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Solution of Computer Forensics with Virtual Machines
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Computer Forensics is the technique to perpetuate the
evidence of security incidents such as the information
leakage by the unauthorized access and falsification of
data. This technique is useful for the analysis of security
incidents. Furthermore, it can provide the evidence for
civil lawsuits and criminal trials. However, high level knowl-
edge and skills are needed to collect the evidence for
legal purpose. So this technique has been thought difficult
to make practical unless integrating the special system.

This paper describes “Computer Forensics with
Virtual Machine” that makes collecting legal computer
evidence easy. It also introduces effective procedure for
data analysis and for reproducing tests, which have

&N A
Tetsuji Tanigawa

XA

Kenichi Hasekura

taken enormous time.
100000

WAEDEHRY A 7 AT KRBEAL - BHLLTETED,
VY 2 T A DORFEOBICEKF LD I ADAD AL
RWABRLTHET, 200D, FFTTRTOYAT LA
WCEF2) T 45— (KROFMHEZEETICI AT LI
T7EATETLE) &9 %, HEthokoZ L&) 2%9F
ETAHEVZET, YATFAIZEF 2 F 4 F—VAELE
TAHEE, RIERT 7 2ADfThbNz), Y4 VAT —
DY L7220 T MRS D D £ 3,

VATFADBARIELRT 7 A BT A, b LETUA
WART — ARG LA, HHORZ W T — U
Ay VAT EADEIEE WS EBEOWEZZITAZ LIED
LIy, BASNE VAT AZBABE LTHHEN, &
SEOVATLARRET LI LIS AR N LS T
9 ([Internet Security Glossary”] &1, ZNHOFELHEHK
BLT TeF2)5 145> b (security incident)
TS,

SFETIX, EF2)F 44 YT PBSEL BRI,
VAT ARBIHEE LI L AELELTEE LA, LELE
HWEEExLOBEWEF VAT AREATSHE, BUFL L
Fa2Y T4 = NVEAHLCRIERT 7 A0 TbI7zD,
TANARLT — DB L 20T WEEESH ) T3, F
VAT AR BARICEINTEZRDO VAT L ERET S
LIRS A, BEE,OHERBELFERINS
ML HV T, 20720, EXF2UF4 43 F U b
WEAELZBICE, ¥¥F2) 7440370 FoRERRN
EOMLZY, FSERZRGLTCBE, RBOBICRHB LA
D Vo WISl EEICR) T3,

200000b00b0obboboOobog

A2 — Y ETRELZEFA)FAAL VY FURD
AL E R T 700 HOEEEZRHLT, 32 —% -
VE RN NN 203

« ITHMEY A7 A BT
IT Platform Systems Development Division.

43



NECH¢#t Vol. 58 No. 2/2005

A 2= OEER I Y 2a— ¥ WHI T4 VI VT
—ZFEICRZ V0, [BECEDL)BRIEEI-
72 BEELE LTRT 2012, av¥a—% - 75 L
VIV I ANNEERY T,

B, ~HRICIEERy b= ETomEZENICb o
THE - RET52E (A T—=2 - T L VI v T RA)
WZoWCThav¥a—% - 73V Vv 7 ALERZED
HYFITV, KFTEY— " HEOa L ¥a—FRKRICE
JREEOIERGET A E BN RELET,

21 00DO0O0O0OODOOOOOOOOOOO

A2 —% 75 LYy 7 ZAOFNEIZ [Guidelines
for Evidence Collection and Archiving? | {ITRENTW5HE
By, #HEEoOEY FERReTV) Ty SEEEOK
W #ERIZCW) T ONICREL TV E 5, S
TEETIEZ, KO XH2HRY T3,

O WERNHOaT L a—% L3NS, FEHOa Y

2—FEHETS

@ HHERINTWRVWEEY - LVEHEL, RENRO

A a—FTHHTESLIICTS
B FEMHDa yEa— ol ROa Ea—%
WAy NI—=ZRHTYE—-IB AL 0T 5
@ WEY—MZED, 2y bT=27DIRE, TEEA
(A€ - CPU) OR% &EDHREEDOE W IEHR%E
A - RIS B
HENROIT 2 —F %, 2y NT—27 00550
35
® WENFOI 2 —FOBBEZYMLTNHN—FF
4 A7 EWY ML, FEROI Y E2—=51271 A
I EROLEHZD

@ FEMHDaIYEa—%7T, LEEDODN—FF1 27
DA —%EKT 5

® TE—TLON—FF 4 A7 IFFRE LTHRET 5
@ TIUE—LAETARZERNRIZ, ulBEDT4 RS

RSN E FEICRAET 5

22 0D0OO0O0OOOODOOOOOOOOOOO

Iv¥a—% - 74 LyYy 7 AOMEMNIL, —FERS
DWE R S EE R Pl % F5 o 72 B AN Y72 5 DB
WHbHIETT, 74V VI v 7 ADMNRELRLIVE
— IS FEEAERAINTVLDH, T IVART —
AIEGELTVWEDH, HEPMMOT Y VITRATHRED
Me Vo 2RI T, R EZ W 2 AT B0,
Dy M= Wi EORELRIEICO )V EZ R L,
AR E RIS RO N F T, S OI/EEERHRS LAl
EHRBLTCLES R TRL, av¥a—% LOKRFLT
— S EHLTLEIZ LD E T,

INSOHEAL, IV —F - TFx LIV IR
FERL L) EB-72HACIIEEREMSLEE 2 ) 5
A, 2L OMBTIIRE RN 2 FE> 72 AMOAR R T X
FHTOMEL2L, FEAEEBINETELATL

@

44

go0oooobbooooboooobogo
gooooogoo

COMBERMRT B0, N—F T rEFAHL
T, Av¥a—% - 7+ rIv 7 ARERTLHEICD
WTHBRFE T,

31 00O0O0OOOoooo

N—Fx =y lid, [avCa—F O EH]TS
REMZ I E2—F] O LT, ExY VOBRFEO—E
ERHHLT, 70db3 v Ea—F0Lkldb)—Hav
Ya—0H5h0I)ICEHELET, FEITVOE
BERFHETIRY, —B0EY O LIEBEED N N—F v L
<V UEESELIEHTETY,

N—F =y, FIZREIVEa—¥% %4 7]
& REOST A 7] o2o0fEH ) T3, Mifia v
Ya—544 7] 13010 LHICFE Y YO0S R
Harv¥a—¥EEHLET,

BRI a—F ¥ 4 TOWRE, N—Fx < /|C#E
ATH0SZHBIZEIRT 22D TEET, ZDFZATD
NW—=F <& LTRENL DL, VMWare, Virtual
PC, Bochs, QEMUZ EXRH D 9,

LI 120 MIHOSZ A 7] 1Z0 20 L HICEIT VD
OS IR OS2 EB L 35

COBWEFIN—F YAV DOOSERIRT L LIFTX

{ (o) ] [ oS } oS
[ﬁﬁ:)ﬁl—g} [ﬁ§:>51—9} FEavEL—4

N
(OF]

EIIY

[ \
|

01 O0000O000oooooooobobooood
Fig.1 Virtual computer.
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Fig.2 Virtual OS.
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Fig.3 Example of Virtual OS (coLinux).
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1) R. Shirey, “Internet Security Glossary”, FYI 36, RFC 2828, May
2000.

2) D. Brezinski, “Guidelines for Evidence Collection and
Archiving”, BCP 55, RFC 3227 Feb 2002.
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