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[1] McKinsey Global Institute, Big data: The next frontier for innovation,
competition, and productivity, 2011654

[2] McKinsey Global Institute, The ‘big data’ revolution in healthcare —
Accelerating value and innovation, 2013%1H. Exhibit 4.
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[1]J. Launchbury, LS. Diatchki, T. DuBuisson and A. Adams-Moran. "Effcient lookup-table protocol in secure multiparty computation”. ACM ICFP2012. %1 semi-honest&Z 2123/ \—F 1 OMZETE TR, [5]5HXDTable.1%28E(CJ5J1{t

[2] S. Laur, R. Talviste and J. Willemson. "From Oblivious AES to Effcient and Secure Database Join in the Multiparty Setting", ACNS2013. X2 Bl T b, “RIERIEIEER TILF) C—F ¢ —SHE(IC L BEWNIBIR O BLFIBROEE" SCIS2018] #21B
[3] R. Talviste. "Applying Secure Multi-Party Computation in Practice", Ph.D dissertation, Univ. of Tartu, 2016. ‘I'3 VISAO)E*UH?]IF_\ 95528 FRI47 0004 = =
[4] J. Randmets. Personal comm. AES performance on the new Sharemind cluster. May, 2016. x Ed >3 R E4A/,

[5] Toshinori Araki, Jun Furukawa, Yehuda Lindell, Ariel Nof, Kazuma Ohara,"High-Throughput Semi-Honest Secure Three-Party Computation with an Honest Majority", ACM CCS2016.
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gadds 59505, sg2, sg503
gaddsi sg496, sg505, 1

4

HH1T

Idsi s100, 0
adds s102, s101, s100
movs s102, s100

sum = sint(0)
> for i in range(num):
sum = sum + value[i]

(“3a>IA3")

ge_stopmult 1, sg506
gadds sg505, sg2, sg503

FFEZIEWY—)L }’ ge_ startmult 2, sg5, sg7

gaddsi sg496, sg505, 1

o= X EREEAIR(C LD T,
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sCIRADA : Python(CA/=D OO0 S =T =5

| F9&EHE I DULIEDProgram/l

(| def mean(value, num):
sum = sint(0) —#
for i in range(num):
sum = sum + value[i]
Sf = sfix(0)
BEEE R < Sf.Ioad__int(sum) #cast to fixed point num
Nf = sfix(0)
Nf.load_int(num) #cast to fixed point num

sint: “secret integer”3
WECUIEWEE

m is formatted as concealed

sfix: “secret fixed-point number”8!
WEC UIEWVWEE/NI =X

mean = Sf / Nf
/ WERECUEVEENSSBEDEIDE
\_ return mean
# === ZCHS main ====

| num_input = 1000 WE(C UL sintEL DS

input_values = Array (num_input, sint)

R for i in range(num_input): B CREBEDT —H Z 18N
main&hsr < input_values[i] = sint.get_input_from(2)

result = mean(input_values, num_input) meanBaEIFOHE U

print_In(‘mean = %s’¥n, result.reveal()) t’?ﬁségé&%iﬁ;eéi?‘:ht’

(I\v I DI=®)
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SQLTHEITCE DIEEDEFLHETLE THNL, O— REMEY —IL
ZRAWTC, TDOSQLICHIE TR ZEH L. HIEEESICEENOIEE
® SQLALIEDA

e SELECT count(*), avg(mortage debt), stddev(mortage debt) FROM Census GROUP BY Incme
bucket, State;

e SELECT count(*), avg(credit limit) as avg, stddev(credit limit) as dev FROM Census
Where State Utah and Overall mortage debt =100 GROUP? BY Age, Sex
Having 1.3 avg + 1.2 dev > avg(monthly housing cost) ;

® > —~N~X—X (table : Census)

Column Name data type | constraint comment
Monthly housing cost integer 0 <z < 1,000,000 USD
Overall mortgage debt integer 0 < & < 1,000, 000, D00 UsD
Mortgage percentage over property integer 0<az <100 %
Credit Limit integer 0 <z < 1,000,000 UsD
Total other debt integer 0 < 2 < 1,000,000, 000 Ush
Monthly housing cost in bucket bit string | 20 bits, all are 0 except one is 1 | dependency
Overall mortgage debt in bucket bit string | 20 bits, all are () except one is 1 | dependency
Mortgage percentage over property in bucket | bit string | 20 bits, all are 0 except one is 1 | dependency
Credit Limit in bucket bit string | 20 bits, all are 0 except one is 1 | dependency
Total other deb in bucket bit string | 20 bits, all are 0 except one is 1 | dependency
Ape bit string | 83 bits, all are 0 except one is 1 | 18 < x < 100
Income in bucket bit string | 20 bits, all are 0 except one is |
Sex bit string | 2 bits, all are (0 except one is 1 M/F
Family size bit string | 10 bits, all are 0 except one is 1 1-9
State bit string | 50 bits, all are 0 except one is 1 50 states
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2% . HilIRSQLIZEE Dffia TIIEA DI EEI(2/2)

SQLOUE EFIFRUNIEZITS /
Q YN 70 OS5 A% sk
\Y I \\Y E n ‘
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mpc
Algorithm 173 SQL Query i Riice m o
; 4
Query Notation: £
.'I“;vl‘ll‘(‘l.(l;lilllli('), ave({[e]™ bepgu o =10 =1) 88 [mp )™, stddev({[ex]™ Yhjg, =1,m0=1) 88 [dyw]” 4 L = (28, 2@, 28, 20, 20, 83, 28, 2, 18, 5@)
rom Census £ 5 .C EE Cm 5
Where |wy| := [([fiu (1] - [lox]™ = [100]™] 6 V=8 @ = i
GROUP BY g e] = (lag,u] @ [58,0]) 2 W - 10e@
HAVING h‘” = (1.3 [mu]™ + 1.2(d,.)" > :wg({|ln;|"}k|,“ =T =1)} 2
] i
Where Clause Computation: . £ e
» def read_row():
For each k-th row, MPC [wi] = [k [1]] -« [Jex]™ = [100]"] where fi . represents u-th bits in the J;E et read rou) SN
array fi o 6@
Group By Clause Computation (conceptual): ﬁ} - ekl gl N
For each k-th row, MPPC Im._‘,,,| [,,“‘l @ 81,0 2; ) & integers’)
Aggregation 64 ks = %5°, 1, t[i].reveal())
For each p, v, MPC [Cp]™ = 37, {linj(ak,,.)|™ @ [inj([sk, .] [wwe)])]™ } 65 " -
For each pt, v, MPC [8,,,]" = 37, {([ex]™ - ||nJ ag,)|™) @ ([inj (k)™ - [inj(we)]™)} 6?’ fap 3 ige(s, 15): ) o
For each p, v, MPC [S],,]™ = 70 {([ma]™ - [inj(ak,,)]™) @ ([inj(sk,0 )™ - [inj(wi)]™)} 5“ : . shaow J'-'!'. bit array %s°, 1)
For each p, v, MPC (D], ]" = 375 {lex]™ - [ex]™ - [inj(ar,,)]™) @ ([inj(sno)]™ - [inj(wn)]™ )} = [Sp]™ - [ Sy gl WP JR DAERL i 3 e :
For each yt, v, MPC D, |" = sqrt([D],,]" /[Cpu]™) EE print_ln('bit %s - %', j, t[i][]].reveal())
Having Clause Computation: 71
For each p, v, MPC [k, |" = 1.3 [S],]"/[Cpu]™ 4 1.2 [Dp ] /[Cpu]™ =[Sy ] /[Crn]™. 72 : !
For each p, v, |h:..,| = [|’l,u " = 0). 1 S Array(Lla], sint)
74 C = Array(L[a], sint)
Query Result: For each p, v, open all [k, ]. For those that are 1, open [Cpu]™, [Suw]™]/[Cr]™, and [D, )" 75
76 @for_range(N)
Jixd f
78
9
a8 - i
81 S[31 = S[3] 4-]1[\.] Tifa]ljl
c[3] - cl3] + Ti[a](3]
84 R = Array(L[a-5], sfix)}
85 for § in range(L[
a6
g7 <F57. L 1)
gg sfC3
8o sFCj.load_int(C[j])
48 R[3] =sf5j/sfCj
91 print_In{'R[%s] = %s; C[Xs] = %s;°, j, R[j].reveal(), j, C[]].reveal())
92
94 print_In( test done”)
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