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 Linux Tl Transparent Data Encryption for PostgreSQL V2.1.0 LARE S FIH & CTn5b Z &
+  Windows Tl Transparent Data Encryption for PostgreSQL V2.2.0 LARENFIH &b Z &
e OpenSSL 31 VA h—)LENTWNWHZ &
- Red Hat Enterprise Linux 33 X O Oracle Linux CiZi##% OpenSSL 1.0.2 52 (RHEL7, OL7)
F 7213 OpenSSL 1.1.1 52 (RHEL8, OL8) 734 > A h—/L I TWET,
- I 2=7 #%5E Windows 1 A b —F =T LV A A b—/L 7= PostgreSQL % F)
ALET, (AHIEI TV 5 OpenSSL ZFIHT 5 729)

2712 Y7+ T7EHR

Transparent Data Encryption for PostgreSQL DA A —/VIZIZ TFED Y 7 N 7 = 7 B % i
T ENRH Y £77,

£25 F—ER—RHF—NR—@DOY T+ 7EH (Linux kR)

PostgreSQL /3— 3

F_Vv—F 4725 A (Linux)

Red Hat Enterprise Linux 7.1 24 |
Oracle Linux 7.1 24

Red Hat Enterprise Linux 8.1 24 |
Oracle Linux 8.1 UL |-

]

]

]

]

o]

]

o]

o]

V#E8y r— (Linux)

zlib.x86_64
glibc.x86_64

JDK Version 8 LA O EM YR — K (LTS) VUV —RAINTWD b0 127 @EMRY IDK O

W= g r— (2023428 ARgR) R ~X—) |




2 BRI SRR DR

£26 T—ER—RY—N—QOYT Iz T7EH (Windows i)

PostgreSQL /X — =1 > F_R—F 4 7 AT A (Windows)
Windows Server 2016 Windows Server 2019 Windows Server 2022

12 o o o

13 o o o

14 o o o

15 o o o

WEL R r— (Windows) Microsoft Visual C++ 2015-2022 Redistributable(x64)

JDK Version 8 LIFEDEMIY A — 1 (LTS) Y Y —ASh T2 b0 1427 BIEMGRY IDK O/N— = > —5
(2023 42 8 ARFR) (8 =) |

BEE
Windows 77 v h 7 4 —ATiTa I = =7 ¢ BHELEL TV 5 Windows £ VA h—F —nbH A A
h—/L I 417z PostgreSQL DA% $A— N LEF, https://www.postgresql.org/download/windows/

x

* SELinux (Security-Enhanced Linux) #REIZH A — F L TWEH A,

FIEMEZRYE IDK DO N—2 9 T FEICAR Y £,
% 2-7 BEMEERF JDKD/N—2 3 0—E (2023 £ 8 AER)

JDK (iEsg EifERERF /NN —Ta Y
Oracle Java SE 8,11,17,20
OpenJDK 8, 11,17

272 92472k

Transparent Data Encryption for PostgreSQL 23 % & #4172 PostgreSQL IZT 7 B 2457 T A
Tk (TFVr—arP—n_—PRy) ON—K =7 LV 7 Yy 7EZONTEH
E)ﬂ L/ \i -ééo

2721 N—FOzT7EH

7 A 7 MANZ Transparent Data Encryption for PostgreSQL % A > A h—/L T 521X Tt ®
N— R =T BNl T ERH Y £,

®28 V347 MUDN— KO T7EH

=N x86_64 7tz v

AV FE #9200M /XA | LA 2 HEAE

F ARV EFEDOT 4 A7 12K 100M /31 LU_E o> Z2 & ik
Transparent Data Encryption for PostgreSQL %}z JDBC K 7 - /3—=X> Transparent Data Encryption
for PostgreSQL *})is ODBC K7 A /S—ZFIHT 2545132 20M 731 b LL o272 X 55k



https://www.postgresql.org/download/windows/

2 BRI SRR DR

2722 Y7 b9z T7TEHR

Transparent Data Encryption for PostgreSQL DA > A h— ) VIZIZ TFLD Y 7 b T = 7 B % i
T WERH Y 7,
£29 V747V MAOVI b ITER

PostgreSQL N—V a3 ¥ | AL —F 4 VTV AT A

Red Hat Enterprise Red Hat Enterprise Windows Server 2016 Windows Server 2019 Windows Server 2022
Linux 7.1 Pk Linux 8.1 LAk
Oracle Linux 7.1 2A I Oracle Linux 8.1 24 |-
12 o o o o o
13 o o o o o
14 o o o o o
15 o o o o o
ST 7Y r—a v +  libpg
AR A NS G *  PostgreSQL JDBC Driver
7 xz—A . psqlODBC

PostgreSQL JDBC Driver
3
TR 5 50Tl PostgreSQL 2 X = =7 1 22 L STV % PostgreSQL JDBC Driver %

FIH L CHs SAb/8 5B A i35 Z & A AIEET9, 7272 L. PostgreSQL JDBC Driver 73 H /13"
LTI SHIERPEENDI T ENRH D EFTOTRMYFNICTERLSTE I,

PostgreSQL JDBC Driver (& Transparent Data Encryption for PostgreSQL @ > A ks — /LK |Z
[AI#H X 41TV % Transparent Data Encryption for PostgreSQL %})its JDBC K7 A /3—% ZHIH <
IV, ZORTAN=TIIFNHRNE b T ROME 57 — Z BB IS 2 %k D
OR ¥ v X &EHR— N T HEENBIMINTWET, FIHEAK ST EATHEARE 5L
KDl 7 THIH FIHE 72 PostgreSQL FEHET — 2 RN it 2 BLIZBI L CH [Al—/"— 3 D
PostgreSQL JDBC Driver & HRERY A #atE 2 fR#F L CU £, Transparent Data Encryption for
PostgreSQL %)tz JDBC K7 A /3—|FA A h— /LK D drivers/jdbc Bl FIZAHI ST
WET,

drivers/jdbc BL FIZIZLA R D IDBC K7 A4 RX—T 7 A LB I N TWET, T b
JDBC KT A R_R—7 7 A )VOFEHFIEIE, PostgreSQL 2= X = =7 4 O LI N TV S
PostgreSQL JDBC Driver & [A4£ T,

s postgresql-tdeforpg-42.6.0.1.5ar [JDBC42 (JDK1.8) KJ A /3—]

+2-10 FENHES{E#EEXE JDBC OEMEREIF OIR T v/i—E

O/R T /4 N—3y
MyBatis 33
Hibernate ORM 5.0
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psqlODBC
I
ITHNLRE 5L 7 ClE, PostgreSQL = X = =7 1 M HiEfl STV % psqlODBC % FIH L TH; 5

b AL A £ 925 Z & A ARE T, {H L. psqlODBC 314 % v Zick S8 wNE £h
HZENHYETOTIYFNCTERELSTEINY,

Transparent Data Encryption for PostgreSQL %}itx ODBC K 7 A /3 —{3 Windows(Windows Server 2012
R2 MRFEFH A DHIE LET, v 7Sk S8 Wi 32 2 & 25 < HAY T psqlODBC 725 H
NEnsu 7 X yt—ix L s#E#RE~ 27 5L > TWEJ, 727ZL, ODBC
FL—=ZDFETICE VSN ZI3d RN TH L2, MO P TEELSIZSI N,

psqlODBC [ Transparent Data Encryption for PostgreSQL ® A A b — /VEARIZ[FIMR FL Ty
% Transparent Data Encryption for PostgreSQL x}/is ODBC N7 A N—% ZHIH < 723w, =
D KT A N—=TIIHNHENRE AT ROME 567 — 2 B s T~ 2 B IE BN ST
F9, FIEALKE B & AT RN S b5 o i 77 CTHIH ATRE 72 PostgreSQL AR HET — & il
(2% 2 LER X [R— /R —0 3 > @ PostgreSQL ODBC Driver & FERERY Al 2 ffFF L T
9", Transparent Data Encryption for PostgreSQL %fits ODBC R 7 A /S— (3 A A b —/LHARD
drivers/psqlodbe Be FIZHEM I LTV ET,

drivers/psqlodbe Bl FIZIZLL D ODBC K7 A N—T7 7 A ARSI NTWET, i
5 ODBC R A /=7 7 A VO FIEIZ, PostgreSQL 2 X = =7 4 O LS TWN 5
psqlODBC & [Alf&k T,

* tdeforpg psglodbc 13.02.0001 x64.msi [Windows X})is psqIODBC 64 £+ ]

* tdeforpg psglodbc 13.02.0001 x86.msi [Windows X}/ psqODBC 32 £ ]
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%3 E BERIN SLEREOEA

E3E
i S EHEEDE A

Transparent Data Encryption for PostgreSQL D > A k—/ L35 L NG AI ks 5L E & A 20k
TOMENRHY ET, FEMIT (TTHEMARSE 2y b7 70— ] 2 TR E &0,
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B4 E FBRING SERE D E T

F4E

4.1

4.1.1

2518 R BE S 1L BE 0D & A

ARET, FIBAIRE S RE I BE 3 5 E RIS OV TR L £

EiBHE S LR D &

RO - BH

ZIAIE AR RE 2 I 3 2 72 DI, WSRO EZITONERH Y T, W 5HHITE
Aoy A4 I 7 THROIRLEHTDHZ ENAEETT, BMERORE - EHz295
7=, HimAIEF S LAEEE THEE T 5 pgtde I~ RD-m regist A7 v a VEHH L
ESr s

F7o. BEARESLEERE TIX, BEHON—Ya U EEHR L TOWET, BE#o—T g
VEEHTLZ LI o T ERAE TN T OBRICT X TORE{LT — % 2 HiE 5T 5%
N0 9, B, BEREEHZICH. Sty v a id, Bebstgr—7 1
(2 BALAE 5 B & I FT OB S8 TIT VW E T,
pgtde I ¥ RB L W-m regist OFEMIT [5.1.1 BF S8R, « FH (-m regist) (27
N—=) | BEIHERLSTEI N
BE
s BE¥ETDEE— FZHMMA L TWD5GE., WML EHRLICERICT 7 r—y g VICHAAE
NTWOEF DN A T L— R e i CTER T HZHLENH D 77,
o NR=Vg UEBRLTOSBSEERO iz —F—OBEI XAZICL->THIRLTLE-
O, HELTLEI &, B kT —22EHE L TESRT LI ENTERLLoTLENE
T ZORRIRBEREZEET D%, BEEREHRE Ny 7T v 7T AR L T ET, B
X 16.5 Wfi5#t/N> 77 7 (cipher key backup) (42 2—) | & THERRL 7Z&E W,

o WEHEAFEHTINAS, SFETOREFEHL WD axr g id, TOEEMEHAHETYT
N, FT—HFOEFALICEFZEOEIIFEHEINEY A, £7/2. BEFBOEIC L > TREES(LENn
T — A EBRTDH L L TEERA, TOHEITHEyvara&TL, By a B
W77 varERERITLTIEIND,

o ZENTFORF ARG T L EITTEERA,
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54 BRI S LikEe O

BB {LEni=F—%(integer, text.....

BB {LEni=F—%(integer, text.....

BB {LEni=F—%(integer, text.....

SHFEIHOESETES
ESaiEE A-H¥F—a
ver | 5% | & Ver | ER{EEhiT—%
1 aes #2A 1
2 bf B 1
3 aes @c 3
4 aes < o] 4
EHFERTOBSRTESE

BES{bL =L vF—% (integer, text..... |

41 BSRO/N—2 3 EH

412 FIATHSE—FDERE

BRI B RE AR T AT — 2 R_XR—2D X 2 U T 4 BT 2 U T 4 LoULE
Han=Haklilc, 123 FHTL2E—Foms =) | 25Z AT E—
RZHE L, HiErns 5(HERE Tt 372 pgtde =2~ FD-m switch A7 v 3 V&2
LET,

pgtde 2 < REB X W-m switch DFEMIIL 15.1.2 HidAIKE SAVEERE DR HE— ROZ T
(-m switch) (30 X—) | Z ZHERLTZE 0,

BE

AT 22— RELEETIHEE, 77V r—> a OE B S LEREENERT 2 777 g
VEMBIANLTEYD . BB T D E Vo AR NMLETT,

413 EHFORESRIZCLA T —X2EESIE

oo ek - T ZMEVIRLIT) Z& T, BT LERZFHT 27 —FX—2
I, b s e T — XT3 D5 58— a U BEENRIET DREIC 0 5, #
BowSNN—Y a3 VOB bEN T2 — —FT — X 2RO S8 — 3 SHE—F
5121, BRI 5L EE CHEMIL T2 potde I~ R-m cipher A7 v a U AH L E
T, Flo. ——reset XTI A—HFEFHTHZ L THEEEELICL YV ARE L 2o - 584 H|
br9 2 Z & bARETT, FEMIT 1513 HEHORSH#ICE ST — % HKE51t (-m cipher)
(32 =) | B THERLSIZZN,

T
o HRESALABIIRROT =T NE TR LCHMin v 7 2 a3 57290, B S{LABEFIT
KBDT —T)NA~DT 7RI THORWT I,

© BHOESRICE DT — Z EE S LIIAMRIUSETR T2 86ERH Y £,
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o [-—reset] NI A—HXERTEL THEKEFLEZIATL TV DIHEAIT, BEHEOBE « B -
HIBRE OBAEIXFEIT SN T, B LOET2HbE T,

o [--reset] T A =X %HIRE L THEELEFITT DRI LR 2 PG L TV D51,
RIS ALV SE T RIS TR T D E R H Y 7,

. [——reset] /NT A—HEZFRT L THEHEE(LEFEITLI-HIZ. 2 CORFIHRT—7 1T
ANALYZE % 50 L CW 72 B H Y 9, 728, ANALYZE O EfEIZIERROT —7
IVEFTE T AMERNMLIE L 72D F9,

o KBS T —T NI L TT VT I XA R a2—2FfHLTWAEES, Aav o F&23E
TLTCH~T VT 94 XA R 2a— I banFEFti, BESIZIZT I TI4 AR
Ea—DU 7Ly aPDpBEln £4,

4.1.4 FHBEOESIEHEEDF ARKRDERTR
B B RN TN ENTET —F _X—2DFH L TVWAEE— RO LT LT U X
L, BEEHEON—T 3 U OMERZ T D - OI0E RN S LERE TRML T2 pgtde =2~ R
D-m show T 7> a VEfHLET,

pgtde 2~ KRB X W-m show A7 T a VOFEMIL [5.1.4 FiEEKE 5 {LAEERE O F] RN,
DR (-mshow) (34 ~5—Y) | & IHERL LS

4.2 FZiBHIESEHEEEDF H

421 BEIEXRET—TILDOER

i AR S RE 2 R 5 729121, CREATE TABLE X C7 — 7 V&2 ERT 5 BRIC
USING tdeforpg2 %57 L £ 9, Table Access Method #FI|H T 5 = & T, 7—X ZITHALT
b L CT — 2 _X—R T 5 2 N TEET,

WOFITIX, WEbtRT — 7 NV EERT 20 &2 5ed8 L E7,

=# CREATE TABLE Employee (
EmployeeID Integer PRIMARY KEY,
Name TEXT,
Address TEXT,
TelephoneNumber TEXT

) USING tdeforpg2;

x
SRR T — TV EUTOAT V=2 b BEOV—ATHAT 2 Z L3y F— LT ER
P

« JL—/(RULE)

| Y % (TRIGGER)
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F 4T FEHING LR O EH]

422 HESILESLE

G bt G T — 7 NV 2 EEIICKE S bR 5T D 72012, FEmrIk S bR TRt o >
valrBithrr o varBlOkyva kT varvERAALET, Eyia
VBT 7 v a Y ERIRAT AR, B b SN T — X X=X THEH LTS R OfF
RN MBI £, By v a URBB IS RT — T kT T Y
= a VRN GE TR, By vari& T varyERNHALET,

tyTa VBT 77 v a U EFIT BRI PostgreSQL D B VR EIC L o T, W5
DN D PostgreSQL O 12 ZIZH ST LE D AN H D720, K 581 &2
PostgreSQL O v ZIZHi i Enenwk o w F I hENMEL7 7> 7 va vkt oa VA
Ty varyOrilhALET, By va LBthT 77 v a VEITE. v S HEME
Ty raryERALET,

EVE

FNENDT 77 a r DFEMIIUT &2 ZHERL 2 &0,

o 6.1 v Z M (cipher key disable log) (37 ~X—%))

* 162 v a i (pgtde begin session) (38 ~<X—) |
+ 163 v 7 )AL (cipher key enable log) (40 ~—27) |

* 164 By al T (pgtde end session) (41 ~X—73) |

BB S LERECIE 2 2OE— FZERIEL TBY ., ZOH>50 1 >TH 55 TDE £ —
RCIZRTR D 7 7 7 v a VIWNEIIIZFEITEIN D120, 2—HF—N7 7 U r— 3 VI
PR BT Y FH A, FDOMOIESRE TDE £ — R CIRiRD 7 7o 27 v a v 23745
VERH Y ET, £E— FOFEMIT 123 FHTLE— RO (4 ~—2) ) & THER<
7230,

Wiy varvBithrz oo vartualZWMERET 77 v a O HFIEIZOWTHR
E)ﬂ L/i—é‘o
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04T FEARE S bRE O EH

1 noEhESE |

N
oy
Y
\"l
[11]
\:
1
&k

‘

3 | OoHAEME ]

.

4|  rFy-vaum |

5 | £y A RT )

B 4-2 #5# TDE £— FIZE T 5 EBHESEEY > a VRIAAE

FREOKIL, ZEAIRE SRR EA LT ) r— g VB AT S T OFIRIZ R Y E
T, Flo. FROKSLEEREDIEYE TDE £ — 2T 25 E5101E,. LT ZOFIEEZEA
TSN,

1. v 7S
MO T 77 a v Z2FATLT, by va LBl T 7 v v a VITRET
K5 S-SR A3 PostgreSQL D1t 7' ~H S nWXE 51 L,
2. Bva Bk
yvalBT 7 aryEBETLT By varERIBLET,
3. m7 WAL
a7 WA T o v a v EFRITTAI LY, n IR EE LR LE T,
4. 77V r— g B
TV = ar kT = AR A O EFT L ET,
5. ByvarikT
By arTT7 7 v a v EFTTLHILICED . AT ORGSR L HIFR
LCkyyara&TLET,
tyVay%%77y&VaV£ﬁ%\%%mﬁ%%~7wmﬁﬂﬁﬁm%%£%ﬁézk
TTF — 2 BB S/ 5 S E T,

R OB TIINE AL SR %17 5 Gp i OEEIZ O W T LE 7, Tl iy —2~—
APMER ST 27 =7 NV EITHAL TR SEL TH Y £7,

E~k
NRIA=BBIONY 7T v TOFIMEOFEHRIL T & ZHEB EE W,

16



o 172 BES#E/ T A —% (encrypt.cipherkey) (46 ~X—37) |
c M43 Ry 7y 7L VAT (17 X—Y) ]

APH#—i% DB#—/% —
; < >
L@.I.LF%E.&ILT&I IIE F—N—2R
A it
AP | | | Ver  ID Date Code
o] & 1 % ®kkkkkkk L3 33
L | =1 2?2?7777 ?7?
Iuﬁ’ I ft 2122222222222 3 |@ 6eeeeece @
1
e

4-3 EESLIEENELETSBE
1. FT—HfEA

TV r—va b [32016/04/3,7—4% ) OFT—X T —T)N~EATHI T &
FITT D & HEIRE SLAERE DS B BHAOICATHNL TR B L L T B R0 T7 — 7 1~
T—HEHRALET,

2. T—I2BR

TV =gyt D) PN 2] OIT25RT 57 ) 254795 L, Bk
BALKSBE N HEIRICIT M THE S LT 7P r—y g v~ BB ST — 2 2 IRAI L
\32—3—0

W~ (o]
4.3 NNV D TvITE)VARNT
Transparent Data Encryption for PostgreSQL Z [l L7727 —Z X—=ZA~D/Ny 7T v 7« J X
T DOFEZONTHIALET,

431 Ny Ty THERIZTDONT
Transparent Data Encryption for PostgreSQL ZFIH L7256 D /Ny 7 7w FRGITLLTIT2 Y
£75

* PostgreSQL DT —H RXR—AAf VAR LA (T—HRX—=RJ T AH)

PostgreSQL D7 — X FHIKTT, T —F X—R T FAZ DN 77 » FIZONTITL,
(432 N7 v 7TiE (18 3—Y) | & THERIIEEW,

+ PostgreSQL Y —/3—DFKE T 7 A/ (postgresql.conf) NH T 7 7 A )L
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PostgreSQL ¥ —/N—D & E 7 7 A /b (postgresql.conf) X1 7 7 7 A /UL pg_dump
R pg dumpall TIIANY 77 v T INERHA, TOTD, FHINZ T 7 ANENNY T T >
TLET,

* Transparent Data Encryption for PostgreSQL D#&-fE~7 7 1 /L

Transparent Data Encryption for PostgreSQL DLL D7 7 A Vo /Ny 77 v 7 LET,

- RETTAN <A X P—T 4 L2 fU>/cont/*

- BTy AN <L R T L2 fU>/1og/*
x

R 77 ANDHNEREET 7 A VOREST 22 E L TS 551E, L8 L@
BNy T T LTLIEEN,

FIRAIRE BAL 2RI LB TRy 7 7 v P LI b olext LT, {THAR L2 FH L7288
BECTUARNTT2Z L3 R—FLTHERA,

Flo, ATHAIE S AL Z L LICBRE Ty 7 7 v 7 LI b OlTk LT, FIHALRE 51k 2 5 H
LEZBRETYVANT T2 IR - ML TWERA,

RETZ7ANROAT T 7 ANDNy T T T IZONTIE, EOXHITHRT 20D
HTHF LT EE N,

432 INVHYTvTFE

BRI LSRN AN E 7o TWVWDBT —H RXR—=AD NNy I T v T FEICHOW T L E
9, PostgreSQL O/ 77 v I RIELLTIE, Z77ANVVAT ALV TONY I T v
(KETIIWHANy 7T v 7 E50#) & SQLICK DX VT (KRETITHEAAYy 7 T v 7L
L) DRELS2ONVFELET, £72. COPY XEFA LT =T NVHELTONR Y 7
Ty IBFELET,
BB AL REN BN E o TV AT — A RXR—=ZAE I NHD Ny 7T v 7 FEEZRHAT
TFET, LTFTORICENZENDON I T v TFEDODAT v hET AV v et L TWE
T, BIZODLECHIHAT DNy 77 v 7P RiEEZ TR TEE 0N,

K41 NV IOTFVTEEDA) Y b= TAYY b+

b= | MBINY I T T WENAYITYT COPYaw v R
M TR TAZERE | T—FRXR—ANLRB LI | T —TNVDOT—2 %7 74 )V
T7ANVAT ALV TR|(REAZ VT MERELIT|[ =7 AR— ML TEETS
N T=UAT 77 A NERTER
575
Y —/LF721% SQL 3¢ 0S ® a2~ K (cp, tar. |pg dump =° pg dumpall % || COPY TO (=7 AHR— k) |
rsync )Ny 7T v Y — | T 5, COPY FROM (A »7R—F) X
NI EEFIAT % ZETTD
FTGA Ny I T T T HE HRE I HE
FTTA R I T T BEE RN AHRE
Ny 27y« YA NI [ fOFEL Y EN My 7T v T R RN MBI T v T EYEW
(K= - HEE5z2 T 556
IE. bo & BEFAE)
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1EH MBI TvT WwWEIR Y7y COPY awY Rk

Ny 7T THAL F B NR—RA T T AN AL T — 7 JLVHAL T —7 VAL
T BN — AL
Fe B R Y T AE L

T R—= 2O R T — | KEE F it ESy/
X s o KA
T—=EDNy I T T Be ka7 —4 BELET—% e LT —4

433 ME/INY I Ty TIZDWNT

MBI T TR, A TA cFTTA Ny I T T OmGF TRy 7T v 7%
HENTEET, N7 7 v 7RU A NTOFEIZONTIL, ZdAIRE 5 bERE 2 |
LTWRNWT = X=X LB EH A, FZROKSEEREZFHE L TV H5E, K5k
ENTET—HIIEE L ENTZETERV I T v TENETOTT—X|FAVDY A7 KT
SHLHZENRTEET, B BELET X2\ I 7 v 775 LIETEERA,

BARE 72 FHESLTFNEIZ OV T, PostgreSQL D~ == 7 /L& ZEL 72 &80,

—BEE) VY
T 7 ANV AT WLV DNy 7T T (i N—3 3 D PostgreSQL v = = 7 /L URL https:/
www.postgresql.jp/document/current/html/backup-file.html)

ey — A 7L RA 2 b A Z A LY 330 (PITR) (ehi/3— 3 D PostgreSQL ¥ == 77 /L
URL https://www.postgresql.jp/document/current/html/continuous-archiving.html)

434 FE/NYIT v TIZONT
WWMEL Ny T TR, Ny I T v IRBOT — X EFHE(SELECT) LR A A2 U 7 K
X 37— A7 77 ANEXNTHIITE22—T 4 VT 4V — /L Toh D pg dump,
pg dumpall ZFIHLET ., VA RNTTHGEEFIBEGE LAYy T T 77 A 0% Y X |
TTH2—T 4V T 4V =)L ThH D psql £ pg restore ZF|H L T (LLRE
pg dump, pg dumpall, psqgl £721X pg restore £ L O TR T HLGAEIX. Ny I T v
T VDANT =T VT Y= R LET) .

pg dump [T 1 DDT —HX—ANDT —H % pg dumpall [T —H X—R 7 T A XK
(TARTOT—FRX=R) N\ 7T v T T LHLEEITHOVET,

BN T TR, A TA NNy I T TINERETT, Ny 7T T RRITIHIRN
G A CRE N BN 72 T — X R—ANFENLI A, T—XIFEF LIRETRYy 7T v
ENFET, NI TS ULIeT—XIFES LIZREDCTZD, IAWVWDOIURAIZBHD 50
TITHEELSIES W,

BELET— 252NNy 0T v 7 T5700F, Xv 2T v7 « VAT 2—=T 4 U7 4
YV — )L % 4T3 SR PGOPTIONS ER5EZ5 %4 T encrypt.cipherkey /37 A — X (27 — X §EDIE
WAEHRELET (fi5 TDE E— FOGET — F#HOFHROFREFIRETT) .
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pg_dump D/\y 9 7 v TOFIELH]

WOHITIL, BRI SABERE N A DN 72 R DT — H _— AT pg_dump ZfEH L TNy 7
77 AR LET (65 TDE & — FDE encrypt.cipherkey /X7 A — X [T ARET
T) . BT T 7 A NAITIE [ /pgsql/backup/tdedb.bak] Z. /X 77T v X5
T =B R—=21T01E Ttdedb) ZFRELTWET,

o 1E#E TDE £— FDOEE

S PGOPTIONS="-c encrypt.cipherkey=key1234567890" pg dump -f /pgsql/backup/tdedb
.bak -Fc tdedb

e %55 TDE &— FOLEE

$ pg dump -f /pgsqgl/backup/tdedb.bak -Fc tdedb

+ v b7 v TH#EE cipher_setup.sh DB X

HARDT =2 R—=ZA BB LTRENS Y A NT T34, Ty M7 v 76
cipher_setup.sh D FHE 21TV E T, &> 87 v 7BEHE cipher_setup.sh (2D TIE [47HA,L
Waft > v 7 v 71— F (Linux i) J @ &8R- SLEERED AR 25 L TL
&V,

EESROBEX

MDD T —FR=2EZBIZLIREND U A N T T 584, BEHOFREEITVE
T WEHEOBEKIZOVWTIL, 1511 W58 ORE - 58 (-mregist) (27 <X—3) |
EHRLTLIZEN,

pg_restore [C&k B 1) X k7 DFELH

WOFITIX, REOT —FX—RNNy 7T v 77574 )V% pg restore ZHEHALTY R
N7 502 EH LET (755 TDE & — K D4 encrypt.cipherkey /37 A — # [ IR T
) . -aX°--data-only A7 v a R EEFIHLTCT—XDORY A NTT LA,V
A NTHRT =2 _R—= 2 H B SRR DN AR o TV OMERH Y £3, VAT
THE LT T 7 A NEITIE T /pgsql/backup/tdedb.bak] Z, U A RTRRT —HX—2A
4121% Ttdedb] ZHEE L TWET,

o [EYE TDE &— FOLEE

S PGOPTIONS="-c encrypt.cipherkey=key1234567890" pg restore -d tdedb -e /pgsql/
backup/tdedb.bak

e %5 TDE &— NOLEE
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S pg restore -d tdedb -e /pgsql/backup/tdedb.bak

—BEE) VY

pg_dump (2D T (e N— 3 > D PostgreSQL ~ = = 7 /L https://www.postgresql.jp/document/current/
html/app-pgdump.html)

pg_dumpall {ZDUNT (FcH/3— 3 > @ PostgreSQL ~ = = 7 /L https://www.postgresql.jp/document/current/
html/app-pg-dumpall.html)

pg_restore (2D T (Fghi/3N— 3 > D PostgreSQL ~ = = 7 /L https://www.postgresql.jp/document/current/
html/app-pgrestore.html)

435 COPY o< K[ZDL\T

CcoPY ¥ RNiL PostgreSQL D7 — T V% 7 7 A VI AFR— K LT72O, 77 A4NL05
PostgreSQL (24 A — h T A7eDICHESIN TWDHa~v R TY, Zoa~vy FEEHT
L ETHEEDT —T NV CSV 7 7 AN EITH I T5 Z L ARETT,

Flo, copy AV FEMNDH 2 L TTF— 4 RX—ADIE 5L RT —7 V%185 LT CSV
AT 22 EMTEET,

EEIERRT—TIDLESLEET—2ZT YV AR— KA
R—b+9%

WOEITIE, BAbRI ST — T A5 LT — 2% CSV 77 A L& LTxZY AR — |
TOHETLHLET, B, AETHTRIES LT —F 227 AR— 27D, 77—
B R ZEBH LN O 2 —F =3 copy 2~ REFEITTDHZ L 24E LT, psql et
T D\copy I~v Y REMFEHTDHHEEZRLTHET, S8 LT keyl234567890] %,
W LT —2% M35 CSV 7 7 A /NAIT [/export/user table.csv] ZHE L&
7

=>select public.cipher key disable log();

=>select public.pgtde begin session('keyl1234567890');

=>select public.cipher key enable log();

=>\copy apuser.user_ table TO '/export/user table.csv' WITH CSV;
=>select public.pgtde end session();

T AR—=KMLTECSV 7 7 A NE WG Ebxt G T — 7 WA VAR — b3 562 LU FICFiHE L
£7

=>select public.cipher key disable log();

=>select public.pgtde begin session('keyl1234567890'");

=>select public.cipher key enable log();

=>\copy apuser.user table FROM '/export/user table.csv' WITH CSV;
=>select public.pgtde end session();
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4T BRI LR O EH]

EE

cory a2~ REZFMHTH5A . public AF —<ITER I TV D E BN S LSR5
7 — 7 )L T & b cipher key table & key management table & 1 > 7K — h L T 72 &\,
cipher_key table & key management table D7 — ¥ N TV AR — N INT2T 7 A VO T 7
ANGBIE 171 RNo o T v 777 ANV N5EHEE (encryptbackup) (45 2—7) | X [6.5 K
FHE N> 7T 7 (cipher_key backup) (42 <X—3) | & THERLTZE W,

—EEY Y

COPY {22\ T (i’ 3—3 3 v @ PostgreSQL ~ = = 77 /L https://www.postgresql.jp/document/current/html/
sql-copy.html)
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FBS5E avr NI Ty LA

ES5E

5.1

ATV RYyIJ7rLUR

ARBETI, B S UESRECRIE L Wb a~wr FlcoWTiIBALET, ThFnoa~<
v RIZoWT, MONEBEZRHAL ET,

X

Sy ROANFELTR L E T, £, T~ RO RAE A 715 % B B L &
+,

5 BH

o~y FOHBSCER FEEZTEEH L £,

ING A —A

WL OPICEENDITNZENDNRT A =X DONESWCELH L £,

ERAE

avy FOMBAFER I Na~ FOEMECET 2 BIERA T L 7,

TEEHIREIR

vy FOEGHIRFHEZGEH L ET

X761
oy FOEHERRLET,

., - r =3 ,L\b ~ >

BZEEE{E#EEa <Y > F (pgtde)
pgtde -m { regist | Cipher [CIPHERioPTIONS] | switch {SWITCHioPTIONS} | show} [CONNECTIONioPTI
ONS]
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B5¥E a<v R Ty LUA

A

M ALT — & OFEURE A 1R L E T, RIS D HARIZLL F O Y T,
o TS50 WSO - FH (mregist) (27 —) |

B SRR E T 2R S OBk - AT 52 LN TEET,
o [513 EHORFHIC L DT — % FHiF 51t (-m cipher)

W S LE DAL= =7 —F 2 —FETHIE LT 5 2 &N TEET,

o 1512 FHEWRESILEEEDOFIHE— FOZEHE  (-m switch)

FHEIRE SAUERE DT — F 2O 0 i X DHRE 2 120k L 97
o 1514 FEWIRALKBE ORI IR OFR  (-m show) (34 ~—27) |
BB SALBERE ORI R 2 RoR T2 Z & B TE E T,

ExFk

(32 X—3) |

(30 <—) |

B
BIBAIE SALBERE = ~ > (pgtde) 13, FHAINE 5LERE THIM - 2 i 5-# D & BLEKRE &

TNENOMEREL TITEMEF S vy s T o7 h—F] @ X0 ex=aT7REHDZDD
EIToTWAHEE. UTFTOERDO LBV ZiRE S b#iEa~ 2 R (pgtde) O-m 47T 3 U

WCFET2—YP =D IR E £,
£51 -mATLarBOETLI—F—HIE

it

Ax AE ]

E{TA Rk —Y—

-mAFay

X VT o EHE

regist (K5 gD Xk - AN

switch (FHEAINFSALIBEORIHE— FOZLK)

show (ZEAIEE SLAERER MR ILDOZR)

TS r— g VEEE

cipher (RHTOWE 5H#EZ K27 — & FHiE 51b)

INTG A —4H
£52 mATLavnRsA-4—-K
NG A—4 B x|
-m regist WS Bk - AT L E T, EER
cipher BH O FHIZL 0T — 2 OfRE S L ET, BESIN
switch I SRR ORI E— FOZEE L £7, B
show B IE S EERE DRI FIRIL D FR L £ T, BESIN
£53 T—4R—REHRNS*—4—HK
NS FA—4 B1L)] S8
-d dbname e DT — 2 RX—=2 4 Hf/ELET, (EEFES
~h host P e DR A NG ETILIP 7 FLAZBELET, [{EE
-p port Pl e DR — FESERELET, (59 =3
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INTA—4 BT S8
-U user Hefe e T — A N A —PF A EEELET, SN
-pw password BT — 24 _X— 22— —D AU — REZHEE L TR
\i‘a—(}
-conf dbconfigfile T AR AR A S L RE T 7 A VR R
ELET, 2oF7va v RELESRAIT-q, -
h, -p, -U, -pwA 7T asidEHTEEEA,

A SALEERE TIRILT 2 BB S LERE = ~ > RO T — 2 N— 2R iE I, BOE
77 ANVTRHRET LA ELARTT, RET 7 A VDT 7 L — |

[pgtde.properties.template ] (%, AT S LEERED A > X b —F ¢ L2 b U (Linux i)t
Transparent Data Encryption for PostgreSQL ™7 7 # /L kX /opt/nec/tdeforpg2 pgxx .
Windows hfl Transparent Data Encryption for PostgreSQL 7 7 /L b X C:\Program Files\N
EC\TDEforPG2_ PGXX (XX IX PostgreSQL D A ¥ ¥ —/N\—T =, 13 DFAIL13) ) @ [t
emplate] 7 4 L7 FNUBLTFOBMINTWET, HET 7 A /VEBOLGET D 5t 2 IA F
T2V Eid-cont 72 a U THRT 7 A WA ZHER N ATHREL T ES W0,

[pgtde.properties 7% & 1]

pgtdedatabase=pgtdedb
pgtdehost=hostname
pgtdeport=5432
pgtdeuser=username
pgtdepassword=userpassword

EVR
RKa<wy ROT — X RXR—AEFIERIL, BT A — X DAMCERELS . BRELEETH LI
TrAN) MHLLRETHIENTEET, BELHAMEAL T — 2 X—2AHIEREHRTE L
oA, a~ U RETOER T A—ZDIEEXENT 52 ENARETT,
%54 BEEREIUREI7Z7IILOREEHE—F

RIEZHA BEITFAI HE

PGDATABASE pgtdedatabase BT 57 — X N— 24

PGHOST pgtdehost BT 2 — =7 RLUA(FR M)
PGPORT pgtdeport B+ 2R — &S

PGUSER pgtdeuser BT o —Y—4

PGPASSWORD pgtdepassword BT s a—P—nRAU— K

[(BREALGEREF (Linux) ]

export PGDATABASE=pgtdedb
export PGHOST=hostname

export PGPORT=5432

export PGUSER=username

export PGPASSWORD=userpassword

vy »» U Ur

[BREAEGRE T 7 A Vit EFl (Windows) ]
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HB5¥E a<v R Ty LU A

CMD>SET PGDATABASE=pgtdedb
CMD>SET PGHOST=hostname

CMD>SET PGPORT=5432

CMD>SET PGUSER=username

CMD>SET PGPASSWORD=userpassword

LD T A= F FTATRE T 7 A v, BEABDSFRICHRE SN TW L5512, TRO
BV NT A= F ETTRET 7 AV, BREAEBONAE TEEIRMARD 5N T ET,

P>

| m@&nsx—% | | amzr |

5-1 #E#/\SA—2BEIELGE

ER7AE
AT LR~ > 1 (pgtde) DRV EIHLAF O Y T,
£55 BRWMSLBEDITS KRYE

NE—> RYE
EEKET 0
BT 1

FEHIREE

BRI SLEERE T~ > B (pgtde) D-m A7 ¥ a @O EEEHEATR L £,

o HEMIET BLERE 2~ K (pgtde) Z[Al—F — & X—R|ZxF LTS THEITTHZ
ElTVAR—FLTWERA,

o BRAIEFSALAEEE 2~ 2 R (pgtde) IEXFERUC L 2 FIA ZAHE & Lzl TH D72
O, N2 7T RVa7 L LTHEITTEERA,

s HERNTA—FTHD, T—HXN—AL4, KA M, =P =4 NAT—RIZvL
FNA ML FERETHZ LT TEEEA,

o PERHINTA—HLERET 7 AN EATY RPOREIKFICSRIELZ EIETEERTA,

o THR—RPHERIZT 2 VDA X LT EELHEAIE. ENENO A X SUFOER]
WA —T L FEANTLHRLERD Y £3, T —FX—RAEGHERO AT — R %
\"$@&| & LCWDEBIEIUTOLICAHLET,
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-pw \\\"\S\@\&

=176

UToa<vwy ReEANTHIZ EICEy, S 5L =~ RO Usage #2275 Z
ENTEET,

Usage:

pgtde CONNECTION OPTIONS MODE OPTIONS

MODE_OPTIONS:
-m regist

-m cipher [CIPHER OPTIONS]
-m switch {SWITCH_OPTIONS}

-m show
atabase

CIPHER OPTIONS:

—=IEEe8Ei

SWITCH_OPTIONS:

--simple-tde

--standard-tde

CONNECTION OPTIONS:

-h

P

-U
—pw
-d
-conf

HELP:
--help

HOSTNAME
PORT
USERNAME
PASSWORD
DBNAME
DbConfigfile

register new data key to specified database.

cipher data with latest key

switch key management mode

show status of using Transparent Data Encryption in specified d

[--reset]
including reset cipher key's version

--simple-tde | --standard-tde
switch key management mode to simple TDE mode
switch key management mode to standard TDE mode

[-h] [-p] [-U] [-pw] [-d] | -conf

database server host or socket directory
database server port number

user name for authentication

password for authentication

database name

database connection information config file

show this help, then exit

5.1.1

EEBOEE - BH (-m regist)

EX

pgtde -m regist

[CONNECTION OPTIONS]

&t B

B S HR DB Gk « T (-m regist) 1E, R RT — X X— A THIHT o SO e -
HETHENTEET, K-n A7 a AIdiElica~y REETLET,

BB, AN =X TV = a ERHL TCWAEAEIR, T4~ U —"— | TH
TLTL SN, FTRERIIAZ oA —R— 2 KIS E T,
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HB5HE a<v R Ty LURA

ERAE
M 5888k « B (-m regist) A7 v a vV ZHEE LT-BOLB ORI OV T LE
7

3| RAEALTL AR SRR

=

4 | 2RTSERRAD

5 | EmvsEsLraILsR |

2

6 | ETRR )

B5-2 BESRER - B
1. a~r FFET
FHRMAIKE SEgRE T~ R (pgtde) HFATLET,
2. R % — R OBEHR(FIEPER )
FIHT 52— REBIRLET,
1. Simple TDE mode. (f#i% TDE €— RZF|H T 2555)

2. Standard TDE mode. ({£%E TDE &— NZFIH T 555)
FE 1) 7201 12 ZFBELET,

3. BUEMH LTV D S#E AN

a2 bR . BUEGEH L QL A5 58EE AL ET,
4. BT DR SHEE AT

Bl 8T DM 58t a A LET,
5. EHT WS b7 v T Y XA A RN

BRI SE TR 0 b7 LT AL ZBRIRL £97, BIRTE 50557 L=
YALIUTOEBY TY,

1. aes
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e 2.bf GE¥AHE—FR)
LRSI AT AT ALAEEIR L CESEZASILET,

6. FEITRE
FREETITAT o R E CRESHREE - WH 2T H70I12iE, Y] 2 Tyl A0
LET, 7ok, 72T 256121%, TY) BEIO Ty) DSAEATILET,

TEHIBRER

* EMETDE £— FZFH L TWD5HE. 2T LIZBRICT 7 Fr— a9 VISR
RENTVDEREBRDONAT L — X CTERTLILERH Y £,

¢ RNV a VEBL TV BRSO & o — P — DR I AL o THIBRL T
LEoSZ, L TLES &, b7 — &%@Eﬂﬂéﬁ?ﬁégkﬂf%ﬁ<@o
TLEWET, ZORBREKREENT 2%, oG RE Ny 77 v 7T o a gt L
TWET, M 6.5 s8Ny 77 v 7 (cipher key backup) (42 ~—)| #Z
R < T2 &0,

s WEHEAENT OGS, AFETOREEH L TWDaxra ik, O EEHATRE
TIN, T—F O SFALICEFZOIIEH I N ET A, o, THHEOHIT L > THE
TSN T— 22T 5L TEEHA, TOHAIF—HEYy a2 T L,
tovalBihTr v a rEHERITLTLES N,

© EXFONTHREZTRTLILIITE EEA,

E1741
* [Linux]

- ROBITIE, 65 TDE E— R T SH#ZBER L E T, 7 —F N— 2O
ET7 7 ANV r/tmp/pgtde_secuser.propertiesJ ZRHLET,

$ pgtde -m regist -conf /tmp/pgtde secuser.properties

Key management mode is not yet set.

Please select key management mode:

1. Simple TDE mode.

2. Standard TDE mode.

1

Enter new data key:

Retype new data key:

Select algorithm:

1. aes

2. bf

1

Are you sure you want to Regist new key to "tdedb" (DATABASE) with "aes" algorithm? (Press Y (y)
key to execute):Y

New key version 1 is registered to tdedb

* [Windows]
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- WOPITIE, B TDE &— KR BE 4T LET. 7— ¥ S X OB ik
7 7 A/ Ic:\Program Files\NEC\TDEforPG2 PGl5\conf\pgtde secuser.pr

operties| ZXIHL ET,

CMD>pgtde.bat -m regist -conf "C:\Program Files\NEC\TDEforPG2 PGl5\conf\pgtde secuser.propert

ies"”

Enter current data key:

Enter new data key:

Retype new data key:

Select algorithm:

1. aes

2. bf

1

Are you sure you want to Regist new key to "tdedb" (DATABASE) with "aes" algorithm? (Press Y (y)
key to execute): y

New key version 2 is registered to tdedb

512 BBRIESEHEEDOFHAETE— FDZEE (-m switch)

OV FEX

pgtde -m switch {--simple-tde | --standard-tde} [CONNECTION OPTIONS]

5
BEARE AV EE DRI E— ROZEH (-m switch) TiL. BB S LEEGEORHE— R
e AL—RIZUID B2 HREREAfRAE L £,

BB AN =TTV r—varEBRHLTCWAHAEIL. 7794~ h—_— L TH
fTLTL7Z& N, FETRRIIAZ VA, P —R— T SN FE T,

INTD A —A
%56 FEMESLBEOFHAE— FOTE 54 —5—&

RS A4 L] oS8
--simple-tde f#i% TDE £ — RIZAEE T 5 AICHEELET, BESIN
--standard-tde FEUE TDE £ — RIZEE T 25 AICHE L7, ESIN

ERAE

BRI SALERE ORI T — FOLHE (-mswitch) 4 7Y 3 VA OFTIIC OV TR L%
R

f# % TDE &— K L #5#E TDE £ — R &Y 0 #x 5545
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B5¥E av R Ty LU A

1 AT URER
2 REEAL TV 3RS EEE
3 iR

X 5-3 BBMESEHEORME—FOLE (f§% TDE E— FLFETDE E— FZEYIYEZ D)

1.

pE

o R3ET
+ f#i5 TDE £— RICEHE T HLE r——simple—tdeJ INTA—=HERELT pgtde

av REFITLET,
FEHE TDE & — RICEE T 586 : [-—-standard-tde| NT A —H ZHEL T
pgtde I~< 2 REFITLET,

BAEEH L TV A S#A S

BEFERAT O 82 A LET,

FATHERD

LR E TIAT o 23 E TR S EERE DRI HE— NOEH 2 FITT H 72 DITIE,

Y] 722 Tyl Z A0 LET, 2B, ET2HRIETLHAICE, (Y BEO Ty)HPsh %

ANTTLET,

ERIREIE

s FHTL2E—F2ZEET 56, 77V r—ya SOEER s EREN R I 7 7

VI va Y EMBIAALTED BRINT D E VST EENMLETT

fii% TDE £— R L 2% TDE £ — RZ2 U8 0 B2 72568130 LK S8k I n &
/1/0

BRI SRR IC K> CTHAI ST B 7 7 A VW EEIE L2 7 7 A /UL, B

FAVSREIZIE LS AL Z EMTE <l b=, B SN E# 7 7 4 L OEE
IR IR LTV ET,

E 17

[Linux]
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- ROPFITIL, 615 TDE £ — RIOIEETDE E— NIZAE L ET, 7 —FX—ZD
BHRIZIIRE T 7 A /v [ /tmp/pgtde secuser.properties] ZHH L ET,

$ pgtde -m switch --standard-tde -conf /tmp/pgtde secuser.properties

Enter current data key:

Are you sure you want to switch key management mode of "tdedb" (DATABASE) to "Standard TDE mode
" ? (Press Y(y) key to execute): y

New key version 1 is registered to tdedb

Switch key management mode to Standard TDE mode is successfully.

* [Windows]

- ROFITIL, 5 TDE ©— K OEHE TDE £ — NICER LET, T—FX—ZD
BEGIIZRRE 7 7 A /L [c:\Program Files\NEC\TDEforPG2 PG15\conf\pgtde s
ecuser.properties] ZF|H L ET,

CMD>pgtde.bat -m switch --standard-tde -conf "C:\Program Files\NEC\TDEforPG2 PGl5\conf\pgtde
secuser.properties”

Enter current data key:

Are you sure you want to switch key management mode of "tdedb" (DATABASE) to "Standard TDE mode
" ? (Press Y(y) key to execute): y

New key version 2 is registered to tdedb

Switch key management mode to Standard TDE mode is successfully.

513 EHOBESHICKLS5T—FBES{ (-mcipher)

BX

pgtde -m cipher [--reset] [CONNECTION OPTIONS]

=

KT OB Z8RIC L 5T —# FEF5 t (-m cipher) TIX., Bkt RT — 4 X— XA THIHT 5
B OB SHAFIH L TS b ESNT=T — 2 2l b2 T35 0nTEEd, AKnd 7
va U EIREIC a~y REFEITLET,

R S L FEITRIT—Y —FT — X O —FEEHFHI V2 — S —F — X 2% < O RBEFEI 5
A 7%, autovacuum HEREZ I L TV e WA 1%, VACUUM/VACUUM FULL D374
HESE L £,

BB, AN =L =g BRI L TWAEARIE. 774~ —_— L THE
ITLTL 723, FETRRITAZ oS == T I E T,
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O m—
INTD A —A
& 57 HESLELE—FNASA—4—H
RS A—4 RS A—EAR b ]
——reset BB BLASAE TR T AR O U £y AT 52 LATEXES, Uty baE | EF
W5 & RO BEC £ B (L % FE0 1 B8 O BB HLI AR <
£

ERAE

AT ORE G X 27 — 2 Bl SAL OB ORIUT DWW THBI L £ 7,

1 | IVURRT ]
< b

2 [ REFEALTVIESEAR ]

=

3 | RITRE |

54 SHOBSRI-KET—4BEEREL
1. =z~ REST
RKa<wr FEFITLET, BEITNLCT T-—reset| N7 A—FERELTILEIN,
2. HUEMERA LTV DI S8E AT
BRI SALMSREZ R T 567 — X X—ATHEMA L TW A BIEOR 5842 AT L E
R
3. FHTIRE
FRLETIATERETT — X OFKEFLEFEITTH201iE, TY) 2 Tyl AT
LET, B, FE1e2Hhikd288103, (YY) BIO yHUsz AL LET,

FEFIESEIE
o WS LB RO T — TV TITH LT e v 7 ZEST 5720, R S ALE
HFIER BT —T N ~DT 7 & RITHOR VT F I,

© OO ST L D7 — 2 I AT AMIRIUCEE T 20BN H D £,

© lTo-reset] NI A=HEZE L THIEALEZIATL TV L EEIE, RO -
Hr - HIRFOBRIBEIIEIT ST, BRSO T E2HFHET,
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* [-—reset] T A—FEEELTHE S LZFETTIHRINOERZG L WL E5E
1. R SRS TRICHEER T 2L ERH D £,

* [——reset] "NTA—HZHEL TCHEFLEZETLE-HRIZ, 2 COK b5 T—7
JUIZ ANALYZE % i L CW 72 < LR H Y £97, 725, ANALYZE O FESEI2 1364
DT —TNEAT DMERPLEL D F7,

s BEELRHRT —T MK L TCT IV T I9A4 A R a2a—2FfI L TWAHEE. Aa~<w o K
EEFLTHOYT VT 94 AR a—3HES LS EEA, BESICE~T )T
FTARXARE2—DY 7Ly alnElLRD £9,

1761

FHIRE SALBERE AR5 7 — & ~N— AT U TR S b 2 AT L, AR R DI 5 8
LIS Do S A HIER L £,

WOBITIE, [HA= a O ZROHIRZ M O 7 — X OFR 5z EITLET,

$ pgtde -m cipher --reset -h localhost -p 5432 -U apuser -pw apuser -d tdedb
Enter current cipher key:

Are you sure you want to Reencrypt by VACUUM FULL

"tdedb" (DATABASE) and Reset="true"?

(Press Y (y) key to execute): y

All data in testdb are reencrypted

be
BRIEAENIC [ 5-4 REABKBIOREY 7 A NVOREEE & 253—) ] 2FEL TV
H. ERETHO-n EEZEKAIETT, T X—20EREHRELET T L — |
Ipgtde.properties.template | 75 2 B — L TIERK L TW DA, conf 72 3 U THE T 7 A )L/R A
Zffaxt S ATHRE L T IZEN,

514 FHEMESIEHEEOFARTEDRT (-m show)

av Y FEX

pgtde -m show [CONNECTION OPTIONS]

B
A SRR ORI RILOZR  (-m show) TITZEAIRE S{LAERE ORI KDL 2 Fm L
9, MALTODHERT LT Y XLARBYEDORE SN — 2 Y2 FRRLET,

INDG A —4

L
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B5¥E av R Ty LUA

125 18 H

EELEDFRIKEDORTRA T a vDfiin

RKAT v a v ORBEOFRIUZOW TR L E9,

1. 3~y NET
Aavr REFITLET,

2.

W B RO e 2R

UTOHREFRRLUET

FALTWBIE ST LY XA

W g#t N—a

E17

* [Linux]

WOFITIX, % TDE £— RZFIH L T 5 BRICEIRRE 5(Ligse O FI R %
R L TWVWET, T —FRXR—ZADOPERIIIRE T 7 A /v r/tmp/pgtde_secuser.p
roperties] ZFIHLE T,

$ pgtde -m show -conf /tmp/pgtde secuser.properties
Database "tdedb" is operating in "Simple TDE mode" key management mode.

### Cipher key information #####
* Algorithm: aes
* Version: 5

FHEFHHEEF A

* [Windows]

WORITIX, &% TDE £— K& FIH L T2 BIZERBIRG 5L RE O F BRI &
R L CWET, T—HFX—ADOEEHIZITRE 7 7 A /L [c:\Program Files\NEC
\TDEforPG2 PGl5\conf\pgtde secuser.properties] ZFIAHLET,

CMD>pgtde -m show -conf "C:\Program Files\NEC\TDEforPG2 PGl5\conf\pgtde secuser.properties"
Database "tdedb" is operating in "Simple TDE mode" key management mode.

### Cipher key information #####
* Algorithm: aes
* Version: 5

A
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Fewm Ty svaryl)ITrLUR

EOE
LN N LN LN
2720023 )70 RX
ARFE T, FBWAORE S5{LFEHE Tl PostgreSQL O — W —E &R 2 FIH L THEEZ 1R L
TWET, #fhT 22— —FERXHEEE (777 vay) ELTRELET,
Bk
ffi% TDE £ — Rl Te Z7HAhESb), Ty a U Bls). Te 7&EEMME). Tty a ok
T1 77r 7y a A3NETEITEND D, 22— —{TEITET & b FEBRIRT 5{bi%EE 2 5

TEET,
£61 27y varv—H
#Ee4 HWEENA 0
v 7 H s 7 7 ~ONE S FEE W) & U E T, la 7 s (37 X—))
vy BHtA BRI T AR RS A v v a VICRELE T, |y v vBtE (38 2—) )
0 73R EA b e 7HhEb) IRV ER SR ZHNBREE ISR LE | (v 7 it (40 <—) )
7.
tova KT B S I T AR SRS R Ly a v b7 U T L | TRy va UK T (41 2—2) )
F7,
Bty 7T v FEETMRE CEHEL QO AR SRIERE Ny 7 T v 7 LET, MW BN 7 7 7 (42 ~2—
)]

ARFETIE, ZBEE SR TR L T s a~vr RIZoW T LE T, Znthoa~
Y RIZOWT, RORNFZ#P L X7,

3

Ty varyO NI HiEERELET,

a8l
77y a DRI R LT

5%k

WX OPICEENDITNENDFIEONESONTCEEH LET,

RYIE
Ty ayORVEIZOWTREHEH LET,

TERIRER

Ty Uy aryOEERIREEEZFGE L ET,
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6.1

RITHERR

Ty a B ETT A DI ERHERE AR L ET,

22 B & H

Tyl varyogBEleiELET, RERHEE LT Ty v a VEITRORE
tyaro2BEIHY FI,

=176

Ty varDFEITHIEZTELET,

04 HAHERE (cipher_key disable log)

3

cipher key disable log()

&768

Hm AR AL EAR AT I Ty va v 77027 v a v
(pgtde begin session) T AMENRHV T, By aBlih 7773 ay
DOFIBIIIRE SHEE#m 2 A ) LET, T DR, PostgreSQL DEXEIZ L - Tl W8G2
PostgreSQL D1 7T 7 7 4 BT 4 {HFHMICH I SN T LE I AR’ H Y £, K77~
7 avEFITTHIETEEE LTAS LR 5-8EE# D PostgreSQL O R 707 7 7 «
BT RIS SN WE I 9, B, Tty varBlls 7y va ik
TT20NCIE, K770 72 a v 2F79H0ERNHY 3,

5%k

L

RYE
[cipher key disable log] 77> 7 ¥ a VORVEIZLLTD L0 TT,

% 6-2 cipher_key _disable_log 779 avRY{E

RYE NE—Y

true ERERET
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Fewm Ty rsvaryl)ITrLUR

EEHIREIE
C Ty va VBl Ty v v a v ERGT AR TOART v v a v E FATT B0
ERHYET,

v 7 L, FETE D SQL OFRMHID" ("D Ectk DO E TD LT O ILTH|H
=7t WA R (WA AV s N tab A/ I= e I

* psql-c THEEI =V #5479 5 L. PostgreSQL X 1 DD/ =V LFB#kT 5700, v/~
AVHEBEEL 2N L3 H Y £,

RITHERR

PostgreSQL O —fit = — —HE[RLL E

s EEHH

Ty la»

E17

=>SELECT cipher key disable log();
cipher key disable log

6.2 tvi 3 ks (pgtde begin_session)

X

pgtde begin session('key')

&t A

BmIRE S RE 2RI 3 2121% e v v a VBAtA) 7 7 v 7 & 3 > (pgtde begin session)%
FRTILERHY ET, K777 va ik v bicH T2 5#OEREZ ® ~
YaVIIRELET, AT 77 v a SICERRR OB O SREZRETHZ LICXD .
Tyl a v ERGTOIENTEET,
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5l

*ﬂ

5 6-3 pgtde_begin_session 31 —&

1% B w5

key BN 5 (LRAE A T 127 — 5~ (2B S LTV B B0 | 16
A T L E T

RYIE

[pgtde begin session] 77 > 7 v a ORVEIFLLTO LB TT,

5 6-4 pgtde_begin_session 77 YL avRYE

RYE AT EobY
true ERET
false WS RGOS A

x

=

EHIfREIE
K777 va CETRNCE Te 7D 7772 a 2 FAT LTV HLEN
b ET, n S HHEGLT 7o 7 v a rEFITETICRTY v a v EEIT L
e, ==L, nZiZgll LTHRE LK 5RIEHRA ) SN D AR H v
EJc AN
K7y roayFATRiE Ia7WNAENMe) 777 arzF L0 e, 20%
D7 =Y THRBILDEAET HRREMENH Y £,
psal D ey v a VBth) 777 v a B FITT H%A. psql DA~y RER
7 7 AV (.psql history) IZFRE L7=BE S HESCFAN TRl SN T L E Y HAEN
HYVFET, psql DAV NERT 7 A WVITEREZZ I WL DI T AT T
TarxEOFCpsql ZFETTHLERH Y £,

$ psgl --no-readline

ITHER

PostgreSQL D —fk— W —HE[RLL |-

A5 e

tya s
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E17

=>SELECT pgtde begin session('key');
pgtde begin session

ffi% TDE £ — R CTEIT L84S, LLFONOTICE X v E—URFERENET,

=> SELECT pgtde begin session('key');
NOTICE: TDE-N0OOO1l No need to execute pgtde begin session in simple TDE mode[01].
pgtde begin session

045 B (cipher key enable log)
BX

cipher key enable log()

anHA
K777 varsTik, e 7 HihEM) 77227 3 (cipher key disable log) TREE
SN SEEE R N IHMR B L RRT 5 Z L A TEET,

5%k

L

RYE

[cipher key enable log] 77> 7 v a v ORVEIFLLTOEED TT,
52 6-5 cipher_key_enable_log 77 >4 avRYE

RYE AT EobY

true ERRT

TEHIRER

L
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Fewm Ty rsvaryl)ITrlLUR

RITHERR

PostgreSQL D —fi = — ¥ —HE[RLL |-

s EEH

Ty lar

E17

[cipher key enable log] 77 > 7 v a s &HFEITLET,

=>SELECT cipher key enable log();
cipher key enable log

vl 37T (pgtde_end_session)

TJ79 3 X

pgtde end session()

& BA

HmERE S ERE CIRE L C WD Ty v a UBtR) 77 v 7 v a v AL TR L
By varERTTLHIENTEET, . KTV vaid, By a a2k 745
BRUCHE SR E2 7 UV 7 LE T, B, ax7 v a7 —/UREEHEH L LA 5AI1I2IE.
K777 varlLTEy v a a2 T LARWGS, l#OF®RN AT — RITkk
BLTLEY) D THEENMLETT,

51%k

L

RYIE

pgtde end session] 77 7 T a ORVEIZLLTDO LY TT,
%% 6-6 pgtde_end_session 779 avRYIE

RYE AL Eub”

true IEHAET
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Fewm Ty varyl)I7rLUR

RYE AY- £
false tyvia VEBBLTOHARWES

TEERIRER

L

RITIER

PostgreSQL @ —fi = — —HE[RLL E

A5 e

Ty la»

E 17

[pgtde end session] 777 v a s uaFTLET,

=>SELECT pgtde end session();
pgtde end session

6.5 EESHE/\v U 7 v T (cipher_key backup)

BX

cipher key backup ()

& BH

TS 5V B RE IR 5 B RN & 20 SRR CHEFUIE o A A HUG T & 2RV IREB I e
HEW AR R T —TNEEST L TCT — 22T 52N TERLRoTLENVET,
DT, W5 HEE WA #4175 cipher_key table 7—7 /L & key management table 7—=
NWaNy I T T TR 7 77 va rTRREL T, 7ok, BmmIRs S LIgEE TRt
L TWAKE 588k - T2~ K (pgtde -m regist) A LZBEIZIZ. BEENIZZ O
Ny 7T v THENFITESNET, K770 72 aTHBGLESAY I T v T 774D
WAFEIZ, NI T v T T 7 A NVHIERE] A7 a  TREDOBITICER 5 Z L3
TEET, 3BT (X 7T v 777 A NVHIERE 45 X—2)) 2TELTEIN,
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Ny 7T T 7 A V4 I cipher key table 73 [ ck backup T — & N — X £ ||
key_management_table 7% mk_backup 7—#~N—X4| T¢, F7-, cipher_key_table (T —1H
RATD Ny 7T v T 77 ANEMN Tck backup 7 — X N—XFsv] & LTHEDY ET,
key management_table |X—HARFTO N> 77 v F T 7 A NV EFRLERTA), BB, N7
T T T 7 ANED F—=HXN—=IZNL B EHONRy 7T v T 2Ef LT — % _X— R4
MAD £77,

5%k

L

RYIE
[cipher key backup] 77> 7 v a  ORVEIFLLTOEEY TT,

%2 6-7 cipher_key backup 77 >4 avRYI{E

RYE INE—>
true EFEHKT
false AT

TEHIRER

L

RITHERR

PostgreSQL D A —/X——H— L cipher setup.sh TIER L7z ¥ = U F ¢ 2 —H—

=171
[cipher key backup] 77> 7 v a s &FEITLET,

=# SELECT cipher key backup () ;
cipher key backup
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PEIE RNTA—FVTF LR

FETE
INTGHA—=Z)T7L R

BB ARE S LESEE CIXEMEA 7L 3 > & LT PostgreSQL D H A X L/XT A —X it LT
WET, BIELTWAIAZ LRI A—=XTLUTOLEEY TT,

R71 BEXTLar—E

HeeA BEENS =30

NI T T T 7 ANBIRE | KT 7o 7 arTRELTWS SN 7T v 7 Q23— [Ny 7T 7T 77 A V%

BE ) ORI T T T 7 ANDHNEEERETHIENTEE | HE (453—))
T

WS NT A—4 HEH4E TDE &— RIZEBW T, pg_dump R ED <> RETHEOL | TS5 H#/T A — & (46 ~<—
2z, TMeyva vBkh) 77 7 ¥ a 2 (pgtde_begin session)7’ | ) |
FATTERNWT — 2 TORSHROIREICHEHA L £,

KENWEA T a VOREET —FZ XN—ARIRITHET D72 DI2IE, PostgreSQL DFXE T 7 A
/v (postgresql.conf) [ZFCIR T DMENH Y £, HEZXMT 521X, PostgreSQL D52
RO U v — RRKETY, LITIZ, Iy 77 w77 7 A VR E] ORED %
FLEL L E T,

[postgresql.conf 7% & 1]

encrypt.backup = '/backup'

FNENDINTG A—RIZHONT, WONKEZIALET,

BX

INT A= Z DORETIEZ L L ET,

2t B
IST A= 5  H R T % R L £ T

X B
ST A—=ZBEY 5 HHICoN TR L E T

TIEHIREIR

NTA=HOEEHIRFHEZGTLR L £,

BREEBDORBREAZIY
KT RA—HISEMEND H A L T R LET

1
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HEIE NTA—FVTF7 LR

1761
ST A= 5 DIEFTHIETRR L ET

71 NV OTF7vTIT7AILHEAEEE
(encrypt.backup)

X

encrypt.backup = { '' | 'backup directory' }

=

RKRTGA—RERETHZET, KGN I T T | 77207 aTHITTHNRy
Ty T T 7 ANDRIELEEZLERET L ENTEET, B, BEDORE TIL [SHOW
data_directory] 7 =V CHIIINDET 4 V7 NI I T T 77 A VPHITSNET,

XEE

®72 RO TYvTI7AIVHEIERE
REME & 3l
" (ZE30F) RNTG A= ICHEETHRES N TWDHETT, |BEE

[sHOW data directory] Z VU CTHAINDT «
VI NNy I T T T A AR SRET,

'backup_directory' 58Ny 7T v 7 777y ar TERSL
BRI T T T 7 ANVORIFET 4 L7 F IR
AEEELET, MR SZATHEEL T,
BET ST 4 V7 b Uit PostgreSQL O fL @)= —
P—NT7 7 A NDOEZIALMHEREFFS> TN DHMLE
B0 ET,

EERIRER

L

REEBORMAAIVYT
fEl % D& v 3 2 4T PostgreSQL D A — /X —2— P —DHNHE A HE T, X EMILHNEE
Ty va il ENET,
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7.2

=171

WOHITIX [backup] ([N 7T w777 A VI EEELET,
=# SET encrypt.backup = '/backup';

SET

EEH/\T A—4 (encrypt.cipherkey)

X

encrypt.cipherkey = key

fE%E TDE £ — FIZHBWT, pg dump RED A~ FETHEO L SIZ, Ty a Bk
77 7 > a (pgtde begin session)3EIT TE RN — A TORFSHEOFREICHEH L E T,

==
EQEJE
xR7-3 BBR/INSA—4
REE RE &5l
key WA S RE A LT T — & N — R T B
ENTWHEBOR S#EZEELET,

TIEHIREIR

L

REEHEBDRBREA T

il %D v a VEICERENETY, REMEITAIRE Yy v a SRS ET,

1

1761
ROBITIAARST A — 5 TRIE LM 582 B0 L T pg_dump 21T LT

$ PGOPTIONS="-c encrypt.cipherkey=key" pg dump -f /pgsqgl/backup/tdedb.bak -Fc tdedb
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=

8.1

8 &
BFEY > TIL

AEETIL, BRI SLHSEAFIH LT — 7 V2 BRT A L a— RiZon Tl L
F7., B, BFEOT — 2 _XR—ACHBNE S LEELZ EFICEy h T vy LT, T4

NR— 2Tk LTSN BRI TV AH D E LET,

IRIZTEE

oI TF—TIL

Yo TINT—TNEVERLET, LLTF® lsampleTable.sql] TR T —7IVERT 71 /L
EIERL L, psql 2~ RO [-f] RIRA—=HIHER LT 7 7 A NVEREL TEITLTLE

SV,

* SampleTable.sql

--A 7 HAEME
select cipher key disable log();
-ty a UK

--OJHAFMIE

select cipher key enable log ();

--Employee T— JILYERL

CREATE TABLE Employee (
EmployeeID Integer PRIMARY KEY,
Name TEXT,
Address TEXT,
TelephoneNumber TEXT

)USING tdeforpg2;

-ty a3 RT

select pgtde end session();

select pgtde begin session('cipherkey');

oI T—45

Vo TINT =TI TN T = ERALET, LD [pataModel.sql)] TRy 7T —#
FEARZ YT N7 7 A NEER L, psql 2~ RO T-£] RF A—H B LIZT 7 A b
ERELTITLTLESN, 28, FHRTRLTWD [cipherkey (21X, T — & X—2&(Z

RIE Lo O 52 e L T Eauy,
* DataModelA.sql

--RJHNEME
select cipher key disable log();
B A Y

select pgtde begin session('cipherkey');
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8.2

select

insert
insert
insert
insert
insert
insert
insert
insert
insert
insert
insert
insert

--AJHAFEMIE

cipher key enable log ();

U ITNT—2EA

,WEEB 10, '[KE, '003-0002-0004") ;
1, 'fEEE 11, WA, '003-0002-0005") ;
2,"EXEB 12, "EE",'003-0002-0006") ;

into Employee values
into Employee values
into Employee values

into Employee values (1, '8 1',"#&E','003-0001-0001");
into Employee values (2, 'f{¢%EEB 2', '&R&R', '003-0001-0002") ;
into Employee values (3, 'f(%E8 3", 'jcr!)i', '003-0001-0003") ;
into Employee values (4, '#/¢¥EE 47, rﬁ' '003-0001-0004") ;
into Employee values (5, '#(%E8 5", 't ,'003-0001-0005") ;
into Employee values (6, 'i¢¥8 6', 'ﬂ]-;klll' '003-0001-0006") ;
into Employee values (7, wiE%EJ', "EE','003-0002-0001");
into Employee values (8, '#%EB8','BiR"', '003-0002-0002");
into Employee values(9 "WEEE o', "[EIU, '003-0002-0003") ;

(1

(1

(1

-ty g URT

select pgtde end session();

T—HRER

HoTIa— F(T—21]RKR)

import java.sqgl.*;
public class sampleCipher {
public static void main(Stringl[] args) {
Connection conn = null;
Statement stmt = null;
ResultSet rs = null;
try{

conn = DriverManager.getConnection (
"jdbc:postgresgl://host:port/databaseName",
"userName", "password");

stmt = conn.createStatement () ;

// BT HAEME

stmt.executeQuery ("select cipher key disable log()");

//y 3 URA

stmt.executeQuery ("select pgtde begin session('cipherkey')");

/ /BT HAFEME

stmt.executeQuery ("select cipher key enable log()");

/I T—3DEREET S

rs = stmt.executeQuery("select * from Employee");

Integer count = rs.getMetaData () .getColumnCount();

while( rs.next () ){

for( int 1 =1 ; i <= count ; i++ ) {
System.out.print ( rs.getObject (i) ):
if( 1 !'= count )
System.out.print (" , "),

}
System.out.println();

}

rs.close();
[/ TOEREETT 5,

stmt.executeQuery ("select pgtde end session()");
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stmt.close () ;
conn.close () ;
}catch (Exception e) {

// IS AL EE

System.err.println(e.getMessage());

THTRLTWD Thost], [port], [databaseName|, luserName], [password| (22> ClE, £ Z
NOBRBEDEZEE L T 7EEW, F7z, Teipherkey| 2137 —H# _X—ZA T H L TV D HHT DORF
FHEARE L TSN,

Yo TN a— NT =2 RP)DFT LR EZU TR LET, ETHERNDL, T—40E
WHNCE S SN TS Z 2R T 2 2 LN TEET,

© THMRT 0T KFATH

, W%XEB1 , #E , 003-0001-0001
, EXB2 , ®# , 003-0001-0002
, ®%¥BE3, KB , 003-0001-0003
, W¥E84 , EE , 003-0001-0004
, %85, ¥B , 003-0001-0005
, E*EB 6 , FMFL , 003-0001-0006
, %87 , BE , 003-0002-0001
, %88, B , 003-0002-0002
9 , ft%89 , MWL , 003-0002-0003
10 , %810 , KB , 003-0002-0004
11 , #%E811 , LA , 003-0002-0005
12 , %812 , {88 , 003-0002-0006

O ~J o U W
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Tk A BRI S LR TSN A v E—Y

i A.

r—

EiBHESIEEETHASND A v

el n] R e T e
EHhEhs A yE— L PostgreSQL W1 TH A &=V DB £7°,

A1

THCH A END A v E—II21F, 2~ REFRITHRICR

RIS —Ayt—v

g~ REFERICH T EN S A vE—121% TFATAL|. [ERROR], [WARN| ® 35D L
NURBHDET, =T —Avb—TU—EOMLGEESR L, REZRYERWTSZE IV,

AT D

KA1 ARVFIS—FAyvE—U—K
LA I5—a—F I5—FAyt—o AW E
FATAL F000 FOMDT Z— A — U % iR LT AR BT PP
PAR— b — 2 TR TEE N,
FATAL F001 UNDEFINED ERROR AT LNERIZIRIN A B D72, PP AR — K
PR THHEL EE W,
FATAL F002 ILLEGAL ERROR CODE "= 7 — =7 — A" VAT LANEBICIRIN A & B 728, PP AR — |k
PR THEH L TS,
FATAL F009 No console /XTAI)\JuB JHRMR S B 7=, PP HAR—
P— BRI THEAEL TTE W,
FATAL FO16 cipher_key table or key management_table table | A7 A Wiﬁ RIS 572, PP AR — K
does not exist. P— BRI THERE L T E N,
FATAL F999 INTERNAL ERROR. Please confirm pgtdedog | Nl /LB C= 7 — 3 %A L T\ E 7,
and PostgreSQL server log for details. pgtde.log 35 & T PostgreSQL #—/N—1 7|2
Hjjjézhfb\é% v —VEED, PP Y R—
FH— 2 KL TEE N,
ERROR E002 Failed to connect to PostgreSQL BANTA—=FEHR LTI, E 71 .
PostgreSQL 00 23 e foe & = T A D & % E L
RO TV MR L T &N,
ERROR E003 Given command's argument is incorrect. Try "-- | IE LW 51 & AT L CL 72 &V, —help /8T
help" for more information A—Z CHREDO~NV TR ESRTHZ LN
TEET,
ERROR E122 Invalid number format for "Zfi" ELWHEEAFREL T ZIV,
ERROR E123 User name is not set ==L E AL TLEE,
ERROR E125 Database name is not set T R=24 % NJJ LTI,
ERROR E126 Port number is not set A= bEFEAN LTSN,
ERROR E127 Host name is not set RAMEANTILTLIZSN,
ERROR E136 Input mode is invalid Firavr FICE L7 E— RE AL TL
EE,
ERROR E137 Data key is not yet registed KRB ERAE LT 2SN,
ERROR E138 Mode is not input E— REHEELTLZEN,
ERROR El144 New data key does not match B0 LW SEE AT LTS TEEN,
ERROR E145 Selected algorithm is invalid A=a—|ZFRRINTWAIHE ZRIRL TL
ZE0,
ERROR E147 Data key's length must not be zero IS E AT L TL T2 &,
ERROR E322 Could not re-encrypt. TS W é‘ NicAv®—T% PP
A— M — BRI ZHHE S 7ZE W,
ERROR E709 The specified cipher key is not valid. ELWKS#E2 AT LT ZEN,
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ik A B S LR T SN A v =Y

LRL I5—a—F IS—FAyt—o WLk
ERROR E713 Invalid option. Can not use -conf and "4 '3/ 3 | -conf 47+ = > & {-h|-p|-d]-pw|-U} I%[[ Ff 12
>" options simultaneously. BELZN TSN,
ERROR E714 Could not open "7 7 A /L4 " file specified in - | -conf THRE L1727 7 A /L HTEAE LUl 72 b
conf option. RAFEE SN TNDENE I DR L TLEE
]/ AY
ERROR E718 Selected key management mode is invalid. BIRATRE R S HE T A TR L T2,
ERROR E719 Could not open "7 7 A /L4 " file. TIORAWEER T 7 ANEERELTLEE
AN
ERROR E720 Failed to register new data key. 512‘?]5*14: &L A é Nl AyE—T% PPy
— h =R THEEL T E N,
ERROR E722 Failed to reencrypt data. LML, WSz Ay E—Y% PP Y
A= b —E R THFE S TEE 0,
ERROR E723 Length of input must not be zero. ZELFLANEATI L TLIE S0,
ERROR E724 Could not write to file: "~ 7 A /L4 " T ANE—DWHEREHER L T IZE0,
ERROR E727 Failed to switch key management mode. FAEFRI L, D é Nl Aye—T% PP
R— M —ERICTHHKL 2 S0,
ERROR E728 Failed to show status of TDE. SfEL . W é N AyE—V% PP Y
T M= BRI ZHiHE < T2 S0,
ERROR E729 Key management mode is already in "$#& 815 | BUEBLICHE Shi- g s XA CEA I T
A4 WET, BITEOREEZMEEL TS,

A.2 Ei@ﬂ‘]ﬂ“%1t$%ﬁ%l:é: L) PostgreSQL N 79
2rAyvtE—U—8&

i 1 s 5 Ak B BE FI] A IR I PostgreSQL (2 K W 1 &b A v & — 1% TERROR |
[WARNING| INFOJ [LOG| » 7 nbH0EF, =7 —Avt—T—EOXMLGEEZBRL
JRIRZEY BRWT L 7ZE0,

% A-2 PostgreSQL BHATHIS5—AvE—S—F

LR I5—a—F IS—Ayt— *FE

ERROR E0001 log_statement must not be "all' lNog_statement| DFXEZ lall] LIAMIZERE L TL
EEWN,

ERROR E0002 new cipher key is invalid W S 28 TR E CE FH A, BERTREZR I
FHSLTFF|EAT LT IES Y,

ERROR E0003 invalid cipher algorithm "7 /L 2 Y X A" | B5ALT L3 Y X AT "aes" "bI' D AW AR — kL

TVWET, WIFNLDRET VI X hE AN
LTL7ZE,

ERROR E0007 encrypt key version over 2147483647 for | BESHEABERL LD & L7nT — X _X— A DK
database " 7 — & N — X 4" D=2 3 U RERIEIZEL TN D720, T-reset)

F T a vEEELTCHEE{LEZERKL TS
AN

ERROR E0008 current cipher key is not correct FBE LIS #PBEERA SN TV 2 IES#TH
LD EEREERLTLEE N,

ERROR E0012 cipher key is not correct SIEICHRE LT SR TE LW E 2B L C<
7ZE,

ERROR E0014 could not get data directory path cipher_key table 7—7 LD/ 7 T v FITHRKL

F L7, W) 7R MERR TRI%L 2 AT LT D 0 iR
LT 72 &\, encryptbackup /N T A — & |Z/\
IT o THRT 7 ANNAELEE L TETLTLE

S,
ERROR E0015 could not rename old backup file of cipher | s 58T — 7 ND /N 7 7 v FREZ, FiEID/N
key IT7 9T T7ANDY F—AZKRKLE L, K
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Tk A BRI SALERE TS A v E—

LA I5—a—F IS—Ayt—2 K&
BNy 7T v T T 7 A NOMI O E &
Regg L T< 72 &0
ERROR E0016 could not encrypt data, because key was not | i 57 — 7 /WTEBATIC Y 7 £ AT 572,
set ATy & a VBB Z FAT L T E a0,
ERROR E0017 could not decrypt data, because key was not | lif 5t 7 — 7 /WZEBRIIIZT 7 B AT 57, F
set BT & a BB A AT L T2 a0y,
ERROR E0037 Error while executing query in SPT mode. SPIE— RCT/ =Y OFEFICRKRLE L, AE
FATLTHRBT 2561, BAERMELETT—
A —V% PP HAR— M — BRI TR L
EAN
ERROR E0038 Data key is not yet registered. TR GEEIE L TLIZEN,
ERROR E0040 Could not create hash table for cipher key | SPI & — K CTHEEWRMA v v 2 7 — TV OIERIC
table. RKICLE L7, BEETLTORET 5T,
RERMEETZT— Ay =T % PP Y HR— b —
BRI ZERE LS EE N,
ERROR E0042 Error while setting key in simple TDE mode. | SPI € — K CHIFERM v v = 7 — T NV OIERIC
Error code: %d KERLE L, BEETLTORET 2561,
AR EZT— A vy E—V% PP Y AHR— b —
BRI TGS 72 E 0,
ERROR E0043 Error while creating management key. Error | SPI & — K C#IERH /N> v =7 — TV DOIERKIC
code: %d RKELUE L, BEETLTHRETLHE 1T,
FAELRML 2T — A v —T % PP AR— b —
BRI TG R E Y,
ERROR E0044 Error while registering new key. Error code: | SPI € — K CHIFHRA v v 2 7 — 7V OIERIC
%d KLU E L, BEETLTORETHHE T,
FERME T — A vy =T % PP Y AHR— b —
BRI THAE S TZ S0,
ERROR E0045 Error while reencrypting cipher key table. | SPI & — R CE#ERMH N> ¥ a7 —T NV DOIERKIC
Error code: %d KELE L, BEETLTORET 254613,
BEFMELTT— Ay E—V& PPV H— Y —
B TR EE N,
ERROR E0046 could not find management key ffi%h TDE £ — FiZBW T, #EMT—7 1
(key management table) |27 — % 23V VRAE T,
Wb R T — 7 ST — 2 O AR ThhE L
Too BAERMNELEZT—RAyE—V% PP HAH— |
P BRI THAE L T E W,
ERROR E0047 could not reset key info W58 V& MMLELO [N IE R 2 BETF O 8
NEGCTEERFAL, BEETLTLREKT 256
i BAERMGLTT— Ay =V & PP Y AR— |
P— BRI THKE L TZ S0,
ERROR E0048 could not encrypt data len, because key was | Wil =7 —23 84 L L7z, BEFEITLCHEMK
not set TOGEIRRERME LT — A v E—U% PP Y
R— b —E R TR S,
ERROR E0049 could not get cipher provider. N T —MNRAELE Lz, BEFETLTHRK
FTOHEIR BERMN LT — X =V % PPV
R— b —ERTTHEHE S ZE N,
ERROR E0050 length of decrypted data is less than 0. W=7 —M3AELE Lz, BEFEITLTH R
TOHEBFRRERM LT — A v =TV % PP Y
H— b —E R THEKEL 2SN,
ERROR E0051 invalid encrypt key version. W I —MNFAELE Lz, BEFEITLTHRNK
TOHBERIRERMN LT —A =V % PP Y
A= b —E R THEAEL 7S,
ERROR E0052 invalid data. P 7 — R4 LE Lz, FESEIT L CH R
TOLERRBERM LT A =T % PP Y
K= b =R THRE &N,
ERROR E0053 could not encrypt data. W=7 —MRAELE Lz, BEFEITLTHRK
FTOHEIR AR LT — X =V E PP Y
A= FH— BRI THFE L ZE W,
ERROR E0054 could not decrypt data. W7 —MNHAELE Lz, BEFEITLTH R

TOLEF ERM LT — Ay —T % PP Y
A— b — B2 THHE S T2 E W,
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LA I5—a—F IS—Ayt—2 K&
ERROR E0055 Error while setting key in internal TDE mode. | Wifl= 7 —23 384 U E L7z, BEFEIT L TH AN
Error code: %d TOGEIRHELEE =T — A =V % PP Y
= FH— BRI THKEL ZE 0,
ERROR E0056 encrypt error: %s W7 —MNHAELE LTz, BEFITLTHRHK
TOGEIXRERM LT — A =T % PP Y
R— b —E R TEK LS TZE N,
ERROR E0057 The input value of encrypt.cipherkey is |encrypt.cipherkey /$7 A — % O AJ1fEAME > T
incorrect. WET, BE LTS8 IE LWER L T2
EAN
ERROR E0058 Failed to execute pgtde begin session with | encrypt.cipherkey /X 7 2 — & % fli I L T
parameter encrypt.cipherkey. Error code: %s | pgtde begin session #FE{T CEXEFHATL, B
EIATLTHRIRT 2560, BAERGLE=T—
Ay —V%& PP YR — b — BRI g 7
SN
WARNING W0001 encrypt key version over 2100000000 for | Rf 58 Bk L L 5 & LT — & N— A DK 5k
database " 7 — & N— X 4" D= 3 O RAEA 2100000000 % 8 2 TV
9,
WARNING W0002 number of encrypt key version over 10 for | pgtde begin session THf5 L 72K S8 D%0% 10 %
database " 7 — & ~N— X 4" i LTV ET,
WARNING W0003 The current mode is simple TDE mode. | encrypt.cipherkey /X7 2 — % [Xff#i5) TDE € — KD

encrypt_cipherkey can be used in standard
TDE mode

BERRERETT,
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£k B. UGETIEIE

{Ti%x B. METFEFE

K=o T VORGTERRIZLLTD L0 TH,

£B-1 BETBE—E

i # #17H WETEE
H—hi 2021 4= 4 A o WIRAERK
TR 2022 4F 4 H PostgreSQLI3 [Tk L7 Z & ZiEFD
o TRCHIBR SR & fif bR
- XLy
- BHOR I L 5T — X FERE S/t (-m cipher)
«  TOAST Di|fRFIHIL, PostgreSQL 12 &£ T LiEFd
s AV A M=KD JIDBC K7 A /X—7 74 V4, ODBC K
FAN=T 7 AN EEHQT22 V7 b7 =T B
=R 20234 1 H e Windows 7J v F 7 4 —LICKHIE L2 2 L ABRGE 2 = i
R S{LEERE DRRET)
s A YVAN—=NBERD IDBC K7 A4 RX—7 7 A4 V4% BH
(2722 Y7 NU = T HE)
o FEfTa<w s RRETHEEBELE (FS5FE a~ R 771
)
VUK 2023 48 A +  PostgreSQL14, PostgreSQL 15 [Zx1its L7=Z & #iBFE(Q2.7.1.2
T by =T B 2722 Y7 b= T EM)
+  Windows Server 2022 [Zxt)is L7222 & #3B50(2.7.12 V7 F U =
TEME 2722 V7 b= T B
o A VA BF—JVIEIKD IDBC FT A4 NRX—T 7 A4 % BH
2722 Y7 bU = T HEH)
o FIHT5HEE T L2 Y X L bf(Blowfish)id, FEVR—FTh
52 EBRQAFHT IREELT L TY X LD, 2.5 K
FHEDNA T L — X ORRE, 5.1 B SO E - FH (-m
regist) )
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T8 C. 24X

RKYTZ M2 T THRFHLTWAY T R x2T7 DT, ANTOWTCEE#HE L1,

Transparent Data Encryption for PostgreSQL 23/3 R/L L TWA Y 7 b =7 BXOMEAL
TNWLA—T =AY 7 h =T IEUTF LD £,

®C1 YIbH9zT7—E

B/E |(VIr0IT7AK F4tUR
1 | PostgreSQL PostgreSQL License
2 |psql PostgreSQL License
3 | libpq PostgreSQL License
4| The PostgreSQL JDBC Driver BSD License
5 | Apache Log4j Apache Software License Ver2.0
6 | Apache Commons Lang" Apache Software License Ver2.0

C.1 PostgreSQL 5 1 t > X (PostgreSQL, psq|,
libpq)

PostgreSQL Database Management System
(formerly known as Postgres, then as Postgres95)

Portions Copyright (c) 1996-2023, PostgreSQL Global Development Group

Portions Copyright (c) 1994, The Regents of the University of
California

Permission to use, copy, modify, and distribute this software and its
documentation for any purpose, without fee, and without a written
agreement
is hereby granted, provided that the above copyright notice and this
paragraph and the following two paragraphs appear in all copies.

IN NO EVENT SHALL THE UNIVERSITY OF CALIFORNIA BE LIABLE TO ANY PARTY

FOR
DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES,

INCLUDING

LOST PROFITS, ARISING OUT OF THE USE OF THIS SOFTWARE AND ITS

DOCUMENTATION, EVEN IF THE UNIVERSITY OF CALIFORNIA HAS BEEN ADVISED
OF THE

POSSIBILITY OF SUCH DAMAGE.

THE UNIVERSITY OF CALIFORNIA SPECIFICALLY DISCLAIMS ANY WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE SOFTWARE PROVIDED HEREUNDER
IS
ON AN "AS 1IS"™ BASIS, AND THE UNIVERSITY OF CALIFORNIA HAS NO
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OBLIGATIONS TO
PROVIDE MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

C.2 The PostgreSQL JDBC Driver

The PostgreSQL JDBC Driver is distributed under the BSD-2-Clause License.
The simplest explanation of the licensing terms is that you can do
whatever you want with the product and source code as long as you don't
claim you wrote it or sue us. You should give it a read though, it's only
half a page.

Copyright (c) 1997, PostgreSQL Global Development Group
Copyright (c) 2015-2023, NEC Corporation
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright
notice,
this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright
notice,
this 1list of conditions and the following disclaimer in the
documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS
BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE
POSSIBILITY OF SUCH DAMAGE.

C.3 Apache License Version 2.0(Apache Log4j,
Apache Commons Lang)

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
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TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below) .

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other

modifications

represent, as a whole, an original work of authorship. For the

purposes

of,

owner

of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces

the Work and Derivative Works thereof.

"Contribution”" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright

or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control

systems,

and issue tracking systems that are managed by, or on behalf of, the
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Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution (s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross—-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
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of the NOTICE file are for informational purposes only and

do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any

risks associated with Your exercise of permissions under this
License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
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incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
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