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fTWET, s LTHRELE
LFHID 33byte H LLKR IR
S h, 7 v v 7 EIX
128bit(16byte) [ & T 9, CPU
D4y >~ b AES-NI % Fil
T 52 & CTrmE R bR
NAHETY,

(<L 7 — & # 1 X>/16)+1)*16+2+<
RS>

SOEF— YA R 111 AL FET
1S4 R, 112 84 RBLEE 4 A
A RERYET,

1934 FH L<IE 3531 b

bf(Blowfish .
)

I K —

Blowfish 7 & TR 5L &2 1T\
F9, #E L THEELEZLE
5@ 5Tbyte B LLRRIT MM &
. 7v v 7 Rl 64bit(8byte)
[E7E TT,

(KT F— & 4 Z>Q)+1)*8+2+< F
S o>

KILT —H YA AN 119 314 FET
X154 F, 120 314 RULEITZ 4
A4 Ml ET,

1934 kb L< 1327 /54 h

2.5

EERD/INR T L—XDi&REt

B b/ME S I SN A SHOE SIX—BCELS RDIFEEX 2 U 7 1 LoULidm
LETH, HRITES RV ET, X2V 7 ¢ B L MEREEFOM T 2B Lz L CiEt)
R ERORIZEINL TS EEW, BT TV XABNCHEHARER R SO R X0
PRI T ES L T E a0,

aes(Rijndael-128)

DA E XX 16byte =TT 4 7 ENET,

24byte L 0 A E X 1T 2dbyte T THRF 4 v/ INET,

16byte(128bit) : (K 5K <=16byte)D & b E 3, KEH O K X2 16byte &
24byte(192bit) : (16byte<li 7§ K <=24byte) DN £, WO K S0

32byte(256bit) : (24byte<if S HER) DKL E T, HEHO K I 7% 32byte LV &

W& XL 32byte ETHRT 4 T SNET, HESHOR I8 32byte X 5555013
32byte Z A1 L7250 O ST EH S E T,

* bf(Blowfish, FE¥7HR—b)

- B K 56byte(448bit) : 56byte £ TO AN LB B8N Z DL Fb £, IS4
D I 7 56byte & #8 2 D856 1% S6byte Z i L 7585y ORF S8 I A IV E T,
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26 BIERBOESIE

ZIE AR RE R RAL T 2 a~ o R — W —E RTS8 4 AT & LTI AT
FT, BB L/ESLEILT —F XR—ANTETEIND 2D, FESHOEHRORE 5Lt 5 0
T—HNZOWTIT L THEGE IND Z L2720 £9, PostgreSQL 7 — & N — XA ~DHEREIZ
X, v L <X SSL EEft ORI 2 HELE L £,

2.7 ENMEIRIE

BE
ZEIE I 5 (LI RE T I3 PostgreSQL 23 LT 5 LT ORRERC Fft & S 3572 XA — M54

w*.

o AR — R RIS D PostgreSQL DFKHE
- uVANTA=T 4T
Windows it TDEforPG Tl A — h xR 4T3, Linux ik TIEH AR — F LE T2,
PostgreSQL 10.3 & T PostgreSQL ® R~ EA 12 & U 'cache lookup failed for type' = 7 — A3 %

AT DHRERSHY EFF, BRICTBEENAyTFRaIa=T4IZaIy hINTEY
PostgreSQL 10.4 AR TIIAR =7 —3RE L E£H A,

Ny 7T RU—=7nk A

- = N—T T II T E TR
- N FY—FEAE—F
- NZ 1= (PostgreSQL 9.6 LAKE)

CREATE STATISTICS (PostgreSQL 10 LLR%)

- ‘B E1Y Partitioning (PostgreSQL 10 LAKE)

JIT =12 734 ) (PostgreSQL 11 LAE)
o YR— FRRILD PostgreSQL D contrib /X A —
- citext
- fuzzystrmatch
o YR — R RRILD PostgreSQL D Tt & 57k
- PL/Tcl
- PL/Perl

- PL/Python

271 T—RAR—XHY—/\—

Transparent Data Encryption for PostgreSQL % - > A h—/L9 % PostgreSQL 7251 > A h— /L
SNTWEY === KK =T VT N7 =7 BRI ONTEHA L ET,




2 BRI SRR DR

2711 N—Foxz7EH

Transparent Data Encryption for PostgreSQL ®D A > A h—/ UIZIZ FFLD/N— K7 = 7 B % i

T VERNHY F5,
%24 F—ER—RY—NR—ADON—FHz7EH
A=A x86 64 7'ut v
ATV RRE #9200M /3o b EL b A SR
F Ry e BB DT 4 A7 12K 100M 254 PL_E o022 Gl
EVk
AES-NI OF|H

AES I L BBk I MESOEHILZ BRI L L7- CPU O~ b AES-NI Z#F| 45 7=
X, U FOREE-THEND Y £7°,

* PostgreSQL 12 LA BTk} U Tl SALERE DN A3 & e o TN D 2 &
+ Linux ClI Transparent Data Encryption for PostgreSQL V2.1.0 LIRS & CTunb Z &
+  Windows Tl Transparent Data Encryption for PostgreSQL V2.2.0 AR S CTunb Z &
s OpenSSL 34 Y A h—/L SN TWNDHT &
- Red Hat Enterprise Linux 5 & UF Oracle Linux T3 % OpenSSL 1.0.2 2 (RHEL7, OL7)
F 7213 OpenSSL 1.1.1 58 (RHEL8, OL8) A A F—/LIPLTWVET,
- A a2=7 4 #H Windows 1 A h—F —|ZL Y A X h—/LE T PostgreSQL % |
ALET, (FHEH TS OpenSSL 2R 5720)

2712 VI br9zT7EH

Transparent Data Encryption for PostgreSQL D1 > A h—/UIZIX FFE D Y 7 b U = 7 B Z i
T WERH Y 7,

£25 T—ER—=RG—N—fIOYV T +7zFTEH (Linux i)

PostgreSQL /N— 3

A_L—F 4 7V AT A (Linux)

Red Hat Enterprise Linux 7.1 24 |k
Oracle Linux 7.1 24 |

Red Hat Enterprise Linux 8.1 24 |k
Oracle Linux 8.1 LA

[e]

[e]

[e]

[e]

[e]

[e]

[e]

[e]

W%y /r—3 (Linux)

2lib.x86_64
glibc.x86_64
JDK Version 8 LA D EH 4R — ~ (LTS)
N—=Ua (2023 458 AR

YU —=2ENTWHLD (27 @hERRF JDK O
(9 =—) |

£26 T—ER=RY—/\—HINDYT oz 7EH (Windows ki)

PostgreSQL /13— = >

F_XV—F 4 AT I (Windows)

Windows Server 2016

Windows Server 2019

Windows Server 2022

]

[e]

[e]

]

[e]

]




2 BRI L RE DR

14 o o o

15 o o o

WEL R r— (Windows) Microsoft Visual C++ 2015-2022 Redistributable(x64)
JDK Version 8 AFEDOEWIHAR— K (LTS) VU —AENTWD b0 1327 EfEMEZRF IDK O/8—2 2 v —FF

(2023 42 8 AHIEH) (9 X—2) |

BEE
Windows 77 v b 7 4 —ATiTa I = =7 ¢ BHELEL TV 5 Windows f VA h—F —nbH A A
h—/ L S 17z PostgreSQL DA% $A8— N LEF, https://www.postgresql.org/download/windows/

x

+ SELinux (Security-Enhanced Linux) #REIZHA— L TWEH A,

FIEMEZRYE IDK DO N—2 5 I FEICAR Y £,
% 2-7 BiEMERF JDKD/A—2 3 0—E (2023 £ 8 AER)

s

JDK (s EifEmERF/NN—Ta Y
Oracle Java SE 8,11,17,20
OpenJDK 8, 11,17

272 92472k

Transparent Data Encryption for PostgreSQL 734 i & 4172 PostgreSQL (IZT 7 B 2457 T A
Tk (TFVr—var—nR—Rl) ON—FozT7 LY 7 T =T BHFICONTH
E)q L/ \i ﬁ‘o

2721 N—FOzT7EH

7 Z A 7 MAIZ Transparent Data Encryption for PostgreSQL % 1 > A h—/L T 521X Tt D
N— R =T BN Ie T BN H D £,

®28 V5347 MUDN—FOT7EH

Tutk vt x86_64 7tz v
ATV RRE %9 200M /XA b DL A LR

T A AT R TER DT 4 AZITH 100M /3o b Lo 72 & fElk
Transparent Data Encryption for PostgreSQL %}z JDBC K 7 - /3—=X> Transparent Data Encryption

for PostgreSQL Xtz ODBC K 7 A N—%FIHT 28561 20M 231 FEL D22 X fE

2722 VI b+ T7TEH

Transparent Data Encryption for PostgreSQL D1 > A b —/UIZIX FFED Y 7 b U = 7 B Z i
T T WERH Y 7,

£29 V5AFVMEIDY I o TEH

FRV—=F 4 VT AT A

PostgreSQL /N — 3 >

Red Hat Enterprise
Linux 7.1 LAk
Oracle Linux 7.1 2A |-

Red Hat Enterprise Windows Server 2016
Linux 8.1 2L |k

Oracle Linux 8.1 PA I

Windows Server 2019 Windows Server 2022



https://www.postgresql.org/download/windows/

2 BRI SRR DR

12 o o o o o
13 o o o o o
14 o o o o o
15 o o o o o

MIET TV r—a v libpg 1
T s T hLH— PostgreSQL JDBC Driver
T rz—RA psqlODBC
X
%1

Transparent Data Encryption for PostgreSQL |/34 7 U —FHRE— FZ KR — K Lanzd . libpg
DIRHET B LT D API ZRIHT 212, 7% A F#EFXET— K% paramFormats 5|2 TR E L T<
720N,

*  PQsendQuery

*  PQsendQueryParams

*  PQsendQueryPrepared

*  PQexecParams

*  PQexecPrepared

PostgreSQL JDBC Driver

PostgreSQL JDBC Driver (& Transparent Data Encryption for PostgreSQL @ > A k — /LK |z
[F]FH & 41TV 5 Transparent Data Encryption for PostgreSQL %})is JDBC K 7 A /N—% ZH]H <
WV, ZDRTANR=TEKE LT —# RIS T 5#%iB D OR ~ v R &R — |k
TOHEEMBMINTWET, ST — KT 28I L THE—N—T 3
® PostgreSQL JDBC Driver & #aER) A #atE 2 & FF L TV E 3, Transparent Data Encryption
for PostgreSQL %f/is JDBC K7 A /N—|FA > A b =LK D drivers/jdbc Bt FIZHM S
TWVET,

drivers/jdbc B FICIZLEAF D IDBC RT A N—=T 7 A LRI TWET, ZThb
JDBC RT7 A RX—7 7 A /LD I HEIX, PostgreSQL 2 X = =7 4 M HBEINL TV 5D
PostgreSQL JDBC Driver & [Fl#ECT9,

s postgresql-tdeforpg-42.6.0.1.7ar [JDBC42 (JDK1.8) K7 A /3—]

%210 EBHEESL#EEXTG JDBC OEYEREEFR OIR T v/—&

A

O/R T v/ % N—3>
MyBatis 33
Hibernate ORM 5.0

10



2 BRI L RE ORG

psqlODBC

X
Transparent Data Encryption for PostgreSQL %f)its ODBC K 7 A /3 —{3 Windows(Windows Server 2012
R2 MREEH ) DBt LE T, 1 7B S8ER AT 35 2 & 2 P5 < BT psqlODBC 725
hansw 7 A y—oiox LT s#FRE~ 27§48k L > TwEd, 72721, ODBC
FL—ZDFETICE VSN0 ZITdRNATH LT, O P TEELSIZS VY,

psqlODBC % Transparent Data Encryption for PostgreSQL M1 > Ak — VAR IZ [EIHH < 41T
% Transparent Data Encryption for PostgreSQL X}/ ODBC R 7 A N—%Z ZHIHI 72w, Z
D RT A N—=TEK S T — BBV HE T 2 EER BN S TWET, ST —
2N b 5 JLER X[l — /3 — 3 3 > @D PostgreSQL ODBC Driver & #&HERY A HLME 2 {7 FF L C
VN9, Transparent Data Encryption for PostgreSQL %})its ODBC R 7 A 73— {3 A > A h—/ L4
KD drivers/psqlodbc e FIZH S LTV ET,

drivers/psqlodbe Bl FIZIZLLF® ODBC R 7 A N—T7 7 A ARSI NTWET, Zh
5 ODBC R A /"= 7 A VO HFIEIL, PostgreSQL 2 X = =7 4 ORI TWV D
psqlODBC & [FlEkT9,

* tdeforpg psglodbc 13.02.0001 x64.msi [Windows Xt/ psqODBC 64 £+ ]

¢ tdeforpg psglodbc 13.02.0001 x86.msi [Windows X}/ psqODBC 32 £ ]
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%3 E BERIN SLEREOEA

E3E
i S EHEEDE A

Transparent Data Encryption for PostgreSQL D > A k—/ L35 L NG AI ks 5L E & A 20k
TOMENH Y FT, FEMT (PR S By b7 v 7 — Rl & THER S TZS 0,

12



B4 E FERIN S EREE D E T

F4E

4.1

4.1.1

2518 R BE S 1L BE 0D & A

ARET, FIBAIRE S RE I BE 3 5 E RIS OV TR L £

EiBHE S LR D &

RO - BH

ZIAIE AR RE 2 I 3 2 72 DI, WSRO EZITONERH Y T, W 5HHITE
Aoy A4 I 7 THROIRLEHTDHZ ENAEETT, BMERORE - EHz295
7=, HimAIEF S LAEEE THEE T 5 pgtde I~ RD-m regist A7 v a VEHH L
ESr s

F7o, BEORESLEERE CIX, BMEEON—Ya v EFBR L TCVET, RO~
VEEHTLZ LI o T ERAE TN T OBRICT X TORE{LT — % 2 HiE 5T 5%
R 720 T, b, BWEEEHRICHE L SE-Ey v a UiE, Bk r —ZICH;
TR 5 AR % F T O B ECIT VW E T,
pgtde I¥ 2 RB L W-m regist OFEMIT [5.1.1 WSO B « FH (-m regist) (41
N—=) | TR TEE N
BE
- {%UE TDE & — FX° AWS KMS £ — RZFIH L T2 54, WES#E TH LIBIcT 7Y
r—a VICHBAIAEN TN DRF DO NRA T L — X e i TEL T HLERH D 7,
o RV UEBLTVARSEEHRO i E2 2 —F —OffEI AL > THIBRLTLE»
7O, BHELTLES &, BB kT — 252 E5 L TBRT L LN TE R ZR>TLENE
T ZORRIRBEREZEET D%, BEEREHRE Ny 7T v 7T AR L T ET, B
X 16.5 W58t N> 77 7 (cipher_key backup) (66 X—) | & ZTHERITZIVY,

P

o BETHERER - BRSO MO JRK TR LG, W ek o8k T 7 A VDR S D TR
MERHVET, ZORFFHEHT7 7 ANEZHRL TN TCH S 70 ERIEIZS D SHEAR, &
S U CHIBR SN D Z L 2 fEER V- L E T,

s WEEAEEHRITILIHEA. SETOREFAL VD axZ vaid, TOEEMHATETT
B, T—H O BALICEH %R OFIIHFER SNEFA, F2, THERORICL > THEZLEN
T — 2SR THILLTEERA, TOLAIEF—HEy v arvzkTL, Byia B
G777 a v EREFEITLTIEIN,

13



54T FIRRINE S LikEe O

o BRI SAUBREIL Lo THI D ENTERRT 7 A VEBE LY 7 A V%, ERAHE 5
PERRIZIE LS HEAMD 2 N TE L 257D, A SN S#T 7 A VORI L
TVET,

© EXTFORNSRERET DI LTS EE A,

#S{LEhiF—% | THAb.....

#S{LEhiF—% | THAb.....

#S{LEhiF—% | THAb.....

SHRBIHNOBSRTES
S HER 1—-H¥F—%
ver |52t | & REE{Lr—sm SRS (b7 —2E
1 aes BA Ver | REET—%
- — — PR eSS T
- — s T [ T
- — 3 [ T
A —r
EHRRRFOESETESK
BSLAVF—% ‘ FERk.... ‘

H41 BEREON—3VEH

412 FATHE—FDERE
BRmEIRE SALEREZ R 3 5T — A _XR—=2D X2 U T A HERLEF 2V T 4 LULRE
HaInzHak iz, 123 FIHT2E— FOMFE 4X—) | 253FI AT E—
RZWE L, FEmAK S LHERE TR T 5 pgtde =22 KD -m switch A7 v a V&l
LET,
pgtde 2~ RE L O-m switch OFEMIE [5.1.2 FEE S LEREOFIHE— ROLHE
(-mswitch) (47 X—) | & ZTHERTE 30,

ER
FHT 22— FEEETL5G. 77 ) r—yva VCEmR sbieE 72t 577 7 v 3
YEMBPIANTEY | BRINT D E Vo B BLETT,

bz 3

o f#5 TDE &— R 721345 %E TDE E— F2>5H AWS KMS £ — RICUI 0 Bz 58RI, fiIH0ho
R TR LGS, ERE ST 7 A VDN ERSNATREERH Y £3, Z OS5
TrANERERLTHN L2 U7 0 EREIZH D TN, VEISUTHIRENS Z &
ZHEBINZ U E,

« % TDE &— F£7-131E% TDE £ — R2>5H AWS KMS £— R8I0 Bz 723854, BEIC
B LD S8 2N A SV RE T — 2 R— AT ENE T, AWSKMS E— R6 /5
TDE & — R FE 72 138E#E TDE £ — RIZH Y X 5513 LW S I sEsnEti,

14



B4 E FERING S EREE D E T

7-. fii%h TDE ®— FLIEHETDE T — F2 YV B2 -HA b LV BT s T
/L/o

o BBAIRE SALHEREIC Ko CTHA SN BT 7 A VEEIE L= 7 7 A VX, FEiEpRs 51k
BREIZIE LS BEAMD Z EMTE L b2, HIISNTE8E T 7 A VOEETEILE L
TWET,

413 BRTFOESRICELT—2HEESL

SO BGE c EH ARV LIT) Z LT, BilmRE S eRE A R HT 2 T —F X=X
WX, B b a7 — XIS T DR F#NN—2 g U NEERET DRI £9, £
WK S TR S b ESNT2T —H I L TUIA VT v 7 Ao T2 BB R ARA[HEIZ 2D
F7, BHOFHENN—Ya o T bEnlza—Y —T — X 2RI O FHENN— g v
W —T 272012, HZEIIRE S bBEHE TR 5 pgtde =2~ K-m cipher 7'V a v &
FAHLET, Flo. ——reset NTA—FEMMEHTHZ L THIESLICID ARZEL oK
FHEAZHIRT A E L ARETY, BT 1513 REHTORFSEIC L AT — X FHEF Sk (-m
cipher) (53 ~—2°) | ZITHERSTEE VY,

x

o HIEESLAEEITT O, a2 ERZ LT —7 D —/VEZI1X b Y FITEIR E 7
Zh{L.(ALTER TABLE ... DISABLE RULE ...)T 2 XERH D £, L— IV EX MY TRER
7RARBECIE. FRRFEALALER I L — VI ERE LT BN BT S E T,

o FHEFEALEIIHEOT — T NETIH LCHhn v 7 2 US4 57280, FRF SRR I
SEDT —TNA~DT V7 R ITHRNTFE N,

o HTORF SR X BT — X HEFSALITATIRIUICERETAXLERH Y 7,

o [--reset] NI A—HXERTE L THEKEELEZIATL TV DIHEAIT., KOG « B -
HIBRE OBAEIZFEITSNT, B LOE T2HbE T,

o T-—reset] T A—FEHEE L THN B LEFITT AR DER ZBLG L TV D541,
FRRE S LAVBRSE TR TR T D E R H Y 77,

. [——reset] XTI A—HZIE L TCHFELEEITLIE®%IT, b —2R82ER L2
THO2—HP—FT —T)LIZ ANALYZE ZFEi L TW =72 BERH Y £4, 728, ANALYZE
DEFNNIH RO T —T NV FiB T HHERPLIE L 220 £,

o BH I ERIO~T VT 74 AR 2—%2FHLTWD A, Kavr RE2FEITLTHL~T
V794X R a— I bEanEtiA, BESLICEF~T I T IA X RE2—DY 7
Ly aBDbhBle 9,

4.1.4 FEBMIESIEHEEDFRARKTEDRTR
B BV RE N A ML SN2 T — 2 R_R—=2DFH L TV D E— RT3 X
L, BESEED/SR—T 9 OGRS AWS 7 7 2 A1 #H (Access Key ID,Secret Access Key) % A

15



B4 E FERING SEREDE T

N3 25 Z LT AWS KMS DB GRIR I & MR T 5 72 DI E PR 5L BE THAL T2 pgtde
a<y RO-m show A v araZEHLET,

pgtde I REB X WP-m show A7 T 3 OFEMIT 1514 FiErns S{LEEHE ORI IR
DOFR (-mshow) (56 X—) | & THERLSZ I W

bz 3

FREND CMK OVERR S AT ADR A LY — NS bRTERINET,

4.2 FEEREESEHEEDFA

421 BEBIET—3BEELT—TILDER
ZHmps LS RE 2 4 5 7= 9121%. CREATE TABLE X C7 — 7 V& {ERRT DB ICHE 5
b7 — 2Rl EEE LET, kT — 2R L%, BRmRs S (L eE N 24t o 5L/ &
WBRZAT O IO DFEROT =2 MO Z & TF, b Licnwr — &I b7 — # M A ff
HAT22LT, 725 b LTZREETT = _X—R TN T D Z LN TEET, i,
G T — 2 M ARAT DEICII %R D 143 B5{bT —2BofhE 20 <—) ] %2H
O T IR TS,

BmRE SAUHERE Tl KF5{bT — &AL LT TENCRYPT TEXTJ, ENCRYPT BYTEA],
ENCRYPT NUMERIC]. TENCRYPT INTEGER . TENCRYPT TIMESTAMP] # #&ft L %

R
£41 BEHEFIOT—HE
T—2BA B=
ENCRYPT TEXT TEXT B7 — % Wb, /185 L TR 272007 — 27
ENCRYPT BYTEA BYTEA 7 — % WAk 15 L THMT D7 D7 — 2 Al

ENCRYPT NUMERIC  [NUMERIC # 7 — & # 554k 175 L T T D72 o D7 — 2 7l

ENCRYPT INTEGER HHOW (smallint, integer, bigint) 7 — & ZW55{k, 1875 L CTHMT 570D
T — 4l

ENCRYPT TIMESTAMP |TIMESTAMP WITHOUT TIMEZONE %! 5" — % % W5 5t/ 5 L THMT 2720
DT — 5

=
ST — S AL TOA 7 V= b, filf, BLOL— L THEAT S Z L HF— FLTOEE

+ 7 —7 L(TEMP TABLE)
*  4\#B5— Z (FOREIGN TABLE)
* EF—HilfJ(PRIMARY KEY)
© —EMERHFI(UNIQUE)

*  AHIFI(CHECK)

16



F 4T BRI LR O EH]

* 7 7#/v ME(DEFAULT)
*  HEMhHF(EXCLUDE)
* ANE S —H#ilK(REFERENCES)

+ JL—/(RULE)

R U 4 (TRIGGER)

422 BESIE/ESLIE
W5 b7 — & B e Bl p i B b/ B B 7210, HERE S S RE TRt A v v 3
VBT o varvBLOey v a vk Ty rsvary AR LET, By a B
K7 77 v aryERRAT A% B bz —Z _X—Z2THH L TV D RO 58k
HHRAVLEIZ20 FT, By v a rRNBk IS b — 4R 257 7 r—va v
MERMNSE TR, By var&T 777 vara2RHLET,
Yy va BT U v a R T BRI PostgreSQL O 1 J R EIC Lo Tid, WAk
DWED PostgreSQL D1 7 IZH TSN T L X D AREMEN D D720, K51 2
PostgreSQL O v ZITH h & nwk o v VN7 7 o7 v a v axtk v a VB
Ty varyOuilRIALET, By vaBBT T v a VETHR. v S HIAME
TrrrvarERRLET,
i
FNENDOT 772 a rOFEMITLLT 2 TR IE S0,

o Te.l v 7 (cipher key disable log) (60 ~~—727) |
162 v a Bihh (pgtde begin session) (61 ~=X—7) |
* 163 w27 HIIFEZME (cipher key enable log) (63 X—73)

o 164 v alHT (pgtde end session) (65 X—7) ]

BB S LREEE TIZ 3 2OE— RERMHE L TEBY, 20950 1 >TH DS TDE £ —
RTIERTR D 7 7 > 7 ¥ a VEWNEIIICFEIT SN D 720, 22— =BT 7V r— a3 I
TAT LI H Y £H A, TOMOEYE TDE £ — K& AWS KMS E— R TIZRTHRDO 7 7 >
7 arEITTHMNENRGY £, £ — NOEMIIX (23 FIHT25E— FOKs (4
N—=U) | B ZHEERLSTE S,

wickyvarvBthr o varbaZMAORE7 7 v 7 v a v OERITIEIC OV T
Eﬁ Liffho
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4T BRI S LrkRE O EH]

1 noEhESE |

N
ey
S
\"l
w
\:
£
i3

‘

3 | OoHAEME ]

.

4 |  pP4s->amE |

‘

5 | £y A RT )

X 4-2 1E# TDE £— K& AWSKMS £— FIZH T3 EBNEBEEy L a vRAAE

RO, BRI SACESREAFEH LT 7Y r—3 g VAR ELTH OO FEIEIC /Y F
T, F7- . HBERFEALESEE DOAEYE TDE £ — R & AWS KMS £ — R&{#FH 3 58481201,
PP ZOFIAEFEA TS0,

1.

w7 b

MO T 77 a v ZFATLT, by va LBl T 7 v v a VITRET
% W55 B A PostgreSQL O v /' ~Hh 2L 2l LET,

v a UBG

tyvalBT 7 aryEBETLT By varERIBLET,

m 7 WAL

a SMIEMET 7o v a v EFETTHAI IR v SRR EE TSR LE T,
77— a AL

TV = a b T = AR AW OB E FT L ET,

tyva kT

o a KT I arEETTH2LICk0 . AEY EORSHERE R A YR
LTy ary 28T LET,

tyvalBlthT U v a UFETR. BB LT — X RN A EB/HEIR/ SR T H 2 & T

7

ZIBEBNCHE SRS SNET, "By 7T vy RU A M7 BT Sz

FEOT =X ERGE LIEWSAIZIE, BRI S{biee TR 5 TR 5(k/18 56l
(encrypt.enable=OFF) | /T A —X ZFIH L £,

OB TIERE AR B R ZAT 5 G EON) &Ny 7 7w 70U 2 N7 BTl 51{k/48 5L
BHEITDORWEAOFF)OEIEIZOWTHII LET, Tifl iy —2X—2A3EHT 5
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4T BRI S LHRE O EH]

T =7 DI, FHEAIRE SEEERE TIRAL T DM 5L T — Z B [Code) FINERL TH
D \ij—o

Eb
WNIA=ZRIONy 77 v TOFNEOFEMITLL T 2 TR 720,

o 171 K55{b/iE 514 (encrypt.enable) (69 ~—3) |
s 45 RNy 7y FEYVALNT (29 R—))

ON
AP —ix DB —/% ——
I —
[312016/4/3[F=%]

A

o dil o
_I_IEI
S

>

~

ID Date Code
112014/4/1 ¥xx
2 12015/4/2 2??
3/2016/4/3 @@@

4-3 BESIESNEE1TS5BE(ON)
1. T—HXfEA

TV = a b 132016043, 7 =4 OF =2 &7 =TV ~MEAT L7 2] %
FATT D &, AR SRR HEIEIC [Codel FI&ME AL L THBHRDT —7
AT =S AL ET,

2. FT—HBM
TV =gyt D) PR 2] OfTE2BT 57 ) 2547795 L. Bk
SAVEEREDS B EIRUIZ [Code) FIEEZLTCT S U r— g v ~NEESNTE-TF—Z %K
HLFE,
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OFF
f"ﬁ—__ __—“‘\
—~— A
1 XXX
2 7277
—2 —gN—2
3 B
pg_restore m_u;fy
ID Code
I M/ 1 $¥%
nNoopPy7 2 277
d L A 3 @066
pg_dump 1 XXX it
2 | 772
3 @ea N —— e

H4-4 EELESNEEThNEA(OFF)

43 BESIET—2E DR

ARFETIE, BRI SLBRE THEHET D05 5T — Z R OARRBEIC OV TH L £ 7,

431 BEIET—2E0ZEHIREE

W57 — 2 RO HHIR], Fv X b A 27 v 7 RERAOIEEHIRFHZ GLH# L E
—340

x
o EXPLAIN ANALYZE |24 5= EE

ANALYZE 4 7+ = >} & @ EXPLAIN i, %W SQL # AT L CIATRIMIE 2 BfS L7
W, BT LEZOEEMNNT D SQL DS, T — A MOHNLER A X vy T ENET, &
DIz, WAL T — 2B EGteT — 7 VOLE, BEUEOL— "~y RREGERLTIC
BROFATHRE L 1X B2 > T LX) WHEMERH Y £,

ROBITIE | 1 T =T VO ZALT —# D ¢l 5% SELECT % FAT L TV E 2, EHL
HRAXy 7SNET,

EXPLAIN ANALYZE SELECT cl FROM tl;

KOBITIE, 15— 7 L Ol BALF — % 0> el SR LT substring [ & F47 9 % = & T
HHRBNEAT S NET

EXPLAIN ANALYZE SELECT substring(cl, 1, 3) FROM tl;

— substring B~ FH O 72 D S ABR N FEIT S N E T,
 search path (2R3 2 EHIHA
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4T FEHING LR O EH]

s s S RERI A 7 2 = 7 M public A ¥ —~<IZEFRK SN D28, search path /X7
A—HZ DT 7 )V MEEEFET DAL, public AFXF—~2EFHDLELIICHELTLEE
A

TR OEX 2V T4 R U —DERICHT 2 EESFHE

CREATE POLICY #3C? USING A5 E T 2 A DO CFF X, pg_policies & AT Ly # 1
JICRERSNE T, WEb T — 2B E T 5 ) 7 I A XFINIR S ST ICiRFESnE

FTOTIEESZEN,

()

CREATE POLICY a user select ON test acl FOR SELECT TO a user USING ('A' = AN
Y(acl));

=> select qual from pg policies where tablename = 'test acl' limit 1;

(1 row)

qual

(acl))

('A'::encrypt text = ANY

o psql [T HDIFESFE

psgl ¢ ENCRYPT INTEGER, ENCRYPT NUMERIC O 7 — % % /R T HBEIZ, *HIET 5
FT— A AL B 720 leftalignment (/EFFH) THERINET,

432 HEFRAI

o b7 — 2 RO L TR S FIC i TE 258 bR E . FEE S LT — 2 R~k
BeF v A FZ2RMT 52 LI VES L THLHKEZITVET,

WAZHE AL T — Z O AL B EAR — e 2R L 97

£ 42 BELET—2BLEBLBELEK
BT —428 EBHRT—4H 54321 by
ENCRYPT_TEXT U7 IVAE FAGOHE . VT I NVEEZN TG T DT — 28

ENCRYPT_BYTEA
ENCRYPT_NUMERIC
ENCRYPT_TIMESTAMP
ENCRYPT_INTEGER

ZF v AR L7 BTl LES, 72EL, BES#ONA—T g )3
B D HEITEEFHE THRIES WV, KMhBRDOSEE, £
nNENOT — 2 WEJ R ALT — 2B % ¥ A b L7 ETHERL
E30s

ENCRYPT_TEXT
ENCRYPT_BYTEA
ENCRYPT_NUMERIC
ENCRYPT_TIMESTAMP
ENCRYPT_INTEGER

ENCRYPT_TEXT
ENCRYPT_BYTEA
ENCRYPT_NUMERIC
ENCRYPT_TIMESTAMP
ENCRYPT_INTEGER

EMR OGS WET — 2 MOFEHKELES, 2L, K
SHREDN—T g D L BB TR FEHE TR T2 S0,
KN DEE . TN ENOT — 2R E R S{bT — 2 I * ¥
N Oyl Sy 1 D=

ENCRYPT TEXT CHARACTER TNENOT —H % TEXT 7 —#BUZ¥ ¥ A b L7z LTl L
VARCHAR e B
TEXT NAME
ENCRYPT _BYTEA BYTEA ENCRYPT BYTEA 7 —# &% BYTEA BICF ¢ 2 | L7z LT
LET,
ENCRYPT_NUMERIC NUMERIC ENCRYPT_NUMERIC 7 — # Al % NUMERIC 2% v A F L7z |
TH®LET,
ENCRYPT NUMERIC FLOAT4 ENCRYPT_NUMERIC 7 —# ! % FLOAT8 {Z¥% ¥ X F L7z T
FLOATS g U E T,
ENCRYPT _TIMESTAMP TIMESTAMP ENCRYPT_TIMESTAMP % TIMESTAMP 5 — &% B2 % ¥ 2 | L7z
DATE LCHERLET,
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EEET—2 & HEHFET—2 R ERME T

ENCRYPT INTEGER INT2 (SMALLINT) ENCRYPT INTEGER % INT8 (BIGINT) #|Z% ¥ R F L7z LTl
INT4 (INTEGER) BLET,
INTS (BIGINT)

W5 D/ — 3 U IBMERD D 56 OIEEFIH

Wb SNTRETT = 2T 5720, BETIUIT —# R —FE L Tz LTHIEEIC
BON—2 2 O FHEZFH L TS R —2 L LT INTLENET, ZOEHE
EERST D11, HZRAIRE SALBERE O BIEZ HIfH 5 I A X LT A —# [diff version] %
FIRLET, /T TS b7 — 2 B (72 ~—2) | &2 TR E 3V,

433 TRk

(432 HEEHUI 21 ~—=2) | TRLTWD LBV, Gl 5 (biRE TRELT 5 15
b7 — 2R EIERE BALT — 2 Z T 21213, F v XA MO0 ERH Y £, HBRAIK 5
EHgRE TIRIERE BAb T — 2 BN B b T — 2 BA~DF v X Mz, Wab7 — 2 s
LI AT —FWADF ¥ A I R—FLTWET, YAR— 2% v 2 MIIIHEER
FYAFERAFYREIRHY 9, AT X FOGEIL, R SLT —F R w51k
T =2 OG- 2 OV IZRHl OB, BRI F ¥ 2 FBLEIZR 5 A IEESES 0,
AR F vy A R2MEHT LI LICED, 77V r—va R 8idF v X bz d
(2. FERE AT — 2 R LW oAb T — 2 M L ok, Rl 21T O 2 LS ARETY,

x

« DIFO#4A. ENCRYPT NUMERIC & NUMERIC TiI@hfEn R0 4,

- ENCRYPT NUMERIC /%, sum(). min(). max() L4+ o 4 G BE %1% 55 2R 1 DOUBLE
PRECISION (23 v A2 M L CEIWET % Z & 235 0 . NUMERIC & FIERICEME S E 554
WZiE, BRI 7Ze ¥ v A MBSLETT,

- PostgreSQL @ R B4 ceil(). ceiling(). exp(). floor(). In(). log(). round(). sign().
sqrt(). trunc(). avg()® L H (Z DOUBLE PRECISION, NUMERIC D i 5 & 5[4% & L CTHL
% Z LB TE DA, ENCRYPT NUMERIC (% DOUBLE PRECISION (25 A | L CH)
E9 22 L7238 Y, NUMERIC & FARICENE S 2561218, BRI % v 2 RS
T,
« LT ®% A . ENCRYPT INTEGER & INT2 (SMALLINT) . INT4 (INTEGER) INTS
(BIGINT) CIXENMEA 2 Y £7,

- ENCRYPT INTEGER /%, sum(). min(), max() A& D % 3 B 4% 13 15 BX 9 |2 DOUBLE
PRECISION |Z% ¥ A F L CEIET 52 & A& D . INT2 (SMALLINT) . INT4
(INTEGER) . INT8 (BIGINT) & [k OEMEIZT HI121X. PI/RAYZe ¥ ¥ A 33T

?—O

« LIFO#4A. ENCRYPT TIMESTAMP & TIMESTAMP TlI@ifEA R 9,
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B4 E FERIN S ERE D E T

- PostgreSQL @ H £/l % B% age()D & 9 (Z TIMESTAMP, TIMESTAMPTZ O J5 (Z fif##ir
SNDFREMEDN B 5 B DY A, HRFEE L ENCRYPT TIMESTAMP % [RIRFIZ 5[4 &
LTS5 & TIMESTAMPTZ (2% ¥ 2 F SN THE SN ET,

«  TIMESTAMP D&Y A X3 T 7 40 D 8 /XA NEHKLANTa L A LI THDLEE,
ENCRYPT TIMESTAMP [If|H TZ £t A,

« GROUPING SETS, CUBE, ROLLUP #fH L CHEE D 7 Vv —71bt > N E{ERk L, K1k
T — 2 DHN % OXIGINHET DB, FERE S LT — 2 BUCHIRIN 72 % % A 233
TT, T A—Tbty hOBEETY — b ERHA L7 V=T T 54801 H
0. BEALT —Z BN Y — MU Z R — F LTV R0, UEIME 21T 27202 S
RLTWET, ZORFIZEET 256, LTOo=I7—nHhsnEzd,

ERROR: operator 0 is not a valid ordering operator

7235, PostgreSQL 10 O R EAIZ L W GROUPING SETS AJIZHF 5T — Z B D (2 SLL k)
DHERELIZGA, B AT —var 74V EABELET, BICBEESyFiEaa
=7 4I2aIy hENTWDHZ®, PostgreSQL 10.4 LR IIARREZ BT 5 Z LN TE D A
IAFTT,

. UNION. INTERSECT [ALL]. EXCEPT [ALL]. DISTINCT. GROUP BY 4J M % £ 51| .
record, money, varbit, tid, tsquery. tinterval, bit, tsvector 7 — 4 W & B (b7 — ¥ Tl % —
IO Z L ixTcE A, BT D DI, BibT — & & JERs S 7 — & AL
RIS v A RBRMEETT, IR ST — 2R Ny 2 WO B AR — FLTE
D, BT —2HPRNy v B E YR — R LTV, EREF—TU— NI X D480
T2 LIRER L TWET, #1Z21E GROUP BY AICH W T L&A %T 2854 .
UTFTo=Z—nHhsnEd,

ERROR: could not implement GROUP BY
DETAIL: Some of the datatypes only support hashing, while others only suppor
t sorting.

e abs(). max(), min(), mod(). sum(), to charO)LA%t D BI%ci%. INT2 (SMALLINT) . INT4
(INTEGER) ® 5|#1Z ENCRYPT INTEGER 7 — ¥ Bl 2 45 € T 5 &, W RAJIZ INT2
(SMALLINT) £7-1X INT4 (INTEGER) IZF ¥ A F LT 72 &0,

o KEALT —Z M D% % ORDER BY. PARTITION BY O xt& 4z E+ 5 Bzid. JEMEB1b
T AR~ OIARIR T ¥ A SPRKEL 2D 97,

434 AT IVIRARESE

H%%ﬂﬁ?*&ﬁg@/f :/5‘:‘)7}%%&:@1\ /\\y:‘/;/r y?yyx@%k{%);ﬁwc\%ij_o i
foo A BORBOBE Y F— F LTOET,

I
WAL T — Z BT FOREFEN D Y £,
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H 4T BRI S LHRE O EH]

o WBHON—T g ORBRAT—ZIFI Ny Y 2 lERRR AT, RO NN—T g N E—
ENTWRWEA, AT v 7 AN LT — X OHIHN TERWATREERH Y £47,

o BT —2BDHNZHERALIZRA T v 7 ARLE S AT v 7 AP R— ML TWER
/Uo

4.4 AWS Key Management Service (AWS KMS)D Fl|
F

ARETlE, AWS Key Management Service (AWS KMS) % fif > 7= & — RIZ DWW TREHEW = L&
R

441 AWS KMS [ZDLNVT

AWS Key Management Service (AWS KMS) & 1d. Amazon.com,Inc.23 #2792 I 588 4 1Rk FS
JOBEHTE S~ — Y R —ERXT9, AWS KMS % Transparent Data Encryption for
PostgreSQL 72 HFIM 32 Z & T, Zs S Lk THIM T 2 i 5 8EE B O 720 OB -
HEHA X AL, RS EEEEZ A LT — 2 _XR—2D D X 2 T RiEH %
KO FEBHTEET,
AWS Key Management Service (Z DWW TIZLL T D Web X—T % B0, (201547 A
IRF A

* AWS Key Management Service & |
AWS KMS E— REFIH L2560 v A7 MERBUILLTO L B0 T,

R

PostgreSQL

EAERY—/N

I BS#E0ouE |

BES{tr—20EE

SEE\ w\'erd
ISR /ol R

KMS7Z 7t 2A KMS72t2A

AWS KMS

K 4-5 AWS KMS E— FHIREOBEBMESL8RES X T LABEE
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http://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/overview.html

B4 FRRONE SLEEDENM]

442 AWS KMS FIRABEDOTEEIE
AWS KMS FIHKFIZIZLL T OFEEFERH D £7°,
bz

+  AWS KMS FH o rijHE S

AWS KMS E# X2 > CHmE S Lg% o 7ICEH T 5720121, [FIHEALK
by b7y T H—FR] O [K0EeXaT7RERAOZOORTE] #SBICKEMRELEIT-
TWHRENDHY £9, 72 AWSKMS £— R Tk, [FIENRS{L By 7 v 7 h— K]
D TRV X2 7 REHOLDDORE] TIER L7724 0S = —HF—Z £ 43 AWS KMS
EF—RNCTHHT2EEX2 U 7 4 HRICH L TOSHRAL— LV ESFLMNENRS Y £7,

% 4-3 AWS KMS #IHBEDE 0S 1—H—0O+t X211 F ¢ RS EBIL—IL

Xal) T 1B T—AR=-| X2 T«+EEBE (FIUVHs—arE
EHEE BE (77945 —
23 VHRE)
Keyld o o x
DR AIRE 5L E D E 54 x o o
AWS KMS ~D 7T 7 & A FH o o X

« AWSKMS LEHHFDF v /L

FHRAINE SALFEREDY KMS LBEHIC a2 —V = b 0% v e VEREZTMIT L L, BT
DT —=A v =V RHNSNLGERH Y £,

ERROR:Child process did not exit properly.

o [EIRFICAEATTREZ: AWS U — T g U8k
—ODB AR ERE CRIFFIZER D AWS U —V g U AT A Z L I3 T FEH A
s AWS KMS FIIFIZh 05 B4

AWS KMS #FIH L7=1546. AWSKMS O&F XL —3 g v Tl izBenslt L E+, Ak
B 72 B DN T UL AWS KMS OB £ 2 TR < 72 &0,

 AWSKMS R D 7= I L 72 DB m IR SAVSEERR E 7 7 A W T 2 B F 1A

kms_info.properties 7 7 A MLY%V ——icn /4 U TX HEEO2—F =1 b S MHATHE
ROHRRIC IS TV ET,

o fHHT D CMK IZBET 27 E S

L CTW5 CMK NI S -3, D CMK 2o Tl sk Sni-7— 2 I13E 5 T
AR A= e

4.4.3 AWS KMS F|R®D =6 D EfEAWS KMS %)

BRI B EHERE T AWS KMS E— R&2FIH T 5561L, £33 AWS KMS _E T Customer
Master Key (CMK) EPFEEN D~ A —F—%AER L TS BERH D £7,
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http://aws.amazon.com/jp/kms/pricing/

04T FEARE S bRE OEH

AWS KMS OFIFTHEICOWTIFLL T D Web R— 2% ZE L 2 &0, (2018 4F 4 H )
ZHIHBHIRIZ T2 > T

CMK DIERESTIEIZ OV TIZLL T D Web _X— T % ZE L 7280, (2018 4F 4 H I H)

F— DR

YERK L 72 % —1% AWS Identity and Access Management (IAM) 2HLLF DX H 72 A A—T T
Tlﬁwujﬂé kz’lf‘éiﬁ—

SA-il v gt v
SRzl D7 ey - [ - A -]
»
4R FUTI D400 (ER)r O Q nes_kms R
U | ==z ¢ +—1D % TEFEEL S fEREB *
C {EREL7-CMKO T U7 A {EREL-7-CMK®D*—ID Enabled CVMKm{EREH

® 7 Fvh Q BASE 2008 - IS =KUY~ FIRHALY

E4-6 IAM ETOCMK YR F—E(f *—)

BmAIRT S LAERE TlX, AWS KMS Z#F PR — " — L LTI 2BIC/ERR L7 CMK ©
E T —1ID) FNCFRENTVWAIEZ Keyld) & LTHHALET,

Fo. ZBRORE LR TIX, BXa ) 7 o EFHEZ LV EE & T 5720, BRI S b
BEEFHT 22—V —@BIZUTOIAM AR Y —%2E 0 Y CHLERHY 9, 2B, 77
Vor—a VEEEILAWS KMS ICEBET 78 A4 508370 It T 5 IAM = — % —
EERTH2LELHY A, F2—F—FHNZ OV TIE [FIHENALKT %ﬂ: vty T v
=Rl O TX0eXaT7R2EHOOORE] TIEKR LK 0S = —HF—lcznEhxtis
LCTWET,

®4-4 BEHRESIERENAL—YF—BOLEL IAM AR o —
aA—Y—f@l BEL 1AM RY o—
X VT o BEE Decrypt,DescribeKey,GenerateDataKey,GetKeyRotationStatus, List*
TR RE Decrypt
TV r—va VERE 7L

IAM 22— HF—~DIAM A Y > —DE| Y Y TIZHOWTITILLFD Web X—2J 2 TE L 7280
(2015 - 7 HFER)

IAM R Y > — DO
Ha— P —D IAM R U > —FER & L P ICR#EO -z LET,
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http://aws.amazon.com/jp/kms/getting-started/
http://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/create-keys.html
http://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/PoliciesOverview.html

tXal) T4 EEERIAMKY o —4pF

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmt1435558550000",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GetKeyRotationStatus",
"kms:List*"
] 4
"Resource": [
Wk n
]
}
]
}

DB EHEEMA IAM R1) o —4

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmt1435550586000",
"Effect": "Allow",
"Action": [

"kms:Decrypt"
1y

"Resource": [

"N

]

4.4.4 AWS KMS FIFED =6 DEHE(EEBESILEEEERTE)

AWS KMS % BB 2L E CRIH T2 7- D113, LLTOBRE 7 7 A WVICHE IR ER %
AHTAVLELRHDET, BET7ANVFA A=A T 4 L7 FUD conf Bl FIZKMH S
nNTnWET,

+4-5 AWS KMS FIHD=-HIHE L L 5 E BN S{EBEERE I 7ML

BEIFAIA BE

kms_info.properties

AWS KMS > RARA o k5]

WET 7 ANV

aws_info.properties

Fe B R 2 E 2 — P —D IAM 7 7 B AERRET 7 A /L
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x
AR =7 VL7 =g b EFALTOWDEEIR. 7794~ ==L X7 3 H—
N—DWTITHEZAT O MENH Y £,

UTICERET 7 A NV EOHY] & RER ZRtd 7o LET,
5 4-6 kms_info.propeties

NS HF—4 BE T+ JL ME

endpoint AWS KMS =¥ RARA > k@ URL % 8 7€ | https:/kms.ap-
LE7, vz hL%E 7= URL B T | northeast-1.amazonaws.com
BELTLLIEEN,

connection_timeout | AWS KMS 5t D % 4 57 7 k&5 7E L | 50000
9, BALEI UM T, 0&2HET DL
A LT RLERA,

socket_timeout AWS KMS iBIER D Z A 57 U K & $87E L | 50000
Y, BAII VBT, 02FETDH L
A LT RNLERA,

proxyhost TaxLEEATIHRAO T e XU — L
N=DHRAAH LLIFIP T RV A%
FELTLIEEN,

proxyport TuaxT AT LSO TaR Y — L
N=DR—=FEFHEL TSN,
protocol TaXVERETLIGAO T e — | 2L

N~ 7T e ha L ZEELTLE
S\, "http" 5 "https" 3 FEE FIHET T,

proxyuser TuxTERETLSHAOT e — L
N—DBFEL =P —HZHELTFE
Y

proxypassword TuxTERETIHAOTa XU — L
N—=DRFEL—HF —D /AT — FEIEE
LTL7EEN,

[R% EHI]

K D E B TiL. https:/kms.ap-northeast-1.amazonaws.com (Z . connection_timeout 33 & T8
socket_timeout 73 % #1LZ 41 50 #» T 7 1 % 2% — 3— Thttp://proxyserverl.ne.jp:8080 ] % FI| H
LCEfe L £

endpoint = https://kms.ap-northeast-1.amazonaws.com
# connection timeout = 50000

# socket timeout = 50000
proxyhost=proxyserverl.ne.jp

proxyport=8080

protocol=http

# proxyuser=

# proxypassword=
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58 4-7 aws_info.propeties

NS A—4 M= T+ ME

accesskeyid DB EHH 2 —H — D AccessKeyld ZH5E | 72 L
LTL7ZE,

secretaccesskey DB & B # = — ¥ — D SecretAccessKey % | 72 L
BELTEEN,

[R% E ]
W OFEERFITIE. AccessKeyld 75 [AACCCCEESSSSKKEEYY00] T& ¥ . SecretAccessKey

73 TAwS+SeCrEt+AcCeSsKeY+AWS | Tdh 52—V — 2R 58 DE 5 Ok iEH & L T#EH
LE9,

accesskeyid = AACCCCEESSSSKKEEYYO0O
secretaccesskey = AwS+SeCrEt+AcCeSsKeY+AwS

N O
45 NPTV ITEVARLT
Transparent Data Encryption for PostgreSQL i L7277 —# X—=2A~D /Ny 77T v 7« J X
7 DOFEIZONTHBLET,

451 Ny T7vTRRIZDONT
Transparent Data Encryption for PostgreSQL Z | L7255 D/ 77 o TRBIILLTFIZ /20
i—a‘o

« PostgreSQL DT —H RX—RAAf VAL LU A (T —HRX—RJ T AH)

PostgreSQL D7 — X IR TT, T —H X—RA T FRAZ DO/ 7T v FITDONTIL,
(452 N7 v 7 FiE B0X—Y) | BIHERIIEEN,

» PostgreSQL Y —/3—DFHE 7 7 A /v (postgresql.conf) R T 7 7 A )L

PostgreSQL #—/X—DEXE 7 7 A /v (postgresqgl.conf) N1 7 7 7 A /LX pg_dump
X pg_dumpall TII NNy 7 7 v 7 ENFEHA, TOD, I T 7 A NENRY T T v
TLET,

* Transparent Data Encryption for PostgreSQL D #-FE 7 7 A /L
Transparent Data Encryption for PostgreSQL ODLL TN D7 7 A Va7 7 v 7 LET,
- RET7AN <A X =T L2 | J>/cont/*
- BT AN <AL AP T g L2 P U>/10g/*

- VAT AT AN <A R —IT L N U>/sys/*
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x
a7 77 ANVOHINERRET 7 A VOBRELGITZEE L TWAHEAT, 2% LB ESET
BRI T v LTLIZEN,
BN S AL Z R LZBRE TNy 7 7 v 7 L= b 0lek LT, {THEMRESbZ2 R L8R
BCTUVAMNTTAHZ LTV ER—FLTWERA,
o, ITENRE S L EER LERE Ty 7 7 v L= b 0icxt LT, FENR 51k 2 F 5
L7EBRETCVARANTTAHZEEY R —FLTWEETA,

RETZ 7ANRO T T 7 ANDNy T v FIZONTIE, EOLIITHERT 20Hb
HTHF LTS EE N,

452 N Ty TFik

BRI SAUEREN TN E o TCWVWDE T = RXR—=ADNy I T v TRIEICOWTHA L F
9, PostgreSQL Oy 7 7w T FREE LTI, 77 ANV AT ALV TONRNY I T v T

(KETIIWHAYy 7T v 7 E50#) & SQLICK DX VT (KRETITHEAAY 7 T v 7L
HH) OREXLS2OVHFEMELET, £/~ COPY XZFA LT —T NVHEMTHONRy 7
T I NFELET,
BRI S EE N AN L 7o TV DT — A R—=ZA L 2N HD Ry 7T v 7 FiEEZFHAT
TFET, LTFTORICENZENDOAN I T v TFEDOAT v hET AV v Maiti# L CVE
T, HIWZHDLETHHT I NNy 77 v 7 FEE TR 7E 30,

K48 INVITVTEEDA) Y b= TAYY b

EH WENvITyT WAV IT VT COPYaTY R
RS FeBR=A T FRAIERE | FT— A R=ANERBE LT | T—TNDTF—F % T 7 ()L
Tr7ANVATALVNATR | REAZ VT MEXEL T | L2 AR— L CRET D
BT5 T— AT T 7 A MR TE
(&)
Y — v F 721F SQL 3T 0OS D=2~ K (cp. tar. |pg dump X° pg dumpall % F||COPY TO (=27 AHR— k) |
rsync H)RN Y 7 7 v Y — AT 5, REE TIX/NA | COPY FROM (o AR — k) X
N EEFINT 5 V=X TCOMDDOHRIR—|2FITTD
5
FTA R I T T AT AT EL:
FT7TA RN IT T AlHE RN AARE
Ny T w7« YA RNTRE | foFEL N WEAR Y 7T v 7LD EN MBSy 7T v 7LD EWV

(K Bfk - @52+ 2546
I, bo & BEFFAEN)

R 7T THAL F— B R R 5 BB T — 7 VENT F— 7 VAT

T B — AL

T B R R T AL HL

T A R—ADRBM T — | REM FEH -
& R 0> FEHita A7 1
WETF—=BDONy T o7 AHRE AR he
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B4 E FERING S ERE D E ST

453 WME/IN I Ty TIZDNT

MBI T o T T, A TA AT TA Ny I T T DG TRy 7T v 7%
LHZENTEET, Nu T v 7RV A RNTOHEICONTIL, BBRAIKF SLEHE 2 R FH
LTWRWTF—F_X—R b0 A, HRHNKEZLEELZFIH L TWL5HE. Ktk
ENTT —FIE L ENTZEENY I T v 7 ENETOTT—H[_FAVDO U R 7 KT
SHDLIENTEET, BB, BEELET X2\ I 7 v 7 T52LIFTEERA,

BAREY 72 FIERTINEIZ DWW TIE, PostgreSQL D~ == 7 L& ZE L 7230,

—EEY Y
T7ANYAT BNV DNy 7T T (Ffi/N—3 3 & O PostgreSQL ¥ = = 7/ URL https://
www.postgresql.jp/document/current/html/backup-file.html)

MR T —H A T LR A > b A Z A LU H80 (PITR) (Ic#H/3— 3 > D PostgreSQL ~ == 7 /)L
URL https://www.postgresql.jp/document/current/html/continuous-archiving.html)

454 FWENY I TV TIZTDONT

BNy 7T T, Ny I Ty TRBEOT —F KR (SELECT) LR 2 A7 U7 |k
B EET—IAT7 77 ANVERTHNT52—TFT 0 VT 4V —LThD pg_dump.
pg dumpall ZFHLET . VAT T258 3G LIy T v T 774 0% U A |
T35 —7T 4 U7 4V =)L Th D psql £721L pg restore ZFH L 3 (LI
pg_dump, pg dumpall, psql £721% pg restore xF L O TR T HLEEIEX. Nv I T v
T VAT a—=T 4 YT Y=L LET)

pg_dump (L 1 DDT —F X—=ZANDT —HF %, pg_dumpall [IT —HFN—R 7 T X Z &k

(FTRTOTF—=FN=2) &2y T v 7T LHHERITHNET,

WY 7T TR, A TA NNy Ty IWREEETT, Ny I Ty I RRICHERN
WS LR AT —Z XN—ANEENL LA, BofbESnRETTr —42 %2y 7
Ty UANTTHMLERHY ET, Nv 77 v LT — 2SI kiEoz
D, WAVDIV AT ERFIELZENTEET, 0B, pg dump X° pg dumpall TIEE
B LT — 2Ny I T T T HIEITTEERA,

o b SNTREBTT —F 2Ny 7T v 7 FH0DIF, Ny 77 v 7« JART 22—
T4 VT 4 — V& FETT ST PGOPTIONS EREEZ % C encrypt.enable /X7 A — & % off
IZRRELET (65 TDE E— ROEE LR TT) |

pg_dump D/\v o 7 v TDF|EHI

WOFEITIE, HRAIE SRR DB N 2t G DT — X _X— AT pg dump ZfE LT/ 7
Ty 7T o0 AT LET (5 TDE E— FOSE bREKTT) . HOEF 7771401
4021% T/pgsql/backup/tdedb.bak] &, /Ny 7 T v TRGT — 2 X— 24 121% Ttdedb]
ZHRELTWVET,
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4T BRI LR O EH]

S PGOPTIONS="-c encrypt.enable=off" pg dump -f /pgsql/backup/tdedb.bak -Fc tdedb

E2F
pg_dump ZFH L TREDT — T NDOIZE /Ny 7T v 7T 5851, public AF¥F—<IZER I
TV D s S LBERE SR 95 7 — 7 /L CTd 5 cipher key table & key management table % [F]
RNy 7T w7552 L2 BEIDLET,

pg_restore 2K D) X F 7 DFIEH

WOHITIE, RIBEOT—HX—RZNN 7T v 77574 )N% pg restore ZHEHLTY R
F7 56 EFEEH L ET (5 TDE £ — FOGAE LREEETT) . -a<°--data-only 47
VarREEFHALTT—ZDRY AT TL5EIE. VA NTET —F =R TGE
B EAERERN AN RS TV DRERHV ET, VARNTTLHX T 77 A NVAIIE [/pg
sql/backup/tdedb.bak] Z., U A RTxGT — X X— 24|21 Ttdedb) Z#HHE L TV E
R

$ PGOPTIONS="-c encrypt.enable=off" pg restore -d tdedb -e /pgsql/backup/tdedb.bak

X

W58 O FTRINICHUS L7z G N> 7 7 v 793D pg restore ZFIA L CTRIED T —7 VD&Y
A NTTHEAE. ROTOK I K 5T — % FiE 5t (pgtde -m cipher --reset) 72 & T
WEHEZHRL CLESTWDE VRN LT — 425D EA, TDOD, Kodto B
B L7z Gy 7 7 v T BREDT — T NDOHY A R T LI-WGA IR, EiRrnF Sbikee
DI YOG S8R S A ER DB BT cipher key table 77— /L & key management table 7 — 7 /L %
—HECV AT T HORMERHY T, ULOHENSHESEALEH T 5-CITH LAy 7T
TERGTHZ L EBEIDLET, 7eE. key management table 7 — 7 /LI OWTIL, U A LT
ANZ7 —7 /L% SQL =~ K (TRUNCATE *° DELETE 72 &) TZEDIRBIZ L T E SV,

—BEEY Y
pg_dump {Z DWW T (el 3—1 3 @ PostgreSQL ¥ = = 77 /L https://www.postgresql.jp/document/current/
html/app-pgdump.html)

pg_dumpall (22T (/3 — 3 > @ PostgreSQL ~ = = 7 /L https://www.postgresql.jp/document/current/
html/app-pg-dumpall.html)

pg_restore (DT (FgHi/3— 3 > ®D PostgreSQL ~ = = 7 /L https://www.postgresql.jp/document/current/
html/app-pgrestore.html)

455 COPY avwr FIZDL\T

CoPY 2~ Rid PostgreSQL D7 — T Va7 7 A VI AFR—hFL720, 77 AN05
PostgreSQL (24 AR — F T H7-DICHESNTWASAa~v Yy RTY, Zoa~vy REHT
LHZETHEBEDT =T N%E CSV 7 7 A NI EITHINT 5 2 L3 aRETTY,
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B4 E FERIN S ERE D E T

Flo. copy AV FEANWD 2L TTF—F_N—2DIF b Z b H>T — 7 V& H 5 LT
CSVICHATHZ L0, BB LEEEORETIEEDT —T 27 7 A M AT5 2
EHbTEET,

EEILtERMEZEC T — I LESLET -2 XAR—
MAR—+F B

ROBITIZ, WSLEEEZ LT =T NP EE LT =4 & CSV 77 ALV LTZ A
R—FT 20 2RLBLET, b, AETHETIESLET 2227 AR— D7
W, T N—2AEHEFELI O —Y = copy av U REFETT LI L2 MEL T,
psql NIEMET D \copy 2~ FEMEMT D HEZRLTVET, BF5HLE LT
[key1234567890] %, &5 LicT — 2 & )19 %5 CSV 7 7 A V41T [/export/user tab
le.csv] ZHEELET,

=>select public.cipher key disable log();

=>select public.pgtde begin session('keyl1234567890');

=>select public.cipher key enable log();

=>\copy apuser.user table TO '/export/user table.csv' WITH CSV;
=>select public.pgtde end session();

T AR—KFL7ZCSV 77 A NERE LB 2 &TeT — T WA VilR— T 561 % LI FIC
%aﬁ [/\i ﬁ‘o

=>select public.cipher key disable log();

=>select public.pgtde begin session('keyl1234567890');

=>select public.cipher key enable log();

=>\copy apuser.user table FROM '/export/user table.csv' WITH CSV;
=>select public.pgtde end session();

ES LB ESET— T D BB L RETF— 4 & T
DAR— KA VR—F+T B

copy avwr REFEH LTSI NTZREDEE 7 7 A VI AR — FTBHI21F.
COPY ... WITH [FORMAT] BINARY HXEMIMLET. Zeds, AR T psar 2~ F
D FEITT D HEETLEH LET, CSV 7 7 A V4T [/export dba/user table.bin| %
BELET,

S psqgl -c "COPY apuser.user table TO '/export dba/user table.bin' WITH BINARY;"

T AR—hEINTHE bR E G TV —FT =X T 7 A VA IR— T 56 % L
TICREHE L9,

S psgl -c "COPY apuser.user table FROM '/export dba/user table.bin' WITH BINARY;"
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EE

cory a2~ REZFMHTH5A . public AF —<ITER I TV D E BN S LSR5
7 — 7 )L T & b cipher key table & key management table & 1 > 7K — h L T 72 &\,
cipher_key table & key management table D7 — ¥ N TV AR — N INT2T 7 A VO T 7
ANKIT 172 NI T o777 A VIHHERE (encryptbackup) (70 ~—7) | R 6.5 M
FHE > 7T 7 (cipher_key backup) (66 ~—3) | & THERL TEE VY,

—EEY Y

COPY {22\ T (i’ 3—3 3 v @ PostgreSQL ~ = = 77 /L https://www.postgresql.jp/document/current/html/
sql-copy.html)
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FBS5E avr NI Ty LA

ES5E

5.1

ATV RYyIJ7rLUR

ARBETI, B S UESRECRIE L Wb a~wr FlcoWTiIBALET, ThFnoa~<
v RIZoWT, MONEBEZRHAL ET,

X

Sy ROANFELTR L E T, £, T~ RO RAE A 715 % B B L &
+,

Bk
2y Ko HERM R iz e L £ T

INTD A—A
BELOPIZEENDZNEND/IRT A—=FDONESWTCicdk LE T,

ERAE

avy FOMBAFER I Na~ FOEMECET 2 BIERA T L 7,

TEEHIREIR

vy FOEGHIRFHEZGEH L ET

X761
oy FOEHERRLET,

BiErESiEEgEa < > K (pgtde)

X

pgtde -m { regist [REGIST OPTIONS] | cipher [CIPHER OPTIONS] | switch {SWITCH OPTIONS} | show}
[CONNECTION OPTIONS]
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B
FAIE S EERE 2~ R (pgtde) (T, FIEAIKE B-(LHERE CTHIH - 5 5 58 O & BRFERE &
ey — 2oL RIEL 5, BIETI2HBEILTo®Y T, B,
Transparent Data Encryption for PostgreSQL V120 XV, 7L a VOEXNEELE I N7z
W, WEILAE DO A7 2 > OFiH] Tl Transparent Data Encryption for PostgreSQL V1.1.4 £ C
DAL V1.2.0 0O OB EFTRH L £,
o 511 WEE8EORE - B8 (-mregist) (41 ~—3) |
AR SRR I D S OBk - B2 T2 LN TEET,
o I513 EHORFHIZE DT — X H5 51t (-mcipher) (53 ~X—) |
Wb HDL—Y =7 —F 2 —FETHEFLT 52 LN TEET,
o 1512 FBEHNESEEREOR AT — FOLE (mswitch) (47 ~—) |
ARG SAARREDE— RE2 DIV B2 Hife a2t L7,
o [51.4 FEARE SR ORI RN OE R (-mshow) (56 ~—) |
FEE SRR ORI RN 2 TR T2 2 &N TEET,
EVEk
ZNENOMREIL [P SL By FT vy 7= R O X0 X2 7@ 07D DRIE]
BT TV DG, UTORDLEY | BN SLEEa~ 2 R (pgtde) D-n 47T a U
ICFET— =D HIR S E T,
51 -mATLarvBOERTL—Y—HR
EiTATREL—Y— mAFay
X VT o EHE regist (K E8ED & - FiH)
switch (ZBHIRE S LBEREOFIHE— ROLEH)
show (FBRAYKE 5L RERI FLIRBL O£ IR)

TFY = a VEEE cipher (FRFTOWF B L 5T — & i 51k)
IND A—A
£52 mATLavnRTA—48—HF

NI A—4 B 78

-m regist gk - R LET, BESTN
cipher RO ZHICLY T — 2 OFEREF{LLET, R
switch R SRR ORI HE— ROEE L £, BESTN
show ZBHIRE SRR ORI AR DR R L £, BEIZTN
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£53 T—AR—REHNTA—42—KE

NS A—4 B1L)] kil
-d dbname BT — A _X— AL B/ ELET, (REy=Y
-h host Pt e DR A MAETIZIP T RLAZEELE T, [(EE
-p port B DR — NESERELET, 5
-U user BT — A RN— R —P—LERELET, E=}
-pw password Pt e 7 — 4 XN— A2 —H—D AT — REHE L [{TE
i‘a‘o
-conf dbconfigfile T HR— ARG A T LR E T 7 A VR | TR
ELET, 20X T a2 ELELESIE-d, -
h, -p, -U, -pw FTa ANIMEHTEEEA,

FIEF RS LB RE TR 2 ZEpIns SLHERE 2~ o RO T — 2 X— 24 if did. RE
77 ANTHET DI LObWETT, REZT 7 A LDT 7 L—F

[pgtde.properties.template | (%, FEiEAIKE S LBERED A > X b —7 1 L2 bV (Linux hit
Transparent Data Encryption for PostgreSQL D7 7 #+ /L kX /opt/nec/tdeforpgxx, Windows
it Transparent Data Encryption for PostgreSQL ®7 7 # /L kX C:\Program Files\NEC\TDEf
orPGxX (XX (X PostgreSQL D A V¥ —/"—T 3 >, 15 DAL 15) ) @O ltemplate|
TALVZ RUETOEMHINTWET, ET 7 A NEBIOLGIN D RERIAIRTZNGE -
conf A7 a LV THRT 7 A NRAERRF/RATHREL T ZE0,

[pgtde.properties % il

pgtdedatabase=pgtdedb
pgtdehost=hostname
pgtdeport=5432
pgtdeuser=username
pgtdepassword=userpassword

[
AKa<wr ROTF—F RXR— 2R IERIL, N7 A — X USMNCERELS S BRELSKL TR L
Tr7AN) MOLHEETDHIENTEET, BELAKALHEHL TT — X X—AEHRIHFRERTE L
7BE, a~r RETORR T A =2 DT EEMT 5 ENARETT,
%54 BREZTHBLIUREI7MILOREEHE—E

REZEHA BEIFAI AE

PGDATABASE pgtdedatabase BT 567 — X X— 24

PGHOST pgtdehost BT 29— =7 RULA(F R M)
PGPORT pgtdeport BT o287 — NS

PGUSER pgtdeuser BT b —Y—4

PGPASSWORD pgtdepassword Pty D2 —HP—DRAT— ]

EREAKGEER] (Linux) ]

$ export PGDATABASE=pgtdedb
$ export PGHOST=hostname
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$ export PGPORT=5432
$ export PGUSER=username
$ export PGPASSWORD=userpassword

BREEEBGRE T 7 A Wik ERF (Windows) ]

CMD>SET PGDATABASE=pgtdedb
CMD>SET PGHOST=hostname

CMD>SET PGPORT=5432

CMD>SET PGUSER=username

CMD>SET PGPASSWORD=userpassword

ERROHGE N T A= ETTBE T 7 A v, BELAFDFERFICRE SN TOLHEITE, TRO
EBVEERINT A= F ETITBET 7 A /v, BB ONAE TEICIAML RS ST ET,

>

| wm@Ensx-5 | | BEIPNL |

51 #Hi/NS A -2 BEIRMK

FERAAE
HEAIRT S biEE 2~ R (pgtde) OERVEIZLLTO®EY TY,
£ 5-5 HBANESE#EaITY FRYE

RE—> RYE
EFHKT 0
WEHKT 1

FEHIREEE

BN SALHSAE T~ > B (pgtde) Dom 473 3 L MO L HIE & 08 L £

. BBIREELIRE D ~ 2 R (pgtae) BF—F—F ~— 2T LCUFITEITT S =
LR R LTOERA,

. BBIOREELIRE D ~ 2 R (pgtae) [XRFEEIC L BRI AR L LI TH BT
W, Ay s T RY a7 L LTEFTE £ A,

o BRI A—HTHD, T—HX—=RL, KA, 22—V -4, RRAT—R|I~/L
FNA NCFE/ETDHZ LT TETEE A,
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BN T A—L ERET 7 AN ATy FIPLRFICSEHRIEL 2 L3 TE A,

T = AN ZHERHE RIS Y = VDA X LF 2 ZHEAIE, TN X X ICFOER]

(AT =T X F e AT HRERD Y £F, T —FXN—AEFEIFRO AV — &
\"$@&) & LTWAHEARITLUTOLIICATLET,

-pw \\\"\S\EC\&

AWS KMS F|HRs, £ Toha~ 2 FOFEITRREIIL AWS KMS IZxf3 5 U 7 = A NI
MAHRERNC A Z T £,

E 17451
UTFToavwry ReEANTHZEICLY, HRmmRE S{biE 2~ N Usage #2345 Z

S

STEET

[Transparent Data Encryption for PostgreSQL V1.2.0 LA[%]

[Linux]

Usage:
pgtde CONNECTION OPTIONS MODE_OPTIONS

MODE_OPTIONS:

-m regist [REGIST OPTIONS] register new data key to specified database.
KeyId will be updated if --keyid is specified.

-m cipher [CIPHER OPTIONS] cipher data with latest key

-m switch {SWITCH OPTIONS} switch key management mode

-m show show status of using KeyId from AWS-KMS in specified datab
ase
REGIST_OPTIONS: [--keyid] [--cipherfile]

--keyid KeyId will be updated if specify.

--cipherfile if you use this, input not directly specified cipher key b

ut cipher key file path.

CIPHER OPTIONS: [-1 INTERVAL] [--cipherfile] [--reset]
-i INTERVAL interval value
--reset including reset cipher key's version
—--cipherfile if you use this, input not directly specified cipher key b

ut cipher key file path.

SWITCH OPTIONS: {--simple-tde | --standard-tde} [--cipherfile] | --aws-kms
--simple-tde switch key management mode to simple TDE mode
—--standard-tde switch key management mode to standard TDE mode
--aws-kms switch key management mode to AWS-KMS mode
--cipherfile if you use this, input not directly specified cipher key b

ut cipher key file path.

CONNECTION OPTIONS: [-h] [-p] [-U] [-pw] [-d] | -conf

-h HOSTNAME database server host or socket directory

-p PORT database server port number

-U USERNAME user name for authentication

-pw PASSWORD password for authentication

-d DBNAME database name

-conf DbConfigfile database connection information config file
HELP:

--help show this help, then exit

[Windows]
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Usage:

MODE_OPTIONS:
-m regist

-m show
ied database

CIPHER OPTIONS:
-i INTERVAL
——reset

SWITCH OPTIONS:
--simple-tde
--standard-tde

CONNECTION_ OPTIONS:

-m cipher [CIPHER OPTIONS]
-m switch {SWITCH_ OPTIONS}

-h HOSTNAME

-p PORT

-U USERNAME

-pw PASSWORD

-d DBNAME

-conf DbConfigfile
HELP:

==help

pgtde CONNECTION OPTIONS MODE_OPTIONS

register new data key to specified database.

cipher data with latest key

switch key management mode

show status of using Transparent Data Encryption in specif

[-1i INTERVAL] [--reset]
interval value
including reset cipher key's version

--simple-tde | --standard-tde
switch key management mode to simple TDE mode
switch key management mode to standard TDE mode

[-h] [-p] [-Ul [-pw] [-d] | -conf

database server host or socket directory
database server port number

user name for authentication

password for authentication

database name

database connection information config file

show this help, then exit

[Transparent Data Encryption for PostgreSQL V1.1.4 AR (Linux) ]

Usage:

pgtde CONNECTION OPTIONS MODE OPTIONS

MODE _OPTIONS:
-m cipher [CIPHER OPTIONS]
-m regist [REGIST OPTIONS]

-m switch {SWITCH_OPTIONS}
-m show

CIPHER OPTIONS:
-i INTERVAL
—-—reset
--cipherfile

REGIST OPTIONS:
--keyid
--cipherfile

SWITCH_ OPTIONS:
-—aws-kms
--tde-only
--cipherfile

CONNECTION OPTIONS:

-h HOSTNAME

-p PORT

-U USERNAME

-pw PASSWORD

-d DBNAME

-conf DbConfigfile

cipher data with latest key

register new data key to specified database.
KeyId will be updated

if --keyid is specified.

switch key management mode

show status of using KeyId from AWS-KMS in
specified database

[-1 INTERVAL] [--cipherfile] [--reset]
interval value

including reset cipher key's version
if you use this,

input not directly specified

cipher key but cipher key file path.

[--keyid] [--cipherfile]

KeyId will be updated if specify.

if you use this,

input not directly specified

cipher key but cipher key file path.

-—aws-kms | --tde-only [--cipherfile]

switch key management mode to AWS-KMS mode
switch key management mode to TDE local mode
if you use this,

input not directly specified

cipher key but cipher key file path.

[-h] [-p] [-U] [-pw] [-d] | -conf

database server host or socket directory
database server port number

user name for authentication

password for authentication

database name

database connection information config file

40




FS5E av R 77 LR

HELP:
--help show this help, then exit

511 EBSRBOEE - EH (-mregist)

X

[Transparent Data Encryption for PostgreSQL £/3N—3 = »3Li#]

* [Linux]

pgtde -m regist [--keyid] [--cipherfile] [CONNECTION OPTIONS]

[Transparent Data Encryption for PostgreSQL V1.2.0 LAF]

* [Windows]

pgtde -m regist [CONNECTION OPTIONS]

&t BA
i SO « BT (-m regist) (X, BERCHRT —F =2 TR L85 SH#EO B - &
BMaeTHENTEET, Kn A 7Y a RN a~ REFEITLET,

AWS KMS E— FZHIHT 256, Zig 5t o~ N (pgtde) FEATR TN 5 H#EE
W SN T rAABHhInET, BN ERT 7 A VESROIZEE ALE
DOFETH FRE®RE T 7Y r—a VEEE (T r—a VBRRE) IclmL T
W, BHETHRITEX 2V T A RO, EONITHEE T 7 A WTHIBR L T2 o
L AR LET,

BB, AN =TV = a ERAL TCWAEAEIR T4~ U —"— | TH
ITLTL SN, ETRRIIAZ o, = R_R— b KM S E T,

INTG A —A
#®5-6 BESRBGE - FEF/N\SA—42—F

INSA—4 EL nE

-—keyid AWS KMS &— ROEAEIZ, BFEFEH L T\ 5 CMK & T |[{EE
H72% CMK 2 L CRE B8O BEE « FH ATV oW
AIZHEELET,

--cipherfile AWS KMS E— ROGAIZ, RRTA—ZEBETH I & |[{TE
T, B EHOBG - FHI LGS E AN L7 74
IVIRAIN G RIAIFE T,
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ER7AE

R
fifi% TDE — R L OHEYE TDE & — FOHA

TR |

ﬁ HABPFLE-LDER

HAAERALTLSE SRS

U

4 | SRTSREREAH

5 | ERvsESicFAIILER |

2

6 | FiThR ]

52 BES@24% - 5 (85 TDE E— FE & UE# TDE E— FDIFA)
1. 3~ REfT
BRI SEASRE 2~ > R (pgtde) ZFATLET,
2. FIAT 2E— RO EIEERE)
FIRAT2E— RERIRLET,
[ Transparent Data Encryption for PostgreSQL V1.2.0 LA[%]
+ [Linux]
- 1. Simple TDE mode. (f#i%) TDE €— K& H|HT5545)
2. Standard TDE mode. (2% TDE &— RZFIH T 2%54)

- 3. AWS-KMS mode. (AWS KMS E— RZF|HT 5545)
* [Windows]
1. Simple TDE mode. (f#i%) TDE €— R&FIHT 555)

- 2. Standard TDE mode. (2% TDE ®— NZFHT55H)
ki T1) F£7201% 120 ZFELET,

[Transparent Data Encryption for PostgreSQL V1.1.4 LR (Linux) ]
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+ 1. AWS-KMS mode. (Ff5-#DEH U AWS KMS BT X284 556

2. TDE local mode.(f 58O E B Uz v — N #E G X2 AT 254)
ki T2) ZfFEELET,

3. BIEMSH L QOB S#EE A
MIEPE G2 bR | BUEMH L TV 2582 A LE T,
4. XERT DRESHEE AT
Wi\ oW o2 A LET,
5. R 2OREAAET LAY XL E IR

HEAIRE B THERAT AR5 b T VT Y X AEEIN L E9, BIRTE 25571
UXNILLFD LR T,

e 1.aes

2.bf GEVA—1H)
FRENBHEAT T AT ALEFTIR L CTHFFEZASLET,

6. FEITIRE
FREE TITAT o 7o E CRE 3RS « B2 FIT 3 572012i%, 1Y) 2 Tyl 2AJ)
LET, B, ET2HPkd28803, Y] BXO Iy DSAAEATILET,

AWS KMS E— RO#H4
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1 | TRRELT |
< L weeaw
2 | HAATHE— KD ]
 umEER
3 | ANSPHEZIEEAS ]i S .

e I

4 ; 4 | ﬁbL\K;;I-d;;;;':’J- ---------- ]

e I

RALEALTL B W ey A
(SRR FHERMLA 7 1R A H

6 | ERTIESELFAIUILER |

2

4|

7| TiTER |
8 | BB 7 DI ]

5-3 EES@Z6G - TH (AWS KMS E— FDIE4)
o~ REAT
BRI S RE T~ o~ R (pgtde) &FEITLE T,
FIHT % E— R OBR(WIE I
FIHT2E— REBRLET,
[ Transparent Data Encryption for PostgreSQL V1.2.0 DA[]
ped

Windos i)t Transparent Data Encryption for PostgreSQL X AWS KMS & — K& AR — K Lt
Ao

* [Linux]
- 1. Simple TDE mode. (f#i5) TDE €— K&FIHT 555)
- 2. Standard TDE mode. (#£%€ TDE £— FZFIM T 55%5)

- 3. AWS-KMS mode. (AWS KMS E— RZF|HT 5E54)
k3 13) ZfFELET,

[Transparent Data Encryption for PostgreSQL V1.1.4 VIET (Linux) ]
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+ 1. AWS-KMS mode. (Ff5-#DEH U AWS KMS BT X284 556

2. TDE local mode.(f 58O E B Uz v — N #E G X2 AT 254)
ki T2) ZfFEELET,

3. AWS 77 & A EHRAS

X UT o EHEFEHO AWS 7 7 & A {f#H(Access Key ID,Secret Access Key)a A7) L
£

4. ¥ L\ Keyld DA
MR ERRE, 721X CMK 22 L7206 (—keyid 7Y a V25 LTI25E), #il
VN Keyld Z AJ L £,

5. BUEMH L TV AR S#(E 2T 587 7 A LR 2 AT

MBI GRIG 2 bR X . BIEE AR OR 584 AJJ LE 3, --cipherfile 7> 3 v &5
L CWAGEIIRE SO ANTEH I N7 7 A VDMt /N A2 A LET,

6. HHT IR LT /LY XA E R
BRI S T AR 5L T LT A AZEIR L4, BN TX D57 v
VDAXFILLTFDEELY TH,

e 1.aes

2.bf GEVA—1H)
FENBHEAT T AT ALEFTIR L CTHFFEZASLET,

7. FEATIRE
LR E TITAT T2 CHE S8 EE « B2 T3 5720121k, 1Y) Tyl 2A0
LET, B, FE12HPid285820%, Y] BXO ly) DSAAEATILET,

8. W87 v A LDOH)

HE S BB Gk + EHTICRET 5 &0 key_YYYYMMDDHHMMSS O & CHE 587350
WSNIT 7 ANDBA~Z Yy RETROI LY bT 4 L7 PUICH I SRET,

FEFIESEIE

s EY¥ETDE £— R AWSKMS E— RZFIH L TWAILEE, Bode B L2Eicr 7
Uir— g ANHBIAEN TV A ERONSRAT7 L — X2 TCEETALILERNH Y
ESc I

s N—=Ua VEHLTWAKSHEIEHRO —H 22— —DEIEI RZEIZL > THIBRL T
LEoTD MELTCLEI & BT —2%2ES L TESRIDLZENTE R o
TLEWET, ZORBRBERERET 25, B SiERE Ny 77 v 7T o224k L
TWET, M 6.5 s8Ny 77 v 7 (cipher key backup) (66 ~—)| #Z
TR T2 &,
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o BESEPRGR - RO OIRK TR LI GE ., BRI ST 7 A VB ERS LD

AIRE

PERDY £, ZOBSHRHT7 7 A LEZEL T ThbEx=2 7 0 EREITZHY £

AN, MBS U THIRSND 2 & 2507 LET,

s WEEETEHTOSA. AETOREFEA L TWDHaxs va ik, TOFEEMHEHATEE
TIN, T— X OB SALICHEHZOFIIFEA INETA, 7o, THHROHIZ K > THE
FLENTZT =422 TH L TEERA, TOHEIT—HBEy a2 T L,
vy varBhT 7o a v EBHERITLTIES N,

© i

HIRE SAEREREIC K> THA SN S8 Y 7 AV ZEIE LI T 7 A VI, Zi ks

TACHEREITIE LS B D Z N TE R R D S8 7 7 4 LV OELE
FEEIE L CTWET,

o ZENFOR SRS L LITTE A,

E17

[Transparent Data Encryption for PostgreSQL V1.2.0 LA¥]

* [Linux]

WOFITIE, f§i% TDE &— R TR 58288k LE T, 7 —F X— RO
E7 7 A F/tmp/pgtde_secuser.propertiesJ R LET,

$ pgtde -m regist -conf /tmp/pgtde secuser.properties

Key management mode is not yet set.

Please select key management mode:

1. Simple TDE mode.

2. Standard TDE mode.

3. AWS-KMS mode.

1

Enter new data key:

Retype new data key:

Select algorithm:

1. aes

2. bf

1

Are you sure you want to Regist new key to "tdedb" (DATABASE) with "aes" algorithm? (Press Y (y)
key to execute): Y

New key version 1 is registered to tdedb

ROFITIT, AWSKMS E— R TR GHREZTH L ET, 7 —FX— 2AOHERITITRH
EZ 7 AV [/tnp/pgtde secuser.properties] ZF|H L £, £7. AWS KMS
T— R CH 82 a9 D811 --cipherfile NXT A—X ZFIH L 9,

S pgtde -m regist -conf /tmp/pgtde secuser.properties --cipherfile

Enter AWS Access Key ID: AACCCCEESSSSKKEEYYI11

Enter AWS Secret Access Key: aaa+SeCrEt+AcCeSsKeY+cccddd

Enter current cipher key file path: /home/secuser/key 20180325180308

Select algorithm:

1. aes

2. bf

1

Are you sure you want to Regist new key to "tdedb" (DATABASE) with "aes" algorithm? (Press Y (y)
key to execute): y

New key version 4 is registered to tdedb
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Cipher key file name: /home/secuser/key 20180325183944

INFO: <I001> For security purposes please delete this cipher key file after used.

* [Windows]

- ROBITIE, FHETDE T— FTHSRZEH LT, 7 —F = 2ADOERIZITH
ET7 7 AN |—C:\Program Files\NEC\TDEforPGl5\conf\pgtde secuser.proper

ties]| %%IJHEJ Li‘a—o

Enter current data key:
Enter new data key:
Retype new data key:
Select algorithm:

1. aes

2. bf

1

key to execute): y
New key version 2 is registered to tdedb

CMD>pgtde.bat -m regist -conf "C:\Program Files\NEC\TDEforPGl5\conf\pgtde secuser.properties"

Are you sure you want to Regist new key to "tdedb" (DATABASE) with "aes" algorithm? (Press Y (y)

[Transparent Data Encryption for PostgreSQL V1.1.4 LAE(] (Linux) ]
s ROPITIER — I VEEB RS2 88 L E T,

$ pgtde -m regist -conf /tmp/pgtde secuser.properties

Key management mode is not yet set.

Please select key management mode:

1. AWS-KMS mode.

2. TDE local mode.

2

Enter new data key:

Retype new data key:

Select algorithm:

1. aes

2. bf

1

Are you sure you want to Regist new key to "testdb" (DATABASE) with "aes" algorithm?
to execute): y

New key version 1 is registered to testdb

(Press Y (y) key

512 ZEMESIEHEDFAETE—FDOZEE (-m switch)

Ov Y FEX
[Transparent Data Encryption for PostgreSQL V1.2.0 DA[%]

* [Linux]

pgtde -m switch {--simple-tde | --standard-tde | --aws-kms} [--cipherfile]
TIONS]

[CONNECTION OP

* [Windows]

pgtde -m switch {--simple-tde | --standard-tde } [CONNECTION OPTIONS]

[Transparent Data Encryption for PostgreSQL V1.1.4 AR (Linux) ]
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pgtde -m switch {--aws-kms | --tde-only} [--cipherfile] [CONNECTION OPTIONS]

5t BA
B S SRR OF T — ROZLEHE (-m switch) TlE. BBAREESLEEOFIHE— R
e AL—RTHI D R 2 HREREATREE L £ 9,

BB, AN =7V TV r—varERHHLTWAHEIL. 7794~ —_—ETH
ITLTL &, FYTRRIZIAZ A = "= CH SN E T,

INT A —43
[ Transparent Data Encryption for PostgreSQL V1.2.0 DA[%]
£57 BBHESLHRECFIHE—FOEE RFA—4—&

RGA—=4 L a8
--simple-tde f#i% TDE & — RIZEET L5 AICHBELET, BES/N
--standard-tde 15 TDE & — NIZARE T 558 ICHE L E7, R
--aws-kms AWS KMS &— RIZERT 254 E L £, N
--cipherfile AWS KMS E— NIZEET H5EI0. ARF A =L ZfETHZ LT, AWSKMS £— [£E
REERT D12 DICHBEREEBHEE AT LT2 7 7 A VAN B FHRAB LT,
[Transparent Data Encryption for PostgreSQL V1.1.4 L] (Linux) ]
= 5-8 BENESELBECFHAETE—FOEE RF4A—4—H
RS A—4 HL by
--aws-kms FEOEE S XA 1 — I NVEEE TR D AWS KMS FHEFRUICET T 5551 L | #IR
E30
—-tde-only BOEH ST AE AWS KMS BH A AN S m— VA RUCE T T 255 ITHE L | 8IR
ES5 N
--cipherfile AWS KMS FHF 06 01— W VEEE B UICE R T DA, Y% T A — 4 Z48E | (£E
THZET, HOBHGREERT D DICMBERESHE NS LIe 7 7 A VXA
DAL E T,

ER7E
TN HUEAEORIRE— FOZEE (am switch) 47> 3 I OIS SV TR L &
T+

ffi % TDE &— R X 7213 %E TDE £ — F7>6 AWS KMS & — RICEF T L4
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1 JTURRAT )

‘

2 [ AWST 2R ABHAR ]

‘

3 [ FHLL \KeyldDA R ]

‘

4 | mEEELTwsESEAR |

‘

5 | RiTHER ]

‘

6 | RESR77 VO ]

5-4 FBRMESLBEONAE— FOLEE (5 TDE E— FE1=(XiE% TDE E— FH 5 AWS KMS
E— FICER)
1. a~» RET
+ [Transparent Data Encryption for PostgreSQL £/N—3 3 3]
- [awskms| NT A —FZEL Tpgtde 2~ REZFEITLET,
2. AWS 77 & AIEHAT)

X U7 o HEHEHDO AWS 7 7 & A1 (Access Key ID,Secret Access Key)a A7 L
\32 —d—o

3. HrLu Keyld D AT
FIH L7z CMK @ Keyld # A L £,

4. BUEMHEH L TWAHRE S84 AT
BUEMEH L WO 58E A LET,

5. FHTUE
LR E T T - iR E TR S LS EE ORI T — FOEE 2 FI7 T 57 DI2iE,
Y] 72 Tyl Z A0 LET, 2B, FEfr2P 32568120, (Y BEO Ty)Es %
ANTTLET,

6. MEHE” 7 A DT

AR S ERSBE ORI E— ROEEIZKEIT 5 & key YYYYMMDDHHMMSS &
A CHFEIER SN2 T 7 A AR a<vy REFTROI L b T4 L7 RIS
j’b\i-ﬁ—o

AWS KMS &— R/ 5 f# 5 TDE & — R £ 721348 %E TDE £ — RICEFE T 584
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1 JTURRAT )
2 [ AWST 2R ABHAR ]

¢

(FBESRELRLLIPIVN)AN

=

4 | RITHR ]

3 [ REEALTW3ESE ]

X 5-5 FHBHUESICEEEDTHAETE— FOEE (AWS KMS E— K/ 555 TDE E— FE 1= IXiE% TDE
E— KFIZEE)
1. =z~ RFEST

Transparent Data Encryption for PostgreSQL D /3N — 3 T L IZHRET H /37 A —Z 18
Rip D ET,

 [Transparent Data Encryption for PostgreSQL V1.2.0 LLF%]

- f&i% TDE F— RIZZEH T 5856 : [-—simple-tde] /NT A—H ZfFE L T
pgtde A< REFEITLET,

- JEYETDE £— RNIZEHE T 5546 : [--standard-tde| /NT A —H ZFRE L T
pgtde I< > REETLET,

» [Transparent Data Encryption for PostgreSQL V1.1.4 LLRi]
- |———tde—onlyj INT A—XH %FEIQHXE_’ L T pgtde I~ N&EFITLET,
2. AWS 7 7 & A FHRAT)

X2 VT EHE MO AWS 7 7 & A fFHi(Access Key ID,Secret Access Key)z AJJ L
i ‘é‘o

3. HBUEMH LTV DR S S8~ 7 A W)AT

BUEMEH R O S84 AJI L ET, T--cipherfile] T A—ZEZEL TNDLHE
IR ST I NI T 7 A VDR N AT L ET,

4. FATHER

LR FE T T 23 E TR S BE ORI HE— ROER 2 EITT 572 DITIE,
'Y) 2 Tyl ZA D LET, ek, FET2FT2568103, (Y] B IyHLst %
AT LET,

5 TDE &— N &Y% TDE & — N2 UV 2 5354
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1 AT URER
2 REEAL TV 3RS EEE
3 iR

X 5-6 ZBHESILHEOHAE—FOEE (55 TDE T— FERETDE E—FEUIYEX D)
1. 2~ REAT
 [Transparent Data Encryption for PostgreSQL V1.2.0 LLF¥%]

- fi% TDE &— RIZZEH T 5856 : [-—simple-tde] /NT A—H ZfFE L T
pgtde <> REFEITLET,

- JEYETDE £— RNIZEHE T 5546 : [--standard-tde| /N7 A —H ZFRE L T
pgtde 2~v > REFEITLET,

2. BUEMH L TV D S8 87 7 A L)A S
BUES AR OS2 AT LET,

3. FHTHERR
R E TITAT o 1o f% & TR BALARRE ORI AT — ROE T & RITT 572 DITIX,
Y] 2> Tyl Z A1 LET, 2B, ET2HIETLHAICE. (Y BEO TyHLsh %
ABLET,

HIRE1R

s HAOSNEREHT 7 4 LOELE T L COET,

EERIREIE

s FIHT 25— RELEETLEAE. 77U 7 —3 a AEERE S LSRE N k42 7 7
VI va Y EMBIALTED BRINT D E VST EENMETT

* % TDE £— N £ 72138 %E TDE £— K75 AWS KMS & — R8I0 B 2 512, 15
DOJFE TR L2586, ek 58t 7 7 A VDN ER SN D RN H Y £3, 20
Wt ” 7 A VEFHRL TV THEX=2 U7 ¢ EREITS Y AN, MBS U THIFR
INDHZ EEHERENZLET,
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* fii% TDE &— K £ 72 134E%E TDE £ — K> 5 AWS KMS £— RiZY) 0 Bz 754, BE)
AT LU B3N E B E 5L AE T — ¥ N— R B S E T, AWS KMS E—
R 55 TDE & — R ¥ 72 134%% TDE & — NICHI 0 8 2 555138 LW i B8t 305
FrSNEH A, £/, fli5 TDE E— R EFEHETDE £ — RZ U0 B 256 b LW
FHRIIBER SN E A,

o ZMAIESERREEIC Lo TN SN BT 7 A VAEE LT T 7 A4 VX, EEnuny
BALMSREIZIE L i D 2 N TERLS b2 B SNT-RE BT 7 A L DEIE
TR L CWVET,

o /=

E1THI

[Transparent Data Encryption for PostgreSQL £/3—3 = > $Li#]
* [Linux]

- ROBITIL, 5 TDE £— K £72I3FEHE TDE £ — R/ 6 AWS KMS & — FIZAH
L %7 (Transparent Data Encryption for PostgreSQL V1.1.4 353 : AWS KMS & Bl 7 2
o= NVGEH T AICER LEY), 7T —FN—AOEHUIIRET 7 AT/
tmp/pgtde_secuser.propertiesJ ’E%Uﬁﬁ Li'ﬁ‘o

$ pgtde -m switch --aws-kms -conf /tmp/pgtde secuser.properties

Enter AWS Access Key ID: AACCCCEESSSSKKEEYYI11

Enter AWS Secret Access Key: aaa+SeCrEt+AcCeSsKeY+cccddd

Enter KeyId: 8dkehald-akb3-ala9-9dkj-sl93kba03kd

Enter current data key:

Are you sure you want to switch key management mode of "tdedb" (DATABASE) to "AWS-KMS mode" ? (
Press Y(y) key to execute): y

New key version 3 is registered to tdedb

Switch key management mode to AWS-KMS mode is successfully.
Cipher key file name: /home/secuser/key 20180325220443
INFO: <I001> For security purposes please delete this cipher key file after used.

[Transparent Data Encryption for PostgreSQL V1.2.0 DA[%]
* [Linux]
- ROFITIEZ, AWSKMS E— R 615 TDE £— RICAHE LEd (Y% TDE £ —
NIZEHT 5561 [--simple-tde] % [--standard-tde| IZFtAHARZXTL7EE
V), T H R ZDOEHGEITIIHE T 7 A /v [ /tnp/pgtde secuser.properties]
ZRIHLET, £72. AWSKMS E— R TH 58t % B 582X --cipherfile
INTA=ZEFHLET,

$ pgtde -m switch --simple-tde -conf /tmp/pgtde secuser.properties —--cipherfile

Enter AWS Access Key ID: AACCCCEESSSSKKEEYYI11

Enter AWS Secret Access Key: aaa+SeCrEt+AcCeSsKeY+cccddd

Enter current cipher key file path: /home/secuser/key 20180325220443

Are you sure you want to switch key management mode of "tdedb" (DATABASE) to "Simple TDE mode"
? (Press Y(y) key to execute): y

New key version 3 is registered to tdedb

Switch key management mode to simple TDE mode is successfully.

Data key file path: /home/secuser/datakey 20180325220522
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You need to manage this key to using in case of changing key management mode.
INFO: <I002> For security purposes please delete this data key file after used.

[Windows]

- ROBITIL, 8% TDE £ — RINOERETDE E— FICER LET, 7—FX—2D
PEe 3R €7 7 A /v [c:\Program Files\NEC\TDEforPGl5\conf\pgtde secus
er.properties] ZHIHLET,

CMD>pgtde.bat -m switch --standard-tde -conf "C:\Program Files\NEC\TDEforPGl5\conf\pgtde secu
ser.properties"”

Enter current data key:

Are you sure you want to switch key management mode of "tdedb" (DATABASE) to "Standard TDE mode
" ? (Press Y(y) key to execute): Y

New key version 2 is registered to tdedb

Switch key management mode to standard TDE mode is successfully.

[Transparent Data Encryption for PostgreSQL V1.1.4 LR (Linux) ]

OB TIE, AWS KMS RN b — I NVEEBGRICELT L ET, T—FX—2
DEHFIIIRE 7 7 A /v [/tmp/pgtde_secuser.properties| ZFHLET, F£7o.
AWS KMS E— R CH S84 HH T 51T IT-—cipherfile /87 A =X ZFIA L £ 7,

$ pgtde -m switch --tde-only -conf /tmp/pgtde secuser.properties --cipherfile

Enter AWS Access Key ID: AACCCCEESSSSKKEEYY11

Enter AWS Secret Access Key: aaat+SeCrEt+AcCeSsKeY+cccddd

Enter current cipher key file path: /home/secuser/key 20180325220443

Are you sure you want to switch key management mode of "testdb" (DATABASE) to "TDE local mode" ? (Pr
ess Y(y) key to execute): y

Switch key management mode to TDE local mode is successfully.

Data key: +uKRqQFUm+xisLEJx71sfkei930obkls831ks22ZJBzo=

513 RIDEBESHEIZLDT—2BIESIL (-m cipher)

BX

[Transparent Data Encryption for PostgreSQL £/N—3 3 > #EiE]

[Linux]

pgtde -m cipher [--reset] [-i INTERVAL] [--cipherfile] [CONNECTION OPTIONS

[ Transparent Data Encryption for PostgreSQL V1.2.0 DA&]

[Windows]

pgtde -m cipher [--reset] [-i INTERVAL] [CONNECTION OPTIONS]
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M=

KT OB Z8RIC L AT — 2 FEf 5 b (-m cipher) TlIX., Bkt RT —# X—Z2ATHIHT 5
IO ST L RSk ST — 2 2B\ sk 2 T2 M TEEd, RKem A7
Ta VIEREEIC Ay REEITLET,

B S L EITRIT e — =T — X O—FEEHFI Va2 —F —F — Z 0% < O REFEI
4272 autovacuum FERE 28 L T 22 W 41, VACUUM/VACUUM FULL O #EAT%
HIRELET, R-n A7 a r CHEET D HESLOEMIRDLIZ, PostgreSQL D & 7 )b fife
BTLHZENTEET, v I T 2 EBRE I, ZEARE S EHEREN R 5 /37 X —
Z o Z7MRE] 2FRATAZ 81280, BETLHZ ENFEETT, sffllx NER e
THIRRE (71 =) | & TR TEE W,

BB, AN =7V = a 2R L TWLSEEIE, 774~ ) == TH
TLTLEE Y, ST RIIAZ o, == b kS E T,

INTG A —4

#59 BESELE—F /I SA-4—%K

R A—4 RTA—ERE ok ]
—-reset BRI LR TR T 2SO )y h a5 B8 TEET, Vky MEE TR
M5 & OB ST K D BBk & R | IRET O B S-S AN IR &
35
-i INTERVAL TG S O — E 5 O W BLRIER 2 5 E T2 Z &M TE E T, HRE S LA TR

IFAMBPPDLETH D720, ZORT A—F EFETH 2 L T 1000 RS
PRAAT ) BICHRE LI MEms) DBEEZRAEIE DL ZENTEET, ZOFTvarvsk
FEEL22WEA, M S(CAITRER L TEITENET, A V4 — L HEICA v
H— /3BT 2147483648 LA LOEEFRET D Z LT TEEHA,

--cipherfile AWS KMS E— ROGAIZ, ANT A =X ERET H 2 & T, RS LABI L3 ek | (TR

FREANN LT 7 ANV RANSTBPABET, 77 A NSRATBHEOR S8 % A
T57 ==X THELET,

ER7AE

AT ONE G X 27 — 2 TR AL OB ORAUT OV THBI L £ 7,

1 | a7 RRiT ]
< b

REEALTL AESE
2 | #

FRESRETRLLETPAIILNNA)A

=

3 | RITRE )

X 5-7 RHOBESRICKST—2EESL
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1. 2~2 REST
Ko< REFEITLET, LEIZLUT [——reset] [-i] --cipherfile] /X7 A —
HEREL T EEIW,

2. HUfEER L QW AR 58EE AN

BRI T AT — A R_XR—ZA A L TV ABREDOR A2 A LE
9, --cipherfile 77> 3 VA5 L TCWAIGEIIK S#OANTH N7 7 A LD
Maxt XA NI LET,

3. FHTIRE
FRETIITSERETT — X OFK LT3 571X, Y] 2 Tyl AT
LET, ok, F1a2mik3285612E, (Y] BEY yHLANE AT LET,

TERIRER

 FHRFASLEFITT OB BRI EER LT — T VO — L E T MY TIFHIBRE -
L #E7%h{V(ALTER TABLE --- DISABLE RULE )3 324 E R H Y £9, L— L FEziL b
U W INHH72REETIE, B SLE IV — VS ER LT NI TSN E T,

 HEE A EAERIIR SO T —T TR L CHth e~ 7 ZESGT 5 7= FRF 5L
FIIHBDT —TINA~DT 7 A IITHRNT FE,

 RHTORE B L DT — X ERE LI AMIRIICER T OLERH Y 7,

o [-—reset] "I A—HEHEL THESALEZFITL TCWDHIEEIT. B0k - 7
B HIBRZEOBRIEIZEITINT, B LD TERFLET,

¢ [—-reset] W7 A—FEBEL CHFLEFEITT ORI LR Z G L TWDHHEE
I, PR SALABESE TR T DM ERH D £,

* [-—reset] T A—HEIEE L THES{LEZET LZKIT, Bobr—#REsERL
-2 ThO2—W—FT—T/LIZ ANALYZE Z#Ejii L CTW7=7ZL BERH Y £, 728,
ANALYZE O EfGICII DT — T NN E i T AHERNSLIEE L 720 3,

© BEEEAIERO~T U T IA AR a—%FH L TWAHE Aavy REEITLTH
~T V794 AR a— I szt A, HREFLICIEZ~T VT4 XK
Ea—0DU 7Ly aBDPNEER) E9,

==
E17
[Transparent Data Encryption for PostgreSQL £/N—37 3 > #EiE]

B HIRE SALRERE 2RI 5 7 — Z = AT L TR S b 2 384T L, [AIRFIS BT DI 5 8
LIS Do S A2 HIER L £,

WROFITIE, [HA=D a OB GROHIERZHED T —F OFE L E2IATLET,
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$ pgtde -m cipher -i 10 --reset -h localhost -p 5432 -U apuser -pw apuser -d tdedb
Enter current cipher key:

Are you sure you want to Reencrypt

"tdedb" (DATABASE) with Interval="10" and Reset="true"?

(Press Y(y) key to execute): y

All data in testdb are reencrypted

X

BRIBAEIC (£ 53 T— 2=k T A—2—F 371 —)] ZRELTVI5E. L%
1Tl D-n LA 2B FIRE T T, 7 —# N— A DG W% 7 > 7 L — | Ipgtde.properties.template |
MHAE—=LTERLTWDIEA conf A7 Y 3V THET 7 A N/ R &kt R A THRE L T2
S,

514 ZBRESEEBEDFIARRDEFRZR (-m show)

vy RiEX

[Transparent Data Encryption for PostgreSQL £/N—3 = » 3Li#]

pgtde -m show [CONNECTION OPTIONS]

Bl

BRI S LA EE ORI O KR (-m show) TILZEAIKE SLHERE ORI &2 FRm L
F9, FIHL TV O SET VT ZALARBUEDOK S#NN—Ta VAR R LET, £,
AWS KMS D Gk 15 = i 78 35 2 & 28 T X £ 9, Transparent Data Encryption for
PostgreSQL V1.1.4 LIRTIX AWS KMS OB ERIHFM D A 2R T H Z LN TE £ 7,

INTG A —4

L

FEBHESEEEDFIRKEORTET T 3 vofin
KA T2 a r DIRBOFIUCHOWTIHHALET,
1. o~y REST
Ra<wr REFETLET,
2. WEHOERERR
LIFO#RERTLET
« AL TWBIEEET a0 X

Y B ER
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3. AWS KMS DI #H & F£mT 5 0
AWS KMS DIERZTERTHMMA v —IUNErENET
4, BxX 2V T HEHEH AWS 7 7 & A EHRAS

X VT o BHEHEHDO AWS 7 7 & 2 1E# (Access Key ID,Secret Access Key) & A7 L
32 19“0

EERIREIR

o FIRINDCMK ODIEREBAIZY AT LADOXA LY — B TERRINET,

= /=

E1751

[ Transparent Data Encryption for PostgreSQL V1.2.0 DA&]
* [Linux]

- WROBITIL, 85 TDE £ — FZFIH L T 2% BRI & AR 5 LB RE ORI AR 35
L OVAWS KMS OB ERIERE MR L TWET, 7T — X _X—ADOEERIIIRE 7 7
A v r/tmp/pgtde_secuser.propertiesj ZRHALET,

$ pgtde -m show -conf /tmp/pgtde secuser.properties
Database "tdedb" is operating in "Simple TDE mode" key management mode.

### Cipher key information #####
* Algorithm: aes
* Version: 5

FHEFEE A
Do you want to show AWS-KMS information(y/n)?: y
Enter AWS Access Key ID: AACCCCEESSSSKKEEYYI11

Enter AWS Secret Access Key: aaat+SeCrEt+AcCeSsKeY+cccddd

State of using KeyIds in TDE (Endpoint: https://kms.ap-northeast-1.amazonaws.com)

KeyId : 124ehald-akb3-ala9-9dkj-s193kba03kd
Enabled Status : true

TDE using : Available

Creation Date : 2011-03-23 21:28:37

AutoRotation : true

Description : my test key

KeyId : 455ehald-akb3-ala9-9dkj-s193kba03kd
Enabled Status : true

TDE using : Available

Creation Date : 2011-08-06 00:28:51

AutoRotation : false

Description : Default key

KeyId : 697ehald-akb3-ala9-9dkj-s193kba03kd
Enabled Status : true

TDE using : using

Creation Date : 2011-06-28 22:56:34

AutoRotation : true

Description : Key for Transparent Data Encryption For PostgreSQL
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be
AWS KMS DB ERIE MRS IUT T & 727> 72356138, could not get & o L TR DFED T HL
EHAOLET,
[AWS KMS DX ERIE RS T & 2o 7255 O 6]

KeyId : 124ehald-akb3-ala9-9dkj-s193kbal3kd
EnabledStatus : could not get

TDE using : Available

Creation Date : could not get

AutoRotation : could not get

Description : could not get

* [Windows]
- WROFITIE, %5 TDE & — FZFH L T 5 BRI FEE R S LAREE OF| AR L %
ER L TWET, T—FRXR—=ADEERIIIRE T 7 A /v [c:\Program Files\NEC
\TDEforPGl5\conf\pgtde secuser.properties| ZFRMHALET,

CMD>pgtde -m show -conf "C:\Program Files\NEC\TDEforPGl5\conf\pgtde secuser.properties”
Database "tdedb" is operating in "Simple TDE mode" key management mode.

### Cipher key information #####
* Algorithm: aes
* Version: 5

FhEFHHEEF AR

[Transparent Data Encryption for PostgreSQL V1.1.4 AR (Linux) ]
© WROFITIE, AWS KMS FIRILZF R L ET,

$ pgtde -m show -conf /tmp/pgtde secuser.properties
Enter AWS Access Key ID: AACCCCEESSSSKKEEYY11

Enter AWS Secret Access Key: aaat+SeCrEt+AcCeSsKeY+cccddd
State of using KeyIds in TDE (Endpoint: https://kms.ap-northeast-1.amazonaws.com)
KeyId : 124ehald-akb3-ala9-9dkj-s193kba03kd
Enabled Status : true

TDE using : Available

Creation Date : 2011-03-23 21:28:37

AutoRotation : true

Description : my test key

KeyId : 455ehald-akb3-ala9-9dkj-s193kba03kd
Enabled Status : true

TDE using : Available

Creation Date : 2011-08-06 00:28:51

AutoRotation : false

Description : Default key

KeyId : 697ehald-akb3-ala9-9dkj-s193kbal03kd
Enabled Status : true

TDE using : using

Creation Date : 2011-06-28 22:56:34

AutoRotation : true

Description : Key for Transparent Data Encryption For PostgreSQL
AWS KMS mode being used in this database
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Fewm Ty svaryl)ITrLUR

EOE
LN N LN LN
2720023 )70 RX
ARFE T, FBWAORE S5{LFEHE Tl PostgreSQL O — W —E &R 2 FIH L THEEZ 1R L
TWET, #fhT 22— —FERXHEEE (777 vay) ELTRELET,
Bk
ffi% TDE £ — Rl Te Z7HAhESb), Ty a U Bls). Te 7&EEMME). Tty a ok
T1 77r 7y a A3NETEITEND D, 22— —{TEITET & b FEBRIRT 5{bi%EE 2 5

TEET,
£61 27y varv—H
#Ee4 HWEENA 0
v 7 H s 7 7 ~ONE S FEE W) & U E T, la 7 s (60 ~<—7) )
vy BHtA BRI EA LI T AR E4RE R A Y L a IR ELET, | Ty v a V(61 2—) )
0 73R EA b e 7N IRV ER SR ZHNBREE ISR LE | (v 7 it (63 2—))
7.
tova KT B S I T AR SRS RE v a v b7 U T L | Ty va T (65 3—2) )
F7,
Bty 7T v FEETMRE CEHEL QO AR SRIERE Ny 7 T v 7 LET, T2t N 77 v 7 (66 ~2—
)]

ARFETIE, ZBEE SR TR L T s a~vr RIZoW T LE T, Znthoa~
Y RIZOWT, RORNFZ#P L X7,

3

Ty varyO NI HiEERELET,

a8l
77y a DRI R LT

5%k

WX OPICEENDITNENDFIEONESONTCEEH LET,

RYIE
Ty ayORVEIZOWTREHEH LET,

TERIRER

Ty Uy aryOEERIREEEZFGE L ET,
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6.1

RITHERR

Ty a B ETT A DI ERHERE AR L ET,

22 B & H

Tyl varyogBEleiELET, RERHEE LT Ty v a VEITRORE
tyaro2BEIHY FI,

=176

Ty varDFEITHIEZTELET,

04 HAHERE (cipher_key disable log)

3

cipher key disable log()

&768

Hm AR AL EAR AT I Ty va v 77027 v a v
(pgtde begin session) T AMENRHV T, By aBlih 7773 ay
DOFIBIIIRE SHEE#m 2 A ) LET, T DR, PostgreSQL DEXEIZ L - Tl W8G2
PostgreSQL D1 7T 7 7 4 BT 4 {HFHMICH I SN T LE I AR’ H Y £, K77~
7 avEFITTHIETEEE LTAS LR 5-8EE# D PostgreSQL O R 707 7 7 «
BT RIS SN WE I 9, B, Tty varBlls 7y va ik
TT20NCIE, K770 72 a v 2F79H0ERNHY 3,

5%k

L

RYE
[cipher key disable log] 77> 7 ¥ a VORVEIZLLTD L0 TT,

% 6-2 cipher_key _disable_log 779 avRY{E

RYE NE—Y

true ERERET
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EEHIREIE
C Ty va VBl Ty v v a v ERGT AR TOART v v a v E FATT B0
ERHYET,

v 7 L, FETE D SQL OFRMHID" ("D Ectk DO E TD LT O ILTH|H
=7t WA R (WA AV s N tab A/ I= e I

* psql-c THEEI =V #5479 5 L. PostgreSQL X 1 DD/ =V LFB#kT 5700, v/~
AVHEBEEL 2N L3 H Y £,

RITHERR

PostgreSQL O —fit = — —HE[RLL E

s EEHH

Ty la»

E17

=>SELECT cipher key disable log();
cipher key disable log

6.2 tvi 3 ks (pgtde begin_session)

X

pgtde begin session('key')

&t A

BmIRE S RE 2RI 3 2121% e v v a VBAtA) 7 7 v 7 & 3 > (pgtde begin session)%
FRTILERHY ET, K777 va ik v bicH T2 5#OEREZ ® ~
YaVIIRELET, AT 77 v a SICERRR OB O SREZRETHZ LICXD .
Tyl a v ERGTOIENTEET,

61



Fewm Ty rsvaryl)TrLUR

5%k

5 6-3 pgtde_begin_session 31 —&

518 B A
key FBEIE SRR AW L7727 — 2 N— A THER STV D i O | W2

AP IEELET, AWSKMS E— FOBAE. - 2 CEET AR
X AWS KMS WEH L CWA T — X LT 5 7= D% i &
fLL=bDERY £4,

RYIE
[pgtde begin session] 77 > 7 v a ORVEIFLLTO LB TT,

5 6-4 pgtde_begin_session 77 YL avRYIE

RYE AT EobY
true EFET
false WS RGO A

FEFIESEIE

s K77 U varEITHNCE T ZHNEYb) 7707 v a3 T 0T DLEN
HOVEST, u S HNEGIL T 7 a v EFETETICAT s a v R FEIT L
BaE. oo —bn, ucg e UTHE LK SHEmRA I ST A FTREMEDR & 0
F9,

s K7y rrva TR e WhEMb) 777 varBFT LRV E, FD%
D7 = THERELL DR AT D AREMENRN H Y £,

s HEEPLIZ AWSKMS ZFH L TWAEEA, Ty a UBth) 7727 v a VETHIC
=P —=DEDF Y B NVEREZITRD E UTOTT— XA o= RN &S E T
N2 X AWS KMS LR AT 9 T rE AR —F—n DX v o ELERIZE - T
KTLIZZEZRLTEY, B TClEdY £HA,

ERROR: Child did not exit properly.

* psqgl ED By a Bl 777 v a w2 AT 554, psql DA~/ N & JEE
77 AN (.psqlihistory) \ZHE LT S8 8 3 L CRili S LT L E S a0
HYVET, psql DAY NBERETZ 7 A WVIZEREZRIRNE 2T 5T TOoF 7
va o Cpsql ZFATT 20BN H D £77,

$ psgl --no-readline

* AWSKMS E— ROEA Ty va Btk 777 v a 3mhidl By arbiz
D1 OO EFRESH e ANERI L, Y%7 v 25K 100MB FEED A €
V& —BFFICEER L £9,
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* AWSKMS E— FOHE, £y v a VBERTE T E TORMIT AWS KMS (2 & 2 1540
EEIZD DD & AWS KMS & O BERH O GFHIMKF L E T, EARRIRDEST
WP & AR AT IS BIBEMR 2 & 0 | BALEREE TOMERRIZU T D LBV T,

*®6-5 BHBRBETOIRSEESNERRM(2015F 7 AKR)

RIFFRITH ES 085 T FRE(s)
1 1.8
3 4.5
6 9.6

7%, fii% TDE &— K L %% TDE &£ — K TlZ AWS KMS (2% L T2 Bisk4 5 Z &
TH Y A,

RITIER

PostgreSQL O —fi = — —HE[RLL I

s B H

tyla»

E17

=>SELECT pgtde begin session('key');
pgtde begin session

55 TDE £ — R CTEITL7=HE. LLFTONOTICE X v E—URNFERENET,

=> SELECT pgtde begin session('key');
NOTICE: TDE-N0OOO1l No need to execute pgtde begin session in simple TDE mode[01].
pgtde begin session

6.3 O4JHAFE®E (cipher key enable log)

EX

cipher key enable log()
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2158
K7y rarTik, v Z7H#M) 7727~ a > (cipher key disable log) TiXiE
ST S EIE R MR B AR T 5 Z L N TEE T,

51%%

L

RYE

[cipher key enable log] 77> 7 a vV ORVEIFLLTFD LB TH,
% 6-6 cipher_key_enable_log 7749 YavRYIE

RYE AL Eab

true IEHAET

TEEHIREIR

L

RITIER

PostgreSQL O —fit = — —HE[RLL I

= & EnH|

tylay

E17

[cipher key enable log] 77> 7 v aa=FITLET,

=>SELECT cipher key enable log();
cipher key enable log
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6.4 vl 3 T (pgtde_end_session)

270933 UEX

pgtde end session()

EL):

B SAHERE TIME L WD TRy a UBtR) 77 o7 v a2 L CRB L
Ty arERTTHIENTEET, . AT77 7 valid, By a 21795
BRCHE S HEERAZ 7 VT LEd, B, a7 va T UEREEHEH L TV AT,
K7y aryzZlHLTEYy Y a VEKT L2WSEE, B SEOIF#RN AT Y EIEY
LTLE)DOTHEEDMLETT,

518

L

RYE
[pgtde end session] 77 7 v a ORVEIZLLTOERLBY TT,

% 6-7 pgtde_end_session 779 L avRY{E

RYiE AY- £
true EEET
false Ty ia VERBLTWRWES

TEEHIREIR

L

RITIER

PostgreSQL D —fix = —H —HE[RLL k-

= & EnH|

Ty la»

E17

[pgtde end session)] 777 v a s aFITLET,
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=>SELECT pgtde end session();
pgtde end session

6.5 BESH/\vo 7 v T (cipher_key backup)

3

cipher key backup ()

i BH

B HIE SRR XS S G R M & 2 D R THEAUKE S8 R A S T & RV RRRIC e
HEREEAINEE S L CT— 22T 5 ENRTERIBRSTLEVET, 2D, K
G H A KT D cipher key table 7 — 7 /L & key management table 7 — 7 /L& N 7
Ty T oREE T o a CTRIELE T, Ak, Eapn S bERE TREL L TW o
TR c T2~ K (pgtde -m regist) ZfEH L7ZBRIZIZ. BEIMIZZ DNy 7 T >
THRENFETINET, K770 7 v arTBIGE LRy 7T v 77 7 A VORIEFRIT,
(N 7T 777 ANV NERE] A7 a  CIEBEOSFTIICERT 52 ENTEET,
L [Ny 7T v T T 7 A VHERE (10 =) ) 2 TR TIZEW,

Ny 7T v T 7 7 A V4 I cipher key table 23 [ ck backup 7 — & N — X £ ||
key management table 73 'mk backup 7 —#N— X4 | T3, F£7-, cipher key table (it
RETONY 77 T 757 AN [ck backup 77— F~N—XFsv] & LTHEKD ET,
key management table |Z—HRETON Y 7 T v T AN EFERLETA), 2B, N7
T T T ANGLD T = N—=IFNT ERO Ny 7T TR L2 T — 2 N— 24,
DAY £,

518

L

RYE
[cipher key backup] 77> 7 v a VORVEIZLLTO LY TT,

52 6-8 cipher_key_backup 7742 avRYiE

RYE AY by
true EF&T
false BT
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EEHIREIE

L

RITHER

PostgreSQL D A —/X——+H— L cipher setup.sh TIER L7z ¥ = U F ¢ 2 —H—

K174
[cipher key backup] 77> 7 v a&FEITLET,

=# SELECT cipher key backup () ;
cipher key backup
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HETE RFA=HVTFLUR

BTE

INTGHA—=Z)T7L R

BB ARE S LESEE CIXEMEA 7L 3 > & LT PostgreSQL D H A X L/XT A —X it LT
WET, BIELTWAIAZ LRI A—=XTLUTOLEEY TT,

R71 BEXTLar—E

HfeS

HEERNE

53]

s SR il

W b7 — 2 BT S 2 B 2a i A b/A2 5 LB D ST M 4
45 &N TEET,

T A (69 ~—3) |

Ny 7T v 777 A%

KTy o7 varyTRELTND SNy 77 v 7 (66 ~<—

(R T T 77 A N5k

O 0 ZHIRELIT) ZENTIET,

BRE N ORI T T T ANDOHNEEERTTLHENTEE | HE (70 2—)
T
a7 IR E BHBEIEE b2~ > ROFRFS(bE— N TH S5 e | THE o 7 e (71 ~<—

V)

W BALT — & T el

Wi LT — 2 BOF L T 2 BROBEEHIE T2 Z LT
E35 S

M BAb 7 — & B Ll (72
=)

AWS KMS 5B % A4 L7
]\

AWS KMS HHEGFRDOLGE, v v a VBthT7 7 v 7 ¥ a v Ol
FHE LI NDFA LT U NERET DI ENHRET,

[AWS KMS 18 5ALEE X A LT
7k (73°3—=))

FHRAIRE SALBERET A 7T
INA

PostgreSQL 7% AWS KMS & i@ {5\ FI 3% F il Ao S-(L ik de
FGATTVDNRAERELET

Mg S{LIEREZ A 77 Y
RA (74 2—) )

KEWEA TS a LV OFRELT —F N—ARIRITERET H T2 OITIL, PostgreSQL DFRE T 7 A

Jb (postgresql.conf) (ZFEIR T2 HLENH Y £,

FXE & M 5 121X, PostgreSQL D F5iiZ

KO Y v— RBARETY, TS, e Z7HsE] ORERZRE# L £,

[postgresql.conf 5% & 1]

encrypt.logoutpernum =

100

FNENDINTG A—RIZHONT, WONKZIRIALET,

BX

INT A= Z DRETIEZ L L ET,

A BA

NTA=ZOABRCHEM iz R# L £,

X E B

INT ALY D HEIC OV TR L £,

EERIRER

INT A= Z OEFHIRFHZFEH L ET
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7.1

BREEEHORMAA VY
ST AR E NS S A T TR LET

eyl
KT A= R DI AR LET,

E51L/{ESFI{E (encrypt.enable)
B
encrypt.enable = { ON | OFF }
&t A

AT A — 2 THRNE S LBEREIC X DK B b/ BB O FITE R A HIH 5 Z LN T
F9, BBOIRESEEEE TIERE S LFIOBRZ1TH L. BBMICES SN ET, BE{bS
NIEEEDOT —Z 2 G LIEWGEIIE BT A—=FOREZITH Z &L THRBNRE S %
TOT B L ENEETOT—F 2 ST 25 2 LR ARETY, BRI 5L X DR
TR BB D EATHE OB OV TIT 5B/ 5B (17 ~—2) | IZRE# LT
7,

REME
R72 BHESEE
BElE WE a5
ON WAL — 5 R L TR (L SO E 1T | BN
OFF i%\%ﬂi?j*‘/}’ﬁ'éblﬁ L CHE 5 L/ME 5B 21T 73
IEFIREIR
s N7y TIVANTRERE, KA T v a % [OFF) ICERE LICRIET, Bk

T =2 DFI~DFRN « TR TS0,

REEEORBRYSAZI VT

fEx Dty a MR ERHETYT, XEMEFRIRE Yy a MM EINET,
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1761
YD I CIE BN BALHFEC & B0 BL/E BB AT £ D7 IRIEIC S L&,

=>SET encrypt.enable = OFF;
SET

OB TIEME S Ab/AE SAL LB D FAT 21T 1072 WIKAE T pg dump 25T L £,

S PGOPTIONS="-c encrypt.enable=OFF" pg dump -f /pgsql/backup/tdedb.bak -Fc tdedb

72 N9 T TIT7AIEAERTE
(encrypt.backup)

BX

encrypt.backup = { '' | 'backup directory' }

B2

ANRFGA—=BERETHZ LT, ATy Ty 7arTHhT Ly
Ty T 77 ANVDRGHREEETDHZENTEET, o, BEOHE TIE [SHOW
data directory] 7=V CTHAINDET 4 V7 NI I T T 77 A APRHITINET,

XEE

£73 NvOHTYvTI7ALHAERE
REE B &R
" (ZE3CF) RNTG A= IZREETHESNTWDETT, |BEEM

[SHOW data directory] 7 T U THIINDT «
VI RV I T T T AN S ET,

'backup_directory' RNy 2T v 7)) 777 a rTEREN
NI T T T 7 ANVORGERT + V7 b U X
ZEFELET, EHARZATHEL T ZE N,
{BET DT 4 7 b UL PostgreSQL @ i = —
P—=NT7 7 A NOEZIABMEREZFRF > TWDHMLE
B0 ET,

TEEHIREIR

L
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HTFTEBORBAEA I Y
il # Dt v 3 43T PostgreSQL D A — N — 2 —H —DH NG IE A RE TT, X EME IZRNEF
tyva KM ENET,

=171

WOHITIL [backup| (v 7T 7T 77 ANV IEEEELET,
=# SET encrypt.backup = '/backup';

SET

7.3 EHOITHANEKE (encrypt.logoutpernum)
BX

encrypt.logoutpernum = { 0 - 10000 }

il

BB BAL =~ > KON BALE— FCRITT S Bl RO 2 7/ 12 1) S
EF, RAT A B ERETH I LICED, B /A SNBEBHA L ETS B 2 LA
T

AT A= 5 CRIET B IR TG BAL DM & 2 7~ % LE T, 72721, | 7/l
NENBWRIEAL T O FHARIE AT 5 2 & 2RI L TOEW A, BE L7 I
FOBRAC &0 RIS E ML DNET, A, A5 A—2IC T0) BRESREHAL
RS INETOEE A, T, BREEE— FICBOT, 1 22— S E 0 IBE L
TVBHAEL, RIEHA S EE A,

o v Z R

ARBLING A—RIZRESNIZE x 10000 4E

REE
£7-4 EHOTHEIRE
BREE RE 2R
1|1 B Tr ZICH A LET, WEEAE
0|2 7 AEITNERA, AR
2~ 10000 |[FH] o w ZEREEEOEINC LY . Bl S | A2
HAircr 7 &M LET,
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7.4

EERIRSEIE
L
fEx Dty a AR EHETYT, X EHEIFEIRE Yy v a VI EINET,

EXppt]
ORI, My n 7 HAREDEE 100 IC3#E L ET

=> SET encrypt.logoutpernum = 100;
SET

G5 T— 2 BB (encrypt.diff_version)

BX

encrypt.encrypt.diff version = { ON | OFF }

& A

57— Z B O FEMELE 217 9 BRI, WS b SR T — X Ol 2 FEhi L £ 7,
R BALIZBI D R— 3 VOB SHEEFH L TV DA, B biioT —2 8 —H LT\ Th
BT DN TEERTA, ZOD, T—X O ELT 5 AR BHEO/N— 3 v % g
LET, N—=Va VB A—BOGEITIT, BEbT — 2B E2EF L T bl 52 LT
EETHEBLENELL 72D EVERE~DREBENRRELS RV ET, T T AT A—HF&ff
HT5Z T, N=Va U R —BDMHET D256 OMIEEZHIET 5 Z LN TEET,

i
A% 7E B
K75 BSET—2 BB

B EE NE G- bl
ON R B DR RN — U 3 VAR —BOEIET B | BEE A

BEICIR LT — 2 B A S L CHile e RITL

EE
OFF skt 82 DR RSN — 2 g LV IC AN FIET D

BAETHLE BT — 2O EFhkErFEITLET,
FEEE st RN DN — g L ORSEEEFH LT
LA HEALEI DT =2 N —H L T\ T HaEikT
LT EMWTEERA,
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TEERIRER

L

REEBDORBREA I

EXppt]
WDBITIE, W BT — 2 MBI O BE & OFF ICZEE L&,

=>SET encrypt.diff version = OFF;
SET

7.5 AWSKMS E5U0EZ2 A LTk
(encrypt.kms_timeout)

BX

encrypt.kms timeout = { 0 - 3600 }

B

BB SRS REDE v g VBREE T 7 7 3 A AWS KMS R L TR S #E 0 1E 5
MR 24T OB, BE 8O E BN E T35 F CORFBICRTDH XA L7 7 MEZ K/ T
A =X TR L ET,

i
axEﬂE
F7-6 AWS KMS 21 L7 k

REE AR =5l

60 S HEDIE S ALEEAS 60 B LA AL 2852 T L7g i) | BEE |
nx=o—-Lt72%

1 W58 DE B ALFENS | B UAPIZALEE N 52 T LR T | Fe/IME
Erxo—E72%

3600 55 g D IE 5 LR S 3600 FPLANIZALER 352 T L72 | S KAE
FThix=o—¢71%

0 WS HEOE SABLDOBRIC X A LT U N E2RE LRV | EE
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TEERIRER

L

%EEE@&M94E>7

e Dty a VEICKERETT, &

lH

EEIZRIREE v > g SRS E T,

=175
WDOBHITIL, AWSKMS #5652 A LT 7 FDORTE% 120 PICEE L £,

=> SET encrypt.kms timeout = 120;
SET

7.6 FZEHIESIEEES A TFU/RR
(encrypt.tde_rootpath)

BX

encrypt.tde rootpath = '/opt/nec'

M=

BEEME & 1387257 « L7 b U |Z Transparent Data Encryption for PostgreSQL % A > A h—/L
L 7255412 PostgreSQL 2% AWS KMS & Ol IZFH T~ D ZmrIms S LEE T A 7 7 U /3R

ERELET,
HEE
£ 7-7 ERRNESEBES A TFY /1R
REE nE =5l
Jopt/nec Transparent Data Encryption for PostgreSQL 73/opt/nec | BEE
fl FIZA VA R— L ENTND L RieT,

TEEHIREIR

L
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REEBDRBREA I

fEx Dty a AR EHE T, X CHEIFEIFRE Yy v a VI E N ET,

1761
BN BACHAE T A 75 ) R Altmp (BT 5

=>SET encrypt.tde rootpath = '/tmp';
SET
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Hewm YT

FE8E

8.1

BFES T

KT, BB SALMEE 2RI L 72T — 7 Va2 RBT 5 7 a— Ricon Tl L
F7., B, BFEOT — 2 _XR—ACHBNE S LEELZ EFICEy h T vy LT, T4
N— T LTS #A BRI T D b DL LET,

IRIZTEE

HoTILT—TI
Yo TINT—TNEVERLET, LLTF® lsampleTable.sql] TR T —7IVERT 71 /L

ZAERE L., psql 2~V RD (-] NI XA—=HIHER LIz 7 ANV ERELTEITLTLE
Wy,

* SampleTable.sql

--Employee T— JILYERL

CREATE TABLE Employee (
EmployeeID Integer PRIMARY KEY,
Name TEXT,
Address ENCRYPT TEXT,
TelephoneNumber ENCRYPT TEXT

) i

HoTILT—43

Yo TINT =T TN T =2 A LET, LLTF® [pataModel.sql] THR$ T —H
FARZUT N7 7 ANVEERR L., psal 2~ RD [-£] N5 2A—Z|ITERR LI 7 7 A )V
ERELTIETLTLLESN, 2B, FHRTRLTWD [cipherkey) (21X, 7 — & X—2&(Z
RE LT RAT O SF#AZFRE L T EEW,

* DataModelA.sql

--OJHAEME

select cipher key disable log();

-ty a R

select pgtde begin session('cipherkey');

--OJHhEME

select cipher key enable log ();

-—HUTILT—F1EA

insert into Employee values (1, 'ftZEE8 1', "#&E', '003-0001-0001");
insert into Employee values (2, "HEEE 2, "FEE, '003-0001-0002");
insert into Employee values (3, '#*B8 3','XKBMR', '003-0001-0003");
insert into Employee values (4, "HEE 4, EE",'003-0001-0004");
insert into Employee values (5, 'f€¥E8 5','&ER"','003-0001-0005")

’
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8.2

6, WtEB 6", '#IbL', '003-0001-0006") ;
7'ﬁ¥§7u'%mu'w&@w2@w1w;
8, 'E¥XE 8, "B, '003-0002-0002");
9 "HEXEB 9, "R, '003-0002-0003") ;
,EEB 107, '[RE', '003-0002-0004") ;
UEES 11, udr, '003-0002-0005") ;
,EEB 12, "B, '003-0002-0006") ;

insert into Employee values (
insert into Employee values (
insert into Employee values (
insert into Employee values (
insert into Employee values (1
insert into Employee values (1l
insert into Employee values (1
-ty alT

select pgtde end session();

T—HRER

HoFI)Ia— KT—E28RE)

import java.sqgl.*;
public class sampleCipher {
public static void main(Stringl[] args) {
Connection conn = null;
Statement stmt = null;
ResultSet rs = null;

try{
conn = DriverManager.getConnection (
"jdbc:postgresgl://host:port/databaseName",
"userName", "password");
stmt = conn.createStatement () ;
/ /BT HAEME
stmt.executeQuery ("select cipher key disable log()");

//tw 3 VAR
stmt.executeQuery ("select pgtde begin session('cipherkey')");

/ /BT HAFEME
stmt.executeQuery ("select cipher key enable log()");
/I T—3DEREET S
rs = stmt.executeQuery("select * from Employee");
Integer count = rs.getMetaData () .getColumnCount();
while( rs.next () ){
for( int 1 =1 ; i <= count ; i++ ) {
System.out.print ( rs.getObject (i) )
if( 1 !'= count )
System.out.print (" , "),

}
System.out.println();
}
rs.close();
/I T ERAERTT 5,
stmt.executeQuery ("select pgtde end session()");
stmt.close () ;
conn.close () ;
}catch (Exception e) {
// o0 R

System.err.println (e.getMessage());
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THR TR LTWD Thost], Iport], [databaseName|, luserName]. [password| (22> ClE, <
NOBRBEDEAZEE L T 7EEW, £/, lcipherkey| (2137 —# _X—X T H L TV D iHT DR
FHERE LT EEN,

Yo TN a— T =2 BB)DFAT LR EZ UL IR LET, FEATHEND, T—F0E

WHNCE S SN TWD Z L 2R TH I ENTETET,

F— ST 0T T BFATH

O ~J o U W

9

N N N N N SN SN N~ O~

3=}
(=W
fit%k8 3
3=
=15
- 3=N3
Exg 7
3=
n =]

4
4
4
4
4
4
4

4

4

10 , #EEEH 10
11, f’EX8 11
12 , ®EH 12

#E
RED
A&,
£E ,

z=
S

AL
B,
B,
B
, L5
, o
, fES

003-0001-0001
003-0001-0002
003-0001-0003
003-0001-0004
003-0001-0005
, 003-0001-0006
003-0002-0001
003-0002-0002
003-0002-0003
, 003-0002-0004
, 003-0002-0005
, 003-0002-0006
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i A.

r—

g 5L RE 321

EiBHESIEEETHASND A v

THCH A END A v E—II21F, 2~ REFRITHRICR

AT D

EHhEhs A yE— L PostgreSQL W1 TH A &=V DB £7°,

A1

RIS —Ayt—v

g~ REITHRICH T EN S A v —121% TFATAL]. TERROR|, [WARN]|. [INFO| ®

4ODLNARHYFET, 27— A vb—TU—EOXUHTEEZSR L, RIKZIDRVLTL
720,
KA1 ATV EFIS—AvE—D—F
297 I5—3—F IT—Fyt—3 o p- 3
FATAL F000 FOMMDT Z— Ay — T a2 R LT, A9 KRBT PP
PAR— F =R TG E S0,
FATAL F001 UNDEFINED ERROR VAT LRERIZIRIN A B B T2 PP AR — b
P— BRI THE L TZE Y,
FATAL F002 ILLEGAL ERROR CODE :" = 7 — = — A" VAT LNEBIZIRE A & H 728D, PP YR — b
P BRI TEAE L TZI 0,
FATAL F009 No console /z—fAWiﬁ WERR D 2728, PP YR — b
P— B R THEHEL &N,
FATAL F016 cipher_key_table or keyid table table does not| AT ANESIZFRK R & 5728, PP ¥R — b
exist. P— R THHEL TEE W,
FATAL F999 INTERNAL ERROR. Please confirm pgtdelog [ WAL B C= 7 — A FE A L TWE T,
and PostgreSQL server log for details. pgtde.log 35 X O PostgreSQL #—/3— 12 7|2
HASNTWA A=V &ED, PP HHR—
hY—E R TERE L TE S0,
ERROR E002 Failed to connect to PostgreSQL BN T A= FEREER L CTLIEE W, Fiz,
PostgreSQL il 23 2 i & 52 1F £+ 1F 2 8% ' I
BoTVDMERBL T EEW,
ERROR E003 Given command's argument is incorrect. Try "-- | IE LW B &2 AT LT 72 SV, —help /X7
help" for more information A—Z THREO~VTIERESZRT S5 Z &R
T&EET,
ERROR E122 Invalid number format for "¢{#" ELWHIEZEEL TSN,
ERROR E123 User name is not set Z—PF—ZE AL TSN,
ERROR E124 Password is not set SNAT =R AL TLIZEW,
ERROR E125 Database name is not set T—HR=2GE AL T I,
ERROR E126 Port number is not set — hEBSEZATILTLIIZE N,
ERROR E127 Host name is not set BRARMEANLTLIEEN,
ERROR E136 Input mode is invalid FiTa~vr Nt LizE— 2 A LT
7EENN,
ERROR E137 Data key is not yet registed MDA LT EEN,
ERROR E138 Mode is not input — REFELTLZSN,
ERROR E143 Interval value is invalid i) NIA—ZITHEL TV OMEERR LT
{TEEV,
ERROR El144 New data key does not match B0 —EH LW SHE AN LTS IZEN,
ERROR E145 Selected algorithm is invalid AZa— IR RSN TWVDHHE AR L TL
7ZEW,
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LR I5—a—F IS—*yvt—¥ AT E
ERROR E147 Data key's length must not be zero B2 TSN E AT LTS TZE W,
ERROR E701 The specified Keyld is not valid. TIEALTCWDY =V a VHFETDLIED
72 Keyld 2B LT 7230y,
ERROR E702 The specified KeyId is in inactive status. R L7z Keyld (2335 CMK 28 5h (kb X
NTODATREMER D ) £9°, R D CMK %
AL L T LBEETL TSN,
ERROR E703 Could not connect to KMS server. KMS IZ7 7 A REEATLIZ, Ry b
U — 7§ EX° kms_info.properties 7 7 A /L3
ELSRESINWTN DR TEI 0,
ERROR E704 Invalid AWS Access Key ID or AWS Secret | AWS Access Key ID, AWS Secret Access key 7
Access Key. HWMAEL AL TLIZEN,
ERROR E705 The specified Keyld could not confirm in KMS. | F4:5: &, Sz A vE&—T% PP
A= b —E R THRE S TEE 0,
ERROR E706 Could not get data key. FAELME, HAShEZA Yy ®E—V% PP
R— PP — BRI THAE L ZE W,
ERROR E709 The specified cipher key is not valid. ELWKEZH#EZATLTIIESN,
ERROR E713 Invalid option. Can not use -conf and "4 7" = | -conf A7+ 3 > & {-h|-p|-d|-pw|-U} 1 [F] ¥ 12
>" options simultaneously. BELRNTLEE N,
ERROR E714 Could not open "7 7 A /L 4" file specified in - | -conf THRE L 727 7 A L DFEE LY 72 4
conf option. FRAFEE S TNDNE I DR LT ZE
AN
ERROR E715 Invalid option. Can not use "--aws-kms" and "-- | "--cipherkey" & "--cipherfile" 47" = % [l ¢
cipherfile" options simultaneously. WHELRNTL S,
ERROR E716 Can not specify "--keyid" without using KMS. KMS #FIH L7 E1%-keyid #157E L 72
WTLEEN,
ERROR E717 Keyld is not yet registered. Please try again with | Keyld # & &3 2 L E N H Y £, "-keyid"
"--keyid" option. F T a v EMF T OHEETLTIZEN,
ERROR E718 Selected key management mode is invalid. BIRFTRE R g L LA @I T2 &,
ERROR E719 Could not open "7 7 A /L4 " file. TIRAWRER T 7 ANEREL TS
Uy,
ERROR E720 Failed to register new data key. LML, WSz Ay E—Y% PP Y
A= b —E R THEE S TEZ 0,
ERROR E722 Failed to reencrypt data. FAELME, HAShEZAYy®—V% PP
R— PP — BRI THAE S Z S0,
ERROR E723 Length of input must not be zero. 2L AT LT IE S0,
ERROR E724 Could not write to file: "7 7 A1 /L4&" T ANE—DOHERERER L T EE N,
ERROR E725 could not found accesskeyid or secretaccesskey in | accesskeyid 35 £ OV secretaccesskey O ff # &
aws_info.properties file. aws_info.properties 7 7 1 /W IZRLHEE L T 72
AN
ERROR E726 Invalid parameter protocol in kms_info.properties | 7’72 k = /L {3 "http" & 7= (X "https" % F5 E L T
file. Only "http" and "https" are supported. <TEEW,
ERROR E727 Failed to switch key management mode. FAESGMEE, 1SN A vy E—V% PP Y
A= F P —E R THHEL 2SN,
ERROR E728 Failed to show status of TDE. RAESRME, MASHIcA Yy ®—T% PP Y
A= b —E R THEFE S TEE 0,
ERROR E729 Key management mode is already in "$t& BE S5 | BUEBLICHE Shicga s X CHEA I T
v WET, BIEOREEZMHRLTIZE,
ERROR E731 "X T A — X 4" parameter  in | YT HNRNTA—FIFAMEIIANTEER
kms_info.properties must be positive integer | A, 0 LA EOEEEEZIEE L T 7230,
value.
WARN W206 The specified "--cipherfile" option is ignored. K5 S8 DO WIEI B ERRF T d> 5 7= 8, "--cipherfile"
F7va VIFERSNET,
WARN w207 The specified "--keyid" option is ignored. SO YA EGRFCH D720, "—keyid" 4

Tva I ERsSET,
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Tk A BRI S LR TSN A v E—Y

LRL I5—a—F IS—FAyt—o WLk
INFO 1001 For security purposes please delete this cipher key | &% = 7 723 @H %17 2 7=, 1 &nizmss
file after used. BT 7 A MIEAZECHITHIFR L TS 72 S
AN
INFO 1002 For security purposes please delete this data key | ¥ = 7 72EHE1T 5 7=, HhEhi=7—
file after used. AT 7 A TERBZEHLHICHIBR L TL 72
S,

A2 BBHIEESL#EEIZ & Y PostgreSQL AHE AT
2rAyt—T—E

758 ) F 5L A BE R F B 1C PostgreSQL I L W tH &b A v — X [TERROR |
[WARNING| TINFO| [LOG| » 7 n3bHV ET, =T7—Avt—V—EOXLGEEZSZRL
JRIRZHD BRWDWT L 7ZE 0,

& A-2 PostgreSQL HAT RIS —Avt——E

LR TS5—a—F IS—Ayt—2 *FTE

ERROR E0001 log_statement must not be "all' lNog_statement] DFXE% lall) PIAMIET L TL
JE=YAN

ERROR E0002 new cipher key is invalid S TR E CE ¥ A, BEFRE RIS
FHRICFHNEAT LTSN,

ERROR E0003 invalid cipher algorithm "7 /L U X A4" | B H5ALT /LT Y X L d aes"3"bf" DAY AR — kL
TWES, WO LT XLEAN
LTSV,

ERROR E0007 encrypt key version over 32767 for database | Ff S84 Bk L L 5 & L7cT —F X— R DR Sk

" N XN 0)/\~— Va VPRRKRMEIZEL TWA T2, [—reset)

AT a v EEELTCHES{LEZERKL T ES
VY,

ERROR E0008 current cipher key is not correct FRE Lo SR BUEEH SN TV O KFB#TH
DL EMERRLTIESY,

ERROR E0011 invalid interval time ARIEZ internal [ERA A h S TWET, ELW
interval fEZ AJ) LT EE 0,

ERROR E0012 cipher key is not correct SIEICHRE LTSN IE LW L 2B LT <
7EEW,

ERROR E0014 could not get data directory path cipher_key table 7—7 /LDy 7 7w SRR L

F L7z, #E7eER TR & FEAT L T 2 iR
L CTL 72 &V, encryptbackup /3T A — X [T/3
IT o THhT 7 ANNRAERELTEITLTLLE

W,
ERROR E0015 could not rename old backup file of cipher | B 58T — 7 N D/Ny 7 T v TR, BiEID/N
key IT T T 7ANDY) F—LRBLUE Lz, K

BNy T v T T 7 A NDH NI OHERRE &
MER LT EEN,

ERROR E0016 could not encrypt data, because key was not | if 5.7 — 7 /WTHEBATIZ Y 7 £ AT 5720, H
set ACE v g VBB E ST L T ES 0,

ERROR E0017 could not decrypt data, because key was not | i 5t 7 — 7 /VZEBANZ T 7 B AT 5720, F
set AicE > v a VBIRREA FAT L T E S,

ERROR E0018 could not decrypt data, because key was not | /R SHL7Z/N— 3 OB SEEN T TICHIBR S
found for version /¥ —2> 3 > TWE7,

ERROR E0019 Could not get data key H%%%ODT’E FICRBLE L, BEFETLTLE

BT 2561F, AR 1+2::c7 A vt —T% PP
PAR— My‘ B A T T2 S,

ERROR E0020 Failed to create pipe. errno: = 7 —%& % BESHEOBEEIZRMLE Lz, BEFETLTHEK
T 2881 %E*ﬁ:&iﬁ A v¥—% PP
FH— FH—E R THAE T E N,
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LA I5—a—F IS—Ayt—2 K&
ERROR E0021 Failed to fork child process. ermo: = 7 — % | B SO ST RIG L E Lz, BEFITLTHR
W Wt D861, RAERMEL LT —A v~ % PP
PR — h =R THEE L I,
ERROR E0022 Failed to get datakey due to kms_timeout kms_timeout THE S A7 RE[H NI =58 4 16 5
T 5 Z &M HRkREREALTLE,
encrypt.kms_timeout /X7 A — & O EH & HIN S
WD EEME LTI EEN,
ERROR E0023 Unable to launch Java VM WD BRI L E Lz, BEFEITLCHE
T 28580%, BERMNML =T — Ay E—T% PP
PHR— PP — R THHE L 72 S0,
ERROR E0024 Could not find PgtdeKmsAgent class in kms- | BF S8EDE Z B L E Lz, BEETLTHE
agent.jar. W 25603 BESMELZ T — Xy E—T% PP
YA — M — BRI THE L ZE W,
ERROR E0025 Could not locate Main method in|MEEEEOEEICARLE Lz, HEETLTHEA
PgtdeKmsAgent class. W D580, BAESKELETZT—A v & —T% PP
PR— h =R THEKE L I,
ERROR E0026 Could not locate method getStatusCode in | K S#EDE S ITELM L E Lz, HIEETLTHE
PgtdeKmsAgent class. WT 55681, BEFMH LT —A vy &—T% PP
PAR— F Y — BRI THERE < 72 S0,
ERROR E0027 Could not locate method getDataKey in | B S#DE IR LE L-, BEEITLTHE
PgtdeKmsAgent class. W 25603 BESRMLELE DT — Xy E—T% PP
PR — b — BRI T S0,
ERROR E0028 Internal Error W=7 —MN3AELE Lz, BEFEITLTHRHK
TOGEIXRERMFL T — A=V % PP Y
R hH— BRI THKEL 2 S0,
ERROR E0029 Could not read from pipe. errno: =7 —FK % | S#OE SRR LE Lz, BEFERTLTLHE
WMT 28560%, BEFRMNLTZT —A vy E—T% PP
PR — M —E R TEK L Z I,
ERROR E0030 Could not write to pipe W EHOBEEIRMLE L, BEETLTLE
Wed 25603, RAERMGEET —A v E—2% PP
PR — M —E R THEKE L Z I,
ERROR E0031 Child process did not exit properly. SO EZICRRLE Lz, Zhida—3—IC
X Y pgtde begin session B D FEIT N F v > L
SNTEGEICHRETLIHERHY £T, D%
PELSN TR L. BEEIT L TH RN 25813,
RAESMELE T — A =% PP YA~ F ¥ —
B TG R E Y,
ERROR E0032 applying modifier is not allowed if there is no | E0018 D X v & — Y THR I NT/N—T 3 » ORF
valid key exists RN RN W EALT — 2 B AE AT A
T5ZENHRERA
ERROR E0033 applying modifier is not allowed if|encrypt.enable /X7 A — % (X pg_dump, pg_restore &
encrypt.enable is off FATT D L EFLIMIER LN TLEE N,
ERROR E0034 type-casting is not allowed if there is no valid | E0018 M A » & — Y TR/RINT=/3—T 3 » DF
key exists FEEN TN | W BALT — X B OB A FEAT
THZENEREEA
ERROR E0035 type-casting is not allowed if encrypt.enable | encrypt.enable /X7 A — % (X pg_dump, pg_restore %
is off FITT D L EBMILEH LN TSN,
ERROR E0037 Error while executing query in SPI mode. SPIE— RTI/ =Y OFATICRIR L E LTz, BE
FITLTHLERMT HHE1F. BEFRMFLEET—
A yE—U% PP Y AR— Y — BRI THFETE
SN
ERROR E0038 Data key is not yet registered. TR EEBERL TSN,
ERROR E0040 Could not create hash table for cipher key | SPI & — K CHHERA v v 27— 7 LV OIERKIC
table. KLU E L, BEETLTHRETLHE T,
RAESMELE T — A =% PP YA~ F—
BT TG EE Y,
ERROR E0042 Error while setting key in simple TDE mode. | SPI & — K T#EEHRMA N v ¥ 2 7 — 7V OIERLIC

Error code: %d

KLU E L, BEETLTHRKT 2561,
BAERMNEELT A=V % PP YR — F Y —
B TG TR S,
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LR T35—a—F IS—Ayt— *FE
ERROR E0043 Error while creating management key. Error | SPI € — K CHHUEHRMA v v 2 7 — 7V OIERIC
code: %d KLU E L, BEETLTORETLHA T,
RAESMELE T — A =% PP YA~ F ¥ —
BT TG R E Y,
ERROR E0044 Error while registering new key. Error code: | SPI & — R CHIFHRM v v 2 7 — 7 L OIERIC
%d RKICLE L7, BEETLTORETHEIT,
RERMEETZT— Ay E—T% PP Y HR— b—
BRI TG 72,
ERROR E0045 Error while reencrypting cipher key table. | SPI € — K CHIFRM N> v 27— T NV OIERIC
Error code: %d KB FE L7z, FEZESTLTHRET LA,
FWAEFMMEZ T — A =V % PP Y R— b —
BRI TGS 72 E 0,
ERROR E0046 could not find management key 5% TDE £ — KiZB W T, #EHT—7 L
(key_management_table) |27 — & 23U VRAEE T,
B b7 — 2 B OFNCT — 2 DA THOIE L
Too BAERMNLEEZT—A v E—V% PP HA— |
F— BRI THEE L TZEN,
ERROR E0047 could not reset key info W58 Y & > MU OFTIZIE R I ZBETE O S5
PRFTEEEAL, BEFEITLTHLRET 56
i, BAESRMHL T — Ay —TV % PP FAR— |
PRI TEE L TZEN,
WARNING WO0001 encrypt key version over 30000 for database | Hf 582 Bk L L 5 & LicT —F X— A DW; 54
" N X D= 3 OFKAEA 30000 X TWET,
WARNING W0002 number of encrypt key version over 10 for | pgtde begin session CTHfS L 72l 58D 10 %
database " 7 — & N— X 4" HEmLTWET,
INFO 10001 re-encryption of table " X F— v F"." 7 — 7| G SR RO T — T VAERBR AR ) ShvE
/14" was started o
INFO 10002 re-encryption of table " X F—vF"." 7 — 7| R SALKMROT — T VALERE TIRICH ) ShvE
/L45" was completed ¥
INFO 10003 re-encryption process done ZLEE (4 rows | FERE S L DR R EZ R R L £,

(LBEFF B E Yo)
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K=o T VORGTERRIZLLTD L0 TH,

£B-1 BETBE—E

3

#17H TR RE

2015 46 H o PIMRTERK

20154F 11 H o B RRTGT

(s
|
T | =

2017 43 A « ENCRYPT_TIMESTAMP O 7 —# A XDOFHIEIE (3.2.1 B
D )

o RNyl T v TG EETIEQG6L Ny 7T THREITOWN
<)

+ cipher key enable log. cipher key disable log ™ & 0 fEfE1E(H
SEIyorvar) 7y LX)

«  GROUP BY A O BREFIE B E DOAE IE (fF% DB | RFIH)

«  EXPLAIN ANALYZE |29 2 {EE S 2 8 0N(fHk DIEEH]
PRI

s ATEFX2 VT 4R Y U—ERICET 2 EEFEZ B D.
T PRI

+ kms_info.properties 7 7 A /L DX E FIH & BIN(fHE% DR
PRI
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2017 4 6 A psqlODBC DFE - il BRFE ALk

2017 4E 9 A +  psqlODBC D5}k

*  libpq I\ZBH7 D EEFHIB (8% D.EEHIFRHIH)

« search path |[ZB89 2 EE F GBI (K8 D.7EEHIR 1H)

o F—HR—2EHIET D B0 WS FEEIN (i DS HIR
FIH)

o R — FxGAD PostgreSQL D contrib /N 7 — BN (1%
D.EE il [R5

o YR — FRIRH D PostgreSQL O e & S i 1B (8% D.1EE
il PR = IE)

o PR — FRIZRILD PostgreSQL DF DOMEEHEBIN (6% D.EE
i PR 1)

EIVANIT

2017 4F 12 H +  PostgreSQL 9.6 [ZxIis L7= 2 & & 1BRL(E 1 = )

© AES-NIICHH R L72Z & &BRGE | = B, B3 =&,
Fe D1 I B 1)

o PR — FRBRILD PostgreSQL DFfFEL L T/XT L %
IBAN(AHER DRI PR EE)

«  ENCRYPT_TIMESTAMP DO # A R L 7= Z & #iBFL(E 3 =
)

2018 44 H I S0 U EE)
o EHOIEHROAFHEDBI
. FEBROER
- AVAPM—LVOWMEEZIEBER
- B RNT T OFELLTIODOEICELD HAL TN
FHA A=, AV A=, Ty T T L —FA
VA M=V B R LT hE
- TR b=V EMNERICEE
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- EEPHOREE ZBHET Sk, frE TR
O A PE -

- BAISCFoEAFELL

- TABUVROEE [FHEWI 5L FIHOFL1] 1B
CY

FATa~vr RRETHIEZEE (2F)

AT ARSREDBE I B 2 ik & HIBR (42 1A)

PostgreSQL 10 (2%t L72 Z & ZiBR0(5 3 HENEBRIE O

LA VAN — VRO HE)

Windows 77 v b 7 4 — LIRS L7 2 & ZBF0(E 3 =EE

BREEDOMERR & A > A b — /LB D HEfH)

W b7 — 2 B OBEHI RS L 2 & 2Bt (B 1 =X U

HIT)

MFEDOEE (221K)

V114 FT V1.2.0 LIRE

N B T

AWS KMS FH AWS KMS &— R

7 — S LGRS B 5 2 HE#E TDE £ — N

— f#i% TDE £— I

55\l

2020 49 H

PR — %G44 PostgreSQL DOHERE L L CJIT 22234 L%
BINQR.7 BEBRBT)

OpenSSL 1.1.1 52 (RHELS) #iBii(2.7.1.1 /~— K7 = 7 3if})
PostgreSQL11 (2% )& L2 Z & #iBFL(2.7.12 Y7 by =T H
)

Red Hat Enterprise Linux 8.1 LA FIZxMIG L= 2 & % iBF0(2.7.1.2
V7 Ny =T EM 2722 Y7 b T E)

Windows Server 2019 (Z%fii L7 Z & #iBFR(27.12 Y 7 b U =
TEM 2722 Y7 U= T ER

ANy 7Ty FICHOWTH S TDE £ — RO #2180
@454y 7T v FITONT)

IR

2021 £ 4 A

PostgreSQL12 (ZxfIi L 72 2 & #iBFLQ.7.12 Y7 MU = 7T %
)

A A M=KD JDBC KZ A /X—7 7 A4 L4, ODBC K
FAN=T 7 AN EEHRQT22 V7 b7 =T B

R

2022424 A

PostgreSQL13 (Zxfhiz L7 2 & #BFE(Q.7.12 Y7 MU = 7T 3
)

A VA N—/VIERD IDBC K7 A /"—7 7 A )L4, ODBC R
FTAN=T 7 ANLEEHQT22 V7 b7 =T B

2023 %1 H

PostgreSQL12 . PostgreSQL 13 |Z Windows Server 2016 .
Windows Server 2019 23%fI% L7= Z & #iBFL(2.7.1.2 Y 7 b U =
TEME, 2722 V7 hU =T B

VB Ry r— (Windows) % B#(2.7.1.2 ¥ 7 b v = 7 E{F)
A VA N—VIEED IDBC KT A4 XX—7 7 4 V4% EH
(2722 Y7 NU = T HE)

FA & AME Java™ SE Runtime Environment % Bl (f+14% C.
FAEUR)

[ e

2023 8 H

PostgreSQL14, PostgreSQL 15 (2% L7=Z & &3B7E(2.7.12
7 by TEM 2722 Y7 7= T EE)
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hR %

WA B

Windows Server 2022 (Zxf)is L7- 2 & ZiB7E(2.7.12 Y 7 b U =
TEME 2722 V7 b= T B

A VA N—=JVIERD IDBC KT A4 R —7 7 A4 V4 % B
(2722 Y7 MU = T EH)

FIR 4 205547 v = U X A bf(Blowfish) i, FEVR— K Th
5 Z L HBRQAFIMT ST VA Y X LDORET, 2.5 K
FHEDNA T L — X ORRE, 5.1 B SO e - BHH (-m
regist) )
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fHgkC. 48R

T8 C. 24X

RKYTZ M2 T THRFHLTWAY T R x2T7 DT, ANTOWTCEE#HE L1,

Transparent Data Encryption for PostgreSQL 23/3 R/L L TWA Y 7 b =7 BXOMEAL
TNWLA—T =AY 7 h =T IEUTF LD £,

®C1 YIbH9zT7—E

HE |(YIrIT7RW 14V R

1 | PostgreSQL PostgreSQL License

2 |psql PostgreSQL License

3 | pgerypto PostgreSQL License

4 | libpq PostgreSQL License

5 | The PostgreSQL JDBC Driver BSD License

6| AWS SDK for Java Apache Software License Ver2.0

7 | Apache Log4j Apache Software License Ver2.0

8 | Apache Commons Logging " Apache Software License Ver2.0

9| Apache Commons Lang " Apache Software License Ver2.0
10 | Apache Commons Codec Apache Software License Ver2.0
11 | Apache HttpComponents Apache Software License Ver2.0
12 | Jackson 1.x Apache Software License Ver2.0
13 | Jackson 2.x Apache Software License Ver2.0
14 | Joda-Time Apache Software License Ver2.0

C.1 PostgreSQL 5 1 t > X (PostgreSQL, psql,
pgcrypto, libpq)

PostgreSQL Database Management System
(formerly known as Postgres, then as Postgres9)5)

Portions Copyright (c) 1996-2023, PostgreSQL Global Development Group

Portions Copyright (c) 1994, The Regents of the University of
California

Permission to use, copy, modify, and distribute this software and its
documentation for any purpose, without fee, and without a written
agreement
is hereby granted, provided that the above copyright notice and this
paragraph and the following two paragraphs appear in all copies.

IN NO EVENT SHALL THE UNIVERSITY OF CALIFORNIA BE LIABLE TO ANY PARTY
FOR
DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES,
INCLUDING
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LOST PROFITS, ARISING OUT OF THE USE OF THIS SOFTWARE AND ITS

DOCUMENTATION, EVEN IF THE UNIVERSITY OF CALIFORNIA HAS BEEN ADVISED
OF THE

POSSIBILITY OF SUCH DAMAGE.

THE UNIVERSITY OF CALIFORNIA SPECIFICALLY DISCLAIMS ANY WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF

MERCHANTABILITY

AND FITNESS FOR A PARTICULAR PURPOSE. THE SOFTWARE PROVIDED HEREUNDER
IS

ON AN "AS 1IS" BASIS, AND THE UNIVERSITY OF CALIFORNIA HAS NO

OBLIGATIONS TO

PROVIDE MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

C.2 The PostgreSQL JDBC Driver

The PostgreSQL JDBC Driver is distributed under the BSD-2-Clause License.
The simplest explanation of the 1licensing terms is that you can do
whatever you want with the product and source code as long as you don't
claim you wrote it or sue us. You should give it a read though, it's only
half a page.

Copyright (c) 1997, PostgreSQL Global Development Group
Copyright (c) 2015-2023, NEC Corporation
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright
notice,
this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright
notice,
this 1list of conditions and the following disclaimer in the
documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS
BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE
POSSIBILITY OF SUCH DAMAGE.
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C.3 Apache License Version 2.0(AWS SDK for Java,
Apache Log4j, Apache Commons Logging, Apache
commons Lang, Apache Commons Codec, Apache
HttpComponents, Jackson 1.x, Jackson 2.x, Joda-
Time)

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below) .

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the

editorial revisions, annotations, elaborations, or other
modifications
represent, as a whole, an original work of authorship. For the

purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces
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of,

owner

the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright

or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control

systems,

and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution.”

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution (s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross—-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
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that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any

risks associated with Your exercise of permissions under this
License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
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incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor

has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
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