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4 copy

7 show system
reload

8 MC S2100

12 ppupdate

Ver.2.6( 10 )
1P8800/S2100
1P8800/S2100

show version
show environment

backup

Web
S2100

Ver.25( 9 )

enable

ftp

show running-config
show startup-config

show system
backup
restore

show critical-logging

inactivate

IGMP/MLD snooping

show igmp-shooping

QoS

show qos queueing

Web

show web-authentication logging




show switchport backup
show switchport backup statistics

show switchport backup mac-address-table update statistics

IEEE802.3ah/UDLD

show efmoam statistics

show storm-control

Ver.24( 7 )

1P8800/S2200
Ver.2.3( 6 )

show port
Ring Protocol

show axrp

Web

show web-authentication logging

MAC

show mac-authentication logging

Ver.23( 5 )

NTP

set clock

show clock

show environment

show logging

show authentication logging

Web

show web-authentication

MAC

show mac-authentication




Ver. 2.2(

4

)

1P8800/SS1250

1P8800/SS1250

1P8800/SS1250
show version
show environment
backup

show tech-support

ppupdate

show interfaces
clear counters
show port
activate
inactivate

show channel-group

DHCP snooping

1P8800/SS1250
show ip arp inspection statistics

IPv4  ARP

ICMP

1P8800/SS1250
show ip interface

show switchport backup
show switchport backup mac-address-table update

Ver. 2.2(

3

)

copy

RADIUS

show radius-server

clear radius-server
show radius-server statistics

show radius-server summary

NTP

set clock

show environment

show port




VLAN

show vlan

show vlan mac-vlan

show spanning-tree statistics

Ring Protocol

show access-filter

QoS
show gos-flow
show gos queueing
2
show authentication logging
IEEE802.1X
show dotlx
show dot1x logging
Web
show web-authentication logging
show web-authentication login
show web-authentication login select-option
show web-authentication
show web-authentication statistics
show web-authentication htmi-files
set web-authentication html-files
store web-authentication htmi-files
clear web-authentication html-files
MAC

show mac-authentication logging

clear mac-authentication auth-state

show mac-authentication
show mac-authentication statistics

show authentication multi-step

CFM




Ver.24( 2 )

ftp

RADIUS

show radius-server

clear radius-server

show radius-server summary
show radius-server statistics
clear radius-server statistics

NTP

set clock
set clock ntp

show system
show environment

MAC

show mac-address-table

VLAN

show vlan

DHCP snooping

show ip dhcp snooping binding

IGMP/MLD snooping

show igmp-shooping
show mld-snooping

2

IEEE802.1X

show dotlx
show dotlx logging

Web

show web-authentication login

show web-authentication logging

show web-authentication

show ip dhcp server statistics

show web-authentication login select-option
MAC

show mac-authentication auth-state

show mac-authentication auth-state select-option
show mac-authentication logging

show mac-authentication

show switchport backup mac-address-table update
show switchport backup mac-address-table update statistics
clear switchport backup mac-address-table update statistics
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AC Alternating Current

ACK ACKnowledge

ADSL Asymmetric Digital Subscriber Line
ALG Application Level Gateway

ANST American National Standards Institute
ARP Address Resolution Protocol

AS Autonomous System

AUX Auxiliary

BGP Border Gateway Protocol

BGP4 Border Gateway Protocol - version 4
BGP4+ Multiprotocol Extensions for Border Gateway Protocol - version 4
bit/s bits per second *bps

BPDU Bridge Protocol Data Unit

BRI Basic Rate Interface

cc Continuity Check

CDP Cisco Discovery Protocol

CFM Connectivity Fault Management

CIDR Classless Inter-Domain Routing

CIR Committed Information Rate

CIST Common and Internal Spanning Tree
CLNP ConnectionlLess Network Protocol
CLNS ConnectionlLess Network System

CONS Connection Oriented Network System



CRC
CSMA/CD
CSNP
CST
DA

DC

DCE
DHCP
DIS
DNS

DR
DSAP
DSCP
DTE
DVMRP
E-Mail
EAP

ICMP
ICMPvV6
ID
IEC
IEEE
IETF
IGMP
IP
IPCP
IPv4
IPv6
IPV6CP
IPX
ISO
ISP
IST
L2LD
LAN
LCP
LED
LLC
LLDP
LLQ+3WFQ
LSP
LSP
LSR
MA
MAC
MC
MD5
MDI
MDI-X
MEP
MIB
MIP
MLD
MRU
MSTI
MSTP
MTU
NAK
NAS
NAT
NCP
NDP

Cyclic Redundancy Check

Carrier Sense Multiple Access with Collision Detection

Complete Sequence Numbers PDU
Common Spanning Tree

Destination Address

Direct Current

Data Circuit terminating Equipment
Dynamic Host Configuration Protocol

Draft International Standard/Designated Intermediate System

Domain Name System

Designated Router

Destination Service Access Point
Differentiated Services Code Point

Data Terminal Equipment

Distance Vector Multicast Routing Protocol
Electronic Mail

Extensible Authentication Protocol

EAP Over LAN

Ethernet in the First Mile

End System

Fan Unit

Frame Check Sequence

Filtering DataBase

Fully Qualified Domain Name

Fiber To The Home

GigaBit Interface Converter

Gigabit Switch Redundancy Protocol
Keyed-Hashing for Message Authentication
Internet Assigned Numbers Authority
Internet Control Message Protocol
Internet Control Message Protocol version 6
Identifier

International Electrotechnical Commission
Institute of Electrical and Electronics Engineers,
the Internet Engineering Task Force
Internet Group Management Protocol
Internet Protocol

IP Control Protocol

Internet Protocol version 4

Internet Protocol version 6

IP Version 6 Control Protocol
Internetwork Packet Exchange
International Organization for Standardization
Internet Service Provider

Internal Spanning Tree

Layer 2 Loop Detection

Local Area Network

Link Control Protocol

Light Emitting Diode

Logical Link Control

Link Layer Discovery Protocol

Low Latency Queueing + 3 Weighted Fair Queueing
Label Switched Path

Link State PDU

Label Switched Router

Maintenance Association

Media Access Control

Memory Card

Message Digest 5

Medium Dependent Interface

Medium Dependent Interface crossover
Maintenance association End Point
Management Information Base

Maintenance domain Intermediate Point
Multicast Listener Discovery

Maximum Receive Unit

Multiple Spanning Tree Instance

Multiple Spanning Tree Protocol

Maximum Transfer Unit

Not AcKnowledge

Network Access Server

Network Address Translation

Network Control Protocol

Neighbor Discovery Protocol

Inc.



NET
NLA ID
NPDU
NSAP
NSSA
NTP
OADP
OAM
OSPF
OoulI
packet/s
PAD
PAE

PC

PCI
PDU
PICS
PID
PIM
PIM-DM
PIM-SM
PIM-SSM
PoE
PRI

PS
PSNP
QoS

RA
RADIUS
RDI
REJ
RFC
RIP
RIPng
RMON
RPF

RQ
RSTP
SA

SD

SDH
SDU
SEL
SFD
SFP
SMTP
SNAP
SNMP
SNP
SNPA
SPF
SSAP
STP

TA
TACACS+
TCP/IP
TLA ID
TLV
TOS
TPID
TTL
UDLD
UDP
ULR
UPC
UPC-RED
VAA
VLAN
VRRP
WAN
WDM
WEFQ
WRED
WS

Network Entity Title

Next-Level Aggregation Identifier
Network Protocol Data Unit

Network Service Access Point

Not So Stubby Area

Network Time Protocol

Octpower Auto Discovery Protocol
Operations,Administration,and Maintenance
Open Shortest Path First
Organizationally Unique Identifier
packets per second *pps

PADding

Port Access Entity

Personal
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol

Computer

Control Information

Data Unit

Implementation Conformance Statement

IDentifier

Independent Multicast

Independent Multicast-Dense Mode

Independent Multicast-Sparse Mode

Independent Multicast-Source Specific Multicast

Power over Ethernet

Primary Rate Interface

Power Supply

Partial Sequence Numbers PDU

Quality of Service

Router Advertisement

Remote Authentication Dial In User Service
Remote Defect Indication

REJect

Request For Comments

Routing Information Protocol

Routing Information Protocol next generation
Remote Network Monitoring MIB

Reverse Path Forwarding

ReQuest

Rapid Spanning Tree Protocol
Source Address

Secure Digital

Synchronous Digital Hierarchy
Service Data Unit

NSAP SELector

Start Frame Delimiter

Small Form factor Pluggable
Simple Mail Transfer Protocol
Sub-Network Access Protocol
Simple Network Management Protocol

Sequence

Numbers PDU

Subnetwork Point of Attachment

Shortest

Path First

Source Service Access Point

Spanning Tree Protocol

Terminal Adapter

Terminal Access Controller Access Control System Plus
Transmission Control Protocol/Internet Protocol
Top-Level Aggregation Identifier

Type, Length, and Value

Type Of Service

Tag Protocol Identifier

Time To Live

Uni-Directional Link Detection

User Datagram Protocol

Uplink Redundant

Usage Parameter Control

Usage Parameter Control - Random Early Detection
VLAN Access Agent

Virtual LAN

Virtual Router Redundancy Protocol

Wide Area Network

Wavelength Division Multiplexing

Weighted Fair Queueing

Weighted Random Early Detection

Work Station



WWW
XFP

m kB(
1KB(
1024

World-Wide Web

10 gigabit small Form factor Pluggable

) 1MB(
1024

1024

) 1GB(

) 1TB(

1024






—_

2

4

7

8

9

enable 10
disable 11
exit 12
logout 13
configure 14
15

set exec-timeout 16
set terminal pager 18
telnet 20
ftp 22
line console speed 27
trace-monitor 29
31

show running-config 32
show startup-config 33
copy 34
erase startup-config 38
rename 39
del 41
mkdir 43
rmdir 45




RADIUS 47

password 48
clear password 50
show sessions(who) 51
rename user 52
show radius-server 53
clear radius-server 55
show radius-server statistics 57
clear radius-server statistics 60
NTP 61

set clock 62
show clock 64
set clock ntp 65
show ntp-client 66
69

show version 70
show system 72
show environment 76
reload 81
show tech-support 83
backup 85
restore 88
MC S2100 91
set mc-configuration  S2100 92
update mc-configuration  S2100 93
95

set power-control schedule 96
show power-control port 97
show power-control schedule 99
MC 101
format mc 102
format flash 104

show mc

106




show mc-file 108
show ramdisk 110
show ramdisk-file 111

113
show logging 114
clear logging 116
show critical-logging 117
show critical-logging summary 119
clear critical-logging 120

121
ppupdate 122
set license 124
show license 126
erase license 127

129
show cpu 130
show memory summary 132

133
show interfaces 134
clear counters 150
show port 152
activate 160
inactivate 162
show power inline S2200 S2100 164
activate power inline  S2200 170
inactivate power inline  S2200 172

173
show channel-group 174
show channel-group statistics 183
clear channel-group statistics lacp 188




MAC 189
show mac-address-table 190
clear mac-address-table 194
VLAN 195
show vlan 196
show vlan mac-vlan 204

207
show spanning-tree 208
show spanning-tree statistics 233
clear spanning-tree statistics 239
clear spanning-tree detected-protocol 240
show spanning-tree port-count 242
Ring Protocol S2200 SS1250 SS1240 245
show axrp 246
IGMP/MLD snooping 251
show igmp-snooping 252
clear igmp-snooping 258
show mld-snooping 259
clear mld-snooping 264

IPv4

IPvd  ARP ICMP 265
show ip interface 266
show ip arp 269
show ip route 271
ping 273
traceroute 275




QoS

277

show access-filter 278
clear access-filter 281
QoS 283
show qos-flow 284
clear qos-flow 287
show qos queueing 288
clear qos queueing 293

2

2 295

show authentication fail-list 296
clear authentication fail-list 298
show authentication logging 299
clear authentication logging 301
IEEE802.1X 303
show dot1x statistics 304
show dot1x 308
clear dot1x statistics 313
clear dot1x auth-state 314
reauthenticate dot1x 316
show dot1x logging 318
clear dot1x logging 327
Web S2200 SS1250 SS1240 329
set web-authentication user 331
set web-authentication passwd 333
set web-authentication vian 334
remove web-authentication user 335
show web-authentication user 337
show web-authentication login 339
show web-authentication login select-option 341




vi

show web-authentication login summary 345
show web-authentication logging 348
clear web-authentication logging 359
show web-authentication 360
show web-authentication statistics 366
clear web-authentication statistics 368
commit web-authentication 369
store web-authentication 371
load web-authentication 373
clear web-authentication auth-state 375
set web-authentication htmi-files 377
store web-authentication html-files 380
show web-authentication html-files 382
clear web-authentication html-files 384
show ip dhcp binding 386
clear ip dhcp binding 388
show ip dhcp conflict 389
clear ip dhcp conflict 391
show ip dhcp server statistics 392
clear ip dhcp server statistics 394
MAC 395
show mac-authentication auth-state 396
clear mac-authentication auth-state 398
show mac-authentication auth-state select-option 400
show mac-authentication auth-state summary 404
show mac-authentication login 407
show mac-authentication login select-option 408
show mac-authentication login summary 409
show mac-authentication logging 410
clear mac-authentication logging 419
show mac-authentication 420
show mac-authentication statistics 425
clear mac-authentication statistics 427
set mac-authentication mac-address 428
remove mac-authentication mac-address 430
show mac-authentication mac-address 432
commit mac-authentication 434
store mac-authentication 436
load mac-authentication 438




441

show authentication multi-step 442

Wake on LAN  OP-WOL 445
set wol-device name OP-WOL 446
set wol-device mac OP-WOL 448
set wol-device vlan OP-WOL 449
set wol-device ip OP-WOL 450
set wol-device alive OP-WOL 451
set wol-device description OP-WOL 452
remove wol-device name OP-WOL 453
show wol-device name OP-WOL 455
commit wol-device OP-WOL 458
store wol-device OP-WOL 459
load wol-device OP-WOL 461
set wol-authentication user OP-WOL 463
set wol-authentication password OP-WOL 465
set wol-authentication permit OP-WOL 466
remove wol-authentication user OP-WOL 468
show wol-authentication user OP-WOL 470
commit wol-authentication OP-WOL 473
store wol-authentication OP-WOL 474
load wol-authentication OP-WOL 476
wol OP-WOL 478
show wol OP-WOL 479
DHCP snooping 481
show ip dhcp snooping 482
show ip dhcp snooping binding 484
clear ip dhcp snooping binding 487
show ip dhcp snooping statistics 489
clear ip dhcp snooping statistics 491
show ip arp inspection statistics 492
clear ip arp inspection statistics 494

vii



viii

Web S2100 495

show access-redirect statistics 496
clear access-redirect statistics 499
show access-redirect logging 500
clear access-redirect logging 502
set access-redirect html-file 503
clear access-redirect htmi-file 505

9

GSRP 507
show gsrp aware 508
511

select switchport backup interface 512
show switchport backup 514
show switchport backup statistics 516
clear switchport backup statistics 518
show switchport backup mac-address-table update 519
show switchport backup mac-address-table update statistics 521
clear switchport backup mac-address-table update statistics 523

10

IEEE802.3ah/UDLD 525
show efmoam 526
show efmoam statistics 528
clear efmoam statistics 530
531

show storm-control 532
clear storm-control 535
L2 537
show loop-detection 538




show loop-detection statistics 541

clear loop-detection statistics 543
show loop-detection logging 545
clear loop-detection logging 547
CFM 549
12ping 550
I2traceroute 553
show cfm 556
show cfm remote-mep 560
clear cfm remote-mep 566
show cfm fault 568
clear cfm fault 571
show cfm I2traceroute-db 573
clear cfm |2traceroute-db 578
show cfm statistics 579
clear cfm statistics 583
LLDP 585
show lldp 586
clear lldp 591
show lldp statistics 592
clear lldp statistics 594

595
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1-1
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1-2

hostname KO_LITE_1

mac access-list extended list101

QoS
"resequence”
QoS ip dhcp pool floorA
DHCP
1 backup mc backup.cnf
m RAMDISK
File name backup mc my_dir/backup.cnf
/
Directory name 3 mkdir my_dir
/
Base name rename mc my_dir/backup.cnf
/ bup.cnf
MAC 16 1234.5607.08ef
MAC 0000.00ff. ffff
IPv4 10 192.168.0.14
1Pv4 255.255.255.0
1PV6 16 3ffe:501:811:ff03:87ff:fed0:c7e0
1 copy
( xx.dat xx.txt)

"foo//baa"

"foo/"



3 64
show mc-file/show ramdisk-file
<Directory name>
mkdir
m <|F#>
<IF#> "NIF No./Port No." "NIF No."
<IF#>
1-3 <IF#> S2200
1P8800/S2230-24T,1P8800/S2230-24P gigabitethernet 0/1 0/28
1-4 <IF#> S2100
1P8800/S2130-24T,1P8800/S2130-24P gigabitethernet 0/1 0/28
1-5 <IF#> SS1250
1P8800/SS1250-24T2C fastethernet 0/1 0/24
gigabitethernet 0/25 0/26
1-6 <IF#> SS1240
1P8800/SS1240-24T2C,1P8800/SS1240-24P2C fastethernet 0/1 0/24
gigabitethernet 0/25 0/26
1P8800/SS1240-48T2C fastethernet 0/1 0/48
gigabitethernet 0/49  0/50
m <|F# list><Port# list>
<IF# list><Port# list> <IF#> -
) <IF#>
<IF#>
0/1-3,0/5
m <VLAN ID list>
<VLAN ID list> -
VLAN ID ,<VLAN ID> VLAN ID
VLAN ID=1 VLAN VLAN ID



VLAN ID

’

1-3,5,10

m <Channel group# list>

<Channel group# list>

1-3,5

m RAMDISK MC

ftp m RAMDISK

MC



1-7
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enable

disable

exit

logout

configure




enable

enable

configure

enable

2-1

> enable
password: ***xk*

#

2-1 enable

Sorry.

10

password



disable

disable

disable

2-2

# disable
>

11



exit

exit

exit

2-3
# exit
2-4

(config)# exit

#

disable

12



logout

logout

logout

2-5

# logout
login:

13



configure

configure

configure [terminal]

terminal

2-6

# configure
(config)#

save copy

14



set exec-timeout

set terminal pager

telnet

ftp

line console speed

trace-monitor

15



set exec-timeout

set exec-timeout

set exec-timeout <Minutess> [save]

<Minutes>
0 60 O
save
30
3-1 10

> set exec-timeout 10 save

16

Vol.1 4.3 (3)



* set terminal pager enable

quit)"

"Press any key to continue (Q to

set exec-timeout

set exec-timeout

o 0~60[ ] 30
telnet o 0~60[ ] 30
ftp =< 30

>

show running-config

show system

System Setting

save

17



set terminal pager

set terminal pager

Vol.1 5.2.6

set terminal pager {enable | disable} [save]

{enable | disable}

enable

disable

save

3-2
> set terminal pager disable
3-3

> set terminal pager enable save

18



set terminal pager

show running-config show system  System Setting save

19



telnet

telnet

telnet <IP address>

<IP address>
IP

1. IP 192.168.0.1
> telnet 192.168.0.1

telnet

Trying 192.168.0.1

login: username
Password: *****x*%

3-1 telnet

telnet

telnet

telnet

Trying <host>...

<host>
<host>

* Trying...
* Break Ctrl  Shift

[Enter]

20

Ctrl
B

Shift

[CR]

[CR][LF]



telnet

[Enter] [CR] [CR][LF]

21



ftp

TCP IP

ftp <IP address>

<IP address>

1P 192.168.0.1
> ftp 192.168.0.1

ftp

[Enter]

Name:

[Enter]

Password:

ftp>

[Enter]

<Local file>

<Base name>

64

22



ftp

<Local files>
mget <Remote files>

™) ?

<Base name>

64

<Remote file>

mdelete <Remote files>
<From name>

<To name>

<Remote directory>
<Directory name>

1024

<Mode>

64

get <Remote file> [<Local file>]

<Remote file> <Local file>
file>

mget <Remote files>
get

put <Local file> [<Remote file>]

mput <Local files>
put

"ftp>"
ascii
ASCII

binary
binary
[ bye | quit | exit]
FTP ftp

cd <Remote directory>

chmod <Mode> <Remote file>
<Remote file>

delete <Remote file>

<Local file>

mget *.txt

<Remote file>

mput *.txt

get put

<Remote directory>

<Mode>

<Remote file>

<Local

23



ftp

help [<Command>]
command

lols
RAMDISK

Is [<Remote directory>]
<Remote directory>

mdelete [<Remote files>]

<Remote files> delete
mdelete *.txt
mkdir <Directory name>
passive
on/off off
prompt
mget mput mdelete on/off
on
< >< > [y/n/alq/?]?
y
n
a
q
?
off
on
pwd

rename <From name> <To name>

<From name> <To name>
rmdir <Directory name>
status
ftp
verbose
ftp on/off

24
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3-2 ftp

ftp

Connecting...

ftp

Error: Ambiguous command.

Error: Bad command.

Error: Can't get file names.

mget mput mdelete

Error: Can't open "<File name>".

<File name>

Error: Command send failed.

Error: Connect failed.

ftp

Error: Data accept failed.

Error: Data connect failed.

Error: Data receive failed.

Error: Data send failed.

Error: File not found "<File name>".

<File name>

Error: File read failed.

Error: File write failed.

Error: Invalid file name "<File name>".

<File name>

Error: Invalid parameter.

Error: Is a directory "<File name>".

<File name>
<File name>

Error: Missing parameter.

Error: Reply receive failed.

Error: String must be more than O characters.

Error: String too long.

Error: The command execution failed, because
"xxx" is executing.

XXX console vty0 vtyl

Error: Too long file name.

mput mget mdelete

Error: Too many parameters.

Error: Too much file entries.

mput mget mdelete

Passive: off passive off
Passive: on passive on
Prompting: off mput mget mdelete off
Prompting: on mput mget mdelete on

25



ftp

Type: ascii ASCII
Type: binary binary
Verbose: off off
Verbose: on on
1. ID ftp
ftp
2. Ctrl C
3. /ramdisk
4. /ramdisk
5. ASCII
binary
6. get/put Ctrl C
Ctrl C ftp
Ctrl C
7. ftp
ftp Ctrl C
"Error: Data send failed.”
ABOR ftp
Ctrl C

26



line console speed

line console speed

CONSOLE RS-232C CONSOLE RS-232C
CONSOLE RS-232C

line console speed <Transmission rate> [save]

<Transmission rate>
CONSOLE RS-232C

1200 2400 4800 9600 19200

save

CONSOLE RS-232C 9600bit/s

3-4

> line console speed 19200 save
Do you wish to continue? (y/n): y

. CONSOLE RS-232C

¢ CONSOLE RS-232C telnet telnet
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line console speed

CONSOLE RS-232C CONSOLE RS-232C

. show running-config show system  System Setting save
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trace-monitor

trace-monitor

trace-monitor {enable | disable}

{enable | disable}

enable

disable

save

3-5
> trace-monitor disable
3-6

> trace-monitor enable save

[save]

enable
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trace-monitor

. show running-config show system  System Setting save

¢ trace-monitor enable ”WARNING ! There
are too many messages to output.””
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show running-config

show startup-config

copy

erase startup-config

rename

del

mkdir

rmdir
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show running-config

show running-config

show running-config

4-1  show running-config

Can't execute.

CAUTION!! This configuration list is running-config
oo big!!! (xxxxxxx byte) running-config  1MB startup-config
*x= running-config
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show startup-config

show startup-config

show startup-config
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copy

copy

34

copy startup-config ramdisk {<File name> | <Directory name>}

copy running-config startup-config

copy running-config mc {<File name> | <Directory name>}

copy mc {<File name> | <Directory name>} mc {<File name> | <Directory name>}

copy mc {<File name> | <Directory name>} ramdisk {<File name> | <Directory name>}
copy ramdisk <File name> startup-config

copy ramdisk {<File name> | <Directory name>} ramdisk {<File name> | <Directory
name> }

copy ramdisk {<File name> | <Directory name>} mc {<File name> | <Directory name>}
copy auto-log mc {<File name> | <Directory names}

copy auto-log ramdisk {<File name> | <Directory name>}

copy mc {<File name> | <Directory name>} mc {<File name> | <Directory name>}
copy mc {<File name> | <Directory name>} ramdisk {<File name> | <Directory name>}
copy ramdisk {<File name> | <Directory name>} mc {<File name> | <Directory name>}
copy famdisk {<File name> | <Directory name>} ramdisk {<File name> | <Directory
name>

startup-config
running-config
auto-log

{<File name> | <Directory name>}

<File name>

64

<Directory Name>

startup-config ramdisk {<File name> | <Directory name>}
RAMDISK

running-config startup-config

running-config mc {<File name> | <Directory name>}
MC



copy

mc {<File name> | <Directory name>} mc {<File name> | <Directory name>}
MC MC

mc {<File name> | <Directory name>} ramdisk {<File name> | <Directory name>}
MC RAMDISK

ramdisk <File name> startup-config
RAMDISK
RAMDISK

ramdisk {<File name> | <Directory name>} mc {<File name> | <Directory name>}
RAMDISK MC

ramdisk {<File name> | <Directory name>} ramdisk {<File name> | <Directory name>}
RAMDISK RAMDISK

auto-log mc {<File name> | <Directory name>}
auto-log MC

auto-log ramdisk {<File name> | <Directory name>}
auto-log RAMDISK

4-1

# copy running-config startup-config
Do you wish to copy from running-config to startup-config? (y/n): vy

4-2 RAMDISK

# copy ramdisk configl.txt startup-config
Do you wish to copy from RAMDISK to startup-config? (y/n): y

RAMDISK
OFF/ON
reload
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copy

4-2 copy

Can't access to MC by write protection. MC v Lock
v Lock
MC
Can't copy subdirectory.
Can't execute.
MC

File name length exceeds the limit. 64
MC is not inserted. MC
Not enough space on device.
Source and destination are identical.

* RAMDISK

OFF/ON
reload
show logging
. MC
update mc-configuration
update mc-configuration
update mc-configuration
S2100
show mc show ramdisk
1MB
* MC MC
e MC ACC LED ACC LED
MC

* RAMDISK

. 64 show mc-file show ramdisk-file

* PC MC 64
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auto-log
/ MC
/ RAMDISK
mc <File name> mc <File name>
copy mc aaa mc aaa

copy mc bbb/xxx mc bbb/xxx
copy mc bbb/xxx mc bbb/yyy

NG
NG
OK

copy
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erase startup-config

erase startup-config

erase startup-config

4-3
# erase startup-config

Do you wish to erase startup-config?

#

38

(y/n): vy



rename

rename
MC RAMDISK
rename {mc | ramdisk} {<File name> | <Directory name>} <Base name>

{mc | ramdisk}

mc
MC

ramdisk
RAMDISK

{<File name> | <Directory name>}

<File name>
64
<Directory name>

64

<Base name>

64

4-4 MC

> rename mc abc/showtech.txt showtech 01.txt
4-5 MC

> rename mc abc efg
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rename

4-3 rename

Can't access to MC by write protection. MC v Lock
v Lock

MC

Can't execute.

MC
MC is not inserted. MC
Resultant name exceeds the maximum length. 64
64
<Base name>
* MC MC
e MC ACC LED ACC LED
MC
. 64 show copy
ex)
short-dir(20 )
long-file(40 )
long-dir(30 )
rename ramdisk short-dir long-dir
+ =70 64 show copy
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del

del

MC RAMDISK

del {mc | ramdisk} <File name>

{mc | ramdisk}

mc
MC

ramdisk
RAMDISK

<File name>

4-6 MC showtech_01

> del mc abc/showtech 01.txt
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del

4-4 del

Can't access to MC by write protection.

MC

v
v Lock

Lock

MC

Can't execute.

MC

MC is not inserted.

MC

42

MC
MC
MC
RAMDISK

rmdir

MC
ACC LED

ACC LED



mkdir

mkdir

mkdir {mc-dir | ramdisk} <Directory name>

{mc-dir | ramdisk}

mc-dir
MC

ramdisk
RAMDISK

<Directory name>

64

4-7 MC "newdir"
> mkdir mc-dir newdir
4-8 RAMDISK "newdir"

> mkdir ramdisk newdir

4-5 mkdir

Can't access to MC by write protection. MC

v Lock

v Lock

MC

Can't execute.

MC is not inserted. MC
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mkdir

44

e mc-dir
e mc-dir

MC

64

ACC LED

show

ACC LED

copy

MC



rmdir

rmdir

rmdir {mc-dir | ramdisk} <Directory name>

{mc-dir | ramdisk}
mc-dir
MC

ramdisk
RAMDISK

<Directory name>

49 MC "deldir"

> rmdir mc-dir deldir

4-10 RAMDISK "deldir"

> rmdir ramdisk deldir

4-6 rmdir

Can't access to MC by write protection. MC v Lock
v Lock

MC

Can't execute.

MC is not inserted. MC
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rmdir
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e mc-dir
e mc-dir

MC

ACC LED

ACC LED

MC

del



RADIUS

password

clear password

show sessions(who)

rename user

show radius-server

clear radius-server

show radius-server statistics

clear radius-server statistics
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password

password

2. enable

password
password enable-mode

enable-mode
enable

5-1

# password

Changing local password for XXXXXXX ...
New password:****xxxxx

Retype new password:****xxx*x*

#

5-2

> password

Changing local password foOr XXXXXXX ...
0ld password:**xxxxx**

New password:********

Retype new password:****xxx*x*

>

5-1 password

Mismatch; try again.

Password unchanged.

Password: Permission denied.
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password

Please don't use an all-lower case password.
Unusual capitalization, control characters or digits are
suggested.

Please enter a longer password.

. Old password:

17 16

New password:

16
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clear password

clear password

2. enable

clear password
clear password enable-mode

enable-mode
enable
enable-mode

5-3

# clear password
Changing local password for XXXXXXX ...
Password cleared.

#
5-4

> clear password

Changing local password for XXXXXXX ...
0ld password:**xxxx*x**

Password cleared.

>

5-2 clear password

Password unchanged.

Permission denied.

Old password:
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show sessions(who)

show sessions(who)

show sessions
who

5-5
> show sessions

Date 20XX/11/25 13:42:29 UTC

Username Type Login Source
*operator console 20XX/11/22 00:44:23 -
web0010 vtyO0 20XX/11/25 13:36:09 192.168.10.201
>
5-3
Username
g
Type console / vty0 / vtyl / ftp
Login
Source 1P telnet Iftp
1P
console " "
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rename user

rename user

operator

rename user

5-6 operator  user

# rename user
Changing username.
0ld username:operator
New username:axl2-1

#

5-4 rename user

Invalid user name.

User name change error.

User name unchanged.

User name write error.
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show radius-server

show radius-server

RADIUS

show radius-server

5-7 RADIUS

> show radius-server

Date 20XX/10/29 05:13:12 UTC

<common>
[Authentication]
IP address
* 192.168.0.251
192.168.0.252
192.168.0.253
192.168.0.254
192.168.11.1
[Accounting]
IP address
* 192.168.0.251
192.168.0.252
192.168.0.253
192.168.0.254
192.168.11.1
<dotlx>
[Authentication]
IP address
* 192.168.11.1
[Accounting]
IP address
* 192.168.11.1
<mac-auths>
[Authentication]
IP address
192.168.11.1
* hold down
[Accounting]
IP address
* 192.168.11.1
<web-auths>
[Authentication]
IP address
* 192.168.0.254
[Accounting]
IP address
* 192.168.0.254
<ra-group-1>
[Authentication]
IP address
192.168.0.251

192.168.0.252
192.168.0.253
* 192.168.0.254

Port
1812
1812
1812
1812
1812

Port
1813
1813
1813
1813
1813

Port
1812

Port
1813

Port
1812

Port
1813

Port
1812

Port
1813

Port
1812
1812
1812
1812

Timeout
5

5

5

5

10

Timeout
5

5

5

5

10

Timeout
10
Timeout

10

Timeout
10

Timeout
10

Timeout
5
Timeout
5
Timeout

5

5
5
5

Remain

Remain

Remain

Remain

Remain

8

Remain

Remain

Remain

Remain
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show radius-server

5-5 RADIUS
< > common RADIUS
dotlx IEEE802.1X RADIUS
mac-auth MAC RADIUS
web-auth  Web RADIUS
RASIUS
[Authentication]
IP address 1Pv4
Port
Timeout
Retry
Remain
* hold down
[Accounting]
IP address 1Pv4
Port
Timeout
Retry
Remain -
* hold down
5-6 show radius-server
RADIUS Server is not configured. RADIUS
o A RADIUS
RADIUS radius-server  host
RADIUS RADIUS
RADIUS Rl
RADIUS * hold down
RADIUS clear radius-server
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clear radius-server

clear radius-server

RADIUS RADIUS

clear radius-server [{common | dotlx | mac-authentication | web-authentication
group <Group name>}] [-£]

{common | dotlx | mac-authentication | web-authentication | group <Group name>}

common
RADIUS RADIUS

dotlx
IEEE802.1X RADIUS RADIUS

mac-authentication
MAC RADIUS RADIUS

web-authentication
Web RADIUS RADIUS

group <Group name>
RADIUS RADIUS RADIUS

RADIUS RADIUS

-f
RADIUS

5-8 RADIUS

> clear radius-server
Do you wish to clear priority of RADIUS server? (y/n): vy

>

> clear radius-server -f

>
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clear radius-server

5-7 clear radius-server

RADIUS Server is not configured.

RADIUS

RADIUS

56

clear radius-server statistics

RADIUS



show radius-server statistics

show radius-server statistics

RADIUS

show radius-server statistics [summary]

summary
RADIUS

RADIUS

5-9 RADIUS
> show radius-server statistics

Date 20XX/10/29 04:47:02 UTC
IP address: 192.168.0.254

[Authentication] Current Request: 0
[Tx] Request : 12 Error 1
Retry : 2 Timeout: 2
[Rx] Accept : 10 Reject 2 Challenge : 0
Malformed: 0 BadAuth: 0 UnknownType: 0
[Accounting] Current Request: 0
[Tx] Request : 19 Error 1
Retry : 0 Timeout: 0
[Rx] Responses: 19
Malformed: 0 BadAuth: 0 UnknownType: 0
IP address: 192.168.11.1
[Authentication] Current Request: 0
[Tx] Request : 14 Error 1
Retry : 2 Timeout: 2
[Rx] Accept : 12 Reject 2 Challenge : 0
Malformed: 0 BadAuth: 0 UnknownType: 0
[Accounting] Current Request: 0
[Tx] Request : 23 Error 1
Retry : 0 Timeout: 0
[Rx] Responses: 23
Malformed: 0 BadAuth: 0 UnknownType: 0
>
1
5-8 RADIUS
IP address RADIUS IPv4

[Authentication]

Current Request

[Tx]

Request Access-Request
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show radius-server statistics

Error

RADIUS

Retry

Access-Request

Timeout

[Rx]

Accept

Access-Accept

Reject

Access-Reject

Challenge

Access-Challenge

Malformed

BadAuth

(Authenticator)

UnknownType

[Accounting]

Current Request

[Tx]

Request

Accounting -Request

Error

RADIUS

Retry

Accounting -Request

Timeout

[Rx]

Responses

Accounting-Responses

Malformed

BadAuth

(Authenticator)

UnknownType

2

5-10 RADIUS

> show radius-server statistics summary

Date 20XX/10/29 04:49:05 UTC

IP address:192.168.0.254 [Tx] Timeout:2 [Rx] Accept:10,

IP address:192.168.11.1 [Tx] Timeout:2 [Rx] Accept:12,
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Reject:2



show radius-server statistics

2

5-9 RADIUS
IP address RADIUS 1Pv4
[Tx]
Timeout
[Rx]
Accept Access-Accept
Reject Access-Reject

5-10 show radius-server statistics

RADIUS Server is not configured.

RADIUS
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clear radius-server statistics

clear radius-server statistics

RADIUS 0

clear radius-server statistics

5-11 RADIUS 0
> clear radius-server statistics

>
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NTP

set clock

show clock

set clock ntp

show ntp-client
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set clock

set clock

set clock <[[[[YYIMM]DD]HH]MM[.SS] >

YY
2 00 38
MM
01 12
DD
01 31
HH
00 23
MM
00 59
ss
00 59
6-1 2011 02 22 15

> set clock 1102221530
Tue Feb 22 15:30:00 UTC 2011
>

6-1 set clock

.2000

30

00

illegal time format.
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set clock

200001 1 0 O O 2038 1 17 23 59 59
CPU 0
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show clock

show clock

show clock

6-2
> show clock

Tue Feb 22 15:30:00 UTC 20XX

>
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set clock ntp

set clock ntp

NTP

set clock ntp [<Server IP>]

<Server IP>
NTP

ntp client server NTP

ntp client server

6-3 NTP

> set clock ntp
Executed > Please check a result by ‘show ntp-client’.

6-2 set clock ntp

Can't execute.

Executed > Please check a result by ‘show ntp-client'. show ntp-client

Failure > Busy.

Failure > Please specify a NTP server address. NTP
. ntp client server
NTP
. 1 30
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show ntp-client

show ntp-client

NTP

show ntp-client

6-4 NTP

> show ntp-client

Date 20XX/02/23 11:38:05 UTC
Last NTP Status

NTP-Server
Mode

NTP-Server
Mode

Multicast,

192.168.7.1,
Lapsed time

Activate NTP Client
, Source-Address

Multicast

NTP Execute History(Max 10 entry)

Source-Address
Offset

14 (s),

1(s)

NTP-Server Source-Address Mode Set-NTP-Time Status
192.168.7.1 -—- Multicast 20XX/02/23 11:37:51 1
192.168.7.1 - Multicast 20XX/02/23 11:36:51 1
192.168.7.1 - Multicast 20XX/02/23 11:35:51 1
192.168.7.2 - Command 20XX/02/23 11:35:24 Timeout
192.168.7.1 - Multicast 20XX/02/23 11:34:51 1
192.168.7.2 - Command 20XX/02/23 11:34:15 Timeout
192.168.7.1 - Multicast 20XX/02/23 11:33:51 1
192.168.7.1 - Multicast 20XX/02/23 11:32:51 1
192.168.7.1 - Multicast 20XX/02/23 11:31:51 1
192.168.7.1 - Multicast 20XX/02/23 11:30:51 0
>

6-3 show ntp-client

Last NTP Status NTP

NTP-Server NTP

Source-Address Source-Address  IP 1P

Mode NTP Unicast Multicast Broadcast Command

Lapsed time NTP 0 4294967295(

Offset NTP -2147483648  2147483647( )

Activate NTP NTP

Client

NTP-Server NTP
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show ntp-client

Source-Address

Source-Address  IP

Mode

NTP

Unicast Multicast Broadcast

Interval

ntp interval

3600

120  604800( )

NTP Execute
History(Max 10
entry)

NTP

10

NTP-Server

NTP

Unicast
Multicast Broadcast NTP

Command

Source-Address

Source-Address  IP

Mode

NTP

Unicast Multicast Broadcast Command

Set-NTP-Time

NTP

Status

-2147483648  2147483647( )

*1

*1

No

Unicast

Multicast Broadcast

2 Timeout

3 Cancel

4 30sRule

30

5 Error
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show ntp-client

1. NTP

¢ broadcast, multicast
¢ broadcast, multicast

set clock ntp
NTP
NTP

30



show version

show system

show environment

reload

show tech-support

backup

restore
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show version

show version

show version

7-1 show version
> show version
Date 20XX/11/30 08:23:12 UTC
Model: AX2230S-24T
S/W: 0S-LT4 Ver. 2.5 (Build:yy)
H/W: AX-2230-24T-B [SSSSSSSSSSSSSSSSSSSSSS:R]

>

7-1 show version

Model
1P8800/S2200
AX2230S-24T 1P8800/S2230-24T
AX2230S-24P 1P8800/S2230-24P

1P8800/S2100
AX2130S-24T 1P8800/S2130-24T
AX2130S-24P 1P8800/S2130-24P

1P8800/SS1250
AX1250S-24T2C 1P8800/SS1250-24T2C

1P8800/SS1240
AX1240S-24T2C 1P8800/SS1240-24T2C
AX1240S-24P2C 1P8800/SS1240-24P2C
AX1240S-48T2C 1P8800/SS1240-48T2C
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show version

SIW

1P8800/S2200
e OS-LT4 Ver. x.x(Build

1P8800/S2100
e OS-LT5 Ver. x.x(Build

1P8800/SS1250
e OS-LT3 Ver. x.x(Build

1P8800/SS1240
e OS-LT2 Ver. x.x(Build

X.X
yy Build

yy)

yy)

yy)

yy)

H/W

1P8800/S2200
* AX-2230-hhhhh [SSS

1P8800/S2100
* AX-2130-hhhhh [SSS

1P8800/SS1250
* AX-1250-hhhhh [SSS

1P8800/SS1240
* AX-1240-hhhhh [SSS

hhhhh
SSSeee=SSS
R

SSS:R]

SSS:R]

SSSIR]

SSSIR]
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show system

show system

72

show system

7-2

> show system

Date 20XX/02/12 13:54:34 UTC
System: AX2130S-24T Ver. 2.7 (Build:yy)

Name :
Contact H
Locate : -
Machine ID : 0012.e225.eb06
Boot Date : 20XX/02/08 19:14:32
Elapsed time : 3 days 18:40:02
LED
ST1 LED : Green

Brightness mode : normal
MC configuration mode : disabled

Environment
Fan : -
Temperature : normal
Accumulated running time
total : 18 days and 6 hours
critical : 2 days and 15 hours

File System
< RAMDISK information >
used 67,584 byte
free 12,515,328 byte
total 12,582,912 byte
< RAMDISK files >

File Date Size Name
20XX/02/12 13:54 1,135 showtech.
< MC information >
MC : not connect
System Setting
set terminal pager : disabled (save:
line console speed : 9600 (save:
trace-monitor : enabled (save:
set exec-timeout : 0 (save:
Device Resources
IP Routing Entry(static) : 5 (max
IP Routing Entry (connected) : 4 (max
IP Interface Entry : 4 (max
IP ARP Entry : 3 (max
MAC-address Table Entry : 16 (max
System Layer2 Table Mode : 1
Flow detection mode : layer2-2
Used resources for filter (Used/Max)
MAC IPv4

txt

disabled)
9600)
enabled)
0)

entry=128)
entry=128)
entry=128)
entry=2048)
entry=16384)



Port 0/1-28

VLAN

0/128
0/128

Used resources for QoS (Used/Max)

Port 0/1-28

VLAN

7-2 show system

MAC

IPv4
0/64
0/64

show system

System
Name
Contact
Locate
Machine ID MAC
Boot Date
Elapsed time
LED LED Light off
Green blink
Green
Red blink
Red
Brightness mode LED normal
economy 1!
off
auto(xxx)
XXX normal/economy/off
MC configuration mode MC enabled
S2100 disabled
Environment
Fan FAN FAN
active
fault
inactive FAN
1P8800/SS1240-48T2C
Temperature normal
caution
show environment
Accumulated running time total
critical caution
File System
RAMDISK Information RAMDISK
used RAMDISK
free RAMDISK
total RAMDISK
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show system

RAMDISK files RAMDISK
MC information MC
MC MC enabled MC
not connect MC
write protect MC
Manufacture 1D 2 MC ID
used 2 MC
free 2 MC
total 2 MC
MC files MC

System Setting

set terminal pager set terminal pager enabled
disabled
save

line console speed line console speed 1200 2400 4800 9600 19200
save

trace-monitor trace-monitor enabled
disabled
save

set exec-timeout set exec-timeout 0 60( D)
save

Device Resources

IP Routing Entry(static) 1P (static
)

IP Routing Entry(connected) 1P (

)
IP Interface Entry 1P
IP ARP Entry ARP
MAC-address Table Entry MAC
System Layer2 Table Mode 2 system I2-table

mode
1
¢ auto(mode=y)

system I2-table
mode

Flow detection mode
17.
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show system

Used resources for
filter(Used/Max)

MAC MAC

IPv4  1Pv4 IPv4

won

Used resources for
QoS(Used/Max)

QoS

QoS

MAC MAC QoS

IPv4 1Pv4 QoS

QoS

1 1P8800/S2200,1P8800/S2100

2 MC enabled write protect
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show environment

show environment

FAN

show environment [temperature-logging]

temperature-logging

7-3 show environment
> show environment

Date 20XX/07/06 10:10:45 UTC
Fan environment

Fan : active

Mode : 1 (silent)

Temperature environment
Main : 30 degrees C
Warning level : normal

Temperature-warning-level current status : 30/40 degrees C
Temperature-warning-level average status : 27/35 degrees C period 30 day(s)

Accumulated running time

total : 808 days and 0 hours
critical : 0 days and 0 hours

7-3 show environment

Fan environment FAN
Fan FAN FAN

active

fault

inactive FAN

1P8800/SS1240-48T2C

Mode

1 (silent)

2 (cool)

Temperature environment
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show environment

1

60

Warning level

2

normal
caution

Temperature-warning-level

mm/nn degree C

current status 3 mm
nn system
temperature-warning-level
Temperature-warning-level mm/nn degrees C period xx day(s)
average status 4 mm
nn system
temperature-warning-level average
XX 5
Accumulated running time 6 total
critical caution
1
SFP
1P8800/
SS1240-48T2C FAN /
2
Warning level
7-4 S2200
[ IPERBOD/52230-24T]
23 4445
] [ ]
caution | normal | caution BEELRE
01 4243
& ®
caution | norma | | caution EETEN
[ 1P8800,/52230-24F]
23 4950
] &
caution | normal | caution Bl LR
01 4748
[ ] [
caution | narmal ] caution BE TR
FL#
@ : caution
O : normal
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show environment

normal BELRE
01 4243
| L
(s o | o axve
[1P8E00,/52130-24F])
23 4350
T T T
01 4742
} {
T T T
k|
@ : caution
O : normal
7-6 SS1250
[1Pa800,/551250]
o 4350
i o e
-10-9 4748
) L
B I— axvmn
A#
® : caution
O : normal
7-7 SS1240
(1PEB00/551240)
23
1] [
- — 2
01 4243
B TN TR

L
® : caution
O - normal

:
~
I-
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4
<temperature>

show environment

Temperature-warning-level average status : -/- degrees C period - day(s)

5
6
6
0
4
8 8
13 13
2
7-8

> show environment temperature-logging

Date 20XX/02/16 21:54:23 UTC
Date 0:00 6:00 12:00 18:00

20XX/02/16 30.0 30.3 28.0 27.8
20XX/02/15 31.0 32.0 29.8 31.1
20XX/02/14 - - 29.2 30.0
>

2

7-4 show environment temperature-logging

12

Date

0:00 18:00( ) 0:00
6:00 0:00 6:00

12:00 6:00 12:00

18:00 12:00 18:00

- ( OFF
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show environment
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12

18



reload

reload

reload [-f]

7-9

>reload
2. reload
Restart OK?(y/n):_

y n
7-5 reload
CAUTION!! “line console speed"” is not saved!!! 11 "line console speed"

CAUTION!! "running-config" is not saved!!!

1 "running-config"

CAUTION!!I "set exec-timeout" is not saved!!!

111 "set exec-timeout"

CAUTION!!! "set terminal pager" is not saved!!!

111 "set terminal pager"

CAUTION!! "trace-monitor" is not saved!!!

1! "trace-monitor"
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reload

S2200 SS1250 SS1240
* MC MC
§2100
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show tech-support

show tech-support

show tech-support [{ page | ramdisk }]

{ page | ramdisk }

page
1
1 [Enter] 1
ramdisk
RAMDISK
RAMDISK showtech.txt
RAMDISK

@ show tech-support

7-10
# show tech-support

HHHHH#HAEHE Tech-Support Log #####H#####
Date 20XX/11/25 14:06:14 UTC

( )

Date 20XX/11/25 14:18:32 UTC
HFHHHH##HHH End of Tech-Support Log ##########

7-6 show tech-support

HitHHHHHHE <Information Type> ##HtHitHIHH
<Information Type>

A End of <Information Type> ##Ht##HHHHH
<Information Type>
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show tech-support

HiHtHHE#HEH <Command Name> #HtHtHH#HHE

Name>
Name>

<Command
<Command

#HHH End of<Command Name> ###HHHi#

<Command Name>

<Command Name>

7-7 show tech-support

Can't execute for the maintenance mode.Please remove page ramdisk
"page" and "ramdisk" option.
Can't execute. RAMDISK
Executing. Tech-Support RAMDISK
Not enough space on device.
» show tech-support ramdisk RAMDISK
. RAMDISK showtech.txt
. set terminal pager
. RAMDISK "page" 1
Ctri+C
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backup

backup

MC RAMDISK

ftp

backup {mc | ramdisk | ftp <FTP server>} <File name> [ no-software ] S2200

$2100

backup {mc | ramdisk | ftp <FTP server>} <File name> [ no-software ] [AX1230]

851250 §S51240

{mc | ramdisk | ftp <FTP server>}

MC

ramdisk
RAMDISK

ftp <FTP server>
ftp <FTP server>

<File name>

mc ramdisk 64

ftp 1024

no-software

AX1230 SS1250 SS1240
IP8800/SS1230

IP8800/SS1250 1P8800/SS1240 1P8800/SS1230
Vol.1 10.

1P8800/SS1250 1P8800/SS1240

7-11 MC MCBackup.dat

> enable
# backup mc MCBackup.dat
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backup

Backup information to MC (MCBackup.dat).
Copy file to MC...
Backup information success!

2

7-12 ftp MCBackup.dat

> enable

# backup ftp 192.168.1.254 MCBackup.dat

Backup information to 192.168.1.254 (MCBackup.dat).
Copy file to 192.168.1.254...

Connecting. ..

Name: operator
Password:
Backup information success!

3

7-13 MC MCBackup.dat

> enable

# backup mc MCBackup.dat no-software
Backup information to MC (MCBackup.dat).
Copy file to MC...

Backup information success!

4 SS1250 SS1240

7-14 AX1230 MC MCBackup.dat

> enable
# backup mc MCBackup.dat no-software AX1230
Backup information to MC (MCBackup.dat) .

Copy file to MC...
Backup information success!

mc 2

7-8 backup

aborted.

Backup information success!

Backup operation failed

Can't access to MC by write protection. MC v Lock

v Lock

MC
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backup

Connecting... ftp
Error: Command send failed
Error: Connect failed. ftp
Error: Data accept failed.
Error: Data send failed.
Error: File read failed.
Error: Reply receive failed.
MC is not inserted. MC
Not enough space on device. MC RAMDISK
MC ftp RAMDISK
RAMDISK
ftp
. restore
e backupmc MC MC
* MC mc 2
. copy
. show mc-file show ramdisk-file
* mc ramdisk 64
e ftp 1024
* "no-software"” backup restore "no-software”
. ftp RAMDISK "FEpXXXXX"
e ftp Ctrl C ftp
ftp Ctrl C
ftp Ctrl C
. ftp
ftp Ctrl C
"Error: Data send failed."
ftp ABOR ftp

Ctrl C
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restore

restore
MC RAMDISK ftp
restore {mc | ramdisk | ftp <FTP server>} <File name> [no-software]

{mc | ramdisk | ftp <FTP server>}

MC

ramdisk
RAMDISK
ftp <FTP server>
ftp <FTP server> 1P

<File name>

mc ramdisk

ftp 1024

no-software

7-15 MC MCBackup.dat

> enable

# restore mc MCBackup.dat

Restore information from MC (MCBackup.dat) .
Copy file from MC...

Restore software.

2

7-16 ftp MCBackup.dat

> enable

# restore ftp 192.168.1.254 MCBackup.dat

Restore information to 192.168.1.254 (MCBackup.dat) .
Copy file to 192.168.1.254...

Connecting. ..

Name: operator
Password:
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restore

Restore software.

mc

7-9 restore

aborted.

Can't open (<File name>).

Connecting... ftp

Error: Can't open "ftpxxxxx".

Error: Command send failed.

Error: Connect failed. ftp

Error: Data accept failed.

Error: Data receive failed.

Error: File write failed.

Error: Is a directory "ftpxxxxx". RAMDISK " FLpXxXXxx" restore
ftp

Error: Reply receive failed.

Invalid file (<File name>).

MC is not inserted. MC

Not enough space on device. RAMDISK

MC ftp RAMDISK
RAMDISK

Restore finished.

Restore operation failed.
backup "no-software"
restore
"no-software"

Restore software. "no-software"

ftp

e restoremc MC MC
e MC mc 2
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restore

90

* mc
o ftp

ftp

ftp
ftp

show mc-file

show ramdisk-file

ramdisk 64
1024
ftp RAMDISK "FtpxXxxxx"
Ctrl C ftp
ftp Ctrl
ftp Ctrl C
Ctrl C
"Error: Data send failed."”
ftp ABOR ftp
Ctrl C
Vol.1 10.

Restore operation failed.



MC

S2100

set mc-configuration  S2100

update mc-configuration  S2100
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set mc-configuration  S2100

set mc-configuration  S2100

MC

set mc-configuration {enable | disable}

enable
MC

disable
MC

8-1 MC
# set mc-configuration enable

Do you wish to continue? (y/n): y

#

8-1 set mc-configuration

Flash memory write failed.

MC MC update mc-configuration
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update mc-configuration

update mc-configuration  S2100

S2100

MC
update mc-configuration
8-2 MC
# update mc-configuration
#
8-2 update mc-configuration
Can't access to MC by write protection. MC v Lock
v Lock
MC
File write failed.
MC is not inserted. MC
Not enough space on device. MC RAMDISK
MC RAMDISK
RAMDISK
The mc-configuration mode is disabled. MC
. ACC LED ACC LED MC
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set power-control schedule

show power-control port

show power-control schedule
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set power-control schedule

set power-control schedule

set power-control schedule {enable | disable}

{enable | disable}

enable

disable

9-1

> set power-control schedule disable
>

9-1 set power-control schedule

Can't execute.
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show power-control port

show power-control port

show power-control port

9-2

> show power-control port

Date 20XX/03/24 22:55:17 UTC
cool-standby

Port
0/1
0/2
0/3
0/4
0/5
0/6
0/7
0/8
0/9
0/10
0/11
0/12
0/13
0/14
0/15
0/16
0/17
0/18
0/19
0/20
0/21
0/22
0/23
0/24
0/25
0/26

status
up
down
up
up
up
up
up
up
down
down
down
down
down
up
up
down
up
up
down
down
down
down
down
up
down
down

applied

applied
applied
applied
applied
applied

applied
applied
applied
applied
applied
applied

applied
applied
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show power-control port

9-2

Port

status

up
down

inact
¢ inactivate
. BPDU

» UDLD
e L2

dis shutdown
schedule-power-control shutdown interface

cool-standby

applied

enhanced Gigabitethernet
Gigabitethernet RJ45 SS1250
SS1240

1 inact
e activate

UbDLD
L2
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show power-control schedule

show power-control schedule

show power-control schedule [<YYMMDD>] [count <Counts>]

<YYMMDD>
0 2000 1 1 2038
1 17
YY
2 00 38
2000 00
MM
01 12
DD
01 31
count <Count>
1 50

10

9-3
> show power-control schedule

Date 20XX/04/30(Thu) 20:30:01 UTC

Current Schedule Status : Enable -

Schedule Power Control Date : -
20XX/05/01(Fri) 00:00 UTC - 20XX/05/01(Fri) 06:00 UTC
20XX/05/01 (Fri) 20:00 UTC - 20XX/05/04 (Mon) 06:00 UTC
20XX/05/04 (Mon) 20:00 UTC - 20XX/05/05(Tue) 06:00 UTC
20XX/05/05(Tue) 20:00 UTC - 20XX/05/06 (Wed) 06:00 UTC
20XX/05/06 (Wed) 20:00 UTC - 20XX/05/07(Thu) 06:00 UTC
20XX/05/07 (Thu) 20:00 UTC - 20XX/05/08(Fri) 06:00 UTC
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show power-control schedule

9-3

Current Schedule Status : Enable
Enable (force disabled)
Disable
Disable (force disabled)

Schedule Power Control Date : < >-<

>
. 2038 01 18 00 00

"2038/01/18(Mon) 00:00"
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MC

format mc

format flash

show mc

show mc-file

show ramdisk

show ramdisk-file
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format mc

format mc

MC

format mc [-f]

-f
1. MC
> format mc
2. format
Do you wish to initialize memory card? (y/n):
ny MC
"o MC
10-1  format mc
Can't access to MC by write protection. MC v Lock

v Lock

MC

Can't execute.

Can't gain access to MC. MC

MC is not inserted. MC
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MC

format mc
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format flash

format flash

format flash [-f]

# format flash
2. format
Do you wish to initialize flash memory?

y

e

10-2 format flash

(y/n) :

Flash format complete.

Flash format error. detail=xxxx
detail=xxxx

Flash format system error(1). detail=xxxx

detail=xxxx
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format flash

Flash format system error(2). detail=xxxx

detail=xxxx

Flash format task not ended. detail=xxxx

detail=xxxx
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show mc

show mc

MC

show mc

10-1 MC
> show mc

Date 20XX/11/13 10:19:51 UTC
MC : enable
Manufacture ID : 00000003
used 5,750,272 byte
free 120,160,256 byte
total 125,910,528 byte

10-3 show mc

MC MC enabled MC
not connect MC
write protect MC

Manufacture 1D 1 MC ID
used 1 MC
free 1 MC
total 1 MC
1 MC enabled write protect

10-4 show mc

Can't execute.

MC : not connect MC
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MC

show mc
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show mc-file

show mc-file

MC

show mc-file

<D

irectory name>

10-2 MC

> show mc-file

[<Directory names]

Date 20XX/11/13 10:19:53 UTC

File Date

20XX/11/13 10:
20XX/11/13 10:
20XX/11/13 10:
20XX/11/13 10:

10-3 MC

01

Size
5,636,448
16,384
5,033
5,033

> show mc-file Config File

Date 20XX/11/13 10:21:02 UTC

File Date

20XX/11/13 10:

10-5 show mc-file

04

Size
5,033

Name

K.IMG

Config File/

Test_Config.txt

Config File/5Floor Config.txt

Name
Config File/5Floor Config.txt

File Date

Size

Name

64
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show mc-file

10-6 show mc-file

Can't execute.

MC is not inserted. MC

Some files are not listed due to resource limits.

There is no file. (MC) MC
. 64 show mc-file show ramdisk-file
* PC MC 64
. 64
. 512 512
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show ramdisk

show ramdisk

RAMDISK

show ramdisk

10-4 RAMDISK
> show ramdisk
Date 20XX/11/13 10:25:11 UTC
used 77,824 byte

free 12,505,088 byte
total 12,582,912 byte

10-7 show ramdisk

used RAMDISK
free RAMDISK
total RAMDISK

10-8 show ramdisk

Can't execute.
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show ramdisk-file

show ramdisk-file

RAMDISK

show ramdisk-file [<Directory names]

<Directory name>

10-5 RAMDISK
> show ramdisgk-file

Date 20XX/11/13 10:25:13 UTC

File Date Size Name
20XX/11/13 10:25 1,024 Config_File/
20XX/11/13 10:21 5,033 teSt_config.tXt
20XX/11/13 10:25 5,033 Config File/5Floor Config.txt
>
10-6 RAMDISK

> show ramdisk-file Config File
Date 20XX/11/13 10:25:27 UTC

File Date Size Name
20XX/11/13 10:25 5,033 Config File/5Floor Config.txt

10-9 show ramdisk-file

File Date

Size

Name 64
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show ramdisk-file

10-10 show ramdisk-file

Can't execute.

Some files are not listed due to resource limits.

There is no file. (RAMDISK))

RAMDISK

. 512
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show mc-file show ramdisk-file
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show logging

clear logging

show critical-logging

show critical-logging summary

clear critical-logging
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show logging

show logging

114

show logging [<command classification>] [search <strings]

<command classification>

-h

System Information

search <string>

11-1

64

> show logging

Date 20XX/03/22 15:49:09 UTC
System Information

KEY
EVT
KEY
RSP
KEY
EVT
EVT

System Information

System Information

AX1240S-48T2C, OS-LT2,
Logging Information
Total Entry : 15

INFO
INFO
INFO
INFO
INFO
INFO
INFO

XX/03/22
XX/03/22
XX/03/22
XX/03/22
XX/03/22
XX/03/22
XX/03/22

Ver. 2.3 (Build:yy)

console:show logging

PORT Port 0/10 activated.
console:activate fastethernet 0/10
console: 0/5 is already active.
console:activate fastethernet 0/5
VLAN VLAN (1) Status is Down.

PORT FastEthernet 0/11 Link Down



11-2

"activate"

> show logging search activate

Date 20XX/03/22 15:49:34 UTC
System Information

AX12405-48T2C, OS-LT2,

Logging Information

Total Entry : 15

Ver. 2.3 (Build:yy)

show logging

KEY INFO XX/03/22 15:49:34 console:show logging search activate

EVT INFO XX/03/22 15:49:04 PORT Port 0/10 activated.

KEY INFO XX/03/22 15:49:04 console:activate fastethernet 0/10

KEY INFO XX/03/22 15:48:59 console:activate fastethernet 0/5

4 events matched.

>

X.X yy Build
11-1  show logging
System Information
Logging Information
Total Entry
Kind KEY EVT RSP ERR
Level CRITC ERROR WARN INFO
Date Time /]
Func "KEY" "RSP"
Message 1
11-2 show logging
There is no log data to match.
There is no logging data.
uTC

search

ex) 3 events matched.
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clear logging

clear logging

clear logging [-f]

11-3

> clear logging

Do you wish to clear logging?

ny
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show critical-logging

show critical-logging

show critical-logging [<Log#>] [ramdisk]

<Log#>
1 127
1
ramdisk
RAMDISK
RAMDISK log.txt
RAMDISK
11-4

> show critical-logging

Date 20XX/09/11 17:07:15 UTC
Total Entry : 9

*x* Detailed Log Display : Record Num.= 1 : Ref-Code = 0x08220032 ***
Time Stamp = 20XX/09/11-17:05:51 : SysUpTime = 00:01:16

*** Log Text Data ***

Internal error occurred. (code=23)

*** Log Binary Data ***
:+0 +4 +8 +C ASCII

+000 : 00000000 e
+010 : 00000000 00000000 00000000 00000000 ...
+020 : 00000000 00000000 00000000 00000000 ................
+030 : 00000000 00000000 00000000 00000000 ...
+040 : 00000000 00000000 00000000 00000000 ................
+050 : 00000000 00000000 00000000 00000000 ...,
+060 : 00000000 00000000 00000000 00000000 ................
+070 : 00000000 00000000 00000000 00000000 ...
+080 : 00000000 00000000 00000000 00000000 ................
+090 : 00000000 00000000 00000000 00000000 ...
+0A0 : 00000000 00000000 00000000 00000000 ................
+0B0O : 00000000 00000000 00000000 00000000 ...
+0C0O : 00000000 00000000 00000000 00000000 ................
+0D0 : 00000000 00000000 00000000 00000000 ...,

+0EO0O : 00000000 00000080 44C23480 F70B9800 ........ D.4.....
+0F0 : 00000000 00000000 00000000 00000000 ................
+100 : 00000000 00001080 5B85F000 00000084 ........ |

+110 : AFFOF000 00000000 00000000 00000100 ................
+120 : 00000200 00000000 00000200 00010000 ........iininnn...

+130 : 00000100 00000300 00003C0O0 00003CO0 .......... <...<.
+140 : O00001EOO0 O00001E81 16F4A881 16E7B884 ................
+150 : 19B94081 16C80084 19C06084 19BB7084 ..@....... T...p.
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show critical-logging

+160 : 19C06080 903FD880 09229C00 0000312E .. ..2..."....1.
+170 : 395F3134 20536570 20313020 32303038 9 14 Sep 10 2008
+180 : 2C203231 3A35363A 33332031 2E392028 , 21:56:33 1.x (

+190 : 4275696C 643A3134 29205468 65726D6F Build:yy) Thermo
+1A0 : 3D33302E 352C3431 2E352C35 302E3000 =30.5,41.5,50.0.

11-3 show critical-logging

Total Entry

Record Num.

Ref-Code

Time Stamp [

SysUpTime SysUpTime SysUpTime:
(24 )
(24 ) -

*** | og Text Data *** 77*** No Text Data ***>~

*** Log Binary Data *** ?7*** No Binary
Data ***>~

11-4 show critical-logging

Can't execute. RAMDISK

No Log data.

Not enough space on device.

show critical-logging ramdisk RAMDISK
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show critical-logging summary

show critical-logging summary

show critical-logging summary

11-5
> show critical-logging summary

Date 20XX/09/11 17:07:08 UTC
Total Entry : 9

Reference Code Time Stamp (log number)

XXXX - XXXX ccccececccec-dddddd (x) ccececcecce-dddddd (x)
0822-0032 20XX0911-170551 (1) 20XX0911-170552(2)
20XX0911-170555 (4) 20XX0911-170556 (5)
20XX0911-170558(7) 20XX0911-170559(8)

11-5 show critical-logging summary

ccecececcec-dddddd (x
20XX0911-170554 (3
20XX0911-170557 (6
20XX0911-170601 (9

Total Entry

XXXX-XXXX 16

cccececcc-dddddd -

(xxx) (xxx)=

11-6  show critical-logging summary

No Log data.

uTC
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clear critical-logging

clear critical-logging

clear critical-logging [-f]

11-6

> clear critical-logging

Do you wish to clear critical-logging? (y/n): _

ny
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ppupdate

set license

show license

erase license
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ppupdate

ppupdate

MC RAMDISK ftp

ppupdate [test] [no-display] [-f] [no-reload] [ramdisk <File name>]

test

no-display

no-reload

ramdisk <File name>

12-1
# ppupdate ramdisk k.img
Software update start
kkhkkkkkhkkhkkkhkhkhkhkhkhkhkhkhkhhkhhhkhkhhhhhkhhhhkhkhhkhkhkhkkhkkhkkk*x

** UPDATE IS STARTED. bl

LR SR S RS EE S E SRS R SRR SRR SRR EEEREEEEEEEEEEEE

old version a.a (Build:xx)
new version b.b (Build:yy) -

1

Automatic reboot process will be run after installation process.
Do you wish to continue? (y/n): _

lly-ll
"
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no-reload

12-1 ppupdate

ppupdate

Can't apply this image file.

Can't execute.

Can't open (<File name>).

Invalid file (<File name>).

There is not OS File. 0s ramdisk <File name>
Can't update software. [ Hardware rev.x ]
Flash memory write failed.
2.1
. MC
S2200 SS1250 SS1240
* MC MC
S2100
* MC update mc-configuration
test update mc-configuration
update mc-configuration
S2100
* MC RAMDISK
test S2100
. Can't update software. [Hardware rev.]
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set license

set license

set license { key-code <License key> | key-file ramdisk <File name> }

key-code <License key>

key-file ramdisk <File name>

64

12-2
"1234-03e4-1000-1000-0a36-b5e3-fed8-a71c"

[
# set license key-code 1234-03e4-1000-1000-0a36-b5e3-fed8-a7lc

[ J
# set license key-code 123403e4100010000a36b5e3fed8a7lc

12-3
"addopt.dat"

# set license key-file ramdisk addopt.dat
#
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12-2 setlicense

set license

A license key cannot be added any more.

Error: String too long.

File open error.

Invalid contents of <File name>.

Invalid license key.

It failed in writing the FROM file.

There is no corresponding function.

This license is already registered.

RAMDISK RAMDISK

MC SD

ftp
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show license

show license

show license

12-4

> show license

Date 20XX/06/12 14:42:31 UTC
Available: OP-WOL OP-OTP
Serial Number Licensed software
1234-03e4-4000-1000 OP-WOL(AX-P1240-F1)
1234-03e4-1000-1000 OP-OTP(AX-P1240-F2)

> show license

Date 20XX/06/12 15:33:23 UTC
Available: -----

12-3 show license

Available:

Serial Number

Licensed software
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erase license

erase license

erase license <Serial#>

<Serial#>

12-5

# erase license 1234-03e4-1000-1000
This serial number enable OP-OTP
Erase OK ? (y/n): vy

#

12-4 erase license

Error: String too long.

Invalid serial number.

It failed in writing the FROM file.

There is no corresponding serial number.
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show cpu

show memory summary
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show cpu

show cpu

CPU

show cpu [days] [hours] [minutes] [seconds]

days

hours
1 1

minutes
1 1

seconds
1 1

13-1
> show cpu days hours minutes seconds
Date 20XX/03/12 09:31:56 UTC

** % Daysg ***
0 25 50 75 100([%]

Date Time CPU average CPU peak +----+----4----+----+
03/03 11:26:22-23:59:59 12 100  *** P
03/04 00:00:00-23:59:59 18 100  **x*% P
03/10 00:00:00-23:59:59 12 100 **xx* P
03/11 00:00:00-23:59:59 12 100  *** P

* % % Hours * % %
0 25 50 75 100 ([%]

Date Time CPU average CPU peak +----+----+----+----+
03/11 09:00:00-09:59:59 12 100 *** P
03/11 10:00:00-10:59:59 12 100 x** P
03/12 07:00:00-07:59:59 12 100 x** P
03/12 08:00:00-08:59:59 12 100 *** P
Date Time CPU average CPU peak +----+----+----4+----+

*** Minutes ***
0 25 50 75 100([%]

Date Time CPU average CPU peak +----+----+----4+----+
03/12 08:31:00-08:31:59 12 94  Kx* p
03/12 08:32:00-08:32:59 10 89 x* P
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03/12 09:29:00-09:29:59 12 84  xx% P

03/12 09:30:00-09:30:59 11 57  kx* P
Date Time CPU average CPU peak +----4+----4+----+----+

*** Seconds ***
Date Time CPU average

show cpu

03/12 09:30:56-09:31:05 0 0 11 5 26 5 11 5 0 21
03/12 09:31:06-09:31:15 16 10 5 5 0 31 5 5 5 5
03/12 09:31:16-09:31:25 31 5 5 0 0 26 5 68 84 5
03/12 09:31:26-09:31:35 44 31 5 5 5 5 31 5 0 0
03/12 09:31:36-09:31:45 21 78 22 10 15 15 27 15 5 5
03/12 09:31:46-09:31:55 5 5 31 5 5 0 0 31 5 10
>
13-2
> show cpu
Date 20XX/03/12 09:32:25 UTC
**%x Current ***
0 25 50 75 100[%]
Date Time CPU average +----+----+----+----+
03/12 09:32:34-09:32:38 33  kkkkkkk «~5
>
Ctrl C
13-1 CPU
CPU average CPU Time CPU [%]
seconds 1 CPU
CPU peak CPU Time CPU [%]
CPU
* CPU CPU
5% 5%
P CPU CPU
. 0
* set clock NTP
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show memory summary

show memory summary

show memory summary

13-3
> show memory summary
Date 20XX/03/12 09:32:18 UTC

Physical memory 131072KB(128.00MB)

Used memory = 100039KB( 97.69MB)
Free memory = 31032KB( 30.31MB)
>
13-2

Physical memory

Used memory

Free memory
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show interfaces

clear counters

show port

activate

inactivate

show power inline S2200 S2100 SS1240

activate power inline  S2200 S2100 SS1240

inactivate power inline S2200 S2100 SS1240
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show interfaces

show interfaces

134

show interfaces gigabitethernet <IF#> [detail]l S$2200

show interfaces {fastethernet | gigabitethernet} <IF#>
S$S1240

gigabitethernet S2200 S2100
10BASE-T/100BASE-TX/1000BASE-T 1000BASE-X

{fastethernet | gigabitethernet} SS1250 SS1240

fastethernet
10BASE-T/100BASE-TX

gigabitethernet
1000BASE-T/100BASE-FX/1000BASE-X

<IF#>

detail

1 SS1250 SS1240

10BASE-T/100BASE-TX

14-1 10BASE-T/100BASE-TX
> show interfaces fastethernet 0/13

Date 20XX/11/17 11:50:46 UTC

S2100
[detail] SS1250

Port 0/13 : active up 100BASE-TX full (auto) 00ed.f201.010d
PoE status: on Class: 2 Priority: high

Time-since-last-status-change: 00:00:26

Bandwidth: 100000kbps Average out: 1Mbps Average in: 1Mbps
Peak out: 1Mbps at 11:50:46 Peak in: 1Mbps at 11:50:31

Output rate: 1.3kbps 2pps

Input rate: Obps Opps

Flow control send : off

Flow control receive: off

TPID: 8100

Frame size: 1518 Octets Interface name: fastether0/13
Description:
<Out octets/packets counters> <In octets/packets counters>
Octets : 4490 Octets :

All packets : 36 All packets

1624
16




Multicast packets
Broadcast packets
Pause packets

<Out line error counter>

Late collision
Single collision
Multiple collisions
Error frames

<In line error counters>

CRC errors
Alignment

Short frames

Long frames

<Line fault counter>
Link down

<Uplink redundants>

Switchport backup pairs

Primary Status
Port 0/13 Forwarding
>
1. summary
2.
3. /
4
5
6.
7.
2 SS1250 SS1240

10BASE-T/100BASE-TX

14-2 10BASE-T/100BASE-TX

show interfaces

3 Multicast packets 1
30 Broadcast packets 15
: 0 Pause packets 0-
0 Defer indication 0
0 Excessive deferral 0| 4
0 Excessive collisions 0
O —
0 Symbol errors 0
0 Fragments 05
0 Jabber 0
0 Error frames 0-
6
0 1
Preemption Flush 7
Secondary Status Delay Limit VLAN
Port 0/14 Blocking 30 -

> show interfaces fastethernet 0/13 detail

Date 20XX/11/17 11:50:51 UTC
Port 0/13 active up

100BASE-TX full (auto)

00ed.f201.010d

PoE status: on Class: 2 Priority: high
Time-since-last-status-change: 00:00:31

Bandwidth: 100000kbps Average out: 1Mbps Average in: 1Mbps
Peak out: 1Mbps at 11:50:50 Peak in: 1Mbps at 11:50:31
Output rate: 5.5kbps 3pps

Input rate: Obps Opps

Flow control send off

Flow control receive: off

TPID: 8100

Frame size: 1518 Octets Interface name: fastether0/13
Description:

<Out octets/packets counters

Octets :

All packets
Multicast packets
Broadcast packets
Pause packets

64 packets

65-127 packets
128-255 packets
256-511 packets
512-1023 packets

<In octets/packets counters>
5712 Octets :

44 All packets

3 Multicast packets
38 Broadcast packets
0 Pause packets

8 64 packets
25 65-127 packets

11 128-255 packets

0 256-511 packets

0 512-1023 packets

1624
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show interfaces

1024-1518 packets 0 1024-1518 packets 0
<Out line error counter> ]
Late collision : 0 Defer indication 0
Single collision 0 Excessive deferral 0| 4
Multiple collisions 0 Excessive collisions 0
Error frames 0 -
<In line error counters ]
CRC errors 0 Symbol errors 0
Alignment 0 Fragments 0|5
Short frames 0 Jabber 0
Long frames 0 Error frames 0-
<Line fault counter> ]6
Link down 0
<Uplink redundants> B
Switchport backup pairs Preemption Flush 7
Primary Status Secondary Status Delay Limit VLAN
Port 0/13 Forwarding Port 0/14 Blocking 30 - 11 -
>
1. summary
2.
3. /
4.
5.
6.
7.
1 2 SS1250 SS1240
10BASE-T/100BASE-TX
14-1 10BASE-T/100BASE-TX summary
Port<IF#>
< > active up
active down
inactive !
* inactivate
. BPDU
 UDLD
e L2
disable shutdown
schedule-power-control shutdown interface
< > 10BASE-T half 10BASE-T
10BASE-T half(auto) 10BASE-T
10BASE-T full 10BASE-T
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show interfaces

10BASE-T full(auto) 10BASE-T

100BASE-TX half 100BASE-TX
100BASE-TX half(auto) 100BASE-TX
100BASE-TX full 100BASE-TX
100BASE-TX full(auto) 100BASE-TX

active up

<MAC

> MAC

14-2

10BASE-T/100BASE-TX

POE status 2 PoE
on
off
faulty
denied
inact

Class 2 IEEE802.3af/IEEE802.3at
0 Class0(15.4W
1 Class1(4.0w)
2 Class2(7.0W)
3 Class3(15.4W)
4 Class4(30.0W)
manual
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show interfaces

2

Priority
critical
high
low
never PoE
Time-since-last-status-change
hh:mm:ss 24 hh mm ss
ddays.hh:mm:ss 24 d hh mm Ss
Over 100 days 100
Bandwidth:< >kbps "Kbps"
bandwidth
Average out:< 1 "bps"
>hps 1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit
bps MAC FCS
Average in:< 1 "bps"
>bps 1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit
bps MAC FCS
Peak out 24 out
1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit
bps MAC FCS
Peak in 24 in
1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit
bps MAC FCS
Output rate 3 1
bps pps
bps MAC FCS
Input rate 3 1
bps pps
bps MAC FCS
Flow control send 4 on
off
Flow control receive on
off
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show interfaces

TPID VLAN TagProtocollDentifier (8100
Frame size °
MAC DATA/PAD
Vol.1 14.1.3 MAC LLC

Interface name

Description:<

Description
Description

<Out octets/packets counter>

<In octets/packets counter>

<Out line error counter>

<In line error counter>

<Line fault counter>

<Uplink redundant> 8
Octets

All packets

Multicast packets

Broadcast packets

Pause packets

64 packets 64 6

65-127 packets 65 127 6
128-255 packets 128 255 6
256-511 packets 256 511 6
512-1023 packets 512 1023 6
1024-1518 packets 1024 1518 6
Late collision 512

Single collision 1

Multiple collisions 2

Defer indication

Excessive deferral

Excessive collisions

16

Error frames
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show interfaces

CRC errors FCS
Alignment FCS
7
Fragments 64
FCS
Alignment 7
Jabber
FCS
Alignment 7
Symbol errors
Short frames 7
Long frames
Error frames
Link down
Startup active port selection
primary only
Switchport Primary
backup pairs
e
Status
Forwarding
Blocking
Down
Secondary
Status
Forwarding
Blocking
Down
Preemption Delay
Limit
Flush VLAN
VLAN

1 4094 VLANID

untag VLAN

1
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show interfaces

e activate
BPDU
UDLD
L2
2 PoE
3 10000
10000 k 10000k
M
4 active up off
5 active up
6 detail
7 MAC FCS
Vol.1 14.1.3 MAC LLC
8
3

1000BASE-T/100BASE-FX/1000BASE-X

14-3 100BASE-FX/1000BASE-X
> show interfaces gigabitethernet 0/25

Date 20XX/11/17 11:50:30 UTC
Port 0/25 : active up 1000BASE-LX full(auto) 00ed.f010.0131 <1
SFP connect -
Time-since-last-status-change: 00:00:04
Bandwidth: 1000000kbps Average out: OMbps Average in: 1Mbps
Peak out: 1Mbps at 11:49:25 Peak in: 1Mbps at 11:50:28

Output rate: Obps Opps

Input rate: Obps Opps 2
Flow control send : off

Flow control receive: off

TPID: 8100

Frame size: 1518 Octets Interface name: gigaether0/25

Description: =
<Out octets/packets counters <In octets/packets counters> -]
Octets : 332 Octets : 5696
All packets : 5 All packets : 89| 3
Multicast packets 3 Multicast packets : 89
Broadcast packets 2 Broadcast packets : 0
Pause packets : 0 Pause packets : 0-
<In line error counters ]
CRC errors 0 Symbol errors : 0
Fragments 0 Short frames : 0|5
Jabber 0 Long frames : 0
Error frames : 0 -
<Line fault counters ] 6
Link down : 2
<Uplink redundants> B
Switchport backup pairs Preemption Flush 7
Primary Status Secondary Status Delay Limit VLAN

Port 0/25 Blocking Port 0/3 Forwarding 60 54 10 -
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show interfaces
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14-4

1000BASE-T

> show interfaces gigabitethernet 0/26

Date 20XX/11/17 13:13:17 UTC

Port 0/26 : active up 1000BASE-T full (auto) 00ed.f010.0132 <1
Time-since-last-status-change: 00:00:10 -]
Bandwidth: 1000000kbps Average out: OMbps Average in: 1Mbps
Peak out: OMbps at 00:00:00 Peak in: 1Mbps at 13:13:16
Output rate: Obps Opps
Input rate: 501bps lpps 2
Flow control send : off
Flow control receive: off
TPID: 8100
Frame size: 1518 Octets Interface name: gigaether0/26
Description: =

<Out octets/packets counters <In octets/packets counters =
Octets 0 Octets : 153152
All packets 0 All packets : 23931 3
Multicast packets 0 Multicast packets : 2393
Broadcast packets 0 Broadcast packets 0
Pause packets : 0 Pause packets 0-
<Out line error counter> =
Late collision 0 Defer indication 0
Single collision 0 Excessive deferral 0| 4
Multiple collisions 0 Excessive collisions 0
Error frames : 0 -
<In line error counters -]
CRC errors 0 Symbol errors 0
Alignment 0 Fragments 0|5
Short frames 0 Jabber 0
Long frames 0 Error frames 0-

\Y

No aprwdh PR

<Line fault counter>
Link down : 1
<Uplink redundants>

Switchport backup pairs Preemption Flush
Primary Status Secondary Status Delay Limit VLAN
Port 0/26 Blocking Port 0/10 Forwarding 100 88 -

summary



4

100BASE-FX/1000BASE-X

14-5

100BASE-FX/1000BASE-X

> show interfaces gigabitethernet 0/25 detail

Date 20XX/11/17 11:50:43 UTC

Port 0/25

o0k wN PR

show interfaces

active up 1000BASE-LX full (auto) 00ed.f£010.0131 <1

SFP connect -
Time-since-last-status-change: 00:00:17

Bandwidth: 1000000kbps Average out: OMbps Average in: 1Mbps

Peak out: 1Mbps at 11:49:25 Peak in: 1Mbps at 11:50:42

Output rate: Obps Opps

Input rate: 501bps lpps 2
Flow control send off

Flow control receive: off

TPID: 8100

Frame size: 1518 Octets Interface name: gigaether0/25

Description: -
<Out octets/packets counters <In octets/packets counters B
Octets : 332 Octets : 6144
All packets 5 All packets 96
Multicast packets 3 Multicast packets 96
Broadcast packets 2 Broadcast packets 0
Pause packets 0 Pause packets 0
64 packets 2 64 packets 96| 3
65-127 packets 3 65-127 packets 0
128-255 packets 0 128-255 packets 0
256-511 packets 0 256-511 packets 0
512-1023 packets 0 512-1023 packets 0
1024-1518 packets 0 1024-1518 packets 0-
<In line error counters ]
CRC errors 0 Symbol errors 0
Fragments 0 Short frames 0] 4
Jabber 0 Long frames 0
Error frames 0 -
<Line fault counter> ] 5
Link down 2
<Uplink redundants> B
Switchport backup pairs Preemption Flush 6
Primary Status Secondary Status Delay Limit VLAN

Port 0/25 Blocking Port 0/3 Forwarding 60 41 10 -
summary
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show interfaces

3 4

1000BASE-T/100BASE-FX/1000BASE-X

14-3 1000BASE-T/100BASE-FX/1000BASE-X  summary

Port<IF#>
< > active up
active down
inactive 1
¢ inactivate
. BPDU
e UDLD
e L2
disable
schedule-power-control shutdown interface
< > 1000BASE-T full(auto) 1000BASE-T
100BASE-FX full SS1250 100BASE-FX
100BASE-FX

100BASE-FX full(auto) SS1250

1000BASE-LX full

1000BASE-LX

1000BASE-SX full

1000BASE-SX

1000BASE-SX2 full

1000BASE-SX2

1000BASE-LH full

1000BASE-LH

1000BASE-LX full(auto)

1000BASE-LX

1000BASE-SX full(auto)

1000BASE-SX

1000BASE-SX2 full(auto)

1000BASE-SX2

1000BASE-LH full(auto)

1000BASE-LH

1000BASE-BX10-D full

1000BASE-BX-D 10km

1000BASE-BX10-U full

1000BASE-BX-U 10km

1000BASE-BX40-D full

1000BASE-BX-D 40km

1000BASE-BX40-U full

1000BASE-BX- 40km
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show interfaces

1000BASE-BX10-D full(auto) 1000BASE-BX-D 10km
1000BASE-BX10-U full(auto) 1000BASE-BX-U 10km
1000BASE-BX40-D full(auto) 1000BASE-BX-D 40km
1000BASE-BX40-U full(auto) 1000BASE-BX-U 40km

. active up

¢ media-type SFP SFP connect

<MAC > MAC

< SFP SFP
>

< connect

not connect

not support

14-4 1000BASE-T/100BASE-FX/1000BASE-X

Time-since-last-status-change

hh:mm:ss 24 hh mm Ss
ddays.hh:mm:ss 24 d hh mm Ss
Over 100 days 100
Bandwidth:< >kbps "kbps"
bandwidth
Average out:< 1 "bps"
>bps 1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit
bps MAC FCS
Average in:< 1 "bps"
>bps 1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit
bps MAC FCS

145



show interfaces

Peak out 24 out
1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit

bps MAC FCS

Peak in 24 in
1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit

bps MAC FCS
Output rate 3 1
bps pps
bps MAC FCS
Input rate 3 1
bps pps
bps MAC FCS
Flow control send 4 on
off
Flow control receive * on
off
TPID VLAN TagProtocoll Dentifier 8100
Frame size °
MAC DATA/PAD
Vol.1 14.1.3 MAC LLC
Interface name
Description:< > Description
Description

<Qut octets/packets counter>

<In octets/packets counter>

<Out line error counter>

<In line error counter>

<Line fault counter>

<Uplink redundant>

Octets

All packets

Multicast packets

Broadcast packets

Pause packets
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show interfaces

64 packets 64 6
65-127 packets 65 127 6
128-255 packets 128 255 6
256-511 packets 256 511 6
512-1023 packets 512 1023 6
1024-1518 packets 1024 1518

6
Late collision 512
Single collision 1
Multiple collisions 2

Defer indication

Excessive deferral

Excessive collisions

(16

Error frames

CRC errors

FCS

Alignment

FCS

Symbol errors

Fragments

Alignment

FCS

64

Jabber

Alignment

FCS

Short frames

Long frames

Error frames

Link down

Startup active port selection

primary only
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show interfaces

Switchport Primary
backup pairs

g

Status
Forwarding
Blocking
Down
Secondary
Status
Forwarding
Blocking
Down
Preemption Delay
Limit
Flush VLAN
VLAN
1 4094 VLANID
untag VLAN
1 inactive
e activate
BPDU
UDLD
L2
2
3 10000
10000 k 10000k
M
4 active up off
5 active up
6 detail
7 1000BASE-T
8 MAC FCS
Vol.1 14.1.3 MAC LLC
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show interfaces

clear counters

show switchport backup
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clear counters

clear counters

150

clear counters [ gigabitethernet <IF#> ] S2200 S2100
clear counters [{fastethernet <IF#> | gigabitethernet <IF#>}] SS1250

gigabitethernet S2200 S2100
10BASE-T/100BASE-TX/1000BASE-T 1000BASE-X
{fastethernet <IF#> | gigabitethernet <IF#>} SS1250 SS1240

fastethernet
10BASE-T/100BASE-TX

gigabitethernet
1000BASE-T/100BASE-FX/1000BASE-X

<IF#>

. 0 SNMP MIB 0

* show interfaces 0

 clear counters show port statistics / show channel-group statistics port

§$S1240



clear counters
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show port

show port

show port {[<Port# list>] | protocol [<Port# list>] | statistics [<Port# list>]
[{up | down}] [discard] | transceiver [<Port# list>]}

[<Port# list>] | protocol [<Port# list>] | statistics [<Port# list>] [{up | down}] [discard] | transceiver
[<Port# list>]

<Port# list>
<Port#
list>

protocol

statistics

{up | down}
up

up
down

up

discard

transceiver

media-type rj45 100BASE-FX/1000BASE-X SFP
SS1250 SS1240
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14-6

> show port

show port

Date 20XX/10/29 11:33:29 UTC
Port Counts: 26
Port Name Status Speed Duplex FCtl FrLen ChGr/Status
0/1 fastether0/1 up 100BASE-TX full (auto) off 9234 - /-
0/2 fastether0/2 down - - - - /-
0/3 fastether0/3 down - - - -
0/4 fastether0/4 down - - - - /-
0/5 fastether0/5 up 100BASE-TX full (auto) off 9234 - /-
0/6 fastether0/6 down - - - - /-
0/7 fastether0/7 down - - - -
0/8 fastether0/8 down - - - - /-
0/9 fastether0/9 down - - - -
0/10 fastether0/10 down - - - - /-
0/11 fastether0/11 up 100BASE-TX full (auto) off 9234 - /-
0/12 fastether0/12 down - - - - /-
0/13 fastether0/13 down - - - -
0/14 fastether0/14 down - - - - /-
0/15 fastether0/15 down - - - -
0/16 fastether0/16 down - - - - /-
0/17 fastether0/17 down - - - - 8/up
0/18 fastether0/18 down - - - - 8/up
0/19 fastether0/19 down - - - - 8/up
0/20 fastether0/20 down - - - - 8/up
0/21 fastether0/21 down - - - - 8/up
0/22 fastether0/22 down - - - - 8/up
0/23 fastether0/23 down - - - - 8/up
0/24 fastether0/24 up 100BASE-TX full (auto) off 9234 8/up
0/25 gigaether0/25 up 1000BASE-T full (auto) off 9234 -/-
0/26 gigaether0/26 down - - - - /-
>
1
14-5
Port Counts
Port
Name
Status up
down
inact 1
inactivate
BPDU
UDLD
L2
dis shutdown

schedule-power-control shutdown interface
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show port

Speed 10BASE-T 10BASE-T
100BASE-TX 100BASE-TX
1000BASE-T 1000BASE-T
100BASE-FX 100BASE-FX SS1250
1000BASE-LX 1000BASE-LX
1000BASE-SX 1000BASE-SX
1000BASE-SX2 1000BASE-SX2
1000BASE-LH 1000BASE-LH
1000BASE-BX10-D 1000BASE-BX10-D
1000BASE-BX10-U 1000BASE-BX10-U
1000BASE-BX40-D 1000BASE-BX40-D
1000BASE-BX40-U 1000BASE-BX40-U
- Speed Status  up
Duplex / full
full(auto)
half
half(auto)
- Duplex Status up
FCtl on
off
- Status up
FrLen
- Status up
ChGr /Status
1 8
up
down
dis disable
-/-
1 inact
¢ activate
BPDU
ubDLD
L2
2 100BASE-FX full(auto)
2
14-7
> show port protocol
Date 20XX/10/29 11:33:37 UTC
Port Counts: 26
Port Name Type VLAN STP QoS Filter MACTbl Ext.
0/1 fastether0o/1 Trunk 8 0 0(0) 0(0) 1 - - -
0/2 fastether0/2 Access 1 0 0(0) 0(0) 0 - - -
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show port

0/3 fastether0/3 Access 1 0 0(0) 0(0) 0 - - - -
0/4 fastether0/4 Access 1 0 0(0) 0(0) 0 - - - -
0/5 fastether0/5 Access 1 0 0(0) 0(0) 1 - - -
0/6 fastether0/6 Access 1 0 0(0) 0(0) 0 - - - -
0/7 fastether0/7 Access 1 0 0(0) 0(0) 0 - - - -
0/8 fastether0/8 Access 1 0 0(0) 0(0) 0 - - - -
0/9 fastether0/9 Access 1 0 0(0) 0(0) 0 - - - -
0/10 fastether0/10 Access 1 0 0(0) 0(0) 0 - - - -
0/11 fastether0/11 MAC 6 0 0(0) 0(0) 0 - - - -
0/12 fastether0/12 Access 0 0 0(0) 0(0) 0 - - - -
0/13 fastether0/13 Access 1 0 0(0) 0(0) 0 - - - -
0/14 fastether0/14 Access 1 0 0(0) 0(0) 0 - - - -
0/15 fastether0/15 Access 1 0 0(0) 0(0) 0 - - - -
0/16 fastether0/16 Access 1 0 0(0) 0(0) 0 - - - -
0/17 fastether0/17 Trunk 10 0 0(0) 0(0) 3 - - - A
0/18 fastether0/18 Trunk 10 0 0(0) 0(0) 3 - - - A
0/19 fastether0/19 Trunk 10 0 0(0) 0(0) 3 - - - A
0/20 fastether0/20 Trunk 10 0 0(0) 0(0) 3 - - - A
0/21 fastether0/21 Trunk 10 0 0(0) 0(0) 3 - - LA
0/22 fastether0/22 Trunk 10 0 0(0) 0(0) 3 - - L A
0/23 fastether0/23 Trunk 10 0 0(0) 0(0) 3 - - LA
0/24 fastether0/24 Trunk 10 0 0(0) 0(0) 3 - - L A
0/25 gigaether0/25 Trunk 10 0 0(0) 0(0) 9 - - - A
0/26 gigaether0/26 Access 1 0 0(0) 0(0) 0 - - - -
I: Isolation setting S: Storm control setting
L: LLDP setting A: Ring Protocol setting
>
2
14-6
Port Counts
Port
Name
Type Protocol
Trunk
Access
MAC MAC
VLAN VLAN VLAN VLAN
suspend VLAN
STP single 1
pvst+ pvst+ VLAN
mstp
single  pvst+ pvst+ VLAN  +1
QoS QoS QoS
VLAN QoS
VLAN
QoS
Filter
VLAN

VLAN
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show port

MACTDbI MAC MAC
Ext. |
S
L LLDP
A Ring Protocol
3
14-8
> show port statistics
Date 20XX/10/29 11:33:48 UTC
Port Counts: 26
Port Name Status T/R All packets Multicast Broadcast Discard
0/1 fastethero0/1 up Tx 5524886868 18456 5524868306 0
Rx 6433 6334 99 0
0/2 fastether0/2 down Tx 0 0 0 0
Rx 0 0 0 0
0/3 fastether0/3 down Tx 0 0 0 0
Rx 0 0 0 0
0/4 fastether0/4 down Tx 0 0 0 0
Rx 0 0 0 0
0/5 fastether0/5 up Tx 18392 4458 178 0
Rx 19172 25 1271 0
0/6 fastether0/6 down Tx 0 0 0 0
Rx 0 0 0 0
0/7 fastether0/7 down Tx 0 0 0 0
Rx 0 0 0 0
0/8 fastether0/8 down Tx 0 0 0 0
Rx 0 0 0 0
0/9 fastether0/9 down Tx 0 0 0 0
Rx 0 0 0 0
0/10 fastether0/10 down Tx 0 0 0 0
Rx 0 0 0 0
0/11 fastethero0/11 up Tx 5524863989 2914 5524861075 0
Rx 106 5 101 0
0/12 fastether0/12 down Tx 0 0 0 0
Rx 0 0 0 0
0/13 fastether0/13 down Tx 0 0 0 0
Rx 0 0 0 0
0/14 fastether0/14 down Tx 218 78 0 0
Rx 1398 0 0 0
0/15 fastether0/15 down Tx 0 0 0 0
Rx 0 0 0 0
0/16 fastether0/16 down Tx 0 0 0 0
Rx 0 0 0 0
0/17 fastether0/17 down Tx 0 0 0 0
Rx 0 0 0 0
0/18 fastether0/18 down Tx 0 0 0 0
Rx 0 0 0 0
0/19 fastether0/19 down Tx 0 0 0 0
Rx 0 0 0 0
0/20 fastether0/20 down Tx 0 0 0 0
Rx 0 0 0 0
0/21 fastether0/21 down Tx 0 0 0 0
Rx 0 0 0 0
0/22 fastether0/22 down Tx 0 0 0 0
Rx 0 0 0 0
0/23 fastether0/23 down Tx 0 0 0 0
Rx 0 0 0 0
0/24 fastether0/24 up Tx 5451984880 362173 5451618446 0
Rx 73280899 369947 72907951 0
0/25 gigaether0/25 up Tx 411494 350329 39604 0
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show port

Rx 10895153398 346285 10894781342 0
0/26 gigaether0/26 down T 0 0 0 0
Rx 0 0 0 0
>
3
14-7
Port Counts
Port
Name
Status up
down
inact
inactivate
BPDU
uDLD
L2
dis shutdown
schedule-power-control shutdown interface
T/IR / Tx
Rx
All packets
Multicast
Broadcast
Discard
inact
* activate
BPDU
ubDLD
L2
4
14-9
> show port transceiver
Date 20XX/09/20 13:10:17 UTC
Port Counts: 2
Port: 0/25 Status: connect Type: SFP Speed: 1000BASE-SX
Vendor name: FINISAR CORP. Vendor SN UA12BX3
Vendor PN FTLF8519P2BNL Vendor rev: A
Tx power -4 .5dBm Rx power -5.3dBm
Port: 0/26 Status: not connect Type: SFP Speed: -
Vendor name: - Vendor SN : -
Vendor PN : - Vendor rev: -
Tx power I Rx power : -
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show port

4
14-8
Port Counts
Port
Status connect
not connect
not support
Type SFP SFP
Speed 100BASE-FX 100BASE-FX SS1250
1000BASE-SX 1000BASE-SX
1000BASE-SX2 1000BASE-SX2
1000BASE-LX 1000BASE-LX
1000BASE-LH 1000BASE-LH
1000BASE-BX10-D 1000BASE-BX10-D
1000BASE-BX10-U 1000BASE-BX10-U
1000BASE-BX40-D 1000BASE-BX40-D
1000BASE-BX40-U 1000BASE-BX40-U
Vendor name 2
Vendor SN
Vendor PN
Vendor rev
Tx Power dBm 2
Rx Power dBm 2
l -
2 connect not support
3 -40dBm  +8.2dBm
4
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14-9

show port

Late collision
Excessive collisions
Excessive deferral

CRC errors
Alignment
Fragments
Jabber
Symbol errors
Short frames
Long frames

e clear counters
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activate

activate

inactivate inactive active

activate gigabitethernet <IF#> S2200 S2100
activate {fastethernet <IF#> | gigabitethernet <IF#>} SS1250 SS81240

gigabitethernet S2200 S2100
10BASE-T/100BASE-TX/1000BASE-T 1000BASE-X

{fastethernet <IF#> | gigabitethernet <IF#>} SS1250 SS1240

fastethernet
10BASE-T/100BASE-TX

gigabitethernet
1000BASE-T/100BASE-FX/1000BASE-X

<IF#>

14-10 0/1 active

> activate fastethernet 0/1

14-10 activate

<IF#> is already active. active

<|F#>

<IF#> is disabled. disable

<IF#>

Can't execute.
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activate
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inactivate

inactivate

active inactive

inactivate gigabitethernet <IF#> S2200 S2100
inactivate {fastethernet <IF#> | gigabitethernet <IF#>} SS1250 SS1240

gigabitethernet S2200 S2100
10BASE-T/100BASE-TX/1000BASE-T 1000BASE-X

{fastethernet <IF#> | gigabitethernet <IF#>} SS1250 SS1240

fastethernet
10BASE-T/100BASE-TX

gigabitethernet
1000BASE-T/100BASE-FX/1000BASE-X

<IF#>

14-11 0/1  inactive

> inactivate fastethernet 0/1

14-11 inactivate

<IF#> is already inactive. inactive

<IF#>

<IF#> is disabled. disable

<|F#>

Can't execute.
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inactivate

inactive
inactive active activate
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show power inline S2200 S2100 SS1240

show power inline S2200 S2100 SS1240

PoE PoE

show power inline [<Port# list>] [{on | off | faulty | denied | inact}] [{critical
| high | low | never}]

<Port# list>
PoE <Port# list> 0/1
0/24

PoE PoE

{on | off | faulty | denied | inact}
on
(on)
off
(off)

faulty
(faulty))

denied
(denied))

inact
( (inact))

{critical | high | low | never}
critical
(critical)
high
(high)
low
(low)

never
PoE (never
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14-12 PoE

PoE

1

show power inline S2200 S2100 SS1240

PoE

S2200

> show power inline
Please wait a little.

Date 20XX/07/03 20:46:

System Wattage
Priority Control

Threshold (W)

Total Allocate (W)
Total Power (W)

Port Counts

'Class Alloc (mW) Power (mW) Vol (V

06 UTC
370.0
enable

< 0/1-4> <0/5-24>

240.0 130.0

240.0 60.8

210.3 2.0
24

Port Status Priority ) Cur (mA) Description
0/1 on low manual 60000 54400 53.6 1014
0/2 on high manual 60000 48600 53.7 900
0/3 on critical manual 60000 51200 53.9 949
0/4 on high manual 60000 56100 53.9 1047
0/5 on critical manual 30000 700 53.9 14
0/6 on low 0 15400 700 53.9 14
0/7 off high - 0 0 0.0 0
0/8 off high - 0 0 0.0 0
0/9 off high - 0 0 0.0 0
0/10 off high - 0 0 0.0 0
0/11 off high - 0 0 0.0 0
0/12 off high - 0 0 0.0 0
0/13 off high - 0 0 0.0 0
0/14 off high - 0 0 0.0 0
0/15 off high - 0 0 0.0 0
0/16 off high - 0 0 0.0 0
0/17 off high - 0 0 0.0 0
0/18 off high - 0 0 0.0 0
0/19 off high - 0 0 0.0 0
0/20 off high - 0 0 0.0 0
0/21 off high - 0 0 0.0 0
0/22 off high - 0 0 0.0 0
0/23 off high - 0 0 0.0 0
0/24 on high 15400 600 53.8 13
>
1
14-12
System Wattage 370.0
Priority Control enable
disable
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show power inline S2200 S2100 SS1240

14-13

Threshold(W

1 <0/1-4>
power inline system-allocation limit
61.6W
power inline system-allocation limit
threshold
2 <0/5-24>
e 370.0W " 1 <Threshold>"

Total Allocate(W)

power inline allocation auto
ClassO 15.4W

Classl 4.0W
Class2 7.0W
Class3 15.4W
Class4 30.0W
power inline allocation limit
threshold
Total Power(W)
Port Counts
Port
Status PoE
on
off
faulty
denied
inact
Priority
critical
high
low
never
PoE
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show power inline  S2200

§2100 SS1240

Class Class
0 IEEE802.3af Class0(15.4W)
1 IEEE802.3af Class1(4.0wW)
2 |EEE802.3af Class2(7.0W)
3 IEEES802.3af Class3(15.4W)
4 |EEE802.3at Class4(30.0W)
manual

Alloc(mW)

Power(mWw)

Vol (V)

Cur(mA)

Description Description

2 S2100 SS1240

14-13 PoE

> show power inline
Please wait a little.

Date 20XX/05/22 20:41
System Wattage
Threshold (W)

Total Allocate (W)
Total Power (W)
Priority Control

Port Counts

Date 20XX/11/07 14:18
System Wattage:
Threshold (W)

Total Allocate (W)
Total Power (W)
Priority Control

Port Counts

Port Status Priority

0/1 on high

0/2 on high

0/3 on high

0/4 inact high

0/5 on critical
0/6 off high

0/7 off never
0/8 on high

0/9 on low

0/10 off high
0/11 on critical

0/12 off high
0/13 off high
0/14 on high
0/15 off low

0/16 off high
0/17 off high
0/18 off never

:27 UTC
370.
370.
116.

19.
enable
24

P O O O

:40 UTC

370.0
146 .6
87.1
enable
24
Class

[ e NeNe]

[ R VO |

manual

Alloc (mW)

15400
15400
15400
0
30000
0

0
15400
4000
0
30000
0

0
7000
0

[eNeoNe]

Power (mW) Vol (V)
5400 51.3
5200 51.1
5100 50.9

0 0.0
25900 50.9
0 0.0

0 0.0
12400 50.9
2100 51.0
0 0.0
18000 51.1
0 0.0

0 0.0
5900 51.0
0 0.0

0 0.0

0 0.0

0 0.0

M|

Cur (mA)
107

102

101

0

510

Description
IPphone (1001
IPphone (1002
IPphone (1003
IPphone (1004
PRINTER

)
)
)
)

wirelessAP
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show power inline S2200 S2100 SS1240

0/19 off high 0 0 0.0 0
0/20 on high 7000 3800 51.1 76
0/21 off high 0 0 0.0 0
0/22 off high 0 0 0.0 0
0/23 on high 7000 3300 50.9 66
0/24 off high 0 0 0.0 0
>
1. 1P8800/S2100
2. 1P8800/SS51240
2 SS1240
14-14
System Wattage 370.0 S2100
SS1240
Threshold(W
Total Allocate(W) PoE PoE
power inline allocation auto
ClassO 15.4W
Classl 4.0W
Class2 7.0W
Class3 15.4W
Class4 30.0W
power inline allocation limit
threshold
Total Power(W)
Priority Control enable
disable
14-15 PoE
Port Counts
Port
Status PoE
on
off
faulty
denied
inact
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show power inline S2200 S2100

851240

Priority
critical
high
low

never PoE

Class Class
0 |EEE802.3af Class0(15.4W)
1 IEEE802.3af Class1(4.0wW)
2 |EEE802.3af Class2(7.0W)
3 |EEE802.3af Class3(15.4W)
4 |EEE802.3at Class4(30.0W)
manual

Alloc(mW)

Power(mw)

Vol (V)

Cur(mA)

Description Description

14-16 show power inline

Can't execute.

This model does not support PoE. PoE

There is no information. ( power inline)

» Total Allocate Power
Power 1 24

Power 370W

Total Allocate

Total Allocate

S$2200
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activate power inline  S2200 S2100 SS1240

activate power inline S2200 S2100 SS1240

activate power inline gigabitethernet <IF#> S2200 S2100
activate power inline fastethernet <IF#> SS1240

gigabitethernet S2200 S2100
10BASE-T/100BASE-TX/1000BASE-T

fastethernet SS1240
10BASE-T/100BASE-TX

<IF#>
0/1 0/24
14-14
> activate power inline fastethernet 0/5
14-17 activate power inline
This model does not support PoE. PoE PoE
<IF#> is disabled.
<|F#>
. power inline never
. shutdown / no shutdown

shutdown / no shutdown
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inactivate power inline S2200 S2100 SS1240

inactivate power inline S2200 S2100 SS1240

inactivate power inline gigabitethernet <IF#> S2200 S2100
inactivate power inline fastethernet <IF#> SS1240

gigabitethernet S2200 S2100
10BASE-T/100BASE-TX/1000BASE-T

fastethernet SS1240
10BASE-T/100BASE-TX

<IF#>
0/1 0/24
14-15
> inactivate power inline fastethernet 0/5
14-18 inactivate power inline
This model does not support PoE. PoE PoE
<IF#> is disabled.
<|F#>
J shutdown / no shutdown

shutdown / no shutdown
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inactivate power inline  S2200 S2100 SS1240
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show channel-group

show channel-group statistics

clear channel-group statistics lacp
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show channel-group

show channel-group

show channel-group [{[[channel-group-number] <Channel group# list>]
[summary] }]

{[[channel-group-number] <Channel group# list>] [detail] | summary}

channel-group-number <Channel group# list>

<Channel group# list>

detail

summary
summary

15-1
> show channel-group

Date 20XX/11/13 10:54:15 UTC
ChGr: 1 Mode: static

CH Status : Up Elapsed Time: 00:18:45
Max Active Port: 4
MAC address : 00ed.f£031.0114 VLAN ID: 4000-4050
Port Information
0/20 Up State: Distributing
0/21 TUp State: Distributing
0/22 Up State: Distributing
0/23 TUp State: Distributing
ChGr: 8 Mode: LACP
CH Status : Up Elapsed Time: 00:00:06
Max Active Port: 8
MAC address : 00ed.f031.0101 VLAN ID: 100
Actor System : Priority: 128 MAC: 00ed.f031.0001 Key: 8
Partner System : Priority: 128 MAC: 0012.e214.ff99 Key: 8
Port Information
0/1 Up State: Distributing
0/2 Up State: Distributing
0/3 Up State: Distributing
0/4 Up State: Distributing

0/5 Down State: Detached
0/6 Down State: Detached
0/7 Down State: Detached
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show channel-group

0/8 Down State: Detached
Uplink redundant

Switchport backup pairs Preemption Flush
Primary Status Secondary Status Delay Limit VLAN
ChGr 8 Blocking Port 0/24 Forwarding 60 53 -
>
15-2

> show channel-group 8

Date 20XX/11/13 10:54:25 UTC
ChGr: 8 Mode: LACP

CH Status : Up Elapsed Time: 00:00:16
Max Active Port: 8
MAC address : 00ed.£031.0101 VLAN ID: 100
Actor System : Priority: 128 MAC: 00ed.f031.0001 Key: 8
Partner System : Priority: 128 MAC: 0012.e214.ff99 Key: 8
Port Information

0/1 Up State: Distributing

0/2 Up State: Distributing

0/3 Up State: Distributing

0/4 Up State: Distributing

0/5 Down State: Detached

0/6 Down State: Detached

0/7 Down State: Detached

0/8 Down State: Detached
Uplink redundant

Switchport backup pairs Preemption Flush
Primary Status Secondary Status Delay Limit VLAN
ChGr 8 Blocking Port 0/24 Forwarding 60 43 -
>
1
15-1
ChGr
Mode LACP LACP
Static
CH Status Up
Down
Disabled
Elapsed Time Up hh:mm:ss 24
ddd.hh:mm:ss 24
Over 1000 days 1000
Up
Max Active Port 1 8
(link-down mode)
(no-link-down mode)
Description
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show channel-group

MAC address MAC MAC
MAC
Up
VLAN ID VLAN ID
VLAN ID
Periodic Timer LACPDU LACP
Short 1
Long 30
Actor System
LACP
Priority LACP 1D
1 65535 1
MAC MAC LACP ID MAC
Key
0 65535
Partner System
LACP
LACP
Priority LACP ID
1 65535 1
MAC MAC MAC
Key 0 65535
Port Information
<IF#>
Up
Down
State Detached
Attached
Collecting
Distributing
Down *”Detached””

Uplink redundant

Startup active port selection

primary only
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show channel-group

Switchport Primary
backup pairs

e

Status Forwarding
Blocking
Down
Secondary
Status Forwarding
Blocking
Down
Preemption Delay
Limit nn
Flush VLAN 1 4094 VLANID
VLAN untag VLAN
1
2
15-3
> show channel-group detail
Date 20XX/11/13 10:54:50 UTC
ChGr: 1 Mode: static
CH Status : Up Elapsed Time: 00:19:21
Max Active Port: 4
MAC address : 00ed.f031.0114 VLAN ID: 4000-4050
Port Information
Port: 0/20 Up
State: Distributing Speed: 100M Duplex: Full
Port: 0/21 Up
State: Distributing Speed: 100M Duplex: Full
Port: 0/22 Up
State: Distributing Speed: 100M Duplex: Full
Port: 0/23 Up
State: Distributing Speed: 100M Duplex: Full
ChGr: 8 Mode: LACP
CH Status : Up Elapsed Time: 00:00:42
Max Active Port: 8
MAC address : 00ed.f031.0101 VLAN ID: 100
Actor System Priority: 128 MAC: 00ed.f031.0001 Key: 8
Partner System : Priority: 128 MAC: 0012.e214.ff99 Key: 8
Port Information
Port: 0/1 Up
State: Distributing Speed: 100M Duplex: Full
Actor Port Priority: 128
Partner System: Priority: 128 MAC: 0012.e214.ff99 Key: 8
Partner Port Priority: 128 Number: 22
Port: 0/2 Up
State: Distributing Speed: 100M Duplex: Full
Actor Port Priority: 128
Partner System: Priority: 128 MAC: 0012.e214.ff99 Key: 8
Partner Port Priority: 128 Number: 21
Port: 0/3 Up
State: Distributing Speed: 100M Duplex: Full
Actor Port Priority: 128
Partner System: Priority: 128 MAC: 0012.e214.ff99 Key: 8

Partner Port
Port: 0/4 Up

Priority: 128

Number :

24
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show channel-group

State: Distributing Speed:

Actor Port
Partner System:

Partner Port
Port: 0/5 Down
State: Detached
Actor Port
Port: 0/6 Down
State: Detached
Actor Port
Port: 0/7 Down
State: Detached
Actor Port
Port: 0/8 Down
State: Detached
Actor Port

Uplink redundant
Switchport back
Primary Stat
ChGr 8 Bloc

15-4
> show channel-grou

Date 20XX/11/13 10:
ChGr: 8 Mode: LAC
CH Status :
Max Active Port:
MAC address
Actor System
Partner System
Port Information
Port: 0/1 Up
State: Distribu
Actor Port
Partner System:
Partner Port
Port: 0/2 Up
State: Distribu
Actor Port
Partner System:
Partner Port
Port: 0/3 Up
State: Distribu
Actor Port
Partner System:
Partner Port
Port: 0/4 Up
State: Distribu
Actor Port
Partner System:
Partner Port
Port: 0/5 Down
State: Detached
Actor Port
Port: 0/6 Down
State: Detached
Actor Port
Port: 0/7 Down
State: Detached
Actor Port
Port: 0/8 Down
State: Detached
Actor Port
Uplink redundant
Switchport back
Primary Stat
ChGr 8 Bloc
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100M Duplex: Full
Priority: 128
Priority: 128 MAC: 0012.e214.f£f99 Key:
Priority: 128 Number: 23
Speed: - Duplex: -
Priority: 128
Speed: - Duplex: -
Priority: 128
Speed: - Duplex: -
Priority: 128
Speed: - Duplex: -
Priority: 128
up pairs Preemption
us Secondary Status Delay Limit
king Port 0/24 Forwarding 60 15
p 8 detail
55:01 UTC
P
Up Elapsed Time: 00:00:52
8
00ed.f031.0101 VLAN ID: 100
Priority: 128 MAC: 00ed.f£031.0001 Key:
Priority: 128 MAC: 0012.e214.ff99 Key:
ting Speed: 100M Duplex: Full
Priority: 128
Priority: 128 MAC: 0012.e214.f£f99 Key:
Priority: 128 Number: 22
ting Speed: 100M Duplex: Full
Priority: 128
Priority: 128 MAC: 0012.e214.ff99 Key:
Priority: 128 Number: 21
ting Speed: 100M Duplex: Full
Priority: 128
Priority: 128 MAC: 0012.e214.f£f99 Key:
Priority: 128 Number: 24
ting Speed: 100M Duplex: Full
Priority: 128
Priority: 128 MAC: 0012.e214.ff99 Key:
Priority: 128 Number: 23
Speed: - Duplex: -
Priority: 128
Speed: - Duplex: -
Priority: 128
Speed: - Duplex: -
Priority: 128
Speed: - Duplex: -
Priority: 128
up pairs Preemption
us Secondary Status Delay Limit
king Port 0/24 Forwarding 60 5

Flush

VLAN

Flush

VLAN



show channel-group

15-2
ChGr
Mode LACP LACP
Static
CH Status Up
Down
Disabled
Elapsed Time Up hh:mm:ss 24
ddd.hh:mm:ss 24
Over 1000 days 1000
Up
Max Active Port 1 8
(link-down mode)
(no-link-down mode)
Description
MAC address MAC MAC
MAC
Up -
VLAN ID VLAN ID
VLAN ID
Periodic Timer LACPDU LACP
Short 1
Long 30
Actor System
LACP
Priority LACP ID
1 65535 1
MAC MAC LACP ID MAC
Key
0 65535
Partner System
LACP
LACP -
Priority LACP ID
1 65535 1
MAC MAC MAC
Key 0 65535
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show channel-group

Port Information

<IF#>

Up

Down

State Detached Down
Attached
Collecting
Distributing

Down >”Detached””

Speed 10M 10M bit/s
100M 100M bit/s
1G 1G bit/s
Down i

Duplex Duplex Full
Half
Down 77

Priority 0 65535 0

Actor Port LACP

Priority 0 65535 0

Partner System LACP

Priority LACP ID
1 65535 1

MAC MAC

Key 0 65535

Partner Port LACP

Priority 0 65535 0

Number

Uplink redundant 1!

Startup active port selection primary only
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show channel-group

Switchport Primary T
backup pairs
Status Forwarding
Blocking
Down
Secondary
Status Forwarding
Blocking
Down
Preemption Delay
Limit
Flush VLAN 1 4094 VLAN ID
VLAN untag VLAN
1
3
15-5

> show channel-group summary

Date 20XX/11/13 10:54:44 UTC
ChGr CH Status Port

1 Up 0/20-23
8 Up 0/1-8
>
3
15-3
ChGr
CH Status Up
Down
Disabled
Port
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show channel-group

15-4 show channel-group

There is no information. ( channel-group ) channel-group

show switchport backup
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show channel-group statistics

show channel-group statistics

show channel-group statistics [lacp]

lacp

<Channel group# list>

15-6

<Channel group# list>

LACPDU

> show channel-group statistics

Date 20XX/11/13 10:54:32 UTC
channel-group counts:

ChGr: 1

Total:

Port:

Port:

Port:

Port:

ChGr: 8

Total:

Port:

Port:

(Up)

0/20

0/21

0/22

0/23

(Up)

0/1

0/2

Octets
Frames
Discards
Octets
Frames
Discards
Octets
Frames
Discards
Octets
Frames
Discards
Octets
Frames
Discards

Octets
Frames
Discards
Octets
Frames
Discards
Octets
Frames
Discards

2

Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:

Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:
Tx:

[<Channel group# list>]

37208
575

11928
180

8512
133

8256
129

8512
133
28864
285

5568
44

4992
39

Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:

Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:

2038024
28306

0

22032
306

0
1924192
26725

0

91800
1275

0

0
0
0

59008
744

0
6144
53

0
4992
39

0

183



show channel-group statistics

Port: 0/3 Octets TX: 5376 Rx: 40960
Frames Tx: 42 Rx: 597
Discards Tx: 0 Rx: 0
Port: 0/4 Octets Tx: 5376 Rx: 5632
Frames Tx: 42 Rx: 45
Discards Tx: 0 Rx: 0
Port: 0/5 Octets TX: 0 Rx: 0
Frames Tx: 0 Rx: 0
Discards Tx: 0 Rx: 0
Port: 0/6 Octets Tx: 7552 Rx: 1280
Frames Tx: 118 Rx: 10
Discards Tx: 0 Rx: 0
Port: 0/7 Octets TX: 0 Rx: 0
Frames Tx: 0 Rx: 0
Discards Tx: 0 Rx: 0
Port: 0/8 Octets TX: 0 Rx: 0
Frames Tx: 0 Rx: 0
Discards Tx: 0 Rx: 0
>
15-7
> show channel-group statistics 8
Date 20XX/11/13 11:20:17 UTC
channel-group counts: 1
ChGr: 8 (Up)
Total: Octets Tx: 102307556 Rx: 135296
Frames Tx: 1598165 Rx: 1715
Discards Tx: 0 Rx: 0
Port: 0/1 Octets Tx: 102262144 Rx: 13312
Frames Tx: 1597747 Rx: 109
Discards Tx: 0 Rx: 0
Port: 0/2 Octets Tx: 12160 Rx: 12032
Frames Tx: 95 Rx: 94
Discards Tx: 0 Rx: 0
Port: 0/3 Octets Tx: 12544 Rx: 95808
Frames Tx: 98 Rx: 1399
Discards Tx: 0 Rx: 0
Port: 0/4 Octets Tx: 13156 Rx: 12864
Frames Tx: 107 Rx: 103
Discards Tx: 0 Rx: 0
Port: 0/5 Octets TX: 0 Rx: 0
Frames Tx: 0 Rx: 0
Discards Tx: 0 Rx: 0
Port: 0/6 Octets Tx: 7552 Rx: 1280
Frames Tx: 118 Rx: 10
Discards Tx: 0 Rx: 0
Port: 0/7 Octets TX: 0 Rx: 0
Frames Tx: 0 Rx: 0
Discards Tx: 0 Rx: 0
Port: 0/8 Octets TX: 0 Rx: 0
Frames Tx: 0 Rx: 0
Discards Tx: 0 Rx: 0
>
1
15-5
channel-group
counts
ChGr
Up
Down
Disabled
Total
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show channel-group statistics

Port
Octets Tx
Rx
MAC FCS
Frames Tx
Rx
Discards Tx
Rx
14-9
2
15-8 LACPDU
> show channel-group statistics lacp
Date 20XX/11/13 11:21:16 UTC
channel-group counts: 1
ChGr: 8 Port Counts: 8
Port: 0/1
TxLACPDUs : 101 RxLACPDUs 99
TxMarkerResponsePDUs : 0 RxMarkerPDUs : 0
RxIllegals : 2 RxUnknowns 0
Port: 0/2
TxLACPDUs : 97 RxLACPDUs 95
TxMarkerResponsePDUs : 0 RxMarkerPDUs : 0
RxIllegals : 1 RxUnknowns 0
Port: 0/3
TxLACPDUs : 100 RxLACPDUs 98
TxMarkerResponsePDUs : 0 RxMarkerPDUs : 0
RxIllegals : 2 RxUnknowns 0
Port: 0/4
TxLACPDUs : 100 RxLACPDUs 99
TxMarkerResponsePDUs : 0 RxMarkerPDUs : 0
RxIllegals : 1 RxUnknowns 0
Port: 0/5
TxLACPDUs : 0 RxLACPDUs 0
TxMarkerResponsePDUs : 0 RxMarkerPDUs : 0
RxIllegals : 0 RxUnknowns 0
Port: 0/6
TxLACPDUs : 0 RxLACPDUs 0
TxMarkerResponsePDUs : 0 RxMarkerPDUs : 0
RxIllegals : 9 RxUnknowns 0
Port: 0/7
TxLACPDUs : 0 RxLACPDUs 0
TxMarkerResponsePDUs : 0 RxMarkerPDUs : 0
RxIllegals : 0 RxUnknowns 0
Port: 0/8
TxLACPDUs : 0 RxLACPDUs 0
TxMarkerResponsePDUs : 0 RxMarkerPDUs : 0
RxIllegals : 0 RxUnknowns 0
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show channel-group statistics

15-9 LACPDU
> show channel-group statistics 8 lacp
Date 20XX/11/13 11:21:42 UTC

channel-group counts: 1
ChGr: 8 Port Counts: 8

Port: 0/1
TxLACPDUs : 102
TxMarkerResponsePDUs: 0
RxIllegals : 2
Port: 0/2
TxLACPDUs : 98
TxMarkerResponsePDUs: 0
RxIllegals : 1
Port: 0/3
TxLACPDUs : 101
TxMarkerResponsePDUs: 0
RxIllegals : 2
Port: 0/4
TxLACPDUs : 101
TxMarkerResponsePDUs: 0
RxIllegals : 1
Port: 0/5
TxLACPDUs : 0
TxMarkerResponsePDUs: 0
RxIllegals : 0
Port: 0/6
TxLACPDUs : 0
TxMarkerResponsePDUs: 0
RxIllegals : 9
Port: 0/7
TxLACPDUs : 0
TxMarkerResponsePDUs: 0
RxIllegals : 0
Port: 0/8
TxLACPDUs : 0
TxMarkerResponsePDUs: 0
RxIllegals : 0
>
2
15-6 LACPDU

RxLACPDUs

RxMarkerPDUs:

RxUnknowns

RxLACPDUs

RxMarkerPDUs:

RxUnknowns

RxLACPDUs

RxMarkerPDUs:

RxUnknowns

RxLACPDUs

RxMarkerPDUs:

RxUnknowns

RxLACPDUs

RxMarkerPDUs:

RxUnknowns

RxLACPDUs

RxMarkerPDUs:

RxUnknowns

RxLACPDUs

RxMarkerPDUs:

RxUnknowns

RxLACPDUs

RxMarkerPDUs:

RxUnknowns

[eNeoNe] [eNeoNe] [eNeoNe]

[eNeoNe]

channel-group counts

ChGr

Port Counts

Port

TXLACPDUs LACPDU

RxXLACPDUs LACPDU

Tx MarkerResponsePDUs PDU

RxMarkerPDUs PDU

Rxlllegals PDU PDU
RxUnknowns PDU PDU
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show channel-group statistics

15-7 show channel-group statistics

Can't execute.

There is no information. ( channel-group statistics )  channel-group statistics

clear counters
LACP clear channel-group statistics lacp

show interfaces
clear counters
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clear channel-group statistics lacp

clear channel-group statistics lacp

LACPDU 0

clear channel-group statistics lacp

15-10 LACPDU 0
> clear channel-group statistics lacp

>

15-8 clear channel-group statistics lacp

Can't execute.

There is no information. ( channel-group statistics) = channel-group statistics

. 0 LACPDU

0 show channel-group statistics
. 0 SNMP MIB 0
. LACPDU 0
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MAC

show mac-address-table

clear mac-address-table

189



show mac-address-table

show mac-address-table

MAC

show mac-address-table [mac <MAC>] [vlan <VLAN ID list>] [port <Port# list>]
[channel-group-number <Channel group# list>]
[{static | dynamic | snoop | dotlx | wa | macauth}]

show mac-address-table learning-counter [port <Port# list>]
[channel-group-number <Channel group# list>]

mac <MAC>
MAC MAC

vlan <VLAN ID list>
VLAN ID MAC
<VLAN ID list>

VLAN MAC

[port <Port# list>] [channel-group-number <Channel group# list>]

MAC
port <Port# list>
MAC
MAC <Port# list>
channel-group-number <Channel group# list>
MAC
<Channel group# list>
MAC
MAC
{static | dynamic | snoop | dotlx | wa | macauth}
MAC
static
mac-address-table static MAC
dynamic
MAC MAC
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show mac-address-table

snoop
IGMP snooping MLD snooping MAC
dotlx
IEEE802.1X MAC
wa
Web MAC
macauth
MAC MAC
learning-counter
MAC
MAC
1
16-1 MAC
> show mac-address-table
Date 20XX/03/16 23:24:47 UTC
Aging time 300
MAC address VLAN Type Port-list
0000.0088.7701 2 Dynamic 0/49-50
000b.972f.e22b 2 Dotlx 0/35
0000.ef01.34f4 1000 Static 0/30
0000.ef01.3d17 1000 Static 0/30
000b.9727.ee4l 1024 WebAuth 0/28
0010.c6ce.elch6 1024 MacAuth 0/29
0012.e284.c703 1024 Dynamic 0/49-50
001b.7887.a492 1024 Dynamic 0/49-50
0100.5e00.00fc 1024 Snoop 0/49-50
>
1
16-1 MAC
Aging time MAC "Infinity"
MAC address MAC
VLAN VLAN ID
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show mac-address-table

Type MAC

Dynamic
Snoop IGMP snooping

Static
Dotlx IEEE802.1X

WebAuth Web
MacAuth MAC

MLD snooping

Port-list

MAC

MAC

2

16-2 MAC
> show mac-addr

Date 20XX/11/17

ess-table learning-counter

15:02:38 UTC

Port Count
0/1 7
0/2 0
0/3 0
0/4 124
0/5 0
0/6 2
0/7 0
0/8 0
0/9 0
0/10 0
>
2
16-2 MAC
Port
Count MAC

16-3 show mac-

address-table

Can't execute.

There is no information. ( mac-address-table ) MAC
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show mac-address-table
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clear mac-address-table

clear mac-address-table

MAC

clear mac-address-table [-f]

MAC

16-3 MAC

> clear mac-address-table

Do you wish to clear mac-address-table?

A MAC
"n" MAC

16-4 clear mac-address-table

MAC

(y/n): y

Can't execute.

There is no information. ( mac-address-table )

MAC

Static MAC
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VLAN

show vlan

show vlan mac-vlan
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show vlan

show vlan

VLAN

show vlan {[id] <VLAN ID list> | port <Port# list> | channel-group-number
<Channel group# list>} [{summary | detail | list}]

{[id] <VLAN ID list> | port <Port# list> | channel-group-number< Channel group# list>}

[id] <VLAN ID list>
VLAN ID VLAN <VLAN ID list>

port <Port# list>
VLAN
VLAN <Port# list>

channel-group-number <Channel group# list>
VLAN
<Channel group# list>

VLAN summary detail list

{summary | detail | list}

summary
VLAN

detail
VLAN

list
VLAN 1 1VLAN

VLAN

VLAN

VLAN
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17-1  VLAN
> show vlan

Date 20XX/10/28 16:32:45 UTC
VLAN counts: 5

VLAN ID: 7 Type: Port based Status: Up
Learning: On
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name: VLAN0OO7
IP Address:

Source MAC address: 0012.e294.aadc(System)
Description: VLANOOO7
Spanning Tree: None (-)

AXRP RING ID:200 AXRP VLAN group:1
IGMP snooping: MLD snooping:
Untagged (0) :
Tagged (10) : 0/1,0/17-25

VLAN ID: 10 Type: Port based Status: Up
Learning: On
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name: VLAN0O10
IP Address:

Source MAC address: 0012.e294.aadc(System)
Description: VLANOO010
Spanning Tree: None (-)

AXRP RING ID:200 AXRP VLAN group:Control-VLAN
IGMP snooping: MLD snooping:
Untagged (0) :
Tagged (9) : 0/17-25
VLAN ID: 30 Type: Protocol based Status: Down

Protocol VLAN Information Name: "IPV4"
EtherType: 0800,0806 LLC: Snap-EtherType:
Learning: On

BPDU Forwarding: EAPOL Forwarding:
Router Interface Name: VLANOO030
IP Address:

Source MAC address: 0012.e294.aadc(System)
Description: PROT-VLANO030
Spanning Tree: None (-)

AXRP RING ID: AXRP VLAN group:
IGMP snooping: MLD snooping:
Untagged (0)
Tagged (0) :

VLAN ID: 51 Type: MAC based Status: Up
Learning: On
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name: VLANOOS51
IP Address:

Source MAC address: 0012.e294.aadc(System)
Description: VLANOO51
Spanning Tree: None (-)

AXRP RING ID: AXRP VLAN group:
IGMP snooping: MLD snooping:
Untagged (1) : 0/11

Tagged (0) :

VLAN ID: 4094 Type: Port based Status: Up
Learning: On
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name: VLAN4094
IP Address: 192.168.0.150/24
Source MAC address: 0012.e294.aadc(System)
Description: VLAN4094
Spanning Tree: None (-)

AXRP RING ID:200 AXRP VLAN group:2
IGMP snooping: MLD snooping:
Untagged (1) : 0/14

Tagged (10) : 0/1,0/17-25

show vlan

197



show vlan

17-2 VLAN
> show vlan port 0/14

Date 20XX/10/28 16:40:45 UTC

VLAN counts: 1

VLAN ID: 4094
Learning: On
BPDU Forwarding:
Router Interface Name: VLAN4094
IP Address: 192.168.0.150/24
Source MAC address:
Description: VLAN4094
Spanning Tree: None (-)
AXRP RING ID:200

IGMP snooping: MLD snooping:

Untagged (1) 0/14
Tagged (10) 0/1,0/17-25
>
1
17-1 VLAN

Type: Port based Status:

AXRP VLAN group:2

Up

EAPOL Forwarding:

0012.e294 .aadc (System)

VLAN counts VLAN
VLAN ID VLAN VLAN ID
Type VLAN Port based VLAN
Protocol based VLAN
Mac based MAC VLAN
Status VLAN Up Up
Down Down
Disabled Disabled
Protocol VLAN VLAN VLAN
Information
Name
EtherType EthernetV2 EtherType 16 4
LLC 802.3 LLC 16 4
Snap-EtherType 802.3SNAP EtherType 16 4
Learning MAC On MAC Off MAC
BPDU Forwarding BPDU
On BPDU
EAPOL Forwarding EAPOL
On EAPOL
Router Interface VLAN
Name
IP Address 1P /
Source MAC address 3 System MAC
MAC
Description VLAN

VLANXXXX  XXXX

VLAN ID

198



show vlan

Spanning Tree STP Single(802.1D) IEEE802.1D
Single(802.1W) IEEE802.1W
PVST+(802.1D) VLAN IEEE802.1D
PVST+(802.1W) VLAN IEEE802.1W
MSTP(802.1S)
None -

AXRP RING ID Ring Protocol ID

4
AXRP VLAN group Ring Protocol VLAN
ID VLAN 1 2 VLAN ID

Control-VLAN VLAN

IGMP snooping IGMP snooping
On IGMP snooping

MLD snooping MLD snooping
On MLD snooping

Untagged(n) Untagged n

VLAN VLAN
Tagged(n) Tagged n

VLAN  summary

17-3 VLAN summary
> show vlan summary

Date 20XX/10/28 16:32:16 UTC

Total (5) : 7,10,30,51,4094
Port based(3) 7,10,4094
Protocol based (1) : 30
MAC based (1) : 51
>
2
17-2 VLAN  summary
Total(n) VLAN n VLAN
n=0
VLAN ID
Port based(n) VLAN n VLAN
n=0
VLAN ID
Protocol based(n) VLAN n VLAN
n=0
VLAN ID
MAC based(n) MAC VLAN n VLAN
n=0
VLAN ID
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show vlan

VLAN ID

17-4 VLANID

VLAN

VLAN

show vlan 10,4094 detail

Date 20XX/10/28 16:32:49 UTC
VLAN counts:
VLAN ID: 10

VLAN ID:
Learning: On

Learning: On

2

Type:

BPDU Forwarding:
Router Interface Name: VLANOO10

IP Address:

Source MAC address:
Description: VLANO0O010
Spanning Tree: None (-)
AXRP RING ID:200
IGMP snooping:

Port Information

0/17 (ChGr:
( :
( :
( :
0/21 (ChGr:
( :
( :
( :

0/25

8
8

00 00 00 0O 0O O

)

)
)
)
)
)
)
)

Down
Down
Down
Down
Down
Down
Down

Up

Up
4094 Type:

BPDU Forwarding:
Router Interface Name: VLAN4094
192.168.0.150/24

IP Address:

Source MAC address:
Description: VLAN4094
Spanning Tree: None (-)
AXRP RING ID:200
IGMP snooping:

Port Information

Port based Status: Up

EAPOL Forwarding:

0012.e294 .aadc (System)

AXRP VLAN group:Control-VLAN

MLD snooping:

Forwarding
Forwarding

Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged

Port based Status: Up

EAPOL Forwarding:

0012.e294 .aadc (System)

AXRP VLAN group:2

MLD snooping:

0/1 Up Forwarding Tagged
0/14 Down - Untagged
0/17(ChGr:8) Down - Tagged
0/18 (ChGr:8) Down - Tagged
0/19(ChGr:8) Down - Tagged
0/20(ChGr:8) Down - Tagged
0/21(ChGr:8) Down - Tagged
0/22 (ChGr:8) Down - Tagged
0/23 (ChGr:8) Down - Tagged
0/24 (ChGr:8) Up Forwarding Tagged
0/25 Up Forwarding Tagged
>
3

17-3 VLAN

VLAN counts VLAN

VLAN ID VLAN VLAN ID

Type VLAN Port based VLAN

Protocol based
Mac based MAC VLAN

VLAN
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show vlan

Status VLAN Up Up
Down Down
Disabled Disabled
Protocol VLAN VLAN VLAN
Information
Name
EtherType EthernetV2 EtherType 16 4
LLC 802.3 LLC 16 4
Snap-EtherType 802.3SNAP EtherType 16 4
Learning MAC On MAC Ooff MAC
BPDU Forwarding BPDU
On BPDU
EAPOL Forwarding EAPOL
On EAPOL
Router Interface Name VLAN
IP Address 1P /
Source MAC address 3 System MAC
MAC
Description VLAN
VLANXXXX ~ XXXX VLAN ID
Spanning Tree STP Single(802.1D) IEEE802.1D
Single(802.1W) IEEE802.1W
PVST+(802.1D) VLAN IEEE802.1D
PVST+(802.1W) VLAN IEEE802.1
MSTP(802.1S)
None(-)
AXRP RING ID Ring Protocol ID
4
AXRP VLAN group Ring Protocol VLAN
ID VLAN 1 2 VLAN ID
Control-VLAN VLAN
IGMP snooping IGMP snooping
On IGMP snooping
MLD snooping MLD snooping
On MLD snooping
Port Information VLAN No Port
VLAN VLAN
ChGr 1 8
<Line > Up Up
Down Down
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show vlan

Forwarding

Blocking

(VLAN) VLAN disabled

(CH)

(STP) STP

(dotlx) IEEE802.1x

(ULR) ULR

(AXRP) Ring Protocol

Down

Tag

Tag

Untagged Untagged

Tagged Tagged

VLAN

17-5 VLAN

> show vlan list

Date 20XX/10/28 16:31:47 UTC
VLAN counts: 5

ID Status Fwd/Up

7 Up 3/ 3/ 10

10 Up 2/ 2/

30 Down o/ 0/

51 Up 1/ 1/

4094 Up 3/ 3/ 11
AXRP (C:Control-VLAN)
S:IGMP/MLD snooping
4:IPv4 address configured

>

4
17-4 VLAN

PROT-VLANOO30

Type

Protocol Ext. IP

Port AXRP (-) -
Port AXRP (C) - -

Proto -

MAC

Port AXRP (-) -

VLAN counts VLAN
ID VLAN ID VLAN ID
Status VLAN Up Up
Down Down
Disabled Disabled
Fwd Forward VLAN Forward
VLAN VLAN
Up Up VLAN Up
VLAN VLAN
Cfg VLAN VLAN
VLAN VLAN
Name VLAN VLAN 14

VLANXXXX  XXXX VLAN ID
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show vlan

Type VLAN Port VLAN
Proto VLAN
Mac MAC VLAN
Protocol STP Ring Protocol STP
STP < > < >
< > Single PVST+ MSTP
< > 802.1D 802.1W 802.1S
Ring Protocol
AXRP
©) VLAN VLAN
")
Ext. S IGMP snhooping MLD snooping
1P 1P 4 IPv4
- VLAN IP

17-5 show vlan

Can't execute.

There is no information. (vlan)
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show vlan mac-vlan

show vlan mac-vlan

MAC VLAN MAC

show vlan mac-vlan [<VLAN ID list>] [{static | dynamic}]
show vlan mac-vlan <MAC>

show vlan mac-vlan [[id] <VLAN ID list>] [{static | dynamic}]

show vlan mac-vlan mac <MAC>

<VLAN ID list>

[id] <VLAN ID list>
VLAN ID MAC VLAN
<VLAN ID list>

VLAN MAC VLAN

{ static | dynamic }

static
MAC
MAC
dynamic
2 MAC
static dynamic MAC
<MAC>
mac <MAC>
MAC VLAN

MAC

MAC VLAN
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VLAN MAC VLAN

17-6 MAC VLAN

> show vlan mac-vlan

Date 20XX/11/17 06:12:04 UTC

VLAN counts: 1 Total MAC Counts: 3
VLAN ID: 100 MAC Counts: 3

0000.e22b.ffdd (mac-auth)
0050.daba.4fc8 (mac-auth)

17-6 MAC VLAN

000b.972f.e22b (mac-auth)

show vlan mac-vlan

VLAN counts MAC VLAN
Total MAC Counts MAC MAC

MAC *

MAC *

VLAN ID VLAN VLAN ID
MAC Counts VLAN MAC VLAN MAC
<MAC MAC type
>(type) static

dotlx IEEE 802.1X
web-auth Web
mac-auth MAC

17-7 show vlan mac-vlan

Can't execute.

There is no information. ( vlan mac-vlan )

MAC VLAN
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show spanning-tree

show spanning-tree statistics

clear spanning-tree statistics

clear spanning-tree detected-protocol

show spanning-tree port-count
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show spanning-tree

show spanning-tree

show spanning-tree [{vlan [ <VLAN ID list>] | single | mst [ instance <MSTI ID
list>]} [port <Port# list>] [channel-group-number <Channel group# list>]]
[detail] [activel]

{vlan [<VLAN ID list>] | single | mst [ instance <MSTI ID list>]}

vlan
PVST+

<VLAN ID list>
VLAN ID PVST+
<VLAN ID list>

PVST+ VLAN

single

mst

instance <MSTI ID list>
MST ID
MST ID 0 4095
MST ID 0 CIST

MST

port <Port# list>
<Port# list>

channel-group-number <Channel group# list>

<Channel group# list>
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detail
active
Up
PVST+
1
18-1 PVST+

> show spanning-tree vlan 1-4094

Date 20XX/11/14 11:22:22 UTC

VLAN 1 PVST+ Spanning Tree:Enabled Mode : PVST+
Bridge ID Priority: 32769 MAC Address:
Bridge Status: Designated
Root Bridge ID Priority: 32769 MAC Address:
Root Cost: 19
Root Port: 0/24
Port Information
0/14 Down Status:Disabled Role: -
0/16 Down Status:Disabled Role: -
0/23 Down Status:Disabled Role: -
0/24 Up Status:Forwarding Role:Root
0/25 Down Status:Disabled Role: -
0/26 Down Status:Disabled Role: -
VLAN 2 PVST+ Spanning Tree:Enabled Mode : PVST+
Bridge ID Priority: 32770 MAC Address:
Bridge Status: Designated
Root Bridge ID Priority: 32770 MAC Address:
Root Cost: 19
Root Port: 0/12
Port Information
0/1 Up Status:Blocking Role:Designated
0/2 Down Status:Disabled Role: -
0/3 Down Status:Disabled Role: -
0/4 Down Status:Disabled Role: -
0/5 Down Status:Disabled Role: -
0/6 Down Status:Disabled Role: -
0/7 Down Status:Disabled Role: -
0/8 Down Status:Disabled Role: -
0/11 Down Status:Disabled Role: -
0/12 Up Status:Forwarding Role:Root
ChGr:1 Up Status:Blocking Role:Designated
VLAN 4094 PVST+ Spanning Tree:Enabled Mode : PVST+
Bridge ID Priority: 36862 MAC Address:
Bridge Status: Designated
Root Bridge ID Priority: 36862 MAC Address:
Root Cost: 19
Root Port: 0/20
Port Information
0/17 Down Status:Disabled Role: -
0/18 Down Status:Disabled Role: -
0/19 Down Status:Disabled Role: -
0/20 Up Status:Forwarding Role:Root
0/21 Down Status:Disabled Role: -
0/22 Up Status:Blocking Role:Alternate
ChGr:8 Down Status:Disabled Role: -

00ed.

0012.

00ed.

0012.

00ed.

0012.

£010.0001

e2c4.2772

PortFast
PortFast

LoopGuard
LoopGuard

£010.0001

e2c4.2772

RootGuard
RootGuard

RootGuard
RootGuard
LoopGuard
LoopGuard
RootGuard

£010.0001

e2c4.2772

LoopGuard
LoopGuard
LoopGuard
PortFast

RootGuard

show spanning-tree
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show spanning-tree

18-1 PVST+

VLAN VLAN ID PVST+ VLAN ID

VLAN Disabled
PVST+ Spanning Tree: = PVST+ Enabled

Disabled
Mode PVST+

PVST+
Rapid PVST+
Rapid PVST+

Bridge ID
Priority 0 65535
MAC Address MAC MAC
Bridge Status Root

Designated
Root Bridge ID
Priority 0 65535
MAC Address MAC MAC
Root Cost
Root Port

ChGr
Port Information PVST+
<IF#>
Up Up Up
Up
Down Down Down
Down
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show spanning-tree

Status Mode PVST+

Blocking

Listening

Learning

Forwarding

Disabled

Mode Rapid PVST+

Discarding

Learning

Forwarding

Disabled

Down Disabled

Role Root

Designated

Alternate

Backup

Down
Mode PVST+ Rapid PVST+

PortFast PortFast PortFast
PortFast(BPDU PortFast BPDU PortFast BPDU
Guard)
BPDU Filter BPDU BPDU
LoopGuard
RootGuard
Compatible Mode Rapid PVST+
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show spanning-tree

18-2

> show spanning-tree single

Date 20XX/11/14 11:38:40 UTC

Single Spanning Tree:Enabled Mode :STP
Bridge ID Priority: 32768 MAC Address: 00ed.f£010.0001
Bridge Status: Root
Root Bridge ID Priority: 32768 MAC Address: 00ed.f£010.0001
Root Cost: O
Root Port: -
Port Information
0/1 Up Status:Learning Role:Designated RootGuard
0/2 Down Status:Disabled Role: - RootGuard
0/3 Down Status:Disabled Role: - -
0/4 Down Status:Disabled Role: - -
0/5 Down Status:Disabled Role: - -
0/6 Down Status:Disabled Role: - -
0/7 Down Status:Disabled Role: - RootGuard
0/8 Down Status:Disabled Role: - RootGuard
0/11 Down Status:Disabled Role: - LoopGuard
0/12 Up Status:Blocking Role:Alternate LoopGuard
0/14 Down Status:Disabled Role: - PortFast
0/16 Down Status:Disabled Role: - PortFast
0/17 Down Status:Disabled Role: - LoopGuard
0/18 Down Status:Disabled Role: - LoopGuard
0/19 Down Status:Disabled Role: - LoopGuard
0/20 Up Status:Forwarding Role:Designated PortFast
0/21 Down Status:Disabled Role: - -
0/22 Up Status:Learning Role:Designated -
0/23 Down Status:Disabled Role: - -
0/24 Up Status:Learning Role:Designated -
0/25 Down Status:Disabled Role: - LoopGuard
0/26 Down Status:Disabled Role: - LoopGuard
ChGr:1 Up Status:Learning Role:Designated RootGuard
ChGr:8 Down Status:Disabled Role: - RootGuard
>
2
18-2
Single Spanning Tree: Enabled
Disabled
Mode STP
STP
Rapid STP
Rapid STP
Bridge ID
Priority 0 65535
MAC Address MAC MAC
Bridge Status Root
Designated
Root Bridge ID
Priority 0 65535
MAC Address MAC MAC
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show spanning-tree

Root Cost
ngn
Root Port
ChGr
Port Information
<IF#>
Up Up Up
Up
Down Down Down
Down
Status Mode STP
Blocking
Listening
Learning
Forwarding
Disabled
Mode Rapid STP
Discarding
Learning
Forwarding
Disabled
Down Disabled
Role Root
Designated
Alternate
Backup
Down
Mode STP Rapid STP
PortFast PortFast PortFast
PortFast(BPDU PortFast BPDU PortFast BPDU
Guard)
BPDU Filter BPDU BPDU
LoopGuard
RootGuard
Compatible Mode Rapid STP
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show spanning-tree

18-3

VLAN Mapped: 2

Date 20XX/11/14 13:04:05 UTC
Multiple Spanning Tree:
Revision Level: 0

MST Instance 1

Enabled
Configuration Name:

> show spanning-tree mst instance 1-4095

Regional Root Priority: 32769 MAC 00ed.f£010.0001
Internal Root Cost : 0 Root Port: -
Bridge ID Priority: 32769 MAC 00ed.f£010.0001
Regional Bridge Status Root
Port Information
0/1 Up Status:Forwarding Role:Designated RootGuard
0/2 Down Status:Disabled Role: - RootGuard
0/3 Down Status:Disabled Role: - -
0/4 Down Status:Disabled Role: - -
0/5 Down Status:Disabled Role: - -
0/6 Down Status:Disabled Role: - -
0/7 Down Status:Disabled Role: - RootGuard
0/8 Down Status:Disabled Role: - RootGuard
0/11 Down Status:Disabled Role: - -
0/12 Up Status:Forwarding Role:Designated -
ChGr:1 Up Status:Forwarding Role:Designated RootGuard
MST Instance 4095
VLAN Mapped: 4094
Regional Root Priority: 36863 MAC 00ed.£010.0001
Internal Root Cost : 0 Root Port: -
Bridge ID Priority: 36863 MAC 00ed.f£010.0001
Regional Bridge Status Root
Port Information
0/17 Down Status:Disabled Role: - -
0/18 Down Status:Disabled Role: - -
0/19 Down Status:Disabled Role: - -
0/20 Up Status:Forwarding Role:Designated PortFast
0/21 Down Status:Disabled Role: - -
0/22 Up Status:Forwarding Role:Designated -
ChGr:8 Down Status:Disabled Role: - RootGuard
3
18-3
Multiple Spanning Tree Enabled
Disabled
Revision Level
0 65535
Configuration Name
0 32
CIST Information CIST CIST
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show spanning-tree

VLAN Mapped MST IST
VLAN VLAN VLAN
1 4094 VLANID
VLANID 1
4095
VLANID1 4095
1 4095
CIST Root CIST
Priority 0 65535
MAC MAC CIST MAC
External Root Cost CIST CIST
CIST
ngr
Root Port CIST CIST
CIST -
Regional Root MST IST MST IST
Priority 0 65535
MAC MAC MST IST
MAC
Internal Root Cost MST IST MST IST
MST
IST "o"
Bridge ID MST MST IST
IST
Priority 0 65535
MAC MAC MAC
Regional Bridge Status MST Root
IST Designated
MST Instance MST ID MST ID
VLAN Mapped MST VLAN
VLAN VLAN R
Regional Root MST MST
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show spanning-tree

Priority 0 65535
MAC MAC MST MAC
Internal Root Cost MST MST
MST
ngn
Root Port MST MST
MST
MST
Bridge ID MST MST
Priority 0 65535
MAC MAC MAC
Regional Bridge Status MST Root
Designated
Port Information MST
MST VLAN
<IF#>
ChGr
Up Up Up
Up
Down Down Down
Down
Status Discarding
Learning
Forwarding
Disabled
Down Disabled
Role Root
Designated
Alternate
Backup
Master
Down
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show spanning-tree

Boundary
BPDU

PortFast PortFast PortFast

(Received) PortFast BPDU
BPDUGuard PortFast BPDU PortFast BPDU

(Received) BPDU BPDU
BPDUFilter BPDU BPDU
RootGuard
Compatible MSTP
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show spanning-tree

4

18-4 PVST+
> show spanning-tree vlan 2,4094 port 0/10-11,0/16-17,0/20 detail

Date 20XX/11/14 11:26:46 UTC
VLAN 2 PVST+ Spanning Tree:Enabled Mode : PVST+

Bridge ID
Priority:32770 MAC Address:00ed.f£010.0001
Bridge Status:Designated Path Cost Method:Short
Max Age:20 Hello Time:2

Forward Delay:15
Root Bridge ID
Priority:32770 MAC Address:0012.e2c4.2772
Root Cost:19
Root Port:0/12
Max Age:20 Hello Time:2
Forward Delay:15
Port Information
Port:0/11 Down

Status:Disabled Role: -

Priority:128 Cost: -

Link Type:- Compatible Mode: -

Loop Guard:ON (Blocking) PortFast :OFF

BPDUFilter:OFF RootGuard:OFF
Port:ChGr:1 Up

Status:Blocking Role:Designated

Priority:128 Cost:19

Link Type:- Compatible Mode: -

Loop Guard:OFF PortFast :OFF

BPDUFilter:OFF RootGuard:ON (Blocking)

BPDU Parameters (20XX/11/14 11:26:45) :
Designated Root

Priority:32770 MAC address:0012.e2c4.2772
Designated Bridge
Priority:32770 MAC address:0012.e2c4.2772
Root Cost:0
Port ID
Priority:128 Number:66

Message Age Timer:1(0)/20
VLAN 4094 PVST+ Spanning Tree:Enabled Mode : PVST+

Bridge ID
Priority:36862 MAC Address:00ed.f£010.0001
Bridge Status:Designated Path Cost Method:Short
Max Age:20 Hello Time:2

Forward Delay:15
Root Bridge ID
Priority:36862 MAC Address:0012.e2c4.2772
Root Cost:19
Root Port:0/20
Max Age:20 Hello Time:2
Forward Delay:15
Port Information
Port:0/17 Down

Status:Disabled Role: -

Priority:128 Cost: -

Link Type:- Compatible Mode: -

Loop Guard:ON (Blocking) PortFast :OFF

BPDUFilter:OFF RootGuard:OFF
Port:0/20 Up

Status:Forwarding Role:Root

Priority:128 Cost:19

Link Type:- Compatible Mode: -

Loop Guard:OFF PortFast :ON (BPDU received)

BPDUFilter:OFF RootGuard:OFF

BPDU Parameters (20XX/11/14 11:26:47) :
Designated Root

Priority:36862 MAC address:0012.e2c4.2772
Designated Bridge
Priority:36862 MAC address:0012.e2c4.2772
Root Cost:0
Port ID
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show spanning-tree

Priority:128 Number:20
Message Age Timer:2(0) /20
>
4
18-4 PVST+

VLAN VLAN ID PVST+ VLAN ID

VLAN Disabled
PVST+ Spanning Tree: = PVST+ Enabled

Disabled
Mode PVST+

PVST+
Rapid PVST+
Rapid PVST+

Bridge ID
Priority 0 65535
MAC Address MAC MAC
Bridge Status Root

Designated
Path Cost Method Long 32

Short 16
Max Age BPDU BPDU
Hello Time BPDU BPDU
Forward Delay
Root Bridge ID
Priority 0 65535
MAC Address MAC MAC
Root Cost
Root Port

ChGr

Max Age BPDU BPDU
Hello Time BPDU BPDU

Forward Delay

Port
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show spanning-tree

Up Up Up
Up

Down Down Down
Down

Status Mode PVST+
Blocking
Listening
Learning
Forwarding
Disabled Down

Disabled(unmatched) IEEE802.1Q tag
BPDU

Mode Rapid PVST+
Discarding
Learning
Forwarding
Disabled Down

Disabled(unmatched) IEEE802.1Q tag
BPDU

Role Root
Designated
Alternate
Backup
Down "

STP Rapid STP

Priority
Down

Cost
Down

Link Type point-to-point
shared
"" Mode PVST+ Down

Compatible Mode ON

Down

Loop Guard ON
ON(Blocking)

OFF
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show spanning-tree

PortFast PortFast BPDU OFF PortFast
ON PortFast
BPDU Guard PortFast BPDU
ON BPDU Guard BPDU
* BPDU received ON
BPDU Guard
e BPDU not received
BpduFilter BPDU ON BPDU
OFF BPDU
Root Guard ON
ON(Blocking)
OFF
BPDU Parameters BPDU BPDU
BPDU BPDU
BPDU
Designated Root BPDU
Priority 0 65535
MAC Address MAC MAC
Designated Bridge BPDU
Priority 0 65535
MAC Address MAC MAC
Root Cost BPDU
Port ID BPDU
Priority 0 255
Number 0 897
Message Age Timer BPDU BPDU
< > <BPDU > < >
< >
<BPDU >
BPDU
BPDU Message Age
< >

BPDU Max Age
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show spanning-tree

18-5

> show spanning-tree single detail

Date 20XX/11/14 11:42:35 UTC
Single Spanning Tree:Enabled

Bridge ID
Priority:32768
Bridge Status:Root
Max Age:20
Forward Delay:15

Root Bridge ID
Priority:32768
Root Cost:0
Root Port:-

Max Age:20
Forward Delay:15

Port Information

Port:0/1 Up
Status:Forwarding
Priority:128
Link Type:-

Loop Guard:OFF
BPDUFilter:OFF

Port:0/2 Down
Status:Disabled
Priority:128
Link Type:-

Loop Guard:OFF
BPDUFilter:OFF

Port:ChGr:1 Up
Status:Forwarding
Priority:128
Link Type:-
Loop Guard:OFF
BPDUFilter:OFF

Port :ChGr:8 Down
Status:Disabled
Priority:128
Link Type:-
Loop Guard:OFF
BPDUFilter:OFF

18-5

Mode : STP

MAC Address:00ed.f£010.0001

Path Cost Method:Short
Hello Time:2

MAC Address:00ed.f010.0001

Hello Time:2

Role:Designated
Cost:19
Compatible Mode: -
PortFast :OFF
RootGuard:ON

Role: -

Cost: -

Compatible Mode: -
PortFast :OFF
RootGuard:ON

Role:Designated
Cost:19
Compatible Mode: -
PortFast:0OFF
RootGuard:ON

Role: -

Cost: -

Compatible Mode: -
PortFast :OFF
RootGuard:ON

Single Spanning Tree: Enabled
Disabled
STP
STP
Rapid STP
Rapid STP
Bridge ID
Priority 0 65535
MAC Address MAC MAC




show spanning-tree

Bridge Status Root
Designated
Path Cost Method Long 32
Short 16
Max Age BPDU BPDU
Hello Time BPDU BPDU
Forward Delay
Root Bridge ID
Priority 0 65535
MAC Address MAC MAC
Root Cost
ngr
Root Port
ChGr
Max Age BPDU BPDU
Hello Time BPDU BPDU
Forward Delay
Port
Up Up Up
Up
Down Down Down
Down
Status Mode STP
Blocking
Listening
Learning
Forwarding
Disabled Down
Disabled(unavailable) PVST+
Mode Rapid STP
Discarding
Learning
Forwarding
Disabled Down
Disabled(unavailable) PVST+
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show spanning-tree

Role Root
Designated
Alternate
Backup
Down -
STP Rapid STP
Priority
Down
Cost
Down
Link Type point-to-point

shared

"' Mode PVST+ Down
Compatible Mode ON
Down
Loop Guard ON
ON(Blocking)
OFF
PortFast PortFast OFF PortFast
BPDU ON PortFast
BPDU Guard PortFast BPDU
ON BPDU Guard BPDU
¢ BPDU received ON
BPDU Guard
¢ BPDU not received
BpduFilter BPDU ON BPDU
OFF BPDU
Root Guard ON
ON(Blocking
OFF
BPDU Parameters BPDU BPDU
BPDU BPDU
BPDU
Designated Root BPDU
Priority 0 65535
MAC Address MAC MAC
Designated Bridge BPDU
Priority 0 65535
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show spanning-tree

MAC Address MAC MAC
Root Cost BPDU
Port ID BPDU
Priority 0 255
Number 0 897
Message Age Timer BPDU BPDU
< > <BPDU > /<
< >
<BPDU >
BPDU
BPDU Message Age

>

BPDU Max Age

18-6

> show spanning-tree mst detail

Date 20XX/11/14 13:07:18 UTC

Multiple Spanning Tree:
Revision Level: 0
CIST Information

VLAN Mapped:

CIST Root Priority:
External Root Cost :
Max Age

Forward Delay :
Regional Root Priority:

Internal Root Cost
Remaining Hops :
Priority:

Bridge ID
Regional Bridge Status
Max Age

Forward Delay
Port Information

Enabled
Configuration Name:

Time Since Topology Change:

1,3-4093,4095

32768
0

20

15
32768
0

20
32768
Root
20

15

Port:0/1 Up
Status Forwarding
Priority 128
Link Type point-to-point
BPDUFilter: OFF
RootGuard ON
Port:0/2 Down
Status Disabled
Priority 128
Link Type : -
BPDUFilter: OFF
RootGuard ON
Port:ChGr:8 Down
Status Disabled
Priority 128
Link Type : -
BPDUFilter: OFF
RootGuard ON

MST Instance 1

MAC

Root Port

MAC

1:15:35

00ed.£010.0001

00ed.£010.0001

00ed.£010.0001

Path Cost Method: Long

Hello Time

Max Hops
Role Designated
Cost 1
PortFast OFF
Hello Time: 2
Role -
Cost -
PortFast OFF
Hello Time: 2
Role -
Cost -
PortFast OFF
Hello Time: 2

Time Since Topology Change:

2
20

0:3:45
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show spanning-tree

VLAN Mapped: 2

Regional Root Priority: 32769 MAC

Internal Root Cost : 0 Root Port

Remaining Hops : 20

Bridge ID Priority: 32769 MAC

Regional Bridge Status Root

Max Age 20 Hello Time

Forward Delay 15 Max Hops

Port Information

Port:0/1 Up
Status Forwarding Role :
Priority 128 Cost 1
Link Type point-to-point PortFast OFF
BPDUFilter: OFF Hello Time: 2
RootGuard ON

Port:0/2 Down
Status Disabled Role : -
Priority 128 Cost : -
Link Type - PortFast OFF
BPDUFilter: OFF Hello Time: 2
RootGuard ON

Port:ChGr:1 Up
Status Forwarding Role :
Priority 128 Cost 1
Link Type point-to-point PortFast OFF
BPDUFilter: OFF Hello Time: 2
RootGuard ON

MST Instance 4095 Time Since Topology Change:

VLAN Mapped: 4094

Regional Root Priority: 36863 MAC

Internal Root Cost : 0 Root Port

Remaining Hops : 20

Bridge ID Priority: 36863 MAC

Regional Bridge Status Root

Max Age 20 Hello Time

Forward Delay 15 Max Hops

Port Information

Port:0/17 Down
Status Disabled Role : -
Priority 128 Cost -
Link Type : - PortFast OFF
BPDUFilter: OFF Hello Time: 2
RootGuard OFF

Port:0/18 Down
Status Disabled Role : -
Priority 128 Cost -
Link Type : - PortFast OFF
BPDUFilter: OFF Hello Time: 2
RootGuard OFF

Port:0/19 Down
Status Disabled Role : -
Priority 128 Cost -
Link Type - PortFast OFF
BPDUFilter: OFF Hello Time: 2
RootGuard : OFF

Port:0/20 Up
Status Forwarding Role
Priority 128 Cost 4095
Link Type point-to-point PortFast
BPDUFilter: OFF Hello Time: 2
RootGuard OFF
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Designated

Designated

Designated

00ed.£010.0001

00ed.£010.0001

2
20

0:3:34

00ed.£010.0001

00ed.£010.0001

2
20

ON (BPDU not received)



18-6

show spanning-tree

Multiple Spanning Tree Enabled

Disabled
Revision Level

0 65535
Configuration Name

0 32
CIST Information CIST CIST
Time Since Topology Change hh:mm:ss 24

ddd.hh:mm:ss 24

Over 1000 days 1000
VLAN Mapped MST IST

VLAN VLAN VLAN
1 4094 VLANID
VLANID
1 4095
VLANID1 4095
1 4095
CIST Root CIST
Priority 0 65535
MAC MAC CIST MAC
External Root Cost CIST CIST
CIST
ngn
Root Port CIST CIST
CIST
Max Age CIST CIST BPDU
BPDU

Forward Delay CIST CIST
Regional Root MST IST MST IST
Priority 0 65535
MAC MAC MST IST

MAC
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show spanning-tree

Internal Root Cost MST IST MST IST
MST
IST "o"
Remaining Hops Hop 0 40
MST IST
BPDU
Bridge ID MST MST IST
IST
Priority 0 65535
MAC MAC MAC
Regional Bridge Status MST Root:
IST Designated:
Path Cost Method Long 32
Max Age MST MST IST
IST BPDU BPDU
Hello Time MST MST IST
IST BPDU BPDU
Forward Delay MST MST IST
IST
Max Hops MST 2 40
IST Hop MST IST
BPDU
MST Instance MST ID MST ID
Time Since Topology Change hh:mm:ss 24
ddd.hh:mm:ss 24
Over 1000 days 1000
VLAN Mapped MST VLAN
VLAN VLAN
Regional Root MST MST
Priority 0 65535
MAC MAC MST MAC
Internal Root Cost MST MST
MST
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show spanning-tree

Root Port MST MST
MST
MST
Remaining Hops Hop 0 40
MST
BPDU
Bridge ID MST MST
Priority 0 65535
MAC MAC MAC
Regional Bridge Status MST Root
Designated
Max Age MST MST
BPDU BPDU
Hello Time MST MST
BPDU BPDU
Forward Delay MST MST
Max Hops MST 2 40
Hop MST
BPDU
Port Information MST
MST VLAN
<IF#>
ChGr
Up Up Up
Up
Down Down Down
Down
Boundary
BPDU
Compatible MSTP
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show spanning-tree

Status

Discarding
Learning
Forwarding
Disabled

Down

Disabled

Role

Root
Designated
Alternate
Backup
Master

Down

Priority

MST
Down

Cost

MST
Down

Link Type

point-to-point
shared
"" Mode STP

Down

PortFast PortFast

BPDU

OFF PortFast

ON PortFast

BPDU Guard PortFast BPDU
ON BPDU Guard

¢ BPDU received ON
BPDU Guard
¢ BPDU not received

BPDU

BpduFilter BPDU

ON BPDU
OFF BPDU

Hello Time BPDU

Root Guard

ON
ON(Blocking

( MSTI
OFF

BPDU Parameters BPDU

BPDU

CIST MST
BPDU

BPDU

Mode Version
CIST

STP Rapid STP

BPDU
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show spanning-tree

Protocol Version

BPDU
STP(IEEES802.1D)
STP IEEES02.1D
BPDU

Rapid STP(IEEE802.1w)
RSTP IEEE802.1w
BPDU

MSTP(IEEES02.1s)
MSTP IEEES02.1s

BPDU
Root BPDU Protocol Version  MSTP CIST
MST Instancel
Mode Version STP Rapid STP
Priority 0 65535
MAC MAC BPDU MAC
External Root Cost Protocol Version MSTP CIST

MST Instancel

Mode Version STP Rapid STP

Regional Root BPDU Protocol Version MSTP CIST MSTI
Mode Version STP Rapid STP

Priority 0 65535

MAC MAC BPDU MAC

Internal Root Cost

Protocol Version MSTP

Mode Version STP Rapid STP

Designated Bridge BPDU

Priority 0 65535

MAC MAC BPDU MAC
Port ID BPDU

Priority 0 255

Number 0 892
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show spanning-tree

Message Age Timer BPDU BPDU
< > <BPDU > /<
< >
<BPDU >
BPDU
BPDU  Message Age
< >
BPDU Max Age
Remaining Hops Hop 0 40
BPDU MST

Mode Version STP Rapid STP

18-7 show spanning-tree

Can't execute.

Spanning Tree is not configured.

Specified Spanning Tree is not configured.
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show spanning-tree statistics

show spanning-tree statistics

show spanning-tree statistics [ {vlan [ <VLAN ID list> ] | single | mst [ instance
<MSTI ID list> ]} [ port <Port# list> ] [channel-group-number <Channel group#
list>] 1

{vlan [ <VLAN ID list>] | single | mst [ instance <MSTI ID list> ]}

vlan
PVST+

<VLAN ID list>
VLAN ID PVST+
<VLAN ID list>

PVST+ VLAN

single

mst

instance <MSTI ID list>
MST ID
MST ID 0 4095
MST ID 0 CIST

MST
port <Port# list>

<Port# list>

channel-group-number <Channel group# list>

<Channel group# list>

PVST+
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show spanning-tree statistics

18-7 PVST+

> show spanning-tree statistics vlan 1,4094

Date 20XX/11/14 11:28:22 UTC

VLAN 1

Time Since Topology Change:0 day 0 hour 15 minute 59 second

Topology Change Times: 1
Port:0/14 Down
TxBPDUs
Forward Transit Tlmes
Discard BPDUs by reason
Timeout
Not Support
Port:0/16 Down
TxBPDUs
Forward Transit Tlmes
Discard BPDUs by reason
Timeout :
Not Support
Port:0/23 Down
TxBPDUs
Forward Transit Tlmes
Discard BPDUs by reason
Timeout :
Not Support
Port:0/24 Up
TxBPDUs
Forward Transit Tlmes
Discard BPDUs by reason
Timeout :
Not Support
Port:0/25 Down
TxBPDUs
Forward Transit Tlmes
Discard BPDUs by reason
Timeout :
Not Support
Port:0/26 Down
TxBPDUs
Forward Transit Tlmes
Discard BPDUs by reason
Timeout :
Not Support
VLAN 4094

Time Since Topology Change:

Topology Change Times: 2
Port:0/17 Down
TxBPDUs
Forward Transit Tlmes
Discard BPDUs by reason
Timeout
Not Support
Port:0/18 Down
TxBPDUs
Forward Transit Tlmes
Discard BPDUs by reason
Timeout
Not Support
Port:0/19 Down
TxBPDUs
Forward Transit Tlmes
Discard BPDUs by reason
Timeout
Not Support
Port:0/20 Up
TxBPDUs
Forward Transit Tlmes
Discard BPDUs by reason
Timeout
Not Support
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0 RxBPDUs :
0 RxDiscard BPDUs:
0 Invalid

0 Other

0 RxBPDUs :
0 RxDiscard BPDUs:
0 Invalid

0 Other

0 RxBPDUs :
0 RxDiscard BPDUs:
0 Invalid

0 Other

2 RxBPDUs :
1 RxDiscard BPDUs:
0 Invalid

0 Other

0 RxBPDUs :
0 RxDiscard BPDUs:
0 Invalid

0 Other

0 RxBPDUs :
0 RxDiscard BPDUs:

0 Invalid
0 Other

0 day 0 hour 10 minute 46

0 RxBPDUs

0 RxDiscard BPDUs:

0 Invalid
0 Other

0 RxBPDUs

0 RxDiscard BPDUs:

0 Invalid
0 Other

0 RxBPDUs

0 RxDiscard BPDUs:

0 Invalid
0 Other

2 RxBPDUs

2 RxDiscard BPDUSs:

0 Invalid
0 Other

second



Port:0/21 Down

show spanning-tree statistics

TxBPDUs 0 RxBPDUs : 0
Forward Transit Tlmes 0 RxDiscard BPDUs: 0
Discard BPDUs by reason
Timeout 0 Invalid 0
Not Support 0 Other 0
Port:0/22 Up
TxBPDUs 1 RxBPDUs : 504
Forward Transit Tlmes 0 RxDiscard BPDUs: 0
Discard BPDUs by reason
Timeout 0 Invalid 0
Not Support 0 Other 0
ChGr:8 Down
TxBPDUs 0 RxBPDUs : 0
Forward Transit Tlmes 0 RxDiscard BPDUs: 0
Discard BPDUs by reason
Timeout 0 Invalid 0
Not Support 0 Other 0
>
18-8
> show spanning-tree statistics single
Date 20XX/11/14 11:44:38 UTC
Time Since Topology Change:0 day 0 hour 5 minute 43 second
Topology Change Times: 4
Port:0/1 Up
TxBPDUs 187 RxBPDUs : 0
Forward Transit Times: 1 RxDiscard BPDUs: 0
Discard BPDUs by reason
Timeout 0 Invalid 0
Not Support 0 Other 0
Port:0/2 Down
TxBPDUs 0 RxBPDUs : 0
Forward Transit Tlmes 0 RxDiscard BPDUs: 0
Discard BPDUs by reason
Timeout 0 Invalid 0
Not Support 0 Other 0
ChGr:1 Up
TxBPDUs 187 RxBPDUs : 0
Forward Transit Tlmes 1 RxDiscard BPDUs: 0
Discard BPDUs by reason
Timeout 0 Invalid 0
Not Support 0 Other 0
ChGr:8 Down
TxBPDUs 0 RxBPDUs : 0
Forward Transit Tlmes 0 RxDiscard BPDUs: 0
Discard BPDUs by reason
Timeout 0 Invalid 0
Not Support 0 Other 0
>
1
18-8 PVST+
VLAN PVST+ VLAN ID vlan
Time Since Topology day
Change hour
minute
second
Rapid STP Rapid PVST+

235



show spanning-tree statistics

Topology ChangeTimes

Port
ChGr
Up Up Up
Up
Down Down Down
Down
Forward Transit Times
TxBPDUs BPDU
RxBPDUs BPDU
RxDiscardsBPDUs BPDU
Timeout BPDU BPDU
BPDU
Invalid BPDU BPDU
Not Support BPDU BPDU
Other BPDU BPDU
BPDU
BPDU
2
18-9
> show spanning-tree statistics mst instance 1,4095
Date 20XX/11/14 13:09:55 UTC
MST Instance ID: 1 Topology Change Times: 7
Port:0/1 Up
TxBPDUs : 203 RxBPDUs : 0
Forward Transit Times: 1 Discard Message: 0
Exceeded Hop : 0
Port:0/2 Down
TxBPDUs : 0 RxBPDUs : 0
Forward Transit Times: 0 Discard Message: 0
Exceeded Hop : 0
ChGr:1 Up
TxBPDUs : 203 RxBPDUs : 0
Forward Transit Times: 1 Discard Message: 0
Exceeded Hop : 0
MST Instance ID: 4095 Topology Change Times: 1
Port:0/17 Down
TxBPDUs : 0 RxBPDUs : 0
Forward Transit Times: 0 Discard Message: 0
Exceeded Hop 0
Port:0/18 Down
TxBPDUs : 0 RxBPDUs : 0
Forward Transit Times: 0 Discard Message: 0
Exceeded Hop 0
Port:0/19 Down
TxBPDUs : 0 RxBPDUs : 0
Forward Transit Times: 0 Discard Message: 0
Exceeded Hop 0
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Port:0/20 Up

show spanning-tree statistics

TxBPDUs : 1 RxBPDUs : 0
Forward Transit Times: 1 Discard Message: 0
Exceeded Hop : 0
>
2
18-9
MST Instance ID MST ID
Topology ChangeTimes
Port
ChGr
Up Up Up
Up
Down Down Down
Down
TxBPDUs BPDU
RxBPDUs BPDU
Forward Transit Times
RxDiscard BPDUs BPDU
MST Instance:0
Discard BPDUs by reason BPDU
MST Instance:0
Timeout BPDU BPDU
BPDU
MST Instance ID:0
Invalid BPDU
MST Instance ID:0
BPDU
TCN BPDU
RST BPDU
MST BPDU
MST BPDU  Version 3 Length 64
Not Support BPDU BPDU
MST Instance ID:0
BPDU type 0x00 0x02 0x80
Other BPDU PVST+ BPDU
BPDU
BPDU
BPDU

MST Instance ID:0
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show spanning-tree statistics

Discard Message MSTI BPDU

MST Instance:1

Ver3Length Invalid Version 3 Length Version 3 Length
BPDU
64
1089
16
MST Instance ID:0
Exceeded Hop remaining hop 0
MST Configuration
Messages

18-10 show spanning-tree statistics

Can't execute.

Spanning Tree is not configured.

Specified Spanning Tree is not configured.
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clear spanning-tree statistics

clear spanning-tree statistics

clear spanning-tree statistics

18-10 0
> clear spanning-tree statistics

>

18-11 clear spanning-tree statistics

Can't execute.

. 0 SNMP MIB 0
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clear spanning-tree detected-protocol

clear spanning-tree detected-protocol

STP

clear spanning-tree detected-protocol [{vlan [<VLAN ID list>] | single
| mst}] [port <Port# list>] [channel-group-number <Channel group# lists]

{vlan [ <VLAN ID list>] | single | mst}

vlan
PVST+ STP

<VLAN ID list>
VLAN ID PVST+ STP
<VLAN ID list>

PVST+ VLAN STP
single
STP

mst
STP

port <Port# list>
STP <Port# list>

channel-group-number <Channel group# list>
STP
<Channel group# list>

STP

STP

18-11 STP
> clear spanning-tree detected-protocol

>
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clear spanning-tree detected-protocol

18-12 clear spanning-tree detected-protocol

Can't execute.

PVST+
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show spanning-tree port-count

show spanning-tree port-count

show spanning-tree port-count [{vlan | single | mst}]

{vlan | single | mst}
vlan
PVST+

single

mst

PVST+

18-12 PVST+
> show spanning-tree port-count vlan

Date 20XX/11/14 11:29:39 UTC

PVST+ VLAN Counts: 3 VLAN Port Counts: 26
>
1
18-13 PVST+
PVST+ VLAN Counts VLAN PVST+ VLAN
VLAN Port Counts VLAN PVST+ VLAN VLAN
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show spanning-tree port-count

18-13

> show spanning-tree port-count single

Date 20XX/11/14 11:48:21 UTC

Single VLAN Counts: 1 VLAN Port Counts: 6
>
2
18-14
Single VLAN Counts VLAN VLAN
VLAN Port Counts VLAN VLAN VLAN
3
18-14

> show spanning-tree port-count mst

Date 20XX/11/14 13:12:48 UTC

CIST VLAN Counts: 4093 VLAN Port Counts: 6

MST 1 VLAN Counts: 1 VLAN Port Counts: 12

MST 4095 VLAN Counts: 1 VLAN Port Counts: 8

>

3
18-15

CIST VLAN Counts VLAN CIST VLAN
MST VLAN Counts VLAN MSTI VLAN
VLAN Port Counts VLAN VLAN VLAN

18-16 show spanning-tree port-count

Can't execute.
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show spanning-tree port-count

Spanning Tree is not configured.

Specified Spanning Tree is not configured.

* PVST+ VLAN
s PVST+
suspend VLAN
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suspend

VLAN
VLAN



Ring Protocol S2200 SS1250
SS1240
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show axrp

show axrp

Ring Protocol

show axrp [<Ring ID list>] [detail]

<Ring ID list>
ID ID
1 65535
detail
Ring Protocol
Ring Protocol
1
Ring Protocol
19-1  Ring Protocol

> show axrp
Date 20XX/09/01 15:34:11 UTC
Total Ring Counts:1
Ring ID:2

Name :0-Ring

Oper State:enable Mode:Transit

VLAN Group ID Ring Port Role/State Ring Port Role/State

1 0/25 -/forwarding 0/26 -/forwarding

2 - -/- - -/-
>

1

19-1 Ring Protocol

Total Ring Counts 1 4
Ring ID ID 1 65535
Name
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show axrp

Oper State enable
disable
Not Operating
Ring Protocol
Ring Protocol
Mode Transit
Shared Port
ChGr
VLAN Group ID VLAN 1 2
ID
Ring Port
ChGr
Role
State forwarding
blocking
down

ID Ring Protocol

2

Ring Protocol

19-2 Ring Protocol

> show axrp detail

Date 20XX/09/01 15:35:15 UTC

Total Ring Counts:1

Ring ID:2

Name:0-Ring

Oper State:enable
Control VLAN ID:20
Forwarding Shift Time
Last Forwarding:flush

VLAN Group ID:1
VLAN ID:200
Ring Port:0/25
Ring Port:0/26

VLAN Group ID:2
VLAN ID:-
Ring Port:-
Ring Port:-

Multi Fault Detection
Mode:transport
Control VLAN ID:1000

Mode:Transit

(sec) :15
request receive

Role: - State:forwarding
Role: - State:forwarding
Role: - State: -

Role: - State: -

State: -
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show axrp

2

19-2 Ring Protocol

Total Ring Counts 1 4

Ring ID ID 1 65535

Name

Oper State enable
disable

Not Operating
ID  Ring Protocol
Ring Protocol

non

Mode Transit
Shared Port
ChGr
Control VLAN ID VLAN ID 2 4094
Forwarding Delay Time VLAN 1 65535
Forwarding Shift Time 1 65535 infinity infinity
Last Forwarding flush request receive

forwarding shift time out

VLAN Group ID VLAN 1 2
ID
VLAN ID VLAN ID 1 4094
Ring Port
ChGr

Role
State forwarding

blocking

down

ID Ring Protocol

Multi Fault Detection - multi-fault-detection
State mode multi-fault-detection vlan
Mode transport transport
Control VLAN ID VLAN ID 2 4094

VLAN
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show axrp

19-3 show axrp

Can't execute.

Ring Protocol is not configured. Ring Protocol

Specified Ring ID is not configured. ID
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IGMP/MLD snooping

show igmp-snooping

clear igmp-snooping

show mld-snooping

clear mld-snooping
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show igmp-snooping

show igmp-snooping

252

IGMP snooping VLAN

. IGMP

* VLAN MAC
. IGMP

show igmp-snooping [<VLAN ID lists>]

show igmp-snooping {group [<VLAN ID list>]
channel -group-number <Channel group# list>}
show igmp-snooping statistics [<VLAN ID lists>]

| port <Port# lists> |

<VLAN ID list>
VLAN ID IGMP snooping

<VLAN ID list>

VLAN IGMP snooping

{group [<VLAN ID list>] | port <Port# list> | channel-group-number <Channel group# list>}

group

VLAN
port <Port# list>

<Port# list>
channel-group-number <Channel group# list>
<Channel
group# list>
statistics
1

20-1 IGMP snooping
> show igmp-snooping

Date 20XX/03/14 15:56:12 UTC
VLAN counts: 3

VLAN 3253:
IP Address: 192.168.53.100/24 Querier: enable

IGMP querying system: 192.168.53.100
Fast-leave On
Port (4): 0/13-16
Mrouter-port: 0/13-16
Group counts: 5
VLAN 3254:



IP Address: 192.168.54.100/24 Querier: disable
IGMP querying system:
Fast-leave Off
Port (4): 0/17-20
Mrouter-port: 0/17-20
Group counts: 5
VLAN 3255:
IP Address: 192.168.55.100/24 Querier: disable
IGMP querying system:
Fast-leave Off
Port (4): 0/21-24
Mrouter-port: 0/21-24
Group counts: 5

> show igmp-snooping 3253

Date 20XX/03/14 15:59:14 UTC
VLAN counts: 3
VLAN 3253:
IP Address: 192.168.53.100/24 Querier: enable
IGMP querying system: 192.168.53.100
Fast-leave On
Port (4): 0/13-16
Mrouter-port: 0/13-16
Group counts: 5

20-1 IGMP snooping

show igmp-snooping

VLAN counts IGMP snooping
VLAN
VLAN VLAN
IP Address 1P
Querier enable
disable
IGMP querying VLAN IGMP IGMP
system
Fast-leave VLAN  IGMP snooping On
Off
Port(n) VLAN n

Mrouter-port

Group counts VLAN

253



show igmp-snooping

254

2

20-2 VLAN

IGMP

> show igmp-snooping group

Date 20XX/11/14 15:59:41 UTC

Total Groups:

VLAN counts:

3

15

VLAN 3253 Group counts: 5

Group Addres
230.0.0.11

s

Port-list:

230.0.0.10

Port-list:

230.0.0.14

Port-list:

230.0.0.13

Port-list:

230.0.0.12

Port-list:

Group Addres
230.0.0.34

VLAN 3254 Group

S

Port-list:

230.0.0.33

Port-list:

230.0.0.32

Port-list:

230.0.0.31

Port-list:

230.0.0.30

Port-list:

Group Addres
230.0.0.24

VLAN 3255 Group

S

Port-list:

230.0.0.23

Port-list:

230.0.0.22

Port-list:

230.0.0.21

Port-list:

230.0.0.20

Port-list:

MAC Address

0100
0/13

0100
0/13

0100
0/13

0100
0/13

0100
0/13
counts: 5

.5e00.000b

.5e00.000a

.5e00.000e

.5e00.000d

.5e00.000c

MAC Address

0100
0/18

0100
0/18

0100
0/18

0100
0/18

0100
0/18
counts: 5

.5e00.0022

.5e00.0021

.5e00.0020

.5e00.001f

.5e00.001e

MAC Address

0100
0/21

0100
0/21

0100
0/21

0100
0/21

0100
0/21

.5e00.0018

.5e00.0017

.5e00.0016

.5e00.0015

.5e00.0014

> show igmp-snooping group 3253

Date 20XX/11/14 16:02:03 UTC

Total Groups:

VLAN counts:

3

15

VLAN 3253 Group counts: 5

Group Addres
230.0.0.11

s

Port-list:

230.0.0.10

Port-list:

230.0.0.14

Port-list:

230.0.0.13

Port-list:

230.0.0.12

Port-list:

MAC Address

0100
0/13

0100
0/13

0100
0/13

0100
0/13

0100
0/13

.5e00.000b

.5e00.000a

.5e00.000e

.5e00.000d

.5e00.000c



2

20-2 VLAN IGMP

show igmp-snooping

Total Groups

VLAN counts IGMP snooping VLAN

VLAN VLAN

Group counts VLAN

Group Address

MAC Address MAC

Port-list

20-3 IGMP
> show igmp-snooping port 0/13
Date 20XX/11/14 16:03:28 UTC

Port 0/13 VLAN counts: 1
VLAN 3253 Group counts: 5

Group Address Last Reporter Uptime Expires
230.0.0.11 192.168.53.17 19:20 04:19
230.0.0.10 192.168.53.16 19:20 04:20
230.0.0.14 192.168.53.20 19:20 04:19
230.0.0.13 192.168.53.19 19:20 04:19
230.0.0.12 192.168.53.18 19:20 04:19

>
3
20-3 IGMP
Port
VLAN counts VLAN
VLAN VLAN

Group counts

Group Address
Last Reporter 1P
Uptime XXy XX
60 "lhour" "2hours'eee
24 "lday" "2days'eee
Expires XXy XX
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show igmp-snooping

4

20-4 IGMP snooping
> show igmp-snooping statistics

Date 20XX/11/14 16:04:03 UTC
VLAN 3253

Port 0/13 Rx: Query
Report (V1)
Report (V2)

Leave

Error

Port 0/14 Rx: Query
Report (V1)
Report (V2)

Leave

Error

Port 0/15 Rx: Query
Report (V1)
Report (V2)

Leave

Error

Port 0/16 Rx: Query
Report (V1)
Report (V2)

Leave

Error

4

20-4 IGMP snooping

0 Tx:
11945
0
0
0
0 Tx:
0
0
0
0
0 Tx:
0
0
0
0
0 Tx
194
0
0
0

Query

Query

Query

Query

12

VLAN VLAN

Port VLAN

RX IGMP

T IGMP

Query Query

Report(V1) IGMP Versionl Report
Report(V2) IGMP Version2 Report
Leave Leave

Error

20-5 show igmp-snooping

Can't execute.

There is no information. ( IGMP snooping )

IGMP snooping

256



show igmp-snooping

2. "port"
"channel-group-number"
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clear igmp-snooping

clear igmp-snooping

IGMP snooping

clear igmp-snooping [-f]

20-5 IGMP snooping

> clear igmp-snooping
Do you wish to clear IGMP or MLD snooping data? (y/n): vy

>

IGMP snooping
"n" IGMP snooping

clear igmp-snooping

20-6 clear igmp-snooping

Can't execute.

There is no information. ( IGMP snooping ) IGMP snooping
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show mld-snooping

show mld-snooping

MLD snooping VLAN

U MLD

* VLAN MAC
. MLD

show mld-snooping [<VLAN ID list>]

show mld-snooping {group [<VLAN ID lists] port <Port# lists> |
channel -group-number <Channel group# list>

show mld-snooping statistics [<VLAN ID list>]

<VLAN ID list>
VLAN ID MLD snooping
<VLAN ID list>

VLAN MLD snooping

{group [<VLAN ID list>] | port <Port# list> | channel-group-number <Channel group# list>}

group
VLAN
port <Port# list>
<Port# list>
channel-group-number <Channel group# list>
<Channel
group# list>
statistics
1

20-6 MLD snooping
> show mld-snooping

Date 20XX/11/14 17:21:37 UTC
VLAN counts: 3
VLAN 3001:
IP Address: Querier: enable
MLD querying system:
Querier version: vl
Port (1): 0/12
Mrouter-port: 0/12
Group counts: 1
VLAN 3002:
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show mld-snooping

IP Address: Querier: enable
MLD querying system:
Querier version: vl
Port (1): 0/12
Mrouter-port: 0/12
Group counts: 1
VLAN 3003:
IP Address: Querier: enable
MLD querying system:
Querier version: vl
Port (1): 0/12
Mrouter-port: 0/12
Group counts: 1

> show mld-snooping 3001

Date 20XX/11/14 17:21:51 UTC
VLAN counts: 3
VLAN 3001:
IP Address: Querier: enable
MLD querying system:
Querier version: vl
Port (1): 0/12
Mrouter-port: 0/12
Group counts: 1

20-7 MLD snooping

VLAN counts MLD snooping VLAN

VLAN VLAN

IP Address 1P

Querier enable
disable

MLD querying VLAN MLD MLD

system

Querier version MLD vl versionl
v2 version2

Port(n) VLAN n

Mrouter-port

Group counts VLAN
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2

20-7 VLAN

MLD

> show mld-snooping group

Date 20XX/11/14 17:22:05 UTC
Total Groups: 3

show mld-snooping

VLAN counts: 3
VLAN 3001 Group counts: 1
Group Address MAC Address Version Mode
£f£f80:0:0:0:0:0:99:a0a 3333.0099.0a0a v1l -
Port-list: 0/12
VLAN 3002 Group counts: 1
Group Address MAC Address Version Mode
£f£f80:0:0:0:0:0:99:a0a 3333.0099.0a0a v1l -
Port-list: 0/12
VLAN 3003 Group counts: 1
Group Address MAC Address Version Mode
££f80:0:0:0:0:0:99:a0a 3333.0099.0a0a vl -
Port-list: 0/12
>
> show mld-snooping group 3001
Date 20XX/11/14 17:22:10 UTC
Total Groups: 3
VLAN counts: 3
VLAN 3001 Group counts: 1
Group Address MAC Address Version Mode
£f£f80:0:0:0:0:0:99:a0a 3333.0099.0a0a vl -
Port-list: 0/12
>
2
20-8 VLAN MLD
Total Groups
VLAN counts MLD snooping VLAN
VLAN VLAN
Group counts VLAN
Group Address
MAC Address MAC
Version MLD vl MLD version 1
v2 MLD version 2
vliv2 MLD versionl version2
Mode INCLUDE INCLUDE
EXCLUDE EXCLUDE
MLD vl
Port-list
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show mld-snooping

20-8 MLD
> show mld-snooping port 0/12
Date 20XX/11/14 17:22:45 UTC

Port 0/12 VLAN counts: 3
VLAN 3001 Group counts: 1

Group Address Last Reporter Uptime Expires
£f£f80:0:0:0:0:0:99:a0a fe:80:0:0:0:0:0:£e00 07:10 04:20
VLAN 3002 Group counts: 1
Group Address Last Reporter Uptime Expires
£f£80:0:0:0:0:0:99:a0a fe:80:0:0:0:0:0:£fe00 05:02 04:20
VLAN 3003 Group counts: 1
Group Address Last Reporter Uptime Expires
£f£f80:0:0:0:0:0:99:a0a fe:80:0:0:0:0:0:£e00 05:02 04:20
>
3
20-9 MLD
Port
VLAN counts VLAN
VLAN VLAN
Group counts
Group Address
Last Reporter 1P
Uptime XXyy XX yy
60 "lhour" "2hours"eee
24 "lday"
"2days"’eee
Expires XXy XX yy
4
20-9 MLD snooping
> show mld-snooping statistics
Date 20XX/11/14 17:23:08 UTC
VLAN 3001
Port 0/12 Rx: Query (V1) 0 Tx: Query (V1) 0
Query (V2) 0 Query (V2) 0
Report (V1) 142435
Report (V2) 0
Done 0
Error 0
VLAN 3002
Port 0/12 Rx: Query (V1) 0 Tx: Query (V1) 0
Query (V2) 0 Query (V2) 0
Report (V1) 64969
Report (V2) 0
Done 0
Error 0
VLAN 3003
Port 0/12 Rx: Query (V1) 0 Tx: Query (V1) 0
Query (V2) 0 Query (V2) 0
Report (V1) 64741
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show mld-snooping

Report (V2) 0
Done 0
Error 0

4

20-10 MLD snooping

VLAN VLAN

Port VLAN

RX MLD

T MLD

Query(vl) MLD Versionl Query
Query(v2) MLD Version2 Query
Report(vl) MLD Versionl Report
Report(v2) MLD Version2 Report
Done Done

Error

20-11  show mld-snooping

Can't execute.

There is no information. ( MLD snooping ) MLD snooping

2. "port"
"channel-group-number"
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clear mld-snooping

clear mld-snooping

MLD snooping

clear mld-snooping [-f]

20-10 MLD snooping

> clear mld-snooping
Do you wish to clear IGMP or MLD snooping data? (y/n): vy

>

MLD snooping
"n" MLD snooping

clear mld-snooping

20-12 clear mid-snooping

Can't execute.

There is no information. ( MLD snooping ) MLD snooping
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IPv4  ARP

ICMP

5

IPv4

show ip interface

show ip arp

show ip route

ping

traceroute
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show ip interface

show ip interface

IPv4

show ip interface [{summary | up | down | vlan <VLAN ID>}]

{summary | up | down | vlan <VLAN ID>}

summary

up
Up
down
Down

vlan <VLAN ID>
<VLAN ID> interface vlan VLAN ID

> show ip interface summary
211
> show ip interface summary

Date 20XX/11/14 17:47:34 UTC
VLAN00O1: Up 192.168.0.100/24
VLANO0010: Down 192.168.10.100/24
VLAN3005: Up 192.168.5.10/24
VLAN3253: Down 192.168.53.100/24
VLAN3254: Up 192.168.54.100/24
VLAN3255: Up 192.168.55.100/24
VLAN3256: Down 192.168.56.100/24
VLAN4094: Up 192.168.4.10/24

VLANXXXX

Up/Down
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e Up

> show ip interface up

> show ip interface vlan 3005

21-2
> show ip interface vlan 3005

Date 20XX/11/14 17:50:06 UTC

VLAN3005: Up

media 100BASE-TX full (auto)

mtu 1500
inet 192.168.5.10/24
Port 0/4 Down media -
Port 0/5 : Up
Port 0/7 Down media -

Time-since-last-status-change:
Last down at: 20XX/11/14 17:33:07

show ip interface

broadcast 192.168.5.255

00ed.£010.0001

Oday 00:03:23

00ed.f010.0001 ChGr:7 (Up)
00ed.f£010.0001 ChGr:7 (Up)

VLAN: 3005
>
2
21-2
VLANXXXX
Up/Down
mtu MTU
inet IP /
broadcast
Port VLAN
Up/Down Up
Down
media show interfaces
< >
XXXXXXXK.XXXX MAC MAC
ChGr
Up Up
Down Down
Time-since-last-sta = Up/Down VLAN
tus-change T
100 "Over 100 days"
Up/Down Homent
1P / /
Last down at VLAN
/. o Memmen
1P / /
VLAN VLAN ID 1-4094
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show ip interface

1P

21-3 IP
> show ip interface

Date 20XX/11/14 17:47:06 UTC
VLAN00O1: Up
mtu 1500
inet 192.168.0.100/24 broadcast
Port 0/1 : Up media 100BASE-TX full (auto)
Port 0/3 : Down media -
Port 0/6 : Down media -
Port 0/8 : Down media -
Port 0/9 : Down media -
Port 0/10: Down media -
Port 0/11: Down media -
Port 0/25: Down media -
Port 0/26: Down media -
Time-since-last-status-change: 0Oday 00:48:41
Last down at: 20XX/11/14 15:01:46

VLAN: 1
VLANOO10: Down
mtu 1500
inet 192.168.10.100/24 broadcast

Time-since-last-status-change: 0Oday 02:13:23
Last down at: 20XX/11/14 15:33:42
VLAN: 10
VLAN3005: Up
mtu 1500
inet 192.168.5.10/24 broadcast
Port 0/4 : Down media -
Port 0/5 : Up media 100BASE-TX full (auto)
Port 0/7 : Down media -
Time-since-last-status-change: 0day 00:00:23
Last down at: 20XX/11/14 17:33:07

[ 2] 21-2

21-3 show ip interface

192.168.0.255

00ed.
00ed.
00ed.
00ed.
00ed.
00ed.
00ed.
00ed.
00ed.

192.168.10.

f010.
f£01o0.
f010.
f£01o0.
f010.
f£01o0.
f010.
f£01o0.
f010.

0001
0001
0001
0001
0001
0001
0001
0001
0001

255

192.168.5.255
00ed.£010.0001

00ed.f£010.0001 ChGr:7 (Up)
00ed.£010.0001 ChGr:7(Up)

Can't execute.

There is no information. (ip interface ) ip interface
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show ip arp

show ip arp

ARP

show ip arp [{interface vlan <VLAN ID> | ip <IP address>}]

{interface vlan <VLAN ID> | ip <IP address>}

interface vlan <VLAN ID>

VLAN ID

<VLAN ID>

ip <IP address>
IP

21-4 VLAN

ARP

> show ip arp interface vlan 2048

Date 20XX/11/14
Total: 6
Address
10.0.0.55
0.0.56
0.0.57
10.0.0.58
0.0.59
10.10.1

21-5 ARP

> show ip arp

Date 20XX/11/14
Total: 8
Address
10.0.0.55

.0.56

.0.57

.0.58

192.168.0.200

22:05:43 UTC

Address
0155
0156
0157
0158
0159

Linklayer

0013.20ad.
0013.20ad.
0013.20ad.
0013.20ad.
0013.20ad.
incomplete

22:04:23 UTC

Address
0155
0156
0157
0158
0159

Linklayer
0013.20ad.
0013.20ad.
0013.20ad.
0013.20ad.
0013.20ad.
incomplete
0080.452d.9701
incomplete

Interface
VLAN2048
VLAN2048
VLAN2048
VLAN2048
VLAN2048
VLAN2048

Interface
VLAN2048
VLAN2048
VLAN2048
VLAN2048
VLAN2048
VLAN2048
VLAN2000
VLAN3333

interface vlan

Expire
20min
20min
20min
20min
20min

Expire
20min
20min
20min
20min
20min

12min

Type
arpa
arpa
arpa
arpa
arpa
arpa

Type
arpa
arpa
arpa
arpa
arpa
arpa
arpa
arpa

VLAN ID
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show ip arp

216 IP
> show ip arp ip 192.20.0.2

Date 20XX/11/14 22:06:20 UTC
Total: 1

IP Address Linklayer Address Interface Expire Type
192.20.0.2 0080.452d.9701 VLAN2000 10min arpa
>
21-4 ARP
Total ARP ARP
IP Address Next Hop IP
Linklayer Address Next Hop MAC incomplete ARP
Interface VLANXXXX
XXxxX:VLAN ID
Expire ) -- ARP
Type arpa

21-5 show ip arp

Can't execute.

There is no information. (ip arp)

ARP

270

* ARP



show ip route

show ip route

IPv4

show ip route

21-7

> show ip route

ip route

Date 20XX/11/14 17:32:39 UTC

Total: 5
Destination Nexthop Interface Protocol
192.168.0.0/24 192.168.0.100 VLANOOO1 Connected
192.168.4.0/24 192.168.4.10 VLAN4094 Connected
192.168.5.0/24 192.168.5.10 VLAN3005 Connected
192.168.54.0/24 192.168.54.100 VLAN3254 Connected
192.168.55.0/24 192.168.55.100 VLAN3255 Connected
>
21-6 ip route

Total

Destination IP

Next Hop Next Hop IP

Interface VLANXXXX

XXXX:VLAN ID
Protocol Static static

Connected
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show ip route

21-7 show ip route

There is no information. (ip route) ip route
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ping

ping

ping 1P

ping [{-t | -n <Count>}] [-1 <Size>] [-w <Timeout>] <IP address>

{-t | -n <Count>}

-t
ping [Ctrl + C]

<Count>

-n <Count>
<Count> 1 99999

-l <Size>
46 1500

46

-w <Timeout>
<Timeout> 1 60

<IP address>
1P
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ping

> ping 192.168.0.1

46

Pinging 192.168.0.1 with 46 bytes of data:
count=1.
count=2.
count=3.
count=4. bytes=46

Reply from 192.168.0.1:
Reply from 192.168.0.1:
Reply from 192.168.0.1:
Reply from 192.168.0.1:

bytes=46
bytes=46
bytes=46

----192.168.0.1 Ping statistics ----
lost 0 (0%

Packet: sent 4, received 4,

e 10

1500

> ping -n 10 -1 1500 -w 2 192.168.0.1

loss)

o 46
> ping -t 192.168.0.1
21-8 ping
Reply from x.x.Xx.x: count=xx. bytes=yy 1P

from x.x.x.x IP

count=xx
bytes=yy
Request timed out. 1P
ping Ctrl C
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traceroute

traceroute

UDP

traceroute [-m <Max hops>] [-w <Timeout>] <IP address>

-m <Max hops>
P 1 255

30

-w <Timeout>

<IP address>

21-8

> traceroute -m 2 -w 1 192.168.0.10
1 <10ms <10ms <1O0ms 192.168.0.10
Trace complete.

21-9

> traceroute -m 2 -w 1 192.168.0.5

traceroute to 192.168.0.5, over a maximum of 2 hops,
1 * * * Request timed out.

2 * * * Request timed out.

Trace complete.

21-10
> traceroute -m 2 -w 1 192.168.2.2
traceroute to 192.168.2.2, over a maximum of 2 hops,

1 reports: Destination host Unreachable.
Trace complete.

>
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traceroute

21-9 traceroute

Destination host Unreachable.

traceroute to x.X.X.x, over a maximum of yy hops. traceroute
to X.X.X.X
yy hops

Trace complete. traceroute

Request timed out. 1P

* traceroute
1 P "ICMP echo reply"
2 "ICMP xxx unreachable"
3 Q)2 TTL
4 Ctrl C
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6 QoS

show access-filter

clear access-filter
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show access-filter

show access-filter

278

VLAN mac
access-group ip access-group

show access-filter [{<IF#> | interface vlan <VLAN ID>} [<ACL ID>]]

show access-filter [interface {gigabitethernet <IF#> | vlan <VLAN ID> } [<ACL
ID>]11 S2200 S$2100

show access-filter [interface {fastethernet <IF#> | gigabitethernet <IF#> | vlan
<VLAN ID>} [<ACL ID>]] S8S1250 SS1240

{<IF#> | interface vlan <VLAN ID>}[<ACL ID>]
interface {gigabitethernet <IF#> | vlan <VLAN ID>}[<ACL ID>] S2200 S2100

interface {fastethernet <IF#> | gigabitethernet <IF#> | vlan <VLAN ID>}[<ACL ID>] SS1250
SS81240

<IF#>
<IF#>

interface vlan <VLAN ID>
vlan <VLAN ID>

VLAN
<VLAN ID> interface vlan VLAN ID
<ACL ID>
<ACL ID>



22-1 MAC

> show access-filter 0/3 acl-mac

Date 20XX/09/19 15:11:57 UTC
Using Port: interface fastethernet 0/3 in
Extended MAC access-list: acl-mac
remark "permit of mac access-list extended"
10 permit host 001b.7888. lffa any
matched packets :
implicitly denied packets

5
15

22-2 IP

> show access-filter 0/2 acl-std
Date 20XX/09/18 12:56:43 UTC
Using Port: interface fastethernet 0/2 in
Standard IP access-list: acl-std
remark "permit of ip access-list standard"
10 permit 172.16.1.12 0.0. O 255
matched packets :
implicitly denied packets

5
15

22-3 IP

> show access-filter 0/1 acl-ext

Date 20XX/09/18 12:56:28 UTC

Using Port: interface fastethernet 0/1 in

Extended IP access-list: acl-ext
remark "permit of ip access-list extended"
10 permit tcp 172.16.89. 29 0.0.0.255 any

matched packets : 5

implicitly denied packets 15

22-1

show access-filter

Using Port: interface fastethernet<IF#> in

881250

S$S1240
10BASE-T/100BASE-TX

Using Port: interface gigabitethernet<IF#>
in

§2200

S2100
10BASE-T/100BASE-TX/

1000BASE-T/1000BASE-X

881250

S$S1240
1000BASE-T/

100BASE-FX/1000BASE-X

Using Port: interface vlan<VLAN ID> in VLAN
Extended MAC access-list: <ACL ID> MAC

Standard IP access-list: <ACL ID> 1P

Extended IP access-list: <ACL ID> 1P
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show access-filter

18
matched packets:<packets>
implicitly denied packets:<packets>
22-2 show access-filter
Can't execute.
No configuration. VLAN
No such ID. <ACL ID>
No such interface. VLAN
. deny
Vol.2 1
. FCS
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clear access-filter

clear access-filter

show access-filter matched
packets implicitly denied packets

clear access-filter

22-4 0

> clear access-filter

22-3 clear access-filter

Can't execute.

No configuration. VLAN
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QoS

show qos-flow

clear qos-flow

show qos queueing

clear qos queueing
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show qos-flow

show qos-flow

284

VLAN QoS ip
gos-flow-group mac gos-flow-group QoS

show gos-flow [{<IF#> | interface vlan <VLAN ID>} [<QoS ID>]]

show gos-flow [interface {gigabitethernet <IF#> | vlan <VLAN ID>}[<QoS ID>]]
S2200 S2100

show gos-flow [interface {fastethernet <IF#> | gigabitethernet <IF#> | vlan <VLAN

ID>} [<QoS ID>]] S81250 S$S1240

{<IF#> | interface vlan <VLAN ID>} [<QoS ID>]
interface {gigabitethernet <IF#> | vlan <VLAN ID>}[<Qo0S ID>] S2200 S2100

interface {fastethernet <IF#> | gigabitethernet <IF#> | vlan <VLAN ID>}[<QoS ID>] SS1250
SS81240
<IF#>
<IF#>

interface vlan <VLAN ID>
vlan <VLAN ID>
VLAN
<VLAN ID> interface vlan VLAN ID

<QoS ID>
<QoS ID> QoS
QoS

QoS



® QoS

23-1 MAC QoS

> show gos-flow 0/1 "apple-talk-gos"

Date 20XX/09/18 18:51:40 UTC

Using Port:

MAC gos-flow-list:
remark "cos 5"

apple-talk-gos

10 gos any any appletalk action cos 5

matched packets

23-2 IP QoS

> show gos-flow 0/25 "http-gos"

Date 20XX/09/18 18:47:48 UTC
Using Port:
IP gos-flow-1list:

remark "cos 4"

http-gos

interface fastethernet 0/1 in

0

show qos-flow

interface gigabitethernet 0/25 in

10 gos tcp any host 10.10.10.2 eq 80 action cos 4

matched packets

23-1 QoS

0

Using Port: interface fastethernet <IF#> in SS1250 SS1240
QoS 10BASE-T/
100BASE-TX

Using Port: interface gigabitethernet <IF#> in S2200 S2100
QoS 10BASE-T/

100BASE-TX/1000BASE-T/1000BASE-X

Using Port: interface gigabitethernet <IF#> in SS1250 SS1240
QoS 1000BASE-T/
100BASE-FX/1000BASE-X
Using Port: interface vlan <VLAN ID> in QoS VLAN
QoS MAC gos-flow-list:<QoS ID> MAC QoS
IP gos-flow-list:<QoS ID> IPQoS
QoS QoS 19. QoS
matched packets:<packets> QoS
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show qos-flow

23-2 show qos-flow

Can't execute.

No configuration. VLAN
QoS
QoS

No such ID. QoS <QoS ID> QoS
No such interface. VLAN

. QoS

Vol.2 3
J FCS
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clear qos-flow

clear qos-flow

show qos-flow QoS
matched packets 0

clear gos-flow

23-3
> clear gos-flow

>

23-3 clear qos-flow

Can't execute.

No configuration. VLAN
QoS QoS
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show qos queueing

show gqos queueing

show gos queueing [<IF#>]

show gos queueing [interface gigabitethernet <IF#>] S2200 S2100

show gos queueing [interface {fastethernet <IF#> | gigabitethernet <IF#>}]
SS1250 SS1240

<IF#>
interface gigabitethernet <IF#> S2200 S2100

interface {fastethernet <IF#> | gigabitethernet <IF#>} SS1250 SS1240

<IF#>
<IF#>
CPU LSI
1P8800/SS1240-48T2C
23-4
> show gos queueing
Date 20XX/10/23 09:51:07 UTC
To-CPU (outbound)
Max Queue=8
Queue 1: Qlen= 0, Limit_Qlen= 64
Queue 2: Qlen= 0, Limit Qlen= 64
Queue 3: Qlen= 0, Limit_Qlen= 64
Queue 4: Qlen= 0, Limit Qlen= 64
Queue 5: Qlen= 0, Limit_Qlen= 64
Queue 6: Qlen= 0, Limit Qlen= 64
Queue 7: Qlen= 0, Limit_Qlen= 64
Queue 8: Qlen= 0, Limit Qlen= 256
discard packets
HOL1= 0, HOL2= 0, Tai 1 drop= 0
SW (outbound)
Max Queue=32
Queue 1: Qlen= 0, Limit Qlen= 32
Queue 2: Qlen= 0, Limit_Qlen= 32
Queue 3: Qlen= 0, Limit Qlen= 32
Queue 4: Qlen= 0, Limit_Qlen= 32
Queue 5: Qlen= 0, Limit Qlen= 32
Queue 6: Qlen= 0, Limit_Qlen= 32
Queue 7: Qlen= 0, Limit Qlen= 32
Queue 8: Qlen= 0, Limit_Qlen= 32

discard packets
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show gos queueing

HOL1= 0, HOL2= 0, Tail drops= 0
Queue 9: Qlen= 0, Limit Qlen= 32
QueuelOl: Qlen= 0, Limit_Qlen= 32
Queuell: Qlen= 0, Limit Qlen= 32
Queuel2: Qlen= 0, Limit_Qlen= 32
Queuel3: Qlen= 0, Limit Qlen= 32
Queuel4: Qlen= 0, Limit_Qlen= 32
Queuel5: Qlen= 0, Limit Qlen= 32
Queuel6: Qlen= 0, Limit_Qlen= 32
discard packets
HOL1= 0, HOL2= 0, Tail drops= 0
Queuel7: Qlen= 0, Limit Qlen= 32
Queuel8: Qlen= 0, Limit_Qlen= 32
Queuel9: Qlen= 0, Limit Qlen= 32
Queue20: Qlen= 0, Limit_Qlen= 32
Queue2l: Qlen= 0, Limit Qlen= 32
Queue22: Qlen= 0, Limit_Qlen= 32
Queue23: Qlen= 0, Limit Qlen= 32
Queue24: Qlen= 0, Limit_Qlen= 32
discard packets
HOL1= 0, HOL2= 0, Tail drops= 0
Queue25: Qlen= 0, Limit Qlen= 32
Queue26: Qlen= 0, Limit_Qlen= 32
Queue27: Qlen= 0, Limit Qlen= 32
Queue28: Qlen= 0, Limit_Qlen= 32
Queue29: Qlen= 0, Limit Qlen= 32
Queue30: Qlen= 0, Limit_Qlen= 32
Queue3l: Qlen= 0, Limit Qlen= 32
Queue32: Qlen= 0, Limit_Qlen= 32
discard packets
HOL1= 0, HOL2= 0, Tail drops= 0
Port 0/1 (outbound)
Status Active
Max Queue=8, Rate limit= -, Qmode=pg/tail drop
Queue 1: Qlen= 0, Limit Qlen= 32
Queue 2: Qlen= 0, Limit_Qlen= 32
Queue 3: Qlen= 0, Limit Qlen= 32
Queue 4: Qlen= 0, Limit_Qlen= 32
Queue 5: Qlen= 0, Limit Qlen= 32
Queue 6: Qlen= 0, Limit_Qlen= 32
Queue 7: Qlen= 0, Limit Qlen= 32
Queue 8: Qlen= 0, Limit_Qlen= 32
discard packets
HOL1= 0, HOL2= 0, Tail drops= 0
Port 0/50 (outbound)
Status Active
Max Queue=8, Rate 1imit=100000kbit/s, Qmode=pg/tail drop
Queue 1: Qlen= 0, Limit Qlen= 32
Queue 2: Qlen= 0, Limit_Qlen= 32
Queue 3: Qlen= 0, Limit Qlen= 32
Queue 4: Qlen= 0, Limit_Qlen= 32
Queue 5: Qlen= 0, Limit Qlen= 32
Queue 6: Qlen= 0, Limit_Qlen= 32
Queue 7: Qlen= 0, Limit Qlen= 32
Queue 8: Qlen= 0, Limit_Qlen= 32
discard packets
HOL1= 0, HOL2= 0, Tail drops= 0
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show qos queueing

23-4
Port<IF#> (outbound)
To-CPU (outbound) CPU
SW (outbound) LSl
1P8800/SS1240-48T2C
QoS Status
e Active
¢ Inactive (The port is half duplex.)
WFQ
* Inactive (The shaping rate exceeds it.)
WFQ
¢ Inactive (Two or more causes exist.)
)
Max_Queue=<No.>
Rate_limit=<Rate>
Qmode=<schedule_name>/<drop_name> pg,wrr,wfq,2pg+6drr
tail_drop
qos-queue-list
19. QoS
Queue<No.>
Qlen=<length>
Limit_Qlen=<length>
discard packets
HOL1=<packets>
HOL head of line blocking
1.
2.
2
HOL2=<packets>
3
Tail_drop=<packets> 0
1
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show gos queueing
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show qos queueing

23-5 show gos queueing

Can't execute.

HOL1 HOL2 32bit
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clear qos queueing

clear gos queueing

show qos queueing HOL1 HOL2 Tail_drop
0

clear gos queueing

23-8 0
> clear gos queueing

>

23-6 clear qos queueing

Can't execute.
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show authentication fail-list

clear authentication fail-list

show authentication logging

clear authentication logging
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show authentication fail-list

show authentication fail-list

show authentication fail-

mac <MAC>
MAC

24-1

MAC

list

[mac <MAC>]

# show authentication fail-list

Date 20XX/03/16 13:30:17 UTC
Fail list total entry 3
No MAC address Port VLAN First fail time Last fail time Count
1 0000.e227.6812 0/15 400 20XX/03/16 13:29:20 20XX/03/16 13:29:20 1
2 0013.20a5.3ela 0/13 400 20XX/03/16 13:29:20 20XX/03/16 13:29:20 1
3 00bb.cc01.0202 0/17 400 20XX/03/16 13:29:20 20XX/03/16 13:29:20 1
#
24-1
Fail list total entry 256
No
MAC address MAC
Port
VLAN VLAN ID 1 4094 VLANID

First fail time

Last fail time

Count
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show authentication fail-list

24-2 show authentication fail-list

Authentication is not configured.

There is no information.

256

207



clear authentication fail-list

clear authentication fail-list

clear authentication fail-1list

24-2 2
# clear authentication fail-list

#

24-3 clear authentication fail-list

Authentication is not configured.

Can't execute.
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show authentication logging

show authentication logging

show authentication logging [search <strings]

search <string>

64

24-3
# show authentication logging

Date 20XX/02/23 06:30:24 UTC

AUT 02/23 06:30:19 WEB No=84:NORMAL:SYSTEM: Accepted commit command.

AUT 02/23 06:30:06 MAC No=1:NORMAL:LOGIN: MAC=0013.20a5.3e2e PORT=0/22 VLAN=40
Login succeeded.

AUT 02/23 06:30:06 MAC No=270:NOTICE:SYSTEM: MAC=0013.20a5.3e2e PORT=0/22 MAC
address was force-authorized.

AUT 02/23 06:30:06 MAC No=265:NORMAL:SYSTEM: MAC=0013.20a5.3e2e Start
authenticating for MAC address.

AUT 02/23 06:29:30 1X No=1:NORMAL:LOGIN: MAC=18a9.051d.4931 PORT=0/5 VLAN=4
Login succeeded. ; New Supplicant Auth Success.

#
24-4 "SYSTEM"
# show authentication logging search SYSTEM
Date 20XX/02/23 06:30:42 UTC
AUT 02/23 06:30:19 WEB No=84:NORMAL:SYSTEM: Accepted commit command.
AUT 02/23 06:30:06 MAC No=270:NOTICE:SYSTEM: MAC=0013.20a5.3e2e PORT=0/22 MAC
address was force-authorized.
AUT 02/23 06:30:06 MAC No=265:NORMAL:SYSTEM: MAC=0013.20a5.3e2e Start
authenticating for MAC address.

3 events matched.

#

Web

AUT 05/28 09:30:28 WEB No=1:NORMAL:L OGIN: MAC=0090.fe50.26c9 USER=web4000 IP=192.168.0.202 PORT=0/25 VL AN=4000 Login succeeded.
) (2 @ @ 6 (6) mn (8)
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show authentication logging

) AUT
2 /
3 2
1X 1EEE802.1X
WEB Web
MAC MAC
A G)6)(7)(8)
IEEE802.1X show dotlx logging
Web show web-authentication logging
MAC show mac-authentication logging

24-4 show authentication logging

Can't execute.

There is no log data to match.

There is no logging data.

There is no memory.

search

ex) 3 events matched.
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clear authentication logging

clear authentication logging

clear authentication logging

24-5 2
# clear authentication logging

#

24-5 clear authentication logging

Can't execute.
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IEEE802.1X

show dot1x statistics

show dot1x

clear dot1x statistics

clear dot1x auth-state

reauthenticate dot1x

show dot1x logging

clear dot1x logging
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show dot1x statistics

show dot1x statistics

IEEE802.1X

show dotlx statistics [{port <Port# lists> | channel-group-number <Channel group#

list> | vlan dynamic}]

{port <Port# list> | channel-group-number <Channel group# list> | vlan dynamic}

port <Port# list>

<Port# list>

channel-group-number <Channel group# list>

<Channel group# list>

vlan dynamic
VLAN

25-1 |EEE802.1X
> show dotlx statistics port 0/1

Date 20XX/11/17 14:36:06 UTC
[EAPOL frames]

Port 0/1 TxTotal : 39
TxSuccess : 10
RxTotal : 22
RxResp/Id : 7
RxLenErr : 0

[EAPoverRADIUS frames]

Port 0/1 TxTotal : 10
RxTotal : 10
RxAccChllg: 5

304

TxReq/Id
TxFailure
RxStart
RxResp

TxNakResp

RxAccAccpt:

RxInvalid

Ul Ul O

o U1 o

TxReq
TxNotify
RxLogoff
RxInvalid

TxNoNakRsp:
RxAccRejct:

oocoum



25-2 |EEE802.1X
> show dotlx statistics port 0/4

Date 20XX/11/17 14:36:22 UTC
[EAPOL frames]

Port 0/4 TxTotal : 45 TxReq/Id

(Dynamic) TxSuccess : 12 TxFailure
RxTotal : 26 RxStart
RxResp/Id : 8 RxResp
RxLenErr : 0

[EAPoverRADIUS frames]

Port 0/4 TxTotal : 12 TxNakResp
(Dynamic) RxTotal : 12 RxAccAccpt:
RxAccChllg: 6 RxInvalid

25-3 |EEE802.1X
> show dotlx statistics channel-group-number 1

Date 20XX/11/17 14:39:03 UTC
[EAPOL frames]

ChGr 1 TxTotal 7 TxReq/Id
TxSuccess 1 TxFailure
RxTotal 4 RxStart
RxResp/Id 1 RxResp
RxLenErr 0

[EAPOverRADIUS frames]

ChGr 1 TxTotal 2 TxNakResp
RxTotal : 2 RxAccAccpt:
RxAccChllg: 1 RxInvalid

25-4 |EEE802.1X VLAN
> show dotlx statistics vlan dynamic

Date 20XX/11/17 14:37:46 UTC
[EAPOL frames]

VLAN TxTotal : 433 TxReqg/Id

(Dynamic) TxSuccess : 192 TxFailure
RxTotal : 201 RxStart
RxResp/Id : 5 RxResp
RxLenErr : 0

[EAPoverRADIUS frames]

VLAN TxTotal 6 TxNakResp
(Dynamic) RxTotal : 6 RxAccAccpt:
RxAccChllg: 3 RxInvalid

o O W i

o oY O

EENNES

or o

234

w

TxReq
TxNotify
RxLogoff
RxInvalid

TxNoNakRsp:
RxAccRejct:

TxReq
TxNotify
RxLogoff
RxInvalid

TxNoNakRsp:
RxAccRejct:

TxReq
TxNotify
RxLogoff
RxInvalid

TxNoNakRsp:
RxAccRejct:

[eNeNeNe)

[eNeNeN

[eNe NN

show dot1x statistics

305



show dot1x statistics

25-5 |EEE802.1X VLAN
> show dotlx statistics
Date 20XX/11/17 14:35:33 UTC
[EAPOL frames]
Port 0/1 TxTotal 38 TxReq/Id 19 TxReq 5
TxSuccess 10 TxFailure 4 TxNotify 0
RxTotal 22 RxStart 5 RxLogoff 0
RxResp/Id 7 RxXResp 5 RxInvalid 0
RxLenErr 0
Port 0/4 TxTotal 38 TxReq/Id 21 TxReq 5
(Dynamic) TxSuccess 9 TxFailure 3 TxNotify 0
RxTotal 21 RxStart 5 RxLogoff 0
RxResp/Id 7 RxResp 5 RxInvalid 0
RxLenErr 0
ChGr 1 TxTotal 111 TxReq/Id 51 TxReq 19
TxSuccess 40 TxFailure 1 TxNotify 0
RxTotal 87 RxStart 18 RxLogoff 0
RxResp/Id 29 RxResp 19 RxInvalid 0
RxLenErr 0
VLAN TxTotal 412 TxReqg/Id 221 TxReq 2
(Dynamic) TxSuccess 185 TxFailure 4 TxNotify 0
RxTotal 191 RxStart 3 RxLogoff 0
RxResp/Id 3 RxResp 2 RxInvalid 0
RxLenErr 0
[EAPoverRADIUS frames]
Port 0/1 TxTotal 10 TxNakResp 0 TxNoNakRsp: 10
RxTotal : 10 RxAccAccpt: 5 RxAccRejct: 0
RxAccChllg: 5 RxInvalid 0
Port 0/4 TxTotal 10 TxNakResp 0 TxNoNakRsp: 10
(Dynamic) RxTotal : 10 RxAccAccpt: 5 RxAccRejct: 0
RxAccChllg: 5 RxInvalid 0
ChGr 1 TxTotal 38 TxNakResp 0 TxNoNakRsp: 38
RxTotal : 38 RxAccAccpt: 19 RxAccRejct: 0
RxAccChllg: 19 RxInvalid 0
VLAN TxTotal 4 TxNakResp 0 TxNoNakRsp: 4
(Dynamic) RxTotal : 4 RxAccAccpt: 2 RxAccRejct: 0
RxAccChllg: 2 RxInvalid 0
>
25-1 |EEE802.1X
Port/ChGr/VLAN(Dynamic)
Port <IF#>
Port<IF#>(Dynamic)
ChGr <Channel Group number>
VLAN(Dynamic) VLAN
[EAPOL frames] EAPOL
TxTotal EAPOL
TxReq/ld EAPOL Request/ldentity
TxReq EAP Request Identity Notification
TxSuccess EAP Success
TxFailure EAP Failure
TxNotify EAP Request/Notification
RxTotal EAPOL RxInvalid RxLenErr
RxStart EAPOL Start
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show dot1x statistics

RxLogoff EAPOL Logoff
RxResp/Id EAP Response/ldentity
RxResp EAP Response Identity
RxInvalid EAPOL

RxLenErr EAPOL

[EAPoverRADIUS frames]

EAPoverRADIUS

TxTotal EAPoverRADIUS

TxNakResp AccessRequest/EAP Response/NAK
TxNoNakRsp AccessRequest/EAP Response NAK
RxTotal EAPoverRADIUS

RxAccAccpt AccessAccept/EAP Success
RxAccRejct AccessReject/EAP Failure
RxAccChllg AccessChallenge

RxInvalid EAPoverRADIUS

EAPoL

25-2 show dot1x statistics

Can't execute.

Dotlx doesn't seem to be running. IEEE802.1X
No operational Channel Group.

No operational Port.

No operational VLAN(Dynamic). VLAN
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show dot1x

show dot1x

IEEE802.1X

show dotlx [{port <Port# list> | channel-group-number <Channel group# list>
vlan dynamic [<VLAN ID list>]}] [detaill

{port <Port# list> | channel-group-number <Channel group# list> | vlan dynamic [<VLAN ID list>] }
port <Port# list>

<Port# list>

channel-group-number <Channel group# list>

<Channel group# list>

vlan dynamic <VLAN ID list>
VLAN
<VLAN ID list>
<VLAN ID list> VLAN VLAN

detail
Supplicant
25-6 |EEE802.1X
> show dotlx
Date 20XX/10/28 10:24:10 UTC
System 802.1X : Enable
AAA Authentication Dotlx : Enable
Authorization Network : Disable
Accounting Dotlx : Enable
Auto-logout : Enable
Authentication Default : RADIUS
Authentication port-1list-DDD : RADIUS ra-group-3
Accounting Default : RADIUS
Port/ChGr/VLAN AccessControl PortControl Status Supplicants
Port 0/1 --- Auto Authorized 1
Port 0/4 (Dynamic) Multiple-Auth Auto --- 1
ChGr 1 Multiple-Auth Auto --- 0

>
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25-7 |EEE802.1X
> show dotlx detail

Date 20XX/10/28 10:24:25 UTC

show dot1x

System 802.1X Enable
AAA Authentication Dotlx Enable
Authorization Network Disable
Accounting Dotlx Enable
Auto-logout Enable
Authentication Default RADIUS
Authentication port-1list-DDD RADIUS ra-group-3
Accounting Default RADIUS
Port 0/1
AccessControl --- PortControl Auto
Status Authorized Last EAPOL 0013.20a5.24ab
Supplicants 1/1 ReAuthMode Digable
TxTimer : 30 ReAuthTimer 3600
ReAuthSuccess : 0 ReAuthFail 2
KeepUnauth : 3600
Authentication port-1list-DDD
VLAN(s) : 4
Supplicants MAC F Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time SubState
[VLAN 4] Port (Static) Supplicants 1
0013.20a5.24ab Authorized Authenticated 1Idle 0
56 20XX/10/28 10:23:30 Full
Port 0/4 (Dynamic)
AccessControl Multiple-Auth PortControl Auto
Status --- Last EAPOL 0013.20a5.3e4f
Supplicants 0/ 1/ 64 ReAuthMode Digable
TxTimer 30 ReAuthTimer 3600
ReAuthSuccess 0 ReAuthFail 1
SuppDetection Auto
Authentication port-1list-DDD
VLAN (s) : 4,40
Supplicants MAC F Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time SubState
[Unauthorized] Port (Unknown) Supplicants 1
0013.20a5.3e4f Unauthorized Connecting Idle 0
53 20XX/10/28 10:23:34 ---
ChGr 1
AccessControl Multiple-Auth PortControl Auto
Status --- Last EAPOL 0013.20a5.24ab
Supplicants 0/ 0/ 64 ReAuthMode Digable
TxTimer 30 ReAuthTimer 3600
ReAuthSuccess 0 ReAuthFail 1
SuppDetection Auto
>
25-3 |EEE802.1X
System 802.1X IEEE802.1X Enable
Disable
AAA Authentication RADIUS Enable
Dotlx Disable
Authorization VLAN RADIUS Enable
Network VLAN Disable
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show dot1x

Accounting Enable

Dotlx Disable

Auto-logout Enable
Disable

Authentication Default

RADIUS RADIUS

Authentication <List name>

RADIUS <Group name> RADIUS

RADIUS <Group name>(Not defined)
RADIUS

Accounting Default RADIUS RADIUS
IEEE802.1X RADIUS
Port/ChGr/VLAN(Dynamic)
Port <IF#>
Port<IF#>(Dynamic)
ChGr<Channel Group number>
VLAN(Dynamic) VLAN
AccessControl
Multiple-Auth
PortControl Auto
Force-Authorized
Force-Unauthorized
Status Authorized
Unauthorized
Last EAPOL EAPOL MAC
Supplicants Supplicant
Supplicant
Supplicants Supplicant
< Supplicant  >/< Supplicant >
< Supplicant >/< Supplicant >/<
Supplicant >
ReAuthMode "EAPOL Request/ID" Enable
Disable
TxTimer "EAPOL Request/ID"
<tx_period >
ReAuthTimer "EAPOL Request/ID"
<reauth_period >
ReAuthSuccess
ReAuthFail
KeepUnauth
<keepunauth_period >
SuppDetection Disable
Shortcut
Auto
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show dot1x

Authentication

<List name>
<List name> (Not defined)

VLAN(S) VLAN
VLAN
VLAN VLAN
VLAN(Dynamic) Supplicants VLAN Supplicant
VLAN(Unknown)Supplicants VLAN Supplicant
Port(Dynamic)Supplicants Supplicant
Port(Static)Supplicants VLAN VLAN
Supplicant
Port(Unknown)Supplicants VLAN
Supplicant
Supplicant MAC Supplicant MAC
F *
RADIUS RADIUS
*
Status Supplicant Authorized
Unauthorized
AuthState Supplicant Connecting Supplicant
Authenticating
Authenticated
Aborting
Held
BackEndState Supplicant  RADIUS Idle
Response
Request Supplicant
Success
Fail
Timeout
ReAuthSuccess
SessionTime Supplicant
Date/Time Supplicant
SubState Full (AuthState=
Supplicant )
Protection
(AuthState= )
1
2
" Protection"
(AuthState= )
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show dot1x

25-4 show dot1x

Can't execute.

Dotl1x doesn't seem to be running. IEEE802.1X

No operational Channel Group.

No operational Port.

No operational VLAN(Dynamic). VLAN

VLAN VLAN Supplicant
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clear dot1x statistics

clear dot1x statistics

IEEE802.1X 0

clear dotlx statistics

25-8 |EEE802.1X 0
> clear dotlx statistics

>

25-5 clear dot1x statistics

Can't execute.

Dotlx doesn't seem to be running. IEEE802.1X
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clear dot1x auth-state

clear dot1x auth-state

314

IEEE802.1X

clear dotlx auth-state [{port <Port# list> | channel-group-number <Channel group#
list> | vlan dynamic [<VLAN ID list>] | supplicant-mac <MAC>}] [-f]

{port <Port# list> | channel-group-number <Channel group# list> | vlan dynamic [<VLAN ID list>] |
supplicant-mac <MAC>}

port <Port# list>
<Port# list>

channel-group-number <Channel group# list>

<Channel group# list>

vlan dynamic <VLAN ID list>
VLAN VLAN
<VLAN ID list>
VLAN VLAN ID=1
<VLAN ID list> VLAN VLAN

supplicant-mac <MAC>
MAC

IEEE802.1X

25-9 IEEE802.1X

> clear dotlx auth-state
Do you wish to initialize all 802.1X authentication information? (y/n) : vy

>



clear dot1x auth-state

VLAN IEEE802.1X
25-6 clear dot1x auth-state
Can't execute.
Dotlx doesn't seem to be running. IEEE802.1X
No authenticated user.
No operational Channel Group.
No operational Port.
No operational VLAN(Dynamic). VLAN
EAP-Req/Id
. IEEE802.1X EAP-Req/Id
1
. port <Port# list> channel-group-number <Channel group# list> vlan dynamic
IEEE802.1X EAP-Req/Id 1
. supplicant-mac <MAC> IEEE802.1X
IEEE802.1X EAP-Req/Id
1
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reauthenticate dot1x

reauthenticate dot1x

316

IEEE802.1X

reauth-period

reauthenticate dotlx [{port <Port# list> | channel-group-number <Channel group#

list> | vlan dynamic [<VLAN ID list>]}

| supplicant-mac <MAC>}] [-f]

{port <Port# list> | channel-group-number <Channel group# list> | dynamic [<VLAN ID list>]} |

supplicant-mac <MAC>}
port <Port# list>

channel-group-number <Channel group# list>

<Channel group# list>

vlan dynamic <VLAN ID list>
VLAN
<VLAN ID list>
<VLAN ID list>

supplicant-mac <MAC>
MAC

25-10 IEEE802.1X

> reauthenticate dotlx

Do you wish to reauthenticate all 802.1X ports and VLANs?

>

VLAN

VLAN

IEEE802.1X

VLAN

<Port# list>

VLAN

(y/n): y



25-7 reauthenticate dot1x

reauthenticate dot1x

Can't execute.

Dotlx doesn't seem to be running. | |IEEE802.1X

No authenticated user.

No operational Channel Group.

No operational Port.

No operational VLAN(Dynamic). VLAN
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show dot1x logging

show dot1x logging

318

IEEE802.1X

show dotlx logging [search <Search strings]

search <Search string>

IEEE802.1X

25-11 IEEE802.1X

> show dotlx logging

Date 20XX/10/20 13:09:39 UTC

AUT 10/20 13:09:39 1X No=11:NORMAL:LOGOUT: MAC=0090.99b9.f7e2 CHGR=2 VLAN=100
Force logout. ; "clear dotlx auth-state" command succeeded.

AUT 10/20 13:09:39 1X No=11:NORMAL:LOGOUT: MAC=0013.20a5.24ab CHGR=2 VLAN=100
Force logout. ; "clear dotlx auth-state" command succeeded.

AUT 10/20 13:09:25 1X No=1:NORMAL:LOGIN: MAC=0090.99b9.f7e2 CHGR=2 VLAN=100
Login succeeded. ; New Supplicant Auth Success.

AUT 10/20 13:09:13 1X No=2:NORMAL:LOGIN: MAC=0013.20a5.24ab CHGR=2 VLAN=100
Login succeeded. ; Supplicant Re-Auth Success.

AUT 10/20 13:08:52 1X No=1:NORMAL:LOGIN: MAC=0013.20a5.24ab CHGR=2 VLAN=100
Login succeeded. ; New Supplicant Auth Success.

"LOGOUT"
> show dotlx logging search LOGOUT

Date 20XX/10/20 13:09:39 UTC

AUT 10/20 13:09:39 1X No=11:NORMAL:LOGOUT: MAC=0090.99b9.f7e2 CHGR=2 VLAN=100
Force logout. ; "clear dotlx auth-state" command succeeded.

AUT 10/20 13:09:39 1X No=11:NORMAL:LOGOUT: MAC=0013.20a5.24ab CHGR=2 VLAN=100
Force logout. ; "clear dotlx auth-state" command succeeded.

2 events matched.



(1) @ (3 (4

(5) (6) m 8

show dot1x logging

(1) AUT
2 /
3) IEEE802.1X
4) 25-10
(5)
(6)
(7)
(8)
. / 25-8 /
. 25-9
3 25-10
25-8 /
NORMAL LOGIN
LOGOUT
SYSTEM
NOTICE LOGIN
LOGOUT
WARNING SYSTEM
ERROR SYSTEM IEEE802.1X
25-9
MAC=XXXX.XXXX.XXXX MAC
PORT=xx/xx
CHGR=x
VLAN=XXXX VLAN ID

ServerlIP=XXX.XXX.XXX

1P
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show dot1x logging

25-10
1 NORMAL LOGIN Login succeeded. ; New Supplicant Auth Success.
Supplicant
[ 1
VLAN
MAC PORT CHGR VLANID
2 NORMAL LOGIN Login succeeded. ; Supplicant Re-Auth Success.
Supplicant
[ 1
VLAN
MAC PORT CHGR VLANID
3 NORMAL LOGIN Login succeeded. ; Limited by ACL.
Supplicant
[ 1
MAC PORT CHGR VLANID
10 NORMAL LOGOUT Logout succeeded.
Supplicant
[ 1
VLAN
MAC PORT CHGR VLANID
11 NORMAL LOGOUT Force logout. ; "clear dot1x auth-state" command succeeded.
[ 1
VLAN
MAC PORT CHGR VLAN ID
12 NORMAL LOGOUT Force logout. ; The supplicant was cleared, because it was registered to MAC VLAN
with the configuration.
MAC VLAN MAC Supplicant
VLAN
[ 1
MAC PORT CHGR VLAN ID
13 NORMAL LOGOUT Force logout. ; The supplicant was cleared, because it was registered to

mac-address-table with the configuration.

VLAN

mac-address-table  MAC
Supplicant

[ 1

MAC PORT CHGR VLAN ID
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show dot1x logging

14 NORMAL LOGOUT Force logout. ; The status of port was changed to Unauthorized, because another
supplicant was detection in single mode.

Supplicant
Unauthorized

L1

MAC PORT CHGR VLAN ID

15 NORMAL LOGOUT Force logout. ; Dot1x configuration deleted.

IEEE802.1X

[ 1] IEEE802.1X
VLAN

MAC PORT CHGR VLAN ID

16 NORMAL LOGOUT Force logout. ; Port link down.

VLAN
MAC PORT CHGR VLAN ID

17 NORMAL LOGOUT Force logout. ; VLAN status down.

VLAN

[ 1
VLAN

MAC PORT CHGR VLAN ID

18 NORMAL LOGOUT Force logout. ; Re-Auth failed.

VLAN
MAC PORT CHGR VLAN ID
30 NOTICE LOGIN Login failed. ; RADIUS authentication failed.
Supplicant
[ ] Supplicant 1D RADIUS
VLAN
MAC PORT CHGR VLANID
31 NOTICE LOGIN Login failed. ; RADIUS authentication failed. (Re-Auth)
Supplicant
RADIUS
VLAN [ ]Supplicant ID RADIUS
MAC PORT CHGR VLANID
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show dot1x logging

33 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: No Tunnel-Type Attribute.)
Tunnel-Type VLAN
VLAN [ JRADIUS Accept Tunnel-Type
MAC PORT CHGR
34 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Tunnel-Type Attribute is not VLAN(13).)
Tunnel-Type VLAN(13) VLAN
VLAN
[ JRADIUS Accept Tunnel-Type
VLAN(13)
MAC PORT CHGR
35 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: No Tunnel-Medium-Type Attribute.)
Tunnel-Medium-Type VLAN
VLAN [ JRADIUS Accept Tunnel-Medium-Type
MAC PORT CHGR
36 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Tunnel-Medium-Type Attribute is not
IEEE802(6).)
Tunnel-Medium-Type IEEE802(6) VLAN
VLAN
[ JRADIUS Accept Tunnel-Medium-Type
IEEE802(6)
MAC PORT CHGR
37 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: No Tunnel-Private-Group-ID Attribute.)
VLAN Tunnel-Private-Group-1D VLAN
[ JRADIUS Accept Tunnel-Private-Group-1D
MAC PORT CHGR
38 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Invalid Tunnel-Private-Group-ID
Attribute.)
Tunnel-Private-Group-1D VLAN
VLAN
[ JRADIUS Accept Tunnel-Private-Group-1D
MAC PORT CHGR
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show dot1x logging

39 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: The VLAN ID is out of range.)
VLAN ID VLAN
VLAN [ JRADIUS Accept Tunnel-Private-Group-1D
VLAN ID
MAC PORT CHGR VLANID
40 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: The Port doesn't belong to VLAN.)
VLAN ID VLAN
VLAN
[ JRADIUS Accept Tunnel-Private-Group-1D
VLAN ID switchport mac vlan
VLAN ID
MAC PORT CHGR VLAN ID
41 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: The VLAN ID is not set to radius-vlan.)
VLAN VLAN ID VLAN ( ) VLAN
[ JRADIUS Accept Tunnel-Private-Group-1D
VLAN ID dotlx vlan dynamic
radius-vlan VLAN ID
MAC PORT CHGR VLAN ID
42 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: The VLAN status is disabled.)
VLAN disable VLAN
[ 1 VLAN state  active
VLAN
MAC PORT CHGR VLAN ID
43 NOTICE LOGIN Login failed. ; The number of supplicants on the switch is full.
Supplicant
[ 1
VLAN
MAC PORT CHGR VLAN ID
44 NOTICE LOGIN Login failed. ; The number of supplicants on the interface is full.

Supplicant

MAC PORT CHGR VLAN ID
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show dot1x logging

45 NOTICE LOGIN

Login failed. ; Failed to authenticate the supplicant because it could not be registered
to mac-address-table.

mac-address-table Supplicant

[ 1

MAC PORT CHGR VLAN ID

46 NOTICE LOGIN

Login failed. ; Failed to authenticate the supplicant because it could not be registered
to MAC VLAN.

VLAN

MAC VLAN Supplicant
[ 1

MAC PORT CHGR VLAN ID

47 NOTICE LOGIN

Login failed. ; Failed to connect to RADIUS server.

VLAN

RADIUS

[ 1

+ RADIUS

. RADIUS

MAC PORT CHGR VLAN ID

80 WARNING SYSTEM

Invalid EAPOL frame received.

VLAN

EAPOL

[ 1
¢ Supplicant EAPOL

81 WARNING SYSTEM

Invalid EAP over RADIUS frame received.

VLAN

EAPoverRADIUS

[ 1
+ RADIUS

82 WARNING SYSTEM

Failed to connect to RADIUS server.

VLAN

RADIUS

[ 1

. RADIUS
+ RADIUS

ServerlP
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show dot1x logging

84 WARNING SYSTEM Failed to connect to Accounting server.
[ 1
VLAN .
ServerlP
301 NORMAL LOGIN New Supplicant force-Authorized.
RADIUS
[ 1
VLAN
MAC PORT CHGR VLAN ID
310 NORMAL LOGOUT Force logout. ; The supplicant was cleared, because auto-logout.
Supplicant
VLAN [ 1
MAC PORT CHGR VLAN ID
311 NORMAL LOGOUT Force logout. ; Multi-step finished.
[ 1
MAC PORT VLAN ID
330 NOTICE LOGIN Login failed. ; Failed to authenticate the supplicant because MAC authentication reject.
MAC
[ JRADIUS MAC
MAC PORT VLAN ID
331 NOTICE LOGIN Login failed. ; Failed to authenticate the supplicant because authentic mode
intermingled.
VLAN VLAN
[ JIEEE802.1X
MAC PORT VLAN ID
332 NOTICE LOGIN Login failed. ; Failed to authenticate the supplicant because it is already registered by
other method.
[ JIEEE802.1X
VLAN

MAC PORT CHGR VLAN ID
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show dot1x logging

370 NORMAL SYSTEM Received RADIUS server message. [ 1

RADIUS Reply-Message Attribute
80
VLAN [ ]
VLAN VLAN VLAN

25-11 show dot1x logging

There is no log data to match.

There is no logging data.

There is no memory.

search

ex) 3 events matched.
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clear dot1x logging

clear dot1x logging

IEEE802.1X

clear dotlx logging

25-12 |EEE802.1X
> clear dotlx logging

>

25-12 clear dot1x logging

Can't execute.
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Web S2200
SS1240

SS1250

set web-authentication user

set web-authentication passwd

set web-authentication vlan

remove web-authentication user

show web-authentication user

show web-authentication login

show web-authentication login select-option

show web-authentication login summary

show web-authentication logging

clear web-authentication logging

show web-authentication

show web-authentication statistics

clear web-authentication statistics

commit web-authentication

store web-authentication

load web-authentication

clear web-authentication auth-state

set web-authentication html-files

store web-authentication html-files

show web-authentication html-files

clear web-authentication html-files

show ip dhcp binding

clear ip dhcp binding
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show ip dhcp conflict

clear ip dhcp conflict

show ip dhcp server statistics

clear ip dhcp server statistics

\Vol.2
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set web-authentication user

set web-authentication user

Web VLAN

commit web-authentication

set web-authentication user <Web auth user name> <Password> <VLAN ID>

<Web auth user name>

1 128 @
) Q ()
<Password>
1 32 (@ )
Q ()
<VLAN ID>
VLAN VLAN ID=1
. VLAN
VLAN VLAN ID
. VLAN
VLAN ID
26-1 Web

# set web-authentication user USER01 123456abcde 4094

#
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set web-authentication user

26-1 set web-authentication user

Already user '<Web auth user name>' exists.

The number of users exceeds 300. 300

Web-Authentication is not configured. Web

e commit web-authentication
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set web-authentication passwd

set web-authentication passwd

Web

commit web-authentication

set web-authentication passwd <Web auth user name> <0Old password> <New password>

<Web auth user name>

<Old password>

<New password>

1 32 @ )

26-2 Web
# set web-authentication passwd USERO01 123456abcde 456789abcde

#

26-2 set web-authentication passwd

The old-password is different.

Unknown user '<Web auth user name>'.

Web-Authentication is not configured. Web

e commit web-authentication
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set web-authentication vlan

set web-authentication vlan

Web VLAN

commit web-authentication

set web-authentication vlan <Web auth user name> <VLAN ID>

<Web auth user name>

VLAN
<VLAN ID>
VLAN <VLAN ID> interface vlan
VLAN VLAN ID=1
26-3 Web VLAN

# set web-authentication vlan USER01 2

#

26-3 set web-authentication vlian

VLAN ID

Unknown user '<Web auth user name>".

Web-Authentication is not configured. Web

e commit web-authentication

334



remove web-authentication user

remove web-authentication user

Web

commit web-authentication

remove web-authentication user {<Web auth user name> | -all} [-f]

{<Web auth user name> | -all}

<Web auth user name>

-all

26-4 "USERO1"

# remove web-authentication user USERO1l
Remove web-authentication user. Are you sure? (y/n): y

#
26-5 Web

# remove web-authentication user -all
Remove all web-authentication user. Are you sure? (y/n): y

#
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remove web-authentication user

26-4 remove web-authentication user

Unknown user '<Web auth user name>".

User does not exist.

-all

Web-Authentication is not configured. Web

commit web-authentication
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show web-authentication user

show web-authentication user

Web

¢ set web-authentication user

¢ set web-authentication passwd

¢ set web-authentication vlan

¢ remove web-authentication user

show web-authentication user {edit | commit}

{edit | commit}

edit

commit

26-6 Web

# show web-authentication user edit

Date 20XX/11/19 07:26:27 UTC
Total user counts: 4

No VLAN User name

1 999 123

2 4094 USERO2-honsha floorlO-testl@example.com

3 200 admin

4 100 operator

#
26-5 Web

Total user counts
No
VLAN VLAN VLAN
User name

337



show web-authentication user

26-6 show web-authentication user

There is no information. (commit) Web DB
There is no information. ( edit) Web DB
Web-Authentication is not configured. Web
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show web-authentication login

show web-authentication login

show web-authentication login

26-7
# show web-authentication login

Date 20XX/03/24 17:12:13 UTC

Dynamic VLAN mode total login counts (Login/Max) : 1/ 256
Authenticating client counts : 1
Port roaming : Disable
No F User name Port VLAN Login time Limit
1 * USER20-all floor@example.com 0/20 200 20XX/03/24 17:09:15 00:57:02
Static VLAN mode total login counts(Login/Max) : 1/ 1024
Authenticating client counts : 0
Port roaming : Disable
No F User name Port VLAN Login time Limit
1 USER10-all floor@example.com 0/10 10 20XX/03/24 17:08:25 00:56:12
#
26-7
Dynamic VLAN mode (Login / Max) /

total login counts

Static VLAN mode
total login counts

Authenticating client

counts
Port roaming VLAN

Enable

Disable
L L Web
No
F *

RADIUS
RADIUS *
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show web-authentication login

User name
32
32 " 3 )
ID "@

Port
VLAN VLAN VLAN ID
Login time

I
Limit

00:00:00
infinity infinity
26-8 show web-authentication login

There is no information. ( web-auth login user) Web
Web-Authentication is not configured. Web
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show web-authentication login select-option

show web-authentication login select-option

detail

show web-authentication login select-option [mode {dynamic | static}]
[port <Port# list>] [vlan <VLAN ID list>] [user <Web auth user name>] [mac <MAC>]
[type force] [detail]

1
mode {dynamic | static}
dynamic
Web VLAN
static
Web VLAN
VLAN VLAN
port <Port# list>
<Port# list>
vlan <VLAN ID list>
VLAN ID <VLAN ID
list >
user <Web auth user name>
mac <MAC>
MAC
type force
detail
MAC IP
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show web-authentication login select-option

26-8
# show web-authentication login select-option port 0/10

Date 20XX/03/24 17:12:22 UTC

Static VLAN mode total login counts(Login/Max) : 1/ 1024

Authenticating client counts : 0

Port roaming : Disable

No F User name Port VLAN Login time Limit

1 USER10-all floor@example.com 0/10 10 20XX/03/24 17:08:25 00:56:03
#
1
26-9 Web
Dynamic VLAN mode (Login / Max) /

total login counts

Static VLAN mode
total login counts

Authenticating client

counts
Port roaming VLAN

Enable

Disable
L L Web
No
F *

RADIUS

RADIUS *

User name
32
32 "( 3 )
ID "@
Port
VLAN VLAN VLAN ID
Login time
/A
Limit
00:00:00
infinity infinity
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show web-authentication login select-option

2

26-9 Web
# show web-authentication login select-option detail

Date 20XX/03/24 17:12:32 UTC
Dynamic VLAN mode total login counts (Login/Max) : 1/ 256
Authenticating client counts : 1
Port roaming : Disable
No F User name
1 * USER20-all floor@example.com
- MAC address Port VLAN Login time Limit
00d40.5909.7121 0/20 200 20XX/03/24 17:09:15 00:56:43
Authenticating client list
No User name

1 web400
- MAC address Port Status
00d0.5909.7121 0/21 Authenticating
Static VLAN mode total login counts(Login/Max) : 1/ 1024
Authenticating client counts : 0

Port roaming : Disable
No F User name
1 USER10-all flooreexample.com
- MAC address IP address Port VLAN Login time Limit
0000.e28c.4add 192.168.10.254 0/10 10 20XX/03/24 17:08:25 00:55:53

2

26-10 Web

Dynamic VLAN mode (Login / Max) /
total login counts

Static VLAN mode
total login counts

Authenticating client

counts
Port roaming VLAN

Enable

Disable
L L Web
No
F *

RADIUS

RADIUS *

User name
ID "@
MAC address MAC MAC
IP address 1P 1P
VLAN
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show web-authentication login select-option

Port
VLAN VLAN VLAN ID
Login time
I
Limit
00:00:00
infinity infinity
Authenticating client Web
list
No Web
User name
ID "@

MAC address MAC MAC
Port
Status Authenticating

26-11 show web-authentication login select-option
There is no information. ( web-auth login user) Web
Web-Authentication is not configured. Web
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show web-authentication login summary

show web-authentication login summary

VLAN

show web-authentication login summary
{port [<Port# list>] | vlan [<VLAN ID list>]}

{port [<Port# list>] | vlan [<VLAN ID list>] }

port [<Port# list>]

<Port# list>
vlan [<VLAN ID list>]
VLAN ID <VLAN ID
list >
VLAN
1

26-10

# show web-authentication login summary port

Date 20XX/03/24 17:15:42 UTC
Dynamic VLAN mode total login counts (Login/Max) : 1/ 256
Port roaming : Disable
No Port Login / Max
1 0/20 1/ 256

Static VLAN mode total login counts(Login/Max) : 1/ 1024
Port roaming : Disable

No Port Login / Max

1 0/10 1/ 1024

26-12

Dynamic VLAN mode (Login / Max)
total login counts

Static VLAN mode
total login counts

Port roaming VLAN
Enable

Disable
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show web-authentication login summary

Web

No

Port

Login

Max

2

26-11 VLAN

# show web-authentication login summary vlan

Date 20XX/03/24 17:16:42 UTC

Dynamic VLAN mode total login counts (Login/Max) :

Port roaming
No VLAN L
1 200

Static VLAN mode total login counts(Login/Max) :

Disable

ogin
1

Port roaming Disable
No VLAN Login
1 10 1
#
2
26-13 VLAN
Dynamic VLAN mode (Login / Max)
total login counts
Static VLAN mode
total login counts
Port roaming VLAN
Enable
Disable
No
VLAN VLAN VLAN ID
Login
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show web-authentication login summary

26-14 show web-authentication login summary

There is no information. ( web-auth login user ) VLAN ID Web

Web-Authentication is not configured. Web
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show web-authentication logging

show web-authentication logging

348

Web

show web-authentication logging [search <Search strings]

search <Search string>

Web

26-12 Web

# show web-authentication logging

Date 20XX/11/13 10:53:27 UTC

AUT 11/13 10:53:21 WEB No=1:NORMAL:LOGIN: MAC=0000.e22b.ffdd USER=w-groupb
IP=10.10.10.1 PORT=0/6 VLAN=200 Login succeeded.

AUT 11/13 10:53:21 WEB No=266:NORMAL:SYSTEM: Received RADIUS server message.
[Group B-Network VLAN200]

AUT 11/13 10:53:21 WEB No=264:NORMAL:SYSTEM: USER=w-groupb IP=10.10.10.1
Received login request.

AUT 11/13 10:52:17 WEB No=2:NORMAL:LOGOUT: MAC=0000.e22b.ffdd USER=w-groupa
IP=192.168.100.5 PORT=0/2 VLAN=100 Logout succeeded.

AUT 11/13 10:52:17 WEB No=265:NORMAL:SYSTEM: IP=192.168.100.5 Received logout

request.
#

"logout”
# show web-authentication logging search "logout"
Date 20XX/11/13 10:54:26 UTC
AUT 11/13 10:52:17 WEB No=265:NORMAL:SYSTEM: IP=192.168.100.5 Received logout
request.

1 event matched.

#



show web-authentication logging

(1) (2 @ @ @ (6) )] (@)

1) AUT
@) /
3) Web
4) 26-17
®)
(6)
@)
®)
. / 26-15 /
. 26-16
. 26-17
26-15 /
NORMAL LOGIN
LOGOUT
SYSTEM
NOTICE LOGIN
LOGOUT
SYSTEM
ERROR SYSTEM Web
26-16
MAC=XXXX. XXXX.XXXX MAC
USER=XXXXXXXXXX 1D
TP =XXX. XXX . XXX =]
PORT=xx/xx
CHGR=x
VLAN=XXXX VLAN ID
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show web-authentication logging

26-17
1 NORMAL LOGIN Login succeeded.
VLAN [ ]
VLAN
MAC USER IP PORT CHGR VLAN 2
2 NORMAL LOGOUT Logout succeeded.
VLAN [ ]
VLAN
MAC USER IP PORT CHGR VLAN 2
3 NORMAL LOGIN Login update succeeded.
VLAN [ ]
VLAN
MAC USER IP PORT CHGR VLAN 2
4 NORMAL = LOGOUT  Force logout ; clear web-authentication command succeeded.
VLAN [ ]
VLAN
MAC USER IP PORT CHGR VLAN ?
5 NORMAL LOGOUT  Force logout ; Connection time was beyond a limit.
VLAN [ ]
VLAN
MAC USER IP PORT CHGR VLAN 2
6 NORMAL LOGOUT  Force logout ; mac-address-table aging.
MAC MAC
VLAN
VLAN [ ]
MAC USER IP PORT CHGR VLAN ?
7 NORMAL  LOGOUT @ Force logout ; VLAN deleted.

Web VLAN
[ ]IVLAN
MAC USER
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show web-authentication logging

8 NORMAL = LOGOUT  Force logout ; Authentic method changed (RADIUS <-> Local).
VLAN
VLAN ¢ aaa authentication web-authentication
¢ web-authentication user-group
* web-authentication authentication
* aaa authentication web-authentication end-by-reject
[ 1
MAC USER IP PORT CHGR VLAN ?
10 NOTICE LOGIN Login failed ; User name not found to web authentication DB.
ID Web DB ID
VLAN
VLAN [ ] ID
USER
11 NOTICE LOGIN Login failed ; Password not found to web authentication DB.[Password=[ 1
VLAN [ ]
VLAN
USER
12 NOTICE LOGIN Login failed ; ARP resolution.
PC IP ARP
VLAN [ ]
VLAN
USER IP
13 NOTICE LOGOUT Logout failed ; ARP resolution.
PC IP ARP
VLAN
VLAN [ 1
USER IP
14 NOTICE LOGIN Login failed ; Double login.
PC ID
VLAN
VLAN [ ] PC
MAC USER
15 NOTICE LOGIN Login failed ; Number of login was beyond limit.
VLAN [ ]
VLAN

MAC USER
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show web-authentication logging

16 NOTICE LOGIN Login failed ; The login failed because of hardware restriction.

MAC
VLAN full
VLAN [ 1 PC

MAC USER

17 NOTICE LOGIN Login failed ; VLAN not specified.

Web VLAN ID
VLAN [ 1 VLAN ID

MAC USER VLAN 2

18 NOTICE LOGIN Login failed ; MAC address could not register.

MAC
VLAN [ ]
VLAN

MAC USER

20 NOTICE LOGIN Login failed ; RADIUS authentication failed.

RADIUS
VLAN [ 1 ID
VLAN
MAC USER IP PORT CHGR VLAN 1!

21 NOTICE LOGIN Login failed ; Failed to connection to RADIUS server.

RADIUS
VLAN [ 1 RADIUS RADIUS
VLAN
MAC USER IP PORT CHGR VLAN 1!

25 NOTICE LOGIN Login failed ; Double login. (L2ZMacManager)

VLAN
VLAN
VLAN * Web MAC IEEE802.1X

. MAC mac-address

MAC USER VLAN 2
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show web-authentication logging

26 NORMAL | LOGOUT  Force logout ; VLAN deleted.
VLAN VLAN VLAN
VLAN VLAN MAC
. VLAN
VLAN VLAN
MAC
. VLAN
VLAN VLAN
MAC
[ JVLAN
MAC USER IP PORT CHGR VLAN
28 NORMAL | LOGOUT  Force logout ; Polling time out.
VLAN
[ 1
MAC USER IP PORT VLAN
29 NORMAL LOGOUT Force logout ; Client moved.
VLAN [ ]
VLAN
MAC USER IP PORT CHGR VLAN
31 NORMAL = LOGOUT  Force logout ; Port not specified.
VLAN VLAN
[ ]
MAC USER IP PORT VLAN
32 NOTICE LOGIN Login update failed.
VLAN [ ] ID
VLAN
MAC USER IP
33 NORMAL LOGOUT Force logout ; Port link down.
VLAN
VLAN

MAC USER IP PORT VLAN 2
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show web-authentication logging

39 NOTICE LOGIN Login failed ; VLAN not specified.
VLAN VLAN
[ 1
MAC USER IP PORT VLAN
40 NORMAL  LOGOUT  Force logout ; Ping packet accepted.
Ping
VLAN [ 1
VLAN
MAC USER IP PORT CHGR VLAN ?
41 NORMAL  LOGOUT  Force logout ; Other authentication program.
VLAN [ ]
VLAN
MAC USER IP PORT CHGR VLAN 2
48 NORMAL  LOGOUT  Force logout ; Program stopped.
Web
VLAN [ ] Web
VLAN
MAC USER IP PORT CHGR VLAN ?
52 NORMAL  LOGOUT  Force logout ; Authentic mode had changed (Legacy -> dynamic vlan ).
VLAN
[ 1
MAC USER VLAN ?
53 NORMAL = LOGOUT  Force logout ; Authentic mode had changed (dynamic vlan -> Legacy ).
VLAN VLAN
[ 1
MAC USER IP PORT VLAN 2
82 NORMAL SYSTEM Accepted clear auth-state command.
clear web-authentication auth-state
VLAN [ 1
VLAN
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show web-authentication logging

83 NORMAL SYSTEM Accepted clear statistics command.
clear web-authentication statistics
VLAN
VLAN [ ]
84 NORMAL SYSTEM Accepted commit command.
commit web-authentication Web DB COMMIT
VLAN
VLAN [ ]
98 NOTICE LOGOUT Logout failed ; User is not authenticating.
Web
VLAN [ ]show web-authentication login
VLAN
MAC
99 ERROR SYSTEM Accounting failed ; RADIUS accounting.
RADIUS
VLAN [ ] RADIUS
VLAN
MAC USER
105 NOTICE LOGIN Login failed ; VLAN suspended.
VLAN  suspend
VLAN
[ ] VLAN state active
MAC USER VLAN 2
106 NORMAL | LOGOUT  Force logout ; VLAN suspended.
VLAN  suspend
VLAN [ ] VLAN state active
VLAN
MAC USER IP PORT CHGR VLAN 2
255 ERROR SYSTEM The other error.
Web
VLAN [ ]
VLAN
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show web-authentication logging

256 NOTICE LOGIN Login failed ; Invalid attribute received from RADIUS server.
RADIUS Accept Attribute
VLAN
VLAN [ JRADIUS
MAC USER PORT CHGR
260 NOTICE LOGIN Login failed ; Multiple login sessions.
VLAN [ 1 1
VLAN Login
MAC USER PORT CHGR
264 NORMAL SYSTEM Received login request.
VLAN [ ]
VLAN
USER IP
265 NORMAL SYSTEM Received logout request.
VLAN [ ]
VLAN
1P
266 = NORMAL  SYSTEM | Received RADIUS server message. [ |
RADIUS Reply-Message Attribute
VLAN 80
VLAN [ 1]
267 NOTICE SYSTEM Client was force-authorized.
RADIUS
VLAN [ ]
VLAN
MAC USER PORT
268 NORMAL SYSTEM Client port roaming.
VLAN
VLAN [ 1

MAC USER PORT
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show web-authentication logging

269 NOTICE LOGIN Login failed ; Authentic mode intermingled. (legacy vlan)
[ ]
VLAN
MAC USER PORT CHGR VLAN ?
270 NOTICE LOGIN Login failed ; login-process time out.
VLAN [ ]
VLAN
MAC USER IP
271 NOTICE LOGIN Login failed ; login-process sequence error.
RSA PIN PIN
VLAN
VLAN [ ]
MAC USER IP
272 NOTICE LOGIN Login failed ; login-process incorrect.
VLAN [ ]
VLAN
MAC USER IP PORT CHGR
273 NOTICE LOGIN Login failed ; login-process invalid.
RSA
VLAN [ ]
VLAN
MAC IP
276 NORMAL | 0GOUT | Force logout ; Authentic method changed (single <-> multi-step).
VLAN
VLAN
[ ]
MAC USER IP PORT VLAN 2
277 NOTICE LOGIN Login failed ; Multi-step failed.
VLAN MAC
VLAN [ ]

MAC USER IP PORT VLAN 2
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show web-authentication logging

278 NORMAL = LOGOUT

Force logout ; User replacement.

PC ID ID
VLAN

VLAN [ ]

MAC USER IP PORT CHGR VLAN
1xxx = NOTICE LOGIN Login aborted ; < >

3
XXX

1 VLAN

2 VLAN

VLAN ID

26-18 show web-authentication logging

There is no log data to match.

There is no logging data.

There is no memory.

 Web
e search

ex) 3 events matched.
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clear web-authentication logging

clear web-authentication logging

Web

clear web-authentication logging

26-13 Web
# clear web-authentication logging

#

26-19 clear web-authentication logging

Can't execute.

Web-Authentication is not configured. Web
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show web-authentication

show web-authentication

Web

show web-authentication

26-14 Web
# show web-authentication

Date 20XX/02/23 06:45:42 UTC

<<<Web-Authentication mode status>>>

Dynamic-VLAN : Enable
Static-VLAN : Enable

<<<System configurations>>>
* Authentication parameter

Authentic-mode : Dynamic-VLAN

ip address : Disable

web-port : HTTP : 80(Fixed) HTTPS : 443 (Fixed)
max-user : 256

user-group : Disable

user replacement : Disable

roaming : Disable

html-files : Default

web-authentication vlan

* AAA methods

Authentication Default
Authentication port-list-AAA
Authentication End-by-reject
Accounting Default

* Logout parameter

max-timer : 60 (min)
auto-logout : Enable
logout ping : tos-windows:

logout polling : -

* Redirect paramete

redirect : Enable
redirect-mode : HTTPS
tcp-port : 80 (Fixed),
web-port : HTTP : 80(
jump-url : Disable

* Logging status
[Syslog send] : Disable
[Traps] : Disable

* Internal DHCP sever status
service dhcp vlan: Disable

<Port configurations
Port Count H

Port : 0/6

360

RADIUS
RADIUS ra-group-1
Disable
RADIUS

1 ttl: 1

443 (Fixed)
Fixed) HTTPS : 443 (Fixed)



show web-authentication

VLAN ID : 40
Forceauth VLAN : Disable
Access-list-No : L2-auth
ARP relay : Enable
Max-user : 256

HTML fileset : FILESETXYZ
Port : 0/22

VLAN ID : 40
Forceauth VLAN : Disable
Access-list-No : L2-auth
ARP relay : Enable
Max-user : 256
Authentication method : port-list-AAA
HTML fileset : FILESETXYZ

<<<System configuration>>>
* Authentication parameter

Authentic-mode : Static-VLAN

ip address : Disable

web-port : HTTP : 80 (Fixed) HTTPS : 443 (Fixed)
max-user : 1024

user-group : Disable

user replacement : Disable

roaming : Disable

html-files : Default

web-authentication vlan : -

* AAA methods

Authentication Default : RADIUS
Authentication port-list-AAA : RADIUS ra-group-1
Authentication End-by-reject : Disable

Accounting Default : RADIUS

* Logout parameter

max-timer : 60 (min)

auto-logout : Enable

logout ping : tos-windows: 1 ttl: 1

logout polling : Enable [ interval: 300, count: 3, retry-interval: 1 ]

* Redirect paramete

redirect : Enable

redirect-mode : HTTPS

tcp-port : 80 (Fixed), 443 (Fixed)

web-port : HTTP : 80 (Fixed) HTTPS : 443 (Fixed)
jump-url : Disable

* Logging status
[Syslog send] : Disable
[Traps] : Disable

* Internal DHCP sever status
service dhcp vlan: -

<Port configurations>

Port Count : 3

Port : 0/5

VLAN ID : 4
Forceauth VLAN : Disable
Access-list-No : L2-auth
ARP relay : Enable
Max-user : 1024
Authentication method : port-list-AAA
HTML fileset : FILESETXYZ
Port : 0/6

VLAN ID : 4
Forceauth VLAN : Disable
Access-list-No : L2-auth
ARP relay : Enable
Max-user : 1024

HTML fileset : FILESETXYZ
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show web-authentication

Port 0/22
VLAN ID 4
Forceauth VLAN Disable
Access-1list-No L2-auth
ARP relay Enable
Max-user 1024
Authentication method port-list-AAA
HTML fileset FILESETXYZ
#
26-20 Web
Dynamic-VLAN VLAN
VLAN Enable
Disable
Disable <<<System configuration>>>
Static-VLAN VLAN VLAN 1
Enable
Disable
Disable <<<System configuration>>>
* Authentication parameter
Authentic-mode Web
Dynamic-VLAN VLAN
Static-VLAN VLAN
ip address IP Web 1P
"Disable"
fgdn
web-port
HTTP HTTP Web HTTP
80(Fixed)
HTTPS HTTPS Web HTTPS
443(Fixed)
max-user
user-group ID 1D
Enable
Disable
user replacement
Enable
Disable
roaming
Enable
Disable
html-files Web
Default
Custom
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show web-authentication

web-authentication Web Web VLAN o
vlan VLAN VLAN ID

* AAA methods

Authentication Local o ©
Default RADIUS RADIUS
Local, RADIUS RADIUS
RADIUS, Local RADIUS
" Local"
Authentication <List RADIUS o o
name>

RADIUS <Group name>
RADIUS RADIUS
<Group name> RADIUS
RADIUS
" (Not defined)"

Authentication Enable o ©
End-by-reject Disable aaa
authentication web-authentication

"Disable"”
Accounting Default RADIUS RADIUS Web o o
RADIUS
"Disable"”
* Logout parameter
max-timer () o o
auto-logout Web MAC o o
Enable
Disable
logout ping o o
tos-windows TOS ping TOS
ttl TTL ping TTL
logout polling o
Enable
Disable
interval ()
count
retry-interval ()
* Redirect parameter
redirect Web URL o 2 o
Enable
Disable
redirect-mode URL Web o 2 o
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show web-authentication

tcp-port TCP URL
80(Fixed) 443(Fixed)
web-port
HTTP HTTP URL
80(Fixed)
HTTPS HTTPS URL
443(Fixed)
jump-url Web URL
URL "Disable"”
* Logging status
[Syslog send] syslog syslog
Enable
Disable
[Traps] SNMP
"Disable"
* Internal DHCP sever status
service dhcp vlan DHCP DHCP VLAN
VLAN "Disable"”
<Port configuration>
Port Count Web
Port
"Legacy"
VLAN ID VLAN Web VLANID 3
Forceauth VLAN VLAN 4
XXXX
XXXX VLAN ID
VLAN unmatch
Disable
VLAN
Enable
Disable

Access-list-No

authentication ip access-group

Arp relay ARP

"Disable"
authentication arp-relay
Enable
Disable

Max-user
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show web-authentication

Authentication o o
method

"(Not defined)"

HTML fileset o o

"(Not defined)"

. "Default”
VLAN
VLAN

(@)
1 Vol.2 9.1.2 Web
2
3 VLAN VLAN ID

VLAN native vlan ( ) VLAN ID
4 authentication force-authorized enable authentication force-authorized vian

native vlan
26-21 show web-authentication
Web-Authentication is not configured. Web
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show web-authentication statistics

show web-authentication statistics

Web

show web-authentication statistics

26-15 Web
# show web-authentication statistics

Date 20XX/10/29 03:05:10 UTC
Web-Authentication Information:

Authentication Request Total : 13
Authentication Current Count : 1
Authentication Error Total : 2

RADIUS Web-Authentication Information:
[RADIUS frames]

TxTotal : 15 TxAccReq : 14 TxError :
RxTotal : 12 RxAccAccpt: 10 RxAccRejct:
RxAccChllg: 0 RxInvalid

Account Web-Authentication Information:
[Account frames]

TxTotal : 19 TxAccReqg : 18 TxError
RxTotal : 18 RxAccResp : 18 RxInvalid
#

26-22 Web

o N B

o

Authentication Request Total

Authentication Current Count

Authentication Error Total

RADIUS frames RADIUS

TxTotal RADIUS

TxAccReq RADIUS Access-Request
TxError RADIUS

RxTotal RADIUS

RxAccAccpt RADIUS Access-Accept
RxAccRejct RADIUS Access-Reject
RxAccChllg RADIUS Access-Challenge
RxInvalid RADIUS
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show web-authentication statistics

Account frames

TxTotal

TxAccReq Accounting-Request

TxError

RxTotal

RxAccResp Accounting-Response

RxInvalid

26-23 show web-authentication statistics

Can't execute.

Web-Authentication is not configured. Web
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clear web-authentication statistics

clear web-authentication statistics

Web 0

clear web-authentication statistics

26-16 Web 0
# clear web-authentication statistics

#

26-24 clear web-authentication statistics

Can't execute.

Web-Authentication is not configured. Web
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commit web-authentication

commit web-authentication

Web DB

commit web-authentication [-f]

Web DB

26-17 Web DB

# commit web-authentication

Commitment web-authentication user data. Are you sure? (y/n):

Commit complete.

#

26-25 commit web-authentication

Yy

Commit complete. Web

Flash memory write failed.

Web-Authentication is not configured. Web
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commit web-authentication

Web DB

* set web-authentication user

» set web-authentication passwd
» set web-authentication vlan

* remove web-authentication user
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store web-authentication

store web-authentication

Web DB
store web-authentication ramdisk <File name> [-f]
ramdisk

RAMDISK Web DB

<File name>
Web DB
64

-f
Web DB

26-18 Web DB " web-DB_data"

# store web-authentication ramdisk web-DB data
Backup web-authentication user data. Are You sure? (y/n): y

Backup complete.

#

26-26 store web-authentication

Backup complete.

Command information was damaged.

Data doesn't exist.

371



store web-authentication

Store operation failed. RAMDISK
Web-Authentication is not configured. Web
RAMDISK
ftp PC copy MC

372



load web-authentication

load web-authentication

Web DB Web DB

* set web-authentication user

¢ set web-authentication passwd
* set web-authentication vlan

* remove web-authentication user
e commit web-authentication

load web-authentication ramdisk <File name> [-f]

ramdisk

RAMDISK Web DB Web DB

<File name>

Web DB
64
-f
Web DB
26-19 Web DB "web-DB_data"

# load web-authentication ramdisk web-DB data
Restore web-authentication user data. Are you sure? (y/n): y

Restore complete.

#
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load web-authentication

26-27 load web-authentication

File format error. Web
DB

Flash memory write failed.

Load operation failed.

Restore complete.

Web-Authentication is not configured. Web

* set web-authentication user

* set web-authentication passwd

* set web-authentication vlan

* remove web-authentication user

e commit web-authentication

2. PC ftp RAMDISK MC
copy RAMDISK load

web-authentication PC MC
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clear web-authentication auth-state

clear web-authentication auth-state

clear web-authentication auth-state { user {<Web auth user name> | -all} |
mac-address <MAC>} [-£]

user {<Web auth user name> | -all }

<Web auth user name>

-all

mac-address <MAC>
MAC

26-20
"USERO1"

# clear web-authentication auth-state user USERO1
Logout user web-authentication. Are you sure? (y/n): vy

26-21

# clear web-authentication auth-state user -all
Logout all user web-authentication. Are you sure? (y/n): y

26-22 MAC
MAC "0012.e200.0001"

# clear web-authentication auth-state mac-address 0012.e200.0001

Logout user web-authentication of specified MAC address. Are you sure? (y/n):
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clear web-authentication auth-state

26-28 clear web-authentication auth-state

Can't execute.

The specified MAC address does not exist. MAC

The specified user is not login user.

User does not exist.

Web-Authentication is not configured. Web
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set web-authentication htmi-files

set web-authentication html-files

Web Web

html  gif RAMDISK

set web-authentication html-files ramdisk <Directory name> [html-fileset
<Name>] [-£f]

ramdisk
RAMDISK

<Directory name>

Web
Web
RAMDISK
. login.html
login.html
loginProcess.html
loginOK.html
loginNG.html
logout.html

logoutOK.html
logoutNG.html
webauth.msg
Web favicon.ico
gif
htmi-fileset <Name>
Web
1 16

Web
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set web-authentication html-files

26-23 Web

# set web-authentication html-files ramdisk fileO5

Do you wish to install new html-files? (y/n): y

executing.. .
Install complete.

26-24 Web

# set web-authentication html-files ramdisk fileOl html-fileset FILEOl
Do you wish to install new html-files? (y/n): y

executing.. .
Install complete.

26-29 set web-authentication html-files

Can't execute.

clear

Can't put a sub directory in the directory.

Directory size over.

256kB

File name is too long.

64

File name "'xxx' is reserved.

XXX
<Directory Name>

e auth
e wol

del

Install operation failed.

No login.html file in the directory.

login.html

No such directory.

The number of html-filesets exceeds 4.

Too many files.

64
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set web-authentication htmi-files

html
Web
Web
Vol.1 3.2
login.html
Web
64
4
VLAN loginOK.html

379



store web-authentication html-files

store web-authentication html-files

Web
Web RAMDISK

store web-authentication html-files ramdisk <Directory name> [html-fileset

<Name>] [-f]
ramdisk
RAMDISK

<Directory name>

html-fileset <Name>
Web

Web

26-25 Web RAMDISK

# store web-authentication html-files ramdisk fileo05
Do you wish to store html-files? (y/n): y

executing. ..

Store complete.

26-26 Web RAMDISK
# store web-authentication html-files ramdisk file0Ol html-fileset FILEO1l
Do you wish to store html-files? (y/n): y

executing. ..
Store complete.
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store web-authentication html-files

26-30 store web-authentication html-files

Can't execute.

Directory isn't empty.

File name is too long. 64

No such directory.

No such html-fileset 'xxx'".
XXX

Store complete.

o Web

* RAMDISK 256kB del

. 64
show web-authentication html-files
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show web-authentication html-files

show web-authentication html-files

382

set web-authentication html-files

show web-authentication html-files

detail
html

html

26-27

msg

msg

Web

[detail]

ico

ico

# show web-authentication html-files

Date 20XX/10/29 02:59:53 UTC

Total Size

File Date

20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:

default now

20XX/10/29 02:
< FILESETXYZ >
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:
20XX/10/29 02:

default now

20XX/10/29 02:

Web

Web

12

14
14
14
14
14
14
14
14

14

50,356

Size
1,507
1,307
1,260

666
937
586
640
545

17,730

1,507
1,307
1,260
666
937
586
640
545

17,730

" default now"

Name

login.html 1.

loginProcess.html
loginOK.html
loginNG.html
logout.html
logoutOK.html
logoutNG.html
webauth.msg
favicon.ico

the other files

login.html
loginProcess.html
loginOK.html
loginNG.html
logout .html
logoutOK.html
logoutNG.html
webauth.msg
favicon.ico

the other files

byte

the other files
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26-28 Web

html msg

ico

detail

# show web-authentication html-files detail

Date 20XX/10/29 02:59:56 UTC

Total Size

File Date
20XX/10/29 02:12
20XX/10/29 02:12
20XX/10/29 02:12
20XX/10/29 02:12
20XX/10/29 02:12
20XX/10/29 02:12
20XX/10/29 02:12
20XX/10/29 02:12
default now
20XX/10/29 02:12
20XX/10/29 02:12
20XX/10/29 02:12
< FILESETXYZ >
20XX/10/29 02:14
20XX/10/29 02:14
20XX/10/29 02:14
20XX/10/29 02:14
20XX/10/29 02:14
20XX/10/29 02:14
20XX/10/29 02:14
20XX/10/29 02:14
default now
20XX/10/29 02:14
20XX/10/29 02:14
20XX/10/29 02:14

50,356

Size
1,507
1,307
1,260

666
937
586
640
545

0
8,441
5,528
3,761

1,507
1,307
1,260
666
937
586
640
545

0
8,441
5,528
3,761

Name
login.html

loginProcess.html

loginOK.html
loginNG.html
logout.html
logoutOK.html
logoutNG.html
webauth.msg
favicon.ico
IMAGEQOO1.JPG
IMAGE002.JPG
IMAGEOO3.GIF

login.html

loginProcess.html

loginOK.html
loginNG.html
logout.html
logoutOK.html
logoutNG.html
webauth.msg
favicon.ico
IMAGEOO01.JPG
IMAGEOQO02.JPG
IMAGEOO3.GIF

26-31 show web-authentication html-files

show web-authentication html-files

Can't execute.

Web
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clear web-authentication html-files

clear web-authentication html-files

set web-authentication html-files Web

clear web-authentication html-files [{html-fileset <Name> | -all}] [-£f]

{html-fileset <Name> | -all}

html-fileset <Name>

Web
-all
Web
Web
Web
-f
26-29 Web

# clear web-authentication html-files

Do you wish to clear registered html-files and initialize? (y/n): y
executing.. .

Clear complete.

#
26-30 Web
# clear web-authentication html-files html-fileset FILEO1
Do you wish to clear registered html-files and initialize? (y/n): y
executing.. .

Clear complete.

#
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26-32 clear web-authentication html-files

clear web-authentication html-files

Can't clear because it is default now.

Can't execute.

Clear operation failed.

No such html-fileset 'xxx'.

XXX

Web
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show ip dhcp binding

show ip dhcp binding

DHCP

show ip dhcp binding [{<IP address>

{<IP address> | sort}

<IP address>
IP

sort

DHCP

26-31 DHCP

> show ip dhcp binding
Date 20XX/11/26 09:29:33 UTC

No 1IP Address MAC Address
1 192.168.100.1 00d40.5909.7121

sort}]

Lease Expiration
20XX/11/26 10:29:16

Type
Automatic

26-33 DHCP
No
IP Address DHCP IP
MAC Address MAC

Lease Expiration

Type

Automatic
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show ip dhcp binding

26-34 show ip dhcp binding

Can't execute.

No such IP Address. P

There is no information. ( binding )
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clear ip dhcp binding

clear ip dhcp binding

DHCP

clear ip dhcp binding [{<IP address> | all}]

{<IP address> | all}

<IP address>

all

26-32 IP
> clear ip dhcp binding all

>

26-35 clear ip dhcp binding

Can't execute.
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show ip dhcp conflict

show ip dhcp conflict

DHCP 1P

1P
DECLINE DHCP VLAN IP

show ip dhcp conflict [<IP addresss>]

<IP address>

DHCP 1P

26-33 DHCP IP
> show ip dhcp conflict

Date 20XX/11/26 09:29:36 UTC

1P DHCP

DHCP

No IP Address Detection Time
1 192.168.100.200 20XX/11/26 09:27:55
2 192.168.100.6 20XX/11/26 09:28:57
>
26-36 DHCP IP
No
IP Address DHCP P

Detection Time

26-37 show ip dhcp conflict

Can't execute.
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show ip dhcp conflict

No such IP Address.

There is no information. ( conflict)
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clear ip dhcp conflict

clear ip dhcp conflict

DHCP 1P

clear ip dhcp conflict [{<IP address> | all}l

{<IP address> | all}

<IP address>

all

26-34 DHCP IP
> clear ip dhcp conflict all

>

26-38 clear ip dhcp conflict

Can't execute.
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show ip dhcp server statistics

show ip dhcp server statistics

DHCP

show ip dhcp server statistics

26-35 DHCP
> show ip dhcp server statistics

Date 20XX/04/13 09:31:14 UTC
< DHCP Server use statistics >
address pools : 252
automatic bindings 1

expired bindings 1
over pools request 0
discard packets 0
< Receive Packets >
DHCPDISCOVER 8
DHCPREQUEST 4
DHCPDECLINE 2
DHCPRELEASE 1
DHCPINFORM 1
< Send Packets >
DHCPOFFER 8
DHCPACK 4
DHCPNAK 0
>
26-39 DHCP

< DHCP Server use statistics> DHCP

address pools 1P 1P

automatic bindings

expired bindings

over pools request 1P

discard packets

< Receive Packets >

DHCPDISCOVER DHCPDISCOVER

DHCPREQUEST DHCPREQUEST

DHCPDECLINE DHCPDECLINE

DHCPRELEASE DHCPRELEASE
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show ip dhcp server statistics

DHCPINFORM DHCPINFORM

< Send Packets >

DHCPOFFER DHCPOFFER
DHCPACK DHCPACK
DHCPNAK DHCPNAK

26-40 show ip dhcp server statistics

Can't execute.

DHCP Server is not configured. DHCP
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clear ip dhcp server statistics

clear ip dhcp server statistics

DHCP 0

clear ip dhcp server statistics

26-36 DHCP
> clear ip dhcp server statistics

>

26-41 clear ip dhcp server statistics

Can't execute.
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MAC

show mac-authentication auth-state

clear mac-authentication auth-state

show mac-authentication auth-state select-option

show mac-authentication auth-state summary

show mac-authentication login

show mac-authentication login select-option

show mac-authentication login summary

show mac-authentication logging

clear mac-authentication logging

show mac-authentication

show mac-authentication statistics

clear mac-authentication statistics

set mac-authentication mac-address

remove mac-authentication mac-address

show mac-authentication mac-address

commit mac-authentication

store mac-authentication

load mac-authentication

Vol.2
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show mac-authentication auth-state

show mac-authentication auth-state

MAC

show mac-authentication auth-state

27-1
# show mac-authentication auth-state

Date 20XX/03/24 17:14:56 UTC

Dynamic VLAN mode total client counts (Login/Max) : 1/ 256
Authenticating client counts : 1
Hold down client counts : 1
Port roaming : Disable
No F MAC address Port VLAN Login time Limit Reauth
1 * 0040.5909.7121 0/20 200 20XX/03/24 17:14:55 infinity 3598
Static VLAN mode total client counts (Login/Max) : 1/ 1024
Authenticating client counts : 1
Hold down client counts : 1
Port roaming : Disable
No F MAC address Port VLAN Login time Limit Reauth
1 0000.e28c.4add 0/10 10 20XX/03/24 17:14:38 infinity 3582
#
27-1
Dynamic VLAN mode (Login / Max) /

total client counts

Static VLAN mode
total client counts

Authenticating client
counts

Hold down client

counts
Port roaming VLAN
Enable
Disable
L L MAC
No
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show mac-authentication auth-state

F *
RADIUS
*)

MAC address MAC MAC
Port
VLAN VLAN VLAN
Login time /
Limit

00:00:00

infinity infinity
( )

Reauth

0

27-2 show mac-authentication auth-state

MAC-Authentication is not configured. MAC
There is no information. ( mac auth-state ) MAC MAC

show mac-authentication login
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clear mac-authentication auth-state

clear mac-authentication auth-state

clear mac-authentication auth-state mac-address {<MAC> | -all} [-f]
clear mac-authentication auth-state {<MAC> | -all}[-f]

mac-address {<MAC> | -all}

{<KMAC> | -all}
<MAC>
MAC
MAC
-all
-f
MAC
27-2 MAC

# clear mac-authentication auth-state mac-address 0012.e212.3345
Do you wish to clear the authenticated MAC? (y/n): y

27-3

# clear mac-authentication auth-state mac-address -all
Do you wish to clear the all authenticated MAC? (y/n): y

27-3 clear mac-authentication auth-state

Can't execute.

MAC address does not exist. (MAC) (-all )
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clear mac-authentication auth-state

MAC-Authentication is not configured. MAC

The specified MAC address does not exist. (MAC) ( )
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show mac-authentication auth-state select-option

show mac-authentication auth-state select-option

MAC

detail

show mac-authentication auth-state select-option [mode {dynamic | static}]
[port <Port# list>] [vlan <VLAN ID list>] [mac <MAC>] [type force] [detail]

mode {dynamic | static}

dynamic
MAC VLAN

static
MAC VLAN

VLAN VLAN

port <Port# list>
<Port# list>

vlan <VLAN ID list>
VLAN ID < VLAN ID list >

mac <MAC>
MAC

type force

detail
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show mac-authentication auth-state select-option

27-4
# show mac-authentication auth-state select-option port 0/20

Date 20XX/03/24 17:15:14 UTC

Dynamic VLAN mode total client counts (Login/Max) : 1/ 256
Authenticating client counts : 1
Hold down client counts : 1
Port roaming : Disable
No F MAC address Port VLAN Login time Limit Reauth
1 * 0040.5909.7121 0/20 200 20XX/03/24 17:14:55 infinity 3580
#
1
27-4
Dynamic VLAN mode (Login / Max) /

total client counts

Static VLAN mode
total client counts

Authenticating client
counts

Hold down client
counts

Port roaming VLAN

Enable
Disable

L L MAC

No

RADIUS
™)

MAC address MAC MAC

Port

VLAN VLAN VLAN

Login time /A

Limit

00:00:00
infinity infinity

Reauth
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show mac-authentication auth-state select-option

2

27-5 MAC
# show mac-authentication auth-state select-option detail

Date 20XX/03/24 18:31:52 UTC

Dynamic VLAN mode total client counts (Login/Max) : 1/ 256
Authenticating client counts : 1
Hold down client counts : 1 (A)
Port roaming Disable
No F MAC address Port VLAN Login time Limit Reauth
1 * 0040.5909.7121 0/20 200 20XX/03/24 17:14:55 infinity 3580
Authenticating client list
MAC address Port Status
00d0.5909.7121 0/21 Authenticating
Hold down client list
MAC address Port Status Remaining
0000.e28c.4add 0/5 Failed (RADIUS fail) 00:04:56
Static VLAN mode total client counts (Login/Max) : 1/ 1024
Authenticating client counts : 1
Hold down client counts : 1 (7)
Port roaming Disable
No F MAC address Port VLAN Login time Limit Reauth
1 0000.e28c.4add 0/10 10 20XX/03/24 17:14:38 infinity 3582
Authenticating client list
MAC address Port VLAN Status
0000.e227.8bf6 0/8 4000 Authenticating
Hold down client list
MAC address Port VLAN Status Remaining
0000.e227.8bf7 0/8 4000 Failed (refused) 00:00:59
#
2
27-5 MAC
(A) [ 1] 27-4
Authenticating client MAC
list
MAC address MAC MAC MAC
Port MAC
VLAN VLAN ID MAC VLAN ID
VLAN
Status Authenticating
Hold down client list MAC
MAC address MAC MAC MAC
Port MAC
VLAN VLAN ID MAC VLAN ID
VLAN
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show mac-authentication auth-state select-option

Status MAC
Failed(reason*1)
(*1)
VLAN
* VLAN unmatch( VLAN
¢ refused( )
¢ timeout(RADIUS )
* RADIUS fail(RADIUS
* VLAN suspend(VLAN  suspend)

VLAN
» refused( )
¢ timeout(RADIUS )
* RADIUS fail(RADIUS
¢ VLAN suspend(VLAN  suspend)

Remaining

27-6 show mac-authentication auth-state select-option

MAC-Authentication is not configured. MAC

There is no information. ( mac auth-state ) MAC MAC

show mac-authentication login select-option

403



show mac-authentication auth-state summary

show mac-authentication auth-state summary

VLAN

show mac-authentication auth-state summary {port [<Port# lists>]

| vlian [<VLAN ID list>]}

{port [<Port# list>] | vlan [<VLAN ID list>]}
<Port# list>

<VLAN ID list>
VLAN ID

VLAN

27-6

# show mac-authentication auth-state summary port

Date 20XX/03/24 18:32:35 UTC

Dynamic VLAN mode total client counts(Login/Max) :

Authenticating client counts
Hold down client counts
Port roaming : Disable
No Port Login / Max
1 0/20 1/ 256

Static VLAN mode total client counts (Login/Max) :

Authenticating client counts
Hold down client counts
Port roaming : Disable
No Port Login / Max
1 0/10 1/ 1024

27-7

<Port# list>

<VLAN ID list>

1/ 256

1/ 1024

Dynamic VLAN mode total
client counts

Static VLAN mode total
client counts

(Login / Max)
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show mac-authentication auth-state summary

Authenticating client counts

Hold down client counts

Port roaming VLAN
Enable
Disable
L L MAC
No
Port
Login
Max
2
27-7 VLAN

# show mac-authentication auth-state summary vlan

Date 20XX/03/24 18:33:20 UTC

Dynamic VLAN mode total client counts(Login/Max) : 1/ 256
Authenticating client counts : 1
Hold down client counts : 1

Port roaming : Disable
No VLAN Login

1 200 1
Static VLAN mode total client counts (Login/Max) : 1/ 1024
Authenticating client counts 1
Hold down client counts : 1

Port roaming : Disable
No VLAN Login

1 10 1
#
2
27-8 VLAN
Dynamic VLAN mode total (Login / Max) /
client counts

Static VLAN mode total

client

counts

Authenticating client counts

Hold down client counts

Port roaming VLAN
Enable
Disable
No
VLAN VLAN ID VLAN ID
Login
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show mac-authentication auth-state summary

27-9 show mac-authentication auth-state summary

MAC-Authentication is not configured. MAC

There is no information. ( mac auth-state ) VLAN ID MAC

show mac-authentication login summary
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show mac-authentication login

show mac-authentication login

show mac-authentication auth-state
show mac-authentication auth-state
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show mac-authentication login select-option

show mac-authentication login select-option

show mac-authentication auth-state select-option
show mac-authentication auth-state select-option
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show mac-authentication login summary

show mac-authentication login summary

show mac-authentication auth-state summary
show mac-authentication auth-state summary
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show mac-authentication logging

show mac-authentication logging

410

MAC

show mac-authentication logging [search <Search strings]

search <Search string>

MAC

27-8 MAC

# show mac-authentication logging

Date 20XX/11/13 16:37:52 UTC

AUT 11/13 16:18:48 MAC No=1:NORMAL:LOGIN: MAC=0000.e227.8bf8 PORT=0/2 VLAN=4
Login succeeded.

AUT 11/13 16:18:48 MAC No=270:NOTICE:SYSTEM: MAC=0000.e227.8bf8 PORT=0/2 MAC
address was force-authorized.

AUT 11/13 16:18:48 MAC No=265:NORMAL:SYSTEM: MAC=0000.e227.8bf8 Start
authenticating for MAC address.

AUT 11/13 16:18:48 MAC No=1:NORMAL:LOGIN: MAC=0000.e28c.4add PORT=0/8 VLAN=4000
Login succeeded.

AUT 11/13 16:18:48 MAC No=270:NOTICE:SYSTEM: MAC=0000.e28c.4add PORT=0/8 MAC
address was force-authorized.

AUT 11/13 16:18:48 MAC No=265:NORMAL:SYSTEM: MAC=0000.e28c.4add Start
authenticating for MAC address.

AUT 11/13 16:18:48 MAC No=1:NORMAL:LOGIN: MAC=0000.0000.0003 PORT=0/4 VLAN=40
Login succeeded.

AUT 11/13 16:18:48 MAC No=270:NOTICE:SYSTEM: MAC=0000.0000.0003 PORT=0/4 MAC
address was force-authorized.

#
"LOGIN"

# show mac-authentication logging search "LOGIN"

Date 20XX/11/13 16:55:32 UTC

AUT 11/13 16:18:48 MAC No=1:NORMAL:LOGIN: MAC=0000.e227.8bf8 PORT=0/2 VLAN=4

Login succeeded.

AUT 11/13 16:18:48 MAC No=1:NORMAL:LOGIN: MAC=0000.e28c.4add PORT=0/8 VLAN=4000
Login succeeded.

AUT 11/13 16:18:48 MAC No=1:NORMAL:LOGIN: MAC=0000.0000.0003 PORT=0/4 VLAN=40

Login succeeded.

3 events matched.

#



(1 (2)

(@ (@ (6 (8) (%))

(8)

show mac-authentication logging

(1) AUT
2 /
3) MAC
4) 27-12
(5)
(6)
(7)
(8)
. / 27-10
. 27-11
. 27-12
27-10 /
NORMAL LOGIN
LOGOUT
SYSTEM
NOTICE LOGIN
LOGOUT
SYSTEM
ERROR SYSTEM MAC
27-11
MAC=XXXX. XXXX.XXXX MAC
PORT=xx/xx
VLAN=XXXX VLAN ID
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show mac-authentication logging

27-12

1 NORMAL LOGIN

Login succeeded.

VLAN
VLAN

MAC PORT VLAN 2

2 NORMAL | LOGOUT

Force logout ; Port link down.

VLAN
VLAN

MAC PORT VLAN 2

3 NORMAL = LOGOUT

Force logout ; Authentic method changed (RADIUS <-> Local).

VLAN
VLAN

¢ aaa authentication mac-authentication
* mac-authentication authentication
¢ aaa authentication mac-authentication end-by-reject

[ ]

MAC PORT VLAN 2

4 NORMAL | LOGOUT

Force logout ; Clear mac-authentication command succeeded.

VLAN
VLAN

MAC PORT VLAN 2

5 NORMAL = LOGOUT

Force logout ; Connection time was beyond a limit.

VLAN
VLAN

MAC PORT VLAN 2

6 NOTICE LOGIN

Login failed ; Port link down.

VLAN

[ 1]

MAC PORT VLAN

8 NOTICE LOGIN

Login failed ; VLAN not specified.

VLAN

VLAN

MAC PORT VLAN 2
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show mac-authentication logging

9 NORMAL  LOGOUT | Force logout ; Program stopped.
MAC )
VLAN [ 1 MAC
VLAN
MAC PORT VLAN 2
10 NORMAL = LOGOUT @ Force logout ; Other authentication program.
VLAN [ ]
VLAN
MAC PORT VLAN 2
11 NORMAL = LOGOUT | Force logout ; VLAN deleted.
VLAN
VLAN [ JVLAN
VLAN
MAC PORT VLAN 2
12 NORMAL | LOGOUT  Force logout ; Client moved.
VLAN [ ]
VLAN
MAC PORT VLAN 2
13 NOTICE LOGIN Login failed ; Double login. (L2ZMacManager)
VLAN
VLAN e MAC
VLAN
[ ]
MAC
MAC PORT VLAN 2
15 NOTICE LOGIN Login failed ; Number of login was beyond limit.
VLAN [ ]
VLAN
MAC
18 NOTICE LOGIN Login failed ; MAC address could not register.
MAC
VLAN [ ]
VLAN
MAC
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show mac-authentication logging

20 NOTICE LOGIN Login failed ; RADIUS authentication failed.
RADIUS
VLAN [ ]
VLAN
MAC PORT VLAN ?
21 NOTICE LOGIN Login failed ; Failed to connection to RADIUS server.
RADIUS
VLAN [ ] RADIUS RADIUS
VLAN
MAC PORT VLAN 2
28 NORMAL = LOGOUT  Force logout ; Port not specified.
VLAN
VLAN [ ]
MAC PORT VLAN 2
30 NORMAL | LOGOUT  Force logout ; mac-address-table aging.
MAC MAC
VLAN
VLAN [ ]
MAC PORT VLAN 2
82 NORMAL SYSTEM Accepted clear auth-state command.
clear mac-authentication auth-state
VLAN
VLAN [ ]
83 NORMAL SYSTEM Accepted clear statistics command.
clear mac-authentication statistics
VLAN
VLAN [ ]
84 NORMAL SYSTEM Accepted commit command.
commit mac-authentication
VLAN [ ]
VLAN
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show mac-authentication logging

99 ERROR SYSTEM Accounting failed ; RADIUS accounting.
RADIUS
VLAN [ 1 RADIUS RADIUS
VLAN
MAC
105 NOTICE LOGIN Login failed ; VLAN suspended.
VLAN  suspend
VLAN
VLAN [ ] VLAN  state active
MAC PORT VLAN 2
106 NORMAL LOGOUT Force logout ; VLAN suspended.
VLAN  suspend
VLAN [ ] VLAN state active
VLAN
MAC PORT VLAN 2
107 NOTICE LOGIN Login failed ; MAC address not found to MAC authentication DB.
MAC MAC DB
VLAN
VLAN [ ] MAC DB MAC
MAC VLAN 1 2
108 NOTICE LOGIN Login failed ; VLAN ID not found to MAC authentication DB.
VLAN VLAN ID MAC DB
[ 1 MAC DB VLAN ID
MAC VLAN
255 ERROR SYSTEM The other error.
MAC
VLAN [ ]
VLAN
256 NORMAL LOGIN Reauthentication succeeded.

VLAN
VLAN

MAC PORT VLAN 2
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show mac-authentication logging

258 NOTICE LOGIN Login failed ; Invalid attribute received from RADIUS server.
RADIUS Accept Attribute
VLAN
VLAN [ JRADIUS
MAC PORT
261 NOTICE LOGIN Login failed ; Hardware restriction.
MAC
VLAN full full
VLAN [ ]
MAC PORT
263 NORMAL | LOGOUT  Force logout ; MAC address changed the port, but the number of users of the new port is
full.
VLAN [ 1
VLAN
MAC PORT VLAN ?
264 NORMAL | LOGOUT  Force logout ; MAC address changed the port, but the new port is not target of MAC
Authentication.
MAC
VLAN [ ]
VLAN
MAC PORT VLAN ?
265 NORMAL SYSTEM Start authenticating for MAC address.
VLAN [ ]
VLAN
MAC
266 NORMAL SYSTEM Restart authenticating for MAC address.
VLAN [ ]
VLAN
MAC
267 = NORMAL = SYSTEM  Stop authenticating for MAC address. [ ]
VLAN [ 1
VLAN
MAC
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show mac-authentication logging

268 | NORMAL = SYSTEM | Received RADIUS server message. [ ]
RADIUS Reply-Message Attribute
VLAN 80
VLAN [ ]
269 NORMAL | SYSTEM Client port roaming.
VLAN
VLAN [ ]
MAC PORT
270 NOTICE SYSTEM MAC address was force-authorized.
RADIUS
VLAN [ ]
VLAN
MAC PORT
274 NOTICE LOGIN Login failed ; Authentic mode intermingled. (legacy vlan)
[ 1
VLAN
MAC PORT VLAN 2
275 NORMAL | LOGOUT  Force logout ; Authentic mode had changed (Legacy -> dynamic vlan ).
VLAN
[ ]
MAC
276 NORMAL | LOGOUT  Force logout ; Authentic mode had changed (dynamic vlan -> Legacy ).
VLAN VLAN
[ 1
MAC PORT VLAN 2
280 NORMAL | LOGOUT | Force logout ; Multi-step finished.
VLAN MAC
VLAN [ ]

MAC PORT VLAN 2
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show mac-authentication logging

282 NORMAL = LOGOUT  Force logout ; Authentic method changed (single <-> multi-step).

VLAN
VLAN
[ ]
MAC PORT VLAN 2
1xxx =~ NOTICE LOGIN Login aborted ; < >

3
XXX

1 VLAN

2 VLAN VLAN

VLAN ID

27-13 show mac-authentication logging

Can't execute.

There is no log data to match.

There is no logging data.

There is no memory.

* MAC
e search
ex) 3 events matched.
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clear mac-authentication logging

clear mac-authentication logging

MAC

clear mac-authentication logging

279 MAC
# clear mac-authentication logging

#

27-14 clear mac-authentication logging

Can't execute.
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show mac-authentication

show mac-authentication

MAC

show mac-authentication

27-10 MAC
# show mac-authentication

Date 20XX/02/23 06:50:08 UTC

<<<MAC-Authentication mode status>>>
Dynamic-VLAN : Enable
Static-VLAN : Enable

<<<System configurations>>>
* Authentication parameter

Authentic-mode : Dynamic-VLAN
max-user : 256

id-format type T XX -XX-XX-XX-XX-XX
password : Disable
vlan-check : -

roaming : Disable

mac-authentication vlan

* AAA methods

Authentication Default : RADIUS
Authentication port-1list-BBB : RADIUS ra-group-2
Authentication End-by-reject : Disable

Accounting Default : RADIUS
* Logout parameter
max-timer : infinity
auto-logout : 3600
quiet-period : 300
reauth-period : 3600
* Logging status
[Syslog send] : Disable
[Traps] : Disable
<Port configurations
Port Count H
Port : 0/6
VLAN ID : 40
Forceauth VLAN : Disable
Access-1list-No : L2-auth
ARP relay : Enable
Max-user : 256
Port : 0/22
VLAN ID : 40
Forceauth VLAN : Disable
Access-list-No : L2-auth
ARP relay : Enable
Max-user : 256
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show mac-authentication

Authentication method : port-1list-BBB

<<<System configurations>>>
* Authentication parameter

Authentic-mode : Static-VLAN
max-user : 1024

id-format type P XX -XX-XX-XX-XX-XX
password : Disable
vlan-check : Disable

roaming : Disable

mac-authentication vlan : -

* AAA methods

Authentication Default : RADIUS
Authentication port-1list-BBB : RADIUS ra-group-2
Authentication End-by-reject : Disable

Accounting Default : RADIUS
* Logout parameter
max-timer : infinity
auto-logout : 3600
quiet-period : 300
reauth-period : 3600
* Logging status
[Syslog send] : Disable
[Traps] : Disable
<Port configurations>
Port Count : 3
Port : 0/5
VLAN ID HER
Forceauth VLAN : Disable
Access-1list-No : L2-auth
ARP relay : Enable
Max-user : 1024

Authentication method : port-list-BBB

Port : 0/6
VLAN ID : 4
Forceauth VLAN : Disable
Access-list-No : L2-auth
ARP relay : Enable
Max-user : 1024
Port : 0/22
VLAN ID : 4
Forceauth VLAN : Disable
Access-list-No : L2-auth
ARP relay : Enable
Max-user : 1024

Authentication method : port-1list-BBB
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show mac-authentication

27-15 MAC

Dynamic-VLAN VLAN
VLAN Enable
Disable
Disable <<<System configuration>>>

Static-VLAN VLAN VLAN !

Enable

Disable

Disable <<<System configuration>>>

* Authentication parameter
Authentic-mode MAC

Dynamic-VLAN VLAN

Static-VLAN VLAN
max-user
id-format type MAC RADIUS MAC
password RADIUS

"Disable"

vlan-check VLAN ID VLAN ID

Enable

Disable
key ID RADIUS ID

"%VLAN"

roaming

Enable

Disable
mac-authentication MAC MAC VLAN
vlan VLAN VLAN ID
* AAA methods
Authentication Local
Default RADIUS RADIUS

Local, RADIUS RADIUS

RADIUS, Local RADIUS

" Local"

Authentication <List
name>

RADIUS

RADIUS <Group name>
RADIUS RADIUS
<Group name> RADIUS
RADIUS
" (Not defined)"
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show mac-authentication

Authentication Enable o o
End-by-reject Disable aaa
authentication mac-authentication
"Disable"
Accounting Default RADIUS RADIUS MAC = o
RADIUS
"Disable"”
* Logout parameter
max-timer o o
auto-logout MAC MAC o o
"Disable"
quiet-period MAC (MAC o o
)
reauth-period MAC © ©
* Logging status
[Syslog send] syslog syslog o =}
Enable
Disable
[Traps] SNMP ) )
"Disable"
Port Count MAC = o
Port el e | e
"Legacy"
VLAN ID VLAN MAC 3 o o o
Forceauth VLAN VLAN o o
XXXX
XXXX VLAN ID
VLAN unmatch
Disable
VLAN o
Enable
Disable
Access-list-No authentication ip access-group o o
"Disable"
Arp relay ARP authentication arp-relay o o
Enable
Disable
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show mac-authentication

Max-user

Authentication
method

"(Not defined)"

VLAN
VLAN
o
1
2
3 VLAN
VLAN

VLAN ID
native vlan ( )

4 authentication force-authorized enable

native vlan

27-16 show mac-authentication

Vol.2 11.1.2 MAC

VLAN ID

authentication force-authorized vlian

MAC-Authentication is not configured.

MAC
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show mac-authentication statistics

show mac-authentication statistics

MAC

show mac-authentication statistics

27-11 MAC

# show mac-authentication statistics

Date 20XX/10/28 09:12:44 UTC

MAC-Authentication Information:

Authentication Request Total 2
Authentication Success Total 6
Authentication Fail Total 5
Authentication Refuse Total 0
Authentication Current Count 1
Authentication Current Fail 0
RADIUS MAC-Authentication Information:
[RADIUS frames]
TxTotal : 12 TxAccReqg : 11 TxError : 1
RxTotal : 11 RxAccAccpt: 11 RxAccRejct: 0
RxAccChllg: 0 RxInvalid 0
Account MAC-Authentication Information:
[Account frames]
TxTotal : 11 TxAccReq : 11 TxError : 0
RxTotal : 11 RxAccResp : 11 RxInvalid : 0
#
27-17 MAC
Authentication Request Total
Authentication Success Total MAC
Authentication Fail Total MAC
Authentication Refuse Total MAC
Authentication Current Count MAC
Authentication Current Fail ( ) MAC
RADIUS frames RADIUS
TxTotal RADIUS
TxAccReq RADIUS Access-Request
TxError RADIUS
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show mac-authentication statistics

RxTotal RADIUS

RxAccAccpt RADIUS Access-Accept
RxAccRejct RADIUS Access-Reject
RxAccChllg RADIUS Access-Challenge
RxInvalid RADIUS

Account frames

TxTotal

TxAccReq

Accounting-Request

TxError

RxTotal

RxAccResp

Accounting-Response

RxInvalid

27-18 show mac-authentication statistics

MAC-Authentication is not configured.

MAC
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clear mac-authentication statistics

clear mac-authentication statistics

MAC 0

clear mac-authentication statistics

27-12 MAC 0
# clear mac-authentication statistics

#

27-19 clear mac-authentication statistics

Can't execute.
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set mac-authentication mac-address

set mac-authentication mac-address

MAC DB MAC MAC MAC
VLAN ID MAC MAC VLAN ID

show mac-authentication mac-address

MAC DB commit mac-authentication

set mac-authentication mac-address <MAC> [<MAC mask>] [<VLAN ID>]

<MAC>
MAC
MAC 0000.0000.0000  feff.ffff.ffff
MAC 1
<MAC mask>
MAC MAC
MAC 0000.0000.0000  ffff.ffff.ffff
MAC 0000.0000.0000
MAC NiliAiiAlLs
MAC
MAC "0000.0000.0000" MAC NiliAiiAL
<VLAN ID>
VLAN VLANID
VLAN ID
27-13 MAC VLAN MAC "0012.e200.1234" VLAN ID"10"

# set mac-authentication mac-address 0012.e200.1234 10
27-14 ID MAC ID"0012.e2" MAC "0000.00ff.ffff"
# set mac-authentication mac-address 0012.e200.0000 0000.00ff.ff£ff 10
27-15 MAC NitiRiiidiie

# set mac-authentication mac-address 0000.0000.0000 ffff.ffff.ffff 1
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set mac-authentication mac-address

27-20 set mac-authentication mac-address

Already mac address MAC
XXXX.XXXX.XXXX(NNnn.nnnn.nnnn),dddd exists. OO XXX XXX MAC
nnnn.nnnn.nnnn MAC
dddd VLANID ('0 VLAN ID )
Already mac address Xxxx.xxxx.xxxx,dddd exists. MAC
XXXXXXXX.XXXX  MAC
dddd VLAN ID ('0' VLAN ID )
MAC-Authentication is not configured. MAC
The number of client exceeds limits. MAC DB MAC
L]
e commit mac-authentication MAC DB
. MAC MAC VLAN ID
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remove mac-authentication mac-address

remove mac-authentication mac-address

MAC DB MAC MAC

MAC MAC
VLAN ID

show mac-authentication mac-address

commit mac-authentication

remove mac-authentication mac-address {<MAC> [<MAC mask>] | -all} [-f]

{<mac> [<MAC mask>] | -all}

<MAC>
MAC

<MAC mask>
MAC MAC

MAC MAC
MAC RiiiRiAiie
MAC "0000.0000.0000" MAC "“Ffff. AR FFAF

-all

MAC
-f
MAC
27-16 MAC MAC "0012.e200.1234"

# remove mac-authentication mac-address 0012.e200.1234
Remove mac-authentication mac-address. Are you sure? (y/n): vy

27-17 MAC DB MAC

# remove mac-authentication mac-address -all
Remove all mac-authentication mac-address. Are you sure? (y/n): y

27-18 MAC “ffff.ffff. fff"

# remove mac-authentication mac-address 0000.0000.0000 ffff.ffff.ffff
Remove mac-authentication mac-address. Are you sure? (y/n): vy
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remove mac-authentication mac-address

27-21 remove mac-authentication mac-address

MAC address does not exist. MAC -all
MAC-Authentication is not configured. MAC
Unknown MAC address MAC

XXXX.XXXX.XXXX(Nhnn.nnnn.nnnn)'.

XXXX.XXXX.XXXX  MAC
nnnn.nnnn.nnnn MAC

Unknown MAC address 'XXXX.XXXX.XXXX'.

MAC
XXXXXXXX.XXXX  MAC

e commit mac-authentication
. MAC

MAC DB
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show mac-authentication mac-address

show mac-authentication mac-address

MAC MAC
MAC

¢ set mac-authentication mac-address
¢ remove mac-authentication mac-address

MAC MAC

show mac-authentication mac-address {edit | commit}

{edit | commit}

edit
commit
MAC DB
27-19 MAC MAC

# show mac-authentication mac-address edit

Date 20XX/11/13 18:02:43 UTC
Total mac-address counts: 5

mac-address mac-mask VLAN
0012.e200.1234 - 4094
0012.e200.abcd - 4
0012.e200.1234 0000.0000.ffff 10
0012.e200.abcd 0000.0000.ffff 8
(any) ffff . ffff.£f£££ 1
#
(any)
27-20 MAC MAC MAC

# show mac-authentication mac-address commit

Date 20XX/11/13 18:02:48 UTC
Total mac-address counts: 3

mac-address mac-mask VLAN
0012.e200.1234 - 4094
0012.e200.abcd - 4
0012.e200.1234 0000.0000.ffff 10
#
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show mac-authentication mac-address

27-22 MAC MAC
Total mac-address counts MAC MAC
mac-address MAC MAC
(any) MAC "0000.0000.0000" MAC
“FffFFFF FRFE
mac-mask MAC MAC
- ""0000.0000.0000"
VLAN VLAN MAC
VLAN
27-23 show mac-authentication mac-address
Can't execute.
MAC-Authentication is not configured. MAC
There is no information. (commit) MAC DB
There is no information. (edit) MAC DB
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commit mac-authentication

commit mac-authentication

MAC DB
MAC
MAC DB

¢ set mac-authentication mac-address
¢ remove mac-authentication mac-address

commit mac-authentication -f

MAC DB

27-21 MAC DB

# commit mac-authentication

Commitment mac-authentication mac-address data.

Commit complete.

#

27-24 commit mac-authentication

Are you sure?

(y/n): vy

Commit complete.

MAC

Flash memory write failed.

MAC-Authentication is not configured. MAC
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commit mac-authentication

MAC DB
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store mac-authentication

store mac-authentication

MAC DB
store mac-authentication ramdisk <File name> -f
ramdisk
RAMDISK MAC DB
<File name>
MAC DB
MAC MAC
RAMDISK
MAC <File name>
MAC <File name>.msk
60
-f
MAC DB
27-22 MAC DB

"mac-db.txt"

# store mac-authentication ramdisk mac-db.txt

Backup mac-authentication MAC address data.

Backup complete.
#
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store mac-authentication

27-25 store mac-authentication

Backup complete.

Command information was damaged.

Data doesn't exist.

MAC-Authentication is not configured. MAC
Store operation failed. RAMDISK
* RAMDISK MAC DB
show ramdisk RAMDISK

show ramdisk

> show ramdisk

Date 20XX/11/13 15:13:04 UTC

used 68,608 byte
free 6,182,912 byte
total 6,251,520 byte
>
user area free 200kB
* RAMDISK del
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load mac-authentication

load mac-authentication

MAC DB MAC DB

¢ set mac-authentication mac-address
¢ remove mac-authentication mac-address
e commit mac-authentication

load mac-authentication ramdisk <File name> -f
ramdisk

RAMDISK MAC DB MAC

<File name>

MAC DB
64
-f
MAC DB
27-23 MAC DB "mac-db.txt"

# load mac-authentication ramdisk mac-db.txt
Restore mac-authentication MAC address data. Are you sure?

Restore complete.
#
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load mac-authentication

27-26 load mac-authentication

File format error. MAC
DB

Flash memory write failed.

Load operation failed.

MAC-Authentication is not configured. MAC

Restore complete.

¢ set mac-authentication mac-address
¢ remove mac-authentication mac-address
e commit mac-authentication
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show authentication multi-step
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show authentication multi-step

show authentication multi-step

show authentication multi-step [port <IF#>] [mac <MAC>]

port <IF#>
mac <MAC>
MAC
28-1
# show authentication multi-step
Date 20XX/10/29 06:58:27 UTC
Port 0/1 : multi-step dotlx
< Supplicant information > <Authentic method>
No MAC address State VLAN F Type Last (first step)
1 000d.0b3a.e977 pass 100 multi web (dot1lx)
Port 0/5 : multi-step
< Supplicant information > <Authentic method>
No MAC address State VLAN F Type Last (first step)
1 0013.20a5.24ab pass 10 * single mac (-)
Port 0/22 : multi-step permissive
< Supplicant information > <Authentic method>
No MAC address State VLAN F Type Last (first step)

1 000b.972f.e22b pass 100 single dotlx (-)
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show authentication multi-step

28-1
Port
< > multi-step MAC
multi-step permissive permissive MAC
multi-step dotlx dotlx MAC
IEEE802.1X Web
No
<Supplicant information>
MAC address MAC MAC
State wait
pass
VLAN VLAN ID 1 4094 VLANID
VLAN ID
VLAN
F *
RADIUS
RADIUS
*
Type single
multi
<Authentic method>
Last
mac MAC
web  Web
dotlx IEEE802.1X
(first step) 1 1

(mac) MAC
(dotlx) IEEE802.1X

"y
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show authentication multi-step

28-2 show authentication multi-step

Authentication multi-step is not configured.

There is no information. (‘authentication multi-step )
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Wake on LAN

OP-WOL

set wol-device name OP-WOL

set wol-device mac OP-WOL

set wol-device vlan OP-WOL

set wol-device ip OP-WOL

set wol-device alive OP-WOL

set wol-device description OP-WOL

remove wol-device name OP-WOL

show wol-device name OP-WOL

commit wol-device OP-WOL

store wol-device OP-WOL

load wol-device OP-WOL

set wol-authentication user OP-WOL

set wol-authentication password OP-WOL

set wol-authentication permit OP-WOL

remove wol-authentication user OP-WOL

show wol-authentication user OP-WOL

commit wol-authentication OP-WOL

store wol-authentication OP-WOL

load wol-authentication OP-WOL

wol OP-WOL

show wol OP-WOL
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set wol-device name OP-WOL

set wol-device name OP-WOL

DB Wake on LAN

commit wol-device

set wol-device name <Name> <MAC> <VLAN ID>[ip <IP address> ][ alive {check
[timeout <Seconds>] | nocheck} ][ description <Descriptions ]

< Name>
1 128 (@)
) (@) ()

<MAC>
MAC
MAC 0000.0000.0000  feff.ffff.ffff
MAC 1

<VLAN ID>
VLAN  VLANID

ip <IP address>
1P IP
IP 1.0.0.0 126.255.255.255 128.0.0.0 223.255.255.255

dhcp DHCP DHCP snooping 1P

alive

check [timeout <Seconds>]

timeout <Seconds>
60 600

120

nocheck

446



set wol-device name OP-WOL

description <Description>

1 128 (@)
) Q )

29-1 "PCO1"

# set wol-device name PCO1l 1234.5678.9abc 1000 ip 192.168.100.100 alive check
timeout 600 description Commom-NotePC@example.com

29-1 set wol-device name

Already device '<Name>' exists.

License key is not installed. Wake on LAN

The number of devices exceeds 300. 300

. show wol-device name

. 300

* alive nocheck 1P

. set wol-device
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set wol-device mac OP-WOL

set wol-device mac OP-WOL

MAC

commit wol-device

set wol-device mac <Name> <MAC>

< Name>
MAC

<MAC>
MAC

MAC 0000.0000.0000  feff.ffff.ffff
MAC 1

29-2 MAC "PCO1"

# set wol-device mac PC01 0012.ee86.6fd4

29-2 set wol-device mac

License key is not installed. Wake on LAN

Unknown device '<Name>'.

. set wol-device name
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set wol-device vlan OP-WOL

set wol-device vlan OP-WOL

VLAN ID

commit wol-device

set wol-device vlan <Name> <VLAN ID>

< Name>
VLAN ID
<VLAN ID>
VLAN VLANID
29-3 VLAN "PCO1"

# set wol-device vlan PCO1 4094

29-3 set wol-device vilan

License key is not installed. Wake on LAN

Unknown device '<Name>".

. set wol-device name
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set wol-device ip OP-WOL

set wol-device ip OP-WOL

1P 1P

commit wol-device

set wol-device ip <Name> {<IP address> | dhcp}

< Name>
1P
{<IP address> | dhcp}

<IP address>
IP IP
IP 1.0.0.0 126.255.255.255 128.0.0.0 223.255.255.255

dhcp
DHCP DHCP snooping IP

29-4 P "PCO1"

# set wol-device ip PCO1l 202.68.133.72

29-4 set wol-device ip

License key is not installed. Wake on LAN

Unknown device '<Name>'.

L]
J set wol-device name
¢ alive nocheck IP
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set wol-device alive OP-WOL

set wol-device alive OP-WOL

commit wol-device

set wol-device alive <Name> {check [timeout <Seconds>] | nocheck}

< Name>

check [timeout <Seconds>]

timeout <Seconds>
60 600

120

nocheck

29-5 "PCO1"

# set wol-device alive PCO1 check timeout 300

29-5 set wol-device alive

License key is not installed. Wake on LAN

Unknown device '<Name>'.

[ ]
. set wol-device name
¢ alive nocheck IP
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set wol-device description OP-WOL

set wol-device description OP-WOL

commit wol-device

set wol-device description <Name> [<Descriptions>]

< Name>

<Description>

1 128
Q) O ()

29-6 "PCO1"

# set wol-device description PCO1l change-user

29-6 set wol-device description

(@

License key is not installed. Wake on LAN

Unknown device '<Name>'.

. set wol-device name
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remove wol-device name OP-WOL

remove wol-device name OP-WOL

commit wol-device

remove wol-device name {<Name> | -all} [-f]

{<Name> | -all}

< Name>

-all

-f

29-7 ""PCO1"

# remove wol-device name PCO1
Remove wol-device name. Are you sure? (y/n): y

29-8 DB

# remove wol-device name -all
Remove all wol-device name. Are you sure? (y/n): vy

29-7 remove wol-device name

Device does not exist. -all

License key is not installed. Wake on LAN

Unknown device '<Name>".
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remove wol-device name OP-WOL
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show wol-device name OP-WOL

show wol-device name OP-WOL

DB
¢ set wol-device name
* set wol-device mac
¢ set wol-device vlan
» set wol-device ip
¢ set wol-device alive
¢ set wol-device description
¢ remove wol-device name
show wol-device name {edit | commit} [device-name <Name>] [detail]
{ edit | commit}
edit
commit
device-name <Name>
1 128 (@
) O ()
detail
1
29-9 DB
# show wol-device name edit
Date 20XX/11/06 14:48:49 UTC
Total device counts: 5
No Device name MAC VLAN IP address Alive Description
1 PCO1 0012.ee86.6fd4 4094 202.68.133.72 300 change-user
2 PCO02 0O0ee.l6fd.al42 100 10.1.10.10 600 all-user-...
3 PCO3 _High... 0022.fal2.34dd 10 dhecp 60 High price
4 PCO4 04ff.d423.£f145 5 dhcp 120
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show wol-device name OP-WOL
5 PCO05 0612.7faf.1fdd 2000 202.68.133.70 no-check notePC
#
1
29-8
Total device counts 300
No 300
Device name 12
12 " 3 )"
detail
MAC MAC
VLAN VLAN ID
IP address 1P DHCP 1P "dhcp"
Alive
"no-check"
Description 12
12 " ( 3 )
detail

29-10

DB

# show wol-device name edit detail

Date 20XX/11/06 14:58:27 UTC

No 1

PCO1

MAC: 0012.ee86.6fd4, VLAN: 4094
IP address: 202.68.133.72, Alive: check Timeout: 300 (s)
Description: change-user

No 2

PCO02

MAC: 00Oee.l6fd.al42, VLAN: 100
IP address: 10.1.10.10, Alive: check Timeout: 600 (s)
Description: all-user-backup

No 3

PC03 High-Speed machine

MAC: 0022.fal2.34dd, VLAN: 10
IP address: dhcp, Alive: check Timeout: 60 (s)
Description: High price

No 4

PCO4

MAC: 04ff.d423.f145, VLAN: 5
IP address: dhcp, Alive: check Timeout: 120(s)
Description:

No 5

PCO5

MAC: 0612.7faf.1fdd, VLAN: 2000
IP address: 202.68.133.70, Alive: no-check
Description: notePC
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show wol-device name

OP-wOL

2
29-9
No 300
MAC MAC
VLAN VLAN ID
IP address 1P DHCP IP "dhcp”
Alive
"no-check"

Description

29-10 show wol-device name

Can't execute.

License key is not installed. Wake on LAN
There is no information. ( commit) DB
There is no information. (edit) DB
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commit wol-device OP-WOL

commit wol-device OP-WOL

commit wol-device [-f]

29-11

# commit wol-device

Commitment wol-device name data.

Commit complete.

#

29-11  commit wol-device

DB

Are you sure? (y/n): y

Commit complete.

Wake on LAN

Flash memory write failed.

License key is not installed.

Wake on LAN
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store wol-device OP-WOL

store wol-device OP-WOL

DB

store wol-device ramdisk <File name> [-f]
ramdisk

RAMDISK DB

<File name>

DB
64

-f

29-12 DB

# store wol-device ramdisk wol dev.txt

Backup wol-device name data. Are You sure? (y/n):

Backup complete.

#

29-12 store wol-device

Y

DB

7”wol_dev.txt>”

Backup complete.

Command information was damaged. DB
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store wol-device OP-WOL

Data doesn't exist.

License key is not installed. Wake on LAN
Store operation failed. RAMDISK
* RAMDISK del
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load wol-device OP-WOL

load wol-device OP-WOL

DB

¢ set wol-device name

» set wol-device mac

» set wol-device vlan

» set wol-device ip

» set wol-device alive

¢ set wol-device description
* remove wol-device name
e commit wol-device

load wol-device ramdisk <File name> [-f]

ramdisk
RAMDISK DB
DB

<File name>
DB
64

DB

29-13 DB "wol_dev.txt"

# load wol-device ramdisk wol dev.txt
Restore wol-device name data. Are you sure? (y/n): y

Restore complete.

#
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load wol-device OP-WOL

29-13 load wol-device

File format error.

DB

Flash memory write failed.

License key is not installed.

Wake on LAN

Load operation failed.

Restore complete.
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set wol-authentication user

set wol-authentication user

OP-WOL

OP-WOL

DB

set wol-authentication user <User name> <Password> permit

[device-name <Names>]

<User name>

commit wol-authentication

DB

1 128
Q] Q ()
<Password>
1 32
O ()
permit [any] [manual] [device-name <Name>]
any
manual
MAC VLAN ID

device-name <Name>

29-14

# set wol-authentication user

DB

)

"USERO1"

USERO01 pass permit

[any] [manuall

(@

(@

(@

any manual device-name PCO1
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set wol-authentication user OP-WOL

29-14 set wol-authentication user

Already user '<User name>' exists.

License key is not installed. Wake on LAN
The number of users exceeds 300. 300
The sum of the device of each user exceeds 300. 300
. show wol-authentication user
J 300
. 300 1 300
"any" "manual"
set wol-authentication permit
. set wol-authentication
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set wol-authentication password OP-WOL

set wol-authentication password OP-WOL

commit wol-authentication

set wol-authentication password <User name> <Old password> <New passwords>

<User name>

<Old Password>

<New Password>

1 32 (@ )

29-15 "USERO1"

# set wol-authentication password USERO1l pass user0101

29-15 set wol-authentication password

License key is not installed. Wake on LAN

The old-password is different.

Unknown user '<User name>'.

o set wol-authentication user
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set wol-authentication permit OP-WOL

set wol-authentication permit OP-WOL

commit wol-authentication

set wol-authentication permit <User name> { add [any] [manual] [device-name <Name>]
|del [any] [manual] [device-name <Name>] }

<User name>

add [any][manual][device-name <Name>]

any
DB
manual
MAC VLAN ID
device-name <Name>
DB
1 128 (@
() (@) ()
1
del [any][manual][device-name <Name>]
any
DB
manual
MAC VLAN ID
device-name <Name>
DB
1

29-16
# set wol-authentication permit USERO1 add device-name PCO02
29-17

# set wol-authentication permit USERO1 del any manual device-name PC02@
example.com
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set wol-authentication permit OP-WOL

29-16 set wol-authentication permit

License key is not installed. Wake on LAN
The parameter cannot be adjusted to 0. 0
The sum of the device of each user exceeds 300. 300

Unknown parameter.

Unknown user '<User name>".

. set wol-authentication user
o add
e del 0
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remove wol-authentication user OP-WOL

remove wol-authentication user OP-WOL

commit wol-authentication

remove wol-authentication user {<User name> | -all} [-f]

{ <User name> | -all }

<User name>

-all

-f

29-18 "USERO1"

# remove wol-authentication user USERO1l
Remove wol-authentication user. Are you sure? (y/n): vy

29-19 DB

# remove wol-authentication user -all
Remove all wol-authentication user. Are you sure? (y/n): y

29-17 remove wol-authentication user

License key is not installed. Wake on LAN

Unknown user '<User name>'.

User does not exist. -all
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remove wol-authentication user OP-WOL
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show wol-authentication user OP-WOL

show wol-authentication user OP-WOL

DB

» set wol-authentication user

* set wol-authentication password
» set wol-authentication permit

¢ remove wol-authentication user

show wol-authentication user { edit | commit } [username <User name>] [detaill

{edit | commit}

edit

commit

username <User name>

1 128 (@

detail

29-20 DB
# show wol-authentication user edit

Date 20XX/11/06 20:48:57 UTC

Total user counts: 5
Total device link: 7
No any manual device Username
1 deny deny 2 Mail-Address_of USER04_of The Company...
2 permit permit 1 TUSERO1
* 3 deny permit 3 USERO2
4 permit deny 0 USERO03
* 5 permit deny 1 TUSERO5
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show wol-authentication user OP-WOL

#
* DB
1
29-18
Total user counts 300
Total device link 300
No 300
any permit
deny
manual permit
deny
device 1
Username 40
40 "
3 ) detail
2
29-21 DB
# show wol-authentication user edit detail
Date 20XX/11/06 20:49:10 UTC
No 1 : Mail-Address_of USER04_of The Company@example.com
permit : any=deny, manual=deny
device-name
1 : PCO1
2 : PCO03_High-Speed_machine
No 2 : USERO1
permit : any=permit, manual=permit
device-name
1 : PCO1
No 3 : USERO2
permit : any=deny, manual=permit
device-name
* 1 : PCO2@
2 : PCO1
3 : PC03_High-Speed machine
No 4 : USERO3
permit : any=permit, manual=deny
No 5 : USERO05
permit : any=permit, manual=deny
device-name
* 1 : PCO4@
#
* DB
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show wol-authentication user OP-WOL

2
29-19
No 300
permit any= permit
deny
manual= permit
deny
device-name 300
29-20 show wol-authentication user
Can't execute.
License key is not installed. Wake on LAN
There is no information. ( commit) DB
There is no information. ( edit) DB
- () DB

show wol-device-name
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commit wol-authentication OP-WOL

commit wol-authentication OP-WOL

commit wol-authentication [-f]

DB

29-22 DB

# commit wol-authentication
Commitment wol-authentication user data. Are you sure? (y/n): y

Commit complete.

#

29-21 commit wol-authentication

Commit complete. Wake on LAN

Flash memory write failed.

License key is not installed. Wake on LAN
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store wol-authentication OP-WOL

store wol-authentication OP-WOL

DB

store wol-authentication ramdisk <File name> [-f]
ramdisk

RAMDISK DB

<File name>

DB
64
-f
DB
29-23 DB

# store wol-authentication ramdisk wol_auth.txt

Backup wol-authentication user data. Are You sure?

Backup complete.

#

29-22 store wol-authentication

"wol_auth.txt"

(y/n): y

Backup complete.

Command information was damaged. DB

Data doesn't exist.
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store wol-authentication OP-WOL

License key is not installed. Wake on LAN
Store operation failed. RAMDISK
* RAMDISK del
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load wol-authentication OP-WOL

load wol-authentication OP-WOL

DB

* set wol-authentication user

» set wol-authentication password
» set wol-authentication permit

* remove wol-authentication user
* commit wol-authentication

load wol-authentication ramdisk <File name> [-f]

ramdisk
RAMDISK DB

<File name>
DB
64

DB

29-24 DB "wol_auth.txt"

# load wol-authentication ramdisk wol_auth.txt
Restore wol-authentication user data. Are you sure? (y/n): y

Restore complete.

#
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29-23 load wol-authentication

load wol-authentication OP-WOL

File format error.

DB

Flash memory write failed.

License key is not installed.

Wake on LAN

Load operation failed.

Restore complete.
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wol OP-WOL

wol OP-WOL

wol <MAC> <VLAN ID>

<MAC>
MAC
MAC 0000.0000.0000  feff.ffff.ffff
MAC 1

<VLAN ID>
VLAN ID

29-25 MAC "0012.e256.7890" VLAN ID"200"

# wol 0012.e256.7890 200

29-24 wol

License key is not installed. Wake on LAN

The magic packet is not sent.

The magic packet is sent.
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show wol OP-WOL
Web Wake on LAN
show wol
29-26
# show wol
Date 20XX/11/06 17:32:25 UTC
No User name Phase Magic Device IP Target
1 User-A IDLE - - Timeout
2 User-B CHECK Sent 192.168.1.102 Waiting
3 User-C IDLE Sent 192.168.10.100 Alive
4 User-D RESOLVE Failed Waiting -
5 User-E RESOLVE Sent Waiting -
6 Mail-Address of USER04 of The Co... IDLE Sent 202.68.133.72 Alive
#
29-25
No 32
User name
35
35 " ( 3 )
Phase REGIST
MAGIC
RESOLVE DHCP IP
CHECK
IDLE
FIN
Magic Sent
Failed
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show wol OP-WOL

Device IP IP P

Waiting DHCP 1P

1Pv4 IP
Target

Waiting

Alive

Timeout

1
29-26 show wol

License key is not installed. Wake on LAN
There is no information. Wake on LAN

e wol
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DHCP snooping

show ip dhcp snooping

show ip dhcp snooping binding

clear ip dhcp snooping binding

show ip dhcp snooping statistics

clear ip dhcp snooping statistics

show ip arp inspection statistics

clear ip arp inspection statistics
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show ip dhcp snooping

show ip dhcp snooping

DHCP snooping

show ip dhcp snooping

30-1 DHCP snooping
> show ip dhcp snooping

Date 20XX/11/13 16:34:10 UTC

Switch DHCP snooping is Enable

Option allow untrusted: off, Verify mac-address: on

DHCP snooping is configured on the following VLANSs:
1,10,100,1000

Interface Trusted Verify source Rate limit (pps)
fastethernet 0/1 no off unlimited
fastethernet 0/2 yes off unlimited
fastethernet 0/3 no off 1
gigabitethernet 0/25 no off 300
gigabitethernet 0/26 vyes off unlimited
port-channel 1 no off 200
port-channel 2 yes off unlimited

>

30-1 show ip dhcp snooping

Switch DHCP snooping is DHCP snooping Enable
Disable
Option allow untrusted option82 on
off
Verify mac-address DHCP MAC on
off
VLANSs DHCP snooping VLAN | VLAN 1 "nothing"
Interface
Trusted yes trust
no untrust
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show ip dhcp snooping

Verify source off
on IP
mac-only MAC
port-security IP MAC

Rate limit(pps) DHCP

1-300 (pps)
unlimited
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show ip dhcp snooping binding

show ip dhcp snooping binding

DHCP snooping

show ip dhcp snooping binding[ip <IP addresss>] [mac <MAC>] [vlan <VLAN ID>]
[port <Port# list>] [channel-group-number <Channel group# list>]
[{static|dynamic}]

ip <IP address>
IP

mac <MAC>
MAC

vlan <VLAN ID>
VLAN
<VLAN ID> ip dhcp snooping vlan VLAN ID

port <Port# list>
DHCP snooping
<Port# list>

channel-group-number <Channel group# list>
DHCP snooping
<Channel group# list>

{static] dynamic}
static
static

dynamic
dynamic

port channel-group-number
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30-2 DHCP snooping

> show ip dhcp snooping binding

Date 20XX/11/13 13:09:31 UTC

show ip dhcp snooping binding

Agent URL: flash
Last succeeded time: 20XX/11/13 13:07:34 UTC
Total Bindings: 5
MAC Address IP Address Expire (min) Type VLAN Interface
0000.0087.0001 192.168.0.201 - static 1 port-channel 1
0000.0087.0002 192.168.0.202 - static 1 port-channel 2
0000.0087.0003 192.168.0.203 - static 1 port-channel 3
0000.0087.0004 192.168.0.204 - static 1 port-channel 4
000d.0bbe.b0fb 192.168.100.11 59 dynamic 1 fastethernet 0/1
>
30-2 show ip dhcp snooping binding
Agent URL
flash
mc MC
Last succeeded time 1 !
w oom 2
e Agent URL
. 0
Total Bindings
MAC Address MAC
IP Address 1P
Expire(min) () static o
Type static
dynamic
VLAN VLAN
Interface
1
2 "Last succeeded time" "No binding entry.”

clear ip dhcp snooping binding
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show ip dhcp snooping binding

30-3 show ip dhcp snooping binding

DHCP Snooping is not configured. DHCP snooping

No binding entry.
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clear ip dhcp snooping binding

clear ip dhcp snooping binding

DHCP snooping Dynamic

clear ip dhcp snooping binding[ip <IP address>] [mac <MAC>] [vlan <VLAN ID>]
[port <Port# list>] [channel-group-number <Channel group# list>]

ip <IP address>
1P

mac <MAC>
MAC

vlan <VLAN ID>
VLAN
<VLAN ID> ip dhcp snooping vian VLAN ID

port <Port# list>
DHCP snooping
<Port# list>

channel-group-number <Channel group# list>
DHCP snooping
<Channel group# list>

Port channel-group-number

30-3 DHCP snooping
> clear ip dhcp snooping binding

>
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clear ip dhcp snooping binding

30-4 clear ip dhcp snooping binding

DHCP Snooping is not configured. DHCP snooping

No binding entry.
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show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP snooping

show ip dhcp snooping statistics

30-4 DHCP snooping
> show ip dhcp snooping statistics
Date 20XX/11/13 18:19:28 UTC

Database Exceeded: 0
Total DHCP Packets: 8995

Interface Recv Filter Rate over
fastethernet 0/1 170 170 0
fastethernet 0/3 1789 10 1779
gigabitethernet 0/25 0 0 0
port-channel 1 3646 2457 1189

>

30-5 show ip dhcp snooping statistics

Database Exceeded

Total DHCP Packets DHCP snooping  untrust
DHCP

Interface untrust
Recv DHCP snooping untrust Filter Rate over

DHCP
Filter DHCP snooping untrust Rate over

DHCP (Recv)

DHCP

Rate over DHCP snooping untrust Filter

DHCP (Recv)

DHCP
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show ip dhcp snooping statistics

30-6 show ip dhcp snooping statistics

DHCP Snooping is not configured. DHCP snooping

32bit
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clear ip dhcp snooping statistics

clear ip dhcp snooping statistics

DHCP snooping 0

clear ip dhcp snooping statistics

30-5 DHCP snooping 0
> clear ip dhcp snooping statistics

>

30-7 clear ip dhcp snooping statistics

DHCP Snooping is not configured. DHCP snooping
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show ip arp inspection statistics

show ip arp inspection statistics

ARP

show ip arp inspection statistics

30-6 ARP
> show ip arp inspection statistics

Date 20XX/11/14 13:09:52 UTC

Port VLAN Forwarded Dropped ( Rate over DB unmatch Invalid )
0/1 11 0 15 ( 0 15 0 )
0/2 11 584 883 ( 0 883 0 )
0/3 11 0 0 ( 0 0 0)
ChGr2 11 170 53 ( 0 53 0 )
>
30-8 show ip arp inspection statistics
Port fastethernet

SS1250 SS1240
gigabitethernet

port-channel

e ChGrl ChGr8

VLAN VLAN ID
Forwarded ARP
Dropped ARP Rate over DB unmatch Invalid
Rate over

ARP
DB unmatch

ARP

Invalid ARP

ARP
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30-9 show ip arp inspection statistics

show ip arp inspection statistics

ARP Inspection is not configured.

ARP

There is no information. ( ip arp inspection
statistics )

ARP

32bit
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clear ip arp inspection statistics

clear ip arp inspection statistics

ARP 0

clear ip arp inspection statistics

30-7 ARP 0

# clear ip arp inspection statistics
#
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S2100

Web

show access-redirect statistics

clear access-redirect statistics

show access-redirect logging

clear access-redirect logging

set access-redirect htmi-file

clear access-redirect html-file
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show access-redirect statistics

show access-redirect statistics

Web

show access-redirect statistics

31-1 Web
> show access-redirect statistics

Date 20XX/05/25 10:46:18 UTC

Redirect port : 80

Redirect target : Local (default)
Redirect timeout : 1000 (msec)

Connection requests : 2
Unsupported method

Receive timeout

URL too long

Invalid requests

Translation table overflows

Outbound translation errors

Inbound translation errors

Invalid VLAN packets

[cNeoNoNoNoNoNeNoN ol

31-2 Web URL

> show access-redirect statistics

Date 20XX/05/25 10:59:55 UTC

Redirect port : 80

Redirect target : http://www.example.com/caution/
Redirect timeout : 1000 (msec)

Connection requests : 2
Unsupported method :

Receive timeout

URL too long

Invalid requests

Translation table overflows

Outbound translation errors

Inbound translation errors

Invalid VLAN packets

[eNeoNeoNoNeoNoNeNoN o

>
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show access-redirect statistics

31-1 Web
Redirect port TCP
Redirect target Local(default) Web
Local(custom) Web
URL

Redirect timeout

Connection requests TCP
Unsupported method GET
Receive timeout GET
URL too long URL

Invalid requests

Translation table overflows 1
Outbound translation errors 2
Inbound translation errors 3
Invalid VLAN packets IPv4 VLAN
1
TCP
2
HUB
3
HUB
31-2 show access-redirect statistics
Access redirect is disabled. Web
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show access-redirect statistics

access-redirect http port
32bit
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clear access-redirect statistics

clear access-redirect statistics

Web 0

clear access-redirect statistics

31-3 Web 0

> clear access-redirect statistics
>

31-3 clear access-redirect statistics

Access redirect is disabled. Web
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show access-redirect logging

show access-redirect logging

Web

show access-redirect logging [search <Search strings]

search <Search string>

Web

31-4 Web
> show access-redirect logging

Date 20XX/05/25 10:23:30 UTC

20XX/05/25 10:23:25 192.168.10.101:60102 HTTP/1.1 www.example.com /index.html

20XX/05/25 10:23:04 192.168.10.101:60101 HTTP/1.1 /index.html

>

2017/07/20 05:00:59 192.168.10.101:80 HTTP/1.1 www.example.com/index.html

(1) (2)
(1) /
@) IP HTTP
(3) TCP HTTP
(4) HTTP HTTP
(5) HTTP Host
(6) URL HTTP URL
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show access-redirect logging

31-4 show access-redirect logging

Access redirect is disabled. Web

There is no information.

access-redirect http port
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clear access-redirect logging

clear access-redirect logging

Web

clear access-redirect logging

31-5 Web
> clear access-redirect logging

>

31-5 clear access-redirect logging

Access redirect is disabled. Web
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set access-redirect html-file

set access-redirect html-file

Web Web

set access-redirect html-file ramdisk <File name> [-f]

ramdisk <File name>
RAMDISK Web
64

10240

Web

31-6 Web

# set access-redirect html-file ramdisk fileOl
Do you wish to continue? (y/n): y

executing. . .

Install complete.

#

31-6 set access-redirect html-file

Can't open (<file name>).

File size too big.
10240
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set access-redirect html-file

Flash memory write failed.

Invalid file (<file name>).
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clear access-redirect html-file

clear access-redirect html-file

Web Web

clear access-redirect html-file [-f]

31-7 Web

# clear access-redirect html-file
Erase OK ? (y/n): vy

executing. ..

Clear complete.

#

31-7 clear access-redirect html-file

Web

Can't clear because it is default now. HTML

Clear operation failed.
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32GSRP

show gsrp aware
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show gsrp aware

show gsrp aware

GSRP aware

show gsrp aware

32-1 show gsrp aware
> show gsrp aware

Date 20XX/11/14 14:34:40 UTC

Last mac_address table Flush Time : 20XX/11/14 14:34:35
GSRP Flush Request Parameters :

GSRP ID : 10 VLAN Group ID : 6 Port : 0/16
Source MAC Address : 0012.e208.2096

32-1 GSRP aware

Last mac_address_table Flush yyyy/mm/dd hh:mm:ss /A
mac_address_table
Flush Time
GSRP Flush Request mac_address_table Flush
Parameters GSRP Flush request
GSRP ID GSRP 1 65535
VLAN Group ID GSRP Flush request 1 o4

VLAN / VLAN
Port GSRP Flush request
Source MAC Address GSRP Flush request

MAC
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show gsrp aware

32-2 show gsrp aware

No received flush request frame. GSRP Flush request

GSRP Flush request VLAN ID MAC
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select switchport backup interface

show switchport backup

show switchport backup statistics

clear switchport backup statistics

show switchport backup mac-address-table update

show switchport backup mac-address-table update statistics

clear switchport backup mac-address-table update statistics
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select switchport backup interface

select switchport backup interface

select switchport backup interface{gigabitethernet <IF#> | port-channel <Channel

group#>} S2200 S2100
select switchport backup interface{{fastethernet | gigabitethernet} <IF#> |

port-channel <Channel group#>} SS1250 SS1240

gigabitethernet <IF#> S2200 S2100
10BASE-T/100BASE-TX/1000BASE-T 1000BASE-X
{fastethernet | gigabitethernet} <IF#> SS1250 SS1240

fastethernet
10BASE-T/100BASE-TX

gigabitethernet
1000BASE-T/100BASE-FX/1000BASE-X

<IF#>

port-channel <Channel group#>
<Channel group# >

33-1

# select switchport backup interface fastethernet 0/1

33-1  select switchport backup interface

Ethernet <IF#> is already selected.

< |F# >

Ethernet <IF#> is down.

<IF#>
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select switchport backup interface

Not ready. Please wait a minute.

Port-channel <Channel group#> is already selected.
<Channel group#>

Port-channel <Channel group#> is down.
<Channel group#>

Uplink redundant is not configured.
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show switchport backup

show switchport backup

show switchport backup

33-2
> show switchport backup

Date 20XX/03/11 16:48:07 UTC

Startup active port selection: primary only

Switchport backup pairs

Primary Status Secondary

Port 0/1 Blocking Port 0/25

Port 0/10 Blocking ChGr 4
*Port 0/11 Down Port 0/15

Port 0/26 Blocking ChGr 1

ChGr 8 Blocking Port 0/24
>

33-2

Status
Forwarding
Forwarding
Down
Forwarding
Forwarding

Preemption

Delay Limit

100 98
30 25
300 297

Flush

VLAN
4094
10
untag
100

Startup active port selection

primary only

Switchport Primary
backup pairs

Hoen

Status Forwarding
Blocking
Down

Secondary

Status Forwarding
Blocking
Down
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show switchport backup

Preemption Delay R
Limit B
Flush VLAN 1 4094 VLANID

VLAN

untag VLAN

33-3 show switchport backup

Not ready. Please wait a minute.

Uplink redundant is not configured.
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show switchport backup statistics

show switchport backup statistics

show switchport backup statistics

33-3
> show switchport backup statistics

Date 20XX/11/04 17:34:51 UTC
System ID 00ed.f009.0001
Port 0/1 Transmit on
Transmit Total packets
Receive Total packets
Valid packets
Unknown version
Self-transmitted
Duplicate sequence

Last change time

Last transmit time

Last receive time
Sender system ID

Transmit
Transmit
Receive

Port 0/2

Last change time

20XX/11/04 16:52:21 UTC
20XX/11/04 16:52:22 UTC

00ed.£001.0001

off
Total packets
Total packets
Valid packets
Unknown version
Self-transmitted
Duplicate sequence

Last transmit time : -

Last receive time
Sender system ID

ChGr 8 Transmit
Transmit

Receive

Last change time

20XX/11/04 17:18:26 UTC
00ed.£004.0001

on
Total packets
Total packets
Valid packets
Unknown version
Self-transmitted
Duplicate sequence

Last transmit time : -

Last receive time
Sender system ID
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show switchport backup statistics

334
System ID MAC
Port:<IF#>

ChGr<Channel group#>

Transmit on
off

Transmit Total packets

Receive Total packets

Valid packets MAC
Unknown version MAC
Self-transmitted MAC
Duplicate sequence MAC
Last change time I
(d days hh:mm:ss ago) 1
Last transmit time /]
(d days hh:mm:ss ago) 1
Last receive time /]

(d days hh:mm:ss ago) 1

Sender system ID

MAC
1
24 hh:mm:ss ago (hh mm ss
24 "lday" "2days"...
10000 Over 10000 days
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clear switchport backup statistics

clear switchport backup statistics

clear switchport backup statistics

33-4 0
> clear switchport backup statistics

>
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show switchport backup mac-address-table update

show switchport backup mac-address-table update

MAC

show switchport backup mac-address-table update

33-5 MAC
> show switchport backup mac-address-table update

Date 20XX/01/09 18:02:40 UTC
Startup active port selection: primary only

Switchport backup pairs Preemption Retransmit
Primary Status Secondary Status Delay Limit
Port 0/1 Down Port 0/2 Forwarding 0 - -
VLAN :1,101-149,151-200,2001-2049,2051-2100,4040-4049,4051-4094
Exclude-VLAN : 50,150,1050,2050,3050,4050
Switchport backup pairs Preemption Retransmit
Primary Status Secondary Status Delay Limit
Port 0/25 Down Port 0/26 Forwarding 0 - 3
VLAN :1,101-149,151-200,2001-2049,2051-2100,4040-4049,4051-4094
Exclude-VLAN : 50,150,1050,2050,3050,4050
Switchport backup pairs Preemption Retransmit
Primary Status Secondary Status Delay Limit
ChGr 1 Down ChGr 2 Forwarding 0 - 3
VLAN :1,101-149,151-200,2001-2049,2051-2100,4040-4049,4051-4094
Exclude-VLAN : 50,150,1050,2050,3050,4050
>
33-5 MAC
Startup active port selection primary only
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show switchport backup mac-address-table update

Switchport Primary o
backup pairs
Status Forwarding
Blocking
Down
Secondary
Status Forwarding
Blocking
Down
Preemption Delay wn
Limit wn
Retransmit MAC v
VLAN MAC nn
VLAN
Exclude-VLAN MAC v
VLAN

33-6 show switchport backup mac-address-table update

Mac-address-table update is not configured.

Not ready. Please wait a minute.

Uplink redundant is not configured.
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show switchport backup mac-address-table update statistics

show switchport backup mac-address-table update
statistics

MAC

show switchport backup mac-address-table update statistics

33-6 MAC
> show switchport backup mac-address-table update statistics

Date 20XX/03/20 18:04:33 UTC
System ID : 0012.e244.0000

Port 0/1 Transition count : 20094
Update transmit total packets : 0
Transmission over flows : 0

Last change time : 20XX/03/20 16:25:55 UTC (01:38:38 ago)
Last transmit time : -

Port 0/2 Transition count : 20094
Update transmit total packets : 294
Transmission over flows : 0

Last change time : 20XX/03/20 16:25:59 UTC (01:38:34 ago)
Last transmit time : 20XX/03/20 16:26:07 UTC (01:38:26 ago)

Port 0/25 Transition count : 18743
Update transmit total packets : 325020
Transmission over flows : 9224

Last change time : 20XX/03/20 18:01:31 UTC (00:03:02 ago)
Last transmit time : 20XX/03/20 18:01:36 UTC (00:02:57 ago)

Port 0/26 Transition count : 18743
Update transmit total packets : 4098830
Transmission over flows : 10569

Last change time : 20XX/03/20 18:01:37 UTC (00:02:56 ago)
Last transmit time : 20XX/03/20 18:04:22 UTC (00:00:11 ago)

ChGr 1 Transition count : 511
Update transmit total packets : 30553
Transmission over flows : 480

Last change time : 20XX/03/20 18:01:29 UTC (00:03:04 ago)
Last transmit time : 20XX/03/20 18:01:19 UTC (00:03:14 ago)

ChGr 2 Transition count : 512
Update transmit total packets : 128844
Transmission over flows : 480

Last change time : 20XX/03/20 18:01:33 UTC (00:03:00 ago)

Last transmit time : 20XX/03/20 18:04:32 UTC (00:00:01 ago)
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show switchport backup mac-address-table update statistics

33-7 MAC

System ID MAC

Port<IF#>

ChGr<Channel group#>

Transition count

Update transmit total packets MAC

Transmission over flows MAC 1 MAC
1024
1
Last change time /]

(d days hh:mm:ss ago) 1

Last transmit time MAC I

(d days hh:mm:ss ago) !

1

24 hh:mm:ss ago (hh mm ss

24 "lday" "2days"...
10000 Over 10000 days

33-8 show switchport backup mac-address-table update statistics

Mac-address-table update is not configured. MAC

Not ready. Please wait a minute.

Uplink redundant is not configured.
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clear switchport backup mac-address-table update statistics

clear switchport backup mac-address-table update
statistics

MAC 0

clear switchport backup mac-address-table update statistics

33-7 MAC 0
> clear switchport backup mac-address-table update statistics

>

33-9 clear switchport backup mac-address-table update statistics

Mac-address-table update is not configured. MAC

Not ready. Please wait a minute.

Uplink redundant is not configured.
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10

IEEE802.3ah/UDLD

show efmoam

show efmoam statistics

clear efmoam statistics
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show efmoam

show efmoam

IEEE802.3ah/OAM

show efmoam [port <Port# lis

port <Port# list>
IEEES802.3ah/
<Port# list>

t>]

OAM

IEEE802.3ah/OAM

IEEE802.3ah/OAM

34-1 |EEE802.3ah/OAM
> show efmoam

Date 20XX/11/13 17:36:11 UTC

Port Status Dest MAC
0/1 Forced Down (UDLD) 0012.e214.ffae
0/2 Mutually Seen 0012.e214.ffaf
0/3 Partner Seen 0012.e214.ffbo
0/4 Down unknown
0/5 Down unknown
>
34-1 |EEE802.3ah/OAM
Port
Status IEEE802.3ah/UDLD Forced Down (UDLD) UDLD
Down
Passive Wait
Active Wait OAM
Partner Seen
Mutually Seen
Dest MAC MAC unknown
MAC
MAC
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show efmoam

34-2 show efmoam

There is no information. ( efmoam ) efmoam disable
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show efmoam statistics

show efmoam statistics

IEEE802.3ah/OAM

show efmoam statistics [port <Port# lists>]

port <Port# list>
IEEE802.3ah/OAM
<Port# list>

IEEE802.3ah/OAM OAMPDU

IEEE802.3ah/OAM

34-2 IEEE802.3ah/OAM
> show efmoam statistics port 0/1-3,0/15

Date 20XX/11/13 17:35:25 UTC
Port 0/1 [Forced Down (UDLD) ]

OAMPDUSs : Tx : 133 Rx
Invalid: 0 Unrecogn.
Expirings : 1 Thrashings:
Port 0/2 [Mutually Seen]
OAMPDUSs : Tx : 771 Rx
Invalid: 0 Unrecogn.
Expirings : 0 Thrashings:
Port 0/3 [Partner Seen]
OAMPDUSs : Tx : 631 Rx
Invalid: 0 Unrecogn.
Expirings : 0 Thrashings:
Port 0/15 [Down]
OAMPDUSs : Tx 0 Rx
Invalid: 0 Unrecogn.
Expirings 0 Thrashings:
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Blockings:

Blockings:

Blockings:
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show efmoam statistics

34-3 IEEE802.3ah/OAM
Port
[Status] IEEE802.3ah/UDLD Forced Down (UDLD):UDLD
Down
Passive Wait
Active Wait
OAM
Partner Seen
Mutually Seen:
)
OAMPDUSs
Tx OAMPDU 0 4294967295
Rx OAMPDU 0 4294967295
Invalid OAMPDU 0 4294967295
Unrecogn. OAMPDU 0 4294967295
Expirings 0 4294967295
Thrashings 0 4294967295
Blockings uUDLD 0 4294967295

34-4 show efmoam statistics

There is no information. ( efmoam )

passive

OAMPDU 1
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clear efmoam statistics

clear efmoam statistics

IEEE802.3ah/OAM 0

clear efmoam statistics

34-3 |EEE802.3ah/OAM
> clear efmoam statistics

>
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show storm-control

clear storm-control
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show storm-control

show storm-control

show storm-control [port <Port# lists>] [broadcast] [multicast] [unicast] [detail]

port <Port# list>

<Port# list>

broadcast

multicast

unicast

detail

35-1
> show storm-control

Date 20XX/03/24 10:46:35 UTC

<Broadcasts>

Port Detect Recovery Filter State Count Last detect

0/1 200 100 100 Filtering 1 20XX/03/24 10:46:25
0/2 200 100 - Forwarding 0 ----/--/-- —-:--:--
<Unicast>

Port Detect Recovery Filter State Count Last detect

0/1 10000 5000 5000 Filtering 1 20XX/03/24 10:45:52
0/2 10000 5000 - Forwarding 0 ----/=-=/-= —=:--:--
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show storm-control

1
35-1
Port
Detect
Recovery
Filter
storm-control action filter
state Forwarding
Filtering
Inactivate inactivate
Detecting
Count
Last detect T
2
35-2

> show storm-control port 0/1 broadcast detail

Date 20XX/03/24 10:48:20 UTC
<Broadcast>
Port 0/1
Detect rate : 200 Recover rate : 100
Action : Filter, Trap,Log
Filter recovery time : 30
<Status>

Filter rate : 100

State : Filtering Filter recovery remaining time : 30

Current rate : 189 Current filter rate
Detect count : 1 Last detect

35-2

100
20XX/03/24 10:46:25

Port

Detect rate

Recover rate "

Filter rate

storm-control action filter
Action Inactivate

Filter

Trap SNMP

Log
Filter recovery storm-control action filter
time
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show storm-control

State Forwarding
Filtering
Inactivate inactivate
Detecting

Filter recovery Filtering

remaining time

Current rate

Current filter rate Filtering

Detect count

Last detect /]

35-3 show storm-control

Can't execute.

storm-control is not configured.
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clear storm-control

clear storm-control

clear storm-control

35-3
> clear storm-control

>

35-4 clear storm-control

Can't execute.

storm-control is not configured.
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L2

show loop-detection

show loop-detection statistics

clear loop-detection statistics

show loop-detection logging

clear loop-detection logging

537



show loop-detection

show loop-detection

L2

show loop-detection [port <Port# list>] [channel-group-number <Channel group#
list>]

port <Port# list>
L2
<Port# list>

channel-group-number <Channel group# list>
L2

< Channel group# list >

L2

L2

36-1 L2
> show loop-detection

Date 20XX/11/12 16:22:28 UTC

538

Interval Time :10

Output Rate :20pps

Threshold :200

Hold Time :300

Auto Restore Time 13600

VLAN Port Counts

Configuration 16 Capacity :200

Port Information
Port Status Type DetectCnt RestoringTimer SourcePort Vlan
0/1 Down trap 0 - -
0/2 Down trap 0 - -
0/3 Down trap 0 - -
0/4 Down (loop) send-inact 200 3569 0/6 1
0/5 Up exception 0 - 0/7 1
0/6 Down send 200 - 0/4 1
0/7 Up send-inact 0 - -
0/8 Down (loop) send-inact 200 3569 ChGr:8(U) 1
0/9 Down trap 0 - -
0/10 Down trap 0 - -
0/17 Down trap 0 - -



show loop-detection

0/18 Down trap 0 - -
0/19 Down trap 0 - -
0/20 Down trap 0 - -
0/21 Down trap 0 - -
0/22 Down uplink - - -
0/24 Down trap 0 - -
0/25 Down trap 0 - -
0/26 Down trap 0 - -
ChGr:1 Down(loop) send-inact 200 3569 ChGr:2 1
ChGr:2 Down(loop) send-inact 200 3569 ChGr:1 1
ChGr:5 Down trap 0 - -
ChGr:8 Down uplink - - 0/8 1
>
36-1 L2
Interval Time L2
()
Output Rate L2 L2
(packet/s)
Threshold L2
Hold Time () L2
"infinity" 1
Auto Restore Time () active
2
Configuration L2 L2
VLAN 3
Capacity (L2
)
L2
Capacity L2 L2
VLAN 3
Port <IF#>
ChGr:<Channel group#>
Status Up: Up
Down: Down
Down(loop): L2
Down
Type send-inact:
send:
trap:
exception:
uplink:
DetectCnt L2
10000
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show loop-detection

RestoringTimer () active
oo 2
SourcePort L2 L2
<IF#>
ChGr:<Channel group#>
“(Uy"
L2 "
Vlan L2 L2
VLAN ID VLAN ID
1 loop-detection hold-time
2 loop-detection auto-restore-time
3 VLAN

36-2 show loop-detection

Can't execute.

L2 Loop Detection is not configured. L2
No corresponding port information. L2
L2 L2
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show loop-detection statistics

show loop-detection statistics

L2

show loop-detection statistics [port <Port# lists>]

group# list>]

port <Port# list>
L2
<Port# list>

channel-group-number <Channel group# list>

< Channel group# list >

L2

L2

36-2 L2
> show loop-detection statis

Date 20XX/11/12 16:22:54 UTC
Port:0/1 Down Type
TxFrame :

Inactive Count:

Last Inactive

Port:0/2 Down

TxFrame :
Inactive Count:
Last Inactive
Port:0/3 Down
TxFrame :
Inactive Count:
Last Inactive
Port:0/4 Down (loop)
TxFrame :
Inactive Count:
Last Inactive
Port:0/5 Up
TxFrame :
Inactive Count:
Last Inactive

Type

Type

Type

20XX/11/12
Type

tics

:trap

0 RxFrame

0 RxDiscard

- Last RxFrame
:trap

0 RxFrame

0 RxDiscard

- Last RxFrame
:trap

0 RxFrame

0 RxDiscard

- Last RxFrame
:send-inact

200 RxFrame

1 RxDiscard
16:21:56 Last RxFrame
:exception

0 RxFrame

0 RxDiscard

- Last RxFrame

L2

o o o o

o o

200
0
20XX/11/12 16:21:56

201
0
20XX/11/12 16:22:46

[channel-group-number <Channel
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show loop-detection statistics

36-3 L2

Port <IF#>

ChGr <Channel group#>

Up Up

Down Down

Down(loop) L2

Down

Type send-inact
send
trap
exception
uplink

TxFrame L2

RxFrame L2

Inactive Count

RxDiscard L2 L2

Last Inactive /]

Last RxFrame L2 /)

36-4 show loop-detection statistics

Can't execute.

L2 Loop Detection is not configured. L2
No corresponding port information. L2
L2
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clear loop-detection statistics

clear loop-detection statistics

L2 0

clear loop-detection statistics [port <Port# list>] [channel-group-number
<Channel group# lists>]

port <Port# list>
L2 0
<Port# list>

channel-group-number <Channel group# list>
L2
0
< Channel group# list >

L2 0

L2 0

36-3 L2 0
> clear loop-detection statistics

>
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clear loop-detection statistics

36-5 clear loop-detection statistics

Can't execute.

L2 Loop Detection is not configured. L2
e L2 0
. SNMP MIB
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show loop-detection logging

show loop-detection logging

L2

L2

1000
show loop-detection logging
L2
36-4 L2
> show loop-detection logging
Date 20XX/11/12 16:23:10 UTC
20XX/11/12 16:22:16 0/5 Source: 0/7 Vlan: 1
20XX/11/12 16:22:06 0/5 Source: 0/7 Vlan: 1
20XX/11/12 16:21:56 ChGr:8 Source: 0/8 Vlan: 1 Uplink Inactive
20XX/11/12 16:21:56 0/5 Source: 0/7 Vlan: 1
20XX/11/12 16:21:56 0/4 Source: 0/6 Vlan: 1 Inactive
20XX/11/12 16:21:56 0/6 Source: 0/4 Vlan: 1
20XX/11/12 16:21:56 ChGr:1 Source: ChGr:2 Vlan: 1 Inactive
20XX/11/12 16:21:56 ChGr:2 Source: ChGr:1 Vlan: 1 Inactive
20XX/11/12 16:21:46 ChGr:8 Source: 0/8 Vlan: 1 Uplink
>
36-6 L2
Date Time L2 yy/mm/dd hhimm:ss [/ /
<IF#> L2
ChGr <Channel L2
group#>
Source L2 L2
<|F#>
ChGr:<Channel group#>
Vian VLAN ID L2 VLAN ID
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show loop-detection logging

Uplink

L2

Inactive

36-7 show loop-detection logging

Can't execute.

L2 Loop Detection is not configured.

L2

There is no logging data.

L2
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clear loop-detection logging

clear loop-detection logging

L2

clear loop-detection logging

L2

36-5 L2
> clear loop-detection logging

>

36-8 clear loop-detection logging

Can't execute.

L2 Loop Detection is not configured. L2
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CFM

12ping

|2traceroute

show cfm

show cfm remote-mep

clear cfm remote-mep

show cfm fault

clear cfm fault

show cfm |2traceroute-db

clear cfm |2traceroute-db

show cfm statistics

clear cfm statistics
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12ping

12ping

MEP MEP MIP
12ping {remote-mac <MAC address> | remote-mep <MEPID>} domain-level <Level> ma
<No.> mep <MEPID> [count <Count>] [timeout <Seconds>] [framesize <Size>]

{remote-mac <MAC address> | remote-mep <MEPID>}

remote-mac <MAC address>
MEP MIP  MAC

remote-mep <MEPID>
MEP ID CcC
MEP

domain-level <Level>

ma <No.>
MA
MA

mep <MEPID>
MEP ID
MEP ID

count <Count>

timeout <Seconds>

framesize <Size>
CFM PDU 1 9192

40 CFM PDU 64

12ping
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37-1  12ping

> 12ping remote-mep 1010 domain-level 7 ma 1000 mep 1020 count 3
L2ping to MP:1010(0012.e254.dc01l) on Level:7 MA:1000 MEP:1020 VLAN:20

Time:20XX/10/28 06:59:50

1: L2ping Reply from 0012.e254.dc0l 64bytes Time= 20 ms
2: L2ping Reply from 0012.e254.dc0l 64bytes Time= 10 ms
3: L2ping Reply from 0012.e254.dc0l1 64bytes Time= 10 ms

--- L2ping Statistics ---

Tx L2ping Request : 3 Rx L2ping Reply : 3 Lost Frame : 0

o°

Round-trip Min/Avg/Max : 10/13/20 ms

12ping

37-1  12ping

L2ping to MP:<Remote MP> MEP MEP MIP  MAC

MIP  MAC <Remote MAC address> MEP

MIP  MAC
<Remote MEP ID>(<Remote MAC address>)
MEP ID

Level o 7
MA MA MA
MEP MEP ID MEP ID
VLAN VLAN ID VLAN ID
Time yyyy/mm/dd hh:mm:ss I
<Count>
L2ping Reply from <MAC MP  MAC MEP MIP  MAC
address>
bytes CFM PDU CFM End TLV
Time
Request Timed Out.
Transmission failure. VLAN
Tx L2ping Request
Rx L2ping Reply MEP MIP
Lost Frame %
Round-trip Min/Avg/Max /
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12ping

37-2 12ping

Can't execute.

CFM is not configured. CFM
No such Remote MEP. MEP
Specified Domain Level is not configured.
Specified MA is not configured. MA MA VLAN
Specified MEP is not configured. MEP ID
. Ctrl C
. I12traceroute
» framesize 1476 mtu
system mtu MTU 1500
. MP  MAC remote-mep MEP ID
MAC MEP ID
MAC MEP  MIP
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I2traceroute

|2traceroute

MEP MEP MIP

12traceroute {remote-mac <MAC address> | remote-mep <MEPID>} domain-level <Levels
ma <No.> mep <MEPID> [timeout <Seconds>] [ttl <TTL>]

{remote-mac <MAC address> | remote-mep <MEPID>}

remote-mac <MAC address>

MEP MIP  MAC
remote-mep <MEPID>
MEP ID cC
MEP ID
domain-level <Level>
ma <No.>
MA
MA
mep <MEPID>
MEP ID
MEP ID
timeout <Seconds>
1 60
5
ttl <TTL>
time-to-live
1 255
64
|2traceroute
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I2traceroute

37-2 |2traceroute

> l2traceroute remote-mep 1010 domain-level 7 ma 1000 mep 1020 ttl 64
L2traceroute to MP:1010(0012.e254.dc01l) on Level:7 MA:1000 MEP:1020 VLAN:20
Time:20XX/10/28 08:27:44

63 00ed.f205.0115 Forwarded

62 0012.e2a8.f8d0 Forwarded

61 0012.e254.dc01 NotForwarded Hit

>

37-3 |2traceroute

L2traceroute to MEP MIP MEP MIP  MAC
MP:<Remote MP> MAC <Remote MAC address> MEP
MIP  MAC
<Remote MEP ID>(<Remote MAC address>)
MEP ID
Level o 7
MA MA MA
MEP MEP ID MEP ID
VLAN VLAN ID VLAN ID
Time yyyy/mm/dd hh:mm:ss I
<TTL> Time to Live 0 255
<Remote MAC address> MP  MAC MEP MIP  MAC
Forwarded MP
NotForwarded MP
Hit MEP MIP MEP MIP
Transmission failure. VLAN

37-4 |2traceroute

Can't execute.

CFM is not configured. CFM

No such Remote MEP. MEP

Specified Domain Level is not configured.
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I2traceroute

Specified MA is not configured. MA MA VLAN

Specified MEP is not configured. MEP ID

. Ctrl C
. 12ping
. MP Linktrace

* Linktrace
. MP  MAC remote-mep MEP ID
MAC MEP ID
MAC MEP  MIP
. TTL 64
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show cfm

show cfm

MP CFM

show cfm [{[domain-level <Levels>] [ma <No.>] [mep <MEPID>] | summary}]

{[domain-level <Level>] [ma <No.>] [mep <MEPID>] | summary}

domain-level <Level>

CFM
ma <No.>
MA CFM
mep <MEPID>
MEP ID CFM
CFM
CFM
CFM
summary
MP CFM
CFM
1
CFM
37-3 CFM

> show cfm

Date 20XX/10/28 09:31:33 UTC
Domain Level 3 Name(str): ProviderDomain 3
MA 300 Name (str) : Tokyo to Osaka
Primary VLAN:300 VLAN:10-20,300
CC:Enable Interval:1lmin
Alarm Priority:2 Start Time: 2500ms Reset Time:10000ms
MEP Information
ID:8012 UpMEP CH1 (Up) Enable MAC:00ed.£205.0101
MA 400 Name (str) : Tokyo to Nagoya
Primary VLAN:400 VLAN:30-40,400
CC:Enable Interval:10min
Alarm Priority:0 Start Time: 7500ms Reset Time: 5000ms

MEP Information

ID:8014 DownMEP 0/21(Up) Disable MAC:00ed.f205.0115
MIP Information
0/12(Up) Enable MAC:00ed.f205.010c

0/22 (Down) Enable MAC: -
Domain Level 4 Name(str): ProviderDomain 4
MIP Information

556

Status: -

Status: -



show cfm

CH8 (Up) Enable MAC:00ed.f205.0108
>
1
37-5 CFM

Domain Level <Level> <Level>
Name:-
Name(str):<Name>
Name(dns):<Name>
Name(mac):<MAC>(<ID>) MAC

ID

MA <No.> MA MA <No.> MA
Name(str):<Name> MA
Name(id):<ID> MA
Name(vlan):<VLAN ID> MA VLAN ID

Primary VLAN Primary VLAN 1D MA VLAN VLAN

VLAN

VLAN VLAN ID MA VLAN ID
VLAN

CC CcC Enable CC
Disable CC

Interval CCM 1s CCM 1
10s CCM 10
1min CCM 1
10min CCM 10
CcC

Alarm Priority
* 0
e 1 MEP
e 2 MEP
¢« 3 CCM
e 4 MA MEP CCM
e 5 MA CCM
cc

Start Time 2500 10000ms
CcC

Reset Time 2500 10000ms
CcC

MEP Information MEP

ID MEP ID MEP ID

UpMEP Up MEP MEP

DownMEP Down MEP MEP
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show cfm

<IF#> MEP
CH<Channel group#> MEP
Up Up Up
Up
Down Down Down
Down
Enable CFM
Disable CFM
MAC MEP MAC MEP Down
Status MEP MEP
¢ OtherCCM MA CCM
e ErrorCCM MEP ID CCM
CCM
e Timeout CCM
e PortState CCM
* RDI CCM
MIP Information MIP
<|F#> MIP
CH<Channel group#> MIP
Up Up Up
Up
Down Down Down
Down
Enable CFM
Disable CFM
MAC MIP  MAC MIP Down

CFM

37-4 CFM

> show cfm summary

Date 20XX/10/28 09:31:36 UTC

DownMEP Counts
UpMEP Counts

MIP Counts

CFM Port Counts
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show cfm

2

37-6 CFM
DownMEP Counts Down MEP Down MEP
UpMEP Counts Up MEP Up MEP
MIP Counts MIP MIP
CFM Port Counts CFM MA VLAN

CFM PDU

37-7 show cfm
Can't execute.
CFM is not configured. CFM
Specified Domain Level is not configured.
Specified MA is not configured. MA
Specified MEP is not configured. MEP ID
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show cfm remote-mep

show cfm remote-mep

CFM CC MEP MEP

show cfm remote-mep [domain-level <Levels>] [ma <No.>]

<MEPID>] [detail]

domain-level <Level>

MEP
ma <No.>
MA MEP
mep <MEPID>
MEP ID MEP

remote-mep <MEPID>

MEP ID
detail
MEP
MEP
MEP
1
MEP
37-5 MEP

> show cfm remote-mep

Date 20XX/10/29 06:05:00 UTC
Total RMEP Counts: 4
Domain Level 3 Name(str): ProviderDomain 3
MA 100 Name (str) Tokyo to Osaka
MEP ID:101 O/20(Up) Enable
RMEP Information Counts: 2

Status:Timeout

ID:3 Status:Timeout MAC:0012.e254.dbfl
ID:15 Status:RDI MAC:00ed.f006.0118
MA 200 Name (str) Tokyo_ to Nagoya

MEP ID:8012 CH1 (Up) Enable Status: -
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MEP

[mep <MEPID>] [remote-mep

Time:20XX/10/29 05:54:17
Time:20XX/10/29 06:04:15



show cfm remote-mep

RMEP Information Counts: 2
ID:8003 Status:- MAC:0012.e254.dc20 Time:20XX/10/29 06:04:17
ID:8004 Status:- MAC:00ed.f006.0108 Time:20XX/10/29 06:04:35
>
1
37-8 MEP
Total RMEP Counts MEP -
Domain Level <Level> <Level>
Name:-
Name(str):<Name>
Name(dns):<Name>
Name(mac):<MAC>(<ID>) MAC
ID
MA <No.> MA MA <No.> MA
Name(str):<Name> MA
Name(id):<ID> MA
Name(vlan):<VLAN ID> MA VLAN ID
MEP ID MEP ID
<IF#> MEP
CH<Channel group#> MEP
Up Up Up
Up
Down Down Down
Down
Enable CFM
Status MEP MEP
¢ OtherCCM MA CCM
e ErrorCCM MEP ID CCM
CCM
e Timeout CCM
* PortState CCM
« RDI CCM
RMEP Information MEP
Counts MEP
ID MEP ID
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show cfm remote-mep

Status MEP MEP

e OtherCCM MA CCM

e ErrorCCM MEP ID CCM
CCM

¢ Timeout CCM

* PortState CCM

* RDI CCM

MAC MEP MAC

Time CCM yyyy/mm/dd hh:mm:ss I

MEP

37-6 MEP
> show cfm remote-mep detail

Date 20XX/10/29 06:05:03 UTC

Total RMEP Counts: 4

Domain Level 3 Name(str): ProviderDomain 3
MA 100 Name (str) : Tokyo to Osaka

MEP ID:101 0/20 (Up) "Enable  Status:Timeout
RMEP Information Counts: 2
ID:3 Status:Timeout MAC:0012.e254.dbfl Time:20XX/10/29 05:54:17
Interface:Down Port:Blocked RDI: -
Chassis ID Type:MAC Info: 0012.e254.dbf0
ID:15 Status:RDI MAC:00ed.f006.0118 Time:20XX/10/29 06:04:15
Interface:Up Port:Forwarding RDI:On
Chassis ID Type:MAC Info: 00ed.f006.0001
MA 200 Name (str) : Tokyo to Nagoya
MEP ID:8012 CH1 (Up) Enable Status: -
RMEP Information Counts: 2
ID:8003 Status:- MAC:0012.e254.dc20 Time:20XX/10/29 06:04:17
Interface:Up Port:Forwarding RDI: -
Chassis ID Type:MAC Info: 0012.e254.dbfo0
ID:8004 Status:- MAC:00ed.f006.0108 Time:20XX/10/29 06:04:35
Interface:Up Port :Forwarding RDI: -
Chassis ID Type:MAC Info: 00ed.f006.0001
>
2
37-9 MEP
Total RMEP Counts MEP -
Domain Level <Level> <Level>
Name:-
Name(str):<Name>
Name(dns):<Name>
Name(mac):<MAC>(<ID>) MAC

1D
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show cfm remote-mep

MA <No.> MA MA <No.> MA
Name(str):<Name> MA
Name(id):<ID> MA
Name(vlan):<VLAN ID> MA VLAN ID
MEP ID MEP ID
<|F#> MEP
CH<Channel group#> MEP
Up Up Up
Up
Down Down Down
Down
Enable CFM
Status MEP MEP
¢ OtherCCM MA CCM
e ErrorCCM MEP ID CCM CCM
e Timeout CCM
* PortState CCM
« RDI CCM
RMEP Information MEP
Counts MEP
ID MEP ID
Status MEP MEP
¢ OtherCCM MA CCM
e ErrorCCM MEP ID CCM CCM
e Timeout CCM
* PortState CCM
* RDI CCM
MAC MEP MAC
Time CCM yyyy/mm/dd hh:mm:ss I
Interface MEP CCM InterfaceStatus
* Up Up
e Down Down
* Testing
¢ Unknown
* Dormant
* NotPresent
* LowerLayerDown Down

. CCM
¢ clear cfm fault

563



show cfm remote-mep

Port MEP CCM PortStatus
* Forwarding
¢ Blocked
. CCM
e clear cfm fault
RDI MEP MEP
CCM RDI
e On
e clear c¢fm fault
Chassis ID MEP CCM Chassis ID
ID
Type Chassis ID  Subtype Info
e CHAS-COMP Info Entity MIB entPhysicalAlias
¢ CHAS-IF Info interface MIB ifAlias
e PORT Info Entity MIB portEntPhysicalAlias
e MAC Info CFM MIB macAddress
e NET Info CFM MIB networkAddress
* NAME Info interface MIB ifName
¢ LOCAL Info CFM MIB Ilocal
CCM
Type MAC Info
MAC
Info Chassis ID  Information Type
CCM
37-10 show cfm remote-mep
Can't execute.
CFM is not configured. CFM
No such Remote MEP. MEP
Specified Domain Level is not configured.
Specified MA is not configured. MA
Specified MEP is not configured. MEP ID
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show cfm remote-mep
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clear cfm remote-mep

clear cfm remote-mep

MEP

clear cfm remote-mep [domain-level <Level> [ma <No.> [mep <MEPID>] [remote-mep
<MEPID>]1]

domain-level <Level>
MEP

ma <No.>
MA MEP

mep <MEPID>
MEP MEP

remote-mep <MEPID>
MEP ID

MEP

MEP

37-7 MEP

> clear cfm remote-mep
>

37-11 clear c¢fm remote-mep

Can't execute.
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clear cfm remote-mep

CFM is not configured. CFM
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show cfm fault

show cfm fault

CFM CC CCM

show cfm fault [domain-level <Levels] [ma <No.>] [mep <MEPID>] [{fault | cleared}]
[detail]

domain-level <Level>

ma <No.>

MA
mep <MEPID>

MEP ID

{fault | cleared}
fault

cleared

detail

CFM

37-8

> show cfm fault

Date 20XX/10/29 07:28:29 UTC

MD:6 MA:100 MEP:600 Cleared Time:-

MD:7 MA:1000 MEP:1000 Fault Time:20XX/10/29 07:27:20
MD:7 MA:1010 MEP:1011 Cleared Time:-

>
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show cfm fault

1
37-12
MD o 7
MA MA MA
MEP MEP ID MEP ID
Fault
Cleared
Time MEP
yyyy/mm/dd hh:mm:ss I
2
CFM
37-9
> show cfm fault domain-level 7 detail
Date 20XX/10/29 07:28:32 UTC
MD:7 MA:1000 MEP:1000 Fault
OtherCCM : - RMEP:1001 MAC:0012.e254.dbff VLAN:1000 Time:20XX/10/29 07:18:44
ErrorCCM : On RMEP:1001 MAC:0012.e254.dbff VLAN:1000 Time:20XX/10/29 07:27:45
Timeout On RMEP:1001 MAC:0012.e254.dbff VLAN:1000 Time:20XX/10/29 07:27:20
PortState: -
RDI : - RMEP:1001 MAC:0012.e254.dbff VLAN:1000 Time:20XX/10/29 07:23:45
MD:7 MA:1010 MEP:1011 Cleared
OtherCCM : -
ErrorCCM : - RMEP:1010 MAC:0012.e254.dc0l VLAN:1011 Time:20XX/10/29 07:19:01
Timeout : - RMEP:1010 MAC:0012.e254.dc01 VLAN:1011 Time:20XX/10/29 07:18:44
PortState: -
RDI : - RMEP:1010 MAC:0012.e254.dc01 VLAN:1011 Time:20XX/10/29 07:21:01
>
2
37-13
MD 0 7
MA MA MA
MEP MEP ID MEP ID
Fault
Cleared
OtherCCM 5 MA MEP CCM
MA CCM
on
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show cfm fault

ErrorCCM 4 MA MEP CCM
CCM MEP ID CCM
On
Timeout 3 MEP CCM
CCM On
PortState 2 MEP CCM
MEP
Oon
RDI 1 MEP CCM
MEP
Oon
RMEP MEP ID CCM MEP ID
MAC MEP MAC
VLAN CCM VLAN
Time

yyyy/mm/dd hh:mm:ss /)

37-14 show cfm fault

Can't execute.

CFM is not configured. CFM

Specified Domain Level is not configured.

Specified MA is not configured. MA

Specified MEP is not configured. MEP ID
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clear cfm fault

clear cfm fault

CFM

clear cfm fault [domain-level <Level> [ma <No.> [mep <MEPID>]]]

domain-level <Level>

ma <No.>
MA

mep <MEPID>
MEP ID

CFM

37-10 CFM

> clear cfm fault
>

37-15 clear cfm fault

Can't execute.

CFM is not configured. CFM
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clear cfm fault
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show cfm I2traceroute-db

show cfm |2traceroute-db

12traceroute MP Linktrace

show cfm l2traceroute-db [{remote-mac <MAC address> | remote-mep <MEPID>}
domain-level <Level> ma <No.>] [detaill]

{remote-mac <MAC address> | remote-mep <MEPID>}

remote-mac <MAC address>

MEP MIP  MAC
remote-mep <MEPID>
MEP ID
domain-level <Level>
MEP MIP
ma <No.>
MEP MIP MA
detail
MP
Linktrace
1
Linktrace

37-11 Linktrace
> show cfm l2traceroute-db

Date 20XX/10/29 08:28:28 UTC

L2traceroute to MP:0012.e254.dc09 on Level:3 MA:300 MEP:300 VLAN:300
Time:20XX/10/29 08:21:05

63 00ed.f205.0111 Forwarded

62 0012.e254.dc09 NotForwarded Hit
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show cfm I2traceroute-db

37-16 Linktrace

L2traceroute to MEP MIP MEP MIP  MAC
MP:<Remote MP> MAC <Remote MAC address> MEP MIP
MAC
<Remote MEP ID>(<Remote MAC address>)
MEP ID
Level 0o 7
MA MA MA
MEP MEP ID MEP ID
VLAN VLAN ID VLAN ID
Time yyyy/mm/dd hh:mm:ss I
<TTL> Time to Live 0 255
<Remote MAC address> MP MAC MEP MIP  MAC
Forwarded MP
NotForwarded MP
Hit MEP MIP MEP MIP
2
Linktrace
37-12 Linktrace

> show cfm l2traceroute-db detail

Date 20XX/10/29 08:45:32 UTC

L2traceroute to MP:302(0012.e254.dc09) on Level:3 MA:300 MEP:300 VLAN:300
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Time:20XX/10/29 08:35:02
00ed.f205.0111

63

62

Last Egress

Relay Action:

Chassis ID
Ingress Port

MP Address:

Egress Port

MP Address:

00ed

Forwarded
.£205.0001

MacAdrTbl

Type:
Type:

00ed

Type:

00ed

0012.e254.dc09

Last Egress

Relay Action:

Chassis ID
Ingress Port

MP Address:

Egress Port

MP Address:

00ed

MAC
LOCAL
.£205.0101
LOCAL
.£205.0111

Next Egress

Info: 00ed.f205.0001
Info: Port 0/1
Action: OK
Info: Port 0/17

Action: OK

NotForwarded Hit

.£205.0001

R1yHit

Type:
Type:

0012

Type:

0012

MAC
LOCAL
.e254 .dc01
LOCAL
.e254.dc09

Next Egress

Info: 0012.e254.dbfo0
Info: Port 0/17
Action: OK
Info: Port 0/25

Action: OK

00ed.£205.0001

0012.e254.dbfo0



2

37-17 Linktrace

show cfm I2traceroute-db

L2traceroute to MEP MEP MIP  MAC
MP:<Remote MP> MIP  MAC <Remote MAC address> MEP MIP
MAC
<Remote MEP ID>(<Remote MAC address>)
MEP ID
Level o 7
MA MA MA
MEP MEP ID MEP ID
VLAN VLAN ID VLAN ID
Time yyyy/mm/dd hh:mm:ss [
<TTL> Time to Live 0 255
<Remote MAC address> MP MAC MEP MIP  MAC
Forwarded MP
NotForwarded MP
Hit MEP MEP MIP
MIP
Last Egress MAC
Next Egress MAC
MAC
Relay Action
¢ RIyHit MEP MIP
¢ MacAdrTbl MAC
¢« MPCCMDB MIPCCM
MP
Chassis ID MP ID MP ID
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show cfm I2traceroute-db

Type Chassis ID  Subtype Info
¢ CHAS-COMP Info Entity MIB entPhysicalAlias
¢ CHAS-IF Info interface MIB ifAlias
e PORT Info Entity MIB portEntPhysicalAlias
¢« MAC Info CFM MIB macAddress
*« NET Info CFM MIB networkAddress
* NAME Info interface MIB ifName
¢ LOCAL Info CFM MIB local
Type MAC Info
MAC
Info Chassis ID  Information Type
Ingress Port
MP
Type Ingress Port  Subtype Info
¢ PORT Info interface MIB ifAlias
* COMP Info Entity MIB entPhysicalAlias
¢« MAC Info CFM MIB macAddress
¢« NET Info CFM MIB networkAddress
* NAME Info interface MIB ifName
* AGENT Info IETFRFC 3046 Agent Circuit ID
e LOCAL Info CFM MIB local
Type LOCAL Info
Port <IF#>
CH <Channel group#>
Info Ingress Port  Information Type
MP Address MP  MAC
MP  MAC
Action MP
¢ OK
e Down Down
e Blocked Block
¢ NoVLAN VLAN

Egress Port
MP
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show cfm I2traceroute-db

Type Egress Port  Subtype Info
¢ PORT Info interface MIB
¢ COMP Info Entity MIB entPhysicalAlias
¢« MAC Info CFM MIB macAddress
* NET Info CFMMIB networkAddress
¢ NAME Info interface MIB ifName
e AGENT Info IETFRFC 3046 Agent CircuitID
e LOCAL Info CFM MIB

LOCAL Info

Port <IF#>
CH <Channel group#>

Info Egress Port  Information Type

MP Address Egress Port

MP  MAC MP

Action MP
¢ OK
e Down Down
¢ Blocked Block
¢ NoVLAN VLAN

37-18 show cfm I2traceroute-db

CFM is not configured. CFM

No such destination MAC address. MAC

No such Domain Level.

No such MA. MA

No such Remote MEP. MEP

Linktrace
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clear cfm |2traceroute-db

clear cfm |2traceroute-db

CFM  Linktrace

clear cfm l2traceroute-db

CFM  Linktrace

37-13 CFM Linktrace

> clear cfm l2traceroute-db
>

37-19 clear cfm |2traceroute-db

Can't execute.

CFM is not configured.

CFM
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show cfm statistics

show cfm statistics

CFM

show cfm statistics [domain-level <Level>] [ma <No.>]
domain-level <Level>
CFM
ma <No.>
MA CFM
mep <MEPID>
MEP ID CFM
CFM
CFM
37-14 CFM
> show cfm statistics domain-level 3
Date 20XX/10/29 08:26:39 UTC
Domain Level 3 Name(str): ProviderDomain 3
MA 300 Name (str) : Tokyo to Osaka 300
MEP ID:300 0/1 (Up) CFM:Enable
CCM Tx: 23 Rx: 23 RxDiscard:
LBM Tx: 5 Rx: 5 RxDiscard:
LBR Tx: 5 Rx: 5 RxDiscard:
LTM Tx: 3 Rx: 1 RxDiscard:
LTR Tx: 1 RxX: 6 RxDiscard:
Other RxDisgcard:
MIP Information
0/17 (Up) CFM:Enable
CCM Tx: - Rx: - RxDiscard:
LBM Tx: - Rx: 5 RxDiscard:
LBR Tx: 5 Rx: - RxDiscard:
LTM Tx: - Rx: 4 RxDiscard:
LTR Tx: 4 Rx: - RxDiscard:
Other RxDiscard:

[mep <MEPID>]

[oNoNoNoNoNe)

o1 o1 Ol
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show cfm statistics

37-20 CFM

Domain Level <Level>

<Level>

Name:-
Name(str):<Name>
Name(dns):<Name>

Name(mac):<MAC>(<ID>) MAC
ID
MA <No.> MA MA <No.> MA
Name(str):<Name> MA
Name(id):<ID> MA
Name(vlan):<VLAN ID> MA VLAN ID
MEP ID MEP ID
<IF#> MEP
CH<Channel group#> MEP
Up Up Up
Up
Down Down Down
Down
CFM CFM MEP CFM
Enable CFM
Disable CFM
MIP Information MIP
<IF#> MIP
CH<Channel group#> MIP
Up Up Up
Up
Down Down Down
Down
CFM CFM MIP CFM
Enable CFM
Disable CFM
CCM Tx CCM MIP
Rx CCM MIP
RxDiscard CCM MEP CCM
. CCM
. MA CCM
. MEP ID MEPID CCM
. MA CCM
. CCM
MIP
LBM Tx MIP
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show cfm statistics

Rx
RxDiscard
. MAC MP  MAC
CcC
. MAC CcC
« MIP MAC MIP  MAC
LBR X
RX MIP non
RxDiscard MEP
. MAC MEP MAC
. MAC
* Loopback Transaction ldentifier
MIP
LTM Tx MIP nn
Rx
RxDiscard
e LTMTTL 0
. MAC
MP  MAC
LTR X
RX MIP "
RxDiscard MEP
. MAC MEP MAC

¢ LTR Transaction Identifier

MIP .t

Other RxDiscard CFM PDU

CFM PDU
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show cfm statistics

37-21 show cfm statistics

Can't execute.

CFM is not configured. CFM

Specified Domain Level is not configured.

Specified MA is not configured. MA

Specified MEP is not configured. MEP ID
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clear cfm statistics

clear cfm statistics

CFM 0

clear cfm statistics [domain-level <Level> [ma <No.> [mep <MEPID>]]]
clear cfm statistics [domain-level <Level> [mip] [port <Port# list>]
[channel -group-number <Channel group# list>]]

domain-level <Level>

CFM 0

ma <No.>

MA CFM 0
mep <MEPID>

MEP ID CFM 0
mip

MIP CFM 0
port <Port# list>
CFM 0 <Port# list>

channel-group-number <Channel group# list>
CFM 0
<Channel group# list>

CFM 0

CFM 0

37-15 CFM 0

> clear cfm statistics
>
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clear cfm statistics

37-22 clear cfm statistics

Can't execute.

CFM is not configured. CFM
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LLDP

11

show lldp

clear lidp

show lldp statistics

clear lldp statistics
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show lidp

show Illdp

LLDP

show 1ldp [port <Port# list>] [detail]

port <Port# list>

LLDP
<Port# list>
LLDP

detail

LLDP

LLDP
LLDP
1
LLDP
38-1 LLDP

> show 1ldp

Date 20XX/09/15 13:32:41 UTC

Status: Enabled Chassis ID: Type=MAC

Interval Time: 30 Hold Count: 4
Port Counts=5
0/5(CH:1) Link: Up Neighbor
0/6(CH:1) Link: Up Neighbor
0/18 Link: Up Neighbor
0/23 Link: Down Neighbor
0/24 Link: Up Neighbor
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TTL: 120

Counts:
Counts:
Counts:
Counts:
Counts:

el

Info=0012.e204.0001



show lidp

1
38-1 LLDP
Status LLDP Enabled LLDP
Disabled LLDP
Disable LLDP is not
configured
Chassis ID Chassis ID
Type Chassis ID  Sub type MAC Info MAC
Info MAC
Interval Time LDPDU 5 32768
Hold Count LDPDU 2 10
Interval Time
TTL LDPDU 10 65535
Port Counts enable-port
<|F#>
CH CH
Link Up Up
Down Down
Neighbor Counts
2
detail LLDP
38-2 LLDP
> show 1ldp detail
Date 20XX/09/15 13:33:18 UTC
Status: Enabled Chassis ID: Type=MAC Info=0012.e204.0001
Interval Time: 30 Hold Count: 4 TTL: 120
System Description: ALAXALA AX1240 AX-1240-24T2C [AX1240S-24T2C] Switching
software Ver. 2.3.B OS-LT2
Total Neighbor Counts=4
Port Counts=5
Port 0/5(CH:1) Link: Up Neighbor Counts: 1 =
Port ID: Type=MAC Info=0012.e204.0105
Port Description: FastEther 0/5 1
Tag ID: Tagged=10,100,4094
IPv4 Address: Tagged: 10 192.168.10.2 -
1 TTL:92 Chassis ID: Type=MAC Info=0012.e284.0001 7
System Description: ALAXALA AX1240 AX-1240-24T2C [AX1240S-24T2C] Switching
software Ver. 2.3.B 0OS-LT2 2
Port ID: Type=MAC Info=0012.e284.0105
Port Description: FastEther 0/5
Tag ID: Tagged=10
IPv4 Address: -

Tagged: 10 192.168.10.1
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show lidp

1.
2
38-2 LLDP
Status LLDP Enabled LLDP
Disabled LLDP
Disable LLDP is not
configured
Chassis ID Chassis ID
Type Chassis ID  Sub Type MAC Info MAC
Info MAC
Interval Time LDPDU 5 32768
Hold Count LDPDU 2 10
Interval Time
TTL LDPDU 10 65535
System Name System Name hostname

System Description

System Description

MIB(sysDescr)

Total Neighbor Counts

0 50

Port Counts enable-port

Port <IF#>

CH CH

Link Up Up
Down Down

Neighbor Counts

Port ID Port ID

Type Port ID  Sub Type MAC Info MAC
MAC

Info Port ID  Information MAC

Port Description

Port Description

MIB(ifDescr)

Tag ID VLAN VLAN ID list

IPv4 Address IP 1Pv4

Untagged IP VLAN
Untagged

Tagged IP VLAN ID
ID
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show lidp

<IP Address> IP VLAN

TTL LDPDU 0 65535

Chassis ID Chassis ID

Type Chassis ID  Sub Type CHAS-COMP Info Entity MIB
entPhysicalAlias
CHAS-IF Info interface MIB ifAlias
PORT Info Entity MIB
portEntPhysicalAlias
MAC Info LLDP MIB macAddress
NET Info LLDP MIB networkAddress
LOCL Info LLDP MIB local

Info Chassis ID  Information subtype

System Name

System Name

System Description

System Description

Port ID Port ID
Type Port ID  Sub Type PORT Info Interface MIB ifAlias
ENTRY Info Entity MIB
portEntPhysicalAlias
MAC Info LLDP MIB macAddress
NET Info LLDP MIB networkAddress
LOCL Info LLDP MIB local
Info Port ID  Information Sub Type
Port Description Port Description
Tag ID VLAN ID list
VLAN
IPv4 Address 1P
IPv4
Untagged 1Pv4
VLAN  Untagged
Tagged 1Pv4 1D
VLAN ID
<IP Address> 1Pv4 VLAN
IPv6 Address 1P
IPv6
Untagged IPv6
VLAN  Untagged
Tagged 1PV6 ID
VLAN ID
<IP Address> IPv6 VLAN
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show lidp

38-3 show lidp

LLDP is not configured. LLDP
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clear lldp

clear lidp

LLDP

clear 1lldp

38-3 clear lidp
> clear 1ldp

>

38-4 clear lidp

LLDP is not configured. LLDP
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show lldp statistics

show lldp statistics

LLDP

show

11dp statistics [port <Port# lists>]

port <Port# list>

<Port# list>

LLDP

38-4 LLDP

> show 1lldp statistics

LLDP

Date 20XX/11/13 13:27:48 UTC
Port Counts: 3
Port 0/1 LDPDUs T = 4 Rx = 0 Invalid=
Discard TLV: TLVs= 0
Port 0/12 LDPDUs T = 0 Rx = 0 Invalid=
Discard TLV: TLVs= 0
Port 0/13 LDPDUs T = 0 Rx = 0 Invalid=
Discard TLV: TLVs= 0
>
38-5 LLDP
Port counts
Port <IF#>
LDPDUs
TX LDPDU 0 4294967295
Rx LDPDU 0 4294967295
Invalid LDPDU 0 4294967295
Discard TLV TLV
TLVs TLV 0 4294967295
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show lldp statistics

38-6 show lldp statistics

LLDP is not configured. LLDP

There is no information. ( Ildp statistics ) Ildp statistics
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clear lldp statistics

clear lldp statistics

LLDP 0

clear 1lldp statistics

38-5 clear lldp statistics

> clear 1lldp statistics
>
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A

activate 160
activate power inline 170

B

backup 85

C

clear access-filter 281

clear access-redirect html-file 505
clear access-redirect logging 502
clear access-redirect statistics 499
clear authentication fail-list 298
clear authentication logging 301
clear cfm fault 571

clear cfm I2traceroute-db 578
clear cfm remote-mep 566

clear cfm statistics 583

clear channel-group statistics lacp 188

clear counters 150

clear critical-logging 120

clear dotlx auth-state 314

clear dotlx logging 327

clear dotlx statistics 313

clear efmoam statistics 530

clear igmp-snooping 258

clear ip arp inspection statistics 494
clear ip dhcp binding 388

clear ip dhcp conflict 391

clear ip dhcp server statistics 394
clear ip dhcp snooping binding 487
clear ip dhcp snooping statistics 491
clear lldp 591

clear lldp statistics 594

clear logging 116

clear loop-detection logging 547
clear loop-detection statistics 543
clear mac-address-table 194

clear mac-authentication auth-state 398

clear mac-authentication logging 419

clear mac-authentication statistics 427

clear mld-snooping 264
clear password 50
clear qos-flow 287
clear gos queueing 293

clear radius-server 55

clear radius-server statistics 60

clear spanning-tree detected-protocol 240
clear spanning-tree statistics 239

clear storm-control 535

clear switchport backup mac-address-table update
statistics 523

clear switchport backup statistics 518
clear web-authentication auth-state 375
clear web-authentication html-files 384
clear web-authentication logging 359
clear web-authentication statistics 368
commit mac-authentication 434

commit web-authentication 369

commit wol-authentication 473

commit wol-device 458

configure 14

copy 34

D

del 41
disable 11

E

enable 10

erase license 127
erase startup-config 38
exit 12

F

format flash 104
format mc 102
ftp 22

inactivate 162
inactivate power inline 172

L

12ping 550

12traceroute 553

line console speed 27

load mac-authentication 438
load web-authentication 373
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load wol-authentication 476
load wol-device 461
logout 13

M

mkdir 43

P

password 48
ping 273
ppupdate 122

R

reauthenticate dotlx 316
reload 81

remove mac-authentication mac-address 430

remove web-authentication user 335
remove wol-authentication user 468
remove wol-device name 453
rename 39

rename user 52

restore 88

rmdir 45

S

select switchport backup interface 512
set access-redirect html-file 503

set clock 62

set clock ntp 65

set exec-timeout 16

set license 124

set mac-authentication mac-address 428
set mc-configuration 92

set power-control schedule 96

set terminal pager 18

set web-authentication htmi-files 377
set web-authentication passwd 333
set web-authentication user 331

set web-authentication vlan 334

set wol-authentication password 465
set wol-authentication permit 466
set wol-authentication user 463

set wol-device alive 451

set wol-device description 452

set wol-device ip 450

set wol-device mac 448

set wol-device name 446

set wol-device vlan 449
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show access-filter 278

show access-redirect logging 500
show access-redirect statistics 496
show authentication fail-list 296
show authentication logging 299
show authentication multi-step 442
show axrp 246

show cfm 556

show cfm fault 568

show cfm |2traceroute-db 573
show cfm remote-mep 560

show cfm statistics 579

show channel-group 174

show channel-group statistics 183
show clock 64

show cpu 130

show critical-logging 117

show critical-logging summary 119
show dotlx 308

show dotlx logging 318

show dotlx statistics 304

show efmoam 526

show efmoam statistics 528

show environment 76

show gsrp aware 508

show igmp-snooping 252

show interfaces 134

show ip arp 269

show ip arp inspection statistics 492
show ip dhcp binding 386

show ip dhcp conflict 389

show ip dhcp server statistics 392
show ip dhcp snooping 482

show ip dhcp snooping binding 484
show ip dhcp snooping statistics 489
show ip interface 266

show ip route 271

show license 126

show Ildp 586

show lldp statistics 592

show logging 114

show loop-detection 538

show loop-detection logging 545
show loop-detection statistics 541
show mac-address-table 190

show mac-authentication 420
show mac-authentication auth-state 396

show mac-authentication auth-state select-option

400

show mac-authentication auth-state summary 404



show mac-authentication logging 410
show mac-authentication login 407

show mac-authentication login select-option 408
show mac-authentication login summary 409
show mac-authentication mac-address 432
show mac-authentication statistics 425
show mc 106

show mc-file 108

show memory summary 132

show mld-snooping 259

show ntp-client 66

show port 152

show power-control port 97

show power-control schedule 99

show power inline 164

show qos-flow 284

show qos queueing 288

show radius-server 53

show radius-server statistics 57

show ramdisk 110

show ramdisk-file 111

show running-config 32

show sessions(who) 51

show spanning-tree 208

show spanning-tree port-count 242

show spanning-tree statistics 233

show startup-config 33

show storm-control 532

show switchport backup 514

show switchport backup mac-address-table update

519

show switchport backup mac-address-table update

statistics 521

show switchport backup statistics 516

show system 72

show tech-support 83

show version 70

show vlan 196

show vlan mac-vlan 204

show web-authentication 360

show web-authentication html-files 382
show web-authentication logging 348

show web-authentication login 339

show web-authentication login select-option 341
show web-authentication login summary 345
show web-authentication statistics 366

show web-authentication user 337

show wol 479

show wol-authentication user 470

show wol-device name 455

store mac-authentication 436

store web-authentication 371

store web-authentication htmi-files 380
store wol-authentication 474

store wol-device 459

T

telnet 20
trace-monitor 29
traceroute 275

U

update mc-configuration 93

W

wol

478
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