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ACK ACKnowledge
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Institute of Electrical and Electronics Engineers,
the Internet Engineering Task Force
Internet Group Management Protocol
Internet Protocol

IP Control Protocol

Internet Protocol version 4

Internet Protocol version 6

IP Version 6 Control Protocol
Internetwork Packet Exchange
International Organization for Standardization
Internet Service Provider
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Layer 2 Loop Detection

Local Area Network

Link Control Protocol

Light Emitting Diode

Logical Link Control

Link Layer Discovery Protocol

Low Latency Queueing + 3 Weighted Fair Queueing
Label Switched Path

Link State PDU
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Maintenance Association

Media Access Control

Memory Card
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Medium Dependent Interface

Medium Dependent Interface crossover
Maintenance association End Point
Management Information Base
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NPDU
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PIM
PIM-DM
PIM-SM
PIM-SSM
PoE
PRI
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PSNP
QoS

RA
RADIUS
RDI
REJ
RFC
RIP
RIPng
RMON
RPF

RQ
RSTP
SA

SD

SDH
SDU
SEL
SFD
SFP
SMTP
SNAP
SNMP
SNP
SNPA
SPF
SSAP
STP

TA
TACACS+
TCP/IP
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TLV
TOS
TPID
TTL
UDLD
UDP
ULR
UPC
UPC-RED
VAA
VLAN
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WAN
WDM
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WRED
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Next-Level Aggregation Identifier
Network Protocol Data Unit
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Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
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Independent Multicast-Sparse Mode

Independent Multicast-Source Specific Multicast

Power over Ethernet

Primary Rate Interface

Power Supply

Partial Sequence Numbers PDU

Quality of Service

Router Advertisement

Remote Authentication Dial In User Service
Remote Defect Indication

REJect

Request For Comments

Routing Information Protocol

Routing Information Protocol next generation
Remote Network Monitoring MIB

Reverse Path Forwarding

ReQuest

Rapid Spanning Tree Protocol
Source Address

Secure Digital

Synchronous Digital Hierarchy
Service Data Unit

NSAP SELector

Start Frame Delimiter

Small Form factor Pluggable
Simple Mail Transfer Protocol
Sub-Network Access Protocol
Simple Network Management Protocol

Sequence
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Shortest

Path First
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Terminal Adapter
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Transmission Control Protocol/Internet Protocol
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Tag Protocol Identifier
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ftp-server 10
line vty 11
transport input 13
15

end 16
exit 17
save(write) 18
show 19
top 20
RADIUS 21

aaa group server radius 22
aaa authentication login 24
aaa authentication login end-by-reject 26
ip access-group 27
radius-server attribute station-id capitalize 29
radius-server dead-interval 30
radius-server host 32
radius-server key 35
radius-server retransmit 37
radius-server timeout 38
server 39




NTP 41

clock timezone 42
ntp client server 44
ntp client broadcast 45
ntp client multicast 46
ntp interval 47
49

system fan mode 50
system function SS1250 SS1240 52
system I2-table mode 53
system recovery 55
system temperature-warning-level 56
system temperature-warning-level average 57
59

power-control port cool-standby 60
schedule-power-control port cool-standby 61
schedule-power-control port-led 62
schedule-power-control shutdown interface 64
schedule-power-control system-sleep SS1250 SS1240 66
schedule-power-control time-range 67
system fan-control SS1240 72
system port-led 74
system port-led trigger console 76
system port-led trigger interface 77
system port-led trigger mc 78
79

bandwidth 80
description 81
duplex 82
flowcontrol 84
interface fastethernet SS1250 SS1240 86
interface gigabitethernet 87

link debounce
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linkscan-mode SS1250 SS1240 89
mdix auto 90
media-type SS1250 SS1240 9
mtu 93
power inline S2200 S2100 SS1240 95
power inline allocation S2200 S2100 SS1240 97
power inline priority-control disable S2200 S2100 SS1240 99
power inline system-allocation S2200 100
shutdown 101
speed 102
system mtu 104

107
channel-group lacp system-priority 108
channel-group max-active-port 109
channel-group mode 111
channel-group periodic-timer 113
description 114
interface port-channel 115
lacp port-priority 116
lacp system-priority 118
shutdown 119
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MAC 121
mac-address-table aging-time 122
mac-address-table static 123
VLAN 125
interface vlan 126
I2protocol-tunnel eap 127
I2protocol-tunnel stp 128
mac-address 129
name 130
protocol 131
state 132
switchport access 133
switchport isolation 134




switchport mac 136
switchport mode 139
switchport protocol 141
switchport trunk 143
vlan 145
vlan-protocol 148

151
instance 153
name 155
revision 156
spanning-tree bpdufilter 157
spanning-tree bpduguard 158
spanning-tree cost 159
spanning-tree disable 161
spanning-tree guard 162
spanning-tree link-type 164
spanning-tree loopguard default 165
spanning-tree mode 166
spanning-tree mst configuration 167
spanning-tree mst cost 168
spanning-tree mst forward-time 169
spanning-tree mst hello-time 170
spanning-tree mst max-age 171
spanning-tree mst max-hops 172
spanning-tree mst port-priority 173
spanning-tree mst root priority 174
spanning-tree mst transmission-limit 175
spanning-tree pathcost method 176
spanning-tree port-priority 178
spanning-tree portfast 179
spanning-tree portfast bpduguard default 180
spanning-tree portfast default 181
spanning-tree single 182
spanning-tree single cost 183
spanning-tree single forward-time 184
spanning-tree single hello-time 185
spanning-tree single max-age 186
spanning-tree single mode 187
spanning-tree single pathcost method 188
spanning-tree single port-priority 190
spanning-tree single priority 191
spanning-tree single transmission-limit 192




spanning-tree vian

193

spanning-tree vlan cost 194
spanning-tree vlan forward-time 196
spanning-tree vlan hello-time 198
spanning-tree vlan max-age 199
spanning-tree vlan mode 200
spanning-tree vlan pathcost method 201
spanning-tree vlan port-priority 203
spanning-tree vlan priority 204
spanning-tree vlan transmission-limit 205
Ring Protocol S2200 SS1250 207
axrp 208
axrp vlan-mapping 209
axrp-ring-port 211
control-vlan 213
disable 215
forwarding-shift-time 216
mode 217
multi-fault-detection mode 218
multi-fault-detection vian 219
name 220
vlan-group 221
IGMP snooping 223
ip igmp snooping global 224
ip igmp snooping interface 225
ip igmp snooping fast-leave 226
ip igmp snooping mrouter 227
ip igmp snooping querier 229
MLD snooping 231
ipv6 mld snooping global 232
ipv6 mid snooping interface 233
ipv6 mld snooping source 234
ipv6 mld snooping mrouter 235
ipv6 mld snooping querier 237




IPv4
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IPvd  ARP ICMP 239
ip address 240
ip mtu 241
ip route 242
QoS

245
flow detection mode 246

249

250
deny ip access-list extended 257
deny ip access-list standard 262
deny mac access-list extended 264
ip access-group 267
ip access-list extended 269
ip access-list resequence 271
ip access-list standard 273
mac access-group 275
mac access-list extended 277
mac access-list resequence 279
permit ip access-list extended 280
permit ip access-list standard 285
permit mac access-list extended 287
remark 290
QoS 291

292
ip gqos-flow-group 299
ip qos-flow-list 301
ip gos-flow-list resequence 302
limit-queue-length 303
mac qos-flow-group 305
mac qos-flow-list 307
mac qos-flow-list resequence 308




gos ip qos-flow-list 309
gos mac qgos-flow-list 315
gqos-queue-group 319
gos-queue-list 321
remark 324
traffic-shape rate 325
control-packet user-priority 327
2

2 329
authentication arp-relay 330
authentication force-authorized enable 332
authentication force-authorized vian 334
authentication ip access-group 335
IEEE802.1X 337
339

aaa accounting dot1x 341
aaa authentication dot1x 342
aaa authorization network default 344
dot1x authentication 345
dot1x auto-logout 347
dot1x force-authorized 348
dot1x force-authorized eapol 350
dot1x force-authorized vlan 351
dot1x ignore-eapol-start 354
dot1x max-req 355
dot1x multiple-authentication 356
dot1x port-control 358
dot1x radius-server dead-interval 360
dot1x radius-server host 362
dot1x reauthentication 366
dot1x supplicant-detection 367
dot1x system-auth-control 369
dot1x timeout keep-unauth 370
dot1x timeout quiet-period 371
dot1x timeout reauth-period 372
dot1x timeout server-timeout 374
dot1x timeout supp-timeout 375
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dot1x timeout tx-period 376
dot1x vlan dynamic enable 377
dot1x vlan dynamic ignore-eapol-start 378
dot1x vlan dynamic max-req 379
dot1x vlan dynamic radius-vlan 380
dot1x vlan dynamic reauthentication 382
dot1x vlan dynamic supplicant-detection 383
dot1x vlan dynamic timeout quiet-period 385
dot1x vlan dynamic timeout reauth-period 386
dot1x vlan dynamic timeout server-timeout 388
dot1x vlan dynamic timeout supp-timeout 389
dot1x vlan dynamic timeout tx-period 390
Web S2200 SS1250 SS1240 391

393
aaa accounting web-authentication 395
aaa authentication web-authentication 396
aaa authentication web-authentication end-by-reject 398
http-server initial-timeout 399
web-authentication authentication 401
web-authentication auto-logout 403
web-authentication force-authorized vlan 404
web-authentication html-fileset 407
web-authentication ip address 408
web-authentication jump-url 410
web-authentication logout ping tos-windows 412
web-authentication logout ping ttl 413
web-authentication logout polling count 414
web-authentication logout polling enable 416
web-authentication logout polling interval 418
web-authentication logout polling retry-interval 420
web-authentication max-timer 422
web-authentication max-user 424
web-authentication max-user (interface) 426
web-authentication port 428
web-authentication prefilter 429
web-authentication radius-server dead-interval 430
web-authentication radius-server host 432
web-authentication redirect-mode 435
web-authentication redirect enable 436
web-authentication redirect ignore-https 437
web-authentication redirect tcp-port 438
web-authentication roaming 440




web-authentication static-vlan force-authorized 442
web-authentication static-vlan max-user 444
web-authentication static-vlan max-user (interface) 446
web-authentication static-vlan roaming 448
web-authentication system-auth-control 450
web-authentication user-group 451
web-authentication user replacement 453
web-authentication vian 454
web-authentication web-port 456
default-router 458
dns-server 459
ip dhcp excluded-address 460
ip dhcp pool 461
lease 462
max-lease 464
network 466
service dhcp 468
MAC 469

471
aaa accounting mac-authentication 473
aaa authentication mac-authentication 474
aaa authentication mac-authentication end-by-reject 476
mac-authentication access-group 477
mac-authentication authentication 478
mac-authentication auto-logout 480
mac-authentication force-authorized vlan 482
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mac-authentication port 496
mac-authentication radius-server dead-interval 497
mac-authentication radius-server host 499
mac-authentication roaming 502
mac-authentication static-vlan force-authorized 504
mac-authentication static-vlan max-user 506
mac-authentication static-vlan max-user (interface) 508
mac-authentication static-vlan roaming 510
mac-authentication system-auth-control 512
mac-authentication timeout quiet-period 513




mac-authentication timeout reauth-period 514
mac-authentication vian 515
mac-authentication vlan-check 517
519

authentication multi-step 520
Wake on LAN OP-WOL 523
http-server OP-WOL 524
DHCP snooping 527
ip arp inspection limit rate 528
ip arp inspection trust 529
ip arp inspection validate 530
ip arp inspection vlan 532
ip dhcp snooping 534
ip dhcp snooping database url 535
ip dhcp snooping database write-delay 537
ip dhcp snooping information option allow-untrusted 538
ip dhcp snooping limit rate 539
ip dhcp snooping trust 540
ip dhcp snooping verify mac-address 541
ip dhcp snooping vian 542
ip source binding 543
ip verify source 545
Web S2100 547

access-redirect http port 548
access-redirect http target 549
access-redirect timeout 550
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switchport backup interface 552
switchport backup flush request transmit 554
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switchport backup mac-address-table update transmit 557
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efmoam disable 561
efmoam udld-detection-count 562

563
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L2 569
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loop-detection auto-restore-time 572
loop-detection enable 573
loop-detection hold-time 574
loop-detection interval-time 575
loop-detection threshold 576
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ethernet cfm cc alarm-priority 580
ethernet cfm cc alarm-reset-time 582
ethernet cfm cc alarm-start-time 584
ethernet cfm cc enable 586
ethernet cfm cc interval 588
ethernet cfm domain 590
ethernet cfm enable global 592
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rmon event 609
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logging host 628
logging syslog-header 629
logging trap 630
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a<r ROMHMA@®ETR L TWET,

avy FOANERZERZ L TWET, ZOANENE, ROBANESH TR L THET,

ERLFINERET DT A—FL, <>THRET,
<STHENTWARAWVWIFEF—T—RT, TOEEANTLLFTT,
(A | Bl iZ, TAEIEBOELLNEZRIR) 2EKLET,

[0 THENEATA—FRXF—U— NI [FIKTRE] 2E%LET,
T A=BDANTERZE, TRXTA—ZITIEETE L) ITRLET,

o s 0DdE

Ay REANTEDANE—RET 07 NIRRT D4 TREB L TWET,

A7 RTRIETEDNRT A—ZZFHMIHI L TWET, T A =% T LICEHEREOYIHIE L EORE
#HPFHEZHTEE L TWET,

Avy FE AN LR THART A =Z OMPESEESRIE SN DHAIS, TORRZRE L THVET,

vy FOBEIC L BEVNBRUND 2 E@EISERH D56, AICEE L TWETS,

ARV b=y 7 v—ya AMEREER LSS, ¢ CICEAEROMETEMBMYT 52, £232EE
OFFEHE 2 EIEM 2 —RET T IE LW L AN KBS L0 & ftil LTV ET,

av REMHT L2 ETOEBERICOWTRDR L TWET,

Ay REBESEDTDICRENBELRD a~< 2 Fagtik LET,



awy RE—FDO—E%, KOBIRLET,

11
(config) Joa—nnrarz 4 b—yarE'w— R > enable
# configure

2 (config-line) VE—bha s A ORE (config)# line vty

3 (config-group) RADIUS % — RN —TF D E (config)# aaa group server radius

4 (config-if) A VBT 2—ADHTE (config)# interface

5 (config-if-range) AR T = — XD TE (config)# interface range

6 (config-vlan) VLAN %7E (config)# vlan

7 (config-mst) TNF N A= T ) —DRIE (config)# spanning-tree mst configuration
(config-axrp) Ring Protocol D& E (config)# axrp
(config-ext-nacl) IPV4 XY N7 4 )VE DERTE (config)# ip access-list extended
(config-std-nacl) IPv4 7 RLRT7 4 )VH DERE (config)# ip access-list standard
(config-ext-macl) MAC 7 4 LV Z D TE (config)# mac access-list extended
(config-ip-qos) IPv4 QoS DX iE (config)# ip qos-flow-list
(config-mac-qos) MAC QoS D& iE (config)# mac qos-flow-list
(dhcp-config) DHCP #— D& E (config)# ip dhcp pool
(config-auto-cf) AUTOCONF O E (config)# auto-config
(config-netconf) NETCONF O E (config)# netconf

(config-ether-cfm) RAA LR E MA ORE (config)# ethernet cfm domain




NRIA=ZIHFETE D%, RORITRLET, T A —=ZAIHIRB 22V EGE,

LTZEn,

1-2

FERE DTS

[Fa— =0 2ZREI0,

name "PORT BASED VLAN-1"

T7EAY A MR
QoS 7 —U R MR

[Fa— -] 23RTZ30,

SEHH 1 CFHBET, fFTEgTENA T (9,
Tosg—2ary (), ¥UFF (),

THESN DTS AT ATRE T3, LECHIPH THRE
LTLEEN,

%72, "resequence” LA —EHEmIFEE BT
DXFHNTARE L2 TLIEE W,

mac access-list extended list101

QoS ¥ =—U A N4FR
DHCP 7 R L 27— L4 Fi

[Fa— =0 2ZREI0,

SJEEH 1 WFHPET, fFEEETENT T (),
TyHg—=2ar (), €UVFFK (),

INES DT H AN IR TT A, RACHEI THE
LTL7ZENY,

ip dhcp pool floorA

RA M JeBH 1 SCFTHMNET, MTREETENA TV (5, domain name dns DNS-1
U4 R () THRETXET,

MAC 7 KL &, 234 Mo 16 R TERL, ZoRMERFYy N () 1234.5607.08ef

MAC 7 KL A~ 2R 7 TEY ET, 0000.00ff. ffff

IPv4 7 R LA, 434 FELIXRAL FFOL0EKTEL, ZDM%E 192.168.0.14

IPV4 %> R~ A2 K b () TXEIY EF, 255.255.255.0

IPv4 7 RLAUA )L RA—  IPVAT RLARLEREDO AN T, £EOE > 255.255.0.0

N MNESLTH LA ZER L ET,

IPV6 7 R L A 24 PO e TRL, ZoMEany () 3ffe:501:811:ff03::87ff:fed0:c7e0

TR £,

A VB Tz — AEERE

BEDOA 2T 2 — AT HIERERTELET,
FEETE DA %7 =— AL, fastethernet,
gigabitethernet, vlan, port-channel ¢4,
fastethernet & gigabitethernet Z R L CTHE/E 7
HTEIFITEERA,
ANERFR D E B0 TH,
* fastethernet O &
interface range fastethernet <IF# list>
« gigabitethernet DH4
interface range gigabitethernet <IF# list>
* vian OE
interface range vlan <VLAN ID list>
e port-channel D&
interface range port-channel <Channel group#
list>

interface range fastethernet 0/1-3

interface range gigabitethernet 0/
25-26

interface range vlan 1-100

MEEDXTH &%



add /remove $5 7

ZLET,

RS E OB EF A HEBIH LT, BINEITHIER

add fEEDGA, REFAOERICEME LET,
remove {5 EDGE, EFAOEHR HHIERE L

S

add /remove #57EH}, show 2~ RTHFEREN5
HWPEME L TWDHEAICE, EEL TV IERE
HIBR L CIE ORI 2TV ET,

EEERE OTE I 2 RO Bl 2 kIR LE

D

o VY FASHIONER

switchport trunk allowed vlan 100,101

e Afja<wr R

switchport trunk allowed vlan add 103

g~ FANHONEH
switchport trunk allowed vlan 100,101,103

switchport trunk allowed vlan add
100,200-210

switchport trunk allowed vlan
remove 100,200-210

switchport isolation interface add
fastethernet 0/1-3

switchport isolation interface add
gigabitethernet 0/25-26

switchport isolation interface
remove fastethernet 0/1-3

switchport isolation interface
remove gigabitethernet 0/25-26

m <|F#>

T A —4 <IF#> 1% "NIF No./Port No." DFER THE L £4, AEE® "NIF No." (X0 [&HE TY,

<IF#> DIEOFHEZIRDOEKITR L ET,

1-3 <IF#> S2200

1P8800/52230-24T,1P8800/S2230-24P gigabitethernet 0/1 ~ 0/28

14 <IF#> S2100

1P8800/S2130-24T,1P8800/S2130-24P gigabitethernet 0/1 ~ 0/28

1-5 <IF#> SS1250

1P8800/SS1250-24T2C fastethernet 0/1 ~ 0/24
gigabitethernet 0/25 ~ 0/26

1-6 <IF#> SS1240

1P8800/SS1240-24T2C,1P8800/SS1240-24P2C  fastethernet 0/1 ~ 0/24
gigabitethernet 0/25 ~ 0/26

1P8800/SS1240-48T2C fastethernet 0/1 ~ 0/48
gigabitethernet 0/49 ~ 0/50

m <|F# list>

PRI A=HDANERIT, <IF#list> LR INTWDHEE, <IF#> OB TS 7 (), ar~ ()
Z A LT fastethernet > % 7 = — A5 L O gigabitethernet f > % 7 = — A Z R ETE £,



72, <IF#> LEH SN TV BEA & AREIC—o O fastethernet f > % 7 = — A F X Y gigabitethernet
AV BT 2= ARFETEET, REMOHIAIL, AR D <IF#> OFPAHENET,

[ F 72T T K D R E O]
0/1-3,0/5

m <VLAN ID>
<VLAN ID> OfED#HPHZ R DFITR L T,

1-7 <VLAN ID>

1~ 4094

m <VLAN ID list>

IRT A= DATAUZ <VLAN ID list> L SN TW B854, "7y (1), ar~ () 2FEHLT
EHOVLANID #3RETEX T, £72, <VLANID> L Z#H EN TV DA L FREIC—D2D VLAN ID %
BRETEET, REMOFIIE, AHRO <VLAN ID> OFFHICIEVE T,

[ FE72id " S K D PR AE DBl
1-3,5,10

m <Channel group#>
<Channel group#> DIE DM Z R DEITR L ET,

1-8 <Channel group#>

2T IVIE 1~8

m <Channel group# list>

RT A—=HDASEKIT, <Channel group# list> LFEHENTWEEE, "7 () ,ar~ () ?r
FHLTEEOTF vy IV T N—TFSEHETEET, £z, <Channel group#> Litdicn T35
ERFRIC—DDF v XNV T N—TE S HHFETEET, REMOEMIL, H|J1“0)<Channelgroup#>(7)¢u
BN E T,

[ FE72id " S K D PR AE DBl
1-35



NFa— F—EEROFIIRLET,
TRXTF 2 — FNOZEETFUSN O LT R kT & LET,

1-9
At oxo0¥1 0 0x30 @ 0x40 P 0x50 : 0x60 p 0x70
A
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ftp-server

line vty

transport input




ftp-server

ftp-server

Ut— MEASKND ftp 7’2 ba 2R LT 7 A2 T57-0IERALET, 28, KREE~
0 JA L EFAELIIEGRT 2 Y T— MNEAWERD IPvA 7 R L2 EFRET H%41E, config-line £— K
Ttelnet 7 7 B A LH@OT 72 AV A MEBREL T EEN,

T OBE
ftp-server

RO HIBR
no ftp-server

(config)

L

ftp 7’2 ha L TOVE— T 7 EAEZZITHTERA,

L

BOEEARRE, $ICEMICKmSNET,

config-line E— RTT7 7 AU X MERE L TWDE5E, ftp TREE~2 A VEFATEIXEST 2
Ut— MEHAWRDO IPVA T RUALRICUT 78R U X M- THIRE N E T,

line vty

ip access-group
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line vty

line vty

EEA~Dtelnet VE— 77 AEFAILET, F/2, BEICFRBCYE— el A 0T a2—VEK%
HIFRT A7-DICbEHA L E T

fHMOBRE - £H
line vty <Start allocation> <End allocation>

THH DR
no line vty

(config)

<Start allocation>
UE—hrsA UV FAIERELET,
1. AT A —Z B O Y HE
A TCEERE A,
2. EORREFB
0 (&)

<End allocation>
B TELA—TREFRELET,
1. RRT A —ZHUEREOYIHE
AR TEEE A,
2. (B F E &
O0~1 (B/A L TELa—PHE L~ 2ICRETEET,)

telnet 7’2 =)L THOYE— hT7 7B RAZZT T ETA,

L

R
Fi
=
i
=

%, TICERICBENET,

1. KEEEITI &, TTCOYE— MEMAMENLOD telnet 71 ha Vv TOY E— T 7 v AZZIT
FBE21ZR0ET, 77 vAEZHIRT 54 1L, ip access-group, transport input s%E% LT 72
W,

2. ARIZR 7 A v TED—FHAELEFELTH, TR LT Da—FDEyraryRndZ
EEHYFEFA, AREUBRICYE—Ir A T 5a2—WIxtLTHEZIE 8D £9°,

transport input

11



line vty

ip access-group
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transport input

transport input

UE— MEMEWHANOEE T m Fa vV E R LT 7 2 HRT 572D LET,

THRORE - BH
transport input {telnet | all | none}

fE O HI

no transport input

(config-1line)

{telnet ] all | none}

telnet
telnet 7’ e ha L TOYE— T 78R EZTTET,

all
TRTOTa harTHOYET— 77 BRAE2ZF £ (GRIE telnet 7217).,

none

TRTOTE b arTOYE— T 78R EZIHFITEEA,
1. RRT A —Z B OFIHE

all (telnet TOVE— 727 ®8AZZ T T ET)
2. EOFEHIFH

telnet, all, F£72/% none

telnet 7’1 b2V TO Y EF— 7 7 ¥ R EZ ST £,

L

o
R
=
R
=

%, I SICHEMAICKBENE T,

1. ftp BHEZ T/ HIBT 2850, Zua— Loy 74 FL—3 g F— RO ftp-server T

EE,

line vty
ftp-server

ip access-group

RELTL
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end

exit

save(write)

show

top
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end

end

arvI7 4 b—varavy RE—REKTLT, EEEHEEE— NIIREY 7,

end

L

end 2= ROJSE A v —TV2ROFITTRLET,

3-1

Unsaved changes would be lost when the machine goes to

sleep!

Do you exit "configure" without save ? (y/n):

FRla~w Y FEREL TV EXIL, av7 47 Lb—ra
VOMREIREAREFEE IR TLEY L LTWET,

* schedule-power-control system-sleep

* schedule-power-control time-range

BHELI-ary 74— g 3R Y —FREBIOERT S
LA LET, Y CIREREZKTLET, "n" Tend =
<~ REFRIELEYS, LEARLIE, save 2w R TEHEL
Frar 7 4 ZL—3a VEREFELTLLIEE N,

The machine is just going to sleep! Do you exit ? (y/n):

avI7 4 —varavry RE—REKTTHLERY —
TIREICEB LET,

WA —REBICEB LET, AU —FIREBIGER Lz
<BRWEAIE "n" Tend =< Faik L, "(config)# $set
power-control schedule disable" =~ > K CHEIT AT
Va— )V Z LT — RIZ L TL 72 &0,

16

1. 2747 Lb—varT77ANENBE T 7 v a2 AV IRELRVW Tend =<2 R&f-> T
av 74 71—y aryavwy RE—RERTTDHILENTEET, ZDLE, v L—vay
T 7 A MITREBRTOREDOEFITR>TWVWETDOT, a7 47— g3 0 OfRER, RELTLE

él/\o

2. Jrv=vraria v —rarEmELEE, WERZ 7 v a AT VIRFELR N Tend 2w K
EFEITLESE, W77V a AT VDRI - NT v T arid L —vardyAfeor=7
AT 4 = a U RBERVET, ar T4 S L— g CORRER, RELTLEEN,

L



exit

exit

ET— R —o2RVET, Fn—\Lar 74— g — RCRETORSIZa 707 L—va >
v RE—RZRTLCEEEHET— NIIRYVET, F_BEL T CREL TWDIEAIT—> MR

BIZRED £9°,

exit

L

exit A~ ROISERA v —V B ROFEITRLET,

3-2 exit

Unsaved changes would be lost when the machine goes to
sleep!
Do you exit "configure" without save ? (y/n):

TRIATY RERELTNDLEL, avrI 7 b—va
VOMREREZRFEPITRTLE > L LTVET,

* schedule-power-control system-sleep

* schedule-power-control time-range

BHLI-ar 747 b—a IR Y —FREBICERT S
EHKRLET, "y TREREEZKE T LET, "n" Texit =
~  REHIELEY, LEZGIE, save 2w RTEE L
Frar 74 7L —ya VERELTLIEE N,

The machine is just going to sleep! Do you exit ? (y/n):

A7 4 S —varavy RE—RERTTHLA)—
TIREIZEBLET,

"Y' TR —REBICEB LET, XY —TREBIER L
LIBWEAIE"N" Texit 2~ R&EHIEL, "(config)#
$set power-control schedule disable" =~ > R TH&ES A
Y a— SRR AL — RIC L TR &,

Jr—VaArT 4 F =g rE— RTexit 2~y REMAT 2541, KIORTEEFABH Y %

ED

1. 20747 —2alT77ALVERNBRT T vy a2 ATV IRFE LRV T exit 2~ K& > T
\Zarv 747 b—yvaravy ReE— R TITH2ENTEET, ZDLE, a4 Lb—va v
77 A IRERTOREDOE EIZR>TWVWETOT, a7 47— a Ok, RIELTLIE

SN

2. Jro=vrTard g lv—varEmELEE, WBR7 7 v a2 A VIRFELRZNTexit av 2 F
EEITLEES, W77 vy a AR VDAZ— Ty Fard 4l b—ardyAfnesr=0
ay T4 = a U RRRVES, ar T4 S L— g VORER, (RELTLFEEY,

2L
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save(write)

save(write)

WMELILary 74 7 b—2arONEE, AZ— N7y Farvigq7r—vary 77 AMRELET,

save

write

L

L

1. av747b—=var77AVEREFELTC a7 47—y aryavwy RE—REIK T LEYA, R
HERZDGR IV T exit a~2> FEiFend a~ > REfioCary 74 b—vgravy RE—
REJKT LT IEE,

2. MCEHE— RBREROBEICAR T~ REFET Lo L £, EH =~ K update me-configuration
DB L HBEMIZFEITSINE T, F07=®, EH =~ K update me-configuration (x5 25 EH =
IR SNET, A OFME (1 Avte—Y - vl L7770 ZBBLTLIEIN,

72%, A =2~ K update me-configuration O T T —RNBH INEETH, Ao~ RiXE
AT LTWET, S2100

L
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show

show

WEFOa L 74 VL —Ya VEEEICERLET,

show [ <Command> [ <Parameter>] ]

<Command>
ayv 74— gravy RERELET,

<Parameter>
KRR ERET 2HEITNTA—FERELET,

1. a7 47—y arBE0NGE, a~r FOETICHMBA N Z Ln3d 0 9,

2. Fm— o\ ar 74 S L—aryE —RTE, ary74 7 —va B — R (EOERE) ~ER TS5
< Fizxt LT <Command> [<Parameter>] 23MEE TX £9°, fH5EHEE « ~ V7 HERE - HMERITR E
HEFEHFTRE T,

3. avT 47 b—var®—F (BIME) TE, Je—sbaryg 7 b—va - RERRRICE—
R %E# 45 2~ Rizx LT <Command> [<Parameter>] OIFEN T 975, MSHEEE - ~1 7
HREZR KT TE £ A,

L

19



top

top

20

a7 4 b —varavwy Re— NBTRIL, Ka~v  RAhTae—Lar7 47 1L—v g 0 F—
K (GFE—FERE) IR £7,

top

L

L

L



RADIUS

aaa group server radius

aaa authentication login

aaa authentication login end-by-reject

ip access-group

radius-server attribute station-id capitalize

radius-server dead-interval

radius-server host

radius-server key

radius-server retransmit

radius-server timeout

server
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aaa group server radius

aaa group server radius

22

RADIUS #— N7 —TZ2RELE T, Ka~ K2 ANT 5L, config-group £— RIZBITL,
RADIUS — T L —TEREFRETE ET,

BORIE - £
aaa group server radius <Group name>

TH DI
no aaa group server radius <Group name>

(config)

<Group name>

RADIUS h— 7 —T74 %% E LET,

1. AT A — X BRI HIE
A TCEEREA,

2. fEORKERRH
32 CFUADLFHITHE L TL EEW, fHEFRRRCTIIONVTIE T A—ZITHETE S
1 © HEEOXFH) 22 LTIIZE0,
SEBESUFIIRCT AL L E T,
722 L, FTrOXTFINIHETE EEA,
- radius( AT — 5 FE i3 5e e —FH L= 30F50)
- tacacs+( Bl — £ 72352 e —& L= 3055)

L

L

REMELE, TICEAICKBEIIET,

1. RADIUS H— 7 —712F%)72 RADIUS — "0 E SN TV ARWEANE, BifELEEA,
2. BUETHER RADIUS Y — 37— 13K 4 T,



aaa authentication

dotlx authentication
mac-authentication authentication
web-authentication authentication

web-authentication user-group

aaa group server radius
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aaa authentication login

aaa authentication login

VEe—burA AT OBRE T NARE L ET, RICRE LEERECRR L 725613, RICREL
T A TRIEEATVE T, 7ok, Z OFRGERMRFOBEI{EIX aaa authentication login end-by-reject ==~ >~

FOEETEET,

THMORE « BH
aaa authentication login default <Method> [<Method>]

THH DR
no aaa authentication login

(config)

default <Method> [<Method>]
<Method> (ZIFR & 7% E L E T, [Fl—® Method ITHEGLETE £t A,

group radius
RADIUS FBGEA A L £ 77
M2 RADIUS #— N3P RADIUS H— 3T,

local
0=V RAY — REBFEE A L7,
group <Group name>
RADIUS GEFEA A L £,
9% RADIUS #—/3% RADIUS #—/37 L —>"C9", aaa group server radius =~ > KT
RELI T N—THERELTIEEN,
7L, FROXFINIHRETE A,
- radius( BT — & FE 21352 e L= 30750)
- tacacs+( AT —E E midme &K L= 3F5)

0— W JL/NA T — I\utuuﬂzé.}'ﬁ‘b\ijﬁ

L

REMELE, TICERICKBEIIET,

1. F8FES AU "group radius" % 7213 "group <Group name>" Zf5ET 54, RADIUS #— R LiEER
Al E 7213 RADIUS ' — N TORFEICRMT 2 &, AREEICn 7 o TERIRVET, ZD7D
D‘—ﬁ/l//\xy‘—]\muuﬂi% ‘f% ?EE#%:&%%@J&)Liﬁo
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aaa authentication login

2. group radius (JLF RADIUS $-—/ 338GEF) & group <Group name> (RADIUS ¥ —/37)L— 7 383iF)
%, EH56 8 RADIUSERIE —E R L LTHRWETOT, MAEZREIZIEECEEEAL, EHH—
D —HNRAT — FREE AR DR CIHALIE SN,

radius-server

aaa authentication login end-by-reject
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aaa authentication login end-by-reject

aaa authentication login end-by-reject

17 A CREOFBRETER S NG AT, BREE/ T LEY, @EAR (RADIUS HERZE 72 L) 12X 538F
JRgiHFIE, aaa authentication Iogln a< ) RCRICEBESN TV AR CRAEL £7°,

TH OB E
aaa authentication login end-by-reject

THH DR
no aaa authentication login end-by-reject

(config)

L

PRECHREINTHAIL, ZOHEBIIHN S 5T aaa authentication login =~ > F CRIZHRE ST
6[]‘LAFL[Ej§‘4tTHLJ DIEL/ij—

L

BB IR, ICEAICR ST,

1. aaa authentication login =2~ R CHE LBl RICZ T HHTY,

aaa authentication login
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ip access-group

ip access-group

FEEBEB~VE— b A V2R EITEST DY — MEAWKD IPVA 7 FLAZRELEZT 7 A
VA RNEBRELET, AFEE, £2VE—sT727ER (telnet / ftp) THIEIT/RY F9°,

16 =2 P VTR 2 E THEITRETE £,

fEmoBE « KH
ip access-group <ACL ID> in

T O HIBR

no ip access-group <ACL ID>

(config-line)

<ACL ID>
IPVA 7 KL 27 4 L OikBI+ (ip access-list standard OFk5I+) ZFE L E7,
1. AKRT A —Z B OYIHE
BIETEEE A,
2. fE DR EH#IDH
3~BL LFLPHNDT 7 AV R MEFRERE LET, HETRER LTI ONTL [RF X=X
BETE2ME 22RL TSN,

TRTO U E— MEHEWRNODT 78 XA %27 LET,

L

REMAER, T ICEMCKBIET,

AREZ, ®RYE—FT 27 &R (telnet / ftp) TH@IZ/e Y 77,

ftp #2fi 2 FF Al D541, ftp-server 5% ELT< 71?51/\

ip access-group N E SN TV WS, T XTOY T— MNEMAWKENLOT 7B AZFAILET,
TIERAEHFATHIPTY FLAZEELTYH, $TICrRIAS LTS a—FDky v aridtihg
ZEEHYERAL, ARELURIZVE—ba A 0T 52—FIZHLTERDERD 9,

Eal A
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ip access-group
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ip access-list standard
line vty
ftp-server

transport input



radius-server attribute station-id capitalize

radius-server attribute station-id capitalize

RADIUS Y — S~EERHZMH 92 RADIUS B MAC 7 RL A KXFTHERELET, %412
RADIUS BM£AIZLLTD LB D T,

* Called-Station-Id
e Calling-Station-Id

THW DR E
radius-server attribute station-id capitalize

RO HIER

no radius-server attribute station-id capitalize

(config)

L

RADIUS EM:D MAC 7 R LA Z/NCFETEE L ET,

2L

REMELE, TITEAICKBEIET,

1. Ra<wy REEIERFEER, 7Ho o7 o v 7ERICNMENET,

2. 2FGE (IEEE802.1X, Web #%FE, MAC iRk @<,

3. MAC BEETHEH 3 5 RADIUS J&#: TUser-Name] [User-Password] @ MAC 7 KL A%
mac-authentication id-format =< > N{ZHEWVE 9,

L
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radius-server dead-interval

radius-server dead-interval

30

H RADIUS $— 37" F o = VL RADIUS = A~BEEIHT 5 E COERF A ~ERELET,

H L v h—" GEMAF O RADIUS SREFERSE) BNE D v 4 U FLH RADIUS H— ~J8f L /- i
W, FRIEEV— MERAARTRETER YA ~2 AX— ML, Kavr PNk 2R CHERB% (BERY
A~ Tt2) 12, 774~ VIPLHRADIUS — "~EHHLET,

THMORE « AR
radius-server dead-interval <Minutes>

TR O HIER

no radius-server dead-interval

(config)

<Minutes>
T2 VI RADIUS — 3038, 75 A < UL RADIUS — S~ABEIHT 5 £ TOER ¥
A~ERELET,
1. RRT A —ZHHEREOYIHE
BT EHA,
2. DR E P
0 ~ 1440 (%))
0 3% E L7esflE, RADIUS RRGFERZ 4777 4 <= U ILH RADIUS — BB L £ 7,

B Ly bR E S ) P RADIUS H— " ~E LT 10 4%, 774 < U LH RADIUS #—3
WCEBEIRLET,

2L

REMELE, T ITEAICKBINET,

1. BB ZVPLH RADIUS — & L b — b L CERATICER Y A v B2 AR LGS, =0
R T ORREIRAE 2 LRER &2 R L £ 7,

2. BEA A ~H A X — MEIIAR I~ RREZHIBR LGS, BERAA~OD T NIV By hETITHE
WL, T 4N MEL04E LTEMEL £,

1. 3HEULEORA RADIUS H— R %3E L CWEA, BHA A ~%2 24— MMEICioL A RADIUS
F— B Ly MY —A"NERE LIHATY, BHAA~IZ) 2y MEFISHER L E 7,

2. BHA ATV 0T ARZ — T B EERMTIHTTHETY £y b LEEAN, TR CIEFsh
LT TETICY Yy FPLET,



radius-server dead-interval

e A=z~ KT radius-server dead-interval 0 % & L7z & &

o Ly Y=L U TGEHT DI RADIUS — 1E#H %, radius-server host =< FTHIERL
f =1

e J#EH =~ N clear radius-server #3477 & %

3. PREEHBRIR DFREEY — 7 A FE TN Y A~ 7 L2 EaTh, FETOREL —7 o AN5%
T+25ETTT4~ VI RADIUS —S~DEHITAT R EE A

aaa authentication
radius-server host
radius-server key
radius-server retransmit

radius-server timeout
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radius-server host

radius-server host

SRR T 2 UL RADIUS — RO EAITVET,

W ORI - B
radius-server host <IP address> [auth-port <Port>] [acct-port <Port>] [timeout <Seconds>]
[retransmit <Retries>] [key <String>]

DI Br
no radius-server host <IP address>

(config)

<IP address>
RADIUS #— "D IPv4 7 KL AERE L £,
1. A3 T A — X B P HIE
A TCEERE A,
2. DR EHIPH
IPvd 7 KL 2 (Ry FEiE) 2RELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

key <String>

RADIUS #—/3[#] & DlfE Ok, BRI H T %5 RADIUS #5445 E L £9, RADIUS #1327 7

A7 v b k& RADIUS H— N ETCR—O#ERETHLENRH Y 5,

1. AT A — 2B PIHIE
radius-server key Ta&iE 41TV 5 RADIUS @XM EH SN E T, BEINTWRWES, Yi%
RADIUS $— N ZHENC 72 0 77,

2. fEOHERE
64 SCFLUNDOLFHITHRE L T 2 &0, FBEARERCTFIIONWTIE N A—Z|ZIFETE 5
) O MEBEOXFS] #5RLTLLIZEN,

auth-port <Port>
RADIUS »— DO R— hESERELET,
1. AT A — 2B O H)HE
AR—rEF 1812 #fEH LE T,
2. fEORE
1~ 65535

acct-port <Port>
RADIUS = DT A>T 4 VTR — " EFERELET,
1. AT A — 2 BMEREO PIHIE
A— b EF 1813 A L £,
2. fEOFKEFH
1 ~ 65535
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radius-server host

retransmit <Retries>
RADIUS #— Nk U CRBREE R 2 TR E T 2B feE L £ 7
1. AKRT A —ZEWEREO Y HE
radius-server retransmit TEEXE SN TWAEEMAEH SN E T, BEINTWRNWEEOYIHIE
1% 3 ETY,
2. fEOFE R
0~ 15 ([a))

timeout <Seconds>
RADIUS = Sinb DIRE S A4 57 v MR () ZFELET,
1. AKRT A —ZEWEREO Y HE
radius-server timeout TFXE SN TWARFRINER SN E T, RE SN TV WIS OYHMEIL 5
BT
2. EOFE R
1~30 (B)

RADIUS H$— 3% E S 472 2%, aaa T group radius #3%E L TH RADIUS #f5 L EH A,

L

REMAELE, TICERICKBEIIET,

1. &EARe72 LA RADIUS H— U@ HAL TR 20 T,

2. IPVAT RL AL LTL27x** AR ETEEEA,

3. key /8T A—Z NEWES TN, radius-server key 2= FHERE SN TWARWVESIE, M
RADIUS $—/NFTEEZ 72 D £97,

4. BEOPA RADIUS — & E L4, #M =~ K show radius-server THRANIEREND T
RUABRT T A~ VILH RADIUS — 3872 0 £9, RHIOT L M F—s (EAHH O RADIUS 38
FEEERYE) 121X T A < VLA RADIUS — "M S E T,
774~ UPH RADIUS r— IZREENFAE LSS, 7Ly M — N[ ZRICE 272 UH RADIUS
P— (BB Z VM RADIUS —) ~EBLET, 771~ Vi RADIUS Hh— "~ H &)
HBIHIZ 2\ T radius-server dead-interval =< > FEZ&B L T 72& W0,

5. LA RADIUS $—3, SEGEREAH RADIUS $—/3, F721F RADIUS — 7V —7DRET, IPT F
L AD—ET 25 RADIUS — BRI EER SN TV DAL, 6T _RTONRT A —F % BEIHIZ
ML AN LIza~vy RNEICEEBmZ T,
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radius-server host

34

aaa authentication
radius-server dead-interval
radius-server key
radius-server retransmit

radius-server timeout



radius-server key

radius-server key

LA RADIUS H—%, 713K 383 H RADIUS V— 3 & OFRGEICH 45 RADIUS Y — D5
TAN N EFRELET,

fHMOBRE - £H
radius-server key <String>

THH DR
no radius-server key

(config)

<String>

RADIUS $—/3fi] & Ol O Sk, FRIALIZHEH T 2 RADIUS #4458 E L £ 7, RADIUS #1327 7

A7 b kL RADIUS — R ECRI—O#EZRETH2LERH Y FT,

1. ART A —Z AR OYHIfE
B TEFER A,

2. DR E L
64 CFLANOCFHITRHE L T 230, BEARERCTFITONWTE (NG A—Z|THRETE S
i) © MEEOXFH]) #2RLTIIEEN,

L

2L

R
i
=k
R
=

%, TICEMICKBENET,

1. radius-server host, dotlx radius-server host, mac-authentication radius-server host,
web-authentication radius-server host T? key i EE AR E L VEL L THEAL XY,

aaa authentication
dotlx radius-server host
mac-authentication radius-server host

radius-server host
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radius-server key

radius-server retransmit
radius-server timeout

web-authentication radius-server host
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radius-server retransmit

radius-server retransmit

FREEIZE T AU RADIUS Y—/3, F 72 135585 EE A RADIUS Y — "~DOFEEE DT 7 4V b &%
FELET,

HRORE - BH
radius-server retransmit <Retries>

RO HIER

no radius-server retransmit

(config)

<Retries>
RADIUS $— N2kt U CRRAEER 2 A E T AR E L ET,
1. AT A —ZBWEREO Y HIE
BIETEEH A,
2. EOBEHIPH
0~ 15 ([A))

RADIUS Y — "~OFEEEOT 7 4/ MEIX 3B E 720 7,

L

REMAELE, TICERICKBEIIET,

1. radius-server host, dotlx radius-server host, mac-authentication radius-server host,
web-authentication radius-server host T® retransmit ZE* AR E L VEHL L THEHALE T,

aaa authentication

dotlx radius-server host
mac-authentication radius-server host
radius-server host

radius-server key

radius-server timeout

web-authentication radius-server host
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radius-server timeout

radius-server timeout

SRAEICM T 2 UL RADIUS Y—8, F 713K REEHH RADIUS —RDIGE X A LT 7 MEDT 7 %
VR EFRELET,

MWROBIE - £
radius-server timeout <Seconds>

RO HIFR

no radius-server timeout

(config)

<Seconds>
RADIUS =D& X A L7 7 MM ERELE T,
1. RRT A —ZHMEREOYIHE
A TCEERE A,
2. fEOF EHiHH
1~30 (B

RADIUS y—DIEEX A LT 7 bOT 7 4/ MEZ SR L2 0 £,

L

REMAELE, TICERICKBIIET,

1. radius-server host, dotlx radius-server host, mac-authentication radius-server host,
web-authentication radius-server host T timeout XEAX AR E L VEL L THEHALET,

aaa authentication

dotlx radius-server host
mac-authentication radius-server host
radius-server host

radius-serve key

radius-server retransmit

web-authentication radius-server host
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server

server

RADIUS #—/27 )L —7® RADIUS #— R A hZRELE7,

THROBRE - BH
server <IP address> [auth-port <Port>] [acct-port <Port>]

TE O HI

no server <IP address>

(config-group)

<IP address>
RADIUS #— D IPv4 7 L A Z4RE L £,
1. AT A — 2 BRI HHIHE
AR TEEE A,
2. fEOE I
IPvd 7 FL 2 (Ry REiE) ZHELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

auth-port <Port>
RADIUS #— O KR — hESEHRELET,
1. RRT A —ZHUEREOYIHE
R— & 1812 M L £7,
2. fEORE I
1~ 65535

acct-port <Port>
RADIUS =D T AT T 4 v THR— bESERELET,
1. RRT A —ZHIEREOYIHME
A=+ &EZ 1813 A L £,
2. EOREFH
1 ~ 65535

RADIUS $— S8 E S22, RADIUS h— 7 —FIZ L 5@EILLEEA,

L
REMEFH, T ICERICKmRENET,
1. FWEAREZ: RADIUS H— 3 7/ N — 7B Tk 4 T,
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server

2. IPVAT FL AL LTCTL275** 2R ETE EH A,
3. Ka=r FOREMIL, TROFHZT N THIZLTWD L ZITHARTT,
* radius-server host =~ KL RfETH 25 Z & (auth-port, acct-port HLRETHD = &)
* radius-server host 2~ ROFRENFNTHDH Z & (key /3T A —HI{E, F7-I1L radius-server
key 2~ RBRREFHTHDHZ L)

4. [d— RADIUS J—/7)L— 7N THEE D RADIUS — " Z R E LT-5E, EH =~ F show
radius-server TF /RSN 57 RLANRYE RADIUS — 7 v —F D75 A <Y RADIUS %— 3 &
BV ET, ZOT T4~V RADIUS —_"REAMIDOH L b H—s3 (RADIUS FRFEERE) (T S
nNEJT, 774~V RADIUS — 7 N —TNORIZER 2 RADIUS Y — S ~EBB L7,

728, 774~V RADIUS — "~ BEHEIHIL, radius-server dead-interval ==~ > KO EILHE
WET,

aaa group server radius

dotlx authentication
mac-authentication authentication
radius-server host
web-authentication authentication

web-authentication user-group
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NTP

clock timezone

ntp client server

ntp client broadcast

ntp client multicast

ntp interval
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clock timezone

clock timezone

42

BA LS = EBERELET,

ALEEIL, NERIIZ UTC (Coordinated Universal Time) THEAZ{FEE L ET DT,
v RO Z £ 7T 5 L &R, setclock THAARET DL EIPITEELET,

THRORE « BH
clock timezone <Zone name> <Hours offset> [<Minutes offset>]

RO HIBR

no clock timezone

(config)

<Zone name>
BA L= EB T D4R ERE LET,
1. AT A —ZEWREO Y HIE
BIETEFEE A,
2. (EODFR E i P
7 CFLAN O BT
(ZHRLSOILFH AN FEETT D, EREFATHREL T ZE)

<Hours offset>
UTC 6ok 7 v b (10 ) 2#HELET,
1. AT A —ZEWREO Y HIE
BIETEFEE A,
2. B FR E i P
-12~-1, 0, 1 ~12

<Minutes offset>
UTC 26004 7%y FERELE T,

1. ART A — 5 B O PIHHE
0

2. (B E i
0~ 59 (10 #%%)

UTC & LTEMELE T,

L

REMAELE, TICERICKBEIIET,



clock timezone

AAERE T L TV AMEHMERD CPUEMARIL, 2 LY —URNEEISN-HETOZ V7T ENET,

set clock
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ntp client server

ntp client server

44

RPZIE 2GS 2 NTP ¥ — A7 FLRAEZRELET, K22 M) ZRETEET,

BUICRESNET FLRAEZT5A4<=Y, BMhOREENET FLRE2®vH &Y EOES, 91~
U NTP H— 7 L2106 U CHZIERAIC R L 5A1E, B # U DO NTP —_"7 FL AT L
THEEEIERZER L £,

THRORE « BHE
ntp client server <Server P>

RO HIER

no ntp client server <Server IP>

(config)

<Server IP>
WS R A2 BT 5 NTP 94— "D IP 7 FLAZRELET,
1. AT A —ZHRERE O Y
B TEEHA,
2. D E
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

L

L

R
Fi
=
i
=

%, TICERICKBENET,

1. ntp client server &, ntp client broadcast < ntp client multicast Z [AFRFIZEE L TH, ntp client
server DFRENANNT /2D 97,
2. IPVAT RL AL LTI27*** A RETEEEA,

ntp client broadcast
ntp client multicast

ntp interval



ntp client broadcast

ntp client broadcast

NTP H—\inb 7 m— &y 2 FCTHEE SN DHRAERELZ T DRELITVET,

M ORE
ntp client broadcast

T O HIBR
no ntp client broadcast

(config)

L

NTP = b7 m— K%y 2 N EE SN DL SR Z T A,

2L

REMELE, TICEAICKBEIET,

ntp client server &, ntp client broadcast < ntp client multicast Z [FIFHZEE L TH, ntp client
server D ENRANI /2D £,

ntp client server

ntp client multicast
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ntp client multicast

ntp client multicast

NTP = inb =L FF ¥ 2 FTHEE SN DHAERELZ T DRELTVET,

M ORE
ntp client multicast

fEw OB
no ntp client multicast

(config)

L

NTP H— "0 b F ¥ ¥ 2 MEE SNHRAFEREZ T A,

2L

REMELE, T ICEAICKBRIIET,

ntp client server &, ntp client broadcast <° ntp client multicast Z [FIFFZEE L TH, ntp client
server D ENBANT/2 D £,

ntp client server

ntp client broadcast
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ntp interval

ntp interval

NTP H— 37 5 RIS REZI G 2 S5 2 FATHMR 2 30E L £

W DR -
ntp interval <Interval>

E O Bk

no ntp interval

(config)

<Interval>
NTP T — 3 BREZIIE 2 BT 5 RITHIR AR E L3, ST (10 #E) THRELET,
1. K/XT A —ZBREREO R HIE
A CTEERA,
2. O E &
120 ~ 604800 (%)

NTP H— 30 & ORGSO EZT MR 3600 #2i27e b 97,

L

ntp client server i E SN TWHGE, REMAER, T ICEMICKBESET,

ntp client server RN E SN TCWBHIEA, Aohe v £9,

ntp client server
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system fan mode

system function SS1250 SS1240

system I2-table mode

system recovery

system temperature-warning-level

system temperature-warning-level average
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system fan mode

system fan mode

50

1L FAN OEEE— FERELET,

THHROE
system fan mode <mode>

Tl O HIR
no system fan mode

(config)

<mode>
FAN OE#ZE—RF1 b LT 22FELET,
1: g EHRRE
2 MAERRE
1. AT A—ZEBMERFO Y HE
B TEERE A,
2. B O FR E i B
1EBLU2

EEAE— N1 (BT EHARE) PREShET,

L

REMELE, TICEAICKBEIIET,

1. EEEFNVICL o TR~ RREBOEENR R 4,

6-1 system fan mode 2

FAN

1P8800/S2230-24T FAN L A
1P8800/S2130-24T

1P8800/

§S§1250-24T2C

1P8800/

§51240-24T2C

FAN L 2R D720, Ra~r RERELTHEDE Y 7,

1P8800/ #E FAN L 2

$§51240-48T2C [ 7E)

B HIER & 7% E W, system fan-control =< > K

L0 ET,

=

X B

IS (FAN




system fan mode

FAN

1P8800/S2230-24P
1P8800/
SS1240-24P2C

FAN 53 ¥ [ &

Ay AR & ORE R E L HRE Lo 5ha bImHEHERE
DEEL 72D £,

1P8800/S2130-24P

FAN 53 £ [ &

avr FEMIEB LOHSENARELHBE LG8 13 EREE
ELTHELET,
POE #i B &IC L - T, WHIFAN Kl Z 1TV E T,

system fan-control
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system function SS1250 SS1240

system function SS1250 SS1240

IP8800/SS1250 - 1P8800/SS1240 %, system function =~ > NARFHE TH EMERE 2 "/ HE T,

IP8800/SS1230 L D=7 4 7 L— g HEAD -2, 1P8800/SS1250 + 1P8800/SS1240 T system
function =~ > F&Z AAREIC LTV E T,

52



system |2-table mode

system |2-table mode

LAY 2 NN— R 2T TF—TNVORBHFRERELET,

W DR -
system I2-table mode <Mode>

T O HIBR
no system I2-table mode

(config)

<Mode>
N R =TT =T BT DT — T NARR TR AR L £,
1. AT X — BB WD Y HE
HAWTE A,
2. EOREFE
1~5
LAY 2= R =T F—TADT—TNRBESREEE L ETRELET,
auto
HEREINE— R E L £,
X HEEIRE— RlI2onT
N= R 2T F—T N TAY L aDBAICE DNy oz MY = "= LRI,
HEICAN— R 27 T — T L ORB TR A LR LET,

TN RIT 1 TEMEL £9,

PEOFEEALEIZRY ET0OT, BEBNTE T2 E TAKE BT 2@E3FELET,

HENRIRE— FOBEIE, 77 MRBHFAPERE SN L &I, 7 L—aPifk, BLOHSBEN—IF
HAE R L E T

REMEEELGAE, ar747b—vareffFLIEHE T, KEBEZHEDHL TIEIV, Hi
5L, REMEPERIKBSNETS,

72k, nosystem I2-table mode (ZAEH L7- & &b, EEEZFERT S &7 — 7 VBT 1 2 EMICKB
ENnET,
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system |2-table mode

1. Ka<y FANE, TiROAvE—YRRAREINETOT, hoar 747 b—vara~vy REAN
T LN, REEZRELEEZFEE L TIZE,
Please execute the reload command after save,
because this command becomes effective after reboot.

2L
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system recovery

system recovery

no system recovery =~ NEZRET 52 & T, EERMEFZ, REEZHETLRNT, BEEREDOE
FICLET,

EEOMGLEEIRICONWTIE (a7 47— 3 A FVol.110. BEEOEH | 2B L TIIEEN,

BEHRORE
no system recovery

T O HIBR
system recovery

(config)

L

PEERHERC, WELZHES L ET,

L

ROEEARRE, T ICEMICKmSNET,

1. VAT LY AN — 8 (no system recovery) (XEENEHAMERIRREE 22, HERE (FATAL
LULOREE) RALTYH, BER Z7BRERIIEES 2 £ L £t A, BEEIRERREICOVNTO
FENE Tav 74— a A FVol110. EEOFH] 221 T 7ZEN,

L
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system temperature-warning-level

system temperature-warning-level

LEOARIBENRERELZER LZGEICENA v -V 2N LET,

THHR DR E
system temperature-warning-level <temperature>

fE O Bk

no system temperature-warning-level

(config)

<temperature>
RE (BR)EZRELET,
1 CH{L CRERFETT,
1. ART A — X BRI HIE
B CTXxEHA,
2. fEORKERR
« 1P8800/S2230-24P, 1P8800/S2130-24P, 1P8800/SS1250-24T2C
25~50 (C)
+ 1P8800/S2230-24T, 1P8800/S2130-24T, IP8800/SS1240-24T2C, IP8800/SS1240-24P2C,
IP8800/SS1240-48T2C
25~ 45 (C)

BEREOHBRICLIERAA -2 LERA,

L

o
R
=
R
=

%, T CICHEAICKBE N E T,

1. UFEMERESRMG M S WG EIHEE LI AKEE LY bIERWEETr 7T 2856060 %
T
o MKUTEE L, HEEEDICENZ L6V L
s BEEOBEREXE LAV &
o MtEEHREE LRV L
o BR LD XD 7pEDIT
TE

2. HEONKIRENT TITHE

L
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system temperature-warning-level average

system temperature-warning-level average

fEWIMNOFERRE PR EREZBA S EIENA vy =Y LET,

=53 EA=—d
{7 R DX E
system temperature-warning-level average [<temperature>] [ period <days> ]

TEE# OBk

no system temperature-warning-level average

(config)

<temperature>

SEERRE (FBK) ZRELET,

1 CHAL CRRIEARE T,

1. AT A —ZBWEREO YA
* 1P8800/SS1250-24T2C
43 (C)
+ 1P8800/S2230-24T, 1P8800/S2230-24P, 1P8800/S2130-24T, 1P8800/S2130-24P, 1P8800/
SS1240-24T2C, 1P8800/SS1240-24P2C, 1P8800/SS1240-48T2C
38 (C)

2. EOFEHIPH
* 1P8800/S2230-24P, 1P8800/S2130-24P, 1P8800/SS1250-24T2C
25 ~50 (C)
* 1P8800/S2230-24T, 1P8800/S2130-24T, IP8800/SS1240-24T2C, 1P8800/SS1240-24P2C,
IP8800/SS1240-48T2C
25~ 45 (C)

period <days>
PERRE A BT A HEERELET,
1. ARZ A — 2 EMEREO Y HIE
30

2. EOREHRH
1~ 30

fEEFHREOBBIC L D@ A vy -V LEEA,

L

SERREE OB ERERRIL, TEF T E BRI TV E T,
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system temperature-warning-level average

1. U TEMERBESRM 2 S WA IEE L FHRE LY bIEWEE e 7 HOT285A808H0 F
j_‘o
o HASUICELE L, HEEELIZBM b HRnT &
s MEOHENPEZZ LW &
o MEEXFREE LW &
o BEH LA KD REEEOE ITRE LRV &

2. BEOVERENT CICHRE LEZEE L T T, RKOBEHRNMThA 2 ETERA vE—V%
HATLEH A,

2L
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power-control port cool-standby

schedule-power-control port cool-standby

schedule-power-control port-led

schedule-power-control shutdown interface

schedule-power-control system-sleep SS1250

S§S51240

schedule-power-control time-range

system fan-control SS1240

system port-led

system port-led trigger console

system port-led trigger interface

system port-led trigger mc
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power-control port cool-standby

power-control port cool-standby

60

Vo By rRi—sORENERERNCLET,

M ORE

power-control port cool-standby

H OBk

no power-control port cool-standby

(config)

L

WH OHEE) TEA L ET,

WEICERHY £7,

REMELE, TITEAICKBEIET,

=

Ao REFRE LS4, Fastethernet K—hD Y > 7 7w 7T 3ERE»MY £9, SS1250
SS1240

AV a— ) K BEBIEREDENETIX, schedule-power-control port cool-standby =< > Ko
REIZHEVEMEL £, SS1250 S$S1240

Ao~ REHRE LA, Fastethernet &K — hD U v 7 IRENZE(L L, WEICEELET,
SS1250 SS1240

3o B [ E R E & 7213 3 B MDIX #%6 ﬂﬁ;jJ(DFastethernetT MIBI LTI, A— MEEIEERITA R
IRV EFA, ZOD, N— NEENEREAENT 2581, A—bxadvz—ra (%), BE)
MDIX #8EH %) (mdix auto & E)Tﬁﬂ%bf@iéb\ SS1250 SS1240

1000BASE-X R— MZE, V7 ¥ T R— FOEBIEENRYR— FD72d, Kav FEREL
THEEL EEA,

2L



schedule-power-control port cool-standby

schedule-power-control port cool-standby

AT a— ) IR DEENELETOY oy U R— S OBRBEENIEERELET,

M ORE

schedule-power-control port cool-standby

fEE#R OBk

no schedule-power-control port cool-standby

(config)

L

R—=RY 72y M@ OHEENTENLET,

WEICENHY £7,

REMELE, T ITHEAICKBRIIET,

1. Ka<wr FaE#ELEES, Fastethernet R— b0 U 7 7 v FICHI 3 BRBRENNY £9,  SS1250
SS1240
2. Ra~<r RE®RELHA, Fastethernet &3 — FO U U 7 IRENEL L, @EITHEL T,
SS1250 SS1240
3. WEEERE 71385 MDIX #$REHEL) O Fastethernet AR — MIBI L Tix, N— MEEIHEBEIZH D
W72 EHA, ZD7d, F— MNMBIKELZENCT H5E61E, A—bxIdvo—a V6%, BH)
MDIX #88H%) (mdix auto g% & ) TiEM LT 723, SS1250 SS1240
4, AV a—Y T OR— NMEEIKEEIL, A7V o — VIREHNIC 72 B & power-control port
cool-standby & [FI4#(C Fastethernet IR— b D U U ZREENEAL L E$, A7 Y 2 —/LITEB T HERIC
R— MEEIEREICE Y Y 7 RBE (b S B 72 < RWEAIE, power-control port cool-standby =+
VRFHERELTBWN TS, SS1250 SS1240
5. 1000BASE-X N— M, U7 Z7 v R— FOEBIEENRY R— D/, Aa~vr FeiiEL
THENEL £ A,
2L
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schedule-power-control port-led

schedule-power-control port-led

ARV a— UK BEETERETO LED BfEERELE T,

THROBRE - BH
schedule-power-control port-led { enable | disable} S2200 S2100
schedule-power-control port-led { enable | economy | disable} SS1250 SS1240

THH DR
no schedule-power-control port-led

(config)

enable
AHENE DO LED B EREBIZIS U TR LET,

A4

system port-led trigger =~ > R KRR EDLHE
FERAEIC L P @ EIEE TR B LU L7,

system port-led trigger =~ > FZRE L TV D54
LIFOE&MECEELEY, S2200 S2100
1. LED ® BEEMEDORE TEEIE~BE L, sTHBIORELET,

2. BEEMER TG 60 BRI LET, ZoOMICBBEEDRBER AT 5 LB T HE ~E

BL, AITBIORKRLET,

UTFORMETEELE Y, SS1250 SS1240

1. LED ® BEEEOZE CERFHE~ER L, RITBIORBLET,

2. BEEMER T D 60 BRICEABIHE~ER L, SITBLOHRBLET,

3. BEIHEIZ /o T D, 10 /5881 2 LT ~ER LET, Z o BEEEOREN %%
BT LmEHE~NELL, RITBLOARLET,

economy SS1250 SS1240
AHEED LED ZEEREBICE 5 FEE/NEE THRITB IR L £

disable
AILE D LED ZEIERBIZ L S FWHIT L ET,
ZDE&E, STILED 1T TRWHROREM] &7V, WIRETHLZ LEWINTEET,
1. AT A —ZEWREOH)HIE
A TEEREA,
2. fEDFRE R
enable, disable S2200 S2100
enable, economy, disable SS1250 SS1240

AYED LED ZERIRFEIC X & @ FHE TRUITB L ORI L £,
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schedule-power-control port-led

L

ROEEARRE, T ICEMICKmSNET,

1. "disable"( {44 ) #i%, ST1, ACC( AT U H— K7 /& A LED) % BB/ 720 £,
2. PWR LED i3z N@HEE] CTHRITLET,

schedule-power-control time-range
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schedule-power-control shutdown interface

schedule-power-control shutdown interface

AV a— L DB ENEEOBERICY v v N VIRIBICT DR — M ERELE T,
Ty MU REICT S22 LT, LA OFFICLGHEENRZ T O ET,

MO E
schedule-power-control shutdown interface <IF# list>

THHDOLEE
schedule-power-control shutdown interface [ add | remove ] <IF# list>

THH DR
no schedule-power-control shutdown interface

(config)

interface <IF# list>
Yy v MU UREBIZT AR EY X MEXTHEELET,
1. AT A —ZEWREOH)HIE
A TCEERE A,
2. B O AE i B
<IF# list> O EHIE, HOREFRMBIZONWTIE, T A—FIIEETELHE) 2R LK
YA

interface add <IF# list>
Yy N URREIZT AR — &Y X MIBMLET,
1. RRT A —ZHMEREOYIHE
B CTXxEHA,
2. fEOF EHiHH
<IF# list> O EFHIE, HOREHAIZHOWTIE, [RFA—Z|THHETE A 2B3BLTLE
W,
interface remove <IF# list>
Ty NEUVREBIZT AR -2 Y 2 S LHIBRLET,
1. RRT A —ZHMEREOYIHE
BT EHA,
2. fEOF EHiH
<IF# list> O EFIE, HOREHAIZHOWTIE, [RFTA—Z|THHETE A 283B LT
S,

A= MIv vy M T AREBLUSNCTEIEL £9,

A— MIRREIX, EH =< N show port %7213 show interfaces # & L T 72 & 0,

2L
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schedule-power-control shutdown interface

%, TICERICKBENET,

R
R
=
i
=

1. A7 a—MIBRRL, A= bFE2EICT Y v b TR LEEWEETE, shutdown =< > R EAR
a~<y NOMBFEHET HLENRH Y £7°,

schedule-power-control time-range
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schedule-power-control system-sleep SS1250 SS1240

schedule-power-control system-sleep SS1250
SS1240

A 2 — VRIS 2 A U — IRREIC L E T,

WEEZ A —TRBIZT DL THEBENEZ TTONET,

THHRORE
schedule-power-control system-sleep

RS
no schedule-power-control system-sleep

(config)

L

A Y —FWREIZLER A,

R Y 2 — )VIEHIC 72 B TR TCOWBEMELE L FT,

REMELE, T ITHEAICKBREIET,

1. a7 47 b—varavy RE— RTERIEFTOHET, EEE2 R —7REIGER LEEA,

schedule-power-control time-range

66



schedule-power-control time-range

schedule-power-control time-range

AV 2= I K DEEIIRERENEIET 2 TR 2 HRE L £

W ORI -
schedule-power-control time-range <Entry number> { B f45/€ | £ B #57E | 48 B $57E } action {
enable | disable }

s AfHfEEDSE
date start-time <YYMMDD> <HHMM> end-time <YYMMDD> <HHMM>
s ERIREDSHE
weekly start-time {sun | mon | tue | wed | thu | fri | sat} <HHMM?> end-time {sun | mon | tue
| wed | thu | fri | sat} <HHMM>
s MAEDSLE
everyday start-time <HHMM?> end-time <HHMM>

RO HIER

no schedule-power-control time-range <Entry number>

(config)

<Entry number>
FATHRER 2N T 2 =D OFINFE=FRELET,
AR FIXEITHF 2 BT D 72DV E T,
1. AT A—Z BRI O I E
B TEEEA,
2. EOBE M
1~50
EATRE (BfHERE, BEIRE, BREEE) NI A—F
{ date | weekly | everyday }
FATR R O ERER AR E L £,
date
AfMHEECRELET,
weekly
MHEETRELET,
everyday
BHBAETRELET,
1. AT A —ZEMEREO W E
HIETE FH e

2. DR E R
date, weekly, everyday

[date 5B D /T A —#]

start-time <YYMMDD> <HHMM>
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schedule-power-control time-range

BRtGHIEZIRE L £,

YY
EOT 2Hi2fELET (00~ 38),
%l : 2000 £4£72 5 1% 00

MM
AZEELET (01~ 12),

DD
HafeE LEd (01~31),

HH
Iz fEE LE9 (00 ~ 23),

MM
EEELEYT (00 ~59),
1. AT A — X EBWEIREO I HIE
AT EHA,
2. {EDFE E i
<YYMMDD> |ZIZ A 1%, <HHMM> |[ZIZFFZF8E L ET, 8ETE 2EOHPHIEX, 2000 41
H1HOWKO04~203841H 17 H 23K 59 43T,

end-time <YYMMDD> <HHMM>
BTHREZIRELET,
YY
FOT 2Hi&FELET (00~ 38),
%1 : 2000 472 1% 00

MM
AZEELET (01~ 12),

DD
HEfELET (01~ 31),

HH
Iz feE LE9 (00 ~ 23),

MM
DEEELET (00 ~59),
1. AT A — X EWREO Y HIE
B CEEHA,
2. (EDFR E i
<YYMMDD> |ZIZ A%, <HHMM> |[ZIZFFZFEE L ET, $#EETE 2EOHPHIEX, 2000 4 1
H1HOWKO04~203841H 17 H 23K 59 43T,

[weekly 3B D /85 2 —#]

start-time {sun | mon | tue | wed | thu | fri | sat} <HHMM>
PHAGIHE R, Fef24EE LE T,
sun
AEHEZRELET,
mon
HERZBELET,
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schedule-power-control time-range

tue

KERZRELET,
wed

KEAZRELET,
thu

AIEHEZRELET,
fri

SEALTRELET,
sat

THEREZBRELET,
HH

R & $aE LE3 (00 ~ 23),

MM
FEFELET (00 ~59),
1. AT A —ZBREREOYIHIE
B TEEH A,
2. (B F E &
FEH (sun, mon, tue, wed, thu, fri, sat) Z 1 >&R L, <HHMM> |[JIZFEMEEEL £,

end-time {sun | mon | tue | wed | thu | fri | sat} <HHMM>
TR, RHzHFELET,
sun
HERZRELET,
mon
HIBEHZ&RELET,
tue
KEHERELET,
wed
KEHEZRELET,
thu
KRR ZRELET,
fri
SRR EZRELET,
sat
TR ZRELET,
HH
Fff 2 45E L £7 (00 ~23),

MM
SEEELET (00 ~59),
1. AKRT A — 2 BWEREO HI il
B TE EHEA,
2. fEOE i
H2H (sun, mon, tue, wed, thu, fri, sat) Z 1 &R L, <HHMM> ([ZIZFEZHE L 9,
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schedule-power-control time-range

[everyday 8 ED /T 2 —#]

start-time <HHMM>
BRI 28 E LE T,

HH
Rl 2 & LEJ (00 ~ 23),

MM
EEELET (00 ~59),

1. AT A — X BRI HIE
AT EHA,

2. {EDFE E i
<HHMM> IR &5 E L E T

end-time <HHMM>
MTRMEZIREELET,
HH
Rl 2 fE LE73 (00 ~ 23),

MM
EEELET (00 ~59),

1. AT A — X EBWIREO I HIE
AT EHA,

2. {EDFE E i
<HHMM> IR &5 E L E T

action {enable | disable}

FATR M OE I THEEEEZREE L E T,

enable
A a—) NI L DR BHBED A T 4 S~ arvavwy RTRELEHRER, Ao~
v RTCRGE LT TR, AN LET,

disable
A a— ) NI BB BIEEOa T 4 S —vara~vr RCHRELERERZ, Ko~
v RTCRERE LI EATRRE, e LEd, LT, koary 74l b—raravy RORER
BIMZLET,
e system port-led
* power-control port cool-standby

¢ shutdown

1. RRT A —ZHMEREOYIHE
B TEEREA,

2. fEOF EHiHH
enable, disable

L

BB Y — T HHELTCNDEEES, ATV a— VAT R COBENMEIELET,
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R
R
=
i
=

schedule-power-control time-range

%, TICERICKBENET,

1. B7p 2% action /X7 A — & TERITREMBENEBE LT\ 5 L X1, action disable st EZEL LET,
2. schedule-power-control system-sleep =~ > RZZE L TWAEAE, FRRICIEELIZE N,

2L

851250 SS1240

AT 4 b—varavy FE— RTEREPICA S V2 — VTR R > TH, AU =&
ICEBLERA, av 74— aravy FeE— N2 TH CEBEHEE— NICEBE), X
U —7REBICER L ET,

AY—TREIEG L L ERESN TRV Ay T 4 7L —va UINERLET, 07k, av
T4 —varavy RE=RERTTHL, TROAyE—VERRLET,

Unsaved changes would be lost when the machine goes to sleep!

Do you exit "configure" without save ? (y/n):

RIFTHEXT " N ZASLT, save <2 FEFATL TSN,

AP a— ) U S L BEENFATRHMERELTCOTYH, a7 47 b—varavr RERTL
TWieng, RU—REBIEE LEEA,

—ERH (F 74N b 1 304)) F—ANEMEELTDRVWEABMICR ST NLET, a7 4
L—varOfEPIcHEEIn 7Ty ML, AU —7REBICER LGS, REShThRnar 7 g
Jr—varBNEHRLET,

2V —7REES 20 HEZ BT 2 &, 20 HIZ—EBHB) TR Y — I REBAfifbr LEE 4 HB) L £ 9,
WEEE%, BEXY —TRELRY ET,
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system fan-control SS1240

system fan-control SS1240

HEE NIRRT K 2 A FAN filiEgse 2 AN L7,

THHM O E
system fan-control

o Bk

no system fan-control

(config)

L

FAN 23 #BFEIE L £,

2L

REMETER, T ICEMCKBSET,
7272 L, no system fan-control ==~ > FFEATHR, EHIZKIRIND £ TIZHERDP 125603 H Y £7,

1. A=< R IP8800/SS1240-48T2C EF /A7 1T A5t T,
2. Ra<wr FERELTWTYH, HEEREIERLOKN 10 oEids 3 mE FAN 2Z8EL £,
3. EEREFVICL TRy REEROBENLL D 3,

7-1 system fan mode 2
FAN

IP8800/S2230-24T  FAN L * FAN L 24D 728, Aa<wr REETELTHED LR 7,
1P8800/S2130-24T
1P8800/
SS1250-24T2C
1P8800/
SS1240-24T2C
1P8800/ % FAN L % BHIER %R ER, system fan-control =~ > FEEILHS) (FAN
SS1240-48T2C HEFEE) L0 FT,
1P8800/S2230-24P  FAN /% [& iE v NEIER B L OEE ERRELIE L7I25E b HEHEERE
1P8800/ DEEL 720 ET,
SS1240-24P2C
1P8800/S2130-24P  FAN /% [& iE v NEIER R L OEE ERRELIE L7235 a 13 S BEHEE

ELTHELET,
POE #iE&IZ L - T, WHI FAN 21T\ E 7,
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system fan mode

system fan-control

851240
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system port-led

system port-led

AREEE O LED BiEZRE L E T

THROBRE - BH
system port-led { enable | disable} S2200 S2100
system port-led { enable | economy | disable} SS1250 SS1240

THH DR
no system port-led

(config)

enable
AHENE DO LED B EREBIZIS U TR LET,

system port-led trigger =~ > R2SREREDHE

FERAEIC L P @ EIEE TR B LU L7,
system port-led trigger =~ > FZRE L TV D54
LIFOE&MECEELEY, S2200 S2100
1. LED ® BEEMEDORE TEEIE~BE L, sTHBIORELET,
2. BEMEMER T 5 60 BRI LET, ZORICHBBEMWEOZENFAET D &l HEE ~E
BL, RABIOERLET,

UTFORMETEELE Y, SS1250 SS1240

1. LED ® BEEEOZE CERFHE~ER L, RITBIORBLET,

2. BEEMER T D 60 BRICEABIHE~ER L, SITBLOHRBLET,

3. BEIHEIZ /o T D, 10 /5881 2 LT ~ER LET, Z o BEEEOREN %%
BT LmEHE~NELL, RITBLOARLET,

economy SS1250 SS1240
AAEHED LED ZEFIRFEIC X O FEE L CRITHE L ORI L £7,

disable
AILE D LED ZEIERBIZ L S FWHIT L ET,
ZDE&E, STILED 1T TRWHROREM] &7V, WIRETHLZ LEWINTEET,
1. AT A —ZEWREOH)HIE
A TEEREA,
2. fEDFRE R
enable, disable S2200 S2100
enable, economy, disable SS1250 SS1240

AYED LED ZERIRFEIC X & @ FHE TRUITB L ORI L £,
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system port-led

L

o
R
=
R
=

%, T CICHEMAICKBENE T,

1. "disable"( V84T ) Hi%, ST1, ACC(AE YU I — KT 7 & A LED) I% EE/HEE] L7220 F7,

2. PWR LED [F#(C NEFEHEL] TRITLET,

3. ATV a— 7\l X 5EESIREEOEEEFIE, schedule-power-control port-led =~ > KO EIZHE
WEIEL £,

I

L
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system port-led trigger console

system port-led trigger console

oY — L (RS-232C) #EgiIc LA ¥E A~ /A v - a7 M LED © BEEEDERMIZIEM L £
j—o

THHDOFRE
system port-led trigger console

THH DR
no system port-led trigger console

(config)

L

oY — L (RS-232C) #Ic LA E A~ /A v - a7 M BEEESELE LEE A,

L

%, TICERICBENET,

R
Fi
=
i
=

L

system port-led
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system port-led trigger interface

system port-led trigger interface

BELIEMEAR— b DY 7T w7« Voo X% LED © HEEEOZREIZ BN L 7,

W DR -
system port-led trigger interface <IF# list>

T O HIBR
no system port-led trigger interface

(config)

<IF# list>
SRR — P EEELET,
1. ANT A — BN O 1 fE
FIETEEE A,
2. DR EHH
RIA=ZIHRETE HME] 2L TS,

WHEIR— DV T o7 s Vs By o BBEMESRMEE LEE A,

L

REMAER, T ICEMCKBSIET,

L

system port-led
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system port-led trigger mc

system port-led trigger mc

MC Offitk % LED @ B BhEMEDZBKIZ BN L £,

WHR D E
system port-led trigger mc

LRl
no system port-led trigger mc

(config)

L

MC DOffifk z HENEESRME L LEE A,

L

REMELE, T ICEAICKBRIIET,

L

system port-led
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bandwidth

description

duplex

flowcontrol

interface fastethernet SS1250 SS1240

interface gigabitethernet

link debounce

linkscan-mode SS1250 SS1240

mdix auto

media-type SS1250 SS1240

mtu

power inline S2200 S2100 SS1240

power inline allocation S2200 S2100 SS1240

power inline priority-control disable S2200 S2100

§S51240

power inline system-allocation S2200

shutdown

speed

system mtu
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bandwidth

bandwidth

EFRROFIBIRZ R E L ET, AREE, v MU — 7 EHEE CoRBMEAROFHICHEH S ET,

THMORE « AR
bandwidth <kbit/s>

TEH D HI
no bandwidth

(config-if)

<kbit/s>
BRI O IRE % Kbit/s AL TR E L £ 9,
ARREL, YR ifSpeed/ifHighSpeed (SNMP MIB) fEIC72IT IS5 & DT, WlEICIEHE
BbHD EHEA,
1. BT A —ZHMEREOPHIE
B TEERE A,
2. fEOFRE
1~ 100000 (kbit/s interface fastethernet ®34) SS1250 SS1240
1~ 1000000 (kbit/s interface gigabitethernet ®4)
WL AR O EIREE A B X T H A 3R E L2V TL 2 &0,

L REZIRIRR OO [ RRIHE ASHEIE & 72 0 £,

L

%, TICERICKBENET,

R
Fi
=
i
=

L

2L
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description

description

MEFRAELRELET, ERICET AT L LTIHAWEETET, 2B, &
K show interfaces <° ifDescr (SNMP MIB) TR TZ £,

THMORE « BHE
description <String>

THH DR
no description

(config-if)

<String>
A=Y Ry M ¥ 72— AR ERE LET,
1. AT A —Z B O Y HE
AIETEEE A,
2. B E FiPH

BN
AxX

w2170 LEH A~

64 SLFLNOLFHITHRE L T EEIN, REARRRLFICONWTIE I A—XITEETE S

i) » MEBEOXFH] 22 LT ES0y,

Null Z e L £,

L

REMAELE, TICERICKBEIIET,

L

L
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duplex

duplex

A—bh® duplex ZFHELET,

THROBRE - BH
duplex {half | full Jauto}

E o Bk

no duplex

(config-if)

{half | full Jauto}

RN— hOHE— N2 " EEE, 2 B\EEELFA - PRI =g IRELET,

Ean=—g

BIFRAERI & R EFTRE/R /N T A — X OMAADLEEROFRIZIRT LET, 100BASE-FX O%E1E, full #3%E

LTL7ZEW,

8-1

10BASE-T/100BASE-TX half, full, auto

10BASE-T/100BASE-TX/1000BASE-T half, full, auto

100BASE-FX SS1250 full
1000BASE-X fu", auto
half

R— b EmEET - FICRELET,

full
A— M2 HEEE— FMZRELET,

auto
duplex #4— rxr 2z — g VCIREL £,
1. RRT A —ZHBEREOYIHE
A TEERA,
2. {ﬁ@;&fﬁéul
%81 FRERMRER/ T A—F] ZBML T LI,

auto £ 720 F97,

HEHAPOR= MIRE LSS, WoltAR—MRF T L, —FRH
EELET,
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duplex

EMEAEER, T ICERICKBENET,

speed F 7213 duplex @ &6 H2v—J512 auto F721d auto 2 EF e/ 3T A —X 2R E LA, 4— bx
TvT—a VETVET,

1000BASE-X OiE, A—hxIvm—a UEHEH LRV ZDITIE, speed (21000 R ETH & &
H1Z, duplex % full \IZ 32 %ENH Y £9°, speed I auto 7213 auto 1000 2% ET 5 &, A — Fx
T r— 3 OSSR duplex 1 full (2720 £5,

3. media-type # LT L7236, AKa~vy FOREIET 740 MRIEICREY £3°, SS1250 SS1240
4. media-type auto Z5%E L7286, A2~ NIIERETEEHA, SS1250 SS1240

5. UTP A — b (RJ45) % [HEHE CTHEH T 2HEITIE MDI-X & 720 £77,

6. 100BASE-FX M4, duplex % full IR EL T 7Z &V, S81250

7. half /85 A —Z#&E1Z, 10BASE-T/100BASE-TX DA ENENE RV £7,

speed

media-type
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flowcontro

flowcontrol

Jo—ay ha—LERELET,

THRORIE « BHE
flowcontrol send {desired | on | off}
flowcontrol receive {desired | on | off}

DI BR
no flowcontrol send
no flowcontrol receive

(config-if)

send {desired | on | off}
Zu—ay hr—LDR—=ANNTy FOREIEEZRELET, HEEHEFO7r—ar he—10,
W—=ANRTy NOZEIMELRELZGDETIEIN,
desired
BEE— RRERHIR—A Ny hEREFELET, A— Iz —T 3 VERERNL,
EDRVWMVIZE S THR=ANRT y FOREEAEEELRE L ET,

¥
i

&
W

on
W=7y NeEE LET,
off
A=Ay NEEEFELERA,
1. AT A —ZEWREO ) HIE
A TCEEREA,
2. B O AE i B
send desired, send on, send off

receive {desired | on | off}
7ur—ary hr—LOR—ANNTy NOZEEEERELET, BHEFOT7r—a br—10,
R—=ANRry NOEEIMELRELZGDOE T ZI N,
desired
Ry NeZELET, A— by —v g VRERIE, BEE L 0LV IR IZE -
TAR—=RANry NOZEFEEARELET,
on
W Ry M ERIELET,
off
R=ZNry FEZEFELER A,
1. AT A — 2 BUIREOH)HE
HIETEERE A,
2. fEOHEF
receive desired, receive on, receive off
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flowcontrol

EIRAFERIC &> TR £9,

+ 10BASE-T/100BASE-TX/1000BASE-T D4
ZAZEEIX off, E(EENEIX desired

* 1000BASE-X D&
ZAEEEIL off, X(EENEIL desired

« 100BASE-FX O34 SS1250
ZAZEEIT off, RHEBEIL on

EHPOR= MIRE LSS, WoltAR—MRF UL, —IIICEEMEFLELES, £20HE TH
EELET,

%, I CICHEMAICKBENE T,

o
R
=
R
=

1. EEM - ZEROVT LT flowecontrol on Z5%E L7=%E1E, E%EW T & b flowcontrol on & 729

7,
2. desired REESNT-HE, T— hRrIALx— g URERL, I3 x— g UERICIVEEL £,

F— R IT—3 3 L USNOEERIL, flowcontrol on EE & 720 £,
3. 100BASE-FX 04, A— hxIvz—ra VKPR —bDD, £— XTI v=—T a3 VFO7
n—ay he—VBEEH D FHA, SS1250

L
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interface fastethernet SS1250 SS1240

interface fastethernet SS1250 SS1240

10BASE-T/100BASE-TX IZBHT2HEAHE LT T, KRa~vr FEANT S &, config-if =— NIZBAT
L, ®RA— MIBETLERPHETEET,

HHMORE « 2258
interface fastethernet <IF#>

(config)

<IF#>
AL ET 2= AR — FNEFEHRELET,
1. RRT A —ZHMEREOYIHE
A TCEEREA,
2. fEOF EHiHH
INFGA—ZTHEETE D) 2SR TIEEN,

L

L

2L

1. R— h DL, 'fastethernet'+ f L # 7 = —AR— "EF ' L0 £,
Bl 0/L DAR— kDL PRI fastethernet 0/1 & 720 £,
2. Ka=r RIZHIBRTE /A,

L
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interface gigabitethernet

interface gigabitethernet

10BASE-T/100BASE-TX/1000BASE-T, 100BASE-FX, 1000BASE-X (ZPH4 3IHA #%EL £ 4, A=
<~ REAIT D E, config-if E— RIZBATL, XIRA— MBETHERNBRETEET,

fHMOBRE - £H
interface gigabitethernet <IF#>

(config)

<IF#>
AUHE T2 —AR—  NEFERELET,
1. RRT A —ZHMEREOPIHE
B TEFERA,
2. EOBEHIPH
INFA—ZIZHETE L) 2SR LTIEEN,

L

L

2L

1. R—+DOL&#IL, 'gigabitethernet'+ f > ¥ 7 = — AR — hEEF ' L/ £,
B 0/25 DR — kDL FRT gigabitethernet 0/25 72 1) £97,
2. Ravr NIHIBRTEEEA,

L
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link debounce

link debounce

Vo BEZBHE L THB I 7 X T TOY 7 A iR ARELET, AREMEE KX
KTBL, BRI XU ERB LR 25720, VI BNREELRDZ EEHIFET,

THMORE « BH
link debounce [time <Milli seconds>]

DI BR
no link debounce

(config-if)

time <Milli seconds>
TRy ALl I VBN TRELET,
1. AT A — X B P HIE
3000 2 VR
2. fEORKERRH
0 ~ 10000 DfET 100 OfE4k (2 V)

2000 X URbCEMEL 9,

L

BOEEARRE, T ICEMICKmSNET,

1. Vo720 R EZRE LR TH Y VI BARRE LR LRWEEIE, Vo7 ¥ U MR 25k
ELRNTLEEN,

2. 10BASE-T/100BASE-TX/1000BASE-T IZEMEKFOfE (2000 I UEY) R TH L, U7 BRELE
WD ENHY ET,

L
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linkscan-mode SS1250

linkscan-mode SS1250

SS1240

§S1240

AIEED D v 7 R ER T 28ET— FeRELET,

TH RO E
linkscan-mode <Mode>

&R DHI B

no linkscan-mode <Mode>

(config)

<Mode>

Vs REEERT 2EET— FeBEL £,

1. ART A — BN O 1 E
B TE = A,
2. DR EHH

1 (h—FR7=7TY 7 REBEAERLES)

VI RN =TTY I RERFER L E T,

U7 R 28EE— FOLHICLD,

REMAER, T ICEMCKBSIET,

L

—WFNEEWT L R D EE R H D T,
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mdix auto

mdix auto

4 2R — k> MDI #HEZRE LE9, nomdix auto Z$5ET 5 &, HE) MDIX #EREIZEIZ 2D,
MDI-X [Z[EE S E T,

T DR E
no mdix auto

(GE2LE]ZS

mdix auto

(config-if)

L

F— bR —3 g VIS, MDI & MDI-X Z BB CEI D 22 £,

EHPOR= MIRE LSS, WoltAR—IRF UL, —RIICEEMFLLES, Z20HE TH

o
R
=
R
=

%, I ICHEMAICKBE N E T,

1. Kavry gt —bhxravo—ya URICESE D £9,

2. A=z~ Fix 100BASE-FX/1000BASE-X Ti3E%h <4,

3. media-type 23 sfp DA, Ko~ FiI#EHE/e0 £7, SS1250 SS1240

4. media-type A H L7235E, Ao~ ROREIET 740 MREBIZREY £9, SS1250  SS1240

5. media-type auto Z5%E L7254, Aa~r FIERETEEHA, T 74V METIHEAL ZE,
SS1250 SS1240

media-type
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media-type SS1250 SS1240

media-type SS1250 SS1240

10BASE-T/100BASE-TX/1000BASE-T(RJ45) & 100BASE-FX/1000BASE-X(SFP) & 1 v % % FIHE/e AR —
T, TR —FE2@RLET,

MWROBIE - L5
media-type {rj45 | sfp | auto}

RS
no media-type

(config-if)

media-type {rj45 | sfp | auto}
10BASE-T/100BASE-TX/1000BASE-T(RJ45) & 100BASE-FX/1000BASE-X(SFP) % 4] v £ z TT4E
A= T, AT LR— MR LT,
rjas
RJ45 R— M & L £,
sfp
SFP R—F &AL ET,

auto
B EER T,

1. ART A= B R OYIHE
HIETEEE A

2. EOREHH
rj45, sfp, auto

auto (HEREIR) Za%E L E9, 1000BASE-X TV 277 v 7IIC, sfp & LTEMEL E7,

T OEFUCRE LIGa, WoltABRZ 7L, RES A — b CTHERNSHEE L ET,

R
Fi
=
i
=
“‘%‘

SICEMICKBRS L ET,

1. ¥y A F 7 x2—ALSMITBRETE LA,

2. media-type A E LIZA1E, Tt~y FORTIET 7 4V MREBIZEY £,
duplex, mdix auto, speed

3. media-type auto % E L7-HAIE, FTia~r NEIRETEEHA, T 74V METIHAL ZE
|
duplex, mdix auto, speed
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media-type SS1250 S$S1240

4. media-type auto ;% CHF, 1000BASE-SX2 @ SFP %4fi L C RJ45 #ff L T\ 5541,
1000BASE-X NV > 7 7 v 7 L2\ BEINIZEI Y b 8 A, fit > T L000BASE-SX2 D&
X, FROWTRNTIHEHLIZEE W,

e FHEAT 4 TRECTHEMNT S,
e T AR —T Nk UTP(RILE) 7 — 7 L& BRI S 0 EA L 575,

5. media-type auto & ERF L 18, 10BASE-T/100BASE-TX/1000BASE-T(RJ45) 28U > 27 7 v 7 LT\
% {RHET, 1000BASE-BX ¥ SFP ##fiA7 % &, 10BASE-T/100BASE-TX/1000BASE-T T— )
WU 7B UREALETOTIEEL SN,

1000BASE-BX10-D, 1000BASE-BX10-U, 1000BASE-BX40-D, 1000BASE-BX40-U
RJ45 I OJEH 2 EET 5854, 1000BASE-BX @ SFP O X T OWTNANTEM L T Z &0,
e HEAT 47 (RJA5) F%ET SFP #iEAT 5,
o BEEEJH ON Rl SFP AT 5,
6. 100BASE-FX ® SFP AT 536, TilORETIHALLIZE N,
* media-type sfp
e speed 100
e duplex full

¥72, 100BASE-FX Zffi/] L7-#%, 10BASE-T/100BASE-TX/1000BASE-T, %723 1000BASE-X %
AT 256, TROBETRELEZIT> T THEMAS SN,

D no speed
@ no duplex

® no media-type

duplex
mdix auto

speed
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mtu

mtu

A—=FDOMTUEZRELET, AREIZLST, V¥ R7 L —2BNMEHATEL L2, T —FikiE
DAN—T FaE ESHDZLETRYy NI BIORy N —J IZEH SN a0 F A% B X
5z ENTEET,

THMORE « BH
mtu <Length>

(GE2LEZS

no mtu

(config-if)

<Length>
F—RrDOMTU %4725 v hTiELET, MTUIZ, Ethernet V2 X7 L —ADF — & i 0k
Equo

X TZLr—nL (27407 v—2 384 FVol.l14.1.3 MAC B X OV LLC Rl =2
LT EEN,
1. AT A —ZHAREREO YT
BWTE LA,
2. EoOFERGE
1500 ~ 9216

ROYHETEEL £,

8-2 MTU

system mtu

BREDH system mtu & EfE

BEMR L 1500

L

s
A
m
R
=

%, TICERICKBENET,

1. YEFE— O MTU B O (ErRER 7 L—2AFE (FCS #:\ 7= Ethernet V2 IEX,7 L — A CTO%

K7 L—2EX) 1%, kOERDLBY TT,
EX L= 2747 v — a3 F A FVWoll14.1.3 MAC B X OVLLC BIEHIE) 22K
LTLEEW,
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mtu

8-3 MTU
mtu system mtu MTU(
)
10BASE-T (&/¥— BEfR L7\ MR L7220 Tagged 1518 1500
), 100BASE-TX (¥ Untagged 1514
—H)
LRLLS BED Y BIfR L 720 Tagged M1%1+18 M1 #1
Untagged M1 * 1+14
BOETR L BEDH Y Tagged M2%2+18 M2 %2

Untagged M2 * 2+14

BERL Tagged 1518 1500
Untagged 1514

7E¥ 1 interface ® mtu =~ N CRE LA
X 2 system mtu 2~ R CRE L7ZE
2. vlan [ZINE SN DA — bO MTU IZFR CEIZ LTS 7230V, MTU BRe 2548, ROBEL D F
7
o HHR—=FD MTURANR—FDOMTU L 0/hEL, BT 27 b— b BRHAR— P THEETE
DERRZ7 L—LRERHEATZEEIE, MR- N TREINET,

L
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power inline S2200 S2100 SS1240

power inline S2200 S2100 SS1240

R OBEEEZRELET, A= TEICENROBRBEELZRET D LT, BLERF—FTOES
AL RFETE £

fHMOBRE - £H
power inline {critical | high | low | never}

5o B

no power inline

(config-if)

critical
REER— M LTENMEGZEID Y TET, FRENMETILENH LR — MIREL TS
AN

high

BOMROBELREZ [m] TR LES, ARELERN—MT, EENARRRIC KR REINT
WHLR—FED bHET, EHHEFIESET,

low
BHBGOBEEE E) THHELET. ARELIR— M, SHEEN RIS T#) BEShT
WAHR— MLV b, BEAOMGEAELSET,

never
N— D PoE HEREZ N L E T, EAMARIICIT, e oEE21F1E L PoE #REAL )& L E
T BEISENZEEE THo THEHOMMITILEEA,

high TEI/EL £,

L

REMELE, TITEAICKBREIET,

POE #fe 2 A — F L CWDET AT HEFRETT,

FTEENGEEEOLAE, never Zi%E L CHIFRO PoE #HEZ Mahic LT Z &,

A= IRy MU URIETIE, BHEMBLEEA,

i =~ > R inactivate/activate % 317 L7354, BAMBITMGE S E T,

never 2% € L T\ AR — Mk L CGEM =2~ > | activate power inline #3417 L CHLE NG I SN
FH¥ A,

6. F—HENEED > =GR — hEBO/NSWKR— FEELELET,

g~ Db PR
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power inline S2200 S2100 SS1240

7. BESEHIENT, SRHC L, SRHL2 TNEN O TEBICEEL £3,  S2200

power inline priority-control disable
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power inline allocation S2200 S2100 SS1240

power inline allocation S2200 S2100 SS1240

R—=FZTLDEY Y TEN% Class X— 2 £ ITFEBTHELET,

WHRORE - L
power inline allocation {auto | limit <Threshold>}

o HI

no power inline allocation

(config-if)

auto
SWEBORL, )7 7 A0SHE CHB T, BYH— LOBIREH Y %4 T4 Class <—AT
RELET,

TG THENI TALERNNENZRORITRLET,

Class0 15.4W
Classl 4.0W
Class2 7.0W
Class3 15.4W
Class4 30.0W
limit
ZAEEOMIN, TH2 T AOSAETABTITL, BUH— N OBHRHN Y 4 T2 FHTREL E

ol

o

<Threshold> $S2200
A— FOUEE &, B L ORI T 1B E )1 &2 200mW BAZ,  E 721X 400mW B
THRELET, AT A=, limitfBERICENE 2D T,
1. RRT A —ZHHEREOYIHE
BHETEEH A,
2. B O AE i B
WORITRLET,

mwW mwW
0/1~0/4 4000 ~ 30000 200
30000 ~ 60000 400
0/5 ~ 0/24 4000 ~ 30000 200
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power inline allocation S2200 S2100 SS1240

98

<Threshold> $2100 SS1240
A— N OWAGENE, BIOELHECHER T 2HEESE 200mW BT TRELE T, A7
A—2X, limit {§EFICER L 220 £97,
1. AT A — 2B YIHIE
BUETEEH A,
2. fEOREFH
4000 ~ 30000(MW)

auto CEMEL 7,

L

REMAELE, TICERICKBEIIET,

C FEEID Y TREDT, XEBEREO~Y=2T7 V2 L THRD D 2, BEKOAEEIIBWTITo TS

Wy,

. XBIEEORKHEBENHE T ORB R EEREL TIEE W,
L ZRERENVEETOREHEBEN LY b/ S RME2 FEREST D &, A—"—n— 2R L T%E

LEAA~OBIGEEILT 2560360 £9, BIET 5 & X%, #EH =~ R activate power inline =
U REFATLTL I,

.OANOM®f~%:nmnﬁﬁvsmmmmow66mwmmo@M TRELT L LIHE, BLO
B EE T T 30000(MW) ZEEWEET R H - 7255, — h~DfaEN— HiZ1E Li?‘
$2200

power inline



power inline priority-control disable S2200 S2100 SS1240

power inline priority-control disable S2200 S2100
SS1240

WERREAN— M2 L ET,

TEMORE
power inline priority-control disable

THHOHIBR

no power inline priority-control disable

(config)

2L

R— FOBERERENANITRY £,

FEBELZHEE L TOOESHNT T T2ETOM, KEELRMTI2@EMELLET,

BREMEEELESGEE, av 747 b—va 2R FELEHE T, REEZFHEDR L TSI, Fid
5 &, REMEPEMMmISNET,

1. Ra<wy FASNEE, TROAvE—URERINETOT, REEZRMAFE LEEZFHEIHL TIEI0,
Please execute the reload command after save,
because this command becomes effective after reboot.

2. Kavwr ROREICLY, FHL, R 2, TNFNOMBEANCERERN— MEEL LY F7,
S2200

power inline
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power inline system-allocation S2200

power inline system-allocation S2200

Fit 1 CHHRATRE AR IR R ) A FEI TRE L £ T,

REEORKPAGFTREBNENDS, A~y FOBREME 2T WIMED R/ 2 DR KENR L LY £9,

THMORE « BH
power inline system-allocation limit <Threshold>

TH DI
no power inline system-allocation

(config)

limit
RE L CHARFIRE R I KB EE FHCRELE T
<Threshold>
R 1 CHHATTBE R e KE B % 400mW B TROE L £,
1. RoRT A —ZAMEREO Y HIE
B CTEERA,
2. EOREFH
16000 ~ 240000 (mW)

Rk 1 CHHAR TRE/R Ik RE ST EDY 61600 (MW) ITIRE SN E T,

AEBAFEE L COOESNTETT2ETOM, REEBARMTI2@EMELLET,

REMELEELIELEIE, a7 407 b—vavafffFLcd e T, ALEZBEHL TIZI, Hil
5L, REMPEMBRIILET,

1. Ravr RANEE, TROAvE—VURERINETOT, REEZRTFLAEEZHER L TES
AN
Please execute the reload command after save,
because this command becomes effective after reboot.

power inline
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shutdown

shutdown

R—bharvy MU RBICLET, POEKEMNES R -2y y MU 5 LENZFIELES,

THHRDORE
shutdown

o HI

no shutdown

(config-if)

L

L

2L

REMELE, T ITEAICKBRIIET,

=

SNMP =3 — % » 5, SNMP @ SetRequest 4 <L — 3 > % L T ifAdminStatus @ Set % %

FLIEEE, FOBREEFARa~Y ROBEICKMINET,

2. AV a—1 7T L BB EIIEEEOEET X schedule-power-control shutdown interface =< > K
DERFENENEEL £7

3. AT a— VIR, R—hEFEIZT v v ME T URBEIZ LIZWEATE, schedule-power-control

shutdown interface =~ > N ARa~> NOW G AR ET HLENDH Y F9°,

L
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speed

speed

fEMoOBE « BH

speed { 10 | 100 | 1000 | auto | auto {10 | 100 | 1000 | 10 100 | 10 100 1000} }

H OBk

no speed

(config-if)

RELTLIZEN,

{10 | 100 ] 1000 | auto | auto {10 | 100 | 1000 | 10 100 | 10 100 1000} }
E%ﬁﬁfﬁ%%&ﬁbi?‘

[RIMRAE D] & BRE FTRE /R /N T A — X O AEDEERORITRLET,
auto TIXV I T v LERA,

100BASE-FX O#41%, 100 %

8-4
10BASE-T/ 10
100BASE-TX/ 100
auto
auto 10
auto 100
auto 10 100
10BASE-T/ 10
100BASE-TX/ 100
1000BASE-T auto
auto 10
auto 100
auto 1000
auto 10 100
auto 10 100 1000
100BASE-FX SS1250 100
1000BASE-X 1000
auto
auto 1000
10
[ElfEE & 10Mbit/s 123 E L £,
100
[Elf3 & 100Mbit/s 123 E L £,
1000
B3 % 1000Mbit/s 1Z5%E L £,
auto
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auto {10 | 100 ] 1000 | 10 100 | 10 100 1000}
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speed

BRESNT-EFGRE CTA— hRr I m— a3 VEITWET, KREIZL-> T, B LAaWERE
BEZ72 Y, [ERRFIRAEN ERNA Z e E A&, RESNZEREE CRrIYT=—1 3T
ERMOTEBEITV BT v T LER A,

1. BT A —ZBWEREO YA
B TEEH A,

2. fEDF fE%Bl
[ 8-4 FEARER/NT A—H] BB LTIEE,

auto 720 7,

EHAPOR—= MIRELTESHE, Wolt AR—IRF YL, —HCEEMELELES, Z0bHETH
EELET,

REMELE, TICEAICKBEIET,

=

speed ¥ 7213 duplex @ &6 50— J512 auto F72ld auto 2 F e/ 3T A —FX &2 E LichG, 4— bx
dvz—a VETVET,

10BASE-T/100BASE-TX/1000BASE-T TA— hx Iy = —v g U &2 L7254, speed % 10 £
72131001295 & & 612, duplex % full £72iX half ICT 2 ERH D £,

1000BASE-X TA— b v —a & LG, speed % 1000 1295 & & 12, duplex

Zfull i 2 0ERHY £7,

4. media-type 2 W L7854, Ko~y ROREET 74/ MREEICEY £4, SS1250  SS1240

media-type auto 2 E L2 HE, Ra~vy NERETEEYA, 774/ METITHEHS 230,
SS1250 SS1240

6. UTP A"— I (RJI45) Z[EERE CTHHT 25 AIZIT MDI-X L7220 7,
7. 100BASE-FX |34 — hxdv = — 3 VRYTKR— FD7=8, speed % 100 |[Z3%E L TL Z SV, auto

TRV I 7y LERA, SS1250

duplex

media-type
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system mtu

system mtu

ER—PFOMTUEZHELET, AREICL-T, Pry o RT7L—aBEATEL LR, T—Xig
EDOAN—Ty haB EESERZE TRy N7 By MU —7 ([ZE S s of Atz
IFEDHZENTEET,

fEmoBE « L%
system mtu <Length>

WO HIbR
no system mtu

(config)

<Length>
ER—FDOMTU 247277 v hT#ELET, MTU I Ethernet V2 EX 7 L — A0 7 — 2 0 &%
KETT,

X 7= L T2 7407 —2 a5 4 FVoll14.1.3 MAC 5 L ONLLC gl 22
LT &N,
1. Ko8T 2 —Z B O W
B TE LA,
2. DR E P
1500 ~ 9216 (F 77 v 1)

LR— kD MTU 23 1500 & 72 0 £,

e
R
@
R
=

%, I ICHEAICKBENE T,

1. F—F MTU BXOEZEEZR 7 L—LE (FCS 2R\ /= Ethernet V2 JEX 7 L — LA TORK T

L—AEX) 13, koD LB T,
Ex 7Ur—uaENL (ary 747 b—v a3 HA FVoll14.1.3 MAC 5 KOV LLC RlEHIE) 25
LTLIEEN,
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system mtu

8-5 MTU
mtu system mtu MTU
10BASE-T (&/¥_H), BAfR L 720 AR L Tagged 1518 1500
100BASE-TX (f-—H) Untagged 1514
J:%U% g&ﬁiﬂ&) U ﬁg{??*\ Lffl/\ Tagged M1 >:<1+18 Ml%l

Untagged M1 * 1+14

RESR L RIEDH Y Tagged M2*2+18 M2 %2
Untagged M2 * 2+14

BRERL Tagged 1518 1500
Untagged 1514

E¥ 1 interface ® mtu =~ > K CRE L7-ME
¥ 2 system mtu 2~ R CRE L7ZfE

L
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channel-group lacp system-priority

channel-group max-active-port

channel-group mode

channel-group periodic-timer

description

interface port-channel

lacp port-priority

lacp system-priority

shutdown

107



channel-group lacp system-priority

channel-group lacp system-priority

108

Vo7 7Y A= arDYFF v RN T N—TD LACP ¥ AT MELE®HELET,

W ORI - B
channel-group lacp system-priority <Priority>

LRl S
no channel-group lacp system-priority

(config-if)

<Priority>
LACP v A7 LMESREEZZE L ET, HIVNSWVIZEBEEENE 20 £7,
1. AT A — X B P HIE
AR TEERE A,
2. fEORERPH
1~ 65535

lacp system-priority =~ FORTIZHENE T,

HEHROF ¥ RV T N—TFITRE LTSS, WoltAF Y XAV TN—FNE 7L, HBE#HLET,

%, TICERICBENET,

R
Fi
=
i
=

1. Ka<w RIZLACPIZL BV v o7 7 ) F—a v OB ITAER T,
2. LACP v AT MBI BT LIha, UikT ¥ RN T NA—FICBEHF I TV H 2R — 23 Block Ik
e GEEW 127 9,

interface port-channel



channel-group max-active-port

channel-group max-active-port

Vo o7 7= a DS ETF v f T N—FNTERICHERT AR — hOBRREZERELET,

W ORI -
channel-group max-active-port <Number> [no-link-down]

LRl
no channel-group max-active-port

(config-if)

<Number>
Vo7 75— arOF xRNV A—TATEBEHENT LR — FORKEERELET, Fv
INVTN—TNOR— PR~ ROREREBZ TWHE5E, EEROR—MEEHLTEDIZ
POR— MIUIAZ ) 7 EREAEH L E T,
1. AKRT A —ZEBWEREO HIHE
BIETEEE A,
2. DR E L
1~8

no-link-down
AR UNRA YT RIEY 7y o THERT %A, no-link-down Z3%7E LET, 8% E LeWGA,
ABUNRAN o ZIFV 7 BT LET, ZAZ LY 7 ORBIRFEZIRO LB Y T,
* lacp port-priority 21~ RiZ L 2 BEE DKW F—
o BRENFEIUHEEIFIA L EZ 72— AR—FEEDORZVER—

1. BT A—ZHIEREOYIHE
ABNA VTR 7 X LET,
2. fEDORE I
no-link-down

BRAREIT 8T £,

AZNA Y I BSRE TR — FAEE S, —AICBE L R258086 0 £,

%, TICERICBENET,

R
Fi
=
i
=

1. Ra~vy REFAZT 4y 7RV T 7= a ryCHEALTIIES N,
2. max-active-port & ET 544 1%, max-active-port, lacp port-priority DR E Z i de DIEE L &b

HTLEEN,
3. RAZ ALV =KDV I BT IV I B BETT L E XL, AT A—FEHIERLZ
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channel-group max-active-port

HEIZ, BERANRNTA—ZERELTLLTEIN, VI X7 F— RTHR— MEELETL5HE,
no-link-down DR ENSLIE T,

interface port-channel
channel-group lacp system-priority
lacp system-priority

lacp port-priority
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channel-group mode

channel-group mode

Voo 7705 —varDF xRNV ITN—T2ER LET,

=53 EA=—d
{7 R DX E
channel-group <Channel group#> mode { on | { active | passive }}

THHMOIEE
channel-group <Channel group#> mode { active | passive }

RO HIER

no channel-group

(config-if)

<Channel group#>
Vo277V = a r DF ¥ RNV N—TESERELET,
1. AT A —ZEMEHREO W E
HIETEEE Ao
2. EOREFH
[RIA—ZIHRETE HE] 2ZRML TSN,

mode { on | { active | passive }}
Voo 77V = arDE—RERELET,
on
ABT 4PV T TV = a VEITOET,
active
LACPICL D V7T 7 ) 7= a & Ty, HFEEICER L < HIZ LACPDU 2345 LE7,
passive
LACPIC XD Vv o7 7 ) F—va r&afiy, FMFEEND LACPDU % 51(5 L7cG& 721
LACPDU iXE & BAtA L £7°,
1. AKRT A —ZEWEREO Y HE
HAIETEEEA,
2. EORREFB
on, active, F7z(% passive

L

EHPOR— MIRE LSS, WolzABERE 2D 9,

e
R
=
R
=

%, T ICHEMAICRBENE T,
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channel-group mode

112

L ARET 4 IRV TN —=2a b LACPIZE DY T Y A= a o ~DEE, 2%

LACPIZL BV VI TV V=2 a Db AR T 4w IV 077N F—ya v ~ERET 558,
Wolc ARa< FEHIBRLTHD, FE mode #A8H L CEE L TL XN,

. channel-group mode # &% E9 5% &, fRETF v 1NV IN—T7FFIZ L B port-channel OF%E % B &4k

LE9, 9 CIZ port-channel DR ENFIET D5 A ILME LEF A,

. K= RORERIZ, T TIHET ¥ RNV 7 N—FFKEIZ L % port-channel DR ENFEET HHE

%, BHA L E T2 —REBET YRV I N—TEZOR— b F ¥ XA U F 72— A THi@Ra

T4 —Yaravy FEREERICICT 50, FRIIYE%A V¥ 7 c— A 2%, Tdhar v 7
L—varavy REMLEEL THWRVWLERHY 9, FElic VW, Taryry7Lb—vay
A RVol115.24 R — FF ¥ RN A L F T2 —ADRE] ZHL TSI,

4. Ko<y FEHIRT 5856, HikA v ¥ 7 =— X2 shutdown 2= R F4T#%, HIBRL T Z &N,
. RKa<wr REHIBRLCY, port-channel 27 4 7' L—v g VidHIBRESNERAL (Fyr LT n—7

DT XTOR—FEEIBLTSH portchannel =7 4 7 L— a VigHIBRESNEEA), Fy s
N—TEHIRT 584, FEIT portchannel =7 4 7 L— a U EHIRT ALERSH D £,

interface fastethernet

interface gigabitethernet



channel-group periodic-timer

channel-group periodic-timer

LACPDU O %ERIRZRE L ET,

W DR -
channel-group periodic-timer { long | short }

T O HIBR
no channel-group periodic-timer

(config-if)

{long | short}
S A AT DS AL E I [T CiE(E 9% LACPDU O EERIRZRELET,
long : 30 #

short : 1 7
1. RRT A —ZEBEEEOHIHE
A TEEHA,

2. EOREFH
long % 7z short

FEMREIZ long (30%) 1Z720 £,

2L

s
A
m
R
=

%, TICERICBENET,

1. Ka~< L RIZLACPIZL A Y v o7 7 U A — a3 v OBRETEITERTY,

interface port-channel

channel-group mode
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description

description

MiRBHERE LET,

THRORIE « BHE
description <String>

RS
no description

(config-if)

<String>

Vo770 F—va b OEET ¥ XNV T N—T IR ERELET, A ¥ 72— RIS

AEELTHEALTLZEN,

1. RRT A —ZHMEREOYIHE
A TEERE A,

2. DR E P
64 SCFLANDOLFHITHE L T 1230, REARRRFITONTIE INFA—ZITHEETE D
] O HEEOXFH 22 LTI ZE0,

Null {2720 £97,

L

REMELE, TICERICKBEIIET,

L

L
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interface port-channel

interface port-channel

A= F ¥ RNA o Z 72— AT I2HEBZRELET, Aavr FEANT5 L, config-if £— KNI
BATL, FYRAITN—THFESE2BET DAL 74— aravwy FERETEET, R—bFrx
A v H T = — AL channel-group mode =2~ RZHET 5 & BEIMICER S E T,

THMORE « BH
interface port-channel <Channel group#>

RO HIBR

no interface port-channel <Channel group#>

(config)

<Channel group#>
FXRNITN—TESEHRELET,
1. KT A — 2B OYIHE
HIETE A,
2. EOBREH
[RIA—ZIHRETEHMHE] 2ZRLTIEEN,

L

L

REMAELE, TICERICKBIIET,

1. Ra<wr REHIERT A5E, MEZF v 27— 7 DR — M shutdown =2~ > R& 374, HIRL
TL7EEW,

interface fastethernet

interface gigabitethernet
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lacp port-priority

lacp port-priority

116

RN— MEEEZRELET,

THWMORE - BE
lacp port-priority <Priority>

fEW OB
no lacp port-priority

(config-if)

<Priority>
— MOBREARTE LET, HIANSWIEZEBEEREL 2D T,
channel-group mode =~ > FTon Z#&/E LIZHE
max-active-port 2~ RIZKBAHZ A U 7 OFPUFIH L E T,

channel-group mode =~ > KT active % /=i passive Z %€ L7=H4&
LACP 7' u k =)L Port Priority (2@ H L £,
1. ART A — X BRI HIE
A TEEREA,
2. DR EHiPH
0 ~ 65535

AR— MESEIX 12812720 £,

channel-group mode active ¥ 721X passive TEAHOR— MIRE LTHE, WoltABERERD £
9, channel-group mode on CEMAF O R — MIRE LGS, AF ALY U7 BEETHERF— 3L
BEf, —RICEERTE R EARH Y £T,

REMELE, T ITEAICKBREIET,

1. max-active-port Z#ET 5%A 1L, max-active-port DR E Z Hi e DR L S b T EEN,
2. priority &% L7-%4, %A — b2 Block IRiE GEEW) 12720 9,



interface fastethernet
interface gigabitethernet
channel-group mode

channel-group max-active-port

lacp port-priority

117



lacp system-priority

lacp system-priority

118

SEBIZHRN LACP S 27 AMBIELZRELET,

THROBRE - BH
lacp system-priority <Priority>

LRl
no lacp system-priority

(config)

<Priority>
LACP v A7 LMESREEZZE L ET, HIVNSWVIZEBEEENE 20 £7,
1. AT A — X B P HIE
AR TEERE A,
2. fEORERPH
1~ 65535

channel-group lacp system-priority =2~ RZFHEL TWAEAX, TOREIHEVET,
channel-group lacp system-priority ==~ > ROBRENRWEAE, 128 TEMEL£T,

EHPOF ¥ RV ITN—FITRE LTSS, WoltAF ¥ XTI N—FNE 7L, BEILET,

o
R
=
R
=

%, I SICHEAICKBENE T,

1. Aa< 2 RIXLACPICL DY v o 77U F—2 a v OEETETES T,
2. LACP v AT MEHREZER LGE, YT v RV ITN—TITBEIN TS 2R — F 23 Block R
e GaiEW) o722 £9,

L



shutdown

shutdown

Voo 77U 05—y arOYBE%T ¥ XN 7N—7 %512 Disable IRREE L, BEAFIELET,

TH RO E
shutdown

THH D HI
no shutdown

(config-if)

L

L

EHPOF ¥ XNV T NV—TICRE LTS, Ty NI NV—TRE T LET,

R
i
=k
R
=

%, TICEMICKBENET,

SNMP v 3% — v /5, SNMP @ SetRequest AL —3 = % L C ifAdminStatus ® Set % 1T

LA, TOREFAa~Y FOFREIIKMRENET,

interface port-channel
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MAC

mac-address-table aging-time

mac-address-table static
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mac-address-table aging-time

mac-address-table aging-time

122

MAC 7 FL AT —T7 Ny NVICET L=V T REERELE T,

THROBRE - BH
mac-address-table aging-time <Seconds>

LRl
no mac-address-table aging-time

(config)

<Seconds>
TV A HEMTRELET, O REFII=— 7R LERDET,
1. RoXT 2 — 2 HMEREO I
AT EHA,
2. DR E P
0, 10 ~ 1000000 (¥)

TV A 300 L LET

L

%, TICERICBENET,

s
A
i
R
2

1. AREET, ==V TR V=202 EEHRLET, -T, FEH Lz M ZHIRT S

F TR T =V U VD 2 fEOREHAEND Z &R H Y £,

2. TROWTNDLORENARN L X, Ra~y RTHRE L7 10 ~ 300 POfHO = — 2 7RI
00 ERY ET,

e IEEE802.1X AR— MH () F7/-i3R— FHAL (B189) H%HC, dotlx auto-logout H%h

e Web #FBFEFEE VLAN T— RE721 34 A+ 3 v 7 VLAN £— RG%)T, web-authentication
auto-logout A%)

e MAC i%GE[#E VLAN E— RE7/21E 4 1 F I » 7 VLAN E— FHZ)T, mac-authentication
auto-logout A%

L



mac-address-table static

mac-address-table static

AH2TF 47 MACT RLATF— T )VIERAHELE T,

I==3 e | R

EWMORE - BF
mac-address-table static <MAC> vlan <VLAN ID> interface {gigabitethernet <IF#> | port-channel
<Channel group#>} S2200 S2100
mac-address-table static <MAC> vlan <VLAN ID> interface {fastethernet <IF#> | gigabitethernet
<IF#> | port-channel <Channel group#>} SS1250 SS1240

15 R DI Bk
no mac-address-table static <MAC> vlan <VLAN ID>

(config)

<MAC>

AET 4y 7 N TERET D MACT RLAZRELET,

1. AKRT A — 2RO HIHE
BB TEET A,

2. O E i
0000.0000.0000 ~ feff.ffff.fFff
772 L, wAFFYANMACT LA (GEEENA RO FLE Y b3 107 RLR) IERETE
FHA,

vlan <VLAN ID>
BT 472 FYDVLAN O VLAN ID R ELET,
1. ANT A — HAWEIEO I E
B TEEHA,
2. EOREHH
[(RTA—ZIHETEDME] 2BRLTIEIN,

interface { gigabitethernet <IF#> | port-channel <Channel group#>} S$2200 S2100

interface { fastethernet <IF#> | gigabitethernet <IF#> | port-channel <Channel group#>} $S1250
S$S51240
ABT 472 YDA BT 2= AEBRELET, RETE DM ¥ 7 =— A%, HE
R—bEFV T 7V =23 T,
1. AT A —ZEMEREO YT E
HIETEEE Ao
2. DR E R
<IF#> : IR A—=HTHRETE S #ZRL TS0,
<Channel group#> : [T A —Z|ZIETE HH] 23R TIIZEL,

22T 4y P UITRESNEEA,
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mac-address-table static

124

L

BEEET,, T <ICERICKBENET,

1. 74/ F VLAN (VLANID=1) 2% LTCAFZT 4 v 7 x> MY BHRETIHEE, Mkl %
72— A% LCHRMNZ Tvlan 1] 2% EL T EEW,

2. interface ZRE L84, 5EMACT RLANR—HTETL—LEBRELI-A X T 2—RTH
LET, 77, HETLMACT RLABR—HKT AT L—LEBRELIA X T2 —APUNNEZE L
BEITERELET,

3. Ka~vw o RTHELEEA%EA v Z7 2—A L VLAN 3, LA ¥ 2 FEEHERED B B) VLAN 24 CHEifE
LTWaHE, MACT RLAZAZT 4 v 7 N TEETDHZ LITTEERA,

vlan



VLAN

interface vlan

I2protocol-tunnel eap

I2protocol-tunnel stp

mac-address

name

protocol

state

switchport access

switchport isolation

switchport mac

switchport mode

switchport protocol

switchport trunk

vlan

vlan-protocol
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interface vlan

interface vilan

126

VLAN A v % 72— AR ELET, VLANA U X T 2 —AZHRETHZET, VLAN~IP T KL A7
EEBRETEET,

HHMORE « 2258
interface vlan <VLAN ID>

T DI BR
no interface vlan <VLAN ID>

(config)

<VLAN ID>
VLAN ID %3 /E LE7,
1. ART A — X B O P HIE
BT EHA,
2. fEORKERRH
[RIA—ZIZIRETE D] 2L TLEE, 2720, HIBROEHE, 77 4+/V k VLAN
(VLAN ID=1) IIZETEEHA,

L

L

REMELE, TICERICKBEIIET,

1. <VLAN ID> [ZHR#ZED VLAN ID 23R ET 5 &, VLAN BAERINET, A IiD VLAN (TR —
r VLAN T9, v k2L VLAN F721X MAC VLAN (%, H 522U vlan 2~ KT VLAN % 4%
LTBILERHY £7,

2. BEVLAN A 5 7 = — 2T MEBET 25813, interface range =~ > KT <VLAN ID list> &
RETEXET,

3. interface vlan CAj% L7= VLAN (Zxf LT novlan 2% €% % &, VLAN IZHIBRE N E T, £7=, vlan
a2 FCAR L7Z VLAN (2% L T no interface vlan =~ > K& ET 5 &, VLAN BHIBRS L E
7T

vian



|2protocol-tunnel eap

12protocol-tunnel eap

EAPOL 7+ U—F ( » JHSREZ AN L E T, 3

M ORE
12protocol-tunnel eap

T O HIBR
no I2protocol-tunnel eap

(config)

L

EAPOL 7+ U—7 ¢ ¥ JH4REIZIEEN T,

L

REMELE, TICEAICKBEIET,

L

L

i

IR LT

R
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12protocol-tunnel stp

|2protocol-tunnel stp

128

BPDU 7 # U —F 4 » 7HREA BN L £, HEEICKHTLT

M ORE
12protocol-tunnel stp

Tl O HIR
no I2protocol-tunnel stp

(config)

L

BPDU 7 4 U —F 1 o ZHEREIZES T,

L

REMELE, T ICEAICKBRIIET,

L

L

En=—=3

AX e

LET,



mac-address

mac-address

MAC VLAN %54 272D MACT RLAZERELET,

THMORE « AR
mac-address <MAC>

THH D HI
no mac-address <MAC>

(config-vlan) (MAC VLAN7Z(T)

<MAC>
MAC VLAN IZRET D MAC 7 RLAZEELET, Ra~vr N VLAN 78 MAC VLAN O35
AIZTRECTCEET,
1. RRT A —Z RO FIHE
BIETEEH A,
2. EOBEHH
0000.0000.0000 ~ feff.ffff frff
FEHH 1A PO LY b (A FFr A My b) B1LThRNIE,

MAC 7 RL A &g E LEF A,

L

REMAELE, TICERICKBEIIET,

1. 1EDVLAN IZREL TS MAC 7 FL RAITRETE EH A, HIBRLTHLREL T EEN,
LA ¥ 2 FBAHERE CEIMICERE SN TS MAC 7 RL R EFRE LA, VA Y 2 BAHEEEOREIX
ML /20, Ka<wr RORENENAERE 2D £7,
3. "“““Tﬁ%iﬁ MAC 7 F L 2403, 2EEHAT 64 H T,

2L
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name

name

VLAN Z4#ra iR ELET,

THRORIE « BHE
name <String>

E o Bk

no name

(config-vlan)

<String>
VLAN O£ #H 2% E LE$, vlan 2~ R T<VLANID list> 23 E LTSGR ETE £ A,
1. AT A —ZEBUIREOH)HE
HIETEERE A,
2. fEDF% E &
2 LFPANDOLFHITHRE LT LIV, REABRLFICONTIE NTZA—FIHBETED
fE1 © MEEOXFH] 2L LTI IZau,

PIEME L TVLANXxxx) T3, 72721, Ixxxx] IZVLAN ID #%E3 4 7 7-0OHFT, KHED 0 2G5 AT
HDOTT,

L

REMELE, TICERICKBEIIET,

1. Ka< NTEET H VLAN 4 %%, RADIUS BFEOREEE VLAN & L THEMT 5 & X TFRLICHE
BLTLLEEN,
* VLAN 423, #BEO VLAN TEHHE LWL ICHEEL T EIW, VLANAHAEHE L TN D
L, BHELTVS I HTHREH/INEWV VLAN ID 78 RADIUS FRFEDFRIE%E VLAN & LTEIV Y TH

F7,
* VLAN &FrO I T #HBE LT 123V, FEEOHT % VLANID & LRk L, FRREICR
W 285608H0 £4,

L
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protocol

protocol

7' k2L VLAN TVLAN #5357 ha vz ELET,

W DR -
protocol <Protocol name>

E O Bk

no protocol <Protocol name>

(config-vlan)

<Protocol name>
7'm FA/LVLAN 7'\ b a VAR ERELET, Az~ FIESEi% VLAN 2272 | 2L VLAN O
BARTIRETEET, —DO VLANIZHEEO T v ha v 4HE@EHAd 285681, Aa~vr Ke7n
b a VRO RRE L E 9,
1. AT A —Z BRI O HIHIE
BIETEEE Ao
2. DR E L
vlan-protocol =~ > R TRE L7712 b a4

7 ha VPR ESNET A,

L

REMALE, TICERICKBEIIET,

1. 7o b3 /LVLANIZIPVA 7 RLRAEZIZIPVE 7 FL ZAZREL THATHE, #%4T5 70 b
NERa< RTRETLHILERDHY £,

vlan-protocol
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state

state

VLAN OREZFHELET,

W ORI - B
state {suspend | active}

E o Bk
no state

(config-vlan)

{suspend | active}

suspend
VLAN OIRREZ disable iZL, &7 L—ADEZEEELELET,
active
VLAN DJRFEZ enable (2L, &7 L—ADEZIEEBLET,
1. RRT A —ZHIEREOYIHE
AR TEERE A,
2. fEOFEHPH
suspend %7213 active

VLAN DIRAEIT enable T,

L

R
Fi
=
B
=

%, TICERICKBENET,

SNMP =3 — ¥ 775, SNMP @ SetRequest =L —3 3 > %4 L T ifAdminStatus ¢ Set % 317
LIZ5E, TORERFIAa~ Y FOBREICKMmEINET,

L
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switchport access

switchport access

T EAR—FOERERELET,

THRORE - BH
switchport access vlan <VLAN ID>

fE O HI

no switchport access vlian

(config-if)

vlan <VLAN ID>
777 AR — MO VLAN 3 ELE T, EFBEZ VLAN iFA— k VLAN £721X MAC VLAN T
9, 70 b3V VLAN IZRETE 8 A,
1. AT A — 2 B O HIHIE
BIETEEH A,
2. EOBEHIPH
INFA—ZIZHETE L) 2SR LTIEZEN,

7 74/ VLAN (VLAN ID=1) ®7 7B AKR— M2 7,

L

o
R
=
R
=

%, T CICHEMAICKBENE T,

1. Untagged 7 L' — A FE 721374 — bk VLAN @ Tagged 7 L — A% %5 L7cH4, A— F VLAN TRLEEL,
A— b VLAN LISk Tagged 7 L— A5 22 LTSI ERE L E T,

switchport mode

vlan
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switchport isolation

switchport isolation

AN — b AR RE 2 BOE L £ 7

MO E
switchport isolation interface fastethernet <IF# list> SS1250 SS1240
switchport isolation interface gigabitethernet <IF# list>

THHODOLEHE
switchport isolation interface { gigabitethernet <IF# list> | add gigabitethernet <IF# list> | remove
gigabitethernet <IF# list>} S2200 S2100
switchport isolation interface { fastethernet <IF# list> | gigabitethernet <IF# list> | add {
fastethernet <IF# list> | gigabitethernet <IF# list>} | remove { fastethernet <IF# list> |

gigabitethernet <IF# list>}} SS1250 SS1240

THEHROHIBR
no switchport isolation

(config-if)

interface { gigabitethernet <IF# list>} S2200 S2100

interface { fastethernet <IF# list> | gigabitethernet <IF# list>} SS1250 SS1240
kAT AR — N (DU AN ERELET, ARXTA—FTRELILAR— DY HAR—
F~OFfk e ik L x9S,
1. KT A — 2 KNG OYIHHE
HIETEEE A,
2. EDREHRP
<IF# list> O EHIE, HOBRERMBIZOWTIE, NI A—XIHEETEXHME) 2R LT
S,

interface add { gigabitethernet <IF# list>} $2200 S2100

interface add { fastethernet <IF# list> | gigabitethernet <IF# list>} SS1250 SS1240
kAR SR — F &Y 2 MOBEMLET,
1. RRT A —ZHMEREOYIHE
BIETEETA,
2. [EOBE
<IF# list> OIFETIE, HORERIICONTE, [T A—FITRETE L) 2B LT
YA
interface remove { gigabitethernet <IF# list>} $2200 $S2100
interface remove { fastethernet <IF# list> | gigabitethernet <IF# list>} S$S1250 SS1240
Wik AR o R — b &2 Y X R BHEHIBRLET,
1. AT A —ZEBUEIREOH)HIE

B TE A,
2. EOREFH
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switchport isolation

<IF# list> D5 ESH1E, HOBEHAIZHOWTIE, INTA—ZITIRETE 5H) 2R L TLE
S,

AN — bk A T LA,

L

I
R
=
R
=

%, TICERIC K ENET,

1. R— NEHEIIEREI, switchport isolation =~ Ko interface TRE L7 — M B AHAL, K
A RERELIZA— I OIEns 7 L — A EELET, WA THEEZMET 28551%, K
Ay REBFOR— MIFEELTLIEI,

L
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switchport mac

switchport mac

MAC R— FDOIEREFELET,

M ORE
switchport mac vlan <VLAN ID list>
switchport mac native vlan <VLAN ID>
switchport mac dotlq vlan <VLAN ID list>

THHMOLE T
switchport mac {vlan <VLAN ID list> | vlan add <VLAN ID list> ] vlan remove <VLAN ID list> |
native vlan <VLAN ID>}
switchport mac dotlq vlan{<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

THHOHIBR
no switchport mac vlan
no switchport mac native vlan

no switchport mac dotlq vian

(config-if)

vlan <VLAN ID list>

ZOFR— N THZZ2 MAC VLAN Z3%E LET, ZEREIIAZL MAC VLAN U R b &FRE L2 Y

A NCEEHRZET,

1. RRT A —ZHMEREOPIHE
B TEFEREA,

2. fEOKEFH
<VLAN ID list> D& Sk, EOBRERMIAICONTIE 35 A= |TIETEX AE] 23R LT
{IEEWY,

native vlan <VLAN ID>
EEITEMAC 7 RLARKBERD 7 L— L% 5T 5 VLAN R E L ET, &EL VLAN TY
L—LhZFETDHI LB TEET, REFMHEZR VLAN [T —  VLAN T,
1. AT A — X EWREOYIHIE
B CEFEREA,
2. fEOHERE
(NI A—ZIZIBETE L) 2L T ZE 0,

dotlq vlan <VLAN ID list>
KRG A—HTHELIEZVLAN Y ZA D7 L—Ah% Tagged 7 L— A TEELET, £12, &85
A —% TFFE L7- VLAN T Tagged 7 L — 2% Ik aTRE T3, & L7= VLAN LISk @ VLAN T
Tagged 7 L — 2 &S 5 LT GAITEELET,
FEFHEZR VLAN (43— b VLAN 721X MAC VLAN T, switchport mac vlan =< > K TREL
7= VLAN I ETE £/ A,
1. ART A —H B PIHIE
B TEEREA,
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switchport mac

2. DR E R
<VLAN ID list> ®$5EF1E, HOREFHBEICHOWTIE [RT A —F|ZIHETX AH] 2B T
<TEEW,

vlan add <VLAN ID list>
ZOR— M THZZ: MAC VLAN % VLAN U X MZEBML E7,
1. ART A —ZBREREOYIHIE
B TE EH A,
2. (B E FiPH
<VLAN ID list> DI EFHE, HOBREHFEIZHONWTIE [T XA —FITIBETE A 2B LT
<IE&EWD,

vlan remove <VLAN ID list>
ZOR— M THZ 2 MAC VLAN % VLAN U A M B HIBR L 97,
1. ART A —ZBREREO Y,
BIETEZHA,
2. O E R
<VLAN ID list> DIEFIE, EORERMBICHONTIE (N5 2A—F|TIBETX ] 2B LT
<TE&EW,

dotlqg vlan add <VLAN ID list>
ZOR— T Tagged 7 L— AR HFHEATREZ VLAN % VLAN U 2 MBI L £, #EARER
VLAN {4 — k VLAN 721X MAC VLAN T, switchport mac vlan =~ > KT E L7z VLAN 1%
BETEERE A,
1. AKRT A —ZBUEREO YA
EHIETEEE A,
2. O EFHE
<VLAN ID list> Of57E ik, EOBRERIAICONTIT [T A—ZITIRETEAMH) 23R LT
<TZEW,

dotlqg vlian remove <VLAN ID list>
ZDOR— T Tagged 7 L — LA HHEATHEZ: VLAN % VLAN U X 2> HHEIE L £,
1. AKRT A —ZBUERF O YA
BIETEFEE A,
2. EOREHP
<VLAN ID list> O¥8E 15, EOBREHMICONTIE [R5 A= TIBETE 5E] 23T
<IN,

72 L, switchport mode mac T MAC &R — MIREL, Ka~vr RERELRWGE, 774/~ VLAN
TIRTEELE T,

R
Ri
=
»
=

%, TICERICKMmINE T,

137



switchport mac
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1. H%h72 MAC VLAN B— 2O LB EINTWRWGEE, 727 B AR— K ERBEOBEEL 220 7,

=L

2. switchport mac dotlq vlan &%, switchport mode mac #3E L7z & X2, R0 £,
3. WAERMHRAR— FTHD MAC R— M LA ¥ 2 BAERED HE) VLAN 2 TIZ LY, VLAN 2 HE)T

HEToHNEE, TiRa~vy FEEITLTHLRIRIMREINETA,
* 7% VLAN o switchport mac vlan <° switchport mac vlian add TORE
¢ 3% VLAN o no switchport mac <° switchport mac vlan remove T®H|JEx

switchport mode

vlan mac-based



switchport mode

switchport mode

LAY 24087 2= ADRME (K— o) Z@ELET,

WROBIE « BH
switchport mode {access | trunk | protocol-vlan | mac-vian }

LRl S
no switchport mode

(config-if)

{access | trunk | protocol-vlan | mac-vlan}
LAY 2427 c—ADREMN (KR— FOfE) 2% ELET,

access
WALV B T 2= AT JEAR— MIEELET, 727 EAK— kTl Untagged 7 L — A
EXRELET, 77EAR—FI1ODVLAN ZIFTHEATE £,

trunk
BHA L E T 2— A% T U R—MIFEELET, b7 7R — FTikUntagged 7 L — A
L, Tagged 7 L— A& EZELET,

protocol-vlan
VA F T x2—A %70 Fa)bR— MIRELEY, 71 b =2bR—FTiE, Untagged 7
L— L %mEZELET, 7L—20%ERKL, To7L—207 v haEiliciE-S0 T VLAN %
HRELET, Tagged 7 L —LITFEFEL £9,

mac-vian
WAV H T 2 — A% MAC KA— MIEELET, MAC R— b Tid Untagged 7 L — A % %%
BLET., 7V—2%ZERT, TO7 1L —ADKEFEITLMAC 7 R L AIZEESWT VLAN ZR7E L
F9, Tagged 7 L—AFEFE L £, 727 L, switchport mac dotlqvlan =< > R&#%E L T
WA AL, Tagged 7 L— &2k L7,
1. AKRT A —ZEWEREO Y HE
AIETEEE A,
2. EORREFB
access, trunk, protocol-vlan % 72{3 mac-vlan

access (77 AR—F) ITHELET,

o
R
=
R
=

%, T CICHEAICKBENE T,
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switchport mode

1 A H T =—A% b T 7 K— MIEE LZEE, switchport trunk ==~ > KT allowed vlan %
BELTLLES, 77 = MIEREL, allowed vian 235%E STV WA, Y%A v ¥
Tz ATIHTRTO7 L—AREESNET,

2. Y%A o HX T2 —RETE ha)bR— MIGRE LG, switchport protocol =~ RCT/'m k=
VLAN Z3EL T EEW, 77 F /L VLAN BREINTORWGE, B v F 7 = — 3T 7
EAR— R ERFEOEIEL 2D £,

3. YA VA T 2 — AL FROAYY RERE L TWDHIHE, Ka~vy RTOLEEIITEEHA,

e dotlx port-control
* mac-authentication port
* web-authentication port

2L
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switchport protocol

switchport protocol

7' bR — hOBERERELET,

THHRORE
switchport protocol vlan <VLAN ID list>
switchport protocol native vlan <VLAN ID>

THHDOLEE
switchport protocol {vlan <VLAN ID list> | vlan add <VLAN ID list> | vlan remove <VLAN ID list>
] native vlan <VLAN ID>}

THHR D HIBR
no switchport protocol vian
no switchport protocol native vlan

(config-if)

vlan <VLAN ID list>

ZOR—FNTHEBRT T FaLVLAN % ELE T, ERRIAL 7 2 2L VLAN U A h &%

EINY A MIEESHBIET,

1. AKRT A —ZHWEREOHIHE
B TEXET A,

2. B ERE
<VLAN ID list> D¥gEH1E, EOBREHMIAIC SN TIL (5 A —X |ZIETX HE] 23R LT
<TEEW,

native vlan <VLAN ID>
Foharparz 4 FS—va b —H LW T L— A EZETSHVLAN ZRELET, &REW
HEZ2 VLAN 2R — k VLAN T,
1. AT A —ZBREREO Y HIE
AR TEEE A,
2. fEOE I
INFGA=ZZHRETE L) 2SRLTIEZEN,

vlan add <VLAN ID list>
ZOR—FTHR T 1 h 3L VLAN & VLAN U 2 MZBEMLET,
1. AKoRT A —ZHWEREO HIHE
BB TEET A,
2. B ERE
<VLAN ID list> D¥gEH1E, EOBREHMIAICHOWTIL (N5 A —X |ZIETX 5E] 23R LT
<TEEW,

vlan remove <VLAN ID list>
ZOR— N THEYZR T 1 h 3L VLAN Z VLAN U 2 S BEIBR L ET,
1. AKRT A —ZBUEREO Y HE
B TEEE A,
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switchport protocol

2. fHORREHPH
<VLAN ID list> O EFHIE, HOBEGHICHOWTIE [T 2 —FX |TEETX5E] 28R LT
TEEW,

72 L, switchport mode protocol T7' v k2 /LR— MIGREL, Ao~y REEKTLHE, T 740 b
VLAN TEIfEL 9,

2L

REMELE, TICEAICKBREIET,

1. A%72 72 F a2/ VLAN BR—2O bR E SN TWARWEAE, 77 B RAR— b ERBEOEIEL 20 £17,
2. 70 hanR— MIEEO 7 a F 3L VLAN 2R ET 584, 72 F=/L VLAN O 7 1 k2L )3 d&
L7Z2WVWE IR EL T E &N,

switchport mode
vlan protocol-based

vlan-protocol

142



switchport trunk

switchport trunk

FT7o I R—FOERERELET,

THHRORE
switchport trunk allowed vlan <VLAN ID list>
switchport trunk native vlan <VLAN ID>

MO H
switchport trunk native vlan <VLAN ID>
switchport trunk allowed vlan {<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

THHR D HIBR
no switchport trunk allowed vilan
no switchport trunk native vlian

(config-if)

native vlan <VLAN ID>
XA 7 47 VLAN (Untagged 7 L — A& %595 VLAN) ZRELET, REAREZ VLAN (X
A— bk VLAN T9, ¥4 7 47 VLAN 2% T L2WEHA, 574/ VLAN %A T 1 7 VLAN
W20 ET,
1. AK/RT A — 2RO Gl
AR TEEE A,
2. EoOFERGE
[T A—ZZIETEDLMH) 23R LTLIIZEN,

allowed vlan <VLAN ID list>

N7 R—FTEZIET S VLAN R ELET,

PRIE STV VLAN O 7 L— A3 EEHE L 9,

Untagged 7 L — A% EZETH72021E, FA T 47 VLAN 2% ETHHLERHY 9, XA T«

7 VLAN % allowed vlan IZ5%E L7Z2W5A 1, Untagged 7 L — A% BEEEL £,

1. AT A—ZEWEEEOYIHIE
BIETEEE A,

2. fEOFE R
<VLAN ID list> Of57E 1k, EOBRERIAICONTIT [T A—ZITIEETEAME) 23R LT
<TZ&EV,

add <VLAN ID list>
HEFEHD VLAN U 2 MZVLAN BNl £,
1. BT A —ZBWEREO YA
B TEERA,
2. EOBREFP
<VLAN ID list> D#EFHIE, MOBRERMPICHONWTIE [T A—FITHEETE5H] 23R LT
<TE&EW,

remove <VLAN ID list>
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switchport trunk

144

FHEFEHD VLAN U A 5 VLAN ZHIBR L £,

1. AT A — X B ) HIE
AT EHA,

2. fEOR TR
<VLAN ID list> DfE L, EOFERPAICONTIE [T 2A—F|TIEETE 5H] #2M LT
TEEY,

72 L, switchport mode trunk ThZ > 7R — MIRELTNWT, Kavy REAKT L L@EETEEYE
/‘/o

L

REMELE, TICERICKBEIIET,

WAL H T2 — RN T 7 R— NERE LIZSA, 7 allowed vian 3% & LT 72E 0, allowed
vlan #RE LWV E, YA L H¥ T2 —ATT L—AEZERITOEE A,

%72, Untagged 7 L — A b EZET 2B AL, T35 A—FZWHFIZFE U VLAN ID 2R ELTL 2 &
AN

¢ allowed vlan
e native vlan

FELTORWES, M3 ¥ 7 =—AD Untagged 7 L — L ZFE# L £,

switchport mode

vian



vlan

vian

VLAN IZBHT2HEEZRELE T,

WROBIE « BH
vlan <VLAN ID>
vlan <VLAN ID list>
vlan <VLAN ID> protocol-based
vlan <VLAN ID list> protocol-based
vlan <VLAN ID> mac-based
vlan <VLAN ID list> mac-based

i DHIBR
no vlan <VLAN ID>
no vlan <VLAN ID list>

(config)

<VLAN ID>
VLAN ID #REL$7, Aa~vr K& AJi#, config-vlan £— RIZBEH L £,
1. RoNT A —HAREREO YT fE
B TEER A,
2. (B D EHPH
[(RTA—HIZHETE D) 2BBLTLEEN, 2210, HIBROEE, 5744 VLAN
(VLAN ID=1) IR ETE A,

<VLAN ID list>

HHDO VLAN ID % —fERE L E T, WO THRET D VLANID BEENTWDIEHE, %415

VLAN ZFHI/ER LET, Ra~r R& A%, config-vlan &— NIZBEI L £,

1. AKRT A —ZBWEREOHIHE
B TEXET A,

2. B ER
<VLAN ID list> DIgE 1L, £z, EOREHEAIZONTL NNT A= IIBETE HHE) &5
FRLTL &, 2720, HIBRoO%E, 574/ VLAN (VLAN ID=1) 3% ETE £ A,

protocol-based
v k2L VLAN OFAICEREL T,
1. ARZ A — 2 BMEREO Y HIE
A— K VLAN & 720 £7,
2. AT A—H RO EE R
- 7w h 3L VLAN 2% ET 535461%, protocol-based Z 5% ET 2 MR H VD 97,
« FTICA— F VLAN B3 L U'MAC VLAN & U CERR L7Z VLAN ICITRETE 8 A,

mac-based
MAC VLAN DA E L E T,
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vlian

1. RRT A —ZAWEREOHIE
A— N VLAN &7 £7,
2. AT A —H R OEEFHE
- MAC VLAN %R ET 584A1%, mac-based Z#&ETHMLENH Y £7,
«FTIZA—F VLAN BE 72 b =2/L VLAN & U CERE L7Z VLAN (TR ETE 8 A,

VLAN Z%E LEH A,

L

R
R
=
R
=

%, TCICERIC B ENET,

1. 774/ b VLAN (VLAN ID=1) IZ#ISIEELE T, E70, BETE H5H b@EHO VLAN & 3574
nEJ,

2. <VLAN ID list> TU A FREAT D &, —FEITHEED VLAN ICT SR ENRTEET, LarL, 3=
U RO—EITY A MREOER T (vAFavwr RE—FR) TEATEEREA, FEllcOWTE, ROE
B LTLEEN,

1 state {suspend | active} @)
2 name X
3 protocol @)
4 mac-address X
(L) O : EMATaE X« AT
3. F 74/ h VLAN OfFE (VLANID=1) [Zar 74 ZL—a> 77 AL FICHICHFEL, BIFRTE
WA, T 74/ 5 VLAN OFENREEL, X TOR— MR T7T 7 ®8AR—FELTHTRLET,
4. 774V b VLAN TRETE 587 A—2 DA, BELOT 74/ k VLAN EH OBIEIC DN TKRIC
RLET,
vlan 2= K
vlan 2 FTIE, ROXO L HITRY £,
VLAN
1 <VLAN ID> A (EEE) LEEEERICRESNET,
M) BEE, ZHEHIBRAT,
2 <VLAN ID list> A ([EEE) -
3 protocol-based X A—k VLAN
4 mac-based X A— kK VLAN

OLB) A BEEMECRETRE X BEART  — %Y L
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vlan

config-vlan €— Ka~< o R
config-vlan €— Ka <> KT, IROEXDX 2720 £,

VLAN
1 state {suspend | active} — O —
2 name <string> e —
3 protocol <Protocol name> X —
4 mac-address <MAC> X —

L) O : RE

o

X D REAR — G Laen

5. vlan =< K TVLAN %44 % &, interface vlan =< > K CTVLAN o > % 7 = — A TIERPHE
AIAEIC 72 9, vlan =~ > R CAERL L7z VLAN (2%F LT no interface vlan =2~ > R CHIkR T £
4, F7=, interface vlan =~ R TARL L7~ VLAN IZ%f L Cnovlan =~ RCTHIFRT2Z &6 TX
£,

6. novlan =~ FTH®H VLAN 1D VLAN Z & L7 %6, MAC A— MM HEPRER S L7z VLAN
HHIERL, ZUMRORGES MRS E T,

L
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vlan-protocol

vlan-protocol

7v ha)LVLAN o7 a Fa v fFreE7a ha) W is#E LET,

W ORI - B
vlan-protocol <Protocol name> [ethertype <HEX enum>] [llc <HEX enum>] [shap-ethertype <HEX
enum>]

THH DI
no vlan-protocol <Protocol name>

(config)

<Protocol name>
7'r b3/l VLAN OREIEHT 571 hatAHaRELET,
1. RRT A —ZHHEREOYIHE
A TEEREA,
2. DR E P
14 PPN OICFHITRGE L TLIEE 0, BRIEFHERLFICONTE NI A=FITRETE D
fif] ZBBLTL S,

ethertype <HEX enum>
EthernetV2 JE 7 L — A ® EtherType &% E L £7,
1. RRT A —ZHMEREOYIHE
el
2. fEORE P
415 7= 16 HEE

lic <HEX enum>
8023 X7 L—A®D LLCfE (DSAP, SSAP) ##EL 7,
1. AT A — X B I HIE
72l
2. D% E#H
41370 16 B

shap-ethertype <HEX enum>
802.3 7 L — A D EtherType fEZ R T L £,
1. AT A — 2 EURFOH)H1E
L
2. (EDFR E i
41F7-d 16 #HK

L
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vlan-protocol

L

BEEAFRE, FICERICKBENET, 727ZL, 71 k=L VLAN O protocol =< R TRESH
TR E R a/uiZ oW, protocol 2~ RTFu b a VAN RE Iz L o mEInET,

1. EtherType fii (4 (7727 16 #¥0) 1 05ff L F DA R E L7 %A 1%, 0000 TEMEL £7,

2. <HEX enum> | EtherType i (4 F7-® 16 #£50) % 18 F 72 13EER E CE 3, HEEZRES
L%alE, ar~< () TRE-TIEIN,

3. ethertype, llc, snap-ethertype |ZNEAREITASITE £32, #HMH =~ F show running-config T
%, ethertype, llc, snap-ethertype DJHIZE RS NE T,

. LATNICHR K 16 {5 EtherType 2% E TE £7°,

5 1fFIZAU7a b 2/ UMEEZBHGEEETE £ A, (B : vian-protocol xxx ethertype <HEX> llc<HEX>
ethertype<HEX>)

6. protocol 2~ RCHEELTWAH T 1 kI LAFRNIHIBRTE A,

protocol
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instance

name

revision

spanning-tree bpdufilter

spanning-tree bpduguard

spanning-tree cost

spanning-tree disable

spanning-tree guard

spanning-tree link-type

spanning-tree loopguard default

spanning-tree mode

spanning-tree mst configuration

spanning-tree mst cost

spanning-tree mst forward-time

spanning-tree mst hello-time

spanning-tree mst max-age

spanning-tree mst max-hops

spanning-tree mst port-priority

spanning-tree mst root priority

spanning-tree mst transmission-limit

spanning-tree pathcost method

spanning-tree port-priority

spanning-tree portfast

spanning-tree portfast bpduguard default
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spanning-tree portfast default

spanning-tree single

spanning-tree single cost

spanning-tree single forward-time

spanning-tree single hello-time

spanning-tree single max-age

spanning-tree single mode

spanning-tree single pathcost method

spanning-tree single port-priority

spanning-tree single priority

spanning-tree single transmission-limit

spanning-tree vlan

spanning-tree vlan cost

spanning-tree vlan forward-time

spanning-tree vlan hello-time

spanning-tree vlan max-age

spanning-tree vlan mode

spanning-tree vlan pathcost method

spanning-tree vlan port-priority

spanning-tree vlan priority

spanning-tree vlan transmission-limit




instance

instance

YIVFFNANR= TV Y —D MST A VA X AZHHET S VLAN 2R ELET,

THMORE « AR
instance <MSTI ID> vlans <VLAN ID list>

THH D HI
no instance <MSTI ID>

(config-mst)

<MSTI ID>
MST A > AZ A ID ZRELET,
1. RRT A —ZHIEREOYIHE
AR TEEE A,
2. fEOE I
0 ~ 4095

vlans <VLAN ID list>

MST A > AZ L RIZTET 5 VLAN 238 ELE T, — DD VLANID ZRETX BT, N7V

(), ar<= () ZHEHLTEHD VLAN ID O—#E#HESH TE £7,

1. AT A — 2 BRI O FHIE
A CTEERA,

2. B ERGE
<VLAN ID list> O EFHIE, E£iz, HOREFMFEIZOWVWTIEL IRFA=FITFHRETELH] 25
L TLIEEN,

3. AT A= RO EEFIH
« MST A > AZ A ID0 21, 1E0D MST A A X 2 AIZJE LTV VLAN T _COETE L
E3r
cHAUMST V=g UK T 570121, MSTA Y AZ LA ID EANRT A—ZTRETD
VLAN ID, BX Ut name /$T A —% DOffi & revision /XT7 A —Z Dfiz MST U —Y 3 VN T3
SEDHIVERHY 7,

F_RTOD VLAN 23 MST A > X% A IDOIZPTE LET,

spanning-tree mode =~ RTmst ZRE L CWAHEA, MR YOHHEICL->T, MRe OB
PETTHETHEERERD T,

R
Fi
=
i
=

%, TICERICKBENET,
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instance

1. MST A > AX A IDO IZBHT B 1E#HIL, show 2~ RTEHFERLET A,

spanning-tree mst configuration

154



name

name

TN FTFNZINRN= TV Y —D Y —V g a2t 270D EAERELET,

THMORE « AR
name <Name>

fE O HI

no name

(config-mst)

<Name>

U=V a a2 00XFHEHELET,

1. AK/XT A —ZBREREO R HIE
AR TEEE A,

2. fEOE I
32 LFELNDOILFFTHRE L T ZEW, REABERILFIZONTL T X=X |ZIBETED
fE] © MEEOXFH] 2L T ZI0,

3. AT A= RO EEFIH
FLT MST U—> 3 VBT D72DI11%, K/8T A—4F & revision /XT A —X OfF, BIO
MST A A% A ID & vlans /X7 A—#% TRET S VLANID # MST U —Y a VN T—H It
LZMERH Y ET,

name 3 Null TEIEL £,

spanning-tree mode =~ RTmst ZRE L TWHHE, MRrYOFEHEICL->T, MRrYOEK
BT TDHECTEERE Y FT,

REMAELE, TICERICKBIIET,

L

spanning-tree mst configuration
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revision

revision

~NTTNVAR= T V=D =T g U ERNTB-0D0) Y a VU FEERELET,

THHORE - BH
revision <Version>

H OBk

no revision

(config-mst)

<\ersion>

V=V a v E#RIT 5200 e a UEBERELET,

1. AT A — X EBWEREO ) HIE
AR TEEHE A,

2. fEDF% E#H
0 ~ 65535

3. AT A —HERRFOEE FIHE
MU MST U—2 a VAT 720121, AXT A—F L name X7 A —FDf, 3LV MST
A VAZAID & vlans /37 A —H T ETH VLANID 2 MST U —V a3 VN T—H X &4
ERH D FET,

revision 78 0 TEIfEL £,

spanning-tree mode =~ > R Tmst ZRE L CWVW 254, MRueYolHEICL-T, hMRa T oERK
BT THETHIERERD ET,

RUEMET S, +<ICEAICRB S E T,

spanning-tree mst configuration
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spanning-tree bpdufilter

spanning-tree bpdufilter

YA — MIBPDU 7 4 VA HREARELE T, A~ RiX, PVST+, YU I NVANR= 7YY —,

<V IVFFNANR= I ) —DFYR— MCEA LET,

1O E
spanning-tree bpdufilter enable

THH DR
no spanning-tree bpdufilter

(config-if)

L

L

L

R
Fi
=
i
=

%, TICERICKMmEINET,

1. KRa<r RE2RELIZES, BPDU ¥— FHREIZERN L 220 £,

L

157



spanning-tree bpduguard

spanning-tree bpduguard

YA — NMZ, BPDU U — FEEREZE L ET, Ra<wr ML, PVST+, YU I AANR= TV Y —, <
IWFTINWANR= 7D ) —Di% YR — NI L, PortFast BEREZ R E LR — FTE{EL £,

fHMOBRE - £H
spanning-tree bpduguard { enable | disable }

TH DI
no spanning-tree bpduguard

(config-if)

{ enable | disable }
enable ##% & L4, BPDU 4 — NREZ @A L %3, disable 7% & L7254, BPDU 47— Nk
REOEILZHEALET,
1. AT A —ZEWREO Y HIE
BIETEFEE A,
2. fEOFRE
enable ¥ 7213 disable

spanning-tree portfast bpduguard default =~ > KO EIEVE T,

L

REMAELE, TICERICKBEIIET,

L

spanning-tree portfast default
spanning-tree portfast

spanning-tree portfast bpduguard default
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spanning-tree cost

spanning-tree cost

YR —FONRRI R 2R ELET, Ka~v KL, PVST+, YU I NAR= TV ) — < )LF T )L
2= 7Y ) —lCEALET,

HRORE - BH
spanning-tree cost <Cost>

iR o HIlbR
no spanning-tree cost

(config-if)

<Cost>
NAIZ MEZRELET, A MEPNNSWIEE, N T257 L—LZIBET 28— b & LTHEM
FTHAREMEAm <R D 4,
1. AT A —Z RO WA
B TE EE A
2. EOBREH
spanning-tree pathcost method =~ > KT short # 3% E L 7=3%6&
1~ 65535
spanning-tree pathcost method =~ > KT long ##% € L7-54
1 ~ 200000000
3. AT A — 2 R DRI
SNRAAAMEREDDZET AR VEERBETLHERHY ET,

spanning-tree pathcost method =~ > ROFREICHE, N2 IR MEEHALET,

2L

R
i
=
B
=

%, TICEMICKBENET,

1. spanning-tree vlan cost =~ > K, spanning-tree single cost =~ > N, F72{3 spanning-tree mst
cost 2 v RERE LTV AHEIE, Ao~y ROMEITET L EEA,

2. spanning-tree vlan pathcost method =~ > K& 72 1% spanning-tree single pathcost method =<
ERELTWDLEAIE, Ra~vr RofiddEi LEdA,

spanning-tree pathcost method

spanning-tree vlan pathcost method
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spanning-tree cost

160

spanning-tree vlan cost
spanning-tree single pathcost method
spanning-tree single cost

spanning-tree mst cost



spanning-tree disable

spanning-tree disable

PVST+, YU I NANR= TV Y — L FFINAR= TV Y —DAN= 7Y U —REDE IR A R E
LET,
TEMORE

spanning-tree disable

THH DR
no spanning-tree disable

(config)

L

AN= T ) —BEEL £,

L

%, TICERICKMmEINET,

R
Fi
=
i
=

L

L
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spanning-tree guard

spanning-tree guard

162

MR — M, H— FEREEARELET, Ao~ KL, PVST+, YU I NVARNR= Y ) — < F 7
WANR=Z T ) —Of%M AR — MZEH LET,

fHMOBRE - £H
spanning-tree guard { loop | none | root }

THH DR
no spanning-tree guard

(config-if)

{'loop | none | root }
loop : #&HA— MIA—TH—FERREHEHLE T, v AT IARN= 7Y ) =TI —7 T —F
TEMELEE A,
none : YU AR— DL —FH— K+ b— N — F¥REEEIELE T,
root : Y4 AR— MI/— b A — ez A L E£9,
1. AT A — 2 BUEIREOH)HE
HIETEERE A,
2. fEDFR E HiH
loop, none, ¥ 7-i< root

JL—7"H— KEERE . spanning-tree loopguard default =~ > FOREIZHENE T,

Jo— B — FEERE - BIEL ¥ A,

L

N—"TH— RBRIE :
* spanning-tree portfast default ==~ > K& 7213 spanning-tree portfast =~ > KK E SN TV D
B, N— 7 — FREFKR S EE A,
« spanning-tree portfast default =~ > K, spanning-tree portfast =~ > FOREEHIKBT 5 L, T
SEEN—TH— FO@ER BB L ET,

Jo— M — REE :
s REH, TITHEAICKBSILET,

1. spanning-tree portfast default =~ > K & 7214 spanning-tree portfast =~ > FR3EREIN TV 55
G, V=T H— FEREFXRINETA, L— h T — FREFIXBRIET,



spanning-tree guard

spanning-tree loopguard default
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spanning-tree link-type

spanning-tree link-type

164

BUR— DV I A TE2FELET, Kavr RiE, PVST+, Y I ARR= YY) — < LFT
WANR= T Y —OFYS A — M LEJ, spanning-tree mode =~ > KT rapid-pvst & 7213 mst
ZIRE LTIZHE, B X spanning-tree vian mode =2~ > K T rapid-pvst Z 3% E L7=H4A, @ hRo Y
EHETHIZE, 7V v PR Point-to-Point T2 uiX72 8 A, spanning-tree single mode =
~ 2 RTrapid-stp ZRE L72GE, @iE bR PEEEZT 5120%, 7Y » PR Point-to-Point T
RTFIUTR Y A,

fHMOBRE - £H
spanning-tree link-type { point-to-point | shared }

Tl O HIR
no spanning-tree link-type

(config-if)

{ point-to-point | shared }
point-to-point Z % E L7254, U 7 %A 7IZ Point-to-Point ##5i 2 L £3°, shared Zi% & L
7285E, U7 B A 71T shared B &5 M L £,
1. AT A—ZEBMERF O HE
B TEEREA,
2. fEOF E i
point-to-point % 7z (% shared

4 T HR— FOBEAIT point-to-point, T HEAR— F DAL shared & LTEMEL £,

L

REMELE, TICERICKBEIIET,

1. point-to-point Z & E L7=%54, STP At — N HEME HEERENEME L £3, shared Z3%E L7-%
A, STP Hiftt— FOAEHE BHIEITEEL ¥ A,

spanning-tree mode
spanning-tree vlan mode

spanning-tree single mode



spanning-tree loopguard default

spanning-tree loopguard default

N—TH— NEEET 7 4V P TRELET, Ka~<2 Rk, PVST+, VU I AARR= TV Y —DR—
rCTHMIR Y £77,

THHDOFRE
spanning-tree loopguard default

RO HIER

no spanning-tree loopguard default

(config)

L

spanning-tree guard 2~ FZREL TV 556, TOREITENET,

spanning-tree guard =~ R&ZGRE L TWRWES, BIfELEEA,

L

* spanning-tree portfast default =~ > K %72/ spanning-tree portfast =~ > RREREIN TN 55
B, V=T H— FRETXRINET A,

* spanning-tree portfast default =~ R, spanning-tree portfast =~ > ROREZHIRT H L, <
WN—7 0 — ROEAZBE L E T,

1. spanning-tree portfast default =~ > K 7213 spanning-tree portfast =~ > R E I N TV 5
B, V=T H— FREFM SN EE A,

spanning-tree guard
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spanning-tree mode

spanning-tree mode

166

AR IV ) —DEWEE— FERELET, Ka~vr N, YU nAAR=0 7Y U =LA O PVST+,
VNFTNANR= T Y —IZi#EH LET, PVST+ OBfEE— KT spanning-tree vlan mode =~ > K%
RELTWDHAL, TORECENET,

THMORE « BH
spanning-tree mode { pvst | rapid-pvst | mst }

RO HIBR

no spanning-tree mode

(config)

{ pvst | rapid-pvst | mst}

ERT27r harzRELET, A= 7Y ) —iARICT 1 ha VA BT LGE, A=y
7YV —EHWELET, pyst ZRE LTHA, TXTOARNRN= Y Y —RNPVYST+ A L%
9, rapid-pvst ZFHE L7, TRTOAR= 7Y U =03 @E PVST+ Z#AH L ET, mst 2%
ELEEA, T XTCOAR= TV ) =RV F INAR= 7Y ) —FdA L ET, 7L AR
=27 ) — &I 58481%, pvst £7213 rapid-pvst 2R ETAMERH Y F9,
1. AT A—H RO HIE

B TEERE A,
2. fEOF EHiHH

pvst, rapid-pvst, F7z(% mst

v 7 47—y a3k LTHRIYIZ spanning-tree mode pvst 233%E SV E 7,

FMRBEVOFFHRICE T, MR YOERBKETTLECTHEERE Y 7.

REMELE, TICEAICKBEIIET,

L

spanning-tree link-type



spanning-tree mst configuration

spanning-tree mst configuration

SNTFTINANR=Z TV Y =D — a VIS LERTER AR ET 572900, config-mst & — NIZBAT
LET, ARELHIRLZES, TTICERELTWAE Y —Y 3 VIBRICKLERERE T THIR L £,

THHDOE
spanning-tree mst configuration

THH DR
no spanning-tree mst configuration

(config)

L

2L

L

R
Fi
=
i
=

%, TICERICKBENET,

L

instance
name

revision
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spanning-tree mst cost

spanning-tree mst cost

168

YNFTNANR= T ) —D%E R — FDONAARX N ERELET,

THROBRE - R
spanning-tree mst <MSTI ID list> cost <Cost>

Tl O HIR
no spanning-tree mst <MST]I ID list> cost

(config-if)

<MSTI ID list>
MST A > AZ LA ID ZFHELET, ~DOMST AL AXLAID ZRETEDIEN, N TV
(), ar<= () 2ZEALTHEEDO MSTA > AX 2 ID O—fEREL TEE T,
1. AT A — X B O P HIE
BT EHA,
2. fEORKERR
0 ~ 4095

<Cost>

NATA MEEARELET, A MEWNSWIEY, #4727 L—2%E%T 28— & LT

T B AREMES L 20 £,

1. AT A —HEREEREO P HNE
B TEEHA,

2. O EHIPH
1 ~ 200000000

3. AT A —H IR OEE I
SNATAMENEDD Z & ThRu VEENRAET 2HABH Y £,

spanning-tree cost =~ > FOREICHENET,

2L

REMELE, T ITEAICKBINET,

L

spanning-tree cost



spanning-tree mst forward-time

spanning-tree mst forward-time

CNFTNANR= TV ) —OREERICET M2 ELET,

W ORI -
spanning-tree mst forward-time <Seconds>

fE O HI

no spanning-tree mst forward-time

(config)
<Seconds>
R— NSRS I T DR A DAL CRE L £
stp-compatible € — FOR— L DA, VA=V FIREE, T —=0 ZREEE R ERFMZ T HER L £

7, stp-compatible E— ROR— FTRWEE, T4 AD—T 1 7KEE, 7 —=0 7 REBEZRIERE
BT LET (2L, 24 ~ICKDREEBNRAE LEBATE T T,
1. ART A — ZEWEREO Y1 iE
M TEEEA,
2. O EFLH
4~30 (B)

R— hVRIEERIZE DRI 15 B CEEL £

2L

REMELE, TITEAICKBRIIET,

L
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spanning-tree mst hello-time

spanning-tree mst hello-time

170

T IVFF N A= 7 ) —0 BPDU OXERREEZRELET,

W ORI - B
spanning-tree mst hello-time <Hello time>

E o Bk

no spanning-tree mst hello-time

(config)

<Hello time>

ARAEE A EWIC %54 5 BPDU OEIE MR 2 BV HAL TlE L £,

1. AT X — 52 B O Y i
B TEEEA,

2. fEORRER
1~10 (B)

3. AT A —F RO E I
1Z2RETHE, PR VEERRELLT D ET,

BPDU DO EERIMEIL 2 D CTEMEL £97,

L

REMAELE, TICERICKBEIIET,

L



spanning-tree mst max-age

spanning-tree mst max-age

Y IWVFTNANR= T Y —DiEET S BPDU O KA ZHE LET,

WROBE « ZH
spanning-tree mst max-age <Seconds>

T O HIBR
no spanning-tree mst max-age

(config)

<Seconds>
AILE N EIE T H BPDU D KA R 2 DAL TROE L £
1. RRT A —ZHMEREOYIHE
AR TEEE A,
2. (B F E &
6~ 40 ()
3. ANRT A —H RO EEFH
20 KEDMEARETDHE, AR UEENREELLTL D £,

FETX 5 BPDU O KAZEERIX 20 0 TEIEL E7,

L

REMAELE, TICERICKBIIET,

L
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spanning-tree mst max-hops

spanning-tree mst max-hops

~IWVFTNANR= 7Y ) —D BPDU O Rk y Fhv v b gaERELET,

W ORI - B

spanning-tree mst max-hops <Hop number>

spanning-tree mst <MSTI ID list> max-hops <Hop number>
THHR D HIBR

no spanning-tree mst max-hops

no spanning-tree mst <MSTI ID list> max-hops

(config)

<MSTI ID list>
MST A LV AZ L AIDEZRELET, —DOMST AL AZ L AID ZRETEDHIED, N TV
(), ar<= () 2EALTEEDOMSTA > AZ 2 ID O—FEREL TEET,
1. AT A — X EWREO Y HIE
FTRTO MST A VAZ L ARKGIT 0 £,
2. {EDFR E i
0 ~ 4095

<Hop number>
AIEENKET S BPDU OFKF Yy 7 h v MEERELET,
1. RRT A — X2 EBMEFOHIIE
20

2. EORBEHIH
2~40

BPDU O kR 7 H 7 v ML 20 TEMELE 9,

L

REMAELE, TICERICKBEIIET,

L

L
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spanning-tree mst port-priority

spanning-tree mst port-priority

SNFTINANRZ TV Y =D, MSTA VAL AT L DS R— FNOBEELPRELET,

W DR -
spanning-tree mst <MST]I ID list> port-priority <Priority>

T O HIBR
no spanning-tree mst <MST]I ID list> port-priority

(config-if)

<MSTI ID list>
MST AV AZ L AIDZRELET, — DD MST ALV AZ LA ID R ETEDIED, N TV
(), v~ () ZHEALTEEDO MST AV AX A D O—fEHFEDL T £1,
1. AT A —ZBWEREO Y HE
BIETEFEH A,
2. EOBEHPH
0 ~ 4095

<Priority>
R— hOBEREEZFRELET, 16 OEHRER— MEXRE L LTHEALE T, HEA/NIWIZEEEEN
m< 7R ET,
1. AT A—Z B OYIHIE
HIETEEEA,
2. (B DR E A
0 ~ 240
3. ANRTG A= R OEEFEH
H— MESRENEDS Z LIck T, MERYBERRETSHERHY E7,

A==

spanning-tree port-priority =~ > RO EIZHE T, spanning-tree port-priority ==~ > ROFREMN /2
WAL, A— MESEE 128 L L TEIEL £,

L

R
Fi
=
i
=

%, TICERICBENET,

L

spanning-tree port-priority

173



spanning-tree mst root priority

spanning-tree mst root priority

174

CNVFTNANRZ T I —DMSTA VAL AT DT Y v BEEZRELET,

W ORI - B
spanning-tree mst <MST]I ID list> root priority <Priority>

Tl O HIR
no spanning-tree mst <MST]I ID list> root priority

(config)

<MSTI ID list>
MST A > AZ LA ID ZFHELET, ~DOMST AL AXLAID ZRETEDIEN, N TV
(), ar~= () 2ZEALTHEDO MSTA > AX 2 ID O—fEREL TEET,
1. AT A — X B P HIE
BT EHA,
2. fEORKERRH
0 ~ 4095

<Priority>
Ty VBEEERELET, HINSWIEEEEENEGS 2D 7, 4096 OEEET Y v DB
ELTHEHLET,
1. AT A —ZEWIREO ) HIE
BIETEER A,
2. [EOBE
0 ~ 61440
3. AT A —HEHRFOEEFIH
TV UBEENEDD ZEIZE ST, MR UEERRETIHENH Y T,

7 v VST 32768 TEMEL £,

2L

REMELE, TITEAICKBRIIET,

L



spanning-tree mst transmission-limit

spanning-tree mst transmission-limit

< IVF TN A= 7 ) —d hello-time X472V 22413 T& 5/ Kk BPDU A4 3&%E L £,

W DR -
spanning-tree mst transmission-limit <Counts>

E O Bk

no spanning-tree mst transmission-limit

(config)

<Counts>
hello-time %472 D {25 T& 5k K BPDU # 4 8%E L £ 7,
1. AT A — 2 BRI FHIE
AR TEEE A,
2. fEOE I
1~10

KETE 5% K BPDU $i3 3 TEIEL £,

L

R
Fi
=
i
=

%, TICERICKBENET,

2L

L
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spanning-tree pathcost method

spanning-tree pathcost method

A= D23 R M 16bit EEFEHT 52, 32bitBEEHTLI0ERELET, Ka~vr R, v LT
FNAIN= T Y —=LSD, PVST+, S I NANANN= 7Y ) —IZHHALET,

spanning-tree vlan pathcost method =~ > K% 7213 spanning-tree single pathcost method =~ > N %
FHELTWDIELAIL, Ao~y FOFEITEHLET A,

spanning-tree cost =~ > N, spanning-tree vlan cost =~ > K, ¥ 723 spanning-tree single cost =~
Aﬂ-u—'—'

U FOREEEAMW LIS, AR MNEA & 7 =— A L spanning-tree pathcost method =~ >
FOREIZL>T, FrioEEZEHALET,

* spanning-tree pathcost method =~ > KC short Z&%E L= %H&
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4

* spanning-tree pathcost method =~ > K Clong Z#% € L7254
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000

THRORE - BH
spanning-tree pathcost method { long | short}

RO HIER

no spanning-tree pathcost method

(config)

{long | short}
long % E L7254, 32bitfax i/ LE9, short 5% E L4, 16bitfEEHEH L ET,
1. AT A — 2B O H)HE
A TEERE A,
2. 0% i
long % 7213 short
3. RRT A= PO EEFE
c NRAIAMDT 7 4L MENEDY £,
XA RXMENEDDLZETRRu VERNEETIHENRHY T,
« XA A NI 65536 LLEDEEHEL TNDEAIE, short iZERTLHZ LIXTEERA,

NRA A ME— Kid short TEIEL £,

2L
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spanning-tree pathcost method

REMEER, 3 ICEMICKmSNET,

1. spanning-tree mode =¥ R T mst #RE LIcH/E, vAF I NANR=0 7 Y —H3 32bit 5 THIE
L ¥, spanning-tree cost 2~ KT 65536 LL LD/ XA A MEEZZRET D021, Ka~vr FT
long Z%E L TEBLLERH Y 7,
spanning-tree mst cost =~ R TR A MEZRET 2HH1E, Aa~r FOREILEDH Y £
o

spanning-tree cost

spanning-tree vlan pathcost method
spanning-tree vlan cost
spanning-tree single pathcost method

spanning-tree single cost
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spanning-tree port-priority

spanning-tree port-priority

178

HUR— FOR— MEEEEABRELET, Ko< FiL, PVST+, VU I NAR= Y ) —, < F 7
NAR= 7YY —THHALET,

fHMOBRE - £H
spanning-tree port-priority <Priority>

THH DR
no spanning-tree port-priority

(config-if)

<Priority>
N— FOEREEAZRELET, 16 DA RN — MEERE L LTHEMALET, /NS WIZEEREN
m< 22 ET,
1. AT A —Z B OHIHIE
HIETE A,
2. fEOFRE
0 ~ 240
3. RRT A= OTEFH
A MEEENEDLDLZ LICL-T, M UEERRETILAENRSY £7,

spanning-tree vlan port-priority =~ R, spanning-tree single port-priority =~ > F, F£72/%

U

spanning-tree mst port-priority =~ ROBEEIEVE T, Z IR Liza~y ROBREDRWEGAEIL,
R— MESEEZ 128 & LTEMEL £,

L

REMAELE, TICERICKBEIIET,

L

spanning-tree vlan port-priority

spanning-tree single port-priority

spanning-tree mst port-priority



spanning-tree portfast

spanning-tree portfast

4R — M PortFast fEA R E L Ed, Ko~ RiE, PVST+, YU N A= TV —, < /LF
TNANR= TV ) —OYE R — MCEH LET,

fHMOBRE - £H
spanning-tree portfast [{ trunk | disable }]

THH DR
no spanning-tree portfast

(config-if)

{trunk | disable }
trunk R E LA, 778AFR—F, FZIHK—F, mbaF—F, MACKR— KT
PortFast #EREA W H L £ 37,
disable ##%E L7-354, PortFast #iEa 151k LE9,
1. BT A —ZHUEREO YA
TR AR—=K, Fa bhairR—k, MACH—hTHZIE 72D, PortFast fhex M LF 7,
2. fEDORE I
trunk ¥ 721 disable

spanning-tree portfast default =~ > NOBREIZHENE T,

2L

R
i
=
B
=

%, TICEMICKBENET,

L

spanning-tree portfast default
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spanning-tree portfast bpduguard default

spanning-tree portfast bpduguard default

BPDU #— F#iea7 74 /V P CRELET, Aa~v KX, PVST+, VU7 AR R= TV ) — <)L
FTNANR= 7Y Y —D PortFast BB &4 3% E L 72T X COKR— F TEZR D £,

THHDOFRE
spanning-tree portfast bpduguard default

(GE2LE]ZS

no spanning-tree portfast bpduguard default

(config)

L

spanning-tree bpduguard =< RZRE L TWAEEIE, ZOREICHEVET, spanning-tree
bpduguard =~ ROFEENLWVIGEITEEL £H A,

L

o
R
=
R
=

%, I ICHEAICKBE N E T,

2L

spanning-tree portfast default
spanning-tree portfast

spanning-tree bpduguard
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spanning-tree portfast default

spanning-tree portfast default

PortFast ##E% 7 7 + /L F THREL ET, Ka<r FiE, PVST+, YU AA =0 7Y ) — < /)LF
TFNANRN=Z TV ) —DT 7B AR—, 7Fa ha)LiR— L, MAC R— N THIINZR Y £,

THHDOFRE
spanning-tree portfast default

RO HIR

no spanning-tree portfast default

(config)

L

spanning-tree portfast =~ > RZ§%E L TWAHEHEIEL, FOREICHEVVE T, spanning-tree portfast =
<~ ROBRENZWGEITIMEL EH A,

L

o
R
=
R
=

%, I ICHEMAICKBENE T,

spanning-tree portfast
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spanning-tree single

spanning-tree single

VU TNARZ TV ) =D AR VHEEZRBLET, A=Y ) —OEEE— RS PVST+ D
B2, VLAN1 B3V IV A= Y ) —RBIc LET,

RO E
spanning-tree single

TH DI
no spanning-tree single

(config)

L

2L

L

%, TICERICBENET,

R
Fi
=
i
=

1. VLAN 1 2 PVST+ & ThH o784, VLAN1 DO PVST+ 3EILLES, SR R= 7Y ) —
ZHIBRT 5 &, VLAN LIEXPVST+ 41270 £9°, BEE— KRB AT TN AR TV ) —DA
I TR I Y — I TEEL £ A,

spanning-tree mode
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spanning-tree single cost

spanning-tree single cost

VT NWANRZ T Y DS R — FONRAT R NERELET,

WROBIE « BH
spanning-tree single cost <Cost>

fE O HI

no spanning-tree single cost

(config-if)

<Cost>
SNAIA MEZBFRELET, TR MEWNIWIEE, 57257 L —2&EETHR—ME LTHEM
THFRMENE L 20 £7,
1. AKRT A —ZEWEREO W HE
AIETEEE A,
2. EORREFB
spanning-tree pathcost method =~ > N & 72 (% spanning-tree single pathcost method =~ > K~
T short ##%E L= 56E
1 ~ 65535
spanning-tree pathcost method =+ >~ § & 7z (% spanning-tree single pathcost method =~ > |
Tlong g% & L7 &6
1 ~ 200000000
3. AT A —ZfERIFOEESIE
INAA MENEDDZ ETRERaVERRRETLIHENRDHY £,

spanning-tree single pathcost method =~ ROREICHE-T, XA A FZ@EALET,

L

R
Fi
=
i
=

%, TICERICKBENET,

L

spanning-tree cost
spanning-tree pathcost method

spanning-tree single pathcost method
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spanning-tree single forward-time

spanning-tree single forward-time

184

T NANZ T ) —OIREER I E T DR AR E L E T,

THROBRE - R
spanning-tree single forward-time <Seconds>

H OBk

no spanning-tree single forward-time

(config)

<Seconds>
A— FREBER ICET A TRELET,
spanning-tree single mode =~ R Cstp (802.1D) #E LA, VA=V TRRE, F—=27
RBEZ 5% E R 721 #EFE L 97, spanning-tree single mode =~ > K C rapid-stp (802.1w) %% E
LIeity, T A AN—T 4V 7IRKE, T7—=V 7 REBEZRERFMIETHRELEST (2721, 24~
X DIRIEBER R A LEEBEE T T,
1. RRT A —ZHMEREOYIHE
AR TEERE A,
2. fEDF% E &P
4~30 (B)

RN— P VRBERBICES DMz 15 L LTEEL £7,

L

R
Fi
=
i
=

%, TICERICKBENET,

L

spanning-tree single mode



spanning-tree single hello-time

spanning-tree single hello-time

T NANR= ) —0 BPDU OEERIEEZRE L ET,

W DR -
spanning-tree single hello-time <Hello time>

T O HIBR
no spanning-tree single hello-time

(config)

<Hello time>
AEEE DN EWINCIEE T2 BPDU OEGHBE R EA CHRELET,
1. RRT A —ZHUEREOYIHE
AR TEEE A,
2. (B F E &
1~10 ()
3. ANRT A —H RO EEFH
1ERETDE, Mo UEERBEELLT RV ET,

BPDU D EEMIMRIL 2 0 CEIMMEL £,

L

REMAELE, TICERICKBIIET,

L
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spanning-tree single max-age

spanning-tree single max-age

VT NANR= TV ) —DiE(FT D BPDU O KA EZRE L ET,

W ORI - B
spanning-tree single max-age <Seconds>

E o Bk

no spanning-tree single max-age

(config)

<Seconds>
AILE N EIE T H BPDU D KA ZR 2 DAL TROE L £
1. RRT A —ZHMEREOYIHE
AR TEEHE A,
2. fEOFEHPH
6 ~40 (B)
3. RRT A= RO EEFE
20 R OMEEFRET D&, MR IEERBELLT R E9,

% TX 5 BPDU O KA RIRREIL 20 B CEMEL £7,

L

REMAELE, TICERICKBEIIET,

L
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spanning-tree single mode

spanning-tree single mode

ST NANR= Y ) —OEEE— FERELET,

THRORE - BH
spanning-tree single mode { stp | rapid-stp }

fE O HI

no spanning-tree single mode

(config)

{stp | rapid-stp }
FRATL e barzRELET, A= 7 Y )—@EARICY 0 ba e EE LGS, A=
I —E2B/YEUL L E T, stp ZRE LTSS, A= 7Y Y —TEfEL£7, rapid-stp &% iE
L7city, @A NR= 7Y U —TE{fELET,
1. AKRT A —Z B OYIHE
BIETEEE A,
2. EOBREH
stp %721 rapid-stp

ST NANRZ Y ) —OBIEE— Rid stp TEIEL £97,

spanning-tree single =~ REZFREL TV 5H5E, MR YOFHEICL ST, MrIVOBEBKT
THETHEME2Y T,

REMELE, TITEAICKBRIIET,

L
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spanning-tree single pathcost method

spanning-tree single pathcost method

ST NANR= IV ) —DR— F DR T A M 16bit EA AT 50, 32bit[EEHEAT 0 EHEL
ij—o

spanning-tree single cost =~ > ROBREZEHME LI-HE, SAIAMNIA L F 72— AHE L
spanning-tree single pathcost method =~ > KORTICE > T, FTRROEEEHALET,

* spanning-tree single pathcost method =~ > KT short # 3% & L7235&
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4

* spanning-tree single pathcost method =~ > KT long ##&%E L 7=54&
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000

WROBIE « B
spanning-tree single pathcost method { long | short}

RO HIER

no spanning-tree single pathcost method

(config)

{long | short}
long Zi%E L7z86, 32bitfEzEH LE 9, short Z5% & Li=%G, 16bitfEzEH L ET,
1. RRT A —ZHMEREOYIHE
HIETEERE A,
2. fEOFEHPH
long %7213 short
3. AT A= PO EEFH
c RAAARNDOT T AV MEREDY FF,
XA RAMENEDDLZETRER UVERNEETIHENRNHY T,
< N2 3R MZ 65536 LA EOEERE L TV AHE, short ITIFEFE TEEHA,

spanning-tree pathcost method =~ > KOFREIZHEVE T,

L

%, TICERICKBENET,

R
Fi
=
i
=

188



spanning-tree single pathcost method

L

L
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spanning-tree single port-priority

spanning-tree single port-priority

VT NANRZ TV ) DGR — N DOBREERTELET,

W DR -
spanning-tree single port-priority <Priority>

fEW OB
no spanning-tree single port-priority

(config-if)

<Priority>
A= FOBEEEZFELET, 16 OFEHER— MEERE L LTHEALE T, /NI WIZEEBEEN
w720 ET,
1. AT A —Z B OYIHE
BIETEER A,
2. [EOBE
0~ 240
3. FNT A —FERRFOIEEFIE
A MEEENEDLZ LICL-T, M YEERRETILAERSY £7,

e En=—2

spanning-tree port-priority =~ > ROFREIZHE T, spanning-tree port-priority ==~ > ROFREMN 72
WAL, A— MESEE 128 L L TEIEL £,

L

R
Fi
=
i
=

%, TICERICKBENET,

L

2L
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spanning-tree single priority

spanning-tree single priority

SUTNANRZ TN —DT Yy AR ELET,

THRORE « BHE
spanning-tree single priority <Priority>

T O HIR
no spanning-tree single priority

(config)

<Priority>
Ty VBEEARELET, EANSUVIZEBEENEG LR £, 4096 OREEE T ) v DEE
ELTHEHLET,
1. ARRT A — 2RI OYIHME
HIETEEE A,
2. (B DR E A
0 ~ 61440
3. RNT A —Z RO R
TV VERENEDDZ LIZL ST, MR UEERBETLIHENHY 7,

7 v DHESEET 32768 TEMEL £,

2L

REMELE, T ITEAICKBRIIET,

L

L
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spanning-tree single transmission-limit

spanning-tree single transmission-limit

192

TN A= 7 ) —d hello-time 472 0 I3 T 20k BPDU # %

THRORIE « BHE
spanning-tree single transmission-limit <Counts>

E o Bk

no spanning-tree single transmission-limit

(config)

<Counts>
hello-time %47- Y IZEETEX 2/ K BPDU 2 E L7,

LET,

spanning-tree single mode =< > RN T rapid-stp (802.1w) % E L7z AT AR/ T A —FT

9, spanning-tree single mode =~ > R Cstp (802.1D) ##%E L7=HA1L,

& 5K BPDU #E 3 (EE) ThHY, AREMIZMLEEA,
1. AT A — 2 B O YIHIHE

B TE £ A,
2. {EORBEFIH

1~10

EETX A BPDU #0033 TEMEL £,

2L

REMELE, TITEAICKBREIET,

spanning-tree single mode

spanning-tree single hello-time

1RO %72 0 1R AR C



spanning-tree vlan

spanning-tree vlan

PVST+ #3% & L £, spanning-tree single =~ N&F%E L TV 5 IRHET no spanning-tree vlan =~
VREBRETDHE, Y VLAN B U TN ZR= 7Y Y —55 0 VLAN &2 D EfEL 7,

fHMOBRE - £H
no spanning-tree vlan <VLAN ID list>

THH DI
spanning-tree vlan <VLAN ID list>

(config)

<VLAN ID list>

F%E L7 VLAN ® PVST+ O EEBA L £,

1. AT A — 2 B O HIHIE
B TE LA,

2. EOBEHIPH
<VLAN ID list> OFREHE, £72, EORERMAICONTL INFA—FITIRETE HE] &5
HLTLIZEN,

3. Ko<y MEAROIEFIE
spanning-tree single =< > R&#&E L TV 584, VLANL X PVST+ TEIEL £H A,

2L
2L
REMEER, T ICEAICKBSET,
7L
vlan
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spanning-tree vlan cost

spanning-tree vlan cost

PVST+ DN R —rDRZAa X FaRELET,

WROBIE « BH
spanning-tree vlan <VLAN ID list> cost <Cost>

Tl O HIBR
no spanning-tree vlan <VLAN ID list> cost

(config-if)

<VLAN ID list>
FHE L7 VLAN O PVST+ O EE AL £77,
1. A3T A — X BWEREO I HIE
AT EHA,
2. fEORERPH
<VLAN ID list> O EHIE, £z, HOREFMEAIZOVWTIE IRFA—FIRETE HH] 25
L TLEEN,

<Cost>
NATAMEZRELE T, T A MEXNEWIEE, %Y TL7 L —L%xmkToR— & LTHEM
T HAREME E < 72 0 £,
1. AT A —ZEWKREO ) HIE
BIETEER A,
2. [EORBE
spanning-tree pathcost method =~ > N & 72 (% spanning-tree vlan < VLAN ID list > pathcost
method =~ > K C short Z &% /E L7254
1~ 65535
spanning-tree pathcost method ==~ > N & 7z | spanning-tree vlan < VLAN ID list > pathcost
method =~ KT long ##% & LIZ54&
1 ~ 200000000
3. FNT A —FERRFOIEEFIE
A MEEENEDDLZ LICL-T, M YEERRETILAERS Y £7,

spanning-tree vlan pathcost method =~ ROBREILH ST, 23X M E@EHALET,

L

R
Fi
=
i
=

%, TICERICKBENET,
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spanning-tree vlan cost

L

spanning-tree cost
spanning-tree pathcost method

spanning-tree vlan pathcost method
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spanning-tree vlan forward-time

spanning-tree vlan forward-time

196

PVST+ OMREER I E T LR 23 E L E T,

WROBIE « BH
spanning-tree vlan <VLAN ID list> forward-time <Seconds>

Tl O HIR
no spanning-tree vlan <VLAN ID list> forward-time

(config)

<VLAN ID list>
FHE L7 VLAN O PVST+ O EE AL £77,
1. A3T A — X BWEREO I HIE
AT EHA,
2. fEORERPH
<VLAN ID list> O EHIE, £z, HOREFMEAIZOVWTIE IRFA—FIRETE HH] 25
L TLEEN,

<Seconds>

A= P VIREEERIZE T DR 2 B THRELE T,
spanning-tree mode =< > K% 72 (% spanning-tree vlan < VLAN ID list > mode =~ > FC pvst
(802.1D) #HRELTHE, VA=V 7UREE, 7 —=v REBA R ERHZZ MR L E 9,
spanning-tree mode =~ > N % 72 (% spanning-tree vlan < VLAN ID list > mode =~ K C
rapid-pvst (802.1w) ZFE LA, T4 AW —T 4 U 7REE, T —= U ZRIEZE SR ERER 72 1) #E
FFLET (2720, ZA I I DREBEBRDRELZEHETZT T,
1. RRT A —ZHMEREOYIHE

HIETEERE A,
2. fEOFEHIPH

4~30 (®)

A— R OVREEER IS HREHIL 15 B CTEMEL £,

L

o
R
=
R
=

%, T CICHEAICKBENE T,



spanning-tree vlan forward-time

spanning-tree mode

spanning-tree vlan mode
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spanning-tree vlan hello-time

spanning-tree vlan hello-time

198

PVST+ ® BPDU O X%[FERZRE L E T,

W ORI - B
spanning-tree vlan <VLAN ID list> hello-time <Hello time>

Tl O HIR
no spanning-tree vlan <VLAN ID list> hello-time

(config)

<VLAN ID list>
FHE L7 VLAN O PVST+ O EE AL £77,
1. A3T A — X BWEREO I HIE
AT EHA,
2. fEORERPH

<VLAN ID list> O E Gk, £, HOREFRMEAICONTE INTFA—FIIBETXHHE) 25

HRLTL7ZE,
<Hello time>
ARIEENEMIZE(ET 5 BPDU OEEMBEHEAN TRELET,
1. RRT A —ZHMEREOYIHE
AR TEERE A,
2. fEOFEHPH
1~10 ()
3. RRT A= HRFOEEFE
1E2RETDE, PR UEERBELLT RV ET,

BPDU DOEERHINEIL 2 D CTEMEL £97,

L

REMELE, TICERICKBEIIET,

L

L



spanning-tree vlan max-age

spanning-tree vlan max-age

PVST+ O%{E9 2 BPDU Dl KA RN 23%E L £,

W DR -
spanning-tree vlan <VLAN ID list> max-age <Seconds>

T H O HlR
no spanning-tree vlan <VLAN ID list> max-age

(config)

<VLAN ID list>
FE L7z VLAN O PVST+ O EX AL £,
1. AK/RT A — 2 BWEREO Gl
A CTEERA,
2. EoOFERGE
<VLAN ID list> O EFHIE, E£iz, HOREFMFAIZOVWTIL IRTA=FITFHRETELH] 25
LT &N,

<Seconds>
AILE N EIE T H BPDU D KA R 2 DAL TROE L £
1. AT A —ZBREREO Y HIE
AR TEEE A,
2. (B F E &
6~ 40 ()
3. ANRT A= RO EEFH
20 RiOMEARET DL, MR PBENREA LT A2 9,

K[ETX %5 BPDU DI KAEZIRERIL 20 B CTEEL £,

L

REMAELE, TICERICKBEIIET,

L

L
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spanning-tree vlan mode

spanning-tree vlan mode

PVST+ OEIfEE— RERELET,

W ORI - B
spanning-tree vlan <VLAN ID list> mode { pvst | rapid-pvst }

Tl O HIR
no spanning-tree vlan <VLAN ID list> mode

(config)

<VLAN ID list>
FHE L7 VLAN O PVST+ O EE AL £77,
1. A3T A — X BWEREO I HIE
AT EHA,
2. fEORERPH
<VLAN ID list> O EHIE, £z, HOREFMEAIZOVWTIE IRFA—FIRETE HH] 25
L TLEEN,

{pvst | rapid-pvst}
EHTL27m harzgELET, A= 7Y ) —@ERPICT e haveER LEE, A=
IV —EFEME L ET, pvst ZFRE L7A, PVST+ TEMEL £9, rapid-pvst 2% € L7-35
&, @l PVST+ CEIEL £,
1. BT A—ZHMEREOPIHIE
B TEERE A,
2. E O FR E i B
pvst ¥ 7213 rapid-pvst

PVST+ O#E{EE — NiX spanning-tree mode =~ > RO EICEVE T,

spanning-tree mode =~ > KO E T pvst £ 7213 rapid-pvst 2% E L CTWAA, PR YoOEHEIC
£oT, MR YORKRIKTT5ETCHEERD ET,

REMELE, T ITEAICKBREIET,

L

spanning-tree mode
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spanning-tree vlan pathcost method

spanning-tree vlan pathcost method

PVST+ O — hD/3A 2 A MMZ 16bit &2 HT 57, 32bitfEE2EHT20E2HELET,

spanning-tree vlan cost 2~ RORELZEM LIS, NATAMIA U Z 72— AFEL
spanning-tree vlan pathcost method =~ > NIZ L D8 EICL T, TRROELEHLET,

* spanning-tree vlan pathcost method =~ > KT short Zi% &€ L /=&
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4

 spanning-tree vlan pathcost method =~ KT long &% /€ L7=%&
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000

THRORE « BH
spanning-tree vlan <VLAN ID list> pathcost method { long | short }

THHOHIBR

no spanning-tree vlan <VLAN ID list> pathcost method

(config)

<VLAN ID list>
FHE L72 VLAN O PVST+ OREZ BB L ET,
1. AKRT A —ZBUEREOHIHE
B TEXET A,
2. OB EHP
<VLAN ID list> OF&E 1L, £z, EOREHAICONTL NNT A= IIBETEHE] &5
LT ZEN,

{long | short}
long ##% € L7=854, 32bitfEx2 AL £, short 3% E L4, 16bitfEAHFHL £,
1. AXF A — 2 EMEREO Y HIE
BMETETET A,
2. DR ERH
long %7213 short
3. AT A —Z R OEEFIH
c RRARNOT T F IV MEREDY ET,
c RARAMEREDDZ ET IR VERERRETAILAENRDH Y £7,
« 7NR 3R MT 65536 LA EOEAEFE L TV 554G, short ITIFEE TE EHA,

spanning-tree pathcost method =~ > KO EIZHEVE T,
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spanning-tree vlan pathcost method
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L
BEEET,, T <ICERICKBENET,
L

spanning-tree pathcost method
spanning-tree cost

spanning-tree vlan cost



spanning-tree vlan port-priority

spanning-tree vlan port-priority

PVST+ DY R— N DELEZZRELET,

W DR -
spanning-tree vlan <VLAN ID list> port-priority <Priority>

fEWw OB
no spanning-tree vlan <VLAN ID list> port-priority

(config-if)

<VLAN ID list>
FE L7z VLAN O PVST+ O EX AL £,
1. AK/RT A — 2 BWEREO Gl
A CTEERA,
2. EoOFERGE
<VLAN ID list> O EFHIE, E£iz, HOREFMFAIZOVWTIL IRTA=FITFHRETELH] 25
LT &N,

<Priority>
R— hOBEREEZFELET, 16 OEHRER— MEXRE L LTHEALE T, HEA/NIWIZEEEEN
m< 7R ET,
1. AT A —Z B OHIHIE
AIETEEEA,
2. (B DR EHFH
0 ~ 240
3. BT A —Z R ORI
H— MESRENEDS Z LIck T, MR YBERRETSHERHY E7,

2L

spanning-tree port-priority =~ > ROFREIZHE T, spanning-tree port-priority ==~ > KOFREMN /2
WAL, A— MESEE 128 L L TEIEL £,

L

R
Fi
=
i
=

%, TICERICKBENET,

L

spanning-tree port-priority

203



spanning-tree vlan priority

spanning-tree vlan priority

204

PVST+ D7 U v UBEEEZRELET,

W ORI - B
spanning-tree vlan <VLAN ID list> priority <Priority>

Tl O HIR
no spanning-tree vlan <VLAN ID list> priority

(config)

<VLAN ID list>
FHE L7 VLAN O PVST+ O EE AL £77,
1. A3T A — X BWEREO I HIE
AT EHA,
2. fEORERPH

<VLAN ID list> O E Gk, £, HOREFRMEAICONTE INTFA—FIIBETXHHE) 25

LTSS,

<Priority>
TV VBEERRELET, EAVNSIWVITEEEENEL Y T,
4096 OREEE T Y v VBRE L LTHERLET,
1. AT A — X B O P HIE
A TCEEREA,
2. fEORKERRH
0 ~ 61440
3. AT A=A RO FEEFIE
TV VBRENEDDZ LICL ST, MR UERENRATIHAND £,

7 v VSR ET 32768 TEMEL £,

2L

REMELE, TITEAICKBENLET,

L

L



spanning-tree vian transmission-limit

spanning-tree vlan transmission-limit

PVST+ @ hello-time 2%7- 0 (2415 T& 28 K BPDU # %% E L7,

WHROBE - £
spanning-tree vlan <VLAN ID list> transmission-limit <Counts>

fEWw OB
no spanning-tree vlan <VLAN ID list> transmission-limit

(config)

<VLAN ID list>
FE L7z VLAN O PVST+ O EX AL £,
1. AK/RT A — 2 BWEREO Gl
A CTEERA,
2. EoOFERGE
<VLAN ID list> O EFHIE, E£iz, HOREFMFAIZOVWTIL IRTA=FITFHRETELH] 25
LT &N,

<Counts>
hello-time 2472V |28 T& 55tk BPDU AR E L E 7.
spanning-tree mode =< > K& 721 spanning-tree vlan <VLAN ID list > mode =~ > R C
rapid-pvst (802.1w) %X E LI=HA T AR 78 /X7 A —% ¥, spanning-tree mode 2~ K& 7-
1% spanning-tree vlan <VLAN ID list > mode =~ KT pvst (802.1D) %##E L7-EA1%, 1B
BlDITHETE 2R ABPDU L 3 (EiE) THY, AREMIZHLEEA,
1. AK/RT A — 2 BWEREO H il
AR TEEE A,
2. B ERGE
1~10

EETX DA BPDU %4003 3 TEMEL £,

L

%, TICERICBENET,

R
Fi
=
i
=

L
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spanning-tree vlan transmission-limit

spanning-tree mode
spanning-tree vlan mode

spanning-tree vlan hello-time
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Ring Protocol
SS51240

S2200

SS1250

axrp

axrp vlan-mapping

axrp-ring-port

control-vlan

disable

forwarding-shift-time

mode

multi-fault-detection mode

multi-fault-detection vlan

name

vlan-group
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axrp

axrp

U 7D % E LE T, F72, Ring Protocol F4HEl

LB W B E

ITLET, REEITY 7 IDZ4HECTRETE X1,

REEZHIERLIZSGA,

RO E

axrp <Ring ID>

T OHIBR

<

no axrp <Ring ID>

(config)

Ring ID>

Vo7 ID 2T

V27 ID ZHRELET,

BULU BT AERBICIZE—DU 7 ID #HEEL T IEEW,
JNT2=—27 Y7 ID &

1. ART A — Z A8 O 914 B

B TE EE A,

2. EOBEFH
1 ~ 65535

L

L

L

208

(CEAICKB SN E T,

h

LTLEEW,

ERAY )

, config-axrp &— RiZ¥

ESNTWD U ZERITHIBRS L E T

BAr) o 7020%, 2y hU—



axrp vlan-mapping

axrp vlan-mapping

VLAN
j—o

IGE: {2k

IN—FIZHMAT 5 VLAN v v B 7, BEIOVLAN = v B 72845 VLAN 2% & L £

A=
X TE

axrp vlan-mapping <Mapping ID> vlan <VLAN ID list>

IR

KR

axrp vlan-mapping <Mapping ID> {vlan <VLAN ID list> | vlan add <VLAN ID list> | vlan remove
<VLAN ID list>}

R

HIl B

no axrp vlan-mapping <Mapping ID>

(config)

<Mapping ID>
VLAN ~ v v 7 ID ZfE LE7,

1.

2.

AIRT A —Z HWE R O X HE
B TEEEA,
{([EXoF e il

1~128

vlan <VLAN ID list>
VLAN ¥ v B> 712335 VLAN Z#18E L3, VLAN 28EEFEET 2561, #iHEEN X

ES
1.

2.

R

AT A — H B WERE O WA

B TE T A,

B D% E i

<VLAN ID list> Df§EHIE, Fiz, HOREFMPAIZOWVWTIL [RTIA—FITHETEHH] 25
LTI &N,

vlan add <VLAN ID list>

fa

1.

EFHEHSDVLAN U 2 MTBET S VLAN Z2fE L £9,
ART A — Z B W D)
B TEXEREA,

. fEOR A

<VLAN ID list> O§EFE, £, HOREFBIIONWTIE [T A—XITIHETE2HE] 25
BLTLIEEN,

. %D <VLAN ID list> O

VLAN OENTVLAN U 2 FOEENEL o784, VLAN U R h&5E L CTHEEITO” axrp
vlan-mapping” 2~ > FE L Car 747 b—va v a2FRdT52¢0nHY £+, £72, VLAN
DEMEZIZVLAN Y X DR EIVEL o 7hE, BEITO” axrp vlan-mapping” =< RD
VLAN U 2 h AL TCary 74 7 b—a v 2RATHIERHYET,

209



axrp vlan-mapping

210

vlan remove <VLAN ID list>

FEHEHD VLAN U A2 S HHIBRT 2 VLAN 2 E L E 7,

1. RRT A —ZHMEREOYIHE
BHETEEH A,

2. fEOF EHiHH
<VLAN ID list> Df8EH1E, £z, HOREFMAIZOVWTIL IRFA—FIHETE 5] 25
L TLZEN,

3. ZEHE#% O <VLAN ID list> O\
VLAN OHIFRTVLAN U X hOESHEL o724, VLAN U R & 5% L CHEEITO” axrp
vlan-mapping” =~ FE L TCary 7470 b—ra 2 FRT52ER8HY £4, £/, VLAN
DHIERZIZ VLAN Y 2 FOREBEL Ro2hE, HEITO” axrp vlan-mapping” =~ R
VLAN U R hZHALTCar 747 b—a v 2R pTHIER/HYET,

L

2L

REMELE, T ITEAICKBEIET,

1. —O®D VLAN IZxt L THEED VLAN v v Vo VR IEETE EH A,
2. 8 VLAN IZEH &2 CTWvWD VLAN (ZxF L T VLAN v v B U 7R EETE 8 A,
3. ZEEEEH VLAN ITHEH SN TWA VLAN IZX LT VLAN v v B 72 IBETE 8 A,

vian



axrp-ring-port

axrp-ring-port

Ring Protocol DV > 7/ iR— k& LTCENMET B A v F 72— R ERELET, FEETRERA VF 72— AT
A =Py "V BT 2—RALR— " F ¥R, BT 2 —ATT,

RO E
axrp-ring-port <Ring ID> [shared]

THH DR
no axrp-ring-port <Ring ID>

(config-if)

<Ring ID>
Uo7 1D #HELET,
1. RRT A —ZBHEEEOPIHE
BIETEEH A,
2. DR EEPA
1~ 65535

shared
ABEEBNIFY I NINET D TV N/ —RELTEMET A5G, BV 7 LD TV
TR—NEHEELET,
—oD V7 IDICH L 2 R— MEETIHERDH Y £,
1. AT A —ZEMEREO Y HIE
WHEOV 7R — R LTEIELET,
2. DR E R
7L

L
L
FEMETE, T ICERICKENET,

LV TR—=NE, oDV U7 IDICH LT O OBRETEET,

2. Vo THR—HME, FxRNVITN—FIH/E LAV Ry A X 72— AH LTHRETE EEA,
F72, Vo R—=RIHEELEZA =Ry b 2T 2—2F, FY¥RNATNA—TITRETE £ A,
Uo7 R— NI, B —F Ry "B T 2—ADBTAHAR— " F ¥ RNAA L F T 2—A 5 LT,
HE LT IEEN,
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axrp-ring-port

axrp
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control-vlan

control-vlan

Hlf VLAN & LCHEHT S VLAN 2 ELET, Aa~v> RTHRELZ VLAN 2N T, U7 RED
B CR AT ORI 7 L — A DEZEE FEME LT,

forwarding-delay-time #45€9 % &, WMABIERFICHIE VLAN 27 + U —F ¢ 7REEICER T 5 F T
DO ZRETEET, AREICL->T, I Py b/ —FTOT7 T vy aflill 7 L — 2% 5EH %5
BT 5 ETORMARHEH TE, ~R2AZ /) —FRRELET7 T vy afililfly L— A A EICZETEET,

RO E
control-vlan <VLAN ID> [forwarding-delay-time <Seconds>]

E o Bk

no control-vlan

(config-axrp)

<VLAN ID>
fil# VLAN & U TS 2 VLAN 248 E L7
1. RRT A —Z RO PIHE
BIETEEH A,
2. fEOE I
INFGA=ZZHRETE L) 2SRLTIEEN,
72720, Zoa<y RTTF 74/ h VLAN (VLAN ID=1) (¥R ETE £HA,

forwarding-delay-time <Seconds>
FZ oYy b= R TOEBEREZ I, Hli# VLAN 27 4+ U —F ¢ 7 RIBICER T 5 £ TORERH
ERENTRELET,
1. RRT A —Z RO PIHE
VoI R—=b0T v 7%, A7 +U—7 0 v 7RBICEBR L ET,
2. DR EEPA
1~ 65535 (f))
3. AR A — A ERROEEFH
ARG A—=H T OHIBRZEAT O BEIE, AT A —% %4 K L control-vlan Z i E$ 52 & T
NI A—=ZDOHIBRE LTHRVET,

2L

L

o
R
=
R
=

%, T CICHEMAICKBENE T,
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control-vlan

ity > 7 1D M LTV 54 VLAN @ VLAN 258 E T& 8 A,

VLAN Z /L —F I & TV 5 VLAN Z35ETE 8 A,

S HEEER VLAN 238 LTV 5 VLAN 23 VLAN I ETE 8 A,

Ring Protocol EMHFICAT, £73HIBRE1TO &, AEREIT A ES LR £9, ToD, K
BREZ AT 2% v hU—27 Offipk (Vv 7)) b, VTR ETAIRBEARDY ET, VS

R—=FThHbHAZT7x—A% shutdown I[ZFRET D72 E LT, M—T7MNHELRVIRIBIZ L BT,
AKavwr FEANLTLEEN,

5. forwarding-delay-time |32 4B TEIEL £,

o SEEE) (#EJ =~ Freload, ppupdate 72 & D FEITETe)

P wDdPE

vlan
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disable

disable

Ring Protocol #$AE % ME2hiZ L7,

WO E
disable

THH D HI
no disable

(config-axrp)

L

Ring Protocol #§8IZ A2 & 720 5,

L

REMELE, TITEAICKBREIET,

=

Ring Protocol #EAF AR 2~ K& AJT25 &, Ring Protocol #EENMERZN & 720 £, ZOHA,
Ring Protocol #REZ AT 2% v N — 2 OMERL (U » 7HERR) b, V—T7RRETLBENRH Y
F9, VI AR —RThhHA ¥ 7 x—A% shutdown I[ZFRET 5728 LT, N—7DFAEL72VIREE
ICL72 kLT, Ravr FEASILTLEIN,

L

215



forwarding-shift-time

forwarding-shift-time

FSo Py N —RTOT7T v afilfl 7 L — DS ERL (T ) (L2 HELE T,

RRERFRIAREHT D &, 77 v v aflill7 L—L22ZE L TORWERTYH, V7R R— A7 myF
TIRWEIND T U —T 1 o TRIEICEB LET,

TEMORE
forwarding-shift-time {<Seconds> | infinity}

15 R DI B

no forwarding-shift-time

(config-axrp)

{<Seconds> | infinity}
7T vy a7 L — 5% E CORERM 2 EAMN CHRELET,
linfinity] Z18E L 72 G &I XRERFNERE 2D, 77 v afil@ll7 L—2E2ZfET5FETHE, b
TGV N =RV T R—=NMITHT—T 4 U REEIZ2 D TR A,
1. ART A — X B P HIE
BT EHA,
2. fEOREHPH
1~65535 (F) F7=iF infinity

77 v v atiliflily L— LA OZER HRERFIX 10 B & 2D 9,

BOEEARRE, $ICEMICKmSNET,

1. vA¥ ) —RTO~NVATF =y 7 7 L—AOEEHEYS, hF2 Yy b/ —RFTOT7 7 v afilfill 7
L—ADOZEHFHORERM LD b REWES, v AX /) — B EIRERHETI LD BRI T VD
N —=FRDY U TR=IRTH T =T 4 TRIEIZRDET, £, —RHUICAV—TNRETLHE
ENRH FET,

G ARET AHE, YAZ ) — RTONRAF = v 7 OEEREE BB L EERELT
<TE&EW,

L
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mode

mode

Vo 7 TCOREEOIEE— RERELET,

RO E
mode transit

fE O HI

no mode

(config-axrp)

transit
vy b —RELTEELET,
1. RRT A —FHMEREOYIHME
AR TEEE A,
2. fEOR EHiHH
7L

L

ROEEARR, +ICEMICKmSET,

1. Ring Protocol BIfEHFICE— NEIBREIT S &, AREENESHE 20 5, T, AEELEAT S
Xy hU—7 O (V> 7#ER) b, v—TRETIBENRHVET, VIR NTHEA
27 = — A% shutdown IZERETHRE LT, L—70RAELARWVREIZLEZ BT, Ka<wr ReAS
LTL7Z&EW,

L
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multi-fault-detection mode

multi-fault-detection mode

BV IR 7 OLEEEGEHEET - FeRELET,

OB E
multi-fault-detection mode transport-only

TEH D HI
no multi-fault-detection mode

(config-axrp)

transport-only
ZEEEGR T L— AOWBELITWET, ZEREEOHERIATOET A,
1. AT A — 2 BUHREOH)HE
HIETEERE A,
2. fEDFR EHiH
L

2L

L

BOEEARRE, $ICEMICKmSNET,

L
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multi-fault-detection vlan

multi-fault-detection vian

L HEEEEHAO VLAN ZRELET, Ko< FTHEE L VLAN 2 L T, £EBEEBERAEITD
T L— b O¥R%E & i L £,

RKa<wr Rig, £FIV 7BV 0~LVF IV o THEROLEY) 7 -ERY U IR ELET,

TR ORE
multi-fault-detection vlan <vlan id>

O HIBR

no multi-fault-detection vlan

(config-axrp)

<vlan id>
ZEREEEY 7 L — LOEEZITVET, ZEEZEOERIITOETA,
1. AR3T A — 2 BRI O HIHIE
B TEET A,
2. fEDORE I
[(RTA—ZIIRETEHE] 2B L T &N, 2L, ZTONRTA—FTT 74/ b VLAN
(VLAN ID=1) IZEETE EHA,

2L

L

R
Fi
=
i
=

%, TICERICKBENET,

1 oV ZREH LTV SEREES VLAN @ VLAN Zf5ETX 8 A,
2. ZHEMEEELRT VLAN IZ, #I1 VLAN THEH LT3 VLAN Z35ETE £8 A,
3. VLAN < v B U ZIfEHENTWA VLAN #E TS A,

L
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name

name

U 7w T 27D ERELET,

THWORE
name <Name>

H OBk

no name

(config-axrp)

<Name>
U T ET DDA ELET,
1. AT A — X EBWEIREO ) HIE
AT EHA,
2. fEORERPH
32 CFLINOICFHITHE L T 230, FEERRERCFIZONTIE I A—X|ZIEETE 5
B © MEEOXFES 25 LTLIZEN,

NULL O &% E LET,

L

BOEEARRE, $ICEMICKmSNET,

L

L
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vlan-group

vlan-group

Ring Protocol CTi#EM 3% VLAN 7 /v—7, B X% D VLAN 7 v—7 12575 VLAN ¥ > £ 7 ID
ERELET,

—ODY IR KRK2 OO VLAN VL — 72/ ETEET,

THRORE « BH
vlan-group <Group ID> vlan-mapping <Mapping ID list>

RO HIBR

no vlan-group <Group ID>

(config-axrp)

<Group ID>
Ring Protocol Ci#M$ % VLAN Zv—7 ID #fE L £,
1. KT A — 2B OYIHIE
HIETEEE A,
2. O EFHE
1~2

vlan-mapping <Mapping ID list>
VLAN ZL—FIZHBMT 5 VLAN vy BV 7 ID 2 8ELET, — DD VLAN v v B> 7 ID % E
TE51FED, "M T7U(), ar= () 2FEALTEEDO VLAN -y BV 7 ID O—fEREH TEXET,
1. BT A —ZHIEREOYIHME
B TEETA,
2. EOREFH
1~ 128

L

2L

REMELE, TITEAICKBRIIET,

=

B2b ) 7 DOVLAN Z—FIZR—D VLAN ¥ v BV I NRBRESNTWDHEE, TRH50 ) 7T
Fl—R—+Z2) o FR—MABETEEA, 2L, HV 7 THDHY 7 R— b (shared & 7E
DY TR—1) OBREITIRETEET,
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vlan-group

axrp vlan-mapping
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IGMP snooping

ip igmp snooping global

ip igmp snooping interface

ip igmp snooping fast-leave

ip igmp snooping mrouter

ip igmp snooping querier
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ip igmp snooping global

ip igmp snooping global

224

no ip igmp snooping X ERE, ALEE T, IGMP snooping #EEZ #IE L £ 3,

B D E
no ip igmp snooping

o Bk

ip igmp snooping

(config)

ALERE T, IGMP snooping #REAZ BRI LET,

IGMP snooping #BE2M5 1 LE 3,

REMAERR, T<ITKBSNET,

L

L



ip igmp snooping interface

ip igmp snooping interface

VLAN A > % 7 =— AT, IGMP snooping K$REA ANz L7,

M ORE
ip igmp snooping

o HI

no ip igmp snooping

(config-if)

L

L

2L

REMAERR, T<ITKBSNET,

system function =~ > RE%EFA T igmp-snooping 2 FE SN TWARWYE, Ko<y RIRETEEHE
Ao (system function =~ > RARBEDH AL, RETEET,) 881250 SS1240

2L
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ip igmp snooping fast-leave

ip igmp snooping fast-leave

226

VLAN A > % 7 = — AT, IGMP Leave #%2{5 L7284, T ICEYR— F~DO~LFF¥ X MEfE 4
LET,

THHDOFRE
ip igmp snooping fast-leave

RO HIFR

no ip igmp snooping fast-leave

(config-if)

L

IGMP Leave #3512 LT84, ZYUR— MR —~ AT F ¥ 2 ST NA—TDRX U SPIFELRWT & &2
BLTC, v FFY A MBAELZELELET, LoTC, IGMP Leave #%/E L7=H & b, MERWUFLOM (3
PR F 740 ME) ZvAF X 2 MBESHEEE L ET,

L

REMEARR, T<ITKBmESNET,

Ao~ Ra#iE LT IGMP Leave Z%(5 Lo 6y, 7 SIS AR — MO~/ FF v 2 Mlfs 2421k L
F9, FORYD, HYR— MIFE—<FFv X NI A—TITMALTND A U ABNIFEET DA, %Y
AU INADZ VT X ¥ A MBED—RIIEILLET, ZOEA, %4 A2 3\0 60 IGMP Report (A
HR) AFHESZETAILT, AT A MEEEEELET,

L



ip igmp snooping mrouter

ip igmp snooping mrouter

VLAN A > Z T =2 — AT, w/LFFyv A ML—FR— b E2HELET,

WROBIE « BH
ip igmp snooping mrouter interface {gigabitethernet <IF#> | port-channel <Channel group#>}
S2200 S2100
ip igmp snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#> | port-channel

<Channel group#>} SS1250 SS1240

&= W
R DHI R
no ip igmp snooping mrouter interface {gigabitethernet <IF#> | port-channel <Channel group#>}
S2200 S2100
no ip igmp snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#> | port-channel

<Channel group#>} SS1250 SS1240

(config-if)

{gigabitethernet <IF#> | port-channel <Channel group#>} $2200 $2100

{fastethernet <IF#> | gigabitethernet <IF#> | port-channel <Channel group#>} SS1250 SS1240
YNATFHXYARN—ER— FNERET DA F T2 —AERELET,
1. AKRT A —ZBUEREO Y HE
HIETEEE A,
2. DR E L
<IF#>: VLAN IZJB 954 v ¥ 7 = —AR— " EBEHRELET,
<Channel group#> : VLAN IZJBT5F ¥ RV I NV—TFEEZRELET,
<IF#> 35 X U' <channel group> OEDREFIAICOWTIE [T A =X IZIRETE Al 25
LTLEENY,

L

2L

REMAERR, T <ITKBmSNET,

1. YA ¥ 7 = — AT ip igmp snooping FXENRWIGE, AEERITENEL WA,

2. VT F XA M—F R NIAL v FE2HRET DAL, #5650 A1 » F D IGMP snooping HE
EHHIZL TSN,

3. A= FF¥RNMIBEBLTWAER— FESZEYLTFXY A ML—FFR— MIEELTHEIELEEA,
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ip igmp snooping mrouter

ip igmp snooping
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ip igmp snooping querier

ip igmp snhooping querier

VLAN A > Z 7 =— AT, IGMP 7 = U THfEZ AN L ¥,

B D E
ip igmp snooping querier

T O HIBR
no ip igmp snooping querier

(config-if)

L

L

2L

REMAERR, T<ITKBSNET,

Wy 2T - AT ip igmp snooping DERENTVES, FEEEIP T FLAREEZ L TWRWES,
7 ) THSERIXEMEL A,

ip igmp snooping

ip address
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MLD snooping

ipv6 mld snooping global

ipv6 mld snooping interface

ipv6 mld snooping source

ipv6 mld snooping mrouter

ipv6 mld snooping querier

231



ipv6 mld snooping global

ipv6 mld snooping global

no ipv6 mld snooping g%/ ERF, AZ%E T, MLD snooping HEE & #11E L E 7,

THHM O E
no ipv6 mld snooping

o Bk

ipv6 mld snooping

(config)

ASERE T, MLD snooping BéfEE AN L7,

MLD snooping #aE23M5 1R L £ 7,

REMAERR, T<ITKBSNET,

L

L
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ipv6 mld snooping interface

ipv6 mld snooping interface

VLAN A > % 7 = — AT, MLD snooping HREZ AN L £,

M ORE
ipv6 mld snooping

o HI

no ipv6 mid snooping

(config-if)

L

L

2L

REMAERR, T<ITKBSNET,

system function =~ > Ri%EH T mld-snooping 25 E SN TWARWYA, Ko<y RIRETEEHE
Ao (system function =~ > RARBREDH AL, RETEET,) 881250 SS1240

2L
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ipv6 mld snooping source

ipv6 mld snooping source

234

VLAN A > ¥ 7 =— AT, il 2% MLD snooping §HEDX(E T IPV6 7 KL A& EL £ T,

W ORI - B
ipv6 mld snooping source <IPv6 address>

E o Bk

no ipv6 mid snooping source

(config-if)

<IPv6 address>
MLD snooping #§REDEEIC IPV6 7 KL AEZRE L E T,
1. RRT A —ZHMEREOYIHE
AR TEEHE A,
2. fEOFEHPH
IPv6 V27 a—R L7 RL A& an Ml CRELET,

MLD 7 =V 7HEEENBNMEL 8 A,

L

REMAER, T IIKBESNET,

1. Y%A ¥ 7 =— AT ipv6 mld snooping F 72 I3ARHEN 2 WIES, MLD 7 =) THfRIZEIEL 1
o

2. ¥ A 27 2—R (interface range) REDYETL, Ao~y RERETEEEA,

3.IPV6 V7 —NT RUAZEL T LI, IPV6 7o — LT RLAERIRET DL, VAT A
ELTEMELARVEGRH Y £,

ipv6é mld snooping

ipv6 mld snooping querier



ipv6 mld snooping mrouter

ipv6 mld snooping mrouter

VLAN A > Z T =2 — AT, w/LFFyv A ML—FR— b E2HELET,

ORI - A8
ipv6 mld snooping mrouter interface {gigabitethernet <IF#> | port-channel <Channel group#>}
S2200 S2100
ipv6 mld snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#> | port-channel

<Channel group#>} SS1250 SS1240

TEHROHIBR
no ipv6 mld snooping mrouter interface {gigabitethernet <IF#> | port-channel <Channel group#>}
§2200 S2100
no ipv6 mld snooping mrouter interface {fastethernet <IF#> | gigabitethernet <IF#> | port-channel

<Channel group#>} SS1250 SS1240

(config-if)

{gigabitethernet <IF#> | port-channel <Channel group#>} $2200 $2100

{fastethernet <IF#> | gigabitethernet <IF#> | port-channel <Channel group#>} SS1250 SS1240
YNATFHXYARN—ER— FNERET DA F T2 —AERELET,
1. AKRT A —ZBUEREO Y HE
HIETEEE A,
2. DR E L
<IF#>: VLAN IZJB 954 v ¥ 7 = —AR— " EBEHRELET,
<Channel group#> : VLAN IZJBT5F ¥ RV I NV—TFEEZRELET,
<IF#> 35 X U' <channel group> OEDREFIAICOWTIE [T A =X IZIRETE Al 25
LTLEENY,

L

2L

REMAERR, T <ITKBmSNET,

1. Y%A ¥ 7 = — AT ipv6 mid snooping DR¥EN 2GS, AKEIREIEL A,

2. YT F XA MN—LR— AL v FEBHRET DHEE, B D A1~ F D MLD snooping g
EHHZLTLEE,

3. A= FF¥RNMZBEBLTWAER— FESZEYLTFXY A ML—FFR— MIEELTHEIELEEA,
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ipv6 mld snooping mrouter

ipv6é mld snooping
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ipv6 mld snooping querier

ipv6 mld snooping querier

VLAN A V' # 7 =2—AT, MLD 7= V) THREZ BN L E9,

WO E
ipv6é mld snooping querier

fEWw OB
no ipv6 mld snooping querier

(config-if)

L

L

2L

REMAERR, T<ITKBSNET,

1. Y%A ¥ 7 = —A|Z ipv6 mld snooping DF%EN 2GS, £7213 MLD Query A vt — Y D%E(E T
IPv6 7 N L AEKIEZ LTV RWEE, MLD 7= U 7HEREIFEEL £8 A,

ipv6 mld snooping

ipv6 mld snooping source
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5 IPv4

IPvd  ARP ICMP

ip address

ip mtu

ip route
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ip address

ip address

HIPv4 7 KL AZHFELET,

W ORI - B
ip address <IP address> <Subnet-Mask>

Tl O HIR
no ip address <IP address>

(config-if)

<IP address>
HIPVAT RLAZRELET,
1. RRT A —ZHMEREOYIHE
AR TEERE A,
2. O EHPH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

<Subnet-Mask>
BT Ry PRI ERELET,
1. BT A —ZHIEREOYHUE
B CEEHA,
2. {EOFR E i
BTy <A77 :128.0.0.0 ~ 255.255.255.252 (B FANEKE L TWDH Z &)

L

Ty IIREDA 2T 2 — R L, Ra~v FTEREZITHI L, YA X 72— R F—EXU L,
HET v 7 LET,

PEsT, WO XS IIREEDN AL T,

o WAL H T 2—ATETOBENHIE, Dol ATRILET,
o WA UH T 2 —RTEREINTE, 4TIy 7 ARPO FUBHIBRSNET,

s
A
i
R
2

%, TICERICKBENET,

1. IPVAT7 FLRE L TI27*** 2RETEEH A,

interface vlan
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ip mtu

ip mtu

AVHET2—ATOREEIPMTU EZHELET,

WHROBE - £
ip mtu <Length>

E O Bk

no ip mtu

(config-if)

<Length>
ALET 2= ATOREIPMTU BZHELET, EEIZIIR—F MTUBRTRELIZ7 L—2a R
ERRTGA—=BERIEL, NEWFOHEE LA L EZ 72— ADIPMTU E& LTHERHLET,
B, F—FMTUBRTRELEZ7L—LEE Tmtu) 2R LTSN,
AL TV IPMTU EiX, #H =2~ K show ip interface THEE L T 72& W,
1. ARZ A —ZBEMEREOYIHIE
B TEFER A,
2. EOREFHE
128 ~ 9216 (Byte)

A—HFMTURBHRTHELE7L—2K Byte) Z IPMTUEE LTHEHALET,

2L

REMELE, T ITEAICKBREIET,

1L A=Yy hOIPMTU EiX, A— M MTUBHRTHE L7 L—2E L IPMTU Ofi & % b3 2
7=, EAEIPMTU E% 1500 £ 0 KEVEIZRET S & X3, ipmtu OFRELIT TiERL, F—
r MTU fE#H O mtu OFRE LB L T 720,

interface vlan

mtu
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ip route

ip route

ART 4 IREDIPVAT RLAEZREL X7,

W ORI - B
ip route <IP address> <Mask> <Next hop>

LRl
no ip route <IP address> <Mask> <Next hop>

(config)

<IP address>
ABT 4 T RO IPVA T RV AEZBRELET,
1. RRT A —ZHIEREOYIHE
AR TEERE A,
2. O EHPH
0.0.0.0 ~ 255.255.255.255

<Mask>
ABT 4y I RIBORIE IPVA T FLADR Y hv A2 ZBE LET
1. AT A —H B WD B
HHTEEEA,
2. EOREFH
Y7 F v h~ A2 :0.0.0.0 ~255.255.255.255 (£ v hAMEfEL T\ DH 2 &)

<Next hop>
ABT 4 VREDR T A REK Yy 7T RLAEBRELET,
1. AT A — 2 B O PIHIE
B TEEREA,
2. fEOFKERH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

L

L

REMELE, TICERICKBEIIET,

L
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ip route

L
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6 QoS

flow detection mode

245



flow detection mode

flow detection mode

246

TANE - QoS HERED T — T A E— RERELET,

AKa<w Rix, "—Ru=7 77—V TORKZY N BEOESF— BB LES, EABEBIILNT
TR RE — NIEFST AT, "= R 2T VY —AEVERT—TVIETIETHEATES LD
RV ET, oS Z—r 0T T2 747 b— a0 A RVol.l 3 WAL 23K LTL
7ZEWN,)

AKazwr B, N—FU=7ORANLRBERMEZRET 20D THLD, EETLHEITZEMA
72— AR L THRESNTWA TRO A~y RETXTHIRT 2LERSH D £,

* ip access-group

* mac access-group

* ip gos-flow-group

* mac qos-flow-group

- T, BT EREMEZHBT 2RNOBEBETREL T ZEW, EHTOLFITREO LEEA,

Zoawy RERE LR, FREEREHIBR L L X layer2-2 37 7 4 /L MREEIZZ2 0 £,

THRORE « BH
flow detection mode {layer2-1 | layer2-2}

THHOHIBR

no flow detection mode

(config)

{layer2-1 | layer2-2}
Zu—HE—FERELET,
1. AT A — 2 B O H)HE
B TEEEA,
2. fEORE
2L

Ja—RHEE—RFO@EHa~y REROKRITRLET,

17-1
mac ip
access-group access-group
gos-flow-group gos-flow-group
layer2-1 @) X
layer2-2 X O




flow detection mode

L) O : BEEFEE X @ REARA
HZ7o—HHE—RICOWTUE 747 b—2arHA FVol2 113 7e—HHE—F] BXW® a7 47
L—3a v A RVol.2 311 7a—fHE—F] 2B LTIEEN,

7o —mE— R, layer2-2 TEIfEL £,

2L

5
i
Tk
s
i

%, TICERICKBENET,

L

ip access-group
mac access-group
ip qos-flow-group

mac qos-flow-group
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deny ip access-list extended

deny ip access-list standard

deny mac access-list extended

ip access-group

ip access-list extended

ip access-list resequence

ip access-list standard

mac access-group

mac access-list extended

mac access-list resequence

permit ip access-list extended

permit ip access-list standard

permit mac access-list extended

remark
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] IPv4

IPva D7 a haVv4frE LT, HBETEDAMEROKIRLET,

18-1 IPv4

ah 51
esp 50
gre 47
icmp 1
igmp 2
ip FTRTOIP 7 han
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tep 6
tunnel 41
udp 17
vrrp 112

- TCP

TCP CHETEZ KR — M#HE, ROKRIIRLET,

18-2 TCP
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
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https HTTP over TLS/SSL (443)

ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
Idap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)
- UDP

UDP TIETZX AFh— NMH%E, RORIZRLET,

18-3 UDP IPv4
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
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nameserver Host Name Server (42)

ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcp X Display Manager Control Protocol (177)
m TOS

HETE 2 TOS Afrz, WORITELET,

18-4 TOS
TOS TOS
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0
m Precedence
fEE T& % Precedence &M%, ROKITRLET,
18-5 Precedence
Precedence Precedence
critical 5
flash 3
flash-override 4
immediate 2
internet 6
network 7
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Precedence Precedence

priority 1
routine 0

m DSCP

fEETE % DSCP 4 #5%, IROKRITRLET,

18-6 DSCP
DSCP DSCP

afll 10
af12 12
afl3 14
af21 18
af22 20
af23 22
af3l 26
af32 28
af33 30
af4l 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
cs5 40
cs6 48
cs7 56
default 0
ef 46

||

BETE DM =V Xy N A TEHE, ROKRITRLET,

18-7
Ethernet

appletalk 0x809b
arp 0x0806
eapol 0x888e
gsrp X GSRP Hll#Hl/ > a7 4 V2 LET
ipv4 0x0800
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Ethernet

ipv6 0x86dd
ipXx 0x8137
Xns 0x0600

FEX AL TWER A,
m MAC

FEETX 559 MAC 7 R L 24 8%, IROFITRLET,

18-8 MAC
bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCcC.cccc 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
lldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCC.CCCD 0000.0000.0000
|

TIRAVARNK, T4 NVEEFHEBOFHIZONTIE, BUTESBRLTIZEN,
||
77 EAY A MEEEIE, UFOa~y RORETT,

* ip access-list standard
* ip access-list extended
* mac access-list extended

]
TR AY R RMREKIL, LTFDa~vy RTERILEZT7T 78R X OB T,

« interface fastethernet / gigabitethernet / vlan T @ ip access-group
* interface fastethernet / gigabitethernet / vlan T ® mac access-group

EX UTOa~vy RTHRETATZ7EAY AL, ZZ2TWHIT AT X MRERITHEY LEEA,

* line vty T ® ip access-group

* authentication ip access-group

* mac-authentication access-group
* snmp-server community

||
TIEAVANKIL, T27E2AURRREERE, KRBT 782U 2 MEREOEFTT,

KT 78RV A MERSE L, BT 78R Y X MERE) (ZFELTZa~y RTERSINEZT 78R
VARDHY S, (RT 7RV R NRER ZHFELa~y RPLERBENWY XA FOMTT,
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T4 VBT, RO avy ROBETT,
* permit

e deny

* ip access-list standard #

* ip access-list extended H

« mac access-list extended *

WX U R RNERED RO deny] 25720 TT,

TIEARAY RN

SEEAAART, IPv4, MACDOT 7 EA Y A MaigKk512 ) A |

P L G

IPVAT RL AT 4 )VH, IPVA Ry b7 4V %, MAC 7 4 V2 Z &1, 7 4 VZ 5t ZdE@E AT

BK1024 = R Y

TI7EAVRAMIBELTL, EREOIENC Tarrzg 77—y a0 H4 FVoll 3.2 INESM IZi#d 5

RN TFELET,
||
TIEAY A NEOEMBE, WOFITRLET,

18-9

TR AL AAA ZEK LT, A =Py b 1U A b 1JA b 1Ak 3UA L
# 7 = —Z 0/1 ® inbound |ZF&E

interface fastethernet 0/1

ip access-group AAA in

ip access-list extended AAA

10 permit tcp any any

20 deny udp any any
TI7EAT AL AAA ZEK LT, A =Py b 1A b 2U A b 2 AR 3U AL

27 x—Z0/1 & 0/2 ® inbound (23X E

interface fastethernet 0/1
ip access-group AAA in

interface fastethernet 0/2
ip access-group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any
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TIEAUARNAAA BER LT, A —FRy bA v
&7 = —2 0/1 ® inbound IZFRE
T2 AYARBBBZ{ERLT, A —HxRy b1
&7 =—2 0/2 ® inbound IZFRE

interface fastethernet 0/1
ip access-group AAA in

interface fastethernet 0/2
ip access-group BBB in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

2 U AL

2U AR

2UA K

6 UANK

TI7ERAUARNAAA EER LT, A —FRy bA
# 7 = —A 0/1 ® inbound (ZF%E
T7EAYANBBBEERLT, £ ¥ 72— (T
WA L7z

interface fastethernet 0/1

ip access-group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

AU S

1A}

2U A

6 U=AbG

TI7EAY AL AAA ZEKLT, A4 7 =—R1Z
W L2

ip access-list extended AAA

10 permit tcp any any

1A

0V =Rk

1V AbB

2R}
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deny ip access-list extended

IPV4 Ay N7 4 VB TOT 7B ABEGTAELEEELET,

WROBIE « BH

o 77w h=L78 TCP, UDP LIS D54
[<Seqg>] deny {ip | <Protocol> | icmp | igmp }{<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4>
| any} {<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [{[tos <TOS>] [precedence
<Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

e Efi7v Fhani TCP ORA
[<Seqg>] deny tcp {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}[eq <Src port>] {<Dst
IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port> ] [ack] [fin] [psh] [rst] [syn]
[urg] [{[tos <TOS>] [precedence <Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority
<Priority>]

o Bffi7m k=L’ UDP 084
[<Seq>] deny udp {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}[eq <Src port>] {<Dst
IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port>] [{[tos <TOS>] [precedence
<Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

TR O HIER

no <Seq>

(config-ext-nacl)

<Seqg>
7 4V EEOBAIERFEEE L ET,
1. R8T A —ZBMEREO YA fE
77 A Y A MNIZEER WA, FIEMERE 10 T,
S ERELTHIHEA, BELTHIuEANERFORKAME +10 T,
72720, EHNEFE ORRIEDS 4294967285 L D K& WEOBHAITEK TE £ A,
2. {EDOFREHM
1~ 4294967295 (10 %) #HEELET,

{ip | <Protocol> | icmp | igmp | tcp | udp}
IPv4 /%y RO Eff T e h a V&R RELE T,
72720, T _ToOTe harEaRETHGEETip ZHEELET,
1. AT A —Z RO WA
AIETEEE A,
2. EOBEHH
* <Protocol> :
0~255 (10#%%) F£/-1F7u hargHeEiEELET,
(% 18-1 fEEWHEZR T B b2 LA4FR (IPv4) ] 2B L TL7E3W,

{<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}
EEITIPVA T RLAZIRELET,
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FTRTOREITIPVE T RLAZRET 286 T any 2HEELE£7,
1. RRT A —ZHIEREOYIHE
A TEER A,
2. fEDFR EHiH
<Src IPv4> <Src IPv4 wildcard>, host <Src IPv4> £7ziZ any #fiE L £,
o <Src IPv4> <Src IPv4 wildcard> 51 :
<Src IPV4> [ZIFEET IPVA 7 L AEZRE L 9,
<Src IPv4 wildcard> (21X IPv4 7 KLV AD R TEEDEZH ] THE Yy &L TCHIA LV E
I — K% IPv4A 7 L AR THRELET,
* host <Src IPv4> {57 :
<Src IPV4> DFEL—EAE 7 A VA GMEE LET,
e any {87 :
FEILIPVAT LA T A VE LT LA,
IPv4 7 K LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Src Port>

EEILR— FNEFZRELET,

v ha LN TCP BLUWUDP EiFo4 7y a > TF,

1. RRT A —ZHMEREOYIHE
2L (HEFE LEEAL)

2. fEDFR E HiH
0~ 65535 (10 #EH) FizidHh— MaERELET,
FEEFRE/ AR — NPT TR 18-2 TCP THERRE/RA— M) B LU £ 18-3 UDP T
FEFRER AR — MAFR (IPv4) ) 2L TS0,

{<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any}
SESE IPVA 7 RL A4 E L £ T,
TRTORE IPVA T RLAZIRET D& any Z48EL £,
1. AT A —Z B OYIHIE
BIETEEE A,
2. EODFR E i P
<Dst IPv4> <Dst IPv4 wildcard>, host <Dst IPv4> % 7-1% any Z#5E L £7,
 <Dst IPv4> <Dst IPv4 wildcard> f§ /& :
<Dst IPv4> 213565 IPv4 7 R L A% 48E L £ T,
<Dst IPv4 wildcard> {ZiZ IPv4 7 R L ADOHP THREOEEZFFTHE Y h&SLTRZUA LR
H— K% IPv4 7 FL 2B THRELE T,
* host <Dst IPv4> $57E :
<Dst IPv4> D52 —3aE 7 4 V2 5L LET,
e any f57E :
SESEIPVA T L AR T 4 VESGMELITLER A,
IPv4 7 KL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Dst Port>
SR — FPEEEERELET,
7a b aNTCP BLWUUDP 047> a T,
1. BT A —ZHIEREOYHUE
2L (S E LEEA)
2. fEOFKEF
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0~ 65535 (10 %) F/midR— M ERELET,
FEEFREZe R — MAFRIL T3 18-2 TCP TIERME/RA— MAFR] BL W 13 18-3 UDP THs
ER[RE/R R — AT (IPv4) | IR L TLIZ& 0,

tos <TOS>
ARFGA—=H1L, TOST7 4=V KDY F3~6D4E Y b THDTOSHEEIEELET,
ZENRTY FOTOS 74— /L ROEY F3~60D4FEy FEHgLET,

Bit0 Bitl Bit2 Bit3 Bit4d Bitd Bit6 Bit7

| Precedence | TOS | - |

1. AK/RT A — 2RO Gl
L (RS E LEEA)
2. fEOE I
0~ 15 (10 %) F7/-IZTOSAMERELET,
FEEFTRE L TOS 4 BRI 3K 18-4 IBEFIAE/R TOS 4 Fk) ML T 7230,

precedence <Precedence>
AT A —H2E, TOS 7 4—/L D AL 3 v b THh S Precedence A FEE L £,
ZEATY FDTOS 74—V FEL3 By M EHELET,

Bit0 Bitl Bit2 Bit3 Bit4d Bitd Bit6 Bit7

| Precedence | TOS | - |

1. AKRT A — 2 BUEREOHIHE
L (BHEtEE LEEA)
2. B ERE
0~ 7 (10 %) F7=1% Precedence £ #2458 TE L £,
FEEFTRE R Precedence & #ri% 13 18-5 FEE FIRE/R Precedence 47 &ML T2 &0,

dscp <DSCP>
ARG A—=H21%, TOS7 44—V KD L6 EY FTHD DSCPEERE L £,
ZEATY FDOTOS 74—/ REM6 By M EHELET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSCP | - |

1. BT A —ZBWEREO YA
2L (S E LERA)
2. EOREHH
0~ 63 (10 %) £7-1L DSCPAMEIRE L £1,
FEEFIRE7: DSCP 4 frE [ 18-6 T [EE7e DSCP 4fF) &ML T Z &V,

ack
TCP A~y XD ACK 7T 7N 1Oy hOBRHERELET,
7a haArBN TCP EiF 047 v a T,
1. AXF A — 2 EMEREO Y HIE
L (BHEEEE LEEA)
2. fHOFREHFFA
2L
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fin
TCP~yZDFINZ7Z 708107y hotiaiEELET,
7u halNTCP D47y 3 TY,
1. AT A — B O P HE
el BRi&EE LEREA)
2. O E P
L

psh
TCP ~yZDPSH 75 7R 107y SOz E L ET,
7’2 haNVNTCP 2T DA v a T,
1. BT A —ZHMEREOHHIE
oL BR&EEE LEREA)
2. fEO E#HH
L

rst
TCP~YXDORST 75 7N 1Dy FOBEERRELET,
Zu ha VBN TCPEOA T a TY,
1. RoRT A —H RO HIHE
7oL (S E LEEA)
2. (B F% EHiPH
L

syn
TCP A~y HZDSYN T Z 7R 1 Oy SO ERELET,
7a hA R TCP EH DA 7 a T,
1. ART A —H B O P HIE
2L (HEHE LEEAL)
2. DR EHPH
2L

urg
TCP~y XD URG 777N 1Dy FOMEEEL 7,
v bR TCP EF DA 7y 3 ¢,
1. AT A — X B P HIE
2L (HEHE LEEAL)
2. DR EHiPH
2L

vlan <VLAN ID>
VLAN ID #f8E L £,
ARG A—=ZFA =Y Fy " Z 7 =— AW LSRR AR T,
1. A3T A — X B P HIE
2L (HEHE LEEAL)
2. DR EHPH
NG A—ZITHEETE D) 2L TSN,

user-priority <Priority>
a—PEEEEAEELET,
1. AT A — 2B OH)HIE
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2L (Bt E LERTA)
2. EOREHIH
0~7 (10 #HELET,

L

1= NI BRESNTWARANWT 7RV A N2 A F 72— R WA LIREET=Y MY 2BINT % &,
T RNIBAE T 2= AT SND ETOM, %AV F 72— ATZELEIP Ny F R
RIS NET,

R
Fi
=
i
=

%, TICERICKBENET,

1. ¥ETLT FLRATUA N = FRBXUO%EEET FL AT AL R — RIC 255.255.255.255 & AFjL7- L &
iZany & FRLET,

2. HEILT FLABLUO%EHT F L A2 nnn.nnn.nnn.nnn 0.0.0.0 & A/ L7= & (3 host
nnn.nnn.nnn.nnn & 2R LET,

3. tos ¥ LU\ precedence & dscp OFRIFFFREIX TE £/ A,

ip access-group
ip access-list resequence
permit (ip access-list extended)

remark
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deny ip access-list standard

IPVAT RLATZ A NETOT IV ARIEETASLERETELET,

WROBIE « BH
[<Seqg>] deny {<Src IPv4> [<Src IPv4 wildcard>] | host <Src IPv4> | any}

o Bk

no <Seq>

(config-std-nacl)

<Seqg>
T4 NEEEOERIBFERELET,
1. AT A — X B ) HIE
T 72 A YA NNICEEDNROGE, PIRIEIL 10 TF,
FUERELTHLIHEE, BRELTHIEMNERFORKAME +10 T,
72720, EHNERE DR KED 4294967285 L D K& WMEOBHAIIEK TE £H A,
2. EODFR E i B
1~ 4294967295 (10 #%0) #MELE T,

{<Src IPv4> [<Src IPv4 wildcard>] | host <Src IPv4> | any}
IPv4 7 KL AZRELET,
TRTDIPVvA 7 FLAZHET 525G T any ZHEL £ T,
1. AT A—HEBMEREO Y HE
B TEERE A,
2. fEOF EHiHH
<Src IPv4> [<Src IPv4 wildcard>], host <Src IPv4> £7-1Z any 2 E L £,
» <Src IPv4> [<Src IPv4 wildcard>] f57E :
<Src IPv4> 21X IPv4 7 KL A Z$EE L £ 7,
[<Src IPv4 wildcard>] IZIZ IPV4 7 RL AR TLEEDEEAFFT5E Yy NESLTRYA /LR
A—FR%ZIPvA T FLAEATHRELET. AW LZHEIE <Src IPv4> DEE—EE 7 4 V¥
FfE LET,
* host <Src IPv4> 5 7E :
<Src IPv4> DR a7 A VI L LET,
e any f57E :
IPVAT RL A% 7 4 VEZEMELITLER A,
IPv4 7 R L2 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

L

1=V FUBBRESNTWARNWT 7RV A M2 ¥ 72— X ZHEH LIIREET= Y 2BIIT25 &,
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TURIBA H T 2R CHEAEINDETOM, S A ¥ 72— ATRZIELT IP X7 v MR —R
WCEEINET,

REMELE, TITEAICKBEIET,

1. 7 RVRAT AL RH— KIZ 2565.255.255.255 & AJjL7z & XlTany EFRrLET,
2. 7 RLA{Z nnn.nnn.nnn.nnn 0.0.0.0 £ A7 L7z & 13 host nnn.nnn.nnn.nnn £ R LET,

ip access-group
ip access-list resequence
permit (ip access-list standard)

remark
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deny mac access-list extended

MAC 7 4 VB TOT 7B A BT 5542 EL £,

WROBIE « BH
[<Seqg>] deny {<Src MAC> <Src MAC mask> | host <Src MAC> | any} {<Dst MAC> <Dst MAC
mask> | host <Dst MAC> | any | bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu } [<Ethernet
type>] [vlan <VLAN ID>] [user-priority <Priority>]

THHOHIBR

no <Seq>

(config-ext-macl)

<Seg>
T4 NEEEOEAIEFEZEELET,
1. RRT A —ZAMEREOYIHE
T 7' AU A MRIZEER 2GS, PIMIEIL 10 TT,
SMEERE L CHDIEA, RELTHIHAIERFORKM +10 T,
72721, JHERE O I KA AS 4294967285 L 0 K& WMEOSEAIIER TE $H A,
2. fEORERH
1~ 4294967295 (10 #%k) Z#FELET,

{<Src MAC> <Src MAC mask> | host <Src MAC> | any}
REETLMACT RLAZBELET,
FTRTOREEITLMAC Y RLRAZTRET D56 T any 2 EL 7,
1. RRT A —ZHMEREOYIHE
B TEERA,
2. {EDFR E i
<Src MAC> <Src MAC mask>, host <Src MAC> %£7-1Z any Z#5E L £7,
* <Src MAC> <Src MAC mask> 87 :
<Src MAC> IZIE¥1E0C MAC 7 RL AR HEE L £,
<Src MAC mask> [ZIZT MAC 7 RLADH TIEEDOEEZHF T8y NENTIEv AT %
MAC 7 FL 2B THEEL £,
* host <Src MAC> #57E :
<Src MAC> D5ER—H % 7 4 VA &ML LET,
e any 87 :
EIETEMACT RLRAET 4 VESMELITLERA,
MAC 7 F L2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.fiff (16 %)

{<Dst MAC> <Dst MAC mask> | host <Dst MAC> | any | bpdu | cdp | lacp | lidp | oadp |
pvst-plus-bpdu}

SE5E MAC 7 RLAZIELE T,

FTRTOFEHE MAC 7 RLALFRET 2561 any 24 EL £,

1. RRT A —ZHBEREOYIHIE
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BMETEEEA,
2. EOFE R
<Dst MAC> <Dst MAC mask>, host <Dst MAC>, any, bpdu, cdp, lacp, lldp, oadp F7-i%
pvst-plus-bpdu ZHE L 7,
» <Dst MAC> <Dst MAC mask> {5 :
<Dst MAC> (2135852 MAC 7 FL A48 E L £,
<Dst MAC mask> IZIX MAC 7 L ADOH TIEEDEEFFATHE Y NEN T AT &
MAC 7 FL ZJETHE L7,
* host <Dst MAC> $57E :
<Dst MAC> D5e® & 7 4 VZ & LET,
e any f57E :
S MAC T RL A% T 4 VEFRMELITLERA,
* bpdu f&7E :
BPDU il > R &7 4 V2 Gk & LET,
e cdp HHE -
CDP il /N> b7 4 V2 5L LET,
e lacp 187 :
LACP il /"> Ma 7 4 V2 Gk LET,
o lldp 57 :
LLDP il "> b a7 4 VZ G E LET,
e oadp {87 :
OADP Hillif /"> N7 4 VA G E LET,
* pvst-plus-bpdu 57 :
PVST+ il N> b&7 4 VRIS LET,
MAC 7 K LA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 #E%0)

<Ethernet type>

A=V Ry NATHESELTA YRy NEATEHERELET,

1. RoNT A — HAREREO YT fE
2L (S E LERA)

2. (B DR EHPH
0x0000 ~ Oxffff (16 %) F/-idA —TF x> h¥ A TLHERELET,
FEEFREZRR A — Ry "NE A TAFRT (R 18-7 BEFRRRA —V Xy b1 TEH Z25RL
TLIEE,

vlan <VLAN ID>
VLAN ID & L £,
BNRG A —=ZFA =P Ry b X T 2— AW LIEGETE AR T,
1. AT A —ZBREREO Y HIE
L (BHEtEE LEEA)
2. fEDORE I
(NI A—=ZZHETE L) 23R TLIIZEL,

user-priority <Priority>
PR AT LET,
1. AT A — 2 BMEREOPIHIE
L (&S LEEA)
2. DR E R
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266

0~7 (10#%) ZfHELET,
L

1= MY BREEINTOVRNWT 7V ERAY A A X 72— AZEA LTZIREET= Y MY 2BIN3 5 &,
T RNYUBAUE T 2= RTHEAIND ETOM, YA V¥ 72— ATRE L4/ v MR—FHIZ
BEEINET,

REMELE, TICEAICKBIIET,

1. EEFETT FLAB L USEET R L A2 nnnn.nnnn.nnnn fIEEFFFEAf & A L72 & & idany EFRLE
j—«

o

2. ST FL AT 0 P a AR EELIIRETE L7 0 Fa A HEOT FLAZHEEL TV L2581
T hAaNAHEFRRLET, AT FLAHRETE 27 0 ha A HorT LAt [#£18-8 f§
TERREZR505E MAC 7 RL A4 #B LTI, BRI OREEILT FLABIUSEET FL
Z1Z nnnn.nnnn.nnnn 0000.0000.0000 & A7) L7= & 1% host nnnn.nnnn.nnnn & &R LET,

mac access-group
mac access-list resequence
permit (mac access-list extended)

remark



ip access-group

ip access-group

A=HFy AV F T2 —AETVLAN A V¥ 72— LTIPVA T 722U 2 M &L, 1Pv4
7 AN EREE AN LET,

THHDOFRE
ip access-group <ACL ID> in

THH DR
no ip access-group <ACL ID> in

(config-if)

<ACL ID>
BETDIPVAT RLAT A NEEIZLIPVA Ry N7 4 VX O#ATFE2RE L £,
1. AT A — 2 B O I HIE
BIETEEH A,
2. EOBHEHIPH
3~ XFUNDOT 7EAY A MNFRERELE T, EEARERIFIZONTL T X2 —F |
BETEAME] 2L TLIZIN,

Inbound ZHEE L 7,
in : Inbound (ZAZMIDIEE)
1. AT A — 2 BWERE O HIHIE
B TEEH A,
2. EOREFP
el

L

1= MIUEERELEZET V7 BAYV A ML U A 72— AZCEBHATAHEES, =0 NIBA U HT2—A
WCHEH SN DETOM, UM v X T 2—ATZELEZIP Ay y MA—IICEIEINE T,

REMELE, T ITEAICKBREIET,

1. system function =~ > RE&EA T filter BFEEINTWRWEEA, Ra~wy RIIRETEEHA,
(system function =~ > RBRFEDHEIL, RETETET,) SS1250 SS1240

2. A=A ZT7 2= LTIPVA T ANV F & —=OREARTY, A —¥xy b FT7 ==X,
VLAN A > % 7 == 2T T 258 13R K 128 TF, T TICRESNTODIHAEIE, Vol Al
BRLCORET DI &R £7,
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3. FELZRWIPVA 7 4 VB HdRE LTSGR EEL 8 A, IPVA 7 4 VX ORI I3 88k S E
75
4. ZEMT7r—RBREE— FICLOREDW T ERORITRLET,
18-10 IPv4
VLAN
layer2-1 X %
layer2-2 O

268

LD O : &REFRE X @ BERA

5.

A—YRy MM ET =R LTIPVA NS v b7 4 VE ZRBAT 2561, 72 —MHSEic
VLAN RZ A=A b L&, WRTLHA =Ry b U F 72— ZADORENKIZ VLAN ID B8 Ei
TWIUERETE ET,

VLAN A > ¥ 7 = — Rk LTIPV4 Xy N7 4 VX AT 256810, 7o —MHS&M42 VLAN
NRIA—BEPRRNE ZITRETEET,

—ERDONT v ME T 4 VA BERROX G T, FERIZ W T, T 7 4 b—va 4 Kvol.2 1
T4 F] BBRLTIIEIN,

ip access-list standard

ip access-list extended
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ip access-list extended

IPv4 7 4 V2 & LCEET DT 7 BAV R MNEFRELET, IPVA T 4 LEELTCEET AT 7 EAY X
MZIFEEN —oHVET, IPVAT RLAT gV &, IPVA Ty N T 4 VZ T,

ZOavwr RTIEIPVA RSy N7 A NVEERELET,

IPv4 "y N7 0 V2 TlE, #ET0IPvA T KL R, %85 IPv4 7 R LA, VLAN ID, =—¥{EEE,
TOS 7 4 —/V FOfE, R"—FESRBIOTCP 77 JI2k3nWT 74 Z LET,

TI7EAYRAND—2DID TEEEDO 7 4 VA FUERTFETEETH, A —F Ry M ¥ T7=2—RE
LOVLAN A > ¥ 7 = — A ZH#EHT 2EE IR K 127 HE2 0 £5,

TIRRAY AN, TANVEEECHONTIE, BT 782U X MUIHOWT] ZBBLTL &0,

THMORE « BH
ip access-list extended <ACL ID>

THH DR
no ip access-list extended <ACL ID>

(config)

<ACL ID>

RIET D NPVART >y b7 4 VE O FHRELET,

config-ext-nacl &=— K~B1TL £,

1. AT A — 2 BMEREOYIHIE
B TEETA,

2. EOBREH
3~3LXFLUNDOT 72 AU A MBERELET, FRETERITICONTIE T A =4[
FBETE 2] 22U TIEIN,

L

2L

REMELE, TITEAICKBREIET,

VBB D IPVA T RL A7 4 VELFR, MAC T 722 ) 2 MAAFRITIEETE £ A,

ip access-group
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ip access-list resequence
deny (ip access-list extended)

permit (ip access-list extended)

remark
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ip access-list resequence

IPVA T RL AT 4 VEBEIRIPVA SNy 87 4V E DT 4 )V ZEEEANE/TF DS — 7 o A BB 2 HRE
L9,

fHMOBRE - £H
ip access-list resequence <ACL ID> [<Starting seq> [<Increment seq>]]

(config)

<ACL ID>
HETDIPVAT KL AT 4 LEEI13 IPVA T N7 4 V2 OFBIF %2 ELET,
1. AT A — 2 B O HIHIE
B TEERA,
2. EOBEHIPH
3~ UFUNDOT Z7EAY A MNFRERELE T, EEARERIFIZONTL T X2 —F |
BETX 2 22RLTIEEN,

<Starting seq>
Bt — o VU AF S EBELET,
1. AT A — 2 B O HIHIE
VIEIL 10 TF,
2. EOBEHIPH
1~ 4294967295 (10 %) #HEELET,

<Increment seq>
—lr AL ) A MEERRELET,
1. RoXT X — 2B O YA
WIBMEIL 10 T,
2. o ERGE
1~100 (10:#H) #+EEL LT,

2L

o
R
=
R
=

%, T CICHEAICKBENE T,
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ip access-list standard

ip access-list extended
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ip access-list standard

IPv4 7 4 V2 & LCEET DT 7 BAV R MNEFRELET, IPVA T 4 LEELTCEET AT 7 EAY X
MZIFEEN —oHVET, IPVAT RLAT gV &, IPVA Ty N T 4 VZ T,

DAY RTIEIPVAT RLATZ 4 VEEZBRELET,
IPv4 7 RLATZ 4 VZTiX, IPvA7 RLRIZESNTT AL Z LET,

TI7RAVARNO—20 ID THEEDO 7 4 VEZEMEBBETEETN, A —F Ry M ¥ T72—RAB
FOVLAN A > ¥ 7 = — A ZHEHT G E TR 127 [l E 20 5,

TIEAY AN, TANEEEZONWTE, (BT 2782 ) 2 MUZHONWT] 28R LTLIEE N,

fHMOBRE - £H
ip access-list standard <ACL ID>

LRl
no ip access-list standard <ACL ID>

(config)

<ACL ID>

HWETDHIPVAT RLRAT 4 VE OB FH2FEE L ET,

config-std-nacl & — K~%47 L £,

1. RRT A — RO FIHE
B CTEEHEA,

2. DR EEPA
3~3LXFUANDT 7 AT A MFERELET, FEARERITFICONTIE 7 2A—=H{Z
BETEAME] 2L TLIZIN,

L

L

REMELE, TITEAICKBRIIET,

VERRHEHD IPVA T LA T 4 LV EZLFR, MACT 78 AU A MFRIZIEETE 8 A,

ip access-group

ip access-list resequence
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deny (ip access-list standard)

permit (ip access-list standard)

remark
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Mac access-group

A=Y Ry b U H T2 —AFFIEIVLAN A Z 72— LTCMACT 782U 2 h&#EAL,
MAC 7 4 V2 HSREZ AN L E T,

RO IE
mac access-group <ACL ID> in

iR o HIlbR
no mac access-group <ACL ID> in

(config-if)

<ACL ID>
HETD MAC 7 4 VX OB+ E L £,
1. AT A — 2 B O HIHIE
BIETEEH A,
2. EOBEHIPH
3~ XFUNDOT Z7EAY A MNFRERELE T, EEARERIFIZONTL T X2 —F |
BETX 2 22RLTIEEN,

Inbound Z#EE L 7,
in : Inbound (ZAEMIDIEE)
1. AT A — 2 B O HIHIE
B TE LA,
2. EOREFP
L

L

1= MIUEERELEZET V7 BAYV A ML LA 72— AZEBHATAHEES, =0 NIBA U H T 2—A
WCHEHESNDETOM, Y%A v X T 2—ATZELEE Yy hR—IHICEESNET,

REMELE, T ITEAICKBREIET,

1. system function =~ > RE&EA T filter BFEEINTWRWEEA, Ra~wy RIIRETEEHA,
(system function =~ > RBRFEDHEIL, RETETET,) SS1250 SS1240

2. H—=DA 2 H 72— LTMAC 7 4 VF & —ORGEARTT, A —¥Ry b FT7=—2A
VLAN A > %2 7 == AT 258 13m K 128 I TF, T TICRESN TV DOHE, Wolz AHIER
LTHHBRET DI EICRY ET,
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3. BELRWVWMAC 7 A VW Z #RELTEEAFMLEELEEA, MAC 7 4 VZ OB FI3EEFI N E
7,
4., 7uo—RBHE—RIZIABREDOATEROEIRLET,

18-11 MAC)

VLAN
layer2-1 O O
layer2-2 X X

L) O : BEHE X @ @EART

5, f—¥ Ry " ZT72—A 2 LTMAC 7 4 VX ZHHT 2858018, 7o —BH4MEC VLAN /3
FA=ERBDLEE, WHTIA—V Ry b U F 72— AORENFIZ VLAN ID BEER TR
RECTEET,

6. VLAN A > ¥ 7 = —RIZx L TMAC 7 4 W 2l AT 254618, 72 —MRHESEMHIC VLAN X X —
SRR E XICRETEET,

7. =Dy MET 4 VEERROXMRA T, FEICOVWTIE, T2 7407 b—v a4 Rvol.21
T4 F] ZBRLTIIEIN,

mac access-list extended
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mac access-list extended

MAC 7 A4V Z ELTEMET AT 7 BAVANERELET, MAC 7 4 VX ELTEET DT 7 EBAY R
FCIE, BHETLMACT RL R, Sie MAC 7 RL A, f—% %y ¥ A 7EE, VLANID, BLR=—
PERE IS T T o2 LET,

TI7EAVARNO—20 ID TEEEO 7 4 WV ZEHERBETCEETN, A —F Ry MV E T2 —RE
LOVLAN A > ¥ 7 = — R ZH#EHT 25 A ITR KN 127 H & 720 £,

TIRRAY RN, TANEEBIZONTIE, TR7 2782 2 MUZHONT] 28R LTLEE N,

RO E - AR
mac access-list extended <ACL ID>

THHOHIBR

no mac access-list extended <ACL ID>

(config)

<ACL ID>
RET D MAC 7 4 V4 ORI+ ZHE LE 7, config-ext-macl £— K~BITL £,
1. RoNT A —HAREREO YT fE
B TEEH A,
2. fEOFE A
3~3LXFLUNOT 7 v AU A MM EIRE L E T, HEWMRERXTICONTIE 8T 21—
BETE2ME 2L TIZ3N,

L

2L

REMELE, TITEAICKBRSIET,

VERRE D IPVA X N7 4 VEAFR, IPVAT RUVAT 4 VELTFRIFBETE £/ A,

mac access-group

mac access-list resequence
deny (mac access-list extended)

permit (mac access-list extended)
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remark
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mac access-list resequence

MAC 7 4 WX DT 4 V2 FMEMNAF O — 7 v AR 52 B ELET,

W DR -
mac access-list resequence <ACL ID> [<Starting Seq> [<Increment Seq>]]

(config)

<ACL ID>
HETD MAC 7 4 VX OB+ E L £,
1. AT A —ZBWEREO Y HE
BWTE LA,
2. {EDOFRERM
3~3LXFLURNDOT 7 EAY A MBERE LT, HETERXLFIZONTIE T2 -4
RETE A 2B LTI,

<Starting-Seq>
Bt — o VAF S ERELET,
1. AT A —ZBWEREO YA
HME T 10 T,
2. D E
1~ 4294967295 (10:#%) w4 EL £+

<Increment-Seq>
V=l AAL Y A MEERELE T,
1. RRT A —ZHIEREOYIHE
M 10 T,
2. O EFHE
1~ 100 (10:#5) A#+EELET,

2L

L

R
Fi
=
i
=

%, TICERICBENET,

L

mac access-list extended
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permit ip access-list extended

IPVA Ry N7 4 NETOT 78 A&+ 55&2BELET,

WROBIE « BH

o 77w h=L78 TCP, UDP LISADE
[<Seqg>] permit {ip | <Protocol> | icmp | igmp } {<Src IPv4> <Src IPv4 wildcard> | host <Src
IPv4> | any} {<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [{[tos <TOS>]
[precedence <Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

e Efi7v Fani TCP OGE
[<Seqg>] permit tcp {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}[eq <Src port>] {<Dst
IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port>] [ack] [fin] [psh] [rst] [syn]
[urg] [{[tos <TOS>] [precedence <Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority
<Priority>]

o Bfi7m ka3 UDP OGS
[<Seqg>] permit udp {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}[eq <Src port>]
{<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port>] [{[tos <TOS>]
[precedence <Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

RO HIER

no <Seq>

(config-ext-nacl)

<Seqg>
7 4V EEOBAERFEEE L ET,
1. R8T 2 — 2 MR O I
T 72 AY A MNIZEER R WEEA, FIEMEE 10 T,
FUERELTHLIHEE, RELTHIEMNEFORKAME+10 T,
72720, EHNERE DR RIEDS 4294967285 L D K& WVEOHAITEK TE £ A,
2. fEORKERRH
1~ 4294967295 (10 %) #FEL £,

{ip | <Protocol> | icmp | igmp | tcp | udp}
IPv4 7y RO L7 e s a & BERELET,
72720, T _ToOTu haresReETr551Tip ZEELET,
1. AT A —Z B OYIHIE
B TEETA,
2. B O AE i B
* <Protocol> :
0~255 (10#E8%) /37 e FhargHmeEHeELEd,
(% 18-1 $REWRER T 1 b a4 (IPv4) ) 2R T7ES0,

{<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}
EETLIPVA 7 RLAZRELET,
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TRTOFEEITLIPVE T FLAERET 56T any 2 ELE£7,
1. AT A —ZBREREO Y HIE
B TEEH A,
2. (B F E &
<Src IPv4> <Src IPv4 wildcard>, host <Src IPv4> 721 any #fiE L £,
 <Src IPv4> <Src IPv4 wildcard> 57E :
<Src IPV4> [ZIFTEE L IPVA 7 LA EHE L 7,
<Src IPv4 wildcard> (ZIZ IPv4 7 RV ADH THEEDEZFTHE Y &S TEIANVER
J— K% IPv4 7 RL AR THE LET,
* host <Src IPv4> fR1E :
<Src IPv4> DER—E 4% 7 4 VEFMFE LET,
e any f57E :
EITIPVA T RLRZT A VA EMEEITLER A,
IPv4 7 K L2 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Src Port>

EEILR— FNEFEZRELET,

Zu FaBnTCP BLWUDP Zio4 7y a T,

1. AT A —ZBREREO Y HIE
L (RS E LEEA)

2. fEORE I
0~ 65535 (10 #%H) F/-idHA— MAEEELET,
FEEFTRE/ AR — MAFRIT TR 18-2 TCP THEFRERA— M) B [ 18-3 UDP T
FEFREZR AR — MAFR (IPv4) ) 2L TS0,

{<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any}
5E0E IPVA 7 RLZZ4RE L ET,
FTARTOFE NIPVA T RLAZIEET D86 T any Z4HEE LT,
1. AT A — 2 HMEREOPIHIE
BIETEFERE A,
2. fEOFE R
<Dst IPv4> <Dst IPv4 wildcard>, host <Dst IPv4> % 7-1% any Z#5E L £7,
e <Dst IPv4> <Dst IPv4 wildcard> 5 & :
<Dst IPv4> 21356 5C IPv4 7 R L 2 &48E L £,
<Dst IPv4 wildcard> (21X IPv4 7 KL ADHF CTHEEDEAZFFA+T5HE Y &N TET ALK
H— K% IPv4 7 FL 2B THREL £,
* host <Dst IPv4> $51E :
<Dst IPv4> DER—E a7 4 VEFMEE LET,
e any ¥ :
SESEIPVA T L AR T 4 VESGMELIXLER A,
IPv4 7 KL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Dst Port>
SR — FPEEERELET,
7a Fann TCP BLXWWUDP Eil 047y a T,
1. AT A — 2 EMEREO Y HIE
7L (&S LEEA)
2. fEOREHFFA
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0~ 65535 (10iE#) F/oiFA— MaaiELE7,
fRIEATAEZR AN — MG FRIL T3 18-2 TCP TIREFIRE/R AN — MR B LY 13 18-3  UDP TR
FEFTREZR AR — bR (IPv4) | Z2ZM LTS ZEW,

tos <TOS>
ANRTA—=21F, TOST74—LKDODEY F3~6D4E Y N THD TOSHEFRRELET,
ZENRTY FOTOS 74— /L ROEY h3~60D4FEy e LET,

Bitd Bit1 Bit2 Bit3 Bitd Bitd Bit6 Bit7
| Precedence | TOS | - |

1. AT A — 2B I HIE
2L (HEME LEEA)
2. {EDFE E i
0~15 (10#%) E£/-I1Z TOSALMERE L ET,
FEEFTRE/: TOS £ PRI 5K 18-4 FEEFIAE/R TOS 4 Fk] ML T 7230y,

precedence <Precedence>
AT A—H21E, TOS 7 4 —/L KD AL 3 B> hTh S Precedence fEEEE L £7°
ZENRr Y PO TOS 74—/ R L3 By k&L %9,

Bitd Bit1 Bit2 Bit3 Bitd Bitd Bit6 Bit7
| Precedence | TOS | - |

1. BT A —ZHIEREOYIHUE
2L (HEME LEEA)
2. {EODFR E i
0~7 (10#%) F7-1% Precedence 4 Frx 45 E L £,
FREFTHE R Precedence & #ri% 3 18-5 FEE FIHE/R Precedence &7 ML T 7ZE W,

dscp <DSCP>
ANRFTA—=21F, TOS7 44—V KDOEf6 Y hTHD DSCPEEZIEEL £,
ZENNTY FOTOS 74—V REM6 By iR L E9,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSCP | - |

1. AT A —H B PIHIE
2L (& E LEEA)
2. fEOFKERH
0~63 (10 #¥) F£7-1%, DSCPAHEEL £,
fEE F[RE7: DSCP 4 fRiE [ 18-6 JEE F[hE7e DSCP 4] #ZM L T EEW,

ack
TCP A~y XD ACK 77 7R 1 D7y hOBEEREELET,
Za ha)VNTCP EiF 47y 3 T,
1. BT A—ZHIEREOYIHUE
2L (S E LEEA)
2. fEOFKEFH
L
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fin
TCP~YZDFIN 777N 107y hoiZfREL£9,
7a AR TCP 2T DA T 3 T,
1. ART A —HEREREOYHIfE
U (Bt E LEEA)
2. fHOFREFFA
2L

psh
TCP~yZDPSH 77N 107y hoiZzfRE L9,
7o ha BN TCP 2047y a T,
1. ART A —HEREREOYIHIfE
2L (Bt LEEA)
2. fEOFREHFFHA
2L

rst
TCP~yZDORST 777N 107y hoizfRE L £,
7a Ka)L)STCP 720 DA 7> a T3,
1. ART A —HEREREOYHIfE
72U (B E LEEA)
2. EOZEHIPH
L

syn
TCP~vZDSYN Z7F 7N 1D 7y Nt EEELET,
7u AN TCP A7y a T,
1. AT A —ZBWEREO YA
L (RHEEE LEEA)
2. {EDOFREHH
oL

urg
TCP A~y XD URG 777N 10Oy NORHERELET,
70 3N TCP P47y a T,
1. AT A —ZBREREOYIHIE
L (RHEEFEE LEEA)
2. EOBEHPH
L

vlan <VLAN ID>
VLAN ID Z$E L E7,

permit

ANGA—=ZFA =Y Ry MM ET7 = —ACHH LG R 12T A TT,

1. ART A — W O Y E
MU (AL LERA)
2. EOBEHH
NI A=ZIHRETE HE] 2R LTSN,

user-priority <Priority>
= PEEEAEELET,
1. AKRT A —ZBUEREOHIHE

ip access-list extended

283



permit ip access-list extended

2L MBS LERA)
2. fE 0% EHiPH
0~7 (10#%) #=HETLET,

L

1= MU BRESNTWARNWT 7RV A N2 A F 72— R ZHWALIREET=Y MY 23BINT % &,
T RNYUBA U E T 2 —RTHEHASINDETOM], B A v F 72— ATZE LI IP Xy FNiR—FT

\CHEEINET,
REWEFER, TICEAICKBENET,

1. BEEILT FLATA N RH—FBEUSEET L AT AL KRB — I 255.255.255.255 L A L7 & %
IZany & FRRLET,

2. 2.%FET RLABXO%EET KLU ZIZ nnn.nnn.nnn.nnn 0.0.0.0 & AJJ L7z & &3 host
nnn.nnn.nnn.nnn & 2R LET,

3. tos ¥ LU precedence & dscp DRI EITTE £/ A,

ip access-group
ip access-list resequence

deny (ip access-list extended)

remark
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permit ip access-list standard

IPvAT RLRATZ 4 ANETOT IV ERAEHETHELEEEELET,

WROBIE « BH
[<Seqg>] permit {<Src IPv4> [<Src IPv4 wildcard>] | host <Src IPv4> | any}

E o Bk

no <Seq>

(config-std-nacl)

<Seqg>
7 4V EEOBAIERFERE L ET,
1. R8T A —FBMEEEO YA fE
T 7 AU A MNIZEEBRROGE, PIMIEE 10 TF,
S ERELTHIHEE, #ELTHIuEANERFORKAME +10 T,
72720, EHNEFE DR RIEDS 4294967285 L D K& WMEOHAIIEK TE £ A,
2. EOEFH
1~ 4294967295 (10 %) #45EL £

{<Src IPv4> [<Src IPv4 wildcard>] | host <Src IPv4> | any}
IPv4 7 KL 2EFEELET,
FTARTOIPVAT FLAZRET 2% a T any #f8ELE T,
1. AT A — 2 HMEREOYIHIE
B TEETA,
2. (EOFE R
<Src IPv4> [<Src IPv4 wildcard>], host <Src IPv4> £/ any 2 EELE7,
* <Src IPv4> [<Src IPv4 wildcard>] 5 7€ :
<Src IPv4> 121X IPv4 7 KL A Z4EE L £ 7,
[<Src IPv4 wildcard>] (ZiX IPv4 7 RL AR TLEDEEFFT5E Yy NESLTLYA /LR
A—FR%ZIPv4 T FLABATHRELET., HIELZHEE <Src IPv4> DEE—EE 7 4 V¥
FfE LET,
* host <Src IPv4> F57E :
<Src IPv4> D5ee—8&E 7 4 VAL LET,
e any f57E :
IPVvA 7 RL 2% 7 4 LA EIZLERA,
IPv4 7 R L2 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

L

1= FUBBRESNTWARNWT 7RV A M2 ¥ 72— X ZHMH LIIREET= Y 2BIIT25 &,
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T NIBA BT 2= R SNDETOM, %A V¥ 72— ATZELEIP Ny FB—F
WCEEINET,

REMELE, TICEAICKBRIIET,

1. 7 RLAYUA )L KA — RIZ 255.255.255.255 * ASJL7- & =% any LFERLET,
2. 7 FLAIZ nnn.nnn.nnn.nnn 0.0.0.0 & AJJ L7z & %X host nnn.nnn.nnn.nnn & &R L E T,

ip access-group
ip access-list resequence
deny (ip access-list standard)

remark
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permit mac access-list extended

MAC 7 4V Z TDT 7 A &FFa+T 558425 ELET,

WROBIE « BH
[<Seqg>] permit {<Src MAC> <Src MAC mask> | host <Src MAC> | any} {<Dst MAC> <Dst MAC
mask> | host <Dst MAC> | any | bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu } [<Ethernet
type>] [vlan <VLAN ID>] [user-priority <Priority>]

THHOHIBR

no <Seqg>

(config-ext-macl)

<Seg>
T4 NEEEOERIEFEEELET,
1. AT A —ZBWEREO YA
T 72 AU A NRIZEEDNRVES, PIHIEIE 10 T°F,
SFUEEBRELTHIGE, RELTHIEANAF DR KE +10 TY,
72721, 3 FNERE O I RS 4294967285 1 0 K& WMEDOSHAITEM TEX 8 A,
2. EoOFERGE
1~ 4294967295 (10 #4k) #HEL X7,

{<Src MAC> <Src MAC mask> | host <Src MAC> | any}
EEILMACT RLAZEELET,
TRTOFEEFEILMAC 7 FLREHET 258 T any ZHEELET,
1. AT A —ZBREREO Y HIE
HIETEERE A,
2. DR E i
<Src MAC> <Src MAC mask>, host <Src MAC> £7-iZ any Z#5& L £7,
e <Src MAC> <Src MAC mask> f87E :
<Src MAC> IZIE¥1E ) MAC 7 RL AR HEE LE T,
<Src MAC mask> IZIZ MAC 7 RL ADH TIEEDOEEZHF ATy REMN T~ AT %
MAC 7 L ZJETHE L7,
* host <Src MAC> {5 :
<Src MAC> D5Ee—% 7 4 VX Gt LET,
e any {8 :
FEILMACT FLAZ T AV E LT LA,
MAC 7 FL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %)

{<Dst MAC> <Dst MAC mask> | host <Dst MAC> | any | bpdu | cdp | lacp | lidp | oadp |
pvst-plus-bpdu }

5645 MAC 7 RL A5 HEE LT,

TRTOFEHE MAC 7 RLALRET 2561 any 2 EL £,

1. ART A —ZBREREO Y
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BIETEFEE A,
2. (EODFR E i P
<Dst MAC> <Dst MAC mask>, host <Dst MAC>, any, bpdu, cdp, lacp, lldp, oadp £ 7-i%
pvst-plus-bpdu ZHE L £7,
» <Dst MAC> <Dst MAC mask> g€ :
<Dst MAC> |Z13%56%: MAC 7 FL A &4 E L £ 7,
<Dst MAC mask> (ZIX MAC 7 KL ADOHF CIEEDEAEFFA[THE Y &N Tl AT &
MAC 7 FL 2B THEEL £,
* host <Dst MAC> #5 7 :
<Dst MAC> D52 —% 7 4 VA Gk & LET,
e any f87E :
FLHEMACT RL A&7 4 VEGELITLERA,
* bpdu f&7E :
BPDU filffl "y b &7 4 VZ &ML LET,
o cdp I :
CDP il "y b7 4 VZ 5L LET,
* lacp f57E :
LACP Hillil /"> N7 4 V2 Gk & LET,
o lldp 57 :
LLDP il > b a7 4 VZ Gk LET,
* oadp f57E :
OADRP il b&T7 4 V2 &ML LET,
« pvst-plus-bpdu #§7E :
PVST+ il N> b &7 4 VB2 KIS LET,
MAC 7 F L2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.fiff (16 #E%L)

<Ethernet type>

A=V Ry NIATHEZELFA YRy VA TEHERELET,

1. AT A —H B PIHIE
2L (BHEEE LEEAL)

2. fEDFE R
0x0000 ~ Oxffff (16 #%%) FimidA —HV x> hF A THHEREL T,
FEEFHRER A — Ry NE A TAFRT (R 18-7 FBEWRRRA —V Ry N A TLAH 25RL
TLIEEW,

vlan <VLAN ID>
VLAN ID Z#f8& L £,
RNRTGA—=ZFIA =Y Ry b X T 2— AW LIEGETE AR T,
1. RRT A —ZHMEREOYIHE
2L (S E LEEA)
2. {EDFR E i
(NI A—ZIZIBETE L) 2L T ZE 0,

user-priority <Priority>
PR AT LET,
1. AT A —Z RO YIHIE
2L (BHEE LEEA)
2. fEORE
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permit mac access-list extended

0~7 (10 #8) ZFHELET,

2L

1= P BREEINTWVRNWT 7RV A A X 72— AZHA LTZIREET= MY 2BIN3 5 &,
T RNYUBAUE T 2= RTHEAIND ETORM, Y%A ¥ 72— ATRE LIa/r v MBR—IZ
BEEINET,

REMAELE, TICERICKBEIIET,

1. BETT FUABIO%ELT K LRI nnnn.nnnn.nnnn fifEAEAf & A ) L7z & &l any EFRRLE
7T

2. T LA T e ha VAR EELITHETEDL 7w haLBHROT FLREREL TWDHEAETT
T ANEHEFRRLET, AT FLACRETE D7 0 ha A HhoT LAt [£18-8 1§
JEFRE/R3E%E MAC 7 RL AL B 2B L TS, ERRMSOMEILT FLAB I O%ET ML
Z1Z nnnn.nnnn.nnnn 0000.0000.0000 & AJj L7- & 1% host nnnn.nnnn.nnnn & &R LET,

mac access-group
mac access-list resequence
deny (mac access-list extended)

remark
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remark

remark

TI7RAVANOMEHAZHELET, 77 BAYZNMIUTIPVAT RLAT 4 VZ E7203 IPV4 X7
k7 4%, MAC 7 4 VENHY £9°,

HHMORE « 228
remark <Remark>

T DI BR
no remark

(config-ext-nacl)
(config-std-nacl)
(config-ext-macl)

<Remark>

ANE—RICEORIGERDT 78RV A MOMEFHPAZHRELE T,

=T 7 EAY A MK L TATIETHREFMRETT, BEANLIEGAII EESICRY ET,

1. AT A—Z RO HE
HIHMEIE Null 3,

2. E O FR E i P
64 SCFLANDOSIFHITHE L TS 72 &0, RE AR LFITONTIE (INF A —Z|TIFETE S
] #ZRL T EEN,

I

L

2L

REMELE, T ITEAICKBSILET,

ip access-list standard
ip access-list extended

mac access-list extended
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QoS

ip gqos-flow-group

ip qos-flow-list

ip gqos-flow-list resequence

limit-queue-length

mac qos-flow-group

mac qos-flow-list

mac qos-flow-list resequence

gos ip qos-flow-list

gqos mac qos-flow-list

gos-queue-group

qos-queue-list

remark

traffic-shape rate

control-packet user-priority
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] IPv4

IPva D7 a haVv4frE LT, HBETEDAMEROKIRLET,

19-1 IPv4

ah 51
esp 50
gre 47
icmp 1
igmp 2
ip FTRTOIP 7 han
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tep 6
tunnel 41
udp 17
vrrp 112

- TCP

TCP CHETEZ KR — M#HE, ROKRIIRLET,

19-2 TCP
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
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https HTTP over TLS/SSL (443)

ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
Idap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)
- UDP

UDP TIETZX AFh— NMH%E, RORIZRLET,

19-3 UDP IPv4
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
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nameserver Host Name Server (42)

ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcp X Display Manager Control Protocol (177)
m TOS

HETE 2 TOS Afrz, WORITELET,

19-4 TOS
TOS TOS
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0
m Precedence
fEE T& % Precedence &M%, ROKITRLET,
19-5 Precedence
Precedence Precedence
critical 5
flash 3
flash-override 4
immediate 2
internet 6
network 7
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Precedence Precedence

priority 1
routine 0

m DSCP

fEETE % DSCP 4 #5%, IROKRITRLET,

19-6 DSCP
DSCP DSCP

afll 10
af12 12
afl3 14
af21 18
af22 20
af23 22
af3l 26
af32 28
af33 30
af4l 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
cs5 40
cs6 48
cs7 56
default 0
ef 46

||

BETE DM =V Xy N A TEHE, ROKRITRLET,

19-7
Ethernet

appletalk 0x809b
arp 0x0806
eapol 0x888e
gsrp ¥ GSRP il v 7o —fH LET
ipv4 0x0800
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Ethernet

ipv6 0x86dd
ipXx 0x8137
Xns 0x0600

X AL TWERA,

] MAC

FRETE D% MAC 7 RL A4 # %, IROFITRLET,

19-8 MAC

bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CcCcC.CcCcCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
lldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CcCcC.cCcCD 0000.0000.0000

m QoS

296

QoS 7 —U R &, 7o—HHEBIOEEEET Y MV EOEHICHOWTIE, UTFZ2BRLTLES
AN

m QoS
QoS 7 — U A MEREIE, PLTFOa~y RogETtd,

* ip qos-flow-list
* mac qos-flow-list

m QoS
QoS 7u—U R FHEKIE, UTDa~y FTEHT 25 QoS 77—V X DR TT,

* interface fastethernet / gigabitethernet / vlan T @ ip qos-flow-group
* interface fastethernet / gigabitethernet / vlan T @ mac gos-flow-group

m QoS

QoS 77— VU R MK, QoS 7r—V R MREHE, KRB QoS 7u—VU X MEFEO A TT, £
QoS 7ru—1U X MEAMEEIZ, THMQ0S 7r—1 & MEASR ICHIZELiza~y FTIERR SN QoS
Zu—UZ2+DH55, THQOS 7u—U A MREH IZHZELa~vry RebBBEINRNWY 2 hOT
7,
||

7u—RHEEB LOEERE= PV U, DToa~vr Rog#cd,

* gos



* ip qos-flow-list
¢ mac qos-flow-list

m QoS

QoS 7u—U A M.

EE2IRT, IPv4, MAC ® QoS 7 — U X h&F K512

7 — &R LOBERE= > MY K

IPv4 Q0S, MAC QoS = k12, 7 —itHi4lls L OBERS &4

A E AR TRK 1024 = Y

QoS 7u—U R MIBELTIE, LELDIEFEN Tar 747 b—3a v HA FVoll 3.2 NESM) ([C5T

T HHIRBFIE L E T,
m QoS
QoS 7u— U A MEOHEMFIZ, ROFKIRLET,

19-9 QoS

QoS QoS

QoS

QoS 7r—Y 2 M AAA ZERLL T, A —¥ Ry ha 1Y A b 1V b
v #7 =—Z 0/1 ® inbound (2% E

interface fastethernet 0/1

ip gos-flow-group AAA in

ip gos-flow-list AAA
10 gos tcp any any action cos 5
20 gos udp any any action cos 4

1URAF 2 U A b

QoS 7r—U A KFAAA ZAFR LT, A —¥ Xy A 1Y Ak 2U Rk
VA7 x—A0/1 & 0/2 D inbound [ZFRE

interface fastethernet 0/1

ip gos-flow-group AAA in

interface fastethernet 0/2
ip gos-flow-group AAA in

ip gos-flow-list AAA
10 gos tcp any any action cos 5
20 gos udp any any action cos 4

2 U A} 2 U A b

QoS 7r—U A KMAAA ZAFR LT, A —¥ Xy A 2U Ak 2U Rk
V47 =—A 0/1 ® inbound (Z3%
QoS 7u—Y X FBBBAERKLT, £ —H¥Fy ht
v #7 = —A 0/2 ® inbound (2% E
interface fastethernet 0/1
ip gos-flow-group AAA in

interface fastethernet 0/2
ip gos-flow-group BBB in

ip gos-flow-list AAA
10 gos tcp any any action cos 5
20 gos udp any any action cos 4

ip gos-flow-list BBB
10 gos udp any any action cos
20 gos tcp any any action cos

W

2 U A b 4 )Rk
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QoS

QoS

QoS

QoS 71— Ak AAA Z{ER L T,
v # 7 =—Z 0/1 ® inbound (Z#%E
QoS 7ru—1U A k BBB #{Ek L C,
U@ L7
interface fastethernet 0/1
ip gos-flow-group AAA in
ip gos-flow-list AAA

10 gos tcp any any action
20 gos udp any any action

ip gos-flow-list BBB
10 gos udp any any action
20 gos tcp any any action

A= F oy A

A HET—R

cos
cos

cos
cos

4
3

2U A

1A

2U A

49Xk

QoS 7u—1U = h AAA Z1ERLL T,
NS R ORAA

ip gos-flow-list AAA

10 gos tcp any any action

A BT z2—R

cos

5

1A

0V =Rk

1V AbB

1JVRAb
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ip qos-flow-group

ip gos-flow-group

e

—H Ry A HZ T 2—AFEIEVLAN A 2 7 2 —Z |2 LT, IPv4QoS 7u—VU 2 F&HH LT

QoS HEEZ AN L ET,

WHORE

ip gos-flow-group <QoS flow list name> in

RO HIR

no ip gos-flow-group <QoS flow list name> in

(config-if)

<QoS flow list name>

2

IPv4 QoS 71—V A MM FREHRELE 7,

1. AT A — 2 B O HIHIE
BIETEEH A,

2. EOBEHIPH
3~31L XFUNTHRELET, BEAERLTICONVTL (NI A—XITRETEHHE] 251
LTL7EE0,

Inbound ##E L £,

in : Inbound (BZ{EMIDFE)

1. A3T A — 2B O FHIE
AR TEEE A,

2. fEOE i
L

L

R
=
R
=

%, I SICHEMAICKBENE T,

system function =~ > REEA T qos N E IN TV RWER, Ravy RIIRETEETA,
(system function =~ > RRKRREDLGEIL, HETEET,) SS1250 SS1240

Fl—A 27 2—AHLT—2DIPVAQoS 77— A MRRETEET, A —V Ry A #
T x—A, VLAN A > & 7 = —ZZHM$ 5 B4 136K 64 8T,

FELRWVIPVA QoS 71— A M ZRE LIS A THEEL ¥ A, IPv4QoS 71— A k
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ip qos-flow-group

APRNTRER SN ET,
4, 70— RHE—RICLOBREDAIEERORITLET,
19-10 IPv4
VLAN
layer2-1 X X
layer2-2 @) @)

LB O : BEMRE X : RER
5. A=A H 72 —RAZXH LTIDaA~y RTHRESNTWVAHEAITHETETEHA, WolzA, HIER

LThBREICRD £7,

6. A1 —VFxy b ¥ 72—k LCTHEATHHE1E, 7o —RHEEMHFICVLAN RT2A—2R13H 5 &
x, WHTLZA Ty bV F 72— ZAORENKIZVLAN ID BDEENTWIUTRETE ET,
7. VLAN A > % 7 = — 22kt U CEAT 2541, 72 —MHEIEC VLAN 235 2 —Z R4 721

RETEET,
8. —¥ D, ME QoS HERED G4 T, FEC O W, v 74 7 Lb—v a1 KVol23 7
o—ifilffl] 2SR TIEIN,

ip gos-flow-list
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ip qos-flow-list

ip gos-flow-list

QoS O 7 m— B L OEIERELZ R ET H7HD IPv4 QoS 7 —Y X b E{ER L E T,

QoS 7m—U A M, Tr—HHEMABLOEERET Y F U EIZOWTIE, TRQoS 7r—U X MKIZ
DONT) 2ZRLTIIZE0,

THRORE « BH
ip gos-flow-list <QoS flow list name>

T O HIBR

no ip qos-flow-list <QoS flow list name>

(config)

<QosS flow list name>
IPv4 QoS 7 u— U X NAAFREIELET,
1. AR3T A — 2 BRI O HIHIE
B TEFER A,
2. EOREFPH
3~31L XFUNTHEELET, IBEWERLFICONVTL (RIA—XITFRETE 5] 23R

LTSN,
2L
2L
BEMEER, TICEAICKBESNET,

TERE 720 QoS 7 — U X FAFRITFEETE ¥ A,

ip gos-flow-group
ip gos-flow-list resequence
gos (ip qos-flow-list)

remark
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ip qos-flow-list resequence

ip qos-flow-list resequence

IPv4 QoS 7 r— U X NADEAIBF D> —Fr vV AFFEHRELET,

W ORI - B
ip qos-flow-list resequence <QoS flow list name> [<Starting seq> [<Increment seq>] ]

(config-ip-gos)

<QosS flow list name>
ZEHE$ 5 IPvA QoS 7u—U A MNAHEIEE LET,
1. AT A — X BRI HIE
A TCEEREA,
2. DR E P
3~3LXLFLUANTHELE T, FHEARERLTICONWTIE [RIA—HI/ETE HH] 2R
LTLIEEN,

<Starting seq>
Bt — o VAF S ERELET,
1. RRT A —ZHHEREOYIHE
WIHAfEIL 10 TF,
2. D% E &
1~ 4294967295 (10 %) #fEL T,

<Increment seq>
V=l ALY A MEERELET,
1. AT A — X EBWEIREO ) HIE
I 10 T,
2. (EDFR E i
1~100 (10 #&H#H) =HEELET,

2L

L

R
Fi
=
i
=

%, TICERICKBENET,

L

ip gos-flow-list
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limit-queue-length

limit-queue-length

MR — FORFREEF 2 —RAEERMTRELET,
Ko< FEIERE, FRIIBREFREARLZEEE, $=2—K 32 TEELE T,

Kawr NE, "=FU =7 OEANGREWEREZRET 20D TH L0, RELTRITEEZ HiELH)
TOBENH Y ET,

W DR - B
limit-queue-length <Queue length>

fEw OB
no limit-queue-length

(config)

<Queue length>
MBAR—FORRKF2—REHELET,
1. AT A —ZBREREO Y HIE
A TEEE A,
2. DR E L
32, 128, 728 DWWFNNEIEE

AIEEDOK R — FDOREEF 2 —RIE, 32 TEELET,

ARYEOTEE N LI £9, AREOHEINT T T2F T, AEELRAT L2BEITFLLET,

REMEEELGEE, ar747b—varaekffLichb e T, AEEZBED L TIEIV, Hil
;I o L, REEMERICKBESNETS,

1. Ka~vy FANEE, TROAyE—URERRENET, oar 747 v—varavy Re AT
ANC, REEZRSFELALEBZFESDH L TIZEW,

Please execute the reload command after save,
because this command becomes effective after reboot.

2. Ka<r REFRETHAENS, qos-queue-list 2~ RTAFZ P a—) 72— FPQ A% ELTLIEE
W, DRV a—) - FTIERETE EHA,
EEXF2—RERIHRELIEHED, FEETT,

3. no A~y RTHIBR LSS, A7 Va—Ur7E— ROHIRIZRL 0 T,

4, Kav  FTEEF2—REZRICRET DL, FEFa2—RIFKDOLEEBY LRV ET,
Fa2—1~F%F=2—8:32

5. Ka<wr FTEEFa—RE128ICRET DL, EEFa—RIZKOLEBY L0 £7,
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limit-queue-length

Faz—1~F=—4:128
Fa—5~F=2—8:0
6. KAv U FTHEF2—RET28ICRET DL, BEFa2—RIFKOLEBY LRV ET,
Fa—1:728
F¥=2—2:32
F¥=2—3~%=2—8:0
Zo & E, floweontrol 2~ KT [R—ZA 7y hERET D) ZREL TSN,

gos-queue-list

flowcontrol
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mac qos-flow-group

mac qos-flow-group

A=V Xy b FT2—=AFRIZIVLAN A U F 72— AR LT, MACQoS 7ru— U X h&HA L,
QoS HREE AN L E T,

RO E
mac qos-flow-group <QoS flow list name> in

THH DI
no mac gos-flow-group <QoS flow list name> in

(config-if)

<QoS flow list name>
MAC QoS 7 — U & MFEEEL £,
1. KRT A —ZEWEREO Y HE
HIETEEE A,
2. EORREFB
3~3L XFLUATHELET, BEFRRRTFIIONTIE [RIXA—F|ZIRETX 5E] 22K
LTL7ZENY,

Inbound {5 E L £,

in : Inbound (BZ{EMIDFE)

1. AK/RT A — 2 BWEREO Gl
AR TEEE A,

2. fEOFE i
L

2L

o
R
=
R
=

%, I SICHEMAICKBENE T,

1. system function =~ > REEFA T qos DR E SN TORWES, Ka~v FEHEETEEREA,
(system function =~ > RRKRREDLGEIL, HETEET,) SS1250 SS1240

2. A=A 2 72— LT—2D MACQOS 7 —U A FRHRETEET, A—HFy haA X
7 x—A, VLAN A % 7 = —ATEAT 55513 K 64 # T,

3. EELZVWMACQ0S 7r— VU R MMFERTE LHA XM HEEL EH A, MACQoS 7r—1U A b
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mac qos-flow-group

APRNTRER SN ET,
4, 70— RHE—RICLOBREDAIEERORITLET,
19-11 MAC
VLAN
layer2-1 O 0O
layer2-2 X X

LB O : BEMRE X : RER
5. A=A H 72 —RAZXH LTIDaA~y RTHRESNTWVAHEAITHETETEHA, WolzA, HIER

LThBREICRD £7,
6. 1 —VFy M ¥ 7 =Rk LTHMAT 2551, 72 —KRIHEMHIZVLAN X A —20135H% &

x, WHTLZA Ty bV F 72— ZAORENKIZVLAN ID BDEENTWIUTRETE ET,
7. VLAN A > % 7 = — 22kt U CEAT 2541, 72 —MHEIEC VLAN 235 2 —Z R4 721
RETEET,
8. —¥ D, ME QoS HERED G4 T, FEC O W, v 74 7 Lb—v a1 KVol23 7
o—ifilffl] 2SR TIEIN,

mac qos-flow-list
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mac qos-flow-list

mac qos-flow-list

QoS 7 v — B LOBIERELZRET 570D MAC QoS 72— X hE{ERR L E T,

QoS 7ru—U R b, 7a—KRHEHEBIOEERE= S U EIZOWTIE, T QoS 7a—U X MKIZ
DONT) EERL TSI,

THRORE « BH
mac qos-flow-list <QoS flow list name>

RO HIBR

no mac gos-flow-list <QoS flow list name>

(config)

<QosS flow list name>
MAC QoS 7u—U A NFERELET,
1. AR3T A — 2 BRI O HIHIE
B TEER A,
2. DR E L
3~31L XFUNTHEELET, IBETERLFICOVWTL (RIA—XITFRETE 5] 23R

LTLEENY,
2L
2L
BEMEER, TICEAICKBESNET,

1. {ER#E A D IPv4 QoS 71— U A MARITFRE TE £H A,

mac qos-flow-group
mac qos-flow-list resequence
gos (mac qos-flow-list)

remark
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mac qos-flow-list resequence

mac gos-flow-list resequence

MAC QoS 7 ru— U 2 NNOBEHIAF O —7 v AF S A BRELET,

W ORI - B
mac qos-flow-list resequence <QoS flow list name> [<Starting seq> [<Increment seg>] ]

(config-mac-gos)

<QoS flow list name>
EH4 5 MAC QoS 7 rn—VY X MAEIEE L £,
1. AT A — X B P HIE
BT EHA,
2. fEORKERRH
3~3L XFUNTHEELET, BETELRLFICOVWTL RIA—XIRETEHHE] 220
LTL7EEN,

<Starting seq>
Bt — o VAF S ERELET,
1. RRT A —ZHMEREOYIHE
WIHAfEIL 10 TF,
2. D% E &
1~ 4294967295 (10 %) #fEL T,

<Increment seq>
V=l ALY A MEERELET,
1. AT A — X EBWEIREO ) HIE
I 10 T,
2. (EDFR E i
1~100 (10 #&H#H) =HEELET,

2L

L

R
Fi
=
i
=

%, TICERICKBENET,

L

mac qos-flow-list

308



qos ip qos-flow-list

gos ip qos-flow-list

IPv4 QoS 7 m— U A hTO 7 m—hEM:, BLOBMHEEZHEL £

THMOBRE « AR
[<Seq>] qos { 7 = —HR 4ol } [ EOEHEE |

7|k =L23 TCP, UDP LA OB A
{ip | <Protocol> | icmp | igmp }{<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any}{<Dst
IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any} [{ [tos <TOS>] [precedence <Precedence>]
| dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

Efr7 e k3’ TCP ogh
tep {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any} [eq <Src port>] {<Dst IPv4> <Dst
IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port>] [ack] [fin] [psh] [rst] [syn] [urgd] [{ [tos
<TOS>] [precedence <Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority
<Priority>]

fr7 e ka2’ UDP OB 4
udp {<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any} [eq <Src port>] {<Dst IPv4> <Dst
IPv4 wildcard> | host <Dst IPv4> | any} [eq <Dst port>] [{ [tos <TOS>] [precedence
<Precedence>] | dscp <DSCP>}] [vlan <VLAN ID>] [user-priority <Priority>]

o BIfERRE

action [cos <COS>] [replace-user-priority <Priority>] [replace-dscp <DSCP>]

53R DB

no <Seq>

(config-ip-gos)

<Seg>
ERRB L OEF 32 QoS 7 u—U 2 NN AIERF 24 E L E 1,
1. ART A —ZBWEREO Y HIE
QoS 7 1 — U X FIZEENRRWES, PIEIX 10 T,
FUERELTHIHE, RELTHIEMNERFORAME +10 T,
2L, EANER O R KMEA 4294967285 L W KEWVMEERE LHA XA T A,
2. EOEFH
1~ 4294967295 (10 %) #ieEL £

{ip | <Protocol> | icmp | igmp | tcp | udp }
IPv4 /%y RO BT e h a Vg R RELE T,
72720, T _ToOTa harEzRETHEETip ZHRELET,
1. RART A —ZHIEEREOHIHE
BIETEFERE A,
2. DR E R
* <Protocol> :
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gos ip qos-flow-list

0~ 255 (10 #%%) /137 v FarLHeEE L E7,
[#%19-1 fEEFHREZR v haafr (IPvd) | 2R TIES,

{<Src IPv4> <Src IPv4 wildcard> | host <Src IPv4> | any }
EETIPVAT RLAZELET,
FTARTOREEILIPVE T RLAEBET D5 G1any 2 HE L ET,
1. RRT A —ZHMEREOYIHE
BHETEEH A,
2. fEOF EHiHH
<Src IPv4> <Src IPv4 wildcard>, host <Src IPv4> 72/ any #fE L £,
o <Src IPv4> <Src IPv4 wildcard> 57 :
<Src IPv4> (ZIXEE7C IPvA 7 RL A ZFEE L E T,
<Src IPv4 wildcard> {ZiX IPv4 7 L ZOF THREDEEZFATHE Y P& TV AV RA—
K% IPvA 7 RLAEXTIRE L £1,
* host <Src IPv4> {57E :
<Src IPv4> D52 — % 7 v — RSt L LET,
e any f&7E :
EETIPVAT L 2AZ 7 u— R LI LERE A,
IPv4 7 K LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Src Port>

EEXR—- I EFEREELET,

78 bR TCP BLUDP 047 v a T,

1. RoXT A —H BRI O W
2L (BRHEfEE LEEA)

2. fEORE
0~ 65535 (10 %) FIIFA— MBEREELET,
fRIEATREZR R — M PR 136 19-2 TCP TIREEARE/AR AR — Ma#F) B LT 15 19-3 UDP T
TERATREZ AR — N (IPv4) ] 22 L TLIEEWN,

{<Dst IPv4> <Dst IPv4 wildcard> | host <Dst IPv4> | any}
SESC IPVA 7 R LA EIRE L £,
FTRTOSSE IPvA 7 RLZAE$RET 256 1T any ZHELE 7,
1. AKNT A — 2 KM OYIHHE
B TEEEA,
2. [EORE
<Dst IPv4> <Dst IPv4 wildcard>, host <Dst IPv4> % 7-1% any Z#5E L £7,
 <Dst IPv4> <Dst IPv4 wildcard> f§7E :
<Dst IPv4> [ZI3505E IPv4 7 R L AZHEE LET,
<Dst IPv4 wildcard> (21X IPv4 7 KL AOHF CIEBOEEZF R TH 8y &L TRYUA I RI—
R% IPv4 7 R AR THRE L E T,
* host <Dst IPv4> 57 :
<Dst IPv4> O5e8—E%E 7 n—fi&t & LET,
e any {87 :
SESEIPVA T FL A%z 7 n—tgfE L id L st A,
IPv4 7 R LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

eq <Dst Port>
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qos ip qos-flow-list

LR — PEBEEIRELET,
7a haBTCP BLXWUDP Ziro4 7Y a T,
1. AT A —ZBWEREO YA
L (RHEFEE LEEA)
2. EOBEHIPH
0~ 65535 (10 #40) F/dA— MaFrafaE L £,
FEEATRE/ 2 R — MAFRIC OV TIE, (3£ 19-2 TCP THEERERR— FAFF) BLO 5 19-3
UDP THREFREZ2R2 AR — MH (IPv4) ] 2L TS0y,

tos <TOS>
AT A—=H|E, TOS7 4 —/VFDOEY F3~6D4Ey FTHD TOSHEZIEEL ET,
EZENTY POTOS 74—V ROE Y h3~6D 4y ML ET,

Bit0 Bitl Bit2 Bit3 Bit4d Bitd Bit6 Bit7

| Precedence | TOS | - |

1. ART A —ZBREREOYIHIfE
L (RHEEFEE LEEA)

2. EOBEHIPH
0~ 15 (10 #%) F7/-IZTOSAMERELET,
FBEFBET: TOS AFRCOWTIE, £ 19-4 FHEFREZR TOS4AH) 2S5 LTI 7Z30,

precedence <Precedence>
AT A—HF, TOS 7 4 —/L KD AL 3 vy b TS Precedence fEEFEE L £ T,
EEZEAT Y POTOS 74—V FEM3 By b e LET,

Bit0 Bitl Bit2 Bit3 Bit4d Bitd Bit6 Bit7

| Precedence | TOS | - |

1. AK/RT A — 2 BWEREO Gl
L (RS E LEEA)
2. B ER
0~ 7 (10 %) F7=1% Precedence £ #2487 E L £,
FRE ARE 2 Precedence 4D\ CId, [#£ 19-5 F57ERIAEZ: Precedence 4 %5 #2M L T<
720,

dscp <DSCP>
RNRTA—=21E, TOS7 44—V KOE6EY hTHD DSCPEEHRELET,
ZESRTYY FOTOS 74—V REM6 By M LET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSCP | - |

1. AKRT A — 2 BUEREOHIHE
L (BHEEEE LEEA)
2. Mmoo ERE
0~ 63 (10#%) F7/-I1XDSCPA4FHEEELET,
FEEFHE/L DSCP AFRC DWW I, £ 19-6 FEEAIAEZR DSCP 4 %5 25 L T Z &0,

ack
TCP~YXDACK 757N 1Oy OB EIEELET,
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gos ip qos-flow-list

7a b a VBN TCP ZiFo4A~7 Y a T,
1. AT A —HBMEEREO T HE

oL (S E LERA)
2. EOR T HIE

L

fin

TCP~YHZDFINTZZ 7N 107y SOBEZIREL 7,
7a b a VN TCP o4~y a T,
1. AT A —HBMEEREO T HE

oL (S E LERA)
2. EORR T HE

L

psh
TCP~v XD PSH 7 Z 7N 1 D37y bR ERELET,
7u ha LN TCP KT dA4 7 a TY,
1. RRT A —ZHIEREOYIHE
2L (HEFE LEEAL)
2. D% E#H
L

rst
TCP~vZDORST 777N 1Dy bR ZHREELET,
7u ha N TCP D47 a »TY,
1. RRT A —ZHIEREOYIHE
2L (HEFEE LEEA)
2. {EDFR E i
L

syn
TCP ~v D SYN 7 Z 7N 107y hoBtzERELET,
7u ha N TCP i DA 7 a TY,
1. BT A—ZHIEREOYIHUE
2L (S E LEEA)
2. {EOFR E i
L

urg
TCP~y XD URG 777N 1D %7y OB EIRELET,
7u haANTCP DA 7Y g TY,
1. AT A —HEBMEEEOYHE
oL (S E LERA)
2. fEORE
L
vlan <VLAN ID>
VLAN ID Z#E L E7,
KRG A= FIA =Xy MM U H 7 2—REH LIRS T0A%TT,
1. AT A —HBMEEOHHE
oL (S E LERA)

312



qos ip qos-flow-list

2. EOBEHH
R A=—ZIHRETE HE] 2L TSN,

user-priority <Priority>
a—PEEEERELET,
1. AsRT A — LB OXIHE
ML (AL LERA)
2. fEDRREHIH
0~7 (10 #¥) Z4EELET,

action

BEANT A—FERE, EETLHEEILTANT A—=Z 2@F T A —Z 2EDFEHIZRE L TL

a0,
1. ART A — 2 BWEREO YA

L (MFEEEZ T 258 ITER TEELA)
2. EORE

7L

cos <COS>
EENOBLELZ RS AT v A (Cos) ZHRELET,
1. RRT A —HEBMEEEO Y HIE

FIZH I RO COSHE LRV ET, TT7H/L D COSHIZONWTIL v T4 7 b—2ar A

FVol2 371 COSfi] #ZMLTIIZ&EW,
2. fEORERDH
0~7 (108 ZHELET,

replace-user-priority <Priority>
a—PEEEOEI R MEERELET,
ZAE LTy b O — B A FREE <Priority> |25 X #ix £97,
1. AKRT A —ZBUEREO Y HE
7L (—VPERELEXMIEEAL)
2. O E L
0~7 (10X #fRELET,

replace-dscp <DSCP>
DSCP H&#x EafEEL £,
ZAE L= v RO DSCP 7 4 —/L K%, fRiEM <DSCP> ([cE&#ix £7,
1. AK/RT A — 2 BWEREO Gl
72U (DSCPEZEXMHMX EHA),
2. fEOE I
0~ 63 (10#%%) 7L DSCPAMERE L £T,

FEERTHEZ: DSCP 4T DWW T, 3£ 19-6 8T HE/R DSCP 4Fr] ML T &,

L

L
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gos ip qos-flow-list

R
Fi
=
i
=

%, TICERICBENET,

1. RETLT FLRAUA LRI —RBXUSEET FL AU AL Rl — RIZ 255.255.255.255 L A L7-& &
IZany & FRRLET,

2. E7 L ABIU%EHT KL A2 nnn.nnn.nnn.nnn 0.0.0.0 & AJj L7z & %X host
nnn.nnn.nnn.nnn £ 2R LET,

3. tos ¥ LU precedence & dscp DRIFFREITTE £/ A,

4. action /X7 A—# T cos & replace-user-priority % [FFFZERE L2546, = —VEE T cos DR EE
WCEEHRONET,

ip gos-flow-list
ip qos-flow-group
ip gos-flow-list resequence

remark
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gos mac qos-flow-list

gos mac gos-flow-list

MAC QoS 71— U A h TO 7 v —RHiIZME, BSLUEHREEZREL £,

THRORE « BHE

[<Seq>] qos { 7 = —HR 4ol } [ EOEHEE |

o 7 u—mHEMN
{<Src MAC> <Src MAC mask> | host <Src MAC> | any}{<Dst MAC> <Dst MAC mask> | host
<Dst MAC> | any | bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu }[<Ethernet type>] [vlan
<VLAN ID>] [user-priority <Priority>]

. By
action [cos <COS>] [replace-user-priority <Priority>]

(GE2LEZS

no <Seqg>

(config-mac-gos)

<Seg>
ERB LY, ZH$5 QS 7u—I X MN— 7 U 2AEBEFEELET,
1. AT A —Z AR OYE
QoS 7 m— U X MIZEHR 2GS, FINIEIL 10 TT,
SMERELTHIEA, &ELTHDEANERORAME +10 T,
72720, wEANER O RN 4294967285 L W KEWMEERE LG A XA T EH A,
2. WO ERE
1~ 4294967295 (10 #%%) AHEL £,

{<Src MAC> <Src MAC mask> | host <Src MAC> | any}
EEITTMACT RLAZIRELE T, T XTOFEEILMAC 7 FLAERET D25 61Tany ZHE L
£
1. AXF A — 2 EMEREO Y HIE
BMETETET A,
2. DR E i
<Src MAC> <Src MAC mask>, host <Src MAC> £7-iZ any Z#5& L £7,
e <Src MAC> <Src MAC mask> f87E :
<Src MAC> IZIE¥1E 0 MAC 7 RL AR HEE LE T,
<Src MAC mask> (ZIX MAC 7 KL ADOHF CIEEDEAEFFA[THE Y &N T~ AT %
MAC 7 FL ZJETHE L7,
* host <Src MAC> {5 :
<Src MAC> O5efe—#% 7 u—MHsith e LET,
e any f57E :
FEILMAC 7 R A&7 m—RHEELITLEEA,
MAC 7 F LA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %0

{<Dst MAC> <Dst MAC mask> | host <Dst MAC> | any | bpdu | cdp | lacp | lidp | oadp |
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gos mac qos-flow-list

pvst-plus-bpdu }
5% MAC 7 RLAZIRELET, T3TD5% MAC 7 RLAZIEET 2% A& L any 2HE L 7,
1. AT A —ZEWIREO ) HIE
B TEETA,
2. B O AE i B
<Dst MAC> <Dst MAC mask>, host <Dst MAC>, any, bpdu, cdp, lacp, lldp, oadp F7=i%
pvst-plus-bpdu ZHE L £7,
o <Dst MAC> <Dst MAC mask> {57 :
<Dst MAC> 213565 MAC 7 RL A Z$BE L £,
<Dst MAC mask> 21X MAC 7 RL ADH CIERDEEFFAITH Y &N Tlav AT %
MAC 7 RLZTEATHREL £,
* host <Dst MAC> {57 :
<Dst MAC> O5EE—#4% 7 v — &t & LET,
e any f57E :
5% MAC 7 RFL A% 7 n— &ML ITLEE A,
* bpdu f57E :
BPDU il <7 > b &7 o —Hgt e LET,

e cdp HE/E :

CDP #lffl/3%7 » M7 m—HigbE LET,
o lacp 82 :

LACP il "7 v N &7 o —RtSitb e LT,
o lldp 57 :

LLDP #lfH %% v b &7 o—Rsit s LET,
* oadp f5/E :
OADRP {ilffil-/r v b &7 a—ts&t e LET,
* pvst-plus-bpdu 57 :
PVST+ il v M7 o —fligr & LET,
MAC 7 KL 2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.fff (16 1#E4%)

<Ethernet type>

A=Y Ry NIATEGERLITA—Y Xy N TEHRERELET,

1. AT A — 2B OYIHME
7L (Bt LERA)

2. [EOBE
0x0000 ~ Oxffff (16 X)) E72i%, 41—V *y N TAHERELET,
FREFRERA — Yy & A TEFRT TR 19-7 FREFRRRA —Y 2y M2 A A4 2501
TLTEENY,

vlan <VLAN ID>
VLAN ID #f8& L £,
ARG A =R I, =Y Fy " v Z T =—ACHEH LA T ER T,
1. RRT A —ZAMEREOYIHE
2L (S E LERA)
2. fEOFKERH
[NF A—Z|ZIBETE HfH] 2R T EEN,

user-priority <Priority>
a—PEEEARELET,
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gos mac qos-flow-list

1. ART A= B R OYIHE
ML (BRHEMEE LERA)

2. fEOREHH
0~7 (10 #¥) Z4FEL £,

action
MIENRT A= EHRE, ERTIHHEITINLTANT A —FZEE T A —F 2RO EBHIZEHE L TL
k=AW
1. RRT A —HEBMEEEO Y HIE
2L (BERBEZ T 258 TEERA)
2. EOE P
el

cos <COS>

HEENOBILELRTA T v 7 A (Cos) #FRELET,

1. AT A —ZHMEEOYE
FI7FNEDCOSIEERVET, T 74/ D COSHEIZONWTIE 2747 v—a v bAg
FWol.2 371 COSfH] 2L T 7ZE0,

2. DR E i
0~7 (10 ZHRELET,

replace-user-priority <Priority>
A—PEEEOESMAMEEEL £,
2f5 LTe Ty b Oa— WS 2 FREME <Priority> ([Z#EH S 2 £,
1. AT A —ZEMEHRE O W E
ML (A= VPEEELEIRIETEA),
2. DR E R
0~7 (10#EH) zfELET,

L

2L

R
Fi
=
i
=

%, TICERICKBENET,

1. HELT FLABIO%ELT KL A nnnn.nnnn.nnnn fifEALAf & A ) L7z & &l any EFRRLE
7

2. 5T RLRAICTm b a VERREELIEIRETEDL TR bavEHROT RLAERE L TV DHEE1X
7 haABEFRRLET, AT RLACERETE S 2 ha Ao 7T KL AL 15 19-8 {5
TEFTREZRSE5E MAC 7 R L A4 F) 22 LTSN, ERUADOREILT FLABLUSEET FL
A|Z nnnn.nnnn.nnnn 0000.0000.0000 & A7 L7z & XX host nnnn.nnnn.nnnn & &R LE 9,

3. action /35 A —4 T cos & replace-user-priority % [FFHZERE L2 HBE, = —PEZLE T cos DR EE
ICEEBRZONET,
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gos mac qos-flow-list

4, Ka=r FTRIETDH/ATA=2L, PHEAT Y ML TORARERD ET, > T, RELEA
TA—ZITHEM - BEAT MR L TUIAERNE 20 £H A,

mac qos-flow-list
mac qos-flow-group
mac qos-flow-list resequence

remark
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gos-queue-group

qos-queue-group

(¥ H 7 z—A (WEA—F) I2Q0S ¥ a—U A MEMERELET,

MO
gos-queue-group <QoS queue list name>

E O Bk
no qos-queue-group

(config-if)

<QoS queue list name>
QoS ¥z — U R MHERRELET,
1. RRT A —ZHIEREOYIHE

BB TEEEA,

2. {HOREHFH
3~31 XFLUNTIEELET, BERERIFIZOWVWTIL [T XA —Z |ZIEETX 5] 23R
LTL7Z&EWY,

AV a—Y 2 7E— REIPQ CEIELET,

QoS Fa2— U A MMERELTAY Y 2a—I v/ T— RE2LEE LIZES, YHEROEEF 2 —1CF2—
AT Uy RS TWAES, T T2 U T LET,

:m
UHU

REMAELE, TICERICKBIIET,

1. QS Fa— U X MMKBEREL TR Va— ) I E— REEE LSS, BELEA VX T 2—X
TEEX 22— KX a—A T LIy EBESTHWDLHE, 7TV T LET, 7V 7O
Iy heXa—A 7 TEERA, XY NT—IRETEIA VINTOWDIHAIXTERLE
AN

2. QOS Fa—URAMNEBEL A Va— Y v I7E— RREETORPSTSGE, ArYa—U 7

RiZ PQ TEMEL £,

3. gos-queue-group =< R THZN72 QoS ¥ 2 — VY X M EBE LSS, A7 Va—V 7 E—RNiZ

PQ TEMEL %7,
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gos-queue-group

gos-queue-list
interface fastethernet

interface gigabitethernet
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qos-queue-list

gos-queue-list

QoS F=2— U A MERICAF Va— Y TE—REFRELET, EEBEMTHRKAKE2 Y A MERTEET,

WROBIE « BH
gos-queue-list <QoS queue list name> { pq | wrr [ <Packetl> <Packet2> <Packet3> <Packet4>
<Packet5> <Packet6> <Packet7> <Packet8> ] | wfg [ min-ratel <Min ratel> ][ min-rate2 < Min
rate2>] [ min-rate3 < Min rate3>] [ min-rate4 < Min rate4> ] [ min-rate5 < Min rate5> ] [ min-rate6
< Min rate6> ] [ min-rate7 < Min rate7> ] [ min-rate8 < Min rate8> ] | 2pg+6wrr < Packetl> <
Packet2> < Packet3> < Packet4> < Packet5> < Packet6> }

T OHIBR
no gos-queue-list <QoS queue list name>

(config)

<QoS queue list name>
QoS ¥z — U R MMERELET,
1. AT A —ZBREREO Y HIE
AR TEEE A,
2. (B DF E &
3~31 XFUANTHELE T, FETRERLTICOWTIE [T A= ITHRETE 51E] 22
LTL7EENY,

{pq | wrr [ <Packet1> <Packet2> <Packet3> <Packet4> <Packet5> <Packet6> <Packet7> <Packet8> ]
| wfg [ min-ratel <Min ratel>] [ min-rate2 < Min rate2> ] [ min-rate3 < Min rate3> ] [ min-rate4 < Min
rate4> ] [ min-rate5 < Min rate5> ] [ min-rate6 < Min rate6> ] [ min-rate7 < Min rate7>] [ min-rate8 <
Min rate8> ] | 2pg+6wrr < Packetl> < Packet2> < Packet3> < Packet4> < Packet5> < Packet6> }
AV a—Y) S e—REEELET,
1. ART A —ZEWEREOYIE
HIETEFHE e

pq
TEEETHELEYS, Fa—HaWHR—- PRI T8 Fa—EETYT, HEOX2—2 Ty
FRFET D256, BEREOEWF 2 —FS 8>7>>1FF=2—) NPTy FEFICEEL
£,

wrr [ <Packet1> <Packet2> <Packet3> <Packet4> <Packet5> <Packet6> <Packet7> <Packet8> ]
Zvrbhaerb LIEEARA Oy M) HET 0 FrEer TEELEY, X2 —HidmH
RN— ML T8 F = —[HETY, <Packet> DIRELHIELIZHEITT Vo Fr b TEEL E
T EFEICF 2—2RENO"T Yy F2RELET, Fa2—RIEPNPDLT, X7y MERHE
12725 X5 ICHIE L ET, <Packet> % E LI AILEA (X7 M) &I FrEy
TEELEY, BEOX 2 -7y FBMHET 256, IHEICF 2 —2 RN 6HRE LT
<Packet> D37y MRIIGL Ty Fa2RELET, ok, <Packet> DE A< 1~8D
Fold, Fa—FFEERLET,
1. AT X — 2B DY) iE

<Packet> : M TE A,
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gos-queue-list

7272 L, 4 <Packet> DAEMGIIFIRET, HKFFXTZ v Fa v TEIEL 7,
2. % &P
<Packet> : 1~ 15

wfq [ min-ratel <Min rate1>] [ min-rate2 < Min rate2> ] [ min-rate3 < Min rate3> ] [ min-rate4 <
Min rate4> ] [ min-rate5 < Min rate5> ] [ min-rate6 < Min rate6> ] [ min-rate7 < Min rate7>] [
min-rate8 < Min rate8> ]
BEAGT I HERGE, ¥ a2 —3IIWHEA— NEM T8 X2 —[BETT, ¥F=2—I &IT <Min rate>
TRE LT IR 223 v MIZHME L E3, 8, <Minrate> D% A2 1~ 8 D
L, Fa—FZ2ERLET,
1. AT A —Z KGR O YIHE
<Minrate> : 72 L (RERIEAIHEZRE L EEA)
2. fEORE R
min-rate <Min rate> : (KDEITR L ET,
EOBALIZIT Kk (EHE), M BEEWTRETT,
{<Min rate> | <Min rate>M }
<Min rate> O FHEIXERF R ZB X R VMEZFHE L T 7230,

19-12

Mbit/s 1M ~ 1000M 1Mbit/s

kbit/s 1000 ~ 1000000 100Kbit/s X 2

64 ~ 960 64kbit/s 3

X1 1M, 1k (Z###4 1000000, 1000 & L CTHWVET,
X2 BEM2S 1000k Ll DG4y, 100k %A CHEE L3 (1000, 1100, 1200, ---, 10000000),
X 3 BREMEA 1000k K DIGE, 64k A A THELET (64, 128, 192, -+, 960),

2pg+6wrr < Packetl> < Packet2> < Packet3> < Packet4> < Packet5> < Packet6>

EEF 2 —f&, BEH (X y M) HET U Ry, Fao—HIWEFR— RTS8
X a—[EETT, KELDOF 22— 8T Ty NBFEET %G, %4 Ty NaREBIRETHEEL
F9, ¥a2—T71FF=2— 8 DRITELINHEY Xy P EEFLET, ¥=2—8, F=2—7I1IN
o RBFEELRWES, $2—6~ 10 <Packet> [ZHE L7237 v UGS LT v b &
EELET, 728, <Packet> DB AL 1 ~6 DF S, Fa2—FEEEHRLET,
1. ART A —ZBUEREO Y E

<Packet> : FMETE EHA,
2. O E R

<Packet>: 1~ 15

L

gos-queue-group =< RIZ QoS ¥ a2 — U A MHEREL TRV a— 7 E— NEER LIZGA,
BHEBOBEEX 22— X2 —A T LI T Y EBESTWBEA, T XTIV T7LET,

322



qos-queue-list

EMEAEER, T ICERICKBENET,

gos-queue-group =¥ FIZ QoS F=2—V A MHEREL TR Va— v 7E— NELEE LY
G, BRLIAVE T2 —ATERF 22— X a—A 7 LIy RS TV BE5E, XC27 U
TLET, 7V TABEPE, FeeNTry FeEFa—A I TEERAL, XY NT—IZBATR T AV
SNTVDIHEITTEELEE N,

FIFRREEA T — FOBEE, WFQIZIERIZEEL A, &2 HE— FTHHALTIZS,
WFQ ZRE LTca, E LIC iR IRAERIEE & EEROBMEE TR 10% ORRENLEL D Z L s
HYET,

A— MHIEHIE & QoS F = — U A MEBRD A Va—V v 7 HRKFIHERT 25468, Arva—1U v
TE—RIIPQEZHRELTL LI,

AV a—Y - Nowfqg 2 BN L7256, T 2% 2 —I2x LT, <Min rate> Z 20§ 7%0E
LTL7EEN,

HriEE 4 Mbit/s i (<Mbit/s>M) TRE L7285, show running-config/show startup-config Tix
kbit/s i CRRINET,

gos-queue-group
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remark

remark

QoS 7m—Y % hOMERIEILELET.

QoS 7u—VU A MZFIPv4QoS 7a—U A MEZITMACQoS 7r— U X B3 H Y £,

RO E - AR
remark <Remark>

i DI Br
no remark

(config-ip-gos)
(config-mac-gos)

<Remark>

ANE—RIZE D5 L7225 QoS 7r—1 R NOMEHPAELRELET,

—O?D QoS 7r—Y A NMIXLTIUTEITHRETEET, BEANLZEAIILFEZITRY T,

1. ART A — Z A8 O 914 B
AIHIELE Null T,

2. [EOBE
64 LFUNDOLFHITHE L T LIV, BEARRLFICONTIE [RIA—FTHETED
] ZZRLTIZEN,

L

L

REMAELE, TICERICKBEIIET,

L

ip qos-flow-list

mac qos-flow-list
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traffic-shape rate

traffic-shape rate

A BT 2= (WBEEAR— ) TR — MHRHEZEE L, REREIRE LR L E 9,

THWORE - BE
traffic-shape rate { <kbit/s> | <Mbit/s>M }

LRl
no traffic-shape rate

(config-if)

rate { <kbit/s> | <Mbit/s>M }
A— MG A R L E 3, AEREEZHERT 52 & C, BRAEOREREIRAIEE L omiic iR
LET,
1. ART A —ZBREREOYIHIfE
HIETEETE A,
2. D E R
WORITTLET,
EOHAIZIT Kk (EIE), MBEETEET,
R ERIR I ERGEELL TIZ/2 5 X2 IR E L T2 &0,

19-13
1
Mbit/s 1M ~ 1000M 1Mbit/s
kbit/s 1000 ~ 1000000 100Kkbit/s * 2
64 ~ 960 64kbit/s 3

X1 1AM, 1k iZFHFH 1000000, 1000 & L CTHWVET,
X 2 BEM2S 1000k L DA, 100k #4CHE L %3 (1000, 1100, 1200, ---, 10000000),
X 3 BEMEA 1000k Kl D3GE, 64k A A THELE7 (64, 128, 192, ---, 960),

RIS IR 2 20 E - A,

L

REMAELE, TICERICKBEIIET,

FROE LR — MR EE & SR OB Tldmok 10% OFREENEL 25801 H Y £7.
[EIFRREEA . EOEE, RN— MHEH#EZ YR — P LEEA,
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traffic-shape rate

3. A— MFEHEE QoS F =2 — VU R MEROAF Vo —V V7 2RIMIERT A5G, A7 Va—U
7E—RIFIPQEBRELTILEIN,

4. HIRIE % Mbit/s BAAL (<Mbit/s>SM) TiRE L7234, show running-config/show startup-config Tl
kbit/s B CRRSINET,

5. AN— MAREIE O E R EIRREEE 28 2 A, A — MR EE L £ A,

interface fastethernet

interface gigabitethernet
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control-packet user-priority

control-packet user-priority

ABEE N AR ET D7 L —LD VLAN Tag NIZh B2 —PEILEZIET LE T, Ko~ FRARE
FEEREHIBR Lz & &1L, ARNICEET 7 L—2 02 —EREIXT &0 5,

THWMORE « BH
control-packet user-priority { layer-2 <User-priority> | layer-3 <User-priority> | layer-2
<User-priority> layer-3 <User-priority> }

THH DI
no control-packet user-priority

(config)

{ layer-2 <User-priority> | layer-3 <User-priority> | layer-2 <User-priority> layer-3 <User-priority> }
ALIEENARMICEET 27 L —b 02— PEEEZIEELET,
1. AT A—ZEWEEEOYIHIE
BIETEEE A,
2. DR E i
O~T7T%HBELET, HRELRDST/NT A =X O —VFELREITT L7200 FT,

ALEBNEFEANEET D7 L =02 —VEEREIZ 7 &0 £9,

REMALE, TICERICKBEIIET,

L

L
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authentication arp-relay

authentication force-authorized enable

authentication force-authorized vlan

authentication ip access-group
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authentication arp-relay

authentication arp-relay

FRRERTIG AR DZAET D ARP /N7 R & AR — MIH#EL 9,

LAY 238 uﬂ:jﬁ i&'fﬁﬁﬁ H%‘: Aoy uEH'J@j%j{ﬁ) 6%1;:1 éﬂé{ﬂ%%&g’ﬁ( ARP /X% N % FE HEXT%%O)T”—
S EET,

Ra~<y RIEFROBIEE— RCTHEHATEET,

e IEEE802.1X : AN— MHANIEEGE (1)), AN— MEAZEGE (#0Y)
o Web 3H3E : EE VLAN E— R, ¥4 F3I v 7 VLANE—F
e MAC #:F : [HE VLAN E—F, #A4F3I v 7 VLAN E—F

OB E
authentication arp-relay

RO HIER

no authentication arp-relay

(config-if)

L

L

2L

REMELE, TITEAICKBREILET,

1. Ravwy RERETIHAIL HONUOYHA— MITROWVTANEHEL T IZEN,
¢ dotlx port-control
¢ web-authentication port
¢ mac-authentication port

2. IEEE802.1X AN— M H{IFRGE (##) THRFEFH IPvA T 72U X M &5 & &%, FRRickEE
LTLEENY,
 system function =~ > K% EH T extended-authentication 235% € SN TV WEEA, Aa<w R
IERETE EH A, (system function 2~ FRKRBREOHEIT, BRETEET, ) SS1250
SS1240

3. Ra~r RITEEERERICRR EAIRE/R A V¥ 7 = — AR D £,
e |IEEE802.1X "— MHNFEAE BFHY) 1, /1 —V Xy FA v F T x2—R, R— b+ F xR A ¥
7z — A TRERTY,
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authentication arp-relay

o IEEE802.1X A" — hMH7FEFE (BIAY), Web 385, B L OMACGRFEIEA —H Xy M ¥ T2 — 2R
R RERETT,

dotlx system-auth-control

dotlx port-control

web-authentication system-auth-control
web-authentication port
web-authentication redirect enable
mac-authentication system-auth-control

mac-authentication port
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authentication force-authorized enable

authentication force-authorized enable

332

BLA Y 2FFET, WITTRTIRENIEA LA, REEER L7 58REx SR 2 i 0 I CFRRERF FlRBE &
LET,

o RADIUS FBEEH T, HE SN2 RADIUS —"\MEDISENRL polo b &

RO E

authentication force-authorized enable

THHOHIBR

no authentication force-authorized enable

(config)

2L

L

L

EMAER, 3 <ICEMICKBRSILET,

AHEREIE, EX =2 VT 4 LORMBLRIBZNNRHY ETOT, Fomido LTI ZEuy,

2. ¥4I v 7 VLAN E— FOHH, #ik% VLAN & L TSR — hDOXA 7 7 VLAN 2% 4T

jﬁﬁqo
FED VLAN %, #iiF% VLAN & U CEI Y 4 CT- 41, authentication force-authorized vlan =

U RTHELTLEIN,

Aawr FiE, BBICTRIYY FPR1IOTHRESN TV DIHAITIE, RETEEEA,
¢ dotlx force-authorized

* dotlx force-authorized vlan

* mac-authentication force-authorized vlan

* mac-authentication static-vlan force-authorized

* web-authentication force-authorized vlan

¢ web-authentication static-vlan force-authorized

RADIUS #BGEE TR E SNTZGEICEME L £, HHOBIANERE LGE1E, mbilEEen LI
SNFEHA,

L RADIUS $-— ME#H, £ 72133835 M RADIUS — &2 88k L TL 72 &V, #Eic oW T
W%, Tav 747 b=y a4 RVol.25. LA ¥ 2 SBGEEREDIERL] 22 L T 72 &0,
FRHIFRIED 7T A ~_— k Trap I%, snmp-server traps =~ RORTICERAR < EHENET,



authentication force-authorized enable

7. R¥gRRIX LTV —F— R T,

aaa authentication dot1x default

aaa authentication mac-authentication default
aaa authentication web-authentication default
dotlx port-control

dotlx system-auth-control

dotlx radius-server

radius-server

mac-authentication port

mac-authentication system-auth-control
mac-authentication radius-server
web-authentication port

web-authentication system-auth-control

web-authentication radius-server
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authentication force-authorized vlan

authentication force-authorized vilan

334

Web F8GE & MAC mhuE@&/])hj— v 7 VLAN & — I“ B IO IEEES02.1X NLAIJJ‘_EO)T‘— hﬁ'{inuuﬂi(@]é’])
T, MR — b CIRHIREAE A FhE L 7z G ORGEEE VLAN 2EI 0 4 TET,

HHMORE « 228
authentication force-authorized vlan <VLAN ID>

i DI BR
no authentication force-authorized vlan

(config-if)

<VLAN ID>
TR FRAERAIZ B V 24 T HFEFE% VLAN & LT MAC VLAN 248E L £,
1. RRT A —ZHMEREOYIHE
A TCEEREA,
2. B O AE i B
INFGA—ZITHETE D) 2R TSN,
7272L, 74/ VLAN (VLANID =1) IFETEETA,

WA VLAN & LT, MR — DXL T 4 7 VLAN ZHE 0 4 TE4,

L

REMELE, T ITEAICKBREIET,

1. &A=~ FiZ, authentication force-authorized enable =~ > R ERHZIZIT A TT,

2. Ra<y REHRE, £EHIBR LI & &, BEREFEADORECI—HE, DATORE TIHA ST
VLAN CTEIEL £9, AREMIL, FRFEE IXREIORGEN S G220 £,

3. AHERRIZL A v —F— F%4 T,

authentication force-authorized enable

vlan mac-based



authentication ip access-group

authentication ip access-group

PRERHAR N D ZAET D IP Ny MIARa~<w U RTIRELZIPVA T 78RV 2 hZ2EAL, A%
(permit) L7z 87w FET 2R — MRk L ET, Ka~v o RTHELZIPVA 7 78X U A MIEHK
(permit) L7z IP 734 > M, URL U ¥ A L7 hOxtGERY T8 A,

Ko< RIZTRROBFE— FCTHEHTE £,

e IEEE802.1X : "— MHANIERAE (FH)), AN— MEAFEGE (8h19)
o Web 3RiF : E&E VLAN E— R, ¥4 F3I v 7 VLAN E— K
o MAC #:F : [EE VLAN E— R, #1453 v 7 VLAN E—F

WO E
authentication ip access-group <ACL ID>

RO HIER

no authentication ip access-group

(config-if)

<ACL ID>
RERI AR — b ~HESI S E L7200 D NIPVA Xy N7 4 M E OFRFZELET, AT A—H
TERETE D IPVA X7 7 4 VZ OFBIFIFEEE T 1 > TY,
1. R8T A — BRI fE
BRETEEE A,
2. [HOFEHF
3~3LXFLURNDT 7 EAY A MBERELE T, HETERXFIZONTIE T2 -4
RETE M 2B LTI,

SRR RN HZ(E L2 IPVA 2 v R &2 thfik L 48 A

ROEEARRE, T ICEMICKmSNET,

1. Aa<r RCERETHT7 782 ) R MAITEBESAETLHTT,

2. Ravwr FERETLIHEE, SO UDYUHA— MITROWTIAEREL T EI,
* dotlx port-control
* web-authentication port
* mac-authentication port
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authentication ip access-group

3. IEEE802.1X 7~ — M HNE8FE (§310) CTRGEEM IPVvA T 7B AU A M &EAT S & &1E, TRICER
LTLEEE,
» system function =~ > Fi&%EA T extended-authentication 233% & I TW WS, Ra< i R
ITRETE £ A, (system function =~ RRRBFEDE AL, RETEET, ) SS1250
SS1240

4, Ko~y RiXRGEERERCER E R/ A v & 7 = — ANRE D 7,
o |IEEE802.1X "— MENFRGE ($F89) 11X, /1 —V Xy r A FT7x2—R, R—hrFyr R A%
7z — ATHEETT,
* IEEE802.1X A"— h HALFEFE (), Web 83E, BXOMAC FEIZA —V Ry hA v X T =2— R
TR EFHETT,

dotlx system-auth-control

dotlx port-control

web-authentication system-auth-control
web-authentication port
web-authentication redirect enable
mac-authentication system-auth-control
mac-authentication port

ip access-list extended
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IEEE802.1X

aaa accounting dot1x

aaa authentication dot1x

aaa authorization network default

dot1x authentication

dot1x auto-logout

dot1x force-authorized

dot1x force-authorized eapol

dot1x force-authorized vlan

dot1x ignore-eapol-start

dot1x max-req

dot1x multiple-authentication

dot1x port-control

dot1x radius-server dead-interval

dot1x radius-server host

dot1x reauthentication

dot1x supplicant-detection

dot1x system-auth-control

dot1x timeout keep-unauth

dot1x timeout quiet-period

dot1x timeout reauth-period

dot1x timeout server-timeout

dot1x timeout supp-timeout

dot1x timeout tx-period

dot1x vlan dynamic enable

337



338

dot1x vlan dynamic ignore-eapol-start

dot1x vlan dynamic max-req

dot1x vlan dynamic radius-vlan

dot1x vlan dynamic reauthentication

dot1x vlan dynamic supplicant-detection

dot1x vlan dynamic timeout quiet-period

dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic timeout server-timeout

dot1x vlan dynamic timeout supp-timeout

dot1x vlan dynamic timeout tx-period




IEEE802.1X D a7 4 VL — g ra<wy KIREETE S, IEEES02.1X OFEFEE— RERDFITRL

ij—o

21-1

IEEE802.1X

IEEE802.1X

VLAN

aaa accounting dotlx

O

O

aaa authentication dotlx

@)

@)

aaa authorization network default

authentication arp-relay * !

X|O|0O|0O

authentication ip access-group H1

X

dotlx authentication

dotlx auto-logout

dotlx force-authorized

dotl1x force-authorized eapol

dotlx force-authorized vlan

OO x|O| X

dotlx ignore-eapol-start

dotlx max-req

dotlx multiple-authentication

dotlx port-control * 2

dotlx radius-server dead-interval

dotlx radius-server host

dotlx reauthentication

dotlx supplicant-detection

dotlx system-auth-control

dot1x timeout keep-unauth * 3

dotlx timeout quiet-period

dotlx timeout reauth-period

dotlx timeout server-timeout

dotlx timeout supp-timeout

dotlx timeout tx-period

OlO0]O0|O|0O] O]J]O|O|O|O|0O] O|O|O0|O|XxX|O|O|O|0O] O] O

O|0|O|O|O| O|O|O|O|O|O| O|O|O0|O]O|O|XxX|]O|O| O] O

dotlx vlan dynamic enable

dotlx vlan dynamic ignore-eapol-start

dotlx vlan dynamic max-req

dotlx vlan dynamic radius-vlan

dotlx vlan dynamic reauthentication

dotlx vlan dynamic supplicant-detection

0|0 O0]O0|0O]|0O
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340

IEEE802.1X 4

VLAN

dotlx vlan dynamic timeout quiet-period — —

dotlx vlan dynamic timeout reauth-period — —

dotlx vlan dynamic timeout server-timeout — —

dotlx vlan dynamic timeout supp-timeout — —

0|00 0O|0

dotlx vlan dynamic timeout tx-period — —

LA
O RENBII/E-> TEHEL £,
—avwy REANTEETR, BELERA,
X :avwy REANTEERA,

X1
g~ ROARFENZR EFEE, 120 LAV 238GEd@) 22 L T EEn,

X 2
Ra<= FOREL, RIET— FOUIVRZITHELET,
X 3
Ao~ ROFEL, RN— MNEAFEGE 89 BLOR— FEAERE @) oy 7 re— RET
WHALET,
X 4
FRREE— ROEELREFHEMIONWTL, 707 b—v a4 FVol2) #2LTIEEN,



aaa accounting dot1x

aaa accounting dot1x

IEEES02AX DT h U T 4 U IIERET IO T 4 v T —R_~EEGELET,

TH RO E
aaa accounting dotlx default start-stop group radius

LRl
no aaa accounting dotlx default

(config)

default
WET 73NV OT AT 4 v 7 R ERELET,

start-stop
AR BIRFIZIZIA X — N T IO T 4 @A, BAHERFIIEA Ny 7T AT T ¢ v BN
THOT 4 TP —=NIZEEENET,

group radius
THhHO T 4= LT RADIUS =% H LET,

THATLT A4 T — N ZBHMLER A,

L

REMAER, T ICEMCKBSIET,

1. TNTo IEEE802.1X &% lE, dotlx system-auth-control =~ RZHET D Z & TEDICRY £,
2. Ka<y RERENSEMERREE R AF8GEE— FIE, [£21-1 avy 747 b —varavr RE
IEEE802.1X DFRFEE— F] #ZMML TV,

aaa authentication dotl1x
dotlx system-auth-control

radius-server host % 7213 dotlx radius-server host
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aaa authentication dot1x

aaa authentication dot1x

IEEE802.1X DAL F T N—T%FHEL T,

default fs €L 1 = bV, §FELFXU X MEEIIHR K4 = N ETRETEET,

THRORE « £H
aaa authentication dotlx default <Method>
aaa authentication dotlx <List name> group <Group name>

THHOHIBR

no aaa authentication dotlx {default | <List name>}

(config)

default <Method>
EET 7 L FORBFEF R ERE L9, <Method> 21 group radius Z#E L 7,

group radius
RADIUS ¥— N2 & 5 IEEE802.1X FBFEE 1TV E 9, /3 % RADIUS ¥— 3 IEEE802.1X
B RADIUS $— 3% 7213, LA RADIUS — 3T,

<List name>

AU A M ERELET,

1. BT A —ZHIEREOYHUE
A TEERE A,

2. (H 0% E i
32 LFLINDILFF|THRE L TLIZEW, HEMRZRFIZONWTL INTA—FIIIBETED
1 © HEEOXTH)] 22 LTIIES0Y,
SEHSUTFUIR LT AR L E7,
72720, TROXFINIRETE EE A,
- Ty hv—7 (@)
- default( §iF —& E 7213588 — 5 L2 30751)

group <Group Name>
RADIUS #—Z L % IEEE802.1X #FAEZITWE T, 7 %5 RADIUS #— N % RADIUS #—
7' V—7"C9, aaa group server radius =~ > R T#E L7z RADIUS =7 V—TF 4 &2 fREL T
TEEW,
1. RRT A —ZHMEREOYIHE
BIETEER A,
2. fEDFREHH
32 LFLINDOILFHITHEE L T Z 3V, EFRERCFIZONTIE INFA—ZITHEETE D
) O EEOXTFH|] 2B L TIIEEN,

L
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aaa authentication dot1x

2&3"\7‘\/ I\‘OD&LE%EE LTC& % :i, ?/ﬁﬂid.)l j'é *mutuuﬁ%ﬁﬁﬁ%‘} Lijﬁ

e WET T /L NEBIMLEE X, FRIEEMERLEEA,

o MET T AN N, FRIFHIBRLIE L X, HET 7 4L b CRGE LR A SRR L E T,

o FREEHXY & ]\é‘fﬁjﬂ]bf\_k% WHFRAES Y A R ZRE LTzAR— ]\@"ﬁﬁj{%uuuﬁﬁ¢ﬁ$bi'§—
( Llﬂ/’tﬂén"cb éﬁfuﬂzjit) A ]\7532&37/ ]\TXIIX/E@%{:I\ 4t%77ﬁ'/1/ ]\Tuthuﬁéni
7.)

o WEEHFAY A NEETE, FIFHIBRLZ & &, YMHERGEAR Y R b CFREE L2 R A fRAEMER L £ 37,

REMELE, TITEAICKBRSIET,

1. 7XTo IEEE802.1X %X, dotlx system-auth-control 2~ > REHRET S Z &L THIZRY £7,

2. Ko<y RERENBERTREL R B585EE— Fix, (#2111 av74 47 1—varavr R
IEEE802.1X DFEFEE— K| &ML T &,

3. RBEMTON TRV E, IEEES02.1X DOFBFERIZ RADIUS — & T& 8 A,

aaa authorization network
aaa group server radius
dotlx authentication

dotlx system-auth-control

radius-server host ¥ 721 dotlx radius-server host
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aaa authorization network default

aaa authorization network default

FREFUC &L o TERE S 172 VLAN FHICHE S T, VLAN BAFERE (BIRY) 21T 5L AR ELET,

THHROE
aaa authorization network default group radius

E O HI

no aaa authorization network default

(config)

group radius
RADIUS #—\Z X % IEEE802.1X ZRIF#FTWVVET,

2L

o
R
=
R
=

%, I ICHEAICKBENE T,

1. +_TD IEEE802.1X %1%, dotlx system-auth-control =~ REZRETHZ L THMCARD 9,

2. Ra~vr FREVPEERE L RIFFEE— I, [£21-1 a7 47 b—varavyrRe
IEEE802.1X OFRGFFE— K] ZZHL T 7Z&E0,

3. ABREMTON TV ARWE, VLAN BAFEGEE (@) 2T E8A,

dotlx system-auth-control
dotlx vlan dynamic enable

aaa authentication dotlx

radius-server host ¥ 7213 dotlx radius-server host
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dot1x authentication

dot1x authentication

RN— MREBRET NOFGES ) X MM e E L £,

W ORI -
dotlx authentication <List name>

THH D HIR
no dotlx authentication

(config-if)

<List name>

aaa authentication dotlx @~ > N CRE LIcFEREARNY X M ERELET,

1. AK/RT A — 2 BWEREO Gl
AR TEEE A,

2. fEOE I
32 LFELNOILFFITHE L T ZEW, BEBRILFIZOWVWTL T X=X |ZIBEETED
) © MEEOXTH) 2B LT EEN, (FEL, 7Ty h~—7 (@) <)
SEHSUTFHUIR ST AHERE L 9,

BEE T 7 30 F & LT IEEE802.1X FHFF 21TV E T,

YA F Y 2 PR EE LIoR— P O R &2 RBAHRER L E 7,

REMALE, TICERICKBEIIET,

1. +_T? IEEE802.1X % E1E, dotlx system-auth-control =~ RERET D2 L THAMITRY 7,
2. Ravr RREVEMEARE L RHFFEE— NI, TR21-1 o747 b—varavy e
IEEE802.1X DFEFEE— K] #ZRL T X0,
3. AEEBICTRH AV RRLOTHRESN TV DIHEIE, Aa~vr RERETEEEA,
¢ dotlx vlan dynamic enable
* dotlx vlan dynamic radius-vlan
» web-authentication user-group
* web-authentication vlan
* mac-authentication interface

¢ mac-authentication vlan

4. Ko<= RTHREL-RASGTRY 2 M4 A aaa authentication dotlx =~ > R TRE L2 RiF =) =
=B L2 GAEE, EET 7 40 MOREICEVEEL 97,
5. Aa<w  RigA =¥y b UV 72— AT HRERETY,
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dot1x authentication

aaa authentication dotlx
dotlx port-control

dotlx system-auth-control
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dot1x auto-logout

dot1x auto-logout

no dotlx auto-logout =~ > K C, IEEE802.1X Tl SN T-iiRK b —ERH 7 L — A %EZF L72ho
TORBEA MR L7z & S ICERGE A BEVERR T 2R EL I L E T,

TH OB E
no dotlx auto-logout

RO HIER

dotlx auto-logout

(config)

L

IEEE802.1X CTRERESNIZMiAN D, —ERM 7 L—A%ZZE Lo R E R Lz & 2 ICEEERS
fiEbx L %4,

no dotlx auto-logout =~ > FF#E%IL, IEEES02.1X TGS NIZMRN S, —ERH 7 L —L4 %%
L7Zpno 7o RREE M L CH BEREGEMERR L £ A,

REMAELE, TICERICKBEIIET,

1. +_To IEEE802.1X % €lX, dotlx system-auth-control =~ > RZRETDH I &L THMZA2D £9,
2. Ra<r FERENEMERE L R DF8FEE— RIX, #2111 av 7447 Lb—varavr RE
IEEE802.1X MFEFFE— K] &ML T &0,

dotlx port-control
dotlx system-auth-control

mac-address-table aging-time
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dot1x force-authorized

dot1x force-authorized

RADIUS F2FF & i I F, RRESRESE 72 & C RADIUS — NN % 7213 RADIUS %w\‘«a) J /xR
]\Jié1§317’_‘753%§§£ L/fC?ﬂ_fEl <, él T }\Twuuﬁg;k bf_wquXT%j%j{%aﬁﬁﬁuéﬁ 238G n?i”j( = LE
j‘o

RO E
dotlx force-authorized

i DHI bR
no dotlx force-authorized

(config-if)

L

2L

L

BOEEARRE, $ICEMICKmSNET,

1. +_TD IEEE802.1X %1%, dotlx system-auth-control =~ REZRETHZ L THMCARD 4,
2. Ko<y FERENEMERREL R BFBFEE— ML, [#£21-1 2v 747 L—vagravr R
IEEE802.1X MFFFE— N =&ML TL 72 é VY,
3. AHRRIXEX 2 VT« LOMBEERDAIREMERH Y 3D T, +oiato EZTHERAEI V.
4. Ka< v FIZROEGETEERNGIZR D £7,
s FTRROaV T4 L= a PRI RTRESH TSI L
* dotlx system-auth-control
* radius-server host %7213 dotlx radius-server host

« dotlx force-authorized * 1

¢ dotlx port-control auto #1

¢ switchport mode access H1

« aaa authentication dot1x 2

« dotlx authentication *3

FIUA 7 2—RTHELTLIEEN,
e RADIUS —~DHEET, FTrOT A vy hu ZBERBEn-5H4
No.=82
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dot1x force-authorized

WARNING:SYSTEM: ( f1/{&# ) Failed to connect to RADIUS server.
%
THUY haZix, EH 3~ R show dotlx logging TR TE £,

EX 2
BT 7 v b CHaHIRRAEE AR [default group radius) Z§%E L TL 72 &0,
X3
AN— N BIFREE S R CHmkIFREEM R Taaa authentication dotlx <List name>] ##%E LT 72
vy,

5. BRMHIFRFEFT ALIRARIL, 25U AR DOFRGEMER & MRS E T,

6. FRlOWTNIANRT TICRESINTVDGS, Aa~vr FERETEEEA,
* authentication force-authorized enable
 authentication force-authorized vlan

aaa authentication dot1x
dotlx port-control

dotlx system-auth-control
switchport mode

radius-server host % 7213 dotlx radius-server host
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dot1x force-authorized eapol

dot1x force-authorized eapol

350

IEEE802.1X DI&EHIFRFERR E I L » TRRiEx SR 2 3 H RIS ERFERF FRAE & L7z & &, SRR RICH L
TAEERE 2> 5 EAPoL-Success /37 v M &EEELET,

TR DK E

dotlx force-authorized eapol

RO HIFR

no dotlx force-authorized eapol

(config)

L

2L

L

REMAER, T ICEMCKBIET,

1. _To IEEE802.1X %X, dotlx system-auth-control =2~ RZFEETH I & THTRY £,
2. Ko<y FRENEEAREL R DFGEET— NIE, £21-1 ar74 7 Lb—varavr e
IEEE802.1X DFFFEE— F] #ZMML T3V,

3. Z[K;j«\?/ KN j: Tua:”?/ ]\&Hﬂ; X 53@%”1%»1 ntFm‘E#@ihﬁE&:}i@%éﬂiﬁ—o
o R— MHTEREE (F#AY) : dotlx force-authorized = 7- 1% authentication force-authorized enable

o R— NHENFERFE (FAY), VLAN HEALFEFE (F119) : dotlx force-authorized vlian £ 7213
authentication force-authorized enable

dotlx force-authorized
dotlx force-authorized vlan
authentication force-authorized enable

authentication force-authorized vian



dot1x force-authorized vlan

dot1x force-authorized vilan

RADIUS ZRiF A iy, fRESRESE 7 & T RADIUS $— NS % 7213 RADIUS $— 3~ ) 7 = R
FMEET T —NHEALZGAID, Mg — b CRGEER U7 iBFER 5ok 2 il I FEGERF rldRRE & L,
RFER VLAN 2% 24 CE 9,

MO E - AR
dotlx force-authorized vlan <VLAN ID>

THHOHIBR

no dotlx force-authorized

(config-if)

<VLAN ID>
FRHIFRAERT FTRFIZE] D 24 CHE85E% VLAN ID 23 E L £ 7,

1. ART A —HEMEEOHIHE
B TEEHA,
2. E DB ERIH
[T RA—ZIZHRETZ D] 22RLTLEEN, 7L, 774/ 5 VLAN (VLAN ID=1) 3%

ETEEREA,
2L
L
BREMEFR, TICERICKBRENET,

1. TNTo IEEE802.1X #%/ElE, dotlx system-auth-control =~ > RZHET D Z & TEDICR Y £3,
2. Ra<y FRENBERMREL 2 5385 E— NI, [£211 =747 L —varavr e
IEEE802.1X DFFFEE— K] #ZMML T LI,
3. vlan =¥ FT mac-based (MAC VLAN) ZEEL TWD VLANID Z5HE L T ZE W,
4, AHEERITEX =2V 7 0 LOMBEERDAMERERH Y 70T, +oBRFo ETHEHI SN,
5. Ko~y FIZROFGMETEIENER L 2D £7,
s TROAL T AT L= a U BRETRTHRESNTNDH I &
¢ dotlx system-auth-control
* radius-server host % 7213 dotlx radius-server host

« dotlx port-control auto 1 %4

« aaa authorized network default * 2

351



dot1x force-authorized vian

« dot1x vlan dynamic enable * 2

« dot1x vlan dynamic radius-vlan * 2 %3

« vlan <VLAN ID> mac-based *3

« switchport mac vlan * 2 %34

¢ switchport mode mac-vlan #4

« dotlx force-authorized vlan * 3 % 4

« aaa authentication dot1x *5

« dotlx authentication * 6

EX 1

A— NENEEFE (@) CEAT S L EITRELTIZEN,
X 2

VLAN HAZFRFE (B11)) THEAT2 & ZICREL TS E I,
X 3

FILT VLAN ID 23 EL T 2 &0,

tm
><1

X4
FUA LV H 72 —RCEHELTIIEIN,
* RADIUS #—"~DEHET, TROTH VY Fr I RERINZHEE
No0.=82
WARNING:SYSTEM: ( f/fE# ) Failed to connect to RADIUS server.
R 1P
THYY b Zix, EH 2~ R show dotlx logging TR TE 4,

/£>< 5
BEET 7 v b CRRHIRRGERT AR [default group radius] ZE%E L TL 72 &0,
¥ 6
AR— b+ BIFEGEHE R CMiKIEEHME F 1L Taaa authentication dotlx <List name>] Z§%&E L TL 72
Sy,

6. FRHIFRRERT PR R YA DOBRRER & & BITMBRENE T,

7. FRoWT i b)?“f IREINTWDLEA, Ra~vr RERETEEEA,
¢ authentication force-authorized enable
* authentication force-authorized vlan

aaa authentication dotl1x

aaa authorized network default
dotlx port-control

dotlx system-auth-control
dotlx vlan dynamic enable
dotlx vlan dynamic radius-vlan
switchport mac

switchport mode
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dot1x force-authorized vlan

vlan

radius-server host % 7213 dotlx radius-server host
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dot1x ignore-eapol-start

dot1x ignore-eapol-start

354

Supplicant 7> & ® EAPOL-Start {5 #¢Z, EAP-Request/ldentity 2547 L7202 EL £,

THHROE
dotlx ignore-eapol-start

Tl O HIR
no dotlx ignore-eapol-start

(config-if)

2L
2L
L
BREMEFR, TICERICKBRENET,

1. 7_To IEEE802.1X %X, dotlx system-auth-control 2~ RZFEETH I & THENMIRY £,

2. Kavy RREVPEMEARE L R LFEE— NI, [£21-1 a4/ b—varavy ReE
IEEE802.1X DFFEE— FJ 2B LTI ESuy,

3. dotlx port-control =~ RBRFEIN TV ek RKa~y RIFADITR Y THA,

4. K=< NiE dotlx reauthentication =~ > R23FEE S 4L TV T, %D dotlx supplicant-detection =
~ > RO disable DFEENRNA L H 7 2 — AR TRETEET,

5. dotlx supplicant-detection =~ K® disable #f%E LA > ¥ 7 = —ATlE, Aa~<y REHET
FEHA,

6. Ao~ NEFHE LA, nodotlx reauthentication =~ > N CTHRIEZ FE L2 Wi EICTSH 2 L
IITEEEA,

dotlx reauthentication
dotlx supplicant-detection
dotlx system-auth-control

dotlx port-control



dot1x max-req

dot1x max-req

supp-timeout % it X 72 FE D EAP-Request i DR KEFAFE L E T, FEEHRAAREL B X 725
A, IR EHELET,

fHMOBRE - £H
dotlx max-req <Counts>

THH DR
no dotlx max-req

(config-if)

<Counts>
EAP-Request FiEDEREHZEE L £7,
1. RRT A —Z RO PIHE
A TEERE A,
2. EOBEHIPH
1~10 (=)

EAP-Request 3% 0 i KL 2 [1 T,

L

o
R
=
R
=

%, I SICHEMAICKBENE T,

1. 9 _XCo IEEE802.1X % /E 1%, dotlx system-auth-control =~ > REFHETHZ & THEMIRY £9°,

2. Kawy FRENEARE RHRIEE— NI, €211 a7/ b—varavr e
IEEE802.1X OFRFEE— K] MM LT Z IV,

3. dotlx port-control =~ RPBFBE SN CWARWVWERa~ LV RITEMTRY THA,

dotlx system-auth-control
dotlx timeout supp-timeout

dotlx port-control
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dot1x multiple-authentication

dot1x multiple-authentication

IEEE802.1X DFEFEY 7 — REGARBIEET— FICRE L E T, Wik T EICRIEZITVY, FRAERRITIG T
THEASEZRE LET, EEIRREOBERNRRICR Y 7,

FRREY 7 — NIRRT — RRERE SN TWRWEE, it 7E— Ny 7 vE— N2 £9,
VUTNE—RIL, 1BEOMKETERIEL, BReira T LET, EHURRENER SN & XL, REA
/5771“_‘;{75‘3|5uuuf£'lj( b/\*&'fTL/ij—

TH OB E
dotlx multiple-authentication

EEEl]S
no dotlx multiple-authentication

(config-if)

L

FEHY T B — NI e — RIZR D £,

nmuE*j'7% REEBL LIGA, REA VX 72— AOFRIRRERPIILIN D720, FREEE 20K IT
FRREDAMETY, HERRESN D E CHE AR/ £,

REMAER, T ICEMCKBIIET,

1. _To IEEE802.1X % E ¥, dotlx system-auth-control =~ RZFEETHZ & THTRY £,
2. Kavwy RREVNEMERE R HRFEE— NI, €211 arr7 47—y aravyr e
IEEE802.1X OFEFEE— K| #ZMML T 7E& W,
3. dotlx port-control =~ > KT auto WiXE ST E, Ra<wr MIFEICRY A,
4. IV T — NELEE LGE, BEA VH 7 2 — ZAOIRREBIZEIL SN D720, SBIEHAAMRIT
FRRREDS LB T,
5. mac-address-table static =~ > R T E S NI KOEEIX it & 72 97,
-$3?/F$ RE (T —R)
FREX R ORI FRARIC T L T Audsiu@m L £ A,
o Ka<wy FRE (BARIEE—R)
dotlx port-control =< K® auto 2% E S 172K EE FERHEIZ 23730 & T I BB AT EE T,
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dot1x multiple-authentication

dotlx system-auth-control

dotlx port-control
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dot1x port-control

dot1x port-control

BIEA L H T = —RITK LT, port-control RIEEOREZITWET, £/o, ZOavr REANTLHZ L
T, IEEE802.1X ~— BN FEGEHREZ AN L E T,

fHMOBRE - £H
dotlx port-control {auto | force-authorized | force-unauthorized}

TH DI
no dotlx port-control

(config-if)

{auto | force-authorized | force-unauthorized}

auto
IEEE802.1X FBFEA 1TV, FRAERE RITIG UTRIEA v F 7 = — AT S 40 D Ui R O BUE D Al 5
ZHELET,
force-authorized
IEEE802.1X FBAEAATI/RNT, BREA V¥ 7 = —AZHH SN DA 4 FIZBUETRE L L E
I, A— FHNGEGE ) L NE— RO L EETREWRETT,
force-unauthorized
IEEE802.1X FBFEAITHO/RUNNT, REA V¥ 7 = — A THH SN DA% HICHUA R Al & LE
9, AN— FEAFRGE FH)) U= RO L EETREARE T,
1. AT A —ZEBUEIEOH)HE
AR TEERE A,
2. (B0 i
auto, force-authorized, ¥ 723 force-unauthorized

NN E‘{Lmu thE*}l% iéﬂ{}dy’cj—

L

BOEEARRE, $ICEMICKmSNET,

1. +_T?D IEEE802.1X %1%, dotlx system-auth-control =~ REZRETHZ L THMARD £,
2. Ra<y FRENEMERTRE L R OFRFEE— NI, [£21-1 v 747 L —varavr RN
IEEE802.1X DFFEE— K| =& L“C<7L’él/\
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dot1x port-control

3. A— MNEMFEEE (Br0Y) ZMEHRE, A 4 72— RACTREARELTLEIY, (A —%x> b
ABT2—R, R—=hF ¥ RNVA L HFT 2 —ATHREARETT,)
* dotlx port-control auto
* switchport mode access
* switchport access

4. R— MEAFREE () AL, TRREmRL TIEIN,
 system function =~ > KE%EH T extended-authentication 23 E SN TR WEA, Aa< K
IR ETE £ A, (system function =~ > RARBEDH AL, #ETEET,) SS1250
SS1240
s LA F 72— A PTRERELTLES, ((—VFy b F T 2= AT RIERETT )
+ dotlx port-control auto
+ switchport mode mac-vlan

5. Ra<r Fid, ¥i%A— hIZ authentication ip access-group =~ K, 723 authentication
arp-relay 2~ RBREINTND & & FTrROFKM THIBRTE 97,
 web-authentication port & 7= 1% mac-authentication port 5% &1k

6. dotlx multiple-authentication =~ > RARE I N TWARWEEIE, #FiE7E— NIy 7 rE—F
2720 E9,

dotlx system-auth-control
dotlx multiple-authentication
switchport mode

switchport access

switchport mac
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dot1x radius-server dead-interval

dot1x radius-server dead-interval

360

IEEE802.1X FRFFE ] RADIUS Y— 3375 1 <~ U |IEEE802.1X RiFE ] RADIUS Yr— " ~H#HE A3
HETOERIA~EHRELET,

By hY—o8 GEAF O RADIUS FBREERSE) BNAa%h7et b &) IEEES02.1X 7875 A RADIUS
P NAEBR LR, 3V — \EHARRECERY A ~E2AX— L, Ka<v 2 NIZLPRE
BEfROEE (AR Z A~ T1%) &, 774~ IEEE802.1X #:FH H RADIUS — "~ A L £,

HHMORE « 2258
dotlx radius-server dead-interval <Minutes>

T D HI
no dotlx radius-server dead-interval

(config)

<Minutes>
w2 # Y IEEE802.1X FRFEEE A RADIUS H— 3085, 77 4 < U IEEE802.1X EFEH | RADIUS
Y= R~HBEHTEETOERZIA~ERELET,
1. RRT A —ZHMEREOYIHE
BT EHA,
2. [EORBE
0~ 1440 (%))
0 #3%E L7=8HA 1Y, RADIUS FBREER % %7977 A~ U IEEE802.1X #BFEEH RADIUS H—3
OB L ET,

H Ly F =303k H & ) IEEES02.1X FRFFH M RADIUS H— "~ L T 10 4 a7 e d))
IEEE802.1X FBFEHH RADIUS — NICHEMEIR L,

L

REMEEFER, TICERICKBENET,
1. ¥4 &Y IEEE802.1X FWiFH M RADIUS H— & L v b — "L U THEAPICERY 4 ~EHE2 2
T L7235, TORS TORBIREZHE URBRAE ML 9,

2. R A ~E ALY — MRICKRa~ > REREZHIBRLZGE, BRAA~Oh Ty NIV vy MEFITHE
WL, 7N MEL04E LTEMEL £,

1. +_TD IEEE802.1X %1%, dotlx system-auth-control =~ REZRETHZ L THMTRD £,
2. Ka<y FERENEMERREL R BFBFEE— ML, [#£21-1 2y 747 L—vagravr R



dot1x radius-server dead-interval

IEEE802.1X OFFEE— K] 2B L T EEW,

3. 3BLED IEEES02.1X FBFER A RADIUS Y — %R E L CWGG, BERY A ~vE A ¥ — MRICH
@ |EEE802.1X #RAFH M RADIUS — S~ B L b —"RERB LTZBETH, B ~IZ) By
MR L E T,

4, BERAA<IT Vol AAZ — T AL ERNTH TT5ETU By hLEFADR, FTRROZETIIHIS
ELTmTETICVEY FLET,

o K=< N T dotlx radius-server dead-interval 0 Z 3% € L7z & &

e LV b= L LTEAY O IEEES02.1X iRGEE A RADIUS — NE#i %, dotlx radius-server
host 2~ > RTCHIBRL- & &
o J#H =~ K clear radius-server #3{7L7- & &

5. nquXT%jﬁJﬁjzg)wqu/“‘b_/x%j@qj Iz $E&/f77j){ﬁT l/f: Tzé) %quO)WWE/*‘/T/Xﬁ)
TT2FECTTT74~V IEEES02.1X FRFEEH RADIUS H— "~OERIITRbIE R A,

aaa authentication dotl1x
dotlx port-control
dotlx system-auth-control

dotlx radius-server host
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dot1x radius-server host

dot1x radius-server host

IEEE802.1X (Zf# f4 2L RADIUS — _"DOREZITWVE T,

WROBIE « BH
dotlx radius-server host <IP address> [auth-port <Port>] [acct-port <Port>] [timeout <Seconds>]
[retransmit <Retries>] [key <String>]

T DHI bR
no dotlx radius-server host <IP address>

(config)

<IP address>
RADIUS #— "D IPv4 7 KL AERE L £,
1. ART A — X BRI HIE
A TEEREA,
2. DR E P
IPvd 7 KL 2 (Ry FEiE) 2HELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

auth-port <Port>
RADIUS #— DR — hEEZBELET,
1. RRT A —ZHMEREOYIHE
R— FEFEEZ 1812 2 L £,
2. DR E P
1~ 65535

acct-port <Port>
RADIUS =T a0 7 4 THAR— MESERELET.
1. A3T A — X B P HIE
R— FFEZ 1813 A L £,
2. fEORERH
1~ 65535

timeout <Seconds>
RADIUS =M DIRE X A L7 U Mg (B) #fRELET,
1. AT A — 2 B O H)HE
radius-server timeout =~ > R CHESN TWHRHAFEHA SN ET, FESNTHARWVWEAD
PEIE 5 BT,
2. fEOFEHIPH
1~30 (B

retransmit <Retries>
RADIUS Y— \Zxf L CREGEE R EE TR ZHREL 7,
1. AT A —HBMEEEOYHE
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dot1x radius-server host

radius-server retransmit =~ > R TREIN TWAEEAEA SN E T, BEIN TV ARNEE
OPIEIE 3 BT,

2. B ERE
0~ 15 (=)

key <String>

RADIUS $—/3[H & DilfE DSk, GR35 RADIUS #4457 L £ 3, RADIUS #1327 7

A7 b k& RADIUS — N ECR—DO#EEARET DHNERLH Y ET,

1. AKRT A — 2 BUEREO HIHE
radius-server key =~ R CiRE I T2 RADIUS XA SN E T, BREIN TV RN
A, M3% RADIUS H— N3 #Eshic 72 ) £97,

2. B ERGE
64 LFLINOSLFHITHE L T 2 E W, REFRRZRCFIZOVTIE T A= ITHETE 5
) © MEBEOXFES 2SR L TLIZEN,

radius-server host =~ K T&gk L7= RADIUS — O ENMEH ENE4,

radius-server host == > RAEERI N TR WAL, BRETE EHEA,

2L

R
i
&=
R
&

%, TICERICKBENET,

1. T~To IEEE802.1X #%E %, dotlx system-auth-control =~ > RZFET 5 Z & TETR Y £9,

2. Ko<y NRENEIMERREL 7 BE8FEE— FIi%, [#£21-1 arv 74—y gravr R
IEEE802.1X OFFEE— K] ML T Z &0,

3. Ra<y RBREIN TV DA, IEEES0L.X il T2 M 25 RADIUS — O EH#HIT,
radius-server host == > RCEREINTWDHIEHRL Y LESL I ET (radius-server host =~ K
RETHEH S AETA), JLUH RADIUS — f5#, IEEE802.1X FAEH A RADIUS H— E# DR
FIZOWTL, TavrzgZr—yariA RVol.2) 28R LT 7ZE,

4. FEAEEZ IEEES02.1X #3FERL A RADIUS W — B3 dE @ AL Chek 4 T,

5. IPv4 7 RL AL LTL127*** 2 RETEEHA,

6. key /X7 A —HZNEKEINTNT, radius-server key 2~ RHERE SN TV RWEEIE, M
RADIUS — N3 5hic 72 0 97,

7. #% o IEEE802.1X FRFER A RADIUS — % 3%E L7846, A =~ | show radius-server Tl
TNZERRENDT RVART T4~V RADIUS — LR D ET, BAOH L2 b —s3 GEAFO
RADIUS ZEFFEER L) 12137 T A < U IEEE802.1X FRAFH M RADIUS H— "Ml S £,
774~V IEEE802.1X FFEF A RADIUS Y — NIZREERFKAE LICHE, 7Ly M —NI3RICER
72 IEEE802.1X #FEHH RADIUS H—% (B H %) RADIUS #—) ~EBLET, 1<V
IEEE802.1X FBFEEH RADIUS H— 3~ HE)E IHIZ-DV Tl dotlx radius-server dead-interval =
2V REZBRLTIZEN,

8. ¥LH RADIUS ¥ —/%, iF8FEEH RADIUS J—/ 3% 721X RADIUS Y — 7V —FORET, IP T
KL AD—7 % RADIUS Y — _"BEEICHGEK I N TV DELEIL, TN T XTO/NNT A —F %
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dot1x radius-server host

WH LA Lica~y FARICEESBX 7,
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dot1x radius-server host

aaa authentication dotlx
dotlx port-control

dotlx system-auth-control
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dot1x reauthentication

dot1x reauthentication

IEEEB02.1X DFBIER I, Supplicant DFFRIAELANTT 20 E I PERELET. AREVPALIC
% &, dotlx timeout reauth-period =~ > R Ci%ET 2 E D J& H T HFEFEH EAP-Request/Identity %?:
Supplicant {Zx L CikH L, Supplicant O F8GEZE L £ 77,

MO E
dotlx reauthentication

THHOHIBR

no dotlx reauthentication

(config-if)

L

2L

L

BOEEARRE, T ICEMICKmSNET,

1. +_T?D IEEE802.1X %1%, dotlx system-auth-control =~ REZRETHZ L THMTARD £,

2. Ra~vy FREVPEERE L RIFFEE— I, [£21-1 a7 47 b—varavyRe
IEEE802.1X OFRFEE— F] &ML TL f_é VY,

3. dotlx port-control =~ RARE I N TN RWERa~<r MIFEMRY A,

4. dotlx ignore-eapol-start =~ > RAERE I TV 5 &, no dotlx reauthentication =~ > K CH&
EEBLRWVEEIZTDZ LIXTEEEA,

dotlx ignore-eapol-start
dotlx timeout reauth-period
dotlx system-auth-control

dotlx port-control
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dot1x supplicant-detection

dot1x supplicant-detection

SRAEY 7 — FICHRRRIEE— RERE Lo kmHEifEE2fRE L £ 7,

THMORE « AR
dotlx supplicant-detection {disable | shortcut | auto}

LRl
no dotlx supplicant-detection

(config-if)

{disable | shortcut | auto}

FRREY 7 — RIZHARREREE — R&ZRE L2 RO B EEZ R E L 9,

disable
WHEAR— b CRHIHE R OURNTEET 58541, EAP-Request/ldentity 2~ /L F % ¥ & hsfE L
FH A, RFERIEARL EAPOL-Start #5595 2 & CRFEZ MM L £ 1,
IO, BT A—HERE LSS, ARMIC EAPOL-Start %8 L72\ > Supplicant >/ 7
FY =T ERERT A5G, RARREEZRIITE EEA,

shortcut
FEEE IR ARDFAET 24 1, EAP-Request/ldentity Z~/LF %+ A MEE L £, RIERTH
%w D7 L —L&EZFE UNET HZ L CliEa s L £,
FRREE A AL Z D7 L— L% ZET 5 Z & THiRIEZ A L 3, shortcut TIIFRRER A dHA
DIFFRRREA BRAA L 7c G B IRRGE S — 7 v A A4l L C EAP-Success & BIRFIE -2 & TARF &8
BLET,
L2sL, —#B8o Supplicant ¥ 7 k7 = 7 Tlk, EAP-Success % R R -4 @)1 2 5RFE Ik & 7
LET, ZORER, ARXTA—ZEZEE LSS, Bk T SICBENSRUNTLY, RBAkEsy
NOEA S TEENBREINZY, FRGEERY IR L TARMDB LR T80 0 £7,

auto
SREEE IR INEIET 541, EAP-Request/ldentity #</LF F ¥ 2 FEELEH A, DR
DY, FIERTMANEE L ARPIIP 7 L — L& 5%(59 5 2 & CRRGERTHRARZ MM L, F85E% B
BmLUET,

1. ART A —ZBWEREO Y HME

B CTXERA,
2. [EOBEHH
disable, shortcut, auto

AR M ENEIT shorteut 1272 V) 97,

L
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dot1x supplicant-detection

368

R
=
»
3

%, TICERICBENET,

1. _To IEEE802.1X % E ¥, dotlx system-auth-control 2~ REHET S Z & THHIZRY £7,
2. Kavwy RREVNEMEARE R HRFEE— NI, €211 arr7 47—y aravy e

IEEE802.1X OFFEE— ) 2B LTI ZS0y,
dotlx port-control == RBBREINTWRNWERI< L RIFANIRD THA,

4. K=< RFiE dotlx multiple-authentication =t~ > &2 E LIZBATE T ENI Y £7°,

dotlx ignore-eapol-start =~ > K& E L7zA ¥ 7 = — A T dotlx supplicant-detection =~ > K®
disable #3XETHZ LT TEEH A,

dotlx ignore-eapol-start

dotlx multiple-authentication

dotlx system-auth-control

dotlx port-control



dot1x system-auth-control

dot1x system-auth-control

IEEE802.1X # BN LE T,

B OB E
dotlx system-auth-control

LRl
no dotlx system-auth-control

(config)

L

L

2L

R
i
=k
R
=

%, TICEMICKBENET,

1. Ka<y FREDEMERRE L R R8T — NI, T£21-1 avy 747 L—varavr RN
IEEE802.1X DFFEE— K| 2B L TLZ&E W,

2. EAPOL 7 4+ U —7 4 V' JHERED R E SN TV DHEEIE, Ko~y Rid= 7 —I272 Y IEEE802.1X ITH
T2 A,

3. aaa authentication dotlx =< RARE I TV e, IEEES02.1X MERFFEFIZ RADIUS H—3
EHEACEERA,

12protocol-tunnel eap

aaa authentication dotlx
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dot1x timeout keep-unauth

dot1x timeout keep-unauth

EREEH T E— R RV U T NNE— RDA L F T 2 — A2 2 BU LOWMENER SRS, A2 T 2—R
DOBIERNFLIRAE % (REFT 2 REM 2 RV AL CRRE LE T, RFEFHARICOWTIE, ARRFREEE % SRR &
g Lfcf: D jﬁj«o

THMORE « BH
dotlx timeout keep-unauth <Seconds>

THH DR
no dotlx timeout keep-unauth

(config-if)

<Seconds>

ARV T E— RN TV — RO L X2, BUBARRDREZ AT DM A2 A CHRE L E7,
1. ART A — 2 BWEREO PIHIE

B TEEE A,
2. DR E R

1~ 65535 (%)

BRI AR TR 2 fRRr 9™ 2 WEfH] 1 3600 7T,

L

BOBARPRREENTEAE LT & &

1. +_XT» IEEE802.1X % E1¥, dotlx system-auth-control =~ REFRET D2 L THMITRY 7,

2. Ra<y FERENEMEMRE L R DBFEE— RNIE, [#21-1 2> 7471 —varavwr R
IEEE802.1X DFFEE— R MWL TLEE W,

3. dotlx port-control =< RBREINTWRNWERI Y FIFAMTRD THA,

4, Ko< ROBEMIL, FBiEY7E— KBV I AET—ROA U H 7 =2 — AR THEA SN E T,

dotlx system-auth-control
dotlx port-control

dotlx multiple-authentication
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dot1x timeout quiet-period

dot1x timeout quiet-period

IEEE802.1X DFRIFFHE D UG A o F 7 = — A TOIERILRAEIREIRE 2 B HA THE L Ed, 4K
WNi%, EAPOL /347 v bR THT, 70, 315 EAPOL /X7 v M & 8H L, FRAFLEREZITOVET A,

fHMOBRE - £H
dotlx timeout quiet-period <Seconds>

THH DI
no dotlx timeout quiet-period

(config-if)

<Seconds>

FEBFER R M 2 D HAL TR E L £,
1. AKRT A —ZBWEEEO O HE

B TEEE A,
2. (B DR EHIFH

0 ~ 65535 ()

;qu M 'U(ﬁéf%%ﬁ#laﬁﬁ Li 60 *ij—o

L

AR B CHFRALIRIBIZ 2R o T & &

1. T _TCT? IEEE802.1X % Ei%, dotlx system-auth-control =~ REFRETDH I & THMIRY 7,

2. Ko<y FERENEMERREL /R A58 — NI, [%£21-1 av 74—y gravr R
IEEE802.1X OFRFEE— K] &L TLZ él/\

3. dotlx port-control == RAWEINTWRWERIV L RIIFEHCRY A,

dotlx system-auth-control

dotlx port-control
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dot1x timeout reauth-period

dot1x timeout reauth-period

372

IEEE802.1X MFBRER LN, Supplicant DFEFEREALAT O JAM 2 B AL THE L £ 4, A O 8 THER
H EAP-Request/Identity % Supplicant (2%} L Ti&H L, Supplicant D f38EZE L £ 7

fHMOBRE - £H
dotlx timeout reauth-period <Seconds>

TH DI
no dotlx timeout reauth-period

(config-if)

<Seconds>
Supplicant O FFEFEZAT 9 E 2 EA CHE L7,
1. RRT A —ZHBEREOYIHE
A TEERE A,
2. fEDFRE R
1~ 65535 ()

Supplicant O HFEFEZAT 9 JH 113 3600 # T,

L

s BIEEMEFOXA=BEA LTI RL, XAEN0ITRoT L X
o JEM =2~ K clear dotlx auth-state #3247 L, FRREHRAL F 7o (32 & BAL CORBGEMEPRZ Eliti L 7= &
LI uE/ﬁjﬂmﬁj{ﬁ)fr_‘ L/fcfl/\'lj(ﬁf@mh uﬁﬁ{ifnu quﬁwﬁjia)wu uEﬁ)E‘A—yJ L=k

1. 7_To IEEE802.1X %X, dotlx system-auth-control 2~ RZHETHZ & THENMIRY £,
2. Ravr FREVSEMERREL R HFEE— NI, [#£21-1 av 747 1r—varavy R

IEEE802.1X OFFEE— F) ZSML T ZE WY,

3. dotlx port-control ==~ > F75> BEINTWARNWEARI~ Y RIZEC2Y /A,
4. Ka< > R, dotlx reauthentication =~ FIZ &k » CTHFBIEEIT O REICR LRV EBFNTRD F

NEVR

5. /T A —X O EEIL dotlx timeout tx-period =~ R THRE LML W KEREEREL T X

Uy,



dot1x timeout reauth-period

dotlx timeout tx-period
dotlx reauthentication
dotlx system-auth-control

dotlx port-control
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dot1x timeout server-timeout

dot1x timeout server-timeout

AL —N & OFEE B DI RROIGER DR M2 EAL CHEE LETS,

THMORE « AR
dotlx timeout server-timeout <Seconds>

H OBk

no dotlx timeout server-timeout

(config-if)

<Seconds>
JSBERF B 2 B THRE L7,
1. RRT A —ZHMEREOYIHE
AR TEEHE A,
2. O EHPH
1~ 65535 (7))

R B 1L 30 BT,

L

o BEBEFT DX A ~NEA LT UL, ZA<HER0IToTo L &
o RAEAHABIR LT- & &

1. +_TD IEEE802.1X %1%, dotlx system-auth-control =~ REZRETHZ L THMTARD 4,

2. Kawr RRENENRE RHRIEE— NI, 1£21-1 ar7 47 b—varavr e
IEEE802.1X OFBFEE— K] R LT ZEW,

3. dotlx port-control =~ RPBRE I N CWRWERI~ Y RITADIRY THA,

dotlx system-auth-control

dotlx port-control
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dot1x timeout supp-timeout

dot1x timeout supp-timeout

Supplicant ~2%HH 3% EAP-Request (Zxf L C, Supplicant 2>5 OISERF LI 2B CHRE L 7,
FREMINEN WA, EAP-Request Z 5 L £,

fHMOBRE - £H
dotlx timeout supp-timeout <Seconds>

THH DI
no dotlx timeout supp-timeout

(config-if)

<Seconds>
Supplicant 7> 5 OIEE L 2 D EA CHRE L £,
1. ART A —ZBREREOYIHIE
HIETEEE A,
2. EOREHRPH
1~ 65535 ()

Supplicant 2> 5 DIEFRF HIREIE 30 BT,

L

o BUEBEFT DX A ~NEA LT UL, ZA~HER0IThoTz L &
o RAELHENBIRLT- L &

1. +_T? IEEE802.1X % E1E, dotlx system-auth-control =~ RERET D2 L THMITRY 7,

2. Ravr RREVEMEARE L RHFEE— NI, TR21-1 a4/ b—varavy R
IEEE802.1X DFEFEE— K] #ZRL T X0,

3. dotlx port-control =~ RBRWEIN TV Ra~y RIFAEDIRY EHA,

dotlx system-auth-control
dotlx max-req

dotlx port-control
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dot1x timeout tx-period

dot1x timeout tx-period

376

IEEE802.1X A %), EAP-Request/ldentity O H 2 HEAL THE L £,

W ORI - B
dotlx timeout tx-period <Seconds>

LRl
no dotlx timeout tx-period

(config-if)

<Seconds>
EAP-Request/Identity O IR Z B THE L 7,
1. RRT A —ZHMEREOYIHE
AR TEERE A,
2. O EHPH
1~ 65535 ()

EAP-Request/Identity O 24 HEFEIX 30 BT,

L

o MAEMEF DL A ~BEALT I RL, ZA~ENR0ITRoT b &
o J#EM =~ > K clear dotlx auth-state #3517 L, FRRERALF 7o (32 E BAL CTORBEMIRZ L L7 &

1. +_T?D IEEE802.1X #%E1%, dotlx system-auth-control =~ REZRETHZ L THMARD 4,

2. Ra~vy FREVPEEE L RIFFEE— I, [£21-1 a7 47 b—varavyRe
IEEE802.1X OFRGFFE— K] 2L T 7Z&EV,

3. dotlx port-control =~ > RPBRE I N CWRWERI~ > RITADIRY XA,

4, RT A—H DREMIL, dotlx timeout reauth-period =~ FTRE LIEL W /NS fE%
ISV,

Re
i
i
A

dotlx timeout reauth-period
dotlx system-auth-control

dotlx port-control



dot1x vlan dynamic enable

dot1x vlan dynamic enable

IEEE802.1X VLAN HA7FR3E (&) ZHDC LET,

B OB E
dotlx vlan dynamic enable

T O HIBR
no dotlx vlan dynamic enable

(config)

L

L

2L

REMELE, T ITEAICKBREIET,

1. 7XTo IEEE802.1X % E ¥, dotlx system-auth-control 2~ RZHEETHZ & THEMIRY £,
2. Ko<y RERENBERTREL /R B585EE— Rix, (#2111 av74 47 1—varavr R
IEEE802.1X OFEFEE— ] 2R LT,
3. dotlx vlan dynamic enable =< R E 3 %4, aaa authorization network default group radius
A< ROREETORWVERDIRY EH A,
4.$27/bh RESNTWARWE, 3T VLAN BAERGE (BhRY) #eRix, AR £8 A,
5. AREBEIZTRRAYY FRLIOTHHREINTWVDLHEE, Ravry RERETEETA,
¢ authentication multi-step
» dotlx authentication
* mac-authentication authentication
* web-authentication authentication
* web-authentication user-group

dotlx system-auth-control

aaa authorization network default
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dot1x vlan dynamic ignore-eapol-start

dot1x vlan dynamic ignore-eapol-start

378

Supplicant 7> & ® EAPOL-Start {5 #¢Z, EAP-Request/ldentity 2547 L7202 EL £,

TH RO E

dotlx vlan dynamic ignore-eapol-start

E o Bk

no dotlx vlan dynamic ignore-eapol-start

(config)

L

L

2L

REMELE, TITEAICKBRIIET,

1. 7_To IEEE802.1X %X, dotlx system-auth-control 2~ RZFEETH I & THENMIRY £,
2. Ravr FREVSEMERRE L R HFEE— NI, [£21-1 av 747 1r—varavy R

IEEEB02.1X OFFFEE— FJ &#ZML T2 S0y,

. dotlx vlan dynamic enable =~ > FRFREIN TV RWEARa <~ NIZEDIZRD £ A,
4. K=~ RiZ dotlx vlan dynamic reauthentication =~ > R23FE I TWTC, 7 dotlx vlian

dynamic supplicant-detection ==~ > K@ disable DFRENRNA V¥ 7 = —RIZTITHETETET,

. dotlx vlan dynamic supplicant-detection =~ > R % disable |IZ®RE L7 A ¥ 7 = — A TlE, Ka~

U RERETEEEA,

. Aoy REHZELEEA, nodotlx vlan dynamic reauthentication =~ > K CHFEFEA FEhi L 720>

EOICRETDZ LT TEE A,

dotlx vlan dynamic reauthentication
dotlx vlan dynamic supplicant-detection
dotlx system-auth-control

dotlx vlan dynamic enable



dot1x vlan dynamic max-req

dot1x vlan dynamic max-req

supp-timeout % it X 72 FE D EAP-Request i DR KEFAFE L E T, FEEHRAAREL B X 725
A, PREARM S HE LET,

fHMOBRE - £H
dotlx vlan dynamic max-req <Counts>

THH DR
no dotlx vlan dynamic max-req

(config)

<Counts>
EAP-Request FiEDEREHZEE L £7,
1. ART A —ZBREREOYIHIE
A TEERE A,
2. EOBEHIPH
1~10 (=)

EAP-Request F 5D i KIE T 2 8¢,

L

o
R
=
R
=

%, I SICHEMAICKBENE T,

1. T IEEE802.1X %1%, dotlx system-auth-control =~ R&ZRETHZ L THMTARD £,

2. Kawy FRENEARE RHRIEE— NI, €211 a7/ b—varavr e
IEEE802.1X OFRFEE— K] MM LT Z IV,

3. dotlx vlan dynamic enable =~ > RRRE SN TV eWEKa~y RIZEHICRD 8 A,

dotlx system-auth-control
dotlx vlan dynamic timeout supp-timeout

dotlx vlan dynamic enable
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dot1x vlan dynamic radius-vlan

dot1x vlan dynamic radius-vian

IEEE802.1X MDFRFERFIZ RADIUS $— 3005355 S5 VLAN EHIZ K - T, #aY72 VLAN E) 4 C%
FFA[4 % VLAN 2 ELET,

THHDOFRE
dotlx vlan dynamic radius-vlan <VLAN ID list>

THHDOLEE
dotlx vlan dynamic radius-vlan {<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

H RO Bk

no dotlx vlan dynamic radius-vlian

(config)

<VLAN ID list>

IEEE802.1X FRIFFRE XM T 5 VLAN @ VLAN ID ZHE L £, ZBERHIFEHR D VLAN %

FRE EAU72 VLAN ICE &2 £, ALEEITRKRED VLAN [THETE £ A,

1. AT A — X BRI HIE
BT EHA,

2. fEORKERRH
<VLAN ID list> Df8EHIE, E£iz, HOREFMPAIZOWVWTIL IRTA—FIHETE 5] 25
FLTL7Z&EW, 12720, Zoa~<> R TTF 74/ k VLAN (VLAN ID=1) [3fEET& ¥ A,

add <VLAN ID list>

IEEE802.1X R E AWM 7 5 VLAN IZIBINT 5 VLAN ZH8E L E 7, AREEITKRHKED VLAN

HEECTEEA,

1. RRT A —HHMEREOYIHE
B TEEREA,

2. E O FR E i B
<VLAN ID list> D& 1L, £z, HEOREHWEAIZONWTUL (INTA—FITIBETE HHE] 25
BLTLEEN, 27200, Zoavy FTT 740k VLAN (VLAN ID=1) IZfRETE ¥ A,

remove <VLAN ID list>

IEEE802.1X 38X E & M35 VLAN 2> HHIERT 5 VLAN ZHE L £7, ALEBICRBED

VLAN [T ETE £ A,

1. AT A — X EWFEOYIHIE
B CEFEREA,

2. fEOHERE
<VLAN ID list> DIgE ik, £z, HOREHWEAIZONWTUL (NI A—FIZIBETE HH) 25
LT 7ZaWn, 277L, Zoa~<>y RTTF 74/ b VLAN (VLAN ID=1) I[JfEETE A,

2L
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dot1x vlan dynamic radius-vlan

mL
REMEER, TICERICKmESNET,
1. 9XTo IEEE802.1X #%/Eld, dotlx system-auth-control =~ RERETHZ & THMNIRY 7,

2. Ko< REBRENEMERE L 7R D85 EE— RNIE, 211 av 7447 Lb—varavwr R

IEEE802.1X DFEFEE— ) ZZR LTI EEI VY,

3. dotlx vlan dynamic enable =~ ¥ RRRE SN TV eWEKa~y RIZEHICRD 8 A,
4, /X7 A—4% <VLAN ID list> 1%, RE#HHD MAC VLAN @ VLAN ID IZ[RY G#ETE £7,
5. VLAN HAZFEGRE (B)AY) CRETE MK VLAN #3256 T7,
6. VLAN A#PHIEEOHA, 773TO VLAN BEEFRE TR ITIUES T 12720 £,
7. REBICTHAVY PR LIOTHOREESNTVDHHEE, Aavr FERETE EH A,

e authentication multi-step

» dotlx authentication

* mac-authentication authentication

» web-authentication authentication

* web-authentication user-group
vlan

dotlx system-auth-control

dotlx vlan dynamic enable

switchport mac
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dot1x vlan dynamic reauthentication

dot1x vlan dynamic reauthentication

IEEE802.1X DFRFER LN, Supplicant DEFEFEA AT 2 E D NERE L ET, KRENFRIC
% &, dotlx vlan dynamic timeout reauth-period =~ > K CTRET 2 EO EH T HEFEH EAP- Request/
Identity % Supplicant {Z%} L CTikH L, Supplicant D f38FEA R L £ 7

MO E
dotlx vlan dynamic reauthentication

THHOHIBR

no dotlx vlan dynamic reauthentication

(config)

L

2L

L

BOEEARRE, T ICEMICKmSNET,

1. +_T?D IEEE802.1X %1%, dotlx system-auth-control =~ REZRETHZ L THMTARD £,

2. Kawr RRENEARE R HRIEE— NI, £21-1 av7 47 Lb—varavr e
IEEE802.1X DFEFEE— K| #ZML L2 é AN

3. dotlx vlan dynamic enable =~ > R3FE SN TV W E R~y RIFAICRY A,

4. dotlx vlan dynamic ignore-eapol-start =~ > RA38%E ST 5 &, no dotlx vlan dynamic
reauthentication =~ N CHIBFELZ FMi LR WVEREICT D Z LITTEER A,

dotlx system-auth-control
dotlx vlan dynamic ignore-eapol-start
dotlx vlan dynamic timeout reauth-period

dotlx vlan dynamic enable
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dot1x vlan dynamic supplicant-detection

dot1x vlan dynamic supplicant-detection

AR BN E 2 HEE L £

THMORE « AR
dotlx vlan dynamic supplicant-detection {disable | shortcut}

LRl
no dotlx vlan dynamic supplicant-detection

(config)

{disable | shortcut}
ShARMHHEEEZRRE L E T,

disable
WHEAR— b CRHIHE R OURNTEET 58541, EAP-Request/ldentity 2~ /L F % ¥ & hsfE L
FH A, RFERIEARL EAPOL-Start #5595 2 & CRFEZ MM L £ 1,
ART A—H EHRE LA, H¥EMIZ EAPOL-Start %3515 L 72\ Supplicant Y 7 N7 =7 %
AT 285G, RARNEREZRIITE EHA,

shortcut
FEEE IR ARDFAET 24 1, EAP-Request/ldentity Z~/LF %+ A MEE L £, RIERTH
Xm D7 L —L&EZFE UNET HZ L CliEa s L £,
FRREE A AL Z D7 L— L% ZET 5 Z & THiRIEZ A L 3, shortcut TIIFRRER A dHA
DIFFRRREA BRAA L 7c G B IRRGE S — 7 v A A4l L C EAP-Success & BIRFIE -2 & TARF &8
BLET,
LoL, —B8o Supplicant ¥ 7 b7 =7 Tlk, EAP-Success % R 9-B/E 2 5RAEL I & A 72
LET, ZORER, ARXTA—ZEZEE LSS, Bk T SICBENSRUNTLY, RBAkEsy
PO TERESBRYINZY, HRiEERV KL TAMBS ER-Z0 25580850 7,
1. RNT A —ZAREREO YT fE
B TEERA,
2. fEOFBE R
disable, ¥ 7-i% shortcut

AR M ENEIT shorteut 1272 V) 97,

2L

REMELE, TITEAICKBREIET,

1. 7XTo IEEE802.1X %X, dotlx system-auth-control 2~ RZHEETHZ & THEMIRY £,
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dot1x vlan dynamic supplicant-detection

2. Kavwy FREVNEMERRE 2 HRFEE— NI, 1£21-1 arr7 47 Lb—varavyr e
IEEE802.1X OFFEE— F) 2B LTI ES0y,

3. dotlx vlan dynamic enable =< > RRFRE SN T W E R~y RIFAECRY A,

4. dotlx vlan dynamic ignore-eapol-start =~ > N8 E L7 A ¥ 7 = — AT dotlx vlan dynamic
supplicant-detection =~ K® disable 5% ET 5 Z LI T A,

dotlx vlan dynamic ignore-eapol-start
dotlx vlan dynamic enable

dotlx system-auth-control
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dot1x vlan dynamic timeout quiet-period

dot1x vlan dynamic timeout quiet-period

IEEE802.1X DFBFLERMIL D% A v ¥ 7 = — A DIEFRALIRBER R 2 RV AL THE L E 7, AREEMMN
X, EAPOL /%7 v FOEHIFTH T, 23>, %15 EAPOL /N7y M AEME L, REEAFIFITOER A,

fHMOBRE - £H
dotlx vlan dynamic timeout quiet-period <Seconds>

TH DI
no dotlx vlan dynamic timeout quiet-period

(config)

<Seconds>

FEBFER R M 2 D HAL TR E L £,
1. AKRT A —ZBWEEEO O HE

B TEEE A,
2. (B DR EHIFH

0 ~ 65535 ()

3'3mu M. 'U(ﬁgf%%ﬁ#laﬁﬁ Li 60 *&Tj—o

L

o DE%E& J: 6 }FEEEE%E%L: fcﬁ D fC <‘: %

1. T _TCT? IEEE802.1X % Ei%, dotlx system-auth-control =~ REFRETDH I & THMIRY 7,

2. Ra~<y RERENBERTFEL 2 5F85ET— NI, (#2111 av74 471 —varavr R
IEEE802.1X OFRFEE— K] &L TLZ él/\

3. dotlx vlan dynamic enable 2~ > R23FE SN TV eWE R~y RIFAMICRY A,

dotlx system-auth-control

dotlx vlan dynamic enable
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dot1x vlan dynamic timeout reauth-period

dot1x vlan dynamic timeout reauth-period

386

IEEE802.1X MOF8FEAFN%, Supplicant O FFEREZ 1T 9 B#AA A THEE LE 3, ANMED B CHRE

H EAP-Request/Identity % Supplicant (2%} L Ti&H L, Supplicant D f38EZE L £ 7

fHMOBRE - £H
dotlx vlan dynamic timeout reauth-period <Seconds>

TH DI
no dotlx vlan dynamic timeout reauth-period

(config)

<Seconds>
Supplicant O FFEFEZAT 9 E 2 EA CRE L E T,
1. RRT A —ZHBEREOYIHE
A TEERE A,
2. fEDFRE R
1~ 65535 ()

Supplicant O HFEFEZAT 9 JH 113 3600 # T,

L

o BUEEEFT DX A ~NEA LT UL, FA R0 ITRoTo L &

o M =~ R clear dotlx auth-state %347 L, FBFEHANLF 72132 E AL CORBFRREZ M L2 & &

o BREF AR DAL L 72V ARIE O FERE AL CREGES R DREFED L) L7 & =

1. 7_To IEEE802.1X %X, dotlx system-auth-control 2~ RZHETHZ & THENMIRY £,
2. Ravr FREVSEMERREL R HFEE— NI, [#£21-1 av 747 1r—varavy R

IEEE802.1X OFFEE— K| #ZMML T L&,

3. dotlx vlan dynamic enable =~ FARE SN TWRWERaT< Y RIZAEMIRY FHA,
4. A=< KX, dotlx vlan dynamic reauthentication =~ > FiZ X » THIRIAEZIT ) R EICR B2

EHMTIRY ERA,

5. /T A —X O EEIL dotlx vlian dynamic timeout tx-period =~ > R TEE L2 LV K& 72 fE%

ELTIEEN,



dot1x vlan dynamic timeout reauth-period

dotlx vlan dynamic timeout tx-period
dotlx vlan dynamic reauthentication
dotlx system-auth-control

dotlx vlan dynamic enable
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dot1x vlan dynamic timeout server-timeout

dot1x vlan dynamic timeout server-timeout

AL —N & OFEE B DI RROIGER DR M2 EAL CHEE LETS,

W DR -
dotlx vlan dynamic timeout server-timeout <Seconds>

fE O Bk

no dotlx vlan dynamic timeout server-timeout

(config)

<Seconds>
JSBERF B 2 B THRE L7,
1. RRT A —ZHMEREOYIHE
AR TEEHE A,
2. O EHPH
1~ 65535 (7))

R B 1L 30 BT,

L

o BEBEFT DX A ~NEA LT UL, ZA<HER0IToTo L &
o RAEAHABIR LT- & &

1. +_TD IEEE802.1X %1%, dotlx system-auth-control =~ REZRETHZ L THMTARD 4,

2. Kawr RRENENRE RHRIEE— NI, 1£21-1 ar7 47 b—varavr e
IEEE802.1X OFBFEE— K] R LT ZEW,

3. dotlx vlan dynamic enable =~ > R3RE SN TV RWE R~ NIZAEDMTRY £ A,

dotlx system-auth-control

dotlx vlan dynamic enable
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dot1x vlan dynamic timeout supp-timeout

dot1x vlan dynamic timeout supp-timeout

Supplicant ~2%HH 3% EAP-Request (Zxf L C, Supplicant 2>5 OISERF LI 2B CHRE L 7,
FRERISEN WA, EAP-Request DFXEAITVVET,

WROBIE - £
dotlx vlan dynamic timeout supp-timeout <Seconds>

THH DI
no dotlx vlan dynamic timeout supp-timeout

(config)

<Seconds>
Supplicant 7> 5 OIEE L 2 D EA CHRE L £,
1. ART A —ZBREREOYIHIE
HIETEEE A,
2. EOREHRPH
1~ 65535 ()

Supplicant 2> 5 DIEFRF HIREIE 30 BT,

L

o BUEBEFT DX A ~NEA LT UL, ZA~HER0IThoTz L &
o RAELHENBIRLT- L &

1. +_T? IEEE802.1X % E1E, dotlx system-auth-control =~ RERET D2 L THMITRY 7,

2. Ravr RREVEMEARE L RHFEE— NI, TR21-1 a4/ b—varavy R
IEEE802.1X DFEFEE— K] #ZRL T X0,

3. dotlx vlan dynamic enable =~ FARE SN TWARWERaT< Y RIZAEDNIRY FHA,

dotlx system-auth-control
dotlx vlan dynamic max-req

dotlx vlan dynamic enable
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dot1x vlan dynamic timeout tx-period

dot1x vlan dynamic timeout tx-period

390

IEEE802.1X DFBILA D, EAP-Request/Identity d & H M 2 AL THREL £4,

THROBRE - BH
dotlx vlan dynamic timeout tx-period <Seconds>

Tl O HIR
no dotlx vlan dynamic timeout tx-period

(config)

<Seconds>
EAP-Request/Identity O IR Z B THE L 7,
1. RRT A —ZHMEREOYIHE
AR TEERE A,
2. O EHPH
1~ 65535 ()

EAP-Request/Identity O 24 HEFEIX 30 BT,

L

o MAEMEF DL A ~BEALT I RL, ZA~ENR0ITRoT b &
o J#EM =~ > K clear dotlx auth-state #3517 L, FRRERALF 7o (32 E BAL CTORBEMIRZ L L7 &

1. +_T?D IEEE802.1X #%E1%, dotlx system-auth-control =~ REZRETHZ L THMARD 4,

2. Ka<y FERENEMERREL R BRFEE— ML, 1#£21-1 2v7 47 L—vagravr R
IEEE802.1X DFBFEE— K| #ZML L2 é AN

3. dotlx vlan dynamic enable 2~ > RR3FE I N TV eWE R~y RIFAICRY A,

4. RNT A =X OFEMIZ, dotlx vlan dynamic timeout reauth-period =~ > R CTHELE LV /NS 7
fEZFE LT ZE,

dotlx system-auth-control
dotlx vlan dynamic timeout reauth-period

dotlx vlan dynamic enable



Web S2200 SS1250
SS1240

aaa accounting web-authentication

aaa authentication web-authentication

aaa authentication web-authentication end-by-reject

http-server initial-timeout

web-authentication authentication

web-authentication auto-logout

web-authentication force-authorized vlan

web-authentication html-fileset

web-authentication ip address

web-authentication jump-url

web-authentication logout ping tos-windows

web-authentication logout ping ttl

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval

web-authentication max-timer

web-authentication max-user

web-authentication max-user (interface)

web-authentication prefilter

web-authentication prefilter

web-authentication radius-server dead-interval
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392

web-authentication radius-server host

web-authentication redirect-mode

web-authentication redirect enable

web-authentication redirect ignore-https

web-authentication redirect tcp-port

web-authentication roaming

web-authentication static-vlan force-authorized

web-authentication static-vlan max-user

web-authentication static-vlan max-user (interface)

web-authentication static-vlan roaming

web-authentication system-auth-control

web-authentication user-group

web-authentication user replacement

web-authentication vlan

web-authentication web-port

default-router

dns-server

ip dhcp excluded-address

ip dhcp pool

lease

max-lease

network

service dhcp




Web SREED a7 4 VS L—aravwy RRRE

22-1 Web

T& 3, Web

FED

FEAEE— FERDOFEITRLET,

Web

aaa accounting web-authentication

aaa authentication web-authentication

aaa authentication web-authentication end-by-reject

authentication arp-relay * !

authentication ip access-group H1

X

http-server initial-timeout

web-authentication authentication

web-authentication auto-logout

O|O0|O] O] O]O|O|O

web-authentication force-authorized vlan

web-authentication html-fileset

web-authentication ip address

web-authentication jump-url

web-authentication logout ping tos-windows

web-authentication logout ping ttl

OO0l O0|O0|O0|O0]O]O|O| O] O|O|0O]|O

Ol Ol O] O xX|O|O| x|x

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval

web-authentication max-timer

O|l0|]0O0|O0|]O| OO O] 0|0

web-authentication max-user

web-authentication max-user (interface)

O]l OO

web-authentication port x2

web-authentication prefilter

web-authentication radius-server dead-interval

web-authentication radius-server host

Ol O

web-authentication redirect-mode

web-authentication redirect enable

web-authentication redirect ignore-https

web-authentication redirect tcp-port

0|0 0| O0|O0]O|0O| O

web-authentication roaming

O|O0|O0|] O] O|O|O|O] OlO|0O|0O

web-authentication static-vlan force-authorized

web-authentication static-vlan max-user

web-authentication static-vlan max-user (interface)

0|00
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394

Web 3

web-authentication static-vlan roaming

web-authentication system-auth-control

web-authentication user-group

web-authentication user replacement

O|l0| O] O
O|l0| O

web-authentication vlan

O|0| x| O

web-authentication web-port

O

default-router

dns-server

ip dhcp excluded-address

ip dhcp pool

lease

max-lease

network

service dhcp

|
NG NCANCANCINCI RO NOR NG
G NCINCARCANCINCENORNG)

LA
& : [EE VLAN £— K
X ZA4FIv 7 VLANE— K
L Hv—E—FR
O : BENRICHE- TEIMEL 7,

X avwry REANTEERA,

TEX 1
a<y FOANERZ: LR,

AU FIIANTEETN, BELERA,

20 LA v 258G 22 LTSN,

Ka<wy FORER, RBIEE— FOUDVBFEZAICEELET,

FRFEE— ROEFLAR EFEMIOWVWTI, Tary 47—y a4 FVol2] 28R LTLEEN,



aaa accounting web-authentication

aaa accounting web-authentication

Web iB3EDT H I T 4 VITIERET AU T 4 v TP —="~EELET,

TH RO E
aaa accounting web-authentication default start-stop group radius

LRl
no aaa accounting web-authentication default

(config)

default
EEF TN NDT I T 4 v T HRERELET,

start-stop
a7 A VECIEASZ— NT AT 0 o TBE, a7y NEZA Ny TIT AT 0 T
WNT AT T 4 TP —NZEEEINET,

group radius
THhOrT 4T —E LT RADIUS =% H LET,

THATLT A4 T — N ZBHM L ER A,

L

REMEER, 3 IEMICKmSNET,

1. TNToD Web FBFEFREIE, web-authentication system-auth-control =~ REZRET 5 Z & THS)

2720 £79,
2. zti:rv/b RENINERTRE & IR DFRFEE— NI, (%221 av 7447V —yaravw KE Web R
NE@WLAHE:E’“]\J %7%!3@1/‘(<7':_él/\

aaa authentication web-authentication
web-authentication system-auth-control

radius-server host ¥ 723 web-authentication radius-server host
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aaa authentication web-authentication

aaa authentication web-authentication

Web 78 nuu nmpJ‘.Eji‘t&/l/“—7%f H/:Ebij_

%‘;lﬂ/ﬁé L/7Lx_um uJE %E& L/f:i—/%/ﬁ\ki, ‘(ju:%ﬁiﬂ Lf:jiﬁquL uﬂié—)??l/\iﬂﬁ fcﬁk, Z D uE%E&Eé}E@@JﬁE
!X aaa authentication web-authentication end-by-reject =~ > NI LV EHTX £7,

default f5E1X 1 = F U, FBAESGAY X MEEITHRK4 = P ETRETEET,

WO - AT
aaa authentication web-authentication default <Method> [<Method>]
aaa authentication web-authentication <List name> group <Group name>

THH DR
no aaa authentication web-authentication {default | <List name>}

(config)

default <Method> [<Method>]

HET 7 40N OB REHRELET, F—0D Method ITHEERE T EH A,
<Method> (2% group radius F 7213 local Z#%E L 7,

group radius

RADIUS #— 32 & 5 Web S8REZ1TVWE T, 3% RADIUS ¥— /3% Web #HGEEH
RADIUS $— 3% 7214, LA RADIUS H—/3T9,

local
H— ﬁ}bnuuﬁ%??b\iﬁ_ W}E‘Z Web nquE DB %f'fﬁ)zﬁ Lij—

<List name>

WREFRY A B ERELET,

1. R8T 2 — 2RO I
AT EHA,

2. DR E P
32 LFLWNOLFHITHE L T 72 &, BEFRRZRCTFIZOVTIE T A—HITHEETE S
1 © HEEOXTH]) 2L TIIES0,
HHSCTFIIR TSR L,
72720, TROXFHNIRE T EHA,
Ty hv—7 (@)
- default( B 5 — & £ 213w e &K L=3XF5)
- end-by-reject( B — K E LR L7 3CFF)

group <Group Name>
RADIUS #— 3N & % Web FBREZATVE T, 3% RADIUS #—/33 RADIUS H#— 7 )L—7
T9, aaagroup server radius 2~ R CHRE L7/ N—TAEHFEL T EIN,
1. AT A —ZEWREO ) HIE
B TEETA,
2. fEDFREHH
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aaa authentication web-authentication

N2 XFLUNOXFHITHREL T IZEW, BEARERLFIZONWTE (RIA—FITHRETED
i) © MEBEOXTH] 25 LTLEE0,

RADIUS Y— & L72WC, B Web 38FEDB 2 L T2 —VGEEZI TV E T,

EETF 7 3V P EREETE Lz & X1, BT 7 4L M OGN CREE L2k 238G HER L £,
FRESFRY A MEREET L2 & &0, YU A b CRRiE Lo ui R & iBabr L £ 37,

REMELE, TITEAICKBRINET,

1. TTo Web BFEFEIL, web-authentication system-auth-control =~ > RERET 5 Z & THZ)
27220 ET,

2. Ko<=y FERENBEANREL RHWAEE— NI, [#£22-1 ar 747 L—varavr RE Web iR
FAEDRIEE— F] 2L TIZEN,

3. Ka~vr PRI 2561 j:RAmus%~A@Mn“Eﬁ%é%£’@@i¢

4. Web FBAEOTRBIFAFEMAEIX, RADIUS FBREE TR E SNIZHEICEIE L £9°, HEORREST LR T
L7256, TREGEREEEM S EF A,

aaa authentication web-authentication end-by-reject

aaa group server radius

radius-server host ¥ 72 1% web-authentication radius-server host
web-authentication system-auth-control

web-authentication user-group

web-authentication authentication
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aaa authentication web-authentication end-by-reject

aaa authentication web-authentication end-by-reject

398

17 A VIRORIETER S L2 , WREEAT LET, WIEARA (RADIUS GE 7R &) 12X 2785
SAglEE, aaa authentication web-authentication =~ K CRICHEE SN TV H AP SN TR L £
j‘o

THWMOBE

aaa authentication web-authentication end-by-reject

THHOHIBR

no aaa authentication web-authentication end-by-reject

(config)

2L

AL CHEBEINTZHEAIL, FOHEMB I 57 aaa authentication web-authentication =~ > K C&kiZ
?E‘/’_:Eén A mqujiJC’th ﬁJELjquo

Web 3 [ I:LEE’T;% mﬁ%ﬁﬁ{%mh ,;J_Eﬁq:l}% Lij_
REMAETR, T ICERIIKBSET,

1. Ko<y FRENEMERREL R AREFE— NIE, [$£22-1 v 7471 —vgra<w KE Web R
DJ‘-E@uAunJ‘.E;E’_‘ ]\J %7%!3@ LT < 7L’ é AN
2. aaa authentication web-authentication =~ > FCHE L7=ZiF iR TFE T,

aaa authentication web-authentication



http-server initial-timeout

http-server initial-timeout

HTTP b — O % 4 57 0 M2 T L £,

W DR -
http-server initial-timeout {<milli seconds> | inherent}

fEWw OB
no http-server initial-timeout

(config)

<milli seconds>
HTTP =l & A A7 0 MM E I U RHEATHRELE T,
1. R8T A — BRI fE
BRETEEE A,
2. O E &
500 ~ 8000 DT 100 DfEEk (2 V)

inherent

SEAFHA IP 7 FL A% C HTTP X YHTTPS X2 U/ = 2 N WX A A7 7 ML 30 B, fhod

HTTP X 2HTTPS U 7 = X FOHIIZ A 57 7 M 8 T,
WXL + 2 RERERD Y 7,
HEX2: + 1PRERENDY 7,
1. RRT A —Z B OHIHE
B TEERA,
2. EOFREHiH
inherent

HTTP/HTTPS UV 7 = A b DI & A L7 7 M LB TT,

ROEEARR, T ICEMICKmSNET,

1. Ra<> ROBEE, &% =7 Wake on LAN #EEEFS L OV OAN #EBEA 5 309X T HTTP/HTTPS
7T A MZ#EHAShET,

2. AMBEWES, EBEOX A LT T MHIIARa~ RTHEE LML Y KEL RDAREENRH D £

3. VIIZA LT U MEMBNETE DS, SAROMERIZE > T, Web iBRESKLMT 5 AREMENH Y £
T FIZ A L7 7 MIFEOZEFE S, Web BFEH AT R SR WERNRET 21, YIS A
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http-server initial-timeout

L7 U MEHZRE L T ZSW,

web-authentication system-auth-control
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web-authentication authentication

web-authentication authentication

AN— FRRRRE S ROBIES XY A M EREL LT,

THMORE « AR
web-authentication authentication <List name>

T D HIR
no web-authentication authentication

(config-if)

<List name>

aaa authentication web-authentication =~ R CERE LI-BiE R A M ERELE7,

1. AT A —ZBREREO Y HIE
A TEERHA,

2. (EOF%E i
32 LFLHDOLFHITHE L T EIW, FHEARRCTFICOVWTIE T A—XITHEETED
i) © MEBEOXTH] 25 LTLEZEn, (2L, 7Ty h~—7 (@) 2F%&<)
SEHASUTFHUIR U FAHERE L 9,

PEEST 7 40 M &2 LT Web 3BEEEITWVE T,

YAt Y 2 PR EE Lo — P O R &2 RBAHRER L E 7,

REMELE, T ITEAICKBEIET,

1. T ~ToD Web #RFEHEIL, web-authentication system-auth-control =~ K& ET 5 Z & THL)
27220 ET,

2. Ra<y FRENEEAREL R DFGEET— R, 1#£22-1 ar 747 b—varav P& Web
EE@NWE{—*‘ K] #ZBLTLEE0,

3. AEEIITRATV IR LIOTHERESNTVDOHAIT, Aa~vr FERETEET A,
* dotlx vlan dynamic enable

o

=l
2|

* dotlx vlan dynamic radius-vlan
» web-authentication user-group
* web-authentication vlan

* mac-authentication interface

* mac-authentication vlan

4, Ko< RTHRELERIESHR Y A 44208 aaa authentication web-authentication =~ > R CTRE L
FRRGET ) A R & LARWEAE, EET 7 40 bOREICHE > TEEL £,
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web-authentication authentication

402

5. Rawy FEA—HFy b 287 == ARG RETETT,

aaa authentication web-authentication
web-authentication system-auth-control

web-authentication port



web-authentication auto-logout

web-authentication auto-logout

no web-authentication auto-logout =~ KT, Web F8iE CRail S N72uik b — R 7 L— L & %15
LZpho o REBA R L7 & SICRGEEZ BEIn 77 U M 2R EX I LET,

TH OB E
no web-authentication auto-logout

THH DR
web-authentication auto-logout

(config)

L

Web FRAETRERES LR b, —ERM 7 L— L& ZE LD oo REE BRI L & S ICRAEE AEm
7 RLET,

no web-authentication auto-logout =~ > REEH (L, Web FBFETERGES ALIRMN S, —ERFH 7 L—
ZELRPoREERMLTY, #2877 FLEYA,

REMAELE, TICERICKBIIET,

1. TP Web FBFE%E X, web-authentication system-auth-control =~ > KZi&%iET 5 Z & THZD

12720 £9,
2. Ko~y FRENINVMERTBE L 2R D3REFE— RIL, (%221 av 74 L—ygravwr KE Web 3R
nmg)nuu ’_‘]‘\\J %%%HEL/T<7L:§1/\O

web-authentication system-auth-control
web-authentication port
web-authentication vlian

mac-address-table aging-time
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web-authentication force-authorized vian

web-authentication force-authorized vilan

404

RADIUS FEAEH A& fl I, BRI R &ETRAmUS%~Aﬁm%ikiRAmus%~A~®U&Ix
]\Jié1517’_‘753%§§£ L/7LC Az éﬁiﬂ‘ F G uﬁg;k L7=# uEXT%jﬁiﬁj{%aﬁfﬁuéﬁ 238G n?i”j(
ZHFF#% VLAN &0 éfi*f

THMORE « BH
web-authentication force-authorized vlan <VLAN ID> [action trap]

THHOHIBR

no web-authentication force-authorized vlan

(config-if)

<VLAN ID>
SR RRREL RRRERT FTIFIS, 1D T HRBREHR VLAN ID 23 7E L £7,
1. $/\7X—&éﬂl%ﬂ%%@%ﬂﬂﬁﬁﬁ
B TEEE A,

2. O ERIH
[RTA—ZIHRETE DME) 2ZRLTIIZE N,
7272L, 774/V K VLAN (VLANID = 1) [TBETE EH A,

[action trap]
TR RRREZ & DRRRERFAIREIZ, T A4 ~X— b Trap # 31T L £ 7,
1. Av\7 A— &éﬁ%ﬂ%ﬁ@%ﬂﬂﬁﬁ
FRFFRREIC L VERREEFAT LT, 7T A4 X— K Trap 51T L £H A,
2. O EHPH
action trap

L

L

REMELE, TICEAICKBEIIET,

1. TTO Web BFEFEIL, web-authentication system-auth-control =~ > RERET 5 Z & THED
27220 £,

2. Rawy RERENEERRE RARAEE— R, [£22-1 ar74 7L —varavr Re Web R
FEDRFEE— R 2L TIIZE N,

3. vlan =¥ F T mac-based (MAC VLAN) Z&REL T2 VLAN ID Z3REL T IZ S0,

4, AHERITE X2V T 0 FORBERDAREERH Y T 0T, +oRato ETHERALEI VN,



web-authentication force-authorized vlan

L Ravwr RIIROFEETHEE D 7,

o TROaL T4 T L —2a NI RTHRESNTNWELZ &
 radius-server host % 7-1% web-authentication radius-server host
» web-authentication system-auth-control
« web-authentication port 174

« web-authentication vlan * 2 %3

« vlan <VLAN ID> mac-based * 3

« web-authentication force-authorized vian * 3 %4

« switchport mac vlan 2% 3% 4

e switchport mode mac-vlan #4

« aaa authentication web-authentication * ®

« web-authentication authentication * 6

X1
XA F Iy 7 VLAN E— RTHEHAT 2 & ITREL TLIEEW,
L —F— RTHEHTLEEICHRELTIEIN,
X 3
FICVLANID 8% E L T 7E &V,
X 4
FUA =Ry bAR— MIBFEEL T ZIN,
* RADIUS #—~DXET, FRROTH Uy BRSNS E
No=21:
NOTICE:LOGIN:( f1/if&# ) Login failed ; Failed to connection to RADIUS server.
s : MAC, USER, IP, PORT %£7/-i% CHGR, VLAN
Th vy ha ZidiEH 2~ 2 R show web-authentication logging THER TE £ 97,
/3£>< 5
EET 7 v b CHaHIRRAE AR [default group radius) 7217 E L TL 72& 0,
WX 6
A— b BIRRRES R T FRRESE F FFiX [aaa authentication web-authentication <List name> |
ERELTLIEEN,
. SEREIERERFFDRIEIE, MY —HF o s T U M CHRBRINET,
. TTA_— | Trap #¥ITT H%A 1, snmp-server host =~ KT Trap DEEHLIP T FL A L
"web-authentication” 3% E L TR MERH D £,
TROWTNLRT TIZHESINTWELE, Aa~vy RERETXERA,
 authentication force-authorized enable
« authentication force-authorized vlan

aaa authentication web-authentication

radius-server host ¥ 7213 web-authentication radius-server host

switchport mac

switchport mode

405



web-authentication force-authorized vian

406

vlan
web-authentication port
web-authentication system-auth-control

web-authentication vlan



web-authentication htmi-fileset

web-authentication html-fileset

RN— b T EIZFERT D85 Web SEREBIE OB AL LT 7 A VA EZFELET,

THMORE « AR
web-authentication html-fileset <Name>

THH D HI
no web-authentication html-fileset

(config-if)

<Name>
i =~ K set web-authentication html-files TARIEFEIZHGFE LTI AX LT 7 A8y N ETE
ELET,
1. AT A —ZBREREOYIHIE
B CTXEHEA,
2. EOBEHH
16 LFURNOLFHITHE L T W, HEFRR T, T (KRXF) T,

77 A RFICEAR Web FBRERIH 2 £KR LET,

L

REMAELE, TICERICKBEIIET,

1. TP Web FBiE%E X, web-authentication system-auth-control =~ > KZi&%iET 5 Z & THLD

2720 9,

2. Ra<y RERENBIERTREL /R R8FET— RIg, [£22-1 v 7471 —vara~vr RE Web i
FAEOFRRETE— R 2L TS,

3. Aawyr Fa% fEﬁ‘Zo%’:?, H 57 L% YR — b web-authentication port =< > K&#E L TL
7ZE0,

4, RKa<wr RigA —hxry b U H T 2 — AR TFHREARETT,

web-authentication port

web-authentication system-auth-control
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web-authentication ip address

web-authentication ip address

Web iBGEEEHD IP 7 FL AL RAAL VA ERELET, Ka~v FCHELLZHEHIP T FLAIZk-
T, PREANHRR OB 7 A E, RBiEBmROr 77 7 MEEZEBENFR—IP 7 LA THRETE
gzj_‘o

THMORE « BH
web-authentication ip address <IP address> [fqdn <FQDN>]
T O HIBR

no web-authentication ip address

(config)

<IP address>

Web FBiEEHD IP 7 KL AZREL £,

1. RRT A —ZAMEREOPIHIE
B TEEREA,

2. fEOFEHPE
IPv4 7 KL & (Ry FEEIE) 2RELETS
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
AEBICBRESNIEVLAN A VX 72— AL EHLEVWF T Xy FOIP T KRR

fqdn <FQDN>
N A4 >4 % FQDN (Fully Qualified Domain Name : 5 2{Effi KX 1 > 4) THRELET,
1. BT A —ZHIEREOYHUE
<IP address> 7217 &= L 7,
2. (0% i
1~ 255 LFOXFHITIHREL T ZIW, 1 XFEIFEMTE, 2XFAURIE, BE, vV 4
F QO BEONAT7Y () TT,

(ZNESAOCFH A FRETT Y, LEfACREL TLZEW)

SREFRETVLAN O IP 7 LA TEMEL £,

BOEEARRE, $ICEMICKmSNET,

1. TP Web 38iFi% &1, web-authentication system-auth-control =~ > K& & ET 5 Z & THZD
2720 E7,
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web-authentication ip address

LRI RRENPIERREE 22 2AEE— RiE, 1221 avr7 47—y aravwyr R Web iR
AEDFEFEE— ] 2L T 7Z3 0,

. system function =~ K32 EA T extended-authentication 235%E LTV WA, Ko< N
METEE A, (system function =< RORFEDH AL, RETEXET,) SS1250

SS1240

LRI RTHRELZIP T RLAE, EENTO Web BGET 7 AFH & L THEAIN S0, 3
EAMTITEE SN EE A,

. RKEREEHERT DS, #ERTI VLAN LT IP 7 RLAZHREL TLZE Y,

6. EEVLAN E—F, ¥4+ I v 27 VLANE— ROR— FNTWebEEHEMIP 7 NL2AEFHT 554

I, #79 authentication arp- relay% RXELTLEEN,
L ARy ROBREL LOHIBR%ZIT, RIEgH o2 —FIIHEn 71 VEEZITo TSN,

web-authentication system-auth-control

web-authentication port

authentication arp-relay

409



web-authentication jump-url

web-authentication jump-url

FREERR T E £ %, HEIRJICE RIS URL & URL BEh: CoR 2% e L%,

THROBRE - BH
web-authentication jump-url <URL> [ delay <Seconds> ]

Tl O HIR
no web-authentication jump-url

(config)

<URL>
REERShE T # R %, FE Sz URL O Z #rR LET,
URL O AJNTIEFASCT (B2, "httplf ~") DOHEREL TS, (T EE
TLTEEW,)
1. AT A —H B PIHIE
B CTEFEREA,
2. fEOFEHPE

Bl) =&ML

1~ 256 LFOXFIEXLTNT +—b () THATHEELET, ANARERCTE (X7 A —

HZIZIRETE5ME) © MEEOXTS 22 LTI EEWN,
(FREH)
(config)# web-authentication jump-url "http://www.example.com/"

[ delay <Seconds> ]

BRE LTe <URL> ICBENT 5 £ TORMZIFE L £7, (FiLo @ER) 2L TIZSW,)

1. AT A — 2 KM OYIHHE
5 BZICHRE L7z <URL> IZBEH L £,
2. fEORERH
0~60 ()
(RxEH)
(config)# web-authentication jump-url "http://www.example.com/" delay 20

PORER IR 1T, B EIFRR URL REE D72 ORRRER B E 72T Fom L E T,

L

REMAELE, TICEAICKBEIIET,

1. §_XTD Web FEiEE%EIX, web-authentication system-auth-control =~ > RZFHET HZ & THZ

2720 £,
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web-authentication jump-url

2. Ko<y RERENBIERTREL R D38FET— FIg, [#£22-1 v 7471 —vara~vr FE Web i
EMDME%# Kl 22 LT7EEN,

3. M =< K set web-authentication html-files TFEFERRLIEE 2 AN Z DS, ANz D 3RGERKL)
B~ 7 A /v (loginOK.html) FIZFRFER S DY ¥ > 745 URL & 7 (<I-- Redirect_URL -->) &
AKavwy FORENEZTLIRT D L, FEERDEITHE LT URL ~HEWIZ Y 78X IET,

4. [H%E VLAN T— FCTHEMAT 254, URL BEIE CORFMZ R EFAE T, ARHOMEEY HEN
FEM] CURL # HE/FR RS WE E TR EL TSN,

5. #4732 v 7 VLAN T— REE LA —F— RCHEAT 854, 583EAT VLAN 2> 538GE#% VLAN
~OEN T, BEHARD IP 7 RUAEENMEL 725728, URL BEIE TOREH %K 20 ~ 30
%’)%%ﬁ?fé“ﬁ LTLIEEN,

o HEFENE DHCP S — N CTREFERTOBRIC IP 7 R L AEA L CWDHA (T 7 44 F U — AR 10
) iE, F8iE% VLAN TEBLDHCP — 025 IP 7 RLAZBIGLET, ZD7, Ik TH
D, B VLAN BIENAIRRIZ /D £ T, 820 ~ 30 BREENILDIHERH D £7°,

web-authentication system-auth-control
web-authentication port

web-authentication vlan
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web-authentication logout ping tos-windows

web-authentication logout ping tos-windows

RAEFE AR EZ 0 7T 07 M o857 L— LD TOSHARELE T,

THROBRE - BH
web-authentication logout ping tos-windows <TOS>

LRl
no web-authentication logout ping tos-windows

(config)

<TOS>
a7y N7 L—A0 TOSEEZRE L £,
1. RRT A —ZHMEREOYIHE
AR TEERE A,
2. (B0 i
0~ 255

¥k 7 L— 20 TOSfHIZ 1 TEMEL £,

BOEEARRE, $ICEMICKmSNET,

1. TP Web F8iFi% &1, web-authentication system-auth-control =~ > K&&ET 5 Z & THZD

2720 F4,

2. Ko< RERENEMERE L RDIETE— RIX, 1£22-1 av 7471 —vara<wyr FE Web iR

FEDFREE— R 22 L TIIZE W,

3. TROFEMET TR L ping 7 L— L5222 LGOI, RiFskEsa 777 LET,

o WRREHEAIHA S Web FBAEHA IP 7 K L AFEICE(E Sz ping 7L—ATHHZ &

e ping 7 L'—A® TTL f&2° web-authentication logout ping ttl =~ > R CTERE L= TTLME L —FK L

TWnok
e ping 7L —AD TOSERA T~ RTHRELZ TOSEE —HLTNDH I &

web-authentication system-auth-control

web-authentication logout ping ttl
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web-authentication logout ping ttl

web-authentication logout ping ttl

RAEE AR 0 7T U T O T L— A0 TTLEAREL 7,

THROBRE - BH
web-authentication logout ping ttl <TTL>

T O HIBR
no web-authentication logout ping ttl

(config)

<TTL>
a7y N7 L —AO TTLEZRELET,
1. AT A —ZBREREO Y HIE
A TEERHA,
2. DB EH
1~ 255

Bk 7 L—20 TTLEIZ 1 TEEL £,

ROEEARRE, T ICEMICKmSET,

1. 3T Web 38iF% &1, web-authentication system-auth-control =~ > K& iET 5 Z & THZ
W20 ET,
2. Kaxy FRENEEAREE ROBAEE— NI, [£22-1 a7 7b—varavy e Web R
FEDFFEE— R 22 L TIZE W,
3. TRROE&HE2 T T/ L7z ping 7 L— 2 & %E LGRS, BFEEAmAREZr 2777 M LET,
o FREFEAIHAD D Web FEAEEA IP 7 N L 2561 %Eéﬂ?‘: ping 7L —ATHDHZ &
e ping 7L —AD TTLMENA AR~ RTRELEZTTLHEE KL TWBHZ &
e ping 7 L — A ® TOS A web-authentication logout ping tos-windows =~ > R C&E L7= TOS
L —&HLTWHZ L

web-authentication system-auth-control

web-authentication logout ping tos-windows
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web-authentication logout polling count

web-authentication logout polling count

414

RORIEDS 220 R DR RE 2 RIS F = v 7 T DM 7 L — LA DOIRE T, HISE 2RI HE T 5%
EEEEHRELET,

fHMOBRE - £H
web-authentication logout polling count <Count>

TH DI
no web-authentication logout polling count

(config)

<Count>
BT b— DTk 2 B R RO FERIE 2 3 E L E T,
1. RRT A —ZHIKEREOW)HE
B CTXxEHA,
2. B O AE i B
1~ 10 ()

A7 L—A0OFEERK3IMEIETEEL T,

L

BEMA R, IROBILE BRI DEAIC KR S E T,

1. §_TD Web FEiEE%EIX, web-authentication system-auth-control =~ > R&FHET HZ & THZ
2720 £9,

2. Ravr FREVSEMERREL RHWFEE— NIX, [#£22-1 av 747 b—vara~vy FE Web#
FEDRFEE— R 2L TIIZE N,

3. PR AR OHEGE RIS RRIC L A R X v e, BEHMBmEOR— RN v X LGS
TG ROEREZE L, F—hV 7 Xy Acksn s 7y MaELET,

4. FER¥EIREME (web-authentication max-timer =~ > K) O ERREICE L7256, MEmAOER
EEIELa 7T U MNEEBLET,

5. MEISERHREO BEEHE B RICRE LI a, RERIREE BT 2 LGRS 22— PRI fl L C
BEEH 7 L— L ORENEL 25720, BEICATE#HIT D Z L1220 £7,
A=V 7RO EZE LT, &Lrﬁxﬁ THRELTLIEEN,
<K=V TG5>
(1) A=V 7> (2) FEFEREX (3) FEEE
(1) : web-authentication logout polling interval
(2) : web-authentication logout polling retry-interval



web-authentication logout polling count

(3) : web-authentication logout polling count

LA OREILT 7 4V MEEHER L £,

HEREAERE REICRE LIZGA, BEOBEIZI0A—Y v 7kE/ BEMEoThRRkE <k
DGBENHYET,

web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling enable
web-authentication logout polling interval

web-authentication logout polling retry-interval
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web-authentication logout polling enable

web-authentication logout polling enable

416

no web-authentication logout polling enable ==~ > NC, —EEWNC X 2 Bt Bl CRRGERE AR O K2
wErmE Lzt xoAaEe /Ty M EEICHRELET,

RO E
no web-authentication logout polling enable

THH DR
web-authentication logout polling enable

(config)

L

PR I AR UC PRI R TR TR 21TV, KRG Lo & X2, 4mAZ g/
TUMNLET,
o R—VU IR
web-authentication logout polling interval =~ > KT & L7 RIFE, A% EHFIE 300 ),
o AR
web-authentication logout polling retry-interval =~ > K T E L7-IfE, R ERHT 1,
o PRI
web-authentication logout polling count =t~ > R CiRE L7z[E%k, ARREHIX 3 [,

no web-authentication logout polling enable =t~ > FE&E#IL, —EMINC L 2EEEEY LEEAD
T, WARDNKERICZ>THHBI TR T U FIRERA,

R
R
=
i
=

%, TICERICKBENET,

1. TP Web 38iFi% &1, web-authentication system-auth-control =~ > K& & ET 5 Z & THZD
2720 %7,

2. Kawr FRENBEARE RHBILE— NI, [£22-1 a7 7b—varavr e Web#R
FEOFFEE— ] 2L T ZE 0,

3. FRFLTE AR OB AR IS X D AR L 0 s, BEEXMSIREDOR— B 7 Xy LA
W RIROEREZELR L, R—b) ootk su sy baEL£7,

4. BRI (web-authentication max-timer =~ F) O ERMICE LZHE, dRROER
FEIEL T Y NEEELET,

5. R—V U7 HREORER (web-authentication logout polling interval =~ > R) &, *XIGDF8EE 250
Ko ARP Reply #5245 LIS, ROR—V  TERFE TORME LD £,

6. MEIREM RO AR RRICRE LG, RERIREEZ MR 5 & RFEE A2 — PRI HE L <



web-authentication logout polling enable

BT L—bORMMENEL 257, EBEICAREENT 5 Z L1220 7,
R—=U7HBEORZE LT, WIRTRETREL T ZENY,
<HR—=V 7% >
(1) A=V 7MkE> (2) mEFEEX (3) fxmEE
(1) : web-authentication logout polling interval
(2) : web-authentication logout polling retry-interval
(3) : web-authentication logout polling count

FREREEORETT 7 /v MEEZHERE L £,
BRI A R&E REICRE LTZSE, BEOBEEICE D R—Y VR BERBEO TR RE <7

LHENRH Y ET,

web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling interval

web-authentication logout polling retry-interval
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web-authentication logout polling interval

web-authentication logout polling interval

RORIEDS 220 R O BRI RE 2 FIRICEAR 5, B 7 L—L2oR =V 7Rz RE L £,

THROBRE - R
web-authentication logout polling interval <Seconds>

Tl O HIR
no web-authentication logout polling interval

(config)

<Seconds>
EHMA 7L —2DR=Y v IHEERE L ET,
1. RoXT X — 2 HMERE O I
AT EHA,
2. [HOREHF
60 ~ 86400 ()

FAWMERICL 5 AEin 777 F a2~ K (web-authentication logout polling enable =~ K) M3 &
BHOEGETET, FBREFHIRARICK U CTERM 7 L— 428 300 A TEESNLET,

L

REMEAERR, ROR—=Y > RN SERIC KBS ET,

1. TP Web FBiE%E 1, web-authentication system-auth-control =~ > K& HETH Z & THH
2720 9,

2. RKavr RREVPEMEARE L R LFEE— NI, [£22-1 ary747b—varavy RE Web#
FEDFRREE— ) 2R LT EE N,

3. PR AR OHEGE LSRRI L A R X v e, BN EOR— B3 v X LGS
(ESSEI PNl TR L AN T~h)/7ﬁ7/ Xomv 7y b aFERLET,

4., EeR#ERRE (web-authentication max-timer =<2 F) ORERRICE L7235 E, Uik RKOEEN
EEIELa 7T U MEEBLET,

5. A=V 7 HROMRMIL, SROFEIEF ZIEARD D ARP Reply % %15 L= 5, ROKR—Y 7
Bl E CoRf & 720 9,

6. HEISEMR RO PR A RRICERE LB, REFOREBLZ R T 5 &8RS A2 — P HIT e L T
B 7 L—LORENREL 257120, EEICAREHITEZ L1220 £,
A=V 7Mo% E LT, K LT?}MﬁFT RELTL SN,
<R—V 7% >
(1) A=V 7HRE> (2) FERREX (3) fFEEE

418



(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval
(3) : web-authentication logout polling count
FIEEHOREILT 7 4V MEEHELRE L £,

web-authentication logout polling interval

FRERE K& RMEICBOE LIz, FREOMEIZ L A=Y 7Rk HEFEBEOTANKRE 2

LEHENRHY T,

web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling enable

web-authentication logout polling retry-interval
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web-authentication logout polling retry-interval

web-authentication logout polling retry-interval

420

R Aol AR ORI 2 BRI R T 2B 7 L — A DISE T, MG E MR RS AT 5 #E MR

RELET,

THHMOBRIE « BH

web-authentication logout polling retry-interval <Seconds>

(GE2LE]ZS

no web-authentication logout polling retry-interval

(config)

<Seconds>

EHH 7 L— 2ol ERBERELET,
1. AT A —HEREEREO P HE

B CTXxEHA,
2. O E R

1~10 (B)

Bl 7 L— Lokl 1 B L 20 £,

L

BEMA R, IROEERFEOEMCKB S ET,

. T O Web FBFERREIL, web-authentication system-auth-control =< N8R ET 52 & THL

2720 £,

AR FRREVNEMERIREL R DFRAET— NI, [#£22-1 v 740 L—varav RE Web 3

DEE@HALQE%~ ]‘ ;E%%H.E\ LT< f:él/\o

. PRRIERS AN R OHAGC R AR I L D I L 0 SEIS, B RImROR— B Y v X o LeREE

G ROEREZIELRL, R— ) o7 X0 ks /7T 0 b eEEL£7,

. HRORKBERIEFR] (web-authentication max-timer =~ > F) OFRERMICE LZ5E, Uil ROER

AL 77 U b EELET,

IESE R OB R RORICHRE L2356, REREREZ M 2 & RBRER - = — PRI Lfl L T

BEHA 7 L—bDRENEL 25700, EERICATAENT 221220 £7,
A=V 7RO EZE LT, &_Tﬁxﬁ THRELTLIEEN,
<K=V TG5>
(1) A=V 7MkE> (2) FEEREX (3) FEEE
(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval



(3) : web-authentication logout polling count
LA OREILT 7 4V MEEHER L £,

web-authentication logout polling retry-interval

PR E REREICRE LSS, BEOEEICE Y R—Y 7R/ BEHEO T RE <k

LHERH Y ET,

web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling enable

web-authentication logout polling interval

421



web-authentication max-timer

web-authentication max-timer

422

B RBERER R 2R E L E T,

FROFE « BH

web-authentication max-timer { <Minutes> | infinity }

H OBk

no web-authentication max-timer

(config)

{ <Minutes> | infinity }

1|

Mﬁﬁﬁz—#®wﬁ%mﬁﬁ% THEMCTRELET, 2—¥FR3u s/ LTnd, Ravr ROk
ERF R L7542, BEin s 7 v hERET,
linfinity] &% 0E Lt B, BORHEGRFFIEER & 720 £,
1. AT A—ZEWREO Y HIE
BIETEFEE A,
2. fEOR EHH
10 ~ 1440 (43), F7=iX infinity

e RIBEHEREHTE 60 SRR E S NE T,

REMAELE, TICERICKBIIET,

. TRT O Web FRAEREIL, web-authentication system-auth-control =~ K& R ET 52 &L THZ

2730 £9,

L Ra~ s FRENIEFRE L R AREFE— RNiX, [#22-1 av 747 L—ygarav R Web iR

DE@HAL thE:E“— ]‘J %#%BE LT < 7‘\_31/\

- BORBERER I 2 A £ 72 I3 R L7 a i, BUERBRET O —FIIATREEZ AR L L, RiEla 71

BED DR EMR AN £,

. Web BGFF COH ML, BWEOBAZHEHA L TCWETA, 07, EH o~ F setclock T H B

ZJEH LT b ] C%ﬁ%liﬂjiﬁ/\/o

web-authentication system-auth-control

web-authentication vian



web-authentication max-timer

web-authentication auto-logout

web-authentication port
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web-authentication max-user

web-authentication max-user

424

4 E"fig)ﬁi‘j(wu EEJ_#@%Eﬁﬁiﬂbi‘j—o

HHRORE - BHE
web-authentication max-user <Count>

H OBk

no web-authentication max-user

(config)

<Count>
2 — WAL EAT O HEE RN OR KB — TR ERELET,
1. RRT A —ZHMEREOYIHE
AT EHA,
2. EOREHPH
1~ 256

}{Zﬁt%%‘{i‘(mu uETﬁE*ﬁﬂfﬁﬁquJ“ﬁ—;k j: 256 :’-”‘v‘j— f£ U ij_o

BOEEARRE, $ICEMICKmSNET,

1. 9T Web BB3ERE X, web-authentication system-auth-control =~ > K& iEd 5 Z & THZD
2720 £9,
2. Kavwr FREVEMEARR L ROBIEE— NI, [R22-1 ar747b—varavy FE Web R
FEOFREE— ) 2R LT EE N,
3. KREEIT 156, BIERGETO2—PIIZOEE TR, KREle Z A U EELLREENAERD
3
4, FEEHNL LR — N OERBIEL— VB ERIRICRET 5 Z L bARE T,
o FRREIE B — YRR — ML O R RGEFE — P HUCE L2856, Y%A — M TLUBOF#=—F 0
WIEECTE A,
o R A — P HDN B BN O KBIE— P EICE LT 56, AEE CUBROFH = —F ORGET
TXEHA,
5. EHPFICEEFEA A — P L 0 i KERGE - — 5 & D 7o KB LT A, GRGERE A O 2 — I Likpd

T%jﬁjqz)‘ *ﬁ/{ﬂ‘l”—qj_o)wuu i(%i’@:/vo
6. DHCP snooping #fE% B L T 28810, K 246 =2 —FITHIBR S E T,

¥

a(ll



web-authentication max-user

web-authentication system-auth-control
web-authentication port
web-authentication vlian

web-authentication auto-logout
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web-authentication max-user (interface)

web-authentication max-user (interface)

426

élgj“j_ }‘o)ﬂi‘j(nmuﬂzi“‘v‘j—ék% H/:Ebij—

HHRORE - BHE
web-authentication max-user <Count>

H OBk

no web-authentication max-user

(config-if)

<Count>
2 —YRRIEEAT ) A — P OR KB — P EHELE T,
1. RRT A —ZHMEREOYIHE
AR TEEHE A,
2. (B0 i
1~ 256

WA — b CRAE A RE R I KFRFE = — Y80S, 256 =—HiTe v 97,

BOEEARRE, $ICEMICKmSNET,

1. TP Web F8iFi% &1, web-authentication system-auth-control =~ > K& & ET 5 Z & THZD
2720 £9,
2. Kavwr FREVEMEARR L ROBIEE— NI, [R22-1 ar747b—varavy FE Web R
FEOFREE— ) 2R LT EE N,
3. KREEIT 156, BIERGETO2—PIIZOEE TR, KREle Z A U EELLREENAERD
3
4, FEEHNL LR — N OERBIEL— VB ERIRICRET 5 Z L bARE T,
o FRREIE B — YRR — ML O R RGEFE — P HUCE L2856, Y%A — M TLUBOF#=—F 0
WIEECTE A,
o R A — P HDN B BN O KBIE— P EICE LT 56, AEE CUBROFH = —F ORGET
TXEHA,
5. EHPFICEEFEA A — P L 0 i KERGE - — 5 & D 7o KB LT A, GRGERE A O 2 — I Likpd

T%jﬁjqz)‘ *ﬁ/{ﬂ‘l”—qj_o)wuu i(%i’@:/vo
6. DHCP snooping #fE% B L T 28810, K 246 =2 —FITHIBR S E T,

¥

a(ll



web-authentication max-user (interface)

web-authentication system-auth-control
web-authentication port
web-authentication vlian

web-authentication auto-logout
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web-authentication port

web-authentication port

428

R— MIEFFE— FE2RELET,

THHRORE
web-authentication port

RS
no web-authentication port

(config-if)

L

Web FEFA R, YR — MIL T —F— R TEEL £,

2L

REMELE, T ICEAICKBRIIET,

1. TXTO Web BFEFEIL, web-authentication system-auth-control =~ RZRET 5 Z & THED
27220 £,

2. Ko<y RERENEMERRE L R DRFEE— NI, 1£22-1 v 747 L —vgra<wy e Web iR

AEDFEREE— F] ZZMRL T 7ZE W,
3. system function =< Fi&EH T extended-authentication 23 E STV 2WEA, Ko< RiE
RETEETA, (system function 2~ RBRZEDOHEL, RETEET, ) SS1250
SS1240
4. Kazr NEA =Yy M U E 7 = — AT REFRETT,

web-authentication html-fileset
web-authentication system-auth-control
authentication ip access-group

authentication arp-relay



web-authentication prefilter

web-authentication prefilter

no web-authentication prefilter =~ KT, Web BFE7 L 7 4 VX 2T E L ET,

OB E
no web-authentication prefilter

T O HIBR
web-authentication prefilter

(config)

L

Web FFET L 7 4 L ZNERhE 720 £,

L
REMEEY, T ITERICKBRENET,

T T D Web 38FE% EIE, web-authentication system-auth-control =t~ > R&&RET 5 Z & THMI A
v ET,

web-authentication system-auth-control
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web-authentication radius-server dead-interval

web-authentication radius-server dead-interval

430

Web FBFEEH RADIUS — N7 7 1~ U Web BiEFHE M RADIUS — ~HENEIHT 5 £ TCOERH
A~EHRELET,

By h—8 GEAF O RADIUS FBGFESR ) NG04 U Web #&5FEH RADIUS H—/ 3~
BB LUEA, £V — AR RECEEY A ~2AX— L, Aavr FiCk DR ERBRGE
% (BEHE2A=TETH) 12, 794~V Web #iF5 A RADIUS — "X~EHHLET,

HHMORE « 2258
web-authentication radius-server dead-interval <Minutes>

E O Bk

no web-authentication radius-server dead-interval

(config)

<Minutes>

th U Web FBAERLA RADIUS Y—3 8, 775 4~ U Web FBFES A RADIUS H— N~ HE#hE
BT2ETCOERIA~VERELET,
1. RRT A —ZAMEREOPIHE
B TEFEREA,
2. [EORBE
0 ~ 1440 (4y)
0 3% E L7cHalE, RADIUS @RGEERZ 4777 A~ U Web F8FEEEH RADIUS H—/370 5 B
HBLET,

H Ly F =03k &Y Web #EFE T RADIUS H— S~ LT 10 5%, I 4~ U Web RiFH
I RADIUS r— RICHEMEIH L 9,

L

BOEEARRE, $ICEMICKmSNET,

1. B &) Web #BEEEH RADIUS — & h Lo h— "L L CGEAPICER Y A ~ 22 FLT-
B, TORERTORKEZHE UERE L7,

B A ~E A — MEICARa~w Yy FRELZHIRLIZES, BRAYA~0h vy MU &y bEFICH
WL, 74/ ME104YE LTEMEL £9°,

n

1. TP Web F8iFi% &1, web-authentication system-auth-control =~ > K& & ET 5 Z & THZD
2720 E7,



web-authentication radius-server dead-interval

RIS FRENEEFRE L R DFAEE— FiE, 1£22-1 a7 7L —varavxy R Web iR

pE@nwft%# K] 22 LT a0,

. 3HEL LD Web FBFEH A RADIUS ¥ — A HE L TW s, B A~ 225 — MO Web
nquEg—rﬁH RADIUS =N~ L M= NRBBE LEHE TS, BRI A ~IZ) By MEFICHkR L

3

CEHAATIINSTEART = MR E AR T TAETY By FLERAD, TILOZRE TIIHIS

ELTHlTETICV ey FLET,

e Ko~ KT web-authentication dead-interval 0 #i% T L7~ & &

o Ly Y=L LTEMF O Web FBFEFH RADIUS $-— 1 \E#i %, web-authentication
radius-server host =~ > FCHIBRL7= & &

« =~ K clear radius-server #F{T L7z & &

. uquxT%ﬁﬁ‘ﬁﬂi@ubuE/*ﬁ‘/X%ﬁmﬁP I ?ﬁ&%vz})ﬂ%T I_/7L’ Tz(l'_) %mqj@uuui/’“&/xﬁ‘
TI2ETT T4~ Web FBFEEH RADIUS H— ~DOHEIBIZfTRbIE A,

aaa authentication web-authentication

web-authentication port

web-authentication system-auth-control

web-authentication radius-server host
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web-authentication radius-server host

web-authentication radius-server host

Web FBREIZAE 9% RADIUS — SO E 2TV ET,

W ORI - B
web-authentication radius-server host <IP address> [auth-port <Port>] [acct-port <Port>] [timeout
<Seconds>] [retransmit <Retries>] [key <String>]

DI Br
no web-authentication radius-server host <IP address>

(config)

<IP address>
RADIUS #— "D IPv4 7 KL AERE L £,
1. A3 T A — X B P HIE
A TCEERE A,
2. DR EHIPH
IPvd 7 KL 2 (R FEiE) 2HELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

auth-port <Port>
RADIUS +— DR — hEBZBELET,
1. RRT A —ZHMEREOYIHE
R— FEFEEZ 1812 A L £,
2. DR E P
1~ 65535

acct-port <Port>
RADIUS =T v 7 4 THFR— MESERELET.
1. A3T A — X EBWEIREO ) HIE
R— FFEZ 1813 A L £,
2. fEORERH
1~ 65535

timeout <Seconds>
RADIUS =N bHDIREZ A L7 U MeEH () #HEELET
1. AT A — 2 B O P)HE
radius-server timeout =~ > R CHESN TWHRHAFEHA SN E T, FESNTHARWVWGEAD
PIEIZ 5 BT,
2. fEOFEHPH
1~30 (B

retransmit <Retries>
RADIUS Y— \Zxf L CREEE R EE TR ZHEL 7,
1. AT A —HEBMEEOHHE

432



web-authentication radius-server host

radius-server retransmit =~ > R TREIN TWAEEAEA SN E T, BEIN TV ARNEE
OPIEIE 3 BT,

2. O EFHE
m»w(@)

key <String>

RADIUS $—/3[H & DilfE DSk, GR35 RADIUS #4457 L £ 3, RADIUS #1327 7

A7 b k& RADIUS — N ECR—DO#EEARET DHNERLH Y ET,

1. AKRT A — 2 BUEREO HIHE
radius-server key =~ R CiRE I T2 RADIUS XA SN E T, BREIN TV RN
A, %% RADIUS H— N3z 0 97,

2. EOREH
64 LFLNOLFIITIHRE L TLEEW, FBEARERLFTICONWTIE IRXTA—XITIRETED
) © MEBEOXFES 2SR L TLIZEN,

radius-server host =< R T&&k L7 RADIUS — ROFREMEH SN E T,

radius-server host =~ > R EE I N TWORWEAIL, RADIUS H— & H L7V C, P Web 783E
DB ZfEH L C2—HiEEITWET,

mL
REMAR R, +ICEMCKBINET,

1. TNToD Web FBFEFREIE, web-authentication system-auth-control =~ REZ#RET 5 Z & THS)
2720 %7,

2. ZIEZI'\?/ RERENEMERTAE & 72 DFEFEE— Fig, £ 22-1 arv 7471 —vara<wr K Web
AEDFFEE— ] 2L T ESV,

3. Kawr FRREINTWEHE, Web 5RiETERT 5 RADIUS — 0% EE#IL, radius-server
host 2~ RCHREINTWDEHR LD bELINET, (radius-server host =~ FEREITEH &
NWEFEA), A RADIUS H— 3 F#H, Web fBiEHH RADIUS H— MEROEEICHONTIE, T
T4 —a A NVol.2) 5L TL7ES0,

. FREHEZR Web FRFFELA RADIUS H— U3 dE@ HAL Tk 4 T3,

5. IPv47 FL AL LTI27T*** 2 RETE EHA,

6. key /8T A—ZNEME S TWT, radius-server key 2= RHERE S TWARWIEEIE, Yi%
RADIUS Y— 3 HEHIZ 70 D F97,

7. #3D Web FFEH ] RADIUS - — R Z g% E L1= 84, M =~ K show radius-server THAIZFHE
IRENDT RUVART T4~ U Web §8GEHA RADIUS r— L7200 £9°, KHIOH L2 MF—
(GEAH O RADIUS ZFEZERE) 121377 4 < Y Web 87ERHH RADIUS — AR I E T,
774~ Web iBFEFE A RADIUS H— NICBEENRAE LI2GE, B Ly M — NI3RICER 72 Web
PREEH RADIUS $—23 (B4 & U RADIUS #—) ~BELET, 771~ VU Web RiAEHH
RADIUS H— 3~0 H8hE 125 TiX web-authentication radius-server dead-interval =~ > K%
ZRLTIEZEW,
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web-authentication radius-server host

8. JLH RADIUS Y— 3, {hoF&FEH RADIUS 3—/%, £721Z RADIUS — 7 L —T DR ET, IP
7 R ZADO—E$ 5 RADIUS — "D BEICRFE I N TV D IEAIL, ZTNHTRTONRT A —H & Hill)
B LS AN LT3~y FARICE XL £3,

aaa authentication web-authentication
web-authentication port

web-authentication system-auth-control
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web-authentication redirect-mode

web-authentication redirect-mode

URL U # A L7 MMERERZIEE, Web fiEon /A VEHAZF RIED 70 haLvzRELET,

WROBIE « BH
web-authentication redirect-mode {http | https}

THH D HI
no web-authentication redirect-mode

(config)

{http | https }
URL U ¥ A L7 MEREA DI, WebiRiEon 74 VliH2 R RS EL 70 Fa/vOREEITVET,
1. AT A —ZBREREO Y HIE
A TEERFA,
2. (B DF E &
http : http IC L2 v 74 VEHERRRINLET,
https : https IC L2 v 74 VEEARRINET,

https IC L5 2 71 VEHEAR R SNET,
2L
REWEEFER, TICERICKMESNET,

1. TP Web FEFEE%EIX, web-authentication system-auth-control 2~ > KZ§%ET 5 Z & THZ)
2720 9,

2. Ravr FERENSEMERRE L RORFEE— NiX, [£22-1 arv 7471 —vara~vr FE Web#R
FEORWFEE— R 2L TSN,

3. K=~ KX, noweb-authentication redirect enable =~ > R E SN TV DIFAITEHS L 20 £
7

Tyl

web-authentication system-auth-control
web-authentication port

web-authentication redirect enable
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web-authentication redirect enable

web-authentication redirect enable

436

no web-authentication redirect enable =~ K¢, URL U # A L 7 FREZEIIHRE L 1,

RO E
no web-authentication redirect enable

THH D HI
web-authentication redirect enable

(config)

L

URL U & A L7 MERDBAIE 20 £7,

no web-authentication redirect enable =~ > R ERIX, URL U XA 7 L MERRIZEMEL 8 A,

REMELE, T ITEAICKBSILET,

1. T Web RZF# €1, web-authentication system-auth-control =< > R&RET 5 Z & THR)
27220 £,

2. Ra~<y RRENBEAMREL 2T — RIE, €221 av74 7 Lb—varavr KE Web
AEDFEREE— F] ML T 7ZE W,

Wy

b=
el

web-authentication system-auth-control
web-authentication port
authentication ip access-group

authentication arp-relay



web-authentication redirect ignore-https

web-authentication redirect ignore-https

HTTPS UV 7 = & MZX42 URL U XA L7 F&#IELET,

THHROE
web-authentication redirect ignore-https

LRl
no web-authentication redirect ignore-https

(config)

L

HTTPS V 7 =& MI%4 5 URL V& A L7 F&HIELE8 A,

2L

REMELE, TITHEAICKBREIET,

L

web-authentication system-auth-control
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web-authentication redirect tcp-port

web-authentication redirect tcp-port

438

URL U XA L7 MEBEREINE, AREETURLY XA LY bSRETDHT7L—L0D TCP sk — &S
ZBIERE LET,

WE, http =80 DFESTHD LB THNTWLR— FEEFIZ, EEOR—MESL LFBMEETE X7,

THRORE « BH
web-authentication redirect tcp-port <Port>

RO HIBR

no web-authentication redirect tcp-port

(config)

<Port>

URL U %A L7 NMEREAZIRE, AREECURL U XA L7 hxlgl 3% TCP s — & B Z2BM
HELET, TCP%EEAR— hER 80 LA~ FNTHE LA — FESH http 7’2 k210 URL
VEA VT NRIRERDET,
1. AKo%T 2 —Z B O W

B TE LA,
2. fEORKERH

1~ 65535

WIRTHHBEOR— FEED 7L —LANURL U XA LY hxiftG b7 F9,

* http:80
* https:443

2L

R
Fi
=
i
=

%, TICERICKBENET,



web-authentication redirect tcp-port

1. T Web FBFE%EIX, web-authentication system-auth-control =~ > R&&RET 5 Z L THR
(e SL/R S BN

2. Ra~y REREVNEERREL R D8R — RIL, [#£22-1 arv 7471 —varavr Ke Web i
FEDFEE— N 2L TSZEW,

3. Az~ FTOREER TCP LR — MEZIT 1 TT,

4. Ka<ry RThttps 7Va harz XA L7 MR ETHR— MNEBEZBINT 22 LI TEERA,

5. Az~ KFiX, web-authentication web-port =~ > R & Rl —8{ET9,

2oMawy RTRALZR— FNESEEE LRSS, TRENOEENERE RV £7,
£, 2200avy RCRI—F— MEFEHE LEHEORNEZRITTRLET,

web-authentication redirect web-authentication web-port
tcp-port

http https

web-authentication redirect http L LTY %A L7 b http L LTV &AL b

tcp-port (https F87E D FR— hFE X
HERL)

web-authentication http http L LCU XA LT K FICASI LTza~<y REE
web-port BEL

https | http & LCY B LTk HICAS Loy RRE
(https WBEDR— FHEEIX AL
A )

web-authentication system-auth-control
web-authentication port

authentication ip access-group
authentication arp-relay

web-authentication web-port
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web-authentication roaming

web-authentication roaming

440

HUB 72 &8l U CHEfee L7miBiEE ARz, Vo7 Ao LW THh— MNEE LT7-8 BIEFFA]
(m—3v7) ZRELET,

fHMOBRE - £H
web-authentication roaming [action trap]

THH DR
no web-authentication roaming

(config)

[action trap]
0—3 V7L B R— NEEE BRI, 7T A4 — | Trap 28T L £,
1. AT A — 2B OYIHME
=3I I EHR— MEEIZRH LT, T4 —F Trap ZFITLET A,
2. fEDFRE R
action trap

R AR DR — MG EZ TR L EE A,

L

REMAELE, TICERICKBEIIET,

1. §_TD Web FEiEE%EIX, web-authentication system-auth-control =~ > RZFHET HZ & THZ
2720 £9,

2. Ravr FREVPEMERREL RHFEE— NIX, [#£22-1 ar 747 b—vara~vy FE Web#
FEDFRREE— ) 2R LT EE N,

3.%ﬁ%b&%%\y7WAN%—bﬁ%ﬁ~bf,@@%&E—WAwakéﬁﬁ,@@f%ﬁn

b \sﬁ—

4. Z!K:f’?/ RE%ERHE T DHCP snooping #RE0F I, FBREFAMROR— & BEIT5 &, RBIBREET
BEIBOR— MIBELETN, N UT 40 T — I _R—AFEHEINRN = DBEETEEEA,

5. 74—} Trap #3173 5854 1%, snmp-server host =~ > KT Trap ODEELIP 7 RL & &
"web-authentication" Z3&E L TH LENRH Y £7,

T



web-authentication roaming

web-authentication system-auth-control
web-authentication port

snmp-server host
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web-authentication static-vlan force-authorized

web-authentication static-vlan force-authorized

442

RADIUS F2FF & i I F, RRESRESE 72 & C RADIUS — NN % 7213 RADIUS %w*‘«@ V7T
]\Jié1517’_‘753%§§£ L/fC?ﬂ_fEl <, él T }\Twuuﬁg;k bf_wquX{r%jﬁiﬁj{%aﬁfﬁuéﬁ 238G n?i”j( = LE
j‘o

THMORE « BH
web-authentication static-vlan force-authorized [action trap]

i DHI bR
no web-authentication static-vlan force-authorized

(config-if)

[action trap]
TR FRAEC X B ERRERFATHRIS, T4 X— b Trap %17 L £,
1. Avwf &é%ﬂ#@%ﬂﬂﬁﬁ
FRFFRREIC L VERREEFAT LT, 7T A4 X— K Trap 51T L EH A,
2. fEDORK TE%EI
action trap

L

L

REMELE, TITEAICKBINET,

=

FRT D Web §8FERE 1L, web-authentication system-auth-control =~ R&BRET 5 Z &L THZ

W20 E9

2. Ra~<y RRENBEAREL 28T — RIL, [$£22-1 av 7447 L —varavy Fe Web iR
FEORBFEE— K] 2L TS0,

3. AT EX =2V T 4 LORMBERDAREEDRH Y T DT, Folsto ETHERALEI V.,



web-authentication static-vlan force-authorized

4. Ra< o REROEHETH D ET,
o TROaL T4 T L —2a NI RTHRESNTNWELZ &
 radius-server host % 7-1% web-authentication radius-server host

» web-authentication port #1

« web-authentication static-vlan force-authorized * 1

« web-authentication system-auth-control

« aaa authentication web-authentication * 2

« web-authentication authentication * 3

X1
FUA =Yy FAR— MIFEELTEIN,
e RADIUS = "~D%EET, FROTH VY br IR gRINTZHA
No=21:
NOTICE:LOGIN:( f1n{&# ) Login failed ; Failed to connection to RADIUS server.
fHinf&# : MAC, USER, IP, PORT, VLAN
TAv Yy ka7 iFEH 3~ > R show web-authentication logging TR TE £97,
X 2
LT 7 4 b b CRERIFRRER H FFY Tdefault group radius) 7213 E L TL 72 &0,
X 3
AN — FRIRRRE S 2 Chiml FRREM H FF1T Taaa authentication web-authentication <List name> )]
BEREL TSI,
. PREIFERERFRRENY, Y —HPor s Ty N THERENET,
6. 774 X— |k Trap #3179 %A 1%, snmp-server host 2~ > KT Trap DEFELIP T KL b
"web-authentication” #5%E L T LERH D £,
7. TROWTNORT TICRESNTWDIGE, Aavr FERETEEEA,
 authentication force-authorized enable
 authentication force-authorized vlan

aaa authentication web-authentication

radius-server host ¥ 72 % web-authentication radius-server host
snmp-server host

web-authentication port

web-authentication system-auth-control
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web-authentication static-vlan max-user

web-authentication static-vlan max-user

444

4 E"fi@ﬁi‘j(wu NIE:L_#@%EQEL&?—O

HHRORE - BHE
web-authentication static-vlan max-user <Count>

H O Bk

no web-authentication static-vlan max-user

(config)

<Count>
2 — WAL EAT O HEE RN OR KB — TR ERELET,
1. RRT A —ZHMEREOYIHE
AR TEEHE A,
2. (B0 i
1~1024

LB AT CRBGE TRE R B OGRBRE L — VI, 1024 = —HiT72 Y 7,

BOEEARRE, $ICEMICKmSNET,

1. TP Web F8iFi% &1, web-authentication system-auth-control =~ > K& & ET 5 Z & THZD
2720 £9,
2. Kavwr FREVEMEARR L ROBIEE— NI, [R22-1 ar747b—varavy FE Web R
FEOFREE— ) 2R LT EE N,
3. KREEIT 156, BIERGETO2—PIIZOEE TR, KREle Z A U EELLREENAERD
3
4, FEEHNL LR — N OERBIEL— VB ERIRICRET 5 Z L bARE T,
o FRREIE B — YRR — ML O R RGEFE — P HUCE L2856, Y%A — M TLUBOF#=—F 0
WIEECTE A,
o R A — P HDN B BN O KBIE— P EICE LT 56, AEE CUBROFH = —F ORGET
TXEHA,
5. EHPFICEEFEA A — P L 0 i KERGE - — 5 & D 7o KB LT A, GRGERE A O 2 — I Likpd

T%jﬁjqz)‘ *ﬁ/{ﬂ‘l”—qj_o)wuu i(%i’@:/vo
6. DHCP snooping #fE% B L T 28810, K 246 =2 —FITHIBR S E T,

¥

a(ll



web-authentication static-vlan max-user

web-authentication system-auth-control

web-authentication port
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web-authentication static-vlan max-user (interface)

web-authentication static-vlan max-user (interface)

élgj“j_ }‘o)ﬂi‘j(nmuﬂzi“‘v‘j—ék% H/:Ebij—

HHRORE - BHE
web-authentication static-vlan max-user <Count>

H O Bk

no web-authentication static-vlan max-user

(config-if)

<Count>
2 —YRRIEEAT ) A — P OR KB — P EHELE T,
1. RRT A —ZHMEREOYIHE
AR TEEHE A,
2. (B0 i
1~1024

WA — b CRAEFRE R I KRR = — Y80S, 1024 = —H272 0 £,

BOEEARRE, $ICEMICKmSNET,

1. TP Web F8iFi% &1, web-authentication system-auth-control =~ > K& & ET 5 Z & THZD

2720 F4,

2. Ko< RERENEMERE L RDIETE— RIX, 1£22-1 av 7471 —vara<vwy FE Web iR

FEDFREE— R 22 L TLIZE W,

3. AREXRAT IS, BUERIER O —FIZZFOFEETTR, REIR 7 A URENLREENED L 2D

ES
4. BERWNL L AR — NGO BRGRAES — P& MR BUET 5 = & b THET,

M utb\ﬁﬁfﬁﬁ:"‘““ﬂ_ikﬁ‘ﬂ: F%‘{L@Hﬁkmun i“*‘b"é?f( %L?L?ﬁfl:l, \,EZﬁ%FTu%@%ﬁfﬁi*‘v‘@

?B?E ITEEEA,

o FRREWE A — PELDN G B AL D B OGRRE L — RIS E L7256, AGE TUABE O =~ — Y OFERE

TEE¥A,

¥

5. i#EH EF' Zith nﬁfﬁ%‘:‘"’“ﬂ_ﬁi U] Hij(wu HE:L’“‘H_%(%/}\KE < DTE L/fx—ﬁl:l , e HE{%%L@:L’“‘H_ j:/ %ﬁ@{

VC\\% iﬁqz}‘ *ﬁ/{ﬂ‘l”—qj_o)wuu i(%i’@:/vo
6. DHCP snooping #fE% B L T 28810, K 246 =2 —FITHIBR S E T,

446
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web-authentication static-vlan max-user (interface)

web-authentication system-auth-control

web-authentication port
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web-authentication static-vlan roaming

web-authentication static-vlan roaming

448

HUB 72 &8l U CHEfee L7miBiEE ARz, Vo7 Ao LW THh— MNEE LT7-8 BIEFFA]
(m—3v7) ZRELET,

fHMOBRE - £H
web-authentication static-vlan roaming [action trap]

THH DR
no web-authentication static-vlan roaming

(config)

[action trap]
0= VIR DR — NV AR, 754 X—FTrap 28T LET,
1. AT A — 2B OYIHME
B—IVZIC LR MBBIZRILTY, 774 _— |k Trap #FITLEE A,
2. fEDFRE R
action trap

RORIEDS 2RI AR D AR — DB OIS ZFF AT L A,

L

REMAELE, TICERICKBEIIET,

1. §_TD Web FEiEE%EIX, web-authentication system-auth-control =~ > RZFHET HZ & THZ

2720 £,

2. Ko~ FRENIMERBE L 2R D3R5 FE— RIE, (%221 av 74 L—ygravwr KE Web 3R

FEDFRREE— ) 2R LT EE N,
3. BIENEE VLAN £ — FufGR— T, BEIAI&F— VLAN RO &L & 720, BE% blErEET
7T
4. Rz~ FERERNET DHCP snooping #aE0F IR, FBREEAMROR— N 2BET 5 &, ARG
BEIBOR— MIBELETN, N UT 40 T — I _R—AFEHEINRN = DBEETEEEA,
5. 74—} Trap #3173 5854 1%, snmp-server host =~ > KT Trap ODEELIP 7 RL & &
"web-authentication" Z3&E L TH LENRH Y £7,



web-authentication static-vlan roaming

web-authentication system-auth-control
web-authentication port

snmp-server host
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web-authentication system-auth-control

web-authentication system-auth-control

Web FBFEZ AN LET,

72¥, no web-authentication system-auth-control % %17 L7284 1%, Web 8FE& =1L L 7,

THHMORRIE
web-authentication system-auth-control

THH DR
no web-authentication system-auth-control

(config)

L

Web FREEZITWVEH A,

no web-authentication system-auth-control & %47 L7284, #RAEEHA2—HF I 77y hanEd,

o
R
=
R
=

%, I ICHEAICKBE N E T,

1. Ko<y RRENEEATREL R DT — R, [£22-1 av74 7 Lb—varavy RE Web @
FEDFEE— N 22 L T2,

2. no web-authentication system-auth-control % 34T L7234 T%, PIE Web §87E DB (2B Rk S 4172
2—PHERITTOEERTFENET,

L
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web-authentication user-group

web-authentication user-group

L

A

—H 1D BIRRGE T N BF N LET,
HENT-2—HFID % "@" THEIL, [2—HFID] & [FIAEHFRY 2 4] & LTHRVET,

THWMOBE

web-authentication user-group

RO HIbR

no web-authentication user-group

(config)

AN

A

%

L

NEN/z=2—HID % "@" THEHEIL THRWER A,

B LG E1E, SRt L £7,

EMEER, T ICGERICKBENET,
4T Web IR EIE, web-authentication system-auth-control =< R&ZRET 5 Z L THE

270 ET,

ARa<wy RRENBIEFRE L 2 AWFEE— NiX, [R221 a7 71—y aravr Ne Web iR
FEOFEREE— ) 2L T EE N,

AIEBICTRIYY R 1OTHRESNTWDIHEAIE, Ka~vr RERETE A,
» dotlx authentication

* dotlx vlan dynamic enable

* dotlx vlan dynamic radius-vlan

* mac-authentication authentication

* mac-authentication interface

* mac-authentication vlan

* web-authentication authentication

* web-authentication vlan

AN ENTZ2—V D S HE L5835 U 2 4473 aaa authentication web-authentication =~ >
FORE LARGET Y A b & —E LAaVWRAE, EET 7 40 FOBREICHE > TBIFELET,
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web-authentication user-group

aaa authentication web-authentication
web-authentication system-auth-control

web-authentication port
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web-authentication user replacement

web-authentication user replacement

a—YEEA T g v EAECLET,

1 BOMEKEEEOL—Y ID THEAT 254, RYIO— ID TRFEELIZIZH O 22— ID TREIEH

AREE 2D T,

WO E
web-authentication user replacement

RO HIBR

no web-authentication user replacement

(config)

2L

FRAEE DR SR 2—V L ToOr I A U EFFALER A,

L

REMAELE, TICERICKBIIET,

1. ﬂ‘f\f@ Web FEFEERE I, web-authentication system-auth-control 2~ > K& ET 5 Z & THZ)

12720 £,

2. Ko<y RRENINVERRE &L R AR FE— RIL, [#£22-1 arv 747 L—vgravw RE Web 2

nmg)nuu ’_‘]‘J %%%HEL/T<7L:§1/\O

3. A=V KA EIT o758, WAL THRNOA—FIIRS Z

web-authentication system-auth-control

o

Tyl

LiIFTEEREA,
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web-authentication vlan

web-authentication vian

454

o — PR, BNV B2 S VLANID 2% & L £,

Ko<y FPREINTORWESIE, FRE% O VLAN 810 B2 BMMThivERA,

RO E - AR
web-authentication vlan <VLAN ID list>

i DI Br
no web-authentication vlan <VLAN ID list>

(config)

<VLAN ID list>
o — PRI ICYI Y B 2 D MAC VLAN @ VLAN ID list 3% &€ L £,
1. RRT A —ZAMEREOPIHIE
B TEFEREA,
2. EODFR E i P
<VLAN ID list> OFRE 1L, £z, HEORERHMEAICONTUL (NTA—FITIBETE HHE] 25
FRLTL7Z&W, 7272L, 574/ F VLAN (VLAN ID=1) [IRE T FHA,

FRRETZ O VLAN 810 B 2 M ThivEH A,

Ko< RTVLAN #HIB L7854, HIL7Z VLAN T8 2 LWz —WFIa /7 hEnEd,

R
i
=k
M
=

%, TICEMICKBENET,

1. T Web 87Ea% &1, web-authentication system-auth-control =~ > RZ#ET 52 & THZ)
2720 E£9,
2. Ra<wy REBENEERRE RARAEE— R, [£22-1 ar74 7L —varavrRe Web R
FEDFRIEE— R 2B L TIIZEN,
3. BEEN7=T_XTOVLANID 1%, MAC VLAN THESNTWHRERH Y 1,
4, RIEBEIZTRIV U RBLIOTHERESNTOWDIHEAE, Ra~vry FERETEEHA,
¢ authentication multi-step
¢ dotlx authentication
* mac-authentication authentication
* web-authentication authentication
¢ web-authentication user-group



web-authentication vlan

switchport mac
vlan

web-authentication system-auth-control
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web-authentication web-port

web-authentication web-port

URL U &' A L7 MEREAZIN, AMEBCURL VA ALY bdBETEHT7L—L0D TCP SR — RS
ZBIERE LET,

HHE, http = 80, https=443 DE S THIV Y THENTVIR— MEFIL, ENEIUEEDOR— MNEE% 1
OB E TE 7,

THRORE - R
web-authentication web-port {http <port> | https <port>}

THHROHIBR
no web-authentication web-port {http | https}

(config)

{http <port> | https <port>}
http 7’m ha v Ezid https 7’2 b2 VOBEHAFR— FESEZHRELET, 7o, OAN LHFT 5
Ba, F— &5 832 L 9698 X OAN THiI L £,
1. AT A — X B O P HIE
A TEEREA,
2. DR E /i
http /35 A —Z DA 1 1~ 65535 (72721, 443 %%<)
https /X7 A —# DA 11~ 65535 (72721, 80 %kx<)

IR THHEDOR— FEBD 7L —LRURL VXA L7 bxt& e 4,

e http:80
e https:443

BOEEARRE, $ICEMICKmSNET,

1. TP Web F8iFi% &1, web-authentication system-auth-control =~ > K& & ET 5 Z & THZD
2720 9,

2. Kavr FREVPEMEARRE RLIBIEE— NI, [R22-1 ar7471b—varavyr e Web R
FEOFEREE— ) 2L T EE N,

3. Ao~ FTHREMHEL TCP s8eHR— F&ES1X, http, https ZNEND/8T A —F T 13> TT,
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web-authentication web-port

4. A=< RiX, web-authentication redirect tcp-port =~ > K & [fl—@{E T,

2oD A<y FCRRDZR—FNESEIBEELTGRE, TNTNORENED LR £9°,
F/2, 2o00a<vy RCRI—F— FEBEHRELEHEOWMNERIRLET,

web-authentication redirect web-authentication web-port
tcp-port

http https

http L LTV &AL b http £ LCYV &AL b
(https F5E DR — hFHI1X
HEHL)

web-authentication redirect
tcp-port

FICAD LTca~r FRIE
AR

http L LCU XA L2 b

web-authentication http
web-port

https | http L LTU XA v FICAN Liza~v v R
(https 5 E DR — FFEFIE BHEE
AR )

authentication ip access-group
authentication arp-relay
web-authentication port
web-authentication redirect tcp-port

web-authentication system-auth-control
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default-router

default-router

AT v MIBATTANLN—EF T a v ERELET, V—F AT a ik, FIAT U RRY TRy
FEoOAL—2IPT7 KL R (FT740 bb—%) &L THHARGERIP 7 RLATT,

HHMORE « 2258
default-router <IP address>

TEH D HIR
no default-router

(dhcp-config)

<IP address>

IIAT OV T Ry b EONL—ZIPT RLVA (F7 4V ML—4%) ZRELET,
1. RRT A —ZHHEREOYIHE

A TEEREA,
2. DR E P

1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

WIZRTT RLURIHRETE EH A,

e 127.0.0.0 ~ 127.255.255.255

L

2L

REMELE, T ICEAICKBRIIET,

=
aul
Wz

EFRERNAL—ZIPT RLA (F740 M—&) 31— VBN TR LETT,

ip dhcp pool
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dns-server

dns-server

TIAT v MIRAT D RAL v — P — TP a v ZRELET, FAAL LV R—LP—R"FTF g
VX, 747 CRIEAIBEZ: DNS — "D IP 7 KL AT,

fHMOBRE - £H
dns-server <IP address> [<IP address>]

i DHIBR
no dns-server

(dhcp-config)

<IP address>

74T N CRIARERZRDNS =D IP 7 FLAZRELET, =0T FL AL, BRED
Wb DERICHEE LET,
1. AT A —ZEMEREO Y HIE

B TEETA,
2. DR E

1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

WIORTT RLAFBRETE A,

» 127.0.0.0 ~ 127.255.255.255

2L

L

R
R
=
i
=

%, TICERICBENET,

1. REFRE/R DNS — D IP 7 KLV AL, 17— )VENL CTHRK 2 TT,

ip dhcp pool
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ip dhcp excluded-address

ip dhcp excluded-address

network 2~ RCHELZIPT RLAT—=LD 55, BAXNRPLERNATDIP T KL AOFMEHE
L9,

fHMOBRE - £H
ip dhcp excluded-address <Low address> [<High address>]

LRl
no ip dhcp excluded-address <Low address> [<High address>]

(config)

<Low address> [<High address>]

DHCP #—/ 33 DHCP 7 A4 7 > MZEID Y TTUIWTRWIP 7 RV R, EXIP 7 L ADH
FAERTELET,
1. AT A —Z RO YIHIE

HIETE £ A,
2. fEOFRE

1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

WIZRTT RLATRETEEE A,

e 127.0.0.0 ~ 127.255.255.255

network =~ > R CRESNZHEADOEIP 7 FLUANE Y Y TREETT,

L

R
Fi
=
B
=

%, TICERICKBENET,

1. RREERIL 64 T,
2. BT FLAREEZHIBRTAZEIZE ST, IPT FLAT—AERRKEEZ B2 T LE > SHEITIL,
BRIV T RURBREEZHIRT 2 Z LI TEERA,

ip dhcp pool

network

460



ip dhcp pool

ip dhcp pool

fmoRE - 2K
ip dhcp pool <Pool hame>

TEWROHIR
no ip dhcp pool <Pool name>

(config)

<Pool Name>
DHCP 7 RL A7 — WAEROLFRERE L E T,
1. AK/NT A —ZBREREO R HIE
AR TEEE A,
2. fEOE I
14 LFLNOLFHITRE L TL EEW, BEWRBRLFICONTE [(RIA—HIETE D
filf] 2L T a0,

L

L

ROEEARR, +ICEMICKmSNET,

1. K 32 fE (network 3% € 32) BXETEET,

ip dhcp excluded-address

network
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lease

lease

II5AT v MIRATHIP T RLADT 740 M) — AR ZHELE T,

THRORE « BHE
lease {<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}

RO HIER

no lease

(dhcp-config)

{<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}
, W, 4y, BOBAT, V—ARMEZRELET, RIERORENLRWEEIL, HIHES LT
) XH%F'E% 10 E LTEHRESNET, F7=, <Time day> /<Time hour>/<Time min>/<Time sec>
AFRMED 10 AR O S ITRETE E¥ A, 10(F) ~365( H ) D THREL T ZEW,

<Time day>
U — AW 2 B BALICRE L ET,
1. O E i
0~365 (H)

<Time hour>

U — AREME 2 B AR E LE T,
1. fEOFR T
0~ 23 (IR)

<Time min>
U — Al & S BALICRRE L 75
1. fEORREHH
0~59 (43)

<Time sec>
) AR AP BN E L E T,
. M ORRE R
0~59 ()

infinite
Y — R IRpfH] 2 MEHIRRIC R E L E T,

U— 2B 10 0 & 220 4,

L
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lease

REMEER, 3 ICEMICKmSNET,

U — BRI R U — AREH (max-lease) #Bx 2% E% L2546, &KV —ARRAELSLE

7

2. V=AM EEL LIS, 7747 2 MIEBEICY —AOEFHETH 12, R Lo S sy
—BF72 IP 7 R LA EOMRE LI AT, U — AR ZMIcE< LTt Zan, £,
WY —2ABHITH 7 T4 7 2 MR IMERREZRR Z L 2R L T &,

3. AR TRESNTIEFTY — AR Z A LTL &V, <Time day> O A Jj#412 24 ~ 59 & ATy

T L&, <Timemin> EBENET., ZOBFE, [Enter] 2 V3254, A= —L720 F5,

=

ip dhcp pool
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max-lease

max-lease

74T bR —ARRERELTIP 7 FLAZER LB, FAToRARY — ARFREZHE L £

ﬁ—O

G2

i

DRE - KR
max-lease {<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}

DHIFR

no max-lease

(dhcp-config)

{<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}

A, B, 2, ROBEMCHMEZEETD2ZEICE-T, 7747V b bLRBOEBERH - 5GE
DRV — XH%*F’E?%E&”E LET, RIEROBRENRZRWEEIL, 7740 8 Y — R & R CEIZZR Y
¥, F£7z, <Time day> /<Time hour>/<Time min>/<Time sec> D& FHEDS 10 A DLGE TR E
TEEHA, 10(F)~365(H ) DETHERELTIIZIN,

<Time day>
U — ARef] 2 HBEALICRE LE T,
1. EORRE P
0~365 (H)

<Time hour>
U — AR 2 R LSRR E L E T
1. EDFRE L
0~ 23 (K¢fH)
<Time min>
U — AR 2 Sy BALICRRE L E T,
1. B DRREHEH
0~59 (%)
<Time sec>
U — AR 2 R HEALICRE LE T,
1. B DR E HEH
0~59 (B)
infinite
Y — AW & EHIRRICERE L E T,

BRY — AR lease =~ > R CRRE L7ZFER & 720 £97,

L
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max-lease

REMEER, 3 ICEMICKmSNET,

=

U —ZBEZEL LI, 7747 2 MISEBEICY —AOEHZ21TH 720, EEEHE Loy Sy
—RER7R IP 7 RL AR EORRE LI RSN T, U —ARE 2o m< L iZawn, $£iz,
HWY —AREMTH 7 T4 7 MAEERTRE/R 2 & 2R L TS 7230,

2. ANEXTRESNEZIEFTY — AR A2 AN LT EEV, <Time day> D AH#%I2 24 ~ 59 % AJ)
35L&, <Timemin> LB INET, ZO%HE, [Enter] 2 3 25&, AT —LeET,

ip dhcp pool
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network

network

DHCP IZL» CHEIIC IP 7 RV AZEATH Ry hT—2 DY 7T Xy ERELET, FEBIZ DHCP 7
RUAT =& LTEEENDIDIIV TRy bDHH, IPT RLAKRAMEIOE Y F2B3TRTOBIOT
RT1IDT RLAZBRW-ZHDTY,

THMORE « BH
network <IP address> [ /<Masklen> ]

(GE2LEZS

no network

(dhcp-config)

<IP address> [ /I<Masklen> ]
DHCP 7 RL A=A DRy V=27 FLAEZRELET, £/o, vAZEZERLIESLEE, 77
AA, B, ClUGLI~AIBRREINET,

22-2 IP
P
77 A A (18) 1.X.X.X ~ 126.X.X.X
77 2B (/16) 128.X.X.X ~ 191.X.X.X
7 A C (I24) 192.X.X.X ~ 223.X.X.X

<IP address>

1. BT A—ZHMEREOYHIE
B TEERE A,

2. [EOREHE
WIRTT RLAFBRETE A,
- 127.0.0.0 ~ 127.255.255.255
cRA NN 2HEHTTRTOELIETTRTIOT R
< [3222 VIAZTLEDOIPT RUAHH] (RIHRBEALSO IP T KA

<Masklen>
1. AT A — 2 BWEREO YIHIE
(%222 Z75AZLDIPT FLAFH] ITRT 7T AA, B, CIZGEUT-~vRA7
2. EODFR E Hi
8~32
R FiEiE (255.0.0.0 ~ 255.255.255.255) THERETE £,

L
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network

L

o
R
=
R
=

%, T CICHEMAICKBENE T,

1. KREEITSTGE, IPT RLAT =L L LTHRIND DL, JR 72y bOKRA MEOE Y |k
BTRTOBLOFER MEOE Y FBRTRTLIOT RLAZERW, §XTOIPT RLAIZRY T,
ZD71=, HAHT ip dhep excluded-address =2~ > K CEAIRN LRI LTZWT KLU A ZRE L TL
7ZEW,

2. AIEED DHCP h— T2 5+ 7 % v MIFKK 32 £ TROT, network X Ex &ie 7 —/L% 32 LL
FERRFT Dz i TEERA,

ip dhcp excluded-address

ip dhcp pool
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service dhcp

service dhcp

DHCP Y=t o4 587 2 —AEBE LT, KRKEEIT o724 v ¥ 7 = — AL TDHCP
Ny hEZELET,

THROBRE - K8
service dhcp vlan <VLAN ID>

fEW OB
no service dhcp vlan <VLAN ID>

(config)

vlan <VLAN ID>
IPv4 7 R L A E 47z VLAN @ VLAN ID % E L E7,
1. AT A — X BRI HIE
A TCEERE A,
2. DR E P
<VLAN ID> (2 interface vlan =< > R TERE L7 VLAN ID 2% E L 7,

L

L

ROEMET S, +<ICEAICRB S E T,

1. B/EARERA VB 7 = — AT/ AK 32 T,

interface vlan
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MAC

aaa accounting mac-authentication

aaa authentication mac-authentication

aaa authentication mac-authentication end-by-reject

mac-authentication access-group

mac-authentication authentication

mac-authentication auto-logout

mac-authentication force-authorized vlan

mac-authentication id-format

mac-authentication interface

mac-authentication max-timer

mac-authentication max-user

mac-authentication max-user (interface)

mac-authentication password

mac-authentication port

mac-authentication radius-server dead-interval

mac-authentication radius-server host

mac-authentication roaming

mac-authentication static-vlan force-authorized

mac-authentication static-vlan max-user

mac-authentication static-vlan max-user (interface)

mac-authentication static-vlan roaming

mac-authentication system-auth-control

mac-authentication timeout quiet-period

mac-authentication timeout reauth-period
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mac-authentication vlan

mac-authentication vian-check
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MACEREED a7 4 L — g va<wy RNERE

23-1 MAC

EDRERIE

F—RZRORITRLET,

MAC

aaa accounting mac-authentication

aaa authentication mac-authentication

aaa authentication mac-authentication end-by-reject

authentication arp-relay 1

authentication ip access-group H1

X

mac-authentication access-group

O

mac-authentication authentication

mac-authentication auto-logout

0|0 O] O] O]O|O|O

mac-authentication force-authorized vlan

mac-authentication id-format

O

OOl O0|O0|O] O] O]J]O|0O|0O

mac-authentication interface

mac-authentication max-timer

mac-authentication max-user

mac-authentication max-user (interface)

mac-authentication password

OOl OO0l O0|0O|0| O] X

mac-authentication port *2

mac-authentication radius-server dead-interval

mac-authentication radius-server host

O|O0| O] O

o]0

mac-authentication roaming

OO0 O]O|O] OO

mac-authentication static-vlan force-authorized

mac-authentication static-vlan max-user

mac-authentication static-vlan max-user (interface)

mac-authentication static-vlan roaming

mac-authentication system-auth-control

mac-authentication timeout quiet-period

mac-authentication timeout reauth-period

0|00l O0|0O|0O| 0O

mac-authentication vlan

0| 0| O] O

mac-authentication vlan-check
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LA

: [EE VLAN £— R

XA F Iy VLANE— R

DL Y—EF—F
CRENBIHE S THEL £ 7,

AT RIFAANTEETS, BELEEA,
A REANTEEYA,

O % H

X

X1
A= FOANGRZR EFEMIE, 120 LA ¥ 2RBFEHE] 2L T ZE0,

% 2
ZIS::I‘?/ ]\@gﬁ Lj: mqu:E‘_‘]\@@JD%Z_ %Li#o

X3
REFE— RORILREHEMIONWTIL, 747 b—v g H4 FVol2) 28R LTLIEEN,
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aaa accounting mac-authentication

aaa accounting mac-authentication

MAC RFEDT H T T 4 V IIERET IO T 4 v T —_~EELET,

TH RO E
aaa accounting mac-authentication default start-stop group radius

LRl
no aaa accounting mac-authentication default

(config)

default
EEF TN NDT I T 4 v T HRERELET,

start-stop
mquEijJH%E j:x&'_‘}\7727'7/74/]) /7 %DZP mL‘nJ‘.Eﬁﬁ#IS%E# [=9ZS ]\/777317/744 /7 95[]75‘
TADST 4 TP —NTEFEINFET,

group radius
THhOrT 4T —E LT RADIUS =% H LET,

THATLT A4 T — N ZBHM L ER A,

L

REMAER, T ICEMCKBIIET,

1. T _TD MAC #iF& &1, mac-authentication system-auth-control =< REZRET 5 Z & THZ

2720 £7,
2. zti:rv/b RENINERTRE & 7R AFRGEE— NIL, %231 av 7471 —vgravr KE MAC 3

NE@wu uJ‘.E:E’_‘ ]\J %%BE LT< P AN

aaa authentication mac-authentication
mac-authentication system-auth-control

radius-server host ¥ 7213 mac-authentication radius-server host
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aaa authentication mac-authentication

aaa authentication mac-authentication

MAC i N nJ‘.EVC@pL‘pJ‘_EjjJ(‘Ay N—" %‘fﬂhr‘_’bij—

%‘;lﬂ/ﬁé L/7Lx_um uJE %E& L/f:i—/%/ﬁ\ki, ‘(ju:%ﬁiﬂ Lf:jiﬁquL uﬂié—)??l/\iﬂﬁ fcﬁk, Z D uE%E&Eé}E@@JﬁE
!X aaa authentication mac-authentication end-by-reject =~ RiZ X WAL TX E 7,

default f57EIX 1 = F U, FBAESGAY) X MEEITHRK4 = P EFTRETEET,

MWROBIE - £
aaa authentication mac-authentication default <Method> [<Method>]
aaa authentication mac-authentication <List name> group <Group name>

TH DI
no aaa authentication mac-authentication {default | <List name>}

(config)

default <Method> [<Method>]
HET 7 40N OB REHRELET, F—0D Method ITHEERE T EH A,
<Method> (2% group radius F 7213 local Z#%E L 7,

group radius
RADIUS #—N2 &b MAC F8REE 1TV E T, 9% RADIUS H— \1X MAC #EREHEH
RADIUS $— 3% 7214, LA RADIUS #—/3T9,

local
02— VERREEITWVE T, W MAC 75E DB #fiH L £,

<List name>

WREHFRY A B ERELET,

1. R8T 2 — 2RO GIHE
AT EHA,

2. DR E P
32 LFLWNOILFHITHE L T 72 EW, BEFRRZRFIZOVTIE T A—HITHEETE S
1 © HEEOXTH) 2B LTIIES0y,
HHSCTFIIR TSR L7,
72720, TROXFHNIRE T EHA,
Ty hv—7 (@)
- default( B 5 — & £ 213w e &K L=3XF5)
- end-by-reject (AiiF —HE7wid5ee—FH L7=CFF)

group <Group Name>
RADIUS #—NZ &5 MAC RRAEZITWE T, 7% RADIUS ¥—/3F RADIUS % — 71—
T, aaagroup server radius 2~ R CTHRE LT/ N—TAEHFEL T EIN,
1. AT A —ZEWREO ) HIE
B TEETA,
2. fEDFRE R
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aaa authentication mac-authentication

N2 XFLUNOXFHITHREL T IZEW, BEARERLFIZONWTE (RIA—FITHRETED
i) © MEBEOXTH] 25 LTLEE0,

RADIUS $— "% L2V T, P MAC 383F DB # i L CEREEA 1TV E T,

EETF 7 3V P EREETE Lz & X1, BT 7 4L M OGN CREE L2k 238G HER L £,
FRESFRY A MEREET L2 & &0, YU A b CRRiE Lo ui R & iBabr L £ 37,

REMELE, TITEAICKBRINET,

1. 7_T» MAC 5872 E1¥, mac-authentication system-auth-control =~ FZEET 5 Z & TH)
27220 E9,

2. Ka=y FROENEEAREE ROBAEE— NI, 15231 ar747 1 —varawr e MACRE
FAEDRIEE— F] 2L TIZEN,

3. Kavr FeHEMMcT 2561 j:RAmus%~A@Mn“Eﬁ%é%£’@@i¢

4. MAC GEREDIRHIFRIEREAEIE, RADIUS FRGE/SITRRE SN BB Z@E L £9, BEORIE e iE
L7=35h, TREGEREILERE S N ER A,

aaa authentication mac-authentication end-by-reject
aaa group server radius

mac-authentication system-auth-control
mac-authentication authentication

radius-server host ¥ 72 1% mac-authentication radius-server host
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aaa authentication mac-authentication end-by-reject

aaa authentication mac-authentication end-by-reject

476

AL TR ENTS , RFEAEAR T LET, WEART (RADIUS HIGE R &) 12X A RFERME I
aaa authentication mac-authentication =~ > K C&IZ4#g Eéﬂ(l/\éuuDEﬁJﬁfum SELET,

TH OB E
aaa authentication mac-authentication end-by-reject

RO HIR

no aaa authentication mac-authentication end-by-reject

(config)

L

FRECEHERINTZHEI, TOEAIIH)H ) 5 aaa authentication mac-authentication =< > K T&IZ
BESNTVWARGESF XN TRAEL £77,

MAC & N uE*}I/& @j%j{%wu uEﬁ#‘—l‘? Liﬁq

ROEEARRE, T ICEMICKmSNET,

1. z:::z-v‘/ F%ﬁﬁﬁ@wﬁﬂ‘* & i,cémh SEE— RIE, (#2311 v 747 L—varavyr e MAC
2. aaa authentlcatlon mac- authentlcatlon o< R CHRE LEREFRICE T AT,

o

=l
2|

aaa authentication mac-authentication



mac-authentication access-group

mac-authentication access-group

MAC FFFAR— FMZIMAC 772U 2 FAHEA L, PREETSRIER « AR RE MAC 7 FL A TRE
LET,

THHMOBRIE « BH

mac-authentication access-group <ACL ID>

RO HIER

no mac-authentication access-group

(config)

<ACL ID>

WETDHMAC 77 ERAY A OB F2EELET,

1. AT A —ZBWEREO Y HIE
BIETEEH A,

2. DR E i
3~31 XFLUNDOT 72D A MHERELET, IHETREARLFTICONWTIE T A—=FC
BETEAME] 2L T ZIN,

MAC FBAEH R — MCEHE S L2 TR T OMRDEIER LRI A L 720 £5,

L

REMELE, T ITEAICKBEIET,

=

T RTD MAC FBFERE X, mac-authentication system-auth-control =~ > K& RETHZ & THR
2720 9,

Ao~y RERENIMEFRRE RIWFEE— RiX, [£23-1 ar 747 1—vara~vy FE MACR
FEDOFRRGEE— K] 2L T EI N,

BFENTWD MAC 7 ZEAY R RC iwﬁwﬁﬁﬁﬁfbi# AR D MAC 7 R L A3 E LT
MAC 7 7 E AU X MZEZY LR 7oy, BEEROBEREICHE - TGEREERROmR E 720 £,
FELRVWMACT 7 AU A M&E Ebt AT HLEIMEL E¥ A, MACT 7 AU X hDi#B1
B EIET,

mac-authentication system-auth-control

mac access-list extended
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mac-authentication authentication

mac-authentication authentication

478

AN— FRRRRE S ROBAES XY A M EREL LT

THMORE « AR
mac-authentication authentication <List name>

TEH D HI
no mac-authentication authentication

(config-if)

<List name>
aaa authentication mac-authentication =~ K Ci&/E L=k Y A &2 E L1,
1. RRT A — 2 EBMEEEOHIHE

AT ERA,
2. [HOREHF

32 LFLUHNDOLFHITHRE L T IV, FEARRLFICONTIE [RIA—FITHETED
o MEEOXTS|] 22 L TLEZEN, (J2ZL, 7y h~—7 (@) %k&<)
FEHSCFIIR L F R L £ T,

PEET 7 40 M &AL T MAC BREEA 1TV E T,

YA F Y 2 PR EE LIoR— b O R & BaEHRR L E 7,

REMELE, T ICEAICKBEIET,

1. T To MAC F8FE#EIE, mac-authentication system-auth-control =~ R&EET 5 Z & THL)
27220 £,

2. Ko<y FREVEEAREL R DFGREE— FIE, [#£23-1 a7 47 —varavy P MAC
£®mﬁ% Nl 22 LTIEEN,

3 AEEICTFRAYY PR LIOTORESNTVOHAE, Aa~vr FeRETE £t A,
¢ dotlx vlan dynamic enable

o

=il
2|

¢ dotlx vlan dynamic radius-vlan
* web-authentication user-group
* web-authentication vlan

* mac-authentication interface

* mac-authentication vlan

4, Ko< RCTHRELZRFESHA Y A 428 aaa authentication mac-authentication =< K TiRE L
TRRRE SR A R & =B LARWGEAY, EET 7 40 hOBREIHE- TEEL £9°,



mac-authentication authentication

5. Aavy FIIA —¥% v b v ¥ 7 = — A EHRETHETT,

aaa authentication mac-authentication
mac-authentication system-auth-control

mac-authentication port
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mac-authentication auto-logout

mac-authentication auto-logout

no mac-authentication auto-logout =~ > K¢, MAC F8iE CiliE SN 7ziiRK 0 b —ER 7 L — L %%
1;:! L/foaﬁ‘/)f_flj( %*ﬁﬂj LizEx k—uqu%E@]ﬁ#‘ﬁ}ﬁ—é %%ﬁfj L/i'é—o

%72, delay-time ZE%ET 5 Z & TRMZ AR T E92, FEEE— NICK W EEIXRZR Y 5,

TEMORE
no mac-authentication auto-logout

MO H
mac-authentication auto-logout delay-time <Seconds>

THH DR
mac-authentication auto-logout

(config)

delay-time <Seconds>

< [EE VLAN E— R, ¥4+ I v 7 VLAN E— F>

AFBREE— N TRBAERIZ, MAC 7 R L AT —7 L8k L7z MAC R8GE= > U 234 T,
Ao~ ROBRERRE (BEEEARRE) 288 L CHHRND 7 L—L%%E Lo 2 ikE
T 5L, MACT RLAT—T7AMnHEY MAC #BGET 2 ~ U ZHIBR L CRAEZAERR L £
7T
0] #RET DL, HmREEHEEMILT 7 4L ME (3600 ) TEMEL £,
1. AT A — 2 BWEREO Y HIE

AFRFET— N CRAEEZ 2B L7z MAC RFET v b U OMEB(EE R 2 3600 b & LE,
2. [EOHE

0, 60 ~ 86400

<V H—F— K>
MAC 7 RLRAT—=TNANDHAF Iy 72 MU T, KFIEE— FTRIEFAD MAC T KL
ARG T,
MAC 7 FLAF—TANT—I 0 Z R A L7 0 NE%, Ka<y FORERR MTRH) 28
LCHFERERSNRWGSIE, %Y MAC 7 R L AORREE MR L £,
¥ . =— T 7 IERIX mac-address-table aging =~ > ROBREIZ LD 7,
0] ZRET DL, =—Vr T XA LTV Mutlitg, HIRHCRAEZ MR L E7,
1. BT A — 2B MEREOYHUE
TV T EA LT U Mg, 3600 iR T 5 F TRAREZMER L A,
2. EORE
0, 60 ~ 86400

<[EE VLAN £— R, #AFI>” VLAN E£— K>
RFBFEE— N CRGEZIZ Z, 3600 */'f"j:lﬁ L TH#% é MAC FBFE > U DR G 7 V’“A%xﬁ: L7
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mac-authentication auto-logout

75)’37:_’5( %*ﬁﬂj?é <‘: E@JE’] 125 %,l MAC mquI/ U % MAC 7T KL AT — TV [\Olé””;? l/nAL
AEfERR L E T,

<VH—F—F>
MAC 7 KL 27 —F /Lm0y 7 4 4 BT 9 ikt LT b 3600 RGBT, [ BIICHEY MAC
7 R U ADUER & BFEEER L E T,

m

no mac-authentication auto-logout =~ > N&%

@%F’Eé”*ﬁﬂj L/(%)nmuﬂzé.—) E@Jﬁ#‘-%} L/jz’@_/u

#1013, MAC FB3E CRGE I N7 dR N — EREM P72 L

mac-authentication auto-logout delay-time % 5% /E%i%, % ERMCEIEL £,

REMELE, T ITEAICKBRIIET,

1. 7_T» MAC 5872 E1¥, mac-authentication system-auth-control =~ FZEET 5 Z & TH)
27220 E7,

2. Ka<r FREVPEMEARE RLBREE—NIE, 1£23-1 a 7471 —varavy FE MACR
AEDFEFEE— ] 2L T 7Z3 0,

3. [EE VLAN E— K/ &4 F I v 7 VLAN E— RORGEF AR O MEBEEHRRMIL, TRoF&M4:ThH
ZheZe v 9,
e MAC #EFEEE VLAN T— 72134 4 F 3 v 7 VLAN E— FHEZIT, mac-authentication

auto-logout A%)

mac-authentication system-auth-control
mac-authentication port

mac-address-table aging-time

481



mac-authentication force-authorized vian

mac-authentication force-authorized vlan

482

RADIUS FEAEH & fl I, BRI R &ETRAmUS%~Aﬁm%ikiRAmusﬁ~A~®U&Ix
]\é1517“ﬁ75)%§§£ L/7LC Az éﬁiﬂ‘ F G uﬁg;k L7=# EIEXT% ﬁ%iﬁ’&ﬁ'ﬁﬁ%ﬂﬂ’] 12383 n?ﬁ‘[:ﬂ(ﬁ_“?\‘k L
ZHFF#% VLAN &0 éfi*f

THMORE « BH
mac-authentication force-authorized vlan <VLAN ID> [action trap]

i DI BR
no mac-authentication force-authorized vlan

(config-if)

<VLAN ID>
TR FRRERT AIIRFIZ N 0 2 C A %GE% VLAN ID 23 E L E T,
1. RRT A —ZAMEREOPIHIE
B CTEFEREA,
2. EODFR E i P
INRTA—ZIHETE L] 2R TIIEEN,
7272L, 74/ F VLAN (VLANID= 1) I#FETE EHA,

[action trap]
TR FRAEC & A ERAERF TR, T4 X— b Trap %17 L £,
1. Avw% &éﬂl%ﬂiﬁ@%ﬂﬂmﬁ
FRFRREIC L VERREEFAT L Ch, 7T A4 X— K Trap 51T L EH A,
2. fEDOF TE%EI
action trap

L

L

REMAELE, TICEAICKBEIIET,

1. ?“J\T@ MAC #FFR%E1%, mac-authentication system-auth-control =~ > RZ g ET 5 Z & THL
(R S/ S
2. Rawy REBENEFREL R HWAEE— N, #2311 ar747 1 —varavy Fe MAC#R
FEDRFEE— R 2L TIIZE N,
3. vlan =¥ F T mac-based (MAC VLAN) Z&EL T2 VLANID Z3REL T IZ S0,
4, AHEEITE X2 VT 0 FORBERDAREERH Y ETOT, FoRato ETHERALEI VN,



mac-authentication force-authorized vian

L Ravwr RIIROFEETHEE D 7,

o TROaL T4 T L —2a NI RTHRESNTNWELZ &
 radius-server host %7213 mac-authentication radius-server host
* mac-authentication system-auth-control
« mac-authentication port * 1% 4
 mac-authentication interface * 2

 mac-authentication vlan * 23

« vlan <VLAN ID list> mac-based * 3

« mac-authentication force-authorized vlan * 3 %4

« switchport mac vlan 2 3% 4

* switchport mode mac-vlan 4

« aaa authentication mac-authentication * °

 mac-authentication authentication *

A1

ZAFT Iy 7 VLAN T— FTHEHT 2 & SITHEL TS ES W,

LA —F— FTHEHT 5L ETHRELTIEI N,

T VLAN ID Z5RE L TLIZE W,
X 4

FCA—YFy bAR—MIEEL T EEN,

* RADIUS = ~DFFT, TRROT ATV b BRSNS E

No=21:
NOTICE:LOGIN( f+/11%# ) Login failed ; Failed to connection to RADIUS server.
fHhntE# : MAC, PORT, VLAN

TH v v hu Zi3EH 2~ R show mac-authentication logging TR TE £7,

/3£>< 5
EET 7 v b CRRHIRRAEE AR [default group radius) 721 E%E L TL 72 &0,

X6

AN — N BIFRGES 2 ChiilFREEM H FFX Taaa authentication mac-authentication <List name> |

EHRELTLIEEN,
. IREHIEEAERF FOIREEIE, YRR K OFREMER L & bR SN E T,
. TTA_— | Trap #¥ITT 5%A 1, snmp-server host =~ KT Trap ODEELIP T FL A L

"mac-authentication" & E L T LERH Y £77,
TROWTIIRT TIERESNTNELE, Ravr RERETEETA,

 authentication force-authorized enable
* authentication force-authorized vlan

aaa authentication mac-authentication

mac-authentication interface

mac-authentication port
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mac-authentication force-authorized vian

mac-authentication system-auth-control

mac-authentication vlan

radius-server host ¥ 721X mac-authentication radius-server host
switchport mac

switchport mode

vlan
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mac-authentication id-format

mac-authentication id-format

RADIUS F8GE 5 & R, RADIUS $— " ~GEFEER T DD MAC 7 KL AR AR E L E9,

THROBRE - BH
mac-authentication id-format <Type> [capitals]

o HI

no mac-authentication id-format

(config)

<Type>
RADIUS #—/S~GBFEERIED MAC 7 R LA EZRE L E T,
1. AKRT A —ZBUEREO Y HE
A TEEE A,
2. EOBEHM
0~3
0 1 XX-XX-XX-XX-XX-XX
1 o XXXXXXXXXXXX
2 7 XXX XXX XXXX
3 1 XXEXXEXXEXXEXXEXX

capitals
RADIUS $— "~GEFEERIF D MAC 7 KL A% 16 K XFORXNCEMTI2HEICRELET,
1. AT A — 2 B O H) 1 E
INCFTHEBLET,
2. EOF TR
capitals

Type 0 (XX-XX-XX-XX-XX-XX), 16 EH/NCFDIER T RADIUS H— S~FEREER L £,
2L
HWEMEFHR, TICEMIKMmENET,

1. «g—/\f@ MAC #FEZEIL, mac-authentication system-auth-control 2~ > REEET 5 Z & THD
27220 E7,
2. Ra~y RRENBIEAREL 2558 E— RIE, [£231 av74 7L —varavy FE MACR
FEDOFRRGEE— K] 2L T EI N,
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mac-authentication id-format

mac-authentication system-auth-control

aaa authentication mac-authentication
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mac-authentication interface

mac-authentication interface

MACNALHEI/??/“‘:E‘ I‘@)d’%%/r/57:1:“‘x‘j_ k% H/?Eﬂ]_/i‘é_

THMOBRE « AR
mac-authentication interface fastethernet <IF# list> SS1250 SS1240
mac-authentication interface gigabitethernet <IF# list>

R O BB
no mac-authentication interface fastethernet SS1250 SS1240
no mac-authentication interface gigabitethernet

(config)

<IF# list>
MAC FREDOXIRAR— &g E LE T,
1. AKRT A —ZEWEREO HIHE
BIETEEE A,
2. DR E R
[(INTA—ZIZHETE LM 2R L TIIEEN,

MAC RBFEL & —F— RABIEL £8 A,

RKa<wy RTA U Z 7 2—AEHIRLESS, HIRLEZA VX 72— ATHE LWL T —F— R

RESR AR DMERR S E T

REMELE, TITEAICKBEIET,

1. “(,3‘“\“(0) MAC #FEZEIL, mac-authentication system-auth-control =~ > REEET 5 Z & THD

2720 £9,

2. Ko<y RRENEMERTRE & R AFGEE— FiE, 1231 ary74 71—y ara~v Keé MACHR

piE@nu uJ‘.E:’E“— }\J %‘f#%ﬂg L/T < fuél/\

3. ALEEIZ TR ATV PR LI OTHORESNTWVDILEEIE, Aa~v FERETEEE A,

* authentication multi-step

dotlx authentication

* mac-authentication authentication
* web-authentication authentication
» web-authentication user-group
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mac-authentication interface

mac-authentication system-auth-control
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mac-authentication max-timer

mac-authentication max-timer

B RBERE R 2 E L E T,

THROBRE - BH
mac-authentication max-timer { <Minutes> | infinity }

TR O HIER

no mac-authentication max-timer

(config)

{ <Minutes> | infinity }
FRRIERE P28 A O fg KEEFERE 2 0 AL CRRE L £ 77, Ui K ORBRERIIE 1S, Ko~ RORE
Ref 23 f%l L7295 510, BBEMICTRIEN RS E T,
linfinity) &FRE L72HAE1E, RAREERRFHITHER & 720 £7,
1. AKRT A —ZEBWEREO HIHE
B TEER A,
2. DR ERH
10 ~ 1440 (43), F7=iX infinity

RAEEfRRR L E8 A,
L

REMAELE, TICERICKBIIET,

1. «g—/\f@ MAC #FEZEIL, mac-authentication system-auth-control =~ > REEET 5 Z & THD

2720 £9,
2. Ko~y FRENINVERIRE &L 2R 23R3FE— RIL, (%231 av 7471 —ygravwr FE MAC 2R
nmg)nuu ’_‘]‘J %%%HEL/T<7L:§1/\O
3. EOREERLREME 2 M F 2 IER L2 8E12iE, BUERRET O RIX EAEE L, WRIEGEIERED &

BEMNENZR £7,
4. MAC PBFECOHEGRIMIL, HMEORAZHEH L THETA, 078, EH =~ K setclock THE
AR LT b B l%ﬁ%litﬂiﬁ/\/o

mac-authentication system-auth-control
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mac-authentication max-user

mac-authentication max-user

HHE BN O B RESAES AR 2 e L9

THMOBRE « AR
mac-authentication max-user <Count>

FE R DHI B

no mac-authentication max-user

(config)

<Count>
SLIE AL D e RG22 3 E L E T,
1. RRT A —ZHMEREOYIHE
AR TEEHE A,
2. fEOFEHPH
1~ 256

LETE B D FRAE ATRE A0 i KRR A EE, 256 iRIZ/2 D £7,

REMAER, T ICEMCKBIIET,

1. 9 _ToH MAC #BiFR% &1, mac-authentication system-auth-control =< R&ZRET 5 Z & THE

27320 £9,

2. Ko<y RERENEMERRE L R DRFEE— RIX, 1£23-1 v 7471 —vgrawr e MAC#R

DJ‘-E@uAunJ‘.E;E’_‘ ]\J %7%!3@ LT< 71:_31/\

3. RREZAIToT256, BAEREFOWKIZZDOE F TTA, REIOHFIRE K OFRIER LR MR A%

LD ET,

4, HEEHAL L AR— ML ORRFBIDHREZ FRICRET S5 L HAHETT,
o PRAEFE HIAEN AR — NN ORRBILGAENCE L2 GE, Y%A — F CTUUBEOFRLEG AR DR
TEEHA,

o FRREE Ui ARSI AN G AL O e RFBEI AR 3 L7 e, ARRE TLUBE OB R ORI TE £

A,

5. M ICRRRER 2 A &V BOGERESG AR 2D 2 KB LTCme, AEER & ORI Tkt s T& £

T, R ARORIEITE EHA,

6. WREF UK DB AR — P BB LI2HE 7R & T, REROBRREE ZRNPELLZLnH D F

B
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mac-authentication max-user

7. DHCP snooping B¢REZ M L TW 2 5E1E, K 246 fRICHIR S E T,

mac-authentication system-auth-control
mac-authentication interface

mac-authentication port
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mac-authentication max-user (interface)

mac-authentication max-user (interface)

492

él:?z‘j_ }‘o)ﬂi‘j(nmu jﬁmﬁj{@%ﬁﬁﬁbi#o

THMOBRE « AR
mac-authentication max-user <Count>

RO HIER

no mac-authentication max-user

(config-if)

<Count>
WA — N ORISR R E L ET,
1. AT A — X EBWEIREO ) HIE
AT EHA,
2. (B0 i
1~ 256

BT j_ ~ DR thETﬁEfiﬁi‘j(uth qu#JﬁjE;k X, 256! VAN 72 Y ij—o

L

REMAER, T ICEMCKBIIET,

1. TP MAC FBIE#R E1E, mac-authentication system-auth-control =~ > K& &4 5 Z & THZ
2720 £9,
2. RKa~v v FREVPEENREE R LFFEE— R, [£23-1 a7 47 b—varavry FE MACR
FEDFEREE— N Z2ZH LTSN,
3. RREEIT- 125G, BUERRIEF OMRIZZ O E £ TR, KEIOFHIEROFEIER2 LR EEN A2
LRV ET,
4. FEEEAT L AR — NSO R KRR A 2 FRFICEET 5 Z & B HEETT,
o BREAE HIHARBN AR — N EN O KBRS RIS E L7 85A, YikA— h CLIROFTIR G R OFRGE
TEEEA,
o FRRETE A A KL AN B B O Fe KRR SRS LA, AREE CUMOF B K ORGEIL T&
A,

5. S I RAEH A K 0 KRR AR A D 7 BT LT3, RRAH S OMAR IR GERIE T £
T8, FHRORIFITTE A,

6. WALFHHMROBHE R — b & BB LA LTk, EROBSMAI LSRR ELD 2 LN £
¥,



mac-authentication max-user (interface)

7. DHCP snooping B¢REZ M L TW 2 5E1E, K 246 fRICHIR S E T,

mac-authentication system-auth-control
mac-authentication interface

mac-authentication port
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mac-authentication password

mac-authentication password

494

RADIUS FEiEF &2, RADIUS — N~GREEERTAEDO XA T — REHREL T,

THRORE - BH
mac-authentication password <Password>

o Bk

no mac-authentication password

(config)

<Password>
RADIUS H— N~FREFE R OEE D RA T — REeREL T,
1. RRT A —ZEBMEEEOHIHE

BT ERA,

2. [HOREHF
1~32 LFEUHNTIEELET, IBERRFICONTL T A= THRETE 5] 23R
LTL7Z&EW,

mac-authentication id-format =~ > RZZEL TWAEAIE, FOa~vr NTRELEEROHRIERS
WARD MAC 7 RL AR RRT—REARD £4,

mac-authentication id-format = <> RZEE L TORWIEATE, TXXXX-XX-XX-XX-XX] (A~ F 13/ 3¢
F) ROFBIESERIERDO MAC 7 RL AR RRAT— R LAy 9,

ROEEARRE, T ICEMICKmSNET,

1. +_TPD MAC IR E1%, mac-authentication system-auth-control =~ > RZ&%ET 5 Z & THZ
2720 9,

2. Kavwy RREVEMEARR L RLBIEE— NI, [R23-1 ar747b—varavy FE MACR
FEDFRREE — M 1 L'C<7Lél/\

3. Aa<y FTHRELE/SAT— RN, 973TO MAC 7B7E RADIUS fBFEx Gk THu@ & 72 v £,



mac-authentication password

mac-authentication system-auth-control
mac-authentication id-format

aaa authentication mac-authentication
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mac-authentication port

mac-authentication port

496

A= MIEFEE— RERELET,

THWORE
mac-authentication port

RO HIER

no mac-authentication port

(config-if)

L

MAC ZFHiFE R, MER— MIL T —F— R TEfEL £,

2&37/ I‘TNALDIEXT%T ]\ODEIJIST— fj}ﬁl:l, ‘j‘ I\T@mhuﬁjlﬁﬁﬂﬁééhij—

REMELE, T ITEAICKBRENET,

1. T To MAC F8FE#EIE, mac-authentication system-auth-control =~ R&ZEET D Z & THL)
27220 £,

2. Ka<y FREDEIEARE RDLIBAEE— NI, 15231 ar7471b—varawr e MACRE
FEORBFEE— K] 2L TS0,

3. system function =< Fi&EH T extended-authentication 233 E STV A2WEA, Ka< RiE
BETEERA, (system function == RBRKRFEDEHAIL, RETEET, ) SS1250

SS1240
4. Ka<=r FEA =%y b ¥ 7 == AZTRETETT,

mac-authentication system-auth-control

authentication ip access-group

authentication arp-relay



mac-authentication radius-server dead-interval

mac-authentication radius-server dead-interval

MAC FEFEEH RADIUS — N7 F 1~ U MAC il RADIUS — ~HEEIHT 5 £ TOE
HA~ERELET,

B Ly h—3 BT O RADIUS RBFEERIE) BNA%N 7t H &4 ) MAC BGEEH RADIUS H— 3~
BR LTS, 3V — MEARMRECERY A ~vE2AX — ML, Aa~<w NCX DR EHRRE
% (BEHZA~TTHE) 12, 794~V MAC #ZifF5 M RADIUS $— "~EIHL £,

WROBIE - £
mac-authentication radius-server dead-interval <Minutes>

5o Bk

no mac-authentication radius-server dead-interval

(config)

<Minutes>
tH U MAC BEERE A RADIUS Hh—130005, 7'F A~ 1 MAC §8iE& ] RADIUS H— 3~ H &)
BHT2ETOERLI A ERELET,
1. ART X — 2 BAWEEEO P fiE
B TEERA,
2. D E i
0~ 1440 (%))
0 % E LI2HE1E, RADIUS BFEER % V377 A ~ U MAC 58iEH  RADIUS ¥ — 30 5 B
HBLET,

HL v F =303k &Y MAC #REFE ] RADIUS H— S~ LT 10 01%, 771 ~ U MAC i
B RADIUS — N IZHEMEIH L £,

L

ROEEARRE, T ICEMICKmSNET,

=

&Y MAC BAEE M RADIUS Y — "% H L2 b — " U CGERTICERS A <AL F L1
By, FORERTORBREL HTE LHERA K L ET,

2. BA A ~E AL — MEICERa~V RREZHIBRLIZGES, B4 A~0h vy MIY &y METFICHE
Gil, T7 4 MEL05E LTEELET,

1. T MAC IR E1E, mac-authentication system-auth-control =~ > K& E$ 5 Z & THE
2720 £9,
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mac-authentication radius-server dead-interval

498

LR~ RREDEMEFRE & R ARGET— X, 1#£23-1 av74 71—y aravr e MAC

o

k=11
2|

FEORBFEE— R 2B L T ES0,

3HELULED MAC RER A RADIUS — %2R E L TWEGE, BEfY A ~v% 24— MEICHO
MAC FFEFH RADIUS h— "~ L b= R ER LT2GA T, B A ~IiZ) Yy hETIC
Mkt L E 7,

CERAA TN ST AARZ = P LA T T2 ETY vy P LERADL, FRROZEETITHEIS

ELTHTETICV Yy FLET,

* K=~ FT mac-authentication dead-interval 0 Z&%E L 7= & &

o By hY— N UTEHF O MAC #FEFH RADIUS — 35l %, mac-authentication
radius-server host =~ > R CHIBR L= & &

o #EfJ 2~ F clear radius-server #E{T L7 L& &

. HUHEXT%j%j{@upr/“—‘&/X;’%MEP I ?ﬁ§74773>{?ﬁ7 I_/7L’ Tz(l'_) géb@qj@uuui/’_‘&/xﬁ‘ﬁ:

TT+2ETTFT7 4~V MAC FilFH A RADIUS — _~DOHE BT b EE A,

aaa authentication mac-authentication
mac-authentication port
mac-authentication system-auth-control

mac-authentication radius-server host



mac-authentication radius-server host

mac-authentication radius-server host

MAC FZFFIZfE AT % RADIUS Y — DR EZITWVET,

W DR -
mac-authentication radius-server host <IP address> [auth-port <Port>] [acct-port <Port>] [timeout
<Seconds>] [retransmit <Retries>] [key <String>]

H O Bk

no mac-authentication radius-server host <IP address>

(config)

<IP address>
RADIUS #— D IPv4 7 KL AERE L E7,
1. AT A —ZBREREOYIHIfE
B TEEHA,
2. DR EEPA
IPvd 7 FLZ2 (Ry RNiiiE) ZHELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

auth-port <Port>
RADIUS #—OFR— hEBZHEELET,
1. ART A —ZBREREOYIHIfE
R— +FEEZ 1812 A L £,
2. EOBREHPH
1~ 65535

acct-port <Port>
RADIUS =D T AT T 4 v THR— MESERELET,
1. AKRT A — 2 BWEREO Gl
R— &S 1813 2fFH L £,
2. fEOE i
1~ 65535

timeout <Seconds>
RADIUS =D bHDIREZ A L7 U MEH () #EELETS
1. RRT A —ZHIEREOYIHME
radius-server timeout =~ > R CHEHESN TWARHAFEHA SN E T, FESNTHARWEAD
PEEIX 5 BT,
2. (B F E &
1~30 (B

retransmit <Retries>
RADIUS H#— 23t U CREREE R 2 FEE 3 2RI AR E L £9,
1. RRT A — 2 EBMEEEOHIHE
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mac-authentication radius-server host

500

radius-server retransmit =~ RTHESN TWSEEMFEH SN E T, HRESNTVRNEES
OFMEIE 3 BT,

2. 0% i
0~ 15 ([a])

key <String>

RADIUS $—/3[H & Di@fE DR S1b, FEIE 35 RADIUS #4465 E L £ 9, RADIUS #1327 7

A7 b E& RADIUS H— R ETlR—O#AZRET D2MLERH D £,

1. AT A — X EWREOYIHIE
radius-server key 2~ R TEREIN TS RADIUS #EXMERH SN ET, BREIN TN
&, ¥ RADIUS H— N[ 3EZhic72 0 9,

2. fEOHERG
64 SCFELINDO S THRE L T ZEW, BEMRRZRFIZONWTL INT A =X IZHFETE D
) © MEEOXFES] 25 LTLLIZEN,

radius-server host =< K Tk L 72 RADIUS — ROFREMEH SN E T,

radius-server host =~ > RAEEKI N TR WAL, RADIUS — ZfH L7 T, B MAC 52
‘iE DB ;Eﬁi)fﬁ qutu uE’E‘??l/\ij_

mL
REMEAR R, +ICEMICKBIENET,

1. T MAC FFE# 1L, mac-authentication system-auth-control =~ RZ#RET 5 Z & THS)
2720 E7,

2. Ra~v v FREVPEENRE L RLFFEE— R, [£23-1 a7 47 b—varavr FE MACR
FEDFEREE— N ZZH LTSN,

3. Ra~vy RRRESNTWDHEA, MAC RGECTEMT 5 RADIUS H— SO EHHiIx
radius-server host =~ R CRREIN TN HIFHR LY bELINET, (radius-server host =~ K
BB S EEA) . U RADIUS — ME#HR, MAC BIEH M RADIUS ¥ — MERORIEIC D
WTIE, Tarza 7 b—yariig4 Rvol.2) 22T 7EE0,

. REATRE/: MAC F8FEEH RADIUS - — 3 S @B HAL Tl K 4 T7,

5. IPVA7 KL AL L CL127T*** ZRETEEHA,

6. key /X7 A —HNEKEINTWT, radius-server key 2~ RHERE SN TV R WEAIE, Y%
RADIUS — N3 2 0 F97,

7. B MAC FFEE A RADIUS — %2R E L7124, #EH =~ K show radius-server THANZE
RENDT RVANT T4~ MAC #iEEMH RADIUS h— L7220 £9°, JfHgIOI L FPF—
(GEAH O RADIUS FBREERSE) (21377 4 ~ Y MAC #AEH A RADIUS Y — A3 MR S E T,
774~ ) MAC L&A RADIUS — NICBEERKAE LTSS, Ly M —N3RICEz 722
MAC #FEEH RADIUS ¥—/3 (847 &Y RADIUS —N) ~EBE L ET, 771~ MAC i
B RADIUS ¥—/ 3~ HE)E [H 22 Tid mac-authentication radius-server dead-interval =~ >
FEZRLTIZIN,



mac-authentication radius-server host

8. LA RADIUS ¥— 3, {hoFGER A RADIUS H—/3, F721X RADIUS Y — 7 L—7DFKET, IP
7 R Z2O—E$ 25 RADIUS —A"RBEEICBE SN TV D ERIE, TNHTRTONRT A—Z & HE)
B LS AN Lo~y FARICE XL £3,

aaa authentication mac-authentication

mac-authentication port

mac-authentication system-auth-control
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mac-authentication roaming

mac-authentication roaming

502

H

UB 7¢ E &R M LTk LIERAER 2k %4, Uo7 XU LRWTAR— MBI L2856 O\{EFr T

(B—=3v7) #FELET,

i

i

HHIOBE « ZHE

mac-authentication roaming [action trap]

R OHIER

no mac-authentication roaming

(config)

[action trap]

AN

0—3 V7L B R— NEEE BRI, 7T A4 — | Trap 28T L £,
1. AKo8T 2 —Z B O W

B—I VTR — NBEIEZHRHLTH, 774 X—k Trap 31T L £ A,
2. fEORE P

action trap

FRREE AU AR DR — MEEIRFOBE ZFF T L ER A,
L

EMAER, 3 ICEMICKBRSILET,

T MAC FREEREIE, mac-authentication system-auth-control =~ > REHET 5 Z & THR
2720 £9,

Ao~y RERENERRE RIFBFEE— RiX, [£23-1 ar 747 b—vara~vr FE MACR
FEDFRREE— ) 2R LT EE,
@ﬁ%bﬁ%f\y7WAN%—F@ﬁ%ﬁ_%T,@@%&ﬁ*WANW@&%ﬁH@@?%ED

b \sj—

Ziiif“?/ RE%ERHE T DHCP snooping #RE0F I, FBREFAMROR— M BEIT5 &, RBIRREET
BEIZOR— MIBEBLETH, XM UT 40 7T — XA FRHFEINR2NTDBETEERA,

7T A X— | Trap %173 58461, snmp-server host =~ > KT Trap ODEELIP T KL R &
"mac-authentication” # % E L TH MERH Y 7,

Ul

-

T



mac-authentication roaming

mac-authentication system-auth-control
mac-authentication port

snmp-server host
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mac-authentication static-vlan force-authorized

mac-authentication static-vlan force-authorized

504

RADIUS FEAEH & fl I, BRI R &ETRAmUS%~Aﬁm%ikiRAmus%~A~®U&Ix
]\Jié1517’_‘753%§§£ L/fC?ﬂ_fEl <, él T }\Twuuﬁg;k bf_wquX{r% ﬁ%iﬁ’&ﬁ'ﬁﬁ%ﬂﬂ’] 12383 n?i”j( = LE
j‘o

THMORE « BH
mac-authentication static-vlan force-authorized [action trap]

i DI BR
no mac-authentication static-vlan force-authorized

(config-if)

[action trap]
TR FRAEC & B ERRERF TR, T4 X— b Trap %17 L £,
1. Av\7 A— &éﬂl%ﬂiﬁ@%ﬂﬂmﬁ
FRFFRREIC L VERREEFAT L Ch, 7T A4X— K Trap 51T L EH A,
2. fEOFRE
action trap

L

L

REMAELE, TICERICKBEIIET,

1. T_TD MAC #iF& &1, mac-authentication system-auth-control =< > R&ZRET 5 Z & THZ)
27220 £,

2. Rawy REBENERREL RHRIEE— NI, [#£23-1 ar7 471 —varavr Fe MAC
FEDRFEE— R 2L TIZE N,

3. AMERITEX =2V 7 4 LORMBEERDIATERERH Y £TOT, +oREto ETHEHIE IV,

k=1
[s2]



mac-authentication static-vlan force-authorized

4. Ra=y FFROFETHEDE 2 97,
s TROALV T4 7L —va BRI XTRESNTND I L
 radius-server host % 7-1% mac-authentication radius-server host
* mac-authentication port #1
« mac-authentication static-vlan force-authorized * 1
* mac-authentication system-auth-control

* aaa authentication mac-authentication #2

 mac-authentication authentication * 3

X1
FUA =Yy FAR— MIFEELTEIN,
* RADIUS #—=~DEFT, TRDOT ATV hr VBRSNS E
No=21:
NOTICE:LOGIN: ( /& ) Login failed ; Failed to connection to RADIUS server.
£EmtEH# : MAC, PORT, VLAN
TAv Yy ka7 iFEH 3~ > R show mac-authentication logging TR CX £ 97,
X2
G T 7 4V b CHRHIFRAEM FRHE Tdefault group radius) 723 E L T 2 &,
X 3
AN — FBIRGRE 2 Chiml FRREM H FFIT Taaa authentication mac-authentication <List name> |
BEREL TSI,
5. GREIFRGEFFPLIRIEIL, Uik R ORBFEAERR & & bITMBRSE T,
6. 774 X— |k Trap #3179 %A 1%, snmp-server host 2~ > KT Trap DEFELIP T KL b
"mac-authentication” & E L T LERH Y £7°,
7. FRROWTNDPR T TICERESNTWVIHE, Aavr RERETEERA,
 authentication force-authorized enable
 authentication force-authorized vlan

aaa authentication mac-authentication

mac-authentication port

mac-authentication system-auth-control

radius-server host ¥ 72 1% mac-authentication radius-server host

snmp-server host
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mac-authentication static-vlan max-user

mac-authentication static-vlan max-user

HHE BN O B RESAES AR 2 e L9

THMOBRE « AR
mac-authentication static-vlan max-user <Count>

RO HIER

no mac-authentication static-vlan max-user

(config)

<Count>
SLIE AL D e RG22 3 E L E T,
1. RRT A —ZHMEREOYIHE
AR TEEHE A,
2. fEOFEHPH
1~1024

%%%’fi@mu ﬁiETﬁEchHij(ﬁ{J quﬁmﬁj{@ i 1024 jﬂ'mﬁj{ f£ n ij_o

REMAER, T ICEMCKBIIET,

1. TP MAC FBIE#R E1E, mac-authentication system-auth-control =~ > K& &4 5 Z & THZ

2720 F4,

2. Ko<y RERENEMERRE L R DRFEE— RIX, 1£23-1 v 7471 —vgrawr e MAC#R

DJ‘-E@uAunJ‘.E;E’_‘ ]\J %7%!3@ LT< Py VY,

3. KREEAT-T2HE, BUEIGET OMRIZZ DO F F T8, WRIBIOFHURER OFREER 2> &R EE A%

LD ET,

4, HEEHAL L AR— ML ORRFBIDHREZ FRICRET S5 L HAHETT,
o PRAEFE HIAEN AR — NN ORRBILGAENCE L2 GE, Y%A — F CTUUBEOFRLEG AR DR
TEEHA,

o FRREE Ui ARSI AN G AL O e RFBEI AR 3 L7 e, ARRE TLUBE OB R ORI TE £

A,

5. M ICRRRER 2 A &V BOGERESG AR 2D 2 KB LTCme, AEER & ORI Tkt s T& £

T, FHBEKORIETITEXETA,
6. DHCP snooping ¥%REZ OFH L TW A AL, &k 246 SiRICHIBR SN E T,
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mac-authentication static-vlan max-user

mac-authentication system-auth-control

mac-authentication port
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mac-authentication static-vlan max-user (interface)

mac-authentication static-vlan max-user (interface)

508

él:?z‘j_ }‘o)ﬂi‘j(nmu jﬁmﬁj{@%ﬁﬁﬁbi#o

W ORI - B
mac-authentication static-vlan max-user <Count>

RO HIER

no mac-authentication static-vlan max-user

(config-if)

<Count>
WA — N ORI R AR E LET,
1. RRT A —ZHMEREOYIHE
AR TEEHE A,
2. (B0 i
1~1024

YA — b ORI ATRE R BRI ALKIT, 1024 dRiz/e v £,

L

REMAER, T ICEMCKBIIET,

1. TP MAC FBIE#R E1E, mac-authentication system-auth-control =~ > K& &4 5 Z & THZ
2720 9,
2.K:7/hﬁﬁb@¢7 EL R DRGEE— NIL, [#£231 avrr7 4L —varavr e MACR
FEDFEREE— N Z2ZH LTSN,
3. RREEIT- 125G, BUERRIEF OMRIZZ O E £ TR, KEIOFHIEROFEIER2 LR EEN A2
LRV ET,
4. FEEEAT L AR — NSO R KRR A 2 FRFICEET 5 Z & B HEETT,
o BREAE HIHARBN AR — N EN O KBRS RIS E L7 85A, YikA— h CLIROFTIR G R OFRGE
TEEEA,
o FRRETE A A KL AN B B O Fe KRR SRS LA, AREE CUMOF B K ORGEIL T&
A,
5. A HIZERREE AR KV BRERAE AR A D e K AT LT8G, BRAEE A O AR IT i EEE T& £

TA, FHEROBILE TE A,
6. DHCP snooping #%8E4 0FFH L CTW B A1E, Ik 246 SRICHIIR SNV E T,



mac-authentication static-vlan max-user (interface)

mac-authentication system-auth-control

mac-authentication port

509



mac-authentication static-vlan roaming

mac-authentication static-vlan roaming

510

HUB 72 E 288 LTt LTiEE AR %, Vo 7 X LW TR— BB L858 0@Eer
(m—3v7) ZRELET,

fHMOBRE - £H
mac-authentication static-vlan roaming [action trap]

o Bk

no mac-authentication static-vlan roaming

(config)

[action trap]
0—I Ik D R— N BEAERERC, 7T A X—F Trap #8ITLET,
1. AT A —ZEWKREOH)HIE
=3I I EHR— MEEIIZRH LT, T4 —F Trap ZFITLET A,
2. fEORBE
action trap

RORIEDS 2RI AR D AR — MBI OIS ZFF AT L A,

BOEEARRE, $ICEMICKmSNET,

1. +_TPD MAC FIE# E1E, mac-authentication system-auth-control =~ > RZ&iET 5 Z & THED
2720 £9,

2. Ko<y RERENIERTREL /R DF8FET— FIg, [#£23-1 v 7471 —varavr FE MACHE
FEOFFEE— ) 2R LT EE N,

3. BEVEAEE VLAN & — FXRA— T, BEIATE F— VLAN N L 27205, BBk bIlEATRET
7

4. Kz FREWREE T DHCP snooping #REDFHIRE, FBILF KON — M2 BEIT L &, BIALIREIT
BEIGROKR— MIBELETN, N UT 4 v T — I _X—AFEHEINRN = DBEETEEEA,

5. 74— | Trap #3173 5354 1%, snmp-server host =~ > KT Trap ODEELIP 7 RL & &

"mac-authentication" Z %€ L TE LERH Y £7°,



mac-authentication static-vlan roaming

mac-authentication system-auth-control
mac-authentication port

snmp-server host
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mac-authentication system-auth-control

mac-authentication system-auth-control

MAC FBrEZ BN LET,

72¥, no mac-authentication system-auth-control % 347 L 7235813, MAC #8iE& &1L L7,

THHMORRIE
mac-authentication system-auth-control

TH DI
no mac-authentication system-auth-control

(config)

L

MAC F8REZATWEE A,

Pt

no mac-authentication system-auth-control % 3317 L 72356, SRFEHE AR OFRIERN MR S FE T,

o
R
=
R
=

%, I SICHEMAICKBENE T,

1. Kavy FRENDEMEFRE L 2 5GEE— NiE, [#£23-1 av 7471 —varavr & MAC

FEDOFBREE— F) 22 LT &N,

=l
ol

2. no mac-authentication system-auth-control % %17 L7284 T, PE MAC §87k DB |25k S L7z

KIERITZEOE ERIESNLET,

L

512



mac-authentication timeout quiet-period

mac-authentication timeout quiet-period

WAERIIFZ, F—iR (MAC 7 FLA) ORIAELZ TR LWRH GRAEHBAM T # 1 ~) ZRELE
ﬁ—o ZIKE%‘:FEEW j:, uqu%ﬁ%??[/\iﬁ/u

fHMOBRE - £H
mac-authentication timeout quiet-period <Seconds>

RS
no mac-authentication timeout quiet-period

(config)

<Seconds>
PRI T & A ~ Z A THRE LE T, RBAERMIFIZT ISR Z FE L2 WiEal, 0%
BRELTLIEEN,
1. AT A —ZBWEREO YA
B TEFER A,
2. EOEFH
0, 60 ~ 86400 (%)

MAC GEGESMEF, 300 R HILA SR OMTELI 21TV £ A

L

1. FBREICRE Lz L x
2. ﬁf@bf’ﬁqjﬁnupﬁﬁﬁﬁ?ﬁ%?%?#?% AT NL, ZFASENROIZoTo b X
. M == > F clear mac-authentication auth-state % 3Zfi L, & .:Eﬁui T3S & AL T OGRS %
Tl L7z & &

1. T MAC FRFE#E 1L, mac-authentication system-auth-control =~ RZ#ET 5 Z & THL)
(e /R S
2. 2{&:7/ REXENEMERGE L 70 ZFBFEE— NI, [#£23-1 v 747 L —varavr KE MACER
REDFRGEE— ) 2L T EE W,
3. WATF AT v TREREE T D & &1L, REEME O LSMIEREL T EEW,

mac-authentication system-auth-control
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mac-authentication timeout reauth-period

mac-authentication timeout reauth-period

514

AR R, WA DTFRAEETT 9 A AR EL ET,

THRORE - BH
mac-authentication timeout reauth-period <Seconds>

RO HIER

no mac-authentication timeout reauth-period

(config)

<Seconds>
R DOFRGEZIT O AMEZ A THELE T, 0 &R E LG AITHRGEE T I8k Lt £
D
1. RRT A —ZHMEREOYIHE

B TEEEA,
2. fEDORBERFH

0, 600 ~ 86400 ()

gt
a3
3
5
£
Ul

BAEA1T O A 3600 BT,

L

o BEBEF OMKOHRREETT O AN X A 57 7 ML, FA~ER 0ol b &

i =~ K clear mac-authentication auth-state #3217 L, FRREHNL & 72 (3350 AL TORBFEMERR %
FhE L7z & &

o RFEIE AR OIEAE L7 R B OFGEHANL CRGRRAR ORI T L1z & &

1. T MAC FRFE#EIE, mac-authentication system-auth-control =~ RZ#RET 5 Z & THS)
(oA L/ S

2. Ra~vr RREVPEENREE RLFFEE— R, [£23-1 a7 47 b—varavry FE MACR
FEDFFEE— R 2L TIIZE N,

mac-authentication system-auth-control



mac-authentication vlan

mac-authentication vlan

Ly —F— RERFE%, BRIV EZ 5 VLANID 2% E L ET,

AKa<r RPRRESHTWARWEAIE, LY —F— FREFMED VLAN 810 B2 M Thh R A,

MO E - AR
mac-authentication vlan <VLAN ID list>

i DHI R
no mac-authentication vlan <VLAN ID list>

(config)

<VLAN ID list>
AL ICYI Y B %2 D MAC VLAN @ VLAN ID list Z3% € L 9,
1. ART A — X EREREOYIHIfE
B TEER A,
2. EOREFH
<VLAN ID list> OFRE 1L, £z, EOREHAIZONTL INFA—FIIBETE HHE] &5
LTSV, 774/ F VLAN (VLAN ID=1) IFRETE A,

LA —F— FEEREE OB 72 VLAN 810 B 2 M7 EE A,

Ko< RTVLAN #HIB L7=54, B L7Z VLAN TEEE L TV 2R ORRIEN R S E 7,

R
i
=k
R
=

%, TICEMICKBENET,

uh

1. +~ThH MAC
2720 7,

2. Ko<y RERENBIETREL 2R B385ET— FIg, [#£23-1 v 7471 —vara~vr FE MACER
FEDOFRRGEE— K] 2L T EI N,

3. RESNZEZTTOVLANID iE, MAC VLAN TRHRESNTWHLENDH Y £4,

4, RIEBEIZTRA~v U RBL1OTHERESNTVIHAE, Ra~vr FERETEERA,
e authentication multi-step

FF% &1L, mac-authentication system-auth-control =< REZZET 5 Z & THZ)

=l

» dotlx authentication

* mac-authentication authentication
» web-authentication authentication
» web-authentication user-group
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mac-authentication vlan

mac-authentication system-auth-control

switchport mac
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mac-authentication vlan-check

mac-authentication vlan-check

FRREALEEC MAC 7 KL A ZMBET 5, VLANID A ZITWVET,

RADIUS 223E S DAL, RADIUS P — ~SEIFTRIEO 22— ID & LT, MAC 7 F L X35 &
Ko<y RTRELEICFS (AL "%VLANY), BXOVLANID & L-boadH L £,

o — A VERGE T ROBEIE, ME MAC #2GF DB ~EHHIZ MAC 7 R L 230541 & VLAN ID THRE %
TWET, (AE MAC §85E DB IZ VLAN ID [E# R 720551, MAC 7 R LV ASCFEFIIZ T THRE 2TV
*7,)

THMORE « BH
mac-authentication vlan-check [ key <String> ]

i DHI R
no mac-authentication vlan-check

(config)

key <String>
AXT A—41%, RADIUS §8iE U2 T #H LET,
RADIUS H— SA~GRREEERIFFIZ, =—3 ID 2T 2 XFF &% E L E T,
0 — B VRSREF OB AL, RN T A— 23T,
1. AKRT A — 2 BWEREO Gl
LR "%VLAN" 2% E LE T,
2. [EOREHPM
1~64 LFUNTHELET, HEARERIFIZONWTIE T X=X ZRETE AE] © ML
BEOXFH 2L TLLZIN,

MAC RFFORAERZ, VLAN ID Zf1 L 48 A,

L

ROEEARR, T ICEMICKmSET,

1. TP MAC B2 €%, mac-authentication system-auth-control =~ RZ§%ET 5 Z & THZ)
2720 £9,

2. Bavwy RREVEMEFRE L ROFAEE— NI, [R23-1 ar747b—varavy FE MACR
FEOFEREE— ) 2L T EE N,
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mac-authentication vlan-check

mac-authentication system-auth-control
mac-authentication port

aaa authentication mac-authentication
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authentication multi-step
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authentication multi-step

authentication multi-step

< NVTF AT TRIAER— MIERELET,

THRORIE « BHE
authentication multi-step [{permissive | dotlx}]

RS
no authentication multi-step

(config-if)

{permissive | dotix}

permissive
1 EtH O MAC FREEN B L 728K 12 %t LT, Web 383E, 3 L OV IEEE802.1X FBAED 5 % 7F /]
L7,

dotlx
1EFEORGEE LT MAC #%GE, B XN IEEE802.1X ZFFrl LE7, 1B H D MAC BiEE 7213
IEEE802.1X (R L7z dmRIZIE, Web FBREZFF A L+ A,
1. RRT A —ZAMEREOYIHE
1 BB O MAC FBEEN N L7231, Web FEFE, 38 X OV IEEES02.1X O F & §FAl L EH A,
2. fEOFRE
permissive ¥ 7z (3 dotlx

U NVRRER— P E LTEMEL £,

él j_ }\o)lﬁ'ﬁj{%wu uJ‘.Eﬁ@IS/% L/i‘é_o

REMELE, TITEAICKBREIET,

1. Ravr Rk, EEICTRaIUVFRBRIOTHERESNTWVIHAEICIE, RETEEHA,
¢ dotlx vlan dynamic enable
e dotlx vlan dynamic radius-vlan
* mac-authentication interface
* mac-authentication vlan
* web-authentication vlan

2. Ra<r RiFA =%y b X7 =—RETHEARETT,
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authentication multi-step

L

521






Wake on LAN
OP-WOL

http-server OP-WOL
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http-server OP-WOL

http-server OP-WOL

524

HTTP — BREZ AN LET,

M ORE

http-server

o Bk

no http-server

(config)

AN

L

web-authentication system-auth-control =< > KREH Y : A%

web-authentication system-auth-control =~ > RiRE72 L @ 5

AN

L
EEETR, T ITERICKBENET,
AKa<wr RORET, %27 Wake on LAN O —VEEEEE &, Web B30 1 7 1 L HEH DFR

DAEHERYET,

web-authentication system-auth-control =~ > ROFETH, ¥ =7 Wake on LAN O = —HF8FE
B &, Web FFED 1w 7 A VI DORRVBERIE IR0 F3,

web-authentication system-auth-control =~ > FZEET 5 &, Web FRiFREOEIEL AT D F
T, 1E-T, E¥ =27 Wakeon LAN BERE/ZIT 2 TR O & &3, AKa~r FETORELZBED L E
D

AR=z< > K& web-authentication system-auth-control =~ > RZ&RIFHIFRE L TH, ¥ =7 Wake
on LAN #REDENMEIZITEDH Y /A, a~r FREDHAGDEICOVWTIIROEXZEZSZRL T2
AN



http-server OP-WOL

Wake on LAN Web
http-server web-authentication
system-auth-control
KR TE KRERE IR MELEREA R HELEEA
RIE FoR ] HE BELET FR AR EELET
R KRR E R ATRE EL £ R ATRE WMIELEEA
RE FoR TR ELET KR AHE #ELET
2L

525






DHCP snooping

ip arp inspection limit rate

ip arp inspection trust

ip arp inspection validate

ip arp inspection vlan

ip dhcp snooping

ip dhcp snooping database url

ip dhcp snooping database write-delay

ip dhcp snooping information option allow-untrusted

ip dhcp snooping limit rate

ip dhcp snooping trust

ip dhcp snooping verify mac-address

ip dhcp snooping vian

ip source binding

ip verify source

527



ip arp inspection limit rate

ip arp inspection limit rate

528

AHEE T DHCP snooping #4RE 2 A ZEEIC, Ui%AR— FTO ARP X7y F2fEL— bk (1 BY7=0I2%E
AHEZ ARP Xy M) ARELET, ZELV— FE2B A2 ARP N7y MIBEESNET,

I

fHMOBRE - £H
ip arp inspection limit rate <Packet/s>

TH DI
no ip arp inspection limit rate

(config-if)

<Packet/s>
1Y 7= 0 ICZ(FATHEZ: ARP X » MARELE T,
1. AT A —ZEWREOH)HIE
A TEERE A,
2. B O AE i B
1~ 300 (Packet/s)

2fEd b— MIIERIRR & 722 0 £,

L

o
R
=
R
=

%, T CICHEAICKBENE T,

1. Ka<r R&FELIZAR— MZ, iparpinspection trust =< > KRR E SN TWBHEIE, Aa<wr
FOBREITEN L 72D, ARP /N7 v FDZAE L— MIERIRE 220 £9,

2. Ra<wy RCHRE LML, ZEAT7y MIO EREEZHET 20O TH Y, FHEME CIHERIET D
HOTEDLY FHA,

ip dhcp snooping



ip arp inspection trust

ip arp inspection trust

ALEE T DHCP snooping #4RE &2 B NEEIC, UihA v X 72— A%E XA+ I v 7 ARP B Z FhE L 72\
trust R—h & LCRRELET,

RO E
ip arp inspection trust

THH DI
no ip arp inspection trust

(config-if)

L

ZAF v ARP & ZFHhE LE 7,

L

%, TICERICKBENET,

R
Fi
=
i
=

1. Ka<wr REBRESNTA LV F T 2—ATHE, #14F v 7 ARP REMEENEMLEN T3 VLAN
WICINEENTHTY, #1453 v 7 ARP &2 £ L £8 A,
2. Ka<w U RERELIEA LV Z 7 2—AD ARP Ry 2L — MIERIBE 220 £,

ip dhcp snooping

ip dhcp snooping vlian

529



ip arp inspection validate

ip arp inspection validate

530

AMEETH AT v ARP MEKEEEEZ A, A1) v 7 ARPREDKELZ DD 1-DIZIBMT 5K
EHEEZRELET,

fHMOBRE - £H
ip arp inspection validate <item> [<item> [<item>]]

THH DI
no ip arp inspection validate

(config)

<item> [<item> [<item>]]

MAEEH % <item> [ZHELET,

<item> [ZIIK D src-mac, dst-mac, ip D9 H—OF T T oBIR, FLEFITRTCERELET, [

— O item (FEHRETETET A,

src-mac
%1% ARP 737 v F Di%E{E5C MAC 7 K L 2 (Source MAC) &, J§{% MAC 7 K L 2 (Sender
MAC Address) 3[El—ThH 5 = L A& LE7, ARP Request, ARP Reply Offi 5iZxf L THEfiE
LE7,

dst-mac
A% ARP /347 vk D%E%SE MAC 7 K L % (Destination MAC) &, %% MAC 7 KL % (Target
MAC Address) 3 [Rl—CThH 25 Z L ZHR&E L EJ, ARP Reply (2% L THEMEL £,

Z12 ARP 7w FDOxt5%# IP 7 R L2 (Target IP Address) 7%, FRlO#HNTH L &%
BAELET,
¢ 1.0.0.0 ~ 126.255.255.255

¢ 128.0.0.0 ~ 223.255.255.255
ARP Reply (Zxf L CHEMi LE T,
1. AKNT A — 2B O YIHHE
ENP—DIIRET DNERDH Y E3, B LZHEBIIMAELET A,
2. EDREHR
src-mac, dst-mac, ip

L
L

REMELE, TITEAICKBREIET,



ip arp inspection validate

1. Kavy RANKE, BRITA—ZE2HBETHILEFTEETA, WINPT O EREL TSN,

ip dhcp snooping

ip dhcp snooping vian

ip arp inspection vlan
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ip arp inspection vlan

ip arp inspection vilan

532

AL T DHCP snooping #4RE & B ZIEEIZ, ¥ A 5 3 v 7 ARP MAEHEREDOMRA RIS VLAN %% €

THRORIE « BHE
ip arp inspection vlan { <VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list >}

E o Bk

no ip arp inspection vlan

(config)

<VLAN ID list>
H4F 3 v 7 ARP REMREOR AR VLAN ID ZiE LE T,
1. RRT A —ZHMEREOYIHE
B TEER A,
2. fEDF% E &

<VLAN ID list> O E 5L, £, EOFERMPICONWTIE T A= ITHETX 5

LTSS,

add <VLAN ID list>
A F 3 v 7 ARP MRAEMAE DR S VLAN ID % VLAN U 2 MZBML ET,
1. ARoXT A — 2B G
AR TEEHE A,
2. EOFE &

<VLAN ID list> O EHE, £, EOFERMPICOWTIE T A —FITHETX 5

LTSS,

remove <VLAN ID list>
A F 3 w7 ARP MRAMEHE CHRAEX RO VLAN ID % VLAN U 2 h 0 LHIBRL £,
1. ARoXT A —Z B WEIRE O WM,
AR TEEHE A,
2. EOFE &

<VLAN ID list> O EHE, £z, EOFEFRMPICONWTIE T XA —FITHETX 5

LTI EEN,

44 F 3 v/ ARP MAHHENTIE L A,

o
R
@
R
=

%, T CICHEAICKBENE T,

LET,

| &%

| &%

| &%



ip arp inspection vlan

1. ip dhep snooping vlan =< > RTEE L T 5 VLAN ID 3% E L TL 72 &0,

2. RKa<wy RERE LZEAL, ipsource binding 2~ RCHELIEAS VT 4V T —H_R—A T
FUb, #4527 ARPREDORR L2 7,

3. Ko~ RTERE L VLAN 23, ip arp inspection trust 2~ RZ§E L7ZFR— MINAFESN TN D
LalE, #4731y 7 ARPREIZEINETA,

ip dhcp snooping

ip dhcp snooping vlian
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ip dhcp snooping

ip dhcp snooping

AL & T DHCP snooping #éfe 2 BN LE T,

M ORE
ip dhcp snooping

fEw OB
no ip dhcp snooping

(config)

L

L

L

R
i
=k
B
=

%, TICEMICKMENET,

system function =~ > K% EH T dhep-snooping 232 E SN TWRWEA, Ao~y REIRETE I
Ao (system function =~ > RARBREDH AL, RETEET,) S81250 SS1240

L
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ip dhcp snooping database url

ip dhcp snooping database url

NA VTN T T =B R—=ZDRAFREFRELET,

W ORI -
ip dhcp snooping database url { flash | mc <File name> }

LRl
no ip dhcp snooping database url

(config)

flash
Wi~ T v a AEVIRIELET,
1. A3T A — 2 B O FHIE
AR TEEE A,
2. fEOE I
flash

mc¢ <File name>

MC IZRIFLE T

1. AR3T A — 2 BRI O HIHIE
B CTEXET A,

2. fEDORE I
<File name> : {x K 64 XFF CRETE T,
WA~ RTMCIZT A L7 FUEERLTWAEEIE, T4 L7 A%k Ed UK 64 X%
EFCHETEET,
REVRRIRLTE, T A—FITHRETE L] 4L TIEI W,

NRA VT AT T —=HAR=ZEBIF L EE A,

L

REMAELE, TICERICKBIIET,
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ip dhcp snooping database url

1. ip dhcp snooping database write-delay =~ N THE L 72 EZIALIBERRIY, TrmoWT o ak
PR L LTHA B AT — L, ZA~& TR T 4 I T— I _N—= 2 &R FLET,
o BAFIvTDNA T VT T =B R ADRG - T - HIbRRE
* ip dhcp snooping database url =2~ > K% ER (RIFIEDOEE & ETr)
o & =2~ K clear ip dhcp snooping binding 1 THE

LA~ T T HANEEEER M2 ERRELISGEIE, MU T4 I T —ERX— R RETEELE
oo

2. no ip dhcp snooping database url =~ > K& AJ) L7235A 1%, ip dhep snooping database write-delay
O RCRELERMOZ A ~NALZ—FLTWTh, N UTF 4T TF—EN—2 5 RFELEH
oo

ip dhcp snooping

ip dhcp snooping vian
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ip dhcp snooping database write-delay

ip dhcp snooping database write-delay

NA T4 T T = EN— 2 RAFROFE S IABIRERM 2 B30E LET,

WROBIE « BH
ip dhcp snooping database write-delay <Seconds>

LRl
no ip dhcp snooping database write-delay

(config)

<Seconds>
NA T 4 o TT == AFAFREO EZ AL ERM AR E L E T,
1. AKRT A — 2 BWEREO Gl
A TEERA,
2. EoOFERGE
1800 ~ 86400 ()

ip dhcp snooping database url #% &K, 1800 # CEEL £,

L

REMARER, IREIORFRE» DER IR ENET,

1. Ka<y FORE LEHESARERMIL, FTLOWTNrz2RERELE LT ~2AF— L, ¥
A~EWM T BRI T 4 v T T = RXR—=RERIFLET,
s BAFTIvIDNRAUT 4 VI T—5_—2DXGk - TH - HIBREE
« ip dhcp snooping database url =~ > FFERE (RIFEEOEFEEZET)
e J#EMH =< KN clear ip dhcp snooping binding SE1T1Rf
H A~ T DRNCAEE BRI EARELEGEIE, N T T AR AR R TE
oo

2. no ip dhcp snooping database url 2~ > K& A L723561E, Aa~<y RTERE LILREHOZ A <5
AB—=FLTNThH, N T 4T T—FR=2%RIFELEE A,

ip dhcp snooping
ip dhcp snooping database url

ip dhcp snooping vian
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ip dhcp snooping information option allow-untrusted

ip dhcp snooping information option allow-untrusted

BESNTWARVWER—F (untrust IR— k) TH7v a v [82]1 1E#H A& H 72 DHCP /X7 v h D%AZ % 7]
THLGAICRELET, AREEITORVWEAE, 7Y 3 v [82]§#H & -7 DHCP /X7 v k& B3
L,

THHMORRIE
ip dhcp snooping information option allow-untrusted

THHOHIBR

no ip dhcp snooping information option allow-untrusted

(config)

2L

L

2L

REMAE, T ITERICKmENET,
L

ip dhcp snooping
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ip dhcp snooping limit rate

ip dhcp snooping limit rate

YHAR—FT, DHCP "7y hOZfEL—F (1 Y720 IZZ(EFHE/Z DHCP ~r v M) R ELE
T, ZIEL— NE2BA7- DHCP 47y MIFEEEINET,

fHMOBRE - £H
ip dhcp snooping limit rate <Packet/s>

THH DI
no ip dhcp snooping limit rate

(config-if)

<Packet/s>
1B 72 0 ICZAZ ATHEZ: DHCP /X7 > MIERE L E T,
1. AKRT A —ZEWEREO Y HE
AIETEEE A,
2. EORRERH
1~ 300 (Packet/s)

2fad b— MIIERIRR & 7220 £,

L

o
R
=
R
=

%, I SICHEMAICKBENE T,

1. Ko<y R&EFE LZA— M, ipdhep snooping trust 2~ > RABRFRE SN TV DHAE, KAa~vr
FOREITER & 720, DHCP X7y FOZAE L— MIEHIRE 20 £,

2. Ko< RTHELMEE, ZENATy Mo EREZRET 5D THY, HHEMEE CEMERIET 5
HOTEHY FH A,

ip dhcp snooping
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ip dhcp snooping trust

ip dhcp snooping trust

AVHE T 2—AREEINTWVAER— b (trust RK— ) », FBEINLTHROA— K (untrust R— )
MERELET,

RO E
ip dhcp snooping trust

THH DR
no ip dhcp snooping trust

(config-if)

L

WA R T 2 —AIEEEINTWARWAR— (untrust "— ) & LTEMEL 7,

L

R
Fi
=
i
=

%, TICERICBENET,

AKa<w RERE LAV H 7 =2—A T, DHCP snooping WA ZNI 72> TV A VLAN IZIAE STV
Tb, DHCP /7 v bR £ L E8 A,

ip dhcp snooping
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ip dhcp snooping verify mac-address

ip dhcp snooping verify mac-address

FHEINTWRWAR— b (untrust "— k) 75515 L7 DHCP /X7 v hDEETLMAC 7 KL R &
DHCP X7y FND I FA T b= KRTU =TT KL AD—HaF =v 7 TEHMENERELET,

RO E
no ip dhcp snooping verify mac-address

TH DI
ip dhcp snooping verify mac-address

(config)

L

EEITMACT RLRALE I FGA TV hAN—RU =277 RLAR—ETE0F =7 LET,

L

R
Fi
=
i
=

%, TICERICKBENET,

Ko< RRHBEEDHE, MACT RLVADF = v 7 #3FEfid 57, untrust x— ~iZ DHCP Y L —
TV FEERETERLIRYET, (DHCP U L—x—V = MEHOYAIE, EETXTMACT FL
ANEEHZ 5N THVET,)

ip dhcp snooping
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ip dhcp snooping vlan

ip dhcp snooping vian

VLAN T® DHCP snooping A2 L £¥, A=~ R TEE L2VEAIT DHCP snooping 1384 T
9, Ka<w RTRETE D VLAN itk 32 i <1,

fHMOBRE - £H
ip dhcp snooping vlan <VLAN ID list>

TH DI
no ip dhcp snooping vlan <VLAN ID list>

(config)

<VLAN ID list>
DHCP snooping #0239 % VLAN ID Z8%E L £ 7,
1. AT A — X B P HIE
A TCEEREA,
2. DR E P
INFGA—ZTHEETE D) 2SR TSN,

L

L

o
R
=
R
=

%, I SICHEAICKBE N E T,

Ko< RZRE LW VLAN TiX, DHCP snooping I3#55 T4,

ip dhcp snooping
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ip source binding

ip source binding

NA VT 4 o FF—F =R static FELET,

=3 U=

15 O E
ip source binding <MAC> vlan <VLAN ID> <IP address> interface { gigabitethernet <IF#> |
port-channel <Channel group#>} S2200 S2100
ip source binding <MAC> vlan <VLAN ID> <IP address> interface { fastethernet <IF#> |

gigabitethernet <IF#> | port-channel <Channel group#>} SS1250 SS1240

THH O HIBR
no ip source binding <MAC> vlan <VLAN ID> <IP address> interface {gigabitethernet <IF#> |
port-channel <Channel group#>} S2200 S2100
no ip source binding <MAC> vlan <VLAN ID> <IP address> interface { fastethernet <IF#> |
gigabitethernet <IF#> | port-channel <Channel group#>} SS1250 SS1240

(config)

<MAC>
WARDO MAC 7 RLAZHRELET,
1. ART A —ZEREREOYHIfE
BMETEEE A,
2. O EFFA
0000.0000.0000 ~ ffff.FFff.

<VLAN ID>
SRR STV D VLAN ID 3% € L £,
1. ART A —ZBWEREO YA
B TE T A,
2. EORREFB
[T A—ZZIETE L) 23R LTLLIZEN,

<IP address>
BARDIPT RLAZRELET,
1. AT A —ZBREREO Y HIE
AR TEEE A,
2. DR E i
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

interface { gigabitethernet <IF#> | port-channel <Channel group#>} S$2200 S2100

interface { fastethernet <IF#> | gigabitethernet <IF#> | port-channel <Channel group#>} $S1250
S$S51240
WRBEHR SN TWDA V¥ T 2 —ARFEHRTELET,
1. AT A —Z RO WA
HIETE A,
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ip source binding

2. fEDFRE R
[RIA=ZIHRETE HE] 22 LTI LS,

L

L

e
R
=
R
=

%, I ICHEAICKBENE T,

BREARET N VEIFEKR 64 HETT, 7L, REMRCAL T 4 v I T =2 _R=ADxT N VR Z
AFTIvI L NI EEDTRRTY NV EEBX 55 EITRETEETA,

ip dhcp snooping

ip dhcp snooping vian

544



ip verify source

ip verify source

DHCP snooping /A > 7 2 77 —=H N—=2 & T, WiRT 4V F 2Lt 55 aIcsE LEd. GiR
TANE D BERSNTWRVIEEILIP T KL ALRIFEILMAC T RLADNRr v N &7 4 V23 DE6E,)

fHMOBRE - £H
ip verify source [ { port-security | mac-only } ]

RO HIR

no ip verify source

(config-if)

{ port-security | mac-only }
SR T 4 NE G ERELET,
port-security
HEETLIP T RLALEETLMAC T RLATHRY A V& &2 FEMLET,
mac-only
PEITLMAC 7 LA TR 7 4 V&2 &2 FEfi L E T,
1. KT A — 2B OYIHE
REEILIPT VAT THA T 4 V& 2 EE L ET,
2. [EOBREH
7L

L

R T A NVH ERRE LTGE, N T A T T = AR R TRBEEDMR NS D8 ME, VLAN (2
BfR7e < BETESNE T,

REMELE, TITEAICKBREIET,

1 BEHINTHAAR— b (trust R— ) T, Ko<y REFRELTWTHIHEKET /L X HEREIT )T
D

2. DHCP snooping A #ZhRHZ AR E 21T 2 %54, DHCP snooping 723 f%h7: VLAN THuiR 7 « /L & BE6E
DALY ETOTIEELEE N,
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ip verify source
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ip dhcp snooping
ip dhcp snooping vlian
ip dhcp snooping trust

ip source binding



Web
S2100

access-redirect http port

access-redirect http target

access-redirect timeout
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access-redirect http port

access-redirect http port

FrE bR AR~D Web 1815 N I RS ERE TR 95 TCP AN— MRS E2EEL £ 7,

THRORIE « BHE
access-redirect http port [<Port 1> [<Port 2>]]

LRl
no access-redirect http port

(config)

<Port 1> [<Port 2>]
FriE v AR~ Web 1815 7] R AE TR 955656 TCP AR — M &S 2 LEd, kK2 #% TH
ETEET,
2MEEET 5 & 1T/ D TCP AR — FEH L LTI,
1. AT X — 2 W O Y iE
80
2. OB ERH
0 ~ 65535

FriE Ui A~D Web 1815 I RosRREDS ENE L £8 A,

REMELE, TICEAICKBEIIET,

L

ip access-group
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access-redirect http target

access-redirect http target

T EAY A NOREdeny =2 R UICHEE LI HTTP X7y ML TO Y XA Lo MeafELET,

W DR -
access-redirect http target <URL>

LRl
no access-redirect http target

(config)

<URL>
VAL LY MED URL Z4REL £,
URL O AJNTSEEESCT (B1Z20E, "httpl/ ~ ") DHFEELTLZEW, (TR FEh) 228K L
TLEEW,)
1. BT A —ZBWEREO YA
B TEERA,
2. EOREFPH
256 LFLINOCFHITHE L T2 &0, ANARRRCTIE 37 A =X ZHRETE 5] ©

MEE DTS 2SR L T &L,
(B EH)
(config)# access-redirect http target "http://www.example.com/"

T EAYANDORFE deny =2 R VICHEY L2 v R ORBETLHRARICK LT, Web {3 A Al /R
FHEBINELET,

L

REMAELE, TICERICKBIIET,

1. BEURLZZDOEFIV XA LT M LTHEALES, HEZSCTURL v a—F 1 7 &4T-
TLEESW, RERURLEHEELTLZ I —IZ2 Y £/ A,

access-redirect http port
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access-redirect timeout

access-redirect timeout

TCP #f5it%, FREFRFRILINIC HTTP R~y FOZENET LaWEAIZ, TCP ax7 ¥ a v &0y
LR EETE L E T,

RORIE - £
access-redirect timeout <Milli seconds>

T DI BR
no access-redirect timeout

(config)

<Milli seconds>
TCP a7 v a v &Yild A% I VBN CHRELET,
1. ART A — X BRI HIE
BT EHA,
2. fEORKERH
500 ~ 8000 DT 100 D54k (2 V)

TCP a7 v a v adilrd 20X 1 T,

L

o
R
=
R
=

%, I SICHEAICKBE N E T,

2L

access-redirect http port
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switchport backup interface

switchport backup flush request transmit

switchport backup mac-address-table update exclude-vian

switchport backup mac-address-table update retransmit

switchport backup mac-address-table update transmit

switchport-backup startup-active-port-selection
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switchport backup interface

switchport backup interface

TIA=Y v FYR— N BB R UK, F7238 A4~ R URHEHRELET,

WROBIE « BH
switchport backup interface {gigabitethernet <IF#> | port-channel <Channel group#>}[ preemption
delay <Seconds>] S2200 S2100
switchport backup interface {{fastethernet | gigabitethernet} <IF#> | port-channel <Channel

group#>} [ preemption delay <Seconds>] SS1250 SS1240

RO HIER

no switchport backup interface

(config-if)

{gigabitethernet <IF#> | port-channel <Channel group#>} $2200 $S2100

{{fastethernet | gigabitethernet} <IF#> | port-channel <Channel group#>} SS1250 S$S1240
B HIVR=FERELET, Ka~vV FERETDOIR—IRT I~ UR— MRV ET, HE
TEHRAH T == AL, A =T XKy FEZEAR—- FFr XL TY,
1. AoRT A — A8 O Q) B
HIETE A,
2. fEOFRE
<IF#> . INTGA=HIIRETE HE] 2R L TIZS0,
<Channel group#> : [T A —Z|ZIETE HH] 23R TIIZEL,

preemption delay <Seconds>
BEW Y R UK, F72132 4 80 R LUREMEZRE L £
AR ET DI ETCHBEIVRL, FLEFXA UV RLBIEDERD ET,
1. BT A —ZHIEREOYHUE
M =~ | select switchport backup interface (2 X 2 FETI Y EL 7220 £,
2. [EORE
0 (B BBV EL
1~300 (B) : A~V EL

Ty« VEE L MIEY T,

L

R
Fi
=
i
=

%, TICERICKBENET,
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switchport backup interface

1. AL v FTAR= IV ) =2 LTV EXE, V7 ¥ rnbiifd s & IListening)
F721% lLearning) KREEL 72V, TITTBERFETLIZENTEERFA, TOX I RRFFFA <D R
LM% 30 UL ETRIET 2 Z L2 BRID LET,

2L
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switchport backup flush request transmit

switchport backup flush request transmit

AL v F~MACT RLAT—TAN 7 VT HERTDH7T v aflifilz L — bk EGEaRELET,

THROBRE - BH
switchport backup flush request transmit [vlan <VLAN ID>]

LRl
no switchport backup flush request transmit

(config-if)

vlan <VLAN ID>
77y ¥ a7 L— AT % VLAN Tag fE& 45 E L £ 95
1. AT A —ZEBUIREOH)HE
Untagged 7 L' —ATT7 T v v aifilfil7 L— 2 & &G LET,
2. fEOHEF
IRTA—ZITHRETE D] BB L TIIZEN,

77y vatfififlilz L—LE2FELEEA,

L

s
Rl
Tt
S
i

%, I SICHEAICKBE N E T,

1. 77 v vafifll7 L— AR ERETVLAN Tag EZFEE Lo & &1, SR — IR T 7 EAFR— D
L& b Tagged 7L —ATT7 T v a7 L—2 525G LET,
2. Kavw R, 7947V R— MIERELTIEEN,

switchport backup interface
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switchport backup mac-address-table update exclude-vian

switchport backup mac-address-table update
exclude-vilan

MAC 7 RL AT v 75— F 7 L— L EERIETR N BB 5 VLAN Z23%E L £,

THRORE « BH
switchport backup mac-address-table update exclude-vlan <VLAN ID list>

THHOHIBR

no switchport backup mac-address-table update exclude-vlan

(config-if)

<VLAN ID list>

MAC 7 RL AT v 75— h 7 L — LB ERHICHR N BRI 5 VLAN U X &R E L ET,

HEAALESRAEE, EEEXLET,

1. R8T A —FBMEEEO YA fE
B TE LA,

2. o ERGE
<VLAN ID list> O EFHIE, E£iz, HOREFMEIZOVWTIL IRTA—FITHRETELH] 25
LTSN,

TIA IR —MIEENDIEVLAN B MAC T RLAT v 77— RN 7 L—AEEORG LR £7,

L

o
R
=
R
=

%, I SICHEMAICKBENE T,

1. X405 VLAN /S5 A — 2 OBGERIEHRK 200 TF,
"4 " FRGE LTl
switchport backup mac-address-table update exclude-vlan 10-20,25-30
VLAN U 2 F % """ CHRET 54K, ETOfET2o2" v MLET,
2. A=< KX, switchport backup mac-address-table update transmit =~ > K& &4 5 Z & THE

L7 9,
3. Ra<wr R, 7794V A= FMIRELTIEEND,

switchport backup interface

switchport backup mac-address-table update transmit

555



switchport backup mac-address-table update retransmit

switchport backup mac-address-table update retransmit

MAC 7 RL AT v 75— 7 L—ADOFERMRERELET,

WROBIE « BH
switchport backup mac-address-table update retransmit <Count>

LRl
no switchport backup mac-address-table update retransmit

(config-if)

<Count>
TIA<VR=b«BH L FVR=FOYIYEZIFIZMAC 7 FLAT v 75— b7 L—ADOFXH
BEEELET,
1. AT A — X B P HIE
A TCEERE A,
2. DR E P
1~3 ([a)

MAC T RL AT v 7FF— 7L —AZEHEXELER A,

L

REMAELE, TICERICKBIIET,

1. MACT7 RL AT v 77— h 7 L—AEEHICRELEE LGAIL, ROEE & I3 4 K
LET,
2. Rz< > Fid, switchport backup mac-address-table update transmit 2~ > REHETDHZ & THR

L7 ET,
3. Ka<= U RiE, 7794~ UR—MIRELTLLEE,

switchport backup interface

switchport backup mac-address-table update transmit
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switchport backup mac-address-table update transmit

switchport backup mac-address-table update transmit

AL v F~MACT RLAT—T L EFHFRIEDLMACT RLAT v 5T — 7 L—AEEEHREL
ij—o

RO E
switchport backup mac-address-table update transmit

THH DR
no switchport backup mac-address-table update transmit

(config-if)

L

MAC 7 RLAT v 75— hr 7L —b&EELEEA,

L

%, TICERICKBENET,

R
R
=
i
=

1. Ka<wrRiE, 794U R—MIRELTIIZEN,

switchport backup interface
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switchport-backup startup-active-port-selection

switchport-backup startup-active-port-selection

558

EEEBEOT 77 ¢ 7 HR— MNEE#REEL I LET,

fEw ok E
switchport-backup startup-active-port-selection primary-only

RS
no switchport-backup startup-active-port-selection

(config)

primary-only
IHERBRC, TIA~VR— b N2TET 7T 4 TR—MIERELET,
1. AT A — 2 BUHREOH)HE
AR TEEHE A,
2. fEOHEF
primary-only

IEEEEN, YDAV R— LT 7T 4 TAR— P ORISR E LTEEL 7,

B
Rl
Tt
S
i

%, TCICERAICKBS N, TO%OEBEDFFCHEASNLET,

1. Kar 74 7v—ya  EHBRLTY, EEEBFEOT 77 ¢ 7R — FEEBRENEEL TWET v 7
VoI R—HNE, TI9A4AVR— IRV I T T THETTIT 47 R — FBREVDRREIZ/R D £,
2. WEEEBEFOT 7 T 4 TR — NETEHRENEEL TWET v 7V 7 R— KT, 777 4 7K— MNEE
FBEREDMEBR SN D RIFITRD LB Y TY,
e TIA~IKR—b DV I T T
o & 1~ > K select switchport backup interface T7 27 7 4 7R — b at®h XU R— MUY X

L



10

IEEE 802.3ah/UDLD

efmoam active

efmoam disable

efmoam udld-detection-count
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efmoam active

efmoam active

THROBRE - BH
efmoam active [udld]

E o Bk

no efmoam active

(config-if)

udid
Wik — % IEEE802.3ah/UDLD HEREDREARAR— R & L, A MY v 7 EERBEELZ AL
T
1. AKo8T 2 —Z B O W
BEA— b TEHAHTMY v 7 EERIIBEEZITTOER A,
2. fEORKERRH
L

YA — MIA MY 7 EEREZ{TH72\\ T, Passive T— R CTEIEL 7,

BEREA 2T L7oRER, WIMRFES 2 M L7258, Mi%A— b % inactive IREE L £,

REMAELE, TICERICKBIIET,

1 R SNIZRTTOR—FTudld 3T A —ZBHRESNRWVIGE, AEETOY 7 EERHZH)
HILENTEEREA,

L
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efmoam disable

efmoam disable

HEE & LT IEEE 802.3ah/OAM #EE2 AT 2 0T 202 ELE T,
IEEE 802.3ah/OAM FERE % NI 5% E T 554, efmoam disable =~ FZFEL T,
IEEE 802.3ah/OAM H&EEZ FFOVEIIIC T 5854, no efmoam disable =< > RARE LT,

Passive E— R TI%, Active E— 75D OAMPDU D3{E 2 2SI HE S mE 2 2 BE LE T,

T DR E
efmoam disable

H o Bk

no efmoam disable

(config)

L

IEEE 802.3ah/OAM HERENENE L £ 9,

L

s
A
m
R
=

%, TICERICBENET,

L

L
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efmoam udld-detection-count

efmoam udld-detection-count

IEEE802.3ah/UDLD #REDEEIR 47~ F Tdh D OAMPDU DISE S A LT 7 M RFAE LA, EE
LT oM ERELET,

HHMORE « 2258
efmoam udld-detection-count <Count>

RO HIFR

no efmoam udld-detection-count

(config)

<Count>
OAMPDU DIEEX A L7 U bR RSN DHEIT, BERROEE & W 582 %E LET, H
BT LRI 3R — R & inactive IREEE L E T,
1. AKo8T A —ZHRERE O W
B TEEHE A,
2. fEOKEFH
3~ 300 (&)

ISEZ A LT NHEIWEEGE 30 [ECERE S hvE T,

L

REMELE, T ITEAICKBREIET,

1 EL VSV EEERET D L, AR 7 EEZBBRETIBEhNRH D £,

L
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storm-control
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storm-control

storm-control

FEI#ROA h—ba v ba— R R E L E T, AR, REEBRZETI 7T vT 4 v IR 7 L—
REL, 70— FXF Y A MR P—LRERRAE LT L XICBEEBRIZ 7T T 4 LV TRSRT
LV— L EREETAHZLT, Xy NV BIOAREBOANRE FIFHZ ENTEET,

LOEEE

Ab—Lz LIz ST OBEZEETE £,

1

ZREZ7L—2BOA b—omHEE (RREE), A N—ABEBE, WEGIRE (TR
KGR — N DO, EHIEZET L—L0RERIR
it 2 1 R AR R s A e R

SNMP Trap OFITPEH = 7 O )

WOBTE « AH

storm-control broadcast level pps <Packet/s 1> [ <Packet/s 2> ]
storm-control multicast level pps <Packet/s 1> [ <Packet/s 2> ]
storm-control unicast level pps <Packet/s 1> [ <Packet/s 2> ]
storm-control action { inactivate | filter }

storm-control action trap

storm-control action log

storm-control filter-broadcast <Packet/s>

storm-control filter-multicast <Packet/s>

storm-control filter-unicast <Packet/s>

storm-control filter-recovery-time <Seconds>

(EEL2LEIZS

no storm-control broadcast

no storm-control multicast

no storm-control unicast

no storm-control action { inactivate | filter}
no storm-control action trap

no storm-control action log

no storm-control filter-broadcast

no storm-control filter-multicast

no storm-control filter-unicast

no storm-control filter-recovery-time

(config-if)

broadcast

Ta—R¥y A NI L —A%AM—Aar ba—LORRIZLET,
1. AT A —H B PIHIE
A h—bhar bu—iEREEHRTE LEE A,

multicast
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1. AR T A — 5 B O YIHE



storm-control

A h—bar ba—IEREEHRELEE A,

unicast
A=ZF Y A NI T T 4T T =B A =Ly ba—LOFRIZLET,
1. AXF A — 2 EMEREO Y HIE
A h—barvho—/UERERE LET A,

level pps <Packet/s 1> [ <Packet/s 2> ]
<Packet/s 1> : A h—LA = hB— LEZ{TIZFET L— LD A b — L HEE (EIREE) 25%E

LT, A h—LBHBIEE @27 L— M3BER L ET, 0 2R LB, MHRLTo71L—
DETCHERLET,
<Packetls 2> : A h— AMRAE LTz, A h—ASEE LTz & MBI B (2 F— AEERIE) &
ELET, BMTHE, A - AEERIEA F— SR EEIECEIEL £,
1. AR/ST A — 5 BRSO YIS

B TE EH A,

2. (EOFRE R
0 ~ 10000000 (A k—2AEfEEIX, A b—2BRHBMEU FOMEZRE L T ZEWN)

action { inactivate | filter }

A N—ADORLEERH L L EOBEEZREL LT,

inactivate
KGR — N % inactive IREEIC L £9, HEBFR— MR F ¥ XA L—TZFR L TV A4,
F X FNTN—TIZHR L TV A LR — k% inactive IRFEIC L £3, AT A—FEZFHEL, A
h— L D3EZ R L TR — b % inactive JREEIC T 25 & &1L, action log D% EICBRZR L 43
A=Y %MITHOT, action log DR EIXAETY, SNMP trap O 3171d action trap @
BREIHENET,

filter
KRR — I EZETI 7V —LZ2HERRLET, IRF— B3 F ¥ XV —T TR LT
WHHATYH, MRA—NETEFIRLET,

1. ART A —ZBREREOYIHIE
A b= LOREEZRIE LSS, A M- ARHBEZ 82727 L — ADBERELT 21T, R— D
REBITEFE L EEA,

2. EOBREHPH
inactivate % 7213 filter

action trap
A h—AOFAE, KiEERE L7EEEIZ, SNMP trap #3817 LE 7,

1. AT A — 2 BWEREO Y HE
A b —AOFELZRME LT25E, SNMP trap 133817 L EE A,

action log
A M= LOFA, BEEERE LI2GE, EAr A LET,
1. ART A — 2B WO Y E
A b= LDORAEERH LSS, Elr 72 LEEA,

filter-broadcast <Packet/s>
Ta—R¥y A N7 L —LERERIRT D L &I, FHTL 7 — REr 2 b7 L—2HOH IR
fE (FIREME) ZRELET, MEGIREZEX -7 L —A3EELET, 0 2RELI-EAE, xt

LT T L — LT NTHERELET,
1. KT A —Z B WO W) BHE
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storm-control

566

MEHIIRE, 70— ¥y 2 M7 =LA XTHEELET,
2. fEORBERPH
0 ~ 10000000

filter-multicast <Packet/s>

AT F Y AN T L AERHRHIRT S & X0, kT A AT F v R R T L— AR F R
(FIREME) 2R ELET, WEHRMELZBZ- 7L —MIEELET, 0 2R EL-SEAIE, d5e
FTHTL—NETRCEELET,
1. ARXT A —Z BRI O Y

TEMIREE, <L FX¥ A7 L —L%T_CHEELET,
2. D E i

0 ~ 10000000

filter-unicast <Packet/s>

=X Y ARNT T T 4 77— LERERRT S L X, P T A =Y A NTT T4 T T
LU — A F oy aEGIRE (NREME) 2% E L ET, WaEHIRME (NREME) 2877 L— AI3BEE
LET, 0ZRELEGAIL, ML T57 0 — 22T _XCHEELET,
1. R8T 2 — 2 HMERE O I

MEHIRE, 2=X YA NI T T 4 77— BT RTHEELET,
2. DR E P

0 ~ 10000000

filter-recovery-time <Seconds>

A M—LEHRH LU THRERREZB L, ZET L — 2502 h—ARIEBIELL TR > TH bR
(R % fRBRT 2 £ CORR (FEEHIBRARREARRER) 23 E LET,
1. R8T X — 2 HMERE O PIHE
WMIHMEIL 18T,
2. fEOHER
1~30 (B)

2L

L

REMEER, T IEMICKmSNET,

1. Ab—Lhzary br—VE3ZE7 V=2 TH#E S, 7 —2RITERLEEA,
2. ZIF7 V=LA b—LRHBEEZ B HE, flE7 L—AbERSNET, LERHIET L — A0

BIRINLWEIIZTH-0121E, M/NSUVMEZRE LRV T E S0,

. storm-control action TXE L7-8i{EIX, 287 L — A% storm-control broadcast, storm-control

multicast F 7- 1% storm-control unicast TRE L7 A h—2MHREAL B2 5512 A h— L0 &
L, Ab—2BHRZRICZET7 L—280B A b—2BHEEEZ THER-7- & ZIZA b—20FHE Lz & HE
LET, A b—2BHBIMEEZZRE L TWRWIEA L storm-control action TERE L7-BIENEITEINE
A,

4. storm-control action inactivate Z#%/E L, A b—2A%ZKHE L TKR— k2 inactive IREE L 72 > 7254,



storm-control

AR— k% active JREEIZT A= DIITEH =~ K activate ZEH LE9, £/, A b—2Z2HHLE

EXIZAR— MW inactive (RIEL 720, T L —ARZE LR RDHDT, A M —LOKENPRHITE 7
<7y ET,

5. SNMP Trap #9544, snmp-server host =~ > KT Trap DEEHLIP T KL Rk
"storm-control” ZEXE L CHBL LERH Y 7,

snmp-server host
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L2

loop-detection

loop-detection auto-restore-time

loop-detection enable

loop-detection hold-time

loop-detection interval-time

loop-detection threshold
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loop-detection

loop-detection

L2 L— R DR — MR EZRE L E T,

W ORI - B
loop-detection { send-inact-port | send-port | uplink-port | exception-port }

LRl S
no loop-detection

(config-if)

{ send-inact-port | send-port | uplink-port | exception-port }

send-inact-port
BEEEHERN— MIRELET, L2AV—7HRA7 L—LzXE L, AEENLD L2 V—THK
M7V —LE%ETHE, vl LA— FNEMHIELET,
send-port
BEEER—MIEELET, L2L—FRI7 L —L%2%EL, HEBENLO L2 L—FHRin~
L—A%&ZETHE, vk LET,
uplink-port
Ty R—=MIRELET, L2 V=77 L—A3RE LEEA, BEBENLO L2
N—TF7 L—Lb5kZETH L, 7b—sFELTrI7EHALET, 7L —LEELOR—
FFERIREIEIEPHZER — P OGEIE, FEIXR— FEHAZELET,
exception-port
L2 L— 7R RO R — MR EL T, L2 v — 77 L— L% ZE L ThMbEIfELIT
A,
1. AT A —Z B OYIHIE
HIETE A,
2. fEORE
send-inact-port, send-port, uplink-port, exception-port

BHAR—RE LTEWELE T, L2AV—7RHRaN7 L—ATEELRWVWT, BEENSO L2 V— M7
L—A%ZETDE, v/ LET,

2L

%, TICERICKBENET,

R
Fi
=
i
=

1. A= FMEMOEEIZ LT, FilOWHRNRZ V7 ShET,

570



loop-detection

o R— MNAZEE TO L2 L—FHanEk
o R— FHZENS HEEIRE TORH

2. R—FMEMNEZEELTH, F—hTLD L2 NAV—THNT7 L — LA EZEORFERITZ VT LEREA,

loop-detection enable

571



loop-detection auto-restore-time

loop-detection auto-restore-time

PAZE L 7oA — M &, BBEIIIC active IREBIZ T D A3 E L £ 9,

W ORI - B
loop-detection auto-restore-time <Seconds>

Tl O HIR
no loop-detection auto-restore-time

(config)

<Seconds>
FZE L7-A— b %, HBINIC active IREEICT DI 2 W HAL TROE L £,
1. RoXT 2 — 2 HMERE O I
AT EHA,
2. DR E P
60 ~ 86400 ()

BHZE L 72K — M H BRI active JREEIZR 0 8 A

REMEHTR, T <IERICKBENET,

1. Kavr FERELTIREBTNRI A—F 2EH LG, BEINIC active IREBIZ 72 5 £ TOFRF HIRFH
D> TR, RO A W7o A 7 VT Lich Lz, BREOEISEIKBSNET,

loop-detection enable
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loop-detection enable

loop-detection enable

L2 L—THmE A LE T,

WO E
loop-detection enable

T O HIBR
no loop-detection enable

(config)

L

L2 v— a3 s,

L

REMELE, TITHEAICKBREIET,

L

L
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loop-detection hold-time

loop-detection hold-time

2

“— FEAZEE TO L2 V— T RN O SRR 2 BOE L £

BRICL2 V=TT L— L% 5%, L2 V—TRM7 L— %55 LW CHRERE 2 08 L=
, FOR—FTHREBLTWE L2 VL —TfEEEsE 27 ) 7 LET,

o> Sm

THRORE « BH
loop-detection hold-time <Seconds>

T OHIBR

no loop-detection hold-time

(config)

<Seconds>
L2 b— 7 RRAEE O REFRE R 2 B BN CRIEL 7
1. BT A —ZHIEREOYIHUE
A TEERE A,
2. {EDFR E i
1~ 86400 ()

L2 v— Tl ks Lt £97

2L

REMEE, T ITEAICKBREIET,

1. Ko< RERELERETRTI A—ZEET LA, L2 L —7 AR OMERER-~RNE-> Thh
I, RO ZW-oT2AZ VT Lizdb e, ZHEEORERNERICKM S E T,

loop-detection enable
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loop-detection interval-time

loop-detection interval-time

L2 V=TT L— AORGERFEERELE T,

W DR -
loop-detection interval-time <Seconds>

5o Bk

no loop-detection interval-time

(config)

<Seconds>
L2 V—T a7 L— LA ERRE B TRIELE T,
1. RRT A —ZHIEREOYIHE
AR TEEE A,
2. (B F E &
1~3600 (F)

L2 L— e 7 L — A OEEMIBIE 10 BT,

REMEHR, T IERICKBRENET,

2L

loop-detection enable
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loop-detection threshold

loop-detection threshold

A— FAEETO L2 V—7RREEEEZ R E LE T, REAEEBERERILL L 2ol h, A— &
%Lij—o

fHMOBRE - £H
loop-detection threshold <Count>

RO HIFR

no loop-detection threshold

(config)

<Count>
R— P 2HETLETO L2 L—FHREERERELET,
1. AKo8T 2 — Z B O W
BT EHA,
2. fEORKERRH
1 ~ 10000

R—FHAEETO L2 V—7 BRI 11220 9,

L

REMEFE, TICERICKBEIIET,

1. Ko<= RERELERETRI A—FZEET LSS, L2V —7BaE 2 5E L Tuviu, B
E¥AE -T2 A 7 )T Lizdh &L, BEREZLOENERICKM I ET,

loop-detection enable
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CFM

domain name

ethernet cfm cc alarm-priority

ethernet cfm cc alarm-reset-time

ethernet cfm cc alarm-start-time

ethernet cfm cc enable

ethernet cfm cc interval

ethernet cfm domain

ethernet cfm enable global

ethernet cfm enable interface

ethernet cfm mep

ethernet cfm mip

ma name

ma vlan-group
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domain name

domain name

578

M RAA THEMT 28 ERELET,

WHORE - 20

domain name {no-present | str <Strings> | dns <Name> | mac <MAC> <ID>}

H OBk

no domain name

(config-ether-cfm)

{no-present | str <Strings> | dns <Name> | mac <MAC> <ID>}

RAA R T DNRNTA—F ZRELET,

no-present

KoRT A =2 ZRETHIE, CCM HN® Maintenance Domain Name 7 ¢ —/L RIZfEf Sh £
/Vo

str <Strings>

RAA 5% 43 SCFUNDCFFITREL T TEE 0,

dns <Name>

RAAL R RAL R =LY =" F 2 LET,

mac <MAC> <ID>

RAA EHFRZMAC 7 RLAE 254 v ID ZEHR L ET,

1. AT A —Z B MR O Y1 E

B TE A,

2. fEOBEHF

<Strings> 121%, 43 XFLINOILFFH|ITRE L T 2 &0, HEFRRRIFICONTIX 37
A—ZIZHETEDLMH) © HEEOXLFS 23R LTI ZE0,

<Name> |Z1%, FA % 63 LFLANOILFFNITHE L T IV, fEEERSIFIT N T
[T A—ZIZHRETX D] 2L TS0,

<MAC> |Z1% 0000.0000.0000 ~ feff.ffff.ffff DEZZELET, 7272L, v L FF¥ A2~ MACT
KL A (BHEANA FOKR FLE Y b3 1DOT7 KL R) IR ETEEHA,

<ID> 213 0 ~ 65535 DA% E L £,

no-present TEIEL £,

L

o
R
=
R
=

%, I SICHEAICKBENE T,



domain name

L

ethernet cfm domain

579



ethernet cfm cc alarm-priority

ethernet cfm cc alarm-priority

CC THitHT 2ME L~V E2RELET,

BRIE LT T A—Z L EOREE L~ LRSI TY,

THMORE « BH
ethernet cfm cc level <Level> ma <No.> alarm-priority <Priority>

THH DR
no ethernet cfm cc level <Level> ma <No.> alarm-priority

(config)

level <Level>
ethernet cfm domain =2~ > R CREFEHD FAL LAV ERELET,
1. RRT A —ZHMEREOPIHE
B TEFEREA,
2. fEOEFH
0~7

ma <No.>
ma 2~ RTREFHD MAHIIESEZHEELET, maname 2+ KT, MA O4FRE SUFHIE
72l VLAN ID THEL T2 HETH, MARRIE S ZHELET,
1. AT A—ZBMERF O HE
B TEEE A,
2. E O FR E i B
0 ~ 65535

alarm-priority <Priority>
CC TSR L R 2 B BIBMNWEE L~V ERELET,
1. AT A —Z B O Y
B TEETEA,
2. [EORBE
0~5
CC TN T DREE L~V LEENEEZRORITRLET,

32-1 CC
5 DefXconCCM OtherCCM RAA Y, MADRZS CCM 255 L7
4 DefErrorCCM ErrorCCM MEP ID %72 13%ERHIBR2 > T % CCM Z52{5 L7z
3 DefRemoteCCM Timeout CCM 2%ZfE L et
2 DefMACstatus PortState FMEEOR— PRIEE TERVREIC o7
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ethernet cfm cc alarm-priority

1 DefRDICCM RDI PR @& O CCM %2315 L7z
Remote Defect Indication

0 none - B A B LA

L ~L 2 DL B2 L £,

L

REMAELE, TICERICKBEIIET,

L

ethernet cfm domain
ma name

ma vlan-group
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ethernet cfm cc alarm-reset-time

ethernet cfm cc alarm-reset-time

582

CC Tuifie L THEZMINT 25512, Bt & 22 d IR E230E LEd, MEEREK, Aa<vr FTR
FE LR RIS LIcmE I EmRb e 272 L, BT v 73l L £ A,

L, BEREHLTOSEE LNV ED bEWEEZRIE LS8 N7 vy V2@ L £,

THRORE - AR
ethernet cfm cc level <Level> ma <No.> alarm-reset-time <Time>

THHOHIBR

no ethernet cfm cc level <Level> ma <No.> alarm-reset-time

(config)

level <Level>
ethernet cfm domain =2~ R CREFEHD KA AL LV EIEELET,
1. BT A —ZHIEREOYHIE
B CEEREA,
2. {EDFR E i
0~7

ma <No.>
ma name 2~ > K% 7213 mavlan-group 2~ KN CTREFAD MABBIESZEE LEYT, ma
name =< KT, MA ODAFREICFHIETZILVLAN ID THEE L TWAHETH, MARSIE S 215
ELET,
1. RoXT A — 2 HMEREO I
AR TEERE A,
2. EOFR
0 ~ 65535

alarm-reset-time <Time>
FEEA R & AT TORMERELET,
1. AT A — 2 B O H)HE
HIETEERE A,
2. B O FR E i B
2500 ~ 10000 OfE T 100 D5 (2 VD)

PR & A 722 BERTIZ 10000 2 U BT,

2L

REMELE, TITEAICKBEIET,



ethernet cfm cc alarm-reset-time

1. EfZL~rdd MA Z T~V D MAIZE ERWGE, BREAMICRIGENH Y 7,

ethernet cfm domain

ma name

ma vlan-group
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ethernet cfm cc alarm-start-time

ethernet cfm cc alarm-start-time

CC THEEZHRELTILD I v F2BAT 5 E TORMZRELET,

W ORI - B
ethernet cfm cc level <Level> ma <No.> alarm-start-time <Time>

E o Bk

no ethernet cfm cc level <Level> ma <No.> alarm-start-time

(config)

level <Level>
ethernet cfm domain =~ R CEREFEHD KA AL LV EIEELET,
1. A3T A — X B P HIE
AT EHA,
2. fEORERPH
0~7

ma <No.>
ma name 2~ > FE 721X mavlan-group 2~ R CREF D MA #INEZEHE LTI, ma
name =< KT, MA OL#HZILTHNEZIZTVLANID THEL TWAHATH, MAMSIE - &5
ELET,
1. AT A —ZEWREO ) HIE
A TCEERE A,
2. fEOREHH
0 ~ 65535

alarm-start-time <Time>
BEEAZRHLTHD M7y 7a@mT 5 TORMERELET,
1. AT A — X BRI HIE
AT EHA,
2. fEOREHRH
2500 ~ 10000 DT 100 OfF%E (2 VD)

BEEZBREL T b v 72BN 5 £ TORRIZ 2500 2 U BT,

L

R
Fi
=
i
=

%, TICERICKBENET,
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ethernet cfm cc alarm-start-time

L

ethernet cfm domain
ma name

ma vlan-group
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ethernet cfm cc enable

ethernet cfm cc enable

RAA L TCCEMEMTD MAZRELET,

ethernet cfm mep =~ > RRREFHDHEA, LUK — M H CCM OEELELET,

TR O E
ethernet cfm cc level <Level> ma <No.> enable

i DI Br
no ethernet cfm cc level <Level> ma <No.> enable

(config)

level <Level>
ethernet cfm domain 2~ > R CTREFEHD FAL LV ERELET,
1. ART A — 2B PIHIE
B TEEHE A,
2. fEOFKERH
0~7

ma <No.>
ma name 2~ > K ¥ 721X mavlan-group 22~ R CREFAD MAHHIESEHTLET, ma
name 2~ KT, MA ODAFEIFHNIEILVLAN ID THRE L TWAHETEH, MAMRIE S % H
ELET,
1. BT A —ZHIEREOYIHUE
B CEFEREA,
2. {EDFR E i
0 ~ 65535

CCIT L DM AT L EH A,

2L

REMELE, TITEAICKBEIET,

L

ethernet cfm domain

ma name
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ethernet cfm cc enable

ma vlan-group
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ethernet cfm cc interval

ethernet cfm cc interval

%4 MA © CCM #EHIREZZRELET,

THRORIE « BHE
ethernet cfm cc level <Level> ma <No.> interval {1s | 10s | 1min | 10min}

fEE# O HI

no ethernet cfm cc level <Level> ma <No.> interval

(config)

level <Level>
ethernet cfm domain =~ R CEREFEHD KA AL LV EIEELET,
1. A3T A — X B P HIE
AT EHA,
2. (B0 F% i
0~7

ma <No.>
ma name 2~ > FE 721X mavlan-group 2~ R CREF D MA #INEZEHE LTI, ma
name 2 KT, MA ODA4FEILFHIEZILVLAN ID THEE L TWAHATH, MARMIIES &1
ELET,
1. AT A —ZEWREO ) HIE
A TCEERE A,
2. [EOBE
0 ~ 65535

interval {1s | 10s | 1min | 10min}
CCM HERIREREL £,

1s
CCM EfEMikE%E 1 IR E L ET,

10s

CCM %ERIMEE 10 IR E L E 7,
1min

CCM %GR E 1 oI E LE T,
10min

CCM %/ERIME%E 10 MR E L 7,
1. RRT A —ZHMEREOYIHE

B TEFEREA,
2. fEOFEHPH

1s, 10s, 1min, 10min
3. AT A —HFEHRFOEEFH

ANRTGA—BZDEET 7 4V MELVIEWEICERET S &, EEO CPUIRENSEATIREIZRY
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WEIENH D WREMEN H Y £,

CCM =(E @I 1min TY,

2L

ROEEARR, T ICEMICKmSNET,

ethernet cfm domain
ma name

ma vlan-group

ethernet cfm cc interval
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ethernet cfm domain

ethernet cfm domain

RAALVERELET, Aa<r RETT, RAAL VAR, MA ZRET 5 config-ether-cfm £ — Rick
ITLET,

THHDOFRE
ethernet cfm domain level <Level> [direction-up]

T DI BR
no ethernet cfm domain level <Level>

(config)
level <Level>
RAAL L~V ERELET,
1. AT A — B O P HNE
BT EHA,
2. O EHIPH
0~7
direction-up

ethernet cfm mep =~ KT up / down ZI/REYIZEE L TOWRWES, RRITA—FERETNH
X, Up MEP CTEIfEL £7°,
1. AT A —ZEWREOH)HIE
Down MEP TEIfE L £7°,
2. fEORE P
2L
3. AT A — SRR OEEFIHE
ARNRTA—ZFERTEE A, BEELEWVERIE, WolcAigia~y Rl L THrbBRE

LTLZZEN,
2L
L
REEEER, T ITERICKBENET,

1 Ravr RCRELIZ KA EROa~<y RTRIBLTWAEE, Ko~y RFHIBRTE 8 A,
* ethernet cfm cc enable
e ethernet cfm mep
¢ ethernet cfm mip
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ethernet cfm domain

L
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ethernet cfm enable global

ethernet cfm enable global

CFM =Blta L £,

THHR DR E
ethernet cfm enable

o Bk

no ethernet cfm enable

(config)

L

EZPDCFM D a~ 2 REHRELTWTY, CEFMIZEMEL 8 A,

L

REMELE, T ITEAICKBRENET,

L

L
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ethernet cfm enable interface

ethernet cfm enable interface

no ethernet cfm enable R EMRFIZ, YR — M T LR — FF ¥ R/ T, CFM PDU %52 {5 {LHE & 15
IRIREEIC L ET,

R

RO E
no ethernet cfm enable

TEH D HIR
ethernet cfm enable

(config-if)

L

CFM PDU #%f5C& £7,

L

R
R
=
i
=

%, TICERICBENET,

1. Ra<x R, FY¥RrAVITNA—TIRELIZA =Ry U X 72— A L CRETEEHA, £
77, Ra<w  RIHBEELEA—T Ry b HT72—R, FYyR3NVITNV—TICRETEEH A, Ko
<~V RiE, YAV Ry M F T2 —RADOFETER— b TF ¥ RN A U Z 72— A LTHEL T
<&V,

L
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ethernet cfm mep

ethernet cfm mep

CFM T2 MEP 2 E L E£7,

=3 U=
{5 DR E
ethernet cfm mep level <Level> ma <No.> mep-id <MEPID> [{down | up}]

Tl O HIR
no ethernet cfm mep level <Level> ma <No.> mep-id <MEPID>

(config-if)

level <Level>
ethernet cfm domain =~ R CEREFEHD KA AL LV EIEELET,
1. A3T A — X B P HIE
AT EHA,
2. fEORERPH
0~7

ma <No.>
ma name =~ > K £ 7213 mavlan-group =~ R CTREHFHD MA#IE ST EZRE L £,
1. BT A —ZHIEREOYHUE
B CEEHA,
2. {EDFR E i
0 ~ 65535

mep-id <MEPID>

MEP ID Z3&EL £ 7

1. AT A —ZEWREO Y HIE
BIETEFEE A,

2. fEOFRE
1~8191

3. AT A =L RO EEFE
MAWNTa2=—7 fEEZHE L T IZEWN,

{down | up}
RAA v DFmEREELET,

down

up
MEP %, U L—f| CGEEONANZHITT) R4 L2 Up MEP ICREL £7,
1. R8T 2 — 2RO I
ethernet cfm domain =2~ > K C direction-up 23i%/E SN TV 54, Up MEP TEIfEL £9°, &%
EINTWeWs, Down MEP TEIEL £,
2. fEDFEHH
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ethernet cfm mep

down E7-i% up

3. ANRT A —H RO EEFH
ANGA—=ZFIERTEET AL, EETIEHAE, WoltARar 747 L—va EHIRL TR
LEFHEL T IZEN,

L

2L

REMELE, T ITEAICKBREIET,

=

[Fl—A > % 7 =—AIZ, ethernetcfm mip =~ > RAHRE SN TWBHHE, ethernet cfm mip =<
REALED RAAL v L~ULEESETEX E0 A,

2. Rav U N, F¥RrVITN—TIHEE LA — TRy b U F T2 —ATH L THETEET A, F
72, Ra<wr RIEELIEA—Y Ry hA v 27 2—AF, FyRrxNIIL—TICRETEEEAL, Az
~ VU RIE, BEA— Ry M E T 2= ADRTHR—FF XY RN A U Z T 2 —ATH L TREL T
TSV,

ethernet cfm domain

595



ethernet cfm mip

ethernet cfm mip

596

CFM T2 MIP 232 €L £,

OB E
ethernet cfm mip level <Level>

E o Bk

no ethernet cfm mip level <Level>

(config-if)

level <Level>
ethernet cfm domain =~ R CEREFEHD KA AL LV EIEELET,
1. A3T A — X B P HIE
AT EHA,
2. fEORERPH
0~7

2L

L

5
&t
&=
Rt
S

%, I SICHEAICKBE N E T,

1. Fl—A &7 x—2R|Z, ethernetcfm mep =~ RRHRE SN TV DA,
RFELFD RAAL U L-ULIIIRETE /A,

2. Ka<wrRiE, FY¥RAVITA—FITHELIZA—V Xy hA U F T =2—RTH LT
7, Ko<y RITEELEA =Y Ry MMy X T 2—RE, FY¥RrAITNA—TICRECEEHA, A
<~V R, BEUA VXY M F T 2= RADETDHR—FF ¥ A o H T 2 — AR LTEHELT

<TEEVY,

ethernet cfm domain

ethernet cfm mep =2~ >~

RETEETA, F



ma name

ma name

M RAA L THAT 2 MADATREREL T

W DR -
ma <No.> name {str <Strings> | vlan <VLAN ID>}

5o Bk

no ma <No.> name

(config-ether-cfm)

<No.>
MAFBRIE G EZRELET,
1. AKRT A —ZBUEREOHIHE
AR TEEE A,
2. EOBE M
0 ~ 65535

{str <Strings> | vlan <VLAN ID>}
MA D&% CFFE 721X VLAN ID THE L £,

str <Strings>
MA DA FRIT <Strings> THRET 2 XFFN & EH L £ 7,

vlan <VLAN ID>
MA DA PRI <VLAN ID> THET 5 VLAN ID A L £ 97,
1. ART A —ZBUEREO Y HE
AR TEEE A,
2. DR E L
<Strings> 1Z1%, 45 XFLINOILFF|TRE L TL 2 &V, FEFGERLTFITONTIX /37
A—ZIHETEDME] © HEEOXFHI 2L T ZI0,
<VLAN ID> {Z1F, 1~ 4094 Oz EL £,
3. AT A — 2RO EFEE
- domain name =~ > KC, no-present LISt D /3T A —X Z4RE L TV H4E, <Strings> T 44
LFEU EOCFINEARET D &, 44 U5 H O SCF11Z CCM N o Short MA Name 7 ¢ — /L
Nz S ET A,
< [Jl— R A A N TRIEFHD <Strings> £721% <VLAN ID> [ TFEETE £¥ A,

MA DA FRZIE, mavlan-group =< > Ko <No.> ZEH L £,

2L
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ma name

%, TICERICBENET,

R
Fi
=
i
=

L

ethernet cfm domain

598



ma vlan-group

ma vlan-group

M RNAAL U TMFEHT S MAICFTET S VLAN 23 E L1,

W DR -
ma <No.> vlan-group <VLAN ID List> [primary-vlan <VLAN ID>]

H o Bk

no ma <No.> vlan-group

(config-ether-cfm)

<No.>
MAFBRIE G EZRELET,
1. AKRT A —ZBUEREOHIHE
AR TEEE A,
2. EOBE M
0 ~ 65535

<VLAN ID List>
MO MA THEAT 5 VLAN 23 E L E T,
1. RoRT X —Z RO YIHIE
EWETEET A,
2. B ERE
<VLAN ID List> D& 5L, £z, EOREHMIAIZONTL INNT XA —FIIBETE HE) &5
LTSN,

primary-vlian <VLAN ID>

%MD MA TCFMPDU #%ET 5 L X ICMT 57514~V VLAN #RELET,

1. AT A — 2 EREREOYIHIE
vlan-group <VLAN ID List> THEE L7 VLAN U 2 hOHN G, HEDOVLAN BT T4 <
VLAN & LTSN ET,

2. EOREHH
1~ 4094

3. AT A — 2R OEEFIHA
vlan-group <VLAN ID List> TH§& L7 VLAN ID Z$5E L T 2 &,

L

L

REMAELE, TICERICKBEIIET,
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ma vlan-group

L

ethernet cfm domain
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SNMP

hostname

rmon alarm

rmon collection history

rmon event

snmp-server community

snmp-server contact

snmp-server host

snmp-server location

snmp-server traps

snmp trap link-status
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hostname

hostname

ALEE OB 2 BE L ET,

W DR -
hostname <Name>

H OBk

no hostname

(config)

<Name>
AIEEOHFHMNAFH T, BHTIX Y hT—INTa=— RAHEREL T EEW, ZoFERIT,
SNMP < 3% — ¥ /b System 7 /b—7? [sysName] DL FTRIWEHE S Z L TR TE £,
AT A —4 T RFC1213 @ sysName (25t L £,
1. RRT A —ZHMEREOYIHE
B CTEEREA,
2. fEOFRE
60 LFLUND LFHTHE L T EEN, BEARERLFICONTIE [T A—-Z|dgETE D
) O EEOXFS| 23R L TIIZE,

HTR BRI 3R 4 PR DS R E T

2L

REMELE, TITEAICKBEIET,

1. SNMP ~3®—Y ¥ 5 name, contact, location O1E# % 2T 584, snmp-server community =
~ 2 R TSNMP = 32— ¢ ORGP LE T,

snmp-server Community
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rmon alarm

rmon alarm

RMON (RFC1757) 77— A —7OHESR 2R ELET, Aa~<w FTiIRK128 = b &2F%
ETEET,

THMORE « BHE
rmon alarm <Number> <Variable> <Interval> {delta | absolute} rising-threshold <Value>
rising-event-index <Event#> falling-threshold <Value> falling-event-index <Event#> [owner
<Owner string>] [ startup-alarm { rising-falling | rising | falling } ]

RO HIER

no rmon alarm <Number>

(config)

<Number>
RMON 7 7 — A 7 L — 7 OfilEIIE RO @S &5 2R E LE T, A37 A —Z X RFCL1757 ®
alarmlndex (2%t L ¥ 97,
1. AT A — BRI fE

BT EHA,
2. fED E
1~ 65535
<Variable>

BT = > 7 %975 MIB DA 7Y =7 Nl TA2RELET, AT XA —H [T RFC1757 ®
alarmVariable (2%t L E 97,
1. AT A — BRI fE
B TE LA,
2. B ERGE
Fy MEXTMIB DA T Vo7 Nl 2 X707 +— b (") THATHELEY, mKA63 LT
TTROREARER T TV =7 FNEIITF 7 TER T,
7ed, ANJILFHNZ, I, BLOE U AR () UAORERIFIN 2 & WAL, ¥ 70
T —bF (") CHERITHOANTEET,
o FTVxT M4
[#33-1 alarm Bt ROA4 7 V=7 MRBIFRERE] 22 L T EE0,
o A UAR VAT
[ 33-1 alarm B ROA 7 V=7 NlBl7-3EHPE) WD x 131 VA ¥ U AKFT,
MIB @ ifindex Z3&E L £9, iflndex OFPFHIZHOWTIE, TMIBL 77 LA BB LTL

k=AAN
33-1 alarm
SNMP
ifInOctets.x 1.3.6.1.2.1.2.2.1.10.x
ifInUcastPkts.x 1.3.6.1.2.1.2.2.1.11.x
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rmon alarm

SNMP

ifInNUcastPkts.x

1.3.6.1.2.1.2.2.1.12.xX

ifiInDiscards.x

1.3.6.1.2.1.2.2.1.13.x

ifInErrors.x

1.3.6.1.2.1.2.2.1.14.x

iflnUnknownProtos.x

1.3.6.1.2.1.2.2.1.15.X

ifOutOctets.x

1.3.6.1.2.1.2.2.1.16.x

ifOutUcastPkts.x

1.3.6.1.2.1.2.2.1.17.x

ifOutNUcastPkts.x

1.3.6.1.2.1.2.2.1.18.xX

ifOutDiscards.x

1.3.6.1.2.1.2.2.1.19.x

ifOutErrors.x

1.3.6.1.2.1.2.2.1.20.x

etherStatsDropEvents.x

1.3.6.1.2.1.16.1.1.1.3.x

etherStatsOctets.x

1.3.6.1.2.1.16.1.1.1.4.x

etherStatsPkts.x

1.3.6.1.2.1.16.1.1.1.5.x

etherStatsBroadcastPkts.x

1.3.6.1.2.1.16.1.1.1.6.x

etherStatsMulticastPkts.x

1.3.6.1.2.1.16.1.1.1.7.x

etherStatsCRCAlignErrors.x

1.3.6.1.2.1.16.1.1.1.8.x

etherStatsUndersizePkts.x

1.3.6.1.2.1.16.1.1.1.9.x

etherStatsOversizePkts.x

1.3.6.1.2.1.16.1.1.1.10.x

etherStatsFragments.x

1.3.6.1.2.1.16.1.1.1.11.x

etherStatsJabbers.x

1.3.6.1.2.1.16.1.1.1.12.x

etherStatsCollisions.x

1.3.6.1.2.1.16.1.1.1.13.x

etherStatsPkts640ctets.x

1.3.6.1.2.1.16.1.1.1.14.X

etherStatsPkts65t01270ctets.x

1.3.6.1.2.1.16.1.1.1.15.x

etherStatsPkts128t02550ctets.x

1.3.6.1.2.1.16.1.1.1.16.X

etherStatsPkts256t05110ctets.x

1.3.6.1.2.1.16.1.1.1.17.X

etherStatsPkts512t010230ctets.x

1.3.6.1.2.1.16.1.1.1.18.x

etherStatsPkts1024t015180ctets.x

1.3.6.1.2.1.16.1.1.1.19.x

ifInMulticastPkts.x

1.3.6.1.2.1.31.1.1.1.2.x

ifinBroadcastPkts.x

1.3.6.1.2.1.31.1.1.1.3.x

ifOutMulticastPkts.x

1.3.6.1.2.1.31.1.1.1.4.x

ifOutBroadcastPkts.x

1.3.6.1.2.1.31.1.1.1.5.x

Xi A VAR AFKE

<Interval>

BIET = v 7 217 5 FeElEllR (B) 2% ELET, AT A—# X RFC1757 @ alarminterval (Zx}f

JELET,

1. ART A — Z A8 O 914 B

HRTEEEA,
2. fEDFRE R

1~ 4294967295 (1)

{ delta | absolute }

BT = v 7 X esE LEd, deltad
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rmon alarm

g L £ 97, absolute D56, BIFEE 2 EHERIME & bk L 97, AT A —Z (L RFC1757 O
alarmSampleType (25 LE T,
1. AT A — 2 BREREOYIHIE
A TEERE A,
2. B E FiPH
delta % 7213 absolute

rising-threshold <Value>
LFHFBEOEAERE LET, A/$F A —# |3 RFC1757 @ alarmRisingThreshold (255 L £ 4,
1. AKRT A — 2 BWEREO Gl
BWTEEEA,
2. D E
2147483648 ~ 2147483647

rising-event-index <Event#>
FHEEEZBEA T EDANY NHEOWMBE S ERELE T, (X MFEIE, rmonevent v
RCEE L 72 ISR OB HAE 5T, AT 2 —& X RFC1757 ® alarmRisigEventindex (2
S LET,
1. AT A —ZBWEREO Y HME
B CTXEHA,
2. (B DR EHIFH
<Event#> | rmon event =1~ > K TiE L 72 Bl H O M55 5 (1 ~ 65535)

falling-threshold <Value>
THBEOEARE LET, A/$F A —% |3 RFC1757 @ alarmFallingThreshold (25t L £,
1. AK/RT A — 2 BWEREO HI il
B TEEHEA,
2. EoERE
-2147483648 ~ 2147483647

falling-event-index <Event#>
THEEEZE ST & EDA N NHEOWMBEZERELET, A~ MFEIE, rmonevent =2+
RCEE L 72 HlEE RO IE W BIE S T3, AT 2 —% X RFC1757 ® alarmFallingEventindex
RIS LET,
1. AKRT A —ZBUEREO Y HE
B TEEEA,
2. DR E L
<Event#> |Z rmon event =~ > K CikiE L7 HlEEH O @#51% 5 (1 ~ 65535)

owner <Owner string>
KR EDREE OMBIEREZE L ET, RRELHENT T2 ZFBIT D720 DR TT, AT
A —H# X RFC1757 @ alarmOwner (25 L £3,

1. ART A —Z B OHE
Null

2. (EOF%E R
24 SLFLNO LTI TRHRELE T, REARBRLTICONTT IRTA—ZITHRETEDHE] ©
MEEOXLTH|] 2B LTIV,

startup-alarm { rising-falling | rising | falling }
WOV TV T TCHRIET =y 7 2T XA I T ERELET, rising ZiXE L7ZHE, RO
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VN IS/l 1) %fﬁzzt LT T—LEHLET, falling 2% E LIEHE, KOOV
Vo7 CTFHREEBAIZSEIT 77— A%HjbiT rising-falling O34, IOV 7Y 7T
L5 B E 7 B %iﬁfzt 7 I—buHHLET, KT XA —F L RFCL757 O
alarmstartUpAlarm (Z5J & Li?‘o

1. AT A — 2B O H)HE
rising-falling

2. O EHPH
rising, falling % 7z (% rising-falling

L

2L

REMELE, T ITEAICKBRIIET,

1. SNMP X =Y ¥ b7 T — AT V=27 78 AT 5L &, snmp-server community 2~ KT
SNMP = 32— ¥ OBGENPMLE T,

2. 77— N—7 rising-event-index, falling-event-index MfE XA <> k7 —7 CRE LT fFH
HAFFEZHEL T ZI0N,

3. ALY ANLRETLHHEGE, LT A7 V=7 M) TRELTIESV, £72, SNMP v % —
Ty [FT7V=s MID) TRELEZSEES, 2 Y — A TEH 2~ K show running-config % 5
7958 (3702 M) TRRLET,

snmp-server host

rmon event
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rmon collection history

rmon collection history

RMON (RFC1757) A —% x> FORFHKEOHIEEFEREZZELET, Aa~vr RTiEHERKAK32== Y
ERETEET.

MWROBIE - 25
rmon collection history controlEntry <Integer> [owner <Owner name>] [buckets <Bucket number>]
[interval <Seconds>]

THHOHIBR

no rmon collection history controlEntry <Integer>

(config-if)

<Integer>
W SRIE DO HIEE MO HFHNE S 2R E L ET, A7 A—F [T RFC1757 @ historyControllndex
IR LET,
1. AT A —HBWEFEO T E
HMETEEH A,
2. O E R
1 ~ 65535

owner <Owner name>

KEREDOREE DWIMNERERELET, ARELZHIT T2 ERONT 272 DDERTT, AT

A —# 3 RFC1757 O historyControlOwner (2% L £77,

1. AT A —HBWEFEOHTHIE
7225

2. EOREFH
24 LFPRDOLFINITHRE L T IEEW, BE AR FICONTIE [RIA-FIHRETE S
i) © HEEOXFH] 2ZRLTIEIN,

buckets <Bucket number>
TR AT HRE= S MYV RERELET, AT A—Z L RFCL757 O
historyControlBucketsRequested (Zxfi& L %97,

1. AT A — 2 B RO YIHE
50

2. (EOF%E i
1 ~ 65535
£ <Bucket number> |2 51 ~ 65535 Z % E L7254, 50 ZRE L/ L E LR UEMEICARY £
7,

interval <Seconds>
WEHE WA IET A IERIER () 28ELET, A7 A—Z X RFCL757 ©
historyControllnterval {Z5%f)& L £,

1. AT A — X B WEE O PIHIE
1800 ()
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2. (B E
1~ 3600 ()

L

L

REMAELE, TICERICKBEIIET,

1. SNMP %= ¥ b A =% 3y he A M) ZA—71C7 7 ® AT 5 & & snmp-server community
2% FTSNMP v % — 3 % DRGNS LETT,

2. Rawr RTxy b Y ZBINEZIEHIRT S & SNMP ~ 3 — ¥ ¥ % CTHS T % EthernetHistory 7'
=T ORISR E RN A2 B B A0S ) £,

interface

snmp-server community
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rmon event

rmon event

RMON (RFC1757) A XY M7 N—T7OHERZRELET, KAa~vr FTClIHRK16 = M Z2RE
TEET,

fHMOBRE - £H
rmon event <Event#> [log] [trap <Community>] [description <Description string>] [owner <Owner
string>]

THHOHIBR

no rmon event <Event#>

(config)

<Event#>
RMON A X 7/ —7 OHIEE RO HANE T AR E L ET, AT A —H X RFCL757 O
eventindex |ZxH& LE 7,
1. RNT A —HAREEO YT fE
BB TEET A,
2. B ERE
1~ 65535

log
TI—5 (AR N) OFEERETDHNNTA—HFT, 77—b0oul%2ELET, KT A—FX
RFC1757 @ eventType (5t L£7,
1. AXZ A — 2 EMEREO Y HIE
TI—rou s EELEEA,
2. fEDORE
oL

trap <Community>
TT—5h (XN OFERERET D/ A—4T, <Community> THREL/ZaI 2= (T4
LTSNMP @ +7 v 7%%E LET, AT X —# X RFC1757 @ eventCommunity (Zxtit L 9,
1. AT A —ZEMEHREO X E
N7y T EEITLEE A,
2. [EOBREHH
trap BL P2 I2=T s AERELET,
60 SLFLINDIUFESTHRE L TLZEW, REABRRILFIIONWTUL INFA—FIZIBETED
] © MEEOXFH] 2ZRL TS,

description <Description string>
AR NORNFELTFIITRELET, ANV MFICHETAAEL LTEHRHLTIZEN, AT
A — %% RFC1757 @ eventDescription (25 L £,
1. AT A —ZBREREO Y HIE
7%

2. fEDREHIA
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rmon event

610

79 LFUNDOXLFHITHEL T EE, REMRERLTICOWTIE [T A—Z ([ IFETE D
fli] © HEEOIXTH #BBLTIES,

owner <Owner string>

A E DR EH OWHIMERERE L ET, KREZHEDMT ST &TNT 2720 DR T, AT

A —#1X RFC1757 @ eventOwner (25t L E 7,

1. RRT A —ZHHEREOYIHE
2£H

2. [EORBE
24 SCFUNOLFHITHE L T IZ 30, REFARRRCFITONTIE INFA—Z|THEETE D
] O MEEOXTH| BB L TIIZE,

L

L

REMELE, TICEAICKBIIET,

1. SNMP ¥ X =V ¥ 0H AR NI NA—TT 78R FTHEEX, BERSNMP v 32—V X2 b7 v 7%
EET 5 & &1E, snmp-server community =~ > K3 LU snmp-server host =~ > K¢ SNMP ~
H—T X ORGP LIETT,

2. SNMP =3 — % Z b7 v 7% %ET 5720I21%, snmp-server host =2~ > K TEESED SNMP <
F—=Y¥DIPT7 RLABLY rmon” ZFEEL T ZEN,

3. SNMP v X =V ¥ BEFD A I 2 =T ( H{ A XU "I N—TDaIa=T 4 AR K Lic L &721F
NIy T REEFELET,

4. 77— LT )L—7O rising-event-index, falling-event-index O A <> k7 )V—7"Ci&E L= 1EH
BT B EHRELTLLIEEN, ERELS>TWVIUE, 7T —ARRELTZEXITA RV MIETENE
A,

snmp-server host

rmon alarm



snmp-server community

snmp-server community

SNMP 2 2= 4T BTI7EAVAMERELET, Ka~v FTiIwRAK4T L M OFRENTE
ij—o

fHMOBRE - £H
snmp-server community <String> [ {ro]rw} ] [RACL ID>]

iR o HIlbR
no snmp-server community <String>

(config)

<String>

SNMP v 32—V ¥ DA a=7 (4HEHRELET,

1. AT A —ZBWEREO YA
BIETEEH A,

2. EOBEHIPH
60 SLFLINDO LT HN X TNV +—h (") THATHRELET, ANARERIUTIE, ¥HT LR
BRILFETT, ATILFINCAR— R EORR LT EEE WS, XFHNEXTNVT +— b ()
THHERLS THRETEET, sbillE, I A—FTRETE D) © EBEOXTS 25k
LTLIE&EN,

{ro | rw}
BRELEIIa=T A AHICBETHIRELEIP T FLADOF—Y ¥ 2% 5 MIB 0@ EE—
REZRELET, ro 2R E L1-H4E, Get Request, GetNext Request ##Fr L, rw Zi% & L=
4, Get Request, GetNext Request, Set Request Z# A L £,
1. AT A —ZBREREOYIHIfE
ro
2. fEOE I
ro £721% rw

<ACL ID>
KA a=T AT IHFAEZRELTZIPVA T RLVAT 4 VX ZARTCE LET, <ACL ID> A3
B SINTZGENL, TXTOT7 7 BREFAILET, £, HE L7 <ACL ID> 3% E S LTV RN
BAE, TRCOT7EAEHFATLET,
1a332=7 4K LTL1IT7 7RV R RMNIRY ET,
1. ART A — 2 EREREOYHIfE
Rl (TRTCOT 7 AZHTLET,)
2. EOBREFPH
3~3LXFURNDT 72U R MBEELET, FERERTFICHOWTIE 5 2 —F 2
BETE 2 22RLTIEEN,

L
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L
BEMEFS, TICERICKBRENE T,
L

ip access-list standard
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snmp-server contact

snmp-server contact

AREEOEAR /R EERELET,

EROBE - EH
snmp-server contact <Text>

fE O HI

no snmp-server contact

(config)

<Text>

ALEFEREERFOBAZLR EEZRELET., ZOFERIE, SNMP v X — % 75 System 7 /L—7' D

[sysContact] DAFTHWAELEDHZ &L TEHRTEET,

1. AT A — 2 B O HIHIE
B CTXERA,

2. EOBEHIPH
60 SCFELINDSLFFTHE LT ZEW, SRERBERILFIZONTL T A —XITIFETE D
1 © HEEOXFH] 22 LTIZE0,

PIEAMEIE Null 3275 T9,

L

REMALE, TICERICKBEIIET,

1. SNMP = *—¥ % » 5 name, contact, location DIEHZ S MR$ 2H 4, snmp-server community =
~ Y RTSNMP v X — ¥ ¥ DRGNP LIETT,

L
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snmp-server host

Iy T ERRET Oy U — LR (SNMP v X —U %) ZRELET, Aa~v L FTHEIRK4 T
PP ERETEET,

THMORE « BHE
snmp-server host <Manager address> traps <Community string> [version {1 | 2c }] [snmp] [rmon]
[air-fan] [login] [system-msg] [temperature] [storm-control] [efmoam] [poe] [dot1x]
[web-authentication] [mac-authentication] [loop-detection] [switchport-backup] [cfm]

RO HIER

no snmp-server host <Manager address>

(config)

<Manager address>
SNMP ~ %= %D IP 7 RLAZRELET,
1. KT A —Z KM OYIHHE
HMETEEEA,
2. fEORE
<Manager address> (2 IPv4 7 KL 2 (Fy FitiE) &RELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

<Community string>
SNMPv1 3 X X SNMPV2C DAL, SNMP % —Y %D a X o =T 4 AHERELET,
1. BT A —ZHIEREOYIHUE
B CEEREA,
2. (EDFR E i
60 SCFLANDOLFFITHRE L TS 2 &0, RE AR CTFIIONWTIE N A =2 |ZIFETE 5
) © MEEOXFES| #5RLTLLIZE,

version{1 ] 2c}
HELEI I 2=T A AHRICBTERELZIPT FLADY R = v (ZxT 5 b T v T kfE " —
VarERELET, LEEELEES, SNMPVI A=V a0 D T v 7%, 20 2ELTZES,
SNMPV2C "= a > D b T v 72T LET,
1. AT A — X B O P HIE
1
2. DR E P
1, 3 2c 0L ERELET,

[snmp] [rmon] [air-fan] [login] [system-msg] [temperature] [storm-control] [efmoam] [poe] [dot1x]

[web-authentication] [mac-authentication] [loop-detection] [switchport-backup] [cfm]
FENFGRA—FERETHIEIZE ST, FETDHIN Ty TERRLET, ERNTA—FEHELIE
IZEETH M T vy T HRORIRLET,
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33-2

snmp-server host

snmp

coldStart

warmsStart

linkUp

linkDown

authenticationFailure

rmon

risingAlarm

fallingAlarm

temperature

ax2230sTemperatureTrap S2200
ax2130sTemperatureTrap S2100
ax1250sTemperatureTrap SS1250
ax1240sTemperatureTrap SS1240

air-fan

ax2230sAirFanStopTrap S2200
ax2130sAirFanStopTrap S2100
ax1240sAirFanStopTrap SS1240

login

ax2230sLoginSuccessTrap S2200
ax2130sLoginSuccessTrap S2100
ax1250sLoginSuccessTrap SS1250
ax1240sLoginSuccessTrap SS1240

ax2230sLoginFailureTrap S2200
ax2130sLoginFailureTrap S2100
ax1250sLoginFailureTrap SS1250
ax1240sLoginFailureTrap SS1240

ax2230sLogoutTrap S2200
ax2130sLogoutTrap S2100
ax1250sLogoutTrap SS1250
ax1240sLogoutTrap SS1240

system-msg

ax2230sSystemMsgTrap [S2200]
ax2130sSystemMsgTrap [S2100]
ax1250sSystemMsgTrap [SS1250]
ax1240sSystemMsgTrap [SS1240]

storm-control

ax2230sBroadcastStormDetectTrap
ax2130sBroadcastStormDetectTrap
ax1250sBroadcastStormDetectTrap
ax1240sBroadcastStormDetectTrap

§2200
$2100
§81250
§S81240

ax2230sMulticastStormDetectTrap
ax2130sMulticastStormDetectTrap
ax1250sMulticastStormDetectTrap
ax1240sMulticastStormDetectTrap

§2200
§2100
§81250
581240

ax2230sUnicastStormDetectTrap S2200
ax2130sUnicastStormDetectTrap S2100
ax1250sUnicastStormDetectTrap SS1250
ax1240sUnicastStormDetectTrap SS1240

ax2230sBroadcastStormPortlnactivateTrap
ax2130sBroadcastStormPortlnactivateTrap
ax1250sBroadcastStormPortlnactivateTrap
ax1240sBroadcastStormPortlnactivateTrap

S$2200
S$2100
S$S81250
S$S51240
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ax2230sMulticastStormPortlnactivateTrap S2200
ax2130sMulticastStormPortlnactivateTrap S2100
ax1250sMulticastStormPortlnactivateTrap SS1250
ax1240sMulticastStormPortlnactivateTrap SS1240

ax2230sUnicastStormPortlnactivateTrap S2200
ax2130sUnicastStormPortlnactivateTrap S2100
ax1250sUnicastStormPortlnactivateTrap SS1250
ax1240sUnicastStormPortlnactivateTrap SS1240

ax2230sBroadcastStormRecoverTrap S2200
ax2130sBroadcastStormRecoverTrap S2100
ax1250sBroadcastStormRecoverTrap SS1250
ax1240sBroadcastStormRecoverTrap SS1240

ax2230sMulticastStormRecoverTrap S2200
ax2130sMulticastStormRecoverTrap S2100
ax1250sMulticastStormRecoverTrap SS1250
ax1240sMulticastStormRecoverTrap SS1240

ax2230sUnicastStormRecoverTrap S2200
ax2130sUnicastStormRecoverTrap S2100
ax1250sUnicastStormRecoverTrap SS1250
ax1240sUnicastStormRecoverTrap SS1240

efmoam ax2230sEfmoamUdldPortInactivateTrap S2200
ax2130sEfmoamuUdldPortInactivateTrap S2100
ax1250sEfmoamUdIdPortlnactivateTrap SS1250
ax1240sEfmoamUdIdPortInactivateTrap SS1240

poe pethPsePortOnOffNotification S2200 S2100 SS1240

pethMainPowerUsageOnNotification S2200 S2100 SS1240

pethMainPowerUsageOffNotification S2200 S2100 SS1240

dotlx ax2230sDot1xFailureTrap S2200
ax2130sDotlxFailureTrap S2100
ax1250sDotlxFailureTrap SS1250
ax1240sDotlxFailureTrap SS1240

ax2230sDot1xEventTrap S2200
ax2130sDot1xEventTrap S2100
ax1250sDot1xEventTrap SS1250
ax1240sDot1xEventTrap SS1240

ax2230sDot1xSystemTrap S2200
ax2130sDot1xSystemTrap S2100
ax1250sDot1xSystemTrap SS1250
ax1240sDot1xSystemTrap SS1240

web-authentication ax2230sWauthFailureTrap S2200
ax1250sWauthFailureTrap SS1250
ax1240sWauthFailureTrap SS1240

ax2230sWauthEventTrap S2200
ax1250sWauthEventTrap SS1250
ax1240sWauthEventTrap SS1240

ax2230sWauthSystemTrap S2200
ax1250sWauthSystemTrap SS1250
ax1240sWauthSystemTrap SS1240
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mac-authentication ax2230sMauthFailureTrap S2200
ax2130sMauthFailureTrap S2100
ax1250sMauthFailureTrap SS1250
ax1240sMauthFailureTrap SS1240

ax2230sMauthEventTrap S2200
ax2130sMauthEventTrap S2100
ax1250sMauthEventTrap SS1250
ax1240sMauthEventTrap SS1240

ax2230sMauthSystemTrap S2200
ax2130sMauthSystemTrap S2100
ax1250sMauthSystemTrap [SS1250]
ax1240sMauthSystemTrap SS1240

loop-detection ax2230sL.2ldLinkDown S2200
ax2130sL.2ldLinkDown S2100
ax1250sL.2ldLinkDown  SS1250
ax1240sL.2ldLinkDown SS1240

ax2230sL.2ldLinkUp S2200
ax2130sL.2ldLinkUp S2100
ax1250sL.2ldLinkUp SS1250
ax1240sL2ldLinkUp SS1240

ax2230sL.2ldLoopDetection S2200
ax2130sL2ldLoopDetection S2100
ax1250sL2ldLoopDetection SS1250
ax1240sL2ldLoopDetection SS1240

switchport-backup ax2230sUIrChangeSecondary $2200
ax2130sUIrChangeSecondary S2100
ax1250sUIrChangeSecondary SS1250
ax1240sUIrChangeSecondary SS1240

ax2230sUlrChangePrimary S2200
ax2130sUlrChangePrimary S2100
ax1250sUIrChangePrimary SS1250
ax1240sUIrChangePrimary SS1240

cfm dotlagCfmFaultAlarm

snmp
coldStart, warmStart, linkDown, linkUp, authenticationFailure 7 v 7% %E L £,

rmon
rmon D7 7 —AD LHBEABAT-EEBLOTHBEL TR EEXDO NI v T E2EFELE
K

air-fan
FAN BRA Ry LI XN Ty T2 EFELET,

login
’ BUA DS, K, v 77U NORBAERIC N v T EEELET,
system-msg
VAT EAE—VERNLIELEDO N T T EEELET,
temperature

REREDEND T v T a2RELET,
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618

storm-control
A b=z ha—UERICE ST, A R—20RAEZRH LSS, £HEA M—20bEIE
L7235 EI b7 v 7 %G Li%

efmoam
RGN > 7 BEREREDO N7 v TE2EELET,

poe
BIRBASRENE(L LA, SRR EBOAFNBENSRINEBAZBEC b T v T EEE
LET,

dotlx

IEEE802.1X R3E T, BEDHFT v hua I+ 7 v 72 EELET,

web-authentication
Web nantET %EO)nquTjjl7/l“D7 ;dné—é }\:7“770%%1§L/i‘a_o

mac-authentication
MAC #BFET, FEDRIET AT bu /T 5 b7 v P2 EFELET,

loop-detection
L2 V=7 RGO N T v P EFRELET,

switchport-backup
TyFVry c VEUE T, BREIEREAERIC T v T2 RELET
cfm
CC THEMRMD N7 v 7 E2RELET,
1. ANT A —Z B O Y1
WRIA=ZIZHRIET D T v T H2BITLEE A,
2. fEOR TR
snmp, rmon, air-fan, login, system-msg, temperature, storm-control, efmoam, poe,
dotlx, web-authentication, mac-authentication, loop-detection, switchport-backup, cfm

2L

2L

REMEER, 3 IEMICKBmSNET,

1. ¥F—=FMIBBLIOYAR—F Ty 7O—&iZ IMIBL 77 L A] ZBBLTLEEN,

2. BFEORFET H U v bu s L &R (IEEE802.1X, Web #&FE, MAC #FE) O7'F A ~<— |
Trap BITRIEICHOWTIE, Tar 747 b—a A FVol.2) OFRBIED [T H 70 MfEl 2%
LTS,

3. air-fan [T FAN #£#£5 /L 721F, poe i% PoE ¥EREY R — £ F LIS REFRE T,

4. <Manager address> (Zi%, IPv47 RL AL LT 127 *** R ETXEHA,

5. HHt LTRED N7 v IWRELIEES, SNMP v X — U ¥ IZX LT N T v TOEER T NRBET D
ZERHYET,
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L
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snmp-server location

snmp-server location

620

AEEE 2 RET DHITOAERELET,

W DR -
snmp-server location <Text>

H OBk

no snmp-server location

(config)

<Text>

AILBELARET DHTOLAHERE LET, ZOERIEL, SNMP v Rr— ¥ 225 System 7 /L—7D

[sysLocation] D4 CTRIWAEDLE S Z & THMTEE T,

1. RRT A —ZHHEREOYIHE
A TCEEREA,

2. DR E P
60 LFLUNDO LT HN X TN +—h (") THATHEELET., ANARERIUTIE, BT LR
BT TT, ANILFINCAR— R EORBR LT E2EERVGES, XFHNELTNT +— b ()
THERS TORETEET, FL, [RI2A—XITHRETX LM © HLEOIXTH #2HR
LTLEE,

FIHHE I Null O 375 T3,

L

s
i
Tt
S
=

%, TICERICKBENET,

1. SNMP ~>*—Y v 5 name, contact, location OfE#H %24 584, snmp-server community =
~ 2 FTSNMP ¥ 32— ¥ OBEDLETT,

2L
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snmp-server traps

FT v TORTREEBE LET,

WROBIE « BH
snmp-server traps [{ limited-coldstart-trap | unlimited-coldstart-trap }] [link-trap-bind-info
{private | standard}] [system-msg-trap-level <Level>] [agent-address <Agent address>] [dot1x-trap
{failure | all}] [web-authentication-trap {failure | all}] [mac-authentication-trap {failure | all}]

fEMOHIR

no snmp-server traps

(config)

{ limited-coldstart-trap | unlimited-coldstart-trap }
coldStart Trap Z 51T DB ARE L £ T, AT A —F DREITL S coldStart Trap DFEFTRE
OEEZRORIIALET,

33-3 coldStart Trap
coldStart Trap
limited-coldstart-trap o MFEAEEN Lo L & CHEEBERAY)
unlimited-coldstart-trap o MEARET LI L& CHEERAY)

s PO T4 L= a B BMELITHIR L X
o setclock =~ R CHEZZAT Lz L&

1. AKRT A —ZBUEREO YA
limited-coldstart-trap

2. EOREFH
limited-coldstart-trap % 7z 1% unlimited-coldstart-trap

link-trap-bind-info {private | standard}
link up/down Trap Z %179 2BRZAMINT 5 MIB %, FIRT 572D OREL LET,
ART X =2 OFEIZ L B link up/down Trap OFEITOES, 195 MIB 2R OFIZRLET,

334 link up/down Trap MIB
link up/down Trap MIB
private e SNMPV1/SNMPV2C k7 v 7353 ) ifindex, ifDescr, ifType
standard * (SNMPv1 7 v 7’ D54 ) ifindex

e (SNMPV2C 7 v 7’D54 ) ifIndex, ifAdminStatus, ifOperStatus

1. ART A —H B EEOYE
standard

2. DR E R
private ¥ 7-|% standard
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system-msg-trap-level <Level>}
VAT LAy =V Ty TOEFEL (10 AfEELET, FBELL LUV R ER BE
D/INEWN) Toe A XU MBRAELIZGEIL, T v TREITINET, AT A—FTHELZL~L
Lo TRITT VAT LA v E—V b7 v TOMEERORIR LET,

33-5 MIB
1 HEAEEDEMICET 2 AT LA v E— R T v FEEFELET,
2 BEFHEEU EDOVAT AA v =T T v FEERFELET,
3 VI RN 2 TEREEU EOVAT AAvE—V R T v T HBEEFELET,
4~5 BHELVANVU LDV AT AA =V b7 v T HEELET,
6 EAICET A X MEBRU LDV AT ARXA v =V T v T ERGELET,

1. ART A — Z A8 O 914 B
1

2. fEDFRE R
1~6

agent-address <Agent address>
SNMPV1 IERD b7 v 7B~ L— AN agent address (295 IPv4 7 FL 22 ELET,
Trap-PDU NIZ agent-address 7 « —/V K& RO DX SNMPVL FEX T D728, Ka~<w K THE
L7727 FLAIZSNMPYVL O 7 v FICEA S ET,
1. ARNT A —HEBMERFO Y HE
AT A—ERFESN TN RWES, 7y @M~ L— AN agent address DfE & L Thich
/INEWVLANID @ IPv4 7 FLUARMER SN ET,
2. {EDFR E i
<Agent address> (Z IPv4 7 R -2 (0.0.0.0 ~ 255.255.255.255) ##%E L 7,

dotlx-trap {failure | all}
IEEE802.1X FBRED ~ T v FFERI AR E L £,
failure
PRERID N T v T ERITLET,
all
FRRERRED, FRREME L OGRAERERRD N T v T EFRITLE T,

1. AT A —HBMEEOHHE
failure

2. R EHiPH
failure £7ziZ all

web-authentication-trap {failure | all}
Web FRFED b 7 » THRIZ R E L ET,
failure
PRERBD N T v I ERITLET,
all
FRRERRED, FRREIE L OGRAHRERRD N T v T EFRITLE T,
1. AT A —Z B OYIHE
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failure
2. fEOFERFH
failure £7z1% all

mac-authentication-trap {failure | all}
MAC #FED b 7 v TR &R E L E T,
failure
RAERID b7 > T T EFRITLUET,
all
AR, FRRERRIS K ORRRHEERD N T > T EFEITLET,

1. RKRT X — B OHIHE
failure

2. fEOFERFH
failure £ 7213 all

KA~y FORTA—=Z P _RTHHHETEMEL £,

2L

REMELE, T ITEAICKBREIET,

1. YR—=FMIBBIUOVR—=FF Ty T7O—ElZ IMIBLZ77L 2] 2L TS0,
2. Ra<y FANK, @RIA—FEEABTHZEEFTEEFEA, WTINN1T DL EREL T &N,

L
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snmp trap link-status

no snmp trap link-status 3@k, [EIRRNY > 7 7 v 7 EEF v LA, b7 > 7 (linkDown |k
Ty 7B EIWIinkUp 7 v 7)) OREEMMIELET,

1O E
no snmp trap link-status

TH DI
snmp trap link-status

(config-if)

L

;2 > 7 (linkDown k7 v 78X linkUp k7 v ) OIEEITWER A,

L

R
Fi
=
i
=

%, TICERICKMmEINET,

L

L
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logging event-kind

logging facility

logging host

logging syslog-header

logging trap
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logging event-kind

logging event-kind

syslog — NIZHEERR LT o m ZHHEROA N MERIZRELET, A~ MEMITEERRETE X
j—o

fHMOBRE - £H
logging event-kind <Event kind>

THH DR
no logging event-kind <Event kind>

(config)

<Event kind>
Wt s r7oq_y MERIZIEELET,
1. RRT A —ZHMEREOYIHE
A TCEERE A,
2. DR E P
key, rsp, err, evt DHFNSIEELET,

A RERNE Tevt) BEW Terr) &7 E7,

L

BOEEARRE, T ICEMICKmSNET,

1. Ko<y RCTRE LAy MERIE, logging host =< > R THRE SN+ _CToOHAMIcs LCE
AanEd.

2. Ravw s RCARy MERIZRE LIZGE, 7740 hoA <2 MR (evt, err) 8Ny, 3%
TELToA Xy NG REIN A0 F5,

logging host

626



logging facility

logging facility

o 7 EWE syslog 4 VX 7 2 —ATHATH0D0 77 )T 4 ZHELET,

W DR -
logging facility <Facility>

T O HIBR
no logging facility

(config)

<Facility>
syslog D7 7> V7 4 #RELET,
1. K/XT A —ZBREREO R HIE
AR TEEE A,
2. fEOE I
localO, locall, local2, local3, local4, local5, local6, local7 ® En—2%4ELET,

773U 0% TNocalo] &7 £9,

L

%, TICERICKBENET,

s
A
m
R
=

1. Ka<r RTHRELZZ 73U T 41%, logging host i~ > R THRE SN+ _ToOHMIcs L i
AEhEd,

logging host
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logging host

B EROHNEERELET, Kav FTRRKRA T P ORENTEET,

THRORIE « BHE
logging host <IP address>

fEw OB
no logging host <IP address>

(config)

<IP address>

a AN D IPvA T RLAEEELET,

1. RRT A —ZHMEREOYIHE
AR TEERE A,

2. fEOFEHPH
<IP address>
IPv47 RL A% Ry FRIETHELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

L

L

REMELE, TICERICKBEIIET,

1. syslog #HREZ T 2 7-®ITiE, HAEARRA MATsyslog ¥ —F > 7027 T AREELTWNT, 23D
ALEE IS O syslog EHEZZITEND L OICRESN TV DILERH Y FT,

2. IPVAT7 FL AL LT127*** RETEEHA,

3. —HEIZKEOu ZERMPILE LGS, syslog BRI BRET L ERHY FT,

2L
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logging syslog-header

syslog —/NZEET D A v E—IC HOSTNAME, TIMESTAMP, B X OMRER S 2L £,

LUTFDa~y NTOHDITITHEL £EA,

e show dotlx logging

» show logging

» show web-authentication logging
» show mac-authentication logging

THEMOBE
logging syslog-header

T O HIBR

no logging syslog-header

(config)

L

kLB T,

L

%, T CICHEAICKBENE T,

B
Rl
Tt
S
i

1. HEREFR B3 LATIE N /14 % syslog A v 2 — Y DRI ELE D DI L TWET,

2L
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logging trap

syslog V— NICEEXRRET I JEROEEEZRELET,

WROBIE « BH
logging trap { <Level> | <Keyword>}

LRl
no logging trap

(config)

{<Level> | <Keyword>}
syslog A v E—VOEBEEE L~V EZEIF—T— KON, Eh—2%BELET,
1. RRT A —ZHMEREOYIHE
AR TEERE A,
2. O EHPH
HETELHEEEIIROREZSHRLTIIEIN, B, LULRETRELEEADL, ¥—U—F

AR ENET,
Level Keyword
1 fatal BIVRE s hiR 708 a0
2 critical 7 VT 4 HIVIREE
3 error 7 —IRfE
4 warning IR AR
6 information WHMEAETOA yE—Y
7 debugging TRy TRIZETRRSND A vE—

HEE|IL L6 @ linformation] & 729 £,

2L

REMELE, TITEAICKBRIIET,

1. Ka<r FCRELZEZEEL, logging host =2~ RTHRESNZTXTOHALICH L THEASR
3

logging host
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12

lldp enable

lldp hold-count

lldp interval-time

lldp run
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lldp enable

lIdp enable

AN—FTLLDP OEM A L E T,

OB E
lldp enable

LRl
no lldp enable

(config-if)

L

L

L

REMELE, TITEAICKBRIIET,

lldp run
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lIdp hold-count

AREEENERFET D LLDP 7 — ANk U TS E DR T DR 2 3R E L E 7,

THRORE « BHE
lldp hold-count <Count>

fEWw OB
no lldp hold-count

(config)

<Count>
AEENENEEFET D LLDP 7 L— MK LT, BEEEIEENMAR T 5 FE# % lldp interval-time =< >
TRRE LTAABIC T 23R CRIE L 97, RFFRFRH DS 65535 2 2 54581%, mKAMETH % 65535
THELET,
1. AT A —ZEMEREO ) HIE
B TEETA,
2. DR E
2~10

AAEENEET D LLDP 7 L— AR T D BB E S, AT 2RI 4 L7220 97,

L

REMEF %, TICERICKBIIET,

L

lldp run
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lIdp interval-time

634

ARIEENEET S LLDP 7 L — A OXEERBERELE T,

THRORIE « BHE
lldp interval-time <Seconds>

E o Bk

no lldp interval-time

(config)

<Seconds>
ARIEENEET D LLDP 7 L— 2 OREMRBEREM THRELET,
1. RRT A —ZHMEREOYIHE
AR TEERE A,
2. {EORREHFH
5~ 32768 ()

AREERENEET S LLDP 7 L— 2O ERMEIZ 30 & 720 £9,

L

ROEMEEH%, 3 ICEMCKmSNET,

L

lldp run



lidp run

lIdp run

LLDP HEEE HNZ L E 9,

HHORE
lldp run

fEWw OB
no lldp run

(config)

L

LLDP 8IS & 72 0 97,

L

REMELE, TICEAICKBEIET,

L

L
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monitor session

switchport monitor dot1qtag S2100
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monitor session

R—FIT7—V U VHREERELET,

WROBIE « BH
monitor session <Session#> source interface <IF# list> [{rx | tx | both}] destination interface
gigabitethernet <IF#> S2200
monitor session <Session#> source interface <IF# list> [{rx | tx | both}] destination interface
{gigabitethernet <IF#> | port-channel <Channel group#>} S2100
monitor session <Session#> source interface <IF# list> [{rx | tx | both}] destination interface

{fastethernet <IF#>] gigabitethernet <IF#>} SS1250 SS1240

5o Bk

no monitor session <Session#>

(config)

<Session#>
R—FrI 7=V 7y va 0BT ELET,
1. AT A —ZEWREOH)HIE
A TCEERE A,
2. B O AE i B
1

source interface <IF# list>
R—=—FrIT7—V 7 DEFE=F—R—Fr2HEELET,
1. RRT A —ZHMEREOYIHE
AR TEERE A,
2. fEOFEHPH
INFGA—=Z|ZHEETE D) 2R TIEEN,

{rx | tx | both}
R=FrIT7—=V o I7FTH T 74y 70OFMEREELET,

rx

both

EZET V-2 EI TV I LET,
1. RRT A —ZHMEREOYIHE

both
2. fEDF% E A

L
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destination interface gigabitethernet <IF#> $2200
destination interface {gigabitethernet <IF#> | port-channel <Channel group#>} S2100

destination interface {fastethernet <IF#>]| gigabitethernet <IF#>} SS1250 SS1240
AR—=hrIT7—D T DITFT—F—EHEELET,
RETEDA LV Z T 2 —AFIPEAR— N EREFFR— N F XY xA U F 72— ATT, S2100
LAY 2 MARE LIoA— MIFEETEEHA, S2200 SS1250 SS1240
1. ART A —ZEWE RO YIE
B TEET A,
2. EOREFHE
<IF#> : [RF A= THETE S 2BRL TS,
<Channel Group#> : [/X7 A =X |ZHETE L] 2L TSV,

2L

EHPOR#RE I T —R— MIRE LSS, TORMTEETERL RV ET, E=F—F— MNIRE
L7eSGIBEICEELEEA,

REMAELE, TICERICKBIIET,

1. FFECRECTEDIE=F—KR— I T7—FR— FOMAGDLEIX L T,

2. TTICE=H—R—F L LTHELTWVWAR— 2 I TR — MIFRETETEEA,

3. BHEOE=F—FR—NMNIH LT 2D T—FR— 2HETEET, DOOE=F—FK— hxtLTHE
BOIT—FR— N E2RETEETA,

4, F—hrI 7=V 7/ Tat—Lt7 L—b0OBENERHIREZ B HE, TO7 L—AIEEINE
R

YT R MIERELER—FTE, BEO7 L —LAEZERFTEEEA,

6. LAV 2HERERELIEARA—FE2IT—AR—MNIRETHZ LI TEETA, FHlIX 2747 1—
YarHA RVol2 26 R—hrIT7—U 7] EBRRLTIEIN,

2L
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switchport monitor dot1qtag S2100

R—=FIT7—V U THRBETEUR— IR I T —FR— MUBEESNTHA, 37—V IR 7 L —AIZ4E
EL72802.1Q Tag #ft5 L TAE LT,

fHMOBRE - £H
switchport monitor dotlq tag <VLAN ID> [priority <Priority>]

EEEl]S
no switchport monitor dotlq tag

(config-if)

<VLAN ID>
fy5-42% Tag ® VLAN ID Z#5E L £,
1. AT A — X BRI HIE
A TCEEREA,
2. DR E P
INFGA—ZTHEETE D) 2SR TSN,

priority <Priority>
159 % Tag D2 —VEILEEZIEE L £ T,
1. ART A — Z B O 91 i
3
2. fHORREFiPH
0~7

STV TR T L —A2802.1Q Tag 5 LEH A,
L

%, TICERICKBENET,

R
Fi
=
i
=

1. Ka~> KT, vlan, interface vlan TiE L TWRW VLANID 2 1 2fEE L TL 72 &V,
2. Ka< o FTHET 22— PEEEIL 802.1Q Tag N TICHIHEENL D TH Y, AEEDEE
¥ o —BPUITE L EH AL

monitor session
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37.

37.1

37.1.1

37-1

Access denied. T RANESESNE LT,

Ambiguous command. @Y DR TCE D a~wy RO T—BICHETEEH A,

Ambiguous data. I8 NN TE DT — X RO T—RIFFETE EHA,

Ambiguous parameter. A Y NIRRT E 28T A= F RO T—EICRFETE £ A,

Authorization error.

RRRET T — T,

Bad command.

av Y RANNRELLS B FHA,

Bad value.

BEAELSHY £HEA,

Cannot execute.

FATTEER A,

Cannot register this command in a range
mode.

ZOawry R rYE— R TCIIBRETE EEA,

Command chaining not allowed.

2o0awy REHIITTANTEERA,

Don't specify a <MSTI ID list>.

<MSTI ID list> ® AT RE T,

Event not found.

AN EBRAONY EFHEATL,

File not found.

T ANDBRSHY EFFATLE,

Incomplete command.

2w FRRSERTT,

Inconsistent name.

HAIPFIELTVET,

Inconsistent value.

TERFELTWET,

interface: Invalid IPv4 address.

A BT xz—A:IPVAT RUARRIETT,

interface: Invalid Mask.

AV BT z2—R : RATBRETT,

Invalid parameter order.

NI A= FIRENRETT,

Invalid parameter.

AN ENTRT A =2 1THZ)TT,

Invalid value.

AT ENTEITEL T,

It will be logged out if it remains idle for
another <min> minutes.

IDLE WREEN S & <min> e icbm 77 7 N LET,

Log out by the system.

VATAZK YTy hLELE,

Login incorrect.

HBELEEA h~ou A R bnEEA,

Missing parameter.

NI A=ZBRRITTOET,

Missing parameter data.

RIA—HDT—=EZPNRITFTOET,

No Access.

TIREARDY £HA,

No help available.

NIVT MR T,

'no’ is not applicable.

mno' I3z FH A,

No such name.

ZO XS RAFNIH Y EHA,

Not found:

ROy EEATL,

Not writable.

FiTEEA,

Out of range. Valid range is: <range>

AN T, Hih7e AJIfEBRIE <range> T,

Please set parameter more than one.

NI A=HRIEBIFEESHTOEEA,
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37.

Read only. FEAIAB B TT,
Resource unavailable. BT,

String must be more than 0 characters.

SCFHNE T XFLLE TR IR Y £ A,

String too long.

LFHNPRTEET,

The command execution failed, because
"xxx" is executing.

D2 —PFIZL > Ta~vy FEFHTT, LIS KRS TOBETT DD,

O —TFREIE L TORNDER L T2 &0,
XXX : > —F 5 (console, vty0, vtyl 72 ERFERENET,)

The number of the <HEX enum> exceeds a
maximum number.

g~ RO <HEX enum> O/RF7 A —Z BN RKEBZTHET,

This command is not supported with this
model.

Ka<wr RIZZOEFT LV TIIRYR— KT,

This command uses the "no" prefix.

Zoa<y R e’ a2~ FOHEEETY,

Too big.

REFTEET,

Too many parameters.

NI A=BNRETEET,

Unknown user.

RE L= AR BRI THER A,

Wrong encoding.

T a—F 4 U RES TWET,

Wrong length.

RSINELSHY £¥A,

Wrong type. TGRS TWVET,
Wrong value. ENELL HY £HA,

Invalid parameter 'xxx'.

2T A= XXX DNERY T,

Some parameters are insufficient.

NIA=BPARRLTNET,

Cannot set TOS/Precedence and DSCP at
the same time.

TOS/Precedence & DSCP % [FIFICHETE £t A, ELLLFFETIC

LTL7ZEN,

37.1.2

37-2

RADIUS

RADIUS

Can't delete it because data is not
corresponding.

BELEZary 747 b= a UINFELRWEOHIRTE 8 A,

radius-server: Cannot add new group BRI MRS TWNATYD, ZHll ERGETXEEA,
because the maximum number is already

set.

radius-server: Cannot add new radius-server = kx> M UEEREEINTWATSD, TPl EBREETEEEA,

host because the maximum number is
already set.

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port ®7R— FESMNEE L TWHET,

37.1.3 NTP

37-3 NTP

Entry count over

N ENTP =T FLRAZRETEEFA, TTICHEREINTND

NTP $— 7 RLRAEZFER LTI,




37.

37.1.4

37-4

dhcp-snooping is in use.

DHCP snooping BSRERAENIRE SN TWD T, AFRELZEHTEEH
A, ip dhcp snooping B EZHIBR L TL 72& W,

extended-authentication is in use.

TROBEOWTNLBADNCEHESNTNDTY, KREZEETEE

A,

o FIEHAIPVA T 7R Y A b

o IEEE802.1X : "R— hHAFBFE (BhHY)

o Web #¥%iF : E VLAN T— F, #A7F 327 VLAN T— F, Web &
B IPT FL*

o MAC #GE : & VLAN £— K, #4753 v 27 VLAN E£— K

TRORELHIFRL T ZEVY,

¢ authentication arp-relay

¢ authentication ip access-group
¢ dotlx port-control

¢ web-authentication ip address
e web-authentication port

¢ mac-authentication port

filter is in use.

T A NEEREDNENCRE SN TN D20, KREEZELETCXERA, ip
access-group, mac access-group X EZHIER L TL 72 &0,

igmp-snooping is in use.

IGMP snooping HEEER IR E SN TN D120, RRELZAE T EE
Ao ip igmp snooping A EAZHIBR L T 7230,

mld-snooping is in use.

MLD snooping +%L‘“b75‘>‘7ﬁfﬁ CREINTNDD, KEELAEETEEY
Mo ipv6 mid snooping 3% E & HIFR L T 2S00,

gos is in use.

QoS HEHEMN B MM TE I N TND T2, ARELLEE TXEHA, ip
qos-flow-group, mac qos-flow-group % /EZ Ml L T 72 &0,

resource unavailable

BELEZY Y —2AORHNTEBZTVET, TUTERDIIRELT
{TZEW,

37.1.5

37-5

Can't execute.

avy FEETTEERA, BEETLTILEIY,

Invalid time-range.

AAHEE TR R L VT HAENTT,
BRENBEDRE L ZFE[L T ZEN,

37.1.6

37-6

Cannot attach the interface specified as a

ring-port to the channel-group.

Vo R— M ELEA VA T 2 — A% R— N F v FCBINESE S 2
LiIxTEEREA,

BELIA VE T 2 — A% R — b TF ¥ RVICBMEELGEITIE, VT
ICBETAREZHIR L THOIEM LT EEW,
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37.

port:Relations between media type and
<command> configuration are inconsistent.

media-type auto ¥ ED 7=, <command> F#ELEETE WA,
<command> : duplex, mdix auto, speed

this command is different from this one in
channel-group port.

— XY FVOBRENE &ER—KTT,
T ¥ FVOBRENRE —HIE T LIV,

37.1.7

37-7

Can't delete port-channel configuration
referred by other configuration.

a7 47— ay THERAL TN DTZOHIBRTE EEA,

Cannot attach the interface specified as a
ring-port to the channel-group.

Vo7 R— MCHRE

LiITEEHA,

#%“ELK% VH T 2= AR — Ny XSS GAE, VY
BT 2R EEHIRL T EML T ZE,

LicA v H T2 —RER = F ¥R NMISMEED

dotlx(link-aggregation): The specified
ethernet <IF#> cannot add to the specified
port-channel(<Channel group#>) because
802.1X configuration is different.

Voo 7705 —yaryT—HT & IEEE802.1X DR EMN R/ 57
ethernet <IF#> % 45 & & 7= port-channel(<Channel group#>) (2 %84§% T
XFEHA,

<IF#> : A v H 7 = —AKR— k&

<Channel group#> : ¥ )V 7 V— T &K=

interface : Cannot attach the interface that
specified cfm enable to the channel-group.

CFM ®D enable 2% E L1-A v H 72— A% KR — FF ¥ RUIBMEED
_kﬁfgiﬁho

RE LAV H T 2— A R— b F ¥ FUBIMEELHAIC
@ enable ZHIERL T2 H3EHM L T 72 &0,

X, CFM

interface : Cannot attach the interface that
specified mep to the channel-group.

MEP #f%E LToAf v ¥ 7 =— A% R— FF ¥ XLIBMEEDL Z LI
%iﬁ/u

BRELIZAVH T 2— A% R— FF ¥ RSN ESE LA
7&%1' FRLUTHBERL T ZEN,

X, MEP

interface : Cannot attach the interface that
specified mip to the channel-group.

MIP 2R E LA V2 7 = — A% R— M F ¥ R
EH A,

RELIA LV E T 2 — A% R — FF ¥ XTSI L85
HIBR L CBFERM L T 7230,

IBIMSELHZLIFETE

121X, MIP %

interface : Invalid authentication arp-relay
configuration.

authentication arp-relay FXEN L2 57280, A— M F ¥ RVITMATE F
A,

interface : Invalid authentication ip authentication ip access-group R ENRARH -8, B— FF ¥ ZMTMA
access-group configuration. TEFEHA,
interface : Relations between authentication = f§@EHR— MIRildhEa~> RTCHEHALTWAED, B— FFx Ru2h

configuration and channel-group ATEFEH A,
configuration within same port.
interface : Relations between the FEEAR— MIMACBIERETHEA L CVDH 72D, A— hF v R /ITMA

mac-authentication configuration and the
channel-group configuration within same
port.

TEEEA,

interface : Relations between the
web-authentication configuration and the
channel-group configuration within same
port.

FRE R — MX Web 785
TEHA,

HETHHALTWAHED, R—FF ¥ RIITIMAT

interface : this command is different from
this one in channel-group port.

a7 = a BB B0, R— Ty RUIMATE T8 A,

invalid data[channel-group].

R— b F ¥ FAFZORENRETT,

invalid data[ethernet-if].

AV =T 2—AR— FNEBFDORENAFETT,
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37.

Maximum number of channel-group port are
already defined.

U ER—-FEFRETETEEA,
F ¥ NI N—THEALDOR— &R LT E &0,

Mirror port and port-channel are
inconsistent.

IT—AR=PrLLTHEALTWDOR— FF ¥ RVTMATE ER A,

Relations between ip dhcp snooping
configuration and channel-group
configuration are inconsistent.

FE7E L7274 — Mg ip dhep snooping 3% & CEA L T\ 572K —
JUZIIATE R A,
ip dhcp snooping &% & & BIBRZICHRE L T 7230y,

F vz

Relations between ip source binding
configuration and channel-group
configuration are inconsistent.

FE7E U727 — M ip source binding & CHEA L TV 572K — hF v 3
JVITHIIATE 8 A,

ip source binding 5% & & HIBRZ IZ B E L T2 &0,

5 L 7= — [ F + %L1 ip source binding #% & T A L TV % 7= D HIER
TEEHEA,
s

ip source binding & % HIFRZ ICHRE L T E S0,

Relations between ip verify source
configuration and channel-group
configuration are inconsistent.

HoE Lo K— b 1Y
IZMATE R A,
ip verify source g% 7E & HbR#(C

ip verify source % E THEMA L TWA 2R — FF ¥ RL

RELTLEENY,

Relations between vlan in mac-address-table
static configuration and channel-group
configuration are inconsistent.

mac-address-table static TfEH L T\ 5
FIVTIMATE EHA,

A BT 2 —ADIZHIR— N F ¥

this command is different from this one in
channel-group port.

[Fl—F v XN T N—FITHE LR — b ENE HHDONRHY F
D

Fl—F v XN T N—TIHRETHHR— NIRRT — S L MHIERL
TLREEW,

vlan : Data(port-channel) is invalid.

R— b F ¥ RNVEZORENRIETT,

vlan : This command is different from vlan
configuration in channel-group port.

VLAN 227 4 JL—v g ViRl T a7, R—
TXEHA,

b F ¥ RATIA

37.1.8 MAC

37-8 MAC

Can't set mac-address-table because of
port-channel nothing.

R— N F ¥ FDBIEE LRV =%, mac-address-table 23i%E T& £H8 A,

Relations between vlan in mac-address-table
static configuration and switchport
configuration are inconsistent.

mac-address-table static @ vlan {57 & switchport D=7 4 7L —v 3
U INAR—ET¥, mac-address-table static TRE S 7z vlan %, HEES

NnicA v &7 = —AD switchport access/switchport trunk allowed vlan/

switchport mac vlan/switchport protocol vlian T E STV R
nFEHA,
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37.1.9 VLAN

37-9 VLAN

37.

ChGr <Channel group#>: Inconsistency is
found between the dotl1x port-control and the
switchport mode configuration.

IEEE802.1X FBAEE 72 1% switchport CHEA L T\ 5 72HR— M F v R %
HiBRCT& A,

<Channel group#> : v X V7 NV—TF %

Inconsistency is found between the dotlx
vlan enable or dotlx vlan dynamic
radius-vlan <VLAN ID> and the vlan
configuration.

6 L7= VLAN IZ, IEEE802.1X VLAN H{7#aF (#f4) © VLAN T

AL TS DB TE EEA,
<VLAN ID> : VLAN ID

interface : Relations between the
mac-authentication configuration and the
vlan mode configuration are inconsistent.

BELIeA— }\iMACwﬂHﬁMﬂbfwéﬁ
mac-authentication port O % 7E & iR 12

ORELETEERA,
RELTLEIN,

interface : Relations between the
web-authentication configuration and the
vlan mode configuration are inconsistent.

FBELIEA—MIWeb ZBAECHEAL TCWAT-ORELR T EEA,
web-authentication port OFXE & HIFRZ ICHRE L TSV,

Mirror port and switchport are inconsistent.

I 7 —F— b & switchport [Z[FIFFICRECTE FH A,

port <IF#>: Inconsistency is found between
the dotlx port-control and the switchport
mode configuration.

FBE L7 — MX IEEE802.AX B F CHA L CWAHT-OEE CTE 8 A,
<IF#> : A LV H T = —AKR— &=

Relations between vlan in access-group
configuration and switchport configuration
are inconsistent.

FRE L 7= VLAN I ip access-group & 7z 1% mac access-group Tl L T\
LIOBREEETEE A,

%495 VLAN Z 3% & LT\ 5 ip access-group % 7213 mac access-group
DFEZHIBRBZIZHZRE L T EEN,

Relations between vlan in dotlq
configuration and mac vlan configuration
are inconsistent.

switchport mac dotlq vlan & switchport mac vlan @, [# U VLAN % {57E
LTWEeORETEEE A,

Relations between vlan in dotlq
configuration and native configuration are
inconsistent.

switchport mac dotlq vlan & switchport mac native vlan C, [f U VLAN
ERRELTCVWAIEORETEERA,

Relations between vlan in ip source binding
configuration and switchport configuration
are inconsistent.

ip source binding BETHA L TWA OB ELT T EHA,
ip source binding & & & HIBRZICFRRE L T EE WY,

Relations between vlan in qos-flow-group
configuration and switchport configuration
are inconsistent.

F87E L7= VLAN (% ip qos-flow-group = 721% mac qos-flow-group TffiJfi L
TWAHTZORELHETEEREA,

M9 5 VLAN &% 7E L T\ % ip qos-flow-group % 7213 mac
qos-flow-group O E & HIFRZ ICHRE L T I,

vlan : Can't change mode from
{nothing| protocol-based | mac-based } to
{nothing ] protocol-based | mac-based }.

FRE L72 VLAN &— F® VLAN RIS A —F T3, (VLAN #HBHIEE)

vlan : Can't delete vlan configuration
because of default vlan.

57 4V~ VLAN O 7= OB TE F8 A,

vlan : Can't setting port[<IF#>] because of
channel-group port.

FRE L7z —
ETEEEA,
<IF#>: A v H 7 = —AR— &5

FEFIET ¥ XN T N—T IR L TN D TR — b bk

vlan : Data(mac-address) is invalid.

#67E L7~ mac-address 2 #HA D72 O BT E 8 A,

vlan : maximum number which can be used
is exceeded.

VLAN g k= UV EB R TR TE WA,

vlan : Not found protocol name.

vlan-protocol 23 K& E DT HFRETE 8 A,

vlan : Some port's setting have been failed.

Channel 75 Port ~ORENK L E L1,
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37.

vlan : Some setting can't have been done
because of vlan unmatch.

TFELRWVLAN S 1 DL EEEFNTWAH Y, BRETE 20 VLAN 8
HOFEL,

vlan[<VLAN ID>] : Can't change mode from
{nothing ] protocol-based | mac-based} to
{nothing| protocol-based | mac-based}.

f67E L7z VLAN E— F® VLAN FERIAR—ETY, (VLAN HALEE)
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete it because
data is not corresponding.

FRE L7 VLAN BFEE LRV DHIBR T & 8 A,

F87€ L 72 mac-address (388 SN T RWZOHIBRTE £ A,
F87E L 7= mac-address-table |Z/FE L 72 W=D HIBRTE $H A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete port-channel
configuration referred by other
configuration.

a7 47— a THERAL TS 7OHIBRTE EEA,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete vlan
configuration referred by other
configuration.

a7 47— a THERAL TS 7OHIBRTE EEA,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set access-vlan
which is not configured to use vlan.

VLAN BFEE LR W= T 7 & A VLAN 2% E T £ A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set
mac-address-table static which is not
configured to use vlan.

VLAN 2 1E7E L7220 /23D mac-address-table # % E T& 8 A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set native-vlan
which is not configured to use vlan.

VLAN BRFEE LW DF AT 4 7 VLAN ZBRETE EHA,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>]: Data can't be set because
of not mac-based.

$87E L7= VLAN X MAC VLAN T72\ /=%, mac-address % C& £+
Mo
<VLAN ID> : VLAN ID

vlan[<VLAN ID>]: Data can't be set because
of not protocol-based.

FEE L7 VLAN X712 b =L VLAN T2\ 7= protocol Z #éxT& £4
Pue
<VLAN ID> : VLAN ID

VLAN <VLAN ID> is already in use for
mirroring.

F§7E L 7= VLAN | switchport monitor dotlq tag Tffifl L T\ 5 7= 0 E
THZLIITEERA,

vlan[<VLAN ID>] : mac-address has already
been set to other VLAN[<VLAN ID>].

o> VLAN TEEIZHE & mac-address 1T 8 SN TV DD TEERTE 8
Puo
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : maximum number which
can be used is exceeded.

VLAN #E Ry NV EBR I DERTEEE A,

%4k mac-address IRk b U EAEBZ -0 TE A,

&k mac-address-table B3 ik K= MU A B - DBGETEEHA,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Protocol
{ethertype| llc| snap-ethertype} <HEX>
duplicate at ChGr[<Channel group#>].

W UAR—FF b BIEE C7 e b a2 ETHEBIT 5 VLAN iZ—D2 L
HETEXEHA,

<VLAN ID> : VLAN ID

<HEX>: 7o b 2/UE

<Channel group#> : v X V7 NV—TFK %

vlan[<VLAN ID>] : Protocol
{ethertype| llc| snap-ethertype} <HEX>
duplicate at port[<IF#>].

[ UAR— N RIZER 7 7 b2 Ufl T35 VLAN [ Z— D LR E T
FH A,

<VLAN ID> : VLAN ID

<HEX>: 7’1 b 2 /Ui

<IF#> : A =Xy FR— N EH

vlan-protocol : Cannot delete protocol
referred by VLAN configuration.

protocol THEA L TWA 7= OHIRTE 8 A,

vlan-protocol : maximum number which can
be used is exceeded.

HEESRTHEHT D70 2l (ethertype &, llc fE, snhap-ethertype
) (THRK 16 HTT, 16 HEBL CHRETE LA,
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37.1.10

37-10

37.

Can not configure spanning-tree when Ring
Protocol is configured.

Ring Protocol BEREM R E SN TN D28, A=Y ) —5RETEE
A,

Cost is over 65535, please set up in 1 to
65535 or set pathcost method to long.

cost DA 65535 LL ET9, cost D% 1726 65535 O THET 5
7, pathcost method % long 12 L T< 72 &\,

Maximum number of entries are already
defined. <STP_VLAN>

BRRZMIBUEDOT P EBIMLE S & LTWET, RERT b
UZHIBRLTHrbBIML T ESW,

Maximum number of MST instance are
already defined.

MST A VA VAP T TR AREEESNTNET, RETEDH MST
A AB A TIK 16 T,

Pathcost method is short, please setup in 1
to 65535 or set pathcost method to long.

pathcost method %% short T3, cost Dffi% 1 25 65535 O#EFH TR ET
% 7>, pathcost method % long (ZL T 7280y,

Relations between I2protocol-tunnel stp and
spanning-tree configuration are
inconsistent.

BPDU 74 V=T 47 arvr4 7 b—varbAR=y 7Y —ay
T4 =y artOBBRERA—ETYE, BPDU 74UV —F 4 a
T4 —a v ERETARIL, A=YV — A E LT ALER D
D ET,

Relations between PVST+ and the
protocol-vlan or mac-vlan configuration are
inconsistent.

PVST+ &, 7'v b2/ VLAN 721X MAC VLAN [Z[RIFFICRRETE £
oo

Too many parameters (VLAN-range of MST
Instance <MSTI 1D>).

AT A =2 E D e RE (200) 22 TOWET, RABELANTREL
TLIEE W,
<MSTI ID> : MST A > 2 # X ID

37.1.11 Ring Protocol

37-11 Ring Protocol

axrp-<Ring ID>: cannot configure this
command to channel-group port.

A= FF ¥ RMZBMLTNEAL L Z T 2—RIZ, VT R— NIFKETE
EH A,

<Ring ID>: U 7 ID

axrp-<Ring ID>: Can't delete axrp
configuration referred by other.

BELZY 7 ID X, axrp-ring-port 2~ R THHA L TWAH7ZOHIKRT
EFEHA,

<Ring ID>: V> 7 ID

axrp-<Ring ID>: maximum number of
ring-id are already defined.

HEERATHEMTE 2 Y 7 IDIFHRRAETT, 2B TRETEE
A,
Ur 271D BT 2561, BEEHRD Y 27 1D ZHIERL T EEN,

<Ring ID>: U > 7 ID

axrp-<Ring ID>: maximum number of
ring-port are already defined.

Vo7 R—=FE, —o0) 7 IDICH LT O ELET,
BIOR—b% Y 7R — MIBEETHHAE, HEFALOV I HR— b EH]
FRLTL7Z2E0N,

<Ring ID>: U > 7 ID

axrp-<Ring ID>: Relations between uplink
redundant and ring protocol are
inconsistent.

BESNTcA v E T 2—RX, Ty TV r - UEUZY MERENT TIIE
EENTWET,

TV VEUE S MEREZHIRT 520y, EIEMOA o H T =2 —R
ERELTLIES N,

<Ring ID>: U 7 ID
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37.

axrp-<Ring ID>: this interface is already
defined as a ring port of other ring
configured the same vlan-mapping.

BEShiA v 2 72— %, Ka<w  RTHRELZY v @i sShTn
HVLAN v B 7 ERUVLAN =y B 7 2EAL T DIENDY 7
DY TR—FELT, TTRRESNTNET,

YHA VBT 2— A% B VIRBET D), FFHOA ¥ T 2 —R %
BELTLLEE N,

<Ring ID>: Y > 7 ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in control-vlan.

FRE &N 72 VLAN 1L, Tl VLAN IZERE SN TWET,
4 VLAN 2> 5% VLAN ZHIBR9- 5725, BIO VLAN ZfEH L T2 &
AN

<Ring ID>: Y > 7 ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in control-vlan of other
ring.

FEE SN 7= VLAN IX, 9 TiZl
7

1ED Y > 7 Ol VLAN 725
HL T &N,

<Ring ID>: V> 7 ID
<VLAN ID> : VLAN ID

IOV 7 OHIE VLAN IR E SN TV E

7% VLAN ZHIBRT 225, 50> VLAN %

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in
multi-fault-detection-vlan.

%EénKWAN@,?T’%%@iWEWAN_ﬁﬁénrwiT

% EFEEI VLAN 2> 5% VLAN 2819525, Bl VLAN Zf#fH LT
<TZEW,

<Ring ID>: UV > 7 ID

<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in
multi-fault-detection-vlan of other ring.

FBE &7 VLAN X, 3 ClZ
nTHWET,

END Y v DL EBEES VLAN 7534 VLAN Z 85325 5,
VLAN ZfEHA LT 72&EW,

EDD Y 7 O EEEER VLAN IZ3RE &

BD

<Ring ID>: Y > 7 ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in vlan-mapping.

FBE &M= VLAN IE, T CIZVLAN = v BV IR ESNTHET,
VLAN = v B> 71 53%% VLAN ZHIBRT 57, Bl VLAN ZfH L T<
FEW,

<Ring ID>: Y > 7 ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan-mapping <Mapping
ID> is already configured in vlan-group of
other ring.

FBE &= VLAN = v B 7%, T TIE»D Y > 7D VLAN 7 v—71Z

HESNHTOVWET,

12> VLAN Z v —7 035 EIBRT 57y, Bl VLAN ZV—7 % HH L T<
7ZEW,

<Ring ID>: V> 7 ID

<Mapping ID> : VLAN ¥ v > 7' ID

axrp-<Ring ID>-<Group ID>:
vlan-mapping <Mapping ID> is already
configured in another vlan-group.

FESNZ VLAN = v BV 73T TIZE— Y v Z O30 VLAN 7 /L —71C

WESNTVWET,

1ZH7D VLAN Zv—7" 22 BHEIERT %205, Bl VLAN = v B 7 % LT
<TEEW,

<Ring ID>: V > 7 ID

<Group ID> : VLAN 7 /L —7 1D
<Mapping ID> : VLAN ¥ > &7 ID

axrp-vlan-mapping-<Mapping ID>: vlan
<VLAN ID> is already configured in
control-vlan.

FRE &7z VLAN 1L, F TITHIE VLAN 23 E S TWET,
Hl4H VLAN 2> 5% VLAN ZHIBR9 525, BIO VLAN ZEH LT 72 &
v,
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37.

<Mapping ID> : VLAN < > £ 7 ID
<VLAN ID> : VLAN ID

axrp-vlan-mapping-<Mapping ID>: vlan
<VLAN ID> is already configured in
multi-fault-detection-vlan.

FBE SN2 VLAN 1L, T CICELEREGT VLAN IZRESNTNET,
ZEREEA VLAN 22 53%% VLAN ZHIBR3 %25, Bl VLAN 24/ LT
<TEEW,

<Mapping ID> : VLAN < > &> 7 ID
<VLAN ID> : VLAN ID

axrp-vlan-mapping-<Mapping ID>: vlan
<VLAN ID> is already configured in other
vlan-mapping.

BESNT VLAN 1L, T CIEN0O~ Yy By ZICRESNTWET,
1ED VLAN ~ v B 70 65% % VLAN ZHIERT 52, 5l VLAN %
LTL &N,

<Mapping ID> : VLAN < > &' 7 ID
<VLAN ID> : VLAN ID

Cannot configure Ring Protocol when
spanning-tree is configured.

AR= T ) —=NEESN TS, Ring Protocol FEREA R ETE £/

Ao

37.1.12

37-12

IGMP snooping

IGMP snooping

Maximum number of VLAN are already

defined, <VLAN ID> igmp snooping can not

enable.

IGMP snooping & MLD snooping THETX % vlan D& FFHIH K 32 {#
TT, R EBZTRETEEHA,
<VLAN ID>: VLAN ID

system function isn't set.

system function B ENRWTZHORETE TH A,
system function < igmp-snooping Z & E L T 7230y,

37.1.13 MLD snooping

37-13 MLD snooping

Duplicate mld query message source
address.

FLT MLDQuery A v E—VDREFETLIP 7 FLAREZREI N TN DD
ETEERA,

Maximum number of VLAN are already
defined, <VLAN ID> mld snooping can not
enable.

IGMP snooping & MLD snooping THETX % vlan D& FFHIHK 32 {#
T, R EBATRETEXEEA,
<VLAN ID>:VLAN ID

system function isn't set.

system function B ENRWTZHORETE A,
iy

system function ¢ mld-snooping Z &% E L T 72& W,
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37.

37.1.14 IPv4 ARP ICMP

37-14 IPv4 ARP ICMP

ip : Inconsistency has occurred in a setting of
IP address and route.

n

IPIERCHRELET RLREL— MERT
77 RLRIZFENRELTONET,
nexthop Z EL<FEEL T EE,

¢7E L 7= nexthop % » kU —

g

ip : IP address is duplicate between interface
and nexthop.

IPEHMTRELTZT R A L L— MERTRE L7 nexthop d7 R L A3
FEHLTOET,
T RUANREFE LRI IICREL T IEEN,

ip : maximum number of route are already
defined.

IHRB A — MEREBRIETE EH A,
Ty b= e RE LTI EEN,

ip[<VLAN ID>] : Can't delete IP
configuration with route configuration.

= MEBRDPIFEL TOET,
L— MEREHIBR L2, IPRERERIBRL T Eaw,
<VLAN ID>: VLAN ID

ip[<VLAN ID>] : Duplicate network address.

D> VLAN IS, RICFRY RU—2T7 RLADIP 7 FLARERSA T
7,

FR_RTOFRy NI =T RLANZ=— T ICR B L IPT RL A ARE
LT 7Zan,

<VLAN ID>: VLAN ID

Web F8iEFA IP 7 KL AL, AILRy hT—Z T RLADIP 7 KL AR
ERENTOVET,

Web FBiEEAIP 7 RLADR Yy hT—27 7 RLALEHELRWNE DL,
IP7 RLAZREL TSN,

<VLAN ID>: VLAN ID

ip[<VLAN ID>] : maximum number of IP
configuration are already defined.

THUEIPT RLAZBRETETEHA,
Xy MU= HRERELTIEEN,
<VLAN ID>: VLAN ID

37.1.15

37-15

Cannot change the flow detection mode.

UFRREIN TS, 7u—HE— FEERETEEEA,

A UHET 2= AT 7 EAY X ME

AU H T2 —AZQ0S 7u—1 A M

+ access-redirect http port

Tu— T — REEE LWEAIE, EROREEL T TCHIBRL T
S,
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37.1.16

37-16

37.

Cannot attach this list because flow
detection mode Layer2-1.

7 o —HE— R Layer2-1 ®BAICIE, 207 278X Y X MI@EHT
EEHA,
7o —HET— R Layer2-1 &L &, MACT7 Z7tRAU X M RNEMATE £

7
WD a< RpfERTEET,
mac access-group 2~ > K

Cannot attach this list because flow
detection mode Layer2-2.

7 u—HE— RS Layer2-2 DBAICIE, 207 78X ) X MIEHT
TEHA,

7 u—HE— K23 Layer2-2 o & %,
¥

WROa~y RBERATEET,

ip access-group =~ K

IPv4 7 7 2A) A MPREATEE

Maximum number of entries are already
defined. <valuel>

R MU EDOZ U R EZBIMLED ELTWET, RELRTY b
VEHIBRL TOHBEML T ZEN,

Over two entry as an address family cannot
be set.

FNOT 7 AY A MR TCICEAFEATT,
TR AY A NEBEALEZWEGEAIZE, @A TWD
BAHZHIBRLTHD, fTo T E&,

TR R D

system function isn't set.

system function B ENR LW HOBRETE A,
system function T filter % f& bef <TEEW,

The sequence number exceeded the
maximum value. Try "resequence"
Command.

BE)—F o AFSNRKRELBLE L,
resequence % J7 L TS 12 &V,

This list cannot be set to this port.

DT I7RAVANMIZOLA—Y Ry AV F 72— R ZITEHATEEE
oo

A=V Ry " U EZT72—RZT 78RV A M2#EHAT 256120, 77
T2 A NHNOT7 v —HHSEMO VLAN ID 28T 54— v |

Z7 == ADBRENFICEEN TV DOLERHY £,

This list cannot be set to VLAN.

ZOT V78 AV AMIVLAN A &% 7 = —A 3@ TE £ A,
77 8AV A MO T B —RHZEMIZ VLAN ID MHEE SN TV DA
1%, FOF7 28R ZMIVLAN A 4% 7 = — 2 ZI3EHATE EH A,
A=Y Ry MU ET7 2 —RZWAT 55, HHEELS VLAN ID %4l
BRLCL7Z&E,

This list name is being used as other protocol
type by other definition.

ZOFMNAXENDOT 78 AV A N THAFHLOLFROT-ORETE EH
oo
ENDOT 78 AV A RNTHAL T RWARKHRZIEE L T EEN,

The maximum number of entries are
exceeded.

REARER T P UBEBAE Lic, REQR MU ZHIBRL THL AT
LTL7ZaEny,
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37.1.17 QoS

37-17 QoS

Can not set command, because
limit-queue-length command is set.

limit-queue-length =~ > RBRBREINTNDH72H, PQUAD A ¥ a—
Vo 7E— REIRETEEEA,

Can not set command, because scheduling
modes is not PQ.

PQUADRAY Y 2—U 7 E— FRRESNLTND20
limit-queue-length =< > NIZERETE EH A,

Can not set half duplex because
traffic-shape rate is specified for the port.

EIRRIZ AR — MRS E SN TWA 729, duplex ICRETE EHA,

Can not set half duplex because WFQ
min-rate is specified for the port.

[FIHRIC WFQ & — R ORIEHRIEHIR R E SN TWA 729, duplex [ZRE
T&EEHA,

Can not set traffic-shape rate because of the
port is half duplex.

[E#RE RO D, AN— MERHEEEE TE A,

Can not set WFQ min-rate because of the
port is half duplex.

E#R RO D, WFQ E— FORARMGRIEMNZ fHE TE A,

Cannot attach this list because flow
detection mode Layer2-1.

7 —BHE— K2 Layer2-1 OFAIZIEL, 20 QoS 7 u—U A kL
TEEHA,

7 v — T — K2 Layer2-1 ® & &, MACQoS 7u—1U A M lA T
£7,

WOa~ RBRERTEET,

mac qos-flow-group =~ > K

Cannot attach this list because flow
detection mode Layer2-2.

7 v —RRHE— K2 Layer2-2 O45121%, Z® QoS 7 u— U R kil
TEXEHA,

7 u—fHE— R Layer2-2 ® & &, IPv4 QoS 7 u— U A MV T&
£7,

Woa~vy FRERTEET,
ip qos-flow-group =~ > K

Maximum number of entries are already
defined. <valuel>

ER=MIBUEOZ Y EBILES & LTWES, RERT b
UZHIBRL THLBML T ZENY,

Over two entry as an address family cannot
be set.

1F2?D QoS 7u—U A M3 TITHEMAFEATY,
QoS 7m—U A M&GEH L72WEAICIE, @A S5 QoS 7r—U 2
r D EHAEZHIERL T D, 7o TLIEE,

system function isn't set.

system function X ENR RV OFRE T EHA,
system function T qos ZfFE L T 72 &0,

The different name is already defined.

BEIZ queue-group AR ESNTWAS IIFIZ=> M UBML K 5 & LS4

The Maximum number of entries are
already defined. <QOSFLOW_GROUP>

QoS 7u—Y 2 D I/F ~Ofg KAz Bz TWET,

The Maximum number of entries are
already defined. <QOSFLOW_LIST>

QoS 7r—U A |k remark O REER B2 TNVET,

The Maximum number of entries are
already defined. <QOSFLOW_MAC>

MAC-QoS 7r—U X hDOx= N EPNEFMELZBZ THNET,

The maximum number of entries are
exceeded.

QoS =¥ M VHEMBINAEFMHEBA TWET,
B, ZOar74Z—aryToEA= NI BLOEE =N
$213% show system =2~ > R CHER CE £,

The sequence number exceeded the
maximum value. Try "resequence"
Command.

BB — 5 v AFE SRR A Bl L E L7z, resequence =~ K& JAT
LTL7ZE0,

The total of min-rate exceeded bandwidth of
port.

FRE U e AR RAEA R O FI S M 2 2 TV E T,

R, TS 722 £ 9 IZRE L T2 80,
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This list cannot be set to this port.

ZDQS 7 —YRANMIZDOA—HY Ry b U F T —ATTMHATEE
A,

A—H Xy AU ¥ T7x2—RAZ QoS 77—V 2 +&FiEAT 554121,
QoS 77— U A FND 7 m—#H4ED VLAN ID NEHT 54— %
F U BT 2= ZADRENRICEENTVWALERSH Y £17,

This list cannot be set to VLAN.

ZPDQ0S 7u—Y A MIVLAN A >4 7 =— A ILEH TE £HA,
QoS 7u—1U % D 7 v — M VLAN ID 25 E SN TV B EA
121, £ QoS 7u—Y A MIVLAN A > ¥ 7 = — A3l T& 8
Ao A—=B Xy b U F 72— AT 5D, HHSEMEHS VLAN ID &
HIBRLTL 7280,

This list name is being used as other
protocol type by other definition.

1F020 QoS 7 r—Y A THAFEALDLAHTY,
1FD QoS 7u—U A M THEH L TWaWARREZITISE 72D QoS 7
n—UZ2 MEHEELTIEEN,

37.1.18 2

37-18 2

interface : Invalid access-list ID for
authentication.

authentication ip access-group CTHEHEADT 7 AU A FEHER2 Y £,
(HARRE Y X MAFRIZ 1 D72 T, )

BEICREFHDOT 78 AY AR EFREL TSN, £203, thoA %
72— ATHEMFEADOT 7 A A T XTHIRE, BRELTIES
AN

interface : Invalid authentication arp-relay
configuration.

MU AR— MITFiRa~y R ENHRIE S TVRWZ®, authentication
arp-relay 3 ETE A,

¢ dotlx port-control

* web-authentication port

¢ mac-authentication port

interface : Invalid authentication ip
access-group configuration.

WP EZ YR — MIRER, BRELTIEIN,

MU AR— MITFiRa~y R ENHRE S TVWRWZ®, authentication
arp-relay g ECTZ EH A,

¢ dotlx port-control

* web-authentication port

¢ mac-authentication port

W& LS RN — MCBRUER, MRELTIZEN,

interface : Over two entry as an address
family cannot be set.

FENOT 7 AY A RN TTITHEAFERTT,
HWHISN DT 722 ) 2 NOBAZHIBRE, HRE LTI,

interface : Relations between the switchport
mac vlan and authentication
force-authorized vlan are inconsistent.

$67€ L7= VLAN X MAC VLAN T2\ /=¥, authentication
force-authorized vlan ##%E CT& £H A,
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interface : Relations between individual
force-authorized and common
force-authorized are inconsistent.

KRR BE O FRHIFEAEN R E STV D728, FEER— MC
authentication force-authorized vlan =~ > REZRE T A, Fid
BEEHIFRL T ZEW,

¢ dotlx force-authorized

¢ dotlx force-authorized vlan

« web-authentication force-authorized vlan

¢ web-authentication static-vlan force-authorized

¢ mac-authentication force-authorized vlan

* mac-authentication static-vlan force-authorized

Relations between individual
force-authorized and common
force-authorized are inconsistent.

A FRREARBE O SR FRAE D G E STV 5728, authentication
force-authorized enable =~ REZFRETET EHA, FiOREEHIFRL
TLEE,

¢ dotlx force-authorized

¢ dotlx force-authorized vlian

¢ web-authentication force-authorized vilan

¢ web-authentication static-vlan force-authorized

* mac-authentication force-authorized vlian

* mac-authentication static-vlan force-authorized

37.1.19

37-19

IEEE802.1X

IEEE802.1X

dotlx(xxxxx): Cannot set "dot1x
port-control” because monitor session mode
is set now.

interface Xxxxx MR — b I T —NHEMIR > TWHT2, F— NHENFERE
ERETEEEA,
XXXXX :

ethernet<IF#>: A —H Ry N f V¥ 72— AKR—  EF

dotlx(xxxxx): Cannot set " dotlx
authentication " command because
user-group or legacy mode configuration(s) is
set now.

interface xxxxx (22— ID BIFEFES K, /T LW —F— RAFDIC
o> TW\W5 7=, dotlx authentication =~ REZRETX EHA,
TROBEZHIFRL T EEN,

* dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlian

¢ web-authentication user-group

¢ web-authentication vlan

¢ mac-authentication interface

* mac-authentication vlan

dotlx(link-aggregation): Cannot set the
configuration because the ethernet <IF#>
belongs to the port-channel

5D ethernet <IF#> |34 — M F ¥ R/UIZJE L T 578, IEEE802.1X
nxif%i‘@f/\/o

<IF#>: A v H 7 = —AR—  F&

dotlx(vlan dynamic): Cannot set "dotlx vlan
dynamic ignore-eapol-start" because
supplicant-detection is disable-method.

@JE"J) DOIERMHEEL disable TH 57290,
BETEXERA,

VLAN BN i A ER

R AL A RE

dotlx(vlan dynamic): Cannot set "dotlx vlan
dynamic ignore-eapol-start" because
reauthentication mode is invalid.

VLAN E'i{\/ u:unE ( @jﬁ/] ) 0) ﬁjum nﬁgjkt%% ﬁ)ﬁ/)(j”:f:f’) Tb\fﬁb\fl &5, ﬁl"#‘
RESR REREM LB RE 2 RE TE £/ A,

dotlx(vlan dynamic): Cannot set "dotlx vlan
dynamic radius-vlan" because the specified
vlan <VLAN ID> is not found.

FBE & 372 VLAN <VLAN ID> [ZEEE I8 SN TV an7=H
radius-vlan & L CEETX A,

<VLAN ID>:VLAN ID

dotlx(vlan dynamic): Cannot set "dotlx vlan
dynamic radius-vlan" because the specified
vlan <VLAN ID> is not mac-vlan.

FBE S472 VLAN <VLAN ID> | MAC VLAN Tl7Ze\ /=, radius-vlan
ELTHEEETEERA,
<VLAN ID>: VLAN ID
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dotlx(vlan dynamic): Cannot set "dotlx vlan
dynamic supplicant-detection disable"
because ignore-eapol-start is set now.

VLAN HAZEEGE (E1F)) iR EREBGEHILREN R E STV D

wRAM HHENEA disable IZTX E8 A,

7=,

dotlx(vlan dynamic): Cannot set "no dotlx
vlan dynamic reauthentication" because
ignore-eapol-start is set now.

WANaﬁﬁﬁ(%m)@%Xﬁkﬁm£m¢&%m§iéﬂ1w
uu uEg:k’Mc %ﬁ%)‘jj VC% i"d_/\/o

HI-8,

dotlx(xxxx): Cannot delete "dot1x
port-control” because authentication ip
access-group/arp-relay is set.

interface xxxxx (Z, authentication arp-relay, authentication ip
access-group 2 E STV 5728, dotlx port-control Z IR T& £4
o

XXXXX

ethernet<IF#>: A —H Ry h A V¥ 72 —AK—  EF

port-channel <Channel group#> : ;" — k& X L& 5

dotlx(xxxx): Cannot delete "dot1x
port-control” because dotlx
force-authorized is set.

interface xxxxx 12, dotlx force-authorized =< > FAZRE I TV 5HT=
®, dotlx port-control Z MR CT& £ A,

XXXXX

ethernet <IF#>: A —H Xy b £ V¥ 7 =2 —RAK— bEF

port-channel <Channel group#> : "— ~F ¥ X L&E=

dotlx(xxxx): Cannot set "dot1x
force-authorized"

because authentication force-authorized is
set.

interface xxxxx ¢ authentication force-authorized =~ > F23F%E S 41T
W5 7=®, dotlx force-authorized 2~ R&EFRETE T8 A,
ethernet<IF#> : f —% Xy b f X 72— AK— &5

port-channel <Channel group#> : "— F F ¥ x L& 5

dotlx(xxxx): Cannot set "dotl1x
force-authorized" because 802.1X auth mode
is unmatch.

interface xxxxx DFBFEE— R 872 572, dotlx force-authorized =~

v RE %E CX A,
XXXXX

ethernet<IF#>: A —H Ry h A V¥ 72 —AK— MEF
port-channel <Channel group#> : ;"— F F X L& 5

dotlx(xxxxx): Cannot set "dotlx
ignore-eapol-start" because reauthentication
mode is invalid.

interface Xxxxx O FFRAEERIEHEEN B I 72 > TN T8, SR ZRF
nrbﬁEj:fﬂltﬁlﬂé HE D)ZH/I_"VC% i'ﬁf/uo

XXXXX

ethernet<IF#> : f —% Xy b f VX T = —AK— &5

port-channel <Channel group#> : ;" — F F X L&E 5

dotlx(xxxxx): Cannot set "dot1x
ignore-eapol-start" because
supplicant-detection is disable-method.

interface xxxxx DA HENEN disable Tdh 5728, UARKZ SR FERAFD

LB AR ETE £ A,
XXXXX

ethernet <IF#>: A —H Xy b £ ¥ 7 = — K —  EE
port-channel <Channel group#> : ;" — h F X L& 5

dotlx: Cannot set "aaa authentication dot1x"
because the maximum number is already
set.

WAEH Y A MImRT > b U HE 72, U ERETE

EH A,

Esh g

dotlx(xxxxx): Cannot set "dot1x
multiple-authentication" because
force-mode is set now.

interface xxxxx 7° force-unauthorized 3 721 force-authorized & — NiZ
o TNAIY, WMARIEE— FERETEEEA,

XXXXX

ethernet <IF#>: A —H Xy b £ ¥ 7 = —RAK—  EE
port-channel <Channel group#> : ;" — F Fx X L& 5

dotlx(xxxxx): Cannot set "dot1x port-control
force" command because sub-mode is
multiple-authentication.

interface XXxxx A3 i RKFRAEE— NIZ72 > T\ 572, force-unauthorized
F 7213 force-authorized — K& & ETE £H A,

XXXXX

ethernet<IF#> : f —HV Ry h £ V¥ 72— AK— hEH

port-channel <Channel group#> : "— K F ¥ X L&
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dotlx(xxxxx): Cannot set "dotlx
port-control" because switchport mode is not
access-mode.

interface xxxxx ® switchport mode 2% access T7Za\ =2, H— hHALFR
AEERETEER A,

XXXXX

ethernet <IF#>: A —% Xy b f ¥ 7 = — AR — FEH

port-channel <Channel group#> : " — k5 X L& 5

dot1x(xxxxx):Cannot set "dotlx port-control
force" because switchport mode is mac-vlan
mode.

interface xxxxx(ethernet <IF#> & 7213 port-channel <Channel group#>)
@ switchport mode 7% MAC VLAN (272> TW 5728,
force-unauthorized ¥ 7213 force-authorized € — K& R ETX £t A,
XXXXX

ethernet <IF#>: A —% 1y b f V¥ 7 = —AR—  EH
port-channel <Channel group#> : " — k5 ¥ /L& =
dotlx(xxxxx): Cannot set "dotlx interface Xxxxx O AR ERFEFEIMIEEREDHE SN TN D20, SRR
supplicant-detection disable" because #{E% disable I TX 8 A,
ignore-eapol-start is set now. XXXXX :
ethernet <IF#>: A —H% Xy b f ¥ 7 = — AR — FEH
port-channel <Channel group#> : " — h F ¢ X L& 5
dotlx(xxxxx): Cannot set "no dotlx interface xxxxx DO R FE R FRIEIMILEREN R E SN TWAH -0, Hi:

reauthentication" because ignore-eapol-start
is set now.

FURBERE A M TE EH A,

XXXXX

ethernet<IF#>: f —% Xy b f VX T = —AKR— " F =
port-channel <Channel group#> : " — h 5 X L& 5

dotlx(vlan dynamic): Cannot set "dotlx vlan
dynamic enable" because authentication list
or user-group is set.

:L“_“ﬁ‘ ID )J”wuuﬂijiﬁ F7= Vi_]—“_‘ F}J”wuuﬂijﬁ‘ﬁﬁ‘u}ﬂ: = T3
dotlx vlan dynamic enable =~ > K& ETE 8 A,
TROBEZHIRL T ZEW,

¢ dotlx authentication

¢ mac-authentication authentication

* web-authentication authentication

e web-authentication user-group

7=,

dotlx(vlan dynamic): Cannot set "dotlx vlan
dynamic enable" because authentication
multi-step is set.

NIVF AT TR E STV A2, dotlx vlan dynamic enable =
YU RERETE LY A,
authentication multi-step =~ > REREEHIFRL T 72 &0,

dotlx(vlan dynamic): Cannot set "dotlx vlan
dynamic radius-vlan" because
authentication list or user-group is set.

Z— W ID BIRBGES X, FidA— MRERREF B HE SN TN D728
dotlx vlan dynamic radius-vlan =~ > R&#&HETE 8 A,
TROBEZHIRL T EE0,
¢ dotlx authentication
¢ mac-authentication authentication
* web-authentication authentication
e web-authentication user-group

dotlx(vlan dynamic): Cannot set "dotlx vlan
dynamic radius-vlan" because the
authentication multi-step is set.

VIVF AT TRRFENFRE TV 572, dotlx vlian dynamic
radius-vlan =< > RE#FHE T EHA,

authentication multi-step =~ > FEREZHIBRL T 72 &0,

dotlx: Cannot set "dotlx
system-auth-control" because
12protocol-tunnel eap configuration is valid
now.

EAPOL 7 4 U—7 4 » 7HREN AN THH 1=, IEEES02.1X ZFRET

T EEA,

12protocol-tunnel: Cannot set
"I2protocol-tunnel eap"” because 802.1X
configuration is valid now.

IEEE802.AX WA TH 5728, EAPOL 7 4 U—F 1 v JHEREA R ET
TEHA,

radius-server: Cannot add new radius-server
host because the maximum number is
already set.

RRT Y MBS TS0, ZRAUERETEEEA,

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port AR — FERNEE L TWVET,
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system function isn't set.

system function FEN/RV ), Fila~vy RERETIEHA,
* dotlx port-control auto
* authentication arp-relay

¢ authentication ip access-group

Xxxxx: Cannot set the command because of
internal error. (code=y)

WHTZ7 —NHEL, 2w FERETEEHEATLE,
xxxxx :dotlx / radius-server / I2protocol-tunnel / multi-step, y: 1, 2, 3, 4

37.1.20 Web

37-20 Web

(DHCP )

Conflicting port number.

Duplicate network address.

Web 7 v uJJ:FHT %%ﬁ‘i%’; LTb‘ij‘o Web 7 [ uJJ:FHT %%ﬁ‘i%’;b
RNEHICLTLIEEN,

> VLAN (2, RILFy hU—2T7 RLADIP 7 RLAREFRSIN TN E
7

VLAN D%y hU—277 KL AL EELRWE DI, Web F8FEEHA IP 7 K
VAZREL T ZEN,

interface : Invalid web-authentication
html-fileset configuration.

7% 7K — b2 web-authentication port =~ > RAFRE STV RN T2
web- authentlcatlon html-fileset 2~ REZRETZ EHA,

interface : Invalid web-authentication port
configuration.

MU= MITRa~vy RRREIN TS, web-authentication
port 2~ RZHIFRTE EH A,

¢ authentication ip access-group

* authentication arp-relay

¢ web-authentication html-fileset

interface : Relations between the
web-authentication configuration and the
channel-group configuration within same
port.

fRER—
TEHA,

M Web S8GERETHEA L TWA 72D, R— FF v X ITIAT

interface : Relations between the
web-authentication configuration and the
vlan mode configuration are inconsistent.

ER— MIZTr harR— bREDTD, Web BIEA R ETEEE A,

interface : Relations between the
web-authentication configuration and the
mirror configuration are inconsistent.

ER— MIIT—HR— FREDT=D, Web BFEEZFHETEEHE A,

i

interface : Relations between user-group or
legacy mode configuration(s) and
authentication list configuration(s) are
inconsistent.

=P ID BIRRFES R, LT —F— RBRFREINTND20,
web-authentication authentication =~ NEZ#RE T 8 A,
NRLOREZHIBR LTI,

¢ dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlian

* web-authentication user-group

¢ web-authentication vlan

¢ mac-authentication interface

¢ mac-authentication vlan

interface : Cannot set the command because
the specified vlan <VLAN ID> is not found.

$67€ L7= VLAN 78 MAC VLAN TidaW=o, sHETEXEH A,
<VLAN ID>:VLAN ID
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interface : Relations between individual
force-authorized and common
force-authorized are inconsistent.

nruuﬂi’FLHb,\ @9@%”%@%&%‘&%*““(11\5
VRERETEERA,

¢ web-authentication force-authorized vian

¢ web-authentication static-vlan force-authorized

TROBEZHIRL T EEW,
¢ authentication force-authorized enable
¢ authentication force-authorized vlan

=%, fEER— M Fitoa<

radius-server: Cannot add new radius-server
host because the maximum number is
already set.

RRT L MVEBRE SN TWD2D, ZThU ERETE EEA,

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port O R — hEENREH L TNET,

system function isn't set.

system function 2~ RERENRW=®, Tiia~vy RERETEEH

Ao
e web-authentication ip address
¢ web-authentication port

system function T extended-authentication % &%

ELTLIZEND,

web-auth : Cannot set the command because
the specified vlan <VLAN ID> is not found.

F87E L7= VLAN 7 MAC VLAN TiX7eW\W =, HETET A,
<VLAN ID>: VLAN ID

web-auth : Cannot set the command because
of internal error. (code=x)

WET T =M FAEL, a2 FERETE A,

web-auth : Maximum number of entries are
already defined. <LIST-NAME>

WAEF Y A F O R=> MV BREBAE L,

web-auth : Relations between multi-step
configuration and web-authentication vlian
configuration are inconsistent.

'7/1/3:%5: b4 7 ey nJ‘.Eﬁ’
U RERETEERA,
authentication multi-step =~ > FEREZHIBRL T 72 &0,

RE SN TUWA 72, web-authentication vlan =<

web-auth : Relations between authentication
list or legacy mode configuration(s) and
user-group configuration are inconsistent.

A= MRERGES I, EHEF LA —F— FRBRESNTNDE72D
web-authentication user-group =~ > K& E T XA,

TROBEZHIFRL T ZE,

¢ dotlx authentication

* dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlian

* web-authentication authentication
¢ web-authentication vlan

¢ mac-authentication authentication
¢ mac-authentication interface

* mac-authentication vlan

web-auth : Relations between user-group or 2—W D BIEREE SR, Fo3AR— FRBHFRARRESINTNALT=D,
authentication list configuration(s) and web-authentication vlan =~ > R #ETE £8 A,
legacy mode configuration(s) are FEROBELREIR LT E S0,
Inconsistent. * dotlx authentication
* web-authentication authentication
* web-authentication user-group
¢ mac-authentication authentication
37-21 Web DHCP
Can not delete it because data is not HBESNERENFMELRZW-DHIBRTE EE A,
corresponding.
Interface not found. VLAN 7213 IP 7 RUARERESN TWER A, VLAN & IP O E%E R

ELLTL7EEN,
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Invalid network.

Xy MU —7 OFEDRIETT,

ip [<VLAN ID>]: Can't delete IP
configuration with dhcp configuration.

DHCP ¥ — S\ ETHEHA LTV 5720 IP ZHIkk IEETEXEHA,

<VLAN ID>: VLAN ID

RET

It exceeded maximum number of IP-address
pool.

IP7 RLAF— VO KEEB 2% L=, network &7 KL ARE%
RELTLEEN,

Maximum number of entries are already
defined. <DHCP-EXCLUDED-ADDRESS>

BOEFTREZR RN T R L AR KREEZBA £ LT,

Maximum number of entries are already
defined. <DHCP-I1F>

B A U H 72— AFORKIEEZBZFE LT,

A% E AT H

Maximum number of entries are already
defined. <DHCP-POOL>

1

RIEFRE/e T — VRO KREZ A E LT,

network conflicts.

Fy MU= OFENEELTNET,

vlan [<VLAN ID>]: Can't delete vlan
configuration referred by other
configuration.

DHCP H— "B ETHA LTV A7 VLAN ZHIFRTE £ A,
<VLAN ID>: VLAN ID

37.1.21 MAC

37-22 MAC
interface : Invalid mac-authentication port 7% 77— BT authentication ip access-group, ¥ 721% authentication
configuration. arp-relay /Efﬁ?f) LI-DHIBRTE IR A,
interface : Relations between the FBER—=MIF 0 haR— b REDZD, MACRIEZRETE £ A,
mac-authentication configuration and the
vlan mode configuration are inconsistent.
interface : Relations between the ER—MIIT—FR— FREDTZD, MACHEIEZHETE EHA,

mac-authentication configuration and the
mirror configuration are inconsistent.

interface : Relations between the
mac-authentication configuration and the
channel-group configuration within same
port.

FBER— MIMACEIERECTHEAL CWDH 7, A— b F v FX/UITMA
TEEHA,

interface : Cannot set the command because
the specified vlan <VLAN ID> is not found.

$67 L7= VLAN 78 MAC VLAN TidaW=o, sFHETEXEH A,

<VLAN ID>:VLAN ID

interface : Relations between individual
force-authorized and common
force-authorized are inconsistent.

nrunE’HﬁHb/\ ®3§%Jnrunﬁﬁ‘aﬁi“§ﬂfl/\ I\EE4®:'7
VRERETEERA,
¢ mac-authentication force-authorized vlan

* mac-authentication static-vlan force-authorized

TREOBRELHIFRL TS 7230,
¢ authentication force-authorized enable

¢ authentication force-authorized vlan

5728, HEER— MZ

interface : Relations between user-group or
legacy mode configuration(s) and
authentication list configuration(s) are
inconsistent.

=W IDBERAES X, FHEF LIV —F—FRRESINTND72D,
mac-authentication authentication =~ > REZRE T A,
TREOBRELHIFRL TS 7230,

¢ dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlian

e web-authentication user-group

¢ web-authentication vlan

¢ mac-authentication interface

* mac-authentication vlan
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37.

mac-auth : Cannot set the command because

the specified vlan < VLAN ID> is not found.

$6§7E L7= VLAN 78 MAC VLAN TidR2W= o, HETE XA,
<VLAN ID>:VLAN ID

mac-auth : Cannot set the command because
of internal error. (code=x)

WET T —MFAEL, I~ FREZTE A,

mac-auth : Maximum number of entries are
already defined. <LIST-NAME>

FRAEH AU R bRk MU BEBLE L.

mac-auth : Relations between multi-step
configuration and mac-authentication
interface configuration are inconsistent.

< VT ATy TREENEHE I N TV D728, mac-authentication interface
AV RERETEEE A,
authentication multi-step =~ > REREEHIBRL T 72 &0,

mac-auth : Relations between multi-step
configuration and mac-authentication vlan
configuration are inconsistent.

VNVF AT v TRAENRE SN TV 578, mac-authentication vlian =~
VREBRETEEEA,
authentication multi-step =~ > REREEHIBRL T 72 &0,

mac-auth : Relations between user-group or
authentication list configuration(s) and
legacy mode configuration(s) are
inconsistent.

2—H D BIRERES X, F723 A — FEERES DR E SN T D720,
TRoOavy REHRETEEEA,

* mac-authentication interface

¢ mac-authentication vlan

NRLOREZHIFRL T I 0,

¢ dotlx authentication

* web-authentication authentication
* web-authentication user-group

* mac-authentication authentication

radius-server: Cannot add new radius-server
host because the maximum number is
already set.

RRT Y FVEEFR SN TS, AU ERETEERA,

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port DR — MEBNEHE L THET,

system function isn't set.

system function % E 2372\ 7= %, mac-authentication port % 5% E CT& &
Fh,
system function extended-authentication Z &% E L T 7Z2& Wy,

37.1.22

37-23

interface : Relations between multi-step
configuration and legacy mode
configuration(s) are inconsistent.

LA —F— RBEMTI > T 5728, authentication multi-step =2~
UV RERETEETA,

TROBEZHIRL T EEW,

¢ dotlx vlan dynamic enable

¢ dotlx vlan dynamic radius-vlian

¢ mac-authentication interface

* mac-authentication vlan

e web-authentication vlan

multi-step: Cannot set the command because
of internal error. (code=x)

NE =T —mRBAEL, a~v RERETCETEFEATLE,
X:1,2
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37.1.23 DHCP snooping

37-24 DHCP snooping

37.

Can't delete it because data is not
corresponding.

FRIE VLAN @ DHCP snooping 23 HE T2 > TWhely, £I3EE L=

VT4 T = a Y RFE LRV DEIRTEE A,

Can't delete it vlan configuration referred by
other configuration.

ip source binding 8% T VLAN Z i L TW A 72 DHIBRTE 8 A,
HilBRHAT 4 VLAN ZH57E L T % ip source binding 5% & % Jei2HilBR LT <
ZEW,

Can't set it because snooping is disable.

§7E L7= VLAN (X DHCP snooping 23 %)
A,
DHCP snooping ZH%)

IR o> TV RN OIEETE £

W2 L7 VLAN Z3EE L TS IZ &0,

Can't set it because vlan doesn't exist.

ip dhcp snooping vlan THE L7z VLAN BRFEE LR WO ETE £H
Mo

ip arp inspection vlan TH&/E L7 VLAN BFEE LRV OB ETE 8
Ao

Duplicate entry.

ARENEH LTb‘ DIORETETEEA,

FEHEL TV DOIRELHIBR L%, HRELTIEE,
Maximum number of entries are already ip dhcp snooping vian THEE L 7= VLAN O E 3 i E rl e LRz # %2 T
defined. WET,

ip source binding T® Config %7&, ¥ & U dynamic 228 OREA A >
T TT— &Aﬂx1/$)mk$%iztt HETXERA, AHE

Relations between ip dhcp snooping
configuration and channel-group
configuration are inconsistent.

7¢ Config #% &< dynamic 7E ZHIFR L72%, FXELTIEEN,

ip arp inspection vlan T E L 7= VLAN 3235 E e LIRS A 2 TV E
7

FYUR— MIF XN TN —TIB L TVDTEORETEEE A,

T FF ¥ RVA VBT 2 —RITE mbf<téw

Relations between ip source binding
configuration and channel-group
configuration are inconsistent.

BELER—MIF¥YRVITNA—TIZEL TN D,
F ¥ FVIIFEE LW DR ETE EE A,

FFEELZA—

Relations between ip source binding
configuration and switchport configuration
are inconsistent.

BELIEA X7 2—AXVLANIZE L TWRWEDRETE EHA,

Relations between ip verify source
configuration and channel-group
configuration are inconsistent.

BUAR— MNIF T —T
A= F ¥ RNA X T z—AF

TR LTV D TORETEET A,
REL TSN,

system function isn't set.

system function FEN LW HORETE A,
system function C dhcp-snooping Z&E L T 72 &0,

37.1.24

37-25

Web

Web

Cannot change access-redirect because
access-group is set.

ip access-group A E ST\ 5H 729, access-redirect # AT T F4

oo
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37.

Duplicated port numbers.

R—FEENELLTVET,
A= EENEELRZNEIICLTIEEN,

Incompatible flow detection mode.

Zo7a—RE— FTIERETEEEA,
access-redirect %€ - AF - HIBRT H5A1T,
layer2-2 g% L T 2 &0,

7 u—RHE— RIiZ

37.1.25

37-26

Can't set ethernet <IF#> because it is a
channel-group port.

RESNIA VZ T 2—AF, FYRIAVTA—TIFRLTNED, A
VAT 2 —ADRELENTEEHA,
<IF#>: A L X Tz —AR— &S

Ethernet <IF#> is already an uplink
redundant interface.

BESNIA LV EZT72—RL, ToT Voo - VEUZ MERENTTIC
BESHTVET,
<IF#>: A VB2 Tz —AR— "5

Ethernet <IF#> Relations between uplink
redundant and ring protocol are
inconsistent.

BESNTZA ¥ 7 =—A1%, Ring Protocol BEREN T TIZRRE SN TV E
7, Ring Protocol #REZ HIBRT 57>, ETMOA 27 2 —AZRIE L
TLEEW,

<IF#> . f V4 72— AR— " &EE

Port-channel <Channel group#> is already
an uplink redundant interface.

BESNTALVETc—R L, Ty TV - UELUEY MERENRT TIC
BESNTNET,
<Channel group#> : " — F F v FLFE

Port-channel <Channel group#> Relations
between uplink redundant and ring protocol
are inconsistent.

FRE SN/ A v & 7 =—A1%, Ring Protocol BEREN T TICRRESN TV E
4", Ring Protocol #§BEZ HIRT 572>, R3O A V27 2 —AEREL
TLEEW,

<Channel group#> : " — h F v FLFE

Secondary interface is same as primary
interface.

TIA =Y b H Y ER—A— MIEELTHET,

this command is different from this one in
channel-group port.

AT 4 =y arPNRRBED, R—FF vy FVTIMATE £H5 A,

Too many parameters (exclude-VLAN ).

ARG A= B RHE (200) ZBAZTWET, RRBUNTREL T
CTEEN,

37.1.26

37-27

Please lower the recovery threshold than
the detection threshold.

A M= LRHBEEL Y b A b—ARERELZ RS VEICHEELE Lz, A
b= AEERMEIE A b — S BIELL T OMEICRE L T2 S0,
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37.1.27 L2

37-28 L2

37.

L2LD : Can't setting port[<IF#>] because of
channel-group port.

FRELIER—FEZET v 3N T NN—TICHR L TV DH720,
loop-detection =~ > ROBRELLETE £H A,
<IF#> : f VZ 7 = —AR— EH

this command is different from this one in
channel-group port.

loop-detection B EN /R D720, F¥ RNV ITNA—FIZIMATEEREA,

37.1.28 CFM

37-29 CFM

ethernet : Can not delete it because data is
not corresponding.

WBELLEary 74 7 b=y a UINMEELRY, £RET—2ZREHEL T
L7129, HIFR T EHA,

ethernet : Cannot change cfm domain
direction.

RAA U TRETS MEP OFMITEFETE EH A,
Wolz il a~y REHIBRL TOLHREL T EEN,

ethernet : Can't delete this configuration
referred by other configuration.

ENDarT7 47— aryTERLTWAHTED, KAREFZAE T
oo
ZRLTCWEary 747 —va EHIBRLTHLERTELTLIEE N,

ethernet : MA <No.> is already configured in
cfm domain.

ESNZ MA BB ST T TITEDRD AL VICREENTWET,
<No.> : MA #%5I%& 5

ethernet : MA name <Name> is already
configured in cfm domain.

BESNZ MALRIZT TIZR—®O R AL VICERESNTWET,
<Name> : MA £ Fr

ethernet : Maximum number of entries are
already defined. <CFM_MA>

INAGHEU a7 4 7 —2 a0 2RELED ELTVAD, INAS
P RDBECar 7 4 VL —a VA FHEL LS L LTWET,
EHLRVWa 74 7=y a b EHIBRLCOLEEREL T EEN,

ethernet : Not found <Level>.

BELERAAL VLR EONY A, ALV L-ULBRERESINT
WADER L TL 2 &0,
<Level>: NAA L ~L

ethernet : Not found <No.>.

FEE L7 MAGRBE SN RO 8 A, MATRBIESARESNATND
MR L TL 72 &,
<No.> : MA #5I%& 5

ethernet : Not found VLAN ID <VLAN ID>
in MA.

754~ U THE L7 VLAN ID 73 VLAN ID list {ZfFfEL £¥ A, MA T
BREFHDVLAN ID Z2HELTLEEN,
<VLAN ID> : VLAN ID

ethernet : Too many parameters
(CFM_VLAN).

AT A =2 Fh R E (256) wBA CWET, RARBLUNTRIEL
TS,

ethernet : VLAN ID <VLAN ID> is already
configured in MA name.

5 &N 72 VLAN ID 1T 7 TIZIEND MALRICRESH TWET,
<VLAN ID > : VLAN ID

interface : Can not delete it because data is
not corresponding.

WHELLEary 74 7 b=y a UINMEHELRY, £RET—2BREHEL T
5720, HIBTE £HA,

interface : Cannot change cfm mep direction.

MEP Ol IIAEE T 8 A,
Wolz i a~<y REHIBRL TOLEHRE L T EEN,

interface : Cannot configure cfm enable to
channel-group port.

R=FF ¥ RMZEMLTWDHA & 7 =— AT CFM @ enable Z & E T
TEHA,

interface : Cannot configure cfm mep to
channel-group port.

R=FF ¥ RUZBMLTNDHA v Z 72—, MEP ZRET& 4
oo
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37.

interface : Cannot configure cfm mip to
channel-group port.

R—=FF ¥ RMIBMLTND
Puo

AV BT 2—RAIT, MIP ZRETEEH

interface : Domain level <Level> is set with
a value less than cfm mep.

interface : Domain level <Level> is set with
values more than cfm mip.

FRELIZ RAAL U L~ULS MEP OF%EELL FOETREINTWVET,
<Level>: RAA L ~L
FBELE RAAL L UL MIP OREMU EOETHRESNTVET,

<Level>: RAA L~

interface : Exceeded the number of the
maximum port.

MEP & MIP ZEXETCT&HHh— MEAEBZ E LT,

interface : Maximum number of entries are
already defined. <CFM_MEP>

WAL EDary 7 4 VL —2a b BRFELEIE LTVAD, INAS
PR ROBRETa Ly 74 7 b—a v BEFLE S L LTWET,

AL VWa 747 L—va b EHIBRLTHLLHEREL T EEN,

interface : Maximum number of entries are
already defined. <CFM_MIP>

WERFHU EOa 7 4 7L —va VEBRELEL D ELTWED, IUES
HRROBETary 7 47—y a v EELLEI L LTOVET,

AL VWa 747 L—va b EHIBRLTHRLHEREL TN,

interface : MEP ID <MEPID> is already
configured in ¢cfm mep.

¥E SN MEP ID X9 TIl2iE ENTVWET,
< MEPID > : MEP ID

MO MEP 123 E

interface : Not found <Level>.

BELIERAAL LR EON) FHA, FAL UV LALREE ST
WAMER LT Z &,
<Level>: RAA L ~L

interface : Not found <No.>.

FBE LI MAGRBIER TR o0 £8 A,
MA FEBIE SRR E SN T D ER LT EE W,
<No.> : MA i#3&E 5

37.1.29 SNMP

37-30 SNMP

interface : Can not delete it because data is
not corresponding.

TE(E L 72O G
X,

HIBRL &9 & LE L7z, #BIES 2R L TR

interface : Maximum number of entries are
already defined. <RMON_HISTRY_CTR>

KRERZBATOET, AERZ FYZHERLTIZS,

interface : This configuration has already
been set.

rmon collection history & ERs, BIFE S M1 > ¥ 7 = — A TEbLT
WET,

MO & HET D H,
TOLHHRELTLEEN,

fillA > 2 7 = — A D FFHHIF S F S 2 HIER L

rmon : Can not delete it because data is not
corresponding.

TFELZROEBIIESEZHIRL LY E LE LR, #ESEZHMERL TR
W,

rmon : Can't delete this configuration
referred by other configuration.

HIRFEE L7- event =2 kU IZ, alarm =2 U L BEETIT 23 & 5 7= D H]
fRcexERA,

rmon : Maximum number of entries are
already defined. <RMON_ALARM>

RRRERZBATOET, TELx MY ZHIBRL TS ZE0,

rmon : Maximum number of entries are
already defined. <RMON_EVENT>

BRRARERZBATOET, TELx2 Y ZHIBRL T ZE0,

rmon : Can not delete it because data is not
corresponding.

FAELIRWEN B 2RI L L9 & LE Lic, MESEmMEL <<
S0,

rmon : Not found <event_no>.

rising-event-index % 7= 1% falling-event-index {277 L 72\ 1 X2 R igkjll
FEERELE L,
rising-event-index ¥ 72 falling-event-index # FfER L T 723\, &

TAEREYS A N NRBIR S ORERICHZE L T IEEN,
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37.

rmon : Not supported <variable>.

variable [ZV R — kLW A T V=7 b ERITHIASIOA VA X o AFE
ERELE L,
FT V2 PBIOAS VAL AR EEFMHR L TLLIEE 0N,

rmon : RMON alarm rising threshold is less
than falling threshold.

THBEMEN LB L Y RS> TWES, FHEMA LFBEUTE LT
{TEEW,

snmp-server: Maximum number of entries
are already defined. <SNMP_TRAP>

SNMP |7 v 7EEEEROBEDERBEBLE LI, RERNT VT
REEEEREZHIBR L THSEBML TSN,

snmp-server: Maximum number of entries
are already defined. <SNMP_VIEW>

SNMP = X 2 =7 4 EROBEN B ZBAE Lz, FERII2=
T ATEREHBRL THALBML TSN,

37.1.30

37-31

Mirror port and dotlx are inconsistent.

destination interface % dotlx CHEA L T2 72H I 77— — MIFKET
EFEHEA,

Mirror port and mac-authentication are
inconsistent.

destination interface 2 MAC FBFECHEA L TV A7 I 7 —F— MIE
ETEETA,

Mirror port and web-authentication are
inconsistent.

destination interface % Web FBiECHEA L TV 5720 I T —F— MIETE
TEEHA,

Mirror port and port-channel are
inconsistent.

destination interface # /K — F F ¥ XV THEAL TWE72H I 7 —F—k
ICRECEEREA,

Mirror port and switchport are inconsistent.

vz

7 —R— k& switchport [Z[RIFFIZERETE 8 A,

Port-channel <Channel group#> is not
configured.

I 7 —FR—MIRESNTZFA— b TFrRVEEE, F— b FrrA ¥
T —ANRREINTWHERA,

The specified VLAN ID is already in use.

fRE &7z VLAN F 5 IIBEICE AT,
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A

aaa authentication mac-authentication end-by-reject

476

aaa authentication web-authentication end-by-reject

398

aaa accounting dotlx 341

aaa accounting mac-authentication 473
aaa accounting web-authentication 395
aaa authentication dotlx 342

aaa authentication login 24

aaa authentication login end-by-reject 26
aaa authentication mac-authentication 474
aaa authentication web-authentication 396
aaa authorization network default 344

aaa group server radius 22

access-redirect http port 548
access-redirect http target 549
access-redirect timeout 550
authentication arp-relay 330
authentication force-authorized enable 332
authentication force-authorized vlan 334
authentication ip access-group 335
authentication multi-step 520

axrp 208

axrp-ring-port 211

axrp vlan-mapping 209

B

bandwidth 80

C

channel-group lacp system-priority 108
channel-group max-active-port 109
channel-group mode 111
channel-group periodic-timer 113
clock timezone 42

control-packet user-priority 327
control-vlan 213

D

default-router 458

deny (ip access-list extended) 257
deny (ip access-list standard) 262
deny (mac access-list extended) 264
description [f —¥% %> ] 81

description (V> 27 77V =y av] 114
disable 215

dns-server 459

domain name 578

dotlx authentication 345

dotlx auto-logout 347

dotlx force-authorized 348

dotlx force-authorized eapol 350

dotl1x force-authorized vlan 351

dotlx ignore-eapol-start 354

dotlx max-req 355

dotlx multiple-authentication 356

dotlx port-control 358

dotlx radius-server dead-interval 360
dotlx radius-server host 362

dotlx reauthentication 366

dotlx supplicant-detection 367

dotlx system-auth-control 369

dotlx timeout keep-unauth 370

dotlx timeout quiet-period 371

dotlx timeout reauth-period 372

dotlx timeout server-timeout 374

dotlx timeout supp-timeout 375

dotlx timeout tx-period 376

dotlx vlan dynamic enable 377

dotlx vlan dynamic ignore-eapol-start 378
dotlx vlan dynamic max-req 379

dotlx vlan dynamic radius-vlan 380

dotlx vlan dynamic reauthentication 382
dotlx vlan dynamic supplicant-detection 383
dotlx vlan dynamic timeout quiet-period 385

dotlx vlan dynamic timeout reauth-period 386
dotlx vlan dynamic timeout server-timeout 388
dotlx vlan dynamic timeout supp-timeout 389

dotlx vlan dynamic timeout tx-period 390
duplex 82

E

efmoam active 560

efmoam disable 561

efmoam udld-detection-count 562
end 16

ethernet cfm cc alarm-priority 580
ethernet cfm cc alarm-reset-time 582
ethernet cfm cc alarm-start-time 584
ethernet cfm cc enable 586
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ethernet cfm cc interval 588
ethernet cfm domain 590
ethernet cfm enable (global) 592

ethernet cfm enable (interface) 593
ethernet cfm mep 594

ethernet cfm mip 596
exit 17

F

flowcontrol 84

flow detection mode 246
forwarding-shift-time 216
ftp-server 10

H

hostname 602
http-server 524
http-server initial-timeout 399

instance 153

interface fastethernet 86

interface gigabitethernet 87

interface port-channel 115

interface vlan 126

ip access-group (77 EA YU A K] 267

ip access-group (2 7’4 »EF% = U 7 1 & RADIUS])
27

ip access-list extended 269

ip access-list resequence 271

ip access-list standard 273

ip address 240

ip arp inspection limit rate 528

ip arp inspection trust 529

ip arp inspection validate 530

ip arp inspection vlan 532

ip dhcp excluded-address 460

ip dhcp pool 461

ip dhcp snooping 534

ip dhcp snooping database url 535

ip dhcp snooping database write-delay 537
ip dhcp snooping information option allow-untrusted
538

ip dhcp snooping limit rate 539

ip dhcp snooping trust 540

ip dhcp snooping verify mac-address 541
ip dhcp snooping vian 542

ip igmp snooping (global) 224

670

ip igmp snooping (interface) 225
ip igmp snooping fast-leave 226
ip igmp snooping mrouter 227

ip igmp snooping querier 229

ip mtu 241

ip qos-flow-group 299

ip gos-flow-list 301

ip gos-flow-list resequence 302

ip route 242

ip source binding 543

ipv6 mld snooping (global) 232
ipv6 mld snooping (interface) 233
ipv6 mld snooping mrouter 235
ipv6 mld snooping querier 237
ipv6 mld snooping source 234

ip verify source 545

L

12protocol-tunnel eap 127
12protocol-tunnel stp 128
lacp port-priority 116
lacp system-priority 118
lease 462
limit-queue-length 303
linevty 11

link debounce 88
linkscan-mode 89

lldp enable 632

lldp hold-count 633

lldp interval-time 634
Ildp run 635

logging event-kind 626
logging facility 627
logging host 628

logging syslog-header 629
logging trap 630
loop-detection 570
loop-detection auto-restore-time 572
loop-detection enable 573
loop-detection hold-time 574
loop-detection interval-time 575
loop-detection threshold 576

M

mac-address 129
mac-address-table aging-time 122
mac-address-table static 123

mac-authentication access-group 477
mac-authentication authentication 478



mac-authentication auto-logout 480
mac-authentication force-authorized vlan 482
mac-authentication id-format 485
mac-authentication interface 487
mac-authentication max-timer 489
mac-authentication max-user 490
mac-authentication max-user (interface) 492
mac-authentication password 494
mac-authentication port 496
mac-authentication radius-server dead-interval 497
mac-authentication radius-server host 499
mac-authentication roaming 502
mac-authentication static-vlan force-authorized 504
mac-authentication static-vlan max-user 506
mac-authentication static-vlan max-user (interface)
508

mac-authentication static-vlan roaming 510
mac-authentication system-auth-control 512
mac-authentication timeout quiet-period 513
mac-authentication timeout reauth-period 514
mac-authentication vlan 515
mac-authentication vlan-check 517

mac access-group 275

mac access-list extended 277

mac access-list resequence 279

mac qos-flow-group 305

mac qos-flow-list 307

mac qos-flow-list resequence 308

ma name 597

ma vlan-group 599

max-lease 464

mdix auto 90

media-type 91

mode 217

monitor session 638

mtu 93

multi-fault-detection mode 218
multi-fault-detection vlan 219

N

P

name (Ring Protocol] 220
name [VLAN] 130

name [(A/X=r27Y1J—] 155
network 466

ntp client broadcast 45

ntp client multicast 46

ntp client server 44

ntp interval 47

permit (ip access-list extended) 280
permit (ip access-list standard) 285

permit (mac access-list extended) 287
power-control port cool-standby 60

power inline 95
power inline allocation 97

power inline priority-control disable 99
power inline system-allocation 100

protocol 131

Q

gos (ip qos-flow-list) 309
gos (mac qos-flow-list) 315
gos-queue-group 319
gos-queue-list 321

R

radius-server attribute station-id capitalize 29

radius-server dead-interval 30
radius-server host 32
radius-server key 35
radius-server retransmit 37
radius-server timeout 38
remark (QoS) 324

remark (727 xU % k] 290
revision 156

rmon alarm 603

rmon collection history 607
rmon event 609

S

save(write) 18

schedule-power-control port-led 62
schedule-power-control port cool-standby 61
schedule-power-control shutdown interface 64
schedule-power-control system-sleep 66
schedule-power-control time-range 67

server 39

service dhcp 468

show 19

shutdown ([ —¥%=x> ] 101

shutdown (V> 27727 V7= ar] 119

snmp-server community 611
snmp-server contact 613
snmp-server host 614
snmp-server location 620
snmp-server traps 621
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snmp trap link-status 624

spanning-tree bpdufilter 157
spanning-tree bpduguard 158
spanning-tree cost 159

spanning-tree disable 161

spanning-tree guard 162

spanning-tree link-type 164
spanning-tree loopguard default 165
spanning-tree mode 166

spanning-tree mst configuration 167
spanning-tree mst cost 168

spanning-tree mst forward-time 169
spanning-tree mst hello-time 170
spanning-tree mst max-age 171
spanning-tree mst max-hops 172
spanning-tree mst port-priority 173
spanning-tree mst root priority 174
spanning-tree mst transmission-limit 175
spanning-tree pathcost method 176
spanning-tree port-priority 178
spanning-tree portfast 179

spanning-tree portfast bpduguard default 180
spanning-tree portfast default 181
spanning-tree single 182

spanning-tree single cost 183
spanning-tree single forward-time 184
spanning-tree single hello-time 185
spanning-tree single max-age 186
spanning-tree single mode 187
spanning-tree single pathcost method 188
spanning-tree single port-priority 190
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