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Ex1
AEBO 7 O — T TES VLANID I3, VLAN 2274 7L —3 3 Y TAN LA VLAN ICR L THET %
ETd. EETL—LDET S VLANID 2#EH LE 7.
RIRTIHE, VLANID 2BETE £t A
cTag BEBRE LA =T Ry M V¥ 7 21— AIHEET 554
“VLAN b2 R YV TEBELIZA =T 2y M V¥ 7 2 —RAIHEET 254
EX2
HKEZ7L—LDOVLAN Taglild 21— HVEEELHEHLET. VLAN Tag BEHEH 27 L — LI L T1—Y1E

REEZBHT 555G, MACT7 FLAHIZ? S 1 BEE®D VLAN Tagll»h 21— HEBEEINRELD T, ROKIC
VLAN Tag »##($»57 L —LOfERLET,

(i) VLAN Tag 1ED T #—< v k

g 5 1ERB® | Ether
MAG-DA MAG-SA VLAN Tag | Type Data FCS
(ii) VLAN Tag 2R 7+—< v b+
_ _ 1B | 2BkB® | Ether
MAG-DA MAG-SA VLAN Tag | VLAN Tag | Type Data FCS

BEMA VY7 2—2ATld, VLAN TagZZLO7 L—AI oW T I—HELE2RE LT, 21—V ELERE
DFMERORIRLET

x®1-6 XEAM>9T7 I —ATHOI—FERERH

_ %fE )
TL— LEER— N = 1—HEEED T O—RHEE
TL—A
VLAN by 30y | — BEAITY—H — R R LB A, ~ — T — 0 L — PSR £ et
BRER L LEd,

FEBTY— ) B LTV VBAT, PORET L— L
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1 71L%9
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e MAC7 RUAZEKEEICEI>TT VLD EEINHE
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1.2 a>7«47L—>3a>

1.2.1

> 747L—>3>av > R—E

1.2.2

T4 VI TERTZ2a 747V —aryavy F—EE2RORITRLET,

®1-9 d>7147L—Y3a>av>R—E&

av > RE

A

access-list

IPv4 74 L ELTEHET BT 7RV A 2RELE T,

deny

TANITOT I A2 RETHEM4E2BELET,

ip access-group

L —FF2Y M V¥ T2 —AL72IE VLAN A > ¥ 7 2 — 2R LT IPv4 7 «
L ZBERL, [Pv4 7« LY BREZ BRI LE T,

ip access-list extended

IPvA)Sry b 74 VF ELTEET BT 7RV AP ERELE T,

Ip access-list resequence

IPv47 RL AT 4 VIBEOIPVE ISy N7 4 LY DT 1 LY E4ERIER
DY—H VABEEHRZELET,

ip access-list standard

IPv47 RLATZ 4 VY ELTENET AT VLAY A MERELE T,

ipv6 access-list

IPV6E 74 L ELTEET 2T VAV AP ERELE T,

ipv6 access-list resequence

IPV6 74 VT DT 4 VY EGEERIEFOY —7  ABS*HFRELET,

ipv6 traffic-filter

A—HPA2v M ¥ T2 —REHIEVLAN A V¥ 72— A LT IPv6 7 «
Ly ZERL, IPv6 7« LY RBEEREZBRIICLE T,

mac access-group

A =YXy b VH T2 —=RAF7IEVLAN A ¥ 7 = —ZAIZx LT MAC
Ta Ly EEHAL, MAC 7 4 LY HEEERBERICLE T,

mac access-list extended

MAC 74 LVZ ELTEMET AT 7 EAVZA M ERELE T,

mac access-list resequence

MAC 74 V¥ D7 1« Vo EHBRIEFDOY —F7 v AESZBERELE T,

permit

TANITOT IR emfd 254%2BELET,

remark

T4V ORREHRACIEELELT,

flow detection mode™

T4y - QoS HIMOZEM T u—HmEE-FE2RELE I,

flow detection out mode*

T4 VY ORER 70 —BEE-FZRELE T,

peed

[av7427V—va>yavsryRL 77 L >ZAVolll [25 7u—BHE—R/7u—8ifF] 28BL TS0,

RER 7 O—RHE— NDE

T4 VI ORE/MTO—BHE-F2EET A2 RITTRLE T,

EREDRAT > M

ZERT7O—BEE— N, NP7 7OERNLEEREZRET 5720, BIICHELET,

[O7> RICKBETE]
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1. (config)# flow detection mode Llayer3-1
ZEM 7 O —HE— K layer3-1 263 LE T,

1.2.3 ZFEA7O0-BHET— ROEE
T4 LY OREMTO-BHE—- NE2IEETAHZ2RISRLET,
[BEDHA > b
EEAT7O—FmEE— N, N—FT 27 OERNZEEEEE2RET S0, BRIICHRELE T,
[O7 > RICKBEHRTE]
1. (config)# flow detection out mode layer3-2-out
REEME 7 O —MHE— N layer3-2-out #E#ICLE T,

1.2.4 MACAY Y Tk - EEZT DT
MAC Ay 5% 70— Mgl s LT, 7 L— L&k - BERIEET B0 % RITLE T,

[EBREDRT > N
T U—LZF{RHICMAC AN Y FIZL>T7ua—mHEZITV, 7407 MR LET LV —L%E
2.hfLED,

[Ov > RICKBEEHEE]

1.(config)#f mac access—list extended IPX DENY

mac access-list (IPX_DENY) #/EBLET. KU X M EERT A &L -T, MAC 7 1 LY DF
fEE— FICBITLE T,
2. (config-ext—macl)if deny any any ipx
A =Py bIALTHIPX D7 L—L%ERTH5MAC 74 LY EZHELET,
3. (config-ext-macl)# permit any any
TRCOTV—L%EHfTHMAC 7 LY ZRELET,
4. (config-ext-macl)# exit
MAC 74 LY OEMEE— KD 60— NLar 74 L= a v E—RIIRVET,
5.(config)# interface gigabitethernet 1/1/1
R=PU/1/1 DA 257 2—ZAE—RIIBITLET,
6. (config-if)# mac access-group IPX_DENY in
ZEANZMAC 74 LY Z2EHLET,

1.2.5 IPAYS - TCP/UDP ANy 9 T}t - EE%Z T DRE
(1) IPv4 7 RLR%Z 70— HEFHE T BEE
I[Pv4 7 FLAZ 70 —MHEMtEE L, 7L —L%2HHk - BEETT AH2KISTRLET,

BREDRT > N
TV —LZERICEETIPVA 7T RL AL >TT7a—BHEZTW, 74 L5 Ty bJIC—HKLZT
L—LZHHLET, 74T MIIC—HLEZWIP Sy MITRTEELET,
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[Ov> RICKBERTE]

1. (config)# ip access-List standard FLOOR_A PERMIT

ip access-list (FLOOR_A_PERMIT) Z/ERL 9. KUY R FEERT B &IZE-T, [PvdT7T R L
AT 4V DEEE— RICBITLET,

2. (config-std-nacl)# permit 192.168.0.0 0.0.0.255

BETIP 7 FLZ192.168.0.0/24 %y v I—=0oD7 L—L%adffd s IPv4 T FLAT7 4 LY
ZRELET

3. (config-ext-nacl)# exit

IPvVA7 RLAT A LY DBHEE— RS u—NLar 74 7L —2 3 v E—RIIREDEY,
4, (config)# interface vlan 10

VLANIO DA > % 7 £ —AE—RIZHITLE T,
5. (config-if)# ip access—group FLOOR_A_PERMIT in

ZEAICIPVA 74 LY ZBMILET,

(2) IPv4 /Ny N ETJO—RHEFEET BETE
IPv4 telnet )84 w b2 70 —RHIEHEE L, 7L —L %2k - BEEET AHZ2ISTRLUET,

EREDRT > M
TV —LZERIZIPAY Y - TCP/UDP Ay ¥k > T7u—HHZITV, 74 LT Y MJ)I—
L7c7 V—L%2FEELET,

[O7 > RICKBERE]

1.(config)# ip access-list extended TELNET DENY

ip access-list (TELNET_DENY) Z{ERtLE9. KXY R MZIERT A &IC&>T, IPv4/8r vy b
T4V OBEE— FIIBITLET,

2. (config-ext-nacl)# deny tcp any any eq telnet
telnet O/ v N ZFEET S Pv4 /87y 71 LY ERELE T,
3. (config-ext-nacl)# permit ip any any
TRTCOTL—LA2HHT B PvA Ty b T4 VY ZRELET
4. (config-ext-nac L)t exit
IPv4 7 RLA7 4 LY DEEE— RS0 —NLar 747 L—2aryE—RNIRVET,
5. (config)# interface vlan 10
VLANIO DA > % 7 2 —AE—RIZHEITLE T,

6. (config-if)# ip access-group TELNET DENY in
ZEMANCIPvA 74 LY ZEMICLE T,

(3) TCP/UDP R— hBESNEE%Z 7 O—RHRH & T HRE
UDP #— MNMESO#EZ 70 —RIHEHE L, 7L —L%h#k - BERISET 202 RITRLET.

[EBREDRT > N]
7L —LZERIC UDP Ny ¥ DFEER— VESOHHEICL > T 7 u—H 2T\, 74 L¥IT MY
WC—BL-T7 LV —LZEELET,
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[O7 > RICKBERE]
1. (config)# ip access—-List extended PORT_RANGE DENY

ip access-list (PORT_RANGE_DENY) Z{EL 9o KA M EERTHIEICE-T, [Pv4 /X
Tv b7 4T OEEE-NIZBITLET,

2. (config-ext-nacl)# deny udp any any range 10 20
UDP N ¥ D3R — &SN 10~20 D)X b2 BEET L IPVANTy b T4 LY ZHELET,
3. (config-ext—nacl)ff permit ip any any
TRTCOTL—LE2FHT B IPvA STy b T4 LY ZHRELET,
4, (config-ext-nacl)# exit
IPv4 7 RLAT7 4 LY DEIEE— RS0 —NLar T4 L= ayE—RIRDE T,
5.(config)#f interface vlan 10
VLANIO DA > %7 2 —AE— RIZBITLE T,
6. (config-if)# ip access—group PORT_RANGE_DENY in
ZEBNCIPVA 71 LY ZHMICLET

(4) IPv6 /Ny N T7O—BHFEEETBETE
IPVv6 8%y b2 70 —#HEMEE LT, 7L —L%04 - BEEETAHE2RISELET,
[BREDRT > N
TL—LZERICIP 7 RLAICE>T7ua—BHZTW, 74 LT M= LT L —L%H
MLET, 74LYIZY PIIC—HLEZWVWIP Sy Yy MIITARTEELET,
[O7 > RICKBERE]
1. (config)# ipv6 access—Llist FLOOR_B_PERMIT

ipv6 access-list(FLOOR_B_PERMIT) Z{Ef L 9o AU A MZ{ERT 22 LICE ST, [PvH6 /ST Y
b7 4 VT DEEE—FITBITLET,

2. (config-ipv6-acl)}f permit ipv6 2001:100::1/64 any
EEICIP 7 RLZ 2001:100::1/64 oD 7 L—LaHftd 5 IPv6 /37y 74 LY ZRELE T,
3.(config-ipv6-acl)if exit
IPV6 237y N7 4 VY DEIEE— RS 70— NLaY 74 7L —2a vy E—-FIIRDE T,
4, (config)#f interface gigabitethernet 1/1/1
R=b /11 DA% T 2—AE—RIIBITLET,
5. (config-if)# ipv6e traffic-filter FLOOR B _PERMIT in
ZEANC IPv6 74 LY 2B LET,

1.26 EHAITT—RAT1INIDETE
BHOA =2y MUY T2 —RIC T4 VY EETAHE2RICRLUET,

EREDRA > N
config-if-range €— N CHEHED A —H XY b A V¥ T2 — AT A VY ERETEET,

[O7 > RICKBEEE]
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1. (config)# access-Llist 10 permit host 192.168.0.1

AA N 192.168.0.1 67237V —LE2HFHTLHIPVAT FLAT ALY ZRELET,
2.(config)# interface range gigabitethernet 1/1/1-4

K= U/1/1-4DL 27T 2 —AE—RICBITLET,
3. (config-if-range)ff ip access—group 10 in

ZEBNCIPvA 71 LY ZHICLET,

1

1LY
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1 7109

1.3 AXRL—>3>
show access-filter A~ > FIZ&>T, HELLANBPRBENTNENEI P AHERLET,
1.3.1 EFIVY>R—E

T4 VY CERETAERIYY F—EB2ROEBIRELET,
*®1-10 EROYR—E

v RE SR
show access-filter 7R AT N—F3< > F(mac access-group, ip access-group, ipv6 traffic-filter) ¢
BELL7 7R Xk (mac access-list, access-list, ip access-list, ipv6 access-list)
OFEHEREFRTLE T,
clear access-filter 7R ATN—7a< > F(mac access-group, ip access-group, ipv6 traffic-filter) T

BELT7 7R A b (mac access-list, access-list, ip access-list, ipvé access-list)
OFEHERE VT LET,

1.3.2 71 IILIDIESR
(1) 1—H2Yy R VI TI—RICBESNETY N DS

A —HF2Yy bV T =T 4 VY ZHRELIIBEOEEHZRDOFEZIROKISRLE T,

R1-3 11—y M 2ITI—RICT 1 IVIZRELIHZEDEEES

> show access-filter 1/1/1 IPX DENY
Date 20XX/12/01 12:00:00 UTC
Using Port:1/1/1 in
Extended MAC access-Llist:IPX DENY
remark “deny only ipx”
deny any any ipx

matched packets 1 74699826
permit any any

matched packets : 264176
implicitly denied packets: 0

BELLER—bD7 4 L¥IC [Extended MAC access-list] AR RENBZ EZHERLET,
(2) VLANTM 971 —RICEESNT=IT> NJDIESR
VLAN A % 7 2 —RIZT7 4 VY ZHRE LIIGEOEHEHEZRDHTEZRORIIRLE T,

®1-4 VLAN 1297 x—RICT 1 LI ZRE LIHZEDEMEREER

> show access-filter interface vlan 10 FLOOR A PERMIT
Date 20XX/12/01 12:00:00 UTC
Using Interface:vlan 10 in
Standard IP access-Llist:FLOOR_A PERMIT

remark “permit only Floor-A"

permit 192.168.0.0 0.0.0.255 any

matched packets . 74699826
implicitly denied packets: 2698

EE L7 VLAN @07 ¢ L#IZ [Standard IP access-list] BFERENBZ E#HERLE T,
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E2#m QoS

QoS HIEIDBIE

QoS i, FIRER - v —H— - BIUERE - WEEHEIC X > CRERE
ZHIEL, BROFESLF 2 —DONy T 7 BELH EORoNTZ Ay N T -V &
RE2ENHMAT 2720DRETT . COETIE, REED QoS HlHIZ DO
THALE T,
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2 QoS HIfHDIEE

2.1 QoS HllfEHEE

2y bIT—=TEFIH LI - XOZRIEN, BEREEZRELZVWARA ML 7 +— IO NT T 1
JIZHNZ, ERRER - EFEEERO ST 4 v IBEIMLTVWET. RKEED QoS #lfZ#HHT 52 &I
£oT, NI T4 v IEINCSU-BEREEEMRTEEI,

AEBED QoS HfHZ, ERROTEHSLF 2 —DNy 77 BBREDRS NI %y bT -7 BIFEZERIEA
TEET, 77V —2arTEICERESNASESEOBEREEZ M/ T 7201, QoS HilfZ{HH L
Fv M= EFEZEYICIBECLE T,

HIEED QoS HIHDOKEE T 0y 7 2RO LE T,

2-1 ARBEO QoS HlfHintksE 7Oy 7

FEE

ZEM B350
RS AEE TR T | T
oL—L |i! ¥ ] T !
| oBE | | 1 . !
- MACT K[} & < U] (o] !
| vzmml] 207 |loa—| s | ) | (s El |zl oo—4l
oz [ BEE % ew Sem ™ o M ke [ E] | L] e |
| e —|FTEZ] | || S
| TR ¥ | ! i

(FLI) D: COHTHATZTOYY

BICR L7z QoS FIHOEMKET 0 v 7 OMEEZIRORITRLE T,
& 2-1 QoS HIEHNEHEEET O Y 7 DHE

BEAETRNL FEaepE
(S AIRER TV —LFZE TL—Lb%2ZEL, MACT RLATF—TIUBERIL—F 4 VT F—T
IR EEBLET,
Fom e e I—VEEETY | ZE7L—L0 VLAN Tag D1 —VEREICHED, BEEEZRELE
S ERD
7 u — I ER 7 a—H MAC Ay & 7ua ra)LiEhl, IP7 FL X, R— &S, ICMP v
T EOEMBII—BTH 70— HmHLET,
HIEER TO—CEITHEEERL T, BEEBA 70 —I1IRLTRFLT 1
*5Z2%9,
v —Hh— IP ~ v #P® DSCP ® VLAN Tag D1 —HELE 2B XX HHkRE
T,
BEBERE TO—IINT HERED, BESNPISERT Fa—A VT BLEER
HBELETD,
1 HIEEL FEERHIE Ny NOBEEEF 1 —DREBICEUT, 47 —L%F1—A Y

T HIERETHhEHIELET,

v x—/% EFXa1—Po07 L—LOMNEFBICHAFERERIEL £,

22



2 QoS HIfHDREE

EREERAL

HEREBIE

PE(EITEER T L —LEE

V=N EoTHIHEN T L —LEEEFELET,

AEEO QoS HIE, ZEIL—L0BEERXZI-TEBEE Y YT, Ei2id7a—H#Ic k> THRE
LET. I-PEBEEYY Y7L, ZE7 L —L40 VLAN Tag NicH 5 1 —FEBEEICE DO TEBEE
EFRELET. I—TEELEETIILL, MACTRLARIP 7 RL AL EDRBEDEMII—HT ST L —
LI U TEBEREAREL-WESIE, 7u—%HsEALET.

TJO—HIEIC L AEREOREIX, T—VEBEET YV FIVBBESINET, £/, Tu—§IEZ, B
HEREDIEPICEBERSS—H—bFEMITHIENTEET, JU—BETHREL/Z70—-I1IXLT,
HIER, v—h—, BRAEREOSHEEIRBICEHET S ENTEEI,

EEHEZ, 2 —TEBEEY Yy Y 7270 —FflIc k> TRELLEBREICEOSVT, BEHESY = —

N ERBLET .

==
AR

QoS #ilffi 2 AT 2HEIFRDAITER L TLES W,
¢« AF v IR—-bTRT7O-HECEEHEERETCETEEA.
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2 QoS HIfHDIEE

2.2 FEiRRES

COETHIAT S 12— TEEEY Y E Y TOMBI T ZROKIIRLE T,

®2-2 1—H4BEEYYETDUEDT

AER
SRR R

ORIERE G AEWE G UA—sE || AR AR
[oL—n |i! N T !
| TmE | ¥ ] B i
I-MAC?F‘EIlﬂ:EI - LIRS !
| LagE bl 277 [ oo—| | ||| BEE] | SE 7 L—Ll
| I v I 0 it N T g B g B g B0 i1 P o W et
| Lor— | ¥YEZTL | IR :
| Tt N 1 N !

(FLI) D: COHTHATZTOYY

221 1-9EEEYYETD

I—HEBEET YT, FET7L—L0 VLAN Tag NicH 51— EBEEBICESWTEBELEERZRET
HHEETT . ABEETE, HICI—VEEE YV IPEEL, I=2F+ AN T L—LICRLTEEES
WELET, 8, 7TH—FF+ A T L —4, BAEIILFFY A7 L—L41C, 1—VEEEYY Y
VTR LIEWED, BEERETHRELL CoOSEEZHFERALET,

BEEDOMEICE, BBHNOBLEEELET CoSELXHAVWET, FET7L—LDL—HFEBEEDED S CoS |
1wy, CoOSHEICE>TEEF 21— 2RELET, CoSHEEEEF 2 —DOXBIZDONTIE,
[3.10.3 CoS~wvErrHiE] #22B LT 2S00,

I—YESEEIL, Tag Control 7« —)L K (VLAN Tag Ny #1&#H) O L3y FERLET. B85,
VLAN Tag 8%\ 7 L—2A4l%, #IZ CoSE3 ZHHLE T,

7u—Hc K 2 BERERENBET 255G, I-VEEEYYEY XD OBELTHELE T,

x£2-2 1—YBEEEE CoSEDTYEVT

T L—LDEE
IvyE>7ENS CoS{E
VLAN Tag D& I1—HEkEE
VLAN Tag = L - 3
VLAN Tag & 0 * 0 0
1 1
2 2
3 3
4 4
5 5
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2 QoS HfHDRE

T L—LDFESE
YyE>7ENS CoS B
VLAN Tag OEHE 1—HB5EE
6 6
7 7
(RLBI) —  #&FHaL

EX ROBE, ZEROLI—FTELEEMEICEFEL, BIZCoSE3ITYyEYIEShEd,

* VLAN bR Y V7 ZRELLR—-PTRELLETL—A

222 1—YBEEYYECTDFEEIR
(1) I-—YBRETYESTORR

FREBP LAV 3H#r T 558, 1—VEEEY Y7L, 2BETO VLAN Tag I L TERT
T 3B ED VLAN Tag BFEENTWEHEAIE, ZELET7V-LZEELET. I-TEEEYY

Yy InEMER S VLAN Tag #ROKITIRLE T
B 2-3 1—HBEEY YD THREMI
(i) VLAN Tag 1BE@ 27 4+—< v +

g 5 1E2B® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS

(ii) VLAN Tag 2BBDT7#+—< v b

_ _ 1BRBE®D | 2EkB® | Ether
MAG-DA MAG-SA VLAN Tag | VLAN Tag | Type Data FCS

(FLI) D CA—HEBEET Y E L MER R
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2 QoS HFlfHnBE

2.3 QoS @D 71 J0L—>3>

2.3.1

26

aA>7«47L—>3>av>R—8

QoS @D ar 74 /L —varav Yy RF—E2ROEFITRLE T,

®2-3 dA>7147L—Y3a>avR—E&

av>RE

A

ip qos-flow-group

A—=PExy b V¥ T2 —AF71E VLANIZH LT, IPv4 QoS 7
o—Y X hEBEAL, IPv4 QoS #lfmzashic LEd,

ip qos-flow-list

IPv4 QoS 7u—H&E LTEET 2 QoS 7H—Y A P EREL F
ER

ip qos-flow-list resequence

IPv4 QoS 70— X FOFGERAIBFO Y —7r Y AFEEZHHEL
£9,

ipv6 qos-flow-group

A—=H%y b ¥ 72 —RF71d VLAN 2 LT, [Pv6 QoS 7
oU—Y X bhE@EAL, [Pve QoS HlfzazIcLET,

ipv6 qos-flow-list

IPv6 QoS 7u—f & LCEIET 5 QoS 7u—Y A b ZRELE
ERS

ipv6 qos-flow-list resequence

IPv6 QoS 7u—Y A FOFHERIEFO Y —F7 » 2ABES EHRE L
9,

mac qos-flow-group

A =YHy b 2F Tz —AF7IE VLAN I3 LT, MAC QoS 7
o—YJ A hzEAL, MAC QoS #lfiZ&%cLET,

mac qos-flow-list

MAC QoS 71 —#ie LTHET 5 QoS 70— A b #FE L&
R

mac qos-flow-list resequence

MAC QoS 7u—Y X s OFEERIEF O Y — 7 > 2AES%H
£9,

7E L

B

qos

QoS 7u—Y X hTOT7 U —MHFMHB LUBEHEEEZREL LT,

qos-queue-group

A=Yy b 2FZ T2 —RAIRHLT, QoS Fa—1 A MEHRZHEA
L, LHY—Yz—Z2EHILET,

qos-queue-list

QoS Fa2—UAMBRICAZ Va2 —) Y ITE—FERELE T,

remark

QoS D RFHHAZRLR L £

traffic-shape rate

A—H 2y b V¥ T2 —AR— VEEHEERELE T,

flow action-change arp-discard-class™®

ARP 7O —RF¥ A7 L —LDF 2 —A VT BEEZEELET,

flow action-change arp-reply-cos*

ARP E& 70— RF+ A+ 7L —LD CoSEEZLELET,

flow action-change cos*

QoS HEEDBEEEREBFEECREL LT

flow detection mode*

T4 - QoS HIEOZEM T O —HHEE—-RE2RELE I,

[av747L—YaryavwyRL 77 LA Volll [25 7Ju—#HE—R/7u—8iff] 22BL T 2SS0,



2 QoS HIfHDREE

2.4 QoS fliEF@DNANRL—2 3>

241 ER3IVYKR—E

QoS flHHEEDEHR I~ F—EZRORITRLE T,

x®2-4 ERIOYVR-E

av > RE

A

show qos-flow

QoS 7u—77)L—7a< > F(mac qos-flow-group, ip qos-flow-group, ipvé qos-
flow-group) TEE L7z QoS 71 —1) X k (mac qos-flow-list, ip qos-flow-list, ipv6
qos-flow-list) DFEEHERERTLE T,

clear qos-flow

QoS 7u—27 NV —7a< > K(mac qos-flow-group, ip qos-flow-group, ipvé qos-
flow-group) TEE L7z QoS 7@ —1Y A k (mac qos-flow-list, ip qos-flow-list, ipv6
qos-flow-list) DifEEHERE 7 U 7 LE 7,

show qos queueing

A=H32y "M VI T2 —ADREFEF 2 —OFEHEREFRLE T,

clear qos queueing

A —=TEY " VI T2 - ADREEF 2 —OMEHEREZ 7V T LET,
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7 O —illfE

COETIIAREBD 7 0 —FlI# (7u—mH, FEER, ~—h—, BEER
E) ICOWVWTEHBLET,
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3 7O

3.1

7 O—1RhE#ER

Juo—HElE, JL—L0—EHOBENTHSTu—% MACAv 4, IPAv 4, TCPAv %, ICMP
Ny F iR EDFEMBICEONWT T LV —L e T AHETT, QoS 7u—Y A NTHELET, QoS 7
O—Y 2 MOEME, [3.1.3 QoS 7u—J A 2BRBLTLEZE L,

REBTIE, 1—TXY MUY T2—ABLUOVLANA V72 —RIIH LT QoS 7u—YJ X M5k
ETEET, QS7U—YVRXMERELIA—HY XY ¥ Tx2—X, VLANA ¥ T7x2—REBIT,
LAY 2HHBEITLA ¥ 3HHOA =52y b V2 ERE LU IEEER02.3 ® SNAP/RFC1042 £ 7
L—Lb%70—BHTEET,

ZEQA VYT —ATT7TO—BHE2EELIGES, 1 —YA2xYy MMy T7x—X, VLANA V¥ Tz —
AEBIL, A =—HPXY MUV T—ATRZBELLERET7TO—HBHELET. 4B, KEBHETOREY
L—L43 70— BHEHARTT,

ZOETHIAYT S 70— BHOME DT ZROKIITRLET,

3-1 70—1REDUEDT

REE
ZEM ZEW

ORIERE G AeEWE T UA—sE V|| R AR
Er=rai 1 Himini} i
| g | | 1 . !
l-MAC7F‘Ellﬁil - HE IS !
| LagE bl 27 [Lon—| | | |G |BEE] | SE ] 7 L—Ll
o— o [ EEE ™ gw Pem ™ n [T Rz TR e |
2ot A | NI :
| TR ¥ | i i

(FLI) D: COHTHATZTOYY

3.1.1 ZEAT7O-REE—R

30

REBETIE, 2y M-V BEPEREEZEEL CREH 7o —BtE- FEABLCVEY ., ZE[TY
O—BHE—RIE, ZEAA VI T2 —RAWT BT 4L - QoS TV b DEDISY — > 2RO B E—
FTTdo TV MYDESICOVTIE [TV T4 FL— 3 v H4 FVoll]l [32 WEEH] #2BLT,
EVHICEDLETE-REZRERLTILZ SV,

ZAEME7 0 —MHE — Fi& flow detection mode I~ > RCHEEL £ T, &8, BRLAZEMH70—#H
HE—RNEZT7 4% - QoS THETT ., ZERMT7Tu—BEE— N2EET L5E, ZEABICEEHA
VHFT I ARICHRESNIZRO AT Y RETXRTCHIRT H2HBENHD £,

* mac access-group

* Ip access-group

* ipv6 traffic-filter

* mac qos-flow-group

* ip qos-flow-group

* ipv6 qos-flow-group



3 7Ol

S50, ZEMTO—BHEE—RE2RY) IV —R—2)L—F 1 VITERF K- NOZE[ 70 —HHEE— FICE
FIA5EE, IN60I~Y Y RICIMATIRIZRT IV REEIRTA20ENSH D £7,

+ policy-list

+ policy-list default-aging-interval

+ policy-list default-init-interval

F7z, DHCP snooping MK 7 4+ LY KT R— bOZE[M 70 —HHEE— RIZEET 358, IhoD
aI< > RIZHA T ip verify source Iv > R2HIRT2BESHD T,

B, ZEA7O-BET—- FEEELEVIEES, layer3-2 BT 74 LEOE—-RELTRESNE T,

SERT 0BT — R 70— BEORREROEITRLET,

x3-1 ZEA7O0-RHE—RFET7O-BEEDORER

ZfER7O0—
EREN 7 O0—8E
RHE— K&
layer3-1 P8y hRZNBHOT L =D | MACT7 RLRA, £ =832y bFATHED
7u—filfEz Lz MACAYFTT7L—LaEHLET,
IPv4 %%y MR L7z 7 o —H] IPv4 /%% v ~ig, IP~v %, TCP/UDP ~\v
aELn %, ICMP Ny ¥ 7L —L2EHLET,
layer3-2 IPv4 /%7y MR L7 7 a—#] IPv4 %7 MZDWT, IP Ay ¥, TCP/UDP
xELzn A&, ICMP ANy #T7 L —L%EHLE
ED
layer3-5 IPv4, IPv6 8w MIRHMbE L7 IPv4 8w ~iE, IPAv %, TCP/UDP v
o —#lfE Lizw %, ICMP ANy ¥ T7 L—LABHLET,
IPv6 /%% v MiE, IP Ay 4, TCP/UDP v
5, ICMP ANy ¥ T7 L —L%2HHLET,
layer3-6 IPv4, TPv6 /87y MZRHMEL7-7 IPv4 3w Mi&, IP ANy %, TCP/UDP ~A\v

o —#lfE Lzw

R —R=ZN—F 1 v T %(EH
L7z

5, ICMPANY ¥ T7 L —LZBHLET,
IPv6 /%% v MiE, IP ANy 4, TCP/UDP ~\v
5, ICMP ANy ¥ T7 L —LziEHLET,

layer3-dhcp-1

IPv4 /%%y MICEHE L7z 7 o —il
ffi% L, %> DHCP snooping ®
WART 4 VF ZER LW

IPv4 )%y MIZDOWT, IP ANy ¥, TCP/UDP
A&, ICMP Ay ¥ T7 L —bzBHLE
£

layer3-mirror-1

P87y hZRNDOTL—2L0D
Ja—HleER) P —R=2 35—
)RR LWL

IPv4 %%y MR L 727 o —#l
MMER)Y—R=RIF—Y T %
L7z

MAC 7 KL R, £ =YXy b A TiED
MAC Ay ¥ TT7 L —LZBHLET,

IPv4 /8% v ti&, IP~Nv %, TCP/UDP A\ v
7, ICMP ANy ¥ T7 L —LZBHLET,

layer3-mirror-2

IPv4 )% MIZEHME L7z 7 a—#l
WMERY Y —R—R3IF—Y VT %
L7z

IPv4 )87y MiZDW T, IP Ay ¥, TCP/UDP
ANy F, ICMP Ny ¥ T7 L —L%BHLE
s

layer3-mirror-3

IPv4, IPv6 /87y MIHbL7z7
O — A A L7z

MACT7 KL R, £ =%3y oA T2ED
MACAY ¥ TT7 L —LE2BHLET,
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3 7O

ZfER7O0—
R E— N RAR

EREN

7 O—8hfF

P37y hRERLSDT L—L0
R Y —=R=23IF5—Y ¥ T %{FH
L7z

IPv4 /7y MICEL L7 R Y & —
N=RIF-=V»T%&LEWV

R Y —R=2)—F 1 ¥ T %{HH
L7z

IPv4 /%7 v &, IPAv %, TCP/UDP ~\v
5, ICMP AN ¥ T7 L —L%EHLE T,

layer3-mirror-4

IPv4, IPv6 /%%y MIEb L7
o —Hlfz Lzn

IPv6 /87y MIZHE L L= RY ¥ —
NR—=Z3I5—-Y VT2 FERHLEZWV
R —R=2)V—F 4 ¥ 7% {HH
L7z

IPv4 8w &, IPAv %, TCP/UDP v
%, ICMP Ny ¥ T7 L—L2%2BHLET,
IPv6 /8w Mi&, IPNv ¥, TCP/UDP N\ v
Y, ICMP Ay ¥ 7L —L%2BHELET,

layer3-mirror-5

IPv4, IPv6 /37y MEMEL-7

o —#lfEzE Lizn

P8y hRENLNDT L —LIC
LR —R=ZA3I5—-Y T
ZER LW

IPv4, IPv6 /87w MIRLTARY

V—R—2I5-Y T RERLE
W

R —R=2)V—F ¢ v 72 {EH
L7z

MACT7 RL R, £ =%y b4 T%ED
MACAY ¥ TT7 L —LZBHLET,

IPv4 87w &, IPAv %, TCP/UDP v
%, ICMP ANy ¥ T7 L—2%2BHLET,
IPv6 /8w MiZ, IPANv ¥, TCP/UDP N\ v
5, ICMP ANy ¥ T7 L —L%2BHELET,

3.1.2 70— &H%4

TJUu—BHT A0, 20747 L= a3 T 7 u—%2HBT 5008 EEELET. SERA
771 —ATOT7U—HEFEZIRITTRLET,

(1) ZEAlr>97 1 —AO7O0—1RHERNE

ZERA Y7 2 —ATHETES 70— BHEHERORITRLE T,

x£3-2 ZEAMVITI-ATIEETES S 70— RHEFRMN

HERE
MAC & av74 =3y VLAN ID*!1
MAC ~vy ¥ BEETTMACT FL A
585 MAC 7 F L 2
{L—HFy byAF
21— VESER2
Pv4 ZfF AYT4TL—=TaYy VLAN ID*1
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3 7Ol

]l SREIEE

MAC v ¥ IR

IPv4 ~ v 5743 EuFoban
RETLIP 7 FLA
FEIP 7 F LA
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IPv4-UDP A\ v 4

RETAH— B

B—EE (eq)

HFAYEE (range) *4

B—1EE (eq)

HFEE (range) *4

IPv4-ICMP A\ v 5 ICMP ¥ 1 7f&
ICMP a— N&

IPV6 %t avr4Tv—vav VLAN ID*1
MAC ~v & 21— YRR

IPV6 A~ 5756

iRAZA=R =9V

REETIPTRLA

a5 IP 7 R LA

AV A7 A s

DSCP

[Pv6-TCP Ny %

EETR—- M ES

B—5E (eq)

HiFEEE (range) *4

kR -+ ES

B—EE (eq)

HiFETE (range) *4
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e FREEE

#FEE (range) *4
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#FEEE (range) *4
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X1
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WITRT 7 L =L DV —VEBEELRHETEEEA. HiIZ, - VEEE3ILLTHRELET,
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VLAN Tag PS5 7 L — LI L T —YEBEEZRET 555, MAC 7 FLAHIAS 1 BRE® VLAN Tag
IZHBHI—FEBEEINREZVET. IROKIC VLAN Tag »EHH 27 L —L 012 RLE T,

(i) VLAN Tag 1ERD 74+ —< v b

g 5 1ERB® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS
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_ _ 1BRBE®D | 2EkB® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FCS
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Precedence : ToS 74 =L RO LA 3 E Y FDETT,
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| Precedence ToS | - |

DSCP :ToS 74—V FOEfL6EY FOETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |

Fx4
TCP/UDP R — +&EBHH/ Y — Y OIRBEMEICOVTIE, 22T 0 Z V=23 1 K Vollll [325 740
% - QoSl ZZWL T ZE W,
X5
ack/fin/psh/rst/syn/urg 77 75 1 Oy b aEHLE T,
EX6
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DSCP hITAVIITRAT 4=V RD L6 EY FDETT,
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Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | -

3.1.3 QoS 7O—-URAb

(1)

QoS D7 u— I ZEHT H/-0ICdT T4 L —3 T QS 7u—Y A M EHRELET, 70—
MHEHIECTHET S QoS 7u— U A MNSELZVE T, F/o, 7Tu—MHEART & ITHRERTEEL 7

U—LHERIPRELDET, 7u—MHEAEMIET S QoS 7u—1 A b, BIUMHAIEEL 7 L — A5
DOBFREROFRIIRLET,

XR3-3 TO—BHERHEERIET D QoS 7O—J RN, #BHTIEER 7 L —AERIDRE

WHedT 3 RHOIRER:

JO— e BURAIE 70— 7 L—LiE3)

JO0-UZk .
REE—K JEIP IPva4 IPV6

MAC & mac qos-flow-list layer3-1, O O O

layer3-mirror-1

IPv4 Z&fF ip qos-flow-list layer3-1, - O -
layer3-2,
layer3-5,
layer3-6,
layer3-dhcp-1,
layer3-mirror-1,
layer3-mirror-2,
layer3-mirror-3,
layer3-mirror-4,
layer3-mirror-5

IPv6 Z&fF ipvé qos-flow-list layer3-5, - - O
layer3-6,

layer3-mirror-3,
layer3-mirror-4

(Lpl) O itz s — BT EEL

QoS 7u—YURA+DA VYT 2 —AANDOFEAZ, QoS 7u—r)L—Fa<v > RTERLE T, BHIER
X, QoS 7O —YJAMDINGRA—FTHBY—/r v ABBICEI>THRELET,

B|HO 7 O— R Z B ICERE LUISHE DEF

BHOTO—BHEEEZBELTELA VY T2 —ADZETL—LIIH LT QoS 7u—HH 2= L
oBE, WOBIRIIEFTTI L —Lb2BHELET, O QoS T MJIZIE—HLE A,

x3-4 JO-—#UlERF

7 O0—1#&HIER QoS 7O—-YU Rk 12971 —R
1 mac qos-flow-list A —=¥*v b
2 VLAN
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70— tRBIEF QoS 70—k 1971—2
3 ip qos-flow-list A —H2xv b
4 VLAN
5 ipv6 qos-flow-list A—Hxv b
6 VLAN

3.1.4 T O—fREERKOESEIR
(1) VLAN Tag &7 L—AICHT 3 QoS 7O—#iH

(2)

(3)

(4)

(5)
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3L ED VLAN Tag %% 7 L —LiZxt LT, MAC &HDA —H v ¥ 17, IPv4 &k, £/
IPve &ff% 70 —fHEM e Lz QoS 7u—HiE2#EHTE FH A,

2BODOVLAN Tag %27 L — LI LT, MACEHDOA —% 1y h& A7, IPv4 &M, 7213 1Pv6

a7 u—BmHSEAF L Lz QoS 7u—Biti 2 X ERITERET 2720121, ROFHFDESE S» 21z d
WEFHD LT,

o REBETVLAN b2V THEBENEEL TV

o AIEETVLAN bR VY THEEENEIEL TWT, JL—L%2ZELLEZR— PSSV I7R—-+TH
)

IPv4d 757X > NNy MIXT D QoS 7O—+&H

IPv4 757X w8y MZx LT TCP/UDP Ay ¥ - ICMP Nv % 70— & Lz QoS 7
O—#BHEE2T-o725E, 2FBBLUED TS 7 X2 b3y ME TCP/UDP Av 4 - ICMP Ny #7 L —
LRI WOBHTEEYA, 7T 7 A 2 My b2E&ED QoS 7u—wH2EHT 2581%, 7
O —HEEIC MACAY Y, IPAY FZIEELTLLZE 0,

RN\ Y I D3 IPv6 /N7y MIXT B QoS 7O—1&H

[PVO IERAN Y D3 A TPv6 /3w MIIxt LT TCP/UDP Ay % - ICMP Nv ¥ %7 u—#HgEft e L7
QoS 7U— I TEEEA. RNV Y DH B/ v M LT QoS 70— = ET 55513, 7
O —HSEEIC MAC Ay &, IPVO Ny ¥ ZIBEL T EE W,

IPv4 7’00 N JLEHICDWT
FORINEHah £/ 70 FaLEE 511, TU—BHEAEE LTEELCLRETE S A,
QoS T N EREDEE

AEBTIE, 1 FT72—ACWHLTQoS Ty M 2EHT A&, BELZ QoS ITY MY EHASNS
FTOM, 1FPDQOSITY M) THRHEESNAFEANDDET ., FOHA, BHLAZ QoS Ty b oHist
BRAEONET,

e lZVMIBIERZBRELZ QS 7u—U A2 QoS 77U —T ) —aA<v RTA YV F T 2 —AI
HEHT 256

c QoS 7u—YR+E QoS 7u—V—7Favr RTHEHAL, TV MY RBINT A58



3 7Ol

o WEERHE, BRI~ N copy EITR, F/IEER I~ Frestart vlan EITHIC, QoS T > b
U EBHT 55

(6) QoS > hUEEROENME

AREBTIE, A V7 T2 —AHABTAD QoS Ty b 2FEF 2L, ZESRMEINS ETO/, BH
ONRELBTUV—LDPBHEINZLEDET, DD, —KNICIE»PD QoS T M) THREESN S5
ENHVET,

(FHDEEEE & DEIEFENE

UTROBETLV—LIZEELEZTH, ZEADOA VI Tz —AUIH LT QoS Ty MY ZHEL—H L5

(7)

PAN
=,

—H L7 QoS Ty M) OEHERISESNE T,

VLAN O R — b DT — ¥ E#AREEA Blocking (F— B LEF) ORET, FYUR—-br5T7L—
LEZE LGS

R— FEFROEREE TIE L2 R— D5 7 L —L2ZELEE

14547 VLAN 2 v5 0 7 R— s TEZET S VLAN ICERELZW\WT, VLAN TagZz L7 L —A
2ZE LGS

NS OR=FTEZET A VLAN ICREL T VLAN Tag & 7 L—L2ZE LGS
TIEAR=F, O FILR—-bBIUPMAC A— T VLAN Tag (&7 L—L%2%FELIGA
JREBERIEE L7 ALY TV M) (BROEEOLY MY EED) L—BTH7L—L%2ZFLL

Ba

MAC 7 R L ARBREEIC L > TT L — LD RE SN HE
LA 2 PRGERTREIC X > T T L— L BRI NHE
LAY 2RBIEIC L > TT L— LD ERS N GE
LAY 270 haLyEhnl-07 L—LANERSNZGE

IGMP snooping # & U MLD snooping i2& > T7 L —ANEESINI-GE
DHCP snooping I2& > T7 L— AN ERSNZEE

AR=LTY AU ES>TT L—LHRERESNIZHE
I[PLAYBEPIPVE LA YOFMMIBIC K > T8y MO EES N GE
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3.2 7JO0-#B3>7«07L—>3ay

3.2.1 ZEAI7O—BETE— ROEE
QoS HIHDZER 7 u—EHE— R2EET AHZRLET,
EREDRAT > M
ZEA7O—mEE— N, N—FT 27 OERNZEEEEE2RET S0, BRIICHRELE T,
[O7> RICKBEETE]
1. (config)# flow detection mode layer3-1
ZEM 7 o —MHE— Flayer3-1 2682 LE T,

3.2.2 #1297 1T—AD QoS HlfHDIEE
BHOA =T 2y b V&7 x2—AI2 QoS #lfi#tEET A2 RLET,
[BREDRA > ]
config-if-range £— F T QoS #lfl 2 BMICHRET 5 & T, BROA—THy bf ¥ T2 —AIZ
QoS HIfIZHRETEE T,
[O7 > RICKBERE]

1. (config)# ip qos—flow-Llist QOS-LIST1

[Pv4 QoS 7u—"1 &+ (QOS-LIST1) #{EBLET. KU X ME{ERT S &I1C&>T, IPv4 QoS
7a—YRAME—RICBITLET,
2. (config-ip-qos)# qos ip any host 192, 168.100.10 action cos 6
192.168.100.10 D IP 7 KL A %% & L, CoSTE=6D QoS 7u—J A b EFHEL LT,
3.(config-ip-qos)# exit
[Pv4 QoS 7u—YJ AP E—RA6270—NLar747Lb—aryE—FIIRVET,
4. (config)t interface range gigabitethernet 1/1/1-4
R=F 1/1/1-4DA 2V H T2 —AE—RIIBITLET,
5. (config-if-range)# ip qos-flow-group QOS-LIST1 in
ZEMANC IPv4 QoS 7u—Y A M EEICLE T,

3.2.3 TCP/UDP R— hESDOEE T QoS HiltH T 55E
UDP #— M E5O#F% 70— & L, QoS HMERET MERLET,
REDHA > b

7 L —LZERIC UDP Ny FOFELER— FESOHFEICL > T 7o —HZIT\, QoS #ilf % £k L
i‘d_o

[O7> RICKBERE]
1. (config)# ip qos—flow-Llist QOS-LIST1

IPv4 QoS 7ua—Y A+ (QOS-LIST1) Z{ELE T, KU R ME{ERT A &1L - T, IPv4 QoS
Ju—Y A ME—RIIBITLET,
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2. (config-ip-qos)# qos udp any any range 10 20 action cos 6
UDP Ny ¥ D5k AR— M EBOHFE 10~20 27 u—#H5EMFE L, CoSE=6 D QoS 7u—Y A
FEBRELET,
3.(config-ip-qos)# exit
[Pv4 QoS 7u—YJ A b E—RA 567 0—NLar 74 7L —aryE—FIIRVET,
4. (config)t interface gigabitethernet 1/1/1
A=t 1/1/1 DAY T2 —AE—RIZBITLET,
5. (config-if)lf ip qos—flow-group QOS-LIST1 in
ZERNC IPv4 QoS 7a—Y A M EEMICLET,
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3.3 70—-&REODAXRL—>3>

show qos-flow 27> FIZ&k>T, BELIEABPRBESNTVWENEIPEZHRLET,

3.3.1 IPVANT Y b 70— 1RHFMSE U7 QoS HIfEDENERESR

40

IPv4 8y b 70 —#tsEff & U7z QoS #lIH OBEHR DK EZ RDKUIR L E T,

3-2 IPvA /N7y M &7 O—1&HSM & UTc QoS I DEMEESR

> show qos-flow 1/1/1
Date 20XX/12/01 12:00:00 UTC
Using Port:1/1/1 in
IP qos-flow-Llist:Q0S-LIST1
ip any host 192,168.100.10 action replace-user-priority 6
matched packets ;74699826

f5E L7z R — b D QoS #lf#ic [IP qos-flow-list] BFREINBZEZMHERLE T,
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3.4 THEESRARS

BRI, 70— RE TR L7270 —0W 2 ERT 5METT. O THIAT 2HEEROMED
JZ2ROMIIRLET,

3-3 HEEHROMUEDT

REE
STER ETER

ORIERE G AeEWE T UA—sE V|| SRR TR
[oo—L | ¥ eEmiE !
|o2E | i | o |
- MAcT |1 i < HE IS !
IS [ A R =R I - 2 N R 22 A E I S R N |
o M BERE P e e ™ o0 [Tk AT e |
2ot A | NI :
| Tk ¥ 1k | i

(FLI) D: COHTHATZTOYY

3.4.1 HEER

TJO—BHTHHELEZT7L—207 L —L4E (MACT7 FLA»5 FCS £7T) 2EICHEE2EHT D146
TY, IBELFEREEHANE L THfMT s 7L —L4% [EFT7L—4), BERESD EELTRFLT 1 %
Ble7L—20% [ER7LV—4] EBHOET,

TO—BHTHRE L7 L —LPEEEEHZETL TCWA D2 ELIER L TWA2OHEIZIX, Token
Bucket 7 V3 XL ZFHWTWE T,

N—=AMSFAXRFE, N—ANNTT 4w I EEBFTIL—LE L TEETELIERT L —LKETT, N—2
F A XOREHEROEFITRLE T,

& 3-5 N—ZX Y1 ID%HH

N=Z AL 15

=R N=ZA T 74 7HPHBRERZRINCT V. BEZLTVEVWRETN I 71 v 7
ZRE L72RE, BEWHORES SHHER/NES V.

KELT B N—=ZANNST 4 v 7 BHEBRERSNIIC VL, BEZLTVWEVWRETNS 71 v 7
ERELLE, FEEHORS EAHEBHAZ VL,

AHEREI, REFEER & BORREHIH 2 5D, REFEER & FERAFEFIHCHERTE 2T LT 4D
BHEZROFRITTRLE T,

x3-6 REFTHEEREIBEAFEHAETERATESIRF LT« DR

HiESARER
BRIL—AICHRTEIRFILT 1

RIETHIHEAR BRI

- O

E
i
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e iER)
EBR7L—AICHTBIRNFILT1
BRI A
Fa— AV BREEE @) -
DSCP # &tz @) -
(LB O : [EFETRERRF VT 4 — @ [ERRATEER RF LT 1

DT L—LIZDOWTIX, DSCPEEHIONRF LT 1+ PEELEHA,

s MTU ##Z % IPv4, IPV6 /37 v b
s TTLH 1 DO7 VL —4A

s Ry TVIVIHF1IOTL—LA

s IPEXTvavftEDTL—2L4

o IPVOHRRAY ¥ {FEDT L — LA

o ZEFEAEHD [Pv4, IPv6 /87 v b

@ 29 v 7EMBOFEHER

2%y TREREL, EEEROYR— MREDSA >V T —2ABIICE>TELZVET, A V¥ T — A&
Bl & EIEER OIS EZIRDFITTRLE T,

K 3-7 1297 1—RER EFFHERDOMIG

1 >9 77— &R THIREER
A—HYAxv b H Tz —2X O
—DDRAYNAAL v FHDVLAN A ¥ T 2 —R O

BIBAUNAA Y FIIDIz>7-: VLAN A V5 T 2 —R -

(FLpl) O = ¥FR—1h — IRYKR—b

3.4.2 HIEEEIRERIGICRENTTREETHRETIER

WIEER C C IR HEHERP R 2 0 £9 . HEERERRICHRITELREFHER 2 RORITRL

ESC
& 3-8 FIMEEIRERRCIRINTTRE S st 1B
ERENET A7 5t AR
i RER
BABEER RAHEET BIEHEHER BB ST
RIEHEER - - O O
BRI O O - -
BB & B O O - -
WoMHEDE
UL O : SREATHE  — © SREURAHg
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3.4.3 wESERERIFOIESEE

(1)

(2)

(3)

(4)

BEHERERES—HHRY NI TI—RX - EEF1—DFERK

WDEDZIBEI, EEA T I Y M VI T2 —AF 3R EF 1 —CHUTF T LV —LE2EETLIBENS

HVEI,

o WIHEH TIEET AEREHEERZ, FYTU—0DFEEAN -T2 Y MUY T2 —RAFELEREEF2—D
HEEHELOARSWVEE LS

s BEEHEEZFER LW IO—EHHATA70—%, RBUREEA -y MM ¥ T2 —REIIEE
F 2 —|LEE LGS

RIC, BHOT7 0 -TEROFEERZERT 2561, SHEEROERFHEDGFHIERL TIZE
W,

FORNINFEHT L —ALADTIEER

AREEBETIE, 70 FIVFHIET U — L EBERENRICEDET, LzA>TC, 7ubalilflrL—24%
BAHEHIEENRE LTERSNIBEPHVET., 2070, REBHETOSO b ILF#HT L —L0%2E
BLIERKERLBERTIDESHD LT,

TCP 7 L —AICHYT 2ERAFEHIEHOER

RARFEEEZEA L2HEICE, TCPORAT—RY — bR DRI NT — ¥ BdE O s 1B < 5 %
BENHD LT,

LEEEZPICDIC, RIEFHERZMEALT, [TV —LPERINPILLEELIICFa -V TE
KEEZTNT2] OBEZERTHEIICLTLEE V. RFEEICL > T, ZHNEHHEZBALTH I ITEES
N2 WT, HAOEEMEATE L EZLRTIERESNSLDICRDET,

(FH DEEEE & DEIEFENE

« EEIFERZBELLTALFTU M) (BROEREOLY M) Z2E0) IL—HI2T7V—L2RELL
B, 7V—LAREREL LI AFEERNRICZD T,

o HIMEHEREA N —LBHEASRBICHET S E, ARFHRSINZIEITOTIL—L2E80, LDZOD
TV—LZEETHIENHDET,
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3.5 BEEMROI> T L—ay

3.5.1 EBXHEHIEORE

EREDRA > N
TV —LZERIFELIP 7 FL ALK > T7a— 2TV, BARFEEI#EZTOmEEREREL
£,

[O7 > RICKBEE]

1. (config)lf ip qos-flow-list QOS-LIST1
[Pv4 QoS 7u—Y 2 b+ (QOS-LIST1) Z/ERLET. AU R M EIERT 52 &Ik T, IPv4 QoS
Ju—YAME—FNIIBITLET,
2.(config-ip-qos)# qos ip any host 192.168.100.10 action max-rate 5M max-rate-burst 512
S IP 7 R LA 192.168.100.10 7 0 —IZxf L, SmAHEHIMEOERFEH=5Mbit/s, AR
FDIN—Z ¥ A X=512kbyte ® IPv4 QoS 70— A b EZFHEL LT
3.(config-ip-qos)# exit
[Pv4 QoS 7u—YJ A FE—RA6270—NLar74 7L —aryE—FRIIRVET,
4. (config)f interface gigabitethernet 1/1/1
R=P /11 DA V57 2—RAE—RIIBITLET,
5. (config-if)# ip qos—flow-group QOS-LIST1 in
ZEENC IPv4 QoS 7u—Y &+ (QOS-LIST1) 2#BMICLET,

3.5.2 REFHEFRERFIOF1—1>27TBEEDRE

EREDRAT > N
TU—LZFBRIHEEIP 7 L AIZK > T7u—HZ2TV, RIEERERZITOIEA2RELET,
BEESHEREZER LT L —AICHLTIE, Fa2—A Y VBEEOEEERTOIREELELET,

[O7> RICKBEERE]

1. (config)# ip qos—flow-Llist QOS-LIST2
IPv4 QoS 7ua—1) A b (QOS-LIST2) =/ LET. KU R NE/ERT AT &1L - T, IPv4 QoS
7Uu—Y A ME—NIIBITLET,

2. (config-ip-qos)# qos ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64

penalty-discard-class 1
FaE 1P 7 L AAY192.168.110.10 ® 7 u —iZxf L, SEEREH=1Mbit/s, SEREHRFHD/N—X
N1 X=64kbyte, BREHFBERTOER 7L —LDF 2 —1 > 7EEE=1 ® IPv4 QoS 7u—Y
APERELET,
3.(config-ip—qos)# exit
[Pv4 QoS 7u—Y A M E—Rpsra—NLar 74 7L —aryE—RIIRDET,
4. (config)# interface gigabitethernet 1/1/3
RA=N1/130A4>5 72 —RE—RIIBITLET,
5.(config-if)# ip qos—flow-group QOS-LIST2 in
ZEANZIPv4 QoS 7u—Y X b (QOS-LIST2) 2F®MICLE T,
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3.5.3 ERIEHEHEFRERRO DSCP ESIRA DEE
BRED 70— L CRESMER (B8R 7 L —A4I1X DSCP OBEB2) £EMT 5 HBAIHELET,

EBREDRT > N
T U—LZERICFEL P 7 FL A>T 7 u—FH 2TV, REFHHER (min-rate) %175 H1E
ERLrHELET, BERERSHEER L7 L —2Ic0 LTI, DSCPEOEEE{THIHEEL LE
‘a_o

[0 RICKBEEE]

1. (config)# ip qos—flow-list QOS-LIST3
IPv4 QoS 7ua—1 A+ (QOS-LIST3) 2L E T, KUY R FNZ{ERT AT &I12&L > T, IPv4 QoS
Ju—YANE—-RIZBIFLET,

2. (config-ip-qos)ff qos ip any host 192, 168.120.10 action min-rate 1M min-rate-burst 64

penalty-dscp 8
FaSE IP 7 R L A73192.168.120.10 @ 7 u —IIi L, mEEHRFHEH=1Mbit/s, BEERFHD/NN—Z
N A X=64kbyte, REFHERTDER T L —LD DSCP fE=8 @ IPv4 QoS 71— A b 2 HRE
LET,
3.(config-ip-qos)# exit
[Pv4 QoS 7u—YJ A ME—R, 50— NLar 7471 —YaryE—RIEDET,
4. (config)# interface gigabitethernet 1/1/5
R—b 1/1/504YF 7 2—AE—RIIBITLET,
5. (config-if)lf ip qos—flow-group QOS-LIST3 in
ZEMNC IPv4 QoS 7u—1 X b (QOS-LIST3) &% LET,

3.5.4 EXFEHEHEFETREROBEASHEDERE

FEED 7 O — I8 U TRAEEHIE & REFEHER (EX7 L —A4IEDSCPOEZHZ) 2EMKLIWE
BHICHRELET,

BEEDRA > N
T U= LZERIFELIP 7 RL A K> TT7u—BH 21T\, BARREGHIE & mEmEER 21T O
BERERELET. EFEEREZER L7 V-1 LTIE, DSCPEOEEA2{TOHREL LE
ER

[O7> RICKBEEE]

1. (config)t ip qos—flow-list QOS-LIST4
IPv4 QoS 7ua—1) A + (QOS-LIST4) #/ERLET. KUY X ME/ERT B &1L T, IPv4 QoS
Ju—YAMNE-RIZBITLET,

2.(config-ip-qos)# qos ip any host 192.168.130.10 action max-rate 5M max-rate-burst 512 min-
rate 1M min-rate-burst 64 penalty-dscp 8

FESEIP 7 L AH 192.168.130.10 ® 7 0 —ixf L, BeAEHHIHOEREH=5Mbit/s, A
DN —Z A X=512kbyte, BARERFH=1Mbit/s, RIKERFHD/\—Z ¥ 1 X=64kbyte,
BESEERTOER 7L —2L0 DSCP =8 ® IPv4 QoS 7u—J A 2HTEL XTI,

3. (config-ip-qos)# exit
IPv4 QoS 7U—J A M E— RS O—NLIr T4 7L —2a v E—RIIRDET,
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4. (config)# interface gigabitethernet 1/1/7
R=PF U/ V/TDA V5T 2—RAE—=RIIBITLET,
5. (config-if)# ip qos—flow-group QO0S-LIST4 in
ZEMNZIPv4 QoS 7u—Y X b (QOS-LIST4) =FMICLE T,
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3.6 FEHEHROANRNL—3>
show qos-flow I2v > FIZE>T, RELIZABPRBMESNTVREPEDI P EHERLE T,

3.6.1 =RAXFEGEHOHESS
RAREEHEOERFIEEZROKUTIRLE T,

> show qos—flow 1/1/1
Date 20XX/12/01 13:00:00 UTC
Using Port:1/1/1 in
IP qos-flow-Llist:Q0S-LIST1
ip any host 192, 168.100.10 action max-rate bM max-rate-burst 512
matched packets(max-rate over) 7

matched packets(max-rate under): 28
>

QOS-LIST1 ® Y Z MEHIC [BAEEHEOEREE (max-rate 5SM) |, [HRAEEHIEON—Z M1
X (max-rate-burst 512) ] #FERSINBZ EZ2MHERLET,

3.6.2 RIEHFHEFRERREOF1—1 > 7BIEEDHESS
RAEHHEIRRBOF 2 — 1 » VEAEOREAE 2 ROMITRLE T,

> show qos-flow 1/1/3
Date 20XX/12/01 13:00:00 UTC
Using Port:1/1/3 in
IP qos-flow-list:Q0S-LIST2
ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64 penalty-discard-class 1
matched packets(min-rate over) : 9826

matched packets(min-rate under): 74699826
>

QOS-LIST2 ® YV A ME#HIC [REEREEK (min-rate IM) |, [RIEEFHEHO/N—Z b1 X (min-
rate-burst 64) ], [ER7 LV —L0F 2 —A > 7BEE (penalty-discard-class 1)] #FREN35Z L%
WAL Ed,

3.6.3 RIEERFEERED DSCP EE1RX DR
RASBAEIB RIS O DSCP 8 % 2 ORTFEE ROMITRLE T,

X 3-6 RIEKEEHEERIED DSCP EZEX DR
> show qos-flow 1/1/5

Date 20XX/12/01 13:00:00 UTC
Using Port:1/1/5 in
IP qos-flow-Llist:Q0S-LIST3
ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64 penalty-dscp csl
matched packets(min-rate over) : 28
matched packets(min-rate under):

>

QOS-LIST3 ® ) 2 MEHIC [REEREE (min-rate IM) |, [REEHREHON—Z M4 X (min-
rate-burst 64) 1, NEXK 7 L —4® DSCP &# (csl)] AERENBHZ EZHRELET,
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3.6.4 BERATHEGEEREFHEROBEASHE DHESS

48

RN & BB REROMAR D EOHRGEZ ROKITIRLE T,

X 3-7 E=XRFEHEEREFHEROEASHDEDESR
> show qos-flow 1/1/7

Date 20XX/12/01 13:00:00 UTC
Using Port:1/1/7 in
IP qos-flow-list:Q0S-LIST4
ip any host 192,168.130.10 action max-rate bM max-rate-burst 512 min-rate 1M min-rate-bur

st 64 penalty-dscp csl

matched packets(max-rate over) : 74699826

matched packets(max-rate under): 28
>

QOS-LIST4 @) A MERIC [HRAHFEHIHOEREE (max-rate 5SM) |, [RAHEEHIEO/N—Z M5 A
A (max-rate-burst 512) ], [REEFHFE (min-rate IM) |, [REERFHDO/N—Z bH 1 X (min-
rate-burst 64) |, EX7 L —L4® DSCP &5 (csl)| PERENAHI LR LET,



3 7Ol

3.7 Y—h—f#

v —H—i&, JU—BHTHEELZT7 L —A0 VLAN Tag NO L —HPEFEES KLU IP AN v ¥ DSCP
ESHZLMETT. COMTHIAT SV —DMNEBEITZROKIIRLE T,

3-8 Y—H—OhEDF

FEE
ZIER B3

ORIERE G AeEWE T UA—sE V|| R AR
[oo—L | ¥ eEmiE !
| TmE | ¥ ] B i
- MAcT |1 i < HE IS !
DS [ = R =R I 2= N R N 22 A E I S IR 2N |
o T BERE P e e | [T ok AT e |
2ot A | NI :
| Tk ¥ 1k | !

(FLI) D: COHTHATZTOYY

371 1—TEBEEESEX

T u—BH TR L7 7 L—240 VLAN Tag Wicd 5 1 —F@5EE (User Priority) # & X#2 28T
T, I—PEEEIL, ROKIIRYT Tag Control 7 4+ =L FOEE3I Ly FEIBLET,

3-9 VLAN Tag DA\v9T#—< v k

MAG-DA MAG-SA | VLAN Tag Eﬁ;ﬁ: Data FCs

Tag Protocol ID Tag Control

Canonical

User Priority Format VLAN ID
< 3E‘y|~ 7‘15“} F" 12&\‘y|~ >

VLAN Tag PE#H 27 L — LIS L T2V BEEESHBI 217556, MACT FL M5 1 BE
® VLAN Tag il» 51— BEEEAZEMA T, IROXIZ VLAN Tag B"EMH 27 L —L7 4 —
<y bERLET,

3-10 VLAN Tag ME#H BT L —ALT +#—< v OISR

(i) VLAN Tag 1B T 4#—< v k

g 5 1ERB® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS
(ii) VLAN Tag 2BBDT7+—< v b
_ _ 1BRE® | 2B ® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FCS

MDT U —LIZDODVWTIEL—YEEELA2EZMWMZI L5 ENTEEEA,
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* VLAN bR VT RBELIAR— I TEETHT7L—L4
« MTU %i#8% % IPv4, IPv6 /%7 v k

s TTLA1O7L—4

s Ry TVIVIHF1IOTL—LA

s IPAFarffEDTL—L4

o IPVE RNV FFEDT L —L4

o FEFERBA®D IPv4, IPv6 /87 v b

I-PEEESSMAL, I-VELEF SIS EARIIRET S LI TEEEA,

I—PEBEEESWABLIVVLI—VEEEFISHRIZEE5LEML 2 VEAR, RORITRT L —HEE
BLzDET,

&3-9 TL—LXEHOI-HEBEE

7 L — LSk

IREBDTITL—LA
01— FEsE mERS

3 e VLAN Tag 2 LC%ZfEL, VLAN Tag b TiEETH7 L —L4
 VLAN h >V Y JHEEET, 77 ARER» BNy VR =V ERRICH#T 27 L — LA

ZETLV—LDI—Y  « VLAN bRV Y THEET, 7272 AEEP S 7 7 & AEERICHFRET 5 VLAN Tag &
B D7 L—24

o Tag BHAEFEL T2\, D VLAN h U Y TEFEL TV ARWVWAR— T VLAN
Tag D 7L —L%ZEL, VLAN Tag h D CEET A7 L — 4

3.7.2 1—HBEESIEHE

50

VLAN b >3 > THEET, 7272 RAERED S5 DT L—L4I1Z VLAN Tag #8B L T/Ny 7R -V [EfFIC
kg 5L X, Tu—BRHTBRHE LA 7L —L01—VELESZ, Ny 7R—VEROI—-FELEE (B
g % VLAN Tag D1 —HELE) BLOELEREKED CoS EICT M HRETT . AREDONR
BT L—LERIRLET,

o REBENSHHITEHTL—L4
o REBITHT L —L

T PERET S HER, VLAN bR Y T ERE L RER A — TRy b V8T i RICRETE
e

I—PEEET I SHESERE LIZBEOEEICOVT, RORITRLET,
& 3-10 1—HEBEESISHEREEZRE LBEDEE

JO—BRETRELETL—ADI—HE EETL—L4
i 1-YEEE CosS fiB

VLAN Tag 7z L 0 0

0 0 0

1 1 1




3 7Ol

JO—RBETRELETL—ADI—HE EE7L—4

o I1—HERE CoS fi&
2 P 5
3 3 5
4 4 4
5 5 5
6 6 6
7 7 7

A-PEEESFISHEE, 1 -PEEEESMIAMES JOCBLEREME (CoSEDIEE) LRIFFICE
ETEEEA.

I—HFEEEFEMEEZRE L WVIFED CoSEICOWVTIE [3.10.2 CoSfE - Fa—1 v 7BEE]
2, I—PEREICOVTIE [3.7.] I—VELESEHI] 23BLTIES V0,

3.7.3 DSCPEEHX

IPv4 Ny ZDTOS 74—V RERIZIPVONYITDINT T4 v T T75AT 4 —ILROEHL6EY N TH
5 DSCP A&z 2HEETT, TOS 74 —ILRDT 4+ —7v b BLXO IS T4 v T TFTAT 4 —)L
FD7+—<v FORZIRISRLET,

E3-11 TOS71—=IRDT7#+—<v k

<IPVANYZ TA—T v k>

Ver | HLEN | Type Of Service Total Length
Identli,flication ‘F\Iags | Fragment Offset
Time To Live’l | Protocol ‘\\ Header Checksum
,/' Source IP Addrés\s
/I Destination IP Addréss
/, N
’ \\
/ AN
DSCP REA
»i »lal )
) Lad ) Ll
6Ew + 2Ev b+

®3-12 STV TITSRT4—=ILROTA—T vk

<IPVBAYH TA—T v k>
Ver Traffic Class |
! Payload Length \\ | Next Header | Hop Limit

Flow Label

' Source MR _Address
Destination 1P Address

DSCP KERA

A 4

A

6E Y k 2Ev k

51



3 7O

52

BHELZE70—DTOS 74—V REREN T T4V T ITAT4—LROEMO6EY F2EEHIET,

/o, WEERPSDERICL > T, REERFHZEBA7-70 -0 DSCP 2& &AL ENTEET,
BlIZL, BRRERBFHREBZ - 70— LT, DSCP % O ICEETEE T,

REFHEREFRRICHRELZBEOERT L —LDOEIIDWTIE, EREORF LT « EEEEPEER
ENEI,

DT —LIZDONWTIEDSCP 28 ZMR A ENSTEXEHA,

* MTU =#8 2 % IPv4, IPVv6 /37 v b
s TTLA1 D7 L —A4

s Ry TVIVIHF1IOTL—LA

s IPASVa s ftEOT LA

* IPVOHERAY ¥[fE DT L —L4

s SEFEARBHD IPv4, IPv6 /847 v b



3 7Ol

3.8 ¥v—H—03d>T71470L—3>

3.8.1 1—EEESTWINDERTE
REOT7UO—IIH L TLI—PEEELZEEMZ A2GEICRELE T,
EEEDRA > K]
TVUV—LZERHIEEIP 7 LA > T 70 —HHEE2{TV, I—PELEEOSEMIZRELET,
[O7> RICKBETE]

1. (config)# ip qos—flow-list QOS-LIST1
IPv4 QoS 7u—1) A+ (QOS-LIST1) =/ LET, KU X NEIERT A &1L > T, IPv4 QoS
Ju—YAMNE-FRIZBITLET,

2. (config-ip—qos)ff qos ip any host 192.168.100.10 action replace-user-priority 6
192.168.100.10 @ IP 7 RL A%5EHLEE L, T—HWELEZ 6 IITE XI5 IPv4 QoS 7a—1 X b
RERELET,

3. (config-ip—qos)# exit
IPv4 QoS 7 —Y A FE—FPo7a—NLar 74 7L—YavyE—FIKEDET,

4. (config)#f interface gigabitethernet 1/1/1
RA—bI/1/1 DA VI T2—AE—FRIIBITLET,

5.(config-if)# ip qos-flow-group QOS-LIST1 in
ZERO IPv4d QoS 7a—1 X b (QOS-LIST1) 28I LET,

3.8.2 1—HEBEESIESHETDIRE
BIED 70— LT 1 — B S M 2 (TS HAIRELE T

EREDRT > N]
T U—LZERIFELIP 7 FL ALK > T7 0 —BHZTV, 1—VEEEF I SHIZ2TVET,
[O7 > RICKBHE]
1. (config)#f ip qos—flow-List QOS-LIST2
IPv4 QoS 7u—Y 2 b+ (QOS-LIST2) Z{ERLET. &Y A MZ{EKT 5 &Itk > T, IPv4 QoS
Ju—YAME—RNIIBITLET,
2. (config-ip-qos)# qos ip any host 192,168.100.10 action copy-user-priority
192.168.100.10 ® IP 7 RL X %565 & L, L—FEBEEF | EHE%E/TS IPv4d QoS 7u—1J A M EF
ELET,
3.(config-ip-qos)# exit
IPv4 QoS 7u—Y R FE—RFhSH7u—NLar 74 7L —avyE—RIIEVET,
4. (config)# interface gigabitethernet 1/1/1
K=t /11 DA T 2 —AE—RIIBITLET,
5. (config-if)lf ip qos-flow-group QO0S-LIST2 in
ZEBO IPv4 QoS 7u—Y X+ (QOS-LIST2) 2#B®ICLET,
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3.8.3 DSCPEE|ZDERTE
BMEO70—Icx LT DSCP #FE MRS GHICHELE T,
[BEDRA > M
TUV—LRERIFEAEIP 7 RLRAICE > T 7 a - %7\, DSCPEOEEZMWMIEZFELET,
[37 > RICKBHRE]

1. (config)# ip qos—flow-list QOS-LIST3
[Pv4 QoS 7u—1 A (QOS-LIST3) 2L EF. AU R MEIERT ST Lick>T, IPv4 QoS
Zua—YRAME—FIBITLET,
2. (config-ip-qos)# qos ip any host 192, 168.100.10 action replace-dscp 63
192.168.100.10 ® IP 7 FL A %56 & L, DSCP % 63 ICEF&#2 5 [Pv4 QoS 7u—Y X b 2§
ELET,
3.(config-ip-qos)# exit
IPv4 QoS 78 —Y A FE—Fpo7a—NLar747L—YavyE—-FIKEDET,
4. (config)# interface gigabitethernet 1/1/3
R=b /13042572 —RAE—RICBITLET,
5. (config-if)} ip qos—flow-group QO0S-LIST3 in
ZEMD IPv4 QoS 7u—1J & b (QOS-LIST3) =E#ICLET,
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39 ¥Y—HA—DAXL—>3>
show qos-flow I2v > FIZE>T, RELIZABPRBMESNTVREPEDI P EHERLE T,

E;.E).1 :1.'-'+j”ﬁ§§fﬁffEF§§g=*i}§333L(Z)ﬁﬁEunA
I—HFEEEZSWIOWRAEZROMIIRLET,

3-13 1—-HEEESTRIDER
> show qos—-flow 1/1/1

Date 20XX/12/01 13:00:00 UTC
Using Port:1/1/1 in
IP qos-flow-Llist:Q0S-LIST1
ip any host 192,168.100.10 action replace user-priority 6
matched packets 0
>

QOS-LIST1 @ & hME#RIC [replace-user-priority 6] BERIND I EEHRLET,

3.9.2 I1—HBEESIEHIT O
TP 5 i F O S R ROBICR LE T

3-14 1—EBEESISMET DR
> show qos-flow 1/1/1
Date 20XX/03/01 13:00:00 UTC
Using Port:1/1/1 in
IP qos-flow-list:Q0S-LIST2
ip any host 192,168.100.10 action copy- user- priority
0

matched packets
>

QOS-LIST2 @) & hME#RIC [copy-user-priority] #FEREINZ T A2 HERLE T,

3.9.3 DSCP E&x#az DR
DSCP E & DR HE T RORITRLUE T,

3-15 DSCPEZ=#x DR
> show qos-flow 1/1/3

Date 20XX/12/01 13:00:00 UTC
Using Port:1/1/3 in
IP qos-flow-list:Q0S-LIST3
ip any host 192, 168.100.10 action replace dscp 63
N matched packets 0

QOS-LIST3 ®J A MEIC [replace-dscp 63] BERENDZ L 2R LE T,

3 7Ol
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3 7O

3.10 BEEREDEE

BAREIER, 70— RETRELE T L—AOBEEE CoSETHE LT, HEF 2 —2RET Kk
TF o FHWEORRE 557 L— L REEMR BB FEEOREARIC L > TREVET, ¥
%, 3.10.1 BEEREONRTL—4] #BBLTESL,

COFITHIAT H2BEBREREDME DT ZROKIIRLE T,

3-16 BEERENMLE DT

AEE
S ZEW

R AR T TR T || CEREE R
[oL—u |i ¥ T !
| g | | 1 . !
l-MAC7F‘Ellﬁil - HE IS !
{2 = 1 e [ =R P o2 R I 20 { I E N S R VRN |
g T BERE P e e ™ o0 [T R AT e |
2ot A | NI :
| Fram)i 1 NN .

(FLI) D: COHTHATZTOYY

3.10.1 BEEREDRT L —A

BREREHEEEIL, BLEEREONRTIILWAEBIE TCOT L —L%, BEEREDONRIZT S
TFo T74)NNTIE, REBHSFHKT 27 L L THPBELEEREONR TS, BEEK, BLEREE
EEEORTEEREBLEEREDONRE T L —L O IROFITTRLE T,

x3-11 ZERBMEBEEREDHRTL—A

L —LiERI

EBER BASATEHEEEDRE

FEBATOTIL—Lb — AEBESCHTETL—A

P wEn L x o
AY > R7a:
RTLETRA) iy 0O e
ST L o o
AT
(25>27) REH D o O

(LB O: BEEBREONRELRD X I BEEREOHNRE LS5V

3.10.2 CoS{E:Fa1—T127E%E

COoSfEIX, 7L —LDEBENICBIT2BELEER2RIT ATV I7RAERLET, Fa—o1 U TEBEER,
F1—AVITTEEF 1IN LTEREINCT SIOESGVERLED,

CoSfEEF 2 —A VT BREOIREHEBEZIRODEBIRLET,
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3 7Ol

x3-12 CoSfE&Fa1—1 Y7 BEEDIETEEHE

IEE bishha e
CoS fE 0~7
Fa—AVITBRE 1~3

CoSEDIEEIX, T—VEEEFI SRS LRARICRETETE A,

Fiz, 7u—HIEHOBELEREL LI —PEEEFIEHEDNTON TRV T V-4, T74)L D
CoSEEFa—A VT BEEZFHLET, 7V—L2ECEDT 72D CoSEEF 2 —1 V1B
HEAROFITRLET,

R3-13 TL—LERCEDT 74N RD CoSBEF 1 —1 > TRBEE

7 L—LFER| F7# )~ CoS B FIANNDF 21— TBEE
I=ZF v AT L—L4 I—-PEEEY I nE 3
El
TO—R*Fv¥ AT L—L4 0
TLFFY AT L—A

F/, 35UV LT L—AIE, a¥—TO 7L —LD CoSEB LIV Fa—+A 2V /BEEICELET,

BB, WIRT 7L =241, 70—HIHOBEERES L CL-—PEEEF I SHEOFRIIPPDST, H
EMIZ CoSEEF 2 —A Y TBEEZRELE T,

BAERES LI -—PEEEF SRS TEETCI LV T L —LZRORITRLE T,

x3-14 BEERETEECERVWIL—LA—E

7 L—LiER| CosS f& Fa1—127BEE
AEEFSERNIEET ST L—L4 7 3
AEBEPZETHTIL—LDIBRDT L—L 5 -

o ARP 7 L — 4% 1%2
o EfRET A MIERAT ST L—LA

AEBNFETHTIL—LDIBIRDT L—LA 2 —
- BEBEETOMAC 7 RLAZHOBEHKRHERZ LT L —

N
BEBPLA Y IHFHL, KEEPZEITSHTIL—LD>ERD/S 2 -
ry N/ T =N

* MTU %# X% % IPv4, IPv6 /37 v b
e TTLA1 D7V —L4

c Ay TUIV MNP LIOTL—LA

s IPASVarfHEDOTL—L4

o IPV6ERAY ¥ EDT L — 4

AEBMVLAYIHHL, REBEPZEITL7L LD 5RO/ 2 -
7w b
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3 7O

7 L—A%ER| CoS & *a—1 2 7BEE
o FESCANERD IPv4, IPv6 /87y b
AEEBETLAYITHITEZTIL—L2DIBRDT L—2L4 3 -

« AEBETTITAPLETL—A
s PAFrasffEDTL—L
o IPVEEERAY T E DT L— 4

* ARP/NDP O RAERIC & D ARREEIC—RICIHE T 2Pk

=24

(RLB)  — @ 7u—#lIEoBELERETCEETES

Ex1

aY7 47 L—3>ravy K flow action-change arp-discard-class ¢, ARP 70— RF*++ 2 b7 L —2LD
Fa—AVIBEEEZINS 2ICEETEET,

X2

a7 47— 3 >avy N flow action-change arp-reply-cos €, REBMNZ(ET 5, 58% MAC 7 FLAA
TO—RFYZAM7RLVATHS ARPIEE T L —L0D CoSEZSPH 0ICEETEET,

3.10.3 CoS ¥y E> 7 isE

CoS vy ¥ 7, 2 —YEEE~Y Yy B2V TRE LT CoSfE, 7237 u—HfoELERE T
TE LTz CoOSEIZEDNT, RMEF2—2RET HHKETT .

(1) CoS{EER—MDEEF21—DIVE>T

A= PHEDDOREEF2—ELTMACT RLAREFEAL_Fy A 7L —2H (UCF2—) 128
Fa—HD, MACT FLARZEEDI=F+v AP TL—4, YILFFYALTIL—4A, JU—FF¥r A+
TJU—L4, BEIPIF—Y 7 ULiT7LV—LH MCFa2—) I24F2—HD%FJ, CoSTHER—FDE

EBFXFa—DvvEr 72 RIRLET,

#&3-15 CoS{BEER—MDEEF1—DIYEYT (UCHa1—)

EEROX 1 —8S
CoS f&
*E+1—& 2880 X+ 1—&K 45964
0 1 2
1 2 2
2 4 2
3 5 2
4 6 2
5 8 2
6 10 2
7 12 4
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&3-16 CoSEER—IDEEF1—DTYEYT (MCFa1-)

3 7Ol

EEROF 1 -85

CoS &
xfE+1—& 2880 EE¥1—& 45964
0 3 1
1 3 1
2 3 1
3 3 1
4 7 1
5 7 1
6 9 1
7 11 3

(2) CoSfE&E CPURBTEEF1—DIYE>T

CPUSBTREEF2—1F, R—FDOEEF2—LIZELD, TRTOVLV—LFBHTHEEDEEFEF 22— 8

Fa1-HDET. CoSfEE CPURTEFBF2—DVy Y T2RORITRLE T,

& 3-17 CoSfEE CPURBTEEF21—DYYEYT

CoS & EEROF 1 -BS
0 1
1 2
2 3
3 4
4 5
5 6
6 7
7 8

3.10.4 BIEEREERROIZEEIR

(1) 7L—LDEBKERE

[7V—L2OBEEL LT3 BifiiiEET 2L, AEBHETOTU NG T L —LOZENTEEV,
FRLEAEBNERNICEE TS 7L —L 2R ETERL RAILICE ST, BESTMENZBEL1H D
F9. I, PYLFFY ATy NIEREBHR Oy b ThHY, FfT27L—2ThH0E
T 2078, BEEL2 FFHEZRTELTLES V. TOLIBREPRE LBEIL, ROMIGEE

LT EE 0,

o AY W IR TAEBH COTO NINEET L —L0OBESTISNEES, [7V—L0ExRER

NF2] BEEERLTILES 0,
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C A5V RTOUHBRTARERTOTD b LHET L —AORESTI S N A8, BEERERIE
EERBE LT AEE L,

 REBAERNIGEET 57 L - AOBEFINSNGHE, (71— A0BEEL T 5] BiFrE
LT 230,
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311 BEEREI 717 L—3>

3.11.1 CoS{EDEEE
WED 70— LT CoS ARE L E T,
[REDHA > N
7L —LBEBIAE P 7 F LRIk >T7 0—Htli& (7L, CoS EERELET,
(37> RIC& BRE]

1. (config)# ip qos—flow-Llist QOS-LIST1
IPv4 QoS 7u—Y A b+ (QOS-LIST1) %2{ERLET. AU R MERIERKT 5 &Ik > T, IPv4 QoS
7a—J)AME-FIIBITLET,
2. (config-ip—qos)ff qos ip any host 192, 168, 100. 10 action cos 6
192.168.100.10 ® IP 7 FL 2 %% & L, CoSTE=6 D IPv4 QoS 7u—J A M EZBRELE T,
3. (config-ip-qos)# exit
[Pv4 QoS 7u—J A NE—RIS7u0—NLar 7471 —YaryE—RIEDET,
4. (config)l interface gigabitethernet 1/1/1
K=t /1/1 DAY T 2—AE—RIZBITLET,
5. (config-if){f ip qos—flow-group QOS-LIST1 in
[Pv4 QoS 7u—Y 2+ (QOS-LIST1) ZF®MICLE T,
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3.12 BEEOANRL—>32>
3.12.1 BEREODHSR

ERRIC N T 714w (5% IP 7 KL AA5192.168.100.10 D7 L —L4) 2FEALTWAIKET, show qos
queueing AV Y FIZLkoTHFa—A Y TENTVEF 2 —FEBZHERELE T, RO —H 2y b1V
77 z—R%, K=t 1/1/2TF,

3-17 BEEDRESR

> show qos queueing 1/1/2

Date 20XX/03/01 13:00:00 UTC

Switch1/NIF1/Port2 (outbound)

Max_Queue=12, Rate Llimit=64kbit/s, Burst size=4kbyte, Qmode=pqg/tail drop

Queue 1: Qlen— 0, Limit Qlen= 2880, HOL1= 0
Queue 2: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 3: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 4: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue b5: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 6: Qlen= 1, Limit Qlen= 2880, HOL1= 0 <-1
Queue 7: Qlen= 0 Limit Qlen= 2880, HOL1= 0
Queue 8: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 9: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 10: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 11: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 12: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Tail drop= 0

1.Queueb ® Qlen DEASH T Y FENTWVWAH I EEZERE LTI,
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4 X{SHIE

4.1

S 1 — /) VEREH

411 LAY——NNOBE

vr—)8E, BF LoD TL—L0HENER, BLUKR—OHAEREH1EE 2 Hd 2HEET
T COETHET A 2 —/SONEBIFEZRORIRLET,

4-1 T x—/\OEEDF

FEE
ZE T

ORIERE G AeemE G UA—sE V|| AR AR
[oL—u |i ¥ T !
| TmE | H ] B i
oz i [al < ] (o] !
i LRBER| 27 [ 7a—| | | Bl [il=| |z o L—Ll
— o [ EEE ™ g e[ n [T Rz TR e |
2ot A | MHCINGiH |
| Tk ¥ 1 o i

(FLI) D: COHTHATZTOYY

LAY =Y z—0E, ROKIIRT ELDIZ, EDOFa2a—1lHBT7 L —LBIRIEET HDERDZ AT
VAU T, A =YXy MUY T2 ADEEE Y 1 - 7T AR - NVEEHIES SEBRI N TH
9, LYY= -0 &rROKIIRLET,

4-2 LAY—2—NNOBER

AT a—| | "—+

Fam 0oy | e

— el

(FLBI) Q4 EEMICEEE YT —E Y

4.1.2 FEF¥1—REE

64

AIEBETIX, 2y NT— VBB EARRICEDLDE CEEF 2 —REE2EETZET, EEF2—F&E, —
DDF2—IlFa—A VT TEINY T 7HDOIETT, 7L—LDEHDONY 7 7IiZbiz>TEHRS
BE, —OEHONY 7 7ICZ 144 34 VET, ZOBEDEDONNY 771213 208 N4 M E TS W E

o o, =NV T 7IEHDOT L — L2 BN TEEEA. BEF2—EOEFIZOV T4 L —T 3



4 X{SHIfE

> a< » RN limit-queue-length THEL 9. EEF 21 —RELKRITSHZEICL->T, N"—Ab T
T4 Y IIEBFa—DSNZRBIERIENTEET, LB, EBELLEEF 2 —EBREAEBDOI AT
DA—HYZ2Y " VF T — AR UTEDICZD FT,

BEF1-—R2EELZVEGSA, F2—-R 2880 THIELET.

F4-1 XEF1—REEABNOER

EEFa1-—F ERBN
2880 BF 21— ICHFICAFENH Y, RMEHMZEDICLVBRICHEELE T,
45964% N=AF T 749 7IlE2F2—bS5N2EHSELVHEEIEELE T,
%

FEEF1—F 45964 2BE LGS, F2—1~4 I L TRETF2—E2E0YTHET S0, EArTva—Y
VT DEEIZIRDEHICHEDFET,

PQ C¥a— 1~4HPQTHIELET.
4PQ+8RR : ¥ 21— 1~4H RRCEIfELE T,
4PQ+8ERR : ¥ 21— 1~4 # ERR THIfEL 7.
4PQ+8WRR : F 2— 1~4 # WRR THIfEL 3.
4APQ+8WFQ: ¥ 2— 1~4 5 WFQ TEIfEL £ 7,

413 R7Ta

-7

ATV a—YrE, BF 2 —IBENLTL—LE2EDEILIEFEET S 2EHT AHEEETT,

AEEBETIE, RIRTADDAT V2= Y TREHPHOET, A7 Ta—") r TOBEHAZIROFRITR

LY,

xK4-2 R Ta1—)>T7OEEHA

RyTa—1)>

- BERE Eh{EEREA B

PQ a#12 SEEERIE. K- UL 12 NTT 4y s
a1 :@‘ Fa—, 2 23853
0#10:|>_% EHOF2—127 L—LDTEET AHA
a#9 v B8, BEEOBVF1—25
08— BIZTL—LERELET, 7272
a7 L, ¥2—12 (Q#12) &¥a2—
Qtt6 11 (Q#11), F2—10 (Q#10)
45 EF21—9 (Q#9) BEhFIE
G4 ETH7L—LBHHICLs &
0#3 SIEEmLET.
Q#2
atH
Q4 ——] = FTERELHIE, R—1FH7-0 4
3 _>—\/ Fa—,
2 —— 5, Fa1—4 (Q#4) &F2—3
mp__;>” (Q#3) BENENRET 27 L—

LEPEEICE AL ICHIEL
To Fa—4F/3Fa—-31C7
L—LDEET D58, %487
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AgTa-=U>r

7R

i

R

L—LxBEBAETREELET,
Fa21-4BXIUF2-3I1Z71L—
LADEELE VWS, F21-2
(Q#2) &F2—1 (Q#1) 1T#N
PREET 5T L —LEA I
BBHEDICHIELET,

4PQ+8RR

0#12 —
11 —
0#10 —
0#9 —
0#8 ——
07 ——
Q#6 ——
Q5 ——
0#4 ——
O3 ——
Q#2 —
01 ——

& < ot

BEET1—f&FV > oy
Ve R—FHED 12F 21—,
BEOF 2 —107 L—LDEIET
554, BEEOBVWF 175
HBICTV—LxEEBELET, 7272
L, ¥2—12 (Q#12) &¥a—
11 (Q#11), F2—10 (Q#10)
EF21—9 (Q#9) BEhZhE
957 L—LBIFEITRD K
HICHIFLET . F2—12~91C
T V= LPEELRVER,
Fa2—8~1 (Q#8~Q#1) &7
L—LRICEfRE L, ZRENE
957 L—LBIEITRD K
SICHIELE T,

TR T
T4 v I IETO%

AN
=

4PQ+8ERR

& < ot

REREF2—-LEHL N1 MLE
HEICUL7zHR) &5 Foe
Ve R—1FHD 12F 21—,

BHOF 2 —127 L—LPEET
58, BEEOBVWF1 -5
WICTV—LE2RELET, 272
L, F2—12 (Q#12) &Fa2—
11 (Q#11), F2—10 (Q#10)
EFa2—9 (Q#9) FZFhZFNE
B27L—LEnt%Icns &
DITHIMLET, F2—12~91C
T L= LPEE LR VISR,

Fa1—8~1 (Qu8~Q#l) 3%
Fa—IIRELTNA MEEIC
L7z (ziy:xiwiviust:
SIIBLTIL—LEEELET,

BEF 2 — 1T
&, &7, ERR
Fa1-IlT—¥%
N7 4w o

4PQ+8WRR

& < ot

BEEF21—LEAL (T —LE)
&5y rabey, R— 1Y/
N 12F2—,
EHOF 1 —127 L—LHEET
258, BREEOBEVWF1 -5
BIZTLV—L2RELET. 272
L, ¥2—12 (Q#12) &F 21—
11 (Q#11), F2—10 (Q#10)
E¥a2—9 (Q#9) IEZFhZhE
BI57 LV —LEPEICLD K
SICHBMLUET, F2—12~91C
T LV—LPEE LR WA,

RESEF 2 — Il
&, &7, WRR
Fa1-lIT—-%%
N T 4w o
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A Hem B8 I
Fa1—8~1 (Q#8~QH#1) 1%
Fa—ICHRELZT VL8 (z:
yixiwiviuitis) IKELT
TU—LEFEFELET,
B, F1—8~1 DEAREEI
RELLBERTY Y FOE YT
BELET,
4PQ+8WFQ REET 1 - L EATESHER TRTDO T
§>* B, A— R0 12F 2, T4 2K LB
EHOF 2T L—ahted | EHEEIRIEAER
;>— BBE, BEEOE F1—ps SNIHE

o< o

HIZTL—LZRELET,
Fa2—-12 (Q#12) &F2—11
(Q#11), F¥=2—10 (Q#10) &
F2—9 (Q#9) IFENZFNEEF
T57L—LEBIHEICRDE LD
WCHIELE T, Fa2—12~9127
L—LWEELR VRS, F1—
8~1 (Q#8~Q#l) IIFZEL/I-E
A (RARREERER) ICE->T, &
COHICF 2 — & OREFIFHE
FEEEFELET,
IRTCOFa2—%EELDE
&, I FubErCEELEY,

AT a— ORI OV TIRORITRLET .

K4-3 RTTa—-UT7H%

=[S ik
Fa—H 12Fa2—
4PQ+8ERR Fa1—1~8DEAD 1~127
% E i
4PQ+8WRR Fa21—-1~8DEAD 1~15
% E #i
4PQ+8WFQ | 21— 1~8DEAD [(1) WFQOEHFH] #SMBL T 230, REREFHHOEED

RE HIH

ERFEARLRIC D KD ICERE L TL 7230,

BRI RO R &
AT L —LDEHE

MAC Ny #%» 5 FCS £T

(1) WFQ DO=EEH

WFQ OREHH 2 RITRLE T,
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S

F4-4 WFQ OREE (10BASE-T, 100BASE-TX, 1000BASE-T, T00BASE-FX, 1000BASE-X)

REHNAH REEEH B
Gbit/s 1G 1Gbit/s
Mbit/s 1M~ 1000M 1Mbit/s
kbit/s 1000~ 1000000 100kbit/s*2
64~960 64kbit/s*3

Fxl 1G, 1M, lkiZZh£h 1000000000, 1000000, 1000 & L THWET,
EXx2 BEMEAH 1000k Bl EDHA 100k ZIATHELEY (1000, 1100, 1200, -+, 1000000).
Fx3 REMH 1000k RiEOHE 64k ZIATHEEL T (64, 128, 192, -, 960),

&4-5 WFQ DEEE (10GBASE-R)

SEHNAH REEE B
Gbit/s 1G~10G 1Gbit/s
Mbit/s 1M~ 10000M 1Mbit/s
kbit/s 1000~ 10000000 100kbit/s*2
64~960 64kbit/s*3

Fxl 1G, 1M, lkixZh£h 1000000000, 1000000, 1000 & L THWET,
EX2 BREMEA 1000k Bl EDHE 100k ZA THEE L £ 9 (1000, 1100, 1200, -+, 10000000).
Fx3 REMH 1000k RiEOHE 64k ZIATEELET (64, 128, 192, -, 960),

&4-6 WFQ DESE (40GBASE-R)

Bttt R EEHE | HE
Ghit/s 1G~40G 1Gbit/s
Mbit/s 1M~ 40000M 1Mbit/s
kbit/s 1000~40000000 500kbit/s%2
256~768 256kbit/s#3

Fxl 1G, 1M, lkiZZh£h 1000000000, 1000000, 1000 &L THVET,
X2 BEMEAH 1000k Bl EDHA 500k ZIATHELEY (1000, 1500, 2000, -, 40000000).
%3 BEMA 1000k RiFDBZE 256k ZATHEL 9 (256, 512, 768).

4.1.4 R— bl

68

K MG, AV 2= Y SRR LLRIC, BT B — N ICHE LIS ERRI Y = — Y
TAMHETT. CORMBEEALT, WA~ 3y M ANBRTE E T

Bz, [E#REEAY 1Gbit/s T ISP & OEHIEE A 400Mbit/s DA, R— MEEEIEKEZEH L TH
57 UEIE % 400Mbit/s LRICHIZ T I L —L %2R (ET A ENTEET,

R— MNEEFHEIIROBWINTr Y 2ET NV ET S, Leaky Bucket 7 L3 XL ZHWTWET,



4 X{SHIE

1]

R— M HEEHHOREHEZ IR LET . REFRIZEFREELLTICE S EDICHREL T EE WV, &
ETE VWG, ERO 7 PRRSNA— NEEEIEOREIED 2D £,

xK4-7 R— NEiHIEOERESIE (10BASE-T, T00BASE-TX, 1000BASE-T, 100BASE-FX, 1000BASE-
X)
Einat=tivial S EnE I AE
Gbit/s 1G 1Gbit/s
Mbit/s 1M~ 1000M 1Mbit/s
kbit/s 1000~ 1000000 100kbit/s*2
64~960 64kbit/s*3

Fxl 1G, 1M, lkiZZh£h 1000000000, 1000000, 1000 & LTHWVET,
EX2 FREMEA 1000k BlEDHE 100k ZIATHEE L9 (1000, 1100, 1200, -+, 1000000).
FE%3 FREMA 1000k RiEOHE 64k ZIATEEL T (64, 128, 192, -, 960),

& 4-8 K— NEEHHEOFREEEE (10GBASE-R)

Eial==lvial SR e Z A8
Gbit/s 1G~10G 1Gbit/s
Mbit/s 1M~ 10000M 1Mbit/s
kbit/s 1000~ 10000000 100kbit/s*2
64~960 64kbit/s*3

Il 1G, 1M, lkiZZh£h 1000000000, 1000000, 1000 & LTHWVET,
EX2 BUEMEA 1000k BLEDB A 100k A THE L9 (1000, 1100, 1200, -, 10000000).
F%3 FREMA 1000k RiEOHE 64k ZIATEEL T (64, 128, 192, -, 960),

®4-9 K— MNEEHHEOFREEEE (40GBASE-R)

Einal==lvial SR EEEH Z A8
Gbit/s 1G~40G 1Gbit/s
Mbit/s 1M~40000M 1Mbit/s
kbit/s 1000 ~40000000 500kbit/s*2
256~7683 256Kkbit/s#3

Fxl 1G, 1M, lkiZZh£h 1000000000, 1000000, 1000 & LTHWVET,
EX2 BUEMEA 1000k BLEDB A 500k %A THEE L £9 (1000, 1500, 2000, -+, 40000000).
F%3 FEMA 1000k RiEOHE 256k LA TEEL £ (256, 512, 768).

IN—A MY A XD

REHFHZRORITRLE T,

F4-10 N—=Z N XDEREEF
C#RAER! SR EEEH EEEEEDT T # )L ME
10BASE-T 4, 8, 16, 32kbyte 32kbyte
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[E#RAER! REEHE BIEFOT 7 1)L ME

100BASE-TX
1000BASE-T
100BASE-FX
1000BASE-X
10GBASE-R

40GBASE-R 8, 16, 32, 64kbyte 64kbyte

Leaky Bucket 7))L TV XL DRI K BN— R A ZOEHERODEITRLE T,

FK4-11 N=Z M1 XD

N=R R 1 X Y

ha<9% N=ZAFNTT7 4w 7 BHBHERZESNPT V., BEEZLTVEVRETN I 71 v %
RME LB, XEHROES SHHBR/NS WV,

KELTB N=ZAb+F T4y 7 PHBRHERESNIIC L, BEZLTVWEVWRETIF S 7 v o %
RE LK, EAEREHORE S THPHEBRRE VL,

R— MEEHHORNRE L2 7 L —LOHFIZ MAC ANy ¥»5 FCS £TTT . A— MEEFIFE OS5 E
HzROKITRLET,

4-3 R— MNEEHIEONREE

MACA~ v &
(VLAN TagZ&T)

»i
) 'I

R— I R

PAVZEFN|

JYyFrIN

415 T I—-/NERBOZEEEIER
(1) /7y MY T 7HEBEOR T Y1~ > T OEEER
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HARRROEEZ EE5 N7 4 v V2R E LI EX, REBD/N Yy "Ny 7 7 OMBPREET 565D
HVFET, FORD, FELETLV—LDPF2—1lFa—AVTENTEESINS D, BELIEAS
V2= T EBYIIT LV —LDREEINGZVWEENHDEI,

N bNY T 7 OFEBIZOWTIE, show qos queueing 2> RO HOLL A7 > A4 7YXk
SNTVWAHI L THERTEE T,

N WXy T 7 ORBPEFRNICRET 2558, 2y NI —URETOREBELPBLETT,



4 X{SHIE

4.2 x—/)\QO3A>T7«4JL—3>

421 RFTa1—-V)>TDEE
[EBREDRAT > K]
AT a—) T RBEL QoS Fa2—VY A MERZIERL, FHIHKR—PMIRELET,
[O7> RICKBEE]
1. (config)# qos—-queue-List QLIST-PQ pq
QoS F 22—V A MEH (QLIST-PQ) A Y2a—Y 7 (PQ) Z8&RELET,
2.(config)ff interface gigabitethernet 1/1/1
R=bU/1/1 DA VFT2—AE—FIIBITLET,

3. (config-if)#f qos-queue-group QLIST-PQ

QoS Fa—A 72— AEHIC QoS Fa—Y X MEMEIEL, QoS F2—1) X MEHEABZICL
ESC

o /. =
4.2.2 HKR— MNrEHlEOKE
FUTHR— PO IHEEE2ELROEH L VEL THEEICERELE T,
[EBREDRAT > K]
=9 AR — b (100Mbit/s) IZXfL, A— MNFEHEIC L 2FHOBE (20Mbit/s) BEUN—=R b
Y4 ROHE (dkbyte) ZITVET,
[O7 > RICKBEE]
1. (config)# interface gigabitethernet 1/1/13
R=—F1U/I/13DA4 % T2 —RAE—FIIBITLET,
2. (config-if)# speed 100
(config-if)#f duplex full
YT AHR— FOEEEE % 100Mbit/s ICREL T,
3. (config-if){ traffic-shape rate 20M 4
R— MR 20Mbit/s, /N— R b+ X% 4kbyte ICEEL £ 9
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43 x—N\OARL— 3>

show qos queueing I~ > FiZ&>T, 1 —H 2V b VI T2 —RIIHRELLLL T =Y 2 —/NOAR
ZHERLE I,

‘1.:3.1 :ZL{T-\\\ "'IJ _/’f:rCZ)ﬁ%E:um
AT a—1) Y TORFEEROKIIRLET,

4-4 R Ta1—1)2TORER

> show qos queueing 1/1/1

Date 20XX/03/01 13:00:00 UTC

Switch1/NIF1/Port1 (outbound)

Max Queue=12, Rate limit=64kbit/s, Burst size=4kbyte, Qmode=pqg/tail drop <-1

Queue 1: Qlen— 0, Limit Qlen= 2880, HOL1= 0
Queue 2: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 3: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 4: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 5: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 6: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 7: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 8: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 9: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 10: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 11: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 12: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Tail drop= 0

1.Qmode /85 X =% DWNEN, BELIATVa—I 7 (Z0flTiE, pg/tail_drop) IZ%->TWw5
CEEHERLET,

4.3.2 R— NEEHE O
R IR MRS A ORISR LT

B 4-5 R— NEEHIEHORHESR

> show qos queueing 1/1/13

Date 20XX/03/01 13:00:00 UTC

Switch1/NIF1/Port13 (outbound)

Max Queue=12, Rate Limit=20Mbit/s, Burst size=4kbyte, Qmode=pqg/tail drop <-1,2

Queue 1: Qlen- 0, Limit Qlen= 2880, HOL1= 0

Queue 2: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 3: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 4: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 5: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 6: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 7: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 8: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 9: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 10: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 11: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 12: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Tail drop= 0

1.Rate_limit /¥5 XA =% OAEN, $EELHEHE (ZOfITiE, 20Mbit/s) 1Z%->TWw5a Z & 2R
LE9d,

2.Burst_size /3T X =¥ ORNED, HHELIZN—X M4 X (ZOHITIE, 4kbyte) IZx>TWVWAI L%
MR LET .
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4.4  BEZHERES

COEITHAT 2 EEFIMOME DT 2 ROKITIRLE T,

4-6 BFEERIFHOLIEDT

AEE
SR SEET

ORIERE G AeemE G UA—sE V|| AR AR
[oo—L | ¥ T T !
| mE | | e » i
l-MAC7F‘Ellﬁil < e [ !
i LRBER| 27 [ 7a—| | | B | [i=]| ||l L—Ll
oz [ BEE I ew Mem ™ 0 M ke [ ET]|] x|
2ot A | | ] (] :
| Tk ¥ 1k B i

(FLI) D: COHTHATZTOYY

4.4.1 BEEEHIE

EEHIEIE, F2 A7 T5EF 21— I LTERSINPTSOEGVWERTFa—+A Y TELEL,
Fa—lTV—LPEEBLTVWABIISLTC, BU T L —L 2T a—A V7T EHDERET LD 2HHT 514
ﬁET@—o

F1-ZTVL—LDPHEBLTWAEEE, T2 —A VI BEERZEZDIEIZEST, SHIZREMA’ WV QOS
PERTEZET,

—ODF 2 —IlFa—AVITTELTLV—LER [Fa2a—FE] LFUFET,
AEEIL, T ROy PHARCTEEHHZITVEDT,
M FT—=LROvY

Fa1-—ENERERELZBIS L, 7V —LZ2EETAHRETT . BERER, F2—A YV BLEIEICE
7Y, Fa—A Y TBEBESEVEIE 7 L—LDEESNIKLKZNET, 7 Fay 7ol&%2IRO
BIRLET . Fa—A V7 BEE2ORERMELZBIASE, Fa— AV IBEE2OT7L—L%T T
FEELET,
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74

4-7 T ROY 7OEX

N7y b

0000, P OO0
sooe 2P0 ¢

Fa—AVIBERES XFa—AVITBRE2 Fai—4 TBREE
DEZERAME (100%) DEZERIME (75%) DEFEZERAME (50%)

) O SO Y bEE 1 —o S B RIS
(B O : Fa—A v T @ERES O EBALF0, BREEND,

O :Fa—-AVIiBxEE2
----: BEERE

W2, 7=l ROy THREICBT2F2—4 V TBRECEOREREZROFISRLE T, FRERMEIL,
F21-RICHTA2F2—DBFVESEZEDERTELET,

F4-12 T ROvY S TOESEEIE

Fa—T12TBEE BEZEREIE [%]
1 50
2 75
3 100




4 X{SHIE

4.5 EREZFERHEOI> 71 TL— 3>

451 Fa1—a27BFTEDKE
BED 70 —II L THFa—A Vv TBEEZRELE T,
EEEDRAT > K]
TU—LZERIZEEIP 7 FLAICE>TT70—RBHZTVL, F2—A 2V TBEEEZRELE T,
[O7 > RICKBEETE]
1. (config)t ip qos—flow-list QOS-LIST2
IPv4 QoS 7u—1 2+ (QOS-LIST2) #=/ELET, AKX MEIERT B &1L > T, IPv4 QoS
Ju—YAMNE—-RIZBITLET,
2. (config-ip-qos)ff qos ip any host 192,168, 100. 10 action discard-class 2
192.168.100. 10 ®IP 7 RLAZFEHEL, Fa— AV BRE=2D QoS 7u—J A MNZRELE
a_o
3. (config-ip—qos)# exit
IPv4 QoS 7u—Y A FE— RS a—NLar T4 7 L—aryE—RIIRDET,
4. (config)# interface gigabitethernet 1/1/1
A=/ 1 DA VF T2 —AE—FRIIBITLET,
5.(config-if)# ip qos—flow-group QOS-LIST2 in
ZEANC QoS 7u—1 A+ (QOS-LIST2) #E/ICLET,
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4.6 BRZERIHOANRNL—3>

show qos queueing 7> FIZK>THFa—A Y FTENTNAHF 2 —FEBLOERE v MEETHER
LEd,
461 :\:1_’]/ yq‘{%?ﬁﬁ@ﬁﬁnlu
Fa—A Y ITBEEORRFELROKIIRLET,
WNRA—HV 2y b V¥ T2 —RAF, R—F1/1/2 T
EFRICXT L, Queueb @ Qlen 25 2880 FBEICHE I AT 74 v V7 EZFEALTWAEETHERELE T,
X 4-8 Fai—1 7 BEEOHES
> show qos queueing 1/1/2
Date 20XX/03/01 13:00:00 UTC

Switch1/NIF1/Port2 (outbound)
Max_Queue=12, Rate Llimit=20Mbit/s, Burst size=4kbyte, Qmode=pqg/tail drop

Queue 1: Olen- 0, Limit Qlen= 2880, HOL1= 0
Queue 2: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 3: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 4: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue b5: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 6: Qlen=_ 2160, Limit Qlen= 2880, HOL1= 18 <-1,2
Queue 7: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 8: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 9: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 10: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 11: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 12: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Tail drop= 18 <=2

1.Queueb ® Qlen DEASH T Y FENTWVWAH I EZERE LTI,

2.Qlen &N Limit_Qlen OED 75%T# VD, discard packets @ Tail_drop A7 > bEhTWnbZ
ERMERLET,
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ZDETIE, AEEDOLAY 2

F3fm L1V 2538

PR BE DI ZIC DWW TEBA L £ 95
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5 L1+ 253

5.1 #=
5.1.1 Lo 2 SREHER|

REBICIE, WRISRT LAY 2 LNILVORIEESH D T,

* [EEE802.1X
IEEE802.1X IC¥EHU L 7z L —YFRAE % 9 A HEEET T . [EEES02.1X FREEICNE 2 EAPOL /87 v M %
REETAMAZRIELE T,
o Web L
W@bmﬁi(Mﬂka77Wﬁ%ﬂﬁle YRl % T AMEETT . IWH Web 75U ¥ 2R T
VAR CERERIEZ L X9,
» MAC &3
MAC BB, V2oL, 2—HICLBRRAREN TEL VIR ZFRIET 2HEETT .
LAY 2RI, RAEEMEIC K AREE— RO DD E T, BT RS L OBEMEZIRORITRLE
ERS

E7o, INSOMER, HAGDETHATE 2HELAMATE R VRENIH D T, BEEOHAEDEIC
DWVTI [5.2 LAV 2EREEMEEE ORFICOVNT] 2L T 22E W,

&5-1 L1V 28EITHR— NI BHkEE

L1+ 233 SREEE— R =

IEEE802.1X R— N BAIEREE MR- FEZEBF Y IV TN =TI L CRIEEFIMLE T, —
DOYER— P EE—DDF v XTI —TH—DDFWIEHRM &
B0ET, iz, A— FEAERREICIRRICORT ZDOET 7 E—
RHPHY, TNENEREEENRZ VT,

1.7 VE=NK
—DOFIERALIC—D DRI EIRFE L THR L E T T\
FRE L7 AR DN DMK D SRIAZER P H B &, £DKR— DR
FEIRRB I ARFRILIRIEICR D 9

2.V VFE—F
— D OFRERMICEBUR R OB R 2 5FA L E I BmAICERAEL
TR DOIRIZFRIE L T H A

3. WARFRIEE— N
—DDOFIERMICEBIHROBER 2 HA L, WA EICERIEE1T
Wxg,

VLAN BAF83E (B | VLANICN U CRIEZHIM L E T EHOMmRIERTEEd,
) RITEITEREZITVY, BRREICAINS 2 & VLAN A CEfECTEEd,

VLAN BAF83E (8 | MAC VLAN ICFiB 9 23R IS U CREREZ HI# L £ 97 HH D
o)) RV TEE T RAITHINT S & MAC VLAN THID X /-
VLAN THEETE X,

Web BEiE B VLAN £—F | 21— 9@iESkIE, VLAN ANERTEET,
¥4F 3w VLAN  L—FEIERI%IE, MAC VLAN TH 08X 7/2 VLAN IANEBET
K FF9, MAC VLAN AEE S =B A— MCRIEERELE
£l
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5 L1+ 2885

l/‘f’\" 2 Foa §§§E:E— |\“ HE
LHY—E—FR I —HREEE %L, MAC VLAN T D2 72 VLAN ANEET
Z% 9, MAC VLAN @ VLAN IZEREEZBEL £ T,
MAC &2t EE VLAN £—F FRREAThR1E, VLAN ANEBETE £,
¥4+ 3Iv 2 VLAN | 8ERII#%1E, MAC VLAN TYID X 7 VLAN ANEFETE £
E—F ERS
5.1.2 FREEARN
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authentication force-authorized %4> 3w 27 VLAN £— ROk - O O
vlan HIFREEREICEYI V& 2 5 VLAN ID
ZEELET,
authentication ip access-group FRRERTIRREDIR AR 5 DI v O O O
b & REEOHERICEE L 72
BE, BRELVST Y NER R
IPv4 727 AY A NTEELZ
ER
authentication max-user (global) LEB BT D FREEELHI PR E % B O O O
LE9d,
authentication max-user (f =% % v | R— MNBELOFRIHEHIRIE % 5% O O O
2T x2—R) ELET,
authentication radius-server dead- RADIUS # —/NEISERICHE, - O O
interval BB RADIUS =N\~ 7 7 &
AY B E TORFERHEZEE L
£9,

(LB O 8ER  — @ BREAA
F¥ Web FREEIZEE VLAN €= FBLU¥ 1+ 3Iv 7 VLAN E— N CHERALE T,

55.2 L1+ 2586

uiA-E

(1) SREIRTIRREIRARD S D ARP /N7 v N REBNEICIRHXT 558

EREDRAT > N
SREERTIRRE DR D 5 3%(E

[O7 > RICKBERTE]

EN7z ARP /S vy b 2 REEB IR

1.(config)#f interface gigabitethernet 1/1/10

(config—if){#f web—authentication port
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(config-if)# mac-authentication port

(config-if)#f authentication arp-relay

(config-if)ff exit

Web F83E & MAC ZREEDFRFERHRA— 1 1/1/10 12 ARP ¥ v b 2R T H L ORELE T,

(2) EREIEAIPv4 77 tRXU X NDEEE

ERXEDRT > N]
FRRERTRRE DI R 5 REBE DI DBE ZFF A § S50 EHA IPv4 T 72 AV A M EZREL T,
[OY > RICKBERE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)#f permit ip any host 10.0.0.1
(config-ext-nacl)# exit
(config)ff interface gigabitethernet 1/1/10
(config-if)# web-authentication port
(config-if)#f mac—authentication port
(config-if)#f authentication ip access—group 100
(config-if)f exit

EREFRIOMW AR S DHCP /S & TP 7 FL X 10.0.0.1 (DNS U —N) ADOF 7t A ZHA[T 558
HHEAIPVA T 7L AU A MEZHRELET,

(3) TRHEIFSELDERE
[BREDRA > K]
RADIUS #—N\DJEE Lz WIGH, if: X Web 2iE TlEWE Web 325k DB 4%, MAC 323k Tl
MAC #ZB5E DB &SN TV WSS ICREIERIET 2R EZ LE T,

[O7 > RICKBETE]

1. (config)# authentication force-authorized enable

FRFIRRAEC REL £ T,

(4) BE%IJWL\DIEH%IA_{")J ng% VLAN ID @EQIH:E

BEEDRA > N
43+ 3Iv 27 VLAN £— FCEHIFRIEE 5> 72B& IV X5 VLANID 28 E L £ 9,

[O7 > RICKBETE]

1. (config)ff interface gigabitethernet 1/1/5
(config-if)#f switchport mode mac-vlan
(config-if)# switchport mac vlan 100,200
(config-if)# web-authentication port
(config-if)# mac-authentication port

(config-if)# authentication force-authorized vlan 100
(config-if)#f exit
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Web FBiEE MAC 883ED ¥ A F 2 v 7 VLAN £— N CHESNZFREENRA— + 1/1/512, &I
FAERFICYIDEZ 5 VLANID 100 B EL X,

(5) Z‘Z %LL@WL\UE%&%UBE1 E
[EBREDRT > N
LAY 2 BEDEBRMOFIEHIREZHRE L £9.
[Ov > RICKBETF]

1. (config)# authentication max-user 512
LAY 2 BAEOEBBEAOFIAEFIREZ S12 ICRELE 9.

(6) R— NEAIDFTEHFIPRIEDTRE

EREDRAT > N]
LAY 2REEO R — PR OFTIEHFHIR 2 HEL £,
[O7 > RICKBERE]
1. (config)# interface gigabitethernet 1/1/5
(config-if)# switchport mode access
(config-if)# switchport vlan 10
(config-if)# web-authentication port
(config—if)# mac-authentication port
(config-if)# authentication max-user 64
(config-if)if exit
FREARAR— b 1/1/5 OFEEHIRRZ 64 ICREL 9

(7) RADIUS H—/I\A\7 7t AN dead interval BREDERE

BREDRT > M
BB RADIUS U —N\DPEEFICE-Tzh &, 135D RADIUS Y —N\TERIEZ RO TH 5, BERE
5 RADIUS U —NAT7 7t A %A 5 TOESER (dead interval BRI #HEL 9,

[O7 > RICKBEHEE]

1. (config)# authentication radius-server dead-interval 20
RADIUS % —/3® dead interval B % 20 FICHEL 7,
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6.1 IEEE802.1X DIE

IEEE802.1X &, AIE7% LAN ki 2 HHl 9 28EETI . Ny 7TV FIZEREY — /Y (—%#iCid RADIUS
PJ—N) ZREL, RV —NICLBHEROZBESE B LI LT, REBORMBI 2V - 2A2FHTZ3
SIZLET,

[EEE802.1X DENER L EESIRZ RORITRLE T,
®O6-1 EHEREEBIFGIE
BRER BRI

A%RE (Authenticator) AR D LAN /\0)77-127«’2%%11/&3“0 F 7z, AR &R — /R CRRAEE R

DY L—%fTVWE T, HiREAEBROTIRIZ A D 5EFE1d EAP Over
LAN(EAPOL) TITWE 9. AIEEE &Y —/ HIE EAP Over RADIUS %
o> CRIBRERIELE T, 18, $ETLZI [REB]| F/21%
[Authenticator] &RESNTWAIGH, AEBHG EABEBICEHIN TV
Authenticator V7 b7 = 7 O S % E ﬂﬂibi@“

%A (Supplicant) EAPOL ZfEH L CHiKDORIEEREZARAEE LD EO LE T, 2B, AETI,
[%>K] F7:1% [Supplicant] EEFLENTWVREHE, HWREH EHRICERS

NTW3 Supplicant V7 b7 = 7 OWH 2 EK L E 9. [Supplicant V7 b

v zT7] ERESNTWAES, Supplicant #EEZ2H>V 7 v = 7 21T 2 &k

LET,
EREFY— N (Authentication WARDRIERITVWE T, AT —NIIRKRODIEEREER L, REBORMT
Server) Y —EAANDT 7 R EBERITTOWRICFFAITRENES P EREBIGEAN L
£9,

TF¥ER) 7 IEEES02.1X OB TIE, AEBEOR— MIESRRZER L GERALE T, AREZE- 7
IEEE802.1X EAMK 2 RDOKITIRLE T,

6-1 |EEE802.1X EXtER

fﬂ!@

fﬂ!@

RADIUSH—/\
Ny EAP [over LAN FAP over RADIUS

)

-
(]
wW

)

o
()
~

/o, REETRE—DOOFR— F TEBORRORBILEZITOREEZ T FR—-bLTWET (VLFE-FB
FOWARIREEE— F) o RILRERELER LI5S, MAREAREBEMICL2 24 v FRNTE2REBET S22 L
T, K= MU & > THRBAPHIRZZ T 2 WVBRICTE £9, RERZITOHA, Wk AREERICEE
95 L2 A v FIZEAPOL 2 BBI 2LENFH VLT, TOBAEOERZROKITIRLET .
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6-2 HAREDEIC L2 A1y F2EE LK IEEES802.1X /K

L2RA v F/NT RADIUSH—/\

EAP over LAN EAP over RADIUS

6.1.1 HR— NEgE

AEBETH A — P HEREEZUTIORLE T,

(1) EREIEMEE—NR
AEBTYHR— bT 2RAEHEE— R (PAE £— F) 13 Authenticator T9 . A%EE7® Supplicant & L
TEHETAHIEIEHDEHA,
(2) ERELAT
REIEETHHR— b9 BFRILA UL RADIUS 3 —N\EBRETY . WARN 5%(E L7z EAPOL /S v b %
EAPoverRADIUS IZ&#1 L, #RiFMLHE X RADIUS ¥ —N1\TfTW\W 9, RADIUS ¥ —Nid EAP s h
TVWRREPHDET,
AEBMHEHT 2 RADIUS OEMHEE % [£6-2 FRIECHEATEES (201 Access-Request)] »
5 [£6-5 RIETHATIEMES (£D 4 Access-Reject)] 1ITRLE T,
F6-2 FREAICERATZEMER (ZD 1 Access-Request)
| Type 5
Bt & SiEA
User-Name 1 ARSI NS L —T A,
NAS-IP-Address 4 AL A ESR L TW5, Authenticator(RZEBE)D IP 7 FL X, @—A)L7 K
LADBRESNTVABARIO—HILT FLA, B—HLT7 RLABRES
NTVEWVLERE, EEA VY T2—ZXDIP T FL R,
NAS-Port 5 Supplicant % #%3E L T\ 2 FRAEH-ALO Ifindex.
Service-Type 6 BT 29— 2517,
Framed(2) &
Framed-MTU 12 Supplicant~ Authenticator IO&FA7 L — L34 X,
(1466)[EE.
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Type -
it U 3
&
State 24 Authenticator & RADIUS # —/\fi|® State 15RO REF 2 AIREIZ T 2,
Called-Station-Id 30 TNy IRT7IEARSL Y PO MAC T KL R, REED MAC7 RL A
(ASCII, "-"R¥I1),
Calling-Station-I1d 31 Supplicant ® MAC 7 KL 2 (ASCIIL, "-"Kt19),
NAS-Identifier 32 Authenticator Z #5192 XFF (AR M EBDOILFFH),
NAS-Port-Type 61 Authenticator L —HFEICERA LTV 5, MER—-rDF 1 7,
Ethernet(15)EE.
Connect-Info 77 Supplicant ® 3% 7 ¥ 3 > OF#%E R T XF.
AR — NEAIEREE ¢
Y138 — b (“CONNECT Ethernet”)
CH R— » (“CONNECT Port-Channel ”)
VLAN B{7583F (849) : (“CONNECT VLAN?)
VLAN B{7585F (81#9) : (“CONNECT DVLAN”)
EAP-Message 79 EAP %7 v v & AT NLT %,
Message-Authenticator 80 RADIUS/EAP /37 v b 2 {R#ET 2 7-DIERT .
NAS-Port-1d 87 Supplicant ##2E9 % Authenticator DR — s Z#B19 % 72D DLFEF,
AR— NBAZFSEE © “Port x/y”, “ChGr x”
VLAN BAER3E (#69) : “VLAN x”
VLAN B ({7585F (8149) : “DVLAN x
(x, yIIZHFNAD)
NAS-IPv6-Address 95 REEEER LT\ 5, Authenticator (REE) O IPV6 7 KL R, U—%

LT RUADPBRESNTVWABREIZT—HILT RLA, O—HALT RLAH
BRESNTVRWVWEERILEEA VY T2 —ADIPv6 7 KL R, 72721,
IPv6 U > 7u—ALT7 RLATREETSHEE, 0—hLT7 FLARED
BEIIPPDETEEA I T —ADIPv6 ) 70 —HLT7 KL A,

K 6-3 RAICHERATBIEER (D 2 Access-Challenge)

RS RS 5108
([
Reply-Message 18 I—PFIRRENDEA v -,
State 24 Authenticator & RADIUS # —/\fi]® State 15RO REF 2 FAIREICT .
Session-Timeout 27 Supplicant ~i#%(g L7z EAP-Request IZX 3 2IRERES ¥ 1 L7 7 M.
EAP-Message 79 EAP X7 v b h LT %,
Message-Authenticator 80 RADIUS/EAP /37 v b % {R#ET 2 7-0OIHRHT .
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*6-4 SREICEATBEMER (ZD 3 Access-Accept)

Bt

Type
[l

Service-Type

6

B9 —L2x5147,
Framed(2) E7E,

Filter-1d

11

Supplicant & v ¥ a YIZEHSNS 7 4 L% - )X L OH&HI,

AR — NEAERRE O AR E — N, 8 L0 VLAN BAERAE (F:00) T2 &k
RO, 122U, BRATTHER 7 « VY HRIEM [Pv4 7 7 A Y A MEE
THHD, "OLSNOEFRESNTOLBEITELD.

Reply-Message

18

I—PFIIRRENDE A v -,

Session-Timeout

27

Supplicant OERIES A <l *

Termination-Action

29

Radius 9 —N\D 5 DFEZIEY A 7w THROT 7Y 3 Vi8R, *

Tunnel-Type

64

b AoV 547 VLAN BAESRE (@) TR EKRE RO,
VLAN(13)[E%E.

Tunnel-Medium-Type

65

YRV ERMERT ABEO T T k3L, VLAN BAEREE (#60) T2 Bk %
o,
IEEE802(6) ElE.

EAP-Message

79

EAP 87 v v & A Tk 5,

Message-Authenticator

80

RADIUS/EAP /X7 v b %2 Ri#T 572 0IfERT 2,

Tunnel-Private-Group-1D

81

VLAN % #5925 3XF5. Accept Fld, FFEFE A D Supplicant ICED X
T% VLAN 2 EI£d %,

VLAN BAA7ERGE (BHY) TR B E RO,

ISR XEFNPHIET B

(1)VLAN ID %/~ 9 3LF5]

(2)"VLAN"+VLAN ID %R 9 X5

Ra>v74 7L —ya>ravy K name THEE L7 VLAN &2 /R9 X
51

XFFNZAR=AZEATIEVIT 2V (FH7235E VLAN E10 HTIXREK
ERIE

(BRAEH)

VLAN10 Oi5&

(Ho/Zs "10"

(2)oFE  "VLAN1O"

(3)DiFE  "business-office”

Acct-Interim-Interval

85

Interim 737 > N IX(EREREF).

60 LI E#EET % & Interim /847 v b HREEE NS (60 RiFETIIEE L&
W)e

ZOEEHRET AHA, 600 L EICT AT L 2RI 5, 600 RiFiZ L5
BXRY NT—=TIDNT T4 v IHPERT B7-DFBRPDETH 5,

T

RADIUS %> 5% S 115 Access-Accept T Termination-Action #* Radius-Request(1) D356, FIRHIERE S L7z

Session-Timeout OfE7S,
WICRTEEE 2D E T,

HIRET 2 TORR (BAI: M) &Ah0FEJ, %43B, Session-Timeout DEICE>T
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0 : HEGERENEZDET,
1~60 : BEfiEY 1 vfEZ 60 M E LTEELE T,

61~65535 :

F6-5

BESNIETHELET,

RELTERT @R (ZM 4 Access-Reject)

Eits

Type =
& 88

Reply-Message

18 I—FIIRRENDEA v -,

EAP-Message

79 EAP 7 v b & A TN B,

Message-Authenticator

80 RADIUS/EAP /X7 v b 2 {Ri#T 572 DIfEHT 2,

(3)

ull..\nIE} )l/j U R\\A

AEBTHR— N TEHET VT RLERORITRLET

xK6-6 HR—

N9 BEREE7IL TV XL

uu.\uIE} }l/j 1) ZA

=

EAP-MD5-Challenge

UserPassword & F + L > VEOHE21TS

EAP-TLS AERAESITHRE 2 A L /3R
EAP-PEAP EAP-TLS b >3V ET, 13H0 EAPRRFE7 LT AL 2 HAWVCRIET 5.
WITRY 2 BEOBEARITHIE.
¢ PEAP-MS-CHAP V2 : 827 — RR— 2D EMIEH % (HH L 725855 R
+ PEAP-TLS : GEPRREFEATHE 2 (M L 7 BRAE T X
EAP-TTLS EAP-TLS b >3 kT, AR (EAP, PAP, CHAP 2 &)DFRRE7 LTV XL 2 AL

TEREY %o

(4) RADIUS Accounting 8

AR L RADIUS Accounting ##8E% R — b LE 9. ZOFEEEIL [EEE802.1X FRFE CRRREEFAI & 72 -

AN DY — AR —ERBILEOY A IV T TI—FT7Hh T T+ > JEREZXEE L, FIARNE
HAEI{TAAEDICT B2 DHEETT . RADIUS Authentication #—,3& RADIUS Accounting ¥ —/3
ZRIOY—INICRET D EIE T RREEET HY T« Y VRBEOEREZ DRSS I ENTEE
ER

RADIUS Accounting #gE % {£H3 212, RADIUS ¥ —NIGEFESNABERERORIRLET,

#F 6-7 RADIUS Accounting A"t R— N9 3E M

THIT 1 > TEKRERCKD
EEDEE
T -
B ype R
f& Interim-
start stop

Update

User-Name 1 LS N B 1—HT4, O O O

NAS-IP-Address 4 SREEZESRK LTV 5, Authenticator(ARZEE)D O O O

IP7 LA,
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THIVT 1 TERERICLD

XEOFE
T -
Bt ype 8
f& art ‘ Interim-
star sto
& Update
O—HL7 RUANRESN TV S HEIIHE—
ANVT RLA, B—=HLT RUADFFRES N TN
BWIEHIE, EES VYT —XDIP T KL
Ao
NAS-Port 5 Supplicant #883E L T V> % FRAEHALD O O O
IfIndex,
Service-Type 6 REITZH—-E25 17, O O O
Framed(2) @,
Calling-Station-Id 31 Supplicant ® MAC 7 F L& (ASCII, "-"Xt] O O O
D)o
NAS-Identifier 32 Authenticator % #5149 253XF5]. (FRX FHD O O O
pEX)
Acct-Status-Type 40 Accounting ZK&H| O O O
Start(l), Stop(2), Interim-Update(3)
Acct-Delay-Time 4] Accounting &% (5 E LR (7)) O O O
Acct-Input-Octets 42 Accounting fER(ZEA 7T v M), - O
(O)E7E
Acct-Output-Octets 43 Accounting B (GEEA 7 T v M) — O O
(O)EIE
Acct-Session-Id 44 Accounting E#% #5319 % ID (FREMY, 2 O O O
FEARRRICEE L CIERE 1) o
Acct-Authentic 45 FRiE AR (RADIUS(1), Local(2), Remote(3)) O O O
Acct-Session-Time 46 Accounting E# (€ v ¥ 2 v ##iEHME) - O O
Acct-Input-Packets 47 Accounting FE#®(ZE/37 v M. - O
(O)EIE
Acct-Output-Packets 48 Accounting F#(EFE/N7 v M. - O O
(O)E7E.
Acct-Terminate-Cause 49 Accounting 18 (t v > 3 VK TER) - O -
MM, 13 6-8 Acct-Terminate-Cause T®
I ER] =S8,
User Request (1),
Lost Carrier (2),
Admin Reset (6),
Reauthentication Failure (20),
Port Reinitialized (21)
NAS-Port-Type 61 Authenticator AL —HEREEICHEAL TV 5, ¥ O O O
HMR—-rDF AT,
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THIVT 1 TERERCLD
EEDEE

S RS 5
B Interim-

start stop Update

Ethernet(15) &€,

NAS-Port-Id 87 Supplicant ##83E9 % Authenticator O — O O O
N &G A7 DICERT 5,

NAS-Port-Id 1&, RIERDORA M) VT THD,
NAS-Port ’REE 4% 77y FOBKETH S
=T NAS-Port L 7% 5,

AR— MNEAZFREE © “Port x/y”, “ChGr x”
VLAN BLA7EREE (B##Y) © “VLAN x”
VLAN B{7EREE (ERY) : “DVLAN x”

(X, yIITHEDPAD)

NAS-IPv6-Address 95 SREFRESR LTV %, Authenticator(A2E®E) D @ O O
IPv6 7 KL Z, O—HLT RUABHRESNT
WAEAIZT—AILT RLA, B—HALT7 KL
PERESNTVARWVEEIE, EEAN Y T2 —R
DIPV6 7 KL R, 72721, IPv6 U 7 u—%
L7 RLATEBETSHEIL, 0—HALT FLA
BREODHEIIDPPDLTEFEA VYT —AD
IPv6 UV > Z7a—ALT7 KL R,

(LFl) O :1ixEg5 — BFELiV

& 6-8 Acct-Terminate-Cause TOYIHIER

YRR & fEE

User Request 1 Supplicant 2> 5 DERKTHIRT L 72,
o FRAENEERD 5 logoff 2%(5 L1215 &

Lost Carrier 2 ETLDF YU TEENLL BT,
s NEBT T —
Admin Reset 6 EEEORE TN L7,

o WABMUTIAY T4 T L—YarEHIRLEES
« force-authorized #&E L /=54
« force-unauthorized % &&E L 72#5&

» force-authorized-port % &7E L 72354

Reauthentication Failure 20 BiliEIC R L7,

Port Reinitialized 21 A—bD MAC PEMHLE Nz,
s U IHFY VLIS
 clear dotlx auth-state ZEFL725&
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(5) syslog H—/\A\DEMHEO VSR

[EEE802.1X O EMET 7 % syslog U —NICHATEZ T, 2B, AFEEu /LR CEESHAS

F9, syslog T —NNOEAEAZROKNTTRLE T,
6-3 syslog —/\\OHEHFER

AR RER : AUT
- HAER TR

04 4 bt S
A/B BEEF . 535> B0 [#dE]1:. AT A/H BB . 549 . #8 1X D ZE BN -AR
syslog~ M sys | ogHRED ERHELERZ IEEE802. 1X A wtE—TAKX
HAOBMGEKZ PIDE ERYRER
REMEEE R T
ARy FER

¥/, A7 47— 3>ravr ¥ dotlx logging enable 3 & U logging event-kind I & > T, HiH

GBI ELETEET,
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6.2 HREREDBIE

REE T, FEZ IEEES02.1X 13K L THBEINRZT> TV & d . HREEDOBIEZ DL TIRLE T,

6.2.1 EREEE—R

AEEE D IEEES02.1X Tld, ZDDEARTIEE— NEFOFICEBHEDRIEY 7E— FE2RI TV E T,
BEADIEE— NIX, PRI ZTOREMERL, By 7 E— RIFRIEOSEHZIEEL T, £/, BA
LT — REFRAEY 7 E— RICH L CERERREL A T a v 2FITTCVWET, KRBT — FOBEFRZERD
FIRLET,

&6-9 RMEAT—REATY 3> DREERF

EAGRAEE—R SR JE—NR REEA S 3>
R — N BEEEE YYINE-F -
“ILFE—F -
WAREREEE— N REERINH AR A T 3 v
PRRESHARBHIR A 7> 5 >
VLAN BAUEEE (BHAY) WHAREGAEE — N RSN AR A T 3 v

RIS A— b AT g v

RIS ARBHIRA T2 a3 »

VLAN BAIE85E (B779) W ARFAEE — N ARSI R A T3 v

AR R BRI A 7> 3

FREET 7 )L+ VLAN

(LBl — @=L

AIEE D [EEES02.1X T3, ??%»7» TIZonThb—o20FALNR— ELTHRVWET, 20D
HEETD [R—t] OFRICEIBEOR— b EF vy RN NL—T2E&Lb0ELET,

(1) BEAFHELIE—R
AEETY K- P 2EARRIEE— FELUTIORLET,
(@) HR— NEISRET

REEDOHIH Z IR — S F /2l EF v AT —F I L TITWE 9, [EEE802.1X @*“l%mﬁsﬁﬁﬁﬁfﬁ’@
T o ZOFFEE— FTIXIEEE 802.1Q VLAN Tag Oft&5 a7 EAPOL 7 L — L4 %> B3TEXE
Ao IEEE 802.1Q VLAN Tag Oft5& N7 EAPOL 7 L —AZZETHEFERLET,

— MEMERREOREBS 2 IROKIIR L E T,
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VLAN BAERRE (B8HY) THbNEd,
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Supplicant 2> & O JG& 7372 W i5E1Z EAP-Request/Identity % Fi%
THBRAREHERELE T,

dotlx max-supplicant
dotlx vlan max-supplicant
dotlx vlan dynamic max-supplicant

AR OB AR ABEREL LT

dotlx multiple-hosts
dotlx multiple-authentication

R— MEMERREOFRIY 7 E— FERELE T,

dotlx port-control

R— FRARREEAZICLE T,

dotlx reauthentication
dotlx vlan reauthentication
dotlx vlan dynamic reauthentication

FRAETE AR DOBEREDOER ENEREL T .

dotlx supplicant-detection
dotlx vlan supplicant-detection

dotlx vlan dynamic supplicant-
detection

FREEY 7 E — NSRRI — NAIEE Lz & EOmKREEEIED
F T avEBELET,

dotlx system-auth-control

IEEE802.1X 2 BZIC LT,

dotlx timeout keep-unauth

R— MEAFRED Y >V 7IVE— R T, BHOERD 5 OFRIEER =
HL7zE &L, ZOR— M TOBEEENRE L RIFT 2MEREL
£,
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JYURE A
dotlx timeout quiet-period FEE (BElEEx &ts) ICRBLL 72 Supplicant OFRAEALIEF B % FF AT
dotlx vlan timeout quiet-period TRETOMRBIMEEREL LT,
dotlx vlan dynamic timeout quiet-
period
dotlx timeout reauth-period LR A AR OB EITOMBERELET .

dotlx vlan timeout reauth-period

dotlx vlan dynamic timeout reauth-
period

dotlx timeout server-timeout R NP o DI E/RbREARE LT,
dotlx vlan timeout server-timeout
dotlx vlan dynamic timeout server-

timeout

dotlx timeout supp-timeout Supplicant ~i%f§ L7z EAP-Request/Identity 124 L T,
dotlx vlan timeout supp-timeout Supplicant 7° & DIEERF SR ZBEL £ T,

dotlx vlan dynamic timeout supp-

timeout

dotlx timeout tx-period EHA 72 EAP-Request/Identity D% ERIE2REL LI,

dotlx vlan timeout tx-period
dotlx vlan dynamic timeout tx-period

dotlx vlan enable VLAN B8 (F#f0) 2#BEZICLET,
dotlx vlan dynamic enable VLAN BFRE (Bf9) 2B LET,
dotlx vlan dynamic radius-vlan VLAN BA7F83E (889) T, RADIUS ¥ —/\%> 50 VLAN 1H#tIC &

DEEY7Z: VLAN EID BT 2595 VLAN Z2REL 7,

7.1.2 |EEE802.1X ODEANGELE
IEEE802.1X OEAFIEE — FREICOLTHELE T,
(1) |EEE802.1X ZBMICT BEE

EREDRT > N
Ja—N)Lar T4 7L — 3 EF—RTIEEESO2IX ZEMICLET, 2Ty REETFTLZWL
L, IEEE802.1X DiFr D a< >y RBEICR D R A,

[O7 > RICKBEETE]

1. (config)# dot1x system—auth-control
IEEER02.1X 2B LF T,

(2) R— MNRAEIEINRTE
WA — N E T v RV — S EREONRUICHELE T
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[EBREDRT > N
FTIEAR—NEHREL, FOR— P TR— FBEUREZEDICLET,
To BV T E—FOREZEBTAHEL VL E—RICEDE T,

1. (config)# interface gigabitethernet 1/1/1
(config-if)# switchport mode access
A=t 1/1/11C access E— REHREL T,
2. (config-if)# dot1x multiple-authentication
AT 7 E— F2mARBREE— NICHEEL X7,
3. (config-if)i{f dot1x port-control auto
R— NEMFRREEBEDICLE T,

(3) VLAN EB{UsREE (F8H9) DFE

R—h VLAN ZEBREONRICHREL T

[ﬁiwﬁfDH

HIETE—F %

— M VLAN %87E L, 0 VLAN T VLAN BAFREE (BHY) 2 BHMICLE T,

[O7> RICKBEHE]

1. (config)# vlan 10
(config-vlan)} state active

(config-vlan)# exit

VLAN ID 10 12— b VLAN 28E L £ 7,
2.(config)#f dotl1x vlan 10 enable

VLAN ID 10 T VLAN EAEREE (B#HY) ZBWICLE T,

(4) VLAN E{ER5E (BHHY) ODERTE

134

MAC VLAN Zg8REONRICHRE L £

[REDHT > N

MAC VLAN Z&E L, £® VLAN T VLAN BAEERE (8/Y) =28/l £9,
£7z, VLAN ﬁﬁ‘x‘ (BAY) FWREICAI) L 78R % RADIUS ¥ — N\ 5367E & 17c VLAN B#RIC

TEWESRT 578
MWEEZDET,

[O7 > RICKBEE]

1. (config)# vlan 100 mac-based
(config-vlan)# name MACVLAN100
(config-vlan)§ state active
(config-vlan)# exit
VLAN ID 100 i MAC VLAN 28 E L %9,
2.(config)ff dotl1x vlan dynamic radius-vlan 100
VLAN ID 100 % VLAN BEA75R3E (Bf) ONRICHELFT,

1t

&
i

an=—=1

LZ

i, ary7z« 7 L —< 3 > a< > K aaa authorization network default D& E b
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3. (config)# dotl1x vlan dynamic enable
VLAN BAFREE (B9H9) Z2BRICLE T,

7.1.3 BEIE—RATa>ORE
FHE—RA ST 3 v RRTA—FOREICOVTHBALE T,
(1) SREEBRIVIRARA 7> 3 > DERE
[EEE802.1X 2F/- m Wik &, FRAEEITOR W THEERFFAI I 2HAD MAC 7 RLAERELE T,

[BREDRA > M
AR— NBAIFREE, VLAN B{IEREE (#69) TIX, MACT7 RLAT—TMICRY T4 v 7Ty b %
Bk L E 9. VLAN BAEZEE (889) Tld, MAC VLANICMAC 7 FLAZB#HLE T,

(39> RICKBERE] (R— NEIEEED)

1. (config)}f interface gigabitethernet 1/1/1
(config-if)#f switchport mode access
(config-if)# switchport access vlan 10
(config-if)#f dotlx multiple-authentication
(config-if)#f dotlx port—control auto
(config-if)# exit
AR—F 1/1/1 12 VLAN ID 10 28E L, FEEY 7 E— FOWMKTIEE— FOR— M BAFEE% &%
£,
2.(config)# mac-address-table static 0012, e200.0001 vlan 10 interface gigabitethernet 1/1/1

A—1F1/1/1 ® VLAN ID 10 IZFRRE L7z W CEBE S 720 MAC 7 R L 2 (0012.€200.0001) % 2 ¥
T4V IICRELET,

[O7 2 RICKBEE] (VLAN BIEREE (Eh8Y))

1. (config)} vlan 100 mac-based
(config-vlan)# mac-address 0012, e200. 0001
(config-vlan)ff exit
VLAN ID 100 ® MAC VLAN T#EETHEE T 5% AKD MAC 7 FLAZRE L LT, WAl
IEEE802.1X OFRiE%#1TH 72\ T VLAN ID 100 THEETE X,
2. (config)# dot1x vlan dynamic radius-vlan 100
(config)$ dotlx vlan dynamic enable
VLAN ID 100 % VLAN BA7F85E (B)RY) ONMRICHEL THEICLE T,

(2) nlu\nl-.Elg?9+_Jg |\ 170/ 3 /@uifﬁ

EEDRT > K]
VLAN B{i7583 (ﬁ%E’J) ZRE L VLAN ICFTET 58— T, RAEETHTICBEZFFAIT HK—
FEBRELET. K— MIHEHRO VLAN 2H7E L TW 2541, @‘f\’(@ VLAN IZDWCERHEEfTD

fuLh@ﬂﬁﬁﬁnijo
[O7> RICKBETE]

1. (config)# interface gigabitethernet 1/1/1

135



7 |EEE802.1X MEE & EM

(config-if)# dot1x force-authorized-port
VLAN B{7E83F (8#9) ##EE L7 VLAN KB L TWAR— bt 1/1/1 TR ZTHT, @ETES
KOIHRELE T,

CEREIE]

FREAEPRSF A — I VLAN BIREE (B#8Y) Z8E L7z VLAN ZEM L 56, £OF— L O@EENF—
BRI ENHDET,

(3) ulu\nIEJﬁ'ﬁEE%ﬂﬁ%UBEO);QEE

EREDRT > M
BRI &I, B I AR RMAREZRE LT, A— MR T, BV 7E— NIZiH
KT E— RERELTVWABEICENELDET,

[O9 > RICKDERE] (R— NEAIERET)

1. (config)# interface gigabitethernet 1/1/1
(config—if)#f dotlx multiple—authentication
(config-if)# dot1x port-control auto
(config—if)# dot1x max-supplicant 50
— b+ 1/1/1 CRREEZ T 2R AU AR Z SO IR EL £95

[O9 > RICKDERE] (VLAN BIEEEE (B$Y))

1. (config)# dot1x vlan 10 max-supplicant 50
VLAN BA(7EREE (BREY) ICERE L7 VLAN ID 10 CTRRAEZ A9 2R AR ® S50 ICREL F I,

[O7> RICKBEE] (VLAN BAIZREE (EH9))

1. (config)# dot1x vlan dynamic max-supplicant 50
VLAN BAEREE (B)1) CEREEZEFFRI 9 2Rk A % S0 ICRELET,

(4) ImARAREEMEDYIERE

WARDRIEFIAZ FHFHT 272012, REBIL tx-period I 7 > KN THEE L 7/- & T EAP-Request/Identity
EYNFFYAMEEBELET. JDEE, EAP- Request/Identlty IS L7 BB AN RIS 9 5585
V= U AEERBRELE T, T 74 ME, REEEAEIELET,

[BREDRAT > K]
shortcut 13, FRALALEZEIE L CTARBOAM ZEM L X9, disable 1%, 8iEFEADHARPELET S
BITIE, EHH 7% EAP-Request/Identity DX EEITVWEH AL full i3, E,c\uikﬁ%élﬂﬁ?é o
T&7s\ Supplicant AL TWABEICRELET. full £— FEEELLEAIL, EBOARY S
X BAOTERPBETT . auto 1&, EAP-Request/Identity 2 VL FF v A MEFELEHA. AP
LREEBENTERBDONT v FOZFEEEMIC, WART &I EAP-Request/Identity #iXE L %9,

[O7> RICKBRE] (R— NEE(IERED)

1. (config)# interface gigabitethernet 1/1/1
(config—if)# dotlx multiple—authentication
(config-if)# dot1x port—control auto
(config-if)# dotl1x supplicant-detection disable
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R— N I/1/1 ICFGRER AR DPEET 2551013 EAP-Request/Identity Z35E LR WK D ICERE L
i@—o

[ RICKBF|E] (VLAN B{US3EE (FHEY))

1. (config)# dot1x vlan 10 supplicant-detection shortcut

VLAN B7E8RE (F#Y) ICE%E L7z VLAN ID 10 ¢, 8RiEREAH AR D 5O EAP-Response/Identity
ZETIE, HRMAELER L CGRRERINE T A LD ICHELET,

[O7 2 RICKBEE] (VLAN BIEREE (Eh8Y))

1. (config)# dot1x vlan dynamic supplicant-detection full

VLAN B7E8RE (Bhf9) TRRIEE &M KD 5D EAP-Response/Identity Z{E T3, FRiFAHEZ &1 L
BVTEEY — AN OFWEDEZITTVET,

71 4 WL\DELIE“—E'aa-éEQEE
(1) WARNEREIZERT DHEEBEDRTE
U7 FT72RELBZNTHRY NT =P ONNIHRIIAREE D SFRIE 2R TI W, BB A DI

RICHLUTHRBILZRT ZETIREDLZ WHAKDRILZ MR LET,

[BREDRA > K]
FREEA DA Z E1Z, reauth-period 7 4 <IZEIE L T\ % KefEl R T EAP-Request/Identity %%
f§ LE 9, reauth-period ¥ 1 ¥ OREMEIL, tx-period ¥ 1 YOHREME D b REVEEFHEL TL
723,

(39> RICKBRE] (R— NEISEED)

1. (config)} interface gigabitethernet 1/1/1
(config-if)# dotl1x reauthentication
(config-if)# dotlx timeout reauth-period 360
R— b+ 1/1/]1 TOBEFIERBREZBRICREL, FlitOREREZ 360 ICRELET,

[3Y > RICKkBERE] (VLAN B{IEREE (F8HY))

1. (config)# dot1x vlan 10 reauthentication
(config)#f dot1x vlan 10 timeout reauth-period 360

VLAN EA7FREE (B#RY) 1CEE L7z VLAN ID 10 TOHFRIEMEZ BWICERE L, HIREORERERE
% 360 MICRRELE 9,

[O7 > RICKBEE] (VLAN BIEREE (Ep8Y))

1. (config)# dot1x vlan dynamic reauthentication
(config)#f dot1x vlan dynamic timeout reauth-period 360
VLAN BAEREE (BRY) CTOFERIMEL BWICHRTE L, HiRitoRREME%Z 360 BICERELE 7,

(2) @ERAD EAP-Request 7 L — ABEDRE

WARDRIEFIC, KEBD 5iXET 5 EAP-Request FRRET— NP S5DERA vt —) I LT, AR
M OIERED L VIEEOFXERE EEERRERELE T,
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EREDRT > N]
FLX R & AR OB/ SS, reauth-period # 1 <IZERE L T A EER & DA WEERTIC 2 5 &
HITRELTL IS,

[O7> RICKBERE] (R— NEAIERED)

1. (config)# interface gigabitethernet 1/1/1
(config-if)# dotl1x timeout supp-timeout 60
AR—1 1/1/1 T® EAP-Request 7 L — A DHERRE % 60 ICHRELE T,
2. (config-if)# dot1x max-req 3
— b} 1/1/1 T® EAP-Request 7 L — 2L OFXEHZ 3EICHELE T,

[O7> RICKBERFE] (VLAN B(IEREE (B$Y))

1. (config)# dot1x vlan 10 timeout supp-timeout 60
VLAN EAFREE (B#HY) ICEE L7z VLAN ID 10 T? EAP-Request 7 L — A OFERfE % 60 #1C
RELET,

2.(config)#f dotlx vlan 10 max-req 3
VLAN BAEREE (B#HY) ICEXE L7z VLAN ID 10 ©® EAP-Request 7 L — L OFXEE % 3 EIZE
EFLET,

[Ov > RICKDERE] (VLAN BE{iE8E5F (B989))
1. (config)# dot1x vlan dynamic timeout supp-timeout 60

VLAN Bif7E8iE (80/9) D EAP-Request 7 L — A DFEXEREZ 60 ICERELE T,

2.(config)# dot1x vlan dynamic max-req 3
VLAN B{7z83F (B)89) ©D EAP-Request 7 L — LA OFEEEE % 3EICHEL LT,

(3) uﬁ'ﬁaﬁb\ 5 o)wu\n].—tg—_ﬁ%i[mt? 61% ;glﬁg

WAD 5D EAP-Start 7 L —AZFIC K HEFE AL L £ 9. AREEZRE LI25HA, FIHFEES &
UHEFREE, FhZENh tx-period ¥ 1 =, reauth-period 947®H#F3Fﬁﬁmff?bﬂi@”o

EREDRT > N
ZHOWERD & HOEEEREIRE CHIEREERThN, BBOERITEWVWIESICREZIT, AR 2R
LET, Aav > FOFRERIIC dotlx reauthentication 2~ > ROBRENNDETT,

[OAY RICKBH|E] (R— MEBEUSIED

1. (config)#f interface gigabitethernet 1/1/1
(config-if)#f dotl1x reauthentication
(config-if)# dotl1x ignore-eapol-start
A— 1N 1/1/1 TEAP-Start 7 L —AZEIC K BN AIMIELE T,

[O7>2 RICKBEE] (VLAN BAIZREE (7))

1. (config)# dot1x vlan 10 reauthentication
(config)ff dotlx vlan 10 ignore-eapol-start
VLAN BA(VEREE (BpRY) ICERE L7z VLAN ID 10 T EAP-Start 7 L — A I K B EREFAFE 2401 U £
j_o
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[ RICKBF|E] (VLAN B{US3EE (EhEY))

1. (config)# dotix vlan dynamic reauthentication
(config)ff dot1x vlan dynamic ignore-eapol-start

VLAN HA7285F (889) T EAP-Start 7 L — A2 (EIC K AP AL L E T,

(4) SREERENESDSTEINIERR * TORKITREERTE
FRAEIC SRR L RIS S 2 BRAE B & COFMIMERELE T,
[BREDRT > N

FRALICRAL L 72K A 6, FHORMICEREOERPITON S E TRBEOAMNPE &c I &2kl
£9,

I—THFIDR/ISAT— FOANEBDICE > CERIENKRBLIZEETYH, REL-EMEZEBLAZVWE
FRALAE B L2 WO T, REBMICIIERL TS,
(39> RICKBERE] (R— NEMISEED)

1.(config)#f interface gigabitethernet 1/1/1
(config-if)# dotlx timeout quiet-period 300

R— MEAEREZBE L TV AR — b 1/1/1 ISR & TORMEERR 2 300 MICREL £ 9.
[OV> RICLBEE] (VLAN BfUSREE (538Y))

1. (config)# dot1x vlan 10 timeout quiet-period 300
VLAN BEREE (B#R)) #ERE L TW5 VLAN ID 10 ICERAFERR £ TOERER %2 300 # 28k
LEd,

[Ov> RICKBEFE] (VLAN BRIEREE (Eh0Y))

1. (config)# dot1x vlan dynamic timeout quiet-period 300
VLAN BAFREE (Bp7Y) ICERAEALIEFER & CORMREM 2 300 FICERE L £ 95

(5) EAP-Request/Identity 7 L — AXEDIFEERERE

BFAICEREZFIE L2 WIRION LT, REtBmZfid 272 OICKREE > 5 EHRYIC EAP-Request/
Identity #iXfE 9 % KefElEkE % & ﬁbi@‘o

(& Eﬂ)ﬂ'ﬂ’/ ]

AHEBEIX, tx-period ¥ A <ICERE L T & % KEfIfERE ¢ EAP-Request/Identity # vV F ¥ ¥ Z MiX(E
bi@“o FAEE A O K 5 B EAP-Response/Identity OnE%2ZE L, EBOEH2E<L I 5 HEE
HHRHDETOT, DTOHERXTRESNAEEZREL TS,

reauth-period > tx-period = (XE TEREI% 1T MimARE+20) X2
tx-period ®F 7 # )L MED 30 B TH 2729, 300 BLL DK TRIEEITHHAEL, tx-period 7 A
TEEPEEL TSN,

[OT > RICKBERE] (R— MEIEREE)

1. (config)# interface gigabitethernet 1/1/1
(config-if)#f dotlx timeout tx-period 300

AR— MEERAEEFE L TV AR — b 1/1/1 12 EAP-Request/Identity 7 L — L3%(5 O B %
300 MICERELE T,
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[V RICKBF|E] (VLAN BE{US3EE (FHEY))

1. (config)# dotlx vlan 10 timeout tx-period 300

VLAN B{7F8RE (B#H9) %2 8%7E LT\ 5 VLAN ID 10 (2 EAP-Request/Identity 7 L — L 3%(F O B
k@ % 300 MICREL E T,

[O7 > RICKBFRE] (VLAN BIEREE (Ep8Y))

1. (config)# dot1x vlan dynamic timeout tx-period 300
VLAN B{7383F (8//9) |2 EAP-Request/Identity 7 L — 2 3%(E ORI % 300 #ICEREL £ 9,

(6) EREEH—/\REBGFEIERENY 1 IEE

ALY —NANDERITHN T BISEN L VWIBEDOREREZRE LT, RE LREP EET 2 &,
Supplicant NGRAERR % @EHI L £ 9. radius-server I > N THE LTV 5FXEE & /- (R &tk
L THEW 5 OB T Supplicant ~NFREFRHZ B L 9,

[BEDHA > N]

radius-server A7 > RTEBOV—NZREL TWEIEE, ET—NOERERNEZED-BIEEES

BEIDOFEVKEZRET S L, WY —NNERKLTWVWLRHFT Supphcant f\nhuﬁﬁ%ﬁﬁl’i’x_%ﬂb

F9. RELLTARTCORILY —N\DSRENS N E Z IR Z B LIz WigEk, Ka<v> Ko
BEREOFEZELHEL TS,

[O7> RICKBERE] (R— NE(IERED)

1.(config)#f interface gigabitethernet 1/1/1
(config-if)}#f dotlx timeout server-timeout 300

R— PBAFREEZBRE L TV AR — b 1/1/1 IZEREEY — 1\ 5 DIBERE B Kt & 300 MICERE L &
a_o

[O7> RICKDRFE] (VLAN B(IEREE (B$Y))

1. (config)# dotix vlan 10 timeout server—timeout 300

VLAN BA7E8FE (B#RY) 28 LTV 5 VLAN ID 10 IZEREEY — /"D & OIS ERF & BEfd 2 300 I8
ELET,

[O7 > RICKBFE] (VLAN BIEREE (Eh8Y))

1. (config)# dot1x vlan dynamic timeout server—timeout 300

VLAN B{722EF (819) ISR —N\D 5 DI ER B4 300 PICHELE T,
(7) EBEuRERD S OERIEERIFDBEESERIFRE DERTE

A— FBAERE (VU ZILE—FR) PEELTVWAR— T, EROWEKD S DORIFERZHE LI5S
12, FOR—NTOBREBZERT ARRZERELE T,

[%"‘E@Tf*f‘/ N
IR SN TIWNIT 2 WIRRZHERT 2 DICHRELZEREZH%E L T 230,
[O7> RICKBERE]
1.(config)#f interface gigabitethernet 1/1/1
(config-if)# dotlx timeout keep—unauth 1800
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A— MBI A RE L TVRAA— N 1/1/1ISEFERREORREZ 1800 ICHELE T,
(8) syslog H—/\A\DHFIERE
B{Ea 7D syslog + —NAOHAZREL LT,

EREDRA > M
IEEE802.1X DRRIEEH S & OBEB#HZ TR L2 BET 7%, syslog ¥ — N ICHAT 58E% LE
3_0

[OY > RICKBERE]

1. (config)# dot1x Llogging enable
(config)# logging event-kind aut
Bk 7% syslog B —/NICH AT ARELZ LE T,

7.1.5 RADIUS #—/\BhENDRE
() FHIVT 1> TORE

EREDRA > B
RADIUS #—=NZIEEL, THI VT4 VTR ZITOIEEZRELE T,

[O7 > RICKBERE]

1. (config)# aaa accounting dot1x default start-stop group radius
RADIUS = NIZTHT v 5« Y THEEHZITHIE2HRELE T,

(2) RADIUS 5 —/\NTERELZITD/=HDERE

EREDRT > K]
I —HEREHE%E RADIUS H—NTITH T EA2RELE T,

[OY > RICKBERE]

1. (config)# aaa authentication dot1x default group radius
RADIUS 4+ —=NTL1—HRILZTHO LDICHELE T,

(3) VLAN B{IsR:E (E)89) fEREFORE
[BREDRA > K]
VLAN B{7583E (B989) T, 8REE L7c¥iK% RADIUS ¥ —N\% H3EE S iz VLAN IZfE > TEHRT
BIERBELET,

[O7 > RICKBETE]

1. (config)# aaa authorization network default group radius
RADIUS 4 —N\D53EE SN/ VLAN ICEHRT A EZ2H/ELE T,
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/.2 |EEE802NXDANXL—>3 >

721 BRIV R—

[EEE802.1X DRE =R T HEH I~ Y F—EZIRORIIRLE T,

x®7-2 EROVYVR—E

I RE A
show dotlx FREEHAL & OIRRELFRREE 4O Supplicant [EH A2 R R L £ 7.
show dotlx logging IEEE802.1X 0/ LAOHEa /X vt —V%2RRLET,
show dot1x statistics [EEE802.1X sBiEIC b A itetERER R L £ 9

clear dotlx auth-state RIEEADWARE®RE 7 )T LE T,

clear dotlx logging [EEE802.1X Tu /I LDEEU /A vt —V% 7Y T LET,
clear dotlx statistics IEEE802.1X 8BREIC A 2D HiaHERZ 01T U T L& T,
reauthenticate dotlx IEEE802.1X FERERRE = BREBREL £ 7,

restart dotlx [EEER02.1X u /I L= FHiEE L £9,

dump protocols dotlx [EEE802.1X 71 75 LA THE L T W A HI# T — 7GR, HeHE®E 7 7 1 LAHT
LET,

7.2.2 |EEE802.1X IRRED TR

(1)

(a)

(b)
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SRELIRRED R

IEEE802.1X MIR#EIZ show dotlx Iv > RTHEEEL TL &0,
KESHDIREFRR

IEEE802.1X MEE—% i, show dotlx I7> REZEFLTHERLTLE S,

7-1 show dot1x 7> ROETHERE

> show dot1x
Date 20XX/10/20 10:52:40 UTC
System 802.1X : Enable

Port/ChGr/VLAN AccessControl PortControl Status Supplicants
Port 1/1 -— Auto Authorized 1
Port 1/2 Multiple-Hosts Auto Unauthorized 0
Port 1/3 Multiple-Auth Auto -— 0
ChGr 32 Multiple-Auth Auto -— 1
VLAN 10 Multiple-Auth Auto -— 1
VLAN 11 Multiple-Auth Auto - 0
VLAN 12 Multiple-Auth Auto -— 0
VLAN(Dynamic) Multiple-Auth Auto —-— 1

R— NBAEREDIRERT

AR— MRAERREIC BT 5K — b T EOREE#R% show dotlx port I~ > REETLTHREL TS
Vo F ¥ 2L TN—FTEDOREEE show dotlx channel-group-number 2< > R%%ET L THEREL T
<72EW
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K-+ ESEHEETHE, HELILKR- POBRERTLET,
detail ST X =¥ %2EET DL, FEL TV AHADERERRILE T,
7-2 show dot1x port ¥ > R (detail /N5 X —91EER) DERITHER

> show dot1x port 1/1 detail
Date 20XX/10/20 10:52:48 UTC

Port 1/1
AccessControl : --- PortControl . Auto
Status : Authorized Last EAPOL 1 0012, 200. 0021
Supplicants 1 /1 ReAuthMode : Enable
TxTimer(s) : 9 / 30 ReAuthTimer(s): 3585 / 3600
ReAuthSuccess : 0 ReAuthFai L 0
KeepUnauth(s) : -—— / 3600
Supplicants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time
0012, 200. 0021 Authorized Authenticated Idle 0
15 20XX/10/20 10:52:32

VLAN E{7sR5E (388)) DRRERT

VLAN BAf7EREF (BRHY) 1CB1T 5 VLAN T & DJREEIX, show dotlx vlan I~ FEFETFLUTHERLT
<7F&W, VLANID 2#8E T 5 &, $EE L VLAN OB#RE2FRLE T, detail /85 XA —F 2HEET S
L, BBILL TV AMHEKROEREZFRLE T,

7-3 show dotix vlan A< > R (detail /Y5 XA —9I15EH) ORITRER

> show dotl1x vlan 20 detail
Date 20XX/10/20 10:52:48 UTC

VLAN 20

AccessControl : Multiple-Auth PortControl : Auto

Status D= Last EAPOL : 0012, e200.0003
Supplicants 12/ 2/ 256 ReAuthMode : Enable

TxTimer (s) : 3518 / 3600 ReAuthTimer(s): 3548 / 3600
ReAuthSuccess : 0 ReAuthFai l : 0

SuppDetection : Shortcut
Port(s): 1/1-10, ChGr 1-5
Force-Authorized Port(s): 1/4,8-10, ChGr 1-5

Supplicants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time

[Port 1/1]

0012, e200. 0003 Authorized Authenticated Idle 0
84 20XX/10/20 10:51:24

[Port 1/3]

0012, e200. 0004 Authorized Authenticated Idle 0

5 20XX/10/20 10:51:03
VLAN EiEREE (EpHY) DIRRERR

VLAN BA7E83E (81H9) 128175 VLAN Z & 0iRREI, show dotlx vlan dynamic I~ > FEZFETLT
WeBLT<7Z&v, VLANID Z$5EJd 5 &, fHE L7 VLAN OFREFRRLE T, detail NI XA —% %
BETZL, WAL TLAHADEREFRTLET,

7-4 show dot1x vlan dynamic %> K (detail /V5 X —91EER) DERITHER

> show dot1x vlan dynamic detail
Date 20XX/10/20 10:52:48 UTC
VLAN(Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status T Last EAPOL : 0012, €200. 0005
Supplicants : 1/ 1/ 256 ReAuthMode : Disable
TxTimer(s) : 3556 / 3600 ReAuthTimer(s): 3586 / 3600
ReAuthSuccess : 0 ReAuthFai l 0
SuppDetection : Shortcut

VLAN(s): 20
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Supplicants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time

[VLAN 20] VLAN(Dynamic) Supplicants : 1

0012, e200. 0005 Authorized Authenticated Idle 0
44 20XX/10/20 10:52:03

7.2.3 |EEE802.1X FRELIRREDEE

(1)

(2)
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Elll:\ DIE’l N a)*ﬂﬂﬁ1t

SREPIREEDOWEA{L 21T 5121, clear dotlx auth-state <> F2ERL %9, R— +&FS, VLAN ID,
WAD MACT RLADENDPZIBETEE T, MBIBELLZDP > ZIGEEE, TRXTOFIREZ AL
9,

a7y REEFTLESE, BREEZITOETEEN TERLZLHDTERLTLILS W,

7-5 EEBEWNIANTO IEEE802.1X FREHAREZ #IHAE T 2 31THI

> clear dotlx auth-state
Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y

sEHlY R FERE

REIAYICEHEREE 21T D 1213, reauthenticate dotlx I~ > RAHEHALET, F— bEE, VLAN ID, %k
DOMACT7 RLADENPZIRETEE T, FHENZVIEAIL, TNTORIEFEARARICH U CHEREZT
Wk 9,

av Y REFETLTH, HIRFEICHIN L7 Supplicant O@EFICHEEIH D A

7-6 FHEBENTATOIEEE802.1X FREEAR— b, VLAN THEREET 51761

> reauthenticate dotlx
Reauthenticate all 802.1X ports and vlans. Are you sure? (y/n) :y
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T—=ZIBELTWVWETD,

DIL\DIEZ \/ |\ '7 7

AEIEED Web FREIE, [Pv4 Xy NIV ZFHERNRELET, Lz - T, RIAEDONRE L AR EIN
BK9BHVLANA ¥ 72 —RICIE, IPv4 T RLAZBETARBENSHV LT, 7272L, RADIUS ¥ —N
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8.2 P RT LERHI

ZTE, BEEVLANE—F, ¥4+ 3Iv 27 VLANE— FBEOLVAY—F— FORRIEE— FIZDOW
’C, O—H IR ARB KU RADIUS B A RDIBED T AT LEHEERLE T,

F7z, BAENROERADIP 7 RLUAHREFEDEVICEL Sy v T —7EHlZRLET,

8.2.1 EE VLAN E—R
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l.HUBRHTHEHR SN2 PCHS5 Web 7779 %2EH L, REBICTV7LALET,
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k—#4>a—K#%#AH | password__] _
1—1ID, g >
53 k=2 >a—F <
PINT— KZEAS Ayt—9 - Z
—
] PING—F >l PINZ—
< ok
. [
|*-7/?|-|*& AytE—
PIN— K% C—
HAEHDETAR - — > _
A ™ sy
R EE R R SEERLTH - -

(2) Next Token E—R

ar A EERIC 3EER TCAER =27 I— K2 AN LRSS, WRICELW =27 > O— R TERHER
Wlihe, S6IH LV N—0 22— FOANZERT 5E— NTT, Next Token E— N TOENEHE
ZIROKNIRLE T,
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X 8-15 Next Token E— R COEEHE

EHIES REE BEY—
 emEonssvEE 00— -] [
| o= WRLY &4 LY kT |
| 044 VEEERT |
I o e -
| pacewordic 3| tser 10 |
| I—FEAS P ; |
[ a1—41D, - >
| . f—5a—F :
|

=T - !
: — - |
I B |
| RESHEERT SREER B |
|
|
S A | ,/
P e Y
[ @EBOOY A ViR
user ID 1
password ]
BEOOY A ViR e @i

—— IR

|
|
|
|
|
I
|
|
|
\

s -
| @3EEMOY 1 gk \l
' |
| user ID C—1 I
: password ] |

= p— 1 o454 g = |
: IR BB BE®DAYT A #BE LR |
| |
' |
' |
N S B |/

URLY &AL kT
Oy A VE@EERT
user IDIZa—+ID, <
passwordIZ1E L LY user ID ]
r—4>a—K%AH| password ]
) 2—+1D, g >
=5 ra—F& Ayt— f—5ra—Fr
PINa—F% — < -
HABGDLETAR — >
Ll F—5>a—F, o
E-| PINa— K P IR

BIRVEERT —  RERY




8.3.4 s&HlERE

Web FRREDEHIFEIEIC DOV TIE, [5.3 LAV 2FEEHEOREE] 22 L T ES 0,

8.3.5 XY hT—UHh5MOT77 K
WA Y FT—2 01 Y LEBRET ST Y b ABEERORIORLET,

§€8—1 DIL.\I:IIE% |\<_.(\:.0)D77rj |\7.j_/£

X . BE VLAN SIFIvY LAHY—
D77 A& E—R VLAN E— K E—R
Web BEEIC&E 5077 b O O O
BAEGREBBROT 7Y b O O O
RIEEAHAROBEFEREREICE 20777 b O - -
FREEAIAD MAC 7 RLAT—T LT =Y v 7ick - O O
50777k
ERHa< Y RIicksar7 77 b O O O
RALE AR S ORI v M EBICK BT ST b O - -
IR BERR— DY > Iy L IckBT T b O - -
VLAN &#EAFEICL 50777 k O O O
REHFROVO B ICL BT 77 b O O O
RIEE—FOPOELICEST 7Y b O O O
Web iBIEDEIEIC L ST Z 77 b O O O
BHICBERS Nz VLAN OHIBRIc k50777 b - O -

(BN O:HR—F —:584%L
5453927 VLAN T— RBLUOLHY —F— FOBE, FROFETOZ TN L=dbE, #HEDIP

T RURAZFRIRIOIP T FLAICEBLTLZE W, £z, DHCP 4 —N\Z2HHL TWAEAIZ, HED»
5IP7 NLUADOBEALZIERL TSN,

« DHCP ¥ —N%EA LTV A58, WADIP 7 FLAZ WSz AHIBRL T2 5, DHCP % —/\AN 1P
7 RLZDEAZIERLTL SV, (fl : Windows OBE, a~v> R7ar7 256 ipconfig /
release % EfT L7:1%12, ipconfig /renew 2 FETL TL 2 EW,)

s IP7FLAZFHTREL TV 258, FETHADIP 7 LV AZRIERO IP 7 F L AICEE L TL
7EE W

(1) WebBEHAEICEZO7 77N

FRRLTA A $#6m77ﬁmemL ITVRALT, WRICATZ 7Y VEEEZFRSETET, EE LoD
777 MRIEICE > T Web 3 FGHRBR 2 1TVWE T, PR SNS &, 077 MR THEHEZFZR
L9,
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(2)

(3)

(4)

162

RAERISEBRIROO7 7Y b

a> 74 7 L—33ravy K web-authentication max-timer TERFE & N7z B AR 28 % /215

12, TREIRIC Web RAEDFREEIRREZ f#FR L €, WiRAD oA %ﬂ“@LM%FELi?oL®W‘%
NIBAREREESERL TH 5 1 SN TRIERSTThhET. 205 I, WERIcarsry 1‘71:
THHZFERRLEEA.

RAEGREZEBA TOLERLLWEAR, AP SBE, @ikt y N -7 ou 1 Y #BEE2{T->T<
ZEW, 2—HID, NAT—-FBXIUOMACT FLADMHABELE TRILEATH D E PR S NZ5
AR, ERFHZERTEXT (SHICRRBERRESZTERLET),

%P, A7 4 L—3ravr K web-authentication max-timer TRAEEEM ZEME LD, T
L0 LZGE, BERTEFRFOI—FICIZERESNT, RET 71 VELPSBRENEDE LD ET,

SREEEAmARDERESREEIC LSO 7V N

RAEEAmARICG L, T 71 L —3 3 »av > N web-authentication logout polling interval T#g
ES NIRRT ARP /Y v bW ARPREN T v b 2RET 52 &I & » THROBERERZIT
WET, IV 74 7 L— 33wy N web-authentication logout polling retry-interval & web-
authentication logout polling count TERE S N7-RHZ B A TH ARP BE/NNT v b PZETE LWV
G, FALT T LTS EHMTL, MEIRIC Web SRREDRREREZ IR L X 9. ZOBEITIE, HARIC
077D rETHRHZFERLER A

B, ZOKEEIZaY 7 1+ 7L —3 3> 3% F no web-authentication logout polling enable T#%h
IZTEEJ,

S

AR

BREREREOREMBE LT 74V M2 ER LSS, RSN TVWEIEDSZVE, BBy A LT Y
NEHIELTH SRBIEDERENZ T T 1 DREE#HIPVEI,

kB, KEEO CPUARPEVEEIL, RiEMBRE TS SICRETE»L2IEFHD LT,

TELAAIHAD MAC 7 RLAT—TINI—2>712&k50777

AEAWRICH L, MAC 7 RUAT—7LZEHNICERL, ML OSDT I ANDEILZF vl
quiﬁo&éﬁé GRS DT 7 AN VIR WIS, BHIRYIC Web FRIFDOFRIFIREE % 2
BLEd, COBEITIE, HWRIC D777bnTﬁﬁ%%ﬁbiﬁAo

72720, O EORETCIRIENBREINTLEI T L 20, MACT RLATF—7ILD
I— 3 VGRS 10 9, %95 MAC 7 RLAZREOWMERDLSDT 7t AN WIREEASEE L /-
BEI, BIPREZERLET,

MACT7 RLATF—TNLDOI—-Y FHE, MACT RLATFT—T LI -0 7Ic&su7 7y bOE&%
EROKIRLET,

%8B, MAC7 RLATF—7LOI—Y  JEBIET 72V MEZERT 22, 2357732V MELD K
ZIREERELTL SN,



(5)

(6)

8 Web SRELDEES

8-16 EREERAWMAD MAC 7 RLAT—TINI—I271C&B077J K

FREERTH
T EADHBIKE T O AN UREE
l l j#ﬁaﬁ
) e ey et N
i i i i 1 #9104/
1 1 1 1 1 ﬁﬁ
SRELARRR
(R

T I— UM

F7o, WIAERINERN 10 AEICHR» S DOT 7 AN nnE, T—U 0 VREOMEICEFRZ <, EWHIAIC
AL E R L E T,

FRIAENBER PO T VAR WEEOU T 77 M EROKIITRLET,

8-17 FREIMIE#ERD ST 7 EANBWEEOOT 77~

FRRERL TN
Tt AN UVREE
: l : > B
— -
9105 F&
Za@
SRELARBR
(R

=DV BRE

B, ZOWEEIZT YT« 7 L— 3 »a< Y N no web-authentication auto-logout THEIICTE £
(772 AW WREDP TRV HE TOLREINICT 777 b LR LERENEHE) .

S5, UAY—F—RTIE, WEERICTIDEDbL>7- VLAN IZIHERDP S DBEEFE 72K tWE&, MAC
7 RURAEEITONETA, ZOEE, BEFATH>THLMACT RLATF—TILIZMAC 7 KL
WEFEINTVRVDT, BHEIICE 777 LET, LD -7, REBREBMTEEBZIT-oTLEZE N,

BRHITRICKZO7796

B O~ R clear web-authentication auth-state T —HEIZ, WEINICT 777 A TEEI, &
B, A—21—YID TERT A VE2T>TVWAESE, RCLI—FID2&HFOREx TNy 7Y MLE
To TOJFAIZE, WARICET T NETEHEHZERLEY A

REEAAGRD 5 DR/ NEEICE B30T b

RAEE AW DIAE S NIRRT v b2 RE LIBE, HE T HWMARDRBIEZHERL L. COBAIC
&, WRICETZ 7Y METHEEZRRLEEA. FHE Ty bOSEGZRITRLET,

163



8 Web SRELD#EER

« BIFEAmAD S Web 5BEHA IP 7 F L ATREH S N7z ping /87 v b

s V747 L—3ravr N web-authentication logout ping tos-windows T&E & N7z TOS
Ex2FE>TWAVry b

s IV 7 47 L—3ravr KN web-authentication logout ping ttl TERE S N7z TTLE%FE-> TV
VATV

(7) FEHmARERA— DI > T90>(CK30777 K

uﬁzﬁﬁfﬁﬂib‘?ﬁﬁbfb\é‘l‘ FDV Y L RBH UGG, AT 5K — MO S 2RO
&%ﬁﬁ[‘?bi‘@“o ZOBEITIE, WARICOZTY FETHRZFZR LEE A

(8) VLANBREZEEI(CKZO777H

:1/7/(71/ vayavy RCE &jﬁ‘%ﬂi#aihé VLAN OFREEZEE L5 E, BESIN/ VLAN
WCEFENAHEAKROTEZEBRLE T, COBSICIE, WRIcu 77y VETHRE2EZERLET A,

2y 74 7L —2 a3 Y OEERNE]
» VLAN %HIBR L7558
« VLAN %/{Z1t (suspend) L7:3%5#&
(9) FEIAROYIWEZICELZO777 6

AL/ RADIUS RBEEARA 5 0 — A NEREA RIS D B - 72458, £330 - LVEBEEARA, 5
RADIUS SBiEARICYID B D o 72356, I RTOWMAKDORBILEZFRRLET. COHEITIF, WRICOTT
7 METHEHZRRLEEA.

(10) FREEE—ROYIWEBZICKZO777 b

Copyilv‘/P’C‘ZJ‘/747l/ ya‘/%%&%bf FREE— R0 BDLAREE LIHE, TXTON
ROFAZBIRLET. COHBEITF, WRICOTTY METHHZFERLEEA.

(1 1) Web le\nIE@{'_'Jt(‘—J:éDO ﬁrj I\

avI74 7 L—Yayavy F’C‘ Web BEEOEENHIBRSINT Web RIEEMVMELE L 7ZBEE, TXRTOHRK
DORIEZHHRLET . COBHITE, WARICO7T7TY FETEHHEHZFERLEE A

(12) BMICEREINE VLAN OEIBRICE 0777 b

FHIC VLAN PER S NIZFBEAR— MZa > 7 4 7L —3 3 > a< > K switchport mac vlan 258 7E &
Niz56, SR — MCEIC/ER S N7z VLAN ID GHIBRS T, VLAN IZFE LT W 2K DFRIE %
fRBRLE 9,

8.3.6 EREIEHIBR

KBRS LOR— MREAICRIEROFIRAHRE TS LI, #FMIE, 5.3 LAV 2REEHEOKE] %=
ZRLTLZE W,

8.3.7 FRELARAIRKDR— NERE)

RALFEAIADN R — MEBE L2 HEICOWTE, [5.3 LAV 2REHEOKE] 2ZB LT EE 0,
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8.3.8 F7Hh MKEE

RIS RIIROT T v MEREIC K - TR ENE T,

(1 7Aho>sOoy

RALERIIAEED Web FBIEDOT Y > b FICEHRSNE T, EFxSnizTh 7y buZiERa~
> I show web-authentication logging THRRTEE T, HASNBRIFEREZRDOERITRLET

x8-2 WHENBEHER

1—4 IP MAC VLAN H—h
% Xyt—
o= w4 ID 7RLZR 7RLZR ID &= i
0y 0 0 A1 o Al A RS
5] Ayt —
sE7Avly S O O PaN O*2 A VAN ERREARRR
Ayt —
=R 7 O O O*2 O*2 O*2 AH2 RHER
ey Ryt—Y
SR O O K2 QO*2 QX2 K2 SR ARRR
or7e Ryt—Y
(L)

O:EEVLAN £—F, #14F+3IvZ7 VLAN E—F, BLXULHY—F—FTHASINS

A EEVLAN €= RE¥ 153927 VLAN £— RTHHiahs
F¥1l 143y 7 VLAN = ROu s A VEIEICRRSNS [P 7 L RICIE, §REERTIO [P 7 KL ANERS N
¥79 ., £7z, VLAN ID ICIZERiE%“ D VLAN ID R RESNE T,
EX2 AvE—VICE>TRIP 7 RL AR EDERIHASNEZVBENH VT,

AEED Web BRsE0 7 H7 > a2, &R 2100T7E T TcEEd, 2100172822548, HWE
ICESRAHIRE N, BHFOTHY Y MEREMESESI N TVWEET,

(2) RADIUS B—/\XD7 1170 > MEREADECER

a7 4 b= 33w Y K aaa accounting web-authentication default start-stop group radius
ERETAHE, RADIUSY—NOT7H7 » MEEZERTEE T, 7H7 Y MEBEIIZIROERNVELHR S
NET, BTSN BSHEREZKITRLET

s B OV -+ O s UEIHEBICIROIBRS SRS NE T,
Y= NICERS N, 2—% 1D, MAC7 FL X

e U7 MER 0l T7YUMNRICROBRYLHEEINE T,
H—NICEFEEINEA, 2—HID, MACT RL A, a4 25077 b E TORBER

« BHO 7Y MO0 T Y FRICROBERYSEFESNET
Y—NICEHSNKZ, 2—%1D, MACT7 RV X, uZ4 rpPoul77 & ToORRKRH
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(3) RADIUS B—=N\AQO7' 1 iE#RsCER (RADIUS H—/NDH#ERE

RADIUS 82iEA DB E 1, RADIUS H—NAF > TWAKREIC & - T, 1071 V) REpEsEs

9, 72720, AT % RADIUS = NIZ L > TEBRSNAERDPELSHZBEPHV I OT, FHillld
RADIUS = NOFHAFTF 2SR L T ZE 0,

(4) syslog H—/\A\DEHEDJELER
Web FZRREO#EET 7 % syslog —/NICHITE LT, £/, BfE071d Web FREEOT7 AV >~ tu sz &
HET, syslog U —NANOHNERXEZRORKNIIRLE T,
X 8-18 syslog H—/\ADOHEHFR
AN MER AT

- HAOmK - TR

BEQTA v =MD
S E O [HE] . AT A/ BEF - 99 - B WEB B{tEERIZEROLERS

T ]

syslog~d sys|ogtRED ERFEEHA WebZB5E % Ayt—UKRX
HABMEBEZ PIDE GCR Y|

R EEE R T

AR NFER

¥/, 2074 7L — 3 »ravr K web-authentication logging enable 3 & U logging event-kind
aut IZ&-> T, HOZMBBLOELETEET,
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8.4

(1)

(2)

Web FRiE%E W7z 21— FREEIZIRDFIETITWV £ 9. Web 77 74 Internet Explorer Version6.0 %
FAWTHALE T,

Web SB5SE0 07 1 > BHEXRT
WARD Web 75oHiIcar A4 VEHEZFZRLT, T—HFID ENNAT—REZ2ANLTLEE N,

EE VLAN E— REZIEF¥ A+ 3Iv 7 VLANE—-RTURL YA L7 MEREERERT 2851E, WERD
Web 75 TARBEBAZREHT A2EED Web b —NAF7 723 5& URLVY A L7 MEREICE - T
ZIK %@ Web nqu@D7/r /ﬁﬁ?ﬁ‘?@j‘éﬂiﬁ”

URL V%1 L7 MEREZER L2 WEEIE, RO Web 77 TIRICRT BV A > URL 2$8E L T
Web 88300 71 YEEICT 72 AL TLZE W, EE VLAN E—RF&E¥ A+ 3Iv 7 VLANE— R T
i, B4 >~ URL ® Web ¥ —/\#5312 Web RRAFER P 7 FLAZFEE L TLZE W,
[EE VLAN £— FE/21d¥ 1+ I v VLAN £— Fou 1 > URL]

« HTTP £ : http://Web @RiEEH IP 7 N L A /login.html

« HTTPS #HEF : https://Web 85EEH [P 7 F L Z/login.html
LHY—FE—FTIE, URLYYA LY MERIZERTEEEA. WARDO Web 77 79 TIRITRT B A
Y URL ZfE LT Web FREE0 T 7/ A VEHEICT Z7EALTLEE W, LHY—E—RTIE, ur(r
URL ® Web =& ICE8RERT VLAN O IP 7 RL ZZBE L TL 2 &0,
(LAY —F—FRour A~ URL]

« HTTP {#FKS : http://F3ERT VLAN O+ >4 7 = —Z [P 7 F L A/login.html

« HTTPS {#FKF : https://F3ERT VLAN O+ >4 7 = —Z [P 7 F L A/login.html

8-19 O74>EE (73VHRRHA)

LOGIN

Please enter your ID and password

werld [ e A—HIDENRRT—F%E
passwordl Ajj Li‘g—o

Login
LOGOUT

Please push the following button.

Logout |

ag7o MEFLTEET,

All Rights Reserved, Gopyright (G) 20X0¢-20XX ALAXALA Networks Corp.

O74 VERICAHESNZI—FID, /YR — ROREE

ANTENTz2—FID &E82A T — RE2EIZ, a—H LA ROGEEIIHE Web 525F DB IZBHFSN TV
A1 —PERE—BLTVBEDPF v 7 LET, F7-, RADIUS FiF AR D5EE 1T RADIUS 5 — /N0
b EITY, RAEATEDF v 72 LET,
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(3) SREIANINFERZERT

WiEk Web 38EE DB & 721% RADIUS 4 —=NICEF SN TV A2 I —FERE—BLIZBE, 071 VEIE
HzFRL, iRy T —INEBFETEET,

F/z, A 747 L— 3 >avr R web-authentication jump-url TRRIERIN%IC7 7+ A9 % URL
PIEESNTVAHEE, WMARICH A VEINEEAARRS Nizd & ICHEE SNz URL ANDT 7 & AHDT
PNFET,

®8-20 O74rEyEE (737HRRHG)

Login success

OJ4 VEZEEnT 7Y MR

Login Time ——-20XX/01/11 10:15:28 UTC

Limit Time ——=20XX/01/11 11:15:28 UTC ( g EJ H 7\\7 '-7 '~ j— %) B%z”) é
o =RLET,
e, [close] "% ldInternet

ExplorerZI+8I{EL £,

All Rights Reserved, Copyright (C) 20XX-20XX ALAXALA Networks Corp.

(4) SRELREESOEERT
RAEP R E L -7 BAE, RELT—EEEFRRLET.
AL LT —EEICFR RTINS T T —OFEHEEZ, [86 MIELI—AvE—Y] ITRLET,

®8-21 O74 > KMEE (77VFRRH6)

TS BHDEEL AT (-100) IS—AytE—URARTEINET,
bk [olss | [close]l R % »(LInternet

Explorer?Z(+8MEL £ 9,

All Rights Reserved, Gopyright (G) 20XX-20XX ALAXALA Networks Corp.

(5) Web B5EA 5007 7 NEEEXRT
FIEEAIHARD Web 755 cu 77 s URL 28 L TP 7t AL, us7 77 VEHEEZFERRLET,

0z 7Y MEMET [Logout] A% > &g &, Web iBiEI3mRDEL IR L £ 9. RLVEIRSND
&, 77V METHEREZFRRLET
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EE VLAN £— RE721d4 1+ v 7 VLAN €= Fou 777 h URL Ti&, URL ® Web % —/\&5
2 Web FBFEEMA IP 7 RLAZIEE L TL &0,
[EE VLAN £— R 7zl3% 1+ 3Iv 2o VLANE—Fou 277 k URL]

« HTTP MK : http://Web 883EEH IP 7 F L 2/logout.html

« HTTPS {#F & : https://Web s2iEE A IP 7 F L 2/logout.html
F/z, A VEEN,STHAS T N TELT, UV A VEEICHS [Logout] RF v ZLTLES
Vo
[EE VLAN £— F& 72134453 v 7 VLAN £— Fou s >~ URL]

« HTTP £ : http://Web @BiEEH IP 7 N L A /login.html

« HTTPS #HEF : https://Web 85EEH [P 7 F L Z/login.html
LAY —F—FTiE, 0277~ URL ® Web ¥ —/NERICERER VLAN O IP 7 RUZZHEE L TL 72
Sy,
[LHY—E—FouZ 7~ URL]

« HTTP {#FKs : http://3iE#% VLAN O+ > % 7 = — X [P 7 F L A/login.html

« HTTPS {#K : https://3iE#% VLAN O+ > % 7 = —Z [P 7 K L Z/login.html

8-22 O777 N NEE (75 FRTHA)

LOGOUT

Please push the following button.

Logout

All Rights Reserved, Copyright (G) 20XX-20XX ALAXALA Networks Gorp.
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8-23 O777NETEHE (7F7HRRH)

Logout success

Oy 7% bEZl (BT 7D REED
T LERZD) #RRTLET.

Logout Time —--20XX/01/18 09:50:58 UTC @

close

All Rights Reserved, Copyright (C) 20XX-20XX ALAXALA Networks Corp.

6) T2 A LINAT— REREED Reply-Message RREIHEZR

T2 A LISAT — REREECTERRY % Reply-Message FRREIH % IRICR LE T Reply-Message FnE
HICERENIA v —DI->T, HILLWPINI—F, 7@ =2 a—-F2ANLET,.

8-24 Reply-Message &RnEE (75 H&RRHI)

RAH— NI DA vE—URR

REEY— /D HELNTER
Ayt—UERTLET,

Ayt—TI2iE-T, PINO—FZFEEIE
k=Y >a—F&#AHNLET,
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8.5 M Web 525E DB & & U RADIUS 1 — /Y0 #fig
8.5.1 Mgk Web 535E DB M #EfiE

Web fBiEQ U — A IVERFEARZ AT 212572 > Tld, HRTICAE Web 383k DB =BT 2 HE D H D
i—g_o if:, ZIK E@W@WGbnuuﬁDB i/\/77/7°$3£0@7ﬁfgi—g_o

(1) Mk Web 535E DB D1ERY

EH I < > N set web-authentication user ¢, Z—4%1D, /Y27 —FK, VLAN ID %z D2 —FIE#H %
Nt Web 23 E DB ICEH LT T, /o, BFLAZI—YID TEDNAT— FEEBLVHIKRb TEF
a_o

B - BEINHAL, EH 272 N commit web-authentication AETE NS T, NE Web &8
FEDBICRBLENET,

58, BRI~ FTHE Web 883E DB ~NOENB L OEEE1T - 72456, BAERIEFO L —FICILEA
SN, WEO VA VPSR EEDET,

(2) WEE Web 525t DB 0)/\“) 7Y 70

JER o~ > K store web-authentication T, ©—#J)LEREERIC/ERK L 7-NjE Web 583E DB DXy 77 v
TEWMBZENTEZT,

(3) A Web 525 DB MO1E7T

R o~ K load web-authentication T, 9@ —HLVEERIER LN 27 T T 74D 56, HE
Web #83E DB OETLATEE T, 2720, BrarHETT 5L, BANGEAI Y R set web-

authentication user %z ETE#k - L TWARIIEESINT, EXSNTABRICEESRDOEIT O
-(‘\, (EE‘§\7P‘ \gfj_o

8.5.2 RADIUS #—/\D#%E(

Web #2iED RADIUS RBEH R & AT 510272 > Tk, FRIIC RADIUS 4 — NORESBETT .
F7o, KEBEO Web BAEHEEDHA S 2 RADIUS OBHEZRLE T,
(1) RADIUS —/XDFRE

I—HTEiza—HID, XA T—F, VLANID 2 D1 —9E#H % RADIUS YV —NICERELE T, &

B, RADIUS ¥ =Nl RETIEICOWTIE, EHY %5 RADIUS 4 —NDOFAEZZRL T 72S
W,

¥A4F 3w VLAN £— FTCRRIEBINRICTID B Z 5F5E% VLAN 2RO XS ICERELE T,

1. Tunnel-Type I Virtual LANs (VLAN) %7 ({E13) LZ9,
2. Tunnel-Medium-Type 126 #FEL £ T,
3. Tunnel-Private-Group-ID iZ VLAN ID ZROFEXRTHEL X7,

o BFXFTHE
5l VLAN ID %% 2048 D56, XFH|T 2048 254 7E

« XFF” VLAN” 1280 T VLAN ID 28550
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8 Web uaquEa)gﬁFuH

f5] : VLAN ID 7% 2048 D54, VLAN2048 % &€
e IV 7 471V —3 >3 K name T&RE L7 VLAN &2 %€

7% ¥, Tunnel-Type, Tunnel-Medium-Type, # & U Tunnel-Private-Group-ID D=2 DM R T
BESNTVLRWVIRETY A F I v 7 VLAN £— N THEA LGS, Ri% VLAN ELTRA T4 7
VLAN 2 BRHL &7,

=YD ENRT = NIZRXFH 1 ~32XFT, ROXFPHEHATEET,

e« 21— 1D : ASCII XFI— KD 0x21 ~0x7E
¢ JXAT—F 1 ASCII XFa— FD 0x21 ~0x7E

F7o, WAEHRELTPAP #RELET,
(2) Web FREEAERA Y % RADIUS &4
Web FZEEAER T % RADIUS OBHEZROEISRLE T,

x8-3 FREAICHEATBEMER (FTD 1 Access-Request)

Bt Type & HER
User-Name 1 I—YHREEELET,
User-Password 2 I—HPNRAT—RERELET,
NAS-IP-Address 4 W—=TNy I 2HT2—ADIP 7 RV AIEERIIN—T Ny 74

VHTI—ADIPT7 RUVRAZEBML, BESNTWARITE
RADIUS U —NEBETAA VI T2 —ADIP 7 FLAZBHL

£7,
Service-Type 6 Framed(2) 2% EL £ 9,
State 24 YT BRI LT, ERNIZ RADIUS ¥ —2\» 5 Access-

Challenge T# 5N T &7 State f[BEEFHEL £,
8, State HA T WVIBEHIIFRE LEHA.

Calling-Station-I1d 31 FEERARD MAC 7 LA (/N ASCIL, 7 RKYID) 2fEE L%
E
5l : 00-12-e2-12-34-56

NAS-Identifier 32 EE VLAN £ — FEHIEREE AR ZINAE L TV 5 VLAN ID 2 8%
XFFITHEELE T,

i : VLAN ID 100 ®#54& 100
¥4 F3Iv 7 VLAN E—RBLXOPUVAHAY—F—FTE, 230747
L—>3>a< > K hostname CIEE SN EERZIEELE T,

NAS-Port-Type 61 Virtual(5) 2% EL 9,

NAS-IPv6-Address 95 V—=TNy 74257 2—ADIPv6 7 KL AIEERIZIL—T /)Ny
TJAVET—ADIPv6 7 RL AR L, fEESh TV ITHIL
RADIUS H—NEBET A VY T 2 —AD IPv6 7 KL A2 &
LEd, 272U, IPv6 Y 7ua—HhL7 RLATEET 2EEI,
V=N T4 25T 2—=ADIPv6 7 RLAREDHEII» D
59, EEA VY T—ADIPY6 Y7 u—HALT RLAZKEHL
£,
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8 Web SRIIDERS

& 8-4 FUEITHEATZIEIEE (FD 2 Access-Accept)

Bt Type & Bk

Service-Type 6 Framed(2)/RAI S N5 : Web 8RiETIdF =z v 7 LEH A,

Reply-Message 18 (RfER)

Tunnel-Type 64 545 3Iv 27 VLAN E—FBXUOLHY—F— FERICHERLE T,
VLAN Z/R9 13 THsh%xF v LET,
EE VLAN E— FERRIERALEE A

Tunnel-Medium-Type 65 5453y 27 VLAN E—FBLFLHY—E— FERHCERLE T,
IEEE802.1X & [EEDfE 6 @ Tunnel-Medium-Type Td % » %
Frv I LET,
EE VLAN E— FERIERALEE A

Tunnel-Private-Group-1d 81 54+ 3Iv 27 VLAN E—FBXUOLHY—F— FERICHERLE T,

VLAN 2R THFEXFEHE 213 “VLANxx”

xx IE VLANID 2% L £ 9,

722U, KHEO 1A T7T Y FOREN 0x00~0x1f OFEIE, Tag
ERLTVWADT, ZOEEE 27Ty NEL»SDED VLAN %
FLET, LHO 1 7Ty hOWNED 0x20 Dl EOBEIX, 5
»5 VLAN 2R L £9,

Fiz, ¥19F3Iv 2 VLANE—KRTIE, 2747 —va>rav
> F name TFE S N7z VLAN &R HEE SN 7z154, VLAN &
FRICHISY % VLAN ID Z2{#H L £9,

EE VLAN E— FRRIIFERLE T A,

K85 TUIALLANRT—RFBEITEATZEME (TD 3 Access-Challenge)

Bt Type {B Bkl
Reply-Message 18 T F A FILFF
T2 LINAT — FERETER T % X v — Y % Reply-Message
FREMEICERLET,
State 24 T8 A LINAT — RERRETERA Y 2 IRD Access-Request D
State fH& LCHEALE T,
# 8-6 RADIUS Accounting TlERY 2B 4R
Bt Type B A
User-Name 1 FAZEO L —FEFERMLE T,
NAS-IP-Address 4 NASOIP 7 RLAZBHLE T,
N=TNy 42T —=ADIP 7 RURARERE, L—T Ny
A2 T2—ADIP 7 RLVAZBMLET. &b, EFELLSMNIT—
NEBETHA VY T2—ADIP 7 FLAZEMLE T,
Service-Type 6 Framed(2)#&EL £ 7,
Calling-Station-1d 31 WARD MAC 7 FL A (/NXFASCIL “" KJD) 2F/ELET,

il : 00-12-e2-12-34-56
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8 Web SRELD#EER

174

Bl Type B HER

NAS-Identifier 32 EE VLAN E&— FEICFRIERARZ A L T 5 VLAN ID 2 #=
XFF|THRELET,
f5] : VLAN ID 100 ®#4& 100
¥4F3Iv 7 VLAN E—RBEUPLVAY—FE—RTIF, a>747
L—3>a< Y K hosthame CIEES N ZEBREZIHELE T,

Acct-Status-Type 40 0274 VBRI Start(l), B 2777 MERC Stop(2) 2 ML £ T,

Acct-Delay-Time 41 ARy MEERDPSRETHETICREE LB (B) 28HLE
ED

Acct-Session-I1d 44 Accounting Bz #5135 1D (071>, aZ77 MIBELTIE
ECMETY),

Acct-Authentic 45 I—HPREDKIICFRIES Nz»%/Rd RADIUS, Local DE¥5 5
PEEHLED,

Acct-Session-Time 46 as4%a s 7y e AETCORE () 2BHLET,

NAS-Port-Type 61 Virtual(5) 2 &%E L £ 79,

NAS-IPv6-Address 95 NASDIPv6 7 RUAZEHL T,

V=N 7425 T 2—ADIPv6 7 KL ARERIE, L—7\y
IJAVIT—ADIPVO 7 RLAZBIMLE T, B, LT
= NEBETAA VY T—ADIPV6 7 RLAZIBMLE T,
72720, IPv6 ) 7 a—ALT7 FLATEIET ABAIE, L—T 1y
TALFT2—ADIPV6 7 FLAREDEEIIPPDHST, HEA
VT —ADIPV6 Y T O—HLT FLAZEMLET.




86 FEITS—Xvt—Y

8 Web uu.\uIEG)ﬂgFuH

FEET T —EEICFRSNSRRIAEL T — X v =V RROEXZRDOKITITRLE T,

8-25 FREAIIS—XvtE—T

‘ IZ—&S
IS—AytE—UKX

RAET T —DOFEHEBRZRORITRLE T,

x8-7 REAIIS— Ay t—TYE&I5—HREERMINER

9 I5— —
IS—Xvt—YRS = & IS5 S
User ID or password is wrong. 11 Uy A—YFIDIMEESNTVEEA
Pl t t ID and . .
case CTICT Comect tser 12 an 12 B/AYA-¥IDHRLFEBLTCNET
password.
13 NAT = REPEESN TV, FLIIEE SN XFHN
RBBEET
14 074 »1—9 1D »AE Web 883 DB ICEHRS LTV
FHA
15 ISZA T — RAWE Web FREE DB ICBSRSN TV EEA
16 GET AV v RO"QUERY_STRING"# 21 XFK», &
723, 256 XFZBATWET
17 POST xV vy F®" CONTENT_LENGTH"#» 21 RiETH
%, F7:13340 #BATVET
18 074 2—FIDICHFRSNTVWEWEPEESNT
WY
20 NRAT = RICHAI SN TV AL ESBESNTVET
22 O —HEREAR T, ZRERADIRKRY 6 FHU 71 %275
7o, AT —RP—HLTWERATLE
RADIUS: Authentication reject. 31 RADIUS ¥ —/\% 5FBFEFF RIS (77 L RIETRE 72137
JRRAFr L) 2RELELL
RADIUS: No authentication 32 RADIUS ¥ =N\ 5E8EHF A 2 RETCEEHATLE (%
response. BYA L7, £7213 RADIUS = NOFREF SN TV
mVIREETY)
You cannot login by this machine. 33 RADIUS ICBRE SN TV BEREE% VLAN 7%, Web FR3ET
EEIN- VLAN TEH D EHA,
F/2lk, VLANA V¥ 72— RACHESNTVETA
34 RADIUS 883 A T, uuuﬁzﬁﬁﬁﬁiﬁfa\ SEUTA V%o
7-BEIZ RADIUS 9 —\% 58RI LIS (77 B RIEE &
ET7 Ve RF v L Y) %Fg’fn LE L7
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8 Web

m.\uIEo)gﬁFuH

IS5—R4EEH

E7E VLAN £— FT, WERMERIN TV 2R A—
F) T ET Y DRETY

F7ziE, A—bPEE VLAN E—FELTHRESNTOE
HA

36

EE VLAN £— FTERE SN2 KR— b EINET 5 VLAN
7 suspend REEICZ > TVET,
F£721%, VLAN DA V¥ 72— RAHESNTLERA

41

Web 383t CREEEADHAD S, RixbI—HFToursA
YERDPHD T LT

7213, ¥4+ 3Iv 2 VLANE—FT, 27%% VLAN »
SEREFEAMAROT A Y ERPHV E LI

42

W Web 323E DB ICEE &7z VLAN ID 2%, Web 583
TEZESNZ VLAN TlEH D EHE A,

F71E, VLANA U T2 —RARXRESNTVLEEA

44

F—¥HAK T, IEEE802.1X & L < 1Z MAC FBiEIC & - C&Fi
B, EllEar 747 L—33>3a< > K mac-address
THAD MAC 7 R L AH MAC VLAN IZBHFEAD =D
FAECEEHA

45

WMARDPER S N TV AR A — D) v 7 ¥ oIk
ETT,

F721%, R—bPEE VLAN E—RH LLIBY A4 F3Iv T
VLAN E—RELTRESNTNEEA

46

FORERRAR— b 2 INET D VLAN 78 suspend JREEE 72 -
TWEJ,
F721%, VLANDA ¥ 72— RIIRESNTVERA

47

Web FRiEou 74 VBB RRINEEME 2B 7271258
iECEXFHATL

76

MAC 7 RL 2% MAC 7 RL AT — 7T BT B,
RKOPFREINTVAR=IPY 757 LT0ET,
Fold, R—FPEE VLAN E—RH LY A1 F3Iv o
VLAN E—RELTRESNTVWETA

77

MAC 7 FL 2% MAC 7 FL AT —T7IVICBHT 58, IX
A9 % VLAN 7 suspend JREEIC 2 > TV E T,

F7213, VLANDA V¥ 72— ARHESNTLERA

Sorry, you cannot login just now.

Please try again after a while.

37

RADIUS FBE&H DFEREZEKA® 256 fF 2 A TV E T,
BE, or/A BEeToTZE0

43

Web #83E, MAC 88iF, 7:13 [EEE802.1X s8itnu 71
VMW EBRRNESFN 2 BATT2OICRETEEHAT
L7z

48

FRAEIR A — b OFRALHIRE R 7 7o DICFRIE CE £
Aﬁ(bt
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8 Web SRIID#ESR

I =5 —
IS—XvE—INE 7_:_ & IS5 S
51 Oy VRO IP 7 RLADS MAC 7 KL AR R TE
FHATLE
52 Web #—\73, Web fBiEF—E > EBHETEFHATL
7z
53 Web REEOAHEL 7 —
(Web ¥ —1\%, Web fBiET—EIcu 71 VY ERZES
FHATLR)
54 Web FREEO AL T —
(Web 3 —=1\75, Web fBiETF—E 25 I0E%2Z 15
NEEATLR)
The system error occurred. 61 Web RFEOHEBL T —
Please contact the system (POST AV v FO" CONTENT_LENGTH"ZHUE T& %
administrator. HATLR)
62 Web RFEOWEHLT T —
(POST/GET TRIUFE-72/3F A—=%12" & A 2L L
BENTVWELR)
63 Web REEOHEBL 7 —
(Web ¥ —=NTHADIP 7 RUANPEETEELATL
72)
64 RADIUS B & Accounting N7 7 L AN TEEHAT
L7-GRAERER E 2D £ 9)
A fatal error occurred. 65 Web ZRFEONHLT T —
Please inform the system (FIEEIC 256 % #8 2 7= RADIUS NOFRIFER S E F L
administrator. 72)
72 MAC VLAN ICERREL7- MAC 7 RLAZBHRTEEEA
TL7
73 MAC VLAN 70 & F35Ef#RR 9 5 MAC 7 R L X% HIRR T &
FHATLE
74 MAC 7 RL 2% MAC 7 RLAT—7IICEET HHEIC
II—DRELELE
75 MAC 7 RLRAF =75 MAC 7 R L 2% HIbT 2
LI —PRRELELL
Sorry, you cannot logout just now. 81 ur7y MERENTWHRDIP 7 FLAA»S MAC 7 R L
Please try again after a while. AZBRTEEHATLL
The client PC is not authenticated. 82 U774 YENTVURVEERASOT T 7Y NERTT

IS —BSIEORUGE

e Ix~2x: ELWaA—FID ENXAT—RFTHEO A VIBERZIT->TL S,

+ 3x : RADIUS OREZREL TL2E W,

e Ax : Web BBiFna> 74 7V —>ay, BLUHE Web 523 DB OFREZ RE L TL 72 &0,
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8 Web SRELD#EER

e SXx i HBEO A VIEEEITo TSV, BUARA vy —IUDRREINIGHEIE, EFa<v R
restart web-authentication © Web §RiE 2 HiEH L T 2 &0,

e 6x~7x B I~ K restart web-authentication T Web §2iE 2 HiEH L T 7280,
¢ 8x:IHEUITY MEEEIToO TS,
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8.7 Web SREIEEANE X BEEE

Web Bl AT 2074 VEERT S 7Y MNEEZ E, Web 75 7 HICERT 2EEIER (DI, Web
FAEEE S OET) 1, EAIY Y RTCANEBRI SN TEET, ZOEHIY Y RTCHELLT A L
7 MI)ETRIC, WISRIEEDOT 7 A VBB 7258, %5875 Web FRiIEHREBE MR T, 72, K
RS 77 AN gif 77 ANREDEBRT 7 A VLRIBICERTEE T, 2720, BEFIEET 7
ANDFAXF 2y 72T 2TV, 774 LVORNBRXF v 7 LETADT, BRI BEHEREZIT>TH,S
HTML 7 7 A VRERE 7 7 A L EBHF L TL S0,

ANBZAHZENTELEHEZRIINLET,

[ANE X W] HE 7% BTH ]
s YA VHEEH
e TUZ7 7 MNETHE
s UJA VRIHEE
o OJA VKRR E
s UF 7 bETEIE
s U7 NEMEE
+ Reply-Message Z/RNEH

]
H

2B, B L7z Web FREEEEIZERA I~ > RTHIRTEEd. HIfkL7zH &I, 77 1)L D Web &3
HEHICED £,

F/z, [R8-7 LTI —RAvE—Y &I —FEEHMNEE] IIRITRIELT — A vt —Tb ANEZ
HENTEET,

E51Z, Web 797 HDOBRICAVICERT A7 A 2 (faviconico) B ANEZ AT EATEET,
%77’()1/@::#%5 i |—93 Web 82 Fon ﬁﬁfﬁjﬁagl“cﬂ %%%ﬁﬁ L < 72E Y,

778, Web FBEEOZFFICIRIINT LD RRMAEE 154, BHRULEHESTERENTIZT 7 L
NEEFAFRENET, CD&X, EHAIT < N show web-authentication html-files T Web FREFHE
BRBEHREZIRT S E, BESEIILEZPOEIDIICERENLZEFHDET,

o Web FREEEmEZSFIC [Ctrl] + [C] F—%2FL T, BEKNICAEZ PSS -456

« telnetEHTI >V —Licur 1 L, Web iREEEEEHRHIC telnet 73 5 2> OBER T S 1 7235

AN
=

Web FRAEEHE OEFHICHEPE X 725613, BE Web SEEEZER L T 230,
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8-8 Web IJIL\DIE{%% H%o) %EIz

(1) fgEEDHEF

(2)

fERE & DHAFIZOWVTIE, [5.2 LAV 2RIEEMEEEE OHFICOWVWT] 2SR L TS0,

ARKE NN RDIGRE CIFFR T 2RE(CDWLT
FEBORTFICIETOF I H N0 — ¥ 2 EELLVTL B E N,

RKEE ﬁﬁ;'{&:@FEEJ@’fi%J: 3, VATV MHMEKRDOMAC 7 RLAREZHZ 5230 (Fuxrs¥—
/\%311/ W;t) SIEIE L7258, Web BIANEEHZ 5N/ MAC 7 R L A ZERIEMALR S 23 LT
LEDTDICHET EDER &ﬁ"(%iﬁh

F7z, REBEOR IR — FEEEEOEV HUB S8R LAN 286 L, ThIZEHRD PC PRI N
TWaHE, RIEFEA TR T PCRLTHEENITETLEVIITOTERPLETT,

X 8-26 FKEEIHAKBEDER

REE WebFBEEAENF)

JL— 3 BERED EEHRLAN
A A

(3) OAN EDHEICDOWVT

180

Web 8REEId OAN EHFETEF 9, EE VLAN E— FBLU¥ 15 3Iv 7 VLAN £— FPEM%H
a, WIRIFEPHV £,

o REBORINRAR— M2 AX-Config-Master 25t L, Web FBil2{Th 3 ICARZEB THA L7215
&, 2> 747V —3 33w R web-authentication web-port © OAN 2¥MER Y % https K—
b (832, 9698) ZIEET HMENHD L9,

o FRRENRA— Mic AX-Config-Master 2t L, Web k%2 iTb T ICAREBOIRICHER S N/-EE
ZEHET 56, WORKIIRTEIICTZ7EAVANTOANDMERT S IP /Sy M2 EESEHH
EMBETT,



(4)

(5)

(6)

(7)

8-27 OAN &DH%EF

OANE I R iEE OANE I REE
.. EEEHEEE

AX-Config-Master A%
FRLTWA A\ yy hE | 4
BESE5=HD —1
TOERA)R EIEE

WebZREE & OANA ER{E

I REEHRA—

S S
AX-Config-Master  WebiREFiH=K

VLAN #EEENFEICE) U oI5 E DENE

EA I~ > N restart vlan T VLAN $EESHELE L7256, Web iRiEIXERIE2 R LW T, FRiESh
EICEBSZ LET, 27750, RDABDZ VRS, BRICKREPHED» S0, BRESTTITA2ETCORRE
BEATELELBZVETH, BEIZT LIBETEBENTZET,

Web SREE 7075 AV BEE LGS

Web F2iET— € U HELE L 5E, BAEFOLI—FINTORAISBREINE T, DB, HEHE
ICIHRD S FH THERILZ/T>o T30,

DHCP #—=/1\D IP 7 RL R 1) — ABFRREIC DV T

FRREN SRR ICEREALRT IP 7 N L 2% DHCP ¥ — N\ 59 245&, DHCP ¥ —/\O P 7 LA —2
Rz TEHRTESREL TLZE

B, WE DHCP H—NICBE LTI, 10MP5HEETEEIAN, NSWEZREL, Lrb, RiE1—
PEDPZNEEICEEBICARPEPVETOT, REIELTY —ARBORELZEE LTS,

L #>—E— RTOEREEFOSREEE VLAN (CDWT

LAY —F—RT, BIAFEHOWHEDP SR FAOL—Y D Tur o Vil (FERE) 217> CE
RXIh & 75 - 72BE, RADIUS —1\»563% 561 7T< % VLAN ID %7213 Web 2 DB ICSBE S N/-
VLANID CEESH-> T, T TIRAESN TS VLANPSEEIIHD A

0 — 7 VERREA KD E S RADIUS FREAROBZE B RIRIC, SAICESRERTN & 7% > e TINE L7123
it VLAN 256 OEFEIZITVE R A
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8.9 SSL EHHE DEMA

8.9.1 HTTPSIC&BO71> -0O779K

Web fRitou 74 V#BES L0 77 MEMEOBE 2 MED» S5F 5701, HTTPS PERATEEI,
Web FEETIE, ABEZ Y —NICRILTAAROREAXZEHA LT, KEEICEES N7 SSL £
“/“:L—)M:J:o’(*f—/\uiEEH%tﬁ’é%@ﬁﬁb’(i@n’i’ﬁ SLLET, 4B, DIRNSSL ERESNTWH
&, TLS® &AET . SSLOEEZROKITRLE T,

8-28 SSL MENE
AR

Cl sum

=5 -~
EEE4HrILT—2 3y o ;
H—\EEHE i
N |
ZITWOAEET |g E
SEOFEEHERT 2 H— B ERE N
HERERS BERTES
'“ ® ESiE Ll BB AL "'“ &
stiEg s
 RBERCTEESLINET—ADESE

074 YBEPT 7Y MMEICHTTPS 2[R 5, 2y b T =7 Z@iBRd 5/87 v PSS {ban
9o HTTPS ZfHR L7-AREE LiiKRE D Web 8BiEDBE 2 ROKITIRLE T,

8-29 HTTPS %1%% lJTCZK%E(‘:ﬁ#‘ﬁ;EFEﬁO) Web ulh\n[E@)E{l:l

REE
e, W .
B NT EBEAT
USRS 1= \
ZhEE 054 VER$EREH

R BI7 Y FERERE

*y kT—7 l
D WebH—/\

= T N

C H—/\GEAE
HTTPSZfEAL T J *Mﬁﬁz-
a4 VER/057Y FER FRICASL I E

(L) TR DR

SSL 29 51287z > Ti&, AREICY —/\iEHE, WER, BXUHH CAEREZERT 2 LED
HVET, &b, THBHEARIE, 774 OY— ) GEAZHEWMERPERSNTVWET Y, EROERIC
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8 Web SRIID#ES

Yoo Tid, FIAREICR >0 —/ViEAE, WES, BLUHM CAEHAEZ NI ER L TAEE

LT &Y (PR CATFAZER, THEHEEICIEERINTVLERA),

8.9.2 HR— MMk
ABEY A~ 1T SSL OERERORICRLET,

# 8-8 SSL HAR— Miig

%

=

P RE HR—b
SSL/TLS N—Y 3 » TLS 1.0 O
TLS 1.1 O
TLS 1.2 O
s 21— b TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 O
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 O
TLS_RSA_WITH_AES_256_GCM_SHA384 X
TLS_RSA_WITH_AES_128_GCM_SHA256 X
TLS_RSA_WITH_AES_256_CBC_SHA O
TLS_RSA_WITH_AES_128_CBC_SHA O
TLS_RSA_WITH_3DES_EDE_CBC_SHA O
TLS_RSA_WITH_RC4_128_SHA O
BORETTIE RSA (1024~4096 £ v I) O
Ay —VFiEa—F SHA-256, SHA-384, SHA-512, SHA-1 O

(B O:¥B—=+rF2 x:HK-bLuL

%P, EREEAIEIE RSA 2048 By &, A vt —VEREET— Fid SHA-256 ##R L £ 7,

8.9.3 EH7VO—
HTTPS (SSLiEfE) %#EMT 51047 > T, ROFIRICH-> TIEELT ZE0,

1.PC TH—/\SIBAE L 8 ZET .

2.MC Zf#HR, F/(EERIY> Ksftp, scp (ko> T, H—/\GIAESERELRRBEICEHET 3,
3. H— /NGB L REAKEICERT D,

4.Web SRilZ BiCENT %,
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Web EREEMDELTE & B

Web #BiElX, Web 79 ¥ 2 W CERIES N/c 21— I VLAN AND 7
7Y AHHEZITOMKEETT ., COETIE Web FRIEOARL— 3 VIZDW0
THALE T,

1l
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9 Web

9.1

FRELDERE & EM

aA>J747L—>3>

9.1.1

& 9-1

aA>7«147L—3>av>R—8

Web D> 74/ L—aravy R—EERORIRLET,

d>7«47L—>3a>av > R—E&

av > RE

A

aaa accounting web-authentication
default start-stop group radius

THIVT 4 T —NOFERFEZ LET,

aaa authentication web-authentication

default group radius

RADIUS ¥ —NOfFERHHEZ LE T,

web-authentication auto-logout

MAC7 RLAEEBIL—-I7 7 MIX2BEH O 77T MEREZERE L
£9,

web-authentication ip address

EE VLAN £— FEB L UY 17+ I v 7 VLAN £— FEO Web
MERIPTFLAZEELE T,

web-authentication jump-url

FUERINR, WK ST /A9 B URL 2fEELE T,

web-authentication logging enable

UM R L BET 7O syslog B —NANOHENERBLET

web-authentication logout ping tos-
windows

EREE AW AR 5IBH S N5 %% ping @ TOSEZIEELE I,

web-authentication logout ping ttl

FRALTE AR S E N Bk ping O TTLEZEEL 9,

web-authentication logout polling
count

BNy MIOWHS B ISEDPED > 2 EOEXT 2EH /v O
HAEHEEELE I,

web-authentication logout polling
enable

RELE AR OB BRI 2 M EREE AT LE T,

web-authentication logout polling
interval

PSR CHER I 2B/ v + (ARP) DX R 28 L &
EE

web-authentication logout polling
retry-interval

B/ STy MO 2IBEPBENEEICERT 2R/ YT Y F 0K
FEZIEELE T,

web-authentication max-timer

Web RBRED AR ZTEE L £ 9,

web-authentication max-user

Web ZBiETCH 1+ 3 v o VLAN E= FBLULH Y —E— FORIC
RIETE 2RI EIEELE T,

web-authentication port

EE VLAN €= FBEU¥ A5 I v o VLAN £— FORRIENRE %
BRI ELET,

web-authentication redirect enable

URL YA L7 MEREZBRICLET,

web-authentication redirect-mode

URL YA L7 M, WRICRRT 074 VBEOa b
(http F7z13 https) 2fEEL 9.

web-authentication ssl connection-
timeout

SSLtvya B DS A LT Y MEZRELE T,
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9 Web SREEMDERTE &EH

v REZ A
web-authentication static-vlan max- EE VLAN E— R CRRIECE S 1Y HEEELE T,
user
web-authentication system-auth- Web g8tz BEMICLE T,
control
web-authentication vlan LAY —E—FT, WebFRETYIDEZ 25§ 2 0B X RO
VLAN Z48E L £ 9,
web-authentication web-port Web ¥ —NADT7 7t ZAR— bESZEMLIHEIBELE T,

9.1.2 BEEVLAN ®E—ROI>T717L—>3>

(1) O—=NLFEARNOERNGRE
O— A VAR EMAT 5 ECORRN LBEERORITRLET.

9-1 B VLAN T—ROO—HILEREIATNDEARER

DNSH—/\
10.0.0.1

RELRICT IV ERATES

SAERDHOPH— /3
10.0.0. 100
1111 - .
s | WebZRFEZRAIP7 FLX
#EE * 10,10, 10,1
1/1/4
e
HUB
VLAN 10

192.168.10. 254/24

SHEBDHCPH—/RI2 & B
IP7 FLRE&

(a) EREEAR— MOFRE

[REDHA > N
Web BIECHRAT 5%~ b #RELET.

[O7 > RICKBERE]

1. (config)¥# vlan 10

(config-vlan)ff state active
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9 Web SREEMDERTE &EH

(b)

(c)

(d)

188

(config-vlan)t exit

2.(config)#f interface gigabitethernet 1/1/4

(config—if)i#t switchport mode access

(config-if)#f switchport access vlan 10

(config-if)# web-authentication port

(config-if)# exit

FRAEEITOWMEDPER SN TSR —MIVLANID & Web FBiEZFHELE I,
3.(config)# interface gigabitethernet 1/1/11

(config-if)# switchport mode access

(config-if)#f switchport access vlan 10

(config-if)# exit

RMARBICT VAT 22 NT—UD L3 AA v FAREFRTHIR—FE2EELET,

VLAN 12971 —RICIP7 RLRZEE

EREDRT > K]
Web ZREETHRYT 2 VLANIZIP 7 FLAZRELE T,

[O7 > RICKBERE]

1. (config)}f interface vlan 10
(config-if)# ip address 192,168, 10.254 255, 255, 255, 0
(config-if)# exit
Web 8iE AT S VLANID 10ICIP 7 RL AR ELE T,

SELER IPv4 7 7 XA X NDEE

[BREDRA > K]

FRRERTRRE DI R 5 REB DI DBE ZFF A I et HH [Pv4 772 AV X h %
[O7 > RICKBERE]
1. (config)#f ip access-List extended 100

(config—ext-nacl)}f permit udp any any eq bootps

(config-ext-nacl)#f permit udp any any eq domain

(config-ext-nacl)# exit

(config)ff interface gigabitethernet 1/1/4

(config-if)# authentication ip access—group 100

(config-if)# authentication arp-relay

(config-if)# exit

BELET,

EREERT DM AR D & DHCP /37w & DNS B —N\ADT 7t A% FFR[ 9 58 EH IPv4d 7 7 XY
APZRELE T, 5612, ARP /YTy F2ERRBEOIRICEESE S L DICRELE T,

Web SREEDERTE

[EBREDRAT > K]
WebEFDa> 74 7L —a>ya<v Yy ReHRELT Web BRiE2EICLET,

[O7 > RICKBERE]



1. (config)# web-authentication ip address 10.10.10.1
Web nuuﬁgﬁﬁw P 7 ]\ LA (IPV4 7 P]/7\) %4)‘1‘:—'—-Li—§—o

2. (config)# web-authentication system-auth-control

Web BAEZEBLE T,

(2) RADIUS FBEEAINDERHIRERE
RADIUS AR & HAT 5 L CORRNZBELRORITRLES
9-2 EE VLAN £— R RADIUS SBEESHDEAHER

RADIUSH—/X
10.0.0. 200

L3R4 v F | |SEEEEEE

S+EBDHCPH— /3

10.0.0. 100
i 1/1/11 o
=
= 1/1/4
e
HUB
VLAN 10

192.168. 10. 254/24

(a) EREEAR—MORE

EREDRA > N
Web SRECHEAT 2R - b ERELE T,

[Ov > RICKBERE]
1. (config)#t vlan 10
(config-vlan)ff state active
(config-vlan)ff exit
2.(config)t interface gigabitethernet 1/1/4
(config-if)#f switchport mode access
(config-if)#f switchport access vlan 10
(config-if)# web-authentication port
(config-if)#f exit
RAEZITOWMARDPER SN TSR — M VLAN ID & Web FRiE% 3

9 Web F3EEDER

| WebRIEFMIPY KL

10.10.10. 1

SLERDHCPH—/NIZ & B
IP7 KLRETE

ibijo

EEER
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(b)

(@)

(d)

190

3.(config)#f interface gigabitethernet 1/1/11
(config—if)i#t switchport mode access
(config—if)# switchport access vlan 10
(config-if)# exit
RABICT VL AT 22 N T—VDIL3AA v FRERFRTHIR— M E2EELET,

VLAN 12971 —RICIP 7 RLRAZEE

[BEEDRA > N
Web ZREETHAYT 2 VLANIZIP 7 FLAZRELE T,

[O7 > RICKBERE]

1. (config)}f interface vlan 10
(config-if)# ip address 192.168.10.254 255, 255, 255. 0
(config-if)# exit
Web BiE AT S VLANID 10ICIP 7 RL A2 ELE T,

SREEERA IPv4 7 7 RAU X NDEE

BREDRAT > N]
RRERTRRE DI R 5 REBE DI DBE 2RI § S50t IPv4 7T 7L AU A M ZRELE T,
[O7 > RICKBETE]
1.(config)#f ip access—Llist extended 100
(config—ext-nacl)}f permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nac)# exit
(config)ff interface gigabitethernet 1/1/4
(config-if)# authentication ip access—group 100
(config—if)}#f authentication arp-relay
(config-if)# exit
EREFRTOWHR A 5 DHCP /8% v b & DNS U —NNAD 7 7 A %2 #H 0] 3 2ERiFEA [Pvd 7 71 A Y
ArEBRELET. 51T, ARP X7y b2 AEBONBICERSEL LI ITHELE T,

Web SBEIDERE

EZU S SAN

WebiFn a7 4 7L —Y3»av Y K% LT Web fRiE2BMICLET,

B
i

[O7 > RICKBERE]

1. (config)lf web-authentication ip address 10.10.10.1
Web FRFHEADIP 7 FLA (IPv4 7 FLR) Z2HELET,

2.(config)# aaa authentication web-authentication default group radius
(config)# radius-server host 10.0.0.200 key "webauth”
I —HEREE%E RADIUS 4 —=NT{T572DD P 7 R L A& RADIUS #ARELE T,

3. (config)# web-authentication system-auth-control



Web ALz E# L %9,

9 Web WL\DIEO)EI Em

(3) RADIUS FREE5 T + Ak DHCP # —/\fERF DERE
RADIUS FB3E /A 7 & 4% BH DHCP  — N2 T 5 L TOEANZHERERORISRLE T,

9-3 EZE VLAN £— R RADIUS 535EA R + gk DHCP H# —/NOEARER

RADIUS 4 —/
10.0.0. 200
v ¥ |[e=EEgEee
LBRA v F
g U700 ol WeDBIEHEMIPT KL X
.............................. 10.10.10.1
DGRy — 3 | 1/1/4
& VLAN 10
192. 168. 10. 254/24
HUB
PIRDHCP4 —/ 312 & %
Py rLaBE
PC1 PC2
(@) FRELAR—bDFRE
BEEDRA > M
Web SBRECHAT 2R - b ERELE T,

[Ov > RICKBEHRE]

1. (config)# interface gigabitethernet 1/1/4

(config-if)# switchport mode access
(config-if)#t switchport access vlan 10
(config-if)#f web-authentication port
(config-if)# exit

FREZITOWMARPER SN TSR — MIVLANID & Web 82 REL £,

2.(config)ff interface gigabitethernet 1/1/11

(config-if)# switchport mode access
(config-if)#t switchport access vlan 10
(config—if)# exit

AR I

FTIYATEEY N T—TDL3AA v FR2EBERT AR E2EELE T,
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(b) VLIANT>9T7x—RICIP7RLRAZEE

EREDRA > K
Web ZBiETHYT 2 VLANIKIP 7 FLAZBRELE T,

[O7> RICKBEERE]
1. (config)# interface vlan 10
(config-if)#f ip address 192.168. 10. 254 255, 255, 255. 0

(config-if)# exit
Web #R3EC{ERHd A VLANID 10ICIP 7P RLAZFHELE T,

(c) SREIFAIPvA 77 tERXNDEE

BREDRT > N
FRRERTIREB DN R D 5 AREBE DN EFANDBFE 2T T HRAEHIPVA 7T 7 LAV A M ERELE T,

[Ov > RICKBETFE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10. 254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255. 255,255 eq bootps
(config—ext-nacl)}f permit udp any any eq domain
(config-ext-nacl)# exit
(config)#f interface gigabitethernet 1/1/4
(config—if)#f authentication ip access—group 100
(config-if)# authentication arp-relay
(config-if)# exit
FREERT DR 5 ARZEBEWN DHCP % —/3[iF @ DHCP /¥ v » & DNS % —N\AD 7 7 & X % FFA]
THRMERIPVAT 7R RAV A M ERELET. 515, ARP Yy b2 RBEBEONRICEESE S
EOBELET,

(d) Web nlL.\uIEG)URE-‘:_

[EBREDRT > N
WebBiFD a7 4 7L —a>yavy REHRELT Web BRiE2EMICLE T,
[Ov > RICKBEERE]
1. (config)# web-authentication ip address 10.10.10.1
Web ZBiEEHOIP 7 RFL A (IPvA 7 RLR) ZBRELET,
2.(config)#f aaa authentication web-authentication default group radius

(config)ff radius-server host 10.0.0.200 key "webauth”
I —H5RiE% RADIUS U —NNTITH 720D P 7 KL A& RADIUS 2R ELE T,

3. (config)#f web-authentication system—auth-control

Web FBREZEE L 9
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913 14+XIvyZ7VIANE—ROO>7«47L—>3>

(1) O—HLREAANOESRNLRERE

o— ﬁ)bmﬁﬁtéﬁiﬂﬁé@@;@wm& REZMOKIIINLET, B, WRDOIP 7 RL AL,
iz& EBEWN DHCP H— /\ﬁ‘%ﬁﬂﬁ‘ﬁb, EREER I ES DHCP U — 1\ oA L F 7,

=113
[52

!
EE

3512, 8% B VLAN & E83E% VLAN BO@EFE 2Bk 574 LY 2R ELE T,

®9-4 91+3Xv7 VLAN E—ROO—-HILFEEAROERIERR

REIEICT O ERTES
Y bT—2

REAN=FT I ERTES
*y k7—=2

%*“I&DHCP'U'—/\
(FREEHVLANFR) TLAN 5000
192 168.50. 100
VLAN 100> TN TF—bozA
TIAN TR IA 192.168. 50. 1
192'168101 oDoDo@@a@oy OoDo@oD@@oc)
e r—— A R—
AEE 111 i 1/1/9 1/1/10 1
| RHDHCY—0 | e T L 7rean—
% : y
VAN 10 — T —\______ tTTepeeeees FrmmTmmme e VLAN 50
(SREERTVLAN) (REEHVLAN)
192.168.10. 254/24 192. 168. 50. 254/24
| AL YF I

o+ DHCPH—/NIZK BIP7 FLREEE

(a) FREER—bOFRE

EXEDRT > N]
Web FBiETHAT AR E2RELE T,
[OY > RICKBERE]
1. (config)# interface gigabitethernet 1/1/4
(config-if)#t switchport mode mac-vlan
(config-if)#f switchport mac native vlan 10
(config-if)# web-authentication port
(config-if)f exit
LR ITOWMASER SN TV AR— NI MAC VLAN & Web fRiE#8RE L £,
2.(config)# interface range gigabitethernet 1/1/9-10

(config-if-range)#f switchport mode access

(config-if-range)#f switchport access vlan 50
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(config—if-range)f exit
RAERICT VAT ARy NT—=TDR—r2HBELET T,

(b) VLIANT1>97x—RICIP7RLAZHE

(@)

REDRA > K]

EREFRT VLAN B X U'888F % VLANICIP 7 FL AZ2BELE T,

[O7 > RICKBERE]

1. (config)ff interface vlan 10

(config-if)# ip address 192,168, 10.254 255, 255, 255, 0
(config-if)# exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255, 255, 255. 0
(config-if)# exit

FREERT VLAN &F%iE#% VLAN IZE IP 7 L AZH/RELE T,

SREEERA IPv4 7 7 RAU X NDEE

EREDRA > M

FRALRTRRE DR D 5 KRB D IR DBE 2 FF A T S HEM [Pv4 7 7 AU A Z2RELE T,

[O7 > RICKBERE]

1.(config)#f ip access—Llist extended 100

(config-ext-nacl)#f permit udp host 0.0.0.0 host 192.168. 10. 254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255. 255,255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1

(config—ext-nacl)ff exit

(config)# interface gigabitethernet 1/1/4

(config—if)}#f authentication ip access—group 100

(config-if)# authentication arp-relay

(config-if)if exit

FRRERT DR HARZEBEN DHCP ¥ —/\[ait o DHCP /37w s & VLANIO DT 7 # )L b7 — b
x4 (IP7 KLA192.168.10.1) "OT7 7t A%FFA[ 9 HFB5EHH [Pv4 7 7 AU X M EFE L
£9, 5IZ, ARP/Sry b RBEBEDOHFICEHESE LI OBRELE T,

(d) VLANBD@fEZZELT S

194

[BREDRT > M

FORERT VLAN E583ER VLAN B O@EF 2R o8EZ LE T,

[Ov > RICKBETFE]

1. (config)}f ip access—list extended 110

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10. 254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255. 255,255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192, 168.10.0 0.0. 0. 255
(config-ext-nacl)# deny ip any any
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(config-ext-nacl)# exit
(config)# interface vlan 10
(config-if)#f ip access—group 110 in
(config-if)# exit
2.(config)# ip access-list extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)ff permit udp host 0.0.0.0 host 255.255.255. 255 eq bootps
(config-ext-nacl)#f permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)ff permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)ff interface vlan 50
(config-if)# ip access—-group 150 in
(config-if)H exit
EREERT VLAN &E8iE#% VLAN B CEFE SRV EIICHEL 7.

(e) Web EREEDERTE
[EBREDRAT > K]
WebBiFD I 74 7L —ayavy REHRELT Web BRiE2EMICLE T,
[O7 > RICKBERE]
1. (config)# web-authentication ip address 10.10.10.1
Web ZiEEADOIP 7 RFLA (IPv4 7 RLR) Z2HELET,

2. (config)# web-authentication system—auth-control
Web ZBiE=EE L £9,
(2) RADIUS SBEEA X DEARNEERTE

RADIUS SR AR = HHT 2BOBEARNZHRELZIROKIIRLET, &8, WADOIP 7 RL R
IEARZEBN DHCP =N\ 5 EMm L, FWIERIIIE DHCP Y — N\ 5 EHA L £,

[S21
b= {1113
B
=
=

ol

E 512, FREERT VLAN &#%iE% VLAN OB EEZRIET 57 VY ERELET.
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®9-5 &1+ Xv7 VLAN E— KD RADIUS SBiEAXNDEXIER

FRELRTIC 7V 2R TED
*ry bT—25

REFEICT O ERTED
Y kT—%

) SLERDHCPH—/ X
RADIUS#—/X (FREE%VLANE)
192.168. 10. 200 192.168. 50. 100 VLAN 50
VLAN 100 FIAILRF— oA
FIANRF— YA 192. 168. 50. 1
192.168.10.1 T BEsssse
4 [ — T RN
/ l N
KB 1/1/1 1/1/2! 11/1/9 vvmi
RIEEDHCPH— /8 | ! P! ? | e
\ ) —
VLAN 10 ——T—=_ Diinints Iniinini> Attt VLAN 50
(RETHTVLAN) (FREL#£VLAN)
192.168. 10. 254/24 192.168. 50. 254/24
I AAYTF I

(a) EREEAR— MORE

BEEDRA > N
Web SBiECHEAT 2R - b ERELE T,

[O7 > RICKBERE]
1. (config)#f interface gigabitethernet 1/1/4

(config-if)# switchport mode mac-vlan

(config-if)# switchport mac native vlan 10

(config—if)# web-authentication port

(config-if)# exit

FAEZTHOWMADPER SN T VAR — M MAC VLAN & Web
2.(config)ff interface range gigabitethernet 1/1/9-10

DLDE%

(config—if-range)lf switchport mode access
(config-if-range)#f switchport access vlan 50
(config—if-range)#t exit

SEFRICT VAT ARy NI =T DOR—-EEELET,
(b) VLANA>9T7x—RICIP7RLRAEHRE

[BEEDRA > N

FURERT VLAN B L URRfE% VLANICIP 7 FLAZRELE T,

[O7 > RICKBEETE]
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RELET,
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1. (config)# interface vlan 10
(config-if)# ip address 192.168. 10.254 255255, 255. 0
(config-if)ff exit
(config)$ interface vlan 50
(config-if)ft ip address 192.168.50.254 255.255.255.0
(config-if)#f exit
FoREAT VLAN EF8RE#% VLAN IZEIP 7 RV AERRELZ T,

(c) SREIFAIPVA 77 ER)XNDERE

[BEEDRA > N
FRERTIRRE DR D & AEB DN DBE 2 FFAI § SR EM [Pv4 7 7B AV A b ZHREL X T,
[O7 > RICKBRE]
1. (config)¥ ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255,255,255 eq bootps
(config-ext-nacl)#f permit ip host 192,168.10.0 host 192, 168.10.1
(config-ext-nacl)# exit
(config)# interface gigabitethernet 1/1/4
(config-if)#f authentication ip access—group 100
(config-if)# authentication arp-relay
(config-if)#f exit
FREERT DR D H AREBEN DHCP —N\[iF o DHCP /Sy & VLAN 1 OF 74 )L b —1b+ v x

4 (IP7 RLZ192.168.10.1) "OF7 7 A%ZFHFA T 2RAHFEAIPvA 77XV A M ERELE T,
E51Z, ARP Ny N EAREBONICEESHELLHOBRELET,

(d) VLAN BD@EZRLET S

EREDRT > N]
F0REHT VLAN & 38iE% VLAN BO@EFE 22 IEd2FEZ LE T,

[O7 > RICKBERE]

1. (config)¥ ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255,255,255 eq bootps
(config-ext-nacl)#f permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 10
(config-if)#t ip access—group 110 in
(config-if)#f exit

2. (config)# ip access-Llist extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255.255.255. 255 eq bootps
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(config—ext-nacl)#f permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192, 168.50.0 0.0, 0. 255
(config—ext-nacl)}f deny ip any any

(config-ext-nacl)# exit

(config)#f interface vlan 50

(config-if)#f ip access—group 150 in

(config-if)# exit

FURERT VLAN & 3%5F% VLAN M CEESE LWL ITRELE T,

(€) Web FREEDEERTE
[EBREDRT > N
WebERiFD 2> 74 7L —23>av Yy REHELT Web RiE2E3NCLET,
[O7> RICKBEERE]
1. (config)#f web-authentication ip address 10.10.10.1
Web ZZiEEHOIP 7 KL A (IPvA 7 RLR) Z2BELET,

2.(config)#f aaa authentication web-authentication default group radius
(config)ff radius-server host 192.168.10.200 key "webauth”
I —HERiE% RADIUS U —NNTITH 720D P 7 KL A& RADIUS %2R EL T,

3. (config)#f web—-authentication system-auth-control
Web fRiEEHEH LE T,

(3) RADIUS 5835 + SR5ERT (CS4EB DHCP 5 —/\fERIFDERE

RADIUS u.Eﬁ_t:T At DEHU% cl:Ul]L DE?& -, Tf{%}'{@ IP7FRLXA %%h%h@ﬂ%ﬁ DHCP ¥ —,372» Eﬁaﬁ
T AHEDOBREIRITRLUE T,

S 512, FWEERT VLAN EE8RE% VLAN RO@BFE2H1ET 57 4 LY ZREL T,

198



9 Web SREEMERTE &ERH

9-6 ¥17+3Xv 7 VLAN E£— KD RADIUS 883553 + 5488 DHCP H —/\fERF DR

RARICTIERTES
*y bT—=7

RELAN=FT IV ERTES
*y kT—=2

_ SMEBDHCPH—/%  #VEBDHCP+—/3
RADIUSH—/\  (cmspiVIANAD) — GGREE#VLANA)
VLAN 100 192.168.10. 200 192 168.10.100 192.168.50.100 | yi AN 500D
TIHIL T —bozA E TIHINESF—brozA
192.168.10. 1 : 192.168.50. 1
I |
2N PN A -
KiEE 1/1/1 1/1/2 1/1/31 Lo1/1/9 1/1/10 !
: ! r :
. 75 AR— b
1/1/4 :
\‘ [ A T ----- g
VLAN 10 VLAN 50
(SBEERTVLAN) | . | (FBEE£VLAN)
192.168. 10. 254/24 LeRA YT 192. 168. 50. 254/24
NI SLERDHCPH—/8I= & B

- - IP7 FLARE

PC1 PC2

(@) FREEIR— NDEE

EXEDRT > N]
Web B CHERAT AR —b2RELE I,

[O7 > RICKBETE]

1. (config)tf interface gigabitethernet 1/1/4
(config-if)#f switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if)#f exit
LR ITOWMADNER SN TSR — I MAC VLAN & Web SRiEZEREL £,

2. (config)# interface range gigabitethernet 1/1/9-10
(config-if-range)ff switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit
RABICT VL RAT By T =T DOKR— FEBELET .

(b) VLIANT>9T7x—RICIP7RLRAZHE

BEEDRA > N
FURERT VLAN B K URRFE% VLANICIP 7 FLAZRELE T,

[O7> RICKBETE]
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(©)

1. (config)# interface vlan 10

(config-if)# ip address 192.168. 10. 254 255, 255, 255, 0
(config-if)# exit

(config)# interface vlan 50

(config-if)}f ip address 192. 168.50. 254 255, 255, 255. 0
(config-if)# exit

EREFRT VLAN &388F % VLAN ICK P 7 RLAZHRELE T,
ERIIER IPv4 77 AU A NDERE

BREDRT > M

FRRERTIREB DN R D 5 AEBE DN EFADBFE 2 FF A T HREEHPVA 7T 7 LAV A M ERELE T,

[Ov > RICKBETFE]

1. (config)}f ip access—list extended 100

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255. 255,255 eq bootps
(config—ext-nacl)}f permit ip host 192,168.10.0 host 192, 168.10.1
(config-ext-nacl)# exit

(config)#f interface gigabitethernet 1/1/4

(config—if)}#f authentication ip access—group 100

(config-if)# authentication arp-relay

(config-if)# exit

FRERT DMK 594858 DHCP ¥ —/ @3 @ DHCP /¥ v b & VLAN 10 DF 7 4 )L b7 — b7z A

(IP7 RLZ192.168.10.1) "OF7 7t A% HFn I 2 LFEHIPvA 7 7t RV A M 2FRELE T, &
512, ARP Ny M REBEDONBICEESEHLIORELE T,

(d) VLAN BD@EZRLET S

200

[BEEDRA > N

#AERT VLAN EE8RER VLAN HO@EFE 2 F LT 28EZ LE T,

[OY > RICKBEEE]

1. (config)}f ip access-list extended 110

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config—ext-nacl)ff permit udp host 0.0.0.0 host 255, 255,255, 255 eq bootps
(config—ext-nacl)#f permit udp host 192.168.10.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192, 168.10.0 0.0, 0. 255
(config—ext-nacl)}f deny ip any any

(config-ext-nacl)# exit

(config)#f interface vlan 10

(config-if)#f ip access—group 110 in

(config-if)# exit

2.(config)# ip access-List extended 150

(config-ext-nacl)#f permit udp host 0.0.0.0 host 192.168.50. 100 eq bootps
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(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255, 255,255 eq bootps
(config-ext-nacl)#f permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)ff interface vlan 50

(config-if)# ip access—group 150 in

(config-if)#f exit

FREERT VLAN &F%iE% VLAN I CEBESE VR ICHELE T,

(e) Web EREEDERTE

[EREDRA > K]
WebEEiEn 2> 74 7L —23>avy RERELT Web 8BiE2E3ICLET,
[O7> RICEKBERTE]
1. (config)# web-authentication ip address 10.10.10.1
Web fZiEEADOIP 7 LA (IPv4 7 RLRA) 2F/ELET,
2.(config)}f aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key "webauth”
I—HEREEE RADIUS Y —NTiTH 720D P 7 KL A& RADIUS B2/ EL £ 9,

3. (config)# web-authentication system-auth-control

Web RHE# 8 L% 7,
914 LAY—FE—ROI>T7147L—>3>

(1) O—AILERAHBADERNLRERE

O—H VB AREERHT 2 L TCORERWZERELZIROKIIRLET. 28, WAk (PCl, PC2) OIP 7
FLZIX, WARAICERIERI & RERICFETYIDEZ A2 DELET,
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(a)

(b)

202

X 9-7 O—RILEEEATDBRHA]

SRERIIC 7V R TESHY—N ARICT O ERTERY—N

A | 1/1/] = m— P

#——— VLAN 50
(FBEE&VLAN)
192. 168. 50. 254/24

(FRREATVLAN)
192.168. 10. 254/24

—— FHITKBIPT FLREKE

%ﬁ%ﬁﬁﬁVLAN&%EnE&VLAN% HEL, TVLZAYRXMNDEREZ LD EI ,Web PILORERE LE
9. 7z, FOREET VLAN 2 5 13585E% VLAN I L CEE % n#Tb&L‘J:’), ZREEE VLAN 7 5 Z2EERT
VLAN 2% LT Web 77747‘&0)@&,71 F2HFAT BT LAY A NERELE T,

SREER— N DERE
EBREDRAT > N]
Web fREECHEAT 2R - 2RELE T,
[O7 > RICKBERE]
1. (config)# interface gigabitethernet 1/1/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-if)# exit
FRREZAT D W AR P HAE S LT B AR — MCEEEERT VLAN & 38EE#% VLAN 2 8E L £9,
2.(config)# interface gigabitethernet 1/1/9
(config—if)i#t switchport mode access
(config—if)# switchport access vlan 50
(config-if)# exit
RALRICER T A2 — N EHER T AR — MIFRHES VLAN 2H8E L £ 7,

VIAN 1 >9 7 —RICIP 7 RLRAZEE

[EBREDRT > N
EREFRT VLAN B XU % VLANICIP 7 FLAZHELE T,

[OY > RICKBEEE]

1. (config)ff interface vlan 10
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(config-if)# ip address 192,168, 10.254 255,255, 255, 0
(config-if)ft exit

(config)ff interface vlan 50

(config-if)# ip address 192, 168.50.254 255,255, 255, 0
(config-if)f exit

FREERT VLAN &F%iE#% VLANICEIP 7 FLAZHRELE T,

(@ 77tRIVRANDFRE

[BREDRA > K]
i VLAN EFREERT VLAN O7 VL ZA ) A b ERELE T
[OY > RICKBERE]
1. (config)# ip access-Llist extended 100
(config-ext-nacl)ff permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)ff interface vlan 10
(config-if)# ip access—-group 100 in
(config-if)H# exit
FURERT VLAN 70 5 13585F% VLAN IO L CGREZFFAILAZVWESI T 7RV A M E2RELE T,
2. (config)# ip access-Llist extended 150
(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq http
(config-ext-nacl)ff permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)ff interface vlan 50
(config-if)# ip access—-group 150 in
(config-if)# exit
FRRE#% VLAN 20 S 13 F85ERT VLAN ICH LT 7 7 XU A M EHRELE T,

(d) Web SBEIDERE
EREDRA > K]
WebEEEn 2> 74 7L — 323wy RERELT Web 8iE2ERICLET,
[Ov> RICKBETE]

1. (config)# web-authentication vlan 50

Web SRiFD#BiE% VLAN 28 €3 53074 7L —a A< RTVLANID #%ELE T,
2. (config)#f web—authentication system—auth—-control
Web ZBiE=EE L £9,

(2) O—AIEREES + A DHCP 5 —/\{ERFOER

0 — 77 )LEREE A U DHCP 4 —/ N2 {8 LT Web iR 2B L7 BROFRER %, ROBIIR L E 9,
B, mAR (PCl, PC2) OIP 7 NLRIE, AEENED DHCP ¥ — 1 HETEH DL THbDELET,
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X 9-8 O—7JLEREEAT + Ak DHCP fEREFDERLS]

FFARICTIERTES
*y kT—=7

ATV ERTES
*v kT—=7

FERIZCTOER

TEZH—N VLAN 500
Eg‘%1¢_F@ 4 = FIANRF— Rz A
TA) = 192. 168. 50. 1

192.168.10. 1
gEEEEEE" BEE°!

I, L '1 ----------- T T T,
! ! 1 \I
- /171 1/1/9  1/1/10 |
CREDHGPH <1 17 L i vhuxm—
e 1/1/4 I ,
1 L I
VLAN 10 ———————%  “soooeoooofoooooooo e A VLN 50
GREEAIVLAN) | T (BBEE#VLAN)
192.168. 10. 254/24 192.168. 50. 254/24
I AAYTF |
1 DHCPH—/RITLBIPF FLRE

ERRERT VLAN & #83E#% VLAN 28%E L, 771 XY X b, DHCP U —NDOHREZIT->7=H &1, Web
FRREE DB E’a’:bi@‘o ¥ 7z, FUEEHET VLAN 2 5 I135R5E% VLAN IS L CEEZFR LaWwk S, Rk
VLAN f)’ mquﬁU VLAN | ;(TL/T Web 77'7"72:@1_{n7t_ T’Eu?T@Fé?ﬁJGZUZI\’E %bij_

(a) EREEAR— NDERE
EREDRAT > N]
Web SBiETHAT A2R—FEFELE T,
[O7 > RICKBERE]
1. (config)# interface gigabitethernet 1/1/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-if)# exit
FRREZAT S W AR P HAE S LT B AR — MCEPEERT VLAN & 386E#% VLAN 2f8E L £9,
2.(config)#f interface range gigabitethernet 1/1/9-10
(config—if-range)it switchport mode access
(config—if-range)ff switchport access vlan 50
(config—if-range)# exit
RALRICER T A2 — N Z2HER T AR — MIFRHES VLAN 2 8E L £ 7,
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(b) VLIANT>9T7x—RICIP 7 RLRAZHE

EREDRT > M
FRRLAT VLAN B K UOFBE% VLANICIP 7 RL AR HRELE T,
[O7 > RICKBEE]
1. (config)f interface vlan 10
(config-if)ft ip address 192.168. 10.254 255.255.255.0
(config-if)#f exit
(config)# interface vlan 50
(config-if)lf ip address 192.168.50.254 255, 255.255.0
(config-if)if exit
FRRLAET VLAN & 8850 VLAN ICEIP 7 RLAA2RELE T,

(© 77EAURANDFRE

[EREDRT > N]
FoaE# VLAN EF8RERT VLAN O 7 72 XY A M 2B ELE T,
[O7 > RICKBEKRE]
1. (config)¥ ip access-list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192,168,10.0 0.0.0, 255
(config-ext-nacl)#f deny ip any any
(config-ext-nacl)# exit
(config)ff interface vlan 10
(config-if)#f ip access—group 100 in
(config-if)ft exit
FURERT VLAN 70 513583 % VLAN IO L CBEZHFIILAVWE S, 77EAV AL Z2HRELET,
2. (config)}# ip access-list extended 150
(config-ext-nacl)#f permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq http
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255. 255, 255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10. 254
(config-ext-nac)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50. 254
(config-ext-nacl)ff permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)ff interface vlan 50
(config-if)# ip access—-group 150 in
(config-if)f exit
FREE% VLAN 20 5 I 3583ERT VLAN ISR L, Web 757806 0BELZTHREZFAITL2LD, 77
TRV AMERELE T,
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(d) DHCP H#—/\DHE

EBREDRAT > N]

WA IP 7 RLUAZEAT 57:9H0 DHCP —NEZFHEL £ T,
[O7 > RICKBERE]
1. (config)# service dhcp vlan 10

(config)ff ip dhcp excluded-address 192,168, 10,1

(config)ff ip dhcp excluded-address 192, 168. 10. 254

(config)# ip dhcp pool POOL10

(dhcp-config)if network 192, 168.10.0/24

(dhcp-config)# lease 0 0 1

(dhcp-config)# default-router 192, 168.10. 1

(dhcp-config)lt exit

DHCP % —/NICE8RERT VLAN FHOREZ LE§ (ARFRIEI(EAT 2 IP 7 F L ADEHAZREL

To T7HNLIL—FDIP7 FLZ192.168.10.1 FELE7.)o
2.(config)# service dhcp vlan 50

(config)# ip dhcp excluded-address 192.168.50. 1

(config)ff ip dhcp excluded-address 192, 168, 50, 254

(config)ff ip dhcp pool POOL50

(dhcp-config)#t network 192.168.50.0/24

(dhcp-config)tt lease 0 0 1

(dhcp-config)# default-router 192.168.50. 1

(dhcp-config)it exit

DHCP #—/NIZFBiE#% VLAN FHOREZE L9 GRRES Ncm R THEAY 2 IP 7 B L ADFEA 2 5
LEde 774 FL—FDIP 7 FL R 192.168.50.1 ZFE L £7 )0

(e) Web SREIDEETE
[BREDRAT > K]
Web fZRENI> T 4 7L —2aravwy RERELT Web fBiE2BEICLE T,
[37> RICKBERE]
1. (config)#f web-authentication vlan 50

Web fREEDREE VLAN 28E T 2274 7L — 33w FTVLANID 28 EL £ T,

2.(config)#f web-authentication system-auth-control
Web FBiE#EE L £,

(3) RADIUS 58343 + Wigk DHCP 5 —/\ R DB

RADIUS £83F 5= & g DHCP 5 — N2 LT Web 2B L-EOHE%E, WORIRLUE
I B, WK (PCl, PC2) OIP 7 FL A, AREBWNE D DHCP ¥ — N\ HETEHDHETHHDEL
£9,
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X 9-9 Web 525EM RADIUS 5255 + ek DHCP {ERFOERH
BERICT I ERTES BIAICTIRRTES
Ry kT—4 ry kT—2
RADIUSH—/\ BHHIZTIER
192. 168. 10. 200 TEDY—N VLAN 500
VLAN 100> = FI+NEF— YA
FIHILRF— kYA 192. 168. 50. 1
192.168. 10. 1 [%%g %%E]
REE 1/1/10 |
[ NEDHCPH—/3 S
VAN 10 —— X ____ b VLN 50
(ERELATVLAN) (BREERVLAN)
192.168. 10. 254/24 192. 168. 50. 254/24
I RAAYTF I
o— | DHCPH—/IZ&BIPF KL R
== 7] = 7
2 2
PC1 PC2
ﬁﬁmWANa Rl VLAN Z3E L, 77tzuzr DHCP 4 —N\OFREZ{To/zd &I, Web
SRAEDRRER LE T, F7z, FREEAT VLAN 7 513583 E% VLAN IZH L GEE 2 Lk S, Bk

\/LJ%PQ »5

(a) EREEAR—bOFRE

[EBREDRAT > K]
Web DLDET{%EHT%)-]— ]‘;E %bijo

(O RICKBERE]

1. (config)# interface gigabitethernet 1/1/4
(config-if)#f switchport mode mac-vlan
(config-if)#f switchport mac vlan 50

(config-if)# switchport mac native vlan 10
(config-if)#f exit

FREEZAT D WAR PR S N TV SR — MIEUAEAT VLAN & 883k VLAN %45

2.(config)# interface range gigabitethernet 1/1/9-10
(config-if-range)# switchport mode access
(config-if-range)#f switchport access vlan 50
(config-if-range)# exit
FREERRICHER T A — N EERT 2K — MR

5 F0RERT VLAN | ﬁb’(Web77"]ﬁ<‘:0)1Jut FEFATAT VRV AN ERELE T,

ELET,

VLAN Z4EE L %9
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(b) VLIANT>9T7x—RICIP7RLRAZEE

[BEEDRA > N
FURERT VLAN B L UFRfE% VLANICIP 7 FLAZRELE T,

[Ov > RICKBEETE]

1. (config)#f interface vlan 10
(config-if)}f ip address 192.168. 10. 254 255, 255, 255. 0
(config-if)# exit
(config)# interface vlan 50
(config-if)4 ip address 192, 168,50, 254 255, 255, 255, 0
(config-if)# exit
FREERT VLAN &F%iE#% VLAN IZEZ IP 7 FLAZHRELE T,

(© 77ERIVRANDFRE

EREDRT > K]
VR VLAN EE2EERT VLAN OT7 72 AU A P EZFREL £ 9

[O7 > RICKBERE]

1. (config)# ip access—list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255. 255, 255, 255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192, 168.10.0 0.0.0. 255
(config—ext-nacl)}f deny ip any any
(config-ext-nacl)# exit
(config)#f interface vlan 10
(config-if)# ip access—group 100 in
(config-if)if exit
FURERT VLAN 70 5 13585 % VLAN IO L CGBEZFFAILZVWES, 77EAVAMZRELET,
2.(config)#t ip access-Llist extended 150
(config-ext-nacl)#f permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq http
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255. 255, 255, 255
(config-ext-nacl)#f permit udp 0.0.0.0 0.0.0.0 host 192.168. 10. 254
(config-ext-nac)# permit udp 0.0.0.0 0.0.0.0 host 192, 168.50. 254
(config—ext-nacl)ff permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)#f deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 50
(config-if)# ip access-group 150 in
(config-if) exit
FREE% VLAN 20 5\ 3583EAT VLAN IZR L, Web 775D 5 OBELZTHMEHFIIL5LD, 77
EAVAPERELET,
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(d) DHCP H#—/\DHE

EXEDRAT > N]
WARICIP 7 NUREEAAT 57280 DHCP ¥ —N%2BELE T,
[OY > RICKBERE]
1. (config)#t service dhcp vlan 10
(config)lt ip dhcp excluded-address 192,168.10. 1
(config)lt ip dhcp excluded-address 192, 168.10. 254
(config)$ ip dhcp pool POOL10
(dhcp-config)#f network 192.168.10.0/24
(dhcp-config)# lease @ 0 1
(dhcp-config)# default-router 192, 168.10. 1
(dhcp-config)ff exit
DHCP ¥ —/NICERERT VLAN FIOREZ LEd (WARFEREICHER T2 IP 7 FLARMEREL LT,
TT74NML—FDIP 7 FLZ192.168.10.1 #FELE7.),
2. (config)if service dhcp vlan 50
(config)# ip dhcp excluded-address 192.168.50. 1
(config)lt ip dhcp excluded-address 192, 168,50, 254
(config)# ip dhcp pool POOL50
(dhcp-config)#f network 192.168.50.0/24
(dhcp-config)ff lease 0 0 1
(dhcp-config)# default-router 192.168.50. 1
(dhcp-config)ft exit

DHCP #—/NIZ5RiE% VLAN FHORE%R LE T GRAESNIMEKRTHERET 2 [P 7 KL ADEH % 547 E
LET, T7HNLML—=FDIP7FLZ192.168.50.1 ZFELX7.),

(e) Web SREIDEEE
[BREDRAT > K]
Web ZBREDA> T 4 7L —2aravwy RERELT Web fBiE2BEMICLE T,
[37 > RICKBERE]
1. (config)# web-authentication vlan 50

Web FREEDFRGEE VLAN 28E T 23074 7L — 33w FTVLANID 28 EL X7,
2.(config)# aaa authentication web-authentication default group radius

(config)# radius-server host 192.168.10.200 key "webauth”

I—HERiE % RADIUS 4 —NNTITH 720D P 7 KL A& RADIUS #ZBREL £ 9,
3. (config)#f web-authentication system-auth-control

Web FRiEZEE L £ 9

(4) RADIUS 523iE/5=0 + 5188 DHCP +—/\N+ 188 D535 VLAN EREFDE

RADIUS f8REA 4 DHCP 9 — N2 L, #EORIER VLAN 2RE T 23550 Web FIEHRE
FlZRORITRLUET, %435, WAk (PCl, PC2) ®IP 7 FL RIE, 44 DHCP #r—/ _ckoT%'J@él
T5bDELET,
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Web SREIDERE & &M

B 9-10 Web 583EM RADIUS 5855 + 5488 DHCP 1+ —/\+ 188458514 VLAN ERROERSGI

FEERTIC TV ERTED

RADIUSH—/X

VLAN 100 192.168.10. 200

TIANETF—koxA

192.168.10. 1

S}EBDHCPH—/ %
192.168.10. 100

RELRICT UV ERTED
*y LkI—%

VLAN 600D
TIANNTF—koxA
192.168. 60. 1

AEE 1/1/1 1/1/2

1/1/3)

1/1/10
79t RR—

{1

im

" VLAN 60

VLAN 50

VLAN 10 |
(FRELATVLAN)

L2R A4 v F

| (SBEEHVLAN)

(FREERVLAN)
192. 168. 60. 254/24

192.168. 10. 254/24

192. 168. 50. 254/24
o———SMEDHCPH—/NIC K B IP7 FLRERTE

I

I

i

)

)

PG1

FRRERT VLAN &3
3_0 ifu, El IliEH'J VLAN 75)

PC2

if% VLAN 28E L, T7ERAVAMOREE L7ch &I
53EREE% VLAN IO L ClfE %

2, Web#

VLAN IZX LT Web 7575 ED@BERTZHRTAHIT LAV AN EZHRELET,

7z, FEE#E VLAN R I3@EE

(a) EREEAR— MORE

BEEDRA > N
Web SBiECHEAT 2R - b ERELE T,

[OvY>RIZKD

_l'l:l'"|]

X AE.

1. (config)#f interface gigabitethernet 1/1/4
(config-if)# switchport mode mac-vlan
(config-if)}f switchport mac vlan 50,60
(config-if)# switchport mac native vlan 10
(config-if)# exit

FREZ AT O WA R SN T VAR — M

.(config)# interface gigabitethernet 1/1/9
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-if)if exit
RALRICHER T A — N EERT AR —

|z 583
“—DL
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EHAILEVWESICT VAV A M ERELE T,

ZEPEERT VLAN & F85E% VLAN #f8E L £ 9,

% VLAN ZHEE L £J,

SAEDRF KHE’S: bi
FAILENnED D, 8REE% VLAN 7 5
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3.(config)# interface gigabitethernet 1/1/10
(config-if)#t switchport mode access
(config-if)# switchport access vlan 60
(config-if)f exit
AR T A2 — N\ E2HER T AR — MIFRHES VLAN 2H8E L7,

(b) VLIANT>97x—RICIP7 RLAZERE

EREDRT > N]
FoREAT VLAN B K UF8FE% VLANICIP 7 RLAZHRELE T,
[O7 > RICKBERE]
1. (config)# interface vlan 10
(config-if)# ip address 192, 168.10.254 255,255,255, 0
(config-if)#f exit
(config)# interface vlan 50
(config-if)# ip address 192. 168, 50.254 255255, 255. 0
(config-if)#f exit
(config)$ interface vlan 60
(config-if)ft ip address 192.168.60.254 255.255.255.0
(config-if)#f exit
FREERT VLAN &FREE% VLAN IZEIP 7 L AZHRELE T,

(© 77ERIVZXNDERE

[BREDRA > K]
FoaE#% VLAN EE8RERT VLAN O 7 72 XY A M2 ELE T,
[O7 > RICKBRE]
1. (config)¥ ip access-list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192, 168,.10.0 0.0, 0.255
(config-ext-nacl)#f deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 10
(config-if)#f ip access—group 100 in
(config-if)# exit
FURERT VLAN 20 513585 % VLAN IO L CBEZFII LWL, 77EAV AP ZFELET,
2. (config)#t ip access—list extended 150
(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq http
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255, 255, 255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10. 254
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50. 254
(config-ext-nacl)ff permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)#f deny ip any any
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(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)#f ip access—group 150 in

(config-if)# exit

FEE% VLAN (VLAN ID 50) 751352587 VLAN IZxt L, Web 75 755 & O@(E72 1 ik % 5

AL, flioFRiE%E VLAN (VLAN ID 60) NO@EFIEFIT LWL D, 77 AV AN EZRELE T,
3.(config)#f ip access-Llist extended 160

(config—ext-nacl)ff permit tcp 192.168.60.0 0.0.0.255 host 192,168, 10.254 eq http

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255, 255, 255, 255

(config-ext-nacl)#f permit udp 0.0.0.0 0.0.0.0 host 192.168. 10. 254

(config-ext-nacl)#f permit udp 0.0.0.0 0.0.0.0 host 192. 168. 60. 254

(config-ext-nacl)# permit ip 192.168.60.0 0.0.0.255 any

(config-ext-nacl)} deny ip any any

(config—ext-nacl)ff exit

(config)# interface vlan 60

(config-if)#f ip access—group 160 in

(config-if)# exit

FREE% VLAN (VLAN ID 60) 751352887 VLAN IZxT L, Web 75 750 & O@E72 1 ik % 5

AL, floFRiE% VLAN (VLAN ID 50) NO@FIEFTLz0wES, 77 AV A NEZRELE T,

(d DHCPUL—I—-Y x> bhDEE

[BREDRAT > N

WHARICIP 7 RUAZEMAT 570D DHCP Y L—I—Yx Y FEFRELE T,
[O7 > RICKBEETE]
1. (config)#f interface vlan 10

(config-if)#f ip address 192.168. 10. 254 255, 255, 255, 0

(config-if)# ip helper-address 192.168.10.100

(config-if)# exit

LRI VLAN O DHCP U L—T =Yz Y FOHRERZ LE T,
2.(config)ff interface vlan 50

(config-if)# ip address 192.168. 50. 254 255, 255, 255, 0

(config-if)# ip helper-address 192.168.10.100

(config-if)# exit

FREE#% VLAN (VLANID50) ® DHCP YL —I—Yz Y FOFREXLET,
3.(config)#f interface vlan 60

(config-if)#f ip address 192.168.60. 254 255, 255, 255, 0

(config-if)# ip helper-address 192.168.10.100

(config-if)# exit

FEE% VLAN (VLANID 60) ® DHCPY L —I—Y x> bOFREEZLET,
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(e) Web EREEDERTE

[EBREDRAT > K]
WebfEED 2> 74 7L —a>yad<v Yy RERELT Web BRE2EMICLE T,

[O7 > RICKBERE]
1. (config)# web-authentication vlan 50

(config)# web-authentication vlan 60
Web EREFDERiE% VLAN 2% ET 5T 747 L—Y3>a<v > FTCVLANID 28 EL %9,

2.(config)}f aaa authentication web-authentication default group radius
(config)$ radius-server host 192.168.10.200 key "webauth”
I —F5RiE% RADIUS 4 —NTIT5 720D IP 7 L A& RADIUS #BZFHEL £,
3. (config)# web-authentication system—auth-control

Web FiEZE# L %9,

91 5 Web IJIL.\I:IIEG)/\7)( QDREE

(1)

(2)

(3)

Web FREF CHEER /ST XA — ¥ RERFHHALE T,

Sosl IR AN DEZE

[BEEDRA > N
FRAEE A DA 2 BHEAICT 77T M SR HEL T

[O7> RICKBETE]

1. (config)# web-authentication max-timer 60
mEla 7y NERE 60 FICRELE T,

:ul..\u.[Ej- 'UL%ZU);QE (EEE VLAN :E_ I\\‘)

BEEDRA > N
Web FREDEE VLAN £— R CRIETE 2L —THZHREL £,

[O7> RICKBEEE]

1. (config)# web-authentication static-vlan max-user 100
Web FZEDEE VLAN E— RTRRIETE 51— % 100 1—HITHELE T,

A1 —YHMOERE F1FIv T VLAN E—R, LHY—F—NR)

[BREDRT > N]
Web D&Y 1+ 3Iv 27 VLAN E— REHIFLVHY—F— RN CRIETEAL—TFHEZHZIELE T,

[Ov > RICKBEHE]

1. (config)}f web-authentication max-user 5
Web ZBiF CRRFCE AL —YHE S5 I —HFICHELE T,
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(4) RADIUS H—/\DEE
REDRAL > N
RADIUS s2iE AR CHEHT 5 RADIUS Y —N\%2%ZELE T,
[O7 > RICKBERTE]
1. (config)# aaa authentication web-authentication default group radius
RADIUS % —NTL—HRIAEITOLHICHRELE T,
[E==IA]
% RADIUS ¥ —/\0 radius-server I > R TRE SN DEFSRE (EEREXDEY 1 L7 7 b
B O 60 EBZ A5E, RADIUS 4 —NAGHFER L TWARFCERIERERZZ &N
HVET, B, Web iBiE TR % radius-server I~ > ROREIL, T4 VE8iE, I~ &K
iR, BXIUIEEESO2.IX THHBE L TCHERHT 57:0, BEFEREOFREIIIFERELTLILZI N,
(5) 7HI>T1TDEE
[EBREDRAT > K]
Web BBIHEDTHT VT4V TEHEITILIRELE T,
[O7 > RICKBEE]
1. (config)# aaa accounting web-authentication default start-stop group radius
RADIUS Y —NIZT7Hh T T4 VTR #ITHOEOIRELE T,
(6) Web SBIEA IP 7 KL ZADRE (EE VLAN E— K, 91 F3v 7 VLAN £—R)
BREDRT > N
Web ZiEEHOIP 7 RLAZHRELE I,
[O7> RICEKBERE]
1. (config)# web-authentication ip address 10.10.10.1

Web ZREERD [P 7 FL A (10.10.10.1) ZB/EL T,

CESHIE]

REEIT-o2EAE, EH I < K restart web-authentication web-server © Web — N\ %25

BE LTS, BIFgRFOI—VIZHEET /1 VIRIEPNETT,

o LAY —E— FORE (web-authentication port I¥ > RAFHESNTWARVIREE) T, Ka<

> RZEE L7z & 1T web-authentication port I~ > R%2EE L25E L, A I~ > N restart
web-authentication web-server T Web ¥ — N\ ZH#EE L T 23S0,

(7) Web 583IEH IP 7 KL X& FQDN OFFE (BE VLAN €—RK, 91F+3Xv 7 VLAN

T—NR)
[BREDKT > K]

Web SRiFEHAD P 7 FL AL FQDN 2% EL %9,
[O7 > RICKBEEE]

1. (config)# web-authentication ip address 10.10.10.1 fqdn host.example. com
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Web FZAEER® [P 7 KL 2 (10.10.10.1) & FQDN (host.example.com) %#&EL £7,
CEEEIHE]

=

s RERIToEA, EH I~ K restart web-authentication web-server © Web U — N1\ %25
EEBLTL S, RiFRFOI—-FIZEET /A VIBEPDETT,

o LHY—E— FORE (web-authentication port A< > RAFHESNTWAWIREE) T, Ko<
v RZEE L7z &I web-authentication port I~ > R%25E L25& 1, A I~ > N restart
web-authentication web-server T Web ¥ — N\ ZHi#E# L T2 S0,

(8) URL ST L7 MEgEDEMERE (BEE VLAN E—R, 91973y 7 VLAN E—R)
EREDRT > K]
Web 83D URL U YA L7 MEREZEINICHRELE T,
[Ov > RICKBEEE]
1. (config)# no web-authentication redirect enable
Web #8R3FE0D URL U YA L7 MMEEEZEHICLET,

CEREIE]

RERITH25E1L, EH I~ > K restart web-authentication web-server © Web ¥ —/\ 2 B #H)
LT &V, BIFAFTOL—HVIEIEEQ /1 VigEPBETT,

(9) URLUST L7 MERERODOT 1 VRETO N ILDORE (BFE VLAN £E—R, 917
Xv 7 VLAN €—R)

EREDRT > N
Web E85ED URL U1 L7 MERERICO 71 V2 BESE 50 bV EZHRELE T,
[T > RICKBERE]
1. (config)# web-authentication redirect-mode https
Web #Z3ED URL VY ¥4 L 7 MERET https ZFHWE T,
DEE=IE]

REZRITo725E1E, BRI~ R restart web-authentication web-server © Web % —/\ 2 HiL )
LT &V, BT OL—HIIHEET /(1 VBESDETT,

(10) syslog ' —/N\ADHIIERE

[EREDHRA > ]
AR L BET Z 4 syslog B — NI HAT BREE LET,

[O7 > RICKBEEE]
1. (config)# web-authentication logging enable

(config)# logging event-kind aut
Web FRAEDFER L BfE T 7 % syslog Y —/NICH T 5 ELX LE T,
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(11) EREREEDRE (BT VLAN £—NR)

SREDRAL > KN
AL AR RDEEL BRI 2 GRS 2 RELE T,

[O7 > RICKBERTE]

1. (config)#f web-authentication logout polling enable
BhERARE T ADICHRELE T,

2.(config)#f web-authentication logout polling interval 300
EIREERR/ S v b OXEHRRRERERE 2 300 IR E L £ 9,

3. (config)#f web—-authentication logout polling retry-interval 10
EIEER Sy NOFEHEHEMEREEZ 10 ICRELET.

4. (config)lf web-authentication logout polling count 5
BRI S Y b oXHEEE S ENCERELE T,

(12) EHhsEREEOEWSRE (BE VLAN T—R)
[BEDHA > N]
FREEE AR OENEx B T S i B AR RE e IR E L E 7,
[O7 > RICKBEEE]
1. (config)# no web-authentication logout polling enable
B e WANICRELE T,
(13) Web 4—N\A\D7 7t RAR— NESHE

EXEDRA > K]
Web fREETHEAL TWA Web U —NOH—EAR- M ESEZRELET (F7 4L MO http=80
#, https=443 HLUSMIBMT 25 & ICHERALET).

%7z, OAN &EHET ZHEI1E, OAN DT LY - AR &S (832 £ 9698) ZHELET,
ZoHa, OANPERT 28 —EAR— &S TIE Web ko n 71 Y ##IEB X0 77~ MR
BTEEHA

[O7 > RICKBEHTE]
1. (config)# web-authentication web-port http 8080
Web ¥ =D http R—r & LT 80 FDIINIZ 8080 BEHHEL X T,

2.(config)# web-authentication web-port https 8443
Web # =D https K=+ & LT 443 FDIINIT 8443 FHHRELE T,

CEEZHIE]

BRERITHo2EAE, EH I <> N restart web-authentication web-server © Web % —/\ % HitH
LT Zav, BigFo1I—FIIHEET 71 VBIEPDETT,

(14) EBEERNINE (D URL 5E

[BREDRA > M
FRRERL IR IR AT 72 A9 B URL ARE L7
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[Ov> RICKBERTE]

1. (config)# web-authentication jump-url "http://www.example.com/”
FRAERIN# I http://www.example.com/DHEE 4R RS £ 7,

9.1.6 ERELRANDERESE

Web FRRECEAEN RN E T B0 DFEZHAL £,

(1) EE VLAN E— RDREFRHNR— NDERE
ElE VLAN E—FT, FBELZVWTEBZHFIITAR-— M2 ROLIICHRELET,

[BREDRA > K]
RAEE PR T AR — ML TIE, BHER—-FEZFRELEEA
[O7 > RICKBEERE]
1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)ff exit
(config)# interface gigabitethernet 1/1/4
(config-if)#t switchport mode access
(config-if)#f switchport access vlan 10
(config-if)# web-authentication port
(config-if) exit
(config)ff interface gigabitethernet 1/1/10
(config-if)# switchport mode access
(config-if)#f switchport access vlan 10
(config-if)# exit

EE VLAN £— FTWQVM%HDlO% HELIAR— b 1/1/4 3RRIERNRFA—PE L THRELZ
T F/o, A—F I/I/I0ICEEREL W CEBELZFFAITA2REEZLE T,

(2) E]ﬁ-‘:_ VLAN :E_ P@wul—tﬁ?9+lﬁ'ﬁ5ﬁo);§7f
EE VLAN E—RFT, ZEELZVWTEELZHFITT 2RO MAC T RLAZROLSICRELE T,

[EBREDRAT > K]
EREE AR T AW KRO MAC 7 RLAZ MAC 7 RL AT —TIILICBHFLET,

[O7 > RICEKBEERTE]

1.(config)# vlan 10
(config-vlan)ff exit
(config)# mac-address-table static 0012.e212.3456 vlan 10 interface gigabitethernet 1/1/10
VLANID 10 ®R— bt 1/1/1012, FBEEL W THEEZHFI I AIHKRO MAC T RL AR ELET,

(3) 9\\{j_ Xv7Z7 VLAN €E—R @WL\DEB?9+T EQEE

¥4+ Iy 27 VLAN E—RFT, BEELZVTEFEZEFFAT AR M 2Z2ROLIITRELE T,
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DAL ]
RAEZBRNT HHR - 2T 7 AR-PELTREL, ENRA—- b Z2RELZEA

[OV > RICKBBTFE]

1. (config)# vlan 50 mac-based
(config-vlan)# state active
(config-vlan)ft exit
(config)# interface gigabitethernet 1/1/10
(config-if)i#t switchport mode access
(config-if)# switchport access vlan 50
(config-if)# exit
MAC VLAN ID 50 @R —+ 1/1/101Zxf LT, REL W THEEZFHFTHHRELZ LET,

(4) ‘9\\’(7'5 v 7 VLAN £— Rmmu\uIEB‘?g‘i‘lﬁﬁ;Eo);QEE

¥4+ 3Iv 27 VLAN E—RNT, @BELAVWTEBZHFA T 2HAD MAC T FLAZRD L SICREL E

—a—o

[EREDRA > M
FEEZ PRI BHRD MAC 7 R L A%, MAC VLAN & MAC 7 RL AT —7JLIZE#HFLE T,

[O7 > RICKDEE]

1. (config)# vlan 50 mac-based
(config-vlan)#f mac-address 0012, e212. 3456
(config-vlan)# exit

(config)ff mac-address-table static 0012, e212.3456 vlan 50 interface gigabitethernet 1/1/10

MAC VLAN ID 50 ®R— b+ 1/1/10 12, FRAEL A W CEFBZH T 2HAKD MAC 7 FL A %2 &%
ia_o

(5) LAHAY—F—ROFFERFRHNR— NDERE
LAY —FE—RT, RBIELEVWTEEZHFIUTAR—F2Z2ROLIICHKELET T,

[BEDHA > N
RAEZPRNT 2R — b 2T 72 AR - hELTHRELE T,

[O7 > RICKBEETE]

1. (config)# vlan 50 mac-based
(config-vlan)if state active
(config-vlan)f exit
(config)# interface gigabitethernet 1/1/10
(config-if)# switchport mode access
(config—if)# switchport access vlan 50
(config-if)# exit
MAC VLAN ID 50 @R —+ 1/1/101Zxf LT, RELEZWTHEEZFHFITHHRELZ LE T,

218



9 Web SREEMERTE &EH

6) LAY—E— ROFIRIHRDBZE
LAY —E—RT, BELLZVTEBZHFATHHAROMAC T RLAZRDOESICREL LT
EREDRA > K]
AL E BRI T 25RO MAC 7 FL 2% MAC VLAN ICB#R L £ 7,
[37 > RICKBERE]
1. (config)# vlan 50 mac-based

(config-vlan){f mac-address 0012, e212. 3456
(config-vlan){ exit

VLAN ID 50 ® MAC VLAN IZ, SRRELZWTEEZFFA T 2RO MAC T FLAZHREL LT,
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9.2 ANXL—>3>

9.2.1

220

ERIY>Y R—E&

Web BREEDER IV Y F—HZRORITRLET .

*®9-2 ERIOYUR-E

av > RE

A

set web-authentication user

Web BBEECHEMAT 52— 1D ZBMLE7,

set web-authentication passwd

BHRLEI-—FDONSAT—F2EELET,

set web-authentication vlan

BFLII—FDOVLANID 2ZE L7,

remove web-authentication user

BRIV ID ZHIBRLE T,

commit web-authentication

BN, BELLHNEZNE Web 25E DB ICKBLL £,

store web-authentication

P Web 2B5EDB DXy 77 v 7 7 A LEER L E T,

load web-authentication

Ny 77w T7 7401 5NE Web 38iE DB 2B L £,

show web-authentication user

WiE Web 583k DB OBHNE, 73BN, EERPOERERR
LY,

clear web-authentication auth-state

RALEAL— T OBET TV ETVET,

show web-authentication login

FEEEOT AT bu T ERRLET,

show web-authentication

Web DIy 74 7L —2avERRLET,

show web-authentication statistics

Web BIEDHEHREETLE T,

clear web-authentication statistics

fEtE®REZz U T LET,

show web-authentication logging

Web SREEQEIFO /2R RLET,

clear web-authentication logging

Web SBiE0EEu 72707 LET,

set web-authentication html-files

fRES N7 Web BREEE 7 7 A LB L E T,

clear web-authentication html-files

Bk L7 Web FBiEEE Y 7 A L xHIBRLE T,

show web-authentication html-files

&
BERL- Web FBAEE 7 7 A LD T 7 A LVE, T7 AT A XEE
$EHERF 2R LEJ,

clear web-authentication dead-
interval-timer

dead interval #ggic &5 2 BEHLED RADIUS 4 —NAD7 7+
A5, 1 BEHD RADIUS Y —NADF7 7 AICRELE T,

set web-authentication ssl-crt

SSLBEAOY —NIEAEB LONERZERLE T,

clear web-authentication ssl-crt

Bk U7 SSLEEAE LA ERZHIFR L 9

show web-authentication ssl-crt

Bk L7z SSLAEAE EMEREFRTLE T,

restart web-authentication

Web Bt 707/ L5 FEEELE T,

dump protocols web-authentication

Web 8BiED ¥~ MEHRZzINELE 7.




9.2.2 Web 585

(1)

(2) d1+=
9-12 Web 533

9 Web

RERRTT

show web-authentication Z< > KT Web FBiFO R EHERPFRINE T,

EE VLAN €— R T, 585l RADIUS SREEDHS

9—1 1 Web mﬂu ;QE[E%E%T (EIE VLAN T— |\0) RADIUS DIL\DIE)

#f show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode : Static-VLAN
Authentic-method : RADIUS Accounting-state : disable
Dead-interval 110
Max-timer : 60 Max-user : 256

VLAN Count : - Auto-logout : -
Syslog-send : enable
Alive-detection : enable

timer : 60 interval-timer : 3 count : 3

URL-redirect : enable Protocol : http
Jump-URL : http://www. example. com/
Web-IP-address : 10.10.10.1
FQDN : aaa.example.com
Web-port : http : 80, 8080 https : 443, 8443
ARP-relay Port : 1/1-2
Force-Authorized : disable
Auth-max-user 1 1024

Port 1/1

VLAN ID : 5,10, 15

Access-list-No: 100

Max-user 64

Port 1/2

VLAN ID : 15-16

Access-list-No: 100

Max-user 64

v 7 VLAN €= R,

DIL\DIEH_tb D jj )I’le\ﬂIEo)iﬁA
Erﬁ%ﬁﬁ—.r (9’(7—\ /7 VLAN :E |\0)|:| jJ}I/DIL.\UE)

#f show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode

: Dynamic-VLAN

Authentic-method : Local Accounting-state : disable
Dead-interval 110
Max-timer : 60 Max-user : 256
VLAN Count : - Auto-logout : disable
Syslog-send : enable
URL-redirect : enable Protocol : http
Jump-URL : http://www. example. com/
Web-IP-address : 192,168.1.1
FQDN : aaa.example.com
Web-port : http : 80, 8080 https : 443, 8443
ARP-relay Port : 1/10,12
Force-Authorized : enable
Auth-max-user 1 1024
Port 1/10
VLAN ID 1000, 1500
Native VLAN 10
Forceauth VLAN: 1000
Access-list-No: 100
Max-user : 64
Port 1/12
VLAN ID 1000, 1500
Native VLAN : 10
Forceauth VLAN: 1000

I'.VL\UIEO) oX

LER
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Access-list-No: 100
Max-user : 64

(3) 91+ 3Xvy7 VLAN £—RT, FREAIH RADIUS FREEDIHE

(4)

5)

222

B19-13 Web SREEDEREFERKRT (91F3 v 7 VLAN T— RO RADIUS 535L)

#f show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode : Dynamic-VLAN
Authentic-method : RADIUS Accounting-state : enable
Dead-interval 110
Max-timer : 60 Max-user : 256
VLAN Count : - Auto-logout : disable
Syslog-send : enable
URL-redirect : enable Protocol : http
Jump-URL : http://www. example. com/
Web-IP-address : 192.168.1.1
FQDN : aaa, example. com
Web-port : http : 80, 8080 https : 443, 8443

ARP-relay Port : 1/10,12
Force-Authorized : enable

Auth-max-user 1 1024
Port : 1/10
VLAN ID : 1000, 1500
Native VLAN : 10
Forceauth VLAN: 1000
Access-list-No: 100
Max-user : 256
Port : 1/12
VLAN ID : 1000, 1500
Native VLAN : 10
Forceauth VLAN: -
Access-list-No: 100
Max-user : 256

l-/jj\:/_:E KT“ VLAN h\\m %Z‘fﬂ’( L\T, Dlh\uIEj‘j__tb‘\D j])l/nlh\u]-.Eo)i’JJ_A

. 9 14 Web uu..\n EQE I‘ﬁgﬁﬁj— (D jJ)I/DlI.:\DIE)

#f show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode . Legacy

Authentic-method : Local Accounting-state : disable
Max-timer : 60 Max-user : 256
VLAN Count : 16 Auto-logout : disable

Syslog-send : enable

Jump-URL : http://www. example. com/

Web-port : http : 80 https : 443

VLAN Information:
VLAN ID : 5,10, 15, 20, 25, 30, 35, 40, 1000-1007

l/jj‘:/_:E |\“'ZT\ VLAN ﬁ\\ﬂfi_‘:n—( [I\T nlquEjj__th RAD'US |:u|..\|:|]-.E0)1.‘37.!_‘é~

. 9 15 Web uu.,\n /ﬁgl‘ﬁgﬁﬁ—.r (RAD'US ;L.\EIE)

#f show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode . Legacy

Authentic-method : RADIUS Accounting-state : disable
Max-timer : 60 Max-user : 256
VLAN Count : 16 Auto-logout : disable

Syslog-send . enable

Jump-URL : http://www. example. com/

Web-port : http : 80 https : 443



VLAN Information:

VLAN ID : 5,10, 15, 20, 25, 30, 35, 40, 1000-1007

9.2.3 Web SRELDIRRERT

show web-authentication statistics 2 > KT Web FBiFDREES L U RADIUS & OB ERIEAS TR

ENET,

9-16 Web SREEDFERT

#f show web-authentication statistics
Date 20XX/10/17 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30
Force Authorized Count : 10

RADIUS web-authentication Informatlon
[RADIUS frames]

TxTotal : 10 TxAccReq
RxTotal : 30 RxAccAccpt:
RxAccChllg:

Account web-authentication Information:
[Account frames]

TxTotal : 10 TxAccReq
RxTotal : 20 RxAccResp :
Port Information
Port User-count
1/10 5/ 256
1/12 5/1024

9-2-4 Web _L\DIEGDWL\DIE'IkIu\ﬁT

show web-authentication login <> KT Web iRiEDFRIERENERENE T,

(1)

(2)

EBZE VLAN €E— RDHE
B9-17 Web JBHENRHRERT (EE VLAN £—K)

#f show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

F Username
VLAN MAC address Port IP address
Login time Limit time
USER00123456789

3 0012,200.9166 1/5 192.168.0.1
20XX/10/17 09:58:04 UTC 00:10:20
* USERO1
4094 0012.268.7527 1/6  192.168.1.10
20XX/10/17 10:10:23 UTC 00:20:35

13Xy 7 VLAN E—RDIFS

10
10
10

TxError

RxAccRejct:
RxInvalid :

TxError

RxInvalid :

9-18 Web SREEMDERELRERR (9 1F3X v 7 VLAN £—R)

#f show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

F Username

VLAN MAC address Login time Limit time

USER00123456789

3 0012.e200.9166  20XX/10/17 09:58:04 UTC 00:10:20

* USERO1

4094 0012.e268.7527  20XX/10/17 10:10:23 UTC 00:20:35

9 Web

I'.VL\UIEO) oX

EER
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(3)

9.2.

(1)

(2)

(a)

(b)

(c)

224

LAY —E—RDIFE

B19-19 Web SREIDERIERERR (LAY —FE—R)

#f show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

Username

VLAN MAC address Login time Limit time
USER00123456789

s 30 0012.e200.9166  20XX/10/17 09:58:04 UTC 00:10:20
USERO1

4094 0012.e268.7527  20XX/10/17 10:10:23 UTC 00:20:35

5 Mgk Web 535 DB O{ERK

Web B AT LADOBEZIEB LIV 74 7L —2 3 VORENSTET Li-H EIC, WEk Web £2:F DB
DR EITWE T, £72, T TIZHE Web 223E DB ICBH SN TV A I —FBHROBIEZITVET,

1—FDER

ERIER RO — T & 1T set web-authentication user 2> KT, 2—%1D, /27— F, VLAN ID
EFLET. ROFITIE, USERO1I~USEROS D5 1 —H5%2&8HLET,
[O<> RAAA]

it set web-authentication user USERO1 PAS0101 100

#f set web-authentication user USER02 PAS0200 100

it set web-authentication user USER0O3 PAS0300 100

It set web-authentication user USER04 PAS0320 100
it set web-authentication user USER05 PAS0400 100

1—1EEHRZEE S HIBR
BIREALI—YDO)INAT—FR, VLANID OZES L UL —HOHIRIZIROFIETITVET,
INA)—RZEE
(37> RAA]
#f set web-authentication passwd USERQ1 PAS0101 PPP4321
2—#1D (USERO1) ®/¥2 77— K% PASO101 75 PPP4321 ICEE L9,

it set web-authentication passwd USER02 PAS0200 BBB1234
2—HID (USER02) ®/SA 7 — K% PAS0200 75 BBBI234 ICEE L9,

VLAN ID £&

(37> RAA]
#f set web-authentication vlan BBB1234 200
2—#1D (BBB1234) @ VLANID #2200 ICEE L9,

I —HIER
[O7> RAA]

#t remove web-authentication user PPP4321
2—%1D (PPPP4321) ZHIBRLE I,



(3)

9 Web FBEMDRTE L EA

Wik Web 525E DB N RIR

set web-authentication I~ > KB XU remove web-authentication I~ > RTE# - BHEL /-1 —Y
F%E’EW@ Web n:DnE DB u}iﬂﬂ%bi@‘o

[Ov> RAA]

#f commit web-authentication

9.2.6 Wig WebsRsEDB DNy 77y S

(1)

(2)

Pk Web ZBEE DB DNy 77 v FBEUONY 27 v T 7 A LD EDETETRLET
A& Web SREEDB DNy I 7y

i Web £23F DB »* 5 store web-authentication <> R TNy 77 v 77 7 4L (IROFITIE
backupfile) Z{EmL 9,

[Ov> RAA]

#f store web-authentication backupfile
Backup web-authentication user data. Are you sure? (y/n): vy

Ak Web 535EF DB DT

Ny 77T 774 (ROFITIE backupfile) 75 load web-authentication 2 <> K THE Web &
ik DB 2/ L £ 9

[O<> RAA]

#f load web-authentication backupfile
Restore web-authentication user data. Are you sure? (y/n): y

9.2.7 Web SR EIBE O S

Web FRREEIH DO EHKIZIRDOFIETITVRE T

1.8 Web REIEED 7 7 7 L ENBEE (PCHE) TEMLET.

2.ARKRBAOTIL, ALY NF o LT MNJIC Web SREIEEZENT 2T LT NUZERLET,
BEH77 1) 2TERLET LI NUBTIC, 770 VEEXERZIF MCREATBMULED,

4.set web-authentication htmlfiles 17> KT Web S3iIEEHZER L £ I .

X 9-20 Web SREIEEDEER

it mkdir docs 1

# set web-authentication html-files docs

Would you wish to install new html-files ? (y/n):y

executing...
Install complete.

1.74 L2 bV docs Z1ERL L, BERIC, BRI A7 7 A NVEEZET,
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9.2.8 %ﬁi L/TC Web 52 &oo E@EUB?

set web-authentication html-files I~ > N TE# L 7- Web FRELHEE % clear web-authentication
html-files 2= > FCHIBR L £ 9,

X 9-21 Web SREEEEDHIFR

#t clear web-authentication html-files
Would you wish to clear registered html-files and initialize? (y/n):y
Clear complete.

929 Web soo E@lﬁ*ﬁ?ﬁ%‘f

show web-authentication html-files 2< > R, B8 L7 Web FRilEEOBEHR*FZRLE T,

B 9-22 Web SREIEEDERERR

#f show web-authentication html-files
Date 20XX/04/15 10:00:10 UTC

TOTAL SIZE : 62976
SIZE DATE

login. html : 2049 20XX/04/10 14:05
loginProcess. html 2002 20XX/04/10 14:05
LoginOK. html : 1046 20XX/04/10 14:05
LoginNG. html : 985 20XX/04/10 14:05
logout. html : 843 20XX/04/10 14:05
logoutOK. html  : 856 20XX/04/10 14:05
LogoutNG. html : 892 20XX/04/10 14:05
webauth. msg : 104 20XX/04/10 14:05
favicon. ico : 199 20XX/04/10 14:05
;;he other files : 54000 20XX/04/10 14:05

9.2.10 dead interval #¢gEIC & B RADIUS H—/N\77tRX%Z 1 B8BH®

226

RADIUS H—NICRT

1 EH® RADIUS ¥ —N\PEIEEIC2 D, dead interval #EEIC & > T, 2 BEHLUED RADIUS ¥ —/3 A
D7 7RO EDb - 12354, 2747 L —3 3 a< > K authentication radius-server dead-
interval TRE SN 222 W THEIIO RADIUS H—NNAD 7 7t ZIZRETICIX, clear web-
authentication dead-interval-timer 2= > FZETL £,

9-23 1 &8B®RADIUS H—NADYIWEZ

#f clear web-authentication dead-interval-timer



9 Web FBEMDRTE L EA

9.3 Web SREIBE{ERFS S

9.3.

(1)

Web FREEHANBEABETANBE I P TEHEEENIST 27 7 A LEZIRITRLE T,

« uZ4 VHEmE (7744 : loginhtml)

« UZ 7Y MEME (7 7AJ)L4 : logout.html)

« TUlA URINEE (774 L4 : loginOK.html)

« urA VRKEE (774 NV% : loginNG.html)

s U7V METHE (7714 : logoutOK.html)

e U7 MEREE (7 7 A LA : logoutNG.html)

« Reply-Message F/RHEH (7 71 L4 : loginProcess.html)

% Web FRAEHEE 7 7 1 Wid HTML FERXTIER L TL 72 & W0,

HTML ki2id, JavaScript D& 5127 54 7 >~ bR BT CEMET 2 EEBIIMEATIBETT A, F—1A
TIXRATBHEIILFEBIIMFERATEETA. T/, perl 2ED CGLBIFELZLVTLZE W,

7e72L, urA VEm, 9777 MEHE, B X0 Reply-Message FREHE TlE, Web FBiE&E DA > ¥
71— ZAHOERPNETT, 04 VHEHEICOVTIE [9.3.1 ur4 VEmE (loginhtml)] 2, o277

EEICDWTIE [9.3.2 a2 7~ MEE (logouthtml)] %, Reply-Message ZF/REE 12DV Tl
[9.3.3 Reply-Message Z/REHE (loginProcess.html) | 22 L TL7Z2E 0,

T/, [£8-7 FIELT— A v -V, T —REFEHMEER] WRLALRITILIT— XAy E—IJbEIH
ABIENTEZET, FHTZXL77AILBIRROEBYTT, 774 VOIERFIEICOVWTIZ, [9.3.4
REELT— X vt—TY7 74 )L (webauth.msg) | 2L TLZE W,

o WAL T—RAvt—Y (774 )% : webauth.msg)
S5, Web 797 HFDOBRICAVICERTATA IV ANERADZENTEET,
e Web 79 7HFDOBFICAVICERT A7 3> (774 L% : favicon.ico)

=
AR

BATVBEGEABIURIEL T — A vt =07 74 VEZIE, AT EEISRLEZT 7 A LZ E—F
éﬁf<téwo

1 O71>E@E (login.html)

Web gBiFica /A V35, 1—FIDENRXAT—ROANTZTZ 54T MW LERTAEETT .
RERM

T 74 VEEO HTML 7 7 £ V2T 581E, IROBIRITERZHTANTLIZS 0,

x9-3 O74VEHICHERRE

SRS =117
<form name="Login" method="post" action="/cgi- a7 A EEE Web 88iEICIERY 27D DEE T,
bin/Login.cgi"></form> CORBIZEELLZNTLEE W,
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(2)

228

SRS

73

il

<input type="text" name="uid" size="40"
maxlength="32" autocomplete="OFF" />

I—H1D ZIEETH-OOFHBTT, size &

maxlength DA OERIIEE L x2S, £F
<form></form>DONFICELE L TL 2 SV, ETz,
maxlength 1349 6 ML EORFEZFHEL TS0,

<input type="password" name="pwd" size="40
maxlength="32" autocomplete="OFF" />

ISAT— REIRET H72ODFTBTT, size &

maxlength DAAOERIIEE L WTL 2S00, 3
<form></form>DWEIZFHE L TLZE W, £z,
maxlength 130479 6 DI EOBFEFREL TS0,

<input type="submit" value="Login" />

Web 8BiEica 714 VEREZ(TDDICER T, 2
DFRIZEFE LW TL 7230, EE<form></
form>DWERIZHEL TLZS W,

A=

login.html 7 7 A Ui, E20 7 7 1 Lz EEMT 5551,

(AT vva) ZEBLTILEE W,
() < img src="/image_file.gif" >

REHI

BEENTIT T 27 7 A ILEDEHEIZ” /7

a4 VEmE (loginhtml) ©YV—2Fl12ROKITIRLET
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B 9-24 O74>@EE (login.html) OV—2F|

<?xml version="1.0" encoding="euc—jp”?>

<IDOGTYPE htm| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml1/DTD/xhtml1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body>

{l-—= ===== Body ===== —)

<center>

<br />

<table width="100%">

<tr><td align="center” bgcolor="#2b1872">

{font color="#ffffff"><b>LOGIN</b></Font>

</td></tr></table>

<br /S

Please enter your ID and password.<br />

<br /S

<{table><tr> R EHET (- e = =7
a E-;]E - ~ Z Al ;R
Ctdbuser 1D</td> A ViREEWebFREEICHE R T = DLk

<td>

</td>
/tro<tr>
<td>password</td>
<td>
' <input type="password” name="pwd” size="40" maxiength="32"
I autocomplete="0FF" />
</td></tr>
<{/table>

tormd WebSBEEIS 14 L ER £1T S f=sh DFRi

<br /><br /><br /><br /><br /><br />
</center>

</body>
</html>

(3) O74 > EEXRTH

074 YEHEOFRRIZROKITIRLE T,

&ER
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9-25 O74 EE (73VHRRHG)

Please enter your ID and password.

user ID |

password I

Login

LOGIN

9.3.2 O777NEE (logout.html)

Web SREHEETH /A Y LTWA I IAT7 2 b pul 7y b 2EKRT 57O DEETY .

(1) EREFRH

oz 7 MEEO HTML 7 7 1 V2 {ERT BRI,

x9-4 O777 NEEHICHERRE

MOFITRT LR EBT ANTLIZE L,

SRAE

173

il

<form name="Logout" method="post" action="/
cgi-bin/Logout.cgi"></form>

us7 Y MRfEE Web BEEICHIRT 2720 0RBTT.
CORBREELAVTL S,

<input type="submit" value="Logout" />

Web RRREICT 77 NEREZITD -OICFERTT. 2D
SRIIEFLZWTL 2 a0, EE<form></form>DH
EICBREL TL 72300,

I

=3

¢

N

logout.html 7 7 1 WIZ, 13D 7T 7 A L EBEEMIT 2561, BEEMITTET7 74 ILZOKEIL /7

(RFvva) ZERLTLLEZS W,
(f) < img src="/image_file.gif" >

(2) EREB

o277 hEE (logouthtml) ©Y—2fl%2ROKIRLE T,
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B9-26 O777~EE (logouthtml) MDY —2H

<?xml version="1.0" encoding="euc—jp”?>

<IDOCTYPE html| PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml|1/DTD/xhtml| 1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body> . = o _ .
{l-—= ===== Body ===== —) OJ7 % MMEEENebEREEICHRTRT d1zH D

<{table width="100%">

<tr><td align="center” bgcolor="#2b1872">
<font color="#ffffff"><b>LOGOUTL/b></Tont>
</td></tr></table>

<br />

Please push the following button. <br />

B Y S (e
<br /><br /><br /><br /><br /><br />
</center>
{1—- ===== Footer ===== —-> WebSBEEIZO 5 7 FERETS fzH DR

</body>
</html>

(3) O7 77 NEEXRRH
O 77 NEEOFERMIZIROKIZRLE T,

®9-27 O777NEE (757FERRE)

LOGOUT

Please push the following button.

Logout

9.3.3 Reply-Message ZRnEE (loginProcess.html)

T A LNAT — REBAETHEAT 28T — NP o6RXONTL B Ay =V %2R T HEETY .
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9 Web SREEMERTE &EH

(1)

(2)

232

BER

Reply-Message FREED HTML 7 7 4 L& BT 2118, RORITRTEBZBTANTL &L,

#* 9-5 Reply-Message FnEIH CHERERE

SCMAIE

173

il

<tbody>

<tr>

<td align="left" nowrap="nowrap"><!--
Reply_Message --></td>

</tr>

</tbody>

AT =N SEENTL B AYE—V2FRRTH20DD
LR TT . CORBIIEFELLZNTL S,

<form name="Process" method="post" action="/
cgi-bin/Process.cgi">

Reply-Message &R T 212(E% Web REEICHERT
27:0DFTARTT, COTBIEELLZNTLEZE L,

<input name="scode" type="hidden" value="<!--
Session_Code -->">

COFEBIIEELAENTL 2S00,

<input name="pcode" size="40" maxlength="32"
autocomplete="OFF" type="password">

Ayt =D d BT =Y ZIBET 57D DELAR T,
size & maxlength DAL DERIZEE L 2T Z S0,
<form></form>DWNEICEHRE L TL I E WV, &7z,
maxlength 13049 6 DI EOBFAFRE LT ZE 0,

<input value="Enter" type="submit">

Web ZEEICEREZITH -ODELERTT, ZOTRIIEE
LZWTL &V, <form></form>DHERICEHRE L TL
7Z2&E W0,

s

N xr
A=

loginProcess.html 7 7 4 LI, 1ZAD 7 7 4 L& BEMNT 2551,

27 /77 (AT vva) #ERLTLEE N,
(%)

REHI

<img src="/image_file.gif" >

BEMT T 57 7 4 LR DKE

Reply-Message F/REIHE (loginProcess.html) ®YV —ZBlZROKNIIRLE T,



9 Web

9-28 Reply-Message ZR~EIE (loginProcess.html) MY —2ZHl

FRELDERE

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml1/DTD/xhtml1-strict. dtd”>
<html xmlns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<meta http-equiv="Pragma” content="no-cache”>

<meta http-equiv="Cache-Control” content="no-cache”>

<meta http-equiv="Expires” content="Thu, 01 Dec 1994 16:00:00 GMT">
<title>&nbsp;</title>

</head>

<body oncontextmenu="return false:”>
= ===== Body === —)
<center>
<br>
<table width="100%">
<tbody>
<tr>
<td align="center” bgColor="#2b1872">
<font color="#ffffff"><b>Reply Message</b></font></td>
</tr>
</tbody>
<{/table>
<brd> AytE—UERTY HI=HDER
<table align="center” border="0">
I <tbody>
:<tr>
! <td align="left” nowrap="nowrap”><!-- Reply_Message ——></td>
1</t
1 </tbody>
<{/table>
<br> WebZREEICI5R T B F-H D iR

Kform name="Process” method="post” action="/cgi-bin/Process.cgi”>

<input name="scode” type="hidden” value="<1— Session_Code —>">

[y g g2 gty sy N iy iy P S

<table align="center” border="0">

<{tbody> COTIFEELREVTLEZE
[ <td align="Teft”><input name="pcode” size="40" maxlength="32"
iautocomplete="0FF" type="password”></td>
i <td align="Teft"><input vaIuéEWEﬁEEF”_fiﬁézwéﬁBﬁTf”5{7§f;___1___T'_
B¢/ 7 2

<{/table>

</form» WebFBEEIZER 4T 5 F=h DLk
<br>

<br>

<br>

<br>

<br>

<br>

</center>

<!—— ===== Footer ===== ——>
<hr>

div align="right”"></div>
</body>

</html>

</tbody> AwtE—DITHT BT —F ANBEED-HDER

(3) Reply-Message RnEEZRRFI

Reply-Message ZREH DFRF 2 ROKIIR L E T,

&ER
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9-29 Reply-Message FnbEE (75 HRRG)

e s M T |
RAH— D ODA v E— VKRR
11

934 FEEIS—XvE—Y 771 (webauth.msg)

234

FWIELT— A v E—T7 74 )L (webauth.msg) &, Web fRiE0 71 > £721X Web BiE0 77~ b D%k
MBI EEE CERT DA v —VBEBNLIZ 7 74 LTT,

FTIFINIREODRHFLT— XA vt =V ANBEZ BB, ROBIIRT OfTORXA vt —IZEM L3R
LT =Ry E—=V T 7 A NVEERLTLZE 0,

xK9-6 REALIST— AV E—IT71ILDOBITORAE

T&S NE
1178 0rA VB, —FID 7213827 — PR %28 - 7854, L <1E Web 83E DB I & HFREL T —

ERSIEBBIHNIT A A v =,
[F7 4N A yE—=]
"User ID or password is wrong.<BR>Please enter correct user ID and password."

21TH Radius IC & AFBIEL T — &L o 1BEICHENT A A v =,
[F74LhRAvE—=V]
"RADIUS: Authentication reject."

317H ay74 7= 3y, Radius BBIEDHRE E %> TWW5H, Radius —/NEREE & DG AT
LTOWRWEEICH T2 Ay -,

[T7xI M AvE—=]

"RADIUS: No authentication response."

417H FEBOIX T4 7L —2 a3 YORERY, TLRMEREEOREDI-OICTT A X TERVBEICH
NTBAvE—,

[F72 Xy tE—Y]

"You cannot login by this machine."

541H TUuT I LOBRBEORENRELBARICHNITEIA Y-,
[F73LhxvE—]
"Sorry, you cannot login just now.<BR>Please try again after a while."

61TH Tar T LAOREORENFELIBAEICENTEA Y-,
[FT7x N b RAytE—]
"The system error occurred.<br>Please contact the system administrator."

717H TurI LAOBEEORENFELIBEICENTEA Y-,
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[F7HIL bRy t—]

"A fatal error occurred.<BR>Please inform the system administrator.”

817H aZ7 Y MUIET CPUBERZEICEST, aZ 7y MAEKMLABEEICHENT A vE—,
[F7 I rRXyE—]

"Sorry, you cannot logout just now.<BR>Please try again after a while."

917H 74 LTWEWnWLI—FBa 777 N LIZEEICENT A XA v -,
[F7x b RXvtE—=]
"The client PC is not authenticated."

(1) ERHF
s WEEFOFNB>1BER, FT74LIDIT—Xyt—VERRLET,
© 77 AVRIERE, BITI— K% CRALF £ LF” 0625 TRIEL T RS,

« LITIKEZRAD S A Y E—URIE, FAS123F (A 256 F) £TTT. JITRLTLAF
BT html 7, Bf74 77 <BR>" b&HET. 4B, FMA 512 XFEBAILFITOVTIIER
LET,

« BEETLT—Avt—Y7 7 A AH 10FTEEH > BEE, 10FEUBONEIZERLET.
(2) BEELF—XYE—I 771 IERDORL >k

o LS —RAvt—VT7AINEICERLAETFAME, FOFEFHTMLFFAMELTCERALE T,
LizH->T, BIELT— Ayt —Y EICHTML ©O% 72509 2 &, 208 TOEEZ{TVET,

¢« 1 Ayt —VR1FTERTABESH -0, T5—A vt —IVDHERS A —JICHTEANT- WS
&1E, BUT L WEFTIC HTML OfT4 77 <BR>" AL TL &0,

(3) =EH
RELT—RAvE—T7 7 1)L (webauth.msg) OV — A% RO LE T,

®9-30 SREIIS—Xvt—I 771/ (webauth.msg) MYV —2Hl

A—HFIDRIEFNAT— FNFETYT

NAT— KRR ETYT

Y — /DR ONMY FEHEABRO VR TLAEEEICHANEHOE TS,
SAFLDEREIZBYADHY FTBRVRATLAEEHEZIZVADLETLEZL,
DRTLEEHELE (minor) BROLIESK LTHOEERTAELTLESL,
SATLEZEEE (major) BROVATLBEZFICELNADLETLEEL,
VRTLEEZEHRE (critical) BROVATLEEFZFICEALADETLEEL,
DRTLNSERKETTBROLIESK LTALAST 7 FLTLESL,
A4V LTWERA

(4) =mbl

FEOFRIELT— Ryt —V T 7 AIUEFHL, AT—REREICKD, urA VickBLEzEEDO S
A VRBEEOF R ZROKIIRLE T,
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9-31 O79VRMERE (7757HRRH6)

2—YIDR £/ VR T— FHFIETT (12)

9.3.5 Web SREIEH YV

Web FRFEEE O HTML 7 7 1 UIC Web FRiEEIE ¥ V2 FZAL I L T,
IT7—Avt—VEFRTEET,

BE EICa 71 VR

p=(111
=224

BETHAEE & Web RIER ¥ 7 OMA G bE 2 ROBITRLET,

K97 [WHITE

BECERY 5 o7 o777 o774 o744 O77 077 Reply-
g7%R ‘i;%;r 1> HNE  VEY KRB YRR YRk Message
(ET[iz] H [ET[iz] [ET[iz] TEH KEE X TEE
<!-- Login_Time --> =BVl k3! - - O — — — —
<l-- Logout_Time -- = ©Z 7% M - - O - O - -
> %2
<I-- After_Vlan --> 5% VLAN - - O - - - -
ID*3
<!-- Error_Message I5—RAvt— - - - O - O -
> X4
<!-- Redirect URL -- | &L - - — %5 - - — —
>
<!-- Session_Code -- | 7z L - — — — — - _ %6
>
<!-- Reply_Message RADIUS ¥ =/ - — — — — — O
--> PHEF L
Access -
Challenge ®
Reply-Message

(FLB1) O EELICFERT S — EELZERE %2
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bt B B B GV R DY Ad: 371 8
HX2 RTEEICE > CTERIPELZVET,
O s CERINEE : BB ST Y SR
sy N ETHEE: 9777 FEENTET LR,
FEX3 orA IR, 1—¥2EE %2175 VLAN ID,
FEx4 arA rEiBas Ty SPEERLEBEOT T —ER,
XS HEELICRRUERAD, FWERIEROY v TR URL 2RELET,
FX6 EELICERRLERAD, 2—FID & State HEREELET.

JEFNCOVTIE, [9.3.6 FOMOEEY > T IIL] 2BBLTLEZE L,

9.3.6 ZOfOEEY>TIL

(1)

Web #ZiEEHE (loginOK.html, logoutOK.html, loginNG.html, logoutNG.html) @+ > )Ly —

RLET,

071 »HYEE (oginOK.html)
O 74 RRIMEEO Y — A8 X OERFIZIROKIRLE T,

A%
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238

9-32 O79 > EIEEODY— 26 (loginOK.html)

<?xml version="1.0" encoding="euc—jp”?>

<IDOCTYPE html| PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml|1/DTD/xhtml| 1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body oncontextmenu=¥"return false;¥">
{l-—= ===== Body ===== —)

{center>

Login success

<br /><br />

<Table Border="0">

<Tr>

<Td Align="left">

Login Time

</Td>

<Td Align="left">

</Td>

<Td Align="left"> N R
M= Login Time =58> A7 YBRRFS Y

<Td Align="left">
Logout Time

</Td>

<Td Align="left">

</Td>
<Td Align="left">
A
<STr>
__________________ — =mEIebIhG SSa, P
<bX1— Redirect URL ——>%/b> REERIRD T v > THERLE J

<br 73br 75

<form>

<input type="button” value="close” onClick="window.close()” />
</form>

<br /><br />

</center>

<br /><br />

= ===== Footer ===== —>

</body>
</html>

,0

~
i

b

N

loginOK.html 7 7 1 V2, 13D 7 7 A )V BEM T 55813, BEMITT 27 74 LADIEHE!

(RTvva) ZBA LTSV,
() < img src="/image_file.gif" >

-
(-

”

BB, ¥4+ 3Iv 2 VLAN E— F&E 2L Y —E— F T, loginOK.html 7 7 A MZIEHPD T 7 A

LVEEEMT2E, 0l VEREEPEEICRRSNZNI EPHDET,
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9-33 O74 > EYEE (7357HRRH6)

Login success

Login Time -——20XX/01/11 10:15:28 UTC
Limit Time ———20XX/01/11 11:15:28 UTC

(2) O77YhETEE (logoutOK.html)
a7 77 NETHEHEOY —AFB L OERFZROKIIRLET,

9-34 O777 R NETEHEODY—XF (logoutOK.html)

<?xml| version="1.0" encoding="euc-jp”?>

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtml 1-strict. dtd™>

<html xmlns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled>&nbsp:</title>

</head>

<body oncontextmenu=¥"return false;¥">
= ===== Body === —)

<center>

Logout success

br Dbr >, N5 F7Y FEIRRSY

<br /><br /><br />

<form>

<input type="button” value="close” onClick="window.close ()" />
</form>

<br /><br />

</center>

{l-— ===== Footer ===== ——>

</body>
</html>

I

=
7"

sl

N

logoutOK.html 7 7 4 Wi, EH DT 7 A Lz BEfT 5561, BEEfITT257 74 LEDKHE
27/ (AT v va) 2 LTLZE W,
() < img src="/image_file.gif" >
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9-35 O777NETEE (757HRRH)

Logout success

Logout Time ——20XX/01/18 09:50:58 UTC

close

(3) O71>/O0777 MNMREEE (loginNG.html / logoutNG.html)
uryAr,/arz7y MEREEO Y — A8 L ORR 2 RORIRLUE T,

9-36 O71>/0777 MNRMEEODY—ZHI (logihnNG.html / logoutNG.html)

<?xml| version="1.0" encoding="euc-jp”?>

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtml 1-strict. dtd™>

<html xmlns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled>&nbsp:</title>

</head>

<body oncontextmenu=¥"return false;¥">

= ===== Body === —)

<center> IS—AyE—URFTEYT

<br>

<br /><br /><br /><br />

<form>

<input type="button” value="back” onClick="history.back ()" />
<input type="button” value="close” onClick="window.close ()" />
</form>

<br />

</center>

{l-— ===== Footer ===== ——>

</body>
</html>

AR
loginNG.html, logoutNG.html 7 7 A JLiZ, 1E2D 7 7 A L2 EEA T 21581, EEfIT27 7
AINBDOFEIRIZ” /7 (ATvia) 2R LTLEE 0,
() < img src="/image_file.gif" >
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9-37 O74>,/0777% K NBEE (7'57FRRH)

2—YIDR £/ VR T— FHFIETT (12)

[back | otose |
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9 Web SREEMDERTE &EH

9.4 SSL EitHAE O %
9.4.1 H—/IRBLRE(ERT BEE

SSL A —/\GERRE S Z1ERLT 5121, openssl 238 < BRIEASAE T, openssl AEIET 5 OS ZIRIC
RLET,

« UNIX % OS
» Windows 5% OS (cygwin A Eh{EAZE)

openssl #FEfT LT, Y —"GEAZEE#A{ER L £ 9, openssl 1.0.2 IEDN—Y 3 V2 FEHLTLES
W, F7z, openssl OBFICE LTI, A—T >V —XTHBopenssl D KF 2 X2 hEHBLTLES
Uy,

9.4.2 T —/N\GIEAEERDIEM
Y — NG S B OMERICE 72 5T, openssl ICATIT BEHMEIROFITRLET
# 9-8 openssl CAS1T B1EHR

e A - &Ik
pass phrase for server.key =N ZAT—F
Country Name a—Fr
State or Province Name EERF R A
Locality Name THTA4
Organization Name il el At e
Organizational Unit Name EEZ
Common Name FQDN 72 3REBEDIP 7 FL X
Email Address EEEOBEFA LT FLX
challenge password -
optional company name -

(FLB) — : ATARE

SSL A —/\GEBAE & 13, openss] PEIET BB TERLE T, IRICFIEERLET, £/, EFTHIT
WBIRICRT 7 7 A NEE2FERALET,

s MEEDT 71 ILF : server.key

« BREKREZBODT 7 1 IL4  server.pem

o ERLT 28— NEEEHE D 7 7 A L4  server.crt
o ERT DIERD T 7 A L4 serverinstall.key

3, openssl BIfEBREO Oy & [unix#t] & LT,
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(1)

(2)

(3)

9 Web WL\DIEo)EI Em

B — R 7 71V EHRHT B
BENA MEEDOT 7 (L (rand.dat) #¥ELET. WEBLUI— PRIV EHA.

SSLBIETERT 2R Z1FNT S
BE# 2048 €y & L# (serverkey) ZIERT 512 RORITRLE T,

9-38 HDIER

unixft openssl genrsa -out server.key -aes256 -rand rand.dat 2048
241 semi-random bytes loaded
Generating RSA private key, 2048 bit long modulus

.................................................................. +++
............. +++

e is 65537 (0x10001)

Enter pass phrase for server.key: skkskkkk -1
Verifying — Enter pass phrase for server.key: skkskkkxk -2

1.y —NNHDOIZAT—RE2 AN LET,
2. —)NHOIISZAT—RZHEANILET,

BLEKREZEHT D

SHA256 #fER LT, #E# (serverkey) »5BHRERKE (server.pem) Z{EY 2HFlzROKITTRL
¥9. 4B, CORTANTHERIE, BELTITLOIHERLLZBDOTT, ERICIE, CARPRETITS
CAGEAZE, BXUHR CAEAZELEOBEICHELREREZ AL TLIZS 0,

X 9-39 BREKSDIEM

unixft openssl req -new -sha256 -key server.key -out server.pem

Enter pass phrase for server.key: skkskkxk -1
You are about to be asked to enter information that will be |ncorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.’, the field will be left blank

Country Name (2 letter code) [AU]:JP -2
State or Province Name (full name) [Some-State]:TOKYO -3
Locality Name (eg, city) []1:MINATOKU -4
Organization Name (eg, company) [Internet Widgits Pty Ltd]:NEC -5
Organizational Unit Name (eg, section) []:IP8800 )
Common Name (e.g. server FQDN or YOUR name) []:www.example.com -7
Email Address []:admin@example.com -8
Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password []: ---9
An optional company name []: -9

LY —=NHONZAT—=F2 AT LET,
2Ea-FZANLET,
EENRZZATILET,

4.2 AT LE T,

5. 22 ANLET,
6.ERDBMZATILET,

7.FQDN 723 AEBEDIP 7 FLAZ AT LE T,
8A=LT RLVAZANILE T,
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(4)

(5)

9.4.

(1)

(2)

(3)

244

9.fb AT LEHA

T —N\EAEZER T

-days A7 a YR FERA LT, BWHAR%E 365 HE&E LY —/ ) iEHZE (server.crt) 2{ERLT A%k
ORI L ET,

9-40 H—/\FEEAZSDIERL

unixff openssl x509 -in server.pem -out server.crt -req -signkey server.key —-days 365

Signature ok
subject=/C=JP/ST=TOKY0/L=MINATOKU/0=NEC/0U=IP8800/CN=www. examp Le. com/emai lLAddress=admin@examp le
.com

Getting Private key

Enter pass phrase for server.key: skkskkkkok -1

1L.Y—NHONAT—RFZ2AHNLET,

REICT VAN =L TBIEODOMEREZEMT B
EEICA VA M—LT 500 ER (serverinstall.key) #AERT 2F1 % RORITIRLE T,

9-41 WERDEM

unixff openssl rsa —-in server.key -out serverinstall.key
Enter pass phrase for server.key: sxkkkkkk -1
writing RSA key

L.Y—NEHONAT—F2 AN LET,

3 H—/N\GIERELROER

A < > N set web-authentication ssl-crt T, H—/ iFBHE - fRE#E > REBICBHFELET, F/-, F
M CAEHENS & 5156, V—NIHASBIUWEREFRRICEFLET, RICFEIEEZRLET,

H—/N\EIAZE L REARE(CIHEXT S

MC ZHHT 55, AT~ R sftp, scp 2 EICE > T, 1B LIz Y —/\GEEHE EAE# 2 A2 E TR %
LEY, £/, HHCAEHEIHLHEIL, FRICAEBICETELEI,

E CASIRE = #EwT 2

Ff CARERAZED H 215613, BT 2HFE CAHAEO 7 v A VA EFLE T, 72, BEHOFE CA
HFEAE (ROETHITIEZZ DD 7 7 1 )L root.crt & next.crt) BHBHEBEEE, 772 —IJLT—2D
774 (ca.crt) ZERRLE T,

9-42 i CA SEBAE D #Efil

#f cp root.crt ca.crt
#f cat next.crt >> ca.crt

H— /GRS L REAKEICERT S

EEEHET-NTOIA LT, ALY T4 LT MY —NGEBAE (server.crt) LHbE#
(serverinstallkey) #BEZ %9, £/, F CAAZFE (cacrt) PH2HEE, IV T4 L7 MUK
i CAEIEZEE £ 7,

T 7 AN EBWVWIIRET, BRI < R set web-authentication ssl-crt #%ET L TAREBIZEHFLE T,



(4)

(5)

(6)

9.4.

9 Web WL\DIEo)EI Em

9-43 H—/\iIAZERDER

#f set web-authentication ssl-crt

Set path to the key: serverinstall.key

Set path to the certificate: server.crt

Set path to the intermediate CA certificate: ca.crt

Would you wish to install SSL key and certificate? (y/n):y
Install complete.

Please restart web-authentication daemon or web-server daemon

A=

1LWERDOT 7 A VEZEELE T,
2= NGEAED 7 7 A VB ZIEELE T,

3.HE CAREHED 7 7 A VB ZHRE L £ 9. HfE CAEAEZEN ZWIHBAEX, [Enter] F—-7202 AL
£,

4 AF UIRERELFNE, yEASLET,
&B,ﬁﬁﬁtﬂ,ﬁ—ﬂﬂﬁé,W§%,B£U¢ﬁCAE%%@W§%E%ﬁ@%Iyﬁ%biﬁho
Z07®, ELWEAEbEOY— NEHSE, WER, 5 X0 CATRELBR LA, 1215
HTWS%@muf@nﬁ4>ﬁ¢@mﬁ7vrﬁWﬁvga<a@iﬁo_@;o@agm,ﬂﬁbt&

HECMERZ VAR LD E, BEELVHAGDEOY —/\GEAE, WEH#E, BIOHH CA
AERAZE ZEHR L TS,

E%i "&ﬁ@w’d’ é

EH I+ > KN show web-authentication ssl-crt %7 LT, ¥ —/ViEBAZE, E#E, BLOTHE CAE
BHENBRINTVWAZ L ZHEELET,

B 9-44 H—/\FIHAE & ROEFRESD

#f show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key : 20XX/03/30 14:05
SSL certificate : 20XX/03/30 14:05

SSL intermediate cert: 20XX/03/30 14:05

Web —/N\%ZBicEd 3
JEF I~ R restart web-authentication web-server 25T LT, Web VY —N\Z2HEH L F9,

9-45 Web #—/\(DEHCE]

#f restart web-authentication web-server

Web t—/\DEEE ZHEERT
ps I~ Y REMRALT, Web¥—\ (httpd) PEEILTWAR I EEHRLET,

B 9-46 Web t—/\MDiCEnHER

#f ps —auwx |grep httpd

root 471 0.0 0.1 212 672 77 S 6:19PM 0:00.52 /usr/local/sbin/httpd -DS WA -D
SSL -DWA SSL

operator 11070 0.0 0.1 164 556 00 S+ 6:20PM 0:00.01 sh -c ps -auwx | grep httpd
operator 11421 0.0 0.0 32 36 00 R+ 6:20PM 0:00.00 grep httpd

4 T —/\GIBAZE SR OHIBR

#F O~ >~ N clear web-authentication ssl-crt T, AREBICEHF LY —\GEAE, WER, BLOHH
CAGEAZZHIBRLE T, IRICFIEEZRLE T,
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(1)

(2)

(3)

(4)

246

t—/\SIERE - R ZHIBRT B
EEEHELT—-FNTtRr 1 LT, EHI< Y N clear web-authentication ssl-crt #FEfF L TB&E L7z
B — ) NEEREE, TE#E, BXOHRE CAFHEHBRLEDT,

X 9-47 1 —/\SIBHE R OHIER
#f clear web-authentication ssl-crt

Would you wish to clear SSL key and certificate? (y/n):y e
Please restart web-authentication daemon or web-server daemon.

Ly ZANNT 5L, BFLIT—NGEHE, WER, BIOTHE CAAEZZHRLEI.

HIFRZ 539 5

M a2~ > N show web-authentication ssl-crt 21T LT, Y —/ViElHE, WE#, BIOTE CAGE
HENSHBSN TSI E2HELET,

9-48 1 —/\EIHAE SR OHIFRHESD

#f show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key : default now
SSL certificate : default now

SSL intermediate cert: -

Web ty—/\%zBicEd 5
EF 2~ > K restart web-authentication web-server 2T LT, Web ¥ —N\Z2HEHL FI,

9-49 Web H—/\DEICE]

#f restart web-authentication web-server
Web H#—/\DicE Z R T 5
ps I~V FEMALT, Web#—/\ (httpd) MEEBILTWHZ L %2R LET,

9-50 Web #—/\DicEH#EER

#t ps —auwx | grep httpd

root 471 0.0 0.1 212 672 77 S 6:19PM  0:00.52 /usr/local/sbin/httpd -DS WA -D
SSL -DWA_SSL

operator 11070 0.0 0.1 164 556 00 S+ 6:20PM 0:00.01 sh -c ps -auwx | grep httpd
operator 11421 0.0 0.0 32 36 00 R+ 6:20PM 0:00.00 grep httpd
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ERS
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1 0 MAC ¥y EEG)QEDH

10.1 #i&

2—HID, AT —F&2ANTE%PC DL %EETI3 IEEE802.1X ® Web 8k 2 MATE 97,
MAC BRREIE 2 —H 1D, AT —=REZANTE LW V¥ s EOBBETHLRIEEITI 12O DEEET T,

BESNER—NMIZEITHIL—LOFEETMAC T RLUATERIL, HiEaNnN/- MACT7 RLA%ZE
DI L—=LREFPEEEHFIISNET,

723, DHCP snooping #8E S N 7zi5H, MAC RIEONRE L HIHARD 5IBFE SN2 ARP /Sy b &
DHCP /%4 v M & MAC FB3E & VD 4612 DHCP snooping DR &R & 7 % 72, DHCP snooping THFA S
N7y ME2FPMAC BiEOXRELZD X T,

(1) SRELE—NK
AEBRIWIORTRIEE— FEYA—PLTLET,

s [EE VLAN €—FK
AN LT3R D MAC 7 RL 2% MAC 7 RL AT —7ILICEHE LT, VLAN NEETE S &5
;bi@“o

« ¥4+ v 27 VLANE—F
AAEIN L7=dHE, MAC 7 KL 2% MAC VLAN B8 L T, RO R Y b7 —27 LR
I NIV EFEELET,

5475 3v 27 VLAN £— FORER T, BERTOWAKNVFEY 5 VLAN ZF8EEAT VLAN EFOE 9, &
7z, EBAEE D VLAN %Z&85E% VLAN R UE T,

(2) FRELAI

AEBIIEE VLAN €= F, ¥4 F3Iv 27 VLANE-FOESL 508 EE— FTH, WITRTO—H)L
FREARE 72 IZ RADIUS FREEARD EL 52O AR BIRTE L9,

.« O—H LRI
REBICHE L7258 DB (W& MACERSEDB &M U'ET) ICMACTRLAZEBRLTEE, %
BLZT7L—LDOMACT RLRED—H %2 R L CRIET 2 HRTT. v b7 —27HIZ RADIUS

P—NEBPL VNS Y T —=ZICELTVWET,

» RADIUS gBiF A=

Z\/I\V JHICEE L7z RADIUS ' — N2 FHWTCERRET 2 A Td . HENHFEOKREZ L1 b
JIZHELTWET,
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10 MAC SRREDERSR

10.2 > RT7 LfERfHI

ZZTid, EE VLAN £E—FB8LU% A F I v 27 VLAN £— FOEFBIEE— NIZDOWT, o—H LR
7B LU RADIUS BEEHRDOFED Y AT LR ERLE T,

10.2.1 BEIE VLAN E—R

ElE VLAN E— RT3, TWIENRERDSERERIO L Z1E, MACT RLATF—TIICERENT, B
N7z VLAN ANEBETE R WVIREETY . FRIEARINT 5 &, MiRO MAC 7 KL 2% MAC 7 RL AT —
TIZESRL, VLANHNBETESLDIZEDET,

AEBETE, BER—PELTROR—- I NEBRETEET,
s TULAR—-L
« bR
FF I R=PMIZA-TE Tagged 7 L—LB L Untagged 7 L —LDFNERITRLE T

o RO 7 L— 47 Tagged 7 L —L D4, I, VLAN Tag TRE N7 VLAN IGEETE
E@—O
« FIEREO 7 L —24h5 Untagged 7 L —L0HE, FIEBINER, 317+ 7 VLAN ICEETE T,
10-1 Tagged 7L —A$H KU Untagged 7L —ADHEW

Tagged 7 L—LDIFZEIL, RILKINE,
VLAN Tag TR -VLANIZ@ETEET,

AEE | L2R A v F
/ ) / VLAN 10 |
1 1 1 |—|—
i VLAN 10 ! i L i =T
: ! ! L =
L J ; :
____________________ !
ST Y : [ F—
: : ] i =1
i VLAN 20 i |: T :l i \\| [ a—N,
a R N g
e J T SO
| 1
. : '
| A T4 FVLAN i ; i
I 1 i 1
L . L VLAN 20 J

Untagged 7 L—LDIFEIL, FBEERINE,
A T4 JVLANISEETEZET,

7z, FBAERT VLAN NTHEE LWIBEIE, BEEMA IPvA 7278 XY X N TEBICRER 7 « V¥ &
ERETDBEFHD LT,
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(1)

(2)

250

O—AILEREEAR

O —HIFBIEARIE, MACRRIEONREZHKR— PN TCREBELL T LV —LDFEFTMAC 7 RLRE, W
MAC B DB IZBH SN TWA MAC T FLAEZBEL, — 8L CWIISRERIN & L CBEZ#HFNT
BHHRTT .

X 10-2 EE VLAN E— ROO—HIILEAADOER

EDOPCL EF, IEEE
802 1XFE = (IWebzEE

TS

<MACEREEDRA > k>
FRELZICMACT F LR & &8

7B, a—HLEREEARICE, MAC 7 FLRZIFTRAET 5H%EE, MAC 7 RL A& VLAN ID & D#
HEDETHRETHIHENIHVET. CNOHOFEE, 20747 —3>a~< > KN mac-
authentication vlan-check TEIRTZ% 9,

MAC 7 FL A& VLAN ID IL K 5 BBERORERMFZRORITTILET .

& 10-1 EZE VLAN T—ROO—HILESEESAO VLAN ID BE

Ay TP —2as PIRE MAC $85E DB O VLAN ID 827
v > RETE alv) i 08
EEly) MAC 7 RL A& VLAN ID THR& L & MAC 7 RLARZUITHAELE T,
£l
L MAC 7 FL AR THRELEY, MAC 7 FLARZTHRAELEY,
RADIUS E38EA=C

RADIUS B3FARIE, MACFBIEEONRELBR— N TRELLZ TV —LDOREETMAC T RL R L,
RADIUS 4 —=NIZBHFENTWVWA MAC T FLAEZBAEL, —B LU TWNIFEREERThE U CEBEZEHT
TH5HRTY,



10 MAC uaquEo)ﬁfFuH

10-3 EZE VLAN £— R® RADIUS sREEA N DHER

EDOPCL E(F, IEEE

802 1XFE = (IWebzEE

TR

<MACEEEEDRA v k>
RELZICMACT F LR & &4}

728, RADIUS 8BiEARICIX, MAC 7 RL AR TEBET S2HEE, MACT RLAE VLANID &0
HABDETHBAETAHEIHVET, CNE6DOFERE, I 747 L —Y 332 K mac-
authentication vlan-check T:EIRTcxZE 9,

MAC 7 RL A& VLAN ID I & 5 BERDOFRERMZIROFRITTRLE T,

#F& 10-2 EZE VLAN T— R® RADIUS FREEAT D VLAN ID BBE&

A7« L—>3>
a7 REE

B

Z=l)) MAC 7 RL A& VLANID TH&LZET,

L MACT7 FLRZITRAELET.

%72, RADIUSANOBVWEDRICAWVS/INZAT -, 274 71— 32372 F mac-
authentication password ’("“”’”’C ?{f £9, B, 2717V — 3 »3v N mac-authentication
password ARE SN TV WHEEIR, RiEz2iTO MACT7 FLA%E/SAT—RFELTHWVWET,

10.22 91473y 7 VLANE—R

(1)

A4 3w VLAN E— RTlE, REHI VLAN B SN T W RBIE R K %2, FRIFAINIE, PE
MAC £83F DB £7-13 RADIUS 2B &N TW5 VLAN ID 2 LT, MAC VLAN & MAC 7 RL &
T —TIWIZBER LU CERI% VLAN ANOBEEZHFAILE T, DD, RIRIHREVPDEIZERD ET,

« MAC VLAN & ESN T3 MAC R— M 2FREER— M & LCEGE

it, FREFHT VLAN WTEBE L2 WIEEE, SRHEEAIPvE 72718 2V A b TCEEICDELR 7 1 LY &4
BRETADENHDET,

O—AILEREEAR

O— A VEREARIE, MACRRIEONRE LB R—FTRELZ TV —LDFEEFITMAC T RLAE, WE
MAC §83iE DB ICESRENTWVA MAC 7 RL R EZBE L, =B L TWHILEREERRIN & L TR MAC 3
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(2)

252

oul
[sg<
Eun

it DB IcE#HENTWw5 VLAN ID 2/ LT, MAC VLAN & MAC 7 RL AT =7 LIZESL,
% VLAN NO#fE 2 #F A 55T,

®10-4 91472y 7 VLAN E—ROO—-HILFREEARDER

PIEIMAC

____________________

<MACEEEEDHRA > k>
SRR ICMAC VLANENMACT KL X
T—TIVICNACT K L X & &8k

FRREATVLAN

S

RADIUS le\DIEjlj__t

RADIUS Z3EARIE, MAC FREOMREL B R — P TEELZT L —LDFEETMAC T FL AL,
RADIUS $r—=NIZEHREINTVA MAC T FLAELZBEL, —HL TV RADIUS ICEFESI N T
% VLAN ID % LT, MAC VLAN & MAC 7 R L AT —7IIZB8k L CRiE% VLAN NO#&(E % 7F
A9 5hHTY,

%72, RADIUS ANOBWEDLRIERT A/NAT—RIE, 227471 —3>a< > N mac-
authentication password TERETEE£9, I 7« 7L — 3 > a7 K mac-authentication
password BSRRE SN TV WIEEIE, BT 5 MAC 7 RLAZ/SAT—RELTHERALET,

10-5 917X v 7 VLAN £— RO RADIUS SREEARDIERL

RADIUSH—/X

<MACEEEEDRA > k>
FREE#ICMAC VLANEMACT FL X
T—TIVICNACT F L R & &8k




10 MAC SRREDERSR

10.2.3 MAC R— M IZ dot1q sXERDENE

MAC R— M2 dotlg ERESNIZH/BEOEMEIC DOV T, [53 LAY 2 5REE@EORKEE] %
<IESE W,

\\\>ﬂ7
c
~
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1 0 MAC 1Y EEG)QEDH

1 0.3 DIL\IJIE*%
10.3.1 SREERETBOENE

WRDRBIEICRI L HE, —ERE (BHRRERERR SO EY) I MACRIETORIEEZ LEEA. B
FORERF R PR AEIER, o CRRREE 21TV & T

%B, AV 74 71— 3a<r K mac-authentication auth-interval-timer 12 & - T EHEREE R E R bR
RRETEET, RESNL-HNIRKREEREZEEL LS 1 ZLIAICRO TRREAEEZITVWET,

10-6 SREEREEEOEES —T 2R

IHR REE RADIUSH—/\
EEDNNTY b
o FRELE R |
B FREE KRB
FEON\TY [
eﬁﬁ HEREE
EBO/ V7Y b B RARAR
RE
FED/INT Y b
o SREEER
| . HMHIE%E&
FEO/NN Ty b [
RBE BB
ErrEIRE R

10.3.2 #5838

MAC SREEDRFIFRAEE(EICDOWTIL, [5.3 LAV 2R EOHEE] 2B L T a0,

10.3.3 ERELA#FRATN
i R DFRAEARFR TR 2 IRDOFITR LU E T
§E 1 0—3 nu.,\nE:E |\ [ t@wu\nﬁgﬁﬁﬁ_c

EE VLAN FI1FIv 7
FRALARIRI TR VLAN £— K
BRI Rl R 0D B RE AR PR O O
BRI~ FICK 28R O O
FRER AR AR — DV VU ¥ I K BRREERRR ©) -
RALFEAIERED MAC 7 RLAT =T NI —V > 7N &k 5 3R8E#R O O
B
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(1)

(2)

(3)

(4)

10 MAC SRREDERSR

BIE VLAN T EYT

SERERIR TR VLAN €£— K
VLAN BEEEIC & 5 RILMIE O O
R ROY) D B A & 5 WALARIR O O
AL E— FOYI DB AT & 2 FEAERRIR O O
MAC IED 1112 & 2 FEAEARR O O
B BES 17z VLAN OHIRICE 2027 7 | - O

(BN O:HR—F — 58470l

E_Kiﬁ' ‘JbE%Fﬂt@H%@mu\uIqu:l}?

a7 4 7 L— 33wy K mac-authentication max-timer TRE SN B AERER 2B 12156
L:, gﬁ%”ﬁ’] unhuﬁﬁﬁa%%&}‘ Li—g—o L_@BBLL ﬁé hfiﬂaij:%ﬁﬂg}%ﬁ%?ﬁ%ﬁbfﬁ’g 1%L>{P\]/Cnuuﬁﬁ?r
BA@IThNET,

%P, 2274 7L —3 337 K mac-authentication max-timer TRAERFEZEHELZD, T
BL70D Lz5a, BIEREFRORAKICITEASNT, WREOZER» SHEPSEHE LD ET,

BRIV > RIC Kk ZEREEERR

R O~ > R clear mac-authentication auth-state © MAC 7 R L ZBAZIC, sRBIAICEREMER A T £
T, 28, FA—MAC 7 FUATHEH® VLAN ID ICEBFEZTo TWAEEE, U MAC 7 RLA%2#EF
DRI NCHEBRLE T,

Bl EE&%'}T.ZF N, /79\\'7 /(L*éwunEﬁgB‘%

RALFEAMAPER L TVEHR— DY) > 75D 2 LB, 32389 28 — MRS N2mAR DR
AEZ R L E 9,

%ﬁgﬁi}%&ﬂffﬁaﬁo) MAC 77 |\ LAT— 7”/1 “‘ 7 (l—ck%u:unIEﬁgB%

FEEEAMRICH L, MACT7 FLAT— 7L EHNICERL, WRPODOT7T VY ANH 5 %2F v
LTWET, 34T KD 5DT 72 AN VIREEASFEWIBEIC, BEEIC MAC FEEOFREEREE % 1R
U, FRAEETD VLAN ID ICINEZEBELE T, 727200, EEOBRI 72 O E TRV HERINTLE
D ERSIDIC, MACT RLATF—T IO —I 2 VHEREEHK 10 5, %495 MACT L
AZFEOWMENP DT 7 AN R VIRESRWIBEIC, REPREZ#EKRLET,

MAC 7 RLAF—TNLOI—V Y 7HfE, MACT7 RLAF—7 LI =Y 7c&sus 77 bOEG
ERORIRLET,

%8B, MAC7RLATFT—T LI - 7TEBIET 7+ MERZFERT 22, /23774 IV MELKDK
EREZRELTLIEE L,
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10-7 EREEZEAIHAD MAC 7 RLAF—TIWNI—I>71c&d07 70K

FRRERL TN
T AWHBIKEE T AN UVKEE
l l j#ﬁaﬁ
S e A
i i i i V9105 R
1 1 1 1 1 ﬁﬁ
nunIEﬁ*B?
(R
CI—U UM

F7z, WAERNERN 10 7-ICHKRPSDT 7L AN LnE, T—U 0 JTREOMEICEHRZ <, BWHIAIC
FOREE R L E 9,

RAERINER P ST 72 AP e WHEOU 777 P ZROKITRLE T,

B 10-8 EREIMINEERHIST7 T EANBWEENOT 7Y K

FRRERL TN
Tt AN UVREE
: l : =H#FEﬁ
S
9105 F&
Za@
uuu].—tﬁ*ﬁ
(R
T I—U UM

%B, ZOWEEIZIY T« 7L —3 3> 3< > K no mac-authentication auto-logout TEMICTEZ E T
(772 AR WREDS TRV BE TOLREINICT 77 7~ LG LEREN ).

(5) VLAN EREZEE(C KL SEREIERR

:/7471/ T3 ravy RCRIERASEENS VLAN OREZEE LEE, ZEESN/z VLAN
ICEENAWMAKRDRIEE2 @R LE T,

(Y747 VL—va v OBEERNE]
* VLAN %HIBR L7-35&
* VLAN %/{£1t (suspend) L7:3%5&

(6) SREIATNOYI)EZ(C K BETEAFR

AL/ RADIUS BBEEARA 5 0 — A NRREA RIS D B b - 72458, /2130 —ALVEBEEARA, 5
RADIUS SBiEARUCYID D 2 72358, I RNTOWMAKRDRIEZHRLE 7,
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10 MAC SRRED#RSR

(7) SRELE— ROYIWEZ (K SEVEAFR

copy AR Y RTaAYT7 47— aryaEELT, iEE— FPUOBDLLIREL LIBE, I XTOMH
ROBFEZAIRLE T,

(8) MAC SREIDIFLEIC K B ERELAERR

a7 47Lb—3aryavy RTMACRIEOEEIHIBRINT MAC FBEMEL LIZBE, $XTOH
ROBIL =R L E T,

(9) FWICERSINZ VLAN OEBRICKZO7 77 K

BHIC VLAN PER S NIZFBER— M3 > 7 4« L — a > a< > K switchport mac vlan 258 7E &
NG E, ZER— MIENICER SNz VLAN ID I3HIBRSN T, VLANIZFIE L T W zsKDORRIE%
fRRRLE T,

10.3.4 FREEELHIBR

FEHUBLOR— PEAICEREROFIRPRE TS £ #FFMI%, [5.3 LAV 2RAHEOHKEE] =
LT ZE W,

1035 nll?.\u /ﬁ& ;EGDZIA\)_ FFE?*??@J

FEEE ARSI AR — FEEBE LZBEICOVWTE, [53 LAY 2 EEOKE] 22 L TES
W,

10.3.6 77h1U > MiERE
BAEBRKOT 77 > MBI &> TREBSNE T
(1) 7HY> 0P

FRERESRIE, AEEO MACTREOT AV v baZIlEiRShE T, sz 7hv > hurid, ERHa
~ > I show mac-authentication logging TERTE £ 9,

HASNBTARREZRORIRLET,
K 10-4 HBHASNBERER

= iS22 MAC 7 RL X VLAN ID R—hES Ayt—2
FRRERLTH Ersiapenlissl O O O B A Y=o
ERAE AR B FRAE AR R O O O* FRR A v —2
FRREARRY FRRER BRI O O* O* KBERA Y -

(RLB1) O : GLexd 5
EX AvE—VIlE->TRENSNBZVEEFHD ET,

KREBEDO MACRIEDT AV > bua i, HA2100/TETRHFETE LI, 2100fT2BA-HE, HVIE
ICEEPHIBR SN, &HoT7ThYy MERPEMEFSI N TWEET,
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(2) RADIUS H—=/\XD 7177 > MERENDECER

a>7 4 L= 3>rav N aaa accounting mac-authentication ©, RADIUS #—=/XOT7 H 7 > b
WREZHATE LT, 7H7 v MERBICIZROERPEFSNE T,
* FORETE#R BRI ICIRDOER AP ELFE S NE T,
Y= NIZER S N 7-HEZl, MAC 7 FL X, VLAN ID
o FORLMERRIEHR  : RRRLMERRERICIROIBEMA RIS NE T,
P—NICER S NZBF, MAC 7 LA, VLAN ID, FREERINA & EREEMERR & T OREIBEFE

(3) RADIUS H—/N\A\DEREHEHRECER

RADIUS FZ3E AR DB AL, RADIUS =N\ -> TV AKEEIC X - T, FRIEAIL FREFRBA RSN

9. L, MY S RADIUS ¥ —NIC k> CRHRENLDERPRLLIENHVEITOT, FflllE
RADIUS = NO#FHHAFEZ S L T 7ZS 0,

(4) syslog H—/\\DEHEO TR

MAC FREEDEIET 7% syslog Y —/NICHINITE £, £/, U7 EMACREEOTHY > hur %
EHET, syslog ¥ —N"NOHAEREROKNITRLET,

10-9 syslog #—/\HARER

AN RFER : AUT
- HAOmK - TR
BMEOTA V=MD
(o WE [HE] . AT A/B B S5 B MAC B EERIEFRV-AR

T ]

syslog~d sys|ogtRED ERFEEHA MACEZEE % Ayt—UKRX
HABMEBEZ PIDE GCR Y|

R EEE R T

AR NFER

f7:, 374 7L —3>rav > F mac-authentication logging enable 3 & U logging event-kind
aut iZ& > ¢, HADRBBLMMELFTEET,
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10 MAC SRRED#RSR

10.4 A MAC §85F DB & & U RADIUS H—/XD#E

firg

10.4.17 MWL MAC 835 DB D #EfE

(1)

(2)

(3)

MAC Bt —H IV ERE AR 2 FEH T 51 ”éfg’if HAENCWEL MAC 823E DB 21/ERK 3 20 ESH D F
9. 77, KREEDONEL MAC B3k DB | i/\/77/7°i3c120{§75’(é°i'§'

Mg MAC E35E DB DER

B O~ R set mac-authentication mac-address © MAC 7 KL 28 LU VLAN ID % & MAC &8
iEDBIcEELE I, A I~ N remove mac-authentication mac-address T&#x L7 MAC 7 KL
ZADEBRLTEET,

B - BESNARIL, BRI~ > F commit mac-authentication A EfT S N 7-BEE T, WE MAC 2
fEDBICRBLENET,

&8, A I~ N commit mac-authentication THE MAC £2iF DB "D KM %17 - 7156, IRIERE
FROWmRICITER SNT, REGRIE» OB ERDET,
FE
ANt MAC BEEDB #4153 v 7 VLAN E— FCERT 314813, BEBICROBICERT 2 0NE
BHDET,
« MAC 7 L ZAZ#IZNT VLAN ID 2 E L TL 72 &V, VLAN ID #AEBINTWAEAIL,
ZFOMAC 7 RLRARIRIELT—EDET,
e FCMAC 7 RLUAZEEHD VLAN ID TE#H LIZEE, L BFED/NS W VLAN ID 75 VLAN 1)
DBEXIERHINE T,

* VLANIDIZ 1 23 EE L2V TL &S W, MAC VLAN TfER TZ 72\ VLAN ID D7z IZFREET
=L DET,

Mk MAC SRSEDB /Xy 77 v S

A o~ > K store mac-authentication ©, @ — HIILEREERIC/ER L7-HE MAC S83E DB DNy 7 7 v
THEEBZENTEZT,

Miek MAC 535E DB M1ET

M 3~ > N load mac-authentication T, B@—ANVFEIAIIER LN 77w T 74 UH 5, WE

MAC FR5E DB OETTHATE LT, 2720, BEXEETI 5L, BERIIGEAI Y F set mac-

authentication mac-address TE#k - B L TWARIIEESNT, BN SNT-ARICEEZWDD £
T, ERPUETT,

10.4.2 RADIUS H—/\N0)#EfiE

MAC §REED RADIUS FRiEA R ZHERH T 210872 > TiE, TR MAC 7 RL A &/82 7 — K% RADIUS
P—=NIIRET HDBENHD LT,

F7z, KEED MAC BAEHAENPHER I 5 RADIUS OEMEZ R L9,
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(1) 1—%ID OEEF

(2)

(3)

(4)

260

MAC 7 RLZDBEEHE LT RADIUS D1—HIDICMAC 7 RLA%ZEHFLE T, MAC 7 RL A
16 EXXFFHNTHAELTF (EFF a~f O/NF) 2RV, 12XFTHEELET.

%7z, EE VLAN £— F7T, RADIUS TORAERIZC MAC 7 RL A3 T%< VLANID 8 B& L0
BER, IIORTERTMAC 7 RL 2 & VLAN ID 283 XFEHE 2002021 —FID & LTE
FRLTLZE 0,

10-10 MAC 7 KL X+VLAN ID EFER

2—HIDER MAC7 FLR REYXFS VLAN 1D

5l - MACT K L X H%0012. 212. 0001,
VLAN IDAY100, &)Y 3XF51% %VLAN
ELFBE, 2 —FIDEROELSITHEYET,

0012621200014VLAN100
Y
MACT KL R TVLAN D

XY 3XF 51

INAT—RDEF
ROEESMENRAT—RELTRHELE T,

« I—HIDICEHF L MAC 7 FLREF—D MAC 7 FL A
« 29 ID IZHEDITFES

&REEE VLAN DERE

547 3w 2 VLAN £— N CREAERINRICTI D B X 2% VLAN ZIRO XS ICREL £ T,
1. Tunnel-Type I Virtual LANs (VLAN) %&%7E (fE13) LE9d.
2. Tunnel-Medium-Type 12 6 28X E L £9 .

3. Tunnel-Private-Group-ID i VLAN ID 2 ROERTHE L £ T,
¢ BFXFTHRE
B : VLAN ID #* 2048 OB&, SUFEFIT 2048 =&7E
o XFH|” VLAN” 1282\ T VLAN ID 2 ${FNFTEE
Bl : VLAN ID %% 2048 O34, VLAN2048 % 8%
s AYT7 47 VL—¥ 337 R name THE L7z VLAN &% 5E
%3, Tunnel-Type, Tunnel-Medium-Type, & Tunnel-Private-Group-ID D=2 D EHEAT T

BESNTOARWKETY A+ I v 7 VLAN £— FCHERLLEGE, % VLAN EL TR A T4 7
VLAN Z#RL £,

IV\AC WL\DE% WE%?% RADIUS -U-_/ \“O)E'HE

WAEANE LT PAP Z2RELEJ. &7z, MACRREEPEM Y % RADIUS OBEZIROFITRLE T &
% RADIUS ¥ =N\ O RETEIC OV, [FHT S RADIUS U —NOFHHAZELZSHL T ZS
W,



10 MAC SRRED RS

x10-5 MACSBEICERT 2EMR (ZD 1 Access-Request)

B2 Type (& SHER

User-Name 1 MAC 7 KLU A, &721& R 10-10 MAC 7 KL Z+VLAN ID &&F]
THERLIEEEELET,

User-Password 2 MACT7 RUVR, 7 3ar 747 —a>ravy RTRESNIINA
T—REEELET,

NAS-IP-Address 4 N—=TNy I 5 T2—=ADIP 7 RUVAEERIL—T Ny 712 F
Tx—ADIP 7 RLAZEMAL, EHESNTLZiFnE RADIUS =N
LBETAHA I T —ADIP T RLAZIBMLE T,

Service-Type 6 Framed(2)Z&%EL £ 9,

Calling-Station-Id 31 L AD MAC 7 LA (/INSXF ASCILL, “-” RETD) 2IEELE T,
5] : 00-12-e2-01-23-45

NAS-Identifier 32 EE VLAN £— FTl, fREREKZINA L TW\»5b VLAN ID %2 HFXF5
THRELET,
i : VLAN ID 100 ®#4& 100
¥4+ 327 VLAN E— KT, Iv747L—Yaravy R
hostname CIEE SN/ BB L 2HEEL LT,

NAS-Port-Type 61 Virtual(5) 8 E L £ 7

NAS-IPv6-Address 95 N=TNy T2 5T 2—=ADIPv6 7 KL ABERIIL—T Ny T A >~

771 —ADIPv6 7 RLAZEML, HESNTWiiFhid RADIUS
P NEFBETEA VY T2—ADIPv6 T RL AL E T, 12751,
IPv6 ) > 7 u—HhL7 RLUATRIET 2HEE, V- NN oA42%
T—ADIPv6 7 RLAREDEEIIPPDET, RES VYT —AD
IPv6 V> Za—A)LT7 RLUAZBMLE T,

# 10-6 MACESREEITIERAT 3EME (D 2 Access-Accept)

B4 Type f& S8R
Service-Type 6 Framed(2)2BEHAIE NS : MACRRIETIZF = v 7 LEE A,
Reply-Message 18 (RfER)
Tunnel-Type 64 ¥4+ 3IvZ VLAN £— FEICER L7,

VLAN 29 13 THoH2»%EF v 7 LET,
EE VLAN £— FRHIER L EE A

Tunnel-Medium-Type

65 ¥4+ 3w VLAN T— FERICERLE T,
IEEE802.1X L [ERDE 6 @ Tunnel-Medium-Type T®H % 5%
Frv I LET,

EE VLAN £— FERIIER LA

Tunnel-Private-Group-1d

81 %4537 VLAN £T— FEFICERLE T,
VLAN 2R ITEHFXEHE 7213 “VLANxX”
xx I E VLANID 2% L %9,

7272L, EED 1 X277y hOREN 0x00~0x1f DFEIE, Tag
ERLTWVWAHOT, COHEIE2A 7Ty NEP»S5OEHN VLAN
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B2

Type f& EHER

2FRLET, SLHED 1 477y bOWNED 0x20 DL EDIFEX, £
A5 VLAN 2E L7,

iz, AV 74 7L —3>a<v > Kname TRES Nz VLAN

LR SN7HEE, VLAN ZFRICHISd 5 VLAN ID #1H

ALZx9d,

EE VLAN E— FEHZFRALEE A,

& 10-7 RADIUS Accounting TiEFT B4R

B4R Type f& SHEA

User-Name 1 MAC 7 RL A, 713 [K10-10 MAC 7 FL Z+VLAN ID &4
K] CERUEEEELET,

NAS-IP-Address 4 NASDOIP 7 RL AL E T
VW—=TNy 7425 T2—=ADIP 7 KL ARERIL, L—TNv 71>
F7x—ADIP 7 RUVAEBMLET, B, hbihE, —nNEE
BIAA VYT —ADIP 7 FLAZELE T,

Service-Type 6 Framed(2) & E L £7

Calling-Station-Id 31 WARD MAC 7 KL A (/INXXF ASCI, “-” KEJ0) 2RELE I,
5l : 00-12-e2-01-23-45

NAS-Identifier 32 [EE VLAN £— R TIZ, 8RR %2 INA L TWwWa VLAN ID 2 #FXF
FITHELET .
f5l - VLAN ID 100 ®»#54& 100
Y¥4F+3Iv 7 VLAN E—FRTlk, 207471V —Yaryavr R
hostname TIEE SN EEBLZIEE LT,

Acct-Status-Type 40 FRRERLINERIC Start(l), FREEMEPREFIC Stop(R)EEM L £ 9,

Acct-Delay-Time 41 ARy MREERDPOREETHETICELLEE (W) 2BHLET.

Acct-Session-1d 44 Accounting &z #7195 ID (GRIERT), FRAEAFRRICEIL CIXE UE
T9)o

Acct-Authentic 45 FRIEHFRZRT RADIUS, Local DES S 2B L E T,

Acct-Session-Time 46 FUERRBR Y B F TORE (B) =ML ET,

NAS-Port-Type 61 Virtual(5) 28 E L £ 7,

NAS-IPvé6-Address 95 NAS D IPv6 7 RL A% L £ 7

V=N T4 25T 2—=ADIPv6 7 R L ARERIL, L—F Ny oA
VETI—ADIPVE T RLAZEHLE T, 4B, IhlilE, ¥—N
LBEETAHAAN Y T2—ADIPVO T RLAZMLE T, 72721, IPv6
Y2 ou—HhL7 RLURATBETAEEE, VTN IV F T2 —R
DIPV6 7 RLUABREDEEIIPIPDET, REEA Y72 —AD IPv6
Yooua—ALT7 RLUAZBHLET,




10 MAC SRREDERSR

1 0-5 I\/\AC le\ﬂIE{Em H%d) %%It
(1) figses O3t

MEEE S DFRTFEIZDNTIE, [5.2 LAY 2 E&MEEE OHFIC OV T] 2B L TL S0,
(2) MAC le\n[E7°D77A7J ﬁE@J lJTCi’JEJ_é

MAC Z3E 71 7' LS HEEE L7356,

ELDEEPO)@_/\—(O)ELDEz) ﬁ#ﬁ%éhi@_o k.a)ilﬁ ﬁ@é}‘%(ﬁbcﬁ
BRI (T TL 2S00,
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N\AC =1 I:IIE 0) /:I_E t

MAC 28iFlE, ZELET7L—L20%ETMAC 7 RL A%E

III-U

GEL, VLAN

ANDT 7 A EITOKETT., ZOETIEI MAC SEEOA L —> 3 >

IZDOWTHBALE T,
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11.1

MAC SBEEDERTE L EFA

>J47Lb—3>

11.1.1

11.1.2 EIZE VLAN £—

A 7147 L—>3a>av > R—

MAC#ED Y74 7L —Ya>yavy R—EBER2ROFIIRLET,

x®11-1 2>7147L—>3a>avR—E&

av > RE

A

aaa accounting mac-authentication default start-
stop group radius

RADIUS Accounting #f#fHd5Z & EREL £,

aaa authentication mac-authentication default
group radius

RADIUS FBAES R CRGET 2 EZREL L J o

mac-authentication auth-interval-timer

FREERAER, ROFBIENPITHON S & TOFERIER R
EHEELET,

mac-authentication auto-logout

WARDPSDT T AN R VIRENFENWT WS L2
H U TR RRR T 2 EE e IC LET,

mac-authentication dotlg-vlan force-authorized

MAC 7R— MZ switchport mac dotlq vlan &E A
BIBAEIC, Tagged 7 L — LR FTIERIMCHELE T,

mac-authentication dynamic-vlan max-user

¥4+ 3Iv 2 VLAN £T— R CRRIETE 5 MAC 7 KL
AHETRRELET,

mac-authentication logging enable

BHiEa 7O syslog ¥ —N~OHNZFHELE T,

mac-authentication max-timer

AR AR ZIEELE T,

mac-authentication password

RADIUS ¥ =D WEDERIZHERT 2/527 —
REHRELET,

mac-authentication port

MACRREZ{TO A — b Z2RELE T,

mac-authentication radius-server host

MAC FBHESIC RADIUS 4 — 30 IP 7 KL A% &
BEELET.

mac-authentication static-vlan max-user

EE VLAN £— RTIET& %5 MAC 7 N L A¥ %18

ELET,

mac-authentication system-auth-control

MAC#iEr—E v 2EH L X T,

mac-authentication vlan-check

FRRERRIC MAC 7 RL ZIZNZ, VLANID 849 %
ZEEHRELET,

(1) O—AILEREAHBADERNLREE

266

EE VLAN €£— R T, u—hREARZ2ER Y 5 L TOERNLZERE

Rp3d>T7«17L—>3>

EROMISRLE T,



11 MAC SBREDERE & EA

11-1 BEZE VLAN ®— ROO—AIEREEARDOERER

REERICT IV ERTED

_____________________________________

VLAN 10 = v

_____________________________________

IEEE802. 1XFE f=I&
WebzB 5L TERELE

MACEEFE > SR a8

(@) FRELAR— bDEE

BEEDRA > N
MAC FBEECHEAT 2R — F2RELE T,

[0V > RICKBEEE]

1. (config)tf interface gigabitethernet 1/1/3
(config-if)#f switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)#f exit
RAEZITOWMARDPER SN TVAR— MIMACERIEAFRELF T,

(b) MAC SREEMDERTE

EREDRT > K]
MACEGED IV 74 7L —3>a<wy FERELTMACERIEEZERNCLE T,

[Ov > RICKBEHRE]

1. (config)# mac-authentication system—auth-control
MAC SR H L £ 9,

(2) RADIUS SR AXDEARNZERTE
EE VLAN £— R T, RADIUS #ZiE AR %2 (T 5 L TCOEARNLEHELZROKIIRLET,
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11 MAC SREEDERTE & EF

11-2 EE VLAN £— R RADIUS SREEATNDEARIBRK

RELRICT IV EARATES

RADIUSH—/N
192.168.10. 200

1/1/11 1/1/10

1/1/3 1/1/4

SV |V v

_____________________________________

IEEE802. 1XZFE f=I&
WebZE 5l TERELE

MACEESIE xS S 2

(@) EREIR— NDERE

[EBREDRAT > K]
MAC Z2sEClEHT A2 R—F 2R ELE T,

[O7 > RICEKBEERTE]

1.(config)#f interface gigabitethernet 1/1/3
(config-if)# switchport mode access
(config-if)}f switchport access vlan 10
(config—if)# mac-authentication port
(config-if)# exit
AL T OWMARDSER SINTVAR—MIMACRRIEZHRELE T,

(b) MAC SBEEDERTE
EREDRT > M
MACERFHED I 74 7L —3ayavy RERELTMACRIEZEMCLET,
[O7 > RICKBERE]
1. (config)#f aaa authentication mac-authentication default group radius
(config)ff mac-authentication radius-server host 192.168. 10.200 key "macauth”
FRiE% RADIUS Y —NNTT 572012, IP7 L A& RADIUS#ZERELE T,

2.(config)# mac-authentication system-auth-control
MAC R4 & L £ 7,
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1113 94FXy 7 VIANE-—ROO>T7s7L—>3>

(1) O—=NLFEEAROERNGIE
545 3v2 VLAN €= KT, RIEARZEAT 5 LCOERNLRELROMISRLET,

11-3 99473y 7 VLAN E— ROO—-HILZEEARDERER

wﬁél77tx1%é

L3RA v F
geggseen
[ ——
(VLAN 20)
|
f "
A . |
MN_MB sy
@V —~—___ | L
(VLAN 10)

| HUB |
1EEEB02. 1XZE = (%

WebZ2 i TER:E

MACEEZE >t SR 25

(a) EREEAR—bOFRE

[BEEDRA > N
MAC 8iECERT 2R — b 2HREL T,

[0 RICKBEE]

1. (config)# interface range gigabitethernet 1/1/3-4
(config-if-range)#f switchport mode mac-vlan
(config-if-range)ff switchport mac native vlan 10
(config-if-range)#f mac-authentication port

(config-if-range)# exit
IR ITOWMAKRDPERINTVAER— M MACRRIFEZHRELE T,

(b) MAC SREEDERE

[EBREDRAT > K]
MACEHOa>y 74 7L —a>vavry FEHRELTMACEEEZ2ENICLET,

[O7 > RICKBEEE]

1. (config)# mac-authentication system-auth-control
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11 MAC SREEDERTE & EF

MAC FFEZ B L £ 3.
(2) RADIUS SREEARNDERKRERE
¥4 F 3y 2 VLAN £— FT, RADIUS AR % ERT 2 L COBRNAEREL ROMITRLET,

11-4 91473 v 7 VLAN £— RO RADIUS REEARDEARIER

PEERICTT I ERTES

RADIUSH— /%
192.168. 10. 200
L3R4 v F
SEEEgEE
FRRE£VLAN
S - A oo ool N —— (VLAN 20)
Ki® | 1/1/10] b1/
: | i I
| NAB Ay J
SBEEHITVLAN —— e |/
(VLAN 10)
| HUB |
IEEE802. 1XZE =13
WebER 5 TEREE
SEEEgEE
WACSBEI XIS #3  PCI PC2

(@) EREEIR— NDERE
[EBREDRT > N
MAC B CEAT A2R— b 2HRELE T,
[T > RICKBEEE]

1. (config)# interface range gigabitethernet 1/1/3-4
(config-if-range)# switchport mode mac-vlan
(config—if-range)lf switchport mac native vlan 10
(config—if-range)#f mac-authentication port
(config-if-range)# exit
FAERITOWMADER SN TNAER— MIMACRRIEEZFHEL LT,

(b) MAC FREEDERTE

[EBREDRT > N
MACERHEDaY 74 7L —a>avy FEHELTMACEREZEMICLE T,

[O7 > RICKBEETE]

1. (config)# aaa authentication mac-authentication default group radius

(config)#f mac-authentication radius-server host 192, 168. 10,200 key “macauth”
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FEEE RADIUS 4 —NT9 572012, IP7 FL A& RADIUS#EZBRELE T,

2. (config)# mac-authentication system-auth-control
MAC iz #E L £ 9,

11.1.4 MACEREID/NT X —IEEE

(1)

(2)

(3)

(4)

(5)

MAC

WAL CTHRETE DN TIA—YOREHFEZHHAL XTI,

=

it ulEHij(H%Fﬁ D EQL:E

BEEDRA > N

FRAL A A DY R 2 SR A IS FRAEL R T AR ZRE L £ 9o

[O7 > RICKBERE]

1. (config)# mac-authentication max-timer 60

SRR ICERREMERR I R 2 60 DICREL 9

EE VLAN £— R OPEEDEEE

[EREDRA > M
EE VLAN £— R CRREETE 2 MAC 7 FL ZHZREL 9,

[av

> RICKBEE]

1. (config)# mac-authentication static-vlan max-user 20

MAC F8EOEE VLAN £— RT3

RADIUS £ —/\DRE

EREDRA > M
RADIUS FFiEA R THEAT 5 RADIUS =N ZH/EL X T,

[av

> RICKBERE]

TIETE S MAC 7 KL ADOE A 20 &l

IRELET,

1. (config)# aaa authentication mac-authentication default group radius
RADIUS 4 —/NNTFIAET A LS ITEREL LT,

THIOT 1 T DERE

EREDRAT > K]
THIVT 4V TEFETAHEIDIKRELET,

[av

> RICKBERE]

1. (config)# aaa accounting mac-authentication default start-stop group radius
RADIUS Y —NIZT7ho VT4 v TEEE2TAHEIDICHRELE T,

syslog % —/\\DHIIERE

[E@ff/H
TSR & #Eu 7% syslog W —NICH 1T AR EE LE T,
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[Ov > RICKBEERTE]

1. (config)# mac-authentication logging enable
(config)if logging event-kind aut
MAC FREEDFER LB E T 7% syslog 4 —NICHIT 28 EX LE T,

(6) ERELEFIC VLAN ID £HRET 25 E

[EBREDRT > N
FAEREIC, MAC 7 FL AR T% < VLANID bBET A BAICRELE T,
[O7 > RICKBEERE]
1. (config)# mac-authentication vlan-check key ”@@VLAN”
AR IC VLAN ID AL £ 9,

%7z, RADIUS 88iEAR T, MAC 7 FL A& VLAN ID & %"@@VLAN"OIFET D22 72 XFF|T
RADIUS NElWEDEE T,

(7) RADIUS WEHE/NZAT— RDEE
EREDRA > N
RADIUS NOBEDBEICHEET 2/ AT—FZ2RELET,
[O7 > RICKBEHRTE]
1. (config)# mac-authentication password pakapaka
RADIUS NOBEARKO/SA T — K& LTC” pakapaka” #FEL£7,

(8) FVELRAIRDAETELIGREIREMRERE

BREDRA > K
FRRERIR DIR[EIRREE £ COHRIEREHE T REL £ I,

[OvY > RICKBEEE]

1. (config)# mac-authentication auth-interval-timer 10

AAERHR, 10 TREIEBRICHERIEZITO L ORELE T,

(9) EREIFEAIPVA 77 tERX 1) A MNDEEE

[EBREDRAT > K]
FRALRTIRE DR R D SEFED /N v N 2 REBNANEIXET HELOFELE T,

[O7 > RICKBERE]

1. (config)# ip access-List extended 100
(config-ext-nacl)#f permit udp 0.0.0.0 0.0.0.0 host 255. 255. 255. 255 eq bootps
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)# exit
(config)ff interface gigabitethernet 1/1/3

(config-if)# authentication ip access-group 100
(config-if)# exit
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FREERTOWAR A2 S5 DHCP /¥ v F7213 192.168.10.100 ND 7 7L A %03 5 IPv4 77 £ AV A
FERELET,

(1 0) 9\\{# v VLAN €E— R o)wu\nﬁgio)ggi

[BREDRT > N]
4> 3Iv 7 VLAN E—RTCRIETESLMACT RLABEZRELE T,

[Ov > RICKBEHRE]

1. (config)# mac-authentication dynamic-vlan max-user 20
MACFZFHEDY A+ 3 v 7 VLAN E— R TFIETEZ S MAC 7 FL 2D % 20 EICERELE T,

(11) EWERHDSDT T AN VVIRREZ 1R U TEREEER I BB EZ ECERE

[BEEDRA > N

EEEEA MAC 7 RL AR EDHMERP SO T 7L AN L VIRESEVWT L2 EBR LWk DI
ELET,

[O7> RICKBEE]

1. (config)# no mac-authentication auto-logout

ERHEEA MAC 7 RLUAZBEDHMARDP SO T 72 AN R VVRESHEV T ORI T WERER L
9,

11.1.5 SREERRADERESE

MAC §RECRBIEN RN ET B DDREZHAL ET,

(1) EE VLAN T— RDEZEERNR— M DERTE
}?I_EVLANJE‘_‘FT AL VWTEBEEZHFAI T AR - P E2RDEDICERELE T,

[BREDRA > K]
AL BN T AR— MR LTI, FAEAR—FEHRELEEA.
[OY > RICKBERE]
1. (config)# vlan 10
(config-vlan)ff state active
(config-vlan){f exit
(config)# interface gigabitethernet 1/1/4
(config-if)#f switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)#f exit
(config)$ interface gigabitethernet 1/1/10
(config-if)#f switchport mode access
(config-if)# switchport access vlan 10
(config-if)ff exit
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EE VLAN £— FTH> VLANID 10 28 E LR — b I/1/4 ICEER AR — h2RELE T, £

7z, K—=H 1/1/10 ICEEREL 2 W CEE ZFFAI T 55 E’Ebi?

(2) EE VLAN £— K OFREERRMImAKR DEE

IEIE VLAN £— FT, [:IL[]E l/ﬁl{‘fl_{n

EREDRA > M

EREE AR T B KRDO MAC 7 FLAZ MAC 7 RLATF—7IILICBHLET,

[O7> RICKBEETE]

1. (config)# vlan 10
(config-vlan)if state active

(config-vlan)f exit

FATABHEDOMAC T FLAZKRDEHIC

=1
CRXE

ELET,

(config)ff mac-address-table static 0012.e212.3456 vlan 10 interface gigabitethernet 1/1/10
VLANID 10 ®R— bt 1/1/10 12, EREEL 72 W CEEZHT A MAC T RLAZERELE T,

(3) ‘9\\’(7'5 v 7 VLAN £— Rmmu\uIEB‘?g‘i‘T [ O)SQEE

9‘\/{'}‘3 v 27 VLAN £— FT, uqub&b‘TL{u%#—‘l‘a—éT ]\’E(}"(@J:O ZERE

CEXAE

BREDRA > M

REEZ RN HAR— ML TIE, BBER— FZRELFHA

[Ov > RICKBETF]

1. (config)#f vlan 10

(config-vlan)# state active

(config-vlan)t exit

(config)ff interface gigabitethernet 1/1/4
(config-if)# switchport mode mac-vlan
(config—if)# switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config—if)#t mac—authentication port
(config-if)Hf exit

(config)# interface gigabitethernet 1/1/10
(config-if)# switchport mode access
(config-if)#f switchport access vlan 20
(config-if)# exit

54+ 3Iv 27 VLAN £— FTH> MAC VLAN ID 20 Z&&E L2 A — b 1/1/4 ITI3EE
ELET, £/, A= I/I/I0OICEBEREL 2 W CEBZFFAIT2REEZLET,

(4) 91+ 3y 7 VLAN £— R OREERINFRDELE
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EREDRA > M

ELET,

¥4+ 3Iv 7 VLAN E—RT, ZBIELZWVWTEEZ2FT 2WHAD MAC 7 RLAZ RO LS
—a_o

JEEAR— b 25

ICBRE L E

FAE R BRIL T B8HAKRD MAC 7 L X%, MAC VLAN & MAC 7 RL AT —7)VICESRLE T,
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[O7 > RICKBEEE]
1. (config)# vlan 20 mac-based
(config-vlan){f mac-address 0012, e212. 3456
(config-vlan)ff exit
(config)#f mac-address-table static 0012, e212.3456 vlan 20 interface gigabitethernet 1/1/10

MAC VLAN ID 20 ®R— bk 1/1/1012, FBIEL 2 VW CHEE 2 H T T 58 AKD MAC 7 FLAZEE L
£9,

(5) dot1q E&E MAC R— ~ DETEEBRANERTE
[BREDRAT > M
dotlg SEAN &S N7z MAC R— b Tagged 7 L — L 2 RFERRAMCRE L E T,
[OV > RICKBERE]
1. (config)# interface gigabitethernet 1/1/20
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config-if)# switchport mac dotlq vlan 100
(config-if)# mac-authentication port
(config-if)# mac-authentication dotlg-vlan force-authorized
(config-if)f exit

MAC RIEEORIEARA— + 1/1/20 I22{E L7, VLAN ID 100 £3%° Tagged 7 L — & % SRS
LT AREFLET,
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EEER

11.2 AXL—>3>

11.2.1

11.2.2 MAC 535t

276

BEHEIYY R—

MAC it I~ F—&EZ2ROERITRLET,

*®11-2 EROVYVR—E

av > RE

gl:lg

]

show mac-authentication login

MAC FRE CRREEEAD MAC 7 FL A ZFRLE T,

show mac-authentication logging

MAC FRREDEF 0 /EHRE R L £ T,

show mac-authentication

MACREEEDa> T4 L —2a v aRRLET,

show mac-authentication statistics

MEtEmERRLE T,

clear mac-authentication auth-state mac-
address

FREEVE AR & R I ERAEARRR L £ 9

clear mac-authentication logging

BEo sERE 7T LET,

clear mac-authentication statistics

MEHERZ VT LE T,

set mac-authentication mac-address

W MAC 883 E DBNMAC 7 FL ZZBH L £ T,

remove mac-authentication

Wit MAC 883E DB 75 MAC 7 FL A ZHIBR L £ 9

commit mac-authentication

NEE MACEREEDB 275y ¥ a X EVYIHEELE T,

show mac-authentication mac-address

WiE MAC 883E DB ICB @S nzlE®me TR L EJ,

store mac-authentication

W MAC REDB 2 1Xw 77y L ET,

load mac-authentication

N 7977406 HNEMACZ8i DB 28T LE T,

clear mac-authentication dead-interval-
timer

dead interval #gEIC
A5,

restart mac-authentication

MACERETu /I L2 HEH L7,

dump protocols mac-authentication

MAC FRRED 7 v TEREZNEL LT,

DFRERHEKT

show mac-authentication 2% > R T MAC ERFOHREBHRISZREINE T,

. 1 1 5 MAC DII..\I:I ;ﬁﬁ-‘:_ I‘ﬁgﬁiET

# show mac-authentication
Date 20XX/10/17 10:52:49 UTC
mac-authentication Information:

Authentic-method : RADIUS Accounting-state : disable

Dead-interval : 10

Syslog-send : enable

Force-Authorized : enable

Auth-max-user 1 1024

Authentic-mode : Static-VLAN
Max-timer : 60 Max-terminal : 1024
Port Count : 2 Auto-logout : enable

&% 2 BEHLKED RADIUS ¥ —=N\AODT 7
1 BH®D RADIUS —=NADOT7 7L XIZRLE T,



VLAN-check
Vid-key

: enable
1 %VLAN

Authentic-mode
Max-timer : 60
Port Count : 2

Port Information:
Port
Static-VLAN
VLAN ID
Auth type
Dynamic-VLAN
VLAN ID
Native VLAN :
Forceauth VLAN:
Access-Llist-No
Max-user

Port
Dynamic-VLAN
VLAN ID
Native VLAN :
Forceauth VLAN:
Access-Llist-No
Max-user

Port
Static-VLAN
VLAN ID
Access-Llist-No
Max-user

11.2.3 MAC

11

: Dynamic-VLAN

256
enable

Max-terminal :
Auto-logout :

1/1

5,10, 15
force-authorized

1200, 1500
10

1500

100

64

1/2

1300-1310
20

1300

100

64

1/10
300, 305

100
64

wu\niEo)% bn-l- rﬁ $E(§ET

MAC

DIL\UIEO) oX

EER

show mac-authentication statistics 2 > KT MAC FREEDRES L O RADIUS & O@BERRASETR

ENET,

11-6 MAC FRELDRT

#f show mac-authentication statistics

Date 20XX/10/17 11:10:49 UTC

mac-authentication Information:
Authentication Request Total :
Authentication Current Count :

Authentication Error Total

Force Authorized Count
Unauthorized Information:

Unauthorized Client Count

100
10
30
10

RADIUS mac-authentication Information:

[RADIUS frames]

TxTotal 130  TxAccReq 130 TxError
RxTotal 130 RxAccAccpt: 100 RxAccRejct:
RxAccChllg: 0 RxInvalid :
Account mac-authentication Information:
[Account frames]
TxTotal 100 TxAccReq 100 TxError
RxTotal 100 RxAccResp : 100 RxInvalid :
Port Information:
Port User-count
1/10 10/ 256
1/12 10/1024
1 1 24 MAC EI;L:,J\EIEODDIL,\UIH /u\ﬂEET

show mac-authentication login 2~ > FT MAC #

REEDRIEREP R RS NE T
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. 1 1 7 N\AC WL.\D WL\DIE'{k ﬁj—

#f show mac-authentication login

Date 20XX/10/17 10:52:49 UTC

Total client counts:2

F MAC address Port  VLAN Login time Limit time Mode

* 0012.¢200.0001 1/1 3 20XX/10/15 09:58:04 UTC 00:10:20 Static
* 0012.¢200.0002 1/10 4094  20XX/10/15 10:10:23 UTC 00:20:35 Dynamic

11.2.5 WEx MAC 535 DB D1ERL

MAC ZRES AT LDBEREB XV T4 L= a VOBRENT T LizH &I, W MAC £2EF DB
2R LE T, £z, T TICHEIMACFRE DB IZBSRSNTWAHNEZBIELE T,

(1) MAC7 RLZADERR

set mac-authentication mac-address I~ > KT, RERNRO MACT7 FLAZEIZMAC 7 FLU X,
VLANID #&8 L £9. MACT RLAZADERT AHIZRKITRLET,

[OvY> RAA]

#f set mac-authentication mac-address 0012.e200.1234 100
#f set mac-authentication mac-address 0012.¢200.5678 100
#f set mac-authentication mac-address 0012.e200.9abc 100
#f set mac-authentication mac-address 0012.¢200.def0 100
#f set mac-authentication mac-address 0012.¢200.0001 100

(2) MAC 7 KL RI15%RHIFR
BEEHA MAC 7 FLZZBIRLE T,

[O<> RAA]
#f remove mac-authentication mac-address 0012.e200. 1234
MAC 7 KL Z2(0012.€200.1234) #HIFr L £ 7,

(3) M MAC &35 DB NDKIR

commit mac-authentication 2 ~¥ > KT, set mac-authentication mac-address 2~ > FHE LS,
remove mac-authentication mac-address I~ > KBS - HIR L-1E®R %2, WE MAC 22:iF DB IR
MLUET,

[O<> RAA]

#f commit mac-authentication

11.2.6 NEMACESREDB DNy I 7v S
Wi MAC FBEEDB DNy 77w THZE, BEXUONY I 7y TS T7 7 AU SDETLHERZRISRLET,
(1) WEMAC 525 DB 0)/\‘/77‘)70

Ak MAC E23F DB 7 & store mac-authentication <> RTNw 277 v 77 74 )L ((ROFITIE
backupfile) Z/ERL 9

[O<> RAA]

it store mac-authentication backupfile
Backup mac-authentication MAC address data. Are you sure? (y/n): vy
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(2) A MAC 525 DB M1ET
Ny 77y TT7 74 ROFITIE backupfile) 5 load mac-authentication I > K THE MAC &
it DB Z/ER L £ 9

[Ov> RAA]

#f load mac-authentication backupfile
Restore mac-authentication MAC address data. Are you sure? (y/n): y

11.2.7 dead interval #¢8E(C & 2 RADIUS H—N\77tX% 15BN
RADIUS H—NICERET

1 6H® RADIUS Y —N\HPEIREICH D, dead interval #EE1C & - T, 2 HHLFE® RADIUS H—/3A
OF7 7RO BEb- 56, 23> 747 L —33>a~ R authentication radius-server dead-
interval TRRE SNz ZF 1272 W TR O RADIUS 4 — N7 7+ RIZETIZIE, clear mac-
authentication dead-interval-timer 2= > FZEFLEF,

11-8 1 8B® RADIUS H—NADEINEZ

#f clear mac-authentication dead-interval-timer
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DHCP snooping

DHCP snooping (&, A& % @189 5 DHCP /$7 v M ER L TEES N
TOVWEWIHRRDPSDT 7t A% HIRT 25EET, [Pv4 2y b7 —27IZEAHL
S

ZDOETIE, DHCP snooping OfEai EBRIEFTIEICDOWTEHBAL £,
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12.1  f&SH
1211 =

DHCP snooping (&, ARZEE %889 5 DHCP /87 v h2ERLT, BESNTLARVWEERIP6DOT /&
A%HIRT HHERETT .

/o, FHEINTWRWVWERD SO IPv4 Sy b2 HIRT 2K 7 1 L&, AIEZ ARP /STy b2 #
BILYAFTIv7 ARPHBEBYR-—FLTVET,

DHCP snooping 1&, IROKIIRT & 512 DHCP %—/3& DHCP 7 74 7 > b ORICARERE % #fi L T
HEALET,

12-1 DHCP snooping #I£

DHCPH—/X

LAX3RA v F
(DHGPJ L —)

_ . DHCPY S 4 7 > b+ S8 =N TULVEULDHCPH—/N
DHPZSAT2 b emsncubng®)  (SEShT LG NEE)

(L) [];WWN7vh€%ﬁ¢6ﬁ—h BHREROER (BRR)
< Xry FOFN GBB) < Xy FDFN (BEE)
C):N7VF¢$ )(:N&vh%ﬁ

WMARBROBHREZNA VT4 VT T —IR—-AEWVET,

DHCP snooping TH AR — h 3 2HEEZIRDORITTRLE T,
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12 DHCP snooping

I5H

HEEDBIE

DHCP /87 v + DE#

DHCP #—/\%»5 IP 7 R L 2% Efi S 1 /- DHCP 7 5
AT7Y hERERL, MAERENS T VT Ty R—
ACEH

EE IP 7 N L A 2R DOmARDE

NA VT4 VT T = R=ANBRIERE AT T 1+ v 71
Bk

NA VT4 VT T =5 R= ZADRAF

NA VT4 VT F = R—ZADRED L OEBHLEH KO
Bt

DHCP /87 v + D&

BEINTVZRWDHCP ¥ —N\»560 IP 7 N L A %
it

BEENTWARWDHCP 754 7Y 56D IP 7 RL A
R A & 1R

MAC 7 B L ZDFER% Mk
Option82 OFEMZ M1k

DHCP /%7 v b DZ{E L — MR

#iE L2 L— & #A s DHCP /87 v b 26k

i A 4

FBEINTVEWVERD? SO IPv4 84 v hoffkziiE

ARP /N7y s OEE

FBESNTVWARWIEERY? 5D ARP /87 v ~ Oz ik
MAC 7 RLABLUIP 7 L ZOFERZ 1L

ARP /%7 v b DZAF L — MR

WELZEL— M 2BA ARP /S v b &R

12.1.2 DHCP /X7y hDE#H
(1) R—hOREF

DHCP snooping Tl&, #A—r2XRO®EHNHFEL T, DHCP 7y A2 ERLET.

o trust K— bk

DHCP #— N\ — N\ ¥, BEEAOmREERT AR — h% trust F— b EFFOET,
DHCP 754 7> M 28 Lige, BEf - 28 - BEORRN 2D ET,

« untrust &A— b

DHCP 754 7> ba &, BREENTVWERWVWHRZERT 5 AR— % untrust K— b EFFUET,

DHCP ¥ —Ni3#EfE LEE A

A~ OEHE ORISR LE T,
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12-2 R— hOE5|

7| DHOP 4 —/%

LANIRAvF/IL—4
(DHCP1) L—)

DHCPY 547>+ DHCPY 547 k

(FLA1) |:| s trustAR—k |:| :untrustR— k

a7 4 7 VL—3ravr Rip dhep snooping T DHCP snooping 2 B¥ICT 5 &, 774 T
NTOR— M untrust K— MRV FEFF, DHCP U —NAEHET AR — % trust R— M ELTHREL
TLZE W, trust R—Mga > 7«4 ZL—3 3> a~ > Nip dhep snooping trust TERETE LT,

73, DHCP snooping Tl¥, 2> 7« ZL—3 3 > a< > Kip dhcp snooping vlan THEE L7z VLAN
ZERMRICLET,

(2) WRBHROFE
SARERO¥EOBFHELROBITRLE T,
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12-3  mARIBEHROFZB OB FEIE

DHCPZ S 4 7 > b

DHCPH—/x
(m=R) REE

IP7 FLREMER

IP7 F L X

IP7 KL RFERER

NAUT a2y
T—EA~N—R

(AL |:| : untrustR— k
|:| s trust/R— b+
trust K— b TlE, FIELZDHCP 3 =N\ o087y hZERL, IP 7 RUAMEMSNIBEITIEIN

A YF A VT F = R A RREREBRUE T, N1 Y F 1 ¥ T F— 5 R AAD BRI,
untrust R — MR L2 BROBRIEHR T

untrust R— b T, ZIEL/ZDHCP 7547 b6y b Z2ERL, [P 7 RL AOBHRERDIE
BIZEINA VT4 VT T = R=ADSHRERZHIRLE I,

NA VT4 T T—=IR=ADBEFRITIE, ROZOOBESHD £7,
o ¥AFIvIERF
DHCP H—=N\»5IP 7 RLUASEMRENT- & ZITBHRLE T,
BEIL, Y1 FIvIBRICE> THABERZEHLET,
o XY T4 v TR
a>74Jb—¥3>rav Y Kipsource binding TESELE T,
AT 4y 7EEEEE, untrust B— FMCEEIP 7 FL A2 E 8T — N\ E2 85T 5 & ZICFAL
o NA VT4 VT T—IR=RGKREREAY T4 v VBHRIT AL THBELHFITEET,
NA VT VT T = R-RERT 2HAREREZROFBIITRLUE T,

R12-2 NM2T 42T T—INR-RCERT BImKIER

=[S S1+IvIER 29T 1y TER
WAERD MAC 7 KL X DHCP 7547~ h®DMAC 7 KL % EEIP 7 RL A& ROWED
MAC 7 FL &
WROIP 7 FL X DHCP 4 — N\ 6EMENZIP 7 LA BEE P 7 RLRERFEOHEKD IP
7 RLZ

ISR I #EEPEYD
* 1.0.0.0 ~ 126.255.255.255
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=[] 13y IERF RIT 1y TER

» 128.0.0.0 ~ 223.255.255.255

AR HE Y 5 VLAN AR EFERT 2R — FELETF ¥ RV TN—TOFEY 5 VLAN ID

WMREERT 52K — M ES WAREERT SR - PEBELRF v ILTN—TES

I 7k L=V T EoTIT VM ZHEIBRTHET | T—I IR
DEFHE

%3, DHCP Y —N\»6EMmE Nz IP 7N
LADY —ARMEZEALET,

3) NI TA2TT—INR—ADRE

AT 4T =Y arvDREICE>T,NA VT4 VT T = R—ADREB L OEBHEHEHOETH T
ER=C IR

(@ NA2T 12T T7T—INR—ZADREDENEFRM

WA VT4 VT F—=FR=2A%RET A2, T3> T 147 L—3>a< > Kip dhep snooping
database url #FEL £ 7,

EBRIRESFIBS NS0, 2274 7L —Y 3 Y TRESN-BEIAHRFH RN MR TT,
(b) EJ}ZAAFEREE TIRORE

BXALFERBENL, N VT4 VT —IR-ARGERD, REZED» 6EZALET TORELEET
To MOENDERFEEBELTY A EBIBL, ¥4 2 7 LIcRETHEE LREENRELE T,
C FAFIVIDONA VT4 YT T R—-ADEE, BH, FIIHIBRE

s« A7 17 VL— 33wy R ipdhep snooping database url &ER (RELEOEE%ET)

« R I~ F clear ip dhcp snooping binding SE17HE

BZIAAFERMEIL, 22717 —2 33~ FNip dhep snooping database write-delay TEE T
EEER

NS DORFEBTEZAARFERHMOY A Y ZFBTHE, ¥ VM TETIAVIIFLLEREA, D
BUCNA T4 YT T =S R—=2ADER, B, FLIFHBRPRELTLY A VIIEMBLEE A

R B X AAFERBEEORGREZIROKISRLET ., 28, CORTRENA VT4 VI TF—FR—2
NDOEF e REERELTVET,
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[37 > RICKBERE]
1. (config)} interface gigabitethernet 1/1/5

(config-if)#t ip arp inspection trust

(config-if)# exit
A—b1/1/5%trust R—hELTRELE T, ZDIELOR—MIuntrust R—h&E0DFET,

LDFE=EEIHE]
RIAV Y RERELLER—FTIE, ¥14F3Iv 7 ARPBREOBENR VLAN ICFIBL TV TS, &1
F73Iv 27 ARPBREORIFINE LD ET,

(3) A a REBDHETE

BREDRAT > K]
REBDSAFIv 7 ARPBEDA Y 3 VBEE LTREET MAC 7 KL AKE (src-mac H87E)
%ﬁ)d] :EQ’}:\El/i‘a_o

[0V > RICKBEEE]

1. (config)# ip arp inspection validate src-mac
F T arBEEELUTORETLMAC 7 RLUAKE (src-mac B8&) 2BICKRELE T,

12.2.6 ARP /N4y hDZREL — MIRR
ARP/$% v bOZ(EL — MR E AT 50 OREICOLTHIELET.

[EBREDRT > N]
KEBNPZET S ARP N7y FOREL—M2BRELE T,

[O7> RICKBETE]

1. (config)# ip arp inspection Limit rate 100
KEBOZEL—F% 10037y NRICERELE T,
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12.2.7 BEEIP 7 RLARAZHF DimAKkziEHxELUICES
EEIP 7 FLAZRFOWMARZHER T ABEDOREICOVTHALE I,
EE P 7 R L A2EOWME LR LB OEBRH 2 RORITRLUE T,

12-11 EE IP 7 R L R ZF DRz it U B S OB
DHCP4—/< Y —\

LANIRA Y F/I—F
(DHCPY L—)

L_T1/1/5

|—|1/1/1

VLAN 2

LAN2RA Y F/INT

IP7 KL X : 192.168. 100. 22
MACT KL X : 0012. e2ff. 2222

DHCPY S 14 7> b BEEIPT FLRZEFDIHK

(FLA1) |:| : trust/R— b l:l : untrust/R—

DHCP snooping O €, [12.2.2 EARFE] LEETT. AFITIE, BEEIP 7 FLAZFEOWHEE
untrust X— MIEEFET 2720, XA VT4 VI TF—FIR—RIZEHEIP 7 RUAZEODHEKDOAY T 1 v
TBFEPBHETT,

[EBREDRT > N
BEIP 7 FLAZEOWEKRDMEKBERE, XA UTA VT TF—FIR—RICAY T4 v 7BHLET,

[O7 > RICKBEEE]

1. (config)#f ip source binding 0012.e2ff.2222 vlan 2 192.168.100.22 interface gigabitethernet
1/1/1

WARD MAC 7 KL R, WERDAEIET 5 VLAN (VLAN ID), $EKDIP 7 RL A, BRI HER
ENTVBER—I ESE, N UT AV ITT—IR=ZAIIHELET,

12.2.8 AREDEFC DHCP U b—?‘)‘?&ﬁéﬂfci%%
AREEBEOR NI DHCP U L —%2#fi LG, ARET Y behfTEHLIICRELE T,
AEBORTIC DHCP U L —% i L B A OBMA & RORITR L E T,
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12 DHCP snooping

12-12 AFEDE TIC DHCP ) L —Z#&Ei#R U155 DB

DHCPH—/X EBAH—/\

LAN2RA yF/INT

L1115
—1/1/1
VLAN 2
v [P7 KL - 192.168.100. 33
A VIZA T I—% MACT KL R : 0012. e2ff. 3333
(DHCP 1) L —)

DHCPZ S 147 > k
g [ ] ctrustt—r ] ¢ untrustai—

A%E D DHCP snooping &L, [12.2.2 EARE], [12.24 WR7 L7 ], BLU [12.25 ¥
4+ 3v 7 ARP#E] LRETT,

AFTIE, FOFETIEDHCP 7547 > b 50D DHCP /87w b BXUIPvA Ty b AT E £
ho Tz, LAVI AL YT/ N—F50D ARP /X7 v FbHHTEEEA

IRy bR B72011E, AEE T DHCP /87 v b OF@EFFAIT 53E, IPv4/$r v bOF#E
FATHRE, BLUARP /ST v bOFREFAT HRESDETT .
DHCP /N7 v b Otz FF] 9 5 3R0E
[REDRT > N
DHCP 254 7> b #5087y M, LAY 3 XA vF /=% (DHCP UL —) IZ&k-> TEET

MAC 7 RLADEXHEI 5N TWB/zH, DHCP /$7 v bd MAC 7 R L AFEHEEZ ENICHEL
7,

[O7 > RICKBETE]
1. (config)# no ip dhcp snooping verify mac-address
untrust K— +® MAC 7 R L AFEMMEBEZ EBRICHELE T,
CEREIE]

RO RAFESIN TV R WES, MAC 7 RLAZEMEEZR T 5729, untrust A— 2 DHCP Y
L —%=ERTEEEA
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(2) IPvANTy bOPIREFFO T HERE
REDRA > K]

DHCP 7SA 7Y Do) ry ME, LAV 3ZAAL4vF /)L—% (DHCP VYL —) IZ&->THET
MAC 7 RUADEZBZOENTWVWS7D, WK A NVIEFITEEBTIP 7 RLALRITZRELET,
[O7 > RICKBEEHEE]

1. (config)# interface gigabitethernet 1/1/1
(config-if)# ip verify source
(config-if)# exit

A= 1/1/11S, KT 1 Ly &L LTEETIP 7 FLARTEZRELE T,
(3) ARP N7y hDthiZ ol I H5RE
ARP 87 b Ok FFAT T B BEIREE IP 7 N L R 2 HOMK LB L 258 LR TT.

BEICDOWVWTIE, [12.2.7 BEEIP 7 FLAZREOWMEALZER LGSl 2B LTS 0,

12.2.9 FKEEDE TIC Option82 Z{159 5 DHCP ) L —h' &R S
nrizs

AEBOENIC Option82 %159 % DHCP V) L — %8k L7256, REBT/Sry ME2HHTE5 L5
ICEELE T,

ALZEEOE NIZ Option82 {159 % DHCP U L — %8kt L7 H & OS2 ROKITITRLUE T,

12-13 AEEDEFIC Option82 Z{159 % DHCP U L —Z &5 U 1155 OERBI
DHCPH—/X EBAH—/\

LAN2RA yF/INT

LT1/1/5
e 1/1/1
VLAN 2
e IP7 KL X :192.168.100. 44
eI VI MAC7 K LR : 0012. e2ff. 4444
(DHCP 1 L—) Option82% {hn

DHCPY S 47 > b

(FLA1) I:I : trustAR— k |:| s untrust/R— k



(1)

(2)

(3)

(4)

12 DHCP snooping

AEEED DHCP snooping &I [12.2.2 BEARFRE], [12.24 WAR7 4 V¥ ], BV [1225 ¥4
F v 7 ARP#BE] LRIKTTY,

AHITIE, EDEETIEADHCP 7547~ 50 DHCP /3y B LV IPv4 Ty M TS FE
ho 2, LAVIAAL YT/ N—FD50D ARP X7y FbHHTEEEA

Ny b ERHBET H7-0121E, AEE T DHCP /N v b O Z 9 58E, 1Pv4 /Sy b OFfEE
FAIT AEE, BLU ARP Ry OFKEFI T ARENNBETT, £7/z, DHCP Y L —»° Option82
#1159 554, Option82 & DHCP /$% v h O k% #A[§ 2 ELNETT,

DHCP /\7r v b Dotz 30 9§ 5 3R7E
DHCP /¥ v b Ok % AT 5 RERAEBOR FIC DHCP ) L — 2 S N B E C AT,

BEICDVTIE, [12.2.8 AEEOE TICDHCP VU L—AEfsn/-5HBE (1) DHCP /7 v kO
ZFFA Y ARE] 2BHL TS W,

IPv4 /N7y b Ok 55 I D ETE
IPv4 /S b OF#E IS 5 REISAREOR FIC DHCP U L— 2 S h 154 AT,

BEICDVTIE, [12.2.8 AREEOE FIC DHCP U L= N-HBE (2) IPv4/8Tr v oz
HAITHRE] 2ZHL TS W0,

ARP /Xy N Dohik & 3501 I B3R E

ARP /%7y b OHREZFFT 2EEIXEE [P 7 N L A EZRFOMKEZER L BAEEFAETT,
BEILDWTIE, [12.2.7 EEIP 7 FLRAZEIIWARZER LI2HE] 2B LTS 0,

Option82 {4 DHCP /Vr v N Dok % 5o I SE87E

EREDRT > N
DHCP /¢4 v bk Option82 O FFfis & WA SE LT,

[Ov> RICKBETE]

1. (config)# ip dhcp snooping information option allow-untrusted
untrust A — k@ Option82 DFFFEE % AN E L £ 7

12.2.10 syslog H—/AA\DHEA

EREDRA > M
#{E0 7% syslog ¥ —NICH AT AREZ LET,

[O7 > RICKBEHE]
1. (config)# ip dhcp snooping logging enable
Bk 7% syslog B —/NICH AT ARELZ LE T,

2.(config)#f logging event-kind dsn
syslog = NIGEEHRET 20 7EHRD, * v t— IR DHCP snooping ##%EL £ 9,
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123 AXL—>3 2

12.3.1 EROY>Y R

DHCP snooping O:&HI~v > F—Ex2RORITRLET,

*®12-9 ERIOVYVR—E

Jv U RE A
show ip dhcp snooping binding NAYT AT T =R 2AEREFRRLET,
clear ip dhcp snooping binding NAVT AT T=IR=21EHE 7V T LET,
show ip dhcp snooping statistics MEHBEIRERTRILE T,
clear ip dhcp snooping statistics MEHE®RE )T LET,
show ip arp inspection statistics ¥A4F3Iv 2 ARP REOHEHEREZFRLET,
clear ip arp inspection statistics ¥4+ 3Iv o ARPBEDOHEERE V7 LT,
show ip dhcp snooping logging TUTILATHRRMLTNWAU T Ay —VEHRRFLET,
clear ip dhcp snooping logging TaZ S LTERMLTWAU T Ay —=V% 7Y 7 LET,
restart dhcp snooping TurssLhrERBLET,
dump protocols dhcp snooping TaT I LATRILTWS a7 NEE#RE 7 7 A LANHHLET,

12.3.2 DHCP snooping /N1 > T 1 27 T —I N—ADHEER

NA VT 4 7T =& R—2FH % show ip dhep snooping binding Iv > RTHERLET. HWHARD
MAC7 RLA, [IP7RLRA, NAYT 4 VT T=IR=ADIT -V TR LR E2RRLET,

show ip dhcp snooping binding 2~ > FOETHEREZ2ROKIIRLET,

12-14 show ip dhcp snooping binding DE{THER

> show ip dhcp snooping binding

Date 20XX/04/20 12:00:00 UTC

Agent URL: flash

Last succeeded time: 20XX/04/20 11:50:00 UTC

Total Bindings Used/Max : 5/ 1022

Total Source guard Used/Max: 2/ 1022

Bindings: 5

MAC Address IP Address Expire(min) Type VLAN Port
0012.e287.0001 192.168.0. 201 - staticx 1 1/1
0012.e287.0002 192.168.0.204 1439 dynamic 2 1/4
0012.e287.0003 192.168.0.203 - static 3 1/3
0012.e287.0004 192.168.0.202 3666 dynamic 4 ChGr:2
0012. e2be. bOfb 192.168.100.11 59 dynamicx 12 1/11

>

12.3.3 DHCP snooping fRstER DI
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DHCP snooping #t&t&# % show ip dhcp snooping statistics 2~ > FTHRRL 9, untrust A— »
TE(E L7 DHCP#/7ry M, A V9 72— AZEDZFEL DHCP 7 v M, BXU 74 L% L
7z DHCP %7y pERRLE T,



12 DHCP snooping

show ip dhcp snooping statistics 3> FOETHRREZ2ROKNIRLE T,

12-15 show ip dhcp snooping statistics DFE{THER

> show ip dhcp snooping statistics
Date 20XX/04/20 12:00:00 UTC
Database Exceeded: 0

Total DHCP Packets: 8995

Port Recv Filter
11 170 170
1/3 1789 10
ChGr: 1 " 3646 2457
>

12.3.4 913Xy 7 ARP i REDHESR
(1) 173 v ARP REMEHEROHESR

45 3 v ARP BMEDHKEHEM % show ip arp inspection statistics 3~v > FTFERLEJ . kL
7o ARP N7y ML, BEEEL7- ARP/S7 v M, BLUERARP Ny MIOAREZFRLET,

show ip arp inspection statistics 3~ > FOETERZIRORITRLE T,
12-16 show ip arp inspection statistics DEITHER

> show ip arp inspection statistics
Date 20XX/04/20 12:00:00 UTC

Port Forwarded Dropped ( DB mismatch Invalid )
1/1 0 15 ( 15 0 )
1/2 584 883 ( 883 0 )
1/3 0 0 ( 0 0 )
ChGr:2 170 53 ( 53 0 )
>

12.3.5 DHCP snooping O7 X v — DR

DHCP snooping 1 7 #x vt — % show ip dhcp snooping logging 2~ > R THERLE T, /N1~
TA YT T = N=ADEH, WRT 4 DEH, NEx DHCP ¥ —/NOH, ARIE7% DHCP /87 v
NOFERE, X ARP T Y FOEELZEOU T Ay -V 2T RLET,

show ip dhcp snooping logging 2+ > FOETHERZROKIIRLE T,

12-17 show ip dhcp snooping logging MEITHER

> show ip dhcp snooping logging

Date 20XX/04/20 12:00:00 UTC

Apr 20 11:00:00 ID=2201 NOTICE DHCP server packets were received at an untrust port(1/2/1/0012.
e2ff. fe01/192.168. 100.254).

>

307






F5iR TIRILEAICK3REMEREE
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13 EFEHEPS)DITRIL

13.1 f#ER

310

REEBEROIGICOVWTIRORIRLE T,

F13-1 PS (ACER) HEREH

KBETN

PS EAEMES

PS TURIBRIES

IP8800/54630

PS AAMEK 2 TEIZBRMTIZ, BELZEFH TS ELA. 7, ERAPICERRENRELHGR LS,

BERECBRAV TES L, BEZ EFIEATE2< 2D ET,

PS TEMBHROBRZEE L GERAL TWAEEICE, BIRICEESEELENHRGPELLZELTY,
HEIHICIRD OBIRTEMNT > AZ{TV, REMBTEE T, &7, BEL 2> -BFRIIEEZERALL

FETRKBTEET,

PS DEBEXKDPEAEEROFEEL ZBX, PS TRIEOEELIH /-2 WHEL, TREFRHBOREL LT

HOHFET,



13 EFHEEPS) DRI

13.2 PS MIREERESR, XU PSICEEAT D717
L—>3

13.21 d>7«47L—3>av>R—E&

PS#EHI A LTHELIY T4 L —Yaryavy F—&, BIOEHZYY F—EZ2ROEITR
—a_o

£13-2 dA>7«47L—>3>av 2 R—E&

OV R%E Bl

power redundancy-mode PSTIEHM T Lo /- 2B HE L7,

*®13-3 EFOVvR—E

av > RE i8R

show system™ EBOERREEFRRLET,

X
NEFAa<- L 77l A Volll [11 EEOEHE| 22BL TS0,

13.2.2 PSAREBHRCERIT2HEOI>TJ717L—3>

AEEE L, PSTUEBRRONEERME NO2EETH-25HE, u/2HLEET2HESHD, T
EBRER T Zo7RBOEENPTE XY, COMELZEHAT 25513, power redundancy-mode
redundancy-check 2~ > REFEH L TLZ &V, 115 LIFHIC % ERPRERETH - IEE, T-0d
EAFICEREZEE L725A1C'E8 PS 00000102 2200:000000000000 Power unit isn't redundantly
mounted. (BIRPTEEETIIHDEEA) 'OurEHILET,

[O7> RICKBETE]

1. (config)# power redundancy-mode redundancy-check
A7 47— a3rE—RT, PSAEBER TR Lo/ BHICBEAENTALDICRELE T,

13.2.3 PS OIARERESR

show system I< > FiZ k> T PS OREA2EZRTE £, £/, power redundancy-mode 23> 7 1 7
L—2a TPSOREEEREZT v 79 5LDIRESNTVERPES RS, show system I~ > FiZ
JZO’U&EE Tﬁc&i‘a_o

AIE

PSOANEZ, HE, BIUBREXIIODVWTE IN— N7z 7HRHAZ] 228 L, TEERIHZET
LTL7ES 0,

13-1 PS DiKEE

> show system

Date 20XX/12/10 09:13:21 UTC

System: AX4630S-4M, 0S-L3CA Ver. 11,11
Node : Name=

Power reéundancy—mode : check is executed
Power slot 1 : active PS-M(AC)
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13 EFEHEPS)DITRIL

Fan : active No = Fan1(1) Speed = normal , Direction = F-to-R

PS : active

Lamp : Power LED=green , ALM1 LED=light off , ALM2 LED=light off
Power slot 2 : active PS-M(AC)

Fan : active No = Fan2(1) Speed = normal , Direction = F-to-R

PS : active

Lamp : Power LED=green , ALM1 LED=light off , ALM2 LED=light off
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GSRP DfFEk

GSRP X, LMV 2BIUVLAVITEBEDODAUENAZITOWETT, ZOE
T, GSRP OfFZEICOWTEHIHLE T,
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14 GSRP DfgsH

14.1 GSRP O#IZE
1411 B

GSRP (Gigabit Switch Redundancy Protocol) &, A1 v FICEEPHEELIFEETS, A—% v b
T—2 EORIAA v FZ2FHRHL CEERREZHERT S ZEEZENE LEEBOTRLEZERT 2HETT,

LAY 2TERY hT—ZDORENETI AN V) —, LAY I3 TR T IV — 724D
Eft%#1T5 VRRP 2 E(tMgEE LTRIFHTZ £ 9, GSRP#E> &, LAV 2&L AV 3IDAEN,ZE
—DODKEECRIICERTEET,

s LAY 2
2BDRA Y FETHIES 5720, ANV 7YY —X D LEBEMOVIOEAPEETT . £/, 2 v
FI=0DATAA Y F2BRERIZTHED B RRELHBEICHELTVWET,

s LAY 3
2BDZA v FTRE—DIP 7 RLAEMACT RLRAZEDZETT 74V M=o 4 2UEL
LET, PCHEICHTEZTIAN NS =17z AICGSRP 2T 22 & T, PChENSLERD
Iy N T ANOBEREEZTIRETEET, TNV N — b I 2 A ORBICBEESHEE LGS
THRA—DIP7RL A, MACT7 RLAZFIEHNTHDEZSHZET, PCHEENLSDTT 4L b
F—brvzA 2 REAL-EBEEHECEET,

LAY 2BV ATV 3 2RAKICTIRILT 2EEDHEZRORITIRLE T,

K14-1 LAV 2HKTL AV 3 ZREAGICTRIET ZHEEEEOLER

TUR{E#EEE SHBR
GSRP s LAYV 2EVLAVIOAEN,AE—DDOEETERL TS0, BEENBHIIL 5.
o REBMEAROBED D, HHtEEEDERIETE 2V,
A=) —+ e LAV 2BLUPLAY3IOHACREKRICAELZHBRL-VWESIE, A/S=27Y
VRRP J—, VRRP O 5 DOHEEDSNEIZL 5,

o EESONINDID, TLFRUF—ICLBEIY VT -7 2EETE 5,

GSRPIZ& 2 LAY 2 DTTRILOBEZ ROKITIRLE T
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X 14-1

GSRP D=
VAN —— e — ~
(
! VLAPNC 10 |
|
I
I
I - :
|
e I
| —
LAN
AL YT
REBEA
EFE RN
AR A _—
RE~NERS

AEEB

Ny T TIREE
- R A IREE
~E#

PSS AR

OBEREHE ~

BEEFXER

DEISHER

14 GSRP DfEsH

GSRP BEEZBIES B AAKEB 2 B2 RTICLT/LV—T2ER L, BEERTRAAZYAYRE, b
=N TTy TREE L THBEHSEET. TAYREOAREBARZTIL—LE2TxT—FT1 7
L, N 77y TIREODEFLEEB I 70y F o7 LET. )V OREPEEBEREZ EARE LGS,
REE A, BEITYAYREEN Yy 77y TREOVIOBEZ 2T0ET, TNk T, BEEFMETCEE

—6’_0

14.1.2 4§k

(1)

BIF ¥ A T IRRE (D [t

GSRP TR AEBMZ2EEERT Y 7 L CREEEHAOHIH 7 L — L DRERZEZ2ITWV, RAZEEDRRE
PHERLET, HH 7L —L0REZESEFICTETCVAEIC) Y 7OREZE2EE L-EAE, 80
WD BZEITVWET, TO, REEBIL, HAOFREBIHEEIINy 77y TREE L TEEFTHSZ
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(2)

ERTER LI ETCYRATREATDEDD LT, ChICE->T2HDOALEENFEIFICY A IREICES
ExREELET,

g/, BERELZEICEST, #IH7 LV —LOREZENPEREICTE LD, HAOREEBEDIREN TR T
ERVREE - 2B A0V BARZFHTITO L 2ERE LET, ZOHMAIE, MHEOKREBN v R Y
RIEEE LTBE LET TWAREESD D, BEIRICTAYIREABRE Lz EI2& T, A RS IRE
LA EEMOET 5720 TT . ERAEPREONE 2 EXTVHEEICT AV IREATDEZTHELT
HBHEHM L2 LT, FHTIRAYREATOBEZ S EZBELTCVWET, 28, FHEL2T0821 &
EANC, REBRZEREEGRT 2 V708 T 2Bl LGEE, MmEERE S A4 L TEENICTID
BIAWELTR— L TVET,

w7 L — LA DX (SEE DRE

GSRP TiZ, #lf#l7 L—L OEFHELRE L, AELERNEESINDZ EEMLET S0, HlH7 L —
LDFEZEIZIEE L2 VLAN P TiT0WE 7,

14.1.3 TR— Mtk

316

GSRP THR— 19 HIHE LEEEZRORITRLE T,

& 14-2 GSRP THR— NI BIEE - Tk

158 &

BALAY LAY 2 O
L1v3 O (IPv4, IPv6)

BEEY7- 0D D GSRP 7L —TEKH 1
GSRP 7V — 7% BT 2 AREBORAK 2
GSRP 7'V —7%7-0 ®» VLAN 7 )L— 7&K 64
VLAN 7 )L—7%7- 0 ®» VLAN &R 1024
GSRP Advertise 7 L — 4 3%(5 g 0.5~60 MWD& T 0.5 B EAL
GSRP Advertise 7 L — AR A K 1~120 HoHHE T 1 BHEAL
O— R)NT v ARRE ©)
Ny 77y TEEMEE O
R—bMJ Ly M O
) 2 I ARRER OB 0B AR R O
GSRP VLAN 7L — 7 TR € il I #& RE O
GSRP xR A — b O

(LB Ot #ae—b



14  GSRP DfEsH

14.2 GSRP OERIFIE

1421 XY NT—TJ
GSRP ZHHIT 2HE50ELRN 2y VT — IV Z2IROKIIRLET,

14-2 GSRP OFvy T —7T18mK

(P —— ~
X ¢~ T ULANT0
P — |
g j: PG |
|
' |
N
|
i I
w—3
LAN
RAYTF

r——----1 - - - - - - - - - - — F—_—_————— = \

: GSRPEIEVLAN |

[ ____J :

l |
SN PSS! SN o SRS o
S I GSRP H
FOL—=T [T advertise | ;
: ' REEA IL—L REEB | :
; | GSRPRA v F — GRPRA wF ||
; | RRARE Rys7y TR 1| !
: | - . FLLY k NN | '
' | A T—T 4T O s X Joyxoy : '
: : ;
s | R S AU .. '

| 1

| |

|

| |

| ] [ i

I; _______ U /

LAN
AAYTF
VAN ———F———
TL—7 1 I
[
| I
| — o |
: E|:H6 I
| PC :
w _VLAN 10 _
(R
O :7497—F4¥
X :FEvxry

GSRP OHEEZBMEESE B A1 v F % GSRP A v F EMUE T, GSRP A1 v F1d 2 D7 T GSRP
TN—TZE L, BEERATIIRASAYIRE, L5—F8Ny 77y PREELTEHLET,
GSRP TlZZD 2H®D GSRP 24 v FEEBDOAAL v FET2AFOBREZH I E2ERELET,

317



14 GSRP DfEsH

GSRP 24 v FREILOMIINT EFEERT AMESHVE T, D GSRP 21/ v FHEOY 725417
M) VT ERUDET,

A4 L2 b7 ETld GSRP Advertise 7 L — A EFESIRFERESEHOEIM 7 L — L 2R ZELET, T
TALFORETRZFOEIPOTFT—F 7L -3 70y 7 LET, FOEIPOT—F T L —LEEF
L7z WiGEIE, GSRP VLAN 7L — FIREHIHMAE L 5E L ¢, VLAN Z)L—7ICFrE L7\ VLAN
ZEHATZD, ¥4 L7 Y 227 % GSRP $IENFNAR—MIRELE T, L1V 3TRYVEKEZHEH
T B5BE, GSRP A1 v FRDER T — YOOI A L7 ) v 7 2ERTAIEEPH D, ZOREIC
GSRP VLAN 7' )L — JIREHEREE 2 EH T 55, ¥4 L7 b 7% GSRP #IHNRAR— MZHREL
F9. FME 144 LAY ITUEUEBHKE] BLU 1453 LAY 3IAEUERETOLTRERY v 7 —
JREICLZUDEZ] 2SBLTLIZS 0,

GSRP A1 v F1% GSRP Advertise 7 L — A DEZFEICE > T, GSRP A4 v FIZAEWDIREZHEEEL,
TAYIREE, Nv 7Ty REOTIOEZHEZTVWET, YAYREENY 77y TREOTIDE 21T,
VLAN 7'V —7 EMEREH O VLAN 2 & & 7z—D 0N 7V — TEATITWE T,

< AYIREED GSRP A4 v FIZIEE SN2 VLAN ZL—TD T VL —L% T+ T—F4 VT LETH, N
77y TIREED GSRP ZAA4 v FTla7avyF 7 LT,

14.2.2 GSRP &1E VLAN

GSRP ZH#d 24y b7 —2Tld, GSRP Ol 7 L —LDEFHBEZRET 2720, HERHO VLAN O
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#, GSRP O#If1 7 L — L OREHEZRE S 5728, GSRP 7)L—7FZ &2 GSRP B VLAN % &7E L
9. GSRP 7L — 7D ZBHEROME L ROKIIRLE T,

332



14 GSRP DfEsH

14-12 GSRP 7' —7 DZXERHER,

GSRPYIL—T 1H

DGSRPE VLA
HEEA AEEB
A GRPRA v F | TTTTTTUASRPR A wF
i GSRP EEEEN Ny 7y TiREE :
L= 1 '
f\_|
ALEEC ALEED
| St it rhhhhhh bbbty Al ittt =
o asRp GSRPR A F GSRPR 1w F E
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ZHEAT25E, LRty NI —JROBEZIIP L—T « V VHEEEICK > TR L TREZTIDEZ £ 7,
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5)
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(8)
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s TRY, Ny T Ty TOBRIREEDETIE (2> 747 L— 3 >a< Y K selection-pattern) %, &
FErREEEEETHEOICHEL, BEEORETYAYZEEICLIRETI Y 747 —T 3
VEBELTLRZES 0,

s F—TVEHMOEEREBOBHEH 2D LD A RELBEEESDLELRIGEZEIE, NXvoTry S
FEERAEZ > TH D GSRP A4 v FZ2BHEIRIITNY 77 v TIREIZL, ©5—HD GSRP A A v
FEFTRTD VLAN UL —T DT AY & LI RETEREEZIT->TLEFE W,

(9) GSRP unaware T GSRP M#lfEl 7 L — ADfRICDWLT

(10)

(11)

(12)

(13)

(14)

GSRP A1 v FOREBED XA v F 55 GSRP unaware T 515&, GSRP O#HIHI 7 L —LIE 7Ty T4 7
EINFET, COFR, bRuY—L RERZEZAZTHE 7 L —LPFRIN TV BENDIHD T,
HIE 7 L — L ORE ik Z2[f1Ed 5728, GSRP unaware T% GSRP & VLAN ZIELL&FELTL
7280,

GSRP Flush request 7 L —ADQH#IC DT

GSRP aware I& GSRP Flush request 7L —A4%27F v 5«4 > 7 L$9. GSRP X4 v F ik GSRP Flush
request 7LV —L%75 9574 7 LERWOT, GSRP 7V —TDZEMER AL ET GSRP A1 v FTO
GSRP Flush request 7 L — 2 2 ik S ¢ 5 EERIETE EH A

GSRP EAROARFED ) E— MEEICDWVT

GSRP A3 A2AREEICH LT, telnet ° SNMP 2 EDY £— MNEFREZ T Bi58, IRIRT HiEZ2{EH

LT,

IS S S i El

+ GSRP #lIfxt SRR — b
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2Ty PREELDET, LAV IARUEBEREEZERT 258%L, P ¥ 7z2—A0¥ 7%
FIBFY FT =B TIREREPBETT,

HEER

GSRP %, AEBEMBETHEOMKEETYT . Extreme Networks #: LAN 21 v F &SN T\ 5 ESRP
(Extreme Standby Router Protocol) 3 & UF Brocade Communications Systems #: LAN 2 v F 2%
#H =N T\a VSRP (Virtual Switch Redundant Protocol) &IZHEEATE LA,

CPU B&fahs

CPU " BERIRE L 7 - 12156, ARBEENXEZ(ET S GSRP advertise 7 L — AL DEE T /- JLIEEE D
HEL, ¥1LT7 7 DAY E—IHIP, REBBIRETH2BFNDVHVET ., BEAFPRESHEFKT S
BE&1E, GSRP advertise 7 L — L DR ERRE L OFEAREBZRKE WVEICEREL CEALTLZE 1,
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(15)

(16)
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LAY 3R EHEEMSHR, GSRP TRE(LT AT 74 L =7 24D MAC 7 R L 213718 MAC
TRUVAZERALET, Zhcxtl, IPHi#tB X OREBSERMIERF I 287y N7 L—LDEET
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L;t, EETMACT7 RLAZREMAC 7 RLAELEFEIPDI=ZFv A+ 7L —ATT,

GSRP AA v F 2T T4 NI Tr— b 724 LT EHTRTOEREIC GSRP Il 7 L —LAERESNSEH v b
7 — & ETFoTL &, GSRPH#IE 7 L — A7b>77'f7’r77r—}1/72r<‘:“674’}b9‘)/7éhf’7w—m,
R MAC 7 FLAZZETERWVWED, 7JL—LB TSy T4 7L, 2y VI —7ERICEESESB
FNBHVET,



GSRP DERE L&

CDETIX, GSRPHEREDHEHNICOVWTEHHAL LI,

341



15 GSRP MFREEEH

151 d>7«147L—>3a>

1511 A>7«47L—3>av> R—&
GSRPDary 747 L —Yayavwy R—E2DEIZRLET,

£15-1 dA>7147L—>3a>av R—E&

Jv U RE A
advertise-holdtime GSRP Advertise 7 L — L ORFHRZREL T,
advertise-interval GSRP Advertise 7 L —LDOXEHERERELE T,
backup-lock Ny 77y TEEKEERELE T,
flush-request-count GSRP Flush request 7 L —ADREEBEBEZFRE L LT,
gsrp GSRP Z#BEL 7,
gsrp-vlan GSRP E# VLAN 28 E L9
gsrp direct-link FAVI NIV IERELET,
gsrp exception-port GSRP #HIfIt RN R — 2 BRELET
gsrp limit-control GSRP VLAN 7))L —JIRERIMEELRE L 7,
gsrp no-flush-port GSRP Flush request 7 L —AZREBLEWVWAR— P 2RELE T,
gsrp reset-flush-port R—bUty MEREZHERT LA - F2RELET,
layer3-redundancy LAY 3RBKEZRELE T,

no-neighbor-to-master Ny o7y (BERE) REE LS EZOYDBAFEEHRELET.

port-up-delay U Y IR REROEGY D EAMIEEEZHRELF I,

reset-flush-time R—tUty MEREFRABOY > 75 VEERELE T,
selection-pattern VAR, Ny ITy TOBRREEOBEIEELHELE T,
virtual-mac-learning- FHEMAC 7 RURAEER 7 L— L0 ERBERELE T,

interval

vlan-group disable VLAN 7V —7%E i LEd. FiBLTWA VLAN ILEESELELET,
vlan-group priority VLAN CEDEEEEZRELET .

vlan-group vlan VLAN 7V —FIZE 3 5 VLAN 2%E L £,

15.1.2 GSRP OEARMNLE

(1) GSRP Z'IL—TDRE

[BEEDRT > M
GSRP 2T 57012, REBD GSRP /L —71D 2FELE9d. GSRP Z)L—71D 25%ET %
EARIEE T GSRP OFEZFIRL £ 9. HSABET 5 GSRP A v FEADETHREL LT,
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LAY 3TIRUBERELERT 581, 1~400BRLUHRELET. 20E0D GSRP 7L —7
ID TV AV 3ITTRBMEIERATEEEA,

GSRP #%ET 2702, BRI ANV YY) — % E1Ld2RENH D ET,
[O7> RICKBEEE]
1. (config)# spanning-tree disable
ANZ T —%EIELET,
2. (config)# gsrp 1
GSRP 7L —71ID % 1 ICHRELE T, ATV FIck->T, A%EEILX GSRP OB{EZFBLET,
CEREIE]
GSRP VLAN 7L — FIRERIEEEZHE L TW A WES, GSRP ZL—7 1D 2B/ET 5 &, TT

® VLAN % GSRP CTHIfIL £9 . VLAN 7 —7%8HEL TWRWKETIE, 3XTD VLAN O
K=t 70y F U 7REICEDET,

(2) GSRP &2 VLAN OFRTE
REDHA > 1]
GSRP E# VLAN & LTS & VLAN Z4EE L £9. RELZWVEE, GSRPEEVLAN 1 &

Z0ET,

GSRP & VLAN 13 GSRP O#f#1 7 L — 222 VED T 57:0HD VLAN T%, Z® VLAN 21,
GSRP 214 v FHID YA L7 v > 27 &, GSRP aware Z2FHT 2B EIEF DAL v F EDFEHFEAR— b
FERELTCLZE W, 72, GSRP aware IZ® GSRP A4 v F E#FE L TWAHBAR— hTHE U VLAN #
BELTLES W,

[O7 > RICEKBEE]

1. (config)# gsrp 1
GSRPav 74 7L —aryE—RIIBTLET,

2.(config-gsrp)if gsrp-vlan 5
GSRP E¥ VLAN & LT VLANS 2HH L £ 9

3) F1LINIVTDEE

EBREDRT > N
GSRPDFA LI M) U IIERT AR EHRELET, ¥ LI M) TIE, A=Yy b2 F
Tr1—AFRBAR—FF Y RINA I T2 —RICHELET,
AL LT N) I BERBKEZEHT 2156, HREBOEBREDNTY A LI N Y IBEE L
LREEEE DL T2, ¥4 LIZ NI VIR TEBBICT A LzB8OLET. ¥1L 7 MYV
I ERTERRICT 27:DI121%, Vo7 75— aryaERd2H5FEE@BEDO) V72 BEERT 5
FHEPHY, EE5HRIIFELTT. LAY 3ITRUBBETY A L7 M) 7 D VLAN %#E(F
WCHWAES, ¥4V N v EBBRICTAEXE, Vo770 5= a v aHRLTLKRES
U,

[O7> RICEKBEERTE]

1. (config)# interface range gigabitethernet 1/1/1-2

K=t 1/1/1, 1/12D4 =Y %y bA VI T2 —AAY T4 T L= a VE-RICBITLET. ¥4
LI M) 2 RILS 570 ICBROF - EIEELE T,
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2. (config-if-range)# channel-group 10 mode on

(config—if-range)#t exit

A=t 1/1/1, I/1/2%A5 T4 v 7E—ROF+ INTN—T10ICBHLET,
3. (config)# interface port-channel 10

(config-if)# gsrp 1 direct-Link

GSRP 7L —7IDI DFA LT M) 7 ELTF ¥ RNV TN—T 10 2HELET .

(4) VLAN 7'\ —7TDEE

EREDRA > N
GSRP TR 9 % VLAN 7 )L—7& VLAN ZL—7ICFi@d % VLAN 2R EL £T, YAYIRED
VLAN 70V —7IZFiB L7z VLAN TEERREE 2 D £9 . VLAN 7L —TI3EHEEETE, VLAN
TN—=FTEIIRY, N7y TEFEMLET. VLAN )L —7EFiEd 5 VLAN &, BiEd 2
GSRP A1 v F ERUEEZ LTS W%,
VLAN 7 )L—7~® VLAN OEMB L OHIBRIE, vlan-group vlan add 2+ > R XU vlan-group
vlan remove 2%~ RTTVWE 9, vlan-group vlan 2~ > REFEFALDORE TS 5 —F vlan-
group vlan I~ Y F2ETI 5 &, FBEL/Z VLANID U X MCBZHEDD £,

VLAN 7' )V —7DOi#(E % E1EL L 72 Wi#, vlan-group disable 2< > KT VLAN 7L — 7% EEhZ T
EEXE

[Ov > RICKBERE]
1. (config)# gsrp 1
GSRPaY 74 7L —>ayE—RIIBITLET,
2. (config-gsrp)# vlan—-group 1 vlan 10,20
VLAN Z'V—7"1 #37E L, VLAN 10, 20 # VLAN ZL—7 1 ICFiBSH £ 9,
3.(config-gsrp)# vlan-group 1 vlan add 30
VLAN Z'V—7 1 IZFiB 9 % VLAN IZ VLAN 30 #EBML £7,
4. (config-gsrp)#f vlan—group 1 vlan remove 20
VLAN Z'V—7"1 IZFfE 3 % VLAN 75 VLAN 20 ZHIBR L £,

5. (config-gsrp)# vlan—group 1 vlan 100,200

VLAN 7 )V—7 1 IZFiE 9 % VLAN % VLAN 100, 200 IZBEL 9. LEIOHREII TN LEE
EN7TC, VLAN 100, 200 #*FilE@9 % VLAN &% D £9,

CFEREIA]
VLAN Z)L— 7128 L TWwizly VLAN O#{EIE, GSRP VLAN 2L — FIREHIEEAEDREICE > T
BDET,
GSRP VLAN 7L — FIREHIHMBEE 2 HE L TV WIBAIEL, GSRP T3 dRT? VLAN A5 GSRP I
FoTHIENE T, FDizdH, VLAN ZL—FIZE LTV VLAN OR— ki, 7avF 7R
RBIZ2 D £ 9,
GSRP VLAN 7'V — FIREHIHEE 2 RE L TV ABAIL, VLAN Z)L— I LT\ VLAN 72
17 % GSRP OFIFRRICLET . 20720, VLAN ZL—FICBLTWZaW VLAN OR— ML, 7+
T—T 1 Y TREICEDET,
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15.1.3 TRY, N T77vyTOERICEET BEE
(1) <RY, NvI7vTOERFEDERTE
EREDRT > M
GSRP DA%, Nw 77y FTRERZTOBEZ L&D, BIREE (7750 TR— M, BEE, &

BMACT FLR) OBEIEZHELET. BEIEER, 727741 7R—- M~ EBEE-EEBE MAC 7 R
VADIEE EBEEST VT4 TR M BB MAC 7 FLADIEEDEL 6% BIRLE T,
BE, 7074 TR N REBREETAHIEEZBHOLET., Xy NT—BREEET BRIC
VLAN OFR— NEOERS ) > 75 v ig EEESEEERTHIHS, BREEEZREBRETAFEICL-
TR, N7y TOREEEE L EEEELZTAET,

[O7> RICKBEEE]
1. (config)# gsrp 1

GSRPa 747 L— a3y E—RIIBITLET,
2.(config-gsrp)if selection-pattern priority-ports—mac

BIREEOBENENZ, BEE-T VT4 TR— MI—EBMAC T FLADIBICRE LT,
(2) VLAN 7NV —TDOEBFEDEE
EREDRAT > K]
VLAN ZV—F &I, BREZHRELET T, HEPREVIEIEBEENIBLLLVET, BLERH
THIEILEST, 774 TR—MIDPHECKRETIYRYICLIWEBERELE T,
BHO VLAN 7V —TF%ER L, VLAN PV —F T IBRERZEZ2 52T, VLANZL—TT &
OU—RNT U AEREEAZEDNTEET,
[O7 > RICKBEE]
1. (config)# gsrp 1
GSRPa> 7427 L—yaryE—RIIBITLET,
2. (config-gsrp)#f vlan—group 1 priority 80
VLAN Z'V—7"1 OELEL SO ICERELE T,

(3) Ny 7I77 v TEEMIEDRE
[BREDHRA > K]

N 77y TEIEKEEX, FHD GSRP A1 v F 04 VLAN Z)L—7%#RHIMIN Y 7 7 v TREEIC
LET, F—7VERROEELEBEOBRE =5 &5 B RELBEAEZTV I WEAE LI, A%

BEIC K > TR D GSRP A A v F&2FRXTD VLAN V=T DV R & LIRETEBREE 2T &
‘g_o

[O7 > RICKBEE]
1. (config)# gsrp 1

GSRPa> 7427 L—2aryE—RIIBITLET,
2. (config-gsrp)# backup-Llock

N 77y TEEREEZRELE T, TXTD VLAN ZU—THNy 77y FI12 0, xi@o GSRP
AL Y FPTRAYICEDET,
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15.1.4 L 1Y 3 ARUIBKEDETE
[BREDRAT > N]
AIEED GSRP TL AV 3NEEBHELZRELET T, LAY 3TIEVE#EX, GSRP 7L —71D
WI~4DLEELRFHERATEET, LAV INEUERELXFHRT L, THRAY NT—7HOEEI,
EEMAC 7 RLAREER I L —L%ZETHIETGSRPOREMAC 7 RLAZ2EH LET, &
NEDEEIL, ZFELEZMACT RLADI =DV IPHRETRET TV T 4 VREICEDET, &
7o, FiAy NT—JICEBEBIMLGE, TOEBTIIFEEMACTY FLAEFRT L—-L%2%F
T2HETTITIvT 4 v IRBIZZRVET, COXHIBTSy T« v REBICE2ERZ2Z2EB LT, (ME
MAC 7 RLZAZEH 7 L —LDORERBEEZHREL T ZE 0,

LAV 3AEVERE*EHEIAEE, VLANOIP 7 RL ZAIExm O GSRP A4 v FERUIP 7 R
VAZHELET, [P7 RLAOBREHFEICOVWT, [ T4 L—Ya>HA K Volll
[249 VLAN A %7 zx—R] #ZBLTLEE W, 72, LAY 3AEEKEZEHT BRI
%, ERAy b= OEBEZICET ARENSDETT, i85l [14.53 LAV 3ITEUEBHEET
DERAY NT—=IVBEICEATVEZ] 2B LT ZE 0,

[Ov > RICKBEERE]

1. (config)# gsrp 1
GSRPav 74 7L —YavyE—RNIIBITLET,

2. (config-gsrp)# layer3-redundancy
LAY 3ARYEHEELZFRELE T,

3. (config-gsrp)# virtual-mac-learning—interval 100
RAEMAC 7 RLAEERA 7L —L0%ERBE 100 ICRELET,

15.1.5 GSRP VLAN 7'l — 7BREHIEIEREDERE
[BEDHA > N]
GSRP VLAN 7 )L — 7IRERIHERE £ 3 E L £ 9. GSRP VLAN 7))L — 7IRERI#EREIX, VLAN 27

L—7IZFB LT\ VLAN 7215 % GSRP O RICLET . VLAN ZUL—FIZFEB L Tk
VLAN OR—= N, BIZTAT—T 4 Y REICHZDET,

GSRP VLAN 7))L — FIREHIEHEEEIL, IROARTHERATEE T,
o LAY IREUBKED LR Y NI =TI A\DES
¢ GSRP @ VLAN Z')L—7IZFrE LT\ VLAN % GSRP #l#loxtfo & L TGEHR
s RBEEDY E— NEH
[O7 > RICKBERTE]
1. (config)# gsrp Limit-control
GSRP VLAN 7))L — FIREHIHHERE 2 BREL £,

15.1.6 GSRP FHRRHNKR— ~ DEFEE
[REDAHT > N
AN ERBZY YT T IS~ 3 L IC LT GSRP #IEN RN R — M ERELET. A —FF v b

AV TI—RAERER— P F XY FINA YT =AU THREL, FHET 5 & GSRP OIREEICEG
BT AT =T 4 Y IREICHEDET,

346



15 GSRP MFREEEH

GSRP $Ifst R4 K — ML, WOBARTCHEHATEXEY,
o LAY I3IMEVEBKED EFRA Y bT— I ADERFER— b
o« KEBOYE— FEHEHR—

[O7> RICKBEEE]

1. (config)# interface gigabitethernet 1/1/1

R=b1/1/1 DA =Xy M YFT2—=RAAY T4 L= ayE—RICBTLET,
2. (config-if)#f gsrp exception-port

AR—1 1/1/1 % GSRP HIFENFNR—F ELTRELE T,

15.1.7 GSRP M/NS X —5 DIRE
(1) U I RREREOER ) E X FILREEDRE

GSRP TEVR%, Nv U7y TORBRERE LT, 7774 THA—MEFERLES, 2072, K-
DT T, T IEFET B EOR— MIPIARRERREE L -T2 H/EICT 7T+ 7R — PROEEAN 23
L, TORER, v AFREENY 77 v TREOYOBEANVER L CRETLBEINDPHDET, A=+
ANZEGIREBORE, A< NTEERHZIEET S LT, AEGYIVEXZ2IIETEET,

EZU S SAN

R=btDBT7 Y FUIEGBEICT VT4 7R = MIOHY Y MRRICKIT 5 £ TOEUERE % 8 E L £
a_o

INT A= infinity Z6E L725E1E, BERBZEREL, BETRT 7T TR—-MIHAT Vb

LEHA. RELRWES, K—IPT7 v 79277740 7R= MDA > PHRICARREE (0
) L7,

[O7> RICKBEE]
1. (config)# gsrp 1

GSRPa>v 747 L—YavE—RIIBTLET,
2.(config-gsrp)#f port-up-delay 10

TITA TR = IEANDOH T PRRICKT % EBERREZ [0 IR ELE T,
3. (config-gsrp)#f port-up-delay infinity

TIT A THR= I EADHY » PRRICKET 2B ERHE 2 BRICEELE T, ZOREDHE, K—

FDT v FRICH T Y MRBRICKBLT B 729121 clear gsrp port-up-delay <> REFERLTL
‘él/)()

(2) GSRP Advertise 7 L —AMDX (SR, RIFIEREDEE
EREDRA > N

GSRP Advertise 7 L — A DiXEHEES X ORERRE 23 E L £ 9, advertise-holdtime &
advertise-interval & D K Z 2 EZFHE L TL 2 & W, advertise-interval L RDEZ R E L7254,
GSRP Advertise 7V —LDZEY A LT 7 F=BELET,

[Ov> RICKBETE]

1. (config)# gsrp 1
GSRPa> 7427 L—YarvE—RIIBITLET,
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2. (config-gsrp)# advertise-interval 5
GSRP Advertise 7 L — L DXERREEZ SHICRELE T,
3. (config-gsrp)#t advertise-holdtime 20
GSRP Advertise 7 L — A OfRFFHRERE % 20 MICRREL £9. ZDHA, GSRP Advertise 7 L —4®D
KEEE 3MMETHEELET,
CESEIE]

CPU M BETIIREEE - 0158, REBIERET 5 GSRP advertise 7 L — AL DEZEF /- I3 NIEE
EPFRELT, ¥4LT7T7 DAy E—VHNP, REEBEBRDPRETL2BZNIPHD X9, BEFEIRE

WY 215813, GSRP advertise 7 L — A DXERHMRE, RFERHEZKSWEICREL GERLTL
2S00,

(3) GSRP Flush request 7 L —AZREULHREWVLWR— NDERE

[BREDRT >N
A= ERFY I 77U —2 3 I8 LT GSRP Flush request 7 L — A %X F LR VWKR— b %
BELET A —VRY MUY T2 —RAERER—bF Y INA I T =R LTE ﬁbi?
GSRP Flush request i GSRP B VLAN OS5 551 L7 M) U7 BELPKR— MUty MERE
LTWBR— S OER— MOEFELE T, AHEEILX GSRP unaware & OEFRETHR— MUty M
REZHER LA BVEEICHRELET. £, COLIBEERTIEIYRAY, Nv o7y 7O
H%% 2 GSRP unaware ® MAC 7 RLAT =T AUB LTI U 7l &-oT 7 U TSNS ETEEISEHRL

W EITEBLTL7ZE W, @EIX, GSRP unaware & DOERICIEIR—F )ty MEREZFHET 3
ZEEB#HOLET,

[O7 > RICKBEERE]
1.(config)#f interface gigabitethernet 1/1/1
R—PMU/1/1DA—FFZY MV T2 —RAAV T4 7L —aVE—RIIBITLET,
2. (config-if)# gsrp 1 no-flush-port
A=~ 1/1/1 »& GSRP Flush request 7 L —L %2 EFLAEVEIICHRELE T,

(4) GSRP Flush request 7 L — ADXEEDEE
EREDRT > K]

FBEDZAA v FITHLTMAC 7 RLAT =7 LD YT %175 GSRP Flush request 7 L — A D3k
EBEHZEELE T,

77 4 )b b3 3 [B] GSRP Flush request ZXE L £9, B ZEPLT &, 7L —LD 0 AT LTt
EEOBHIENTEZET,

[Ov > RICKBEEE]

1. (config)# gsrp 1
GSRPaY 74 7L —>ayE—RIIBITLET,
2. (config-gsrp)# flush-request-count 5
GSRP Flush request 7 L — A DOEEEEZ S EICRELE T,
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15.1.8 R—KMUty MEREDETE

AHEEIX GSRP unaware EDEBFICHERALE T, A7, Nv 77 v TOYDEZ TNy 77 v FTIREEIC
HolEBBIIR—FN)ty MEREZRELLAR—2—BHICY > 7¥% 7 LET,

(1) BAIZHR—MDEE
[EBREDRAT > K]
K=ttty MEREZRELE T, A — VRV MUY T2 —RAFLRBF - Fr 2N T Tz —
2K LTEHRELE T,
[O7> RICKBEEE]
1. (config)ff interface gigabitethernet 1/1/1
RA—F /11O —H2Y M VI T2—RAV T4 L — 3 EF—RIIBTLET,
2.(config-if)# gsrp 1 reset-flush-port
R—=FI/I/1IZR= Uty MEREZHREL T,

(2) R—bMTIURRBEDFRE

EREDRT > K]
R—bUty MERHERROR - VRHZRELET. 774V MI3BTT. K—rUty
MEREZEA T 2BEI, NAEEDY > 75D VEHEHARVWESIIRELZT. KEEDOY > 7
T Uy A e (227« 7L — 3> a~v 2 Flink debounce) @&k HIZY ¥ 7 ¥ UREHIEE
FeRECELRELER L TV25BH, TORMIORIFELTILZE L,

[O7> RICKBETE]
1. (config)# gsrp 1
GSRP 2> 7427 L—Y 3 v E—RIIBITLET,

2.(config-gsrp)# reset-flush-time 5
R— ¥y U EEZ S ICERELE T,

15.1.9 91L7 NI TESREDETE

[EREDRT > N]

AV M) IDOBEICK> TNy 77 v (BEARHE) KPS AFREBICTIDEZ 5 & &1L,
FH (CAYBBICNAN) THOBZ Y, BE (S L7 ) v oBEREMKE) TH0EL
ZDEBINLET,

AL 7 M) v BERERELEALEETYDEZ 258, MREBOEBEREDSNTY AL b
)y IBELRHTATRENE 2D T50, ¥AML 7 N V72 TIREBRICT A2 B8O LE
To ¥4 LT M) 7 ZRAERBRICT A0, Vo777 )5 =Y ary2EHT5HEE@EDY
VU REBERTAHENHD, E558MBEELTT. LAY 3IAEUBRETY LI NIV
£ VLAN 2 BEICHWAIES, Y1V 7 M) V7 2EERICTSH2EEE, Vo770 75— 3
VERERALTLZE 0,

[O7 > RICKBEEE]

1. (config)# gsrp 1
GSRPa> 7427 L—varvE—RIIBITLET,
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2. (config-gsrp)#f no-neighbor-to-master direct—down
FAL T M)V BERHEBEEZREL, Y1 L7 M)V IOBERICHH T AYIREICER L
j_o
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15.2 AXL—>3 >

15.2.1 ERHIVY>YRK—E

GSRP DRI~ Y R—EZIROFRITRLE T,

F15-2 ERAIVYR-E

v RE B
show gsrp GSRP E#HA2FRLET,
show gsrp aware GSRP @ aware [z R~ L7,
clear gsrp GSRP OffietE®mR= 27V 7 LE T,
set gsrp master Ny 77y (BERE) K2 XY REBICBESEET,

clear gsrp port-up-delay | VLAN 7L —FICERBSN TS VLANIZBLTWAR— M7y THREE 5572
R—+%, A>T 17— 3>»av > K port-up-delay TIHE S /- BHERRE % /%
72T, HEE7 774 THR— MARBLUET,

clear gsrp forced-shift GSRP 21 v FESHCHIR O~ A & BHHEEIC L 2, B~ R Y EBRGS KRG R
LEd,

restart gsrp GSRP u /5 L% HEL#H L ET,

dump protocols gsrp GSRP 70 7’5 L THRELL TWAFEMA X2 b b L —REHB L ORI T — 7 UIER
277 ANMANEALET,

15.2.2 GSRP MIKREDHEER

(1)

AIEE T GSRP OHEE#[H L2 B A ORENEICIZROL DN H ) £7,
A T714 7L —> 3 ERTEERDESR

show gsrp 2¥ > R T GSRP OFREDKREX R TCEET, IV 74 7L —2 3 Y TREL] GSRP D
BENBDPELSRBENT VAP EIPEHERL TSV, F/z, AREEELH— GSRP 7L — 7%1%
Y AHEFLEBLOBTYAY, Ny 77y FBIRAZE (Selection Pattern), LA ¥ 3 TEVIEHKED

7E, VLAN Z)L—71D (VLAN Group ID), B& U VLAN 7L —7ICHiET % VLAN?J*‘E—’C“%ZQC
ERMERLTLZE V. LAV 3TIREREZREL TV 25551, VLAN 7)L— 7”%@?6WAN
TIP7RLADOREPHEFEELE —HL TNAH I &R bf<témom7bvx IZBEd 2 HERR

[2> 7427 L —3ar/A F Vol.ll [24.11.2 VLAN OREOREZRE], BLF [ar 747 —v a3y
A4 K Vol3] [222 IPv4 A% 7 x—AD up/down fEs8] /23 [T 747 L—Yary 4K
Vol.3] [1822 IPv6 1 >% 7 x—AD up/down fEiE] # BB LT 2S00, &8, Ny 77 v PR
® VLAN Z)L—FICFiE T % VLAN 341 >4 7 = — ZAREDS T VIRETHHZ L ICHEREL TS

Uy,

show gsrp detail 2= > R, show gsrp vlan-group 2~ > ROFERF|ZIRITTRLE T,

15-1 show gsrp detail 37 > ROEITHR

> show gsrp detail
Date 20XX/11/07 22:24:36 UTC

GSRP ID: 1
Local MAC Address : 0012, e205.0000
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(2)

352

Neighbor MAC Address

Total VLAN Group Counts :
: 105

1 1/10-1
¢ Off

: 1/1-5

: manual

: disable
10

GSRP VLAN ID

Direct Port

Limit Control

GSRP Exception Port
No Neighbor To Master
Backup Lock

Port Up Delay

Last Flush Receive Time ;

Forced Shift Time
Layer 3 Redundancy
Virtual MAC Learning

: 0012.e205. 0011

2

: On
: Interval 120 (Output rate 30pps)

VLAN Port Counts : Configuration 15, Capacity 3600
Virtual Link ID : 1T00(VLAN ID : 20)
Local Neighbor
Advertise Hold Time 15 5
Advertise Hold Timer 14 -
Advertise Interval 1 1
Selection Pattern : ports-priority-mac ports—priority-mac

VLAN Group ID Local State
1 Backup

8 Master
>

Neighbor State
Master
Backup

15-2 show gsrp vlan-group < > RDEITHER
> show gsrp 1 vlan-group 1

Date 20XX/11/07 22:25:13 UTC

G

>

SRP ID: 1
Local MAC Address
Neighbor MAC Address

Total VLAN Group Counts :
: On

: Interval 120 (Output rate 30pps)
: Configuration

Layer 3 Redundancy
Virtual MAC Learning
VLAN Port Counts

VLAN Group ID : 1
VLAN ID

Member Port

Last Transition
Transition by reason

Master to Backup Counts :
)
: 0000.8758.1307

Backup to Master Counts
Virtual MAC Address

State

Acknowledged State
Advertise Hold Timer
Priority

Active Ports

Up Ports

E P OESS

: Backup
: Backup -
3

: 100
1 3 3
1 3 -

: 0012.205. 0000
: 0012.e205. 0011

1

15, Capacity 3600

1 110, 200-210

: 1/6-8

1 20XX/11/07 22:20:11
: Priority was lower than neighbor’s

(Master to Backup)
4

Neighbor
Master

Local

101

AEEBE L L OAREE L [F— GSRP 7L — 72T AHFEE T, VLAN ZIL—TOREN END»DIEE
T MasteriZzz>TWws 2 &, BEUPE— VLAN 7L —TTEBOVAYPFEE LW E2FERELTL
&, KB TO VLAN 7))L —FOIRRERERICIE show gsrp I~ > REHAL T ZE 0,

15-3 show gsrp O< > KRDETHI

>

show gsrp

Date 20XX/11/07 22:28:38 UTC

G

SRP ID: 10
Local MAC Address
Neighbor MAC Address

: 0012. e205. 0000

0012.e205.0011
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Total VLAN Group Counts : 2
Layer 3 Redundancy : On

Virtual MAC Learning : Interval 120 (Output rate 30pps)
VLAN Port Counts : Configuration 15, Capacity 3600
VLAN Group ID Local State Neighbor State

1 Backup Master

8 Master Backup

>

15.2.3 OV RICKBIREER
set gsrp master Av Y KT, N 77 v (BHEAH) RKEEZ AT REBICEBSELIENTEET,

Z0avwy R, Ny o7y (BERE) REOLEELZTENZIYY RTT, MAEEDEYT
VLAN 70— REDN Ny 77w Il > TWB I ERIERLZHEICETLTLIES Y,

15-4 set gsrp master 17> ROE(THRR

> set gsrp master 1 vlan-group 1
Transit to Master. Are you sure? (y/n):y

15.2.4 BIERREOR—MDT 77 1 7R— NEIEFRER

clear gsrp port-up-delay 2> R T, V Y I ALEROEFT OB IEERE (2> 7« 7L —2 a1
<> R port-up-delay) 2R L TWAHBEIL, K— b7y THROBEREMZ&E2VWTISICT VT4 7
K PARMTEET,

15-5 clear gsrp port-up-delay 3<% > RDE{THER
> clear gsrp port-up-delay port 1/1
>
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VRRP

VRRP (Virtual Router Redundancy Protocol) 1d)L—# ICEEPFHE L7
HBAETYH, FA—1 =Yy b ORI —% 2EH L THROBEEREZHEMART
HZERZEMNELLEARY PAT UNAHBETT . COETIE VRRP IZDWT
FALE I,
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16.1 f#5%

VRRP (Virtual Router Redundancy Protocol) 1FV—# ICEENSRELZGEETH, F—F—P3xv b
EORIN—%ZEH L THROBERBEZHERI S IEEZENE LAY PAY YNNI HEETT,

VRRP 2T 5 &, F—1—Y %2y b FOBHEONL—9 D ERENBEEIL—Y 2HECEET,
KT THAN T =T 2A4ELTCZDRBIL—FZHRELTBLIEICES> T, IV—FICEENIFEE LT
EEDFIN—FNDYP OB #EHIT AR, BELMETEET,

AL —%1x 1 75 255 FTOHFEEIL—% ID #H5, B—A —Y % v b EOR—OFEEL—% ID 28>
BNV —FRELD, 7Y bOL—T 4 >V T%TD 1 BOVAYOEEL—% &, X7y vOIL—T 1~
THERITDEVERY FAYUNALTHB 1 EELEONY 77y TOREIL—% ZERLET,

16.1.1 REIL—IDMACT7RLRAREIP7RLXR

RABL— 4 13 B 5 OYIEN T MAC 7 RL X EZRNIC, RAEBL—YFHO MAC 7 KL A& L T{RIE MAC
FRUAZESET, (REMAC 7 RLRIX, FEL—% ID»5BHEMICERESNE T,

PR—F LT3 VRRP OB EFE MAC 7 KL ADWIGEIROFISRLET,

#F 16-1 VRRP OR#EEARE MAC 77 K L ZDX

RS &8 MAC 77 RL- R
IPv4 RFC3768 0000.5e00.01 {{x#E)L— % 1D}
IPv6 draft-ietf-vrrp-ipv6-spec-02 0000.5e00.01 {{f8)L— % 1D}
draft-ietf-vrrp-ipv6-spec-07 0000.5e00.02{{RF8)L— % 1D}

S AY DL —FIIFEEMAC 7 RLAFETHDA —H Xy b T L—LZZEFEL TNy bET T —
T4 VT T RENEZRSEITN, Ny 77y TOREL—ZIXIEMAC 7 RLRAFETOT L—L%2%EF L
FH Ao VRRP IZFIEIL—% DREIZIG U TR MAC 7 RLASETA =42y b T L—L%2ZET 5D
E3pREELET, TAYDREL—FI3EMACHET I L—Lb2Z(ETEE, V—F1 v 7F—T)
WS TIPSy vDT 3T —F 4 Y TNBETVET, 20720, WHRIIFEEMAC 7 RL 2255k E
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16.2.1 dA>7«47L—>3>a7R—
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VRRPOIZY 7427 L —Yaravy RF—E2ROEIRLET,

x®16-6 1>747L—>a>IvYR—8&

av > R%E

vIrp accept

TIETPE-FERELET,

vIrp authentication

ADVERTISEMENT /8% v bEERED/N AT — FERELEJ

vItp ietf-ipv6-spec-07-mode

IPv6 DRFEIL— & ~ draft-ietf-virp-ipv6-spec-07 IC#EHL L 72 E{E& 72 %

IRELET,

vITp Ip
VITp Ipv6

RIELV—F NP7 FLUAZHRELE T,

vIrp preempt

HBVIORLEZHRELET,

vIrp preempt delay

HEOR UMERHZRE L £,

VITp priority

BIEL—5 DEBEEZRELET,

vrrp timers advertise

AN —% D ADVERTISEMENT /¥ v MEERIRZHREL 7,

vITp timers non-preempt-swap

BEIOR UMEFIC DR LAEEZTSBEO D R LilEER 2 3 E
LEJ,

®16-7 I>747L—¥=3>37

> R—E (VRRP O k5 v x> T HRE)

av > RE

sl:lg

BA

track check-reply-interface

VRRP K=Y VI TEREBA VY 72— AD—Bi2HRTHPHELE T,

track check-status-interval

VRRP A—V v JHRZREL£7

track check-trial-times

VRRP K=V V7 OHERKZHELE T,

track failure-detection-interval

PEEFEMGEFO VRRP K—V V JHRZRELE T,

track failure-detection-times

FEEFEMIEFHD VRRP A—V > JHEORZHELE T,

track interface

EERATOA VY 7 — A LBEERFTEERELET,

track ip route

track © VRRP R—V v 72T H5LE2EELE T,

track recovery-detection-interval

FEEREMIEHDO VRRP RA—) V JHIREZREL 9,

track recovery-detection-times

PEELEMEEFO VRRP K —V V THEERERE L E T




16 VRRP

Y RE BTl

vrrp track track 2B — & ICED HTET,

16.2.2 VRRPOII> 7«17 L—>3>diin

(1)

(2)

(3)

(4)

(5)

IPv6 2T 254, H5H Lo swrt_table resource 2> RTIPv6 UV —AZFEHT Z2E— FICE
EIALENHDET,

H5HUH, P19 T —REJRELET,

VLANIZH LT, IREL—FIZHELELEDIELTWAIP 7T RLAER—TRFLAT773IVYDIP7RL R
BHRELET .

VLAN IZHID T IPv6 7 R L A% ERET 5B E 1, Fitl) Tipvé enable I~ > REZFEFTLTIPV6 7 RL X
EEMCTHIRENHDET,

REL—INIPF7RLRAZHEELE T

PAUY Tz —RCHEELZIP 7 RLAER—DIP 7 RLAZFEEIL—FIAHKET S &, REL—FIX
7 RUZAFEZ LD, BEEM2S5BEE LD ET,

REENL—F NIPV6 7 RLUAZBET AEE, HE LT > 70— AL I=F v AT FLAFIFEETE
FIH, REETIITO—NLT7RLZA (B4 ha—ALT7 FLAbLED) BIEETEET,

REIN—IDBTEEZRELET,
IP7 RLAFBE TR WR—FREL—% ID OREL—Y DEXREL2, TNEFNELAEICHEELE T,

ADVERTISEMENT /N7 v MXEERZERELET .

2w T =T OEGNEL, Ny 7Ty TOREL—% 7 ADVERTISEMENT /8% v b % S58ICELD &
J15E1d, ADVERTISEMENT /87 v + OXERBEEZ Y A5 &Ny 77 v FOREIL—51 "“?Ebi@“

PEEERT > I T —REVRRPR—D VT ZF/ELE T,

DB T, BV -y BRESNTVEA V¥ 7 2 — ALNOBETHEL— 5 DYV BAHTbI2
£, (L — Y NEEEH A > ¥ 72— 2% VRRP £—V) » V2 HELE T,

16.2.3 {RIEIL—IAD IPv4 7 RL REEE

BEEDRA > N

BN —F MIAEIPvA 7 RLRAZBRELE T (REEL—YNREIP 7 FLAZRRET 52 & T, FIE
V=2 3EMEZRRLE T, (REL—FIARETESIP 7 RLRAE—27 T,

RN —FIZHETAHIP 7 RLAEFEL—YZRET S VLAN O IP 7 R L ADE—DFE, 8
LV—H%IZIP 7 RUVAFREE 2D, BEEHN 255 (EE) &%2DET,

ABIP 7 FLAZRET AEL—%IDIE, A—IPYV 72y b IT—IHNTLIZ—7ERBEDITEH
FELTLES N,

[O7 > RICKBEEE]

1. (config)# interface vlan 10
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16 VRRP

(config-if)}f ip address 192.168.10.10 255.255.255.0

1 Z1E, VLAN 10 IZfFfEL—¥ Z2ERET 55E, £ vlan I0OO VLAN IV 74 JL— 3 v E—
RICADET, VLANANIP 7 RLAZBEL TCWAEWLWEAIR, CCTIP7TRLAZHRELET,

2. (config-if)ff vrrp 1 ip 192,168.10.1
RAEIL—% ID1 OREL—F ~MEEIP 7 RLAE LT 192.168.10.1 ZFELE I,

CESZHIE]

o FIBIL—FIZIP 7 R L A% HRER, EANMAKIC” The VRRP virtual MAC address entry can't be
registered at hardware tables.” &W> a7 PRRSNIZGE, (EL—FZEFICEELEE
ho —EFEBIL—YDREZHIRLI-DE, FEL—7 D Z2EET 52, TIIFEEL—Y 25T
9% VLAN O VLANID 2ZEL T2 5, BEREL—FANIP 7 RLAZHRELEL TS,

s (REEBL—FA~NIPT RLRARBRET S &, REL—FEBERBOET . ILOFEL—5 DBEE
BEICE->TE, EL—INTRAYELTEMSNZEELHDET,

s BBEIREL—F % 64 AL ERET 5B, [£16-8 ADVERTISEMENT /N7 v M iX(E R
%‘Qr—'—’

EBHZME] 22 LT ADVERTISEMENT /87 v F O EREZFHEL T 2S00,

16.2.4 {RIEI—9I\DIPv6 7 RL AEETE

[EBREDRAT > K]
RAENL— & MRIE TPV 7 RLAZBRELET . [REL—F MR IPV6 7 NLAZHRET S LT, |
L= XEEEFIIB L E T . REIL—FRETES Pv6 7 RL AE—2RF T,
RABN—FIZERTET A IP 7 RLAEFEEL— 23 ET S VLAN O IP 7 KL AHR—D5E, K8
L—%ZIPT7 RLAFREE LD, BEEN 255 (BE) L4DET,
RIBIP 7 RLAZERET AIREL—F DX, E—IPY 77Xy b I—IHNTLI=Z—TE05LDICE
FELTLES N,

[O7 > RICKBEE]

1.(config)#f interface vlan 50
(config-if)#f ipv6 enable
(config-if)# ipv6 address 2001:100::1/64

1 21X, VLAN 50 IZfFiEIL—% Z28RET 55E, 3 vlan 50D VLAN IV 7 4 JL— 3 v E—
RIZADET, VLANANIPVE 7 RLAZBELTWEWESIX, CCTIPVO 7T RLAZHRELE T,

2. (config-if)}f vrrp 3 ipv6 fe80::10
{RAEIL—% 1D3 DRIEIL — & ~MEIE TPv6 7 K L A £e80:10 #&ZEL £ 3,
CEEREIE]

* [16.23 FEL—~ADIPv4 7 RLUARE] OFEREHEFLC T,

16.2.5 BIEEDEE

FEL—5DBEFEEZ 1 5 254 DRITREL T, BEEDOT 7 + )L MEZ, IP 7 FLAFTEE TRV
HE13 100 TY . REL—FPIP 7 FLAEEDHEIIBELED 255 (BEE) Lu->TEAETEEE
/1/0

RIEL—% 2T 5REEOD b THBBEEORZVEENVAYIILD T, £/, TRV OB —

ST LIEE, NI Ty TOREBL—Y D55 TROLBEEOEWREL —F PV AFIZ%0 %
3_0
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16 VRRP

[EBREDRT > N]
TAFI I HEBRPEICT A7-012, FIUREL—% ID OREL—YICIZEL2EREZHRELT
&V,

[Ov > RICKBHRE]

1. (config-if)# vrrp 1 priority 150
BNV —% ID1 OREIL—% DEELEE 150 ICERELE T,

16.2.6 ADVERTISEMENT /N4 v MXEERDERE

v v =7 OAFHIE L, ADVERTISEMENT /8% v hDIBENSZ VD2, FEL—YDT2AY &
Ny 77y Tz 0 &b 51541%, ADVERTISEMENT /$47 v hORERBE2ELT5IET,
RREBRECTELHIEDDHVET, 72720, Ny o7y TOREIL—#1%, ADVERTISEMENT /84 v k
Z3EBEITCRETELVEZIICTRAYIZEDS728%, ADVERTISEMENT /87 v rORXEREZ2EL T
BE, TAYDRIEN— 7 CRERENFKELLBEEIC, NI 7y TOREIL—Y NPT ATICEDSETOR
MbE<ZDET,

Fro, BEICEZORBL—Y ZHRELIGE, LEREFERICTRY ENY I Ty THYOBEDEZENDH
DNET., ZOHAEIE, ROFZEIC ADVERTISEMENT /37 v X EMREZFREL T EZS W,

% 16-8 ADVERTISEMENT /N7 v NMXEEROREERIE

RELLCY ORBIL—IH ADVERTISEMENT /¥4 v N iX(SRIFE
1~64 1 #LE
65~128 2Bk
129~192 3WUE
193~255 ARLLE
[BREDRA > M
ADVERTISEMENT /87 v MEGERERIE, vAYBELUONY 77 v FOREIL— 5 NEA—DfE%HE
LTLZZE W,

[O7 > RICKBERE]

1. (config-if)ff vrrp 1 timers advertise 3
FRENL—% ID]1 OFIENL—4% @ ADVERTISEMENT /87 v b XERIREZ 3 () KHRELE T,

16.2.7 BV R UAILEDERE

HEVORERLIZT 7L NTEEL, TAYDRENL—FZ ICEESFEEL TNy 77 v AT OBEDb > 725
&, BEMEIHT HE, EUDICYRY THo1BREOE VN Y 77 v TOREN—¥ PEEICY XY
Y0 EBDLDET, BEIORLZIIET 2L, BREORWVNY 77 v 7OREIL—F BEENICY A Y
W0 EDbLS L BDET,

EREDRA > B

HEORLMEDOHREZTO>HEIL, IP 7T FUAFBEE TR VWY AY DB —F I L TIT>TL
ZE W,
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16 VRRP

[Ov > RICKBEERTE]

1. (config-if)# no vrrp 1 preempt
L —% ID1 OREL—YOBEHTOREL ZMELE T,

16.2.8 BENIV R UHNEREDERE

CAY DN —FICEESFEEL TN 7Ty T EEDb--H &, BENEHLES, BREDE
WN T T7y ORI - BEEICT AZ I DB IR 2RI 2 TORBZRELE T, BHH
PR LUIEEBOTFT7 4L MEK O () T, BFTI0DRERLZMIELEEA,
[BREDRT > N]
BEYI VR UIMEEEOBRELTOIEEIE, IP 7 FLABEZE TR WY A Y DREIL— 212 L TiT->
TL7ZE 0,
[Ov > RICKBEEE]

1. (config-if)#f vrrp 1 preempt delay 60
AL —4 ID1 OREL—>OEEY DR LIIEFRE % 60 ICREL £ 7,

16.2.9 BEERT>I T —RXE VRRP R—U VT DHRE

372

REETIE, BEERA Y72 —AE VRRP RV VT OFHRER, BT L7 track TEELE T,
track ®FREIX, I T4 L — a3 avr Rirack Ttrack B85 %2$EE L £, track 2{REIL—¥ I
FDHETAHZET, EBL—7IXIBEES N track BEE D track ILRBESNBEER A V¥ 72— ADFH
FIHED, BEERA VY 72— A%2FHALET, EL—FICtrack ZEDHTRICIE, 3747 —
ava<wy Nvrp track ZFALE T,

i

—ODIREL—# 121X, BEETEFRO track EBEEBESRD track DES 5»—H721) %
9,

pETE

&

—DOAEN =10 LT track ZEEEI D A TH5E13, BEERELGNE L TBEEREARXLZT
TEET,

E

R

BRAEVEAROBE, RERERIREL - OBLEZEE LBELEICEE L LY. JBELE
DIEEZ B E/IIMBEL - DBEE LD REVEZIEE LGSR, 774V MEDO 0 BERENE
T, BAEBVBARZEELLEAIL, —DOFREL—IC track #—D27RJEDHTAHI LN TEZXT,

BREYESRT [K16-13 BEEVELAN] 0L52, RELV-YDEXREE 100, BEEHRT V¥
71— AQUBELREELTI0 Z2EE LGS, REERA VY 71— ATRENHEET S L, RIEL—
5 OEIFEEIBYIEEITED 10 ICRESNE T,

16-13 BEEUEAN

[EEEsAR EEEEMRA VR T —RAT
{487z —2 | UVIBEBEE 10 EEHLE
fRBL—5 | EEE 100 L5 | ExE
100 — 10



16 VRRP

BEREREARNOGE, BERERIEL—Y DBEEREE L -BLEREMEZ FBE L/IEICEEL
T9, BEEOIEEZEELIGAEE, 774 MED 255 BERASNE T, decrement ZI8E L1zH&
1%, =D —FIZEKR 16 D track ZE0DYTHENTEET,

BEEREART K 16-14 BEEREAR] 0LDiC, FREL—YDOELES 100, BEEH VY
71— ADBEEFEMEE LT 60 218E LIziFh, BEEHRA VY 71 —ATRENPRET S L, RE
L—% DBREIITT A DBEE 100 » SELEREME 60 25\ 40 ITRESNE T,

X 16-14 EBEERESN

fEEEE EEEEMRA V2T —AT
A1v871—R | BEEREHE 60 EEHR4E

\

REL—4 | BEE
100-60 — 40

(1) BEERT I T 1 —RA%{TD track DERE
EREDRAT > K]
Y747 b—3 33w K track interface T line-protocol #18E9 % &, $HE L7z VLAN o >~

HTr—=RA, R=bF¥INALITz—R, BLOA =T XY MU I Tz —ADREZERLE
3_0

track ICERT A VLANA V¥ T2 —R, = Frpx WAV I T =X, BLOA =2y b ¥
7I X% ﬁbi@_o

FREL—Ficar 74 7L —a>a<xy R vrp track TREERZ{TS track 2 RELE T,
BEEREZITY VLANA V¥ 72—, IPT7 RLAPHESN TV ARENH D T,
[O7 > RICKBERE]

1. (config)# track 20 interface vlan 30 line-protocol
(config)#t track 30 interface gigabitethernet 1/1/8 line-protocol

(config)ff track 40 interface port-channel 10 Lline-protocol

\lll

o track &S 20 O track IZ, EEEHAA ¥ 72— A& LT vlan 30 DREZEHRT 2 L,
%9,

o track {2 30 @ track IZ, EEEHRA VY Tz —RAELTEFHEY F A =PRIV F Tz —
A 1/1/8 DREZERTAHLD, RELET.

o track ®E 40 D track 17, BEEHRA VY T2 —RAELTF Yy ILTIL—710 DREZEHRT S
£, RELET,

2. (config-if)#f vrrp 1 track 20 decrement 60

(config-if)# vrrp 1 track 30 decrement 10

(config-if)#f vrrp 1 track 40 decrement 40

HOPCDFEEIL—FHPERELTHA VLANDO VLAN IV 74 7L —2 a3 v EF—RIZLTBEET,

ZOEE, REL—% ID1 OfFEEL—%12, track &S 20, 30, 40 @ track Z&0DHTE T,

o track S 20 D track ICHESN-BEERA V¥ 71— A TEESRE L-EE, KEL—% 1
DEFLEN 60 FHDFT,

» track &5 30 O track ICHESN-BEERA V¥ 7 2 —ATERESRELIES, KEL—% 1
OBEEAS 10 THAVET,

RE L
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16 VRRP

o track BFE 40 D track ICHESN-BEERA V¥ 71— A TEESREL-BE, REL—% 1
DBEEEN 40 SV E T,

(2) VRRPR—U>7%{T> track DFRE

[BREDRAT > K]
a7 4 7 VL—3 33wy K track interface T ip routing #$8E€ 9 % &, 8% L7z VLAN 2 E#R
HEEbIZ, a7 47— a3 rav Y R track ip route TIEE L2 5EEAD ping 12 & 2 B8 % B
RLET,
VRRP R—1 7 & LTHIFT A VLAN A > % 72— R % track ICEREL T,
BN —#12a>yT7 4 7 L—a>a~vy Rymp track T VRRP R—1) ¥ 7 %475 track Z&E L&
ER
VRRP R—1) Y I K HABEEREZTHHEEIL, VRRPKR—-Y V7 %75 VLAN A > % 7 = —RIZIP
T RUVAZREL, trackip route 22 FTHEE L7ZSEENDRRIERPRESN TV LIBENH D
7,
[Fl— track Z BHOFEIL —ZITHELIZHE, TNENORIEL—5 55 VRRP A= > 787y
FEEELET,

[O7 > RICKBERE]

1. (config)# track 50 interface vlan 34 ip routing
(config)ff track 51 interface vlan 35 ip routing
(config)ff track 52 interface vlan 36 ip routing
* track #% 50 O track I, VRRP K=V ¥ ZDEFEA >4 72— & LT vlan34 OREZEHR T
5L, MELET,
e track &% 51 D track I, VRRP R—U VT DEFA ¥ 72— A& LT vlan35 ORELERT
BEIICHELET,
e track &5 52 D track 12, VRRP R—VU VT DEEFA ¥ 7 —A& LT vlan3b ORELZERT
BEIICHELET,
2. (config)# track 50 ip route 192.168.20.1 reachability
(config)ff track 51 ip route 192.168.21.1 reachability
(config)ff track 52 ip route 192.168.22.1 reachability

« track &% 50 @ track I, VRRP R—V > 7 D5ist & LT 192.168.20.1 ZFEL £7,
« track &% 51 @ track I, VRRP R—V > 7 D5t & LT 192.168.21.1 ZFEL L7,
 track &% 52 @ track I, VRRP R—V > 7 D5t & LT 192.168.22.1 ZFEL L7,

3. (config-if)# vrrp 3 track 50 priority 10

(config—if)# vrrp 4 track 51 decrement 20

(config-if)# vrrp 4 track 52 decrement 50

s HONPLOFRBL—IPHRELTHA VLANDOVLAN IV 747 L—2aryE—RIZLTEEE
ER

o L —% ID3 DB —# 12, track TS 50 @ track 2|0 H T, BEERESRNIELETYE
B, BELEIC 10 #BELE T, track S 50 O track ICRE SN/ VRRP R—V » 7T’
ENRE LGS, REL—% 30EBLEL2 10ICDEBEIET,

o L —% ID4 DIRFEIL—# 12, track &S 51 & 52 @ track 20 YU TE T, BEERIEFRIC
BEEREAREZHRELE T, track HFES 51 OBLEEREMEIC 20 #RELE T, track S 52

374



16 VRRP

DOBFCEREMEIZS0 2R ELE T, track FS 51 ? track ICHRE SN2 VRRP K—1) v 7 &
ENFE LGS, (KEL—% 4 DEBERED 20 R0 F T, track BFS 52 O track ICREE N7
VRRP R—1) v FCEESRE L-BE, KEBIL—% 4 0BEEAS S0 FHAV %9, track HS 51

EB2 OWMADBEERA ¥ 72— A TEREISEELZSEIIMEL—% 4 DBFLXEN 70 ™H
DEI,
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16 VRRP

16.3 AXL—>3 2

16.3.1 EHIV>RKR—
VRRP OERH I~ F—E2IROFITTRLET,

169 ERAIVYR—E

I RE A
show vrrpstatus FHEL—5 DFIEREEZFRLE T,
clear vrrpstatus I — % OfEHERE IR L E 9,
swap vIrp HEORLSMESNTWA LSV R LAEEEE LE T,
show track track ILRFESN TV A2REERGEOREEZFRRLET,

16.3.2 (R8I —9 DEEME

RIEL— % OFREMERIE, EH I~ > N show virpstatus TfTWE T, detail 87 X =¥ %IBET S &,

L —% OREDOHMIERZAUF TE LT,

16-15 show vrrpstatus < > KRDEITH/R

> show vrrpstatus detail interface vlan 10 vrid 1
Date 20XX/12/10 12:00:00 UTC
VLANQGO10: VRID 1 VRF 2
Virtual Router IP Address : 170.10.10.2
Virtual MAC Address : 0000.5e00.0101
Current State : MASTER
Admin State : enable
Priority : 80 /100
IP Address Count : 1
Master Router’s IP Address : 170.10.10.2
Primary IP Address : 170.10.10.1
Authentication Type : SIMPLE TEXT PASSWORD
Authentication Key : ABCDEFG
Advertisement Interval : 1 sec
Preempt Mode : ON
Preempt Delay : 60
Non Preempt swap timer : 30
Accept Mode : ON
Virtual Router Up Time : Mon Dec 6 16:55:00 20XX
track 10 VLANGQ22 VRF 3 Status : (IF UP) Down Priority : 50
Target Address : 192.168.0.20
Vrrp Polling Status : reachable
track 20 VLANGO23 Status : (IF UP) Down Priority : 40
track 30 gigabitethernet 1/10 Status : (IF DOWN) Down Priority : 20
track 40 port-channel 2 Status : (IF UP) Down Priority : 20

>
16.3.3 track MEEHER
track O ERERIL, BRI~ N show track T{TWE 9,

16-16 show track v > ROETER

> show track detail
Date 20XX/10/15 12:00:00 UTC
track : 20 interface : VLANGO30 Mode : (polling)
Target Address : 192.168.20.1
Assigned to :
VLANOO10: VRID 1
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track : 30 interface : VLANOO31 Mode : (interface)
Assigned to :
VLANOQ10: VRID 1
track : 40 interface : VLAN0O32 Mode : (polling)
Target Address : 192.168.40.1
Assigned to :
VLANOQ10: VRID 1
track : 50 interface : VLAN0O34 Mode : (polling)
Target Address : 192.168.20.1
>

16.3.4 tIVRUNEDET

16 VRRP

HEYORLAMESNATWS, YAV XDBRENESVICLPPDST Ny 77y I E > T A{RIE
V=& ~swap vitp ¥ Y FE2EFTTH &, IDRELAEEZRH TEET, 127201, swap virp Iv > F

FETLTY, BEEOBEVWVREL—Y 2T AYICTAZEIITEETA,
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YT T I I R

Ty TIT - NFUEFYNE, Ty T ZIERTAZODOR— DD
5, E56p—AFTHEEL, bO—HEEERBICEKSES LT, TEL
RS TEAREIICTA-OOEETT, 7Ty I I7OR— NI, WiE
A= NFELWZV I T7TIVr =3 V2R ETETET,

COETIE, 7oV 7 - U NOBHEBREREICOWTHAL X
9,
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17 7y7FI27 - VIVIUK

17.1  f&SH
1710 =

FTyTIr T VUM, REBTT YTV ZICHWAR— NEELL, BETIC) Y IEES
RS EZEFEFOR- MYV BRI TEMNAA v FEOBREEMFET AHETT . ARELFEHT
BE, AN TV =M Ta NN EEDLEVWTT v TY Y ZICHVWAR- N EARLTESE
To IELTRLDDZDOR—- 2bbET, 7Y FUIIR—NEFHVET,

ToTVIY )T UE Y NOBEAERERORIRLE T,
®17-1 7y FI>7 - VI>I>Y NOBKER
4 )

LR A YFA LR A v FB

[ ) B . ;)

TvFT)oR—F

- /

(L) agorn QO agror—r O :@EEsLEor—+

CORDOERTT v TV - VFUF Y N EFERLUZES, AEBE ERAMYF A EORDY V71
BESFEELTCL, REBE XA v F BEDOBOY 7 IV BEZ A ETRELZHETEXT,

17.1.2 HR— Mg
TvTVI T VF YT FTOY R MREERORIRLE S

K17-1 7y FPI2T - VIUIY NTOHR— MR

IEH HR— NEE - (TR
HWHA 77 1—R PFER— b O

Vo7 TN r—vay O
VEPAPTE RN 50
—DDT VYT R— MIRERRERA VY T 2 — A 2

TIATVR=IADT I T4 TR—-FEEHPOEREL

TIATIR=ADT 7T 1 THR-FEHTORE LML

TIT4 T R— P EEITUR

TIT4 TR EERDOT Ty ¥ aflfi7 L—LERE
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17 7yFU27 - UIVIUK

158 HR— A - (TR
7UT 4 TR VEEROMAC 7 FLAT v 77— b O
EBRFOT 7T 4 7R — MNEE O
774 R=1 MIB, 771 ~R—1oSNMP @] O

(LBl O = ¥F—-h

1713 7y 7FU>7 - )99 NEHERIE

TV YT T RTE, 1 OR— b ELRY VTS a v EAWTTERZHERL
To COR=IADBT Y TIV L TR=NTT Ty UV IR=-MIZ, BE, BEE2TI> TSI F—
he, P94 R—-FOBERICBEZITOEA VY IUR— OO HVET, INHDOR—-ME, 2
VI4 L= arTRELET,

T4 A= LA FYE— MR, AUHERS A MITHBBERD D E A FIZRE, TIA1
UR=FMIFZI0FHEY b A =T 2y bR= %, CHVFUVR-PEZLIFHEY b A —=H Xy b
R—bESERRL) VY IT V=2 a v 2RETHILHTEET,

FUTV I E— DI, BEBEAF>TWEE— BT I 71 TH— NEWUET, £/, 7V 74
TA— MCREEATE LI, BEREORD, TIOBELRMBTES & BREFTETLHR—
MRS VAL A= N ERTET,

Ty T IR=-bNEEHET S I OR— I, VLAN ZEOEREZR—BRTICTAUEFHDET, £
72, T TV IR—PMIBELTWVAER—MIE, EFLrOT7y I IR—-FTERETEETA,

FYTVL - NFYT Y OMEEE L RORICRLET .
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17 7yFU27 - VIVIUK

17-2 7y )27 - VFUF> NOEEHE
o;E
( )
EHRA v FA EfRA v FB
-
TS5A4TR—+ tHUFYR— R
(FHF 1 Th— ) (R8s H— )
\_ J
l754vuﬁ—bﬁ%
o=
4 )
LR A v FB
= 3
DL DLt
(FHF 1 Th—b)
EhUEY K- Iz
UBA, EEERE
\_
F54 < K— FEIE
YL
4 )
EHRA v FA EHRA v FB
IS4 3y H— k il L hUEYR— b
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1. (config)#f spanning-tree disable
ANZy V) =& BIELET,

2.(config)ff interface gigabitethernet 1/1/1
(config-if)# switchport backup interface gigabitethernet 1/1/2 preemption-delay 60
R=bFU/1/10a>7 47 —arE—-RABTLED,
TIARIVR—MIBBR—F 1/1/10ay T4 7L =23 E—FRT, EAVFIR-PITTHR—
FU/L22BELET. £72, BEBUDRLOGFSERZ 60 RICRELE T,

3. (config-if)# switchport backup flush-request transmit
(config-if)# exit
7Ty a7 L —L xR ETARELT LET,

CESEIE]
o KHSREXERET HHIE, W—THBERDET, I/ UR—bELWEEEAVTUR—-bDA ¥

%7 2 — A% shutdown ICEET 2% ELT, L—7DHEELLZWVREBICLZ BT, BRELTLE
S,
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show switchport-backup TYTIT - NFUT Y rOEREFRLET .
show switchport-backup statistics ToTIT VTV FOREHEREFRLET .
clear switchport-backup statistics TYTIT Ty FOFEHEREZEIRLE T,
set switchport-backup active TUT4THR—NEEET I, HLLTIT4 THR—-MIk5
R—b2EELET,
restart uplink-redundant TYTIT VTN TU T I LREEELET,
dump protocols uplink-redundant TSI T c)FUT N ERET AN LET,

1732 7y 7U>7 - VIUT> NREDRTR

T4 VR— b BLOE I FYR— FOREL, 7T v aflffi7 L —LDEEFR VLAN 2R R L&
3_0

17-8 show switchport-backup MEITHESR

> show switchport-backup
Date 20XX/09/04 16:48:07 UTC
startup active port selection: primary only

Switchport Backup pairs Preemption  Flush
Primary Status Secondary Status Delay Rest VLAN Update
Port 1/1  Forwarding Port 1/2 Blocking - - 4094 -
Port 1/10 Down ChGr 4 Forwarding - - - 1
%Port 1/11 Down Port 1/15 Blocking - - 10 -
*Port 1/20 Down Port 1/18 Down - - 200 -
>

« Status &R
BELTVWAT YT+ 7K—1id [Forwardingl, A% >34 K— & [Blocking] &FRRSNET,

— M _30
1733 777147 R—BNOFEEE
set switchport-backup active 3~ > RT, 7774 7 R—- 2EETZXZT,
ZOaAv Y RiE, FBELZR=IPRY UNA K= OBELZTEELE T,

17-9 set switchport-backup active MEITHR

> set switchport-backup active port 1/1
Are you sure to change the forwarding port to specified port? (y/n): y
>
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BIAEEEEHREL TBIHE, BEMIC active IRREICTZ £ 9,

L2 )L —THRAItEEED R — M ER

L2 V—THHIERECER T 5 — FOREF ZRORITRLE T,

& 18-1 KR— hiEhl

il

tae

ALAERAZEAR — b

V—T BT 570D L2 L— T 7 L —L%2EELE
T,

— FRERMEE, EAT /2 FR L, ¥¥%A— % inactive
REEICLET,

BARIEEAR — b

N—TZBHAT B0 L2 L—THRHET7 L —L%2%ELE
T

L—TREERMEL, EFAT 2/ 2FRLUE T, inactive IREEIC
TLEHEAS

MR — bk
(2> 74 7L —3 3 VEIREE)

V—TE2BHT H-00 L2 V-7 L —LI3EELEY
Ao

V—TRERARE, EHAT 7 E2FRRLET, inactive RRE&IC
BFLEEA.

RS RIF AR — b

AHEBREDM RN AR— N T L—T2BINT 2720D L2 L —
THHIT L —LDFEERNL—TEESRNZ LEE A

VEFAPZE SN

N—T 2T 57200 L2 V—THM7 L—L3EELER
Ao

V—TEERMEL, BETLR—NT, RETOR— MEFNIC
o7 BEE LET, HlZIE, RETLHIRIEEHER- T
X, EHu 72 FRL, EELA— b % inactive RE&IC L
£9,

L2 =157 L —LDEER—NZDWT

L2 V—T7RHI 7 L — L%, BEREEHER— N EBAEER— MCFIB L TV 59 RTO VLAN 256, &%
ELIEEHEBTEBLET, AMEETEETEIHRAT L —LHIRE->TVWT, Fhz8A5T7 L —4
WBREELERA, 7V—LZREETE LD >R — P VLAN TIE, V—TBEZBHNTEI LD E
To 2D, FEETEHHRAT L —LHF, NEFFITHES>THRELTLEZS W, FMlIE, 27«7
L—yaryiiA4 R Volll [329 3w I—JERKRE] #22BL TS0,
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18 L2 JL—TH4

(3)

(4)

5)

L—TEENELSEER— % inactive JREEIZ T DR

L2 V=BT V—L%2%FLI5E, BEEPSREELL L2 L-THM7L—-L47T, »ORFKR—-1
ICERESNTWA VLAN ThNL, B4 VLANBETHOIL-TRBELRZLET, L2 V—THRM7 L —
LDZEICE>TN—TEELHETSHE, R—bTEICTLV—LOZEHREHIT Y MLET, TOENT
VI T L= a v TRELEZLLV-TRET L —L2EH WIHEIZ L) IGET &, g4R—1+%

inactive JRE&IC L £ 9,

29y TR TO L2 )L —THREENE

Bl—ZA% Y ZHORAVINAAL Y FRTEEENZ L2 V-7 L —L0%22EFELEETY, L2 L—7F
BHPEELET. AY Y VRO L2 L—THRH7 L —LDZFICXE L —BENICOWTIRDOIIZ
RLET,
X 18-2 X9V IEHEED L2 -7 L —ADRES(CLD I —T1&4
Yy
TRABERAL YF /i“y’??‘y?"xff‘yﬂ

RAYY
(VZ’;‘UM“J?— NI TITRALYF

(FLA) L2 —TBHM T L—A

BRAXYE—YDOFRRICDOVT

L—TREBMOERX v —V%2 EIHPOR—NTERL, FOERICEUR—NTL2 V-7

L—L%2ZFELTH, FiHOFRR,S 1 7EIGERAA v —Y2F R LERA. HIBRIOFERY S 1 FEHRE

BL, ZOBRL2L—THAT LV —L2RELLEE, VL-THRERHOERA v —Y2FRLET,

18.1.3 EFRHI
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(1)

(2)

(3)

18 L2 L—T140

18-3 L2 L—7iIkkae e @A LIy N7 — TR

a7y hI—4 ANRZ2 TV =13 ET)L—TEEHILL

=—map
fa——N,
TIORALRY kT—9 L2)L—Fiaantse < )L— JEZHNIE
(LB ----- ; 38384 L - B SDigsnitismzEA— ~
L—T D (3) #esmiiE —
X Oy yiREE 7‘y7’u v R—

RAE{SFAZER— b DB

L2 V— T RE T —IRIVICERE T 5K — MERITT . AEEC, D, ETRT LI, FflloR—
WWRELTHLZET, 1, 2, 30&5 L TMIflOBRBEFEICLLIL— 75“%&3’1[13[/&@“0

REDLEER— DB

V—TREOHRNREEZ BT 2701018, TEALTMIOBEBE TAKELZEESERIIOPEYT
o AEBCEAEBEEDLDICZERTERL TLABAIL, 20X REERTAEE CHlOR—-+%
inactive IREEICT 5 &, REEE DL —TERELEFELEZVIRTOWMEKTLAR Y T =T AOBEHEHN
TEGRLRVET, 20710, LV TREZAEREBEE TL2 L — TSR LEESE A E2HBELE
ED

B, T0Di5 , REE CHIOR— MIIIBHAEER— M 2RELTBEET, COREICEH-T, E
%@ﬁﬁiK %ET» f@ ERALETH, REBE CL2 L — RAEHEODREBR Y L ETL—F
BEZBMATEAWVWEZITIE, AEE C TL—TBEMHM (inactive IREEIZIZ RSB W) TEEF,

7y TIR—NDER

Fitxy b T —=JICBP > TVWAR— EZEZIT7THY VT =T ICEET AR N THRELE T, DK
FICE-T, 4.0&DHEBEFEL-28E, AEE C OFETLR— M2 inactive IREEICZ 5720, T7
I NI =T ANDOER TR TZET,
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18 L2 JL—TH4

18.1.4 L2 L—THIAERFKOER
(1) 70 R3JL VLAN % MAC VLAN TOEMEICDWNT

L2 V=77 L—L41F, ME7 +—~vv F® Untagged 7L —ALTY, 70 IR — P MAC K—
N TR A T4 7 VLAN & LTEES NS0, RIRTEMEZESE LB LTWA5A, EEMICD
BN —TRENEHTE VLB EINNH D ET,

« AT7AY NIV RIOR— 2T S IR-PELTHELTVS

« A7 ARy FT=ZRICAA T4 7 VLAN ZREL T

Z HE, Ty TV IR-—PELTHRELTVAAT 2y M T =7 HlOR— b EZBREEE R — MIEE
'9“6& N—THEEZBHTE &, BANLBERGZRITRLES,

@) N—TRADHIBRE % 28R
ROKIIRI R CARRER NO HUB Mz iR 2 &, BEMICD2L-THPRELET,

AEEE A X HUB HIOBIEERAZER— 5 L2 V—TBAT7 L —L%2%EL, a7 AL v FROT v
YU IR=bPEIEEELERA,. KEEBEBIEMAC RA—FTCRELL L2 VL—THH7 L —L0%2A4
F4 7 VLAN E LTESRELED ET B0, L2 L—TBHM7 L —L3a7 A1y FEANFHINETA.
ZOEE, L2 V—THH7 V—LI3FEB ANE>TI RV, V-TEEZHRNTEEE A

18-4 L —TRADHIRE 3 B8R

a7y kI—2 AT RAYF
VLAN 200 = VLAN 200

VLAN 200

V)  #AF 1 JVLANE LT

] LS5 ET B0, L2aL—
Q) ZBRRT L—Lthgah

0

MAC VLAN 200

A F 4 IVLAN 10

VLAN 200

MACR—

MAC VLAN 200
4 71 JVLAN 10

PRy R I— |
(B ---- B L - E RS —

IL—TDFEN Ty Ty R—
L2 —TRE T L—LA

(b) I—THRAITTRE S ERLG)

RKEBADIATAA Y FRIOR— b ZHBIAERER— MIRELLES, REEBEBIZIT7AA v FHOR—
NPOZELIZL2 V=77 L —24% MAC R— AT 270, KEB A TIL—-TERESBENTE
9,
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18 L2 L—T 140

18-5 IL—IRAICIREHERY

a7y bI—2 ATFRAYF
VLAN 200 _EEEEE.’EE"' VLAN 200
VLAN 200 VLAN 200

a7 RA Y FRIOR— S AREEEA REEB S)  VLAN 200/ 507 L
NERMEER— ~(C R sl — L ASMACHR— R~
HE ST MACZR— b ) | F#IhD

MAC VLAN 200

45«4 JFVLAN 10 MAC VLAN 200

4T« JVLAN 10
HUB  |mmmmmmmmmmmmmmmm e e HUB

FoezRRY kI— |

(R -----: SREER L = [El#R TREEERAZEAR— b
L—TDORn REEER— b

L2 —TBEMT L—L4

(2) Tag ZHRERIFOEIEICDNT
WD KD BBEI, V—TEEZRAMLET,
o BEBEO Tag MR- P 56RE L7 Tag BBRSN/ L2 V=77 L—L0, v NT—UNT
FORY, BEETZELHE
o MEBT Tag BRESNL L2 V—THRET7 L —-L2BEBTZRE LGS

BEMMICBEBICHOERT LD %%y bT—7BRICT 25813, WRA— b ZEADERIA— MTHREL
T, V—T7HEEZEEEL TS0,

(3) L2 L—TIRABBEDEERIRIC DT

AEEERFHT A5, B—3y N T7—7RIC L2 L— ks K — ko IP8800/S6700, P800/
S6300 &' (Ver.10.7 X VH) 2EBL-LE, 2OBBTCL—THHN 7L —L52ZETHETL—L%
BELETT, 700, TOXBZEURBTCL—TRESFEEL CLBHNTEEITA.

(4) inactive JREEIC L7T=7R— N ZEEIRY(C active JREEIC T 2 #EE (BHENEIBRLREE) (CDUWLT
AT 4w IZIY I 7TV =3y ECEHBEIRBEZFERET 2581, WOSITFERLTLLES Y,

o HRFEEAEE (Xy NT—IBROEE) §5551E, EETFrINTL-TICEEERET-FNE
RELTLEES Y, BEEREE - F2RELZVCEREEEZLZEHRIC)L— 2R LB, 34
Fy AINTN—TTCEHEEEREPEEL VB ZNDSH D ET,

¢ A—PMXTVI—arTERTIHEEEINBEELZEEL T2V, BELZWVWE, ERHEDS
b7z EIc & > TR EREE S R 2 REBICA2 D, EEREESEYEF v RV TL—T S8l T %
ZENBVET, COREBTL-TEBRMULIBE, XT3V T IL— T THEEIREESEEL &
WBENDPHD £,

EHEEIRSENSFEL VISR, L-TERZBEL-HE, EHI Y N activate TR— k% active
REIZLTL &N,
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18 L2 JL— 14

(5) RYyIBTOEEIEHEICDOWVT

2%y 7R TIE, BEMEIEKKEE (inactive JREEIC L7z R — &2 BEIRYIC active IREEICT HHEEE) 2 3/7E
LTV, L—TEEOBAICE > TR— M inactive RED & XTI AT AL v F ATV ED S &,
FLOTRY AL v FOEET 5K— MM inactive REDEETT . COHFA, EHI Y R activate
TAR—b% active IREEICL TL 72 &0,

(6) A9 v 7R & Ring Protocol £7/=FR/IN=Z> 7V 1) —DHEICDOWT

2% v 7T, Ring Protocol 7213 A/8=> 7 ) —25ER %2154, Blocking IRE&IC72 5 R— b % L2
= TEHIORRIZLZVTLIZE 0,
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18 L2 L—T140

182 d>7«47L—>3>

18.21 d>7«47L—>3>av>R—8&
2IV—THoar 747 —a>yavy R—E2ROFBITRLET,

#®18-2 dA>7147L—>a>avrR—E&

av > REZ SR

loop-detection L2 V— THAERE COR— MEFIZREL LT,

loop-detection auto-restore-time | inactive IRE&IZ L7z R— b % HEINIC active IREEICT 5 £ TORRK ZFBAL
THRELET,

loop-detection enable L2 V—7HAIEEEZ B LE S,

loop-detection hold-time inactive IREBICT A £ TO L2 L—THA 7 L — LA ZERORRFRE 2B
MTHELET,

loop-detection interval-time L2 V—=TH7 L — LR ERBERELE T,

loop-detection threshold AR—b% inactive REICT B ETO L2 V—THHAIT L —LZEREFREL
7

18.2.2 L2 L—THHDEE

L2 V—7HHEREEZRET HFIELZRIRLE T, I T, ROKIIRTALEE C OFEFZRL &
3_0

R=b /1 BELF /123375y bT—VEHERLTWSD, Ty Iy IR—-bERELET,
A=t U/13BET /14 I MIEEEHER L WL, BAXGHER - ZHRELE T,

18-6 L2 L—TEADEEHS

a7y hI—4 ANRZ2 TV =13 ET)L—TEEHILL

FHER Ay FTI—5 L2)L— THsnigae ©IL— TREEHL

(AB) X Jovore  ODgmaemEr—r O 7oTusok—r
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18 L2 JL—TH4

(1) L2 W—1R50REDERE
REDRAL > N
L2 V—THEEED IV 7 4 L —a v T, EBLAETHREZEBNICTAHHREE, EBICL2 L—
TREZBHLZVWR—NE2RETIHENHDE T,
[O7> RICKBEEFE]

1. (config)#f Loop-detection enable
ARIEBT L2 V—THHBREEEHICLET,
2. (config)#f interface range gigabitethernet 1/1/1-2
(config—if-range)#f Loop—detection uplink-port
(config-if-range)# exit
R=bU/1V1BEFV/12%27y PV IR-PMIRELET, TORTEILE-T, K=+ 1/1/1 8
K U/1/2 TL2 V—=TH 7 L—L%Z(E LI2GE, BELR— MIN LU TGEEITOR— MERIIC
WE-7-BEE LET,
3.(config)# interface range gigabitethernet 1/1/3-4
(config-if-range)# loop-detection send-inact-port
(config—if-range)# exit

K= 1/1/3BLV1/1/4 ZBABEEHER-MNIRELET. COREICE->T, K—F1/1/3B
KOV 1/4TL2 V=BT L—L%ZEEL, £, AF— P TL—TEERMBIL, AR—-+%
inactive JRE&IZ L £ 9,

(2) L2 V-7 —LDXERERDEETE

BREDRT > N
L2AL—THH 7L —LADBEKEEL— 2B 7LV —L3EELERA, 7L —LRREETER
Mol R—b VLAN T, L—TREZBNTELLEDET, L2 VL—THH7 L —L0BKEE
L— 1 %2B25581F EZEHEEEZECRELRREGEL - MINEREHICTHIRESHD FT,

[O7 > RICKBEEE]

1. (config)# loop-detection interval-time 60
L2 V=7 L —L0%EREZ 60 DICKRELE T,

(3) inactive IRREIC T BRIF DT
EREDRT > N
BWEIR, 1EOL—FEEOHHT inactive JREICLE T, COBE, WHE (1E) oFEERT

EFE9, LorL, BEEIKZIL—7Tinactive IREEIC L7- < 2 WiE&IZIE, inactive IREEICT B ETOD
L2LV—=TBHT7 L — LR ERERETEET,

[Ov7 > RICKBEEE]
1. (config)# loop-detection threshold 100
L2 V=77 L —24% 100 B%Z(ET 5 I & Tinactive IREICT B LD ICRELE T,
2.(config)# loop-detection hold-time 60
WRIL—THBHT7 L —L2BBICZELTIPOOZERE 60 BEFITAHLIICHKRELE T,
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(4) BoEBRBEORE

[EREDRAT > K]
inactive JREEIC L7= R — b 2 HEIHIIC active REBIC L2 WIBSICHEL T,

[O7> RICKBETE]

1. (config)# loop-detection auto-restore-time 300
300 ##&12, inactive JREEIC L7z — ~ 2 HEIMIC active IREBICRIREEZ LE T,

18 L2 L—T140
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18 L2 L—T140

18.3 AXL—>3 2

18.3.1 EROVY>YKR—E

L2 V—THHIOER I~ F—EEZRORITRLET,

x18-3 ERAIVYR-E

v RE B
show loop-detection L2 V—7HAERER R LET.
show loop-detection statistics L2 V—THEHOMEHERERRLE T,
show loop-detection logging L2 V—7RHou ZiEHR2FHRLE T,
clear loop-detection statistics L2 V—7HRIOMEHERE 7V 7 LET,
clear loop-detection logging L2 V—7BHmoua ERz 2707 LET,
restart loop-detection L2 V=TT u S L2 HREHLET,
dump protocols loop-detection L2 V=TI DY > T1E#RET 7 A VAHITLET,

18.3.2 L2 JL—IKAEDHEER
show loop-detection 2< > RT L2 L—7HHIOHKRE L ERREEZERTZE T,

L2 V—THHI7 L —LDREEL— MPRAKEZBAT, 7V —LEZEETELVR—- P EVDPEHEET
Z %9, VLAN Port Counts ® Configuration #* Capacity 28X T\ WiFEIIMED D A,

JL—TREEIC L 5 T inactive JREE & 72 5 T\ % KR — M Port Information @ Status CHEERTE £,

18-7 L2 L—TRADIEH

> show loop-detection
Date 20XX/04/21 12:10:10 UTC

Interval Time 110
Qutput Rate :30pps
Threshold 1

Hold Time rinfinity

Auto Restore Time -
VLAN Port Counts

Configuration 1103 Capacity 1300
Port Information
Port Status Type DetectCnt RestoringTimer SourcePort Vlan
1/1/1  Up send-inact 0 - -
1/1/2  Down send-inact 0 - -
1/1/3  Up send 0 - -
1/1/4  Up exception 0 - -
1/1/5 Down(loop) send-inact 1 - CH:32(U) 100
CH:1 Up trap 0 - -
CH:32 Up uplink - - 1/1/5 100
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AN=Ld>psO-=)L
AR—=LaY A= NVETTYT 4 Y ITRRT L —LFHOEZHIRT 25

HETTd, COETIE, A=A PO — )LORBHEBRIEFEICOVTEHAL
F9,

407



19 XAb—4Ld>~O-L

19.1 fFEH
19.1.1 AM—AO>bO-)IDOEPE

LAY 23y bT—2TlE, 2y NI—ZRAICL—FBEETSE, 70— FFv AN T L —LKERR
Ay FEITERBRICHFRINT, 2y VTV BLUERSN-RSBICEERERZHII2ZEICEDE
To COEIEBRIITU—FFHY A MAM—=LEMEIN, LAY 25y VT=ITIEBTRTNIEES
ZOWEETT. YLFF vy A N7 L—LPRBERICHRSNEVILFF Y XA MAN—L4, 2=2F ¥ X7
U—LDEFRICTFREINDEII_F Yy A MAM—L3LET2RESHDET,

2y M T = BEIOER SN BEBADOHELZIMNZI D120, ALY FTTITIT 4 Y ITWNRT L — Lk
OEZHIBTAEENS A —LT b —ILTT,

BEBTIE, 1=V MUY T2 AT LICHFRTHZEL - NERETE, 2OZEBEL—MNEBA
TI9TAVITHRIV—LZRELET, HFETHREL— ML, Ju—FF¥ AT L -4, TILF
FYAPTLU—L, IZF Y AP T L—LO3BEO 7L —LTHEIIBELET,

51, AP—LEBHLEBEDOT Va2 E LT, TOKR—FE2AELLD, FF714X— 1O SNMP
WHIZEELRED, EBRAYyE—V2HANLEDTEET,

Ab—Larbu—LOERHIZY RIZHDETHEA,

19.1.2 A BM—AO> NO—)L{EAEDFEEIE

(1)

(2)

(3)

(4)

408

AN—ALBHEICKBZ 773> DETETL— LFREEDK

A b—LBHRBICETT A7 a i, BELLZEL— M2 I WBEIZELL 7L —280588 L7
BEICEELET, —HT, BRBITON—ANZEOHEZNZ 5720, FEITHZEL— b N2B2/5
BEDTUV—LERZ, FVBEVWEBTTVWET, 20720, 1| BRI ZWERBON—2 N ZEI/FKET
L, FRTHZEL— M 2BBLTILV—LDEENPRELTYH, 7723 VE2ETLAVWIENHDE
ED

AN—LBHICEDT7T73a>DETICONT

A b —LBHERICETT AT 72 avid, CPUDARNPEWVESREIL, BELLZFL—-FL0D 0
ZEV—NTT I aviEFTEIBENSHDET, ZEL—MNIEBEFE LV —-bE2RELTLE
Sy,

A b —LDEH ELOEDKRE

AREBIL, |OBICRELLETLV—L8D, 207471 —2a vy TRELLEZEL - N2BALZEEIL,
AN—LPFEELLEHELET AN—LPRELLDHE, | PBIIRELLE7 LV—L8IPZEFEL— M
TOIRENS 30 Wtz xlo, Ab—LDEELIZEHELET,

A —LRERICR— b ZHAZET SHEE, TR P TRT7V—LZ2ZEFELEL< k570, A M—L0[0
BEHLHETE R 2D ET A M —LFERIIFA - MEHAZELLSGER, *y M-V EREBELR EORE
BELIBFHOFRTAN-—LPEELZZ EZ2HRL T ZE W0,

A=-F v ANTL—LDHFL

REBETIE, IT=F v AR F—L0fHE, 7V —LOBERTHRIL—LABELZDET, Z=F v A b
AL —LOBHEE, FFETHZBEL - b ERELLA - P TRETEHINTOIZF v A b7 L—L WK



19 XAb—Ld>~O-L

ELTITFVWET, —/AT, 7V—20FEZEIX, MACT RLAT—7IZ5EHE MAC 7 RLANEBFREINT
WEWEDIZ TSV T A VT ENAIZF Yy AN I LA TENRELTHT VML, 2OT L—L5H
ZELV—- M NE2BIEXIITVRET,

(5) 71 LIEREBDOR ~—LAKRH

TANVYFERER N — LD ERICHET S L, BRPMSINZEBTOTLV—L2ED, K0DZIDT
V—LzZHERITLHIENHDET,

(6) HEESRFERIOR b—AKE

WHERER E X b — LBV RRFICRET 2 &, ARPYSN2ETOTLV—L%2ED, LDZIDT
V—LEFERETLHIENSHVET,
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19 Rb—

19.2

19.2.1

LA bdO-)L

>4 L—3>

d>7«47L—3>av >y R—&

Ab—=La>bO—LOaAr T4 L—Y3ra7y F—E2ROFBIRLET,

£19-1 A>7147L—>3a>avR—E&

av> R

5I:IE

BA

storm-control A+ =LY O—LOHFATAZEL—FE2RELET. /7, A b—LZ2BHLLEEOH

fFEBRETEET,

19.2.2 XA M—A> NO—ILDEEE

410

7O0—-RF+ N7 L—LDHNH

TO—RFY A MAN=L%21ET 57D, A =XV M UI T2 —ATREEZHFETAH7u—

FF+ AP T L—LDFEL—F2RELET. 7H—FF+ A M T L—L4ICIE, ARP ST Y 2 858

BIIDBELZTL—LLEENEHDT, ZEL—MIBEEEHTA 7L —L2ZEL TRIBOH SHER

BELET,

TIFF+ANTL—LOHN

SYLFFY ANAM—LEZHIET B0, A=Y MU I T2 —ATREZHFETHVILF

FY AR TIL—LDOZEL—F2HRELET, WILFFr AT L—L4ICIE, IPvA<TILFF v X IS

o b, IPvO ¥ IVFF ¥ A RS N, OSPE /Ny M EOHIHEIST v N EBEICKRELR 7 L —

LYHLEENAHDOT, ZEL—MNIIBEEERTS 7L —L2ZB L (RBOHHEEZRELE T,

IA=F v AN N—ADINH

I=2F v AMAN—LZ[FLET 272012, A =YXy M VI T2 —ATRBEEHFRTHAL=F+ X

FIL—LOZFEL— 1 2RELET. EL—MULBEFERAI A 7L —LE2ZFELTERBOH S

EEHRELET,

mB, AEBTIE, I2FF¥ AT L—L0BHICIE, FETAHALI_FAr AT L—LHEZFERHLE

T, PETICEET ST L —L41F, MACT7 RLAF—7 ISR MAC 7 RLASBEFShTWL

BWZDIZT Sy T4 v T ENAIZF v AN T V=L PNERTT, BICA N —LEHEBOEE

IZR— NOFEZIEET 2413, BEERATS 7L —LATAN—LBHELRSRWVWED, ZEL—

W ARBODHHEEHEL TSN,

A N —LBRHEFOEE

AN —LEBE LI ZOREBOMELHRELE T K— NOHE, 7514 ~X— o SNMP EBHOD

EE, BAAYE—Y0H1%E, K- TEIHARDETRIRTE T,

s R—FOH%E
Ar—LZHBHELELEE, ZOR— % inactive IREEICLE T, A b—LPEELE-HE, BOF
DR— b % active IREEICE T 121X, activate <> RZ2FERLE T,

o 54 R— 1D SNMP BHIDEE
AN—LZBHLLEEBLUORA N—L00RIEEZBH L& &, I 14X~ kD SNMP @A % %(E
LEd,

e EAXvE—YDOHN
Ar—LEBH LI EEBLUORAN—L00RELZHEHE L, BRA Y-V 2HALTEAL
9, 72720, R—bOHEROA Yt —IIIBTHAILE T,



[BREDRA > K]
BECEDA Y T2—AFA =V AV M U F T2 —XTT,
AN—LDFELEE, K- 2HELET,

[OY > RICKBERE]
1. (config)# interface gigabitethernet 1/1/10

(config-if)#f storm-control broadcast level pps 50

TO—RFv AT L—LOFETHZFEL— M 50pps ICHREL LT,
2.(config-if)# storm-control multicast level pps 500

YLFFXARNTL—LOFFET HFEL— % 500pps ICRELE T,
3. (config-if)# storm-control unicast level pps 1000

AZF v AMTV—LOHFETHRMFEL— b% 1000pps ICHEL £,
4. (config-if)# storm-control action inactivate

A b—=LzBEH L& &I, A—b% inactive REBICLE T,

19 XAb—4Ld>~O-L
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L—LAEMUET, COMEZFIALT, 35UV I T L =027 F 54 RETRETAHIEICES
T, NIT7 4y T DERPBITEITAET,

FEITLV—LBIPEETILV—LIINTEIT—Y VTOFNFNOEEZIROKIRLE T,

20-1 BEI7L—LDIXZ-U>2T

o ERRO R/ Ty b

[ ] [3] [4] 5 | 6

BARS

20-2 EEIL—LDIS-U2T

<

KRR H/ Ty b

o

(¢=35))

INHDORTRTEBD, bIT74 v 7 2ERTIZMER-FZ2EZI—R—NEWY, 37—V 77
L—LDREERELHIYER - I 2IFT—R—NEFUET,

20.1.2 R—bIX5-1D 2T OEFLH
(1) EAEHE

(2)

414

REBOR-—IIT—UTR, VN IT4 v I R2ERT AR 2E_Y—KR—-PELTHRELET, &
2, 35U VT T L —LDEELER— b2 IT—KR—brELTHEELET, IT—F—HMZ, 35—V
TEHHAOR—MIZDET,

5B, 37—V T T7VL—=24I%, TTL (IPv4) E/ldAy 7Y Iy b (IPv6) 2EELEZVTEEFLET,
F/z, IT-A-PTREBLETLV—LITEELET,

EZ9—tviar

EZH—R— b EIT—H— FOHABDEZEZI -y Ya v EMUET., E=¥—t v a3y T,
EoY—NET V-4, E=ZF—R—b, I5-FR—- I 2EETEET, TV —NRTL—L1F, ZE7
L—24, E#E7VL—4, ELREEZETL—L03BEIPSENIPERINLET,
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5)

20 R—hr2X35-U2T

REEBTIE, BRUOSDODE=Y -ty a v E2RETEET, EZETV—LFLFIEEIL—LE3IT—
YT BREZY—t v a id—oF T, ZE I L L5235 TR EY—Y v a VIIEAN
OBRETCEET, BFETL—LEHIEIEETIL—L%2IT7—) TR, E56r—2F T2 HEA
TEEd,

BEZY -ty arTld, E=¥—KR—-1re3IT5—KR—-1% [ZX—] THRETZFEI, 2595&, &
BOEZY—R—PFTEZELLTL—LDIAY—%2—DDIF—R— b REETELT,

Fio, B2 —F—rEIT—R-1MI, HECOFENIPELZZEETHIT—IV I TEET, —O0D
Ty -ty arTEY—R— N 2EBIEET AEEICE, BECERENPELZ STy —KR—}+T
LREIBHICIEETCE X T, 2750, 39—V 7710 =413, 35—FR—bOEKEEEUTTRET 520,
IT-Y YT T VLV—LDENI TR NOHEEBIAE, 3TV VT T V—LERBETHIENHY
9,

EZ9I9—R—b

Fo —AR— ML, RIRIT A= NS =Ry M VY T2 —ARBETEET, T —KR—1
WKHEELTY, R—F A Uy 72— AOEKEEICKH T 2ERIZH D FH A

¢ IS5—FR—PELTHELLA—

c EAPDEZN -y TarODEY—F— MNIEESNE—

¢ XAV RAYBPR—b

35UV ITTL—LEREELIEVWR— 2 IFT—FKR—-MIHRELET, I5—FR—IMIF3I5—VY L IH
FHOR—FTT, 3T7—FR— P TORMEEICTOVTIRISRLET,

o VLANMBBEBLUOL AV 3 BEHEZHFHTEEEA, 2D, VLAN BEEZRIRET 2 A=Y
27/ ) —, Ring Protocol, IGMP snooping/MLD snooping 7% & D#EEES, LA v 3 B{EHEEE % HiiE
&9 % SNMP, DHCP 2z OEELFHTE EH A,

¢« IT—F—-PMIHIAT L —LEXETAIMEEZRETLIE, IT—FA—PMNIEITF-IVITTL—LD
ERPIT, BELHKEDOHB 7 L —L %X ELET,

¢ IT—F—DMIEBEI 74N ZEETHE, 3TV ITTVL—LbTALIORNRELGDET, 2
DIz, 74 VY TEEEZRTETHIET, R—MHEETIT—) U ITFHEE, 35U 7T —
L ORERT V=L T ERETEET,

« QoS OEEFHIEIE, IT—KR—-PFTHEELE T, ZORD, 3TV VITTVL—LDPEEINT, I
T—R=IDPEREEINENWTEDSHVET, sEMIE, [4 ZEHWE] 2SBL T 2S00,

s TSN YU DT TSI IR=FELTERAL, AY N R—FDREOR— I
WMLTIT—R— b Z2HRELLBEEICL, 35—V VTTL—LI3REEESNET,

RIETL—LDIZ—-U27T

B HRTL—LE LTHERET - LE L ARET L LIEET 5, BETL—LEIT—)
JTEET, ZOEE, EZY—F— P TRETL2INTOTL—LN, 37UV TONRELDET,

FDIz®, FEZY —R—PHRELLZET 4 LY, QoS DHEFEMR, /-3 A—La 2 ba—Lit&-
TEZY R CTHEEEZ ST L—L0E, FRIILETAN ISV ITORRERDET, 2701,
TL—LEZELEZIIA— TRV MUY T2 —ATIS—TL—LELTEEL-T7L -4, 32
=V YT LERTA.
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20 R—h25—-U27

6) EETL—LDIZ—D>2T

EoY—RNRIV—LELTEZEIV—LFLIEEETI LV —LE2BETSHE, EETIL—L23IT—)
TTCEET, IT—V VMR TV —LBIOEESEOFEIIROEB D TT,

s N— R zT7 THHTZTIL—LEFE2IT—Y T LET, VIINTZTTERETAHIL—L4 (B
3 IPASTa s ft&ESry baE) B3IT—U VT ULERA, 272, AY v 7Ny 77y
TAL Y FOR—MEEZY —FR—MIFELLHBERLT, VI MNI2T7TEETEITILV—L%EIT—
VU7 LET, 2B, TOEE—HWOFIET L—L% VLAN ID A3 4095 @ Tagged 7L —LE LT3
=) LET,

« Untagged 7L —L4% 37— V79556, =¥ —K—MNTi&EET S VLAN © VLAN ID %fiF
7o Tagged 7V —L%3I5—Y VT LET,

s E=¥—R— T TagZ#|%2HEHL TV 55H, Tag B TIHE L7z VLAN Tag Tz, E=4—
A—FTEET S VLAN © VLAN ID ZfF1} 7 Tagged 7L —L &L TIT—I T LET,

* 35—V YT T7VL—LDTPIDIE, I5—K—rDTPIDIZADET,
o B —F— 1T QoS DEFBHIFANC K> THEELZTL—4IE, IV VT LERA

s EEMT7 4 VI TEZEELFREL TVIHE, BEEARTIL—LDIT—Y 2 73ROEBDIZLEDE
a_()

e =YXV M UH¥ Tz —RIC
LHIT=Y U ITRRERD,

N

FELEE, T —R—bCTTANYICE->TERELLZTL—
T—R—bDPEEEEINET,

e FZH¥—R—IPFIBT A VLANA V¥ T2 —RICHELEE, EZ¥—F—+TT74LFIC
KoTHEELLZIL—LEIT-V U IRNRELRDET, 12720, 35—-Y 771 —L0VLAN
IDBZFDT 4 W IZ—HTBEEE, 35U VITRBICT ALV TERSNSGZD, I5—KR—1

SIEEINEE A

e VXLAN 7L —2D3I5—Y 7o TIE, (2274 7L —Ya>»HA K Vol.ll [26.1.12 fhi%
BEEOHE] 2B LTLIZS 0,

20.1.3 R—bXF-U 27 ERAKOIREIR
(1) fikeees Dtz

o ROMEEZBEHT BBEE, NE/ry NIV I NI 7 TREETZ/7 Y Mg bizd, 35— 07
LEHA,

« H¥ DHCP snooping ZEWIC L7ZHAED, REBNPEET 29 XTD DHCP /87 v b
s ¥14F3Iv 7 ARPHELZEINICLIBED, KEBNPERFETHITNTOARP /v b
s RV —R=ZIF-V U TEHATZHE, RORTFERELTILES W,

¢ A= R=ZIF=VYITHEALTVRSEZ Y~y ¥ a VEFIIMERATEEE A,

s XEETVL—LEIT—YVIORRIITEE A,

¢ RVY—R=ZAIF=YVITTIT—FR—brELTHERALTVAR—-MI, ITF7—FR—-1r&LTH

ETEEHA
(2) BEETL—AEIS—USTORRET BBEDTREE

F—R=—bDPHREEENETLV—LDERFIE, EZF—KR— I DPLREENETL—LDEFEER

HIEFHDET,
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20 R—hr2X35-U27T

o —ODEZY -ty a IIBEROE_Y K- +2HRELIRET, BHOET=_Yy—R—-—MNIT7Tv
Fu v TTBHETIL—LF, 1HAOTL—LFFE2IS—Y T LET,

s PONLFFY AN T L —LEZE_Y—KR— b TEETBEE, 3IT5—FK—IbP5EETHTIL—2L4
X, 7L —2%%2{E L7 VLAN ® VLAN ID %#{}157- Tagged 7L —L4 &% D EF, S5 VLAN
Tag DADA —=F 5y b T L —LDOAY FERE T L —LZEROLDELDET,

s WIIRTRED/-DIZEZY — K- TITBFETZHVHBETYH, —HOT7L—LIEIF7—-V 7 LE
ER

o A=V —IZ &% Blocking, Discarding, Listening, # &0 Learning KEE

¢ GSRPIZ& 271y + 2 /ikAE

* Ring Protocol i2& %70 v & > 7Rk

c TVTVUT VT UFT Y PTDORY VN K= |

« [EEE802.1X 1T & 5 KRETHE

2TV UTTARTL—LERIINLET .

« TIVT A UITENTL—L

o BEZH—A— FOREBEEBFREIICTIEICERT 2 MACT FLAT =7 LD ) 7RI,
MAC 7 RLAF =TIy bJIZ—=H L7 L—L4

e VXLAN Access R— 2 E=_¥ —R—MIBELLRET, FOR— TCRELLTILVL—LE2TTY
TAVTTHEER, FHTL—LEIT-VITLET,

ZDEE, % VXLAN Access K= F T VNI v v BV IARES TS 0y T2 —A7 v VU 7 C#
HLTWAIRET, Untagged 7L —LD 759 T4 Y IRRIV—L2%52ZELLEE, 39—V
7 L— 241 VLAN ID 774095 @ Tagged 7 L—4 &% D £ 9, [OS-L3CA]

s REBTIPVLFFv A ML—T 1 > 7S IGMP/MLD snooping #gE% RIRFICER L THE,
POIP YILFF v A MPEWER— M E2EZY —KR— MIEE L25E, BRESOIATT 17
FrvPaEREHFRIY PVICEETEIP VLT R ATy b EREHTHEZY—FR— TR
Bliz&&id, BUIPYLFFXY ANy bE2IT-Y VT LET,
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20 R—h2X5—-U27

202 A>7147L—>3a>

20.21 3A>7147L—¥3>avR—E&
R=+r3IS5—VUrZDarI74 7L —3>avy R—ER2ROFITRLET,

%®20-1 d>7147L—>3a>avrR—E&

OV RE SHEA

monitor session R—bIT—V U TRBEELET,

20.2.2 R—RIS—-U2TDEE

R=F3IT—=VT7DaAr T4 7L =23 TR, T —R=— (e IT7—FR- I DOHAEGDLERE=_Y—
tyya E LTHELET,

HMAGOEIEIZ I 540ty a v &E2FHALET. RELLE=Y—t v a  2HIKRT 258
I3, REFOLY Y a v BESE2EELTHIRLET., REFEADLY Y a VEBZEETHE, T=F—
ty Y arvOBRENBIZEESINT, UFIOE=ZY—t vy ¥ a yOBHIIENCZDET,

EZF—AR—- M, BETHERAITLIFA-PZEELET. IT7—FKR—MIZ, FT7 1 v 7 OERPEIT
BEDDIL, THIAYLERZERTHR-E2EELE T,

1) ZMEIL—LDOIZ—-D)2T
[EBREDRAT > K]
BETCEBA VYT —ARBA—FRZY MY T2—ATT, V77V F—a >y ERHLT

WAEED, BMOA—Y Xy MUY T2 —AREELET, /2, IT7—FR—bMdvlan B EER
FLTWEWR—MIHEELET,

[O7> RICKBEEE]
1. (config)#f monitor session 2 source interface gigabitethernet 1/1/1 rx destination interface
gigabitethernet 1/1/5

TFIAFER—F 1/1/5I8FEL, FAEY M= EZY b 2T 2= 1/1/1 TRETH7
V=L %35 T FA5ZEEZHTELET. By a BB 2 2EHLET,

(2) FEETL—LDIF—-V>T

EREDRT > N]
BRECEBA VI TI—ABA—TF XYM UITI—ATT, V7TV F—2ayCERLT
WBEED, B —Y 2y b V¥ 72 —AZEELE T, T/, IT7—KR—hMdvlan E2ER
FELTVREVWR=NMIFRELET. EEIL—LDIT-VU T, tyrary& B ZUNPERT
Z£9,

[O7 > RICKBEE]

1. (config)# monitor session 1 source interface gigabitethernet 1/1/2 tx destination interface
gigabitethernet 1/1/6
TFHIAYER—=t1/1/6 1IZE/HREL, FHAEY b=V 2Ry b V¥ 72— 1/1/2 TEET S 7
L—L%IT—VUITTHILERELET, Ly vavEBE 1 ZHFEHLET,

418



20 R—hr235-U27T

3) ERMETIL—LDXZ—-U>T

EREDRT > N
BRETCEBA VY TI—AZIA =T XY M VI T2 —ATTo VI TTIF—aryERALT
WAHEED, BMOA—Y ARy b V¥ T2 —AREELET, T/, IT7—FR—hMdvlan HEER
FLTWEWR—MIRELEFT. BZEIL—LDIT—VY T, By rary&5E 1 20MEH
TZE9J,

[O7 > RICKBEE]

1. (config)# monitor session 1 source interface gigabitethernet 1/1/3 both destination

interface gigabitethernet 1/1/11

TFIATFER—F I/1/11IZERKL, FAEY M =92y M V¥ T2 — A 1/1/3 TEZET ST
L—Lb%23I5—) 7352 E2HRELET, By a5l #2HHLET,

(4) BHE-I—R—MDIZ—-U>7T

[EBREDRAT > K]
BEHOE=Y—KR— b 2R MNERTRETEET, REFADY A MIR—MZEMTH &%, H
B9 BZEBTEET,

[T > RICKBERE]

1. (config)# monitor session 1 source interface gigabitethernet 1/1/1-20, tengigabitethernet
1/2/1 both destination interface gigabitethernet 1/2/20
TFHIATER—=K1/2/20 128K L, THAEY M=V Xv M ¥ 72— 1/1/1 5 1/1/20 8
KO0 FAEY M =P 2V MU T2—R1/2/1 TERETAHTIL—LE23I5-YTT5Z
ERBRELET, Ly varyEEEZ1 ZFEHLED,
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R —=R=ZAIF=V TR, ZETHTVLV—LPOREDTU—2 O —

LT, BELIA VY T2 —ANEETHEETT . TOETIE, KU —
R=ZAIT—=Y VTOBHREBIEFIEIIOVWTHBALE T,
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21 RUP—AR-RZ5-U>27F

21.1 fEE
2111 =

R)Y—R=ZIF5—-Y 2T, ZETHIL—LPBENT7O—%22Y—-LC, HELLA VY Tz —
ANEET HEETT, 7L —L %22 —F52 25—, a¥—ENLTL—LDZEZZT5—
DT TL—LERUET, COMEZHFALT, 70—BHDIFT—I VT T L—LETFIATRET
FETAHIEILEHST, b T4 v 7DERPBTFTEET,

FETL—LIINTBEIT—Y) VITOBEZROKIIRLE T,

®21-1 ZMETL—LDIZ—U2T

REE
[ T TS mrm e T s T s T m T T T T T T ] e 1
T | EER :
51111 o N AR |
ﬂji?b—A%E P T T !
| BEOTL—LE . :
: *ﬁﬂj L'CE?—U H | I
; CORRET B Lo :
! b T L—LiEE
E=F—R—F 25—KR—+
(FL#I) EBOFHT L—L 25—y HLETL—L []:4»971—x

MTRTEBY, b T4 v IRERT AL VY T2 — AR EZI—R—RNEEY, 35U T T L —A
DEEZERAALA VI T I —AEIS—R—NERVTET,

REBOR) Y —R=—ZAIF5—Y 7%, 70—BHICE->THPLS 7LV —L2RBETEET, T/, BH
DIFT—R—MCIRABKEICIT—I T TEZET,
21.1.2 RUS—R—RAZIS5— 7 DENMELER

(1) BRI

FNTT 4w DERSCEBIN G EDIOIL, TTFIA TR EEEFTTHR—bE 3
IT-FR—-ME, 3TV UTHERHOR-MIZDET,

Ql
.1‘.
I
.
0
2
i
i
9t
ﬁ

EFoHY—R— b+ EIT—KR—rOHAEDLERZEZI—tyIaERUET, AEBTIE, BHox=
Y—tya v ERECEET, /7, TV —FR— b DZEIL—LIF, FNFNELRSIT—F— A
EETEET,

EFZY—K—-bPEIT—F-PE, RIIRITHAGDETHERATEET,

e | EZH—FR—1txt1 IF5—K—-1+
s BHE=Y—R—bHEHRIT—R—1
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(2)

(3)

21 RUP—AR-RZX5-U27T

BT —KR=PBLUPIT—F— M, TNhENBLLEEOFR - ERETEET. 4B, 37U
TU7 V=401, I7—F—-FOERFEENTRERET 2700, BRFEHZEA27 LV —LI3HEELET.

EZI—R—hK

RYVY=R=AIF=V Y TDEZS K= M, MRET 2T U —ZRET 2T VLAY AP 2ERALT
HELET. E=F—F—-FZRET 2HEEF, ZEAOTu—HHEE-F2, F)P—R-ZA3IF7-V >
TRIEDE— FICREL TR E W,

RV R=ZAIFT— YV TORERA VYT =R ANZEEIHBELL T VRV A N2 VY
T —AICHEHTAIET, ST A Y T2 — AR EY—R— b LTHERALET, 7Z7EAY A b
BAUE T —RAICHEATAEEICIEET S, I 747 —23 007 FOISTRA—F R IROFITRL
E I

K21-1 7I7ERVZAMNBRICIEET 2/NFX—9

25-U>7hAA INSA—=5

ZAS M in-mirror

"B, MRAVFT7z—RA, 7a—HEE, EEHELZEIOWLWTL, [1 7407 ] 22BLTLE
AN

/II

N
BN —AIT=YITDIT—F—-MZ, EEXA Y T2—RXJAMNTHRELET,

WEERA VYT —AY) A M, EHD 3
B BELEZTRNTCD IS —KR— MIEIR
T —RL, MEA I T —APFTT,

TR bIPRETETET, HHDOIT K- 2RELH
37—V YT LET, IT—FA—hPELTHRETZD MY

2 T—R— P TOEHEEIIOVTIRIZIRLET,

o VLANMEBLUOL AV 3 BEHEZHHTEEEA, 2078, VLAN BEEZRIRET 2 A=
") —, Ring Protocol, IGMP snooping/MLD snooping % EO#EEER, L ¥ 3 M{SHEE % AiiE
&9 % SNMP, DHCP z X OEELFEHTEEH A,

e IT—F—HMIHEMI L —L%2RETHEELRET DL, IT—FK—PMWFITF—IYIITTL—LD
ERIT, BELHKEDOHIB 7 L—L %X ELET,

o IT—KR—MNIRBAIT A VI ERETHE, 3TV ITTVL—LETANIONRELEDET, &
DIicd, 74INVYTRBEZRELLEE, 37—V Y77V —LE3I7—F—MCTCEEINET,

s TYTVLT - VFUEIDOT TS IR=FELTERAL, AT N4 R—FOREDOR— M
FHLTIT—KR—bEFRELLEEICH, IT-UTTL—LEREBINET,

s YV IT TV —=avDIEY I T E—RILE TR IUNA ) VT DREDFR— MIH LT
TR bERELLBEICH, 3TV ITT7VL—-LI3EEENET,

4) REITL—LDIZ—-D>27T

s FH—R—PTRETHBIL—LDHE, RYIV—R-—AIS—YVITREELLZT LA AT
TU—2BEH LT V=LA I TOXNRERDE T, 2L, BELLZEEICSA Y2y A
VI TI—ATLI—TV—LELTEELLEZL—LEIT-Y T LERA,

¢« EH—R—MIHRELILZET LY, QoS ODEEER, £/ A =2 ba—LIZL>TE=
Z—R—bNCEREE ST L—401F, THIEILETAN ISV ITONMRELZDET,
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21 RUP—AR-RZX5-U>7F

21.1.3 RUI—AR—-RX5—) 27 ERROFREIER
(1) K—hIS—U2TEDHTE

c A= FIFTUVITHALTVAES Y~y Y a VBB, BYY—N—ZIF—) VI TREE
TEFHA.
c - RITUVITREETL-LDIT-U Y TEFEALTLAHE, FUY—R=X3F7-Y
FERTE A,
(2) RIP—R=—RX5-V27ERAKOIEEIR

VLAN £ > % 7 2 —RIZEERI 74 LY ZRET 5 &, :5—Uyﬁbt7v—A@vuwnDﬁ—ﬁb
T XICVEERVET, 74 NVY TRERZRTE LIS 35—V UL TV—LIREEENET,
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21 RUP—AR-RZX5-U27T

2.2 A>7147L—>3>

2121 AY7147L—3a>aX K-8

RI)V—R=AIS—YFZ0ar747b—3ravy F—EZ2ROFXIIRLET,

®21-2 A>7147L—>a>av R—E&

IR A
destination session RYY—=R=Z3IF-YVTDIT—HR—-rE2HRELET,
destination-interface-list RV —R-ZAIT—Y Y TOREEFRA VY T2 —RAVAMERELET,
flow detection mode*! ZEMO7O—BHEE-FERELET,
ip access-group*2 LUFTI—RIHNLT, BT —R—ZAIF—Y 2 ITONET L —LEBHET

BIPvAIry N7 4 LY ZERALET,

ip access-list extended*2 RV Y= R=ZAIF=YVVTORRT L —L% IPv4A )Ny N7 4 LY THET
BTV EZAVANERELET,

ipv6 access-list*2 R —R=ZAIFT=YVTORNRT LV —L% IPv6 74 LY THRHTHT /&
AVAFEBRELET,

ipv6 traffic-filter™?2 AVFTI—=RIIRLT, RYUY—R=ZAIF5—Y Y TONRT L—LEHEHT
5IPv6 74 VY 2 BALE T,

mac access-group*?2 AV T2 —RH LT, RV Y—R=ZAIF—Y VY TOWNRT L —LE=EHT
HZMAC 71 V¥ Z@ALET,

mac access-list extended*2 RYVY—R=—ZAIS—YVTOWRRTL—L% MAC 74 LY THRHETZT7 7t
AYANEHRELET,

permit*2 WGy bEBREY 57 0 —BHISEtE, HRTL—-LDIT—) VTR
BREBRA VY TZ—AVAZE, 77EA)AMIEELET.
mEx1
[ay7427V—YaryavsryRL77 LA Volll [25 7Ju—BHE—R/7u—8fF] 28BL TS0,
X2

[av7427L—Ya>yavryRL77L > Volll [26 77tvAJAM] #2BBLTLEZES N,

2122 RUSI—R—=RZXF5—-)2TDHEE

(1)

RV —R=ZAIF—YVTORRT L —L4L, BEOWKRIL—LDIS—Y 0 I7RELRDEERA VY
Tz—RAVANE, PV7RRAVANTEELE T, BEEDA VI T2 —RAIL, EEEA VY T—RU R
NCRELET,

7B, R)VY—R=-23IF7-Y VIR FERTIHEE, TREAO 7O —HMEE—-—FNE2FR) —RX=-Z3ITF—
Yy TEDE—FRIZRELTLZE N,

1EZ9—R—b 1 25—KR— MNDOEE

l E=%—FR—tx1 I5—R—- b TEESHRBEDFZRITRLET . ZOFITIXK, TFHIATEA —
2w b7 —21/1/10 128K LE T,
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21

RIY—R=Z=25-U27

[EBREDRT > N
IT—R—HMCiE, EELEA VY Tz—AVAMEHRELETT, T=F¥—KR— M2, EELEI VY
Tz —RAYRAN2ERICEE LT VAV AR Y —R=AIF—YVTELTEELE T,
[Ov > RICKBEHRE]

1. (config)#f destination-interface-list MIRROR-LIST-A mode mirror
(config-dest-mirror)ff destination session 1 interface gigabitethernet 1/1/10
(config-dest-mirror) exit
EEXRAH T2 —AY A (MIRROR-LIST-A) i, 41 =Py b 2% 72— 1/1/10 35—
RA—PEULTHRELET,

2.(config)ff mac access-list extended MIRROR-A
(config—ext-macl)}f permit any any vlan 100 action policy-mirror-List MIRROR-LIST-A
(config-ext-macL)# exit
MAC 77t Zx 1) X + (MIRROR-A) Z/ERK LT, VLAN 100 @87 v MIX U TEFESN VY T 2 —
AU A K (MIRROR-LIST-A) ZF/EL T,

3.(config)#t interface gigabitethernet 1/1/1
(config—if)#f mac access—group MIRROR-A in-mirror
(config-if)# exit

LA =2y b 2F 72— 1/1/1 DZEFERNZ, MAC 727t 2 A+ (MIRROR-A) ZRY ¥ —~R—
AIT—YVFTELTCHEALET,

(2) BHEZY—R—IEHIS—R—FDORE
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EHE=ZY — R EHIS—R— N CHESEABEESOHZRISRLET, 20T, 7FI54 ¥ %

A =YXy ¥ T7x2—RA1/1/10BELF1/1/11 ITERLET,

[EBREDRAT > K]
EEXA VYT I—AVAMBEREDIT—R— 1 2RELET, TOREHXA VYT —AY A b
BPEEICIEE LT 7R AV AR, R —R—ZAI5—Y U TELTERDE=ZY —R— MIHRTE
LEd,

[Ov > RICKBEHEE]

1. (config)#f destination-interface—-list MIRROR-LIST-B mode mirror
(config-dest-mirror)# destination session 1 interface gigabitethernet 1/1/10
(config—dest-mirror)#f destination session 2 interface gigabitethernet 1/1/11
(config—dest-mirror)# exit
REEXRAH 72 —AY AL (MIRROR-LIST-B) 2, £ =¥y b 2% 72— 1/1/10 BLT
1/1/11 %3 5—KR— b & LTHRELE T,

2.(config)lf ip access-Llist extended MIRROR-B
(config-ext-nacl)# permit udp any any action policy-mirror-list MIRROR-LIST-B
(config—ext-nacl)ff exit
[Pv4 77t AY A+ (IPv4-MIRROR-B) Z{EF LT, IPv4 /%7 v M LTREBERA VF T2 — R
YA~ (MIRROR-LIST-B) #8EL X9,

3.(config)# interface gigabitethernet 1/1/1
(config-if)# ip access-group MIRROR-B in-mirror



21 RUP—AR-RZX5-U>7F

(config-if)# exit

(config)# interface gigabitethernet 1/1/2
(config-if)#f ip access—group MIRROR-B in-mirror
(config-if)# exit

(config)# interface gigabitethernet 1/1/3
(config-if)ff ip access—group MIRROR-B in-mirror
(config-if)# exit

A —=Fxvbf 257 2—-R1/1/1, 1/1/2, BLU 1/1/3 DZFEMNC, IPv4AT 72X R b (IPv4-
MIRROR-B) 4R ¥ —R—=2Z23IF5—-Y T LTHALET,
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RIY—R=Z=25-U27

21.3 AXRL—>3 >

21.3.1 ER3IVYR—E

RVY—R=AIF-Y VI DERIY Y F—EEZRORITRLET,

*®21-3 EROVYVR—E

v RE 18R

show access-filter™® RI)Y—R=ZAIS—YVTOREBERA VYT — AV A N2ERICEELLET 7 EAY
2 NORENEEHEHERZFRLE T,

clear access-filter* RBYVY—R=ZAIFT—) VT DREEEA VY T2 — A A M EFEICIEE LT 7R
A NOFEHEHRE 007U T LET,

3%
GEAI~Y L 77V 2AVolll 28 T74W%] 2BBLTIZS WV,

21.3.2 RUI—R—=—RZX5—1) 27 DR
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show access-filter A< RT, RV —R—ZAIFT—YVTDORERA VYT —RAY A ZEEICIERE
L7772 AY R NEHERTEET,

21-2 show access-filter A7 > RMHEITHER

> show access-filter 1/1/1
Date 20XX/06/09 13:58:27 UTC
Using Port:1/1/1 in-mirror
Extended IP access-list:ipv4-MIRROR-A
permit tcp(6) 25.11.2.0 0.0.0.255 any range 100 200 action policy-mirror-list dst-list-ip

v4
matched packets : 94286
permit tcp(6) any any
matched packets : 52207
>

BELA VY7 2—ADT7 1 L¥IZ [Extended IP access-list] & 727t AV A +& (ipv4-MIRROR-
A) PEREINDZEXMERLE T, /2, 7271 AY X M [action policy-mirror-list| &3%EFHEA >~
57 x—RAY) AN (dst-list-ipv4) AFRRSN T, matched packets 7> SN TWVBZ & ZHER
L%7,



sFlow &gt (7 O—#R5T) e

COETIE, AREE2HTMT 2/ bO T T 4 v 7R 0 SHEET
H % sFlow et D & BRIEFIRICOVWTEHBALE I,
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22 sFlow kst (70O—#fk5h) #ae

22.1 f#H
22.1.1 sFlow £istOHI=E

sFlow fEHE Ly F—Z Y RO +F 71 v 7 (Tu—) fFEPEET 2y NI —JEBEND NS T v
BEEE2ANT 572D, X2y NT—JDLEZTRNA T T4 v 7 ZHPEB L—FRAAvF) TEZYT
HHEBET T, sFlow fEHIERNICABREhTWwWas 7o —fet7u ha)L (RFC3176) T, LAV 2h,5
LAY 7ETOHEHBEREI A - LTWE T, sFlow HEHER (BB, sFlow /87 v ) ’E&EHER’)’(
FRTAEEBER sFlow 2L 7% (D, Vo %) EEY, 2L 7 &IZsFlow /87y s 2%k 2EE
sFlow T—Y x> b (DI, =—Y x> b)) &EFUET, sFlow gt 2oz vy b7 — 7%55645“’5:0’(0)
BIRLET,

22-1 sFlow #EEtDxy N —TJ 5

=-E
——

ol i

7 A—ihEt
N7y FEIERETHRE)

1087 x—RffEt
(EHBICHRE)

AS6 AS7

L

I

(FLI) AS : Autonomous system

22-2 VAT LHER
A

... HEEHBEEH
I—Yzvbk —» aLsy A — T34 Y

T
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22 sFlow #i5t (7O—#st) #kaE

AEBOI -V b CEZYENLERIIVIZIVICEDON, MEHEREZ T FSATICE->TTT T«
NIVICFRRTEET, LA ->T, sFlow MEMEEFIF T 51013205 7T T4 DPRETT,

x®22-1 YRATLBRER

BHESR e
I—Vzr b (KRE | KEMBREZNELTIL I ZICEMLET,
&)
a1y I—-VzY M PoREMESNAKEMERZES - RE - BRLET, 612, WET—Y%27 S
SAFICERLET,
TFIAY IVLIIDPSEMEINDET—F %757 4 HIVIZERLET,

EX 7FI5ATE—HITRoTWABERLHDET,

22.1.2 sFlow#istT—> > NEkgE
AEBOT Iy ML, ROZODEENHV FT,

o 7u—#fEt (sFlow et -3 L ERVE T, Dk, CORMTERELET.) TERERE
o AT x—AKE (SFlow et Tclr Ay oy TILERDE T, DI, COZMTRILLET,)
{EENHEBE

70— TNAEBRREELEZE /N v b (T L —4) 22—FEEQEGTY Y FYTL, X7y ME
wEMLLT70—Y > TUERTI VIV IEET 2HWEETT. Y &5 TIERERRIE A >~ %
T —AFEEHNT YT INVERTIAL I 7 ICEET HHETT . TNENONEM[ERTEINENE %
WORNIRLET

22-3 7O0-Y2FNEAIIIFUTIL

AEE [TJO—4v T (TO—#EH) ]
k57 1 v BEDM
O (EEMBEIA, EDESH FST 495 BFRTODM)

[(AO2BH 2TV (4287 —RHED ]
AR ITT—RATRET DAY DS
GERENH VAR - TS—DHEEH=MBEREY)

22.1.3 sFlow /Ny N T7+—<T v b

AREBHF IV ZFICEET S sFlow /7y b (7a—H > FINERTVZHF U TIN) ITOWTHALE T,
IV IHIEET BT+ —~ v MIRFC3176 THRESNTWE T, sFlow /Sy bDT7 4 —< v 2R
ORIZRLET,

22-4 sFlow /N9y N T7#—< v b

«— AN 7A—4 LTI ——plt—— MEADHI AT T ———

sFlowAw & | ZA—=H 2T eee| JO—HU T |PIVEHF TV (el a4 o T
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22 sFlow kst (70O—#fk5h) #Hae

7B, REBTIE, —DDsFlow /Sy MZ7u—9 > INERT U ¥H Y TIVIZRIEICAD £ A
(1) sFlowAvys
SFlow Ny FANERESNEZHEZIROFIIRLE T,

#£22-2 sFlowAYITDT+—<Tv kK

REER SHBE HR— K
N—T 3 VFBE sFlow 87y vdONX—=V 3y ON—V3> 2, 4%0KR—1) O
TRLAYAS I—Yx b DIP ¥ A7 (IPv4=1, IPv6=2) O
I—Yzxzrh I—-YxzVMDIP7RLA O
IP7FRLXA
= AHE sFlow /847 v DR EICHEINT 52 HE X
A PR REORRE (BEOEH/ELPSOIV LAY K)

BTV ZOEBREENAT T T7 (Ja—- - v¥) LSy b O
(T 22-4 sFlow /8%y 74+ —<v M| OFITIZn + mPBRES
nE9)

(Apl) O:oX—-+92
W 25y IBEE, YAYZL v FASPOBEboceZic kY FLET,

(2) 7O0-4H3>7F)

Ja—HrINEE, BENSTY bDS B, MEENEEE L IIAEBERCEHESNS Ny oD S
—EDOY VY VIR T/SN Y hEBEL, LI YISERET BN T+ —T v N TT, 1272 L, K
B, KREBHECO/Sr Yy b7 —F > FIIETR— b LERA. 70— FIIIEEZY LISy
MIIIAT, 287y MIEEENTOARWVWER (BREA VY T72—X, EEAN VI Tz—R, ASEEZ

L) BIET 570, #llaty NT—VERNPTEET, 7U—HY 2 TLOT7 4+ —7 v FZIROKIIRL
£,

K 22-5 70-Y>FILOT7+—<Iv

«— A7 A—Y 2T —la—— MEOH I AT —

sFlowAw & | 72a—H 2T o«

JO—HY2T | DIV EF TN | e

hovayo T

JO0—HUTAvE| EXTF—4amk | BERT—2BX [..

.

WmERT— 2B

(@) 7O0-H>FIAvS

TUO—H Y TNy TARETHHELZIROEBIIRLE T,
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(b)

22 sFlow #st (7O—#sh) #ee

#22-3 7O0-H>TIAYIDT+—T v b
HEER B! HR— K

sequence_number T —H Y PILOER S E BT 2 BE ] 0

source_id Tu—H9 Y FPVOEBNORER (REA VY7 1—R) 2#KT @)
SNMP Interface Index

sampling_rate Tu—Y N0y T VIR O

sample_pool AT 2 —RAEE LIy S ORE O

drops JRE LI 70— L OB O
AREEBTIE 0 EE 2 RE

input F(54 > % 7 = —ZAD SNMP Interface Index O
A28 T 1 —ABPRRREGE 0 2RE

output REEA >~ % 7 = —AD SNMP Interface Index*2 X

REEA VY7 2= APAARBEEIL 0 ZRE

(B Ot HR=1r92 X :HHR-hLanL

1

Ay IR, YA ALy FPP0EDolzEZICY Y PLET,

FEX2 AEETII output 2 R—bFLTWAEWEZDOEETT,

HAT— IR

BRT—FERIEANY FE, IPVARBLOIPv6 T 3BESH D, COI5—DRTRETEXT, &

KTF—=FFRXDT 7 5Lk

VARV RTRELTLES W, BERDT +—< v F2LEORITRLE T,

K22-4 NYFERIDT+—<Tv b

BEFANY FETY, [Pv4 B, IPvo BIZERAL7ZWEFIII > 7147 — 3

HEER BTl HR—k
packet_information_type | EBEEAT—FEROY AT (Av FE=]1) O
header_protocol ~v&7a b+ aLES (ETHERNET=1) O
frame_length FVIFNOINTy bR O
header_length FVIFN YT T LG0Ty MR (T 7 40 128) O
header<> BTV T LIy FORE O

(B O:¥R-+F3
FOIPSTy PELTHEITTELRVIERICE, K7+—<7v MIEDET,
F22-5 IPVABIDT7#—< v b

HEER BT HR— ¥
packet_information_type =~ BEBAT—FERD& 17 (IPv4 B=2) O
length IPv4 87y FORE O
protocol IP7u bans 17 (fl: TCP=6, UDP=17) O
src_ip BEETLIP 7T RLA O
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22 sFlow #i5t (7 O—#:51) #%aE

REEE A HR— ¥
dst_ip FESEIP 7 KL X O
src_port REETR— M ES O
dst_port FaER— b HS O
tcp_flags TCP 757 O
TOS IPOYATHTH—ER O
(LBl O:¥HR—-1+93
EX 2BLIE® VLAN Tag & 7 L — LD RITkE 5 1235E1E, sFlow /87y MZEShEH Ao
F22-6 IPV6BDTA—T vk
REEE SRR HR— K1
packet_information_type = EARTF—¥ERXDOy 17 (IPve Fl=3) O
length BLAYERVZIPV6 /ST v FOREE O
protocol IP 7o bans 17 (fl: TCP=6, UDP=17) O
src_ip REETIP 7 RL R O
dst_ip 5% IP 7 R LA O
src_port REETR—- M ES O
dst_port AR — hES O
tcp_flags TCP 757 O
priority {BSE X2 O

(FLpl) O: ¥ F—-rd2

Fx1l 2BLLE® VLAN Tag fT& 7 L —APNRICE > 725/A1E, sFlow 287y MIEENEEA.
FX2 AEETR I T4 0777 AZNELET,

(0 IRT—IBR

HERT—YEREAA v FE - V=48 - F— by A8 - 258 . URLEDO SEENFH O 9. LR
T=IRRDT 7 4V bRETIRINTOIERERZNEL, AL 7 FITEFLET. AEXZar 747
L=y aVICKDEEAETY . FERDT 4 —v v F2IEORITITRLET,

& 22-7 HERT—IEADER—E

434

1R — 185 e H— h
Ay FE 24 v FIEH (VLAN F#H2 L) 2INET 5, O
— & Tl L —%1E#H (NextHop % &) %2IVET %, OX1x2
F—broz A8 F—hrvzAER (ASEBRE) 2UET 5. Q¥ 1x2
1—HY 1—+1EH (TACACS/RADIUS f&#i7c &) ZINET 5. O*2
URL #4 URL 1%# (URL fE#u &) 2NHET . O*2




(LB O: o R—1+7F5

W1 L2 R L sFlow /37y MICINESNEEA.
FX2 2BLLE® VLAN Tag fT& 7 L —APRRICZ > 725BE1E, sFlow 287y MIEENEEA,

x22-8 AT YFEODTA—T VY~

22 sFlow #st (7O—#sh) #ee

REEE BT HR— K
extended_information_ty | #LERT—F¥ RO A 7 (A4 v FEI=1) O
pe
src_vlan ZE/%7 v +d 802.1Q VLAN ID O
src_priority Z5/%7 v b0 802.1p BEE O
dst_vlan #EE/8 v b 802.1Q VLAN ID x %
dst_priority ®EE/Ny b 802.1p BEE x ¥

(LB O: o R—=bFB X :HFR-FLAEWL
EX KRV R— DO 0EETT,
+£22-9 L—YEOTH+—Tv b

HEEE BTl HR—k
extended_information_ty | #ERT—F RO AT (OL—FE=2) O
pe
nexthop_address_type WOEEFN—FDIP T RLAYA S O¥*
nexthop WOEEFNL—FDIP 7 LA O¥*
src_mask REETLT FLADT LT 4 v JARAZE Y b O
dst_mask FET RLADT VT4 v JATATE Y b O

() O:9R=-+F3
EX FRT FLANOREDS VL F /S ARROGEIL 0 TIESNET,
F22-10 =Mz A4BOT7+—<T Vb

BEEE 9 D=l
extended_information_ty = IKRT—F RO A T (F'— b7 1 E=3) O
pe
as RIEBD AS FS O
src_as REETLD AS HS O*1
src_peer_as EETNOBRE AS &5 Oxx2
dst_as_path_len ASEHE (1 EE) O
dst_as_type AS /R (2 © AS_ SEQUENCE) O
dst_as_len AS % (2 &) O
dst_peer_as FEENDBHE AS HS O*l
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22 sFlow kst (70O—#fk5h) #Hae

REEE SHEA HR—k
dst_as D AS FHE Ol
communities<> AIRIBICET A3 225 ¢ X3 x
localpref AREBSICHET B 0 — 1 LB X

(LB O:HR—=bF2 X HFFR—=FLAWL

EX] EZERESYA LY MEBROBEIE, ASEEN O TINESNET,

HX2 AREBEDOEETLERRLIGEORE ASESTT., ERICBRBLEEASESLELIBEPHVET,
EX3 RYR—+ DD 0BEETT .

£22-11 1—HROT7+r—<v b

REIEE SR HR—hk
extended_information_ty | #EET—FERO YA T (1 —HEI=4) O
pe
src_user_len REETOI-FEORES O
src_user<> RETOLI—H4 O
dst_user_len FESED L—HLGDE S X
dst_user<> ZEHE D L —H 4% X

(LB O ¥R R—rF2 X HFR-FLAWL
FEX RKYR—PrDH0EETT,

F£22-12 URLBEOT7x—T v b

SREIER SrHEA HR— K
extended_information_ty | #3ET— ¥ XD & (7 (URL EI=5) O
pe
url_direction URL EHRIE O

(source address=1, destination address=2)

AIEBETIL 2 EEEZHRT
url_len URL £ O
url<> URL W& O

(LB O ¥R —-1+92

3) ho>IGUTI

NI F T, A0 T = AFEHMER BIBE L7y VP, T —0HRE) 2EELET,
T2, AV T — AR LIV I FICEET ST+ —<y "PRESNE T, hovyH oo
TA—<v bEROKNIIRLET .
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22 sFlow #i5t (7O—#sh) #kaE

22-6 WIVIBUTFNDT+—< v b

«— A7 A—Y 2T —la—— MEOH I AT —

sFlowAnw & | ZA—H9 VT eee| 2A—H VTN ADIVEFITIL [ e| AHUE LTI
NGB TUAYE | AU aH Y TILER | A3y TIVER
(@ HAIVIBTIAYY
NI T TNy TARESNEINELZRORITRLE T,
K22-13 WIVIBTUAYIDT+—< vk
REEE G sath
sequence_number NI I Y TLIOERT EICHEINT 5 HE
source_id NIV IY T IVOEBRAOFRER FEDOR—1) £%KF SNMP
Interface Index
sampling_interval ALTINDHhT Y EY T INOERERE O

(ALBl) O:HHx—-+T2
W 2y VR, Y2 2L FOPOBEbofceEic Yy FLET,

(b) HOIHTILIER

HIIZF Y TNRBRINEIA V5 T 2 — ADRBRICEICHESNINESNE T, H YV F 2 FILERE L
THREENIHNEZROFITRLET,

x22-14 HhoVIBUTIiER—E

REEE B HR— K
GENERIC — 7 #iat (counters_type=1) « %1
ETHERNET A —H% v MEEE (counters_type=2) O
TOKENRING F—=2 Y 7HiEr (counters_type=3) « %1
FDDI FDDI #i&t (counters_type=4) « %1
100BaseVG VG &t (counters_type=5) x ¥1
WAN WAN #igt (counters_type=6) « %1
VLAN VLAN #i&t (counters_type=7) « 2

(LB O:HR=—F+F5 X :1HFR-FLZWV
Xl RKEBCTRIR—-—bNEA VI TI—ATATDHTT,
EX2 AREETIE VLAN HEHITR—FLTWEHA,
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22 sFlow st (70—#%k5h) #Hae

(© "orIFTFIIER
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22.1.4 AXEETO sFlow FETDEIEIC DL T
(1) sFlow fRETDUIERRA— N

(2)
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KEBIX, YRA—I AV IR=FBLUVRAY Y IR—F (R¥ v 7HEHEE) 2BRTRTOA =P %Xy b
>4 7 x—A%, sFlow stV > PV o IR ELET, £72, ¥ U U UBEE LT, %15 (ingress)
F2ITEE (egress) DEE L PR EBRUTEIRTEE T,
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22 sFlow #i5t (7O—#sh) #kaE

3) EENTY  NOT7O-Y>TILEME

(4)

AEEBO7O—H LI, REEBET/ST Y NE2ERETAHBETLILIZFZITEFHL TS LD
sFlow /87 v N2 RETAIEET DD E T, MBEEET/Sr v "DBEREINAEMB2ERL GERHL LS
SV, MREIC K AHEENSY Yy b T U —Y Y FLEERROBISRLE T,

& 22-16 fulEEICKBEENTY hOT7O-H>FI)L

REEE
R T Sihe RIS mER—reER-N 29y IBHTRER— bR
PECRTYF ER—NERBZIRTYF
74 VE (ZEMR) &Y 3 IREL7s IRE LW
QoS (HHEH) XT3 LW NELZW
74y GEER) T % T % T %
QoS (BEzEHIf) N&d % N&T % &Y %
RY Y —=R=2)—F 4 ¥ e IV L7z I L7z
Ab—Lavibo—i IRE L2z IREL7s\» INE LW
A — b R AR R IRET 5 L7z INEE L 722y
LA v 2 Hgge*l INET S I L2z I L 721
LA v 3 HgE*2 e p) L7z B L 722
1
LAY 2ICE2FERT L —LICERICRTOOPHVET, COEE, 24T 17 VLANOZW T VI R—-+T

Untagged /37 v b2 ZE L15E, A v FEIBEHROZ(E VLAN ID #4095 &4 D9,
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22 sFlow kst (70O—#fk5h) #ae
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BHFIAED S UPisRAT RISEE  mEg—pexBA—b 29y IERTEHHER— N o
ARICRA v F*1 BA— MBRBBZA v F
VLAN k230> b0 > 7 Tag REBT O bR > 7 Tag # RO
(h> 3 Y TR= 1 3(E) 2
VLAN k>3 7 b)) > 7 Tag HIBRETOB#R*3

(b v FR— 1 EE)

VLAN Tag Z# ZHATD Tag 15 LB D Tag 1R
(Tag B#HR— F215)

QoS ¥ —71— #X R ZFTO DSCP fE*> #HE | % D DSCP E*>
(DSCP #&#%)

QoS ¥ —7— BERAFO L —FEIEEFO BEBABO L —FELEFO
(L—VEEEESRR)

LAY 32=F 1 A hfk ZEROHR BER DB

R Y —N=AN=T 1 27 RO EHRS REROFHR*T
EX1

25 R7aUHRK, BEUORY Y 7 EREBOEZER— MR- v FLab 704 LET,
e )

Ay FRIBHRINER, b2 x> 7R Tag #%E7L VLAN B LTRERLET. /2, b x> J7H Tag
EMUIAER, VLAN Tag #8 2 BBl L& o756, [Pv4 B, IPv6 B, o—+8l URLBIOERIINELEE

Ao
%3

VLAN Tag 7% 2 Bl EOFE, IPv4 Rl IPve B, 2 —98, URLBOEHRIZNELEEA.
%4

A FEUERINER, Tag B0 Tag #X(ET VLAN BiRE U THRRL £,
%5

ANy FEIOT7 L—LIER, IPv4 EIO TOS 1E#H, 1Pve Bl priority 1E#.
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(6)

22 sFlow #i5t (7O—#sh) #kaE

X6
ANy FEIDOT U—LIER, A4 v FROZE/)r v FO VLAN B,
X7
ANy L 24y FEIERIE, REROBREZRELE T, V-8, F— Y2/ BOBRIMELEHA,
38
ROBRIFARY ¥ —=R=2—T 1 Y T L BHMREORBER I L, V=T 1 > 770 b IV > fo ks
DORFBIERELDET,
= FBIDT +—<v bD> B, nexthop B & dst_mask
=T ABOT =<y FDS B, dst_peer_as B LU dst_as

NI IF I TIVREDHR/NT v b

REBTONTI T TN, REFLEIZEOELLZIEELTYH, ¥HUR—FOITRTOEZE/S
FyNERHTUNLET,

22.1.5 sFlow ##EsHERRFDF2EIE
(1) RIYITEERFHIDOWT

257w 7RI 74 7L —Y3ryavy Rsflow source ZBELTL SV, £/, ZYu—N)L
2D R T =T DON—T Ny T4 T2 —RACIP T RULAZRELTLIEE 0,
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22 sFlow #i5t (7 O—#:51) #%aE

222 d>T7«47L—>3>

22.2.1

sFlow #etcEHT 23> 74 7L —

A 7147 L—>3a>av > R—

Yaravry F—B2Z2RORIINLET,

F22-19 AY747L—Y3>IvUR—E

OV R

A

sflow destination

sFlow /87y FDSEETHZIAL IS DIP 7 FLAREELE T,

sflow extended-information-type

Ta—H Y T VOEIET — Y EROBEEEZEELE T,

sflow forward egress

BELLER—TFDOEENT T 1 v 7% sFlow et OERENRICLE T,

sflow forward ingress

BELIER—INDRENT 7 1 v 7% sFlow ETOERMNRICLET,

sflow max-header-size

EARFT— X (sflow packet-information-type I~ > FEH) (cAv ¥
BAFRLTW25E, ¥ 7y NOEELI S A —-SNERRY A
RXEHELET,

sflow max-packet-size

Flow /37 v DY A X2 ELE T,

sflow packet-information-type

TJa—H YT VOEEATFT -V ERZEELE T,

sflow polling-interval

HYEIY TN EIAL T NEET HRIREEELE T,

sflow sample

EELFICERT A2 YV EREEELE .

sflow source

sFlow /87 v FOREET (T—Yz 2 ) IKBESNBIP 7 RLARIEE
LT,

sflow url-port-add

R — 2T URL Bz AT 535H 512, HTTP /Y v ~&Hlid %
R— b ES% 80 LHMTBIEEL 7,

sflow version

FEETHsFlow /37y bON—=Va v Z2HRELE T,

22.2.2 sFlow st OEARN LR ERTE
(1) BENTYNZEZITBHTE
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EREDRAT > N
sFlow ffgtoa> 74 7L — 3
DZOPNETY, T TIER—

VBB TAEMLREL, ERIGEAT AR - MEIEET HRE
FL/1/41IE LTA-TL BNy b 2EZY 95 EZRNLET,



22 sFlow #i5t (7O—#5t) #kaE

22-7 R—N1/1/4 DZENT Y NETZI T BREH
aLs 4

IP7FLX 192.1.1.12

ARE H—k:1/1/4

. R EE
(=% - R4 vF)

[ ] [ ] [ ]

R—k:1/1/1 R—k:1/1/2 R— k:1/1/3

|

(RL51)
—100MA —H Ry R

: sFlow/ N4y FDFEN

70— Uy k) DR

[O7> RICKBEE]
1. (config)lt sflow destination 192,1,1.12
JLZZELTIP7RLA192.1.1.12 2% ELE T,
2. (config)if sflow sample 512
5128y hZEIZM T T4 w7 H2EZY LET,
3.(config)# interface gigabitethernet 1/1/4
R=bt V/V/ADA—H 3y M UFT2—=RAAY T4 L= a v E—RIIBITLET,
4. (config-if)# sflow forward ingress
K=~ 1/1/4 DZA(E37 v Mt LT sFlow MEHEEEEBDICLE T,
CESEIR]
sflow sample 2~ > R TRET 2 > 7V Y TRIRICOWVWTIE, 0¥ 7 21— ADOEKEHEZZE L

THROBZNESHDET, 3, [2>74 7L —Ya>yavryRL 77U A Volll [sflow
sample] 2L T ZE W,
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22 sFlow kst (70O—#%k5h) #Hae

(2) ZEENTY NEEZITBHE
EREDRA > N
sFlow #attaE%E, ZE/X7 Y bERLBEE/ Ty FOESLIINHLTEMICTENIE, (0¥ 7 x—
AV T4 T — 3 ryE— NTHRET S & EIC sflow forward ingress 2+ > N 7-13 sflow

forward egress AV RO EBLEIEETHPICL>TREDE T, TTTEFA—F /12 H»5HT
TNy bR YT HREERLET,

22-8 KR—N1/1/2 OEENT Y NEEZI T BHEH

aLs 4

0 5

IP7 FLR 192.1.1.12

[ A—r:1/1/4
REE
gk E
UL—% « 1 v F)

R—k:1/1/2

1
R—k:1/1/1

1
L R—r:1/1/3

/
E
!

(RLB1)
— 100N —H Ry k

: sFlow/ N4y FDFEN

70— U7y k) DOfFEn

[O37 > RICKBFRE]
1. (config)ff sflow destination 192.1.1.12
ALZZELTIP7RLA1921.112 #FE LT,
2. (config)#f sflow sample 512
5127y hTEICM T4 v I 2EZS LET,
3.(config)ff interface gigabitethernet 1/1/2
R=b V12D =Y FXY M YFT2—RAA2 T4 7L =23V E—RIIBTLET,
4. (config-if)ff sflow forward egress
R—N 1/1/2 DREE/S7 v Mt LT sFlow MEHEREERBDICLE T,
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22 sFlow st (7O—kEh) #Aae

22.2.3 sFlow#Eta> 71 7L — 3 NS X =9I DEEH
(1) MTURE sFlow /S5y M1 2D
EREDRA > N

sFlow /%7 v M T 7 # )L b Tl& 1400byte LROH A XA CA LI FICEFEENET, ILTFAD
D MTU EASKZ WIGR, FICEICAET S ETIL VIR L THRISEFTEET, 22
TlZ MTU £2° 8000byte DEFRE I L 7 ¥ BEP > TVWAHRELZELALE T,

22-9 L 79M%fE%Z MTU=8000byte (CEXET 35

aLs 4

o]
IP7 FLX 192.1.1.12

MTU& 8000byte

AEE R b 21/1/4

i RE
=% - X4 vF)

(A1)
— 100 — 5y k

s sFlow/ S5y FDEN

70— Ny k) OfFh

[OY > RICKBERE]

1. (config)lf sflow destination 192,1.1,12
aL7H%ELTIP7ZRLAL192.1. 112 2% ELE T,
2. (config)# sflow sample 512
51227y &N T T4 v I REZY LET,
3.(config)t sflow max-packet-size 8000
sflow /87 v M4 A XD & AfE % 8000byte ICFHEL 9,
4. (config)f interface gigabitethernet 1/1/4
R=MU/U/ADA—H 2y b VFT2—RAV T4 T L= a v E—RIIBITLET,
5.(config-if)# sflow forward ingress

A=+ 1/1/4 DZE) v MKt LT sFlow $REtHERERBIC L Z 9,
(2) WELEWBRERS
EREDRT > N

sFlow /¥y hOBRIZT> 74 T L= a3 VEBELEWEIRTNET H2EMICE>TVRET,
UL, REZBHRIDDEAIC, ZOBREZNSTWHEEL2T AL TCCPUMHAREZRIFSZ &N
T&EET, SITEHIPT7 RLABRILIDPDERIGESEOREXTLBLET,
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22 sFlow kst (70O—#fk5h) #ae

[O7 > RICKBERE]
1. (config)ff sflow destination 192.1.1.12
JLIHZELTIP7RLA192.1.1.12 2% ELET,
2. (config)#f sflow sample 512
5128y bZEICM T T4 w7 2EZY LET,
3.(config)#f sflow packet-information-type ip
70—H Y IVOERT—-FERICIPERERELE T,
4. (config)lf sflow extended-information-type router
=Y INVOIRT -SRI [V—¥F] 2RELET L—YBEHRLZIPEUETEET),
5. (config)# interface gigabitethernet 1/1/4
R=PFU/1/ADA—HZy MV F T 2=V T4 7L —2arE—RIIBTLET,
6.(config-if)# sflow forward ingress
R—N 1/1/4 OZ(F/%7 v MR LT sFlow faHEREEZBMICLE T,

(3) sFlow /Ny hODI— NP7 RLAZEE(ET D

EREDRA > M
— &7z 2L 7 %L, sFlow /87y MIEENHIT—TV 2 NP7 RLADEZEICL TR—DERE
PESIPEHWILTCVET, ZOEHA,S, sflow source 27> K% interface loopback 2v > KT
I—YxzYPFIPT7RLAEZRELTWEVES, VI YAITEBEEN BV TS LD IHERS
NEBENFHDET, BRENICEREZESBEEI—Yz NPT RLURZEELLTLZE W,
ZZTix loopback ICEIVETHENKZIP T RLAR IV M IP7 RVAELTHIAEL, aLo ¥
HREERLET,

[O7 > RICKBERE]
1. (config)# interface loopback 0

N=TNRNy A4 YH T 2RV T4 L= ayE—RICBTLET,
2.(config-if)# ip address 176.1.1, 11

N—=TNy 74257 2—ZIZIPvARHELT176.1.1.11 2FHELE T,
3.(config-if)# ipv6 address 3ffe:100::1

(config-if)# exit

=Ny A% 72— IPv6 A& LT 3ffe:100:1 2F/ELF 9,
4. (config)ft sflow destination 192.1.1,12

JL7HELTIP 7 RLAL192.1. 112 2% EL £ 7,
5. (config)ff sflow sample 512

51227y NZEIZN T T4 v I REZY LET,
6.(config)lf interface gigabitethernet 1/1/4

R=b1/1/4DA—=FF3 Y M VFT2—RAV T4 L= aryE—RIIBITLET,
7. (config-if)#f sflow forward ingress

R—=F 1/1/4 DZAE/8 v ML T sFlow MEHSREZ BIC L E T,
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22 sFlow st (7O—fkEh) #Aae

CESEIE]
loopback @ IP 7 L 2 & 5 1541%, sflow source A< RTHRETAMBEIHDEFA. L,
sflow source A¥ Y RTIP 7 RLABIEESN TS EZFDIP 7 RLADEESNET,
(4) O—Alzxy NT—T7KRIETO URL [BERINE
EXEDRAT > N]
ARIEE T sFlow #EHT URL1E#H (HTTP /847 v b)) 2INET 258, BAEOR—bESE LT8O

BEFALTWABELT 7L MIE>TWET, LML, d—Hlitxy NT—TTIER—+ES

PWREZHGEVHVET. U—Hlty FT—JERBETHTTP /87 v FOFR— FESE LT 8080 &
ZHALTWSBEOREZRLET,

[O7 > RICKBERE]

1. (config)# sflow destination 192,1,1.12
ALZZELTIP7RLA1921.112 #FE LT,
2. (config)if sflow sample 512
5127w bW TI T4 v 72T LET,
3. (config)# sflow url-port-add 8080

35— 5 R T URL B8 2 (IS 538412, HTTP /Sy v b LHBid 5564 — %5 8080 238
MTRELET,

4. (config)# interface gigabitethernet 1/1/4
R—bMU/1/ADLA—HF 2y M YF T2 —AAY T4 L —2 3V E—RIIBITLET,
5.(config-if)# sflow forward ingress
K=t 1/1/4 O=ZE/3 v MIxt LT sFlow feH&REZ BZhIC L E T,
CEE=I1E]

FINTGRA = #RFELIKRTYH, HTTP ¥y bORRE L THER— M ES 80 FIZATI .
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22 sFlow kst (70O—#fk5h) #ae

223 AXRL—>3 >

22.3.1 ERHIVYR—E
sFlow st ClERT 2 EH I~ F—E2RORIIRNLE T,

#F22-20 EROVYVR—E

av > RE

S&II

]

show sflow sFlow #EMEREIC DWW T ORESRMF L EBERNEFR R L E T,

clear sflow statistics sFlow #EI TEE L T WA fEHE®RZ 7V 7 LE T,

restart sflow Ju—Et e S AR EEHLET,
dump sflow TJu—#Et7a S ANTIREL TVRA TNy 7EREZ 7 7 A LHALE T,

22.3.2 3L 79 EDBIEDHER

AREEE T sFlow MEMEREZRE L TaAL 7 Y IXET 5HE, ROZEZMRL TS,

(1) 3L 79 E&EDERETHER

ping IV KEIL I SDIP 7 KL AZIEELTEFL, AEEASIL Y SIS LT IPEENTE S
CEABBLTL LSV, BESTERVEAE, [FITNYa—F ¢ V794 K] 2BBLTIEE L,

(2) sFlow /\/T v N 1|:|ﬁE:uu
IV BT SFlow 87y bEZFELTWAZERHERLTLZS W,

FELTOVEVEEOEGIE, MLy a—F4 0 7HAR] #BRBLTLFEE N,

22 3 3 SF[OW % bn-l_*& JEEEPODEE:VL.\

ALEE T sFlow MEeE 2 @A L 7215 ERTOBENEICIZROLOPHD T,

(1) sFlow /N7y NEEHOWESR

show sflow 2~ > F%2%/T L T sFlow #atE#HZ R L, sFlow #tat##E T Dropped sFlow samples
(L TWB/8%7 v M) % Overflow Time of sFlow Queue (FEZ/S47 v MEE) 2HERLTLZS
Vo EBSDOENEIMT AIEAE, BIMLE0WT 2T Y FHEREERE L TS0,

X 22-10 show sflow v > ROETHR

> show sflow
Date 20XX/12/13 14:10:32 UTC
sFlow service status: enable
Progress time from sFlow statistics cleared: 16:00:05
sFlow agent data :
sFlow service version : 4
CounterSample interval rate: 60 seconds
Default configured rate: 1 per 2048 packets
Default actual rate : 1 per 2048 packets
Configured sFlow ingress ports : 1/1/2-4
Configured sFlow egress ports -
Received sFlow samples : 37269 Dropped sFlow samples : 2093
Exported sFlow samples : 37269 Couldn’t export sFlow samples : 0
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(2)

22 sFlow st (7O—kEh) #Aae

Overflow time of sFlow queue: 12 seconds e
sFlow collector data :

Collector IP address: 192.168.4.199 UDP:6343 Source IP address: 130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0

Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets:

Send CounterSample UDP packets: 621 Send failed packets: 0

L.EEFE Sy NEEISEML TWAES, 7))V JRROBEZREL T2,

CPU {ERZ DR

show cpu 2~ > F2%EfTL T CPUMARZFRL, BEZHERAL TLEZEV, CPUMEARIEVES
&, 3> 747V —ya>ravwy R sflow sample TH > 7)) Y JHIRBEEZRE L TLZE 0,

22-11 show cpu I7 > ROETHR

>show cpu minutes
Date 20XX/12/13 14:15:37 UTC
%%k minute skkx

date time cpu average
Dec 13 14:42:00-14:42:59 6
Dec 13 14:43:00-14:43:59 20

Dec 13 15:41:00-15:41:59 10 -1

l.CPU RN EL 2> TWAIEE, Yo7 Vv HEOHREZREL TSN,

22.3.4 sFlow st > ) > 7 REROARESE

(1)

AAEEE T sFlow MEMBRERER L8, 527 VHROBESEL LTROLOIHD £,
Ci#REREH SHEET D

sFlow fEtHEEEX BEIIC L TV 542K — b O pps % show interfaces 2~ > N THERR L, ZE/7 v b %
HRIZLTWABEE [Input rate] 2AFTLTLEZ SV, B L, REE/7ry F2RRICLTLSIEAE,
[Output rate] bEFHLTLZE WV, ZOAEHMEL 100 THI- 728D, BRERZ2HV 7)) v UHEREE %
DET, COBETY YT > IHRZEFRER, show sflow I7 > KN TEEEPSHEA LW ED HEHER
TL7EE W,

A=+ 1/1/4 ER—F 1/1/5 1R LTHETr Y b2 E2BE0RRERAT 2TV TREBOH Z IR
IRLET,

22-12 show interfaces 1< > RDEITHER

> show interfaces gigabitethernet 1/1/4

Date 20XX/12/24 17:18:54 UTC

NIF1:

Port4: active up 100BASE-TX full(auto) 0012. e220. ec30
Time-since-last-status—-change:1:47:47
Bandwidth:10000kbps Average out:0Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Qutput rate: 0. 0bps 0. 0pps
Input rate: 4063. 5kbps 10. 3kpps

Flow control send :off
Flow control receive:off
TPID:8100

> show interfaces gigabitethernet 1/1/5

Date 20XX/12/24 17:19:34 UTC

NIF1:

Porth: active up 100BASE-TX full(auto) 0012. e220. ec31
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22 sFlow st (70O—#fk5h) #Hae

(2)

450

Time-since-last-status—-change:1:47:47
Bandwidth:10000kbps Average out:5Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Qutput rate: 4893, 5kbps 16. 8kpps
Input rate: 4893, 5kbps 16. 8kpps

Flow control send coff
Flow control receive:off
TPID:8100

B&Eud9 7)) v IR

= sFlow MaHEEERZ BRIC LTV AR — ~ @ PPS &5HE/100
(10.3kpps+16.8kpps) /100
271%

X ) U TRIEE 271 TRET AHEERIESI2 TEHELET. o7 U IRBOREMIE T >
T4 b= aravy Nsflow sample 2B L TL 2S00,

FHIERD SHET D

show sflow detail 7> F#%%EfT L THRRS NS Sampling rate to collector (FEENFHAE LR WHERET
YTV IR OEEY YTV IHERE UTERE LE T, BERIL clear sflow statistics 2+ >

FAEZETL, LIXS <HEF2RTE Sampling rate to collector DEAHRE £ U A EWIFAEILE CFIE

TH ) HEREREL TS0,

22-13 show sflow detail 7> ROETER

> show sflow detail

Date 20XX/12/21 20:04:01 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 8:00:05

Collector IP address: 19?.168.4.203 UDP:65535 Source IP address: 130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0
Detail data :

Max packet size: 1400 bytes

Packet information type: header

Max header size: 128 bytes

Extended information type: switch, router, gateway, user, url
Url port number: 80,8080

Sampling mode: random-number

Sampling rate to collector: 1 per 2163 packets

Target ports for CounterSample: 1/1/2-4




IEEE802.3ah/UDLD

IEEE802.3ah/UDLD #gelx, FimY ¥ 7EEZBEL, TRIHED LY
T = REOHE 2 HFNINILT HHETT .

ZOETIE, IEEE802.3ah/UDLD #EED##RR & BIEHFRICOWTEHAL &
ERS
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23 IEEE802.3ah/UDLD

23.1 fEER

23.1.1 #=E

UDLD (Uni-Directional Link Detection) &1, FARY » 7 EEL2BHT AHEETT .

FAmY > VBENFEET HE, —HOEBTIRIERBIITEIANZENTET, bIHI—HFDOEBTIIZEIR
TEAPEESTELVREICEY, F7 O NV THEEESRKEL, 2y P T — 7 F TS F S hEE
PHEELET, K<HONTVABHIELT, A=V ) —TOL—TFHED, Vo277V =3y
TOT L—LHERNBETONET. INSOREWR, ARV 7BEEZRHE LEAICEETAR- %
inactivate 352 EICE > TRARICHS I ENFTEE T,

IEEE802.3ah (Ethernet in the First Mile) T slow 72 b 2)LO—# & L TUEDT 517 OAM
(Operations, Administration, and Maintenance) 71 k2L (IR, IEEE802.3ah/OAM &/R9) T
&, WAHEY > 7REOEREZITO 72012, #IH7 L—L0%2H0TERNICHREEE - BEED OAM R
RIEHROZ 2TV, HFEEEDOT L — A@ﬂéﬁ%%E?éﬁT#*«%ﬂfwii $ EE T
IEEE802.3ah/OAM #gE 2 W TIA MY > ZIREDEHRZITV, ZOERSENZWIEEICHR AR ~
sEELHET 5HRTUDLD BEEZERLTWET, $§E@UDHM%uTi,HﬁﬁU/7@%@
BMHOIEPIC, BEBPOREFBLLHE 7 L —L22FA BB TRELLBEREINV—FEHMLT, FELL
A—+% inactlvate LEd,

F7-, IEEE802.3ah/OAM 7’1 h I )L TIX, Active E— N & Passive E— FOfl&2H 0D, Active £—
REI» 5HM# 7 L — L OREFFBA S N, Passive £— NEITIE, 7L —2%2%ETHETHE Y L —
LDEFBIFITVER A, AEB TIETIHBHAEROERE T IEEE802.3ah/OAM BEENERIZZ > TWNT, &
A— b Passive E— FTEIMELE T,

Ethernet 77— 7 VTR SNIZNADEBDOKR— MIa> 71+ 7 L—3 3> a~v > R efmoam active
udld 28%Ed 52 &T, FARAY /7?*®@&§Jf’ﬁ%ﬁblﬁf@“o efmoam active udld 2~ > R ZHE
LizR—NTHARY Y 7BER2RE LG Eiél?‘éﬂ‘ b % inactivate 97 Z & TRImZEERI D
ﬁ—b?buyﬁﬁvyﬁﬁméﬂ,%ﬁéhtﬂﬁ@ THAR— P COERZELLET,

23.1.2 HR— Mg

452

[EEE802.3ah/UDLD #EET &, IROFITTRT & BV [EEE802.3ah/OAM HEEZ U R — LTV E T,

# 23-1 |EEE802.3ah/UDLD T#7R— ~9 % IEEE802.3ah OAMPDU

e A HR—k
Information HFLEEIC OAM RIEFEHR 2 XET S, O
Event Notification HHFLERE I Link Event O&E£3%ET 5, X
Variable Request HFREEIC MIB B EEKRT 5, X
Variable Response ZEsRkE iz MIB B#MZEET 5. X
Loopback Control HFLEED Loopback Re&% HlHT 5, X
Organization Specific FEREFRARA o X
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23 IEEE802.3ah/UDLD

23.1.3 |EEE802.3ah/UDLD {ERIFN;F=EIA

(1)

(2)

(3)

IEEE802.3ah/UDLD #§RE% 537 U 7= ER (C IEEE802.3ah/OAM #EEZ 7 R— kL
BLWRBZERLECSEG

— &7 A A v FTlE, IEEE802.3ah/OAM BEEETHEHT AHIH 7 L —L I3k L EH A, D20, &
BETEBHROTHBPTET, I T4 7L —3>a< > K efmoam active udld #5E L7-AR— b TH
Ha) v IBEZBELTLENET, [EEES802.3ah/UDLD #eEmER I TE A,

|[EEE802.3ah/UDLD #8E % 5RE LIeRKEBEIC AT « 7 A N—9 2 ENPMRE Z 1%
n)dl:.. L/T:j%é

FADY v ZREPTIMSNIZGEIL, BHORFTOYU Y I7REZEFHNICTIRI L EWAT o 7I 0 N—=% %
REMICHE LI5S, ZBBHETY Y I/ REBORHICINAELE T, TD72®, efmoam active udld 3
VY RERELZAR— NTHPEESEEL LR VVRETH R AR Y VBEERHLTLEVETD,

BIHT 2B, WHOEBTHAZ L 2LE NS0, ERAPRECZDET. FADY > 7RED YIS

NIZARIL, BOIRHTOV 7 REZ BN 2EOHHA T4 TAN—F ZHERLTIZS
l{‘O

fthtt D UDLD $EEE DEFFRICDNT

UDLD HEEIZ Z N ZN&HOMB AR THREZEE L TW 5720, REED IEEE802.3ah/UDLD H#E &
it 3EED UDLD MEEOHE BRI TS £ A
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232 A>7147L—>3a>

23.21 A>7«47L—>3a>av>R—&
IEEES02.3ah/UDLD ®a> 74 7L —>3ryavwy R—&E2ROFIZRLET,

%£23-2 dA>7147L—>a>avrR—E&

v R$ SHER
efmoam active 38R — b T IEEE802.3ah/OAM HEEED active E— RIZL £ J .
efmoam disable IEEE802.3ah/OAM HEREZ NI L E T,

efmoam udld-detection-count | FAAY) Y 7EEET L0007 7 EEZEELE T,

23.2.2 |EEE802.3ah/UDLD DEE

(1) IEEE802.3ah/UDLD #8EMESTE
[EBREDRT > N
IEEE802.3ah/UDLD #RE#EF 3 5 121%, LT HE2/AT IEEES02.3ah/OAM HREZEZNIZ L TH
L ZENWBETT, AEBETIITIHHEROHRE T IEEER02.3ah/OAM #EEAH R & 7 - T\ 2 IREE

(&R— b Passive F— F) T9, &kic, EEICKEHEY > 7 BERHBEELEESE-0A— Mox
L, UDLD /ST X—#%%Zfti0L 7 Active E— FDOEREZ L E T,

Z ZTI3, gigabitethernet 1/1/1 T IEEE802.3ah/UDLD #rE% A S £ 7,
[Ov > RICKBEERE]
1. (config)# interface gigabitethernet 1/1/1

A—PF /11D —Y2Y M VF T2 —ARAV T4 L= a3V E—FRIIBITLET,
2.(config-if)}f efmoam active udld

A— 1 1/1/1 T IEEE802.3ah/OAM HHED Active € — FEIEZITWL, FAmY v 7 EERLEEE
FtaL %9

(2) RABYZIEERBENY > bORE
[BREDART > N
KA > V&R, HEDSOBBAY A L7 7+ LTORHEY > 7 REOHEEA T & 5 VRED,

HDOENTBIZTEGE L THRELLEEIBHELET . COMPR ARV 7EBERENY Y N T,
WHEY > 7KEEIE, 1 1 [[EEELTVWET,

F7my) > 7EEREA Y > M ERET S, KEICATRY Y 7REPREL TP SMEHT HETO
Rz CEEd. AmmY v 7REREAN Y 2 b 2R T5 ERmEZRIMHT 25T, "R
HOBENDKHDE T, BE, KRERFELET H2HEIIHD T A

FHmY) > BEREPOSBHETOBIZORMZIRITRLET, 4B, RAK10%DRENELF
ER

54+ (FAmy v orEERE A7V ) ]
[OY > RICKBETF]

1. (config)ff efmoam udld-detection-count 60
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F7mY) > 7BEREET H720OEF, o DERY A L7 7 FIFERGEELHZ 60 FICHEL LT,
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23.3 AXRL—>3 >

23.3.1 ERHIOVYR—E
[EEE802.3ah/UDLD DI 3% > F—E#ROKITRLET,

x23-3 ERAIVYR-E

IR A
show efmoam IEEE802.3ah/OAM OFLEFMB LUK — S OB EFHREFRLET,
show efmoam statistics IEEE802.3ah/OAM IZBE 9 B et EfMER L E T,
clear efmoam statistics IEEE802.3ah/OAM I3 2 #iaH&E#HZ 7 U 7 LE T,
restart efmoam IEEE802.3ah/OAM 7u 75 L 2 Hig8 L7,

dump protocols efmoam [EEE802.3ah/OAM 71 75 LA THELL TW ARl A X2 b b L—AEHB LS
HET — T UERE T 7 A LAHALET,

23.3.2 |EEE802.3ah/OAM BERDERT

[EEE802.3ah/OAM EHR DO FERIL, EH I~ > F show efmoam T/FTW\ £ 9, show efmoam 2<% K
1%, IEEE802.3ah/OAM D& EEM & active E— FIZRESNIZA— FOBHREERLET, show
efmoam detail I~ > Fi&, active E— FICRRESINAR— MIMA, HFEEZR#L TV 5 passive
E-ROFR—-bOBEHREFRRLE T, T/, show efmoam statistics T~ > FTid, IEEE802.3ah/OAM
7a b a)LoifEHERICINZ, IEEES02.3ah/UDLD HEETHRH L 7-BEERTZERLE T,

23-1 show efmoam J<7 > RMOEITHER

> show efmoam

Date 20XX/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

1/1/1 Up detection * 0012, €298, dc20
1/1/2 Down active unknown

1/1/4 Down(uni-Llink) detection unknown

>

23-2 show efmoam detail 37> ROEITHR

> show efmoam detail

Date 20XX/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

1/1/1 Up detection * 0012, €298, dc20
1/1/2 Down active unknown

1/1/3 Up passive 0012.e298. 7478
1/1/4 Down(uni-Llink) detection unknown

>

23-3 show efmoam statistics v > RDEITER

> show efmoam statistics
Date 20XX/10/02 23:59:59 UTC
Port 1/1/1 [detection]

0AMPDUs :Tx = 295 Rx = 295
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 190 Tx Remote= 105 Rx_Remote= 187
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Timeout = 3 Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
Port 1/1/2 [active]
O0AMPDUs  :Tx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 100 Tx Remote= 100 Rx_Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
Port 1/1/3 [passive]
0AMPDUs  :Tx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 0 Tx Remote= 100 Rx Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
>
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MP BHRA Y b &ET, MEP & MIP O TI,
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EF3EVLRILELDET,

BOWRAAL Y LULRLTIE, BORAALYLANLO CEFMPDU #FEELET, ELRAAL Y ULRLTIE, B
WRAAL 2 LANLO CFMPDU 2B L WTERELE T, LA T, BV RXAA 2 LXRLD CFM
PDUNBWVERAAL Y LNLD RAL VICEAHZ EEEL, RAL Y THY L RSFEESTEET,

RAAL VUV RVERFIECTERT A LI, B THREESNTVWET, KOICEDHE TSN XA
LARLEROFITRLUET
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PRETHEEIHERALE T,
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)T NL—RF—IN—2R
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FALLARIL2

| | | |
| | MA “ma2_v|an200” | |
| | VLAN 30, 40, 200 | |

Y= S oia Y

RAA LRI
MA “mal_vlan100”
VLAN 10, 20, 100

5 o0 A

A : Up MEP YV :Down MEP O :MIP [J: K—
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(1) BHRXAVBELIUTRXA>TED MA DERE

EREDRT > M
BEORAA VDD BEE, BORAL Y LRLORAALUPERELE T MADKREIZRAS VL
N E MA BRIES, RAAL VR, BLXUOMABMENEEESE —HSEL20EPHDET, T
NRZBI5E, KREEENMERBILE — MA EHETSNEE A

MA ©»7Z4 <) VLAN 213, A#EED MEP 75 CFM PDU %#3%(59 % VLAN Z8E L £ 7

primary-vlan /87 A =¥ BEE I N TV WIEEIL, vilan-group /87 X —% TEES 17 VLAN O
5, mb/NE7% VLAN ID 2> VLAN 73\7"747‘J VLAN 272D %9

[O7 > RICKBEETE]

1. (config)# ethernet cfm domain Llevel 1 direction-up
(config-ether-cfm)# domain name str operator_1
RAAL LR & MEP OFJ#AKEES Up MEP I 22 E2RELET, IV T4 L —Y a3y
A —%% v b CFME—RIZBITL, RAAMVEMERELE T,
2. (config-ether-cfm)# ma 1 name str mal_vlan100
(config—ether-cfm)ff ma 1 vlan-group 10,20, 100 primary-vlan 100
(config-ether-cfm)# exit
MAL T MA 2%, MA IZFiBY % VLAN, 51~ VLAN 28 EL 7,
3.(config)# ethernet cfm domain level 2
(config-ether-cfm)# domain name str operator 2
(config—ether-cfm)# ma 2 name str ma2_vlan200
(config-ether—cfm)#f ma 2 vlan-group 30, 40,200 primary-vlan 200
(config-ether-cfm)# exit
RAA LNV 2 & MEP OfERRE%Z Down MEP IC9 22 & E2FELE T,
MA2 T MA &%, MA ICFiE9 5 VLAN, 7514~ VLAN 2% EL 7.

(2) MEP KLU MIP DEEE

[EREDRT > N
MEP B XU MIP DOEEIL, INESEMFELIAL ”Yiéck’) IRELTLZE W,
FE L7- MEP BX O MIP &R Z B9 512 ZEED CFM 2 EMICT ARENSHEIZZDET .

[O7 > RICKBFRE]
1. (config)#f interface gigabitethernet 1/1/1

(config-if)}f ethernet cfm mep level 1 ma 1 mep-id 101

(config-if)# ethernet cfm mip level 2

(config-if)it exit

(config)ff interface gigabitethernet 1/1/2

(config-if)# ethernet cfm mip level 1

(config-if) exit

A—=b /17112, RAL LRV ], MALICFRIES 5 MEP 2B ELF T, £/, FXAL LN 2

OMIPZ#BELET, R—F 1/1/2ICFAAL LRV 1 DOMIP #BELET,
2.(config)#f ethernet cfm enable

AREEDO CFM OERAZMIBLE T,
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(3) R—bDCFM DELE
EREDRA > N
—BEICAR— b CFM 2L L WESICERELE T,
[O7> RICKBETE]

1. (config)# interface gigabitethernet 1/1/1
(config-if)#t no ethernet cfm enable
(config-if)#f exit
R—t1/1/1 ® CFM %1 L E T,

(4) CCOEHE

EREDRAT > M
ethernet cfm cc enable 27> FORTEERD» S, CCHEELET.

[O7> RICKBETE]

1. (config)# ethernet cfm cc level 1 ma 1 interval 10s

(config)# ethernet cfm cc level 1 ma 1 enable

FXA LNV 1, MAL T, CCM 0% (EMEREZ IO MICRE L7zH &I CCOBEEZRMMBLET,

24.2.3 CFMDOEE (A—KX12, EEMA)

FB—RNXA 2 THEEDO MA ZRETHFIEZHALET, 22T, ROKIIRTAEE A ORERF =R
LEd,

B 24-32 CFM OFRER (B—RXA1>, EHMA)

)
|

|

|

|

|

|
WA “ma2 v1an200” :
VLAN 30,40,200 |
|

|

|

|

|

g

|
|

|

|

|

|

|

|

I 'MA “ma1_vlan100”
| VLAN 10,20, 100

|

|

|

|

{

|
|
|
|
|
|
|
i
i
|
|
|
|
l

(man
/A : Up MEP O :mp
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(1) BA—KXA 2 TOERMA ORE
[BEDHA > N
Fl— NXA 2 THEED MA 2RET 25818, MARBBIESBEPMABRPERLZ VLD ITHRE
LETo NASVBRUMA OERNLREDR A » M, [242.2 CFM ORE (BHEFAA V)]
FBHRLTLES L,

[OY > RICKBETF]

1. (config)# ethernet cfm domain level 6 direction-up
(config-ether-cfm)# domain name str customer 6
RAAL LR E MEP OfREE.E Up MEP IS 52 EARELET, I 74 7L —YarA—
P4y b CFME—FIZBITL, FAAL VERERELET,
2. (config-ether-cfm)# ma 1 name str mal vlan100
(config—ether-cfm)# ma 1 vlan-group 10,20,100 primary-vlan 100
(config-ether—cfm)ff ma 2 name str ma2_vlan200
(config—ether-cfm)f ma 2 vlan-group 30, 40,200 primary-vlan 200
(config—ether-cfm)ff exit
MA #AIES & MA 25, MA ICATEY % VLAN, 51 ~<) VLAN #&EL £ 7,

(2) MEP KLU MIP DEEE

BREDRA > K
MEP id MA ZEICBRTET 2MEDPH D £9, MIP IZEHD MA THET, F— FRAIC—DOHRELE
T MEP BLU MIP OEERWLEHREDRA » M, [2422 CFM OFE (BHE XA V)] 258
LTS,

[O7 > RICKBERE]
1. (config)#f interface gigabitethernet 1/1/1
(config-if)#f ethernet cfm mep level 6 ma 1 mep-id 101
(config-if)# ethernet cfm mep level 6 ma 2 mep-id 201
(config-if) exit
(config)ff interface range gigabitethernet 1/1/2-4
(config-if-range)# ethernet cfm mip level 6
(config—if-range)# exit
A=t 1/1/112, FAL LNV 6, MAL ICFiEY 2 MEP 2/ EL£9. £72, MA2 ICFTEY %
MEP Z8ELET . A=t 1/1/2~1/1/41CRAL LRV 6DMIP #RELET,
2.(config)lf ethernet cfm enable
ALEED CFM OERZRBLE T,
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243 AXRL—>3>

CFM

24.3.

1 EFIYYR—E

CFM ORI~ F—EZ2ROFRITRLE T,

*24-15 BRIV R-E
IR A
12ping CFM @ Loopback ##E#ET L £, 1BE MP BOEG 2 AL £ 7.
12traceroute CFM o Linktrace #eE%ET LE . 8E MP BlOL— 2L £ 7.
show cfm CFM @ FAA ERERRLE T,

show cfm remote-mep

CFM @) &— h MEP OEHRZFRLET,

show cfm fault

CFM OEEFHRZFRRLE T,

show cfm 12traceroute-db

12traceroute I~ > RTEHB LAV — MEHRERRLE T,

show cfm statistics

CFM OffiEtHERZRRLE T,

clear cfm remote-mep

CFM @YU E—+ MEPE#H% 27V 7 L7,

clear cfm fault

CFM olgEfHz 7 ) 7 LET,

clear cfm 12traceroute-db

12traceroute <> RTHE L L — MEHRZ 7 U7 LE T,

clear cfm statistics

CFM oiftatfiz 7 7 LE T,

restart cfm

CFM 7Fu /o L= HiRg L E9d .

dump protocols cfm

CFM % > FE#H= 7 7 A W~AHEHLET,

24.3.2 MP ED#ER

GBIty

I2ping 2v > KT, $#5E Liz MP RIOBEBZHRE LT, EREBRLET. Ivr FICRBERERS L0
ERLRMAEECEE T, HELLVES, MREMSE, HEEBEIESBTT. BEkRO
SEREEISESSHESBEEBIC, ROBREZEBIELET.

24-33

2ping Y RD

SITHRER

>12ping remote-mep 1010 domain-level 7 ma 1000 mep 1020 count 3 timeout 1

L2ping to MP:1010(0012.e220.00a3) on
Time:20XX/03/14 19:10:24

L2ping Reply from 0012, e220. 00a3
2: L2ping Reply from 0012.e220.00a3
3: L2ping Reply from 0012.e220.00a3

1:

-—— L2ping Statistics -——
Tx L2ping Request :
Round-trip Min/Avg/Max :

>

Level:7 MA:1000 MEP:1020 VLAN:20

64bytes Time= 751 ms
64bytes Time= 752 ms
64bytes Time= 744 ms
3 Rx L2ping Reply : 3 Lost Frame : 0%

744/749/752 ms
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24.3.3 MP BE®D)L— &R

12traceroute I ~v > R, #8ELZ MPEDIL— MEREINEL, BRE2FRLET, I~V NS
HEEME TTLEAIEETCEE T, HELZVIES, BE&E5EMIZ5H, TTLEIZ 64 T,

FECICHRE L7 MP 5 5&2RE LI &% [Hit] THETEEd,

24-34 |2traceroute OV > ROEITHER

>l2traceroute remote-mep 2010 domain-level 7 ma 1000 mep 2020 timeout 10 ttl 64
Date 20XX/03/15 14:05:30 UTC

L2traceroute to MP:0012.e220.00a3 on Level:7 MA:1000 MEP:1020 VLAN:1000
Time:20XX/03/15 14:05:30

63 0012.e220.00c0 Forwarded

62 0012.e210.000d Forwarded

61 0012,e242.00a3 NotForwarded Hit

24.3.4 JL— b LD MP OIARERESR

show cfm 12traceroute-db detail 2% > FT, %8%D MP £ TDJ)L— k& )L—+ EO MP OFffliER %
R T&E £ 9, [NotForwarded] #EREN7zHA, Ingress Port 3 & U Egress Port @ [Action] T,
JT MU —RARA vt —IUWRshah>1-HETHERTEET,

24-35 show cfm 2traceroute-db detail 7 > ROEITIER

> show cfm l2traceroute-db remote-mac 0012.e220. 1040 detail
Date 20XX/03/16 10:21:42 UTC
L2traceroute to MP:2010(0012.e220.1040) on Level:7 MA:2000 MEP:2020 VLAN:20
Time:20XX/03/16 10:21:42
63 0012.e220.10a9 Forwarded
Last Egress : 0012.f110.2400 Next Egress : 0012.e220. 10a0
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012, €228, 10a0
Ingress Port MP Address: 0012.e220.10a9 Action: 0K
Egress Port  MP Address: 0012.e220.10aa Action: 0K
62 0012.e228.aa3b NotForwarded
Last Egress : 0012.e220.10a0 Next Egress : 0012.e228. aa30
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012, €228, aa30
Ingress Port MP Address: 0012.e228.aa2c Action: -
Egress Port  MP Address: 0012,e228,aa3b Action: Down

24.3.5 CFM DIRREDHESR

show cfm 2= > F T, CFM OFERELBRERIREZFRLE T, CC TREZBRAM LGS, B
L-EEOHT, RLEELNLOEWVEEMER % [Status] THETEXET,

24-36 show cfm Jv7 > ROETHER

>show cfm
Date 20XX/03/15 18:32:10 UTC
Domain Level 3 Name(str): ProviderDomain 3
MA 300 Name(str) : Tokyo to Osaka
Primary VLAN:300  VLAN:10-20, 300
CC:Enable Interval:Imin
Alarm Priority:3 Start Time:2500ms Reset Time:10000ms
MEP Information
ID:8012 UpMEP CH12(Up) Enable MAC:0012,e200.00b2 Status:Timeout
MA 400 Name(str) : Tokyo to Nagoya
Primary VLAN:400  VLAN:30-40, 400
CC:Enable Interval:Imin
Alarm Priority:3 Start Time:2500ms Reset Time:10000ms
MEP Information
ID:8014 DownMEP 1/21(Up) Disable MAC:0012,e220.0040 Status:-
MIP Information
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1/12(Up) Enable MAC:0012.e200.0012
1/22(Down) Disable MAC:-
Domain Level 4 Name(str): ProviderDomain 4
MIP Information
CH12(Up) Enable MAC:0012.e220. 00b2

24.3.6 RESOFHBEHROHES

show cfm fault detail 2~v > F T, BEER LI, BERIREEBERMNDOE >»1F &% -72 CCM
EHREFRLET, CCMZEELRYE— b MEP X [RMEP], [MAC] B&X [VLAN| THETZ
i @—0

24-37 show cfm fault detail 37 > ROEITHER

>show cfm fault detail
Date 20XX/03/21 12:23:41 UTC
MD:7 MA:1000 MEP:1000 Fault

OtherCCM : - RMEP:1020 MAC:0012, €220, 1e22 VLAN:1000 Time:20XX/03/20 11:22:17
ErrorCCM : -
Timeout -
PortState: -
RDI : On RMEP:1011 MAC:0012.e220.11a2 VLAN:1000 Time:20XX/03/21 11:42:10

>

show cfm fault detail 2~ > RTERENS Y E— b MEP BERIZBERHOZ > T &L 72BRTH
D, EBEIZIZERDY £E— h MEP TERESRELTVWAIBENLHDET,

HWEL D) E— bk MEP TEEMNFAEL TV 5 21, show cfm remote-mep 3v > RTERENS Y E—
F MEP o [ID] &L [Status] CHEETEEI,

24-38 show cfm remote-mep O > RDEITHER

>show cfm remote-mep
Date 20XX/03/21 12:25:30 UTC
Total RMEP Counts: 5
Domain Level 7 Name(str): ProviderDomain 7
MA 1000 Name(str) : Tokyo to Osaka
MEP ID:1000 1/20(Up) Enable Status:RDI
RMEP Information Counts: 3

ID:1011 Status:- MAC:0012. e200.005a Time:20XX/03/21 12:25:29
ID:1020 Status:RDI MAC:0012.e220. 1e22 Time:20XX/03/21 12:25:29
ID:1030 Status:RDI MAC:0012.e220.1e09 Time:20XX/03/21 12:25:29

MA 2000 Name(str) : Tokyo to Nagoya
MEP ID:8012 CH1 (Up) Enable Status:-
RMEP Information Counts: 2
ID:8003 Status:- MAC:0012. e20a. 1241 Time:20XX/03/21 12:25:28
ID:8004 Status:- MAC:0012. e20d. 12a1 Time:20XX/03/21 12:25:29
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COETIE, AEEBEICHEET H2BEDRFRZNET 2ETH S LLDP O
FEBEREIIOVWTHALE T,
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25

LLDP

25.1 fEE
25.1.1 M=

(1)

LLDP (Link Layer Discovery Protocol) \&M#% 9 22 BIEH % INET 570 F LT, EH - (R5FEE
ICHEREEOEREHRICHAE TS S I E A BNE LIIETT .

LLDP 0:&ERfI

LLDP #AEZ(ERT 2 C E THHRRE LB L TV AE R — MW LT, BEREICHT SHERB L UHH
R—MBETLEREEFELE T FEKR- P TRELBEEEOEREEN T 5 E THEE LB
BEROEGREZIEETZ L5120 FT,

LLDP O#ERF 2 ROKITRLE T, ZORITIE, F—ELHORREICRE S N ARREROERIREZ,
IBEICRELIAZBE AP SIEETZLLDIIRDET,

25-1 LLDP 0@l

KEEC
o
LDPDU : | v ARLEEB
System ID <
Port ID | [l o
VLAN ID7z &
& B KEBA DB Z B
A 1HER :
®E P - REEB, AEBECD
e e
----------------- > E=mp 1 VLAN ID
—\0 Port ID% &

25.1.2 HR— Mtk

(1)

492

Bt ¢ % LLDP 18
FEETRIKICTRT ZOORMEE T A — b LET,

+ IEEE Std 802.1AB-2009

ALEETIE, 505 MAC 7 FLAA “01:80:C2:00:00:0E” 7213 LLDPDU & L CRETEE 9,
» IEEE 802.1AB Draft 6

77 # ) b TIE IEEE Std 802.1AB-2009 T&jE L T, IEEE 802.1AB Draft 6 ® LLDPDU 7 =g L
7zAR— 7 513 IEEE 802.1AB Draft 6 ® LLDPDU %ixf§ L %9, 7, IEEE Std 802.1AB-2005 &%
Tt Ed, FEHIOZE LLDPDU &iX(E LLDPDU DR ZRDRIRLE T,



F 25-1 FHHERINRME LLDPDU &3%f8 LLDPDU MBI

25 LLDP

{5 LLDPDU D#34&

IEEE Std 802.1AB-2009
IEEE Std 802.1AB-2005

IEEE 802.1AB Draft 6

iX{5 LLDPDU D#548

ZfE% L RE%L IEEE Std 802.1AB-2009*
ZEHY IEEE 802.1AB Draft 6

ZEHY ZE%L IEEE Std 802.1AB-2009*
ZEHY IEEE Std 802.1AB-2009*

¥ System Capabilities TLV 7217 1% IEEE Std 802.1AB-2005 OFE TEFE L £9 .

(2) HR—KTLV

REBETO TLV OY R — MRILZRORITTRLE T,

& 25-2 TLV OHR—MRR

IEEE 802.1AB Draft 6

IEEE Std 802.1AB-2009

IV name IEEE Std 802.1AB-2005 -
EE 25 e el 28

Chassis ID O O O O EEBD MAC 7 R L A %%
BLET.

Port ID O O O O A—=FDOMACT7 RL A%
REELET,

Time To Live O O O O KEBEDEET HHEROHE
BRI 740 L —
Ya Y TEETEET,

Port Description O O O O interface 7 )L—7 MIB ®
ifDescr LR CEZ#EE L E
ER

System Name O O O O system ZL—7 MIB ®
sysName & [F] UfE%3%(E L
£9,

System Description O O O O system 7 )L—7 MIB @
sysDescr &[A] UEZIA(E L
£9,

System Capabilities X X O O FIFHT & kR & BRI
ROBEHEEELET.

Management Address X X O O BT FLAEZRXELET,

Organizationally-defined TLV O O X X BESNTWD VLAN ID

extensions
« VLAN 15
+ VLAN Address 1&#

% VLAN ICBE S 5 hiz
IP7RLRAZZEFELET,
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IEEE Std 802.1AB-2009
IEEE 802.1AB Draft 6
i e IEEE Std 802.1AB-2005 -
eSS 2ME EEHT 25
IEEE802.1 Port VLAN X X O O HESNTWVER—
Organization | ID VLAN & VLAN ID 1&# %
ally Specific REELET,
TLVs
Port And X X O O BESNTVWAR SO Il
Protocol VLAN @ VLAN ID 1&#i %
VLAN ID EELET,
VLAN Name X X AX2 O BESNTNSBKR— b
VLAN @ VLAN ID, B&*
VLAN O&HFiZ#E(E L &
ED
(B O:HR—=F A —IR—-F x :JEPFKR-}H
Xl
IEEE Std 802.1AB-2009 O #i& T LLDPDU %23i%fF L £ 9. 7272L, System Capabilities i& IEEE Std
802.1AB-2005 DM TEFE LE T,
X2

VLAN Name Length OE# % 0 T#F L, VLAN ORHIIEELEE A,

LLDP THXR— b9 2 EHROFMEZLUTITRLE T,

B, MIBIZDWTIE [MIBL 77 L YR] 2L TLEZE 0,

(a) Chassis ID (EBN:HRIF)

EBELZHANTAHEMTT . ZOFERICIE subtype BEFK SN, subtype ICk > TREERNENELD T,

subtype EEEABZIRORITRLE T,

# 25-3 Chassis ID @ subtype —& (IEEE Std 802.1AB-2009)

subtype Rl XEEAT
1 Chassis component Entity MIB @ entPhysicalAlias & & C1&
2 Interface alias interface MIB o ifAlias & & Uf#
3 Port component Entity MIB ® portEntPhysicalAlias &[F U8, & 7-i& Entity MIB

® backplaneEntPhysicalAlias &R U{#
4 MAC address LLDP MIB ® macAddress & [F Uf&
5 Network address LLDP MIB 0 networkAddress & [& Uf#
6 Interface name interface MIB @ ifName & & U1&
7 Locally assigned LLDP MIB ® local &[E UfE
% 25-4 Chassis ID @ subtype —& (IEEE 802.1AB Draft 6)

subtype Rl EEAT

1 Chassis component Entity MIB @ entPhysicalAlias & & C1&
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subtype il EERS
2 Chassis interface interface MIB @ ifAlias & & UfE
3 Port Entity MIB @ portEntPhysicalAlias & R Uf&
4 Backplane component Entity MIB @ backplaneEntPhysicalAlias & [F UfE
5 MAC address LLDP MIB ® macAddress & & UfE
6 Network address LLDP MIB ® networkAddress & [d] Uf#
7 Locally assigned LLDP MIB ® local &[E UfE

Chassis ID IZDWTDERBEMEIIIROEB D TT,

o (5 E(E9 5 subtype OFEHIL MAC address 721 T9 . #ET 5 MAC 7 L A3ZEE MAC 7
RUZAZERALET, £/, A¥ v VEBFREIZAY Y 70EBEMAC 7 RLAZFEHLET,

o ZfF 1 REITR L7242 subtype IZDWTRETEET,

s FEFT—YBAE 125547 F v b
Port ID (R— NEERIF)

R—bE2FHT2HEMTT . ZOFEHICIE subtype STEFK S, subtype I K> TREBENENELZD £,
subtype EXERNBEZRDEITRLE T,

& 25-5 Port ID @ subtype —E (IEEE Std 802.1AB-2009)

subtype =il EERS
1 Interface alias Interface MIB o ifAlias & [F UfE
2 Port component Entity MIB ® portEntPhysicalAlias & [F Uf#, % 7:13 Entity MIB

@ backplaneEntPhysicalAlias & [F Uf#
3 MAC address LLDP MIB ® macAddr & & U{#
4 Network address LLDP MIB o networkAddress & & U{#
5 Interface name interface MIB @ ifName & [6 UfE
6 Agent circuit ID RFC3046 @ Circuit ID
7 Locally assigned LLDP MIB @ local &6 Uf#
# 25-6 Port ID @ subtype —& (IEEE 802.1AB Draft 6)

subtype il EERNS
1 Port Interface MIB o ifAlias & [F UfE
2 Port component Entity MIB @ portEntPhysicalAlias & [F U&
3 Backplane component Entity MIB ® backplaneEntPhysicalAlias & [& Uf#
4 MAC address LLDP MIB ® macAddr &R Uf&
5 Network address LLDP MIB ® networkAddr &[F &
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subtype &Rl EERE

6 Locally assigned LLDP MIB ® local &[E UfE

Port ID IZDOWTDRERERAFIRDEBD TI,
» (5 1 %59 5 subtype OFEHIIZ MAC address 7213 T, #FT 5 MAC 7 FL ZEHYAR— D
MACT7 RLAZFEHLET,
o 23 LEITR L7122 subtype IZDWTRETEET,
s RET—HIBRAE 2557 T v b

Il

(c) Time-to-live (fEERMDIRFFHFRE)
Fifid 215 % ZELRBER CRIFT 2RHZEZRLE T,
REREIZIL T4 7L -V a Y TCEETEE Y, HRETHERIT L2 B8O LET,
(d) Port description (R— ~&5l)
R—bOEFZRITEHRTT. ZOBEWRICIE subtype lZH D TH A
EENEB JUOZERHFIIROEBD TT,
« EEFNA : [Interface MIB @ ifDescr &8 UfE ]
« RET—YBRAE 25547 b
(e) System name (ZEBEEZFF)
EBEAMEZRIERTT . ZOFEHICIE subtype 13H VD FH A
EEREBLUORBEREFIZIROEB D T,
s EFNA : [systemMIB @ sysName & [6] C1E]
« RET—YBRAE 255477 b
(f) System description (ZEEEH!)
EEBEOER A2 RTERTT . ZOBRICIL subtype IZH D FH A
EENEB FUOZERHFIIROEBD TT,

s EFNA : [systemMIB @ sysDescr & [7] UfE ]
RAE v TIERERE Y A Y X4 v F O sysDescr [EREZFEHLE T,
s ZET-IYBRARE 125547 T v b
(8) System Capabilities (ZEBDHERE)

MATZ WA S LR T 2EHRTT. ZOBERIIFKICE > T subtype DFEPEZD &
ER

[EEE Std 802.1AB-2009
subtype PEFE S 11, subtype i1 chassis ID subtype ZFH L £9 .
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IEEE Std 802.1AB-2005
subtype IZH D £ A,

System Capabilities IZDOWTDEBHNEB L URERFRBROEBD TT,

o AE
IEEE Std 802.1AB-2005 O#& Ti#(E L £ 9. System Capabilities TLV DX EABE ZIRDFRITR
LET,
# 25-7 System Capabilities TLV DEENS
F—9% A EERE
system capabilities WRERA+ (BREAPE T SHRE) MAC Bridge (1) &
Router (1) &
enabled capabilities WRERA T DS B, BRICTE > TV DA MAC Bridge (1) &%l
Router (1) Bz

* X5
IEEE Std 802.1AB-2009, ¥ & U IEEE Std 802.1AB-2005 OMETZETE £, [EEE Std
802.1AB-2009 OFIETIX, IXTOD subtype IZDWTRETEET,

(h) Management Address (&7 KL )

FEEDOIPT7 FLARL MAC 7 FLAZ#FIT HEHRTT. ZOFERICIE subtype 2EFHS 1, subtype I
Lo TEBRENPELDET,

Management Address IZDWTDEFEREB K UZEFHFRIROEBD TY,

« EfEF
Management Address TLV DX EABRZRORITRLE T,
& 25-8 Management Address TLV DEERE

TF—9% Bl RE(E

management address subtype EET N L 2R 1:IP (IPv4 7 FLR) F7zid
2:1P6 (IPV6 7 FLR)

management address EE7 RL A avI747b—=yaravr Rldp
management-address TERE L7z 7 FL
EHEALEY

interface numbering subtype A7 x2—AFSY7 | 1:Unknown

47
OID string length OID 1B & 0
* X5

IARTO subtype ICDWVWTREFETEZ 9, LLDPDU EICHEED Management Address TLV A3 <
Hald, RROBRLETERRELET,

* RET-IVERARR
167 475 b
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(i) Organizationally-defined TLV extensions
AEBHBICROBRET A —-PLTVET,

« VLANID
FER—MEAT S VLAN Tag ® VLAN ID #/R L&, Tag Bz HH L T 55A1, Bk
DOVLANID #7RLET, COBERIEIET I R—METEWZIBFRTT,

* VLAN Address

ZOBRIE, FEAR—PTIPT7 FLADPRESN TS VLAN DS B, HFH/NSW VLANID &20D
IP7RLAZ—DRLET,

(j) IEEE802.1 Organizationally Specific TLVs
REBTRIROERZI AR - P LTVET,

» Port VLAN ID
A — DA — » VLAN OFEHTI .
T IR AR—=FDBE, %HT5KR—h VLANO VLANID 23%ELET, 77 AR— SO
&, 3 T4 7 VLAN BEZ R E XA T4 7 VLAN O VLANID 2%EL T, ZET—YEKR
i, 6477y bTT,

* Port And Protocol VLAN ID
HUAR— S u b3l VLAN OE#R T,
70 IV R—FOEBE, #%HT 570 3L VLAN O VLANID 23%#E L £, #ET 5 VLAN
ID OE#HRIZ, BFHORETT ., U 2L VLAN OREN 2\ E X, 70 ha)L VLAN OF#H %
EELERA. ZET—IBRAEIX, 7F77v FTY,

* VLAN Name
FUAR—bDOAR— bk VLAN OE#HR T,
TIvAR—bNDGE, #HITS5R—FVLANO VLANID #%EFLET. MT 7 KR— bDHE,
VLAN Tag ® VLAN ID ERELET, /2, 21T« 7 VLAN BEM R & &L, AT« 7 VLAN
O VLANID bEHEIEFBLE T 77EAR— BT bT I R= S DEE, EER—-tD
VLANID 2%ELET, £z, X1 T+« 7 VLAN »E%ZEE XX, *1 57«7 VLAN © VLAN ID
HEBRICEEBLET,
EfE9 5 VLAN ID OfERIE, RIFOKRETT, £/, TagBHEFEAL TWAEAEIL, EHEZEO
VLAN ID #3%(F L, VLAN b2V U JHEEZFER L TWA5E1E, VLAN b)) > JHEEETH
772 VLAN Tag ® VLAN ID 2% F L £ 9. RET—FmAERIE, 394 7T v FTT,

25.1.3 LLDP {ERFDEFEEIA
(1) LAY 221y FHsEE DT

[a>7427VL—=2arA K Volll 223 LAY 224y FREEMEROEFIIOVT] 258 L
TL2ZE W,

(2) AHEEZE UICRBREICAEREZ YR — M LRV RIREZER LSS
WITRT A E LBy, BEBEEE L OBRRIE L EREICIER LIS CWRIBIC A D £ 95

o A4 v FERALTERLEA, A v FIELLDP ORMEREZFMLET. 2070, BEEERL
TWERWEERT, BEERE L (RABRZZETEH0T, BEEERSN TV L REROFEHREX
MNP ZDET,
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o —¥ =Rl LU THER L5 E, LLDP ORMERIIV—F THEEINS7:9 LLDP HEEEFE L%
BEFETREIRZEFETEEEA,

(3) BEHEREDERKRHICOWVT

(4)

(5)

BBEBORANENABZ 58, ZEL-EABRIEELET. SEHEAOBELEERRIY 1 LT
Y R CHIR S N BB ZHERT 57010, BEREI—EREHkES T, BEIE, SANEROMIESL
Rl o - B EBE RO RSB EF— T,

VRF #gE& DHTFICDWT [OS-L3CA]

VRF 28 E L7 VLAN ICERESIN/ZIP 7 RLRIEEA LEET A

A9y TEREFICDOWNT

AY Y JERERE, Y AT ALy FOUYOBAIANRET HE, BEEBOEREZ VT LET, 0k, BE
EEN”S LLDPDU 2%{Ed 5L THEELE T,
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252 A>7«147L—>3a>

2521 d>7«470L—3>av R—E&
LLDP®Da> 74 7L —ayavy F—E2ROBISRLET,

%259 O>7147L—>a>avrR—E&

I RE A
lldp enable R— MTLLDP OER %I L E T,
lldp hold-count ARIEBNFEET S LLDP 7 L— LI U CHEBEEB S RIF T 2R E2EELE T,
lldp interval-time KEBEAEET S LLDP 7 L — L 0XERBZIEEL X,

lldp management-address | #{§9 % Management Address TLV OB 7 FLAZHEL LT,

lidp run EE2ATLLDP #eEZ BT LE T,

25.2.2 LLDP OERE

(1) LLDP #&8EDERE

EREDRT > K]
LLDPBRED I > 7 4 L —2 3 VIZEBLERTHELBEWNICT AREL, EBRIGERITAKR—MNTH
ZT BEREPBETT,
Z T, gigabitethernet 1/1/1 128 W T LLDP #ge 2 @RS¢ £ 9,

[Ov > RICKBEERTE]

1. (config)# Lldp run
EB KT LLDP BEE2 B LET,

2.(config)#f interface gigabitethernet 1/1/1
RA—=P /11D =2V M UF T2 —ARAV T4 T L= a3V E—FRIIBITLET,

3. (config-if){f Lldp enable
A—1N1/1/1 TLLDP ¥EEDEEA2FB L £ 9,

(2) LLDP 7L —AMxEREMR, REFFHEDRTE

EREDRT > K]
LLDP 7 L —L0OXEERHEAEET 5L, BEOBROZENSRKMSINLBELZRETE LT, £EM
i< T2 EBENRI KBS, XEHREEELTHEEEORMPEL 2D ET,

[O% > RICEKBEEE]

1. (config)# Lldp interval-time 60

LLDP 7 L — L D% ERREEZ 60 MICRELE T,

2.(config)# Lldp hold-count 3

HREBEDEE LR BEEE S REE T SR % interval-time R ORI THREL T, ZDH
&, 60MX3TI80MITED £T,
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25 LLDP

(3) XEIBEET7 RLADEE

[EBREDRAT > N]
BE7RNLAZHRETHE, RELLIP 7 FLASHEBEE IGENESNE T, RETESIPT7RLA
3, AV T2—AHESNTVAIP 7 FLAIZRBODZH A,

[OY > RICKBERE]

1. (config)# Lldp management-address ip 192.168.1.20
%{E9 % Management Address TLV OB R L 2% 192.168.1.20 ICBEL £7
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25 LLDP

253 AXRL—>3 >

25.3.1 ER3IVYYR—E

LLDP ORI~ Y F—EZROFITRLE T,

x25-10 EROVYR—E

Jv U RE A
show lidp LLDP OB EB®RS L OBHREERZRRLE T,
show lldp statistics LLDP OfttElREzFR L E 7,
clear lidp LLDP OB ®R=EZ 7V T LET,
clear lldp statistics LLDP OfiettE@z 27 V7T LET,
restart lldp LLDP 7u2rs L% HEg LE T,
dump protocols lldp LLDP 7075 A THRE LTVl A X b L —21EHRB L OHIET — 7V E#R%E
T7ANMANEALET,

25.3.2 LLDP [BFROIRT

LLDP & OFRIE, EH I~ > F show lldp TfTW £ 9. show lldp 2~ > Fi&, LLDP O EFHR &
R— b EOBBEEBHZFRLE T, show lldp detail I~ > Fix, BEEBOMMBEHR2FRLE
—g_o

25-2 show lldp O7 > ROETHER

> show Lldp

Date 20XX/11/09 19:16:20 UTC

Status: Enabled Chassis ID: Type=MAC Info=0012. e268. 2c21
Interval Time: 30 Hold Count: 4 TTL:120

Port Counts=3

1/1/1 (CH:10) Link:Up Neighbor Counts: 2

1/1/2 Link:Down Neighbor Counts: 0
2/1/3 Link:Up Neighbor Counts: 0
>
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OADP

COETIE, REEBICHET 2REDFERZNET HHETH S OADP OfF
FEBEREIIOVWTHALE T,
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26 OADP

26.1 f#ER

26.1.1 #=&
(1) OADP HHEDIIE

OADP (Octpower Auto Discovery Protocol) #EE& L, REBEDO LA T 2 LRIV TEIET AR

OADP PDU (Protocol Data Unit) @0 & DICk > THEEEOERZIEL, Bk Eﬁ@?ﬁ?ﬁ%(ﬂ
RRRNCTEET,

COREETIE, BEEBORBREROA — MERE TR T 5 2 L CHRERE OB E S ICHBETE
B22ENS, BEERE D7’f/b7LV)Z\‘/ FT—HERNESE LD L Th, BEROBER ORI

RHERTEET, £/, CORBICK > TRRINIBERRIEAY VTV BRI T A& T, &
BREAPELLBHREINTVWADPEI D EERTEET,

B L LR TE5EEICIE, AEEBEDIEINIC, CDP 2FEE L EE, OADP 2EE L EENH
DNEF,

(2) CDP R{SHBENEIE

(3)

504

OADP #gETi%, CDP (Cisco Discovery Protocol) Zf#RT&%7-%, CDP PDU %3iX{§9 5 hiEE
BLOBRBRLMERTEE T, #7200, KEEIL CDP PDU 2% LEtA. CDP &if, Cisco
Systems HHBIFEBED LA ¥ 2 b«)bfﬁb!’ﬁ@“éﬁw% EEMH O LT,

OADP M@ RS

OADPT%% ExHHT A LT, BBEEBLEFL TLAEFR—- MR L TEEBICHEAT A2BHREB L UGS

BT 2BMEEEBELET. BEBESLR— MIETAEHRE LT ,7/\47\1D, A—HhID, IP
7%1/7\ VIANID ZERH D ET, MBEE,P SEONTELBREZEFN-INTRETHI LT, H
LB BB OBEREL B TXALDICE D ET,

OADP O#ERFIZ RO LET . ZDFITIE, A—ELHOEEICHE SN EBROERIREZ
I BEICERE LI-ARLEE A D SIET A ENAREELDET,



26

OADP

26-1 OADP MOE RS
CDP% 4 L 1= £ ED
ARG
OADP% 4% L 1= $6BC
CDP PDU
F4 R1D 3
K— R IDARE
AEBANSEZ B
, EER
\\ ARHED - ARED
T T84 R1D
o 2B VLAN 1D
; K— R IDAR &
' - OADPSEZEZEEC
=g KEBA T34 R1D
g, - it
= — K— R IDARE
R [ >
0‘25{?&-1D — 1B - COPFREEAEED
A— k1D TAARID
VLAN 1D% & R— R IDARE
[o]
26.1.2 HR— MMEF
(1) OADP Ot 7R— Mtk
OADP THR— T 2B EAHEZRORIIRLE T,
#+ 26-1 OADP THR— N9 BIEH - {11k
]S nE
BWRHLAY LAy 2 O
LA+ 3 X

OADP PDU iX%Z{5 Hf

MR- RTINS =3y

Uty hERE

O

OADP PDU xfEMHikE

5~254 O T 1 BHEA

OADP PDU &R {74 Fi R

10~255 M OEH T 1 #EL

CDP Z{5H##e

O

(FLEI)

O:¥FR—-1

(2) OADP TERTY 215%R
OADP PDU THifI Y 5 B8 EROEIRLET .

X 1R A= b

% 26-2 OADP THR— N9 B1ER

JESES

B

S&ll

BA

1 Device ID

EEZ—RICHNT 58T
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26 OADP

1585 e B

2 Address OADP PDU %#%E9 21 ¥ 72— AICHEBET 57 FL X, B&
UCV—TNy I 5T —ADT FL A

3 Port ID OADP PDU %3i.(Ed 28— ~ O#AI+

4 Capabilities LB OB

5 Version VI NI TNV a3y

6 Platform TIy N Tt =4

7 Duplex OADP PDU #%3%f59 %4 — +® Duplex 153

8 iflndex OADP PDU #%3i%f59 %K — @ iflndex

9 ifSpeed OADP PDU %3i%f59 %R — b ifSpeed

10 VLAN ID OADP PDU #%3i%{59 54K — h® VLAN ID

11 ifHighSpeed OADP PDU #%i%(§9 4K — » @ ifHighSpeed

%{59 % CDP PDU TR SNAATRENED H H1EHEZIRDRITTRLE . HEF 1~7 13 OADP PDU &
;:;:‘@—(\\‘é—o

% 26-3 CDP THR—h7 3155

5% B2 BTl
1 Device 1D BRI T 23T
2 Address CDP PDU %23%ET 2K — MIBET ST FL X
3 Port ID CDP PDU %389 2K — + O#FFI+
4 Capabilities EE O
5 Version VI TzT7N—=Ta v
6 Platform TIy N T x—4
7 Duplex CDP PDU %3%(59 %K — k@ Duplex 15#

26.1.3 OADP ERIFDEFEEIA
(1) COREZRE LRBEMICC OREEZ HR— N LBV RIREZER LItES
WISRT R E LB, BEFESE & ORFRIEE ERICHE LIS WRBICZ D E T,

« A4 v FERALTER LGSR, A v Fid OADP OEMEREFHLET. £07-0, BEFEER
LTWRWEBHTHEERE L TRKABEREZZETE 20T, BEEERSN TV HAREMOFEREX
AP D 75 < D ET,

« V=% 2 A L TR L725E, OADP OEMAERIIL—F TRESNS/20 OADP BEZHRE L2
REMTIIRETEEEA.
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(2)

(3)

(4)

(5)

(6)

26 OADP

BHEREDRAICONT

BEZHZVEKR 100 OBZRERRZINETE LT, RABEBAZEE mﬁbf:@ﬂ#ﬁ‘%?&tiﬁ%ﬁén
9. REFADBERERRP A LT Y FTﬁUE@éﬂéﬁFﬁ%E@ﬁ@“ét I FEERIRRE 1 — e B T Ak
SN d. REIL, SRNERORMMEN EICZ - -BHEREFROREFRHEF LTI,

OADP Zf£ERY %KR— h® VLAN [CDWT

OADP &A= MIFEESNTWS VLAN kT OADP PDU %##%5 L £9 ., VLAN %2 &%) (state
suspend Iv > F) IZEET & 2D VLAN Tld OADP E#E{ELEEA.

CDP ZzZxREUREEEHLUIEBSICDOWVT

NSV IR—MNTCDP #EELBEEERE LIEAE, FOR—-—bDX 1T+ 7 VLAN = #3h (state
suspend v F) IZLZWVWTLZE W0, BEI C?&ﬁbf:i%é, CDP PDU ZAREE CTHERESNE T,

CDP ZREULREBEICHOIE L2 A1 Y FEXRRBLEZIRLIEHZEGICDONVT

CDP #FEH LI EBORICH -7z (CDP #BE#ET ) L2 A1 v FE2ALEBICB IR IIEEIC, AEEB
T CDP Z{5t#4#E% € (oadp cdp-listener 2~ > F) 95 &, AEEH CDP PDU %F“F LCi&ER L%
{7%257z%, CDP #FEE L - EBRLFBEVWERETE L 2D Ed, CDP ZEREEZFE (cadp
cdp-listener av > F) Lz, AEEILCDP PDU 2ZELAEWVWTHERT 2D T, BEBEZBE ML
ZHTEFERRIC CDP 2 EE L EBRIEVPBEVEZR#HTE X,

VRF #ge& DHTF(IC DWW T [OS-L3CA]

VRF Z&E L7z VLAN 120 L TREOIERZIAET 255, IPT FLARBRALEEA.
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262 A>7147L—>3a>

2621 274 7L—3>av R—E&
OADP D> 7427 L —3yavy R—EE2ROFBITRLET,

£26-4 A>7147L—>a>avrR—E&

av > R%E HBA

oadp cdp-listener CDP Z{E#mEx BT LET .

oadp enable R=brBLFY 77TV~ 2T OADP BREEZBHMICLE T,
oadp hold-time RIEBDIEET S OADP 7 L — LK U CHEBEEB P RIF T SR EZEEL £,
oadp ignore-vlan EE L7z VLAN ID 2 5%{59 % OADP 7 L — L 2 ERT 2IEHICIEELE T,

oadp interval-time KREBEHEFET S OADP 7 L — L OREREEIEEL LT,

oadp run FE2AT OADP HEEEZEMICLET,

26.2.2 OADP ME%E
(1) OADP HEEDERE
[REDHA > K]

OADPHEED > 7 4 VL — 3 VIEBLATHREZANIIT HHREL, EBRIGERT 5K - M TH
T BRENBETT

OADP 2R L7 WAR— BY 77 7UAF =2 a3 V2R LTWAIESIE, R—bFvyRlar¥
Tx—RAIMLTHRELE T,

Z 2T, gigabitethernet 1/1/1 I8\ T OADP #AEZER S H £ 9,

[O7 > RICKBEETE]

1. (config)if oadp run
EBE2ET OADP ¥eExBIICLET,

2.(config)# interface gigabitethernet 1/1/1
R—=PMU/1/1 DA —FRZY MV T2 —ARAY T4 T L—ayE—RIIBITLET,

3. (config-if)# oadp enable
A—1 1/1/1 © OADP #EEDEMEZBHIAL £

[FE==1E]

OADP 13, |/EL7AR— b THEZZ VLAN ETEEL £ 9, suspend ICRESN TS VLAN Tl
OADP WEIELEH Ao

(2) OADP 7L —LMXSHER, REREORE
[BREDHRA > K]

OADP 7 LV —LDRXEHRERET 5 &, BEOERORENRRENHHH2ZRHETCE LI, BEM
Rz 92 LEENPRIRMENS T, BRE, MEEBOAFIPEILHAPHVET. BE
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FRZR< T2 LBMIIMES LD EITHPEEORMPEL 2D T, BF, AREIEETLHLEIID
DEEA

[Ov> RICKBERTE]

1. (config)# oadp interval-time 60
OADP 7 L — L DA ERREZE 60 ICEREL£T,
2.(config)i oadp hold-time 180

ALEBPEE L BREBREEDRET 2R Z ISOMICHRELET.
(3) CDP Z{EHEEDETE
[EBREDRT > N]
CDP Z{Et4pe2E50cd 5 &, OADP DEIEL TWATRTDOR— b T CDP ZEMEISEEL T,
Z 2T, gigabitethernet 1/1/1 128 W T CDP ZEHELZ EHS X T,
[O7 > RICKBETE]
1.(config)# interface gigabitethernet 1/1/1
R=P /11 DA =Ty MV ¥ T2 —RAAV T4 7L —aVyE—RIIBTLET,
2.(config-if)#f oadp enable
R—b 1/1/1 T OADP #eE2 BRI LE T,
3. (config-if)f exit

A—PVFXY b UFT2—RAAY T4 7L —arE—FpbrZu—N)LaryIq4 7 L—3aryE—
FIZED 7,

4. (config)# oadp cdp-Llistener

CDP ZEH#aE2 B LE T, OADP PEMEL TWAR— T CDP ZEHESEHELE T,
(4) OADP 7L —A%ZHEHT S VLAN DFERTE

EREDRT > N
OADP i, F5 > Z7R—+TlE VLAN Tag AL T 1 R— MIEED OADP 7L — L #%ZEL
F9, bITUITR—PMIZFIBLTWS VLAN /52 % SR EBBRLEML, EBEANOAR S
MULET. EL/OADP 7L —L%2EHT 5 VLAN 28REI A ETCEBENDOARZMZA6NE
—a—o

[O7 > RICEKBEE]

1. (config)# oadp ignore-vlan 10-20
VLAN10~20 TREL/ZOADP 7L —L 2 EEHLET,
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26 OADP

26.3 AXRL—>3 >

26.3.1 ERIVYR—E

OADP ORI~ Y R—EZIRODFITRLE T,

F26-5 ERAIVYR-E

Jv U RE A
show oadp OADP/CDP O EERB L UBEEERREERLET.
show oadp statistics OADP/CDP fietElz R R L Ed,
clear oadp OADP/CDP OEi#E#HR %27 ) 7 LE 7,
clear oadp statistics OADP/CDP OfietE#fRz 27V 7 LE 7,
restart oadp OADP a2 L%HEE LE 7,
dump protocols oadp OADP 70275 A THRELL T AEEMlA X b b L —A1ERB L OHIH T — 7 )L E#R
2T 7ANANHAILET,

26.3.2 OADP {BHNOFRT

510

OADP B#H0FE R, #EH I~ > N show oadp TfT\ 9, show oadp 2~ Ni&, OADP OFEIF
HER- N TLOEGNRERERLE T, show oadp detail I~v > FiZ, BEEBOHEMLIERERT
I/ij_a

26-2 show oadp IV > ROETHER

> show oadp

Date 20XX/11/09 19:50:20 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180

ignore vlan: 2-4,10

Enabled Port: 1/1-5, 16, 20

CH 10
Total Neighbor Counts=2
Local VID Holdtime Remote  VID Device ID Capability Platform
1/1 0 35 0/8 0 OADP-2 RS AX3640S-24TW
1/16 0 9 0/1 0 OADP-3 S AX2430S-48T

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater
>

26-3 show oadp detail 37> KORITHER

> show oadp detail

Date 20XX/11/09 19:55:52 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180

ignore vlan: 2-4,10

Enabled Port: 1/1-5, 16,20

Total Neighbor Counts=2

Port: 1/1  VLAN ID: 0

Holdtime : 6(sec)
Port ID : 0/8 VLAN ID(TLV): @
Device ID : 0ADP-2

Capabilities : Router, Switch



Platform 1 AX3640S-24TW
Entry address(es):
IP address : 192.16.170.87

IPv6 address: fe80::200:4cff:fe71:5d1c

26 OADP

IfSpeed : 1G  Duplex . FULL

Veriion : ALAXALA AX3640S AX-3640-24TW-A [AX3640S-24TW] Switching software Ver. 11.6 [0S-
L3A

Port: 1/16  VLAN ID: 0

Holdtime : 10(sec)

Port ID 1 0/1 VLAN ID(TLV): ©

Device ID : 0ADP-3

Capabilities : Switch

Platform 1 AX2430S-48T

Entry address(es):
IP address : 192.16.170.100

IfSpeed : 1G  Duplex : FULL
Version : ALAXALA AX2430S AX-2430S-48T [AX2430S-48T] Switching software Ver. 11,6 [0S-L2]
>
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2/ er

PTP &, &K (BABET /1) THLZFE#HT 5HETT. COETH,
PTP Of#f ERIETEICOVWTRHALE T,
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27 PTP

27.1 fEER

2711 BIZE

PTP (Precision Time Protocol) &, BZIE#Z3 570 bILTT. 1 —P % v b TORBIZHE{LL,
NTP (BRI V) JVLERE (BRAEEF /) CHEiSEAZLE2ENELTVRETD,

PTP Cl&, VAYEBE AL —TEBOR T/ v MRk E N 280 (DI, (ZXBERE) 2R L,
RESNY AV EBORAIERECRBEERFICE > T, BZZFEBALET. PTP TOREBEDOHEN
DVTIRORITRLE T,

Ay

—

x27-1 PTP TOBEEDEE|

PTP & DER BTl
YAy EE R 2 RET H%E
AL —T7%E Y ASEBED 5 Z(E L BERIICET 2 5E
Transparent Clock (TC) EREEBE ZEET 57200 PTP X vt — V%2 hfkd 2 88
Management Node (MN) ) E— MR

AEBITCELTEMELET, YAYEE, AL —TEE, BIOMNIERTR—-FTT,
PTP2#&E(X, PTPHEHA VLAN X > THAZRM L 9. PTP O@EAFZ2ROKIIRLET,
27-1 PTP OO&ERH

________________________________________________________________________________

i PTP# v kT—% (PTPEFVLAN) k

YRS

,______________________

e

(FL) (PTPAyE—2

(1) (EHEELEDTRAIEE

PTP OAZEEHER R DO FHAIT %1213, E2E (end-to-end) & P2P (peer-to-peer) 7% 0D £9, E2E &
P2P OREZROFITRLE T,

xR 27-2 E2E & P2P Of5R

15H E2E P2pP
(RSB R R B3 VAYEBEAL —THEBERT VAYLEE - AL —TE - TC
RSB RE R R 2 5T DEIEE THHREE & OREIE
] 22 B
PTP RYF— MEE & OEHAT S BRcEs EHcEan
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27 PTP

I8

E2E

P2P

FRREEREUIC & BRI E DAL

HlEpREV

Zp/hE N

AL —TRBRICL Y AYRBEAOLE | FEHREL

=to)

HEPPNE D

EIERZI D@ER75E

PTP Tl&, EXBEREZEHEIT 572012, PTP X vt —V2%(E LRI (EERL) Z2HERALET.
REREZI OBAIS %121, One-step clock, Two-step clock @ 2 NS H D £9

x 27-3 RERAOBERTTE

XS OERT7E

One-step clock

—DODAYE—=VIT L > TEERL BT 2 H5ETT .

Two-step clock

ZODRA Y=Vl & > TAERZZENT 5 HETY .

27.1.2 HR— MR

AEEPYR— M5 PTP OMREZRORITRLE T,

R 27-4 HR—MHERE

I8 HR— M AT
ERZ VAT il =YXy M UF T2 —R O
R=FrFr ANy T =R X
THF—Y AV FR—F X
VLAN 3l R—k VLAN O
7w k3L VLAN X
MAC VLAN X
PTP X v — Y %ERXT 27200 IEEE802.3-MAC X
A T E TSN

UDP/IPv4 O
UDP/IPv6 X
FEdeT KL ADRH| EQI A O
I=F v A b X

PTPHR—=btN=V 3> PTP Version 1

PTP Version 2
PTP &5 YAy IEE X
AL —T%E X
TC E2E-TC O
P2P-TC X
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27 PTP

IE5E HR— AT
MN X
KRR E2E One-step clock O
Two-step clock X
Management &g X

(LB O:HR=bF X 1KY R—-b
(1) PTP Xyt—o
PTP @ E2E CERAT 2 A vt — Y LHEABENZIRORITTRLET,

& 27-5 PTP Xy t—J&ERHEN

AytE—DEE ERB®

Y AT RE Announce PTP v R WEIFERHT HA v -
VAYER, AL—TEEBETHRESN/MER (Announce
Interval) TEHIREINE T,

iSRG Sync YAYEBNP S AL - TEBAORZIREA v -
YAV EBETHRESNMER (Sync Interval) TEHIXES
nEd,
Follow_Up YAYEBNP S AL —THBAORZIREA v -
SR A R P R Delay_Req VRAYEBE AL — TEBBOFEEAREERL 2 5T 5
Ayt—Y
Delay_Resp VAYEEE AL —TEBEOFEEERERB T S
Avt—Y

#% PTP BEFBHRIUS, BE Management % PTP EEBEOBEIE, [ELTHAvE— D

X AEETIEINOT_SUPPORTED JEEZIFXIGELE T,

27.1.3 E2E-TC OFEE

AEEEIL, Sync X v t—YBEXU Delay_Req * vt —YZFfkd 20, EBANOFHEEREZE X v
L —JICMELTEELE T, 2OMD PTP A vt —iC1%, HHEBERBZME L ¥ A, E2E-TC T
DREEDHFHEZROKIIRLE T,
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27-2 E2E-TC TOFRKEDEMEHIE

TYRIEE TC (XREE) AL—TJ%E

~~~~~~~~ St
20 -

Delay_Req(S2)

W

(LB S1:TC (KREE) THSyncA vt — O hisiE IERERS
S2:TC (KZZEE) TODelay_ReqA vtz — thilkE IR

27.1.4 PTP (EHFOEEFEIR

(1) fEEEDHEFICDOVT
@ LT1¥22R1yFHEEDHE

(27427 L—Y3>rHA4 K Volll [223 LAY 2 A1y FHRECMEEDHZFICOWVWT] 25BL
TLEZE 0,

(b) L1V 2EREEEDHE

[5.2.1 LAV 2 LML OHE] 2SHLTIZE 0,
(0 ZDfttkEEE DHF

PTP L ORBETHIRDH S, TOMBREZIROFITRLE T,

F27-6 PTP &ZDOfttkpENHFIS

tae HIERDAZ

7 4 V% (Inbound) —ERHIFR D 0 *

DHCP snooping HAEEART]

VRRP

VA RZARE T A

L2 JL— 7Rk

R)Y—R—=ZA3IF7—-Y 7

sFlow #t&t

[EEE802.3ah/UDLD
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(2)

(3)

(4)

(5)

(6)
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terE HIEROAE

CFM

LLDP

OADP

DHCP/BOOTP Y L—I—Y x>}

DHCP ¥ —N

RIP

OSPF

BGP4

IPv6é DHCP U L —

[Pv6 DHCP ¥ —\

RIPng

OSPFv3

BGP4+

BFD

VRF

WK BEMETOPTP A vt — VIERTE ¢ A,
UDP/IPv4 LIAD PTP X v & —REENMEICDVT

FYAR— @ IEEE802.3-MAC B LU UDP/IPv6 @ PTP X vt — V%2 ZF L1256, AEBILELX
Ao

VLAN Tag fi% PTP X v £t — Y DRI DT

A%EEL, VLAN Tag s UPTP X vt —3, XU 1 BD VLAN Tag & PTP A vt —JITxIG LT
W9, 2B ED VLAN Tag f7& PTP X vt =3k AR —+TI,

IPv4 Y ILFF v X MERROEEEIE

Fl—AR—FTPTP & IPVA VL FF v XA b 2FHTAEEIZ, PTP2REL-HETPTP U R— M &EE
ZHEHFELTLIZE W, PTP #BMICHRET AHIIC PTP U R— VEE#EFHT 5 &, PTP 2HEMICHEL
T EFII—RICPTP XA vt — VAR ENZ VW EDPH D ET,

L7 2 iR AR R O F R EIR
LA 2 RAREITSEE 2 A LTS, PTP A vt — VIS hEdA,
IGMP snooping RN FREIE

PTP X vt —13, IGMP snooping DT> MV ICEFEEL 7Ty T+ »TENET,



27 PTP

(7) R—KIS—-U2TJERARBOIESEER

PTP ZBMICLIcA— b2 EZY —A—PELTEETIV—L2IT-) IV TITBHE, 37— TS
N7z PTP A vt —VICBENLHMEEREHIZ, IT7—V Y THROPTP X vt —JIC&EN L FRGE
EREERLLEELZDET,
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27 PTP

27.2 A>TJ71470L—3a>

2721 A>747L—3a>av R—E&
PTPOa> 7427 L —Ya3>ravwy F—EZROFIRLET,

x27-7 A>7147L—>3a>av R—E&

JvURE A
ptp description FEFHEZREL LT,
ptp enable HYAR—NTPTP 2EMCLET,
ptp run REEEOD PTP 2B L, WEREEZEELET.

ptp source-interface PTP X vt — TV %EET HBEDOREFTL VLAN BEAUIP 7 FLAZRIBELE T,

27.2.2 E2E-TC O5%E
E2E-TC DRGEH # ROBITR L E T,

X 27-3 E2E-TC DOREHI

__________________________________________________________________________

VLAN 1D : 100 (PTPEERIVLAN)
IP7 RLR :192.168.1.1

E2E-TC — AL—TJEE
4E

TRAEE

L1 RL—TJ%E

e —————————

e 4

BREDRA > M
PTP A > %7 2 —RIZFEET S VLAN ID & [Pv4 7 FLRICIE, VLAN A 4 7 2 —RICHRESINT
WA VLANID & TPv4 7 FLZAZREL TL S W, /2, PTP X vt — TV OHHBEREORFES &

ZENRICT 780, AEEOD PTP X vt —TVDEEE (CoS) %7 (BEEE) ITRELTLILES
l/)o

T8, PTP Xyt —IY2EZETHINTCOR—IT, PTP2EMICTI2HLENHDET,
[Ov > RICKBHRE]

1. (config)# interface vlan 100

VLAN ID 100 4/ —F VLAN & UTIERLEd . F72, VLAN 2> 7 1 ZL—3 3 »E— FICBET
LE9d,

2.(config-if)}# ip address 192,168,1,1 255, 255, 255, 0

(config-if)# exit

VLANI100 I2 IPv4 7 FL A 192.168.1.1, ¥ 73 v h< A% 255.255.255.0 #FZE L £,
3. (config)#t ptp source-interface vlan 100 ip-address 192.168.1.1

PTP 4 >4 7 = —XIZ VLAN 100, IPv4 7 FL X 192.168.1.1 2F%EL £ 7,
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4. (config)# ip qos-flow-List PTP_PRIORITY
(config-ip-qos)# qos udp any host 224.0.1.129 range 319 320 action cos 7
(config-ip-qos)f exit
IPv4 QoS 7u—Y 2+ (PTP_PRIORITY) %Z{EEKL T, PTP Avt—Y D7 L —LOBEEE 7 I
BELET,
5. (config)# interface range tengigabitethernet 1/1/1-3
R—=+1/1/1~1/1/3DA ¥ 72 —AE—RIIBITLET,
6. (config-if-range)# switchport mode access
(config-if-range)ff switchport access vlan 100
K=+ 1/1/1~1/1/3%7 7 AR—MIBELET, %72, VLAN 100 ZFEL£7,
7. (config-if-range)# ptp enable
A=+ 1/1/1~1/1/3 TPTP B LE T,
8. (config-if-range)# ip qos-flow-group PTP_PRIORITY in
(config-if-range)# exit
R—b1/1/1~1/1/3 TZER® IPv4 QoS 7u—1 A b (PTP_PRIORITY) #BMICLET,
9. (config)# ptp run e2e-tc
AEEX E2E-TCICRELE T,
10. (config)# save
(config)f exit
BRIEL, V74 7L —2ayE— R oLEBEERET - FIIBITLET,
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27.3 AXRL—>3 >

27.3.1 EHOY>R—E

PTP OEMa~ > F—EZRORIIRLET,

*®27-8 EROVYVR—E

av > RE

show ptp

PTPEHBLUR—- FOREERRLE T,

restart ptp

PTP Yus/ s L% EiE# L £7,

dump protocols ptp

PTP 7075 A CTHREIL TWAEMA XY b b L —AEHRSB L OHIET — 7 LBz
Tr7ANAHALET,

27.3.2 PTP (OIAREHESR

(M 3>7«47L—>3>

X 27-4 show ptp V> ROFITHRER

> show ptp

Date 20XX/09/01 12:00:00 UTC

Clock types: E2E-TC

PTP profile information
Profile name: AlaxalA PTP profile for AX4630S
Profile version: 1.0

Profile identifier: 0012,e200.0100
Clock description

Manufacturer identity: 00-12-E2

Product description: AlaxalA XXXXXXXXXXXXXXXX

Revision data: 1.0;1.0;1.0

User description: E2E-TC NODE 101

Profile identity: 0012, e200.0100
Transport mechanism protocol: IPv4

Pdelay request interval (log mean): 0
Source interface: VLAN 1000 (100.100.100.1)

Adjust system clock: Off

Primary domain: 0

Port counts: 4

Port
1/1/1
1/1/10
1/2/2
1/4/20
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Port

0012,
0012,
0012,
0012,

Identity

e2ff.fe00.0100:124
e2ff, fe00.0100:133
e2ff.fe00.0100:149
e2ff, fe00.0100:251

SE &ERIAREDHESR

show ptp Z¥ > FC, PTP ORELEAREEZHIETE LT, IV 74— a3 av Y FTHREL
72 PTP ORAED, ELKRBMEINTVE0EI AR LTS,
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TERA  FEULIRAE

T A ZEHLRRRE
8% A.1 Diff-serv

x& A-1 Diff-serv QERIRIES L UOEIS

HEES FETER)

R

RFC2474(1998 £ 12 A)

Definition of the Differentiated Services Field(DS Field) in the IPv4 and
IPv6 Headers

RFC2475(1998 ¢ 12 H)

An Architecture for Differentiated Services

RFC2597(1999 £ 6 A) Assured Forwarding PHB Group
RFC3246(2002 ££ 3 A) An Expedited Forwarding PHB (Per-Hop Behavior)
RFC3260(2002 £ 4 H) New Terminology and Clarifications for Diffserv

fT&#k A.2 1EEE802.1X

& A-2 [EEE802.1X DEMSRIEH XU EIS

HEES(FRTER)

palEE

IEEE802.1X(2001 £ 6 H)

Port-Based Network Access Control

RFC2865(2000 ££ 6 H) Remote Authentication Dial In User Service (RADIUS)
RFC2866(2000 & 6 A) RADIUS Accounting

RFC2868(2000 £ 6 A) RADIUS Attributes for Tunnel Protocol Support
RFC2869(2000 £ 6 A) RADIUS Extensions

RFC3162(2001 % 8 A)

RADIUS and IPv6

RFC3579(2003 ££ 9 H) RADIUS Support For Extensible Authentication Protocol (EAP)

RFC3580(2003 £ 9 A) [EEE 802.1X Remote Authentication Dial In User Service (RADIUS)
Usage Guidelines

RFC3748(2004 £ 6 H) Extensible Authentication Protocol (EAP)

JE#x A.3 Web 588

& A-3 Web SEIDENRIES L UENS

RIBES (RITER) 8
RFC2865(2000 £ 6 A) Remote Authentication Dial In User Service (RADIUS)
RFC2866(2000 £ 6 A) RADIUS Accounting

RFC3162(2001 % 8 A)

RADIUS and IPv6
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JEx A.4 MAC SR

& A-4 MAC SRR H K UES

REES FEITER)

g

RFC2865(2000 % 6 A)

Remote Authentication Dial In User Service (RADIUS)

RFC2866(2000 £ 6 A)

RADIUS Accounting

RFC3162(2001 £ 8 A)

RADIUS and [Pv6

18 A.5 DHCP snooping

#F A-5 DHCP snooping DERUFESH K UENS

RIEES (FITER)

pilEE

RFC2131(1997 £ 3 A)

Dynamic Host Configuration Protocol

T8 A.6 VRRP

R A-6 VRRP DEURIEH K UENS

REES FITER)

g

RFC3768(2004 % 4 A)

Virtual Router Redundancy Protocol

draft-ietf-vrrp-ipvé-spec-02
(2002 # 3 H)

Virtual Router Redundancy Protocol for IPv6

draft-ietf-vrrp-ipvé-spec-07

Virtual Router Redundancy Protocol for IPv6

TERA USRS

(2004 £ 10 A)

8% A.7 sFlow
R A7 sFlow DEHIES & OEE

MEES (RTER) Mg

RFC3176(2001 ££9 A) InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched

and Routed Networks

ik A.8

FKA-8

|[EEE802.3ah/UDLD

I[EEE802.3ah/UDLD DZEMFIEH K UEIS

RIEES (FITER) pilEE

IEEE802.3ah(2004 &£ 9 A) Part 3: Carrier Sense Multiple Access with Collision Detection

(CSMA/CD) Access Method and Physical Layer Specifications
Amendment: Media Access Control Parameters, Physical Layers, and
Management Parameters for Subscriber Access Networks

525



TERA  FEULIRAE

T8 A9 CFM

KRA-9 CFM DEHRIEH KUEIS

HEES FEITER)

g

IEEE802.1ag-2007 (2007 £
12 A)

Virtual Bridged Local Area Networks Amendment 5: Connectivity Fault
Management

fF#& A.10 LLDP

K A-10 LLDP OIS H KUEIE

HHEES (RITER)

RigR

IEEE802.1AB/D6.0(2003 £
10 A)

Draft Standard for Local and Metropolitan Networks: Station and Media
Access Control - Connectivity Discovery

IEEE Std
802.1AB-2009(2009 % 9 H)

IEEE Standard for Local and Metropolitan Area Networks: Station and
Media Access Control Connectivity Discovery

T A.11 PTP

KRA-11 PTP DEURIEH L UENS

HEES FETER)

g

IEEE Std 1588-2008(2008 %
7 A)

IEEE Standard for a Precision Clock Synchronization Protocol for
Networked Measurement and Control Systems
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C

CC 471

CCM 471

CDP THR— 9 2EH 506

CFM 459

CFM THEAT 27— X—X 479

CFM OERa~> N—& 487

CFM®ar 74 7Vb—varyavy F—& 483

Chassis ID (ZEEDO#AIT) 494

Chassis ID @ subtype —% (IEEE 802.1AB Draft
6) 494

Chassis ID @ subtype —%& (IEEE Std
802.1AB-2009) 494

Continuity Check 471

D

DHCP snooping 281

DHCP snooping O I~ > F—& 306

DHCP snooping @2 > 74 7 L—3>a<w > R
—& 297

DHCP /N7 v M DB 283

DHCP /87 v b OZfFL— MR - 289

Down MEP 463

E
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139

G
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GSRP o 313
GSRPOav 747 L—yaryavwy F—& 342
GSRP OFE L ERA 341

[EEE802.1 Organizationally Specific TLVs 498
IEEE802.1X B4 108

[EEE802.1X REEDERT 142

IEEE802.1X FRiERREDETE 144

IEEE802.1X mfiEdi 107

IEEES02.1X O#E 108

IEEE802.1X OEARKZEHE 133

I[EEES02.1X warv 747 L —yaryavy R—&

132

IEEE802.1X DIREE#= 1#5R T 2 I~ > F—& 142

IEEE802.1X O&%E LA 131

IEEE802.3ah/UDLD 451

IEEE802.3ah/UDLD OEFH I~ > F—& 456

IEEE802.3ah/UDLD ®a > 74 L —3>avw
Y R—E 454

L

L2 V—7fH 395

L2 V—7HHOER I~ F—& 406

LR2V—TBHOar7 47 v—yaryavy F—&
403

Linktrace 474

LLDP 491

LLDP [HAKROEEEIE 498

LLDP &R a~> F—& 502

LLDP o> 7«7 v—yaravryF—% 500

LLDP o#AfFl 492

Loopback 473

M

MA 462

MAC ZBEEOER I~ F—& 276

MAC RIEDMEH 247

MACRRFED > T4 L —Yaravy R—& 266
MAC BIEDORE LEM 265

Management Address (B¥7 FLZ) 497
MEP 463

MIP 465
©)
OADP 503

OADP {HHROETEEHIE 506

OADP THAR— 19 51EH - % 505

OADP THR— T 2EH 505

OADP mERHa~> F—& 510
OADPOary7«427L—Yaryavy F—& 508
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Organizationally-defined TLV extensions 498

P

Port description (A— bEZI) 496
Port ID (R— ME&BIF) 495
Port ID @ subtype —% (IEEE 802.1AB Draft 6)
495
Port ID ® subtype —%& (IEEE Std 802.1AB-2009)
495
PSEHEHDERI~ Y F—& 311
BEOa 747 b—varyavryF—% 311
PTP 513
PTP @RI~ F—%& 522
PTPOar7«4 27 Vv—YaravryF—E 520

Q

QoS flfHEEDEHRA I~ R—& 27

QoS #lfHt@nar 74 L —varyavy R—&
26

QoS #ilfEE 22

QoS #lfoME 21

QoS #IHDEHEET 0 v 7 DIFE 22

R

RADIUS Accounting 29 R— b g 2@HE 112
RADIUS % —\BHEDEE 141
RADIUS ¥ —/\#fehkse 124

S

sFlow gt (7o —#iat) #ee 429

sFlow Mt CEAT 2EAI~ > F—8 448

sFlow #iatcfERT 53074 /L —Yavavy
R 442

syslog 4 —N~NOHAEE 141

System Capabilities (BEEDHRE) 496

System description (¥B®HI) 496

System name (¥BHFR) 496

T

Time-to-Live (IEHMOFIFRRE) 496
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U
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Up MEP 463
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