NEC

IP8800/53800 - IP8800/53650 V7 k™ T 7Y =17
> 747L—>3>741 KR Vol.2

Ver. 11.14 Xt Rev.4

IP88538-S002-A0



B SRKm
DV =27 LI IP8800/S3800 5 & 1 IP8B00/S3650 #RIRICEHBL T E T, %72,V 7 b =7 Ver. 11.14 OEHEICD

WTEELTWET. V7 Y2 7HEEIE, V7 o727 OS-L3SA, OS-L3SL, BLUAF T ¥ arIft vy Rk THR—
N AMEEEICOWTRE L X T,

B HHROIE

K%un%ﬁaﬁﬂjéﬂé%“ 13, SEREXRONERSEORE % S CITKE O EER A 2 SHVE O R B EER 2 CHEEE D
DELFHREEZBMO SLZE 0. &b, FHZERRE, BAEIERIBHVEDELEZE N,

B EFHE—&

Cisco I%, >KE Cisco Systems, Inc. DKEB L UOMOE % IZH T 5 EHEETT

Ethernet i, B+t o v 7 AR OBEREETT .

GSRP X, 7579 %y b7 —7 AMREHOBREETT,

Internet Explorer i, >KE Microsoft Corporation OKE R U7 DO EIC BT 2 BHREEE - 1IEIETT .
IPX iE, NovellInc.OBEETY

Microsoft i&, >KE Microsoft Corporation OXKEB & U2 DD EIC B 1) 5 BEREHE £ 12 13FEIETT .
OpenSSL &, KEB L UZDfttDEICH T % KE OpenSSL Software Foundation DEREIE T o
RSA BL U RC4A 1Z, KEB XU ZDMOEICHE T % KE EMC Corporation OB #HEETI .

sFlow 1, KEB L FZDOMOEICH T 2KE InMon Corp. DEREZETT .

ssh i3, SSH Communications Security,Inc. D E#%rIE T,

UNIX i%, The Open Group OXKE7Z% &5 NAOEICH T 2 EHEETT .

VitalQIP, VitalQIP Registration Manager i&, 7L H T - L—t > FOREETT,
VLANaccessClient i&, NEC V) 2 —> 3 > A J R—FKHAEHOBEEETT

Windows 1%, *KE Microsoft Corporation OKEB L OZ DMOEICE T 2 EHREEE 2 I3EETT .
A4 =92y ML, BL¥oy 7 ARKESHOBREETT,

ZOREPOEBOSHSE, BMRAE, TNPNOXLOEEDS L IBEREZETT,

B Y27 )E&<LFA FELTLEEW

Bz EHAY 2RI, ReboFHWAZ L<FGA, FOHEBLTILZS N,
ZORZaTliE, WOTLERTELLD, FEGHMIREL TSV,

—_n

. L./EE,E._.\
ZDOTZaTILVOWRBIZOVTIE, BN, FTERLEETIEESHDET,

W T
20204 4 (811 I1P88S38—-S002—-A0

W EFE
Copyright(C) NEC Corporation 2011, 2020. All rights reserved.



LIRS
[Ver. 11.14 55 Rev.3 k]
xr ZTERS

158

Bl - REAS

ZERM7o—HHE-F

IP K& VLAN ik € — FOERZEBMLE L7z,

ZEA7O—HmHE-F

IP REE VLAN #l1EE— FOERZEMU £ L7z,

SSLiEBAZEDEM

AEIZBMUE Lz,

SSL GERAE O HEfR

AfFIZEMUE Lz,

[Ver. 11.12 XIShR]
x® ZTERNSB

I5H

Bl - KEAS

B PE D AR

BEERESEEFEICOVWTORBREBMLE L.

HEHD QoS T MU IC—H L7-BEDEE

[ 3-22 flst & e @@, BELTY MY OMAEOE CEHE] ITE
SEREHELFEICOVTORRZEMLE L,

e

[(3) 18 MAC 7 RLAEEH T L — LA DEE VLAN B— b LEER
fEl #BiLE L7,

LAY 3TURYIEHEDRE

RAEMAC 7 RLUAZERA 7 L — L OKERME L EXERBICOVWTOR
BEBIMLUE Lz,

[Ver. 11.9 5tItkR)
*x ZTERNSE

=S Bl - EEAS
R4 FER7 0 —HHTE— F layer3-6 % 1P8800/S3800 THAR—r L& L
770
7 O — il ZEM7 0 —HHET— F layer3-6 % IP8800/S3800 THH—hLE L
720
A Va—) 40GBASE-R 13159 5 WFQ OB EMAOEE 2B L £ L.
AR — b HI 40GBASE-R IZHIE T 5 AR — MEEHIES KON -2 b A ZORGEH
B O ZEML £ Lz,
[Ver. 11.8 xHIHR]
x EEAST
158 Bl - EENS
7 4 LY OEE AE 9 IR=NTDT 4 LFIZOVWTERZBIMLE LTz,
QoS Hl g AH vy ZR—= b TO70—HHE I OREEHEIC OV TERRZEML &
L7z,
EEER Ay J RO RZEMLE L,

BILEIRE D fF

Ay 7SRO 2 BMLE L.




156 B - REAS

HHD QoS T P II—HLI-BEDOEE « BEMROTRZEBMLE L.

[Ver. 11.7 ISkR)
*x TEARST

158 Bl - EEAS
T4y o ZERT7 O —HE— N layer3-6 OB ZEMLF L7z,
7 1 — il o BZEMT7 o —MHEE— K layer3-6 Ol ZBMULE Lz,
AT x—5Ah o RIEZEMLE L7z,

SNMPV2C IZ& B A > T — LIEBORE o KIHZBMULE L7

SNMPv2C I2& % VRF ANDA ¥ 7 % — L% « AIEZBMLE L7

12k
SNMP <% % — 3 % & O@E(EDRERR o AV T A —LOFBEEBMLUE L7,
ALEETO sFlow FHETOEEIC DOV T e RYY—R=ZAN—F 4 OB ZEBMLUE LTz,

[Ver. 11.6 &SR]
IP8800/S3600 V7 b7 = 7<= 27 )L Ver. 11.5 RSHRICINER: L T 17z IP8800/S3650 MEtikiz Z D<= 2 7 LITINER L T
WE9,

x ZEND

158 Bl - BEAS

fRRH IP8800/S3800 iIZ DWW T ERZEMUL £ L7z,

7 4 VY FERBEOFEEEIE « [(5) IPv4 7u b aLEHIZOWT] ZBMULE L,
[(7) 13 OMEEE ORIFE(E] OFRZEMLE L,

7 10— R « IP8800/S3800 iZDWTEHREZEMUL £ L7zs

70— R OERERIR « [(5) IPv4 70 b 2 UEHIC DWW T] ZBMLE L.
o [(6) B DML DRINEE] OFREZBEMLE Lz,




(FC8IC

B BREBHIOV IR T7N—=T3>
2O~ =27 )0IiE IP8800/S3800 B &L U IP8800/S3650 #XRICEH L TWET, F/z, V7 b7 7 Ver
11.14 OBEEIC OV CEEHLTWET, V7 by o 7B, V7 b7z 7 OS-L3SA, OS-L3SL, BLUF 7
2arvIiAe AL S THR= T HHEREICONTEEHLET,
BEEZTOTNICIOT =27 V2 ELFHAR, EPNTVAERPERZTOICHEHMBL TS, i, 07
ZaTNVERELEZICTSBRTESISFVRRTVEFRICEEL T FE 0,
BB, TOTZaTILTIREBICKHS Z20nAE D, IP8800/S3800 B & U IP8800/S3650 12 HBOMEEL L UK Y
T h 7 CHBOBEICOWTEEHL I, IP8800/S3800 3 L U IP8800/S3650 THE T LW ikEE, OS-
L3SA BL U OS-L3SL THETH LIS OV TR ZFNENU RO =27 TR LE T,
[S3800] :

IP8800/S3800 IZ DWW T DEIRTI,
[S3650] :

IP8800/S3650 IZ DWW T DR TI,
[OS-L3SA] :

IP8800/S3800 B & U IP8800/S3650 ? OS-L3SA IZ DWW T DERTT
Fiz, A7 a VI A VATHR- M ABHEIOVTIIUTOY -7 TRLET,
[OP-DH6R] :

F7 a4t A OP-DH6R IZDWTDOEIRTT,
[OP-OTP] :

FSarI4tr A OP-OTP IZDOWTORLBTT .
[OP-VAA] :

F7ar T4t A OP-VAA IZDWTDRRTY .

B COT=-a7)IDETEICDOWVT

ZOXZaTVICEEBEOWNAIE, V7 b7z 7EHIIRMHT S [VI—X /=] BEUY [¥= a7 LE[IEEHR]
TEIIEET ABAaNH D ET,

B NRGE

REBLZFHLIAY NI =T VAT L%2BEL, EHTAI VAT LEHEDHEZRNRELTVET,
Tz, WIORTHBHZEBL VWA EZERELTVET,

o 3V NT—T AT LEHOEREN 2 I

B COY=Za7)L®OURL

ZDv=a T VOWNEIE NG URL ICHBEL TBD LT,
https://jpn.nec.com/ip88n/

B Y17 ILO5SFIE

REBOEA, Lty b7y, HEERI TOEETIO—IR->T, TNEFNOBEEICSBT A2 7 IL2IRIC
TUET,



FC&HIC

OXENREN D, MHBABFDOERNLREZMY 1

DA VI RE—RHAER

(IP88S36-0001)

ON— KOz 7DRERYE, RIRFEERRD

nN— R = 7ERIKERAE

(IP88S36-H001)

Q1T 45L—Ya3vavyEm
ADSUBYHR, "SA—SHA

[ MR AR dt: i 8
aAvI49L—2arDRE,

BHaOTY FIZDOVWTOREZEAY =0

aAvIadL—avhAqA K
Vol. 1

2oL THAY =1y

avIq49L—3y
avyRLI7LYR

(IP88538-5001) a | (P88S38-5004)

Vol.2 Vol.?2
(P88538—SOOZ)7

(1P88538-5005)

Vol. 3

O@EHIAVT UV FDAAL VAR YHR
NS A—REMIzDVTHY ;=L

(IP88538-5003)

BAaTYFLIZ7LUR
Vol. 1
(1P88538-5006)
Vol.2

(IP88S38-S007)

@Ay e—T LIz oTHRS

Avbe—Y-adLIrL R

(IP88S38—5008)

ONIBIZDWLVTEARD

MIBL2 7L 2Z&

(IP88$38-5009)

@ LS TILREBORDAXIZOVT
ML=

F2INDa—FaoTHAF

(IP88S36-1002)

B CNY=217 )L TCHRE

AC Alternating Current

ACK ACKnowledge

ADSL Asymmetric Digital Subscriber Line
AES Advanced Encryption Standard

ALG Application Level Gateway

ANSI American National Standards Institute
ARP Address Resolution Protocol

AS Autonomous System

BFD Bidirectional Forwarding Detection
BGP Border Gateway Protocol

BGP4 Border Gateway Protocol - version 4



BGP4+
bit/s
BPDU
BRI
CA
CBC
cC
CDP
CFM
CIDR
CIR
CIST
CLNP
CLNS
CONS
CRC
CSMA/CD
CSNP
CST
DA

DC
DCE
DES
DHCP
DIS
DNS
DR
DSA
DSAP
DSCP
DTE
DVMRP
E-Mai l
EAP
EAPOL
ECDHE
EFM
ES
FAN
FCS
FDB
FQDN
FTTH
GCM
GSRP
HMAC
HTTP
HTTPS
IANA
ICMP
ICMPv6
1D
IEC
IEEE
IETF
IGMP
IP
IPCP
IPv4
IPv6
IPV6CP
IPX
IS0
ISP
IST
L2LD
LAN
LCP
LED
LLC
LLDP
LLQ+3WFQ
LSP
LSP

Multiprotocol Extensions for Border Gateway Protocol - version 4

bits per second *bpsERELTDGELHYET,
Bridge Protocol Data Unit

Basic Rate Interface

Certificate Authority

Cipher Block Chaining

Continuity Check

Cisco Discovery Protocol

Connectivity Fault Management

Classless Inter-Domain Routing

Committed Information Rate

Common and Internal Spanning Tree
ConnectionLess Network Protocol
ConnectionLess Network System

Connection Oriented Network System

Cyclic Redundancy Check

Carrier Sense Multiple Access with Collision Detection
Complete Sequence Numbers PDU

Common Spanning Tree

Destination Address

Direct Current

Data Circuit terminating Equipment

Data Encryption Standard

Dynamic Host Configuration Protocol

Draft International Standard/Designated Intermediate System
Domain Name System

Designated Router

Digital Signature Algorithm

Destination Service Access Point
Differentiated Services Code Point

Data Terminal Equipment

Distance Vector Multicast Routing Protocol
Electronic Mail

Extensible Authentication Protocol

EAP Over LAN

Elliptic Curve Diffie-Hellman key exchange, Ephemeral
Ethernet in the First Mile

End System

Fan Unit

Frame Check Sequence

Filtering DataBase

Fully Qualified Domain Name

Fiber To The Home

Galois/Counter Mode

Gigabit Switch Redundancy Protocol
Keyed-Hashing for Message Authentication
Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure

Internet Assigned Numbers Authority
Internet Control Message Protocol

Internet Control Message Protocol version 6
Identifier

International Electrotechnical Commission
Institute of Electrical and Electronics Engineers, Inc.
the Internet Engineering Task Force
Internet Group Management Protocol

Internet Protocol

IP Control Protocol

Internet Protocol version 4

Internet Protocol version 6

IP Version 6 Control Protocol

Internetwork Packet Exchange

International Organization for Standardization
Internet Service Provider

Internal Spanning Tree

Layer 2 Loop Detection

Local Area Network

Link Control Protocol

Light Emitting Diode

Logical Link Control

Link Layer Discovery Protocol

Low Latency Queueing + 3 Weighted Fair Queueing
Label Switched Path

Link State PDU

FU&HIC



[FCHIC

LSR
MA
MAC
MC
MD5
MDI
MDI-X
MEP
MIB
MIP
MLD
MRU
MSTI
MSTP
MTU
NAK
NAS
NAT
NCP
NDP
NET
NLA ID
NPDU
NSAP
NSSA
NTP
0ADP
0AM
OSPF
0UI
packet/s
PAD
PAE
PC
PCI
PDU
PGP
PICS
PID
PIM
PIM-DM
PIM-SM
PIM-SSM
PRI
PS
PSNP
QoS
QSFP+
RA
RADIUS
RDI
REJ
RFC
RIP
RIPng
RMON
RPF
RQ
RSA
RSTP
SA

SD
SDH
Spu
SEL
SFD
SFP
SFP+
SHA
SMTP
SNAP
SNMP
SNP
SNPA

Label Switched Router

Maintenance Association

Media Access Control

Memory Card

Message Digest 5

Medium Dependent Interface

Medium Dependent Interface crossover
Maintenance association End Point
Management Information Base

Maintenance domain Intermediate Point
Multicast Listener Discovery

Maximum Receive Unit

Multiple Spanning Tree Instance

Multiple Spanning Tree Protocol

Maximum Transmission Unit

Not AcKnowledge

Network Access Server

Network Address Translation

Network Control Protocol

Neighbor Discovery Protocol

Network Entity Title

Next-Level Aggregation Identifier

Network Protocol Data Unit

Network Service Access Point

Not So Stubby Area

Network Time Protocol

Octpower Auto Discovery Protocol
Operations, Administration, and Maintenance
Open Shortest Path First

Organizationally Unique Identifier
packets per second *ppsE REET DGR LHYET,
PADding

Port Access Entity

Personal Computer

Protocol Control Information

Protocol Data Unit

Pretty Good Privacy

Protocol Implementation Conformance Statement
Protocol IDentifier

Protocol Independent Multicast

Protocol Independent Multicast-Dense Mode
Protocol Independent Multicast-Sparse Mode

Protocol Independent Multicast-Source Specific Multicast

Primary Rate Interface

Power Supply

Partial Sequence Numbers PDU

Quality of Service

Quad Small Form factor Pluggable Plus
Router Advertisement

Remote Authentication Dial In User Service
Remote Defect Indication

REJect

Request For Comments

Routing Information Protocol

Routing Information Protocol next generation
Remote Network Monitoring MIB
Reverse Path Forwarding

ReQuest

Rivest, Shamir, Adleman

Rapid Spanning Tree Protocol

Source Address

Secure Digital

Synchronous Digital Hierarchy
Service Data Unit

NSAP SELector

Start Frame Delimiter

Small Form factor Pluggable

enhanced Small Form-factor Pluggable
Secure Hash Algorithm

Simple Mail Transfer Protocol
Sub-Network Access Protocol

Simple Network Management Protocol
Sequence Numbers PDU

Subnetwork Point of Attachment



FU&HIC

SPF Shortest Path First

SSAP Source Service Access Point

SSH Secure Shell

SSL Secure Socket Layer

STP Spanning Tree Protocol

TA Terminal Adapter

TACACS+ Terminal Access Controller Access Control System Plus
TCP/IP Transmission Control Protocol/Internet Protocol
TLA ID Top-Level Aggregation Identifier

TLS Transport Layer Security

TLV Type, Length, and Value

T0S Type Of Service

TPID Tag Protocol Identifier

TTL Time To Live

UDLD Uni-Directional Link Detection

UDP User Datagram Protocol

UPC Usage Parameter Control

UPC-RED Usage Parameter Control - Random Early Detection
VAA VLAN Access Agent

VLAN Virtual LAN

VPN Virtual Private Network

VRF Virtual Routing and Forwarding/Virtual Routing and Forwarding Instance
VRRP Virtual Router Redundancy Protocol

WAN Wide Area Network

WDM Wavelength Division Multiplexing

WFQ Weighted Fair Queueing

WRED Weighted Random Early Detection

WS Work Station

Www Wor Ld-Wide Web

B KB (FO/NTN) BEDBERREICDOWVWT

IKB (034 1), IMB (X#31 1), 1GB (A1 ), 1TB (FF34 b) EENZH 1024 31 b,
10242734 b, 1024334 b, 10244131 b T,






F1Hm 71L9

1LY 1
1.1 #get 2
111 714 LIDEE 2
1.1.2 70—-%H 3
1.1.3 ZEAMT7O0—HBHE-—R 3
1.1.4 ZFER7O0-BHE—R 6
1.1.5 7O0—#%HEH 7
1.1.6 77€RURAK 25
1.1.7 BROEZE 28
1.1.8 T IILIERIBOEEEIR 29
1.2 A>7«47L—>3> 32
1.21 a>7«47L—3a>av R—8 32
1.2.2 ZEA70—HEE—RDOERE 32
1.2.3 ZFERA7O0-—BEE— RDERE 33
1.24 MACAyS Tk - FEEZ T DERTE 33
1.2.5 IPAvYS - TCP/UDP A 5 Trhiflk - BEZT 3 33
1.26 BHAVITI—RT1ILIDEE 35
1.3 #AXRL—2 3> 37
1.3.1 BRIV K- 37
1.3.2 71 ILIDHER 37
£2#m QoS
QoS HIEHIDIE 39
2.1 QoS #lfEiES 40
2.2 H@INIEEEs 42
221 1-HEEETYEYT 42
222 1-HBEEYYECTDIFREE 43
2.3 QoSHlEENI> 7L —3 > 44
231 AY7«47L—3a>avrR—E& 44
2.4 QoS #lEHtEDANRL—> 3> 45
2.4.1 BRIV R-—E 45



7 O— il 47
3.1 7Ok 48
3.1 ZEAI7O—REE—R 48
3.1.2 JO—BHEE 50
3.1.3 QoS 7O—UZ K 63
3.1.4 7O RHEREEOIERSEE 65
3.2 7O0-#®Ea>7«q7L—¥3> 68
321 SEA7O—BRHEE—RNOBRE 68
3.2.2 @197 1—2D QoS HIHNIEE 68
3.2.3 TCP/UDP R— hESOEFET QoS #lfHid 2 68
33 7O0-®EDARL—> 3> 70
3.3.1 IPv4 /X4y M7 O— &S & Uiz QoS HIEDEEiEER 70
3.4 HIEESRES 71
3.4.1 HiEEE 71
3.4.2 HIHESRRERR IR AL M IER 72
3.4.3 HEERERROTESEE 73
3.5 HEEHROI> T L—3> 74
3.5.1 BAEEHHORE 74
352 RESEERERIEOY 11— BEENRE 74
3.5.3 BESEHEHERIE0 DSCP BXRI OBRTE 75
3.5.4 BAEEHHIMEESESHEROBEASDEDRE 75
3.6 WEEHEOARNL—T 3> 77
3.6.1 RAEEHIEOESR 77
3.6.2 BESEHEREREOF1—1 > TBEEOER 77
3.6.3 BESEEEHERIGO DSCP B XX OHESS 77
3.6.4 BAEEHHIMHESESHEROBASDE OER 78
3.7 Y—h—f#EH 79
371 1-HEEEEERX 79
3.7.2 1—WEEES|IEHME 80
3.7.3 DSCPEE]X 81
38 v—H—OA>T<1JL—Y3a> 83
38.1 1-HEAEESBRIORE 83
3.8.2 1—HEEESIEHMEDRE 83
3.8.3 DSCPEXBIDRE 84
39 Y—H—0OARL—Y 3> 85
39.1 1-YEAEESBRIOER 85
3.9.2 1—HEEES|IEME DR 85
3.9.3 DSCP &= ORER 85
3.10 BEERTEDHF 86




3.10.1 BEERENHRIL—A 86
3.10.2 CoSfl:¥a1—1 > 7B%E 86
3.10.3 CoS ¥ v &7 Hkhe 88
3.104 BEEREERBOIESE 90
311 BEEREIV7147L—Y3> 91
3.11.1 CoS {BNHE 91
312 BEEOARL—Y 3> 92
3121 BEEOES 92
3.13 80 QoS T MNJIC—BULIEEDEE [S3650] 93
3.13.1 #HO QoS T M IC—BIL IS DENE 93
4 XS HIE 95
4.1 1 — )RS 96
411 LAY—Y 1 —IROBE 96
412 FEF1-—RIEE 96
413 R45¥a—-)>7 97
4.1.4 F— NI 103
415 ¥ I—/XERAROTEEE 105

42 Yx—NO3>T717L—Y 3> 106
421 R Ta1-U 2T DHRE 106
4.2.2 F— NEEHHIBORE 106

43 YI—NI\OARL—Y 3> 107
431 RTTa1-U T OWER 107
43.2 K— NEEHHIEORESR 107

4.4 PBESEHIEERS 109
4.4 FEZHIE 109

45 BEZHEOI>T717L—Yav 111
451 Fa1—o1 7 BEEDRE 111

4.6 EEFEOANRL— 3> 112
46.1 Fa1—o 2 7BEENES 112

F£3fR LY 2586E

5 L+ 2535 113
51 #Z 114

5.1.1 LA+ 2 REHER) 114

5.1.2 SEEATR 115

5.1.3 MAC VLAN 088y VLAN 5RE & L1V 2 588 115



52 LAV 25RREE ke E DHEFICDWT 117
5.2.1 LA+ 2B EEefthtkpe s OHE 117
5.2.2 E—R— K NATOHE 121
5.2.3 LAV 2 SRS EROSREHEST 125

53 L 2 REHLEDRRE 127
5.3.1 EREEFOERELEAI 127
5.3.2 EREIANImAKRDEEFFT 127
5.3.3 SREFEHIRR 129
5.3.4 =&iIEREE 130
5.3.5 FREEEAMARDR— NEBE 131
5.3.6 RADIUS #—/\i&{ED dead interval #&E 136
5.3.7 MAC R— M Z dot1q SRERDENE 138

54 L1 25 EHERRODFEEIE 140
541 ARBOHRES SCREZEROZE 140
5.4.2 RADIUS H#—/\ERIEDER 140

55 LAV 2@ I>71r7L—>3> 142
551 JI>7«47L—>3>avR—& 142
552 LAV 2B I 717 L—23> AT RONTA—IHRE 142

|[EEE802.1X DfFsH 145

6.1 |EEE802.1X OBIE 146
6.1.1 HR— MkgE 147

6.2 ILREEREDBIE 154
6.2.1 FREEE—NR 154
6.2.2 ImKRBHEEMEIWVEBRZA 3> 159
6.2.3 IREREEREHNLEHEEE 162
6.2.4 RADIUS t—/\&fkkaE 162
6.2.5 EAPOL 7#7—7« > 7 Hk8E 163
6.2.6 EREFEAHIRR 163
6.2.7 REEBAHARDR— NEBE 163
6.2.8 VLAN B{sR5E (BItN) OBMEE—NR 163
6.2.9 EREEHEROEREFIR 164

6.3 |EEE802.1X fERIFD;IEEIE 165

IEEE802.1X MERTE &EH 169

7.1 IEEE802.1X MO 717 L—¥ 3> 170
711 A>T« 7L—3>avUR—E& 170
7.1.2 |EEE802.1X DEXRMGELTE 171
713 FEIE—RA TS 3a>DRE 173



7.1.4 EREHNIRICEAT BEE 175
7.1.5 RADIUS #—/N\EiEDRE 179
7.2 |EEE802 X DAXRL—T 3> 180
721 EBR3IVYR—E 180
7.2.2 |EEE802.1X REEMFR 180
7.2.3 |EEE802.1X SRERENES 182
Web SRS D RS 183
8.1 #I&E 184
8.2 AT LIEHA 185
8.2.1 EE VLAN £E—R 185
822 F1+3Iv7VLANE—R 187
823 LHY—F—R 188
8.2.4 7 R L RREFEICK D1 190
8.3 EREI#kaE 194
8.3.1 EREIATmARDEEFT 194
8.3.2 F|EIxy NT—oIAOOT1> 194
833 T9ALISRAT—REEE [OP-OTP] 196
8.3.4 =&HIEREE 199
8.3.5 FEIxy hT—oh500O7 77~ 199
8.3.6 EREILHIBR 202
8.3.7 FREEEAUHADAR— NEFBED 202
8.3.8 7HU MNE&gE 203
8.4 EREIFIE 205
8.5 Wigk Web 535 DB £ & U RADIUS H— /S (i 209
8.5.1 M Web 535 DB 0 #fi 209
8.5.2 RADIUS #—/\D#f# 209
8.6 FEIIS—Avt—Y 213
8.7 Web SREIEEANE X #EE 217
8.8 Web SREHEARDFREIR 218
8.9 SSLEMAZEMERA 220
8.9.1 HTTPSIC&BZO71> -O77I N 220
8.9.2 HR— MIHE 221
8.9.3 EF7VO-— 221
Web SREIDERE & &R 223
9.1 A>7«47L—>3> 224
9.1.1 J>747L—>3>avrR—& 224
9.1.2 BEEVIANE—ROI>717L—Y3> 225



Vi

9.13 94Xy IJVIANE—RQOI> 717 L—>3> 231
914 LHAY—FE—ROIYVT747L—>3> 239
9.1.5 Web FREED/NT A —IHRE 251
9.1.6 BREERRANDERESE 255
9.2 ARL—23r 258
9.2.1 EHIOYYKR—E 258
9.2.2 Web SREIDREBFHRETR 259
9.2.3 Web SREEDIREERR 261
9.2.4 Web SREEDFEHRERT 261
9.2.5 W& Web 535 DB O1ERL 262
9.2.6 WE WebREEDB DNy I 7 v 263
9.2.7 Web SREIEE DR 263
9.2.8 EfRU7= Web SREIEE OHIBR 264
9.2.9 Web SREIEEODIEHRKT 264
9.2.10 dead interval #gE(C & RADIUS #—/N\7 7t X% 1 5E® RADIUS H—/N\ICRY 264
9.3 Web SREIEEMERFSIE 265
9.3.1 O7«>@EmE (login.html) 265
9.3.2 O777EE (logout.html) 268
9.3.3 Reply-Message REHE (loginProcess.html) [OP-OTP] 269
934 FTEITS—AXvtE—YT71)L (webauth.msg) 272
9.3.5 Web SREEFI 274
9.3.6 FOftidEmEY > T 275
9.4 SSL SHERE D #EfiE 280
9.4.1 H—/\GIABEREFNRT IER 280
9.4.2 H—/\GIBAE EBEOIER 280
9.43 H—/N\EBAELEOER 282
9.4.4 1—/\GIEAE LR OHIFR 283
MAC FREE DS 285
10.1 = 286
10.2 S RFT LERHI 287
10.2.1 B&E VLAN E—R 287
10.2.2 994+ v 7 VLAN E—R 289
10.2.3 MAC 7R— b IZ dot1q SREFDENE 291
10.3 FRslkkRE 292
10.3.1 EREEREUEDENE 292
10.3.2 3&HIERE 292
10.3.3 EREHERRRAT 292
10.3.4 EREEEHIRR 295
10.3.5 EFREEEAIHARDA— hEEED 295



10.3.6 7Hor MEsE 295
10.4 WiE MAC 585 DB 8 & U RADIUS 5 — /N0 % 297
10.4.1 P9 MAC S35F DB 0% 297
10.4.2 RADIUS t—/\0D %A 297
10.5 MAC SREHERFDEFREIR 301
MAC SREEDERE &ER 303
1M1 3A>7«47Lb—>3> 304
111 3>7«47L—>3>aY2R—8& 304
11.1.2 BEVLANE—RQOO>T707L—>3> 304
1113 99Xy VIANE—ROIO> 717 L—>3> 307
11.1.4 MACSREED/NS A —IHRTE 309
11.1.5 SREERRNDIRESTE 311
11.2 ARXRL—>3> 314
11.21 ER3OT>R-—E 314
11.2.2 MAC SBEEDEE BHERR 314
11.2.3 MAC SBEEO#iEtIBERT 315
11.2.4 MAC SREEDSREHRRERT 315
11.2.5 P MAC 58I DB OERY 316
11.2.6 ABMACEREEDB DNy I 7y 316
11.2.7 dead interval ##EIC& 3 RADIUS #—/\7 7t 2% 1 8B RADIUS #—/NICRT 317
s3al VLAN 319
12.1  figeH 320
1211 #&EelE 321
12.1.2 EBEIFIE 321
12.1.3 5R&t VLAN CfEHY % VLAN 322
12.1.4 585k VLAN ORISR 323
1215 R4y FEIEEEE—R 324
12.1.6 £85I VLAN fEHLOEE 326
122 dA>7«47Lb—>3> 329
1221 3d>747L—Y3>aYYR—E 329
12.2.2 5REF VLAN OEARMGERTE 329
12.2.3 TIRIER 332
12.2.4 5RSE VLAN D/NT X —9IRE 335
123 #ARL—>3> 337
12.3.1 EFHIVYR—E 337
12.3.2 SREF VLAN EpfEREER 337

vii



Fd4w tXxaUra

DHCP snooping 339
13.1 fgEH 340
13.1.1 #=Z 340
13.1.2 DHCP /N4 v MDER 341
13.1.3 DHCP /%7 v hDOREL — MR 347
13.1.4 WERT1ILY 347
13.1.5 991+3v 7 ARP & 349
13.1.6 ARP /STy hDEEL — MIRR 352
13.1.7 DHCP snooping ERIED;FEEIE 352
13.2 A>7«17L—>3> 355
1321 I>747L—Y3>avvR—B 355
13.2.2 BXEE 355
13.2.3 DHCP /%7y hOREL — MR 358
13.24 WwWR7 1LY 358
13.2.5 91+3v 7 ARP & 358
13.2.6 ARP /X7y NDEEL — MHIER 359
13.27 BEEIP 7 RLRAZFDRKRZERLUIEE 360
13.2.8 AEBOETIC DHCP L —HERSNZBS 360
13.29 XEEDETIC Option82 #1573 DHCP U L —HERSNiHS 362
13.2.10 syslog H—/\AOHH 363
13.3 #ARXRL—>3> 364
13.3.1 ERJOvY>R—E 364
13.3.2 DHCP snooping /N1 > F « > T F—IR— DR 364
13.3.3 DHCP snooping #istHiE N 364
13.3.4 914733 v 7 ARP REDHER 365
13.3.5 DHCP snooping O7 X v £ — DR 365
F£5iF NRILEHICKSSEFECHEEE
GSRP DfFsH 367
14.1 GSRP O#IE 368
1411 #©E 368
14.1.2 HER 369
14.1.3 HKR— M 370
14.2 GSRP OERXRFIE 371
1421 v NT—T#RK 371

viii



14.2.2 GSRP &2 VLAN 372
14.2.3 GSRP OY]V) & Z HlfE 372
14.2.4 TR, Ny IT7v T 0BRSS 374
14.3 GSRP OEIEME 376
14.3.1 GSRP DIKEE 376
14.3.2 EHERZROENE 376
1433 U2 I7BEEFOEIE 379
14.3.4 Ny 77y TEEERE 381
14.3.5 GSRP VLAN 7')L— FBRE S HikAE 381
14.3.6 GSRP HlfEHRIRNR— K~ 381
14.4 L1V 3 nRUIEEEE 382
14.4.1 #=& 382
145 GSRP DOxvy NTJ—7T5%EtT 385
14.5.1 VLAN 7N —78{i0O0O— RINT > A8 385
1452 GSRP 7' )L —7DBERIEM 386
1453 L1V 3 URIEKETOLRRY NT—TBE (LB 387
14.6 GSRP {EREEDEEEIE 391
GSRP MEETE &EFA 395
151 d¥7«7L—¥3v 396
1511 2> 747L—Y3>aTUR—B 396
15.1.2 GSRP OEARHGERTE 396
15.1.3 <R9, Ny 77y TORERICETS 399
15.1.4 L1 3 ARVIBKEEDHRTE 400
15.1.5 GSRP VLAN 7'l — FIREFITEMEREDRE 400
15.1.6 GSRP HlfEHIRIRNR— N DERE 400
15.1.7 GSRP M/¥5 % —9 DBEE 401
15.1.8 R—KUtv MEBEDRE 403
15.1.9 1L NJYIBEREDRE 403
15.2 AXRL—> 3> 405
15.2.1 EF3VY>YR—E& 405
15.2.2 GSRP DIREEDHESR 405
15.2.3 OY 2 RICKDIREEER 407
15.2.4 EEREEDAR— MDD T 7T 1 77R— NEIEFRER 407
VRRP 409
16.1 f&SH 410
16.1.1 {REL—IDMAC 7 RLREIP 7RLZ 410
16.1.2 VRRP [CH (T BEEREDHEH 411



16.1.3 YRIDEHFE 412
16.1.4 ADVERTISEMENT /84 v k()35 413
16.1.5 77€7F7hE—R 413
16.1.6 ~ZvF>7HEE 414
16.1.7 VRRP MHK— NEIE 419
16.1.8 VRRP fERRNFIREE 420
16.2 A>7«47L—>3> 422
16.21 Y74 7L—>3>av K-8 422
16.2.2 VRRP DI 717 L— 3> Din 423
16.2.3 {REIL—IADIPv4 7 KL RAEE 423
16.2.4 {RIBIL—IAD IPV6 7 KL RBE 424
16.2.5 BEEDHRE 424
16.2.6 ADVERTISEMENT /¥4 v NEERBNDERE 425
16.2.7 BHEWIWERUINLEDEE 425
16.2.8 BHEIWIWER UL DEE 426
16.2.9 BEZEHR 97T —XE VRRP K—U V7T NDE 426
16.3 AXRL—23> 430
16.3.1 ERIYYR—H& 430
16.3.2 {8 —5 DREHES 430
16.3.3 track MEXERER 430
16.3.4 HIWRUEDRET 431
7TV )FTITU R 433
171 #&ER 434
1711 BIE 434
17.1.2 HR— ME#E 434
1713 7y U277 - VST NEHEBE 435
17.1.4 HYIWEX - IVRUENME 437
17.1.5 BEIVRUEE 438
17.1.6 BSEIBOMELEE 438
17.1.7 73y a7 L— LXZ{EMEE 439
17.1.8 MAC 7 RL R 7 v 75— Mg 441
17.1.9 RKEEHEFD 77T 7H— NEEHEEE 444
17110 7y U277 - )29 MERIFDFREIE 445
172 A>7«47L—>3> 446
1721 A>747L—>3>av2R—E& 446
17.22 7y FIV>7 - )F>T > NDRE 446
173 #AXL—¥3> 448
17.3.1 EBROV>R—E& 448
1732 7y FU27 - VIV NREORTR 448



1733 77714 7R—NOFEZEE 448
F6fm v hNT—UEERERE
] 8 L2 )L—T 1A 449
18.1 figsH 450
18.1.1 HIZE 450
18.1.2 EhfE{LiR 451
18.1.3 &K 452
18.1.4 L2 V—THAERIFDFESEIE 454
182 A>7«47L—>3> 457
1821 dY747L—Y3>aYYR—E 457
18.2.2 L2 L—F1RENDERE 457
183 #ARL—>3> 460
18.3.1 EROVYYR—HE 460
18.3.2 L2 L—FREDHER 460
]QZI\—AZI‘/ NO-—JL 461
19.1 fEER 462
19.1.1 AM—Ad> hNO-)LOWE 462
19.1.2 RAb—L3> O—LERFEOEREIR 462
19.2 A7« 7L—>3> 464
19.21 Y74 7L—>3>av K-8 464
19.2.2 AM—ATOY NO-)LOBRE 464
BH7fm F*YNI—TDEE
20 vl A 27 467
20.1 f#sH 468
20.1.1 R—bZS-U 2T OHE 468
20.1.2 KR—bMIS—U>TOEELRE 468
20.1.3 R—bIS—-UDJERBFOFEEE 470
20.2 AY7«147L—>3> 472
2021 AYT7147L—Y3>aYUR—E 472
20.2.2 R—KZS5—VU2TDEE 472

Xi



2 ] sFlow st (70O0—#st) e

475

21.1 fEEH 476
21.1.1 sFlow #iEtOBIE 476
21.1.2 sFlow #5tT—2 1> MkE 477
2113 sFlow /Sy hT7x—< vk 477
21.1.4 KEEBTO sFlow FETOEIEICDWVT 484
21.2 dA>7147L—>3> 486
2121 aA>747L—3a>avrR—8 486
21.2.2 sFlow HEtOEANLIRE 486
21.2.3 sFlow#Eta> 71 7L —2 3 VNS A—I DFREH 489
213 #ARXRL—> 3> 492
21.3.1 ER3IYYR—E 492
21.3.2 L 79 EDOBEDHES 492
21.3.3 sFlow £EETHEEDER T DR 492
21.3.4 sFlow #Et0Y > 7 > T ERORZSE 493
22 IEEE802.3ah/UDLD 495
22.1 fRER 496
22.1.1 BE 496
22.1.2 HR— Mtk 496
22.1.3 |EEE802.3ah/UDLD {#ERM;F=EIA 497
222 dAY747L—3> 498
2221 aA>T747L—¥aryavrR—E 498
22.2.2 |EEE802.3ah/UDLD MHE 498
223 FAXRL—¥ 3> 500
2231 ER3IVYYR-E 500
22.3.2 |EEE802.3ah/OAM IEER DT 500

2 3 CFM 503
23.1 f#E 504
23.1.1 = 504
23.1.2 CFM OEHER 505
23.1.3 RAAL DS 511
23.1.4 Continuity Check 515
23.1.5 Loopback 517
23.1.6 Linktrace 518
23.1.7 $LEENELER 520
23.1.8 CFM CERT37—9IN—2R 523
23.1.9 CFM ERIEDEREIE 525

Xii



232 ArI7«47L—¥3r 527
2321 AY747L—YayavvR—§ 527
23.2.2 CFM DT (BHRXT>) 527
2323 CFMO®RE (A—RXT1>, EHMA) 529

233 AXRL—> 3> 531
233.1 EAIOYYR—E 531
23.3.2 MP RID#E#HESS 531
2333 MPRIDIL— KR 532
23.3.4 JL— LD MP DIREETEER 532
23.3.5 CFM DIREEDHESR 532
23.3.6 BEEOHBEROER 533

2 4 LLDP 535

241 R 536
2411 HE 536
24.1.2 R— Mg 536
24.1.3 LLDP fEREOERSEE 539

242 AVT7«47L—>3 v 540
2421 3274 7L—3>av2R—E 540
24.2.2 LLDP MEBE 540

243 AXRL— 3> 541
2431 BRIV R-E 541
24.3.2 LLDPBHOKT 541

2 5 OADP 543

25.1 s 544
25.1.1 = 544
25.1.2 HR— MEER 545
25.1.3 OADP {ERKMFEEIE 546

252 aArI7«47L—¥3ar 548
2521 A>7«47L—¥3>av R-—& 548
25.2.2 OADP DHRE 548

253 AXRL—> 3> 550
25.3.1 ERIOYYR—E 550
25.3.2 OADP [EHROERT 550

R 553

TSR A RS 554

Xiii



35|

18R A1
1R A2
18R A3
18R A4
i A.5
1 A.6
18R A7
18R A8
g A9

Diff-serv
IEEE802.1X

Web Z33E

MAC 533

DHCP snooping
VRRP

sFlow
I[EEE802.3ah/UDLD
CFM

{38 A.10 LLDP

554
554
554
555
555
555
555
555
556
556

557

Xiv



F1fm 71ILY

1Y

TANFIE, HAHEDOTL—LEFRLID, BELIZDTAHEETT, Z
DETIET 4 VI BBEORHREBIERFEICOVWTHBLE T,



1 7109

1.1 fEE

TaWFIX, BEIRHEDT7 L —LEEREZITEETIHETT. 70 L7 3Ry NT—TDtFa) T4
PRI Z7-DIERLET. 74 Ly 2FERITIE, 2—FTEICHRY N T—=TADOT7 7 AZHIRTE
9, B, Ay b7 =27 &8y P T =BT WWW I3H#LTH, telnet % ftp 13FEE L 72
W EOEBRANPTEE T, Ay VT DODORELT 7 AEME, £/, AEx Y hT—Uh 564}
xRy NI = ARELBEROTHEREH S ENTEET. 74 LYERFER LAY N7 —7EEHI %K
IR LET,

1-1 7o L9%ZERLERY NT—T1EP

FEE

Wi

telnet,
ftp#r &

X

(R0 sy MERE

1.1.1 71 ILIDHE
REBEDT 1 LY ORET T v 7 2 ROFICRLET,

B1-2 AREDT«IILIDEEETOY T

REE
20 EEH
DORERE T T JE—H#E i o Ja—H@E P EERE
TN | i . |
i|ORE |1 > > !
emacr i |1l 2 | N D
| Lamwl L] @ IR I
ov—74(i | & : L& A
e I ] o E |
| Ik P > EE | ! > BEE (1! = |
AE [ ] comTmTsInyy
CORUIRLIZ 7 4 VY OBREEET T Y 7 OBMBEAZIRORITRLE T,
K1-1 71LIDSHEETOY 7 DHRE
HEBEER A e
7 u —HIEER 70— MAC 7 KL 2%~ a h a2 )LiERl, IP 7 KL X, TCP/UDP OFR— &S,

ICMP ANy ¥ EOEMIC—HT S 70— (HE7L—L4) 2EHLET,

Rk - FEEE TJa—H LT =Lt L, RfkEIIEELET,




1 7109

AREETIZ, MACT7RL R, JubralLiEhl, IP7 KL, TCP/UDP ®FR—+FS, ICMP Ny %7
Eovu—fHE, FRSEREE VWOEEREASDE T ALY I MY RERL, 74 LY E2EHL %
j_o

BEBEDT 4 VY OHRMAERIIRLET

1LEA VYT —RACRHELL T A NI Ty M) 2 1—THPHRELBEIBEICHERLET,

2.—H LT A NI T NUDROP S HBETRRERTLET,

3HELIET V=L 74 VY I M) TRELLEEICHE ST, TR Tangd,

4.9IRTODTANFIY DI Laro75E, TOT7V—LZEELET. BEHEOFMIZ
[1.1.7 BEERROBEE] 2B TZE 0,

@ i==m

REMA YT 2 —ATTV—LPERSNIEGE, BERIA VY72 —ATR70—BHE LA,
¥/, AV IR— P TR T4 VY EFHATEE Ao

1.1.2 70—%H

Ju—HElR, JL—LA0—BOTWNTHZT7u—% MACAv ¥, [PAv¥, TCP~Av%, ICMP
ANy TR EDEBEICE DV THHET AEEETT, 77X AVANTCHRELE T, 77EAY X MOFEMIZ
[1.1.6 727tvRURXN] 22BLTLIEZE0,

REBTIE, 1 —VA Y MUY Tz—ABLPVLANA VF T2 =2 LTT 7L AU A N2BET
EFET, TVRARVAMERELIA =YXV M ¥ T 2=, VLANA ¥ T2 —XEBIZ, LAY
2B LU LAY 3HEOA —F % v b V2 ERB LU IEEES02.3 ® SNAP/RFC1042 X7 L — 4
70— MHTEET,

ZEQA VY T —ATT7O—BHEEELLES, 1 —Y A2y MYy T7x—X, VLANA V¥ T z—
2AEBHIL, A =XV MUY T2—RATRELLEET7TO—BHLET, B, XEBETOZEY
L—2Ad70—HENRTT,

REEMEA VYT A TTO—REEEELLES, 1 —UXYy MYy T7x2—X, VLANA V¥ T x—
AEBIL, A—VXY M VI T2—ATEEITHEBTCT7u—HHLET, 2D®H, 3,0 VLAN »
5 VLAN It SNz 7 L—241F, FE VLAN A V¥ 72— 2A0RERH 7o —HHETEEd, &
B, FEATIEIAREBIEXENIGEET S 7L -0 70 —BHNRTT,

1.1.3 ZEA7O0—-REE—R

AEBTIE, v T B ERABEREEL CZERN 7O —BREE—-FZHBLTVET. ZE/Y
O—#HE— R, ZEAA VYT —RIHNTET4LY - QoS Ty N DERD/ISY — 2 2D HE—
FTdo TV M)DEDICOWTIEZ [T T L—2arHA K Voll 3. WEEHE] #22BLT, (&
WHIZEDETE-REZERLTL S,

ZER7 0 —#HE— NIt flow detection mode 2~ RTIELET. 4B, BIRL-ZER 70—
HE-—RIZTZ74L¥Y - QoS THETT . ZEM7 0 —HE— RELET 2158, ZERBICEEHA
VET = ARERESNIZROAT Y RE2TXTHIBRT Z2BESH D ET,

* mac access-group

* Ip access-group

* ipv6 traffic-filter



1

1LY

* mac qos-flow-group

* ip qos-flow-group

* ipv6 qos-flow-group
S5, ZEATO—HBEE—F2RY V—R=2ANL—F 4 VTR R— rOZEH 7O —HHE— FIZE
BI55613, Ihooavy RICMATRIORT a7 > FEERT A2BEPHD £,

* policy-list

+ policy-list default-aging-interval

* policy-list default-init-interval

¥7-, ZEMT 0 —#HE— F% DHCP snooping %R 7 4 L& K R— bOZER 70 —HEHE—F
ICEET 5561, Ihooa<y RIZA T ip verify source Iv > R2HIRT 2BESHD T,

B, ZEAT7O-BHE—-FE2EELLZVESR, layer3-2 83T 74 L hOE—-RELTHRESNE T,

ZEET7O—BEE— RO IP RKFHE VLANIEE - REZRET H&, 30747 L—a>ravryRip
address % 7:13 ipv6 enable AFRESI N TV W VLAN T, IP/85 v & (ARP &%) % CPU ICES &
WEDICHIfIT A& T, CPUNEARICAEAZEXMIELET,

ZERM70-BHE- N7 0 —#EEBRENRA V5 7 2 - ZAOBFEROFRITRLE T,

x£1-2 ZEA7T7O0-BREHE—RETO-EEERERRT I 7 T —ADOREK

=S
= RERR
7O—#&H ERBN 7 O—8iE B
E— K&
layer3-1 P87y hZNDSOTL—L4 | [Py R ZhBstoT A=k,
D70 —HlfHET VI VIGEICE =24, MACT7 FL A, VLAN
HULET. £7, IPv4)Sry b2 A =Py bIATRED
RtLe7a—#l#zfrnicng MACAY Y THRELET,
EICHFERATEEI, IP /S w ME, IPAw 4,
TCP/UDP ~Nv %, ICMP
ANV T THEHLET,
layer3-2 IPv4 8y MR b L7 a—#]  IPv4 /¥y MiZDWVT, TP 1P8800/S3800 D15
WEITWIWBEICERLET. ~v ¥, TCP/UDPAv %, | &
ICMP ANy ¥ TT7 L— L% S —H2
HLET, VLAN
1P8800/S3650 D15
=
A =FH b
layer3-5 IPv4, IPv6 /87y MZEEL7z7  IPv4 %7y b, IPAv ¥, | TP8800/S3800 D%
O —Hl# 2TV WISBEICHEA L TCP/UDP ~\v %, ICMP &
ESC S ANy FTTL—LatiLE L —HFw b,
7o VLAN
IPV6 /577 ME, TP 5, 1pee0/$3650 0
TCP/UDP ~Nv %, ICMP &
W TTL—LA
;/9’(7 R LE Sy b




1T 7109

==
2= \ RS
70— ERBN JO—&fE e
T— REHR
layer3-6 IPv4, IPV6 /8y MZFHE L7 TPv4 %7y MiE, IPAY Y, | A —H%xv b,
O —#lHE TV WBEICERL TCP/UDP ~v ¥, ICMP VLAN
9, /o, RUTY—R—2AL— | AvFTTL—L2BHLE
T4V TRERALLEVEEICER 9.
LEJ, IPv6 /X7 v MiE, IP A 4,
TCP/UDP ~A\v %, ICMP
ANYFTTL—L2RELE
ER
layer3-dhcp-1 IPv4 %7y MIRbL7z7a—#l | IPv4d/37 v Mo, IP A=k,
fiZ 47\, »D DHCP snooping | ~v %, TCP/UDP v %, | VLAN
DWHFRT A VI ZFERLIZWES | ICMPAY Y TT7 L —L%E
IERALET, HLET,
layer3-suppress-1 P87y RRZNBSOTL—2L4 | P87y R ZhBsto T A=y k
D70 —HlfHETN VIGEICHE L—A4lE, MACT FL X, VLAN
HLET, £z, IPv4ST v NI A=Y 2y A TRED
BLL7u—flfzfTunizng | MACANY ¥ TR LES,
BICHFERATEET, &7, PR [Py Mg, IPAY S,
E VLAN LT — RZEH L TCP/UDP ~Av %, ICMP
TZNBRIERALE ], ANy FTHBHLET,
layer3-suppress-2 IPv4, IPv6 /37w MIFHMEL7z7 | IPv4 ¥y ME, IPAY Y, | =P b,
[53650] O—IEEFO A VEAICERL  TCP/UDPAv 4, ICMP  VLAN
E9. £z, RUY—R=2)— | AvFTTL—LEZHRHLE
Ta v TRERLZVEEICER 9
LET, 7z, IPREE VLANI | 1Py /sr v M, TP A 4,
IEE—FEMEMLZVERICER | TCP/UDP A v 4, ICMP
LET. ANy FTTL—LEBELE
ER
layer3-suppress-3 IPv4, IPv6 /87w MIRHME L7z IPv4 %7y ME, IPAY ¥, | A =%y b,
[53800] T4 WFBIOIPv4 Yy MIC TCP/UDP A v %, ICMP VLAN
FE L7z QoS 2TV 7z WiBaIC Ny FTTL—LeRELE
FRLET, £/, KUY I—R— ElS
AN=T 4 Y TERERLIZVBE | IPv6/Sr vy ME, IPAY S,
ICHEALEY, 72, [PREE TCP/UDP A v %, ICMP
VLAN#ILEE— R2HER LV | Ay sy 7L —2%2BHLE
AIERALET, ¥,
layer3-suppress-4 IPv4, IPv6 /847w MR L7z IPv4 )%y ME, IPAY S, | A =P b,
[S3800] T AV BIUIPV6 /¥ IS TCP/UDP A v %, ICMP VLAN

Kb L7z QoS 2T\ - WiBEIC
FRLET, /2, KU T—~_—
AN—T 4 VT #ER LI WGE
WA LET, £z, IP KK
VLAN #l1EE — R 2 L7208
HIHERALET,

ANy FTTL—LEZBRHLE
ER
IPv6 /84w M, IP v %,
TCP/UDP ~v %, ICMP
NV FTTU—LmzBHLE
ER




1

1LY

1.1.4 X EAI70-&HE-—NR

AREETIE, 2y M-I EECEREREEEL CAGR 70 —RHEE - FZHELTWE T XE/T
O—BHE—- NI, FEAA Y TR TET NI I MDD/ =2 2RDBE—FTT,
IRV ORFICOVWTIE [T 7L =2 ay A FVoll 3. IREEH] 2B LT, HuHICE
HDETE-FZBEIRLTILZE W,

REEM 7 O —MHE— Fid flow detection out mode I~ > RTIEELE9 . 48, BIRLEERT
O—HE—RZ 74 LY TEMTT. FEA 70 —MEE— F2EET 54, ZERB I OEEH1 >~
77 2= ARESNIZRO AT Y RETRCHIRT 2BESHD ET,

* mac access-group

* ip access-group

* ipv6 traffic-filter

REQ T o —HHE— F2IEEL2VES, layer3-1-out T 74 L DE—RELTHRESNE T,

layer3-3-out 1&, IP8800/S3650 T VLAN k¥ V) » IHBEBIC—DLRESN TV WEEIHERAT
EER

BEHA70-—BEE-FET70—BFEBRENRA 25 7 2 —ADOBFRZRORITRLE T,
x£1-3 ZEA7O—RHE-—RET7O-MEERHERT>I 71— XDORERFK

EEE7O— BHXR
" . EREN JO—&hE
R E— REHR 12971 —2R
layer3-1-out IPv4 /8w Mo b L7z 7 IPv4 /87w MZDWT, TP | IP8800/S3800 DiFé
O —HfzTV I WBRICER Ay ¥, TCP/UDPAv %, A =% b,
LET, ICMP ANy ¥ T7L—L%HE VLAN
Ly IP8800/S3650 DHE
St
layer3-2-out IPv4, TIPv6 /%7y FoENnLL | IPv4, IPve/S4 v R Zh  1P8800/S3800 DHé
No7L—Lo7u—HlE%EzT Do 7L—41F, MACT S =2k,
WEWIBEIERALE T, [N e S v VLAN
;;wMACA/gT&&L IP8800/53650 D&
IP /Sy MEIP A 7, TovE R
TCP/UDP A %, ICMP
Ay S THRILET.
layer3-3-out IPv4, IPv6 X7 w boZNnLL | IPv4, IPv6 YT w hOZEN VLAN
[53650] o7 L—ro7u—fHlEzT  DAto7 -4, MACT
W WIBEICHERLE T, LR, 1=%2v by 7
% ED MAC Ny ¥ THH L
£9,

IP/)S7ry MEZIPAY ¥,
TCP/UDP v %', ICMP
ANy T THBRHLET,




1.1.5 70O0—%H%E

TJO—HT A-DIE, T4 L —a T 7u—%2HBTA-OOEERIEELET. FEAB L

OREE@A V7 T2 —ATO70—BHEEEZRISRLET,

(1) ZHEQAlM>97 -0 7O0—RHBEME

ZEFA VF T 2 —AD 70— HmHEFR, SEA 7O —HBEE-RNICL-TEREVET,

(@) 1P8800/53800 ME{EM1 > 97 —AD 7 O—1RHSFM

ZEMT70—HHE—- N EOEERRER 7 0 —RHEFEF 2 IROFRITRLET .

K14 BREAC>YT7I-ATEETRLS 7 O—RERYE (1/2)

1

1LY

layer3-1

layer3-2
layer3-suppress-1
e ]| REEE
11— 1 —1
_ VLAN X VLAN
v b S SVAN
MAC & arv747b—¥3 | VLAN ID¥!1 O - — _
M
MAC vy % REETLMAC T LA O O - -
5E5%E MAC 7 KL A O O - -
{—HRy bFALT @) @) - -
a1 — YR O O - -
IPv4 &t av7427L—>3 | VLAN ID¥! O - O -
v
MAC ~Av ¥ I PEAER2 O O O O
IPv4 ~ v %3 e ran O O O O
RETIP 7 RLA O O O O
FEkIP 7 KL A O O ®) O
ToS O O O O
DSCP O O O O
Precedence O O O O
[Pv4-TCP N & REETA—  B—EE O O O O
rES (eq)
HFIETE O*5 O*5 O*5 O*5
(range)
FEAR— | B—EE O O O O
5 (eq)
HFIEE O*5 QO*5 O*5 O*5
(range)




1 71L9

layer3-1
layer3-2
layer3-suppress-1
ER]| SEEE
= v T v
vk S
TCP #lf 7 5 /%4 O O
[Pv4-UDP ~Nv & RETR— | B—EE O O
rEE (eq)
HFETETE QX5 QX5 QX5 QX5
(range)
FEAR— b~ BEIEE O O O O
iias (eq)
HiFTEE O*5 O*5 Q%5 O*5
(range)
[Pv4-ICMP A\v & ICMP ¥ 1 7f& O O O O
ICMP 21— R O O O O
IPv6 i av747b—3 | VLAN ID¥! - - - —
M
MAC v % I PRS2 _ _ _ _

IPv6 ~ v #7%6

ARAZA=R =9V

EETLIP 7 LA

ZEEIP 7 R LA

NI T4v TR

DSCP - - - -
IPv6-TCP v % RETA— | B—EE - - - -
MBS (eq)
HFTEE - - - -
(range)
FoEAR— | B—IEE - - - -
H5 (eq)
HFEE - - - -
(range)
TCP 7 5 74 - - - -
IPv6-UDP ~ v 4 EETKR— | B—EE - - - -
rES (eq)
HEE - - - -
(range)
FEEAR—F | B—EE - - - -
#5 (eq)




1T 7109

layer3-1
layer3-2
layer3-suppress-1
e SREIEE
11— 11—
N VLAN N VLAN
Zv k *v b
HHETEE - - - -
(range)
IPV6-ICMP ~\ v & ICMP % 1 /& - - - -
ICMP a— Rf# - - - -
x®1-5 ZEAl1>97 1 —XATIEEMRELG 7 O—&HFRG (2/2)
layer3-5
layer3-6
layer3-dhcp-1
layer3-suppress-3
&5 SEIRE layer3-suppress-4
11— 11—
VLAN VLAN
v b v b
MAC &fF ar747L—>3 | VLAN ID¥! - - - -
M
MAC v % FEETLTMAC T FL R - - - -
%S MAC 7 R L A - - -
e TR - - - -
I—PEREEH2 - - - -
IPv4 S&AF ar747L—¥3 | VLAN ID*! O - O -
>
MAC ~v % 21— B2 O O O O
IPv4 ~ v %3 AR AZAT RN O O O O
RETLIP 7 FLR O O O O
ZESEIP 7 RLA O O O O
ToS O O O O
DSCP O O O O
Precedence O O O O
IPv4-TCP A ¥ RETA—  BEE O O O O
¥iiass (eq)
HESE O¥5 O¥%5 O¥5 O¥5
(range)
FER— HEE O O O O
Eias) (eq)




1 71L9

layer3-5
layer3-6
layer3-suppress-3

layer3-dhcp-1

o5l SEIRE layer3-suppress-4
= w77 wan
=N Y b
HFEE O*5 O*5 O%5 O%5
(range)
TCP #lff1 7 5 %4
IPv4-UDP ~» % EETR— | B—EE
&S (eq)
HFEE 05 O¥5 O*5 %5
(range)
FEEAR— b+ B—IEE O O O O
5 (eq)
HHFRTEE O*5 O*5 O¥*5 O*5
(range)
IPv4-ICMP N\ & ICMP % 1 7@ O O O O
ICMP 72— Fi# O e o
IPv6 it av747b—3  VLAN ID¥! O - - -
M
MAC A ¥ I— B2 O @) - -
IPv6 ~ v 476 ErFaran @) O - -
RETLIP 7 FL R O o _ _
5 [P 7 KL o O _ _
bST4 v TR O O - -
DSCP O @) - —
IPv6-TCP A v % REETR— | B—EE O O - -
rEE (eq)
HIFETEE O¥5 O%5 - _
(range)
FakR—1b  H—EE O O - -
BT (eq)
HHEE O¥5 O¥X5 - _
(range)
TCP #lff1 7 5 %4 - -
IPv6-UDP ~» % EETR— | B—EE - -
S (eq)

10



1 7109

b

layer3-5
L 3-6
Ve layer3-dhcp-1
) layer3-suppress-3
15 EIRE layer3-suppress-4
1 —1 1 —1
X VLAN X VLAN
=S =S
HHEE O*5 O*5 - -
(range)
FEAR— HEE O O - -
i (eq)
HHHEEE O*5 O*5 - -
(range)
IPv6-ICMP N\ & ICMP % 1 /& O O - -
ICMP 2 — R{# O O - _
(RBI) O:48ETES —BETEHL

ABEBO 70 —HTHRETES VLANID X, VLANI> 74 7L =33 TASIL VLANICH L THRHET %

fETd. RIEZTLV—LDEI S VLANID ZH L F 9

%2

WIRT 7L —LICOVWTIRRA—TEEEZ2RETCEEEA. B,

- VLAN Tag 2 LD 7 L— 4
- VLAN bR Y TZBELER—- P TEBELEZTL—L4

I—YPEEEILLTRELET,

VLAN Tag #E#H 57 L — LI LTI —YBEELZ BT 5858, MAC 7 FL AR5 1 BBEE® VLAN Tag
ICHBHI—FEREINRERDET., ROXIZ VLAN Tag »EEH 27 L —L0H12RLET,

(i) VLAN Tag 1ED T #—< v k

g 5 1ERB® | Ether
MAC-DA MAC-SA VLAN Tag | Type

Data

FCS

(ii) VLAN Tag 2BBDT7+—< v b

g . 1RE® | 2BRE® | Ether
MAG-DA MAG=SA | VAN Tag | VLAN Tag | Type

Data

FCS

F3%3

ToS 7 4 =)L FOIEEIZ D\ T DR E

ToS :ToS74—=LKRD3EY h~6Ey FOETT,
Precedence : ToOS 74 — VRO L3 Y FDETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7

| Precedence ToS | - |

DSCP ToOS 74—V FROEML6 Y NDETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |

%4

ack/fin/psh/rst/syn/urg 75 7h5 1 @87y M EEHLE T,

11



1T 719

X5

TCP/UDP R— b FEERH /Y — L OB IOV, 27427 L —Y3>HA K Voll 3574L% -

QoS [S3800]] #BELTL &,

EX6
NS T 4y T TTAT 4 =L RDIEEICOVTORHE
NTGTA4 VI ITR I NTT 4T ITAT 4 =L ROETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bitsh Bit6 Bit7
| FST4v85352R |

DSCP hITA4VIITRAT 4 —VRDEI6 EY FDETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |

(b) 1P8800/S3650 MDEIEAIT > 9 7 = —AD 7T O—1RHFRM
ZERMT70—HHE—- N EORERRER 7 0 —RHEFEFZIROFRITRLE T,

K1-6 REAC>IT7 I -ATEETELS7O—REFRYE (1/3)

layer3-1
layer3-2
layer3-suppress-1
EN]| FREEE
{_tzy VIAN  1—#Zv h
MAC & aAryI747L—¥sa VLAN ID*1 O - -
>
MAC ~v 4 REETTMAC 7 LA O O -
5i5%E MAC 7 R L A O O -
=Ry b EA T O O -
I—PERE2 O O -
IPv4 i aAVI4TL—3 VLAN ID¥*! 0 _ O
b
MAC ANy % PRS2 e O O
[Pv4 A~ %3 HuFaran O O @)
RETIP T FLA O @) @)
FEIP 7 RL R O O O
ToS O O O
DSCP O O O
Precedence O O O
IPv4-TCP A\ v % RETR— HIEE O O O
M EE (eq)
EFTEE Q5 O¥5 O%5
(range)

12



1 7109

layer3-1
layer3-2
layer3-suppress-1
=]l SREIEE
{_t*" VIAN  f—#3xyh
FaEAR— bk B—EE O O O
e (eq)
HIFETE O*5 O*5 O*5
(range)
TCP #lf 7 5 74
IPv4-UDP A v & RETR— | BEEE
~ES (eq)
HFEE QX5 QX5 QX5
(range)
FEEAR— B—EE O O O
Eiae) (eq)
HFIEE O*5 O*5 O*5
(range)
IPv4-ICMP ~ v ICMP % 1 /(& O O
ICMP = — R{# O O O
IPv6 it avI747L—va VLAN ID¥*! - — _
N
MAC Ny & I—PEREH2 - - -
IPV6 A &7%6 e ran - — _

BETIP T RL A

SESEIP 7 KL A

cNIT4w T ITRA - - —
DSCP - - -
IPv6-TCP N % RETA— | B—EE - - -
rNES (eq)
HHEE - - -
(range)
FaEAR— bk B—EE - - -
Ciaey (eq)
FHEE - - -
(range)
TCP #0175 %4 - - -
IPv6-UDP A\ v % EETR— H—EE - - -
N &S (eq)

13



1

14

1LY

layer3-1
layer3-2
layer3-suppress-1
el SREIEE
4_1:7‘“’ VIAN  1—#3v h
HHFETEE - - _
(range)
FEAEA— b B—IEE - - -
5 (eq)
HHTEE - - -
(range)
IPv6-ICMP N\ v % ICMP ¥ 1 7f& - - -
ICMP o — N - - -
x1-7 REAT>97 1 —ATEEDRERS 7 O—RERHE (2/3)
layer3-6
layer3-5
layer3-suppress-2
=]l REEE
1T—9xy 1=z
K K VLAN
MAC & ar747b—=¥ary | VLAN ID¥! - - -
MAC Ay & EETTMAC 7 RL A - - —
55 MAC 7 R L X — — —
S S A - - -
TR - - -
IPv4 it av7427L—Y3>r  VLAN ID¥! @) e) —
MAC Ay & 21— PR O O ©
IPv4 ~ v %3 AR AZATE =Y O O O
RETIP7 RLA O O O
FESEIP 7 FL R O O O
ToS O O O
DSCP O O O
Precedence O O O
[Pv4-TCP Ay ¥ REETAR— B—EE O O O
FEE (eq)
HHIETE OLE OLE OLE
(range)
AR — b B—aE O O O
%5 (eq)




1

1LY

layer3-6
layer3-5
layer3-suppress-2
=il HEEE
1=y 1=y
K K VLAN
FFTEE O*5 O*5 O¥5
(range)
TCP #lff1 7 5 %4
[Pv4-UDP ANv & KETHR— 5%
rEE (eq)
HFETETE O*5 O*5 O*5
(range)
FaSEAR— b H—EE O O O
5 (eq)
HFETETE O*5 O*5 O*5
(range)
IPV4-ICMP ~v & ICMP % 1 /& O O O
ICMP 2— Ff& O O O
IPv6 i av747b—3r  VLAN ID¥! O @) -
MAC ~vy & PRS2 O O O
IPv6 ~ v 576 ARUAZATE =P % O O O
RETLIP 7 FLR O O ®)
a5 IP 7 R LA O O O
T 49005 O O O
DSCP O O O
[Pv6-TCP Ny ¥ EETHR— 5% O O O
&S (eq)
HFETETE O*5 O*5 O*5
(range)
FaSEAR— b H—EE O O O
#S (eq)
HiFTETE O*5 O*5 O*5
(range)
TCP #lff17 5 277%4
IPv6-UDP A\ v % EETAHR— H—EE
r &S (eq)
HFIEE OLE OLE OLE
(range)

15



1 71L9

layer3-6
layer3-5
layer3-suppress-2
=]l REEE
1=y 11—y
K K VLAN
FaSEAHR— bk B—EE O O O
&5 (eq)
HHETETE O*5 O*5 O*5
(range)
IPv6-ICMP N\ % ICMP ¥ 1 7@ O O O
ICMP a— Rf# O O O
x®1-8 ZEfl1>97 1 —XATIEEDREL 7 O—&HFRH (3/3)
layer3-dhcp-1
]l HEIEE
1T—Hzy b VLAN
MAC &4 arvI747L—vav VLAN ID*!1 - —
MAC Ny ¥ REETLMACT FLA - -
5i%E MAC 7 R L & _
s AN S - -
PRS2 - -
IPv4 & avI747L—=vav VLAN ID¥1 O -
MAC A v % TP 2 o) O
IPv4 A v #%3 iR vAZAE =PIV O O
RETIP 7 RLA O O
FESEIP 7 KL A O O
ToS O O
DSCP O O
Precedence O O
IPv4-TCP Ay ¥ EETA— b B—EE (eq) O O
sy
HEEE O%5 O%5
(range)
FHER— M B—15E (eq) O O
=
FIFHTEE O*5 05
(range)
TCP #lf7 5 %4 O O

16



1 7109

layer3-dhcp-1

=3l FREEE
1—Hxy b VLAN
IPv4-UDP A v % EETA—b B—1EE (eq) O O
#S
HFEE O*5 O*5
(range)
TR — & B—EE (eq) O O
=
HHETEE Q%5 O*5
(range)
IPv4-ICMP v ¥ ICMP % 1 /& O O
ICMP a— Nf# O
IPv6 Z&ff avI747v—var VLAN ID*!1 - -
MAC A v % 21— PESRER2 - -

IPV6 ~\ vy &%6

FiFaran

EETIPTRLZ

ZESEIP 7 KL A

N T4w 0T

DSCP - -
IPv6-TCP N % REETA— b B—4EE (eq) - -
&S
HFATEE - -
(range)
AR — B—EE (eq) - -
=1
HFEE - -
(range)
TCP #i 7 5 7*4 - -
IPv6-UDP A v % EETLAR— b B—1EE (eq) - -
&5
HFRTEE - -
(range)
FEEAR— b E B—3EE (eq) - -
=
HFETEE - -
(range)
IPv6-ICMP N\ v ¥ ICMP % 1 /& - -
ICMP 22— F{E - -

(LB O:fEETES

1

— IBETE RN

AEBEO 70— THRETES VLANID I, VLAN 3> 74 7L —2 3 Y TASI L7 VLAN ISR L TR 5T %
fETT. RETL—LDEYT S VLANID Z2RHL £ 9

17



1 7109

X2
WITRT 7 L =L DV —VEBEELBHTEE A HiIZ, - VEEE3ILLTHRELET,
- VLAN TagzLD7 L—L4
* VLAN F 2R ) Y TERELR— M TRZELLZTL—A
VLAN Tag #EHH 5 7 L — LI LT —PEEEZRE T 258, MAC 7 FL AR5 1 BtH® VLAN Tag
IZHAHI—FBEEINREZVET, IROKIC VLAN Tag »EHH 27 L —L 02 RLE T,

(i) VLAN Tag 1B T 4#—< v k

g 5 1B ® | Ether
MAG-DA MAG-SA | AN Tag | Type Data FCs
(ii) VLAN Tag 2EBD 7 +—< v +
_ _ 1RB® | 2B B® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FCS
X3
ToS 7« =L FOIEEIC DV T D E
ToS :ToS74—ILRDOD3EY h~6 Y hOETT,

Precedence : ToS 74 =L RO L3 E Y FDETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bith Bit6 Bit7

| Precedence ToS | - |

DSCP CToOS 74 =LV ROEU6 Y FDETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |

Ex4
ack/fin/psh/rst/syn/urg 77 75 1 Oy b aEHLE T,
E%5
TCP/UDP R — +EESHH/ Y — V ORBERMEIC OV, [2Y 747 =23 HA K Voll 3.6 71L% -
QoS [S3650]] #zHELTL 2S5,
EX%6
NS T 4w I TTAT 4+ =)L RDEEIIDVTORHRE
NITAVTITRALNTT 4T ITAT 4 —ILRDETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bitdb Bit6 Bit7
| FST49995R |

DSCP hITAVIITRAT 4 —=VRDEMI6 EY FDETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |

(2) ZEEAl1 97T —RAOT7O0—BHEH
EERA VF 72— A0 70 —HEEFIE, EEAT7O-—BHEE-FICL->TERDET,
(@) 1P8800/S3800 MiX{Efl1>9 7 T —AMD 7 O—1&HEG

BERT7 0 —HRHE— N EOEERRER 7 0 —RHEFEF 2 IROFRITRLE T,

18



x1-9 FEAl1 297 1 —ATEEDRERS 7 O— KRR

1

1LY

e

HEEE

layer3-1-out

layer3-2-out

=4

N VLAN*5
VAN

1 —4
ESVAN

VLAN*5

MAC &

av74 71—
varv

VLAN ID*!1

O

MAC ANy ¥

FETMACT RL X

FE%E MAC 7 FL X

AN P

2SR

ORNONNORN®

IPv4 &4

av74 71—
varv

VLAN ID*1

@)
\

OO0 |0]|0

MAC ~Nv ¥

2 2

IPv4 ~ v 57%3

AR vAZA=R =PV

REETIPTRLA

ZEHEIP 7 RL A

ToS

DSCP

Precedence

[Pv4-TCP Ny ¥

(BT
R E

B0
(eq)

CHNCHNON NON NON NORNON NGO
O NONNON NON NON NORNON NG

CHNONNON NON NON NORNON NG

O NONNON NON RON NORNONNC)

EFEE

(range)

HEE
(eq)

HFTEE
(range)

TCP #lf7 5 7%4

IPv4-UDP A\ v 4

PR
A B

H—3EE
(eq)

=

EFEE

(range)

B8
(eq)

EIFEE

(range)

[Pv4-ICMP N v %

ICMP % 1 /&

19



1T 719

layer3-1-out layer3-2-out
=Rl REEH £ —1 1 —1
N VLAN*5 N VLAN?*5
vk ESA
ICMP 21— Ff& O O O O
IPv6 &t avT74 L= VLAN ID — - O -
var
MAC ~Nv ¥ I—EEE - - O O
[Pv6 N & k7w han - - O O
REETIP 7 FLA - - O O
FE%IP 7 FL R - - O O
NI4T TR - - O O
DSCP - - O O
[Pv6-TCP ANy ¥ | XETT B8 - - O O
R— & (eq)
=
FFTEE - - - -
(range)
FRSEAR— H—EE - - O O
N EE (eq)
HHETEE - - - -
(range)
TCP #0175 74 - -
IPv6-UDP A\ v 4 REET BH—EE - -
R—+& (eq)
=
HHEERE - - - -
(range)
FESEA — H—1EE - - O O
N &S (eq)
HHHEEE - - - -
(range)
IPv6-ICMP ~Nv % | ICMP % A 7@ - - O
ICMP 21— Nf# - - O O
() O:f8ETES — HEHETEZL

EX1
REBO7O—HHTHEHETEZS VLANID I, VLANIZY 74 7L — 3 TANILE VLANIZH L THREST %
BTT. EFE7L—LDBYT S VLANID 2 LE T,
WITRTHE, VLANID 28 ETCZ £d Ao
- Tag BMAZBRE LIz A —H 2y M V¥ 72— AHEET 256
- VLAN bRV YT RBE LA =2y b 0¥ T 2 —RIHBET 25E

20



1 7109

Vi
B(E7 L — L0 VLAN Tag 51— FELE AR LET. VLAN Tag #8557 L —AICKH LTL—FE
REERIT 284, MAC 7 FLAEIDS | BEE® VLAN Tag 1253 1—FEEEAHRE D £T. KOEIC

VLAN Tag »"##($H 57 L —LOBERLET.
(i) VLAN Tag 1RO 7 +—< v b

g 5 1ERB® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS
(ii) VLAN Tag 2D T7#—< v b
g . 1RE® | 2BRE® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FCS

RERA 72 —ATiE, VLANTagz LD 7 L—LICOWTHI—VEBEELAEH L ET, 1—ELEERH
DEMZRDRITRLE T,

x£1-10 ZEA1>97 1 —ATOI—HFEEERLD

_ EIE “
T L— BEER— b = 1—HEEED T O—RHENE
TL—A
VLAN F>3Y>7 - SEOTY— A —RIER B LBEIE, ~—h— 01— FEEE 2R
BEL L LET,
ZEATY—H—EEEAZFERA LTV VWEST, #O2E7 L —L4AN VLAN
Tag 7z LOE &, T—PEEE3I L THRELED,
ZEATY - —HEZFER L TWARWVWEAT, »2%(E7 L —45 VLAN
TaghODEEIL, ZERHOI—VEBEEEZMHLET, 27201, KITRT
TUV—LI3EBEEI L L THEELET,
o VLAN b2 ) V72 RE LA P TRHELETL—L4
VLAN b > % U >»% | VLAN Tag [L
BEDD L
VLAN Tag ZEfO~Y—"—BEOHEABEICEFRLZL, #E7L—L01—VELE
5] PHRHELET, EEVL—LDOI—YBEERIROLIIIZDET,
o VLAN F RV VT RBELIER—FTRZELLZT7L—L41F, ZERKBD
1—-PEEE
e« VLAN FY R UV ZRBHELTOARVLWE— N TCZELEZTL—LE, Z
7L —L»5 VLAN Tag 244 L7zd L D1 —TEELE

(A1) — : VLAN Tag DEEICHE Lz

F3%3

ToS 7 4 =)V ROIEEIC DOV TORE
ToS :ToS 74— EFD3EY F~6EY FOETT,
Precedence : ToS 74 =L KD LA 3 EY FDIETT,

Bit0 Bitl Bit2 Bit3 Bit4 Bitd Bit6 Bit7

| Precedence

ToS

DSCP ToS 74—V RDLEM6 Y FOETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bitd Bit6 Bit7

| DSCP

ZEMA VYT —ATY—H—HEED DSCP XX 2 Lzi5s, HERA Y72 —ATD ToS, DSCP
B LU Precedence OEHIE, DSCPEEHABD T L —LICH L TERELET,

21



1 71L9

x4
ack/fin/psh/rst/syn/urg 77 75 1 Oy b aEHLE T,
X5
WITRS VLAN A V& 72— T, 74 VYTV M) EBERTEEEA.
CHY VLANIZBIT 2T RTOA =Py b U F T2 =L, ENP—DTH Tag BWEHREL TV H5E

(b) 1P8800/S3650 MXERI1 > 97 T —AD 7T O—1RHFRM
REA7 0 —BET— FCEDOEEMRZ 70— BRHEFZRORITRLE T,

F1-11 XEAl1 > 97 1 —ATIEEDRER 7 O—1RHFMHF

layer3-1- layer3-2- | layer3-3-
out out out

L%l HEEE

19Xy A—Hxvy .
* * VLAN*5

MAC & av747L—Yar | VLAN ID¥! —

MAC A~y ¥ EFTMAC 7 FL A -

Zi5E MAC 7 KL A

£ =HFy b HAT -

O|l0|0|0O

R 2 % -

IPv4 Z&fF arv7+47b—v3r | VLAN ID¥!

MAC ~v & IR

IPv4 ~ v %3 FrFaran

BETIPT RLA

FESEIP 7 RL X

ToS

DSCP

Precedence

O NONNONNONNON NORNON NONNO)
Olo|lO0O|lO0O|lO0O|O|]O|O|OlO]OlO|0O|O
CHNCHNOR NONNON NORNON NGO,

IPv4-TCP A v ¥ EETAR— B—EE
rEE (eq)

HFEE - - -
(range)

FEAAR— b B—EE O O O
H5 (eq)

HHHEEE - - -
(range)

TCP #lf7 5 7%4

IPv4-UDP A v % REETLA— B—5E
M ES (eq)

22



1T 7109

layer3-1- layer3-2- | layer3-3-
out out out
il FREEE
1—Hxy | A1—H3Rv VLAN#5
k k
HHFEEE - - -
(range)
FaEA— b HB—{aE O O O
Cias) (eq)
FHHEEE - - -
(range)
[Pv4-ICMP ~v ¥ ICMP % 1 /& O O O
ICMP 22— R O O
IPv6 &4 av7427L—¥3a>r | VLANID - O -
MAC ~v % I —EEE - O O
IPv6 Ny & Efr7a ran - O O
RETIP 7 RLA - O O
FEFIP 7 LA - O O
NS T4w I TTA - O O
DSCP - O O
IPv6-TCP A % RETAR— B—EE - O O
&S (eq)
#HHEEE - - -
(range)
FEAEA— b B—EE - O O
H5 (eq)
HHHEEE - - -
(range)
TCP #lf7 5 74 -
IPv6-UDP A\ v % REETA— B—{EE -
MBS (eq)
HHETEE - - -
(range)
FaEA— b B—EE - O O
5 (eq)
HFEEE - - -
(range)
IPv6-ICMP A\ & ICMP % 1 /& - O O
ICMP 22— R - O O

23



1 71L%9

(AL O:f8ETES

e

—EETER

AEBO70—HBHETHHTE S VLANID IE, VLAN I 74 7L —2 3 Y TCAAL VLAN ICH LTHET 5
ETY, XE7L—LDET S VLANID 2 LEJ.

WITRTHE, VLANID 2 8ECZ £t Ao
- Tag BMERE LA =V 2y b V¥ T 2 —RIIBET 258

- VLAN b > 7%

%2

BELIA =Ty b V¥ T2 —RAIHEET HE

HEEZ7L—LOVLAN Tag il 21— VEEEEZEH L F9. VLAN Tag PEHEH 27 L — LI L TL1—Y1E
FEEZMHT 254, MACT7 FLAHIR?S 1 BEH® VLAN Tag il» 5 1 —VEEESHRELD 9. ROKIC
VLAN Tag B"#E¥H 57 L —LOHlzRLET,

(i) VLAN Tag 1ED T #—< v k

g 5 1ERB® | Ether
MAG-DA MAG-SA VLAN Tag | Type Data FCS
(ii) VLAN Tag 2R 7+—< v b+
_ _ 1B | 2BkB® | Ether
MAG-DA MAG-SA VLAN Tag | VLAN Tag | Type Data FCS

REEMA VY72 —ZA T, VLAN TagZ LD 7 L—AIoW b 1—VELE2BREL T, 1—VELERE
DFHMEROEIRLET

x1-12 XEAC>97 1 —-ATOI-HEEERLD

_ 15 .
TL—LEEA— R = 1—PEERED T O—iRBE
TL—A
VLAN k>3 ZEHTY—H—HEzFERA LB, - ROo1-VEEELHEH
BEZ L LET,
ZEEITY—A—BEEZERH L TOWRWVWEAET, »2O%E7 L —L45 VLAN
TagkLDE X, 12— PEELEE3ELTHRELET,
ZEETY - —HBEEZFERA L TWERWVWEAT, »2%(E7 L —L45 VLAN
TaghO DL X, ZEROI-—VEBEEEHHLET, 2720, KITRT
TU—LIIBEEI L L THRELET,
e VLAN bR Y VT ZFRELZAR—-NTRELIZTL—L4
VLAN h>*%UJ>»#  VLAN Tag Lt
BEDD =L
VLAN Tag @ ZERIO~—h—HEOEHRAEEICEGREL, R2MET7 VL0 -PEEE
HD ERHELET, EETL—LOI—VPEBEEIROLSICEDET,
e VLAN b3V VT ZBELLZR—NTRELLZ7L—L4I1F, ZERKD
I—BEE
e« VLAN FU R Y VT EBELTVWARVLE— N TZELETL—LIEF, 2
f§7 L —L4H»5 VLAN Tag 24\ L7ch L D1 —FEEE

(RLf1) — : VLAN Tag OEEICEE L

%3

ToS 7 4 =)L FOIEEIC DV TORE
ToS :ToS74—ILRDO3EY h~6 Y hOETT,
Precedence : ToS 74 =L RO LA 3 E Y FDETT,

Bit0 Bitl Bit2 Bit3 Bit4 Bitd Bit6 Bit7

Precedence

ToS

24



1 7109

DSCP
Bitd0 Bitl

:ToS74—IVKDOEM6EY NOIETT,

Bit2 Bit3 Bit4 Bitdb Bit6 Bit7
DSCP -

ZERA >V F T2 — AT —N—HEED DSCP &2 2 L7254, #EMA > %7 2 —ZATD ToS, DSCP

B LU Precedence O#HilE, DSCPEZ#ZEZDO T L —LIZH L TEBLET .

%4

ack/fin/psh/rst/syn/urg 75 7H 1 ©%7 v M EBEHLE T,

F3%5

IR VLAN A ¥ 72— AT, 74TV M) EBATEERA,
CHEVLAN KBT2TRTOA =Py b V¥ Tz =L, ENP—2TH Tag BREREL TV L5

1.1.6

7I7EAJA BN

T4V DT OB EERT Z7-0I23a> T4 7L —2 a3 TP 78 AV A NEHRELE T, 70—
BHEMHIGCTRET ATV LAV A NPELGDET, £/, 70 —BHEEZGEICBRHTELZ 7 L—24
BANELZDE T, 7JU—BHEAEENET A7 7EAY AN, BEUOBHERREL 7 L — L8R 0% %Ik

IRLET
®1-13 JO-RBRERGEHRTB77ERAV RN, #@HITREG 7 L — AERIDRR [S3800]
REARER T B 5T B RHOTRER
JO—#itE  T7IEAUREL SR 70— SR 70— 7L —LiEs
# BRHE—R RHE—R EIP P4 IPV6
MAC &f#f mac access-list layer3-1, layer3-2-out O O O
layer3-suppress-1
IPv4 it access-list layer3-1, layer3-1-out, - ©) -
ip access-list layer3-2, layer3-2-out
layer3-5,
layer3-6,
layer3-dhcp-1,
layer3-suppress-3,
layer3-suppress-4
IPv6 S ipv6 access-list layer3-5, layer3-2-out - - O
layer3-6,
layer3-suppress-3,
layer3-suppress-4
(R O:MHiTtEs - BHTEEL
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25



1 7109

BETEE HHT B T B RIS
JO-—#iE  TIERURbE SHERI7O— RERI70— 7 L —Lighl
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1 mac access-list A —=%%v b
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3 access-list A —=%%v b
ip access-list
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6 VLAN

(2) B|EO7O—-RHEFREZRFFICERELE

(a) REATI>I97T-ADHE

e DENME [S3650]
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(b) 71 ILIERRBOR b—ARRH

T4 NVIBHEICKAEEE A N —LBHEICKAEREDSFRRICHRET 5 &, ARFHINIETO7L—20%
EO, LVZBLDTV—LPEEENSZENHVET,

() IPREXE VLAN HllEE— R & fiégE & DHTF
IP REE VLAN I LEE— R EHBFEARFTOBRICH HHEEZIRITRLE T,
+ IGMP snooping*!
+ MLD snooping*!
© LAY 2FRER?
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EX2 [5.2.1 LAV 2RGEEAIREEE O] 2L TSV,
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1.2.1
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aA>7«147L—3>av>R—8

T4V THEHTAIY T4 7L —Yayav Yy R—EE2ROFITTRLET,

®1-19 J>7147L—>a>av R—E&

OV RE

E&II

A

access-list

IPv4 74 LE ELTEHET AT VAV ANEZHRELET,

deny

TANITOT IR RET HEMEIEELET,

ip access-group

L —H2 v b >¥ T2 —AF/IZVLAN A > ¥ 7 2 — 2120t LT IPv4
T4 NFEEAL, IPv4 7 4 LIKRERBRIICLE T,

ip access-list extended

IPv4)8ry 74 LZ ELTEET BT 7RV AP ERELE T,

ip access-list resequence

IPv4 7 RL AT 4 VIBEOIPV4 /Sy b7 4 LY DT 1 LY EERIER

DY—r Y ABSEHRELE T,

ip access-list standard

IPv47 RLAT7 A LF ELTEET 2T VLAV AN ERELE T,

ipv6 access-list

IPv6 74 L ELCEIET AT 7B AY AP ERELE T,

ipv6 access-list resequence

IPV6 74 VI DT 4 LY EFEAIEFOY —7  ABES*HRELET .

ipv6 traffic-filter

A—HA2Yy b ¥ T2 —RAE/E VLAN A > ¥ 7 2 — R0 LT IPv6
T4 NFE@EAL, [Pv6 74 LY EREZBMICLE T,

mac access-group

A=Y 2y " ¥ 72 —R&E7IEVLAN A % 7 = —ZIZR LT MAC
T4y EEEAL, MAC 7 1 LY HEEEZBIICLE T,

mac access-list extended

MAC 74 LZ ELTENET A7 VA YA NEHRELET,

mac access-list resequence

MAC 74 VE D7 4 VY EMBERIEFOY =7V AHESZHERELE T,

permit

TANITOT I REeHfs 254%2EELET,

remark

T4 VFOHRHAZEELE I,

flow detection mode*

T4 - QoS HIEOZEM T O —HEE—-FERELE I,

flow detection out mode*

TANYOEBR 7o —HHE-FEHRELE I,

e

(2> 74271 —Ya>av>yRL 77 L >ZAVoll 22. 7u—BHE—F/7u—8E] 28BL TS0,

RIER 7 O—RHE— FDE

T4 VI OREMT7O—-EHE- N2EET 202 RITRLE T,

EREDRT > M

ZERT7O—BEE— N, N—F Y27 OERNLZEEREZRET 5720, BICHELE T,

[O7 > RICKBEE]

1. (config)# flow detection mode layer3-1
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ZEM 7 o —MHE— N layer3-1 288 LE T,

1.2.3 X EAI7O—REE— RDERTE
T4 VY ORER 7o —HHEE— REZEET AHZ2RISRLET,
[EBREDRAT > K]
EEAE7O—BEET— N, N—FI7x7O0RRNZEERGEL2RET 570, RIICKRELE T,
[O7> RICKBEE]
1. (config)# flow detection out mode layer3-2-out
REER 7 O —MHE— K layer3-2-out #BXICLET .

1.2.4 MACAYY THHE - EEZ I DT
MAC Ay ¥ Z70—#HEEhE LT, 7L —L%2hik - BEEETAHZ2RISRLET,
EREDRT > N
TV —LZEBRIIMACAY FIZL>T 70 —BHZITV, 74UVF T PIIC—RLIT7V—L%FE
ﬁ ¢ q];ﬁ%big_o
[O7 > RICEKBERTE]
1. (config)# mac access-list extended IPX_DENY

mac access-list (IPX_DENY) Z/EfLE 9. KU XA MZERT A EI2E>T, MAC 74 LY DE
fEE—RIZBITLE T,
2. (config-ext-macl)#f deny any any ipx
A=Y 2y bIALTHIPX DT L —LzERETHMAC 74 LY ZHRELET,
3. (config-ext-macl)#f permit any any
ITRTOT L —L2HfdT 5 MAC 74 LY ZRELE T,
4. (config-ext-macl)# exit
MAC 7 4 LY DEIfEE— R 670 —NLar 74 7L =2 a v E—RIIRDET,
5. (config)#f interface gigabitethernet 1/0/1
R—=1 1/0/1 DA > 7 2 —AE—RIIBITLE T,
6. (config-if)# mac access-group IPX DENY in
ZEANCMAC 71 LY 2B LE T,

1.2.5 IPAvY%S « TCP/UDP Aw 9 Chflf - FEEZ T DRTE
(1) IPv4 7 RLRAZ 70— RHBFEE T BEE

IPv4 7 FL 22 7u—fHEtE L, 7V —L4%Hf - BEEEIT A2 RISTRLET,

[EREDRAT > K]
TLV—LZEBIEETIPVYU T RLRARCE>T7u—BHEITW, 74 LTy v JIC—Liz7
L= LET, 74 NLYIZY MIIZ—FLEWVWIP Sy MITRTEELET,

[O7> RICKBETE]
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1. (config)# ip access-list standard FLOOR A PERMIT

ip access-list (FLOOR_A_PERMIT) Z/ERLET. AV XA M EIERT HZ &L >T, IPv4AT7 FL
AT AN DEEE— NICEITLET,

2. (config-std-nacL)# permit 192.168.0.0 0.0.0. 255
EETTIP 7 FL R 192.168.0.0/24 v N T—=U 6D 7L —L%2HHT5IPv4 7 RLAT 1LY
EERELET,

3. (config-ext-nac )i exit
IPv4 7 RLATZ 4 LY DENEE— RS0 —NLar 74 7L —Ya v E—FRIZEDET,

4. (config)#f interface vlan 10
VLANIO OA ¥ 7 2 —AE— RIZBITLE T,
5.(config-if)# ip access-group FLOOR A PERMIT in
ZEBNCIPVA 71 LY ZHICLET

(2) IPv4 Ny N 70— BRERGET DRE
IPv4 telnet /87 v 270 —BHEHEEL, 7L —L %20k EBEEFEI AHZ2RITRLE T,
BREDRT > N
TV —LZERICIPAYSY - TCP/UDPAY I > T 70 —HEITV, T4 LYY MJII—
L7 L—L%HEELET,
[O7 > RICEKBEERTE]
1. (config)# ip access-List extended TELNET DENY

ip access-list (TELNET_DENY) Z{EBLET KU R MZERT HI &ICE-T, IPv4 /S v b
TANYOEEE— FICETLET.

2. (config-ext-nacl)# deny tcp any any eq telnet
telnet /37w N EFEET S IPVANT Yy b7 4 LY ZHRELE T,

3. (config-ext-nacl)} permit ip any any
TRTCOT V—LEHHT B IPv4 )7y b7 1 LY ERELET,

4. (config-ext-nacl)# exit
IPv4 7 RLATZ 4 LY DEMEE— RS0 —NLar 74 7L —Ya v E—FRIIEDET,

5.(config)#f interface vlan 10
VLANIO DA > ¥ 7 = —AE— RIZBITLE T,
6. (config-if)# ip access-group TELNET DENY in
ZEBNCIPVvA 71 LY ZHMICLET

(3) TCP/UDP R— hBESNEE%Z 7 O—RHHRH L& T H5RE
UDP #— MESORES 70 —MHGEHE L, 7L —L%di - BRIEET 202 0IORLE T,

[EBREDRA > K]
T U—LZERBICUDP Ny FOFELER— N ESOHBICL > T7a—BHZITW, 74 L¥IT MY
=B L7 L —LEBEELET,

[O7 > RICKBEEE]
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1. (config)# ip access-List extended PORT RANGE_DENY
ip access-list (PORT_RANGE_DENY) ZA{EfLE9d. KU A FEERT S EICE>T, [Pv4 /S
Ty N7 4 VEOEEE— FIZBITLE T,

2. (config-ext-nacl)# deny udp any any range 10 20
UDP Ny ¥ D3R — b ESN 10~20 D)%y h2BEET L IPvANTry P74 VY ZFELET,
3. (config-ext-nacl)# permit ip any any
TRTCOTL—L&2FHT B PvA Ty b7 4 VY ZBRELET,

4. (config-ext-nacl){f exit
IPv4 7 RLATZ 4 LI DEMEE—RAH7a—NLary 74 7L —Ya v E—FIZEDET,

5. (config)# interface vlan 10
VLANIO DA > % 7 2 —AE—RIZBETLE T,
6. (config-if)lf ip access—group PORT_RANGE_DENY in
ZEBICIPVE 74 LY 2B LET,

(4) IPv6 /Ny N T70O—1BHEREET DERE
IPv6 /84y b2 70 —HSEHE LT, 7L —L%20fk - BEEET AHZXISRLET,
[EBREDRAT > K]
TLU—LZERBICIP 7 RLRAICE>TT7UO—BHETV, 7405 MYIC—H LT L—L%mH
MLET, 74U T MIIC—HLEWVWIP STy MEITRTEELE T,
[O7> RICKBETE]
1. (config)# ipv6 access—list FLOOR B _PERMIT

ipv6 access-list(FLOOR_B_PERMIT) Z#{ER L E 9o KUY A MEERT A LIZL > T, IPVv6 /Sy
N7 4L OEEE—-RIIBITLETD,

2. (config-ipv6-acl)# permit ipv6 2001:100::1/64 any
REETLIP 7 RLZA2001:100:1/64 607 L—L2F#HT 25 [Pvo STy h T4 VY ZHRELE T,

3. (config-ipv6-acl)# exit
IPv6 /847w N7 4 LY DEIEE— RS0 —NLar 747 L—2aryE—RNIRVET,

4. (config)t interface gigabitethernet 1/0/1
R—=M1/0/1 DA 2H 7 2—RE—RIIBITLET,

5. (config-if){ ipv6 traffic-filter FLOOR_B PERMIT in
ZERNCIPve 74 LY ZHEMICLET,

1.26 EAITT—RAT1INIDETE
BHOA =2y N U T2 —RIZ T4 VY EEETAHE2XRICRELET,

BREDRT > K
config-if-range €— N CHEHED A —H Xy b A V¥ T2 — AT A VY EZRETESET,

[Ov > RICKBEHRE]

1. (config)# access-Llist 10 permit host 192.168.0.1
ARAN192.168.0.1 2672 F 7V —Li2FHTHIPVAT FLAT A VY ZRELET,
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2.(config)#f interface range gigabitethernet 1/0/1-4
R=F 1/0/1-4 DAV H 7 2 —AE—RIIBITLET,

3. (config-if-range)# ip access-group 10 in
ZEBNCIPVA 74 LY 2 BHICLET,



1 71L%9

o Ny
1.3 AXL—>r3>
show access-filter av > RIZ&>T, BEL-HNEASRMENTVAEDPEI P EHERLET,
1.3.1 ROV R—F

T4 VY THEHRT AERIYY F—E2ROEICRLET,

*®1-20 EFOVvR—E

I RE A
show access-filter 77 AT N—Fa< > F(mac access-group, ip access-group, ipvé traffic-filter) T&%
FE L7712 X b (mac access-list, access-list, ip access-list, ipv6 access-list)D
HatEmeRRLE T,
clear access-filter 77t ATN—Fa< > R(mac access-group, ip access-group, ipvé traffic-filter) T&%

FE L7771 AY A b (mac access-list, access-list, ip access-list, ipv6 access-list)D
MmatE®wz 27V 7 LEd,

1.3.2 71 ILIDIER
(1) 1—HRYPMNIITI—RICEESNTEI N DOIESR
A=Y MUY T =R T 4 VY ZRELIBEOHEERD ST EZROKIIIRLET,

1-3 41—y M2ITI—RICT 1 VLI ZHE LIZIHZEDENEHER

> show access-filter 1/0/1 IPX DENY
Date 20XX/12/01 12:00:00 UTC
Using Port:1/0/1 in
Extended MAC access-list:IPX DENY
remark "deny only ipx”
deny any any ipx

matched packets ;74699826
permit any any

matched packets : 264176
implicitly denied packets: 0

BELLER—1+D7 4 L%12 [Extended MAC access-list] BERENZZ EZERLE T,
(2) VLANTM>9 71 —RICEESNT=IT MNJDWESR
VIAN A V¥ 72— AT 4 VI EZBELBEOBEHERO A ELIRORITTRLUE T,

1-4 VLAN 1 >9 7T 1—RICT 1 V9 ZRE LIIBEDEMERESD

> show access-filter interface vlan 10 FLOOR A PERMIT
Date 20XX/12/01 12:00:00 UTC
Using Interface:vlan 10 in
Standard IP access-list:FLOOR A PERMIT

remark “permit only Floor-A”

permit 192,.168.0.0 0.0.0.255 any

matched packets . 74699826
implicitly denied packets: 2698

F8FE L7z VLAN O 7 1 L#1Z [Standard IP access-list] #AFERENBZ EZMERLET,
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QoS i, FIRER - v —H— - BIUERE - WEEHEIC X > CRERE
ZHIEL, BROFESLF 2 —DONy T 7 BELH EORoNTZ Ay N T -V &
RE2ENHMAT 2720DRETT . COETIE, REED QoS HlHIZ DO
THALE T,
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2 QoS HIfHDIEE

2.1 QoS HllfEHEE

2y bIT—=TEFIH LI - XOZRIEN, BEREEZRELZVWARA ML 7 +— IO NT T 1
JIZHNZ, ERRER - EFEEERO ST 4 v IBEIMLTVWET. RKEED QoS #lfZ#HHT 52 &I
£oT, NI T4 v IEINCSU-BEREEEMRTEEI,

AEBED QoS HfHZ, ERROTEHSLF 2 —DNy 77 BBREDRS NI %y bT -7 BIFEZERIEA
TEET, 77V —2arTEICERESNASESEOBEREEZ M/ T 7201, QoS HilfZ{HH L
Fv M= EFEZEYICIBECLE T,

HIEED QoS HIHDOKEE T 0y 7 2RO LE T,

2-1 ARBEO QoS HlfHintksE 7Oy 7

FEE

ZEM B350
RS AEE TR T | T
oL—L |i! ¥ ] T !
| oBE | | 1 . !
- MACT K[} & < U] (o] !
| vzmml] 207 |loa—| s | ) | (s El |zl oo—4l
oz [ BEE % ew Sem ™ o M ke [ E] | L] e |
| e —|FTEZ] | || S
| TR ¥ | ! i

(FLI) D: COHTHATZTOYY

BICR L7z QoS FIHOEMKET 0 v 7 OMEEZIRORITRLE T,
& 2-1 QoS HIEHNEHEEET O Y 7 DHE

FEBEERAL PRI
ZISAIEER T —LZE TL—b%2ZEFEL,MAC 7 RLATF—TUBRRIL—F 1 VT TF—T )L
WREEBLET,
Fom e I—HERETY | ZET7L—L0VLAN Tag D1 —EEEICHEY, BAEZRELZ
[ ED
7 u — ISR 70— MAC Aw#7a b a)Lf@hl, IP7 FL X, R—+&S, ICMP v
T EDEHFI—HTH7u—2BHLET,
HHER TU—C LI EERLT, BEEBA /70 —IIRLTRFILT 1
*5Z2%9,
v —H— IP ~ v #® DSCP ® VLAN Tag O 1 —HELE» B2 5 HkEE
T9,
BERBEIRE TO—IIXT HEEES, BESNPTSERT Fa—o v IBEES
BELETD,
S HIHEL JEEBEHI Ny NOBEEEF 2 —DOREBIELT, Y7L —L%F1—AY

T BHNEET S, HIELET,

v r—)% HEFa—o07L—L0HNEFBLOCHEIEEEHBLET .
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2 QoS HfHDREE

HEREBRAL HEREBIE

RO PAZFS S =L THIEENT LV —LEREELET,

AEEO QoS HIE, ZEIL—L0BEERXZI-TEBEE Y YT, Ei2id7a—H#Ic k> THRE
LET. I-PEBEEYY Y7L, ZE7 L —L40 VLAN Tag NicH 5 1 —FEBEEICE DO TEBEE
EFRELET, I—YELETIIRL, MACTRLARIP 7 RL AL EDBEDEHII—FT H 7L —
LI U TEBEREAREL-WESIE, 7u—%HsEALET.

TJO—HIEIC L AEREOREIX, T—VEBEET YV FIVBBESINET, £/, Tu—§IEZ, B
HEREDIEPICEBERSS—H—bFEMITHIENTEET, JU—BETHREL/Z70—-I1IXLT,
HIER, v—h—, BRAEREOSHEEIRBICEHET S ENTEEI,

EEHEZ, 2 —TEBEEY Yy Y 7270 —FflIc k> TRELLEBREICEOSVT, BEHESY = —
NWEERLET,

@ ===
QoS #IHZ(EAT 2HBE RO EAUITER L TS,
» IP8800/S3830-44X4QW # & U IP8800/S3830-44X4QS @ 10BASE-T/100BASE-TX/1000BASE-T
A— % 1000BASE-T TR LT, /% v MUBHEN2BAHE, 70— RHOREICHERLL, Sy
FEEINSBENIHDET,

o Ay I R—- b TR 7O -HEPREHHERETS A
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2 QoS HIfHDIEE

2.2 FEiRRES

COETHIAT S 12— TEEEY Y E Y TOMBI T ZROKIIRLE T,

2-2 1—HYBEETYECVTDUEDT

AER
SRR R

ORIERE G AEWE G UA—sE || AR AR
[oL—n |i! N T !
| TmE | ¥ ] B i
I-MAC?F‘EIlﬂ:EI - LIRS !
| LagE bl 277 [ oo—| | ||| BEE] | SE 7 L—Ll
| I v I 0 it N T g B g B g B0 i1 P o W et
| Lor— | ¥YEZTL | IR :
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(FLI) D: COHTHATZTOYY

221 1-9EEEYYETD

I—HEBEET YT, FET7L—L0 VLAN Tag NicH 51— EBEEBICESWTEBELEERZRET
HHHETT . AEETE, BFIC1I—VEBEEES YV IWEEL, I=F v AN T L AR L TEBEES
WELET, 8, 7TU—RFIX AP I L—LBLUPTLFFX ANTL—L4ICIE, I—FEEETYEY
TELREVWED, BEERETHREL CoSEEFERLET,

BEEDOMEICE, BBHNOBLEEELET CoSELXHAVWET, FET7L—LDL—HFEBEEDED S CoS |
1wy, CoOSHEICE>TEEF 21— 2RELET, CoSHEEEEF 2 —DOXBIZDONTIE,
[3.10.3 CoS~wvErrHiE] #22B LT 2S00,

I—YESEEIL, Tag Control 7« —)L K (VLAN Tag Ny #1&#H) O L3y FERLET. B85,
VLAN Tag 8%\ 7 L—2A4l%, #IZ CoSE3 ZHHLE T,

7u—Hc K 2 BERERENBET 255G, I-VEEEYYEY XD OBELTHELE T,

x£2-2 1—YBEEEE CoSEDTYEVT

7 L—ADIERE
IyE>TEND CoS B
VLAN Tag DHE#H 1—HEEEE
VLAN Tag =L - 3
VLAN Tag & b * 0 0
1 1
2 2
3 3
4 4
5 5
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2 QoS HIfHDREE

T L—ALDEE
YyE>7ENS CoSE
VLAN Tag NE#E 1—HEEEE
6 6
7 7
(FLBD — &&mL

EX ROBE, ZEROLI—FTEEEMEICEFEL, BIZCoSE3TYYEYTShEd,

© VLAN FY %Y Y/ RBE UL £ b TRELET L -2
222 1—HEXREYYEYTDFEEIR
(1) 1I—TEEETYETORR

REBN LAY 3Fi#ET 558, 1—FEBEEYYyEY 7L, 2BFETO VLAN Tag I/ LTERT
To 3B ED VLAN Tag BIESNTWEEEIE, ZELLTLV-LEZEELET., 1-TFEEE<Y
Yo IR &% % VLAN Tag #IROKISRLE T,

B 2-3 1—HBEEY YD THREMI

(i) VLAN Tag 1D 7+—< v b+

g 5 1E2B® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS

(ii) VLAN Tag 2BBDT7#+—< v b

_ _ 1BRBE®D | 2EkB® | Ether
MAG-DA MAG-SA VLAN Tag | VLAN Tag | Type Data FCS

(FLI) D CA—HEBEET Y E L MER R
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2 QoS HFlfHnBE

2.3 QoS @D 71 J0L—>3>

231 V7«47 L—>a>avrR—&

QoS @D ar 74 /L —varav Yy RF—E2ROEFITRLE T,

®2-3 dA>7147L—Y3a>avR—E&

OV RE

5188

ip qos-flow-group

A =YXy b ¥ T x—AF71E VLANIZH LT, IPv4 QoS 7
o—J X bEEAL, IPv4 QoS HIfAZBICLET,

ip qos-flow-list

IPv4 QoS 7u—H&E LTEEYT S QoS 7u—Y A P EREL F
ER

ip qos-flow-list resequence

IPv4 QoS 71— A NOFGERIBRFO Y —7 > ABSZEIEL
£,

ipv6 qos-flow-group

A—=YFy b ¥ 72 —RF71d VLAN I LT, [Pv6 QoS 7
o—YAMEEAL, [Pv6 QoS HlfAEAIICLET,

ipv6 qos-flow-list

IPv6 QoS 7u—#H & LTEET 2 QoS 7u—J A b 2RELE
ER

ipv6 qos-flow-list resequence

IPv6 QoS 7u—Y A + DEEERIEFDO Y — 7 » A ESZHHRE L
9,

mac qos-flow-group

A=Y %v b 2F Tz —AK7IE VLAN 23 LT, MAC QoS 7
ou—YJ A MzEHAL, MAC QoS #lfiZH%cLET,

mac qos-flow-list

MAC QoS 7u—#H & LTEIES 2 QoS 70— XA b2 REL &
ERS

mac qos-flow-list resequence

MAC QoS 7u—Y X s OFFERIEFO Y — 7 » AES%H
£9,

7E L

2

qos

QoS 7u—Y X hTO7u—MHFMHBLUBEHEEEZRELE T,

qos-queue-group

A—PEXYy b UFT2—AIIRLT, QoSFa2—1 A MERZEA
L, ULHY—Yz—N2FEMLET,

gos-queue-list

QoS Fa2—YRAMERICATVa2a—- )V TE—FERELE T,

remark

QoS D RFHAZ IR L £ 9

traffic-shape rate

A=Y 2y " V¥ T2 —RAR— MNEEHHIHEFZELE T,

flow action-change arp-discard-class®

ARP 7O —RF¥ AT L —LDF 2 —A VT BEEEZLEELET,

flow action-change arp-reply-cos*

ARP E& 70— RFF+ A+ 7L —LD CoSEELZELET,

flow action-change cos™

QoS HRENEEERERFEEZREL LI,

flow detection mode*

T4 - QoS HIEHORZEM T o —HmHEE—-RE2RELE I,

I

[av7427L—Y3>yav>rRL77L>»Z Voll

22, 7u—HHE—R/7o—81k] 2BBL TS0,



2 QoS HIfHDRE

2.4 QoS fliEF@DNANRL—2 3>

241 ER3IVYKR—E

QoS flHHEEDEHR I~ F—EZRORITRLE T,

x®2-4 ERIOYVR-E

OV R

A

show qos-flow

QoS 7u—77)L—7a< > F(mac qos-flow-group, ip qos-flow-group, ipvé qos-
flow-group) TEE L7z QoS 71—V Z I (mac qos-flow-list, ip qos-flow-list, ipv6
qos-flow-list) DFEHEHREZ R R L £ 7o

clear qos-flow

QoS 7u—27 )V —7a< > K(mac qos-flow-group, ip qos-flow-group, ipvé qos-
flow-group) TE&E L7z QoS 71u—Y A k (mac qos-flow-list, ip qos-flow-list, ipvé
qos-flow-list) DfEEtEHRZ 7V 7 LE T,

show qos queueing

=T33V M UT T2 —ADEFEF 2 —DOHEHEHREZRRLE T,

clear qos queueing

A=Yy b UF T2 ADEEFEF 2 —OfEHEHRZ 7V T LET,
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AEBTIE, 2y b —ERPEAEELZEE L CZEM 70 —RHE-FZHABLTVWE T, 2FH7
O—BHE—RIE, ZEAA VI T2 —RAWT BT 4L - QoS TV b DEDISY — > 2RO B E—
RTd. TV MIDEFICOVWTIE [TV T4 7L —2ar A K Voll 3. WEEH] 22BLT, £
WHIZEDETE-FEBRLTLIEZS L,
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* mac access-group

* Ip access-group

* ipv6 traffic-filter

* mac qos-flow-group

* ip qos-flow-group

* ipv6 qos-flow-group
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address %7z13 ipv6 enable BFEES N TV W VLAN T, P87 v + (ARP &%) % CPUICES 2
WEDIZHIHT 52 & T, CPUNSERICZS I E2IELET,

ZEA70-—BET-FETO0—BFEBRENRA 25 7 2 —ADOBFZROKRITRLE T,

R3-1 ZEAVO—BBE—RET7O-MMEEBRERRT>I T T —RAOEF%
S
= . RS
JO—#H EREN 70-8)fE
. 12971 —2R
E—R
layer3-1 P37y hENo71L—4 | MACTZ7RL X, £ =YXy A—=H2xv b,
DT7O—HEETVZVESIE YA THEOMACAY S | VLAN
HAULEd, £/, IPv47y N2 | TILV—LZ2BHELET,
FEL7z7a—HI#ZTwzwE  1pydsssr v Mg, TPAY S,
BICLHERTEET. TCP/UDP ~v %, ICMP
AN TCT L —LEBEHLE
ERS
layer3-2 IPv4 %7y MR kL7 7 a— IPv4 )3y Mo\, IP IP8800/S3800 D15
B 2TV WIEBSICERLE ~Av 4%, TCP/UDPAv %, | &
E ICMP A\ ¥ T7 L —L%K =2k,
HLUET, VLAN
IP8800/S3650 M
P
=
e TN
layer3-5 IPv4, IPv6 /8y MIZE b L7-7 | IPv4 /87> MiE, IPAw 4, | TP&8800/S3800 Di5
o — |l =TV WIBEIHERA L TCP/UDP A v %', ICMP =1
£9, ANV TCT L —LEEHLE L—HFw b,
R VLAN
IPV6 7577 M&, PN Y, 1pggn0/53650 0t
TCP/UDP ~Nv 4", ICMP PN
Ny FTTL—LEBELE Sk
£
layer3-6 IPv4, IPv6 /8y MIZEHEL 727 TPv4 87y ME, IPAY S, | £ =T % b,
O —##ETu R WIESICEAL | TCP/UDP A v %, ICMP VLAN

F9, Fiz, KU TI—R—=2)b—
T4 v RER LI WSEICER
[02=

AN TTL—LeBHELE
e

49



3 7O

(S
70—t
TR

EREN

7O—8fE

RHXIR
12971 —2R

IPv6 8w ME, IPAY ¥,
TCP/UDP A v %', ICMP
AN TT L —LzBmH L&
£

layer3-dhcp-1

IPv4 /84w Mcb Lz 70—
## %47\, »> DHCP
snooping DMK 7 1 V¥ % {HH
LizWBEIc AL E T,

IPv4 /3y MZDOWT, IP
v 4, TCP/UDP v ¥,
ICMP ANy ¥ T7 L—L%%
HLUZET,

A =9k,
VLAN

layer3-suppress-1

P87y hENDSD T L—24
D7 —HEEZITV I WEEICE
FALET. £/, IPv4 87y ML
b L7z 7 0 —#lf &7z nig
HIZbHERTEEY, £/, IPK
HE VLAN L E— RZ{EHAL

TeWEEICHERLE T,

P87y eEnDsD 7
L—21%, MAC7 KL X,
A=Yy oA TRHRED
MAC ANy ¥ THELET,
PS8y ME, IPAY ¥,
TCP/UDP ~v %, ICMP
AT THHEHLET,

A—=T%vh,
VLAN

layer3-suppress-2
[S3650]

IPv4, IPv6 /87y MICEE L7z 7
O —Hlf 2TV WIBEICER L
£9, £z, K I—R=2)L—
T4 YT ERERLIZWEAICER
LEd, T/, IPRFE VLAN T
IEE— RZEA L WGEICER
LEd,

IPv4 8%y Mg, IPAw 4,
TCP/UDP ~v %', ICMP
ANy FTTL—LeBHELE
ED

IPv6 8w NE, IPAY ¥,
TCP/UDP ~Av %', ICMP
AN TT L —LzEH L&
ED

A—=TFvk,
VLAN

layer3-suppress-3
[S3800]

IPv4, IPv6 /S ML LT
T4V BIFIPV4 ISy M
Bt L7 QoS 2Tz WigAIC
FRLET. £/, K y—xR—
AN—T 4 ¥ TR FERLIZWGE
IERLEY, £72, IPRHRE
VLAN fllEE— RE2H L Wig
AICHERLET,

IPv4 8%y M, IPAY 4,
TCP/UDP ~v %, ICMP
AT TTL—LEBHELE
ER

IPv6 /8w b, IPAY ¥,
TCP/UDP ~\v %', ICMP
ANy FTTL—L2BHELE
ER

A —=%xvh,
VLAN

layer3-suppress-4
[S3800]

IPv4, IPv6 /84w MZEEEL 7
TANVTBROIPV6 /8w M
b L7z QoS ZITW 2 WigEIC
FRLET, £/, K Iy—xR—
AN—T 4 ¥ TEFER LI 0GE
WERLET, £, IPRFE
VLAN flIEE— REHER LW
HIHEALET,

IPv4 84w MiE, IPANv ¥,
TCP/UDP ~v %, ICMP
ANV TTL—LEBHELE
el

IPv6 /8w i, IPAY 4,
TCP/UDP ~\v %, ICMP
ANy FTTL—LeBEHELE
T

A =2 b,
VLAN

3.1.2 70— t&RH5xE4E

TJUu—HT A0, 2074 L= a3y T 70— 2HBT A -008GERIEELET. ZEMA

771 —ATOT7U—HHEEEZIRITTRLET,

50



3 7Ol

(1) 2SR >9 7 T —ZA0 7 O—1@HEMH
ZEAA VY7 2 - 2070 —BHERZ, ZEMT7 O —MHE-FICL->TRZDET,
(@) 1P8800/S3800 ME{EMAI1 > 97 T —AMD 7 O—HRHSEML
ZEM7O0-—HEE - FCEOEEARLZ 70— REEFZROFRITRLE T,

x3-2 REAVI 7 -ATIEETRESG 7O REFHE (1/2)

layer3-1
layer3-2
layer3-suppress-1
&Rl SREIEE
= w77 v
Zv k *v b
MAC &ff av747L—¥3 | VLAN ID¥! O - - -
M
MAC ~Av % REETLMAC 7 KL A O O - -
Fi%E MAC 7 R L & O O - -
e AN R O O - -
PRS2 O O - -
IPv4 &t ar747L—Y3 | VLAN ID¥! O - O -
N
MAC ~v & 2 PRS2 O O O O
IPv4 ~ v 5%3 7 ran O O O O
REETLIP 7 RL A O O O O
G IP 7 KL A O O O O
ToS O O O O
DSCP O O O O
Precedence O O O O
IPv4-TCP N % RETR— | BE—IEE O O O O
N EE (eq)
EFEE O*5 O*5 O*5 O*5
(range)
FEEAR—  B—IEE O O O O
&5 (eq)
EFEEE O*5 O*5 O*5 O*5
(range)
TCP #lff1 7 5 %4
IPv4-UDP v % REETR— | BE—EE
&S (eq)

51



3 7Ol

layer3-1
layer3-2
layer3-suppress-1
] SEEE
11— af =Ay
. VLAN . VLAN
vk *v b
HiHFTETE OX5 O*5 O*5 O*5
(range)
FEAR—F | BE—IEE O O O O
#5 (eq)
HiFTETE O*5 QX5 O*5 O*5
(range)
[Pv4-ICMP ANy ¥ | ICMP ¥ 1 7 O O O O
ICMP o — Ff# O O O O
IPv6 it av747Lb—Y3  VLAN ID¥! - - — _
v
MAC ~Nv & I — B2 - - - _

IPv6 ~ v 57%6

ErFua ran

EETIPTRLZR

e IP 7 KL A

N Ta4w I TTRA

DSCP - - - -
IPv6-TCP ~\v % REETR— BH—1EE - - - -
rEE (eq)
HiFEE - - - -
(range)
FEEAR— | B—IEE - - - -
&5 (eq)
HFEE - - - -
(range)
TCP 17 5 %4 - - - -
IPv6-UDP A % EETLAR— | B—EE - - - -
rNEE (eq)
HFTEE - - - -
(range)
FakR—1t | BH—EE - - - -
i (eq)
#HFRTEE - - - -
(range)
[Pv6-ICMP N\ v ¥ ICMP % 1 7f# - - - -

52



3 7Ol

layer3-1
layer3-2
layer3-suppress-1
]l SREIEE
11— af =y
. VLAN . VLAN
2y~ *v b
ICMP a— Rf# - - - -

x3-3 REACCIT7 I -ATEETELG 7 O—RESRY (2/2)

layer3-5
layer3-6
layer3-dhcp-1
i layer3-suppress-3
&nl ERE layer3-suppress-4
1—4 1—4
VLAN VLAN
*xv b *v bk
MAC & ar747L—3 | VLAN ID¥! - - - _
M
MAC A v & ETEMAC 7 FLZ - - - -
%E5%E MAC 7 R L 2 - - - -
P AR —~ -~ - -
IR - - - -
IPv4 St ar7427b—¥3 | VLAN ID*! O - O -
N
MAC Ay % 1 — RS2 O O O O
[Pvd ~ v 4753 kfr7a han O O O @)
BEETIP 7 FLA O O O ©)
FEEIP 7 KL A O O O O
ToS O O O O
DSCP O O O O
Precedence O O O O
IPv4-TCP A\ & EETA- | B—EE O O O O
MBS (eq)
HFETE O>:<5 O>:<5 O>:<'5 O>Z<5
(range)
FEA—~ | B—HEE O O O O
&5 (eq)
HEEE O%5 O%5 O%5 O%5
(range)
TCP #lf17 5 7%4 O O O O

53



3 7Ol

layer3-5
layer3-6
layer3-suppress-3

layer3-dhcp-1

125l HEIRE layer3-suppress-4
T_ﬂ VLAN T_H VLAN
ESTAN =N
IPv4-UDP A v % RETLR— | BT O O O O
&S (eq)
HFEEE O*5 O*5 O*5 O*5
(range)
FEkEAR—b | B—IEE O O O O
HF5 (eq)
HFIEE O*5 O*5 O*5 O*5
(range)
[Pv4-ICMP ~v & ICMP % 1 7[& O O O O
ICMP 21— R{# O O O O
IPv6 it av747L—>3 | VLAN ID¥! @) - - _
M
MAC Ay & IR O O - -
IPv6 ~\ v 57%6 7o ban O 0 - _
RETIP 7 RLR O @) - _
5E5EIP 7 R L& 0 0 _ _
NS T4w o 0TR O O - -
DSCP O O - -
IPv6-TCP A\ % RETR— | BT O O - -
&S (eq)
HHPEE O*5 O*5 - -
(range)
FaeEAR— b~ B—EE O O - -
HS (eq)
HHPEE O*5 O*5 - -
(range)
TCP #l#l7 5 7%4 - -
IPv6-UDP A v % RETLR— | BT - -
rEE (eq)
FHEE O*5 O*5 - -
(range)

54



3 7Ol

layer3-5
layer3-6
ayer layer3-dhcp-1
i layer3-suppress-3
(el SEIRE layer3-suppress-4
1—% 1—%
) VLAN ) VLAN
=S =S
FEA— | B—EE @) O - -
H5 (eq)
FEHEE O*5 O*5 - -
(range)
[Pv6-ICMP N\ 4 ICMP ¥ 1 /& O O - -
ICMP 22— Rf& O O - -
(L) O:#\ETES — HEETE AL

Exl
KREBO 70 —HHTHRETE% VLANID ¥, VLAN 2> 7« 7L — 3 > TAS L7z VLAN ot
LTMETBETT. ZIE7L—LDET S VLANID 2#H LEJ,
Ex2
WITRT 7 L —AIDWTEI—TBEEELZ M TEE A, HIZ, I-TFEEE3 L L THEHLE
ER
-VLAN Tag LD 7 L —A4
- VLAN b2 ) U T RBELIEAR—FTRELIETL—4
VLAN Tag "#E#H 27 L — LI L T2 —PRBEEZ BT 5255, MACT RLAHIA»5 1 BH

® VLAN Tag ilh 51 —HBEBEEIPNR LD £9 . IROKIC VLAN Tag PEHH 27 L — L Dl
ZRLET,

(i) VLAN Tag 1ED T #—< v k

g 5 1EXE® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS
(ii) VLAN Tag 2EBD 7 +—< v +
_ _ 1BRBE®D | 2EkB® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FCS
EX3
ToS 7 4 — )V ROIFEIZ DOV TOHRE
ToS :ToOS 74— ILVEFDO3EYy b~6EY hOETT,

Precedence : ToS 74 — LV FD FZ 3y FDETT,

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
| Precedence ToS | - |

DSCP :ToS 74 —IVRDO L6 By FDIETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |

55



3 7O

x4

[Pv4 Z&fFTI&, ack/fin/psh/rst/syn/urg 75 705 1 Oy h&2EH L E 9, IPve &£ TIE, ack/
fin/psh/rst/syn 77 75 1 Oy b BEHLE T, urg 77 VOB TE £ A,

%5

TCP/UDP B— FEERHENY — L OWNAEFICOVWTIE, (2> 74 L— 32 HA R Vol.l 3.5
74 )L% - QoS [S3800]] ZZIBL TL 2&E Ly,

%6

NST 4w 77574 =)L ROEEICOVTOHE

NTGTA9TTITRI NTTAYITITTAT A —ILRDIETT .

Bit0 Bitl

Bit2 Bit3 Bit4 Bitdb Bit6 Bit7

K249 0935R

DSCP

ChNSTA VI ITAT 4 —LRDOEM6 Y FOETY,
Bit2 Bit3 Bit4 Bit5 Bit6 Bit7

Bit0 Bitl
|

DSCP

(b) 1P8800/S3650 MDEIEAIT > 9 7 = —AD 7T O—1RHFRMF

ZERM70—HHE—- NTEOBERRER 7 0 —RHEFEFZIROFRITRLE T,

x3-4 ZEAl1>97 1A TIEEDREL 7 O—&REFRE (1/3)
layer3-1
layer3-suppress-1 layer3-2
el SEEE
{_tiy VLAN {_t*/
MAC & av747b—=¥ar | VLAN ID¥!1 O - —
MAC v ¥ EFTMAC T FL R O O -
5855 MAC 7 FL 2 O O
£ —H3y byAF O O -
PRI O O -
IPv4 &4 av747b—Y3ay | VLAN ID¥! O - O
MAC ~Av % 2 — P2 O O O
IPv4 ~ v 5753 Efr7a kA O O ©
EETIP7 LA O O O
FEFIP 7 R LA O @) O
ToS O O O
DSCP O O O
Precedence O O O

56



3 7Ol

layer3-1
layer3-2
layer3-suppress-1
=]l SREIEE
11—y 1=y
K VLAN K
IPv4-TCP Ay ¥ REETA— B—EE O O O
rEE (eq)
HIFETE O*5 O*5 O*5
(range)
FaFEA— b B—{EE O O O
sy (eq)
HIFETE O*5 O*5 O*5
(range)
TCP #lffi7 5 7%4
[Pv4-UDP ~Nv & EETAR— BE—EE
NEE (eq)
HFEETE OLE OLE OLE
(range)
FEEA— b B—EE O O O
B®S (eq)
HHEETE OLE QX5 QX5
(range)
IPV4-ICMP ~v ¥ ICMP % 1 7 O O O
ICMP 21— R{& O O O
IPv6 Z&ff aAr747b—var | VLAN ID¥!1 - - -
MAC ~v % I — P2 - - -
IPv6 ~\ vy 7%6 HrFaran - - _

RETIP T FLA

SESEIP 7 RL R

NIT 4T TTA

DSCP - - -
IPv6-TCP Ay ¥ REETA— B—EE - - -
MNES (eq)
HHFEE - - -
(range)
FaEA— b HB—aE - - -
Ciaes (eq)
FHHEE - - -
(range)

57



3 7Ol

58

layer3-1
layer3-2
layer3-suppress-1
ER]| REIEE
11—y =z
K VLAN k
TCP 7 5 774 - - -
IPv6-UDP A v % EETA— H—IEE - - -
&S (eq)
HHEEE - - -
(range)
FEEA— b H—1EE - - -
H5 (eq)
HHHETERE - - -
(range)
IPv6-ICMP A\ & ICMP % 1 7@ - - -
ICMP J— Nf# - - -
x3-5 REAl1>97 T —XATEEDRELS 7 O—RERHEF (2/3)
layer3-6
layer3-5
layer3-suppress-2
Evill REIEE
1T—Hxy  A1—0xy
k K VLAN
MAC %4 av747b—¥a¥ | VLAN ID¥! - - -
MAC v % REETLTMAC 7 FL X - - -
5i% MAC 7 R L R - - -
v S - - -
IR - - -
IPv4 ff Iv747V—¥ar | VLAN ID¥! O O -
MAC ~v & 2 O O ©
IPv4 A 753 ErZaran O O O
RETLIP 7 FL R O O O
FESEIP 7 RL R O O O
ToS O O O
DSCP O O O
Precedence O O O
[Pv4-TCP A v ¥ EETTA— H—EE O O O
rEE (eq)




3 7Ol

layer3-6
layer3-5
layer3-suppress-2
il SREIEE
1T—Hxy  A—Fxy
K K VLAN
#HHEEE O*5 O*5 O*5
(range)
FEFEA— b B—EE O O O
5 (eq)
HFIEE QX5 OLE OLE
(range)
TCP 7 5 74
[Pv4-UDP ~\v & REETA— HB—EE
r &S (eq)
HIFETE O¥5 O*5 O*5
(range)
FEEA— b B—E O O O
&S (eq)
HFEE O*5 O*5 O*5
(range)
[Pv4-ICMP A\ v & ICMP % 1 /& O O O
ICMP 22— R O O O
IPv6 &t ar7427L—>3>y  VLAN ID¥! O O —
MAC v % 1B O O O
IPv6 A #%6 EfiZuran @) @) ®)
EETLIP 7 FLA @) O O
FESEIP 7 FL A @) O @)
b T 490 0T R O O O
DSCP O O O
[Pv6-TCP Ny ¥ RETAR— B—EE O O O
r &S (eq)
HFETE O¥5 O*5 O*5
(range)
FEAEA— b BH—EE O O O
E#S (eq)
HFEETE OX5 O*5 O*5
(range)
TCP #lff7 5 7%4 O O O

59



3 7Ol

layer3-6
layer3-5
layer3-suppress-2
=il BEIEE
11—y  A—Hxy
k k VLAN
IPv6-UDP A & EETHR— HB—aE O O O
rEE (eq)
HFTETE O*5 QX5 QX5
(range)
FaEA— b H—EE O O O
5 (eq)
HiFTEE O*5 O*5 O*5
(range)
[PV6-ICMP A v & ICMP ¥ 1 7[& O O O
ICMP 21— Ff& O O O

x3-6 REAT>YI7 I -ATEETELG 7 O—1RERYE (3/3)

layer3-dhcp-1
el SBEIER

1—H2y bk VLAN
MAC & arvI747L—vav VLAN [D*1 - —
MAC Ay ¥ EFETTMAC 7 KL A - -
Fi%E MAC 7 R L X - _
S EC AN e - -
IR - -
IPv4 &4 avI4ZL—vav VLAN ID*1 O -
MAC ~Av % I — PRS2 O O
IPv4 ~ v 453 7o ban O O
RETLIP 7 FLR O @)
FESEIP 7 KL R O O
ToS O O
DSCP O O
Precedence O O
[Pv4-TCP ~\v % REETA—-ME | BE—HEE (eq) O O

7 R 05 oS

(range)

ik — 1+ ES | B—HEE (eq) O O

60



3 7Ol

layer3-dhcp-1

5l SEIEE
1—Hxy b VLAN
EHFEEE O¥5 O%5
(range)
TCP #lf17 5 7%4 O O
IPv4-UDP ~v % RETR—ME  BE—HEE (eq) O O
5
FHERETE O*5 O*5
(range)
A — hES  BE—EE (eq) O O
HHPEE O*5 O*5
(range)
[Pv4-ICMP ~\ v 4 ICMP % 1 7@ O O
ICMP 21— R{# O O
IPv6 &4 arvI747L—vav VLAN ID*!1 — —
MAC Ay % O — PRS2 - -

IPv6 ~\y &%6

IR AZA=R =)V

EETLIP 7 RLA

ZEEIP 7 R LA

NI T4v TR

DSCP - -
IPv6-TCP ~v % EETK— M E | B—EE (eq) - -
=1
HHPEE - -
(range)
FideR— hES  BE—EE (eq) - -
HFATEE - -
(range)
TCP #l#17 5 7%4 - -
IPv6-UDP N v % EETHR—PE | B—HEE (eq) - -
=
HHFRTEE - -
(range)
iR — 1+ ES | B—EE (eq) - -
HFETEE - -
(range)
IPv6-ICMP N\ v & ICMP ¥ 1 7f& - -
ICMP 22— R{# - -

61



3 7O

(LB O:#EETES — 1 EBETEHL

e
AREBOT7 O —MHETHRETE2 VLANID X, VLAN 2> 74 7L —3 3 > TAS L7 VLAN IIx
LTETAETT. REZ7L—LDET S VLANID 2 LET,

X2
WRIRT 7 L—LII DV TIEI—FBEELABHTEE A, FiC, T—PEBEE3 L LTHRELE
ERS
-VLAN Tag z LD 7 L—24
*VLAN o) U T ZBRELIAR—FTRELIETL—4
VLAN Tag "#E#dH 27 L — LI LTI —FRBEEZBET 258, MACT FLAfA»5 1 BH
® VLAN Tag 12% 51— PEEEINE E 20 9. ORI VLAN Tag BEHH 257 L — L0

ZRLET,
(i) VLAN Tag 1D 7 4+—<w b
g 5 1ERB® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS

(ii) VLAN Tag 2BBDT7+—< v b

_ . 1EBD 2B @ | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FCS
%3
ToS 7 4 =)L ROIEEIZDOWNWTORE
ToS TS 74—V FD3EY +F~6EyY FOETT,

Precedence : ToOS 74 =)LV FDOEMZ3 ¥y FOETY,
Bit0 Bitl Bit2 Bit3 Bit4 Bith Bit6 Bit7

| Precedence ToS | - |

DSCP tToS 74—V FROLE6EY NOETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |

Ex4
IPv4 & Cld, ack/fin/psh/rst/syn/urg 75 7 %5 1 O3 v b i@ LE 9, [Pv6 E£F T, ack/
fin/psh/rst/syn 72 70 1 Oy haBEHLET, urg 77 7OBHTE £ A
%5
TCP/UDP R— b &SHEH/ Y — OINEEBEICOWTE, [V 74 7= a v 1 R Voll 3.6
7 4% - QoS [S3650]] #ZMLTLZE W,
EX6
NS T 4w 77527 4 =L ROIBEIZOVTORE
NI4T ITGRA I NTT AV I TTAT 4 —LROETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
| FST4vIIFR |

DSCP RS T AV ITRAT 4 —LROEMN6 Y FOETY .

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP - |

62



3.1.3 QoS 7O—-URAb

QoS D7 u— i ZEMT H-0ICdT VT4 L —3 T QS 7u—Y A MEHRELET, 70—
MHEHIECTHET S QoS 7u— U A MNSELZVE T, F/, 7Tu—MHEHEI & ITHRETTEES 7

V—LHERIPRELDET, 7u—MHEGAEMIET S QoS 7u—1 A b, BIUMHAIEEL 7 L — A5
DOBFREROFRIIRLE T,

3 7Ol

*R3-7 TO—RBREREEWHT S QoS 7O—J XN, #HHOEELR 7 L —AERIORFE [S3800]

7 O— &SR

Mg % QoS
J0-JA K

MY B

SEM7O—REE—NR

HEHETRERR
7 L—LFER!

JEIP IPv4 IPv6

MAC &

mac qos-flow-list

layer3-1,
layer3-suppress-1

O

O @)

IPv4 &4

ip qos-flow-list

layer3-1,
layer3-2,

layer3-5,

layer3-6,
layer3-dhcp-1,
layer3-suppress-1,
layer3-suppress-3

O —

IPv6 &4

ipv6 qos-flow-list

layer3-5,
layer3-6,
layer3-suppress-4

(LB O - #mHTE5

— I HHTERL

K 3-8 TO—RHFHERINT S QoS 7O—J RN, iHOIaER 7 L — AERIDBIFE [S3650]

MR OTEES
So-mugs 00 039 PR 71— L7
Z0-UR K ZERT7O—RHE—R
JEIP IPv4 IPv6

MAC & mac qos-flow-list layer3-1, O O O

layer3-suppress-1
IPv4 &fF ip qos-flow-list layer3-1, - O -

layer3-2,

layer3-5,

layer3-6,

layer3-dhcp-1,

layer3-suppress-1,

layer3-suppress-2
IPv6 Z&fF ipv6 qos-flow-list layer3-5, - - O

layer3-6,

layer3-suppress-2

(L) O :HmHEiTcEs

—BHTERL

63



3 7Ol

QoS 7u—YURA+DA VT 2 —AANDHEAIE, QoS 7u—r)—Favr RCTEBLET, BHIER
1%, QoS 7Ua—VAIDINTGRXA =Y THBY =TV ABBICEI>TRELE T,

(1) #BHO7O0—REHFEMZEFICHRE LEZEDEE [S3800]

%ﬁi&@?n MHEGERE L TEEA VY T2 —ADRFET L—LIZ/ LT QoS 7 u—isH % EhE L
A, RORBIRIEF T L —L2BHLET, BHO QoS T MU IZIE—HLEFH A,

x3-9 TJO-—#%4IER

70— &HIERF QoS 70— R bk 12971 —2R
1 mac qos-flow-list A —=¥%v b
2 VLAN
3 ip qos-flow-list A —HFxv b
4 VLAN
5 ipv6 qos-flow-list S S
6 VLAN

(2) #BHO7O—RHFHZERICRE LEBE0EE [S3650]

BEO7O—BHEEGERELTEEAN VYT —RADORETI L — A”ﬂLfQoS'Jn—frﬁHj%%ﬁ@L
1235E, WORIORTIEFE T L—L2BHLET. EHO QoS Ty M IZIZ—H LT A,

XK 3-10 7O0—#%HIER

7 O0—#&HIER QoS 7O—UX b 12971 —R
1 ip qos-flow-list S S
2 VLAN
3 ipv6 qos-flow-list A—=%%v b
4 VLAN

COFEMICEET 2 ZER 7 0 —MEE— Fi&, layer3-6 £7:13 layer3-suppress-2 T9

(3) 1—H2YNYITT—REVLIAN 1297 1 —AEFIC—BILI-BEDEIE
[53650]

4 PRy M UFTz—RE, FHITE2A—T XY VI T2 —ADBLTWVWS VLANA V¥ Tz —

AL TQOSTY M ZREL, FHTEIAN—TF ARy M UIT2—AD6DRET L —LIH LT
Qos TJu—EHEERT 5, BHO QoS TV MIIL—HT AEANHDET. OBEOEEOFM
&, 13.13 #HD QoS ¥ hIIT—HKL7EEDEE [S3650]] 2B L TL &0,

COFEMIEEET A2 ZEM T o —KHEE— R, layer3-1, layer3-dhcp-1, &0 layer3-suppress-1 T
j_o

(4) mac gos-flow-list & ip qos-flow-list ICERFIC—E L =BEDEE [S3650]

E—A >4 7 z—AIZxf LT mac qos-flow-list & ip qos-flow-list # 7 1 —#HSMAE Lz QoS T b
VEBRELT, ZEIEA YT —AP6DREFE7LV—LIIN LT QoS 7u—HE2EMT 5 &, HHK

64



3 7Ol

D QOSTY MIIC—HTAEEVHVET, ZOEEOEEOFEMIE, [3.13 #EHD QoS> MJit—
HLUEEDOEE [S3650]] 2B LT ZE 0,

COEBICEEET HZE[ T 0 —KEE— RI&, layer3-1 B XU layer3-suppress-1 T3,

3.1.4 T O—-RUERIFOEEREIR
(1) ##¥ QoS T h—EEDEE [S3650]

TVU—LNDPEHO QoS Ty MI—HL7HEE, —HLZ QoS M) OMEHERISIEONE T,

(2) VLAN Tag &7 L —AICXHT S QoS 7O—1&tH

(3)

(4)

(5)

(6)

3ELLED VLAN Tag %57 L—LIZxt LT, MACE&HOA —Y 32y by A7, 1Pv4a &, 721
IPv6 &tz 70 —fitisEfb & L7z QoS 7o — M2 EETE £ A,

2B0O VLAN Tag ® 57 L =L LT, MACEHDA —H 2w by A7, IPv4 S, 7213 IPvo

a7 u—BHSEAFE Lz QoS 7 u—Biti 2 ZERITERES 2720121, ROFHDESE SH 21z d
WEPHDET,

o REET VLAN b)) v THENEEL TN

o RIEBTVLAN MR U THEBEDNEIELTWT, 7L—L 522 ELER— B ISY 7R —+Th
%)

IPv4d 757 A2 NNy MIXT D QoS 7O—+&kH

IPv4 757X b))%y MIR LT TCP/UDP Av % - ICMP N ¥ % 7u—HEEE Lz QoS 7
O—BH 2T o758, 2FBLEO TS 7 X vy MME TCP/UDP AY 4 - ICMP ANw )7 L —
LARIZZ WO TEE A, 7T A2 My b2E&EDT QoS 7u—H2FEHKT 25513, 7
O —BHEFIC MAC Ay %, IPAY FZIEELTL S0,

RN\ Y I DEH 3 IPv6 /N7y MIXT B QoS 7O—1&EH

IPv6 IEEE~NY D& % IPv6 /87w Mt LT TCP/UDP Ay %4« ICMP ANy ¥ % 70— &Mt s Lk
QoS 7u—mHIITEE A, EAYFTDH /37y NI LT QoS 7u—H%E2EKT 21551, 7
O — I MAC ANy %, IPve ANy ¥ ZHELTLZE 0,

IPv4 7’O0 N aEHICDWT
FO NI NEHah £/-13 70 FaLVEE 511, TU—BHEAEE LTEELTCLRETE S A,
QoS T N EREDEIE

AEBTIE, 1T 2—ACWHLTQoS Ty M ZEHT A&, HELEZ QoS Ty MU MHEHAS NS
FTOR, EFPD QoS Ty M TREENAEAPHDET., FOBEE, BHELKE QoS T ) okst
BRSO NET,

3%

¢« 1TV MIDIEEFELZ QS 7u—J A& QoS 7Uu—F NV —FaAv Y RTA V¥ T 1 —RIT
EHY 258

c QoS 7u—YRA+E QoS 7u—ZV—Favy RTHEHL, T> MY %BINT 258
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o WEEREE, BRI~ N copy EITR, /58RI~ R restart vlan EITRIC, QoS T > b
U EBHT 556

(7) QoS > hUEERDENE

AREBTIE, A VY72 —AEHHABAD QST M) 2L ET 5&, ZEIFSRBENSE TORM, B
ONRERZBTU—LPBHEENELBVET, 2070, —BEHIZIZAD QoS Ty MY THRHEE NS5
ERHVET,

(EHDHERE L DEIFENE
BEDFREICK > TERESNZ T L— LADHEHER

(8)

(a)

(b)
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UTROBETLV—LIZEELETH, ZEADOA VYT -2 LT QoS Ty MY ZHREL—H LI
&, =L QoS Ty M OIFEEHERIHFEONE T,

VLAN O — b DT — & EiXIRRED Blocking (77— EXELEH) ORET, ZEAF—-b»Po7L—
LzeRELIGE

A— MEFRGERERE CIEE LA — 2567 L —LE2ZELLEA

AT 47 VLAN %2 b5 > 7 R—hTEZET S VLAN ICEHRE L2 W\WT, VLAN TagZzL7 L —A
ZELIEE

NV R—= N TERZEFET S VLAN ICREL TV VLAN Tag &7 L —L%22E L125E
TUEAR=F, PO bINVF-FBLOMAC K— T VLAN Tag (&7 L—L2ZEF L5
FEEHELB/E L7 VYT MY (BROEEOLY M EED) II—HT27LV—L%2ZELL

Be

MAC 7 R LU AZEEEEIC K > T T V—LPEES NG

LA 2 FREGERTSEEIC K > T 7 L— A EES N5

LAV 2RIEICE > TT V- LD ERSNGE

LAY 270 b aLpEN L/ DT L — LD RERES NGBS

IGMP snooping 8 & ' MLD snooping IZ &> T7 L —ABERSNIIHE
DHCP snooping I &> T7 L —LPEESNIZHE

AR—=LAY FE—UICES>TT VLD ERSNGE
IPLAVYBLOIPVE LA VOFRRLIFIZ L > TT Y MPEESNZGE

IP RERTE VLAN #llEE— K & fuiEE DHTF

IP R&E VLAN k€ — N EHEFEARRTORIRICH HHAEZ IRITTR L E J

IGMP snooping*!
MLD snooping*!
LA 2 TR

« DHCP snooping*3

WXl [2rT747Vb—2 3254 N Voll 213 LAv 2 R4 v FEELMBREORFICOVT] 25
LT ZS 0,

EX2 [5.2.1 LAY 2RGREEMkREE OHFE] 2L T EE W,
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F%3 [13.1.7 DHCP snooping ERKOFEFIE] 2R L T ZS 0,
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3.2 7JO0-#B3>7«07L—>3ay

3.2.1 ZEAI7O—BETE— ROEE
QoS HIHDZER 7 u—EHE— R2EET AHZRLET,
EREDRAT > M
ZEA7O—mEE— N, N—FT 27 OERNZEEEEE2RET S0, BRIICHRELE T,
[O7> RICKBEETE]
1. (config)# flow detection mode layer3-1
ZEM 7 o —MHE— Flayer3-1 2682 LE T,

3.2.2 #1297 1T—AD QoS HlfHDIEE
BHOA =T 2y b V&7 x2—AI2 QoS #lfi#tEET A2 RLET,
[BREDRA > ]
config-if-range £— F T QoS #lifl 2 BMICHRET 5 & T, BROA—THy bA ¥ T 2 —AIZ
QoS HIfIZHRETEE T,
[O7 > RICKBERE]

1. (config)# ip qos—flow-Llist QOS-LIST1

IPv4 QoS 7u—"1 &+ (QOS-LIST1) #{EBLET. KUY R ME{ERT S &1L > T, IPv4 QoS
7a—YRAME—RIBITLETD,
2. (config-ip-qos)# qos ip any host 192, 168.100.10 action cos 6
192.168.100.10 D IP 7 KL A %% & L, CoSTE=6D QoS 7u—J A b EFHEL LT,
3.(config-ip-qos)# exit
[Pv4 QoS 7u—YJ AP E—RA26270—NLar747Lb—aryE—FIIRVET,
4. (config)t interface range gigabitethernet 1/0/1-4
R—=1 1/0/1-4DA > H 7 2 —AE—RIIBITLET,
5. (config-if-range)# ip qos-flow-group QOS-LIST1 in
ZEMANC IPv4 QoS 7a—Y A M EEICLE T,

3.2.3 TCP/UDP R— hESDOEE T QoS HltH T 55E
UDP #— M E5OfF% 70— & L, QoS HMERET MERLET,
REDHA > b

7L —LZERBICUDP Ny FOFELER— N ESOHFEICL > T 7o —HZIT\, QoS Hlf % EH L
i‘d_o

[O7> RICKBERE]
1. (config)# ip qos—flow-Llist QOS-LIST1

IPv4 QoS 7ua—Y Ak (QOS-LIST1) Z{ELE T, KU R ME{ERT A &1L - T, IPv4 QoS
Ju—Y A ME—RIIBITLET,
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2. (config-ip-qos)# qos udp any any range 10 20 action cos 6
UDP Ny ¥ D5k AR— M EBOHFE 10~20 27 u—#H5EMFE L, CoSE=6 D QoS 7u—Y A
FEBRELET,
3.(config-ip-qos)# exit
[Pv4 QoS 7u—YJ A b E—RA 567 0—NLar 74 7L —aryE—FIIRVET,
4. (config)t interface gigabitethernet 1/0/1
K=t 1/0/1 DAV H T 2 —AE—RIZBITLET,
5. (config-if)lf ip qos—flow-group QOS-LIST1 in
ZERNC IPv4 QoS 7a—Y A M EEMICLET,
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3.3 70—-&REODAXRL—>3>

show qos-flow 27> FIZ&k>T, BELIEABPRBESNTVWENEIPEZHRLET,

3.3.1 IPVANT Y b 70— 1RHFME U7 QoS HIfEDENERESR

70

IPv4 8y b 70 —#tsEff & U7z QoS #IH OBEHR DK EZ RDOKITIRLE T,

3-2 IPvA /N7y M &7 O—1RHSRM & UTe QoS I DEMEHESR

> show qos-flow 1/0/1
Date 20XX/12/01 12:00:00 UTC
Using Port:1/0/1 in
IP qos-flow-Llist:Q0S-LIST1
ip any host 192,168.100.10 action replace-user-priority 6
matched packets ;74699826

fHE L7z R — b® QoS #lf#ic [IP qos-flow-list] BFREINBZEEMHERLE T,
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3.4 THEESRARS

BRI, 70— RE TR L7270 —0W 2 ERT 5METT. O THIAT 2HEEROMED
JZ2ROMIIRLET,

3-3 HEEHROMUEDT

AEE
ZER ZEW

ORIERE G AeEWE T UA—sE V|| R AR
[oL—u |i ¥ T !
| g | | 1 . !
l-MAC7F‘Ellﬁil - HE IS !
| LagE bl 27 [ on—| | | |G |BEE] | SE ] 7 L—Ll
o M BERE P e e ™ o0 [Tk AT e |
2ot A | NI :
| Fram)i 1 RN -

@wm[]::wﬁfﬁm¢éﬁuwa

3.4.1 HEER

TJO—BHTHHELEZT7L—207 L —L4E (MACT7 FLA»5 FCS £7T) 2EICHEE2EHT D146
TY, IBELFEREEHANE L THfMT s 7L —L4% [EFT7L—4), BERESD EELTRFLT 1 %
Ble7L—20% [ER7LV—4] EBHOET,

TO—BHTHRE L7 L —LPEEEEHZETL TCWA D2 ELIER L TWA2OHEIZIX, Token
Bucket 7 V3 XL ZFHWTWE T,

N—=AMSFAXRFE, N—ANNTT 4w I EEBFTIL—LE L TEETELIERT L —LKETT, N—2
F A XOREHEROEFITRLE T,

x3-11 N=X M1 XDFH

N=Z AR 15

Na<T% N=ZAbrFT7 4w IHHBREZEINCT V. BEZLTVWARVWRETN I 7+ v 7
ZRE L2, BEFHORES SHHER/NE V.

KELTH R=Z W RT7 49 BHBHERS U 0. BEZ LTV EVRET R T 7 (v
EREULEE, REROB O S AR S L,

AHERE, RIEFEER & BoRREHIH 2 5D, REFEER & BRRAFEFIHCERTE 2T LT 1D
BEHZROFITTRLE T,

x3-12 REFEHEREEAFTEHFETERTEINRT LT 1 DEE

LB RAER

BRIL—ALICHTEIRFILT 1
RIEFEER R HIE

&
i

- O
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e RER
BRI L—AICHTBRFILT 1
RIEHEER ERATH IR
Fa—AVIBEEEE @) -
DSCP #HE#A O -
(FLFN) O : ERFREZRFILT ¢ — EAARFRERRTILT ¢

DT L—LIZDOWTIX, DSCPEEHIONRF LT 1+ PEELEH A,

« MTU #8225 IPv4, IPv6 /%7 v b
s TTLH 1 DO7 VL —4A

s Ry TVIVIHF1IOTL—A

s PEXTvavftEDTIL—2L

o IPVO RN Y ¥ FEDT7 L — LA

s ZEFHEAEHD [Pv4, 1IPv6 /87 v b

@ 29 v 7EMBOFEHER

2%y TIREREL, EEEROYR— MREDSA VY T —2ABHICE>TELZDET, A V¥ T — A&

Al &R EE R OIS 2 IRDRITRLE T o

x3-13 1297 1 —AERIEFHEROXIG

1297 = —REHR| THIREER
S S N GV A S § O
—DDAYNAAL v FHDVLAN A > T 2 —R O

BIUEBAUNAA Y FIIDIz27z VLAN A V5 T 2 — R

(LB O: 9H—k = syk— b

3.4.2 HEESARERGICERENTIRERRHETIER
HEBBEI S L IR R R TE B B 0 5, HPBE G I SR A A MR 32 DRI R L

£9,
R 3-14 HEHERERRCIRINOERHRETER
IREXOIREZR S TR
HEERtRER
RATIENE B AT0EST RIEFEER RIEFENEST
RRHEER - - O O
B A SR £ O O - -
RARFEER & BRI O O - -
HOMAEDE

(LB O : $REATAE — @ SREURATAE

72



3 7Ol

3.4.3 wESERERIFOIESEE

(1)

(2)

(3)

(4)

5)

BEHERERES—HHRY NI TI—RX - EEF1—DFERK
WDEDZIBEI, EEA T I Y M VI T2 —AF 3R EF 1 —CHUTF T LV —LE2EETLIBENS
HDET,

o HIMEH TIEET AEREEMES, SN T O—0OFEAN—T XY b V¥ T2 — AR EF2—D
HEEHELOARSWVEE LS

s BEEHEEZFER LW IO—EHHATA70—%, RBUREEA -y MM ¥ T2 —REIIEE
F 2 —|LEE LGS

RIC, BHOT7 0 -TEROFEERZERT 2561, SHEEROERFHEDGFHIERL TIZE
W,

FORNINFEHT L —ALADTIEER

AREEBETIE, 70 FIVFHIET U — L EBERENRICEDET, LzA>TC, 7ubalilflrL—24%
BAHEHIEENRE LTERSNIBEPHVET., 2070, REBHETOSO b ILF#HT L —L0%2E
BLIBRRKESEERTI2DENHDDET,

TCP 7L —AICKHT 2EAFEGIFEOER

RARFEEEZEA L2HEICE, TCPORAT—RY — bR DRI NT — ¥ BdE O s 1B < 5 %
BENHD LT,

LEEEZPICDIC, RIEFHERZMEALT, [TV —LPERINPILLEELIICFa -V TE
KEEZ T T2 OBEZERTHEIICLTLEZE V. RREICL T, BHHEHZEZ TH T ITERES
N2 WT, HAOEEMEATE L EZLRTIERESNSLDICRDET,

B/HD QoS T M IC—HUIIZEDHEEER [S3650]

BRI R IEE L Q0S 7 0 —THMT ¥ bV IT—R L 5e, HHERBENELBELEE
Ao

(FH DHEEEE DEIFFENE

e BEEIFMEATBELLT7ALYI YN (BROEEOIY N 2&ED) IT—-HITHTL—LE2ZELL
BE, 7V —LR3ERELIITIEHEEENRICEDET,

o HIERENE A N —LBHEDPRERICHET S &, ARFHREINZIETOTIL—L2E80D, LDELIOD
TV—LZEETHIEFHDET,
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3.5 BEEMROI> T L—ay

3.5.1 EBXHEHIEORE

EREDRA > N
TV —LZERIFELIP 7 FL ALK > T7a— 2TV, BARFEEI#EZTOmEEREREL
£,

[O7 > RICKBEE]

1. (config)lf ip qos-flow-list QOS-LIST1
[Pv4 QoS 7u—Y 2 b+ (QOS-LIST1) Z/ERLET. AU R M EIERT 52 &Ik T, IPv4 QoS
Ju—YAME—FNIIBITLET,
2.(config-ip-qos)# qos ip any host 192.168.100.10 action max-rate 5M max-rate-burst 512
S IP 7 R LA 192.168.100.10 7 0 —IZxf L, SmAHEHIMEOERFEH=5Mbit/s, AR
FDIN—Z ¥ A X=512kbyte ® IPv4 QoS 70— A b EZFHEL LT
3.(config-ip-qos)# exit
[Pv4 QoS 7u—YJ A FE—RA6270—NLar74 7L —aryE—FRIIRVET,
4. (config)f interface gigabitethernet 1/0/1
R=F1/0/1 DA 257 2—ZAE— RIIBITLET,
5. (config-if)# ip qos—flow-group QOS-LIST1 in
ZEENC IPv4 QoS 7u—Y &+ (QOS-LIST1) 2#BMICLET,

3.5.2 REFHEFRERFIOF1—1>27TBEEDRE

EREDRAT > N
TU—LZFBRIHEEIP 7 L AIZK > T7u—HZ2TV, RIEERERZITOIEA2RELET,
BEESHEREZER LT L —AICHLTIE, Fa2—A Y VBEEOEEERTOIREELELET,

[O7> RICKBEERE]

1. (config)# ip qos—flow-Llist QOS-LIST2
IPv4 QoS 7ua—1) A b (QOS-LIST2) =/ LET. KU R NE/ERT AT &1L - T, IPv4 QoS
7Uu—Y A ME—NIIBITLET,

2. (config-ip-qos)# qos ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64

penalty-discard—class 1
FaE 1P 7 L AAY192.168.110.10 ® 7 u —iZxf L, SEEREH=1Mbit/s, SEREHRFHD/N—X
kA X=64kbyte, BEHFBERTOER 7 L —L0F 2 —1 > 7EEE=]1 ® IPv4 QoS 7u—"Y
AbZHRELET,
3.(config-ip—qos)# exit
IPv4 QoS 70 —YJ A ME— R 6 70— NLaAr T4 7L—2aryE—FIIREDET,
4. (config)# interface gigabitethernet 1/0/3
R=Fr1/0/304>5 7 2—RE—RIIBITLET,
5.(config-if)# ip qos—flow-group QOS-LIST2 in
ZEANZIPv4 QoS 7u—Y X b (QOS-LIST2) 2F®MICLE T,
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3.5.3 ERIEHEHEFRERRO DSCP ESIRA DEE
BRED 70— L CRESMER (B8R 7 L —A4I1X DSCP OBEB2) £EMT 5 HBAIHELET,

EBREDRT > N
T U—LZERICFEL P 7 FL A>T 7 u—FH 2TV, REFHHER (min-rate) %175 H1E
ERLrHELET, BERERSHEER L7 L —2Ic0 LTI, DSCPEOEEE{THIHEEL LE
‘a_o

[0 RICKBEEE]

1. (config)# ip qos—flow-list QOS-LIST3
IPv4 QoS 7ua—1 A+ (QOS-LIST3) 2L E T, KUY R FNZ{ERT AT &I12&L > T, IPv4 QoS
Ju—YANE—-RIZBIFLET,

2. (config-ip-qos)ff qos ip any host 192, 168.120.10 action min-rate 1M min-rate-burst 64

penalty-dscp 8
Fide IP 7 R L A5 192.168.120.10 ® 7 0 — I L, REEREH=1Mbit/s, mEEHRFHRD/N—2
k4 X=64kbyte, REFHEER TOER 7 L —L D DSCP E=8 ® IPv4 QoS 70— R h % FE
LET,
3.(config-ip-qos)# exit
[Pv4 QoS 7u—YJ A ME—R, 50— NLar 7471 —YaryE—RIEDET,
4. (config)# interface gigabitethernet 1/0/5
K=t 1/0/504 Y%7 2—AE—RIIBITLET,
5. (config-if)lf ip qos—flow-group QOS-LIST3 in
ZEMNC IPv4 QoS 7u—1 X b (QOS-LIST3) &% LET,

3.5.4 EXFEHEHEFETREROBEASHEDERE

FEED 7 O — I8 U TRAEEHIE & REFEHER (EX7 L —A4IEDSCPOEZHZ) 2EMKLIWE
BHICHRELET,

BEEDRA > N
T U= LZERIFELIP 7 RL A K> TT7u—BH 21T\, BARREGHIE & mEmEER 21T O
BERERELET. EFEEREZER L7 V-1 LTIE, DSCPEOEEA2{TOHREL LE
ER

[O7> RICKBEEE]

1. (config)t ip qos—flow-list QOS-LIST4
IPv4 QoS 7ua—1) A + (QOS-LIST4) #/ERLET. KUY X ME/ERT B &1L T, IPv4 QoS
Ju—YAMNE-RIZBITLET,

2.(config-ip-qos)# qos ip any host 192.168.130.10 action max-rate 5M max-rate-burst 512 min-
rate 1M min-rate-burst 64 penalty-dscp 8

FESEIP 7 L AH 192.168.130.10 ® 7 0 —ixf L, BeAEHHIHOEREH=5Mbit/s, A
DN —Z A X=512kbyte, BARERFH=1Mbit/s, RIKERFHD/\—Z ¥ 1 X=64kbyte,
BESEERTOER 7L —2L0 DSCP =8 ® IPv4 QoS 7u—J A 2HTEL XTI,

3. (config-ip-qos)# exit
IPv4 QoS 7U—J A M E— RS O—NLIr T4 7L —2a v E—RIIRDET,
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4. (config)# interface gigabitethernet 1/0/7
R=F 1/0/7TDA 25T 2—RAE—RIIBITLET,
5. (config-if)# ip qos—flow-group QO0S-LIST4 in
ZEMNZIPv4 QoS 7u—Y X b (QOS-LIST4) =FMICLE T,
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3.6 FEHEHROANRNL—3>
show qos-flow v > FIZE > T, RELIZABPRBMESNTVREPEDI P EHERLE T,

3.6.1 =RAXFEGEHOHESS
RAREEHEOERFIEEZROKITIRLUE T,

> show qos—flow 1/0/1
Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/1 in
IP qos-flow-Llist:Q0S-LIST1
ip any host 192, 168.100.10 action max-rate bM max-rate-burst 512
matched packets(max-rate over) 7

matched packets(max-rate under): 28
>

QOS-LIST1 ® Y Z MEHIC [BAEEHEOEREE (max-rate 5SM) |, [HRAEEHIEON—Z M1
X (max-rate-burst 512) ] #FERSINBZ EZ2MHERLET,

3.6.2 RIEHFHEFRERREOF1—1 > 7BIEEDHESS
RAEHHEIRRBOF 2 — 1 » VEAEOREAE 2 ROMITRLE T,

> show qos-flow 1/0/3
Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/3 in
IP qos-flow-list:Q0S-LIST2
ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64 penalty-discard-class 1
matched packets(min-rate over) : 9826

matched packets(min-rate under): 74699826
>

QOS-LIST2 ® YV A ME#HIC [REEREEK (min-rate IM) |, [RIEEFHEHO/N—Z b1 X (min-
rate-burst 64) ], [ER7 LV —L0F 2 —A > 7BEE (penalty-discard-class 1)] #FREN35Z L%
WAL Ed,

3.6.3 RIEERFEERED DSCP EE1RX DR
RASBAEIB RIS O DSCP 8 % 2 ORTFEE ROMITRLE T,

X 3-6 RIEKEEHEERIED DSCP EZEX DR
> show qos-flow 1/0/5

Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/5 in
IP qos-flow-Llist:Q0S-LIST3
ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64 penalty-dscp csl
matched packets(min-rate over) : 28
matched packets(min-rate under):

>

QOS-LIST3 ® ) 2 MEHIC [REEREE (min-rate IM) |, [REEHREHON—Z M4 X (min-
rate-burst 64) 1, NEXK 7 L —4® DSCP &# (csl)] AERENBHZ EZHRELET,
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3.6.4 BERATHEGEEREFHEROBEASHE DHESS

78

RN & BB REROMAR D EOHRGEZ ROKITIRLE T,

X 3-7 E=XRFEHEEREFHEROEASHDEDESR
> show qos-flow 1/0/7

Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/7 in
IP qos-flow-list:Q0S-LIST4
ip any host 192,168.130.10 action max-rate bM max-rate-burst 512 min-rate 1M min-rate-bur

st 64 penalty-dscp csl

matched packets(max-rate over) : 74699826

matched packets(max-rate under): 28
>

QOS-LIST4 @) A MERIC [HRAHFEHIHOEREE (max-rate 5SM) |, [RAHEEHIEO/N—Z M5 A
A (max-rate-burst 512) ], [REEFHFE (min-rate IM) |, [REERFHDO/N—Z bH 1 X (min-
rate-burst 64) |, EX7 L —L4® DSCP &5 (csl)| PERENAHI LR LET,



3 7Ol

3.7 Y—h—f#

v —H—i&, JU—BHTHEELZT7 L —A0 VLAN Tag NO L —HPEFEES KLU IP AN v ¥ DSCP
ESHZLMETT. COMTHIAT SV —DMNEBEITZROKIIRLE T,

3-8 Y—H—OhEDF

FEE
ZIER B3

ORIERE G AeEWE T UA—sE V|| R AR
[oo—L | ¥ eEmiE !
| TmE | ¥ ] B i
- MAcT |1 i < HE IS !
DS [ = R =R I 2= N R N 22 A E I S IR 2N |
o T BERE P e e | [T ok AT e |
2ot A | NI :
| Tk ¥ 1k | !

(FLI) D: COHTHATZTOYY

371 1—TEBEEESEX

T u—BH TR L7 7 L—240 VLAN Tag Wicd 5 1 —F@5EE (User Priority) # & X#2 28T
T, I—PEEEIL, ROKIIRYT Tag Control 7 4+ =L FOEE3I Ly FEIBLET,

3-9 VLAN Tag DA\v9T#—< v k

MAG-DA MAG-SA | VLAN Tag Eﬁ;ﬁ: Data FCs

Tag Protocol ID Tag Control

Canonical

User Priority Format VLAN ID
< 3E‘y|~ 7‘15“} F" 12&\‘y|~ >

VLAN Tag PE#H 27 L — LIS L T2V BEEESHBI 217556, MACT FL M5 1 BE
® VLAN Tag il» 51— BEEEAZEMA T, IROXIZ VLAN Tag B"EMH 27 L —L7 4 —
<y bERLET,

3-10 VLAN Tag ME#H BT L —ALT +#—< v OISR

(i) VLAN Tag 1B T 4#—< v k

g 5 1ERB® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS
(ii) VLAN Tag 2BBDT7+—< v b
_ _ 1BRE® | 2B ® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FCS

MDT U —LIZDODVWTIEL—YEEELA2EZMWMZI L5 ENTEEEA,
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* VLAN bR VT RBELIAR— I TEETHT7L—L4
« MTU %i#8% % IPv4, IPv6 /%7 v k

s TTLA1O7L—4

s Ry TVIVIHF1IOTL—LA

s IPAFarffEDTL—L4

o IPVE RNV FFEDT L —L4

o FEFERBA®D IPv4, IPv6 /87 v b

I-PEEESSMAL, I-VELEF SIS EARIIRET S LI TEEEA,

I—PEBEEESWABLIVVLI—VEEEFISHRIZEE5LEML 2 VEAR, RORITRT L —HEE
BLzDET,

&3-15 TL—LAXEROI-TFEEE

7 L— LX(Eh

TREBDTL—A
D1— Bk NReB

3 e VLAN Tag 2 LC%fEL, VLAN Tag b D TiEETH7 L —L4
¢ VLAN b2V JHEET, 727 AMRP SNy 7R — Y EHRICHHT 57 L — L4

ZETL—LDa—Y |« VLAN b2V Y THEET, 772 RERDY S T 7 £ AEHITFHT S VLAN Tag &
B D7 L—4

o Tag BHAEFEL T2\, D VLAN F oYU Y TRFEL TV AR WVWAR— T VLAN
Tag D 7L —L%Z{EL, VLAN Tag h D CEET 27 L — 4

3.7.2 1—TEEESISHSE
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VLAN k> 3V Y JHEET, 727X RAEE» 5D T L —2412 VLAN Tag #Bi0L TNy 7K — Y EERIC
HikT 2L FIC, JO—BHTHEHLZ 7 L—L01—FBEEE, Ny 7 R—VEROL—FEEE (B
9 % VLAN Tag D1 —HEEE) BLOELREREKED CoSHEICHI M HAETT . AMAEDTR
BT L—LERITRLET,

o RIEBNHMHT ST L —L
o REBHTHOT L —L4

I—YEEREFEMETIE, VLAN bR VI E2HRELLEZEAA -V XY M U T2 —RIHETE
9,

I—PEEES X HEEHTELLIBESOEEICONT, ROBIRLET,
xR3-16 I1—HEEES|ISHIKAEZRELIEIBEDENE

JO—RETRELETL—ADI—HE BETL—A
o 1-EEE CoS f&

VLAN Tag % L 0 0

0 0 0

1 ) |




3 7Ol

JO—RBETRELETL—ADI—HE EE7L—4

o I1—HERE CoS fi&
2 P 5
3 3 5
4 4 4
5 5 5
6 6 6
7 7 7

A-PEEESFISHEE, 1 -PEEEESMIAMES JOCBLEREME (CoSEDIEE) LRIFFICE
ETEEEA.

I—HFEEEFEMEEZRE L WVIFED CoSEICOWVTIE [3.10.2 CoSfE - Fa—1 v 7BEE]
2, I—PEREICOVTIE [3.7.] I—VELESEHI] 23BLTIES V0,

3.7.3 DSCPEEHX

IPv4 Ny ZDTOS 74—V RERIZIPVONYITDINT T4 v T T75AT 4 —ILROEHL6EY N TH
5 DSCP A&z 2HEETT, TOS 74 —ILRDT 4+ —7v b BLXO IS T4 v T TFTAT 4 —)L
FD7+—<v FORZIRISRLET,

E3-11 TOS71—=IRDT7#+—<v k

<IPVANYZ TA—T v k>

Ver | HLEN | Type Of Service Total Length
Identli,flication ‘F\Iags | Fragment Offset
Time To Live’l | Protocol ‘\\ Header Checksum
,/' Source IP Addrés\s
/I Destination IP Addréss
/, N
’ \\
/ AN
DSCP REA
»i »lal )
) Lad ) Ll
6Ew + 2Ev b+

®3-12 STV TITSRT4—=ILROTA—T vk

<IPVBAYH TA—T v k>
Ver Traffic Class |
! Payload Length \\ | Next Header | Hop Limit

Flow Label

' Source MR _Address
Destination 1P Address

DSCP KERA

A 4

A

6E Y k 2Ev k
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82

BHELZE70—DTOS 74—V REREN T T4V T ITAT4—LROEMO6EY F2EEHIET,

/o, WEERPSDERICL > T, REERFHZEBA7-70 -0 DSCP 2& &AL ENTEET,
BlIZL, BRRERBFHREBZ - 70— LT, DSCP % O ICEETEE T,

REFHEREFRRICHRELZBEOERT L —LDOEIIDWTIE, EREORF LT « EEEEPEER
ENEI,

DT —LIZDONWTIEDSCP 28 ZMR A ENSTEXEHA,

* MTU =#8 2 % IPv4, IPVv6 /37 v b
s TTLA1 D7 L —A4

s Ry TVIVIHF1IOTL—LA

s IPASVa s ftEOT LA

* IPVOHERAY ¥[fE DT L —L4

s SEFEARBHD IPv4, IPv6 /847 v b



3 7Ol

3.8 ¥v—H—03d>T71470L—3>

3.8.1 I1—HEEEESBRIDERTE
REOT7UO—IIH L TLI—PEEELZEEMZ A2GEICRELE T,
EEEDRA > K]
TU—LZERICFERE P 7 L ALK > T7 0 —BHZITV, T—YEEEOEEMIEZHELE T,
[O7 > RICKBEHE]

1. (config)# ip qos—flow-Llist QOS-LIST1
IPv4 QoS 7u—1) A+ (QOS-LIST1) =/ LET, KU X NEIERT A &1L > T, IPv4 QoS
Ju—YAMNE-FRIZBITLET,

2. (config-ip-qos)# qos ip any host 192.168.100.10 action replace-user-priority 6
192.168.100.10 ® IP 7 L A %555 & L, T—YEBLEEL 6 ITEEHZ 5 [Pv4 QoS 7ua—1J A k
RERELET,

3. (config-ip—qos)# exit
IPv4 QoS 7 —Y A FE—FPo7a—NLar 74 7L—YavyE—FIKEDET,

4. (config)# interface gigabitethernet 1/0/1
R=F1/0/1 DA 7 T2 —RAE—RIIBITLET,

5.(config-if)# ip qos-flow-group QOS-LIST1 in
ZERO IPv4 QoS 7ua—1Y X b (QOS-LIST1) #HBZICLET.

3.8.2 1—HEBEESIESHETDIRE
BIED 70— LT 1 — B S M 2 (TS HAIRELE T

EREDRT > N]
T U—LZERIFELIP 7 FL ALK > T7 0 —BHZTV, 1—VEEEF I SHIZ2TVET,
[O7 > RICKBHE]
1. (config)#f ip qos—flow-List QOS-LIST2
IPv4 QoS 7u—Y 2 b+ (QOS-LIST2) Z{ERLET. &Y A MZ{EKT 5 &Itk > T, IPv4 QoS
Ju—YAME—RNIIBITLET,
2. (config-ip-qos)# qos ip any host 192,168.100.10 action copy-user-priority
192.168.100.10 ® IP 7 RL X %565 & L, L—FEBEEF | EHE%E/TS IPv4d QoS 7u—1J A M EF
ELET,
3.(config-ip-qos)# exit
IPv4 QoS 7u—Y R FE—RFhSH7u—NLar 74 7L —avyE—RIIEVET,
4. (config)# interface gigabitethernet 1/0/1
R—=1 1/0/1 DA > 7 2 —AE— RIIBITLE T,
5. (config-if)lf ip qos-flow-group QO0S-LIST2 in
ZEBO IPv4 QoS 7u—Y X+ (QOS-LIST2) 2#B®ICLET,
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3.8.3 DSCPEE|ZDERTE
BMEO70—Icx LT DSCP #FE MRS GHICHELE T,
[BEDRA > M
TUV—LRERIFEAEIP 7 RLRAICE > T 7 a - %7\, DSCPEOEEZMWMIEZFELET,
[37 > RICKBHRE]

1. (config)# ip qos—flow-list QOS-LIST3
[Pv4 QoS 7u—1 A (QOS-LIST3) 2L EF. AU R MEIERT ST Lick>T, IPv4 QoS
Zua—YRAME—FIBITLET,
2. (config-ip-qos)# qos ip any host 192, 168.100.10 action replace-dscp 63
192.168.100.10 ® IP 7 FL A %56 & L, DSCP % 63 ICEF&#2 5 [Pv4 QoS 7u—Y X b 2§
ELET,
3.(config-ip-qos)# exit
IPv4 QoS 78 —Y A FE—Fpo7a—NLar747L—YavyE—-FIKEDET,
4. (config)# interface gigabitethernet 1/0/3
R—=b1/0/B3DA4 %72 —RAE—RICBTLET,
5. (config-if)} ip qos—flow-group QO0S-LIST3 in
ZEMD IPv4 QoS 7u—1J & b (QOS-LIST3) =E#ICLET,
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39 ¥Y—HA—DAXL—>3>
show qos-flow v > FIZE > T, RELIZABPRBMESNTVREPEDI P EHERLE T,

E;.E).1 :1.'-'+j”ﬁ§§fﬁffEF§§g=*i}§333L(Z)ﬁﬁEunA
I—HFEEEZSWIOWRAEZROMIIRLET,

3-13 1—-HEEESTRIDER
> show qos—flow 1/0/1

Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/1 in
IP qos-flow-Llist:Q0S-LIST1
ip any host 192,168.100.10 action replace user-priority 6
matched packets 0
>

QOS-LIST1 @ & hME#RIC [replace-user-priority 6] BERIND I EEHRLET,

3.9.2 I1—HBEESIEHIT O
TP 5 i F O S R ROBICR LE T

3-14 1—EBEESISMET DR
> show qos-flow 1/0/1
Date 20XX/03/01 13:00:00 UTC
Using Port:1/0/1 in
IP qos-flow-list:Q0S-LIST2
ip any host 192,168.100.10 action copy- user- priority
0

matched packets
>

QOS-LIST2 @) & hME#RIC [copy-user-priority] #FEREINZ T A2 HERLE T,

3.9.3 DSCP E&x#az DR
DSCP E & DR HE T RORITRLUE T,

3-15 DSCPEZ=#x DR
> show qos-flow 1/0/3

Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/3 in
IP qos-flow-list:Q0S-LIST3
ip any host 192, 168.100.10 action replace dscp 63
N matched packets 0

QOS-LIST3 ®J A MEIC [replace-dscp 63] BERENDZ L 2R LE T,

3 7Ol
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TFo T74)NNTIE, REBHSFHKT 27 L L THPBELEEREONR TS, BEEK, BLEREE
EEEORTEEREBLEEREDONRE T L —L O IROFITTRLE T,

R3-17 ZERMEBEEREDHRTL—A

7L — LTER

LEEIE BREEREBEEEDRE

FEBHCOTL—Lb  ARBIADHTEZTL—A

ST LI mEh L X o
25y rTa:
RELETRA sy 0O o
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3.10.2 CoSfE: Fa—1>7EBEE

CoSfEIX, 7L—LDEBENICBIREBLEEZRITA VT Y I RERNLET, Fa—1 Y ITELEL,
F1—AVITTEEF 1IN LTERESINCT SIDEGVERLET,

CoSEELF 2 —A VTR EEDIEEHE 2 RORITTRLET,
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I5E IEEEH
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BB, WIRT 7L —41F, 70—FIHOBEERES L L -—PEEEF I SHSOFRIIPHIPHST,
ERIC CoSEEF a—A Y TBEEZRELE T,

BEEREB LI -—PEEEF SHETEETE LV T L —LEZRORITRLET,

x3-20 BEERECTEECERVLWIL—ALA—E

ANl CoS fi& Fa1—AVTBEE
AEBASERIWIOEET ST L —LA 7 3
REBPZFETAHTIL—LDIBRDT L—L4 5 -
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N
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R VAN

* MTU %#82Z 5% IPv4, IPv6 /%7 v b
s TTLA 1 ®7V—4A
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7L —LFER CoS & *a—a 2 7BEE
REBPLAYIHHL, REBPZETLT7L—L05BRDIN 2 —
A AN
o FEFEANEHD IPv4, IPv6 /87 v b
AEBTLAYIFHITEZTIL—LDIBRDT L—LA 3 —

o REETTISI/AVMLIEZTL—A
« IPASvarftEDOTL—L4
o IPV6 HREBEAY ¥ FE DT L — L

* ARP/NDP DOREERIT & D ALEEIC—RFEICHE T 557
=2

(LB — 7 o—HIfMOBLERETCERETE S
Xl

aY74 L= 3rav R flow action-change arp-discard-class ©, ARP 70— RFF*+ X 7L —LD

Fa—AVITBEBEEZINS 2ICEETZET,
X2

a7 47— 3 >avy N flow action-change arp-reply-cos ¢, REBNZ(ET 5, 5% MAC 7 FLAH
TH—FRF+ ANT7RLATHS ARPRE T L —LD CoSEZSHPS 0 ICEETEE T,

3.10.3 CoS ¥vE> T Hkse

CoS vy Jieeld, 21—V ELEES Y YV THRE L7 CoSE, Fizid7u—#lfoBieERE TE

FE L7z COSEIZEDVWT, EEF1—2RET HMETT.

(1) 1P8800/5S3830 TM CoS fEER— MDEEF 21— DI YE>T

[P8800/S3830 TlE, R—PH/-VDEEF2—ELTMAC 7 RLAEFFEAIL=_FY A M7 L —LH
(UCFa2—-)iZ8Fa—hY, MACTRLAREFDI=F+ A NI L—L4, TLFFT+ AT L —4,
TUO—RFv AT L—4, BEUOIS—U 7 LETL—2H MCFa—)1l4F2—-HDET, CoS

BER—FOEEF 21DV TERIRLET,
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3.10.4 BEEREERIOEEEIR
(1) 7L—LOBEERE
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[7V—L0@E%EEL EFS] BERIEET 5L, ABBR O bALEIHT L —LORENTE R,
FLRAEENBRNITEFE TS 7LV —L2RETE R RDIEILEL->T, BEF/UMSINEBETHD
L9, B, IPYLTFFr ANy MEIKREBEFTETO/T Y b ThHD, I L7V —LTHLHD X
T 2D, BEEZ TS EZITFRLTLLEI V. ZOXDRBRRPREE LA, ROXWEEE
fELTLEE 0,

o AF W IR TAEB COTO NANLEIHT L —LOBEITIMENZEE, [TLV—L0BEER
TF5] BEE2ERL T 2S00,

o AF Y RTUVEBRTABEERCO T N aLFHE T L —20BEFIM SN 258, BLERTEEHE
EEEZREL TSN,

s REBVPEHENIGEET 27 L—L0BENIMSNIEHE, [7V—L0BEEZ T 2] #ExE
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3 7Ol

311 BEEREI 717 L—3>

3.11.1 CoS{EDEEE
WED 70— LT CoS ARE L E T,
[REDHA > N
7L —LBEBIAE P 7 F LRIk >T7 0—Htli& (7L, CoS EERELET,
(37> RIC& BRE]

1. (config)# ip qos—flow-Llist QOS-LIST1
IPv4 QoS 7u—Y A b+ (QOS-LIST1) %2{ERLET. AU R MERIERKT 5 &Ik > T, IPv4 QoS
7a—J)AME-FIIBITLET,
2. (config-ip—qos)ff qos ip any host 192, 168, 100. 10 action cos 6
192.168.100.10 ® IP 7 FL 2 %% & L, CoSTE=6 D IPv4 QoS 7u—J A M EZBRELE T,
3. (config-ip-qos)# exit
[Pv4 QoS 7u—J A NE—RIS7u0—NLar 7471 —YaryE—RIEDET,
4. (config)l interface gigabitethernet 1/0/1
K=t 1/0/1 DAV H T 2 —AE—RICBITLET,
5. (config-if){f ip qos—flow-group QOS-LIST1 in
[Pv4 QoS 7u—Y 2+ (QOS-LIST1) ZF®MICLE T,
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3.12 BEEOANRL—>32>
3.12.1 BEREODHSR

ERRIC N T 714w (5% IP 7 KL AA5192.168.100.10 D7 L —L4) 2FEALTWAIKET, show qos
queueing AV Y FIZLkoTHFa—A Y TENTVEF 2 —FEBZHERELE T, RO —H 2y b1V
7z —A%, K=t 1/0/2TF,

B 3-17 BEENHER [S3800]

> show qos queueing 1/0/2

Date 20XX/03/01 13:00:00 UTC

Switch1/NIFQ/Port2 (outbound)

Max_Queue=12, Rate Llimit=64kbit/s, Burst size=4kbyte, Qmode=pqg/tail drop

Queue 1: Qlen— 0, Limit Qlen= 2880, HOL1= 0
Queue 2: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 3: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 4: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue b5: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 6: Qlen= 1, Limit Qlen= 2880, HOL1= 0 -1
Queue 7: Qlen= @ Limit Qlen= 2880, HOL1= 0
Queue 8: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 9: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 10: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 11: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 12: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Tail drop= 0
1.Queueb ® Qlen DEASH T Y FENTWVWAH I EEZERE LTI,

B 3-18 BEENHER [S3650]

> show qos queueing 1/0/2
Date 20XX/03/01 13:00:00 UTC
Switch1/NIFQ/Port2 (outbound)

Max_Queue=8, Rate limit=64kbit/s, Burst size=4kbyte, Qmode=pg/tail drop
Queuel: Olen— Limit Qlen= 64, HOL1=
Queue2: Qlen= Limit Qlen= 64, HOL1=
Queue3: Qlen= Limit Qlen= 64, HOL1=
Queue4: Qlen= Limit Qlen= 64, HOL1=
Queueb: Qlen= Limit Qlen= 64, HOL1=
Queue6: Qlen= Limit Qlen= 64, HOL1=
Queue7: Qlen= Limit Qlen= 64, HOL1=
Queue8: Qlen= Limit Qlen= 64, HOL1=

Tail drop=

~ ~

~ <~ =

SS—\S‘SSSS\

~

[SESKSESESESESES)

1.Queueb ® Qlen DEN I FENTWVWAHRI L ZHERLE T,
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3.13 B#O QoS I NIIC—HUIZE0EE
[S3650]

3.13.1 B8O QoS T MJIC—HULIIZEDEME

BHED QoS T MIZ—HL5E, @BELI Y M) ERERI NI ZRELT, BE2RELET,

BEEIVMNIBLOEEEI Y MV, BETAA VY T2 —AR QoS 7u—Y A MDOREFEICE > TR
ELET,

ZEM 7 0o —#HEE— FA% layer3-1, layer3-dhep-1, %713 layer3-suppress-1 ¢, 4 —H%3% v A ¥
FT7x—R&, BETEA Y2y M VI T2 —AHETS VLAN A ¥ 7 2 —AIx LT QoS T~
b ERBRELLSE

BEEIVNY A=Y RV M UF Tz —RIZERELL QST MY

BEESLETF) VLANA V¥ 72— RIZHELIZ QoS TV Y

ZEE7 0 —MHEE— R layer3-1 £ 721d layer3-suppress-1 T, Fl—4 > % 7 = —ZI1Zxt LT mac
qos-flow-list, ip qos-flow-list &7 v —#HZEM & L7z QoS T b 2RE L1-HE

BEEET MY mac qos-flow-list TEE LA QoS T kY

EEHETY MY ip qos-flow-list TEE L7z QoS T> + V)

BHD QoS T M II—HLIBEDEEZRITRLE T,

s WMAIHEESNIEEZERT 2,

s WESNLBESFAUCSE, SEETY M) OBELERKT S, *
IEx —EONELLBENDD LT, IRORITRLET,
x3-25 IS BZEEE BEEIZ NJDEAGHE EEE

BEEATEEE K@%k

=B =@sET> N

KEB =& =t S B

AE YRy BELL copy-user- cos I—YEEEEREBHTCOT L —L
priority @ CoS f#7* copy-user-priority D&

fRIC72 D, REBESHHT L7 L —L
DOEREPBRERT Y M) TIEELE
CoSEELRDET
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4 X{SHIE

4.1 < x—/)\fFEH

411 LAY——NNOBE
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T COETHET A 2 —/SONEBIFEZRORIRLET,
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VAU T, A =YXy MUY T2 ADEEE Y 1 - 7T AR - NVEEHIES SEBRI N TH
9, LYY= -0 &rROKIIRLET,

4-2 LAY—2—NNOBER
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Fam 0oy | e

— el

(FLBI) Q4 EEMICEEE YT —E Y

4.1.2 EfEF¥1—KREE
(1) IP8800/S3830 MXEF 1 —RISE

REEBETIE, 2y VTR ERERICEDE CRETF 2 —E2LETEET, BEFa2—E&iE, —
DDF a2 —IlFa2a—A VT TEINYTFEDIETT . 7L—LDEHDONY 7 7IiZbhiz>TERES N
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(2)

4 X{SHIE

B, —DHONY 7 7Ii2iE 14484 bET, ZOHLEO/NN Y 7 71213 208 N1 M E TSN E
To T2, —DONY T 7ICEHOT VU —LERINTEZELA. FEF2—RBROEERZIaV 74 7L —V 3
> a< 2 ¥ limit-queue-length THEEL 9, EEF 2 —RELKITHILICEL->T, N"—A+FT
T4 v 7I&BFa—bSNERESEEIIEDPTEET, BB, BHELLREEF 1 —RBUEIREEDITNT
DA —HFF2Y b4 V¥ Tz =AU TEMICZDET,

REEF2—REZEELZVES, 2R 2830 TEELX T,

x4-1 FEF¥1—REEABHNOBER

EEF1-—R EREN
2880 BF 2 —IIHFICAHYIH D, BEHEEADICLVEEIEELE T,
24972 N=AFNT T4 v IIlE&BF2—-SNERBIELVIEEIEEELE T,
e

EEF21—R2LMNZZHELILSE, F2— 1~4IINLTETF 2 —RZEH VL TEET 2720, ERTTa2—Y
YT OEEIRIRDELSICHD T,

PQ P Fa—1~4NPQTEMELET,

4PQ+8RR : ¥ 21— 1~4PRR TEIELET,

4PQ+8ERR : ¥ 2 — 1~4 W ERR TEIfEL %9,

4PQ+8WRR : F 12— 1~4 5" WRR TEIfEL £

APQ+8WFQ : Fa2— 1~4 0 WFQ TEIfEL %9,

IP8800/53650 M5+ 1 —RIEE

AEETE, vy M-I BECERAERBICEDLE CEEF 2 —E2EETEET, EET2—-REd
DOF2—IlFa—A VT TEDLZTLV—LHDIETT, EEF2—ROEEIIV T4 7L —Y a0
< > F limit-queue-length THEEL £ 9. BEF 2 —REZWPARITLHIEICEST, N=AMPTT w7
LA F1—HSNEEBESEAHIENTEET, B, HELLEEF 2 -—REAEBOIRNTOA -V
Iy b YE T =R LTENICZD £T,

EEFL1-—EZEELLZVES, F2—FK64TE{ELET,
F4-2 EEF1—REEHBHNOBERK

EE*a1-—F EREN
64 BF 2 -ICHFICAREIH Y, HMEHMZEDICLVBEICHEELE T,
1976% N=AMFT T4 v 7IEE2F2—bENEEHSEZVEEITEELET.
T

EEF21—FE 1976 ZIEELES, F2—1, F2— 210 L TR T2 —E2E0NTEET 50, RAF
Va2 Y IOBERROES IR ET,

PQ, RR, WRR : ¥2—1, ¥2—22'PQ, RR, WRR THI{ELZ 7.

2PQ+6DRR  :%Fz2—1, ¥2— 24 DRR CEHIELE T,

2PQ+6WRR  :Fz2—1, ¥2—2/4 WRR CEIfELE .

413 RFTa—-U>7

AT a—) 7L, BFa—IIBEN-TL—L2 DL REFETEET AL 2HET A2HEETT,
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4 X{SHIE

(1) IP8800/S3830 DR <a—U>7
AREEBTIE, RIORTADDAT V2= VBRI HVE T, A7rTa—Y Y TOMEHBEZIROFITR

LEd,
xX4-3 7T a2—1) 7 DOEMESA
Rr¥a—\y o - .
> 75 B E{ESHEA BRI
PQ 012 FREEHE. A— LD 12 FIT 4 v sER
011 :I§>‘ Fa1—, N % 5540 M 4
0#10:|;>_% EROF 1 —I127 L—LAEEST | 2BA
49 v Bi5E, BEEOBVF 1 -1 58
08— ¢ K7 L—LEEELET, 7L,
07— Fa1—12 (Q#12) &Fa—11
Q#t6 ———— (Q#11), *2—10 (Q#10) &
M ——— F1—9 (Q#9) RZENZNEET
W ————— BT L—LEIHEEICRBEDIC
gig— HELET,
Q1
0#4_ ',%‘ %é@ﬁ’ﬁ%‘ﬁﬁ]o 73'3‘— ]‘i—"l’f:y) 4
3 _>—\/L Fa—,
Q2 —— 5 Fa—4(Q#d) &% 21— 3 (Q#3)
a#1 _>— BENTIEET 57 L— LB
BEICRBEHICHIBLET,
Fa—-4FHEF2-3IC71L—
LPHFEET 256, FH 7L —L4%
RELETEELET., ¥2—438
FUOF1—-3IC7 L—LDHEEL
VB E, Fa— 2(QH2) EF a—
1 (Q#1) BZhZhi%ET 57
L — L EEIC %D KD ICHIH
LT,
4PQ+8RR Q12 — BEEF1—-ftETY > Fuky, FT—¥RIMT
11 —§>‘ K- 70 12F 21—, 749 T
0#10—§>_-%~ BHOF 2 -7 L—LpEET B
Q#t9 —— v 558, BEEOBWF 12— 56FE
Q8 — & W7 V—L%EELET. 12720,
07— Fa1—12 (Q#12) &¥a—11
Q#t6 —— (Q#11), ¥2—10 (Q#10) &
0#5—0 F1—9 (Q#9) BENZNEET
G4 —— BT L—LBIEEIC B LI
03 — BELET. $2—12~9127
Q2 — L—AHEELLE VRS, Fa1—
O — 8~1 (Q#8~Q#l) 7L —LE
ICBRE L, TNEFNEET ST
L — LI B &S ICHIE
LET.
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RArTa-—\
> 7Rl

EfEEiA

B

4PQ+8ERR

& < ot

BELEF 2 —EEH (N1 MEE
ICU7zR) f&F 7oy,
RA—+H720 12F2—,
BEOF 2127 L—LPEET
256, BEEOFVWF 1D 56F
W7 V—L%FELET, 12720,
Fa21—12 (Q#12) &Fa2—11
(Q#11), F=2—10 (Q#10) &
F21—9 (Q#9) FFNFTINEEFT
57 LU—LBPEEITLSEDIC
FlELET, Fa2—12~9127
L—LDEELREVEE, Fa21—
8~1 (Q#8~Q#l) 3K F1—I
BELINA P EAERIC U
(ziy:x:iw:iviuitis) IZEL
TIV—L%EREELET,

BELF 2 —12
1%, &HE, ERR
Fa—-ll5F5—%%
NS T 4w

4PQ+8WRR

& < ot

BELT1—EEAR (TL—L0%)
&S Ravry, R— b4/
D 12F 21—,
BHOF 2 -7 L—LDEFEET
BG4, BEEOBE VWY1 —-D0F
ICT7V—LzEELET. 12720,
Fa1—12 (Q#12) &Fa—11
(Q#11), F2—10 (Q#l0) &
F21—-9 (Q#9) IFFNZTIERFT
BT L—LEPEEICLDEDI
HIMLET, F2—12~9i27
LV—LHPEELEZWER, Fa2—
8~1 (Q#8~Q#1) 1IHFF 21—
BRELLTL—LB (z:y:ix:w:
Viuitis) IWBLTT7L—L%i%
ELET,

B, ¥F1—8~1 DEAFHEFIC
RELEBEEISY Ry
BfELE T,

BB 2 — I
&, HFHE, WRR
Fa1-lITF—-%%K
ST 4w

4PQ+8WFQ

VA%

o< o

BEST 1 — E EA S HEET,
A= 47012 F2—,
BHOF 2 —127 L —LPEET
L8, BEEOBVWF 21— OH
W7 V—LxEELET. Fa—
12 (Q#12) &F=2—11 (Q#11),
F2—-10 (Q#10) &F2—9
(Q#9) IFFhFNEEITHT7L—
LDEAEEIT R B XD ICHIEL
o Fa2—12~91Z7 L—LWTEF
ELRZWES, ¥2—8~1
(Q#8~Q#t]l) IIHRELI-EA (B
{ERIEH) ICiE-> T, IZU®IC
F 21— L ORERIEHE S % %
fELET,

ITRTDLS
R ANS -
B RAE A EK
SINBGE
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AgTa—1) o = .
< 75 2R E{FEREA BRI

FRTCOF2—%2FEFELIHEIT,
Sy Rub Y CEELET,

AT a—Y TR OVTIROFBITRLET,

K4-4 R7Ta—)2T7HK

I5H Tt

F 1% 12%2—

4PQ+8ERR Fa1—-1~8DEAD 1~127
RRE T

4PQ+8WRR Fa1—-1~8DEHD 1~15
B E EiE

4PQ+8WFQ Fa1—1~8DEAD [(3) WFQOREHE] S L T2V, RMERIEFHHOEED
RRE T ERRFERU IS 22 D ICREL TS W,

REREFRONEE | MACAY #2565 FCS T
257 L—LDEH

(2) 1P8800/S3650 MRy a—1)>7
FEETIE, RIRIADDAT YV a—) Y THEBIFPHDET A7V a— r TOBEFHAZROERITR

L/i—a_o
K4-5 R5Ta1—-V) 7 OEMEHA
AT a—1) .
=B SEFE
< B Eh{ESHER BRI
PQ 08 — SERBRHIE, A— %70 8 NS T4y B
o7 = Fa—s NI % 242 ESF T
o v BHOF 2 —1c7 L—LEET | AEE
0#4—15. 556, BEEOSVWF1 -5
ggg— (Q#8, Q#7, -, Q#l) #ic7
o ——— L—LEEELET,
= SERBRHIE, A— %470 2
a2 v Fa—,
g HROF 1 —127 L — ABEET
W — Bige, BEEOEVF 11—
(Q#2) PEEICTL—LEFEEL
E
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Riyya—1)

e B2 BB AP
WRR BEH (TL—LH) HEFYo R0 TRTOLT
gﬁ N By, H—h%720 8Fa—, T4 T DREEN
06 = WROF1—c7 L—nptEEd | BREaeo, &
Q#5 g<) o BHa, Fa1—8~1 (Q#8~ RINEHT
Gt p Q#l) BBF21—ICHELLT 717 E@EL
gg = Vo2H (ziyixiwiviuits | R RITvT
0#1 y LTI V—LzRELET, PRELTNH
nE, BAEEBIRELLBOE O
S Frub Y TEELET,
2PQ+6DRR o —— BEEF 1 —CEAL N1 M) 1 BEEF B
oy BEE B xRy, =140 (&, HE, DRR
06 v 8Fa1—, Fa—llF—F R
a#5 15, BEEOF 21— 8 (Q#8) 1, #ic PITA4v7
Qs BEETTL—LEEELET.
%g Fa2—7 (Q#7) &, ¥a2—8
Qi1 (Q#8) DRICERMICT L—L %
FEELET, Fa2—8, 7IC7L—
LPEELRVIEE, F2—6~1
(Q#6~QH1) FEF 1 —ICREL
NAL MR ziyixiwiviu)
KIELT T L—L%2EELET.
2PQ+6WRR 8 ———— BELEY21—CER (JL—0%)  BELFi—IcB
oy BEE B &Iy Faey, £— %z g, BFE, WRR
0#6 \% N &Fa1—, Fa—-l25—%%
Q#5 18 BEXOF21—8 (Q#8) &, #ic  hTTAvY
Qx4 BEATTIL—LERELET,
%g Fa2—7 (QET) H, ¥2—8
Q#1 (Q#8) DWICEEICT L —L%
FEELET, ¥2—8, 71271 —
LPEELEVEE, F2—6~1
(Q#6~QH#1) I3+ 1 —ITEL
7V —LH (ziyixiwiv:
WIELTT L—LA22ELET.
BB, Fa—6~1 DELEHEIC
BELLBERTTY RO YT
BELET,
WFQ BAHEEFERIE. A— M40 ITRTDORT
an8 8Fa1—, VA1
Qi1 FTRTOF 21—t LCES (Rl | ERSRIEP R
0#6 REFEI) 2BEL, LI ENns5a

Q#5
0f4
0#3
0#2
a#

F 2 — & ORRRIEH T % 1%
BLEY,
ITRTCOF2—2RFLHEW,
I ROy TEELET,

AT a— v ORI OV TIROEITRLET .
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K4-6 RTTa1—UTTHHR

=] %
Fa-H 8Fa1—
2PQ+6DRR Fa2—1~60DE  [kbyte Bfi]
H DR TEHI 2~254 (H#1E:2)
4~508 (A H:4)
8~1016 (AIAE:8)
16~2032 (A#fE:16)
2PQ+6WRR | Fa2—1~60& | 1~15
H DR TEEH
WFQ Fa1—-1~80&E | [(3) WFQOHREEHH] #2RL L3, REFEHEOEYPEE
H DR TEEI L TICRA2EDICHEL TS, IFpPRESE_EE— FOBEIE
BETEEHA, RETELRWVIESIZ, ERT /PR RSN WFQ OREIZ
W&, PQTEMELET,
BEETFEHHRON | MACANY¥H5FCS T
REBDBTL—A
DHEIFH

(3) WFQ D EEEH
WFQ OREHME £ ISR L E T

xK4-7 WFQ OFHEEIE (10BASE-T, 100BASE-TX, 1000BASE-T, 100BASE-FX, 1000BASE-X)

] SEEH R 718
Gbit/s 1G 1Gbit/s
Mbit/s IM~1000M IMbit/s
Kbit/s 1000~ 1000000 100Kbit/s*2
64~960 64kbit/s*3
E¥1 16, 1M, lkiEZh2h 1000000000, 1000000, 1000 & LT,
X2 BUEMED 1000k BLEOBE 100k ZIA THEL 9 (1000, 1100, 1200, -+, 1000000).
N3 RUEMEA 1000k REOHE 64k A THELET (64, 128, 192, -, 960),
#&4-8 WFQ OEEHE (10GBASE-R)
s SEEH Rl 7 1E
Gbit/s 1G~10G 1Gbit/s
Mbit/s 1M~ 10000M 1Mbit/s
kbit/s 1000~ 10000000 100Kbit/s*2
64~960 64kbit/s*3
w1 1G, 1M, 1kidZA2h 1000000000, 1000000, 1000 & LTHVET .
X2 BUEMA 1000k ML EOHE 100k ZIHTHEELEY (1000, 1100, 1200, -, 10000000).
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EX3 BREMEA 1000k KiEDHE 64k ZIATIHEL T (64, 128, 192, -+, 960).

x4-9 WFQ OiRE#HE (40GBASE-R) [S3800]

REHA REEEE A E
Gbit/s 1G~40G 1Gbit/s
Mbit/s 1M~ 40000M 1Mbit/s
Kbit/s 1000~ 40000000 500Kbit/s*2
256~768 256kbit/s*3

Fxl 1G, 1M, lkidZnZ£Hh 1000000000, 1000000, 1000 &L THKWET,
Ix2 BEMA 1000k KL EDBE 500k ZATHE L9 (1000, 1500, 2000, -+, 40000000).
F%3 FREMA 1000k RiEOHE 256k LA THEEL 3 (256, 512, 768).

4.1.4 R— NeEEHIEH

R— MEEHIEIL, A7 —-Y Y TEEELLRIC, 5T 58— MIEEELLESFRIC -7
TAHEEETT ., COFIIEFERLT, REA -y M- AERTEXT,

B 21X, [ERREEA 1Gbit/s T ISP & DK 400Mbit/s DFE, A— MEEHIHEEEZERL TH
57 Lotz 400Mbit/s LRICHIZ T L —LZRETHIENTEET,

AR— MEEHIEIEROBWINT Y 2ET IV ET S, Leaky Bucket 7L TV XAZHWTNE T,

R— NEEFIHORELERZ IR LE T RERRISEFERELITICZ 2 XICREL TS W,
IP8800/S3650 THFFREAFF_EE— FOBARRETE T EA. RETSAWVES, ERO7PRR
SNKR— MEEHEOREIBIE 2D ET,

F4-10 R— MHEHIHORESEE (10BASE-T, 100BASE-TX, 1000BASE-T, 100BASE-FX,

1000BASE-X)
Benal=-Tiel ST % Z
Gbit/s 1G 1Gbit/s
Mbit/s 1M~ 1000M 1Mbit/s
kbit/s 1000~ 1000000 100kbit/s*2
64~960 64kbit/s*3

Fxl 1G, 1M, lkiZZhnZh 1000000000, 1000000, 1000 & LTHRKVET,
EX2 FREMEA 1000k BLEDHE 100k ZIATHEE L £ (1000, 1100, 1200, -+, 1000000).
X3 FREMEA 1000k KRiEDHE 64k ZIATHEELET (64, 128, 192, -+, 960).

xK4-11 R— MHEEHEORESE (10GBASE-R)

SREE REEE 2 HfE
Gbit/s 1G~10G 1Gbit/s
Mbit/s 1M~ 10000M 1Mbit/s
Kbit/s 1000~ 10000000 100Kbit/s%2

103



4 X{SHIE

TEEEH ZIA{E

&5
fil

Sl

64~960 64kbit/s*3

¥l 1G, 1M, lkid#h£h 1000000000, 1000000, 1000 & LTHKWET,
FEx2 FEMA 1000k LLEDOHE 100k XA THEEL 9 (1000, 1100, 1200, -+, 10000000),
FEx3 BEMA 1000k REOHE 64k ZIATEEL T (64, 128, 192, -, 960),

&4-12 R— MHEEHEORESEE (40GBASE-R) [S3800]

Bt olivigl REEHE 7 H{E
Gbit/s 1G~40G 1Gbit/s
Mbit/s 1M~40000M 1Mbit/s
kbit/s 1000~ 40000000 500kbit/s¥*2
256~768 256kbit/s*3

X1 1G, 1M, lkid#h£4 1000000000, 1000000, 1000 & LTHVET,
X2 REMEAH 1000k BLEDFE 500k ZATHEL LY (1000, 1500, 2000, -, 40000000).
FEx3 REMA 1000k RiEOBE 256k LA TEEL 9 (256, 512, 768).

N—Z M A XOFREHFZIROFRITRLET

K 4-13 N—R Y1 XOFEEH

E#RAER! REEIE EIEEDT 7 4 )L ME

10BASE-T 4, 8, 16, 32kbyte 32kbyte
100BASE-TX
1000BASE-T
100BASE-FX
1000BASE-X
10GBASE-R

40GBASE-R 8, 16, 32, 64kbyte 64kbyte

Leaky Bucket 7L TV XL DRHEIC KL BN —2 b A ZOBE#MEZRORITRLET,

K4-14 N—Z MG XD

N=ZR1R ST

NE<T% N=ZA+NTT7 4w 7 BHBHERESNPT V. BEEZLTVEVRETN I 71 v %
RE LA, REBHRORES SPHBR/NS L,

K&ELTB N—=ZAbbF T4y 7 PHBREESNIIC L, BEZLTVWEVRETIF S 7 v 7%
RE LK, EREREHORES TPHEBRRE VL,

H— NEBHEONRE % BT L—LOREE MAC A #55 FCS £ TTT. H— MESSIHON R
B2 ORISR LT,
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4-3 R— NEEHIEO T REE

7 L—LfE
FrvT

JYFUIIL

MACA~ v &
(VLAN TagZ&T)

F—5

FCS

»i
)

R— I R

415 T r—/N\ERABOIEEEA

(M) N7y "Ny T 7HEBEOR T 21— 2T DFEREIR

S

HAEROTEEZ RS T 74 v 7 2RELIEE, KEBDO/NT v "Ny T 7 OBV FEET 25670
HVET, ZD72D, ZELZTV—LDBFa—IlFa—A VY ITENTERESNDZD, BELIZAT
Va—) YT EBOILT V- LPREESNEVEENHD LT,

Iy RNy T 7 OREBIZOWTIE, show qos queueing ¥ RO HOLL B ¥4 7 ) X2 b
SNTVWAHZ L THRTEET,

Ny SNy T 7 OMBPERNICHEET 256, *v NI —IVREORELPBETT,
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4.2 x—)\QO3A>T7«JL—3>

421 R5Ta1—V)>TDEE

[BEEDRA > N
ATV a—)rTeHELI QoS Fa—) A MEREIERL, FHITHFR—MIRELE T,

[O7 > RICKBERE]
1. (config)# qos—-queue-List QLIST-PQ pq
QoS F2—Y A MEHR (QLIST-PQ) IcAFrYa2—1Y) 7 (PQ) Z®RELET,
2.(config)#t interface gigabitethernet 1/0/1
R=br1/0/1DAVH T2 —AE—FIIBITLET,

3. (config-if)# qos-queue-group QLIST-PQ

QoS Fa—A T2 —AEHIC QoS Fa—Y X MEMEIEEL, QoS F2—) X MEHREFZICL
ESC I

o V2 =
4.2.2 R— MNEEHIEOERTE

FET AR — NOHIEEAEERROER I VKL THEEICHRELET .

[EBREDRT > K]
49 AHK—F (100Mbit/s) 1Zxt L, A— MHEHIEIC X 5HHOKE (20Mbit/s) BXLU/N—Z b+
Y4 ADOFHE (dkbyte) ZITVET,

[O7 > RICKBEERE]

1. (config)# interface gigabitethernet 1/0/13
K=+ 1/0/13DA V% Tz —AE—RIZBITLE T,

2. (config-if)# speed 100
(config—if)# duplex full
I AHR— FOEEEE % 100Mbit/s ICEREL T,

3. (config-if){f traffic-shape rate 20M 4
R— N 20Mbit/s, /N— R b X% dkbyte ICEEL £ 9

106



4 X{SHIE

4.3 x—N\OARL— 3>

show qos queueing I~V > FIZL>T, 1 —H Xy b U T2 —AXHELIZLH =2 2 —OAE
ZHERLE I,

431 R a1—1)>T7DHEER
AT a—1) T OMWRFEZIROKIIRLET,

K4-4 R5Ta—1>7OESR [S3800]

> show qos queueing 1/0/1
Date 20XX/03/01 13:00:00 UTC
Switch1/NIFQ/Port1 (outbound)
Max Queue=12, Rate limit=64kbit/s, Burst size=4kbyte, Qmode=pg/tail drop -:-1

Queue 1: Olen— 0, Limit Qlen= 2880, HOL1= 0
Queue 2: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 3: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 4: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 5: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 6: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 7: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 8: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 9: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 10: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 11: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Queue 12: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Tail drop= 0

1.Qmode /85 X =¥ ODNAEN, RELIZArYa—I 27 (ZOHITIE, pg/tail_drop) IKz->TWw3
CERHERLET,

®4-5 X5Ta—>27 DR [5S3650]

> show qos queueing 1/0/1
Date 20XX/03/01 13:00:00 UTC
Switch1/NIFQ/Port1 (outbound)
Max Queue=8, Rate limit=64kbit/s, Burst size=4kbyte, Qmode=pg/tail drop ---1
Queuel: Qlen— 0, Limit Qlen= 64, HOL1=
Queue?: Qlen= 0, Limit Qlen= 64, HOL1=
Queue3: Qlen= 0, Limit Qlen= 64, HOL1=
Queued: Qlen= 0, Limit Qlen= 64, HOL1=
0,
0,
0,
0,

Queueb: Qlen= Limit Qlen= 64, HOL1=
Queue6: Qlen= Limit Qlen= 64, HOL1=
Queue7: Qlen= Limit Qlen= 64, HOL1=
Queue8: Qlen= Limit Qlen= 64, HOL1=
Tail drop= 0

[SESKSESESESESES]

1.Qmode /85 X =¥ ODHNEN, RELZArYa—I 27 (ZOHITIE, pg/tail_drop) IKz->TWw5
CERHERLET,

4.3.2 HR— NEigmlEORES?
R— MR OMEE S 1E L2 RORITRLUE T,

B 4-6 R— hEEHEOHESS [S3800]

> show qos queueing 1/0/13
Date 20XX/03/01 13:00:00 UTC
Switch1/NIFQ/Port13 (outbound)
Max Queue=12, Rate Llimit=20Mbit/s, Burst size=4kbyte, Qmode=pg/tail drop ---1,2
Queue 1: Qlen= 0, Limit Qlen= 2880, HOL1=
Queue 2: Qlen= 0, Limit Qlen= 2880, HOL1=
Queue 3: Qlen= 0, Limit Qlen= 2880, HOL1=
0
0

Queue 4: Qlen= , Limit Qlen= 2880, HOL1=
Queue 5: Qlen= , Limit Qlen= 2880, HOL1=

[(SESESESNS]
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Queue 6: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 7: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 8: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 9: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 10: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 11: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 12: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Tail drop= 0

1.Rate_limit /85 XA =% OANEN, $BELHEHE (ZOfITiE, 20Mbit/s) 12 ->TWw5 Z & 2R
LEd,

2.Burst_size 785 X =% ONED, EELIN—Z M A X (ZOHITIE, 4kbyte) IZ>TnWAI &%
FEERLET,

4-7 R— MEEHEEOESR [S3650]

> show gos queueing 1/0/13
Date 20XX/03/01 13:00:00 UTC
Switch1/NIFQ/Port13 (outbound)
Max_Queue=8, Rate Limit=20Mbit/s, Burst size=4kbyte, Qmode=pg/tail drop ---1,2
Queuel: Qlen= 0, Limit Qlen= 64, HOL1=
Queue2: Qlen= 0, Limit Qlen= 64, HOL1=
Queue3: Qlen= 0, Limit Qlen= 64, HOL1=
Queued: Qlen= 0, Limit Qlen= 64, HOL1=
Queueb: Qlen= 0, Limit Qlen= 64, HOL1=
0,
0,
0,

Queue6: Qlen= Limit Qlen= 64, HOL1=
Queue7: Qlen= Limit Qlen= 64, HOL1=
Queue8: Qlen= Limit Qlen= 64, HOL1=
Tail drop= 0

[SESKSESESESESES)

1.Rate_limit /¥F X =% OAEA, HHELZHEHE (ZOfFTIi&, 20Mbit/s) 12> TWwa 2 & ZHERR

LEd,
2.Burst_size /3T XA =¥ ORNED, IBELIZN—ZX M1 X (ZOHITIX, 4kbyte) IZx>TWnWAZ &%
MR LET,
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4.4  BEZHERES

COEITHAT 2 EEFIMOME DT 2 ROKITIRLE T,

4-8 FEERIHOLEDT

AEE
SR SEET

ORIERE G AeemE G UA—sE V|| AR AR
[oo—L | ¥ T T !
| mE | | e » i
l-MAC7F‘Ellﬁil < e [ !
i LRBER| 27 [ 7a—| | | B | [i=]| ||l L—Ll
oz [ BEE I ew Mem ™ 0 M ke [ ET]|] x|
2ot A | | ] (] :
| Tk ¥ 1k B i

(FLI) D: COHTHATZTOYY

4.4.1 BEEEHIE

EEHIEIE, F2 A7 T5EF 21— I LTERSINPTSOEGVWERTFa—+A Y TELEL,
Fa—lTV—LPEEBLTVWABIISLTC, BU T L —L 2T a—A V7T EHDERET LD 2HHT 514
ﬁET@—o

F1-ZTVL—LDPHEBLTWAEEE, T2 —A VI BEERZEZDIEIZEST, SHIZREMA’ WV QOS
PERTEZET,

—ODF 2 —IlFa—AVITTELTLV—LER [Fa2a—FE] LFUFET,
AEEIL, T ROy PHARCTEEHHZITVEDT,
M FT—=LROvY

Fa1-—ENERERELZBIS L, 7V —LZ2EETAHRETT . BERER, F2—A YV BLEIEICE
7Y, Fa—A Y TBEBESEVEIE 7 L—LDEESNIKLKZNET, 7 Fay 7ol&%2IRO
BIRLET . Fa—A V7 BEE2ORERMELZBIASE, Fa— AV IBEE2OT7L—L%T T
FEELET,
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4 X{SHIE

110

4-9 F—)IROvY7OEX

0000, = 000
sooe 2P0 ¢

Fa—AVIBERES XFa—AVITBRE2 Fai—4 TBREE
DEZERAME (100%) DEZERIME (75%) DEFEZERAME (50%)

) O SO Y bEE 1 —o S B RIS
(B O : Fa—A v T @ERES O EBALF0, BREEND,

O :Fa—-AVIiBxEE2
----: BEERE

W2, 7=l ROy THREICBT2F2—4 V TBRECEOREREZROFISRLE T, FRERMEIL,
F21-RICHTA2F2—DBFVESEZEDERTELET,

F®4-15 F—I)LROvY S TOREEREE

Fa—T12TBEE BEEREIE [%]
1 50%
2 75
3 100
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4 X{SHIE

4.5 EREZFERHEOI> 71 TL— 3>

451 Fa1—a27BFTEDKE
BED 70 —II L THFa—A Vv TBEEZRELE T,
EEEDRAT > K]
TU—LZERIZEEIP 7 FLAICE>TT70—RBHZTVL, F2—A 2V TBEEEZRELE T,
[O7 > RICKBEETE]
1. (config)t ip qos—flow-list QOS-LIST2
IPv4 QoS 7u—1 2+ (QOS-LIST2) #=/ELET, AKX MEIERT B &1L > T, IPv4 QoS
Ju—YAMNE—-RIZBITLET,
2. (config-ip-qos)ff qos ip any host 192,168, 100. 10 action discard-class 2
192.168.100. 10 ®IP 7 RLAZFEHEL, Fa— AV BRE=2D QoS 7u—J A MNZRELE
a_o
3. (config-ip—qos)# exit
IPv4 QoS 7u—Y A FE— RS a—NLar T4 7 L—aryE—RIIRDET,
4. (config)#f interface gigabitethernet 1/0/1
R=F1/0/1 DA F T2 —RAE—RIIBITLET,
5.(config-if)# ip qos—flow-group QOS-LIST2 in
ZEANC QoS 7u—1 A+ (QOS-LIST2) #E/ICLET,
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4 X{SHIE

4.6 BRZERIHOANRNL—3>

show qos queueing 7> FIZK>THFa—A Y FTENTNAHF 2 —FEBLOERE v MEETHER

LEJ,

11.65.1 :*:.:1 -"’r':>’f;r1§§fﬁifEF(Z)ﬁ%Enuﬂ

Fa—AVTBEEOHERFEZRORIINLET

WRA—F 2y b F T2 —RIE, K—F 1/0/2 TY,

IP8800/S3800 DEFRIZH L, Queueb @ Qlen 7% 2880 £

HCHERELE T,

> show qos queueing 1/0/2
Date 20XX/03/01 13:00:00 UTC
Switch1/NIFQ/Port2 (outbound)

WIHEETA NI 74 v 72 E AL TWAE

Max_Queue=12, Rate Llimit=20Mbit/s, Burst size=4kbyte, Qmode=pqg/tail drop

Queue 1: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 2: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 3: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 4: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 5: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 6: Qlen= 2160, Limit Qlen= 2880, HOL1= 18 1,2
Queue 7: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 8: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 9: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 10: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 11: Qlen= 0, Limit Qlen= 2880, HOL1= 0

Queue 12: Qlen= 0, Limit Qlen= 2880, HOL1= 0
Tail drop= 18 -2

1.Queueb ® Qlen DENHT Y FENTWVWBRI L #HERLET,
2.Qlen OfE* Limit_Qlen OfED 75%Td 1, discard packets @ Tail_ drop Ah 7> FEhTnaZ
EERMERLET,

[P8800/S3650 D[EI#RIZH L, Queueb ® Qlen #* 64 12E
HRLET.

WIEET A 574w 72 ALTWAEMET

> show qos queueing 1/0/2

Date 20XX/03/01 13:00:00 UTC

Switch1/NIFQ/Port2 (outbound)

Max_Queue=8, Rate Limit=20Mbit/s, Burst size=4kbyte, Qmode=pg/tail drop

Queuel: Qlen= 0, Limit Qlen= 64, HOL1= 0

Queue2: Qlen= 0, Limit Qlen= 64, HOLI= 0

Queue3d: Qlen= 0, Limit Qlen= 64, HOL1= 0

Queue4: Qlen= 0, Limit Qlen= 64, HOLI= 0

Queueb: Qlen= 0, Limit Qlen= 64, HOL1= 0

Queue6: Qlen= 48, Limit Qlen= 64, HOLI= 18 1,2
Queue7: Qlen= 0, Limit Qlen= 64, HOL1= 0

Queue8: Qlen= 0, Limit Qlen= 64, HOLI= 0

Tail drop= 18 -2

1.Queueb ® Qlen DENHT > FENTWVWBRI L #HERLET,

2.Qlen OfE Limit_Qlen OfED 75%TdH 1, discard packets @ Tail_ drop Ah 7> bEhTnbZ
EERMERLET,



F3fm L1V 2538

L1V 23583

COETIE, REBED LAV 2 FIEEEOMEICOVWTHAL I,
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5 L1+ 253

5.1 #=
5.1.1 Lo 2 SREHER|

REBICIE, WRISRT LAY 2 LNILVORIEESH D T,

* [EEE802.1X
[EEE802.1X IC¥EML L 7z 1 —HFREE % § 2 HAE T . [EEE802.1X FRFEICAE % EAPOL /87 v b %
RETHMAZRIELE T
» Web 58iE
W@bmﬁi(Mﬂka77Wﬁ%ﬂﬁle YERAE% 9 AHEETT . UL Web 7752 ERHT
iR CREAERIEZ LE 9,
» MAC &3
MAC BRI, ) v o7&, I—FICLS0HREN TER VIR ZTET HHAETT .
« FTFF VLAN [OP-VAA]
WAL VLAN &, BEHORMEY —NEHE L 1Rz T 2HEETT,

LAY 280GEICIE, BRREEMEIC R 2FREE— DD X9, FHREE— FC L OMBEMEZRORITR L E
‘3_0

T/, INSOMEEIL, HAEDLE THHATEAHEEFETELRWEESH D I, BEDHAEDLEIC
DV [5.2 LAY 28FEMieE s DHIFICOVWT] 2BBL TSN,

®5-1 LAV 25EETHR— NI B8

L1+ 2338 FELE—NR =

IEEE802.1X R— NBAIFRE MR- FELRZTF Y RINTL—FITR L CRIE2HELES, —

DOYER— N ERIE—DDF v AT IN—TH—DDFRILHAL &

HOET, Tz, R— FPEAEREEICIIRISRT=ZDOREY 7E—F

BHY, TFNETNREEEPELZDET,

1.7 LVE—FR
—ODFERALIC—D DRI RIE L TR LE . mIIZER
#E L 72K DI DR D & FREESRASH B &, DR — b DOFREE
REEIZRFGEREBICED £ 9,

2.¥ILVFE—-F
— DD EBR KO 2 A LE 9. RIICERIEL -
R DO RIZERIE L TH A

3.1%;'511 GEE— R
—DOFRERAICEER K OBERAFTA L, WA & ICREEET
WE7,
VLAN BLE83E (& vumq*ﬁbfaﬁ%ﬂmbiﬁo@&@%Xﬁ&ﬁf%iﬁo%
#9) KT EIFRIEEITV, FBAEICERINT 52 & VLAN N CEBETE T,
VLAN B8 (81 MAC VLAN ICFiIE S WK ICR L CRRIE=HIE L £ 9. BHOMHR
#y) KPR CEE T, RAICHKINT 5 & MAC VLAN TYIDE % 72
VLAN CHEETZE T,
Web #iE EE VLAN £— R I —HEEFRIN%E, VLAN ANEBETEET,
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5 L1+ 2888

l/‘f‘\7 2 Bt Eﬁﬁl—t:E— R *E*E
¥4+ 3Iv 27 VLAN = Z—H9iERII#%IE, MAC VLAN T2 72 VLAN ANEET
E—NK %9, MAC VLAN BRESNIWHEAR— MIREERE L E
ED
LAY—E—F 2 —YERRERIN%1E, MAC VLAN TYJD %2 7z VLAN A~NEfE T

%9, MAC VLAN @ VLAN ICFREA2 B EL £ 9,

MAC #BFE EE VLAN £—F ERERRIN#R1E, VLAN ANBETEFY,

Y1+ 3w VLAN FRERMI#13, MAC VLAN TYIDE X /- VLAN ANEBE CE &

T—F E
FR3E VLAN — FREE VLAN AV —NTREREE1TV, RRIHERICE > TAEEBD
MAC VLAN T VLAN 2¥]10 B X £9, 10 X% D VLAN I~
BETEET,
(LB —FHELzwn
5.1 .2 DIL\DIEET
LAY 2 BAEICIZEBANRORIET —% CTRRiEd 20— ARt AR &, RADIUS ¥ —/)NTREIET 5

RADIUS & iﬁ‘t/ydr’ﬂ) F9, #8aE VLAN ZBR< LA v 2 BREICNIS T SRR E S N2 IRDRITR L &
—5—0

x®5-2 L1V 25EANFRAAR

L 2 5% SPEEE— R O—A eSS RADIUS EB8E AT
IEEE802.1X — b BIEREE X O
VLAN BAEZE (B#69) X O
VLAN Bi{38:E (B1H9) x O
Web 824F E#E VLAN £— R @) @)
¥4+ 3w VLAN £— K O O
LHY—E—F O O
MAC FZ3E EE VLAN €— N O O
¥4% 3w VLAN £—F @) O

(LB O:R®sds x :ixbsliwn

5.1.3 MAC VLAN O#Eh#y VLAN E2E & L7 2 B35ELE

ROFITRT LAY 2RI LFEEE— N T, MAC VLAN OFREENRA— b :a?&?%iﬁ%ﬂ%ﬂi@@“é?”
it VLAN ZERICRE L E T, £/, BHESNTLLFENRA— F D 5 FRENRIGR DT X CERAEF
BREnziFE, BRICRESN TV VLAN JHIFRshE T,

& 5-3 BEMICVLAN ARETED L 1V 2 SREIHRECSREEE— R

L1 v 2 SREHkAE SRELE—NR

IEEE802.1X VLAN B{7385E (BhRY)
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5 L1v2%®s

L+ 2 SRaEHeAE SRELE—R
Web 223 %4+ 3Iv2 VLAN £—F
MAC =8:F Y14+ 3Iv 27 VLAN £—F

7B, AT 47— aravy R switchport mac vlan S8 E SN TV AFRIENRD MAC R—+T
&, AT 47— 3ravy NTHRESNIREER VLAN DA O VLAN IO BEX X TE A, &

512, WAERRD MAC A— MIFAIC VLAN PRESNTWAIRET, 2> 747 Lb—Yaravry
switchport mac vlan #8E SN 7258, A — MIEICERE S N7z VLAN Z383E% VLAN & L7:
AR AR T RN CREES BRI NE T,
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5 L1+ 2585

52 LAV 256 EEMEEEE DHEFICDONVT

LAY 2EREEEREE ORFFICOVTHBALE T,

521 LoV 25 6EE faEE OHTE

LAY 2 FBEE S AhARRE & OHAFARZ RORITRLE T,

& 5-4 fhH¥EEE OHFEER

L1+ 2
o HaER HEFTH
SRETHEAE ’
IEEE802.1X VYo7V —ay LACPY Y777 Ur—2arvDF v R LTL—FER
BRICERE LR WVWTL E &0,
MAC 7 R L Z%8 401k VLAN B & 2D VLAN ZHE L7z A — b CRIECE
HAT&EEHA,
VLAN A— 1+ VLAN A— FBATEEE S & OF VLAN BATEREE (#09) CERT
EFS

70 k3L VLAN EECHKICERTEE A,

MAC VLAN VLAN HA7ER3E (81H9) CTHEATEET,

77 # )Lk VLAN HR— b BAIEREES & O VLAN BATEREE (B#Y) CfERT
EEXR
VLAN HA7E83E (By69) <IEEREEAT VLAN ICfERT& £
ED

VLAN #L5EHRE VLAN b2V 7 | ZECRRIERATEEE A

EAPOL 7 %7 — HECRRICHERTEEEA,
T

VA AVAIES ANZ Y TI) —RFE Lo AR— Maid, K— MEAR
AEF 7213 VLAN BAEREE (BFHY) Z2REL 2V TLES
W,

Ring Protocol Ring Protocol #&8&E L7V ¥ 7R — MaiE, K— B
FUREH 721 VLAN BA7ERGE (BrAY) 2REL L WTLE
éll)o

IGMP snooping o R— MEEREOHA, BECRRIERTTE Y

Ao
e VLAN BAFREE (BHY) 0BG, HECRKRICHERT
TEHA

« VLAN BfE0EE (B189) D4, #FRERT VLAN B &
URRIE% VLAN TIRREIRICHERATE EH A,

7 4F - QOS RIRIZE[M 70 —HEE— FERBICERTEEY
Ao

* layer3-suppress-1
* layer3-suppress-2 [53650]
* layer3-suppress-3 [S3800]
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5 L1+ 253

L1+ 2
. HERER HEFER
SREERLAE :
* layer3-suppress-4 [S3800]
28t VLAN HEECRFICFERATEZEEA.
GSRP HECHRICHERATE A
VRRP VRRP %87E L7 VLAN BLU'# D VLAN #&E L7z
R— MNALCREENTEE T, ROBAE I I[EEES02.1X
DTN TEE A,
o F— MEAEREDEE, VRRP »&i{Ed %5 VLAN %
BELIZA—H
e VLAN B(IZR3E (B#fY) OF&E, VRRP »#{ET 2
VLAN
* VLAN BIE8RE (B)8Y) OBfA, VRRP PEIET S
VLAN TE8ET 7 # )L s VLAN, MAC VLAN % {#
FA U 7383
VAR E T A Ty TV IR— P CHERATEE Ao
IEEE802.3ah/UDLD R— MEARREEE 7213 VLAN BAEREE (F810) CTRES
NIzR— P TREALLNTLZES
CFM CFM %28 E LA — M CHRFFICHERTE £t A,
OADP, CDP BEETEE A
VRF LECHEICERATESEA.
Web 583 VYo7 TIr—vay EE VLAN €= FBXU¥ A+ 3Iv 7 VLAN E—FOD

FER— R ELT, FralFl—TOH— MIERT
EE A,

MAC 7 R L 2ZE Ik

VLAN B& 2D VLAN ZFE L7z A — b CRIERICE
HATt&fdA,

VLAN AR—1+ VLAN

EE VLAN E— FCHEHATE 9,

70 k3L VLAN

LECRRICHERATEEEA.

MAC VLAN

¥14F+3Iv 27 VLAN E—FBLUOLHY—E—FTE
HTtEZxd,

77 %)L+ VLAN

EE VLAN £E— FCHERTE £,
¥4+ 3Iv 27 VLAN E—FBLUOLHY—E—FTI
FURERT VLAN ICERTE X9,

VLAN #LiRMERE VLAN b)) > | BECHRICERTEEEA,
EAPOL 7 7 — HETEEI,
FTa T
A= V) — A=Y TV ) —RBRE LR —MZiE, EE VLAN

E-FELRBY1FIv 27 VLAN E— FZRELZWL
TLIES W,
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5 L1+ 253

L1+ 2

HF(ER
SRSIERERE R

1ERE

¥

Ring Protocol Ring Protocol #8&E L7V ¥ 7R — MZix, EE
VLAN E— R E7E45 143 v VLAN £— FZ5E
LI WTLEE 0,

1|

IGMP snooping* LECRRICERATEZ A,

74 V% - QoS RIRIZEM70—BEET— FZ2RBICERTE EE
Ao

* layer3-suppress-1

+ layer3-suppress-2 [53650]
* layer3-suppress-3 [S3800]
* layer3-suppress-4 [S3800]

F9RE VLAN BECRIRICHERTEEE A

DHCP snooping LHY—E— FTHES N VLAN ID ARES N7
R—brCRERATEEEA

VRRP VRRP %#8%7E L7z VLAN BXU'#® VLAN %7€ L7z
A= A TRAEPTEET . RICTRITHREILENVT
{2E 0,
e [EE VLAN £ — RO, VRRP P#{E9% VLAN
EHRELILA—b
e ¥14F3v 27 VLAN £— FDOE4A, VRRP P#ET
% VLAN (F8iERT VLAN & X UFRiE#% VLAN) % &%
ELlAR— 1
s LHY—F—FODFH, VRRP PE{Ed % VLAN T
FRAEAT VLAN, gRfE#% VLAN %{HH L 72583

VAN ERE T A Ty TY I R- b THEATEE A

IEEE802.3ah/UDLD ElE VLAN E— FE/#E4 1+ 3Iv 27 VLAN £E— K%
RELIA—FNTIIFERALEZWVWTLZE 0,

CFM CFM 2B E L7c A — b CRIICERTE EH A,

VRF EECRARICHEATEEEA

MAC ZBFE Voo 7TV r—2ay EE VLAN €= FBLU¥ 1+ 3Iv 7 VLAN £E—FOD
FAEAR—FELT, FralFl—TDOR— MIERT
EEHA

MAC 7 R L 2ZE Ik VLAN B & U2 ® VLAN Z&7E L 7oA — b CRIKFICE
HAc&EtA,

VLAN AR—F VLAN EE VLAN £— FCERTEF9,

70 k2L VLAN EECHRKICERTEE A,

MAC VLAN ¥4+ 3Iv 27 VLAN €E— FCHERATEE 7,

77 %)L+ VLAN EE VLAN £E— FCEHTE £,
44+ 3w VLAN £— K TIZFERT VLAN IZ/EH T
EEXR
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5 L1258
L1+v2
e HERER HEFER
SREERLAE :
VLAN #R5RMERE VLAN h> 2V r7 | BECRKIERATEEE A
EAPOL 7 % 7 — HEFETEET,
Ty
AN ) — AINZ 2 D) —RFHTE LIz AR— ML, MAC FRE % 8%
ELBNWTLIZE N,
Ring Protocol Ring Protocol Z&%E L7z Y » 7K — i, MAC it
BELZNTLES W,
IGMP snooping BETCRRICEHATEEE A
7 4%+ QoS WITRTZER 70—t — F2RKICERTEEE
/l/o
* layer3-suppress-1
* layer3-suppress-2 [S3650]
* layer3-suppress-3 [S3800]
* layer3-suppress-4 [S3800]
28k VLAN LHECHEICHERATE S YA,
VRRP VRRP #87E L7z VLAN BXUZD VLAN %2 &7E L7z
R— DN CRIESTEET, RITRTREFLANT
&V,
» [EE VLAN €— FO54&, VRRP P#{E9 %5 VLAN
EEE LA — T
e ¥4+ 3Iv 27 VLAN £— FO%HH, VRRP EET
% VLAN (F8iERT VLAN B K UFRiEH% VLAN) % 8%
ELIAR—b
VPR E T Ty TYYIR-FTHEATEE A
[EEE802.3ah/UDLD MAC FFE# B E Lo R— P TIHEARA L ZWTL 2SN,
CFM CFM %28 E L7 A — M CHBFICHERTE £t A,
VRF ZECHRFICHERATEEE A
FREE VLAN MAC 7 R L 2251k HECRRBICEHATEEE A

VLAN AR— 1+ VLAN

#REE VLAN OFBRERIIER T E T A,

70 k2L VLAN

EECRRICHERATEEEA,

MAC VLAN

FRAE VLAN OFBEmAR 2 HHE L £ 9,

77 4 )k VLAN

FURERT VLAN IC{EHTE £ 9,

VLAN $L5RMERE VLAN h Y ¥ 7

EECRRICERTEEZE A

EAPOL 7 # 7 —
TA4T

EECHERICHERTEEE A
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5 LAv2%E

L1+¥2
e #ae2 HEFER
SREERLAE )
7 4% - QoS WA ZE/7 0 —BREE— F2RRICERATE EE
Ao
* layer3-suppress-1
* layer3-suppress-2 [S3650]
* layer3-suppress-3 [S3800]
* layer3-suppress-4 [S3800]
IEEE802.1X LB CRIFICERATEEE A
Web #RiE
MAC 723
CFM CFM %28 E L7 A — b CHBFICHERTEZ EH A,
VRF LB CHRIFICHERATEEE A

¥ Web fBiED L A —F— Fi&, IGMP snooping &HEFETEET,

5.2.2 E—R—MATOHE

F—A— &LV 2REONRE— M ELTRESNIHE, EORAEE— NOEAEDLETHNIE
BET B0 ERIRLET,

« BEE VLAN £— Foitrr

e ¥4+ 3v 27 VLAN £— FDtsE

o EE VLAN E—R& %153 v VLAN £— FOHfE

o LAHY—E—FOHRF
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(1) BE—+R—hOEE VLAN E— ROHEF

5-1 BE—AR—MOEZE VLAN E— ROHF

REE
4 ] I N - N/ B
R— b B RS VLANEGIERET (8%44) VLANELfISREE (B%H9)
EEVLANE— R EEVLANE— K EEVLANE— R
FHHERK—k 75 e RAR— k kS R—
| HUB | | HUB | | HUB |

EEE EEE EEE

IEEE802. 1X WebZ2EE MACEERE IEEE802. 1X WebZBEE MACERE IEEEB02. 1X WebZ2ZE MACERAE

\OOO/\OOO/KOOO/

(L) O : #ETED
EX WebZRBEIdH K UMACEREE # 5% 7E L f=7R— MIZIEEE802. 1XAR— FEAGIEREI # 5% 5E
LI=55EI1%, WmERBIIEE—FEFHRELTLESLY,
VUTLNE—RBEURLFE—RERELBEVTLLESL,
[BRELZWaYT4FL—2aravr K]
dot1x force-authorized-port
dot1x port-control force—authorized
dot1x port-control force-unauthorized
dot1x multiple-hosts

& 5-5 E—R—MOEE VLAN T— RDE

s Web 25T MAC 525
R—bhOiEE VLAN Bifirsms (EE VLAN E— (B VLAN E—
R— NEE(IERE K) K)
(F809)
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— 1AV T4 L=V a3 TCHRETERZV

a2

Web FEEB & U MAC FREE% E7E L7z R — MZ IEEE802.1X O R — MEIFREE % BE L7235 81E, WRZBIEE— R
EBRELTCLREV, YTV E-RFRBIUPVILFE-FERELLBVLTLIZE N,
[BELRZVWIAYT 4 FL—Yaravy ]

dotlx force-authorized-port

dotlx port-control force-authorized

dotlx port-control force-unauthorized

dotlx multiple-hosts
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FRER D VLAN &R D VLAN % [F—HR— MIFE L72FE, SRR o VLAN TlREETE A
772U, RAERAR— T a 2B ELTWAHE/RIIBETEET,

[ED RS D—f]

BN T 72 AR — + 0BG, IEEE802.1X @A — hB{UEIEE, Web 88iE (EE VLAN £—F), MAC 883t (E
E VLAN £—F) O=20DFiEEt— NzR—+F— M THATE£9, %713, IEEE802.1X @ VLAN B3R (#%
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TEET,
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(3) BE—R—bDI1F3Xv7 VLAN E— REEBEE VLAN E— RDHE

B 5-3 E—R—rDT1F+Iv7 VLAN E—REEE VLAN E— ROHTE

AEE
VLANEA S SB5F (B%M9) VLANEAGREEBEE (BhAY)
EEVLANE— K A4+ YHIVMANE—F
IEEE802. 1X WebZEiE MACEEEE IEEE802. 1X WebZEiF MACEE:
O x O O O O
Tagged 7 L— L Untagged 7 L— L

[ WACK— F+dotigiE |

IEEE802. 1X WebzBEE MACEEELE

(JLF) O : #ffTcED x BETEREL

x5-7 B—R—bDI1FIv7 VLAN E— REEE VLAN E— RDHREF

|EEE8021 X Web E,ZJME MAC EEE
f—romE <B/b—hA yans  viang  BE Z‘j; B & ’Jf ,77'
OBR  pmm s MBE® VAN o VIAN o
i) ) =3 VLAN e VLAN
TR E-K
MAC K— bt | Tagged 7 O*1 x ~ % o «
+ dotlq & L—4
iE
Untagged 7 X O o2 0O o2 o

=24

(LB O:gffcdsd x:gffcain

X1
EREENSR D VLAN & EREEMS4 D VLAN Z[E—HR— MIBRE LI5S, 5o VLAN ClE#ETE A,
12712L, WABRNAR— T T a v 2HRELTWAEAIZEETCEET,

X2
RADIUS BiE AT, RADIUS Y —N\A 538iF% VLAN XS NT I 2> 72388, 14T+ 7 VLAN ITIRE L
TEE VLAN ERBBICHRWE T, 72720, R— MEOBEIIOWTIE, 173 v 7 VLAN E— FOEREICHEVE
ED

124



5 L1+ 253

4) E—R—MDLAH—F—ROHE
£58 FE—AF—hOLHY—T—RDOitE
. IEEE802.1X Web 25T MAC 523
@i VLAN 8538 (8189) (LAY —F—K) @E—F)
MAC R— O O X
&S X X %

(LB O:#ffcEsd X BFTERW

5.2.3 L1V 2 5REIHEFR OREHEE

(1)

|[EEE802.1X & Web SR F 7z (& MAC 535 & D HIFIRDERELE T

H—¥iR (F—MAC 7 F L AZHDOHAR) T, Web n[Ei 721d MAC FREEIC & 2 ah 12, IEEE802.1X
DR — MEMFREEE 7213 VLAN BAFRRE (##A9) | FRREICART) L7256, IEEE802.1X DFRREAER A
BEEh, Web SBEE 7213 MAC SRREDFRAEIRRE! iﬁ@ﬁ?é NE9d (WebFBiETIE, ZOH/ATTTY b
HEIIRRSNELEA).

T/, WITRIRDOESITHI % DAR— MRS N7z HUB (RT3 HUB#1) 2/ L TERSN TV A5
KA, 9 TICIEEE802.1X (A— MEAFRAE CHARIEE— F) F/213 VLAN BAEREE (B8H)) TRREE
ENTVWABREET EU@ HUB (KTI1X HUB#2) ICHfE2Z Ebf_i%é, V1o 7z A TEEE802.1X DEREEA
RS ZVwE Web (B VLAN € — F) F7:1% MAC 88iF (ElE VLAN £—F) oo/ »igfE
2ITH &I i’(é‘iﬁho IEEE802.1X ®3i&F 2~ > R clear dotlx auth-state TERREZ MR L T2 S
Uy,

5-4 |EEE802.1X TEREISNT WL\ BimARNDAR— MNEENE D Web F35EF 7= (& MAC RELEEA

FEE
‘= [EEEFH HHEH
Al R—
HUB#1 HUB#2
IEEE802. IXMDEBFEA IR SN 7F
- . L&, WebzBEE 3 7= [IMACEREED
=T = AT A VRESTRAFEA
‘N 0
IEEE 802. 1XT B — >k TWebiRE
RELE A F - IIMACEREE T
AT A UigiE

F72, A—%ART, Web 3t (¥4 3Iv 7 VLAN E—FERB LAY —F—F) £713 MACFEE (¥
A+ 3w VLAN £—F) IZ X230 5E800%, IEEE802.1X @ VLAN BALFREE (81HY) 1T X BEREEICAL
Ih L7z35%&, IEEE802.1X DFRIHERPEISL S N T [EEES02.1X THRE SN/ VLAN IZY] D EDH D, Web
FREE 7213 MAC SRAEDRRIERRB IR S NE T (Web RREETld, CoBAu /7Y MEEIIR RS NE
TA).

125



5 L1+ 253

(2) Web nlL.\u[E (‘:. IV\AC ulu\uIE (\:. 0) TE%O) nu..\nIHafE

ﬁ—‘jﬁj{ (IE‘—MACTFI/X%*éj*%H{) ‘(‘\, MAC nquﬁ%:E}gnIEE‘ZIijfv A Web FoR E}QEIEI
F—EDET, £z, Web FRIENLICERERII L-B& 1L, Web iRiEDFR uﬂkﬁh IF0FEFELEDE
9 (MACFREDRRIEIZ LT — &5 D £9),

126



5 L1+ 253

53 L1 25868 0OREE

LAY 2EGREEDOKEEE Z OMEEZRET HICH VAR E L HEHBIC OV THALE T,

o BRERFOFRALEAL

 FREERTSAR DBEFFA]

o« FRAEEHIRR

o GERTHIEREE

© RREEAMARD AR — EEH

« RADIUS #—/\i#({E D dead interval ##E
« MAC A— b dotlq BREROEE

5.3.1 RERDPEIE

LAY 2FEETIE, FREOREEZMEAR — MBI E 721X VLAN BALI[TVWET. E55DBMTHRET S
ML, LAY 2REAEMES LUREREE— NICK > TR LD X7,

AL S ED LAV 2 FEREMRE L RBAEE — FZ2IRDFRITRLE T,
f 5—9 wu\nIE%{.L(_ (\:.0) I/’r_\7 2 ull..\nIH%E I:VL.\DIE:E |\

SREERAT L 2 SREEREREC BREEE— R

PR — b  IEEE802.1X (HR— hHA{IEZEE)
* Web @t (EE VLAN £—F)
e Web8fE (¥4 3v 2 VLAN £—F)
+ MACEZE ([EE VLAN £—F)
* MAC®RiE (#1732 v 2 VLAN £—F)

VLAN « IEEE802.1X (VLAN H{[3%3F (##9))
+ TEEE802.1X (VLAN B{7523F (8389))
e Web it (LAY —E—F)
« #E VLAN

53.2 REIAISROBEHT

(1)

SREIER IPv4 772X X b

EREAFRTIREEDRICH LT, DHCP =175 IP 7 R L ZADEA S DNS 3 —NIC X B ZRIBRSTE S
£DHITT BI2IF, REFRTIRED KA DHCP 9 — 1\ DNS U — N EBETZA2DEISH D £,

FRERTIRRE DR AR LB OEE (DHCP ¥— /1% DNS#—N) LBETES ck 2IZT 51213, Wik
HRHOIPVA 771 AY A b (L,{an, SRR IPVA 77 AV A N EWOE ) 2 583ERT VLAN IZRRE L
i@—o

127



5 Lo+ 288t

128

5-5 EREIEH IPv4 77t X)X MNERERDBEIE

DHCP
H—n

Ui R SRR IR (A B AZ SV ERDHCPH —/ N4
DNSH—/ AT I A LEWMEE, /ATy
NER L BIESRERMERIPVAT I X1
A MZERETHI LT, REAITH
DHCPH— /N ODNSH— /N EFIETEET,
BEIEAIPVUT IR YR MIBRESINT
W THIE, SREFRIDIHRD S (T AREE 51
~BETEFE A,

FAFEA IPvA 7 72 AU A ML, BEOT7 AV AN (3747 =3 >»a< 2 Rip access-
group 2 &) EIZERY, RWRIIBRES N T VYEESERESNE A, 12150, BEOT 71 A
YA NTRESNI 7 4 VYEBE, RBAFEHIPvA 772 A YA N TRESNI 7 4 VYEEI D LEE
ENET, BENRR— MIBBEDOT 7L A A NEFIEHERIPvA 727 A A N ZRE LGS, BF
@77ﬂxuxb@74w9*##,ﬁ&mt RABICOERESNEITOT, BIAHEHIPvE 77 RAY
MIBRELLETANYEGZEBEDT 7RV A MIBHRELTL S0,

F 7z, BRI O AR ICAEEMNEL D DHCP ' — gD S IP 7 N L AZEHT 2155, B KL U4 DHCP
P—N\D5IP 7 NLRAREAMT 256, RilERAIPVAT 7RV A MDD T 4 VYEMBIC, WNRELD
DHCP ¥ —/\[J® DHCP /8% v 2 BESEARESDEICLZDET. ZOBEIE, RIRT LI
TANYEHEZNRTHREL TS 0,

LB 7 ¢ L& S EE ]
DHCP #—/N® IP 7 R L Z2A% 10.10.10.254, FIEXMRFERD v b7 —275710.10.10.0/24 OFE

permit udp 10.10.10.0 0.0.0.255 host 10.10.10.254 eq bootps
permit udp host 0.0.0.0 host 10.10.10.254 eq bootps
permit udp host 0.0.0.0 host 255.255.255.255 eq bootps

[EREIZEH IPv4 77 £ R 1) X NERERDEE]

a>7 4 7 L— 33~ N authentication ip access-group #&HET 25H, ROSICEFERL T
Sy,

s HHETEARAEFAIPVA T 7L AV A M L EZTTY, 8RB REL DT RTOAR— NI, T
74 7 L—3 3 a~w R authentication ip access-group TRE—DEEZEZ L TS,

o EEFHAIPVA T VLAY A NTRHRETES 7 4 VWY SESNELMEEZBZTVWAEES, WESLEND
%@71 TERESNE T,

e AV 747 L—Yaravy R pemit £z deny ICK > TIRD 7 4 LY EESTEESN TS, #AH
ENFHA

* tcp A— b D range F§7E
+ udp A— b ® range 57



(2)

(3)

(4)

5 L1+ 253

* user-priority
+ vlan

o BRELLSFMELSN Oy PEERER, AREONERMFRCIEENETEA. FRAETE T T LT
FELSN Dy PERBRESERICRESNE T,

o BREEMIPVA TV ERAV A MDD T A WY FEMFELTIY T4 7L — 3 a~v 2 F permit ip host
<ip address>IZFRiEHARD [P 7 RV AZRELIGR, I T74 7 Lb—Yaryav R
authentication arp-relay Z87E L2 < T, FRIERIOWRD? HEXFESI NS ARP V7 v MIBLEL £
ER

e WebFiEERIP 7 FL RAIRMFERIPVA 772 AV A MDD T 4 VY FEHDFELIP 7 KL ADORE

e Blzd, BHRIPT7RLAELT Web iREERHIP 7 RLAWEENIREE LIBATDH,
Web ZEFEHHAIP 7 RLATOTO YA VIBEATEE T,

ARP /X7y kD) L —H4EE

REERTPRE DI R A 5EF S NS ARP /87 v 1\ ZEBHANERETEEEAN, VT4 L= a>av
> K authentication arp-relay Z8&E9 % &, WIEATREDOHR KDY SIXE SNz ARP /X7y h 22 EH A
HXTEET,

EfEORE L1 2 588

EFEMAIPVA 77 AV A NBELUTARP /S7 Y b L —HEBESEIET A L AV 2 BIEZIROERITRL
9,

x5-10 FREEAIPVA 77 LRV ZRBEVARP /N7y ROV L —HEEENENIET B L T 2 523

IEEE802.1X Web £2:F MAC =2
s VIANE VIANE  BE @ 7 v omE 17
R— K& i FE]YY - vy
{ﬁ%ﬁ%ﬁ {lLEvu\EIE {_Lnu.\u VLA'\! VLAN v . VLA'\! VLAN
(F39) (€3)[:) E—R o pe E—R E—NR E—f
FUREE A [Pv4 O O O O O X O O
TI7EAY AR
ARP /%7 v b O O O O O X O O
DY L —HBe

(B O:BfETES X : BfETE AL
DHCP snooping sRERRF DR

AR DR — b2 DHCP snooping T untrust A— s A2S8E SN 725 E, FRALEA [Pvd 7 7 XY R b
D7 4V EMIZTT b T IVEFR bootps & 721 bootpe ZFE L TH, AN HFE(F SN S DHCP /¥
4w~ DHCP snooping OXt5§ &7 % 7-%, DHCP snooping TF#HE &7z DHCP /37 v M 21T A%
BINEESNE T,

F7z, WA SEFSNS ARP /% v MM DHCP snooping DR & 7% %728, DHCP snooping T#F
Al S N7z ARP /Sy MZEBAANRESINE T,

533 ulu\nIEﬁﬂlt'EIJ BE

LAY 2 BREHE CRRAEBIOHIR 2 BETE X9,

129



5 Lo+ 288

1

RET DB EZIRITRLET,

&

o A— ML
o EHL

(1) R— NBERIOFIEEEHIPR

a7 4 7 L— 3 »avy N authentication max-user T, A— MEMICEEROFIR#HETEE T,
B AT 2L CRRAE SN2 E R — PEMLICRESNI-HIRELBA -GS, L7 -2 0FE9,

(2) KEBR{UDTELIHIPR

aY 747 L—33>3a< K authentication max-user ¢, EBBMICERIFROFIELZBZETCEE T,
BLAY 2R CRIE SN BEI DV EBERMICHRESNHIREB 725G, Rl —&20ET,

(3) EPEIMHIRZERECEDL 1V 2588
A— MR OFERHIR, BXOEBBENORIIRFIRERETEA LAY 2RI EZIRORITIRLET .
R5-11 FBEABHPRZRETEBL 1V 2535

IEEE802.1X Web S35 MAC §38
wa | A b N B OVIANE  EE 777 wn ome 7
$1J:vu\ WL\DIE ( 1ﬁ§7§§E (ib VLAN \7LAN :/_ VLAN \7LAN
B3 #) &) £—R = s | =K =B it
R—1 O*l O*l1 O*2 O O X O O
LX)
FURERL
PR
BEE | OX O*1 O*2 O O x O O
RLDFR
Bl
PR

(LB O:H/ETEH X I RECTCEZN

e
BOBHIIR S N TV AREHRRITTARITT . F#MlIcOVTE, [6.2.9 RIEHAOBEHIR] 22BL T 2S00,
%2

VT4 L= avildoT, RRICEBBEELSLEVIEANH D ET, FMICOVWTIE, [6.2.8 VLAN Bifif
(BH0) OFEE—R] 2SBL TS0,

5.3.4 &l53EE

a7 4 27 L—3 3 >a< K authentication force-authorized enable ASE&E & N72BE, IRITRNT &
55 DPOREIFRET HE, TRTOUT A VEREZZDIERIE LET,
» RADIUS B AT, ESNZ RADIUS Y — NP5 DIEEN L ol & &
« U—AUVERREART, BENEORRET -2 1 BRI TLaLEE
« Web FIEDOHEIE, WE Web FREEDB IC 1 £ 21— E{EF TV EE
* MAC FiED0HAE, WEBMACFREEDBIC 1 £ MAC 7 RL ABFEN 2L E &

130



5 L1+ 253

TREIERIE S N2 Z—HITR LTI, SREEARBRE NS £ THRE ORI EFREICRWE T, REIERENE)
ET BRI E— REZROFRITRLET,

& 5-12 BHIFREIAENMET BEBELE— R

IEEE802.1X Web 582 MAC 585
mwee  K—K  VIANE  VIANE B Zg; L B fiZ
SR fUWE B MIRE @ VLAN AN S— VAN S
=i B) ) E—f e | K| ==K T
BERTHIER X X X O O¥* x 0 O

(LB O:#fecEsd X T EfETE AL
¥4+ 3v2 VLAN £— FOBa, BEERETYVEZXS VLANID 2ay 7«7 b—Ya>yav N

authentication force-authorized vlan T EELE 9, %8B, I~ 7+ L —3 3~ N authentication
force-authorized vlan &g S N7zBEE, *1 T« 7 VLAN © VLAN ID I DX £9,

(RFIEREIERER DER]

BHIRREEE, tF 2V T« EOREELSBENDPHVETOT, FRATHIERIHFITHEE LTS

2

B MAC 8R8E®H RADIUS Y — N fE R
SRHIEEEE, B EURE—AR— M Web iE& MAC B8iE2ARFICEE L, 512, MAC RS
RADIUS ¥ =N\HPHRE SN TV 255, MAC 88iEE A RADIUS ¥ —/\NGEfF T & 2 W\ 720 I 5af]
FREAEIET B &, MAC FAEDOMBIEREEEIC L > T, Web FREEDRIENF RS Web iRk %
L THEETEH1OERLTLILS L,

535 ;lu\nIE/ﬁa% ;Ea)j%_l\ﬁiﬁ$§§b

LAY 2ERECRIE SN AR Z EN DR — MIBE LGS, K— N ORECTIEREF ED LD
boHIPHRALE T,

RAEFE A AR DR — MEBEICIZRORIITRI WSO — AN H D £9,

131



5 L1253

5-6 BRELAAIMADR— NEBENG]

___________________________________

fwww [
: ] ' VLAN #2;
1 Pagiml vt N 1
: [ S » |
I ! ~ HimilN 1
1 H H | | | | ]
1 1 1 1 1 1 1 1
REE ; o Do . :
| R
i Vo b Pl ]
= I 57 S
w,.rﬁ% ERHISSE L)\
e R—k
PETE R
b—21
b—22
b—23
b—24

%8B, MAC VLAN 2R L7285 &, ROESIr—RA 1 ETr—A2ZHELE T,

=21
BEEDOFTIEGRA — T, ROELSPOFEM =T L TR BHEICE—D VLAN NOHBE & Rz
LT,

» OVT7 47 VL—3rav N switchport mac vlan TH U VLAN ID ZSRES N T2
o LAY 2FEEICE > TEHMICHE U VLAN ID A9 TICBHRIN TV S

F7z, BMIZ MAC VLAN @ VLAN ID BB TWaWiE&AIE, Web FREEE 7213 MAC REE TR
AEEADOIRRDPBEIT 5 & ZIIHARDPFE L TWwa VLAN ID ME S N5 729, [H—O VLAN AD
BEERZLET,

T2
BENEORIENRA— M T, ROFEMHEE L TWAHEICRL S VLAN NOBEE R LET,
« OVT7 47 VL—¥3rav N switchport mac vlan T®7% % VLAN ID BB ESN TS
%7z, BIIC MAC VLAN ® VLAN ID 2Bk S N T Wiz WIHBEIZ IEEE802.1X DR ABE T 5 &
&, B25 VLANNOBEEREZLET,

:ﬂ%m/)@b"—XL:OL\T, I//r'\”2uuu ;tt”ﬁﬁﬂbiﬁ'o

(1) |EEE802.1X TMR— MEBEEFDOENE

IEEER02.1X TRRIEES NI ARN AR — M #BE LI HmE DR — M RBIEDREIZOWT, FRIEE—RZ &I
WROFITRLET,

132



5 L1+ 2585

& 5-13 |EEE802.1X TOR— NEBEBFDENE (R— MEAISIED
BEEA—NO  BEEIA— v
r—2 = VLAN A:”“m MAC 7 R L & oz | CUEDEE
h R = e " CIES
-7 &
1 FRAERTR [Fl— BEtk, BIRIE K- MERSEHR  BEEIOR BE%RICERR
A= VLAN 1 AR ENBHETHE
fERA]
2 FoEISSES BIVLAN | #84%, BiiE KEH RWILREES | BERICHEE
B— K B %% ENHETHE
fEARA]
3 FIENRS | A IR KEH FEIDRRES | EEARE
R—h VLAN % %%
4 REARHS BIVLAN  BREERESE | REH RWEILREED | EET
A= é %%
& 5-14 |EEE802.1X TOR— NEBBIEFDENME (VLAN EUREE (5389))
— BEIEIR— ~D @Ejﬁﬁ-f’— -
2 o —ERE 0P S
r—2 ggﬁlff VLAN - ZE R mac T RLZ DEREHR @ﬁi@r
= F—7W 1 .
1 FREIRSES A— FAEAREGRT | R— MERSEH R B
R— b VLAN %
2 FeHISIES BIVLAN | 8%, ik KEH RALREED  BEIRICERR
A= 11 %% ENBETE
CE
3 WIS R - - - -
R—h VLAN
4 ARG BIVLAN | BREDIREESTE | REH RILREES | EET
A= % %%
(A1)

— : VLAN B3R5

(8#19) 12 VLAN BITORED-®, F— VLAN |

IR R — M EH D EHA

$5-15 IEEE802.1X TOR— NESBEBSOENE (VLAN B{SRE (B109))
e BERIA—RO  BEREIA— -
h— —HE%E == i 5
=2 ’g@ﬁ:f van  TTUEER ez ommg ﬁ”ﬁgﬁr
& F— T 12
1 RENE  F— BEASRET | A— MEESER 86 EET
A—=1 VLAN %
2 NS HIVLAN | Bl BEE SR T
He b e AR ShBETE
fERE
3 RIERES | A - - - -
BN VLAN

133



5 L+ 288

BEFIAR— MO ?%E?JETJ'F— =
gz PEERT . yan ITIRER pacrrLz oz | CURVERS
N R& \ CIES
-7 HE
4 BAERSSL  BIVLAN | BEERESE | REH WIS | BET
A— b % %5
(RLE1)
— : VLAN B{7Z%5E (/) X VLAN B TORED 2 ®, F— VLAN ICFIENRAR— ISV EEA
(2) Web FBEECOR— NEBEIBEFDENE
Web iRE TR SN RS A — M EBEH L1255 DR — M PFREOREICONT, BREEE— FZT&ITR

DRIZRLET,

&5-16 Web SR COR— NEBEIFOEME (BEE VLAN £—R)

BEER— D %%E)Jﬁﬁ'f— o
r—2 BEAA— VLAN R MAC 7 RL & (OEE12/ el
~ RE ] EIES
-7 AE
1 ERAEXT SR [F]l— FRRE AR S A— MEHRLIEH | AR SR
H— VLAN n»
2 FRREXTER A VLAN FRRLIRRE TR REH FRREIRE BENRICRR
A=t 3 %% SNBETHE
{ERAT
3 FRREXTR A} [Fl— IR NG Y REH FRREIRRE A BEAT]
H— VLAN % %%
4 FRREXTR A} H VLAN FRRLIRRE TR REH FRREIRAE B
A—h % %5
% 5-17 Web SBSECOHR— NEREMSOEME (91F3Iv 7 VLAN E—R)
BEEIA— b O @Jﬁﬁf— P
=2 *@J"fﬂf VLAN ﬁ;“‘“w MAC 7KL R DEREER ﬁbfjgﬁg
= F—7) RE
1 FHISOE [Fl— FRRE ARG S — MEHOSEH | Ak BER]
H— VLAN ns
2 IS OES Bl VLAN FRREIRRE AR REH FRREIRAE BEAE
A—h % %5
3 FRREXTRA} [Fl— FRRLIRRE TR REH FRREIRE BEAET
A= VLAN 3 %%
4 IS SEZ)Y Bl VLAN FRREIRRE A% REH ERAEIRREADY EER]
HK— % %%

134



5 L1+ 2585

i% 5—1 8 Web |:u|..\|:|[E-t-U)7J-Q I\Fﬁ*yéﬂﬂ%a)g.ﬂ’ﬁ (l/jj‘> :E_ R)

BEEIR— ~D BEIRIAR— s
r—2 b VLAN TREA a7 KL oz | CUEDEE
[N HE — s EIES
T—=7 A&
1 AR A— RO R— MERASES M IR
A= VLAN ns
2 FoEISSES BIVLAN | RREEREASE  REH RALRED  EERE
A= % %%
3 FIENRS | A - - - -
R—h VLAN
4 RAAHS BIVLAN | BREERESE | REH RWEILREED | EET
A= % %%
(FLT)

—  Web 8 (LAY —E—F) & VLAN B CTORRED -, F— VLAN ICFEERAR—MEbD A

(3) MAC SREETOR— NERENIFDEME

MAC FRiE CRREES NI RDS AR — b 2BEH LB EO AR — b RFREOREIZOWT, FBIEE— R EICR
DRITRLET,

&5-19 MACFREETOR— FEBREIFOEE (EE VLAN £—R)

- BHETR— N O gamf— -
R— —HEREEIR BOBEE
r—2 gﬁff vian T 2@&& MAC 7 KL 2 DR gﬁﬁiﬁr
= F—7W 1 .
1 RIS A— WIS A MEERAER 6 SEIET
AR—h VLAN ns
2 EETRIE] BIVLAN B8k, HRE | g BBAIOR | BERICHRE
He h x Fi A ENAHETH
{EARAT*
3 WSS A WALREAE  REH WIAEAES | BERA
R—F VLAN % %%
4 WIEMSRIL | BIVLAN | EEREATE  REH WILREES  EEW
A— h % %%

%
FEEE AR SR — MEBBRICTO— FF+ 2 - ARP VT v FPREESNBEOBETT, Jo—FFv X b
ARP /Sy RSO TR, FREEMRRR S Mk W TRREEIREEN R D £

& 5-20 MACFREETOR— FEBREIEOEE (91F3v 7 VLAN £—R)

o BEEIH— N0 gamf— _
R— — R B DEE
r—2 gﬁff viaN T 2@&& MAC 7 KL Z DRIER gﬁﬁiﬁr
= F=7N #8 -
1 wENE A WAESMES | F— MEEAES A AT
A—r VLAN ns

135



5 LA+ 28386
N BERIR— kD TEIAIR— _
h— —HEREEK . ZDIBE
gz | BEE VIAN | TR acrrLz rommnk  PORDES
b R g o o&
T=7) RE
2 AR A VLAN T S Bl % BEHIOE BERICENE
A b SRR SNBHETH
{ERm*
3 FREEATRAL [El— FRREIRAE AR REFH FREEAREE BEAA
R—1H VLAN ) )
4 ERHIRSETAN B VLAN ERAERAR AT REH FREEIRAE D (A
A—h ) %%

FREEATAD SR — MEERICTO— FF v X~ ARP ST v PRGBS NHEOEETT, 70— FFr X b
ARP /X7y LSO TR, BREEMEBR S N2 W TEREREDP RO 9,

5.3.6 RADIUS t—/\iB{ED dead interval #5E

RADIUS 4 —N\PEEEICE >/ &, T 71 7L —3 337 K authentication radius-server

dead-interval TERESN/I-BKERHIOM, 35O RADIUS U —NE@EFLCRIEZERLE T, T2, BE
SNTEESER LD EL, BRUICHEELL RADIUS Y —N\2{EH LU CRIE*EHBLE T, T2, BE

SN2 RTO RADIUS = NDPRBISE L - 7235E, 22717 L—3 3 »a< > KN authentication
radius-server dead-interval TEE S N7 REEOMIX, RADIUS =N & DO@EENEIHL T HERIERE
70ET, 28, dead-interval HEEE TERAFKLEL & 72 - T2REED S BAICERTE L 72 RADIUS ¥ — N\AE(E
REEICETIEEIE, ROBRIYY FEETLTLEE N,

» Web 88:F : clear web-authentication dead-interval-timer

* MAC #BiE : clear mac-authentication dead-interval-timer

RADIUS ¥ —/Vi#@{E® dead interval #aE# ROKICR L T,

136



5-7 RADIUS #—/\iBE® dead interval #8E

mmoRA SHRH2

AEE

RADIUSH—/\#1

RADIUSH—/#2

RADIUSH—/\#3

FRRLE R

Access-Request

Access-Request

EEIRSA

Access-Request

\

Y

BALTI b~ --p

Access-Request

EEYRSA

Access—Request

\

BALTIk--p

Access—Request

\

»

Access—Accept

<
<%

BEERLY) - k3
SBALER »| Access—Request i
- 1
Access—-Accept i
nn.\nIEEZIjJ"" h E
LT
FRELE R |
Bt B »| Access—Request i
! I
Access—Accept i
o nEijJ -==P> - i
FRREE R »| Access-Request _! -

»
|

avI749Lb—3aravok
authentication radius-server dead-interval
TERE LI-FR#RB%(E, RADIUSH —/\H#IA~
FlLWVEHEET

T:3>274%45L—> 3237 Fauthentication radius-server dead-interval T E%5E R

5 L+ 258

RADIUS #—/VE(E D dead-interval #6EE& L A ¥ 2 FRAEOXIE #IRDFITRLE T,
# 5-21 RADIUS 4 —/\BED dead-interval #gE& L 1 7 2 SREEDX G
|IEEE802.1X Web 535 MAC 535
me | AR | VNG | VAR | B 77w s 117
%{_L:vu nluu]-.E (z; nluu]-.E (E}j VI—AN - :/_ VLAN -
SiE )} )} E—R VLAN E—NR E—R VLAN
E—R E—R
RADIUS X X X O O X O O
Y —NEE
@ dead
interval #%
3
(LB O:/isd5 x ixELawn
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5.3.7 MAC K— hZ dot1q3
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LERFDENF

MAC R—hica>r 7« 7L — 33~ K switchport mac dotlq vlan T dotlg & ESN TV 5

5, Tagged 7 L—AILERE VLAN £— ROFEICHE-> TRIESNE T,

Untagged 7 L —AIZ¥ A+ I v 7 VLAN €— FOBHEICHE > CRREES N 97, 7235, Untagged 7 L —
LIFEREERTIE A A 7« 7 VLAN ICIVE SN, SBRERINICEERE# D VLAN ID ICE1 0 DD £9,

MAC R— M2 dotlgq HRESN TV RIEEDOEEZRDOKIIRLE T
5-8 MAC R— hIZ dot1q ABREINT LB IBEDENE

Tagged 7 L—LDIHFEIE, EEVLAN
t— I“U)EJ.”’F' ﬁo—CnunELfi_d-o

REBE i
II \\I 'l,‘__- _____________ ~\\‘
: VLAN 10 : : LT
: 1 > : :
\\ /’ 1 1
_____________________ 4 1 1
1 1
--------------------- N 1 1
e N 1 1
i ] ! i
i VLAN 20 | i i
i ’| : e P _|'~
N S ormmmm - RN
[ (Y
P L[] i
g MAC VLAN ! S L
| (VLAN 50) ; Pl VLAN 20 P
N L L I \‘~ ______________ ___,!’
yoTTTTTT T T T SN : I
: AT 4 TN i :
| (VLAN 5) : i [ =
W ./ v Untagged J
Untagged 7 L—LDIFEIL, #4147+ 3 v I VLANE
— FOBEIZR->TREELFET,
B, REANERA T IVLANIZIRE L, ZREERK
DhiZIEMAC VLANIZYIY B Z F£9 .
¥z, Y AF—hMar 7+ 7 L— 3 >3~y N mac-authentication dotlg-vlan force-authorized %

BESNTWBEA, Tagged 7 L — LI UTIEEREERRIF EHIM L, MACRRiE%Z LW CHBETE X
j_o
7272 L, FREERRIMBEBE CHEA S NcwRIE MAC SREEDRREEN R & L Tilib 570, IROZ EITERL T

<FEE W,

o FRAFRRAMER (MAC 7 L R) 13, ZUR— MIRESN-RBTFHIBERICEETNET,

o ARG RDSBEBR S NI-EE, U7 Y M EEBEKRTAE(EOU XA v —IUDPRRENE T, £, i
Rl iERE R— NETBEIT 21880, WoLARIERINGERSHERSNS 720, a7 N E2EBEKT
BEEOQ T A vt —IUNEREINET,

s MOIWE TN 2 ERLET,

s ERHIY Y NI & B ENERRIMER
EMH I <~ N clear mac-authentication auth-state TERIFRIMNHERD MAC 7 KL A Z2{8ET 5
D/D\Bﬁﬁ%y*%ﬁgﬁ%bia—o
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¥ 7z, A I~ > R clear mac-authentication auth-state T3 XT D MAC FREEE A K & fZhR
T4 T arEEELEGED, RERNEHERLET,

o FAERMNHERBERA— LDV VU ¥ I K B RRERIMERR
”iﬂ%ﬂxﬁaﬁ#%ﬁ LTWBR— DY IFT e LzRIC, 38T 58— MoERa N

IR DFRRERRS S & PR L £ 97

o SREFRRAVER D MAC 7 RL AT — TV I — Y V7 & % R MERR
FRERRAMEAR D MAC 7 RLAT— 7LD T — Y > JEMEAEKK 10 5/, sREREE» 507
TR AN R VREH N IHEIC, BRI @R LE T,

« VLAN BREEEIC & % REEFRIMERR
aAYT7 4=y aravy RCRIERNERAEE NS VLAN OREEEE L5, kRt
ZRERLUE T,
(a7 47VL—va v OEERNE]
- VLAN % HilfR L 7-354
- VLAN % {21k (suspend) U758

o BUREE— FEIERIC K 2 FREEBRSMERR
copy AVY RTaAY I 47— ayA2ERLT, GiEE— P00 EBDLLREL LIZHA, 87
PROVe bR L £ 9

* MAC FBiEDE 1R X % ZRAERR I AR BR
a7« 7 L—3 3> av > K no mac-authentication system-auth-control © MAC F23E D%
EMHIBRENT MAC SREEDMEIL L35G, FEERILZMRLE 7,

14l
El_li

MAC A— M2 dotlg PRESNTVAHEAED LAV 2 FDOEEZRORITTRLE T,

#&5-22 MACR—KIC dot1q ABRESNTVLBIHZEDL 1 2 SREIDENE

BETL—L4 IEEE802.1X Web 25 MAC 5331
Untagged 7 L — 4 VLAN BAER3E (81H9) | 4153 v 7 VLAN E£— %4 %3 v 2 VLAN E—
Tagged 7 L — 24 VLAN BAERFE (F%9) FREECTEZ40 EE VLAN £— RT3
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541 AREDFREHIUREEEROER

(1)

(2)

(3)

set clock v > R&E{FERTIEOEE

SR A REBEORI AW TEELTWADT, ERHI~Y Y Fset clock THEZZFE L/-5
&?%%;LH#FEJ CEREHNSHET,

il

Pz, 3RERORZIEZEE bf* B6, FOALIERRE A 3 RSB LR E 2D £9, 7, I
3RHERTORZICEZZE LB, umﬁﬁfmﬁ?ﬁ'%‘ SWHERENE T,

HALE— R ZEEITIHEDER

Weba”ﬁb“ﬁi‘ﬂ?&ﬂﬁﬁgfnwﬁ% NEEET 5, 7213 MAC AP B L IRETERIEE— N2 EET %

AlE, IRTOTEIRR— ML Tary 74 7L — 3 a<w > K shutdown 2 %47 U CEREEHEK
b‘?ﬁﬁéh’(mﬁm%%;bt%t, KOO MOREREEB N THLFTEE— FEEEL TLZE 1, i
E—FREEELLZHE, TRTCOBIERARR— ML Tar 71 7L — 3> a< > N no shutdown %
EITLTLZE N,

AL AP BER SINTVWARBTRILT— R2EFE L2EEIL, EHI~ > N restart web-
authentlcatlon ¥ 721& restart mac-authentication 257 L T, Web #RiE 7175 A 721& MAC 383
Tur I LEBERELTLLZE 0,

SREEAR— b & MAC VLAN OEXETDER

IEEE802.1X (VLAN BAZER:E (819)), Web #BiE (#1453 v 27 VLAN £—F), BLU MAC %
(1497 3Iv 27 VLAN £E—F) TRESNTWARIER— &, av 7471 —Ya>ravr Rvlan
<vlan id list> mac-based DERELH & DFEHHK 1600 #B X TWAIEE, RIRTIEEZ TS &, MAC
B0 7T LAOWBREREICES T, REPBBSINS T TB I UORIEBEAHRKOBENEET 2ET
ICHEE A D £,

c BEDILH)

o B~ Freload ®EST

s R~ R copy DEST

« EA I~ N restart vlan OFEfT

« EM a~ > Frestart vlan (mac-manager /87 X —%) DFEST

5.4.2 RADIUS #—/\ERFDFE

(1)

140

RADIUS # —/\DEETHA MBZIEE LIZENDEEREIR

RADIUS =2 & X b THE L7256, DNS =N T E 2 Wi EOEHIC & - THATBRY T
EHVERIETE, WIORIERPRET S ENHDET,
c EBROY Y NEETLESS
o ETREROFTAPEL ZD T,
o BAMBFTIEED, LIS LTHHRERTSNE T,
» IEEE802.1X Ti&, [Connection failed to 802.1X program.] #FRRENET,



(2)

5 L1+ 253

o Web #BiF8 L O MAC 2iFTi3, [Can't execute.] BERENE T,
s VT4 L—varavy REETLLES
« VT AT VL=V aYORFEELZIAV T4 L= a Y ORBICKEI#HP» 2560 HD £,
¢ SNMP v+ —3 v |2 &% IEEE802.1X MIB R ZEBEJ 5155
o JBENELS LB, FIESNMP ZEYA LT MIEDET,
LEEOHRREZE T 5720, RADIUS —NOFEICIPvA 7 FLAE 7 IPv6 7 RLATIEET 22 &%

HRLET, RA N TOIRESLERIESL, BT DNST—NDP5DENH A ERERLTLES
l/)o

IEEE802.1X T RADIUS H#—/N& DBENTINTZIHZEDEREIR

IEEE802.1X T, RADIUS B =N EDBEMINIGS, £330 74 7L —2 3> a~< > N radius-
server host TERE S N7z RADIUS H —N\BEELZWVWEE, ar/ oA VER 1 o220l T, 2> 7«
J LV —3 3 > a~v K radius-server timeout THRESNZY A LT 7 MREB LS 74 7L —T 3
> a~ > R radius-server retransmit TEE S N7 FRERIES 72T ORI S #5279, 1 u /A VERY
720 ORI ISR R A D £ 9,

F/2, B RADIUS U —N\DPHRESNIIBETH, I 7 14 7L —3 337 K radius-server host
DEIca A v ZCEIZERBT 72 AT 570, FIHRES N RADIUS Y —N\TEELZ EICE > GEED
TERL 25 L, PRI #HIDET,

kI EIE, usAUBEEVNSTALLYD, I T7 47 L—3 3> a<y R radius-server host T
EE7Z RADIUS U —NZHELE LS LI, ulA4 VBIERZT-oTLEZE 0,
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55 LAV 286 H&@I>T717L—>3>

55,1 OA>7«47L—>a>av v R—&
LAY 2O T4 7L —Yaravy F—E2ROFBIRLET,

%5-23 d>7147L—>a>avrR—E&

BRTSLAT 258

ATV RE & IEEE802. WebZ®  MAC

1X H% 35

authentication arp-relay FRRERTIREE DA D & D O O O
ARP Ny + 2 ARERE
DOIEBICERIE L7z WA
IHEELE T,

authentication force-authorized enable AR A RE L E T, - O O

authentication force-authorized vlan %A+ 3v 2 VLAN - O O
E— FOBFIFIER Y]
N&¥Z5 VLAN ID %15
FLET,

authentication ip access-group FURERTIREE DI AR D & D O O O
Ny b ERREB DI
ICEERE Lo WIS, R
Lz y MR %
Pv47 272X ) A +T
BELET.

authentication max-user (global) TEE AL O FRAERHI TR B O O O
EHRELET,

authentication max-user (f =% % v b ¥ 7 = —X) — M BN OFRRERHI R O O O
4@ ERELET,

authentication radius-server dead-interval RADIUS ¥ —NEDE - O O
RRICHE, REL
RADIUS ¥ —N\~N\7 27
T 29 B E TO/F SRR
ERELE T,

(B O BER — @ BEARA]
% Web @RAEEEE VLAN €= FBLUY A4+ I v VLAN E— FCEALE .

552 LAV 2EEMHLEI 7147 L—3>a7 2 ROINTAXA—F

niA-E

(1) EREIRTREEIRARD S D ARP /N7 v N 2 RRBNERICIRHX T B EE

BREDRT > N
FRERTIRRE DR D IR E S N7z ARP N v b e REBNERICIIZT 2/ EZ LE T,

[O7 > RICKBEE]
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1. (config)# interface gigabitethernet 1/0/10
(config-if)#f web—authentication port
(config-if)#f mac-authentication port
(config-if)#f authentication arp-relay
(config-if)f exit
Web F83E & MAC §REEDFRFERHRA— 1+ 1/0/10 12 ARP ¥ v b2 EET 5 X ORELE T,

(2) SREIERA IPv4 77 X1 A MDEETE

[BREDRA > K]
FRERTIRRE DI AR D & AEB DOINEBAN DB 25l § et EA [Pv4 7 7B AV A b ZHRELE T,
[O7 > RICKBEHRE]

1. (config)lf ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)#f permit ip any host 10.0.0.1
(config-ext-nacl)# exit
(config)# interface gigabitethernet 1/0/10
(config-if)#f web—authentication port
(config-if)# mac-authentication port
(config-if)# authentication ip access-group 100
(config-if)#f exit

FEERTOMIAR 2> 5 DHCP /84w & TP 7 F L X 10.0.0.1 (DNS ¥ =) AOT7 7t AT 25
HHERAIPVAT VBRI A M EZRELE T,

(3) EHIFREALDERTE

[EBREDRT > N]
RADIUS H— AR L7 WS4, if: 1Z Web 8B8iE TlaNEL Web 823iE DB 725, MAC FEETIEEL
MAC nqu DB ﬁ‘nyiéthﬂ&lﬂ gﬁ%”;tuﬁ?é }T’_Ef?:(. I/i—g_o

[Ov > RICKBEHE]

1. (config)# authentication force-authorized enable

REIRREERELE T,

(4) m@EHISREEEFICYI)E X D VLAN ID DEEE
[EBREDRAT > K]
YA F 3w VLAN E— R CHfIZRIEE 2o HEICI 025 VLANID 28 L E T,
[O7> RICKBEE]
1. (config)# interface gigabitethernet 1/0/5
(config-if)#f switchport mode mac-vlan
(config-if)#f switchport mac vlan 100,200

(config-if)# web-authentication port

(config-if)#f mac-authentication port
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(config-if)# authentication force-authorized vlan 100

(config-if)if exit

Web 885k & MAC RBiED ¥ 1 F 3 v 7 VLAN £— R TIRE S NFBIERRA— ~ 1/0/5 12, 5RHIER
FAERFICEIVEZ S VLANID 100 #RELE 9,

(5) K %14@@1.\:1&%&%”'3&1 ;QL:E

[?*@ff)H
LA ¥ 2 BEORB RO BERHRERELE T

[0V > RICKBEHE]

1. (config)# authentication max-user 512
LAY 2 LD EBBRMOFEERHIRE 512 ICRELE T,

(6) R— NBR{AIDFTEHFHIPRIENERTE

EREDRT > N]
LAY 28REEO R — MR OFTEHFHIR 2 HEL £,
[Ov7> RICKBEERE]
1. (config)# interface gigabitethernet 1/0/5
(config-if)# switchport mode access
(config—if)# switchport vlan 10
(config-if)# web-authentication port
(config—if)#t mac—authentication port
(config-if)# authentication max-user 64
(config-if)# exit
FEENRA— b 1/0/5 OFIEHFIRZE 64 ICHEL T,

(7) RADIUS #—/\A\7 7t ZBFD dead interval BFFREDERE

[BREDRT > N
BB RADIUS U —N\DEIRE Iz > 7-dh &, 13HD RADIUS U —N\TRIEZHBOTH S, BERE
% RADIUS 3 — N7 7t A% A& 5 T TOF 5B (dead interval B ZHEL 9

[Ov > RICKBEERTE]

1. (config)# authentication radius-server dead-interval 20
RADIUS ¥ —/\® dead interval Bff1% 20 FICRELE T,
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[EEE802.1X I3 OSIBEBETILVDE 2 LA VTRt ZITOMETT . COE
TI3 IEEE802.1X OBEEIZ OV THMAL £9
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6.1 IEEE802.1X DIE

IEEE802.1X I, NIEZ LAN #&ft 2 9 2T Ny 7T FIZERREY — /¥ (—f&E9IZIE RADIUS
Y—N) ZREL, BT —NICK2HROBIAEA BB L2 LT, FEBEORET 2V —EAZMATES
EIIZLET,

[EEE802.1X DENER L EESIRZ RORITRLE T,
®O6-1 EHEREEBIFGIE

BHRESR EEABLES
A%EE (Authenticator) WARD LANANDT7 7 AZEHM L E T, £z, WKL R — /B TREEBEHRD

UL —%{TWET, iR EREBROFRINIRIC A H b 538(F 1L EAP Over
LAN(EAPOL) TfTW\WE 9, ARIEE & FFHEY —/VEE EAP Over RADIUS %
> CERRAEBRMERME L9, 48, KETIE, [AEE] %7213 [Authenticator]
LRESINTWEHH, REBAH EAEBICEER SN TW5 Authenticator ¥V
TJhNI 7 OmMBEEKRLET,

WA (Supplicant) EAPOL Zf#H L THARDOFAEFREZARB L LV LV LE T, 4B, KETRE,
[HF] 721 [Supplicant] EERFLSN TV SIS, WMAHS LHKRICEHR SN
TWw5 Supplicant V7 + 7 = 7 OW A EZEKL %9, [Supplicant V7 b™” x

7] EERFSINTWBHEE, Supplicant BEEZ ROV 7 by 2 72T 2B L E

ED
FREEY—/Y (Authentication WARDRIERITVWE T o AT —NIIRKROTIEFEREFER L, REBORMT
Server) B2 —EANDT 7 REZERITOMWHRICFFAITRENPED D2 ALEEIBA L
£9,

FREER) 7 IEEES02.1X OB TId, AEEDO AR — MIESRRzHERE L CERALE T, AEEZE -7
IEEE802.1X EAMEM 2 IROKITRLE T,

6-1 |EEE802.1X EAHAERL

)

el
[}
—_

fﬂ!@

RADIUSH—/\
Ny EAP [over LAN FAP over RADIUS

)

-
(]
wW

2|l

Fiz, REBTIE—D2DKR— N TEEOWMERDRIEZITOIEREEZ T R— P LTWET (PILFE-FB
K OWARERIEE — N)o RILRMEEZ A L2HE, MAREABERICL2 AM v FRNTE2EEBET S &

T, B—= MUK > THERBDHIRZZ T 2 WVERICTE E . AMERETOHE, WREABERICEREB
95 L2 A1 v FIXEAPOL 2B BT A2MLENHDE T, TOBAOEHEERORIIRLE T,
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6-2 HAREDEIC L2 A1y F2EE LK IEEES802.1X /K

L2RA v F/NT RADIUSH—/\

EAP over LAN EAP over RADIUS

6.1.1 HR— MERE
AEETHR— MWL TIORLE T
(1) EREEMEE—NR

AEBTYHR— bT 2RAEHEE— R (PAE £— F) 13 Authenticator T9 . A%EE7® Supplicant & L
TEETHZEIHDEE A

(2) SRELA

AREEBTYR— MF 52EHRE RADIUS 3 —NERIFTT . WA 5%Z(E L7 EAPOL /Sy h %
EAPoverRADIUS I2Z#1 L, FRaEFALIEIZ RADIUS #—NTfTWW 9, RADIUS ¥ —/N1 EAP X &h
TWAKEFHD £,

AREBEPERY 5 RADIUS OEMHEA %= [£6-2 RIETHERT2EMES (2D 1 Access-Request) ] #»
5 [£6-5 RIETHATIEMES (£D 4 Access-Reject)] 1ITRLE T,

F6-2 FREAICERATZEMER (ZD 1 Access-Request)

; Type -
IEfe=c i &HEA
User-Name 1 RS 1—¥4,
NAS-IP-Address 4 FRRE R ESR LT\ 5, Authenticator(AZEE)D IP 7 RL X, B—H)L 7 K

LANBEEINTVAERIZIO—HALT RLA, O—HLT RLAPHES
NTVWERWEAIE, #EA YTz —ADIP 7 FLZ,

NAS-Port 5 Supplicant % §83E L T\ REEE A0 IfIndex.
Service-Type 6 L R e Al A 8
Framed(2)El%E.
Framed-MTU 12 Supplicant~ Authenticator EIO&FA7 L — L% 1 X,
(1466)EE.
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Type -
it up e
&
State 24 Authenticator & RADIUS ¥ —/ i ® State 15RO REFZ ATREIC T o
Called-Station-Id 30 TV IRT7IREARAL Y MO MAC T KL R, REEBED MAC 7 FL R
(ASCII, "-"XtD),
Calling-Station-I1d 31 Supplicant ® MAC 7 FL 2 (ASCII, "-"EtI0).
NAS-Identifier 32 Authenticator % #Hl9 5 XF5] (K2 M EZOLFF),
NAS-Port-Type 61 Authenticator B2 —HRFEIHEAL T2, MER—-+DF 1 7
Ethernet(15)ElE.
Connect-Info 77 Supplicant ® 2 %27 ¥ 3 > OF#E R T XFF.
AR— N BAEEEE ¢
YFE AR — b (“CONNECT Ethernet”)
CH A — » (“CONNECT Port-Channel ”)
VLAN BAE83F (884) © (“CONNECT VLAN”)
VLAN BENFRFE(EH) - (“CONNECT DVLAN”)
EAP-Message 79 EAP 87w b2 h 7T MET %,
Message-Authenticator 80 RADIUS/EAP /37 v b 2 R#ET 27 OIERT 2,
NAS-Port-Id 87 Supplicant % #83E9 % Authenticator O R— k25519 5 720 DXFF,
A— NBAIEREE - “Port x/y”, “ChGr x”
VLAN BL7EREE (B##Y) © “VLAN x”
VLAN H{7585E (##9) : “DVLAN x”
(x, yICIZEFNAD)
NAS-IPv6-Address 95 FREEER LT\ 5, Authenticator (KEE) @ IPv6 7 KL A, a—Hh)L

T RLABREENTVAEBART—ALT FLZ, U—HILT7 FLANH
FEENTVWERVWEESIIREEAN VY T2 —ADIPv6 7 KL A, 7272L, IPv6
Y 7u—HhL7 RLUATERFTSHEE, U—HLT RLABREDOEREIC
PHRPOETREES Y T2 —ADIPV6 ) 70 —HLT KL R,

K 6-3 RAICHERATBIEER (D 2 Access-Challenge)

Bt Type 519
[
Reply-Message 18 I—PFIIRREINDE A v -,
State 24 Authenticator & RADIUS ¥ —/ i ® State 15RO REFZ ATREIC T o
Session-Timeout 27 Supplicant ~\i%{§ U7z EAP-Request ICX T 2I6E/{B Y A LT 7 Mé.
EAP-Message 79 EAP /87w v 2 H T2 MLET %,
Message-Authenticator 80 RADIUS/EAP /8 v b 2 Ri#T 57 OIfERT .
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K 6-4 FREITHEATZIEIEEZ (FD 3 Access-Accept)

Type -
Bt g 68
Service-Type 6 REITZ2H—-E25 17,
Framed(2) &,
Filter-1d 11 Supplicant Dt v ¥ a3 YICEHASNZS 7 1Ly - )R D&,

A — MEGEREE O ARERIEE — F, 3 &0 VLAN BAZEREE (BRHY) 721 Bk
RO, 272U, WHARRER T « VY PREEER IPv4 77 AU X MEIE
THB1D, "0"DHNOEFRES N TWIHEITERD,

Reply-Message 18 I—FIRRENBRA v -,

Session-Timeout 27 Supplicant DEIRFES A V. *

Termination-Action 29 Radius ¥ —N\%2 6 DERIEY A Vi THO T 7> 3 ViR, *

Tunnel-Type 64 b2 - 47, VLAN BAERE (@H) TR R Z D,
VLAN(13)[EE o

Tunnel-Medium-Type 65 RV EERT HBEOT T b 3)b, VLAN BARRIE (@) T2 BEE 7
Do
IEEE802(6)[EE -

EAP-Message 79 EAP 87w b2 AT NMLET %,

Message-Authenticator 80 RADIUS/EAP /37 v b % R#ET 2 7-0IHHT 5.

Tunnel-Private-Group-ID 81 VLAN % #5925, Accept Bfld, FEEFEAD Supplicant (IZED =

T% VLAN ZE%kd 5,

VLAN BAERAE(BH) TR U BKRE RO,

WRITRG LFFN PGS 2o

(1)VLAN ID 7R3 3CF5

(2)"VLAN"+VLAN ID %/~ 3 XF5

@)ar74 7 L—ra>ravy F name TIEE L7z VLAN & 2R T
5

XFEHNIAR=ZAZGATIEVIT 2V (E®75E VLAN &0 4 TIRET
%)

(BREH)

VLAN10 O#&

loHZa "10"

(2)oFE  "VLANILO"

(YDA "business-office”

Acct-Interim-Interval 85 Interim /87 > &S RERE (D).

60 DL E#ERET 5 & Interim 787 v M HERE S NS (60 K TIEREE L
W),

ZOERRET H5E, 600 LLEICT B &2 H#ET 5, 600 KiHIC L7215
BAVNT—TDNSTT 4w I KRS H7-0EBEPLETH 5,

%
RADIUS % 5% S 115 Access-Accept T Termination-Action #* Radius-Request(1) D356, FIRHIERE S L7z
Session-Timeout DES, FEiRiEd 2 TORERM (B :#) &40 E3d, %8, Session-Timeout DIEIZE > T
WITRTEEE DT,
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0 : HRBLIIENE RV ET,
1~60 : BEfiEY 1 vfEZ 60 M E LTEELE T,
61~65535: BHESNIAMETHELE T,

F6-5

RELTERT @R (ZM 4 Access-Reject)

EiR

Type o
& HER

Reply-Message

18 I—FIIRREINDEA Y-,

EAP-Message

79 EAP v + & Tt d %,

Message-Authenticator

80 RADIUS/EAP /87 v b 2 R#ET 572 DITEHAT 5.

(3)

SREE7 LT X

AEBTHR—- M BRAETNTY RLEZROFRITRLUET

&6-6 TFR—KMIBEEE7ILTVXA

SREE7 TR

Bz

EAP-MD5-Challenge

UserPassword &F + L > VEOHEB %2175,

EAP-TLS LIRS FATISE 2 L /2R A .
EAP-PEAP EAP-TLS b2V ET, 32D EAP T ILTY RLZHAVWTCERITET %,
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e U—NILT7 RUADHRESNTVRWVIESE, EEFEA VY T2—ADIP 7 RRLVAZREFILIP 7 FL A
ELUTHERALED,

AEBEICO—NILT RUADPRESNTWVASIEE, RADIUS U —NIZBHFTAAEEDIP 7 FLAEL
T, A=AV T7 RUVATEELZIP 7 RLRAZIEELTLZE W, RADIUSH—NEBET 2EEA Y
T —APBETERVEATH->TH, U—HWLT RLAZHRET S &I2&->T, RADIUS #—/\IZ

RETHALEBOIP 7 FLAZBETESLHICRDET,

6.2.5 EAPOL7#7—F« /’7“1‘%‘5‘%

AEEE T IEEES02.1X ZEfES B2 WIBEIC, EAPOL 7 L — A 2 ik 2#EET 9. EAPOL 7 L — A4l
%%MAC?%bX#HEE&n1DT%%én1m57beT@5tmL%i¢%%ﬁmiﬁhﬁ
IEEES02.1X Z{Hf L T W WIBEIE Z OREEEIC & » THEAAIRET T 135D Authenticator &R
MO L2 A4 v F & LTHRE %%ﬁ%?é% IERELE T,

AEEEDHEMNZ, 2> T4 7L —2aviHA R Voll 24612 FubalL7 L —LEEKED DT
T4 7 b—=varv] #BBLTLIIES 0,

6.2.6 ERELELHIRR

FEHEMB LOR— FRALICEREROFIRPRETE £, FMIcOVTE, [53 LAY 28 EHED
aEl 2SR L T ES W,

6.2.7 |:V|..\|:| /Ha%jﬁdﬁaﬁo)j_ hFﬁ*ﬁ’E}J

FRALTE A AR AN — FEREE) LB OBIRNIC OV T, [5.3 LAV 2 @R EORKRE] 22 LT
S AR-IRN

6.2.8 VLAN EiUs3EE (B08Y) OEMEE—R

VLAN BA7EREE (B9H0) CTEREE L 72 R IEERAEBHIR O RS ¢ 9725, VLAN BAEREE (B110) OXR
R— M TRINTREDS D DIBE, FHR— TR L RIZEEEFIROXMNR EZ D, FBRICEIET
74~ VLAN BEEEIZBIE L < 2 0 £ 9, 4B, WIFHEIRICOVWTIE, [5.3.3 REHFIRE] 251
LTL &,
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e WebF8iE (¥ 153y 2 VLANE—F) Z2FELLKR—H

s MACEBEZEXE LA — b

o VLAN BE{ERFE (B#Y) OXIR VLAN % dotlqg #&E L7z A — b
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6.2.9 EREHImARDEEHIFR
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R— MEMFREEOWHAKRDIEE— X /213 VLAN BAERGE (819) <, FEEICRIL T 7« Ly 28
T5IETHBEHIRESTEE T, REFEICOVTIE, [6.2.4 RADIUS ¥ — N\l 2B LTL
728,
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6.3 |EEE802.1X ERRKNDE=EIA

(1) fgEEDHEF

(2)

(3)

(4)

(5)

(6)

(/)

IEEE802.1X & AfthitaE & OHFEARRICOVTIE, [5.2 LAV 2FREEEMEEEE OHFITONWT] 258
LTL7ES W,

MAC VLAN 27 7t AR— h& U TEE L CHEDEREIR

e MACVLAN 27 7tV AR—bELTIELILA VY T 2 —RAIIR— NE[RIFZRETCEETH, #
FETEFHADOTHEALLZWTLEE N,

Interim /Ny NOXERBRBICDOVWTODEEEIE

RADIUS Accounting @ Interim /¥4 v s & HHAT 254, RADIUS /85 v k@ Acct-Interim-Interval
BHETHEE S N2EERREIE, 600 M EDOEZRETHIExHERLET, 600 KD/NSWEZRE L
BE, @FIFEWAREO Interim /87 v FREEFEESNBDTRADIUS Y —NBI %Ry NI =27 DERH
BRI Z72DFEBNPDETT,

29T v 7T MNIEFERMAC & VLAN B{UEREE (BHY) E— ROHEFICOVLWTOFE
SE S

VLAN B2 (BRY) #EREL T3 VLAN HO MAC VLAN E— RDOA ¥ 7 = —RAIZX L, mac-
address-table static v RTMAC 7 RUVAT—TIICAY T4 v T IT Y FUDPBFEINTWE L, &%
M BHARIIEFICRINIEZITH N TEE A

VLAN E{ER5F (E189) TO MAC 7 RLRAZBDI—Y V7HREEREICDOVT

VLAN B{758:F (B09) Z{EHT 554, $8ET S MAC VLAN &583E57 7 # )Lk VLAN & LCERT
5R—FVLAN TiZ, MACTRLZAZY M) DOI—Y U ZHERIC0 (ER) 2BELEZVTLZE WL, 0
(EIR) 218 T 5 &, WMADHIET 2 VLAN YD Bb 7z & &1, YD EBDSHIO VLAN © MAC 7
RLAZY MBIV T THEHESNEVWTRIFE TS0, REZ MACT7 RLAZY N PEET S
ZEICEDET, TOEDLSHEIO VLAN ICREL MAC 7 RUAZ Y MU DERE LZEEE, clear mac-
address-table <> RTHEL TL 72 &0,

A IEDEEICDWNT

% A <{# (tx-period, reauth-period, supp-timeout, quiet-period, keep-unauth) ZZE®E L7/-i54,
EEUIMEP RSNSOI, SRR TCRESEFDOI A YHBIALT T PLTOILE>7EETY,
T ICEEE RS E7- WA, clear dotlx auth-state I+ > F&2HH U CERIEIREEE W o 7o A BERR
LTL7ZE 0,

MAREARRKBEDEIC L2 A1y FZEET 2% DIREIR

WARD S DISEE—RIICTLTF F v A ML B720, WMREFEBOBICL2 A1 v F2EET 254,
WARD 5 DISEICE S EAPOL 7 L—L41X L2 A v FDE— VLAN O£ R — hEEESNET, Lz
MoT, L2 A4y FDVLAN ZIRO L HICERET &, F—WHAD» 5D EAPOL 7 L —LDAREEDE
BOR—IANEE, BROKR— N CTR—EHRICH T 2FRMAESTHONL LDV ET 20729, 583
BENANLEIZRY, BESTISNSLY, BESTELL -0 LET,

e L2 A4 v FOR— VLAN ICRESNTWVAR— %2, REBORIENRELZ > TVEIEROR— I
B LIRS
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L T—DDFEERR
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EIL—LIF, REBOR— F2EFISEESNEH, RA—imKICHLT,
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/.1

IEEE802.1X M~

Ja17L—3>

7.1.1

170

aA>7«147L—>3>avR—

[EEER02.1X »a> 74+ 7L —>ya>yavw s R—Ex»ROEFIIRLET,

xK7-1 dA>7147L—3a>av>R—E&

v RE

518

aaa accounting dotlx default

RADIUS Y —NTT7H I VT« » TEEZTHOEAICHEELE T,

aaa authentication dotlx default

[EEE802.1X D1 —HE8iE% RADIUS %= NTITH T LA FEL £
ED

aaa authorization network default

RADIUS #—/1\% 5$8E &7z VLAN F#ICHE> T, VLAN Hf
(BEy) 2T O2BAICRELE T,

dotlx force-authorized-port

VLAN B{7ER5E (B8HY) ©, REEAECTHEAHFTHKR— b
BF v RN TN—TE2HELET,

dotlx ignore-eapol-start
dotlx vlan ignore-eapol-start
dotlx vlan dynamic ignore-eapol-start

Supplicant 7> 5 ® EAPOL-Start Z{5#12, EAP-Request/Identity
EEGFLEVEREZLET,

dotlx logging enable

[EEE802.1X 0#fEu ZIc /19 51E#H % syslog ¥ —N\~NHALE
E

dotlx loglevel

BEO I X v —VRFEHETHIAvE—ILRLEZEELE T,

dotlx max-req
dotlx vlan max-req

dotlx vlan dynamic max-req

Supplicant 7> 5 DJEE A 7a \ #5& 12 EAP-Request/Identity & Fix
THBEARBEZRELET,

dotlx max-supplicant
dotlx vlan max-supplicant
dotlx vlan dynamic max-supplicant

FRAE B DR AR AR REL LT,

dotlx multiple-hosts
dotlx multiple-authentication

— MEGEREEOREAY T E—- FERELE T,

dotlx port-control

R— P BARGEZ BT LET,

dotlx reauthentication
dotlx vlan reauthentication
dotlx vlan dynamic reauthentication

FRALTE AR DBRREDAR N EREL LT .

dotlx supplicant-detection
dotlx vlan supplicant-detection

dotlx vlan dynamic supplicant-
detection

FREEY 7 — NICWHARERIET— F2IEE Lz & E0WABHEED
TS avERELET,

dotlx system-auth-control

IEEE802.1X ZHB#MICLE T,

dotlx timeout keep-unauth

R— MEAFED Y > TV E— bf’@@@%%#%@;i@*%ﬁ
HUEZIL, ZOR— N TOBEENIRE % (R 2 B % &%
£9,
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dotlx timeout quiet-period

dotlx vlan timeout quiet-period

dotlx vlan dynamic timeout quiet-
period

Ak (FRRiEz &) |

THETORKRRZHELE T,

ZHB U 7z Supplicant O FSGE AR 2 #FA]

dotlx timeout reauth-period

dotlx vlan timeout reauth-period

dotlx vlan dynamic timeout reauth-
period

FRAETE A IR OB ERAE % 1T D FHlfE % 7%

RELET

dotlx timeout server-timeout

dotlx vlan timeout server-timeout

dotlx vlan dynamic timeout server-
timeout

FRAEY —\D 5 DISER LR ZREL LI,

dotlx timeout supp-timeout

dotlx vlan timeout supp-timeout

dotlx vlan dynamic timeout supp-
timeout

Supplicant ~i%(g L 7z EAP-Request/Identity 12X L C,
Supplicant 2> 5 DISERFHREZHREL £

dotlx timeout tx-period

dotlx vlan timeout tx-period

dotlx vlan dynamic timeout tx-period

TEHAR 7 EAP-Request/Identity D% EMEEFREL £ 9,

dotlx vlan enable

VLAN BAESRE (B#H) Z2AZICLE T,

dotlx vlan dynamic enable

VLAN Hifi

FREE (BhEY) = EMICLET,

dotlx vlan dynamic radius-vlan

VLAN Hifi

BREE (81H9) T, RADIUS ¥ —/\7 50 VLAN fE#RIC

FOEE G VLANEID BT 295 VLAN Z2RELE T,

7.1.2

IEEE802.1X OEAFIIEE — FERE

(1)

[EEE802.1X DEFRH%

ll

IEEE802.1X ZHBNICT BEE

[EBREDRT > K]
Ja—N)Lar T4 7L — 3 E—RTIEEESO2IX ZE#ICLET, 2Ty REETFTLZL
&, IEEE802.1X diFr D a< Y RBEICL D A,

[O7 > RICKBEETE]

1. (config)# dot1x system—auth-control

(2)

R— NEBQIERSTED

IEEE802.1X ZH#ICLEJ,

= —]

ni/l:_

\}'I;I-'-I

G+ EXAE

DLTHALE T,

MER— N ELRTF vy IV —T2EEONRICEELE T,
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[EBREDRT > N
FTIEAR—NEHREL, FOR— P TR— FBEUREZEDICLET,
To BV T E—FOREZEBTAHEL VL E—RICEDE T,

1. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode access
A—11/0/11C access E— REHRELF T,

2. (config-if)# dot1x multiple-authentication
AT 7 E— F2mARBREE— NICHEEL X7,

3. (config-if)i{f dot1x port-control auto
R— NEMFRREEBEDICLE T,

(3) VLAN EB{UsREE (F8H9) DFE

R—h VLAN ZEBREONRICHREL T

[ﬁiwﬁfDH

HIETE—F %

— M VLAN %87E L, 0 VLAN T VLAN BAFREE (BHY) 2 BHMICLE T,

[O7> RICKBEHE]

1. (config)# vlan 10
(config-vlan)} state active

(config-vlan)# exit

VLAN ID 10 12— b VLAN 28E L £ 7,
2.(config)#f dotl1x vlan 10 enable

VLAN ID 10 T VLAN EAEREE (B#HY) ZBWICLE T,

(4) VLAN E{ER5E (BHHY) ODERTE

172

MAC VLAN Zg8REONRICHRE L £

[REDHT > N

MAC VLAN Z&E L, £® VLAN T VLAN BAEERE (8/Y) =28/l £9,
£7z, VLAN ﬁﬁ‘x‘ (BAY) FWREICAI) L 78R % RADIUS ¥ — N\ 5367E & 17c VLAN B#RIC

TEWESRT 578
MWEEZDET,

[O7 > RICKBEE]

1. (config)# vlan 100 mac-based
(config-vlan)# name MACVLAN100
(config-vlan)§ state active
(config-vlan)# exit
VLAN ID 100 i MAC VLAN 28 E L %9,
2.(config)ff dotl1x vlan dynamic radius-vlan 100
VLAN ID 100 % VLAN BEA75R3E (Bf) ONRICHELFT,

1t

&
i
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3. (config)# dotl1x vlan dynamic enable
VLAN BAFREE (B9H9) Z2BRICLE T,

7.1.3 BEIE—RATa>ORE
FHE—RA ST 3 v RRTA—FOREICOVTHBALE T,
(1) SREEBRIVIRARA 7> 3 > DERE
[EEE802.1X 2F/- m Wik &, FRAEEITOR W THEERFFAI I 2HAD MAC 7 RLAERELE T,

[BREDRA > M
AR— NBAIFREE, VLAN B{IEREE (#69) TIX, MACT7 RLAT—TMICRY T4 v 7Ty b %
Bk L E 9. VLAN BAEZEE (889) Tld, MAC VLANICMAC 7 FLAZB#HLE T,

(39> RICKBERE] (R— NEIEEED)

1. (config)}f interface gigabitethernet 1/0/1
(config-if)#f switchport mode access
(config-if)# switchport access vlan 10
(config-if)#f dotlx multiple-authentication
(config-if)#f dotlx port—control auto
(config-if)# exit
AR—1F 1/0/1 12 VLAN ID 10 2E L, FEEY 7 E— FOWMKTIEE— FOR— M BAFEE% &%
£,
2.(config)# mac-address-table static 0012, e200.0001 vlan 10 interface gigabitethernet 1/0/1

A—1F1/0/1 ® VLAN ID 10 IZFRE L7z W CEBE S 720 MAC 7 R L Z2(0012.€200.0001) % 2 ¥
T4V IICRELET,

[O7 2 RICKBEE] (VLAN BIEREE (Eh8Y))

1. (config)} vlan 100 mac-based
(config-vlan)# mac-address 0012, e200. 0001
(config-vlan)ff exit
VLAN ID 100 ® MAC VLAN T#EETHEE T 5% AKD MAC 7 FLAZRE L LT, WAl
IEEE802.1X OFRiE%#1TH 72\ T VLAN ID 100 THEETE X,
2. (config)# dot1x vlan dynamic radius-vlan 100
(config)$ dotlx vlan dynamic enable
VLAN ID 100 % VLAN BA7F85E (B)RY) ONMRICHEL THEICLE T,

(2) nlu\nl-.Elg?9+_Jg |\ 170/ 3 /@uifﬁ

EEDRT > K]
VLAN B{i7583 (ﬁ%E’J) ZRE L VLAN ICFTET 58— T, RAEETHTICBEZFFAIT HK—
FEBRELET. K— MIHEHRO VLAN 2H7E L TW 2541, @‘f\’(@ VLAN IZDWCERHEEfTD

fuLh@ﬂﬁﬁﬁnijo
[O7> RICKBETE]

1. (config)# interface gigabitethernet 1/0/1
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(config-if)# dot1x force-authorized-port
VLAN B{7E83F (8#9) ##EE L7z VLAN B L TWAR— b+ 1/0/1 TIIRIEZTHT, BETES
KOIHRELE T,

CEREIE]

FREAEPRSF A — I VLAN BIREE (B#8Y) Z8E L7z VLAN ZEM L 56, £OF— L O@EENF—
BRI ENHDET,

(3) ulu\nIEJﬁ'ﬁEE%ﬂﬁ%UBEO);QEE

EREDRT > M
BRI &I, B I AR RMAREZRE LT, A— MR T, BV 7E— NIZiH
KT E— RERELTVWABEICENELDET,

[O9 > RICKDERE] (R— NEAIERET)

1. (config)# interface gigabitethernet 1/0/1
(config—if)#f dotlx multiple—authentication
(config-if)# dot1x port-control auto
(config—if)# dot1x max-supplicant 50
— T+ 1/0/1 CTRREEZ T 2R A AR Z SO IR EL £9

[O9 > RICKDERE] (VLAN BIEEEE (B$Y))

1. (config)# dot1x vlan 10 max-supplicant 50
VLAN BA(7EREE (BREY) ICERE L7 VLAN ID 10 CTRRAEZ A9 2R AR ® S50 ICREL F I,

[O7> RICKBEE] (VLAN BAIZREE (EH9))

1. (config)# dot1x vlan dynamic max-supplicant 50
VLAN BAEREE (B)1) CEREEZEFFRI 9 2Rk A % S0 ICRELET,

(4) ImARAREEMEDYIERE

WARDRIEFIAZ FHFHT 272012, REBIL tx-period I 7 > KN THEE L 7/- & T EAP-Request/Identity
EYNFFYAMEEBELET. JDEE, EAP- Request/Identlty IS L7 BB AN RIS 9 5585
V= U AEERBRELE T, T 74 ME, REEEAEIELET,

[BREDRAT > K]
shortcut 13, FRALALEZEIE L CTARBOAM ZEM L X9, disable 1%, 8iEFEADHARPELET S
BITIE, EHH 7% EAP-Request/Identity DX EEITVWEH AL full i3, E,c\uikﬁ%élﬂﬁ?é o
T&7s\ Supplicant AL TWABEICRELET. full £— FEEELLEAIL, EBOARY S
X BAOTERPBETT . auto 1&, EAP-Request/Identity 2 VL FF v A MEFELEHA. AP
LREEBENTERBDONT v FOZFEEEMIC, WART &I EAP-Request/Identity #iXE L %9,

[O7> RICKBRE] (R— NEE(IERED)

1. (config)# interface gigabitethernet 1/0/1
(config—if)# dotlx multiple—authentication
(config-if)# dot1x port—control auto
(config-if)# dotl1x supplicant-detection disable
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R— b~ 1/0/1 ICFRGRER AWK DPEET 28551013 EAP-Request/Identity Z35E LR WK D ICEREL
i@—o

[ RICKBF|E] (VLAN B{US3EE (FHEY))

1. (config)# dot1x vlan 10 supplicant-detection shortcut

VLAN B7E8RE (F#Y) ICE%E L7z VLAN ID 10 ¢, 8RiEREAH AR D 5O EAP-Response/Identity
ZETIE, HRMAELER L CGRRERINE T A LD ICHELET,

[O7 2 RICKBEE] (VLAN BIEREE (Eh8Y))

1. (config)# dot1x vlan dynamic supplicant-detection full

VLAN B7E8RE (Bhf9) TRRIEE &M KD 5D EAP-Response/Identity Z{E T3, FRiFAHEZ &1 L
BVTEEY — AN OFWEDEZITTVET,

71 4 WL\DELIE“—E'aa-éEQEE
(1) WARNEREIZERT DHEEBEDRTE
U7 FT72RELBZNTHRY NT =P ONNIHRIIAREE D SFRIE 2R TI W, BB A DI

RICHLUTHRBILZRT ZETIREDLZ WHAKDRILZ MR LET,

[BREDRA > K]
FREEA DA Z E1Z, reauth-period 7 4 <IZEIE L T\ % KefEl R T EAP-Request/Identity %%
f§ LE 9, reauth-period ¥ 1 ¥ OREMEIL, tx-period ¥ 1 YOHREME D b REVEEFHEL TL
723,

(39> RICKBRE] (R— NEISEED)

1. (config)} interface gigabitethernet 1/0/1
(config-if)# dotl1x reauthentication
(config-if)# dotlx timeout reauth-period 360
R— b+ 1/0/1 TOBEFIEERBREZBRICREL, FliEOREREZ 360 ICRELET,

[3Y > RICKkBERE] (VLAN B{IEREE (F8HY))

1. (config)# dot1x vlan 10 reauthentication
(config)#f dot1x vlan 10 timeout reauth-period 360

VLAN EA7FREE (B#RY) 1CEE L7z VLAN ID 10 TOHFRIEMEZ BWICERE L, HIREORERERE
% 360 MICRRELE 9,

[O7 > RICKBEE] (VLAN BIEREE (Ep8Y))

1. (config)# dot1x vlan dynamic reauthentication
(config)#f dot1x vlan dynamic timeout reauth-period 360
VLAN BAEREE (BRY) CTOFERIMEL BWICHRTE L, HiRitoRREME%Z 360 BICERELE 7,

(2) @ERAD EAP-Request 7 L — ABEDRE

WARDRIEFIC, KEBD 5iXET 5 EAP-Request FRRET— NP S5DERA vt —) I LT, AR
M OIERED L VIEEOFXERE EEERRERELE T,
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EREDRT > N]
FLX R & AR OB/ SS, reauth-period # 1 <IZERE L T A EER & DA WEERTIC 2 5 &
HITRELTL IS,

[O7> RICKBERE] (R— NEAIERED)

1. (config)# interface gigabitethernet 1/0/1
(config-if)# dotl1x timeout supp-timeout 60
AR— b 1/0/1 T® EAP-Request 7 L — A DFHERRE % 60 ICHELE T,
2. (config-if)# dot1x max-req 3
— } 1/0/1 T® EAP-Request 7 L — L OFXEHZ 3EICHEELE T,

[O7> RICKBERFE] (VLAN B(IEREE (B$Y))

1. (config)# dot1x vlan 10 timeout supp-timeout 60
VLAN EAFREE (B#HY) ICEE L7z VLAN ID 10 T? EAP-Request 7 L — A OFERfE % 60 #1C
RELET,

2.(config)#f dotlx vlan 10 max-req 3
VLAN BAEREE (B#HY) ICEXE L7z VLAN ID 10 ©® EAP-Request 7 L — L OFXEE % 3 EIZE
EFLET,

[Ov > RICKDERE] (VLAN BE{iE8E5F (B989))
1. (config)# dot1x vlan dynamic timeout supp-timeout 60

VLAN Bif7E8iE (80/9) D EAP-Request 7 L — A DFEXEREZ 60 ICERELE T,

2.(config)# dot1x vlan dynamic max-req 3
VLAN B{7z83F (B)89) ©D EAP-Request 7 L — LA OFEEEE % 3EICHEL LT,

(3) uﬁ'ﬁaﬁb\ 5 o)wu\n].—tg—_ﬁ%i[mt? 61% ;glﬁg

WAD 5D EAP-Start 7 L —AZFIC K HEFE AL L £ 9. AREEZRE LI25HA, FIHFEES &
UHEFREE, FhZENh tx-period ¥ 1 =, reauth-period 947®H#F3Fﬁﬁmff?bﬂi@”o

EREDRT > N
ZHOWERD & HOEEEREIRE CHIEREERThN, BBOERITEWVWIESICREZIT, AR 2R
LET, Aav > FOFRERIIC dotlx reauthentication 2~ > ROBRENNDETT,

[OAY RICKBH|E] (R— MEBEUSIED

1. (config)#f interface gigabitethernet 1/0/1
(config-if)#f dotl1x reauthentication
(config-if)# dotl1x ignore-eapol-start
A— 1N 1/0/1 T EAP-Start 7 L — A BIC K BN AIMIELE T,

[O7>2 RICKBEE] (VLAN BAIZREE (7))

1. (config)# dot1x vlan 10 reauthentication
(config)ff dotlx vlan 10 ignore-eapol-start
VLAN BA(VEREE (BpRY) ICERE L7z VLAN ID 10 T EAP-Start 7 L — A I K B EREFAFE 2401 U £
j_o
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[ RICKBF|E] (VLAN B{US3EE (EhEY))

1. (config)# dotix vlan dynamic reauthentication
(config)ff dot1x vlan dynamic ignore-eapol-start

VLAN HA7285F (889) T EAP-Start 7 L — A2 (EIC K AP AL L E T,

(4) SREERENESDSTEINIERR * TORKITREERTE
FRAEIC SRR L RIS S 2 BRAE B & COFMIMERELE T,
[BREDRT > N

FRALICRAL L 72K A 6, FHORMICEREOERPITON S E TRBEOAMNPE &c I &2kl
£9,

I—THFIDR/ISAT— FOANEBDICE > CERIENKRBLIZEETYH, REL-EMEZEBLAZVWE
FRALAE B L2 WO T, REBMICIIERL TS,
(39> RICKBERE] (R— NEMISEED)

1. (config)#f interface gigabitethernet 1/0/1
(config-if)# dotlx timeout quiet-period 300

R— MEAEREZBE L TV AR — b 1/0/1 ICREREAAHFM & TORMEERE 2 300 MICREL 9.
[OV> RICLBEE] (VLAN BfUSREE (538Y))

1. (config)# dot1x vlan 10 timeout quiet-period 300
VLAN BEREE (B#R)) #ERE L TW5 VLAN ID 10 ICERAFERR £ TOERER %2 300 # 28k
LEd,

[Ov> RICKBEFE] (VLAN BRIEREE (Eh0Y))

1. (config)# dot1x vlan dynamic timeout quiet-period 300
VLAN BAFREE (Bp7Y) ICERAEALIEFER & CORMREM 2 300 FICERE L £ 95

(5) EAP-Request/Identity 7 L — AXEDIFEERERE

BFAICEREZFIE L2 WIRION LT, REtBmZfid 272 OICKREE > 5 EHRYIC EAP-Request/
Identity #iXfE 9 % KefElEkE % & ﬁbi@‘o

(& Eﬂ)ﬂ'ﬂ’/ ]

AHEBEIX, tx-period ¥ A <ICERE L T & % KEfIfERE ¢ EAP-Request/Identity # vV F ¥ ¥ Z MiX(E
bi@“o FAEE A O K 5 B EAP-Response/Identity OnE%2ZE L, EBOEH2E<L I 5 HEE
HHRHDETOT, DTOHERXTRESNAEEZREL TS,

reauth-period > tx-period = (XE TEREI% 1T MimARE+20) X2
tx-period ®F 7 # )L MED 30 B TH 2729, 300 BLL DK TRIEEITHHAEL, tx-period 7 A
TEEPEEL TSN,

[OT > RICKBERE] (R— MEIEREE)

1. (config)# interface gigabitethernet 1/0/1
(config-if)#f dotlx timeout tx-period 300

AR— MEERAEEFE L TV A A — b 1/0/1 12 EAP-Request/Identity 7 L — L3%(5 O BRI %
300 MICERELE T,
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[V RICKBF|E] (VLAN BE{US3EE (FHEY))

1. (config)# dotlx vlan 10 timeout tx-period 300

VLAN B{7F8RE (B#H9) %2 8%7E LT\ 5 VLAN ID 10 (2 EAP-Request/Identity 7 L — L 3%(F O B
k@ % 300 MICREL E T,

[O7 > RICKBFRE] (VLAN BIEREE (Ep8Y))

1. (config)# dot1x vlan dynamic timeout tx-period 300
VLAN B{7383F (8//9) |2 EAP-Request/Identity 7 L — 2 3%(E ORI % 300 #ICEREL £ 9,

(6) EREEH—/\REBGFEIERENY 1 IEE

ALY —NANDERITHN T BISEN L VWIBEDOREREZRE LT, RE LREP EET 2 &,
Supplicant NGRAERR % @EHI L £ 9. radius-server I > N THE LTV 5FXEE & /- (R &tk
L THEW 5 OB T Supplicant ~NFREFRHZ B L 9,

[BEDHA > N]

radius-server A7 > RTEBOV—NZREL TWEIEE, ET—NOERERNEZED-BIEEES

BEIDOFEVKEZRET S L, WY —NNERKLTWVWLRHFT Supphcant f\nhuﬁﬁ%ﬁﬁl’i’x_%ﬂb

F9. RELLTARTCORILY —N\DSRENS N E Z IR Z B LIz WigEk, Ka<v> Ko
BEREOFEZELHEL TS,

[O7> RICKBERE] (R— NE(IERED)

1.(config)#f interface gigabitethernet 1/0/1
(config-if)}#f dotlx timeout server-timeout 300

R— PBAFREEZBE L T AR — b 1/0/1 IZEREEY — 1\ 5 OILERE B Kt & 300 MICERE L &
a_o

[O7> RICKDRFE] (VLAN B(IEREE (B$Y))

1. (config)# dotix vlan 10 timeout server—timeout 300

VLAN BA7E8FE (B#RY) 28 LTV 5 VLAN ID 10 IZEREEY — /"D & OIS ERF & BEfd 2 300 I8
ELET,

[O7 > RICKBFE] (VLAN BIEREE (Eh8Y))

1. (config)# dot1x vlan dynamic timeout server—timeout 300

VLAN B{722EF (819) ISR —N\D 5 DI ER B4 300 PICHELE T,
(7) EBEuRERD S OERIEERIFDBEESERIFRE DERTE

A— FBAERE (VU ZILE—FR) PEELTVWAR— T, EROWEKD S DORIFERZHE LI5S
12, FOR—NTOBREBZERT ARRZERELE T,

[%"‘E@Tf*f‘/ N
IR SN TIWNIT 2 WIRRZHERT 2 DICHRELZEREZH%E L T 230,
[O7> RICKBERE]
1.(config)#f interface gigabitethernet 1/0/1
(config-if)# dotlx timeout keep—unauth 1800
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A— NI A RE L TV A A b 1/0/1 ISEFERREORE % 1800 ICHELE Y.
(8) syslog H—/\A\DHFIERE
B{Ea 7D syslog + —NAOHAZREL LT,

EREDRA > M
IEEE802.1X DRRIEEH S & OBEB#HZ TR L2 BET 7%, syslog ¥ — N ICHAT 58E% LE
3_0

[OY > RICKBERE]

1. (config)# dot1x Llogging enable
(config)# logging event-kind aut
Bk 7% syslog B —/NICH AT ARELZ LE T,

7.1.5 RADIUS #—/\BhENDRE
() FHIVT 1> TORE

EREDRA > B
RADIUS #—=NZIEEL, THI VT4 VTR ZITOIEEZRELE T,

[O7 > RICKBERE]

1. (config)# aaa accounting dot1x default start-stop group radius
RADIUS = NIZTHT v 5« Y THEEHZITHIE2HRELE T,

(2) RADIUS 5 —/\NTERELZITD/=HDERE

EREDRT > K]
I —HEREHE%E RADIUS H—NTITH T EA2RELE T,

[OY > RICKBERE]

1. (config)# aaa authentication dot1x default group radius
RADIUS 4+ —=NTL1—HRILZTHO LDICHELE T,

(3) VLAN B{IsR:E (E)89) fEREFORE
[BREDRA > K]
VLAN B{7583E (B989) T, 8REE L7c¥iK% RADIUS ¥ —N\% H3EE S iz VLAN IZfE > TEHRT
BIERBELET,

[O7 > RICKBETE]

1. (config)# aaa authorization network default group radius
RADIUS 4 —N\D53EE SN/ VLAN ICEHRT A EZ2H/ELE T,
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/.2 |EEE802NXDANXL—>3 >

7.21 ERIVYR—
IEEE802.1X DiREE TR T HBA I~ > F—EARDRITTELET,

x®7-2 EROVYVR—E

Jv U RE A
show dotlx FRREHANL O & DIREERFRIETE A Supplicant [EH 2 FRLE T,
show dot1x logging [EEE802.1X 7Hu VI LOFEU T A vt -V %R RLE T,
show dot1x statistics [EEE802.1X sRiEIC b A it B E R R L £ 9

clear dotlx auth-state PREEEADmARE®RE 7 )T LE T,

clear dotlx logging IEEE802.1X 7u 7/ F LDEEO /X vt —Y% 7Y T LT,
clear dotlx statistics [EEE802.1X RREIC A b A #iatEHR % 017 U T LE T,
reauthenticate dotlx IEEE802.1X FRAEREEA FHRE L T

restart dotlx [EEE802.1X Fu /I L= HiEE L £,

dump protocols dotlx [EEE802.1X 71 75 LA THELL TW Al T — 7 IUER, HetHE®E 7 7 1 LAHT)
LET,

7.2.2 |EEE802.1X KREEDKRTR
(1) SEREORT

IEEER02.1X dIREEIL show dotlx I< > RTHERE L TL & 1,
(a) EHEZAFDIRERR
[EEE802.1X O E—E L, show dotlx I RZETLUTHERL T 230,

7-1 show dot1x v > ROETHHER

> show dot1x
Date 20XX/10/20 10:52:40 UTC
System 802.1X : Enable

Port/ChGr/VLAN AccessControl PortControl Status Supplicants
Port 0/1 -— Auto Authorized 1
Port 0/2 Multiple-Hosts Auto Unauthorized 0
Port 0/3 Multiple-Auth Auto -— 0
ChGr 32 Multiple-Auth Auto -— 1
VLAN 10 Multiple-Auth Auto -— 1
VLAN 11 Multiple-Auth Auto - 0
VLAN 12 Multiple-Auth Auto -— 0
VLAN(Dynamic) Multiple-Auth Auto -— 1

(b) R— NEBAEREIDIRERT

A— MBEAFREEIC BT R — b T EDREER % show dotlx port I~v > FEETLUTHIEL TS
Vo F ¥ RIT I —TF T EDREEE show dotlx channel-group-number I > K% /T U THERL T
<IEE W,
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K-+ ESEHEETHE, HELILKR- POBRERTLET,
detail ST X =¥ %2EET DL, FEL TV AHADERERRILE T,
7-2 show dot1x port ¥ > R (detail /N5 X —91EER) DERITHER

> show dot1x port 0/1 detail
Date 20XX/10/20 10:52:48 UTC

Port 0/1
AccessControl : --- PortControl . Auto
Status : Authorized Last EAPOL 1 0012, 200. 0021
Supplicants 1 /1 ReAuthMode : Enable
TxTimer(s) : 9 / 30 ReAuthTimer(s): 3585 / 3600
ReAuthSuccess : 0 ReAuthFai L 0
KeepUnauth(s) : -—— / 3600
Supplicants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time
0012, 200. 0021 Authorized Authenticated Idle 0
15 20XX/10/20 10:52:32

VLAN E{7sR5E (388)) DRRERT

VLAN BAf7EREF (BRHY) 1CB1T 5 VLAN T & DJREEIX, show dotlx vlan I~ FEFETFLUTHERLT
<7F&W, VLANID 2#8E T 5 &, $EE L VLAN OB#RE2FRLE T, detail /85 XA —F 2HEET S
L, BBILL TV AMHEKROEREZFRLE T,

7-3 show dotix vlan A< > R (detail /Y5 XA —9I15EH) ORITRER

> show dotl1x vlan 20 detail
Date 20XX/10/20 10:52:48 UTC

VLAN 20

AccessControl : Multiple-Auth PortControl : Auto

Status D= Last EAPOL : 0012, e200.0003
Supplicants 12/ 2/ 256 ReAuthMode : Enable

TxTimer (s) : 3518 / 3600 ReAuthTimer(s): 3548 / 3600
ReAuthSuccess : 0 ReAuthFai l : 0

SuppDetection : Shortcut
Port(s): 0/1-10, ChGr 1-5
Force-Authorized Port(s): 0/4,8-10, ChGr 1-5

Supplicants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time

[Port 0/1]

0012, e200. 0003 Authorized Authenticated Idle 0
84 20XX/10/20 10:51:24

[Port 0/3]

0012, e200. 0004 Authorized Authenticated Idle 0

5 20XX/10/20 10:51:03
VLAN EiEREE (EpHY) DIRRERR

VLAN BA7E83E (81H9) 128175 VLAN Z & 0iRREI, show dotlx vlan dynamic I~ > FEZFETLT
WeBLT<7Z&v, VLANID Z$5EJd 5 &, fHE L7 VLAN OFREFRRLE T, detail NI XA —% %
BETZL, WAL TLAHADEREFRTLET,

7-4 show dot1x vlan dynamic %> K (detail /V5 X —91EER) DERITHER

> show dot1x vlan dynamic detail
Date 20XX/10/20 10:52:48 UTC
VLAN(Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status T Last EAPOL : 0012, €200. 0005
Supplicants : 1/ 1/ 256 ReAuthMode : Disable
TxTimer(s) : 3556 / 3600 ReAuthTimer(s): 3586 / 3600
ReAuthSuccess : 0 ReAuthFai l 0
SuppDetection : Shortcut

VLAN(s): 20
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Supplicants MAC Status AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time

[VLAN 20] VLAN(Dynamic) Supplicants : 1

0012, e200. 0005 Authorized Authenticated Idle 0
44 20XX/10/20 10:52:03

7.2.3 |EEE802.1X FRELIRREDEE

(1)

(2)

182

Elll:\ DIE’l N a)*ﬂﬂﬁ1t

SREPIREEDOWEA{L 21T 5121, clear dotlx auth-state <> F2ERL %9, R— +&FS, VLAN ID,
WAD MACT RLADENDPZIBETEE T, MBIBELLZDP > ZIGEEE, TRXTOFIREZ AL
9,

a7y REEFTLESE, BREEZITOETEEN TERLZLHDTERLTLILS W,

7-5 EEBEWNIANTO IEEE802.1X FREHAREZ #IHAE T 2 31THI

> clear dotlx auth-state
Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y

sEHlY R FERE

REIAYICEHEREE 21T D 1213, reauthenticate dotlx I~ > RAHEHALET, F— bEE, VLAN ID, %k
DOMACT7 RLADENPZIRETEE T, FHENZVIEAIL, TNTORIEFEARARICH U CHEREZT
Wk 9,

av Y REFETLTH, HIRFEICHIN L7 Supplicant O@EFICHEEIH D A

7-6 FHEBENTATOIEEE802.1X FREEAR— b, VLAN THEREET 51761

> reauthenticate dotlx
Reauthenticate all 802.1X ports and vlans. Are you sure? (y/n) :y



We b w1 R) I:I.I-.E 0) ﬁq: D%

Web 3 X, A Web 77r7'}j‘7£}zﬁb3fnunﬁé ﬂf«_:’- '}j‘ﬁ{i VLAN
f\@?ﬁk%%ﬂﬁﬂ%ﬁ’ﬂ% ETTo COETIE Web FBEEICOW T L &
ER

183



8.1

(1)

(2)

(3)

184

B
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8.2.1 EE VLAN E—R
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© RIVIE—R

T IR=PMIIA-TES Tagged 7 L—LB KU Untagged 7 L —LDFNZRIRLE T,

o EREERED/NT w b AP Tagged 7 L — L DHE, REEMINEIE VLAN Tag T/Ra 7z VLAN IGEF T
EEER
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X 8-18 syslog H—/\ADOHEHFR
AN MER AT

- HAOmK - TR

BEQTA v =MD
S E O [HE] . AT A/ BEF - 99 - B WEB B{tEERIZEROLERS

T ]

syslog~d sys|ogtRED ERFEEHA WebZB5E % Ayt—UKRX
HABMEBEZ PIDE GCR Y|

R EEE R T

AR NFER

¥/, 2074 7L — 3 »ravr K web-authentication logging enable 3 & U logging event-kind
aut IZ&-> T, HOZMBBLOELETEET,
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8.4

(1)

(2)

Web FRiE%E W7z 21— FREEIZIRDFIETITWV £ 9. Web 77 74 Internet Explorer Version6.0 %
FAWTHALE T,

Web SB5SE0 07 1 > BHEXRT
WARD Web 75oHiIcar A4 VEHEZFZRLT, T—HFID ENNAT—REZ2ANLTLEE N,

EE VLAN E— REZIEF¥ A+ 3Iv 7 VLANE—-RTURL YA L7 MEREERERT 2851E, WERD
Web 75 TARBEBAZREHT A2EED Web b —NAF7 723 5& URLVY A L7 MEREICE - T
ZIK %@ Web nqu@D7/r /ﬁﬁ?ﬁ‘?@j‘éﬂiﬁ”

URL V%1 L7 MEREZER L2 WEEIE, RO Web 77 TIRICRT BV A > URL 2$8E L T
Web 88300 71 YEEICT 72 AL TLZE W, EE VLAN E—RF&E¥ A+ 3Iv 7 VLANE— R T
i, B4 >~ URL ® Web ¥ —/\#5312 Web RRAFER P 7 FLAZFEE L TLZE W,
[EE VLAN £— FE/21d¥ 1+ I v VLAN £— Fou 1 > URL]

« HTTP £ : http://Web @RiEEH IP 7 N L A /login.html

« HTTPS #HEF : https://Web 85EEH [P 7 F L Z/login.html
LHY—FE—FTIE, URLYYA LY MERIZERTEEEA. WARDO Web 77 79 TIRITRT B A
Y URL ZfE LT Web FREE0 T 7/ A VEHEICT Z7EALTLEE W, LHY—E—RTIE, ur(r
URL ® Web =& ICE8RERT VLAN O IP 7 RL ZZBE L TL 2 &0,
(LAY —F—FRour A~ URL]

« HTTP {#FKS : http://F3ERT VLAN O+ >4 7 = —Z [P 7 F L A/login.html

« HTTPS {#FKF : https://F3ERT VLAN O+ >4 7 = —Z [P 7 F L A/login.html

8-19 O74>EE (73VHRRHA)

LOGIN

Please enter your ID and password

werld [ e A—HIDENRRT—F%E
passwordl Ajj Li‘g—o

Login
LOGOUT

Please push the following button.

Logout |

ag7o MEFLTEET,

All Rights Reserved, Gopyright (G) 20X0¢-20XX ALAXALA Networks Corp.

O74 VERICAHESNZI—FID, /YR — ROREE

ANTENTz2—FID &E82A T — RE2EIZ, a—H LA ROGEEIIHE Web 525F DB IZBHFSN TV
A1 —PERE—BLTVBEDPF v 7 LET, F7-, RADIUS FiF AR D5EE 1T RADIUS 5 — /N0
b EITY, RAEATEDF v 72 LET,
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8 Web SRELD#EER

(3) SREIANINFERZERT

WiEk Web 38EE DB & 721% RADIUS 4 —=NICEF SN TV A2 I —FERE—BLIZBE, 071 VEIE
HzFRL, iRy T —INEBFETEET,

F/z, A 747 L— 3 >avr R web-authentication jump-url TRRIERIN%IC7 7+ A9 % URL
PIEESNTVAHEE, WMARICH A VEINEEAARRS Nizd & ICHEE SNz URL ANDT 7 & AHDT
PNFET,

®8-20 O74rEyEE (737HRRHG)

Login success

OJ4 VEZEEnT 7Y MR

Login Time ——-20XX/01/11 10:15:28 UTC

Limit Time ——=20XX/01/11 11:15:28 UTC ( g EJ H 7\\7 '-7 '~ j— %) B%z”) é
o =RLET,
e, [close] "% ldInternet

ExplorerZI+8I{EL £,

All Rights Reserved, Copyright (C) 20XX-20XX ALAXALA Networks Corp.

(4) SRELREESOEERT
RAEP R E L -7 BAE, RELT—EEEFRRLET.
AL LT —EEICFR RTINS T T —OFEHEEZ, [86 MIELI—AvE—Y] ITRLET,

®8-21 O74 > KMEE (77VFRRH6)

TS BHDEEL AT (-100) IS—AytE—URARTEINET,
bk [olss | [close]l R % »(LInternet

Explorer?Z(+8MEL £ 9,

All Rights Reserved, Gopyright (G) 20XX-20XX ALAXALA Networks Corp.

(5) Web B5EA 5007 7 NEEEXRT
FIEEAIHARD Web 755 cu 77 s URL 28 L TP 7t AL, us7 77 VEHEEZFERRLET,

0z 7Y MEMET [Logout] A% > &g &, Web iBiEI3mRDEL IR L £ 9. RLVEIRSND
&, 77V METHEREZFRRLET
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8 Web SRIEDERS

EE VLAN £— RE721d4 1+ v 7 VLAN €= Fou 777 h URL Ti&, URL ® Web % —/\&5
2 Web FBFEEMA IP 7 RLAZIEE L TL &0,
[EE VLAN £— R 7zl3% 1+ 3Iv 2o VLANE—Fou 277 k URL]

« HTTP MK : http://Web 883EEH IP 7 F L 2/logout.html

« HTTPS {#F & : https://Web s2iEE A IP 7 F L 2/logout.html
F/z, A VEEN,STHAS T N TELT, UV A VEEICHS [Logout] RF v ZLTLES
Vo
[EE VLAN £— F& 72134453 v 7 VLAN £— Fou s >~ URL]

« HTTP £ : http://Web @BiEEH IP 7 N L A /login.html

« HTTPS #HEF : https://Web 85EEH [P 7 F L Z/login.html
LAY —F—FTiE, 0277~ URL ® Web ¥ —/NERICERER VLAN O IP 7 RUZZHEE L TL 72
Sy,
[LHY—E—FouZ 7~ URL]

« HTTP {#FKs : http://3iE#% VLAN O+ > % 7 = — X [P 7 F L A/login.html

« HTTPS {#K : https://3iE#% VLAN O+ > % 7 = —Z [P 7 K L Z/login.html

8-22 O777 N NEE (75 FRTHA)

LOGOUT

Please push the following button.

Logout

All Rights Reserved, Copyright (G) 20XX-20XX ALAXALA Networks Gorp.
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8 Web SRELDA#ER

8-23 O777NETEHE (7F7HRRH)

Lo s 057 KT (B9 7 RRfEnS
=T LW ERELET.

Logout Time —--20XX/01/18 09:50:58 UTC @

close

All Rights Reserved, Copyright (C) 20XX-20XX ALAXALA Networks Corp.

(6) T>IA LINAT— REBEED Reply-Message RnBEEZ R [OP-OTP]

T2 A LISAT — REREECTEIRY % Reply-Message FRREIH % IRICR LE T Reply-Message FnE
HICERSNIA v —DI->T, HILLWPINI—F, 7@ r—2r>a—-F2ANLET,.

8-24 Reply-Message RndEE (75 H&RRHI)

B Ap DT
PRI —1\h5DA v E—DRTR AybE—SEERLET,

Ayt—TI2iE-T, PINO—FZFEEIE
k=Y >a—F&#AHNLET,
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8.5 Wik Web 835 DB & & U RADIUS H — /N0 Zfi

8.5.1 MiEk Web 25 DB %

(1)

(2)

(3)

Web fBiEQ U — A IVERFEARZ AT 212572 > Tld, HRTICAE Web 383k DB =BT 2 HE D H D
i—g_o if:, ZIK E@W@WGbnuuﬁDB i/\/77/7°$3£0@7ﬁfgi—g_o

g Web 583E DB D{ERY

EH I < > N set web-authentication user ¢, Z—4%1D, /Y27 —FK, VLAN ID %z D2 —FIE#H %
Nt Web 23 E DB ICEH LT T, /o, BFLAZI—YID TEDNAT— FEEBLVHIKRb TEF
a_o

B - BEINHAL, EH 272 N commit web-authentication AETE NS T, NE Web &8
FEDBICRBLENET,

58, BRI~ FTHE Web 883E DB ~NOENB L OEEE1T - 72456, BAERIEFO L —FICILEA
SN, WEO VA VPSR EEDET,

IX_IEE Web I:IIL\DIE DB 0)/\“) a7 70

JER o~ > K store web-authentication T, ©—#J)LEREERIC/ERK L 7-NjE Web 583E DB DXy 77 v
TEWMBZENTEZT,

Wﬁ Web I:llb\nIE DB 0)157[:

M a2~ > K load web-authentication ©, @—HLERIFRIMER LNy I 7y T 7 A UD 5, HE
Web i85 DB OETTATEE T, 272 L, BELzETTHE, ERNERAI~ Y N set web-
authentication user &2 ETEH - EFHI L TV /ABRIIFEREINT, BELSNTABTICEZHBDOET O
T, FEIPDETT,

8.5.2 RADIUS #—/\D#%E(

(1)

Web #R3ED RADIUS 88iE AR 2T 21272 - TiX, ZEHFiC RADIUS 4 —N\OERENSNETT,
F7z, REED Web FRiEERENFH T 5 RADIUS OEHEZ R LE T,
RADIUS H—/\DRE

I—HTEiza—HID, XA T—F, VLANID 2 D1 —9E#H % RADIUS YV —NICERELE T, &
B, RADIUS ¥ =Nl RETIEICOWTIE, EHY %5 RADIUS 4 —NDOFAEZZRL T 72S
W,

¥A4F 3w VLAN £— FTCRRIEBINRICTID B Z 5F5E% VLAN 2RO XS ICERELE T,

1. Tunnel-Type I Virtual LANs (VLAN) %7 ({E13) LZ9,
2. Tunnel-Medium-Type 126 #FEL £ T,
3. Tunnel-Private-Group-ID iZ VLAN ID ZROFEXRTHEL X7,

" HEFETF TR
Bl : VLAN ID 7%° 2048 DG, XF5|T 2048 %8
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8 Web SRELD#EER

o XFFH|” VLAN” 128\ T VLAN ID 28 FEXF TR
5 : VLAN ID 75 2048 0354, VLAN2048 %23 E
e OVT7 47 L—3 337 K name THE L7 VLAN &% HE

7s3, Tunnel-Type, Tunnel-Medium-Type, # &0 Tunnel-Private-Group-ID D=2 D@ A9 R T
BRESNTVARVIRETY A F Iy 7 VLAN T— N TEHA LGS, REBR VLANEL TR A T4 7
VLAN 2#H L7,

I—HID EXAT — FICRXFH 1 ~32 XFT, ROXFPERATEET,

+ 2—H%1ID : ASCII X#a— KD 0x21 ~0x7E
* WNAT—F t ASCII X5 — FD 0x21 ~0x7E

$7z, BWIEARE LTPAP ZRELE T,
(2) Web SREEAMERTY % RADIUS B4
Web #8ZEA*/EM 9% RADIUS DB A RORIRLE T,

*8-3 FEAICHERITBEER (ZD 1 Access-Request)

B4 Type f& Bkl
User-Name 1 I—YREEELET,
User-Password 2 IR AT—-REEELET,
NAS-IP-Address 4 W—=TNy I 5T 2—ADIP 7 KL RAIEERIIN—T Ny 74

VHTz—ZADIP T RLAZEMHL, BEShThWaTL
RADIUS H—NEBETAHA T2 —ADIP 7 RLAZML

9,
Service-Type 6 Framed(2Q) %8 E L £ 9.
State 24 2549 BHFIEICR LT, ERIIC RADIUS 3 —/3» 5 Access-

Challenge T# 5N T &7z State fHEZREL T,
%P, State EAZVEHFIIFRELEEA,

Calling-Station-Id 31 FEEHARD MAC 7 R L X (/N ASCIL, -7 KEJD) 2iEEL &
ER
fl : 00-12-62-12-34-56

NAS-Identifier 32 EE VLAN £ — FEHIERAEMRARZINA L T35 VLAN ID % 8%
XFF|THELE T,

5] : VLAN ID 100 @4 100
Y4F3Iv 7 VLAN E—RBEXUP VLAY —FE—FRTIX, a>v747
L—>3>3< > K hosthname TIRESN-EBREZIEELET,

NAS-Port-Type 61 Virtual(5) 28 E L £ 9.

NAS-IPv6-Address 95 W—TNy 742057 2—ADIPv6 7 F L AIEERIIL— TNy
TJAVETZ—ADIPv6 7 RLAZBML, fEESN T TL
RADIUS H—NEBET B A 5 7 2 —AD IPv6 7 K L R ZHHA
LET, 72750, IPv6 U Y27 u—HLT7 RLATCEET BHEE1E
V=T 7428 T 2—ADIPv6 7 KL AREDHEEIZ Mmb
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8 Web SRIIDERS

B

Type &

e

57, B#EA VYT —ADIPv6 Y 7 a—HLT7 L AZKHL
£9,

x8-4 FRAICHERIBEILER (ZD 2 Access-Accept)
B2 Type {B Bkl
Service-Type 6 Framed(2Q)WBEHE NS : Web FiETE3F v 7 LEHA,
Reply-Message 18 (RfER)
Tunnel-Type 64 ¥4+ 3Iv 7 VLAN E= FBIPVLHY—E— FERICHERLE T,
VLAN 2R3 13 TH5hxFzv 7 LET,
EE VLAN E— FEHSER LA
Tunnel-Medium-Type 65 T4+ 3Iv 7 VLANE—RFBLOL AT —E— FERICERALE T,
IEEE802.1X &[EHDE 6 @ Tunnel-Medium-Type TH % 2%
FrvZLET,
EE VLAN E— FEHIHERALEEA.
Tunnel-Private-Group-Id 81 T4+ 3Iv 7 VLANE—RFBLOL AT —F— FERRICERALE T,
VLAN %2R THFEXFEHNF721d “VLANxX”
xx 1 E VLANID #& L £ 9,
272U, FHEO 1 X277y hORAED 0x00~0x1f DHEIL, Tag
ERLTVWADT, ZOBEE2F7T v SNEPSOfEHD VLAN %
KLET, K£HD 1 477 v FORED 0x20 DLEDOBER, LEHH
5 VLAN 2R L £ 7,
F/, Y93Iy VLANE—RTIX, 20747 Lb—varavw
> N name TEHE S N7z VLAN GRS TEE S N 7-35E, VLAN ZF5
IZxtind s VLAN ID #{#HLE 9,
EE VLAN E— FEHIHERA L EEA.
x8-5 TUIALNRT—REBIATEATBEMER (FD 3 Access-Challenge) [OP-OTP]
B4 Type {E Bkl
Reply-Message 18 T F A MLEF
T8 A LINAT — RERETER Y % X v+ — Y % Reply-Message
FRHEEICFERLUET,
State 24 T2 F A LINAT — RERETER I 21RD Access-Request D
State flE& LCERALE T
% 8-6 RADIUS Accounting CERY 2B
Bt Type {& SHER
User-Name 1 FAZEOL-—FEmEBMHLET,
NAS-IP-Address 4 NASOIP 7 RLAZHEHL LT,
N—=TNy L5 T2—ADIP 7 RLUARERX, L—T Ny
AFT2—ADIPT RLAZBHLE T, 4B, LFEPHEY—
NEBETHA VT T2—ADIP T RLAEREMLE T,
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8 Web SREEDEESR

212

Bl Type B HER

Service-Type 6 Framed(2)Z&EL 9,

Calling-Station-Id 31 WAD MAC 7 RL A (/INXF ASCIL, “” REID) #FELET.
5] : 00-12-e2-12-34-56

NAS-Identifier 32 EE VLAN £ — FEFIZERILR R ZNA L TW5 VLAN ID 2+
XFF|THRELET,
1 : VLAN ID 100 @54 100
Y4 F3Iv 7 VLANE=—RBLOPUVHY—F—FTE, 20747
L—3>a< > K hosthname TIEES N EBREZIEELE T,

Acct-Status-Type 40 Oz A VB Start(l), @27 MERIC Stop) AL £ 9,

Acct-Delay-Time 41 ARy MNEERDPLRETHETICREE LB () 2HHLE
ED

Acct-Session-I1d 44 Accounting fE# % #5845 ID (171>, aZ7v MIELTIE
ECETY),

Acct-Authentic 45 I—HREDKDICFRES Niz»%Rd RADIUS, Local DE¥5 5
MEEMLED,

Acct-Session-Time 46 Oy %as7y N A5ETCORRE () 2L Ed,

NAS-Port-Type 61 Virtual(5) & E L £ 9.

NAS-IPv6-Address 95 NASDIPv6 7 RUAZEHL T,

VW—=TNy T4 25T 2 =D IPv6 7 R L ARRERIX, L—7/\y
AV T—ADIPV6 T RLAZIBML £ 9, &b, LB
P—NEBETAHAAN I T2—ADIPvO 7T RLAZEHLET .
72720, IPv6 V> 7 a—AL 7 RLATEEBT A, L—T Ny
IAVET—ADIPVE 7 RUAREDEEIIPIPD ST, EEA
YT T—ADIPv6 U7 Ua—HLT FLAZMHLET,




86 FEITS—Xvt—Y

8 Web uu.\uIEG)ﬂgFuH

FEET T —EEICFRSNSRRIAEL T — X v =V RROEXZRDOKITITRLE T,

8-25 FREAIIS—XvtE—T

‘ IZ—&S
IS—AytE—UKX

RAET T —DOFEHEBRZRORITRLE T,

x8-7 REAIIS— Ay t—TYE&I5—HREERMINER

9 Io— —
IS—Avt—YRE = & IS5 -S4
User ID or password is wrong. 11 urA 21— IDIMEESNTVEEA
Pl t t ID and R . N
ease enter correct user ID an 1 e
password.
13 ISAT — RBIEEESNTLRL, HIHEE SN XEED
EB&EET
14 074 > 1—4 1D 2B Web 58iE DB ICEH S Tw
FHEA
15 ISZA T — RANE Web #RHE DB ICBSR SN TV EEA
16 GET AV v FO"QUERY_STRING"# 21 XFkK», &
7213, 256 XFZBATWET
17 POST xV vy F®" CONTENT_LENGTH"#»' 21 R TH
%, ¥71F340 cBATVWET
18 071 A—FIDICHFHENTOELWESEESNT
WET
20 NRAT = RICHRAI SN TV AL ESBESNTVET
22 O—ALFREART, BEEADOHA» SBO AV %2{T-
7o, AT —RP—HLTWERATLE
RADIUS: Authentication reject. 31 RADIUS %=1\ 53BFEEF RIS (77 L RETE 2137
7EZXFrLrY) RELELE
RADIUS: No authentication 32 RADIUS ¥ =N\ 5 EH A 2 RETEEHATLE (%
response. BYA LTI, £7213 RADIUS —NOFEN STV
mVIREETY)
You cannot login by this machine. 33 RADIUS IZEE SN T 2F85E% VLAN 7%, Web 883t T
EFRSNT VLAN TEHD FHA.
F721%, VLANA V¥ 72— RIZHRESNTVEEA
34 RADIUS 883 A T, uuuﬁ(ﬁifﬁrﬁiﬁfa‘%ﬁm A L ETo
72BRIC RADIUS ¥ —1\% 53R EF LA (77 RIESR &
7377 RF XL Y) ’Em’fn LE L7
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8 Web

m.\uIEo)gﬁFuH

IS5—R4EEH

E7E VLAN £— FT, WERMERIN TV 2R A—
F) T ET Y DRETY

F7ziE, A—bPEE VLAN E—FELTHRESNTOE
HA

36

EE VLAN £— FTERE SN2 KR— b EINET 5 VLAN
7 suspend REEICZ > TVET,
F£721%, VLAN DA V¥ 72— RAHESNTLERA

41

Web 383t CREEEADHAD S, RixbI—HFToursA
YERDPHD T LT

7213, ¥4+ 3Iv 2 VLANE—FT, 27%% VLAN »
SEREFEAMAROT A Y ERPHV E LI

42

W Web 323E DB ICEE &7z VLAN ID 2%, Web 583
TEZESNZ VLAN TlEH D EHE A,

F71E, VLANA U T2 —RARXRESNTVLEEA

44

F—¥HAK T, IEEE802.1X & L < 1Z MAC FBiEIC & - C&Fi
B, EllEar 747 L—33>3a< > K mac-address
THAD MAC 7 R L AH MAC VLAN IZBHFEAD =D
FAECEEHA

45

WMARDPER S N TV AR A — D) v 7 ¥ oIk
ETT,

F721%, R—bPEE VLAN E—RH LLIBY A4 F3Iv T
VLAN E—RELTRESNTNEEA

46

FORERRAR— b 2 INET D VLAN 78 suspend JREEE 72 -
TWEJ,
F721%, VLANDA ¥ 72— RIIRESNTVERA

47

Web FRiEou 74 VBB RRINEEME 2B 7271258
iECEXFHATL

76

MAC 7 RL 2% MAC 7 RL AT — 7T BT B,
RKOPFREINTVAR=IPY 757 LT0ET,
Fold, R—FPEE VLAN E—RH LY A1 F3Iv o
VLAN E—RELTRESNTVWETA

77

MAC 7 FL 2% MAC 7 FL AT —T7IVICBHT 58, IX
A9 % VLAN 7 suspend JREEIC 2 > TV E T,

F7213, VLANDA V¥ 72— ARHESNTLERA

Sorry, you cannot login just now.

Please try again after a while.

37

RADIUS FBE&H DFEREZEKA® 256 fF 2 A TV E T,
BE, or/A BEeToTZE0

43

Web #83E, MAC 88iF, 7:13 [EEE802.1X s8itnu 71
VMW EBRRNESFN 2 BATT2OICRETEEHAT
L7z

48

FRAEIR A — b OFRALHIRE R 7 7o DICFRIE CE £
Aﬁ(bt
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8 Web SRIID#ESR

I =5 —
IS—XvE—INE 7_:_ & IS5 S
51 Oy VRO IP 7 RLADS MAC 7 KL AR R TE
FHATLE
52 Web #—\73, Web fBiEF—E > EBHETEFHATL
7z
53 Web REEOAHEL 7 —
(Web ¥ —1\%, Web fBiET—EIcu 71 VY ERZES
FHATLR)
54 Web FREEO AL T —
(Web 3 —=1\75, Web fBiETF—E 25 I0E%2Z 15
NEEATLR)
The system error occurred. 61 Web RFEOHEBL T —
Please contact the system (POST AV v FO" CONTENT_LENGTH"ZHUE T& %
administrator. HATLR)
62 Web RFEOWEHLT T —
(POST/GET TRIUFE-72/3F A—=%12" & A 2L L
BENTVWELR)
63 Web REEOHEBL 7 —
(Web ¥ —=NTHADIP 7 RUANPEETEELATL
72)
64 RADIUS B & Accounting N7 7 L AN TEEHAT
L7-GRAERER E 2D £ 9)
A fatal error occurred. 65 Web ZRFEONHLT T —
Please inform the system (FIEEIC 256 % #8 2 7= RADIUS NOFRIFER S E F L
administrator. 72)
72 MAC VLAN ICERREL7- MAC 7 RLAZBHRTEEEA
TL7
73 MAC VLAN 70 & F35Ef#RR 9 5 MAC 7 R L X% HIRR T &
FHATLE
74 MAC 7 RL 2% MAC 7 RLAT—7IICEET HHEIC
II—DRELELE
75 MAC 7 RLRAF =75 MAC 7 R L 2% HIbT 2
LI —PRRELELL
Sorry, you cannot logout just now. 81 ur7y MERENTWHRDIP 7 FLAA»S MAC 7 R L
Please try again after a while. AZBRTEEHATLL
The client PC is not authenticated. 82 U774 YENTVURVEERASOT T 7Y NERTT

IS —BSIEORUGE

e Ix~2x: ELWaA—FID ENXAT—RFTHEO A VIBERZIT->TL S,

+ 3x : RADIUS OREZREL TL2E W,

e Ax : Web BBiFna> 74 7V —>ay, BLUHE Web 523 DB OFREZ RE L TL 72 &0,
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8 Web SRELD#EER

e SXx i HBEO A VIEEEITo TSV, BUARA vy —IUDRREINIGHEIE, EFa<v R
restart web-authentication © Web §RiE 2 HiEH L T 2 &0,

e 6x~7x B I~ K restart web-authentication T Web §2iE 2 HiEH L T 7280,
¢ 8x:IHEUITY MEEEIToO TS,
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8.7 Web SREIEEANE X BEEE

Web Bl AT 2074 VEERT S 7Y MNEEZ E, Web 75 7 HICERT 2EEIER (DI, Web
FAEEE S OET) 1, EAIY Y RTCANEBRI SN TEET, ZOEHIY Y RTCHELLT A L
7 MI)ETRIC, WISRIEEDOT 7 A VBB 7258, %5875 Web FRiIEHREBE MR T, 72, K
RS 77 AN gif 77 ANREDEBRT 7 A VLRIBICERTEE T, 2720, BEFIEET 7
ANDFAXF 2y 72T 2TV, 774 LVORNBRXF v 7 LETADT, BRI BEHEREZIT>TH,S
HTML 7 7 A VRERE 7 7 A L EBHF L TL S0,

ANBZAHZENTELEHEZRIINLET,

[ANE X W] HE 7% BTH ]
s YA VHEEH
e TUZ7 7 MNETHE
s UJA VRIHEE
o OJA VKRR E
s UF 7 bETEIE
s U7 NEMEE
+ Reply-Message Z/RNEH

]
H

2B, B L7z Web FREEEEIZERA I~ > RTHIRTEEd. HIfkL7zH &I, 77 1)L D Web &3
HEHICED £,

F/z, [R8-7 LTI —RAvE—Y &I —FEEHMNEE] IIRITRIELT — A vt —Tb ANEZ
HENTEET,

E51Z, Web 797 HDOBRICAVICERT A7 A 2 (faviconico) B ANEZ AT EATEET,
%77’()1/@::#%5 i |—93 Web 82 Fon ﬁﬁfﬁjﬁagl“cﬂ %%%ﬁﬁ L < 72E Y,

778, Web FBEEOZFFICIRIINT LD RRMAEE 154, BHRULEHESTERENTIZT 7 L
NEEFAFRENET, CD&X, EHAIT < N show web-authentication html-files T Web FREFHE
BRBEHREZIRT S E, BESEIILEZPOEIDIICERENLZEFHDET,

o Web FREEEmEZSFIC [Ctrl] + [C] F—%2FL T, BEKNICAEZ PSS -456

« telnetEHTI >V —Licur 1 L, Web iREEEEEHRHIC telnet 73 5 2> OBER T S 1 7235

AN
=

Web FRAEEHE OEFHICHEPE X 725613, BE Web SEEEZER L T 230,
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8-8 Web IJIL\DIE{%% H%o) %EIz

(1) fgEEDHEF

(2)

fERE & DHAFIZOWVTIE, [5.2 LAV 2RIEEMEEEE OHFICOWVWT] 2SR L TS0,

ARKE NN RDIGRE CIFFR T 2RE(CDWLT
FEBORTFICIETOF I H N0 — ¥ 2 EELLVTL B E N,

RKEE ﬁﬁ;'{&:@FEEJ@’fi%J: 3, VATV MHMEKRDOMAC 7 RLAREZHZ 5230 (Fuxrs¥—
/\%311/ W;t) SIEIE L7258, Web BIANEEHZ 5N/ MAC 7 R L A ZERIEMALR S 23 LT
LEDTDICHET EDER &ﬁ"(%iﬁh

F7z, REBEOR IR — FEEEEOEV HUB S8R LAN 286 L, ThIZEHRD PC PRI N
TWaHE, RIEFEA TR T PCRLTHEENITETLEVIITOTERPLETT,

X 8-26 FKEEIHAKBEDER

REE WebFBEEAENF)

JL— 3 BERED EEHRLAN
A A

(3) OAN EDHEICDOWVT
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Web 8REEId OAN EHFETEF 9, EE VLAN E— FBLU¥ 15 3Iv 7 VLAN £— FPEM%H
a, WIRIFEPHV £,

o REBORINRAR— M2 AX-Config-Master 25t L, Web FBil2{Th 3 ICARZEB THA L7215
&, 2> 747V —3 33w R web-authentication web-port © OAN 2¥MER Y % https K—
b (832, 9698) ZIEET HMENHD L9,

o FRRENRA— M AX-Config-Master 2t L, Web fZiE%2/Tb T ICAREBOIRICHER S N/ EE
FEET 56, WORKNIRTEIICTZ7EAVANTOANDMERT S IP /Sy M2 EESEHH
EMBETT,



(4)

(5)

(6)

(7)

8-27 OAN &DH%EF

OANE I R iEE OANE I REE
.. EEEHEEE

AX-Config-Master A%
FRLTWA A\ yy hE | 4
BESE5=HD —1
TOERA)R EIEE

WebZREE & OANA ER{E

I REEHRA—

S S
AX-Config-Master  WebiREFiH=K

VLAN #EEENFEICE) U oI5 E DENE

EA I~ > N restart vlan T VLAN $EESHELE L7256, Web iRiEIXERIE2 R LW T, FRiESh
EICEBSZ LET, 27750, RDABDZ VRS, BRICKREPHED» S0, BRESTTITA2ETCORRE
BEATELELBZVETH, BEIZT LIBETEBENTZET,

Web SREE 7075 AV BEE LGS

Web F2iET— € U HELE L 5E, BAEFOLI—FINTORAISBREINE T, DB, HEHE
ICIHRD S FH THERILZ/T>o T30,

DHCP #—=/1\D IP 7 RL R 1) — ABFRREIC DV T

FRREN SRR ICEREALRT IP 7 N L 2% DHCP ¥ — N\ 59 245&, DHCP ¥ —/\O P 7 LA —2
Rz TEHRTESREL TLZE

B, WE DHCP H—NICBE LTI, 10MP5HEETEEIAN, NSWEZREL, Lrb, RiE1—
PEDPZNEEICEEBICARPEPVETOT, REIELTY —ARBORELZEE LTS,

L #>—E— RTOEREEFOSREEE VLAN (CDWT

LAY —F—RT, BIAFEHOWHEDP SR FAOL—Y D Tur o Vil (FERE) 217> CE
RXIh & 75 - 72BE, RADIUS —1\»563% 561 7T< % VLAN ID %7213 Web 2 DB ICSBE S N/-
VLANID CEESH-> T, T TIRAESN TS VLANPSEEIIHD A

0 — 7 VERREA KD E S RADIUS FREAROBZE B RIRIC, SAICESRERTN & 7% > e TINE L7123
it VLAN 256 OEFEIZITVE R A
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8.9 SSL EHHE DEMA

8.9.1 HTTPSIC&BO71> -0O779K

Web fRitou 74 V#BES L0 77 MEMEOBE 2 MED» S5F 5701, HTTPS PERATEEI,
Web FEETIE, ABEZ Y —NICRILTAAROREAXZEHA LT, KEEICEES N7 SSL £
“/“:L—)M:J:o’(*)‘—/\uIEEH%&:?é’E@ﬁHb’(iﬁﬁ{n’i’ﬁ SLLET, 4B, DIRNSSL ERESNTWH
&, TLS® &AET . SSLOEEZROKITRLE T,

8-28 SSL MENE
AR

Cl sum

=5 -~
EEE4HrILT—2 3y o ;
H—\EEHE i
N |
ZITWOAEET |g E
SEOFEEHERT 2 H— B ERE N
HERERS BERTES
'“ ® ESiE Ll BB AL "'“ &
stiEg s
 RBERCTEESLINET—ADESE

074 YBEPT 7Y MMEICHTTPS 2[R 5, 2y b T =7 Z@iBRd 5/87 v PSS {ban
9o HTTPS ZfHR L7-AREE LiiKRE D Web 8BiEDBE 2 ROKITIRLE T,

8-29 HTTPS %1%% lJTCZK%E(‘:ﬁ#‘ﬁ;EFEﬁO) Web ulh\n[E@)E{l:l

REE
e, W .
B NT EBEAT
USRS 1= \
ZhEE 054 VER$EREH

R BI7 Y FERERE

*y kT—7 l
D WebH—/\

= T N

C H—/\GEAE
HTTPSZfEAL T J *Mﬁﬁz-
a4 VER/057Y FER FRICASL I E

(L) TR DR

SSL 29 51287z > Ti&, AREICY —/\iEHE, WER, BXUHH CAEREZERT 2 LED
HVET, &b, THBHEARIE, 774 OY— ) GEAZHEWMERPERSNTVWET Y, EROERIC
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8 Web SRIID#ES

an

Wi TUX, FABBICH -2 —/NiEAE, WE#E, BXOHRE CAFHE2 LI ER L TABEICE
LTS (P CAFEER, THEHERICIIBHRINTVERA),

8.9.2 HR— MMk
ABEY A~ 1T SSL OERERORICRLET,

# 8-8 SSL HAR— Miig

D% RE HR—b
SSL/TLS N—2 3 >~ TLS 1.0 O
TLS 1.1 O
TLS 1.2 O
BSAA— b TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 O
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 O

TLS_RSA_WITH_AES_256_GCM_SHA384 X

X

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_RC4_128_SHA

EREE T i RSA (1024~4096 €' 1)

ONNON NONNON RO NGO

Ayt -V EI—F SHA-256, SHA-384, SHA-512, SHA-1

(LB O:¥E—1FF5 x:¥E—bFLAL

2P, ERREAIEIE RSA 2048 By &, A vt—VRREEI— Fid SHA-256 ## L £ 9,

8.9.3 EH7VO—
HTTPS (SSL(E) #MFT 51047 > T, ROFIMEICH > TEELTL S,

1.PC TH—/\FIEAE L R ZERT B,

2.MC ={ERH, F@ERIY> Rsftp, scplEL>T, H—/N\GHAELRBEARKE(CEXT B,
3. H—/\GIAEEREARKEICERT .

4.Web 5Ril & BiHCENT %o
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Web EREEDELTE & B

Web #BiElX, Web 79 ¥ 2 W CERIES N/c 21— I VLAN AND 7
7Y AHHEZITOMKEETT ., COETIE Web FRIEOARL— 3 VIZDW0
THALE T,

1l
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9 Web

9.1

FRELDERE & EM

aA>J747L—>3>

9.1.1

& 9-1

aA>7«147L—3>av>R—8

Web D> 74/ L—aravy R—EERORIRLET,

d>7«47L—>3a>av > R—E&

OV RE

5"1"

B

aaa accounting web-authentication
default start-stop group radius

THIVT 4 2T —NOFERFEZ LET,

aaa authentication web-authentication

default group radius

RADIUS ¥ —NOfFEHHEZ LE T,

web-authentication auto-logout

MAC 7 FLARBEL—Y7 Y Mok 2HH0 777 MEEEREL
e3P

web-authentication ip address

EE VLAN £— FEB L U¥ 17+ I v 7 VLAN £— FED Web
MERIP 7T FLAZEELE T,

web-authentication jump-url

FURERINR, WK ST/ A9BH URL ZHEELE T,

web-authentication logging enable

FOLAER EBET 2O syslog b —NANOHENEFBLET

web-authentication logout ping tos-
windows

SRELE AW 5 P S NS ping O TOS EATEE LT,

web-authentication logout ping ttl

LA WA 5 S NBHT ping O TTL BAIEE LE T,

web-authentication logout polling
count

BT MOWHS B ISEDPED > T2 EOERT 2EH /Ty O
HAEHEEELE I,

web-authentication logout polling
enable

RELE AR OB BRI 2 mEREE AL E T,

web-authentication logout polling
interval

BHCEARE CER I 2B/ v M (ARP) DXHER I 28 E L &
EE

web-authentication logout polling
retry-interval

BNy MW 2 I0E P EOVIGEICHERET B/ N v b ORE
MlEEZEELE T,

web-authentication max-timer

Web REBRED AR ZTEE L £ 9,

web-authentication max-user

Web #IETH 15 Iy VLAN E= FBLULH Y —E— FORIC
RAECTE 2 RARAEREZIEEL LY,

web-authentication port

EE VLAN £— FBEU¥ A5 I v VLAN £— FORRIENR &%
BRI ELET,

web-authentication redirect enable

URL YA L7 MEREZBRICLET,

web-authentication redirect-mode

URL YA L7 M, WRICRRT H074 VBEOTT bl
(http E7z1% https) 2EEL £,

web-authentication ssl connection-
timeout

SSLtv ar Biloy A L7 MEZRELET,
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9 Web SREEMDERTE &EH

v REZ A
web-authentication static-vlan max- EE VLAN E— R CRRIECE S 1Y HEEELE T,
user
web-authentication system-auth- Web g8tz BEMICLE T,
control
web-authentication vlan LAY —E—FT, WebFRETYIDEZ 25§ 2 0B X RO
VLAN Z48E L £ 9,
web-authentication web-port Web ¥ —NADT7 7t ZAR— bESZEMLIHEIBELE T,

9.1.2 BEEVLAN ®E—ROI>T717L—>3>

(1) O—=NLFEARNOERNGRE
O— A VAR EMAT 5 ECORRN LBEERORITRLET.

9-1 B VLAN T—ROO—HILEREIATNDEARER

DNSH—/\
10.0.0.1

RELRICT IV ERATES

SAERDHOPH— /3
10.0.0. 100
1/0/11 - .
s | WebZRFEZRAIP7 FLX
#EE * 10,10, 10,1
1/0/4
e
HUB
VLAN 10

192.168.10. 254/24

SHEBDHCPH—/RI2 & B
IP7 FLRE&

(a) EREEAR— MOFRE

[REDHA > N
Web BIECHRAT 5%~ b #RELET.

[O7 > RICKBERE]

1. (config)¥# vlan 10

(config-vlan)ff state active
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9 Web SREEMDERTE &EH

(b)

(c)

(d)

226

(config-vlan)t exit

2.(config)#f interface gigabitethernet 1/0/4

(config—if)i#t switchport mode access

(config-if)#f switchport access vlan 10

(config-if)# web-authentication port

(config-if)# exit

FRAEEITOWMEDPER SN TSR —MIVLANID & Web FBiEZFHELE I,
3.(config)# interface gigabitethernet 1/0/11

(config-if)# switchport mode access

(config-if)#f switchport access vlan 10

(config-if)# exit

RMARBICT VAT 22 NT—UD L3 AA v FAREFRTHIR—FE2EELET,

VLAN 12971 —RICIP7 RLRZEE

EREDRT > K]
Web ZREETHRYT 2 VLANIZIP 7 FLAZRELE T,

[O7 > RICKBERE]

1. (config)}f interface vlan 10
(config-if)# ip address 192,168, 10.254 255, 255, 255, 0
(config-if)# exit
Web 8iE AT S VLANID 10ICIP 7 RL AR ELE T,

SELER IPv4 7 7 XA X NDEE

[BREDRA > K]

FRRERTRRE DI R 5 REB DI DBE ZFF A I et HH [Pv4 772 AV X h %
[O7 > RICKBERE]
1. (config)#f ip access-List extended 100

(config—ext-nacl)}f permit udp any any eq bootps

(config-ext-nacl)#f permit udp any any eq domain

(config-ext-nacl)# exit

(config)ff interface gigabitethernet 1/0/4

(config-if)# authentication ip access—group 100

(config-if)# authentication arp-relay

(config-if)# exit

BELET,

EREERT DM AR D & DHCP /37w & DNS B —N\ADT 7t A% FFR[ 9 58 EH IPv4d 7 7 XY
APZRELE T, 5612, ARP /YTy F2ERRBEOIRICEESE S L DICRELE T,

Web SREEDERTE

[EBREDRAT > K]
WebEFDa> 74 7L —a>ya<v Yy ReHRELT Web BRiE2EICLET,

[O7 > RICKBERE]



1. (config)# web-authentication ip address 10.10.10.1
Web nuuﬁgﬁﬁw P 7 ]\ LA (IPV4 7 P]/7\) %4)‘1‘:—'—-Li—§—o

2. (config)# web-authentication system-auth-control

Web BAEZEBLE T,

(2) RADIUS FBEEAINDERHIRERE
RADIUS AR & HAT 5 L CORRNZBELRORITRLES
9-2 EE VLAN £— R RADIUS SBEESHDEAHER

RADIUSH—/X
10.0.0. 200

L3R4 v F | |SEEEEEE

S+EBDHCPH— /3

10.0.0. 100
i 1/0/11 o
=
= 1/0/4
e
HUB
VLAN 10

192.168. 10. 254/24

(a) EREEAR—MORE

EREDRA > N
Web SRECHEAT 2R - b ERELE T,

[Ov > RICKBERE]
1. (config)#t vlan 10
(config-vlan)ff state active
(config-vlan)ff exit
2.(config)t interface gigabitethernet 1/0/4
(config-if)#f switchport mode access
(config-if)#f switchport access vlan 10
(config-if)# web-authentication port
(config-if)#f exit
RAEZITOWMARDPER SN TSR — M VLAN ID & Web FRiE% 3

9 Web F3EEDER

| WebRIEFMIPY KL

10.10.10. 1

SLERDHCPH—/NIZ & B
IP7 KLRETE

ibijo

EEER
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(b)

(@)

(d)

228

3.(config)#f interface gigabitethernet 1/0/11
(config—if)i#t switchport mode access
(config—if)# switchport access vlan 10
(config-if)# exit
RABICT VL AT 22 N T—VDIL3AA v FRERFRTHIR— M E2EELET,

VLAN 12971 —RICIP 7 RLRAZEE

[BEEDRA > N
Web ZREETHAYT 2 VLANIZIP 7 FLAZRELE T,

[O7 > RICKBERE]

1. (config)}f interface vlan 10
(config-if)# ip address 192.168.10.254 255, 255, 255. 0
(config-if)# exit
Web BiE AT S VLANID 10ICIP 7 RL A2 ELE T,

SREEERA IPv4 7 7 RAU X NDEE

BREDRAT > N]
RRERTRRE DI R 5 REBE DI DBE 2RI § S50t IPv4 7T 7L AU A M ZRELE T,
[O7 > RICKBETE]
1.(config)#f ip access—Llist extended 100
(config—ext-nacl)}f permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nac)# exit
(config)ff interface gigabitethernet 1/0/4
(config-if)# authentication ip access—group 100
(config—if)}#f authentication arp-relay
(config-if)# exit
EREFRTOWHR A 5 DHCP /8% v b & DNS U —NNAD 7 7 A %2 #H 0] 3 2ERiFEA [Pvd 7 71 A Y
ArEBRELET. 51T, ARP X7y b2 AEBONBICERSEL LI ITHELE T,

Web SBEIDERE

EZU S SAN

WebiFn a7 4 7L —Y3»av Y K% LT Web fRiE2BMICLET,

B
i

[O7 > RICKBERE]

1. (config)lf web-authentication ip address 10.10.10.1
Web FRFHEADIP 7 FLA (IPv4 7 FLR) Z2HELET,

2.(config)# aaa authentication web-authentication default group radius
(config)# radius-server host 10.0.0.200 key "webauth”
I —HEREE%E RADIUS 4 —=NT{T572DD P 7 R L A& RADIUS #ARELE T,

3. (config)# web-authentication system-auth-control



Web ALz E# L %9,

9 Web WL\DIEO)EI Em

(3) RADIUS FREE5 T + Ak DHCP # —/\fERF DERE
RADIUS FB3E /A 7 & 4% BH DHCP  — N2 T 5 L TOEANZHERERORISRLE T,

9-3 EZE VLAN £— R RADIUS 535EA R + gk DHCP H# —/NOEARER

RADIUS+—/ <
10.0.0. 200
v ¥ |[e=EEgEee
LBRA v F
HEE AT ol WeDBIEEMIPT KL X
............................ 10.10.10.1
RGP — /| 1/0/4
& VLN 10
192. 168. 10. 254/24
HUB
PIRDHCP4 —/ 312 & 5
Py rLaBE
PC1 PC2
(@) FRELAR—bDFRE
BEEDRA > M
Web SBRECHAT 2R - b ERELE T,

[Ov > RICKBEHRE]

1. (config)# interface gigabitethernet 1/0/4

(config-if)# switchport mode access
(config-if)#t switchport access vlan 10
(config-if)#f web-authentication port
(config-if)# exit

FREZITOWMARPER SN TSR — MIVLANID & Web 82 REL £,

2.(config)}# interface gigabitethernet 1/0/11

(config-if)# switchport mode access
(config-if)#t switchport access vlan 10
(config—if)# exit

AR I

FTIYATEEY N T—TDL3AA v FR2EBERT AR E2EELE T,
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(b) VLIANT>9T7x—RICIP7RLRAZEE

EREDRA > K
Web ZBiETHYT 2 VLANIKIP 7 FLAZBRELE T,

[O7> RICKBEERE]
1. (config)# interface vlan 10
(config-if)#f ip address 192.168. 10. 254 255, 255, 255. 0

(config-if)# exit
Web #R3EC{ERHd A VLANID 10ICIP 7P RLAZFHELE T,

(c) SREIFAIPvA 77 tERXNDEE

BREDRT > N
FRRERTIREB DN R D 5 AREBE DN EFANDBFE 2T T HRAEHIPVA 7T 7 LAV A M ERELE T,

[Ov > RICKBETFE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10. 254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255. 255,255 eq bootps
(config—ext-nacl)}f permit udp any any eq domain
(config-ext-nacl)# exit
(config)#f interface gigabitethernet 1/0/4
(config—if)#f authentication ip access—group 100
(config-if)# authentication arp-relay
(config-if)# exit
FREERT DR 5 ARZEBEWN DHCP % —/3[iF @ DHCP /¥ v » & DNS % —N\AD 7 7 & X % FFA]
THRMERIPVAT 7R RAV A M ERELET. 515, ARP Yy b2 RBEBEONRICEESE S
EOBELET,

(d) Web nlL.\uIEG)URE-‘:_

[EBREDRT > N
WebBiFD a7 4 7L —a>yavy REHRELT Web BRiE2EMICLE T,
[Ov > RICKBEERE]
1. (config)# web-authentication ip address 10.10.10.1
Web ZBiEEHOIP 7 RFL A (IPvA 7 RLR) ZBRELET,
2.(config)#f aaa authentication web-authentication default group radius

(config)ff radius-server host 10.0.0.200 key "webauth”
I —H5RiE% RADIUS U —NNTITH 720D P 7 KL A& RADIUS 2R ELE T,

3. (config)#f web-authentication system—auth-control

Web FBREZEE L 9
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913 14+XIvyZ7VIANE—ROO>7«47L—>3>

(1) O—HLREAANOESRNLRERE

o— ﬁ)bmﬁﬁtéﬁiﬂﬁé@@;@wm& REZMOKIIINLET, B, WRDOIP 7 RL AL,
iz& EBEWN DHCP H— /\ﬁ‘%ﬁﬂﬁ‘ﬁb, EREER I ES DHCP U — 1\ oA L F 7,

=113
[52

!
EE

3512, 8% B VLAN & E83E% VLAN BO@EFE 2Bk 574 LY 2R ELE T,

9-4 91+3Xv 7 VLAN E—ROO—-HILEFHEAROERER

PREIEICT O ERTES
Y bT—2

RELAN=FT IV ERTES
*y kT—=2

%"‘IIDHCP'U‘—/ \

(FREF#&VLANA) VLAN 50

192.168. 50. 100 )
\/_IZAN 100 . TI+IWETF—brozA
FTIAILET =+ A 192.168. 50. 1

192.168.10. 1 :gaaaa_—_”%“ gEEEEEE

/7 T T i i —==a
KEE 11/0/1 i 11/0/9 1/0/10 1
| PImDHCP — /X | | i Pt r o
--------------------------------- ! L 1/0/4 ! 7oA
i \ ! —
VLAN 10 1 N DI AEEEEEE—— VLAN 50
(SBEERTVLAN) (RREE#£VLAN)
192.168. 10. 254/24 192.168. 50. 254/24
| AL YF I

o+ DHCPH—/NIZK BIP7 FLREEE

(a) FREER—bOFRE

EXEDRT > N]
Web fREECHEAT A2 R—- b 2BRELE T,
[OY > RICKBERE]
1. (config)# interface gigabitethernet 1/0/4
(config-if)#t switchport mode mac-vlan
(config-if)#f switchport mac native vlan 10
(config-if)# web-authentication port
(config-if)f exit
FRAEEITHOWMARDPER SN T VAR — MM MAC VLAN & Web FBiEERELE T,
2.(config)# interface range gigabitethernet 1/0/9-10

(config-if-range)#f switchport mode access

(config-if-range)#f switchport access vlan 50
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(config—if-range)f exit
RAERICT VAT ARy NT—=TDR—r2HBELET T,

(b) VLIANT1>97x—RICIP7RLAZHE

(@)

REDRA > K]

EREFRT VLAN B X U'888F % VLANICIP 7 FL AZ2BELE T,

[O7 > RICKBERE]

1. (config)ff interface vlan 10

(config-if)# ip address 192,168, 10.254 255, 255, 255, 0
(config-if)# exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255, 255, 255. 0
(config-if)# exit

FREERT VLAN &F%iE#% VLAN IZE IP 7 L AZH/RELE T,

SREEERA IPv4 7 7 RAU X NDEE

EREDRA > M

FRALRTRRE DR D 5 KRB D IR DBE 2 FF A T S HEM [Pv4 7 7 AU A Z2RELE T,

[O7 > RICKBERE]

1.(config)#f ip access—Llist extended 100

(config-ext-nacl)#f permit udp host 0.0.0.0 host 192.168. 10. 254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255. 255,255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1

(config—ext-nacl)ff exit

(config)# interface gigabitethernet 1/0/4

(config—if)}#f authentication ip access—group 100

(config-if)# authentication arp-relay

(config-if)if exit

FRRERT DR HARZEBEN DHCP ¥ —/\[ait o DHCP /37w s & VLANIO DT 7 # )L b7 — b
x4 (IP7 KLA192.168.10.1) "OT7 7t A%FFA[ 9 HFB5EHH [Pv4 7 7 AU X M EFE L
£9, 5IZ, ARP/Sry b RBEBEDOHFICEHESE LI OBRELE T,

(d) VLANBD@fEZZELT S

232

[BREDRT > M

FORERT VLAN E583ER VLAN B O@EF 2R o8EZ LE T,

[Ov > RICKBETFE]

1. (config)}f ip access—list extended 110

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10. 254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255. 255,255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192, 168.10.0 0.0. 0. 255
(config-ext-nacl)# deny ip any any
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(config-ext-nacl)# exit
(config)# interface vlan 10
(config-if)#f ip access—group 110 in
(config-if)# exit
2.(config)# ip access-list extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)ff permit udp host 0.0.0.0 host 255.255.255. 255 eq bootps
(config-ext-nacl)#f permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)ff permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)ff interface vlan 50
(config-if)# ip access—-group 150 in
(config-if)H exit
EREERT VLAN &E8iE#% VLAN B CEFE SRV EIICHEL 7.

(e) Web EREEDERTE
[EBREDRAT > K]
WebBiFD I 74 7L —ayavy REHRELT Web BRiE2EMICLE T,
[O7 > RICKBERE]
1. (config)# web-authentication ip address 10.10.10.1
Web ZiEEADOIP 7 RFLA (IPv4 7 RLR) Z2HELET,

2. (config)# web-authentication system—auth-control
Web ZBiE=EE L £9,
(2) RADIUS SBEEA X DEARNEERTE

RADIUS SR AR = HHT 2BOBEARNZHRELZIROKIIRLET, &8, WADOIP 7 RL R
IEARZEBN DHCP =N\ 5 EMm L, FWIERIIIE DHCP Y — N\ 5 EHA L £,

[S21
b= {1113
B
=
=

ol

E 512, FREERT VLAN &#%iE% VLAN OB EEZRIET 57 VY ERELET.
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®9-5 &1+ Xv7 VLAN E— KD RADIUS SBiEAXNDEXIER

REFEICT O R TED
Y bT—5

FRRLRTIC TV 2R TED
*ry bT—25

S} EBDHCPH—/ %

RADIUSH—/A (FRRE1£VLANR)

192.168. 10. 200 192.168. 50. 100 VLAN 50
VLAN 10D TIAHIRT—boxA
TIAIETF— bz A 192.168.50. 1

192.168.10. 1 [eeasses

_________________________

OEEEEE 00
ooEREe8

............ P R .

~

i \
H 4 ! N
HIEE 11/0/1 1/0/2| 11/0/9 1/0/10 1
) ! ! 1
MAEDHCPH—/ | | : Pt r qo_
i L 1/0/4 ! 7R
I‘ ‘\\ II /.,_
VLN 10— TS T VLAN 50
(GREEATVLAN) (SREE#VLAN)
192.168. 10. 254/24 192.168. 50. 254/24
I AAYTF I

o1 DHOPH—/NNIZEL BIP7 FLREBE

(a) EREEAR— MORE

EBREDRT > N]
Web FBiECHERT 2R —FEHELE T,
[O7 > RICKBETE]
1. (config)#f interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config—if)# web-authentication port
(config-if)# exit
FRRERITOWMADER SN TSR — I MAC VLAN & Web 8RiE#ERE L £,
2.(config)ff interface range gigabitethernet 1/0/9-10
(config—if-range)lf switchport mode access
(config-if-range)#f switchport access vlan 50
(config—if-range)#t exit
RABICT VL RAT By T DOR—FEBELE T,

(b) VLIANT>97T7x—RICIP7 RLAZEE

BREDRA > M
FURERT VLAN B L URRfE% VLANICIP 7 FLAZRELE T,

[O7 > RICKBEETE]
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1. (config)# interface vlan 10
(config-if)# ip address 192.168. 10.254 255255, 255. 0
(config-if)ff exit
(config)$ interface vlan 50
(config-if)ft ip address 192.168.50.254 255.255.255.0
(config-if)#f exit
FREERT VLAN &FREE% VLAN IZEIP 7 L AZHRELE T,

() ERIER IPvA 7T R NDRE

[BEEDRA > N
FRERTIRRE DR D & AEB DN DBE 2 FFAI § SR EM [Pv4 7 7B AV A b ZHREL X T,
[O7 > RICKBRE]
1. (config)¥ ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255,255,255 eq bootps
(config-ext-nacl)#f permit ip host 192,168.10.0 host 192, 168.10.1
(config-ext-nacl)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)#f authentication ip access—group 100
(config-if)# authentication arp-relay
(config-if)#f exit
FREERT O AR D HAREEEN DHCP Y —/\[@i3 @ DHCP /87 v & VLAN 10 OF 7 4 )V b7 — b

A (IP7FLXZ192.168.10.1) "OF7 7 A%0[ T 2R HEHPv4 77t A) A M ZHREL
F9. 5612, ARP )Xy M EREBONRBICEIESELEIIRELE T,

(d) VLAN BD@EZRLET S

EREDRT > N]
FUEERT VLAN &325E#% VLAN BO@EFE 22T 5/ EEZ LE T,

[O7 > RICKBERE]

1. (config)¥ ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255,255,255 eq bootps
(config-ext-nacl)#f permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 10
(config-if)#t ip access—group 110 in
(config-if)#f exit

2. (config)# ip access-Llist extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255.255.255. 255 eq bootps
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(config—ext-nacl)#f permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192, 168.50.0 0.0, 0. 255
(config—ext-nacl)}f deny ip any any

(config-ext-nacl)# exit

(config)#f interface vlan 50

(config-if)#f ip access—group 150 in

(config-if)# exit

FURERT VLAN & 3%5F% VLAN M CEESE LWL ITRELE T,

(e) Web DlL.\nIEa) UIE

EREDRT > M
WebERiFD 2> 74 7L —23>av Yy REHELT Web RiE2E3NCLET,
[O7> RICKBEERE]
1. (config)#f web-authentication ip address 10.10.10.1
Web 8B FEHDOIP 7 LA (IPv4 7 RLR) Z2HRELET,
2.(config)#f aaa authentication web-authentication default group radius
(config)ff radius-server host 192.168.10.200 key "webauth”
I —H5BEE% RADIUS U —NTITH 720D P 7 FL A& RADIUS #%5HEL X T,

3. (config)#f web—-authentication system-auth-control
Web fRiEEHEH LE T,

(3) RADIUS 5835 + SR5ERT (CS4EB DHCP 5 —/\fERIFDERE

RADIUS u.Eﬁ_t:T At DEHU% cl:Ul]L DE?{ -, Tf{%}'{@ IP7FRLXA %%h%h@ﬂ%ﬁ DHCP ¥ —,372» Eﬁaﬁ
T AHEDOBREIRITRLUE T,

S 512, FWEERT VLAN EE8RE% VLAN RO@BFE2H1ET 57 4 LY ZREL T,
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9-6 ¥17+3Xv 7 VLAN E£— KD RADIUS 883553 + 5488 DHCP H —/\fERF DR

AARICTIERTES
*y kT—=7

FOEERTIC T VR TES

_ SMEBDHCPH—/%  #VEBDHCP+—/3
RADIUS# —/%  (emspiVIANA)  (RREE#VLANF)
VLAN 100 192.168.10. 200 192 168.10.100 192.168.50.100 | i AN 500D
TIHINbES—rozA = TIHIbES—bozA
192.168.10. 1 : 192.168.50. 1
I_ETE EEEEEE
I' _____________ P VDRI [ —— -
! \
ALEE i 1/0/1 1/0/9 1/0/10 E
| ! ——7 2 £ XK=k

VLAN 10 VLAN 50
(FREEFTVLAN) | L2Z 4 v F | (FREE&VLAN)

192.168. 10. 254/24 192. 168. 50. 254/24

S}ERDHCPH— /812 &k %

- - IP7 FLARE

PC1 PC2

(@) FREEIR— NDEE

EXEDRT > N]
Web B CHERAT AR —b2RELE I,

[O7 > RICKBETE]

1. (config)tf interface gigabitethernet 1/0/4
(config-if)#f switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if)#f exit
LR ITOWMADNER SN TSR — I MAC VLAN & Web SRiEZEREL £,

2. (config)# interface range gigabitethernet 1/0/9-10
(config-if-range)ff switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit
RABICT VL RAT By T =T DOKR— FEBELET .

(b) VLIANT>9T7x—RICIP7RLRAZHE

BEEDRA > N
FURERT VLAN B K URRFE% VLANICIP 7 FLAZRELE T,

[O7> RICKBETE]
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(©)

1. (config)# interface vlan 10

(config-if)# ip address 192.168. 10. 254 255, 255, 255, 0
(config-if)# exit

(config)# interface vlan 50

(config-if)}f ip address 192. 168.50. 254 255, 255, 255. 0
(config-if)# exit

EREFRT VLAN &388F % VLAN ICK P 7 RLAZHRELE T,
ERIIER IPv4 77 AU A NDERE

BREDRT > M

FRRERTIREB DN R D 5 AEBE DN EFADBFE 2 FF A T HREEHPVA 7T 7 LAV A M ERELE T,

[Ov > RICKBETFE]

1. (config)}f ip access—list extended 100

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)#f permit udp host 0.0.0.0 host 255, 255. 255,255 eq bootps
(config—ext-nacl)}f permit ip host 192,168.10.0 host 192, 168.10.1
(config-ext-nacl)# exit

(config)#f interface gigabitethernet 1/0/4

(config—if)}#f authentication ip access—group 100

(config-if)# authentication arp-relay

(config-if)# exit

FRERT DMK 594858 DHCP ¥ —/ @3 @ DHCP /¥ v b & VLAN 10 DF 7 4 )L b7 — b7z A

(IP7 RLZ192.168.10.1) "OF7 7t A% HFn I 2 LFEHIPvA 7 7t RV A M 2FRELE T, &
512, ARP Ny M REBEDONBICEESEHLIORELE T,

(d) VLAN BD@EZRLET S
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[BEEDRA > N

#AERT VLAN EE8RER VLAN HO@EFE 2 F LT 28EZ LE T,

[OY > RICKBEEE]

1. (config)}f ip access-list extended 110

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168. 10.254 eq bootps
(config—ext-nacl)ff permit udp host 0.0.0.0 host 255, 255,255, 255 eq bootps
(config—ext-nacl)#f permit udp host 192.168.10.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192, 168.10.0 0.0, 0. 255
(config—ext-nacl)}f deny ip any any

(config-ext-nacl)# exit

(config)#f interface vlan 10

(config-if)#f ip access—group 110 in

(config-if)# exit

2.(config)# ip access-List extended 150

(config-ext-nacl)#f permit udp host 0.0.0.0 host 192.168.50. 100 eq bootps
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(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255, 255,255 eq bootps
(config-ext-nacl)#f permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)ff interface vlan 50

(config-if)# ip access—group 150 in

(config-if)#f exit

FREERT VLAN &F%iE% VLAN I CEBESE VR ICHELE T,

(e) Web EREEDERTE

[EREDRA > K]
WebEEiEn 2> 74 7L —23>avy RERELT Web 8BiE2E3ICLET,
[O7> RICEKBERTE]
1. (config)# web-authentication ip address 10.10.10.1
Web fZiEEADOIP 7 LA (IPv4 7 RLRA) 2F/ELET,
2.(config)}f aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key "webauth”
I—HEREEE RADIUS Y —NTiTH 720D P 7 KL A& RADIUS B2/ EL £ 9,

3. (config)# web-authentication system-auth-control

Web RHE# 8 L% 7,
914 LAY—FE—ROI>T7147L—>3>

(1) O—AILERAHBADERNLRERE

O—H VB AREERHT 2 L TCORERWZERELZIROKIIRLET. 28, WAk (PCl, PC2) OIP 7
FLZIX, WARAICERIERI & RERICFETYIDEZ A2 DELET,
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(a)

(b)

240

X 9-7 O—RILEEEATDBRHA]

SRERIIC 7V R TESHY—N ARICT O ERTERY—N

A | 1/0/] = m—

#——— VLAN 50
(FBEE&VLAN)
192. 168. 50. 254/24

(FRREATVLAN)
192.168. 10. 254/24

—— FHITKBIPT FLREKE

%ﬁ%ﬁﬁﬁVLAN&%EnE&VLAN% HEL, TVLZAYRXMNDEREZ LD EI ,Web PILORERE LE
9. 7z, FOREET VLAN 2 5 13585E% VLAN I L CEE % n#Tb&L‘J:’), ZREEE VLAN 7 5 Z2EERT
VLAN 2% LT Web 77747‘&0)@&,71 F2HFAT BT LAY A NERELE T,

SREER— N DERE
EBREDRAT > N]
Web SBiETHATA2R—FEFELE T,
[O7 > RICKBERE]
1. (config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-if)# exit
FRREZAT D W AR P HAE S LT B AR — MCEEEERT VLAN & 38EE#% VLAN 2 8E L £9,
2.(config)# interface gigabitethernet 1/0/9
(config—if)i#t switchport mode access
(config—if)# switchport access vlan 50
(config-if)# exit
RALRICER T A2 — N EHER T AR — MIFRHES VLAN 2H8E L £ 7,

VIAN 1 >9 7 —RICIP 7 RLRAZEE

[EBREDRT > N
EREFRT VLAN B XU % VLANICIP 7 FLAZHELE T,

[OY > RICKBEEE]

1. (config)ff interface vlan 10
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(config-if)# ip address 192,168, 10.254 255,255, 255, 0
(config-if)ft exit

(config)ff interface vlan 50

(config-if)# ip address 192, 168.50.254 255,255, 255, 0
(config-if)f exit

FREERT VLAN &F%iE#% VLANICEIP 7 FLAZHRELE T,

(@ 77tRIVRANDFRE

[BREDRA > K]
i VLAN EFREERT VLAN O7 VL ZA ) A b ERELE T
[OY > RICKBERE]
1. (config)# ip access-Llist extended 100
(config-ext-nacl)ff permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)ff interface vlan 10
(config-if)# ip access—-group 100 in
(config-if)H# exit
FURERT VLAN 70 5 13585F% VLAN IO L CGREZFFAILAZVWESI T 7RV A M E2RELE T,
2. (config)# ip access-Llist extended 150
(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq http
(config-ext-nacl)ff permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)ff interface vlan 50
(config-if)# ip access—-group 150 in
(config-if)# exit
FRRE#% VLAN 20 S 13 F85ERT VLAN ICH LT 7 7 XU A M EHRELE T,

(d) Web SBEIDERE
EREDRA > K]
WebEEEn 2> 74 7L — 323wy RERELT Web 8iE2ERICLET,
[Ov> RICKBETE]

1. (config)# web-authentication vlan 50

Web SRiFD#BiE% VLAN 28 €3 53074 7L —a A< RTVLANID #%ELE T,
2. (config)#f web—authentication system—auth—-control
Web ZBiE=EE L £9,

(2) O—AIEREES + A DHCP 5 —/\{ERFOER

0 — 77 )LEREE A U DHCP 4 —/ N2 {8 LT Web iR 2B L7 BROFRER %, ROBIIR L E 9,
B, mAR (PCl, PC2) OIP 7 NLRIE, AEENED DHCP ¥ — 1 HETEH DL THbDELET,
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X 9-8 O—7JLEREEAT + Ak DHCP fEREFDERLS]

FFARICTIERTES
*y kT—=7

ATV ERTES
*v kT—=7

FERIZCTOER

TEZH—N VLAN 500
Eg‘%1¢_F@ 4 = FIANRF— Rz A
TA) = 192. 168. 50. 1

192.168.10. 1
gEEEEEE"! 2EE°!

I, L '1 ----------- T T T,
! ! 1 \I
AEE {1/0/1, 11/0/9  1/0/10 |
AR 1 75z
semihalien o S 1/0/4 I ,
1 k. I
VLAN 10 ———————%  “so-oooooofoooooooo oo A VLAN 50
GREERIVLAN) LT (SREE#VLAN)
192. 168.10. 254/24 192. 168. 50. 254/24
I AAYTF |
1 DHCPH—/\IT& BIPF FLRE

ERRERT VLAN & #83E#% VLAN 28%E L, 771 XY X b, DHCP U —NDOHREZIT->7=H &1, Web
FRREE DB E’a’:bi@‘o ¥ 7z, FUEEHET VLAN 2 5 I135R5E% VLAN IS L CEEZFR LaWwk S, Rk
VLAN f)’ mquﬁU VLAN | ;(TL/T Web 77'7"72:@1_{n7t_ T’Eu?T@Fé?ﬁJGZUZI\’E %bij_

(a) EREEAR— NDERE
EREDRAT > N]
Web SBiETHAT A2R—FEFELE T,
[O7 > RICKBERE]
1. (config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-if)# exit
FRREZAT S W AR P HAE S LT B AR — MCEPEERT VLAN & 386E#% VLAN 2f8E L £9,
2.(config)#f interface range gigabitethernet 1/0/9-10
(config—if-range)it switchport mode access
(config—if-range)ff switchport access vlan 50
(config—if-range)# exit
RALRICER T A2 — N Z2HER T AR — MIFRHES VLAN 2 8E L £ 7,
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(b) VLIANT>9T7x—RICIP 7 RLRAZHE

EREDRT > M
FRRLAT VLAN B K UOFBE% VLANICIP 7 RL AR HRELE T,
[O7 > RICKBEE]
1. (config)f interface vlan 10
(config-if)ft ip address 192.168. 10.254 255.255.255.0
(config-if)#f exit
(config)# interface vlan 50
(config-if)lf ip address 192.168.50.254 255, 255.255.0
(config-if)if exit
FRRLAET VLAN & 8850 VLAN ICEIP 7 RLAA2RELE T,

(© 77EAURANDFRE

[EREDRT > N]
FoaE# VLAN EF8RERT VLAN O 7 72 XY A M 2B ELE T,
[O7 > RICKBEKRE]
1. (config)¥ ip access-list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192,168,10.0 0.0.0, 255
(config-ext-nacl)#f deny ip any any
(config-ext-nacl)# exit
(config)ff interface vlan 10
(config-if)#f ip access—group 100 in
(config-if)ft exit
FURERT VLAN 70 513583 % VLAN IO L CBEZHFIILAVWE S, 77EAV AL Z2HRELET,
2. (config)}# ip access-list extended 150
(config-ext-nacl)#f permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq http
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255. 255, 255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10. 254
(config-ext-nac)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50. 254
(config-ext-nacl)ff permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)ff interface vlan 50
(config-if)# ip access—-group 150 in
(config-if)f exit
FREE% VLAN 20 5 I 3583ERT VLAN ISR L, Web 757806 0BELZTHREZFAITL2LD, 77
TRV AMERELE T,
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(d) DHCP H#—/\DHE

EBREDRAT > N]

WA IP 7 RLUAZEAT 57:9H0 DHCP —NEZFHEL £ T,
[O7 > RICKBERE]
1. (config)# service dhcp vlan 10

(config)ff ip dhcp excluded-address 192,168, 10,1

(config)ff ip dhcp excluded-address 192, 168. 10. 254

(config)# ip dhcp pool POOL10

(dhcp-config)if network 192, 168.10.0/24

(dhcp-config)# lease 0 0 1

(dhcp-config)# default-router 192, 168.10. 1

(dhcp-config)lt exit

DHCP % —/NICE8RERT VLAN FHOREZ LE§ (ARFRIEI(EAT 2 IP 7 F L ADEHAZREL

To T7HNLIL—FDIP7 FLZ192.168.10.1 FELE7.)o
2.(config)# service dhcp vlan 50

(config)# ip dhcp excluded-address 192.168.50. 1

(config)ff ip dhcp excluded-address 192, 168, 50, 254

(config)ff ip dhcp pool POOL50

(dhcp-config)#t network 192.168.50.0/24

(dhcp-config)tt lease 0 0 1

(dhcp-config)# default-router 192.168.50. 1

(dhcp-config)it exit

DHCP #—/NIZFBiE#% VLAN FHOREZE L9 GRRES Ncm R THEAY 2 IP 7 B L ADFEA 2 5
LEde 774 FL—FDIP 7 FL R 192.168.50.1 ZFE L £7 )0

(e) Web SREIDEETE
[BREDRAT > K]
Web fZRENI> T 4 7L —2aravwy RERELT Web fBiE2BEICLE T,
[37> RICKBERE]
1. (config)#f web-authentication vlan 50

Web fREEDREE VLAN 28E T 2274 7L — 33w FTVLANID 28 EL £ T,

2.(config)#f web-authentication system-auth-control
Web FBiE#EE L £,

(3) RADIUS 58343 + Wigk DHCP 5 —/\ R DB

RADIUS £83F 5= & g DHCP 5 — N2 LT Web 2B L-EOHE%E, WORIRLUE
I B, WK (PCl, PC2) OIP 7 FL A, AREBWNE D DHCP ¥ — N\ HETEHDHETHHDEL
£9,
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X 9-9 Web E28E?M RADIUS sREEAT + Wi DHCP SRR D& RLH
BEFICF Y ERTED BRI RRTES
Ry kT—4 ry kT—2
RADIUSH— /% BIERICTIER
192. 168. 10. 200 TEDY—N VLAN 500
VLAN 100> = FIANLRF— oA
FIALEF—rza 192. 168. 50. 1
192.168. 10. 1 [%%E E%E
REE 1/0/10 |
NEDHCPH—/\ 1 : T ERR—
VAN 10 — X ____ T VAN 50
(REERTVLAN) (BREE14VLAN)
192. 168. 10. 254/24 192. 168. 50. 254/24
I RAAYTF I
o DHCPH—/NI= &k BIP7 KL REE
[=— 5 [— 5
2 2
PCI PC2
ﬁﬁmWANa Rl VLAN Z3E L, 77tzuzr DHCP 4 —N\OFREZ{To/zd &I, Web
REEDRER LE T, F7z, FPEEAT VLAN 20 513530 E% VLAN ICH L GREZFR Lk S, Fikk

\/LJ%PQ »5

(a) EREEAR—bOFRE

[EBREDRAT > K]
Web DLDET{%EHT%)-]— ]‘;E %bijo

(O RICKBERE]

1. (config)# interface gigabitethernet 1/0/4
(config-if)#f switchport mode mac-vlan
(config-if)#f switchport mac vlan 50

(config-if)# switchport mac native vlan 10
(config-if)#f exit

FREEZAT D WAR PR S N TV SR — MIEUAEAT VLAN & 883k VLAN %45

2.(config)# interface range gigabitethernet 1/0/9-10
(config-if-range)# switchport mode access
(config-if-range)#f switchport access vlan 50
(config-if-range)# exit
FREERRICHER T A — N EERT 2K — MR

5 F0RERT VLAN | ﬁb’(Web77"]ﬁ<‘:0)1Jut FEFATAT VRV AN ERELE T,

ELET,

VLAN Z4EE L %9
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(b) VLIANT>9T7x—RICIP7RLRAZEE

[BEEDRA > N
FURERT VLAN B L UFRfE% VLANICIP 7 FLAZRELE T,

[Ov > RICKBEETE]

1. (config)#f interface vlan 10
(config-if)}f ip address 192.168. 10. 254 255, 255, 255. 0
(config-if)# exit
(config)# interface vlan 50
(config-if)4 ip address 192, 168,50, 254 255, 255, 255, 0
(config-if)# exit
FREERT VLAN &F%iE#% VLAN IZEZ IP 7 FLAZHRELE T,

(© 77ERIVRANDFRE

EREDRT > K]
VR VLAN EE2EERT VLAN OT7 72 AU A P EZFREL £ 9

[O7 > RICKBERE]

1. (config)# ip access—list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255. 255, 255, 255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192, 168.10.0 0.0.0. 255
(config—ext-nacl)}f deny ip any any
(config-ext-nacl)# exit
(config)#f interface vlan 10
(config-if)# ip access—group 100 in
(config-if)if exit
FURERT VLAN 70 5 13585 % VLAN IO L CGBEZFFAILZVWES, 77EAVAMZRELET,
2.(config)#t ip access-Llist extended 150
(config-ext-nacl)#f permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq http
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255. 255, 255, 255
(config-ext-nacl)#f permit udp 0.0.0.0 0.0.0.0 host 192.168. 10. 254
(config-ext-nac)# permit udp 0.0.0.0 0.0.0.0 host 192, 168.50. 254
(config—ext-nacl)ff permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)#f deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 50
(config-if)# ip access-group 150 in
(config-if) exit
FREE% VLAN 20 5\ 3583EAT VLAN IZR L, Web 775D 5 OBELZTHMEHFIIL5LD, 77
EAVAPERELET,
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(d) DHCP H#—/\DHE

EXEDRAT > N]
WARICIP 7 NUREEAAT 57280 DHCP ¥ —N%2BELE T,
[OY > RICKBERE]
1. (config)#t service dhcp vlan 10
(config)lt ip dhcp excluded-address 192,168.10. 1
(config)lt ip dhcp excluded-address 192, 168.10. 254
(config)$ ip dhcp pool POOL10
(dhcp-config)#f network 192.168.10.0/24
(dhcp-config)# lease @ 0 1
(dhcp-config)# default-router 192, 168.10. 1
(dhcp-config)ff exit
DHCP ¥ —/NICERERT VLAN FIOREZ LEd (WARFEREICHER T2 IP 7 FLARMEREL LT,
TT74NML—FDIP 7 FLZ192.168.10.1 #FELE7.),
2. (config)if service dhcp vlan 50
(config)# ip dhcp excluded-address 192.168.50. 1
(config)lt ip dhcp excluded-address 192, 168,50, 254
(config)# ip dhcp pool POOL50
(dhcp-config)#f network 192.168.50.0/24
(dhcp-config)ff lease 0 0 1
(dhcp-config)# default-router 192.168.50. 1
(dhcp-config)ft exit

DHCP #—/NIZ5RiE% VLAN FHORE%R LE T GRAESNIMEKRTHERET 2 [P 7 KL ADEH % 547 E
LET, T7HNLML—=FDIP7FLZ192.168.50.1 ZFELX7.),

(e) Web SREIDEEE
[BREDRAT > K]
Web ZBREDA> T 4 7L —2aravwy RERELT Web fBiE2BEMICLE T,
[37 > RICKBERE]
1. (config)# web-authentication vlan 50

Web FREEDFRGEE VLAN 28E T 23074 7L — 33w FTVLANID 28 EL X7,
2.(config)# aaa authentication web-authentication default group radius

(config)# radius-server host 192.168.10.200 key "webauth”

I—HERiE % RADIUS 4 —NNTITH 720D P 7 KL A& RADIUS #ZBREL £ 9,
3. (config)#f web-authentication system-auth-control

Web FRiEZEE L £ 9

(4) RADIUS 523iE/5=0 + 5188 DHCP +—/\N+ 188 D535 VLAN EREFDE

RADIUS f8REA 4 DHCP 9 — N2 L, #EORIER VLAN 2RE T 23550 Web FIEHRE
FlZRORITRLUET, %435, WAk (PCl, PC2) ®IP 7 FL RIE, 44 DHCP #r—/ _ckoT%'J@él
T5bDELET,
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Web SREIDERE & &M

B 9-10 Web 583EM RADIUS 5855 + 5488 DHCP 1+ —/\+ 188458514 VLAN ERROERSGI

FEERTIC TV ERTED

RADIUSH—/X

VLAN 100 192.168.10. 200

TIANNTF—koxA

192.168.10. 1

RELRICT UV ERTED
*ry LkI—%

S}EBDHCPH—/ 3
192.168.10. 100

VLAN 600D
TIANETF—kxA
192.168. 60. 1

AEE 1/0/1 1/0/2

1/0/10

{1

79t RR—

|
1/0/3} :
|
|

" VLAN 60

VLAN 50

VLAN 10 |
(FRELATVLAN)

L2R A4 v F

| (SBEEHVLAN)

192.168. 10. 254/24

(FREERVLAN)
192. 168. 60. 254/24

192. 168. 50. 254/24
o ———SMEDHCPH—/NIC K B IP7 FLRERRE

I

I

i

)

)

PC1

FRRERT VLAN &3
3_0 ifu, El IliEH'J VLAN 75)

PC2

if% VLAN 28E L, T7ERAVAMOREE L7ch &I
53EREE% VLAN IO L ClfE %

2, Web#

VLAN IZX LT Web 7575 ED@BERTZHRTAHIT LAV AN EZHRELET,

7z, FEE#E VLAN R I3@EE

(a) EREEAR— MORE

BEEDRA > N
Web SBiECHEAT 2R - b ERELE T,

[OvY>RIZKD

_l'l:l'"|]

X AE.

1. (config)#f interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50,60
(config-if)# switchport mac native vlan 10
(config-if)# exit

FREZ AT O WA R SN T VAR — M

.(config)# interface gigabitethernet 1/0/9
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-if)if exit
RALRICHER T A — N EERT AR —

|z 583
“—DL
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ZEPEERT VLAN & F85E% VLAN #f8E L £ 9,

% VLAN ZHEE L £J,

SAEDRF KHE’S: bi
FAILENnED D, 8REE% VLAN 7 5
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3.(config)# interface gigabitethernet 1/0/10
(config-if)#t switchport mode access
(config-if)# switchport access vlan 60
(config-if)f exit
AR T A2 — N\ E2HER T AR — MIFRHES VLAN 2H8E L7,

(b) VLIANT>97x—RICIP7 RLAZERE

EREDRT > N]
FoREAT VLAN B K UF8FE% VLANICIP 7 RLAZHRELE T,
[O7 > RICKBERE]
1. (config)# interface vlan 10
(config-if)# ip address 192, 168.10.254 255,255,255, 0
(config-if)#f exit
(config)# interface vlan 50
(config-if)# ip address 192. 168, 50.254 255255, 255. 0
(config-if)#f exit
(config)$ interface vlan 60
(config-if)ft ip address 192.168.60.254 255.255.255.0
(config-if)#f exit
FREERT VLAN &FREE% VLAN IZEIP 7 L AZHRELE T,

(© 77ERIVZXNDERE

[BREDRA > K]
FoaE#% VLAN EE8RERT VLAN O 7 72 XY A M2 ELE T,
[O7 > RICKBRE]
1. (config)¥ ip access-list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192, 168,.10.0 0.0, 0.255
(config-ext-nacl)#f deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 10
(config-if)#f ip access—group 100 in
(config-if)# exit
FURERT VLAN 20 513585 % VLAN IO L CBEZFII LWL, 77EAV AP ZFELET,
2. (config)#t ip access—list extended 150
(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq http
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255, 255, 255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10. 254
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50. 254
(config-ext-nacl)ff permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)#f deny ip any any
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(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)#f ip access—group 150 in

(config-if)# exit

FEE% VLAN (VLAN ID 50) 751352587 VLAN IZxt L, Web 75 755 & O@(E72 1 ik % 5

AL, flioFRiE%E VLAN (VLAN ID 60) NO@EFIEFIT LWL D, 77 AV AN EZRELE T,
3.(config)#f ip access-Llist extended 160

(config—ext-nacl)ff permit tcp 192.168.60.0 0.0.0.255 host 192,168, 10.254 eq http

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255, 255, 255, 255

(config-ext-nacl)#f permit udp 0.0.0.0 0.0.0.0 host 192.168. 10. 254

(config-ext-nacl)#f permit udp 0.0.0.0 0.0.0.0 host 192. 168. 60. 254

(config-ext-nacl)# permit ip 192.168.60.0 0.0.0.255 any

(config-ext-nacl)} deny ip any any

(config—ext-nacl)ff exit

(config)# interface vlan 60

(config-if)#f ip access—group 160 in

(config-if)# exit

FREE% VLAN (VLAN ID 60) 751352887 VLAN IZxT L, Web 75 750 & O@E72 1 ik % 5

AL, floFRiE% VLAN (VLAN ID 50) NO@FIEFTLz0wES, 77 AV A NEZRELE T,

(d DHCPUL—I—-Y x> bhDEE

[BREDRAT > N

WHARICIP 7 RUAZEMAT 570D DHCP Y L—I—Yx Y FEFRELE T,
[O7 > RICKBEETE]
1. (config)#f interface vlan 10

(config-if)#f ip address 192.168. 10. 254 255, 255, 255, 0

(config-if)# ip helper-address 192.168.10.100

(config-if)# exit

LRI VLAN O DHCP U L—T =Yz Y FOHRERZ LE T,
2.(config)ff interface vlan 50

(config-if)# ip address 192.168. 50. 254 255, 255, 255, 0

(config-if)# ip helper-address 192.168.10.100

(config-if)# exit

FREE#% VLAN (VLANID50) ® DHCP YL —I—Yz Y FOFREXLET,
3.(config)#f interface vlan 60

(config-if)#f ip address 192.168.60. 254 255, 255, 255, 0

(config-if)# ip helper-address 192.168.10.100

(config-if)# exit

FEE% VLAN (VLANID 60) ® DHCPY L —I—Y x> bOFREEZLET,
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(e) Web EREEDERTE

[EBREDRAT > K]
WebfEED 2> 74 7L —a>yad<v Yy RERELT Web BRE2EMICLE T,

[O7 > RICKBERE]
1. (config)# web-authentication vlan 50

(config)# web-authentication vlan 60
Web EREFDERiE% VLAN 2% ET 5T 747 L—Y3>a<v > FTCVLANID 28 EL %9,

2. (config)}# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key "webauth”
I—HEREEE RADIUS Y —NNTITH 720D P 7 RL A& RADIUS B2/ EL 9,

3. (config)# web-authentication system—auth-control
Web ZBiE=EE L £ 9,
91 5 Web IJIL.\I:IIEG)/\7)( QDREE
Web EREECRIREZR /ST A — Y RERZFHAL T,

(1) SREIEKEGEDEE

[BEEDRA > N
FRAEE A DA 2 BHEAICT 77T M SR HEL T

[O7> RICKBETE]

1. (config)# web-authentication max-timer 60
mEla 7y NERE 60 FICRELE T,

(2) :ul..\u.[Ej- 'UL%ZU);QE (EEE VLAN £t— I\\‘)

BEEDRA > N
Web FREDEE VLAN £— R CRIETE 2L —THZHREL £,

[O7> RICKBEEE]

1. (config)# web-authentication static-vlan max-user 100
Web FZEDEE VLAN E— RTRRIETE 51— % 100 1—HITHELE T,

(3) REI1—9HnEE P1F7Iv I VLANE—R, LHY—F—NR)

[BREDRT > N]
Web D&Y 1+ 3Iv 27 VLAN E— REHIFLVHY—F— RN CRIETEAL—TFHEZHZIELE T,

[Ov > RICKBEHE]

1. (config)}f web-authentication max-user 5
Web ZBiF CRRFCE AL —YHE S5 I —HFICHELE T,
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(4) RADIUS H—/\DEE
REDRAL > N
RADIUS s2iE AR CHEHT 5 RADIUS Y —N\%2%ZELE T,
[O7 > RICKBERTE]
1. (config)# aaa authentication web-authentication default group radius
RADIUS % —NTL—HRIAEITOLHICHRELE T,
[E==IA]
% RADIUS ¥ —/\0 radius-server I > R TRE SN DEFSRE (EEREXDEY 1 L7 7 b
B O 60 EBZ A5E, RADIUS 4 —NAGHFER L TWARFCERIERERZZ &N
HVET, B, Web iBiE TR % radius-server I~ > ROREIL, T4 VE8iE, I~ &K
iR, BXIUIEEESO2.IX THHBE L TCHERHT 57:0, BEFEREOFREIIIFERELTLILZI N,
(5) 7HI>T1TDEE
[EBREDRAT > K]
Web BBIHEDTHT VT4V TEHEITILIRELE T,
[O7 > RICKBEE]
1. (config)# aaa accounting web-authentication default start-stop group radius
RADIUS Y —NIZT7Hh T T4 VTR #ITHOEOIRELE T,
(6) Web SBIEA IP 7 KL ZADRE (EE VLAN E— K, 91 F3v 7 VLAN £—R)
BREDRT > N
Web ZiEEHOIP 7 RLAZHRELE I,
[O7> RICEKBERE]
1. (config)# web-authentication ip address 10.10.10.1

Web ZREERD [P 7 FL A (10.10.10.1) ZB/EL T,

CESHIE]

REEIT-o2EAE, EH I < K restart web-authentication web-server © Web — N\ %25

BE LTS, BIFgRFOI—VIZHEET /1 VIRIEPNETT,

o LAY —E— FORE (web-authentication port I¥ > RAFHESNTWARVIREE) T, Ka<

> RZEE L7z & 1T web-authentication port I~ > R%2EE L25E L, A I~ > N restart
web-authentication web-server T Web ¥ — N\ ZH#EE L T 23S0,

(7) Web 583IEH IP 7 KL X& FQDN OFFE (BE VLAN €—RK, 91F+3Xv 7 VLAN

T—NR)
[BREDKT > K]

Web SRiFEHAD P 7 FL AL FQDN 2% EL %9,
[O7 > RICKBEEE]

1. (config)# web-authentication ip address 10.10.10.1 fqdn host.example. com
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Web FZAEER® [P 7 KL 2 (10.10.10.1) & FQDN (host.example.com) %#&EL £7,
CEEEIHE]

=

s RERIToEA, EH I~ K restart web-authentication web-server © Web U — N1\ %25
EEBLTL S, RiFRFOI—-FIZEET /A VIBEPDETT,

o LHY—E— FORE (web-authentication port A< > RAFHESNTWAWIREE) T, Ko<
v RZEE L7z &I web-authentication port I~ > R%25E L25& 1, A I~ > N restart
web-authentication web-server T Web ¥ — N\ ZHi#E# L T2 S0,

(8) URL ST L7 MEgEDEMERE (BEE VLAN E—R, 91973y 7 VLAN E—R)
EREDRT > K]
Web 83D URL U YA L7 MEREZEINICHRELE T,
[Ov > RICKBEEE]
1. (config)# no web-authentication redirect enable
Web #8R3FE0D URL U YA L7 MMEEEZEHICLET,

CEREIE]

RERITH25E1L, EH I~ > K restart web-authentication web-server © Web ¥ —/\ 2 B #H)
LT &V, BIFAFTOL—HVIEIEEQ /1 VigEPBETT,

(9) URLUST L7 MERERODOT 1 VRETO N ILDORE (BFE VLAN £E—R, 917
Xv 7 VLAN €—R)

EREDRT > N
Web E85ED URL U1 L7 MERERICO 71 V2 BESE 50 bV EZHRELE T,
[T > RICKBERE]
1. (config)# web-authentication redirect-mode https
Web #Z3ED URL VY ¥4 L 7 MERET https ZFHWE T,
DEE=IE]

REZRITo725E1E, BRI~ R restart web-authentication web-server © Web % —/\ 2 HiL )
LT &V, BT OL—HIIHEET /(1 VBESDETT,

(10) syslog ' —/N\ADHIIERE

[EREDHRA > ]
AR L BET Z 4 syslog B — NI HAT BREE LET,

[O7 > RICKBEEE]
1. (config)# web-authentication logging enable

(config)# logging event-kind aut
Web FRAEDFER L BfE T 7 % syslog Y —/NICH T 5 ELX LE T,

253



9 Web SREEMDERTE &EH

(11) EREREEDRE (BT VLAN £—NR)

SREDRAL > KN
AL AR RDEEL BRI 2 GRS 2 RELE T,

[O7 > RICKBERTE]

1. (config)#f web-authentication logout polling enable
BhERARE T ADICHRELE T,

2.(config)#f web-authentication logout polling interval 300
EIREERR/ S v b OXEHRRRERERE 2 300 IR E L £ 9,

3. (config)#f web—-authentication logout polling retry-interval 10
EIEER Sy NOFEHEHEMEREEZ 10 ICRELET.

4. (config)lf web-authentication logout polling count 5
BRI S Y b oXHEEE S ENCERELE T,

(12) EHhsEREEOEWSRE (BE VLAN T—R)
[BEDHA > N]
FREEE AR OENEx B T S i B AR RE e IR E L E 7,
[O7 > RICKBEEE]
1. (config)# no web-authentication logout polling enable
B e WANICRELE T,
(13) Web 4—N\A\D7 7t RAR— NESHE

EXEDRA > K]
Web fREETHEAL TWA Web U —NOH—EAR- M ESEZRELET (F7 4L MO http=80
#, https=443 HLUSMIBMT 25 & ICHERALET).

%7z, OAN &EHET ZHEI1E, OAN DT LY - AR &S (832 £ 9698) ZHELET,
ZoHa, OANPERT 28 —EAR— &S TIE Web ko n 71 Y ##IEB X0 77~ MR
BTEEHA

[O7 > RICKBEHTE]
1. (config)# web-authentication web-port http 8080
Web ¥ =D http R—r & LT 80 FDIINIZ 8080 BEHHEL X T,

2.(config)# web-authentication web-port https 8443
Web # =D https K=+ & LT 443 FDIINIT 8443 FHHRELE T,

CEEZHIE]

BRERITHo2EAE, EH I <> N restart web-authentication web-server © Web % —/\ % HitH
LT Zav, BigFo1I—FIIHEET 71 VBIEPDETT,

(14) EBEERNINE (D URL 5E

[BREDRA > M
FRRERL IR IR AT 72 A9 B URL ARE L7
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[Ov> RICKBERTE]

1. (config)# web-authentication jump-url "http://www.example.com/”
FRAERIN# I http://www.example.com/DHEE 4R RS £ 7,

9.1.6 ERELRANDERESE

Web FRRECEAEN RN E T B0 DFEZHAL £,

(1) EE VLAN E— RDREFRHNR— NDERE
ElE VLAN E—FT, FBELZVWTEBZHFIITAR-— M2 ROLIICHRELET,

[BREDRA > K]
RAEE PR T AR — ML TIE, BHER—-FEZFRELEEA
[O7 > RICKBEERE]
1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)ff exit
(config)#f interface gigabitethernet 1/0/4
(config-if)#t switchport mode access
(config-if)#f switchport access vlan 10
(config-if)# web-authentication port
(config-if) exit
(config)ff interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config-if)#f switchport access vlan 10
(config-if)# exit

EE VLAN £— %TﬁﬁVh@HDlO% HELIAR— b 1/0/4 3RBERNRA—FE L THRELZ
T, F/, A—F 1/0/10ICEEREL Z W CBEZFFAITAREEZ LE T,

(2) E]ﬁ-‘:_ VLAN :E_ P@wul—tﬁ?9+lﬁ'ﬁ5ﬁo);§7f
EE VLAN E—RFT, ZEELZVWTEELZHFITT 2RO MAC T RLAZROLSICRELE T,

[EBREDRAT > K]
EREE AR T AW KRO MAC 7 RLAZ MAC 7 RL AT —TIILICBHFLET,

[O7 > RICEKBEERTE]

1.(config)# vlan 10
(config-vlan)ff exit
(config)# mac-address-table static 0012.e212.3456 vlan 10 interface gigabitethernet 1/0/10
VLANID 10 ®R— bt 1/0/1012, FBIEELEWTHEEZHFI I AHKROMAC T RL AR ELET,

(3) 9\\{j_ Xv7Z7 VLAN €E—R @WL\DEB?9+T EQEE

¥4+ Iy 27 VLAN E—RFT, BEELZVTEFEZEFFAT AR M 2Z2ROLIITRELE T,
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DAL ]
RAEZBRNT HHR - 2T 7 AR-PELTREL, ENRA—- b Z2RELZEA

[OV > RICKBBTFE]

1. (config)# vlan 50 mac-based
(config-vlan)# state active
(config-vlan)ft exit
(config)# interface gigabitethernet 1/0/10
(config-if)i#t switchport mode access
(config-if)# switchport access vlan 50
(config-if)# exit
MAC VLAN ID 50 ®R—+ 1/0/10 12 LT, REL W THEEZFHFI TR ELZ LET,

(4) ‘9\\’(7'5 v 7 VLAN £— Rmmu\uIEB‘?g‘i‘lﬁﬁ;Eo);QEE

¥4+ 3Iv 27 VLAN E—RNT, @BELAVWTEBZHFA T 2HAD MAC T FLAZRD L SICREL E

—a—o

[EREDRA > M
FEEZ PRI BHRD MAC 7 R L A%, MAC VLAN & MAC 7 RL AT —7JLIZE#HFLE T,

[O7 > RICKDEE]

1. (config)# vlan 50 mac-based
(config-vlan)#f mac-address 0012, e212. 3456
(config-vlan)# exit

(config)ff mac-address-table static 0012, e212.3456 vlan 50 interface gigabitethernet 1/0/10

MAC VLAN ID 50 @R — b+ 1/0/10 12, FRAEL A W CEBFZH T 2HAKD MAC 7 FL A% &%
ia_o

(5) LAHAY—F—ROFFERFRHNR— NDERE
LAY —FE—RT, RBIELEVWTEEZHFIUTAR—F2Z2ROLIICHKELET T,

[BEDHA > N
RAEZPRNT 2R — b 2T 72 AR - hELTHRELE T,

[O7 > RICKBEETE]

1. (config)# vlan 50 mac-based
(config-vlan)if state active
(config-vlan)f exit
(config)# interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config—if)# switchport access vlan 50
(config-if)# exit
MAC VLAN ID 50 @R —+ 1/0/101Zxf LT, RELEZWTHEEZFITHHREL LE T,
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6) LAY—E— ROFIRIHRDBZE
LAY —E—RT, BELLZVTEBZHFATHHAROMAC T RLAZRDOESICREL LT
EREDRA > K]
AL E BRI T 25RO MAC 7 FL 2% MAC VLAN ICB#R L £ 7,
[37 > RICKBERE]
1. (config)# vlan 50 mac-based

(config-vlan){f mac-address 0012, e212. 3456
(config-vlan){ exit

VLAN ID 50 ® MAC VLAN IZ, SRRELZWTEEZFFA T 2RO MAC T FLAZHREL LT,
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9.2 ANXL—>3>

9.2.1

258

ERIY>Y R—E&

Web BREEDER IV Y F—HZRORITRLET .

*®9-2 ERIOYUR-E

OV RE

5"1"

B

set web-authentication user

Web RBHECHERT 21— 1D ZEMLE T,

set web-authentication passwd

BRIV DNRAT—REEELET,

set web-authentication vlan

BRI —FOVLANID Z2EE LT,

remove web-authentication user

BHLII—YID ZHIBRLE T,

commit web-authentication

BN, EEULNEZNE Web 88EDB ICRBL £ 7

store web-authentication

P Web BB5EDB DXy 77 v 7 7 A LEER L E T,

load web-authentication

Ny ITyTT774NhENE Web B3 DB #ELLET.

show web-authentication user

WiE Web 883k DB OBHNE, 721380, EERHPOERERR
LY,

clear web-authentication auth-state

RALEAL— T OBET TV ETVET,

show web-authentication login

FEEEOT AT bu s ERRLET,

show web-authentication

Web RiFna > 74 7L —Yara2FERLET,

show web-authentication statistics

Web BIEDHEHE#EZRLE T

clear web-authentication statistics

fEtEREZ VT LET,

show web-authentication logging

Web SREEQ#EFO 7 2R R LE T,

clear web-authentication logging

Web SBiEDEFu 722707 LET,

set web-authentication html-files

fRE SN Web 8REEE 7 7 A LB LI,

clear web-authentication html-files

Bk L7z Web SBAEEE 7 7 1 LEHIFRLE T,

show web-authentication html-files

BELT- Web BBALEE 7 7 A LD T 7 A LVE, T77ALT A XEE
SRHEEZRRLET .

clear web-authentication dead-
interval-timer

dead interval #gEiC & % 2 B HLED RADIUS ¥ —\~\D7 7+
A5, 1 BEHD RADIUS 4 —NADF7 7t AICRELE T,

set web-authentication ssl-crt

SSLBEAOY —NIEHAEBLONERZERLE I,

clear web-authentication ssl-crt

E#k U7z SSLAERE CMERCHIRLE .

show web-authentication ssl-crt

Bk L7z SSLAEE EME#RERTLE T,

restart web-authentication

Web it 70 /7 L5 BERELE T,

dump protocols web-authentication

Web REED 5 > TEHRZINE LT,




9.2.2 Web 585

(1)

(2) d1+=
9-12 Web 533

9 Web

RERRTT

show web-authentication Z< > KT Web FBiFO R EHERPFRINE T,

EE VLAN €— R T, 585l RADIUS SREEDHS

9—1 1 Web mﬂu ;QE[E%E%T (EIE VLAN T— |\0) RADIUS DIL\DIE)

#f show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode : Static-VLAN
Authentic-method : RADIUS Accounting-state : disable
Dead-interval 110
Max-timer : 60 Max-user : 256

VLAN Count : - Auto-logout : -
Syslog-send : enable
Alive-detection : enable

timer : 60 interval-timer : 3 count : 3

URL-redirect : enable Protocol : http
Jump-URL : http://www. example. com/
Web-IP-address : 10.10.10.1
FQDN : aaa.example.com
Web-port : http : 80, 8080 https : 443, 8443
ARP-relay Port : 0/1-2
Force-Authorized : disable
Auth-max-user 1 1024

Port 0/1

VLAN ID : 5,10, 15

Access-list-No: 100

Max-user 64

Port 0/2

VLAN ID : 15-16

Access-list-No: 100

Max-user 64

v 7 VLAN €= R,

DIL\DIEH_tb D jj )I’le\ﬂIEo)iﬁA
Erﬁ%ﬁﬁ—.r (9’(7—\ /7 VLAN :E |\0)|:| jJ}I/DIL.\UE)

#f show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode

: Dynamic-VLAN

Authentic-method : Local Accounting-state : disable
Dead-interval 110
Max-timer : 60 Max-user : 256
VLAN Count : - Auto-logout : disable
Syslog-send : enable
URL-redirect : enable Protocol : http
Jump-URL : http://www. example. com/
Web-IP-address : 192,168.1.1
FQDN : aaa.example.com
Web-port : http : 80, 8080 https : 443, 8443
ARP-relay Port : 0/10,12
Force-Authorized : enable
Auth-max-user 1 1024
Port 0/10
VLAN ID 1000, 1500
Native VLAN 10
Forceauth VLAN: 1000
Access-list-No: 100
Max-user 64
Port 0/12
VLAN ID 1000, 1500
Native VLAN : 10
Forceauth VLAN: 1000

I'.VL\UIEO) oX

LER
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Access-list-No: 100
Max-user : 64

(3) 91+ 3Xvy7 VLAN £—RT, FREAIH RADIUS FREEDIHE

(4)

5)

260

B19-13 Web SREEDEREFERKRT (91F3 v 7 VLAN T— RO RADIUS 535L)

#f show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode : Dynamic-VLAN
Authentic-method : RADIUS Accounting-state : enable
Dead-interval 110
Max-timer : 60 Max-user : 256
VLAN Count : - Auto-logout : disable
Syslog-send : enable
URL-redirect : enable Protocol : http
Jump-URL : http://www. example. com/
Web-IP-address : 192.168.1.1
FQDN : aaa, example. com
Web-port : http : 80, 8080 https : 443, 8443

ARP-relay Port : 0/10,12
Force-Authorized : enable

Auth-max-user 1 1024
Port : 0/10
VLAN ID : 1000, 1500
Native VLAN : 10
Forceauth VLAN: 1000
Access-list-No: 100
Max-user : 256
Port : 0/12
VLAN ID : 1000, 1500
Native VLAN : 10
Forceauth VLAN: -
Access-list-No: 100
Max-user : 256

l-/jj\:/_:E KT“ VLAN h\\m %Z‘fﬂ’( L\T, Dlh\uIEj‘j__tb‘\D j])l/nlh\u]-.Eo)i’JJ_A

. 9 14 Web uu..\n EQE I‘ﬁgﬁﬁj— (D jJ)I/DlI.:\DIE)

#f show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode . Legacy

Authentic-method : Local Accounting-state : disable
Max-timer : 60 Max-user : 256
VLAN Count : 16 Auto-logout : disable

Syslog-send : enable

Jump-URL : http://www. example. com/

Web-port : http : 80 https : 443

VLAN Information:
VLAN ID : 5,10, 15, 20, 25, 30, 35, 40, 1000-1007

l/jj‘:/_:E |\“'ZT\ VLAN ﬁ\\ﬂfi_‘:n—( [I\T nlquEjj__th RAD'US |:u|..\|:|]-.E0)1.‘37.!_‘é~

. 9 15 Web uu.,\n /ﬁgl‘ﬁgﬁﬁ—.r (RAD'US ;L.\EIE)

#f show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode . Legacy

Authentic-method : RADIUS Accounting-state : disable
Max-timer : 60 Max-user : 256
VLAN Count : 16 Auto-logout : disable

Syslog-send . enable

Jump-URL : http://www. example. com/

Web-port : http : 80 https : 443



VLAN Information:

VLAN ID : 5,10, 15, 20, 25, 30, 35, 40, 1000-1007

9.2.3 Web SRELDIRRERT

show web-authentication statistics 2 > KT Web FBiFDREES L U RADIUS & OB ERIEAS TR

ENET,

9-16 Web SREEDFERT

#f show web-authentication statistics
Date 20XX/10/17 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30
Force Authorized Count : 10

RADIUS web-authentication Informatlon
[RADIUS frames]

TxTotal : 10 TxAccReq
RxTotal : 30 RxAccAccpt:
RxAccChllg:

Account web-authentication Information:
[Account frames]

TxTotal : 10 TxAccReq
RxTotal : 20 RxAccResp :
Port Information
Port User-count
0/10 5/ 256
0/12 5/1024

9-2-4 Web _L\DIEGDWL\DIE'IkIu\ﬁT

show web-authentication login <> KT Web iRiEDFRIERENERENE T,

(1)

(2)

EBZE VLAN €E— RDHE
B9-17 Web JBHENRHRERT (EE VLAN £—K)

#f show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

F Username
VLAN MAC address Port IP address
Login time Limit time
USER00123456789

3 0012,200.9166 0/5 192.168.0.1
20XX/10/17 09:58:04 UTC 00:10:20
* USERO1
4094 0012.268.7527 0/6 192.168.1.10
20XX/10/17 10:10:23 UTC 00:20:35

13Xy 7 VLAN E—RDIFS

10
10
10

TxError

RxAccRejct:
RxInvalid :

TxError

RxInvalid :

9-18 Web SREEMDERELRERR (9 1F3X v 7 VLAN £—R)

#f show web-authentication login

Date 20XX/10/17 10:52:49 UTC

Total user counts:2

F Username
VLAN MAC address Login time
USER00123456789

Limit time

3 0012.e200.9166  20XX/10/17 09:58:04 UTC 00:10:20

* USERO1

4094 0012.e268.7527  20XX/10/17 10:10:23 UTC 00:20:35

9 Web

I'.VL\UIEO) oX

EER
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(3)

9.2.

(1)

(2)

(a)

(b)

(c)

262

LAY —E—RDIFE

B19-19 Web SREIDERIERERR (LAY —FE—R)

#f show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

Username

VLAN MAC address Login time Limit time
USER00123456789

s 30 0012.e200.9166  20XX/10/17 09:58:04 UTC 00:10:20
USERO1

4094 0012.e268.7527  20XX/10/17 10:10:23 UTC 00:20:35

5 Mgk Web 535 DB O{ERK

Web B AT LADOBEZIEB LIV 74 7L —2 3 VORENSTET Li-H EIC, WEk Web £2:F DB
DR EITWE T, £72, T TIZHE Web 223E DB ICBH SN TV A I —FBHROBIEZITVET,

1—FDER

ERIER RO — T & 1T set web-authentication user 2> KT, 2—%1D, /27— F, VLAN ID
EFLET. ROFITIE, USERO1I~USEROS D5 1 —H5%2&8HLET,
[O<> RAAA]

it set web-authentication user USERO1 PAS0101 100

#f set web-authentication user USER02 PAS0200 100

it set web-authentication user USER0O3 PAS0300 100

It set web-authentication user USER04 PAS0320 100
it set web-authentication user USER05 PAS0400 100

1—1EEHRZEE S HIBR
BIREALI—YDO)INAT—FR, VLANID OZES L UL —HOHIRIZIROFIETITVET,
INA)—RZEE
(37> RAA]
#f set web-authentication passwd USERQ1 PAS0101 PPP4321
2—#1D (USERO1) ®/¥2 77— K% PASO101 75 PPP4321 ICEE L9,

it set web-authentication passwd USER02 PAS0200 BBB1234
2—HID (USER02) ®/SA 7 — K% PAS0200 75 BBBI234 ICEE L9,

VLAN ID £&

(37> RAA]
#f set web-authentication vlan BBB1234 200
2—#1D (BBB1234) @ VLANID #2200 ICEE L9,

I —HIER
[O7> RAA]

#t remove web-authentication user PPP4321
2—%1D (PPPP4321) ZHIBRLE I,



(3)

9 Web FBEMDRTE L EA

Wik Web 525E DB N RIR

set web-authentication I~ > KB XU remove web-authentication I~ > RTE# - BHEL /-1 —Y
F%E’EW@ Web n:DnE DB u}iﬂﬂ%bi@‘o

[Ov> RAA]

#f commit web-authentication

9.2.6 Wig WebsRsEDB DNy 77y S

(1)

(2)

Pk Web ZBEE DB DNy 77 v FBEUONY 27 v T 7 A LD EDETETRLET
A& Web SREEDB DNy I 7y

i Web £23F DB »* 5 store web-authentication <> R TNy 77 v 77 7 4L (IROFITIE
backupfile) Z{EmL 9,

[Ov> RAA]

#f store web-authentication backupfile
Backup web-authentication user data. Are you sure? (y/n): vy

Ak Web 535EF DB DT

Ny 77T 774 (ROFITIE backupfile) 75 load web-authentication 2 <> K THE Web &
ik DB 2/ L £ 9

[O<> RAA]

#f load web-authentication backupfile
Restore web-authentication user data. Are you sure? (y/n): y

9.2.7 Web SR EIBE O S

Web FRREEIH DO EHKIZIRDOFIETITVRE T

1.8 Web REIEED 7 7 7 L ENBEE (PCHE) TEMLET.

2.ARKRBAOTIL, ALY NF o LT MNJIC Web SREIEEZENT 2T LT NUZERLET,
BEH77 1) 2TERLET LI NUBTIC, 770 VEEXERZIF MCREATBMULED,

4.set web-authentication htmlfiles 17> KT Web S3iIEEHZER L £ I .

X 9-20 Web SREIEEDEER

it mkdir docs 1

# set web-authentication html-files docs

Would you wish to install new html-files ? (y/n):y

executing...
Install complete.

1.74 L2 bV docs Z1ERL L, BERIC, BRI A7 7 A NVEEZET,
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9.2.8 %ﬁi L/TC Web 52 &oo E@EUB?

set web-authentication html-files I~ > N TE# L 7- Web FRELHEE % clear web-authentication
html-files 2~ > FCHIBR L £ 9,

X 9-21 Web SREEEEDHIFR

#t clear web-authentication html-files
Would you wish to clear registered html-files and initialize? (y/n):y
Clear complete.

929 Web soo E@lﬁ*ﬁ?ﬁ%‘f

show web-authentication html-files 2< > R, B8 L7 Web FRilEEOBEHR*FZRLE T,

B 9-22 Web SREIEEDERERR

#f show web-authentication html-files
Date 20XX/04/15 10:00:10 UTC

TOTAL SIZE : 62976
SIZE DATE

login. html : 2049 20XX/04/10 14:05
loginProcess. html 2002 20XX/04/10 14:05
LoginOK. html : 1046 20XX/04/10 14:05
LoginNG. html : 985 20XX/04/10 14:05
logout. html : 843 20XX/04/10 14:05
logoutOK. html  : 856 20XX/04/10 14:05
LogoutNG. html : 892 20XX/04/10 14:05
webauth. msg : 104 20XX/04/10 14:05
favicon. ico : 199 20XX/04/10 14:05
;;he other files : 54000 20XX/04/10 14:05

9.2.10 dead interval #¢gEIC & B RADIUS H—/N\77tRX%Z 1 B8BH®

264

RADIUS H—NICRT

1 EH® RADIUS ¥ —N\PEIEEIC2 D, dead interval #EEIC & > T, 2 BEHLUED RADIUS ¥ —/3 A
D7 7RO EDb - 12354, 2747 L —3 3 a< > K authentication radius-server dead-
interval TRE SN 222 W THEIIO RADIUS H—NNAD 7 7t ZIZRETICIX, clear web-
authentication dead-interval-timer 2= > FZETL £,

9-23 1 &8B®RADIUS H—NADYIWEZ

#f clear web-authentication dead-interval-timer



9 Web FBEDRTE L EA

9.3 Web SREIBE{ERFS S

9.3.

(1)

Web FREEHANBEABETANBE I P TEHEEENIST 27 7 A LEZIRITRLE T,

« uZ4 VHEmE (7744 : loginhtml)

« UZ 7Y MEME (7 7AJ)L4 : logout.html)

« TUlA URINEE (774 L4 : loginOK.html)

« urA VRKEE (774 NV% : loginNG.html)

s U7V METHE (7714 : logoutOK.html)

e U7 MEREE (7 7 A LA : logoutNG.html)

« Reply-Message F/RHEH (7 71 L4 : loginProcess.html)

% Web FRAEHEE 7 7 1 Wid HTML FERXTIER L TL 72 & W0,

HTML ki2id, JavaScript D& 5127 54 7 >~ bR BT CEMET 2 EEBIIMEATIBETT A, F—1A
TIXRATBHEIILFEBIIMFERATEETA. T/, perl 2ED CGLBIFELZLVTLZE W,

7e72L, urA VEm, 9777 MEHE, B X0 Reply-Message FREHE TlE, Web FBiE&E DA > ¥
71— ZAHOERPNETT, 04 VHEHEICOVTIE [9.3.1 ur4 VEmE (loginhtml)] 2, o277

EEICDWTIE [9.3.2 a2 7~ MEE (logouthtml)] %, Reply-Message ZF/REE 12DV Tl
[9.3.3 Reply-Message F~HE (loginProcess.html) [OP-OTP]| #&H& L T 72& 0,

T/, [£8-7 FIELT— A v -V, T —REFEHMEER] WRLALRITILIT— XAy E—IJbEIH
ABIENTELET, FHTZXLT77AILBIRIROEBYTT, 7714 VOIERFIEICOVWTIZ, [9.3.4
FREELT—Xvt—TY7 74 )L (webauth.msg) | 2L TLZE W,

o WAL T—RAvt—Y (774 )% : webauth.msg)
S5, Web 797 HFDOBRICAVICERTATA IV ANERADZENTEET,
« Web 79 7HFDOBRICAVICERT A7 32> (774 L% : favicon.ico)

=
AR

BATVBEGEABIUORIEL T — A vt =07 74 NEZIE, AT EEISRLEZT 7 A LZE—F
éﬁf<téwo

1 O71>E@E (login.html)

Web gBiFica /A V35, 1—FIDENRXAT—ROANTZTZ AT MW LERT AEETT .
RERM

074 VEEO HTML 7 7 £ V2T 581E, ROFBIRITEBRZHTANTLIZS 0,

x9-3 O74VEHICHERRE

SRS Ix

et

<form name="Login" method="post" action="/cgi-bin/ = © 74 V% Web FZiLICIERT 27O DEART
Login.cgi"></form> To ZORBIEELLNTLEE N,
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(2)

266

SRS

73

il

<input type="text" name="uid" size="40"
maxlength="32" autocomplete="OFF" />

I—HID Z{EET 57 DDEFTRTT . size &
maxlength DS OFERIZEE Lz 0TS0,
EFE<form></form>DWEICEHE L TLZE W0,
7z, maxlength 13043 6 DL EOKFEHEL TL
VAR

<input type="password" name="pwd" size="40"
maxlength="32" autocomplete="OFF" />

ISAT— RERET B72ODFTBTT, size &
maxlength DA DERIZEE L 2 W TL EE W,
kEE<form></form>DWEICEHE L TL 2 E W
F7-, maxlength 13479 6 DI EOHF%FE L TL
2SN,

<input type="submit" value="Login" />

Web RiFica 74 VERZITD 72 DICER T,
COEBRIIEELEVWTL 2S00, EEE<form></
form>DWERIZHEL TL ZS W,

=

A=

loginhtml 7 7 £ Vi, E»D T 7 4 VEEEMNT 25E1E, BEMTTE7 74 LVEZOKEIC” /7

(AT vva) ZERBLTILEE 0,
() < img src="/image_file.gif" >

REHI

a4 VEmE (loginhtml) ©YV—2Fl1%ROKITIRLET



9 Web SRIDEEE

B 9-24 O74>@EE (login.html) OV—2F|

<?xml version="1.0" encoding="euc—jp”?>

<IDOGTYPE htm| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml1/DTD/xhtml1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body>

{l-—= ===== Body ===== —)

<center>

<br />

<table width="100%">

<tr><td align="center” bgcolor="#2b1872">

{font color="#ffffff"><b>LOGIN</b></Font>

</td></tr></table>

<br /S

Please enter your ID and password.<br />

<br /S

<{table><tr> R EHET (- e = =7
a E-;]E - ~ Z Al ;R
Ctdbuser 1D</td> A ViREEWebFREEICHE R T = DLk

<td>

</td>
/tro<tr>
<td>password</td>
<td>
' <input type="password” name="pwd” size="40" maxiength="32"
I autocomplete="0FF" />
</td></tr>
<{/table>

tormd WebSBEEIS 14 L ER £1T S f=sh DFRi

<br /><br /><br /><br /><br /><br />
</center>

</body>
</html>

(3) O74 > EEXRTH

074 YEHEOFRRIZROKITIRLE T,

&ER
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9-25 O74 EE (73VHRRHG)

LOGIN

Please enter your ID and password.

user ID |

password I

Login

9.3.2 O777NEE (logout.html)

Web S EETO /A LTWA Y SA T AUy 7y 2ERT 57-0DEE T .
(1) SREFRMH
Oz 7 MEE® HTML 7 7 4 L2ERT 5L, IROFBIORTEBRZHT ANTL 2S00,

x9-4 O777 NEEHICHERRE

Ik

ol

SIS

<form name="Logout" method="post" action="/ | T 777 MNME(E% Web i8ilICIERT 2720 DFTRTT,
cgi-bin/Logout.cgi"></form> CORRIFEELZNTLZE W,

Web BBiEIcT 777 NEKRZ(TH12DICERTT, 20D
EMIIEE L2 WVWTL E &0, Eii<form></form>DHA
BRICHRELTL S0,

<input type="submit" value="Logout" />

I

=3

¢

N

logout.html 7 7 A Vi, EHDT 74 L 2EEMNT Z5EE, BEMTTS7 74 VEZOKEIZ” /7
(RFvya) 2@EL TS0,
(1) < img src="/image_file.gif" >
(2) =EH
o277 MEmE (logout.html) OV — 2% ROKITRLE T,
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B9-26 O777~EE (logouthtml) MDY —2H

<?xml version="1.0" encoding="euc—jp”?>

<IDOCTYPE html| PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml|1/DTD/xhtml| 1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body> . = o _ .
{l-—= ===== Body ===== —) OJ7 % MMEEENebEREEICHRTRT d1zH D

<{table width="100%">

<tr><td align="center” bgcolor="#2b1872">
<font color="#ffffff"><b>LOGOUTL/b></Tont>
</td></tr></table>

<br />

Please push the following button. <br />

B Y S (e
<br /><br /><br /><br /><br /><br />
</center>
{1—- ===== Footer ===== —-> WebSBEEIZO 5 7 FERETS fzH DR

</body>
</html>

(3) O7 77 NEEXRRH
O 77 NEEOFERMIZIROKIZRLE T,

®9-27 O777NEE (757FERRE)

LOGOUT

Please push the following button.

Logout

9.3.3 Reply-Message &R~EIH (loginProcess.html) [OP-OTP]

T A LNAT — REBAETHEAT 28T — NP o6RXONTL B Ay =V %2R T HEETY .
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(1)

(2)

270

BER

Reply-Message FREED HTML 7 7 4 L& BT 2118, RORITRTEBZBTANTL &L,

#* 9-5 Reply-Message FnEIH CHERERE

SRS

Ik

il

<tbody>

<tr>

<td align="left" nowrap="nowrap"><!--
Reply_Message --></td>

</tr>

</tbody>

AT — N\ SEENTL B A Y=V RRRTH2OD
R T, CORBIIEFELLZNTLZE N,

<form name="Process" method="post" action="/
cgi-bin/Process.cgi">

Reply-Message FRICHT 2181E% Web RAEICHERT
Bl ODEBRTT . ZORBIIEELLNTLLZE L,

<input name="scode" type="hidden"
value="<!-- Session_Code -->">

CORRBEELZNTLEE W,

<input name="pcode" size="40" maxlength="32"
autocomplete="OFF" type="password">

Ayt =D d 2T =Y ZEET 57D DELAR T,
size & maxlength DA OFERIZEE LT EE W,
<form></form>DHNEICEHRE L TL a0V, &7z,
maxlength 1349 6 DI EOBFAFREL TS0,

<input value="Enter" type="submit">

Web ZiEICERZITH-ODELERTT. ZOTRIIEE
LWVWTL FEN, <form></form>DHERICHEL TL
7Z2E W,

p=3

loginProcess.html 7 7 £ LI, 1ZAD 7 7 4 L& BEMNT 2541,

7/ (AT v va) ZERLTLILES W,
(%)

REHI

<img src="/image_file.gif" >

BEMT T 57 7 4 LR DKE

Reply-Message R EHE (loginProcess.html) @V —Z2fZ2ROKITTRLE T,



9 Web

9-28 Reply-Message ZR~EIE (loginProcess.html) MY —2ZHl

FRELDERE

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml1/DTD/xhtml1-strict. dtd”>
<html xmlns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<meta http-equiv="Pragma” content="no-cache”>

<meta http-equiv="Cache-Control” content="no-cache”>

<meta http-equiv="Expires” content="Thu, 01 Dec 1994 16:00:00 GMT">
<title>&nbsp;</title>

</head>

<body oncontextmenu="return false:”>
= ===== Body === —)
<center>
<br>
<table width="100%">
<tbody>
<tr>
<td align="center” bgColor="#2b1872">
<font color="#ffffff"><b>Reply Message</b></font></td>
</tr>
</tbody>
<{/table>
<brd> AytE—UERTY HI=HDER
<table align="center” border="0">
I <tbody>
:<tr>
! <td align="left” nowrap="nowrap”><!-- Reply_Message ——></td>
1</t
1 </tbody>
<{/table>
<br> WebZREEICI5R T B F-H D iR

Kform name="Process” method="post” action="/cgi-bin/Process.cgi”>

<input name="scode” type="hidden” value="<1— Session_Code —>">

[y g g2 gty sy N iy iy P S

<table align="center” border="0">

<{tbody> COTIFEELREVTLEZE
[ <td align="Teft”><input name="pcode” size="40" maxlength="32"
iautocomplete="0FF" type="password”></td>
i <td align="Teft"><input vaIuéEWEﬁEEF”_fiﬁézwéﬁBﬁTf”5{7§f;___1___T'_
B¢/ 7 2

<{/table>

</form» WebFBEEIZER 4T 5 F=h DLk
<br>

<br>

<br>

<br>

<br>

<br>

</center>

<!—— ===== Footer ===== ——>
<hr>

div align="right”"></div>
</body>

</html>

</tbody> AwtE—DITHT BT —F ANBEED-HDER

(3) Reply-Message RnEEZRRFI

Reply-Message ZREH DFRF 2 ROKIIR L E T,

&ER
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9-29 Reply-Message FnbEE (75 HRRG)

e s M T |
RAH— D ODA v E— VKRR

934 FEEIS—XvE—Y 771 (webauth.msg)

272

FWIELT— A v E—T7 74 )L (webauth.msg) &, Web fRiE0 71 > £721X Web BiE0 77~ b D%k
MBI EEE CERT DA v —VBEBNLIZ 7 74 LTT,

FTIFINIREODRHFLT— XA vt =V ANBEZ BB, ROBIIRT OfTORXA vt —IZEM L3R
LT =Ry E—=V T 7 A NVEERLTLZE 0,

xK9-6 REALIST— AV E—IT71ILDOBITORAE

7&S nE
1178 074 VB, 1% 1D 7213327 — REEBRE#H-> 7256, & L <13 Web fBFE DB IC K 258 ET T —

ERSIEBBICHNIT A Ay =,
[F7 4N FRAYE—=]
“User ID or password is wrong.<BR>Please enter correct user ID and password.”

217H Radius IC&ARBIEL T — L - BEICHNT B A v =,
[F74LhRAvE—V]
“RADIUS: Authentication reject.”

317H a7 47— ark, Radius sBEDRRE L 7% > TV 5%, Radius ¥ —/NEAREE & O HHESL
LTWAEWESICHIT A vt —,

[F7 4N MRAyE—=]

“RADIUS: No authentication response.”

417H FEBOIL T4 7L —2 3 YVORERD, £LBMEREEOBGODICOT A VY TERVWEAICH
NTBAvE—,

[T7xIbAvE—=]

“You cannot login by this machine.”

517H Tulr s LAOBREOBENFE LIZBEICHITAA v -,
[FT74LhxvE—]
“Sorry, you cannot login just now.<BR>Please try again after a while.”

617H Tar T LAOREORENFELIBAICENTEAvE—,
[F72 Xy tE—Y]
“The system error occurred.<br>Please contact the system administrator.”

71TH TuT I LOEEORENRELBAICHNITEIA Y-,
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[F7HIL bRy t—]

“A fatal error occurred.<BR>Please inform the system administrator.”

817H aZ7 Y MUIET CPUBERZEICEST, aZ 7y MAEKMLABEEICHENT A vE—,
[F7 I rRXyE—]

“Sorry, you cannot logout just now.<BR>Please try again after a while.”

917H 074y LTWEnI—Na s 7y b LEBRICHATEIA Yy =,
[FT7x N FAyt—Y]

“The client PC is not authenticated.”

(1) ERHF
s WEEFOFNB>1BER, FT74LIDIT—Xyt—VERRLET,
© 77 AVRIERE, BITI— K% CRALF £ LF” 0625 TRIEL T RS,

« LITIKEZRAD S A Y E—URIE, FAS123F (A 256 F) £TTT. JITRLTLAF
BT html 7, Bf74 77 <BR>" b&HET. 4B, FMA 512 XFEBAILFITOVTIIER
LET,

« BEETLT—Avt—Y7 7 A AH 10FTEEH > BEE, 10FEUBONEIZERLET.
(2) BEELF—XYE—I 771 IERDORL >k

o LS —RAvt—VT7AINEICERLAETFAME, FOFEFHTMLFFAMELTCERALE T,
LizH->T, BIELT— Ayt —Y EICHTML ©O% 72509 2 &, 208 TOEEZ{TVET,

¢« 1 Ayt —VR1FTERTABESH -0, T5—A vt —IVDHERS A —JICHTEANT- WS
&1E, BUT L WEFTIC HTML OfT4 77 <BR>" AL TL &0,

(3) =EH
RELT—RAvE—T7 7 1)L (webauth.msg) OV — A% RO LE T,

®9-30 SREIIS—Xvt—I 771/ (webauth.msg) MYV —2Hl

A—HFIDRIEFNAT— FNFETYT

NAT— KRR ETYT

Y — /DR ONMY FEHEABRO VR TLAEEEICHANEHOE TS,
SAFLDEREIZBYADHY FTBRVRATLAEEHEZIZVADLETLEZL,
DRTLEEHELE (minor) BROLIESK LTHOEERTAELTLESL,
SATLEZEEE (major) BROVATLBEZFICELNADLETLEEL,
VRTLEEZEHRE (critical) BROVATLEEFZFICEALADETLEEL,
DRTLNSERKETTBROLIESK LTALAST 7 FLTLESL,
A4V LTWERA

(4) =mbl

FEOFRIELT— Ryt —V T 7 AIUEFHL, AT—REREICKD, urA VickBLEzEEDO S
A VRBEEOF R ZROKIIRLE T,
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9-31 O79VRMERE (7757HRRH6)

2—YIDR £/ VR T— FHFIETT (12)

[back | otose |

9.3.5 Web SREIEH YV

Web FRFEEE O HTML 7 7 1 UIC Web FRiEEIE ¥ V2 FZAL I L T,
IT7—Avt—VEFRTEET,

BE EICa 71 VR

p=(111
=224

BETHAEE & Web RIER ¥ 7 OMA G bE 2 ROBITRLET,

K97 [WHITE

EEcsmss °7 D77 071 o071 o077 O77 Reply-
Sk %g 1>  MNE @ VEYW KRB URE UKk Message
EE ] EE EE TEHE HEEH xrEGE
<l-- Login_Time --> oz A v g)HL - - O - - — —
<!-- Logout_Time --> = @777 ME§H - - O - O - -
%2
<l-- After_Vlan --> FRiE# VLAN - - O - - - -
ID*3
<l-- Error_Message -- | T —Xvt— - - - O - O -
> ¥4
<!-- Redirect_URL -- %L - — — %5 - - - —
>
<!-- Session_Code -- zU - — - - — - _ %6
>
<!-- Reply_Message RADIUS #— - - - - - - O
--> NP 5Z(E L7
Access -
Challenge ®
Reply-
Message
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(L) O:HEHEEICFERT S — EELEZEREES
PE 0 M w B G sy:8 ) RO Ad: 7] 8
EX2 FREHICE > TERIELZDET,
0 oA v ERIEE : BB ST T AR
as 7y NETHEE: 9777 MEESE T LB,
EX3 OSSR, 1—-YAEE%{TS VLAN ID.
X4 urArELZOTTY MPRRLEBEOLT —ER,
EX5 EELICERRUEGAD, BAERIIBOY v T URL 24 FLET,
EX6 EELICERLETAN, 2—FID & State [EEZREFLET,

F|EFNCOVWTIE, [9.3.6 FOMOBEEY > TIV] Z2BBLTLEE 0,

9.3.6 ZFOMOEBEEY>TIL

Web #2iFEE (loginOK.html, logoutOK.html, loginNG.html, logoutNG.html) ®#% > 7Ly —2%

(1)

ALUET,

0741 >EE (loginOK.html)
07 A YEINEE DY — AFE L OERRFZROBITTRLE T,

9 Web

FRELDERE &M

275
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276

9-32 O79 > EIEEODY— 26 (loginOK.html)

<?xml version="1.0" encoding="euc—jp”?>

<IDOCTYPE html| PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml|1/DTD/xhtml| 1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body oncontextmenu=¥"return false;¥">
{l-—= ===== Body ===== —)

{center>

Login success

<br /><br />

<Table Border="0">

<Tr>

<Td Align="left">

Login Time

</Td>

<Td Align="left">

</Td>

<Td Align="left"> N R
M= Login Time =58> A7 YBRRFS Y

<Td Align="left">
Logout Time

</Td>

<Td Align="left">

</Td>
<Td Align="left">
A
<STr>
__________________ — =mEIebIhG SSa, P
<bX1— Redirect URL ——>%/b> REERIRD T v > THERLE J

<br 73br 75

<form>

<input type="button” value="close” onClick="window.close()” />
</form>

<br /><br />

</center>

<br /><br />

= ===== Footer ===== —>

</body>
</html>

,0

~
i

b

N

loginOK.html 7 7 1 V2, 13D 7 7 A )V BEM T 55813, BEMITT 27 74 LADIEHE!

(RTvva) ZBA LTSV,
() < img src="/image_file.gif" >

-
(-

”

BB, ¥4+ 3Iv 2 VLAN E— F&E 2L Y —E— F T, loginOK.html 7 7 A MZIEHPD T 7 A

LVEEEMT2E, 0l VEREEPEEICRRSNZNI EPHDET,
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9-33 O74 > EYEE (7357HRRH6)

Login success

Login Time -——20XX/01/11 10:15:28 UTC
Limit Time ———20XX/01/11 11:15:28 UTC

(2) O77YhETEE (logoutOK.html)
a7 77 NETHEHEOY —AFB L OERFZROKIIRLET,

9-34 O777 R NETEHEODY—XF (logoutOK.html)

<?xml| version="1.0" encoding="euc-jp”?>

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtml 1-strict. dtd™>

<html xmlns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled>&nbsp:</title>

</head>

<body oncontextmenu=¥"return false;¥">
= ===== Body === —)

<center>

Logout success

br Dbr >, N5 F7Y FEIRRSY

<br /><br /><br />

<form>

<input type="button” value="close” onClick="window.close ()" />
</form>

<br /><br />

</center>

{l-— ===== Footer ===== ——>

</body>
</html>

I

=
7"

sl

N

logoutOK.html 7 7 4 Wi, EH DT 7 A Lz BEfT 5561, BEEfITT257 74 LEDKHE
27/ (AT v va) 2 LTLZE W,
() < img src="/image_file.gif" >
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9-35 O777NETEE (757HRRH)

Logout success

Logout Time ——20XX/01/18 09:50:58 UTC

close

(3) O71>/O0777 MNMREEE (loginNG.html / logoutNG.html)
uryAr,/arz7y MEREEO Y — A8 L ORR 2 RORIRLUE T,

9-36 O71>/0777 MNRMEEODY—ZHI (logihnNG.html / logoutNG.html)

<?xml| version="1.0" encoding="euc-jp”?>

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtml 1-strict. dtd™>

<html xmlns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled>&nbsp:</title>

</head>

<body oncontextmenu=¥"return false;¥">

= ===== Body === —)

<center> IS—AyE—URFTEYT

<br>

<br /><br /><br /><br />

<form>

<input type="button” value="back” onClick="history.back ()" />
<input type="button” value="close” onClick="window.close ()" />
</form>

<br />

</center>

{l-— ===== Footer ===== ——>

</body>
</html>

AR
loginNG.html, logoutNG.html 7 7 A JLiZ, 1E2D 7 7 A L2 EEA T 21581, EEfIT27 7
AINBDOFEIRIZ” /7 (ATvia) 2R LTLEE 0,
() < img src="/image_file.gif" >
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9-37 O74>,/0777% K NBEE (7'57FRRH)

2—YIDR £/ VR T— FHFIETT (12)

[back | otose |
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9.4 SSL EitHAE O %
9.4.1 H—/IRBLRE(ERT BEE

SSL A —/\GERRE S Z1ERLT 5121, openssl 238 < BRIEASAE T, openssl AEIET 5 OS ZIRIC
RLET,

« UNIX % OS
» Windows 5% OS (cygwin A Eh{EAZE)

openssl #FEfT LT, Y —"GEAZEE#A{ER L £ 9, openssl 1.0.2 IEDN—Y 3 V2 FEHLTLES
W, F7z, openssl OBFICE LTI, A—T >V —XTHBopenssl D KF 2 X2 hEHBLTLES
Uy,

9.4.2 T —/N\GIEAEERDIEM
Y — NG S B OMERICE 72 5T, openssl ICATIT BEHMEIROFITRLET
# 9-8 openssl CAS1T B1EHR

B2 s - BIK
pass phrase for server.key ARVAV:VAVSYESEN
Country Name I—FK
State or Province Name EERT A
Locality Name HETA 4
Organization Name FA% & 7o 13 &t 4
Organizational Unit Name EEZ
Common Name FQDN F 72 3AREEBED P 7 FL X
Email Address EHEODBFA LT FLX
challenge password -
optional company name -

(FLFY) — : ATARE

SSL At —/\GERASE & 13, openssl PEIET BB TERLE . RICFEERLET . £/, EFTHIT
WBRICRT 77 A VEEHERHLET,

- WERDT 7 A L%  server.key

« BREKREZBODT 7 1 IL4 ! server.pem

« ERLT 28 —/NEEEAE D 7 7 A L4  server.crt
s T AMERD T 7 A L4 ¢ serverinstall.key

7B, openssl BMEERBEDO 0> % [unix#t] & LET,

280



(1)

(2)

(3)

9 Web WL\DIEo)EI Em

B — R 7 71V EHRHT B
BENA MEEDOT 7 (L (rand.dat) #¥ELET. WEBLUI— PRIV EHA.

SSLBIETERT 2R Z1FNT S
BE# 2048 €y & L# (serverkey) ZIERT 512 RORITRLE T,

9-38 HDIER

unixft openssl genrsa -out server.key -aes256 -rand rand.dat 2048
241 semi-random bytes loaded
Generating RSA private key, 2048 bit long modulus

.................................................................. +++
............. +++

e is 65537 (0x10001)

Enter pass phrase for server.key: skkskkkk -1
Verifying — Enter pass phrase for server.key: skkskkkxk -2

1.y —NNHDOIZAT—RE2 AN LET,
2. —)NHOIISZAT—RZHEANILET,

BLEKREZEHT D

SHA256 #fER LT, #E# (serverkey) »5BHRERKE (server.pem) Z{EY 2HFlzROKITTRL
¥9. 4B, CORTANTHERIE, BELTITLOIHERLLZBDOTT, ERICIE, CARPRETITS
CAGEAZE, BXUHR CAEAZELEOBEICHELREREZ AL TLIZS 0,

X 9-39 BREKSDIEM

unixft openssl req -new -sha256 -key server.key -out server.pem

Enter pass phrase for server.key: skkskkxk -1
You are about to be asked to enter information that will be |ncorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.’, the field will be left blank

Country Name (2 letter code) [AU]:JP -2
State or Province Name (full name) [Some-State]:TOKYO -3
Locality Name (eg, city) []1:MINATOKU -4
Organization Name (eg, company) [Internet Widgits Pty Ltd]:NEC -5
Organizational Unit Name (eg, section) []:IP8800 )
Common Name (e.g. server FQDN or YOUR name) []:www.example.com -7
Email Address []:admin@example.com -8
Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password []: ---9
An optional company name []: -9

LY —=NHONZAT—=F2 AT LET,
2Ea-FZANLET,
EENRZZATILET,

4.2 AT LE T,

5. 22 ANLET,
6.ERDBMZATILET,

7.FQDN 723 AEBEDIP 7 FLAZ AT LE T,
8A=LT RLVAZANILE T,
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(4)

(5)

9.4.

(1)

(2)

(3)

282

9.fb AT LEHA

H—/\GEREZEH T B
-days 7> a v EERLT, BMHERE 365 HEE LY —/\iEHE (server.crt) BT 2H61% Ik
DRUTRLE T,

[ 9-40 +—/\EIBREOERL

unixff openssl x509 -in server.pem -out server.crt -req -signkey server.key —-days 365

Signature ok
subject=/C=JP/ST=TOKY0/L=MINATOKU/0=NEC/0U=AX/CN=www. examp Le. com/emai lAddress=admin@examp le. com
Getting Private key

Enter pass phrase for server.key: skkkkkk -1

1L.Y—NHONSAT—FE2ANLET,

REICTVAN=ILTBLEODOMERZERT D
BEICA VA N—LT 5200 ERE (serverinstall.key) ZAERT 2H12RORITRLE T,

9-41 WERDEM

unixff openssl rsa -in server.key —out serverinstall. key
Enter pass phrase for server.key: skkkkkk w1
writing RSA key

LY =NHONZAT =2 AT LET,

3 H—/\GIRELROER

EAH < K set web-authentication ssl-crt T, ¥ —/\iFFAE M EE > AREBICEH LTI, /-, F
B CALHHED H 2158, Y- N\IHEBLIUNEREFERICEFLET, RICFEZRLET,

T—/NEHAE L REAKEICHXT S

MC %I 27, AT > Fsftp, scp A EIC& > T, fEH Ly — VGEBIE & s & A E %
LEd. £/, FH CAMREND 25813, ARICAEBICERLET.

i CASHREZ #RT 2

i CAGERED H 2561, BT 24 CAEHAZEO 7 7 A V2 EHLE T, F/z, EHOHR CA
AERAE (IROZETHITIEZ DD 7 7 1 )L root.crt & next.crt) BHBEFEEE, 77/ V2= L T—20D
774 ) (cacrt) ZERLE T,

9-42 thfE CA SIERZE D%

#f cp root.crt ca.crt
#f cat next.crt >> ca.crt

T—/\GIAE L REAKEICERT D

EEEEEE-RFNTUI/A LT, ALY MTa L7 MUY —NEAE (servercrt) &RMEH#E
(serverinstallkey) #EZ£9, £/, H CAFHAEF (cacrt) PH2HEE, AL T4 L7 M
HE CAGEHEZEZ £ J,

T A VEBEWIRRET, BRI F set web-authentication ssl-crt ZEfT L TABEBIZEH LI,



(4)

(5)

(6)

9.4.

9 Web WL\DIEo)EI Em

9-43 H—/\iIAZERDER

#f set web-authentication ssl-crt

Set path to the key: serverinstall.key

Set path to the certificate: server.crt

Set path to the intermediate CA certificate: ca.crt

Would you wish to install SSL key and certificate? (y/n):y
Install complete.

Please restart web-authentication daemon or web-server daemon

A=

1LWERDOT 7 A VEZEELE T,
2= NGEAED 7 7 A VB ZIEELE T,

3.HE CAREHED 7 7 A VB ZHRE L £ 9. HfE CAEAEZEN ZWIHBAEX, [Enter] F—-7202 AL
£,

4 AF UIRERELFNE, yEASLET,
&B,ﬁﬁﬁtﬂ,ﬁ—ﬂﬂﬁé,W§%,B£U¢ﬁCAE%%@W§%E%ﬁ@%Iyﬁ%biﬁho
Z07®, ELWEAEbEOY— NEHSE, WER, 5 X0 CATRELBR LA, 1215
HTWS%@muf@nﬁ4>ﬁ¢@mﬁ7vrﬁWﬁvga<a@iﬁo_@;o@agm,ﬂﬁbt&

HECMERZ VAR LD E, BEELVHAGDEOY —/\GEAE, WEH#E, BIOHH CA
AERAZE ZEHR L TS,

E%i "&ﬁ@w’d’ é

EH I+ > KN show web-authentication ssl-crt %7 LT, ¥ —/ViEBAZE, E#E, BLOTHE CAE
BHENBRINTVWAZ L ZHEELET,

B 9-44 H—/\FIHAE & ROEFRESD

#f show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key : 20XX/03/30 14:05
SSL certificate : 20XX/03/30 14:05

SSL intermediate cert: 20XX/03/30 14:05

Web —/N\%ZBicEd 3
JEF I~ R restart web-authentication web-server 25T LT, Web VY —N\Z2HEH L F9,

9-45 Web #—/\(DEHCE]

#f restart web-authentication web-server

Web t—/\DEEE ZHEERT
ps I~ Y REMRALT, Web¥—\ (httpd) PEEILTWAR I EEHRLET,

B 9-46 Web t—/\MDiCEnHER

#f ps —auwx |grep httpd

root 471 0.0 0.1 212 672 77 S 6:19PM 0:00.52 /usr/local/sbin/httpd -DS WA -D
SSL -DWA SSL

operator 11070 0.0 0.1 164 556 00 S+ 6:20PM 0:00.01 sh -c ps -auwx | grep httpd
operator 11421 0.0 0.0 32 36 00 R+ 6:20PM 0:00.00 grep httpd

4 T —/\GIBAZE SR OHIBR

#F O~ >~ N clear web-authentication ssl-crt T, AREBICEHF LY —\GEAE, WER, BLOHH
CAGEAZZHIBRLE T, IRICFIEEZRLE T,
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(1)

(2)

(3)

(4)

284

t—/\SIERE - R ZHIBRT B
EEEHELT—-FNTtRr 1 LT, EHI< Y N clear web-authentication ssl-crt #FEfF L TB&E L7z
B — ) NEEREE, TE#E, BXOHRE CAFHEHBRLEDT,

X 9-47 1 —/\SIBHE R OHIER
#f clear web-authentication ssl-crt

Would you wish to clear SSL key and certificate? (y/n):y e
Please restart web-authentication daemon or web-server daemon.

Ly ZANNT 5L, BFLIT—NGEHE, WER, BIOTHE CAAEZZHRLEI.

HIFRZ 539 5

M a2~ > N show web-authentication ssl-crt 21T LT, Y —/ViElHE, WE#, BIOTE CAGE
HENSHBSN TSI E2HELET,

9-48 1 —/\EIHAE SR OHIFRHESD

#f show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key : default now
SSL certificate : default now

SSL intermediate cert: -

Web ty—/\%zBicEd 5
EF 2~ > K restart web-authentication web-server 2T LT, Web ¥ —N\Z2HEHL FI,

9-49 Web H—/\DEICE]

#f restart web-authentication web-server
Web H#—/\DicE Z R T 5
ps I~V FEMALT, Web#—/\ (httpd) MEEBILTWHZ L %2R LET,

9-50 Web #—/\DicEH#EER

#t ps —auwx | grep httpd

root 471 0.0 0.1 212 672 77 S 6:19PM  0:00.52 /usr/local/sbin/httpd -DS WA -D
SSL -DWA_SSL

operator 11070 0.0 0.1 164 556 00 S+ 6:20PM 0:00.01 sh -c ps -auwx | grep httpd
operator 11421 0.0 0.0 32 36 00 R+ 6:20PM 0:00.00 grep httpd



I\/\AC SRS D fEER

MAC 8k, ZfEL7 L — L\@%fET—EMACTFI/X%:DﬁEb, VLAN
’\@77’12;(%Uﬁﬂ%f?5%% T—d_o ;@E-’C lZ MAC 38 Fod Oblfﬁgﬁbi
ERS
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1 0 MAC ¥y EEG)QEDH

10.1 #i&

2—HID, AT —F&2ANTE%PC DL %EETI3 IEEE802.1X ® Web 8k 2 MATE 97,
MAC BRREIE 2 —H 1D, AT —=REZANTE LW V¥ s EOBBETHLRIEEITI 12O DEEET T,

BESNER—NMIZEITHIL—LOFEETMAC T RLUATERIL, HiEaNnN/- MACT7 RLA%ZE
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Bl Type f& EHER

VLAN R T HFEXFIE 7213 “VLANxx”

xx I VLAN ID 2% L £ 9,

272U, ZHEO 1 A7 Ty bOREN 0x00~0x1f DFEIE, Tag
ERLTVWAHOT, COHEIE2A 7Ty NEP»SOfEN VLAN

AFRLET, LHD 1 477y bOWNEN 0x20 DL EDFEL, £
A5 VLAN 2L E T,

i, 37471 — 337 K name TRESINz VLAN

BIPTEE S N7HAIE, VLAN ZFRCHEd 5 VLAN ID % f#

ALEI,

EE VLAN £— FEHIEHALE A

# 10-7 RADIUS Accounting TlEHY 2 B4R

B Type fE Bkl

User-Name 1 MAC 7 KL A, F£7:1% TR 10-10 MAC 7 KL Z+VLAN ID &
Rl CERLUEEZEELET,

NAS-IP-Address 4 NASDOIP 7 FLAZBHL LT,

V=N T4 HT2—=ADIP 7 RUVARERILX, L—F NNy o1>
T —ADIP T RLVRAEEALET, 28, INDHNE, —NEE
BIA2A Y 72—ZADIPT FLAZBHLET,

Service-Type 6 Framed(2)# &% EL £ 7,

Calling-Station-Id 31 WARD MAC 7 RL R (/INCE ASCIL “” REID) 2F;ELE T,
5] : 00-12-e2-01-23-45

NAS-Identifier 32 EE VLAN £— R TlE, @RiFMAZNAL TS VLAN ID 2 HEXF
FITHELET .

f5] : VLAN ID 100 ®#F& 100
Y4F3Iv 7 VLANE—RTIE, 2074 7Lb—yaryavy R
hostname TIEESN/-EEBELZIEEL X I,

Acct-Status-Type 40 FRAERRTNMFIC Start(l), FRAEAEPREFIC Stop(R)ZMEM L £ 9.

Acct-Delay-Time 41 ARy NREERDPOREETHETICELKE () 2EHLEI.

Acct-Session-I1d 44 Accounting 158 % #5192 ID (FRAEAT, FEAEAERRICEE L CIZEI CME
T9).

Acct-Authentic 45 FREAHRERY RADIUS, Local DEE 6D %ML E T,

Acct-Session-Time 46 FREERIR T S TORM (B) ML ET.

NAS-Port-Type 61 Virtual(5) 25 E L £9 o

NAS-1Pv6-Address 95 NAS @ IPv6 7 KL AZHEML E T,

W—=TNy 7L 25T 2—ADIPv6 7 F L ARERIL, L—T Ny 7 A
VH T —ADIPV6 T RLAZBMLE T, &8, ZnbshE, o—N
EBEITAAN VY T—ADIPVO T RLAZEIALE T, 727201, IPv6
Y2 ou—HhL7 RURATHERET2HEE, VTN IV F T 12—
DIPV6 7 RLAREDEEICPPDET, EEA VYT —ADIPV6
Yy 7ua—hL7 RLAZBILET,
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1 0-5 I\/\AC le\ﬂIE{Em H%d) %%It
(1) figses O3t

MEEE S DFRTFEIZDNTIE, [5.2 LAY 2 E&MEEE OHFIC OV T] 2B L TL S0,
(2) MAC le\n[E7°D77A7J ﬁE@J lJTCi’JEJ_é

MAC Z3E 71 7' LS HEEE L7356,

ELDEEPO)@_/\—(O)ELDEz) ﬁ#ﬁ%éhi@_o k.a)ilﬁ ﬁ@é}‘%(ﬁbcﬁ
BRI (T TL 2S00,
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N\AC =1 I:IIE 0) /:I_E t

MAC 2RiFlE, ZELET7L—L20%ETMAC 7 RL A%E

III-U

GEL, VLAN

ANDT 7 A EITOKETT., ZOETIEI MAC SEEOA L —> 3 >

IZDOWTHBALE T,
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11

11.1

MAC SBEEDERTE L EFA

>J47Lb—3>

11.1.1

11.1.2 BEIZE VLAN £—

A 7147 L—>3a>av > R—

MAC#ED Y74 7L —Ya>yavy R—EBER2ROFIIRLET,

x®11-1 2>7147L—>3a>avR—E&

Vv RE

518

aaa accounting mac-authentication default start-
stop group radius

RADIUS Accounting #f#fHd5Z & EREL £,

aaa authentication mac-authentication default
group radius

RADIUS 8B3E AR CTEFET 5 2 EERELE T,

mac-authentication auth-interval-timer

FRRERRER, ROFBIEAITHON S £ T ORI
EHEELET,

mac-authentication auto-logout

WARDPSDT 7w AN G VIR AT WD L2
H U CRRGER#IR I B EIEZ ERIC L E J

mac-authentication dotlg-vlan force-authorized

MAC 7R— MZ switchport mac dotlq vlan &EA
BIFEIC, Tagged 7 L — L ZERIMRIMNCBRELE T,

mac-authentication dynamic-vlan max-user

A4+ 3Iv2 VLAN €= FTRIETE S5 MACT FL
AEEELE T,

mac-authentication logging enable

B{F0 7D syslog U — N ~NOHHZHEL LT,

mac-authentication max-timer

R AR ZIEELE T,

mac-authentication password

RADIUS #—=IA\DORWEHOERIERT /327 —
REHEELET,

mac-authentication port

MAC FREEZITOR— P ERELE T,

mac-authentication radius-server host

MAC #BFEEEMAIC RADIUS ¥ —N\D [P 7 FL A% &
ZHRELET,

mac-authentication static-vlan max-user

EE VLAN £— R TFET& %5 MAC 7 N L A ¥ 218

ELET,

mac-authentication system-auth-control

MACFiEr—E 2B L X T,

mac-authentication vlan-check

FURERFIC MAC 7 R L AIZINZ, VLANID &9 %
g_<‘:’a’: RELET,

(1) O—ALEREASNOESRNLRERTE
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11

11-1 BEZE VLAN ®— ROO—AIEREEARDOERER

REERICT IV ERTED

_____________________________________

VLAN 10 = v

_____________________________________

IEEE802. 1XFE f=I&
WebzB 5L TERELE

MACEEFE > SR a8

(@) FRELAR— bDEE

BEEDRA > N
MAC FBEECHEAT 2R — F2RELE T,

[0V > RICKBEEE]

1. (config)tf interface gigabitethernet 1/0/3
(config-if)#f switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)#f exit
RAEZITOWMARDPER SN TVAR— MIMACERIEAFRELF T,

(b) MAC SREEMDERTE

BEEDRT > K

MAC

MACEGED IV 74 7L —3>a<wy FERELTMACERIEEZERNCLE T,

[O7> RICKBEEE]
1. (config)# mac-authentication system—auth-control
MAC SR H L £ 9,

(2) RADIUS FBEEATLDERKRERTE

WL\uIEO) oX

EE VLAN £— R T, RADIUS #ZiE AR %2 (T 5 L TCOEARNLEHELZROKIIRLET,

LER
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11 MAC SREEDERTE & EF

11-2 EE VLAN £— R RADIUS SREEATNDEARIBRK

RELRICT IV EARATES

RADIUSH—/N
192.168.10. 200

1/0/11 1/0/10

1/0/3 1/0/4

SV |V v

_____________________________________

IEEE802. 1XZFE f=I&
WebZE 5l TERELE

MACEESIE xS S 2

(@) EREIR— NDERE

[EBREDRAT > K]
MAC Z2sEClEHT A2 R—F 2R ELE T,

[O7 > RICEKBEERTE]

1.(config)#f interface gigabitethernet 1/0/3
(config-if)# switchport mode access
(config-if)}f switchport access vlan 10
(config—if)# mac-authentication port
(config-if)# exit
AL T OWMARDSER SINTVAR—MIMACRRIEZHRELE T,

(b) MAC SBEEDERTE
EREDRT > M
MACERFHED I 74 7L —3ayavy RERELTMACRIEZEMCLET,
[O7 > RICKBERE]
1. (config)#f aaa authentication mac-authentication default group radius
(config)ff mac-authentication radius-server host 192.168. 10.200 key "macauth”
FRiE% RADIUS Y —NNTT 572012, IP7 L A& RADIUS#ZERELE T,

2.(config)# mac-authentication system-auth-control
MAC R4 & L £ 7,
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11 MAC SBEEDEETE & EH

1113 94FXy 7 VIANE-—ROO>T7s7L—>3>

(1) O—=NLFEEAROERNGIE
545 3v2 VLAN €= KT, RIEARZEAT 5 LCOERNLRELROMISRLET,

11-3 99473y 7 VLAN E— ROO—-HILZEEARDERER

wﬁél77tx1%é

L3R A v F
e
L
(VLAN 20)
c—— b
I v =
A 1/0/3 1/0/4 V)
__________________________________ !
BERVIAN —<___ | L
(VLAN 10)

| HUB |
1EEEB02. 1XZE = (%

WebZ2 i TER:E

MACEEZE >t SR 25

(a) EREEAR—bOFRE

[BEEDRA > N
MAC 8iECERT 2R — b 2HREL T,

[0 RICKBEE]

1. (config)# interface range gigabitethernet 1/0/3-4
(config-if-range)#f switchport mode mac-vlan
(config-if-range)ff switchport mac native vlan 10
(config-if-range)#f mac-authentication port

(config-if-range)# exit
IR ITOWMAKRDPERINTVAER— M MACRRIFEZHRELE T,

(b) MAC SREEDERE

[EBREDRAT > K]
MACEHOa>y 74 7L —a>vavry FEHRELTMACEEEZ2ENICLET,

[O7 > RICKBEEE]

1. (config)# mac-authentication system-auth-control
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11 MAC SREEDERTE & EF

MAC FFEZ B L £ 3.
(2) RADIUS SREEARNDERKRERE
¥4 F 3y 2 VLAN £— FT, RADIUS AR % ERT 2 L COBRNAEREL ROMITRLET,

11-4 91473 v 7 VLAN £— RO RADIUS REEARDEARIER

PEERICTT I ERTES

RADIUSH —/ %
192. 168. 10. 200
L3RA v F
gasssget
________________________________ i SFEEEVLAN
I - (£200000000000000000000000000 R S (VLAN 20)
i@ | 1/0/10 ] b 1/0/11 3
| s voat
SBEERITVLAN e |/
(VLAN 10)
| HUB |
IEEE802. 1XF 1= 1%
WebZBEE T 2B3E
gasssget
MACSRSIxiZ4438  PCI PC2

(@) EREEIR— NDERE
[EBREDRT > N
MAC B CEAT A2R— b 2HRELE T,
[T > RICKBEEE]

1. (config)# interface range gigabitethernet 1/0/3-4
(config-if-range)# switchport mode mac-vlan
(config—if-range)lf switchport mac native vlan 10
(config—if-range)#f mac-authentication port
(config—if-range)# exit
FAERITOWMADER SN TNAER— MIMACRRIEEZFHEL LT,

(b) MAC FREEDERTE

[EBREDRT > N
MACERHEDaY 74 7L —a>avy FEHELTMACEREZEMICLE T,

[O7 > RICKBEETE]

1. (config)# aaa authentication mac-authentication default group radius

(config)#f mac-authentication radius-server host 192, 168. 10,200 key “macauth”
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11 MAC SBREDERE & EA

RiEE RADIUS 4 —NT3 57012, IP7 L A& RADIUS #2%ELE T,
2. (config)# mac-authentication system-auth-control
MAC iz #E L £ 9,

11.1.4 MACFBEID/NF X —IEHE
MAC BREECRE TEA/NIA Y OREFELZFHAL £,

( 1 ) mu\ulEHij(H%Fﬁ )] SQL:E

BEEDRA > N
FRAL A A DY R 2 SR A IS FRAEL R T AR ZRE L £ 9o

=

[O7 > RICKBERE]

1. (config)# mac-authentication max-timer 60

SRR ICERREMERR I R 2 60 DICREL 9

(2) EIZE VLAN E— RDFEEEADHEE

[EREDRA > M
EE VLAN £— R CRREETE 2 MAC 7 FL ZHZREL 9,

[Ov > RICKBEHRE]

1. (config)# mac-authentication static-vlan max-user 20
MAC D ETE VLAN T— R TERIFTE 2 MAC 7 RL 2D % 20 HICRELE I,

(3) RADIUS #—/\DHE

EREDRA > M
RADIUS FFiEA R THEAT 5 RADIUS =N ZH/EL X T,

[O7> RICKBETE]

1. (config)# aaa authentication mac-authentication default group radius
RADIUS 4 —/NNTFIAET A LS ITEREL LT,

Qb)) 7ho>oT1>TDEE

EREDRAT > K]
THIVT 4V TEFETAHEIDIKRELET,

[0V > RICKBEEE]

1. (config)# aaa accounting mac-authentication default start-stop group radius
RADIUS Y —NIZT7ho VT4 v TEEE2TAHEIDICHRELE T,

(5) syslog H—/"\\DOHFERE

[ E@d"r/l\]
TSR & #Eu 7% syslog W —NICH 1T AR EE LE T,
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11 MAC SREEDERTE & EF

[Ov > RICKBEERTE]

1. (config)# mac-authentication logging enable
(config)if logging event-kind aut
MAC FREEDFER LB E T 7% syslog 4 —NICHIT 28 EX LE T,

(6) ERELEFIC VLAN ID £HRET 25 E

[EBREDRT > N
FAEREIC, MAC 7 FL AR T% < VLANID bBET A BAICRELE T,
[O7 > RICKBEERE]
1. (config)# mac-authentication vlan-check key ”@@VLAN”
AR IC VLAN ID AL £ 9,

%7z, RADIUS &iEAXT, MACT7 FL AL VLAN ID &% “@@VLAN” OXFETOiF 7= XFF]
T RADIUS NfEWEDEE T,

(7) RADIUS BWEHE/INZAT— RDEE
EREDRA > M
RADIUS NOBEDBEICHEET 2/SAT—F2RELET,
[O7 > RICKBEHRTE]
1. (config)# mac-authentication password pakapaka
RADIUS NOBEARKD/ AT — K& LTC” pakapaka” #FEL£T,

(8) FRELRAIRDAETELIGREIREMREERE

BREDRA > K
FRRERIR DIREIRREE £ COHRERHEFE T REL £ I,

[OY > RICKBEEE]

1. (config)# mac-authentication auth-interval-timer 10

AERHR, 10 TREIEBRICHERIEZITO L ORELE T,

(9) EREIFEAIPVA 77t R 1) A MNDEEE

[EBREDRT > K]
FRALRTIRE DR R D SEFED /N v N 2 REBNANEIXET 5L OFELE T,

[O7> RICKBERE]

1. (config)# ip access-List extended 100
(config-ext-nacl)#f permit udp 0.0.0.0 0.0.0.0 host 255. 255. 255. 255 eq bootps
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)# exit
(config)ff interface gigabitethernet 1/0/3

(config-if)# authentication ip access-group 100
(config-if)# exit
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FREERTOWAR A2 S5 DHCP /¥ v F7213 192.168.10.100 ND 7 7L A %03 5 IPv4 77 £ AV A
FERELET,

(1 0) 9\\{# v VLAN €E— R o)wu\nﬁgio)ggi

[BREDRT > N]
4> 3Iv 7 VLAN E—RTCRIETESLMACT RLABEZRELE T,

[Ov > RICKBEHRE]

1. (config)# mac-authentication dynamic-vlan max-user 20
MACFZFHEDY A+ 3 v 7 VLAN E— R TFIETEZ S MAC 7 FL 2D % 20 EICERELE T,

(11) EWERHDSDT T AN VVIRREZ 1R U TEREEER I BB EZ ECERE

[BEEDRA > N

EEEEA MAC 7 RL AR EDHMERP SO T 7L AN L VIRESEVWT L2 EBR LWk DI
ELET,

[O7> RICKBEE]

1. (config)# no mac-authentication auto-logout

ERHEEA MAC 7 RLUAZBEDHMARDP SO T 72 AN R VVRESHEV T ORI T WERER L
9,

11.1.5 SREERRADERESE

MAC §RECRBIEN RN ET B DDREZHAL ET,

(1) EE VLAN T— RDEZEERNR— M DERTE
}?I_EVLANJE‘_‘FT AL VWTEBEEZHFAI T AR - P E2RDEDICERELE T,

[BREDRA > K]
AL BN T AR— MR LTI, FAEAR—FEHRELEEA.
[OY > RICKBERE]
1. (config)# vlan 10
(config-vlan)ff state active
(config-vlan){f exit
(config)# interface gigabitethernet 1/0/4
(config-if)#f switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)#f exit
(config)$ interface gigabitethernet 1/0/10
(config-if)#f switchport mode access
(config-if)# switchport access vlan 10
(config-if)ff exit
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MAC FREEDERE & &

EE VLAN £— FTH> VLAN ID 10 28 E LR — b 1/0/4 ICIEEREAR - F2RELE T, £

7z, R—=1H 1/0/10 IZFEREL 2 W CHEBE ZFFAI T 55 E’Ebi?

(2) EE VLAN £— K OFREERRMImAKR DEE

IEIE VLAN £— FT, [:IL[]E l/ﬁl{‘fl_{n

EREDRA > M

EREE AR T B KRDO MAC 7 FLAZ MAC 7 RLATF—7IILICBHLET,

[O7> RICKBEETE]

1. (config)# vlan 10
(config-vlan)if state active

(config-vlan)f exit

FATABHEDOMAC T FLAZKRDEHIC

=1
CRXE

ELET,

(config)ff mac-address-table static 0012.e212.3456 vlan 10 interface gigabitethernet 1/0/10
VLAN ID 10 ®R— bt 1/0/10 12, EREEL W CEEZH T A MAC T RLAZERELE T,

(3) ‘9\\’(7'5 v 7 VLAN £— Rmmu\uIEB‘?g‘i‘T [ O)SQEE

9‘\/{'}‘3 v 27 VLAN £— FT, uqub&b‘TL{u%#—‘l‘a—éT ]\’E(}"(@J:O ZERE

CEXAE

BREDRA > M

REEZ RN HAR— ML TIE, BBER— FZRELFHA

[Ov > RICKBETF]

1. (config)#f vlan 10

(config-vlan)# state active

(config-vlan)t exit

(config)ff interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config—if)# switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config—if)#t mac—authentication port
(config-if)Hf exit

(config)# interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config-if)#f switchport access vlan 20
(config-if)# exit

%4+ 3Iv 27 VLAN £— FTH> MAC VLAN ID 20 Z&E L7z A— b 1/0/4 IT135E
ELET, £/, =1 I/0/10ICEEREL 2 W CEEBZFFAIT2REEZLET,

(4) 91+ 3y 7 VLAN £— R OREERINFRDELE
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EREDRA > M

ELET,

¥4+ 3Iv 7 VLAN E—RT, ZBIELZWVWTEEZ2FT 2WHAD MAC 7 RLAZ RO LS
—a_o

JEEAR— b 25

ICBRE L E

FAE R BRIL T B8HAKRD MAC 7 L X%, MAC VLAN & MAC 7 RL AT —7)VICESRLE T,
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[O7 > RICKBEEE]
1. (config)# vlan 20 mac-based
(config-vlan){f mac-address 0012, e212. 3456
(config-vlan)ff exit
(config)#f mac-address-table static 0012, e212.3456 vlan 20 interface gigabitethernet 1/0/10

MAC VLAN ID 20 @R — bk 1/0/10 12, FBIEL 2 VW CHEE 2 HTT T 55 AKD MAC 7 FLAZEE L
£9,

(5) dot1q E&E MAC R— ~ DETEEBRANERTE
[BREDRAT > M
dotlg SEAN &S N7z MAC R— b Tagged 7 L — L 2 RFERRAMCRE L E T,
[OV > RICKBERE]
1. (config)# interface gigabitethernet 1/0/20
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config-if)# switchport mac dotlq vlan 100
(config-if)# mac-authentication port
(config-if)# mac-authentication dotlg-vlan force-authorized
(config-if)f exit

MAC RIEEORIEARA— + 1/0/20 I2Z{E L7z, VLAN ID 100 £3%> Tagged 7 L — 4 % FRiEMKS
LT AREFLET,
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11.2 AXL—>3>

11.2.1 #ER3IY>R—E
MAC REOER I v > F—E2ROEIRLET,

x11-2 BAIYYK—E

IR A
show mac-authentication login MAC FR3E CRRAEEAD MAC 7 RLAZFRRLE T,
show mac-authentication logging MAC FREEO B0 JEHREFRRLE T,
show mac-authentication MACFRED > 74 L —2a v AFRRLET,
show mac-authentication statistics MEtEHREzFRRLE T,
clear mac-authentication auth-state mac- | FRIEE AR % EHIAICFRREARR L E T
address
clear mac-authentication logging BEo /ERE VT LET,
clear mac-authentication statistics MEtEREZ VT LET,
set mac-authentication mac-address Wigk MAC 58iEDBNMAC 7 FL 22 BH L F T,
remove mac-authentication WiEE MAC 883E DB 25 MAC 7 FL A ZHIBR L £ 7
commit mac-authentication WEL MACFRREDB 275 v Y2 X EUICRELE T,
show mac-authentication mac-address Wil MAC 883E DB ICEHR SN EHREFRLE T,
store mac-authentication Wt MAC BiEDB 2Ny 7 7 v FLE T,
load mac-authentication Ny Z7y 7774 ND»5NEMAC 883 DB #ET L ¥7,
clear mac-authentication dead-interval- dead interval ##EIC & % 2 G HEED RADIUS ¥ —1\AD 7 7
timer 2256, 1 BE® RADIUS #—NAO7 7L AITRLE T,
restart mac-authentication MACFRET R /I L2 HEEE L E7,
dump protocols mac-authentication MAC RiED ¥ > FER=NEL£T,

1 1 22 IV\AC wu\nl—to) Efﬁ*ﬁi‘%ﬂ'\

show mac-authentication <> FTMAC ZIFO R EBERPERSINE T,

11-5 MAC wﬁu qu I‘ﬁgﬁﬁT

# show mac-authentication
Date 20XX/10/17 10:52:49 UTC
mac-authentication Information:

Authentic-method : RADIUS Accounting-state : disable

Dead-interval 110

Syslog-send : enable

Force-Authorized : enable

Auth-max-user 1 1024

Authentic-mode : Static-VLAN
Max-timer : 60 Max-terminal : 1024
Port Count : 2 Auto-logout : enable
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VLAN-check
Vid-key

Authentic-mode

11

: enable
1 %VLAN

: Dynamic-VLAN

Max-timer : 60
Port Count : 2

Port Information:
Port
Static-VLAN
VLAN ID
Auth type
Dynamic-VLAN
VLAN ID
Native VLAN :
Forceauth VLAN:
Access-Llist-No
Max-user

Port
Dynamic-VLAN
VLAN ID
Native VLAN :
Forceauth VLAN:
Access-Llist-No
Max-user

Port
Static-VLAN
VLAN ID
Access-Llist-No
Max-user

11.2.3 MAC

256
enable

Max-terminal :
Auto-logout :

0/1

5,10, 15
force-authorized

1200, 1500
10

1500

100

64

0/2

1300-1310
20

1300

100

64

0/10
300, 305

100
64

wu\niEo)% bn-l- rﬁ $E(§ET

MAC

DIL\UIEO) oX

EER

show mac-authentication statistics 2 > KT MAC FREEDRES L O RADIUS & O@BERRASETR

ENET,

11-6 MAC FRELDRT

#f show mac-authentication statistics

Date 20XX/10/17 11:10:49 UTC

mac-authentication Information:
Authentication Request Total :
Authentication Current Count :

Authentication Error Total

Force Authorized Count
Unauthorized Information:

Unauthorized Client Count

100
10
30
10

RADIUS mac-authentication Information:

[RADIUS frames]

TxTotal 130  TxAccReq 130 TxError
RxTotal 130 RxAccAccpt: 100 RxAccRejct:
RxAccChllg: 0 RxInvalid :
Account mac-authentication Information:
[Account frames]
TxTotal 100 TxAccReq 100 TxError
RxTotal 100 RxAccResp : 100 RxInvalid :
Port Information:
Port User-count
0/10 10/ 256
0/12 10/1024
11.2.4 MAC SEIDREBREERT

show mac-authentication login 2~ > FT MAC #

REEDRIEREP R RS NE T
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. 1 1 7 N\AC WL.\D WL\DIE'{k ﬁj—

#f show mac-authentication login

Date 20XX/10/17 10:52:49 UTC

Total client counts:2

F MAC address Port  VLAN Login time Limit time Mode

* 0012.¢200.0001 0/1 3 20XX/10/15 09:58:04 UTC 00:10:20 Static
* 0012.¢200.0002 0/10 4094  20XX/10/15 10:10:23 UTC 00:20:35 Dynamic

11.2.5 WEx MAC 535 DB D1ERL

MAC ZRES AT LDBEREB XV T4 L= a VOBRENT T LizH &I, W MAC £2EF DB
2R LE T, £z, T TICHEIMACFRE DB IZBSRSNTWAHNEZBIELE T,

(1) MAC7 RLZADERR

set mac-authentication mac-address I~ > KT, RERNRO MACT7 FLAZEIZMAC 7 FLU X,
VLANID #&8 L £9. MACT RLAZADERT AHIZRKITRLET,

[OvY> RAA]

#f set mac-authentication mac-address 0012.e200.1234 100
#f set mac-authentication mac-address 0012.¢200.5678 100
#f set mac-authentication mac-address 0012.e200.9abc 100
#f set mac-authentication mac-address 0012.¢200.def0 100
#f set mac-authentication mac-address 0012.¢200.0001 100

(2) MAC 7 KL RI15%RHIFR
BEEHA MAC 7 FLZZBIRLE T,

[O<> RAA]
#f remove mac-authentication mac-address 0012.e200. 1234
MAC 7 KL Z2(0012.€200.1234) #HIFr L £ 7,

(3) M MAC &35 DB NDKIR

commit mac-authentication 2 ~¥ > KT, set mac-authentication mac-address 2~ > FHE LS,
remove mac-authentication mac-address I~ > KBS - HIR L-1E®R %2, WE MAC 22:iF DB IR
MLUET,

[O<> RAA]

#f commit mac-authentication

11.2.6 NEMACESREDB DNy I 7v S
Wi MAC FBEEDB DNy 77w THZE, BEXUONY I 7y TS T7 7 AU SDETLHERZRISRLET,
(1) WEMAC 525 DB 0)/\‘/77‘)70

Ak MAC E23F DB 7 & store mac-authentication <> RTNw 277 v 77 74 )L ((ROFITIE
backupfile) Z/ERLL 9

[O<> RAA]

it store mac-authentication backupfile
Backup mac-authentication MAC address data. Are you sure? (y/n): vy
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(2) A MAC 525 DB M1ET
Ny 77y TT7 74 ROFITIE backupfile) 5 load mac-authentication I > K THE MAC &
it DB Z/ER L £ 9

[Ov> RAA]

#f load mac-authentication backupfile
Restore mac-authentication MAC address data. Are you sure? (y/n): y

11.2.7 dead interval #¢8E(C & 2 RADIUS H—N\77tX% 15BN
RADIUS H—NICERET

1 6H® RADIUS Y —N\HPEIREICH D, dead interval #EE1C & - T, 2 HHLFE® RADIUS H—/3A
OF7 7RO BEb- 56, 23> 747 L —33>a~ R authentication radius-server dead-
interval TRRE SNz ZF 1272 W TR O RADIUS 4 — N7 7+ RIZETIZIE, clear mac-
authentication dead-interval-timer 2= > FZEFLEF,

11-8 1 8B® RADIUS H—NADEINEZ

#f clear mac-authentication dead-interval-timer
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F0RE VLAN &, BEHOFEEY — /N &#IE L T 12—V EALIZ VLAN AND T 7
 A%#1% 17> VLANaccessAgent & MEIXN BHEEETT

CDETIE, FBEE VLAN OFFH EBIEAEICOWVWTHBALE T,
[OP-VAA]
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12.1 fEER

FREE VLAN &, FHOREEY —/NE#EE L T2 — TR VLAN AO 7 7 & ZHl# %2475
VLANaccessAgentc‘:ﬂ?LieréﬁE BT, A3k %EE—FL BEftSnicmRD» SR —NIicxLcu s A v
2TV, I—FRESMTONIER, REERVARBICENSNE T, AEE, BoNTEERSO
MAC 7 FLZAZHWT, FiE® VLAN :fﬁﬂo‘%&?th_ I2&-T, B9 % VLAN OINAEYTI D& Z 21T
9,

F/, REBCTORIMEEICHPIPDET, BT —N\DSBAMENRIEBERE I N CEBFET 2 [BEE—
Rl &, REBTRIESINIMAC T RLRLZT2B8HT S [A4 vy FRFERSEE—-F] #H0 T,

FEE VLAN 1%, NEC #ia s A7 LEREHEM T (WebSAM) @ VLANaccess &MIEN 2 383E VLAN
BHY I b2 T7 A AL 1 BUEOREEY — N ERBBEE THEINE T,

F7z, FRERATOWARICIE, FRIE VLAN 07+ > & Windows R XA > 1% > % SingleSignOn 9 %
LM TE S VLANaccessClient EIEEN% PC FOBFRZIA 7 MY T b7z 72 HALET, 4B,
HRIGATY N7 M7 272 FERALEWT, Web 79U CRIAZRITOEDHTEET, 275L, A
A v FREIERBE— FZHEHAT 55A13 Web 7774 & LT Internet Explorer 6.0 2ff#A LT 72&
Vo

FREEY —NICA VA= LENTWVWAY T M T2 T2 IROFRITTRLE T,

?E'|2—1 Dlh\n.l-.E"j- /\(a_’l'/Z F—)L"‘TL—CL\§‘/7 |\rjI/

ERO R EE DE)
fEE—R
VAN L ] 2Ly
BE FRIFE
E—R B
E—NR
VLANaccess2.0 | NEC VitalQIP HEWZIP 7 FLAEHEZITVWET (GEH O X
ETEREE, DNS ¥ —/\, DHCP ¥ —1\%&
HET)o
NEC VitalQIP DHCP BETPD Web IZ KB 1—H 77+
Registration Manager =~ AFFEEITVE T,
VLANaccessControlle | VLANaccessAgent & Dil({EH &K U'EE3
r Web 7 R U HBEE TR SN TVET,
VLANaccessController Ver.3.0 DIf& Windows 2000 Server SP4 & 7z 1%, O O
Windows 2003 Server @ Active
Directory &## L T, VLANaccessAgent
EDBEEITVET,

(FLF) O : EEherl e X AN AT

Ak VLAN &, REEOE NC—RD L2 21 v FAHHATE, VAT LERICEHE SV ET. TR
{LHEETH S VRRP L EBEL TIRMEEHEET 5D TE, NRKD 5 KRR TREES AT L DOgEE
LB LET,
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12.1.1 tEEEBIE

AREEE % § 5 7258 VLAN OBEABRZ ROKITTRLE 7,

12-1 528 VLAN BXAERK

FREEH—/ NFAVLAN
Er nJ.TZ'U-_/ \ E
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2. ABEAMCT F LR EEH

12 5¥:E VLAN
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5 EXIP7 KL RZEEM

VLAN (MAC VLAN)

3.MACT F LR EVLAN IDZE & 8%
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) S
ImARA 1 >RB ARG
FREEAVLAN
4. IR RAIEEREEF A VLANIC IR
(FL40)
SREERVLAN D REBDLI—HFIHERIZE Y BT HVLAN

FREEFAVLAN CA—HREART L=H EITHmRICEIY BTBHVLAN

FREEY—/ FAVLAN : FREEH—/\EH#T T HVLAN

T ERFEVLAN  : BREERICIRRMNERIZT ¥ £ X9 HVLAN

12.1.2

FOREIE, [X12-1 F8EE VLAN EA#ER] IR L-FIHRTITONE T,

1. d1— 1j-mmn

nqu%'ﬁj’él%EE IEFIICDHCP 75147 > D

EETVWET,

BT

SEREY —NEOEFRICERT S IP 7 RLADHKRICEA SN,

ﬁ?%i?o
2. DIL\DE/H& ,V\AC I\ I/XE%D

EREFSE T8, EREFY — N\ 5 MAC 7 FL 2 & VLAN B A%

B Jt%HVLAN

Eﬁ

— /NN ® DHCP ¥ —/\#
%E*T—/\“Cémﬂz%%% FBHZ &

[s2a!

B

IBEHENE T,
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3.MAC 7 KL X & VLAN ID Z&#%

FEEY — N\ o BHSNIHAKRKDO MAC 7 FL A%, fEESN7 VLANICESHRLE T,
4.5R8EF#A VLAN LIS

F49 % MAC 7 N L Az RO AR ZiBEFEA VLAN ICREL£J,
5.5mAKICIET IP 7 K L XBcfn

FEEY — /SN DHCP ¥ — e 5 IERXZ IP 7 FLAAWmRICEASNE T,

i, =TT NERTDERET—NOT T 77 MUIET MAC 7 R UADPSRERB IBH SN,
FEF VLAN ICINE 2R L £ 9,

=111
(=2

12.1.3 38 VLAN AT % VLAN
EE VLAN 21T 2720 NEAREE [%12-2 RIE VLAN IOBE % VLAN &) I0RLET,

BB, WAETOWMKSBEEINTVAE— M, B—FVLANOIY 74 7L —Y3>& MAC
VLANOIa> 74 7L — 3 YOlEDBHETT,

#* 12-2 E38F VLAN [CHAEG VLAN 8RE

&5l VLAN & A
FUREA VLAN R—1+ VLAN PRAEN R CRREEZ T 2K = NET 5 VLAN
FURETE A VLAN MAC VLAN ERRERRICINAY 5 VLAN
ESRET —/3A VLAN AR—k VLAN FEEY — N2 VAT 5 VLAN
7 7t 25 VLAN AR—1+ VLAN WARDPERICT 7 AT B %y hT—27D VLAN

%72, #0iE VLAN Z2{HH 3T 51CH72>TlE, VLANRBETRO 7 A LY REDPDEERD ET,
FREEA VLAN & FRRER A VLAN [ -
E2PEBENTELRVEIICT ALY EZHRELE T,
FREEA VLAN &F8EH —/ A VLAN [ ¢
HTTP, DHCP, ICMP O@E7ZTH#MT2EDICT 4 LY ZRELET,
FRREA VLAN &7 27+ 2% VLAN [ :
2IPEENTELEVEICT ANV EZRELET,
FREEHE A VLAN L EREEY —/VH VLAN R :
HTTP, DHCP, ICMP O@E7213 T 2 L5107 1 LY EZRELE T,
REFHEA VLAN &7 7% 258 VLAN [ :
T4 IVIBRERITOVERA (TRTOIPEFEHFAILET ),
AV —/NH VLAN &7 7+ 258 VLAN R -
2IPHBEVPTCELVEIIICT ANV ERELET,
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12.1.4 E85E VLAN Ot RtERK

(1) EREIH—/\DEMEER

nqu"j"—/\Li 10 Dif ifgij—o @i&@nbuﬁqj—_/\% Ej_é C‘.’.L&..ck’)f ﬁﬁﬁ@"j—_/\@ﬁﬁ
EOERITTEE T, Y — N2 EHEEH LU /-FRH VLAN OG22 IRORIRLUE T,

12-2 FREY —/N\EHEER
VLAN64 (FREE —/SFVLAN) VLAN100 (7% 4z R 4EVLAN)

........................................................................................

.

0
-
Q

RELEAHIRARAFAT S
*y bT—=7

o
e e e P

o

REE

'l' -------------------------------------------- ~ '0' ---------------- “\‘
: § i r—Lj :
; : O pE
i I | | reme> | el
P == = ; N
1 L i I i 1 1 ik 1
i ® ® 5 | S S
T 1B BKC : ; '

VLAN2 (EREERVLAN) VLAN3 (FBEEFA#&VLAN)

(2) TTRERK

VRRP &&8:E VLAN Z{#H L’CILE%EJZ@‘““VP’(%&@“O ZOBERIE, TYvYOLAY 2R YFT
VLANaccessAgent 4R — b LTWARWESICERTY . AEEZHH LR VLAN OTTRER =
ROMITTRLET,
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12-3 E33E VLAN TTRIER

VLAN64 (REFE+—/ SFVLAN) VLAN100 (7 2 & X 5EVLAN)

REEFA AL F AT S

*y bI—7

i L2 Switch 1
i 7
/
| |
|
| NI R /
KEE] KEE?
( 1T T S I —.
(\ |
' Y N N
1 ./' \ |
Do [
e i
. VLAN1O Lo
S (7w 72 IVLAN L2 Switch 2 L
: |
f | }' |
| b |
S — — | — JU—— —
| | [ 1 | |
_ I | e | .
I E=mi) E=mi E=Ts] I | Eg% |
| =0 = e— °_ L =y 4
ImRA IH kB 1% KRG
VLAN2 (323EFBVLAN) VLAN3 (E2EEF#VLAN)

1215 R4y FEFERIEAE—R

RRREY — /N TRILS Nz &, BREY —/NEC FORREREA A v F 120t L TRAEEA MAC 7 R L ADERE
KPHENETH, BREY —NEORET I N A1 v FORBEFMEZBATWL5E, BEE—FNTRE
IS NZ MAC T FL A MAC VLAN ICERTERWRBPRET S EFHVET. BRE— l\’(
DENWEZ RORUITRL T o
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X 12-4 BEE— RTOEME

R —\D I, HEHRELT
WEBERAyFIZHLT, A

CERRNBTERHMLET.
AT —N
FREEDER MAC VLANZ $%ZEK MAG VLANZEREK
;. EFEFEH BEFER [Jesszezen ] e—————o  [gagszee
ik -2 g 25 %
=3 : 0 ; =Y : =V &
PREEEKRImR FEREEKRIm R

IRBEHDORLGLIRA v FMERIATNSES,
MAC VLANURZ=RE D73 L3R TIE
PSR VLANGIYEZR) %

MAC VLANIZE SR TER LB ZEIMAHY ET,

X FRELVLANASENE T B fthikss

COMBEERBRT 57-0I121%, I> 747 L—>3>a< > R no fense vaa-sync 2RELT, AL vF
BIEEHAE— REBEMCLE T A4 v FRFERHHE— FTIE, [K12-5 FTEEHRIGERIZ T OER] I

YLD, FAERETOWMRENELTNDE ALY FDMAC 7 FLAT =T UIIHRD MAC 7 F

LARBFSNTVEHERT, MACVLAN O MAC 7 FL A% EH L 9, FFEERMEREZNE LT

WEWAAL Y FIIEMAC 7 FLAZEBRLEY A, GREEY —/VTld, MAC VLAN B85 T@EA—D
ZETENL, FOWMKRETELbDEATENET,)

24w FREFERBE— F2EE LGS, 3hD A1 v FD MAC VLAN OINAESEBEICE ST, 214 Y
FOWNAKRENECRIETEZTA, [12.1.6 RiE VLAN ERH EOEE (11) AA v FHEIERBHE—NE
SHEEOEE] IORTHIRSH D £9,

BB, A>T 47— arav N fense vaa-sync BEE (F7 4L MRE) SNTWBEEIL, BF
E—-FOEEZITVET,
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B 12-5 SRELRRIHERIZITDER

nn.\n.l._t-'j-_/\ EEEE‘U-_/(

READER MAC VLANBHZER
. [ EFE g e |
E=mp E=mp
S S —% S
SREFE SRR R REFE R R
REET—N
MAC VLANZ 530K MAC VLANZ$3NG
Qg;é;px%é—wjib(: = MACZ KLRF—T LI
ThamnT BHRINATLELDT
MAC VLANIZE$EL T flot X MEAC VLANl:ﬁ“ﬁ;Lit/\,
==ul [==o} =T
' 3 —=

EX REVLAND R 1 v FREERBE— EHOBIFT HithikaR

12.1.6 EZEI VLAN {ER_LEDFE
(1) fhEEgEE OHEFEICIDWT
HIBSEE S DFRTEIZ DN TIE, [5.2 LAY 2 E&iaEE OHIFICOWT] 2B L TLEZE W,

(2) R LAN ERICDWT

AREE OB FICESE LAN 2 ({HHT AL, 77EARA Y POV —FDHREB L DHCP Y —NDOHE
29 OFFI2LTL &0,

i1

(3) EREFH—/\T VLANaccess2.0 #{EHT 3 BENFE

FRFEY — /N VLANaccess2.0 29 2154, Microsoft Windows 2000 Server iIZEZE SN TWBIR
DY —ERAZNTEIEL TSN,
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(4)

(5)

(6)

(7)

(8)

12 5¥:E VLAN

o« DHCP #—N
« DHCP 7547 b
¢« DNS H#—N

I—20091LNDHFEIZCDONT

#0ik VLAN %2 {HH 9 2355, MAC?’F‘I/RT TLVIYMNIDI =V 7545120 (BR) 25%EL
TVWTLZE W, 0 2FET S &, FIHRIC VLAN B0 b -7 & &, 1D EDSHEID VLAN © MAC
FRUVRAT—=TLIY NPTV TENTIHES>TLEI LD, AELZMACT FLATF—=7)LI Y b
UNEEITHEICEDET,

T8, YOEZSEIO VLAN ICREZ MAC 7 VAT =LY N BSERLA-ESZ, EHa<w U R
clear mac-address-table TIHEL T2 &0,

mac-address 7> RCEH MAC 7 RL A% EiF 9T DBEDEE

(config-vlan) €— FEHCO Y 7 4 Z'L— 3 > 3<% F mac-address TE MAC 7 R L 2 %2 E$#%d %
5e, WIENRELBHKRD MAC 7 RUADEE S NS EFIEFEA VLAN ICBETE2< 2D ETD
T, HELZWTLZE W,

no fense server 27 > RETEROEEICDOWVT

747 b—3>»37 2 Fnofense server #E(T9 2 &, MIST 2V —NEOBRZUIM L £ T

W, TTIRAESNIMACT FLRARBZDOEFEOREBTTOT, BIEAEANKY 5 DBFE KT 5N &

@“ EHIL, AT 4 TL—arav N fense server DETICK > TERIET — N EOFERREZFHBL T
AR A AT ERIE AR TH T qui’%‘; FeonfEd. WL — /\tﬁ?ﬁﬁﬁ‘tﬂﬁéﬂt«{kﬁb@iiﬁﬁ

Eﬁ‘b“( LE D ERIFEAMAPAHABIFERASINSGBENADH D ETOT, 2DOLS2HEIE, K&

iF VLAN %38F 0~ > K restart vaa THIEEE L T, SREFEAHEAD MAC 7 FL X %Eﬂﬁ%b’(< téb)

SREEH —N\RERS LR VLAN > T 7 L—2 3 VEERDFE

SR — DRy VT —IHREDOEE, WIEVLAN DIV 7 ¢ 7L —3 3 >3 K fense vaa-name,
fense server B & U fense vlan TEREF VLAN Y AF LDy b T —JERZEE LSS, £33
T4 7 L—3>3v > N no fense server Tigik VLAN 2 W o 72 AEIRLT, BEIY 74 7L — 3
> a< > K fense server THEE) L7258, 9 FRFEY —/3YD VLANaccessController % & 383
VLAN BIEO B EEELXFHIEE L T, 3512, KEBEOFIME VLAN ZHIEE L T2 &0,

B, AT —NOBKEOHEFICOVTIE, BET NV 7 MIRMIShEFHHAFT SR L TS
W,

EREIH — /YD HClInterval & fense alive-timer ORI 2R EE

20EE VLAN OREEED /-0, ZEEMEKIICHE-T, 2> 74 7L —2 a3 U BXUEREY —NOHRE/CT
X —%DfE (fense.conf) ZBELTL &V, HETAEAZ2RDEITRLET,

XR12-3 d>T7147L—3>, T —NNDBE/INSTA—INDIE

a>7«47Lb—3a> FREH —NDRE/NTA—Y
SRR EL
fense alive-timer HClnterval RecviMisgTimeout
1~256 208 (F7ALH) 158 (F7xL1) 208 (F7x)Lh)
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9)

(10)

(11)

(12)

328

SELH — /N & DL/ VAR ICRET 3155

FEEVLAN DIV 74 7L —23>avy RREEFICK > TRV — N E OBk /I 20T 5
ENHVET, TOXIRIEEL, FREEY —/ D VLANaccessController & &28:5F VLAN DR HEARE
EEE L TLEE W,

B MAC 7 R L A DERREEEICDWNT

()’Z@?ﬂf’ﬁ’i’ﬁ’) 7o354, FREE VLAN 25 MAC VLAN IZES% L7281/ MAC 7 R L R R BNT 570, kK
5E0EEEA VLAN NOBEDVPTE L 2D ET,

» VLANaccessAgent #{#1£9 %,

o L VLAN 202777 N9 5,

T/, ROEZITH5E, BB MAC 7 LA Z—EBHICERLET ), BiEr— Nty a oD
ﬁ%ﬁéﬂt%t;QMNMCTbDZ%EﬁﬁTé®T, HAR D 5 FRRETE A VLAN ~O&(E Zfkfi T &
i‘a_o

« @A~ Frestart vaa T VLANaccessAgent = FH#EE T %,

« M I~ F restart vlan mac-manager T L2MAC EE#BEE* HiiLEd .

A1y FEFEEH T — REMROER
A4 FRIERBE— R EHE LiBs, WIORTHIREEN S0 £,

o —EFRELWMARDPIEDPDAAL v FICHE LIZGEE, BERMREPLEELZDET,

* VRRP, GSRP TEEBEIIEMEBHRzHAIZBEICEREYIDBANHET L, HERMEREVPLEELLD
£9,

o FREFRERPPNBEESNT VA2 DHEIC MAC 7 RLAT—TILEZFHALTWADT, REFRT VLAN O
MACT]‘I/XT TRV TENDE, BIENPEBRLTCLEVET,

o AHEEZETLTWVAAAS v FER—DY Ty NI, BEE— FNOFRIE VLAN EEL T3 X
AV FRBEBESELVTLLZ SV, FBIENRERPERIN TR TS, ﬁ%%‘: R DF8EE VLAN
DEEL TS AL v FH SRRV — N ICEBRETOBHAPENTLE Y, Y — /N LOFRIEERIC
A—EHRETEZEESHVET,

o PNEFY —NICEREFEAD MAC 7 RLADBREBEENRTWTYH, AA v FHAHIEETSE MACT KL A
T—TNEIJUFTLETDT, AA v FHLEHRIGEESERESNIBENHVET,

MAC VLAN 30> 7«1 7' L—<3>3% > R mac-based-vlan static-only <> R
HERDER

MAC VLAN ®a > 7 4 7' L—3 3 > a2< > F mac-based-vlan static-only 28 E S 7355,
VLAN IBETEEHE A

[0}
aul
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122 aA>7«147L—>3>

1221 3>747L—3>dXrR—

SEEVLAN Qa7 47— 3>avy RF—E2ROFBIRLET,

®12-4 A>7147L—>a>av R—E&

OV R%

5188

fense alive-timer

VLANaccessController 7> 5 ® KeepAlive /847 v s OERBHEZHEL £,

fense retry-count

BEREAHI MAC 7 R L 2R Z2HIk9 5 £ TD VLANaccessController & O#ERY b5 4
B EHELET,

fense retry-timer

VLANaccessController & O#fi ) M7 A HEEFREL£9,

fense server

VLANaccessController ® IP 7 KL X, TCP R— +rHEEZIEEL T,

fense vaa-name

VLANaccessAgent DZMEFZEL £,

fense vaa-sync

BHEE—F /Ay TRFERAE-F2RELE T,

fense vlan

FUREEA VLAN O VLAN ID BLUH 71w b EELET.

12.2.2 588 VLAN OEFRNGERTE
RIAE VLAN %Y 5 ETOBARSREEBELET,

AREB LT — N1 BTYATLEZBELIHEOBENEZROKIIRLE T,
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12-6 5L VLAN BB

VLANG4 +—/\FAVLAN VLAN100 #t&+—/SFHVLAN
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192.168. 64. 254 192.168. 100. 254

KEE
VAAZEE %, © switchO1 X
192. 168. 2. 254 192. 168. 3. 254

.................................................................................

Y
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H 1
H "
H "
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H '
H ¥
H [
H ¥
H '

.
", ’

1/0/1 1/0/2 1/0/3 1/0/4

e
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AL e
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el
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-----------------------------------------------------------

VLAN2 (7R— RVLAN) Z2EEFBVLAN VLAN3 (MAG VLAN)
FREEFAVLAN

-----------------------

FUREA VLAN & #REEE A VLAN %287E L7-% &, VLANaccessAgent D& ZEE L,
VLANaccessController ® IP 7 R L &, #BifEA VLAN O VLANID, ¥ 7% v h2HELE T,

512, EVLANEO7 4 L%
DHCPY L —%ZE&ELZET,

FE &, FREEA VLAN B L UFGEEHEA VLAN 7 5% —/YH VLAN AD

2

(1) DHCP U L—®DHE

[EBREDRT > N
FREEH VLAN B X OFREEEHA VLAN 2254 —NH VLAN ANO DHCP J L—%2F%ELF 7,
[O7 > RICKBEERE]
1. (config)#f interface vlan 2
(config-if)# ip address 192.168.2.254 255,255, 255, 0
(config-if)# ip helper-address 192.168. 64.1
VLAN2 IZDHCP Y L —%2F%ELE T,
2.(config)# interface vlan 3
(config-if)}f ip address 192.168.3.254 255.255.255.0

(config-if)ff ip helper-address 192.168.64.1
VLAN3IZDHCP U L—%ELE T,
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(2) FRELR— hDERE
[BEDRT > N
R E(TOWARABR SN T HH— b 1/0/1-412, RIEA VLAN ERIEHEH VLAN 2187E L7

[O7> RICKBETE]

1. (config)} interface gigabitethernet 1/0/1-4
(config-if)#t switchport mode mac-vlan
(config-if)#f switchport mac vlan 3
(config-if)# switchport mac native vlan 2
AR—1+ 1/0/1-4 12 MAC VLAN (VLAN3) & native vlan (VLAN2) %28EL £7,

3) 71ILIDEE

[BREDRT > N]
FRiEA VLAN 2 5139 —/NH VLAN (26 L€ HTTP, DHCP, ICMP O@EEZ k253 5 &
5, T4NY (FI7EAVAN) 2RELET. /2, DHCP OFMIP 7 FL A2 EUSERD /S »
N BRI T A LD, Ta LY (TIVERYRLN) 2FHELET,

[O7 > RICKBERE]

1. (config)# ip access-list extended 100
(config-ext-nacl)#f permit tcp 192.168.2.0 0.0.0.255 host 192, 168.64.1 eq http
(config-ext-nacl)ff permit udp 192.168.2.0 0.0.0.255 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq bootps
(config-ext-nacl)# permit icmp 192.168.2.0 0.0.0.255 host 192.168.64. 1
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nac)# permit udp 0.0.0.0 0.0.0.0 host 192.168.64.1
(config-ext-nacl)# deny ip any any
TIORAVAMEZRELE T,

2. (config)}f interface vlan 2
(config-if)#t ip access—-group 100 in
VLAN2 IZ7 72 A7 N—7100 2% ELE T,

(4) BERPEL VLAN DOEE

[EBREDRT > N]
SRAEVLAN O 74 7L —varyavy Rz

i

&
f

%7€ U CEREE VLAN ZBE®HICLET,
[Ov7 > RICKBEEE]
1. (config)# fense vaa—name switch@1

AZEED VLANaccessAgent DEFREFHEL £ 95

2.(config)# fense 1 vlan 10 192,168.3.0 255, 255, 255. 0
uqu(ﬁ;} VLAN @"j—77\‘/ ]\75.’ ﬁbi‘g_o

3.(config)# fense 1 server 192, 168.64.1
VLANaccessController D [P 7 RL ZAZHRELE T,
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2.3 TUREW
VRRP £3EE VLAN 215 L1 TR MR COREBORE L HH L E T,

AEE 2 BT VRRP TREM E L, REE 1 EAEE 2 T VLAN 2E{ESE 555 OHEMRNZIRD
.\—/j_\‘biba_o

12-7 E3aE VLAN TURIER

/7 VLANG4 ™ - VLAN100 Y
H—/NFVLAN D HBFY—/NFAVLAN:
H—s3A HEHH—/\B

|
i
1
!
i
192. 16
i
i
i 1/0/9 EE3!
! e St
i 1/0/1
%8 JL—% :master i : © {R#8JL—4 :backup
(Priority:150) f . (Priority:140)
VLAN2: : ©VLANZ:
VRID20:192.168.2. 254 | . VRID20:192. 168. 2. 254
VLAN3: i L VLANS:
VRID30:192. 168.3.254 1 " VRID30:192. 168. 3. 254
VLANG4: : . VLANG4:
VRID64:192. 168. 64. 254 ! . VRID64:192. 168. 64. 254
VLAN100: i © VLAN100:
VRID100:192.|168.100.254 : . VRID100:192. 168. 100. 254
K“*é1 '\\ 109} b 1/0/9. ... ¢
e oo N KB
VAAZRTE 4 : switchO VAMEE %, - switch02
VLAN2  :192.168. 2. 250 X VLAN2 192, 168. 2. 251
VLAN3 :192. 168. 3. 250 [ ] VLAN3 :192. 168. 3. 251
VLANG4 :192. 168. 64. 250 X VLANG4 :192. 168. 64. 251
VLAN100:192. 168. 100. 250 VLAN100:192. 168. 100. 251
:l/ ]/0/1 ................... 1/0/1 ......................................................
L
i i /079 /0710
P VLAN10
: i REEL
I 1
I 1
el 2 el X0 1/0/4 1/0/4
i N -
] | |
! ol |
! e
i : el Y
i PC A PC B PC C PCD | PCD /
| | . VLAN3 (MAC VLAN
I\\ VLAN2 (7'_:_ FVLAN) E%:EEFHVLAN ,/' un. uE(ﬁ}I‘VLAN)

_________________________________________________________________________________________

FUEEA VLAN &EREEFEHA VLAN %2, TIR(LSE2EBEOAREBICENENFRE L7-H &, VRRP 25
FELET, fense vaa-name Iv > FiZk 5 VLANaccessAgent DEMERET S, BEZLITHIO
ARTRE DY TTL SV, 51, F VLAN D7 4 L& E &, FREEA VLAN B X UFRREFE # VLAN
ot —)NHVLANADHCP Y L—%FHELE T,
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(1) EE1DERE
(@) DHCP UL —MRE
[EBREDRAT > K]
FREEH VLAN B X OERFEFEA VLAN 2253 —)NFH VLANANO DHCP U L—%2H%EL 9,
[Ov > RICKBEE]
1. (config)# interface vlan 2
(config-if)#f ip address 192.168.2.250 255, 255, 255, 0
(config-if)ff ip helper-address 192.168.64.1
VLAN2IZDHCP U L—2H%ELE T,
2.(config)} interface vlan 3
(config-if)#f ip address 192.168. 3.250 255, 255, 255, 0
(config-if)f ip helper-address 192.168.64.1
VLAN3IZDHCP Y L —%H%ELE T,

(b) FRELR— NDEE

[EBREDRT > N]

EEBADPEREINTWAR—F 1/0/1 12, FBEA VLAN & 8RiEE A VLAN 2% E L £ 9,
[O7 > RICKBERE]
1. (config)# interface gigabitethernet 1/0/1

(config-if)# switchport mode mac-vlan

(config-if)#f switchport mac vlan 3

(config-if)# switchport mac native vlan 2
A— bt 1/0/1 12 MAC VLAN (VLAN 3) & native vlan (VLAN 2) 28ELEJ,

) Z1ILIDEHE

EREDRT > M
FRFEA VLAN % 5133855 —/NH VLAN 124 LT HTTP, DHCP, ICMP O@(E72 1 ik % a9
&S, 74NVY (T7ERAVAN) 2RELET, £72, DHCP O IP 7 F L R ZEEERD /S
o NERPRERT S LS, T4y (F7EAURAN) ZERELET,

[O7 > RICKBFE]

1. (config)# ip access-list extended 100
(config-ext-nacl)ff permit tcp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq http
(config-ext-nacl)# permit udp 192.168.2.0 0.0.0.255 host 255.255. 255,255 eq bootps
(config-ext-nacl)# permit udp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq bootps
(config-ext-nacl)#f permit icmp 192.168.2.0 0.0.0.255 host 192.168.64. 1
(config-ext-nacl)# permit vrrp 192.168.2.0 0.0.0.255 host 192.168.64. 1
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255. 255. 255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.64.1

(config-ext-nacl)# deny ip any any
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TIZEAVA S ZRELET,

2.(config)#f interface vlan 2
(config-if)#t ip access-group 100 in
VLAN2 IZ7 72 A7 N—7100 2% ELE T,

(d) SRS VLAN DEE%E
[EBREDRT > ]
EEEVLAN O 74 7L —Yaravy REHRELTEE VLAN 26880 LE T,
[O7> RICKBEERE]
1. (config)}f fense vaa—name switch1
AZEE 1 O VLANaccessAgent D&M HEL £,
2.(config)# fense 1 vlan 3 192.168.3.0 255. 255, 255.0
SRAEEA VLAN O 7%y b 2BRELE T,
3.(config)#t fense 1 server 192, 168.64.1
VLANaccessController D [P 7 RLUAZHRELE T,

(2) &EE 2 DERTE
(a) DHCP Os%E

EREDRA > K]
EREERT VLAN B L, #REFEA VLAN 2269 —/NFH VLANAO DHCP U L —%FREL T,

[O7 > RICKBEE]

1. (config)lt interface vlan 2
(config-if)#f ip address 192.168.2.251 255, 255, 255, 0
(config-if)f ip helper-address 192.168.64.1
(config-if)# exit
VLAN 2 IZDHCP U L—%H%ELE T,

2. (config)# interface vlan 3
(config-if)ff ip address 192, 168.3.251 255.255.255.0

(config-if)#f ip helper-address 192.168. 64.1
VLAN 3I1ZDHCP UV L—DFEZ LET,

(b) EBEIAR— MNDERTE
EREDRAT > K]
EEANERSINTWAR— 1 1/0/1 12, FBFEA VLAN EFBREE A VLAN 28E L E 9,
[Ov > RICKBEEFE]
1. (config)lt interface gigabitethernet 1/0/1
(config-if)# switchport mode mac-vlan

(config-if)# switchport mac vlan 3

(config-if)#f switchport mac native vlan 2
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AR— bt 1/0/1 12 MAC VLAN (VLAN 3) & native vlan (VLAN 2) Z8%EL £ 9,
€ T1ILIDERE

BREDRA > N

ZREEF VLAN 7 5139 —/3F VLAN 120t U ¢ HTTP, DHCP, ICMP O&(E/2 ik 2 #Fr] 3 5 &
I, 74NV (FI7LRAVRALN) #HRELET, 72, DHCP 0K IP 7 R L AZEBERD /)7 v
N ERHEFRT A LD, TALY (FZEAVAN) ZHBELET,

[O7> RICKBEE]

1. (config)¥ ip access-list extended 100
(config-ext-nacl)# permit tcp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq http
(config-ext-nacl)ff permit udp 192,168.2.0 0.0.0.255 host 255, 255, 255, 255 eq bootps
(config-ext-nacl)# permit udp 192.168.2.0 0.0.0.255 host 192.168.64.1 eq bootps
(config-ext-nacl)#f permit icmp 192.168.2.0 0.0.0.255 host 192. 168, 64. 1
(config-ext-nacl)ff permit vrrp 192.168.2.0 0.0.0.255 host 192. 168. 64. 1
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255, 255, 255
(config-ext-nacl)ff permit udp 0.0.0.0 0.0.0.0 host 192.168.64.1
(config-ext-nacl)#f deny ip any any
TIORRAJAMERELET,

2.(config)¥ interface vlan 2
(config-if)#f ip access—group 100 in
VLAN 2 7 72 A7 N—7100 #%ELE T,

(d) EB5E VLAN DERE

[EBREDRAT > K]
EEEVLAN O 74 7 L—Yara<y F25E L TEREE VLAN 283 LET,

[O7> RICKBEEE]

1.(config)# fense vaa-name switch02
B 2 O VLANaccessAgent DEZMEHELE T,

2.(config)if fense 1 vlan 3 192.168.3.0 255.255.255.0
RAFEA VLAN OV 73y b 2RELE T,

3. (config)# fense 1 server 192, 168.64.1
VLANaccessController ® [P 7 RU A2 EE L £7 .

1 224 I:III..\EIIE VLAN 0)/ >( _9EQE
FBiE VLAN THIEER/INT A — Y REXHHAL £7,
(1) EREEH—N\ERD NS TERORE

EREDRA > M
PRET — N E DR P I A ERERELE I,

[0V > RICKBEHE]

335



12 5¥:E VLAN

1. (config)# fense 1 retry-timer 30
VAAID 1 @ VLANaccessAgent IZ8fi ) + 51 bRz 30 MICREL T,

(2) MAC 77 RL RHlFRE#R: ") b5 1 EDEDERE

BREDRA > N
AEBICEFFEAD MAC T FLUAZHIBRT 2 £ TORIEY — N EOBERR) I MBI ZHELE T,

[O7> RICKBEEE]

1.(config)#f fense 1 retry-count 10

VAA ID 1 ® VLANaccessAgent I MAC 7 KL 2 ZHI$ 2 £ TOHR Y b5 %% 10 B3
ELET,

(3) KeepAlive /N7 v MEERESERIRDEE

BEDRA > N
VLANaccessController 7> 5 @ KeepAlive /87y b AZ DI~ > R TRE L7-RELINICEE Ly
He, WY —N\NOFERLEEETLET,

[O7 > RICKBEE]

1. (config)# fense 1 alive—-timer 40

VAA ID 1 ® VLANaccessAgent IZF2REY —/3 5 @ KeepAlive /87 v M RZ{EZHF O™ % 40 7
IRELE T,

(4) A1y FEPEEHRE— KDERE

BREDRA > N
BEDOAA v FREFERBE - N2ARIILET,

[O7> RICKBERE]

1. (config)# no fense vaa-sync

Ay FHEFEFEBAE - F2HEPICLE T,

336



123 #AXL—>3 >

12

§%:E VLAN

12.3.1

ERIYY R—

12.3.2

#0iE VLAN ORI~ > R

*®12-5 EROVYVR—E

—EZROFRITRLE T,

OV R%E

5

show fense server

VLANaccessAgent DIF#HEFRRLET

show fense statistics

VLANaccessAgent DffaHEREFR T LE T,

show fense logging

VLANaccessAgent ® 0 Z1EH % INELERLET,

clear fense statistics

VLANaccessAgent OfatE#E 27V 7 LE T,

clear fense logging

VLANaccessAgent o1 Z1gE#H %227 U7 LE T,

restart vaa

VLANaccessAgent 70275 L2 HEE L7,

dump protocols vaa

VLANaccessAgent ® %> FERZINEL LT,

I:lll..\ IJIE VLAN E}J{lﬁﬁﬁ ot

EREF VLAN #{#H L /-4, show fense server detail 2v > R#ETL CEEDORERZ2/T-> L 72 &

L)O

12-8

> show fense server detail
Date 20XX/05/01 10:50:49 U
VAA NAME: switch01

VAA Sync Mode: Sync

Current Registered MAC: 1
Server Information:

ID:1 Status: enab

Server Address: 192.

Retry Timer: 1

Alive Timer: 2

Target-VLAN
Target-VLAN

Count:

VLAN ID:2 P
VLAN ID:3 P
VLAN ID:4 P
VLAN ID:10 P
[EEERAR1 > B

SREE VLAN EHBIAREIBIRER

Information:

TC

le Agent Status: CONNECTED - 2,3
168.2.100 Port: 52153

0 Retry Count: 25920 Current Count: 0
0

4

Subnet Address: 192.168.2.0 mask 255,255, 255.0
Subnet Address: 192.168.3.0 mask 255. 255, 255. 0
Subnet Address: 192.168.4.0 mask 255, 255, 255, 0
Subnet Address: 192.168.10.0 mask 255. 255, 255. 0

1. Current Registered MAC

MAC VLAN I

B&1%, show vlan mac-

2.Status
<vaa_id>Z & DiLE/ (&

3. Agent Status

BRREAD MACT RLUAETT .

vlan <vlan id list> dynamic 2~ > FZEH L TLZE 0,

IFIREEZFER L E T, enable TH BT EZMERLTLIEE 0,

FREY — N E OEERIRRED CONNECTED TH 5 2 E 2R L TS W,

BERINTWAS MACT RLRADO—E%2FRT S
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DHCP snooping (&, A& % @189 5 DHCP /$7 v M ER L TEES N
TOVWEWIHRRDPSDT 7t A% HIRT 25EET, [Pv4 2y b7 —27IZEAHL
S

ZDOETIE, DHCP snooping OfEai EBRIEFTIEICDOWTEHBAL £,
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13.1 f&SH
13.1.1 =

DHCP snooping (&, ARZEE %889 5 DHCP /87 v h2ERLT, BESNTLARVWEERIP6DOT /&
A%HIRT HHERETT .

/o, FHEINTWRWVWERD SO IPv4 Sy b2 HIRT 2K 7 1 L&, AIEZ ARP /STy b2 #
BILYAFTIv7 ARPHBEBYR-—FLTVET,

DHCP snooping 1&, IROKIIRT & 512 DHCP %—/3& DHCP 7 74 7 > b ORICARERE % #fi L T
HEALET,

13-1 DHCP snooping £

DHCPH—/X

LAX3RA v F
(DHGPJ L —)

_ . DHCPY S 4 7 > b+ S8 =N TULVEULDHCPH—/N
DHPZSAT2 b emsncubng®)  (SEShT LG NEE)

(L) [];WWN7vh€%ﬁ¢6ﬁ—h BHREROER (BRR)
< Xry FOFN GBB) < Xy FDFN (BEE)
C):N7VF¢$ )(:N&vh%ﬁ

WMARBROBHREZNA VT4 VT T —IR—-AEWVET,

DHCP snooping TH AR — h 3 2HEEZIRDORITTRLE T,
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13 DHCP snooping

I5H

HEEDBIE

DHCP /87 v + OB

DHCP #—21\%»5 [P 7 KL A% EHA S 7z DHCP 75
A7V NERERL, MEABERENA VT4 VT T =R~
ATEHE

EE IP 7 N L A 2RO ARDE

NA VT4 VT T = R=ANHRIERE AT T 1+ v 71
Bk

NA VT4 T T =5 R—= 2 DR

NA VT4 Y TT =5 R ZADREB L CEBELBFO
&

DHCP /87 v + Of&

BEENTVWAEWVWDHCP 4 —N250D P 7 FL AE#H %
ik

BEENTVWARWDHCP 754 7Y 6D IP 7 RL A
RS A4 1E

MAC 7 R L ADFEfR 2 ik
Option82 OFEMRZ M1k

DHCP /87 v b DZAF L — bR

BiE LR — &2 s DHCP /87 v b 2 ek

WRT 4 LY

FBEINTVWEWVERD? SO IPv4 84 v s Ok ziiE

ARP N7y s OBE

BESNTWARWIEREKD? 5D ARP /87 v ~ Oz ik
MAC 7 RLZABLUIP 7 FL ZOFERZ 1L

ARP /%7y b DZAF L — MR

BELLZEL— NE2BA ARP Sy bR FEE

13.1.2 DHCP /N7y hDE#R
(1) A=~ OWEF

DHCP snooping Tl&, &— t2ZRxROEFNHELT, DHCP /Yy M 2EHRLE T,

o trust "— b

DHCP #— N\ — N\ ¥, BHEBEAOmREERT AR — M% trust F— b EFFOE T,

« untrust &x— b

DHCP 747> hg &, BEHINTWERWEREZERT 5K — M% untrust K— ~ EFUE T,

DHCP #r— N3 L £ A

R— OB ZRORIIINLE T,
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13-2 R— hOE5|

7| DHOP 4 —/%

LANIRAvF/IL—4
(DHCP1) L—)

DHCPY 547>+ DHCPY 547 k

(FLA1) |:| s trustAR—k |:| :untrustR— k

a7 4 7 VL—3ravr Rip dhep snooping T DHCP snooping 2 B¥ICT 5 &, 774 T
NTOR— M untrust K— MRV FEFF, DHCP U —NAEHET AR — % trust R— M ELTHREL
TLZE W, trust R—Mga > 7«4 ZL—3 3> a~ > Nip dhep snooping trust TERETE LT,

73, DHCP snooping Tl¥, 2> 7« ZL—3 3 > a< > Kip dhcp snooping vlan THEE L7z VLAN
ZERMRICLET,

(2) WRBHROFE
SARERO¥EOBFHELROBITRLE T,
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13-3 mARIBEHROFZBOBFHIE

DHCPZ S 4 7 > b DHCPH—/x
(m=R) REE

IP7 FLREMER

IP7 F L X

IP7 KL RFERER

NA T2 T
T—HR—=R

(AL |:| : untrustR— k
|:| s trust/R— b+
trust K— b TlE, FIELZDHCP 3 =N\ o087y hZERL, IP 7 RUAMEMSNIBEITIEIN

A YF A VT F = R A RREREBRUE T, N1 Y F 1 ¥ T F— 5 R AAD BRI,
untrust R — MR L2 BROBRIEHR T

untrust R— b T, ZIEL/ZDHCP 7547 b6y b Z2ERL, [P 7 RL AOBHRERDIE
BIZEINA VT4 VT T = R=ADSHRERZHIRLE I,

NA VT4 T T—=IR=ADBEFRITIE, ROZOOBESHD £7,
o ¥AFIvIERF
DHCP H—=N\»5IP 7 RLUASEMRENT- & ZITBHRLE T,
BEIL, Y1 FIvIBRICE> THABERZEHLET,
o XY T4 v TR
a>74Jb—¥3>rav Y Kipsource binding TESELE T,
AT 4y 7EEEEE, untrust B— FMCEEIP 7 FL A2 E 8T — N\ E2 85T 5 & ZICFAL
o NA VT4 VT T—IR=RGKREREAY T4 v VBHRIT AL THBELHFITEET,
NA VT VT T = R-RERT 2HAREREZROFBIITRLUE T,

R13-2 NM2T 42T T—INR-RCERT BImKIER

I6H S1+IvIER RIT 1Y ITER
WRD MAC 7 RL & DHCP 754 7> h®MAC 7 RL A EEIP 7 KL XA 2&OMED
MAC 7 FL R
WERDIP 7 LA DHCP =N\ 6EASN7ZIP 7 KL R EEIP 7 R L XA 2O ED IP
7 RL X

IR HH AR
* 1.0.0.0 ~ 126.255.255.255
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=[] 13y IERF RIT 1y TER

» 128.0.0.0 ~ 223.255.255.255

AR HE Y 5 VLAN AR EFERT 2R — FELETF ¥ RV TN—TOFEY 5 VLAN ID

WMREERT 52K — M ES WAREERT SR - PEBELRF v ILTN—TES

I 7k L=V T EoTIT VM ZHEIBRTHET | T—I IR
DEFHE

%3, DHCP Y —N\»6EMmE Nz IP 7N
LADY —ARMEZEALET,

3) NI TA2TT—INR—ADRE

AT 4T =Y arvDREICE>T,NA VT4 VT T = R—ADREB L OEBHEHEHOETH T
ER=C IR

(@ NA2T 12T T7T—INR—ZADREDENEFRM

WA VT4 VT F—=FR=2A%RET A2, T3> T 147 L—3>a< > Kip dhep snooping
database url #FEL £ 7,

EBRIRESFIBS NS0, 2274 7L —Y 3 Y TRESN-BEIAHRFH RN MR TT,
(b) EJ}ZAAFEREE TIRORE

BXALFERBENL, N VT4 VT —IR-ARGERD, REZED» 6EZALET TORELEET
To MOENDERFEEBELTY A EBIBL, ¥4 2 7 LIcRETHEE LREENRELE T,
C FAFIVIDONA VT4 YT T R—-ADEE, BH, FIIHIBRE

s« A7 17 VL— 33wy R ipdhep snooping database url &ER (RELEOEE%ET)

« R I~ F clear ip dhcp snooping binding SE17HE

BZIAAFERMEIL, 22717 —2 33~ FNip dhep snooping database write-delay TEE T
EEER

NS DORFEBTEZAARFERHMOY A Y ZFBTHE, ¥ VM TETIAVIIFLLEREA, D
BUCNA T4 YT T =S R—=2ADER, B, FLIFHBRPRELTLY A VIIEMBLEE A

R B X AAFERBEEORGREZIROKISRLET ., 28, CORTRENA VT4 VI TF—FR—2
NDOEF e REERELTVET,
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13-4 REZHEEETIAAXMFERE E DR

E : p
24 < FE BAAImT
¢ >
T e
B OHIRR B8 B

A —

NATAIT—4 é

BESNEREEAN, RNV
TAVIT—IR—R&RE

© NIUT12TT—IN—ADREFR

REFERICE, AT 7Y Y2 XE)EMCOESSRZBIRTEET, REFLRIZIV TV —Yara
< > K ip dhcp snooping database url TEEL £ 9.

RENRIE, BESAAREORT Y MY TY, £z, ROBZAARIZI EFEZSNET,

d) RELENTI DT 12T T—IN—-ADETT

BIELINA VT VT =7 R— 213, BEEESHHICETLE T, Exicid, BEEESHHRIOROESZE
558 LTVLARESHDET,

e OV 747 L—3ravr Nipdhep snooping database url TREEDVRESN TV S
« REEDP MC 0BG, RELLZT7 7 A LDOMCPEASN TS

(4) DHCP /N7 vy NDI&RE
DHCP /87 v MEEDOEEHMEZ IROKITRLE T,
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346

13-5 DHCP /N7 v MEBEOEMEHIE

Ll

E—mn AEE
[a—N,
l

NA T T T—RAR—=R
BEFEAHDHCPY S 4 7 > b (HXK)

IP7 F L RRRER

-
L
-

=
|

ﬁ

DHCPH—/%

NAT AT T—ER=X

NAVT 42T
KBEDHCPY 54 7 o b (1% "

7 — % =

IP7 KL REERER

[
L

{E38 SN TLVELDHCPH — /N

IP7 KL REE® =
L1X
DHCPY S 4 7 > b+ (¥H3K)
MACT7 K L REEFRDHCP/ 4 v |“\|— x
Option824¢ &DHCP/ X4 v ~ x

(FLA)) |:| : untrustR— k O Sy oo
[ ] :trustf—t X 7y bEE

untrust K— MBS N-HERZNRIC DHCP 287w F2EHRL, RISRT T 72 AR LET,

s EEHENTWVWEWDHCP 4—N250 IP 7 KL AEH 2k
untrust X— T, EEISN TV DHCP =250 DHCP /S 7 v 2 2(E LI5S, 34795
DHCP /87y FEERLET. CNICE-T, BESNTVRWDHCP =150 P 7 F L AR
HEMELET,
s FEESNTWEWDHCP 7547 b26DIP 7 KL AR N1E
untrust K— T, NA VT4 VT TF—FR-ZRBEFOWHAD? S IP 7 N L ABHEKREZZE L1215
#, %9 5DHCP /7y FEERELET. Thick->7C, DHCP Y —N\»5 P 7 FL AZEAMA S
NTVWEWHREPSDIP 7 R L ABRZIMIELE T,
Fiz, FRRICIP 7 LU AEEGEHEH, U — XEEEH, BLOSF 7Y 3 VERINBEREZE L
EELDHCP /Sy h2FEELET, CHICE-T, BESNTVWAEWDHCP 75472 M 56DR
ERIP7 FLADORER, IP7 FLAOEE, BLXUSF 7> a v OREE2IIELET,

e MAC 7 FL ZDFEMZIIE

untrust K— ~T, ZF L7 DHCP 37 v hDEFEL MAC 7 KL A (Source MAC Address) &,
DHCP /¥4y DO FAF7 Y bN—FK 277 FL R (chaddr) #’"A—BoHE, %49 % DHCP
Ny b 2BEELET, ZNIZE->T, MACT7 FLAOZEMZHIELET,

» Option82 OFEFRZ 1L

untrust K— +T, {5 L7z DHCP /%7 v MZ Option82 A5 3N TV 554, %595 DHCP /¥
o NERERELEDT, INICK-T, Option82 OFEMHREMIIELE T,
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13.1.3 DHCP /N7y hDEE L — MHIBR

DHCP snooping X, #5395 DHCP /87y N2ERTHE X, RELLZEL - N2HBAL
DHCP /87 v b %2 FEE T HHEETT

EfEV— i3Iy 7 47— aa< > Kip dhep snooping limit rate TRE L £ AIATY FE
BELTVEVESIR, ZEL—FZERLERA

DHCP /37 v b OZEL — MlIRIE, AEENRZETHINTODHCP /My F2HRICLET,

ZEV—b2BA-DHCP /Yy MIEREL, ERAT VEHREHRILE9,. 72720, SNMP @ANIAEL
FHA. &B, EHU /ERITER T~ > N show ip dhep snooping logging THERTE £ 9,

(1) ERO7EROREEEE

ERAO BRI 747 L= a U TRELLZZEL - MEEB L& XIS, [EBEsH] A X2 M2
BmLET,

[ | X2 b Z2ERAUR 30 ML, L—MEBICK>TNry hEREELTOAARNY P 2RIILE
Ao

DHCP /87 v b ZEL— F OEH T Z1EHR ORI 2 ROKIRLE T,

13-6 DHCP /7 v hZ{EL— M OERDO 7 1ERO A2

[ #RL— rorBERE |
0BIEA A R ERRLAEL

BENTY M

_.%

Fzvs * e 0y
— | T
(A :pps) i i i
/AW ' BE/N7 v b
HIRL— b VAT
//v/ AU
B R
13.1.4 IwK71II
(1 #=E
WRT 4 LI, REBZEET S IPv4 /Sy hZEHRLT, BESNTVRVIERPSDT 7t 2 2H#]
Re H2HHETT

WRT 4 VT OBIEREZIRORITRLE S
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13-7 UwKR7 1 L9 DEMFHIE

BRI —/N

(I/mK) AEEE

IP7 K L XE2# Al l i T4V l
T—ANR—X
IPv4/ 4w m
IP7 FLRBRAER /]

i IP7 KL RXE2#
IP7 FL REEHE
IPv4/ 4 |_'*ﬁ§\ ______

L 1

(FLA1) |:| s untrustR— O AR

I:] s trustiR— k x SNy NRE

WART 4 VFIE, A>T 47 L— 3 rav R ip verify source TR— MEALICEHETEE T,

mB, WART VYA H5EE, BANICRER 70 —BHE— NIZ, WR7 LY OMEE—F
(layer3-dhcp-1) ZFETH2HENHD £7,

(2) IPvA NTy N DIRE

untrust K— v TIPv4 87 v b 2ZELIEE, N YT VI TF—IR—ALDBEHZBEL, K&
FBOWKTHNIL, FUTHIPvE /Sy bEERELET,

WART 4 VY OBBENRZIRORITRLET
F13-3 WKRT 1LY DIREXR

IPv4 /S K~
=S — w & W S
BT o L9 S FEAITI—R Ethernet A w45’ IPAYS
RIS MAC 7 R _—
H— VLAN ID =BT MQC TRV sEmprRrLz

FEETTMAC 7 KL O O O
272
EETIP T RLXR O O - O
72
EETMACT KL O O O O
AEFEETIP TR
L2

(LB O - BmENR  —  RENRSL
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13.1.5 917+3Xv7 ARP &
(1) #=

(2)

¥4+ 3Iv 7 ARP &L, AEEBZEET S ARP /N7y FZ2ERLT, BEENTORVERPSD
ARP ISy b D7 72 A% HIR T HHEEET T,

1475 3Iv 7 ARP BREOHEMEZRDOKIIRLE T,

13-8 91+ 3v7J ARP REDENEHE
EBFIH—/N

D DHCPY 54 7 > b DHOPH—/% [
=1 () FEE = :
S =

ARP/NY7 b R > W TER—R ARP

gl — @ _____ {) Ny b
IP7 KL RBEFER -

R IP7 FLRE
IP7 FL REHftk
ARP/XA v N\
(FLA)) |:| : untrustR— k O AL AVNN--F

I:l : trustiR— bk X Ny RRE

R— N DR

54 3w ARP #E TId DHCP snooping &I, R— b2 ROBERNCAFEL T, ARP S vy b %
ERLET,
o trust R— b
DHCP # =N — N &, BHEEAOHAKEZERT 58— b % trust K— M EFTE T,
trust R— b TRE L/ ARP 87y MIEBERLEHA,
 untrust A— b
DHCP 754 7> ba &, BREENTVWERWVWHKRZERIT 5 KR— % untrust K— b EFFUET,
DHCP #—NNI3EFRLEH A

A~ kOB EROBITR LE T,
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13-9 R— hOE5!

? [DHCPH—/%

LANIRAvF/IL—4
(DHCP1) L—)

DHCPY 547>+ DHCPY 547 k

(FLA1) |:| s trustAR—k |:| :untrustR— k

a7 4 7 VL—3ravr Rip dhep snooping T DHCP snooping 2 B¥ICT 5 &, 774 T
NTOR— M untrust K— MRV FEFF, DHCP U —NAEHET AR — % trust R— M ELTHREL
TLEES W, trust R—MEa> 74 7 L—3a>a~< > Rip arp inspection trust TERETEE 9,

BB, ¥4F3Iv 7 ARPHETIX, 2> 7+ 7 L—3>av > Nip arp inspection vlan THE L7z
VLAN ZEHRWRICLE T,

BEOERATIE, 274271V —33>a~v > Nip dhep snooping trust 3 & U ip arp inspection trust
THEET AR FE2—HSEHI L2 BEOLET,

(3) ARP /N7y NOEFRIGRE
untrust K— b T, ARP /S v " 2ZEBELIES, NMUTAVIT—IR—ALDBEEZBEL, £&
FOWmARTHNIX, FHTSHARP /Ny " 2EELET,
BEABEOMENREZROFITRLET,
R 13-4 EXGEOEENR
ZE1I9TI—R ARP /¥4 v K
Ethernet Ay 5" ARP Ay 5
ARP HB! XS XS X5 55T 5a5C IP
R—h VLAN ID X5t X5t IXETT 3| 5|
A wmacTr macTE PR MACT  TEL
g L L X L X N Z
Request O O - - O O - -
Reply O O - — O O - -
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(4) ARP /Ny MDA 3 URE
untrust K— b T, FEL1 ARP STy NHOT—Y OEEE*HBELE T,
F S a BEE, 32747 L—>3>avr Riparp inspection validate TEHREL £ 9
(@) ZEBITMAC 7 RL XA (src-mac 1&HE)

LAY 2AyFICEENZEETL MAC 7 FL R (Source MAC) &, ARP AN FIZ&E N 5EETL MAC
7 KL A (Sender MAC Address) #SR—TH A &EZ2BELET,

ARP Request 3 & 0" ARP Reply O A ICxf L THEELE T,
BETTMAC 7 N L AREBEORENREIRORITRLE T,
% 13-5 X{ETMAC 7 RL ARBEDRENR

SE1>971—R ARP /N4y~
Ethernet A v 5" ARP Ay 5
ARP &7 = =
A—h  VIANID g pac MX‘CE;ER M’;‘;‘;“K RETIP  EMAC 5GP
— - - K -7 R
7RLZR L= L2 7RKRLZA 7RKRLZA 7RLZR
Request - - - O O - - -
Reply - - - O O - - -
(L) O = BER  — @ mEgsf

(b) %EEMAC 7 RL AHRE (dst-mac &E)

LAY 2y FI&ENB5E% MAC 7 R L Z (Destination MAC) &, ARP A v FI2&E N 55858 MAC
7 FLU R (Target MAC Address) #E—THh2I EE2HBELET,

ARP Reply IZR LT IBELE T,
585 MAC 7 R L ABEOHREXNREIROFITRLET,

& 13-6 3585t MAC 7 R L AIRBEDRETR
BEI>ITI—R ARP /X4y K~
Ethernet Av ' ARP Ay %"
ARP &5 ——— e —
Ah VIAND  ggyac  BEE O EET smme mevac swEe
7RLZX L2 L2 7RLZX 7RLZX 7RLZ
Request - - - - - - - -
Reply - - O - - - O -
(FLE) O R — @ AR

© IP7RLZZE (ipiad)
ARP AN FIZE&ENZ5EHIP 7 L A (Target IP Address) PRISRTEHENTH A L2 HRELE

—a—o

351



13 DHCP snooping

+ 1.0.0.0 ~ 126.255.255.255
» 128.0.0.0 ~ 223.255.255.255

ARP Reply I LT FBELX T,
IP7 FLABEDOHRENRZRDORIIRLE T,
F13-7 IP7 RLAREDHRENR

BE(>I T2 ARP /X7y b
Ethernet A v 9" ARP Ay 5"
ARP &5l = = —
R—h  VIANID s piac I\/\J;{CE;’EI\“ M’;‘CE;E « EEEP EMAC P
— e — — — K
7RLZ . L= 7RL 2R 7RLZ 7RLZR
Request - - - B B B B 7
Reply - - - - B B _ ©

(FLFN) O BERR  —  BEARS

13.1.6 ARP /N4y hDFEEL — MFR

(1)

Y143+ 3Iv 27 ARPBERMRKIC, ZETHARP /Ny b2EHTLIEE, BRELLZEL—MEBAL
ARP /Xy b ZEEET HHEETT

FEV—MEar 747V =332 Nip arp inspection limit rate TRRETEE T, Kav >V N
RELTVWZWERE, ZEV—-F2ZHRLEEA.

ARP N7y b DZEL — MHIRRIE, REBEDPREFEITLHIRNTOARP N7y FEZWRICLET,

ZELV—MEBZ7ZARP )Ny MIEEL, EHO BRERBMLE T, 72720, SNMP@AILEE L F
Hho 7B, EHT 7EHRILGER I~ > K show ip dhep snooping logging THEERRTE £ 7.

EA O 7 RO ERENEEH
SR O EROFIEZHIE, DHCP /% v bOREL— MIREARTT.

A OWTIZ, [13.1.3 DHCP /87 v bOZEFEL— IR (1) ERO 7ERORNEK] 25
LTS ZE 0,

13.1.7 DHCP snooping RN FEEIE

(1)

(2)

L1V 21y FHEEDHEF

(2274 7b—=23 Y4 R Voll 213 LAV 22Ay FREEMEEOHEFEICODVWTIZZHELTL
2SN,

L1V 256 & DHF

(@) Web SRt DHE
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(b) wu\uﬁgm IPv4d 77t X |\ EH%@/IE

DHCP snooping & FRFEEM [Pv4 772 A Y A MAHFET 254, FBHEAIPVA T 7 LAY A MO T «
ILH &I T b 3 )LEHE bootps & 7213 bootpc 0)8:5673’—75’5: YELTH, ZOEPDOT 1 LY EME
IZBf%72 <, bootps B LU bootpc DEH D87y M EFBLE T,

(© R—RIS-U2TEOHTEF

DHCP snooping Z B L7256, REBMEET ST XTODHCP 7y MIIT—Y rTanxd
ho Tz, ¥4 3Iv 7 ARPBRELAMICLIBE, REBEVPEEITLHIRTDOARP Sy b IT—
Yo TENERA

(3) RII—R=ZN—T1 2T EQOHTE

70 k3 VEFR bootps B LU bootpe D87y b ERY ¥ —R—=2)—T 1 ¥ TONRE LiziGE, KE
BARHTATRTOZLYL/ ST v MIEY ¥ —R—2)—F 4 VI L BRBIBER I, V—F 1 7
70 b I K BREERICHE S THRMSNE T,

b)) NT1>oF1 2T TF—IR—ADFREFEEETICONT

« 2747 L—3ravr Fipdhep snooping database url AEES N TV (FIHIRE) 5
G, N YT VT T IR-AIREESNE A BEZEILFIIHELEET 2 EBHRFEONA
T4 VT T—=FR=AIHEESINS /-0, DHCP 7/ F4T7 » b2 oldiEFETE 2<%z Ed, BRETE
< xo7:58E, DHCP 7547 MIITTIP 7 RL AR BB LUOEH L T 2S00, flz2d,
Windows @i%é‘r, av >y R7Far 7 M6 ipconfig /release 24T L7zdb L1, ipconfig /renew
EEITLET,

INZEST, N YT« YT T = R=-ATmARIERPSBER SN, DHCP 75147 > b o@EET
EBHEIIIHEDFET,

s BELIBHIFUDSH, DHCP Y —NDOY —AKEZHT LT Y BETLSNEEA N1V
TA YT T=IR=APRESNHE, EBEOELFF - IHFEHRNCRLOREZLET H &, ¥
BEORBRIINA VT VI T = R=ANPELLETREN LW ENH D ET,

« a7 4 L—¥3ravr Fipsource binding TA¥ 751 v 7EFLI-T Y MIIE, R —FT v
TaAV T4 T =Y a i TETENET,

« N UT U VT TF I R=ADFRFESE MC I LEEE1, BBOEBROERIC SOy 7 M AFERS
NBETMC RPN TLZS 0,

(5) DHCP /N7y RDOHMEL — MIBRICDWT
« DHCP /$% v hDZEL — MIRB LU ARP /87 v NOZEL — MIRAHET 2484, DHCP /%
o hEARP ISy hOZEL— N2 A LETERLE T,
6) 91F7Iv7J ARPBREICDWVT

« ¥4 Iv 7 ARPRBEIR, WIIRTIV T4 L —arzRELT, XM UTA Y TT—FR=2R
PERINTVSE I EPNETT,
+ ip dhcp snooping
+ ip dhcp snooping vlan

« ip source binding TNA ¥ T4 Y I T —FIRXR—RICRY T4 v VEFSINIZ U NIBTAF IV
ARP BEDOHRELD T,
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(7) ARP /Ny RDZ{EL — MIBRIZDWT

« ARP X7 v bORFEL— MMIRB LU DHCP N7 v FOZEL — MHRAHET 555, ARP /Ny
FEDHCP /Sy bOZELV— b2 At LIETEHRLE T,

(8) EEBNHBEEDHTF

[2>7427VL—=2arHA K Voll 16.1.4 BENKEICET HEREE] 2SHL TSN,
(9) REA7O0—RHE-—REDOHE

IR ZER7 0 —H£— F2HEE L 725&, DHCP snooping IHMEHATE £H A,

* layer3-suppress-1

« layer3-suppress-2 [S3650]
« layer3-suppress-3 [S3800]
« layer3-suppress-4 [S3800]
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13.2 dA>7«147L—>3>

13.2.1

dA>747L—3>a7 2 R—

DHCP snooping ®a>7 4 7 L—>3>aAxy F—EBEZROKIITRLET,

x®13-8 I>747L—>a>avYR—8&

v RE

A

ip arp inspection limit rate

AEED ARP Ny FOZEBEL—FERELET,

ip arp inspection trust

54+ 3Iv o ARP BETCEEFADHRZHEHRT 5K — b &&H
ELET,

ip arp inspection validate

Y4+ 3Iv 7 ARPBEDFT S a VBEZHRELET,

ip arp inspection vlan

¥4+ 3Iv 2 ARPBEZHEHT 2 VLAN 2REL£7,

ip dhcp snooping

DHCP snooping ZE#ICHE L ET .

ip dhcp snooping database url

NAL VT4 VT T = R—=ADRELEEZBZELE T,

ip dhcp snooping database write-delay

NA VT4 VT T—=IR=AREROEZALG B REEZRE
LET,

ip dhcp snooping information option allow-
untrusted

DHCP /%% v » @ Option82 OFEME 2 EIICREL T

ip dhcp snooping limit rate

HEBED DHCP N7y FOREL—MHIREZHREL X7,

ip dhcp snooping logging enable

B{EQ 7O syslog ¥ —NNOHHNEFHEL LT

ip dhcp snooping loglevel

BEO Ayt — U CRBIBIA VLI LRNLERBELE T,

ip dhcp snooping trust

DHCP snooping CEERFA DMK EFERT 24— M %
9,

B L

ip dhcp snooping verify mac-address

DHCP /S v ®» MAC 7 FL ADFEMBE 2 EMICHEL E
e

ip dhcp snooping vlan

DHCP snooping Z{#/H 9 % VLAN ZREL £,

ip source binding

EEIP 7 RLRAZEDHRERZNA VT4 VT T = R=RIE
FgLEI,

ip verify source

WMART A VY ZERT LR - 2RELET.

13.2.2 ERXREE

DHCP snooping # #9572 DEAK S EEICOVWTHAL T,

7+, DHCP snooping ZEH 9 25&1d, FHRICa> 7« 7L — 3 a< > K flow detection mode
¢, DHCP snooping IZxfitd 5 ZEH 7 0 —EHE— FE2FEL TBBEFHDET,

DHCP snooping O &R 2 ERS Z IROKIIR L E T,
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13-10 DHCP snooping OEARM &R

DHCPH—/x ERPH—/3

LANIRAvF/IL—4

(DHCP1) L—)
L1 1/0/5
— 1/0/1

VLAN 2

DHCPZ S 147 > b

(FL5) |:| s trustAR—k |:| :untrustR— k

(1) DHCP snooping DENERTE

[BEEDRA > N
%E & LT DHCP snooping # B2 L, & 512 DHCP snooping #B#1129 % VLAN 2 8%7E L £
3_0

i

[O7 > RICKBERE]

1. (config)# ip dhcp snooping
& & Lo DHCP snooping 26 LE T,
2.(config)ff vlan 2
(config-vlan)t exit
(config)ff ip dhcp snooping vlan 2
VLAN ID 2 ¢ DHCP snooping ZF#C LE 9. Ko~ > FEIEE L%V VLAN Tld DHCP
snooping I3EIEL £ Ao
3.(config)# interface gigabitethernet 1/0/1
(config—if)#t switchport mode access
(config-if)# switchport access vlan 2
(config-if)# exit
A=t 1/0/1 #7 7 AR—1r &L, =1 1/0/1 PFiET 5 VLAN & LT VLAN ID 2 28E L &
ER
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(2) DHCP snooping O trust R— N DEXE

[BEEDRA > N
DHCP #—/NIcBfid 58—+ ([K 13-10 DHCP snooping OEARK 2 #ER 6] TldL A+ 3 A
AV F/N—5 T HR— ) Ztrust F—FELTRELE I,

[O7 > RICKBERE]

1. (config)# interface gigabitethernet 1/0/5
(config-if)# ip dhcp snooping trust
(config-if)# switchport mode access
(config-if)# switchport access vlan 2
(config-if)# exit

R—F1/0/5Z trust R—hELTHRELE T, TDEFLPOFR— M untrust R— &R0 FEF, F
7z, K=+ 1/0/527 7t AR—=r&L, R—+ 1/0/5»FE9 % VLAN & LT VLAN ID 2 #3&7E
L%d,

() NA2T1 2T T—IN—ADFREFFLEDFRTE
(@) WE7SYYIXEUCKRETHHE

EREDRAT > K]
NA VT4 VT T = R=ZADBRIERICAE T T Va2 AT ZHELE T,

[O7 > RICKBERE]

1. (config)# ip dhcp snooping database url flash
BERELTHBE ISy Va2 XEYZBRELT I,

(b) MCIZRFTB5HS

EREDRA > M
NAYT AT T = R=ZADREFERICMC 2RELE T MC DIBERRIRETH7 7 A LR ZRE
TEET,

[O7 > RICKBERE]

1. (config)# ip dhcp snooping database url mc dhcpsn-db
BEHRELTMC, BXUOBREFETS7 714 & LT dhepsn-db 28 ELE T,

CES=IE]
L E MCIZT 25813, AEBEOAET)A—FZA0y MIMC ZBALTBVWTLEZS W, 7,
MC IZ NEC # %z SR 2 & 0,

Q) N7 42T T—IR—ADREFEHXADESIAAFEFEDERE

BEEDRT > M
NAYT 4 2T T = R=ADRERNOESAARFEREEREL LT,

[Ov > RICKBEHRE]

1. (config)# ip dhcp snooping database write-delay 3600
MROEND»ZREZRE LT, REZFRT 5% TORM%Z 3600 ICREL £,
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¢ FAFIVIDNA VT4 VT T = R—-ADESR, BH, BIUHIBRE
e OV 747 L—a>rav Kip dhep snooping database url ER (RELOEER &)
s A~ I clear ip dhcp snooping binding SE1THs

[EEPIE]
WED RIS 5AT 7> N TRE LA BRASERIC KBS NE T,
13.2.3 DHCP /X7 v hDZ{EL— MNEHIBR
DHCP /87y hOZEL — MHIRZERT 5720 DFEICOVTHHAL XTI,

EREDRA > K]
AREEPWMANP SZETAHDHCP Ny bOZEL—bZRELET,

[Ov > RICKBETF]

1. (config)# ip dhcp snooping limit rate 50
REBOZEL—F2 5087y NICRELE T,

13.24 WwK7 1LY
K7 1 L8 BT B 70 DRIV THIALE T,

[BREDRAT > K]
DHCP 7547 v bR T 5 R — MIWRT A LY ZRELE T,

[Ov > RICKBEERTE]

1.(config)#f interface gigabitethernet 1/0/1
(config-if)#f ip verify source port-security
(config-if)# exit

AR—=F1/0/1ICEETIP T RLAERETMACT RLAZWKR T A VWYSEMBETRHMET 4 LY %
HELET .

CEEEIE]
trust R—hTa> 717 L—ara~vy Nipverify source I~ FEFREL TS, AR 1 L7
W29, ¥7z, DHCP snooping BXIkfIE, 2> 7+ 7L —3 33~ K ip dhep snooping vlan
THRESNTWAWL VLAN TUHER 7 4 LY DPEHELDETOTERL TS0,

13.25 91+-Xv7 ARP#&H&E
F4F3 vy ARP EEERT 570 OREIOVTHRELET,
(1) BREE

EZLEESAN
¥4+ Iy ARP BREDOEABREZHMICT S VLAN 2REL 7

1)

[O7 > RICKBEE]

1. (config)# ip arp inspection vlan 2
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VLANID 2 #44F3Iv 7 ARPBEONRICHEL£9. AT~ FEHEELZW VLAN TR
AF3Iv 7 ARPBEREELEEA
CESEIE]
e OV7 47— 3ravr Nipdhep snooping vlan TEE L TWW5a VLAN ID %25E L T<
723,

s KAV RERELLBEIE, 2> 7471 — 33> Fipsource binding TE& L 72/N1
VTAVITT=IR=ZADI MY, ¥4 F3Iv T ARPHEOXNREZDET,

s ROV FEZBELLZ VLANIKFIBLTWAR—MINLT, a2 747 L—Y3>av >y Rip
arp inspection trust 28 E L7251, TOR—MIF A F I v 7 ARPHREORNRINE LD EF,

(2) trust R— NDERE
[EBREDRAT > K]
DHCP U —NIl#EHRIT AR — b2 trust R— M ELTHERELE T
[O7 > RICKBEEE]
1. (config)# interface gigabitethernet 1/0/5
(config-if)#t ip arp inspection trust

(config-if)# exit
A—b1/0/5% trust R—hELTRELE T, ZDIELDOR—MIuntrust R—h&EEDFET,

LDFE=EEIHE]
RIAV Y RERELLER—FTIE, ¥14F3Iv 7 ARPBREOBENR VLAN ICFIBL TV TS, &1
F73Iv 27 ARPBREORIFINE LD ET,

(3) A a REBDHETE

BREDRAT > K]
REBDSAFIv 7 ARPBEDA Y 3 VBEE LTREET MAC 7 KL AKE (src-mac H87E)
%ﬁ)d] :EQ’}:\El/i‘a_o

[0V > RICKBEEE]

1. (config)# ip arp inspection validate src-mac
F T arBEEELUTORETLMAC 7 RLUAKE (src-mac B8&) 2BICKRELE T,

13.2.6 ARP /N4y hDFREL — MIRR
ARP/$% v bOZ(EL — MR E AT 50 OREICOLTHIELET.

[EBREDRT > N]
KEBNPZET S ARP N7y FOREL—M2BRELE T,

[O7> RICKBETE]

1. (config)# ip arp inspection Limit rate 100
KEBOZEL—F% 10037y NRICERELE T,
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13.2.7 BEEIP 7 RLAZHF DimAKkziEHELUICES
EEIP 7 FLAZRFOWMARZHER T ABEDOREICOVTHALE I,
EE P 7 R L A2EOWME LR LB OEBRH 2 RORITRLUE T,

13-11 EE IP 7 R L R ZF DRz i U5 OB
DHCP4—/< Y —\

LANIRA Y F/I—F
(DHCPY L—)

L_T1/0/5

|—|1/O/1

VLAN 2

LAN2RA Y F/INT

IP7 KL X : 192.168. 100. 22
MACT KL X : 0012. e2ff. 2222

DHCPY S 14 7> b BEEIPT FLRZEFDIHK

(FLA1) |:| : trust/R— b l:l : untrust/R—

DHCP snooping @€, [13.2.2 EAFE] LEETT. AFITIE, BEEIP 7 FLAZFEOWHEE
untrust X— MIEEFET 2720, XA VT4 VI TF—FIR—RIZEHEIP 7 RUAZEODHEKDOAY T 1 v
TBFEPBHETT,

[EBREDRT > N
BEIP 7 FLAZEOWEKRDMEKBERE, XA UTA VT TF—FIR—RICAY T4 v 7BHLET,

[O7 > RICKBEEE]

1. (config)#f ip source binding 0012.e2ff.2222 vlan 2 192.168.100.22 interface gigabitethernet
1/0/1

WARD MAC 7 KL R, WERDAEIET 5 VLAN (VLAN ID), $EKDIP 7 RL A, BRI HER
ENTVBER—I ESE, N UT AV ITT—IR=ZAIIHELET,

13.2.8 AREDEFC DHCP U b—?‘)‘?&ﬁéﬂfci%%
AREEBEOR NI DHCP U L —%2#fi LG, ARET Y behfTEHLIICRELE T,
AEBORTIC DHCP U L —% i L B A OBMA & RORITR L E T,
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(1)

13 DHCP snooping

13-12 AFEEDE TIC DHCP ) L —Z#Ei#R U155 DB

DHCPH—/X EBAH—/\

LAN2RA yF/INT

L_T1/0/5
—1/0/1
VLAN 2
v [P7 KL - 192.168.100. 33
A VIZA T I—% MACT KL R : 0012. e2ff. 3333
(DHCP 1) L —)

DHCPZ S 147 > k
g [ ] ctrustt—r ] ¢ untrustai—

A%E D DHCP snooping &L, [13.2.2 EARE], [13.24 WR7«L¥], BLU [13.25 ¥
4+ 3v 7 ARP#E] LRETT,

AFTIE, FOFETIEDHCP 7547 > b 50D DHCP /87w b BXUIPvA Ty b AT E £
ho Tz, LAVI AL YT/ N—F50D ARP /X7 v FbHHTEEEA

IRy bR B72011E, AEE T DHCP /87 v b OF@EFFAIT 53E, IPv4/$r v bOF#E
FATHRE, BLUARP /ST v bOFREFAT HRESDETT .
DHCP /N7 v b Otz FF] 9 5 3R0E
[REDRT > N
DHCP 254 7> b #5087y M, LAY 3 XA vF /=% (DHCP UL —) IZ&k-> TEET

MAC 7 RLADEXHEI 5N TWB/zH, DHCP /$7 v bd MAC 7 R L AFEHEEZ ENICHEL
7,

[O7 > RICKBETE]
1. (config)# no ip dhcp snooping verify mac-address
untrust K— +® MAC 7 R L AFEMMEBEZ EBRICHELE T,
CEREIE]

RO RAFESIN TV R WES, MAC 7 RLAZEMEEZR T 5729, untrust A— 2 DHCP Y
L —%=ERTEEEA
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13 DHCP snooping

(2) IPvANTy bOPIREFFO T HERE
REDRA > K]

DHCP 7SA 7Y Do) ry ME, LAV 3ZAAL4vF /)L—% (DHCP VYL —) IZ&->THET
MAC 7 RUADEZBZOENTWVWS7D, WK A NVIEFITEEBTIP 7 RLALRITZRELET,
[O7 > RICKBEEHEE]

1. (config)# interface gigabitethernet 1/0/1
(config-if)# ip verify source
(config-if)# exit

A=+ 1/0/112, $RT7 1 Ly &AL LTEETIP 7 FLARYEZRELE T,
(3) ARP N7y hDthiZ ol I H5RE
ARP 87 b Ok FFAT T B BEIREE IP 7 N L R 2 HOMK LB L 258 LR TT.

BEICDOWVWTIE, [13.27 BEEIP 7 FLAZREOWMEALER LGE] 2B LTLZ3 0,

13.2.9 FEEDE FIC Option82 Z{159 25 DHCP ) L —h' &R S
nrizs

AEBOENIC Option82 %159 % DHCP V) L — %8k L7256, REBT/Sry ME2HHTE5 L5
ICEELE T,

ALZEEOE NIZ Option82 {159 % DHCP U L — %8kt L7 H & OS2 ROKITITRLUE T,

13-13 AEEDEFIC Option82 Z{159 % DHCP U L —Z &5 L1155 OERBI
DHCPH—/X EBAH—/\

LAN2RA yF/INT

L T1/0/5
e 1/0/1
VLAN 2
e IP7 KL X :192.168.100. 44
eI VI MAC7 K LR : 0012. e2ff. 4444
(DHCP 1 L—) Option82% {hn

DHCPY S 47 > b

(FLA1) I:I : trustAR— k |:| s untrust/R— k



(1)

(2)

(3)

(4)

13 DHCP snooping

REEED DHCP snooping &I [13.2.2 EARFRE], [13.24 WAR7«4 V¥ ], BV [13.25 ¥4
F v 7 ARP#BE] LRIKTTY,

AHITIE, EDEETIEADHCP 7547~ 50 DHCP /3y B LV IPv4 Ty M TS FE
ho 2, LAVIAAL YT/ N—FD50D ARP X7y FbHHTEEEA

Iy N ERHRET A7-9101E, AEET DHCP /7 v hORfkEFFR T 28%E, [Pv4 /87 v b oHikE
FATAEE, BLPARP Yy SOFREFFR T AR ENSNETT . £72, DHCP Y L —7* Option82
259 554, Option82 ff& DHCP /$% v hOFikZHFAI T HRELMBETT

DHCP /Ny b Otk %z 550 9 2 E7E
DHCP /84 v b O/ % 3§ 2 BE S AKBOR TIC DHCP V) L — A S N 358 AT

BEILDOWTIL, [13.2.8 ALEBEODOE FICDHCP VU L—»fisniziFad (1) DHCP /v + Ok
ZHAITHHE] ESZRLTLLES W,

IPv4 /N7y b Ok 55 I D ETE
DHCP /37 v b Ok 25§ 2 REISAREEDE RIS DHCP U L =D SN/ HE ERKTT .

BEICOVLTIE, 1328 ABBOETICDHCP Y L—A#RENBE (2) IPv4/37r v hoFfks
AT HR0E] 2L TSV,

ARP /N1 N DOk Z EFOI I B AE

ARP /Ny bOFZ T T HREZEEIP 7 FLAZ R OWMAKRZER L BELEKTT .
B|EICOWVTIE, [13.2.7 BEEIP 7 FLAZEOWMEZER LGl 2B LTLZS 0,
Option82 {4 DHCP /Vr v N Dok % 250 I SE87E

[BREDRA > N
DHCP /8% v b ® Option82 DFEFMEE # HANICRE L £ 9

[Ov> RICKBETE]

1. (config)# ip dhcp snooping information option allow-untrusted
untrust A — k@ Option82 DFEFEE % MENICERE L £ 7

13.2.10 syslog H—/AA\DHEA

[BEDHA > ]
#{E0 /% syslog ¥ —NICH AT AREZ LET,
[O7 > RICKBEHE]
1. (config)# ip dhcp snooping logging enable
Bk 7% syslog B —/NICH AT ARELZ LE T,

2.(config)#f logging event-kind dsn
syslog = NIZREENRET B0 7EHRD, X vt— TR DHCP snooping 28 E L £ 9
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13 DHCP snooping

13.3 #AXL—>3 2

13.3.1 EROY>YR—E

DHCP snooping O:&HI~v > F—Ex2RORITRLET,

139 ERAIVYR-E

YU RE A
show ip dhcp snooping binding NA VT4V T T—IR=AEHFERRLET
clear ip dhcp snooping binding NAVT A VT T—=IR=2EH/E VT LET,
show ip dhcp snooping statistics MEMBEIRERTRILE T,
clear ip dhcp snooping statistics MEMEHEZ 7V T LET,
show ip arp inspection statistics Y45 3Iv 7 ARPREDOHEHEREFRLET,
clear ip arp inspection statistics Y4+ 3y ARP REOHEHERE U T LET,
show ip dhcp snooping logging TUTITLATHRRLTNWAU T Ayt —V %R R LET,
clear ip dhcp snooping logging TaITLATERLTWAOU Ay E—=I% )7 LET,
restart dhcp snooping Turss LEBEREELET,
dump protocols dhcp snooping TUT T LATERL WA 7o WEERE 7 7 A LAHAILET,

13.3.2 DHCP snooping X1 > T« > 77 —9IN—XADHER

NA VT4 07T —% R—2FH % show ip dhep snooping binding I~ >~ R THERLE T, WHARD
MAC7 RV R, IP7 RLVA, NA VT4 YT T = R=ADT =YV TR E2FIRLET,

show ip dhcp snooping binding < > KOETHERZROKITRLE T,

13-14 show ip dhcp snooping binding ME{T#ER

> show ip dhcp snooping binding

Date 20XX/04/20 12:00:00 UTC

Agent URL: flash

Last succeeded time: 20XX/04/20 11:50:00 UTC

Total Bindings Used/Max : 5/ 3070

Total Source guard Used/Max: 2/ 3070

Bindings: 5

MAC Address IP Address Expire(min) Type VLAN Port
0012.e287.0001 192.168.0. 201 - statickx 1 0/1
0012.e287.0002 192.168.0.204 1439 dynamic 2 0/4
0012.e287.0003 192.168.0.203 - static 3 0/3
0012.e287.0004 192.168.0.202 3666 dynamic 4 ChGr:2
0012. e2be. bOfb 192.168.100. 11 59 dynamicx 12 0/11

>

13.3.3 DHCP snooping fRstER DI

DHCP snooping ffat1&# % show ip dhcp snooping statistics 2¥ > N TERL £ 9, untrust A— k
TZELZDHCP#/Sry v, 10972 —ARZTEDFFE L/ DHCP ¥y MY, BLU T4 L& L
7=DHCP /X7y FEFRRLET,

364



13 DHCP snooping

p—

show ip dhcp snooping statistics 3> FOETHRREZ2ROKNIRLE T,

13-15 show ip dhcp snooping statistics MEITHER

> show ip dhcp snooping statistics
Date 20XX/04/20 12:00:00 UTC
Database Exceeded: 0

Total DHCP Packets: 8995

Port Recv Filter
0/1 170 170
0/3 1789 10
0/25 S0 0
ChGr:1 3646 2457
>

13.3.4 941F3Xv 7 ARP HEDHEER
(1) 173 v 7 ARP REMREHEROESR

14+ 3 v ARP BREOHEMEHR % show ip arp inspection statistics I~ > RTHERLE T, FikL
7= ARP /7w ML, BEEELZ ARP Sy M, BEUERE ARP N7y FMIONREZFRLET,

show ip arp inspection statistics 2~ > FOETERZRORIRLE T,
13-16 show ip arp inspection statistics DERITHER

> show ip arp inspection statistics
Date 20XX/04/20 12:00:00 UTC

Port Forwarded Dropped ( DB mismatch Invalid )
0/1 0 15 )
0/2 584 883 ( 883 0 )
0/3 0 0 ( 0 0 )
ChGr:2 170 53 ( 53 0 )
>

13.3.5 DHCP snooping O7' X v — DR

DHCP snooping 1 7 X vt — % show ip dhcp snooping logging 2~ > FTERLE T, /N1~
TA YT T = R=ADEH, HART 4 V5 OEH, NEL DHCP U —NoOkt, NE7% DHCP /87 >
NDOBEE, 72X ARP STy NOERLZEOU T Ay -V RFRLET,

show ip dhcp snooping logging 27 > FOETHERZROKITRLE T,

13-17 show ip dhcp snooping logging MEITHER

> show ip dhcp snooping logging

Date 20XX/04/20 12:00:00 UTC

Apr 20 11:00:00 ID=2201 NOTICE DHCP server packets were received at an untrust port(0/2/1/0012.
e2ff.fe01/192.168.100.254).

>
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F5iR TIRILEAICK3REMEREE

GSRP (D5

GSRP I, LAY 2BLIN LAV I TEBEOANEAZITOMETT., COE
Tlx, GSRP OMEICOWTHBEALE I,
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14 GSRP DfgsH

14.1 GSRP O#IZE
1411 B

GSRP (Gigabit Switch Redundancy Protocol) &, A1 v FICEEPHEELIFEETS, A—% v b
T—2 EORIAA v FZ2FHRHL CEERREZHERT S ZEEZENE LEEBOTRLEZERT 2HETT,

LAY 2TERY hT—ZDORENETI AN V) —, LAY I3 TR T IV — 724D
Eft%#1T5 VRRP 2 E(tMgEE LTRIFHTZ £ 9, GSRP#E> &, LAV 2&L AV 3IDAEN,ZE
—DODKEECRIICERTEET,

s LAY 2
2BDRA Y FETHIES 5720, ANV 7YY —X D LEBEMOVIOEAPEETT . £/, 2 v
FI=0DATAA Y F2BRERIZTHED B RRELHBEICHELTVWET,

s LAY 3
2BDZA v FTRE—DIP 7 RLAEMACT RLRAZEDZETT 74V M=o 4 2UEL
LET, PCHEICHTEZTIAN NS =17z AICGSRP 2T 22 & T, PChENSLERD
Iy N T ANOBEREEZTIRETEET, TNV N — b I 2 A ORBICBEESHEE LGS
THRA—DIP7RL A, MACT7 RLAZFIEHNTHDEZSHZET, PCHEENLSDTT 4L b
F—brvzA 2 REAL-EBEEHECEET,

LAY 2BV ATV 3 2RAKICTIRILT 2EEDHEZRORITIRLE T,

K14-1 LAV 2HKTL AV 3 ZREAGICTRIET ZHEEEEOLER

TURIE#EEE SHBE
GSRP s LAV2LEULAVYIDOARME—DORETERL TS0, EENPEFITL S,
o AEBEMEAEOBEED-®, MHIEEE OB TE L,
ZIS= VYY) —+ e LAV 2BLUVLAYIOHATCREKRICAELZHERL-VWESIE, A/S=27Y
VRRP ) —, VRRP OFH OREENNEIZ 2 5,

o EESOFNINDD, TLFRUY—ICEBEy NT— T 2BRERTZ 3,

GSRPIZ& 2 LAV 2 DTLRILOBEZ RORITIRLE T o
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X 14-1

GSRP D=
VAN —— e — ~
(
! VLAPNC 10 |
|
I
I
I - :
|
e I
| —
LAN
AL YT
REBEA
EFE RN
AR A _—
RE~NERS

AEEB

Ny T TIREE
- R A IREE
~E#

PSS AR

OBEREHE ~

BEEFXER

DEISHER

14 GSRP DfEsH

GSRP BEEZBIES B AAKEB 2 B2 RTICLT/LV—T2ER L, BEERTRAAZYAYRE, b
=N TTy TREE L THBEHSEET. TAYREOAREBARZTIL—LE2TxT—FT1 7
L, N 77y TIREODEFLEEB I 70y F o7 LET. )V OREPEEBEREZ EARE LGS,
REE A, BEITYAYREEN Yy 77y TREOVIOBEZ 2T0ET, TNk T, BEEFMETCEE

—6’_0

14.1.2 4§k

(1)

BIF ¥ A T IRRE (D [t

GSRP TR AEBMZ2EEERT Y 7 L CREEEHAOHIH 7 L — L DRERZEZ2ITWV, RAZEEDRRE
PHERLET, HH 7L —L0REZESEFICTETCVAEIC) Y 7OREZE2EE L-EAE, 80
WD BZEITVWET, TO, REEBIL, HAOFREBIHEEIINy 77y TREE L TEEFTHSZ
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14 GSRP DfEsH

(2)

ERTER LI ETCYRATREATDEDD LT, ChICE->T2HDOALEENFEIFICY A IREICES
ExREELET,

g/, BERELZEICEST, #IH7 LV —LOREZENPEREICTE LD, HAOREEBEDIREN TR T
ERVREE - 2B A0V BARZFHTITO L 2ERE LET, ZOHMAIE, MHEOKREBN v R Y
RIEEE LTBE LET TWAREESD D, BEIRICTAYIREABRE Lz EI2& T, A RS IRE
LA EEMOET 5720 TT . ERAEPREONE 2 EXTVHEEICT AV IREATDEZTHELT
HBHEHM L2 LT, FHTIRAYREATOBEZ S EZBELTCVWET, 28, FHEL2T0821 &
EANC, REBRZEREEGRT 2 V708 T 2Bl LGEE, MmEERE S A4 L TEENICTID
BIAWELTR— L TVET,

w7 L — LA DX (SEE DRE

GSRP TiZ, #lf#l7 L—L OEFHELRE L, AELERNEESINDZ EEMLET S0, HlH7 L —
LDFEZEIZIEE L2 VLAN P TiT0WE 7,

14.1.3 TR— Mtk

370

GSRP THR— 19 HIHE LEEEZRORITRLE T,

& 14-2 GSRP THR— NI BIEE - Tk

15 AE

WAL Y LAY 2 O
L1y 3 O (IPv4, IPv6)

#EBEY 720D GSRP 7V —TERAHE 1
GSRP 7'V — 7% B d 5 REBDORAK 2
GSRP 7'V —"7%47-0 ®» VLAN 7))L —THRARHK 64
VLAN Z)L—7%7: 0 ® VLAN fk$ 1024
GSRP Advertise 7 L — L% (S 0.5~60 # O T 0.5 FHHAL
GSRP Advertise 7 L — ARG E 1~120 HOEET 1 HEAL
00— RS > ZHkE O
N 7Ty TEERRE O
A=tV MERE O
U 27 REFE R OEREY) O B X 1R O
GSRP VLAN 'L — 7BR7E Hl fH K HE O
GSRP I 54+ R — b O

(LB Ot #H— 1



14  GSRP DfEsH

14.2 GSRP OERIFIE

1421 XY NT—TJ
GSRP ZHHIT 2HE50ELRN 2y VT — IV Z2IROKIIRLET,

14-2 GSRP OFvy T —7T18mK

(P —— ~
X ¢~ T ULANT0
P — |
g j: PG |
|
' |
N
|
i I
w—3
LAN
RAYTF

r——----1 - - - - - - - - - - — F—_—_————— = \

: GSRPEIEVLAN |

[ ____J :

l |
SN PSS! SN o SRS o
S I GSRP H
FOL—=T [T advertise | ;
: ' REEA IL—L REEB | :
; | GSRPRA v F — GRPRA wF ||
; | RRARE Rys7y TR 1| !
: | - . FLLY k NN | '
' | A T—T 4T O s X Joyxoy : '
: : ;
s | R S AU .. '

| 1

| |

|

| |

| ] [ i

I; _______ U /

LAN
AAYTF
VAN ———F———
TL—7 1 I
[
| I
| — o |
: E|:H6 I
| PC :
w _VLAN 10 _
(R
O :7497—F4¥
X :FEvxry

GSRP OHEEZBMEESE B A1 v F % GSRP A v F EMUE T, GSRP A1 v F1d 2 D7 T GSRP
TN—TZE L, BEERATIIRASAYIRE, L5—F8Ny 77y PREELTEHLET,
GSRP TlZZD 2H®D GSRP 24 v FEEBDOAAL v FET2AFOBREZH I E2ERELET,
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14 GSRP DfEsH

GSRP 24 v FREILOMIINT EFEERT AMESHVE T, D GSRP 21/ v FHEOY 725417
M) VT ERUDET,

A4 L2 b7 ETld GSRP Advertise 7 L — A EFESIRFERESEHOEIM 7 L — L 2R ZELET, T
TALFORETRZFOEIPOTFT—F 7L -3 70y 7 LET, FOEIPOT—F T L —LEEF
L7z WiGEIE, GSRP VLAN 7L — FIREHIHMAE L 5E L ¢, VLAN Z)L—7ICFrE L7\ VLAN
ZEHATZD, ¥4 L7 Y 227 % GSRP $IENFNAR—MIRELE T, L1V 3TRYVEKEZHEH
T B5BE, GSRP A1 v FRDER T — YOOI A L7 ) v 7 2ERTAIEEPH D, ZOREIC
GSRP VLAN 7' )L — JIREHEREE 2 EH T 55, ¥4 L7 b 7% GSRP #IHNRAR— MZHREL
F9. FME 144 LAY ITUEUEBHKE] BLU 1453 LAY 3IAEUERETOLTRERY v 7 —
JREICLZUDEZ] 2SBLTLIZS 0,

GSRP A1 v F1% GSRP Advertise 7 L — A DEZFEICE > T, GSRP A4 v FIZAEWDIREZHEEEL,
TAYIREE, Nv 7Ty REOTIOEZHEZTVWET, YAYREENY 77y TREOTIDE 21T,
VLAN 7'V —7 EMEREH O VLAN 2 & & 7z—D 0N 7V — TEATITWE T,

< AYIREED GSRP A4 v FIZIEE SN2 VLAN ZL—TD T VL —L% T+ T—F4 VT LETH, N
77y TIREED GSRP ZAA4 v FTla7avyF 7 LT,

14.2.2 GSRP &1E VLAN

GSRP ZH#d 24y b7 —2Tld, GSRP Ol 7 L —LDEFHBEZRET 2720, HERHO VLAN O
BENSNETYT, D VLAN % GSRP B VLAN &£ 9, GSRP TidZ d GSRP E# VLAN k72
JTHIE T L—L2%ZELET,

GSRP & A v FIE v AT REANBET 2, BEHDOAAS v FICHITTMAC 7 RLAT =7 LIV b)DY
)7 %KY 57-%, GSRP Flush request 7 L — LA EFERHIH T L —L 2% ELET. ZDH, GSRP
B VLAN IZIX, ¥4 L7 M) VI DR—=1721FT% < VLAN 7L —TIZSiMs¥E %3 XTOD VLAN ©
R ERETIDENHDET, £/, AEHOAAL v FTH GSRPOFIH T L —L2ZETEEHLI1C,
GSRP & VLAN & [F—® VLAN OFEZ LTBLIDESH D EJ, 727201, VLAN ZL =TI
¥2% VLAN O — D55, GSRP Flush request 7 L —LDFFEICLE MAC 7 RLAT—=7 LD T Y
TEHFR=MLTVWERWVWAL v F EOFERAR—, BLXEZoRmROAR— ik, GSRP E# VLAN O
EZTAHBREIDDEEA

14.2.3 GSRP OY]v) & Z Hll{E

(1)
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GSRP 24 v FTHIDEZZITHME, 7L —LIW{T 272 T—T 1 7BXOT 0y F 2 700 2|
WMETHFEFITIE, T RF—ZY FROBEZHEICHEMTEEI T A, 2hiE, AEDAAL vFD MAC T
RLRAT—=TNWIZBVWT,MAC7 RLALY YD BEZRNCT AV IRETH > 72 GSRP X4 v FRAS
ICBRSINTEETHAH-DTT,, BELZAFFICHRMT 27-0I121E, GSRP A1 v FOUDEZ LFERIZ,
BEOZAL v FOMACT FLATF =TIy M) 2T UTTEIRENHDET,

GSRP TIE, BEDAA v FOMACT7 RLAF—7 LIy N2 7Y TS A5HEE LTTREEYAE—FL
TWET,

GSRP Flush request 7 L — ADX(E

GSRP TRV EX 2175 £ &, FAEDZAA v FIHLTMAC 7 RLAT =7 LIy M) D7) 7 #EK
9 %728 GSRP Flush request 7 L — A & ESHIEI7 L — L2 2%(EFLE . 2D GSRP Flush request 7
L—b%2FEFELT, BEBENOMACT7 RLRAT—T V%I )7 TESAA v F % GSRP aware & FU'ZE
T ABBIIFICIL T4 L= a Y ORENEWE, HIZ GSRP aware & LTEfEL £9 . GSRP
aware (& GSRP Flushrequest 7LV —4% 75 v 5«1 27 LE9d, —7%, GSRP Flush Request 7 L' — A



(2)

14 GSRP DfgsH

X BHEEEE T AR—F LTV WAA v F % GSRP unaware EUE T, BED A1 v FH° GSRP

unaware T» 554

&, 1(2)

T =Ll LB DB AFIEOMEZ ROKITITRLE T,

14-3 GSRP Flush request 7 L —AIC & 2] E X HIEHOBE

! GSRP ;
E gi—7 E
: REEA ALEEEB ;
; GSRPR A = F GSRPR A v F :
E YRS RAE Rys7yTke |
E —Rys Ty TRE X O SRR 5
1. GSRP Flush request
S TL—LEfE
EEE T, 2MAC7 FLRF—TNH U7
| 4. NACT KL R%E
VAN, — -
cf;u——:f: IIIII |
|
: |
= 1o I
=0
PC
(R ' wwvo )
Q:747—F«vy T <

X :7avxry

A=ttty MERE] 2HEHAT20ENH D £9 . GSRP Flush request

LLARLEE A LAEBEB EOMTYDEBEZINPTHN, AEE B L GSRP Flush request 7 L — A 2 REE
CAMUTTEELET,

2.7&%& C X GSRP Flush request 7L — 4 %% T, BEEBNO MAC 7 RLAT =7 L% 7Y 7 LE

3_0

3. DR, AEEC LIZPCOREETATIL—LIINLT, MACT RLAEZEPITONEETT TV
Ta4 T RITVET,
WHTL—LIE, VAYRETHAABEB 2RELTHENT T —FT 4 v 7ENET,

4 IBELELTPCHOTL—LHFR-TL BE, REEBCIEMAC 7 RLURER%2{TVWET,

D%, REB CIEIPCHLL5D T L—LEZAREBBANRTTET I+ T—T14 735X DET,

R—hUty hMgRe

R—bMUty MEEEIL, GSRP 24 v FIZBWTREBEODO A A v F EHRT ) > 72—tk 2 HEE
T3 BBEDAA v F A GSRP unaware THABEICHEALET. U 7Ot EBRH LA A v F5,
FUR— P LETHEEHLIZMAC 7 RLAZ Y M) EZMAC T RLATF—=T LA 5627 73 A4 %2FIH

LET,

AR—hVty MEREIC

KBV EZFEOBEZ ROKITIRLE T,
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14 GSRP DfgsH

B 14-4 R—bMUty MEBEIC K BB FIEORE

tGSRP ;
VO—7 ;
: KEBEA KEEB ;
: GSRPR A v F GSRPR A v F :
E YRS RE Rys7y Tk |
: —SYOT ITRE 3¢ O - R R IKHE 5
b1 —BEMY Vo Ay ———————— :
i GR—EUEY FHEEE) | peeeecrriee o B B '
|
|3 T5yT vy
_____ 1
2 YV EYUITEST, BHEK— LD
MACZ KLRTF—TNLHI YT LANZ A v F
(GSRP unaware)
| 4.NACT FLR%E
|
VAN —=— ===~
7)b—j| :
-l
|
I =] a
i —— :
I PC
(AL | :
O :7+7—F4v7 \__Vtadio
X :7Aavxoy

LAEE A EAREEB EOBTUOEANTON, AEBEBARBR- MUty MEREICE->TY 7 %21
7 O

2.GSRP unaware T# % LAN 2o v F (LIF, AFHBEAANTIZEIZ GSRP unaware &R LET) 13V
VI ICEKDEER—TFDOMACT RLATF =T L2777 LET,

3. ZD#ER, GSRP unaware 123 PCOFEETAH T L —LICH LT, MAC 7 RLAREZPITONEETT
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14-14 Lbfixy N7—7 OBEEFREROBEER
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IP7 LA
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HEEA : , AEB
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' GSRP §
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LANR 1w F LANZ A v F

(FL#1)
O:747—TFTa2¥
x:Javxoy

(1) LE#Rzxy NT—TJRI0OEE
WIRTHET, ERAy b —=ZROR—- E7ZIEVLAN 27 R /Ny 77y FEL5DRETHRE
ERlE&E LE T,
o Bty T —=IROKR—- %, GSRP HEMRNAR—K (2> T4 7 L—a>ravr R gsp
exception-port) & L CERET

« GSRP VLAN 7L — 7IRERIAREE (2> 7« 7L —3 3 >3~ K gsp limit-control) % 3#A L
T, EfRA* Yy b7 =270 VLAN %, VLAN Z)L—7FIZFE L7\ GSRP OFHI#IXTRL O VLAN &
I5

FIWXWIPTRULABLITIP V=T« VIR BRETHIETERAY VT =T &R LET,

IPL—T427, 2BDGSRP AL v FHEELH ERAY NI = EBETEALDICHELET,
F7z, ERAY VTV RTOBBEZBRHTES LD, Y14 FIVvIN—T 4 VITERERAYT v T
V—TF 1 T OEBNERBEZHRELET,
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(2)
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WBEE, ERXxy -7 EDBEEES GSRP A1 v FHEETH>LIICLET., LAy bhT—Z T
BEDPFELBEIC, BEDO GSRP A/ v FE2FEHL T ERA Y b7 -7 EOBEP#ETZH LI
LET. 20O, ERAy M T =TI OREFBEIPHEET 5 GSRP X1 v F2EHT 25505 PELE
PELBDBEDICIP V=T 4 VY TRBRELET, £z, AT AV INL—T 1V ITOBEIIBELEET
B7OICENERSELHREL T, FERIEEHMIITOLDICLET,

GSRP 21 v FREDEE

ERAY bT =213 2B GSRP 24 v Fli A2 BEMRERREE T 5720, Ny 77 v Tl GSRP
AAYFICETAY T =0 oXry v PELLGEEPHVET TOLH%)N7y NETZAZHEID
GSRP 2 A v FIZHfd 572012, GSRP 24 v FRIZ LAV 3 TOBERBEHELE T,

GSRP 24 v FMIE¥ A L7 b v 7 %28k L, GSRP & VLAN T GSRP Advertise 7 L —4 D% 1D
MOZL%Ed, TDOF¥ALLZ MY > B2 GSRP & VLAN D4t VLAN & [P L—F 4 V72 HBET
52 ET, GSRP 24 v FRIOHPMASTEE T, 12720, THRILPODN T T4 v 7 E2EFE LRy bT—7
ICFRRET 57012, GSRP A4 v F % ik d 2RFEITELEOBRVERELEEDICIPIL—T1 7%
BELTLLEE W,
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14.6 GSRP EARIFDEFZEIR

(1) ftokkae & DHFICDONT

(a)

(b)

(c)

(d)

(2)

(3)

L1 2 21y FikaeE DHTE

(227427 V=23 2HA K Voll 213 LAY 221 v FELEREOREFEICI O VLT 2SR L TL
72E 0,

L1+ 2R8I & DHTE

[5.2.1 LAV 2EEEEMEREE OHAF] 2S WL T ES W,

TRILEBHIC X 2 EEHEEEE DHEF

GSRP L DHEFTHIRDOH 5, TTRILERIC K 5EERIEKEZRORITTRLE I,

& 14-6 GSRP & DHEFTHIRD H S HEEE

HIBRD 35 B 1kRE HIRDAE

VRRP SEAERT

VAR AR E VT A

L1+ 3 thik e DE [S3650]

LAV 3TRUBHAEEZHFEHT 25413, GSRPE FO VLAN TH 52 E5 »ICBFELL, [PvdBLD
IPv6 ki RE 2 %) (2> 74 L—3>a< > Fnoiprouting) ICTEEHA,

R—KNUty MEREZFR T 255I1CDVT

A=ttty MEREZRE LA — FEMRIDRA v F EOMITEEEBE L EERE LIZHE, RO
AV FTELLR=b D) T T2 BHTELRVWBENDPHD £,

A—rUty MERERZHERAT EEE, WRADAA v FTE— DY V¥ U HAEERETES XD
2w M T =T DOFETRITHTL I,

T/, Fr RN TL—TICFRET AR — b O—E D inactive IREETAR— b Ut v MEREDEIE L 7215
&, ZYTAMEAR— M active IREEICZ D £ 9,

R—RNUty MEREZ O— RNS D ABRTERT ZESICDONT

F—0&— k28D VLAN ZL—FCHE L, »DZ0OMEA— M LTHE— bty MEREETE
L7218&, 5 VLAN L —T T ATIREDP SN 77 v PREICTI D E D - 721, Bl VLAN 7))L —
FTETATREE LTHEBLTOLAIC b AR DL THR— DY Y I 55 Y SE3EOBERERD E
To COFYT I BB BENE B L7 VIBA, B0 VLAN 7L —FCR—0WEA— k%
HELGZLES IRy NT— T OBEE LT S,

B—brUty MERBICE > T—BHICY T VSR TVBER—NE, YRX¥, Nv I 7y TOERTIEIT Y
f47% FELTIHRWE T, YAYREELTEHEEL TS VLAN ZLV—TDT %Y, Xv 7 T7 v 7D
BIRICIHELZHA,
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(4)

(5)

(6)

(7)

(8)

392

GSRP RO VLAN BREICDWT

GSRP fEHE;IE, 9XTD VLAN 2 GSRP IC &> CHIfIShE T, 2078, VLAN ZL—FIZBL T
WV VLAN OKR—ME, 7oy F 2 7 REICEDET, VLAN Z7)L—7ICE L TW»a VLAN 7213 % il
19 2581, GSRP VLAN 7L — FIRERIHMEE R FH L T2 S0,

GSRP VLAN 7')L—7BRTEHIfEHHEEEIC DL T

WIS T EEDS T hNTZ15E, GSRP VLAN 7))L — FIREHIFMEEZHREL TWVWTDH, TTO VLAN
—BFICY Y LET, CDEEXVLANDOR—MITuyF o 7 REEICZDET,

s IVT7 4 L—Yaravr Rgsip T, GSRP 7 L—71D %&E
» ER O~ ¥ restart gsrp OFELT

FA1LT NV IBERBHEEECDONT

FAVLZ N VI TAREBEORICEREEL E2HRE LBR CEEEBORESRE LSS, VAY
RETHEEFOREBIEFICHEEL TVRAICL2D2DET, Ny 77 v PRETHBEF ORI ORIER T
HOAEEBETCHEENIFEE L LRHL, HETYRAYREANTOBEDLAWEELHVET, CORER, 286
DOAREBCTRIBICVAYIREELDE T, £72, 51 L7 M) V7O BIINEESFHEAE LIEETHEE
DHEADPRETHBENFHVET, Ok, 2> 74 7L — 3> a< > F no-neighbor-to-master
T direct-down Z#E T BEEL, ¥ 1 L7 M 7 2 REBRIC U, 850538 ¢ GSRP advertise 7 L —
LDEZENTEDEDAY VT—TDREE LTSV, 2B, ¥1 LI M) U7 RTRBRICT A7
DT, Vo7 70— a2 ERTAHE, BEOR- N ERERT A AEREPHDEIN, &
55 WRIIFAC T,

LAY 3NEYBKETY AL Z M) Y7 EO VLAN Z28EICHWVWAES, ¥4 L7 M) 7 ZTERBRK
I 2EXX, YV IT7 05— arzHRLTLI S0,

GSRP EHIFD R Y NT—T DIBEICDNT

GSRP #3545 v b T = IZEERNIIL—TERELZVET, 7L—2DL—T%2F[IET 5728
GSRP 2{HFT 5% v b7 — 7 OREERRICIE, WISRT LD 202 LTLEE 0,

e GSRPOaVv 74 7L — 3 v aHETHE, %ﬁu CAREBDAR— % shutdown ICHRET 22 ES™
VIRBICLTL B8V, V7401 — 3 VEREH, GSRP DREBRPIBRE LI-HET, EREZH
BLTL7ZE 0,

e GSRP /N —T%HEHT 3 2E0REBEDSE | BRI ZEHSET, IV 747 — 3 VERE
U, X227y DREIDEDb-#Z & 2R LIHET, 8HO—FD GSRP A4 v F2EE LT
VI T —=TarvERELTLLEE N,

* GSRP VLAN 7' )L — JIREHIEE 2 HE L TV AES, VLAN Z)L—FIZBLTWiz WL VLAN IX
7 v SIREETT . VLAN 7 )L—12 VLAN 2B S 55818, 20 VLAN OREZH5H» Lo
disable 1L T, VLAN Z)L—7DIRENSEE 5725 & 12 VLAN OIREEZ enable IZLTL F& W,
VLAN Z'V—7» 56 VLAN % HIk 3 25458, 0 VLAN OIREZ H 55 U disable I2L T, L —
THHELZVWESIGERALTLZE W,

GSRP {EARDM VLAN R OZEE(CDWLT

GSRP T, YAZREEN Y 77 v TREOBIREEL LTIV T 4 7T R— MEEVET, 7757147
R—MUIZ VLAN ZL—FICAE LT3 VLAN OR— FTH D, VLANIZR— F2BMNT 5L &0
3y NT—URBEEEETHEXE, 77T 14 7R — MROERBPFEVET, ZOXSHEE, BHEIITA
SIREBLONY 77y TREOHE S OEBICHE CEES KBS NE I A, /EEF, —FNICNYy 77 v
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(10)

(11)

(12)

(13)

(14)
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REOEBOT 7714 THR— MDAV REOEBABZ AL, TAYREEN Y 77 v FHREOY) D&
ADERELET,

DX BYVEZ 2T H7:0I121%, VLAN OBEZEREY 2BRICIIRITRT LS axficz LT
é W,

e TRY, Ny TT7 v TOBRIREEDETIE (2> 74 7L — 3 >a< Y R selection-pattern) %, &
FErREEEEETHEOICHEL, BEEORETYAYZEEICLIRETI Y 74/ —T 3
VEBELTLRZES 0,

s F—TULEHMOEEREBOBHEH 24D LD A RELBEEESDLELRIGEZEIIE, NXvoTry S
FEERAEZH > TH D GSRP A4 v FZ2BHEIRIINY 77 v TIREIZL, ©5—HD GSRP A A v
FEFTRTD VLAN U —T DT AT & LI RETEREEZIT-> T E W,

GSRP unaware T® GSRP OFlfH 7 L —ADHHRICDWLT

GSRP A1 v FOREBED XA v F 755 GSRP unaware T 515&, GSRP O#HI#EI 7 L —LIE 7Ty T4 7
EINFET, CORR, bRuY—L RERZEZAZITHE 7 L —LPFRIN TV BENDIHD T,
HE 7 U —LOAE R 2 [f1Ed 5728, GSRP unaware T3 GSRP &3 VLAN 21 EL<<FELTL
7280,

GSRP Flush request 7 L —ADQH#IC DT

GSRP aware I& GSRP Flush request 7L —A4%27 5 v 54 > 7 L$9. GSRP X4 v Fi& GSRP Flush
request 7LV —L%75 9574 27 LERWOT, GSRP 7V —TDZEMER L ET GSRP A1 v FTO
GSRP Flush request 7 L — 2 2 ik S ¢ 5 RIETE EH A

GSRP EAOARFED ') E— MEEICDWVT

GSRP # A I A2AREEICH LT, telnet ° SNMP 2 EDY £— MNEFEZ T BI58, IRIRT HiEZ(ER
LTL7ZE W,
+ GSRP #lIfxt SRR — b
* GSRP VLAN 7' )L — 7 IREHIHHEE R H/E L, VLAN ZIL—FIZE &7\ VLAN © VLAN A > %
Tz —RA

GSRP HlIfHIXfHRAMNR— MMZDWNT

GSRP #IBERRAR— MZRELZR— NI, A7 /Ny 77y TIREICEZR 2 <, HEEEETREL R —
MeRDET, DD, GSRP HIEHNRNR—MIRELIZAR—MNIBETAVLANDIP A ¥ 7 2 —
2Ty PREELDET, LAV IARUEREEZERT 258%L, PA ¥ 7z2—A0F¥ 7%
HFIHxy NI —IHRTCIIERPLETT,

HEER

GSRP 13, AEBMBLHEOKEETT . Extreme Networks # LAN X4 v FIZHEH ST\ 5 ESRP
(Extreme Standby Router Protocol) 3 & ¢f Brocade Communications Systems #: LAN A1 v F 2
SN TWa VSRP (Virtual Switch Redundant Protocol) &IIHEERATEE R A,

CPU B&fahs

CPU BERIRE L 7 - 12156, RBEENIXEZ(ET S GSRP advertise 7 L — AL DEE T /- |JLIEEE D
HEL, ¥1LT7 7 DAY E—IHIP, REBBIRETH2BZFNDVHVET, BEAFPRESHEFKT S
BE&1E, GSRP advertise 7 L — L DR ERRE L OFEAEBZRKE WVEICEREL CEALTLZE 1,
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(15)

(16)

394

VLAN 7 —THELDFR

NAEBEB LU GSRP aware DV 7 b7 = 78— 3 VA Ver.10.1 RETIOHEE, 9 L ED VLAN 7L —
TIDIXERATEZ A, T/, LAV 3 TAEBHKEEFERREICO M ED VLAN ITN—T1D 2#BET 5
&, GSRP OZEk##ER 7 & GSRP 7V — 7 R%2BETH, MIUMACT RLUADNHKRESINE T,

I8 MAC 7 RLZADZEEBICDWT

LA ¥ 3TLEIEKAEMEAR, GSRP TR T AT 74 L T — 724D MAC 7 F L 23R MAC
T RUVAZFEALE T, ThICHL, IP kB K OREBESBRNISEET 237y N7 L—L0FET
MAC 7 FLAIZ, RIEMAC 7 RL I3 D EH A, BB MAC T RL A, %7213 VLAN Z& D MAC
T RLAICEDET,

GSRP TiZ, GSRP A4 v F AT T4V = T2 A LT AEBILFREMACT RLAZREESE A7
O, FEMACTY RLAZERH7 L—L42EFHMICEE L TVWET, (REMAC 7 RLAZEH7 L —4
%, BETMACTRLAZFEMAC 7 RLAELEEIPDI=_Fv A+ T L —LTT,

GSRP AA v FZT TNV M= 724 LT EHIRTCOERBICGSRP HIFH 7 L —LDEESNS 3y b
7 — & EIToTLFE v, GSRPH#IE 7 L — Ah‘7747"]z‘——)l/7:€<‘:’67/r)1/9‘)/72§7F’Lt7ﬁm,
B MAC 7 RLAZZEERTELRWD, TL—LB 75y T4 V7L, 2y b T—78RICHESH S S
ETNBHVET,



GSRP DERE L&

CDETIX, GSRPHEREDHEHICOVWTHHAL LI,
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15.1

>J47Lb—3>

15.1.1

15.1.2 GSRP OEAXRMNZE

A7« L—>a3a>av > R—

GSRPDa> 7427 L —ayad<vy R—EE2ROFBITTRLET,

£15-1 dA>7147L—>3a>av R—E&

OV R

5

advertise-holdtime

GSRP Advertise 7 L — A ORI A2 HELE T,

advertise-interval

GSRP Advertise 7 L — L DX EHBEEZHRELE T,

backup-lock

N 77y TEEKEEZRELET .

flush-request-count

GSRP Flush request 7 L — A DEEEHZHRELE I,

&sIp

GSRP Z#&ELE T,

gsrp-vlan

GSRP B VLAN =& EL %95

gsrp direct-link

FALLI M) VI ERELET,

gsrp exception-port

GSRP #IEHRNAR— 2 REL £,

gsrp limit-control

GSRP VLAN 7' )L — FIRERIHREZ RE L £7 .

gsrp no-flush-port

GSRP Flush request 7 L —LZEF LA WA— FE2BELE T,

gsrp reset-flush-port

R—btUty MEREZHEAT AR - P ZRELEZ I,

layer3-redundancy

LAY 3TIRBHEZRELEZ T,

no-neighbor-to-master

Ny 77y T (BEARE) REE L7 DYV BAAEERELE T,

port-up-delay

Y OARREROEGT OB AP IEEEZRELE T,

reset-flush-time

R—btVUty MEREERAROY > 75 VEEERELE T,

selection-pattern

YRY, NI Ty TOBREEOBRLIEEZHELET,

virtual-mac-learning-interval

FRIEMAC 7 FLAZER 7 L —LDXEHREREL XTI,

vlan-group disable

VLAN 70— 72BN LET. FiBL T\ 5 VLAN IGEEAELELE T,

vlan-group priority

VLAN CEDBEREZRELE T,

vlan-group vlan

VLAN 7V —7ICFi/8d % VLAN 2% E L7,

(1) GSRP Z'IL—TDEEE
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LAY 3TIRUBERELERT 581, 1~400BRLUHRELET. 20E0D GSRP 7L —7
ID TV AV 3ITTRBMEIERATEEEA,

GSRP #%ET 2702, BRI ANV YY) — % E1Ld2RENH D ET,
[O7> RICKBEEE]
1. (config)# spanning-tree disable
ANZ T —%EIELET,
2. (config)# gsrp 1
GSRP 7L —71ID % 1 ICHRELE T, ATV FIck->T, A%EEILX GSRP OB{EZFBLET,
CEREIE]
GSRP VLAN 7L — FIRERIEEEZHE L TW A WES, GSRP ZL—7 1D 2B/ET 5 &, TT

® VLAN % GSRP CTHIfIL £9 . VLAN 7 —7%8HEL TWRWKETIE, 3XTD VLAN O
K=t 70y F U 7REICEDET,

(2) GSRP &2 VLAN OFRTE
REDHA > 1]
GSRP E# VLAN & LTS & VLAN Z4EE L £9. RELZWVEE, GSRPEEVLAN 1 &

Z0ET,

GSRP & VLAN 13 GSRP O#f#1 7 L — 222 VED T 57:0HD VLAN T%, Z® VLAN 21,
GSRP 214 v FHID YA L7 v > 27 &, GSRP aware Z2FHT 2B EIEF DAL v F EDFEHFEAR— b
FERELTCLZE W, 72, GSRP aware IZ® GSRP A4 v F E#FE L TWAHBAR— hTHE U VLAN #
BELTLES W,

[O7 > RICEKBEE]

1. (config)# gsrp 1
GSRPav 74 7L —aryE—RIIBTLET,

2.(config-gsrp)# gsrp-vlan 5
GSRP E¥ VLAN & LT VLANS 2HH L £ 9

3) F1LINIVTDEE

EBREDRT > N
GSRPDFA LI M) U IIERT AR EHRELET, ¥ LI M) TIE, A=Yy b2 F
Tr1—AERER—FF Y INA VI T2 —RATHELET,
AL LT N) I BERBKEZEHT 2156, HREBOEBREDNTY A LI N Y IBEE L
HAREEE DL TR0, FA LI MN) VI ETEERICTAZEE2BHOLET, ¥1L 7MY >
I ERTERRICT 27:DI121%, Vo7 75— aryaERd2H5FEE@BEDO) V72 BEERT 5
FHEPHY, EE5HRIIFELTT. LAY 3ITRUBBETY A L7 M) 7 D VLAN %#E(F

CHWSBE, YML I NI VI 2ARBRICT 22L&, VY IT7 7052 a v EERLTLES
W,

[O7 > RICKBERE]

1. (config)# interface range gigabitethernet 1/0/1-2

R—=11/0/1, 1/0/2 DA =Y %y bA VI T2 —AAY T4 T L= a VE=RIIBITLET. ¥4
LI M) 2 RILS 570 ICBROF - EIEELE T,
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2. (config-if-range)# channel-group 10 mode on

(config—if-range)#t exit

A=t 1/0/1, 1/0/2 %A% T4 v 7E—ROF ¥+ XINITN—TF10ICBHLET,
3. (config)# interface port-channel 10

(config-if)# gsrp 1 direct-Link

GSRP 7L —7IDI DFA LT M) 7 ELTF ¥ RNV TN—T 10 2HELET .

(4) VLAN 7'\ —7TDEE

EREDRA > N
GSRP TR 9 % VLAN 7 )L—7& VLAN ZL—7ICFi@d % VLAN 2R EL £T, YAYIRED
VLAN 70V —7IZFiB L7z VLAN TEERREE 2 D £9 . VLAN 7L —TI3EHEEETE, VLAN
TN—=FTEIIRY, N7y TEFEMLET. VLAN )L —7EFiEd 5 VLAN &, BiEd 2
GSRP A1 v F ERUEEZ LTS W%,
VLAN 7 )L—7~® VLAN OEMB L OHIBRIE, vlan-group vlan add 2+ > R XU vlan-group
vlan remove 2%~ RTTVWE 9, vlan-group vlan 2~ > REFEFALDORE TS 5 —F vlan-
group vlan I~ Y F2ETI 5 &, FBEL/Z VLANID U X MCBZHEDD £,

VLAN 7' )V —7DOi#(E % E1EL L 72 Wi#, vlan-group disable 2< > KT VLAN 7L — 7% EEhZ T
EEXE

[Ov > RICKBERE]
1. (config)# gsrp 1
GSRPaY 74 7L —>ayE—RIIBITLET,
2. (config-gsrp)# vlan—-group 1 vlan 10,20
VLAN Z'V—7"1 #37E L, VLAN 10, 20 # VLAN ZL—7 1 ICFiBSH £ 9,
3.(config-gsrp)# vlan-group 1 vlan add 30
VLAN Z'V—7 1 IZFiB 9 % VLAN IZ VLAN 30 #EBML £7,
4. (config-gsrp)#f vlan—group 1 vlan remove 20
VLAN Z'V—7"1 IZFfE 3 % VLAN 75 VLAN 20 ZHIBR L £,

5. (config-gsrp)# vlan—group 1 vlan 100,200

VLAN 7 )V—7 1 IZFiE 9 % VLAN % VLAN 100, 200 IZBEL 9. LEIOHREII TN LEE
EN7TC, VLAN 100, 200 #*FilE@9 % VLAN &% D £9,

CFEREIA]
VLAN Z)L— 7128 L TWwizly VLAN O#{EIE, GSRP VLAN 2L — FIREHIEEAEDREICE > T
BDET,
GSRP VLAN 7L — FIREHIHMBEE 2 HE L TV WIBAIEL, GSRP T3 dRT? VLAN A5 GSRP I
FoTHIENE T, FDizdH, VLAN ZL—FIZE LTV VLAN OR— ki, 7avF 7R
RBIZ2 D £ 9,
GSRP VLAN 7'V — FIREHIHEE 2 RE L TV ABAIL, VLAN Z)L— I LT\ VLAN 72
17 % GSRP OFIFRRICLET . 20720, VLAN ZL—FICBLTWZaW VLAN OR— ML, 7+
T—T 1 Y TREICEDET,
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15.1.3 TRY, N T77vyTOERICEET BEE
(1) <RY, NvI7vTOERFEDERTE
EREDRT > M
GSRP DA%, Nw 77y FTRERZTOBEZ L&D, BIREE (7750 TR— M, BEE, &

BMACT FLR) OBEIEZHELET. BEIEER, 727741 7R—- M~ EBEE-EEBE MAC 7 R
VADIEE EBEEST VT4 TR M BB MAC 7 FLADIEEDEL 6% BIRLE T,
BE, 7074 TR N REBREETAHIEEZBHOLET., Xy NT—BREEET BRIC
VLAN OFR— NEOERS ) > 75 v ig EEESEEERTHIHS, BREEEZREBRETAFEICL-
TR, N7y TOREEEE L EEEELZTAET,

[O7> RICKBEEE]
1. (config)# gsrp 1

GSRPa 747 L— a3y E—RIIBITLET,
2.(config-gsrp)if selection-pattern priority-ports—mac

BIREEOBENENZ, BEE-T VT4 TR— MI—EBMAC T FLADIBICRE LT,
(2) VLAN 7NV —TDOEBFEDEE
EREDRAT > K]
VLAN ZV—F &I, BREZHRELET T, HEPREVIEIEBEENIBLLLVET, BLERH
THIEILEST, 774 TR—MIDPHECKRETIYRYICLIWEBERELE T,
BHO VLAN 7V —TF%ER L, VLAN PV —F T IBRERZEZ2 52T, VLANZL—TT &
OU—RNT U AEREEAZEDNTEET,
[O7 > RICKBEE]
1. (config)# gsrp 1
GSRPa> 7427 L—yaryE—RIIBITLET,
2. (config-gsrp)#f vlan—group 1 priority 80
VLAN Z'V—7"1 OELEL SO ICERELE T,

(3) Ny 7I77 v TEEMIEDRE
[BREDHRA > K]

N 77y TEIEKEEX, FHD GSRP A1 v F 04 VLAN Z)L—7%#RHIMIN Y 7 7 v TREEIC
LET, F—7VERROEELEBEOBRE =5 &5 B RELBEAEZTV I WEAE LI, A%

BEIC K > TR D GSRP A A v F&2FRXTD VLAN V=T DV R & LIRETEBREE 2T &
‘g_o

[O7 > RICKBEE]
1. (config)# gsrp 1

GSRPa> 7427 L—2aryE—RIIBITLET,
2. (config-gsrp)# backup-Llock

N 77y TEEREEZRELE T, TXTD VLAN ZU—THNy 77y FI12 0, xi@o GSRP
AL Y FPTRAYICEDET,
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15.1.4 L 1Y 3 RVSBEEDERTE

[EBREDRA > N]
AIEBED GSRP TL AV 3 ANEEBHEZHRELE T, LAV 3TEVE#KEIX, GSRP ZL—71D
MI~4DEERFHERATEET. LAV INEUEREZFHT2&, THAy NT—HOEE,
EEMAC 7 RLAREER I L —L%ZETHIETGSRPOREMAC 7 RLAZ2EH LET, &
NOEDOEEIZ, ¥EFLEZMACT RLVADI -V VY IBHETEETS T4 Y RBICEDET, £
7o, FiAY NT—7ICEBEEMLZEES, TOEBTIIFEEMAC T RLRAEER 7 L —L%2%F
T2HETTITIvT 4 v IRBIZZRVET, COXHIBTSy T« v REBICE2ERZ2Z2EB LT, (ME
MAC 7 RLUAREERH 7L —L0OEEFREBTELTLEE N,
LAY 3EBEE2ERT 5%, VLANDOIP 7 FL RIENMEO GSRP A4 v FERUIP 7 R
LAZHZHELET, IPT7 FLADHREFIEICOWVWTR, [2> 747 L —3 A K Vol.l 23.9
VLAN A V¥ T7x2—R] 2ZBLTLEZE 0, T2, VLIV 3UEBRELZERT 2RI, ER
3w b= DB ZICETARENDETT, #FMIX [14.5.3 LAY IENERETO LR
Iy NT—=TURBEICLZYOEZR] 2B LTSN,

[O< > RICKBEEE]

1. (config)t gsrp 1
GSRP 2> 74 7L —ayE—RIIBTLET,

2. (config-gsrp)# layer3-redundancy
LAY 3ARYEHEEZRELET.

3. (config-gsrp)# virtual-mac-learning—interval 100
RIEEMAC 7 RLZEEHT7 L —L20%ERRE 100 ICEELE T,

15.1.5 GSRP VLAN 7'l — 7BREHIEIEREDERE
[BEDHA > N]
GSRP VLAN 7 )L — 7IRERIHERE £ 3 E L £ 9. GSRP VLAN 7))L — 7IRERI#EREIX, VLAN 27

L—7IZFB LT\ VLAN 7215 % GSRP O RICLET . VLAN ZUL—FIZFEB L Tk
VLAN OR—= N, BIZTAT—T 4 Y REICHZDET,

GSRP VLAN 7))L — FIREHIEHEEEIL, IROARTHERATEE T,
o LAY 3TMENBHKIED LAY T — 7 ADHER
¢ GSRP ® VLAN 7L —7FIZAi/E LT\ s\ VLAN % GSRP #lfiofsst & L CER
o AEEBDOYE—-+EH
[O7 > RICKBEE]

1. (config)# gsrp Limit-control
GSRP VLAN 7))L — FIREHIHHERE 2 BREL £,

15.1.6 GSRP FHRRHNKR— ~ DEFEE
[REDAHT > N
AN ERBZY YT T IS~ 3 L IC LT GSRP #IEN RN R — M ERELET. A —FF v b

AV TI—RAERER— P F XY FINA YT =AU THREL, FHET 5 & GSRP OIREEICEG
BT AT =T 4 Y IREICHEDET,
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GSRP $Ifst R4 K — ML, WOBARTCHEHATEXEY,
o LAY I3IMEVEBKED EFRA Y bT— I ADERFER— b
o« KEBOYE— FEHEHR—

[O7> RICKBEEE]

1. (config)# interface gigabitethernet 1/0/1

R=b1/0/1 DA =By MY FT2—=RAAY T4 F L= ayE—RICBTLET,
2. (config-if)#f gsrp exception-port

AR—1 1/0/1 % GSRP HIFENFNR—F ELTRELE T,

15.1.7 GSRP M/NS X —5 DIRE
(1) U I RREREOER ) E X FILREEDRE

GSRP TEVR%, Nv U7y TORBRERE LT, 7774 THA—MEFERLES, 2072, K-
DT T, T IEFET B EOR— MIPIARRERREE L -T2 H/EICT 7T+ 7R — PROEEAN 23
L, TORER, v AFREENY 77 v TREOYOBEANVER L CRETLBEINDPHDET, A=+
ANZEGIREBORE, A< NTEERHZIEET S LT, AEGYIVEXZ2IIETEET,

EZU S SAN

R=IBT7 Y FULIBEICT 7T 4 TR= MDA Y PRRICKBET 2 £ TORERRZ3E L &
a_o

INT A= infinity Z6E L725E1E, BERBZEREL, BETRT 7T TR—-MIHAT Vb

LEHA. RELRWES, K—IPT7 v 79277740 7R= MDA > PHRICARREE (0
M) LEd.

[O7> RICKBEE]
1. (config)# gsrp 1

GSRPa>v 747 L—YavE—RIIBTLET,
2.(config-gsrp)#f port-up-delay 10

TITA TR = IEANDOH T PRRICKT % EBERREZ [0 IR ELE T,
3. (config-gsrp)#f port-up-delay infinity

TIT A THR= I EADHY » PRRICKET 2B ERHE 2 BRICEELE T, ZOREDHE, K—

NDT Y TRICHT V MRRICKMS 5 720121 clear gsrp port-up-delay 2 <> R&2#H LT 72
éll)o

(2) GSRP Advertise 7 L —AMDX (SR, RIFIEREDEE
EREDRA > N

GSRP Advertise 7 L — A DiXEHEES X ORERRE 23 E L £ 9, advertise-holdtime &
advertise-interval & D K Z 2 EZFHE L TL 2 & W, advertise-interval L RDEZ R E L7254,
GSRP Advertise 7V —LDZEY A LT 7 F=BELET,

[Ov> RICKBETE]

1. (config)# gsrp 1
GSRPa> 7427 L—YarvE—RIIBITLET,

401



15 GSRP MFREEER

2. (config-gsrp)# advertise-interval 5
GSRP Advertise 7 L — L DXERREEZ SHICRELE T,
3. (config-gsrp)#t advertise-holdtime 20
GSRP Advertise 7 L — A OfRFFHRERE % 20 MICRREL £9. ZDHA, GSRP Advertise 7 L —4®D
KEEE 3MMETHEELET,
CESEIE]

CPU M BETIIREEE - 0158, REBIERET 5 GSRP advertise 7 L — AL DEZEF /- I3 NIEE
EPFRELT, ¥4LT7T7 DAy E—VHNP, REEBEBRDPRETL2BZNIPHD X9, BEFEIRE

WY 215813, GSRP advertise 7 L — A DXERHMRE, RFERHEZKSWEICREL GERLTL
2S00,

(3) GSRP Flush request 7 L —AZREULHREWVLWR— NDERE

[BREDRT >N
A= ERFY I 77U —2 3 I8 LT GSRP Flush request 7 L — A %X F LR VWKR— b %
BELET A —VRY MUY T2 —RAERER—bF Y INA I T =R LTE ﬁbi?
GSRP Flush request i GSRP B VLAN OS5 551 L7 M) U7 BELPKR— MUty MERE
LTWBR— S OER— MOEFELE T, AHEEILX GSRP unaware & OEFRETHR— MUty M
REZHER LA BVEEICHRELET. £, COLIBEERTIEIYRAY, Nv o7y 7O
H%% 2 GSRP unaware ® MAC 7 RLAT =T AUB LTI U 7l &-oT 7 U TSNS ETEEISEHRL

W EITEBLTL7ZE W, @EIX, GSRP unaware & DOERICIEIR—F )ty MEREZFHET 3
ZEEB#HOLET,

[O7 > RICKBEERE]
1.(config)#f interface gigabitethernet 1/0/1

R—bM1/0/1 DA —F 2y b V¥ T2 —RAAV T4 7L —a yE—RIIBITLET,
2. (config-if)# gsrp 1 no-flush-port

A=~ 1/0/1 »& GSRP Flush request 7L —L %2 EFLAEVEIICHRELE T,

(4) GSRP Flush request 7 L — ADXEEDEE
EREDRT > K]

FBEDZAA v FITHLTMAC 7 RLAT =7 LD YT %175 GSRP Flush request 7 L — A D3k
EBEHZEELE T,

77 4 )b b3 3 [B] GSRP Flush request ZXE L £9, B ZEPLT &, 7L —LD 0 AT LTt
EEOBHIENTEZET,

[Ov > RICKBEEE]

1. (config)# gsrp 1
GSRPaY 74 7L —>ayE—RIIBITLET,
2. (config-gsrp)# flush-request-count 5
GSRP Flush request 7 L — A DOEEEEZ S EICRELE T,
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15.1.8 R—KMUty MEREDETE

AHEEIX GSRP unaware EDEBFICHERALE T, A7, Nv 77 v TOYDEZ TNy 77 v FTIREEIC
HolEBBIIR—FN)ty MEREZRELLAR—2—BHICY > 7¥% 7 LET,

(1) BAIZHR—MDEE
[EBREDRAT > K]
A—bUty MERERRELE T ATV MUY T2 —RAFELRA— b F vy RN I T2 —
2K LTEHRELE T,
[O7> RICKBEEE]
1. (config)# interface gigabitethernet 1/0/1
RA—F1/0/1 DA —H2Y M VI T2 —RAV T4 L — 3 EF—RIIBTLET,
2.(config-if)# gsrp 1 reset-flush-port
AR—F1/0/1ICR=r Dty MEEZRELE T,

(2) R—bMTIURRBEDFRE

EREDRT > K]
R—bUty MERHERROR - VRHZRELET. 774V MI3BTT. K—rUty
MEREZEA T 2BEI, NAEEDY > 75D VEHEHARVWESIIRELZT. KEEDOY > 7
T Uy A e (227« 7L — 3> a~v 2 Flink debounce) @&k HIZY ¥ 7 ¥ UREHIEE
FeRECELRELER L TV25BH, TORMIORIFELTILZE L,

[O7> RICKBETE]
1. (config)# gsrp 1
GSRP 2> 7427 L—Y 3 v E—RIIBITLET,

2.(config-gsrp)# reset-flush-time 5
R— ¥y U EEZ S ICERELE T,

15.1.9 91L7 NI TESREDETE

[EREDRT > N]

AV M) IDOBEICK> TNy 77 v (BEARHE) KPS AFREBICTIDEZ 5 & &1L,
FH (CAYBBICNAN) THOBZ Y, BE (S L7 ) v oBEREMKE) TH0EL
ZDEBINLET,

AL 7 M) v BERERELEALEETYDEZ 258, MREBOEBEREDSNTY AL b
)y IBELRHTATRENE 2D T50, ¥AML 7 N V72 TIREBRICT A2 B8O LE
To ¥4 LT M) 7 ZRAERBRICT A0, Vo777 )5 =Y ary2EHT5HEE@EDY
VU REBERTAHENHD, E558MBEELTT. LAY 3IAEUBRETY LI NIV
£ VLAN 2 BEICHWAIES, Y1V 7 M) V7 2EERICTSH2EEE, Vo770 75— 3
VERERALTLZE 0,

[O7 > RICKBEEE]

1. (config)# gsrp 1
GSRPa> 7427 L—varvE—RIIBITLET,
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2. (config-gsrp)#f no-neighbor-to-master direct—down
FAL T M)V BERHEBEEZREL, Y1 L7 M)V IOBERICHH T AYIREICER L
j_o
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15.2 AXL—>3 >

15.2.1 ERHIVY>YRK—E

GSRP DRI~ Y R—EZIROFRITRLE T,

F15-2 ERAIVYR-E

YU RE A
show gsrp GSRP E#HA2FRLET,
show gsrp aware GSRP @ aware 1§ zF~LE 7.
clear gsrp GSRP OffietEIm= 27V 7 LET,
set gsrp master N o7y 7 (BEERE) RiEx2 < XY REBICERSEET,

clear gsrp port-up-delay | VLAN 7L —FICEBSN TS VLANIZBLTWAR— M7y THREE 5o 72
R—N%&, Iv 747 —3>avy R port-up-delay THEE S N7z BERRE % 5
7ele T, BIR7 774 TR— bARBLE T,

clear gsrp forced-shift GSRP 21 v FBUREEIR O~ X ¥ BHMEEIC L 2, BEIY X 5 BERR S REZ @I
LEd,

restart gsrp GSRP 7u /S L2 BB L ET,

dump protocols gsrp GSRP 70 7' LA THRELL TLBFEM A N> b b L — R EHB L OHIET — 7L E#H
277 A UANHALET

15.2.2 GSRP DIRREDHEER

(1)

AIEE T GSRP OHRER [ L7238 OMZENEIERObOHH D £3.
a2 7«17 L— 3 BTEEROESR

showgsrp:va“GGSRPOD REDRREEZEETEET, I T4 7L —2 a3 VTHREL GSRP D
BEABDVELLRBENTVEDNEI P ZHERL TS W, £/, KEELF— GSRP 7' L— 7"’2%
Y AHEFEBLOBTYAY, Ny 77y FBIRAE (Selection Pattern), LA ¥ 3 TEVIEHE

7E, VLAN Z)L—71D (VLAN Group ID), B8&X U VLAN 7L —FIZFiET % VLAN #E— ’CZF)%JL_
EEBERLTLZE 0, LAV 3TIREYIBBELEE L TV A58, VLAN Z)L—7IZAEd % VLAN
TIPT7T FLADORENPHEFEELE—HL VDT t%ﬁabf<témom7bvx Y HRERRI
[2y 7427V —3a>y/A F Vol.l 23.11.2 VLAN OREORERE], BXU [av 747 1L — /5/77
4 K Vol3 2221IPv4 A% 7 x—AD up/down #EiR] £7zi& 2> 74 7L — 3 A K Vol.3
1822 1Pv6 £ > % 7 = —A®D up/down FEgR] 2ZHLTLZ& W, 2B, Ny 77 v 7RED VLAN
TIV—TICHiET A VLAN 131 > & 7 2 —ZRED T D RETH S LITHERLTLLEZ S 0,

show gsrp detail <> F, show gsrp vlan-group 2~ > ROFREIZRIZRLE T
® 15-1 show gsrp detail 37> ROETHER

> show gsrp detail
Date 20XX/11/07 22:24:36 UTC

GSRP ID: 1
Local MAC Address : 0012, e205. 0000
Neighbor MAC Address : 0012, e205. 0011
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(2)

406

>

Total VLAN Group Counts : 2

GSRP VLAN ID : 105
Direct Port 1 0/10-11
Limit Control : Off
GSRP Exception Port : 0/1-5
No Neighbor To Master : manual
Backup Lock : disable
Port Up Delay 1 0

Last Flush Receive Time : -
Forced Shift Time S
Layer 3 Redundancy : On

Virtual MAC Learning
VLAN Port Counts
Virtual Link ID

Advertise Hold Time
Advertise Hold Timer
Advertise Interval
Selection Pattern

VLAN Group ID
1

4 -
1 1
: ports—priority-mac
Local State

Backup
8 Master

: Interval 120 (Output rate 30pps)
: Configuration
: 100(VLAN ID : 20)

15, Capacity 3600

Local Neighbor
5 5

ports—-priority-mac
Neighbor State

Master
Backup

15-2 show gsrp vlan-group 37 > ROETHER

> show gsrp 1 vlan-group 1

Date 20XX/11/07 22:25:13 UTC

G

SRP ID: 1
Local MAC Address
Neighbor MAC Address

Layer 3 Redundancy
Virtual MAC Learning
VLAN Port Counts

VLAN Group ID : 1
VLAN ID

Member Port

Last Transition
Transition by reason

: 20XX/11/07 22:20:11
: Priority was lower than neighbor’s

: 0012, e205.0000
: 0012, e205.0011
Total VLAN Group Counts : 1

On
: Interval 120 (Output rate 30pps)
: Configuration

15, Capacity 3600

: 110, 200-210

0/6-8
(Master to Backup)

Master to Backup Counts : 4

Backup to Master Counts : 4
: 0000.8758.1307

Virtual MAC Address

Local Neighbor

State : Backup Master
Acknow ledged State : Backup -
Advertise Hold Timer 13 -
Priority : 100 101
Active Ports 13 3
Up Ports : 3 -

>

BRI DOHESR

AIEBE L LOAREE L [F— GSRP 7V —7 2T AHFEET, VLAN ZIL—TOREN ENDPDOIEE
T Master iz >TWaZ &, BEURE— VLAN L —TTEBOTAIYPEELZ W &2 ERLTL
SV, REBTO VLAN 7L —FOIREEIERRICIE show gstp I~ REFEAL TS0,

15-3 show gsrp Ov7 > KRMDETHI

> show gsrp
Date 20XX/11/07 22:28:38 UTC

GSRP ID: 10

Local MAC Address : 0012, e205.0000

Neighbor MAC Address

Total VLAN Group Counts :

: 0012.e205.0011

2
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Layer 3 Redundancy : On

Virtual MAC Learning : Interval 120 (Output rate 30pps)
VLAN Port Counts : Configuration 15, Capacity 3600
VLAN Group ID Local State Neighbor State

1 Backup Master

8 Master Backup

>

15.2.3 OV Y RICKBIREER
set gsrp master ¥ > R T, Nv 77y 7 (BERH) KBz A RBICERSELIENTEET,
Zoavy RiE, Ny o7y (BEEAH) RBOLEZZIAENEI~Y R TT, HEEBEOZYET S
VLAN Z 0V —"TREBNY 77 v FIlls o Tn B I ERER LIz LICETLTLIIZS 0,

15-4 set gsrp master 7> RDE(THRR

> set gsrp master 1 vlan-group 1
Transit to Master. Are you sure? (y/n):y
>

15.2.4 BEIERREOR—NDT T 7 1 7 R— NEIEFRER

clear gsrp port-up-delay 2<% > R T, UV VAL EROBERT O E XM LMEE (2> 7«71 —Y 31
< > K port-up-delay) AL TWAIFEIC, K= 7 v THROBERMZEZLZNVTIICT VT4 7
K= IAKBRTEET,

15-5 clear gsrp port-up-delay O7 > KDRITHER

> clear gsrp port-up-delay port 0/1
>
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VRRP

VRRP (Virtual Router Redundancy Protocol) 13— % ICEEPFHEAE L7
HBAETYH, FA—1 =Yy b ORI —% 2EH L THROBEEREZHMART
BHZERZEMNELIEARY PAT UNAHBETT . COETIE VRRP IZDWT
FALE I,
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16.1 f#5%

VRRP (Virtual Router Redundancy Protocol) 1FV—# ICEENSRELZGEETH, F—F—P3xv b
EORIN—%ZEH L THROBERBEZHERI S IEEZENE LAY PAY YNNI HEETT,

VRRP 2T 5 &, F—1—Y %2y b FOBHEONL—9 D ERENBEEIL—Y 2HECEET,
KT THAN T =T 2A4ELTCZDRBIL—FZHRELTBLIEICES> T, IV—FICEENIFEE LT
EEDFIN—FNDYP OB #EHIT AR, BELMETEET,

AL —%1x 1 75 255 FTOHFEEIL—% ID #H5, B—A —Y % v b EOR—OFEEL—% ID 28>
BNV —FRELD, 7Y bOL—T 4 >V T%TD 1 BOVAYOEEL—% &, X7y vOIL—T 1~
THERITDEVERY FAYUNALTHB 1 EELEONY 77y TOREIL—% ZERLET,

16.1.1 REIL—IDMACT7RLRAREIP7RLXR

RABL— 4 13 B 5 OYIEN T MAC 7 RL X EZRNIC, RAEBL—YFHO MAC 7 KL A& L T{RIE MAC
FRUAZESET, (REMAC 7 RLRIX, FEL—% ID»5BHEMICERESNE T,

PR—F LT3 VRRP OB EFE MAC 7 KL ADWIGEIROFISRLET,

#F 16-1 VRRP OR#EEARE MAC 77 K L ZDX

RS &8 MAC 77 RL- R
[Pv4 RFC3768 0000.5e00.01 {{RF8)L— % 1D}
IPv6 draft-ietf-vrrp-ipv6-spec-02 0000.5e00.01 {{z#E )L — % ID}
draft-ietf-vrrp-ipv6-spec-07 0000.5e00.02{{Rf8)L— % 1D}

YA DREN—FZIIFEEMAC 7 FLASETODA =3y b7 L—LZZFELTNTY b2 T 1T —
TV ITTRENZRHRSETHE, Ny 77y TOREIL—FIZMIEMAC 7 FLAFGETDOT L—L%2FZEL
FtHA, VRRP IZFEEIL—F DREIZE U THREMAC 7 RLAETA =2y 7L —L2ZETED
EInEEMLET, TAYOFEEL—YIIFEEMACE T L—L22ETHE, V—FT1 T TF—T
WS TIPSy "D T 3T —F 4 Y TNEBETVET, 2070, WHRIZFEEMAC 7 FL 2255k E
LT7V—LEEETAHIET, VRYENY I Ty IO Bb-o - HETHBEEME TS ET. (H
MACT7 RLAFECTI L—LDZEZRORIRLE T,

M16-1 REMACTETIL—LDEE

AEEA AEES
TRA Ny 97y | (gEL—4
IL—%1D:7

XZE LI

585 0000. 5€00. 0107 7 L— L

AL —Z XL —S D IP 7 RLATHAFEEBIP 7 FLAZFEBE T, vAYDOEEIL—F 1, FE
[IP7RLRICNT B ARPERS ry hEZIINDP ERN Y b 2RETHE, BIREMACT KL AR
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Z{EFALTARP JSEE /I NDP & L9, fE MAC 7 L RICX % ARP J8&EE LU NDP &%
ROKNIRLET

16-2 {REMAC 7 KL ZIZ &L B ARP IHESH LU NDP IH&

@ ARPIS &
AREBEA AREEB
TR4Y NI T7v7 | REEIL—% 192.168.20.1
JL—4AID:7
! A
: D | 1 ARPER 192.168.20 10MACT KL R13? |
| -
L
| 2 ARPASZ 0000, 5€00.0107 (R#8) T, |
ONDPIS &
AREBEA ARLEEEB
< RA N7 v7 | fgHE)L—% fe80::7
JL—4A1D:7

A
H1wwg* £e80: :TONACT KL R (37 |

RNV —5%2TFT 74V L—FE LTHERATAPCHEDFA ML, HARP Fvvyadr—7 VIR
IP7RLZAETOT L—LIIMEEMAC 7 RLUALTCIGEETALDICEBLET, 2OLDIIEFSM
TeARA MEEIEL—INT L —L2EETHEEIEMAC 7 FLAZGERIIEET HEDICKES
728, VRRP OV RY /Ny 77w TOYOBEZFRELIGETSH, BELMRTEET,

16.1.2 VRRP [CH T B ESEH DB A

YAy ORIEN—F I ZEHN L ERH (77 )L~ 1 #) T ADVERTISEMENT /87 v k EHEN 2 HEMR
RREEFH Oy b &, RIEBLV—52BELIZIPA VY T2 —AR6RBELET. Ny 77 v FOREE
V=37 XY DB — % BiEET S5 ADVERTISEMENT N7y b 2ZETSHZEICE-T, TRAYD
RIEL—Z ICEEP LW E 2R L E£9. ADVERTISEMENT /%7y FOREZRORITIRLE T,

16-3 ADVERTISEMENT /87 v kDIX(E

REEA KEEB
7R S v 7
3 NI Ty R L—4
1
LT

ADVERTISEMENT/X%7r v k
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TAYDRIEN —F ICBESFEE U-EES, ADVERTISEMENT /87 v h 2R ETEEHA. HlZIX, &
BRMAENTT LT LESBER, EL—IDBRESNTWBIPA VI T —ANEI)ry ]‘72195{:1
TELELBBEOBRBENRELLES, T—7ILOKRGEEDEETT,

N 7Ty TOREIL—FIE—EDOM ADVERTISEMENT /87 v b <Y A DL - 5ZF L7k
PoTHEIL, YA ORENL—Y ICEEPRELLEHML, N 7Ty IR AIANEREEES
X9,

16.1.3 Y RAYDEHFGE

(1)

(2)

412

BxE

BEOREIL—5 DD 5 XY ORENL—5 2B HET 57912, VRRP TIHELEZFRALET. 20
BREEIIREN—FICRETEET, RETZAHEIEL] 75 255 FTORET, T7 4L ML 100 TH,
COHEAREVIIEBREERIELLEVET 1 V¥ T2 —RMHESNTVWBIP 7 RL A EFEL—%
DIP7RLADPELL (IP7 FLADOMEH) Ha, mbBEENEV 255 ICHFNICRESNE T,
Y RAY OB —F DOEHEZROKIIRLET,

X 16-4 <YRAIDELH

AEEA REEB AEEC
YR4Z NI T79T Nus79F
BEE 255 BHhE 200 B4kE 150 REIL—%
I

ZORDEE, BEEISELEVWEEL—Y ABTAYICZDET, RIEBL—% ADY 7 LI-EEE
wi %%F@m“ﬁm» T BATAIANEETLE T, (RIEL—% A E{BL—% BOWHENS 7>
LB BT REL—Y CHATAZICZDET,

TRAFI G HEELRAMEICT 5720, RICA =Yy b EORCEEL—% ID OFREL—7I2I%, £z
BEEEZREL TLLEV, BEEOR BN —FBEET 2B, EE5PVYRTIZLEDPAREDT:
O, BEPEFREBDICZO VBTN HD X,

BEWIYVRULSIUBEIIWERLOHNE

VRRP TlE, BEEOEVLNY 77 v TOREIL—FH, BL—% IDHELREVEVLT Y DOFIEIL—
YEBHET A&, BENICT A NREZZB(LESEE T, I, TAYOFEEL—FH, BL—% X DER
EOBWMEEL—% OFEEZBEHE LIz E ZIZEFHICN Yy 77 v TALREEZEBLSEE T,

[K16-4 <~X&DFEH] OBEEFICLTAHZE, RIEBL—% A LREBL—% BYBY Y UEEBL—%
CHIAZIIESTWARED, S, REL—% BAEIHT 2 &, /REL—% C LD L EBELEEOEWREIL—
¥ BATATICEL, REL—Y CHITRIDPOENY 7Ty TAREZB(LEESE &I DET,

COBEFYIVRLZIIET HRENTEE T, PYORULIMEIZE, RO2EBVOHEFHD £,

* PREEMPT :E—l\“(Ccké}[l]ﬂ:
HEIDRL S BWEAICE, T3> 747V — 332 R no virp preempt T PREEMPT
£—F#% OFF | ZEQEL'C<7L$§L‘ PREEMPT €— F#% OFF IZEET N, Nv 77 v TORE
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9% VLAN O VLANID 2ZEL T2 5, BEREL—FANIP 7 RLAZHRELEL TS,

s (REEBL—FA~NIPT RLRARBRET S &, REL—FEBERBOET . ILOFEL—5 DBEE
BEICE->TE, EL—INTRAYELTEMSNZEELHDET,

s BBEIREL—F % 64 AL ERET 5B, [£16-8 ADVERTISEMENT /N7 v M iX(E R
%‘Qr—'—’

EBHZME] 22 LT ADVERTISEMENT /87 v F O EREZFHEL T 2S00,

16.2.4 {RIEI—9I\DIPv6 7 RL AEETE

[EBREDRAT > K]
RAENL— & MRIE TPV 7 RLAZBRELET . [REL—F MR IPV6 7 NLAZHRET S LT, |
L= XEEEFIIB L E T . REIL—FRETES Pv6 7 RL AE—2RF T,
RABN—FIZERTET A IP 7 RLAEFEEL— 23 ET S VLAN O IP 7 KL AHR—D5E, K8
L—%ZIPT7 RLAFREE LD, BEEN 255 (BE) L4DET,
RIBIP 7 RLAZERET AIREL—F DX, E—IPY 77Xy b I—IHNTLI=Z—TE05LDICE
FELTLES N,

[O7 > RICKBEE]

1.(config)#f interface vlan 50
(config-if)#f ipv6 enable
(config-if)# ipv6 address 2001:100::1/64

1 21X, VLAN 50 IZfFiEIL—% Z28RET 55E, 3 vlan 50D VLAN IV 7 4 JL— 3 v E—
RIZADET, VLANANIPVE 7 RLAZBELTWEWESIX, CCTIPVO 7T RLAZHRELE T,

2. (config-if)}f vrrp 3 ipv6 fe80::10
{RAEIL—% 1D3 DRIEIL — & ~MEIE TPv6 7 K L A £e80:10 #&ZEL £ 3,
CEEREIE]

* [16.23 FEL—~ADIPv4 7 RLUARE] OFEREHEFLC T,

16.2.5 BIEEDEE

FEL—5DBEFEEZ 1 5 254 DRITREL T, BEEDOT 7 + )L MEZ, IP 7 FLAFTEE TRV
HE13 100 TY . REL—FPIP 7 FLAEEDHEIIBELED 255 (BEE) Lu->TEAETEEE
/1/0

RIEL—% 2T 5REEOD b THBBEEORZVEENVAYIILD T, £/, TRV OB —

ST LIEE, NI Ty TOREBL—Y D55 TROLBEEOEWREL —F PV AFIZ%0 %
3_0
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16 VRRP

[EBREDRT > N]
TAFI I HEBRPEICT A7-012, FIUREL—% ID OREL—YICIZEL2EREZHRELT
&V,

[Ov > RICKBHRE]

1. (config-if)# vrrp 1 priority 150
BNV —% ID1 OREIL—% DEELEE 150 ICERELE T,

16.2.6 ADVERTISEMENT /N4 v MXEERDERE

v v =7 OAFHIE L, ADVERTISEMENT /8% v hDIBENSZ VD2, FEL—YDT2AY &
Ny 77y Tz 0 &b 51541%, ADVERTISEMENT /$47 v hORERBE2ELT5IET,
RREBRECTELHIEDDHVET, 72720, Ny o7y TOREIL—#1%, ADVERTISEMENT /84 v k
Z3EBEITCRETELVEZIICTRAYIZEDS728%, ADVERTISEMENT /87 v rORXEREZ2EL T
BE, TAYDRIEN— 7 CRERENFKELLBEEIC, NI 7y TOREIL—Y NPT ATICEDSETOR
MbE<ZDET,

Fro, BEICEZORBL—Y ZHRELIGE, LEREFERICTRY ENY I Ty THYOBEDEZENDH
DNET., ZOHAEIE, ROFZEIC ADVERTISEMENT /37 v X EMREZFREL T EZS W,

% 16-8 ADVERTISEMENT /N7 v NMXEEROREERIE

KELUWORBIL—IH ADVERTISEMENT /%47 v N3{SRkR
1~64 1 ML
65~128 2B
129~192 3MLLE
193~255 4L
[BREDRA > M
ADVERTISEMENT /8% v MEERERIE, YAYBLONY 77 v TOFRBL— & NFE—OfE%ERE
LTL7ZE W,

[OY > RICKBERE]

1. (config-if)ff vrrp 1 timers advertise 3

AEIL—% ID1 ORI —% O ADVERTISEMENT /87 v MixfEfREE 3 (B) ICBRELE T,

16.2.7 BaWIWRUIIEDEE

HEYORERLIET 7L NTEEL, TRAYDEEL—F ICBESFEEL TNy I 7y S0 EDb -7 H
L, BENSEIHT AL, IUDICVRAITHoBEEDOE NNy 77y TORBIL—5 BEBICT A Y
P BDLET, BEYIORLAIIET 5 &, BEEOEWNY 77y TOREBIL—Y PEEINICY A Y
KB 5B ET.
EREDRT > M
HEIORUIMIEDOREZTOHEAIL, IP 7 RLAFEE TRWI AT OEL—ZIZR L TIToT<
7Z2E 0,

[O7 > RICKBERE]
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16 VRRP

1. (config-if)# no vrrp 1 preempt
FEL—% ID] OREL—-—YOBETDRLZIELET,

16.2.8 BENIV R UHNLEREDERE

YA DEEL—FICBESREL TNy 77y LU0 Eb-7-b e, BESEIHLBE, BEEOR
WY 7Ty TOREL— S BEBINICY AY ISV BB ZRIRT 52 F TORMERELE Y. HE
PORUILERBOT 7 + L MEIZ 0 (M) T, BEYOVRLZILELEE A

EREDRT > K]
HEDE LINIEEEOBEEITIESL, [P 7 FLAFFEE TRV AT DREIL—Z I L TiT-
TL S0,

[O7 > RICKBERE]

1. (config-if)#f vrrp 1 preempt delay 60
AL —4 ID1 ORIEEL—5 OBEEY DR LI % 60 #ICEEL £ 7,

16.2.9 BEERTI>ITI—REVRRPR—-UVITDERE

426

AREETIE, BMEEHRA Y72 —AE VRRP R—Y V7 DF%ER, B L7 track TEHELE I,
track ORELX, IV T4 7L —Yaravy Ritrack Ttrack B 5 2#E L £ 9, track Z2{REL—%IC
EDETHZET, REL—YIEESINT track BB O track ICRFESNREER A V5 72— XD
IR, BEERA VY 72— A%2FALET, [REL—FICtrack ZEDHTAICIE, 3> T74 71—
Yarvavwr Rvmptrack #FIHLET,

— DD —7 121X, BEEUE SR track EEBLEBEFRO track 0 EB 5 »—H1 T 2RETE
9,

— DDA —F IR U T track Z2EEEN D HTHHE1E, BREREARNE L TEBEERESTRZTRE
TEET,

BRENBESROGE, BERERIIEL - OBEEZEE LCUBELEICEELE T, UBEELE
DIEE 2 B 23BNV -y DBAEE L VRS WEZIEELLGEE, 774U MAO O PEHASNE
I BEEVBESRNZHE LGS, —D2OEL—%ICtrack 2 —2RZTEIDETHIENTEET,

BEEYESXT [K16-13 BEEVEARX] 0L212, REL-—YOEXRELZ 100, BEERA V¥
7 —AOYBERELLTI0 2IEELIZGE, BEERA VY 72— ATREPRET S L, EL—
Y OBFEIEBEIED 10 ITREENE T,

16-13 BEETBEAN

[EEEsAR [EEEHS V2 TI—AT
{487z —2 | UVIBEBEE 10 EEHLE

\

frf8L—% | BEE 100

BEEERESROBE, BERERIREL—YOBLEL2EE L BLEREEZFEE L EICEFEL
F9, BEAEOREL»BBL-EEIE, T74)0 MED 255 EEENE T, decrement ##8E L7-BE
&, =D —FIZEKR 16 D track 2E0DH TR ENTEET,



16 VRRP

BEEREART K 16-14 BEEREAR] 0L, FEL—YOELRES 100, BRESHA VY
T —ADEREREMEE LT 60 2IBELLEE, BEERA VY 72— A TRESRET S &, fE
V—% DEFREIITT A2 DESLE 100 » 5 BEEBEME 60 251 /2 40 IRESNET,

X 16-14 BEERESIN

[EEoEt] BEERAFTII—RT
fo8T71—R | BEREREME 60 BERE
FEL—% | BEE 100 REIL—% | BEE
100-60 — 40

(1) BEEHRT>ITT—RA%ETD track DERE

BEEDRT > M

a7 4 7 V—3 33w K track interface T line-protocol #$§E 3 5 &, $8E L7 VLAN A >~
TTx—R, R=FF¥INA VT Tz—R, BEOA =P 2y b V¥ T2 —ADREZEHRLE
ERS

track ICERT A VLAN A V¥ T2 —A, R—rF v+ 2N A VT Tz—R, BLOA =2y bV %
Tr—AZHELET,

RN —&Ica> 74 7 L—3>av > Rynp track TREERZITD track 25ELE I,
BEERZITY VLAN £ ¥ 72 —RIlE, IP7 RLABHESN TV ARESH D ET,

[O7 > RICKBEE]

1. (config)# track 20 interface vlan 30 line-protocol
(config)# track 30 interface gigabitethernet 1/0/8 Lline-protocol
(config)#f track 40 interface port-channel 10 Lline-protocol

o track FE 20 D track 12, BEEEHA V¥ 72 —AE LT vlan 30 DREZERT S LS,
i@_(}

o track B2 30 D track 1T, BEEHA VI T —AELTFHEY M A —H Ry A VT T2 —
A 1/0/8 DREEERTSLD, RELET,

o track HE 40 D track 1T, BEEHA VY Tz —RAELTTF Y RILTN—T10 DREZERT 3

£, "WELET,
2. (config-if)# vrrp 1 track 20 decrement 60

(config-if)#t vrrp 1 track 30 decrement 10

(config-if)#f vrrp 1 track 40 decrement 40

HOEDPUDFENL—FPHELTHS VLANO VLAN IV T4 7L — a3V E—RIZLTBEET,

ZOEE, KEL—% ID1 OFEEIL—4%12, track &S 20, 30, 40 @ track Z2E[0 4T x 9,

¢ track &% 20 @ track ILRE S NI BEER A > ¥ 7 = — A TEEVPFRE LGS, RELV-% 1
DEFLEN 60 FHD ET,

o track S 30 D track ICHESN-BEERA V¥ 7 1 — A TEESRE L-BEES, KEL—% 1
DBESEN 10 A0 FT,

o track &5 40 O track ICHESN-BEERA V¥ 7 2 —ATRESRAELIES, KEL—% 1
DOBEEAS 40 THAVET,

RTE L

o
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16 VRRP

(2) VRRPR—U>7%{TS track DERE

EXEDRAT > N]
a7 47 VL—3 33~y R track interface T ip routing ##8E T % &, #8E L7z VLAN ZE#R T
AEEblz, IV 747 VL—arav K itrack ip route TIEE L7255~ O ping 12 & 2 Bl % &
HLUET,
VRRP R—=1 > 7E LTHIFAT A VLAN £ > % 72— X% track ICERELE T,
RV —%ica>7 47 L—3a>a< > K vmp track T VRRP K—Y > 7 %47 track #FHE L &
ED
VRRP R—1) U FIC K BBEEREZ(TOEAIE, VRRPR—1U V7 %475 VLAN A ¥ 7 2 —XIZIP
7 RUREEE L, track ip route I~ > R TIEE LIZSEENDERIFRVBE SN TV ARLENHD
F9,
El—0 track ZEEORIEIL—FICRE LIZBE, TNEFNOREL— 25 VRRP A= > 7/ v
FEREELET,

[Ov > RICKBEE]

1. (config)# track 50 interface vlan 34 ip routing
(config)#f track 51 interface vlan 35 ip routing
(config)ff track 52 interface vlan 36 ip routing

e track &5 50 O track 12, VRRP R—U VT DEEFEA ¥ 7z —A& LT vlan34 ORELZERT
5L, BELEI,

» track %+ 51 @ track IZ, VRRP A—1 Y 7 D&EFA » ¥ 7 2 —A& LT vlan35 DREZER T
HEDICHELE T,
 track &% 52 @ track I, VRRP R—V Y T DE[FEA ¥ 72— AL LT vlan36 ORELZERT
HEIICHELET,
2.(config)ff track 50 ip route 192,168.20.1 reachability
(config)#f track 51 ip route 192.168.21.1 reachability
(config)ff track 52 ip route 192,168.22.1 reachability
o track &% 50 @ track IZ, VRRP K—V > 7 D5EsE e LT 192.168.20.1 #FHEL £7 .
o track % 51 @ track IZ, VRRP K—V > 7 D5EsE e LT 192.168.21.1 #FEL£7,
o track %5 52 @ track I, VRRP K—V > 7 D5EsE e LT 192.168.22.1 #FHEL£7 .
3. (config-if){ vrrp 3 track 50 priority 10
(config-if)# vrrp 4 track 51 decrement 20
(config-if)# vrrp 4 track 52 decrement 50
s HoPULORBIL—FHPHRELTHS VLANDO VLAN IV T4+ FL—2a Y E—RNIILTHBEZE
ER
« RIENL—% ID3 OB —412, track S 50 O track Z&|0 X T, BAEREFRICELEETES

7, UUBELEIZ10 218 Ebi’é‘o track &5 50 @ track ICERE SNz VRRP R—Y > 7T
ERpFE LSS, RELV—Y 308EEL2 10ICI0BLET,

o L —% D4 DB —#IZ, track &S 51 & 52 O track 204U Tx 9, BEEREFRIC
BEAEBEAREZRELE T, track F5 51 OBLEREMEIC 20 #RE L £ 9. track FF 52
DOEFEEREMIC S50 ZFELE T, track HS 51 @ track ICBES N7z VRRP A—1 /' TH&
EVRELIEGS, BELV—% 4 0BEEN 20 TV £9, track FE 52 @ track IKRES Nz
VRRP R—1) V7 CRENFEE LZEE, REL—% 4 DBEEN 50 TH0 £, track F5 51
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16 VRRP

ES2OMADREERA 87 2 —ATRENVRLELIBERREL—% 4 OBLREN 70 T
DET,
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16 VRRP

16.3 AXL—>3 2

16.3.1 EHIOY>R—BE
VRRP OERH I~ F—E2IROFITTRLET,

169 ERAIVYR-E

v RE A
show vrrpstatus RV — 5 OBIFREEZFRRLE T,
clear vrrpstatus IV — % OfEHER IR L9,
swap vrIrp HEIDRELSIIESNTWR EZICYDRERLAE2ZE L E T,
show track track ILRFESN TV LREERGTEOREZFR R LE T,

16.3.2 {RIEIL—9 DEREESD

RIEL— % O ERERI, EH I~ > N show virpstatus TfTWE T, detail 8T X =¥ %IBET S &,

L —% OREDOHMIER 2SI TE LT,

16-15 show vrrpstatus < > KRDETHER

> show vrrpstatus detail interface vlan 10 vrid 1
Date 20XX/12/10 12:00:00 UTC
VLANQO10: VRID 1 VRF 2
Virtual Router IP Address : 170.10.10.2
Virtual MAC Address : 0000.5e00.0101
Current State : MASTER
Admin State : enable
Priority : 80 /100
IP Address Count : 1
Master Router’s IP Address : 170.10.10.2
Primary IP Address : 170.10.10.1
Authentication Type : SIMPLE TEXT PASSWORD
Authentication Key : ABCDEFG
Advertisement Interval : 1 sec
Preempt Mode : ON
Preempt Delay : 60
Non Preempt swap timer : 30
Accept Mode : ON
Virtual Router Up Time : Mon Dec 6 16:55:00 20XX
track 10 VLANGQ22 VRF 3 Status : (IF UP) Down Priority : 50
Target Address : 192.168.0.20
Vrrp Polling Status : reachable
track 20 VLANGO23 Status : (IF UP) Down Priority : 40
track 30 gigabitethernet 0/10 Status : (IF DOWN) Down Priority : 20
track 40 port-channel 2 Status : (IF UP) Down Priority : 20

16.3.3 track MEZEHER
track OEREMERL, EA I~ N show track TTWE T,

16-16 show track Iv > RMOETHER

> show track detail
Date 20XX/10/15 12:00:00 UTC
track : 20 interface : VLANGQ30 Mode : (polling)
Target Address : 192.168.20.1
Assigned to :
VLANGOQ10: VRID 1
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track : 30 interface : VLANOO31 Mode : (interface)
Assigned to :
VLANOQ10: VRID 1
track : 40 interface : VLAN0O32 Mode : (polling)
Target Address : 192.168.40.1
Assigned to :
VLANOQ10: VRID 1
track : 50 interface : VLAN0O34 Mode : (polling)
Target Address : 192.168.20.1
>

16.3.4 tIVRUNEDET

16 VRRP

HEYORLAMESNATWS, YAV XDBRENESVICLPPDST Ny 77y I E > T A{RIE
V=& ~swap vitp ¥ Y FE2EFTTH &, IDRELAEEZRH TEET, 127201, swap virp Iv > F

FETLTY, BEEOBEVWVREL—Y 2T AYICTAZEIITEETA,
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YT T I I R

Ty T - UEFNE, Ty T ZIERTAZODOR— DD
5, E56p—AFTCHEEL, bO—HEBRERBICEKSESZ LT, TEL
RS TEAEDICTA-OOEETT, 7y I I7OR— NI, WiE
A= NFELFV I T7TVSF =3 V2R ETETET,

COETIE, 7oV 7 - UF YT NOBHEBERFEICOWTHAL F
9,
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17 7y7FI27 - VIVIUK

17.1  f&SH
1710 =

FTyTIr T VUM, REBTT YTV ZICHWAR— NEELL, BETIC) Y IEES
RS EZEFEFOR- MYV BRI TEMNAA v FEOBREEMFET AHETT . ARELFEHT
BE, AN TV =M Ta NN EEDLEVWTT v TY Y ZICHVWAR- N EARLTESE
To IELTRLDDZDOR—- 2bbET, 7Y FUIIR—NEFHVET,

ToTVIY )T UE Y NOBEAERERORIRLE T,
®17-1 7y FI>7 - VI>I>Y NOBKER
4 )

LR A YFA LR A v FB

[ e D _ )

TvFT)oR—F

- /

(L) agorn QO agror—r O :@EEsLEor—+

CORDOERTT v TV - VFUF Y N EFERLUZES, AEBE ERAMYF A EORDY V71
BESFEELTCL, REBE XA v F BEDOBOY 7 IV BEZ A ETRELZHETEXT,

17.1.2 HR— Mg
TvTVI T VF YT FTOY R MREERORIRLE S

K17-1 7y FPI2T - VIUIY NTOHR— MR

S| HR— NEE - (TR
WHA YTz —A WA — b O
Vo7 r—vay O
Ty T R— 25
—DOT YT R— MIBRERRERA VY T 1 — A 2

TIATVR=IADT T4 TR-MEEHTPVEREL

TIAT)R=bAOT 7T 4 7KR—bEBYIOR LI

O
O
TIT4 TR EEITR O
O

TIT4 7 KR— MEEROT Ty a7 L—LEZE
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17 7yFU27 - UIVIUK

158 HR— A - (TR
7UT 4 TR VEEROMAC 7 FLAT v 77— b O
EBRFOT 7T 4 7R — MNEE O
774 R=1 MIB, 771 ~R—1oSNMP @] O

(LBl O = ¥R—-h

1713 7y 7FU>7 - VI2T > NEHEBIE

Ty TV T YT UFRTE, 1 OR=-— b ERLRI VI TS a v EAWTERZHERL
To TOR=—IADBT Y TY L TR=bTT Ty UV TR=MIZ, BE, BEEZ2TI>TSI1<UF—
he, P94 R—-FOBRERICBELZTOEA VY UR- MO OBHVET, INHDOR—-ME, 2
VI4 L= arTRELET,

TIATIR-NELHFTYR— DL, BUERPE— MITHEBERIHVEEA. FIXIE, T4
UAR—MIE 10 FAEY b« —HHy bR—b4E, £HVFUE— MR LI FHAEY b - —HH v b
K- 2 5KEREYVITPIIFA—2 3 VB ETAHELTEET,

Ty TV IR=F DI, WEBEZITOTVWAR— 2T 7T TR=ENFOET, £/, 77T+«
THR— MIEENSFE L-EEIC, BEMRED-D, TCIEELHBRTEA LI BEMBPITETNER—
N2 ZAH UINAKR— b ERVET,

T )R- EERT S 1 MOR— M, VLAN ZEOBREE—REICT 2UEFHDET, £
7o, TV TV R=MIBRELTVWEKR—ME, 3207y ) U I7R— P TCEBRETEE A

TYF) 7 VT S OBEHEEZRORITRLE T,
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17 7yFU27 - VIVIUK

17-2 7y )27 - VFUF> NOEEHE
o;E
( )
EHRA v FA EfRA v FB
-
TS5A4TR—+ tHUFYR— R
(FHF 1 Th— ) (R8s H— )
\_ J
l754vuﬁ—bﬁ%
o=
4 )
LR A v FB
= 3
DL DLt
(FHF 1 Th—b)
EhUEY K- Iz
UBA, EEERE
\_
F54 < K— FEIE
YL
4 )
EHRA v FA EHRA v FB
IS4 3y H— k il L hUEYR— b
2 /T A\ a - ar"—
Ao OMEERC)- 520
\_ J
EBYYRL, Fi
ERaT Y FNET
(LD agorn QO asror—r O :@EsLEor—+
B

REBOTIATIYR— I 2RELT, EUAAS Y FANBETEAHRETT, REBOYEH V)R-
MEIBEELTWZRWIRETT,
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17 7yFU27 - UIVIUK

e
TIARIUR=b DY I F T RTBEIC, KEBDPT I T4 T R— b2 hrFYR—-MIEEL,
THYFIVR—=bERBHALUTEMAS y FAORBEMELET. COBEZTIOEZLFUET,
ZDEE, ILLTIT 4 TR=- NIzt h oy FUR— DS EMNAAL v FA~, 75y aflfar
L—LEWHDBERHOHIBM T L—LEHIEMAC 7 RLAT Yy T F— 7 L—L%2RETHZET, B
24 v FOMACT RUAT—TLEEH L, BELELPICEHTEET,

BBk
TI5ARIR=I DB IT YT LTATUNAR= P> TWhE, BEIDERE UKELZFHT
5, $LRABBCEAITY R2ETTAHIET, TVT4 T R— b 254U R—NIEETE
x93, COFERZTIVRLEFUET,
Fio, OBIBEFERIIS, 79y Va7 L —LF R EMACT RLAT Yy S T—h 7 L—L0 %1%
§952LT, BEZECPIEIHTCEET,

17.1.4 HYIUEZ - YIVRUENE

X2 -IDRELEE, BEEZT>TVWAR—-N2EEILEHETT, UDEX -IVRELIE, 77T+«
TR=PNDODEBELR-IDBRAYUNAR— b ERS>TWVBIEEIL, ROZETENELE T,

o TUT 4 TR MNIEENELET S

- HEUIDRE LKEDFEREIERT S

« FUT 4T R- EEHETHEHIV R2EFTTS

Yoz - UORELEEEREIC, BEE2To-TWER—PFTEFLTWIEMACT FLAZIRTCIZYT
LCHLL T 7T 4 TR= M7 R— b TCEBEZITVWET, 7Iv a7 L—LEIEMAC 7
RLRAT Y FPTF— R 7L —L%EEETARELX L TVAESE, T0EZ -YIVRLERBICHLL 7Y
FATR= PG5 T2R— Do TS5y a7 LV —LAFERIEMAC 7 RLAT Y 5 — 7L —L%
EELET,

PIOBZIEZROMITIRLES,
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17 7y7FU27 - VIVIUK

17-3 YIWEREE

®ii%E
( )
HERA v FA RS v FB
T34 ER—+ thUHYR—F
(P95 1 TH— 1) (R 278 e )
- J
IS4 )R- EE
o CLERIAE T
4 )
LR A v FB
i e B _
NI5vsasimoL—
Ly, FIFNACT FL
ATy ITT— T L—
LORE
LHUH Y R— b
(P97 1 TR— )
T4 <) R— ~OMAC 4t
7RLRF—ITLOIUT H=l
\_ J
(R agorn Q aeror—+ Q :#EEmERoR—+

<-- TSy TakElIL—L4A, MACT7 FLRT7 Yy TTF— kI L—LOHA

17.1.5 BV ERURKEE

HEDR UBEREE X, TS5 A V) R—FOBEEICE>TEH VY IR— BT T4 TR—FIZ>TWH

BIREET, T4V R— NP BEIPSEIHLLGEIL, BT 7T TR R— 1 25147 R=-HMIC

EFETAHEETT . VORLOFELREMEIEL, OF (BIE) »5 300 ORI TRETEET,

ERHIT Y RICES TP VT4 7TR— b EEFE LGS, BEUORLEEELEEA. 2720, ROES

SERDOEMERHE-ITHESICIEEFBT VR LSEELET,

e BRIV Y RICESTT T A TR=— 2EE LZHET, AT 47— a3y TAKEZHRES /-
BEELIZEE

e BRIV Y RICESTT VT4 TR=—2EELZHET, 7547 VR— NOEENIFELE T /-13OE
L7-84

17.1.6 &EESEIHDMHEIERE

TyTVr 7 )Ty TR, YOBX - VR UEERICEBEEHZHE T 2 - >OMEL Y A — b
LTWET, 8B, =207 v ) U IHR—-MIRETESHREIEILESE 5»—D/21FTT,
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17 7yFI27 - UIVIUK

o 7Ty Va7 L — Lk ZEHEE
Ty a7 L —LEREEFTAHIET, EUASMYFOMACT RLVRTF—=TLEIYTLT, 7
T T4 Tk TCBEEEIALET . LUAS v FIE, 7Ty v aflfizL—L4I2k5 MAC 7 K
VAT —=TNLOI VTR R—bFLTVWARRESHDET,

« MAC7 RL A7 v /5T — MkE
MACT7 RLAT7 Y FF= b 7L —L%EEFETHIET, EIAA Y FITHAD MAC 7 KL A2 H%
BIHCEFBZEHLET. LU v FICEAOZEREINED D FEAY, BEFSELHNS
MAC 7 RURBUICHIBA H D T, £z, BELEIHT 5 TIC 10 DEERMEISE» 2550550
9,

TS5y aflifl 7 L —LRZERERL, FUAA Yy FAT Ty a7 L —L 2P R— L TWVWEEER
BELTWVWADIZNLT, MACTZ RLAT7y 75— MEREIE, 75 v aflfi7 L —L22RETER0E
EBExHEELTVET,

17.1.7 72y a7 L— AXREHEE

(1)

(2)

XEEME

BEZIT>TVWAY Y IOBEERER IV Y NICE-ST, 77574 TR—F2ZTELZES, BELZERY
WWEIBSE 27012, FNAAYFOMACT RLATF—T L2 773575y aflfil 7 L —L%E2EE
TEZET, 799 a7 L—20D%EFIX, 7Ty IV IR-FNTEIXRETE, HEXRD VLAN %215
ETEET,

MAC 7 RLATF =T N2 I Y TF LI GWEEN XY T =7 LICHBEEICE, 75y aflfamr L —
LEEZETAHEED VLAN 2{E L, FOVLANICT7 v L 28I 7 L — L 2R ETAEDICHET
28T, MACTRLAT—T W% 77T AEBOHBZHIETEET,

REBR TSy aglfll7L—L0%, 77574 TR—-FOEEBERIC, il TV TF 4 TR—MIho/
A—=FIHDPSEELET,

NS UIR=NTT Ty v aflfly L —202RET HIHEICE, RELD VLAN 2 8ETA2RENHD F
To 77EAR—bF, MACR—F 71370 b R— FDBEEITIE, FEEL VLAN OEEDOEREIZHE
%72 <, Untagged 7LV —LD7 Ty v aflfll7 L—L%2EELET,

ZIEENME

HREBIX, 770V aflifl7L—LE2REITHEMACT NLAT—T L7 )7 LET,

7o a7V —LERETAHODAY T4 T L= a YIRBEDHDEHA, 2L, BED
VLANIZT7 Sy a7 L —LR2REETHIREE L > TWAERICEK, ZOVLAN T7 v ¥ 287
L—LDBETEIRELELZSTWVARESHDET,

7wy a7 L —LOERICEAOBZEEDENERORIIINLE T,
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( N
EBRIRA v FA IR A v FB
_ . _ whHYR— bk
oA U= : (7574 THR— 1)
7253y YatliflzL—LD
REIEERIEENEIR
\ P ———" )
(RB) arorn O aerot—r  Q mEELRof—+
<= TS YL AHET L—LDR ® 1 HIHERONACT KL REER— b
P

BEEOTITA4T )R- NTBEZIT>TVARETIE, ALYy FIII—PHEKD MAC 7 KL R
Z, BEOBERETEELTVET,
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PER (77 v aklfy L—20%(F% L)
Ty afilfiy L—LERETEIRENBZVIEE, TI/T4 T R— b ethrFUR-MtI0EZ
Th, FuzAA4 v FBALI—HHED MAC 7 FLAZDEIOR— FTEELTWVWS YD, FuAA v
FBAEH LI MAC 7 RLADHEA SN, =YK 5DBEEI R ITNL, BEREHLEEA.
BER (77 aflfli7 L —L0KEHD)
Ty a7 L—LEREETEIREDHEE, 77T 4T R—b2Eh T UR-MIPOEZLS
ERIBHZ, 79y aflfiy L —2il&>TEMUAAN vy FBAEE LA MAC 7 RLAZHIBRT 572
®, BEZEPPIEHTEZET,

17.1.8 MAC 7 RLR7 v 77— MkgE

(1)

XEENME

BEEZTO>TVWAY VY ITOEERER IV FICE->T, 77574 T R— s 2EBLEE, BEZESH
WCEIHEES7-012, FuAA Y FITHKEKDO MAC 7 RLAZEHEZESIESMACT RLAT v I F—h
TUV—L%mRETEET, MACTRLAT Y FF— 7 L —LDEBIZIROEBY T,

e YILFFY AT L—LTHA

o EETLMAC T RLRIZ, EIAA v FICHEESIESMACT RLAZHRET S

s HHOZEHELZNEL Lz

MAC 7 RLAT7 v 75— MEREIX, Ty TV IR—FITEIXRETEE T, 77, BEMRINETS
VLAN 2f8ET&Z £ 9,

FHEREZ AT 258, MACT FLAT—7VICEBRT STV MY HOHREIL 16384 =~ MU LIRT
T, HRELBZ 58, BEOEIRHICKMEI#» o720, Ty SV - Uy Uy bOEBHIY Y RO
RIGWEL 27205 2BTNNHD LT,

MAC 7 RLAT7 Y TF— 7L —LDFERICEATOBEIHEOEVNZROKISRLET,
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17-5 MAC 7 RLR7 v FF— K7L —LDERICKZUBIEEDEL

OEER (LR vFA BZRATHT—FDRN)
a )
LR A Y FA EfRIXA v FB

.. EEEEEEE i

thoFR—F
(RBEUINLR— )

TS54R—+
(FHF74TR=F)

\ RS am— )
oEs
MACT KLRT v 77— k7 L—AZERELANES
é LAY FOMACT KLRTF—TILH N
BEHFSNLHFETREFEBALEL FEZA v FB
AL v FA BE
BENOFERRI
#t o Thrit
_ . _ Dz UL S
FIAZUR=E : (FHF 1 TH— )
\_ 1k = y
WACT KLRT v 77— k7 L—LERET 2188
( )
RS Y FA RS v FB
_ . : MR PZ UL S
7PN =1 : (FH T4 TH— )
MAC7 FLR7 v TF—
TL—LIZE-T
BH ShD L RENEIE
\_ 1k S )
(R aorn O aErot—r O EEELFOE—H
<-- (N7 RLRF Y FF— F I L—LDOFEN O @ I—FIHEROMCT KL XEER—
T

BEEOTITA4T )R- NTBEZIT>TVARETIE, ALYy FIII—PHEKD MAC 7 KL R
Z, BEOBERETEELTVET,
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BERE MACTRLATZ Yy FF— 7L —LDFEERL)
MAC 7 RLA7 Y TTF—= R 7 L—L2REETAIRENRVIGE, 7774 TKR— 2N UFT )R-
MDA TH, EUAA Y F BAL—THEKD MAC 7 RLAZDEIOR— b TEHLTWET
®, EAAL v FBPEB LI MAC T RLUADHEZED, I—THEKDP5DBEIZITINE, BEEIX
BIHLEH A,

BERE MACTRLATZ Y FF— 7L —LDFEHD)
MAC 7 RLAT7 v FTF— 7 L—LE2RETIREDOHHE, TI/T 1 THR— b et hrFUR—1
WD EZ A LRI, MACZ RLATZ Yy FTF— I L—AIl&k>TEMAAS v F BHPFLI—HIHEKD
MAC 7 RLA¥ER— N 2FHT 5720, BELZEPPIERTEET,

MAC 7 FL AT v 77— MERED AR ZIRDRITRLE I,

K 17-2 MAC 7 RLR7 v 77— MERED LR

HE -
AR A — b ORERL EEAPZE AN

fEA— b EETRE BT 77 4 7K}
AR 1~30H

BEENRERDMACT RLAIY MY | ROZOOEMZERICH T Y

s HHOT YTV IR—NPFEY S VLAN TEHLTWLWASI Y b
Vo 72720, v 74 7L —3 3 Yy CEENRIMNIERE L7 VLAN
TEBLTWAIY M) IEBREET,

s FEOT Yy SV IR S TEF LTSI MY

REENRELRSLMACT RLAT Y RY e ¥4 FIvIITURY
3 « AFF4YIIV Y

« IEEE802.1X IC&BT Y

o Web FRiEMEREIC K5 MY

* MAC FREFHREIC L D MY

e BEEMACT7 FL R

*+ VLANA >¥7x2—ZO MAC 7 RL &

o EMAC 7 KL 2

BAREEMACTZ FLATY MY 3000 hY,

REENROT Y FUA 3000 2 b EZBLTWEEAIX, 3000 T2 k
VREREFETHEEDIL, WEFGEZBA TV EERTERT %
HALET,

REEL— b B A 300pps

X
aVTA L= a VT TCHRETCEET,

(2) SEEE

MACT RLAT YT F—= 17U —LOFMERC, ZHLDOZETL—LERMISEETMAC T KL A%
BLTMACTZRULAT—TILICBHLET, 3lix, 2> 74271 —23>5A4 K Vol.l 22. MAC
T RUVREE| 22 LTS 0,
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Y, TI9ATIR=—M P ITvTITEETRTY SV I7R—TOBEZLET A

TIAUR—NTEEEZBB LD EIE, BEERCEEERY, TS5 UR-NTOBERE, £-
WGERH I Y ROETICES T, EAVFIR-FTOBEITVEDD 9, BEREHEICTI A~V
A= MO EMAAL Yy FHRELTNWBRE, TI5ATUR=BU I 7y P LERVIREDOBEICIE, &
FHa<Y ROEFICE-T, ¥hVF IR CEBELZHAKTEET,

BEEROT 7T« 7R — MNEAEKEANROBEZROKITRLE T,
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EERICTSAIUR— AU VO EHI U LTS IKE
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17110 7y P27 - U992 MERBFDEREIR
(1) e DRFICDONT
@ LAY 221yFHaEE DT

(27427 L—Y3a>rHA4 K Voll 213 LAV 2 ALy FgEE M REDHEICOVLT] 2B L TL
EEV,

(b)y L1V 256 EDHTF
[5.2.1 LAY 2Lt OHAE] 2L T ZE 0,
() TRILBRICKZREFHE LIS DiF
ToTVT T EORETHROD S, TRILERIC L SEEBILEEZRORITRLET,

K17-3 7vFU2T - UIUIY NEDOHFTHIRD 3 BH%hE

HIBR D & S 1EEE HIBRDAS

GSRP st A

(2) 73y afilfll7 L—AXSZEREDFERICDOWVWT
a2t FT, Ty TV T U DT Ty Va7 LV —LAREREEZTR—-— L TWAZ &
RPHERLTLIEE N,

AL F BRI R—FDBE, 77y a7 L —L2AEBEPSREELTH, MACT RLATF—
T )T ENEWD, BECEHE TICHE #H»A2ZENHDET,
3B) MIUITR—BITOTSYIadlffl 7L —LXEHREICDOVT

FNSYIR=PTT7 Iy a7 L—L02RET 25, BTHEELRD VLAN 2HEEL TS0,
VLAN OIEN 2 WIBEIE R A T 1 7 VLAN BEET 5 & & 721 Untagged 7L —20D7 5 v ¥ 2§l
TUV—L%EELET, COEE, 24T+ 7 VLANORZESLZITNE, 75 v ¥ 187 L —LI3EE
ENEA

(4) VLANOI I >&#ESA 7147 L—>3>aT7 > ROFEICDODVT

REBICTY SV T - VT NMIATHI Y T4 L= 3 AT Y RPRESN TR WVIRET,
—D2HOT YV VT NMIETAZIY T T —Yaryavy R (RIRT ENPOIT Y
R) ZFE LGS, $XTO VLAN =By T Y LET, £D7®, Ty IV T - VT 5
FEAWEARAY P ERBETSHEZIE, HOPULDRITRT IV 74 7L —2ayav Y REREL
THBLZERHERLET,

+ switchport backup flush-request

+ switchport backup interface

+ switchport backup mac-address-table update exclude-vlan

+ switchport backup mac-address-table update transmit
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17.2 a>71470L—33>

17.21 d>7«47L—>3>a7>R—
FvFIVU 7 I UF I DAY T4 =Y aravy F—EEROBITRLET,

xK17-4 2>7147L—>3a>av2R—E&

v RE A
switchport backup flush-request PIDBEABRIOTORLEIZ, EALAA Y FITHLTMACT FLA
transmit T=TNEIIVTTEBODT Ty aflifi7 L—LERET IHHE
ZLET,
switchport backup interface TSIV TV NDTIAT )R TEA VT R—-1 %

BEL, 7TV R-MIRELET. iz, BBV RLESE
HMzRESTHIELT, HBYORLZAMIITEET,

switchport backup mac-address-table | MAC 7 RLA7 v 75— F7 L—LADREBRICEESHRINET S
update exclude-vlan VLAN Z8E L £ 7,

switchport backup mac-address-table | 1D EZBLOT DR UKIZ, EALAA v FITRHLTMAC 7 RL A
update transmit F—TLEEHTHLHDOMACT FLAT v FF— b7 L—L%i%
BorHEZLET,

switchport-backup startup-active-port- EBEBEOT 77 + 7R — FEEHEOREEZAMIILET .
selection

17.2.2 7y I - )I>9 > NDEE

FTyTV T VT UE Y NOBREMEROKISRLET, 22T, CORZREICTY IV T7 - )&
¥ rNOBEFELFHHLET,

17-7 7y FPI>7 - UI2I > NORESH

4 N
EIRA Y FA LR A Y FB
.. EEEEEE .. EEEEEE
1/0/1 1/0/2
TSAIYR—+ o/ .. [ 1/ hoH )R-
\§ J

KREEBTIE, K—F1/0/1 27747 )R—-HM i%k L, A=+ 1/0/2 2o F I R-PMIRELFE
T F7z, HBUDRLOFSREZ 60 MICREL, 77 v aflffi7 L—LIEXETLHREICLET,
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(1 7y 7TI>T - UFUT > NDERE

EREDRT > M
K=+ 1/0/1 %754 <)KR=1F, K=+ 1/0/2%Hh>F)R-FELTHREL, BEHIORELD
RBEREZ OMICHELET, 77U T - UFVF Y NERET A0, FRICANI=ZV T
V) —ZELETAERESHVET, T/, 7Ty aklfliy L —L2RETHREL, TIATYR—
FTITOREPHDET,

[O7> RICKBEE]

1. (config)# spanning-tree disable
ANZy V) =& BIELET,

2. (config)}# interface gigabitethernet 1/0/1
(config-if)# switchport backup interface gigabitethernet 1/0/2 preemption-delay 60
R=bF1/0/1 A>T 47— ayE—RABTLED,
TIARIVR—MIBBR—F1/0/1 0T 7L =23 YE—RT, EAVFIR-PIITHR—
M 1/0/2 #BBELE T, £72, BBYDRLOFLERZ 60 MICRELE T,

3. (config-if)# switchport backup flush-request transmit
(config-if)# exit
7Ty a7 L —L xR ETARELT LET,

CESEIE]
o KHSREXERET HHIE, W—THBERDET, I/ UR—bELWEEEAVTUR—-bDA ¥

%7 2 — A% shutdown ICEET 2% ELT, L—7DHEELLZWVREBICLZ BT, BRELTLE
S,

o TIARUR— R2YVITITIUF—2a Y IIRETHEEICIE, R—bFyR AT Tz —2
CEHELTCLEE NV, UV ZT7 TS —2 a3 VICRESNTVAR— DAL —HF Ry b V%
T —RICIIRETETEHA,
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173 #AXL—>3 >

17.3.1 EROY> K-

TYTVry Y NOERIY Y F—EERORITRLET,

*®17-5 EROVYVR—E

IR A
show switchport-backup TSIV )F T NOERERRLET,
show switchport-backup statistics Ty T - )F T NOFEHEREFRRLET,
clear switchport-backup statistics TYTIT Uy NOFEHEREZHIRLE T,
set switchport-backup active TOT4THR—NEEETIIFEIC, HLLTIT1THR—MIk5
R—bzEELXT,
restart uplink-redundant TYTIVT VTN TUTILREESLET,
dump protocols uplink-redundant TSIV )F TN TERE T 7 ALANHTILET,

1732 7y 727 - VIUT > NREDRTR

T4V R— b BLOEH FYR— FORER, 7T v aflffi7 L —LDiEFR VLAN 2R R L&
j_o

17-8 show switchport-backup MEITHER

> show switchport-backup
Date 20XX/09/04 16:48:07 UTC
startup active port selection: primary only

Switchport Backup pairs Preemption  Flush
Primary Status Secondary Status Delay Rest VLAN Update
Port /1 Forwarding Port 0/24 Blocking - - 4094 -
Port 0/10 Down ChGr 4 Forwarding - - - 1
*Port 0/11 Down Port 0/15 Blocking - - 10 -
*Port 0/20 Down Port 0/21 Down - - 200 -
>

+ Status &R
BELTWAT 7T 1 7KR— M [Forwarding], A% > /¥4 K— hi& [Blocking] EFERENET,
1733 777414 7HR— NOFHEE
set switchport-backup active 3> KT, 77574 7R—+ 2EETEET,
ZO0aAZTY R, BELLZR— DAY UL R—bOBELZFEHELE T,
17-9 set switchport-backup active MEITHR

> set switchport-backup active port 0/1
Are you sure to change the forwarding port to specified port? (y/n): y
>
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L2 JL— T4

L2 V—7REsf%eElx, LA Vv 2%y NT—rTCIL—TREE2EHNL, L—7
DJER & 72 5K — N % inactive JRBEICT B 2 & T — S TEEX RIS T HREAE
T9,

COETIE, L2 V—BHAKEEDRT EBIEAEICOVWTHBALE I,
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18.1 &S
18.1.1 =

450

LAY 22y b T—=UT, 3y FT—FTRIL—TRESHEET DL, MAC T RLAZEDPRE LKL
Bz, BEICHBPEDP -0 LTEELBEFATELWREICADET, 20L& REZOEYT 2
feooTu kA& LT, A=Y —% Ring Protocol % EAH D 945, L2 L — THRAIKE,
—BENCENS T U P AN EEESETVAIT Y b T =7 TIIAEL, TRILZ L TWARWT 72 A%y
NI =7 TOL—TREZFIET HHETT

L2 L —7Hstkaels, BRBCL—TEEZBALIEES, MELZR— k% inactive IREBIZT B2 &
T, BREZSTWAHEFZSY NT—I06 0L, 2 N T =7 2K —TEESERLENVED
IZLEd,

N—TEEOEAISY — V2 RORITRLET,
X 18-1 IL—TEEOELR/INI—>

a7 Ry hI—4 ANRZ2 T YY) =13 ET)L—TEELL

1
b = [

N4 —
FouRFY FT— L2JL— J BT e T L — T L AT HE
(R -----: BREEG L =ER
=T OFEN

X 70y oikEE

L—TBED/INT — 6l
1LARKE C CEiRZ#EER LT, L-THEEPREL TV,
2.K%ME C KO MIOALERE E CRIFZEIEGR LT, L—THEEPREEL TV S,
3AREED LD FIORETHEREZBRER L T, L—-THEEPHEEL TV S,
4 THEBECEREBEERLC, A7y FT—TIlbkb L —TRENFEL TS,
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L2 V—THAEE, oL HEEBTORBRECMEBTORERZE, SESERBHTOL—T

EEZBRAMTEET,

18.1.2 #hfFftx

L2 V— TR TIE, I 747 —2a v TRELLER—F WER- I ELEFvyRLTL—)
Do L2ILV—THHEBEO L2F#H 7L —24 (L2 V=71 —24) 28N ELE T, L2 V-7
HHSREN B ZAR— N TCEFDO L2 L—TRHE T L —LZ2ZE LGS, L-TRELHKL, SELZRA—

(1)

(2)

N EZIEREETTAR— b & inactive JREEIC L T,

inactive IREEOR— ML, V—TBEORREZERBIGERA I~ RTactive lREEICLE I, £/, BHE
BIAEEEEHREL TBIHE, BEMIC active IRREICTZ £ 9,

L2 )L —THRAItEEED R — M ER

L2 V—THHIERECER T 5 — FOREF ZRORITRLE T,

& 18-1 KR— hiEhl

il

tae

ALAERAZEAR — b

V=T 2T 57200 L2 L—THM7 L —L%2%ELE
ER

N— FRERAE, B 0 7% FR L, Y#A— b % inactive
Reeic L9,

BALEE A — b

N—TZBHAT 570D L2 L—THHA7 L — LR ELE
ED

L — FREERARZ, ERATZ2FRLUE T, inactive TREEIC
TLEHEAS

AR — k
(2747 L—3 3 VEIRE)

L—TFEBHTA7-00 L2 L—F M7 L —L3EELEE
Ao

L—TREERMEL, ERAT 2/ 2FRLUE T, inactive IREEIC
TLEHEAS

AR AR — b

AHEDOHRNR— T, L—T2BHT E-0D L2 L —
THHIT L —LDFEERN—TEERNZ LEE A

Ty TY T R= b

L—T BT 57200 L2 L—TBM7 L —LEEELEE
Ao

L—TRERMEEL, BETR—NT, BETOR— MNEFIIC
WokBEE LET, HlZIE, BETH/BIEEHER-+T
HX, ERHu 7 %#FRL, EELA— b % inactive RE&IZ L
£9,

L2 V=T8T L — LADEER— MMZDWT

L2 V—7RHI 7 L — L3, BARAEHZER— N EBELEEAR— MCFIB L TV 59 RTO VLAN 25, &%
ELEEHEBTEBLET, AMEETEETEIRAT L —LHIREF> TV, Fhx8A 57 L —4
WBEEBLERA, 7L—LZRETELL >R — P VLAN TIE, L—TEREZBNTEAR AN E
To 2D, FEETEHHRAT L —LHE, WEFFITHE>THRELTLEZS W, FlliE, 27«7
L—>ar/A K Vol.l 3.10.1 L2 L—7#41] 28B LT ZE0,
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(3)

(4)

5)

L—TEENELSEER— % inactive JREEIZ T DR

L2 V=BT V—L%2%FLI5E, BEEPSREELL L2 L-THM7L—-L47T, »ORFKR—-1
ICERESNTWA VLAN ThNL, B4 VLANBETHOIL-TRBELRZLET, L2 V—THRM7 L —
LDZEICE>TN—TEELHETSHE, R—bTEICTLV—LOZEHREHIT Y MLET, TOENT
VI T L= a v TRELEZLLV-TRET L —L2EH WIHEIZ L) IGET &, g4R—1+%

inactive JRE&IC L £ 9,

29y TR TO L2 )L —THREENE

Bl—ZA% Y ZHORAVINAAL Y FRTEEENZ L2 V-7 L —L0%22EFELEETY, L2 L—7F
BHPEELET. AY Y VRO L2 L—THRH7 L —LDZFICXE L —BENICOWTIRDOIIZ
RLET,
X 18-2 X9V IEHEED L2 -7 L —ADRES(CLD I —T1&4
Yy
TRABERAL YF /i“y’??‘y?"xff‘yﬂ

RAYY
(VZ’;‘UM“J?— NI TITRALYF

(FLA) L2 —TBHM T L—A

BRAXYE—YDOFRRICDOVT

L—TREBMOERX v —V%2 EIHPOR—NTERL, FOERICEUR—NTL2 V-7

L—L%2ZFELTH, FiHOFRR,S 1 7EIGERAA v —Y2F R LERA. HIBRIOFERY S 1 FEHRE

BL, ZOBRL2L—THAT LV —L2RELLEE, VL-THRERHOERA v —Y2FRLET,

18.1.3 EFRHI

452

L2 V—THtsee 2 B L%y NI — Ul Z R LET,



(1)

(2)

(3)

18 L2 L—T140

18-3 L2 L—7iIkkae e @A LIy N7 — TR

a7y hI—4 ANRZ2 TV =13 ET)L—TEEHILL

=—map
fa——N,
TIORALRY kT—9 L2)L—Fiaantse < )L— JEZHNIE
(LB ----- ; 38384 L - B SDigsnitismzEA— ~
L—T D (3) #esmiiE —
X Oy yiREE 7‘y7’u v R—

RAE{SFAZER— b DB

L2 V— T RE T —IRIVICERE T 5K — MERITT . AEEC, D, ETRT LI, FflloR—
WWRELTHLZET, 1, 2, 30&5 L TMIflOBRBEFEICLLIL— 75“%&3’1[13[/&@“0

REDLEER— DB

V—TREOHRNREEZ BT 2701018, TEALTMIOBEBE TAKELZEESERIIOPEYT
o AEBCEAEBEEDLDICZERTERL TLABAIL, 20X REERTAEE CHlOR—-+%
inactive IREEICT 5 &, REEE DL —TERELEFELEZVIRTOWMEKTLAR Y T =T AOBEHEHN
TEGRLRVET, 20710, LV TREZAEREBEE TL2 L — TSR LEESE A E2HBELE
ED

B, T0Di5 , REE CHIOR— MIIIBHAEER— M 2RELTBEET, COREICEH-T, E
%@ﬁﬁiK %ET» f@ ERALETH, REBE CL2 L — RAEHEODREBR Y L ETL—F
BEZBMATEAWVWEZITIE, AEE C TL—TBEMHM (inactive IREEIZIZ RSB W) TEEF,

7y TIR—NDER

Fitxy b T —=JICBP > TVWAR— EZEZIT7THY VT =T ICEET AR N THRELE T, DK
FICE-T, 4.0&DHEBEFEL-28E, AEE C OFETLR— M2 inactive IREEICZ 5720, T7
I NI =T ANDOER TR TZET,
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18.1.4 L2 L—THIAERFKOER
(1) 70 R3JL VLAN % MAC VLAN TOEMEICDWNT

L2 V=77 L—L41F, ME7 +—~vv F® Untagged 7L —ALTY, 70 IR — P MAC K—
N TR A T4 7 VLAN & LTEES NS0, RIRTEMEZESE LB LTWA5A, EEMICD
BN —TRENEHTE VLB EINNH D ET,

« AT7AY NIV RIOR— 2T S IR-PELTHELTVS

« A7 ARy FT=ZRICAA T4 7 VLAN ZREL T

Z HE, Ty TV IR-—PELTHRELTVAAT 2y M T =7 HlOR— b EZBREEE R — MIEE
'9“6& N—THEEZBHTE &, BANLBERGZRITRLES,

@) N—TRADHIBRE % 28R
ROKIIRI R CARRER NO HUB Mz iR 2 &, BEMICD2L-THPRELET,

AEEE A X HUB HIOBIEERAZER— 5 L2 V—TBAT7 L —L%2%EL, a7 AL v FROT v
YU IR=bPEIEEELERA,. KEEBEBIEMAC RA—FTCRELL L2 VL—THH7 L —L0%2A4
F4 7 VLAN E LTESRELED ET B0, L2 L—TBHM7 L —L3a7 A1y FEANFHINETA.
ZOEE, L2 V—THH7 V—LI3FEB ANE>TI RV, V-TEEZHRNTEEE A

18-4 L —TRADHIRE 3 B8R

a7y kI—2 AT RAYF
VLAN 200 = VLAN 200

VLAN 200

V)  #AF 1 JVLANE LT

] LS5 ET B0, L2aL—
Q) ZBRRT L—Lthgah

0

MAC VLAN 200

A F 4 IVLAN 10

VLAN 200

MACR—

MAC VLAN 200
4 71 JVLAN 10

PRy R I— |
(B ---- B L - E RS —

IL—TDFEN Ty Ty R—
L2 —TRE T L—LA

(b) I—THRAITTRE S ERLG)

RKEBADIATAA Y FRIOR— b ZHBIAERER— MIRELLES, REEBEBIZIT7AA v FHOR—
NPOZELIZL2 V=77 L —24% MAC R— AT 270, KEB A TIL—-TERESBENTE
9,

454



18 L2 L—T 140

18-5 IL—IRAICIREHERY

a7y bI—2 ATFRAYF
VLAN 200 _EEEEE.’EE"' VLAN 200
VLAN 200 VLAN 200

a7 RA Y FRIOR— S AREEEA REEB S)  VLAN 200/ 507 L
NERMEER— ~(C R sl — L ASMACHR— R~
HE ST MACZR— b ) | F#IhD

MAC VLAN 200

45«4 JFVLAN 10 MAC VLAN 200

4T« JVLAN 10
HUB  |mmmmmmmmmmmmmmmm e e HUB

FoezRRY kI— |

(R -----: SREER L = [El#R TREEERAZEAR— b
L—TDORn REEER— b

L2 —TBEMT L—L4

(2) Tag ZHRERIFOEIEICDNT
WD KD BBEI, V—TEEZRAMLET,
o BEBEO Tag MR- P 56RE L7 Tag BBRSN/ L2 V=77 L—L0, v NT—UNT
FORY, BEETZELHE
o MEBT Tag BRESNL L2 V—THRET7 L —-L2BEBTZRE LGS

BEMMICBEBICHOERT LD %%y bT—7BRICT 25813, WRA— b ZEADERIA— MTHREL
T, V—T7HEEZEEEL TS0,

(3) L2 L—TIRABBEDEERIRIC DT

AEEERFHT 2551, E—3 v M7 —2AIC L2 b— 7Ry £ — ko IP8800/56700, IP8800/
S6300 &' (Ver.10.7 X VH) 2EBL-LE, 2OBBTCL—THHN 7L —L52ZETHETL—L%
BELETT, 700, TOXBZEURBTCL—TRESFEEL CLBHNTEEITA.

(4) inactive JREEIC L7T=7R— N ZEEIRY(C active JREEIC T 2 #EE (BHENEIBRLREE) (CDUWLT
AT 4w IZIY I 7TV =3y ECEHBEIRBEZFERET 2581, WOSITFERLTLLES Y,

o HRFEEAEE (Xy NT—IBROEE) §5551E, EETFrINTL-TICEEERET-FNE
RELTLEES Y, BEEREE - F2RELZVCEREEEZLZEHRIC)L— 2R LB, 34
Fy AINTN—TTCEHEEEREPEEL VB ZNDSH D ET,

¢ A—PMXTVI—arTERTIHEEEINBEELZEEL T2V, BELZWVWE, ERHEDS
b7z EIc & > TR EREE S R 2 REBICA2 D, EEREESEYEF v RV TL—T S8l T %
ZENBVET, COREBTL-TEBRMULIBE, XT3V T IL— T THEEIREESEEL &
WBENDPHD £,

EHEEIRSENSFEL VISR, L-TERZBEL-HE, EHI Y N activate TR— k% active
REIZLTL &N,
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18 L2 JL—T 14

(5) RYyIBTOEEIEHEICDOWVT

2%y 7R TIE, BEMEIEKKEE (inactive JREEIC L7z R — &2 BEIRYIC active IREEICT HHEEE) 2 3/7E
LTV, L—TEEOBAICE > TR— M inactive RED & XTI AT AL v F ATV ED S &,
FLOTRY AL v FOEET 5K— MM inactive REDEETT . COHFA, EHI Y R activate
TAR—b% active IREEICL TL 72 &0,

(6) Ry I & Ring Protocol DHAIZDWVT

A& v 7 1R Ring Protocol 2% 7258, Blocking KE&IC72 2R — b & L2 L —THHORRIC L
NWTLZE W,
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18 L2 L—T140

182 d>7«47L—>3>

18.21 d>7«47L—>3>av>R—8&
2IV—THoar 747 —a>yavy R—E2ROFBITRLET,

#®18-2 dA>7147L—>a>avrR—E&

JYvURE A

loop-detection L2 V—THEERE COR— MERIZREL LT,

loop-detection auto-restore-time | inactive JRE&IC L7 K— k& HEIIC active IREEIZT 5 F TORER % R BL
THRELET,

loop-detection enable L2 V— IR B MIC LET .

loop-detection hold-time inactive IREBICT B £ TO L2 L—THA 7 L — A ZERORRFRE 2 B
MTHEELET,

loop-detection interval-time L2 V=T 7 V—LOXEERREHRELE T,

loop-detection threshold AR— % inactive REIZT B ETO L2 V—THHAIT L —LZEREFREL
7,

18.2.2 L2 W—THHDRE

L2 V— 7R EZRET S FIELZRIRLE T, I T, ROMIIRTALEE C OFEFZRL &
@_0

F—k 1/0/1 BEP /02373y NT—Z EBELTVALD, Ty Ty - hERELET,
K= 1 1/0/3BET1/0/4 STEBLBHE LTV AL0, BIREHER— N 2RELET,

18-6 L2 L—TBADEEH

a7y hI—4 ANRZ2 TV =13 ET)L—TEEHILL

FHERRY FT—2 L2)L— TiREeE T IL— TEEHE

(AB) X Jovore  ODgmaemEr—r O 7oTusok—r
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18 L2 JL—TH4

(1) L2 W—1R50REDERE
REDRAL > N
L2 V—THEEED IV 7 4 L —a v T, EBLAETHREZEBNICTAHHREE, EBICL2 L—
TREZBHLZVWR—NE2RETIHENHDE T,
[O7> RICKBEEFE]

1. (config)#f Loop-detection enable
ARIEBT L2 V—THHBREEEHICLET,
2.(config)#f interface range gigabitethernet 1/0/1-2
(config—if-range)#f Loop—detection uplink-port
(config-if-range)# exit
R=b 10/ 1 BEFT1/02%27y SV IR-MIRELET, TORTEICE-T, K=+ 1/0/1 8
K 1/072 TL2 V—TRHI 7 L — L% Z(E LI2GE, BELR— MO LU TGEEITOR— MERIIC
WE-7-BEE LET,
3.(config)# interface range gigabitethernet 1/0/3-4
(config-if-range)# loop-detection send-inact-port
(config—if-range)# exit

K— 1 1/0/3BLV1/0/4 #BABEEHER - MNIRELET. COREICE->T, K—F1/0/3B
FO1/0/4 T2 V=BT L—L%ZEEL, £, AF— P TL—TEERMBL, AR—-+%
inactive JRE&IZ L £ 9,

(2) L2 V-7 —LDXERERDEETE

BREDRT > N
L2AL—THH 7L —LADBEKEEL— 2B 7LV —L3EELERA, 7L —LRREETER
Mol R—b VLAN T, L—TREZBNTELLEDET, L2 VL—THH7 L —L0BKEE
L— 1 %2B25581F EZEHEEEZECRELRREGEL - MINEREHICTHIRESHD FT,

[O7 > RICKBEEE]

1. (config)# loop-detection interval-time 60
L2 V=7 L —L0%EREZ 60 DICKRELE T,

(3) inactive IRREIC T BRIF DT
EREDRT > N
BWEIR, 1EOL—FEEOHHT inactive JREICLE T, COBE, WHE (1E) oFEERT

EFE9, LorL, BEEIKZIL—7Tinactive IREEIC L7- < 2 WiE&IZIE, inactive IREEICT B ETOD
L2LV—=TBHT7 L — LR ERERETEET,

[Ov7 > RICKBEEE]
1. (config)# loop-detection threshold 100
L2 V=77 L —24% 100 B%Z(ET 5 I & Tinactive IREICT B LD ICRELE T,
2.(config)# loop-detection hold-time 60
WRIL—THBHT7 L —L2BBICZELTIPOOZERE 60 BEFITAHLIICHKRELE T,
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(4) BoEBRBEORE

[EREDRAT > K]
inactive JREEIC L7= R — b 2 HEIHIIC active REBIC L2 WIBSICHEL T,

[O7> RICKBETE]

1. (config)# loop-detection auto-restore-time 300
300 ##&12, inactive JREEIC L7z — ~ 2 HEIMIC active IREBICRIREEZ LE T,

18 L2 L—T140
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18 L2 L—T140

18.3 AXL—>3 2

18.3.1 EROVY>YKR—E

L2 V—THHIOER I~ F—EEZRORITRLET,

x18-3 ERAIVYR-E

YU RE A
show loop-detection L2 V—7RBAERER R LET.
show loop-detection statistics L2 V—THEHOMEHERERRLE T,
show loop-detection logging L2 V—THHou JiEHEFRRLUET,
clear loop-detection statistics L2 V—THRIOMEHEHREZ 7 ) 7 LET,
clear loop-detection logging L2 V—7BHou ERz 2707 LET,
restart loop-detection LR2V—TBHTa s LxHE#HLET,
dump protocols loop-detection L2 V=TI DY > T1E#RE T 7 A NAHITLET,

18.3.2 L2 JL—IKAEDHEER
show loop-detection 2< > RT L2 L—7HHIOHKRE L ERAREEZHERTZ £,

L2 V—TBHI7 L —LDREEL— MPRAKEZBAT, 7V —LE2EBETELVR—- PV EHEET
%9, VLAN Port Counts ® Configuration #¥ Capacity 82 TW i WIFHIEHEDL D £H A

JL—TREEIC L -5 T inactive JREE & 72 5 T\ % KR — M Port Information @ Status CHEERTE £,

18-7 L2 L —7RADER

> show loop-detection
Date 20XX/04/21 12:10:10 UTC

Interval Time 110
Qutput Rate :30pps
Threshold 1

Hold Time rinfinity

Auto Restore Time -
VLAN Port Counts

Configuration 1103 Capacity :300
Port Information
Port Status Type DetectCnt RestoringTimer SourcePort Vlan
1/0/1  Up send-inact 0 - -
1/0/2  Down send-inact 0 - -
1/0/3  Up send 0 - -
1/0/4 Up exception 0 - -
1/0/5 Down(loop) send-inact 1 - CH:32(U) 100
CH:1 Up trap 0 - -
CH:32 Up uplink - - 1/0/5 100
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AN=ALd>psO-=)L
AR=LaY A= NVETTYT 4 Y ITRRT L —LFHOEZHIRT 25

HETTd, COBETIE, A=A PO — )LORBHEBIEAEICOVTEHAL
F9,

461



19 XAb—Ld>kO-L

19.1 fFEH
19.1.1 AM—AO>bO-)IDOEPE

LAY 23y bT—2TlE, 2y NI—ZRAICL—FBEETSE, 70— FFv AN T L —LKERR
Ay FEITERBRICHFRINT, 2y VTV BLUERSN-RSBICEERERZHII2ZEICEDE
To COEIEBRIITU—FFHY A MAM—=LEMEIN, LAY 25y VT=ITIEBTRTNIEES
ZOWEETT. YLFF vy A N7 L—LPRBERICHRSNEVILFF Y XA MAN—L4, 2=2F ¥ X7
U—LDEFRICTFREINDEII_F Yy A MAM—L3LET2RESHDET,

2y M T = BEIOER SN BEBADOHELZIMNZI D120, ALY FTTITIT 4 Y ITWNRT L — Lk
OEZHIBTAEENS A —LT b —ILTT,

BEBTIE, 1=V MUY T2 AT LICHFRTHZEL - NERETE, 2OZEBEL—MNEBA
TI9TAVITHRIV—LZRELET, HFETHREL— ML, Ju—FF¥ AT L -4, TILF
FYAPTLU—L, IZF Y AP T L—LO3BEO 7L —LTHEIIBELET,

51, AP—LEBHLEBEDOT Va2 E LT, TOKR—FE2AELLD, FF714X— 1O SNMP
WHIZEELRED, EBRAYyE—V2HANLEDTEET,

Ab—Larbu—LOERHIZY RIZHDETHEA,

19.1.2 A BM—AO> NO—)L{EAEDFEEIE

(1)

(2)

(3)

462

AN—ALBHEICKBZ 773> DETETL— LFREEDK

A b—LBHRBICETT A7 a i, BELLZEL— M2 I WBEIZELL 7L —280588 L7
BEICEELET, —HT, BRBITON—ANZEOHEZNZ 5720, FEITHZEL— b N2B2/5
BEDTUV—LERZ, FVBEVWEBTTVWET, 20720, 1| BRI ZWERBON—2 N ZEI/FKET
L, FRTHZEL— M 2BBLTILV—LDEENPRELTYH, 7723 VE2ETLAVWIENHDE
ED

AN —ADRHEBEEDOKRE

AEEIL, | MEICZELLET VL8P, 22747 —Ya Y TRELLEZEV - M EBATEEIL,
AL—LPRELZEHELET. AP—LDPRELLHE, | BERICZE LT V—L8PZEL—
TOREED 30 RN/ & &I, AP —LPEELEHELE T,

AN —LFERICR—- N 2HETIERIE, FOR—PFTIETIV—L2ZELELL3H, A =240
BULMHTERLRDET, A M—LFERBIIR-MN2HELLBER, Xy VT —J7EREBR EORE
BEIFHOFETA N —LDEE L E2HER LTS,

I-F+vANTL—LDEW

KREBTIE, IZF v A PR F—L0BHE, 7L —LDBERTHETIL—LPRZDET, Z=2F v A b
A b—LOBHIR, FETAZEL—FE2RELLER—FTZETEHIIRTOLI=F v A7 L—L 2R
ELTIVWET, —AT, 7L—L0DFEZEIL, MACT7 RLAT—7IZ5EHR MAC 7 RLADEFEINT
WEWEBDICT T T4 v T ENBIZF Y AP T L—LFFERNRELTHY Y ML, 2OT7 L—L8D
ZEV—-MEBILZEZITVET,



19 XAb—4Ld>~O-L

(4) 71 IVIERBDOR ~—LKRH

T4 VY EEEZA N —LBEPERBICHRET S L, ARPFSINZETOTL—02ED, FDZELD7
V—LZ2RETHIEDPHDET,

(5) HEERFERROR b—AKE

THERERR E X b — LBV RERICRET 2 &, KRPYSN2ETOTL—L28D, LDZIDT
V—LZ2RRTHIENDHDET,
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19 XAb—4Ld>~O-L

19.2 d>7«147L—>3a>

19.21 d>7«47L—>3>av > R—8
Ab—=La>bO—LOaAr T4 L—Y3ra7y F—E2ROFBIRLET,

£19-1 A>7147L—>3a>avR—E&

v RE SHEA

storm-control Ab=LAY P O—LVOHFBTHZEL—F2RELET. /2, Ab—L22BHLIZGEEDE
E%B|ETEET,

19.2.2 XA M—A> NO—ILDEEE

e 7O0—-RF+ZXNTL—LDINH

TO—RFy A MZAM—LZHILETHZDICE, A1 —TXY M VY T2 —ATRBEEHFRT S 70—

REr AT L—LDFEL—b2RELET. 7TH—FF+ A M7 L —AIKIE, ARP ST Y 2 858

BIIDBEZTL—LLEENHDT, ZEL—MIBEEERTA 7L —L2ZEL TRIBOH SEZ

BRELET,

s YIFF+ANTL—LDHNH]

YLFFr A PR N—LZBLLET B0, 1 =2y MUY T z—ATRELZHFETHVILTF

FY AR TIL—LDZEL—FZ2HRELETT, WILFFT AT L—L4ITIE, IPvA<TILFF v X IS

ry R, IPV6 T ILFF ¥ A 887w b, OSPF /Sy bz EOHIBSr v M e EBEICHER 7 L —

LYHLEENHOT, ZREL—MNIIIEEFEHRT S T7 L —L2ZB L (RBOHHEEZRELE T,

o A=F+ XA NZ M—LDOHN

I=2F v AMA N —LZ[FLIET 272012, A =YXy M VI T2 —ATRBEEHFARTHAL=F+ X

FIL—LOFEL— 1 2RELET. TEL—MULBEBEFERIT A 7L —LE2ZFELTERBOH S

BEEHRELET,

mB, AEBTIE, I2FH AT L—L0BHICIE, FETHILI_FAr AN T L —LHEZFRALE

I, PR TICEET ST L -4, MACT RLATF—7VIZ5E% MAC 7 RLAAERS N TWL

BWZDIZT Sy T4 v T ENBIZF v AT V=L IR TT, BICA N —LEHEEOEE

IZR— MOFEZIEET 243, BEERATS 7L —LTAN—LoBHELRSRWVWED, ZFEL—

KT ARBOHHEEHEL TS,

o A M—LBHEEOEE

AN —LEBE LIz ZOREBOMELHRELE T K— MOHE, 7541 ~X— o SNMP EBHOD

EE, BRAAYE—YOHNE, K- EIHAEDE GERTEET,

« R— MNDOFZE
Ab—LEZBHLIZEE, FOR— % inactive REEICLET, A b—LPEELLHE, BUF
DR— % active FREEICHE T I21E, activate I~ REZHEALE T,

o 54 R— D SNMP BHIDEE
AN—LEZBHLEEEBLURA N—L0RIEEZBEH L&, T4 X~ kD SNMP &A% %(EF
LET,

e EAXvE—YDOHN
Ar—LEBHLZEEBLUORAN—L00REZHEHE L, BRAAYE—-—YVE2HALTEAL
g9, 2L, R— M OMEROA Yy —J3NnTHALET,
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[BREDRA > K]
BECEDA Y T2—AFA =V AV M U F T2 —XTT,
AN—LDFELEE, K- 2HELET,

[OY > RICKBERE]
1. (config)# interface gigabitethernet 1/0/10

(config-if)#f storm-control broadcast level pps 50

TO—RFv AT L—LOFETHZFEL— M 50pps ICHREL LT,
2.(config-if)# storm-control multicast level pps 500

YLFFXARNTL—LOFFET HFEL— % 500pps ICRELE T,
3. (config-if)# storm-control unicast level pps 1000

AZF v AMTV—LOHFETHRMFEL— b% 1000pps ICHEL £,
4. (config-if)# storm-control action inactivate

A b—=LzBEH L& &I, A—b% inactive REBICLE T,

19 XAb—4Ld>~O-L
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F7R vy NI—TJDEE

(o] — — ~ \\
m—IZ—1)27
R—PIT-V VTR, EREIL 7L LD —ZELMEL— A

HEETAEETT . COETIE, A—FIT7—V Y TORBHRLBEREIIOL
THHEALE T,
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20 R—h25-U27

20.1 fi#sR
20.1.1 K—hIS5—USTOHE

R=FIT=Y 2T, BELIYER- N TERET A7 L2038 —%, IBELLYER— bEEF
TAHEETT, 7L—L%2a—-F52%2IT7—U2F, a¥—-ENkTIL—2DERZIT—=)2T7T
L—LAEMUET, COMEZFIALT, 35UV I T L =027 F 54 RETRETAHIEICES
T, NIT7 4y T DERPBITEITAET,

FEITLV—LBIPEETILV—LIINTEIT—Y VTOFNFNOEEZIROKIRLE T,

20-1 BEI7L—LDIXZ-U>2T

o ERRO R/ Ty b

[ ] [3] [4] 5 | 6

BARS

20-2 EEIL—LDIS-U2T

<

KRR H/ Ty b

o

(¢=35))

INHDORTRTEBD, bIT74 v 7 2ERTIZMER-FZ2EZI—R—NEWY, 37—V 77
L—LDREERELHIYER - I 2IFT—R—NEFUET,

20.1.2 R—bIX5-1D 2T OEFLH
(1) EAEHE

(2)

468

REBOR-—IIT—UTR, VN IT4 v I R2ERT AR 2E_Y—KR—-PELTHRELET, &
2, 35U VT T L —LDEELER— b2 IT—KR—brELTHEELET, IT—F—HMZ, 35—V
TEHHAOR—MIZDET,

5B, 37—V T T7VL—=24I%, TTL (IPv4) E/ldAy 7Y Iy b (IPv6) 2EELEZVTEEFLET,
F/z, IT-A-PTREBLETLV—LITEELET,

EZ9—tviar

EZH—R— b EIT—H— FOHABDEZEZI -y Ya v EMUET., E=¥—t v a3y T,
EoY—NET V-4, E=ZF—R—b, I5-FR—- I 2EETEET, TV —NRTL—L1F, ZE7
L—24, E#E7VL—4, ELREEZETL—L03BEIPSENIPERINLET,



(3)

(4)

5)

20 R—hr2X35-U2T

REEBTIE, BRUOSDODE=Y -ty a v E2RETEET, EZETV—LFLFIEEIL—LE3IT—
YT BREZY—t v a id—oF T, ZE I L L5235 TR EY—Y v a VIIEAN
OBRETCEET, BFETL—LEHIEIEETIL—L%2IT7—) TR, E56r—2F T2 HEA
TEEd,

BEEZH -ty arTlE, T2V —FR— b e 3IT—FR—1(%2 [EX—] TRETEET., 2595&, #
BOE_Y —FR—IrTREZELLT7IL—L0I—%2—D2D3ITFT—FKR— I REETEET,

Fio, B2 —F—rEIT—R-1MI, HECOFENIPELZZEETHIT—IV I TEET, —O0D
Ty -ty arTEY—R— N 2EBIEET AEEICE, BECERENPELZ STy —KR—}+T
LREIBHICIEETCE X T, 2750, 39—V 7710 =413, 35—FR—bOEKEEEUTTRET 520,
IT-Y YT T VLV—LDENI TR NOHEEBIAE, 3TV VT T V—LERBETHIENHY
9,

EZ9I9—R—b

Fo —AR— ML, RIRIT A= NS =Ry M VY T2 —ARBETEET, T —KR—1
WKHEELTY, R—F A Uy 72— AOEKEEICKH T 2ERIZH D FH A

¢ IS5—FR—PELTHELLA—

c EAPDEZN -y TarODEY—F— MNIEESNE—

¢ XAV RAYBPR—b

35UV ITTL—LEREELIEVWR— 2 IFT—FKR—-MIHRELET, I5—FR—IMIF3I5—VY L IH
FHOR—FTT, 3T7—FR— P TORMEEICTOVTIRISRLET,

o VLAN BB IO LAY 3BERELHEHTEEEA, 2D, VLANBEZFIIRET B A2
27/ ) —, Ring Protocol, IGMP snooping/MLD snooping 7% & D#EEES, LA v 3 B{EHEEE % HiiE
&9 % SNMP, DHCP %z K OMRED [FRHTE ZH A,

e IT—FR—MIHET7V—-LERETAIRELRET AL, IT—AK—PIWEIFT-YIITTIL—L0D
E3NIC, BELEEOHIE 7 L—L2XELET,

o IT—KR—PMIEEBETANIZERETSHE, 3TV VT TL—LLTAINIONRELRDET, &
DD, 74 VY TREZBREITHIET, R—MRANTIT—I) U TFTHEE, 35-) 2T T —
LDPORELR T L =L ZEETEET,

° QoS OREFHIEE, IT—KR—PFTLEMELET ., 2D, IT—UVITTV—LPEESINT, 3
T—R=IDPEREEINENWTEDSHVET, sEMIE, [4 ZEHWE] 2SBL T 2S00,

s TSN YU DT TSI IR=FELTERAL, AY N R—FDREOR— I
WMLTIT—R— b Z2HRELLBEEICL, 35—V VTTL—LI3REEESNET,

FETL—LDODIS—) 2T

EoH BRI L —LE L TRFETL— LA RET L— L EET AL, FETL—LEIT—)

TTEET, CDEX, T2 —KR— b TRETHAIRTDIL—LY, 3TV ITONREZDET,

FDIz®, FEZY —R—PHRELLZET 4 LY, QoS DHEFEMR, /-3 A—La 2 ba—Lit&-
TEZY R CTHEEEZ ST L—L0E, FRIILETAN ISV ITORRERDET, 2701,
TL—LEZELEZIIA— TRV MUY T2 —ATIS—TL—LELTEEL-T7L -4, 32
=V YT LERTA.
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20 R—h25—-U27

6) EEIL—LDODIZ—D)>T
EoY—RNRIV—LELTEZEIV—LFLIEEETI LV —LE2BETSHE, EETIL—L23IT—)
TTCEET, IT—V VMR TV —LBIOEESEOFEIIROEB D TT,
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21 sFlow #st (7O—#sh) #Eee

taE Z{S/V7 v M sFlow #EEHER RIS/ V7 v M sFlow FETHR
QoS #eE (ZEMH) | ERENRTLNESNS BEEEL R LIV & L 7p K]
QoS #eE (EER)  ERMRTHLNESNS BEEENI R T b IV S h B ¥]
B%E RS PES L
B% IRESNZ L NEEhZ»
R TY—=R=Z)— | N3 %2 IR X 2 2

TA4 T

1

sFlow 784 v FORWEIL, REBICA S TELBEO/ry NABPINESNET,

%2

WOBRMIERY ¥ —R=2)N—F ¢ Y ZIC X BFHEOREBIBRTIE L, b—F ¢ 7 7a banifg-7-h
WEDRIEEME LD ET,

=S BDT x—<v FD> B, nexthop B & dst_mask

=T ABOT =7y FDS B, dst_peer_as B LU dst_as
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21

sFlow 5t (7O—#:5t) #ae

212 A>7«147L—>3a>

21

21 A 747L—3>av > R—88

sFlow gt T 52074 7L —Y 3 0avy F—E2ROFXIRLET,

F®21-17 2A>7«47L—Y3>IvVR—E

OV R

A

sflow destination

sFlow /7y FDSEHRTHHIALZIDIP 7 FLAZEELZ T,

sflow extended-information-type

70—H PV OEIRT — Y EROREEREEEL 7,

sflow forward egress

BELLER—F DRENT 71 v 7% sFlow HetOEBERMRICLET,

sflow forward ingress

BELIER—FNDRENT 7 1 v 7% sFlow METOERNRICLET,

sflow max-header-size

EAT—HR (sflow packet-information-type a2< > RZ£MR) 12~y &
BEFEALTWAIEE, Y27V y bOXEDP S IE—SNIBAT A
REHFELET

sflow max-packet-size

sFlow 787 v hDY A RZEELE T,

sflow packet-information-type

Ta—H YT NVOEATF -V ERZEELET,

sflow polling-interval

HYEIY TN EIL T NEET HRREEELE T,

sflow sample

EELAICERT 2T YV EREEELE T,

sflow source

sFlow /87w hDREETL (T—Yz v b)) IKREEINDIP T RLAZRIEE
LT,

sflow url-port-add

R T — 2B T URL Bz R 53/ E1C, HTTP /Y v h&Hlid %
R— b ES% 80 LIMTBIEEL 7,

sflow version

PEET D sFlow 87y hON—V a3 VEHRELET,

21.2.2 sFlow st OEARN LR ERTE

(1)
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EREDRT > K]
sFlow #gtoa> 74 7L — 3
DZOPNETY, T TIER—

VIREBLA TR AREL, ERIGERT 2R - b EIEET 2FE
F1/0/4 1R LTA-TL ATy b 2EZY T HHREEZRLET



21 sFlow #i5t (7O—#5t) #aE

21-7 R—K1/0/4 DZHEINT Y N ETZI T BREH
aLs 4

IP7FLX 192.1.1.12

ARE H— k:1/0/4
® PR
J—43 - R4 YF)

[ ] [ ] [ ]

R—k:1/0/1 R—~:1/0/2 R— ~:1/0/3

|

(RL51)
—100MA —H Ry R

: sFlow/ N4y FDFEN

70— Uy k) DR

[O7> RICKBEE]
1. (config)lt sflow destination 192,1,1.12
JLZZELTIP7RLA192.1.1.12 2% ELE T,
2. (config)if sflow sample 512
5128y hZEIZM T T4 w7 H2EZY LET,
3.(config)# interface gigabitethernet 1/0/4
K=+ 1/0/4DA—H 3y M YFT2—=RAY T4 L= a v E—RIIBITLET,
4. (config-if)# sflow forward ingress
K=~ 1/0/4 DZAE/37 v Mzt LT sFlow MEHEEEEBDICLE T,
CESEIR]
sflow sample 2~ > R TRET 2 > 7V YV TRIRICOWVWTIE, 1 0¥ 71— ADOEKEHEEZZE L

THROBZUNESHDET, 35, [a>74 7L —YaryavryRL 77y Voll sflow
sample] 2L T ZE W,
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21 sFlow kst (70—#%k5h) #ae

(2) ZEENTY NEEZITBHE
EREDRA > N
sFlow #attaE%E, ZE/X7 Y bERLBEE/ Ty FOESLIINHLTEMICTENIE, (0¥ 7 x—
AV T4 T — 3 ryE— NTHRET S & EIC sflow forward ingress 2+ > N 7-13 sflow

forward egress AV RO EBLEIEETHPICL>TREDE T, TTTEAFA—F 1/0/2 »5HT
TNy bR YT HREERLET,

21-8 KR—N 1/0/2 DEE/NT v NEEZI T BHEH

aLs 4

0 5

IP7 FLR 192.1.1.12

[ A—k:1/0/4
REE
gk E
UL—% « 1 v F)

R—k:1/0/2

[ ]
R—~:1/0/1

1
L R—k:1/0/3

/
E
!

(RLB1)
— 100N —H Ry k

: sFlow/ N4y FDFEN

70— U7y k) DOfFEn

[O37 > RICKBFRE]
1. (config)ff sflow destination 192.1.1.12
ALZZELTIP7RLA1921.112 #FE LT,
2. (config)#f sflow sample 512
5127y hTEICM T4 v I 2EZS LET,
3.(config)ff interface gigabitethernet 1/0/2
A=t 102D =YXy "M V¥ T2—RAV T4 L —ayE—RIIBITLET,
4. (config-if)ff sflow forward egress
A=~ 1/0/2 DEFE/7 v M LT sFlow MEHEREERBDICLE T,
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21 sFlow st (7O—kEH) #Hae

21.2.3 sFlow s> 71 7L —2 3 VNS A= DFREH
(1) MTU & sFlow /Sy k1 XD
EREDRA > M

sFlow /%7 v M T 7 # )L b Tl& 1400byte LROH A XA CA LI FICEFEENET, ILTFAD
D MTU EASKZ WIGR, FICEICAET S ETIL VIR L THRISEFTEET, 22
TlZ MTU £2° 8000byte DEFRE I L 7 ¥ BEP > TVWAHRELZELALE T,

21-9 L 79M%fE%Z MTU=8000byte (CEXET 35

aLs 4

o]
IP7 FLX 192.1.1.12

MTU& 8000byte

AEE H— b :1/0/4

i RE
=% - X4 vF)

(A1)
— 100 — 5y k

s sFlow/ S5y FDEN

70— Ny k) OfFh

[OY > RICKBERE]

1. (config)lf sflow destination 192,1.1,12
aL7H%ELTIP7ZRLAL192.1. 112 2% ELE T,
2. (config)# sflow sample 512
51227y &N T T4 v I REZY LET,
3.(config)t sflow max-packet-size 8000
sflow /87 v M4 A XD &\ AfE % 8000byte ICFHEL 9,
4. (config)f interface gigabitethernet 1/0/4
RK—=1 1/0/4DA =02y M VF T2 —=RAY T4 T L= 3 VE—RIIBITLET,
5.(config-if)# sflow forward ingress

R—+ 1/0/4 DZE)8% v MKt LT sFlow fREtHERERBIC L £ 9,
(2) WELEWBRERS
EREDRT > N

sFlow /¥y hOBRIZT> 74 L= a3 VEBELEWEIRTNET H2EMICE>TVRET,
UL, REZBHRIDZEAIC, ZOBREZNSTWHEEL2T AL TCCPUHAREZRIFSZ &N
T&EET, SITRHIPT7 RLABRILIDPDERIGESEOREXTLBLET,
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21 sFlow st (70O—#k5h) #ae

[O7 > RICKBERE]
1. (config)ff sflow destination 192.1.1.12
JLIHZELTIP7RLA192.1.1.12 2% ELET,
2. (config)#f sflow sample 512
5128y bZEICM T T4 w7 2EZY LET,
3.(config)#f sflow packet-information-type ip
70—H Y IVOERT—-FERICIPERERELE T,
4. (config)lf sflow extended-information-type router
=Y INVOIRT -SRI [V—¥F] 2RELET L—YBEHRLZIPEUETEET),
5. (config)# interface gigabitethernet 1/0/4
R=F 1/0/ 4D =Y 2y b VF T2 —RAV T4 T L =23 VE—FIIBITLET,
6.(config-if)# sflow forward ingress
R—» 1/0/4 DZAE/3 v MU T sFlow #EHEREEZ BT LE 75

(3) sFlow /Ny hODI— NP7 RLAZEE(ET D

EREDRA > M
— &7z 2L 7 %L, sFlow /87y MIEENHIT—TV 2 NP7 RLADEZEICL TR—DERE
PESIPEHWILTCVET, ZOEHA,S, sflow source 27> K% interface loopback 2v > KT
I—YxzYhFIPT7RLAZRELTVZVES, VI YAITEEEBEN BV TS LD ICHERS
NEBENFHDET, BRENICEREZESBEEI—Yz NPT RLURZEELLTLZE W,
ZZTix loopback ICEIVETHENKZIP T RLAR IV M IP 7 RVAELTHIAEL, Lo ¥
HHREERLET,

[O7 > RICKBERE]
1. (config)# interface loopback 0

N=TNy A4 YHT2—=AAV T4 L= ayE—RICBTLET,
2. (config-if)# ip address 176.1.1, 11

N—=TNy 74257 2—ZIZIPvARHELT176.1.1.11 2FHELE T,
3.(config-if)# ipv6 address 3ffe:100::1

(config-if)# exit

=Ny A% 72— IPv6 A& LT 3ffe:100:1 2F/ELE 9,
4. (config)ft sflow destination 192.1.1,12

L 7HELTIP 7 RLA192.1. 112 28%EL £ 7,
5. (config)ff sflow sample 512

5127y NZEIZN T T4 v I REZYLET,
6.(config)lf interface gigabitethernet 1/0/4

R=F1/0/4DA —=FF Y M VFT2—RAV T4 L= arE—RIIBITLET,
7. (config-if){f sflow forward ingress

R—1 1/0/4 DZAF/3 v ML T sFlow MEHEREZBICLE T,
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21 sFlow st (7O—#kEh) #AaE

CESEIE]
loopback @ IP 7 L 2 & 5 1541%, sflow source A< RTHRETAMBEIHDEFA. L,
sflow source A¥ Y RTIP 7 RLABIEESN TS EZFDIP 7 RLADEESNET,
(4) O—Alzxy NT—T7KRIETO URL [BERINE
EXEDRAT > N]
ARIEE T sFlow #EHT URL1E#H (HTTP /847 v b)) 2INET 258, BAEOR—bESE LT8O

BEFALTWABELT 7L MIE>TWET, LML, d—Hlitxy NT—TTIER—+ES

PWREZHGEVHVET. U—Hlty FT—JERBETHTTP /87 v FOFR— FESE LT 8080 &
ZHALTWSBEOREZRLET,

[O7 > RICKBERE]

1. (config)# sflow destination 192,1,1.12
ALZZELTIP7RLA1921.112 #FE LT,
2. (config)if sflow sample 512
5127w bW TI T4 v 72T LET,
3. (config)# sflow url-port-add 8080

35— 5 R T URL B8 2 (IS 538412, HTTP /Sy v b LHBid 5564 — %5 8080 238
MTRELET,

4. (config)# interface gigabitethernet 1/0/4
R—F1/0/4DA —HF Y " VFT2—ARAL T4 L — a3V EF—RIIBTLET.
5.(config-if)# sflow forward ingress
R—bt 1/0/4 O=ZE/3 v MZxt LT sFlow feH&eEZ BZIIC L E T,
CEE=I1E]

FINTGRA = #RFELIKRTYH, HTTP ¥y bORRE L THER— M ES 80 FIZATI .
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21 sFlow st (70O—#fk5h) #ae

21.3 AXRL—>3 >

21.3.1 EHIVY>RKR—E
sFlow st ClERT 2 EH I~ F—E2RORIIRNLE T,

%21-18 EFIOVYR—E

v RE

S&II

]

show sflow sFlow #EMEREIC DWW T ORESRMF LBERNER R L E T,

clear sflow statistics sFlow Mt TEHE L T A MEHEHRZ 7V T LE T,

restart sflow Ju—E e S LA EEHLET,
dump sflow Tu—#Et7a S ANTIREL TWA TNy 7EHRE27 7 A LHALE T,

21.3.2 L 79 ENDBIEDHE:R

AIEE T sFlow MEMHREEZREL TI LV FITAET 256, RO EEZMHRLTIZS W,

(1) 3L 79 E&EDERETHER

ping v REILZFDIP 7 RLRAZRIEELTETL, RRBELPSIL I ZICH LT IPEENTES
CERMRLTLES VL, BEFTELVEER, [N Ty a—F 12 7H1 R 2BRLTIES L,

(2) sFlow /N7y NESHESR
IV ZREITsFlow 87 v bEZFELTWAZEXHERLTLZE W,

FELTOVEVEEOWEIE, MLy a—F4 0 7HAR] #8BLTLFEE N,

21 3 3 SF[OW ‘f‘ bn-l-*ﬁ% JEHEFIO)EE:VL.\
ALEE T sFlow MEtHeEZ EH L2356, ERATOERENBICIROLDOPH D £7,

(1) sFlow /¥4 v NEEH OISR

show sflow 2¥ > F%2%EfTL T sFlow fatHEHR=F R L, sFlow MatH#sET Dropped sFlow samples
(BZELTW3%7 v h) % Overflow Time of sFlow Queue (EZ/S7 v MERE) ZEERL T ES
Vo EESPOENSEINT A&, BINLaWwd ) Y JHERERTE L TS0,

21-10 show sflow Ov > ROEITHRR

> show sflow
Date 20XX/12/13 14:10:32 UTC
sFlow service status: enable
Progress time from sFlow statistics cleared: 16:00:05
sFlow agent data :
sFlow service version : 4
CounterSample interval rate: 60 seconds
Default configured rate: 1 per 2048 packets
Default actual rate : 1 per 2048 packets
Configured sFlow ingress ports : 0/2-4
Configured sFlow egress ports -
Received sFlow samples : 37269 Dropped sFlow samples : 2093
Exported sFlow samples : 37269 Couldn’t export sFlow samples : 0
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(2)

21 sFlow st (7O—#ksh) #ARe

Overflow time of sFlow queue: 12 seconds e
sFlow collector data :

Collector IP address: 192.168.4.199 UDP:6343 Source IP address: 130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0

Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets:

Send CounterSample UDP packets: 621 Send failed packets: 0

L.EEFE Sy NEEISEML TWAES, 7))V JRROBEZREL T2,

CPU {ERZ DR

show cpu 2~ > F2%EfTL T CPUMARZFRL, BEZHERAL TLEZEV, CPUMEARIEVES
&, 3> 74 7Vb—Ya3>ravwy R sflow sample TH > 7))V JHIRBEEZRE L TLZE 0,

21-11 show cpu I7 > ROETHR

>show cpu minutes

Date 20XX/12/13 14:15:37 UTC

%%k minute skkx

date time cpu average
Dec 13 14:42:00-14:42:59 6

Dec 13 14:43:00-14:43:59 20

Dec 13 15:41:00-15:41:59 10 -1

l.CPU RN EL 2> TWAIEE, Yo7 Vv HEOHREZREL TSN,

21.3.4 sFlow st > ) > 7 REROARESE

(1)

AAEEE T sFlow MEMBRERER L8, 527 VHROBESEL LTROLOIHD £,
Ci#REREH SHEET D

sFlow fEtHEEEX BEIIC L TV 542K — b O pps % show interfaces 2~ > N THERR L, ZE/7 v b %
HRIZLTWABEE [Input rate] 2AFTLTLEZ SV, B L, REE/7ry F2RRICLTLSIEAE,
[Output rate] bEFHLTLZE WV, ZOAEHMEL 100 THI- 728D, BRERZ2HV 7)) v UHEREE %
DET, COBETY YT > IHRZEFRER, show sflow I7 > KN TEEEPSHEA LW ED HEHER
TL7EE W,

R—=F0/4 ER—=FO/SITHLTRENT Y bEEDBEODERER DY VT » THBOAIZIRICR L
i@—o

21-12 show interfaces v > RDEITHER

> show interfaces gigabitethernet 0/4

Date 20XX/12/24 17:18:54 UTC

NIFO:

Port4: active up 100BASE-TX full(auto) 0012. e220. ec30
Time-since-last-status—-change:1:47:47
Bandwidth:10000kbps Average out:0Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:bMbps at 15:44:18

Qutput rate: 0. 0bps 0. 0pps
Input rate: 4063. 5kbps 10. 3kpps

Flow control send :off
Flow control receive:off
TPID:8100

> show interfaces gigabitethernet 0/5

Date 20XX/12/24 17:19:34 UTC

NIFO:

Porth: active up 100BASE-TX full(auto) 0012. e220. ec31
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21

(2)

494

sFlow #ist (7O—#ist) #&ae

Time-since-last-status—-change:1:47:47
Bandwidth:10000kbps Average out:5Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Qutput rate: 4893, 5kbps 16. 8kpps
Input rate: 4893, 5kbps 16. 8kpps

Flow control send coff
Flow control receive:off
TPID:8100

B&Eud9 7)) v IR

= sFlow MaHEEERZ BRIC LTV AR — ~ @ PPS &5HE/100
(10.3kpps+16.8kpps) /100
271%

X ) U TRIEE 271 TRET AHEERIESI2 TEHELET. o7 U IRBOREMIE T >
T4 b= aravy Nsflow sample 2B L TL 2S00,

FHIERD SHET D

show sflow detail 7> F#%%EfT L THRRS NS Sampling rate to collector (FEENFHAE LR WHERET
YTV IHER) OEEY YTV IHERE LTERE LE T, BERIL clear sflow statistics 2+ >
FAEZETL, LIXS <HEF2RTE Sampling rate to collector DEAHRE £ U A EWIFAEILE CFIE
TH ) HEREREL TS0,

21-13 show sflow detail 7> ROETER

> show sflow detail

Date 20XX/12/21 20:04:01 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 8:00:05

Collector IP address: 19?.168.4.203 UDP:65535 Source IP address: 130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0
Detail data :

Max packet size: 1400 bytes

Packet information type: header

Max header size: 128 bytes

Extended information type: switch, router, gateway, user, url
Url port number: 80,8080

Sampling mode: random-number

Sampling rate to collector: 1 per 2163 packets

Target ports for CounterSample: 0/2-4




IEEE802.3ah/UDLD

IEEE802.3ah/UDLD #gelx, FimY ¥ 7EEZBEL, TNIHED LY
T = REOHEZHFNINILT HHETT .

ZOETIE, IEEE802.3ah/UDLD #EED##RR & BIEHFRICOWTEHL &
ERS
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22 IEEE802.3ah/UDLD

22.1 fEER

2211 #iZE

UDLD (Uni-Directional Link Detection) &1, FARY » 7 EEL2BHT AHEETT .

FAmY > VBENFEET HE, —HOEBTIRIERBIITEIANZENTET, bIHI—HFDOEBTIIZEIR
TEAPEESTELVREICEY, F7 O NV THEEESRKEL, 2y P T — 7 F TS F S hEE
PHEELET, K<HONTVABHIELT, A=V ) —TOL—TFHED, Vo277V =3y
TOT L—LHERNBETONET. INSOREWR, ARV 7BEEZRHE LEAICEETAR- %
inactivate 352 EICE > TRARICHS I ENFTEE T,

IEEE802.3ah (Ethernet in the First Mile) T slow 72 b 2)LO—# & L TUEDT 517 OAM
(Operations, Administration, and Maintenance) 71 k2L (IR, IEEE802.3ah/OAM &/R9) T
&, WAHEY > 7REOEREZITO 72012, #IH7 L—L0%2H0TERNICHREEE - BEED OAM R
RIEHROZ 2TV, HFEEEDOT L — A@ﬂéﬁ%%E?éﬁT#*«%ﬂfwii $ EE T
IEEE802.3ah/OAM #gE 2 W TIA MY > ZIREDEHRZITV, ZOERSENZWIEEICHR AR ~
sEELHET 5HRTUDLD BEEZERLTWET, $§E@UDHM%uTi,HﬁﬁU/7@%@
BMHOIEPIC, BEBPOREFBLLHE 7 L —L22FA BB TRELLBEREINV—FEHMLT, FELL
A—+% inactlvate LEd,

F7-, IEEE802.3ah/OAM 7’1 h I )L TIX, Active E— N & Passive E— FOfl&2H 0D, Active £—
REI» 5HM# 7 L — L OREFFBA S N, Passive £— NEITIE, 7L —2%2%ETHETHE Y L —
LDEFBIFITVER A, AEB TIETIHBHAEROERE T IEEE802.3ah/OAM BEENERIZZ > TWNT, &
A— b Passive E— FTEIMELE T,

Ethernet 77— 7 VTR SNIZNADEBDOKR— MIa> 71+ 7 L—3 3> a~v > R efmoam active
udld 28%Ed 52 &T, FARAY /7?*®@&§Jf’ﬁ%ﬁblﬁf@“o efmoam active udld 2~ > R ZHE
LizR—NTHARY Y 7BER2RE LG Eiél?‘éﬂ‘ b % inactivate 97 Z & TRImZEERI D
ﬁ—b?buyﬁﬁvyﬁﬁméﬂ,%ﬁéhtﬂﬁ@ THAR— P COERZELLET,

22.1.2 HR— M
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[EEE802.3ah/UDLD #EET &, IROFITTRT & BV [EEE802.3ah/OAM HEEZ U R — LTV E T,

% 22-1 |EEE802.3ah/UDLD T#7R— h9 % IEEE802.3ah OAMPDU

2 ShiaA HR— K
Information HFLEEIC OAM RIEFEHR 2 XET S, O
Event Notification HHFEEREIC Link Event O&E%23%ET 3, X
Variable Request HFHEEIC MIB B EEKRT 5, X
Variable Response ZEkashi- MIBE#ZREET 5. X
Loopback Control HFLEED Loopback Re&z HlHT 5, X
Organization Specific HERENEIRA X

(LB O:HoR—=F X :1RKFFE—



22 IEEE802.3ah/UDLD

22.1.3 |EEE802.3ah/UDLD {EREFN;F=EIA

(1)

(2)

(3)

IEEE802.3ah/UDLD #§RE% 537 U 7= ER (C IEEE802.3ah/OAM #EEZ 7 R— kL
BLWRBZERLECSEG

— &7 A A v FTlE, IEEE802.3ah/OAM BEEETHEHT AHIH 7 L —L I3k L EH A, D20, &
BETEBHROTHBPTET, I T4 7L —3>a< > K efmoam active udld #5E L7-AR— b TH
Ha) v IBEZBELTLENET, [EEES802.3ah/UDLD #eEmER I TE A,

|[EEE802.3ah/UDLD #8E % 5RE LIeRKEBEIC AT « 7 A N—9 2 ENPMRE Z 1%
n)dl:.. L/T:j%é

FADY v ZREPTIMSNIZGEIL, BHORFTOYU Y I7REZEFHNICTIRI L EWAT o 7I 0 N—=% %
REMICHE LI5S, ZBBHETY Y I/ REBORHICINAELE T, TD72®, efmoam active udld 3
VY RERELZAR— NTHPEESEEL LR VVRETH R AR Y VBEERHLTLEVETD,

BIHT 2B, WHOEBTHAZ L 2LE NS0, ERAPRECZDET. FADY > 7RED YIS

NIZARIL, BOIRHTOV 7 REZ BN 2EOHHA T4 TAN—F ZHERLTIZS
l{‘O

fthtt D UDLD $EEE DEFFRICDNT

UDLD HEEIZ Z N ZN&HOMB AR THREZEE L TW 5720, REED IEEE802.3ah/UDLD H#E &
it 3EED UDLD MEEOHE BRI TS £ A
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22 IEEE802.3ah/UDLD

222 A>T7147L—>3a>

2221 A>7«47L—>a3a>av>R—&
IEEES02.3ah/UDLD ®a> 74 7L —>3ryavwy R—&E2ROFIZRLET,

x£22-2 A>7147L—>a>avrR—E&

v R$ SHER
efmoam active PR — b T IEEE802.3ah/OAM #EED active E— FIZL 3,
efmoam disable IEEE802.3ah/OAM #EE % X LE T,

efmoam udld-detection-count | FAAY) VY 7EEETL-00h 7 7 EEZEELE T,

22.2.2 |EEE802.3ah/UDLD MEE
(1) |EEE802.3ah/UDLD #HEDERTE

EREDRT > M
IEEE802.3ah/UDLD ¥REZEM T 5121, T HEE LK T IEEE802.3ah/OAM #EEXZ AT L TH
L ZENRKRETT, REETIXTIHBHERFOE T IEEE802.3ah/OAM #EENERN & 72 > T B IRAE
(&K — 1 Passive E—F) TY, RIZ, EBEICFARY >V BEMBHEZEES SR — Mo
L, UDLD /85 X =% %ML 7z Active TE— FORBREZ L E T,

Z ZTI3, gigabitethernet 1/0/1 T IEEE802.3ah/UDLD #rEx A S £ 7
[O7 > RICKBHRE]
1.(config)#f interface gigabitethernet 1/0/1

A—F 10/ 1DA—YZY M VF T2 —ARAV T4 T L= a3V E—FRIIBITLET,
2. (config-if)}f efmoam active udld

AR— 1~ 1/0/1 T IEEE802.3ah/OAM #EED Active E— FEIEZITV, FARY v 7 BERHEES
Rt L £ 9

(2) F7AE) > IBEEREN T > FDOERE

EREDRT > M
FAmEY > 7BER, HELSOBERLSY A LT NLTHFRAY > 7 IREOHERA T & 4 LIRED,
ROSNTHPEZTERLUTCRELBHIIRHLET. CORPRARY VI7EEHEEIY Y M T,
HAMEY) > 7RI, 1#IC 1 BIEEELTWVWET,

FAm) > 7EEREAY > M2 ERET HE, KEICATRY Y I7REPREL TP OMEHTHETO
Rz TEEd. AmmY v 7REREA Y Y 2R T5EBEZRIMHT 25T, "R
HOBENDHD LT, BE, FREFEET H2LEIIHD LA

FAmY) 7 BEREPOSBHETOBIZORMZIRITRLET, 2B, RAK10%DRENELF
ER

5+ (FhAmY > o BERHAY > ) [#]
[O7> RICKBEE]

1. (config)ff efmoam udld-detection-count 60
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F7mY) > 7BEREET H720OEF, o DERY A L7 7 FIFERGEELHZ 60 FICHEL LT,
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223 AXRL—>3 >

22.3.1 ER3IVYYR—E

[EEE802.3ah/OAM DB I~ > R—E 2 IROFRITRLE T,

*®22-3 EROVYVR—E

IR A
show efmoam IEEE802.3ah/OAM OFEFMB LUK — L OB EFHREFRRLET
show efmoam statistics IEEE802.3ah/OAM I3 A MaHEHR 2 FRLE T,
clear efmoam statistics IEEE802.3ah/OAM IZBid B iatE#RE 7 VT LE T,
restart efmoam [EEE802.3ah/OAM 7u /'S LA FHig L £ 9,
dump protocols efmoam IEEE802.3ah/OAM 71 75 LA THREXL L TWAREM A X2 b b L —21EHB L O
HET —TUERE 7 7 A UAHILET

22.3.2 |EEE802.3ah/OAM BERDERT

[EEE802.3ah/OAM EHR DO FERIL, EH I~ > F show efmoam T/FT\ £ 9, show efmoam 2< > K
1%, IEEE802.3ah/OAM DEREIEMR E active TE— FICREESNZAR— FOERZRRLE T, show
efmoam detail I~v > Ri&, active E— FIZERESN/2AR— Mz, HFEBZFZH L T\ 5 passive
E-RFROFR—-bOBEHREFRRLE T, T/, show efmoam statistics T~ > FTid, IEEE802.3ah/OAM
7a b a)LoifEHERICI A, IEEES02.3ah/UDLD HEETHRH L 7-BEERTZERLE T,

22-1 show efmoam J<7 > RMOETHER

> show efmoam

Date 20XX/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

1/0/1 Up detection * 0012, 298, dc20
1/0/2 Down active unknown

1/0/4 Down(uni-Llink) detection unknown

>

22-2 show efmoam detail v > ROEITHER

> show efmoam detail

Date 20XX/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

1/0/1 Up detection * 0012, 298, dc20
1/0/2 Down active unknown

1/0/3 Up passive 0012. e298. 7478
1/0/4 Down(uni-Llink) detection unknown

>

22-3 show efmoam statistics 1< > RDEITRR

> show efmoam statistics
Date 20XX/10/02 23:59:59 UTC
Port 1/0/1 [detection]

0AMPDUs  :Tx = 295 Rx = 295
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 190 Tx Remote= 105 Rx_Remote= 187
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Timeout = 3 Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
Port 1/0/2 [active]
O0AMPDUs  :Tx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 100 Tx Remote= 100 Rx_Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
Port 1/0/3 [passive]
0AMPDUs  :Tx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 0 Tx Remote= 100 Rx Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
>
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ERAA 2 NHEOBEEOERER
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ping HHEOMEEZE LAV 2 TETLET,

Linktrace JL— MNER
traceroute U DHEEEZ L AV 2 TETLE T,
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&

MA
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FXA 22 AL TEET S VLAN DT L—7DZ
Eo

MEP
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BEEHRA O &,
AL VOBRAEOR— T, MABMICHRELET. %
7z, CFM Q&KL EITTHHK— P TT,
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(Maintenance domain Intermediate Point)
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RXA Y ORFINIBT HEHEARA Y M T,

MP
(Maintenance Point)
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1 FEEmEEAO CCM 2 3{F L7, T L7z
Remote Defect Indication

fEEEEZEY S REERERERRE ER LIz L, RENPEELZERZLET,
* 23-6 REOEZHKCEEQEERIH

EEL A fEEmEEH FEEmEERRs/H
5 ALY, MADEZS CCM 2RELZL R 272 ZEL Tz CCM Di*
SRR < 3.5
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BEL AL = OE22H [EESmbER IS
4 MEP ID & 72133 ERIEA R > T3 CCM 2 ZE L < B o 7z, FEL TV CCM D%
fERRR % 3.5
3 CCM #HUZ{E L7z, ZELZESRPS
2 FEEBOR— MNEETEIHREICL 57 CCM 2 ZE L7z FELZERYS
1 ERBHDO CCM %%(5 L7z, ZELZESRPS

WORDEEEBICER LT CC OHEFZRLET,

% MEP I3v L7 F v X +TMAWIZ CCM ZEHMIGEF LE T, 4 MEP © CCM z2EHIICRET
HIELTHREREZERLE I,

23-18 CC TOREIFERMDER

N
[ MA “Group_A” i
|
i HEEA '
i |
i |
i |
i |
. LN
i |
i |
i |
i $#iEB HEC '
i :
‘\ ..................................... /
(L)
YV : Down MEP CCM:%{E

LB ADOCCM PEEOWEE 23y T —7 EOBEICL->T, EEBIIE» %< 55 &, EEB I
EEALEDRY NT—7 LORELELTHBHLET,

23-19 CC cREEZiRH

[ A
i !
i !
i !
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i !
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i !
i !
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i !
i !
i !
‘\ ..................................... /
(R

V : Down MEP . COM:%4E
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BEZBHELU-EEBEBIX, MARNDOZEMEPICHLT, BEABHELA-ZEE2BHLET,

23-20 [EEZ%2 MEP (I&@0

N

.{ MA “Group_A” I
| L
| EEA :
: i
| |
! | |
' >, w i
] |
I L
: |
! ﬁ%#ﬁ.‘ﬂf |
|

i BB HEC :
i !
. /
(AL
V : Down MEP : COM24E : EERL B OCCMEIE

BEMRHENO CCM 2ZE L8 MEP X, MANOECHTRENRELI-CE2BHLET, FEBE
T Loopback, Linktrace Z2FE{T9 52 &IC&>T, MARNDODED L — M TREPSREL-ODPZHERTE
E I

23.1.5 Loopback

Loopback &L A ¥ 2 LNV TENES %, ping HEDHEET T . [F— MA WD MEP-MEP & 721
MEP-MIP M O#HetE 2 M L £ 9,

CC »* MEP-MEP MO#EHHEDOREETH 2 DITH L, Loopback Tld MEP-MIP DR S TE 570,
MA WOt 2 sl ICHERR T & £ 9,

MEP 2> 658~ —FN v 7 X v+ — (CFM PDU O—H) %X(EFL, FEDPBIRENER->TL AT &
ZHER T H L THRMEZHRELEJ,

Loopback iZid MIP %713 MEP "ERIGET 27:0, FlIZIL, BERICEHRO MIP 2387E L7258,
MIP C & ICERRE 2R TE £ I,

MIP & & " MEP 12319 % Loopback OETHl 2 RORIIRLET .

23-21 MIP [ LT Loopback =T

/ ''''''''''''''''''''''''''''''''''''' \~
I- MA “Group_A” |
i i
I I
V O 4
i I
N _____._._ /
(A1)
V :Down MEP QO : MIP =Ty AyE—CDEN
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23-22 MEP (23 LT Loopback =%1T

/ ''''''''''''''''''''''''''''''''''''' \~
I- MA “Group_A” |
| |
! |
V ® V
T L
| |
... /
(A1)
V :Down MEP QO : MIP =Ty A yE—CDEN

Loopback & CC 0%EANR%2EAT 578, BRI CC2EES B TBIBEIGHD T, F72,
I MIP 2#8E 7 21B&1%, BHICMIP OR—bD MAC 7 FLAZFARTBELLDENHD T,

&
off

23.1.6 Linktrace
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Linktrace Z L4 ¥ 2 LX)V TEIET 5 traceroute lHEDOEEET T . [El— MA WD MEP-MEP f& & 72 1%
MEP-MIP %2 BH T A2EEDOEHRZINEL, L— MEREHNLET,

Y7 bL—=ARXv+t—Y (CFMPDU O—H#) ZAEL, BoTE0Ez L — MERE L TNEL E

o

<}

RN VT P L —ARXR =V BRELLHAEZRORITRLET,

23-23 FEECUVT RNL—AAvE—TZX(E

[ MA “Group_A” \
| B TICAIE '
| |
#ZiEx | I 5Es
V O 1 O vV
HEA | £iEB #EC | %&D
] Ve |
HEEBDISE #RF ]
\
(R0
V :Down MEP QO : MIP [J: 78—k (MEP, MIPLL4}) YUY FL—RAvE—DDRN

VU7 U—=AX vt —=VI3FEETMIP 24 LTEESNE T, MIP ZEET SHEIC, BEBEDOED
R—PTEEL, EOR—FTEHELLOPZIGELE T, EETEBRI L - MERELTUEEA Y-
ZRFFLET,

RN VT P L —=ARX =D %ER L7 2 IROKITRLUE T,
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23-24 FEEICUZTRL—ZAXyE—T %X

[ MA “Group_A )
' EEDE TR !
| |
#ET ! I 5a%
Y, ] 1 O 4
SEEA | #EB BHEC | Z&D
i Ve |
HEEDIDISE ZREF )
\
(FLA)
YV :Down MEP QO :MIP [J: /"— bk (MEP, MIPLLA}) U LR AVE—DDFEN

JEEZB LI MIPBSEELEET) V7 P L —AA v —VRIEKELE T, BECODLSIZ, MEP £7:1&
MIP PRES N TV AR WEBIIEEZELEEA (BEZERTIIE—DOLED MIP RESN TV 2NE
BHDET),

55D MEP 721 Z MIP £ TY 7 L —XA vt —IPEET S &, 5E5E0 MEP 7213 MIP 1333
rellE, EOR—PTRELLZOPZRETIISELE T,

RETTIE, RELALGEZL— MERELTHAL, SBEETOL— FZHERLET,

Linktrace IZEBBAMIISELE T, HlZIE, BENICHRES N MIP 5—D2THHEHTYH, E556015
EHRELCEDIC, ZER—PEEER—-FOBERZISELET,

Linktrace 1 CC O EFANE 2 HHT 57:9, Ffill CC 2B THEDESH D ET, £z, FEELIC
MIP €T 2541, BRIICMIPOR—+rD MAC 7 FLAZTARTBLLDENHD FT,

Linktrace (CkBEENDYIN 533
Linktrace DETHRICE > T, BEPRELLEBECR - M2 E2RKVADET,
« ILLT I N ERHUIBEE
Linktrace T4 A7 7 b2 L7zl 2 ROKITTR L E 9,
23-25 Linktrace T9 40 L7V M EiEH U761
BRi%

EIET

]]II||
ot
off

@A &S E®C Ei8D
54 LT EfH | X
&L
(L)
V :Down MEP QO : MIP [J:7R—k (MEP, MIPLL%}) YU RL—RAvE—DDFN

ZoOfITIX, B A D Linktrace TY A L7 7 M EBH LGS, *v l\'7 7 EOZEROR— b HSE
F“(é‘&b\ﬁﬁ“f)’%l%ﬂi?o VYT ML —ARX b —IUHWEEBH»LEE CICEERSINTWVETH,
EEBCHVBEFETCELRWVREILZ>TWVWT, REZRI WD, 7'{A7T7}\ IDET,
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(b)

s XA O ZRE LIcES
Linktrace TEEARA] ##H L7212 IROKIITRLUE T,

23-26 Linktrace GEBEART Zi&H U7=6

Bk
X R

#IET 5%
Vi L] B 4
HEEA HEEB HEEC &EED
E%*ﬂéﬁm|
(LD
V :Down MEP O :MIP [J: H—r (MEP, MIPLLSY) LU H RL—R A v E— DR

#E A D Linktrace TOERERR] ZBH LZBE, *v NT—27 LOREERIOKR— N HNEFETE 2 VIRE
fﬁ%i%ﬂi@'o INE, BECHEED (FEL) IV VI M —ARX vt —VREETE LI - 125E,
B AICEEAIR—- N PEBEETCEEVEDOREEZRIT 2D TT,

Linktrace DIHEICDWVWT
YL —ARXt—JFvNLFFY AT L—LTT,

CEM DEMEL TWAEBTY V7 P L —ARA vt —VREET BHHRICIE, MIPCCM F—FR—2 &
MACT7 RLATF—7LE2ZBLT, EOR—TEETIPHRELET,

CEMPEHEL TWEWREEBETIZY V7 ML —ARX vt —V2 759 T4 7 LET, 2D, CFM P
BELTWVWEWEBN XY NI =7 RIZHB5E, 5EEDIL— NUNDOEED L HIEEIHRD £9,

23.1.7 HLEEpfELR

(1)
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7“D ‘j 74kll_l\ /1_3_ h-t‘-\o)ib{’ﬁ
CFM OEBEREIZDOWT, 7Oy ZREDKR— N TOEEZIROFITIRLE T,

%23-7 Up MEP A7 0y ZIREEDISE

e ElifE
CC * CCM %ZixZET %, #ET S CCM OR— MRAEICIE Blocked ZFET %
Loopback « ERa~ > FN12ping BFETTE 2
s BREDODL—TNy 7 Xy E—VISET S
Linktrace o &R o~ > N 2traceroute IZFETTE LW

c VYU PL—ARyE=VIEET 2. IGETHY VT bL—AX vyt —TD Egress
Port ®IRFEIZIE Blocked % B&ET %

% 23-8 Down MEP 70w 7IREEDIZS

t#ae B

CC * CCM ZEZfELaw
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Hae EpfE
Loopback « EH I~ N 2ping EEFTTE RN
e HIEDIL—T Ny 7 XAyt —IIZBE LW
Linktrace « ER I7 > N 2traceroute I3ETTE W
e YU RL—=ARXytE—=IIIRE LWV

*23-9 MIPA7Ov 7REDHS

taE

£

CC

 CCM &l L7z

Loopback

o EMAID SZELZBEOIL—T Ny 7 Ayt —J T E& LN
e VL—RIASZELLEERDOIL—T Ny Z XAyt —II0EET 5
e =Ny Tyt —IFFERBLEN

Linktrace

o EMAIAPSREBELAZY V7 FL—AX =& LEW

e VL—RIASZFELL) I L —AA v E—DInET 5. BETHIV T FL—R
2w —I D Egress Port MIREEIZ 1L Blocked % & ET 5

c VYT PL—AXyE—YRFEBLEW

& 23-10 MEP, MIP IADR— AT 0Oy ZIRREDHE

Hae EE
CcC  CCM %#&iB L 72\
Loopback e =T Ny I XAy E—VEBEBLEV
Linktrace s UV PL—RAXyE—VERFEBLEV

(2) VLAN b ZRIBHTOEREICDOWVT

VLAN bt >3V 7T CFM %2R Y 556, VLAN o) V7R E VLAN >3 > 7#Estc
XA 20T, TNENTERLET, 48, FAS VOREMATICE > TIE, CFM ORBEDHEAIC—

ERFIRAH D E T FAA L OREMMAFFIOEEBEDFEREHIRICOVWTIROFIZIRLET,
F23-11 RXA > OREBERFIDEEREDEATIR
¥aE
[ X1 > OREERR
CC Loopback Linktrace
VLAN k>3 V> Z#8P & VLAN | R AT « VLAN F> %0 > AR
bAoA « VLAN b > %> 7§85 Cld VLAN b
XU B2 I ERART]
VLAN k>3 > ZHAN7ZT [Ea= ) {HFH AT AT
VLAN k>3 > 7oz R AT R AT fEA

(@ VLAN k2> 7HAE VLAN h> 2 1) > 7H5 T CFM 2R 2155

VLAN b >3 7N E VLAN k>3 ¥ 785 ¢ CFM 2 A 561 2 ROKITTR L E 9
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23-27 VLAN h>x)>7HRE VLAN K> 2 > 75T CFM = &R 561

VLAN k>R > 548

G H P o

0

|
/‘I\
T

I

|

|

0 O

b

RAAL2LARILE
I I
FAAL LRI

Il:Ie:III Illjll
SN
R e

(A1)
A:Up MEP O:MP VANV RYLHTRER—F [ H—k

VLAN b2 Y THNO KX A LAV 1L, VLAN b3 U VTN TEROBERRICERERAS >V b2
BETEZXT, VLAN bR UV THND F AL LN 61E, VLAN kR v TN OB FICE
HRA VM EBRETEET, VLAN U Y THAICIE R AL LN 6 OBEBEARA Y MIRETEE
HAo VLAN 3 Y THNOERIIRAAL LRV 1 TLET,

F7-, VLAN F >3V > 785D KA A 2 LRV 6 Tl VLAN k> 2L %% Tid Linktrace 2{#H T
T A

(b) VLAN k2> T7HAEGTCFM Z AT 5155
VLAN k>3 > 7HIN7ZT T CFM 2 AT 2612 RODRITRLE T,
B 23-28 VLAN k22> THAEGTT CFM Z{ERT 561

VLAN koY) > 58

1 00— O—4 O—1 O— g

-t

I
FAALD LA

|

[

|
|
|

I\

| hd

A0

I

|

|
(FLBI

A :Up MEP O : NMIP O:IWkYryoT&ER—F  [O: R—+

VLAN b >3 Y 7RO R XA 2 LAV 1, VLAN b)) o TN TEROEFRICERR S > 2
RETETET FYNAA 2 TIECFM OFBEPERTEET,

(©) VLAN k22U 7HE51213T CFM Z{ERY 2155

VLAN k> 2 > 7 H844723 ¢ CFM 2R T 252 kORISR LE T,
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23-29 VLAN b2 22 THBHIETT CFM Z{ER Y 5651

VLAN ko1 > 548

1 00— O—4 O—41 O— g

.

|
: RALULALE
|
[} 1

(FL)
A :Up MEP O : MIP O:VIWNboryoFEgER—F O R—+

23 CFM

VLAN b2V Y TRND RAAL LAV 61F, VLAN b3 ) U TRNOEBZFICEERA VM &2E

FETEET, VLAN bR U Y THMNICIEIR AL LR 6 OBEERA  MI

A > Tl CFM OB HEENSERTE £,

23.1.8 CFM TEHT 3T —9IN—2X
CFM CIE T 57— 5 R— 22 WOEIRLE T,

& 23-12 CFM TERHT 2T —9X—2X

BETEE AL B A

T-IN=2R n& ABHERIY >R
MEP CCM 7 — 4% R— & MEP PREEL TV AT —FR—Z, show cfm remote-mep
s F— MA W o MEP O1&#.

CC THEREREDOER Y I 2BICHEH,
RETHARIIRDOEB Y TT,
+ MEP ID
* MEP ID izxt/59 % MAC 7 KL 2
« %3 MEP TH4 L7z RERBR

MIP CCM F—#R—2 | EBTREEL TS T —FN—2Z,

[fl— I X 1 > D MEP D1

YU MU —ARA v —VREET B, EOR— T
RET B2 RET HBEICHER,
RETH2ABIIROEBD T,

« MEP ® MAC 7 KL &

* % MEP © CCM 2%f{g L7: VLAN &4 —

=L

VY7 hL—=RAF—=% Linktrace DFETREREZRFL TV BT —F =2,
N—2A BT LAERROEBD T,

* Linktrace 2347 L7z MEP &%E%

* TTL

o INERELEBOBHR

e VYT ML—RARAvE—VEZFELLA— bR
s UV PL—RARY L=V RERELLFA— FOER

show cfm [2traceroute-
db
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(1)

(2)

(3)

(a)

524

MEP CCM F—9X—2

MEP CCM 7 =4 RX—=21, A—MARICEDEL S MEP #*® 50 2REFLTVET, 72, FEHIT S
MEP THALBEFEROLARFTFL TV,

Loopback, Linktrace TI3%85E% MEP ID THHETEZ 9, MEP CCM 7— ¥ RXR—XIZBEFR SN T
BZWMEP ID I3fEETEEH A, MEP ID ST =¥ R—=ZAWIZBHREINTWVWAEI P ES NILERI VR
show cfm remote-mep THEFETE £ T,

AT —HR=ADL Y} I3 CC FETHIC MEP 78 CCM 2 ZfE L7 & FIER L E
MIP CCM =9 N—2

MIP CCM F—=#FR—R, U7 L —ARXA v t—V%EETREICEOR— P SEETNIT I 0D
PRETHEEIHERALE T,

BE3EKE:, MIP CCM F— & N— A 25658 MEP @ MAC 7 RLAMEF SN TV WESIZ, MACT RL
AT =TV 2BBLCEETAR— N 2RELET,

MAC 7 RUVAT—TNMICBEWVWERIZY V7 ML —ARXA v —JRBERELLZWVWT, BETEZL->725D
B ZEETTIORE L E T,

RKF—=FX—=ZAOLTr )L CCETHRIZ MIP A5 CCM 2BRIE L7z & FI/ERRLE T,

)T NL—RF—IN—2R

Y7 hU—=RAF =¥ ~R—2I%, Linktrace DEFHERZHERHELTVET,

A I~ > N show cfm 12traceroute-db ¢, #Z*XIZ%E4T L7z Linktrace DfERZZHBTE £,
FRETEBIL—MRICONVT

HE2AT 1024 BEFDISEZRFELE T,

1 JL— YD AIEBSDOISE S FEET AP TAIL— NREETEZAPDPHEDFT, 1 L— YD 256
HEESODEZREFLLZEEIZ4L—F, 1L— 420 16 BESOIREZHEFHEL TWAIEAIZ 64 L—
MREEFTEE T,

IBEN 1024 BEY 2 BA 7258, HVL— hOBRPHEESN, HLLL-FOEREZFRFELE I,

VY7 P —ATF—FR—AIZBFEINTVALHEICH LT Linktrace 2FETFLEE, VY7 FL—2X
T = R=ZA LD SFEHBIRETDOIL— MERZHIBR LS EI1ZH LW Linktrace D& 2 H#ELET,

VoI bV —RAT = R=ZAZRDOHEIIRLET,



23-30

1IW— k7D

{LE:

YT KNL—ZAF—=INR—2

5ESEMEP 1D 1000

TTL 48

TTL 32

1

e TIL 63 || TTL 62
. TIL 63 || TTL 62
e 10 [ TTL 63 [ TTL 62
e " | TTL 63 [ TTL 62

TTL 60

TTL 32

SHTIMEES
ETONEERE

KF = RXR—Z2DI > +YIL Linktrace EfTHEIC MEP D5 &2ZE L E 2B LE T,

23.1.9 CFM EHKFDFREIA
(1) CFM EBES BRI

CFM ZHEAT A, AL CHOREET CFM ZE{ES B2 0EITH D FEAD,
EETIICFMPDU 2 BB E2MENHD LT,

ALEEZRE, CFM 2B ¥ 0

®23-13 BBESEZTL—A

E[CDWT

EE,

23 CFM

CFM z#fFs 87

IROFRIIRT I L —LZBBTHEIIICHKEL TSV,

7 L— LR

5855 MAC 7 RL X

VILFF Y A

0180.¢200.0030~0180.c200.003f

AEEIF, CFMPEEL TW WG

(2) fHEREE DHEFICDONT
(@ L1 2BEEDHTE

[5.2.1

LA Y 2 FERE &A% RE

HEITRTHO CFM PDU 2&EBL £ 9,

(3) CFM PDU MIN—R RZHEICDNT

CCT%%%@T%U% F MEP %5796 Ml k55 &,
PER—BL 7358

EOHTEFE] 2SRBLTLIZE N,

CFM PDU %f%@“é ENHY, BEZRBHITSBLINPHD LT,

KERDPEFET 55

W,

(4) B—RXA>TE—751<!) VLAN Z5%

JE—F MEP 50 CFM PDU %4 1
, REBETCFMPDU ZN—ZAMZEBETHIENHVET, TDHE, AEET

N4

, BEBTOCFMPDU DREFYA IVIDNELESEVWEIDICHEL TS

ELTWLWD MA TDO MEPSZEICDWT

F— XA > TR—774~Y VLAN %3 Eb’(lﬂé MA (A—MA &%) T, E—FR— ML T2
I, #%H9 2 MEP TCFMAPEFEICEELE A

ALl D MEP ZBRETE A

BE L7215
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(5) Linktrace TDIL— MEFRDUIEICDWNT

Linktrace TV > 7 b L —RA X vt — TV DEIEFLR— NI, MIP CCM 77— RX—2 7213 MAC 7 KL
2AF—TNEBBLTRELET, 2070, Y77y 7B (V28I BOBT7 Y TaEt) AN
VIV = Bl AREEFERIZ, CCTCCM 2E%ET 5 E CERLR— MNPRETERWD, IE
LWL — MERONENSTEEZH A

(6) Up MEP LU MIP T CFM A EIfELIEWVWI TS > T

MDA Ry MRERKIC, —EDY I 7 v T LTWwiaW Up MEP BX U MIP ® AR — b Tld CFM O&H##E
PEELERA. —EY VI Ty TESHEIETEHELET,

o EELE (ZEHEHDLED)
¢« AVT 4L —arvIrANDIT T AT 4 T L—Y 3 U ADKR
« EH < N restart vlan ®%ET

« EH < N restart cfm DET

(7) 70y 7REDOHR— KT MIP A Loopback, Linktrace [CIR&EULHRWVWESICDWT

Ty ZIREDR— M MIP 25EL, #ZYUR— N TRIRTER% L7254, MIP IX Loopback,
Linktrace IZIo&E Lz W2 EAFH VT,
o 2= VY — (PVST+, YV ZV) TL—7H— N4 ER

o« A=Y — (MSTP) O&RK#IC, 7 7t X VLAN £7:13 441 7+ 7 VLAN 2751 ¥) VLAN
ELTERE

» LLDP %R
- OADP %EF
(8) TLRIEHTO CC OEEICDONT

A= T = EOTIRBREREAZ S Y b7 —27 ETCC ZERALTWA5E, BEREOVIVE
AMWBELLZEZIL, FNICEHEED MEP 7% L7 CCM 2%{ L T ErrorCCM 29 2 Z &7 %
DFET, KEEFILEFREVLET HEEELET,
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23.2 dA>7140L—33>

2321 d>747L—3>avTvR—
CFM Oy 7427 L —Yayavy F—E2ROERIRLET,

#x23-14 A>7«47L—>3>aIv v R—E

JVvYRE A
domain name FE ALV CHERT2E8MeRELET,
ethernet cfm cc alarm-priority CC THAT HEELNLERELET,
ethernet cfm cc alarm-reset-time CC THREZBRMERLTETORBMERELET,
ethernet cfm cc alarm-start-time CC THEEZMBAL THh 5 SNMP BRI ZXET 2L TORMEZRE L
7,
ethernet cfm cc enable RAA T CCZHERHTSMAZRELET
ethernet cfm cc interval CCM DXEHEREREL £,
ethernet cfm domain RAASVZBRELET,
ethernet cfm enable (global) CFM ZBa L £ 9,
ethernet cfm enable (interface) no ethernet cfm enable #ERFIC CFM 2E1EL £,
ethernet cfm mep CFM Tf#Rd % MEP 28 E L7,
ethernet cfm mip CFM Tf#FHT % MIP 28 E L £ 7.
ma name HYERAALTHERT A MAOEBHRERELET,
ma vlan-group FHERRAAL UCHERT 2 MAICFIET 5 VLAN 23E L9,

23.2.2 CFM DEEE (BEIR A1)
BEERNXA U E2FETHFIEZHBELET. 2T, MORIITRIAREE A OREFZRLET,
B 23-31 CFM DRER (EHKN A1)
REEC REEA REED KEED
] [—1J1/01 1/0/2 1] — ]

I I RAAL 2 LAR)L2 | I
| | MA “ma2_v|an200” | |
| | | |

VLAN 30, 40, 200
V-0 —

R4S AL
MA “mal_vlan100”
VLAN 10, 20, 100

5 o0 A

A : Up MEP YV :Down MEP O :MIP [J: K—
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(1) BHRXAVBELIUTRXA>TED MA DERE

EREDRT > M
BEORAA VDD BEE, BORAL Y LRLORAALUPERELE T MADKREIZRAS VL
N E MA BRIES, RAAL VR, BLXUOMABMENEEESE —HSEL20EPHDET, T
NRZBI5E, KREEENMERBILE — MA EHETSNEE A

MA ©»7Z4 <) VLAN 213, A#EED MEP 75 CFM PDU %#3%(59 % VLAN Z8E L £ 7

primary-vlan /87 A =¥ BEE I N TV WIEEIL, vilan-group /87 X —% TEES 17 VLAN O
5, mb/NE7% VLAN ID 2> VLAN 73\7"747‘J VLAN 272D %9

[O7 > RICKBEETE]

1. (config)# ethernet cfm domain Llevel 1 direction-up
(config-ether-cfm)# domain name str operator_1
RAAL LR & MEP OFJ#AKEES Up MEP I 22 E2RELET, IV T4 L —Y a3y
A —%% v b CFME—RIZBITL, RAAMVEMERELE T,
2. (config-ether-cfm)# ma 1 name str mal_vlan100
(config—ether-cfm)ff ma 1 vlan-group 10,20, 100 primary-vlan 100
(config-ether-cfm)# exit
MAL T MA 2%, MA IZFiBY % VLAN, 51~ VLAN 28 EL 7,
3.(config)# ethernet cfm domain level 2
(config-ether-cfm)# domain name str operator 2
(config—ether-cfm)# ma 2 name str ma2_vlan200
(config-ether—cfm)#f ma 2 vlan-group 30, 40,200 primary-vlan 200
(config-ether-cfm)# exit
RAA LNV 2 & MEP OfERRE%Z Down MEP IC9 22 & E2FELE T,
MA2 T MA &%, MA ICFiE9 5 VLAN, 7514~ VLAN 2% EL 7.

(2) MEP KLU MIP DEEE

[EREDRT > N
MEP B XU MIP DOEEIL, INESEMFELIAL ”Yiéck’) IRELTLZE W,
FE L7- MEP BX O MIP &R Z B9 512 ZEED CFM 2 EMICT ARENSHEIZZDET .

[O7 > RICKBFRE]
1. (config)#f interface gigabitethernet 1/0/1

(config-if)}f ethernet cfm mep level 1 ma 1 mep-id 101

(config-if)# ethernet cfm mip level 2

(config-if)it exit

(config)ff interface gigabitethernet 1/0/2

(config-if)# ethernet cfm mip level 1

(config—if)# exit

— b+ 1/0/112, FAAL L], MALICFTBY 5 MEP 28 LEd, £/, FAALLANL2

ODMIP EHRELET. A—FM1/0/2ICRAA VLNV T OMIP ZFHELE T,
2.(config)#f ethernet cfm enable

AREEDO CFM OERAZMIBLE T,
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(3) R—bDCFM DELE
EREDRA > N
—BEICAR— b CFM 2L L WESICERELE T,
[O7> RICKBETE]

1. (config)# interface gigabitethernet 1/0/1
(config-if)#t no ethernet cfm enable
(config-if)#f exit
R—1t1/0/1 ® CFM #E1E L& T,

(4) CCOEHE

EREDRAT > M
ethernet cfm cc enable 27> FORTEERD» S, CCHEELET.

[O7> RICKBETE]

1. (config)# ethernet cfm cc level 1 ma 1 interval 10s

(config)# ethernet cfm cc level 1 ma 1 enable

FXA LNV 1, MAL T, CCM 0% (EMEREZ IO MICRE L7zH &I CCOBEEZRMMBLET,

23.2.3 CFMMOEE (A—KX12, EEMA)

FB—RNXA 2 THEEDO MA ZRETHFIEZHALET, 22T, ROKIIRTAEE A ORERF =R
LEd,

B 23-32 CFM OFRER (B—RA1>, BHMA)

MA “ma2_v|an200”

VLAN 30, 40, 200

|
|

|

|

|

|

|

|

I 'MA “ma1_vlan100”
| VLAN 10,20, 100

|

|

|

|

{

|
|
|
|
|
|
|
i
i
|
|
|
|
l

(man
/A : Up MEP O :mp
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(1) BA—KXA 2 TOERMA ORE
[BEDHA > N
Fl— NXA 2 THEED MA 2RET 25818, MARBBIESBEPMABRPERLZ VLD ITHRE
LETo NASMYBRUMA OERNLREDAR A » M, [23.22 CFM ORE (BHEFAA V)]
FBHRLTLES L,

[OY > RICKBETF]

1. (config)# ethernet cfm domain level 6 direction-up
(config-ether-cfm)# domain name str customer 6
RAAL LR E MEP OfREE.E Up MEP IS 52 EARELET, I 74 7L —YarA—
P4y b CFME—FIZBITL, FAAL VERERELET,
2. (config-ether-cfm)# ma 1 name str mal vlan100
(config—ether-cfm)# ma 1 vlan-group 10,20,100 primary-vlan 100
(config-ether—cfm)ff ma 2 name str ma2_vlan200
(config—ether-cfm)f ma 2 vlan-group 30, 40,200 primary-vlan 200
(config—ether-cfm)ff exit
MA #AIES & MA 25, MA ICATEY % VLAN, 51 ~<) VLAN #&EL £ 7,

(2) MEP KLU MIP DEEE

BREDRA > K
MEP id MA ZEICBRTET 2MEDPH D £9, MIP IZEHD MA THET, F— FRAIC—DOHRELE
T MEP BLU MIP OEERNLEHREDRA » M, [23.22 CFM OFE (BHE XA V)] 258
LTS,

[O7 > RICKBERE]
1. (config)#f interface gigabitethernet 1/0/1
(config-if)#f ethernet cfm mep level 6 ma 1 mep-id 101
(config-if)# ethernet cfm mep level 6 ma 2 mep-id 201
(config-if) exit
(config)ff interface range gigabitethernet 1/0/2-4
(config-if-range)# ethernet cfm mip level 6
(config—if-range)# exit
R—1F1/0/112, FAAL2LNL6, MAL ICFiEY 2 MEP 2/ EL£9. £72, MA2 ICFTEY %
MEP Z8ELET . A— b 1/0/2~1/0/4 1T RAAL LRV 6DMIP #FHELET,
2.(config)lf ethernet cfm enable
ALEED CFM OERZRBLE T,
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23.3 AXRL—>3>

CFM

23.3.1

ERIVYR—§

CFM ORI~ F—EZ2ROFRITRLE T,

*&23-15 ERIVYR—E&
JYvURE A
12ping CFM @ Loopback #aEZEITL £, #HE MP HIOBEREMIEL 7,
12traceroute CFM @ Linktrace #aE%2 ET L9, #5E MP o)L — b 2HERL £,
show cfm CFM D R AA ERERTLE T,

show cfm remote-mep

CFM D) E&— h MEP OE#HZFRRLE T,

show cfm fault

CFM OEEEHRZERLE T,

show cfm 12traceroute-db

12traceroute 2> RTEE LI L— MEHREZFRRLE T,

show cfm statistics

CFM OffiatERZ R L £ 9,

clear cfm remote-mep

CFM®VYE—+ MEP1E#H%EZ 27V 7 L9,

clear cfm fault

CFM OEEERZ 7V T LET,

clear cfm 12traceroute-db

12traceroute I< > RTEEL/ZL— MERE U7 LE T,

clear cfm statistics

CFM ofietiElmz 27 V7T LEJ,

restart cfm

CFM Fu /s L% Eig L7,

dump protocols cfm

CFM 0% > TE#Hfz= 7 7 A WNHEHALE T,

23.3.2 MP D%

ot

12ping 27> BT, #8E L~ MP HOBBARR LT, BRAFRLET. Iv > FICIIHRERS L O

REFOREZEETE I, HELZVES,

JSERE L2 INERF SRR 2 ZHIC, ROMERZHRVELET,

23-33 [2ping OV > ROETHR
>12ping remote-mep 1010 domain-level 7 ma 1000 mep 1020 count 3 timeout 1

L2ping to MP:1010(0012.e220.00a3) on
Time:20XX/03/14 19:10:24

1: L2ping Reply from 0012, e220. 00a3
2: L2ping Reply from 0012.e220.00a3
3: L2ping Reply from 0012.e220.00a3

-—- L2ping Statistics -——
Tx L2ping Request :
Round-trip Min/Avg/Max :

>

Level:7 MA:1000 MEP:1020 VLAN:20
64bytes Time= 751 ms
64bytes Time= 752 ms
64bytes Time= 744 ms
3 Rx L2ping Reply : 3 Lost Frame : 0%

744/749/752 ms

FERSIEAN 5 [, JOER B REIE S MTT . BREHKERD
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23.3.3 MP E®DJ)L— MiEER

12traceroute I ~v > R, #8ELZ MPEDIL— MEREINEL, BRE2FRLET, I~V NS
HEEME TTLEAIEETCEE T, HELZVIES, BE&E5EMIZ5H, TTLEIZ 64 T,

FECICHRE L7 MP 5 5&2RE LI &% [Hit] THETEEd,

23-34 |2traceroute OV > ROEITHER

>l2traceroute remote-mep 2010 domain-level 7 ma 1000 mep 2020 timeout 10 ttl 64
Date 20XX/03/15 14:05:30 UTC

L2traceroute to MP:0012.e220.00a3 on Level:7 MA:1000 MEP:1020 VLAN:1000
Time:20XX/03/15 14:05:30

63 0012.e220.00c0 Forwarded

62 0012.e210.000d Forwarded

61 0012,e242.00a3 NotForwarded Hit

23.3.4 JL— b LD MP OIRRERESR

show cfm 12traceroute-db detail 2% > FT, %8%D MP £ TDJ)L— k& )L—+ EO MP OFffliER %
R T&E £ 9, [NotForwarded] #EREN7zHA, Ingress Port 3 & U Egress Port @ [Action] T,
JT MU —RARA vt —IUWRshah>1-HETHERTEET,

23-35 show cfm 2traceroute-db detail v > ROEITIER

> show cfm l2traceroute-db remote-mac 0012.e220. 1040 detail
Date 20XX/03/16 10:21:42 UTC
L2traceroute to MP:2010(0012.e220.1040) on Level:7 MA:2000 MEP:2020 VLAN:20
Time:20XX/03/16 10:21:42
63 0012.e220.10a9 Forwarded
Last Egress : 0012.f110.2400 Next Egress : 0012.e220. 10a0
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012, €228, 10a0
Ingress Port MP Address: 0012.e220.10a9 Action: 0K
Egress Port  MP Address: 0012.e220.10aa Action: 0K
62 0012.e228.aa3b NotForwarded
Last Egress : 0012.e220.10a0 Next Egress : 0012.e228. aa30
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012, €228, aa30
Ingress Port MP Address: 0012.e228.aa2c Action: -
Egress Port  MP Address: 0012,e228,aa3b Action: Down

23.3.5 CFM DOIRREDHESR

show cfm 2= > F T, CFM OFERELBRERIREZFRLE T, CC TREZBRAM LGS, B
L-EEOHT, RLEELNLOEWVEEMER % [Status] THETEXET,

23-36 show cfm Jv7 > ROETHER

>show cfm
Date 20XX/03/15 18:32:10 UTC
Domain Level 3 Name(str): ProviderDomain 3
MA 300 Name(str) : Tokyo to Osaka
Primary VLAN:300  VLAN:10-20, 300
CC:Enable Interval:Imin
Alarm Priority:3 Start Time:2500ms Reset Time:10000ms
MEP Information
ID:8012 UpMEP CH12(Up) Enable MAC:0012,e200.00b2 Status:Timeout
MA 400 Name(str) : Tokyo to Nagoya
Primary VLAN:400  VLAN:30-40, 400
CC:Enable Interval:Imin
Alarm Priority:3 Start Time:2500ms Reset Time:10000ms
MEP Information
ID:8014 DownMEP 0/21(Up) Disable MAC:0012,e220.0040 Status:-
MIP Information
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0/12(Up) Enable  MAC:0012,¢200.0012
0/22(Down) Disable MAC:-
Domain Level 4 Name(str): ProviderDomain 4
MIP Information
CH12(Up) Enable MAC:0012.e220. 00b2

23.3.6 FESOFHBEHROHES

show cfm fault detail 2~v > F T, BEER LI, BERIREEBERMNDOE >»1F &% -72 CCM
EHREFRLET, CCMZEELRYE— b MEP X [RMEP], [MAC] B&X [VLAN| THETZ
i @—0

23-37 show cfm fault detail 37 > ROEITHEE

>show cfm fault detail
Date 20XX/03/21 12:23:41 UTC
MD:7 MA:1000 MEP:1000 Fault

OtherCCM : - RMEP:1020 MAC:0012, €220, 1e22 VLAN:1000 Time:20XX/03/20 11:22:17
ErrorCCM : -
Timeout -
PortState: -
RDI : On RMEP:1011 MAC:0012.e220.11a2 VLAN:1000 Time:20XX/03/21 11:42:10

>

show cfm fault detail 2~ > RTERENS Y E— b MEP BERIZBERHOZ > T &L 72BRTH
D, EBEIZIZERDY £E— h MEP TERESRELTVWAIBENLHDET,

HWEL D) E— bk MEP TEEMNFAEL TV 5 21, show cfm remote-mep 3v > RTERENS Y E—
F MEP o [ID] &L [Status] CHEETEEI,

23-38 show cfm remote-mep 17 > RDEITHER

>show cfm remote-mep
Date 20XX/03/21 12:25:30 UTC
Total RMEP Counts: 5
Domain Level 7 Name(str): ProviderDomain 7
MA 1000 Name(str) : Tokyo to Osaka
MEP ID:1000 0/20(Up) Enable  Status:RDI
RMEP Information Counts: 3

ID:1011 Status:- MAC:0012. e200.005a Time:20XX/03/21 12:25:29
ID:1020 Status:RDI MAC:0012.e220. 1e22 Time:20XX/03/21 12:25:29
ID:1030 Status:RDI MAC:0012.e220.1e09 Time:20XX/03/21 12:25:29

MA 2000 Name(str) : Tokyo to Nagoya
MEP ID:8012 CH1 (Up) Enable Status:-
RMEP Information Counts: 2
ID:8003 Status:- MAC:0012. e20a. 1241 Time:20XX/03/21 12:25:28
ID:8004 Status:- MAC:0012. e20d. 12a1 Time:20XX/03/21 12:25:29
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24 LLDP

24.1 fEER

241.1 BIZE

(1)

LLDP (Link Layer Discovery Protocol) \&M#% 9 22 BIEH % INET 570 F LT, EH - (R5FEE
ICHEREEOEREHRICHAE TS S I E A BNE LIIETT .

LLDP 0:&ERfI

LLDP #REZ(EHT 5 C E CHBERBE L HER L TV AER— M LT, BREEICHET 2E8RB LU0
R—MBETLEREEFELE T FEKR- P TRELBEEEOEREEN T 5 E THEE LB
RZERMOBEGREZILETEZ LIV ET,

LLDP O#ERF 2 ROKITRLE T, ZORITIE, F—ELHORREICRE S N ARREROERIREZ,
IFBICHRBELI-ARB APSHETELLDICLDET,

24-1 LLDP 0@l

REEC
o
LDPDU - = BB
System ID <
Port ID | [l o
VLAN 1D73 &
- ™ REBAMSRZS
A 15$R
#E . - KL, REECO
- - e
----------------- > E=mp 1 VLAN ID
—% Port ID% &

24.1.2 HR— MR

536

ZOWREE VTR E ICECA I 518813, IEEE 802.1AB Draft 6 # X — R ICHRMEAEE U TAREEM
HOEHZTR—FLTWVWET, TR— T HERERORITRLET,

& 24-1 LLDP THR—hI 315

5% e BTl

1 Time-to-Live B D PR
2 Chassis ID EBEOHA T
3 Port ID R— AT
4 Port description AR— ]
5 System name EELIR
6 System description EEME|

7 — | Organizationally-defined TLV extensions Ny & — - HEPHBICED - TLV
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JEES e A
a  VLANID BMESN TS VLAN ID
b VLAN Address VLAN ICB#E S 657z IP 7 FL A
(B —&EzL

LLDP TH R — b I 2EHROFMEZLLTITRLE T,

8B, MIBIZoWTiE IMIBL77 LY 28BLTLEE N,

(1) Time-to-Live (IBEFRDIFIFOFR)

(2)

(3)

B9 2ERE2ZEEERM CHREI ABEZRLET.
REFBERIZI Y 740 L —2a VCEBETEETH, WHPRETCERT A 288D LET,
Chassis ID (ZEEDHRIF)

EBEEZHBAT HEHRTT. ZOBERICIE subtype NWEFRS N, subtype ICK > TEBHNBPELVET,
subtype EXERNBZRDORITRLE T,

#* 24-2 Chassis ID @ subtype —&

subtype Rl EEAS
1 Chassis component Entity MIB @ entPhysicalAlias & [F] Uf&
2 Chassis interface interface MIB o ifAlias & [& U{#
3 Port Entity MIB @ portEntPhysicalAlias & & U1#
4 Backplane component Entity MIB ® backplaneEntPhysicalAlias & [& Uf#
5 MAC address LLDP MIB ® macAddress & [F UfE
6 Network address LLDP MIB ® networkAddress & [F] Uf#
7 Locally assigned LLDP MIB @ local & [& Uf#

Chassis ID IZDWTDEZEBEHERHFRIROEB D T,

« 3%(F : subtype = 5 2 FEFLET, EETSHMACT FLRARZEBMACT FLAZFEHLE T,
fg 1 EECITR L7242 subtype ICDWITREBETEE T,
BF—¥BKE 12554757 v b

X

il

W

il

Port ID (R— NE&RIF)

A— N EBIT HEHTT. COEHICIE subtype AEHES N, subtype 12k > TEENEARL D £ T,
subtype EXERNBZRORIRLET,

# 24-3 Port ID @ subtype —%&

subtype =Rl EEAS

1 Port Interface MIB o ifAlias & [6] Uf&
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(4)

(5)

(6)

(7)

(a)

538

subtype =]l EIEAT
2 Port component Entity MIB @ portEntPhysicalAlias & R Uf&
3 Backplane component Entity MIB @ backplaneEntPhysicalAlias & [6] Uf#
4 MAC address LLDP MIB ® macAddr & & U{#
5 Network address LLDP MIB ® networkAddr & [& U1#
6 Locally assigned LLDP MIB @ local & [d Uf#

Port ID IZDW T DEZEFREITIROEBY T,

¢ 35 ! subtype =4 ZFREEFELE T, HKET S MAC 7 FL RAIEFE Port ® MAC 7 RL A% L
i‘a_o

o %5 EEITR L2 subtype ICDWTRETEE T,

« FEF-IRAE 1255477 vk
Port description (R— ~&5l)
R—bOEHZRTHERTT. ZOFERICIE subtype lZH D TH A
REABEBLUOZERFIZROEBD T,

« EENA : [Interface MIB @ ifDescr & 6 U1E]

s RET—HIBRAE:255F 7T v b
System name (&N
EELHATRTERTT. COBEICIE subtype 11D Tt A,
EEAEB LUREFRMFIZROEBD TT,

o EEWNEA : [systemMIB @ sysName & [H] UfE]

« BEF-IRKE 125547 F v b
System description (Z=EfEH!)
BEOERZRITERTT. ZOBEHICIT subtype IEH D A,
REENEBLURZBERFIZROEBD T,

o REENA : [systemMIB @ sysDescr & & UE]

» FEF-YBRAR 125547 b
Organizationally-defined TLV extensions
AEBHBICUTOBEREZ K- LTVET,

VLAN ID

FYAR— HMERAT S VLAN Tag ® VLAN ID 27k LE 9, Tag B#EFERL TV 25EE, BHEEO
VLANID 2R L&, COBERIEI N TV IR—- NETEEBHRTT,
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(b) VLAN Address

ZOERIE, ZER—PTIPTRLAFHRESN TS VLANDS S5, HH/NEWVLANID &#0D 1P
7 KL A%E—DRLET,

24.1.3 LLDP fERIFOEEEIR

(1) AEEEZRE UCEBRICAEKEZ TR— N UBVRIREZERUISSES
WIORI MR E L7 5, BHEREE OBFRE 2 ERICIEE LIC WRBICED £ 3,

o A4 v FERBHALTER LGS, A4 v FIELLDP ORMIEREZFHLET. 2070, BEFEERL
TWZWEERT, BREERE L TERERZZETEL20T, BEEERSIN TV L2 EEROBRHREX
AP < ZDET,

o L—% &M L TR L725E, LLDP ORAIERIILV—% THEESNS /20 LLDP KEEZ RE L /2%
EBERTEIRETEIEA,

(2) fsERICDOWVT
fthdt A E 12 R — h LT\ 5 Link Layer Discovery Protocol® & OMHE#ER I TE A
Cisco Systems #t : CDP (Cisco Discovery Protocol)

Extreme Networks ¥t : EDP (Extreme Discovery Protocol)
Foundry Networks #t : FDP (Foundry Discovery Protocol)

(3) |EEE 802.1AB Mg & DEHICDWVT

AZEEO LLDP & IEEE 802.1AB Draft 6 # RX—ZIIH R — b L7 MERKEETY . IEEE 802.1AB #ifg &
DEfHMEEH D EE A

(4) BHERERBEORAHICOVT
BEEEREORANEMEBAHE, ZELCRABRIIEEL £, ZERAOBERERRYSY 1 L7
7 b CHIRE N BMETERT 572010, BRREI—ERESESNE T, Bl BAREROMIELL
LI o 7 BB RO RS L F— T,

(5) VRF #gEE DHEFICDOLT [OS-L3SA]

VRF Z8E L7 VLAN IZBRESNZIP 7 FLAREALEE A
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242 A>T7«47L—>3a>

2421 dA>747L—3>av R—E&
LLDP®Da> 74 7L —ayavy F—E2ROBISRLET,

x24-4 2>T7147L—>a>avR—E

JYURE A
lldp enable AR— T LLDP OEAZRMIELE T,
lldp hold-count ARIEBAIEET S LLDP 7 L— LI L CBEBEE SRS T AR ZEELE T,
lldp interval-time KIEBAEET S LLDP 7 L—LORXERBZIEEL T,
lidp run EE2/ATLLDP ez /I LE T,

24.2.2 LLDP MERE
(1) LLDP #¥gEDETE
EREDRT > K]
LLDP #8ED > 7 4 JL— 3 VIIEBRRTHREZBENICT 28%EL, EBRIGERATA2A—NTH
T AHEPNETT
Z 2T, gigabitethernet 1/0/1 128 W T LLDP #fE2 @R ¢ £ 9,
[OY > RICKBEEFE]
1. (config)#f Lldp run
EE2RT LLDP #EEEBEMICLET,
2.(config)# interface gigabitethernet 1/0/1
R—bF1/0/ 1 DA —HFZY MLV FT2—RAAV T4 T L=V a3 VE—FIIBITLET,
3.(config-if)# Lldp enable
A—11/0/1 TLLDP #aEOEELHIB LE T,

(2) LLDP 7L —AMXEMRERE, FREHEOERE

[BEEDRT > N
LLDP 7 L —LDOREEHEEEET 5L, BEOEROELENRMRSNLRMEZHB TS LI, RAEH
BaE< T 5 LEENRIRBMEN, RERHRZRSITHEEEDORMRNMELL 2D LT,

[OY > RICKBERE]
1.(config) Lldp interval-time 60
LLDP 7 L — L DA(ERHMZ 60 MICREL LI,
2. (config)# Lldp hold-count 3
AREEMEE LI BREBEEE S RET 2B/ % interval-time B OEMTHELE T DG
&, 60MX3TI80MICZDET,
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243 ARL—Ya>
24.3.1 EAIVY KRB
LLDP OEfHa~ > F—BE2RORITRLET,
®24-5 BRIV R-E
IV RE Bl
show lldp LLDP O EB®RS L OBBEREEHRZEZRLET,
show lldp statistics LLDP OfietEHR R R L £ 7.
clear lldp LLDP OpEE®REZ 7 ) 7 LE T,
clear lldp statistics LLDP OfiettERz 27U 7 LE T,
restart lldp LLDP Fuss Lz HiRg L Ed,
dump protocols lldp LLDP 7u 75 A THRE LTV A5l X b b L —2EHRB L OHIHT — 7L ER%E
T7AMANHALETS,

24.3.2 LLDP BROERR

LLDP 1§ DOF R, EH I~ > KN show lldp T/TW £ 9. show lldp 2+¥ > Fi&, LLDP OREHERE
R— b T EOBEBREBHEZF T LE T, show lldp detail I~ > NiZ, BEEEBOFMLBERzFRRLE

—5’-0

24-2 show lldp O7 > ROETHER

> show Llldp

Date 20XX/11/09 19:16:20 UTC

Status: Enabled Chassis ID: Type=MAC Info=0012. e268. 2c21
Interval Time: 30 Hold Count: 4 TTL:120

Port Counts=3

0/1 (CH:10) Link:Up Neighbor Counts: 2

0/2 Link:Down Neighbor Counts: 0
0/3 Link:Up Neighbor Counts: 0
>

24-3 show lldp detail 37> ROETHER

> show Llldp detail

Date 20XX/11/09 19:16:34 UTC

Status: Enabled Chassis ID: Type= MAC Info=0012. e268. 2c21
Interval Time: 30 Hold Count: 4 TTL:120

System Name: LLDP1

System Description: ALAXALA AX3650S AX-3650-48T4XW-A [AX3650S-48T4XW] Switching software Ver. 1

1.6 [0S-L3SA]
Total Neighbor Counts=2
Port Counts=3
Port 0/1 (CH:10) Link: Up Neighbor Counts: 2
Port ID: Type=MAC Info=0012.e298. 5cc0
Port Description: GigabitEther 0/1
Tag ID: Tagged=1, 10-20, 4094
IPv4 Address: Tagged: 10 192. 168. 248, 240
IPv6 Address: Tagged: 20 3ffe:501:811:1f01:200:8798:5cc0:e7f4
1 TTL:110 Chassis ID: Type=MAC Info=0012. €268. 2505
System Name: LLDP2

System Description: ALAXALA AX2430S AX-2430S-48T [AX2430S-48T] Switching software Ver. 11.

6 [0S-L2]
Port ID: Type=MAC Info=0012, €298. dc20
Port Description: GigabitEther 0/5
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Tag ID: Tagged=1, 10-20, 4094

IPv4 Address: Tagged: 10 192. 168. 248. 220
2 TTL:100 Chassis ID: Type=MAC Info=0012. 268, 2c2d

System Name: LLDP3

System Description: ALAXALA AX3640S AX-3640-48T2XWE-ZX [AX3640S-48T2XW] Switching software
Ver. 11.6 [0S-L3A]

Port ID: Type=MAC Info=0012. e298. 7478

Port Description: GigabitEther 0/24

Tag ID: Tagged=1, 10-20, 4094

IPv4 Address: Tagged: 10 192. 168. 248. 200

IPv6 Address: Tagged: 20 3ffe:501:811:1f01:200:8798:7478:e7f4

Port 0/2 Link: Down Neighbor Counts: 0
Port 0/3 Link: Up Neighbor Counts: 0
>
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25 OADP

25.1 f#ER

25.1.1 #=
(1) OADP HHEDIIE

OADP (Octpower Auto Discovery Protocol) #EE& L, REBEDO LA T 2 LRIV TEIET AR

OADP PDU (Protocol Data Unit) @0 & DICk > THEEEOERZIEL, Bk Eﬁ@?ﬁ?ﬁ%(ﬂ
RRRNCTEET,

COREETIE, BEEBORBREROA — MERE TR T 5 2 L CHRERE OB E S ICHBETE
B22ENS, BEERE D7’f/b7LV)Z\‘/ FT—HERNESE LD L Th, BEROBER ORI

RHERTEET, £/, CORBICK > TRRINIBERRIEAY VTV BRI T A& T, &
BREAPELLBHREINTVWADPEI D EERTEET,

B L LR TE5EEICIE, AEEBEDIEINIC, CDP 2FEE L EE, OADP 2EE L EENH
DNEF,

(2) CDP R{SHBENEIE

(3)

544

OADP #gETi%, CDP (Cisco Discovery Protocol) Zf#RT&%7-%, CDP PDU %3iX{§9 5 hiEE
BLOBRBRLMERTEE T, #7200, KEEIL CDP PDU 2% LEtA. CDP &if, Cisco
Systems HHBIFEBED LA ¥ 2 b«)bfﬁb!’ﬁ@“éﬁw% EEMH O LT,

OADP M@ RS

OADPT%% ExHHT A LT, BBEEBLEFL TLAEFR—- MR L TEEBICHEAT A2BHREB L UGS

BT 2BMEEEBELET. BEBESLR— MIETAEHRE LT ,7/\47\1D, A—HhID, IP
7%1/7\ VIANID ZERH D ET, MBEE,P SEONTELBREZEFN-INTRETHI LT, H
LB BB OBEREL B TXALDICE D ET,

OADP O#ERFIZ RO LET . ZDFITIE, A—ELHOEEICHE SN EBROERIREZ
I BEICERE LI-ARLEE A D SIET A ENAREELDET,



25

OADP

25-1 OADP MOE RS
CDPZE R L= %ED
4R
0ADP % S22 L 1= %EC
CDP PDU :
7134 21D -
R— kDA E
AEBASRZ S
) EER -
\\ HEED et
. CAY 73]
o 2B VLAN 1D
i R— kDA E
: - OADPEEZESEEC
LT REFA T84 R1ID
A ey [ e
OADP PDU : | b > = - A D% &
T84 RID Pz - CDPREAZED
HR— ~ID F/NAZID
VLAN 1D% & R— RIDAEE
[o]
25.1.2 HR— MR
(1) OADP Ot 7R— Mtk
OADP THR— T HEBEARZROFITIRLET,
#& 25-1 OADP THR— N BIER - (11§
< WE
WRHLAY L1y 2 O
L1413 X

OADP PDU iX%{5 Hfu

MER—- I ELZRBY YT —Ya

Uty hERE

O

OADP PDU xfEHiRR

5~254 MO#FET 1 BE

OADP PDU E#FA K

10~255 MO T 1 ¥

CDP Z{5H##e

O

(FLY)

O:¥xR-1

X DRPHR—T

(2) OADP TR 215
OADP PDU THIfI Y 5Bl EROFIRLET .

% 25-2 OADP THR— N9 B1EHR

ISk

RBFR

1 Device ID

EEz—RICHAY 2851
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25 OADP

5% B SHeA

2 Address OADP PDU ZAF9 5 ¥ 72— AICEETH7 LA, BLUY
N—=TNy 7427 T2—ADFT KL R

3 Port ID OADP PDU %3AET 2K — + O#FI+

4 Capabilities B OWRE

5 Version VI NI ZTFTN=T 3y

6 Platform TI9 T F— L

7 Duplex OADP PDU %3#f5§9 %4 — b ® Duplex 1%

8 ifindex OADP PDU %#(59 %48 — + @ ifIndex

9 ifSpeed OADP PDU #%3%(59 248 — b @ ifSpeed

10 VLAN ID OADP PDU #3i#{§9 5K— h® VLAN ID

11 ifHighSpeed OADP PDU #%3£(E9 24— @ ifHighSpeed

%{59 % CDP PDU TR SNAATRENED H H1EHEZIRORITTRLE . HEF 1~7 13 OADP PDU &
/\ %T?o

% 25-3 CDP THR—h9 3155

5% B2 BTl
1 Device ID EEE—RICHAT 5 HAT
2 Address CDP PDU #3%(59 24K — MBEHET H7 KL A
3 Port 1D CDP PDU %3%f59 5K — b O#AITF
4 Capabilities EE O
5 Version VI IzT7N=Ta v
6 Platform Ty NT =L
7 Duplex CDP PDU %3%(§9 %A — bk ® Duplex 1&#

25.1.3 OADP #ERFDF=EIR
(1) COWEEZRELULEEBICCOEEZ Y R—NUABVLFIEEZERLILES
WISRTMRE LI her, BEEESE & ORI S ERICER LIS WIRBICZ D E T

o A4 v FERALTER LIBE, A4 vFiZ OADP OEFAER2TH LTI, Z0-0, EHiEE
LTWRWEBBCHIZEERE L RABREZZETELIOT, BEEERSNTLAEEROBREX
RAE 722D F9,

. )b 5 kRl U TR L7 5&, OADP ORAERIZIL—F THRESNS 2 OADP Mz e L7z
REMTIIRETEEEA.
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(2)

(3)

(4)

(5)

(6)

25 OADP

BHEREDRAICONT

BEZHZVEKR 100 OBZRERRZINETE LT, RABEBAZEE mﬁbf:@ﬂ#ﬁ‘%?&tiﬁ%ﬁén
9. REFADBERERRP A LT Y FTﬁUE@éﬂéﬁFﬁ%E@ﬁ@“ét I FEERIRRE 1 — e B T Ak
SN d. REIL, SRNERORMMEN EICZ - -BHEREFROREFRHEF LTI,

OADP Zf£ERY %KR— h® VLAN [CDWT

OADP &A= MIFEESNTWS VLAN kT OADP PDU %##%5 L £9 ., VLAN %2 &%) (state
suspend Iv > F) IZEET & 2D VLAN Tld OADP E#E{ELEEA.

CDP ZzZxREUREEEHLUIEBSICDOWVT

NSV IR—MNTCDP #EELBEEERE LIEAE, FOR—-—bDX 1T+ 7 VLAN = #3h (state
suspend v F) IZLZWVWTLZE W0, BEI C?&ﬁbf:i%é, CDP PDU ZAREE CTHERESNE T,

CDP ZREULREBEICHOIE L2 A1 Y FEXRRBLEZIRLIEHZEGICDONVT

CDP #FEH LI EBORICH -7z (CDP #BE#ET ) L2 A1 v FE2ALEBICB IR IIEEIC, AEEB
T CDP Z{5t#4#E% € (oadp cdp-listener 2~ > F) 95 &, AEEH CDP PDU %F“F LCi&ER L%
{7%257z%, CDP #FEE L - EBRLFBEVWERETE L 2D Ed, CDP ZEREEZFE (cadp
cdp-listener av > F) Lz, AEEILCDP PDU 2ZELAEWVWTHERT 2D T, BEBEZBE ML
ZHTEFERRIC CDP 2 EE L EBRIEVPBEVEZR#HTE X,

VRF #gE& DHTFIC DWW T [OS-L3SA)

VRF %8 L7z VLAN 120 L TREDOIERZIAET 255, IPT FLAREALEIEA.
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25 OADP

252 A>7«147L—>3a>

2521 d>7«470L—3>av R—E&
OADP D> 7427 L —3yavy R—EE2ROFBITRLET,

*£25-4 J>7147L—>a>avrR—E&

OV R%E HBA

oadp cdp-listener CDP Z{E#kaEx BT LET .

oadp enable R=IBXOYV I 77V~ 3T OADP BEEEZBEMNICLE T,
oadp hold-time AIEBMIEET S OADP 7 L — LK U CHEBEEB P RIFT SR EZEEL £,
oadp ignore-vlan f8E L7z VLAN ID 22 5%{59 % OADP 7 L — L %2 BRI 2 HITTEELE T,

oadp interval-time KREBHIEFET S OADP 7 L — L DOREREEEEL LT,

oadp run FE2AT OADP BREZEHMICLET,

25.2.2 OADP MEE
(1) OADP i8EDHTE
EREDRT > K

OADPHEED > 7 4 7L — 3 YIEBLATHREZANIIT 2HREL, EBRIERT 5K — M TH
WICT BRENBETT

OADP 2R LW AR— P 7 77— 3 VEERLTWBIESE, A—FFrRILL2%
Tx—AIRNLTHRELE T,

Z 2T, gigabitethernet 1/0/1 128\ T OADP #AEZER S H £ 9,
[O% > RICKBEEE]
1. (config)ff oadp run
EE2AT OADP BeExBIICLET,
2.(config)# interface gigabitethernet 1/0/1
B—br 10/ 1O —H2 Y b A U FT2—RAAY T4 L= 3 E—FRIIBTLET,
3.(config-if)# oadp enable
A=+ 1/0/1 T OADP #BEEDEEZBKB L £ 7,
[FE==1E]
OADP I3, BEL7zA— b THRZ VLAN ETEEL %9, suspend ICRRE SN T % VLAN TIZ
OADP I3B{EL XA,
(2) OADP 7L —AMXEEMR, REFISFEDOERE
EREDRT > N
OADP 7 L —LOXEHBEEAEET 5 &, BEOEROLEPRMENHRH LA TCEE T, KEM
BaEdT5LEENRIRMENS—FHT, BEE, BMBEEEOARIEEIHEVPHD T, EE
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FRZR< T2 LBMIIMES LD EITHPEEORMPEL 2D T, BF, AREIEETLHLEIID
DEEA

[Ov> RICKBERTE]

1. (config)# oadp interval-time 60
OADP 7 L — L DA ERREZE 60 ICEREL£T,
2.(config)i oadp hold-time 180

AR PR LR BB RS T AR £ 180 BICRUE L £ 7
(3) CDP R{SHEENE

oX.
[EBREDRT > N]
CDP Z{Et4pe2E50cd 5 &, OADP DEIEL TWATRTDOR— b T CDP ZEMEISEEL T,
Z 2T, gigabitethernet 1/0/1 128 W T CDP ZEHELZ EHS X T,
[O7 > RICKBETE]
1.(config)# interface gigabitethernet 1/0/1
R—=bF1/0/1 DA =2y b V¥ T2 —ARAAV T4 7L —aVE—RIIBTLET,
2.(config-if)#f oadp enable
AR—1b 1/0/1 T OADP #gE2 B3I LE T,
3. (config-if)f exit

A—PVFXY b UFT2—RAAY T4 7L —arE—FpbrZu—N)LaryIq4 7 L—3aryE—
FIZED 7,

4. (config)# oadp cdp-Llistener

CDP ZEH#aE2 B LE T, OADP PEMEL TWAR— T CDP ZEHESEHELE T,
(4) OADP 7L —A%ZHEHT S VLAN DFERTE

EREDRT > N
OADP i, F5 > Z7R—+TlE VLAN Tag AL T 1 R— MIEED OADP 7L — L #%ZEL
F9, bITUITR—PMIZFIBLTWS VLAN /52 % SR EBBRLEML, EBEANOAR S
MULET. EL/OADP 7L —L%2EHT 5 VLAN 28REI A ETCEBENDOARZMZA6NE
—a—o

[O7 > RICEKBEE]

1. (config)# oadp ignore-vlan 10-20
VLAN10~20 TREL/ZOADP 7L —L 2 EEHLET,
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25 OADP

253 AXRL—>3 >

25.3.1 ER3IVYYR—E

OADP ORI~ Y R—EZIRODFITRLE T,

x25-5 ERAIVYR-E

JYvURE A
show oadp OADP/CDP O EERB L UBEEERREERLET.
show oadp statistics OADP/CDP fiatE#HzR~L £ 7,
clear oadp OADP/CDP OBEEREZ VT LE T,
clear oadp statistics OADP/CDP OfietE#Rkz 27V 7 LE T,
restart oadp OADP 7u /s L2 HEH L7,
dump protocols oadp OADP 70275 A THRELL T AHFEM A X b b L —R1ERB L OHIH T — 7 L EH#R
277 AUANHALET,

25.3.2 OADP {BHNO&RT

550

OADP 1B#HnF R, #EH I~ > N show oadp TIT\ 9, show oadp 2~ NiZ, OADP OFEIF
HER- N TLOEGNRERERLE T, show oadp detail I~< > FiZ, BMEEBOHEMLIEREFRT
L/i—aﬂo

25-2 show oadp IV > ROETHER

> show oadp

Date 20XX/11/09 19:50:20 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180

ignore vlan: 2-4,10

Enabled Port: 0/1-5, 16, 20

CH 10
Total Neighbor Counts=2
Local VID Holdtime Remote  VID Device ID Capability Platform
0/1 0 35 0/8 0 OADP-2 RS AX3640S-24TW
0/16 0 9 0/1 0 OADP-3 S AX2430S-48T

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater
>

25-3 show oadp detail 37> KOEITHER

> show oadp detail

Date 20XX/11/09 19:55:52 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180

ignore vlan: 2-4,10

Enabled Port: 0/1-5, 16, 20

Total Neighbor Counts=2

Port: 0/1 VLAN ID: 0

Holdtime : 6(sec)
Port ID : 0/8 VLAN ID(TLV): @
Device ID : 0ADP-2

Capabilities : Router, Switch



Platform 1 AX3640S-24TW
Entry address(es):
IP address : 192.16.170.87

IPv6 address: fe80::200:4cff:fe71:5d1c

25 OADP

IfSpeed : 1G  Duplex . FULL

Veriion : ALAXALA AX3640S AX-3640-24TW-A [AX3640S-24TW] Switching software Ver. 11.6 [0S-
L3A

Port: 0/16  VLAN ID: 0

Holdtime : 10(sec)

Port ID 1 0/1 VLAN ID(TLV): ©

Device ID : 0ADP-3

Capabilities : Switch

Platform 1 AX2430S-48T

Entry address(es):
IP address : 192.16.170.100

IfSpeed : 1G  Duplex : FULL
Version : ALAXALA AX2430S AX-2430S-48T [AX2430S-48T] Switching software Ver. 11,6 [0S-L2]
>
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TERA  FEULIRAE

T A ZEHLRRRE
8% A.1 Diff-serv

x& A-1 Diff-serv OERIRIEH L UOEIS

RIEES FEITER)

g

RFC2474(1998 £ 12 A)

Definition of the Differentiated Services Field(DS Field) in the IPv4 and

IPv6 Headers

RFC2475(1998 £ 12 A)

An Architecture for Differentiated Services

RFC2597(1999 &£ 6 H) Assured Forwarding PHB Group
RFC3246(2002 £ 3 H) An Expedited Forwarding PHB (Per-Hop Behavior)
RFC3260(2002 £ 4 H) New Terminology and Clarifications for Diffserv

fT&#k A.2 1EEE802.1X

& A-2 [EEE802.1X NEEMRINEH KU EIS

MBS FETER)

Pl

IEEE802.1X(2001 £ 6 H)

Port-Based Network Access Control

RFC2865(2000 £ 6 H) Remote Authentication Dial In User Service (RADIUS)
RFC2866(2000 £ 6 H) RADIUS Accounting

RFC2868(2000 &£ 6 A) RADIUS Attributes for Tunnel Protocol Support
RFC2869(2000 £ 6 A) RADIUS Extensions

RFC3162(2001 4 8 A)

RADIUS and IPv6

RFC3579(2003 £ 9 AH) RADIUS Support For Extensible Authentication Protocol (EAP)

RFC3580(2003 £ 9 A) IEEE 802.1X Remote Authentication Dial In User Service (RADIUS)
Usage Guidelines

RFC3748(2004 £ 6 A) Extensible Authentication Protocol (EAP)

188 A.3 Web 585

RA-3 Web FREIDENRIEH L UENS

RBBESFEITER) bt e
RFC2865(2000 £ 6 A) Remote Authentication Dial In User Service (RADIUS)
RFC2866(2000 % 6 A) RADIUS Accounting

RFC3162(2001 4 8 A)

RADIUS and IPv6
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JEx A.4 MAC SR

& A-4 MAC SRR H K UES

MEESETER)

Riga

RFC2865(2000 £ 6 A)

Remote Authentication Dial In User Service (RADIUS)

RFC2866(2000 £ 6 A)

RADIUS Accounting

RFC3162(2001 % 8 A)

RADIUS and IPv6

18 A.5 DHCP snooping

#F A-5 DHCP snooping DERUIFEESH K UENS

HIEESETER)

pilrE

RFC2131(1997 % 3 A)

Dynamic Host Configuration Protocol

fT# A.6 VRRP

& A-6 VRRP DEHURIEH L UENES

HIEESETER)

pilrE

RFC3768(2004 % 4 A)

Virtual Router Redundancy Protocol

draft-ietf-vrrp-ipvé-spec-02
(2002 £ 3 A)

Virtual Router Redundancy Protocol for IPv6

draft-ietf-vrrp-ipvé-spec-07
(2004 £ 10 A)

Virtual Router Redundancy Protocol for IPv6

{18% A.7 sFlow

FKA-7 sFlow OFERRIES KUENS

HEES (RITER)

pilrE

RFC3176(2001 £ 9 A)

InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched

and Routed Networks

ik A.8

FA-8

|[EEE802.3ah/UDLD
IEEE802.3ah/UDLD DRSS & UENS

HIEESETER)

pilrE

IEEE802.3ah(2004 £ 9 A)

TERA USRS

Part 3: Carrier Sense Multiple Access with Collision Detection
(CSMA/CD) Access Method and Physical Layer Specifications
Amendment: Media Access Control Parameters, Physical Layers, and
Management Parameters for Subscriber Access Networks
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TERA  FEULIRAE

fTE A9 CFM
K A-9 CFM OERURIEH L UENS

MEESFHTER) gt

IEEE802.1ag-2007(2007 £ Virtual Bridged Local Area Networks Amendment 5: Connectivity Fault
12 A) Management

fTEx A.10 LLDP
RA-10 LLDP OEHIATES & UES

MIEBESFTER) Mitgs

IEEE802.1AB/D6.0(2003 % Draft Standard for Local and Metropolitan Networks: Station and Media
10 A) Access Control - Connectivity Discovery

556



5|

A

Acct-Terminate-Cause TOEIRMER 152
ADVERTISEMENT /84 v h D% 411
ADVERTISEMENT /84w M OFBFE 413
ARP /Sy FDOZEL— MR 352

C

CC 515

CCM 515

CDP THR— 19 51EH 546

CFM 503

CFM CEHYT 57— ~X—Z 523

CFM ORI~ F—& 531

CFMoar 747V —yaryavry RF—& 527
Chassis ID (EBEO#AIT) 537

Chassis ID @ subtype —& 537

Continuity Check 515

D

DHCP snooping 339

DHCP snooping O a~v > F—& 364

DHCP snooping ®a>7 4 7L —3>»a< sk
—% 355

DHCP /X7 v FOEER 341

DHCP /% v bDZfEL — bR 347

Down MEP 507

E

EAP-Request/Identity 7 L — 23%(5 O B R bR % E
177

G

GSRP O a~> F—& 405
GSRP Ofi#gi 367

GSRPOa>7 47 V—YaryavryRF—E 396
GSRP O E &EFH 395

IEEE802.1X AR 146
IEEE802.1X HREEDFR 180
IEEE802.1X FAEREDEE 182
IEEE802.1X Of#gi 145
IEEE802.1X O#IZE 146

[EEE802.1X OEARMNZFE 171
IEEE802.1X warv 74 7L —raryavy R—&
170

IEEE802.1X DIRRE# iEER 9 2 I~ > F—& 180

[EEE802.1X OFE &EH 169

IEEE802.3ah/OAM #EEmER I~ > F—& 500

IEEE802.3ah/UDLD 495

IEEE802.3ah/UDLD ®a > 7 4 L —> 3> a<
v F—% 498

L

L2 V—75 449

L2 V-7 oERI~< Y F—& 460

LRV—TBHoary 74 7b—Yaryavy F—&
457

Linktrace 518

LLDP 535

LLDP FHROFEEEIE 539

LLDP THF— b9 51EH 536

LLDP mERI~v> F—& 541

LLDPOa> 747V —ya>ravry RF—% 540

LLDP oA 536

Loopback 517

M

MA 506

MAC SBiEDER I~ F—& 314

MAC FRiEDfiEd 285

MACRZiEDa > 74 L —Yaryavy N—& 304
MAC FFEEDFRE L&A 303

MEP 507

MIP 509

@)

OADP 543

OADP FRREDOIFEEIE 546

OADP THHR— M9 BIHHE - A 545

OADP THR— 9 21EH 545

OADP O a~ > K—& 550

OADP®OIY 747 VL—Yaryavy F—E 548
Organizationally-defined TLV extensions 538

P
Port description (R— hERI) 538
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]

Port ID (R— bE&RIF) 537
Port ID @ subtype —& 537

Q

QoS flfH:BEBDERA I~V R—& 45

QoS @Dy 74 7L —varyavy R—&
44

QoS #IfEE 40

QoS #lfEmoEE 39

QoS #lIfHDEHEET T v 7 DIFE 40

R

VRRP mEF I~ F—& 430
VRRPOI> 74 7L—Yaravry =& 422
VRRP D> 74 7L —>aryofih 423
VRRP #—1 v % 415

W

Web RIAEDER 7> F—B 258

Web RiEOfEd 183

WebfBitn a7 4 7L —aryavy R—& 224
Web BRIEORE LER 223

»

RADIUS Accounting 284 R— b9 28HE 150
RADIUS ¥ —/\BE#EOHE 179
RADIUS ¥ —/\#2fitkee 162

S

sFlow #fat (70 —#tat) #ee 475

sFlow #at CHEAT 2ERa~v > F—& 492

sFlow et CERd 23> 74V L—Yavavy
F—% 486

syslog ' —N~OHHFHE 179

System description (¥%@E#H|) 538

System name (¥BH&FR) 538

T

Time-to-Live (B ORFEERE) 537
trust K— b [DHCP /84 v b DER] 341
trust K— b [# 147 3 v 7 ARP &) 349

U

untrust — + [DHCP /¥4 v FOEE#H] 341
untrust R—+~ (¥4 3Iv 27 ARP#&E] 349
Up MEP 507

V

VLAN B{7E25E (B#H9) 155
VLAN BA{7E83E (B#HY) CTOFRIERRINAR— b RER]
159

VLAN Bf7E83E (8)69) 155

VLAN BAERRE (B179) < VLAN 2 8H9I1cE0 5T
HEEDRE 162

VLAN Bf7E8:E (8h89) T MAC 7 R L AZE D
I—Y Y JEBREICOWVWT 165

VLAN B{7F83F (8109) TORRRERRYVR RS 158

VRRP 409

VRRP IZBIF5EEBRBOMMEAL 411

u
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77t E—F 413

Ty T IR=-F 434
TSIy - UFyT s 433

ToFIr T VY NOERITY F—& 448

FTyTIVr T YU NOAY T4 T =3y
av Y R—& 446

H

IRV — 3 430

H

R MACSETT7 L—LDF(FE 410

A8 MAC 7 KL 212 & % ARP I6&HB LU NDP &
% 411

fREEL—%DMACT FLAEIP T RL A 410

&

EARFGEE—F 154
SRR R FFRSRE 182

av7427L—3> [VRRP] 422

78— MEBE [LLDP) 536
K= MMERE (OADP) 545
FH— LT HRET LTV XL 150

L

r—)V 96
HEORERLBLUCEEVIDRERLOMIE 412
FEILV—LDIFT—Y) T 468
BEEHRA VY Tz—2 414



i

EEEH A5 T2 —AE VRRP R—1 VT OHRE
426

¥

Ar—=Larrua—)L 461
Abh—=Laryiva—LoarJ4«Zb—gzravy
F—8 464

<

EEHME 95
REEITL—LDIFT—Y VT 468

1z

HEER 71

¥4+ 3y ARP#E 349
AR S DFRIEERZM LT 2HEDE 176
mAMEEETOBEAA T3> 159

ImABHEMEDOVERE 174

AR E DRI L2 A v F ZEE L7 IEEE802.1X #4
B 147

WART 4Ny 347

IARANFHRIE Z ZK T 2 WEEDRTE 175

1%‘3!5/\0) EAP-Request 7 L —LFHEDHE 175
I ARZSKERREIIEARE 162

&

FXA4 > 505
Mo F U THEE 414

7—6:
Wigk MAC F8iE DB 286
Wil Web 2BiE DB 184

NiE VLAN O~ > K—& 337
BIEVLANOIY 74 7L —Yaryavy R—&
329

Dkt VLAN [MAC #%3iE] 286

Pilt: VLAN [Web 23] 184
DALY — NEEF LR Y 1 v 178
PEE7E— K 157

DAL LB O FRAE B £ COSFBERERE 177
TACRREEDFIHAL 182

SREERINER A T a Y ORE 173
FIEBHNAR— I TS a v D 173
FRREAIEICRE T BERE 175

r&l

PH

r&] r&j

m\élil oulk Tl Ullll oulk Tl

g

]

E”iﬁ%‘ﬂ{%&%ﬂﬁﬁﬁ 7vary 159
IAMBIRORE 174
nuuﬁfﬁ)ﬂ?%ﬂ% 4 147

ERFERT VLAN [MAC 3Z:E) 286
F0REAT VLAN [Web #83E) 184
PREEE— K 154

DLD.—LFJE I\j—7c/3/ 158
n:bnl—E%—]\j—7/5/@§§E 173
RAEE—REA T2 aroffz 154

(&

EZERIH 109
NAYT 4 Y IF—HR—Z 340

/S\

VESIZ AN

T4 VY TERT 58-I F—& 37
TANYTERT A T74 7 —Yaryavy R—
& 32

T4y EFER LISy hT— 7B 2
BEIRER D & OFRIEESRIF O @G BRI O E 178
754<Y VLAN 507

Ju—fEH 48

Ju—fflfgE 47

(F

d‘° MEMEREE 154

— MEAIEREEORERSF] 155
a‘ FIS—UYT 467
R—r3I5—Vvrparr4«7L—yaryavy R
—& 472

S
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N3
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