NEC

P8800/53660 Y7 k7T =a7 )L
aA>T747L—>3a>H1 K Vol.2

Ver. 12.2 X

IP88538-5011-D0



B ¥REm

DY =27 )IF IP8800/S3660 #MRICEEH L TWE T, £z, V7 b7 7 OS-L3M Ver. 12.2 OBEEEIZ D W TEHEH L T
WET,

B HHROIE

K%un%ﬁ@tﬁéﬂéiﬁ“ &, SHERERUHEEZEO RS % & CIOKE O# S AR 2 SHHE O HBIE R 2 CHER D
DELFHREEZBNO LSV, &b, FAZEARE, BAEEIERIBHWEDELEZE N,

H EE—5

AMD &, *KE Advanced Micro Device, Inc.OKES KOO E % 1281 2B 8FEETT .

Cisco 1%, >KHE Cisco Systems, Inc. DKEB L OOE L IZB T 5E ﬁ%ﬂ‘gf’é‘o

Ethernet 13, L7 A VAL IR RS ) N— 3 VIEXAHOBRBEETT

GSRP &, 7779 F v bT—7 ZAKERESHOBHREIETT,

Internet Explorer &, >K[E Microsoft Corporation OXKE K & DO EICH T 5 ERAEE S 2 13EETT .
IPX 1&, NovellInc.OBEE T,

Microsoft 1&, *KE Microsoft Corporation OXKEH & O DD E I H 1T 5 BHREE £ 72 13FEE T,
OpenSSL &, KEB & Dt DEIZH 1T % KIE OpenSSL Software Foundation DB EREZE T,
Python i, Python Software Foundation O ESEEIZ T,

RSA BLURCA 1%, KEB X ZDMOEICH T S KE EMC Corporation OB EZ T .

sFlow %, KEB KD MDEICH T 2KE InMon Corp. DEFREE T,

ssh 1, SSH Communications Security,Inc. O B&#EZE T 9,

UNIX &, The Open Group ®KE 7z 5 IO EIC BT 5 EHREZETT .

Windows 1%, *KE Microsoft Corporation OKEB L OZ DO EICE T 2 EHREEE 2 I3EIETT .
f—=Hxv ML, BETANLEIRAL ) R=2 3 UIFEREHOBEEIZETT .
ZOREPOEBOSHSE, BMRAE, TNPNOXLOEEDS L IBEREZETT,

B Yo7 VEB&<HEH RELTLESETL

Bz ERAY 2RI, ReLboFHWAZ L<FA, FOHEBL TSN,
ZORZaTliE, WOTLERTESLD, FEGMIREL TSV,

v
F=

ZDOTZaTIVOWRBIZOVTIE, BN, FTERLKEETIEESHDET,

W T
2024% 10H (814K 1P88S38-S011-DO

W =FE
Copyright(C) NEC Corporation 2017, 2024. All rights reserved.



LIRS
[Ver. 12.1 555 Rev.10 K]

x® BERT

I5H

Bl - BEAS

70— TUVEHRE

KRIEZEMUE LT,

RABIL—% D7 — T4k

AEZBEMUE Lz,

TN — TR DOEE

AIHZBMUE L7z,

IRV — % DEREMER

TN —TEEEIC DLW TR ZEML X Lz,

[Ver. 12.1 3& Rev.9 k]

® RERT

158

EI - EEAE

ZEAT7O—HmHE-F

ZERI7 0 —#HE— FIC custom ZEIML Z L7z,

TR AY X b

ZER 7 0 —#HHE— FIZ custom ZEBML & L7z,

ZERMT7o-—HHE-F

ZER7 0 —#HE— FIZ custom ZEBIML x L7z,

QoS 7u—1J A b

ZER 7 0 —#HE — NI custom ZEMUZ L7z,

HEER HEERORTRICT L—LKICED<ERZEMLE L,
EH 70— 2R E LoHERER (BHNFEER) oftfzEMmLEL
72

R RGEEN ARIEZEMUE Lz,

7 L= LB ORISR ERE RO

7 U— LBEBEMOFERERY R — MIfE-> T, b2 EELE L.

DSCP EZADORTE
HRFEERORE AIFZBMUE L7z,
TR FCEA DR TE KRIEZBMUE LT,

7 U — LB O R AR B B EE R FF O

7L — LB OERERY A — MIfE-> T, Sk eEELE L,

DSCP & & 2 OHERR

SR RETR ORERR AIHZBIMUE L7z,

IR RGB R OFERD AIEZBMUE L7z,

WK 4 LY AR T 4 VY OIERSEMN & 7% 5 ZER 7 0 —#HE— N2, dhep-filter 2

B L7 custom ZEMLUE L7z,

[Ver. 12.1 & Rev.8 k]

® KEAT

158

Bl - EEAS

REERT7 O —BEE-F

7 u—#HE— R layer3-mirror-1-out, layer3-mirror-2-out ®&cib % Hl
BRLUE L7z,




IE5H

Bl - EEAE

R Y —=R=X 3TV TOBELH

[EETL—LD3ITF7—Y 7] OFLBZHIBRLE L

HYY—R=23I5—Y VIO

EET7V—LDIT—) T ET7 0 VYEEZHAT H8E] Oftik%
HIBRL & L7z,

sFlow #EHER R OERHIH

AHZBMUE L7z,

[Ver. 12.1 X455 Rev.6 HR]

X ZENS

I5H

Bl - EEAE

A R

TSV T VTN TOYR—NREDS>SE, 7754 THR—Fh
EEEO MACT RLAT Y FF— MIDWT, A¥Y v 7EORRELEE
LE L7,

[Ver. 12.1 33 Rev.5 AR]

X ZENS

158 Bl - EEAS
PR — MR IEEE802.1 Organizationally Specific TLVs IZDWTERZEMLE L
7zo
PTP AREZEMUE L,

[Ver. 12.1 i Rev.4 iR]

X ZENS

IE5H

Bl - EEAE

ZEA7 O -—HHE-F

IP REE VLAN #llEE— FORERZEMLU £ L7z,

ZEMT7o—EE—F

IP KR&#E VLAN ik € — FOFERZEBML £ L7z,

AR R

IEEE Std 802.1AB-2009 Ot ZEM L & L7z,

[Ver. 12.1 3455 Rev.3 HR]

®x XBEAH

I5H Bl - ZEAS
SSL ZERAE DIEH KREFZBMUE L,
SSL REBAZE D HEfH KEIZBMUE Lz,

VA VANVEADE T AN

ATy TERTOT Y TV - VFUF Y MDY R— M- it %
EBMUE L7,
TSV YT TRy MEREEY R - LE LT

SERNVEAN

AIHZBMUE L7z,

R—rUty MEREDER

AEZBEMLE L7z,

[Ver. 12.1 sdFakR)



I8

802.1Q Tag T 5HkE

« AEZBMUE L7z,

R—b3IT—Y UV ITDERE

* [(5) 802.1Q Tag (5L EML-I7—V 7]

ZEILF L7,







(FC8IC

B BREBHIOV IR T7N—=T3>

IO =27 )IE IP8800/S3660 # RMRICFEEH L TWET, £72, V7 b7 7 OS-L3M Ver. 12.2 O#HEICD
WCEHBLTWET, V7 MY T7HERIL, VI Y27 94 ABLOF T ar I v A& > TR —
MY AMBBEICOWVWTEEH L E T,

BEZTOENCIDOT =27 V2 ELFHA, EPNTVAERPERZTOICHMBL TS, i, 07
ZaTNVERELEZICTSBRTESISFVRRTVEFRFICEEL T EE 0,

BB, ZOTZaTLVTIRECH S WA ED, SLL3ABRUSL-L3LOYV 7 bz 7 54 AHBEOMKEE
ICOWTEHLET, BT VWEEICODLWTIRUTOY—27TRLET,

[SL-L3A] :
VI b2 7534t8 2 ASL-L3AICDODWTOERTT,

B COY=—a7)IDETEICDOWVWT

IDOXZaTVICREBORER, V7 b7 &R ftss [V -2/ — b BXU [v= 27 LETIEER
TEIET 25587 H D £7,

B XRFE

KREBZFALAY VT = VAT LZEEL, EFTAEVATLAEREOHZNRELTNET,
Tz, WIORTHHBZEB L CWAIERZFHRELTVET,

o Xy NT—=U VAT LEBOERN LA

B COY=Za7)L®OURL

ZDV=aTVOWNEIX TN URL ICHBEHL TBED LT,
https://jpn.nec.com/ip88n/

B Y17 )O5ESFIE

ABEBOEA, Ly 7y 7, BEERE TOEEZETIO—IHE->T, FREFNOEBEEICBRBT A= 2 7L E2IRIC
NLULET,



FLoIc

QLEEOHEMN S, MHBAROEFMLGREZAY =LY

DALY PAR—bAHA

(IPBES3G-G002)

@®— LU 7 ORWEEE RIRGEZER~S

n— Ky THikREASE S te—in
m—F s TIiERER
(IPB&S36-H002) (IPBR-COM-HOO1)

[ MR ENd)!: 13 Q@745 L—3aATUFD
A4 L—a VDERE, AN LBy R, T A2
EAAT Y FIZDOLWTOREZHMY =Ly [Z20LvTaY =1y

AT L= a3 HAFK AT FL—y3
Vol 1 AT RFLZF LA
(1P88538-5010) Vol. 1 {1P88538-5013)
Vol. 2 Vol. 2
(I1P88538-5011) (IPBBS38-5014)
Yol.3
(1P88S38-5012) OFFRaIT U FOADL R YIR,

IS A—SFMEIZDOLTHY =Ly

EMAOYT S EFLITFLA
Vol. 1

(IP88538-5015)

Vol.2

(IP88338-5016)

Q@Avt—EOHFIZDONTHADS

Awy— .05 FLA

(IFBB338-3017)

OMIBIZDWLVTHAR S

NIBLZ7 LA

(IPBB538-5018)

@S TILREBOANAEIZDONT
MU=y

FZINa—F s THAF

(IPBES36-TODZ)




B CNOY=217 )L THRE

AC
ACK
ADSL
AES
ALG
ANSI
ARP
AS
BFD
BGP
BGP4
BGP4+
bit/s

CFM
CIDR
CIR
CIST
CLNP
CLNS
CONS
CRC
CSMA/CD
CSNP
CST
DA

DC
DCE
DES
DHCP
DIS
DNS
DNSSL
DR
DSA
DSAP
DSCP
DSS
DTE
DVMRP
E-Mail
EAP
EAPOL
ECDHE
ECDSA
EFM
ES
FAN
FCS
FDB
FQDN
FTTH
GCM
GSRP
HMAC
HTTP
HTTPS
IANA
ICMP
ICMPvV6

IEC

IEEE
IETF
IGMP

IPCP

Alternating Current

ACKnowledge

Asymmetric Digital Subscriber Line
Advanced Encryption Standard
Application Level Gateway

American National Standards Institute
Address Resolution Protocol
Autonomous System

Bidirectional Forwarding Detection
Border Gateway Protocol

Border Gateway Protocol - version 4

Multiprotocol Extensions for Border Gateway Protocol - version 4

bits per second *bps ERELT HEHEEELHYET,
Bridge Protocol Data Unit

Basic Rate Interface

Certificate Authority

Cipher Block Chaining

Continuity Check

Cisco Discovery Protocol
Connectivity Fault Management
Classless Inter-Domain Routing
Committed Information Rate

Common and Internal Spanning Tree
ConnectionlLess Network Protocol
ConnectionlLess Network System
Connection Oriented Network System
Cyclic Redundancy Check

Carrier Sense Multiple Access with Collision Detection

Complete Sequence Numbers PDU
Common Spanning Tree

Destination Address

Direct Current

Data Circuit terminating Equipment
Data Encryption Standard

Dynamic Host Configuration Protocol

Draft International Standard/Designated Intermediate System

Domain Name System

Domain Name System Search List
Designated Router

Digital Signature Algorithm
Destination Service Access Point
Differentiated Services Code Point
Digital Signature Standard

Data Terminal Equipment

Distance Vector Multicast Routing Protocol
Electronic Mail

Extensible Authentication Protocol
EAP Over LAN

Elliptic Curve Diffie-Hellman key exchange, Ephemeral

Elliptic Curve Digital Signature Algorithm
Ethernet in the First Mile

End System

Fan Unit

Frame Check Sequence

Filtering DataBase

Fully Qualified Domain Name

Fiber To The Home

Galois/Counter Mode

Gigabit Switch Redundancy Protocol
Keyed-Hashing for Message Authentication
Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure
Internet Assigned Numbers Authority
Internet Control Message Protocol

Internet Control Message Protocol version 6
Identifier

International Electrotechnical Commission
Institute of Electrical and Electronics Engineers,
the Internet Engineering Task Force
Internet Group Management Protocol
Internet Protocol

IP Control Protocol

Inc.

FU&HIC



[FU®IC

IPvi4
IPV6
IPV6CP
IPX
IS0
ISP
IST
L2LD
LAN
LCP
LED
LIC
LLDP
LLQ+3WFQ
LSP
LSP
LSR
MA

MAC

MC

MD5
MDI
MDI-X
MEP
MIB
MIP
MLD
MRU
MSTI
MSTP
MTU
NAK
NAS
NAT
NCP
NDP
NET
NLA ID
NPDU
NSAP
NSSA
NTP
OADP
OAM
OSPF
OouIl
packet/s
PAD
PAE

PC

PCI
PDU
PGP
PICS
PID
PIM
PIM-DM
PIM-SM
PIM-SSM
PMTU
PRI

PS
PSNP
PTP
QoS
QSEP+
QSFP28
RA
RADIUS
RDI
RDNSS
REJ
RFC
RIP

Internet Protocol version 4

Internet Protocol version 6

IP Version 6 Control Protocol
Internetwork Packet Exchange
International Organization for Standardization
Internet Service Provider

Internal Spanning Tree

Layer 2 Loop Detection

Local Area Network

Link Control Protocol

Light Emitting Diode

Logical Link Control

Link Layer Discovery Protocol

Low Latency Queueing + 3 Weighted Fair Queueing
Label Switched Path

Link State PDU

Label Switched Router

Maintenance Association

Media Access Control

Memory Card

Message Digest 5

Medium Dependent Interface

Medium Dependent Interface crossover
Maintenance association End Point
Management Information Base
Maintenance domain Intermediate Point
Multicast Listener Discovery

Maximum Receive Unit

Multiple
Multiple

Spanning Tree Instance
Spanning Tree Protocol

Maximum Transmission Unit

Not AcKnowledge

Network Access Server

Network Address Translation
Network Control Protocol

Neighbor Discovery Protocol
Network Entity Title

Next-Level Aggregation Identifier
Network Protocol Data Unit

Network Service Access Point

Not So Stubby Area

Network Time Protocol

Octpower Auto Discovery Protocol
Operations,Administration,and Maintenance
Open Shortest Path First
Organizationally Unique Identifier

packets per second *ppsERLTDIEHEELHYET,

PADding

Port Access Entity

Personal
Protocol
Protocol

Computer
Control Information
Data Unit

Pretty Good Privacy

Protocol
Protocol
Protocol
Protocol
Protocol
Protocol

Implementation Conformance Statement

IDentifier

Independent Multicast

Independent Multicast-Dense Mode

Independent Multicast-Sparse Mode

Independent Multicast-Source Specific Multicast

Path Maximum Transmission Unit

Primary Rate Interface

Power Supply

Partial Sequence Numbers PDU

Precision Time Protocol

Quality of Service

Quad Small Form factor Pluggable Plus
28Gbps Quad Small Form factor Pluggable
Router Advertisement

Remote Authentication Dial In User Service
Remote Defect Indication

Recursive Domain Name System Server

REJect

Request For Comments
Routing Information Protocol



FU&HIC

RIPng Routing Information Protocol next generation
RMON Remote Network Monitoring MIB

RPF Reverse Path Forwarding

RQ ReQuest

RSA Rivest, Shamir, Adleman

RSTP Rapid Spanning Tree Protocol

SA Source Address

SD Secure Digital

SDH Synchronous Digital Hierarchy

SDU Service Data Unit

SEL NSAP SELector

SED Start Frame Delimiter

SEP Small Form factor Pluggable

SEFP+ enhanced Small Form-factor Pluggable
SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

SNAP Sub-Network Access Protocol

SNMP Simple Network Management Protocol
SNP Sequence Numbers PDU

SNPA Subnetwork Point of Attachment

SPF Shortest Path First

SSAP Source Service Access Point

SSH Secure Shell

SSL Secure Socket Layer

STP Spanning Tree Protocol

Sync-E Synchronous Ethernet

TA Terminal Adapter

TACACS+ Terminal Access Controller Access Control System Plus
TCP/IP Transmission Control Protocol/Internet Protocol
TLA ID Top-Level Aggregation Identifier

TLS Transport Layer Security

TLV Type, Length, and Value

TOS Type Of Service

TPID Tag Protocol Identifier

TTL Time To Live

UDLD Uni-Directional Link Detection

UDP User Datagram Protocol

UPC Usage Parameter Control

UPC-RED Usage Parameter Control - Random Early Detection
VLAN Virtual LAN

VNI VXLAN Network Identifier

VPN Virtual Private Network

VRF Virtual Routing and Forwarding/Virtual Routing and Forwarding Instance
VRRP Virtual Router Redundancy Protocol
VTEP VXLAN Tunnel End Point

VXLAN Virtual eXtensible Local Area Network
WAN Wide Area Network

WDM Wavelength Division Multiplexing

WEQ Weighted Fair Queueing

WRED Weighted Random Early Detection

WS Work Station

WWW World-Wide Web

B KB (FONTN) BEDEMRKREICDOVT

IKB (Fu/NA 1), IMB (XH)NA 1), 1GB (FH2NA 1), 1TB (FI34 b) ZENZN 1024 31 b,
1024284 &, 1024334 b, 1024431 b T,






F1Hm 71L9

1Y 1
1.1 #get 2
1.1.1 71 LIDHPE 2
1.1.2 704 3
1.1.3 ZEAMT7O0—HBHE-—R 3
1.1.4 ZFER7O0-BHE—R 6
1.1.5 7O—t&HsG 7
1.1.6 77EAUZXK 12
1.1.7 BEEROBFEE 14
1.1.8 71 LI ERIDIEREIR 14
1.2 A>7«47L—>3a> 16
1.21 a>7«47L—3a>av R—8 16
1.2.2 ZEA70—HEE—RDOERE 16
1.2.3 ZFERA7O0-—BEE— RDERE 17
1.24 MACAyS Tk - FEEZ T DERTE 17
1.2.5 IPAwS - TCP/UDP Ay 9" Chilt - BEET D 17
1.26 BHAVITI—RT1ILIDEE 19
1.3 #ARXRL—>3> 21
1.3.1 ERIYYR—& 21
1.3.2 719 DR 21
£2#m QoS
QoS HIEHIDIE 23
2.1 QoS HllfEtEE 24
2.2 H@INIEEEs 26
221 1-HEEETvEYT 26
222 1-HBEEYYECTDIFREE 27
2.3 QoS H#lEt@nI> 717 L—>3> 28
231 AYT747L—>3>aYY KR8 28
2.4 QoS #lEHtEDANRL—> 3> 29
2.4.1 BRIV R-—E 29



7 O— I 31
3.1 7O—HBEs 32
3.1 SHERIT7O—RHEE-—R 32
3.1.2 70— &G 35
3.1.3 QoS 7O—YZR N 38
3.1.4 7O—RHERIEOFEEE 39
32 7O—wHa>7«q7L—3> 42
3.21 ZEAIT7O—REE— ROEE 42
3.2.2 #9771 —AN QOS HIHDIEE 42
3.2.3 TCP/UDP R— MBS OEET QoS #lifld 2%7E 42
3.3 7O0-®BEOARL—>3 > 44
3.3.1 IPv4 Gy a7 O—#@HREE Uiz QoS I EhEESR 44
3.4 FIHEERARS 45
341 HiEER 45
3.4.2 HEEREL 46
3.4.3 FHEERIERAEICIRENOIRE R FETER 48
3.4.4 HEERERFOIEEIR 49
3.5 HEESROI> T L—Y3ar 50
3.5.1 BAHEHEORE 50
3.5.2 RIEFEHEREREOF1—1 > TEBEEDRE 50
353 7L —LABBEMORMEFHERERIFD DSCP BEIRZ DFRTE 51
3.5.4 BXHEHEHEREFHEROBEAGOEDEE 51
3.5.5 SEHHHERORE 52
3.5.6 HEERBAORE 53
3.6 FEHEHROAXRL—3> 54
3.6.1 BRAHEHIHORES 54
3.6.2 BRIEFEHERERBOF 1—1 27 BEENHES 54
3.6.3 TL—AHBMOREEARFEEREFD DSCP EERZ DR 54
3.6.4 RXHEHIEEREFHEROBEAGOEOMHER 55
3.6.5 EXEIHEEHOWESR 55
3.6.6 HEERBAIOESR 55
3.7 <—H—mRE 57
371 1-YBREEERZ 57
37.2 1—YBRESIEHE 58
3.7.3 DSCPEZix 59
3.8 ¥v—H—Qa>T717L—>3> 61
3.8.1 I—HEREEESMIDHRE 61
3.82 I1-—HEEESIEHIORE 61
3.8.3 DSCPEZEXNHRE 62



39 YT—H—DARL— 3> 63
391 1—HEAEESRIOER 63
3.9.2 1—HESESISHE DR 63
3.9.3 DSCPEE#X DOWESR 63

3.10 BEEREDEH 64
3.10.1 BEEREOHRTL—LA 64
3.10.2 CoS{E - Fa1—1 7 E5xE 64
3.10.3 CoS vy E>THHE 66
3104 BEESREEHAEOTESEE 67

3.11 BEEREIV 747 L— 3> 69
3.11.1 CoS {ENRE 69

3.12 BEEOMANRL—Y3> 70
3.12.1 BEEDHESR 70

4 XS HIE 71

41 v x—/VERE 72
411 LAY—Y 1—NOBE 72
412 #E¥1-KIEE 72
413 R4Ta—-)>F 73
4.1.4 R— NI 77
415 ¥I—/XERBOEESEE 79

42 x—/NQOA> 7«17 L—>3> 80
421 ZRTV1-U T DRE 80
422 K— NEEAEORE 80

43 vx—1OANRL— 3> 81
431 ZRHVa—V T DRER 81
43.2 KR— NEEHHIEOHESS 81

4.4 FEEHIEERE 82
4.4 FEEEHIE 82

45 EEHEOI> T4 L—3> 84
451 Fa1—oA > 7BEEDHRE 84

46 BEZHIEOANRL—3> 85
46,1 F1—1 > TBEEOHER 85

F£3® L1Yv 288
5 L1+ 253 87
5.1 = 88




5.1.1 Lo+ 2 535HER| 88
5.1.2 FREEAR 89
5.1.3 MAC VLAN Oy VLAN EZEE L1 2 533 89
52 L1V 25t OHEICDONT 90
5.2.1 L 2 BRI AkbaEE Dtz 90
5.2.2 E—R— M NATOHE 93
5.2.3 L1 2 SRR RFIFOSTEHEE 97
5.3 L+ 2 SREHLEDREE 99
5.3.1 ERERFOEREIEAL 99
5.3.2 FREIATIHRAROBEHFD 99
5.3.3 EREEALHIBR 101
5.3.4 &HlEEE 102
5.3.5 FREEBEAMARDR— NEBE 103
5.3.6 RADIUS #—/\i&EM dead interval #5E 108
5.3.7 MAC R— N dot1q SRERDENE 110
54 L 25REHERROEREIA 112
5.4.1 REBORED FCREZBRHFOIR 112
5.4.2 RADIUS H#—/\{ERBOFE 112
55 LAV 2R;EHL@I> 70 7L—>3> 114
551 J>7«47L—>3>avYR—§& 114
55.2 LAV 2B 707 L—23 AT RONTA—IHRE 114
IEEE802.1X DfEEH 117
6.1 |EEE802.1X OHIE 118
6.1.1 HR— MkgE 119
6.2 HRREREDEIE 126
6.2.1 FREEE—NR 126
6.2.2 IHRFRHEMEYIWER A S 3> 131
6.2.3 ImREKEEREHN AR 134
6.2.4 RADIUS t—/\&fhkat 134
6.2.5 EAPOL 7#7—7« > Hk8E 135
6.2.6 ERELEHIRR 135
6.2.7 FREEEAMHARDR— NEBE 135
6.2.8 VLAN B{IsRsf (BIth) OEMEE—NR 135
6.2.9 EREHHARDEREHIR 136
6.3 |IEEE802.1X fERFDFREIA 137
|[EEE802.1X MERTE & EM 141
7.1 |EEE802AX D> 717 L—a> 142




7110 A747L—3>aAvR—E 142
7.1.2 |EEE802.1X DEAMLRTE 143
713 FEIE—RA T a>DRE 145
7.1.4 SREHMRICRET BERE 147
7.1.5 RADIUS #—/\BSiEDRE 151
7.2 |EEE802.1XDAXRL— 3> 152
721 BRIV R—E 152
7.2.2 |EEE802.1X REEDFT 152
7.2.3 |IEEE802.1X SRsFREEDZE 154
Web EREED SR 155
8.1 HI=E 156
8.2 AT LEHH 157
8.2.1 EIE VLAN £E—R 157
822 94+3Iv7 VIAN E—R 159
8.23 L#HY—FE—R 160
8.2.4 7 KL AREREIC K B1ERHE 162
8.3 EREIHkRE 166
8.3.1 EREIAIRAD@BEHFT 166
8.3.2 FEIxy hT7—TJAOOT1> 166
8.3.3 SR 168
8.3.4 Iy hT—IH50O7 7K 168
8.3.5 ERELEHIRR 172
8.3.6 FREEEAMKRNDN— NEBE 172
8.3.7 THU MEEE 172
8.4 EREIFIE 175
8.5 W& Web 535 DB # & U RADIUS t—/\D#fig 179
8.5.1 W& Web 525F DB M #&fi 179
8.5.2 RADIUS #—/\D¥%f# 179
8.6 REITS—XAyt—% 183
8.7 Web SREIBIEANE X HAE 187
8.8 Web SREHEREDFREIR 188
8.9 SSLEMAZMEHR 190
8.9.1 HTTPSIC&BO71> - Q777 h 190
8.9.2 HiR— Mtk 191
8.9.3 E@7O- 191
Web SREIDEE & &R 193
91 aA>7«47L—¥3> 194




911 A7« 7L—¥3>IdvR—E 194

9.1.2 BEEVLANE—ROOI>717L—>3> 195
9.1.3 d4+rIvyIJVIANE—RQOO> 717 —>3> 201
9.1.4 LAY—FE—ROI>T717L—Y3> 209
9.1.5 Web FREED/NT A—IHE 221
9.1.6 FRELRRADERESTE 225
9.2 ARXRL—23ar 228
9.2.1 ERIVYR—E 228
9.2.2 Web SRR EEHERT 229
9.2.3 Web BEIDIRERT 231
9.2.4 Web SREIORIHRERT 231
9.2.5 Mgk Web 535 DB OER 232
9.2.6 W& WebsRsEDB DNy I 7S 233
9.2.7 Web sBIEHEOER 233
9.2.8 B 7 Web RIIBEENHIE 234
9.2.9 Web SREIEE O EHERT 234
9.2.10 dead interval #gEIC &3 RADIUS —/\7 7t 2% 1 8B® RADIUS H—/NIZRY 234
9.3 Web SREIEEIERFSIE 235
9.3.1 071> E®E (login.html) 235
9.3.2 O777hEE (logout.html) 238
933 FEITIZ—Avyt—TT7741)L (webauth.msg) 239
9.3.4 Web REIEFY 7 241
9.3.5 ZoftoEEY > SI 242
9.4 SSL SHEAZE D% 247
9.4.1 H—/\GIRELRBEERT IRIE 247
9.4.2 H—/\GIHE EROIER 247
9.4.3 H—/\GHEAE L RDER 249
9.4.4 1 —/\SHERE &R OHIFR 251
MAC EBSEDfEEH 253
10.1 #iE 254
10.2 AT LERS 255
10.2.1 EE VLAN £—R 255
10.2.2 914+Xv 7 VLAN E—R 257
10.2.3 MAC ;R— N IZ dot1q SRERFDENE 259
10.3 ERGiH&RE 260
10.3.1 SREEREEBDENE 260
10.3.2 5&l5RE 260
10.3.3 SREEMERRA T 260

10.3.4 ESSEEHIRR 263



10.3.5 SREEEAIHADR— bREEE 263
10.3.6 7Ho Mg 263
10.4 ME MAC 585 DB 3 & UF RADIUS H—/\D#Efis 265
10.4.1 PR MAC S35E DB 0% 265
10.4.2 RADIUS #—/\D#ff 265
10.5 MAC ZREHERIFDFREIR 269
MAC EREEDERTE & &R 271
M1 2A>7«07Lb—>3> 272
1111 IY747L—3>a7R—E 272
11.1.2 BEVIAN E—ROI>T 17 L—¥3> 272
11.1.3 94FIvyIVIANE-ROI>T1JL—¥3> 275
11.1.4 MACSBEED/ST A —IHRE 277
11.1.5 FREIRRADERTETTE 279
11.2 ARXRL—23> 282
11.2.1 EFIVYYR—E 282
11.2.2 MAC SREI DR E BRI 282
11.2.3 MAC SRELD#EHEFRERT 283
11.2.4 MAC SBEEDSREHRRER TR 283
11.2.5 AWk MAC 35 DB DERL 284
11.2.6 WEMACERSEDB DNy 77 v/ 284
11.2.7 dead interval ##EIC & % RADIUS #—/N\7 7t 2% 1 8B® RADIUS #—/NICRT 285

F4fm X215+

DHCP snooping 287
12.1 fEER 288
1211 #1= 288
12.1.2 DHCP /¥4 v hDEsE 289
12.1.3 DHCP /%47 v hOSHEL — MEIRR 295
12.1.4 WR711LY 295
12.1.5 S1+3v 7 ARPHRE 297
12.1.6 ARP /¥4y hDOZHEL — MR 300
12.1.7 DHCP snooping I DT EEIE 300
122 A>7«47L—>3> 303
1221 22747 L—Y3>avR—8 303
12.2.2 BXREE 303
12.2.3 DHCP /¥4 v hOBHEL— MR 306

vii



12.2.4 WwKR71 LY 306
1225 914+ Xv7 ARP & 306
12.2.6 ARP/Vry NDEEL — MR 307
1227 BEEIP 7 RLRAZF DMK EEFELUIBE 308
12.2.8 AEBOE FIC DHCP U L—HEHREnBs 308
12.29 AEEBODETIC Option82 #1539 % DHCP U L—HERSniziEs 310
12.2.10 syslog #—/AADHF 31
123 #ARL—2 3> 312
12.3.1 B3OV R—F 312
12.3.2 DHCP snooping /N1 > T« > T TF—IN—ZADWER 312
12.3.3 DHCP snooping #isHER DR 312
12.3.4 914+ 3v 7 ARP BEDHER 313
12.3.5 DHCP snooping O7 X v £— OFESR 313
ES5iR TNRIEEKICKSSEREEEEEE
GSRP MfEsH 315
13.1 GSRP O#IE 316
13.1.1 HE 316
13.1.2 BE 317
13.1.3 HR— Mt 318
13.2 GSRP OEXRFIE 319
13.21 %y NT7—THR 319
13.2.2 GSRP &£ VLAN 320
13.2.3 GSRP MOt &z HlfE 320
13.24 TRY, Ny IT7v TOBERSGE 322
13.3 GSRP OEMEHIE 324
13.3.1 GSRP DIKEE 324
13.3.2 REEZRFOEE 324
13.3.3 U2 IBEEROEE 327
13.3.4 Ny 77y TEERMKEE 329
13.3.5 GSRP VLAN 7')L— FIREHIEHERE 329
13.3.6 GSRP HlfHIXRIR— b 329
13.4 L1V 3 nRVIEKE 330
13.4.1 HE 330
13.5 GSRP D%y hNT—7T5E 333
13.5.1 VLAN ZI)L—78EI0O0O— RNT > X8R 333
13.5.2 GSRP 7' —TDREXER 334
13.5.3 LAV 3INRUBKETOLER®Y NT—TBSICLBUVER 335

viii



13.6 GSRP EREFNDFREIR 339
GSRP DERE &EH 343
141 aA>7«47Lb—>3> 344
1411 3>717L—Y3>avYR—E 344
14.1.2 GSRP MEARHLRE 344
14.1.3 Y29, Ny 77y 7ORRICET BHRE 347
14.1.4 L1+ 3 ARISKEDRE 348
14.1.5 GSRP VLAN 7'/l — JEREHIAMERE DIRTE 348
14.1.6 GSRP flfEHIRIRNR— N DERE 348
14.1.7 GSRP M/ST 4 —5 DBRE 349
14.1.8 R—KUty MEBEDRTE 351
1419 F1L7 N2 IEERBOFRE 351
142 AXL—>3> 353
14.2.1 ER3OVY>R-—E 353
14.2.2 GSRP DIREEDHES 353
14.23 37> RICEBIREEER 355
14.2.4 SEEREOR— NDT7 T 7 1 7K — NEIBRSRIR 355
VRRP 357
15.1 fRs 358
15.1.1 {REL—IDMAC7RLZAEIP7RLZR 358
15.1.2 VRRP (BT ZEEREDHEH 359
15.1.3 YRIDRESE 360
15.1.4 ADVERTISEMENT /$4 v kD525 361
15.1.5 77€7hE—R 361
15.1.6 Sy 7tk 362
15.1.7 VRRP OH7R— NI 367
15.1.8 I —tIEHkEE 368
15.1.9 VRRP {ERED;F=EE 371
15.2 A>7«47L—>3> 373
15.21 AY747L—>3>av>2R—E& 373
15.2.2 VRRP OO 717 L—¥3>0OfEn 374
15.2.3 {RIBIL—IAD IPv4 7 KL RBE 374
15.2.4 {RIEIL—IAD IPv6 7 KL RRE 375
15.25 BEEDFE 375
15.2.6 ADVERTISEMENT /84 v NEERERNORE 376
15.2.7 BEEIWEREUIMEDHRE 376
15.2.8 BEHY R UINEEROERE 377
15.2.9 MEZER>9 T T—R& VRRP K—1) > T DHRE 377



15.2.10 {REIL—IDTIN—T1k 380
15.211 T —THEEROEE 381
15.3 #AXL—>3> 385
15.3.1 EROv>R—E& 385
15.3.2 {RABIL—9 DIREMES 385
15.3.3 track MEXERR 386
15.3.4 §IWRUIBORIT 386
7TV )FTUT UK 387
16.1 FREH 388
16.1.1 H=E 388
16.1.2 HHR— Mg 388
16.1.3 7y FU27 - VIV NEWEHE 389
16.1.4 §JWEZ - IURUENE 391
16.1.5 BEIVRUEE 392
16.1.6 BIEEIHDHBITEEE 393
16.1.7 73y a7 L— LXZ{EKRE 393
16.1.8 MAC 7 RL A7 v 77— Mg 395
16.1.9 R—KUtv MkaE 398
16.1.10 KEBEEIFDT 7T 1 77R— NEEREE 400
16.1.11 7y P> 7 - )IUI Y MERIFDFREIR 401
162 dA>7«17L—>3> 404
1621 A>747L—>3>av2R—& 404
16.22 7y U277 - VT2 NDRE 404
16.2.3 R—KUtvy MEREDRTE 405
16.3 #A~RL—Y 3> 407
16.3.1 EROY> K- 407
16.3.2 7y U277 - VT2 NREEOKE 407
1633 7771 7K— NOFHEE 407

FofR xvbhTJ—TE1RKEE

L2 JL—T &40 409
171 f@S 410
1710 @= 410
17.1.2 EhfEtHiE 411
17.1.3 EFf 412
17.1.4 L2 V—7RAEREOFEEE 414



172 3A>7«47L—>3> 417

17.21 32> 747L—>3>aTVR—B 417

17.2.2 L2 L—TRA0HEE 417

173 #RL—Y 3> 420

17.3.1 BRIYVN—E 420

17.3.2 L2 L—THREEDHESR 420

]8 A=A NO-) 421

18.1 &S 422

18.1.1 Zh—ATY FO—LOBE 422

18.1.2 ZM—ATY NO—LEEEOEESE 422

182 A 7«147L—>3> 424

1821 dY747L—>3>aTUR—B 424

18.22 ZAR—ATY hNO—LOBE 424
EB7R XY RNIT—TJDER

]97}6—#55—')‘/7“ 427

19.1 fESH 428

19.1.1 R—hIS—U2T7OHE 428

19.1.2 R—NI5—U 2T OBNELE 428

19.1.3 802.1Q Tag f5Hkse 430

19.1.4 R—NIS5—) I ERBOTESE 431

19.2 aA>7«147L—>3> 434

19.21 Y 747L—Y3>aTUR—B 434

19.22 R—KrIS—U2TOHRE 434

20 RI)—R=ZZXZ5—-U27T 437

20.1 f@Es 438

20.1.1 HWIE 438

20.1.2 RUY—R—RI5—1) 27 DEELE 438

20.1.3 RUY—AR—2R35—1) 27 ERABOTEEE 440

202 AYT7147L—a> 441

2021 3dA>7«47L—¥3>avrR—& 441

2022 RUY—N—RZI5—1) VT DHEE 441

203 ANRL—¥ 3> 444

20.3.1 ERIYYR—E 444

20.3.2 KUY—R—ZI5—1 T DR 444

Xi



2 ] sFlow st (70O0—#st) e

445
21.1 fEEH 446
21.1.1 sFlow 5T OBIE 446
21.1.2 sFlow #stT—o x> MgsE 447
21.1.3 sFlow /N7y hT7#—< v k 447
21.1.4 EFEEOD sFlow fRstEE 454
21.1.5 sFlow #iEHEREFDEREIE 457
212 A>7«147L—>3> 458
2121 AY747L—3>IAYUR—E 458
21.2.2 sFlow st OEAMNLRERTE 458
21.2.3 sFlow#5ta> 71 7L —3 3285 X —9 DRER) 461
213 #ARXRL—>3> 464
21.3.1 BRIV R—E 464
21.3.2 L 79 EDOBEEDHESR 464
21.3.3 sFlow fiEtHEEDERD OHEER 464
21.3.4 sFlow #5t0H > 71 > 7 EROARSE 465
22 IEEE802.3ah/UDLD 467
22.1 #RE 468
22.1.1 HIE 468
22.1.2 HR— MEER 468
22.1.3 |EEE802.3ah/UDLD f#FE D3 EEIE 469
222 3Av7«47L—¥3ar 470
2221 A 747L—¥3>aYY K-8 470
22.2.2 |EEE802.3ah/UDLD MBRE 470
223 AXRL—> 3> 472
2231 BRIV R-E 472
22.3.2 |EEE802.3ah/OAM 1B RNDFT 472
2 3 CFM 475
23.1 #REH 476
23.1.1 BIE 476
23.1.2 CFM DERER 477
23.1.3 RAA2DERE 483
23.1.4 Continuity Check 487
23.1.5 Loopback 489
23.1.6 Linktrace 490
23.1.7 H@EENMELAR 492
23.1.8 CFM TERT37—9IN—2 495

Xii



23.1.9 CFM FEREEQIESEIE 497
232 A7« 7L—¥3a>r 499
2321 AY7«47L—>3>avrR—& 499
23.2.2 CFM ORE (@EHRXT1>) 499
23.2.3 CFMOHE (BA—RKX1 >, EHMA) 501
23.3 ANXRL—> 3> 503
23.3.1 #EFR3OYYR—E 503
23.3.2 MP RIMEEEHESR 503
23.33 MPRIDIL— hER 504
23.3.4 JL— kLD MP DIREERES 504
23.3.5 CFM OIREEDFES 504
23.3.6 EEOFHBIEROWES 505
2 4 LLDP 507
24.1 fRER 508
24.1.1 BE 508
24.1.2 HR— MEER 508
24.1.3 LLDP ERIBOEESEE 514
242 A>T7«47L—¥3r 516
2421 A>7«47L—¥3>av R—& 516
24.2.2 LLDP OBE 516
243 ARL— 3> 518
2431 ERIVYYR—E 518
243.2 LLDPIE8BNOFT 518
2 5 OADP 519
25.1 f@s 520
25.1.1 #i=E 520
25.1.2 HH— Mg 521
25.1.3 OADP SIS0 ESEIE 522
252 AY747L—v3av 524
2521 3Y747L—Ya>avyR—E 524
25.2.2 OADP DBE 524
253 AXRL—> 3> 526
25.3.1 ERAIOYYR—& 526
25.3.2 OADP {ERNOF R 526
2 6 PTP 529
26.1 fESH 530

Xiii



26.1.1 BtE 530
26.1.2 HR— NkaE 531
26.1.3 E2E-TC OFEE 532
26.1.4 PTP ERKNEREIE 533
262 d>747L—>3>r 536
2621 d>747L—Ya>yavrR—8 536
26.2.2 E2E-TC OERTE 536
263 AXRL—3r 538
26.3.1 ERIYYR—E 538
26.3.2 PTP MIREERESR 538
TR 539
TR A RS 540
f1#r A.1  Diff-serv 540
{18 A.2 |EEE802.1X 540
18 A.3 Web 533 540
T8 A4 MAC 5SS 541
f38% A.5 DHCP snooping 541
{388 A.6 VRRP 541
{388 A.7 sFlow 541
182 A.8 IEEE802.3ah/UDLD 541
1R A9 CFM 542
{382 A10 LLDP 542
18 A11 PTP 542
%g | 543

Xiv



F1fm 71ILY

1Y

TANFIE, HAHEDOTL—LEFRLID, BELIZDTAHEETT, Z
DETIET 4 VI BBEORHREBIERFEICOVWTHBLE T,



1 7109

1.1 fEE

TaWFIX, BEIRHEDT7 L —LEEREZITEETIHETT. 70 L7 3Ry NT—TDtFa) T4
PRI Z7-DIERLET. 74 Ly 2FERITIE, 2—FTEICHRY N T—=TADOT7 7 AZHIRTE
9, B, Ay b7 =27 &8y P T =BT WWW I3H#LTH, telnet % ftp 13FEE L 72
W EOEBRANPTEE T, Ay VT DODORELT 7 AEME, £/, AEx Y hT—Uh 564}
xRy NI = ARELBEROTHEREH S ENTEET. 74 LYERFER LAY N7 —7EEHI %K
IR LET,

1-1 7o L9%ZERLERY NT—T1EP

AEE
WWW
telnet,
ftp#r &
(FLGY) 2Ny MERTE

1.1.1 71 ILIDHE
REBEDT 1 LY ORET T v 7 2 ROFICRLET,

B1-2 AREDT«IILIDEEETOY T

REE
ZIEM EEE
CEEnE T T TETHmE T ; rT TEHETTTTT |
TN | i . |
i|ORE |1 > > !
emacr i |1l 2 | N D
| xesli L] @ o] e
=700 1| & : S N VA
g | H | | -
| Ik P > EE | ! > BEE (1! = |
AE [ ] comTmTsInyy
CORUIRLIZ 7 4 VY OBREEET T Y 7 OBMBEAZIRORITRLE T,
R1-1 T1LIDOSHEET DY 7 OHE
BEAEER( weaemE
7 — il ER 70— MAC 7 RL 2% 7u ka2 )LiEjl, IP 7 KL A, TCP/UDP OFR— + &5,

ICMP Ay ¥ EOEMII—HTH 70— (RETL—L4) ZHRHELET,

R - FEEE TJu—H L7z T7 L—Aicxt L, R EI3ERLET,




1 71L%9

AREETIZ, MACT7RL R, JubralLiEhl, IP7 KL, TCP/UDP ®FR—+FS, ICMP Ny %7
Eovu—fHE, FRSEREE VWOEEREASDE T ALY I MY RERL, 74 LY E2EHL %
j_o

BEBEDT 4 VY OHRMAERIIRLET

1L.BA VY T2 —AICEELEZTANVY I ) 21— REL-EBEBICERLET,
2.—H LT A NI Iy NIBRODP - -BETREEKRTLET,
BEFH LT L—LIE T4 VY T M) TRELLEEICK ST, FHPE TEN£Ed,

4 FRTODTANTLIY "NIVIC—BLEr->7:458, TOT7V—L%2FELET, BEEHEOFHMIX
[1.1.7 BROEZE] 2B L T30,

FE
ZEQAVE T2 —ATTV—LPERESINIGE, BEAA Y 72— A TR 7u—HHLEEA.
T/, AV ITR—PTRIANYREHTEE A,

1.1.2 70—%HH

Ju—HElE, 7LV —L0—EORNTHAHT7Uu—% MACAv ¥, IPAv ¥, TCPAv ¥, ICMP
NV TR EQFHFICEDOTHEBT A2HWETT, T7ERVAMTRELET. 77 ERAY X MOFFEMHIX
[1.1.6 7Z7EAVZA ] 2BHLTIES W,

REBETIE, 1 —PXY M VI T2—ABLPVLANA VY T 2= LTT 7RV A N ZERET
ZFET, TVRRVAMNEZRELIA VX MM ¥T7x2—X, VLANA V¥ Tz —AEBIT, LAY
2B EUL AV 3HMHEDOA —F % v b V2 RSB LU IEEES02.3 ® SNAP/RFC1042 X7 L — 4
70— TEET,

ZEQA VYT —ATT7U—BHEEELIGES, 1 —Y A2y MMy T7x—X, VLANA V¥ Tz —
AEBIL, A —HFXY MU Tz2—ATZBLIEBEET70—HBHLET. 48, KEBHETOZET
L= 70—BHERTT,

REEA VYT - ATTU—RHERE LIZSBE, A —P2y MUy 72—, VLANA V¥ 72—
AEBIL, A —PAY M VI T2 —ATEFEITIEETTU—HELET. 207D, 32D VLAN »
53 VLAN ICHff SN2 7 L—413, Y VLAN A V¥ 72— ADOEERT7u—BHTEEd, &
B, REATCEIAEBVPERENICGEET 27 L —L3b 70 —BHRRTT,

1.1.3 ZEA7O0—-REE—R

AEBETIE, 2y VT —7ERCEREEZEE L CZEM7o—BEE—-RF2HAELTCVWET, ZEMY
O—#HE— NI, ZEAA VYT —RAIHNTET ALY - QoS Ty MDD/ — 2 25 E—
RT3, TV MIDEDICOVWTE 22747 L—Ya>rHA K Volll [3 NEEH] #8EBLT,
FEWHICEDLETE-FZBIRL T 230,

ZEMA7 0 —MHE — Fid flow detection mode 2> FTHEL ST, 48, BIRL-ZER 70—
HE-—FIEZ7 4% - QoS THETT . ZEAT7O—BHEE— FNE2EET 254, ZEAHBIOCEEHC
VHFT - RAICHRESNIZRO A~ KN, BXU DHCP snooping @ ip verify source 2% > K% 9 RT
HIFR I 2REDPH D 9

¢ mac access-group

* ip access-group



1

1LY

 ipv6 traffic-filter

* mac qos-flow-group

* ip qos-flow-group

* ipv6 qos-flow-group

S50, ZEMT7O—BHE-FERY —R=ZN—T 1 Y ITRKY K= FOZER 70 —HEE— NICE
B9H5a1E, Iho0avy FICMATRIORT v > FEART 2BEPHD £,

* policy-list

+ policy-list default-aging-interval

* policy-list default-init-interval
ZEM 70 —BHE— RO IPRFE VLANIEE—FERET HE, A0 T747b—2aravy Rip
address PEESN TV W VLAN TIPS v b (ARP &) %2, IV 747 L—Y32avy R
1pv6 enable PFESNTWVAWL VLAN TIX IPv6 /87 v b2, CPUIKERZELZWE S ICHBLET. 7~
2L, WIIRIEED S b ENDPZERAL TWAEHE, ZHTHKETHET 2BEDH S IP /ST v M
CPU ICEEIESNE T,

* VXLAN PMTU #¥gt

* IGMP snooping

* MLD snooping

s LAY 2%

» DHCP snooping (7272 L, ¥4 5 3 v 7 ARP #&Id [P R#E VLANHIIEE— FEFATE £ A)

5B, ZEM7O-—BHE—-FEZEELLVESR, layer3-2 8T 74V FOE—-RELTHRESNE T,
ZEM70—BHE—-FE 70 —BEOBGRERODEIRLE T,
®1-2 ZEA7O0-RBREE—-RETO-FEDORR

ZER70O—
EREN 7 O0—8E
BRHEE— KB
layer3-1 s IP)ST Y FRENUSNDTL—LDT7 | MACT KL, £ —=H%y N A TED
O —flfiz Lz MAC ANy #TT7 L—LZEHLET,
o IPV4 Sy MCEE L= 7 u—&lfm%s | IPv4¥r v biE, IPAv %, TCP/UDP
L7 ANy ICMP Ay ¥ TT7 L—LEHEHLE
ER
layer3-2 o IPV4/8ry MZRE L7z 7 a—§lfi%E | IPv4 37y MZDOWT, IPAY S,
L7z TCP/UDP Av %, ICMP Ny ¥ T7 L —
LeBHLET,
layer3-6 o IPv4, IPv6 /847w ML L7-70— | IPv4/84 v ME, IPAv 4, TCP/UDP
HEE Lzn AY & ICMP Ay ¥ T7 L—L%EZBHLE
e RYY—R=Z)—F 4 »T2ERAL 7
=10 IPv6 /87w Mk, IP~Aw 4, TCP/UDP
ANy F ICMP Ny ¥ TT7 L —LatEH L E
ED




1T 7109

ZfEA70—
RHE— RBTF

ERBH

JO—EfF

layer3-dhcp-1

IPv4 7%y MICRHE L7 7 a— il %
LT, % DHCP snooping DK
T4 VEEFER LIz

IPv4 /87w MZDOWT, IPAY 4,
TCP/UDP ~A\w %, ICMPAY ¥ T7 1L —
LEBHLE T,

layer3-mirror-1

PNy bRZnBSNDOT V-7
O—#fiERY o —R=235-Y >~
TERERLZV

IPv4 /87y MTRHE L 727 o — il &
RYY—=R=23IF-YrTrLEV

MACT7 KL R, £ =%y A TED
MACAY ¥ TT7L—LZEZBHLET,
IPv4 8w wiE, IPAv 4, TCP/UDP
ANy F ICMP ANy ¥ T7 L—LzEHLE
ER

layer3-mirror-2

IPv4 2%y MR b L7z 7 a—Hilf &
RV —R=—23I5—-Y vy T%LV

IPv4 %7 MiZDOWT, IPAY Y,
TCP/UDP A\vw %, ICMP Ny ¥ T7 1L —
LEBHLET,

layer3-mirror-3

IPv4, IPv6 8w MR Lz 70—
HlE 2 HEA L7z »

P8y R ZNDSDT L —L DR
Vy—R=ZX3IF7—) VTR MERL
W

IPv4 )8y MFEHE LR Y ¥ —R—
AIT=Y U TELEZN

R —R=2)V—F 4 T 2=FEHL
7z

MAC 7 RL A, £ —=%%v b A4 TED
MACAY ¥ TT7L—LZBHLET,
IPv4 8w Mg, IP~v 4, TCP/UDP
ANy F ICMP Ny #T7 L—L%EHLE
ERS

layer3-mirror-4

IPv4, IPv6 8y MZEEL- 7o —
H#E Lzw

IPv6 78w MIEHEL 7R Y ¥ —R—
AIT=YrTEFERLZV
RYY—=R=2A)—F ¢ V7 2ERHL
7z

IPv4 87w Mg, IPAv 4, TCP/UDP
ANV ICMP ANy ¥ TT7 L —L%ZBHLE
ER
IPv6 /87w Mi&, IP Ay 4, TCP/UDP
ANy & ICMP ANy ¥ T7 L —L2BHELE
ER

layer3-mirror-5

IPv4, IPv6 8w MR L7 a—
HIfEZE Lz

P8y 22NN OT L —2Licxt
LTRY)Y—R=-ZRIF—-Y VT 2(H
ALz

IPv4, IPv6 8%y MIZXLTRY ¥ —
NR—=Z3I5—-Y VT2 FERHLEN
RYY—R—=2ZANV—F ¢ 7 %{FERL
7z

MAC 7 RV A, £ =%%y A4 TRHED
MACAY ¥ T7L—L%BHLET,
IPv4 87w wiE, IP ANy 4, TCP/UDP
ANV ICMP ANy ¥ TT7 L —L%ZBEHLE
ER

IPv6 /87w wiE, IP Ay 4, TCP/UDP
ANy F ICMP ANy ¥ TT7 L—L%2BHELE
ER

layer3-suppress-1

IP RFE VLAN k€ — N2 {HEH L
72\

[Py hoFNDASNDOT L —LDT
o —#lffe Lz

IPv4 28w MIZEHME L 72 7 0 —Hil# %
L7z

MAC 7 KL R, £ =93y hF A4 Ti2ED
MACAYFT7 L —L%2BHELET,
IPv4 /%% v M, IP ~v 4, TCP/UDP
ANy F ICMP Ny ¥ TT7 L —L2 B LE
ER




1 710L%9

ZER7O0—
R E— R RAR

EREN

JO—EifF

layer3-suppress-2

o [P REYE VLAN #llEE— R 2{#HEH L
7z

e IPv4, IPv6 8y MIRHME LAz 70—
HEE Lzw

e RYT—R—=Z2)—F 4 VT 2FHL
7=\

IPv4 /8w M, [P~y %, TCP/UDP
ANy F ICMP ANy ¥ TT7 L —LxiEHLE
EE
IPv6 /87w Mi&, TP~y ¥, TCP/UDP
ANy F ICMP ANy ¥ TT7 L—LxEHLE
EE

layer3-suppress-
dhcp-1

+ IPREE VLAN #llEE— F2 AL
7z

o IPv4 /87y MIREL 7.7 o —Hilf %
L, 7> DHCP snooping DK
TANEZHHALIZW

IPv4 )8y MiZDOWT, IPAY ¥,
TCP/UDP ANw %, ICMPAY ¥ 71—
LEHHLET,

layer3-suppress-
mirror-1

o IP REE VLAN #llkE— RZ2{#HR L
7z

s [Py R ENLDHNDTL—LDT
O—flfER) —R=23I5—-)Y
T fER L7z

o IPV4 Ny MZRHME L7z 7 u—Hfilf &
RY)Y—R=Z23IF-YrT% L\

MACT7RLR, £ =YXy A TRED
MACAY ¥ TT7L—LZBHLET,
IPv4 )87y M, IP~Nv 4, TCP/UDP
ANV ICMP ANy ¥ TT7 L —LZBEHLE
ED

layer3-suppress-

o IP R&E VLAN il E— N 2R L

IPv4 %% v M, IP~v %, TCP/UDP

mirror-2 7z ANy F ICMP ANy ¥ T7 L —L%BEHLZE
. IPv4, IPV6 /Sy MCHLTT 4Ly ¢
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layer3-2-out o IPv4,IPVv6 /87 v bR ZENLS D7 | MACT7 RLA, £ =83y ¥ A T2ED
V=L@ 7a—flfz Lizn MACAYFTT7L—LEBHLET,
P87y MEIP Ay 4, TCP/UDP AN %,
ICMPAY ¥ T7 L —L%BHLET,
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il SREEH
FEEIP 7 KL R
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DSCP
Precedence
IPv4-TCP Av % RETR— MBS BM—EE (eq)
#FEE (range) *4
FideR— NES HB—3EE (eq)
#FEEE (range) *4
TCP #1817 5 75
IPv4-UDP ~v % EETR- MBS B—1EE (eq)
EFEE (range) *4
kR — N ES B—EE (eq)
#FEE (range) *4
IPv4-ICMP N\ % ICMP % 1 /&
ICMP 22— R
IPv6 &t avI4 L=y av VLAN ID¥*!1
MAC Av % I — B2
IPv6 Ay #%6 e ran
REETTIP 7 KL A
FHEIP 7 LR
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DSCP
IPv6-TCP N % RETR—- M ES B—1EE (eq)
#FEEE (range) *4
LR — N EE B—1EE (eq)
#EEE (range) *4
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#FEE (range) *4
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HEEE (range)
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] FHEEE

IPv6-ICMP ~\ v 4 ICMP ¥ 1 7l

ICMP o — &

Exl
REBO 70 —BHTHBHETE5 VLANID X, VLAN 227 1 7 L—32 3 Y TAH LK VLAN ICH L TRHET %
ETd. ZIET7LV—LDET S VLANID 2#EHLET .

Ex2
WIRT 7 V=LV TIRI—PEBEEEZRETEEA, HIZ, 2—VEXEE3I L LTHEHLET,
*VLAN Tag Z LD 7 L—24
- VLAN bR U T RBELIZR— N TRELIZ 7 L—LA
VLAN Tag ##E#d 57 L — LIS LTV BEEEZMHT 2554, MAC 7 FL AR5 1 BEE® VLAN Tag
ICHBHI—FERENNRELDE T, IROKIZ VLAN Tag »"ERH 7L —L0H2RLET.

(i) VLAN Tag 1ED T #—< v k

1EXB® | Ether
VLAN Tag | Type Data FCs

MAC-DA MAC-SA

(ii) VLAN Tag 2BBDT7+—< v b

_ _ 1BRBE®D | 2EkB® | Ether
MAG-DA MAG-SA | AN Tag | VLAN Tk | Tvpe Data FCS
X3
ToS 7 4 =)V ROIFEIC DOV TORE
ToS IToOS 74 —ILEFD3EY b~6EY FOETT,

Precedence : ToOS 74 =L RFDO LA 3 Y FDIETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bith Bit6 Bit7

| Precedence ToS | - |

DSCP ToS 74—V FDOEfL6EY FOETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |

x4
TCP/UDP K — b &ESHH/ Y — > DINARMEICOVWTE, [3> T4 L—2a> A FVoll] 35 74
% +Q0S+ RYY—=R=Z3IF-Y V7| 2BBLTLLZE W,
EX5
ack/fin/psh/rst/syn/urg 77 75 1 O v b aEHLE T,
Ex6
NST74 90757 14—V ROIEEIZOVTOHE
NTGTAVIIFTRINT T4V I IFTAT4—ILROETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
| FST4vIIFR |

DSCP PRSIV I TITIAT 4 =L RO M6 Y FOBETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP - |
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(2) XEE@lT > 7 -0 7 O—HEMH

REEMA VY7 2 —ATIHETE A 70— RHEFEHEEZROFBITRLET, 27201, H VLANICET ST
NTDA=HFZY M UF T2 =AW LTENDP—DTH Tag BHEZHREL T3 VLAN 1 > ¥
TI—ATW, 74 V5% ) ZERATEE A

F1-5 XEAM2I9T I -—ATEETE S 70— REFMG

el FEIEE
MAC &# avI4 T L—vav VLAN ID*!1
MAC A ¥ EFETLTMAC 7 FL X
5i%E MAC 7 KL &
=Yy +yA47
IR
IPv4 &4 arvI747L—=vay VLAN ID*!1
MAC ~v ¥ L 2
IPv4 ~ v 773 EfFuran
RETIP T FLA
FEHEIP 7 LR
ToS
DSCP
Precedence
IPv4-TCP ~Nv & EETR—- M ES B—E (eq)
FidkR— NES HB—3EE (eq)
TCP #1175 7%4
IPv4-UDP A % BETR- &S H—EE (eq)
AR — +ES B—1EE (eq)
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ICMP 22— K&
IPv6 & avI747b—vav VLAN ID¥*!1
MAC ~vy ¥ TS 2
IPv6 N % o ran

RETIP T FLA

FESEIP 7 KL R

NTIT 4T 7T
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il REIEE

DSCP

IPv6-TCP N v % REETLR— MRS BE—EE (eq)
AR — MBS BM—EE (eq)
TCP #lff1 7 5 77%4

IPv6-UDP A % EETLR— M ES B—EE (eq)
s R— ES B—1EE (eq)

[Pv6-ICMP ~\ v 4 ICMP ¥ 1 /&
ICMP a— Rf#

Ex1
REBO 70— CHRETES VLANID IZ, VLAN 2> 71 ZL—2 3 Y TAH L VLAN ICH L TRET 5
BT EETLV—LDET S VLANID 2#EH L £ 7.
WITRTHE, VLANID 2fBETE £ A,
cTag BHEFREL A =P Xy M V¥ 72— RIHET 558
“VLAN bY 1Y Y TEBRELIZA =T 2y " V¥ 7 2 —RAIHEET 254

X2
EE7L—LDVLAN Tag liH 51— VEREEZHH L E . VLAN Tag PEEH L7 L —LIIH LTI —HE
REEZBHT 556, MACT7 FL AR5 1 BBEE® VLAN Tag llHh 2 1 —HEBEEINREL D T, ROKIC
VLAN Tag "E#» 57 L —LDHlZRLET,

(i) VLAN Tag 1ED T #—< v k

g 5 1ERB® | Ether
MAG-DA MAG-SA VLAN Tag | Type Data FCS
(ii) VLAN Tag 2R 7+—< v b+
_ _ 1B | 2BkB® | Ether
MAG-DA MAG-SA VLAN Tag | VLAN Tag | Type Data FCS

RERA 72 —ATiE, VLANTag 2 LD 7 L—LICDOWTHI—VEBEELAEHLET, 1—FELEERH
DFHMERDFEITRLET

x®1-6 EEAl1>97 T —ATOI—HERERH

_ %2 )
T L— AEER— = 1—HEEED T O—RHEE
TL—A
VLAN by 30y | — FEATY—H — R R LB a1, v — 7 — 01— B £ R
BREL L LET,

ZEMTY—H—EEZERALTWEWVWEST, POZFETL—LN
VLAN Tag L& &3, 2—FEEE3 L LTHRHELET,
FZEATY—H—BEZFERLTLEVIEAT, POZETL—LN
VLAN Tag b0 DL &3, ZEROI—VEBEELZHHLET, 7201,
WRISRT 7L —LI3EBREESI ELTHRELET,

* VLAN bR V72 RE LR - P TRELETL—A4

VLAN k> %V >»2 | VLAN Tag il
REDHD %L
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e
T L— LEER— N =1 1—HEEEND T O—RHENE
TL—A

VLAN Tag | ZEAO~—H—HEOHERERICEGZLRL, RE7 VL2021 —FBEE

»HH EHRELET, BMETL—L0LI—VPEREIROISICEDET,

* VLAN bY R VT RBELLER—-NTRELET L—L4I1, ZERKOD
I—EEE

e VLAN > RY VT RBELTVWAREVWR—FTRE LT L—L41F, %
f§7 L—L4h56 VLAN Tag 24 L7=d & D1 —FBIELE

(A1) — : VLAN Tag OEEICHE L\

X3
ToS 7 4 =)L ROIEEIZ OV T ORFE
ToS TToS 74 —ILERD3EY h~6EY FOETT,

Precedence : ToOS 74 — VRO L3y bDIETT,

Bit0 Bitl Bit2 Bit3 Bit4 Bitb Bit6 Bit7
| Precedence ToS | - |

DSCP CToOS 74 —ILFRDOEE6 EY hDETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |

FEAEA VY T2 — AT —H—HEED DSCP EZ M2 #FHRH L25E, EEQA ¥ 72 —RATD ToS, DSCP
B XU Precedence O, DSCPEZMABZOT L —LICRH L TEBLET .

Ex4
ack/fin/psh/rst/syn/urg 75 7h5 1 @3 v EBHLE T,

1.1.6 77€RXRIJAXB

TANYDTO—BHEZERT 2201227471 —2a Y TP 7E8AVANEZRELE T, 70—
BHEMIGCTRET AT VLAV A NPELZDE T, 72, 70 —BHEEGTEICHRETELRZ 7 L—24
BAAPERLZDET, 70—BHEMEENET AT 72 AU A N, BEOBHATRELR 7 L — L BRIOBE % Ik

IRLET,
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layer3-suppress-mirror-1,
custom
IPv4 &fF access-list layer3-1, layer3-1-out, - O -
ip access-list layer3-2, layer3-2-out
layer3-6,
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SRETIRERR
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layer3-suppress-1,
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custom

IPv6 S&ff ipv6 access-list layer3-6,

layer3-mirror-3,
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layer3-suppress-2,

custom
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ROFRIRTNEFTT7 L —LZ2BHLET, EEROT ALY T MPJICIE—HLETA,

x1-8 7O—#UlER

70— &HIER TIEAUR S 12971 —R
1 mac access-list A —=H%vh
2 VLAN
3 access-list A —=T%v b
4 Ip access-list VLAN
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6 VLAN

(2) BETERWIL—A

FZERA VI T I —ATRIRT 7L =41, 74 LVYOEEIIAIPDHET, 7LV —LZERETEIEA,
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KREBP LAYV IHHML, REBPZFEIL27LV—LDIBROD/ITy b/ T L—A
« MTU %i#B8% % IPv4, IPv6 /%7 v k
s TTLA1DO7L—4
s Ry TVIVIHF1IOTL—LA
s IPAFasffEDTL—L4
o IPVE RN Y FTEDT L —L4
s FEFRBA®D IPv4, IPv6 /87 v bk

1.1.7 BEROREE

TANYEZHRELIA VYT —ATIE, 70—BHEEAIC—BLEVWTI L —AIZERELET,

BROBEDTANYIZY MIIE, 77XV RAV A NEERT S EEBERSINE T, 772X Y A FE2—
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1.1.8 71 VIERKOEEEIR
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(2)

(3)

(4)
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(EDDHEREE DEIFFENE
BEDFRMICK > TEREINIZT L—ADHEHER

UTROBET LV —LIIEELETH, ZEADA VY Tz —AXH LTI NIY I ) ZREL—HLE
BE, —HLET74LF Ty M) OFEHERPEONE T,
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o R— FREAFRGEREERETIEE LR — D257 L —L2ZELLEE
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EEELLSE
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1.2 dA>7«47L—>3a>

1.2.1

aA>7«147L—3>av>R—8

T4V THEHTAIY T4 7L —Yayav Yy R—EE2ROFITTRLET,

®1-9 J>7147L—>3a>avR—E&

av > RE

A

access-list

IPv4 74 LEELTEHET AT VAV AR ZHRELET,

deny

TANITOT 7 AZERT HEMFZHELET,

ip access-group

L —H2Y M ¥ T2 —RAE72IEVLAN A > ¥ 7 2 — 2R LT IPv4 7 «
LY ZBERL, [Pv4 7 4 LY BREEZBICLE T,

ip access-list extended

IPva4)Sry 74 VF ELTEET BT 7RV AP ERELE T,

Ip access-list resequence

IPv47 RL AT 4 VIBEOIPVE ISy N7 4 LY DT 1 LY EERIER
D=V ABEEHRELET,

ip access-list standard

IPv47 RLATZ74 VY ELTENET AT VLAV A MERELE T,

ipv6 access-list

IPV6E 74 LE ELTEET BT 7RV AP ERELE T,

ipv6 access-list resequence

IPV6 74 VI DT 4 LY EHEAIEF DY —7  ABES2HRELET,

ipv6 traffic-filter

A —=PFy b VF T2 —AE7IEVLAN A ¥ 7 2 — AT LT IPV6 7 «
Wy ZERA L, IPv6 7 4 VI HEBEEZBMICLET .

mac access-group

A—HYxv b V¥ T2 —RAE/IE VLAN A ¥ 7 2 — A2t LT MAC
Ty EEHAL, MAC 7 1 LY HEEEZ B LE T,

mac access-list extended

MAC 74 VZ ELTEMEST AT 7 AV XA FERELE T,

mac access-list resequence

MAC 74 V¥ D7 4 VY EHBERIEFO Y —7 V ABS*ERELE T,

permit

TANITOT 7R eFfd 254%2BELET,

remark

T4V ORRHRACIEELE T,

flow detection mode*

T4 - QoS HIEOZEM T O —HEE-FERELE I,

flow detection out mode*

T4 VI OREH 7o —BEE-FEZRELET,

X
[av7427V—Ya>yavsryRL77L>AVolll [24 7Ju—BHE-R/7u0—8fF] 28BL TS0,
1.2.2 ZEAI7O0—BEBET— ROFKFE
T4V DOZERTO-BHE—- NE2IBETAH02RITRLET,

EREDRA > N
ZERT7O—BEE— N, N—F7 27 OERNLEEREZRET 5720, BICHELE T,

[O7 > RICKBEE]
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1. (config)# flow detection mode layer3-1
ZEM 7o —HHE— N layer3-1 28R LE T,

1.2.3 ZFER7O0—RHE— ROKRE
745 ORERT ORI — FRIEET AR LE T,

BEEDRT > K
RERT7O—BEE— NI, N—F7 7 OERNLEERTFZRET 5720, BIICRELET.

[Ov > RICKBEHRE]

1. (config)# flow detection out mode layer3-2-out
EEM 7 O —MHE— N layer3-2-out Z B LET,

1.24 MACAvS Tl - ER% 9 DEE
MAC A 5% 70— A E LT, 7 L— L%k - BRITET 25 IR LT

EREDRA > K]

TV —LZEEIIMACAY FICE>T 70 —BHEE2TV, 74T M=K LTV —L%E

= ohfLE I,
[O7> RICKBETE]

1. (config) # mac access-list extended IPX DENY

mac access-list (IPX_DENY) Z/Ef L E 9. KU XA MZERT A EI2E>T, MAC 74 LY DE

fEE—RICBITLE T,
2. (config-ext-macl) # deny any any ipx
A =Py bIALTHIPX DT L—L%ERTHMAC 74 LY EZHRELET,

3. (config-ext-macl) # permit any any

TRTCDTIL—LEZFHTEMAC 74 LY #HELET,

4. (config-ext-macl)# exit

MAC 7 4 V¥ OBI{EE—RAP 670 —N\Lar T4 7L—2aYyE—-RIRDET,
5. (config)# interface gigabitethernet 1/0/1

K=+ 1/0/1 DA >F T 2—AE—RICBITLET,
6. (config-if) # mac access-group IPX DENY in
ZEMICMAC 74 LY ZEHICLET,

=Jur=>

1.25 IPAvY% - TCP/UDP Ay 5 Thilf - EEZ T DRTE
(1) IPv4a 7 RLRZ 70— RERHET BEE
IPv4 7 RL A% 7 u—fHEfFE L, 7L —L%Hik - EERET 262 RITRLET.
[BREDRA > N

TUV—LZERIEETIPVA 7 RL AR X > T 70 —BHEZTW, 74 L¥ T vIIC—HKLET
L—LZ8LET, 74 LY I PUIC—HLARWVWIP Sy MITRTEELE T,
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[Ov > RICKBEERTE]

l. (config) # ip access-list standard FLOOR A PERMIT

ip access-list (FLOOR_A_PERMIT) ZAER(L£9, AV X b ZIEKT HZ &2k >T, IPv4T7T FL
AT 4N DEEE— NICBITLET,

2. (config-std-nacl) # permit 192.168.0.0 0.0.0.255

RETIP 7 FL A 192.168.0.0/24 %y b T —=0hoD7 L—LzHffs5IPv4 T NLAT 4 L%
ERELET,

3. (config-ext-nacl) # exit

IPv47 RLATZ7 4 LY DEEE— R 67 0—N)LaY 74 7Lb—2a v E—RIIREDET,
4. (config)# interface vlan 10

VLANIO A ¥ ¥ 7 2 —AE— FIZBITLE T,

5. (config-if)# ip access-group FLOOR A PERMIT in
ZEAICIPVA 7 LY EBIICLE T,

(2) IPvA N7y hET7O—BRHERHET BRE

IPv4 telnet /847 v b & 7O —MHEHEE L, 7L —L 52k - BEEET A2 RISRLET,
[EBREDRT > N

TU—LZEBICIPAY S - TCP/UDP AV FIC &> T 70 —BHEZTV, 745 Ty MJIC—5
Liz7LV—L%HEELET,

[O7 > RICKBERE]

l. (config)# ip access-list extended TELNET DENY

ip access-list (TELNET_DENY) %{ERLE 3. AU R MZERT D &I2&k-T, IPv4/S7 v b
74T OEEE— RICRITLE T,

2. (config-ext-nacl)# deny tcp any any eq telnet
telnet ®/¥7 v M ZFEET S IPvASr Yy 74 LY ERELE T,
3. (config-ext-nacl) # permit ip any any
IRTOT L —Lz2HfET 5 IPvA Sy b 74 LY ZRELE T,
4. (config-ext-nacl)# exit
IPv47 RLAT 4 LY OBIEE— K6 70—NLar 74 7L —varyE—-RIEREDET,
5. (config)# interface vlan 10
VLANIO DA %7 2 —AE— RIIBITLE T,

6. (config-if)# ip access-group TELNET DENY in
ZEMICIPVA 7 o LY EEICLET,

(3) TCP/UDP ;R— hNBSDEHE%Z 7 O—1&HFH &I 35

=
aX

it

UDP A— hESOHFEz 70— E L, 7L —LzHik - BREET AH2RISTRLE T,
EREDRA > N

7 L—LZ[ERIC UDP Ny ¥ D% R— N ESOHHEIC L > T 7a—HHZTWw, 74 L5 T2 Y
IT—H L7 —L2BEELET,

18



1 71L%9

[Ov> RICKBERTE]

l. (config) # ip access-list extended PORT_ RANGE DENY

ip access-list (PORT_RANGE_DENY) %{ELE T, KU RAMEIERT A LICE-T, IPv4 R
Ty NT 4V DOEEE— NIZBBITLET,

2. (config-ext-nacl) # deny udp any any range 10 20
UDP A\ ¥ D5EkR— M &S 10~20 DXy M Z2FEET 5 IPv4 /Sy 74 LY ZRELE T,
3. (config-ext-nacl) # permit ip any any
TRTCDOT U —LxHfd 5 IPv4 Sy b7 LY 2RELE T,
4. (config-ext-nacl)# exit
[Pv4 7 RLAT 4 LY DEIEE— RS 70— N\Lar7 47— a3 rE—RIIRDET,
5. (config)# interface vlan 10

VLANIO DA > % 71— AE—FIZBITLET.

6. (config-if)# ip access-group PORT_RANGE DENY in
ZEENC IPvA 74 LY 2B LET,

(4) IPv6 /Ny NET7O—&HEHEHETBETE
IPv6 )%y b2 70 —HEHEE LT, 7L —Lo2H#k - BEEETAHZXISRLET,

BREDRA > M

TUV—LZERKRIZIP 7 RLAIZE>T7u—EHEITY, 74 LTy MJIC—BLET L —L%MF
WMLET, 74 LT MIIC—HLEWVWIP Ny MITRTEELET,

[Ov > RICKBEHRE]

l. (config)# ipv6 access-list FLOOR B PERMIT

ipvé access-list(FLOOR_B_PERMIT) Z#{ER L ¥ 9o AU A MZERT A L& - T, IPVvH6 /Sy
N7 A LTOEEE— FICBEITLET,

2. (config-ipvé-acl) # permit ipv6é 2001:100::1/64 any
EETLIP 7 FL R 2001:100::1/64 26D T7 L—LEZHFRT B IPvO STy N T4 VY ERELE T,
3. (config-ipv6-acl) # exit
[PVv6 87y R 74 LY DEIEE— RS 70— NLaAry 74 7L —>a vE—RIIRDE T,
4. (config) # interface gigabitethernet 1/0/1
R—F1/0/1 DAV F T 2 —AE—RIIBITLET,

5. (config-if)# ipv6 traffic-filter FLOOR_B_PERMIT in
ZEBICIPVEO 7 4 LY EBIICLET,

1.26 BEA>ITT—RAT1ILIDEEE
BEOA =T 2y M VT2 =R T 4 VY EZBET AP ZRITRLE T,
BREDRAT > K]
config-if-range €— R THEHEDOA — V2 b A V¥ T2 — AT A VI ZRETEZTET,

[O7 > RICKBERE]
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1. (config)# access-list 10 permit host 192.168.0.1
AAN192.168.0.1 #5727 L —L%EF{HfdT 5 IPvAT RLAT ALY ZRELET,

2. (config)# interface range gigabitethernet 1/0/1-4
K=+ 1/0/1-4 DA% 7 2 —AE—RIIBITLET,
3. (config-if-range)# ip access-group 10 in

ZERNIPvA 74 LI BRI LET,
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1.3 AXL—23>

show access-filter A< > NIiZ&-> T, HELIZABSRMENTVWEREI P EHERLET,

1.3.1 ERIOV>R—E
T4V TEATAERIYY F—&2ROFBIRLET .

*®1-10 ROV R—E

JYURE A
show access-filter 7 7Y AT N —732~ > F(mac access-group, ip access-group, ipvé traffic-filter) ¢
BEL7 72X X (mac access-list, access-list, ip access-list, ipv6 access-list)
OFEHERERRLE T,
clear access-filter 77 ATN—7a< > F(mac access-group, ip access-group, ipv6 traffic-filter) ©
B|E LT 7R A b (mac access-list, access-list, ip access-list, ipv6 access-list)
OFEHEREZ VT LE T,

1.3.2 71 I)L9 DR
(1) 1—%2y A >ITT—RAHESNET hJOFEER
A —=P2Y b VT2 —RICT 4 VF ZBE LI HBEOBERRO AT ELZIROKIIRLET,

1-3 1=y M 2ITT—RICT 1 LI ZRE LIHZE DENEHER

> show access-filter 1/0/1 IPX DENY
Date 20XX/12/01 12:00:00 UTC
Using Port:1/0/1 in
Extended MAC access-1list:IPX DENY
remark "deny only ipx"
10 deny any any ipx

matched packets : 74699826
20 permit any any

matched packets : 264176
implicitly denied packets: 0

BELLER—1+D7 4 L%1Z [Extended MAC access-list] BERENZZ EZERLE T,
(2) VLANAM 971 —RICEESNT=IT > MNJDWESR
VLAN A % 72— AT 4 VY ZHRE LB EOEEHEROFEZROKISRLET,

1-4 VLAN 1 >9 7T 1—RICT 1 V9 &RE LIIBEDEMERHESD

> show access-filter interface vlan 10 FLOOR A PERMIT
Date 20XX/12/01 12:00:00 UTC
Using Interface:vlan 10 in
Standard IP access-1ist:FLOOR A PERMIT

remark "permit only Floor-A"

10 permit 192.168.0.0 0.0.0.255 any

matched packets : 74699826
implicitly denied packets: 2698

FEE L7z VLAN ®© 7 1 L#IZ [Standard IP access-list] AFRRENB & #HER L E 9,
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E2#m QoS

QoS HIEIDBIE

QoS i, FIRER - v —H— - BIUERE - WEEHEIC X > CRERE
ZHIEL, BROFESLF 2 —DONy T 7 BELH EORoNTZ Ay N T -V &
RE2ENHMAT 2720DRETT . COETIE, REED QoS HlHIZ DO
THALE T,
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2 QoS HIfHDIEE

2.1 QoS HllfEHEE

2y bIT—=TEFIH LI - XOZRIEN, BEREEZRELZVWARA ML 7 +— IO NT T 1
JIZHNZ, ERRER - EFEEERO ST 4 v IBEIMLTVWET. RKEED QoS #lfZ#HHT 52 &I
£oT, NI T4 v IEINCSU-BEREEEMRTEEI,

AEBED QoS HfHZ, ERROTEHSLF 2 —DNy 77 BBREDRS NI %y bT -7 BIFEZERIEA
TEET, 77V —2arTEICERESNASESEOBEREEZ M/ T 7201, QoS HilfZ{HH L
Fv M= EFEZEYICIBECLE T,

HIEED QoS HIHDOKEE T 0y 7 2RO LE T,

2-1 ARBEO QoS HlfHintksE 7Oy 7

FEE

ZEM B350
RS AEE TR T | T
oL—L |i! ¥ ] T !
| oBE | | 1 . !
- MACT K[} & < U] (o] !
| vzmml] 207 |loa—| s | ) | (s El |zl oo—4l
oz [ BEE % ew Sem ™ o M ke [ E] | L] e |
| e —|FTEZ] | || S
| TR ¥ | ! i

(FLI) D: COHTHATZTOYY

BICR L7z QoS FIHOEMKET 0 v 7 OMEEZIRORITRLE T,
& 2-1 QoS HIEHNEHEEET O Y 7 DHE

BEAETRNL FEaepE
(S AIRER TV —LFZE TL—Lb%2ZEL, MACT RLATF—TIUBERIL—F 4 VT F—T
IR EEBLET,
Fom e e I—VEEETY | ZE7L—L0 VLAN Tag D1 —VEREICHED, BEEEZRELE
S ERD
7 u — I ER 7 a—H MAC Ay & 7ua ra)LiEhl, IP7 FL X, R— &S, ICMP v
T EOEMBII—BTH 70— HmHLET,
HIEER TO—CEITHEEERL T, BEEBA 70 —I1IRLTRFLT 1
*5Z2%9,
v —Hh— IP ~ v #P® DSCP ® VLAN Tag D1 —HELE 2B XX HHkRE
T,
BEBERE TO—IINT HERED, BESNPISERT Fa—A VT BLEER
HBELETD,
1 HIEEL FEERHIE Ny NOBEEEF 1 —DREBICEUT, 47 —L%F1—A Y

T HIERETHhEHIELET,

v x—/% EFXa1—Po07 L—LOMNEFBICHAFERERIEL £,
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2 QoS HIfHDREE

EREERAL

HEREBIE

PE(EITEER T L —LEE

V=N EoTHIHEN T L —LEEEFELET,

AEEO QoS HIE, ZEIL—L0BEERXZI-TEBEE Y YT, Ei2id7a—H#Ic k> THRE
LET. I-PEBEEYY Y7L, ZE7 L —L40 VLAN Tag NicH 5 1 —FEBEEICE DO TEBEE
EFRELET. I—TEELEETIILL, MACTRLARIP 7 RL AL EDRBEDEMII—HT ST L —
LI U TEBEREAREL-WESIE, 7u—%HsEALET.

TJO—HIEIC L AEREOREIX, T—VEBEET YV FIVBBESINET, £/, Tu—§IEZ, B
HEREDIEPICEBERSS—H—bFEMITHIENTEET, JU—BETHREL/Z70—-I1IXLT,
HIER, v—h—, BRAEREOSHEEIRBICEHET S ENTEEI,

EEHEZ, 2 —TEBEEY Yy Y 7270 —FflIc k> TRELLEBREICEOSVT, BEHESY = —

N ERBLET .

==
AR

QoS #ilffi 2 AT 2HEIFRDAITER L TLES W,

+ IP8800/S3660-48XT4QW, IP8800/S3660-24X4QW, & U IP8800/S3660-48X4QW Tl
Ny MUEWREERBA B, 70— BRHOREICEFEEL, Ny MPREESNABINDD

DNEI,

* Ay IR-bTRT7O-FHIECEEHEERETCEEIEA.
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2 QoS HIfHDIEE

2.2 FEiRRES

COETHIAT S 12— TEEEY Y E Y TOMBI T ZROKIIRLE T,

2-2 1—HYBEETYECVTDUEDT

AER
SRR R

ORIERE G AEWE G UA—sE || AR AR
[oL—n |i! N T !
| TmE | ¥ ] B i
I-MAC?F‘EIlﬂ:EI - LIRS !
| LagE bl 277 [ oo—| | ||| BEE] | SE 7 L—Ll
| I v I 0 it N T g B g B g B0 i1 P o W et
| Lor— | ¥YEZTL | IR :
| Tt N 1 N !

(FLI) D: COHTHATZTOYY

221 1-9EEEYYETD

I—HEBEET YT, FET7L—L0 VLAN Tag NicH 51— EBEEBICESWTEBELEERZRET
HHHETT . AEETE, BFIC1I—VEBEEES YV IWEEL, I=F v AN T L AR L TEBEES
WELET, 8, 7TU—RFIX AP I L—LBLUPTLFFX ANTL—L4ICIE, I—FEEETYEY
TELREVWED, BEERETHREL CoSEEFERLET,

BEEDOMEICE, BBHNOBLEEELET CoSELXHAVWET, FET7L—LDL—HFEBEEDED S CoS |
1wy, CoOSHEICE>TEEF 21— 2RELET, CoSHEEEEF 2 —DOXBIZDONTIE,
[3.10.3 CoS~wvErrHiE] #22B LT 2S00,

I—YESEEIL, Tag Control 7« —)L K (VLAN Tag Ny #1&#H) O L3y FERLET. B85,
VLAN Tag 8%\ 7 L—2A4l%, #IZ CoSE3 ZHHLE T,

7u—Hc K 2 BERERENBET 255G, I-VEEEYYEY XD OBELTHELE T,

x£2-2 1—YBEEEE CoSEDTYEVT

T L—LDEE
IvyE>7ENS CoS{E
VLAN Tag D& I1—HEkEE
VLAN Tag = L - 3
VLAN Tag & 0 * 0 0
1 1
2 2
3 3
4 4
5 5
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2 QoS HfHDRE

T L—LDFESE
YyE>7ENS CoS B
VLAN Tag OEHE 1—HB5EE
6 6
7 7
(RLBI) —  #&FHaL

EX ROBE, ZEROLI—FTELEEMEICEFEL, BIZCoSE3ITYyEYIEShEd,

* VLAN bR Y V7 ZRELLR—-PTRELLETL—A

222 1—YBEEYYECTDFEEIR
(1) I-—YBRETYESTORR

FREBP LAV 3H#r T 558, 1—VEEEY Y7L, 2BETO VLAN Tag I L TERT
T 3B ED VLAN Tag BFEENTWEHEAIE, ZELET7V-LZEELET. I-TEEEYY

Yy InEMER S VLAN Tag #ROKITIRLE T
B 2-3 1—HBEEY YD THREMI
(i) VLAN Tag 1BE@ 27 4+—< v +

g 5 1E2B® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FCS

(ii) VLAN Tag 2BBDT7#+—< v b

_ _ 1BRBE®D | 2EkB® | Ether
MAG-DA MAG-SA VLAN Tag | VLAN Tag | Type Data FCS

(FLI) D CA—HEBEET Y E L MER R
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2 QoS HFlfHnBE

2.3 QoS @D 71 J0L—>3>

2.3.1

28

aA>7«47L—>3>av>R—8

QoS @D ar 74 /L —varav Yy RF—E2ROEFITRLE T,

®2-3 dA>7147L—Y3a>avR—E&

av>RE

A

ip qos-flow-group

A—=PExy b V¥ T 2—AF71E VLANIZH LT, IPv4 QoS 7
o—Y X hEBEAL, IPv4 QoS Hlfmzashic LEd,

ip qos-flow-list

IPv4 QoS 7u—H&E LTEET 2 QoS 7H—Y A P EREL F
ER

ip qos-flow-list resequence

IPv4 QoS 70— X COFGERAIBFO Y —7r Y AFEEZHHREL
£9,

ipv6 qos-flow-group

A—=H%y b ¥ 72 —RF71d VLAN I LT, [Pv6 QoS 7
oU—Y X bhE@EAL, [Pve QoS HlfzazIcLEd,

ipv6 qos-flow-list

IPv6 QoS 7u—f & LCEIET 5 QoS 7u—Y A b ZRELE
ERS

ipv6 qos-flow-list resequence

IPv6 QoS 7u—Y A FOFHERIEFO Y —F7 » 2ABES EHRE L
9,

mac qos-flow-group

A =YHy b 2F Tz —AF7IE VLAN 23 LT, MAC QoS 7
o—YJ A hzEAL, MAC QoS #lfiZ&%IcLET,

mac qos-flow-list

MAC QoS 71 —#ie LTHET 5 QoS 70— A b #FE L&
E

mac qos-flow-list resequence

MAC QoS 7u—Y X s OFFERIEF O Y — 7 > 2AES%H
£,

7E L

B

qos

QoS 7u—Y X hTOT7 U —MHFMHB LUBEHEEEREL LT,

qos-queue-group

A—HPXYy b 2F T2 —RAIRHLT, QoS Fa—1Y A MEHRZEZHEA
L, LHY—Yz—Z2EHILET,

qos-queue-list

QoS F 12— AMBRICAZ Va2 —) Y IE—FERELE T,

remark

QoS D RFHHAZRR L £ 9,

traffic-shape rate

A—H 2y b V¥ T2 —AR— VEEHEERELE T,

flow action-change arp-discard-class™®

ARP 7U0—RF ¥ A7 L —LDF 2 —A VT BEEEZEELET,

flow action-change arp-reply-cos*

ARPE& 70— RF+ A+ 7L —LD CoSEEZLZELET,

flow action-change cos*

QoS HEEDBEEREBFEEZREL LT

flow detection mode™

T4 - QoS HIEOZEM T O —HHEE—-RE2RELE I,

[av747L—YaryavyRL 77 L > A Volll [24 Ju—#HE—R/7u—8iff] 22BL T 2SS0,



2 QoS HIfHDREE

2.4 QoS fliEF@DNANRL—2 3>

241 ER3IVYKR—E

QoS flHHEEDEHR I~ F—EZRORITRLE T,

x®2-4 ERIOYVR-E

av > RE

A

show qos-flow

QoS 7u—27)L—7a< > F(mac qos-flow-group, ip qos-flow-group, ipvé qos-
flow-group) TEE L7z QoS 71 —1) X k (mac qos-flow-list, ip qos-flow-list, ipv6
qos-flow-list) DFEEHERERTLE T,

clear qos-flow

QoS 7u—27 )V —7a< > K(mac qos-flow-group, ip qos-flow-group, ipvé qos-
flow-group) TEE L7z QoS 71a—1Y A k (mac qos-flow-list, ip qos-flow-list, ipv6
qos-flow-list) DifEEHERE 7 U 7 LE 9,

show qos queueing

A=H32y "M VI T2 —ADRERFEF 2 —OFEHEREFRTRLE T,

clear qos queueing

A —=TEy " VI T 21— ADREEF 2 —OMEHEREZ 7V T LET,
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3 7O

3.1

7 O—1RhE#ER

Juo—HElE, JL—L0—EHOBENTHSTu—% MACAv 4, IPAv 4, TCPAv %, ICMP
Ny F iR EDFEMBICEONWT T LV —L e T AHETT, QoS 7u—Y A NTHELET, QoS 7
O—Y 2 MOEME, [3.1.3 QoS 7u—J A 2BRBLTLEZE L,

REBTIE, 1—TXY MUY T2—ABLUOVLANA V72 —RIIH LT QoS 7u—YJ X M5k
ETEET, QS7U—YVRXMERELIA—HY XY ¥ Tx2—X, VLANA ¥ T7x2—REBIT,
LAY 2HHBEITLA ¥ 3HHOA =52y b V2 ERE LU IEEER02.3 ® SNAP/RFC1042 £ 7
L—Lb%70—BHTEET,

ZEQA VYT —ATT7TO—BHE2EELIGES, 1 —YA2xYy MMy T7x—X, VLANA V¥ Tz —
AEBIL, A =—HPXY MUV T—ATRZBELLERET7TO—HBHELET. 4B, KEBHETOREY
L—L43 70— BHEHARTT,

ZOETHIAYT S 70— BHOME DT ZROKIITRLET,

3-1 70—1REDUEDT

REE
ZEM ZEW

ORIERE G AeEWE T UA—sE V|| R AR
Er=rai 1 Himini} i
| g | | 1 . !
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(FLI) D: COHTHATZTOYY

3.1.1 ZEAT7O-REE—R
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REBETIE, 2y M-V BEPEREEZEEL CREH 7o —BtE- FEABLCVEY ., ZE[TY
O—BHE—RIE, ZEAA VI T2 —RAWT BT 4L - QoS TV b DEDISY — > 2RO B E—
RTdo TV MYDESICOVTIE 22717 L= 3> 51 K Volll [3 IN&EEME] 22RLT,
EVHICEDLETE-REZRRLTLLZ SV,

ZEE 70— E— Fid flow detection mode 2~ > RTHELE T, 48, BIRLAZEM7a0—#K
HE=FIZT7 1LY - QoS THBETT . ZEAT7O—HHE— N2EEIT 2154, SEASIOREH 1
VE T —ARXEESINIRO a7 K, BXU DHCP snooping O ip verify source 2v > R& 4T
HIFRT 2 AENDH D E T,

* mac access-group

* ip access-group

* ipv6 traffic-filter

* mac qos-flow-group

* ip qos-flow-group



3 7Ol

* ipv6 qos-flow-group

S50, ZEHT7O—BHE-FERY O —R=Z—T 1 Y ITRKY K= FOZER7 0 —HHE— FICE
HI55a1E, Ino0avy FICMATRIORT a7 FZART 2BENPHD £,

+ policy-list

+ policy-list default-aging-interval

* policy-list default-init-interval
ZEMT7 O —HE— FO IPRKFE VLANHIEE-FEFETHE, I0T747Lb—YaravrFNip
address ARESN TV 22 VLAN TIXIP /¥ v b (ARP &) %, 20747 —2aryav oy R
ipv6 enable AERE SN T 722 VLAN TIX IPv6 /87 v b, CPUICEREL ALK ICHIBILE T, /-
72U, WITRIHED S b ENDPZHEAL TV LI5S, BETHMETHET 2LEDHS P /STy M
CPU ICEEIEENE J,

« VXLAN PMTU #¥ge

* IGMP snooping

* MLD snooping

o LAY 2Rk

« DHCP snooping (7z72L, #1453 v 2~ ARP #&Id [P RFE VLANHIEE—FEHRATE EEAL)

zh, ZEM7o—BHE- FZEELZVEE, layer3-2 BT 7+ LhDE-—FELTRESNE T,

ZEM70—BHE-FET7 0 —BEORREZRORITRLE T,

x3-1 ZEA7O0-RHE—RFET7O-EEORRF

2EAT70—

EHBE®N 70O—EhfE
REE— REFR

layer3-1 P87y hoZFNDSDOTL—LD  MACTFLR, £1—Y%y boATED
7u—#lfEE Lizwn MACAY ¥ TT7L—LZBHELET,
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layer3-2 IPv4 28w MZEFHE L 72 7 1 —H IPv4 84w MIZDWT, IP A v 4, TCP/UDP
= Lzn A&, ICMP Ay ¥ 7 L—bzBHLE

£
layer3-6 [Pv4, IPv6 /87y MIZRMELT- 7 IPv4 /%7 w MiE, IP v %, TCP/UDP ~A\v

o —#lf#E Lizn
RY Y —R=2 ) —F 1 » 7 % {HH
L7z

5, ICMPANv ¥ T7 L —LziEHLET,
IPv6 /%7 v &, IPAv %, TCP/UDP v
7, ICMP Ny ¥ T7L—L%BHLET,

layer3-dhcp-1

IPv4 /%5y MTREL 727 1 —Hl
iz L ¢, #»> DHCP snooping ®
WART 4 LY EHRALZL

IPv4 )87y MiZDW T, IP Ay ¥, TCP/UDP
ANy F, ICMP ANy ¥ T7 L—L%BHLE
s

layer3-mirror-1

IP )Ty bR ZNSNDOT L —LD
TJu—HlEE R I —R=23IF—
PR s A

MACT7 KL R, £ =%3y b T2ED
MACAY ¥ TT7 L —LE2BHLET,

IPv4 /%7 v Mi&, IPAv %, TCP/UDP ~\v
5, ICMP ANy ¥ T7 L —LziEHLET,
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IPv4 23w MIZEHME L 72 7 a —Hl
ER) Y —R—=AIF—Y T %
L7z

layer3-mirror-2
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ER
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IPv4 %%y MIZEHEL 7R Y ¥ —
NR=ZA3IF=Y 7%= Lin
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L7z

MAC 7 RV R, £ =%y by A Ti2ED
MACANY ¥ TTL—LZEBHLET,

IPv4 /8w M, IPAv %, TCP/UDP A\ v
5, ICMP AN ¥ T7 L —L%2EHLE T,

layer3-mirror-4

IPv4, IPv6 8w MIEELz7
o —Hlfii e Lz

IPv6 28w MIZEHEL 2R Y ¥ —
R=2AI5=) U TEEHLEV
RYY—R—=2A)N—F 1 > 7% EH
L7z

IPv4 /%7 v &, IPAv %, TCP/UDP ~v
5, ICMP ANy ¥ T7 L —L%2EHLE T,
IPv6 /87w ME, IP Ay ¥, TCP/UDP v
5, ICMP ANy ¥ T7 L —LZBHLET,

layer3-mirror-5

IPv4, 1Pv6 /87y ML L7z7

o —#lfzE Lizn

P8y R ZENLND T L —L4IC
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R L7z

IPv4, TPv6 /84w ML TRY

VR=ZAIFT-Y U TEFERLE
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RY Y —=R=2 ) —F 1 » 7 % #HH
L7z

MAC 7 RL AR, £—=H%y b A TED
MACANY ¥ TT7 L —L%2BHLET,

IPv4 /8% v ti&, IP~Nv %, TCP/UDP A\v
%, ICMP Ay ¥ T7 L—L%2BHLE7,
IPv6 /8% v ti&, IP v 4, TCP/UDP A v
%, ICMPANY ¥ T7L—L%ZBHLET,

layer3-suppress-1

IP KR&7E VLAN k€ — N2 {HH
L7z

Py hoZnlSNOT7 L—LD
7 u—HfE Lz

IPv4 )3y MicE b L7z 7 a—#l
|ELzn

MACT7 RL R, £ =%y b4 T%ED
MACAYFTT7L—LzBHLET,

IPv4 87w &, IPAv %, TCP/UDP v
%, ICMP Ny ¥ T7 L—L2%2BHLET,

layer3-suppress-2

IP R&&%7E VLAN il E— R %= {#HH
L7z

IPv4, 1Pv6 /87y M2 b L7z7
o —Hlfz Lizn

R —R=2)NV—F ¢ V7 2{EH
L7z

IPv4 /%7 v MiE, IPAv %, TCP/UDP ~\v
5, ICMP AN ¥ T7 L —L%2EHLE T,
IPv6 /X7 v tid, IP v %, TCP/UDP v
5, ICMPANY ¥ TT7 L —LZBHLET,
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ZfEA70—
RHE— RBTF

EREN

7O0—8iE
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dhcp-1

IP RE%E VLAN #llkE— N2 {#HH
L7z

IPv4 78y MIZRHE L 727 o —
ffi% L, #»> DHCP snooping ®
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IP K& E VLAN k€ — FZ{HH
L7z
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L7z

MACT7 RV R, £ =%y bFAT2ED
MACANY ¥ TTL—LEBHLET,

IPv4 %7 v ME, [P v %, TCP/UDP v
5, ICMP ANy ¥ T7 L —LxiEHLET,

layer3-suppress-

IP REE VLAN L £ — R 2 A

IPv4 %% MiE, IP Ay 4, TCP/UDP v

mirror-2 L7z 5, ICMP Ny ¥ 7L —LzBHLET,
« IPv4, IPV6 /847w Mt LTT7 4L | IPv6/8ry Mg, IP Ay %, TCP/UDP Ny
F2ER LW %, ICMP ANy ¥ T7 L —L2BHLET,
o IPv4, IPv6 8w MZXLTARY
VR=23IF—Y T RERALE
WV
o RYY—R—AN—F 1 V7 %EH
L7z
custom WITRNIHEREZBEIRL, N—FRozx7 MAC 7 RV R, £ =YXy v A TiED
F—=7ILDOIY MY Tay 7B MACAwFTT7L—bzBHLET,
BEZEIDAT, NERMZRUICREL | IPv4 /87 v ME, IP~v 4%, TCP/UDP ~Av
% %, ICMP Av ¥ T7L—LEiEHLET,
o TP Ri#&E VLAN llEE—F IPv6 /8w hid, IPAv %, TCP/UDP v
- IPv4, IPv6 /Sy boenbtoy | 7o ICMPAY T TT L= L2l L &7
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771 —ATOT7U—HHEFZIRITTRLET,

(1) =ZME@ElT I T7T—RAO7O—EHEG

ZERA V57 2 —ATHETE S 70— BHFEFEZROEITRLET .
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] FHEEE

DSCP

IPv6-TCP Ny & EETA - ES B—E (eq)

#FEE (range) *4

RN — N ES H—EE (eq)

HFEEE (range) *4

TCP 7 Z 7%5
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HFAYEE (range) *4
iR — rEE B—EE (eq)
HFAYEE (range) *4
IPv6-ICMP N\ % ICMP % 1 7f&
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E
AEBEO 70 —HRHETHETE5 VLANID X, VLAN 2> 74 7 L—3 3 > TASI L VLANICR LTI 59 %
ETYd. ZE7L—LDET S VLANID 2EHL £,
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WITRT 7 L — LDV TRI—YEEEZRETEEEA. B, T—VEEE3I L LTRELET,
- VLAN Tag Z LD 7 L —4
*VLAN h 22 Y TZBFELLER- I TRELLZTL—A
VLAN Tag PEHH 57 L — LI LTI —PEEE 2T 558, MAC T FL A2 5 1 B EH®D VLAN Tag
W 2I—VEEEIRNRELDET. ROKIZ VLAN Tag B"ERH 27 L —LDHlZRLET,
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g 5 1ERB® | Ether
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g . 1RE® | 2BRE® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FCS

X3
ToS 7 4 =)L ROFFEIZ DWW TORRE
ToS tToS74—LRDO3EY h~6EY NDETT,

Precedence : ToS 74 — VRO LA 3 By FDIETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bith Bit6 Bit7

| Precedence ToS | - |

DSCP 1ToS 74—V FDOEL6EY FDETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |
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Ex4
TCP/UDP R — rEESHH/$Y — V OIESEMEICOVTE, [TIv 747 =3 > HA F Volll
5 QoS RYY—R=ZA3IF5-Y 7] 2BBLTLIEZS W,
E%5
ack/fin/psh/rst/syn/urg 77 75 1 Oy b aEHLE T,
E%6
ST 49T TTAT 4 =L ROIEEIZDVWTOHE
NI4T ITRALNTT 4T ITAT 4 —ILRDETT,
Bit0 Bitl Bit2 Bit3 Bit4 Bitdb Bit6 Bit7
| FST49995R |

DSCP hITAVIITRAT 4 —=VRDEMI6 EY FDETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits Bit6 Bit7
| DSCP | - |

3.1.3 QoS 7O—-UX K

[3.5

74V

QoS o7 u—HEEMT 570D FT 747 L—3>TQoS 7u—Y A M%F Ebi? 70—

MHSEMFICECTRET S QoS 7H— Y A MRV ET, £/, 70—BHSFMFETE

IR AT EEZ: 7

LV—LREBRIPEZDET, 70—BHSEHEMNET S QoS 7u—1 A b+, BIOWMHTAIREL 7 L — LR

DR ZIRORITRLE T .
F3-3 TO—RHFHERIET S QoS 7O—J RN, #RHOIEER 7 L — AERIOEER

MR TREL
S O— it xd S QoS B Mg 2 ‘ TL—LFER
-2 b SEAI7O0—RHE—R
FEIP IPv4 | IPv6

MAC & mac qos-flow-list layer3-1, O O O

layer3-mirror-1,

layer3-suppress-1,

layer3-suppress-mirror-1,

custom
IPv4 &4 ip qos-flow-list ayer3-1, - O -

ayer3-2,

ayer3-6,

ayer3-dhcp-1,
ayer3-mirror-1,

ayer3-mirror-2,

1

1

1

1

1

1
layer3-mirror-3,
layer3-mirror-4,
layer3-mirror-5,
layer3-suppress-1,
layer3-suppress-2,
layer3-suppress-dhcp-1,
layer3-suppress-mirror-1,

custom
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HREHETRERS
Z0—-UX bk SZEAI7O0—KREE—NR
JEIP | IPv4  IPv6
IPve &t ipvé qos-flow-list layer3-6, - — O
layer3-mirror-3,
layer3-mirror-4,
layer3-suppress-2,
custom
(LB O BHTES — T Eaw

QoS 7u—YJUALDAVH T 2 —ANDBERIE, QoS 7u—FL—Fav Y RTERLE T, BEHIER
X, QoS 7u—YU A MDISSA—FTHBY TV ABBICEI>TRELE T,

(1) TBHO7O0—-REFGZEIGICERE LILHZTOEE

EHO70—BHEEEBRELTELYA VY T —ADZFET L —LIT LT QoS 70— % EHi L
B, RORIRIIEFETTI L —L2BHLET, DO QoS T FJIZIZ—HLEEA.

XK 3-4 JO—#@HIER

7 O0—1&HIER QoS 70— Rk 1971 —2R
1 mac qos-flow-list A —=H%v b
2 VLAN
3 ip qos-flow-list A —=H%vh
4 VLAN
5 ipv6 qos-flow-list A —=Y%vh
6 VLAN

3.1.4 JO0O—fREERKOFEEIR
(1) VLAN Tag 4= 7L —AICHT 3 QoS 7O—Hth

3BLIED VLAN Tag %5 7 L — LI LT, MACEHDA —H v by 17, IPv4Eh, 7213
IPve %2 7 u—RSEf & L7z QoS 7u — iz ElmTE £ A,

2B0O VLAN Tag $ %57 L —LII LT, MACEHFDA =2 w by A7, IPv4 5, £7213 IPvo
Ffre 7 u—BHSEAFE Lz QoS 7 u -t 2 ZERITEET 27-0I21, ROFHDESL SH 21z d
MERHDET,

o AIEET VLAN b2 U THEEDPEEL T2

« REBTVLAN oY Y ITHEPEELTWVWT, 7V—L2RZFELEFR— P T 2 I7R—-NTdH
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(2)

(3)

(4)

(5)

(6)

(7)
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IPv4 757 X2 NNy MY D QoS 7O—1&H

IPv4 757X w7y MIZR LT TCP/UDP Aw % - ICMP v % 70 —fHEM & Lz QoS 7
O—H 2T 72156, 2FBUEDO TS A2 vy ME TCP/UDP Ay 4 - ICMP ANw ¥ 7 L —
LRI WO TEE A, 7T 7 A2 My bE&EDT: QoS 7u—#H %2 ET 25813, 7
O —BHEEIC MACAY %, IPAY ¥ Z2IEEL TS0,

RN\ Y I D3 IPv6 /N7y MMIXT D QoS 7O—1&H

[PVvOTREENY D H 5 [Pv6 75y ML T TCP/UDP AY 4 - ICMP ANw ¥ Z7u—fHSEfE L
QoS 7u—#HIITEE A, EAYFTDOH S/ MR LT QoS 7u—#H%Z2EHT 21551%, 7
O —#BHEEIC MAC AN ¥, IPv6E ANY F2IEFELTLZE 0,

IPv4 7’0 F JJLAEHICDWT
JubalgFrah -3 70 baLE S5, JTu—RBHEAEELTEEL TCOEHTEE A
QoS T M) EFAFDEIE

AEBETCIE, A0 T2 —AIHLTQOS T MY ZEHTAHE, HELZ QoS Ty FUNHBEHSNS
FTOM, IHhDQoSITY M) THREESNAEENHDET., ZOBEE, BHLKZ QoS T M) Ofist
FHRISEONE T,

s TV MIBERZBELZ QS 78— A2 QoS 77U —T ) —FaA<v R TAVH T 2 — AN
WHT 254
e QOS 7U—Y A +% QoS 7u—F)—Favy RTHEAL, TV MY RBNYT 5154
o EFRHE, EHI< Y R copy EITH, F/IHER I~ 2 R restart vian EfTERZ, QoS T b
VU EBHT 556
QoS I MNUZEEIFDEIE

AEBTIZ, (V¥ 71— RAHERAEAD QoS T N AEET 5 &, BEASRBENSETOM, B
DONRERD T L —LPBHEINELEDET, Z07D, —BENICIELAO QoS Ty M) THRHESIN S5
GEHDET,

(FH DHEEE & DEIIFENE

DUTROBETLV—LIZEELZTH, ZEADOA VI Tz —AIH LT QoS Ty MY ZHEL—HLIE
&, —HBL7ZQoSIT M OMEHBERISHESNE T,

* VLAN O KR — b DT — ¥ #i5REES Blocking (F— ¥k EIEF) ORET, ZHER—-br5T7L—
LEZE LGS
o B— MEFRENERECIEE L R— 5 7 L — LA ZE LS

« %4747 VLAN % F 7 V7 HR— N TEZET S VLAN ICERELZWT, VLAN TagZz L7 L—24
EZELIZBE

o NI UIR-ITEZET S VLAN ICRREL T2 VLAN Tag &7 L—L%2RZEFELIEE
s 7UEAR—b, FubaKR—-FBLEMAC A— b T VLAN Tag f1& 7 L —L%2ZFL7zHE
s BEBERZEELLT7ALYIV M) (BROEREOIY M) ZED) K—HIT2T7L—L2RFELL
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MAC 7 R L ZAZEEEIC K> T T V—LPEES NG

LAY 2 pfkERIEEIC K > T T L— AN RES N GE

LAY 2R EIC &> T L—LWEES N BA

LAY 270 b aLpENR/-DT7 L — LD RES NS

IGMP snooping 3 & U MLD snooping I &k > T 7 L — AN EESNGE
DHCP snooping i &> T7 L—ADERESI NG

AF—LAY PE—UICES>TT L—LDERSNGE
IPLAYBLUIPVE LA YOFMMIEIC K > T/ v MHPREES NG
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3.2 7JO0-#B3>7«07L—>3ay

3.2.1 ZEAT7O-BRHE—ROERTE
QoS HIMOZER 7 0 — Mt E— K #4ET BHIZRLET.
[REDHT > N
FEET 0T — R, N K7z 7 ORKNEREREERET 50, BAICRELET.
(37> R & BHE]

l. (config)# flow detection mode layer3-1
ZEM 7 O —MHE— N layer3-1 288 LET,

3.2.2 BHA>97—AD QoS FHlHDIEE

BEOA =Py b 2F 72— QoS Kl Z18ET 2Hl2RLE 7,
EREDRAT > N

config-if-range €— N T QoS #lffiz BRICHRET 5 & T, HHOA -V Xy b ¥ T2 -
QoS HIfZHETEET,

[O7 > RICKDEE]

1. (config)# ip gos-flow-list QOS-LIST1

IPv4 QoS 72 —Y A b+ (QOS-LIST1) ZfE L% 9. KUY A FZERT A &1L > T, [Pv4 QoS
Ju—Y A ME—RIIBITLET,

2. (config-ip-qos)# gos ip any host 192.168.100.10 action cos 6
192.168.100.10 D IP 7 FL A %56 & L, CoSE=6D QoS 7u—J A M EH/ELET,

3. (config-ip-qgos) # exit
IPv4 QoS 70—V A NE—RAPSH7O—NLaAY T4 7 L—Y a3y E—RIREVE T,
4. (config)# interface range gigabitethernet 1/0/1-4
R—=F1/0/1-4DA ¥ 72— ZAE—FIZBITLE T,

5. (config-if-range)# ip gos-flow-group QOS-LIST1 in
ZEANCIPv4 QoS 7a—Y A M EFIIILET,

3.2.3 TCP/UDP R— hNBESNOEET QoS #llffl I 35E
UDP #— MBS0 % 70—ttt L, QoS HBERET 5Hl &R LT,

BREDRA > M
7 L —LZERICUDP ANy D5k R— M ESOHEICE > T7 00— 21TV, QoS il & i L
£9,

[Ov > RICKBETFE]

1. (config) # ip gos-flow-list QOS-LIST1
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IPv4 QoS 7u—Y A b (QOS-LIST1) Z{ERLE 9. KY X bZ/EKT 5 LI2&>T, TPv4 QoS
7U—YZAME-RIZBITLET,
2. (config-ip-qos)# qos udp any any range 10 20 action cos 6

UDP AN v ¥ O5E5EAR— M ESOHF 10~20 2 70 —#HFEMFEE L, CoSE=6D QoS 7u—"1 A
FEBRELET,
3. (config-ip-qos)# exit
IPv4 QoS 70—V A RE—RA 5670 —NLar 74 7 L—Ya v E—RIRVE T,
4. (config)# interface gigabitethernet 1/0/1
R—=M1/0/1 DA 2HT72—RAE—FIIBITLET,

5. (config-if)# ip gos-flow-group QOS-LIST1 in
ZEMANC IPv4 QoS 7u—Y A A LE T,
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3.3 70—-&REODAXRL—>3>

show qos-flow 27> FIZ&k>T, BELIEABPRBESNTVWENEIPEZHRLET,

3.3.1 IPVANT Y b 70— 1RHFME U7 QoS HIfEDENERESR

44

IPv4 8y b 70 —#tsEff & U7z QoS #IH OBEHR DK EZ RDOKITIRLE T,

3-2 IPvA /N7y M &7 O—1RHSRM & UTe QoS I DEMEHESR

> show gos-flow 1/0/1
Date 20XX/12/01 12:00:00 UTC
Using Port:1/0/1 in
IP gos-flow-1ist:Q0S-LIST1
10 ip any host 192.168.100.10 action replace-user-priority 6
matched packets : 74699826

fHE L7z R— b® QoS #lf#ic [IP qos-flow-list] BFREINBZZEZMHERLE T,
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TO—BHTHRE L7 L —LPEEEEHZETL TCWA D2 ELIER L TWA2OHEIZIX, Token
Bucket 7 V3 XL ZFHWTWE T,

N—=AMSFAXRFE, N—ANNTT 4w I EEBFTIL—LE L TEETELIERT L —LKETT, N—2
F A XOREHEROEFITRLE T,

& 3-5 N—ZX Y1 ID%HH

N=Z AL 15

=R N=ZA T 74 7HPHBRERZRINCT V. BEZLTVEVWRETN I 71 v 7
ZRE L72RE, BEWHORES SHHER/NES V.

KELT B N—=ZANNST 4 v 7 BHEBRERSNIIC VL, BEZLTVWEVWRETNS 71 v 7
ERELLE, FEEHORS EAHEBHAZ VL,

AHEREI, REFEER & BORREHIH 2 5D, REFEER & FERAFEFIHCHERTE 2T LT 4D
BHEZROFRITTRLE T,

x3-6 REFTHEEREIBEAFEHAETERATESIRF LT« DR

HiESARER
BRIL—AICHRTEIRFILT 1

RIETHIHEAR BRI

- O

E
i
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B EiER
BR7L—ALICHTBRFILT 1
BIEHHER BT
*a—of Y IBREEE o -
DSCP &H&#x O B
(LB O BAMHAERF LT — & EART AT LT 1

DT L—LIZDOWTIX, DSCPEEHIONRF LT 1+ PEELEHA,

s MTU ##Z % IPv4, IPV6 /37 v b
s TTLH 1 DO7 VL —4A

s Ry TVIVIHF1IOTL—LA

s IPEXTvavftEDTL—2L4

o IPVOHRRAY ¥ {FEDT L — LA

o ZEFEAEHD [Pv4, IPv6 /87 v b

@ 29 v 7EMBOFEHER

25w JHERREL, SEEROYR— NREDPA V¥ T — AL >TELRDE T, A ¥ T2 — A&
A& FHBERON S ZROEFITIRLE T,

K 3-7 1297 1—RER EFFHERDOMIG

1 >9 77— &R THIREER
A—HYAxv b H Tz —2X O
—DDRAYNAAL v FHDVLAN A ¥ T 2 —R O

BIBAUNAA Y FIIDIz>7-: VLAN A V5 T 2 —R -

(FLF) O ¥R -t  —iRKIF—b
@ EHTO-—ZX/RE LIHEHER (EHNFHER)
ERHEHERR, BRO7o-—BRHTHRELZ7 L—L2%2—D0OWBICEN L THEEZERL 7,

EHEBERONRELSZTO—E, IRTCOA VY T2 —2AFR| (A —Y % b ¥ 7 xz—A, VLAN
AT x2—R) BEEITRTO 70 —HESE (MAC &4, 1Pv4 &, IPv6 &) OfAEHLET
To 72770, A% v VHEREE, B—2A v FRICEIRMET A A ¥ 72— A0MAEDEE T E—L
9,

3.4.2 HEGEREA]
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WHEGRSGEAN, FHEREZ LTS QoS T M) OFEER 7 L — A8 (BRARHEERR 72 3B
EBR) ORI FEBICERL, ERAX Yy t—YOH1% SNMP BHIZXF T 5MAETT . MR QoS T
¥ M) OFEIRES K CEREABICOVWTHALE I,



(1)

(a)

(b)

(2)

(3)

3 7Ol

HIUARE

HHERRGBH T, FEERBHONRE L QoS Ty MY TEICHEER 7 L — L80% BHANICER
L, WG ZRE L E 9o MBI IR &R SCRED S 0, PR IS HEE T IRE &
BDET,

F7o, WEHREPER L7 QoS TV b I, FEHRKBOZEEZEMLE I,
THIEEHREED 5 HIEBRIKEANDER

HEEESPIREE D SHIEERREADERIL, 20 74 7L —Ya>a~vy RTHRE L-HEER B & EH
EEICESVWTEBLET,

WROD QoS T+ 2 AMIICERL, WEHER T L — LB RIEIOERR L VML EH FEER
B PRGE LR R ERIGE L 2B S, WEERREANER LE T BE LBEREEE CICHEE
FORRENERE U7z > o 7oy, WG SPIRRE 2 Rkt LU, 0B REIHS K CERERZFHEICR L TP
ELXY,

FIHERIKED S FENETINEN DER

HEERCIREE D & B SPRENDERIL, 2> 7+ L —Y 3> avy RTOHRE L EERESFE M & Bl
EFICESVWTERBLET,

RO QoS T b ZREHICER L, HEHER 7 U — LK RIEIOEREKY» 5 2L L a» > 2B (H
HESF ) ARRGE LR AR L B E, WRETTREANER LE T, RE LZERERE TI
HHETIRENER L - 72356, WEERRE 2/ U, HE0ESTEES L CERERZDHEICRE L
TRPDELET,

TIOESEX D ERE

EEERENOEREBRZ, 374 L —2 a3y Y RTHRELET, | WEICay 74— 3y
IRV RTHRELLIY NI, BHERBHONR QoS T M ZEHRLET,

BIZIX, a>747Lb—=2a>ryavy RTIy bUEZE 100 ICRE L, BIEEBHOXNR QoS T2 hY
BP0 MU THAEES, IHEICIOOZY N ZERL, 2WETRHRVD 10T MY ZERLE
ED

/o, ATV IBERIE, XONZAA v FTEDOFEEBRIONR QoS T b %, ZNTNDOX N
ALy FCTERLET,

TIEIRREDERS

HEHREN BT HIEEGDOY 7 VRAEROKITIRLET . ZOFITIE, FEIREDEEHESFIREED & Fig
BRRREICER L, 20%, FHEERIKE)» S FIEEFRREBICER LET. 28, BEEFIRETORERE
KE%Z 2 [\, EREEZ 3 0, #HiEEMRETOREBESFRIEZ 4 [, BEREEZ 5EELTVWET,
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X 3-4 HEIREBOBES -5
s 1o 1k B wigIREED QoST Y FNUHED =R
™ = EBIKR B FHEHOER/ AN Y M
LS | smamanzant
= t
— p RATIERERR
m EidRl=] =
HA4E SHE /B8 t fﬁﬁﬁ‘l'i%}]l]
VR EHEZ IF . (R R 1 E)
}t et b
p (FEES)
t at R
EREMAGE 5E L ,  (ESET)
%ﬁé&@?&%*ﬂ«ﬁﬂﬂz t %ﬁé.l.i%’]u
p (FEGERIE)
i GEaHig D
FiEEREHEA2EICZEL > (FiEhE /R 2m)
Bis g TiEE RIKRETER t e S
1KEE > (FrigiE=F1E)
t #at kg
, (HEEFIE)
} t at R
, (EEBSFIE)
} t #ratiEm
,  (ESER)
¢ Rtk HEm
TS SFE VAR 2 E L (EiEsrAE)
gy psp B SPIREEIC %*2 N o
1KEE

(FLAE) t: BE4RAH

3.4.3 HEEIRERIGICRENTTREERHRETIER

TWIHER C C IR L HEHERP R 2V £ 9 HEERERRICRITELREFHER 2 RORITRL
i ‘a_O

* 3-8 WIHERERARICRINTELSHEHER

ERENEIREZN RS TIRER

e RER
BRAFENER RAFENEST RIEFENER RIEHEHEST

R IR EEAR - - O O

AR O O - -

B R BEAR & o ] O O - -
mMoHAEDE

(FLEN) O : $RECFTRE — : $REURATAE
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3.4.4 HEESERERIFOIZESEE

(1)

(2)

(3)

(4)

BEHERERES—HHRY NI TI—RX - EEF1—DFERK

WDEDZIBEI, EEA T I Y M VI T2 —AF 3R EF 1 —CHUTF T LV —LE2EETLIBENS

HVEI,

o WIHEH TIEET AEREHEERZ, FYTU—0DFEEAN -T2 Y MUY T2 —RAFELEREEF2—D
HEEHELOARSWVEE LS

s BEEHEEZFER LW IO—EHHATA70—%, RBUREEA -y MM ¥ T2 —REIIEE
F 2 —|LEE LGS

RIC, BHOT7 0 -TEROFEERZERT 2561, SHEEROERFHEDGFHIERL TIZE
W,

FORNINFEHT L —ALADTIEER

AREEBETIE, 70 FIVFHIET U — L EBERENRICEDET, LzA>TC, 7ubalilflrL—24%
BAHEHIEENRE LTERSNIBEPHVET., 2070, REBHETOSO b ILF#HT L —L0%2E
BLIERKERLBERTIDESHD LT,

TCP 7 L —AICHYT 2ERAFEHIEHOER

RARFEEEZEA L2HEICE, TCPORAT—RY — bR DRI NT — ¥ BdE O s 1B < 5 %
BENHD LT,

LEEEZPICDIC, RIEFHERZMEALT, [TV —LPERINPILLEELIICFa -V TE
KEEZTNT2] OBEZERTHEIICLTLEE V. RFEEICL > T, ZHNEHHEZBALTH I ITEES
N2 WT, HAOEEMEATE L EZLRTIERESNSLDICRDET,

(FH DEEEE & DEIEFENE

« EEIFERZBELLTALFTU M) (BROEREOLY M) Z2E0) IL—HI2T7V—L2RELL
B, 7V—LAREREL LI AFEERNRICZD T,

o HIMEHEREA N —LBHEASRBICHET S E, ARFHRSINZIEITOTIL—L2E80, LDZOD
TV—LZEETHIENHDET,
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3.5 BEEMROI> T L—ay

3.5.1 EBXHEHIEORE

EREDRA > N
TV —LZERICSEE P 7 R L ALK > T 0 —MHZITV, RAFEEHIE 21T HEER %
£,

B
fit
i

[O7 > RICKBEE]

l. (config) # ip qos-flow-list QOS-LIST1
[Pv4 QoS 7u—Y R I+ (QOS-LIST1) Z/EELET. AV X M EIEHRT 5 &Ik > T, IPv4 QoS
Za—YRAME-RIZBITLET,

2. (config-ip-qos)# gos ip any host 192.168.100.10 action max-rate 5M max-rate-
burst 512
FESE 1P 7 B L AAY192.168.100.10 @7 1 —iZxt L, wAHEEGIHOEREH=5Mbit/s, mAREH
fDOIN—Z A X=512kbyte ® IPv4 QoS 7u—J A M EHELEJ,

3. (config-ip-gos) # exit
[Pv4 QoS 70— A ME—RPS570—-NN)Va T4 7L—2ayE—RIIRDET,

4. (config)# interface gigabitethernet 1/0/1
R=F1/0/1 DAV T 2 —AE—RIZBITLET,

5. (config-if)# ip gos-flow-group QOS-LISTl in
ZEMNC IPv4 QoS 7u—1 X b (QOS-LIST1) =&E®ICLET,

3.5.2 REFEEHRERFKOF1—12TBEEDETE
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EREDRA > N
TU—LRERIHEEIP 7 L AIZK > T 7u—HE2TV, RIEERERZITOIEA2RELET,
BEEHEREZER LT L —AICHLTIE, Fa2—a Y VBEEOEELRTHIREELLET,

[OY > RICKBEEE]

1. (config) # ip gos-flow-list QOS-LIST2
[Pv4 QoS 7u—Y R I (QOS-LIST2) Z/ERLET. AV X M EIERT 5 &Ik > T, IPv4 QoS
7u—YAFE-RIIBITLET,

2. (config-ip-qos)# gos ip any host 192.168.110.10 action min-rate 1M min-rate-
burst 64 penalty-discard-class 1
FEEIP 7 R L AAY192.168.110.10 7 0 —icxt L, mEEREH=1Mbit/s, BREHFRFHD/N—X
k1 X=64kbyte, BREMHBERTOER 7 L —LDF 2 —1 > 7EBEE=] ® IPv4 QoS 7u—"
AbZHRELE T,

3. (config-ip-qos)# exit
IPv4 QoS 70—V A NE—RAPS670—NLaAr 74 7L—Y a3 v E—RIRVE T,

4. (config)# interface gigabitethernet 1/0/3
A=t 10304257 2—AF—RIIBITLET,

5. (config-if)# ip gos-flow-group QOS-LIST2 in
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ZEMIC IPv4 QoS 7u—1 & b (QOS-LIST2) 2E®MICLET,

3.5.3 Tl —AHBMUOREFEEEREFD DSCP EEIRZ DEEE
BEO70—IZR L TT7 L—2HBENOREFHER (B 7 L —ALIXDSCP 0EXMZ) 2EHT 515
BICHRELE T,

[EBREDRT > N]

TUV—LRERICFEEIP 7 RV ALK > T7 B Z2TV, 71— LKEOREFEHER (min-
pps-rate) Z{TOHHEERERE L. REERFHZER L7 L -4 L TIE, DSCPEDE
Ba{TOoREZ LET,

[O7 > RICKBEE]

1. (config)# ip gos-flow-list QOS-LIST3
IPv4 QoS 7u—1 A + (QOS-LIST3) Z{ERLEd. R A MEERT S EICE>T, [Pv4 QoS
JU—YZAME-RFIZBITLET,

2. (config-ip-qos)# gos ip any host 192.168.120.10 action min-pps-rate 10000

min-packet-burst 64 penalty-dscp 8
FasE P 7 B L AAY192.168.120.10 D7 1 —iZxf LU, mEEHRFEH=10000packet/s, SEKEEHRHEH
DIN—R MY A X=64packet, REFHHER COEK T L — L0 DSCP =8 ® [Pv4 QoS 71 —Y
FERELET,
3. (config-ip-qos) # exit
[Pv4 QoS 7u—Y A FE—RAP 57 a—NLar T4 7L —2aryE—RIIRDET,
4. (config) # interface gigabitethernet 1/0/5
K=t 1/0/5D1 257 2 —AE—RIIBITLET,
5. (config-if)# ip gos-flow-group QOS-LIST3 in
ZEMNC IPv4 QoS 7u—1J A b (QOS-LIST3) =E®IcLEd,

3.5.4 mAXFEHHEFEFHERDOEASHEDEE

BED 7 00— 20 U CRAEIHIH & REEHER (EX7 L —AIXDSCP &) 2EHL-WE

BHICHRELE T,

EEEDRA > K]
TU—LZERICFELIP 7 FL A>T 7 —BH 2TV, BREEAE & REFRERZT5H
BEREZHELET., REEHEREZER L7 L —AICRLTIE, DSCPEOEELTHIHREL LE
—6’-0

[O7> RICKBEBE]

1. (config)# ip gos-flow-list QOS-LIST4

IPv4 QoS 7u—"1 A b (QOS-LIST4) ZERLEdo KA MEERT S EICE>T, IPv4 QoS
7u0—YAME-NIIBITLET,

2. (config-ip-qos)# gos ip any host 192.168.130.10 action max-rate 5M max-rate-
burst 512 min-rate 1M min-rate-burst 64 penalty-dscp 8
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FESEIP 7 N L A% 192.168.130.10 ® 7 0 — I3t L, S ARHEEIH O BERFH=5Mbit/s, &K EH]
FDOIN—Z A X=512kbyte, RIKEREH=1Mbit/s, FREERFKD/N—Z b1 X=64kbyte,
R HER COBK 7 L —L0 DSCPE=8 D IPv4 QoS 7U—Y A hZRELE T,

3. (config-ip-gos) # exit
[Pv4 QoS 7u—Y A M E—RAps7a—NLar 74 7L —aryE—RIIREDET,

4. (config)# interface gigabitethernet 1/0/7
R=F1/0/7TDA T 2 —AE—RIZBITLE T,

5. (config-if)# ip gos-flow-group QOS-LIST4 in
ZEMNZIPv4 QoS 7u—Y X b (QOS-LIST4) #HFMICLE T,

3.5.5 &EWFHERDEE

52

HBOT 0—% F L) T OB TR L VB a I BN RER A REL E 7.
REQHT V]
oA £ RS RE R 1T > BOWREREREL, 71— L EEMICEROMSE P 7 FLX

IR 5 70— BHETOENHEEER*RELET. REFEEREZER L7 L -4/ LTI,
DSCPEA#ZEE T AH/ELZ LE T,

[Ov > RICKBEEE]

1. (config)# aggregate-policer POLICER-LIST4 in max-rate 5M max-rate-burst 512
min-rate 1M min-rate-burst 64 penalty-dscp 8
BRI O BEAR AR =5MDbit/s, BAFEFHIED/N—Z + 3+ X=512kbyte, BT
=1Mbit/s, FAREEHRFHD/N—Z + A X=64kbyte, REFHHER COER T L —L D DSCP E=8
DOEXFIHERY A b (POLICER-LIST4) Z{ERLEd. KU X M ZIEKT A2 &ICL>T, QoS 7
O—Y X h® action /87 A —F ICEKFHRERY X b (POLICER-LIST4) ZIEETE£7,

2. (config)# ip gos-flow-list QOS-LIST4
IPv4 QoS 7u—Y A b (QOS-LIST4) ZAERL %9, AU R MZMEKT 2 £ICL>T, IPv4 QoS
7a—YRAME-FIBITLETD,

3. (config-ip-qos)# gos ip any host 192.168.130.10 action aggregate-policer
POLICER-LIST4
FEFHIP 7 N L ZAA%192.168.130.10 D70 —Iif L, HEfHEHEHRY A b (POLICER-LIST4) %4E
F L7 IPv4 QoS 7u—J XA b ZHELX T,

4. (config-ip-qos)# qgos ip any host 192.168.131.10 action aggregate-policer
POLICER-LIST4
5 IP 7 R L AAS 192.168.131.10 7 u—IIxt L, SEHEEHERY X b (POLICER-LIST4) %15
F L7 IPv4 QoS 7u—J XA hZHELX T,

5. (config-ip-qgos) # exit
IPv4 QoS 7u—YJ AP E—RA6270—NLar747Lb—aryE—FIIREVET,

6. (config) # interface gigabitethernet 1/0/7
R=P1/0/7TDA 257 2—RAE—RIIBITLET,

7. (config-if)# ip gos-flow-group QOS-LIST4 in
ZEANCIPv4 QoS 7u—Y X+ (QOS-LIST4) #HFMICLET,
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3.5.6 WHEERENDERE
BED T 0— 10 LT RAREEIEE £ L, SRR S - 2B EISERA v £ — Y OHAB LU
SNMP SEHIDEEET 5 55 CRELET,
[BREDHA > N
7L — ARERICAE P 7 F LRI E > T7 0 — MR (70, BAHEEIEE T 2 H0EH & HiEE
RBAARELE T

[Ov> RICKBETE]

1. (config)# ip gos-flow-list QOS-LIST4
IPv4 QoS 7ua—1) A + (QOS-LIST4) #/ERLET. KUY X ME/ERT A &1L T, IPv4 QoS
7ua—J)AME-FIIBITLET,

2. (config-ip-qos) # gos ip any host 192.168.130.10 action max-rate 5M max-rate-
burst 512 log trap

FEFEIP 7 R L A3 192.168.130.10 ® 7 T —IZxt L, EAFEIEHH O EHFEH=5Mbit/s, EAHEHH]
BDIN—Z 4 X=512kbyte, HiHEMBHNE L GERARX v —YOHTIE XU SNMP @EID%EE
EHRELE T,

3. (config-ip-qos) # exit
IPv4 QoS 70— A NE—RPS570—NLIr T4 7L —2 a3y E—RIIREDET,

4. (config)# flow rate-alarm exceed-count 3 100

HEGERBAI 2 BRICLE T, £/, WEEREEZ 3 [, HEE P RETOERRBEZ 100 [EICERE
LET,

5. (config)# interface gigabitethernet 1/0/7
R—=b1/0/TDALY 57 2—AE—RIZBITLET,

6. (config-if)# ip gos-flow-group QOS-LIST4 in
ZERNZIPv4 QoS 7u—Y X b (QOS-LIST4) ZBFMICLET,
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3.6 FEEROANRNL -3

show qos-flow 27> FIZ&k>T, BELIEABPRBESNTVWENEIPEZHRLET,

3.6.1 BRATHEHIEIOES

BRAHEHEOMRGTEZROKITIRLE T,

> show gos-flow 1/0/1
Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/1 in
IP gos-flow-1ist:Q0S-LIST1
10 ip any host 192.168.100.10 action max-rate 5M max-rate-burst 512
matched packets (max-rate over) : 7
matched packets (max-rate under) : 28
>

QOS-LIST1 @V X ME#RIZ [RAFEEHEOERER (max-rate 5SM) 1, [BAFIHHFIHO/N—Z M A
X (max-rate-burst 512) ] ERENZ T E2HERLF T,

3.6.2 RIEHEEHRERFROF1—1 > 7BILEEDHS

RIEFHERERROF 12— > TEAEEOHER T EZ ROKIIRLE T,

> show qgos-flow 1/0/3
Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/3 in
IP gos-flow-1ist:Q0S-LIST2
10 ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64 penalt

y-discard-class 1

matched packets (min-rate over) : 9826

matched packets (min-rate under): 74699826
>

QOS-LIST2 ® V) A MERIC [REREFREE (min-rate IM) ], [REEFEFHEON—-ZX M1 X (min-
rate-burst 64) ], [BR7 L —LDF 2—A » 7B5EE (penalty-discard-class 1) ] WFRRENZHZ &%
HRLET,

3.6.3 7L —LAHBUNREESERTEHERROD DSCP EERZ DHESE

54

7 L — ABEAORRERFHERKEO DSCP EZ# A OMRAEZROKIIRLET,

> show qgos-flow 1/0/5
Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/5 in
IP gos-flow-1ist:QO0S-LIST3
10 ip any host 192.168.110.10 action min-pps-rate 10000 min-packet-burst

64 penalty-dscp csl

matched packets (min-rate over) : 28

matched packets (min-rate under) : 7
>

QOS-LIST3 ®YJ 2 MERIC [REEMREE (min-pps-rate 10000) ], [HEEREHRD/NN—Z M4 4 X
(min-packet-burst 64) ], EK 7 L—240 DSCP 4F5 (csl)] BFERENZ L EZHERLET,
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3.6.4 ET‘Z*CTTTi;EﬁEUﬁfﬂEZZET'1EETTTi;E *FECZ)%gié%‘E:]jt)13t(1)ﬁﬁgtvu

BAEEEHE REEEEROEASDEOHREFEEZRORIRLET,

X 3-8 EAHEHEEFREFTHEROBAGHEOMHR

> show gos-flow 1/0/7
Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/7 in
IP gos-flow-1ist:Q0S-LIST4
10 ip any host 192.168.130.10 action max-rate 5M max-rate-burst 512 min-r

ate 1M min-rate-burst 64 penalty-dscp csl

matched packets (max-rate over) : 74699826

matched packets (max-rate under) : 28
>

QOS-LIST4 @V 2 MERIC [BREEHIHOEREE (max-rate 5M) |, [BRESEIHON—2 51
R (max-rate-burst 512) 1, [REREHEE (min-rate IM) |, [REEREHDO/NN—Z b4 X (min-
rate-burst 64) ], EX7 L —24® DSCP &# (csl)| AERSINB I EZHERLET,

3.6.5 SEHNHEHEROESR

EHNEHEROEZE A ELTRORITINLE T,

> show gos-flow 1/0/7
Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/7 in
IP gos-flow-1list:Q0S-LIST4
10 ip any host 192.168.130.10 action aggregate-policer POLICER-LIST4

matched packets (max-rate over) : 74699826
matched packets (max-rate under) : 28
20 ip any host 192.168.131.10 action aggregate-policer POLICER-LIST4
matched packets (max-rate over) : 241
matched packets (max-rate under) : 145834

>

QOS-LIST4 ® ) A MERIC [HEHEHER (aggregate-policer POLICER-LIST4) ] #FERESNB T &
MR LE T,

3.6.6 TTTi;k\==J§21EE§Ih7)ﬁEE:uu

EOR B OWERE A E T IRORITIRLE T,

3-10 HEERBRNOMHE

> show gos-flow 1/0/7
Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/7 in
IP gos-flow-1list:Q0S-LIST4
10 ip any host 192.168.130.10 action max-rate 5M max-rate-burst 512 log t

rap
matched packets (max-rate over) : 826
matched packets (max-rate under) : 4385728
rate-alarm
state: conform
count: 1/ 65
total exceed-count/total conform-count: 154/ 7295
>

QOS-LIST4 ® Y X MERIC [HHEREMOERA v —TH7 (log)l & [SNMP @A (trap) | »#%
RENBHZEZMRLE T £/, WHERBMOERIC [FIEIRE (state:) ], TR (count:) ], [HEK
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B EEE L OHEEESF RO BREME (total exceed-count/total conform-count:) ] AR RENSE Z &
BHERLE T,
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3.7 Y—h—f#

v —H—i&, JU—BHTHEELZT7 L —A0 VLAN Tag NO L —HPEFEES KLU IP AN v ¥ DSCP
ESHZLMETT. COMTHIAT SV —DMNEBEITZROKIIRLE T,

3-11 ¥—H—DuEDF

FEE
ZIER B3

ORIERE G AeEWE T UA—sE V|| R AR
[oo—L | ¥ eEmiE !
| TmE | ¥ ] B i
- MAcT |1 i < HE IS !
DS [ = R =R I 2= N R N 22 A E I S IR 2N |
o T BERE P e e | [T ok AT e |
2ot A | NI :
| Tk ¥ 1k | !

(FLI) D: COHTHATZTOYY

371 1—TEBEEESEX

T u—BH TR L7 7 L—240 VLAN Tag Wicd 5 1 —F@5EE (User Priority) # & X#2 28T
T, I—PEEEIL, ROKIIRYT Tag Control 7 4+ =L FOEE3I Ly FEIBLET,

3-12 VLAN Tag DAY I T+—T v K

MAG-DA MAG-SA | VLAN Tag Eﬁ;ﬁ: Data FCs

Tag Protocol ID Tag Control

Canonical

User Priority Format VLAN ID
< 3E‘y|~ 7‘15“} F" 12&\‘y|~ >

VLAN Tag PE#H 27 L — LIS L T2V BEEESHBI 217556, MACT FL M5 1 BE
® VLAN Tag il» 51— BEEEAZEMA T, IROXIZ VLAN Tag B"EMH 27 L —L7 4 —
<y bERLET,

3-13 VLAN Tag ME#H BT L —ALT #—< v OISR

(i) VLAN Tag 1B T 4#—< v k

1B ® | Ether
VLAN Tag | Type

MAC-DA MAC-SA Data FCS

(ii) VLAN Tag 2BBDT7+—< v b

TBRE® | 2%E® |Ether
VLAN Tag | VAN Tag | Type Data FeS

MAC-DA MAC-SA

MDT U —LIZDODVWTIEL—YEEELA2EZMWMZI L5 ENTEEEA,
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* VLAN bR VT RBELIAR— I TEETHT7L—L4
« MTU %i#8% % IPv4, IPv6 /%7 v k

s TTLA1O7L—4

s Ry TVIVIHF1IOTL—LA

s IPAFarffEDTL—L4

o IPVE RNV FFEDT L —L4

o FEFERBA®D IPv4, IPv6 /87 v b

I-PEEESSMAL, I-VELEF SIS EARIIRET S LI TEEEA,

I—PEBEEESWABLIVVLI—VEEEFISHRIZEE5LEML 2 VEAR, RORITRT L —HEE
BLzDET,

&3-9 TL—LXEHOI-HEBEE

7 L — LSk

IREBDTITL—LA
01— FEsE mERS

3 e VLAN Tag 2 LC%ZfEL, VLAN Tag b TiEETH7 L —L4
 VLAN h >V Y JHEEET, 77 ARER» BNy VR =V ERRICH#T 27 L — LA

ZETLV—LDI—Y  « VLAN bRV Y THEET, 7272 AEEP S 7 7 & AEERICHFRET 5 VLAN Tag &
B D7 L—24

o Tag BHAEFEL T2\, D VLAN h U Y TEFEL TV ARWVWAR— T VLAN
Tag D 7L —L%ZEL, VLAN Tag h D CEET A7 L — 4

3.7.2 1—HBEESIEHE
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VLAN b >3 > THEET, 7272 RAERED S5 DT L—L4I1Z VLAN Tag #8B L T/Ny 7R -V [EfFIC
kg 5L X, Tu—BRHTBRHE LA 7L —L01—VELESZ, Ny 7R—VEROI—-FELEE (B
g % VLAN Tag D1 —HELE) BLOELEREKED CoS EICT M HRETT . AREDONR
BT L—LERIRLET,

o REBENSHHITEHTL—L4
o REBITHT L —L

T PERET S HER, VLAN bR Y T ERE L RER A — TRy b V8T i RICRETE
e

I—PEEET I SHESERE LIZBEOEEICOVT, RORITRLET,
& 3-10 1—HEBEESISHEREEZRE LBEDEE

JO—BRETRELETL—ADI—HE EETL—L4
i 1-YEEE CosS fiB

VLAN Tag 7z L 0 0

0 0 0

1 1 1
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JO—RBETRELETL—ADI—HE EE7L—4

o I1—HERE CoS fi&
2 P 5
3 3 5
4 4 4
5 5 5
6 6 6
7 7 7

A-PEEESFISHEE, 1 -PEEEESMIAMES JOCBLEREME (CoSEDIEE) LRIFFICE
ETEEEA.

I—HFEEEFEMEEZRE L WVIFED CoSEICOWVTIE [3.10.2 CoSfE - Fa—1 v 7BEE]
2, I—PEREICOVTIE [3.7.] I—VELESEHI] 23BLTIES V0,

3.7.3 DSCPEEHX

IPv4 Ny ZDTOS 74—V RERIZIPVONYITDINT T4 v T T75AT 4 —ILROEHL6EY N TH
5 DSCP A&z 2HEETT, TOS 74 —ILRDT 4+ —7v b BLXO IS T4 v T TFTAT 4 —)L
FD7+—<v FORZIRISRLET,

®3-14 TOST71—=ILRDT7#+—<Tv k

<IPVANYZ TA—T v k>

Ver | HLEN | Type Of Service Total Length
Identli,flication ‘F\Iags | Fragment Offset
Time To Live’l | Protocol ‘\\ Header Checksum
,/' Source IP Addrés\s
/I Destination IP Addréss
/, N
’ \\
/ AN
DSCP REA
»i »lal )
) Lad ) Ll
6Ew + 2Ev b+

®3-15 bSTaVvTTISRT4—=LROT+—T vk

<IPVBAYH TA—T v k>
Ver Traffic Class |
! Payload Length \\ | Next Header | Hop Limit

Flow Label

' Source MR _Address
Destination 1P Address

DSCP KERA

A 4

A

6E Y k 2Ev k
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60

BHELZE70—DTOS 74—V REREN T T4V T ITAT4—LROEMO6EY F2EEHIET,

/o, WEERPSDERICL > T, REERFHZEBA7-70 -0 DSCP 2& &AL ENTEET,
BlIZL, BRRERBFHREBZ - 70— LT, DSCP % O ICEETEE T,

REFHEREFRRICHRELZBEOERT L —LDOEIIDWTIE, EREORF LT « EEEEPEER
ENEI,

DT —LIZDONWTIEDSCP 28 ZMR A ENSTEXEHA,

* MTU =#8 2 % IPv4, IPVv6 /37 v b
s TTLA1 D7 L —A4

s Ry TVIVIHF1IOTL—LA

s IPASVa s ftEOT LA

* IPVOHERAY ¥[fE DT L —L4

s SEFEARBHD IPv4, IPv6 /847 v b



3 7Ol

3.8 ¥v—H—03d>T71470L—3>

3.8.1 1—HBEESSIRIDFRE
RED7O—ICH LTIV ELEZESRILEAICRKELL T,
BEREDRA > N
TU—LZERIFEEIP 7 FLAILE > TT7 0 —BH 2TV, 2—YEEEOESBIZHELE T,
[O7 > RICKBRE]

l. (config) # ip gos-flow-list QOS-LIST1
IPv4 QoS 7u—"1 &+ (QOS-LIST1) #{EBLET. KUY A ME{ERT ST &ICE > T, IPv4 QoS
JU—YZME-RIZBITLET,

2. (config-ip-qos)# gos ip any host 192.168.100.10 action replace-user-priority
6
192.168.100.10 D IP 7 RL A %%5idc & L, T —VEBEEL 6 ICESHZ S IPv4 QoS 7u—Y X b
ERELET,

3. (config-ip-qgos) # exit
IPv4 QoS 70—V A RE—RAP 50— NLaAV T4 7 L—Ya v E—RIRVE T,

4. (config) # interface gigabitethernet 1/0/1
A=t 1/0/1 DA 572 —AE—RIIBITLE T,

5. (config-if)# ip gos-flow-group QOS-LIST1 in
ZE@O Pv4 QoS 7u—Y X b (QOS-LIST1) ZFMICLE T,

3.8.2 1—HBEESIESHETDIRE
BIED 70— LT 2 — PR S M 2 (T 5B Al RELE T

EREDRT > N
TV —LZERICHEEIP 7P RL AL > T 70— BHZTV, I—PEEEFIEHEE2TVET,

[OY > RICKBERE]

1. (config)# ip gos-flow-list QOS-LIST2
IPv4 QoS 7u—1 X + (QOS-LIST2) #1ERLE T AU R MEIEKLT S EICE>T, IPv4 QoS
ZHa—J)AME-FIIBITLET,

2. (config-ip-qos)# gos ip any host 192.168.100.10 action copy-user-priority

192.168.100.10 D IP 7 KL A %5656 & L, 1T— BT X £/TS IPv4 QoS 70— R F 45
FELE I,

3. (config-ip-qos) # exit
IPv4 QoS 70—V A RE—RAPBZO—NLIAY T4 7 L—YavE—RIIRVE T,
4. (config) # interface gigabitethernet 1/0/1
R—b1/0/1 DAV F T 2 —AE—RIIBITLET,

5. (config-if)# ip gos-flow-group QOS-LIST2 in
ZERID IPv4 QoS 7u—Y X+ (QOS-LIST2) =EMICLET,
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3 7O

3.8.3 DSCP EZBRZADETE
BED 70— LT DSCP 2 B2 2 2154 1CRELE T,

EBREDRT > N
TV —LZERIFHEIP 7P RLAICE>T 70— EHE %27V, DSCPEOEZ X2 #HRELF T,

[O7 > RICKBERE]

1. (config) # ip gos-flow-list QOS-LIST3
[Pv4 QoS 7u—Y Z I (QOS-LIST3) Z/ERLET. AY X M EIERT 5 &Ik > T, IPv4 QoS
70—JAME—FIIBITLET,

2. (config-ip-qos)# gos ip any host 192.168.100.10 action replace-dscp 63

192.168.100.10 ® IP 7 R L 2 %%5i%: & L, DSCPE% 63 ICEF X % IPv4 QoS 7u—1 A b &g
ELET,

3. (config-ip-qos) # exit

IPv4 QoS 7u—Y A ME—FPST7u—NLary T4 7L —aryE—-RIED T,
4. (config)# interface gigabitethernet 1/0/3

RA=NM1/0/30DA4>5 7 2—RE—FIZBITLET,

5. (config-if)# ip gos-flow-group QOS-LIST3 in
ZERID IPv4 QoS 7u—Y X+ (QOS-LIST3) =EHMICLFT,
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39 ¥Y—7A—DAXRL—>3>
show qos-flow 27> FIZ& > T, BELIEABPRBRSNTVRENEDI P ZHRLET,

:3.€9.1 :1___ffwggﬁﬁiﬁgﬁii5?};&;{_ODE%EWL\
I—HFEEEZSWIOWRAEZROMIIRLET,

3-16 1—HBEEEESBRIDER

> show gos-flow 1/0/1
Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/1 in
IP gos-flow-1list:QO0S-LIST1
10 ip any host 192.168.100.10 action replace user-priority 6
matched packets : 0
>

QOS-LIST1 ®Y & ME#IZ [replace-user-priority 6] MFERENDZ 2R LE T,

:3.S9J2 :1'_'ff1§§fﬁErEF§;|j§ﬁ¢t:%?09ﬁﬁﬁwu\
I—YEEES I EMESOERFEZROKITIRLET,

B 3-17 1-—TBEESISHIDHESR

> show gos-flow 1/0/1
Date 20XX/03/01 13:00:00 UTC
Using Port:1/0/1 in
IP gos-flow-1ist:QO0S-LIST2
10 ip any host 192.168.100.10 action copy user-priority
matched packets 0
>

QOS-LIST2 @) & hME#RIC [copy-user-priority] #FEREINZ T & A2HERLE T,

3.9.3 DSCPE&&#az DR
DSCP & & DR HE T RORITRLUE T,

3-18 DSCPEE#X DHERR

> show gos-flow 1/0/3
Date 20XX/12/01 13:00:00 UTC
Using Port:1/0/3 in
IP gos-flow-1ist:QO0S-LIST3
10 ip any host 192.168.100.10 action replace dscp 63
matched packets : 0
>

QOS-LIST3 @ & hME#HIC [replace-dscp 63| BERINZ I EEHRLET,

3 7Ol
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3 7O

3.10 BEEREDEE

BAREIER, 70— RETRELE T L—AOBEEE CoSETHE LT, HEF 2 —2RET Kk
TF o FHWEORRE 557 L— L REEMR BB FEEOREARIC L > TREVET, ¥
%, 3.10.1 BEEREONRTL—4] #BBLTESL,

COFITHIAT H2BEBREREDME DT ZROKIIRLE T,

3-19 BEERENMLE DT

AEE
S ZEW

R AR T TR T || CEREE R
[oL—u |i ¥ T !
| g | | 1 . !
l-MAC7F‘Ellﬁil - HE IS !
{2 = 1 e [ =R P o2 R I 20 { I E N S R VRN |
g T BERE P e e ™ o0 [T R AT e |
2ot A | NI :
| Fram)i 1 NN .

(FLI) D: COHTHATZTOYY

3.10.1 BEEREDRT L —A

BREREHEEEIL, BLEEREONRTIILWAEBIE TCOT L —L%, BEEREDONRIZT S
TFo T74)NNTIE, REBHSFHKT 27 L L THPBELEEREONR TS, BEEK, BLEREE
EEEORTEEREBLEEREDONRE T L —L O IROFITTRLE T,

x3-11 ZERBMEBEEREDHRTL—A

L —LiERI

EBER BASATEHEEEDRE

FEBATOTIL—Lb — AEBESCHTETL—A

P wEn L x o
AY > R7a:
RTLETRA) iy 0O e
ST L o o
AT
(25>27) REH D o O

(LB O: BEEBREONRELRD X I BEEREOHNRE LS5V

3.10.2 CoS{E:Fa1—T127E%E

COoSfEIX, 7L —LDEBENICBIT2BELEER2RIT ATV I7RAERLET, Fa—o1 U TEBEER,
F1—AVITTEEF 1IN LTEREINCT SIOESGVERLED,

CoSfEEF 2 —A VT BREOIREHEBEZIRODEBIRLET,
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3 7Ol

x3-12 CoSfE&Fa1—1 Y7 BEEDIETEEHE

IEE bishha e
CoS fE 0~7
Fa—AVITBRE 1~3

CoSEDIEEIX, T—VEEEFI SRS LRARICRETETE A,

Fiz, 7u—HIEHOBELEREL LI —PEEEFIEHEDNTON TRV T V-4, T74)L D
CoSEEFa—A VT BEEZFHLET, 7V—L2ECEDT 72D CoSEEF 2 —1 V1B
HEAROFITRLET,

R3-13 TL—LERCEDT 74N RD CoSBEF 1 —1 > TRBEE

FI7A4ILME
7L —LFER
CoS f& Fa1—T2)BEE
I=FrART L4 I-HEEETY Y TIRVET 3
Tu—R*Fvy A b 7L—L4 0
YIVFFY AT U—LA

T/, 35U LT L—41, a¥—TD T L —2D CoSEBEISF 21— Y /BEEICELUET,

BB, WIRT 7L =41, 70—FIHOBEERES L1 —VEEEF I SHESOFRIIPHPHET, H
ERIC CoSEEF a—A V TBEEZRELE T,

BEEREB LI -—PEEEF SHEITEETE LV T L —LEZRORITRLET,

x3-14 BEERETEECTERVLWIL—ALA—E

7L —LFER CoS f& Fa1—T1VTBEE
AEBPERMIGEEFET LT L —L4 7 3
REBAZFETAHTIL—LDIBIRODT L—L4 5 —

© ARP 7 L — 2 % 1%2
o ERFT A MERATA7L—4

REBAZFETAHTIL—LDIBIRODT L—L4 2 —

s BEBMTOMAC 7 FLAZFOBERHERLZ L7 L —
A

FEBEPLA Y IHHL, REBENVRZEITSHTL—LDIBRD/N 2 -
TV N T =LA
* MTU 2#Z % IPv4, IPv6 /%7 v b
s TTLA1OT7V—4A
s Ay TUIVIN1IDOTL—4
s PATVarftEDTL—L
o IPVOHIERAN Y ¥ & DT L —L
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3 7O

7L —LFER CoS & *a—1 2 7BEE
REBPLAYIHHL, KEEPZETLHTIL—L0DDBIRODIN 2 -
A AN
o FEFEANEHD IPv4, IPv6 /87 v b
AEBTLAYIFHITZTIL—LDIBRDT L—LA 3 —

o REETTISI/AYINLIEZTL—A
« IPASvasftEDOTL—L
o IPV6 BB Y FFE DT L — L

* ARP/NDP DOREERIT & Y ALEEIC—REICHE T 50k 7
=2

(LB — 7o —HIfMOBLEERETCERETE S
Ex1

aY74 L= 3rav R flow action-change arp-discard-class ©, ARP 70— RFF*+ X b7 L —LD

Fa—AVITBEEZINS 2IEETEZET,
X2

av7 47— arav R flow action-change arp-reply-cos ©, REEBNFZ(ET 2, 5658 MAC 7 KL AN
TU—REFrx A M7 RLVRATHS ARPIEET L —LD CoSER 525 0 ICEETEET,

3.10.3 CoS ¥ v E> T Hse

CoS vy iR, 2 —VELEY Y FTHRELL CoSE, 37 u—HfnEiERE T

E L7z COSEICEDWT, REF1—2RET HMAETT,

(1) CoSEER—MNDEEF1—DIYETT

R—PHZVDEEF 21— LTMAC 7 FLUAREREFEAL=F+ A7 L—LH (UCF2—) 128
Fa—HD, MACT RLAREEDI=_F¥y AT L —L4, ILFF¥AMTL—L4, JO—FF¥ 2+
TJL—L4, BEOIFT—U T LTI L= MCFa2—) I24F2—HDET, CoSHER—FDE

BF2—DOv vV TEZRITRLET,

& 3-15 CoSEER—KDEEF1—DTYEYT (UCH1—)

EEROF 1 —BS
CoS &
*E+1—& 2880 EE¥1—& 24272
0 1 2
1 2 2
2 4 2
3 5 2
4 6 2
5 8 2
6 10 2
7 12 4
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&3-16 CoSEER—IDEEF1—DTYEYT (MCFa1-)

3 7Ol

EEROF 1 -85

CoS &
xfE+1—& 2880 EE¥1—& 24272
0 3 1
1 3 1
2 3 1
3 3 1
4 7 1
5 7 1
6 9 1
7 11 3

(2) CoSfE&E CPURBTEEF1—DIYE>T

CPUSBTREEF2—1F, R—FDOEEF2—LIZELD, TRTOVLV—LFBHTHEEDEEFEF 22— 8

Fa1-HDET. CoSfEE CPURTEFBF2—DVy Y T2RORITRLE T,

& 3-17 CoSfEE CPURBTEEF21—DYYEYT

CoS & EEROF 1 -BS
0 1
1 2
2 3
3 4
4 5
5 6
6 7
7 8

3.10.4 BIEEREERROIZEEIR

(1) 7L—LDEBKERE

[7V—L2OBEEL LT3 BifiiiEET 2L, AEBHETOTU NG T L —LOZENTEEV,
FRLEAEBNERNICEE TS 7L —L 2R ETERL RAILICE ST, BESTMENZBEL1H D
F9. I, PYLFFY ATy NIEREBHR Oy b ThHY, FfT27L—2ThH0E
T 2078, BEEL2 FFHEZRTELTLES V. TOLIBREPRE LBEIL, ROMIGEE

LT EE 0,

o AY W IR TAEBH COTO NINEET L —L0OBESTISNEES, [7V—L0ExRER

NF2] BEEERLTILES 0,
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3 7Ol

C A5V RTOUHBRTARERTOTD b LHET L —AORESTI S N A8, BEERERIE
EERBE LT AEE L,

 REBAERNIGEET 57 L - AOBEFINSNGHE, (71— A0BEEL T 5] BiFrE
LT 230,
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3 7Ol

311 BEEREI 717 L—3>

3.11.1 CoSEDEE

FED70—I0f LT CoSEEZRELE T,

EREDRA > M
TUV—LZBERICFEEIP 7 FLAICE > T 70—l 2TV, CoSHEZHFEL LT,

[0V > RICKBEEE]

1. (config)# ip gos-flow-list QOS-LIST1
IPv4 QoS 7u—Y A b+ (QOS-LIST1) %{ERLE T, AY R MEIERT 5 &Ik > T, IPv4 QoS
7u0—YJ A ME-RIIBITLET,
2. (config-ip-qos)# gos ip any host 192.168.100.10 action cos 6
192.168.100.10 ® IP 7 FL A %% & L, CoSTE=6 D IPv4 QoS 7u—J A FZHRELET,
3. (config-ip-gos) # exit
[Pv4 QoS 7u—Y AR E=RPSTU—NLIAY T4 FL—Ya v E-RIRDET,
4. (config) # interface gigabitethernet 1/0/1
K=+ 1/0/1 DAV F T 2 —AE—RIIBITLET,
5. (config-if)# ip gos-flow-group QOS-LIST1 in
[Pv4 QoS 7u—Y 2+ (QOS-LIST1) ZE®MICLET,
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3 7O

3.12 BEEOANRL—>32>
3.12.1 BEREODHSR

ERRIC N T 714w (5% IP 7 KL AA5192.168.100.10 D7 L —L4) 2FEALTWAIKET, show qos
queueing AV Y RiZE>THFa—A 2 7INTVEF 2 —FEEZHRALET. RO —H v b1V
7z —A%, K=t 1/0/2TF,

3-20 BEEDHESR

> show gos queueing 1/0/2

Date 20XX/03/01 13:00:00 UTC

Switchl/NIF0/Port2 (outbound)

Max Queue=12, Rate limit=64kbit/s, Burst size=4kbyte, Qmode=pqg/tail drop

Queue 1: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Queue 2: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Queue 3: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Queue 4: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Queue 5: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Queue 6: Qlen= 1, Limit Qlen= 2880, HOLl= 0 -1
Queue 7: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Queue 8: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Queue 9: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Queue 10: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Queue 11: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Queue 12: Qlen= 0, Limit Qlen= 2880, HOLl= 0
Tail drop= 0

1.Queueb ® Qlen DEASH T Y FENTWVWA I EEZERE LTI,
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4 X{SHIE

4.1

S 1 — /) VEREH

411 LAY——NNOBE

vr—)8E, BF LoD TL—L0HENER, BLUKR—OHAEREH1EE 2 Hd 2HEET
T COETHET A 2 —/SONEBIFEZRORIRLET,
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VAU T, A =YXy MUY T2 ADEEE Y 1 - 7T AR - NVEEHIES SEBRI N TH
9, LYY= -0 &rROKIIRLET,

4-2 LAY—2—NNOBER

AT a—| | "—+

Fam 0oy | e

— el

(FLBI) Q4 EEMICEEE YT —E Y

4.1.2 FEF¥1—REE

72

AIEBETIX, 2y NT— VBB EARRICEDLDE CEEF 2 —REE2EETZET, EEF2—F&E, —
DDF2—IlFa—A VT TEINY T 7HDOIETT, 7L—LDEHDONY 7 7IiZbiz>TEHRS
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4 X{SHIfE

> a< » RN limit-queue-length THEL 9. EEF 21 —RELKRITSHZEICL->T, N"—Ab T
T4 Y IIEBFa—DSNZRBIERIENTEET, LB, EBELLEEF 2 —EBREAEBDOI AT
DA—HYZ2Y " VF T — AR UTEDICZD FT,

BEF1-—R2EELZVEGSA, F2—-R 2880 THIELET.

F4-1 XEF1—REEABNOER

RE+1—F A
2880 BF 2 —ICHFICAEND Y, BENOEZEDILLOHECEELET,
24272% R=Z b ETT4 97 EH% 2—b e ERS ¢ VBAIHELET,
2

FEEF1—FE 24272 2BELIEE, F2—1~4 I LTRETF2—E2E0YTHET S0, EArTVa—Y
VT DEEIZIRDEHICHEDFET,

PQ C¥a— 1~4HPQTHIELET.
4PQ+8RR : ¥ 21— 1~4H RRCEIfELE T,
4PQ+8ERR : ¥ 21— 1~4 # ERR THIfEL 7.
4PQ+8WRR : F 2— 1~4 # WRR THIfEL 3.
4APQ+8WFQ: ¥ 2— 1~4 5 WFQ TEIfEL £ 7,

413 R7Ta

-7

ATV a—YrE, BF 2 —IBENLTL—LE2EDEILIEFEET S 2EHT AHEEETT,

AEEBETIE, RIRTADDAT V2= Y TREHPHOET, A7 Ta—") r TOBEHAZIROFRITR

LY,

xK4-2 R Ta1—)>T7OEEHA

RyTa—1)>

- BERE Eh{EEREA B
PQ a#12 SEEERIE. K- UL 12 NTT 4y s
om1:jg>” Fa—, 2 23853
0#10:|>_% EHOF2—127 L—LDTEET AHA
a#9 v B8, BEEOBVF1—25
08— BIZTL—LERELET, 7272
a7 L, ¥2—12 (Q#12) &¥a2—
Qtt6 11 (Q#11), F2—10 (Q#10)
45 EF21—9 (Q#9) BEhFIE
G4 ETH7L—LBHHICLs &
0#3 SIEEmLET.
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L—LDEET D58, %487
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4 X{SHIE

AgTa-=U>r

7R
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R

L—LxBEBAETREELET,
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LADEELE VWS, F21-2
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BEET1—f&FV > oy
Ve R—FHED 12F 21—,
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EF21—9 (Q#9) BEhZhE
957 L—LBIFEITRD K
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T V= LPEELRVER,
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SICHIELE T,
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Ve R—1FHD 12F 21—,

BHOF 2 —127 L—LPEET
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11 (Q#11), F2—10 (Q#10)
EFa2—9 (Q#9) FZFhZFNE
B27L—LEnt%Icns &
DITHIMLET, F2—12~91C
T L= LPEE LR VISR,
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258, BREEOBEVWF1 -5
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4 X{SHIE

256, BEEOSVF1—25

A Hem B8 I
Fa21—8~1 (Q#8~Q#1) 3%
Fa—IIHELLTL—L8 (z:
yixiwiviuitis) IKELT
TU—LEFEFELET,
8, F21—-8~1 DEAEHEIC
RELBEIETT Ry T
BELET,
4PQ+8WFQ REEF 2 — EEANEHER RE%F 2 — st
§>— . A— YD 12F 21—, &, EF, WFQ
BROF 217 L—LnEET | F2olKT—FR
§>ﬁ FTT Y

o< o

HIZTL—LZRELET,
Fa2—-12 (Q#12) &F2—11
(Q#11), F¥=2—10 (Q#10) &
F2—9 (Q#9) IFENZFNEEF
T57L—LEBIHEICRDE LD
WCHIELE T, Fa2—12~9127
L—LWEELR VRS, F1—
8~1 (Q#8~Q#l) IIFZEL/I-E
A (RARREERER) ICE->T, &
COHICF 2 — & OREFIFHE
FEEEFELET,
IRTCOFa2—%EELDE
&, I FubErCEELEY,

AT a— ORI OV TIRORITRLET .
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Fa—H 12Fa2—
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% E i
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BRI RO R &
AT L —LDEHE

MAC Ny #%» 5 FCS £T
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4 X{SHIE

76

x4-4 WFQ OsREFE (10BASE-T, 100BASE-TX,

1000BASE-T, 1000BASE-X)

EA REEIE ZIA{E
Gbit/s 1G 1Gbit/s
Mbit/s 1M~ 1000M 1Mbit/s
kbit/s 1000~ 1000000 100kbit/s*2
64~960 64kbit/s*3
Wxl 1G, 1M, lkEZh2h 1000000000, 1000000, 1000 & LTHET,
Ex2 BEM@AT 1000k BLEDBE 100k ZA THEELE T (1000, 1100, 1200, -+, 1000000).
W3 BUEMEA 1000k RiDBHE 64k AHTIRELET (64, 128, 192, -, 960).
x4-5 WFQ DsREEE (10GBASE-R, 10GBASE-T)
EE REEIE ZIAME
Gbit/s 1G~10G 1Gbit/s
Mbit/s 1M~ 10000M 1Mbit/s
kbit/s 1000~ 10000000 100kbit/s*2
64~960 64kbit/s*3
¥xl 1G, 1M, 1k EZh2h 1000000000, 1000000, 1000 & LTHET,
2 RGEMA 1000k M EOBE 100k A THELEY (1000, 1100, 1200, -+, 10000000).
W3 BUEMEH 1000k RiDBHE 64k AHTIRELET (64, 128, 192, -, 960).
x4-6 WFQ DsREFE (40GBASE-R)
EHA REEE ZI A8
Gbit/s 1G~40G 1Gbit/s
Mbit/s 1M~ 40000M 1Mbit/s
kbit/s 1000~40000000 500Kbit/s*2
256~768 256kbit/s*3
Bl 1G, 1M, lkEZh2h 1000000000, 1000000, 1000 & LTHET,
2 RGEMA 1000k L EOBE 500k ZIATHELEY (1000, 1500, 2000, -+, 40000000).
W3 BEMEA 1000k RBOBE 256k AHTHELET (256, 512, 768).
x4-7 WFQ ORESE (100GBASE-R)
EHA REEE 2B
Gbit/s 1G~100G 1Gbit/s
Mbit/s 1M~ 100000M 1Mbit/s
kbit/s 1000~ 100000000 500kbit/s%2
S12 512kbit/s%3




4 X{SHIE

Il 1G, 1M, lkiZZh£Hh 1000000000, 1000000, 1000 & LTHWVET,
Fx2 FEMEH 1000k BLEDHE 500k XA THEEL 9 (1000, 1500, 2000, -+, 100000000).
F%3 FEMA 1000k REOHE S12 72 2HEL X T,

4.1.4 R— MRl

A— NEEHIEIEL, X7 Pa—) Y TEERLIRZIC, E5TH2R—-MUEELLEEFHICY 2 -2 T
TAHEETT ., COFIIZFERLT, IREBA—%xy M- AERTEXT,

BIZIL, [EfEEIEA 1Gbit/s T ISP & D 2RHEEHAY 400Mbit/s DIF&E, R— MEEGIHEEZERL TH
575 Lotz 400Mbit/s LRICHIZ T L—LZRETAHIENTEE T,

R— NEHEEFHIEIE ROV N Y 2 ETVET S, Leaky Bucket 7 LT ALZHVLTWVET,

R— MEEFIHOREHEFZRITRLE T RERRIIEFHEELTICE 2 XDICREL T LSV, &
ETEh0WEG, ERO 7 PRRSNA— MHEEEIEOREIEN 20 £,

x4-8 KR— NHEFIEOFRESFE (10BASE-T, T00BASE-TX, 1000BASE-T, 1000BASE-X)

Ba=tivial REEIE 2 K fE
Gbit/s 1G 1Gbit/s
Mbit/s 1M~ 1000M 1Mbit/s
kbit/s 1000~ 1000000 100kbit/s*2
64~960 64kbit/s*3

Il 1G, 1M, lkiZZh£h 1000000000, 1000000, 1000 & LTHWVET,
EX2 BUEMEA 1000k BLEDBE 100k ZATHEL Y (1000, 1100, 1200, -+, 1000000).
F%3 FEMA 1000k RiEOHE 64k ZIATEEL T (64, 128, 192, -, 960),

& 4-9 R— NHEFIEOREEE (10GBASE-R, 10GBASE-T)

Bya=tivial REEIE 2 X fE
Gbit/s 1G~10G 1Gbit/s
Mbit/s 1M~ 10000M 1Mbit/s
kbit/s 1000~ 10000000 100kbit/s*2
64~960 64kbit/s*3

Il 1G, 1M, lkiZZh£h 1000000000, 1000000, 1000 & LTHWVET,
EX2 BUEMEA 1000k BLEDB A 100k XA THEEL L9 (1000, 1100, 1200, -+, 10000000).
F%3 FREMA 1000k RiEOHE 64k ZIATEEL T (64, 128, 192, -, 960),

®4-10 R— NHEHHEORESE (40GBASER)

Bya=tivial REEIE 2148
Gbit/s 1G~40G 1Gbit/s
Mbit/s IM~40000M IMbit/s
kbit/s 1000~40000000 500kbit/s*2
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4 X{SHIE

EEEE ZIA{E

&5
fil

Sl

256~768 256kbit/s*3

Fxl 1G, 1M, lkid#h£h 1000000000, 1000000, 1000 & LTHKWET,
X2 BREMEA 1000k BL_EDHE 500k ZIATHEE L £ (1000, 1500, 2000, -, 40000000),.
Fx3 HREMA 1000k RiEOBE 256k LA TEE L3 (256, 512, 768).

xK4-11 R— MEEHEORESEE (100GBASER)

SREEAH REEHE 21 A8
Gbit/s 1G~100G 1Gbit/s
Mbit/s 1M~ 100000M 1Mbit/s
kbit/s 1000~ 100000000 500kbit/s*2
S12 512kbit/s*3

Fxl 1G, 1M, lkid#h£h 1000000000, 1000000, 1000 & LTHKWET,
X2 BREMEA 1000k BLEDHE 500k ZIATHEE L £ (1000, 1500, 2000, -+, 100000000).
E%3 REMEN 1000k RiEDHE S12 720 2HELE T,

N=A S YA ZOREHHEZRDOFITRLET

K4-12 N=R NG XDFEEE

CHRAER! REEHE B0 T 7 + )L ME

10BASE-T 4, 8, 16, 32kbyte 32kbyte
100BASE-TX
1000BASE-T
1000BASE-X
10GBASE-R
10GBASE-T

40GBASE-R 8, 16, 32, 64kbyte 64kbyte

100GBASE-R 16, 32, 64, 128kbyte 128kbyte

Leaky Bucket 7))L TV XL DRI K BN— R A ZOEHERDEITRLE T,

FR4-13 N=ZA M1 XD

N=R R 1R Y

ha<d% N=ZA T 74w 7 BHBHERZESNPT V., BEEZLTVWEVRETN I 71 v %
KME LB, REFROES EVHBH/NS L,

KELTB N—=ZA T T4y 7 PHBRERESNIIC L, BEZLTVWEVRETIF I 7 v o %
RE LK, EAEREHORES TPHEBHRE L,

R— MEEHBAORNRE 27 L —LOHFIZ MAC ANy ¥» 5 FCS £TTY . A— MEEFIHE O SRE
HzROKITRLET,
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4-3 R— NEEHIEO T REE

7 L—LfE
FrvT

JYFUIIL

MACA~ v &
(VLAN TagZ&T)

F—5

FCS

»i
)

R— I R

415 T r—/N\ERABOIEEEA

(M) N7y "Ny T 7HEBEOR T 21— 2T DFEREIR

S

HAEROTEEZ RS T 74 v 7 2RELIEE, KEBDO/NT v "Ny T 7 OBV FEET 25670

HDET, ZDdD, ZFELLETIL—LBFa—llFa—A VY ITSNTREESND D, BELLAT

VA=V TEBDICTV—LNREESNEVWEENHDFT,

Iy RNy T 7 OREBIZOWTIE, show qos queueing ¥ RO HOLL B ¥4 7 ) X2 b
SNTVWAHZ L THRTEET,

Ny SNy T 7 OMBPERNICHEET 256, *v NI —IVREORELPBETT,
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4 X{SHIE

4.2 x—)\QO3A>T7«JL—3>

4.21 RTTa—-V)2TDHEE
EXEDRT > N]
ATV a—) v TEFREL QS Fa—Y A MEHREERL, FETAHR—MIRELET,
[O7 > RICKBEEE]
1. (config) # gos-queue-list QLIST-PQ pgq
QoS F2—Y A MEH (QLIST-PQ) ICAFrYa2—-U>7 (PQ) 2#RELET,
2. (config)# interface gigabitethernet 1/0/1
K= 1/0/1 DA 25T 2—RAE—=RIIBITLET,

3. (config-if)# gos-queue-group QLIST-PQ

QoS Fa—A ¥ 72 —AERIZQOS F2—Y A MAMZEIEEL, QoS F2—1 X MEREZEICL
£,

o /. =,
4.2.2 KR— MNFEGHEOFRE
FET SR — POHTTEEE ERROFRL VKL THHEICHELE T,
[BREDRAT > N
#ZH9 %A — b (100Mbit/s) ITRF L, R— MHEEHIEIC X 2HHOFKE (20Mbit/s) BEUNN—R b
Y4 ADOFHE (dkbyte) ZITVET,
[O7> RICKBERE]
l. (config) # interface gigabitethernet 1/0/13
A—=F1/0/13DA4 ¥ 72— AE—NIZBITLET,
2. (config-if)# speed 100
(config-if)# duplex full
#FE9 %A — bOEKEEE % 100Mbit/s ICBREL £ 7
3. (config-if)# traffic-shape rate 20M 4
AR— MEEE 20Mbit/s, /N—Z Mo X% 4kbyte ICBRE L £ 9
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4.3 x—N\OARL— 3>

4 X{SHIE

show qos queueing 2<v > FiZ&ko>T, A —H 2 Y b VI Tt —RIIHELLL T =Y 2 —/NOAR

ZHERRLE 9,

431 R7Ta1—V)2TDOHESR

AR Ta—1) T OWRFEETROKIIRLET,

.4 4 Zb—yl_lj/70)ﬁﬁnﬂ.\

> show gos queueing 1/0/1

Date 20XX/03/01 13:00:00 UTC
Switchl/NIFO/Portl (outbound)

Max Queue=12, Rate limit=64kbit/s,

Queue 1: Qlen— 0, Limit Qlen=
Queue 2: Qlen= 0, Limit Qlen=
Queue 3: Qlen= O, Limit Qlen=
Queue 4: Qlen= 0, Limit Qlen=
Queue 5: Qlen= 0, Limit Qlen=
Queue ©6: Qlen= 0, Limit Qlen=
Queue 7: Qlen= 0, Limit Qlen=
Queue 8: Qlen= 0, Limit Qlen=
Queue 9: Qlen= 0, Limit Qlen=
Queue 10: Qlen= 0, Limit Qlen=
Queue 11: Qlen= 0, Limit Qlen=
Queue 12: Qlen= 0, Limit Qlen=

Tail drop= 0

1.Qmode )XT A =¥ DARD, BELIZATVa—) T (2

ZERRERLET,

4.3.2 HR— NEIEHIEOEER
R— MEEHIHOERFEE2RORIIRLE T,

B 4-5 KR— NEEHIEOHESR

> show gos queueing 1/0/13

Date 20XX/03/01 13:00:00 UTC
Switchl/NIF0/Portl3 (outbound)

Max Queue=12, Rate limit=20Mbit/s,

Burst size=4kbyte, Qmode=pg/tail drop -1

2880,
2880,
2880,
2880,
2880,
2880,
2880,
2880,
2880,
2880,
2880,
2880,

THOLl=

HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=

cloolololololoNoNeoNoNe]

DFITIE, pg/tail_drop) IZ7&->TWA

Burst size=4kbyte, Omode=pg/tail drop 1,2

Queue 1: Qlen— 0, Limit Qlen=
Queue 2: Qlen= 0, Limit Qlen=
Queue 3: Qlen= O, Limit Qlen=
Queue 4: Qlen= 0, Limit Qlen=
Queue 5: Qlen= 0, Limit Qlen=
Queue ©6: Qlen= 0, Limit Qlen=
Queue 7: Qlen= 0, Limit Qlen=
Queue 8: Qlen= 0, Limit Qlen=
Queue 9: Qlen= 0, Limit Qlen=
Queue 10: Qlen= 0, Limit Qlen=
Queue 11: Qlen= 0, Limit Qlen=
Queue 12: Qlen= 0, Limit Qlen=

Tail drop= 0

2880,
2880,
2880,
2880,
2880,
2880,
2880,
2880,
2880,
2880,
2880,
2880,

" HOLl=

HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=

cloolololololoNoNoNoNe]

1.Rate_limit /87 X =% ONAED, BELI-HEE (ZOFITiE, 20Mbit/s) 122> TWa I & ZHER

LET,

2.Burst_size 785 X =¥ OWNEN, FEELIN—ZA YA X (2

MRLET,

DFITIE, 4kbyte) IZE->TWVWAHI &%
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4 X{SHIE

4.4  BEZH{EEES

COFTHAT 2EEHHOMEDT 2 ROKITITRLE T,

4-6 BEZRFIEDLIE DT

AEE
SR SEET

ORIERE G AeemE G UA—sE V|| AR AR
[oo—L | ¥ T T !
| mE | | e » i
l-MAC7F‘Ellﬁil < e [ !
i LRBER| 27 [ 7a—| | | B | [i=]| ||l L—Ll
oz [ BEE I ew Mem ™ 0 M ke [ ET]|] x|
2ot A | | ] (] :
| Tk ¥ 1k B i

(FLI) D: COHTHATZTOYY

4.4.1 R

JRERIEIE, F2—A 27958 F 21— ICHLTEEINCTSIOEFVERT Fa—A VTHEEEL,
Fa—lTV—LPHEELTVWABIISLTC, U TV —L%2F 21— V7T EHDERT L 2HHT 58
ﬁg‘(‘\—a—o

F1-lT7VL—LDHEBLTWAREE, T2 —A VI BEEL2EZAHIEIZE ST, SHITREMA’ L QOS
REETZET,

—ODF 2 —IlFa—AVITTELTLV—LER [Fa2—FE] LFUOFET,
AEEIZ, T ROy PTHRCEEHEZITVET,
(1 F—=IRkOov?

Fa1-—ENERRELZBIS L, 7V—LZ2EETAHEETT. BERER, F2—A YV 7BLEZEICE
7Y, Fa—A Y TBREBESEVEIE T VLD EESNIKLKEZDET., 7L Ry TOl&E%IRD
KIZRLET. Fa—A VI BEE2OREREZBZ L, F2—AVI/BEE20T7 L —L%2TXRT
BELEI,
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4 X{SHIE

4-7 T ROYTOBER

0000, = 000
sooe 2P0 ¢

Fa—AVIBERES XFa—AVITBRE2 Fai—4 TBREE
DEZERAME (100%) DEZERIME (75%) DEFEZERAME (50%)

Fa—

) O SO Y bEE 1 —o S B RIS
(B O : Fa—A v T @ERES O EBALF0, BREEND,

O :Fa—-AVIiBxEE2
----: BEERE

WIZ, 7= ROy THEICETA2F2—A Y BEESEOREREZROFINLE T, FEBEL,
F1-RICHTAH2F2—DBFVEEZEADTRTELE T,

F4-14 F—)IROvY S TOESERIE

Fa—T12TBEE BEZEEIE [%]
1 50
2 75
3 100
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4 X{SHIE

45 BFEFEHEHOO> 7147 L -3y

451 Fa1—127EBETEDETE
RED70—IILTFa—A VY TBEEZRELE T,
[BREDRAT > N
TU—LZERBICHAEIP 7 RL ALK > T7a—BHZTV, Fa—A Y/ BEERZRELET.
[T > RICKBERE]
1. (config)# ip gos-flow-list QOS-LIST2

[Pv4 QoS 7u—Y Z I (QOS-LIST2) %{ERLET. AY R MEIERT 5 &Ik > T, IPv4 QoS
JU—YAME-RFICBITLET,
2. (config-ip-qos)# gos ip any host 192.168.100.10 action discard-class 2

192.168.100.10 D IP 7 RLAZFEHREL, Fa2—A Y TEBEE=2D QoS 7u—Y A+ E2FELE
‘3—0

3. (config-ip-qos) # exit
[Pv4 QoS 7U—Y A ME—= R H7u0— NIV T4 L= a3 Y E-RIRDET,
4. (config)# interface gigabitethernet 1/0/1
R—=F1/0/1 DA 2T 2 —RE—RICBITLET,

5. (config-if)# ip gos-flow-group QOS-LIST2 in
ZEMIC QoS 7u—Y A+ (QOS-LIST2) 2BMICLET,



4.6 BRZERIHOANRNL—>3>

4

ARSI

show qos queueing A7 FIZE>THFa—A VTSN TVEF 2 —BFBLOER/Nr v MR

LET,

4.6.1

F1—1 2T BIREDHES

Fa—A Y TBEEOHERTEZROKUITLET,

HRA—F 2y A UF T2 —RiE, K=K 1/0/2 T,

1

EFRICH L, Queueb @ Qlen 78 2880 FREICHEE T A N T 74 v 7R EALTWARGTHERELE T,

4-8 Fa1—a 2 T7BEEOHER

> show gos queueing 1/0/2
Date 20XX/03/01 13:00:00 UTC

Burst size=4kbyte, Qmode=pg/tail drop

Switchl/NIF0/Port2 (outbound)

Max Queue=12, Rate limit=20Mbit/s,
Queue 1: Qlen= 0, Limit Qlen= 2880,
Queue 2: Qlen= 0, Limit Qlen= 2880,
Queue 3: Qlen= 0, Limit Qlen= 2880,
Queue 4: Qlen= 0, Limit Qlen= 2880,
Queue 5: Qlen= 0, Limit Qlen= 2880,
Queue 6: Qlen= 2160, Limit Qlen= 2880,
Queue 7: Qlen= 0, Limit Qlen= 2880,
Queue 8: Qlen= 0, Limit Qlen= 2880,
Queue 9: Qlen= 0, Limit Qlen= 2880,
Queue 10: Qlen= 0, Limit Qlen= 2880,
Queue 11: Qlen= 0, Limit Qlen= 2880,
Queue 12: Qlen= 0, Limit Qlen= 2880,
Tail drop= 18

1.Queueb ® Qlen DEASH T > FENTWVWB I EZERLE T,

HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=
HOL1l=

colololoNolNc loloNoNoNe]

2.Qlen OfE Limit_Qlen DIED 75%TH v, discard packets @ Tail_drop H 7> hSINTWAHZ
EEMERLE T,
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L1V 23583

ZDETIE, AEEDOLAY 2

F3fm L1V 2538
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5 L1+ 253

5.1 #=
5.1.1 Lo 2 SREHER|

REBICIE, WRISRT LAY 2 LNILVORIEESH D T,

« [EEE802.1X
[EEE802.1X IC¥EML L 7z 1 —HFREE % § 2 HAE T . [EEE802.1X FRFEICAE % EAPOL /87 v b %
REETHWMALIIELE T
s Web #RE
W@bmﬁi(Mﬂka77Wﬁ%ﬂﬁle YEIEE T AHEETT . L Web 7T V¥ % AT
MR CRRRERIEZ LE T,
» MAC &3
MACRBREX, TV ¥ 72, 2—HICLBFRIEN CE B WK% T SHEETT .
LAY 23B3EIC1E, SRREEEIC K 2RREE— 2BV 9. SHREE— FCEOMEMELZRORIR L E
D

E7o, INSOMER, HAGDETHATE 2HELAMATE R VRENIH D T, BEEOHAEDEIC
DWVTI [5.2 LAV 2EREEMEEE ORFICOVNT] 2L T 22E W,

&5-1 L1V 28EITHR— NI BHkEE

L1+ 233 SREEE— R =

IEEE802.1X R— N BAIEREE MR- FEZEBF Y IV TN =TI L CRIEEFIMLE T, —
DOYER— P EE—DDF v XTI —TH—DDFWIEHRM &
B0ET, iz, A— FEAERREICIRRICORT ZDOET 7 E—
RHPHY, TNENEREEENRZ VT,

1.7 VE=NK
—DOFIERALIC—D DRI EIRFE L THR L E T T\
FRE L7 AR DN DMK D SRIAZER P H B &, £DKR— DR
FEIRRB I ARFRILIRIEICR D 9

2.V VFE—F
— D OFRERMICEBUR R OB R 2 5FA L E I BmAICERAEL
TR DOIRIZFRIE L T H A

3. WARFRIEE— N
—DDOFIERMICEBIHROBER 2 HA L, WA EICERIEE1T
Wxg,

VLAN BAF83E (B | VLANICN U CRIEZHIM L E T EHOMmRIERTEEd,
) RITEITEREZITVY, BRREICAINS 2 & VLAN A CEfECTEEd,

VLAN BAF83E (8 | MAC VLAN ICFiB 9 23R IS U CREREZ HI# L £ 97 HH D
o)) RV TEE T RAITHINT S & MAC VLAN THID X /-
VLAN THEETE X,

Web BEiE B VLAN £—F | 21— 9@iESkIE, VLAN ANERTEET,
¥4F 3w VLAN  L—FEIERI%IE, MAC VLAN TH 08X 7/2 VLAN IANEBET
K FF9, MAC VLAN AEE S =B A— MCRIEERELE
£l
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5 L1+ 2885

l/‘f’\" 2 Foa §§§E:E— |\“ HE
LHY—E—FR I —HREEE %L, MAC VLAN T D2 72 VLAN ANEET
Z% 9, MAC VLAN @ VLAN IZEREEZBEL £ T,
MAC &2t EE VLAN £—F FRREAThR1E, VLAN ANEBETE £,
¥4+ 3Iv 2 VLAN | 8ERII#%1E, MAC VLAN TYID X 7 VLAN ANEFETE £
E—F ERS
5.1.2 FREEARN
LAY 258 LEBENBORIET —4% TRIAET 20 —HILERHEAR &, RADIUS 4 —/NTRREET %

RADIUS mﬁﬁﬁb\% DET. LAY 2RSS HFAETRZIRDOERICRLET o
ﬁ 5 2 I/'l"\" 2 ;u.\uIE@:vh\nIEE_t

L+ 2 535 FRELE— RN O—AILEREEAR RADIUS ER8EA 30
IEEE802.1X R — N BTEREE X O
VLAN BA{ZERRE (BRfY) X O
VLAN BA{7ERE (FhY) X O
Web FR3E EE VLAN £— K O O
A4+ 3w VLAN £—F O O
LHY—E—F O O
MAC 523 [EE VLAN €— N O O
F14F 327 VLAN £—F O O

(LB O:®isds xR ELawn

5.1.3 MAC VLAN O#E#y VLAN 82 E & L1 2 533

ROFRITRT LAY 288 EFEE— F T, MAC VLAN OFBRENGR A — MIERIEE AW AR ZINET 558
i VLAN ZERNICERE L E 7. £/, FERSN TV AFRIEERAR— b2 5B Rm R T R TR
PRENGE, BRICRESN TV VLAN BHIBRSNE T,

x5-3 BHICVLANARETE S L1V 2 SREMERECSREEE— R

L1+ 2 S3EHERE SRELE—R
IEEE802.1X VLAN BAEREE (BpH9)
Web FiE ¥4+ 3Iv2 VLAN £—F
MAC #BFE ¥4+ 3Iv%Z VLAN £—F

7B, AT 47— aravr R switchport mac vlan P8 E SN TV ARIENRD MAC R—+T

&, aYT74 V=Y aravy FTHRESNGRHEE VLAN LSO VLAN IO EZ 3 TEEHA, &

512, FRAERRO MAC A— MIBHIC VLAN SRESNTWARET, 2> 74 7L —>aryav s R

sw1tchport mac vlan RE S N7zhe, FEAR— MIERICRE S 7z VLAN %288 VLAN & L7:
AR AR T N TRV ERENE T,
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5 L1+ 253

52 L1+Y2

el & ffEEE S DHEFFICDWVT

LAY 2EGEEEREE ORFFICOVTEHALE T,

521 LoV 25 EEEffaeE OHTE

LA 2 FBAE S AhARE & OHAFARZ RORITRLE T,

& 5-4 fthH¥EEE OHFEE

L1¥2
_ e, P
sRaTHEaE ¢
IEEE802.1X DIV A RV LACPY V77U =23 DF v 2 UVTIL—TFEMHE

RRHCEE LWL TL2E 0,

MAC 7 R L AZE{IE

VLAN BL 2D VLAN %37E L7z A — b CRIEFICE
HATt&EtA,

VLAN AR— bk VLAN

— MEAIEREES £ OF VLAN BAFREE (#89) CTERT
giﬁ“o

Zu + 2L VLAN

EECRRICHEATEEE A

MAC VLAN VLAN BAERGE (Bhf0) CERATZZ£9,
77 %) b VLAN AR— FEAIEREEB KO VLAN BA7E0EE (B0Y) CERT
EE
VLAN BELf7ER5F (#109) TIXFREERT VLAN IC[FRTE £
E
VLAN #L3EHERE VLAN b2V 7 | EBCTHBHERATEE A
EAPOL 7+ 7 — RBECEBICHEATEI A,
Fa T

VXLAN [SL-L3A]

VXLAN Network A— 8 X' VXLAN Access A—1
I, RN— MBAEREFE /213 VLAN BAZEREE (B09) %
BELEVTL S,

A= T —

ZNZ I =R HRE LTI AR— MIE, A— MBAIERE
F 7213 VLAN BAfIEREE (BF0) % ‘“Hﬂbfib)’f <72&EWN,

Ring Protocol

ng Protocol Z&E L7z ¥ 7R — Micid, A— NEA
RBRE & 7o1d VLAN BAIERAE (#AY) ZHRELAVTLE
éblo

IGMP snooping

o R— MREFGEDHA, BECRRICHERTE XA

+ VLAN BEAESRE (8#89) 0BG, BETHEBICHEMAT
TEHA

« VLAN BAIE3GE (8089) DBE, FREEAT VLAN B &
UERER VLAN TREIRICERTE AL

GSRP

EECHERICHEATEZ A,
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5 L1+ 2585

L1¥2
SREIRERE

RE®

HEF(LHR

VRRP

VRRP %27 L7z VLAN BL V%D VLAN 2RE L 7=

A= MU TEENTEE T, ROEEIE IEEES02.1X

DBAENTEER A

o R— MNEAFRIEDEE, VRRP »EI{ET 5 VLAN %
BEL/ZA—

« VLAN BEREE (B#f0) DIBA, VRRP PEHET 5
VLAN

« VLAN Bf738EE (8/9) OFA, VRRP AEIET S
VLAN T#BiF7T 7 + )L b VLAN, MAC VLAN %{#
A U7z883E

VAN YERE T AN

Ty TY I R— P CHEATEE A

IEEE802.3ah/UDLD

A— MBAERAEF /213 VLAN BiAE83
NIR=FTREALZVWTLZE 0,

(Btty) cRUES

CFM
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H—h % %5
(L)
— : VLAN BA7E83E (8#09) 13 VLAN B CORED /2D, Fl— VLAN IZRRIENRNR— NI D THA
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(2) Web SREETOHOR— MEABRBIFOENE

Web BEF CERIE S Nz ARDB KR — F 2B LIZHBEDO R — M RRIEDREICO VT, BIEEE—RITEICKR
DRIZRLET,
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K=+ VLAN ns
2 FORERTR A VLAN FORDIREENFR | REH FRREIRBED B2 I E0E
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3 FRRERT R A &— FREREES TR REHT FOREREE D WEART
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4 FRRERT R A A VLAN FURDIREEN R | REH FRRERRED W
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& 5-17 Web RETOR— NEBEWFDENE (91F3Iv 7 VLAN E—R)

BEIEIR— D ?%Ebﬁﬁ'l’—
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1 FRRERT R [F— FRRE A HkE S R— MEERVIEH | M EH
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2 FRAER R 7 VLAN ELIRRED TR | REH FRAERRED BEARTT
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3 FRRERT R AL [F— AEIRE R | REH FRALRRED AT
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4 ERREXT AL A VLAN FELREDTR | REH FRELIRAE BER
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— 1 Web 83t (LAY —E—F) & VLAN B CORED /-, F— VLAN ICFEERAR—MEH D EEA

(3) MAC SREETOR— ~ERENIFDOEME

MAC F83E CRRRE S MR AR — 2 BE L 72BEO R — M RLFREOREIC OV T, BREE— FZ&ICR
DRITRLE T,
& 5-19 MACSREETOR— FEBBIROEE (BE VLAN €—R)
ooy BHAIR—RO %Eﬂﬁﬁf— PP
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Fe b % SRR SN5ETHE
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3 FRAERRIL i RIEREDE | REH FRERRREDS | BEAE
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4 ARSI Al VLAN PRLIRRE R | REH FRELIRREYS | EfER
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e

FEALEHWAD &R — M EEBICTO— FF v 2~ ARP V7 v P PREESNBEOEETT, 70— FFvr X b

ARP /8w RSV b TR

, PGAEERRE N LW TIHREERESED £9,

#&5-20 MAC SREECOAR— NREABEBFOENE (91F 3 v T VLAN E—NR)
BEHIA— hOD #"iﬂﬁﬁf— P
e | S VLAN TRER  acT Lz omER  COEDREE
h fe e GIES
% &
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BEIHIR— hD @Eﬁﬁf— P
r—2 BEEAR— VLAN YRR AC 7 RLZ DEREIZIN ERIBOER
N RE — RS
F—7) RE
2 FRRERTER Al VLAN EREI AT Hilpg % BEIRIDR FEIRICRRR
R b SRR ENZHETHE
fERA*
3 EEHISSET)N [El— FRREIRRE AR REF FOREIREEAY BEAT]
H—~ VLAN % %5
4 EEHISSEZ)N H VLAN FRRLIRRE TR REHT FRRLIRREAY BERT
F—k % %%

REAEFEAWAD SR — M EHRICTO— FF+ 2~ ARP T v FAPRERESNBEOHIETT, 70— FF ¥ X b
ARP /X7y NSO TR, BREEREBR S ML W TEREREDS RO 9

5.3.6 RADIUS t#—/\i@8(EM dead interval #&gE

RADIUS ¥ —N\DPEISEIC > &, I 7«47 L —a>a~ > N authentication radius-server
dead-interval TERESN/-EEOM, 1370 RADIUS U —NE@BELCRIE2ERLE T, T2, RTE
SINT-EESER LD &I, BRIICERE L/ RADIUS Y —N\2HH LU CRIEEZEmBLET, £/, HRE
SINTTRTO RADIUS U —NAEIEE &R > /2458, 2274 7L —3 3 >3~ N authentication
radius-server dead-interval TE&E S N7z B ORI, RADIUS P—NEDRBEMEIHL THIEREE
70 ¥E9, 2B, dead-interval HEBE TERAFLEL & 7o - 7 REED & BAICERE L 7= RADIUS ¥ — 1\ ~AGE/{E
REICRTIESIE, ROBHIYY REETFTLTLIZE L,

» Web 88:F : clear web-authentication dead-interval-timer

* MAC #BiE : clear mac-authentication dead-interval-timer

RADIUS ¥ —N\3E{E D dead interval g2 ROMIRLE T,
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FlLWVEHEET

N_-_-_-_-_-_-_-_-_-_-_-_

T:a>27445L—> 3237 Fauthentication radius-server dead-interval TE%5E RS
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¥ 7z, A I~ > R clear mac-authentication auth-state T3 XT D MAC FREEE A K & fZhR
T4 T arEEELEGED, RERNEHERLET,
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- VLAN % HilfR L 7-354
- VLAN % {21k (suspend) U758
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* MAC FBiEDE 1R X % ZRAERR I AR BR
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EMHIBRENT MAC SREEDMEIL L35G, FEERILZMRLE 7,
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ZETL—L4A IEEE802.1X Web £33 MAC 538
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541 AREDFREHIUREEEROER

(1)

(2)

(3)

set clock v > R&E{FERTIEOEE

SR A REBEORI AW TEELTWADT, ERHI~Y Y Fset clock THEZZFE L/-5
&?%%;LH#FEJ CEREHNSHET,

il

Pz, 3RERORZIEZEE bf* B6, FOALIERRE A 3 RSB LR E 2D £9, 7, I
3RHERTORZICEZZE LB, umﬁﬁfmﬁ?ﬁ'%‘ SWHERENE T,

HALE— R ZEEITIHEDER

Weba”ﬁb“ﬁi‘ﬂ?&ﬂﬁﬁgfnwﬁ% NEEET 5, 7213 MAC AP B L IRETERIEE— N2 EET %

AlE, IRTOTEIRR— ML Tary 74 7L — 3 a<w > K shutdown 2 %47 U CEREEHEK
b‘?ﬁﬁéh’(mﬁm%%;bt%t, KOO MOREREEB N THLFTEE— FEEEL TLZE 1, i
E—FREEELLZHE, TRTCOBIERARR— ML Tar 71 7L — 3> a< > N no shutdown %
EITLTLZE N,

AL AP BER SINTVWARBTRILT— R2EFE L2EEIL, EHI~ > N restart web-
authentlcatlon ¥ 721& restart mac-authentication 257 L T, Web #RiE 7175 A 721& MAC 383
Tur I LEBERELTLLZE 0,

SREEAR— b & MAC VLAN OEXETDER

IEEE802.1X (VLAN BAZER:E (819)), Web #BiE (#1453 v 27 VLAN £—F), BLU MAC %
(1497 3Iv 27 VLAN £E—F) TRESNTWARIER— &, av 7471 —Ya>ravr Rvlan
<vlan id list> mac-based DERELH & DFEHHK 1600 #B X TWAIEE, RIRTIEEZ TS &, MAC
B0 7T LAOWBREREICES T, REPBBSINS T TB I UORIEBEAHRKOBENEET 2ET
ICHEE A D £,

c BEDILH)

o B~ Freload ®EST

s R~ R copy DEST

« EA I~ N restart vlan OFEfT

« EM a~ > Frestart vlan (mac-manager /87 X —%) DFEST

5.4.2 RADIUS #—/\ERFDFE

(1)

112

RADIUS # —/\DEETHA MBZIEE LIZENDEEREIR

RADIUS =2 & X b THE L7256, DNS =N T E 2 Wi EOEHIC & - THATBRY T
EHVERIETE, WIORIERPRET S ENHDET,
c EBROY Y NEETLESS
o ETREROFTAPEL ZD T,
o BAMBFTIEED, LIS LTHHRERTSNE T,
» IEEE802.1X Ti&, [Connection failed to 802.1X program.] #FRRENET,
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o Web #BiF8 L O MAC 2iFTi3, [Can't execute.] BERENE T,
s VT4 L—varavy REETLLES
« VT AT VL=V aYORFEELZIAV T4 L= a Y ORBICKEI#HP» 2560 HD £,
¢ SNMP v+ —3 v |2 &% IEEE802.1X MIB R ZEBEJ 5155
o JBENELS LB, FIESNMP ZEYA LT MIEDET,
LEEOHRREZE T 5720, RADIUS —NOFEICIPvA 7 FLAE 7 IPv6 7 RLATIEET 22 &%

HRLET, RA N TOIRESLERIESL, BT DNST—NDP5DENH A ERERLTLES
l/)o

IEEE802.1X T RADIUS H#—/N& DBENTINTZIHZEDEREIR

IEEE802.1X T, RADIUS B =N EDBEMINIGS, £330 74 7L —2 3> a~< > N radius-
server host TERE S N7z RADIUS H —N\BEELZWVWEE, ar/ oA VER 1 o220l T, 2> 7«
J LV —3 3 > a~v K radius-server timeout THRESNZY A LT 7 MREB LS 74 7L —T 3
> a~ > R radius-server retransmit TEE S N7 FRERIES 72T ORI S #5279, 1 u /A VERY
720 ORI ISR R A D £ 9,

F/2, B RADIUS U —N\DPHRESNIIBETH, I 7 14 7L —3 337 K radius-server host
DEIca A v ZCEIZERBT 72 AT 570, FIHRES N RADIUS Y —N\TEELZ EICE > GEED
TERL 25 L, PRI #HIDET,

kI EIE, usAUBEEVNSTALLYD, I T7 47 L—3 3> a<y R radius-server host T
EE7Z RADIUS U —NZHELE LS LI, ulA4 VBIERZT-oTLEZE 0,
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55 LAV 286 H&@I>T717L—>3>

55,1 OA>7«47L—>a>av v R—&
LAY 2O T4 7L —Yaravy F—E2ROFBIRLET,

%5-23 d>7147L—>a>avrR—E&

BARYTSL 1V 258
v R% EHEA
I[EEE802.1X = Web 5B5F*  MAC 533
authentication arp-relay FRRERTIREE DR A 5 D ARP /¥ O O O
o b ERREBONERICERE L
TEWBAICIEELE T,
authentication force-authorized FRHIFRAE A BRE LE T, - O O
enable
authentication force-authorized %4> 3w 27 VLAN £— ROk - O O
vlan HIFREEREICEYI V& 2 5 VLAN ID
ZEELET,
authentication ip access-group FRRERTIRREDIR AR 5 DI v O O O
b & REEOHERICEE L 72
BE, BRELVST Y NER R
IPv4 727 AY A NTEELZ
ED
authentication max-user (global) LEB BT D FREEELHI PR E % B O O O
LE9d,
authentication max-user (f =% % v | R— MNBELOFRIHEHIRIE % 5% O O O
2T x2—R) ELET,
authentication radius-server dead- RADIUS # —/NEISERICHE, - O O
interval BB RADIUS =N\~ 7 7 &
AY B E TORFERHEZEE L
£9,
(FLB) O BER — : BREATR
E¥ Web #8EIXEE VLAN E= FBXUY A+ 3Iv 7 VLAN E— R CEALE T,
5.5.2 LAV 2R EHLE I 7147 L—a>IT Y RONTA—Y

=

e AE

(1) SREIRTREEIRARD S D ARP /N7 v N 2 RRBNERICIHX T B EE

EREDRAT > N
SREFRTIREE DR A H5IXEENT2 ARP /S v b 2 ARBEBIEICEIE T AR EEZ L E T,

[O7 > RICKBERTE]

1. (config)# interface gigabitethernet 1/0/10

(config-if)# web-authentication port
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(3)
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(config-if)# mac-authentication port

(config-if)# authentication arp-relay

(config-if) # exit

Web 885E & MAC FREEDFRIENRA—  1/0/10 I ARP Sy M E2EXTHLIHELE T,

SREIER IPv4 77 X XA NDEE

EREDRA > M
FRAEATRRE DR S AEB O DBIE ZFF A I HE0EHH [Pv4 7 72 AV A ZRELE T,

[Ov> RICKBETE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit ip any host 10.0.0.1
(config-ext-nacl) # exit
(config) # interface gigabitethernet 1/0/10
(config-if)# web-authentication port
(config-if)# mac-authentication port
(config-if)# authentication ip access-group 100
(config-if)# exit
FREERT DR H DHCP /87 v & IP 7 FLX 10.0.0.1 (DNS ¥ =) ANO7 7t X% #0558
R IPVA 7 VAV AR ERELE T,

SR SRl 0D S AE

REDHA > b
RADIUS ¥ —=N\DIRE L7z WiGE, i 721Z Web #REE TIEWE Web #8EE DB 7%, MAC F8:ETIEPE
MAC B3t DB EH SN TW 2 WIBFIRERET 2 REZ LEJ,

[Ov > RICKBERTE]

1. (config) # authentication force-authorized enable

BHERREEREL X T,

(4) HISIES(CHIWEZ B VLAN ID OBE

EZLL SIS
¥4+ 3Iv 7 VLAN £— FCEHIFREEE 5o 2 BE IV B A5 VLANID 28E L9

[O7 > RICKBERE]

1. (config) # interface gigabitethernet 1/0/5
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 100,200
(config-if)# web-authentication port
(config-if) # mac-authentication port
(config-if)# authentication force-authorized vlan 100

(config-if)# exit

115



5 L1+ 253

Web ik & MAC 883ED ¥ A F 2 v 7 VLAN £— N THE S NZFREENRA— + 1/0/5 12, 5&ifIER
FAERFICYIDEZ 5 VLANID 100 B EL X,

(5) Z‘Z %LL@WL\UE%&%UBE1 E
[EBREDRT > N
LAY 2 BEDEBRMOFIEHIREZHRE L £9.
[Ov > RICKBETF]

1. (config)# authentication max-user 512

LAY 2RBEDEERMORRERFIRE 512 ITREL T,

(6) R— NEREAIDFTEHFIPRIEDNRTE

[BREDRA > N
LAY 2RO A — MEAOBMEBHIREREL £,

[O7> RICKBEHE]

1. (config) # interface gigabitethernet 1/0/5
(config-if) # switchport mode access
(config-if)# switchport vlan 10
(config-if) # web-authentication port
(config-if) # mac-authentication port
(config-if)# authentication max-user 64
(config-if) # exit
FEENRA— b 1/0/5 OFFIEHHFIRZE 64 ICHEL T,

(7) RADIUS #—/\A\7 7t RED dead interval BEDERE

[EBREDRA > N]
BB RADIUS U —N\DEIREICZ>Tzdb &, 135D RADIUS U —N\TRIAEZIHEDTH S, BERE
% RADIUS ' —NAT7 7t 22 A5 F TOESER (dead interval BRI ZHEL E 9,

[O7 > RICKBEE]

1. (config)# authentication radius-server dead-interval 20

RADIUS ¥ —/\? dead interval Bl % 20 FICHREL T,
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AR— b BfIFRR 64 1 64
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To WITNT KD 2HE, WARIIEIET 7+ L b VLANIZNA L £9

« IEEE802.1X RIS D#iR

« FREERTD IEEE802.1X XIS DR

o FRREF - IIFRRAEICRI L 7oK

* RADIUS ¥ —N\»5#8E S 7z VLAN ID 7° MAC VLAN TZhWiE&

2 UERARBEWEIWEBRX A T3>

REE T, IEEARADEE L WSS, R ARZ MRS 57:9 12 tx-period 2~ ¥ RTHEE L
ik T EAP Request/ldenUty EYLFFrv AMEEBELET, B :E*D"J% R REREE — FO5E,
FREEE AR & ERRERTIR R ANRIE T 5720, RILEAMRPFEEL TV TOMKREMRE T 20ENH D £
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AREEBETIL, WAFEE— FOBERLT, RIEAAMKPELET 2 & ZOMKRBEHEIEE 4 5 5 IR
TEET, BARNORH B LT, B LMAEEEELBIRL TLZS Ve 2B, WABHEER
supplicant-detection I~ > RTHETE L9, fHE L2WEAIL, shortcut TEMEL X7,

EAROEEICOWTEHHALE T,
auto

RRETE AWK STEE S 5581, EAP-Request/Identity 2w )L F ¥ v A MEE L EH Ao FRIERIH AN E
BLIEEBDT7 L —L%2RETHI L TR R EME L, FEzMBLET.

ZOHFRTIHE, FILEAHAICIE EAP-Request/Identity 252 L7z 728, RIEEAHARDOBERRILIC &
HERMIDDETA. BMHEICHLERICOEEL 2V, COAFRTOERZBEDOLET,

BB, FrANTIN—TLICER LIZHRICOWTE, RO T L —LZBEICL2BHEPITEEHA. 205
&, WAREMHT 5 ZBIIFRIERTIR R ANESE U7z EAPOL-Start OR{E7217 &2 D 9 (disable &R UH)
fB)e F ¥ XTI —TITHEREHER L, 5D Supplicant iZ EAPOL-Start 239 2 KD ICBRETE 20
BAEE, AEBOMWKEHEINEIC full £7-13 shortcut ZHEE L TLZE W,

auto f5ERED EAP-Request/Identity D> —7 > ZZRORITR L £ T,

6-10 auto IEEMFD EAP-Request/Identity D> —47 > R

Supplicant Authenticator RADIUS Server
I
FEED/NT Y b Supplicanth > DERED /v
ZIEERBICRIAENRET S
1

EAP-Req/ldZ1=F v X F TiE(E

EAP-Req/1d
EAP-Resp/1d

| MD57z & DEBEE S — 4 R

EAP-Success

disable

RILEAIADSEET B35 E1E, EAP-Request/Identity #<ILFF v+ 2 MEE L E A FRIERTHA X
{8 L7z EAPOL-Start #2159 % Z & CRlRERIRARZ M L, FRiEEmMmL £,

IOz, BFMIC EAPOL-Start 23%(5 L7\ Supplicant V7 b7 = 7 2{EHT 5 &, IR %MK
HTEEHA. 2OLS4HEAR, Supplicant i EAPOL-Start #3(59 2 XD ICEET 2 », REBOD
I AEHHEIEIC auto ZHEEL T ZE W,

ZOFRTIE, FIEEAMAKIC EAP-Request/Identity AEE LWz, FIEEAMKOBERIEIC K S
HEHIHDEE A

disable 8 KD EAP-Request/Identity @ —4 > AZ RO L E T,
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6-11 disable #8ERD EAP-Request/Identity D> —7 >R

Supplicant Authenticator RADIUS Server
EAP-Req/Id

EAP-Resp/1d

MD57; & DEREE S — 7 v A

EAP-Success

< Hpmwd>< SBEEF A Suppl icanthidH B
154 [ZEAP-Req/1diE{E{51E

full

AR A ADFEET BIHAETH, EAP-Request/Identity 2w L FF v X MEELE T, RIFRIHAN
DITV—LZZEFEULETAHIET, REzMMLET,

RAEFHARARL C D7 L —L2RET A5 ECTHRBILEZMBLET. ZOHNTR, REEFHAH KD HRER
ZHIIR LIZEA, Wiy — 7 v AEZEBRLEVWTERLE I,

%i’%ﬁ%ﬁ?ﬁﬁiﬁfiﬁﬂﬁ’ﬂ”ﬁmnE’é‘%)f’&) IHARGEICHA L -BEPEHP O T, AROLEZEIT S
9 DLHE%‘{_Lét_D@ ;Eljﬁ% 2O-I§INL/{_F-LT<735L)0

full #87E KD EAP-Request/Identity D> —47 » A2 ROKUTR L £ T

6-12 full #8EEFD EAP-Request/Identity D> —4 > X

Suppl icant Authenticator RADIUS Server
EAP-Req/1d
EAP-Resp/Id

MD57: EDEREES — 4 2V R

EAP-Success
EAP-Req/1d
EAP-Resp/Id

| ND5 % & DREE S — 4 > R | SBEEE A Supp| i cantd
B — 7 o REEBE LA

EAP-Success

shortcut

AR AR PEET A5 A TH, EAP-Request/Identity # v L F ¥+ X MEE L E 9. FRERIHEAD
DI V—LxZFELURETAHILET, RiEEHBELET,

uuuﬁ(ﬁﬁjﬁﬁ‘ﬂ{%};@7v L\%m{nj_%) C‘.’.Tﬁuuuﬁ%ﬁﬁﬁbi@—o k.@?‘:_"_t—( ,uhum(ﬁfy"lﬁ'ﬁ;'{fp ?&J\ﬁ
EHG LA, R —7 v AR EIE L T3 <IZ EAP-Success 2#3%E9 5 & CRHBMAZBELE T,

LarL, —#o Supplicant V7 7z T7 T, EAP-Success 29 <ISEFET HEEREIERE R L
F9, CORBR, BB ICEBEIRUINLY, FIEBED P OB+ TCHEEIS RN, HIliEr &
DRLTEED L7095 ERHDET,

shortcut $87E# D EAP-Request/Identity @ —47 > AZIROKNIIRLE 9,
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6-13 shortcut $E® EAP-Request/Identity D —4 >R (F7# LK)

Supplicant Authenticator RADIUS Server
EAP-Req/1d
EAP-Resp/1d

MD5%: EDEBEES—7 Y R

EAP-Success
EAP-Req/1d

EAP-Resp/1d
EAP-Success

EREEF A& Supp | icant(d
} PRELS—4 U REERE
I

6.2.3 ImARZEREFIEHINIERKEE

AR D 5IEE SN % EAPOL-Start 2225 & 9 5 FEREAIE 2 1L T HHEET T . ZHOWARD 55 HE
FRCHIGREESRDPITHO NS &5 BFEIC, Bt RO/ IIAREBOAH P LA T 20259, Ak

REOREPITON TV L5, MAROERILEIALEENP IV 7« L — 3 VTHRE LREBRTITOE
M2 BRREAE TITbNE T,

6.2.4 RADIUS t—/\fZfhkaE

(1)

(2)
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AR NBEIBECTEE TS, [EEES02.1X T IPv4 7 RL A IZIPv6 7 RLATOIRER R L F
T RANBRIEET SEE1Z, [54.2 RADIUS U —NEHBOREE] 22RO E, IEEL TS0,
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RADIUS 3 =N EBEZTVWET, BEEFOFEMICOVWTIE, [ 7407 L— 3244 K Voll]
[13.1 P #ZBLTLEa 0, £z, AEEE L RADIUS =N\ EDEREI, RREEORNFNEZ-T
WAHR—FZFERALTLES Y,
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NEDHEREZRAE T, TXTD RADIUS Y — /N & D#EERICER L 7215413, 3K EAP-Failure #3%(E
LCRRIES — T VAR T LET,

RADIUS # =N & OFERRICEEEY —7 Y ADRHPTEE Y L7 7 b2 L7551, HRIC EAP-
Failure 3%(E L, WY —4 ¥ AZKT LET,
VLAN B{i7ZR5F (EhH)) T VLAN ZENICEIY) BTREEDHRE
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(3) R— MNEBAIEREEDIRARIEEE— K, HXU VLAN B{EREE (B#H) TEREHmAKICT 1)L
Y ERYT D EETDERE

REBTH KR — Mg HHR— PEAFRHEOWAKIEIEE— F, BXU VLAN B3R (1) CRRREMmARICx
LT7 4 VY DOHEA%2ERT 5358, RADIUS Y — NIRRT BEZRET H2DESH D ET., BHED
FMHICOWTIE, [R6-4 FEETHATZEMS (£D 3 Access-Accept)] 2B L TS0,

« Filter-1d
(4) RADIUS H—/N\TOAXREEDHBIDETE

RADIUS 70 b I LTI RADIUS 7547 >+ (NAS) 2895+ —E LT, BR/Sry FORET
IP7RLZAZERTAEORESNTVET, KBEBTIEER STy FOREEILIP 7 RLAE LTIRIC
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e O—HILT7 FLAPREESNTVEERIE, U— LT RLAZEETIP 7 FLAELTERALET,
e U—NILT7 RUADHRESNTVRWVIESE, EEFEA VY T2—ADIP 7 RRLVAZREFILIP 7 FL A
ELUTHERALED,

AEBEICO—NILT RUADPRESNTWVASIEE, RADIUS U —NIZBHFTAAEEDIP 7 FLAEL
T, A=AV T7 RUVATEELZIP 7 RLRAZIEELTLZE W, RADIUSH—NEBET 2EEA Y
T —APBETERVEATH->TH, U—HWLT RLAZHRET S &I2&->T, RADIUS #—/\IZ

RETHALEBOIP 7 FLAZBETESLHICRDET,
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6.2.6 ERELELHIRR

FEHEMB LOR— FRALICEREROFIRPRETE £, FMIcOVTE, [53 LAY 28 EHED
aEl 2SR L T ES W,
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(EIR) 218 T 5 &, WMADHIET 2 VLAN YD Bb 7z & &1, YD EBDSHIO VLAN © MAC 7
RLAZY MBIV T THEHESNEVWTRIFE TS0, REZ MACT7 RLAZY N PEET S
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A IEDEEICDWNT
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LTL7ZE 0,

MAREARRKBEDEIC L2 A1y FZEET 2% DIREIR

WARD S DISEE—RIICTLTF F v A ML B720, WMREFEBOBICL2 A1 v F2EET 254,
WARD 5 DISEICE S EAPOL 7 L—L41X L2 A v FDE— VLAN O£ R — hEEESNET, Lz
MoT, L2 A4y FDVLAN ZIRO L HICERET &, F—WHAD» 5D EAPOL 7 L —LDAREEDE
BOR—IANEE, BROKR— N CTR—EHRICH T 2FRMAESTHONL LDV ET 20729, 583
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e L2 A4 v FOR— VLAN ICRESNTWVAR— %2, REBORIENRELZ > TVEIEROR— I
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MMAREREBDOEICL2 24 v F2RET 55E O IEBA & E L WIEEG 2 ROKITIRLE T,
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THREAEFATHAMKDBEEIEH SNET
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U ES L2RA v F AEET RADIUSH—/ 31
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AERDEE, RBIAARHEER 5% SN EAPOL-Start 7 L— LA TILFF+ R b
TAREBISIUAREB2CREESNET, CDEAPOL-Start 7 L—LEZ{ELT:
AEE, AEB2THEILENTHONT, —D0HKICH L TEREBIS LUV
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6-15 IELULVERLBI

cL2R A Y FO—DDOVLANICAEBE D —DORIER R R— b+ Z3E#HE L =451
R L2 A v F AEE RADIUSH—/3

_____________

VLAN100
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> | L2R A FD—DMDVLANIZ
L T—DDFEERR
R— &

AERDIGE, REEN D NDEAPILT L— AT HEREEHRIGRA, BMASDEE T
L—LAl, REBOR—MEGFIZEEShES, —FA, BEEARIHRC, DAL DM
EIL—LIF, REBOR— F2EFISEESNEH, RA—imKICHLT,
BHOZERRAR— FTORMAEBRIEELEEA,
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T, IEEES02.1X DA RL — 3 VIZDOWTEHHLET,
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/.1

IEEE8021X MDA 7«17 L—>3>

7.1.1

142

aA>7«147L—3>avR—8

[EEER02.1X »a> 74+ 7L —>ya>yavw s R—Ex»ROEFIIRLET,

xK7-1 dA>7147L—>3a>avR—E&

av > RE

3%

aaa accounting dotlx default

RADIUS $—NTTHI VT 4 TR EITOBAICHELE T,

aaa authentication dotlx default

[EEE802.1X D1 —#35RiE% RADIUS ¥ —NTITH L2 FELE
ER

aaa authorization network default

RADIUS ¥ —/\7% 587E & 17z VLAN fE#I24¢ > T, VLAN B8
iE (BEY) ZITOHBAICHRELE T,

dotlx force-authorized-port

VLAN B8 (81)) T, RAAECERFZH T 5 KR—bEIE
FXAINTIN—T2HZELET,

dotlx ignore-eapol-start
dotlx vlan ignore-eapol-start
dotlx vlan dynamic ignore-eapol-start

Supplicant 2> 5 ® EAPOL-Start %{§KiZ, EAP-Request/Identity
EEFLEVEREZLET,

dotlx logging enable

[EEE802.1X 0#fET 719 51E#H % syslog ¥ —N\~HA L&
B

dotlx loglevel

BEO Ayt —VREBTEIA VLTV ILNLEEBELET,

dotlx max-req
dotlx vlan max-req
dotlx vlan dynamic max-req

Supplicant 2> & O JG& 7372 W i5E1Z EAP-Request/Identity % Fi%
THBRAREHERELE T,

dotlx max-supplicant
dotlx vlan max-supplicant
dotlx vlan dynamic max-supplicant

AR OB AR ABEREL LT

dotlx multiple-hosts
dotlx multiple-authentication

R— MEMERREOFRIY 7 E— FERELE T,

dotlx port-control

R— FRARREEAZICLE T,

dotlx reauthentication
dotlx vlan reauthentication
dotlx vlan dynamic reauthentication

FRAETE AR DOBEREDOER ENEREL T .

dotlx supplicant-detection
dotlx vlan supplicant-detection

dotlx vlan dynamic supplicant-
detection

FREEY 7 E — NSRRI — NAIEE Lz & EOmKREEEIED
F T avEBELET,

dotlx system-auth-control

IEEE802.1X 2 BZIC LT,

dotlx timeout keep-unauth

R— MEAFRED Y >V 7IVE— R T, BHOERD 5 OFRIEER =
HL7zE &L, ZOR— M TOBEEENRE L RIFT 2MEREL
£,
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JYURE A
dotlx timeout quiet-period FEE (BElEEx &ts) ICRBLL 72 Supplicant OFRAEALIEF B % FF AT
dotlx vlan timeout quiet-period TRETOMRBIMEEREL LT,
dotlx vlan dynamic timeout quiet-
period
dotlx timeout reauth-period LR A AR OB EITOMBERELET .

dotlx vlan timeout reauth-period

dotlx vlan dynamic timeout reauth-
period

dotlx timeout server-timeout R NP o DI E/RbREARE LT,
dotlx vlan timeout server-timeout
dotlx vlan dynamic timeout server-

timeout

dotlx timeout supp-timeout Supplicant ~i%f§ L7z EAP-Request/Identity 124 L T,
dotlx vlan timeout supp-timeout Supplicant 7° & DIEERF SR ZBEL £ T,

dotlx vlan dynamic timeout supp-

timeout

dotlx timeout tx-period EHA 72 EAP-Request/Identity D% ERIE2REL LI,

dotlx vlan timeout tx-period
dotlx vlan dynamic timeout tx-period

dotlx vlan enable VLAN B8 (F#f0) 2#BEZICLET,
dotlx vlan dynamic enable VLAN BFRE (Bf9) 2B LET,
dotlx vlan dynamic radius-vlan VLAN BA7F83E (889) T, RADIUS ¥ —/\%> 50 VLAN 1H#tIC &

DEEY7Z: VLAN EID BT 2595 VLAN Z2REL 7,

7.1.2 |EEE802.1X ODEANGELE
IEEE802.1X OEAFIEE — FREICOLTHELE T,
(1) |EEE802.1X ZBMICT BEE

EREDRT > N
Ja—N)Lar T4 7L — 3 EF—RTIEEESO2IX ZEMICLET, 2Ty REETFTLZWL
L, IEEE802.1X DiFr D a< >y RBEICR D R A,

[O7 > RICKBEETE]

1. (config) # dotlx system-auth-control
[EEE802.1X # BRI L E T,

(2) R— MNERAESEINERTE
PIRAR— h E T v AT N— TR RO RICREL T,
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BREDRA > M

TV AR—NZHREL, FOR—NTR—- M EMURBEZEDICLET, REFTE—F%
To BV T E—FOREZEBTAHEL VL E—RICEDE T,

1t

&
i

SELE
[Ov > RICKBETFE]

1. (config) # interface gigabitethernet 1/0/1
(config-if)# switchport mode access

A—b 1/0/1 12 access E— REZHRELE T,
. (config-if) # dotlx multiple-authentication
AV T E— NIRRT FICIEELE T,
3. (config-if)# dotlx port-control auto
— MENERREZ AT LE T,
(3) VLAN %{_Lm.\nIE (EgE’J) @;QLEE
— ; VLAN Z 58O RICHE L F 9o
EREDRT > M
AR—+ VLAN 28E L, #® VLAN T VLAN B{7E8:E (F#0Y) ZAZNICLE I,
[O7 > RICKBERE]
1. (config)# vlan 10

(config-vlan) # state active

(config-vlan) # exit
VLAN ID 10 2/ R—» VLAN 28 E L £ 9,
2. (config) # dotlx vlan 10 enable
VLAN ID 10 T VLAN EAFR3E (8H)) 2 BRICLET,

(4) VLAN B{i[Z85F (Bh8Y) DERTE
MAC VLAN ZFZBiEOWNRICEHELE T,
EEEDHA > N
MAC VLAN 28&7E L, #® VLAN T VLAN BENFRFE (8189) =Bz LET,

zt,WANmuﬁé(ﬁm)=: RN L7-3K % RADIUS 4 —1\A 615%F S /- VLAN 158]1C

TEWEBERT A7-0I121%, 27427 L—3 337 K aaa authorization network default DHRE &
NEEZDET,

[O7 > RICKBEE]

1. (config)# vlan 100 mac-based
(config-vlan) # name MACVLAN100
(config-vlan) # state active

(config-vlan) # exit

VLAN ID 100 i MAC VLAN 28 E L £9 .

2. (config)# dotlx vlan dynamic radius-vlan 100
VLAN ID 100 % VLAN BAI585E (B)fy) ONRICHEL LT
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3. (config)# dotlx vlan dynamic enable

VLAN BAE8RE (B9H) 2B/ LET,

7.1.3 EEIE—RATS 3> NDERE
SREEE—FA T a v TA—FOREICODVWTHHALE T,
(1) EREIBRMNIRARA TS a3 > DERE
[EEES02.1X # 7= WK &, WA #IThH W CHERZHITT HMED MAC 7 RLAZRELE T,

[BREDRT > N]
A— MEEREE, VLAN BEAESEE (3#09) Tk, MACTRLAT—TIICAY T 4w Iy M) %
B LE 9, VLAN BA7EREF (3189) <Tld, MAC VLANICMAC 7 FLAZBHL X7,

(37> RICKBERE] (R— NEAISEEE)

1. (config) # interface gigabitethernet 1/0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto
(config-if) # exit
A—11/0/1 1 VLAN ID 10 #8%E L, FRFEY 7 E— FOURERAEE— FOKR— N BAIEREE% &%
9,
2. (config) # mac-address-table static 0012.e200.0001 vlan 10 interface
gigabitethernet 1/0/1
AR—1 1/0/1 ® VLAN ID 10 IZFBRE L2 W T S ¥ 721y MAC 7 R L 2(0012.e200.0001) = 2 %
TAYITIRELE T,

[OY > RICKDERE] (VLAN B35 (BhEY))

1. (config)# vlan 100 mac-based
(config-vlan) # mac-address 0012.e200.0001

(config-vlan) # exit

VLAN ID 100 ® MAC VLAN TH#EAIHEE T 58 ARD MAC 7 FLAZREL 9, WAl
IEEE802.1X OBt %4TH 7%\ T VLAN ID 100 THEETE X7,

2. (config) # dotlx vlan dynamic radius-vlan 100
(config) # dotlx vlan dynamic enable
VLAN ID 100 % VLAN BA7E8E (B)8Y) OMRICHEL THEMIILE T,

(2) mu\nlElz?y‘i‘_F |\j-7°/3 /0)
EREDRT > K]
VLAN BAZEREE (BFRY) ZEE L2 VLANICFIB T A2R— b T, RAZTHOTIERFEZHFAT5K—
FEBRELET, A— MIEHO VLAN 2R EL TWAEEIE, §XTH VLAN IZDOWTERER21Th
FIBENREICZDE T,

[O7 > RICKBERE]
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1. (config)# interface gigabitethernet 1/0/1

(config-if)# dotlx force-authorized-port

VLAN BfER:F (8#1Y) 23 EE L/ VLANIKELTWAKR— b 1/0/]1 TIEEREE2{TH T, BETZ S
FOITHRELET,

CEREIE]
FRREBRSLA — BT VLAN BAZE8EE (B#RY) Z8E L7- VLAN ZEML72HE, £OKR— FO#EN—
EREZH2ZENHDET,

(3) SREDMAREIHIBRDEE

[EBREDRT > M
= EIE%‘{_LL_C‘: Z, ELDE%#T?éﬂiﬁlﬁﬁ;ﬁ&% ﬁbij_o 71_ ]\E‘{_ﬁuhu gﬁﬁqj—j:‘a_]“‘:ﬁ%
RKBEE—FREREL TWAESICENERDET,

[Ov> RICKDERE] (R— NE{RIEREE

1. (config) # interface gigabitethernet 1/0/1
(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto
(config-if)# dotlx max-supplicant 50
R— 1 1/0/1 TRRAEZFFA I 2 mAIAKRE % S0 ITHREL £

[O7 2 RICKBEE] (VLAN BAIER6EE (7))

1. (config)# dotlx vlan 10 max-supplicant 50
VLAN BAEREE (B8RY) ICBYE L7z VLAN ID 10 CRREZFFR] ¢ AW AE % S0 ICFRE L £ 9,

[O7 > RICKBFE] (VLAN BIEREE (Eh89))

1. (config) # dotlx vlan dynamic max-supplicant 50

VLAN BE{UEERE (B98Y) CTRBAEZFFA I 2 mAMARE Z SO ICHREL L9,

(4) IWARIREEMEDYIERE

AR DRRIBIA 2 BHT Ao 010, REEIX tx-period I~ > N TEE L 72 [EkE T EAP-Request/Identity
EILFFry ANEFLET., TOEE, EAP-Request/Identity (ZJ6E U 7z FRAETE A3 K 125t 9 % 3REE
DU AEEERELET. T 74N, FREELAHE B L T,

[BREDRAT > N
shortcut &, FREFLEZE L CTALBOBRMZEM L £9 . disable 13, RIAHFADMKIIFELT S
BEIIE, EHIMZ EAP-Request/Identity M%E 21TV EH A full IX uﬁﬁ%@%%\lﬂ%@“é Zenm
T& 72\ Supplicant Z2FA L TWABEICHRELE T, full E— FZ4E ﬁbf:i%éﬂi, HBOHAMHDE
2 BDOTERPBETT . auto &, EAP-Request/Identity 2 v L FF v XA FEEFLEH A, AP
LREFBENIMERD/r vy NOZEEZHIC, WK &1 EAP-Request/Identity #3%(E L £ 9,

[O7> RICKBRE] (R— NEAIERED)

1. (config) # interface gigabitethernet 1/0/1
(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto
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(config-if)# dotlx supplicant—detection disable

R— b 1/0/1 ICFRER AWK DPFEET 215E 1213 EAP-Request/Identity #3(F LR WK S IZEREL
ES

[OY > RICKDERE] (VLAN B{EREE (BREY))

1. (config) # dotlx vlan 10 supplicant-detection shortcut

VLAN HA7E83E (B#H) 1C3E L7z VLAN ID 10 ©, sRREE &K AD 5 O EAP-Response/Identity
ZETI, EE’J&L@%%%LT BRERINET B LD ICHELE T,

[V RICKBERE] (VLAN B{IEREE (Ep8Y))

1. (config) # dotlx vlan dynamic supplicant-detection full

VLAN B{7EERE (B9f9) TRRAEE A AR D 5D EAP-Response/Identity {5 T, FRiFAE %A/ L
TWCHEEY —NANDOWEDE ZITVWE T,

7.1 .4 wu\nIELiE‘k—Eaj%E’ifE
(1) WARNEREIZEKT DEEEDRTE
OJF 7ZEBLRNTERY NT =D 50NTImRIIAEE D SR RIRTE R Wz o, FREEFE A D
RICHLUTHFBIEEET &mea)al/‘lﬁﬁﬂ{@nbuﬁéﬁq‘gf bi@ko
[BREDRA > K]
FREEVE A DR Z & 12, reauth-period ¥ A VIZERE L T\ 5 B[R T EAP-Request/Identity %%

f§ L £ 9, reauth-period ¥ 1 v DFEMEL, tx-period ¥4 YOFEME D HREZWEZHEL TL
7ZE W,

[O9> RICKBERE] (R— NEMISEED)

1. (config)# interface gigabitethernet 1/0/1
(config-if)# dotlx reauthentication

(config-if)# dotlx timeout reauth-period 360
K= 1/0/1 COBEBEERMEZBICHRE L, HRLEDORHEMEZ 360 HICHREL X7,

[O7 2 RICKBFE] (VLAN BIEREE (F8HY))

1. (config)# dotlx vlan 10 reauthentication

(config) # dotlx vlan 10 timeout reauth-period 360

VLAN BLA7EREF (8#RY) 1C33E L7- VLAN ID 10 TOFREEEERBIICHRE L, FHEH O REREEE
% 360 MICERELE T,

[OY > RICKDERE] (VLAN B{iEREE (BhEY))

1. (config) # dotlx vlan dynamic reauthentication

(config) # dotlx vlan dynamic timeout reauth-period 360

VLAN BA7E83E (B189) CTOMHFRIEEZAMNICHE L, BiRiORHEHEEZ 360 MICHEL X7,
(2) HHARAND EAP-Request 7 L —LABEDRTE

J%EEOD FREEARIC, AKED 5IXET S EAP-Request (RREET — NP HDEKRA v £—2) 1T LT, K
SISEM L WIBAEOERREE RO EHRELE I,
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EREDRT > N]
FLX R & AR OB/ SS, reauth-period # 1 <IZERE L T A EER & DA WEERTIC 2 5 &
HICBREL TS,

[Ov>RIC&KBE IH:E] (7.'_ I‘%{.L:vun )

1. (config) # interface gigabitethernet 1/0/1

(config-if)# dotlx timeout supp-timeout 60

A—1 1/0/1 TD EAP-Request 7 L — L OFEREZ 60 MICREL £ T,
2. (config-if)# dotlx max-req 3

AR—1b 1/0/1 T® EAP-Request 7 L — A OFXEEE % 3EICHEL T,

[37/ I\ ‘L—cké A-HE] (VLAN g{JWL\DIE (H?H’J))

1. (config) # dotlx vlan 10 timeout supp-timeout 60

VLAN BA7E83F (B#fY) ICFE L7z VLAN ID 10 T® EAP-Request 7 L — A OFXERE % 60 #H1C
nli l/ i —g_o

2. (config)# dotlx vlan 10 max-req 3
VLAN B{7E23F (E%A9) (ZB%E L7z VLAN ID 10 T® EAP-Request 7 L — A OF#EE % 3 BIZE%
ELET,

[Ov> RICKBEFE] (VLAN B(IEREE (1Y)

1. (config) # dotlx vlan dynamic timeout supp-timeout 60
VLAN BA7E8EE (Bh09) TO EAP-Request 7 L — A OFXERRE % 60 ICRHELE T,
2. (config)# dotlx vlan dynamic max-req 3

VLAN Bif7E8iF (80#9) <D EAP-Request 7 L — A DOEXEH % 3EICKEL LT,
(3) AN SDEVEERZHNILET DHEEEDERTE
AN 5D EAP-Start 7 L — AR FIC K RN AIMIE L £9, AERELZRELEE, HHRIEB &L
VBRI, ZhZh tx-period # 1 =, reauth-period 947@%?53?55@’(???)?113‘0

EREDRT > N
ZEOHERD &5 O EEERIRE CHIREERMTh N, EBOERNEWIEEICRELZITY, AR 2K
LEd., KI7 > ROEREHIC dotlx reauthentication 2< > ROBRENNETT,

[OY > RICKBHE] (R— NEHEREE

1. (config) # interface gigabitethernet 1/0/1
(config-if)# dotlx reauthentication
(config-if) # dotlx ignore-eapol-start
AR— 1 1/0/1 TEAP-Start 7 L — LRI L S8R ZIE L £ J

[V RICKBRE] (VLAN BUREE (5849))

1. (config) # dotlx vlan 10 reauthentication
(config) # dotlx vlan 10 ignore-eapol-start

VLAN BA7E8FE (B#RY) IZEXE L7z VLAN ID 10 T EAP-Start 7 L — A K 23R 24 1E L %
a_()
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[ RICKBF|E] (VLAN B{US3EE (EhEY))

1. (config) # dotlx vlan dynamic reauthentication
(config) # dotlx vlan dynamic ignore-eapol-start

VLAN Bifi7ER3F (8189) T EAP-Start 7 U — A EIC X AR MEZIMIELF T,

(4) SREERBEFDSIEHLIERR & TOFFEIIRIEE
FRAIE I SRH L 7SRRI S B RRAEFIR & CORRIF A REL E T,

BREDRA > N

FREICRBL72AR D 5, BORMICREOERPITONS ZETRBEDAEMEPE 25 Z &2k L
i@—o

I—HPID NN AT—FOATEDICL > TEREEPEM LGS TD, RELLRKEZZBELTWE
RAMLIEABEMALZWOT, BRERBICITERLTLIZE L,

(39> RICKBERE] (R— NEMISEED)

1. (config) # interface gigabitethernet 1/0/1
(config-if)# dotlx timeout quiet-period 300
R— MRAEREZRE L TV AR — b 1/0/1 ICEREAEFER £ TORFMRMZ 300 MICERELEJ,

[TV RICKDERE] (VLAN B{IEREE (FFRY))

1. (config) # dotlx vlan 10 timeout quiet-period 300

VLAN BA7EREF (8Y) 2RE L TWA VLAN ID 10 ICEREF TR ER £ TORFKEERT % 300 #ic
LET,

[O< > RICKDERE] (VLAN B{EREE (B989))

l. (config) # dotlx vlan dynamic timeout quiet-period 300
VLAN BAEERE (8h8Y) ICRRREALE R & TOMFMRRZ 300 MICREL £9

(5) EAP-Request/Identity 7 L — AXEDIFEERERE

BFMICEREE 2 FIA L WIRRICN U T, SRR 2 A5 T 2 - OICAERE > 5 EHIIZ EAP-Request/
Identity ZiXfE9 2 RFEERBEZFRE L £9

BREDRA > K]
AHEREIX, tx-period ¥ 1 ZITERTE L T & 5 FEfifEifE ¢ EAP-Request/Identity Z <L F & ¥ X MiX(F

LET, RIALFEADHAED 5B EAP-Response/Identity DJ5E % 2FE L, EEOAR &L I A AHE
HHRBHVETOT, UTOFERTRESNAELFEL T LS,

reauth-period > tx-period 2 (EEBETRIIZFITORImEKE+-20) x2

tx-period @77 + )L MED 30 B TH B 7-9, 300 GLLEOWHRTERIEZEITOHA L, tx-period ¥ 1
VEEEELTL S,

(37> RICKBERE] (R— NEMISEED)

1. (config) # interface gigabitethernet 1/0/1
(config-if)# dotlx timeout tx-period 300

AR— MEERAEZFE L T A A — b 1/0/1 12 EAP-Request/Identity 7 L — L3%(5 O BEfEI R %
300 MICERELE T,
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S1eYe)

[V RICKBF|E] (VLAN BE{US3EE (FHEY))

1. (config) # dotlx vlan 10 timeout tx-period 300
VLAN BAEREE (B#RY) ZFE L TV 5 VLAN ID 10 I EAP-Request/Identity 7 L — L3315 O HEfE
PR %= 300 ICEREL 95

[O7 2 RICKBEE] (VLAN BIEREE (Eh8Y))

Dlla\l]

1. (config) # dotlx vlan dynamic timeout tx-period 300
VLAN B{758:F (8/89) 12 EAP-Request/Identity 7 L —23%(E ORI %2 300 #ICREL LT

(6) EREAY—/N\INBFEEEOY 1 VEE
A — NADERICH T BISES 7 VIREOE A RELE T, HE L-EEINRET 5L,

Supplicant ~NFRAEARE Z@EHI L £ 9. radius-server I > R THE L TV 2 HER &0 /- R & Hg
L TRV OB T Supplicant ~FREERRZ @A L £ 9,

BREDRA > N

radius-server 27> RTEHOY —NZHEL TWVWEES, S —NOFXOHZ2ED-BINERES

KD OEVEBERET 5L, TIEY—NANERLTWEEFT Supphcantf\a VRSB 2 AT L
T3, RELLTRTOFREEY —N\D S IREDPENEZITE

CEREECEN A BAI L 7o W iG i, KA RED
BERBOHFZELBFEL TSV,

[O7> RICKBERE] (R— NEAIERED

1. (config) # interface gigabitethernet 1/0/1

(config-if)# dotlx timeout server-timeout 300

R— PEARRAE A RE L TV 2R — b 1/0/1 ICRREEY — /2 5 OIRER 5 Rl %2 300 ICRE L
a_()

C=d
[O7 > RICKBERE] (VLAN BfEREE (B86Y))

1. (config)# dotlx vlan 10 timeout server-timeout 300

VLAN BA7E83E (B#HY) ZB7E L TV 5 VLAN ID 10 IZFRREY — 1\ 5 DISERE 5 Kl 2 300 #1283k
ELET,

[V RICKBRE] (VLAN B{US3EE (Ep8Y))

1. (config) # dotlx vlan dynamic timeout server-timeout 300

VLAN B{7E2EF (119) ICEREEH —N\D 5 DI ERE B % 300 PICHELE T,

(7) BEmARD S DORAZEKEFOEESEREFE DT
A — (R

(YU TNVE=F) PEELTVAEKR— T, BHOEKRY S OBEERZHH L7215
12, TOR—

b TOEE 2R SRR ZREL LT
BREDRA > N

A= MIERINTIIVT R VWIHERZHRT 2DICRELZBEZREL TS0,
[O7> RICKBEEE]

1. (config) # interface gigabitethernet 1/0/1
(config-if)# dotlx timeout keep-unauth 1800
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A— NI A RE L TV A A b 1/0/1 ISEFERREORE % 1800 ICHELE Y.
(8) syslog H—/\A\DHFIERE
B{Ea 7D syslog + —NAOHAZREL LT,

EREDRA > M
IEEE802.1X DRRIEEH S & OBEB#HZ TR L2 BET 7%, syslog ¥ — N ICHAT 58E% LE
3_0

[OY > RICKBERE]

1. (config)# dotlx logging enable
(config) # logging event-kind aut
#Ea 7% syslog T —/NICH T 2HREZ LE T,

7.1.5 RADIUS #—/\BhENDRE
() THI>T 12T DHRE

EREDRT > K]
RADIUS $—=NZ{EEL, THY VT4 Y TEEFHZITHIEEZRELE T,

[Ov > RICKBEHRE]

1. (config) # aaa accounting dotlx default start-stop group radius

RADIUS #—IZ7h o ¥ 71 ¥ FHE 2T 2 BELET.
(2) RADIUS B —/N\TEEEZ1T D1 DFRE

BEEDRA > N
I —H3RiE% RADIUS Y —NTITHO T L2 BRELE T,

[O7 > RICKBEEE]

1. (config) # aaa authentication dotlx default group radius

RADIUS H#—=NTIL—HERIEZITI LI ICHELE T

(3) VLAN E{sR5E (2)89) fERFORE
[BREDRT > K]

VLAN B{7E83E (#)89) T, FREE L 728K % RADIUS ¥ —N\» 638E S iz VLAN IZHE > TERT
BHIELERELET,
[O7> RICKBERE]
1. (config) # aaa authorization network default group radius

RADIUS = N\» H1EE SN/ VLAN ICEHRITH I E2REL LT,
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/.2 |EEE802NXDANXL—>3 >

7.2.1 BRIV R—E

[EEE802.1X DRE =R T HEH I~ Y F—EZIRORIIRLE T,

*®7-2 ERIOVR—E

I RE A
show dotlx FREEHAL & OIRRELFRREE 4O Supplicant [EH A2 R R L £ 7.
show dotlx logging IEEE802.1X 0/ LAOHEa /X vt —V%2RRLET,
show dot1x statistics [EEE802.1X sBiEIC b A itetERER R L £ 9

clear dotlx auth-state RIEEADWARE®RE 7 )T LE T,

clear dotlx logging [EEE802.1X Tu /I LDEEU /A vt —V% 7Y T LET,
clear dotlx statistics IEEE802.1X 8BREIC A 2D HiaHERZ 01T U T L& T,
reauthenticate dotlx IEEE802.1X FERERRE = BREBREL £ 7,

restart dotlx [EEER02.1X u /I L= FHiEE L £9,

dump protocols dotlx [EEE802.1X 71 75 LA THE L T W A HI# T — 7GR, HeHE®E 7 7 1 LAHT
LET,

7.2.2 |EEE802.1X IREED X
(1) ERELRREDRT
[EEE802.1X diKféIE show dotlx I~ RTHERL T ZE 1,
(a) HERMAEDIRERT
IEEE802.1X D E—& I, show dotlx I~v > REFETLTHER LTS,
7-1 show dot1x 7> ROEITHR
> show dotlx

Date 20XX/10/20 10:52:40 UTC
System 802.1X : Enable

Port/ChGr/VLAN AccessControl PortControl Status Supplicants
Port 0/1 -—= Auto Authorized 1
Port 0/2 Multiple-Hosts Auto Unauthorized 0
Port 0/3 Multiple-Auth Auto -—= 0
ChGr 32 Multiple-Auth Auto - 1
VLAN 10 Multiple-Auth Auto -—= 1
VLAN 11 Multiple-Auth Auto -—= 0
VLAN 12 Multiple-Auth Auto -—= 0
VLAN (Dynamic) Multiple-Auth Auto -——= 1

(b) R— NBAEREIDIRERT

R— MEMFREEICB T B R — T EOREEH = show dotlx port Iv > FEETLUTHRELTLLES
Vo F ¥ 2L TN—FTEDOREEE show dotlx channel-group-number 2 < > R%%ET L THEREL T
<72EW
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K- EEEHEET L, HELLA-rOBEHRERRLE T,
detail ST X =¥ %2EET DL, FEL TV AHADERERRILE T,
7-2 show dot1x port ¥ > R (detail /N5 X —91EER) DERITHER

> show dotlx port 0/1 detail
Date 20XX/10/20 10:52:48 UTC

Port 0/1
AccessControl : --- PortControl : Auto
Status : Authorized Last EAPOL : 0012.e200.0021
Supplicants 1/ 1 ReAuthMode : Enable
TxTimer (s) : 9 / 30 ReAuthTimer (s): 3585 / 3600
ReAuthSuccess : 0 ReAuthFail : 0
KeepUnauth (s) e / 3600
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
0012.e200.0021 Authorized Authenticated Idle 0
15 20XX/10/20 10:52:32

VLAN E{7sR5E (338)) DRRERT

VLAN Bif7E83F (889) 1B 5 VLAN & DREEIE, show dotlx vlan I > RZETLTHERELT
{7Z&w, VLANID 2$5E9 5 &, fHE L7z VLAN OEHRZFRLE T, detail )87 X =¥ ZIEET 2
&, BAEL TV AHERDERERRLET,

7-3 show dotix vlan A< > R (detail /Y5 XA —9I15EH) ORITRER

> show dotlx vlan 20 detail
Date 20XX/10/20 10:52:48 UTC

VLAN 20

AccessControl : Multiple-Auth PortControl : Auto

Status e Last EAPOL : 0012.e200.0003
Supplicants 2/ 2/ 256 ReAuthMode : Enable

TxTimer (s) : 3518 / 3600 ReAuthTimer (s): 3548 / 3600
ReAuthSuccess : O ReAuthFail : 0
SuppDetection : Shortcut

Port(s): 0/1-10, ChGr 1-5
Force-Authorized Port(s): 0/4,8-10, ChGr 1-5

Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time

[Port 0/1]

0012.e200.0003 Authorized Authenticated Idle 0
84 20XX/10/20 10:51:24

[Port 0/3]

0012.e200.0004 Authorized Authenticated Idle 0
5 20XX/10/20 10:51:03

VLAN EiEREE (EpH9) DIRRERIR

VLAN BAE2RE (B)f) (2B 5 VLAN & 0kREIE, show dotlx vlan dynamic <> REFEFLT
R LT 7Z&8W, VLANID 2§89 2 &, #8E L7z VLAN OE#REFRRLE T, detail 87 x—% %
BETHE, RELTVIHMKOBEREZFRLET,

7-4 show dot1x vlan dynamic J% > R (detail /V5 X —91EER) DERITHER

> show dotlx vlan dynamic detail
Date 20XX/10/20 10:52:48 UTC
VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status e Last EAPOL : 0012.e200.0005
Supplicants 1/ 1/ 256 ReAuthMode : Disable
TxTimer (s) : 3556 / 3600 ReAuthTimer (s): 3586 / 3600
ReAuthSuccess : 0 ReAuthFail : 0
SuppDetection : Shortcut

VLAN (s) : 20

153



7 |EEE802.1X MEE &EM

Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time

[VLAN 20] VLAN (Dynamic) Supplicants : 1

0012.e200.0005 Authorized Authenticated 1Idle 0
44 20XX/10/20 10:52:03

7.2.3 |EEE802.1X SRsEARENEE
(1) SOV

SREPIREEDOWEAL 21T 5121, clear dotlx auth-state <> F2ERL %9, R— +&FS, VLAN ID,
WAD MACT RLADENDPZIBETEE T, MBIBELLZDP > IGEIE, TRXTOFIREZ AL
9,

a7y REETLESE, BREEZITOETEEN TE R ZEHDTERLTLILS W,

7-5 EEBEWNIANTO IEEE802.1X SREHAREZ #IHAEL T 2 3E1THI

> clear dotlx auth-state
Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y

(2) EHIHSFEESE

REIAYICEHEREE 21T D 1213, reauthenticate dotlx 2> RAHEHALET, A— FEE, VLAN ID, #EK
DODMACT RLADENDZIBETEE T, IHENS L WVIEAIE, TN TOFIEFEARAKICH U CHREZT
Wk 9,

av Y REFETLTH, HIRFEICHIN L7 Supplicant O@EICHEEEH D A

7-6 HEBEWNTANTOIEEE802.1X FREEAR— b, VLAN THEREET 51761

> reauthenticate dotlx
Reauthenticate all 802.1X ports and vlans. Are you sure? (y/n) :y
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(1)

(2)

(3)
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B

Web §85ElE, Internet Explorer 22 EOPLHO Web 75 74 (DIFE, B Web 75*7*7”&?%%&) % FIF
LI—FIDBLONNRAT - REHoBEIC L > T —TZRIELE T, REREIL, BEFICHKII Lz 1—
YOERT 25KD MAC 7 R L A% ER L CEREERDO X Y F T — 7«@77&1%%@: LEd,

COMEREIC K > T, WARENIERZY T b2 T2 VA N—ILT BT L%, Web 7575721 TR
WTEET,

éi

Dll_,\ DIE :E |\
AEBRIWIORTRIEE— FEYE—PLTLET,

e EE VLAN £—F
IARDFIEICES Lzd &, MAC7 FL A% MAC 7 RL AT —7LICEH LT, VLAN A~NEET
%f:)cta_bi@m WARDRIER Y T =7 A\usA vFEHHEELT, KEBDO URLY YA LY b
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WEFEINTVWAEVWDT, BERICO 777 LET, L - T, BRIFBIIMNTEEZITo TS,
(5) EBREIYYRICKBZO77TH

EMH I< > N clear web-authentication auth-state T —HFBALIZ, MEICa 777 A TEE T, &
B, A—2—YID TEHO A U EZT>TWAESE, ACLI—FID 2/HOREEL2INTCar/7Y bLE
o ZOBEICIE, WARICOZ7Y METEEBZFRRLEE A

(6) EREEBEAIRARN S DRFK/NT Y NRMEICKBO777 k

EEEE AR SIRESNTEHSr Y b2 ZELRES, SN T AEROTXLEBRLET., COBEIC
3, WARICO 7T MNETEHEHEZ2EFERLEEA. BHST7 Y hOEAEZIRISRLET,

o RRALVE RS S Web SRFEE [P 7 KL ATEH S/ ping /87 v b

e a7 4 L—3ravr R web-authentication logout ping tos-windows TEE & 7z TOS
BEEFH->TWE/)ry b

« OV7 47 L—¥3ravr N web-authentication logout ping ttl TEE S N7z TTLE%Z R > TW»
YAV

(7) BEERREGHA— ROV TTYICEBOT T N

FEEEAMARDPERE L TVWAER— LDV ¥ B LGE, 38T 28— MBS N zHiROR
R LE Y. COBAILIE, WARICEITY METEHRHZERLEE A

(8) VLANREZEEICKZO777k

AVT 4= aravy TR &i%ﬂw inéVLAN(D REZRE LGS, EESN/: VLAN
KEENDEROBIAEZEIFLE T ZDH 3, WARICETZTY METEHRHZRRLEE A,

(2> 7427 L—2 3 yOEERNE]
* VLAN %ZHIpg L7-855&
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» VLAN %#{£1E (suspend) L7zi5&

(9) SREIAXDYIWEBZICKZO777 b

2RI EA RADIUS 22 AR A 5 10— A VA RICT D b - 723554, if*in ma &ﬁt#
RADIUS FRiE AR DB - 72358, T XRTCOWMKDRIEEZHERELET, JDH I, WRIcars7
JhNETHHZERLEEA,

(10) EREIE—ROEIWEZRICKZO777 K

copy:?‘/F’C‘ﬂ‘/7471/ “/a‘/’a’:?é%b’( RIEE— O BDLAFRER LGS, TXTOH
ROBIEERRLET . D ¥, WARIC U777bm7ﬁﬁf£%rbiﬁm

(11) Web FREEDELICLZO7 7 b

a4 L—ayavy F’@ Web iREDEENHIFR SN T Web FBFEAELE LZBE, I XTOHEK
DR EBHRLE T, COEHICE, WMRICOT 7Y FETHEZFERLES A

(12) EHICERSNz VLAN OHIBRICK30O7 77 b

AT VLAN PER S NIZFREAR— MZa > 7 4« L —3 a > a< ¥ R switchport mac vlan 258¢7& &
N5 E, ZEF— MCENIC/ER S L7z VLAN ID IZHIBRE T, VLAN IZATE L T W iR ORIE%
fRBRLE T

8.3.5 ERELELIFR

HBEHEMBIOR— MEMICRIEROFIRARETCEE T, ML, [5.3 LAV 2RiF@EOKEE] »
SBLTLEE N,

8.3.6 ERELFAIRADNR— bRTZE

PRREE AR AR — FEBE) LB oW TR, [53 LAV 2EREEOKRE] 22 L Tl723 0,

8.3.7 7 Hh NEERE
WARERIIROT AT Y MEREIC K> TR SNE T,
(N 7ho>sO7y

RS RIIAREED Web FREEO 7 H Y > bu JICEHRENE T, SRS NLThY > buZidERa~
> I show web-authentication logging TERTEE T, HASNSRIAERLZIRORITIRLET,

& 8-2 HAIENBFREHER

55 T P MAC VLAN N Ryt
E % —/
8 ID 7RLZR 7RLZR ID &=
avA v O O A*1 O AX1 VAN FRRERLTN
e Ryt —
=B Ay O O AN O*2 A AN FRALARRR
Ayt —T
asA O O O*2 O*2 O*2 N RBER
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8 Web SREDERS

1—4 IP MAC VIAN  R—h
5% Xyg—
A e ID 7RLZ 7RLZ ID &= S
%y Ry t—
] O O A2 2 Ox2 AR2 BRI
o7 Ryt—

(FLT)
O EEVLAN £E—F, ¥14+3Iv 7 VLANE—F, BEFLHY—E—FTHhENS
A EEVLAN €= &y () 3Iv 27 VLAN £— FCHiIsha

EX1 ¥4+ 3Iv 7 VLAN E—=ROuZ A VEEICERSINS [P 7 R LRI, REERTDO IP 7 FLANERS N
F9,. F/z, VLANID IZIEER5F#% D VLAN ID AFRRSNEF,
HEX2 Avt—VIlE>TEIP 7 FLAGEDBERAPHENESNEVWEESH D T,

AREED Web BBEEOT Y > bu vk, &K 2100/ TETEHHIMTE L9 2100 T2 A HE, HVIE
ICEESRAHIBR SN, mHOT7ThY r MERSEMEFESIhTVWEE T,

(2) RADIUS B—/\XD7 1170 > MEREADECER

av7 47 L— 33~ N aaa accounting web-authentication default start-stop group radius
ZRETAHE, RADIUS H—ND7H 7Y MEEZBERTEZ X 7H7 > MEREICIIROEERA RS
NEJ, LHSNLERZKITRLE T,
« urZA UER A VRICIROBRERSNE T,
YIRS N R, 2—¥ID, MACT FL X
s 7Y MER 1 urlT7 Y MRIOROBRPEFSINE T,
Y= NIZERENBH], 2—YID, MACT RL A, uZAr»rous 7y & OB
« BETO 7Y MO T MRICROERPEHRSINE T,
Y= NICEFSNRZ], 2—%ID, MACT RL A, aZ4A rirsur7 Y & TCOREBRH
(3) RADIUS H—N\AOO7'1 >iEERscER (RADIUS H—/NDHERE

RADIUS RE AR DB E 1L, RADIUS =N3> TWABEEIC K-> T, a s A VESh KD ERHRS N
F9, 72721, HHT 5 RADIUS 4 —NIC X > TSRS NA BRI E R DHENH D IO T, #EMIX
RADIUS #—NOFHHAFZ S L TS W,

(4) syslog H—/N\\OENEO VSR
Web RIEQ#E;ET 7 % syslog H—/NICHATEE T, /2, EU TV IE Web FEEOTHY > bu vz é&
HET o syslog ¥ —NANOHNERZRORITTRLET,
8-15 syslog H—/\ADOHF IR

AR MER - AUT

- AR TR
BEOTAvE—Ih 5
B/B B 949 B [#yE]l - AT A/B BE - 29 - ## WEB B EEFZERBRVVE-RAE

T ]

syslog~d sys|ogtRED ERFEEHA WebZB5E % Ayt—UKRX
HABMEBEZ PIDE GCR Y|

R EEE R T

AR NFER
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8 Web SRELD##ER

%7, av74 7 V— 33w N web-authentication logging enable 3 & Uf logging event-kind
aut it & -, HhzMB I ELETEHT,
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8.4

(1)

(2)

Web FRiE%E W7z 21— FREEIZIRDFIETITWV £ 9. Web 77 74 Internet Explorer Version6.0 %
FAWTHALE T,

Web SB5SE0 07 1 > BHEXRT
WARD Web 75oHiIcar A4 VEHEZFZRLT, T—HFID ENNAT—REZ2ANLTLEE N,

EE VLAN E— REZIEF¥ A+ 3Iv 7 VLANE—-RTURL YA L7 MEREERERT 2851E, WERD
Web 75 TARBEBAZREHT A2EED Web b —NAF7 723 5& URLVY A L7 MEREICE - T
ZIK %@ Web nqu@D7/r /ﬁﬁ?ﬁ‘?@j‘éﬂiﬁ”

URL V%1 L7 MEREZER L2 WEEIE, RO Web 77 TIRICRT BV A > URL 2$8E L T
Web 88300 71 YEEICT 72 AL TLZE W, EE VLAN E—RF&E¥ A+ 3Iv 7 VLANE— R T
i, B4 >~ URL ® Web ¥ —/\#5312 Web RRAFER P 7 FLAZFEE L TLZE W,
[EE VLAN £— FE/21d¥ 1+ I v VLAN £— Fou 1 > URL]

« HTTP £ : http://Web @RiEEH IP 7 N L A /login.html

« HTTPS #HEF : https://Web 85EEH [P 7 F L Z/login.html
LHY—FE—FTIE, URLYYA LY MERIZERTEEEA. WARDO Web 77 79 TIRITRT B A
Y URL ZfE LT Web FREE0 T 7/ A VEHEICT Z7EALTLEE W, LHY—E—RTIE, ur(r
URL ® Web =& ICE8RERT VLAN O IP 7 RL ZZBE L TL 2 &0,
(LAY —F—FRour A~ URL]

« HTTP {#FKS : http://F3ERT VLAN O+ >4 7 = —Z [P 7 F L A/login.html

« HTTPS {#FKF : https://F3ERT VLAN O+ >4 7 = —Z [P 7 F L A/login.html

8-16 O74>EEAE (7ZVHRRHA)

LOGIN

Please enter your ID and password

werld [ e A—HIDENRRT—F%E
passwordl Ajj Li‘g—o

Login
LOGOUT

Please push the following button.

Logout |

ag7o MEFLTEET,

All Rights Reserved, Gopyright (G) 20X0¢-20XX ALAXALA Networks Corp.

O74 VERICAHESNZI—FID, /YR — ROREE

ANTENTz2—FID &E82A T — RE2EIZ, a—H LA ROGEEIIHE Web 525F DB IZBHFSN TV
A1 —PERE—BLTVBEDPF v 7 LET, F7-, RADIUS FiF AR D5EE 1T RADIUS 5 — /N0
b EITY, RAEATEDF v 72 LET,
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8 Web SRELD#EER

(3) SREIANINFERZERT

WiEk Web 38EE DB & 721% RADIUS 4 —=NICEF SN TV A2 I —FERE—BLIZBE, 071 VEIE
HzFRL, iRy T —INEBFETEET,

F/z, A 747 L— 3 >avr R web-authentication jump-url TRRIERIN%IC7 7+ A9 % URL
PIEESNTVAHEE, WMARICH A VEINEEAARRS Nizd & ICHEE SNz URL ANDT 7 & AHDT
PNFET,

®8-17 O74EYEE (737 HRRHG)

Login success

OJ4 VEZEEnT 7Y MR

Login Time ——-20XX/01/11 10:15:28 UTC

Limit Time ——=20XX/01/11 11:15:28 UTC ( g EJ H 7\\7 '-7 '~ j— %) B%z”) é
o =RLET,
e, [close] "% ldInternet

ExplorerZI+8I{EL £,

All Rights Reserved, Copyright (C) 20XX-20XX ALAXALA Networks Corp.

(4) SRELREESOEERT
RAEP R E L -7 BAE, RELT—EEEFRRLET.
AL LT —EEICFR RTINS T T —OFEHEEZ, [86 MIELI—AvE—Y] ITRLET,

®8-18 O74 2 KkMEHE (775 TRxRHG)

TS BHDEEL AT (-100) IS—AytE—URARTEINET,
bk [olss | [close]l R % »(LInternet

Explorer?Z(+8MEL £ 9,

All Rights Reserved, Gopyright (G) 20XX-20XX ALAXALA Networks Corp.

(5) Web B5EA 5007 7 NEEEXRT
FIEEAIHARD Web 755 cu 77 s URL 28 L TP 7t AL, us7 77 VEHEEZFERRLET,

0z 7Y MEMET [Logout] A% > &g &, Web iBiEI3mRDEL IR L £ 9. RLVEIRSND
&, 77V METHEREZFRRLET
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8 Web SRIEDERS

EE VLAN £— RE721d4 1+ v 7 VLAN €= Fou 777 h URL Ti&, URL ® Web % —/\&5
2 Web FBFEEMA IP 7 RLAZIEE L TL &0,
[EE VLAN £— R 7zl3% 1+ 3Iv 2o VLANE—Fou 277 k URL]

« HTTP MK : http://Web 883EEH IP 7 F L 2/logout.html

« HTTPS {#F & : https://Web s2iEE A IP 7 F L 2/logout.html
F/z, A VEEN,STHAS T N TELT, UV A VEEICHS [Logout] RF v ZLTLES
Vo
[EE VLAN £— F& 72134453 v 7 VLAN £— Fou s >~ URL]

« HTTP £ : http://Web @BiEEH IP 7 N L A /login.html

« HTTPS #HEF : https://Web 85EEH [P 7 F L Z/login.html
LAY —F—FTiE, 0277~ URL ® Web ¥ —/NERICERER VLAN O IP 7 RUZZHEE L TL 72
Sy,
[LHY—E—FouZ 7~ URL]

« HTTP {#FKs : http://3iE#% VLAN O+ > % 7 = — X [P 7 F L A/login.html

« HTTPS {#K : https://3iE#% VLAN O+ > % 7 = —Z [P 7 K L Z/login.html

8-19 O777 NEE (7FVFRTA)

LOGOUT

Please push the following button.

Logout

All Rights Reserved, Copyright (G) 20XX-20XX ALAXALA Networks Gorp.
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8 Web SRELD##ER

8-20 O777NETHE (757HRRH)

Lot sucoes RI7 Y R (BT 75 R BEn
Logout Time ~—-20XX/01/18 09:50:58 UTC @ STTLEEZ) 2%~ LET,

All Rights Reserved, Copyright (C) 20XX-20XX ALAXALA Networks Corp.
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8.5 M Web 525E DB & & U RADIUS 1 — /Y0 #fig
8.5.1 Mgk Web 535E DB M #EfiE

Web fBiEQ U — A IVERFEARZ AT 212572 > Tld, HRTICAE Web 383k DB =BT 2 HE D H D
i—g_o if:, ZIK E@W@WGbnuuﬁDB i/\/77/7°$3£0@7ﬁfgi—g_o

(1) Mk Web 535E DB D1ERY

EH I < > N set web-authentication user ¢, Z—4%1D, /Y27 —FK, VLAN ID %z D2 —FIE#H %
Nt Web 23 E DB ICEH LT T, /o, BFLAZI—YID TEDNAT— FEEBLVHIKRb TEF
a_o

B - BEINHAL, EH 272 N commit web-authentication AETE NS T, NE Web &8
FEDBICRBLENET,

58, BRI~ FTHE Web 883E DB ~NOENB L OEEE1T - 72456, BAERIEFO L —FICILEA
SN, WEO VA VPSR EEDET,

(2) WEE Web 525t DB 0)/\“) 7Y 70

JER o~ > K store web-authentication T, ©—#J)LEREERIC/ERK L 7-NjE Web 583E DB DXy 77 v
TEWMBZENTEZT,

(3) A Web 525 DB MO1E7T

R o~ K load web-authentication T, 9@ —HLVEERIER LN 27 T T 74D 56, HE
Web #83E DB OETLATEE T, 2720, BrarHETT 5L, BANGEAI Y R set web-

authentication user %z ETE#k - L TWARIIEESINT, EXSNTABRICEESRDOEIT O
-(‘\, (EE‘§\7P‘ \gfj_o

8.5.2 RADIUS #—/\D#%E(

Web #2iED RADIUS RBEH R & AT 510272 > Tk, FRIIC RADIUS 4 — NORESBETT .
F7o, KEBEO Web BAEHEEDHA S 2 RADIUS OBHEZRLE T,
(1) RADIUS —/XDFRE

I—HTEiza—HID, XA T—F, VLANID 2 D1 —9E#H % RADIUS YV —NICERELE T, &

B, RADIUS ¥ =Nl RETIEICOWTIE, EHY %5 RADIUS 4 —NDOFAEZZRL T 72S
W,

¥A4F 3w VLAN £— FTCRRIEBINRICTID B Z 5F5E% VLAN 2RO XS ICERELE T,

1. Tunnel-Type I Virtual LANs (VLAN) %7 ({E13) LZ9,
2. Tunnel-Medium-Type 126 #FEL £ T,
3. Tunnel-Private-Group-ID iZ VLAN ID ZROFEXRTHEL X7,

o BFXFTHE
5l VLAN ID %% 2048 D56, XFH|T 2048 254 7E

« XFF” VLAN” 1280 T VLAN ID 28550
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8 Web uaquEa)gﬁFuH

f5] : VLAN ID 7% 2048 D54, VLAN2048 % &€
e IV 7 471V —3 >3 K name T&RE L7 VLAN &2 %€

7% ¥, Tunnel-Type, Tunnel-Medium-Type, # & U Tunnel-Private-Group-ID D=2 DM R T
BESNTVLRWVIRETY A F I v 7 VLAN £— N THEA LGS, Ri% VLAN ELTRA T4 7
VLAN 2 BRHL &7,

=YD ENRT = NIZRXFH 1 ~32XFT, ROXFPHEHATEET,

e« 21— 1D : ASCII XFI— KD 0x21 ~0x7E
¢ JXAT—F 1 ASCII XFa— FD 0x21 ~0x7E

F7o, WAEHRELTPAP #RELET,
(2) Web FREEAERA Y % RADIUS &4
Web FZEEAER T % RADIUS OBHEZROEISRLE T,

x8-3 FREAICHEATBEMER (FTD 1 Access-Request)

Bt Type & HER
User-Name 1 I—YHREEELET,
User-Password 2 I—HPNRAT—RERELET,
NAS-IP-Address 4 W—=TNy I 2HT2—ADIP 7 RV AIEERIIN—T Ny 74

VHTI—ADIPT7 RUVRAZEBML, BESNTWARITE
RADIUS U —NEBETAA VI T2 —ADIP 7 FLAZBHL

£7,
Service-Type 6 Framed(2) 2% EL £ 9,
State 24 YT BRI LT, ERNIZ RADIUS ¥ —2\» 5 Access-

Challenge T# 5N T &7 State f[BEEFHEL £,
8, State HA T WVIBEHIIFRE LEHA.

Calling-Station-I1d 31 FEERARD MAC 7 LA (/N ASCIL, 7 RKYID) 2fEE L%
E
5l : 00-12-e2-12-34-56

NAS-Identifier 32 EE VLAN £ — FEHIEREE AR ZINAE L TV 5 VLAN ID 2 8%
XFFITHEELE T,

i : VLAN ID 100 @54 100
Y4 F3Iv 7 VLAN E—RBLXOPUVAHY—F—FTE, 23747
L—>3>a< K hostname CIEE SN EERZIEELE T,

NAS-Port-Type 61 Virtual(5) 2% EL 9,

NAS-IPv6-Address 95 V—=TNy 74257 2—ADIPv6 7 KL AIEERIZIL—T /)Ny
TJAVET—ADIPv6 7 RL AR L, fEESh TV ITHIL
RADIUS H—NEBET A VY T 2 —AD IPv6 7 KL A2 &
LEd, 272U, IPv6 Y 7ua—HhL7 RLATEET 2EEI,
V=N T4 25T 2—=ADIPv6 7 RLAREDHEII» D
59, EEA VY T—ADIPY6 Y7 u—HALT RLAZKEHL
£,
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x8-4 FEITHEATIEIER

8 Web SRIIDERS

(ZM 2 Access-Accept)

Bt Type & Bk

Service-Type 6 Framed(2)/RAI S N5 : Web 8RiETIdF =z v 7 LEH A,

Reply-Message 18 (RfER)

Tunnel-Type 64 545 3Iv 27 VLAN E—FBXUOLHY—F— FERICHERLE T,
VLAN Z/R9 13 THsh%xF v LET,
EE VLAN E— FERRIERALEE A

Tunnel-Medium-Type 65 5453y 27 VLAN E—FBLFLHY—E— FERHCERLE T,
IEEE802.1X & [EEDfE 6 @ Tunnel-Medium-Type Td % » %
Frv I LET,
EE VLAN E— FERIERALEE A

Tunnel-Private-Group-1d 81 54+ 3Iv 27 VLAN E—FBXUOLHY—F— FERICHERLE T,

VLAN 2R THFEXFEHE 213 “VLANxx”

xx IE VLANID 2% L £ 9,

722U, KHEO 1A T7T Y FOREN 0x00~0x1f OFEIE, Tag
ERLTVWADT, ZOEEE 27Ty NEL»SDED VLAN %
FLET, LHO 1 7Ty hOWNED 0x20 Dl EOBEIX, 5
»5 VLAN 2R L £9,

Fi, ¥19F73Iv I VLANE—-FRTIX, 207471 —Y3ravw
> F name TFE S N7z VLAN &R HEE SN 7z154, VLAN &
FRICHISY % VLAN ID Z2{#H L £9,

EE VLAN E— FRRIIFERLE T A,

% 8-5 RADIUS Accounting TERY 2B

Bt Type {B Bkl

User-Name 1 FMAZEOL—YVEREEHLET,

NAS-IP-Address 4 NASDOIP 7 RLAZMMALE T,
N—=TNy 7425 T 2—=ADIP 7 KL ARERKIL, L—T Ny
AV T—ADIP 7 RLAZBMLE T, %28, EELbshidy—
NEBETAHA VI T2—ADIP T RLAZBALE T,

Service-Type 6 Framed(2) & E L £7

Calling-Station-Id 31 WARD MAC 7 KL A (/INXXF ASCI, “-” XKEJ0) 2BELE T,
5l : 00-12-e2-12-34-56

NAS-Identifier 32 EE VLAN £ — FERFCERER AR Z A L T4 VLAN ID 28+
XEVTHRHELET,
f5l : VLAN ID 100 ©#%& 100
¥4+ 3Iv 7 VLAN E—RBEXOLVAY—FE—FTIX, 23747
L—3>a< > N hostname CIEESN/EBRAEELE T,

Acct-Status-Type 40 074 VERIC Start(l), @277 MR StopR)EEM L £ 9,

Acct-Delay-Time 41 ARy MNRERDPOREETHETIIREE L-EE () 280 %

EE
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182

Bl Type B HER

Acct-Session-I1d 44 Accounting {5z #5195 ID (@A >, /77 MIBELTIE
ECETY),

Acct-Authentic 45 I—HPED LTI SNA»%RT RADIUS, Local &5 5
PEEHLED,

Acct-Session-Time 46 Oy %ars7y N A5ETCORRE () 28 LEd,

NAS-Port-Type 61 Virtual(5) Z&%E L 9,

NAS-IPv6-Address 95 NASDIPv6 7 RUZAZEMHL T,

W—=TNy 7427 2—=ZADIPv6 7 KL ABERIL, L—7/Vy
IJAVIT—ADIPVO 7 RLAZBMMLE T, B, LT
P—NEBETAHA YTz —ADIPV6 7 RLAZBMLE T,
22U, IPv6 ) > 7 ua—hL7 RLATEET 25BEE, L—T Ny
TALFT2—ADIPV6 7 R LAREDEEIIPHPH ST, HEA
VT I—ADIPV6 YT O—HLT RLAZEMLET.




86 FEITS—Xvt—Y

8 Web uu.\uIEG)ﬂgFuH

FEET T —EEICFRSNSRRIAEL T — X v =V RROEXZRDOKITITRLE T,

8-21 RIS —XvtE—TF

‘ IZ—&S
IS—AytE—UKX

RAET T —DOFEHEBRZRORITRLE T,

£8-6 FEIIS— Ay t—TYE&I5—FHREERMINER

9 I5— —
IS—Xvt—YRS = & IS5 S
User ID or password is wrong. 11 Uy A—YFIDIMEESNTVEEA
Pl t t ID and . .
case CTICT Comect tser 12 an 12 B/AYA-¥IDHRLFEBLTCNET
password.
13 NAT = REPEESN TV, FLIIEE SN XFHN
RBBEET
14 074 »1—9 1D »AE Web 883 DB ICEHRS LTV
FHA
15 ISZA T — RAWE Web FREE DB ICBSRSN TV EEA
16 GET AV v RO"QUERY_STRING"# 21 XFK», &
723, 256 XFZBATWET
17 POST xV vy F®" CONTENT_LENGTH"#» 21 RiETH
%, F7:13340 #BATVET
18 074 2—FIDICHFRSNTVWEWEPEESNT
WY
20 NRAT = RICHAI SN TV AL ESBESNTVET
22 O —HEREAR T, ZRERADIRKRY 6 FHU 71 %275
7o, AT —RP—HLTWERATLE
RADIUS: Authentication reject. 31 RADIUS ¥ —/\% 5FBFEFF RIS (77 L RIETRE 72137
JRRAFr L) 2RELELL
RADIUS: No authentication 32 RADIUS ¥ =N\ 5E8EHF A 2 RETCEEHATLE (%
response. BYA L7, £7213 RADIUS = NOFREF SN TV
mVIREETY)
You cannot login by this machine. 33 RADIUS ICBRE SN TV BEREE% VLAN 7%, Web FR3ET
EEIN- VLAN TEH D EHA,
F/2lk, VLANA V¥ 72— RACHESNTVETA
34 RADIUS 883 A T, uuuﬁzﬁﬁﬁﬁiﬁfa\ SEUTA V%o
7-BEIZ RADIUS 9 —\% 58RI LIS (77 B RIEE &
ET7 Ve RF v L Y) %Fg’fn LE L7
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8 Web

m.\uIEo)gﬁFuH

IS5—R4EEH

E7E VLAN £— FT, WERMERIN TV 2R A—
F) T ET Y DRETY

F7ziE, A—bPEE VLAN E—FELTHRESNTOE
HA

36

EE VLAN £— FTERE SN2 KR— b EINET 5 VLAN
7 suspend REEICZ > TVET,
F£721%, VLAN DA V¥ 72— RAHESNTLERA

41

Web 383t CREEEADHAD S, RixbI—HFToursA
YERDPHD T LT

7213, ¥4+ 3Iv 2 VLANE—FT, 27%% VLAN »
SEREFEAMAROT A Y ERPHV E LI

42

W Web 323E DB ICEE &7z VLAN ID 2%, Web 583
TEZESNZ VLAN TlEH D EHE A,

F71E, VLANA U T2 —RARXRESNTVLEEA

44

F—¥HAK T, IEEE802.1X & L < 1Z MAC FBiEIC & - C&Fi
B, EllEar 747 L—33>3a< > K mac-address
THAD MAC 7 R L AH MAC VLAN IZBHFEAD =D
FAECEEHA

45

WMARDPER S N TV AR A — D) v 7 ¥ oIk
ETT,

F721%, R—bPEE VLAN E—RH LLIBY A4 F3Iv T
VLAN E—RELTRESNTNEEA

46

FORERRAR— b 2 INET D VLAN 78 suspend JREEE 72 -
TWEJ,
F721%, VLANDA ¥ 72— RIIRESNTVERA

47

Web FRiEou 74 VBB RRINEEME 2B 7271258
iECEXFHATL

76

MAC 7 RL 2% MAC 7 RL AT — 7T BT B,
RKOPFREINTVAR=IPY 757 LT0ET,
Fold, R—FPEE VLAN E—RH LY A1 F3Iv o
VLAN E—RELTRESNTVWETA

77

MAC 7 FL 2% MAC 7 FL AT —T7IVICBHT 58, IX
A9 % VLAN 7 suspend JREEIC 2 > TV E T,

F7213, VLANDA V¥ 72— ARHESNTLERA

Sorry, you cannot login just now.

Please try again after a while.

37

RADIUS FBE&H DFEREZEKA® 256 fF 2 A TV E T,
BE, or/A BEeToTZE0

43

Web #83E, MAC 88iF, 7:13 [EEE802.1X s8itnu 71
VMW EBRRNESFN 2 BATT2OICRETEEHAT
L7z

48

FRAEIR A — b OFRALHIRE R 7 7o DICFRIE CE £
Aﬁ(bt
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8 Web SRIID#ESR

I =5 —
IS—XvE—INE 7_:_ & IS5 S
51 Oy VRO IP 7 RLADS MAC 7 KL AR R TE
FHATLE
52 Web #—\73, Web fBiEF—E > EBHETEFHATL
7z
53 Web REEOAHEL 7 —
(Web ¥ —1\%, Web fBiET—EIcu 71 VY ERZES
FHATLR)
54 Web FREEO AL T —
(Web 3 —=1\75, Web fBiETF—E 25 I0E%2Z 15
NEEATLR)
The system error occurred. 61 Web RFEOHEBL T —
Please contact the system (POST AV v FO" CONTENT_LENGTH"ZHUE T& %
administrator. HATLR)
62 Web RFEOWEHLT T —
(POST/GET TRIUFE-72/3F A—=%12" & A 2L L
BENTVWELR)
63 Web REEOHEBL 7 —
(Web ¥ —=NTHADIP 7 RUANPEETEELATL
72)
64 RADIUS B & Accounting N7 7 L AN TEEHAT
L7-GRAERER E 2D £ 9)
A fatal error occurred. 65 Web ZRFEONHLT T —
Please inform the system (FIEEIC 256 % #8 2 7= RADIUS NOFRIFER S E F L
administrator. 72)
72 MAC VLAN ICERREL7- MAC 7 RLAZBHRTEEEA
TL7
73 MAC VLAN 70 & F35Ef#RR 9 5 MAC 7 R L X% HIRR T &
FHATLE
74 MAC 7 RL 2% MAC 7 RLAT—7IICEET HHEIC
II—DRELELE
75 MAC 7 RLRAF =75 MAC 7 R L 2% HIbT 2
LI —PRRELELL
Sorry, you cannot logout just now. 81 ur7y MERENTWHRDIP 7 FLAA»S MAC 7 R L
Please try again after a while. AZBRTEEHATLL
The client PC is not authenticated. 82 U774 YENTVURVEERASOT T 7Y NERTT

IS —BSIEORUGE

e Ix~2x: ELWaA—FID ENXAT—RFTHEO A VIBERZIT->TL S,

+ 3x : RADIUS OREZREL TL2E W,

e Ax : Web BBiFna> 74 7V —>ay, BLUHE Web 523 DB OFREZ RE L TL 72 &0,

185



8 Web SRELD#EER

e SXx i HBEO A VIEEEITo TSV, BUARA vy —IUDRREINIGHEIE, EFa<v R
restart web-authentication © Web §RiE 2 HiEH L T 2 &0,

e 6x~7x B I~ K restart web-authentication T Web §2iE 2 HiEH L T 7280,
¢ 8x:IHEUITY MEEEIToO TS,
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8.7 Web SREIEEANE X BEEE

Web Bl AT 2074 VEERT S 7Y MNEEZ E, Web 75 7 HICERT 2EEIER (DI, Web
FAEEE S OET) 1, EAIY Y RTCANEBRI SN TEET, ZOEHIY Y RTCHELLT A L
7 MI)ETRIC, WISRIEEDOT 7 A VBB 7258, %5875 Web FRiIEHREBE MR T, 72, K
RS 77 AN gif 77 ANREDEBRT 7 A VLRIBICERTEE T, 2720, BEFIEET 7
ANDFAXF 2y 72T 2TV, 774 LVORNBRXF v 7 LETADT, BRI BEHEREZIT>TH,S
HTML 7 7 A VRERE 7 7 A L EBHF L TL S0,

ANBZAHZENTELEHEZRIINLET,

[ANE X W] HE 7% BTH ]
s YA VHEEH
e TUZ7 7 MNETHE
s UJA VRIHEE
o OJA VKRR E
s UF 7 bETEIE
s U7 NEMEE
+ Reply-Message Z/RNEH

]
H

2B, B L7z Web FREEEEIZERA I~ > RTHIRTEEd. HIfkL7zH &I, 77 1)L D Web &3
HEHICED £,

F/z, [R8-6 LTI RAvE—I&TT—FEEHMNEE] IIRITRIELT — A vt —TH ANEZ
HENTEET,

E51Z, Web 797 HDOBRICAVICERT A7 A 2 (faviconico) B ANEZ AT EATEET,
%77’()1/@::#%5 i |—93 Web 82 Fon ﬁﬁfﬁjﬁagl“cﬂ %%%ﬁﬁ L < 72E Y,

778, Web FBEEOZFFICIRIINT LD RRMAEE 154, BHRULEHESTERENTIZT 7 L
NEEFAFRENET, CD&X, EHAIT < N show web-authentication html-files T Web FREFHE
BRBEHREZIRT S E, BESEIILEZPOEIDIICERENLZEFHDET,

o Web FREEEmEZSFIC [Ctrl] + [C] F—%2FL T, BEKNICAEZ PSS -456

« telnetEHTI >V —Licur 1 L, Web iREEEEEHRHIC telnet 73 5 2> OBER T S 1 7235

AN
=

Web FRAEEHE OEFHICHEPE X 725613, BE Web SEEEZER L T 230,
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8-8 Web IJIL\DIE{%% H%o) %EIz

(1) fgEEDHEF

(2)

fERE & DHAFIZOWVTIE, [5.2 LAV 2RIEEMEEEE OHFICOWVWT] 2SR L TS0,

ARKE NN RDIGRE CIFFR T 2RE(CDWLT
FEBORTFICIETOF I H N0 — ¥ 2 EELLVTL B E N,

RKEE ﬁﬁ;'{&:@FEEJ@’fi%J: 3, VATV MHMEKRDOMAC 7 RLAREZHZ 5230 (Fuxrs¥—
/\%311/ W;t) SIEIE L7258, Web BIANEEHZ 5N/ MAC 7 R L A ZERIEMALR S 23 LT
LEDTDICHET EDER &ﬁ"(%iﬁh

F7z, REBEOR IR — FEEEEOEV HUB S8R LAN 286 L, ThIZEHRD PC PRI N
TWaHE, RIEFEA TR T PCRLTHEENITETLEVIITOTERPLETT,

X 8-22 AKEEIHAKRBEDER

REE WebFBEEAENF)

JL— 3 BERED EEHRLAN
A A

(3) OAN EDHEICDOWVT

188

Web 8REEId OAN EHFETEF 9, EE VLAN E— FBLU¥ 15 3Iv 7 VLAN £— FPEM%H
a, WIRIFEPHV £,

o REBORINRAR— M2 AX-Config-Master 25t L, Web FBil2{Th 3 ICARZEB THA L7215
&, 2> 747V —3 33w R web-authentication web-port © OAN 2¥MER Y % https K—
b (832, 9698) ZIEET HMENHD L9,

o FRRENRA— M AX-Config-Master 2t L, Web fZiE%2/Tb T ICAREBOIRICHER S N/ EE
FEET 56, WORKNIRTEIICTZ7EAVANTOANDMERT S IP /Sy M2 EESEHH
EMBETT,



(4)

(5)

(6)

(7)

8-23 OAN &H#EF

OANE I R iEE OANE I REE
.. EEEHEEE

AX-Config-Master A%
FRLTWA A\ yy hE | 4
BESE5=HD —1
TOERA)R EIEE

WebZREE & OANA ER{E

I REEHRA—

S S
AX-Config-Master  WebiREFiH=K

VLAN #EEENFEICE) U oI5 E DENE

EA I~ > N restart vlan T VLAN $EESHELE L7256, Web iRiEIXERIE2 R LW T, FRiESh
EICEBSZ LET, 27750, RDABDZ VRS, BRICKREPHED» S0, BRESTTITA2ETCORRE
BEATELELBZVETH, BEIZT LIBETEBENTZET,

Web SREE 7075 AV BEE LGS

Web F2iET— € U HELE L 5E, BAEFOLI—FINTORAISBREINE T, DB, HEHE
ICIHRD S FH THERILZ/T>o T30,

DHCP #—=/1\D IP 7 RL R 1) — ABFRREIC DV T

FRREN SRR ICEREALRT IP 7 N L 2% DHCP ¥ — N\ 59 245&, DHCP ¥ —/\O P 7 LA —2
Rz TEHRTESREL TLZE

B, WE DHCP H—NICBE LTI, 10MP5HEETEEIAN, NSWEZREL, Lrb, RiE1—
PEDPZNEEICEEBICARPEPVETOT, REIELTY —ARBORELZEE LTS,

L #>—E— RTOEREEFOSREEE VLAN (CDWT

LAY —F—RT, BIAFEHOWHEDP SR FAOL—Y D Tur o Vil (FERE) 217> CE
RXIh & 75 - 72BE, RADIUS —1\»563% 561 7T< % VLAN ID %7213 Web 2 DB ICSBE S N/-
VLANID CEESH-> T, T TIRAESN TS VLANPSEEIIHD A

0 — 7 VERREA KD E S RADIUS FREAROBZE B RIRIC, SAICESRERTN & 7% > e TINE L7123
it VLAN 256 OEFEIZITVE R A
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8.9 SSL EHHE DEMA

8.9.1 HTTPSIC&BO71> -0O779K

Web fRitou 74 V#BES L0 77 MEMEOBE 2 MED» S5F 5701, HTTPS PERATEEI,
Web FEETIE, ABEZ Y —NICRILTAAROREAXZEHA LT, KEEICEES N7 SSL £
“/“:L—)M:J:o’(*)‘—/\uIEEH%&:?é’E@ﬁHb’(iﬁﬁ{n’i’ﬁ SLLET, 4B, DIRNSSL ERESNTWH
&, TLS® &AET . SSLOEEZROKITRLE T,

8-24 SSL DEpE
AR

Cl sum

=5 -~
EEE4HrILT—2 3y o ;
H—\EEHE i
N |
ZITWOAEET |g E
SEOFEEHERT 2 H— B ERE N
HERERS BERTES
'“ ® ESiE Ll BB AL "'“ &
stiEg s
 RBERCTEESLINET—ADESE

074 YBEPT 7Y MMEICHTTPS 2[R 5, 2y b T =7 Z@iBRd 5/87 v PSS {ban
9o HTTPS ZfHR L7-AREE LiiKRE D Web 8BiEDBE 2 ROKITIRLE T,

8-25 HTTPS %1%% lJTCZK%E(‘:ﬁ#‘ﬁ;EFEﬁO) Web ulh\n[E@)E{l:l

REE
e, W .
B NT EBEAT
USRS 1= \
ZhEE 054 VER$EREH

R BI7 Y FERERE

*y kT—7 l
D WebH—/\

= T N

C H—/\GEAE
HTTPSZfEAL T J *Mﬁﬁz-
a4 VER/057Y FER FRICASL I E

(L) TR DR

SSL 29 51287z > Ti&, AREICY —/\iEHE, WER, BXUHH CAEREZERT 2 LED
HVET, &b, THBHEARIE, 774 OY— ) GEAZHEWMERPERSNTVWET Y, EROERIC
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8 Web SRIID#ES

YiooTiE, FIABRRICIR > —ViEHSE, WER, BXOHHE CAHEE2LIERL TAEEICE
LTS (P CAFEER, THEHERICIIBHRINTVERA),

8.9.2 HR— MMk
ABEY A~ 1T SSL OERERORICRLET,

& 8-7 SSL HAR— Mtk

P RE HR—b
SSL/TLS N—Y 3 » TLS 1.0 O
TLS 1.1 O
TLS 1.2 O
s 21— b TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 O
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 O
TLS_RSA_WITH_AES_256_GCM_SHA384 X
TLS_RSA_WITH_AES_128_GCM_SHA256 X
TLS_RSA_WITH_AES_256_CBC_SHA O
TLS_RSA_WITH_AES_128_CBC_SHA O
TLS_RSA_WITH_3DES_EDE_CBC_SHA O
TLS_RSA_WITH_RC4_128_SHA O
BORETTIE RSA (1024~4096 £ v I) O
Ay —VFiEa—F SHA-256, SHA-384, SHA-512, SHA-1 O

(B O:¥B—=+rF2 x:HK-bLuL

%P, EREEAIEIE RSA 2048 By &, A vt —VEREET— Fid SHA-256 ##R L £ 7,

8.9.3 EH7VO—
HTTPS (SSLiEfE) %#EMT 51047 > T, ROFIRICH-> TIEELT ZE0,

1.PC TH—/\SIBAE L 8 ZET .

2.MC Zf#HR, F/(EERIY> Ksftp, scp (ko> T, H—/\GIAESERELRRBEICEHET 3,
3. H— /NGB L REAKEICERT D,

4.Web SRilZ BiCENT %,
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Web EREEDELTE & B

Web #BiElX, Web 79 ¥ 2 W CERIES N/c 21— I VLAN AND 7
7Y AHHEZITOMKEETT ., COETIE Web FRIEOARL— 3 VIZDW0
THALE T,

1l
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9 Web

9.1

FRELDERE & EM

aA>J747L—>3>

9.1.1

& 9-1

aA>7«147L—3>av>R—8

Web D> 74/ L—aravy R—EERORIRLET,

d>7«47L—>3a>av > R—E&

av > RE

A

aaa accounting web-authentication
default start-stop group radius

THIVT 4 T —NOFERFEZ LET,

aaa authentication web-authentication

default group radius

RADIUS ¥ —NOfFERHHEZ LE T,

web-authentication auto-logout

MAC7 RLAEEBIL—-I7 7 MIX2BEH O 77T MEREZERE L
£9,

web-authentication ip address

EE VLAN £— FEB L UY 17+ I v 7 VLAN £— FEO Web
MERIPTFLAZEELE T,

web-authentication jump-url

FUERINR, WK ST /A9 B URL 2fEELE T,

web-authentication logging enable

UM R L BET 7O syslog B —NANOHENERBLET

web-authentication logout ping tos-
windows

EREE AW AR 5IBH S N5 %% ping @ TOSEZIEELE I,

web-authentication logout ping ttl

FRALTE AR S E N Bk ping O TTLEZEEL 9,

web-authentication logout polling
count

BNy MIOWHS B ISEDPED > 2 EOEXT 2EH /v O
HAEHEEELE I,

web-authentication logout polling
enable

RELE AR OB BRI 2 M EREE AT LE T,

web-authentication logout polling
interval

PSR CHER I 2B/ v + (ARP) DX R 28 L &
EE

web-authentication logout polling
retry-interval

B/ STy MO 2IBEPBENEEICERT 2R/ YT Y F 0K
FEZIEELE T,

web-authentication max-timer

Web RBRED AR ZTEE L £ 9,

web-authentication max-user

Web ZBiETCH 1+ 3 v o VLAN E= FBLULH Y —E— FORIC
RIETE 2RI EIEELE T,

web-authentication port

EE VLAN €= FBEU¥ A5 I v o VLAN £— FORRIENRE %
BRI ELET,

web-authentication redirect enable

URL YA L7 MEREZBRICLET,

web-authentication redirect-mode

URL YA L7 M, WRICRRT 074 VBEOa b
(http F7z13 https) 2fEEL 9.

web-authentication ssl connection-
timeout

SSLtvya B DS A LT Y MEZRELE T,
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9 Web SREEMDERTE &ERA

v REZ A
web-authentication static-vlan max- EE VLAN E— R CRRIECE S 1Y HEEELE T,
user
web-authentication system-auth- Web g8tz BEMICLE T,
control
web-authentication vlan LAY —E—FT, WebFRETYIDEZ 25§ 2 0B X RO
VLAN Z48E L £ 9,
web-authentication web-port Web ¥ —NADT7 7t ZAR— bESZEMLIHEIBELE T,

9.1.2 BEEVLAN ®E—ROI>T717L—>3>

(1) O—=NLFEARNOERNGRE
O— A VAR EMAT 5 ECORRN LBEERORITRLET.

9-1 B VLAN T—ROO—HILEREIATNDEARER

DNSH—/\
10.0.0.1

RELRICT IV ERATES

SAERDHOPH— /3
10.0.0. 100
1/0/11 - .
s | WebZRFEZRAIP7 FLX
#EE * 10,10, 10,1
1/0/4
e
HUB
VLAN 10

192.168.10. 254/24

SHEBDHCPH—/RI2 & B
IP7 FLRE&

(a) EREEAR— MOFRE

[REDHA > N
Web BIECHRAT 5%~ b #RELET.

[O7 > RICKBERE]

1. (config)# vlan 10

(config-vlan) # state active
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9 Web SREEMDERTE &EH

(b)

(©)

(d)

196

(config-vlan) # exit
2. (config)# interface gigabitethernet 1/0/4

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# web-authentication port

(config-if) # exit

RAEZITOWMARDPER SN TVAAR— MIVLANID & Web FBiEZFHELE I,
3. (config)# interface gigabitethernet 1/0/11

(config-if) # switchport mode access

(config-if)# switchport access vlan 10

(config-if)# exit

RARICT VAT 2%y T —VDL3 A v F 2T 2K bEIEELE T,

VLAN 1>9T7x—XICIP7 RLRAZEETE

EREDRT > M
Web S8iEC{EHT S VLANICIP 7 RLAZHRELE T,
[T > RICKBERE]
1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0

(config-if)# exit
Web §8iFEC{EHT S VLANID 10ICIP 7 RLAZRELE T,

SUELEA IPv4 77 £ RAU X NDEE

[BEEDRA > N
FRAERTRRE DR D 5 KEBEDIHRANDBE 2 A T HEHEH IPv4 7 7 A A b ZRELE T,

1. (config)# ip access-list extended 100
(config-ext-nacl) # permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl) # exit
(config) # interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if) # exit
FREERT O AR D & DHCP /37w s & DNS B —N\ADT 7t A% FFr] 9 58 EH IPvd 7 7 XY
APZHRELET, 61T, ARP YT Y FZ2AREBEDOHEICEKEASEL I IITRELE T,

Web FREEDERTE

[EBREDRAT > K]
WebBiFD 2> 74 7L —a>yavy REHRELT Web BRiE2EMICLET,



[Ov> RICKBERTE]

1. (config) # web-authentication ip address 10.10.10.1
Web SBiFERD P 7 RL A (IPv47 RLR) 2FELE T,

2. (config) # web-authentication system-auth-control

Web RIEZEB LET.

(2) RADIUS SBEEATNDERNREE
RADIUS #AEARE AT 5 L CORRNRBELRORITRLET
9-2 EE VLAN £— RO RADIUS SBEES X OEAHER

DNSH—/N
SREE& (S 771’_’7\'(3’%1 10.0.0.1

RADIUSH—/X
10.0.0. 200

L3R4 v F | |SEEEEEE"

S+EBDHCPH— /3

10.0.0. 100
1/0/11
RiEE o
== 1/0/4
.9
HUB
VLAN 10

192.168. 10. 254/24

(a) EREEAR—bOFRE

EEEDRT > N
Web BRECHERAIT AR - M EHRELET,

[O7 > RICKBERE]

1. (config)# vlan 10
(config-vlan) # state active
(config-vlan) # exit

2. (config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10

(config-if)# web-authentication port

(config-if)# exit

9 Web 535ED

| WebRIEFMIPY KL

10.10.10. 1

SLERDHCPH—/NIZ & B
IP7 KLRETE

Ean—l

X AE

EER
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9 Web SREEMDERTE &EH

(b)

(©

(d)

198

RAERITOWMAN TR SN TSR — MIVLANID & Web FBiE2HE L £,
3. (config)# interface gigabitethernet 1/0/11

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# exit

AERICT 722X %4y PT—UDL3 AL v F =BT K- FEHELE T,

VLAN 12971 —2RICIP 7 RLRAZEE

EREDRT > M
Web BiE AT S VLANIZIP 7 RLAZRELE T,
[O7 > RICKBERE]
1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0

(config-if) # exit
Web SR T#EHAT S VLANID 10ICIP 7 RLAZRELE T,

SUELEA IPv4 77 £ RAU X NDEE

BREDRA > K
RAERTPRE DI AR D S RBEE DI DOBIE 277 R § H2F0EFH [Pv4 7 7t AV A M Z2BRELEJ,

[O7 > RICKBERE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl) # exit
(config) # interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if) # exit
SEFRTOWFR D 5 DHCP /84 v b & DNS H—NADT7 7t A %04 5 REFHA [Pv4d 77 R
AL ERELET. 512, ARP /STy P2 RKEBOMRICEESE L LD ICRELE T,

Web SREEDEEE
[BREDRA > N
Web ZiENA> T4 7L —2aravy REZRELT Web BBiE2 BT LE T,
[O7> RICKBEERE]
l. (config) # web-authentication ip address 10.10.10.1

Web SR iFEHAD P 7 FL A (IPVAT7 FLR) 2B ELET,

2. (config)# aaa authentication web-authentication default group radius
(config) # radius-server host 10.0.0.200 key "webauth"
I —HEHE%E RADIUS H—NTITH 720D P 7 FL A& RADIUS #AZBRE L £9,



9 Web FREEDER

3. (config) # web-authentication system-auth-control

Web RIELEB L ET.
(3) RADIUS REE75 T+ Mgk DHCP # —/\{ERE DRE
RADIUS FREE A & 44BN DHCP 4 — N2 A9 5 L TORARN L HBREROMITRLET.
9-3 EZE VLAN £— R® RADIUS 5355 + W DHCP + —/NOE KB

RADIUSH —/3
10.0.0. 200
s —HE e
L3R A v F
KB 1/0/11 o | WebZIEEMIPT FLR
............................ 10.10.10. 1
DGR —/ 1/0/4
& VILAN 10
192.168.10. 254/24
HUB

ABDHCPH— /12 & %
IP7 FLREE

(a) FRELAR— bDEE

BEEDRA > N
Web fRAECHEMAT 2R - b ERELE T,

[0V > RICKBEEE]

1. (config) # interface gigabitethernet 1/0/4

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if)# web-authentication port

(config-if)# exit

FREZITOWMARPER SN TSR — MIVLANID & Web 8Btz EL £,
2. (config)# interface gigabitethernet 1/0/11

(config-if)# switchport mode access

(config-if)# switchport access vlan 10

(config-if) # exit

REAERICT VL RT 20y b T—UDL3 A v F2HRT 5K FE2EELE T,

EEER
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9 Web SREEMDERTE &EH

(b)

(©)

(d)

200

VLAN 12971 —2RICIP7 RLRAZEE

EREDRT > M
Web S8iFC{EHT S VLANICIP 7 RLAZHRELE T,
[O7 > RICKBERE]
1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0

(config-if) # exit
Web f23E {95 VLANID 10ICIP 7P RLAZHRELE T,

LA IPv4 77 £ RAU X NDEE

BREDRA > M
RAERTPRE DI AR D S RBEE DI AN DOBIE 2 7F A § 2F8EFH [Pv4 7 7t AV A M Z2BRELEJ,

[OY > RICKBERE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl)# exit
(config) # interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if) # authentication arp-relay
(config-if) # exit
FRERT DM AR > 5 AR ZEEAN DHCP ¥ — /[ @ DHCP /84w b & DNS 3 —N\AD T 7+ X % FFA]
THREFEAIPVA 7 7R A M ZRELE T S5612, ARP VT v b2 RBBEOHIEICEHIASE S
FORELE T,

Web SREEDELTE
[BREDRA > N
Web BN I> 74 7L —2a>yav Y FEHRELT Web B2 EICLET,
[O7 > RICKBERE]
l. (config) # web-authentication ip address 10.10.10.1

Web RREERHDOIP 7 KL X (IPv4 7 FLR) 2RELE T,
2. (config)# aaa authentication web-authentication default group radius
(config) # radius-server host 10.0.0.200 key "webauth"
I—HEHE%E RADIUS H—=NTITH 720D P 7 FL A& RADIUS #AHREL 9,
3.(config)# web-authentication system-auth-control

Web fRiEZE# L £ 9



9 Web WL\EIEO) Etém

913 14+XIvyZ7VIANE—ROO>7«47L—>3>

(1) O—HLREAANOESRNLRERE

O—NVERE AR 2T 2 BOBRN EHRELRORIIRLET . 28, WADIP 7 LRI,
K EWDHCP'H‘ /VJ‘%EEZ‘EL, nuuﬁﬁé ﬂ%EDHCP"j— /\b‘%@ﬂ?ﬁbiﬁ_o

=113
[52

!
EE

& 512, FREERT VLAN EF8iE#% VLAN HO@EE 2 FEIET 67 4 LY ZREL LT,

®9-4 91+3Xv7 VLAN E—ROO—-HILFEEAROERIERR

PREIEICT O ERTES
Y bT—2

RELAN=FT IV ERTES
*y kT—=2

7$*BDHCP1#——/\

(FREF#&VLANA) VLAN 500

192.168. 50. 100
\/_IZAN 100 . TI+IWETF—brozA
FTIAILET =+ A 192.168. 50. 1

192.168.10. 1 :gaaaa_—_”%“ gEEEEEE

I/ pr A\ """""" i lN
KEE 11/0/1 i 11/0/9 1/0/10 1
| PImDHCP — /X | | ; Pt r 4
--------------------------------- ! L 1/0/4 ! 7o EAR
i \ ! K
VLAN 10 1 N DI S —— " VLAN 50
(FRELATVLAN) (BREEHVLAN)
192.168.10. 254/24 192. 168. 50. 254/24
| AL YF I

o+ DHCPH—/NIZK BIP7 FLREEE

(a) FREER—bOFRE

[BEEDRA > N
Web SBiECHEMAT 2R - b E2RELE I,

[O7> RICKBETE]

1. (config)# interface gigabitethernet 1/0/4

(config-if) # switchport mode mac-vlan

(config-if)# switchport mac native vlan 10

(config-if)# web-authentication port

(config-if)# exit

RAEZTHOWMADPER SN T VAR — M MAC VLAN & Web 5RiEERELE T,
2. (config) # interface range gigabitethernet 1/0/9-10

(config-if-range)# switchport mode access

(config-if-range)# switchport access vlan 50
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(config-if-range)# exit

REERICT 72 AT H% Y T =T DOR— M EEELE T,
(b) VLIANT1>97x—RICIP7RLAZHE

[EBREDRT > N
ZREFRT VLAN B LU % VLANICIP 7 FLAZHELE T,

[Ov > RICKBETFE]

1. (config) # interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if) # exit
(confiqg) # interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if) # exit
FREEAT VLAN &#83E#% VLAN ICE TP 7 RLAZRELE T

(c) SREIFEMAIPv4A 77 tER1) X NDERE

BREDRT > N
FRREATIREB DN R D 5 AREBE DN EFADBFE 2T T HRAEHIPVA T 7 LAY A M ERELE T,

[O7 > RICKBEE]

l. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nacl) # exit
(config) # interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if) # exit

EREERTOW R 5 AZEBE AN DHCP 4 —/N[|iF® DHCP /84 v + & VLANLIO ®F 7 # )L k& — b
x4 (IP7RLZ192.168.10.1) "OF 7t A=A T ABFEHPv4 77 A ) A MZHREL
9, &5, ARP /N7y M2 AREBONEICERESEELOFRELE T,

(d) VLAN EDEEZHLETS

[BEEDRA > N
FRALAT VLAN C3BEE% VLAN HOBE2HIET2HEZ LE T,

[O7 > RICKBERE]

1. (config)# ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps

(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255

(config-ext-nacl)# deny ip any any

202



9 Web WL\DIEO)EI Em

(config-ext-nacl)# exit
(config) # interface vlan 10
(config-if)# ip access-group 110 in
(config-if)# exit
2. (config)# ip access-list extended 150
(config-ext-nacl) # permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl) # exit
(config) # interface vlan 50
(config-if)# ip access-group 150 in
(config-if) # exit
EREEAT VLAN &323FE% VLAN B CEE S LWL IICHEL 7.

() Web FREEDERE

EREDRAT > K]
Web BiFna> 7471 —aryavr Rz

1

ZE LT Web BiE2AZIICLE T

%‘

[0V > RICKBEHE]

1. (config) # web-authentication ip address 10.10.10.1
Web FBEERDOIP 7 RLA (IPv4 7 RLA) #BRELET,

2. (config) # web-authentication system-auth-control

Web itz 8 L £ 9,

(2) RADIUS SRR DEARRIREE

RADIUS FFEARZHEA T 2BEOERN L EZRORIIRLET . 4B, WARD IP 7 R L RAIL, F8EEH]
IARZEN DHCP ¥ —N\» 5 L, BRI DHCP F—N\»6FA L7,

& 51T, FWEERT VLAN EE8RER VLAN HOBFE 22T 57 4 LY ZREL T,
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9-5 1+ Xv 7 VLAN £— KD RADIUS SRS DEARER

FRRLRTIC TV 2R TED
*ry bT—25

S} EBDHCPH—/ %

RARISTIERTES
*y kT—=2

RADIUSH—/A (FRRE1£VLANR)

192.168. 10. 200 192.168. 50. 100 VLAN 50
VLAN 10D TIAHIRT—boxA
TIAIETF— bz A 192.168.50. 1

192.168.10. 1 [eeasses

P S PN
4 b o———

~

Doaop
=1=1=]

1
H I h
KEE 1/0/1 1/0/10 |
W 1
REDHCP—/3 | 1 S Y
! 1
: ol
VLAN 10— T Tl VLAN 50
(REERTVLAN) (ST VLAN)
192.168. 10. 254/24 192. 168. 50. 254/24

N
A
<
$

(a) EREEAR— MORE

[BEDHA > N
Web RIECHFIT 54— b £RELET.

[O7 > RICKBERE]

1. (config) # interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if) # web-authentication port
(config-if) # exit
AL AT O WA SN TSR — MM MAC VLAN & Web it
2. (config)# interface range gigabitethernet 1/0/9-10
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range) # exit

REERICT 7RI B4y T =T DOR—FEEELE T,
(b) VIANT>97x—RICIP7RLARAZHE

[EREDRT > K]
FURERT VLAN B L UEREE% VLANICIP 7 FLAZRELE T,

[O7 > RICKBETFE]
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1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
(config) # interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit
FRAEAT VLAN 383 VLAN ICEIP 7 FLAZRELE T,

(0) SREIHA IPv4 772U R hORE

[EBREDRT > N]
FREATIREB DN R D 5 AREB DN ADBFE =5 I HRAHEHPvA 77 LAY A M ERELE T,

[OY > RICKBERE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nacl) # exit
(config)# interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
FREERT DR A 5 A EN DHCP ¥ —/\[a)if » DHCP /37 v b & VLAN 10 D77 4 )L b7 — b
vzA (IP7 FLZ192.168.10.1) "DO7 7t A%FF 9 258EHA [Pv4 772 AU A M2 RE L
9, 561, ARP /Yy b2 RBBEOHNRICEESESLORELE T,

(d) VLAN ED@EZRILET S

BREDRA > K]
FURERT VLAN & 3%5E% VLAN BO@EFE 221k 28 EXZ LET,

[O7 > RICKBFE]

1. (config)# ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl) # deny ip any any
(config-ext-nacl) # exit
(config) # interface vlan 10
(config-if)# ip access-group 110 in
(config-if) # exit

2. (config)# ip access-list extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
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(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl) # deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if)# exit

FRRERT VLAN E583E% VLAN i CEESE L VLS ICHEL T,

(e) Web EREEDERTE
EREDRT > N
WebZBiED I 74 7L —2a3>a<ery FE2RELT Web BEZENICLET,
[O7> RICKBEERE]
1. (config) # web-authentication ip address 10.10.10.1
Web FBHEHDIP 7 RLA (IPv4 7 RLR) 2ELET,

2. (config)# aaa authentication web-authentication default group radius
(config) # radius-server host 192.168.10.200 key "webauth"
I —HEREE%E RADIUS 4 —NT{T5 7DD IP 7 R L A& RADIUS #ARELE T,

3. (config) # web-authentication system-auth-control

Web FREZEE L9

(3) RADIUS 583E/3 = +5REER1ICHHER DHCP H —/\fERIFDRE

RADIUS FBRE/A R TERERTH &L UFRRERIC, WARD IP 7 L A& N ZNDOFHEF DHCP ¥ — 1\ 5 Eif
T RO RITRLE T,

S 512, FWEERT VLAN &#8iE% VLAN OB FE 2RI T 57 VY EZREL LT,
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9-6 ¥17+3Xv 7 VLAN E£— KD RADIUS 883553 + 5488 DHCP H —/\fERF DR

AARICTIERTES
*y kT—=7

FOEERTIC T VR TES

_ SMEBDHCPH—/%  #VEBDHCP+—/3
RADIUSH—/X  (enspaiVIANA)  (RREE#VLANAD)
VLAN 100 192.168.10. 200 192 168.10.100 192.168.50.100 | i AN 500D
TIHINbES—rozA = TIHIbES—bozA
192.168.10. 1 : 192.168.50. 1
I_ETE EEEEEE
I' _____________ P VDRI [ —— -
! \
ALEE i 1/0/1 1/0/9 1/0/10 E
| ! ——7 2 £ XK=k
VLAN 10 VLAN 50
(FRETRTVLAN) | Lxrvr | (REEHVLAN)

192.168. 10. 254/24 192. 168. 50. 254/24

S}ERDHCPH— /812 &k %

- - IP7 FLARE

PC1 PC2

(a) EREEAR— MORE

[REDHA > N
Web SBIECHRAT 54— b #RELET.

[O7 > RICKBERE]

1. (config) # interface gigabitethernet 1/0/4

(config-if)# switchport mode mac-vlan

(config-if)# switchport mac native vlan 10

(config-if)# web-authentication port

(config-if)# exit

RAEEITOWMADVERL SN T VAR — MM MAC VLAN & Web FRiEEFELE T,
2. (config)# interface range gigabitethernet 1/0/9-10

(config-if-range)# switchport mode access

(config-if-range)# switchport access vlan 50

(config-if-range) # exit

REERICT VAT B %y PT—TDR—FEEBELE T,
(b) VLIANT>97x—RICIP7 RLARAZHE

[BREDRA > M
FBAERT VLAN 35 L UFRAE#& VLAN ICIP 7 FLAZBRELE S,

[Ov > RICKBHRE]

EER
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1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if) # exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if) # exit
FREERT VLAN &F%GE#% VLAN IZE IP 7 FLAZRELE T,

(c) SREIFHAIPVA 77 tER)XNDEE

BREDRA > M
RAERTPRE DI AR D S KRB E DI DOBIE 27 A § 2F0EFH [Pv4 7 7t AV A M Z2BRELEJ,

[OY > RICKBEEE]

l. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nacl)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if) # authentication arp-relay
(config-if) # exit
FRRERT DR A 5448 DHCP ¥ — 3@ @ DHCP /85w h& VLAN 10 OF 74 )V b — b7 = A
(IP 7 N L2 192.168.10.1) NDT7 7L A%ZFFAI HFAEHEM IPv4 7 /LA A M ZRELE T, &
512, ARP /Y7y M2 REBONBICEHESEL I ORELE T,

(d) VLAN ED@EZZRILET S

[BREDRA > K]
FORERT VLAN 23R VLAN B O@EF 2R 28EZ LE T,

[O7 > RICKBFRE]

1. (config)# ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl) # permit udp host 192.168.10.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl) # exit
(config)# interface vlan 10
(config-if)# ip access-group 110 in
(config-if) # exit

2. (config)# ip access-list extended 150
(config-ext-nacl) # permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
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(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl) # deny ip any any

(config-ext-nacl) # exit

(config) # interface vlan 50

(config-if)# ip access-group 150 in

(config-if) # exit

FREERT VLAN &383E% VLAN B CEF S LWL IICHEL 7.

(e) Web EREEDERTE

[EREDRA > K]
WebEEiEn 2> 74 7L —23>avy RERELT Web 8BiE2E3ICLET,

[O7 > RICKBERE]
1. (config) # web-authentication ip address 10.10.10.1

Web BiFEAHDIP 7 RL A (IPvA7RLR) 2HELE T,

2. (config) # aaa authentication web-authentication default group radius
(config) # radius-server host 192.168.10.200 key "webauth"
I —HFRHE%E RADIUS = NTHH 720D P 7 FL AL RADIUS BAZFHELE T,

3. (config) # web-authentication system-auth-control

Web FRiEZHEE L E 9,
914 LAY—FE—ROI>T717L—>3>

(1) O—ALREAANOESRNLRETE

O—AVERREA R ZHERT 5 ETCOREANLZREZRORIIRLE T, 4B, WA (PCl, PC2) OIP 7
RL 2, AR CREAERT EFRERICFE TV B2 bDELET,
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(a)

(b)

210

X 9-7 O—RILEEEATDBRHA]

SRERIIC 7V R TESHY—N ARICT O ERTERY—N

A | 1/0/] = m—

#——— VLAN 50
(FBEE&VLAN)
192. 168. 50. 254/24

(FRREATVLAN)
192.168. 10. 254/24

—— FHITKBIPT FLREKE

%ﬁ%ﬁﬁﬁVLAN&%ﬁ&&VLAN% HEL, TVLZAYRXMNDEREZ LD EI ,Web PILORERE LE
9. 7z, FOREET VLAN 2 5 13585E% VLAN I L CEE % n#Tb&L‘J:’), ZREEE VLAN 7 5 Z2EERT
VLAN 2% LT Web 77747‘&0)@&,71 F2HFAT BT LAY A NERELE T,

SREIAR— N DERTE
EREDRA > N

Web ZZECEHTAR—F2HRELE T,
[Ov > RICKBEETE]

1. (config)# interface gigabitethernet 1/0/4

(config-if)# switchport mode mac-vlan

(config-if)# switchport mac vlan 50

(config-if)# switchport mac native vlan 10

(config-if) # exit

FRAE & 1T D WOR DR S N TV A AR — MIERRERT VLAN EF8ER VLAN Z2HEL 7,

2. (config)# interface gigabitethernet 1/0/9

(config-if)# switchport mode access

(config-if)# switchport access vlan 50

(config-if) # exit

AR ICHEERE T 20 — N\ Z8t T 5K — MIFREEE VLAN 21 8EL £ 9,

VLAN 1>97x—XICIP7 RLRAZEE

[EBREDRAT > K]
SREERT VLAN B L U'B5F % VLANICIP 7 RL A 2B ELE T,

[O7 > RICKBEEE]

1. (config) # interface vlan 10
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(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit

(config) # interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit

FREERT VLAN &F%iE#% VLANICEIP 7 FLAZHREL X T,

(@ 77tRJRANDFRE

[BEEDRA > N
FRiE#% VLAN EFBRERT VLAN O 7 72 AU A b 2BRELE T,
[37 > RICKBERE]
1. (config)# ip access-list extended 100
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl) # exit
(config) # interface vlan 10
(config-if)# ip access-group 100 in
(config-if) # exit
FORERT VLAN 72> 51 3F8RER VLAN I L TBFE 2R LAVWE S T 72 AU A M ZREL LT,
2. (config)# ip access-list extended 150

(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)# deny ip any any

(config-ext-nacl) # exit

(config) # interface vlan 50

(config-if)# ip access-group 150 in

(config-if) # exit

FiE% VLAN 2 6 35838 VLAN ISR L T7 72 AV A M ARELE T,

(d) Web SREIDRE
[BREDRT > K]
Web fBRED > 74 L —Y2av >y FE2RELT Web RREEZAERICLE T,
[O37 > RICKBERE]

1. (config) # web-authentication vlan 50

Web FREEDERGE% VLAN 28%Ed 22> 74 7L —23a»a~v > RTVLANID 28 ELE T,
2. (config) # web-authentication system-auth-control

Web it &8 L £ 9,
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(2) O—#ILEREE5I + A DHCP 5 —/N\{ERR OB

T —F)VEREE ST U B, DHCP U —/\N 2 L T Web 88t 2 K L 7RO RER %, IRODKITTRLE T,
%8B, WK (PCl, PC2) ®IP 7 RL AL, AEBENB DO DHCP 3 —N\HEETEHVET2HDELET,

X 9-8 O—7AILEREEAT + A DHCP {EREFDERLE]

FFARICTIERTES
*y kT—=7

ATV ERTES
*v kT—=7

REERICTIER
TEZH—N VLAN 500>
VLAN 100> = FIHILMF— R A
FIAINRTF— R4
192.168.50. 1
192.168.10. 1 [:::::::::::] :::::]
EEEEEeEd Ee=
e N
+ ! 1 1
FEE 1/0/1, 11/0/9  1/0/10
| POREDHOPH — /X | i 1 ! L 7o RK—
------------------------------- P 1/0/4 I ,
1 ‘\ I
VLAN 10 ———————%  “so-oooooofoooooooo oo A VLAN 50
(G50 11111 S —— (FBEE#VLAN)
192.168.10. 254/24 192.168. 50. 254/24
I AAYTF |
1 DHCPH—/NIZk BIP7 KL R

FORERT VLAN & 585E#% VLAN Z8%7E L, 77t7\‘)7\ I, DHCP 4 —NDOHREEZIT-72dH &2, Web
”DIEOD ﬁ% LEd, £ Z, uuuﬂzﬁ” VLAN 7 513533 @é VLAN | ﬂbfl.{l:l ﬁq:j‘b&l/)ct)) iﬁéﬁzﬁé
VLAN 7> 588:FH] VLAN 120 LT Web 7S5 EDBERL T Z2HFNTA27 7 AV A MZHRELE T,

(a) FRELAR— bDEE

BREDRA > N
Web fBiECHEAT 2R - b ERELE T,

[O7 > RICKBEEE]

1. (config) # interface gigabitethernet 1/0/4

(config-if)# switchport mode mac-vlan

(config-if)# switchport mac vlan 50

(config-if) # switchport mac native vlan 10

(config-if) # exit

FRAEZAT O WAR AR S N TV SR — MMIEERERT VLAN E583E#E VLAN Z4E8E L %9
2. (config)# interface range gigabitethernet 1/0/9-10

(config-if-range)# switchport mode access

(config-if-range)# switchport access vlan 50
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(config-if-range)# exit

FRERR ISR A0 — N\ EEHR T 5K — MIEREEE VLAN ZH8EL £ 9,
(b) VLIANT>97x—RICIP7RLRAZHKE

EREDRT > N]
EREERT VLAN B X U'FEE% VLANICIP 7 RLAZBRELE T,
[Ov7 > RICKBEE]
1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if) # exit
(config) # interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0

(config-if)# exit
FOREHT VLAN & 5BiE% VLAN ICB IP 7 RLAZRELE T,

(© 77ERIVZXNDERE

[BREDRA > M
WiEH% VLAN ER23ERT VLAN O7 72 AU A M ERELE .

[Ov > RICKBEHRE]

l. (config) # ip access-list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl) # deny ip any any
(config-ext-nacl) # exit
(config) # interface vlan 10
(config-if)# ip access-group 100 in
(config-if) # exit
FRRERT VLAN %> 5133862 VLAN ICH L CEEZHF A LWL DS, T7EAV A M ERELE T,
2. (config)# ip access-list extended 150

(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50.254
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl) # deny ip any any

(config-ext-nacl) # exit

(config) # interface vlan 50

(config-if)# ip access-group 150 in

(config-if) # exit
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3% VLAN 25

REEER

FEREEAT VLAN IZH L, Web 7774256 D@ELTHMEFTTITLHELS, T2

TAVAMZRELE T,

(d) DHCP H#—/\DHE

EREDRA > M
IP7RURAZEAAT 57:0DD DHCP 4 —NZFEL£9,

WK

[Ov > RICKBETE]

1. (config) # service dhcp vlan 10

(config) # ip dhcp excluded-address 192.168.10.1

(config) # ip dhcp excluded-address 192.168.10.254

(config)# ip dhcp pool POOL10

(dhcp-config) # network 192.168.10.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config) # default-router 192.168.10.1

(dhcp-config) # exit

DHCP % —/NIZE85ERT VLAN FHOREZ LET (HAKRFEEICHEAT A IP 7 RLADEAZHRELE
To FT7ALRML—FDIP7 LR 192.168.10.1 2HELET.).

2. (config)# service dhcp vlan 50

(config) # ip dhcp excluded-address 192.168.50.1

(config) # ip dhcp excluded-address 192.168.50.254

(config)# ip dhcp pool POOL50

(dhcp-config) # network 192.168.50.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config) # default-router 192.168.50.1

(dhcp-config) # exit

DHCP ¥ —/NIZERiE% VLAN FHORELY LET FRAES N R THEET A IP 7 N L ADEMR 28R E
LEdo 7L ML—FDIP 7KL Z192.168.50.1 #HELET )0

(€) Web B DERE

214

[EBREDRAT > K]
WebEEED 2> 74 7L —23>avy RERELT Web 82 &3 LET,

[O7> RICKBEHE]

1. (config) # web-authentication vlan 50

Web FRAEOFRFER VLAN 28 EJ 25374 L—23>»av Y FTVLANID 28EL £ 9,

2. (config) # web-authentication system-auth-control

Web iRtz 28 L £ 9.

(3) RADIUS 583453 + Wigk DHCP 5 —/\ R D&

RADIUS

T =B, U

9,

FRET R EWjE DHCP ¥ — 1\ 2 f#H LT Web RREZ#L L 7 BROFRER 2, ROKITIRL &
K (PCI,

PC2) ®IP 7 FL R1Z, AEENE O DHCP 4 — N HEETEHVHT2bDE L



9 Web WL\DIEODEI Em

B 9-9 Web F85EM RADIUS 58750 + Aigk DHCP (R D3R A)

RERICT UV ERTES
Y bT—25

RELANT IV ERTES
*v kT—=7

RADIUSH—/X REHRICT VR
192. 168. 10. 200 TEDY—N VLAN 500

TI+IWNET—kozA
192.168.50. 1

@@oo)
=1=1=]

VLAN 100
TIANETF—bozA

192.168.10. 1 EE

N

KiEE 1/0/10 |
" r .
PREDHCP 4 — -7 e R
—
VLAN 10— TR T " VLAN 50
(SBEERTVLAN) (SBEE#VLAN)
192.168. 10. 254/24 192. 168. 50. 254/24

N
A
<
NY

o—————— DHOPH—/\IZ K BIP7 KL REX

PC1 PC2

nLuIEHIJVLANc‘:EnE;y‘:VLAN’a? SEL, 7ZEAY RN, DHCP H—NDOBREETFo7-H &I, Web
RAEDRREZ LE T o 7z, FRREAT VLAN 2 5IFBAERE VLAN I L GEBZFAI LaWw& S, BEER
WAN#%mﬁwWAN LT Web 799 HEDBERTEHATHT VLAY A NERELET,

RIA— N OBE

EREDRT > M
Web DLDET{%EHT%)-]— r&E HELET,

[Ov> RICKBETE]

1. (config)# interface gigabitethernet 1/0/4

(config-if) # switchport mode mac-vlan

(config-if)# switchport mac vlan 50

(config-if)# switchport mac native vlan 10

(config-if)# exit

FREZAT O Wi AR P HERE S T B A — MCEPEERT VLAN & 3%6E#% VLAN ZH8E L £ 9,
2. (config)# interface range gigabitethernet 1/0/9-10

(config-if-range)# switchport mode access

(config-if-range)# switchport access vlan 50

(config-if-range) # exit

AL RICEST Y 2 — N\ EEHE Y 28 — MCFREER VLAN 2fEEL £ 9,
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(b) VLIANT>9T7x—RICIP7RLRAZEE

[BEEDRA > N
FURERT VLAN B L UFRfE% VLANICIP 7 FLAZRELE T,

[Ov > RICKBEETE]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if) # exit
(config) # interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit
FREERT VLAN &F8GE#% VLAN IZEZ IP 7 FLAZREL £ T,

(© 77ERJVRANDERE

[BEEDRA > N
FUEE#% VLAN EE8EERT VLAN OT7 72 AU A P ZFREL £ 9,

[O7 > RICKBEETE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config) # interface vlan 10
(config-if)# ip access-group 100 in
(config-if) # exit
FURERT VLAN 70 5 13888E% VLAN IO L CEBEZFFAILZVWE D, 77EAV AP ZHRELX T,
2. (config)# ip access-list extended 150

(config-ext-nacl) # permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50.254
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)# deny ip any any

(config-ext-nacl) # exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if) # exit

k% VLAN % 5 13385ERT VLAN ISR L, Web 77 742 6 OBELZTHMEFAT 2L, 77
LAV APERELET,
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(d) DHCP H#—/\DHE

EREDRA > M
WARICIP 7 FLAZEART 57200 DHCP —NZHEL £ 7,

[OY > RICKBERE]

1. (config) # service dhcp vlan 10
(config) # ip dhcp excluded-address 192.168.10.1
(config) # ip dhcp excluded-address 192.168.10.254
(config)# ip dhcp pool POOL10
(dhcp-config) # network 192.168.10.0/24
(dhcp-config)# lease 0 0 1

(dhcp-config) # default-router 192.168.10.1

(dhcp-config) # exit

EEER

DHCP ¥ —/NIZE8RERT VLAN FHORREZ LE 9 (HARREICHERI 2 IP 7 L ARAZRELE T,

FI4ILIML—FDIP 7 LA 192.168.10.1 #FELE7 ),

2. (config)# service dhcp vlan 50
(config) # ip dhcp excluded-address 192.168.50.1
(config) # ip dhcp excluded-address 192.168.50.254
(config)# ip dhcp pool POOLS50
(dhcp-config) # network 192.168.50.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config) # default-router 192.168.50.1

(dhcp-config) # exit

DHCP ¥ —/NIZERiE% VLAN AR ER2 LE T FRAE SN EK THEET 2 IP 7 N L ADE MR % R E

LET, 74NV ML—FDIP 7KL Z192.16850.1 #HELET.)o
() Web FREEDERE

BREDRA > N

WebEkna> 74 7L —Y3>yav vy K% LT Web fRiE2EMICLET,

2t
fit

[O7 > RICKBERE]

1. (config) # web-authentication vlan 50

Web 23 DFRiF% VLAN # B ET 5374/ L— 32w RCVLANID #%ELE T,

2. (config)# aaa authentication web-authentication default group radius
(config) # radius-server host 192.168.10.200 key "webauth"
I —H3FRiE% RADIUS %= NTITH 720D IP 7 FL X & RADIUS #%HEL £ 9,

3. (config) # web-authentication system-auth-control

Web DLDE%?L@U [/1'9,_0
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(4) RADIUS EBsEA=+ 9488 DHCP t— /N + 881D 535 #% VLAN ERFDOER

(a)

218

RADIUS FREA R 44 DHCP Y — N\ ZER L, HHOR
flzkROBICRLE T, %58, %A (PCl, PC2) ®IP 7
THbDELET,

9-10 Web FBEEM RADIUS §88E5TL + 9488 DHCP t—

FEERTIC TV ERTED

nIE & VLAN % & E?éi’%é@ Web 3 B DEQW_H
KL 2%, 458 DHCP 9 —/NIC &k - TED Y

— I\ +1EHEREE % VLAN (R DRI

RELERICT VR TED

Ty RIT—=2
RADIUSH—/%  #1EBDHCP+—/3

VLAN 100> 192.168.10.200 192.168. 10. 100 VLAN 600>
TI2ANLETF—bDzA TN ET—bDzA
192.168.10. 1 192.168. 60. 1

4 - L

Kxzm | 1/0/1 1/0/2 | 1/0/3! 11/0/9 1 1/0/10

: i [ S | :

i 111/0/4 I ;

1 T 7

|\ i~

VLAN 60

VLAN 10 |
(FRELATVLAN)
192.168. 10. 254/24

L2R A v F |

I
I

\ T _________________________ :‘5'_::::'_'_'_:”"1"’ e

(FREEFRVLAN)

[
VLAN 50 192. 168. 60. 254/24

(FREE&VLAN)
192. 168. 50. 254/24

o ———SMEDHCPH—/NIC K B IP7 FLRERRE

)

)

PC1 PC2

EREERT VLAN E3R3F% VLAN Z87EL, 77V RVRAMDOREE LizH &I, Web FRIFOHFREZ L E
9, F£7-, FRIERT VLAN 5 13385F% VLAN IS L CBEZFA LWk S, 5RiF% VLAN » 5 3R5ER]
VLAN IZ LT Web 757 EDBERTZHFUIT AT VLAV AN ZRELE T,

F7z, k% VLAN ALIZBEZFFAI LAVESIICT VAV A M ZRELE T,

DII.:\D[ET I\ GD_NF.-‘

[BREDRA > N
Web fBiECHEAT 2R - b ERELE T,

[O7 > RICKBEEE]

1. (config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50,60
(config-if) # switchport mac native vlan 10
(config-if) # exit
FREZ AT O WA S N TV AR — MIFREERT VLAN

2. (config)# interface gigabitethernet 1/0/9

L EREE% VLAN 2HEL £ 7,
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(config-if)# switchport mode access

(config-if)# switchport access vlan 50

(config-if) # exit

AR 2 — N\ BB Y &8 — MZFREER VLAN Zf8E L £ 9,
3. (config)# interface gigabitethernet 1/0/10

(config-if)# switchport mode access

(config-if)# switchport access vlan 60

(config—if)# exit

AR T 5 — N &G T 5 — MIERAE% VLAN 23 EE L 9,

(b) VLIANT>9T7x—RICIP7RLRAZETE

EREDRA > M
FREERT VLAN B X OGRS VLANICIP 7 FLAZERELE 9,
[T7 > RICKBERE]
1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
(config) # interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit
(config) # interface vlan 60
(config-if)# ip address 192.168.60.254 255.255.255.0

(config-if)# exit
DquH]JVLAN (‘:uu ?&VLANL %’IPT}‘I/Z;Z’ Ebi@—o

(@ 7I7ERURNDERE

BEEDRA > N
FREE% VLAN &EF8EERT VLAN O 7 72 AV A M2 BRELE T,
[37 > RICKBERE]
1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl) # deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 10
(config-if)# ip access-group 100 in
(config-if)# exit
F0RERT VLAN 70 5 13588 VLAN IO L CBEZHFAILZWE D, 772 AV AP ZHREL LT,
2. (config)# ip access-list extended 150

(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http
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(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50.254
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 any

(config-ext-nacl)# deny ip any any

(config-ext-nacl) # exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if) # exit

FREE#% VLAN (VLAN ID 50) #5338 EERT VLAN XL, Web 757855 08EL itz HF
AL, flioFRiE% VLAN (VLAN ID 60) NO@BFIEFHFITLzWED, 77 AV A NERELE T,

. (config)# ip access-list extended 160

(config-ext-nacl) # permit tcp 192.168.60.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.60.254
(config-ext-nacl)# permit ip 192.168.60.0 0.0.0.255 any
(config-ext-nacl)# deny ip any any

(config-ext-nacl) # exit

(config) # interface vlan 60

(config-if)# ip access-group 160 in

(config-if) # exit

ik VLAN (VLAN ID 60) 75 135REERT VLAN XL, Web 77 7826 0i@(E721) ik 5
AL, foF8iE#% VLAN (VLAN ID 50) NOBFBEFFILEVED, TI/ELRV AP ERELE T,

(d DHCPUL—I—Y x> NDERTE

220

REDRA > K]

WARICIP 7 FUAZEAMAT 5700 DHCP VL —I—Y x>V bEFRELE T,

[O7> RICKBEHE]

1.(config)# interface vlan 10

(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100
(config-if) # exit

FRRERTI VLAN O DHCP Y L—I—Y 2 bORREZ LE T,

. (config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100

(config-if)# exit

it VLAN (VLANID 50) ® DHCP Y L—Z—Y Y bOREXZLE T,

3. (config) # interface vlan 60

(config-if)# ip address 192.168.60.254 255.255.255.0
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(config-if)# ip helper-address 192.168.10.100

(config-if)# exit
ik VLAN (VLANID 60) ® DHCP YL —I—Y Y FORREEXLET,

(€) Web EREEDEERE

[EBREDRAT > K]
WebfEED 2> 74 7L —ayad<v Yy REHRELT Web ERiE2EMICLE T,

[Ov> RICKBETE]

1. (config) # web-authentication vlan 50

(config) # web-authentication vlan 60
Web BIEDERHEH VLAN 28 ET 574 7L —2a»a<v Y RTVLANID 28%ELE T,

2. (config)# aaa authentication web-authentication default group radius
(config) # radius-server host 192.168.10.200 key "webauth"
I —H3EiE% RADIUS %= NNTITH 720D IP 7 FL X & RADIUS #%FRELE 9,

3. (config) # web-authentication system-auth-control

Web Btz 8 L £ 9,

91 5 Web I:IIL,\IJIEOD/ X—gggﬁ
Web FREECRIBEL /N T A — Y REXZFHHAL 9,

(1 ) nlu\nEEij(H%Fﬁ D ;QE

BEEDRT > K
FAEE A DA Z EHAIC T 77T M AR ZRELE T,

[Ov > RICKBEHRE]

1. (config) # web-authentication max-timer 60

sl 77 bR Z 60 BICERELE T,

(2) ulu..\uIEj- "f?ﬂw) L-’-E (E/H:E VLAN :E_ |\\‘)

EREDRA > M
Web FREEDEE VLAN £— N CRRIAECTE 21— T HEZHREL LT,

[O7 > RICKBEEE]

1. (config) # web-authentication static-vlan max-user 100

Web FREDEE VLAN £— FTRIETEZ 21—z 100 T—HITREL X7,

(3) |:u|..\|:| ﬁ‘iﬂo) Iri (9"]’7 ‘/7 VLAN £t— |\\‘, I/jj‘:/_:E_ R)

[BREDRA > M
Web BB3ED Y 1+ I v 7 VLAN £E— NE7Z3 LAY —E— N CRERETE A 1 —YHERELE I,

[OY > RICKBERE]
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1. (config) # web-authentication max-user 5

Web BB TRIAETE AL HES T—FIHELE T,
(4) RADIUS % —/\DRE

EBREDRA > N
RADIUS AR THERT % RADIUS Y —N%2HEL T,

[O7 > RICKBEEE]

1. (config) # aaa authentication web-authentication default group radius
RADIUS = NTL—HRAEZITILIICHREL LT,

CEF==EIE]

% RADIUS ¥ —/\® radius-server < > R THRESNLISESF S (BEREXISEY A LT 7 b
) OFE 60 W a2 558, RADIUS Y —NANFRHEER L TWARPTRIFRRE RS2 &N
HVFET, B, Web iRETHEMT 5 radius-server <> ROREIX, T/ 1 V8, av 2 MK

R, BEUIEEES02.1X THHML THERT 570, ISEFLRFOFREITITERL T LS W,

5) 7HIOT1TDETE
EREDRT > N
Web BHDOTHI VT4 VY TEHEITILIBRELET,
[O7 > RICKDEE]

1. (config)# aaa accounting web-authentication default start-stop group radius

RADIUS Y —NIZTHI v T« v TEEZITHEIFELZ T,

(6) Web wu\nﬁgﬁﬁ IP I\ I/Za);ri/'ﬁg (IE'L:E VLAN :E_ K
EREDRT > M
Web iEEHOIP 7 RLAZHRELE I,

, 913Xy 7 VLAN £—R)

[37> RICKBERE]
l. (config) # web-authentication ip address 10.10.10.1
Web SRiEEM® IP 7 FL 2 (10.10.10.1) Z&EL £,
CESIE]

« REZRIT-oEA, EH < K restart web-authentication web-server © Web +— 1\ %25
BEE LTS, BP0 —HVIIHEET /1 VIBIEPNETT,

LAY —E— ROWREE (web-authentication port I< > RAPRESNTWLRWVWIRE) T, Aa~
v REEE L7z b &1 web-authentication port 2~ > R&FE L7-H& L, A I~ > I restart
web-authentication web-server © Web 9 — N2 FHi#EE L T2 &0,

(7) Web s35EEMA IP 77 KL A& FQDN OFEE (BE VLAN E—K,
T—R)

[EREDRA > M
Web SREEERD IP 7 FL A& FQDN 28 E L £ 9,

91+3Xv 7 VLAN

222



9 Web SREEMDERTE &EH

[OY > RICKBERE]
1. (config) # web-authentication ip address 10.10.10.1 fgdn host.example.com
Web fREEER® IP 7 RL 2 (10.10.10.1) & FQDN (host.example.com) %&E L £ T,
CESEIE]

o BMERITHIBEAE, EH I~ N restart web-authentication web-server © Web ¥ — /N2 5
EELTL S, BT —FIZEET /A VIBEPDLETT,

o LHY—E—FORE (web-authentication port I< > RAFRESN TR WIREE) T, Ko<
> R&FTE U728 & 12 web-authentication port I+ > FEFE L7 5&1L, A3~ > N restart
web-authentication web-server © Web ¥ — N\ ZFHi#E#H L T2 S0,

(8) URLUST LT NEREDEMRE (EE VLAN €E—K, 917+3Iv 7 VLAN £—KR)
EXEDRT > N]
Web 883D URL U #'1 L 7 MEREZBEIICHRELE I,
[OY > RICKBERTE]
1. (config) # no web-authentication redirect enable
Web 885D URL U ¥4 L7 MEREZERIICLE T,
DEFEEIHE]

=

REZIToGEL, B O~ R restart web-authentication web-server © Web ¥ —/\% Bt &)
LTL7Z&E W, BIERFOL—HIIFEET /1 VIRIEPNETT,

(9) URLUST L7 MERERODOT 1 VRETO N ILDOERE (BFE VLAN E—R, 917
Xy 7 VLAN €—R)

EREDRT > M
Web 8R5ED URL U ¥4 L7 MERERRICO 71 V2 BESEA2 70 b VERELE T,
[O7 > RICKBERE]
1. (config) # web-authentication redirect-mode https
Web fR5ED URL U 44 L7 MEBET https # W E T,
[DF2EIE]

REZIT-o2EAE, EH I <> N restart web-authentication web-server © Web ¥ —/\ Z HitH)
LTL 28, BIERFOL-—FIIEET V1 VIREPDLETT,

(10) syslog H—/N\\DHIIERE
[BREDRAT > K]

AR EBET % syslog F— N ICHAT B RER LET.
[O7 > RICKBERE]
1. (config) # web-authentication logging enable

(config) # logging event-kind aut
Web FZREDMER L E{FT 7% syslog F—/NICHTT 58 EX LE T,
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(11) EREREEEDRE (BE VLAN T—K)
HEDRA > N
FREEAWMARDOBEL ER T S E SR LZRELE T,
[O7 > RICKBHE]
1. (config) # web-authentication logout polling enable
HiE R AICRELE I,

2. (config) # web-authentication logout polling interval 300
BEEER/ YT v b ORRHIREREEZ 300 ICHREL LT,

3. (config) # web-authentication logout polling retry-interval 10
BIREEAR S v hOBRHRHEEREZ 10 MICRELE T,

4. (config) # web-authentication logout polling count 5
BEER/ N v FORHE#Z S EICERELE T,
(12) EHREREEOHEERE (BE VLAN £—K)
BREDRA > N
WAL AWM AR DB EZ BRI 2B R ENICREL T,
[O7 > RICKBEE]
1. (config) # no web-authentication logout polling enable
PR BYICRELE I,
(13) Web H—N\AD7 7t AR— NBSHKRE
EREDRA > N

Web fREETHEAL TWA Web U —NOH—EAR—- M ESEZHELET (F7 4L MO http=80
%, https=443 FLUMEMT 25 A ICERALET).

F7z, OAN &EHET ZHEIE, OAN AT LY —E AR &S (832 £ 9698) ZHELET,
ZoHa, OANPERT 289 —E AR — b ESTIE Web FiEkon 71 Y ##IEB LU0 77~ MR
BTEEHA

[T > RIZKBERE]
1. (config) # web-authentication web-port http 8080
Web # =D http R—r & LT 80 FEDIINIZ 8080 HEHFHEL X T,

2. (config) # web-authentication web-port https 8443
Web # =D https K=+ & LT 443 FDIINIT 8443 BHHRELE T,

CERFHE]

REZIToGEL, B O~ R restart web-authentication web-server © Web ¥ —/\ % B8
LTL7Z&E W, BIFRFOL—VIIEET /1 VIBIEPLETT,

(14) FBEERINE D URL 527E

BEEDRA > N
AR ICIHEKDS T VA9 5 URL #RELE T,
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[Ov> RICKBERTE]

1. (config) # web-authentication jump-url "http://www.example.com/"

FRRERIN#IC http://www.example.com/DHEE 4 R RS H £ 7,

9.1.6 FREIFRADERETE

Web GEAE CRBENRINE T B0 DREZHHAL LT o

(1) BEE VLAN T— ROFRERRHNR— M DERE
B VLAN £— FC, RiEL &V CEFEEZFATHHE— FEROEIICHRELET,

[BREDRA > K]
RAEE RN T 2 R— ML TIE, BHER—-FEZFELEEA
[OY > RICKBERE]
1. (config)# vlan 10
(config-vlan) # state active
(config-vlan) # exit
(config) # interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if) # web-authentication port
(config-if)# exit
(config) # interface gigabitethernet 1/0/10
(config-if) # switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit

EE VLAN £— FTH> VLAN ID 10 28 E L7z AR — b 1/0/4 I3FRENEAR— P& LTRHREL
To Tz, A—1 1/0/10IIFFREEL 2 W CHBEZFFAI T HREEZ LE T,

(2) IE'/H:E VLAN :E_ Ro)wunIElz$§+ ;Eo)ggi
ElE VLAN E— RFT, FBELZVWTHEEBZHUITAHADO MAC T RLRAZIROEHICHKELE T,

[EBREDRT > N]
EREE AR T B EDO MAC 7 FLAZ MAC 7 RLATF—TILICBHFLET,

[O7 > RICKBERE]

1. (config)# vlan 10
(config-vlan) # exit

(config) # mac-address-table static 0012.e212.3456 vlan 10 interface
gigabitethernet 1/0/10

VLAN ID 10 A=+ 1/0/10 12, RBREL AW TEFZFFA T 2MARD MAC 7 NLAZRELE T,
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(3) 91F+=Xv 7 VLAN E— RDRELFFNR— M DERE

94TEV7VLAN%— PT, nquL&L‘Tl_{n ntf:j‘—g_%)ﬂ— ]\’:f/ko)J:') Am_'_’l/i—d_o
BEORT K]

HILZBRNTAR— 2T 7 AR—bELTEHEL, BANRFE—PZ2ERELT A
[O7 > RICKBFRE]

1. (config) # vlan 50 mac-based
(config-vlan) # state active
(config-vlan) # exit
(config) # interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-if) # exit
MAC VLAN ID 50 ®F— 1 1/0/10 126 LT, FRAEL AW CHEBEZHRTA8ELZ LE T,

(4) 91+=Xv7 VLAN E— ROEBEEFRNmARDERE

(5)

226

Y4+ 3Iv 27 VLAN E—=RFT, FBHELZVWTHEEBEZHUT2WHAD MAC 7 RLRAZIRD X5 ICERE
ER

[BEEDRA > N

FEEZ PRI BHRD MAC 7 RL A%, MAC VLAN & MAC 7 RV AT —7)LIZESHELE T,

[O7 > RICKBETE]

1. (config)# vlan 50 mac-based
(config-vlan) # mac-address 0012.e212.3456
(config-vlan) # exit

(config) # mac-address-table static 0012.e212.3456 vlan 50 interface
gigabitethernet 1/0/10

L&

MAC VLAN ID 50 ®F— bk 1/0/10 12, FBEEL 2 VW CHEE 2 HFT T 58 KD MAC 7 FLAZEEL

£9,

L 7Y —F— RDERIRHNR— NDERTE
LHY—E— T, LAV TEFAHFAIT AR - P E2ROLIICRHELET .
[EREDRA > N
WAL BRNTHR— b 2T L AR—NELTHELE T,
[O7> RICKBEE]

1. (config) # vlan 50 mac-based
(config-vlan) # state active
(config-vlan) # exit
(config)# interface gigabitethernet 1/0/10

(config-if)# switchport mode access
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(config-if)# switchport access vlan 50

(config-if)# exit
MAC VLAN ID 50 ®R— b 1/0/10 12 LT, FBIELZWTCHEELZHFT AR EX LET,
(6) LAY—F— ROBEIRINGRDEEE
LHY—F—FRT, BIELEZVWTEEZHFITAHAOMAC T RLAZIRO LD IZERELET,
EREDRT > N
FEER BRI T BIHAKRD MAC 7 RL A% MAC VLAN IZ&8 L7,
[O7 > RICKBERE]
1. (config)# vlan 50 mac-based

(config-vlan) # mac-address 0012.e212.3456

(config-vlan) # exit

VLAN ID 50 ® MAC VLAN IZ, SBRELZWTEEZFFA T 2RO MACT FLAZHRELE T,
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9.2 ANXL—>3>

9.2.1

228

ERIY>Y R—E&

Web BREEDER IV Y F—HZRORITRLET .

*®9-2 ERIOYUR-E

av > RE

A

set web-authentication user

Web BBEECHEMAT 52— 1D ZBMLE7,

set web-authentication passwd

BHRLEI-—FDONSAT—F2EELET,

set web-authentication vlan

BFLII—FDOVLANID 2ZE L7,

remove web-authentication user

BRIV ID ZHIBRLE T,

commit web-authentication

BN, BELLHNEZNE Web 25E DB ICKBLL £,

store web-authentication

P Web 2B5EDB DXy 77 v 7 7 A LEER L E T,

load web-authentication

Ny 77w T7 7401 5NE Web 38iE DB 2B L £,

show web-authentication user

WiE Web 583k DB OBHNE, 73BN, EERPOERERR
LY,

clear web-authentication auth-state

RALEAL— T OBET TV ETVET,

show web-authentication login

FEEEOT AT bu T ERRLET,

show web-authentication

Web DIy 74 7L —2avERRLET,

show web-authentication statistics

Web BIEDHEHREETLE T,

clear web-authentication statistics

fEtE®REZz U T LET,

show web-authentication logging

Web SREEQEIFO /2R RLET,

clear web-authentication logging

Web SBiE0EEu 72707 LET,

set web-authentication html-files

fRRE S N7 Web BREEE 7 7 A LB LI,

clear web-authentication html-files

Bk L7 Web FBiEEE Y 7 A L xHIBRLE T,

show web-authentication html-files

&
B LT- Web FBIAEE 7 7 A LDT 7 ALVE, 77 AT A XEE
fEHERF 2R L Ed,

clear web-authentication dead-
interval-timer

dead interval #ggic &5 2 BEHLED RADIUS 4 —NNAD7 7+
A5, 1 BEHD RADIUS Y —NADF7 7 AICRELE T,

set web-authentication ssl-crt

SSLBEAOY —NIEAEB LONERZERLE T,

clear web-authentication ssl-crt

Bk U7 SSLEEAE LA ERZHIFR L 9

show web-authentication ssl-crt

Bk L7z SSLAEAE EMEREFRTLE T,

restart web-authentication

Web Bt 07/ L5 FEEELE T,

dump protocols web-authentication

Web SiED ¥~ MEHRZINELE 7.
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922 Web ulu\n Elﬁ*ﬁﬁEET

show web-authentication Z< > KT Web FBiFO R EHERPFRINE T,

(1) EZE VLAN £— R T, 5R8EAH RADIUS FREEDIHE
9—1 1 Web m.\u EETE%E'&%T (EIE VLAN T— |\0) RADIUS ull.\l:lIE)

# show web-authentication

Date 20XX/10/17 10:52:49 UTC

web-authentication Information:
Authentic-mode : Static-VLAN
Authentic-method : RADIUS

Accounting-state : disable
Dead-interval : 10
Max-timer : 60 Max-user : 256

VLAN Count : Auto-logout : -
Syslog-send : enable
Alive-detection : enable

timer : 60 interval-timer : 3 count : 3

URL-redirect : enable Protocol : http
Jump-URL : http://www.example.com/
Web-IP-address : 10.10.10.1
FQODN : aaa.example.com
Web-port : http : 80, 8080 https : 443, 8443
ARP-relay Port : 0/1-2
Force-Authorized : disable
Auth-max-user : 1024

Port : 0/1

VLAN ID : 5,10,15

Access-1list-No: 100

Max-user : 64

Port : 0/2

VLAN ID : 15-16

Access-list- No 100

Max-user : 64

(2) 917Xy 7 VLAN E—RT, SBEEAXNO—HILSELDBE
B9-12 Web SBENREERET (913 v 7 VIAN £— ROO—7 /L)

# show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode

Authentic-method

Dead-interval
Max-timer
VLAN Count

Dynamic-VLAN

Local Accounting-state : disable
10
60 Max-user : 256

- Auto-logout : disable

Syslog-send enable
URL-redirect enable Protocol : http
Jump-URL http://www.example.com/
Web-IP-address 192.168.1.1
FQODN aaa.example.com
Web-port http : 80, 8080 https : 443, 8443
ARP-relay Port 0/10,12
Force-Authorized enable
Auth-max-user 1024
Port 0/10
VLAN ID 1000,1500
Native VLAN 10
Forceauth VLAN: 1000
Access-1list-No: 100
Max-user : 64
Port 0/12
VLAN ID 1000,1500
Native VLAN : 10
Forceauth VLAN: 1000

229



9 Web WL\EIEo) EtEm

(3)

(4)

5)

230

Access-list-No: 100

Max-user

64

1+ v7 VLAN E—RT,

. 9 13 Web uu..\n ﬁifﬁ?ﬁ?ﬁT (9{*\ ‘/7 VLAN T—

# show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode

Dynamic-VLAN

443,

Authentic-method RADIUS Accounting-state
Dead-interval 10

Max-timer 60 Max-user

VLAN Count Auto-logout
Syslog-send enable
URL-redirect enable Protocol http
Jump-URL http://www.example.com/
Web-IP-address 192.168.1.1
FQODN aaa.example.com
Web-port http : 80, 8080 https
ARP-relay Port 0/10,12
Force-Authorized enable
Auth-max-user 1024

Port 0/10

VLAN ID : 1000,1500

Native VLAN : 10

Forceauth VLAN: 1000

Access-list-No: 100

Max-user : 256

Port 0/12

VLAN ID : 1000,1500

Native VLAN : 10

Forceauth VLAN: -

Access-list-No: 100

Max-user : 256

l/j] :/_:E KT“ VLAN ﬂ\mfi*ﬂ—( L\T Dlh\nIEj‘j__tb‘ O—

. 9 14 Web uu..\n EQE I‘ﬁgﬁﬁj— (D jJ)I/WL\DIE)

# show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:
Authentic-mode Legacy
Authentic-method Local
Max-timer : 60
VLAN Count : 16

Accounting-state
Max-user
Auto-logout

Syslog-send enable
Jump-URL http://www.example.com/
Web-port http : 80 https

VLAN Information:
VLAN ID

L7 —F—RTVLAN BERINTVT,

9-15 Web SREIMEREFHRET (RADIUS 583E)

# show web-authentication
Date 20XX/10/17 10:52:49 UTC
web-authentication Information:

Authentic-mode Legacy

Authentic-method RADIUS Accounting-state
Max-timer 60 Max-user
VLAN Count 16 Auto-logout

Syslog-send enable

Jump-URL http://www.example.com/

Web-port http : 80 https

DIL\DIE)‘j__th“ RADlUS WL\DE@%A

K @ RADIUS £ZEF)

enable

256
disable

8443

HIILERELDIZE

disable
256
disable

443

5,10,15,20,25,30,35,40,1000-1007

SREEA A RADIUS SREEDZE

disable
256
disable

443
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VLAN Information:
VLAN ID : 5,10,15,20,25,30,35,40,1000-1007

9.2.3 Web SRELDIRRERT

show web-authentication statistics 2 > KT Web FZBiEDIREES & U RADIUS & D3
INFEI,

9-16 Web SREEDFERT

# show web-authentication statistics
Date 20XX/10/17 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30
Force Authorized Count : 10

RADIUS web-authentication Information:
[RADIUS frames]

TxTotal : 10 TxAccReq : 10 TxError
RxTotal : 30 RxAccAccpt: 10 RxAccRejct:
RxAccChllg: 10 RxInvalid

Account web-authentication Information:
[Account frames]

TxTotal : 10 TxAccReq : 10 TxError
RxTotal : 20 RxAccResp : 10 RxInvalid
Port Information
Port User-count
0/10 5/ 256
0/12 5/1024

9.2.4 Web FREEMEREHIRRERTR

(1)

(2)

show web-authentication login <> KT Web iRiEDFRIERENERENE T,
BEE VLAN E— RDFE
9-17 Web SREIMERAHARERT (BEE VLAN £—K)

# show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

F Username

VLAN MAC address Port IP address
Login time Limit time
USER00123456789
3 0012.e200.9166 0/5 192.168.0.1
20XX/10/17 09:58:04 UTC 00:10:20
* USERO1
4094 0012.e268.7527 0/6 192.168.1.10

20XX/10/17 10:10:23 UTC 00:20:35
13Xy 7 VLAN E— RDIBES
B 9-18 Web SREIMEREALRRERT (91F3Iv 7 VLAN E—R)

# show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

F Username

VLAN MAC address Login time Limit time
USER00123456789
3 0012.e200.9166 20XxX/10/17 09:58:04 UTC 00:10:20
* USERO1
4094 0012.e268.7527 20XxX/10/17 10:10:23 UTC 00:20:35

RELDERE &M

BERREPERR
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(3)

9.2.

(1)

(2)

(a)

(b)

(c)

232

LAY —E—RDIFE

9-19 Web SREEDFRIERERR (LAY —FE—R)

# show web-authentication login
Date 20XX/10/17 10:52:49 UTC
Total user counts:2

Username
VLAN MAC address Login time Limit time
USER00123456789

3 0012.e200.9166 20XX/10/17 09:58:04 UTC 00:10:20
USERO1
4094 0012.e268.7527 20XX/10/17 10:10:23 UTC 00:20:35

5 Mgk Web 535 DB O{ERK

Web BRF Y AT LOBRIBHREB ISV T4 7L —2 a VORENTT LzH &I, WE Web 2R:F DB
DIERREITVWET, £/, T TICHE Web RiE DB IKBH SN TV A I —FBHROBIEZITVET,

11— NERF
EEENT RO L —Y T & 12 set web-authentication user 2< > R, Z—% 1D, /SA7—F, VLAN ID
BB LET, kOFITIX, USERO1~USERO5 5 1 —H5%2&88kLF9,

[O<7> RAA]

set web-authentication user USERO1 PAS0101 100
set web-authentication user USER02 PAS0200 100
set web-authentication user USER03 PAS0300 100
set web-authentication user USER04 PAS0320 100
set web-authentication user USER05 PAS0400 100

I —HIEREE L HIRR

BREHLI—FDINZAT—F, VLAN ID OZESL L1 —FOHIRIZROFIETITVET,

o e e

INAT)— REE

[37>RAT]
# set web-authentication passwd USERO1 PAS0101 PPP4321
I—H 1D (USEROL) /82T —F% PASO101 #°5 PPP4321 ICEEL£9,
# set web-authentication passwd USERO2 PAS0200 BBB1234
2 —%1D (USER02) ®/¥ZX7— RK% PAS0200 »»5 BBB1234 ICEE L £,

VLAN ID £&

[3<> RAA]
# set web-authentication vlan BBB1234 200
2—4%1D (BBB1234) @ VLANID # 200 iICEEL £ 7,

I —HHIER
[O< > RAA]

# remove web-authentication user PPP4321

I—4% 1D (PPPP4321) %HIBRL T,
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Wik Web 525E DB N RIR

set web-authentication I~ > KB XU remove web-authentication I~ > RTE# - BHEL /-1 —Y
F%ﬁ’i’lﬁl@ Web n:DnE DB u}iﬂg%l/ig‘o

[Ov> RAA]

# commit web-authentication

9.2.6 Wig WebsREsEDB DNy 77y S

(1)

(2)

Wi Web 823 E DB ONY 77y TBEXUONY 77w T 7 AL 6DETLEZRLET,

Wi Web 5R5E DB D/ 77w

M Web #2:iF DB #* 5 store web-authentication 2> RTNXv 77 v 77 74 )L (ROFITIE
backupfile) Z{EmL 9,
[O%> RAA]

# store web-authentication backupfile

Backup web-authentication user data. Are you sure? (y/n): y
#

Ak Web 533E DB D1ETT

Ny 77T 7740 (ROFITIE backupfile) 75 load web-authentication 2+ > K THE Web &
ik DB 2/ L £ 9

[O<> RAA]

# load web-authentication backupfile
Restore web-authentication user data. Are you sure? (y/n): y
#

9.2.7 Web SR EIBE O S

Web FRREEIHE DO EHKIZIRDOFIETITVE T,

1.8 Web SREIEED 7 7 1 L ZHNHREE (PC L) TERLET,

2.ARKRBAOTAIL, ALY MF o LT NI Web SREIEEZEMNT 2T LI NUZERLET,
EE771)VE 2MERULET s L7 NUBETIC, 770 VEEEEZE MCRETEMUET .

4.set web-authentication html-files 1< > K¢ Web SREIEEZEHUE T,

X 9-20 Web SREIEIHEID SR

# mkdir docs el

# set web-authentication html-files docs

Would you wish to install new html-files ? (y/n):y

executing. ..

Install complete.
#

1.7 4 L2 bY docs ZfER L, ECNIZ, BEITLAT 7 A VZBEEET,
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9.2.8 ZE#&U 7z Web SREEEEIDHIFR

set web-authentication html-files I~ > N TE# L 7- Web FRELHEE % clear web-authentication
html-files 2~ > FCHIBR L £ 9,

X 9-21 Web SREEEEDHIFR

# clear web-authentication html-files
Would you wish to clear registered html-files and initialize? (y/n):y
Clear complete.

#

929 Web &oo E@lﬁ*ﬁﬁ—.r

show web-authentication html-files 2< > R, B8 L7 Web FRilEEOEHR*FZRLE T,

X 9-22 Web SREIEEDERKRT

# show web-authentication html-files
Date 20xXX/04/15 10:00:10 UTC

TOTAL SIZE : 62976
SIZE DATE

login.html : 2049 20XX/04/10 14:05
loginProcess. html 2002 20XX/04/10 14:05
loginOK.html : 1046 20XX/04/10 14:05
loginNG.html : 985 20XX/04/10 14:05
logout.html : 843 20XX/04/10 14:05
logoutOK.html : 856 20XX/04/10 14:05
logoutNG.html : 892 20XX/04/10 14:05
webauth.msg : 104 20XX/04/10 14:05
favicon.ico : 199 20XX/04/10 14:05
the other files : 54000 20XX/04/10 14:05
#

9.2.10 dead interval #¢gEIC & B RADIUS H—N\77tX%Z 1 8B®
RADIUS 4 —NICREY

1 EH® RADIUS ¥ —N\PEIEEIC2 D, dead interval #EEIC K > T, 2 BEHLUED RADIUS ¥ —/3 A
D7 7RO EDb - 12354, 2747 L —3 3 a< > K authentication radius-server dead-
interval TRE SN 2122 W THEIIO RADIUS U —N\AD7 7t ZIZRERTICIX, clear web-
authentication dead-interval-timer 2~ > RZE{TL £ 9,

9-23 1 &B®RADIUS H—"ADYIWEZ

# clear web-authentication dead-interval-timer

#
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9.3 Web SREIBE{ERFS S

9.3.

(1)

Web FREEHANBEABETANBE I P TEHEEENIST 27 7 A LEZIRITRLE T,

« uZ4 VHEmE (7744 : loginhtml)

« UZ 7Y MEME (7 7AJ)L4 : logout.html)

« TUlA URINEE (774 L4 : loginOK.html)

« urA VRKEE (774 NV% : loginNG.html)

s U7V METHE (7714 : logoutOK.html)

e U7 MEREE (7 7 A LA : logoutNG.html)

% Web 283FEE 7 7 1 L3 HTML FERX TIERR L T 2 &0,

HTML ki2iE, JavaScript D& 5127 54 7 >~ bR BT CEMET 2 EEBIIMEARIBETT A, T —1A
TIXRTBHEIILFTEIIMFEHATEETA. T/, perl 2ED CGL BIFELLNTLZE W,

7272L, usA VEm, 9777 MEHE, B X0 Reply-Message FREHE TlE, Web FBiE& D1 > ¥
72— 2ZAHOERPKRETT, oA VEEICOWTIE [9.3.1 vsv YEE (loginhtml)] %2, a7
U MEEICOWTE [9.3.2 v2r 7y MEE (logouthtml) ] 2L T a0,

T, [£8-6 LT T Ay -V, —REFEHGDER] IWRLERILILTI—AvtE—-VbEIH
ABZENTEET, FHTESA 77 A LVBIRIRODEBYTT, 77 A IVOIERGIEICDONTIE, [9.3.3
BELT— A vt —TT7 74 (webauthmsg) | 22U T 2S00,

¢« WELT—RAvE—Y (774 )1% : webauth.msg)
512, Web 799 DOBRICAVICERTATAIAVHbANEZ S EDNTEET,
e Web 799 HDBRICAVIZERT A7 A2 (7714 : favicon.ico)

Sz
AR

ANBZARELZEEBLUORIEL T — A vt =YD 7 7 A LRI, B9 EFXICRLET 7 AILEE—E
SHTLIEE N,

1 O71>E@ (login.html)

Web fBiEica /A 958, 12— D ENRZAT—ROANZIITAT Y MIHLERT SEETY
SRR

a4 VEEO HTML 7 7 A L2 ERT 1%, ROBITRTEBRZHTANTLEE 0,

RO-3 O741EEICHELRETE

SRS =73
<form name="Login" method="post" action="/cgi- a7 A U EE Web BiEICHERT 2720 DR TT .
bin/Login.cgi"></form> COERIFEELZNWTLES 0,
<input type="text" name="uid" size="40" I—HID ZIEET 57O DELAR T, size &
maxlength="32" autocomplete="OFF" /> maxlength DA OERIGEE L2V TL 280, L&
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?EJI
E
>
0%

73

il

<form></form>DWNEBIZFHREL TLE S0, &7z,
maxlength 1349 6 ML EORFEZFHEL TS0,

<input type="password" name="pwd" size="40
maxlength="32" autocomplete="OFF" />

ISAT— REIRET B2 OO TT, size &

maxlength DAAOERIIEE L WTL 2S00, |3
<form></form>DWERICHE L T E &V, 7z,
maxlength 130479 6 DI EOBFEFREL TS0,

<input type="submit" value="Login" />

Web 8BiEica 714 VEREZ(TO DR T, 2
DFRIIEFE LW TL 7230, EE<form></
form>DWERIZHEL TLZS W,

A=

login.html 7 7 A Vi, EH»DT 7 A4 L E2EEMNT 25E1E, BEMTTS7 74 LEZOKEIC” /7

(AT vva) ZEBLTILEE W,
() < img src="/image_file.gif" >

(2) =EH

a4 VEmE (loginhtml) ©YV—2Fl12RORITIRLET,
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B 9-24 O74>@EE (login.html) OV—2F|

<?xml version="1.0" encoding="euc—jp”?>

<IDOGTYPE htm| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml1/DTD/xhtml1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body>

{l-—= ===== Body ===== —)

<center>

<br />

<table width="100%">

<tr><td align="center” bgcolor="#2b1872">

{font color="#ffffff"><b>LOGIN</b></Font>

</td></tr></table>

<br /S

Please enter your ID and password.<br />

<br /S

<{table><tr> R EHET (- e = =7
a E-;]E - ~ Z Al ;R
Ctdbuser 1D</td> A ViREEWebFREEICHE R T = DLk

<td>

</td>
/tro<tr>
<td>password</td>
<td>
' <input type="password” name="pwd” size="40" maxiength="32"
I autocomplete="0FF" />
</td></tr>
<{/table>

tormd WebSBEEIS 14 L ER £1T S f=sh DFRi

<br /><br /><br /><br /><br /><br />
</center>

</body>
</html>

(3) O74 > EEXRTH

074 YEHEOFRRIZROKITIRLE T,

&ER
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9-25 O74 EE (73VHRRHG)

Please enter your ID and password.

user ID |

password I

Login

LOGIN

9.3.2 O777NEE (logout.html)

Web SREHEETH /A Y LTWA I IAT7 2 b pul 7y b 2EKRT 57O DEETY .

(1) EREFRH

oz 7 MEEO HTML 7 7 1 V2 {ERT BRI,

x9-4 O777 NEEHICHERRE

MOFITRT LR EBT ANTLIZE L,

SRAE

173

il

<form name="Logout" method="post" action="/
cgi-bin/Logout.cgi"></form>

us7 Y MRfEE Web BEEICHIRT 2720 0RBTT.
CORBREELAVTL S,

<input type="submit" value="Logout" />

Web RRREICT 77 NEREZITD -OICFERTT. 2D
SRIIEFLZWTL 2 a0, EE<form></form>DH
EICBREL TL 72300,

I

=3

¢

N

logout.html 7 7 1 WIZ, 13D 7T 7 A L EBEEMIT 2561, BEEMITTET7 74 ILZOKEIL /7

(RFvva) ZERLTLLEZS W,
(f) < img src="/image_file.gif" >

(2) EREB

o277 hEE (logouthtml) ©Y—2fl%2ROKIRLE T,
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9 Web EZEED
®9-26 O777KEA (logouthtml) MOV —2=2H|
<?xml version="1.0" encoding="euc—jp”?>
<IDOGTYPE htm| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml|1/DTD/xhtml| 1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body> N s -

== ===== Body —==== —=) =] 9 7 '7 ~ #;T%'f’ﬁ ’Ewebﬁlmiﬁl:?ﬁﬁ?‘d' é 1= &)(DEEI@

{center>
L D (R
_Sform name="Logout” method="post” action="/cgi-bin/Logout.cgi™> _________ |

<{table width="100%">

<tr><td align="center” bgcolor="#2b1872">

<font color="#ffffff"><b>LOGOUTL/b></Tont>

</td></tr></table>

<br />

Please push the following button. <br />
L
_Sinput type="submit” value="Logout” /> . _____________________| |

</form>

<br /><br /><br /><br /><br /><br />

</center>

{1—- ===== Footer ===== —-> WebSBEEIZO 5 7 FERETS fzH DR

<hr>

</body>

</html>

(3) 0777 hNEEXRTE

O 77 NEEOFERMIZIROKIZRLE T,

®9-27 O777NEE (757FERRE)

LOGOUT

Please push the following button.

Logout

9.3.3

FIELT—RAvE—T7 71 (webauth.msg) &, Web 8RiE0 71 > £721% Web 58

REETS— Ay tE—2T71)L (webauth.msg)

RIS EEE CTRTT 2 A vt —UHERALIZT7 7 1L TY,

REEER

a7 7w hD%k
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9 Web WL\EIEG) Et m

TI AN NREDFILT — A v =2 ANBZABIE, ROFBIIRT OITORA v —IZEH LR
HTT—RAvt =TT 7 A IVEERLTLEE N,

ﬁ 9-5 nlL.\uIEI7 A \yt >“7 ‘I’)l/@g @Wg

T&S NE
1178 074 2B, 191D 7213327 — REEBR - 72856, & L <13 Web #87E DB IC K 258 ET T —

ERSIEBBIHNIT A A v =,
[F7 4N MRAyE—=]
“User ID or password is wrong.<BR>Please enter correct user ID and password.”

217H Radius IC K ARIAETL T — &R > BRICHAIT A XA v -,
[F7 4L X yt—Y]
“RADIUS: Authentication reject.”

317H ay7 47— 3y, Radius BBIEDHRE E %> T3, Radius —/NEREE & DG ATEL
LTOWRWEEICH T2 Ay -,

[T7xIbAvE—=]

“RADIUS: No authentication response.”

417H FREBOILT 47— a VORERDY, ELRMEREEOREDLDHICTTA 2 TELVIGEICH
NTBAvE—,

[F7AN Xy tE—Y]

“You cannot login by this machine.”

541H TUuT I LOBREORENRELBARICHNITEA Y-,
[F74LhxvE—]
“Sorry, you cannot login just now.<BR>Please try again after a while.”

61TH Tar T LAOREORENFELIBEICENTEA Y-,
[FT7x N b RAytE—]
“The system error occurred.<br>Please contact the system administrator.”

741H TuT I LOEEORENRELBAICHNITEIA Y-,
[T7xNV Xy tE—]
“A fatal error occurred.<BR>Please inform the system administrator.”

817H oz 7y MUET CPURERLZEICL ST, ul 7y MAERMLUGEICHNT A2 Ay -,
[F7HNRFRAyE—]
“Sorry, you cannot logout just now.<BR>Please try again after a while.”

91TH 74 L TWEVWI—Pa s 77 LB EICHEAT A X v —,
[F74 L Xyt —]
“The client PC is not authenticated.”

(1) EBEFRH
s BT UTDITAH-IEEIX, TI7ANMDIT— Ayt —V%FRLET,
o T AIVRIERIZ, YT —R%2” CRHLF” /213" LF” 0525 THREL TLEE 0,

o 1fTICEZRADS Ay E—TURIZ, PASI2NFE (BA256 XF) £TTT. TTTRLTVWAXF
HiZidhtml ¥ 7, BiT74 07 <BR>” b &AET, kB, ¥ASI2 XFEZBALXFIIOVWTITER
LT,
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9 Web FBEMDRTE L EA

s MAELT— Ayt =774 NP 10T EH > 725EF, 10TEHDEORNAIZERL I,

(2) FEAIS—AvE—T 71 IMERDRT > S

« BELT—AvE—TYT77ANVEREABLETFA ML, £OFFHTML FF A MELTHERALET,
L7eA>TC, BiEL T — Ayt —Y FICHTML 0% 7289 2L, #0% TOFEEZITVET,

1 Xy E—YR 1 ITCERTAIRESH D720, TT—XAvt—IDFRA X —JIZWITEZANTZVIE
E1E, BUT L2 WEPRIC HTML 0474 7”7 <BR>" ZHAL TL2& 0,

(3) E=EH
LT — Ay =T 7 7 1)L (webauth.msg) OV — A% KON LET

®9-28 FRREIS—Avt—I 771/ (webauth.msg) OV —2HF|

A—HIDXIF/IART— FARETY

NAT— KRR ETYT

P — AR DMY FRABRO VAT LABEEEICENEHLETLESL,
CATLDBREICEBYAHY FTBROVRATLEREIZHLAHETLEELY,
VAT LEEHE (minor) BROLIESK LTHALBEERTAVZLTLESLY,
SRATLEEZEHSE (major) BROVATFLBEEEFIZENEDLETLESLY,
SATLEEREE (critical) BROVATLBEZICEHLADLETLEELY,

DRTLNSERKETTBROLIESK LTALAST 7 FLTLESL,
A4V LTWERA

(4) =RmBl

FROFBHELT— Ryt —V T A LEHEHL, AT FREREICED, alA itk LizEE0ou s
A VREEEOFE R 2 IROKIRLE T,

9-29 O74 RMER (7757VHRRH)

2—YIDR £/ VR T— FHFIETT (12)

back | close

9.3.4 Web SBSIEHEY 7

Web §R3EEE O HTML 7 7 A )LiC Web REEEH Y V2 EZA L LT
IT7—Avt—V%RFRRTEET,

p={1113
[s2a1

1)

[T (= R VA= 57 B
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9 Web SREEMDERTE &EH

EE I HEZZ EITH & Web 8RREER ¥ 7O AGHLEZRDRITIILE T,

&9-6 [HKIT—HE

BEICERT 5 o7 o777 o774 o744 oO77 077 Reply-
g7&R %g‘ 1>  HrE  VEY VAR YRR YRk Message
EE ] EIE EIE TEHEH HMEHE %rEG
<!-- Login_Time --> =BVl k3! - - O — — — —
<l-- Logout_Time -- = ©Z 7% M - - O - O - -
> %2
<I-- After_Vlan --> k% VLAN - - O - - - -
ID*3
<!-- Error_Message II7—Avt— - - - O - O -
--> ¥4
<l-- Redirect URL -- | 7L - - — %5 - - - —
>
<l-- Session_Code -- 7Z&L - - — — — - _ %6
>
<!-- Reply_Message RADIUS ¥ =/ - — — — — — O
--> PHREF L
Access -
Challenge ®
Reply-Message

(LB O BEELEICFRT S — @ EELEMEES
ba QR B G A ROV 537
FX2 FRHEMEICEL > TRHEPELDFT,
O s CERIIEE : BB ST TSR
sy NETHEE: 9777 FEENTET UK,
X3 urA IR, -V HEE%ITS VLAN ID,
FEx4 arA rErBurs 7Ty SPERLEBEOT T —ER,
EXS HELICRRUERAN, FIEEIEROY v > L URL 2RELET,
EX6 HELICERRLEEAN, 2—HID & State [EEZRIFLE T,

BEFNCOVWTIE, [9.3.5 FOMOBEEYT > TIV] 2ZRBLTL S,

9.3.5 Z0fOEEY > I

Web #2FEHE (loginOK.html, logoutOK.html, loginNG.html, logoutNG.html) &% > 7Ly —2%
~LET,

(1) O7v0>EIEAE (loginOK.html)
07 A VEINBEE DY — A L OERH 2 ROBIIRLUE T,
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9-30 O79 > EIEEDY— 26 (loginOK.html)

9 Web

FRELDERE

<?xml version="1.0" encoding="euc—jp”?>

<IDOCTYPE html| PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtml|1/DTD/xhtml| 1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled&nbsp;</title>

</head>

<body oncontextmenu=¥"return false;¥">
{l-—= ===== Body ===== —)

{center>

Login success

<br /><br />

<Table Border="0">

<Tr>

<Td Align="left">

Login Time

</Td>

<Td Align="left">

</Td>

<Td Align="left"> NN — .
M= Login Time =58> A7 YBRRFS Y

<Td Align="left">
Logout Time

</Td>

<Td Align="left">

</Td>
<Td Align="left">
A
<STr>
__________________ — =mEIebIhG SSa, P
<bX1— Redirect URL ——>%/b> REERIRD T v > THERLE J

<br 73br 75

<form>

<input type="button” value="close” onClick="window.close()” />
</form>

<br /><br />

</center>

<br /><br />

= ===== Footer ===== —>

</body>
</html>

5=z
AR

&ER

loginOK.html 7 7 A )ViZ, 132D 7 7 1 )V EBEEMMT 258, BEMTTE27 7 A LVBOKREIZ” /"

(RFva) ZERLTLLEZS W,
() < img src="/image_file.gif" >

7B, Y13 v VLAN £— REIELH T —F— FTIE, loginOK.html 7 7 A WIZIZH D7 7 A

VEBEMT 2 E, 074 VERYEEPERICERSNZNI EPHD T,
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9 Web SREEMDERTE &EH

9-31 O74 EYEE (737HRRHG)

Login success

Login Time -——20XX/01/11 10:15:28 UTC
Limit Time ———20XX/01/11 11:15:28 UTC

(2) O779 ETEE (logoutOK.html)
U777 MNETHEEOY —AFB I OERFZROKIIRLET,

9-32 O7'77 MNETEHE®OY—RF (logoutOK.html)

<?xml| version="1.0" encoding="euc-jp”?>

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtml 1-strict. dtd™>

<html xmlns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled>&nbsp:</title>

</head>

<body oncontextmenu=¥"return false;¥">
= ===== Body === —)

<center>

Logout success

br Dbr >, N5 F7Y FEIRRSY

<br /><br /><br />

<form>

<input type="button” value="close” onClick="window.close ()" />
</form>

<br /><br />

</center>

{l-— ===== Footer ===== ——>

</body>
</html>

AR
logoutOK.html 7 7 4 Vi, 32D 7 7 A Lz BEEMT 2 5E1%, BEEMITT ST 71 LEZDEE
27/ (Rgvva) ZEHRLTLEE L,

() < img src="/image_file.gif" >
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9 Web

9-33 O777NETHE (73V7HRRHM)

Logout success

Logout Time ——20XX/01/18 09:50:58 UTC

close

3) O71>/0777 MREEE (loginNG.html / logoutNG.html)

usA4y,/ars 7y VRBEEOY — A8 L OERGAZROKISRLUET,

9-34 O71>,/0777 MNMBEREODY—ZH (loginNG.html / logoutNG.html)

FRELDERE &M

<?xml| version="1.0" encoding="euc-jp”?>

<IDOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtml 1-strict. dtd™>

<html xmlns="http://www. w3. org/1999/xhtm|” xml:lang="ja” lang="ja">

<head>

<titled>&nbsp:</title>

</head>

<body oncontextmenu=¥"return false;¥">

= ===== Body === —)

<center> IS—AyE—URFTEYT
<br>

<br /><br /><br /><br />

<form>

<input type="button” value="back” onClick="history.back ()" />
<input type="button” value="close” onClick="window.close ()" />
</form>

<br />

</center>

{l-— ===== Footer ===== ——>

</body>
</html>

I

=
7"

sl

N

loginNG.html, logoutNG.html 7 7 £ )ViZ, E2»07 7 4 VL 2EEMT 25481, BEfTT277

ANRBOFRERIL” /7 (AT v Ta) Z2ERBLTILEE N,
() < img src="/image_file.gif" >

245



9 Web SREEMERTE &EH

9-35 O74>/0777% K NBEE (757FRTH)

2—YIDR £/ VR T— FHFIETT (12)

[back | otose |
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9.4 SSL EitEHE O %

9 Web SREEMDERTE &EH

9.41 H—/\GIEAEERZENT BRIE

SSL ¥ —/\GEBRE S EERUY 51213, openssl 28 < BRIEASAE T, openssl AEIET 5 OS ZIRIC

ALET,

+ UNIX % OS

« Windows 5% OS (cygwin ZSE{EXH)

openssl #FEfT LT, ¥ —/\GEBAZE B {ER L £9, openssl 1.0.2 DIEDON—Y 3 Y AFRALTLZS
Wo F7z, openssl OEFEICEHL T, =7V —ATHBopenssl D RF a2 AV bESIBLTLES

U,

9.4.2 H—/\GIEAE LR DIEK

Y —)NFEHAE S BOMERRIZE 72 5T, openssl ICATIT B1EMEROFITRLET

F 9-7 openssl CASIT B1ER

2

pass phrase for server.key

H—NH)ISAT— R

Country Name I—FK
State or Province Name HERTIRZ
Locality Name THTAT 4

Organization Name

Eil IR

Organizational Unit Name

BB

Common Name

FQDN %7z I3A%BDIP 7 KL &

Email Address

BEHEDEFA—LT FLA

challenge password

optional company name

(LB — : ANTARE

SSL FY —/\iEBAE L 13, openssl BEIMET 2 FIFETIER L 9. IRICFIHZRLET . £z, ETHIT

BRICRT 7 7 A NG Z2ERLE T,

. WEHEDT 71 )L4 : server.key

« BREKREZEODT 714 ' server.pem

PERLT 28— NEEEHE D 7 7 A L4  server.crt
HRY 2MERD T 7 A L4 serverinstall.key

8, openssl BfEBRENO T T M [unix#] & LET,
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9 Web SREEMDERTE &EH

(1)

(2)

(3)

248

BE—RT7 71V Z2%ERT S

HENA MEEDOT 74 )L (rand.dat) ZH#EFLE T, AEBLUIT— NEIHLEEA,
SSLBIETERT 2R ZEHT S

BEZ 2048 ¥y & L7#E (serverkey) ZERT 2612 RORITRLE T,

9-36 ROIEM

unix# openssl genrsa -out server.key -aes256 -rand rand.dat 2048
241 semi-random bytes loaded
Generating RSA private key, 2048 bit long modulus

.................................................................. +++
............. +++

e is 65537 (0x10001)

Enter pass phrase for server.key: *****x*x sl
Verifying - Enter pass phrase for server.key: ****xkx¥x* 2

L.Y—NHONSAT—FE2ANLET,
2.9 —=NHONSAT—RE2BEANILET,

BLEKREZEHT S

SHA256 #fER LT, E# (serverkey) »5BZERE (server.pem) Z{ERT 261z ROMIIRL
9, %8B, CORTANT 2ERIE, BIEEZRTLOIFERALLZLOTT., EBICIX, CARPHEITT S
CAGLHAZE, BXUHE CAHELEOBREICKELERE AL TLIZE N,

X 9-37 BREKSDIEM

unix# openssl req -new -sha256 -key server.key -out server.pem

Enter pass phrase for server.key: *****xxx 1
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:JP 2
State or Province Name (full name) [Some-State] :TOKYO =3
Locality Name (eg, city) []:MINATOKU 4
Organization Name (eg, company) [Internet Widgits Pty Ltd]:NEC 5
Organizational Unit Name (eg, section) []:IP8800 RS
Common Name (e.g. server FQDN or YOUR name) []:www.example.com 7
Email Address []:admin@example.com -8

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []: 9
An optional company name []: =9

LY =NHONZAT =2 AT LET,
2Ea-FZ2ANLET,
JEMEMNBEZRZANILET,

4.2 AT LE T,

S5.2HAE AN LTI,

6. EEDOEMZATILET,

7.FQDN H7/:3ARZBDIP 7 NLAZ ANILE T,
8A=LT RLVAZANLE T,



(4)

5)

9.4.

(1)

(2)

(3)

9 Web SREEMDERTE &EH

9. b AT LEHA

T —NEAEZER T

-days * 7> a v EFERLT, BM#RE 365 HERE LY —/\iEHAE (server.crt) Z1ERT 2 H61% Ik
DENTRLET,

9-38 H—/\SIEREDERL

unix# openssl x509 -in server.pem -out server.crt -req -signkey server.key -day
s 365

Signature ok
subject=/C=JP/ST=TOKYO/L=MINATOKU/O=NEC/OU=IP8800/CN=www.example.com/emailAddre
ss=admin@example.com

Getting Private key
Enter pass phrase for server.key: ***xxxx 1

1LY —NHADONRAT =2 ANILET,

REICTVAN=LNTBEODOMERZERT D
BEICA VA M—LTH200MEHE (serverinstall.key) Z4ERT 2612 RORIIRLE T,

9-39 WEROEM

unix# openssl rsa -in server.key -out serverinstall.key
Enter pass phrase for server.key: ***xxxx 1
writing RSA key

LY —=NHONZAT—=F2 AT LET,

3 H—/\EIEAE EROERF

B a2~ K set web-authentication ssl-crt T, ¥ —/\ViFFAE &M E#E» REBICEH LTI, £/, F
M CAILHEN D 5158, V- N\IHEEBIUWMEBREFARICERLET. KICFEEZRLET,

H—/N\IIBAE E R EARKEICENXT D

MC # IS 27, BRI Fsftp, scp 2 EICE »T, fE L7 — NEEBE & RS & A | 3
LEd. 72, il CAMHELS 251, FRICAEBICERLET,

i CA SIBRZEZ #fH T 3

FifE CAERAEN B 215513, BT 2HHE CAEHEZEO 7 7 A VAR L E T, £z, BHOFME CA
HFBAE (ROFETHITIEZ DD 7 7 1 )L root.crt & next.crt) BHBEEE, 77 /I E2T—ILT—2OD
774 (cacrt) ZEHLET,

9-40 ohfE CA SRS D%l

# cp root.crt ca.crt
# cat next.crt >> ca.crt
#

T—/\GIAE E REAKEICERT B

REEHEEET-NTO/A LT, ALY bT 4 L7 MUY —NGEHE (server.crt) &R
(serverinstallkey) B & £9. £/, HH CAGHAF (cacrt) PH2HEE, ALY T4 L7 MII
i CAREEAZE 2B E £,

T A ILEBWIRET, AT R set web-authentication ssl-crt 2T L TABBICEH LT,
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9 Web SREEMERTE &EH

(4)

(5)

(6)

250

B 9-41 H—NAAELRDER

# set web-authentication ssl-crt

Set path to the key: serverinstall.key

Set path to the certificate: server.crt

Set path to the intermediate CA certificate: ca.crt

Would you wish to install SSL key and certificate? (y/n):y
Install complete.

Please restart web-authentication daemon or web-server daemon.

#

NIRRT

1.IBEO 7 74 VEEIEELET,
2.9 —NHHEOT 7 A LEERIEELE T,

3. CAREHED 7 7 A VB ZHRE L £ 9. i CAREAEZEN ZWIHBAE1E, [Enter] F—-720%2 AL
£9,

4 AT UIEABNPELTNE, yEAALET,
B, BEEICE, U NEHE, WER, BXOPH CARHBEONETPESEOF v 72 LEEA,
ZT0z®, ELWHAGDEOY —/GEAE, WER, BIUHHE CAEAZEZERLEL > HEI,
HTTPS 2L Cou A VEPT 77D MMEN TE 20 E T, ZOXImEXIE, BHFLULEE

HECMEREZ VS TAHBR LD E, BEELVHEAGDEDOY —/\GEAE, WEH#E, BIOHH CA
AEAZ 2B L TSV,

BRZHRI S

B I~ > F show web-authentication ssl-crt #2517 LT, ¥ —/ iEHAE, WEE, BIOHRE CASE
HENBRINTWVWAZ EZHERELET,
X 9-42 H—/\GIBEE & MO EIRIER

# show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key : 20XX/03/30 14:05
SSL certificate : 20XX/03/30 14:05

SSL intermediate cert: 20XX/03/30 14:05
Web ty—/\=BicE)d 3
BRI~ N restart web-authentication web-server 25T LT, Web ¥V —N\Z2HEHLFI,

9-43 Web #—/\DEHCE]

# restart web-authentication web-server
Web t—/\DicE) = #5RT 2
ps IV REMALT, Web#—/\ (httpd) HEBILTWHZ L %2R LET,

9-44 Web H—/\OiCENESR
# ps -—auwx |grep httpd

root 471 0.0 0.1 212 672 22 S 6:19PM 0:00.52 /usr/local/sbin
/httpd -DS WA -DSSL -DWA SSL

operator 11070 0.0 0.1 164 556 00 S+ 6:20PM 0:00.01 sh -c ps -auwx
| grep httpd

operator 11421 0.0 0.0 32 36 00 R+ 6:20PM 0:00.00 grep httpd



9 Web SREEMERTE &EH

9.4.4 +—/\FIEAZE LR OHIFR

(1)

(2)

(3)

(4)

EH I~ >~ N clear web-authentication ssl-crt ¢, ARZEBICE SR L - — N GLIAE, WERE, BIUOHRH
CAFHHEZHIBLET, RICFEZRLE T,

H—/N\EGIERE L R ZHIFRT S

EEEHET—RNTur/ 1 LT, BRI~ R clear web-authentication ssl-crt 2T L TEH L /-
B —/NiEEAE, MWE#E, BXOHRE CAEHAEZHIKRLET.

9-45 H—/\SIBHE LB OHIER

# clear web-authentication ssl-crt

Would you wish to clear SSL key and certificate? (y/n):y -1
Please restart web-authentication daemon or web-server daemon.

#
Ly #ANTBE, BRULLY—/NERSE, WER, BEORHE CALEHBLHIRLET.
HIBRZ 53T %

B O~ > R show web-authentication ssl-crt 2547 L ¢, ¥ —/ \iEBHE, R, B LOHE CAGE
BHENSHIR SN TVWAZ E2HERLET,
9-46 H—/\GIBAZE & BOHIBRIESR

# show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC

DATE
SSL key : default now
SSL certificate : default now

SSL intermediate cert: -

Web ty—/N\%=BicE)d 3
B o~ R restart web-authentication web-server 2347 LT, Web ¥ — N2 HEEFH L FI,

9-47 Web % —/\DOECE)

# restart web-authentication web-server
Web #—/N\DiEE# =R 3
ps IV FEMALT, Web#—/\ (httpd) MEEBLTCWHZExHERALE T,

9-48 Web t—/\DiCETESR
# ps —auwx | grep httpd

root 471 0.0 0.1 212 672 2?2 S 6:19PM 0:00.52 /usr/local/sbin
/httpd -DS_WA -DSSL -DWA_SSL

operator 11070 0.0 0.1 164 556 00 S+ 6:20PM 0:00.01 sh -c ps -auwx
| grep httpd

operator 11421 0.0 0.0 32 36 00 R+ 6:20PM 0:00.00 grep httpd
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I\/\AC SRS D fEER

MAC 8k, ZfEL7 L — L\@%fET—EMACTFI/X%:DﬁEb, VLAN
’\@77’12;(%Uﬁﬂ%f?5%% T—d_o ;@E-’C lZ MAC 38 Fod Oblfﬁgﬁbi
ERS
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1 0 MAC ¥y EEG)QEDH

10.1 #i&

2—HID, AT —F&2ANTE%PC DL %EETI3 IEEE802.1X ® Web 8k 2 MATE 97,
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#F& 10-2 EZE VLAN T— R® RADIUS FREEAT D VLAN ID BBE&

A7« L—>3>
a7 REE

B

Z=l)) MAC 7 RL A& VLANID TH&LZET,

L MACT7 FLRZITRAELET.

%72, RADIUSANOBVWEDRICAWVS/INZAT -, 274 71— 32372 F mac-
authentication password ’("“”’”’C ?{f £9, B, 2717V — 3 »3v N mac-authentication
password ARE SN TV WHEEIR, RiEz2iTO MACT7 FLA%E/SAT—RFELTHWVWET,

10.22 91473y 7 VLANE—R

(1)

A4 3w VLAN E— RTlE, REHI VLAN B SN T W RBIE R K %2, FRIFAINIE, PE
MAC £83F DB £7-13 RADIUS 2B &N TW5 VLAN ID 2 LT, MAC VLAN & MAC 7 RL &
T —TIWIZBER LU CERI% VLAN ANOBEEZHFAILE T, DD, RIRIHREVPDEIZERD ET,

« MAC VLAN & ESN T3 MAC R— M 2FREER— M & LCEGE
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Reply-Message 18 (RfER)
Tunnel-Type 64 ¥4+ 3IvZ VLAN £— FEICER L7,

VLAN 29 13 THoH2»%EF v 7 LET,
EE VLAN £— FRHIER L EE A

Tunnel-Medium-Type

65 ¥4+ 3w VLAN T— FERICERLE T,
IEEE802.1X L [ERDE 6 @ Tunnel-Medium-Type T®H % 5%
Frv I LET,

EE VLAN £— FERIIER LA

Tunnel-Private-Group-1d

81 %4537 VLAN £T— FEFICERLE T,
VLAN 2R ITEHFXEHE 7213 “VLANxX”
xx I E VLANID 2% L %9,

7272L, EED 1 X277y hOREN 0x00~0x1f DFEIE, Tag
ERLTWVWAHOT, COHEIE2A 7Ty NEP»S5OEHN VLAN
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10 MAC S3EEDf#ER

B2

Type f& EHER

2FRLET, SLHED 1 477y bOWNED 0x20 DL EDIFEX, £
A5 VLAN 2E L7,

iz, AV 74 7L —3>a<v > Kname TRES Nz VLAN

LR SN7HEE, VLAN ZFRICHISd 5 VLAN ID #1H

ALZx9d,

EE VLAN E— FEHZFRALEE A,

& 10-7 RADIUS Accounting TiEFT B4R

B4R Type f& SHEA

User-Name 1 MAC 7 RL A, 713 [K10-10 MAC 7 FL Z+VLAN ID &4
K] CERUEEEELET,

NAS-IP-Address 4 NASDOIP 7 RL AL E T
VW—=TNy 7425 T2—=ADIP 7 KL ARERIL, L—TNv 71>
F7x—ADIP 7 RUVAEBMLET, B, hbihE, —nNEE
BIAA VYT —ADIP 7 FLAZELE T,

Service-Type 6 Framed(2) & E L £7

Calling-Station-Id 31 WARD MAC 7 KL A (/INXXF ASCI, “-” KEJ0) 2RELE I,
5l : 00-12-e2-01-23-45

NAS-Identifier 32 [EE VLAN £— R TIZ, 8RR %2 INA L TWwWa VLAN ID 2 #FXF
FITHELET .
f5l - VLAN ID 100 ®»#54& 100
Y¥4F+3Iv 7 VLAN E—FRTlk, 207471V —Yaryavr R
hostname TIEE SN EEBLZIEE LT,

Acct-Status-Type 40 FRRERLINERIC Start(l), FREEMEPREFIC Stop(R)EEM L £ 9,

Acct-Delay-Time 41 ARy MREERDPOREETHETICELLEE (W) 2BHLET.

Acct-Session-1d 44 Accounting &z #7195 ID (GRIERT), FRAEAFRRICEIL CIXE UE
T9)o

Acct-Authentic 45 FRIEHFRZRT RADIUS, Local DES S 2B L E T,

Acct-Session-Time 46 FUERRBR Y B F TORE (B) =ML ET,

NAS-Port-Type 61 Virtual(5) 28 E L £ 7,

NAS-IPvé6-Address 95 NAS D IPv6 7 RL A% L £ 7

V=N T4 25T 2—=ADIPv6 7 R L ARERIL, L—F Ny oA
VETI—ADIPVE T RLAZEHLE T, 4B, IhlilE, ¥—N
LBEETAHAAN Y T2—ADIPVO T RLAZMLE T, 72721, IPv6
Y2 ou—HhL7 RLURATBETAEEE, VTN IV F T2 —R
DIPV6 7 RLUABREDEEIIPIPDET, REEA Y72 —AD IPv6
Yooua—ALT7 RLUAZBHLET,




10 MAC SRREDERSR

1 0-5 I\/\AC le\ﬂIE{Em H%d) %%It
(1) figses O3t

MEEE S DFRTFEIZDNTIE, [5.2 LAY 2 E&MEEE OHFIC OV T] 2B L TL S0,
(2) MAC le\n[E7°D77A7J ﬁE@J lJTCi’JEJ_é

MAC Z3E 71 7' LS HEEE L7356,

ELDEEPO)@_/\—(O)ELDEz) ﬁ#ﬁ%éhi@_o k.a)ilﬁ ﬁ@é}‘%(ﬁbcﬁ
BRI (T TL 2S00,
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N\AC =1 I:IIE 0) /:I_E t

MAC 2RiFlE, ZELET7L—L20%ETMAC 7 RL A%E

III-U

GEL, VLAN

ANDT 7 A EITOKETT., ZOETIEI MAC SEEOA L —> 3 >

IZDOWTHBALE T,
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11

11.1

MAC SBEEDERTE L EFA

>J47Lb—3>

11.1.1

11.1.2 EIZE VLAN £—

A 7147 L—>3a>av > R—

MAC#ED Y74 7L —Ya>yavy R—EBER2ROFIIRLET,

x®11-1 2>7147L—>3a>avR—E&

av > RE

A

aaa accounting mac-authentication default start-
stop group radius

RADIUS Accounting #f#fHd5Z & EREL £,

aaa authentication mac-authentication default
group radius

RADIUS FBAES R CRGET 2 EZREL L J o

mac-authentication auth-interval-timer

FREERAER, ROFBIENPITHON S & TOFERIER R
EHEELET,

mac-authentication auto-logout

WARDPSDT T AN R VIRENFENWT WS L2
H U TR RRR T 2 EE e IC LET,

mac-authentication dotlg-vlan force-authorized

MAC 7R— MZ switchport mac dotlq vlan &E A
BIBAEIC, Tagged 7 L — LR FTIERIMCHELE T,

mac-authentication dynamic-vlan max-user

¥4+ 3Iv 2 VLAN £T— R CRRIETE 5 MAC 7 KL
AHETRRELET,

mac-authentication logging enable

BHiEa 7O syslog ¥ —N~OHNZFHELE T,

mac-authentication max-timer

AR AR ZIEELE T,

mac-authentication password

RADIUS ¥ =D WEDERIZHERT 2/527 —
REHRELET,

mac-authentication port

MACRREZ{TO A — b Z2RELE T,

mac-authentication radius-server host

MAC FBHESIC RADIUS 4 — 30 IP 7 KL A% &
BEELET.

mac-authentication static-vlan max-user

EE VLAN £— RTIET& %5 MAC 7 N L A¥ %18

ELET,

mac-authentication system-auth-control

MAC#iEr—E v 2EH L X T,

mac-authentication vlan-check

FRRERRIC MAC 7 RL ZIZNZ, VLANID 849 %
ZEEHRELET,

(1) O—AILEREAHBADERNLREE

272

EE VLAN €£— R T, u—hREARZ2ER Y 5 L TOERNLZERE

Rp3d>T7«17L—>3>

EROMISRLE T,



11

11-1 BEZE VLAN ®— ROO—AIEREEARDOERER

REERICT IV ERTED

_____________________________________

VLAN 10 = v

_____________________________________

IEEE802. 1XFE f=I&
WebzB 5L TERELE

MACEEFE > SR a8

(@) FRELAR— bDEE

BEEDRA > N
MAC FBEECHEAT 2R — F2RELE T,

[0V > RICKBEEE]

1. (config) # interface gigabitethernet 1/0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if) # mac-authentication port
(config-if)# exit
RAEEITOWMADPER SN TVAR— MIMACEREARE LT,

(b) MAC FREEDERE

[BEEDRA > N

MAC

MACEGED Y 74 7L —a3>yavy REEELTMACREIEEZEICLET,

[O7> RICKBERE]
1. (config) # mac-authentication system-auth-control

MAC FREEZ&E# L £ 79,

(2) RADIUS SBEEATNDEARNIRERTE

WL\uIEO) oX

EE VLAN £— KT, RADIUS it AR A2 {FHHT 5 L TCOERNLFHELXROKITIRLET,

EEER
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11 MAC SREEDERTE & EF

11-2 EE VLAN £— R RADIUS SREEATNDEARIBRK

RELRICT IV EARATES

RADIUSH—/N
192.168.10. 200

1/0/11 1/0/10

1/0/3 1/0/4

SV |V v

_____________________________________

IEEE802. 1XZFE f=I&
WebZE 5l TERELE

MACEESIE xS S 2

(a) EREEAR— MORE

[REDHA > N
MAC BBRECHEFIT 56— F 2 RELE T,

[O7 > RICKBERE]

1. (config) # interface gigabitethernet 1/0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if) # mac-authentication port
(config-if) # exit
REEEITOWMADPER SN TSR — MIMACRRIEZHEL T,

(b) MAC FREEDERTE

BREDRA > M

MACERED A>T 4 ZL—2aravy FERELTMACRIEEZEMIILET,
[37> RICKBERE]
1. (config) # aaa authentication mac-authentication default group radius
(config) # mac-authentication radius-server host 192.168.10.200 key "macauth"
FIEZ RADIUS Y —NT9 572012, IP7 FL A& RADIUS#EZFHRELE T,

2. (config) # mac-authentication system-auth-control

MAC itz 8 L £ 79,
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11 MAC SBEEDEETE & EH

1113 94FXyJVIANE—ROO> 717 L—>3>
(1) O—HLREAANOESRNLRERE
§4F 397 VLAN £— FC, BEHREHEAT 5 ECOBRNARELROBICRLE T,

11-3 99473y 7 VLAN E— ROO—-HILZEEARDERER

REERICT VI EARATES

L3RA v F
gggggeee
[ —
(VLAN 20)
PSS — b
KB ; 1/0/11 i
A 1/0/3 1/0/4 V)
__________________________________ ,
SEERIVLAN —~__ | S

(VLAN 10)

| HUB |
1EEEB02. 1XZE = (%

WebZ2 i TER:E

MACEZZE*t R 25
(@) FRELAR— MDFE
[BREDRA > K]
MAC 8iECERT 2R — b 2HREL T,
[OY > RICKBERE]

1. (config)# interface range gigabitethernet 1/0/3-4
(config-if-range) # switchport mode mac-vlan
(config-if-range)# switchport mac native vlan 10
(config-if-range)# mac-authentication port

(config-if-range) # exit

REEZATOWARDPHER SN TN DS A — M MACRIEEZHEL T,
(b) MAC SREEDERTE

EREDRAT > K]
MACEGEDI Y 74 7L —3>avy FERELTMACEIEEZERNICLE T,

[Ov > RICKBEHRE]

1. (config) # mac-authentication system-auth-control
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11 MAC SREEDERTE & EF

MAC FFEZ B L £ 3.
(2) RADIUS SREEARNDERKRERE
¥4 F 3y 2 VLAN £— FT, RADIUS AR % ERT 2 L COBRNAEREL ROMITRLET,

11-4 91473 v 7 VLAN £— RO RADIUS REEARDEARIER

PEERICTT I ERTES

RADIUSH —/ %
192. 168. 10. 200
L3RA v F
gasssget
________________________________ i SFEEEVLAN
I - (£200000000000000000000000000 R S (VLAN 20)
i@ | 1/0/10 ] b 1/0/11 3
| s voat
SBEERITVLAN e |/
(VLAN 10)
| HUB |
IEEE802. 1XF 1= 1%
WebZBEE T 2B3E

Y
MACERAT xt 5 4% 25 PC1 PG2
(@) EREEIR— NDERE
[EBREDRT > N
MAC B CEAT A2R— b 2HRELE T,
[T > RICKBEEE]

1. (config) # interface range gigabitethernet 1/0/3-4
(config-if-range)# switchport mode mac-vlan
(config-if-range)# switchport mac native vlan 10
(config-if-range)# mac-authentication port
(config-if-range)# exit

FREZATOWMADPHERR SN TV AH AR — M MACRRIEZHEL T,
(b) MAC FREEDERE

EREDRA > M
MACERRED > 74 7L —2a>»av Y FEHRELTMACRIEEZEMICLET,

[Ov > RICKBEERTE]

1. (config) # aaa authentication mac-authentication default group radius

(config) # mac-authentication radius-server host 192.168.10.200 key "macauth"
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11 MAC SBREDERE & EA

FEEE RADIUS 4 —NT9 572012, IP7 FL A& RADIUS#EZBRELE T,

2. (config) # mac-authentication system-auth-control
MAC RiEx & L £ 9,
1 1 1 4 MAC nll,\nIEO)/ \°5>( 9|:|2L=E
MAC BECHRETE AN TIRA—YDRE/EZHBELE I,
(1 ) wu\niEﬂijCH%Fﬁo)ggfé

BEEDRT > N
FORLE TR A DY AR %2 SR B I FRAEAERR T AR 2 RE L £ 9,

[Ov > RICKBEHRE]

1. (config) # mac-authentication max-timer 60

SR I FRAEAERR T B R 2 60 TICREL X7

(2) EE VLAN T— RDFEEHADERE

EREDRAT > M
EE VLAN E— R CRRHFTES MACT RUABZRELE T,

[O7> RICKBETE]

1. (config) # mac-authentication static-vlan max-user 20

MAC FFEDEE VLAN £— FTRIETE 2 MAC 7 FLAD# % 20 HICHEL L7,

(3) RADIUS #—/\DEEE

EREDRT > K]
RADIUS #BiEAXTHEAT 5 RADIUS =N ZHREL £ 9,

[O7 > RICKBERE]

1. (config) # aaa authentication mac-authentication default group radius

RADIUS % —NTRAT 5 LI ICHELET.
b)) 7ho>oT1>TDEE

EBREDRAT > K]
THI VT4 v TEHZ2TAHEIICHRELE T,

[O7> RICKBEEE]

1. (config) # aaa accounting mac-authentication default start-stop group radius

RADIUS = NIC7 Ho VT 4 v VR E T 2L ICRELET .
(5) syslog H—/N\\DESEERE

[E’“TE(D/‘J‘{‘/ N]
AL R S BfE T 7% syslog U —NICH I AREE LE T,
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11 MAC SREEDERTE & EF

[Ov > RICKBEERTE]

1. (config) # mac-authentication logging enable
(config) # logging event-kind aut
MAC FZREDFER L B F T 7% syslog ¥ —NICH T 28E%X LE T,

(6) EREEEFIC VLAN ID £I8E59 %58 TE
EXEDRAT > N]
AL I, MAC 7 RL A2 T < VLANID 3 lBET A58 ICRELET,
[O7 > RICKBERE]
1. (config) # mac-authentication vlan-check key "QE@VLAN"
ERGERRIC VLANID B IBA L E T,

%7z, RADIUS it AT, MAC 7 RL Z& VLAN ID &% “@@VLAN” OFETDXF 7 XFF
T RADIUS ANfiLWEDEE T,

(7) RADIUS BW&H /N2 —RDEE
EREDRT > K]
RADIUS NORBEDOBIZHEHT 2/ AT —R2RELET,
[O7 > RICKBEEE]

1. (config) # mac-authentication password pakapaka

RADIUS NDOB&ERD/SA T — K& LT” pakapaka” #FEL £ T,

(8) EVELKRARDAEETELIGREIREMREEE

[BREDRAT > K]
FRER B OIREIFRAE £ TORRIERERERZHREL X9,
[O7 > RICKBRE]
1. (config) # mac-authentication auth-interval-timer 10

AERHR, 10 TREIEBRICHERIEZITO L ORELX T,

(9) EREIERIPVA 772X X NDEE

[BREDRAT > ]
RAERTPRRE DI R SRFED /N v b 2 REBHNANILET HEORELH T,

[O7 > RICKBERE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl) # exit
(config)# interface gigabitethernet 1/0/3

(config-if)# authentication ip access-group 100

(config-if) # exit
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11 MAC SBEEDEETE & EH

FREERTOWAR A2 S5 DHCP /¥ v F7213 192.168.10.100 ND 7 7L A %03 5 IPv4 77 £ AV A
%%‘“*bi?

(1 0) 9\\{# v VLAN €E— R o)wu\nﬁzﬂmggi

[BREDRT > N]
4> 3Iv 7 VLAN E—RTCRIETESLMACT RLABEZRELE T,

[Ov > RICKBEHRE]

1. (config) # mac-authentication dynamic-vlan max-user 20

MAC 88iED ¥ 1+ 3 v 7 VLAN £— R CRRIETE 2 MAC 7 R L 2D % 20 EICREL £ 9

(11) WERDSDOT7 T AW R VIREEZ &R U TEREIER I 2 3% BICRE

BREDRA > N

A MAC 7 RL AZEDBERPSD T 7 AN VREDSHEWLW T2 LWL DI
Ebiﬁo

[O7> RICKBETE]

1. (config) # no mac-authentication auto-logout

FWAEEA MAC 7 RV AZRDWMARDP S DT 7 AW RV T OREEARRSE R VWEREE L
£9,

11.1.5 SRELRRANDEETTE

MAC FBEECEREN RN E T 57O DHREZHHAL X9,

(1) EE VLAN T— RDFREBRHM R — b DERE
EE VLAN £— R T, @i LAV CBEZFTT 68— FEROLIICHELET,

BEEDRT > K
FEEZ RN T HAR— ML TIE, BRER—F2RELEHEA

[Ov > RICKBEEHE]

1. (config) # vlan 10
(config-vlan) # state active
(config-vlan) # exit
(config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if) # mac-authentication port
(config-if) # exit
(config) # interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 10

(config-if)# exit
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(2)

(3)

(4)

280

MAC FREEDERE & &M

EE VLAN £— FTH> VLAN ID 10 28 E LR — b 1/0/4 ICIEEREAR - F2RELE T, £

7z, R—=1H 1/0/10 IZFEREL 2 W CHEBE ZFFAI T 55 E’a‘:bi@“

Bl VLAN E— R OFPEEFRMMmAR DEXE

EE VLAN €= RT, BELEZVWTHERFZHFAITAHKDO MAC T RL A2 IRD L

EEDRT > M

EREE AR T B KRDO MAC 7 FLAZ MAC 7 RLATF—7IILICBHLET,

[O7 > RICKDEE]

1. (config)# vlan 10
(config-vlan) # state active

(config-vlan) # exit

CRELET,

(config) # mac-address-table static 0012.e212.3456 vlan 10 interface

gigabitethernet 1/0/10

VLANID 10 @R — bt 1/0/1012, LW THEEAZHFAITAMAC T RLAZHZELE T,

917+ 3X v 7 VLAN T— RDEBEERHNR— M DERE
9“/{'}‘3 v 27 VLAN E&— FT, uLuEb&b‘TL{u%‘éfz—J‘?éT ]‘%(k@ckj

REDRA > M
REEZ RN B AR — ML TIE, BRER— P ZRELFHA

[OV > RICKBETF]

1. (config) # vlan 10
(config-vlan) # state active
(config-vlan) # exit
(config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config-if) # switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config-if) # mac-authentication port
(config-if) # exit
(config) # interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 20

(config-if)# exit

i1
CRXAE

ELET,

433 v 7 VLAN £— FT#H> MAC VLAN ID 20 #&E L7z A — b 1/0/4 ICIFFRIEAR —

ELET. £/, A—bH 1/0/10ICIBRREL 2V TEFZFHFA I H5REEZ LE T,

17+ 3 v 77 VLAN E— RDERERAMNHERDERE

¥4+ 3Iv 2T VLAN E—RT, FTIALZVWTHEELZHFUT2HAKD MAC 7 RLAEZIRO XD ICERELE

a_()



11 MAC SBREDRE & EA

[EBREDRT > N]
EREE RN T AUHARD MAC 7 KL 2%, MAC VLAN & MAC 7 RLAT—T7IILICBHELET,

[O7> RICKBEE]

1. (config) # vlan 20 mac-based
(config-vlan) # mac-address 0012.e212.3456
(config-vlan) # exit
(config) # mac-address-table static 0012.e212.3456 vlan 20 interface
gigabitethernet 1/0/10
MAC VLAN ID 20 @R — bt 1/0/10 12, FEEL 2 W TBEZFHF I 2HAD MAC 7 RL AZHRE L
£9,

(5) dot1q s&E MAC R— N DEREERRANEETE

[BREDRA > N
dotlq EMN SNz MAC A— h® Tagged 7 L — L %2 FBiERMCHEL T,

[O7 > RICKBETE]

1. (config) # interface gigabitethernet 1/0/20
(config-if) # switchport mode mac-vlan
(config-if)# switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config-if)# switchport mac dotlg vlan 100
(config-if) # mac-authentication port
(config-if) # mac-authentication dotlg-vlan force-authorized
(config-if)# exit
MAC SEQZIER S A — k 1/0/20 1225 L7z, VLAN ID 100 255 Tagged 7 L — L4 % ARSI
KT 2aRmEZLET,
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11 MAC SBEEDRE L EA

11.2 AXRL—>3>

11.2.1 EROY>Y R

MAC FREDER I~ Y F—EZIRORITRLE T,

®11-2 EFIYR—E

av > RE

5‘:‘2

]

show mac-authentication login

MAC REETRREEFEAD MAC 7 FL A 2R RLE T,

show mac-authentication logging

MAC FRFEDEED T HEREFRLE T

show mac-authentication

MACREEEDa> T4 L —2a v aRRLET,

show mac-authentication statistics

MEtEmERRLE T,

clear mac-authentication auth-state mac-
address

FREEVE AR & R I ERAEARRR L £ 9

clear mac-authentication logging

BEo sERE 7T LET,

clear mac-authentication statistics

MEHERZ VT LE T,

set mac-authentication mac-address

WEt MAC Z8iEDBNMAC 7 FL AZBH L £7,

remove mac-authentication

Wit MAC 883E DB 75 MAC 7 FL A ZHIBR L £ 9

commit mac-authentication

WEMACERIEDB %277y Y a X EVICRFELE T,

show mac-authentication mac-address

WiE MAC 883E DB ICB @S nzlE®me TR L EJ,

store mac-authentication

W MAC REDB 2 1Xw 77y L ET,

load mac-authentication

N 7977406 HNEMACZ8i DB 28T LE T,

clear mac-authentication dead-interval-
timer

dead interval #gE12 & % 2 B HEUED RADIUS ¥ —/S\~\D 7 &7
2756, 1 BEHD RADIUS U —N\DO7 7t AIZELE T,

restart mac-authentication

MACERETu /I L2 HEH L7,

dump protocols mac-authentication

MAC FREED 5 TERENELE T,

11.2.2 MAC SREIDFREBHRRT

show mac-authentication 2% > R T MAC ERFOHREBHRISZREINE T,

11-5 MAC SRELDREFIRE TR

# show mac-authentication

Date 20XX/10/17 10:52:49 UTC

mac-authentication Information:
Authentic-method : RADIUS
Dead-interval : 10

Syslog-send : enable
Force-Authorized : enable
Auth-max-user 1024

Authentic-mode :
Max-timer : 60
Port Count : 2
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Static-VLAN

Accounting-state : disable
Max-terminal 1024
Auto-logout : enable



enable
$VLAN

VLAN-check
Vid-key

Authentic-mode Dynamic-VLAN

Max-timer : 60
Port Count : 2

Port Information:
Port

Static-VLAN
VLAN ID
Auth type

Dynamic-VLAN
VLAN ID
Native VLAN

Forceauth VLAN:

Access-1list-No
Max-user

Port
Dynamic-VLAN
VLAN ID

Native VLAN

Forceauth VLAN:

Access-1list-No
Max-user

Port
Static-VLAN
VLAN ID
Access-1list-No
Max-user

Max-terminal
Auto-logout

0/1

5,10,15
force-authorized

1200,1500
10

1500

100

64

0/2

1300-1310
20

1300

100

64

0/10
300,305

100
64

1 1 23 MAC IJIL;\IJIEGD% hn-l- rﬁﬁﬁﬁ—.r

11 MAC SBREDERE & EA

256
enable

show mac-authentication statistics 2+ > KT MAC FREEDIRES L O RADIUS & O@BERRASETR

ENET,

11-6 MAC FRELDRT

# show mac-authentication statistics
Date 20XX/10/17 11:10:49 UTC
mac-authentication Information:

Authentication Request Total : 100

Authentication Current Count : 10

Authentication Error Total : 30

Force Authorized Count : 10
Unauthorized Information:

Unauthorized Client Count : 5

RADIUS mac-authentication Information:
[RADIUS frames]

TxTotal : 130 TxAccReqg : 130
RxTotal : 130 RxAccAccpt: 100
RxAccChllg: 0

Account mac-authentication Information:
[Account frames]
TxTotal : 100
RxTotal : 100
Port Information:

TxAccReq : 100
RxAccResp : 100

Port User-count
0/10 10/ 256
0/12 10/1024

11.2.4 MAC SRELDERELIRRERTR

TxError : 0
RxAccRejct: 30
RxInvalid : 0
TxError : 0
RxInvalid : 0

show mac-authentication login 2+ > KT MAC fRiEDORRIERENFRINE T,
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. 1 1 7 N\AC WL.\D WL\DIE'{*II—:\%T

# show mac-authentication login
Date 20XX/10/17 10:52:49 UTC
Total client counts:2

F MAC address Port VLAN Login time Limit time Mode
* 0012.e200.0001 0/1 3 20XX/10/15 09:58:04 UTC 00:10:20 Static
* 0012.e200.0002 0/10 4094 20XX/10/15 10:10:23 UTC 00:20:35 Dynamic

11.2.5 W MAC 535 DB D1ER

MAC B AT LDBEREB XY 74 L= a VOBRENT T LizH &I, W MAC £2EF DB
2R LE T, £z, T TICHEMACFRE DB ICBSRSNTWAHNEZBIELE T,

(1) MAC7 RLZADERR

set mac-authentication mac-address I~ > R ¢, 8ENERD MAC 7 FLAZEIZMAC 7 RL A,
VLANID 288 L9, MACT7 RLAZHDERT BH2RISRLET,

[O<> RAA]

set mac-authentication mac-address 0012.e200.1234 100

set mac-authentication mac-address 0012.e200.5678 100

set mac-authentication mac-address 0012.e200.9abc 100

set mac-authentication mac-address 0012.e200.def0 100
set mac-authentication mac-address 0012.e200.0001 100

(2) MAC 7 R L RI1E#RHIFR
BHEEHMAC 7 FLAZHIBLE T,

s .

[3<> RAA]
# remove mac-authentication mac-address 0012.e200.1234

MAC 7 F L 2(0012.€200.1234) ZHIFR L £ 9

(3) M MAC &35 DB NDKIR

commit mac-authentication 2> KT, set mac-authentication mac-address 2~ > FHE LS,
remove mac-authentication mac-address 2= > K CTEB$ - HikR L7258 %, B MAC 3EF DB IR
MLUET,

[O<> RAA]

# commit mac-authentication

11.2.6 NEMACEREEDB DNy I 7v S
Wi MAC FBEEDB DNy 77w THE, BEXUONY I 7y LT 7 AU SDETLHERZRISRLET,
(1) WﬁMAC 535 DB 0)/\‘/77‘)70

A MAC E23F DB 7 5 store mac-authentication 2> RTNw 277 v 77 74 )L (IROFITIE
backupfile) Z/ERLL 9

[O<> RAA]
# store mac-authentication backupfile
Backup mac-authentication MAC address data. Are you sure? (y/n): y
#
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11 MAC SBREDERE & EA

(2) A MAC 525 DB M1ET
Ny 77y TT7 74 ROFITIE backupfile) 5 load mac-authentication I > K THE MAC &
it DB Z/ER L £ 9

[Ov> RAA]

# load mac-authentication backupfile
Restore mac-authentication MAC address data. Are you sure? (y/n): y

#

11.2.7 dead interval #gEIC &5 RADIUS H—N\7 7% 1 8B0
RADIUS 4—/NICREY
1 5H® RADIUS  —N\HPESEIC4 D, dead interval #EEIC L > T, 2 BEHLFED RADIUS H—/3A
OF7 7RO BEb- 125G, 3> 747 L —33>a<w R authentication radius-server dead-

interval TERE S N-BE 2 &2 W TR RADIUS 4 —1NAO7 7t AIZET I21E, clear mac-
authentication dead-interval-timer 2<v > RZFETL £ 9,

11-8 1 8B® RADIUS H—NADEINEZ

# clear mac-authentication dead-interval-timer

#
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F4F txaVTa

DHCP snooping

DHCP snooping (&, A& % @189 5 DHCP /$7 v M ER L TEES N
TOVWEWIHRRDPSDT 7t A% HIRT 25EET, [Pv4 2y b7 —27IZEAHL
S

ZDOETIE, DHCP snooping OfEai EBRIEFTIEICDOWTEHBAL £,
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12 DHCP snooping

12.1  f&SH
1211 =

DHCP snooping (&, ARZEE %889 5 DHCP /87 v h2ERLT, BESNTLARVWEERIP6DOT /&
A%HIRT HHERETT .

/o, FHEINTWRWVWERD SO IPv4 Sy b2 HIRT 2K 7 1 L&, AIEZ ARP /STy b2 #
BILYAFTIv7 ARPHBEBYR-—FLTVET,

DHCP snooping 1&, IROKIIRT & 512 DHCP %—/3& DHCP 7 74 7 > b ORICARERE % #fi L T
HEALET,

12-1 DHCP snooping #I£

DHCPH—/X

LAX3RA v F
(DHGPJ L —)

_ . DHCPY S 4 7 > b+ S8 =N TULVEULDHCPH—/N
DHPZSAT2 b emsncubng®)  (SEShT LG NEE)

(L) [];WWN7vh€%ﬁ¢6ﬁ—h BHREROER (BRR)
< Xry FOFN GBB) < Xy FDFN (BEE)
C):N7VF¢$ )(:N&vh%ﬁ

WMARBROBHREZNA VT4 VT T —IR—-AEWVET,

DHCP snooping TH AR — h 3 2HEEZIRDORITTRLE T,
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% 12-1 DHCP snooping THR— k7 2 #kE

(S| KEREDBIE

DHCP /877 v kDB e DHCP 4 —N\»5IP 7 RLA%EHAE N7 DHCP 7 5
A7V NERERL, MEBERENA VT4 VT T =R~
A TCEH

EE IP 7 F L 2 2 DMK DB e NA VT4 VT T —FR=ANWKEREZ AT T 14 v 71T
Bk

NA VT4 VT T =5 R—= 2 DR o NA VT4 YT T = R—ZADREB L OEBHLERED
Bt

DHCP /87 v + O o EHEESNTWEWVLDHCP H—N\A250DIP 7 KL AfEiH %
ik

s EHESNTVWEWDHCP 7547 vD56DIP 7 RLA

R A & 1R

* MAC 7 RL 2D#FHR &1k
» Option82 OFEMRZ ML

DHCP /%7 v b DZ{E L — MR s RELLZEL— bEEBAIDHCP /S v b2 FER
AR T 4 LY s BEINTVRWERD? SO IPv4A /7y Oz
ARP /S v b OHE s BEINTVRVWIEARD?SD ARP /X7 v b OFfEz it

* MAC7 FLABLUIP 7 KL ADFEFR % 1L

ARP /%7 v b DZAF L — MR s RELLZEL—bEBAL ARP YTy M 2R

12.1.2 DHCP /N7y NDEESR

(1) R—boiEH
DHCP snooping Ti&, K— bt ZROEFNCHFEL T, DHCP /X7 v FEEHRLE T,

o trust K— b
DHCP ¥ —=N\®REMY — N\ &, BEEADMKRZERT 28— b2 trust K— b ERFTE T,
 untrust A— b
DHCP 7547 > be &, BHINTWARWRKREHER T S48 — b % untrust K— + EFTET,
DHCP % —NI3HEH LEE A

R— O ZROKIITRLET,
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12-2 R— hOE5|

7| DHOP 4 —/%

LANIRAvF/IL—4
(DHCP1) L—)

DHCPY 547>+ DHCPY 547 k

(FLA1) |:| s trustAR—k |:| :untrustR— k

a7 4 7 VL—3ravr Rip dhep snooping T DHCP snooping 2 B¥ICT 5 &, 774 T
NTOR— M untrust K— MRV FEFF, DHCP U —NAEHET AR — % trust R— M ELTHREL
TLZE W, trust R—Mga > 7«4 ZL—3 3> a~ > Nip dhep snooping trust TERETE LT,

73, DHCP snooping Tl¥, 2> 7« ZL—3 3 > a< > Kip dhcp snooping vlan THEE L7z VLAN
ZERMRICLET,

(2) WRBHROFE
SARERO¥EOBFHELROBITRLE T,
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12-3  mARIBEHROFZB OB FEIE

DHCPZ S 4 7 > b

DHCPH—/x
(m=R) REE

IP7 FLREMER

IP7 F L X

IP7 KL RFERER

NAUT a2y
T—EA~N—R

(AL |:| : untrustR— k
|:| s trust/R— b+
trust K— b TlE, FIELZDHCP 3 =N\ o087y hZERL, IP 7 RUAMEMSNIBEITIEIN

A YF A VT F = R A RREREBRUE T, N1 Y F 1 ¥ T F— 5 R AAD BRI,
untrust R — MR L2 BROBRIEHR T

untrust R— b T, ZIEL/ZDHCP 7547 b6y b Z2ERL, [P 7 RL AOBHRERDIE
BIZEINA VT4 VT T = R=ADSHRERZHIRLE I,

NA VT4 T T—=IR=ADBEFRITIE, ROZOOBESHD £7,
o ¥AFIvIERF
DHCP H—=N\»5IP 7 RLUASEMRENT- & ZITBHRLE T,
BEIL, Y1 FIvIBRICE> THABERZEHLET,
o XY T4 v TR
a>74Jb—¥3>rav Y Kipsource binding TESELE T,
AT 4y 7EEEEE, untrust B— FMCEEIP 7 FL A2 E 8T — N\ E2 85T 5 & ZICFAL
o NA VT4 VT T—IR=RGKREREAY T4 v VBHRIT AL THBELHFITEET,
NA VT VT T = R-RERT 2HAREREZROFBIITRLUE T,

R12-2 NM2T 42T T—INR-RCERT BImKIER

=[S S1+IvIER 29T 1y TER
WAERD MAC 7 KL X DHCP 7547~ h®DMAC 7 KL % EEIP 7 RL A& ROWED
MAC 7 FL &
WROIP 7 FL X DHCP 4 — N\ 6EMENZIP 7 LA BEE P 7 RLRERFEOHEKD IP
7 RLZ

ISR I #EEPEYD
* 1.0.0.0 ~ 126.255.255.255
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=[] 13y IERF RIT 1y TER

» 128.0.0.0 ~ 223.255.255.255

AR HE Y 5 VLAN AR EFERT 2R — FELETF ¥ RV TN—TOFEY 5 VLAN ID

WMREERT 52K — M ES WAREERT SR - PEBELRF v ILTN—TES

I 7k L=V T EoTIT VM ZHEIBRTHET | T—I IR
DEFHE

%3, DHCP Y —N\»6EMmE Nz IP 7N
LADY —ARMEZEALET,

3) NI TA2TT—INR—ADRE

AT 4T =Y arvDREICE>T,NA VT4 VT T = R—ADREB L OEBHEHEHOETH T
ER=C IR

(@ NA2T 12T T7T—INR—ZADREDENEFRM

WA VT4 VT F—=FR=2A%RET A2, T3> T 147 L—3>a< > Kip dhep snooping
database url #FEL £ 7,

EBRIRESFIBS NS0, 2274 7L —Y 3 Y TRESN-BEIAHRFH RN MR TT,
(b) EJ}ZAAFEREE TIRORE

BXALFERBENL, N VT4 VT —IR-ARGERD, REZED» 6EZALET TORELEET
To MOENDERFEEBELTY A EBIBL, ¥4 2 7 LIcRETHEE LREENRELE T,
C FAFIVIDONA VT4 YT T R—-ADEE, BH, FIIHIBRE

s« A7 17 VL— 33wy R ipdhep snooping database url &ER (RELEOEE%ET)

« R I~ F clear ip dhcp snooping binding SE17HE

BZIAAFERMEIL, 22717 —2 33~ FNip dhep snooping database write-delay TEE T
EEER

NS DORFEBTEZAARFERHMOY A Y ZFBTHE, ¥ VM TETIAVIIFLLEREA, D
BUCNA T4 YT T =S R—=2ADER, B, FLIFHBRPRELTLY A VIIEMBLEE A

R B X AAFERBEEORGREZIROKISRLET ., 28, CORTRENA VT4 VI TF—FR—2
NDOEF e REERELTVET,
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12-4 REZEHEEEBZIAAMFERE E DR

E : p
24 < FE BAAImT
¢ >
T e
B OHIRR B8 B

A —

NATAIT—4 é

BESNEREEAN, RNV
TAVIT—IR—R&RE

© NIUT12TT—IN—ADREFR

REFERICE, AT 7Y Y2 XE)EMCOESSRZBIRTEET, REFLRIZIV TV —Yara
< > K ip dhcp snooping database url TEEL £ 9.

RENRIE, BESAAREORT Y MY TY, £z, ROBZAARIZI EFEZSNET,

d) RELENTI DT 12T T—IN—-ADETT

BIELINA VT VT =7 R— 213, BEEESHHICETLE T, Exicid, BEEESHHRIOROESZE
558 LTVLARESHDET,

e OV 747 L—3ravr Nipdhep snooping database url TREEDVRESN TV S
« REEDP MC 0BG, RELLZT7 7 A LDOMCPEASN TS

(4) DHCP /N7 vy NDI&RE
DHCP /87 v MEEDOEEHMEZ IROKITRLE T,

293



12 DHCP snooping

294

12-5 DHCP /N7 v MEBEOEIHEHIE

Ll

E—mn AEE
[a—N,
l

NA T T T—RAR—=R
BEFEAHDHCPY S 4 7 > b (HXK)

IP7 F L RRRER

-
L
-

=
|

ﬁ

DHCPH—/%

NAT AT T—ER=X

NAVT 42T
KBEDHCPY 54 7 o b (1% "

7 — % =

IP7 KL REERER

[
L

{E38 SN TLVELDHCPH — /N

IP7 KL REE® =
L1X
DHCPY S 4 7 > b+ (¥H3K)
MACT7 K L REEFRDHCP/ 4 v |“\|— x
Option824¢ &DHCP/ X4 v ~ x

(FLA)) |:| : untrustR— k O Sy oo
[ ] :trustf—t X 7y bEE

untrust K— MBS N-HERZNRIC DHCP 287w F2EHRL, RISRT T 72 AR LET,

s EEHENTWVWEWDHCP 4—N250 IP 7 KL AEH 2k
untrust X— T, EEISN TV DHCP =250 DHCP /S 7 v 2 2(E LI5S, 34795
DHCP /87y FEERLET. CNICE-T, BESNTVRWDHCP =150 P 7 F L AR
HEMELET,
s FEESNTWEWDHCP 7547 b26DIP 7 KL AR N1E
untrust K— T, NA VT4 VT TF—FR-ZRBEFOWHAD? S IP 7 N L ABHEKREZZE L1215
#, %9 5DHCP /7y FEERELET. Thick->7C, DHCP Y —N\»5 P 7 FL AZEAMA S
NTVWEWHREPSDIP 7 R L ABRZIMIELE T,
Fiz, FRRICIP 7 LU AEEGEHEH, U — XEEEH, BLOSF 7Y 3 VERINBEREZE L
EELDHCP /Sy h2FEELET, CHICE-T, BESNTVWAEWDHCP 75472 M 56DR
ERIP7 FLADORER, IP7 FLAOEE, BLXUSF 7> a v OREE2IIELET,

e MAC 7 FL ZDFEMZIIE

untrust K— ~T, ZF L7 DHCP 37 v hDEFEL MAC 7 KL A (Source MAC Address) &,
DHCP /¥4y DO FAF7 Y bN—FK 277 FL R (chaddr) #’"A—BoHE, %49 % DHCP
Ny b 2BEELET, ZNIZE->T, MACT7 FLAOZEMZHIELET,

» Option82 OFEFRZ 1L

untrust K— +T, {5 L7z DHCP /%7 v MZ Option82 A5 3N TV 554, %595 DHCP /¥
o NERERELEDT, INICK-T, Option82 OFEMHREMIIELE T,



12 DHCP snooping

12.1.3 DHCP /N7y hDEEL — MHIBR

DHCP snooping X, #5395 DHCP /87y N2ERTHE X, RELLZEL - N2HBAL
DHCP /87 v b %2 FEE T HHEETT

EfEV— i3Iy 7 47— aa< > Kip dhep snooping limit rate TRE L £ AIATY FE
BELTVEVESIR, ZEL—FZERLERA

DHCP /37 v b OZEL — MlIRIE, AEENRZETHINTODHCP /My F2HRICLET,

ZEV—b2BA-DHCP /Yy MIEREL, ERAT VEHREHRILE9,. 72720, SNMP @ANIAEL
FHA. &B, EHU /ERITER T~ > N show ip dhep snooping logging THERTE £ 9,

(1) ERO7EROREEEE

ERAO BRI 747 L= a U TRELLZZEL - MEEB L& XIS, [EBEsH] A X2 M2
BmLET,

[ | X2 b Z2ERAUR 30 ML, L—MEBICK>TNry hEREELTOAARNY P 2RIILE
Ao

DHCP /87 v b ZEL— F OEH T Z1EHR ORI 2 ROKIRLE T,

12-6 DHCP /9 v hZ{EL— hOERDO 7 1EROIREZEH

[ #RL— rorBERE |
0BIEA A R ERRLAEL

BENTY M

_.%

Fzvs * e 0y
— | T
(A :pps) i i i
/AW ' BE/N7 v b
HIRL— b VAT
//v/ AU
B R
12.1.4 IwK71ILI
(1 #=E
WRT 4 LI, REBZEET S IPv4 /Sy hZEHRLT, BESNTVRVIERPSDT 7t 2 2H#]
Re H2HHETT

WRT 4 VT OBIEREZIRORITRLE S
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12-7 WwKR7 1 L9 DEMFEHIE

BRI —/N

(I/mK) AEEE

IP7 K L XE2# Al l i T4V l
T—ANR—X
IPv4/ 4w m
IP7 FLRBRAER /]

IP7 FL REEHE
IPv4/ 4 |_'*ﬁ§\ ______

L 1

(FLA1) |:| s untrustR— O AR

I:] s trustiR— k x SNy NRE

IP7 F L RXEf

WART 4 VFIE, A>T 47 L— 3 rav R ip verify source TR— MEALICEHETEE T,
mB, WART VYA H5EE, BANICRER 70 —BHE— NIZ, WR7 LY OMEE—F

(layer3-dhcp-1, layer3-suppress-dhcp-1, %7zid dhep-filter 8% L 7z custom) ZFET 2L E N H
DT,

(2) IPv4 NTy N DIRE

untrust R— b TIPv4A Ty b 2ZEFELIEE, NV TA VT T—IR-ALDEEEZBEL, KB
BOWMKTHNIL, FUTEPvE /Sy bE2ERELET,

WK T 4 VY OEENREROFRIIRLE T,
£ 12-3 KR 7 1 ILIDBEENR

IPva /Sy k
SE1 — Ethernet A 5" PAYS
BT ¢ Lo BEIITT—R ernet Ay 45 Y &
ey - KR
H—h VLAN ID BT MQC TRV sEmprrLz

EETMACT RL O O O -
27243
EETIP T RL A O O O
s
PEETLMAC T FL O O O O
AERETIP 7R
L2

(FLFN) O BERR  —  BREARS
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1215 9417+ 3Xv7 ARP &
(1) #=

(2)

¥4+ 3Iv 7 ARP &L, AEEBZEET S ARP /N7y FZ2ERLT, BEENTORVERPSD
ARP ISy b D7 72 A% HIR T HHEEET T,

1475 3Iv 7 ARP BREOHEMEZRDOKIIRLE T,

12-8 91+ 3v7J ARP REDENEME
EBFIH—/N

D DHCPY 54 7 > b DHOPH—/% [
=1 () FEE = :
S =

ARP/NY7 b R > W TER—R ARP

gl — @ _____ {) Ny b
IP7 KL RBEFER -

R IP7 FLRE
IP7 FL REHftk
ARP/XA v N\
(FLA)) |:| : untrustR— k O AL AVNN--F

I:l : trustiR— bk X Ny RRE

R— N DR

54 3w ARP #E TId DHCP snooping &I, R— b2 ROBERNCAFEL T, ARP S vy b %
ERLET,
o trust R— b
DHCP # =N — N &, BHEEAOHAKEZERT 58— b % trust K— M EFTE T,
trust R— b TRE L/ ARP 87y MIEBERLEHA,
 untrust A— b
DHCP 754 7> ba &, BREENTVWERWVWHKRZERIT 5 KR— % untrust K— b EFFUET,
DHCP #—NNI3EFRLEH A

A~ kOB EROBITR LE T,
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12-9 R— hOE5|

? [DHCPH—/%

LANIRAvF/IL—4
(DHCP1) L—)

DHCPY 547>+ DHCPY 547 k

(FLA1) |:| s trustAR—k |:| :untrustR— k

a7 4 7 VL—3ravr Rip dhep snooping T DHCP snooping 2 B¥ICT 5 &, 774 T
NTOR— M untrust K— MRV FEFF, DHCP U —NAEHET AR — % trust R— M ELTHREL
TLEES W, trust R—MEa> 74 7 L—3a>a~< > Rip arp inspection trust TERETEE 9,

BB, ¥4F3Iv 7 ARPHETIX, 2> 7+ 7 L—3>av > Nip arp inspection vlan THE L7z
VLAN ZEHRWRICLE T,

BEOERATIE, 274271V —33>a~v > Nip dhep snooping trust 3 & U ip arp inspection trust
THEET AR FE2—HSEHI L2 BEOLET,

(3) ARP /N7y NOEFRIGRE
untrust K— b T, ARP /S v " 2ZEBELIES, NMUTAVIT—IR—ALDBEEZBEL, £&
FoOWKTHNIE, FLUTHARP /Sy b REELET,
BEABEOMENREZROFITRLET,
R 12-4 BEXGEOEENR
SEIITT—R ARP /¥4 v K
Ethernet A v 5" ARP Ay 5
ARPTER) X eS| eS| 5E5C 5E5% IP
R—K VLAN ID 1X{ETT ={ETT X{ETT 3 %)
TS mACTE MACTE  PTR MACT  TRL
g L L X L X RLZ 2
Request O O - - O O - -
Reply O O - - O O - -
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(4) ARP /N7y NDA T a taE
untrust K— b T, FEL1 ARP STy NHOT—Y OEEE*HBELE T,

F S a BEE, 32747 L—>3>avr Riparp inspection validate TEHREL £ 9

(@) ZEETTMAC 7 RL A®E (src-mac &)

12 DHCP snooping

LAY 2AyFICEENZEETL MAC 7 FL R (Source MAC) &, ARP AN FIZ&E N 5EETL MAC
7 KL A (Sender MAC Address) #SR—TH A &EZ2BELET,

ARP Request 3 & 0" ARP Reply O A ICxf L THEELE T,

EETTMAC 7 LU ABRBDOBRBERNRZIROFRITRLET

F12-5 ZEETMAC 7 KL AREDRERR

BEIVITI—2R ARP /%7 I
Ethernet Ay 9" ARP Ay &'
ARP &5 s e
7RLX L2 L2 7RLX 7RLZRA 7RLX
Request - - - O O - - -
Reply - - - O O - - -
(LB O BmERR  — @ BENRN

(b) %E5 MAC 7 RL Z#&&E (dst-mac #&&)

LAY 2 Ay FIcEEN55E5% MAC 7 R L A (Destination MAC) &, ARP AN A2 &Eh 5585 MAC
7 FLU R (Target MAC Address) BE—THh2I Ex=HBELET,

ARP Reply I L CZIFBELE T,

555 MAC 7 R L ZABEDBEXNREZIRDFRITILE T,

F12-6 3535 MAC 7 R L AIREDREXR
RETV971—R ARP /S5 K
Ethernet A v 9" ARP A\ v &'
ARP &5 o __
Aoh VN mryac | BT BER  smme smEwac s
7RLZR L2 L2 7RLZR 7RLZR 7RLZR
Request - - - - - - - -
Reply - - O - — — 0O _
(FLF) O BEHER  — @ REEARS

(© IP7RLZRE (ip %E)

ARP Ay #ic&EN 555 1P 7 KL A (Target IP Address) BRIRTHEANTH S EE2HRELE

ER
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+ 1.0.0.0 ~ 126.255.255.255
» 128.0.0.0 ~ 223.255.255.255

ARP Reply I LT FBELX T,
IP7 FLABEDOHRENRZRDORIIRLE T,
F12-7 IP7 RLAREDHRENR

FECVITI—R ARP /X7 b
Ethernet Av 5" ARP A\ v &
ARP 5| = =
A=k VIANID g piac I\/\J;g:E;’EI\“ /\/\J;::E;ER RETIP FEMAC  FEEIP
- KR - - -7 K
7RKLZR L2 L3 7RLZX 7RKLZR 7RLZR
Request - - - - B B B ~
Reply - - - - B - B ©

(LA O mENR  — @ RENRI

12.1.6 ARP /N4 v hDFR{EL — MIRR

(1)

Y143 3Iv 7 ARPBEREMRKIC, ZETSHARP /Ny b2EHTLHEE, BRELLZEL - 2R
ARP /Xy b RS HHEETT

ZEV—NMIar 7«4 L= 3 >»a<wr Nip arp inspection limit rate THRETEEd, AIv2 %
REL TV ZWVWESIE, ZEV-F2HIRLEEA,

ARP /7 v hOZEFEL — MHIRIZ, REBPZETH2IRNTOARP Ny b ERRIZLET,

FELV—-FEHEALARP YTy MIEZEL, ERu BRERBMLUE T, 72720, SNMP @BAILERE L E
HA. oh, ERHO ERITER I~ > K show ip dhep snooping logging THERRTEZ 7,

B O 7 RO ERENEEH
SR O ZERORIEZHIZ, DHCP /% v bOZEL— MIREFERTT.

EEEEMIC OV T, [12.1.3 DHCP /Y7 v FOZEFEL— MR (1) ERo 7EROENEK] 25
LT ZS 0,

12.1.7 DHCP snooping {ERIFND;FEEIE

(1)

(2)
(a)
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L1V 21y FHEEDHEF

[a> 7427 L—2arHA R Volll [223 LAY 2 A1y FHEEMBEREOEEFICIOVWT] 281 L
TLEE N,

L1+ 25865 DR
Web 33F & D37z

[5.2.1 LAV 2EREEMEREE ORHEF] 22 L T2 0
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(b) wu\uﬁgm IPv4d 77t X |\ EH%@/IE

DHCP snooping & FRFEEM [Pv4 772 A Y A MAHFET 254, FBHEAIPVA T 7 LAY A MO T «
ILH &I T b 3 )LEHE bootps & 7213 bootpc 0)8:5673’—75’5: YELTH, ZOEPDOT 1 LY EME
IZBf%72 <, bootps B LU bootpc DEH D87y M EFBLE T,

(© R—RIS-U2TEOHTEF

DHCP snooping Z B L7256, REBMEET ST XTODHCP 7y MIIT—Y rTanxd
ho Tz, ¥4 3Iv 7 ARPBRELAMICLIBE, REBEVPEEITLHIRTDOARP Sy b IT—
Yo TENERA

(3) RII—R=ZN—T1 2T EQOHTE

70 k3 VEFR bootps B LU bootpe D87y b ERY ¥ —R—=2)—T 1 ¥ TONRE LiziGE, KE
BARHTATRTOZLYL/ ST v MIEY ¥ —R—2)—F 4 VI L BRBIBER I, V—F 1 7
70 b I K BREERICHE S THRMSNE T,

b)) NT1>oF1 2T TF—IR—ADFREFEEETICONT

« 2747 L—3ravr Fipdhep snooping database url AEES N TV (FIHIRE) 5
G, N YT VT T IR-AIREESNE A BEZEILFIIHELEET 2 EBHRFEONA
T4 VT T—=FR=AIHEESINS /-0, DHCP 7/ F4T7 » b2 oldiEFETE 2<%z Ed, BRETE
< xo7:58E, DHCP 7547 MIITTIP 7 RL AR BB LUOEH L T 2S00, flz2d,
Windows @i%é‘r, av >y R7Far 7 M6 ipconfig /release 24T L7zdb L1, ipconfig /renew
EEITLET,

INZEST, N YT« YT T = R=-ATmARIERPSBER SN, DHCP 75147 > b o@EET
EBHEIIIHEDFET,

s BELIBHIFUDSH, DHCP Y —NDOY —AKEZHT LT Y BETLSNEEA N1V
TA YT T=IR=APRESNHE, EBEOELFF - IHFEHRNCRLOREZLET H &, ¥
BEORBRIINA VT VI T = R=ANPELLETREN LW ENH D ET,

« a7 4 L—¥3ravr Fipsource binding TA¥ 751 v 7EFLI-T Y MIIE, R —FT v
TaAV T4 T =Y a i TETENET,

« N UT U VT TF I R=ADFRFESE MC I LEEE1, BBOEBROERIC SOy 7 M AFERS
NBETMC RPN TLZS 0,

(5) DHCP /N7y RDOHMEL — MIBRICDWT
« DHCP /$% v hDZEL — MIRB LU ARP /87 v NOZEL — MIRAHET 2484, DHCP /%
o hEARP ISy hOZEL— N2 A LETERLE T,
6) 91F7Iv7J ARPBREICDWVT

« ¥4 Iv 7 ARPRBEIR, WIIRTIV T4 L —arzRELT, XM UTA Y TT—FR=2R
PERINTVSE I EPNETT,
+ ip dhcp snooping
+ ip dhcp snooping vlan

« ip source binding TNA ¥ T4 Y I T —FIRXR—RICRY T4 v VEFSINIZ U NIBTAF IV
ARP BEDOHRELD T,
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o ¥4+ 3Iv s ARPBEIZ, ZEM7o—BHE— N2 IPRHFE VLANHIIEE— RICHEL TWAIE
&, FHTZERA.

(7) ARP Xy ROZEL — MIBRIZDWT

* ARP X7 v hOZFEL— MHIRB LU DHCP ¥ v DOZEL — MIRPSEET 558, ARP /YT v
FEDHCP /Y7y bOZEL— b 2AGILIETERLE I,

(8) VLANTag 71—/l RHZH#&H) VLIANID A0 THIENEZE Tagged 7L —»4
DEFRBLUEAEICDOWVT

WICRIHEEZREL/ZR—NT, VLANTag 74 — LD ZHH D VLANID B0 TH2bDEET

Tagged 7 L —LZZEFELBA, #87 LV —LIIH L TERBLURENBEL T, ST, %Y
TVU—LEEET DI, T T4 L— 3 rav Yy R switchport validation T, vlan-tag /85 X —

T EELTREL TS W,

« DHCP /87 v FOERB LOBE

* WART 4 ILE

« ¥4+ 3Iv 7 ARP &
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122 aA>7«147L—>3>

12.2.1

dA>747L—3>a7 2 R—

DHCP snooping ®a>7 4 7 L—>3>aAxy F—EBEZROKIITRLET,

®12-8 A>7147L—>a>av R—E&

av > RE

A

ip arp inspection limit rate

REED ARP Xy FOZEL— b 2RELE T,

ip arp inspection trust

¥4+ Iy 7 ARPBRETEERADHKEERT 52K — b 2&
ELET,

ip arp inspection validate

FA4F3Iv 7 ARPBEDOFT S a VBEZHRELET,

ip arp inspection vlan

¥4+ 3Iv 2 ARPHEZHEHT 2 VLAN 2REL£7,

ip dhcp snooping

DHCP snooping ZHG#ICREL T,

ip dhcp snooping database url

NA VT4 VT T = R—=ADBRIERZRELE T,

ip dhcp snooping database write-delay

NA VT4 T TF = R-ARFROEB Z AR FHREZHRE
LE9d,

ip dhcp snooping information option allow-
untrusted

DHCP /%% v » @ Option82 OFEME 2 EIICREL T

ip dhcp snooping limit rate

KEBED DHCP N v FOREL—MHIRZREL X7,

ip dhcp snooping logging enable

B{EQ 7O syslog ¥ —N~NOHHNEHEL LT

ip dhcp snooping loglevel

BEO Ayt — IV CRBITHEIA VI LRNLEREELE T,

ip dhcp snooping trust

DHCP snooping CEFERFA DMK L HERR T 5K — %2
£9,

TE L

ip dhcp snooping verify mac-address

DHCP /847 v b® MAC 7 FL ADFEMBE 2 BENICHEL F
ER

ip dhep snooping vlan

DHCP snooping Z{£fH 9 % VLAN ZREL £7,

ip source binding

BEEIP 7 RLAZEEDHRENA VT4 VT T—IR=IE
LET,

ip verify source

WART A VY ZERT LR - 2RELET.

12.2.2 EXRETE
DHCP snooping % £ 9 % 7- D OEARK ZHEICOVTHBALE T,

7z, DHCP snooping R 9 25&1d, HFHrllcar 7« 7L — 3 >»a< > K flow detection mode
¢, DHCP snooping X d 5 ZEH 7 0 —EHE— FE2FE L TBLBEFHDET,

DHCP snooping OEARK 2 ERH 2 IROKITR L E T,
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12-10 DHCP snooping OEARM A HERHE]

DHCPH—/x ERPH—/3

LANIRAvF/IL—4

(DHCP1) L—)
L1 1/0/5
— 1/0/1

VLAN 2

DHCPZ S 147 > b

(FLA1) |:| :trust/R— b+ I:I s untrust7R— k

(1) DHCP snooping DENERTE

[BEEDRA > N
%E & LT DHCP snooping # B2 L, & 512 DHCP snooping #B#1129 % VLAN 2 8%7E L £

—a’_O

i

[O7 > RICKBERE]

1. (config)# ip dhcp snooping
%@ & LT DHCP snooping 28 LEJ,
2. (config)# vlan 2
(config-vlan) # exit
(config)# ip dhcp snooping vlan 2
VLAN ID 2 ¢ DHCP snooping ZB®MICLEd. AT~ FEZHEE LW VLAN Tid DHCP
snooping IFEIEL FH A,
3. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 2

(config-if) # exit
A=+ 1/0/1 %277 AR=b& L, K=t 1/0/1 FilE3 5 VLAN & LT VLANID 2 #8%EL F

ER
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(2) DHCP snooping O trust R— N DEXE
EXEDRT > N]

DHCP #—/NIcBfid 58—+ ([K 12-10 DHCP snooping OEARK 26l TldL 1+ 3 A

AYvF/N—% EFEHRRTHAR—F) Ztrust R—bELTRHRELET,
[ > RICKBEEE]
1. (config) # interface gigabitethernet 1/0/5
(config-if)# ip dhcp snooping trust
(config-if)# switchport mode access

(config-if)# switchport access vlan 2

(config-if) # exit

A=K 1/0/5 2 trust R— hELTHRELE T, ZDEPOAR— M untrust R—hr&x0DFET, F
72, R= 1/0/5%7 7 AR—=—rEL, R— b 1/0/5PFFJEd 5 VLAN & LT VLAN ID 2 =&

L.
(3) NA2T 12T T—IR—-ZADFREFFDHE
(@) WE7S5yYaXEUCRETZES

EBREDRT > N
NA VT4 VT = R—=ADBRIERICAE T Sy Va2 RXRE)ZHELE T,

[Ov > RICKBEHRE]

1. (config)# ip dhcp snooping database url flash
REFEFELTHB T 7Y Va2 XE)ZRELE T,

(b) MCICRFI B5HE
BREDRA > M

NAVT 4 T T—=IR=ADRFEFLRICMC ZRELE T MC DEBIIREFETSHT7 7 A IVAEZETE

TEEJ,
[O7 > RICKBERE]

1. (config)# ip dhcp snooping database url mc dhcpsn-db
HREHRELTMC, BXOREETST7 74 L4& LT dhepsn-db 28 ELE T,

CEEFIE]

RIFFE%E MCIZT 55813, REBEOAE)A—FZA0y MIIMC ZHALTBVTLEZS WV, 7,

MC 13 NEC 8% CTHEHRL 2S00,
Eal—]

4) N7 42T T—IR—ADREFEHXADESIAAFEIFEDERE

EREDRAT > K]
NA VT4 T T—=IR=ADREENDEZAAGFERHEZRELE T,

[O7 > RICKBERE]

1. (config)# ip dhcp snooping database write-delay 3600
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ROENDZREFEZKE LT, REZFIIBT 5 X TOREZ 3600 MICREL X7,
C AT IVIDNA VT4 VT T = R=ZADESR, BH, BLUHIRE
e OV 747 L—a>rav Kip dhep snooping database url ER (RELOEER &)
s A~ K clear ip dhcp snooping binding SE1THs

[EEPIE]
WED RS 5AT 7> N TRE L BRASERIC KBS N E T,
12.2.3 DHCP /X7 v hDZ{EL — MNEHIBR
DHCP /87y hOZEL — MHIRZERT 5720 DFEICOVTHHAL XTI,

BREDRA > M
AREEPWMAD» OZETAHDHCP Ny FOZEL—bZRELET,

[O7 > RICKBEE]
1. (config)# ip dhcp snooping limit rate 50
KEBOZFELV—FZ2 5037y M/RICRELE T,
1224 mwmAR7 1LY
WART 4 WY ZERT H7ODFEICOVTHHALE T,
[EREDRA > M
DHCP 7947 v M aEHRT AR — MIWHR 74 VY EZHRELE T,
[O7 > RICKDEE]
1. (config) # interface gigabitethernet 1/0/1
(config-if)# ip verify source port-security
(config-if)# exit

R=b 1/O/1IGEETIP 7 FLAEREBILTMAC 7 RLAZKR T « LYK ETBMAKRT 4 LY %
BELET.

CEEEIE]
trust R—hTI> 74 L= 3 A<y Nip verify source Iv > REBRELTH, K7 1+ L7 IE
|29, £72, DHCP snooping BXI#IEZ, 2> 7« 7L —3 3 >3~ R ip dhep snooping vlan
TRESN T2V VLAN THHAKR 7 A LY PEHE LD ETOTERL TS,

12.25 91+Xv7 ARP#&&E
F4F3 vy ARP BEEEAT 50 OREICOVTHILET,
(1) EBEFRFRE

EREDRT > M
54+ Iy ARP BMEOEABRELZFEWICT S VLAN ZRELET,

[Ov > RICKBERE]

306



12 DHCP snooping

1. (config)# ip arp inspection vlan 2
VLANID 2 #4147 3Iv 27 ARPBEONRIZHREL LT, AI~v > NZHEELZV VLAN T34y
AFIv 7 ARPBEIBEELEEA

CEE=IR]
e aAY74 7 L—3>ravy Rip dhep snooping vian TEE L CWw5 VLAN ID %#$8E L <
2S00,

s ROV Y REFRELILBEIE, I> 747 L —3>av Y Rip source binding TE# L 723
VT4V T=IR=ZADITY MU b, ¥4I v ARPBREORNREZDET,

e Rav Y FEBRELL VLANIKFTEBLTWLWAFR—MIMLT, 2747 L—yarav >y Fip
arp inspection trust 8 E L725&1E, TOR— MIFAF I v 7 ARPHEORNFRINE LD ET,
(2) trust R—RNDERE

[EBREDRT > N]
DHCP % —NNIZEHIT A R—r 2 trust R—hELTHRELE T,

[O7 > RICKBEEE]
1. (config) # interface gigabitethernet 1/0/5
(config-if)# ip arp inspection trust

(config-if) # exit
A—F1/0/5% trust R—hELTRELE T, ZDIIHLOR— MIuntrust R—hERDFET,

CEREIE]
RITVRZRELLEAR—-FTIE, ¥14F3Iv 7 ARPHEOKRENR VLANIZFFELTWT Y, ¥4
F3Iv 7 ARPBREONRIELZDET,

(3) AT arBBEDEE

EREDRT > K]
REBDYAFIv T ARPBEDF T a VEBEE LTEETL MAC 7 RLAKE (src-mac HHE)
EEMICHRELET,

[O7 > RICKBEEE]

1. (config)# ip arp inspection validate src-mac
- =L

F 7y a UBEELUTGEEIL MAC 7 L AE (src-mac &) 2HEMICHELE T,

12.2.6 ARP /N7y NDREL — MNEIFR
ARP /¢ v b OR(EL— MR EERT 50 OREIOLTHALE T,

BEEDRA > N
FIEBENZETSHARP STy hOREL— b 2REL LT,

[O7> RICKBETE]

1. (config)# ip arp inspection limit rate 100
REBOZFEL— %2 100/87 Y M/ICHRELE T,
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12.2.7 BEEIP 7 RLARAZHF DimAKkziEHxELUICES
EEIP 7 FLAZRFOWMARZHER T ABEDOREICOVTHALE I,
EE P 7 R L A2EOWME LR LB OEBRH 2 RORITRLUE T,

12-11 EE IP 7 R L R ZF DRz it U B S OB
DHCP4—/< Y —\

LANIRA Y F/I—F
(DHCPY L—)

L_T1/0/5

|—|1/O/1

VLAN 2

LAN2RA Y F/INT

IP7 KL X : 192.168. 100. 22
MACT KL X : 0012. e2ff. 2222

DHCPY SA4 7> b EEIP7 KL A FHFDIHE
(FLA1) |:| : trust/R— b l:l : untrust/R—

DHCP snooping O €, [12.2.2 EARFE] LEETT. AFITIE, BEEIP 7 FLAZFEOWHEE

untrust X— MIEEFET 2720, XA VT4 VI TF—FIR—RIZEHEIP 7 RUAZEODHEKDOAY T 1 v
TBFEPBHETT,

[BREDRAT > K]
B IP 7 L AR OWMKRDHKRERE, N VT4 VI T—FR-RIAY T4 v IBHRLET,
[O7 > RICKBERE]
1. (config)# ip source binding 0012.e2ff.2222 vlan 2 192.168.100.22 interface
gigabitethernet 1/0/1

WARD MAC 7 RL R, WAKRDHIET % VLAN (VLAN ID), RO IP 7 RL A, 8L UOHAKI R
EINTWVBR=—IEESEZ, N UTH VI TF—IR=—RICHELE T,

12.2.8 AREDE FIC DHCP U L —hERSNIZIES

AREEDE M DHCP J L—Z2EHh LIcHE, RRET/NT Y h2FHTE AR ICRELE T,

B
KREEODOR NI DHCP U L —2##i L7 Ha OB 2 IROKITIR L E T,
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12-12 AFEDE TIC DHCP ) L —Z#&Ei#R U155 DB

DHCPH—/X EBAH—/\

LAN2RA yF/INT

L_T1/0/5
—1/0/1
VLAN 2
v [P7 KL - 192.168.100. 33
A VIZA T I—% MACT KL R : 0012. e2ff. 3333
(DHCP 1) L —)

DHCPZ S 147 > k
g [ ] ctrustt—r ] ¢ untrustai—

A%E D DHCP snooping &L, [12.2.2 EARE], [12.24 WR7 L7 ], BLU [12.25 ¥
4+ 3v 7 ARP#E] LRETT,

AFTIE, FOFETIEDHCP 7547 > b 50D DHCP /87w b BXUIPvA Ty b AT E £
ho Tz, LAVI AL YT/ N—F50D ARP /X7 v FbHHTEEEA

IRy bR B72011E, AEE T DHCP /87 v b OF@EFFAIT 53E, IPv4/$r v bOF#E
FATHRE, BLUARP /ST v bOFREFAT HRESDETT .
DHCP /N7 v b Otz FF] 9 5 3R0E
[REDRT > N
DHCP 254 7> b #5087y M, LAY 3 XA vF /=% (DHCP UL —) IZ&k-> TEET

MAC 7 RLADEXHEI 5N TWB/zH, DHCP /$7 v bd MAC 7 R L AFEHEEZ ENICHEL
7,

[O7 > RICKBHE]
1. (config)# no ip dhcp snooping verify mac-address
untrust —r®D MAC 7 R L AFEEEZ BICHREL I,
CEEEIH]

RKaA2 FPRESINTOEWVWES, MAC 7 FL AFEMEE 29 57-%, untrust A— ~Z DHCP Y
L—ZHERTIEEA
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(2) IPvANTy bOPIREFFO T HERE
REDRA > K]

DHCP 7SA 7Y Do) ry ME, LAV 3ZAAL4vF /)L—% (DHCP VYL —) IZ&->THET
MAC 7 RUADEZBZOENTWVWS7D, WK A NVIEFITEEBTIP 7 RLALRITZRELET,
[O7 > RICKBEEHEE]

1. (config) # interface gigabitethernet 1/0/1
(config-if)# ip verify source
(config-if) # exit

A= 1/0/112, MRITANYEHELTEETIP T RLARIFZHELE T,
(3) ARP /N7y MOtk zEFol 9 2T
ARP /8% v O ZHRI T ARTEIIETE P 7 FLAZEOWMEL2EHE L-BEERAETT,

BEICDOWTIE, [12.2.7 EEIP 7 FLRAZREIHREZER L-BE] 2R L TS0,

12.2.9 AEEDE TIC Option82 #1579 % DHCP ) L —H i &
niigs

AAEBEOBITIC Options2 %1579 5 DHCP U L —% 6 L1558, ARE T/ v FEFHTE2 L5
LRELET.

AEEBE DB I Option82 %59 % DHCP V L — % i L 7= B OEEH 2 ROKITR L £ 9

12-13 FREODE T Option82 % {159 % DHCP U L —Z &t L /B 5 OB
DHCPH—/%

BRI —/N

LAN2RA yF/INT

L T1/0/5
e 1/0/1
VLAN 2
e IP7 KL X :192.168.100. 44
eI VI MAC7 K LR : 0012. e2ff. 4444
(DHCP 1 L—) Option82% {hn

DHCPY S 47 > b

(FLA1) I:I : trustAR— k |:| s untrust/R— k



(1)

(2)

(3)

(4)
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AEEED DHCP snooping &I [12.2.2 BEARFRE], [12.24 WAR7 4 V¥ ], BV [1225 ¥4
F v 7 ARP#BE] LRIKTTY,

AHITIE, EDEETIEADHCP 7547~ 50 DHCP /3y B LV IPv4 Ty M TS FE
ho 2, LAVIAAL YT/ N—FD50D ARP X7y FbHHTEEEA

Iy N ERHRET A7-9101E, AEET DHCP /7 v hORfkEFFR T 28%E, [Pv4 /87 v b oHikE
FATAEE, BLPARP Yy SOFREFFR T AR ENSNETT . £72, DHCP Y L —7* Option82
259 554, Option82 ff& DHCP /$% v hOFikZHFAI T HRELMBETT

DHCP /Ny b Otk %z 550 9 2 E7E
DHCP /84 v b O/ % 3§ 2 BE S AKBOR TIC DHCP V) L — A S N 358 AT

BEICDOWTIL, [12.2.8 AEBEODOE FICDHCP J L—wfisnziFa (1) DHCP /v + Ok
ZHAITHHE] ESZRLTLLES W,

IPv4 /N7y b Ok 55 I D ETE
DHCP /37 v b Ok 25§ 2 REISAREEDE RIS DHCP U L =D SN/ HE ERKTT .

BEICOVLTIE, [122.8 ABBOETICDHCP Y L—AERENBE (2) IPv4/37r v hOHfks
AT HR0E] 2L TSV,

ARP /N1 N DOk Z EFOI I B AE

ARP /Ny bOFZ T T HREZEEIP 7 FLAZ R OWMAKRZER L BELEKTT .
BEICOWVTIE, [12.2.7 BEEIP 7 FLAZEOWMEZER LGl 2B LT 2S00,
Option82 {4 DHCP /Vr v N Dok % 250 I SE87E

[BREDRA > N
DHCP /8% v b ® Option82 DFEFMEE # HANICRE L £ 9

[Ov> RICKBETE]

1. (config)# ip dhcp snooping information option allow-untrusted

untrust A — k@ Option82 DFFFFEE % NI E L £ 7

12.2.10 syslog H—/\A\DHAH

[BREDRA > N
B0 /% syslog + —NICH AT AREZ LET,
[0V > RICKBRE]
1. (config)# ip dhcp snooping logging enable
(ko 7% syslog B —NICH AT 2RELZ LE T,

2. (config) # logging event-kind dsn
syslog 4 —NIZEERNRET B0 TEHRD, X v t—IFFNIC DHCP snooping Z5E L £ 7
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123 AXL—>3 2

12.3.1

x12-9

BROYR—E

BRIV R—&

DHCP snooping O:&HI~v > F—Ex2RORITRLET,

av > RE

A

show ip dhcp snooping binding

NA VT4 v T T = R=AEREERLET,

clear ip dhcp snooping binding

NA VT4 v T T = R=AEHE VT LET,

show ip dhcp snooping statistics

aHER e R R LT,

clear ip dhcp snooping statistics

MmettEwmzEzs VT LET,

show ip arp inspection statistics

5145 3Iv 7 ARP BEDOREHEREFRLET,

clear ip arp inspection statistics

¥4+ 3Iv o ARP BEOHEHERZ 7V T LET,

show ip dhcp snooping logging

TUTILATHRRMLTNWAU T Ay —VEHRRFLET,

clear ip dhcp snooping logging

TaZ S LTERMLTWAU T Ay —=V% 7Y 7 LET,

restart dhcp snooping

Taro LEERZHLET,

dump protocols dhcp snooping

T T LTRRLTWAa 7SNHIERE 7 7 A VAHHILET,

12.3.2 DHCP snooping /N1 > T 1 27 T —I N—ADHEER

NA VT 4 7T =& R—2FH % show ip dhep snooping binding Iv > RTHERLET. HWHARD
MAC7 RLA, [IP7RLRA, NAYT 4 VT T=IR=ADIT -V TR LR E2RRLET,

show ip dhcp snooping binding 2~ > FOETHEREZ2ROKIIRLET,

12-14 show ip dhcp snooping binding DE{THER

> show ip dhcp snooping binding
Date 20XX/04/20 12:00:00 UTC
flash

Agent URL:

Last succeeded time:
Total Bindings Used/Max

20XX/04/20 11:50:00 UTC

Total Source guard Used/Max:

Bindings:

5

MAC Address

0012.
0012.
0012.
0012.
0012.
>

e287.
e287.
e287.
e287.
e2be

12.3.3 DHCP snooping fRst &R DI

0001
0002
0003
0004

.b0fb

IP Address

192.
192.
192.
192.
192.

168.
168.
168.
168.
168.

0.201
0.204
0.203
0.202
100.11

5/ 3070
2/ 3070
Expire (min)
1439
3666
59

Type VLAN
static* 1
dynamic 2
static 3
dynamic 4
dynamic* 12

Port
0/1
0/4
0/3
ChGr:2
0/11

DHCP snooping #t&t&# % show ip dhcp snooping statistics 2~ > FTHRRL 9, untrust A— »
T%{gL7- DHCP
72 DHCP 87y bR R LE T,
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show ip dhcp snooping statistics 3> FOETHRREZ2ROKNIRLE T,

12-15 show ip dhcp snooping statistics DFE{THER

> show ip dhcp snooping statistics
Date 20XX/04/20 12:00:00 UTC
Database Exceeded: 0

Total DHCP Packets: 8995

Port Recv Filter
0/1 170 170
0/3 1789 10
0/25 0 0
ChGr:1 3646 2457
>

12.3.4 94173y ARPHEEDWESR

(1) 91+ 3v 7 ARP RERSTBEHROMHESR

51+ 3 v ARP BRED#HEMEHR % show ip arp inspection statistics Iv > RTHERLE T, FiEL
72 ARP S MY, JEE L ARP Sy b, BELUEZEARP N7y MIOWNRERRLE T,

show ip arp inspection statistics 2~ > FOETHEREZXRORIIRLE T,
12-16 show ip arp inspection statistics MEITHER

> show ip arp inspection statistics
Date 20XX/04/20 12:00:00 UTC

Port Forwarded Dropped ( DB mismatch Invalid )
0/1 0 15 ( 15 0 )
0/2 584 883 ( 883 0 )
0/3 0 0 0 0 )
ChGr:2 170 53 ¢ 53 0 )
>

12.3.5 DHCP snooping O7' X v — DR

DHCP snooping 1 7 X vt — % show ip dhcp snooping logging 2~ > FTERLE T, /N1~
TA YT T = R=ADEH, HART « V5 OEH, NEL DHCP U —NoOkt, NE7% DHCP /87 >
NDOBEE, 72X ARP STy NOERLZEOU T Ay -V RFRLET,

show ip dhcp snooping logging 27 > FOETHERZRDOKITRLE T,

12-17 show ip dhcp snooping logging METHER

> show ip dhcp snooping logging

Date 20XX/04/20 12:00:00 UTC

Apr 20 11:00:00 ID=2201 NOTICE DHCP server packets were received at an untrust
port (0/2/1/0012.e2f£f.£fe01/192.168.100.254).

>
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F5iR TIRILEAICK3REMEREE

GSRP (D5

GSRP I, LAY 2BLIN LAV I TEBEOANEAZITOMETT., COE
Tlx, GSRP OMEICOWTHBEALE I,
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FEFTRTD VLAN UL —T DT AY & LI RETEREEZIT->TLEFE W,

(9) GSRP unaware T GSRP M#lfEl 7 L — ADfRICDWLT

(10)

(11)

(12)

(13)

(14)

(15)

GSRP A1 v FOREBED XA v F 55 GSRP unaware T 515&, GSRP O#HIHI 7 L —LIE 7Ty T4 7
EINFET, COFR, bRuY—L RERZEZAZTHE 7 L —LPFRIN TV BENDIHD T,
HIE 7 L — L ORE ik Z2[f1Ed 5728, GSRP unaware T% GSRP & VLAN ZIELL&FELTL
7280,

GSRP Flush request 7 L —ADQH#IC DT

GSRP aware I& GSRP Flush request 7L —A4%27F v 5«4 > 7 L$9. GSRP X4 v F ik GSRP Flush
request 7LV —L%75 9574 7 LERWOT, GSRP 7V —TDZEMER AL ET GSRP A1 v FTO
GSRP Flush request 7 L — 2 2 ik S ¢ 5 EERIETE EH A

GSRP ERBODAFKED ) T— MEEICDWT

GSRP ZfER I 2ALEBIIN LT, telnet ° SNMP 2DV E— MEEZ T 215G, RITRNT FEZHEA
LTL7ZE W,

« GSRP #I#IRN A — b

* GSRP VLAN 7' )L — 7 IREHIHHEE S H/E L, VLAN Z)IL—FIZE &7\ VLAN © VLAN A > %
Jr—RA

GSRP HlIfEHIHRHMNR— MMZDWT

GSRP #IfHR R AR — MIBRE L72R— NI, AT /Ny 77y PREICERE L, EREEER RS R —
MeRDET, DD, GSRP HIFENRINAR—MIERELIZAR—MNIETAVLANDIP A ¥ 7 2 —
2Ty PREELDET, LAV IARUEREEZERT 258%L, P ¥ 7z2—A0F¥ 7%
FITBFY P T =B TIREREPBETT,

HEER

GSRP %, AEBEMEIHEOMKEETYT . Extreme Networks #: LAN 21 v FIC#E#B SN T\ 5 ESRP
(Extreme Standby Router Protocol) 3 & UF Brocade Communications Systems #: LAN A v F 2%
#BHsNnT\a VSRP (Virtual Switch Redundant Protocol) &IZMHEEATE LA,

CPU B&fahs

CPU BERIRE L 7 - 12156, RBEEBENXEZ(ET % GSRP advertise 7 L — AL DEE T /- |JLIEEE D
HEL, ¥1LT7 7 DAy E—IHIP, REBBIRETH2EZFNVHVET, BEAFPRESHEFKT S
BE&1E, GSRP advertise 7 L — L DR ERRE L OFEAREBZRKE WVEICEREL CEALTLZE 1,

RAEBMAC 7 RLZDEZBICDOWVWT

L4 ¥ 3 AEYEHEEERE, GSRP CTRE/T AT 7+ L — b7 24D MAC 7 R L RIEEE MAC
FRUVAZFEALET, KL, IP B K OREBSEEMICEET 257y N T L —LDOFET
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MAC 7 FLAIZ, REEMAC 7 FLRICi3m D FHA. EEMACT FL A, 7213 VLAN & D MAC
TRLVAIZZDET,

GSRP CiZ, GSRPAA v FZ#TFT T+ — b7 2 A4 LT HEBIRIEMACT RLAZRFEE S/
O, [REMACT7 RLAZER7 L —L%2EHNIGEELTWET, (REMAC 7 RLAEER 7L —A4
%, BETMACT RLAZEMACT RLAELEFEIPOI=_F+ AT L —LTT,

GSRP ZA v F%FT T AN M=+ T2 AT HTNTOEREICGSRP #Iffl 7 L —LPEEES NS5y b
T — 7 HEEIToTLEZE W, GSRPHIHIT L =BT 7 A T 74— ETT ALY ) v TENTBE,
R MAC 7 RLRAZZETELRWD, T7L—LB 7Ty T4 7L, 2y NI —7ERICHESHESE
ENBHVET,
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GSRP DERE L&

CDETIX, GSRPHEREDHEHICOVWTHHAL LI,
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141 3>7«47L—>3a>

1411 A>7«47L—3>av>R—&
GSRPDary 747 L —Yayavwy R—E2DEIZRLET,

x14-1 >7147L—>3a>av R—E&

Jv U RE A
advertise-holdtime GSRP Advertise 7 L — L ORFHRZREL T,
advertise-interval GSRP Advertise 7 L —LDOXEHERERELE T,
backup-lock Ny 77y TEEKEERELE T,
flush-request-count GSRP Flush request 7 L —ADREEBEBEZFRE L LT,
gsrp GSRP Z#BEL 7,
gsrp-vlan GSRP E# VLAN 28 E L9
gsrp direct-link FAVI NIV IERELET,
gsrp exception-port GSRP #HIfIt RN R — 2 BRELET
gsrp limit-control GSRP VLAN 7))L —JIRERIMEELRE L 7,
gsrp no-flush-port GSRP Flush request 7 L —AZREBLEWVWAR— P 2RELE T,
gsrp reset-flush-port R—bUty MEREZHERT LA - F2RELET,
layer3-redundancy LAY 3RBKEZRELE T,

no-neighbor-to-master Ny o7y (BERE) REE LS EZOYDBAFEEHRELET.

port-up-delay U Y IR REROEGY D EAMIEEEZHRELF I,

reset-flush-time R—tUty MEREFRABOY > 75 VEERELE T,
selection-pattern VAR, Ny ITy TOBRREEOBEIEELHELE T,
virtual-mac-learning- FHEMAC 7 RURAEER 7 L— L0 ERBERELE T,

interval

vlan-group disable VLAN 7V —7%E i LEd. FiBLTWA VLAN ILEESELELET,
vlan-group priority VLAN CEDEEEEZRELET .

vlan-group vlan VLAN 7V —FIZE 3 5 VLAN 2%E L £,

14.1.2 GSRP OEARMNLE

(1) GSRP Z'IL—TDRE

[BEEDRT > M
GSRP 2T 57012, REBD GSRP /L —71D 2FELE9d. GSRP Z)L—71D 25%ET %
EARIEE T GSRP OFEZFIRL £ 9. HSABET 5 GSRP A v FEADETHREL LT,
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LAY 3TIRUBERELERT 581, 1~400BRLUHRELET. 20E0D GSRP 7L —7
ID TV AV 3ITTRBMEIERATEEEA,

GSRP 2% ET 57-0101E, HFNCANS=Z VTV —% BT 20ESH D ET,
[O7 > RIZKBRE]
1. (config) # spanning-tree disable

AN V) — % B LET,
2. (config)# gsrp 1

GSRP 7 V—7ID % 1 CRELET. ATV NIZk->T, KREEIX GSRP OBEZBBLET,
DEFEEIE]

GSRP VLAN 7L — 7 IREHIFHEEE#RE L Tz WiEE, GSRP ZL—71D 2%ET 5 &, T T

@ VLAN % GSRP THI#IL £ 9, VLAN 7L —7F%#HEL TWARWIRETIE, §XTD VLAN ©
R—rp 7oy F o REICEDET,

(2) GSRP & VLAN DOEE

BREDRA > M

GSRP E# VLAN & LT 95 VLAN 2 5EL 9. RELEWVIHA, GSRPEH VLAN X 1 &
AN

GSRP &3 VLAN I GSRP O#lf#l 7 L — L% DED § 576D VLAN T3, Z® VLAN 21,
GSRP 24 v FRDOY A L7 v 27 &, GSRP aware 2T 2B EIEFD AL v F & DERFEAR— b

PERELTLIEE W, F£72, GSRP aware i2®d GSRP A1 wF E#HE L TWBKR— FTHE L VLAN %
FELTLZE N,

[O37 > RICKBFE]
1. (config)# gsrp 1
GSRP > 747 L—>a vy E—RICBITLET,

2. (config-gsrp) # gsrp-vlan 5

GSRP &3 VLAN & LT VLANS 2{FHL %9,
(3) F1LT7NIVTDERE

BREDRA > K]
GSRP DA L7 b Y VICHERTHZR—- P 2RELET YA LI MU TIE, A —F 2y b V¥
TI—AFLER-FFARINA T T —ATRELET,
AL M) U REREEEEZERT 256, NAEBEOREREINTYAIL I M) v IEELL
HAREEE DL TE570, YA VI M) VI ERAEEBRICT A2 EE2BEOLET. ¥1LI MY Y
JETEBRICT 2720120&, Vo7 705 a v 2 RT3 AEEBEBED) V7 2 EHERT %
FERHD, EB5BHRIZFAMETT . LAV 3IARVBHETY ALY M) 7 EO VLAN %Z&F
WCHWAEE, YAV M) U7 2ARBRICT 2L &, Vo770 r—2aryzHRLTLLES
W,

[OY > RICKBERTE]

1. (config) # interface range gigabitethernet 1/0/1-2

R—11/0/1, 1/02 DA —H 2V " U F¥ T2 —RAV T4 L —3avE— RICBTLET, ¥4
L7 M) 2 RELT B-0ICEHOR— N 2IEELE T,
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2. (config-if-range) # channel-group 10 mode on
(config-if-range) # exit
—N1/0/1, 1/0/2 % A5 T4 v 7E=ROF ¥ 2RIV ITN—T10 ICBHKLET,
3. (config)# interface port-channel 10
(config-if)# gsrp 1 direct-link
GSRP ZL—7IDI1 DFA LT M) Y7 ELTF v INTN—T 10 2FELE T,

(4) VLAN 7\ —7DRE

346

EBEEDRT > M
GSRP TR 9 % VLAN 7L —7& VLAN ZUV—T7IZAiEd 5 VLAN 2R ELE T, YAV RED
VLAN Z)L—7ICFiE L7z VLAN CEERREE 2 D 9. VLAN 7L —FI3EHEETE, VLAN

TN—TZERXYARY, Nv 77y TEFEIMLES, VLAN ZVL—TEFiET 5 VLAN I3, BEET 2
GSRP 24 v F LRILBHEZ LTL S W,

VLAN 7 )L—7~® VLAN OEMB L OHIFRIL, vlan-group vlan add 2+ > F# XU vlan-group
vlan remove 27> RT{TWE 9, vlan-group vlan I ¥ RZHREFADRETH 5 —F vlan-
group vlan 2w > RZET§ 2L, BELZ VLANID U X MIBZ#DD £,

VLAN 7' )L — 7 D5 %1k L7z \Wig#, vian-group disable 2v > KT VLAN 7))L — 7% &EHI2T
EEXE

[O7 > RICKBERE]
1. (config)# gsrp 1
GSRP Y747 L= a v E—RICBITLET,
2. (config-gsrp) # vlan-group 1 vlan 10,20
VLAN 7 )L—7"1 #8%E L, VLAN 10, 20 % VLAN Z)L—7 1 ICFBS ¥ £ 7,

3. (config-gsrp) # vlan-group 1 vlan add 30
VLAN 7 )L—7 1 IZFiB 9 % VLAN IZ VLAN 30 Z:BML £ 9

4. (config-gsrp) # vlan-group 1 vlan remove 20

VLAN Z)L—7 1 IZFiE 9 % VLAN 225 VLAN 20 #HIfR L £ 9,

5. (config-gsrp) # vlan-group 1 vlan 100,200

VLAN Z)L—71 IZFE 9 % VLAN % VLAN 100, 200 IZEEL 9. LEIOFREI TN LES
&ENT, VLAN 100, 200 #°F/E9 % VLAN &7z 0 £9

CERFHE]

VLAN Z7)L—71ZJ8 L CWwiz\» VLAN O#{EiE, GSRP VLAN 7L — FIREHIHMBEEDRREIC L - T
EDEI,

GSRP VLAN 7' )L — 7 IREHI I RE 2 2 E L T WL WAL, GSRP TId9XT®» VLAN ¥ GSRP 12
LKoTHBmENE T, FO7/-®, VLAN ZL—FIZELTWaW VLAN OFR— ME, TuvF o 7R
IR0 FET,

GSRP VLAN 7L — FIREHIHMERE LT L TV A&, VLAN ZL—FICFiE L TWw5b VLAN 72
¥ % GSRP OfIfIxRICLET, D78, VLAN 7» FIZBLTWAEWVLAN OFR— MZ, 7+
T—T 4 Y IREIZZD T,
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14.1.3 <TRY, NvI7vTOERICEET BT
(1) <RY, NvI7vTOERFEDERTE
[EBEDAAC > N

GSRP DY A%, Ny 77y PREEZYOBEZ L&D, BIRE¥E (77571 TR—- M, BEE, %
BMACT FLR) OBEIEZHELET. BEIEER, 727741 7R—- M~ EBEE-EEBE MAC 7 R
VADIEE EBEEST VT4 TR M BB MAC 7 FLADIEEDEL 6% BIRLE T,
BE, 7074 TR N REBREETAHIEEZBHOLET., Xy NT—BREEET BRIC
VLAN OR— MIOHEERY > 757 Vs ERESEERTHIER, BAELZREBILEITHIREICE-
TR, N7y TOREEEE L EEEELZTAET,

[O7 > RICKBRE]
1. (config)# gsrp 1
GSRPaI>Y 74 7L —>a v E—RICBITLET,
2. (config-gsrp) # selection-pattern priority-ports-mac
BREEOERIENZ, BEREST VT4 TR M—EEBEMACT7 FLADIEICHELE T,
(2) VLAN ZIL—TDEFTEDETE
[BEEDRA > N

VLAN 7V =7, BEEEZRELE T HFPREVIEEBEENES 20 ET, BREEZRE
THIEIWLEST, 7774 7R—MEDPRICKRETY ARSI LI WEBERELE T,

HWHO VLAN 7 )L—F%2ER L, VLAN ZL—FZEICBEEREZ AT LT, VLAN Z)L—FT&
DU—RNT VA2 EB I ENTEET,

[ > RICKBEE]
1. (config)# gsrp 1
GSRP I 747 L—>a v E—RICBITLET,
2. (config-gsrp) # vlan-group 1 priority 80
VLAN Z)L—7"1 OE%EEZ 80 ICBRELE T,
(3) Ny I7y TEERKEDIE
[BREDRAT > K]

Ny 77y TEEMKEEL, O GSRP A1 v F D4 VLAN 7L —F2EIRIN Y 77 v TIREEIC
LET. F—T7IVEBROLERLEBOFEE 25 LD R REREREELZITVWIWESREID, K

BEIC & > TXHAD GSRP 24 v F2FRTCD VLAN FIL—TDv A% & LI R CREREE2ITAE
a_o

[37 > RICKBERE]
1. (config)# gsrp 1

GSRP 2> 74 7 L—va vy E—-RICBITLET,
2. (config-gsrp) # backup-lock

N 7y TEEREZHRELE T, 3XCH VLAN ZUL—7/)Nw 77w 12720, HtEo GSRP
AAVFPTAFIZEDET,
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14.1.4 L 1Y 3 ARUBKEDETE
[BREDRAT > N]
AIEED GSRP TL AV 3NEEBHELZRELET T, LAY 3TIEVE#EX, GSRP 7L —71D
WI~4DLEELRFHERATEET, LAV INEUERELXFHRT L, THRAY NT—7HOEEI,
EEMAC 7 RLAREER I L —L%ZETHIETGSRPOREMAC 7 RLAZ2EH LET, &
NEDEEIL, ZFELEZMACT RLADI =DV IPHRETRET TV T 4 VREICEDET, &
7o, FiAy NT—JICEBEBIMLGE, TOEBTIIFEEMACTY FLAEFRT L—-L%2%F
T2HETTITIvT 4 v IRBIZZRVET, COXHIBTSy T« v REBICE2ERZ2Z2EB LT, (ME
MAC 7 RLZAZEH 7 L —LDORERBEEZHREL T ZE 0,

LAY 3TUEVBHELERT A%, VLANODIP 7 L RIExMmO GSRP A4 v FERUIP 7 R
LAZRELE S, IP7 RLADREHEICOVWTIE, (27427 L—23>»HA K Voll)
[249 VLANA Y497 z—RA] 2ZBL TS0, £z, LAY 3TRUBHELHERT SR
i, By b= O 0BZICET ARENSBETT, FMIF [13.5.3 LAV 3ARYIERET
DOEFSY bT—IREICLBYVEZ] 22BL TS0,

[O7> RICKBEE]

1. (config)# gsrp 1
GSRP Y74 /L= a v E—RICBITLET,

2. (config-gsrp) # layer3-redundancy
LAV 3TTREREZRELE I,

3. (config-gsrp) # virtual-mac-learning-interval 100

RAEMAC 7 RLAZER 7 L—L0%EMEBE%Z 100 ICRELE T,

14.1.5 GSRP VLAN 7' )L — JIREHIEEEEEDELE
[REOHA > N
GSRP VLAN /)L — 7R HIEIHHEZ B2 L E 5. GSRP VLAN 2/ L— 7IRESIEIHER, VLAN 7

L—7ICFE LT\ VLAN 7215 % GSRP O#IfitRICLE . VLAN L —7ICFiEL Tk
VLAN OR— R, BIZT7xT—T 1 Y REICHZDET,

GSRP VLAN 7V —7IREFRIEHEEL, ROMBRTHEATEE,
o LAV 3TIRUEHED LA v b7 — T O
* GSRP ® VLAN 7'V —7IZHiE L T2\ VLAN % GSRP #l#ioxtgst & L GEA
« REEBOY E— MEH
[37 > RICKBERE]
1. (config) # gsrp limit-control
GSRP VLAN 7L —7IREHIHEZHREL £ I

14.1.6 GSRP HIffIXIRNR— b DERTE
[REDHT > N
A= ERLZVIT7 7V =23 I LT GSRP HIHINERAR - 2BELET. 1 —VH v b

AV T2—AFRA—FF Y RINA I T — AR LTHREL, HET S & GSRP OIREEICEHZ
B EIWZT AT =T 4 Y IREICHRDET,
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GSRP #IBENRNAR— ML, ROBRCHEATEEI,
o« LAY 3MEUEHKED LRy hT— I AOERER— b
o KEBEDY E— MEERF—b
[OY > RICKBERE]
1. (config) # interface gigabitethernet 1/0/1
R=F1/0/1 DA —HFx Yy b VFT2—RAV T4 7L =2 arE—RIIBTLET,

2. (config-if)# gsrp exception-port
AR— bk 1/0/1 % GSRP #INMRAR— P E LTRELE T,

14.1.7 GSRP D/INS X —9 DFERE
(1) U ITREROER S X PHLEEORE

GSRP T3~ 2%, N 77 v TORRERE LT, 7774 7R- M REHEALET, 2070, F—Fh
DT 9T, 5 UBERET 5 EOH— MIRREAREE &> RBAITT 77 4 TH— NHOBEN S5
L, ZORER, v AYREBENY 77 v PREOTOBEZ PER L THRETHBETNPHDET, K- b
AREGREOR, AIvy FCEEMMAHEET 52T, FELYVEL#ILETEET,

BREDRT > N
R= DTV FUIEBEICT VT4 7R — MIOHT > MRARICKMT 5§ TORIERFE % 8E L F
ED
INT A =% infinity 2f5E L72H &1L, BEREZEREL, BBTET 7T+ TH—-MIAT Vb
LEBA. RELBWEE, R—tDPT7 v T25ET77T 1 7HR— MDA PRFICEIRERBE (0
M) LEd,

il

[O7 > RICKBRE]
1. (config)# gsrp 1
GSRP I v 74 7L — 3 v E—RICBITLET,
2. (config-gsrp) # port-up-delay 10
TIT A THR=bEADHY v MRS 2 BEREZ 10 ICRELE T,
3. (config-gsrp) # port-up-delay infinity
TOF 4 TR EADTH T Y PRI 5B 2 BRICEELET. COREOHE, -
NOT Y FEITH T Y PHRICKBET 5 729121 clear gsip port-up-delay 2~ > REHFHLTL 72
S,
(2) GSRP Advertise 7 L —AMDX(EER, REREOHE
[BEEDRA > N
GSRP Advertise 7 L — A DA ERIRS L OMREREZERE L £ 9, advertise-holdtime (&

advertise-interval X W K E 2 EZHE L TL F & W, advertise-interval L ROEZ T L- B4,
GSRP Advertise 7V —LDZEY A LTI M EBEHELET,

[O7 > RICKBERE]

1. (config)# gsrp 1
GSRP Y747 L= a v E—RICBITLET,
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2. (config-gsrp) # advertise-interval 5
GSRP Advertise 7 L —ADEEHFEZ 5 HICREL £,
3. (config-gsrp) # advertise-holdtime 20
GSRP Advertise 7 L — A ORFFRH 2 20 MICREL £9. ZDHBAE, GSRP Advertise 7L —4 D
KEEZ 3EETHAELET,
CEEEIA]

CPU SBEFMREE L 2 5 72356, REENERET 5 GSRP advertise 7 L — 4 DBEE F 72 IZAIEE

EPRELT, FA4LT7 7 bORXyE—VHP, REBBPHAETH2BTNIFHD ET. BEATFRKE

WHEFT 5561, GSRP advertise 7 L — A DA EEME, FERFEZASWEICREL GEHLTL
7230,

(3) GSRP Flush request 7L —AZXEULBEWVLWR— NDERE

EREDRT > N]
R=bERFV 77707 —2 3 x LT GSRP Flush request 7 L—A %R ELRZVWA— %
BELET A =T XY MUY T2 —RFRB R F ¥ INA I T2 — AL TRELE T,
GSRP Flush request i& GSRP E¥ VLAN D555 1A L7 b)) U 7 BLTR—- MYy MERZRTE
LTWBR—= N DOER— MR FELET. A¥EEIS GSRP unaware & ORI THR— MYt v ME
BEZEA LS RVWEBAICRELE T, L, COXIGHETIRYRY, Ny 77y 7oL
B2 GSRP unaware ® MAC 7 RLATF—TIUBL—I 0 FIcEk>TrZ U7 ENS T TREMNEHL

BV EIOER LTS W, #EIX, GSRP unaware EOFEREICIER— M) &y MEREZFERT S
lLrBEOLET,

[O7 > RICKBERE]

1. (config) # interface gigabitethernet 1/0/1
K=t 10/ 1 DA =Y 2y M V¥ T2 —RAV T4 T L= 3 VE— FICBITLET,
2. (config-if)# gsrp 1 no-flush-port

A— "~ 1/0/1 »& GSRP Flush request 7 L —LZEFELEVEIICHRELE T,

(4) GSRP Flush request 7 L — ADXEEEDEE
[EBREDRA > N]

FBEDZAA v FITHLTMAC 7 RLAT =7 LD Y 7 %175 GSRP Flush request 7 L — A D3k
BEHEZEELE T,

77 4 )b b3 3 [8] GSRP Flush request ZXE L £9, B zZEPLT &, 7L —LD 0 R L Tt
EEOAHIENTEZET,

[O7 > RICKBEEE]
1. (config)# gsrp 1

GSRP v 74 7L — 3 v E—RICBITLET,
2. (config-gsrp)# flush-request-count 5

GSRP Flush request 7 L — 24 O3%EEEZ S EICHELE T,

—AxX

350



14 GSRP MFREEEH

14.1.8 R—KMJty MEREDETE

AHEEIX GSRP unaware EDEBFICHERALE T, A7, Nv 77 v TOYDEZ TNy 77 v FTIREEIC
ol RBRIR- )ty MEREEERE LR N E—BNICY 28T LET,

(1) BRI B HR— NDEE
[BEDHA > ]
A=)ty MEREEZRELE T, 1 —T XY MUY T2 —RAFBR—bF ¥R YT 2 —
AL THELE T,
[O7 > RICKBEE]
1. (config)# interface gigabitethernet 1/0/1
R=b 10/ 1 DA =2y "V T2—RAAV T4 7L —2aryE—FIBITLET,

2. (config-if)# gsrp 1 reset-flush-port
R—F1/O0/1IZR—b )ty MEREZFRELE T,
(2) R— NI IUERBEDOFRE
EREDRA > M
R—bUty MERBERROR - MY VRHZRELET. 774V MI3MTT. F—tUty
MEREZER T 25810, MEEEDY > 7Y VRHBHEPRVWESICREL T, KEEDY) V7

Uy A vRRE (a7 4«2 L— 3> a< > Flink debounce) @&k S 7 ¥y kg
MzERETIALRBEERL TVWAEE, TORBIDELREL TS,

[O7 > RICKBEE]
1. (config)# gsrp 1
GSRP Y74 7L —>a v E—RICBITLET,

2. (config-gsrp) # reset-flush-time 5
R—b ¥ R Z SHICRELE T,

1419 91L7 NI IEERHDEE

[BREDRT > N]

TAVLI M) IDOBEICE> TNy 77 v 7 (BERE) KPS AYREBICTIDEZ 5 & 1L,
FH (TAYEBEBICCNAN) THOBZSY, BE (FA L7 ) v oBEEREMKE) T0EL
B BERLET,

AL 7 M) v BEREBELEALEETYDEZ 258, MREBOEBEREDSNTY ALV b
VU IBELERHET AR DR TEHLD, YA VLI NI VI RTEBRICT A L2 BHOLE
To ¥4 LT M) U7 ZAEBRICT A0, Vo777 )5 —vary2ERHTAH5EE@AEDY
VU RBBERTAHENHD, E558MBEELTIT. LAY 3AETUEBRETY LI NIV
£ VLAN 28EICHWAEE, Y1V N V7 2AEBRICTAEEE, Vo770 85—y a
VERFERLTLZE 0,

[Ov> RICKBETE]

1. (config)# gsrp 1
GSRP AV 74 7L —Ya v E—RICBITLET,
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2. (config-gsrp) # no-neighbor-to-master direct-down
FALI M) U BEMEMEEZREL, F1 LI M) U IORERICHEE T AYRBICER L £
—a—o
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142 AXL—>3>

14.2.1 ERHIVYYRK—E

GSRP DRI~ Y R—EZIROFRITRLE T,

*®14-2 EROYVR—E

v RE B
show gsrp GSRP E#HA2FRLET,
show gsrp aware GSRP @ aware [z R~ L7,
clear gsrp GSRP OffietE®mR= 27V 7 LE T,
set gsrp master Ny 77y (BERE) K2 XY REBICBESEET,

clear gsrp port-up-delay | VLAN 7L —FICERBSN TS VLANIZBLTWAR— M7y THREE 5572
R—+%, A>T 17— 3>»av > K port-up-delay TIHE S /- BHERRE % /%
72T, HEE7 774 THR— MARBLUET,

clear gsrp forced-shift GSRP 21 v FESHCHIR O~ A & BHHEEIC L 2, B~ R Y EBRGS KRG R
LEd,

restart gsrp GSRP u /5 L% HEL#H L ET,

dump protocols gsrp GSRP 70 7’5 L THRELL TWAFEMA X2 b b L —REHB L ORI T — 7 UIER
277 ANMANEALET,

14.2.2 GSRP MDIKREDHEER

(1)

AIEE T GSRP OHEE#[H L2 B A ORENEICIZROL DN H ) £7,
A T714 7L —> 3 ERTEERDESR

show gsrp 2¥ > R T GSRP OFREDKREX R TCEET, IV 74 7L —2 3 Y TREL] GSRP D
BENBDPELSRBENT VAP EIPEHERL TSV, F/z, AREEELH— GSRP 7L — 7%1%
Y AHEFLEBLOBTYAY, Ny 77y FBIRAZE (Selection Pattern), LA ¥ 3 TEVIEHKED

7E, VLAN Z)L—71D (VLAN Group ID), B& U VLAN 7L —7ICHiET % VLAN?J*‘E—’C“%ZQC
ERMERLTLZE V. LAV 3TIREREZREL TV 25551, VLAN 7)L— 7”%@?6WAN
TIP7RLADOREPHEFEELE —HL TNAH I &R bf<témom7bvx IZBEd 2 HERR

[2> 7427 L —3ar/A F Vol.ll [24.11.2 VLAN OREOREZRE], BLF [ar 747 —v a3y
A4 K Vol3] [222 IPv4 A% 7 x—AD up/down fEs8] /23 [T 747 L—Yary 4K
Vol.3] [19.2.2 IPv6 1> %7 x—A®D up/down fEsE] # BB LT 2S00, &8, Ny 77 v PREE
® VLAN Z)L—FICFiE T % VLAN 341 >4 7 = — ZAREDS T VIRETHHZ L ICHEREL TS
Uy,

show gsrp detail 2= > R, show gsrp vlan-group 2~ > ROFERF|ZIRITTRLE T,

14-1 show gsrp detail 37> ROEITHR

> show gsrp detail
Date 20XX/11/07 22:24:36 UTC

GSRP ID: 1
Local MAC Address : 0012.e205.0000
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14 GSRP MFREEER

(2)

354

>

Neighbor MAC Address
Total VLAN Group Counts
GSRP VLAN ID

Direct Port

Limit Control

GSRP Exception Port

No Neighbor To Master
Backup Lock

Port Up Delay

Last Flush Receive Time
Forced Shift Time

Layer 3 Redundancy
Virtual MAC Learning
VLAN Port Counts
Virtual Link ID

Hold Time
Hold Timer
Interval
Pattern

Advertise
Advertise
Advertise
Selection

VLAN Group ID

Local State
1 Backup
8 Master

0012.e205.0011
2

105

0/10-11

Off

0/1-5

manual

disable

0

On

Interval 120
Configuration
100 (VLAN ID

(Output rate 30pps)
15, Capacity 3600
20)

Local Neighbor

5 5

4 -

1 1
ports-priority-mac ports-priority-mac

Neighbor State
Master
Backup

14-2 show gsrp vlan-group J<7 > RDETHER

> show gsrp 1 vlan-group 1

Date 20XX/11/07 22:25:13 UTC

G

>

SRP ID: 1

Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts
Layer 3 Redundancy
Virtual MAC Learning
VLAN Port Counts

VLAN Group ID : 1
VLAN ID
Member Port
Last Transition
Transition by reason
Master to Backup Counts
Backup to Master Counts
Virtual MAC Address

State

Acknowledged State
Advertise Hold Timer
Priority

Active Ports

Up Ports

ER P OH#ESR

0012.e205.0000
0012.e205.0011
1

On
Interval 120 (Output rate 30pps)
Configuration 15, Capacity 3600
110,200-210
0/6-8

20XX/11/07 22:20:11 (Master to Backup)
Priority was lower than neighbor's

4

4

0000.8758.1307

Local Neighbor
Backup Master
Backup -

3 _
100 101
3 3

3 _

HAEBB L UOALERBEF— GSRP 7L — 72 EH T 2HEFEET, VLAN ZL—TORESENDPDERE
T MasteriZzz>TWwWb 2 &, BEUPE— VLAN 7L —TTEBOVAYPEE LW E2FERELTL

7PE WV, REFETO VLAN 7 )L — T OIREE

FUCid show gsrp A v > REFERHL TS W,

14-3 show gsrp O< > KRDETHI

>

show gsrp

Date 20XX/11/07 22:28:38 UTC

G

SRP ID: 10
Local MAC Address
Neighbor MAC Address

0012.e205.0000
0012.e205.0011



14 GSRP MFREEEH

Total VLAN Group Counts : 2

Layer 3 Redundancy : On

Virtual MAC Learning : Interval 120 (Output rate 30pps)
VLAN Port Counts : Configuration 15, Capacity 3600
VLAN Group ID Local State Neighbor State

1 Backup Master

8 Master Backup
>

14.2.3 OV RICKBDIREER
set gsrp master Av Y R T, N 77 v (BHEAH) RKEE2 AT REBICEBSHELIENTEET,

ZOavw Y RIiE, Ny o7y (BEAH) REOEELTENEZITY FTT, MHEBOHET
VLAN 7V —TREDBNY 77 v P> T WA E#HER LIzH EICETLTLI R E N,

14-4 set gsrp master 17> ROE(THRR

> set gsrp master 1 vlan-group 1

Transit to Master. Are you sure? (y/n):y
>

14.2.4 BERREOR—NDT I 7 1 7R— NEIEFRER

clear gsrp port-up-delay 2> R T, V Y I ALEROEFT OB IEERE (2> 7« 7L —2a>va
< R port-up-delay) 2L TWAHBEIL, K— b7y THROBEEBZHE20VWTISICT VT4 7
R— MRBTEXT,

14-5 clear gsrp port-up-delay 3<% > RDE{THER

> clear gsrp port-up-delay port 0/1
>
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VRRP

VRRP (Virtual Router Redundancy Protocol) 13— % ICEEPFHEAE L7
HBAETYH, FA—1 =Yy b ORI —% 2EH L THROBEEREZHMART
BHZERZEMNELIEARY PAT UNAHBETT . COETIE VRRP IZDWT
FALE I,
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15.1 f#5R

VRRP (Virtual Router Redundancy Protocol) 1FV—# ICEENSRELZGEETH, F—F—P3xv b
EORIN—%ZEH L THROBERBEZHERI S IEEZENE LAY PAY YNNI HEETT,

VRRP 2T 5 &, F—1—Y %2y b FOBHEONL—9 D ERENBEEIL—Y 2HECEET,
KT THAN T =T 2A4ELTCZDRBIL—FZHRELTBLIEICES> T, IV—FICEENIFEE LT
EEDFIN—FNDYP OB #EHIT AR, BELMETEET,

AL —%1x 1 75 255 FTOHFEEIL—% ID #H5, B—A —Y % v b EOR—OFEEL—% ID 28>
BNV —FRELD, 7Y bOL—T 4 >V T%TD 1 BOVAYOEEL—% &, X7y vOIL—T 1~
THERITDEVERY FAYUNALTHB 1 EELEONY 77y TOREIL—% ZERLET,

1511 REIL—IDMACT7RLRAREIP7RLXR

RABL— 4 13 B 5 OYIEN T MAC 7 RL X EZRNIC, RAEBL—YFHO MAC 7 KL A& L T{RIE MAC
FRUAZESET, (REMAC 7 RLRIX, FEL—% ID»5BHEMICERESNE T,

PR—F LT3 VRRP OB EFE MAC 7 KL ADWIGEIROFISRLET,

F 15-1 VRRP OR#EEARE MAC 7 K L ZDX

RS &8 MAC 77 RL- R
IPv4 RFC3768 0000.5e00.01 {{x#E)L— % 1D}
IPv6 draft-ietf-vrrp-ipv6-spec-02 0000.5e00.01 {{f8)L— % 1D}
draft-ietf-vrrp-ipv6-spec-07 0000.5e00.02{{RF8)L— % 1D}

S AY DL —FIIFEEMAC 7 RLAFETHDA —H Xy b T L—LZZEFEL TNy bET T —
T4 VT T RENEZRSEITN, Ny 77y TOREL—ZIXIEMAC 7 RLRAFETOT L—L%2%EF L
FH Ao VRRP IZFIEIL—% DREIZIG U TR MAC 7 RLASETA =42y b T L—L%2ZET 5D
E3pREELET, TAYDREL—FI3EMACHET I L—Lb2Z(ETEE, V—F1 v 7F—T)
WS TIPSy vDT 3T —F 4 Y TNBETVET, 20720, WHRIIFEEMAC 7 RL 2255k E
LTI V—LEREETAHIET, VR ENY I Ty IO Bb-HETHBEEME TS ET. (E
MACT7 RLAFECTI L—LDZEZRORIRLE T,

X 15-1 REMACTETIL—LDZEE

AEEA AEES
TRA Ny 97y | (gEL—4
IL—%1D:7

XZE LI

585 0000. 5€00. 0107 7 L— L

AL —Z BV —S DO IP 7 RLATHAFEEIP 7 RLAZFEBE T, vAYDOEEIL—F 1L, FE
IP7RLRICNT B ARPER/S r» EZIINDP ERNN Y b 2RETHE, HIREMAC T KL A
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Z{EFALTARP JSEE /I NDP & L9, fE MAC 7 L RICX % ARP J8&EE LU NDP &%
ROKNIRLET

15-2 {REMAC 7 KL ZIZ &L B ARP IHEH LU NDP IH&

@ ARPIS &
AREBEA AREEB
TR4Y NI T7v7 | REEIL—% 192.168.20.1
JL—4AID:7
! A
: D | 1 ARPER 192.168.20 10MACT KL R13? |
| -
L
| 2 ARPASZ 0000, 5€00.0107 (R#8) T, |
ONDPIS &
AREBEA ARLEEEB
< RA N7 v7 | fgHE)L—% fe80::7
JL—4A1D:7

A
H1wwg* £e80: :TONACT KL R (37 |

RNV —5%2TFT 74V L—FE LTHERATAPCHEDFA ML, HARP Fvvyadr—7 VIR
IP7RLZAETOT L—LIIMEEMAC 7 RLUALTCIGEETALDICEBLET, 2OLDIIEFSM
TeARA MEEIEL—INT L —L2EETHEEIEMAC 7 FLAZGERIIEET HEDICKES
728, VRRP OV RY /Ny 77w TOYOBEZFRELIGETSH, BELMRTEET,

15.1.2 VRRP [CHF B ESEHDLHEA

YAy ORIEN—F I ZEHN L ERH (77 )L~ 1 #) T ADVERTISEMENT /87 v k EHEN 2 HEMR
RREEFH Oy b &, RIEBLV—52BELIZIPA VY T2 —AR6RBELET. Ny 77 v FOREE
V=37 XY DB — % BiEET S5 ADVERTISEMENT N7y b 2ZETSHZEICE-T, TRAYD
RIEL—Z ICEEP LW E 2R L E£9. ADVERTISEMENT /%7y FOREZRORITIRLE T,

15-3 ADVERTISEMENT /87 v kDIX(E

REEA KEEB
7R S v 7
3 NI Ty R L—4
1
LT

ADVERTISEMENT/X%7r v k

359



15 VRRP

TAYDRIEN —F ICBESFEE U-EES, ADVERTISEMENT /87 v h 2R ETEEHA. HlZIX, &
BRMAENTT LT LESBER, EL—IDBRESNTWBIPA VI T —ANEI)ry ]‘72195{:1
TELELBBEOBRBENRELLES, T—7ILOKRGEEDEETT,

N 7Ty TOREIL—FIE—EDOM ADVERTISEMENT /87 v b <Y A DL - 5ZF L7k
PoTHEIL, YA ORENL—Y ICEEPRELLEHML, N 7Ty IR AIANEREEES
X9,

15.1.3 YRIDEHAE

(1)

(2)

360

BxE

BEOREIL—5 DD 5 XY ORENL—5 2B HET 57912, VRRP TIHELEZFRALET. 20
BREEIIREN—FICRETEET, RETZAHEIEL] 75 255 FTORET, T7 4L ML 100 TH,
COHEAREVIIEBREERIELLEVET 1 V¥ T2 —RMHESNTVWBIP 7 RL A EFEL—%
DIP7RLADPELL (IP7 FLADOMEH) Ha, mbBEENEV 255 ICHFNICRESNE T,
Y RAY OB —F DOEHEZROKIIRLET,

15-4 < RYIDEH

AEEA REEB AEEC
YR4Z NI T79T Nus79F
BEE 255 BHhE 200 B4kE 150 REIL—%
I

ZORDEE, BEEISELEVWEEL—Y ABTAYICZDET, RIEBL—% ADY 7 LI-EEE
wi %%F@m“ﬁm» T BATAIANEETLE T, (RIEL—% A E{BL—% BOWHENS 7>
LB BT REL—Y CHATAZICZDET,

TRAFI G HEELRAMEICT 5720, RICA =Yy b EORCEEL—% ID OFREL—7I2I%, £z
BEEEZREL TLLEV, BEEOR BN —FBEET 2B, EE5PVYRTIZLEDPAREDT:
O, BEPEFREBDICZO VBTN HD X,

BEWIYVRULSIUBEIIWERLOHNE

VRRP TlE, BEEOEVLNY 77 v TOREIL—FH, BL—% IDHELREVEVLT Y DOFIEIL—
YEBHET A&, BENICT A NREZZB(LESEE T, I, TAYOFEEL—FH, BL—% X DER
EOBWMEEL—% OFEEZBEHE LIz E ZIZEFHICN Yy 77 v TALREEZEBLSEE T,

[K15-4 X5 DFEH] OBEEFICLTAHZE, RIEBL—% A LREBL—% BYBY Y UEEL—%
CHIAZIIESTWARED, S, REL—% BAEIHT 2 &, /REL—% C LD L EBELEEOEWREIL—
¥ BATATICEL, REL—Y CHITRIDPOENY 7Ty TAREZB(LEESE &I DET,

COBEFYIVRLZIIET HRENTEE T, PYORULIMEIZE, RO2EBVOHEFHD £,

* PREEMPT :E—l\“(Ccké}[l]ﬂ:
HEIDRL S BWEAICE, T3> 747V — 332 R no virp preempt T PREEMPT
£—F#% OFF | ZEQEL'C<7L$§L‘ PREEMPT €— F#% OFF IZEET N, Nv 77 v TORE
V=3 BEL— LD SBEEDENEL—IHPIRAYIE>TRHIEEBELTY, KREEV X
IANESEBHZEIEIHDERA

« Y1 <ICKkBHNLE
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HE) DR LOMGE EROBEBES - WIEAICE, 3> 747 —aryavy Ryp
preempt delay Tl % 1 < % &% %b’((télﬂ 2&9471@!2&, HEORLERZBEL T, 5H
FUVRLAEORBEREZESE 2D THY, REFPTERITTIVEDL L ETITIE, BELLKFET
TAEMOREEEL LT,

PREEMPT £— FZRE LI2HEOIMEY A v 2RELLHED, WRELDFEL—FPIP T FLAD
A& (B 255) OBElR, TORLOIMERAERICZD EEA.

T AY OREIN— 7 EL I L > CERAARIREBICR >/ 2 &2 BH L, D> - REL—Y Dbt
BL—YDOEBLEEFNELEVW. 2B LZEAICE, YDELINIERTH>THTAFICERLET,

s FEICKBUWEREL
HEY DR LUIMIEFREE TS, AT~ N swap virp I & > TRV — 5 DY DR LA # 128 ¢ &
3
HBEIWDRLIEIC K > TNy 77y PREBICEE > T AEBICH LRIV Y FEEET 5L, 2
VY REFRICYAYOFEL -y K0 a7y FEEE LN Y 77 v POREL— % OBEENE
WIEEIE, IV Y FEEE LBV P~ A7 REBICER LET,

15.1.4 ADVERTISEMENT /N v hDERE

ADVERTISEMENT /84 > MY Y70 —ANAA—=TDTLFF+ A7 KL R (IPv4 Tl
224.0.0.18, TPv6 Tl& ff02::12) ZFEALET. £z, KEL—2IEIP Ny ¥ D TTL % 7z1& HopLimit
D255 DS DTy b EZEFELEWVWD, V—YBAEEIERBD»OORELSIENTEET, S5
12, REBTIETF A YA T —RIZX%S VRRP ® ADVERTISEMENT /87 v FOFRBEEHR— b L&
To 8NFLHNDINAT — REREL—YICRET S &, )SAT— FHR7% %5 ADVERTISEMENT /87 v
FNEBEELET, NAT— FOAR—HERORIIRLE T,

15-5 INRXT7—ROF—E

REEA AEEB REBC
YR4 TR Ny g7y R —4
Password:ABCDEFG Password:AAA Password:ABCDEFG =

x i x

LI

CORDOBFITIIFIENL—% BDISAT — RPEEL—F ABELOREL—Y CEEE>TWE7D, 8
JL—% B »5%E S 7z ADVERTISEMENT /87 v b 2L —4% A EEL—% CHAZITE-TD

BEELET, COBA, REL—% CIHMREL—% A» 50 ADVERTISEMENT /847 v M 23 2Z(E L
TUELET, 20728, ADVERTISEMENT /87 v FEEREICKRENT 5 LK S 7%, AEICHKE S NS

—5 OEEEBfIETEE T,

1515 77€7F7hE—R

IP7 RLUAFEZE TR WMRIEEIL—71, YAY TH-oTHIRIEIP 7 RLRFETO/Sr v ML TIHEL
FHA. LAL, pinglckDxy b7 —IHBOREZERT 5 LIZ— BTN ET,

REBIE, 7T/ PE-FEFKR-PLET, 77T ME- N, YRAYOFREL—-FPFEEIP 7 R
LASETONTy ML TIRETE S LI HHETT . RIEL—5 DREENE P SERT 2720
2, A¥ 747 L—Yaravr Rvrapaccept T7 7T ME—REFET LI LT, YAYOREIL—
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Y7 RUAFIEEZE T TH, ICMP echo request /37 v v %2%{FL, ICMP echo reply /37 v b %
BETEET,

15.1.6 ~ZvF>THeE

(1)

362

REBTIE, 2y P T —VOBEELERL T, (REL—YOBEEZENICIRET S (RSvF2 78
BE) LT, BEEHAI VYT —AEVRRP R—) V72T R—FLTWVET,

BN —5 ZBELIZA V7 T 2 —RIBENFKE LGS, SAYOUWOEBEZMThbET, LML, /8
T M—=T 4 VITROIPA VI T2—A, K=+ F ¥ INA T T2, {—PFxV M UF¥Tz—
Al 8, L —F DBRESNTWERVIEDPDA V¥ T 2 —ATERESFHE LIZIEEIE, BESRIEERR
RRTH->THYRYDYDEAPTbNERE A

AEBETIIHEOMIIEE LT, AEENO VLAN A V¥ 72 —X, K— h%vz»4/971 Z,

BERUOA—VRY MU I Tz—ARERLT, ZOA VT T2 =AY LIBEI, (REEL—5 DE
SEAZ NP CERTAREZEHATEE T, 2Oy F U IHEEEREE %ﬁ4/57x A EMVET,
7277, BEEEZITO VLANA V¥ 72—, IPT RLADPBESNTLARENIHD X,

BEERAN VY TI—ATIE, AV T2—ADT IV THHETEBALNLOBEL,PERTE VD,
N—FZELWEROBEABMHETEELA. REBETIIHEOMIIBESL LT, FHELZ VLAN 1 2%
T —ARERTHEEBIC, HHELISEN ping THERERZITV, IBED R WS ITFEIL—5 DE
KEEZRNTCOERT AREZFEATEET, COMTyF U 7HEE® VRRP R—Y V7 EROE T,

FEGHRA VY 7 1 — AIAEE BT HRBROREERIC, VRRP R VTRV —FEE0E
Tl H B E DR OBEEERICHATEXT,

e, BV —YOBEEZBRETHARE2EBVHDET,

—2IF, FIvF U UBBICL s TEEEBH LS IRV -y OBEEEz I T« L —2 3 rav
> N vrrp track priority TH 562 CHREL TBW-IBELEICEE L GERT 2BEETE SR T
ERS

=2, FIVFUIBRBICEI S TEERMELIE &I, IV T4 L — 3 a7 N virp track
decrement TH 62 COBREERA >4 7 2 —AIRE L-BEEREE 2 REL— 5 OBEED» 55|\
CGEATEBEEREANTT,

BEEBBEAROGE, BEERA VY 72— RAE/IEVRRP K=Y V7 DEE 502 —DRIRETE
9. BEEREAROGA, BEERA VY 72— AL VRRP R—) V72 EHHETEE T,

FIYF Y IHEEICK > TREBILV— Y DEBEEN O &L -7:56, RELV— Y 2B ELZIPA YT x2—
AT RREICE D T

x15-2 BEEREANEERSSEEAGHE

BEERFEARN BEEHRI>ITI—2R VRRP R—1) > 7
BB — DT RER — DT RER
BERERE T BREER] BREGER

EEEHRI>ITT—R
BN —% DEEERA V¥ 72— A2 ROKIIRLET,



(2)

15 VRRP

XM 15-6 BEERI>971—X

{—HFy hAV8TT—2

Ib 192.168.50. 1/24 @|

REEEA KEEB
TRA Ny g7y T
REIL—%
A—HFRy rf VB TT—R
la 192.168. 20. 1/24
COMEFIZLT, BEBERA VYT —AICVLANA V¥ 72— AZEELEAZHBELE T, K&

BEAI ihtmoWAN4/97l AL IbEWVnS VLAN A V¥ 7 2 —ZADZDNE ﬁénfmi
o RBL—FEA U F TR A IZHRESNTVET, BED VRRP O#{ETIX VLAN OEE(C
TAVIT7z—=Rb ¥ I LTH, REBL—FDEEICI Mgéﬁziﬁhobﬁb,ﬁﬁﬁfiW%
BERA VYT —AEBEERA VY T 2 — A7 VEBOUBELE, £/ BEEREEZIEET S &
W&o T, FEL—YOEEREEEEIELZENTEET,

REE A DOFREL—Y DEEEHRA VY7 —A% b, FLTREERAS VY 71 —2A5 7 VEBOBLEE
ZOIHELLES, A0y 7x2—AbOF 7 VEHTIZEBNICY AT BARERE A ORIEIL—% H 5K
BBOEL—IATOEDbD £,

7E L

2t

FIfEIC, BEERA VY T —RIIR—FF Y INA VI T2 —A, £ —H 29 bV T 1 —R%
T, REL—YOHPRE2EEIR L ENTEET,

VRRP R—1) > 7
VRRP A=) Y TR ELIHELREL TV VEEORBZROMITIRLE T,
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364

15-7 VRRP R—U 27 %/ELLHZEEHEL TOLRBWVIZEDLER

ST L8 T —REFERE OVRRP— 1) > & £ B

v
LANx»r\y=)=| |LANZ»(‘y9’- |LAN7<4‘y=)'-| |LANX4“J=)’-|

REE K@ KEE ) ¥ KEE
(R2%) AT rEP)) (RRH) Vosvs 7y

A8 TT—RAN
7y ITLTWST:
&, BELHET
=224 A

EchoRep lyA¥iR - T
CiWze, EBEE
LHIET D

PC PC

(FL51) —: EchoRequest
---%: EchoReply

VRRP R—1) > 7 DFEROMEB TREPRELLZD, £y FT—7 ETEEVPFELLD LTEEPES
5<%%BE, HODP ULOBESNIYEBRBEESIIBEEREEICE > T, RELV—YDEEEEZTFT
EHTEEI,

VRRP R—1) 7 ToREE, BEEBIUOR—) V7HTHRBOMEAEDEEZRORITTRLET,

& 15-3 VRRP R—U 2T TORELBEESIUR— > THITEROEAEDE

RRE BEE R—VU > 7RTRERE
E®E aY 747 V— 33w Rvrp priority T | track check-status-interval
- BEL-EBEE
PR FE LML track failure-detection-interval
[EE aIV7 47 L—3>ravy R vrp track track check-status-interval
- priority TERE L7-IEEEE, £33V 7«
P2 [BI{EARELE ZL—3 3> av > K yip track decrement track recovery-detection-interval
TRELLELEEREEICE>T, BEEEZT
%

VRRP A —1) > 7 TCOREER REBEB A ZRITRLET

15-8 VRRP R—U) > 7 TORREER

)

—» RKEEBARE
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LIGEDPRS ZVEEFYA LTI b
2. Yy ZETEE TR LT, R v TEEhESC RTINS R 2

3= Y IEITEEC IS LT, K= ¥ TRIEEC 27 TISE £ ZETE SV EHBH LR
4. 882 %E
5.R=V Y ZEITEEF IS LT, R—Y ¥ ZRIEEFS 25 TIEE 2 ZE TS 2L &R LIRS

6. K=V ZRITEHEF LIS LT, K=Y ¥ FRINEERS 2 TI6E %2 %15
Exl 3> 747 L— 33wy K track check-trial-times THRETE £ 7,
X2 a7 47 L—3 33w K track failure-detection-times TERETZ £7,
EX3 747 L—3 337 R track recovery-detection-interval TERETEZ£T,
@ [EEREARAEE
BERAEMTEES — 7 Y A2 RORUIRLE T,
15-9 BEREREHES—T >R

EEEHRSA V2T —R FHEAFTI—R
EE pol |
reply g
pol | _
BEGLSA L {%W%}:rep'y
7 MEH
poll 1@EIH _
[EE R AR
poll 2[EE _
poll nEH -
R—1) > J B IhEI%k =
FmlzgHENZ &N
H84
poll _
fEE g
poll _

FEEFREMIEEE T, BEREAORMTERTA -V Y 72TnEd, K=V Y FEiTEHEIIH LT,
K=V VB w2 W EHB LS (CORTE, nBIRESY A LT N LIES) TRE
REHELT, BEEZ T CERALEY,

WEEAROI Y 74 7L —2 3 Y CERA U TEERENRE L TV A5, A—V » 7HEITEE 4 [H
ICRLT, 2EBEDSY A L7 7 b Ul (BRERERIEERGRE 4 8) TF—Y > JBIhEE % 7
WM LT, BEEEZ NI GERLED,

@ [EEZMEIREIENE
FEEOEMEEEY — 47~ AZROMISRLET,
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366

15-10 EEOEREF -T2

EEEHRSA V2T —R FHRAVETT—R
= poll -
poll
AR -« reply
poll 1EE -
RE E T reply
poll 2EEH -
| reply
poll 3EH -
P reply
N poll nEIEB -
A=Y TRBEHR || reply
G-tz & ¥l
poll _
EE > reply
poll _
‘ reply

FEEEEMEEETIE, BEREAOFETHERE TR - Y 7270w Ed, A—Y y ZRTEHRII LT,
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HOYTHIET, FEL—FIIHEBESN track BEE D track ICRESNBEER A ¥ 72— ADK
FEICE, BEERA VY 7 —2A2FALET, [REL—FICtrack ZEDHTAHITIE, 274 7L —
Yaryavwr Rvmptrack #FHLET,

—ODRIEIL— #1213, BEETESRO track EEBLEEHETROD track DES P —HREFERETE
ESCIS

— DRI — 1% LT track ZEHEI D HT 25513, BEERELARE L TRBEERESXLZTHRE
TZEJ,

BREVEAROBE, BERERIREL -5 OBTEZEE LBELEICEE LE T, YBELE
DIFEZ B IIIENL -y DBEE LD REWEZIEE LGSR, 774 MED O PHEHSNE
T BEEVEBESARNZEE LGS, —2OREL—%ICtrack e —2RTEIDATHIENTEET,

BRETEARXT [K15-14 BEEVESAR] 0L512, RELV-YDEEEE 100, BEEHRS V¥
7z —AOYBEREE LT 10 2BE LG, BEERA Y7 - A TEREVFEET S L, EL—
5 ORFEEIBVIEEILED 10 ITRESNE T,
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(1)

378

X 15-14 @BEEIEAN

[EEEsAR EEEEMRA VR T —RAT
47z —2 | UIBEEE 10 BEEHE
fRBL—5 | EEE 100 L5 | ExE
100 — 10

BEEREAROGS, BERERIVEL -5 OBEEZEE L-BLEREME/Z ITEE L/EICEE L
F9, BEEDOIEELEBELIZGEIL, T 7 4L MED 255 BMERAINE T, decrement 2F57E L7-5&
&, —DOORIEIL—FIZEKR 16 D track 2E0DH TR ENTEET,

BEREEREART K 15-15 BEEREAR] 0LDIC, REL—YOELRES 100, BREEHA VY
Tz—AOBEEREMEELT60 2I5E LGR, BEEHRA VY 72— ATERENPRET S L, FE
—% DEBEFREIITT A2 DESTE 100 » 5 BEEBEME 60 251/ 40 IRESNET,

X 15-15 BEEREAN

[EEoEt] BEERAFTII—RT
48 7—R | BEERE®E 60 EERE

\

REL—4 | BEE
100-60 — 40

BEERL 97 T —RA%{TD track DERE

EREDRA >N
a7 4 7 V—3 33w K track interface T line-protocol 2$8E 9 % &, $8E L7z VLAN o >~
71—, F=rFrINA T Tz—R, BELOA =3y b ¥ T 1 —AOREEERLE
ED
track ICEEHHT 5 VLAN A 2 ¥ T2 =R, K= F ¥ RN, VT T2 =X, BEPA—H%y b A%
T —AZH/ELET,
RN —%ica> 74 7 V—a>av Y Rvnp track TREERZITS track 2RELE I,
PREEHEZITO VLAN A > ¥ 7 2 —RI2iE, IPT7 RUAPHRESNTVARENHD T,

[O7 > RICKBERE]

1. (config)# track 20 interface vlan 30 line-protocol
(config) # track 30 interface gigabitethernet 1/0/8 line-protocol

(config)# track 40 interface port-channel 10 line-protocol

o track FE 20 @ track 12, BEEHA ¥ 72— A& LT vlan 30 DREZEHT 5L,
£,

o track BHE 30 D track |2, BEEEHRA VYT —RAELTFHEY M - A —H XY MV F Tz —
A 1/0/8 DREAERTALD, RELET.

o track HE 40 O track 12, BEEHRA V¥ T2 —AELTF v RATIN—710 DREZERT 3
£, RELET,

7E L

7

2. (config-if)# vrrp 1 track 20 decrement 60
(config-if)# vrrp 1 track 30 decrement 10
(config-if)# vrrp 1 track 40 decrement 40



15 VRRP

HEDPUDRENL—FDPEELTHS VLANO VLAN IV 74 7L —2a v E—RIZLTBEET,
ZOEE, REL—% ID1 OfFEEL—%12, track &S 20, 30, 40 @ track Z& DY TE T,

o track S 20 D track ICHESN-BEERA V¥ 7 1 — A TEESRE L-EE, KEL—% 1
DEFLEN 60 FHDFT,

o track B2 30 D track KRESN-BEERA V¥ 7 1 — A TEESFEELBEES, REL—%1
DBEZEN 10 AP0 FT,

o track &5 40 @ track ICRESN-BEEHRA V¥ 7 2 —ATRESEELIZES, RKEL—¥ 1
DEFREN 40 FHV X T,

(2) VRRPR—1)>7%&{TD track MERE
[BEEDRA > N
a7+ 7 VL—3 33~y R track interface T ip routing #¥8Ed % &, #8E L7z VLAN ZE#H T

bz, a7 47— arawy Nirack ip route TIEE L7250 ping 12 & 2 Bl % B
HLET,

VRRP A=V > 7L UCHIFYT %S VLAN A ¥ 7 2 — A% track ICEEL £ T,

RIEN—FIca > 74 7V —3 3> a~v > Rymp track ©VRRP R—V > 7%475 track #8%E L&

ER

VRRP R—1 » FIc K BBEEREZ(TOHEAEIE, VRRPR—1U 27 %475 VLAN A ¥ 7 =2 — I IP
7 RLAZREL, track ip route 27 > N THE L 72BN DORBERPRE SN TV LIRBRENFH D

£,

F—® track ZEHOFRBIL—FIZBRE LB E, TNFhOREBIL—45 25 VRRP R—1) > 73y
FEEEFELET,

[OY > RICKBERE]

1. (config)# track 50 interface vlan 34 ip routing
(config) # track 51 interface vlan 35 ip routing

(config) # track 52 interface vlan 36 ip routing

o track &5 50 @ track IZ, VRRP R—U Y TDOREEFEA ¥ 72— A& LT vlan34 OREER T
5L, BRELET,

o track &5 51 @ track IZ, VRRP R—YU VT DEFA ¥ 72— & LT vlan35 DRRE# EEH T
BHEIIHELET,

o track &5 52 ® track IZ, VRRP R—=U V7 DXEEFEA ¥ 72— & LT vlan36 DIREE#EEH T
BHEIIERELE T,

2. (config)# track 50 ip route 192.168.20.1 reachability
(config) # track 51 ip route 192.168.21.1 reachability
(config)# track 52 ip route 192.168.22.1 reachability

« track &% 50 @ track I, VRRP A—V 7 D5E5E & LT 192.168.20.1 2FHEL £7,

« track &% 51 @ track I, VRRP A—V 7 D5EsE & LT 192.168.21.1 2FEL £ 7,

« track %5 52 @ track I, VRRP A—V 7 D3EsE L LT 192.168.22.1 2FEL £7,
3. (config-if)# vrrp 3 track 50 priority 10

(config-if)# vrrp 4 track 51 decrement 20

(config-if)# vrrp 4 track 52 decrement 50
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s HOPULORBIL—FHPRELTHS VLAND VLAN IV 74 7L —2a Y E—FNIILTHBEE
@_O

o RIEIL—% ID3 OIEL—%12, track &S 50 O track 2&|0 4T, BALERESRICEBLETRE
H=, JGJJE‘@%FEL: 10 2 E LI, track S 50 @ track ICERE SNz VRRP K-V > 7T
ERFEE LEE, REL—Y 308LEL2 10IC0ELET,

s AN —% ID4 OFEEIL—% 12, track &5 51 & 52 @ track 28|V HTE T, EBEERESNIC
BEERESAREZHRELET, track FS 51 OBFEEREMEIC 20 2FHEL 9, track F5 52
DEBFEEHEMEIC 50 2R ELE T, track FS 51 @ track ICERES L7z VRRP K—1) > 7T
ENFHELIES, FELV—% 4 0)1%5'1‘:!#%3‘ 20 "D %9, track HFS 52 @ track ICERES N7z

VRRP A—1) VI CRESFHEE LGS, RIEL—% 40BEEN S50 THD £, track &5 51
ES2 DML DEEERA Y7 2 — Xfﬁﬁib‘%ﬁi L5 & RMREL—% 4 OBFEED 70 T2
DEI,

15.2.10 {REIL—IDTIN—T1k

BHORENL—F %2 7N —TtT 52 LT, AR 1023DFEEIL—Y 2 FATEET, T, RISRT
TN—THERERET A1 2RLET,

15-16 {REIL—I DT I —TEREEES

AR Al
p N\
T34 IREIL—%
’7»—7;1': —T— <z# Ny97v7 <
7+ B—{REL—%
L J
LA Y2RA v F

(Ap) D : T34 URBIL—%
D 70— REIL—4%

c TI—T iR
RREIL—INFZESNIT  RIEL—Y 740—-93F317 VR
)L —9I DB B — z
REBIL—5 DIRE 99 1—2 D RARIL — 5 BFR 18)L— 5 LFf
74 < UEEIL—% | VLAN 10 1 VRRPNAME -
7+ u— L% VLAN 20 1 - VRRPNAME

LFD) — Bz L
(1) T IREBIL—YDERE

EREDRAT > N
T4 IR =5 DR, TIL—TIBT BT NTORBEL—F DREZRELE T, RERE,
TIATIRBL—FDBELLEEL TSI EZERL TS,
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[Ov> RICKBERTE]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.1 255.255.255.0
VLAN 10D VLAN A > ¥ 72 —R3> 74 7L —2 3 VE—FIIBITLET. VLANA ¥ 7z —
ANIP 7 RLAZBRELTWARAVWERIE, CCTIP7RLAZERELET,

2. (config-if)# vrrp 1 ip 192.168.10.100
VLAN 10, EEL—% ID 1 O{REL—ZIZREIP 7 L X 192.168.10.100 % E L £ 9.

3. (config-if)# vrrp 1 name VRRPNAME
VLAN 10, fFEENL—4% ID 1 O{REIL— % I{REIL— % ZFF VRRPNAME Z8EL 7,

(2) 7#0—REIL—IDEE

EREDRT > M
RN =D 6T I)EEL—YBIREEELET. I v IVRBIL—% Z{EE L7 FEL—
FIET7 a0 —FEL—5 &0, BELLTITA T IVREIL—F DREBICHEVET,
T 0 —REL—=FI2iE, TIATIEEL—YERUFEEL—Y ID2RETHIE2MRLET,

[O7 > RICKBEEE]

1. (config)# interface vlan 20
(config-if)# ip address 192.168.20.1 255.255.255.0
VLAN 20D VLAN A V¥ 72 —RAV 74 L= 3 VE—FIIBITLET. VLANA V¥ T 2 —
ANIP 7 RLAZBRELTWARVWEGRIE, CCTIPT7RLAZEELET,

2. (config-if)# vrrp 1 follow VRRPNAME
VLAN 20, EEL—%ID 1 D7 3+ a—FEIL—F DD 714 < VEEIL— ZFriZ VRRPNAME
ZIEELE T,

3. (config-if)# vrrp 1 ip 192.168.20.100
VLAN 20, EEL—% 1D 1 OREL—ZIZREIP 7 FL X 192.168.20.100 5% E L £ 9.

73 u—RIEIL—FZRET AHIFAHL, virp follow I R HBREEBIBLTLI7ZE 0,
s WELLET T4 VB BFEELLZVES, 70— REL—¥34 =2 v VREE 2D %
ERS

15.2.11 JIL—TBHROEE

T4 VRENL— % 2 RIOFIEL— Y ~NEETL2HBEOFIEEZRITRLET. ZOFIBICEDZWVEE,
MEBORENL—F BT ATREBIIL2BENNHDET,

N

BERIEEEROREL—Y DTN —TEBREZRIOORLET, 2B, AEBAPTAYERE, KEEB)
Ny TT7y THEBELET,
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15-17 REBIL—I DT IN—TERES (ZEH)

REBEA REEB
N
T34 VREIL—4
I J
(__ )
P T4 0—{REIL—421
= <24 Ryo 797 FR-RRL—S
| /
. 7\
74+ 0—{REIL—52
J
LA N2RA v F

(A CD : 7507 ERBL—4
D 70— REIL—4
T IL—T0IREE

1RAE )L — 9 DIBE REBIL—IDNFESNEZT | (REL—Y

A8 — 9 B FF 740-9373 17V

971 —R ID BIL—9 2N
754 )EEL—-% | VLAN 10 1 VRRPNAME -
7xu—{FEL—-%1 VLAN 20 1 - VRRPNAME
7xua—{EL—% 2 VLAN 30 1 - VRRPNAME

(LB — - #FSHaL
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15-18 REBIL—I DT I —THEHRES (ZEH)

AREBEA REEEB
N
T4 B—{REIL—4F1
| J
(—_ N\
S, — S5 1) {48 J)L—
FIL—T1e s R IS4 REBIL—4F
L J
— N\
74+ 0—{RE/L—42
J
LAY2RA v F
(A CD : 7517 Y REIL—4
D 70— REIL—4%
I —TDIREE
REIL—INRESNEZT (REIL—9 740-93751<
38),— 9 DIZE A8, —

B~ DREl S 9712 D bl (R8I —5 25
7+u—{REIL—%1 VLAN 10 1 VRRPNAME NEW_VRRPNAME
T4 IREL—% | VLAN 20 1 NEW_VRRPNAME -

7 0—{FfENL—% 2  VLAN 30 1 - NEW_VRRPNAME
(LBl — - &gHeL
(1) 74#0—REIL—IDSTSATIVREIL—INEE
[EBREDRT > N]
T —FEL—F 25T UEEL—FICEELET, YAYEE (KEEBA) POoREL2EET
DENHDET,

Ny 77y TER (KREBB) »oEELIGES, Ny I 7y TEE (REEB) OREL—7IE
ADVERTISEMENT /87 v b 2ZE LW, YAYREABBLET, /-, VAYEE (K%
BA) ITAYRETHETIATIEEL—FIH-> T AYREDT T L5720, HEEDORE
W= BT A IREICLDET,

[Ov> RICKBETE]

1. (config)# interface vlan 20

VLAN 20D VLIAN A V¥ 72 —RAaAY 74 7L =3 v E—RICBITLET,

2. (config-if)# no vrrp 1 follow
VLAN 20, REELV—% 1D 107+ a0 — V-4 2774~V REL—5 & LTEfEsE T,
REE A, AEBEBOEICEELET,

3. (config-if)# vrrp 1 name NEW_VRRPNAME
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VLAN 20, {REL—% 1D 1 7T A <V RAENL— 7 IZ(AEL— % & NEW_VRRPNAME % 8% L
i‘a—o

(2) 7#0—{REIL—IDEELE
EREDRA > N
T30 —REIL—F PR ->TVWBTSA I EEL—Y#EBELET,
7 % 0 — 8L — %1% ADVERTISEMENT /8% v h Z2REZE L WTTSA < URIEIL—% DIREEIC

5720, EL5DEBENLTLRELELETCEET, HELTLLEVLT I REL—F ZIEEL
7B, 7au0—{REL—F3A = v VIRREEZD T,

[O7 > RICKBERE]
1. (config) # interface vlan 30
VLAN 30D VLAN A ¥ T2 —RAaAV T4 7L—aryE—NIIBTFLED,

2. (config-if)# vrrp 1 follow NEW_VRRPNAME

VLAN 30, L= ID1 D7 0 —FEIL—YHBHD TS5A <V REL—% %
NEW_VRRPNAME IZZE L £,

3) TZATIREL—IHST+O0—REIL—INEE

EREDRT > N]
TIATIIREN—F %2 T 30— REL—FYICEELET, N7y TEBHIPOBREZLET S
WEPHDET,
TAYER (KREEA) »oEBELGE, Ny o7y THEE (REEB) OEL—F13
ADVERTISEMENT /$7 v r 2ZE LW ®, TAYIREABBRLET, £/, TAYEE (K&
BA) ITAIRETHE2TIATVEEL—F IR T AYREOFF L5720, MEBEDRE
W= BT A IRREICZ D £T,

[O7 > RICKBERE]
1. (config)# interface vlan 10

VLAN 10 D VLAN A V¥ 72 —RAaAY T4 7L =3 yE—RIZBITFLET,

2. (config-if)# vrrp 1 follow NEW_VRRPNAME
VLAN 10, BEEL—%ID 1 OREBL—4% %7+ 0 —{REL—% & LTEESE LT,
AIEE B, AEBADIEICEELET,
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153 AXL—>3 >

VRRP

15.3.1

ERIVYR—§

VRRP DI~ Y F—EZRORIIRLET,

x15-10 EROVYR—E

IV RE e
show vrrpstatus FEL—5 OBIEREZFRRLE T,
clear vrrpstatus BN —% OifEHEREMHIL L E 7,
swap VvIrp HEORLSMLESNTWAEZICYI DR LAEEZREE LE T,
show track track LRFESN TV LREER G EOREZFR R LET .

15.3.2 {RIEIL—9 DEMEE

AL — & O ERERL, A I~ > R show vrrpstatus TITWE T,

(1) ui%mrﬁiﬁo)ﬁgmu
detail ¥ T A =¥ %#4EETH L, REL—YOREDHFMERZEETE L,

15-19 show vrrpstatus 7 > KDEITHER

> show vrrpstatus detail interface vlan 10 vrid 1
Date 20XX/12/10 12:00:00 UTC
VLANO0O10: VRID 1 VRF 2

>

Virtual Router IP Address : 170.10.10.2
Virtual MAC Address : 0000.5e00.0101
Virtual Router Name : VRRPNAMEl (primary)
Virtual Router Follow : -
Number of Follow virtual routers : 4
Current State : MASTER
Admin State : enable
Priority : 80 /100
IP Address Count : 1
Master Router's IP Address : 170.10.10.2
Primary IP Address : 170.10.10.1
Authentication Type : SIMPLE TEXT PASSWORD
Authentication Key : ABCDEFG
Advertisement Interval : 1 sec
Preempt Mode : ON
Preempt Delay : 60
Non Preempt swap timer : 30
Accept Mode : ON
Virtual Router Up Time : Mon Dec 6 16:55:00 20XX
track 10 VLANOO22 VRF 3 Status : (IF UP) Down Priority : 50
Target Address : 192.168.0.20
Vrrp Polling Status : reachable

track 20 VLANOO23 Status : (IF UP) Down Priority : 40
track 30 gigabitethernet 0/10 Status : (IF DOWN) Down Priority : 20
track 40 port-channel 2 Status : (IF UP) Down Priority : 20

(2) 7)[1 Trﬁﬁﬁwﬁﬁwu
group NI A =¥ %FET 5 &, FEL—YORED TN —TBEREERTEZET, FEL—YBIHFD

fJ‘

54, name /ST XA —¥ ZEEL B — Y BB 2R TE LT,
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15-20 show vrrpstatus group IV > ROETRER (FZ71 7 VREIL—IDEBES)

> show vrrpstatus group name VRRPNAMEL
Date 20XX/12/15 12:00:00 UTC
VLAN0O010: VRID 1 VRF 2

Virtual Router Name : VRRPNAMEl (primary)
Virtual Router Follow HEE

Number of Follow virtual routers HE
Followed by virtual routers :
VLAN0020: VRID 1 VRF 2
VLANO030: VRID 1 VRF 2
VLANOO40: VRID 1 VRF 2
VLANO0O50: VRID 1 VRF 2

15-21 show vrrpstatus group IV > ROEITHER (7 + O—REIL—9 DIHEE)

> show vrrpstatus group interface vlan 20 vrid 1
Date 20XX/12/15 12:00:00 UTC
VLANQ0O20: VRID 1 VRF 2

Virtual Router Name : VRRPNAME2 (follow)
Virtual Router Follow : VRRPNAME1l (VLAN0OO10: VRID 1 VRF 2 )
Number of Follow virtual routers : 0

Followed by virtual routers : -

15.3.3 track MO EER
track O EMERIL, EH I~ > N show track TTWE T,

15-22 show track v > ROETER

> show track detail
Date 20XX/10/15 12:00:00 UTC
track : 20 interface : VLANOO30 Mode : (polling)
Target Address : 192.168.20.1
Assigned to :
VLANOO10: VRID 1
track : 30 interface : VLANOO31l Mode : (interface)
Assigned to :
VLANQOO010: VRID 1
track : 40 interface : VLANO032 Mode : (polling)
Target Address : 192.168.40.1
Assigned to :
VLANQOO010: VRID 1
track : 50 interface : VLANO034 Mode : (polling)
Target Address : 192.168.20.1
>

15.3.4 HIVRUALEDET
BBV RLAMIESNT LS, v A8 & DERESBILPDbETNy 27 v Tl % > T 518

V=&~ swap virp Av > F2FETT 5 &, JORLAEEZRHTEEd, 7272, swapvirp 27> R
ZETLTYH, BEEOBVWEEL—Y 2T AZIITHIEETEE A,
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YT T I I R

Ty T - UEFNE, Ty T ZIERTAZODOR— DD
5, E56p—AFTCHEEL, bO—HEBRERBICEKSESZ LT, TEL
RS TEAEDICTA-OOEETT, 7y I I7OR— NI, WiE
A= NFELFV I T7TVSF =3 V2R ETETET,

COETIE, 7oV 7 - UF YT NOBHEBERFEICOWTHAL F
9,
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16 7y FU2T - UIVIUK

16.1 &S
16.1.1 =

FTyTIr T VUM, REBTT YTV ZICHWAR— NEELL, BETIC) Y IEES
RS EZEFEFOR- MYV BRI TEMNAA v FEOBREEMFET AHETT . ARELFEHT
BE, AN TV =M Ta NN EEDLEVWTT v TY Y ZICHVWAR- N EARLTESE
To IELTRLDDZDOR—- 2bbET, 7Y FUIIR—NEFHVET,

ToTVIY )T UE Y NOBEAERERORIRLE T,
R16-1 7yFIU>7T - USUF> NOBEFHER
4 )

LR A YFA LR A v FB

[ e D _ )

TvFT)oR—F

- /

(L) agorn QO agror—r O :@EEsLEor—+

CORDOERTT v TV - VFUF Y N EFERLUZES, AEBE ERAMYF A EORDY V71
BESFEELTCL, REBE XA v F BEDOBOY 7 IV BEZ A ETRELZHETEXT,

16.1.2 HR— Mtk
TvTVI T VF YT FTOY R MREERORIRLE S

xK16-1 7y FPV2T - )FTVIYRTOHR— MR

HR— NG - (%
||
29> R7OY 2997
WRHA Y7 —A IR — b O 0¥l
VyorrIr—vay O O¥1%2
TSI R- M 50 50
—DOT7 v Y I R— MIEREMRER A V¥ T 2 — 2K 2 2
TIATVR=IADT T4 TR-FEEFPOEREL @) O
TIA4TIR=IADT T4 TR-FEBHYORELIMIE O O
TOT4TR—IEEITYR O O
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16 7y FU2T - UIUIUK

HR— NEE - (T
BEE
29> ROy 29T

TIFATR-NEBEEOT Ty ¥ a7 L — LA Z(SHERE O O
TITF4 T R—=NEEKROMACT RLAT Y 75— MRS O O
TIT 4 T R— NEEROR— M)y MG O O
EBEREOT 75 1 7R— b EEKAE O O*3
754 R—k MIB, 754 ~X— o SNMP @41 O O
(LB O oR—b
Xl

TIATIR— b N UFIR—b %2, FCAUNZAAL v FICHRETEZE A
X2

EHORAYNZAAL Y FITDI=B ) o7 TN r—varveE, 7542 )R- gzt h o VI R—-—MNIRETEE

Ao
X3

YA AALw FOYDBAPFREL GG, FREZHRLET,

16.1.3 7y U277 - VIV NEHEBIE

TV VT UEFYRTE, 1 HOR— b F2BZ) 7TV a vy ERAWTAESRZEELE
To TOR=IRADBT YTV TR=bTT 7Ty U TR=- M, BF, BEE2TI> TSI/ F—
Fe, P94 R—FOBERIGEEZITOEN VY IUR— DO HVET, INHDR—MIF, 2
VI 4L —varyTRELET,

747 R b hrFU AP, AUHER R MITHEBBEEHV EHA. IR, 1~
UR=MIUZ L0 FHEY b - A —H %y bR—b &, £HPFUA—MTE L FHEY b - A —F & b
R—bESERRLN VTV~ a v ERETHIEDBTEET,

T ) IR=bDSB, BIEBEEETo>TWAR— 2T VT4 7TR—bEWRET, /2, TVT 4
THR— MIEEPRE LGS, BEMROLD, ICITBEEZRMBTE SR LEMPITETVIFR—
FERY UNAR— N EFUET,

Ty R— BT S 1 O ARE— M, VLAN 2 EOBR2E—REICT 2RESHVET, £
T2, TOT) U IR=PIIRELTVABR—FMI, EFPrOT7y Y IR—FTCIIRETCEEEA

TyTV T )T T s OBEMEEZRORITRLETS,

389



16 7y FU2T - VIUIUK

16-2 7y FI)>7 - )FUF > NOEEHE
o;E
( )
EHRA v FA EfRA v FB
-
TS5A4TR—+ tHUFYR— R
(FHF 1 Th— ) (R8s H— )
\_ J
l754vuﬁ—bﬁ%
o=
4 )
LR A v FB
= 3
DL DLt
(FHF 1 Th—b)
EhUEY K- Iz
UBA, EEERE
\_
F54 < K— FEIE
YL
4 )
EHRA v FA EHRA v FB
IS4 3y H— k il L hUEYR— b
2 /T A\ a - ar"—
Ao OMEERC)- 520
\_ J
EBYYRL, Fi
ERaT Y FNET
(LD agorn QO asror—r O :@EsLEor—+
B

REBOTIATIYR— I 2RELT, EUAAS Y FANBETEAHRETT, REBOYEH V)R-
MEIBEELTWZRWIRETT,
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16 7y FU2T - UIVIUK

e
TIARIUR=b DY I F T RTBEIC, KEBDPT I T4 T R— b2 hrFYR—-MIEEL,
THYFIVR—=bERBHALUTEMAS y FAORBEMELET. COBEZTIOEZLFUET,
ZDEE, ILLTIT 4 TR=- NIzt h oy FUR— DS EMNAAL v FA~, 75y aflfar
L—LEWHDBERHOHIBM T L—LEHIEMAC 7 RLAT Yy T F— 7 L—L%2RETHZET, B
24 v FOMACT RUAT—TLEEH L, BELELPICEHTEET,

BBk
TI5ARIR=I DB IT YT LTATUNAR= P> TWhE, BEIDERE UKELZFHT
5, $LRABBCEAITY R2ETTAHIET, TVT4 T R— b 254U R—NIEETE
x93, COFERZTIVRLEFUET,
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(config-if)# switchport backup reset-flush-time 5
(config-if)# exit
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16 7y FU2T - VIVIUK

TI5ATIR=—b THBR—F1/0/1 DAV T 4 7L —YarE—RABITL, R—bUty MEgEZ
BRELET, /2, F—r0F I U EBREZ5SHTHRELET,
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16 7y FU2T - UIVIUK

16.3 #AXL—>3>

16.3.1 ERAIY>R—E

ToTVr - )FYET Y hOERITY R—ERRORIRLE T,

F16-5 ERAIVYR-E

a7 RE BTl
show switchport-backup TSI - )F T MOBRERRLET,
show switchport-backup statistics TYTIT - VFUETY FORFEHEREFRLET .
clear switchport-backup statistics TYTIT Ty rOFEHEREZEIRLE T,
set switchport-backup active TUT4THR=NEEET LI, HLLTIT 1 THR=-MIk5
R—br2EELET,
restart uplink-redundant TYTIYT VTN TuT T L ERELET .
dump protocols uplink-redundant TyTIT c)FUT N ERE T AN LET,

16.3.2 7y )27 - UF2I > NREODRT

TIARIVR=FBEITEH VT R-FOREL, 7Ty aflfflily L —L0OK(FE VLAN #FRLE
j_o

16-9 show switchport-backup MEITHER

> show switchport-backup

Date 20XX/09/04 16:48:07 UTC
startup active port selection: primary only

Switchport Backup pairs Preemption Flush

Primary Status Secondary Status Delay Rest VLAN Update Rese
tPort 1/0/1 Forwarding Port 2/0/18 Blocking - - 4093 -

_Port 1/0/10 Down ChGr 4 Forwarding - - - 1

;Port 1/0/11 Down Port 2/0/15 Blocking - - 10 -

;Port 1/0/12 Down Port 2/0/16 Down - - - - 3
>

* Status &R
WELTWAT YT« 74— bi& [Forwardingl, A% >34 AR— k& [Blocking] &FRSNET,

16.3.3 77714 7R—MNDFEZEE
set switchport-backup active A<v> R T, 7774 7HR— 2EETEZET,
Zoax Y RNiE, EBELLER—- PR UNAR—-DFELZTEELE T,

16-10 set switchport-backup active DEITHER
> set switchport-backup active port 1/0/1

Are you sure to change the forwarding port to specified port? (y/n): y
>
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Fo6ifm v hJ—7TEEIRkKEE

L2 JL— T4

L2 V—7REsf%eElx, LA Vv 2%y NT—rTCIL—TREE2EHNL, L—7
DJER & 72 5K — N % inactive JRBEICT B 2 & T — S TEEX RIS T HREAE
T9,

COETIE, L2 V—BHAKEEDRT EBIEAEICOVWTHBALE I,
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17 L2 —TH4

17.1  f&SH
1710 =

410

LAY 22y b T—=UT, 3y FT—FTRIL—TRESHEET DL, MAC T RLAZEDPRE LKL
Bz, BEICHBPEDP -0 LTEELBEFATELWREICADET, 20L& REZOEYT 2
eHoFa baneE LT, A8=2 7Y —% Ring Protocol 2 EWH D 925, L2 L — ARG,
—BENCENS T U P AN EEESETVAIT Y b T =7 TIIAEL, TRILZ L TWARWT 72 A%y
NI =7 TOL—TREZFIET HHETT

L2 L —7Hstkaels, BRBCL—TEEZBALIEES, MELZR— k% inactive IREBIZT B2 &
T, BREZSTWAHEFZSY NT—I06 0L, 2 N T =7 2K —TEESERLENVED
IZLEd,

L—TREOEANNY — V2 ROKIIRLET,
®17-1 L—TEEOER/INI—>

a7 Ry hI—4 ANRZ2 T YY) =13 ET)L—TEELL

| ==
S A —%
-
TIOERRY FT—5 L2)L— TRt EE T IL— TIEE L AT §E
(FLB1) -----: BaHER L= [ER
=T DFEN

X 70y oikEE

L—TBED/INT — 6l
1LARKE C CEiRZ#EER LT, L-THEEPREL TV,
2.K%ME C KO MIOALERE E CRIFZEIEGR LT, L—THEEPREEL TV S,
3AREED LD FIORETHEREZBRER L T, L—-THEEPHEEL TV S,
4 THEBECEREBEERLC, A7y FT—TIlbkb L —TRENFEL TS,



17 L2 L—T4450

L2 V—7HAEEIL, COXD LERE COBBERPMEBE CORER L L, SEIELBHTOL—T

EEZBRAMTEET,

17.1.2 #hfEfLx

L2 V— TR TIE, I 747 —2a v TRELLER—F WER- I ELEFvyRLTL—)
Do L2ILV—THHEBEO L2F#H 7L —24 (L2 V=71 —24) 28N ELE T, L2 V-7
HMSEESEN L R— N TCFD L2 V—THE 7L — L2 2E LIRS, V—TRELHEL, SELEA—

(1)

(2)

N EZIEREETTAR— b & inactive JREEIC L T,

inactive IREEOR— ML, V—TBEORREZERBIGERA I~ RTactive lREEICLE I, £/, BHE
BIAEEEEHREL TBIHE, BEMIC active IRREICTZ £ 9,

L2 )L —THRAItEEED R — M ER

L2 V—THHIERECER T 5 — FOREF ZRORITRLE T,

& 17-1 KR— hiEhl

il

tae

ALAERAZEAR — b

V—T BT 570D L2 L— T 7 L —L%2EELE
T,

— FRERMEE, EAT /2 FR L, ¥¥%A— % inactive
REEICLET,

BARIEEAR — b

N—TZBHAT B0 L2 L—THRHET7 L —L%2%ELE
T

L—TREERMEL, EFAT 2/ 2FRLUE T, inactive IREEIC
TLEHEAS

MR — bk
(2> 74 7L —3 3 VEIREE)

V—TE2BHT H-00 L2 V-7 L —LI3EELEY
Ao

V—TRERARE, EHAT 7 E2FRRLET, inactive RRE&IC
BFLEEA.

RS RIF AR — b

AHEBREDM RN AR— N T L—T2BINT 2720D L2 L —
THHIT L —LDFEERNL—TEESRNZ LEE A

VEFAPZE SN

N—T 2T 57200 L2 V—THM7 L—L3EELER
Ao

V—TEERMEL, BETLR—NT, RETOR— MEFNIC
o7 BEE LET, HlZIE, RETLHIRIEEHER- T
X, EHu 72 FRL, EELA— b % inactive RE&IC L
£9,

L2 =157 L —LDEER—NZDWT

L2 V—T7RHI 7 L — L%, BEREEHER— N EBAEER— MCFIB L TV 59 RTO VLAN 256, &%
ELIEEHEBTEBLET, AMEETEETEIHRAT L —LHIRE->TVWT, Fhz8A5T7 L —4
WBREELERA, 7V—LZREETE LD >R — P VLAN TIE, V—TBEZBHNTEI LD E

To 2D, FEETEHHRAT L —LHF, NEFFITHES>THRELTLEZS W, FMlIE, 27«7

L—> 374 K Voll] [39.1

L2 V=715 #2B LT 2E0,
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17 L2 —TH4

(3)

(4)

5)

L—TEENELSEER— % inactive JREEIZ T DR

L2 V=BT V—L%2%FLI5E, BEEPSREELL L2 L-THM7L—-L47T, »ORFKR—-1
ICERESNTWA VLAN ThNL, B4 VLANBETHOIL-TRBELRZLET, L2 V—THRM7 L —
LDZEICE>TN—TEELHETSHE, R—bTEICTLV—LOZEHREHIT Y MLET, TOENT
VI T L= a v TRELEZLLV-TRET L —L2EH WIHEIZ L) IGET &, g4R—1+%

inactive JRE&IC L £ 9,

29y TR TO L2 )L —THREENE

Bl—ZA% Y ZHORAVINAAL Y FRTEEENZ L2 V-7 L —L0%22EFELEETY, L2 L—7F
BHPEELET. AY Y VRO L2 L—THRH7 L —LDZFICXE L —BENICOWTIRDOIIZ
RLET,
®17-2 A9V ITEHED L2 L—T@57 L —ADRES(C LD I —T1&4
Yy
TRABERAL YF /i“y’??‘y?"xff‘yﬂ

RAYY
(VZ’;‘UM“J?— NI TITRALYF

(FLA) L2 —TBHM T L—A

BRAXYE—YDOFRRICDOVT

L—TREBMOERX v —V%2 EIHPOR—NTERL, FOERICEUR—NTL2 V-7

L—L%2ZFELTH, FiHOFRR,S 1 7EIGERAA v —Y2F R LERA. HIBRIOFERY S 1 FEHRE

BL, ZOBRL2L—THAT LV —L2RELLEE, VL-THRERHOERA v —Y2FRLET,

17.1.3 @RS

412

L2 V—THtsee 2 B L%y NI — Ul Z R LET,



(1)

(2)

(3)

17 L2 L—TH450

17-3 L2 L—750kaee @A LIy N7 — T8

a7y hI—4 ANRZ2 TV =13 ET)L—TEEHILL

=—map
fa——N,
TIORALRY kT—9 L2)L—Fiaantse < )L— JEZHNIE
(LB ----- ; 38384 L - B SDigsnitismzEA— ~
L—T D (3) #esmiiE —
X Oy yiREE 7‘y7’u v R—

RAE{SFAZER— b DB

L2 V— T RE T —IRIVICERE T 5K — MERITT . AEEC, D, ETRT LI, FflloR—
WWRELTHLZET, 1, 2, 30&5 L TMIflOBRBEFEICLLIL— 75“%&3’1[13[/&@“0

REDLEER— DB

V—TREOHRNREEZ BT 2701018, TEALTMIOBEBE TAKELZEESERIIOPEYT
o AEBCEAEBEEDLDICZERTERL TLABAIL, 20X REERTAEE CHlOR—-+%
inactive IREEICT 5 &, REEE DL —TERELEFELEZVIRTOWMEKTLAR Y T =T AOBEHEHN
TEGRLRVET, 20710, LV TREZAEREBEE TL2 L — TSR LEESE A E2HBELE
ED

B, T0Di5 , REE CHIOR— MIIIBHAEER— M 2RELTBEET, COREICEH-T, E
%@ﬁﬁiK %ET» f@ ERALETH, REBE CL2 L — RAEHEODREBR Y L ETL—F
BEZBMATEAWVWEZITIE, AEE C TL—TBEMHM (inactive IREEIZIZ RSB W) TEEF,

7y TIR—NDER

Fitxy b T —=JICBP > TVWAR— EZEZIT7THY VT =T ICEET AR N THRELE T, DK
FICE-T, 4.0&DHEBEFEL-28E, AEE C OFETLR— M2 inactive IREEICZ 5720, T7
I NI =T ANDOER TR TZET,
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17 L2 —T 14

17.1.4 L2 V—THEAERROER
(1) 70 R3JL VLAN % MAC VLAN TOEMEICDWNT

L2 V=77 L—L41F, ME7 +—~vv F® Untagged 7L —ALTY, 70 IR — P MAC K—
N TR A T4 7 VLAN & LTEES NS0, RIRTEMEZESE LB LTWA5A, EEMICD
BN —TRENEHTE VLB EINNH D ET,

« AT7AY NIV RIOR— 2T S IR-PELTHELTVS

« A7 ARy FT=ZRICAA T4 7 VLAN ZREL T

Z HE, Ty TV IR-—PELTHRELTVAAT 2y M T =7 HlOR— b EZBREEE R — MIEE
'9“6& N—THEEZBHTE &, BANLBERGZRITRLES,

@) N—TRADHIBRE % 28R
ROKIIRI R CARRER NO HUB Mz iR 2 &, BEMICD2L-THPRELET,

AEEE A X HUB HIOBIEERAZER— 5 L2 V—TBAT7 L —L%2%EL, a7 AL v FROT v
YU IR=bPEIEEELERA,. KEEBEBIEMAC RA—FTCRELL L2 VL—THH7 L —L0%2A4
F4 7 VLAN E LTESRELED ET B0, L2 L—TBHM7 L —L3a7 A1y FEANFHINETA.
ZOEE, L2 V—THH7 V—LI3FEB ANE>TI RV, V-TEEZHRNTEEE A

17-4 L —TRAOHIRE 3 B8R0

a7y kI—2 AT RAYF
VLAN 200 = VLAN 200

VLAN 200

V)  #AF 1 JVLANE LT

] LS5 ET B0, L2aL—
Q) ZBRRT L—Lthgah

0

MAC VLAN 200

A F 4 IVLAN 10

VLAN 200

MACR—

MAC VLAN 200
4 71 JVLAN 10

PRy R I— |
(B ---- B L - E RS —

IL—TDFEN Ty Ty R—
L2 —TRE T L—LA

(b) I—THRAITTRE S ERLG)

RKEBADIATAA Y FRIOR— b ZHBIAERER— MIRELLES, REEBEBIZIT7AA v FHOR—
NPOZELIZL2 V=77 L —24% MAC R— AT 270, KEB A TIL—-TERESBENTE
9,
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17 L2 L—T4450

17-5 I — 1A 0T RE S HERY

a7y bI—2 ATFRAYF
VLAN 200 _EEEEE.’EE"' VLAN 200
VLAN 200 VLAN 200

a7 RA Y FRIOR— S AREEEA REEB S)  VLAN 200/ 507 L
NERMEER— ~(C R sl — L ASMACHR— R~
HE ST MACZR— b ) | F#IhD

MAC VLAN 200

45«4 JFVLAN 10 MAC VLAN 200

4T« JVLAN 10
HUB  |mmmmmmmmmmmmmmmm e e HUB

FoezRRY kI— |

(R -----: SREER L = [El#R TREEERAZEAR— b
L—TDORn REEER— b

L2 —TBEMT L—L4

(2) Tag ZHRERIFOEIEICDNT
WD KD BBEI, V—TEEZRAMLET,
o BEBEO Tag MR- P 56RE L7 Tag BBRSN/ L2 V=77 L—L0, v NT—UNT
FORY, BEETZELHE
o MEBT Tag BRESNL L2 V—THRET7 L —-L2BEBTZRE LGS

BEMMICBEBICHOERT LD %%y bT—7BRICT 25813, WRA— b ZEADERIA— MTHREL
T, V—T7HEEZEEEL TS0,

(3) L2 L—TIRABBEDEERIRIC DT

AEEERFHT 2551, E—3 v M7 —2AIC L2 b— 7Ry £ — ko IP8800/56700, IP8800/
S6300 &' (Ver.10.7 X VH) 2EBL-LE, 2OBBTCL—THHN 7L —L52ZETHETL—L%
BELETT, 700, TOXBZEURBTCL—TRESFEEL CLBHNTEEITA.

(4) inactive JREEIC L7T=7R— N ZEEIRY(C active JREEIC T 2 #EE (BHENEIBRLREE) (CDUWLT
AT 4w IZIY I 7TV =3y ECEHBEIRBEZFERET 2581, WOSITFERLTLLES Y,

o HRFEEAEE (Xy NT—IBROEE) §5551E, EETFrINTL-TICEEERET-FNE
RELTLEES Y, BEEREE - F2RELZVCEREEEZLZEHRIC)L— 2R LB, 34
Fy AINTN—TTCEHEEEREPEEL VB ZNDSH D ET,

¢ A—PMXTVI—arTERTIHEEEINBEELZEEL T2V, BELZWVWE, ERHEDS
b7z EIc & > TR EREE S R 2 REBICA2 D, EEREESEYEF v RV TL—T S8l T %
ZENBVET, COREBTL-TEBRMULIBE, XT3V T IL— T THEEIREESEEL &
WBENDPHD £,

EHEEIRSENSFEL VISR, L-TERZBEL-HE, EHI Y N activate TR— k% active
REIZLTL &N,
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17 L2 —T 14

(5) RYyIBTOEEIEHEICDOWVT

2%y 7R TIE, BEMEIEKKEE (inactive JREEIC L7z R — &2 BEIRYIC active IREEICT HHEEE) 2 3/7E
LTV, L—TEEOBAICE > TR— M inactive RED & XTI AT AL v F ATV ED S &,
FLOTRY AL v FOEET 5K— MM inactive REDEETT . COHFA, EHI Y R activate
TAR—b% active IREEICL TL 72 &0,

(6) A9 v 7R & Ring Protocol £7/=FR/IN=Z> 7V 1) —DHEICDOWT

2% v 7T, Ring Protocol 7213 A/8=> 7 ) —25ER %2154, Blocking IRE&IC72 5 R— b % L2
= TEHIORRIZLZVTLIZE 0,
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17 L2 L—TH450

17.2 aA>7«7L—33>

17.21 3d>7«47L—>3>av > R—8
2IV—THoar 747 —a>yavy R—E2ROFBITRLET,

®17-2 A>7147L—>3a>avR—E&

av > REZ SR

loop-detection L2 V— THAERE COR— MEFIZREL LT,

loop-detection auto-restore-time | inactive IRE&IZ L7z R— b % HEINIC active IREEICT 5 £ TORRK ZFBAL
THRELET,

loop-detection enable L2 V—7HAIEEEZ B LE S,

loop-detection hold-time inactive IREBICT A £ TO L2 L—THA 7 L — LA ZERORRFRE 2B
MTHELET,

loop-detection interval-time L2 V—=TH7 L — LR ERBERELE T,

loop-detection threshold AR—b% inactive REICT B ETO L2 V—THHAIT L —LZEREFREL
7

17.2.2 L2 L—THHDEE

L2 V—7HHEREEZRET HFIELZRIRLE T, I T, ROKIIRTALEE C OFEFZRL &
3_0

R=b1/0/1 BLF /021375y bT—VEHERLTWSD, Ty Iy IR—-bERELET,
A—=b1/0/3BLT1/0/4 T MIEBEEHER L TWE720, BAXGHAER-FZHRELE T,

17-6 L2 L—TBADEES

a7y hI—4 ANRZ2 TV =13 ET)L—TEEHILL

FHER Ay FTI—5 L2)L— THsnigae ©IL— TREEHL

(AB) X Jovore  ODgmaemEr—r O 7oTusok—r
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17 L2 —TH4

(1) L2 L—TRAISEEDERE
[EBREDRT > N]
L2 V—THEEED IV 7 4 L —a v T, EBLAETHREZEBNICTAHHREE, EBICL2 L—
TREZBHLZVWR—NE2RETIHENHDE T,

[O7 > RICKBERE]

1. (config) # loop-detection enable
REET L2 V—THRAREZ BN LET,

2. (config)# interface range gigabitethernet 1/0/1-2
(config-if-range)# loop-detection uplink-port
(config-if-range)# exit
A—=br1/0/1 BEXP1/02%2T7y ) IR=-MIHRELET. COREICEL-T, R—b1/0/18
XU 1/072 TL2 V—TRH 7 L —L%ZE LIGE, BEELR— MON LU CGEEITO R — MERIC
WE-7-BE2 LET,

3. (config)# interface range gigabitethernet 1/0/3-4
(config-if-range)# loop-detection send-inact-port
(config-if-range)# exit
A—=NF1/0/3BL1/0/4 ZHHEEBHER-MIFRELET. COREICLST, R—H1/0/3 8
X 1/0/4ATL2V—TRH 7 L—L%EREL, £z, RR— b TL—TRERMEFIL, AR—-1+%
inactive JRREEIC L £ 77

(2) L2 V—T1%57 L —LDXEERBDERTE
[EBREDRT > K]
RIL—THBHT7 L —L0OBEREEL - 2B T7 LV —LI3RELEETA. JL—L2RBETELR
PoleR— bR VLAN Tk, V—TRBEZBNMTEI L EDET, L2 L—THBHN7 L —208KEE
L— 2R 5551E, ZEEEZELRELERNEEL - MINELILIICTIRENHDET,
[Ov > RICKBETF]

l. (config) # loop-detection interval-time 60

L2 V=77 L — LDEERHREZE 60 MICREL X,
(3) inactive IRREIC T 2R DEHRE

[BREDRA > K]
WEE, 1 EOL—TEEOMHT inactive KEICLE T, Z0BHA, FHE (1E) o ERT
9, LoL, BENZIL—7Tinactive IREEIC L2 < 2 WIEAEICIE, inactive )REEICT B ETD
L2 V=T 7 L —LZERERETEET,

[T > RICKBERE]

1. (config) # loop-detection threshold 100
L2 V—7BHI7 L —2L% 100 [HZET 52 & Tinactive RREEICT A LD ICHELE T,

2. (config)# loop-detection hold-time 60
L2 V—TBHI 7 L —La2BEICZELTLOOZERE 60 DRI AIEIICHRELE T,
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17 L2 L—T4450

(4) BoEBRBEORE

[EREDRAT > K]
inactive JREEIC L7= R — b 2 HEIHIIC active REBIC L2 WIBSICHEL T,

[O7> RICKBETE]

1. (config)# loop-detection auto-restore-time 300

300 .12, inactive IREEIZ L7z R— k2 HEIHIC active IREEICEITREZ LE T,
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17 L2 )L—7%40

173 #AXL—>3 >

17.3.1 #ER3IY>R—E
L2 L~ 7RADER 27 Y F—E 2 RORIRLE T,

*®17-3 EROVYVR—E

v RE B
show loop-detection L2 V—7HAERER R LET.
show loop-detection statistics L2 V—THEHOMEHERERTLE T,
show loop-detection logging L2 V—TRHon SMEHREFRRLET,
clear loop-detection statistics L2 V—7HRIOMEHERE 7V 7 LET,
clear loop-detection logging L2 Vv—THou ZiERE 7 )7 LET,
restart loop-detection L2 V=TT u S L2 HREHLET,
dump protocols loop-detection L2 V=705 TERET 7 A VA SILET,

17.3.2 L2 L—IKEEDHESR
show loop-detection 2< > RT L2 L—7HHIOHKRE L ERREEZERTZE T,

L2 V—THHI7 L—LDREEL— MPBRAEZBAT, 7LV—LEREETERVR—- NP2V DEHERT
Z %9, VLAN Port Counts ® Configuration #* Capacity 28X T\ WiFEIIMED D A,

JL—TREEIC L 5 T inactive JREE & 72 5 T\ % KR — M Port Information @ Status CHEERTE £,

17-7 L2 L—TRADIEH

> show loop-detection
Date 20XX/04/21 12:10:10 UTC

Interval Time :10
Output Rate :30pps
Threshold 01

Hold Time :infinity

Auto Restore Time i -
VLAN Port Counts

Configuration :103 Capacity :300
Port Information
Port Status Type DetectCnt RestoringTimer SourcePort Vlan
1/0/1 Up send-inact 0 - -
1/0/2 Down send-inact 0 - -
1/0/3 Up send 0 - -
1/0/4 Up exception 0 - -
1/0/5 Down (loop) send-inact 1 - CH:32(0U) 100
CH:1 Up trap 0 - -
CH:32 Up uplink - - 1/0/5 100
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AN=ALd>psO-=)L
AR=LaY A= NVETTYT 4 Y ITRRT L —LFHOEZHIRT 25

HETTd, COBETIE, A=A PO — )LORBHEBIEAEICOVTEHAL
F9,

421



18 XAb—Ld>~O-

18.1 fFEH
18.1.1 A M—AO> bO-)IDEPE

LAY 23y bT—2TlE, 2y NI—ZRAICL—FBEETSE, 70— FFv AN T L —LKERR
Ay FEITERBRICHFRINT, 2y VTV BLUERSN-RSBICEERERZHII2ZEICEDE
To COEIEBRIITU—FFHY A MAM—=LEMEIN, LAY 25y VT=ITIEBTRTNIEES
ZOWEETT. YLFF vy A N7 L—LPRBERICHRSNEVILFF Y XA MAN—L4, 2=2F ¥ X7
U—LDEFRICTFREINDEII_F Yy A MAM—L3LET2RESHDET,

2y M T = BEIOER SN BEBADOHELZIMNZI D120, ALY FTTITIT 4 Y ITWNRT L — Lk
OEZHIBTAEENS A —LT b —ILTT,

BEBTIE, 1=V MUY T2 AT LICHFRTHZEL - NERETE, 2OZEBEL—MNEBA
TI9TAVITHRIV—LZRELET, HFETHREL— ML, Ju—FF¥ AT L -4, TILF
FYAPTLU—L, IZF Y AP T L—LO3BEO 7L —LTHEIIBELET,

51, AP—LEBHLEBEDOT Va2 E LT, TOKR—FE2AELLD, FF714X— 1O SNMP
WHIZEELRED, EBRAYyE—V2HANLEDTEET,

Ab—Larbu—LOERHIZY RIZHDETHEA,

18.1.2 A BM—AO> NO—)L{EAFEDFEEIE

(1)

(2)

(3)

(4)

422

AN—ALBHEICKBZ 773> DETETL— LFREEDK

A b—LBHRBICETT A7 a i, BELLZEL— M2 I WBEIZELL 7L —280588 L7
BEICEELET, —HT, BRBITON—ANZEOHEZNZ 5720, FEITHZEL— b N2B2/5
BEDTUV—LERZ, FVBEVWEBTTVWET, 20720, 1| BRI ZWERBON—2 N ZEI/FKET
L, FRTHZEL— M 2BBLTILV—LDEENPRELTYH, 7723 VE2ETLAVWIENHDE
ED

AN—LBHICEDT7T73a>DETICONT

A b —LBHERICETT AT 72 avid, CPUDARNPEWVESREIL, BELLZFL—-FL0D 0
ZEV—NTT I aviEFTEIBENSHDET, ZEL—MNIEBEFE LV —-bE2RELTLE
Sy,

A b —LDEH ELOEDKRE

AREBIL, |OBICRELLETLV—L8D, 207471 —2a vy TRELLEZEL - N2BALZEEIL,
AN—LPFEELLEHELET AN—LPRELLDHE, | PBIIRELLE7 LV—L8IPZEFEL— M
TOIRENS 30 Wtz xlo, Ab—LDEELIZEHELET,

A —LRERICR— b ZHAZET SHEE, TR P TRT7V—LZ2ZEFELEL< k570, A M—L0[0
BEHLHETE R 2D ET A M —LFERIIFA - MEHAZELLSGER, *y M-V EREBELR EORE
BELIBFHOFRTAN-—LPEELZZ EZ2HRL T ZE W0,

A=-F v ANTL—LDHFL

REBETIE, IT=F v AR F—L0fHE, 7V —LOBERTHRIL—LABELZDET, Z=F v A b
AL —LOBHEE, FFETHZBEL - b ERELLA - P TRETEHINTOIZF v A b7 L—L WK



18 XAb—Ld>~O-

ELTITFVWET, —/AT, 7V—20FEZEIX, MACT RLAT—7IZ5EHE MAC 7 RLANEBFREINT
WEWEDIZ TSV T A VT ENAIZF Yy AN I LA TENRELTHT VML, 2OT L—L5H
ZELV—- M NE2BIEXIITVRET,

(5) 71 LIEREBDOR ~—LAKRH

TANVYFERER N — LD ERICHET S L, BRPMSINZEBTOTLV—L2ED, K0DZIDT
V—LzZHERITLHIENHDET,

(6) HEESRFERIOR b—AKE

WHERER E X b — LBV RRFICRET 2 &, ARPYSN2ETOTLV—L%2ED, LDZIDT
V—LEFERETLHIENSHVET,

423



18 Ab—

18.2

18.2.1

LA bdO-)L

>4 L—3>

d>7«47L—3>av >y R—&

Ab—=La>bO—LOaAr T4 L—Y3ra7y F—E2ROFBIRLET,

*®18-1 dA>7147L—>a>avR—E&

av> R

5I:IE

BA

storm-control A+ =LY O—LOHFATAZEL—FE2RELET. /7, A b—LZ2BHLLEEOH

fFEBRETEET,

18.2.2 XA M—AO> NO—ILDEEE

424

7O0—-RF+ N7 L—LDHNH

TO—RFY A MAN=L%21ET 57D, A =XV M UI T2 —ATREEZHFETAH7u—

FF+ AP T L—LDFEL—F2RELET. 7H—FF+ A M T L—L4ICIE, ARP ST Y 2 858

BIIDBELZTL—LLEENEHDT, ZEL—MIBEEEHTA 7L —L2ZEL TRIBOH SHER

BELET,

TIFF+ANTL—LOHN

SYLFFY ANAM—LEZHIET B0, A=Y MU I T2 —ATREZHFETHVILF

FY AR TIL—LDOZEL—F2HRELET, WILFFr AT L—L4ICIE, IPvA<TILFF v X IS

o b, IPvO ¥ IVFF ¥ A RS N, OSPE /Ny M EOHIHEIST v N EBEICKRELR 7 L —

LYHLEENAHDOT, ZEL—MNIIBEEERTS 7L —L2ZB L (RBOHHEEZRELE T,

IA=F v AN N—ADINH

I=2F v AMAN—LZ[FLET 272012, A =YXy M VI T2 —ATRBEEHFRTHAL=F+ X

FIL—LOZFEL— 1 2RELET. EL—MULBEFERAI A 7L —LE2ZFELTERBOH S

EEHRELET,

mB, AEBTIE, I2FF¥ AT L—L0BHICIE, FETAHALI_FAr AT L—LHEZFERHLE

T, PETICEET ST L —L41F, MACT7 RLAF—7 ISR MAC 7 RLASBEFShTWL

BWZDIZT Sy T4 v T ENAIZF v AN T V=L PNERTT, BICA N —LEHEBOEE

IZR— NOFEZIEET 2413, BEERATS 7L —LATAN—LBHELRSRWVWED, ZEL—

W ARBODHHEEHEL TSN,

A N —LBRHEFOEE

AN —LEBE LI ZOREBOMELHRELE T K— NOHE, 7514 ~X— o SNMP EBHOD

EE, BAAYE—Y0H1%E, K- TEIHARDETRIRTE T,

s R—FOH%E
Ar—LZHBHELELEE, ZOR— % inactive IREEICLE T, A b—LPEELE-HE, BOF
DR— b % active IREEICE T 121X, activate <> RZ2FERLE T,

o 54 R— 1D SNMP BHIDEE
AN—LZBHLLEEBLUORA N—L00RIEEZBH L& &, I 14X~ kD SNMP @A % %(E
LEd,

e EAXvE—YDOHN
Ar—LEBH LI EEBLUORAN—L00RELZHEHE L, BRA Y-V 2HALTEAL
9, 72720, R—bOHEROA Yt —IIIBTHAILE T,
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[EBREDRT > N]
RETCEBA YTz —ARGA YRy b ¥ T2 —ATY,
ARN—LPFEELEE, R—b2HELET,

[37 > RICKBERE]

1. (config)# interface gigabitethernet 1/0/10
(config-if)# storm-control broadcast level pps 50
TU—RFv AT L—LOHFETHZEL— M% 50pps ICBREL LT

2. (config-if)# storm-control multicast level pps 500
YLFFY AT LU —LDOFETHZEL— % 500pps ICHELE T,

3. (config-if)# storm-control unicast level pps 1000

- S

I=FvANTV—LOHFET HEFEL— b2 1000pps ICHEL £ J .

4. (config-if)# storm-control action inactivate

A b—LZBHLZEZIZ, K— b % inactive JREEICL T,

425
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(o] — — ~ \\
m—IZ—1)27
R—PIT-V VTR, EREIL 7L LD —ZELMEL— A

HEETAEETT . COETIE, A—FIT7—V Y TORBHRLBEREIIOL
THHEALE T,
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19 R—rIX5-U27T

19.1 f&SH
19.1.1 K- bIS-UDTOHE

R=FIT=Y 2T, BELIYER- N TERET A7 L2038 —%, IBELLYER— bEEF
TAHEETT, 7L—L%2a—-F52%2IT7—U2F, a¥—-ENkTIL—2DERZIT—=)2T7T
L—LAEMUET, COMEZFIALT, 35UV I T L =027 F 54 RETRETAHIEICES
T, NIT7 4y T DERPBITEITAET,

FEITLV—LBIPEETILV—LIINTEIT—Y VTOFNFNOEEZIROKIRLE T,

19-1 BETL—LDIZ—U2T

25—/
el DSy b
o=
it [2] ['3] [} ['s | 6
SS5—FR—F ETZA—FK—F
(21

19-2 EETL—LDIZ—-U>T

KRR H/ Ty b

o

(¢=35))

INHDORTRTEBD, bIT74 v 7 2ERTIZMER-FZ2EZI—R—NEWY, 37—V 77
L—LDREERELHIYER - I 2IFT—R—NEFUET,

19.1.2 R—bMIF-U2TOEFLIER
(1) EAEHE

(2)

428

REBOR-—IIT—UTR, VN IT4 v I R2ERT AR 2E_Y—KR—-PELTHRELET, &
2, 35U VT T L —LDEELER— b2 IT—KR—brELTHEELET, IT—F—HMZ, 35—V
TEHHAOR—MIZDET,

5B, 37—V T T7VL—=24I%, TTL (IPv4) E/ldAy 7Y Iy b (IPv6) 2EELEZVTEEFLET,
F/z, IT-A-PTREBLETLV—LITEELET,

EZ9—tviar

EZH—R— b EIT—H— FOHABDEZEZI -y Ya v EMUET., E=¥—t v a3y T,
EoY—NET V-4, E=ZF—R—b, I5-FR—- I 2EETEET, TV —NRTL—L1F, ZE7
L—24, E#E7VL—4, ELREEZETL—L03BEIPSENIPERINLET,



19 R—h25-U>7T

KEBTIE, BAUODDE=_ Y —t v a v 2RETCEET, EZEILV—LFLEIEEIL—LE23IT—
VT BEY—ty a3 EARED, FETIL—LEIT—) U TTBEEY -ty 3 VIdEAN

SRETEET,
BEZY—tya TR, T2 —FK—rE3I5— F& [Z0ht—] TRECTEET, 2595&, B
HMOE=_Y—KR—bTCEZELLTL—LDI— %#’30)35—‘]‘ MEETEET,

¥z, BV —KR—bEIT—K— HEDPOGENSELABEETHLIT—I VT TEET, —
EFoH Y3 VTEZY—F— b%@ﬁ%ﬁ?é%Aku,%ﬁ%@%@%ﬁﬁﬁé%:&—ﬁ—b?
LREICIEETEE T, 72750, 35—V 770 —241F, I57—F—  OEBEEBUTTEET S0,
TV ITTI VLBV IT—R— P NOFEEBRALE, 3TV VT T V—LEEETLHIEDTHD
9,

3) EZ9—HR—b

ZH—AR—= M, RISRT A= A DA =T XYy b V¥ T2 —AZBETEET, E=¥—FK—1
ICHELTY, B AUy 71— AR T 2ERIZH D EFH A
¢ IS—FR—PELTHELLZA—F
« EFHhDEZY -ty T arDEZY—KR—MIIBESNIZAR—
¢ YA—IYRAYIFKR—F
(4) I5—H—h
3TV UTTLV—LBEEFELIEVWAR— 2 IFT—FKR—MIRELET, 3IT5—K—hI3IF—-VVTH
HOR—FTT, IT7—R— P TORBEREICOVTRITRLE T,

o VLANBREBLOL AV 3 BEEHELZERATEEtA, ZD/®H, VLANEELRIZE TS /5=
2" 1) —, Ring Protocol, IGMP snooping/MLD snooping 7 & DHERERR, L 1 v 3 BEHEEZ RTIR
& 9% SNMP, DHCP Z K OMREEBHHATE EHA.

e IT—R-TMIHIAT L -LEXEITIREEZRETSE, IT—FA—MIREIFT-IIITTL—LD
EDIC, BRELHKEDHIE Y L—L2XEFLET,

* ITA-PCREBRITAVIERETHE, 3TV TTL—LBTAVIORNREBDET, C

DIz, 74 VY TREZREITHIET, K= RANTITF-)VITFTHEE, 35-)TT7L—
LADPSERELETV—LPEF2REETEXET,

o QoS DREEHIEZ, IT—KR—-—PFTHEELE T, 21D, IT-VVITTVL—LDPEEINT, I
—R=bFDPEREEFESNZNTESHY FT, 58, [4 EFEHE] 2SBL TS0,

s TSV - Uﬁyﬁyb®7yfuy7£—bgbfﬁﬁb,x&yﬂ4£—b®%%@£—bu
WMLTIT—R— b Z2RELLBEICL, 3TV VTTL—LI3EEESNET,

s VI TTNF =2 avDIE) I E—RICESTRAY UNA Y Y 7 OREOR— MR LT,
802.1Q Tag (M 5MEEEHEMA LI T —K—FERELLBEICY, 37U VI 7L —LRERFESN
ia—o

B) BEIL—LDIS-U2T

EZA—NRILV—LELTERBEILV—LFELEREBIV—LE2EETHE, ZEIL—LEIT—)
TTEET, TDEX, TV —KR—FTRETAHIRTDIL—LH, IT-VUVITOMNREZDET,

FDI®, EZY—FR—PIHRELEZZFET 4 LY, QoS DHEHER, £/-3A =L ba—Litk-
TEZY—FR— P CERELE-SZT7 -0, FHRIZLEBAN IS UV TONRELDET, 12750

429
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(6)

TLV—LZFELLEZLA— PRV MUY TI—ATITI—T L —LELTEELET7 L —AIT,
=Y T LEEA,

11

EETL—LDIZ—-)>2T

EoY—NRTI LV —LELTERET LV —LFRIEIRET LV —LE2EETLIE, BMETL—L2IT— Y
TTEET, 35—V VINETIL—LBIUOEESEDOBERROEB DT,

e N— R z7THHITLZTIL—LFF2IS—) T LET, VI IIITTCEETBIL—4 (H

¥, IPASa &7y baE) IZ3T5-V 2T LERA. 2L, AF v BBy I 7Yy
TAAL v FOR= P EZEZY—KR—MIRELLBELY, VI MI2T7TEET A7 L —LEIT—
VYT ULET. B8, TOEE—HOHMT L—24% VLAN ID 754095 ® Tagged 7L —L & LT3
=Y T LET,

Untagged 7L —L4% 35— Y7954, E=¥—FR— NTEETS VLAN © VLAN ID % ffiF
7z Tagged 7L —L% 35—V 7 LET,

E=¥—KR— b T Tag BHEFHL T 55H, Tag B THEE L/ VLAN Tag Tidk<, E=4—
AR— b TEEFET S VLAN ® VLAN ID %ffiF7- Tagged 7L —LELTIF—-Y T LET,
3I5—Y T I7L—2L0TPIDIF, 3I5—FR—rD TPIDIZZDET,

EZH—KR— 1T QOS DEEHIFICL>TRHEELLEZL -4, IT—U VT LERA,

EEET7 VY TEREEZRELTVAGS, BEARIL—LDIT7-Y) 73 ROEBDICEDE

—g_o

s A=Y AV MUY TI—RIIRELLEGS, T2 —F—FTTA VYL TEELLZTL—
LHLIT=) U ITRRELD, IT—KR—-IDEEESNET,

o FoH—R— I AFETA VLAN A V¥ 72— RICHELEES, TV —FB— TT4IFIC
KOTEBELLETLV—LHIT-Y IR ELDET, 7272L, 3F—-Y T T7L—L40D VLAN
IDPBZFDOT 4 VFIC—HTBHEEE, IV TRBICTANVY TRERREEINS-D, I5—KR—F

SR EINEE A

VXLAN 7L—=L0D3I5—=Y Y ZIconTiE, [av 747 L= a>H4 K Voll] [223 LAY
2 A4 v FREECMBRBEOHFIC OV T] 2ZRL TS,

19.1.3 802.1Q Tag ft5t&se

430

802.1Q Tag f15H#EEIL, 35— 277 L—LAIZ VLAN Tag 21 2HEETT. COMEERFIAT 2
ET, 35U TL—2IF, 137 VLAN Tag iCESWT LA ¥ 2 RN TE, BNLBFRICH ST
FIAYRED T T 4 v VEREBE CEHEETEET, 2L, 37—V ITVL—LOMACT FL X
&, =Y —FR—bTRZELLZZLV—LOMAC T FLRAZZOEEHFERAT 5720, 35U T 7L —A4
T 2EBE T, EBEOR Y P T —IEBRERE DS MACT RLAD T L—L%2ZETHI LI 0E
To 2078, FRICMHERHT S VLAN (35— > 77 L—2L4IZfiF 7z VLAN Tag) TIEMAC 7 KL X
FEHEMIEL TS0,

IT-A-—PELTRHELTL ZOBREZFERY 25E1E, 712 2L VLAN B LU MAC VLAN O##E
DS\ 2EHTEEd,

802.1Q Tag I EH#EEN 7 L — LI 2 VLAN Tag ® 7 + — )L RIZDWVWTIROERITIRLE T,
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F19-1 802.1Q Tag (I5#EEN 7 L —AIZfFF2 VLAN Tag D7 1 —JL R

71—JLR SR HR— AT
TPID IEEE802.1Q VLAN Tag ##i< Z & &Y IT—R—bELTHERT IR
EtherType f& k@ TPID IZfEWVE T,
User Priority IEEE802.1D D754 4V T« AERETIET 74V~ (3) 7247
EHR—-FLET,
CF MAC ~Ny WO MAC 7 R U AHREET & — | AHRETIIEE (0) 2129 K —
(Canonjca] Format) <Y ]‘l:fié’)‘(b‘%}ﬁxga AR k big_o
VLAN ID VLAN ID I—HHFEHTES VLAN ID
1% 2~4094 T9,

19.1.4 KR—hIXS5—) 27 FERRBOEEEE

(1) fkkeEE DHTF

s MOMEEEHRHT 25H, WR7Fry NIV 7 VI 27 TEETA21 Ty Mk b0, 35— 7
LEHA
« H% DHCP snooping 28 LIGED, REBIEET A9 XTHO DHCP /87 v b
s ¥14F 3y 7 ARPBREZEMICLIIGED, KEBFERFTSHITNTOARP /S v k

« KUY —R=ZAIFT—) VI 2HAT 258, RORIFERL TS,
e RYY—R=ZAIF—Y VI THEHLTVRE=Y -ty a3 yEBIFERATEE A,
c EETL—LEIT-IVTOMRIITEER A
e RYVY—R=Z23IF-Y I TIT—K—-PELTHEHLTWVWAR-MZL, IT—F—-PELTE

ETEEH A
e ty Y a BBl RZEELLERIY—R—A3IF—Y 7(‘: FEITL—LOR—FIF—Y T
T, B—=O7 V=L 3IT7—) 0 I{RELEDFER, K- 3IT7—-V T TEIT—ShEHA,

(2) EETL—LEIS—V)TOWNRETIIEENDTEEIE
¢ IT—FR—IDPEREESNZTVL—LDJEFIX, E=¥—
B5ZENHVET,

¢ —ODEZY—t YT IaVIEROEZ Y —R—FERELRET, #HOE=_Y—R—-F T TV
FuTTBETIL—LF, 1AOT7L—LFFE23I5—Y VT LET,

s PYLFFX AT L —LEE=ZY—R— FTEET2HA, 37— K- PoEEFETHT7L—4
&, 7V —L%%E L7 VLAN @ VLAN ID %{}137z Tagged 7L —L &% D E 9, &5 VLAN
Tag DADA —HF 3y h 7L —LDOAY FERL T L —LZEHROLDELDET,

¢ WICRTREBOZOIZE=Y —R— M TRBFTERVHETYH, —HOT7LV—LRFIT-IYILE
EE
o« A= 7W1) —IZ & B Blocking, Discarding, Listening, # & Uf Learning {Rf&
* GSRPIZ& 271y F > 7iKEE
* Ring Protocol I2 &5 71 v ¥ > 7 REE
C TYTVT - UF T ITDORY NA K= b

HREENBZTL—LDEFEER

431
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o IEEE802.1X 1T &K BRERFE

3T—YVTFTBTLV—LERIIRLET,

s IIVT A VITENT L4

e oY —F—bDOREEZREFRIEICTABICERT A MACT RLAT—7LO7 ) 7PAIEHIZ,
MACT7 RLATF—TILITY MJIT—H LT L —L4

VXLAN Access R— b2 E=_4% —KR— MIIHEELZRET, FOR—FNTZELLZTIL—LZ2T5Y

TAVITTHEER, FHTIL—Lm23IT—Y T LET,

ZDEE, %Y VXLAN Access R— T VNIV v Y FAREZT TA VY T — AT v Y7 TFE

HLTWAIRET, Untagged 7L —LD 759 T4 YV IRRIV—L2%E2ZELLEE, 39—V

7 L—241& VLAN ID 78 4095 @ Tagged 7 L—2L &% D £ 9, [SL-L3A]

HREBTIP VILFF v A ML—T 1 > 7HEEE IGMP/MLD snooping #gE# ERFICHER L TH Y,

POIPTLFF Y A NPENRR— N2 EY —R— MIIBELLES, BRFEADOIHT 4T

FrvPaEREHFRIY PVICEETAP VLT R ATy b EREHTHE=Y—F—+T%
Bl FEIPVLFFY ATy b EIT-Y T LET,

(3) R—KhXS5—U>7 802.1Q Tag ft5HaeERFDEREIR

432

VLAN Tag "< 7280, BHEEID 4NA PREVWHY A ZXDT L —Lx2MABBENHD T, R,
Tagged 7V —LBIUOREETIV—L%23IT7-Y I F 2R, 37— 27 7L—L4IEVLAN Tag
MW2EIC D720, 8N4 FPREVWHAZXDT L —LEZRADBEPHD T,

I5—R—bPELTHRETAR—MCIIE, FPIUIR—b2ZERLTLIEE D,

35U TTIL—LE, I T—R— P ERIUCR—MIERESNZI Y ITTII)F— 30172
AA v FREEDOBEREBICER LI EBFINET,

Fo YR = TZELLEIZF Yy A N7 L —ADPHHEBH COBE, 35— 77 —L40D
MAC 7 RLZZFEOHFMEBTHEE LTRET 5720, fTiFo5hsz VLAN Tag iIcES LAY 2

P TEE A, FHREBTLA Y 2HHE2T SHI21E, Ty —95 7L —L%2Hfd 5 VLAN I
LT, VLAN ZED MAC 7 RLAZRELTLEE W,
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B 19-3 hifEEHRTI/L—LDIZS—U>7T

802.1Q Tagft
snEAE | SHEAEDVLAN
s

iE=p .
(ﬁ@%ﬁ) LA vl

T4 —FR—FTRIELE
7 L—L®DVLAN

St

i

]

>
m
N]

I
%||-
-

OR)) CBEOIL—L CES-YvUENETL—A

L. AEBADEZY—KR— N CAREEBEBHETCOI=F+ A NI L —L%2%F
EZY—R=FTEELLT7L—L0D VLAN & 802.1Q Tag fT5#8D VLAN ® MAC 7 KL
AMECIZZDET,

2.3

F=VTT7 -0, AEEBTHEE LTXE
EE

DT —LEZ LAY 2HE LEWD, TFIA4PANEETETE A
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19.2 d>7«147L—>3a>

19.21 3IY747L—>32>aY2 K-8

R=+r3IS5—VUrZDarI74 7L —3>avy R—ER2ROFITRLET,

£19-2 J>7147L—>3a>avR—E&

OV RE SHEA

monitor session R—bIT—V U TRBEELET,

19.2.2 R—KNIS—-U2DTDERE

(1)

(2)

434

R=F3IT—=VT7DaAr T4 7L =23 TR, T —R=— (e IT7—FR- I DOHAEGDLERE=_Y—
tyya E LTHELET,

HMAGOEIEIZ I 540ty a v &E2FHALET. RELLE=Y—t v a  2HIKRT 258
I3, REFOLY Y a v BESE2EELTHIRLET., REFEADLY Y a VEBZEETHE, T=F—
ty Y arvOBRENBIZEESINT, UFIOE=ZY—t vy ¥ a yOBHIIENCZDET,

B —FB— NI, BETCHEATAE—MEEELE T, IT—F— ML, NTT 1 v T OERDENT

BEDOIL, TFIATRERFERTAHR—b, £/213802.1Q Tag ft5#EE2FRALTITI—) V7
TL—L%ELAY2HHTHR-FE2EELET,

FEITL—LDIS—UT
EREDRT > K]
BECEAA YT —ARA—HRY M YIT2—ATY, YT T77IF—2 3 v HERALT

WBEAD, BEOA—YHy b5 72— REEELET, £, I7—HF— & vian 5 EER
ELTOBH- MERELET,

[O7 > RICKBEERE]

1. (config) # monitor session 2 source interface gigabitethernet 1/0/1 rx
destination interface gigabitethernet 1/0/5
TFIA4 P2 R—=t 1/0/5128/HKEL, FAEY b =P 2y b ¥ 72— 1/0/1 TRET S 7
V—L&EIT—UVITTHIEEHRELET., by a vEFR2E2FHALET,

EETIL—LDIZ—-UT

[BEEDRA > N
RETEBA VY Tz2—ARA— YRV MUY T2—ATY, YV IF7T7Vr—aryfEHLT
WBEED, B —Y 2y b V¥ T2 —AZEELE T, T/, IT7—KR—hMdvlan E2ER

FLTWEWR—MNIBRELET. BEIL—LDIT—UVTIE, Ly arvEE1»56 30HET
HFHTEET,

[OY > RICKBEE]

1. (config) # monitor session 1 source interface gigabitethernet 1/0/2 tx
destination interface gigabitethernet 1/0/6
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TFIAFER—F 1/0/6 ICEHFEL, FHAEY b —HZY b2 ¥ T2 —Z1/0/2 TEET 57
L—L%23I5—Y) 079522 HELET., tviarvBEEIZ]l #EHALET,

(3) EREIL—LDIZ—-UT

EREDRT > M
BETZBA VYT —ARA =P XY M VI T2—ATT, UV ITFTIUF—2aryTHEALT
WBEED, MO —Y 2y b V¥ 72 —AZEELE T, T/, IT7—KR—hMdvlan 2R
FLTVEWR—PMIBELET, EZFETIL—LDIT—Y UL, Ly ia vBEE LS 3D&HHA

THEATZET,

[O7 > RICKBHE]

1. (config) # monitor session 1 source interface gigabitethernet 1/0/3 both
destination interface gigabitethernet 1/0/11

TFIATFER—F 1/0/11 IZ8HFEL, FHAEY " =2y M V¥ 72— 1/0/3 TEZET 7
L—Lb%3I5—) 0352 L2HELET, By a &Sl 2HHLET,

(4) BHEZI—FR—MDIZ—-U>7T
[BREDRA > K]
BHROE=Y—FR— b2 ) AMERTHRETEE T, REFADY X MIA—hZEBMT 2 &0, Hl
PRI 2ZEBTEET,
[O7 > RICKBRE]

1. (config) # monitor session 1 source interface gigabitethernet 1/0/1-23,
tengigabitethernet 1/0/25 both destination interface gigabitethernet 1/0/24
TFIAHFER—F 1/0/24 IZEHEL, FHEY M =P 2w b5 T72—21/0/1 5 1/0/23 B
LTI0OFHEY b —H Ry b ¥ T2 =R 1/0/25 TEZFET ATV —Lx3IT7-)T9T52
EEBRELET, Ly Ta BRI 2FHHALED,

(5) 802.1Q Tag (I5tkREZERALIEIS—1) 7T

[EREDRT > N]
BECZBA I Tz2—REIA =TIV MUY T2—RATT, V2 IT7TIVF5r—a ) THEEALT
WAHBED, MO -3y b VY T2 —XEEELET,
8B, Tagged 7LV —LREFE7L—L% 37—V V7T 55AE1E, VLAN Tag B2 &2 5700,
ENA PREVHAZXDT LV —LERDIIELEELRVET, #0720, mtu I~ FTMTU REZEET
BZREPHDET

[O7 > RICKBEEE]

1. (config) # monitor session 1 source interface gigabitethernet 1/0/1 both
destination interface gigabitethernet 1/0/2 encapsulation dotlqg 10
FHEY b —H 2y b2 FT2—RA1/0/1 TERFETHI7L—L%23IF7—Y)TL, 35U
7 L—ALIZ VLAN 10 ® VLAN Tag 27 THR =t 1/0/2 P H6RXETAHIELERELET. Ly
varv&SE I EERLET,

435






(o] ~ — — \\
NI —XR—RAXF-U27)
R —=R=ZAIF=V TR, ZETHTVLV—LPOREDTU—%2 O —

LT, BELIA VY T2 —ANEETHEETT . COETIE, KU —
R=ZAIT—=Y VTOBHREBIEFIEIIOVWTHBALE T,
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20 RUP—AR=-RZX5-U>7F

20.1 fi#sR
20.1.1 #iZ

R)Y—R=ZIF5—-Y 2T, ZETHIL—LPBENT7O—%22Y—-LC, HELLA VY Tz —
ANEET HEETT, 7L —L %22 —F52 25—, a¥—ENLTL—LDZEZZT5—
DT TL—LERUET, COMEZHFALT, 70—BHDIFT—I VT T L—LETFIATRET
FETAHIEILEHST, b T4 v 7DERPBTFTEET,

FETL—LIINTBEIT—Y) VITOBEZROKIIRLE T,

B 20-1 ZMETL—LDIZ—U2T

REE

| ] 1

Y | EER |

ix1u o i EL1H ’EJ

ﬂji?b—A%E /// EERAE  EERE !

| BEOTIL—LE . :

: *ﬁﬂj L'CE?—U i | 1

; CORRET D Lo :

! b T L—LiEE
E=F—R—+t 3 S5—K—h
(FL5I)  EBOFHT L—L 25—y FIL—L []:4»971—x

MR EBY, NI 74 v I RERTAA VY T 2—AREZI—FR—NEREY, 35— T T L —A
DEEZERAA VI T —AEIS—R—NERTE T,

REBOR) Y —R—ZA3I5—-Y 7, 7u0—BEICE> THPLS T V-2 ETEET, £7/7, BH
—R—PMICERICI T VT TEE T,
20.1.2 RUI—AR—RZI5—1) T OEMELE

(1) BRI

N7 4w T DERPCEN L EDIZDIL, TFIAY R E2ERT 2R - P2 IT7—FR—MIRELET,
IT-R-ME, 3TV UITEHOR-MIZDET,

EZH—R—1+EIT—KR—-rOHAEDLEEEZI—tyIaERUET, KEBTIE, BHOoET=
Y—tw a sERECTZTET, £/, TV —FR—bDOFZETL—LIE, TNFhERSLIT—FKR—t~
%{ﬁ—(%ij_o

FoH—R—brEIT—HR—bME, RIORTHAEGDETERATEEI,

s 1 E=F—KR—F1IF7—K—-1
s BEEZY—F - PAEHIT—K—H
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(2)

(3)

20 RUP—AR—-RZX5-U27F

BT —KR=PBLUPIT—F— M, TNhENBLLEEOFR - ERETEET. 4B, 37U
TU7 V=401, I7—F—-FOERFEENTRERET 2700, BRFEHZEA27 LV —LI3HEELET.

EZI—R—hK

RYVY=R=AIF=V Y TDEZS K= M, MRET 2T U —ZRET 2T VLAY AP 2ERALT
HELET. E=F—F—-FZRET 2HEEF, ZEAOTu—HHEE-F2, F)P—R-ZA3IF7-V >
TRIEDE— FICREL TR E W,

RV R=ZAIFT— YV TORERA VYT =R ANZEEIHBELL T VRV A N2 VY
T —AICHEHTAIET, ST A Y T2 — AR EY—R— b LTHERALET, 7Z7EAY A b
BAUE T —RAICHEATAEEICIEET S, I 747 —23 007 FOISTRA—F R IROFITRL
E I

®20-1 7I7ERUZAMNBRAICIEETZ/INFX—9

25-U>7hAA INSA—=5

ZAS M in-mirror

"B, MRAVFT7z—RA, 7a—HEE, EEHELZEIOWLWTL, [1 7407 ] 22BLTLE
AN

/II

N
BN —AIT=YITDIT—F—-MZ, EEXA Y T2—RXJAMNTHRELET,

WEERA VYT —AY) A M, EHD 3
B BELEZTRNTCD IS —KR— MIEIR
T —RL, MEA I T —APFTT,

TR bIPRETETET, HHDOIT K- 2RELH
37—V YT LET, IT—FA—hPELTHRETZD MY

2 T—R— P TOEHEEIIOVTIRIZIRLET,

o VLANMEBLUOL AV 3 BEHEZHHTEEEA, 2078, VLAN BEEZRIRET 2 A=
") —, Ring Protocol, IGMP snooping/MLD snooping % EO#EEER, L ¥ 3 M{SHEE % AiiE
&9 % SNMP, DHCP z X OEELFEHTEEH A,

e IT—F—HMIHEMI L —L%2RETHEELRET DL, IT—FK—PMWFITF—IYIITTL—LD
ERIT, BELHKEDOHIB 7 L—L %X ELET,

o IT—KR—MNIRBAIT A VI ERETHE, 3TV ITTVL—LETANIONRELEDET, &
DIicd, 74INVYTRBEZRELLEE, 37—V Y77V —LE3I7—F—MCTCEEINET,

s TYTVLT - VFUEIDOT TS IR=FELTERAL, AT N4 R—FOREDOR— M
FHLTIT—KR—bEFRELLEEICH, IT-UTTL—LEREBINET,

s YV IT TV —=avDIEY I T E—RILE TR IUNA ) VT DREDFR— MIH LT
TR bERELLBEICH, 3TV ITT7VL—-LI3EEENET,

4) REITL—LDIZ—-D>27T

s FH—R—PTRETHBIL—LDHE, RYIV—R-—AIS—YVITREELLZT LA AT
TU—2BEH LT V=LA I TOXNRERDE T, 2L, BELLZEEICSA Y2y A
VI TI—ATLI—TV—LELTEELLEZL—LEIT-Y T LERA,

¢« EH—R—MIHRELILZET LY, QoS ODEEER, £/ A =2 ba—LIZL>TE=
Z—R—bNCEREE ST L—401F, THIEILETAN ISV ITONMRELZDET,
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20 RUP—AR—-RZX5-U>7F

20.1.3 RUI—AR—-RX5—-U2JERRBOEREIR
(1) R—hIS—U2TEDHE

e R—FIFT—UVITHEHLTVWEE=Y—t v a vEEIE RIVT—R—-RAI5— VI TEIHRTE

TEFHA

s K= ITF—V I TEEIV—LDIT—Y LV TEFERHLTVWAER, KYTY—R-ZAIF-) T
BERTZEEA.

¢ R=F3IF—V) VI TIT—KR—bELTHALTWAR—MZ, IT—FR—PELTHRETEEYE
/I/O

e vty a BBl EEELLR) Y —R=-ZIF—

Vo TEZETLV—LOR—=—FIS—=) V7T, [F
—DTV—LDBIT—Y IR ELBIES, K-35

=) TTEIT—SNERA

(2) RUP—R—=XX5—-) 27 ERBFOEREIR

VLAN A >4 7 2 = 2T ERT7 « LY ZHRET 2 &, E:J Y7 L7777V —40 VLAN ID A—8 L
TEZICOEMERDET, T4 VY TEREZRELLS 3TV YT LT L—LIIEESNE T,

440



20 RUP—AR—-RZX5-U27F

202 A>7147L—>3>

2021 AYT747L—Y3araXVR—E

RI)V—R=AIS—YFZ0ar747b—3ravy F—EZ2ROFXIIRLET,

#x20-2 d>7147L—>a>av R—E&

IR A
destination session RYY—=R=Z3IF-YVTDIT—HR—-rE2HRELET,
destination-interface-list RV —R-ZAIT—Y Y TOREEFRA VY T2 —RAVAMERELET,
flow detection mode*! ZEMO7O—BHEE-FERELET,
ip access-group*2 LUFTI—RIHNLT, BT —R—ZAIF—Y 2 ITONET L —LEBHET

BIPvAIry N7 4 LY ZERALET,

ip access-list extended*2 RV Y= R=ZAIF=YVVTORRT L —L% IPv4A )Ny N7 4 LY THET
BTV EZAVANERELET,

ipv6 access-list*2 R —R=ZAIFT=YVTORNRT LV —L% IPv6 74 LY THRHTHT /&
AVAFEBRELET,

ipv6 traffic-filter™?2 AVFTI—=RIIRLT, RYUY—R=ZAIF5—Y Y TONRT L—LEHEHT
5IPv6 74 VY 2 BALE T,

mac access-group*?2 AV T2 —RH LT, RV Y—R=ZAIF—Y VY TOWNRT L —LE=EHT
HZMAC 71 V¥ Z@ALET,

mac access-list extended*2 RYVY—R=—ZAIS—YVTOWRRTL—L% MAC 74 LY THRHETZT7 7t
AYANEHRELET,

permit*2 WGy bEBREY 57 0 —BHISEtE, HRTL—-LDIT—) VTR
BREBRA VY TZ—AVAZE, 77EA)AMIEELET.
mEx1
[ay7427V—Ya>yavsryRL77L>ZAVolll [24 7Ju—BHE—R/7u—8fF] 28BL TS0,
X2

[av7427L—Ya>yav>ryRL77L > Volll [25 77tvARAJAM] #2BBLTLEZES N,

20.2.2 RUI—R—=RZXF5—-)2TDHEE

(1)

RV —R=ZAIF—YVTORRT L —L4L, BEOWKRIL—LDIS—Y 0 I7RELRDEERA VY
Tz—RAVANE, PV7RRAVANTEELE T, BEEDA VI T2 —RAIL, EEEA VY T—RU R
NCRELET,

7B, R)VY—R=-23IF7-Y VIR FERTIHEE, TREAO 7O —HMEE—-—FNE2FR) —RX=-Z3ITF—
Yy TEDE—FRIZRELTLZE N,

1EZ9—R—b 1 25—KR— MNDOEE

l E=%—FR—tx1 I5—R—- b TEESHRBEDFZRITRLET . ZOFITIXK, TFHIATEA —
PERw b7 —21/0/10 128K L E T,
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20 RUP—AR=-RX5-U>7F

[EBREDRT > N
IT—R—HMCiE, EELEA VY Tz—AVAMEHRELETT, T=F¥—KR— M2, EELEI VY
Tz —RAYRAN2ERICEE LT VAV AR Y —R=AIF—YVTELTEELE T,

[Ov > RICKBETFE]

1. (config) # destination-interface-list MIRROR-LIST-A mode mirror
(config-dest-mirror)# destination session 1 interface gigabitethernet 1/0/10
(config-dest-mirror) # exit
REELA Y72 =AY A (MIRROR-LIST-A) 2, /1 =Y 32y b % 72— 1/0/10 % 35—
A—PELTHRELET,

2. (config) # mac access-list extended MIRROR-A
(config-ext-macl)# permit any any vlan 100 action policy-mirror-list MIRROR-
LIST-A
(config-ext-macl) # exit
MAC 727t ZxYJ A ;b (MIRROR-A) Z{Es L T, VLAN 100 ®/%7» MIR LU TERBEA ¥ T2 —
Z1J A~ (MIRROR-LIST-A) 2 EL T,

3. (config) # interface gigabitethernet 1/0/1
(config-if) # mac access-group MIRROR-A in-mirror
(config-if) # exit
A —=H2ry b & 72— 1/0/1 OFFENZ, MACT7Z7E AU X+ (MIRROR-A) 2KV ¥ —~X—
AIT—VTELTHEALET,

(2) BHEZY—R—-IIEHRIS—R-FDRE

BHE=Y —FA— MEEI T K- N THESERBEOHAZRITRLET . ZOBITIE, 7FI7A4 5%
A=%F v b YFT72—=A1/0/10 BLO1/0/11 ICHERELE T,

[BEEDRA > N
REEERA VY TRV AMBEHDOIFT—F—rE2RELET. CORBEAN YT X b
REMRICHEE LT 7R A E, RYIV—R=ZA3IF-Y U TELTERDE=Y —K— M
LEd,

[O7 > RICKBERE]

1. (config) # destination-interface-list MIRROR-LIST-B mode mirror
(config-dest-mirror)# destination session 1 interface gigabitethernet 1/0/10
(config-dest-mirror)# destination session 2 interface gigabitethernet 1/0/11
(config-dest-mirror) # exit
BEXA Y 72— A+ (MIRROR-LIST-B) 2, £ =%%v b »¥T72—-21/0/10 BT
1/0/11 235 —FR—FrELTRHELET,

2. (config) # ip access-list extended MIRROR-B

(config-ext-nacl)# permit udp any any action policy-mirror-list MIRROR-LIST-
B

(config-ext-nacl) # exit

IPv4 727t A A+ (IPv4-MIRROR-B) ZER LT, IPv4 /%7y ML GEERA V72— X
Y X+ (MIRROR-LIST-B) #8%EL£9,
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20 RUP—AR—-RZX5-U27F

3. (config)# interface gigabitethernet 1/0/1
(config-if)# ip access-group MIRROR-B in-mirror
(config-if)# exit
(config) # interface gigabitethernet 1/0/2
(config-if)# ip access-group MIRROR-B in-mirror
(config-if)# exit
(config) # interface gigabitethernet 1/0/3
(config-if)# ip access-group MIRROR-B in-mirror
(config-if)# exit
A —=Yxy b T2 1/0/1, 1/0/2, BL 1/0/3 DZER/NC, IPv4d 77+ ZAY X+ (IPv4-
MIRROR-B) 4R ¥ —R—=23IF5—Y T ELTHALET,
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20 RUP—AR—-RZX5-U27F

203 AXRL—>3 >

20.3.1 ER3IVYR—E

RVY—R=AIF-Y VI DERIY Y F—EEZRORITRLET,

#20-3 ERAIVYR-E

v RE 18R

show access-filter™® RI)Y—R=ZAIS—YVTOREBERA VYT —AY A N2EEICEELLET Z7EAY
2 NORENEEHEHERZFRLE T,

clear access-filter* RBYVY—R=ZAIFT—) VT DREEEA VY T2 — A A M EFEICIEE LT 7R
A NOFEMERE O 7Y T LET,

a3
GEAI~Y L 77V 2AVolll 129 74W%] 2BBLTIZS WV,

20.3.2 RUI—R—RZX5—1) 27 DR

444

show access-filter A< RT, RV —R—ZAIFT—YVTDORERA VYT —RAY A ZEEICIERE
L7772 AY R NEHERTEET,

20-2 show access-filter A7 > RMHEITHER

> show access-filter
Date 20XX/06/09 13:58:27 UTC
Using Port:1/0/1 in-mirror
Extended IP access-list:ipv4-MIRROR-A
permit tcp(6) 25.11.2.0 0.0.0.255 any range 100 200 action policy-mirror-
list dst-list-ipv4

matched packets : 94286
permit tcp(6) any any
matched packets : 52207

>

BELA VY72 —ADT7 4 L¥IZ [Extended IP access-list] & 727t AV A +& (ipv4-MIRROR-
A) PERESNDZEXMERLE T, /2, 727EAY X M [action policy-mirror-list| &3%EHEA >~
571 —RA) AN (dst-list-ipv4) AFRREN T, matched packets 7> SN TWVBZ & ZHER
L%d,



sFlow &gt (7 O—#E5t) e

COETIE, AREE2HTMIT 2/ bO T T 4 v 7R 0T SHEET
H % sFlow et D & BRIEFIRICOVWTEHBALE I,
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21 sFlow kst (70O—#%k5h) #ae

21.1 s
21.1.1 sFlow st OHI=E

sFlow fEHE Ly F—Z Y RO +F 71 v 7 (Tu—) fFEPEET 2y NI —JEBEND NS T v
BEEE2ANT 572D, X2y NT—JDLEZTRNA T T4 v 7 ZHPEB L—FRAAvF) TEZYT
HHEBET T, sFlow fEHIERNICABREhTWwWas 7o —fet7u ha)L (RFC3176) T, LAV 2h,5
LAY 7ETOHEHBEREI A - LTWE T, sFlow HEHER (BB, sFlow /87 v ) ’E&EHER’)’(
FRTAEEBER sFlow 2L 7% (D, Vo %) EEY, 2L 7 &IZsFlow /87y s 2%k 2EE
sFlow T—Y x> b (DI, =—Y x> b)) &EFUET, sFlow gt 2oz vy b7 — 7%55645“’5:0’(0)
BIRLET,

21-1 sFlow #EEtDxy M —TJRH

=-E
——

ol i

7 A—ihEt
N7y FEIERETHRE)

1087 x—RffEt
(EHBICHRE)

AS6 AS7

L

I

(FLI) AS : Autonomous system

21-2 P RAT LB

- aLsy A — T34 Y
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21 sFlow #5t (7O—#st) #EaE

AEBOI -V b CEZYENLERIIVIZIVICEDON, MEHEREZ T FSATICE->TTT T«
NIVICFRRTEET, LA ->T, sFlow MEMEEFIF T 51013205 7T T4 DPRETT,

K211 PRATLBRER

BHESR e
I—Vzr b (KRE | KEMBREZNELTIL I ZICEMLET,
&)
a1y I—-VzY M PoREMESNAKEMERZES - RE - BRLET, 612, WET—Y%27 S
SAFICERLET,
TFIAY IVLIIDPSEMEINDET—F %757 4 HIVIZERLET,

EX 7FI5ATE—HITRoTWABERLHDET,

21.1.2 sFlow#istT—> > NEkgE
AEBOT Iy ML, ROZODEENHV FT,

o 7u—#fEt (sFlow et -3 L ERVE T, Dk, CORMTERELET.) TERERE
o AT x—AKE (SFlow et Tclr Ay oy TILERDE T, DI, COZMTRILLET,)
{EENHEBE

70— TNAEBRREELEZE /N v b (T L —4) 22—FEEQEGTY Y FYTL, X7y ME
wEMLLT70—Y > TUERTI VIV IEET 2HWEETT. Y &5 TIERERRIE A >~ %
T —AFEEHNT YT INVERTIAL I 7 ICEET HHETT . TNENONEM[ERTEINENE %
WORNIRLET

21-3 70-HY>FNEAIVIFCTI

AEE [TJO—4v T (TO—#EH) ]
k57 1 v BEDM
O (EEMBEIA, EDESH FST 495 BFRTODM)

[(AO2BH 2TV (4287 —RHED ]
AR ITT—RATRET DAY DS
GERENH VAR - TS—DHEEH=MBEREY)

21.1.3 sFlow /Ny N T74+—<T v b

AREBHF IV ZFICEET S sFlow /7y b (7a—H > FINERTVZHF U TIN) ITOWTHALE T,
IV IHIEET BT+ —~ v MIRFC3176 THRESNTWE T, sFlow /Sy bDT7 4 —< v 2R
ORIZRLET,

21-4 sFlow /N9y N T7#—< v b

«— AN 7A—4 LTI ——plt—— MEADHI AT T ———

sFlowAw & | ZA—=H 2T eee| JO—HU T |PIVEHF TV (el a4 o T
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21 sFlow st (70O—#fk5h) #Hae

7B, REBTIE, —DDsFlow /Sy MZ7u—9 > INERT U ¥H Y TIVIZRIEICAD £ A
(1) sFlowAvys
SFlow Ny FANERESNEZHEZIROFIIRLE T,

#£21-2 sFlowAYITDT+—< v~

REER SHBE HR— K
N—T 3 VFBE sFlow 87y vdONX—=V 3y ON—V3> 2, 4%0KR—1) O
TRLAYAS I—Yx b DIP ¥ A7 (IPv4=1, IPv6=2) O
I—Yzxzrh I—-YxzVMDIP7RLA O
IP7FRLXA
= AHE sFlow /847 v DR EICHEINT 52 HE X
A PR REORRE (BEOEH/ELPSOIV LAY K)

BTV ZOEBREENAT T T7 (Ja—- - v¥) LSy b O
#
(T 21-4 sFlow /8% v F 7+ —<v M| OFITIZn + mPBES
nE9)

(Apl) O:oX—-+92
W 25y IBEE, YAYZL v FASPOBEboceZic kY FLET,

(2) 7O0-4H3>7F)

Ja—HrINEE, BENSTY bDS B, MEENEEE L IIAEBERCEHESNS Ny oD S
—EDOY VY VIR T/SN Y hEBEL, LI YISERET BN T+ —T v N TT, 1272 L, K
B, KREBHECO/Sr Yy b7 —F > FIIETR— b LERA. 70— FIIIEEZY LISy
MIIIAT, 287y MIEEENTOARWVWER (BREA VY T72—X, EEAN VI Tz—R, ASEEZ

L) BIET 570, #llaty NT—VERNPTEET, 7U—HY 2 TLOT7 4+ —7 v FZIROKIIRL
£,

E21-5 70-HY>FILOT7+—<Ivhk

«— A7 A—Y 2T —la—— MEOH I AT —

sFlowAw & | 72a—H 2T o«

JO—HY2T | DIV EF TN | e

hovayo T

JO0—HUTAvE| EXTF—4amk | BERT—2BX [..

.

WmERT— 2B

(@) 7O0-H>FIAvS

TUO—H Y TNy TARETHHELZIROEBIIRLE T,
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(b)

21 sFlow #ist (7O—#i5t) #ae
#£21-3 70-H>FIAYIDT+—T v b
HEER B! HR— K

sequence_number T —H Y PILOER S E BT 2 BE ] 0

source_id Tu—H9 Y FPVOEBNORER (REA VY7 1—R) 2#KT @)
SNMP Interface Index

sampling_rate Tu—Y N0y T VIR O

sample_pool AT 2 —RAEE LIy S ORE O

drops JRE LI 70— L OB O
AREEBTIE 0 EE 2 RE

input F(54 > % 7 = —ZAD SNMP Interface Index O
A28 T = ABTRALEE 0 2RE

output REEA >~ % 7 = —AD SNMP Interface Index*2 X
REA VY7 2 —APTHLGHEIR 0 2 8E

(B Ot HR=1r92 X :HHR-hLanL

1

Ay IR, YA ALy FPP0EDolzEZICY Y PLET,

FEX2 AEETII output 2 R—bFLTWAEWEZDOEETT,

HAT— IR

BRT—FERIEANY FE, IPVARBLOIPv6 T 3BESH D, COI5—DRTRETEXT, &

KTF—=FFRXDT 7 5Lk

BEFANY FETY, [Pv4 B, IPvo BIZERAL7ZWEFIII > 7147 — 3

VARV RTRELTLES W, BERDT +—< v F2LEORITRLE T,

x21-4 ANVFEDT+—< vk

HEER BTl HR—k
packet_information_type | EBEEAT—FEROY AT (Av FE=]1) O
header_protocol ~v&7a b+ aLES (ETHERNET=1) O
frame_length FVIFNOINTy bR O
header_length FVIFN YT T LG0Ty MR (T 7 40 128) O
header<> BTV T LIy FORE O

(B O:¥R-+F3
FOIPSTy PELTHEITTELRVIERICE, K7+—<7v MIEDET,
F21-5 IPVABIDT#—< v b

HEER BT HR— ¥
packet_information_type =~ BEBAT—FERD& 17 (IPv4 B=2) O
length IPv4 87y FORE O
protocol IP7u bans 17 (fl: TCP=6, UDP=17) O
src_ip BEETLIP 7T RLA O
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21

sFlow 5t (7O—#:5t) #ae

REEE A HR— ¥
dst_ip FESEIP 7 KL X O
src_port EETR— MEER O
dst_port FaER— b HS O
tcp_flags TCP 757 O
TOS IPOYATHTH—ER O
(LBl O:¥HR—-1+93
EX 2BLIE® VLAN Tag & 7 L — LD RITkE 5 1235E1E, sFlow /87y MZEShEH Ao
F£21-6 IPV6BDT+—T vk
SEER SHER o T
packet_information_type = EARTF—¥ERXDOy 17 (IPve Fl=3) O
length BLAYERVZIPV6 /ST v FOREE O
protocol IP 7o bans 17 (fl: TCP=6, UDP=17) O
src_ip REETIP 7 RL R O
dst_ip 5% IP 7 R LA O
src_port REETR—- M ES O
dst_port AR — hES O
tcp_flags TCP 757 O
priority (BoE 2 O

(FLpl) O: ¥ F—-rd2

Fx1l 2BLLE® VLAN Tag fT& 7 L —APNRICE > 725/A1E, sFlow 287y MIEENEEA.
FX2 AEETR I T4 0777 AZNELET,

(0 IRT—IBR

HERT—YEREAA v FE - V=48 - F— by A8 - 258 . URLEDO SEENFH O 9. LR
T=IRRDT 7 4V bRETIRINTOIERERZNEL, AL 7 FITEFLET. AEXZar 747
L=y aVICKDEEAETY . FERDT 4 —v v F2IEORITITRLET,

& 21-7 RT—IEADER—E

450

1R — 185 e H— h
Ay FE 24 v FIEH (VLAN F#H2 L) 2INET 5, O
— & Tl L —%1E#H (NextHop % &) %2IVET %, OX1x2
F—broz A8 F—hrvzAER (ASEBRE) 2UET 5. Q¥ 1x2
1—HY 1—+1EH (TACACS/RADIUS f&#i7c &) ZINET 5. O*2
URL #4 URL 1%# (URL fE#u &) 2NHET . O*2




(LB O: o R—1+7F5

W1 L2 R L sFlow /37y MICINESNEEA.
FX2 2BLLE® VLAN Tag fT& 7 L —APRRICZ > 725BE1E, sFlow 287y MIEENEEA,

®£21-8 RAMYFEODTA—T Y~

21
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RIERE T sFlow FetHaE 2 EH L2158, ERFTOEZARICIIIRODDOBH D ET,
sFlow /N7 v NEZEHOHESR

show sflow 2~ > F%2%/T L T sFlow #atE#HZ R L, sFlow #tat##E T Dropped sFlow samples
(FBEL W28y M) % Overflow Time of sFlow Queue (F#/87 v M) ZHERLTLZS
Vo EB5POMEMSEMT 2HEE, EBMLAVwY 7)) V TEREHREL TS0,

21-10 show sflow 7> ROEITHRR

> show sflow

Date 20XX/12/13 14:10:32 UTC
sFlow service status: enable
Progress time from sFlow statistics cleared: 16:00:05

sFlow agent data :

sFlow service version : 4
CounterSample interval rate: 60 seconds
Default configured rate: 1 per 2048 packets

Default actual rate : 1 per 2048 packets

Configured sFlow ingress ports : 1/0/2-4

Configured sFlow egress ports : —----

Received sFlow samples : 37269 Dropped sFlow samples : 2093
Exported sFlow samples : 37269 Couldn't export sFlow samples : 0



21 sFlow #5t (7O0—#sh) #kaE

Overflow time of sFlow queue: 12 seconds el
sFlow collector data :
Collector IP address: 192.168.4.199 UDP:6343 Source IP address: 130.130.130

.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0

Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.13
0.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0

LEZ Sy MEESEML TV 256, Y0 7)) THROREEZREL T ZS 0,

(2) CPU {EFHZMH#ER

show cpu 2~¥ > F2ETL T CPUMHAREZRRL, ARMEZEZRL TLEZEV, CPUHEREI I EVEE
&, 3> 74 7Lb—>a>ravwy K sflow sample TH > 7)) Y JHEIRBEEZRE L TLZE 0,

21-11 show cpu 7> ROETHR

>show cpu minutes
Date 20XX/12/13 14:15:37 UTC
*** minute ***

date time cpu average

Dec 13 14:42:00-14:42:59 6

Dec 13 14:43:00-14:43:59 20

Dec 13 15:41:00-15:41:59 10 1

1.CPUHRASEL > TWVWAEE, Yo7V IRREOREZREL TLZE 0,

21.3.4 sFlow st > ) R DRARES L
KEET sFlow HEtMEE 2 B L1848, ¥ 7Y v FEROFESSEE LTRODONH D £
(1) CHRREHLSHARETS

sFlow #EMERE 2 BZIIC L TV 52K — @ pps # show interfaces 2> N THER L, ZE/7ry b2
HRIC LT W AFEE [Input rate] f»a uﬂx< ZEV, B L, BEENSTY FEXHRIILTWVRREEIL,

[Output rate] HAFTL TS, AEME% 100 CTEI- 72BN, BRERAHY T RS
DET, COETYH>T) U HRE%E Ef& show sflow 2~ FCEEKPEA LW ED PR L
TLEE W,

A=+ 1/0/4 ER—1F 1/0/5 1R LUTRENTry b2 EREE50BRERZY T v TRIROH 2R
IRLET,

21-12 show interfaces v > RDEITIER

> show interfaces gigabitethernet 1/0/4

Date 20XX/12/24 17:18:54 UTC

NIFO:

Port4d: active up 100BASE-TX full (auto) 0012.e220.ec30
Time-since-last-status-change:1:47:47
Bandwidth:10000kbps Average out:0Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Output rate: 0.0bps 0.0pps
Input rate: 4063.5kbps 10.3kpps
Flow control send coff

Flow control receive:off

TPID:8100

> show interfaces gigabitethernet 1/0/5
Date 20XX/12/24 17:19:34 UTC
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(2)

466

sFlow #ist (7O—#ist) #&ae

NIFO:

Port5: active up 100BASE-TX full (auto) 0012.e220.ec31
Time-since-last-status-change:1:47:47
Bandwidth:10000kbps Average out:5Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Output rate: 4893.5kbps 16.8kpps
Input rate: 4893.5kbps 16.8kpps
Flow control send :off

Flow control receive:off

TPID:8100

B&Eud9 7 v IR

= sFlow MaHEEERZ BRIC LT WA AR — ~ @ PPS &5HE/100
(10.3kpps+16.8kpps) /100
271%

Ex ) U TRIEE 271 TRET AHEERIESI2 TEHELET. o7 U IRBOEMIE T
T4 b—aravy R sflow sample #2B LT 2S00,

FHIERD SHET D

show sflow detail 7> F%2%EfT L THRRS NS Sampling rate to collector (FEENFHAE L WHERT
YT IHER) OEEY YT U IHERE LTERELET . BERIE clear sflow statistics I~ >

FAEZETL, LIXS <HEF2RTE Sampling rate to collector DEARE £ U A ZWIFAEILE CFIE

TH T EREREL TS0,

21-13 show sflow detail 7> ROETBR

> show sflow detail

Date 20XX/12/21 20:04:01 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 8:00:05

Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.1
30.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0
Detail data

Max packet size: 1400 bytes

Packet information type: header

Max header size: 128 bytes

Extended information type: switch, router,gateway,user,url

Url port number: 80,8080

Sampling mode: random-number

Sampling rate to collector: 1 per 2163 packets

Target ports for CounterSample: 1/0/2-4




IEEE802.3ah/UDLD

IEEE802.3ah/UDLD #gelx, FimY ¥ 7EEZBEL, TNIHED LY
T = REOHEZHFNINILT HHETT .

ZOETIE, IEEE802.3ah/UDLD #EED##RR & BIEHFRICOWTEHL &
ERS

467
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22.1 fEER

2211 #iZE

UDLD (Uni-Directional Link Detection) &1, FARY » 7 EEL2BHT AHEETT .

FAmY > VBENFEET HE, —HOEBTIRIERBIITEIANZENTET, bIHI—HFDOEBTIIZEIR
TEAPEESTELVREICEY, F7 O NV THEEESRKEL, 2y P T — 7 F TS F S hEE
PHEELET, K<HONTVABHIELT, A=V ) —TOL—TFHED, Vo277V =3y
TOT L—LHERNBETONET. INSOREWR, ARV 7BEEZRHE LEAICEETAR- %
inactivate 352 EICE > TRARICHS I ENFTEE T,

IEEE802.3ah (Ethernet in the First Mile) T slow 72 b 2)LO—# & L TUEDT 517 OAM
(Operations, Administration, and Maintenance) 71 k2L (IR, IEEE802.3ah/OAM &/R9) T
&, WAHEY > 7REOEREZITO 72012, #IH7 L—L0%2H0TERNICHREEE - BEED OAM R
RIEHROZ 2TV, HFEEEDOT L — A@ﬂéﬁ%%E?éﬁT#*«%ﬂfwii $ EE T
IEEE802.3ah/OAM #gE 2 W TIA MY > ZIREDEHRZITV, ZOERSENZWIEEICHR AR ~
sEELHET 5HRTUDLD BEEZERLTWET, $§E@UDHM%uTi,HﬁﬁU/7@%@
BMHOIEPIC, BEBPOREFBLLHE 7 L —L22FA BB TRELLBEREINV—FEHMLT, FELL
A—+% inactlvate LEd,

F7-, IEEE802.3ah/OAM 7’1 h I )L TIX, Active E— N & Passive E— FOfl&2H 0D, Active £—
REI» 5HM# 7 L — L OREFFBA S N, Passive £— NEITIE, 7L —2%2%ETHETHE Y L —
LDEFBIFITVER A, AEB TIETIHBHAEROERE T IEEE802.3ah/OAM BEENERIZZ > TWNT, &
A— b Passive E— FTEIMELE T,

Ethernet 77— 7 VTR SNIZNADEBDOKR— MIa> 71+ 7 L—3 3> a~v > R efmoam active
udld 28%Ed 52 &T, FARAY /7?*®@&§Jf’ﬁ%ﬁblﬁf@“o efmoam active udld 2~ > R ZHE
LizR—NTHARY Y 7BER2RE LG Eiél?‘éﬂ‘ b % inactivate 97 Z & TRImZEERI D
ﬁ—b?buyﬁﬁvyﬁﬁméﬂ,%ﬁéhtﬂﬁ@ THAR— P COERZELLET,

22.1.2 HR— M

468

[EEE802.3ah/UDLD #EET &, IROFITTRT & BV [EEE802.3ah/OAM HEEZ U R — LTV E T,

% 22-1 |EEE802.3ah/UDLD T#7R— h9 % IEEE802.3ah OAMPDU

e A HR—k
Information HFLEEIC OAM RIEFEHR 2 XET S, O
Event Notification HHFLERE I Link Event O&E£3%ET 5, X
Variable Request HFHEEIC MIB B EEKRT 5, X
Variable Response ZERka iz MIB B ZEET 5. X
Loopback Control HFLEED Loopback Re&% HlHT 5, X
Organization Specific FEREFRARA o X

(LB O E—F X :FKHFE—+



22 IEEE802.3ah/UDLD

22.1.3 |EEE802.3ah/UDLD {EREFN;F=EIA

(1)

(2)

(3)

IEEE802.3ah/UDLD #§RE% 537 U 7= ER (C IEEE802.3ah/OAM #EEZ 7 R— kL
BLWRBZERLECSEG

— &7 A A v FTlE, IEEE802.3ah/OAM BEEETHEHT AHIH 7 L —L I3k L EH A, D20, &
BETEBHROTHBPTET, I T4 7L —3>a< > K efmoam active udld #5E L7-AR— b TH
Ha) v IBEZBELTLENET, [EEES802.3ah/UDLD #eEmER I TE A,

|[EEE802.3ah/UDLD #8E % 5RE LIeRKEBEIC AT « 7 A N—9 2 ENPMRE Z 1%
n)dl:.. L/T:j%é

FADY v ZREPTIMSNIZGEIL, BHORFTOYU Y I7REZEFHNICTIRI L EWAT o 7I 0 N—=% %
REMICHE LI5S, ZBBHETY Y I/ REBORHICINAELE T, TD72®, efmoam active udld 3
VY RERELZAR— NTHPEESEEL LR VVRETH R AR Y VBEERHLTLEVETD,

BIHT 2B, WHOEBTHAZ L 2LE NS0, ERAPRECZDET. FADY > 7RED YIS

NIZARIL, BOIRHTOV 7 REZ BN 2EOHHA T4 TAN—F ZHERLTIZS
l{‘O

fthtt D UDLD $EEE DEFFRICDNT

UDLD HEEIZ Z N ZN&HOMB AR THREZEE L TW 5720, REED IEEE802.3ah/UDLD H#E &
it 3EED UDLD MEEOHE BRI TS £ A
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222 A>T7147L—>3a>

2221 A>7«47L—>a3a>av>R—&
IEEES02.3ah/UDLD ®a> 74 7L —>3ryavwy R—&E2ROFIZRLET,

x£22-2 A>7147L—>a>avrR—E&

v R$ SHER
efmoam active 38R — b T IEEE802.3ah/OAM HEEED active E— RIZL £ J .
efmoam disable IEEE802.3ah/OAM HEREZ NI L E T,

efmoam udld-detection-count | FAAY) Y 7EEET L0007 7 EEZEELE T,

22.2.2 |EEE802.3ah/UDLD DEZE

(1) IEEE802.3ah/UDLD #8EMESTE
[EBREDRT > N
IEEE802.3ah/UDLD #RE#EF 3 5 121%, LT HE2/AT IEEES02.3ah/OAM HREZEZNIZ L TH
L ZENWBETT, AEBETIITIHHEROHRE T IEEER02.3ah/OAM #EEAH R & 7 - T\ 2 IREE

(&R— b Passive F— F) T9, &kic, EEICKEHEY > 7 BERHBEELEESE-0A— Mox
L, UDLD /ST X—#%%Zfti0L 7 Active E— FDOEREZ L E T,

Z 2T, gigabitethernet 1/0/1 T IEEE802.3ah/UDLD #gE* ERH S £ 9,
[O7 > RICKBERTE]
1. (config) # interface gigabitethernet 1/0/1
R=F1/0/1 DA =V %y M VFT2—RAA0 T4 L= a3y E—RIIBTLET,

2. (config-if)# efmoam active udld

AA— 1~ 1/0/1 T IEEE802.3ah/OAM #EED Active E— FEIEZITV, FARY > 7 EERHEEE
PR L £ 9

(2) FA[YI>IEBEERBEAY > NOKE
EREDRAT > N
FAmY) > 7BEZ, HEPSOERS YA LTI M LTRARY > 7IREORERD T 72 WIREED,

Wb & MBS AR L CRAE LB LE T, CORBH AR > 7 RERED T Y F T,
HEY > 7RI, 18I ] ERERLTVET,

FARY Y IBERHEAY Y N 2EET S E, ERICAARY Y IVBENRELTHISBHT HETD
BRTHERBCEET. FHRAY Y 7BERETT Y b 2D TEEEELRIBHT A —FT, B
HOBENFHDET, BE, AREEIEETLINEIHD EHA

FAmMY > 7 EEREPSBEFTOBRZORMEZRITRLE T, 4B, BA10%DBEEPELE
—5’-0

54+ (FFAmY v 7BERE ATV ) [B]
[O7 > RICKBEETE]

1. (config) # efmoam udld-detection-count 60
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F7mY) > 7BEREET H720OEF, o DERY A L7 7 FIFERGEELHZ 60 FICHEL LT,
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IEEE802.3ah/UDLD

223 AXRL—>3 >

22.3.1 ER3IVYYR—E

IEEE802.3ah/UDLD D& a~v > F—EZRORITIRLE T,

*®22-3 EROVYVR—E

v REZ A
show efmoam IEEE802.3ah/OAM OFLEFMB LUK — S OB EFHREFRLET,
show efmoam statistics IEEE802.3ah/OAM IZBE 9 B et EfMER L E T,
clear efmoam statistics IEEE802.3ah/OAM I3 2 #iaH&E#HZ 7 U 7 LE T,
restart efmoam IEEE802.3ah/OAM 7u 75 L 2 Hig8 L7,
dump protocols efmoam [EEE802.3ah/OAM 71 75 LA THELL TW ARl A X2 b b L—AEHB LS
HET — T UERE T 7 A LAHALET,

22.3.2 |EEE802.3ah/OAM BERDERT

472

[EEE802.3ah/OAM EHR DO FERIL, EH I~ > F show efmoam T/FTW\ £ 9, show efmoam 2<% K
1%, IEEE802.3ah/OAM D& EEM & active E— FIZRESNIZA— FOBHREERLET, show
efmoam detail I~ > Fi&, active E— FICRRESINAR— MIMA, HFEEZR#L TV 5 passive
E-ROFR—-bOBEHREFRRLE T, T/, show efmoam statistics T~ > FTid, IEEE802.3ah/OAM
7u k2L oFEEHERICIZ, IEEE802.3ah/UDLD #RETHH L EERNZFERLE T,

22-1 show efmoam J<7 > RMOEITHER

> show efmoam

Date 20XX/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

1/0/1 Up detection * 0012.e298.dc20
1/0/2 Down active unknown

1/0/4 Down (uni-link) detection unknown

>

22-2 show efmoam detail 37> ROEITHER

> show efmoam detail

Date 20XX/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

1/0/1 Up detection * 0012.e298.dc20
1/0/2 Down active unknown

1/0/3 Up passive 0012.e298.7478
1/0/4 Down (uni-link) detection unknown

>

22-3 show efmoam statistics 1< > RDEITHRR

> show efmoam statistics
Date 20XX/10/02 23:59:59 UTC
Port 1/0/1 [detection]

OAMPDUs :Tx = 295 Rx = 295
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 190 Tx Remote= 105 Rx Remote= 187
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Timeout = 3 Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
Port 1/0/2 [active]
OAMPDUs :Tx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 100 Tx Remote= 100 Rx Remote= 100
Timeout = 0 1Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
Port 1/0/3 [passive]
OAMPDUs :Tx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 0 Tx Remote= 100 Rx_Remote= 100
Timeout = 0 1Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
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CFM

CFM (Connectivity Fault Management) &, LAY 2 LXLTOTY v
VHEOEREDKIEE L — MER 2T D, KA =Y v MEORTEEKEE
7.

ZHOETIE, CFM O EFIETERICDOWTHHALE T,
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23.1 fi#EsR
23.1.1 #=E

A =84 MIEENLAN 20 TR<IEE@THOEDNES L DICL>TEE L. TNIZHY, 1 —F
Fw MZSONET ®° ATM EREORFEEMBEI RO SN TVE T,

CFM Tl&, RO=ZDDOWEZHE->T, LAV 2%y bT -V DORFEHZTVE T,
1. Continuity Check
EEARA 2 MET, BRSELHEFICELS » (BEE - B6kE) 2ERERLET.
2.Loopback

BELME LH L, Loopback TL— bt EOEZETRETI2OPERELET L—T Ny 7#K
%) o

3.Linktrace

EELMHH L2 &, Linktrace TEHEARA VP ETOL—b2HERLET (LAY 22V FT—2RH
@}I/—]\i’%';?g)c

CFM DR 2 IRDEITR L E 9,

23-1 CFM D&

@ O
( ExELH )
(H—ERXRTONAERALY)

( FEEA h é BB )

(FRL—B KAL) (FRL—B KAL)

seszEae” | S
| [[eazaeeT |
S J S J
- J

a—4
(AREIEFALY)

(L) @ : EERA 2+
;B DRESD

(1) CFM DOrgE

CFM I3 IEEE802.1ag THRE SN TWT, IROBITRIKEPH D £9. AREIL, o0z TR —
FLTWET,
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F23-1 CFM Dr&ge

23 CFM

B EHER
Continuity Check (CC) BIEARA > MEOEEROFERER
Loopback V=TI 7R
ping HEOEEEE L A ¥ 2 TETLET,
Linktrace V— N ER
traceroute HHHEDOHEREE L AV 2 TETLE T,

(2) CFM D&
CFM %5 d 2 EHZ 2 RDRITRLE T, CEMIEF A1 >, MA, MEP B8 & U MIP %> 5 A S N7z fR<F

EHHEENTEELE I,
F23-2 CFM Z1E8p 9 28R

e

A

RXA >
(Maintenance Domain)

CFM 28T 5%y b T —27 LOBEHADO I L—-TDZ

Eo

MA
(Maintenance Association)

RXA VEHMELTEET S VLAN DO L—T D
Eo

MEP
(Maintenance association End Point)

BRI 2 FDT &
FAAS Y OFEREOFR— T, MABMICHELET.
7z, CFM O&HrEZETI 2K — b TT.

ES

MIP
(Maintenance domain Intermediate Point)

EEFEAAS O &,
RXA Y OREBICAET 2EEAA 2 T,

MP
(Maintenance Point)

BERA Y bDZ ET, MEP & MIP O T,

23.1.2 CFM OBERER

(1)

RXA1>

CEFM TIE R XA Y EWH BN TR Y NI =7 2BEMICEEL, NXAYANTCFMPDU 2%#%EJ 5
CETHRFEEEZITVET. FAALIE0~7T DL (RALYLNL) ABHD, LRILDESKEZ N

EF3EVLRILELDET,

BOWRAAL Y LULRLTIE, BORAALYLANLO CEFMPDU #FEELET, ELRAAL Y ULRLTIE, B
WRAAL 2 LANLO CFMPDU 2B L WTERELE T, LA T, BV RXAA 2 LXRLD CFM
PDUNBWVERAAL Y LNLD RAL VICEAHZ EEEL, RAL Y THY L RSFEESTEET,

RAL LV ARVBRFICECTERT S LI, B TRESNTVE T, ROIKEIDIETONT RAAL Y

LARLEROFITRLUET
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F23-3 XPDICEWITESNLERXTZLAL

RX1> LA X5

7 HAY< (—%)

4 Y—ERATUNA Y (BEH L)

2 FRV—% (FEE)

RAXA VIEEEBRICRETEE T, FAS UV 2EBBEREEICT 255 IMEN R XA LRXLEZRANS, B R
AA VLNV EIMINCERELE T, BRENE RX A OB 2RORISRLET,

B 23-2 FEBHG R X1 > OERHE

R A4 2 LARJLIOCFM PDUZIE & EH

A

\

FA A2 LARILIOCFM PDUE 5B

A

Y

RAA 2 LANJLTOCFM PDUEIEEEE

(2) MA

MA & R X4 Y% VLAN Z)L—7FTHE L TEHT 55AICHEVET. N VIZE/RE—DD MA
fw)i\)\\%?—a—o

CFM IZ MANTEET 570, MA Z2RET 5 L TEHERZ P <HBTEHI,

MAZ R XA VBB RO MABMTHANSNE T, £D7®, AU MANTERTSEEETIE, RE
FHZ R XA & MA OEMZEDETBBENHD LT,

MA OEHZEHDH 2 ROKIIRLE T,

478



(3)

23 CFM

23-3 MA OEESHEROH

i R4 A 2 LA )
@ - i
3 [ - - - - - - - - —-— - - ) S L
L . ! |
t : | P
b N /. Lo
I \ ’ b
i [ N p | 1
- | KAA > “Domain_1” |\ ’ KA > “Domain_1” | |
| I WA “Group100” N 7| A “Group200” Lo
|| VLAN 100~199 N VLAN 200~299 Lo
i : 754 < JVLAN 100 A FSATULMN 200 |
! N 7/

I x b
! [ / \\ | _
! ______________ s N _,l |
\

%7z, CFM PDU %2%%{§9 % VLAN (754~ VLAN) ZF—MANTEDLETBLLENHD &
ED

WHAIREETlZ, MA AT VLAN ID OEHFWEIFA/NS W VLAN 87514~ VLAN IC2D £, T
74 7 V—%3ravr N ma vlan-group {2 L, £ED VLAN 2HRIICT T 1~ VLAN ICEE
TEEY,

774 <Y VLAN 27— ¥ E3XH O VLAN &H U VLAN ICBRET 5 & T, EROFFEEZERTEE
a_o

MEP

MEPIZ R XA v OBAREOEERSA VT, MAICKHLTHRELZ T, MEPIZIZ MEP ID &5 MA N
T1=—2o2 D ZHELTHKMEP 28 L %9,

CFM O#gld MEP TEfTa 9. CFM 13 MEP [ (KA A > OBER» 5HER £ TOR) ¢ CFM PDU
EEZBEITAHIET, FEFy TR R LE T,

MEP ICIXIROZS>DEEFH D 9,

. Up MEP
) L—@ICEET 5 MEP ©9. Up MEP B &1d CFM PDU 2%2(E LAV T, FA— MA Fo MIP £
Tk R— bR LTERELET,

Up MEP D&% ORISR LE T,
23-4 Up MEP QXS

A PO GO GO A

KA LA
MA “Group_A” J

p
|
i
|
N

« Down MEP
EHRENCERET S MEP T9 . Down MEP E& 45 CFM PDU 2% {EL £ 7,
Down MEP O EHZIROKIZRLE T,
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480

& 23-5 Down MEP MOEEHI
1 0 OO OV O

! RAL D LARL2
| MA “Group_B”

(ALH) YV :Down MEP O : MIP [ : AR— b (MEP, MIPLLSY)

Down MEP, Up MEP %> 5 ®#%(Ef4l, &0 Down MEP, Up MEP TOREH|%ZRORIIRLET

23-6 Down MEP, Up MEP Hh5Mix(E

A
[1 O V [1 O O

Bt A2 LA ‘ ‘ | F%{Db&NII ‘ |

MA “Group_A” MA “Group_B”
Down MEPAN 5 DX (S 15! Up MEPAN 5 (3% {5

BEMEPH S EHEET S BREMEPHO S EHEEE LT,

FEI—MARDMIP, R— kHh5XIET S
(FL1)
A :Up MEP ¥ :Down MEP QO :MIP [:7/R—k (MEP, MIPLLS}) : CFM PDUD iR

23-7 Down MEP, Up MEP TO3XZ{E

A
[1 O V [1 O O
Bt A2 LA ‘ ‘ | F%{Db&NII ‘ |
MA “Group_A” MA “Group_B”
Down MEPT D154 Up MEPT @ 31{E41
RUNEPTEERIET D ZUNEPTEEZELALT,
FE—MARIDMIP, R—+T2ET 3
(FL1)
A :Up MEP ¥ :Down MEP QO :MIP [:7/R—k (MEP, MIPLLS}) : CFM PDUD iR

Down MEP 3 & 08 Up MEP I31E L WZEBICERE L T & W, 121X, Down MEP I3[EI#RE] (MA @
WED ICRET2DEFHDET. U L—fl (MA OSMED 12K L TEGE L 723H8E, CFM PDU % MA @
SHINTEE SN 5720, CFM OBRENELSEEL£H A, 3R> T Down MEP Z87E L7261 % IRDOKIC
/—J—_\.[/i—é—o
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23-8 32->7T Down MEP %ZE87E L 7=l

R Iy o
I MA “Group_B” I
e TR _ I
! FAL LAl i
| I MA “Group_A” | I
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VLAN k>3 > 7HIN7ZT T CFM 2 AT 2612 RODRITRLE T,
B 23-28 VLAN k22> THAEGTT CFM Z{ERT 561

VLAN koY) > 58

1 00— O—4 O—1 O— g

-t

I
FAALD LA

|

[

|
|
|

I\

| hd

A0

I

|

|
(FLBI

A :Up MEP O : NMIP O:IWkYryoT&ER—F  [O: R—+

VLAN b >3 Y 7RO R XA 2 LAV 1, VLAN b)) o TN TEROEFRICERR S > 2
RETETET FYNAA 2 TIECFM OFBEPERTEET,

(©) VLAN k22U 7HE51213T CFM Z{ERY 2155

VLAN k> 2 > 7 H844723 ¢ CFM 2R T 252 kORISR LE T,
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23-29 VLAN b2 22 THBHIETT CFM Z{ER Y 5651

VLAN ko1 > 548

1 00— O—4 O—41 O— 1 L

.

RALULALE
[}

__C).__
__D___

(FL)
A :Up MEP O : MIP O:VIWNboryoFEgER—F O R—+

23 CFM

VLAN b2V Y TRND RAAL LAV 61F, VLAN b3 ) U TRNOEBZFICEERA VM &2E

FETEET, VLAN bR U Y THMNICIEIR AL LR 6 OBEERA  MI

A > Tl CFM OB HEENSERTE £,

23.1.8 CFM TEHT 3T —9IN—2X
CFM CIE T 57— 5 R— 22 WOEIRLE T,

& 23-12 CFM TERHT 2T —9X—2X

BETZELTA. FHFX

F—IN=2R & ABEM#ERIV> R
MEP CCM 7—=#~RX— | & MEP PREEL T35 T —FN—2Z, show cfm remote-mep
S [fl— MA O MEP O1E#.

CC THEERIEDERE T 2 BICHER.
REFTHABTRRODEBY TY,
« MEP ID

* MEP ID IZ/)E9 % MAC 7 FL X
+ %3 MEP THA LzEERR

MIP CCM 7= RX—2Z | EBTRBFL TV ET—FR—2Z,

F— KX A >»HND MEP O1E#.

VYT MU —=ARX v —VRERET B, EOR— hTHg
K2 EWRET 2BIEA.

BT HIHRBIIRDEBDTT,

*+ MEP ® MAC 7 KL &

* %% MEP © CCM #%f§ L7z VLAN &AF— b

ARV

Yo7 hL—RAF—% Linktrace DETHERERFT L TV DT —FRX—2,
N=A BT ZHERIROEBD TT,

+ Linktrace #2417 L7z MEP &5i%

« TTL

o RERELEBOEHR

c VYT PU—ARAvE—VEZEF LA OER
e VYT RL—ARXyE—TVFRERELIR— bOEHR

show cfm 12traceroute-
db
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23 CFM

(1)

(2)

(3)

(a)

496

MEP CCM F—9X—2

MEP CCM 7 =4 RX—=21, A—MARICEDEL S MEP #*® 50 2REFLTVET, 72, FEHIT S
MEP THALBEFEROLARFTFL TV,

Loopback, Linktrace TI3%85E% MEP ID THHETEZ 9, MEP CCM 7— ¥ RXR—XIZBEFR SN T
BZWMEP ID I3fEETEEH A, MEP ID ST =¥ R—=ZAWIZBHREINTWVWAEI P ES NILERI VR
show cfm remote-mep THEFETE £ T,

AT —HR=ADL Y} I3 CC FETHIC MEP 78 CCM 2 ZfE L7 & FIER L E
MIP CCM =9 N—2

MIP CCM F—=#FR—R, U7 L —ARXA v t—V%EETREICEOR— P SEETNIT I 0D
PRETHEEIHERALE T,

BE3EKE:, MIP CCM F— & N— A 25658 MEP @ MAC 7 RLAMEF SN TV WESIZ, MACT RL
AT =TV 2BBLCEETAR— N 2RELET,

MAC 7 RUVAT—TNMICBEWVWERIZY V7 ML —ARXA v —JRBERELLZWVWT, BETEZL->725D
B ZEETTIORE L E T,

RKF—=FX—=ZAOLTr )L CCETHRIZ MIP A5 CCM 2BRIE L7z & FI/ERRLE T,

)T NL—RF—IN—2R

Y7 hU—=RAF =¥ ~R—2I%, Linktrace DEFHERZHERHELTVET,

A I~ > N show cfm 12traceroute-db ¢, #Z*XIZ%E4T L7z Linktrace DfERZZHBTE £,
FRETEBIL—MRICONVT

HE2AT 1024 BEFDISEZRFELE T,

1 JL— YD AIEBSDOISE S FEET AP TAIL— NREETEZAPDPHEDFT, 1 L— YD 256
HEESODEZREFLLZEEIZ4L—F, 1L— 420 16 BESOIREZHEFHEL TWAIEAIZ 64 L—
MREEFTEE T,

IBEN 1024 BEY 2 BA 7258, HVL— hOBRPHEESN, HLLL-FOEREZFRFELE I,

VY7 P —ATF—FR—AIZBFEINTVALHEICH LT Linktrace 2FETFLEE, VY7 FL—2X
T = R=ZA LD SFEHBIRETDOIL— MERZHIBR LS EI1ZH LW Linktrace D& 2 H#ELET,

VoI bV —RAT = R=ZAZRDOHEIIRLET,



23 CFM

23-30 UYI R L—RF—INR—2X

%Z'ﬂi;g 1000 | 1770 63 | TTL 62 —e oo —| TTL 48 | 168ES OIER

%Z'ﬂi;g 128 L T 63 | TTL 62 —eee— TTIL 32 | 32:B5H OB

%gg&;sno || TTL 63 || TTL 62 —« oo TTL 60 | 4B OISR

ooy M’\(D{ za)grgﬁ; 4000 1 frr 63 L TTL 62 e e o —{ TTL 32 | 28BHOMEHE
FTCOLEZERE

KF = RXR—Z2DI > +YIL Linktrace EfTHEIC MEP D5 &2ZE L E 2B LE T,

23.1.9 CFM ERKODEEEIR

(1)

(2)
(a)

(b)

(3)

CFM ZEHES BB WLWREICDWT

CFM ZHEATHE, FASCHOREET CFM 28FS €2 LEIIH D TEAA, CFM 28FsE %
EETIICFMPDU 2 BB E2MENHD LT,

FEEZFRE, CFM 28{ES €2 VWEEIL, RORITRT 7L —LZBBRT HEDICREL T LS,

®23-13 BBESEZTL—A

7 L— LR 5855 MAC 77 RL X

TILFF v A b 0180.c200.0030~0180.c200.003f

AEEIL, CFMAEEL TV WVBEEIXTRNTO CFMPDU #&@ L £7,

fitfREE DHEFICDOVT
LA 2 21 v FiheE D3teF

(27427 L—3 > HA4F Volll [223 LAY 2 A1y FHREELMEREDHZFICOWVWT] 25BL
TLEZE 0,

L1 2588 DT
[5.2.1 LAV 2FEEEiikaEE O] 2SR L TS0,
CFM PDU O/N—X RZHEICDWVT

CC THRERT 2 ‘) E—MMEP#EAP 9L EHBE, JE—F MEP 250 CFM PDU EF4 1
PEA—HULIZBEIC, AEETCFMPDU 2NX—XA NZETHIENHVET. FOHFE, AEET
CFM PDU %:F%E%’é‘%) ENHY, BEZRBEHITHBLINPHD LT,

7

KRKDHFT H5HE1, FEETO CFMPDU OXEY A IV IHELLEVED I LTS
W,
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23 CFM

(4) E—RX1>TA—7517) VIAN ZRELTLS MA TD MEP EREICDWNT
F—RxA > TR—-754 <) VLAN #%ELTV5MA (A—MA b&8) T, A—H— MIXLT2
fH £ MEP #BECTE S A, BELLEBAE, #2472 MEP TCFMAERICHELI A,

(5) Linktrace TMJL— MBEFRDIEIC DT

Linktrace TIXY > 7 hL—2Z2 X v £ =V DEEEAR— ML, MIP CCM F—¥ X— 2 £ 7213 MAC 7 KL
ATF—TNVEBBLTRELET, 207D, Y77y TR (VI8 IV BOBT Y T&l) A=
IV = EIL K BREAERIE, CCTCCM 2%£%FT 5% THRELRR— MPRETE WD, IE
LWlb— MERONESTEEH A

(6) Up MEP XU MIP TCFM AENELBWVWI T I T

WOA Ry MEERBIS, —BEDHY VI 7y LT Up MEP BL U MIP ® A — b Tld CFM O & #E
DEELERA. —EBY VI Ty TESEEHTETHEELET,

- RERY (REFHEHLE)

c AVTIA4 VL= aVIFANDT VYT AV T 4 T L= a3 YADKBR

» B O~ R restart vlan OFET

« R a1~ ¥ restart cfm O%E{T

(7) 70y 74REDR— kT MIP A Loopback, Linktrace [CIHE ULRZUWMEEICDNWT

Ty ZREOR— M MIP #FEL, FZHAR— b TRITRTER % L7254, MIP i Loopback,
Linktrace IZS& LW EH D E T,
o A=V — (PVST+, Y > 27) TL—7H— NHEREZEH

o« A=Y —(MSTP) O:&RRIC, 7 7t A VLAN £7:13 1 7+ 7 VLAN 2751 ¥) VLAN
ELUTHRE

« LLDP %=i&H
+ OADP %i#H

(8) TIRIEMTO CC DEMEICDWLT
LAY 2 OILERBE (/8= 271 —, Ring Protocol 2 &) AKXy b7 —27 ETCC ZERALT

WaGE, BERBOYVEINFEELLZEEIZ, HERED MEP 7*%(8 L7z CCM %518 L T ErrorCCM
ERHTHIENHVET, ARFIIECREILET HELOELXT,
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23 CFM

23.2 dA>7140L—33>

2321 d>747L—3>avTvR—
CFM Oy 7427 L —Yayavy F—E2ROERIRLET,

#x23-14 A>7«47L—>3>aIv v R—E

a7 REZ BTl
domain name FERAAL U CHERT2BMERELET,
ethernet cfm cc alarm-priority CC THHIT ABELNLERELET,
ethernet cfm cc alarm-reset-time CCTHREZBRMERLTETORBMERELE T,
ethernet cfm cc alarm-start-time CC THEEZMBAIL THh 5 SNMP BRI ZXET 2L TORMEZRE L
7,
ethernet cfm cc enable RAAL T CCZERTSMAZRELET,
ethernet cfm cc interval CCM DX EHEREREL £,
ethernet cfm domain RASLVERELET,
ethernet cfm enable (global) CFM ZBa L £ 9,
ethernet cfm enable (interface) no ethernet cfm enable BERFIC CFM 2E1EL £,
ethernet cfm mep CFM Tf#Rd % MEP 25E L £ 7,
ethernet cfm mip CFM TfERJd 2 MIP 28 EL 9,
ma name BYRAA VTHAT S MAOAHERELET .
ma vlan-group FERNRAALUCHERT 2 MA ICFIEYT 5 VLAN #8E L9,

23.2.2 CFM DKE B A1)
BRI V2B ETHFELHBEALET. 22T, RONTRIAEE A OFEFEZRLET,
B 23-31 CFM DREH (EER A1)

AREEC AEEA AEEB AEED
] 101 1/02[ —] —1 [l
FALLARIL2

| | | |
| | MA “ma2_v|an200” | |
| | VLAN 30, 40, 200 | |

Y= S oia Y

RAA LRI
MA “mal_vlan100”
VLAN 10, 20, 100

5 o0 A

A : Up MEP YV :Down MEP O :MIP [J: K—
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23 CFM

(1) BHRXAVBELIUTRXA>TED MA DERE

[

REDRAL > K]

BHORAAL 03B 558, BOAFAALYLRULORASUPSHRELET . MADRERI AL L
N EMA BERIES, N VEN, BLUOMAGHZNREEE —RSE2B0EPHD T, RE
NRZH5E, REEENREEIIE— MA Y nEd A

MA ®7Z4 <Y VLAN IZi%, KZEED MEP 75 CFM PDU %2359 % VLAN #&%E L £ 7,
primary-vlan /87 X =¥ P E SN TV WIEEIE, vlan-group /87 X —4% TEE S N7z VLAN O
Frs, H&b/NE7% VLANID 282 VLAN /54 <V VLAN IZZ D £T,

[O7 > RICKDEE]

1. (config)# ethernet cfm domain level 1 direction-up

(config-ether-cfm) # domain name str operator 1

RXA4 LNV 1 & MEP OfJiRE%Z Up MEP IC9 A2 ExBELET, IV T4 L— a3y
A —=H%v b CFME—FIZBITL, RAALVEMERELE T,

. (config-ether-cfm)# ma 1 name str mal_vlanl00

(config-ether-cfm)# ma 1 vlan-group 10,20,100 primary-vlan 100
(config-ether-cfm) # exit

MAL T MA £4%5, MA ICFiTEd % VLAN, FJ4~Y VLAN 2% EL£7,

. (config) # ethernet cfm domain level 2

(config-ether-cfm) # domain name str operator 2
(config-ether-cfm) # ma 2 name str ma2_ vlan200
(config-ether-cfm)# ma 2 vlan-group 30,40,200 primary-vlan 200
(config-ether-cfm)# exit

RXA > L)L 2 & MEP O#)#RE % Down MEP 1292 Z & Z2RELE I,
MA2 T MA &%, MA IZFTBY % VLAN, 751~ VLAN 285 EL 7,

(2) MEP KLU MIP DEE

500

BREDRT > K

MEP B & U MIP OFEHIL, WEFRMFHLIAIIE 5 LD ICREL T2 S W,
FE L7z MEP BL U MIP OEA %Y 51013, EED CFM 28T 2REPBEICLD £7,

[O7 > RICKBEETE]

1. (config)# interface gigabitethernet 1/0/1

(config-if)# ethernet cfm mep level 1 ma 1 mep-id 101
(config-if)# ethernet cfm mip level 2

(config-if)# exit

(config) # interface gigabitethernet 1/0/2
(config-if)# ethernet cfm mip level 1

(config-if)# exit

R—H1/0/112, FAAL LNV L, MALICFEY % MEP Z28ELEd. 72, NAAL L)L 2
DOMIP ZFELET. A—1F 1/0/2ITRAAL LNV OMIP ZBELET,

2. (config)# ethernet cfm enable



23

AEED CFM OERZBBLE T,

(3) R—b®OCFM OFLE

[EBREDRT > N]
—BEICAR— b D CFM 2B L WESIZERELE T,

[O7> RICKBETE]

1. (config)# interface gigabitethernet 1/0/1
(config-if)# no ethernet cfm enable
(config-if)# exit
R—1t1/0/1 ® CFM %E1L LT,

(4) CCOEE

[EBREDRAT > K]
ethernet cfm cc enable 27> FOREEXR DS, CCHEELET,

[O7 > RICKBERE]

1. (config) # ethernet cfm cc level 1 ma 1 interval 10s

(config) # ethernet cfm cc level 1 ma 1 enable

CFM

RXA LNV 1, MAL T, CCM O%EERREZ 10 MICHRELLHEIC CCOEEZRBLET,

23.2.3 CFMOEE (A—RA1>, EHMA)

Fl— XA U THEEO MA 2% ETHFIEZFHPELET, 22 TlE, ROKIIRTAREE A OREH 2~

bi—g_o

23-32 CFM OERES (B—RK X1, BHMA)

MA “ma2_v|an200”

VLAN 10, 20, 100 VLAN 30, 40, 200

[
i
C
by

|

oo

L

L

| |

i |

i : MA “mal_vlan100”
C

b

o

P

C

I

[

/A : Up MEP O :mp
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23 CFM

(1) E—RXA>TOEBMA DFRE
[BREDART > K]
F— R AL > THEO MA 280ET 25818, MABIIESS L0 MA BHAEHEL L0 &S ICHE
LET, FAL U BERUMA QBEANAREDHA > Ma, [2322 CFM OBE (BRI AL )]
EBRLTES L,

[OY > RICKBETF]

l. (config) # ethernet cfm domain level 6 direction-up
(config-ether-cfm) # domain name str customer 6
RAA LN E MEP OFJ#Ak#EE%2 Up MEP ICT 5 C L2 RELET. 30747 —arAf—
P4w b CFME—FIZBITL, FAALVEMERELET,

2. (config-ether-cfm)# ma 1 name str mal_vlanlO00
(config-ether-cfm)# ma 1 vlan-group 10,20,100 primary-vlan 100
(config-ether-cfm)# ma 2 name str ma2_vlan200
(config-ether-cfm)# ma 2 vlan-group 30,40,200 primary-vlan 200
(config-ether-cfm) # exit

MA #AIES & MA &7, MA ICFBY % VLAN, 751 < VLAN 23#EL$ 9,
(2) MEP &U MIP DRE

[EREDRA > M
MEP l& MA CEICERTET 2B H D 5, MIP IZEHDO MA THET, A— MEAIC—DOHRELE
9o MEP B&LU MIP OEAMLGREDRA >~ M, [23.22 CFM ORE (B AL V)] 258
LTS,

[O7 > RICKBEEE]

1. (config) # interface gigabitethernet 1/0/1
(config-if)# ethernet cfm mep level 6 ma 1 mep-id 101
(config-if)# ethernet cfm mep level 6 ma 2 mep-id 201
(config-if)# exit
(config) # interface range gigabitethernet 1/0/2-4
(config-if-range)# ethernet cfm mip level 6
(config-if-range)# exit
A—1F1/0/112, RAL LNV 6, MAL ICFiEY 2 MEP 2&REL£9. £7z, MA2 ICFTEY %
MEP 28 ELETo A— 5 1/0/2~1/0/4 12 R AL LRV 6DMIP 2R ELET,

2. (config)# ethernet cfm enable

REEDO CFM OERZMBLET .
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23

23.3 AXRL—>3>

CFM

23.3.1 EROY>R—E

CFM ORI~ F—EZ2ROFRITRLE T,

*&23-15 ERIVYR—E&
IR A
12ping CFM @ Loopback ##E#ET L £, 1BE MP BOEG 2 AL £ 7.
12traceroute CFM o Linktrace #eE%ET LE . 8E MP BlOL— 2L £ 7.
show cfm CFM D R X1 U EREFRRLE T,

show cfm remote-mep

CFM @Y £— b MEP OfE#HEZFRLE T,

show cfm fault

CFM OEEFHRZFRRLE T,

show cfm 12traceroute-db

12traceroute I~ > RTEHB LAV — MEHRERRLE T,

show cfm statistics

CFM OffiEtHERZRRLE T,

clear cfm remote-mep

CFM®VYE€—+ MEPEHRE 27 )7 LT,

clear cfm fault

CFM olgEfHz 7 ) 7 LET,

clear cfm 12traceroute-db

12traceroute I~ RTHE LV — MEREZ U7 LET,

clear cfm statistics

CFM oiftatfiz 7 7 LE T,

restart cfm

CFM 7Fu /o L= HiRg L E9d .

dump protocols cfm

CFM % > FE#H= 7 7 A W~AHEHLET,

23.3.2 MP D%

GBIty

12ping 2> BT, #8E L~ MPEOBBARR LT, BREAFRLET. Iv> FICIIHRERS L O
JEERERMEZIEETEE T, HELaWVES, WEEEEIE S E, IBERFERMIE ST, BEHED
JEEZEE /IR EF L BEREZ MR, ROMEREBORLET,

23-33

2ping Y RD

SITHRER

>12ping remote-mep 1010 domain-level 7 ma 1000 mep 1020 count 3 timeout 1

L2ping to MP:1010(0012.e220.00a3) on Level:7

Time:20XX/03/14 19:10:24

1: L2ping Reply from 0012.
2: L2ping Reply from 0012.
3: L2ping Reply from 0012.

--- L2ping Statistics ---

Tx L2ping Request :

Round-trip Min/Avg/Max :

>

MA:1000 MEP:1020 VLAN:20
e220.00a3 64bytes Time= 751 ms
e220.00a3 64bytes Time= 752 ms
e220.00a3 64bytes Time= 744 ms
3 Rx L2ping Reply : 3 Lost Frame : 0%

744/749/752 ms
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23 CFM

23.3.3 MP E®DJ)L— MiEER

12traceroute I ~v > R, #8ELZ MPEDIL— MEREINEL, BRE2FRLET, I~V NS
HEEME TTLEAIEETCEE T, HELZVIES, BE&E5EMIZ5H, TTLEIZ 64 T,

FERIHEE L7 MP 25 I5E2RE Lz &% [Hit] THERETEXJ,

23-34 |2traceroute OV > ROEITHER

>12traceroute remote-mep 2010 domain-level 7 ma 1000 mep 2020 timeout 10 ttl 64
Date 20XX/03/15 14:05:30 UTC

L2traceroute to MP:0012.e220.00a3 on Level:7 MA:1000 MEP:1020 VLAN:1000
Time:20XX/03/15 14:05:30

63 0012.e220.00c0 Forwarded

62 0012.e210.000d Forwarded

61 0012.e242.00a3 NotForwarded Hit

23.3.4 JL— b LD MP OIRRERESR

show cfm 12traceroute-db detail 2<% > FT, %8%D MP £ TDJ)L— k& )L— b EO MP OFffliER %
R TE %9, [NotForwarded] BRRSN72HA, Ingress Port 3 & U Egress Port @ [Action] T,
Y7 b —=RAAy =V Efksnah - BHEZERTEZ LT,

23-35 show cfm 2traceroute-db detail v > ROEITIER

> show cfm l2traceroute-db remote-mac 0012.e220.1040 detail
Date 20XX/03/16 10:21:42 UTC
L2traceroute to MP:2010(0012.e220.1040) on Level:7 MA:2000 MEP:2020 VLAN:20
Time:20XX/03/16 10:21:42
63 0012.e220.10a9 Forwarded
Last Egress : 0012.f110.2400 Next Egress : 0012.e220.10a0
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012.e228.10a0
Ingress Port MP Address: 0012.e220.10a9 Action: OK
Egress Port MP Address: 0012.e220.10aa Action: OK
62 0012.e228.aa3b NotForwarded
Last Egress : 0012.e220.10a0 Next Egress : 0012.e228.aa30
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012.e228.aa30
Ingress Port MP Address: 0012.e228.aa2c Action: -
Egress Port MP Address: 0012.e228.aa3b Action: Down

23.3.5 CFM DOIRREDHESR

show cfm I~ > R T, CFM OREREEEERMREZFRLET, CC TRELZMBA LGS, B
L7-BEOFT, BLEELANLOBWEERER % [Status] THERTXE7,

23-36 show cfm a7 > ROETER
>show cfm

Date 20XX/03/15 18:32:10 UTC
Domain Level 3 Name (str): ProviderDomain 3

MA 300 Name (str) : Tokyo to Osaka
Primary VLAN:300 VLAN:10-20,300
CC:Enable Interval:1min

Alarm Priority:3 Start Time:2500ms Reset Time:10000ms
MEP Information

ID:8012 UpMEP CH12 (Up) Enable MAC:0012.e200.00b2 Status:Timeout
MA 400 Name (str) : Tokyo to Nagoya
Primary VLAN:400 VLAN:30-40,400
CC:Enable Interval:1lmin

Alarm Priority:3 Start Time:2500ms Reset Time:10000ms
MEP Information
ID:8014 DownMEP 0/21 (Up) Disable MAC:0012.e220.0040 Status:-
MIP Information
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23 CFM

0/12 (Up) Enable MAC:0012.e200.0012
0/22 (Down) Disable MAC:-
Domain Level 4 Name (str): ProviderDomain 4
MIP Information B
CH12 (Up) Enable MAC:0012.e220.00b2

23.3.6 FESOFHBEHROHES

show cfm fault detail 2~ F T, BEFER LI, BERIREEBERMNDOZ >»1F &% -7 CCM
EHRE2FRRNLET, CCMZEELRYET— b MEP X [RMEP], [MAC] B8&X [VLAN| THETZ
i a—o

23-37 show cfm fault detail 37 > ROEITHER

>show cfm fault detail
Date 20XX/03/21 12:23:41 UTC
MD:7 MA:1000 MEP:1000 Fault

OtherCCM : - RMEP:1020 MAC:0012.e220.1e22 VLAN:1000 Time:20XX/03/20 11:22:17
ErrorCCM : -
Timeout : -
PortState: -
RDI : On RMEP:1011 MAC:0012.e220.11a2 VLAN:1000 Time:20XX/03/21 11:42:10

>

show cfm fault detail 2~ > FRTERENS Y E— b MEP BERIIBERHOEZ > T &L -2 BRTH
D, EERIZIZERO) T— N MEP TRESRELTWVWEBEIAPHD E T,

HEL D) E— b+ MEP TEEMNFAE L TV 521, show cfm remote-mep 2v > RTERENS Y E—
F MEP o [ID] B &L [Status] CHEETEEI,

23-38 show cfm remote-mep OV > RDEITHER

>show cfm remote-mep
Date 20XX/03/21 12:25:30 UTC

Total RMEP Counts: 5
Domain Level 7 Name (str): ProviderDomain 7
MA 1000 Name(str) : Tokyo to Osaka
MEP ID:1000 0/20 (Up) "Enable  Status:RDI
RMEP Information Counts: 3
ID:1011 Status:- MAC:0012.e200.005a Time:20XX/03/21 12:25:29
ID:1020 Status:RDI MAC:0012.e220.1e22 Time:20XX/03/21 12:25:29
ID:1030 Status:RDI MAC:0012.e220.1e09 Time:20XX/03/21 12:25:29
MA 2000 Name(str) : Tokyo to Nagoya
MEP ID:8012 CH1 (Up) "Enable  Status:-
RMEP Information Counts: 2
ID:8003 Status:- MAC:0012.e20a.1241 Time:20XX/03/21 12:25:28
ID:8004 Status:- MAC:0012.e20d.12al Time:20XX/03/21 12:25:29
>
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LLDP

COETIE, AEEBEICHEET HZBEDRFRZNET HETH S LLDP O
FEBEREIIOVWTHALE T,
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24

LLDP

24.1 fEE
24.1.1 W=

(1)

LLDP (Link Layer Discovery Protocol) \&M#% 9 22 BIEH % INET 570 F LT, EH - (R5FEE
ICHEREEOEREHRICHAE TS S I E A BNE LIIETT .

LLDP 0:&ERfI

LLDP #AEZ(ERT 2 C E THHRRE LB L TV AE R — MW LT, BEREICHT SHERB L UHH
R—MBETLEREEFELE T FEKR- P TRELBEEEOEREEN T 5 E THEE LB
BEROEGREZIEETZ L5120 FT,

LLDP O#ERF 2 ROKITRLE T, ZORITIE, F—ELHORREICRE S N ARREROERIREZ,
IBEICRELIAZBE AP SIEETZLLDIIRDET,

24-1 LLDP 0@l

KEEC
o
LDPDU : | v ARLEEB
System ID <
Port ID | [l o
VLAN ID7z &
& B KEBA DB Z B
A 1HER :
®E P - REEB, AEBECD
e e
----------------- > E=mp 1 VLAN ID
—\0 Port ID% &

24.1.2 HR— Mtk

(1)

508

Bt ¢ % LLDP 18
FEETRIKICTRT ZOORMEE T A — b LET,

+ IEEE Std 802.1AB-2009

ALEETIE, 505 MAC 7 FLAA “01:80:C2:00:00:0E” 7213 LLDPDU & L CRETEE 9,
» IEEE 802.1AB Draft 6

77 # ) b TIE IEEE Std 802.1AB-2009 T&jE L T, IEEE 802.1AB Draft 6 ® LLDPDU 7 =g L
7zAR— 7 513 IEEE 802.1AB Draft 6 ® LLDPDU %ixf§ L %9, 7, IEEE Std 802.1AB-2005 &%
Tt Ed, FEHIOZE LLDPDU &iX(E LLDPDU DR ZRDRIRLE T,



F24-1 HERINRME LLDPDU &3%(8 LLDPDU MBI

24 LLDP

{5 LLDPDU D#34&

IEEE Std 802.1AB-2009
IEEE Std 802.1AB-2005

IEEE 802.1AB Draft 6

iX{5 LLDPDU D#548

ZfE% L RE%L IEEE Std 802.1AB-2009*
ZEHY IEEE 802.1AB Draft 6

ZEHY ZE%L IEEE Std 802.1AB-2009*
ZEHY IEEE Std 802.1AB-2009*

¥ System Capabilities TLV 7217 1% IEEE Std 802.1AB-2005 OFE TEFE L £9 .

(2) HR—KTLV

REBETO TLV OY R — MRILZRORITTRLE T,

& 24-2 TLV OHR— MR

IEEE 802.1AB Draft 6

IEEE Std 802.1AB-2009

IV name IEEE Std 802.1AB-2005 -
EE 25 e el 28

Chassis ID O O O O EEBD MAC 7 R L A %%
BLET.

Port ID O O O O A—=FDOMACT7 RL A%
REELET,

Time To Live O O O O KEBEDEET HHEROHE
BRI 740 L —
Ya Y TEETEET,

Port Description O O O O interface 7 )L—7 MIB ®
ifDescr LR CEZ#EE L E
ER

System Name O O O O system ZL—7 MIB ®
sysName & [F] UfE%3%(E L
£9,

System Description O O O O system 7 )L—7 MIB @
sysDescr &[A] UEZIA(E L
£9,

System Capabilities X X O O FIFHT & kR & BRI
ROBEHEEELET.

Management Address X X O O BT FLAEZRXELET,

Organizationally-defined TLV O O X X BESNTWD VLAN ID

extensions
« VLAN 15
« VLAN Address 1&%#

% VLAN ICBE S 5 iz
IP7RLRZZEFELET,
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IEEE Std 802.1AB-2009
IEEE 802.1AB Draft 6
i e IEEE Std 802.1AB-2005 -
eSS 2ME EEHT 25
IEEE802.1 Port VLAN X X O O HESNTWVER—
Organization | ID VLAN & VLAN ID 1&# %
ally Specific REELET,
TLVs
Port And X X O O BESNTVWAR SO Il
Protocol VLAN @ VLAN ID 1&#i %
VLAN ID EELET,
VLAN Name X X AX2 O BESNTNSBKR— b
VLAN @ VLAN ID, B&*
VLAN O&HFiZ#E(E L &
ED
(B O:HR—=F A —IR—-F x :JEPFKR-}H
Xl
IEEE Std 802.1AB-2009 O #i& T LLDPDU %23i%fF L £ 9. 7272L, System Capabilities i& IEEE Std
802.1AB-2005 DM TEFE LE T,
X2

VLAN Name Length OE# % 0 T#F L, VLAN ORHIIEELEE A,

LLDP THXR— b9 2 EHROFMEZLUTITRLE T,

B, MIBIZDWTIE [MIBL 77 L YR] 2L TLEZE 0,

(a) Chassis ID (EBN:HRIF)

EBELZHANTAHEMTT . ZOFERICIE subtype BEFK SN, subtype ICk > TREERNENELD T,

subtype EEEABZIRORITRLE T,

# 24-3 Chassis ID @ subtype —& (IEEE Std 802.1AB-2009)

subtype Rl XEEAT
1 Chassis component Entity MIB @ entPhysicalAlias & & C1&
2 Interface alias interface MIB o ifAlias & & Uf#
3 Port component Entity MIB ® portEntPhysicalAlias &[F U8, & 7-i& Entity MIB

® backplaneEntPhysicalAlias &R U{#
4 MAC address LLDP MIB ® macAddress & [F Uf&
5 Network address LLDP MIB 0 networkAddress & [& Uf#
6 Interface name interface MIB @ ifName & & U1&
7 Locally assigned LLDP MIB ® local &[E UfE
& 24-4 Chassis ID O subtype —& (IEEE 802.1AB Draft 6)

subtype Rl EEAT

1 Chassis component Entity MIB @ entPhysicalAlias & & C1&
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(b)

24 LLDP

subtype il EERS
2 Chassis interface interface MIB @ ifAlias & & UfE
3 Port Entity MIB @ portEntPhysicalAlias & R Uf&
4 Backplane component Entity MIB @ backplaneEntPhysicalAlias & [F UfE
5 MAC address LLDP MIB ® macAddress & & UfE
6 Network address LLDP MIB ® networkAddress & [d] Uf#
7 Locally assigned LLDP MIB ® local &[E UfE

Chassis ID IZDWTDERBEMEIIIROEB D TT,

o (5 E(E9 5 subtype OFEHIL MAC address 721 T9 . #ET 5 MAC 7 L A3ZEE MAC 7
RUZAZERALET, £/, A¥ v VEBFREIZAY Y 70EBEMAC 7 RLAZFEHLET,

o ZfF 1 REITR L7242 subtype IZDWTRETEET,

s FEFT—YBAE 125547 F v b
Port ID (R— NEERIF)

R—bE2FHT2HEMTT . ZOFEHICIE subtype STEFK S, subtype I K> TREBENENELZD £,
subtype EXERNBEZRDEITRLE T,

& 24-5 Port ID @ subtype —E (IEEE Std 802.1AB-2009)

subtype =il EERS
1 Interface alias Interface MIB o ifAlias & [F UfE
2 Port component Entity MIB ® portEntPhysicalAlias & [F Uf#, % 7:13 Entity MIB

@ backplaneEntPhysicalAlias & [F Uf#
3 MAC address LLDP MIB ® macAddr & & U{#
4 Network address LLDP MIB o networkAddress & & U{#
5 Interface name interface MIB @ ifName & [6 UfE
6 Agent circuit ID RFC3046 @ Circuit ID
7 Locally assigned LLDP MIB @ local &6 Uf#
& 24-6 Port ID @ subtype —& (IEEE 802.1AB Draft 6)

subtype il EERNS
1 Port Interface MIB o ifAlias & [F UfE
2 Port component Entity MIB @ portEntPhysicalAlias & [F U&
3 Backplane component Entity MIB ® backplaneEntPhysicalAlias & [& Uf#
4 MAC address LLDP MIB ® macAddr &R Uf&
5 Network address LLDP MIB ® networkAddr &[F &
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(©

(d)

(e)

(f)

®

512

subtype el eSS

6 Locally assigned LLDP MIB ® local &[E UfE

Port ID IZDW T DEZEFEIIROEB D T,

o E[F 1 EET S subtype DFEEFIX MAC address 7217 T, %EET5 MAC 7 RL R

MACT7 RLAZFEHLET,
o 23 LEITR L7122 subtype IZDWTRETEET,
s RET—HIBRAE 2557 T v b

Il

Time-to-Live (IE#RDFFFIFR)
e ERZ2 ZEEBHCHRIET 2EM2ZRLET,

135 Port @

REREEIZI Y 74— a v TEETEEIN, WHHRETHERI A2 BE8HOLET,

Port description (R— ~&Rl)
R—bOEFZRITEHRTT. ZOBEWRICIE subtype lZH D TH A
EENEB JUOZERHFIIROEBD TT,

« EENA : lnterface MIB @ ifDescr & [7 UfE]

« RET—YBRAE 25547 b

System name (FXERFN)
EBEAMEZRIERTT . ZOFEHICIE subtype 13H VD FH A
EEREBLUORBEREFIZIROEB D T,

o REENA : [systemMIB @ sysName & [F] Ufé]

« RET—YBRAE 255477 b
System description (ZEE&E5!)
EEBEOER A2 RTERTT . ZOBRICIL subtype IZH D FH A
EENEB FUOZERHFIIROEBD TT,

s EFNA : [systemMIB @ sysDescr & [7] UfE ]
RAE v TIERERE Y A Y X4 v F O sysDescr [EREZFEHLE T,
* RET—YBRAR 25547 T v b

System Capabilities (EBDHEEE)

MATZ WA S LR T 2EHRTT. ZOBERIIFKICE > T subtype DFEPEZD &

ER

IEEE Std 802.1AB-2009

subtype PEFE S 11, subtype i1 chassis ID subtype ZFH L £9 .
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IEEE Std 802.1AB-2005
subtype IZH D £ A,

System Capabilities IZDOWTDEBHNEB L URERFRBROEBD TT,

o AE
IEEE Std 802.1AB-2005 O#& Ti#(E L £ 9. System Capabilities TLV DX EABE ZIRDFRITR
LET,
# 24-7 System Capabilities TLV DXENS
F—9% A EERE
system capabilities WRERA+ (BREAPE T SHRE) MAC Bridge (1) &
Router (1) &
enabled capabilities WRERA T DS B, BRICTE > TV DA MAC Bridge (1) &%l
Router (1) Bz

* X5
IEEE Std 802.1AB-2009, ¥ & U IEEE Std 802.1AB-2005 OMETZETE £, [EEE Std
802.1AB-2009 OFIETIX, IXTOD subtype IZDWTRETEET,

(h) Management Address (&7 KL )

FEEDOIPT7 FLARL MAC 7 FLAZ#FIT HEHRTT. ZOFERICIE subtype 2EFHS 1, subtype I
Lo TEBRENPELDET,

Management Address IZDWTDEFEREB K UZEFHFRIROEBD TY,

« EfEF
Management Address TLV DX EABRZRORITRLE T,
& 24-8 Management Address TLV DEERNS

TF—9% Bl RE(E

management address subtype EET N L 2R 1:IP (IPv4 7 FLR) F7zid
2:1P6 (IPV6 7 FLR)

management address EE7 RL A avI747b—=yaravr Rldp
management-address TERE L7z 7 FL
EHEALEY

interface numbering subtype A7 x2—AFSY7 | 1:Unknown

47
OID string length OID 1B & 0
* X5

IARTO subtype ICDWVWTREFETEZ 9, LLDPDU EICHEED Management Address TLV A3 <
Hald, RROBRLETERRELET,

* RET-IVERARR
167 475 b

513



24 LLDP

(i) Organizationally-defined TLV extensions
AEBHBICROBRET A —-PLTVET,

« VLANID
FER—MEAT S VLAN Tag ® VLAN ID #/R L&, Tag Bz HH L T 55A1, Bk
DOVLANID #7RLET, COBERIEIET I R—METEWZIBFRTT,

* VLAN Address

ZOBRIE, FEAR—PTIPT7 FLADPRESN TS VLAN DS B, HFH/NSW VLANID &20D
IP7RLAZ—DRLET,

(j) IEEE802.1 Organizationally Specific TLVs
REBTRIROERZI A - P LTVET,

» Port VLAN ID
A — FDA— » VLAN OFEHTI .
T IR AR=FDBE, %HT5K-— b VLANO VLANID 23%ELET, 77 AR—- S DE
&, 3 T4 7 VLAN EZ R E X131 T4 7 VLAN O VLANID 2%EL 3. ZET—YEKR
i, 6477y bTT,

* Port And Protocol VLAN ID
AR — S u b3l VLAN OE#H T,
70 IV R—FOEBE, T 570 3L VLAN O VLANID 23%#EL £, #ET 5 VLAN
ID OE#HRIZ, BFHORETT., U b2 VLAN OREN 2\ E X, 70 hI)L VLAN OF#H %
EELERA. ZET—IBRAEIX, 7377 T,

* VLAN Name
FUAR—bDOAR— bk VLAN OE#HR T,
TIYAR—bNDGE, #HITS5R—FVLANO VLANID #%EFLET. M T2 7KR— bDHE,
VLAN Tag ® VLAN ID ERELET, /2, 21T« 7 VLAN BEM R & &L, AT« 7 VLAN
O VLANID bEEISEFBLE T 77EAR— BT bT I R= S DEE, EER—-tD
VLANID 2%ELET, £z, X1 T+« 7 VLAN »E%ZEE XX, *1 5+ 7 VLAN @© VLAN ID
HEBRICEELET,
XfE9 % VLAN ID OfERIE, RIFOKRETT, £/, TagBHEFEAL TWAEEIL, EHEO
VLAN ID #3%{F L, VLAN b2V U 7HEEZFER L TWA581E, VLAN b)) ¥ JHEEETH
772 VLAN Tag ® VLAN ID 2% F L £ 9. %ET—FmAERIE, 394 7T v FTT,

24.1.3 LLDP {ERFDEFEEIA
(1) LAY 221y FHEEE DT

[a>7427VL—=2ariA K Volll 223 LAY 224y FHEEMEROEFIIOVT] 258 L
TL2ZE W,

(2) AHEEZE UICRBRICAEREZ YR — b LRV RIREZER LSS
WITRT A E L5y, BEBEEE L OBRRIE L EREICIER LIS CWRBIC A D £ 9

o A4 v FERALTER LG, A1 v FIELLDP ORMEREZFMLET. 2070, BEEERL
TWRWERERT, BEERE L (RABRZZETEH0T, EEERSN TV L REROFEHREX
AP 2DET,
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o L—F 2 REH U TERELIZEE, LLDP ORMAERIIIN—F THEESNS7-0 LLDP g2 E L7 &
BEfTIIZFETEET A

(3) BEEREDRAIICOVT

(4)

©))

BEREBORANER 2 BA5E, RELCEMERIIEELE T, XEFAOBMREERERV Y LT
U N THIBR S N2 RRHZHERT 272010, BRRBE—EREMESNE I FEE, SRNEHOBIEDN
L% o 7B R ERR ORI EF—T9d,

VRF #gE & OHIFICDULT [SL-L3A)
VRF Z8%E L7 VLAN ICERESN/ZIP 7 R L AGEALEE A
Ay TEREFICDOWNT

19 v VI, YAV A v FOYOBANHET S L, BBEEEOEREZ VT LET. TR, Bk
EEN”S LLDPDU 2%(Ed 5L THEELE T,
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242 A>T7«47L—>3a>

2421 dA>747L—3>av R—E&
LLDP®Da> 74 7L —ayavy F—E2ROBISRLET,

*£24-9 >7147L—>a>avrR—E

I RE A
lldp enable R— MTLLDP OER %I L E T,
lldp hold-count ARIEBNFEET S LLDP 7 L— LI U CHEBEEB S RIF T 2R E2EELE T,
lldp interval-time KEBEAEET S LLDP 7 L — L 0XERBZIEEL X,

lldp management-address | #{§9 % Management Address TLV OB 7 FLAZHEL LT,

lidp run EE2ATLLDP #eEZ BT LE T,

24.2.2 LLDP OERE

(1) LLDP ¥B8EDERTE
EXEDRT > N]
LLDPHBED 2> 7 4 L — 3 VIIRBELRTHRELZENICTSHREL, EBRICERT SR FTE
BT HREPDETT
Z T, gigabitethernet 1/0/1 128 W T LLDP #gE = @RS¢ £ 9,
[O< > RICKBERRE]
1. (config)# 1lldp run
LB 2FT LLDP REEZEMICLE T,
2. (config)# interface gigabitethernet 1/0/1
R=b1/0/1 DA =Y FY M YHTz2—RAA2 T4 =23 E—RIIBTLET,
3. (config-if)# 11dp enable
A=~ 1/0/1 T LLDP #EEDOEE2 B L £ 9,

(2) LLDP 7L —LMX(EER, FREHEORE
[BREDRA > K]

LLDP 7V —LDOEEHEEEET 5L, BEOFROLENRRENLBMEZHE TS LI RAEH
RzE< T2 EREPRIRMSN, BEHREEZR TS EEEORMPE 2D 9,

[O7> RICKBEHE]
l. (config)# 1ldp interval-time 60
LLDP 7 L — A DX EMEZ 60 ICHREL T,

2. (config)# 11dp hold-count 3

REBPEE U-IEH 2 BEEES R T 28 % interval-time B OEMTHEL T T, D
&, 60MX3T1I80MICRDXT,
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(3) XEIBEET7 RLADEE

[EBREDRAT > N]
BE7RNLAZHRETHE, RELLIP 7 FLASHEBEE IGENESNE T, RETESIPT7RLA
3, AV T2—AHESNTVAIP 7 FLAIZRBODZH A,

[OY > RICKBERE]

1. (config)# 11dp management-address ip 192.168.1.20
£fE9 % Management Address TLV BT FL 2% 192.168.1.20 IZBREL £7
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243 ANXRL—>3 >

24.3.1

BRIV R—&

LLDP ORI~ Y F—EZROFITRLE T,

F24-10 EROYR—E

av > RE

A

show lldp

LLDP ORREERS L UBEEEREREFTLE .

show lldp statistics

LLDP OffttEHRER R L EJ .

clear lldp

LLDP OpEE®REZ 7V 7 LE T,

clear lldp statistics

LLDP offiatfE#®Rz 7 ) 7 LE T,

restart lldp

LLDP 0o L= HiRELET,

dump protocols lldp

LLDP 7075 L TR L TW AR A X2 b b L —2EHB L OHIET — 7V IER%E
T7ANMNEALET,

24.3.2 LLDP [BFROIRT

LLDP & OFRIE, EH I~ > F show lldp TfTW £ 9. show lldp 2~ > Fi&, LLDP O EFHR &
R— P TEOBBREBER 2R R L ET . show lldp detail Z~v > Fid, BEEEBEOFMLERERTLE

518

—g_O

X 24-2 show lldp 37> KOFEITHER

> show 1ldp

Date 20XX/11/09 19:16:20 UTC
Status: Enabled Chassis ID: Type=MAC Info=0012.e268.2c21

Interval Time: 30

Port Counts=3

Hold Count: 4 TTL:120

1/0/1 (CH:10) Link:Up Neighbor Counts: 2
1/0/2 Link:Down Neighbor Counts: 0
2/0/3 Link:Up Neighbor Counts: 0

>
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COETIE, REEBICHET 2REDFRZNET HHETH S OADP OfF
EBEREIIOVWTHALE T,

519



25 OADP

25.1 f#ER

25.1.1 #=
(1) OADP HHEDIIE

OADP (Octpower Auto Discovery Protocol) #EE& L, REBEDO LA T 2 LRIV TEIET AR

OADP PDU (Protocol Data Unit) @0 & DICk > THEEEOERZIEL, Bk Eﬁ@?ﬁ?ﬁ%(ﬂ
RRRNCTEET,

COREETIE, BEEBORBREROA — MERE TR T 5 2 L CHRERE OB E S ICHBETE
B22ENS, BEERE D7’f/b7LV)Z\‘/ FT—HERNESE LD L Th, BEROBER ORI

RHERTEET, £/, CORBICK > TRRINIBERRIEAY VTV BRI T A& T, &
BREAPELLBHREINTVWADPEI D EERTEET,

B L LR TE5EEICIE, AEEBEDIEINIC, CDP 2FEE L EE, OADP 2EE L EENH
DNEF,

(2) CDP R{SHBENEIE

(3)

520

OADP #gETi%, CDP (Cisco Discovery Protocol) Zf#RT&%7-%, CDP PDU %3iX{§9 5 hiEE
BLOBRBRLMERTEE T, #7200, KEEIL CDP PDU 2% LEtA. CDP &if, Cisco
Systems HHBIFEBED LA ¥ 2 b«)bfﬁb!’ﬁ@“éﬁw% EEMH O LT,

OADP M@ RS

OADPT%% ExHHT A LT, BBEEBLEFL TLAEFR—- MR L TEEBICHEAT A2BHREB L UGS

BT 2BMEEEBELET. BEBESLR— MIETAEHRE LT ,7/\47\1D, A—HhID, IP
7%1/7\ VIANID ZERH D ET, MBEE,P SEONTELBREZEFN-INTRETHI LT, H
LB BB OBEREL B TXALDICE D ET,

OADP O#ERFIZ RO LET . ZDFITIE, A—ELHOEEICHE SN EBROERIREZ
I BEICERE LI-ARLEE A D SIET A ENAREELDET,



25

25-1 OADP MERfSI

OADP

CDP#% % L -5 BD
ARG
OADP#% 323 L 1= £ BC
CDP PDU :
F4 R1D 3
R R IDZE &
REBANGRZ S
\\ AR ﬁ%fﬁs
T T84 R1D
i 2B VLAN 1D
; R— R IDZE &
- - OADPSREZEEC
T AIEBA TNARID
AT I e
OADP PDU: | b > = " h— G
T84 RID Pz - CDPREAZED
R— K ID FIRARID
VLAN 1D% & R— kDA &
[o]
25.1.2 HR— MR
(1) OADP Ot 7R— Mtk
OADP THR— g 2EBE EAREZROEFIIRLET,
% 25-1 OADP THR—KNTBIER - {11%
=] nE
BWRHLAY LAy 2 O
L1 3 X
OADP PDU =% {51 MR- RTINS =3y
Uty MHEEE O
OADP PDU %5 [EilE 5~254 M p#iFE T 1 MEAL
OADP PDU fE# A 10~255 Mo #HE T 1 #HEL
CDP % {5##E O
(B O:HR—F X :RKIR—}
(2) OADP TR 3155
OADP PDU THEHT A1E#HRZIROFITRLE T,
% 25-2 OADP THR— M9 3155k
JEE:S 2 REA
1 Device ID LEE > —BIRA T 5 A T

521



25 OADP

1585 e B

2 Address OADP PDU %#%E9 21 ¥ 72— AICHEBET 57 FL X, B&
UCV—TNy I 5T —ADT FL A

3 Port ID OADP PDU %3i.(Ed 28— ~ O#AI+

4 Capabilities LB OB

5 Version VI NI TNV a3y

6 Platform TIy N Tt =4

7 Duplex OADP PDU #%3%f59 %4 — +® Duplex 153

8 iflndex OADP PDU #%3i%f59 %K — @ iflndex

9 ifSpeed OADP PDU %3i%f59 %R — b ifSpeed

10 VLAN ID OADP PDU #%3i%{59 54K — h® VLAN ID

11 ifHighSpeed OADP PDU #%i%(§9 4K — » @ ifHighSpeed

%{59 % CDP PDU TR SNAATRENED H H1EHEZIRDRITTRLE . HEF 1~7 13 OADP PDU &
;:;:‘@—(\\‘é—o

% 25-3 CDP THR— 9 3155

5% B2 BTl
1 Device 1D BRI T 23T
2 Address CDP PDU %23%ET 2K — MIBET ST FL X
3 Port ID CDP PDU %389 2K — + O#FFI+
4 Capabilities EE O
5 Version VI TzT7N—=Ta v
6 Platform TIy N T x—4
7 Duplex CDP PDU %3%(59 %K — k@ Duplex 15#

25.1.3 OADP ERIFDEFEEIA
(1) COREZRE LRBEMICC OREEZ HR— N LBV RIREZER LItES
WISRT R E LB, BEFESE & ORFRIEE ERICHE LIS WRBICZ D E T,

« A4 v FERALTER LGSR, A v Fid OADP OEMEREFHLET. £07-0, BEFEER
LTWRWEBHTHEERE L TRKABEREZZETE 20T, BEEERSN TV HAREMOFEREX
AP D 75 < D ET,

« V=% 2 A L TR L725E, OADP OEMAERIIL—F TRESNS/20 OADP BEZHRE L2
REMTIIRETEEEA.
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(2)

(3)

(4)

(5)

(6)

25 OADP

BHEREDRAICONT

BEZHZVEKR 100 OBZRERRZINETE LT, RABEBAZEE mﬁbf:@ﬂ#ﬁ‘%?&tiﬁ%ﬁén
9. REFADBERERRP A LT Y FTﬁUE@éﬂéﬁFﬁ%E@ﬁ@“ét I FEERIRRE 1 — e B T Ak
SN d. REIL, SRNERORMMEN EICZ - -BHEREFROREFRHEF LTI,

OADP Zf£ERY %KR— h® VLAN [CDWT

OADP &A= MIFEESNTWS VLAN kT OADP PDU %##%5 L £9 ., VLAN %2 &%) (state
suspend Iv > F) IZEET & 2D VLAN Tld OADP E#E{ELEEA.

CDP ZzZxREUREEEHLUIEBSICDOWVT

NSV IR—MNTCDP #EELBEEERE LIEAE, FOR—-—bDX 1T+ 7 VLAN = #3h (state
suspend v F) IZLZWVWTLZE W0, BEI C?&ﬁbf:i%é, CDP PDU ZAREE CTHERESNE T,

CDP ZREULREBEICHOIE L2 A1 Y FEXRRBLEZIRLIEHZEGICDONVT

CDP #FEH LI EBORICH -7z (CDP #BE#ET ) L2 A1 v FE2ALEBICB IR IIEEIC, AEEB
T CDP Z{5t#4#E% € (oadp cdp-listener 2~ > F) 95 &, AEEH CDP PDU %F“F LCi&ER L%
{7%257z%, CDP #FEE L - EBRLFBEVWERETE L 2D Ed, CDP ZEREEZFE (cadp
cdp-listener av > F) Lz, AEEILCDP PDU 2ZELAEWVWTHERT 2D T, BEBEZBE ML
ZHTEFERRIC CDP 2 EE L EBRIEVPBEVEZR#HTE X,

VRF #gE& DHFICDULT [SL-L3A)

VRF Z&E L7z VLAN 120 L TREDOERZIAET 255, IPT FLAREALEEA.
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252 A>7«147L—>3a>

2521 d>7«470L—3>av R—E&
OADP D> 7427 L —3yavy R—EE2ROFBITRLET,

*£25-4 J>7147L—>a>avrR—E&

av > R%E HBA

oadp cdp-listener CDP Z{E#mEx BT LET .

oadp enable R=brBLFY 77TV~ 2T OADP BREEZBHMICLE T,
oadp hold-time RIEBDIEET S OADP 7 L — LK U CHEBEEB P RIF T SR EZEEL £,
oadp ignore-vlan EE L7z VLAN ID 2 5%{59 % OADP 7 L — L 2 ERT 2IEHICIEELE T,

oadp interval-time KREBEHEFET S OADP 7 L — L OREREEIEEL LT,

oadp run FE2AT OADP HEEEZEMICLET,

25.2.2 OADP ME7E
(1) OADP tBEDERTE
[EEDRA > K]
OADP WD > 7 1 L —3 3 Y BHEBLGTRIELANICT 2BE S, ERICEAT 54— M TA
WIS BRENBETT

OADP 2R L7 WAR— BY 77 7UAF =2 a3 V2R LTWAIESIE, R—bFvyRlar¥
Tx—RAIMLTHRELE T,

Z Z T, gigabitethernet 1/0/1 1B\ T OADP #AEZ ER S H £ 9,
[O7 > RICLBERE]
1. (config) # oadp run
EE 2T OADP B2 BEMICLE T,
2. (config)# interface gigabitethernet 1/0/1
R=F1/0/1 DA =By M VI T2 =RV T4 L= a v E-RIIBITLET,
3. (config-if) # oadp enable
A— 1~ 1/0/1 T OADP #REDEEZ B L £ 9,

CEEEIE]

OADP I3, FEL7A— b THEIZ VLAN ETEEL 9, suspend ICERE SN T % VLAN TI&
OADP BEIELEH A,

(2) OADP 7L —AMX{EEMR, RFEREDERE
BEEDRT > M

OADP 7 L —LDEEHREZEET 5 &, BEOBROEXEPRMENLRHECHE TS LT, BEH
Bz 5 LEEVPRIRBMENS 7T, BEE, MERBEOAFNISEIAHENHVET. BE
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MlEZE< T2 EBHIIMEL 2D EITHEEORMIEL 2D T, BF, AREIELETLH2HEILDH
DEHA

[O7 > RICKBERE]

1. (config) # oadp interval-time 60
OADP 7 L — L DiXERHRZ 60 MICHREL £,

2. (config) # oadp hold-time 180

AEBPRE LIEReBEEEPRIET HREZ 180 MICHRELE T,
(3) CDP Z{SHEEDEE

EREDRAT > K]
CDP 2ZE#eEx AT 5 &, OADP EIfEL TV AT RTOAR— b T CDP ZEMKELSFELE T,
Z 2T, gigabitethernet 1/0/1 128 W T CDP ZEHEL EHS T,

[O7 > RICKBERE]

1. (config) # interface gigabitethernet 1/0/1
K=K 1/0/1 DA —=H %y M V¥ T2—=RAV T4 7L =23V E—FRIIBTLET,

2. (config-if)# oadp enable
R—11/0/1 T OADP #EEx BT LE T,

3. (config-if) # exit
A —PAXY MU T2—RAV T4 T L= a3 YE—RPST7U— NI T T —2 3 VE—
FIZRDE9,

4. (config) # oadp cdp-listener
CDP ZEHaEL2 BT LET, OADP MEIfEL TWLW5KR— T CDP ZEHENEEL T,

(4) OADP 7L —AL%#ERT S VLAN OFRE

[BEEDRA > N
OADP i, }J > 7 #— kTl VLAN Tag #{#I LT | #— MIHEHO OADP 7 L— L% %FEL
F9. FITUIR-PMICFBL TS VLAN HIEZ 2 L BREERRVEML, BENOAFHHE
MUET. FIE L7 OADP 7 L— A% BT 5 VLAN 2RET 2 & CREAOAH 2L 6N F
ED

[Ov> RICKBETE]

1. (config) # oadp ignore-vlan 10-20
VLAN10~20 TZ{E L7 OADP 7 L —LZBHEL £,
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253 AXRL—>3 >

25.3.1 ER3IVYYR—E

OADP ORI~ Y R—EZIRODFITRLE T,

x25-5 ERAIVYR-E

Jv U RE A
show oadp OADP/CDP O EERB L UBEEERREERLET.
show oadp statistics OADP/CDP fietElz R R L Ed,
clear oadp OADP/CDP OEi#E#HR %27 ) 7 LE 7,
clear oadp statistics OADP/CDP OfietE#fRz 27V 7 LE 7,
restart oadp OADP FYu /s LxHEE LE T,
dump protocols oadp OADP 70275 A THRELL T AEEMlA X b b L —A1ERB L OHIH T — 7 )L E#R
2T 7ANANHAILET,

25.3.2 OADP {B#DOFRT

526

OADP B#H0FE R, #EH I~ > N show oadp TfT\ 9, show oadp 2~ Ni&, OADP OFEIF
HER- N TLOEGNRERERLE T, show oadp detail I~v > FiZ, BEEBOHEMLIERERT
I/i—g_f)

25-2 show oadp IV > ROETHER

> show oadp

Date 20XX/11/09 19:50:20 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180

ignore vlan: 2-4,10

Enabled Port: 0/1-5,16,20

CH 10
Total Neighbor Counts=2
Local VID Holdtime Remote VID Device ID Capability Platform
0/1 0 35 0/8 0 OADP-2 RS AX3640S-24TW
0/16 0 9 0/1 0 OADP-3 S AX24308-48T

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater
>

25-3 show oadp detail 37> KORITHER

> show oadp detail

Date 20XX/11/09 19:55:52 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180

ignore vlan: 2-4,10

Enabled Port: 0/1-5,16,20

Total Neighbor Counts=2

Port: 0/1 VLAN ID: O

Holdtime : 6(sec)

Port ID : 0/8 VLAN ID(TLV): O
Device 1ID : OADP-2

Capabilities : Router, Switch



Platform AX36405-24TW
Entry address(es):
IP address

IPv6 address:

192.16.170.87
fe80::200:4cff:fe71:5dlc

IfSpeed 1G Duplex : FULL
Version : ALAXALA AX3640S AX-3640-24TW-A [AX3640S-24TW]
e Ver. 11.6 [OS-L3A]
Port: 0/16 VLAN ID: O
Holdtime 10 (sec)
Port ID 0/1 VLAN ID(TLV): O
Device ID OADP-3
Capabilities Switch
Platform AX2430S-48T
Entry address(es):
IP address 192.16.170.100
IfSpeed 1G Duplex : FULL
Version ALAXALA AX2430S AX-2430S-48T [AX2430S-48T]
er. 11.6 [0S-L2]
>

25 OADP

Switching softwar

Switching software V
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26 PTP

PTP &, &K (BABET /1) THLZFE#HT 5HETT. COETH,
PTP Of#f ERIETEICOVWTRHALE T,
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26 PTP

26.1 f#ER

26.1.1 #IZ

PTP (Precision Time Protocol) &, BZIE#Z3 570 bILTT. 1 —P % v b TORBIZHE{LL,
NTP (BRI V) JVLERE (BRAEEF /) CHEiSEAZLE2ENELTVRETD,

PTP Cl&, VAYEBE AL —TEBOR T/ v MRk E N 280 (DI, (ZXBERE) 2R L,
RESNY AV EBORAIERECRBEERFICE > T, BZZFEBALET. PTP TOREBEDOHEN
DVTIRORITRLE T,

Ay

—

F 26-1 PTP TOBEEDEE|

PTP & DER BTl
YAy EE R 2 RET H%E
AL —T7%E Y ASEBED 5 Z(E L BERIICET 2 5E
Transparent Clock (TC) EREEBE ZEET 57200 PTP X vt — V%2 hfkd 2 88
Management Node (MN) ) E— MR

AEBITCELTEMELET, YAYEE, AL —TEE, BIOMNIERTR—-FTT,
PTP2#&E(X, PTPHEHA VLAN X > THAZRM L 9. PTP O@EAFZ2ROKIIRLET,
26-1 PTP O&ERAHI

________________________________________________________________________________

i PTP# v kT—% (PTPEFVLAN) k

YRS

,______________________

e

(FL) (PTPAyE—2

(1) (EHEELEDTRAIEE

PTP OAZEEHER R DO FHAIT %1213, E2E (end-to-end) & P2P (peer-to-peer) 7% 0D £9, E2E &
P2P OREZROFITRLE T,

& 26-2 E2E & P2P Of5R

15H E2E P2pP
(RSB R R B3 VAYEBEAL —THEBERT VAYLEE - AL —TE - TC
RSB RE R R 2 5T DEIEE THHREE & OREIE
] 22 B
PTP RYF— MEE & OEHAT S BRcEs EHcEan
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I8

E2E

P2P

FRREEREUIC & BRI E DAL

HlEpREV

Zp/hE N

AL —TRBRICL Y AYRBEAOLE | FEHREL

=to)

HEPPNE D

EIERZI D@ER75E

PTP Tl&, EXBEREZEHEIT 572012, PTP X vt —V2%(E LRI (EERL) Z2HERALET.
REREZI OBAIS %121, One-step clock, Two-step clock @ 2 NS H D £9

x 26-3 RXEHHOERTE

XS OERT7E

One-step clock

—DODAYE—=VIT L > TEERL BT 2 H5ETT .

Two-step clock

ZODRA Y=Vl & > TAERZZENT 5 HETY .

26.1.2 #HR— MiEE

AEEPYR— M5 PTP OMREZRORITRLE T,

R 26-4 HR— MERE

I8 HR— M AT
ERZ VAT il A —HPHry VI Tz —2A O
R=FrFr ANy T =R X
THF—Y AV FR—F X
VLAN #jll R—1+ VLAN O
7w k3L VLAN X
MAC VLAN X
PTP A vt —VZEXT 570D [EEE802.3-MAC X
TJV—LTx—<v bk
UDP/IPv4 O
UDP/IPv6 X
FEHT KL ADES CIFFp R O
I=F v A b X
PTPHR—=btN=V 3> PTP Version 2
PTP ZEERH TAYEE X
AL —T%E X
TC E2E-TC O
P2P-TC X
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IE5E HR— AT
MN X
KRR E2E One-step clock O
Two-step clock X
Management &g X

(LB O:HR=bF X 1KY R—-b
(1) PTP Xyt—o
PTP @ E2E CERAT 2 A vt — Y LHEABENZIRORITTRLET,

& 26-5 PTP Xy t—J&ERHEN

AytE—DEE ERB®

Y AT RE Announce PTP v R WEIFERHT HA v -
VAYER, AL—TEEBETHRESN/MER (Announce
Interval) TEHIREINE T,

iSRG Sync YAYEBNP S AL - TEBAORZIREA v -
YAV EBETHRESNMER (Sync Interval) TEHIXES
nEd,
Follow_Up YAYEBNP S AL —THBAORZIREA v -
SR A R P R Delay_Req VRAYEBE AL — TEBBOFEEAREERL 2 5T 5
Ayt—Y
Delay_Resp VAYEEE AL —TEBEOFEEERERB T S
Avt—Y

#% PTP BEFBHRIUS, BE Management % PTP EEBEOBEIE, [ELTHAvE— D

X AEETIEINOT_SUPPORTED JEEZIFXIGELE T,

26.1.3 E2E-TC OFEE

AEEEIL, Sync X v t—YBEXU Delay_Req * vt —YZFfkd 20, EBANOFHEEREZE X v
L —JICMELTEELE T, 2OMD PTP A vt —iC1%, HHEBERBZME L ¥ A, E2E-TC T
DREEDHFHEZROKIIRLE T,
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26-2 E2E-TC TOFREKEDEMEHIE

TYRIEE TC (XREE) AL—TJ%E

~~~~~~~~ St
20 -

Delay_Req(S2)

W

(LB S1:TC (KREE) THSyncA vt — O hisiE IERERS
S2:TC (KZZEE) TODelay_ReqA vtz — thilkE IR

26.1.4 PTP (EHFDEEFEIR

(1) fEEEDHEFICDOVT
@ LT1¥22R1yFHEEDHE

(27427 L—Y3>rHA4 K Volll [223 LAY 2 A1y FHRECMEEDHZFICOWVWT] 25BL
TLEZE 0,

(b) L1V 2EREEEDHE

[5.2.1 LAV 2 LML OHE] 2SHLTIZE 0,
(0 ZDfttkEEE DHF

PTP L ORBETHIRDH S, TOMBREZIROFITRLE T,

F26-6 PTP &ZDOfttpENHFIS

tae HIERDAZ

7 4 V% (Inbound) —ERHIFR D 0 *

DHCP snooping HAEEART]

VRRP

VA RZARE T A

L2 JL— 7Rk

R)Y—R—=ZA3IF7—-Y 7

sFlow #t&t

[EEE802.3ah/UDLD
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(2)

(3)

(4)

(5)

(6)

534

terE HIEROAE

CFM

LLDP

OADP

DHCP/BOOTP Y L—I—Y x>}

DHCP ¥ —N

RIP

OSPF

BGP4

IPv6é DHCP U L —

[Pv6 DHCP ¥ —\

RIPng

OSPFv3

BGP4+

BFD

VRF

WK BEMETOPTP A vt — VIERTE ¢ A,
UDP/IPv4 LIAD PTP X v & —REENMEICDVT

FYAR— @ IEEE802.3-MAC B LU UDP/IPv6 @ PTP X vt — V%2 ZF L1256, AEBILELX
Ao

VLAN Tag fi% PTP X v £t — Y DRI DT

A%EEL, VLAN Tag s UPTP X vt —3, XU 1 BD VLAN Tag & PTP A vt —JITxIG LT
W9, 2B ED VLAN Tag f7& PTP X vt =3k AR —+TI,

IPv4 Y ILFF v X MERROEEEIE

Fl—AR—FTPTP & IPVA VL FF v XA b 2FHTAEEIZ, PTP2REL-HETPTP U R— M &EE
ZHEHFELTLIZE W, PTP #BMICHRET AHIIC PTP U R— VEE#EFHT 5 &, PTP 2HEMICHEL
T EFII—RICPTP XA vt — VAR ENZ VW EDPH D ET,

L7 2 iR AR R O F R EIR
LA 2 RAREITSEE 2 A LTS, PTP A vt — VIS hEdA,
IGMP snooping RN FREIE

PTP X vt —13, IGMP snooping DT> MV ICEFEEL 7Ty T+ »TENET,



26 PTP

(7) R—KIS—-U2TJERARBOIESEER

PTP ZBMICLIcA— b2 EZY —A—PELTEETIV—L2IT-) IV TITBHE, 37— TS
N7z PTP A vt —VICBENLHMEEREHIZ, IT7—V Y THROPTP X vt —JIC&EN L FRGE
EREERLLEELZDET,
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26.2 dA>J7q47L—3a>

26210 A>7«47L—3>av>R—E

PTPOa> 7427 L —Ya3>ravwy F—EZROFIRLET,

®26-7 A>7147L—>a>avrR—E&

JvURE A
ptp description FEFHEZREL LT,
ptp enable HYAR—NTPTP 2EMCLET,
ptp run REEEOD PTP 2B L, WEREEZEELET.
ptp source-interface PTP X vt — TV %EET HBEDOREFTL VLAN BEAUIP 7 FLAZRIBELE T,

26.2.2 E2E-TC OE%E
E2E-TC DRGEH # ROBITR L E T,

X 26-3 E2E-TC DOEREHI

__________________________________________________________________________

VLAN 1D : 100 (PTPEERIVLAN)
IP7 RLR :192.168.1.1

E2E-TC — RAL—TJEE

(*%E) 1/0/2
RS EE

L1 RL—TJ%E

e —————————

e 4

[EREDRA > N]

PTP A >4 7 2 —AIZHEET S VLANID & [Pv4 7 F L RICIE, VLAN A ¥ 7 1 —RICHESNT
WA VLANID & TPv4 7 FLZAZREL TL S W, /2, PTP X vt — TV OHHBEREORFES &
ZE/ANRICT 2780, REBED PTP X vt —YOE%EE (CoS) =7 (&&EEER) ICREL TS
W,

T8, PTP Xyt —IY2EZETHINTCOR—IT, PTP2EMICTI2HLENHDET,
[O7 > RICKBEETE]

1. (config) # interface vlan 100

VLANID 100 2 R— bt VLAN & LTER L &3, &7z, VLANIV 74 7L —3 3 E— RICBIT
LET,

2. (config-if)# ip address 192.168.1.1 255.255.255.0
(config-if) # exit
VLANI00 iZ TPv4 7 FL A 192.168.1.1, ¥ 7y h< A% 255.255.255.0 #%E L £,

3. (config)# ptp source-interface vlan 100 ip-address 192.168.1.1
PTP A %7 = —RIZ VLAN 100, IPv4 7 FL X 192.168.1.1 zB&EL £,
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4. (config)# ip gos-flow-list PTP_PRIORITY
(config-ip-qos)# gos udp any host 224.0.1.129 range 319 320 action cos 7
(config-ip-qos) # exit
[Pv4 QoS 7u—Y 2+ (PTP_PRIORITY) Z{EEKL T, PTP Ayt —Y D7 L —LDBEEE 7 I
BELET,
5. (config)# interface range tengigabitethernet 1/0/1-3
R—1+ 1/0/1~1/0/3DA %72 —AE—FIIBITLE T,
6. (config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 100
R—1b 1/0/1~1/0/3 %7 78 AR —MIRELEI, /2, VLAN 100 Z2REL X7,
7. (config-if-range)# ptp enable
AR—1+1/0/1~1/0/3 TPTP # B LE T,
8. (config-if-range)# ip gos-flow-group PTP_PRIORITY in
(config-if-range) # exit

AR— 1+ 1/0/1~1/0/3 TZERD [Pv4 QoS 7ua—1 A b (PTP_PRIORITY) 2B LET,
9. (config)# ptp run e2e-tc

AEBEE E2E-TCICERELE T,
10. (config) # save

(config) # exit
BREL, IV 74 7L—varE— R oBEBEEET - NIIBITLETD,
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26.3 AXRL—>3 >

26.3.1 ERIOY>R—E
PTP MR I~ Y F—E2RORITIRLET,

x26-8 ERAIVYR—E

JvURE A
show ptp PTPE#HBLUOR— bOREEZFRRLET,
restart ptp PTP 7u /S L%2HRELET,
dump protocols ptp PTP 7075 A THEIL T W AFEM A X b b L —2ERB L OHIT — 7 LiEH %
T AANHALET,

26.3.2 PTP MIXRERES?
(1) I>717L— 3V EEEERREOER

show ptp 2% > N, PTP ORELEAREEZHETEET. IV T4 7L —ayavy FTHREL
72 PTP ORAED, ELKRBMEINTVE0EI AR LTS,

26-4 show ptp O7 > KROE(THRR

> show ptp
Date 20XX/09/01 12:00:00 UTC
Clock types: E2E-TC
PTP profile information
Profile name: AlaxalA PTP profile for AX3660S
Profile version: 1.0
Profile identifier: 0012.e200.0100
Clock description
Manufacturer identity: 00-12-E2
Product description: AlaxalA XXXXXXXXXXXXXXXX
Revision data: 1.0;1.0;1.0
User description: E2E-TC NODE 101
Profile identity: 0012.e200.0100
Transport mechanism protocol: IPv4
Source interface: VLAN 1000 (100.100.100.1)
Primary domain: O
Port counts: 4

Port Port Identity

1/0/1 0012.e2ff.£e00.0100:100
1/0/2 0012.e2ff.fe00.0100:101
1/0/10 0012.e2ff.£fe00.0100:109
1/0/20 0012.e2ff.fe00.0100:119
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TERA  FEULIRAE

T A ZEHLRRRE
8% A.1 Diff-serv

x& A-1 Diff-serv OERIRIEH L UOEIS

HEES FETER)

R

RFC2474(1998 £ 12 A)

Definition of the Differentiated Services Field(DS Field) in the IPv4 and
IPv6 Headers

RFC2475(1998 ¢ 12 H)

An Architecture for Differentiated Services

RFC2597(1999 £ 6 A) Assured Forwarding PHB Group
RFC3246(2002 ££ 3 A) An Expedited Forwarding PHB (Per-Hop Behavior)
RFC3260(2002 £ 4 H) New Terminology and Clarifications for Diffserv

fT&#k A.2 1EEE802.1X

& A-2 [EEE802.1X DEMSRIEH XU EIS

HEES(FRTER)

palEE

IEEE802.1X(2001 £ 6 H)

Port-Based Network Access Control

RFC2865(2000 ££ 6 H) Remote Authentication Dial In User Service (RADIUS)
RFC2866(2000 & 6 A) RADIUS Accounting

RFC2868(2000 £ 6 A) RADIUS Attributes for Tunnel Protocol Support
RFC2869(2000 £ 6 A) RADIUS Extensions

RFC3162(2001 % 8 A)

RADIUS and IPv6

RFC3579(2003 ££ 9 H) RADIUS Support For Extensible Authentication Protocol (EAP)

RFC3580(2003 £ 9 A) [EEE 802.1X Remote Authentication Dial In User Service (RADIUS)
Usage Guidelines

RFC3748(2004 £ 6 H) Extensible Authentication Protocol (EAP)

JE#x A.3 Web 588

& A-3 Web SEIDENRIES L UENS

RIBES (RITER) 8
RFC2865(2000 £ 6 A) Remote Authentication Dial In User Service (RADIUS)
RFC2866(2000 £ 6 A) RADIUS Accounting

RFC3162(2001 % 8 A)

RADIUS and IPv6
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JEx A.4 MAC SR

& A-4 MAC SRR H K UES

REES FEITER)

g

RFC2865(2000 % 6 A)

Remote Authentication Dial In User Service (RADIUS)

RFC2866(2000 £ 6 A)

RADIUS Accounting

RFC3162(2001 £ 8 A)

RADIUS and [Pv6

18 A.5 DHCP snooping

#F A-5 DHCP snooping DERUFESH K UENS

RIEES (FITER)

pilEE

RFC2131(1997 £ 3 A)

Dynamic Host Configuration Protocol

T8 A.6 VRRP

R A-6 VRRP DEURIEH K UENS

REES FITER)

g

RFC3768(2004 % 4 A)

Virtual Router Redundancy Protocol

draft-ietf-vrrp-ipvé-spec-02
(2002 # 3 H)

Virtual Router Redundancy Protocol for IPv6

draft-ietf-vrrp-ipvé-spec-07

Virtual Router Redundancy Protocol for IPv6

TERA USRS

(2004 £ 10 A)

8% A.7 sFlow
R A7 sFlow DEHIES & OEE

MEES (RTER) Mg

RFC3176(2001 ££9 A) InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched

and Routed Networks

ik A.8

FKA-8

|[EEE802.3ah/UDLD

I[EEE802.3ah/UDLD DZEMFIEH K UEIS

RIEES (FITER) pilEE

IEEE802.3ah(2004 &£ 9 A) Part 3: Carrier Sense Multiple Access with Collision Detection

(CSMA/CD) Access Method and Physical Layer Specifications
Amendment: Media Access Control Parameters, Physical Layers, and
Management Parameters for Subscriber Access Networks
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TERA  FEULIRAE

T8 A9 CFM

KRA-9 CFM DEHRIEH KUEIS

HEES FEITER)

g

IEEE802.1ag-2007 (2007 £
12 A)

Virtual Bridged Local Area Networks Amendment 5: Connectivity Fault
Management

fF#& A.10 LLDP

K A-10 LLDP OIS H KUEIE

HHEES (RITER)

RigR

IEEE802.1AB/D6.0(2003 £
10 A)

Draft Standard for Local and Metropolitan Networks: Station and Media
Access Control - Connectivity Discovery

IEEE Std
802.1AB-2009(2009 % 9 H)

IEEE Standard for Local and Metropolitan Area Networks: Station and
Media Access Control Connectivity Discovery

T A.11 PTP

KRA-11 PTP DEURIEH L UENS

HEES FETER)

g

IEEE Std 1588-2008(2008 %
7 A)

IEEE Standard for a Precision Clock Synchronization Protocol for
Networked Measurement and Control Systems
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A

Acct-Terminate-Cause TOEIMER 124
ADVERTISEMENT /84 v F@i%(§ 359
ADVERTISEMENT /¥4 v M DF85E 361
ARP /Sy bOZEL— MHIR 300

C

CC 487

CCM 487

CDP THR— 9 2EH 522

CFM 475

CFM THEAT 2T —4FX—2X 495

CFM 0EHa~<w> F—& 503

CFM®ary 74 7b—>aryavy R—%& 499

Chassis ID (¥%Eo#Hl+) 510

Chassis ID @ subtype —% (IEEE 802.1AB Draft
6) 510

Chassis ID @ subtype —%& (IEEE Std
802.1AB-2009) 510

Continuity Check 487

D

DHCP snooping 287

DHCP snooping O I~ > F—& 312

DHCP snooping @2 > 74 7 L—a3>a<w > R
—% 303

DHCP /N7 v M DB 289

DHCP /N7 v bDZFEL— MR 295

Down MEP 479

E

EAP-Request/Identity 7 L — L3%(5 O i IR @ % E
149

G

GSRP miEHa~ > R—& 353

GSRP ofgsi 315
GSRPOav 747 v—varyavy R—E 344
GSRP OFE &EA 343

[EEE802.1 Organizationally Specific TLVs 514
IEEE802.1X EAME 118
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