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New password:
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#

o U ALUTELZa—WFRNRNGE
=BT HTNRAT =R, TARCAER, A T v T a7 =g ron JERR
b T 52 N TEET,
HEOEJREZ ON L, 2> —/LHEEIZ BootROM O A v —U RN Eniz s, [Crl] + [N] ¥—%
FIFFICHR T L) T< 72 &V, Do you erase system setting ? (Y/N):] DA v —I BN ENE5,

Y] F— ([Y] F—13RXFTT) 2 TLTLEESN, HIHHERZET T2 &, AEN CIHEEFLE)
TN, FEBZICIIMEARO 22— TEFE~r 7 U CEET, kb, vV — LV OBEHE
1%, 115200bit/s & LT 72 &0y,

M 2-2 HEFHRDLAEDERES]

BootROM: Image checksum verification PASSED

BootROM: Boot image signature verification PASSED

|
Do you erase system setting ? (Y/N): Y

Boot device 0
Starting kernel ...

212 HEEEETET—FDN\RT—KEENT=
R1l1u /A a—HFONRRAT—Reshiz] OuZ A TEDL2—FRNRWESE LR CFET, HiE
EHEET—RORRAT— R8T N TEET,
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2. r—T VOGN IE LWMER L TL 72 &V,
3.RS232C 7 a A —T N EHNTNWA Z L 2R LTI & N,
A— hEE, BERE, T—4%E, XUTF4Ev b, Ay TEY D,
T —HIREDOWBEY T N 2T ORENUTDO LBV IZHR>TND
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5 — X4 £ : 8bit
NYUF 4y bl
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WO TFIETHRL T TEEN,

1. XON/XOFF (2 L % 7 v —#lffICTF — & O %25 2 W LTV 5 mIREM:
N ES, T—FiE% h®¢m%m%bf<téb\(mm]+[m
EXF—ANLTLES) , ZRTHF— AN TERWVGEAIT 2L
@%;%L1<téw

BEY 7 U =T OFRENIE LWVDHER L TLTEEN,

3. [Ctrl] + [S] (2Xk > CTHimAfEL L TCWDafREMERH v 4, M)

F—Z AN LTLEE N,

RERLFNRRIND

BEY 72T ORI —a VBRELL TETCWRWAREER S

DET, BEY 7 M7 OBEHEZROFIETHEE L T ZE0,

1. a7 47— a3 a~<> K line console 0 C CONSOLE(RS232C)Di&
BHREZZRTLTWR2WESE, BEY 7 by =7 OEEEREN
115200bit/s IZFRE SN TV D 2R L TS 230,

2. a7 4 7 b— 3 3= K line console 0 "¢ CONSOLE(RS232C) i
{E3EFE % 2400, 4800, 9600, = 7-1% 19200bit/s |Z5%E L TV B 5A1E
WEY 7 by =7 OBEHEENE L RE ST D DR LT<té
1/\

Z— W4 AT B e
FTRFEREINT
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0y TERN

1L EEICr A Tar T EAHTOAPHEE LTS, HTWiel
W, EEAZEETOZD, LIEGSBRLIZIN,

2. B—HNVRRRECH A U DR, EEIHELRW T AU F TR
74/Liokbfw&w#%abf<ﬁéwo

3. a7 4V L—v a3 a2 R aaaauthentication login console 35 & Of aaa
authentlcatlon login T, RADIUS/TACACSH+BREDFRE AL TR W

RWLTLES (GEMIL 12.2.3 RADIUSITACACS+%FIH Lizw 7' A

%ﬂﬁf%@wj%ﬁ%bf<ﬁéw)

a s A U BIZEEY 7 b

0y VRICEEY 7 Ny =T OBREEEEZET L TCHIEFRRERITE
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2

EREEO ST a—+

-] EFEEAR HRRE

&
VT DBEEHRELETL FHA, BEY 7 My =T7OBREEEZTICREL T X0,
72 O BE IR T NFRE
n, I~ FAOWBRTER
W

7 | TeraTermPro Z{EfA L T WEY 72T 0xrac— g URELL TETWARWETREEN H
TA LTV E T A DET, HEIZZBL I, [Al] + [B] T LV—J 5%
ICHRE R TEREREIND TLET, 728, TeraTermPro Di@fEHEIZ L~ T, HHT L —7 5

BRITLIAWE 0 Z A VEENFRENRN ERH Y £1,
8 | HAL EARNT N TER 1ﬁf%r7£&1%ﬁ%ﬁzém%%§rbfw REMEAH Y £77,

shb

WEY 7 MU 7 ORETHEY A XAELEEL, 1ﬁf%r7£&i%ﬁ
% LTLIEEN,

222 JE—FERIm RN O A4 VO TELRL
Ue— MNERWRE DR T TVNRAE LTEEAIE, IROFICHE> THERZ L TLIEE W,

£ 22 VE—FERBREDES FSITILE LU

H R AL, FrITSEER
&
1 | UE— MERMNTERY, WOFIETHRL T TEE W,
1.PCRWS 205 ping 2~ REMH LTV E— MERO T D ORI
MERTWAD BHER L TL &0,
2. ART T AVRENLD A v — VU RRE T 1 T NRRIREN D E TR
MBI DEAETEL, DNS H— L DOWBENTERLI Lo TV D AREMER H
DET (DNSH—NLDOEENTERWEE v 7T IRRRINDE
TRIS D ET, &k, ZORMIZFELZTHY *y hT—7 OIREE
WZEoTEMLET) |
2 | gl AR TERN, WOTFNECTHEE L T E I,

L:V747v~v§y:vame%~F®77ﬁxebf%ﬂ
SNTIP T RLRAEFRFOWMAREZEH L TV ENEHER LTI EIN,
t,:/747V~Va/:v/%77?X)X%T ELLWTEV

IZdeny ZHEL TWARWPZHER LTS ZIW GEliL 2> 7427
v~yayﬁ4%1%%%bf<téw)o

2. B—HNFEFECTR /A T A AN, BEICFEELRWT AU R Ta
T LIS E qu\tﬁu\ﬁ:ﬁ% ILTL7E&E0,

3. BIA VTEDLRRL—VPHEBZ TRV LT ZEW GEM

W Tavra71v—varhA Rl 282BLTLLIEEY) ,
B, ERL—VH T /A U LTHWDSRETY E— MERREN LA
HEA~OBEMENR LD, TO®REHELTCWDHA, TCP 7 haio
HAALT DU MNEEARB Ly a oSNNS ET, VE— MEH
SRS IEHIZIce A v TEERA, TCP B ha DX A LT U b
REfIX Y & — MEAERORESC R vy N T —7 ORIEICL > T L &
T, BPRTeia 10 55T,

4, a7 4 7 L—ara~ R line vty E— R transport input ¢, A%
BADT 72 AR ELTNDE 70 haLEERL TWRDDHERLT
s GElE =274 7 v—varavry FL7y7 LX) 25
LT 7EE)

5. 27 4 7 L—3i a3~ K aaaauthentication login C,
RADIUS/TACACSH+RFENERE SN TV W R LT &V GEIE
2,23 RADIUS/TACACS+Z#FIH L7=v /A VBFEN TE 72\ 25
LTL7ZEW)
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2 EREEOLS I a—+

BER XAk, F-ESRER

X — AN EZITHT v, WOFNETHERL T IEIN,

1. XON,/XOFF |2 & % 7 o —Hlffi TF — &% O%EZ(5 & FWi L T2 ATHENE
NHYET, T—HXEZEOPREfMRL T EEW ([crl] + [Q]
EEXR—ANLTLEEY) ., TN THLF—ANTERWEAIE, 2. 0K
DHERZ L TLIEEW,

2. BEY T MU T ORENELWDHERL T EEN,

3. [Ctrl] + [S] I2X» CTHiEAEIL L TWDAMREMERH Y 3, M
F—EASLTLEE N,

n /A v Li-EEOREIC HEm 770 NS 20%RF0), BErRIA L LTRrIA U LIEEEOR
o TWba—FndHob, Bz > TV A —H % Killuser 2~ RCHIRLES, F72, 2747

L—a VERETORESIE, a7 47— g VORENEN TV
W ETRET DIREEICR > TWADT, /A LCar7 47—
varE— RO THLIRGET 2R E LD, MEEKTLTIER
AN

2.2.3 RADIUS/TACACS+Z#FA L0454 VRN TELL
RADIUS, TACACS+Z R L7z 7' A VEBFEN TE W EE, L FOMEREZIT-> T TZEW,

1.

RADIUS,/ TACACS+H— 3 ~Diffg

ping 2~ KT, AREE)DH RADIUS,/TACACS+H — NZ% L CHEEN TE TV A EfMEE L T 72
IV, BN TERWEAE, 711 @BETEXRY, R3S THnD ] 22U T EEN,
Fo, a7 4= arTa—ALT FLAEZRELTWDEAIE, 2—H AT FL 2915 ping
a2 RT, AREEHN S RADIUS, TACACS+H— Tkt L THER TE TV AN EHER L T ZE
VY,

FA LT T MEBEIOY T A BEE

RADIUS FBFEDHE, a7 4 7 L—3 a2 < K radius-server host, radius-server retransmit, radius-
server timeout MFREIC L - T, ARLEEEN RADIUS $-— 3 & OBIENAGE & HIMr+ 2RI K T<R
ELTZZA LT T MEFY) > X <FEELEY b T A HH> X <FEE L7 RADIUS — > L 72 0 &
T

TACACS+IBFEDBA, a7 4 7 L—3 3 a3~ K tacacs-server host, tacacs-server timeout D% &2
Lo T, AREEN TACACSH — /3 & DIBEBAHE & HIr§ 2 IR K CT<RRE L7 ¥ A AT U MAE
(F)> X <BXE L7z TACACS+Y— "> L 7o 0 £, Z ORI BIRIC RE e d &, VE— MNEA
KO tenet e EDT TV r—2a VBEA LT U MIE> TR TTHAMREMDRH Y £3, ZDHE,
RADIUS /TACACS+= 7 4 7 L—3 a3 VOREN Y T— MEHWRCHEHT 77V r—va o
BALT T NOFREEETLTLIZE, F2, HEHR 712 RADIUS,/ TACACSHBIENA I L7z A »
T=UBRHATENTHDIZH b 56T, telnet <2 ftp N LMT 2HA1L, 2747 L—3 3 T
E L7285 RADIUS — D¢, @it o RADIUS,  TACACS+H— 28+ 5 £ T, VE—
MEAMKMOT TV r—2a ViRZA LT T L TWDZ EREZLNDZ0D, BEF O RADIUS
/S TACACS+H —NEERTDHEIICRET D0, <FA LT U MEF)>X <Y b7 A 85> DM%
AELLTLEEN,

AEBIZa 74 o TERWEA ORI E
WEIARETREBIZO /A TERVWEARE, 2 Y —AhbnlZ A LTEELTLEEN,

2.2.4 RADIUS/TACACS+A—Ah I ZEFAL-a<T Y RERENTEHL

RADIUS,TACACS+,/ 1t — I /VEBiEldplEh L TASEEIC v 7 A o TE T2, a~» FAARA ) £ TE R
WEER, AV FEFTLTHART I —A v —VURERINTa~vy FRFTTERVEEIE, B
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EREEO ST a—+

TOMRZEIT-> T TEEW,
1. show whoami DFER

ALEE O show whoami =~ > KT, BAEOZ—FNFHFA - RSN TWDHEH I~ FOU 2 M &g

IR - HERBTX £7, RADIUS TACACS+Y — NOREELBVIZa<wr R A MBRETETNHNDHI L

EHERLTLIEE, 72, v— b a~xr FAREFH L TWDIEAIE, 2747 L—var 'l

BOIZavw Y FIRAMPEESNTWNDZ 2R LT EIN,

P A"REBLRIL T 4 7 L= 3 L OfER

mmw&ﬁAumy%—AMf AYEEO A~ FAGRICEAT2RENTELWI E 2R L TLEE
o FRIZ RMmB@ﬁéiA/ﬁ*lﬁE@®&EﬁM@&&®WAM%mm&@@%@E’Eg

L1<téwoit,u~ﬁw:va%%%ﬁmbfw A, av T4 L= a VOREN

ELWZ EZHERLTLEINY, RADIUS/TACACS+/D—7U/I/ (747 1L—vay) OFREI

OWTCIE, Tarv747v—variiAf K] 28BLTIESN,

I~ FU R FFRRFFOEE

AEEOa~ L FERBHOa~x FY A MERd T 2BICIFZEAORNTER L T 7ZE W, {4
ZIE, A~ U A MZ” showip ”  (show ip DI XJ\~)<)Z)> RELTHHEAIX
show ip interface =~ > RIZFF Al S4UE 9748, show ipv6 interface =~ > RIZHIR S v E 5,

A~y RRFRTHIR E N6 ORI

REIABRETaAv Ly RRTATHBRSNEGEGE, 2 Y —Ahrbr /4 LTEELTIES

Uy,
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2

EREEO ST a—+

2.3SSHD ST

231 AREEIZR LT SSH TEHETEHL

(1)

(2)

(3)

(4)

(5)

(6)

fth2EE D SSH 7 T A 7 2 M HARMEEIZH LT SSH (ssh, scp, B L Wsftp) THEETER2WEEIE, K
R T FIETHRREL T ZIN,

) E— MERREBOMEIIEHEET S

AHEE LR AR M OB E RS TE TORWHREM RS H Y £37, ping =~ R LT, @E#%
AR LTIEEW,

SSHY—/\QaAV 745 L—2 a3 V&HERTH

SSH Y —NIZHT a7 4 7 L—2a URKREREOLEE, AREEICH L TSSH Tt T EtA, £
7o, AHEEBED SSH Y — OB E EMIEED SSH 7 74 7> MUDORE T, BiEFRR EN—FLARAWEE
T E ER AL

ar 7 47— a8, SSHY—ROBEHRNIELLFEESNTWEIDMRLTLEIW, VE—F T
TRAGFITT 7 EAY A RMEEELTWAEAIL, FFasiT R ADEE LR L TV 2D 0% s
LTL7Z&EWY,

AEBIZEFZFLE-I—YARENE LWLWVHERT S
RIEBICABRRII Cu /A LT84, AEBOa 7 4 7 L—3 3 VO LT-o2—FABSEN E
LWENE DD, b9 —ERMERL T EE,

X 2-3 AEETI—YLARREHERT S0

(config)# show ip ssh

ip ssh

ip ssh authkey staffl keyl “xxxxxx” <-1
I

(config)#
1. ELWa—H4 T, ELWABENERSNTWENE I EkERLET,

OS54 7h o0 FDISRT— KRR EFAIERT S

SSH TlX, BEEFFIC/ AU —REZEKTDHE, vl A0 TEEHA, THUY MUINRRAT—REHREL
TLIEEN,

A4 1—H#HEHERT S

RIEBEICOD TV TEDIRRI—FEEBEZ T /A LED LT, ROKIRTER 723 1&0
TUWRUWn%E, show logging =~ > R CTHERR L TL 72 &0,

M 2-4 KEBTRAOSA UHEBZ TS

> show logging

EVT 04/13 18:03:54 E3 ACCESS 00000003 0207:000000000000 Login refused for too many users logged
in.

REBIZH LTARERT I ARG VDFERT S

AEEE D SSH Y — SHERE TIIRIET 7 B A& BIET B7-012, v A a2 —VEOHIBOIEMN, vrA
VT AECOREEFOEBETOT 72 A%, v A4 5 TETORM 245H) ZHIBRLTWET,
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2

EREEDO ST a—+

E

L7223 57T, show sessions v RCERT HALEE Fow 7oA v a—FERDRNDIZ SSH THEkE T &
BRWESIE, HERL T Tbrl A LTy a U BE- TN ENBEXLNET, RORE
MERL T 7EEN,
1. ARZERE Tshowsshlogging =~ > FZFEITLT, SSHYV— "D hL—2ua 7 2B LET,
SSH Hr— "~ Dt v & a VIR W TEDITER RS SN Bl 2 ROBITR LET, 2O,
Bl TnTbrlZ A LTWenky v a vBe 56k EICRTIINET,

B 2-5 SSHHY—NAEHFADOE YL 3 NS OITHEREIMET Shi-fl

> show ssh logging

Date 20XX/04/14 19:00:00 UTC

20XX/04/14 18:50:04 sshd[662] fatal: Login refused for too many sessions.
20XX/04/14 18:49:50 sshd[638] fatal: Login refused for too many sessions.
20XX/04/14 18:49:00 sshd[670] fatal: Login refused for too many sessions.

2. BEmLTnTbrsAr LTWRWRIEERE Yy v a VOBERCEFTHEL T, VE— T 7 ERA%EHIR
THREDRIEE LT TEENY,
7B, L TN THar A Y LTWARWRIERE Yy v a 32 %I SILC, BESSH TR
TALTEDLLIITRVET,

232 REBEIZRHLTYE—,TOTY REZEEFTTERHL

(1)

(2)

SSHYSA TV bDIEEEA T a v &iERT 5

AEE D SSH 7 T A4 7 MO AREEICKH LT, SSHTrZ A v LAWTEMa~ > F&2%ET (VE—Fh
Ta~y R&EJFT) LIEGAIL, a~vry ROFTHERPERENWVW T T —NERINDHIILERHD F
T, ABEEICHT DU E— h DD I~y ROEFICERT 202 RORIR LET,

K 2-6 AREEBICHTIUE—rHSDOITY FOEFTIZERT 541

client-host> ssh operator@myhost show ip arp

operator@myhost’ s password: skksokk

Not tty allocation error.

client-host>

SSHCr A v LARWTAEEIZXH LTI E— MCa~vy REETTLHE1E, t 37 A—% Tk
EEIOYTOHMNERNH Y EF, RERBIZKHT LV E— b0 a~vy ROFTIZRIT 5612 ROKITR
LET,

X 2-7 AEEICHTEHVE—FHSDITY FOETICKINT 54
client—-host> ssh -t operator@myhost show ip arp
operator@myhost’ s password: sktokk

Date 20XX/04/17 16:59:12 UTC

Total: 2 entries

IP Address Linklayer Address Netif Expire Type
192.168.0. 1 0000. 0000. 0001 VLANOOO1 3h55mb6s  arpa
192.168.0. 2 0000. 0000. 0002 VLANOOO1 3h58mb6s  arpa
Connection to myhost closed
client-host>

EITTHATVERFDANE—FEHERT S

SSH Tr A v LW TAERBICH LY E— FCTETTELa~vr NE, —Ha—PFE—FDavr
I Cd, BEEHEET—FOavy FEETTEE, =7—122 F9,

IFEEHET— FDa~ 2 NESSH TAE®EICR /4 LT, BEEEHMET— RIBITLTILLEITLT
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EREEO ST a—+

TEEW,

) YN DANMBELGITY FHERT S

reload =~ R EOFER A v —IZxf LC'(y)"OA T ZEd o~ Rk, REEICHLTYE—RT
FATCTEERA, ZOX I ha~vr FiE, HRA vE—VE2HA LRV THEIFETT D37 2A—21"bh
XEDONRTA—ZERRELTEITT D, SSH TREEICO VA L LTHBLEITLTIEIN,

233 AREEIZH L TEFLT7IAE—NTELL

—HRD SSH 7 A4 7 > T, ISR EZHI Y Y THRWTHEEDOE Yy 3 (CL) ~r7 AL, B
TA BRI T 7 ANEBETLHORH D EF, REETIE, CLI~Or A 3R —FLTWEY
o 727472 MIlO ML —20 7 5B LT, Kﬁﬁwaﬁ®l_rﬁfytwvﬁﬁwfwﬁwWﬁ
WLTLTEES, ZTOXEIRSSHZ FA4 T bbb, AREEICXH L TEXF2T7at—RTEERA,

K 2-8 AEEBICHT A EF27aE—INERKITEI9547 > IO L—RBY
Not tty allocation error.

BB, ZTOLIRSSHZ AT FTh, BEXaT7 FTIPZHR— ML TWAEAIZFNEFEHT L7 7
ANEHERETEET,

2.3.4 NEHBERNIEFEDNR I L—XEENT-

(1)

AMEEIZHF LT SSH ONBABFEIE TR /A VB L EICANTE R T L= EN5E81T, T02—
WLy (22— PN 2 — PR M TE EEA, RITRTFIEICHE > TS L TLEEW,

AEBOSSHaAV I 4T L—2avhbi1—YRRAELHIRT S
AIEBEDOa LT 4 L —Yara~vy Nipsshauthkey A LT, A7 L—X%xEilza—F D2 —W

ABRBEEZHIBRL CLEE W, REEDSSH 27 4 7 L— g b a—FABREEHIERT 2 62 kDK
R LET,

K 29 AEEBEOSSHaAV I« L—2avhbil—HARRBEEIRT 54
(config)# show ip ssh

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl keyl “xxxxxxxxxx”

ip ssh authkey staffl key2 “xxxxxxxxxx”
!

(config)# no ip ssh authkey staffl keyl

(config)# show ip ssh

ip ssh

ip ssh version 2

ip ssh authentication publickey

ip ssh authkey staffl key2 “xxxxxxxxxx”
!

(2) SSHY 5472 MUERDI—FRRT ZHIIRT 5

SSH 7 747 ¥ MUDETRT, NAT L—=X&ENTca—YFOa—FHNT (=R L = —VHiE
BE) ZHIBRL T, BEROLMERL T 2SN, W, AREEREZEHT 2560, HHT2SSHZ 7147
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2

EREEO ST a—+

VR TE Y EAT REHER Lsh &, AEEO SSH a7 4 7 L— a3 2 THeh T — AR R
LTS,

2.35 EGREICRR FMFRBEREOZEENARTIND

(1)

(2)

LS ) B AREEE (2% L C SSH TRkt L7= & 12, @ WARNING: REMOTE HOST IDENTIFICATION HAS
CHANGED! @] DA vt —UNERINDGEE, BIRIOERRED SARIEEAOR A AN EE S
TWHZ EERLTVET,

DA E—UNEREINTZEEE, BEEOLIE-FNAREEIZRVTELTCWDIEBENLH LD,
WROFNEIHE > THOITHEZR LTS SSH THEFE L T 7280y,

AEEDEEEEEABWLEHLES
WORAFIZONWT, EEREFHE OGO ETHERL TS0,

e setsshhostkey =~ F&MEH LT, BHANIAR MEXT ZZEE L THRN

o IEEMERRDOEW /2 % LT aunh

AMEE CHE S ENR A MESTZEFE L TWARWESIE, R0+ LEBICH-> TWAERME, £7-
IHENDR A AR L TWDBENNH ST, SSHEERZ WL, *v MU — 7 &BE ICEK LT
723, SSH TofEf a2 HWrT 262 RO L ET,

B 2-10 SSH Tz 541

client-host> ssh operator@myhost
000eEEEEEEEEEEEEEECEEEEEEEEEEEEEEEEEEEEEEEEEEEEECECEEEERAE
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
0000EEEE00EEEEEEEEEEEEEENEEEEEEEEEEEEEENEEAEEEEEEEEEEEERAE

(hEg)

Are you sure you want to continue connecting (yes/no)? no <-1
Host key verification failed.
client-host>

1. 22T no) ZANLT, BLETA,

720 T E LOMRIENR R, AEEORA PARBNET SN TWGEE, BIEOFIRIZHE > TR
LTL7ZENy,

RA SRFARMEESNHEICHERT S

SSHZ 747> hirb SSHV2 7' k2L & LT, AR MERT PEE SN ALEE D SSH ¥ — N1
Pt LET, KOLRICHRT 272010, ROFIAICHEST, Bkl Lo L LTV DAZEED SSH H—
MIE LW R DR A R T D Z & % Fingerprint TS L 77,
1. Fingerprint O HATHER
HOMNCDAIEEIZT 7' 2 LT, show ssh hostkey =2~ > KT Fingerprint #f#:8 L £9, 22—/
PR &, Xy NU— 7 RBUSNORERFIETHRTIE, LV RETT,
2. Fingerprint & 27 Z A 7 h— ~i@%
w8 L7= Fingerprint %2, SSH 7 74 7 v ha—WIZi@M L £7, BEOELERE, *v hU—7 A
USNDORER FIETERNT D L, JVRETT,
3. Fingerprint % ffe#8 L C SSH &t
7 TA T hTCIE, AREEEO SSH H— NIHf LC SSH #2ft L 7z & & 1I2F/R &5 Fingerprint 23, FE
2TCTHAMSNTELDOLRILTHL I L ZMHRLTHD, #RLET,
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2 EREEOLS I a—+

7547 MZEoTIX, Fingerprint 28 HEX TEX XN CTHR/R I 5 6 D & bubblebabble FTEA TER S5

HLORHY £, F£7z, SSHvL T Fingerprint Z#HHF— L TWaWbDLHVET, 7747 b
WZESTEEATHER LTI N,

(3) I—HDOHR FARRT—2 A—REBRELFHIRT B

EA+T5SSH 7 947> M koTid, 2—VDERR MAREET —Z N— 2|28 STz, AEED SSH

Y= DR MAREEN BB THIBR SN RWT, BT 2 WNCEENFRSND, Elid#EiTsan

BERHVET, TOLOREGEIE, FRTT 7 A VEREFITHIFRL T, BEmL TS,
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2 EREEOLS I a—+

2.4 2045 L—3>DRSTIL

24122747 L—YavE— O oREEBREE— FIZRAAW
ary7 4 b=y aravy FE— RpLEEEHET— NICERNRL o 2BA1E, RIORT ik Txt
L TLFEEN,
(1) a2V—IL&DIEGR
WOFNET, LT Hr2—FE2REINCE 7T U FIETLESN,
1. showsessions 2~ R T, 4T r2—Vouls/( U FEEMERLET,
[ZETHI]
(config)# $show sessions
operator console admin 1 Jan 6 14:16
TR NEZL T H2—F D s A o FETT,
2. killuser 2~ RC, YT 22—V EiEHmicn 77y hSEET,
<loginno.>/"J A —22i%, FIELTHcm /A B FEEEL TIEIN,
(=741
(config)#t $killuser 1
2) Y E— MERIRK & OHEHGE
Wo AU E— MNEMWMAREZK T I b L, BERLTIZIN,
07 A4 LIEEEOREICR > TND2—FRHLGEIL, R 22 VE— MERHBREOBR N7 7L
BLOKG] OIEFE 41296 TRAL T ZE0,
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2

REEO M TV a—+

2.5 R8O EBEDO ST

251 AV E#BETELEL

2B 7 ERIEEITHER TERWESIE, 7 a4 ZADER, A "ZAL v FOIREE,

A= OREDNEIZHERB L T IZ S0y,

1. v 7 OER
=27 =

2. AT v a4 AER, AUNAL v T OIRKE,

AE T

AytE—U - nZL 77 LA ZBRLTIEEN,

AH 7 aR— s OARBEIC X D IRR O 0 4317

RORIZHE - TRRDYI Y 53T 217> T TZE W,

K 23 RIVYEBRTERVGEEONLAE

-] FAR-aTUFR 5t s

&

1 | HBEAVRZRAL v FTROa~< REFE | 7V ar T4 A OPSTK BFELRWVWAAL v FIiL, A
ITLT, AUNRAAL v FOLET v a v X 7 BERERTCTE EE A,

TA B AEREMR LT TEEN, setlicense 2~ RZMEHAL, ALV ARAAL v FITAH T ar T4
show license YU RAOPSTK ZRELTLEE N, B, Zhbpavw K
THALIZIA B AX—2 AT HITE, AR RAS vF
@ﬁ:j@@ﬁiﬁz‘gfj—o
EEITEEY LR WA IETEE 2 ~,

2 | BAUNRRAL v FTHRD A~ F&FE | Stack status 73 Disable DIFE, A& > F7 v TE{EHR T,
TTLT, AURAAL vy FOREEME | 2074/ 1L— a2~ Nstackenable 2% E LT, A¥—
LTLEEE, Ny Farza s —varMEFELLED L EB SRR L
show switch detail T, AE v 7HREMESE TN,

SwitthNo 28 A U NAAL o FTEBEL TWAIES, A¥ v/ %
R TE EHA,
setswitch =2~ RCAAL v FHFEFEEFLT, AV NAAL T
fICAL v TFBENEELRZNELIICLTIZEIN, 728, set
swittch =< RIZ kD AL v FHBBDOETRZHNNT HITIE,
A UNZA y FOFEENLETT,
LRRICHEY L WA ITIEE 3 ~,

3 | BAUNRAL v FTRD I~ FEHE | show port =~ 2 ROEITHER T, Status 28 up TIXARWEA,

1TLT, A¥ v 7 KR— hDOIRIEE R
LTSN,

show port

show switch detail

311 A —¥*y hR— hOEENRTERV] ZBRLT,
A —H%xy FR— FOREZHBL TIZEY,

show port ==+ > KD FEITHER T Status 25 up DIFE, 7> show
switch =~ > FIZ detail /X T A — & 2357 L 7= FATH5 R T Status
28 Down DFE, A v 7 R— K TERELTND ALV NZAL v
FHIT, 2747 —valrPRo TV LBENRH Y E
7T
WIRT a7 47— a VEBERLTLIEEN,
A T B HFEEETT VORE
av 7 4 JL—v g ra~ s R switch provision TR E & T
WD ALy FH/EGREEET NN, FEERITHERL TN A
WAL Y F DAL v FERGRWEET NV LRI TWHRWNI)
R LET,
c AH I R— FORE
a7 47 b—3 3 a3~ K switchport mode @ stack /X7
A =B TREINTZAL v 7 R— R, FEBRICERL TS
A= LB THRODHERLET,
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2 EREEOLS I a—+

252 RAYIUERTIAY 74T L— 3 URETELEL
AL JEBRTETCHAL T4 T b—2a UBRETERWES, Y7 b o TIHEREZHERLTLES
AN
~AZAA v F Tshowversion I~ REETLT, AX v I EETHTXTDOAUNRZAAL v FDY T
Py =T IEREMRLET, RITRT Y7 b= TIERD L TWRWVWE, XA¥ v 7 BBRTEXTHa
VI — g UNRETE EE A,
e V7 k=7 (0OS-L2N)
o VI NI T NRN—Tg

—HLTWRroT25E81E, A2y 7 BT 2T NTDALARAL v FTY 7 b =T FHRE —HE
TLEEWY,

253HEDAVUNARAYFERRAZRAS YFIZLTRE v ##ER L=

VAL AAL FIZLTZNVA U NAL v F O~ AL REELEICREREEZRE LT, AX v 7 EERTD

TRTDORAUNAL v FHRIRFCEE) (F2IXFEE) LT, SAXBRHEBEEOREIRANAAL v

FRT AL AL vy FIARLRNT ENRBY T, ZhuL, WIORTERZ X2 L - TEBNCH 2 B2

BV, HFAUNRAL v FOERBMTIEZA I ITRTATLEIZDTT,

o HiEENCLArEEITHD

o VI LNTTHRBIRY T Ny T N—=T g i s

o AHA—NTwTarr 4L —arnNE A

o EENNIICY 7 b 2T AT v IFTF— LT

VAL AAL v FEIRDAUNAAL v FEBETELIEZWERIL, ROELLDLOHETAY v 7 2R L TL

7230,

0 VAZAA FICLTEWAUNRAL v FERBICEEIL TLIFEN, ZTORAUNRAAL vFNEENL TR
BAL T Lol Z L RHERLIEZHET, FBODAUNRAAL v FHREIL T ZEW,

0 VAHXAA YFIZLIZWA LV NRAAL v F O~ AZRIELEZ 2L EIZRELT, FEODALNRA Y
FOALBHEERELZ LISREL T LS, TOH, T_XTORAVNRAL v FHEHLTLIEE
W,
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2.

EREEO ST a—+

6 NTP OEEREE

2.6.1 NTP [Tk ARZIREAMN TE4 LN
NTP (2 L BHEZI RIS TE WA TE, ROFBITRTEEMAT HIEIHE > TRKROEI Y 531 217> TL 72

SYAN
= 2-4 NTP QOEZEMEMAZE
-] BRENE YR P
&
1 | showclock =~ RTZA LY —2®D awy ROFEFRFERICHA LS — U REBE SN TWVDEAITE
BENDHD Z EEMER LT EI, F 2~
a<wy ROFRERIZH A LY — U PRE SN TWORWEAIE
HA LS —DFEE LTLIEEN,
2 | NTPH— LD IPVAIZ L 28 (E 2 MRS | NTP h— N L AREEE T IPv4 OB{E 23 AHRED>, ping 2~ R T
LTL7EEN, R LTS, BENAIEREEITESE 3 ~,
NTP Y — " FE IR E O E T, UDP FR— hEE 123 DX
iy NERBETHRENRN EZHER LTS,
3 | AMEE L NTP Y — & DL Z R | AEE L NTP — 3 & OFFZIZE2 1000 BLL EH 2558120,

LTCTLEEN,

setclock =~ > RZfEH L CARIEE DR Z NTP H— &b
BTLIEEN,
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2.1/ MCDOrZTIL

2.7.1 MC DIREMRTINA LY

show system =~ > K& 721% show m¢ =<2 K C'"MC : -------- "LRIRENDHEIT, ROFRITHES THER L
TLIEEND,
#& 25 "MC: - "ERTESNDGEEDORISTE

i MRAR - ATk P3P

%

1 | MC @ LED ZHEB L TS 2E 0, MC @ LED 23 % RIROH A, 7 mE A2 MCIZT 7 & A

DOREEMENRH Y £9, MC O LED 2Nl #%, FHEa~vy FE23HE
FLTLEEW,
MC @ LED N F M TR WIGANE, TEEF 2 ~,

2 | ~EMCEENT, BEMFALTIE | MCOHEELEL, BEa~Y REETLTIEEN,

&, MC % AT A BZIE, MC 38 L U¥ER O USB A — MZiZZ v

PAELTOROLDHERBLTLEE N, ZZVBRMELTND

EXE, MW ETIZZ D B> THD MC AL TK

72 &,

MC D EF# L 2HEH VIR L THEENNE L R2WEEIT, H
%3~

3 | MCZRHL TSN, MC %#23#if%, FEa~ 2T LT EEN,
MC Z&#: L T HEEN S E LR WIEAIE, USB N— b 23k
LTWHAREMERH Y 9, FEEEZZHRL T ZEN,

272MC DTV ERABICTS—HFKLET S

MC ~7 7 & 24 % a< > ROEFTHIZ"MC not found." & FR EN DAL, ROFITHE > THEZR L TL 72

él/\o
+& 2-6 "MCnotfound."&E RRSNBIEEDXIAE
I HERENE-avUKR >t s
&
1 | MC®DLED 2B LT 2 &Y, MC @ LED N F mIBROLAL, vt xRn MC 2T 7 & At

DFREMENH Y £, MC O LED 2N l4T#, BEa~L R&2E
TLTLEE W,
MC @ LED A& SR TR WEAIE, HE 2 ~

2 | —FEMCEZEWT, BEFFALTLE | MCOKXELE, FBEa~vr FEFEITLTLIEE N,

Sy, MC %4EAT B BEITIE, MC 35 L OUER O USB R— MZIEZ Y

BEL TORWVDHER L TLEE W, T2V NRMELTWS

EXL, MWEAMRETIEZD ZR o TS MC AL TL

EEw,

MC D EFE L Z2HmF IR L THLEENAUE L R2WRAIT, H
&3~

3 | MC &AL TL7E&0, MC ZZ3#i%, HEa~ 2 REFATLTLE S,
MC Z&#a L T H BN E LRWIEAIE, USB — b 3k
LCWDAEEMEDRDH Y 7, HEEZZHE LTI EIN,

273MCIZ7 I ERTEREL
MC ~7 7% A4 % 2w ROFFHTRIM LI BATE, RORITHE-> THIBL T S0,
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EREEO ST a—+

£ 27 MCA7H9+ERT5aTUED

RITICKB LB EDHRIEHE

I HEEAR-avUFR >t s

&

1 KD MC DNEAHELE D & O DR L HHELED MC TRWEAITE, IELLS T 7 BATE RV AlHeM:

TLIE&E, N E9,

et HELED MC Th DAL, THE 2 ~,

2 | AEETMC BT+ —~y FE N | BEAHESED MC 2 flidEE (PC L) T74—~v b LIZHA

FRLTLEEN, &, ELLTZ7EATERWAHRESERH D £7°, ARIEEIZ MC

ZHALT, formatmc 2~ RZ2FEITLTCMC %27+ —~ v b
LTLIEEN,
AEBEBTMCZ 7+ —~ > b LTHEENUGE L RWVEAIT,
THE 3 ~,

3 MC 21 L TL 72 &0, MC Z2Z#ith, HEa~ REEITL T &N,

MC Z&#a L T HEEN U LR WIESIE, USB AN— b vk
LTCWAHAFEMENRH D 9, HEEEZZHEL TSN,
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2.8 SNMP O @{EfE=E

2.81SNMP T x—T v MIB DEENTEZL
AT 4T L= a rBELSHESINLTNDZ L 2R L T IZEN,
SNMPv1, Ff=l& SNMPv2C #ERT 5548
a7 4 Vb —varav s Rshowaceess-list #F{TL, 20747 Lb—2arO7 782U R NI
SNMP ¥ %=V ¥ D IP 7 RLAREESNTWDENE I DEER LTSN, Z0%, ar7 47

L—3 a3 a~ s Rshowsnmp-server 34T L, 2 Ia2=7 447 7RV RAMBIELIEEIN
TWBENEIDEMERL T I,

%a“ﬁéﬂfb\fgb\iﬂAbi av7 4 7 L— g ra< s K snmp-server community & 35/ L C, SNMP
~ R BT AR EREL TLEEN,

(conflg)# show access—|ist

access—1list 1 permit ip 20.1.1.1 0.0.0. 255

!

(config)# show snmp-server

snmp—server community “event-monitor” ro 1

!

(config)#t

SNMPv3 AT 5184

LT 4T b—araw s N showsnmp-server 1T L, AEEDO LT 0 7 L—3 3 I SNMP
WCHETAHEEPELLFEESINTHDINE I DEHRLTLLEZEN, ELLHEHESNTWRNE
%, IFToar 747 b—vara<wy REFEITLT, SNMPIZBET A 15w A Ebf<tém
e snmp-server enginelD local
® snmp-server view
® snmp-server user
® snmp-server group
(config)# show snmp-server
snmp—server enginelD local “engine-ID”
snmp—server group “v3group” v3 priv read “viewl” write “viewl”

snmp-server user “v3user” “v3group” v3 auth md5 “abcx_1234” priv des “xyz/+6789”

snmp—server view “viewl” 1.3.6.1.2.1.1 included
|

(config)#

282SNMP Y A-—C ¥ T hrS Y ITARRETEHL
a7 47—y arRELKEEEINTWNWDLZ EEMERLTLIEEN,
SNMPv1, E£f=I& SNMPv2C T 3158

a7 4 b—v 3 aw s R showsnmp-server 34T L, A¥ED a7 4 7 L—3 3 2 SNMP
YAEA=VXBIORT v ST OERPRES N TNDEINE I PEMHER L TIIEE N,

RESNTVARWEAIE, 37427 L—3 a2 a< 2 K snmp-server host #5417 LT, SNMP <% —

V¥BLONT AT AEREREL T EEW,

(config)# show snmp-server

snmp-server host 20.1.1.1 traps “event—monitor” snmp
|
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(config)#

SNMPv3 27 5BE
ay 7 4 7 b—v g a~<l R showsnmp-server ZEfT L, AEBOa LT 4 7L —3 2 (2 SNMP
T 2HBRB LN v 7T AERNELSRESNNTNANE I DEMER LTI EE N, E
LSBREESNTOARVWEAL, UTFoary7 4 /L—varavy REEITLT, SNMPICBET 51
MBLOET v AT DHERERE L TIIZEN,
e snmp-server enginelD local
® snmp-server view
® snmp-server user
® snmp-server group

® snmp-server host
(config)# show snmp-server
snmp—server enginelD local “engine-ID"
snmp—server group “v3group” v3 priv notify “viewl”
snmp—server host 20.1.1.1 traps “v3user” version 3 priv snmp
snmp—server user “v3user” “v3group” v3 auth md5 “abcx_1234” priv des “xyz/+6789”
snmp—server view “viewl” 1.3.6.1 included
!
(config)#
—¥8 SNMP ~ % — % > A7 AT, SNMPv2C, SNMPv3 CTH1TE 7z ospf, bgp D F 7 v 7% %5 CT&
RWGERHY ET, ZOHAEE, IMIBL 77 LU ICRHINTWDIE N v TOF 7= MID
IZHEDHET, SNMP¥ X —YxD b7 v TZEREZ AEL T EIW,

283SNMP Y Rr—U X TA VI A —LPNZETEHL

AT 47— g av s N show snmp-server T LT, AEEDa LT 0 7/ L—3 3 VITSNMP =
2=V BLOA U7+ — AT AHERBRESNTNDEINE I DEHER L TIEI N, FEINLTH
RWEA, a7 4 L—v 3 aw s K snmp-server host 32T L C, SNMP v 3 — Y ¥ BXL O &~
T4 — AT AERERE L TLIZEN,

(config)# show snmp-server

snmp—server host 20.1.1.1 informs “event-monitor” snmp

I
(config)#
—HD> SNMP v % — ¢ 27 A TlE, SNMPV2C, SNMPV3 THAT X 417= ospf, bgp D1 o 7 4 — A% 5%
BTERWVWEERHY ET, TOHAE, MIBL7 7 L2 2] IZRHESNTOWDIEA T3 —ADAT
Tz FIDIZADET, SNMP Y2 =% DA 7 4 —LDZERELZREL T EE,
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3 2YRT—DA4A 3T —AD LS
JILoa—+k

TDETIE, Ry NT—I A F T 2 —ATEENEAE LIESA ORI OWTE L
jﬁﬁqo
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3 RYRT—IARAT—ADIFTTLYa—+

3.1 1—4%%vy FrOBERE

3114 —H %y biRk— FDEHENTEAHL
BEBEEOHENA —FFy hAR—MIH D LEXLNIEHEIE, A— FORE, K— FOFKFEROIE
ICHER L TL &,
(1) R— FDIREERESR
1. a7 oOR
aZx, " Avk—y a0l L7777 LX) 282RLTLEE N,
2. R— hOWREBIZL DRI DY 431
show interfaces =~ > RIZ X > TR — MREZTER L, ROFRIHES TRROEI D 3T E2IT-oTL X
A

F& 3-1 K— MREOHREE KU

H | R— bR RE PSS

1 | active up MR — MIEFICEER T, 7L

2 | activedown | %X A— MIZEIREE DA LT | showlogging 2~ RIZL > TRREINHEYF— hD
WET, nrEy, [ Roke—Y-mrlL77 LR OF%Y
BT 2L, RS Tnad ] 126> THbis
LTL7EENY,

3 | inactive TR ENHIT X - T inactive Ik VI T TV — g DAE N T RERRIC
BB Lo TWET, X o Tinactive JREEIC 72 » TWA AL, TEFEZENME
- inactivate =< > K 720DC, activate =~ > T active IRFEIZ L 72 T<

72, RAH A1 7 BEEEIT show channel-group
LNA Y L ke g~ RCdetail /N7 A—ZZHEELHERLTLEE
CAR=L SV Y—DBPDUH— | °
K HshE « A= 7Y ) —@ BPDU ' — FHEREIZ L - T
inactive IRAEBIZ 72 > TV B AL, *TAEE O E %
R L, AEETBPDU %315 L7AaWRERIC L,

VTV —a DAL

- IEEE802.3ah/UDLD H&HE T D

D*ﬁfj AR activate =~ > N TF&4 7R — h & active JRABIC L T
' 5_2 / 7@ D_%F{b‘ﬁ; 70 V; 72 &y, BPDU 4 — R##EIL show spanning-tree =2~
A b inactive SRR LT ¥ KT detail /S5 A — 4 2 R7E LI LTS 20,

' ; b _ﬁi/g BRI L EEEg02.3ah/UDLD BT I AT U o 2 B & 7 1
;TBL‘ h % inactive $R1E(C L2 v —7 03 S iz Z &2 X o Cinactive JREEIC
L feoTWAYAIE, 8.4 IEEE802.3ah/UDLD HhE

DEFZTN) BHELTLIIEEN, BEHIERK,
activate =~ > R Ci%4 A" — b % active JRAEEIC L TK
72E0,

« L2 b— 7R AEIC X > T inactive JRAEIZ 72 > T
DAL, T INRAET DR LT LT,
activate ==~ > R Ci%4 R — bk % active JRAEIZ L TK
a0, £, arv 47—y arav KT
loop-detection auto-restore-time 233X & STV DA
1%, HBEIAYIZ active IRFEICERE D £,

« A h—2zy ba—/UBREIZ & o Cinactive JRAEIC
o TWAHEBAE, LAN A h—Ln 6 EEE,
activate ==~ > R Ci%4R— b % active JREEIC L TK
7230,

c EROENTHRWEAS, active IRIEIC LV E &
W, AT AR — M —T7APRERINL WA D
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I | 7R— hAKREE [RER Xt s
&
L ZHER O b, activate T~ R TS R— &
active IRFEIZ L TL 72 &0,
4 | test test interfaces =~ > RiZ X - T, WEZFHBT 254 1%, notestinterfaces ==~ K Cla|
YR — MIERRET A RHTT, BT A N &AL, activate =~ R TEYA— &
active JREEIC L TL 72 &0y,
5 | fault MR — R OFR— MO N— K | show logging 2~ > RIZE > TERENDIEZEER— D
U =T RS LR TOET, r7ky, Ayt—v -mrL77Lr 2] OF%Y
HFE SR L, ZEHIh WD D] 1IShE-> Tl
LTS,
6 | initialize FY R — MR LR T, ML E T T 5 E TR TLTE S,
7 | disable ary7 4 S —varavwy R FHTLR— MOy —7 AR ENTWD = & &R
shutdown REREINTWET, BoOL, a7 4L —3 g3~ KT noshutdown
RE L TREY AR — b % active JREEIC L TL & W,
(2) MMETIHEHRDOHERR

show port statistics =~ > R&FITL, AREEICEEINTODHLR— FOEZE T v M, EZ(5HEE

Ny MIEMRTEET,

31 [R—oEERRHER R=A

> show port statistics
20XX/03/23 12:00:00
Port Counts:48

Port Name Status T/R  Unicast Multicast Broadcast Discard
0/ 1 geth1/0/1 up Tx 0 0 0 0
Rx 0 0 0 0
0/ 2 geth1/0/2 down Tx 0 0 0 0
Rx 0 0 0 0
0/ 3 geth1/0/3 down Tx 0 0 0 0
Rx 0 0 0 0

>

B, Ao~ RETHICERIEE "Discard"DFRB 0 LW KEWEAIE, X7 v FBRBEIEIN D FEEN
FAELTWET, show interfaces 2~ R TSR — hOFEMERZ AL T ZE0,

3.1.2 10BASE-T/100BASE-TX/1000BASE-T/2.5GBASE-T®D k5 JJL
10BASE-T/100BASE-TX/1000BASE-T/2.5GBASE-T T F 7 7 VN34 LI2A1%, LLTFOIERF CREEO Y

BT EIT-oTLIEE N,
1. v 7 OER

nZE, Ayt—=y -mn7 772 22BLTIESN,

2. FBEEMTIECHE S TRROYIY 730F
ROFN R REMHTIAEAE > TIRE DB Y 31T 21T > T TE S0y,

F 3-2 10BASE-T/100BASE-TX/1000BASE-T/2.5GBASE-T @ 5 J L ¥ AR OEERT A X

15 HEEAR REH paira

&

1 | show interfaces =~ > RDREEHZF | FRSED | 7 —T7 A OFEBNE LW ERL TLZEW, fEilT
THFHIZ L > TEZYAR— N TUTORK | IKFLTW IN— Ry = 7HRGAE] 22U T EE0,
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" S REA P
&
FHEHRMN A 7 v hENTW ARV | £, AIEE OB EDROBAIIE U~ v B 728 MDI-X
BLTLLEEN, Iy hERTWY f%é#%;bf(fépo
86, R ERICMEZZRL TS SR — N OBENEEEE L o TV B ES
té_b\(’ "*éfwh@ XE D 2L~F7:1/I~:‘/a vinoH
+ Link down &) MDI/MDIX RE % 52 L TV 545
—7»&%%%LT<Eéwo&~fwﬁﬁrA—
R = 7ERFEFHAE) 22 TEE0N,
=T VOGN IE LW FER L TS,
AIETY R — b LTODHEHEA 7 = — AT,
LTCL &N, RIEECTHR—F L TWDBERA ¥
T —AZOWTCIL, Tarvr4 7 v—auiiA
Kl 22 L TEEN,
AMEFEORIBT A & FIT L O ERIBSRRICRIE R )
METR L T L 72 &V, notest interfaces (f —H % v
K a~vy ROFETRERESRL, RHEich T
FR] ITiE-> THRIG LT &, BET DT A B
FERNE 1101 EHOTFT A M 2B LTSN,

2 | show interfaces =~ ROZERT | BRGED | 7 —7 /VORBINE LB L T IZE W, Ml
T —REERIC L > TEYAR— T | ETFLTW =Ry =7 RFEGHE] 2R TN,
U\T@%%‘fﬁiﬁﬁ\ﬁ '7 vk éj/bfl/\ i—aﬂo ZIK’H:%O) 'J,]::ﬁ\{j(@i‘a/\ Ty~ > t°\/7“7j§ MDI-X
g;iﬁ%bf<§;g%£%;; THHPHER LTSN,

LT o e RERES R m S HEE L 2o TV B A

l&RCa@s O o i BENA— hxrI— 3 »90H
@Mmmmx% B2z L TV DAEHE

- Symbol errors - — - -
=T NEEHERL TSN, F—T7NVEZ [h—
R = 7E#REHE] 2201 TR,
=T IO NIE LW MER L TL P&V,
AHEETH R = F L TODHEEA ¥ T = — AT
LTL7ZEN, REETHR— ML TN D8EHEA ¥
Tx—AZOWTCIE, avrrq4r7v—variiA
Kl #Z2BLT7EEN,
ARIEEORIFRT A N & FEIT L O E BRI R 2
DHER LT L 72 &V, no test interfaces =~ > KD EAT
BRASHL, I TW5D [RHER] 26> THG
LTS, BET DT A MEIE 1101 RO
TAN EZRLTITEIN,

3 | show interfaces =< RO R — k =T | =T VOFERNIE LSRR L TL &, FEBNIX
detail fHFHIZ L > THYUR—FTH | WELTW | Ih— Ry =T7EEHRIAE] 22RB LT E SN,
FRFERI/ IR T 2 il LT 72X FHA,

“°KEﬁFﬁ@%Eﬁﬁ§@% ary7 47 | 274 b—varav s Rspeed & oduplex #4HF
{:1\, JEEXTFEW%%ZSE!\ELVC< el L—g Y %%E/ﬁ\b‘ﬂ‘f<7biéb\c
o a< R

speed &

duplex 234H

FHE LA

—HTT,

LRLSNO | A= PRI T g CREOHEE A L2

B BlE, A—rRITvT— g VOEFEHEZRELT

IRV, ML, Tarvza4ZL—varhA R
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L] SRS [RE PSS
&

BB TIIZE,

4 | show interfaces =~ > FOEEREH | ZIETES | Py AR T7 L —Lb0RTELAMTEBLEDE TS
BHRICE S THEEFR— FTUTORK | Z7L—4EFE | W\,

FEWA T T P ENTWRWDE | 2B A T-/8
BLTLEE N, v hEnTW | vy ha%
L84, JRIREMIEMESRL T | BLT0nE
72EW, KR

+ Long frames

5 | show gos queueing =~ RTLLTD | /Xy b | BEHRIBEB LN = —"Ov A7 NEHNETTH D
HEHERN T 7> P EN TR0 | BEENEA | »ERBE LTI,

AL TLZE N, AT hENT | LTHE
W2 5E, RREISHEZSRL T | J.
TEEW,
+ HOL1

« Tail_drop

3.1.3 1000BASE-X D k5 JJL
1000BASE-X T h 7 7AW A LIcGA1E, LT OIEF TREEOEI D 51T 21To T E &0,
1. v JofER
O NZONWTHE, [ Ayk—Y -l 77l A 28RLTLIEE N,
2. BEEMHTEICES T RROGIY 530
W DFN RS FEERAT FIEHE > TRR DT 531 21T > T EEW,

% 3-3 1000BASE-X M b5 JILRAEROEZHENTHE

L] SRS [RE PSS

1 | show interfaces =~ > ROREERE | ZEMOE | o7 7 A NOFERZHER LT W, @RI Th—
BRI L > THEEYR— b TLUTOR | BWENME | FUuoT7BHGRHE) 22 L T7EEN,

FHERATD D o b SAVCVBVDE | FLTOE gy ey Gmssd) L8, W

BLTCESV, DT hanTiy | T HHAMRL T EEW, v =Ry =7
SRS, REEANLMEBRLT BRI E) £BBL TS,

EEw, - — - ;

+ Link down =T NREERRLTIESN, F—7 L RIiT Ih—

RO =7 BRGHE] 22U T EEN,

- Signal detect errors - — - :
=T NVOEHENIE LODRER L T 7EEW, Ez,
=TV OVEE DBV TV R W DERR L TL 72 &0,
BTV DHE, TRERER-S T &N,

rT o —ROBHGENIE LWER L T IE &,

av 74 b—3 g a<w Fspeed & duplex 2
HE L SbETLLIEEN,

HFEEO 7 A MK EEDETIZS W,

KL ULNIELWDRER LTS ZEW, Uik
=Ry = 7HHGHE] 22RLTEI0,

AMEEORIBT A & FEIT L CERISERICRE R W
IR L C < 72 &V, no test interfaces =2~ > KD ST
FEERAEZRL, THESNATWS ] 2> THRIG
LCLEEW, BET 57 A MEIZ 1101 [BI#RO
TARN EZHRLTITEEN,
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17 e

AR REA PSS

)

2 | showinterfaces =~ ROZERT | ZERDE | 7 7 A SOER AR L T FEN, ET— RN
T —REHERIZ L - TR AR — b T | BEE MK IhN— Ry = 7HEGHAE] 22 LTES0,

U\T@%}E?F‘Tﬁ%&ﬁ 7:7'7/ ]\éh'(l/\ beb\i %7/7_* A ()ﬁ:ﬁg—nu) é"@iﬁﬁ L/Tl/\éi}%/ﬁ\, {fﬁ

RODHEBL T 2EV, 1o b | AT : \\
° REEWR LTS, HLnd Ih—Fr =7
SIVCR DI, SR SRS BB BB LTS,

BRLTLIEE,
+ CRC errors
+ Symbol errors

T NEERERLTIEI N, r—7VEIX Ih—
R =7 BRGHE] 22U T EEN,

=TIV OGN E LR L TL 72 &, £77,
b —T L OBRE BV T DR WDER L TL EE U,
HENTWDHEHE, HEREE-> TS0,

ko //‘_‘/\@@@Lﬁ3IE Lb\ﬁ)ﬁgmu LT < fiéb\o

av 74 b—3 g a<w s Fspeed & duplex ZFHF
EEEADETLES N,

HFEEO® 7 A MK EEDETIZS N,

HVARLRE LR L TSN, LUk
Ih— Ry =7 hallE] 220 L TEEn,

AMEEORIBRT A & FEIT L BRI RHE R W

IHERR L C < 72 &V, no test interfaces =2~ > KD AT
EERAEZRL, THESNATWS [RE] 12> THRIG
LCLEEW, BET 7 A MEIZ 1101 [BI#RO
TARN EZHRLTITEE N,

3 | show interfaces =~ > R DEEH Fooi— | FIUo—RERHLTLTEEN,

FHIZE ST, BUR—FTUTO | "L

MEHERN T 7 v IR TW RN | ThET,

TJE?S LTCL7ZEW, v hEanT
D356, JRIR & XIS Z SR LT

< FEW,

« TX fault

4 1000BASE-BX 72 E D 1 507 7 kZ v — | 1000BASE-BX #3254, FF o — iU ¥
ANREFEHLTWEEE, HHFRO | SOMARE | A T D XA TR L THEATILERDD £
FT oo —NEMBEDEREST | PEBARE | ¥, R —ROFERINELWIHERELTLES
WDDHER LT &0, T, VY,

5 | show interfaces =~ > ROEERE | ZIETED | Vy o A7 L —L20REZMTLEE L EDOE T ES

HRICE > TRYFR— FTLUTOR | 7L—2E |\,

FHERMN I T FERTWRWLWE | B2 7=

:Lf<ﬁéw AU RERTWY | Fy FE%
L5846, FREGMESRL T | ELT0nE

7ZEW, R

+ Long frames

6 | showqosqueueing =~> RTLLFD | X7y b | BEEAEB IOV = — 027 AERANHEYTH 5
MEHERDB T T IR TWRND | BEENFEAE | MEREL T ZE0,

MLTLLTEEn, Iy hERT | LTWVE
%6, RIRERISHMESRLT | 7,
<7’_élﬂo
- HOL1

+ Tail_drop

3.1.4 10GBASE-R®D 5 JJL
10GBASE-R T I 7 7 AN AE LIZEAIE, UTOIEFCTHREOL Y 51T 2{T-o> T ZE0,
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1. v 7 OER

o oNWTE, [ Ayvbk—y a0l L7y LX) 22RLTLTEE N,
2. BEEMHTIEAE S TZRER O 550

WD FN TR TR ERRT T HEICIE > TRER O 51T 247> T &0,

% 3-4 10GBASE-R®D b5 JILEEBOEEMTAE

l:llL.\ V‘] ‘Q‘

[RE

PSS

show interfaces ==~ > KD EEHEF
[HEHRIZE > THEYAR— T T O
FHEH A 7 R TR DD
ALTLEEY, Iy hanTn

L6, RIREsHSME 2R L T<
72EW,

- Signal detect errors

ZAE M A
BB MK
TLTWE
T

W7 7 ANOHBN AR L T ZS W, ML Th—
R =7 RRaE ] 22 LTSN,

KT v T xR—5 G ZEHLTHD5EE, W
BEAHRLTIEEN, KU (h—Fo=7T
IR E) #2BL T EEN,

T NREMER LTSN, F—=7ARiF Th—
FU = 7IREBAE] 22 LTS,

TN DOBHENIE LWMERL T EEW, £i2,
=TIV OEEERTEN TR NWDHER L TL &0,
BENTWDHEE, HRERET-> TS0,

hT o —ROBHENIE LWER L T IE &,

KT oo —NEHFEEOL 7 AL MK ESHYET
<&V,

KA BIE LR L TS ES W, bbbt
=Ry =7 BHRHAE] 2ZRL TSN,

AIEBORIBRT A % FIT L O ERIBSERIZRE R )

REFR L C < 72 &V, no test interfaces =~ > KD AT
MERAESZRL, ZEIN 0D R] 20> Tt
LTCLEEW, FEETET A MEBIZ 1101 [FE#EO
TAN ZZRLTIEZNY,

show interfaces =~ > ROZIER =T
T —AHEBIC X > TREYAR— T
AT OMEHERB T 7 b EhTW
RUDHERLTLEEWN, Iy b
SHTWDSEE, R L GME 2
BRLTIEEN,

+ CRC errors

+ Symbol errors

AR O[]
b E MK
TLTWE
R

M7 7 A NOFEP R LT IZE, T Th—
R =7 BREHE] 22RL TSN,

KT v T =4 CEES) AL CWLEA, B
FEZEHERLTIZIN, KLuE Ih—FRox7
BRI E] 22L&V,

=T NRERRLTIEZN, F—7 LV RIT Ih—
RO =7 BESAE] 2R L T7EE0,

=T VOGN IE LWER L T E &N, £,
B — T DR MBIV TR WDDEER L T 72 &0,
HENLTOWDHE, BRaREE-> T EE,

r T o —ROBEHGENIE LWER L TLIEE W,

T oo —NEHTEEOR T A MK EAEDET
<&,

HVARRE LR L TSN, L~k
Ih— Ry =7 hallE] 220 L TEEn,

AMEEORIBT A & FEIT L BRI RE R )
IR L C < 72 &V, no test interfaces =2~ > KD ST
EERAEZRL, THESNATWS ] 2> THRIG
LCLEEW, BET 57 A MEIZ 1101 [BI#RO
FTARM BBBLTLIES N,

show interfaces =~ o R DfEE#E
THHIZ L > TR — F TULTFOR

ZETED
7L—AE

Ty VAR T L ADOREEMTEEBE L SDETLLES

VY,
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15 HERHNR [RR I
=
FHERB A U7 F SN TWRWHE | A2 7/8
BLTLEE Y, Ay hanTwy | Fy h&a%x
D86, RREIEMASZBL TS | ELTWE
EEN, K
+ Long frames
4 | show gos queueing =~ RTLLRD | X7y b | BEFERIEHI KO = — R0 v 27 LEAPEYI TH 5

HMEHEMA T T P ENTWARWD | JBIENRREE | 2E2RELTLIEE N,

BLTLEEWN, v hEanT

STEEWY,
- HOL1
+ Tail_drop

LTWE
WHEE, RN EXSMESRLT | 3,

3.1.5 PoE £ D EE 3t
POE i FRFICE AN TE R WA FORMENREA LT-5E1E, IROFITRTREEEMNT FIEICHE > TRRK

DY) 53 F 2 T > TLEE W,

& 3-5 PoE ERAKDRBIEDESHEMNTAE

MBS - 27K

show power inline =~ > K TR —
D Status FRZFER L T EE VY,

- Status RS off DA
BAHEZRE L TWETA, HE 2 ~,
- Status £7<7° denied DA
HEEEROBAFBARENREL COET, HE L~
- Status /<72 faulty DA
Pl SNTZEBICE N 2 G TERWRIBIC R o TV ET,
HE 5 ~,
- Status £777° inact DA
HEAa~ Y FTEAOMGEZEIELTWES, HES ~,
+ Status /R A% wait DA
POE #5TE /0 BAREIC K o CTEAMHABAZ RS L TV ET,
FHERFI D D ETRFEBLLZEWN

show power inline =~ > FCi&Y4 A — b
O Priority £/R &R LTS 7EE WY,

+ Priority 7173 never D&
aYv 7 4 7 b— 3 aw K power inline T never LAt DO
FEERELTIEE N,

« Priority #7R7% never LIS D54
THE 3~

HBWMR—NZar74 S L—3 g3
<~ > K shutdown 23 g% € &L TC VN5 D
WL TL &N,

- REFALOLE
a7 4 7 b—3i g a< s KT noshutdown 8% E LTL 72
S,

C RREOYE
ZEEBNEHI SN TOA DR LT IEE N,

show power inline 2~ > KT
Threshold(W) & Total Allocate(W) % 72
LT &N,

Total Allocate(W) D% fE A% Threshold(W) & W K& W= fiis T&
2o TWVET, BELEOEIHEE, A— FOEHEY
YT, BLOFR—FNOHBEENEHEREL a7 47—
varTHDETEEZFELTIEE N,

S

activate power inline =~ > R& T L,
show power inline T%4 7" — k @ Status

« Status /=28 off DGE
ZEEEBNMEHE SN TOA DR LT IEE N,
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15 ERAAE-aYUFR RE s
&
FREMER LTI IZE W, - Status FR72% on DA
ke L C A 72 &,
- Status ZZ/ 28 faulty 7R

AN T (I — T VIR B A R H 0 F
o THE 6~

6 | showlogging =~ REFETL v/ DOF | ZEEE F IR — 7 MCRIBER & 2 ATREER H Y £,

AR L TIIZEN,

['Supplying power was stopped by the overload detection.] % /R
L6
F—rv— RERE LD, EHEM#HETERIoTn
E
SZEIEE IR TV EER LTSN, BE LA
WIEAIX, F—T7VE, BXOr—7AHERE A= RDx
THRREE] AR LT LT EEN,
F 72, PoE BIMEAG A AIRE e B R LA Hi L TV D355,
ar7 4 7 b—3 3 a< R powerinline TSR — ko
POE #REZ I LT 72 &,

I'Supplying power was stopped by the thermal shutdown. ] % 7~
L7e%HE
POE = b —F OIRERF 2R L, EHOMkiG2EEL
L7
LEORBEREL REL, HESREL TEIn, BEELYR
WS, SEEE IR T VAR L T IEE N,
['Supplying power was stopped by the PD disorder| %3/~ L7235

u>.

ZEIEBEBOBEELHRE L7, BHOMBEZEILLEL
7=
ZEEE F IR — T NV EHER LTSN,
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3.2 UvH 7T —2a L ERBORERS

Vo o770 A=y a SERBGRENTE R, FRITEEER L CWAEEIE, ROFIRTEEMR
B> THRROTI Y 5T 2T TL &V,

® 36 UDOUTTVS—a v ERKOEEDEERTAE

18 BANE-avUK X3 s

&

1 | BEEELR-STVWDY 7T 7Y Voo 77 —varOE— RPHFERBOE— REFE U
F— g O/ E L, show channel- FEWZRoTWDEMHER L TLZE W, fFREE LT — PR
group 2~ RTdetail X7 A =2 % | Rolcifh, MPEELFRICE— NIZEE LTI LIV,
TELTHERLTLSEEN, Vo277V F—=2aDF— RR—H L TWAEES, &HR—

k@ LACP BRAGFHFIEN M ST & b passive (272 o TWRIN)ifERE L
TLESW, W& passive IZ72 > TS, EbbL0n—T0
% active ICEBE LTS EEW,

2 | WBEEELZSTWDLAR— FOEMR | HHR— hOIRRE (Status) ZHER L T 7Z SV, Fy¥ R 7L—

fi& % show channel-group =~ > KT THNOER— A Down DIFE, F ¥ 1L 7 /L—77 Down L
detail /X7 A —X ZRE L THERLTL | £7,
72EW, Down AR— k% Reason DFERICE > TU T &21T> T &V,
+ CH Disabled
F v RV T V—7 75 Disable $REE & 72> T DOWN LT\ &
7
+ Port Down

Vo7 B LT0nEYT, 131 A=y FOBERERE]
EHZHL TSN,

+ Port Speed Unmatch
F X XN T N—TNOMMA— k& EFGEE R L 725 T
MR RBIZ 22 > TR, MR 2 BT 25813 F ¥ 17
N—=THNORF— FOHEER T HLIICLTIEIN,

- Duplex Half
E— N2 Half & 72 o THEIRIRREIZ 72 o TWE T, HiR % [Elkk
T 545403 Duplex E— K& Full IZBREL TL 72 &0,

« Port Selecting
A= b7 7V F—va b F oy 7 Ehhoiow, fEkk
BBIZm->TWET, LIELL > THREE LAWEGAIE,
FREOEMIRE, BLIUORELHRL TIEIVY,

+ Waiting Partner Synchronization
A= T 7V F—=varFhTF =y 7 25T LERHA— MO
FHIRED & 72 o THEIRBBIC R o TV ET, LIS FEE-T
b A L2WGE I T ERBOEAREBOMKR, BIURE
DOfgiex L T< téb\

+ Partner System ID Unmatch
Befge N — b 225315 L 7= Partner System ID 73 7 /L — 70
Partner System ID & A~ —% & 72 » THEIRIREEIC 22 » TV ET,
ik BIRE A6 13 FEEE OEAIREOMTE, BioOm
mu%bf< ﬁ_éb‘

+ LACPDU Expired
iR — R 5 D LACPDU A 2N 2 i L7272, 7%

A— FDFERRE L 2o TWET, show channel-group statistics

a2~ RTlacp 37 A—X ZHE L, LACPDU Ot
R L TLIZE, FlHFE %@im% D% LT<
0,
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17 AR - a2k PSS

« Partner Key Unmatch
B AR — R 2 B2 LTz Key 23 7 /L— 7 ® Partner Key 73—
DT OREIRIRIE L 7o TWET, MR Z BT 2 5HA 134
FEEOHEMAREBOMRR, BROMREZ L TIEEN,

« Partner Aggregation Individual
iR — N Y o T 7= a YRR ERZE LTZTED
FBRREE & 72 o TWE T, HHRZ[EHET 5356 13 FLEE O
HPREOHR, BIUOREOHRZ L TIEEN,

+ Partner Synchronization OUT_OF_SYNC
Pt — b BRI &2 215 LicloDfgiRRkig & 7 o> T
9 (REBETary 7 L—va U EEHELEGACHT
HEE CEFR A inactive IRTEIC L2 HAICRAELEY) o

+ Port Moved
Bt SN TWeAR— FRIEIOR— b EEER L E Lz, El#R
DFERZ L TLIZEW,

+ Operation of Detach Port Limit
HEMLAR — NHIBRFERENTIE L7272, Fr XA 7 —T M
Down L C\WE T,
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Z1 LAN2RAYFUI9DERZTIL
<oa— b

TDETIE, VAT 2AL v TF U 7 THRENRRELEGEOMLUZ DWW TR LET,
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4.1 VLAN O@{EfE=E

VLAN EFRFIZ L A 7 2 BEDN TE WAL, RIS TEEMRIT FIEICWE > TRKR OV 451 2175 T
<TEEW,

(1) VLAN KEEDFEER
showvlan =<2 I, F7z1d showvlan =< N % detail /87 A — X 5E THEITL, VLAN OIRREAHEFR L T
<TZ&EW, LUFIC, VLANBEEZ L OoRNAEL R~ LET,
(@) % VLAN #eETOHBAFER
e F—RIZVLAN ZELLSRELTNDH,
o F—hDE—ROEEIFE->TWVED, £/, T 74/ K VLAN (VLANID 1) THIFFL 2R — N3ET
BLTWRWEAE, UTORELHRL TSN,
e VLANID 1 U DR — K VLAN 27 27 £ & VLAN £ 721357 A T 4 7 VLAN [ZHE L TV,
e 77 K— Tallowed vian (27 7 # /L~ VLAN OF%E D HIT TOZROD,
o I T —R— NMIFEEL TRV,
o 7 UAR— MIWebFFE (FEE VLAN E— F) E721% MACFREE (EE VLAN E— ) Z#®EL T
W5 VLAN &, BEL TV VLAN Z{RFE L TRE L THARWND,
(by ZFo k3L VLAN DIFEEDHER

71 k2L VLAN 2 L TV A4, showvlan 2~ FE2FETL T, e ha Rl ELLREENT
WHZEEHERLTLSEIN,
> show vlan

VLAN ID:100 Type:Protocol based Status:Up
Protocol VLAN Information Name:ipv4
EtherType:0800, 0806 LLGC: Snap-EtherType:
Learning:0n Tag-Translation:

() MAC VLAN DIZ& DR

e MACVLAN Zfffl L TV 5 AL, show vlan mac-vlan =< > FZ3E4T LT, VLAN CEE&77 95
MAC 7 RLANELSHESNTND Z L E2MRL T ZE0, 5N, MAC 7 KL 2D %5 &
RERLTWVET,

[k THiRE]
static: I T 4 T L —La LIZE o THREESNZ MAC T FLATY,
dotlx : IEEE802.1X IZ £ » THE S #172 MAC 7 KL AT,
wa : Web FFEIC L - TERESINTZ MACT RV AT,
macauth : MAC FRFEIC L » TRRE 4172 MAC 7 KL AT,
> show vlan mac-vlan

VLAN ID:100 MAC Counts:4
0012. €200. 0001 (static) 0012. €200. 0002 (static)
0012. €200. 0003 (static) 0012. €200. 0004 (macauth)
e showvlan mac-vlan =~ > REFITLC, LA V2l E 27 47 L—2a > THILCMAC 7 R
ABFERD VLANIZRE L TWRWZ EEZHERLTLKEEN, * (TAX D A7) BERENTND
MAC7 RLAE, a7 47— g TRICMACT FUARRESN, EHHIZR-TWAZ L%
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%Lij—o
> show vlan mac-vlan

VLAN 1D:500 MAC Counts:4
0012. €200. aa01 (static) 0012. €200. aa02 (static)
0012. e200. aa03 (static) 0012. e200. aa04 (macauth)
VLAN ID:600 MAC Counts:1
* 0012. €200. aa01 (macauth)

(2) R— MREEDHER

e showvlan =~ F%& detail XT7 A—FFEETETL, F—F B UpRETHDLZ L 2B LTS
W, Down REEDGEIE 131 A —H % v hOBEERE] 2B L TIEEN,

e K— A% Forwarding IREETH 5 Z & a8 L C< 72 &V, Blocking IREETH 2 5A 1L, FEIMANOERIZ
X > TBlocking REEL 72> TWET, K LR > TV AIEREDEFIREZ R L T &0,

[EH]

VLAN : VLAN 73 suspend 57 T,
CH: Voo T7 7 UAF— g /10l k o CEEEIER T,
STP : AR=2 7Y U —IZ Lo THakfEIE R T,
dotlx : IEEE802.1X |Z & » CTHasE 1k i ¢,
CNF: 27 4V b—a VERERA O RS (LT,
> show vlan detail

VLAN ID:100 Type:Protocol based Status:Up

Port Information
1/0/1 Up Forwarding Untagged
1/0/2 Up Forwarding Tagged

(3) MAC7 FLRT—TJILDIER
(8 MAC 7 FLRZEDRENRER

e show mac-address-table =+ REZZEITL T, WERELLR->TWVAH5E5E MAC 7 L ADIERAMERE L
TLTEENY,
> show mac-address-table
Date 20XX/10/29 11:33:50 UTC

MAC address VLAN Type Port-list
0012. e22¢. 650¢ 10 Dynamic 1/0/1

0012. e22¢. 650b 1 Dynamic 1/0/2

o Type Z/RIZ K o TELTORLAEIT > T IZEW,
[Type TRAHS Dynamic DFS]

MAC 7 R L A B OIF BB EH SN TORWAEEER H Y £, clear mac-address-table =~ > K
THWERE 7 V7 LTLIEE N, SEEDEENG 7 L—LE2RETHIE THHEREEH X F
D

[Type FTRA Static DIFE]

a7 4 7 L—3 g o< K mac-address-table static TERE L TW D EEEER— M 2R L TL 2
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YN
[Type &FRAHY Snoop DIFE]
4.4 1GMP snooping DiEEFEE] B X 45 MLD snooping DiBEEE] 2R L T EE
[
[Type F&FAH Dotlx DIFE]
5.1 IEEE802.1X MR DMBFFIET ) ML TIIZE W,
[Type ®#FRAH Wa DIBE]
6.2 Web FBREMAREFOBERE] 22MRL T ZEW,
[Type TRA Macauth DIFE]
5.3 MAC RBFEEHREOEERE ] 22 LTSN,
o %M TDHMACT RLARKRINRWGAIZT 7y T 4 v 7 ShET,
FRENBWVIZH DD L TEENTERWIEAE, R— MEFHEIIESRE SN TRV IR LT
LIE&EW, £, A b—bzyv bo—/VEEECRIEN/NSUVMEIZZ2 > TORWDHER L TL 2 &0,
(4) TL—LEEOHER

TANFEIILQOSIZE S TT L —ARBEEIN TV A AREMENH D 3, MRFIE L RISITONTIT,
102 N7y MEFEOMHR] #ZRLTIZEW,
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4.2 ZR=2F V) —DBIEESE

ANR=e 7Y ) —HEREEERA L, LAY 2@BEORE, @3 AN =27V ) —o@EMIRER R Y T —

IR ER Y TRWGE,

RORITRS I ITIEAE > TIREOEI Y 531 21T > TSV, v F T

ANR= TV ) — DA, CISTEFIIMST A v AX L AT LICHEREZ LTSV, FlziE, Lv—hk
TV DI L CHERT D EXE, CISTOL—=F T Y oV FHIEMSTA LV AF VAT LEDL— T U v

DEBAKR A THER L T IZE 0,

® 41 ARGV —OEEHRITAE

1§ BRNAE -2k Xt it
&
1 | ELRS>TWVDHANR= Y Y —(Z | Enable DGEITEE 2 ~,
%f L C show spanning-tree =1~ > R&% | |n0000/60630 44
-t =1 Sl e o L
%ék;;%;i;ifgimhj’ Ring Protocol & PVST+%& /7B S TIN5 L %, %15 VLAN
" - DY Y —ERRFR SN TORVEAITIEE 7 ~,
Disable DIGHIIANR= T U —MEIRREEIZ R > TN D720
AT 4 b= a UEHERLTLIES N,
1P8800/S2630 DA
Ring Protocol & < /L F 7L A= 7 U —PHEFEEL TV S
AT 8 ~,
PVSTHE AN ST E > TV A NEHR L T E &V,
2 | BELRSTNDEANR= Y Y —|T N—hrT VDTV v VTR Ry N — IR EB Y O
x} LC show spanning-tree 2~ R&ZE | L— 7 U v V2> TWDLEITEE 3 ~,
L, A=y 7Y ) —ON— kT Ty ST Yy SRR S T — 2 R ) O
)“ Y PDT Y Vilpl Tz iR LT N— TV o PTRVNEBAE, Ry NU— KR, oL T 40
ZEu, L—a VAR LT A,
3 | BEELRSTNAAR= YY) —Z | A= 7Y Y —OR— MREE, R— MREIR R Y FU— 71
%f LT show spanning-tree =~ > K& 3 | flREBVIT7 > TV DIGEITIHE 4 ~,
(1L, 2= 70 ) =OR= MR 0oy oy — ot RIE, A B > T — 7 1
B R PREIEHE LTSRSV 3R a5 A, BEREROREL 2V T S L—y 3y
PRER LT EE N,
4 | WELROTNDHAR=VTYY —IT | ST DHHR— b3b— hF— T, 7»2BPDUZEH V&5
x} L C show spanning-tree statistics =2~ B RNT v T LTWAHEEITEE 5 ~,
W PERATL, WEEEIRo TOOM T | g5 g L i — h— b T, 70 BPDU IR N & 4 35
hTBPDU DBREEMEBL TS | oy b7 o 7 LTOARVEAE, 7405 £7213 QoS 12 k-
o T BPDU 23BEHE STV ARWAER LT 7280, He ik b
KHSIZOWTIE, 1102 7y MEFEOMKR] 2R T
él/\o
BN R WIGETT, BBEEE AR L T ZE0,
YT HR— b BEER— T, 5 OBPDUEEL T X5 h
7T L TCWAEAITIEE S ~,
FMUT LR "BEER—NT, »OBPDUREEI T X030
T RT v LTWRWEAE, 13 Ry hU—I A X
T2—AD T TN a—b] ZBRBLTIEEND,
5 | EEELRS>TNWEANR= 7Y =T | Z{FBPDU DL— b7 U v JikBI+, RIET D v JiBl+2

xf LT, show spanning-tree =~ > RN %
detail /N T A —ZIRETETLZE
BPDU D7V v Vil F 2 8 L T <
7230,

X N —JRERREBVIC > TNWAZ EEFER LTS
Wy B BT — 7 KRR & B o TR SA TR E DR IE A
MER L TL &0,
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15 FRNE-aARUK R

&

6 | EELRSTWVDHIANR=V TV —0 | INEEHOFANTRE L T E IV,

KRB BRSRAENDFER L T E WAL HOWTIE, Tarv 7471 —sarbiA R 250
VY, LTLEEN,

7 | 1P8800/S2630 DA %14 VLAN % Ring Protocol @ vlan-mapping (2% & L TV 72V
PVST+CE{E X721y VLAN 2%, Ring | B1FEL T2V, F7z, vlan-mapping (2 VLAN 2 #5E
Protocol @ vlan-mapping (= #i—Cik & & | L TWAHEAEIE, vian-mapping DA A LI L THL— VLAN
NTVDZEEHERLT &N, P ERBE L TIZEY,

8 | 1P8800/S2630 DA %14 VLAN % Ring Protocol @ vlan-mapping 2% 7E L T W

MST o A X ACTEES 70
VLAN 73, Ring Protocol @ vlan-mapping
EHELTWDZ E2HERLTLES
AN

BlE, SVFINZRR= 7Y ) —TEIfET % VLAN & —E7
HEIITEELTLIEZEN,
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4.3 Ring Protocol M;@{EREE

FEZOWTHALET,

Autonomous Extensible Ring Protocol i%, V> 7 hAFRB Y —TOL A Y2 %y
T, LUK, Ring Protocol & FFONE S,

Z OFiTIE, Autonomous Extensible Ring Protocol ™
NO—7 OREAT e Fan

Ring Protocol &R ICIBIE N CTERWIEGIE, T 7 v —IlE-> T, SR LR LRROUY 550 %17 -
TLEEW,
X 41 fEHroo—
@i 0— ‘
D D R s R
/—}- FzE) v THR— }-&fao"c

Yes T LB HEMEND D7 - No

- ’7 ",

YT RYITICHE

N— K ") T 7
~IZ Eﬂﬁfﬁ?) éfJ\ ? T bhEMh?
Yes No Yes No
MAEZBRLT N—FI T 7HED FoTdavv K% BELOMBEZE
CEEW, FREEBEL T EITL, EEFHRE BELTLEEL,

=y, ERmLTLEZL,

k=

Ring Protocol 3E A IFICIEFICEME L 2 WGE, 73V v 7Ry hU—7 OBEEZBRHT 2HAIE, %Y
DYV T2y M= EERT DTTHO/ — RIZR LT, REROEI Y 531 &21To T 7EEN,

# 4-2 Ring Protocol DEEMEHTAE (IP8800/S2630 DIHFHE)

L] HRAR -T2k~ Xt

P —

1 | showaxrp =~ F&34TL, Ring "Oper State"DNEIZ"enable" N TR INTWDIEA, HE 2~

Protocol DB fRIRZ filig L T < 72 "Oper State" D NZIZ"-" B ER STV HEE, Ring Protocol 7%
v BT 57D BER YT ¢ 7 L=y a VICEE SR TR
WHLORHYET, AT 4T b—va v EHERL TS
v,

"Oper State" DN "disable" 3 F /R STV 54, Ring
Protocol [ZHER & 7> TWET, a7 4V b—r 3 UERERL
TLIEE,

"Oper State" DI "Not Operating" 23~ S LTV 5454, Ring
Protocol 2ZEIEL TWER AL, v 74 7L —T a3 UIIFE (K
EEOBEE—F, BLOEML Y A — FOMAEDEN
HWEITRWARE) By, av 7 47— a VERERLT
{TEENY,

2 | showaxrp 2~ F&EFEITL, @fET—
RERBEAHERL TIIES W,

"Mode" & "Attribute" O NEN R v R U — 7R ERB Y OBEE—
REBHEICR > TWAEAICIE, THE 3~
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15 HEAR -T2 R PUIT

&

LRNBELRDEAICE, a7 47— a U EHERLTLLE
W,

3 | showaxrp =~ R&FEITL, 4 VLAN | "Ring Port" & "Role/State" DINEMRF »~ b T — 7 1k LR 0 DR —
TN—TDYV o THR—F, BIOZED k EMRBBIZ 2R > TV DA, HE 4 ~,

WEE R LTS, LEARARDEAIE, ar TS b—va VR T
él/\o

4 | show axrp detail =~ R&Z%{TL, i | "Control VLAN ID"OWNEHF v b U —2 iR EF Y O VLAN ID
I VLAN ID Z B L T< 2 a0, Lo TWBLEETE, HES~,

LRRRRDGACE, AT 47— a VEHER LTS
0,
Bl 0 U v 7 aRERT D A LEE THIAE VLAN ID 23572 > T 5,

5 | show axrp detail =~ > K& 34T L, "VLAN ID"OWNEN X > U — 7 ik £ 0 O VLANID & 725
VLAN ZL—FIZB LTS VLANID | TWBEAE, HEE6 ~,

EZRBL TN ERBRABHAICE, AV TS =y 3 VEMRL TR
W,

B V7 R T D EEETVLAN 70— IR LT 5
VLAN ID 2372 > T\ 5.

6 | showaxrp detail =~ RZFEITL, ~ | ~VAFx v 7 7 L— LD O ¥ A ~{E"Health Check
NAF =7 7 L—LOEEMBEOZ | Hold Time"23, ~VAF v 7 7 L—AhDEERFED X A <1l
A~EE~NAF =7 7 L—LDOHF | "Health Check Interval" X V) K&\ (GEEELZEEBE SN TN D)
RO X A v EEREER L T2 Baix, HET~,

v NVAF = T L= AORHMIEE D S A <R~ ATF
77 L—LADREMBOZ A ~<EL D /NS, FEE LY
(BREBIERBE SN TR HEICE, 2747 b—
VavEMREL, SELARLE LTI,

7 | show vlan detail =~ > K& FE{TL, VLAN 5 L DR — F DIRBBIZERFE R 2 WIGEIL, HES
Ring Protocol TfEf LT\ D VLAN & | ~,

TOR— hOREEMR L TS Fo, AR=U VY — AT AR OBAITITEE 9 b,

(A% S HEELGMELZHHAT2MROLEAIIFHEEL b, Ay
IRERROBAITITEE 13 bR L T EE N,
RERHLBHAL, T4 =Y a Y ORBLED, TO
PKREAEIRL T &,

8 | 74 1%, QoS DFEEMR LT | 744, QoSIZk->T, RingProtocol THEM-I 2 Hl#~ L —
0, APFEFRINTWDATREME R H Y 37,

WeRITiE EXGIC OV TIE, 1102 N7y MNEEOHR] 25
LTI,

9 | AN= Y Y —EOHT AR OE | B Y 7 OBRENF Y N —IHEREB Y OBRE LR T
G, BV 7 OREEZHABLCLIE | 20, 2747 b—va v EHFERLTLIIZEN,

S, - Ring Protocol & Z 8= 27"V ) —Z B L TV 5 3EE T, A8

Vo7 DBRENINTNDIDHER LT IZE0,
VU Ry NI 2ROEE T, [ARY 7 IEHLTY
% VLAN 73 Ring Protocol @ VLAN 7 /L —ZIZRRESN TN D
MER L T TZ &0,
10 | ZHEEEGEELZED LT\ 2854 | 9 7 — RiZ"monitor-enable”, Z M o> %4 |2 "transport-only” 73

I%, show axrp detail ==~ > % 34T
L, ZEMELEROERE— N2#R
LTL7EEN,

BESINTWDHEEE, HE 1L~

FENBRRLEHITE, a4 S = a s EHERLTLE
él/\o

show axrp detail =~ RZEITL,

"Backup Ring ID" X "Control VLAN ID"28 % v F U — 7k EBY
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15 HREAR -T2 ot
&
11 | Ny 2Ty 7V 7D ELEREEN | Oy 7T v 7V 7D E L EREEFEEGH VLANID (2725 T
JIVLAN ID Z i L T 7280, WAEETE, HE 12 ~,
FRENBBRAGAITE, ar T4 v a v EHER LT
YN
12 | show axrp detail =~ > F#347L, % | "Multi Fault Detection Hold Time"7%, "Multi Fault Detection
EREEEAR Y L — ABGERIBO X A~ | Interval" X D KE W (BIEEBIELEBINTND) ZE&2MRL
i, BLXOZEREER 7 L—2%% | TIEEW,
L OB LRI D% | prsma s giaiciy, av T4/ v—va v ERRL TR
TORERR O A vEEZFBL TS| <y
7ZEW,
13 | A& v JHERROEE1E, show qos Ry NERELTCWDEANE, V7 xy NU—27 CTERY
queueing =~ > I\%%ﬁb T DHAGICKI LT, A¥ v 7 U7 OFSER IR S LT
R— b Ty hEBEELTHRND | D0EFHER LT EEN,
B LTS IZEN, ALy 7V OFEBRRE L TWAEEIE, AXy 7y
AT 2EBFERNEZER L2, A¥ w7 U7 OREE B
JJHU’: VLT, HEEILREL T EEN,
#& 4-3 Ring Protocol DIFEEETAZE (IP8800/S2340 MI5H)
H BRNAE-aTVF % his
%
1 | showaxrp =<2 F&3{TL, Ring "Oper State" DN "enable" N KR INTWDIEE, EHE 2~
Protocol DB IRIE & fiE8 L T <72 "Oper State" D NFIZ"-"AER I TV DS, Ring Protocol 723
v BET 270N E R AL T 4 7 L— g VICRE STV
WHEDORHV ET, a7 47— a rEHERBL TR
VY,
"Oper State" D N2 "disable" 23 F R STV 5454, Ring
Protocol IZIER & 72> TWET, 2T 47 L —ra UEMERL
TLIEE,
"Oper State" D PN%5 12" "Not Operating" 233 /R STV 5 84, Ring
Protocol BEMEL TWER A, I 7 4 7 L— g VTFENR
Wy, a7 47— a VEMGRL T TEEN,
2 | showaxrp 2~ F&EFITL, BIfET— | "Mode"DINEN TRy bV — 7R ERB Y OFfEE— K& Bk
FEEEEAHRE LTI, 2o TWAHEBAITIE, EHE3~,
ERENBRDGEIE, a7 47— a s EHERLTLE
YA
3 | showaxrp =2~ F&54TL, 4% VLAN | "Ring Port" & "Role/State" ™ Wﬁﬁﬁ?\ v N =R ERB Y DR—
TN—TDY v THR=F, BLOZED h EARBEIZZR > TV DHEITIE, HE 4~
RIRZHERE LTIV EENRABHAIE, AL TS — v 3  H MR LT
él/\o
4 | show axrp detail =~ > F&347L, il | "Control VLAN ID"DONEMNF v F U — 7K EE Y @ VLAN ID
#VLAN ID Z B L T 728\, Lo TV DA, HES~,
FREBBRDGEICTE, a7 47— arEERLTLIE
YN
Bl VT EAERLT D& LERE THIE VLAN ID AR 72 - T 5D,
5 | show axrp detail =~ > K& 34T L, "VLAN ID"ORNEN X > U —7#K EHB 0 D VLANID & 725

VLAN 7L —71ZJ@ LT\ % VLAN ID
EHERR LTS TEE W,

TWAEAEIL, THE6 ~

J:.:Efpifocéia/\ X, a7 47— g U ERHERLTLTE
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15 BREARF-avUF B
&
S,
Bl V72T D FLEE T VLAN 20— IR LTV 5
VLAN ID 2372 > T\ %,
6 | show vlan detail =~ > RZF{TL, VLAN B L OZEDOKR— hORIEIZEFE DN WIEAE, HET
Ring Protocol TfEA LT 5 VLAN & | ~,
TOR—FOREEMHRB L TIES F7o, SEBEEGRELERT 2HROGAITITEE 8 bk
v, BLTLEE N,
BENDLDLEEL, a7 47— a L OWMRLED, D
REEAZEHL T EEW,
7 | 74V¥, QUS DETEEMRL T | 74/V#%, QoSIZ& -, RingProtocol CTffi 3 % il 7 L —
X, ABBEFSNTWDAREERH Y £9,
BRI E LSO T, 1102 7 v MNEEOWHRE] &%
LTS EEN,
8 | ZEMEEERMAEZEA L TV AHIEE | "transport-only" B3R E SN TWAEATE, HE I ~,
(%, showaxtp detail = > F&RAT | papmasmaic, av 7/ b—va v ERRLTE
L, ZEEEEHEOERET— F2HE .
LTL7EEN,
9 | showaxrp detail =~ R&ZEITL, £ | "Control VLAN ID"23 % v R U — 7k EB Y O % B EER A

HEEREIEA VLAN ID 2R LT 72
SN,

VLAN ID (272 > TWA AL, HF /) — FOLEEEEREE
THEREEMR, 7L —A%EMRO % A ~E, BLOLHERK
EEM T L —AEZE LW TEERERE LT 2ETO
PRI O & A v 2R L T E &0,

ERMNRRDGEIE, arT 47—y a VEERLTE
S,
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4.4 \GMP snooping DEIEEE

(1)

(2)

3)

(4)

(5)

IGMP snooping i FHIFFIZ < L F % ¥ 2 M HRER TEX R2WEEIE, RICF TG THGZEEL, KEREROYY
ST T TLIEE N,

Ay DR
show logging =~ > R CHEMREEDO 0 IR H DN EMRL T EE, e 7ONFIZO2NTE, TAy
=T eml LT LR EERLTIEIN,

T L—LEZEDHER
7 4V E£721% QoS IZ X 5 T IGMP snooping TEAF 5l 7 L — ABFEIEI N TV W AR LT
SV, FEEBITE ERIZ W T, 102 7y MEEOMR) #2RLTIEIN,

IGMP 7 1) 7 &R

show igmp-snooping =~ > K& 34T LT, IGMP 7 = U 7 B(FET 5B L TL7Z &V, IGMP 7 U 7

DIFET D354, TIGMP querying system:| (ZIGMP 27 = U 7 ® IP 7 KL ANFRENET, IGMP 7=V

TREELRZWGAP 7 FLVARFRENTWRWESR), LFORALEIT- TS,

o KUEEL IGMP 7 =V 72T HHA, VLANIZIP T RLAZREL, Y% VLANIZa2Y 7 (7 L—
v a a2 K ipigmp snooping querier Z#%E L T 72 &0,

o {HILEN IGMP 7 =V 7 OE, HBekdiiE 2 F— VLAN IZEE L T 2 &0,

TILFF ¥ R b T—5 A AT RE AR B D T RERR

[fl— VLAN [Z ¥ /L FF ¥ 2~ 7 — X diflk el e e B8 2 H2kt L T 5454, show igmp-snooping =2~ > K%
F4TLC, [Mrouter-port:] IZHEREAR — FRRAR SN TV D MR L T E3 W, #HfiAR— FRRTRINT
WARWES, M VLANICa 7 4 7 L—3 g > 2= K ip igmp snooping mrouter TSR — k&2~ /LF
Fx A PN—FR=MIRET DD, vAFFX A MN—ZR—-FABFEERELTES W, vF
Fr A= R—FEABFEEZTTIIREL TV LI5S, VT Frv 2 M —XOERZ R L T2
AN

MARILFXNXYRAMTIL—TF7 KLRADWESR

show igmp-snooping group =~ > REZF(TL T, MARLFF XY A M7 A—T7 RLAZHERLTZS
W, MMASILTF ¥ A NI NV—TT RLARFRINTORWES, ZEFEMIE L [F— VLAN I8k S
NTVDEIPHERLTLIEEWN, MASATFF Y A NI NA—TT RUARERINTWDIHE, EEHMNIE
L < [Al— VLAN IZEHE SIL TV A DR L T E &V,
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4.5 MLD snooping DiE{EEE

(1)

(2)

(3)

(4)

()

MLD snooping i FIRFIZ < LT % ¥ 2 M FER TE 2VEAT, RISRI SIS THEZHEL, KXo
ST ELTHTLIZE W,
Ay DR

show logging =~ > K CHEMREEDO 0 I BH DN EMREL T EE, e Z7ONFIZ2NTE, TAy
=T eml LT LR EERLTIEIN,

7 L—LEEDMHEE

7 4 v E£721% QoS 12 X o T MLD snooping T 5 7 L — ARFEF SN TV RWVER L TL 72
SV, FEEBITE ERIZ W T, 102 7y MEEOMR) #2BLTIEIN,

MLD ¥ T 1) 7 kR

show mld-snooping =~ > F#ZE{TL T, MLD 7 = U 70 FET 20 MR L TL7ZEW, MLD 7= U 73

F1ET 584, TMLD querying system: ] (ZMLD 7 =Y 7D IP 7 RLARE RSN ET, MLD 7 U 7%

TFELRWEEIP 7 RUARFERENTWARWESR), UTORLEIT> TS,

o AUEEAZ MLD 7 = U TIZT 5454, VLANIZIP 7 RLAZREL, L VLANICa VT 4 FL—
v a >3~ K ipv6 mld snooping querier Z & 7E L TL 72 &\,

o {HIEEN MLD 7 = U 7 Dh, HYikdkiE A — VLAN IZERt L T 30y,

TILFF ¥ R b T—5 A AT RE AR B D T RERR

[f— VLAN IZ¥ /LT % ¥ A b7 — & ik rl e 7o 258 2 8t L T\ 5354, show mid-snooping ==~ > K% 52
fTL T, Mrouter-port:] (ZHEAR— MRFRINTNDI MR L T E &0, #EitR— MRFEREITWH
RWEE, Y% VLANICZ 7 4 7 L— 3 > 3= K ipve mld snooping mrouter CHEfGi AN — b &~ /L5

Fy A ML—2FR— MIBRELTLLZEN,

MARILFXXY AT IL—TF7 KLRADWER

show mld-snooping group =~ > RZEIFL T, AL F X ¥ X NI L —FT7 FLZAZHEER LT EE
Vo MAR LT ¥ A NI NV—TT RUARERINTORNDIGE, SZEENEL < F— VLAN I[Z8f S
NTVEIPHERLTLIEEWN, MASATFF Y A NI N—TT RUARFRRINTWDIHA, EEEMVIE
L < [Al— VLAN IZBHE S LT B R L T Z &0y,
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5 LAN2BED ST a—Fk

TOETIE, VA Y 2RIAETHEENIRAE LT2HE O LU S>W TP L E T,
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5.1 IEEE802.1X AN AIEEE

5.1.1 IEEE802.1X KD 5 T )L

IEEE802.1X fii FHHRFIZERAED T&E 2 WA, ROBITRTREEMNT HIEIHE - TRER O Y 4317 247> T

<TEEW,
& 5-1 |EEE802.1X MEREIEEMT A%

" EEAR - F Xt

&

1 | showdotlx =~ R&EFETL, IDot1x doesn't seem to be running) 23R~ S N7-HE1T,
IEEE802.1X M ENEIREEZ fERR L T< 72 | IEEE802.1X 23& 1k LT\ &9, dotlx system-auth-control =~ >
S0, RREESNTWDEINIL T4 7L —a VEERLTIES

AN
[System 802.1X : Enable] 2&E R INTZIGAITIHE 2 ~,

2 | show dotlx statistics =~ > K& %7 L, [EAPOL frames]® RxTotal 7% 0 DIGA 1E8mA L & EAPOL 23 E1{F
EAPOL OX°Y L W ¥MThbNTWAZ & | SNTWEFTA, F£72, Rxinvalid £ 7213 RxLenErr 28 0 T2 \WM5
ERERLTL7ZE0, AL AR D B RIEZ EAPOL #5215 L TWE 7, RIE7Z: EAPOL

BEELEEAIEe 28R L E4, v 2% show dotlx logging
o<y RCHECTEEJ, 72, 22L lnvalid EAPOL frame
received] A vt&—T LHIIRIE/A EAPOL DNE LR 7,
FRRICEE S T B 513K O Supplicant DFFEEHER L TL 2 &
AN

FREICEEY LA WEAITTEE 3 ~,

3 | show dotlx statistics =~ > FZ347L, | [EAP overRADIUS frames]® TxNoNakRsp 75 0 D3 41% RADIUS
RADIUS H— R ~DIEEDR{THIL T P = NRA~DEEMTOILTWERTAL, UUTIZOWTHRLTL
HTEEMBERLTITZEN, 7230,

« a7 47 L—3 g a~< s KT aaaauthentication dotlx
default group radius 235% & SN TV D MER L TL S0,

s a7 4 b— g a~<ys R dotlx radius-server host 721X
radius-server host 23 IE L < X E SN TV D ER L T 72 &
AN

ERRIZHEY LW EITIEE 4 ~,

4 | show dotlx statistics =~ > K& 347 L, [EAP overRADIUS frames]® RxTotal 7% 0 D34 1% RADIUS ¥-—
RADIUS =B OZEMMTONT | "6y FE2ZELTWERA, UTFICOWTHRL T
WBHZ EEHERLTIEEN, <TZ&EW,

*RADIUS #— NV E— h Ry T —=ZIZNAIN TS
AV E— PRy NI =T ~ORBENFET D Z & 2 L
TLTEE,

* RADIUS Y — 3D R — M WNFRRERI G L e o T D Z & &k
RLTLEEN,

EEITEEY LR WA IETEE 5 ~,

5 | show dotlx logging =~ > FZ&FEIT L, lnvalid EAP over RADIUS frames received] 723% 5354
RADIUS Y— 3L DR & V) ZHEE L RADIUS H— "B RERNT v M EZF L THET,
TLEEW, RADIUS H— "SR TEFIZEEL TO DR L T 7230,

[Failed to connect to RADIUS server] 3% 544, RADIUS
= RADPEHED R L T EF, RADIUS H— 33 IEFIC
FEL TV DR L T 12 &,
FRCEEY LW A1 EE 6 ~,
6 | BREEHAT 7 AU R N OFKE & HER - BRERTIKBEDIRA D D EEEIMNFFE DT > NBEEIT 5

L&,

B, WAEFEM7 7 EAY A PRRESNLTND Z E 2R L
TL7EEN,
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15 FRNE-aARUK R
&
« BERICEEY L2ARAWEAITIEE 7 ~,
7 | show dotlx logging =~ > R&3FE{TL, [New Supplicant Auth Fail.] 235 2354, LA T OER CTRIEN

FREDS KL L T infilggB LT 72
SN

KELTWET, B2V PHERL T ESN,

(1) :L'—"H- ID £7/713/XA T — F\ZJ‘, ATy uﬂiﬁ-‘_‘/\ Lﬂfiéhf
[/\7’;[/\0

(2) 2—HID £/-1T A T—FDAS I A,

['The number of supplicants on the switch is full] 233 2354, %
& DK supplicant & # 2 7272, FREEDSFHK L’Cb\i?

[The number of supplicants on the interface is full | 3% 544,
A BT z—A EDEK supplicant & B 2 72720, FBIENL
L CTWET,

[Failed to authenticate the supplicant because it could not be
registered to mac-address-table.] 23&% 5456, FRAEILAE) L7
2, HIW O MAC 7 R L AT =7 VREICRIRL TWET,

Ayt —v - mZ L7y L2 OYEFTZERL, i
ﬁéhfwé[ﬂm]C%OTﬂmLT<ﬁéw

J:ua k— élbf:fl/\ &j: RADIUS 'H‘_/\O)Dyéé%%bfum
REDS R L TOZRWAMER L T 2 &0,

5.1.2 IEEE802.1X DAY 4 L— 3 VHERR
IEEE802.AX IZRfRT 2 a7 4 L — g TR DEEHER L T IZE 0,

% 5-2 IEEE802.1XMav 7449 L—a v DFER

R N I S

FEAR

IEEE802.1X D=7 4 /' L—3 g 3%

E

Woary7 47 b—yvaravy RRELLEREEN TS D
EEERLTLSIEIN,

+ aaa accounting dot1x default start-stop group radius

- aaa authentication dot1x default group radius

+ dotlx multiple-authentication

+ dot1x port-control

+ dot1x radius-server host

+ dotlx system-auth-control

FRREEHT 7 & AU R N OFRIE & MR

FAEATRIE DI AR > & EEIMNIEE T D2 DITUER T 4 VX
&N, a7 4 7 L—3 a3~ K authentication ip access-
group & ip access-list extended, & 7z (3 authentication mac access-
group & mac access-list extended C, IELFHEINTNDH I &
ERER LTS EENY,

60



5 LA4¥2

5.2 Web

PO LT T a—+

aoRLE A DBIEIEE

5.2.1 Web

Web 73 At nJ‘.E'fﬁﬁH E%Eg)l}

REALERARDO ST
H, RORIHE - TREEY D 1 TS,

# 5-3 Web PREIDEEMTFE

PEAR -T2 R

URARNZ | 7 A VSRR
SNLPaMERL TS
Uy,

cETA VEEE R ST Y MEEARR SRV EIIEE 2 ~,

‘_‘j]/l/mu uﬂEjITJ:TD 74 /Wﬁ#?ﬁﬂ“éﬂ )‘IEI_J‘{II\ jIE% 5~

« RADIUS FBFE AT r /A VHEENF R ENDEEITEER 7 ~,
ERA A v URNERENDHEEITTESE 14 ~,

oy Ay, a7 RO
URL &> TW D& HiE
LT,

caZ Ay, uZ 77 h®URL ’ES> TWAHEAIE, ELWURL 24 L

TLIEE,

* [EJE VLAN E— RIEB L O A 5 3 v 27 VLAN B— RIET, 127 V[

M, B77 7 MHEPERRSNRVERE, RORELZMRBL, ELIEK
ELTESN,

cWeb FEFEHIP T RLANary 7 4 7L — g a< s K web-

authentication ip address TFX/E LTV 5y, E/ZIZURL U XA Lo bR
a7 4 7 L—3 g a2 R web-authentication redirect enable TH%) &
RoTNDODEHR LTI ZIN,

- BREICRZEE LRWE A ITHEE 3 ~,

Web 3-— "R EEL T D
METERL T &,

cWeb it ary 7 4 b—ygaravwy RBRIELLE

cROAZ L FEFETLTWeb F—"DEIEL TV D02 LE T, Web

P BEEL T DA ITIEE 4 ~,
[~ F]
# ps —auwx | grep httpd
[#eF8 FIHE]
ps == o R DOFERAEEIZ /usr/local/shin/httpd DR HAIE, Web H—3
DEMEL TWET,

« Web = "BEMEL TWORWEAIE, a7 47 Lb—varavr R

web-authentication web-port Z i L T < 72 &0,

RESNTOEHA
I%, restart web-authentication web-server =< > N C Web ¥— &2 FHZH) L
TLEEY,

FROBIETH Web b — SBEE L 2WEAIE, a7 L—vay
=+ > K no web-authentication system-auth-control "¢ Web #GE %5 I S+,
10 pREERB%ICa 7 « 7 L—3 3 > < | web-authentication
system-auth-control C Web §2iiEZ #E) L T 7Z S0y,

SREEEMAT 7B RX U R RO
BEZMHER LTIV,

* PORERTIRAE DU AR ) B BEE

IMTHRFED N NBEEIT 9 %A, WikEH

TIZERAVZARMRREINTNDZ LEMHERLTIESN,

¢ ubuigﬁﬁ IPv4 77"?2)2 }\@74'/1/5*14: \_, Web uL,uJ‘.Eg)EH IP T ]\ %

ANEGENDT FUARRESNTWARNZ EZHERLTLIEE N,

-+ BRCICREY L2RWG B 13EHE 9 ~,

show web-authentication user
o~ R Cax—¥%ID 7535”<
FESNTWAENEMER L
<TEEW,

« 22— D BEEE SN TWRWIEE AT, set web-authentication user 2~ > K

Ta—HID, AT —F, BLUWVLANID ZHEHL T 7230,

« FEICEY LW ITIETE 6 ~,

AT UTeRRAT — KRG -
TWENEMER LT ZS

Uy,

« NATU— FR—F L TWiaeWigETE, set web-authentication passwd =2~ >

RT/RATU— K& ® 357, remove web-authentication user =~ > KT
2—FID W o= AHIBR L= & 12, set web-authentication user =< >
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H S A XTI

&

T, HE, =—%ID, SAU—F, BEXUVLANID Z&§H L 72X
U,
« FRRICEEY LA WEAITTTEE 9 ~,

7 | show web-authentication - #&/RIH B "[RADIUS frames]" @ "TxTotal"OEN"0"DOHEIL, 2> 7 4 7
statistics =~ > N T L — 3 3+ RO aaa authentication web-authentication default group
RADIUS H#— 3 & ik radius 33 X 0%, web-authentication radius-server host (721 radius-server
MEEMER L T EEW, host) DWIEL K EEIIN TV MER L TN,

- dead interval B$EE(Z &L > T, RADIUS W — "3 MEIEE L 7p o 7R B Bl
ZAREZRIRBBICEHIAL T, 27 4 /' L—3 3 > 3= K authentication
radius-server dead-interval Cg% € X L7z O R 1X RADIUS H— " ~D 4
T Thnnwied, BEEe7 —L 720 £7,

Z OBE, RADIUS H— EGAIC K IR ORM A ET E 5854611,

a7 4 7 L—1 3 a3~ K authentication radius-server dead-interval Mk
EfEZ T4 57, F7213 clear web-authentication dead-interval-timer == >
REFATLTLE &V, 1HHO RADIUS — %2 U7 3BREEMEA
Bl ET,

« BRRICERY L2 WA TEE 8 ~,

8 RADIUS #— 32— « 22— ID BEEF SN TWRWEATE, RADIUS — N8 L TS
ID B LUVRA T — RA3% VY,

FRSNTVDDEMRB LT |« LEUCHY LRV IIEE 9 ~,
CIEEWY,

9 | show web-authentication « Web ZEEDOHFHE R ER SN2 WA IHIEE 10 ~,
statistics =<2 RN TWeb 3% | « FRic# La W4 130E% 11 ~,
REOFFHERN R RIND
MERER L T IEEW,

10 | 2747 b—varva~v | - ary7 47 L—3 32~ K web-authentication system-auth-control 737%
> K web-authentication EINTWRWEEIE, RELTIEE N,
system-auth-control 235% i « FERICEEY LA WEAITIES 11 ~,

INTWHENEfEZR LT
7ZEW0,

11 | show web-authentication « [EE VLAN &— RIFC, FREEBHRSEER STV DR — N ORGEF RN R
logging ==~ > K% FEAT IRENIRWEENE, a7 4 7 L—1 3 3= K web-authentication port
L, BEEICRIED RV E TR G A — PR ELSRESNTNENEMAER LTI ZIN,

MERB L T IS, E7, WRBERSN TV DRI RAR— MR Y v 7 X EE vy
ML TWRNZ EERHERLTIIES,

« FERICERY L2 WIGA1THE 13 ~,

12 | ThorT 4 v 7% —oN2 | - FoRIE H"[Account frames]"d"TxTotal"DENR"0"DBZAEIE, 2> 7 4 7 L—
T AT NISERER S LR v a3~ RO aaa accounting web-authentication default start-stop group
BAE, show web- radius 35 X U8, web-authentication radius-server host (& 7213 radius-server
authentication statistics =~ host) WIELLKBREINTNDNHER L T EEN,

YRTTATT 4T - FEICEY LAVSAIEI Web BiED a7 1 ZL— 3 AR L TL
TN & OBEIRIEE FER 7R,
LTLEEN,

13 | B SN TV DA TR « BRERT SRR DOFRFEN F - 72 < TE WAL, restart web-authentication
B TERVIREED R L T web-server =~ > K CWeb — _ZHEE L T 7ZE0,

STEEW, - Web ¥ — % i H) L T HE8EA TE RV AL, restart vian mac-manager
avy REFATLTLEIN,

c FEUCEEE LR WEAE, Web BFED a7 4 7 L—va U EFERL, IE
LWar 74 7 Lb—a v EZRELTIESND,

14 | v 7 % show logging = | - ROEIENTON8E, HEH 7 712 Web Y —3(httpd) D1k X v —

~  FCHERLTLES
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] FRNE-a<wU R it its
=
| & Web = S(httpd) DFFREN A v B—UNRRZINDZENHY £7,
(1) Web 38R % 1€ 1k (no web-authentication system-auth-control =~ > R D5
1T) L7 E#IZ, Web 751 % B (web-authentication system-auth-control =~
v ROFET) LIS
(2) restart web-authentication web-server ==~ > KT Web % — 3 Z F @) L
e E
[Web H#—/3(httpd) D5 IE A & —]
L~yv . E7
At — kI 2a001000
A w— : httpd aborted.
[Web -— /< (httpd) D FFHZEN A~ & — ]
L~ . R7
At — Uk 2a001000
A wt— : httpd restarted.
UL, Web — 3 (httpd)23MEIE LT, # D%, Web H—3(httpd) 73 H E)
RICHREI L= Z & 2R LET, Web ¥—(httpd) D B 814 1 23R GEEN 1
ki CE £,
- BRUICES LA2WERE, Avk—v-vl L7yl 2830 LT
<TEEV,
522Web N7 145 L— 3 VHERR
Web FEREIZBIRT 2 a0 7 0 7L —3 3 VIRRO B ETER L T EEW,
K 54 WebBENIVT4JL— 3 DR
H BARL Yk BRENE
=
1 | WebiBFED a7 4 7 Lb— | ROav 7 47 b—vara<vy FRELSRESINTNAZ L E2HERL
va VRIE CIEEWY,
<HBOFRE >
+ aaa accounting web-authentication default start-stop group radius
- aaa authentication web-authentication default group radius
- web-authentication system-auth-control
<K A} w7 VLAN E— RIFOFHRE >
+ web-authentication auto-logout
+ web-authentication max-timer
+ web-authentication max-user
<[#HE VLAN £ — RIFOFRE >
+ web-authentication ip address
+ web-authentication port
+ web-authentication static-vlan max-user
+ web-authentication web-port
EDI, kKOavwy ROBREEMBRB LTI IEEWN,
+ web-authentication redirect enable
+ web-authentication redirect-mode
2 |VLANA Y E 7 x2—ADIP | XA F v 7 VLAN E— R, ROKVLAN AV F 72 —R|ZIPT KLA
7 R L ARE BELSEEINTND Z LR L T I,
- #FEAT VLAN
- #8FE% VLAN
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REDRZ TN a—k

i BRA K EASES

&

3 | BEEEHT 78 AV X b | FHEEATREEDOWG R HEEEIMNIBE T D72 DITHE R 7 W H RN, av
R E & e 7 4 7L —3 a3 3= K authentication ip access-group & ip access-list

extended, ¥ 7z authentication mac access-group & mac access-list extended
T, ELLBREINTNDZ LEZERLTIEIN,
4 | ARP U L —RRiE R [EE VLAN & — RIEB L A F 3 v 7 VLAN E— RRf, GRGERTIRAE O
Ko B ARILES OWERSEIZ ARP N7y NEBE ST D7D a 7 4 7
L—3 3 > 3~ | authentication arp-relay 23 1F L < %7€ STV 5D & FER
Lt f:él/\o 73?%, uquﬁﬁH MAC 77 &Ax1 A ]\T, ntuuﬁﬁﬁj%j{ﬁ)%@
ARP /X7y b @il SELOREEZT %A, ARP U L—REIIRETT,
5.23Web RREEDT AT 2T 14 VT HER

Web B8GEDT A T 4 T L IR O R AR L T E 30y,

% 55 WebPBEEDTHhV T4 2T DRER

H E N EARES

=

1 | BEEEROT7T B FAIE | - show web-authentication login =~ o K% 5247 L 2 BRICERARIREEN R R &
L <FREE STV D DD TWARWIEEIE TR 5-3 Web RIALDEEMMNT HiE] #FEmL T EE
- -

T AT 4 TP NS LTV RWE ST 2 ~,
- syslog P— NIZFEER S N TOV R WG AT ESE 3 ~,

2 | show web-authentication « &/~ H "[Account frames]" D" TxTotal" DEMN"0" DL &L, 7 4 7 L —
statistics =~ R CTOT H v =3 3= K aaa accounting web-authentication default start-stop group
TUT 4T NE DI radius, web-authentication radius-server host (7= 1% radius-server host) 731F
(ERINEY S LSRESINL TV DR L T 7ZE W,

c BRICEEY LAAWEAIE, WebBiFD a7 4 7L —v g V&R L TL
7230,

3 | syslog V— ROBEOHE | ka7 47—y aravy RAELSRESNTND Z L EMRLT

CIEEWY,

- logging host T syslog F— "R EINTND Z L 2R LTI ZEN,

- logging event-kind T-f X FFERIIZ aut AAFRE SN TWD Z L AR L
CIEENWY,

- web-authentication logging enable 3i% E SN TWH Z L ZfER L T E S
Uy,

5.2.4 SSLY—/\FIFAE - ZEHFERBO LS T/

SSL H— NEHERA E L Fhas oD E IS B A

X, koFERIC

o THKAZG Y 31T TS0,

F& 5-6 SSLY—/\GEAE L MERERROESHTAE

i} FEEAS BEARF -k *E I A%

%

1 | BFEmARICEE LT ps -axuw | grep httpd Web —/3 (httpd) D EB)BHARIREA] 23 T — FERE & ik
B — SR R o<y REFETL G ARG LT L 0 bW IEAIE,  restart web-
SRR TE 720, T, Web #—n authentication web-server =t < > K¢ Web ¥ — % il #)

(httpd) OEENFLEE | LTI ZEW,
FE 2B LT 72
YA
2| Y NEERE E AR ps -axuw | grep httpd Web —% (httpd) 23ENE L TR WEEANE, —3GE

D BRI | ZRRAE T

v REFETL

W13 & BRSO B O E DR EIE S TWET, ROFIE
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15 BEENE BENE-aTU R RIS %
%
SRZNAN T, Web#— T, ELWHAG DOV — GEE & St a Bk L
(httpd) 28EH LT | T &,
W52 ZEHERS L T< | 1. clear web-authentication ssl-crt =t~ > K CH gk L 7= ZEH &
SRS ERESEAHIBR L £,
2. restart web-authentication web-server =~ > K C Web #—
NEFEELET,
3 IE LW — NEEE & fEE 4 set web-authentication ssl-
cta~v RCHEL, Bl ET,
4. FEFE, restart web-authentication web-server =< > KC
Web H— 2 FEEE) L E 7,

3 | P GERE L HEBA vyE—I72 | Web —23 (hitpd) 2AEEEIZHRV IRTHA1T, EHE?2
FED B IZ Web KRINTWDIDE | EEFRICHLL T ZE W,

PF—REHED) L MR LT &N,
b, FEEEEED IR
LCLE,

4 | openssl =< RTIE | openssl DIEELFIET (2747 b—val A R ACEH L T DHEYE
B L 72— NGERE BT, EITER FIEERB Y OBENZHER LTI,
CREREMEALT | EFROMIECLR | - FIEL I 0 ICHRIE LI BAE, T L ORRNA L&t
BEELTZD, WAET | W EER LT F A ER LT S0,

ERZYAN Y AN
5 | openssl =~ KT/% | openssl version =~ openssl 1.0.2 BIBED NR— 2 VAR L T ZE,

5 A— B BRETE
fﬁb \O

> KT openssl ®
N—=T g VEMERL
TLTEENY,
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5.3 MAC

PO LT T a—+

sORLE AR DRIEIEE

5.3.1 MAC

MAC 3R FH I o i

n-unE‘ﬁﬁq E#OD I‘ v 7)[/
EY, ORI TREZEID 3 TS0,

# 57 MAC BRIIOBEEHENAE

1§ BABF-avTUFR XTIt

%

1 | WARDBEECTEX D0 MR | - v — W AGRES A TRRE T E W& I3 IAE 2 ~,

LTLEEN, + RADIUS F8FE7 70 CREGE T & R WA ITTESE 3 ~,
- BRSNS LR WA ITHEE 5 ~,

2 | show mac-authentication * MAC 7 R L AREEE I TV RWEAIE, set mac-authentication mac-
mac-address =~ > K¢ address 2~ FCMAC 7 KL A, BEXWVLANID Z&#K L TLZX
MAC 7 KL A & VLAN ID A
DEGRSNTODDEMERR |« L3S LW EA IEIEER 5 ~,

LTS,

3 | show mac-authentication - F&/RIE H"[RADIUS frames]" @ "TxTotal"DEN"0"OHEIL, 2> 7 4 7
statistics =~ > T L—< =3 2= K aaa authentication mac-authentication default group
RADIUS H—/3 & OiEfE kK radius, mac-authentication radius-server host (7213 radius-server host) 231E
AR LT EE N, L<&Eéhf“5ﬂﬁﬁbf<ﬁéw

- dead interval %6EIZ & > T, RADIUS Y — "EISE L 7e o 7 REED B
IERNEASINE J’EIB LT %) a7 4 7 L—3 g 3= K authentication
radius-server dead-interval CE% /€ X 1172 Rl O 1% RADIUS H— S ~D 4
T Thbnani=o, nmEI7 L7 ET,
Z OEE, RADIUS — NEISEIZ L D BRERR OB ET X 285613
a7 4 7 L—3 3 a3~ K authentication radius-server dead-interval @p
EZ BT 57, F7213 clear mac-authentication dead-interval-timer ==~ >
REFATLTL &, 1HHO RADIUS r— % L 7= BEEENMEN
Bl ET,
« BEUCERY LR WEAITTEE 4 ~,
4 RADIUS H#—/Z MAC 7 * RADIUS — "D —H |D & LTMAC 7 KL ADNEER I TWVRNGE
FLABLUINRT — K3 1%, RADIUS H— 28 Gk L T 2 &V,
HIENTODDZMBL | « 2TV —FELTMACT RLAZMHLTWAEAE, =—F IDICHE
TS, L7 MAC 7 FL R ER—DEEFEL T &N,
- RAT— R L LT, RADIUS — NIZHlBOEE#E LI halE, a2
7 4 7 L—1 3 > a< > K mac-authentication password Tg%iE l/f:/\x U —
RE—FHLTWEINEMHB L TITEIN,
« FRRICEEYS L2 WIGAITTEE 5 ~,

5 | BAEEHT 78RV R b | - FREERTIREE DR D B HEESNRFED /7 v MNBE AT 5 %56, Wit

BREEFEELTLEEN, TIEAYARBEEINTNDZ EEHERLTIEIN,
« ERRICEEYE LR WEEIFTEE 6 ~,
6 | show mac-authentication * MAC FBREDFFHE MDD F R SN2 W EITEE 7 ~,
statistics =~ > T MAC o FEICEY LA WA I3EE 8 ~,
RAEDOFEFHE MR R TR S
DNERER LTS IEEN,
7 aryI7 4 b—varav | - ar7 4 b—3 33~ K mac-authentication system-auth-control 235%

> K mac-authentication
system-auth-control 237% &
EINTWDHEMRELTL

EE,

EINTWRWEEE, RELTIEIN,

a7 4 7 L—3 a3 a~ R mac-authentication port CRRAGERIZR A — kA

FELLBREENTWANEHERLTLIIEE N,

° Jﬂ'ﬁj{z))@'f}Lé%Tb\éwhuiEﬁ%T‘— }\ﬁ)) /7& '7/ if\. j:/'\/’ b4 I\&
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iz} RBAE-aTUK XIS
&
T LTNRNZ E AR LTS,
« FRUCHS LW AITTTEE 8 ~,
8 | show mac-authentication c RINAESM F CRRIES N TV AGEITIED OBERGRIERERT 5 £ TR
logging ==~ > K% AT FEHTEEN,

L, BRICHIED 2
HERL TS ZE W,

s FRRICEYE LW AIE MACRHEREO 2 7 4 VT L— 3 U aER L TL
7ZEW,

53.2MACiFDa> T«
MAC ZBEFICERT a7 4V L—2a VRO SAEHR LT FE 0,

7 L— / 3 JEEEML\

ﬁ 5'8 MAC At nEO): /7 4 7 I./_y 3 /@ﬁﬁum\

i BRA K EASES
=
1 | MACEGED a7 4 7 WDary7 47—y aravy RRELSRESNTNDZ &AL
L—3a VERIE CIEEWY,
+ aaa accounting mac-authentication default start-stop group radius
- aaa authentication mac-authentication default group radius
+ mac-authentication password
+ mac-authentication port
+ mac-authentication radius-server host
+ mac-authentication static-vlan max-user
* mac-authentication system-auth-control
2 | FREEEHAT 7R YR b | FEEERNREOAR D O IEESMNCEBE T DO ER T 4 VZ BN, a v
AXE & TR 7 4 7'L— 3 3~ K authentication ip access-group & ip access-list
extended, 3 723 authentication mac access-group & mac access-list extended
T, ELKEESINTND I EEMERL T I,
533MACRBEEDT7 A>T« 2T TR
MACFBREDT AT T 4 I L TER DA AR L T E S0,
ﬁ 5-9 MAC i Bith nE@?jJrj/T’f /7 a)ﬁﬁuu..\
15 FERRA > b HEARE
=
1 | FEEREROT 7 FAIE | - show mac-authentication login ICFRFRIREEA TR SN TV RWEEAIT [#
L < FEE SN TV D DRk 5-7 MAC RBAEDFEFMAT ik ZFEM L TS0,
o) T AT 4TI NCRERS TRV AT 2 ~,
- syslog Y — NIZREER STV WA IFIEE 3 ~,
2 | show mac-authentication - F27RIE B "[Account frames]" D" TxTotal"DIER"0"DIHEL, 2> 7 4 7 L—
statistics =~ > R TDOT % 3 3~ K aaa accounting mac-authentication default start-stop group
T UT 4 TR D radius, mac-authentication radius-server host (= 7= radius-server host) 73 1E
{EIRAB DR LSRRAESN TV DDHER L T IEEW,
< BRUCEEYE LARWEAII MACRERED a7 4 VL — a U EER L TL
ZE,
3 | syslog v —DOFEDHR | kDar 747 b—vara<wy FAELLHEESNTWSZ L 2R L
<TEEW,
- logging host T syslog h— "R EZNTND Z EEFER LTI EI N,
- logging event-kind T4 X2 MEBIIZ aut B E SN TWDHZ & Z R L
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15 B RS RRE
=
<TEEW,
- mac-authentication logging enable 238% E SN TWV5 Z L &R L T 72 &
[
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il

=1

SOET, BISEPEHAE TREE A RA L B A ORI SV TR LT,
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EEEERED NS T a—

6.1 7y JyLy - YEUEY FDORBIEESE

6117y TV - JEUE Y MERTRENATERL
TUTVL s - VAU MERTEIENTE ROEAE, RORIRTHEEINT I > CRE )

DT EIToTLES N,

£ 61 7yTULy - UEFUEY NOBERFAE

BAEANE-avUKR

PSS

show switchport-backup =~ > KT 7
A= IVR—ReEH U FYAR—FBIE
L < Forwarding,”Blocking (2725 Ty
LT EEHERLTIEENY,

TIARIR— B XY R—FDELBHIZH Forwarding

DR LR WEE

- Blocking D400, 77 7 4 7R — MEEHEREATIE L T
BAREMEA H Y £9, show switchport-backup =~ KT, 7
77 4 7R— NEEBRAEIEL TV, fRL TR
SV, 77T 4 7 R— NEEERENEERORS, VT4~
VR—=bEBY 7T o 7T HETHRLTIEIN, 20,
set switchport-backup active 2~ > R, ¥ X UR—F &7
7T 4 7L T &N,

- Down DEAITEIFPREZ MR L T 2 &V, ERFEIT

31 A —%xy hOBERE] 2ZRLTIZIW,

Forwarding/Blocking {Z FIREZS 72 W4y, THZE 2 ~,

VA IR E AT AN ORI RS
BEERER LTIV,

HAEEENR T T a7 L — A EEEE AR — h LT
BRWEE, Ty TV c VE VA NEEALTOWSERET
MAC 7 RU AT v 77— MEREPENZ /> TNDD, fEEL
TLIEEW, MACT RULART v 77— MERENRE N2> T
PNA, FTEIEMACT RLARAT v 75— K7 L— ANZET
ERVWRy NI REROSE, Ty TV s UE X b
WICLDUVEZBIOCUIDRLARBET S L, EA2EE TR
MAC 7 RLATF—FANT— 0 777 b+ 5% T, BENE
BLRWZERDVFET, ZOLIREGAEIE, LIELELFHE-T
NEHEBEOREBZHGR L T EEN, £720%, birdkE
T, MACT RLAT—T LDV YT H2FE ML T TEEN,

APEEN T T v v a7 L — A EMREE AR — LT
LA, WHE3I~,

77 vy afilifl 7 L— b DORE
VLAN OFRENTE LWDVER L TL7E
W,

show switchport-backup =~ KT, 77 v aflffilz L—24D
BEEEVLAN Ry 7 4 S L—va UV CRELZEBDICER
SNDHZLEMERRL TSV,
BRLZLEBYFRREINZ2WVEGES, 2747 Lb—a Ok
ENELLS BV ERA, av T4 L—ar TRELEY
Ty vafilifil7 L—ADEEFEHLVLAN &, 774~ U AKR—FE
FOEA U H YR —MIERELTHS VLAN 2B L TLEE
VY,

77 v afiliflily L — ADERES VLAN OBGERIE L WSS
T 4 ~,

75y a7 L— A0 BArEEE T
ZIETETCVLIDHERL T EEN,

HrEETT Iy a7 L—AEZE LTV DD, show
logging 2~ RCHEB L TL & W, ZELTWARWEA, 7
Ty a7 L—LEZEFETED VLAN AREINTND
», HERLTLLIEE0,
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7 IPEED S IILLa—F

ZOETIE, IPRy N —7 LOBETRENEAE LG ORI DN THI L E
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1.1 1Pva 2y FTJ—H DBIEREE

711 BIETZERGL, FLEUEEAhTWLS
AREEZEHLTCNDIPVA Xy hU—27 BT, @8 T 7AREAETLIERNE L TEZLNDDIE, RO
IFEIHY £,

1. IPEBEICERT 747 L —2 gV OER
2. Xy NU—7 ORRER
3. Ry NU—7 EHERT DR ORRE
FRLBIV2ICOVWTIE, avr 747 b—2arBIORy N — 7 OB ERT & B FEHOES
RCNWEEE, BENTEX LR L9 RIFRP 72V )R L T EE 0,
ZIZTHE, SR T IO (a4 =y a B0y M= RERIZIEELVWDIZ IPBENRTE 722
W, TZNFETEFICEHWTWEDIZIPHEENTE 2L hol-] LWIHFr—REH.0IZ, BEETMBE LY
JRIR DY) Y 75 F FNEZE TV LE T,
BEEMALR X QSRR OY Y 251 FiEE, RO7a—Zit->TLIEEN,
X 7-1 IPv4 BEEATERVMEEDIESHENFIR

< IPvdBIEH T &>

\’

mErdeati:

BENT SN A1 BETELLM-1:

BefoO Fhian Vv BeEronodnidks

show ip interfaced =/ FIZ LS Awt—2-O0dL 770021 OEER
A R 71— A@up, downd ARED BESE Au T —UOEEISE T E 0
up
down
> A=tz FOREES] VOEHET
A4

pingd =% FMIZ &L HEEEEORE

UE—FOFALS Bt - )L — & R TRIEFT
JL— SR TRERT v
show ip arpOd < FIZLE T L AERRAEORES
BiRED EHRE
A4 A\ W
show ip routed =< o M LD EEEIEROIESE BEETOPR Y D — SREERELT
&L
. Fro3 2w bt =408 71—k
Ay e - - I .
%%E%%Efﬁu STV a—k] MEAT S
7 FLANAE iEEiEmRH Y
TOHCPT IP7 M L AMEIL BT 5730 *2
W Froid iy FEEOIESE *LEHRET
A7 —avsag s Fip routeTIEL

LR EERELET

EX1L 131 A —P 3y hOBEEE] 22 L T 7EE0,
X2 1712 DHCP CTIP 7 RLAREID B THNRN] 2L T XV,
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(1)

(2)

3)

(4)

IPBED LS TN a—F

X3 1102 7y FEEOHRE 2R LTSN,

Oy R

WENTEX L RIFERO—2I21F, BROESE (F-38#EL) BEXORET, REENRRRTIas

T, "= RU =T OEEELRT A E—VOFRRFIRERLET,

BB, B 7ONFICONTUE, [AykE—v - nr L7y LX) 28RLTIEIN,

1. AREBEICo T LET,

2. showlogging =~ R&fio T /2R RIEET,

3. B ICIFAARELEARNRRRENET, BENTE R Ro AR FRRRSNL TRV
AR L TLIZEN,

4, BENTERL RO HRHIERENLTWAr V7 DBEEDONERL L OEE~DOXINMZOWTIE, T2y
=T vl LTy LR ICEE L TWET, FORRICES T EE N,

5. HWENTERLIRSZARHIu ZORFNRNVE XL, Q) A ¥ 72— RREOMR] 1A T
7EEWN,

4R —RIREDFER

AEEON— Ry 2 TFEFICHEL TOLHETH, REBELHEH L TOLBHEOREO NN~y =7

WEENFELTNDLZ EHEXHNET,

AL L B OERBM D, (% 72— ADWREEZHERT 2 FIELKRIRLET,

1. KREBEICe 7L LET,

2. showipinterface =~ K& fli> TS EEM DA > % 7 =— 2D Up,/Down IREEZ B L T 2 &
v,

3. HUA L HT=—AN Down” HRIEDL XX, 131 A —Pxy bOBERE] 2L TS
v,

4. FUALUHET2—REDOBDA U H T 2—A0N” Up” REED L X%, T(3) MEEFIHOKTE (RikE

MO ETDHR) | ITHEATLLEE W,

[FEEHHEDEFE (KREENLGERT 55H)

AAEBEICFEENR2NVEAIE, BEEITOTWEHFLOMO L ZNTHEENEE L TWDLHREERH Y £
T, WEMFLDOE DA TEENFAEL TWD D, BERHZETET 2 FIEEZRIRLET,

1. REEICrTA o LET,

2. ping 2~ REHE-> GRIETERWE T OMT L OBLAEZ TS L TL 723V, ping 2~ > ROBIER
BLOETHEORGIL, Tar74 7 v—va A R 28RLTLIEEN,

3. ping =~ FTEBEHTFLOBBEAMR TERNoIzE &I, EHITping 2~ FEflio TAREREIC
ITWEEE > BN BE AT A TBRB AR L T 7230y,
4. ping == NETORR, FEEHHSBEEEOLGI [(5) BRELEE & O ARP R HR O

12, VE— MNEeDEBOLHAIL [(6) BEMEHROMR] ITEATIEEN,

FEEGEORE (BEHERDImKREENOEHRET 515E)

ALEEIZ 0 7 A CTERVREICH 2HEIT, BEROURIEE ) OIBEHT & O & Z Oy TRENIE
L TWDPEERALZREST 2 FIHEZRICORLET,

1. BEEOUARILEIC ping BN H D Z L 2R L T EE VY,

2. ping BEREZ BEEVITZR Y, BEROUGRIZE L BEHTF & OBENR TE 220 R LTI ZE N,

3. ping HEEE CHBEM T L OBUBNHER TE o2 & X1E, & 51T ping 2~ REM > TBEREDIER
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LENZIT W E D DIEIZBEA T2 AT CTHIBEZ MR L T 72 &0,

4, ping BEEIC L DEEFMENMEETEELLD, BELEIODNIEENAEE TH LIRS
0y AL TN E, BEEMITY o —I12i-> CTEERRNOFAEEZIT-> T I,

(5) MAIEEE & D ARP fRIEHRODIER

ping =~ ROEITHERIC XL » THEER L OBURA A OEAIEL, ARPIZE DT FL AL T

W2 EREZ DN ET, AR L PBEEEEOT P LA FIIREE 2 R 5 FIEEZ IR LE T,

1. AREEIIe7 A LET,

2. showiparp 2~ F&ffio THEEEEM L OT L ZAfFHIREE (ARP = F UBEHROAE) 2R L
TL7EEW,

3. BEBEEEMLEOT FLANHERL TS (ARP = FUFHRLH D) BAI1E, [(6) RIKIHEROM
ICHEA T 2 & W,

4, EEEEEMLEOT RLARMEHR LTV (ARP =Y MU IERA L) HBE1E,
I FT—=IRENR L TWVENEERL T EEN,

5. DHCPsnooping i L TWAIEAIIX A F I v 7 ARPREIZ L > TR v BBEEIN TV D ATHE
MWNH Y ET, 27 4 7 L—3 3 0 DHCP snooping DX ESRMENTE LWHARE LT EEN, F
JIBIZ>WCid, 8.1 DHCPsnooping ® b7 7/v | ML T &N,

(6) HRERIFHRDAED

AL & O T RURADER L TV BIZH 0 0b b THENTEX2WGER, IPvd =%y X Ml Tl
BHTLORFPORKE CHEN AR LD, FRITEBEEMTE TCORBRBH LW EOSAR, AEE
DR DRBIEREERT HILERD Y 9, BAETFIEZRIORLET,
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trust IR — TR > TWDHZ L AR L
TLEE,

7
%5 L9 %5 DHCP Hr— "R IEBIO b O Th 556, HfiSnT
WhHAR— hZar 7 47 L—3 g a2 K ipdhep snooping
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17

Bz

B

B}

W"

PSS

trust Z 3% € L T 72 &0y,

2%, ARLEED DHCP — & AT 53513 untrust R — T
RS A, F/2, KEEDODHCP UV L—%2HT 2546
i%, DHCP ¥— 335 STV 5 VLAN 7% DHCP snooping @
SIBAL DS, trust IR — MZR > TWARERH Y F£3,

show ip dhcp snooping binding =~ >
TS T o TERERR L LT
é l/\O

WEEZHEESHL-HLICIP T FLAEHRNTE RNEAIE, A
AT AT T —ER=ADRGFEEHER L T EEN,

812 NA VT 4L ITT—HR-ADMIFICEATD T
V] BEHRLTLIEE N,

NRAT A THERTCEREINDHEY MACT RLAIPT K
LAR—HT %) =2 b Y OFR— FLVLAN ID B R 554

%, IP7 RLAZEG L5 & THfR— 1% VLAN O %
ERLIRetEnd v £9,

BUEDR— R VLAN THA&HLT 2561, FEIPT L2
G L TS ZE0,

10

T DAl

FREO ENTHME L WAL, AEE2SEIC, HEECHEA
LTWABEDMOBEREZ MR L T 7ZE 0,

8L2NA VT4 VT T—ER—ADREFEIZHITE S TIL

PHE BN LICAA T o S TIERDBG ST RWERIE, AN, T T T = A R= ZADRIFIZH
THETTANEZLNET, RORITTRTEFMT LU > TRROEIY 5310 217> T &V,

K82 NAVUTAVIT—EAR—ROREIZAT S b3 TILOBEEEFTAE

15 EASES RE s

&

1 | showme =+ RE7ziE show flash 2+ | REARERRWVEEIE, RERT 7 A VEWHT 2 E L THRME
¥ RTC, flash E721EMC Ikt | AREEZHBRL T ZEWN,

HAREROD L EHEHRLTLLIES RHREZS R B 22 A, THE 2 ~,
AN

2 | AT T T=E N 200 | flash ITRTFET 2581, EHE 4~
ERER LTI, MC IR IFT 2 B0, THE 3~

3 | Isme-dir av 2 KT, MCOIRIET 4 L | 74 L7 bUBFEELZRWEEE, mkdir 22 RTTF 4 L7 b
I NUBEET D e E2HRL T | UEERLTLIZEN,

S0, MR ROND WG E, HE 4~

4 | avrq4Zr—vara<wrFipdhep | XA VT 4 U EBRNEHR SN THIETE LM ARET 5 %
snooping database write-delay D% E &, TNAA T A T T =2 R_R—=A IR FFSNEE A, IPT LA
show ip dhcp snooping binding =~ > K | Blfitk ICIEER BB T 20 &> T, N T 4 v 7T —
TR T A T T—=ER=ADERHK | IXN—ADERFRHPEREN 0D Z & 2R L T2
PRIFIFF 2 s L C < 72 &0, AN

MER RO D7 WA, THES ~,

5 |DHCPZ ZA4 7 v MIlMisnizIPT | U—AKRBOIBENGE, N T4 o 77— F_R—= 2%
RLADY — AR, T—F_—2 | ZALENCIP 7 FLARY =2 & e 2 /iR H 0 £9,
PRAFRFORFDIRFH L W RV Z & 2MERS | =27 ¢ ' L—3 5 > 3= F ip dhep snooping database write-
LTLEEN, delay TAHREE DT —F N— A RERFOFRF LR ZFL T 55

DHCP #— NTIP7 KL AD Y —2Ffi]Z#E< LT E &0,
MR ROD B R 0EE, THE 6~
6 | Zofth NA VT 4 v T =5 _—2 % flash ([ZR_AF L7z & IZRI-EN 72

<, MCIZHRAF LT & &AL T 4 ZIEBA G E /T 7e s
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17

HRNE

PSS

B, MCZRHL TS &,
7B, RUMOERZAHEE T25E8F, Mo T 47T —
B R_R—ZDRAEEE MCIZLTLZE W,

8.1.3ARPICEAT B FZ T

ARP X7y RRBEIREINTWND L IPVABENTE <20 £3, ARP Ny MAETRINDIFEFE L
T, #1473y 7 ARPRENEZLNE T, IROFBITRTEEMATITIEIHE > TRROYI Y 55315 %217-> T

IS,
K 83 HA4FTIvY ARPREIZE>THRELE FSTILOBEERTAHZE
15 EASES RE s
&
1 | DHCP snooping 5% & 1 #t & 78 L T < 8.1.1 DHCPIZBI9 5 hT 7] &ML T, DHCP snooping
7EEW, NIEFICEMEL TWD Z L AR LT EEW,
MR ROD R VEE, HE 2~
2 | show ip arp inspection statistics =~ > K | 4 F 3 v 7 ARP AN HZN72 untrust A — b & LTRREND
ERITLTC, A4y 7 ARPHRED | RA— b2, IPVABEDO TERWA— & —FH L TWBHEAIT,
FERNZ R L TLIZE, TEHE 3~
ZHUSDR— MBS TV DAL, 44727 ARP
RAEDOGIN L > TWET, Ry BT —T R IPv4 B{ER
TERWVIEEORE LS L CREBN RO D RWIES, HE 4
3 | show ip dhcp snooping binding =~ > K NA T 4 VTIERB WS, MREENEEIPT RL A%
ZIATLC, BIETERVWEBICTT | BoEETHIE, =747 b— 3 a< 2 Kipsource
BNA T 4 TIERBH B 0MER L | binding 3 E LT E &V, F72, DHCPIZL->TIPT7 KL&
TLEE, ERAETHEBTHIUZ, IPT FLAZHERGEL TS,
4 | Zofth FROENTHMR L RWEAIL, AEESEIC, HECHEM

LTCWABEDOMOREZ R L T 72 &0y,

8.1.4 DHCP, ARP LIS\D@EEICEETH T TIL

SR T 4 VR BN LIzGh, S T 4 v TIERIZRWEEE )N D O DHCP/ARP AN DT XTH /T
MEREIELET, RORIORTREEMITTEINKE > TRROYI D 51T 217> T IS0,

R 84 WERITANZICE>TREL: b TILOESHNAE
| HERANE *F I
=
1 | DHCP snooping 5% & 1 #t & a8 L T < 8.1.1 DHCPIZBI9 5 hT 7] &ML T, DHCP snooping
ZEW, DEFICEEL TS Z L 2R LTI ZEN,
MR ROD B R VEE, HE 2~
2 | arT 4 b—ara<w Ripverify | ip verify source 233RE STV AEAITAA T 4 o ZERIC A
source D3RR R— MIRE SN TVD WIEEINS DNy NEFEELET, MENRWES, HES3
MR LT IZE N, o
ip verify source 3% SN TV WAL, THE 4 ~,
3 | show ip dhcp snooping binding =~ > NA VT 4 T ERN IR NS, SBEBEBNREEIPT FL A%

ZFATLTC, WE TERWVIEEIIRT
DN T 4 U TIERN S D R L
TL7EEW,

BolEThE, 274/ L—3 g a2 Kipsource
binding g% & L T 72 &V, F£72, DHCPIZL>TIP T FL-&
ERETAEETHIE, IPT FLAZFHIUGL T X,
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1H NS i

&

4 | Toft FROENTHMRLARVGAL, KEESEIC, EECHEA
LT B2 OMOMAER HER LT 72 &0,
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B2 R)—R—ZXZ5— 5D TNL

821 3I5—1 o Ehiy
RY—=_R—=ZAI T =) T EFEAPICHR 70 —NI 77— T INBRWEAEE, ROFIRTEEMRE

FroFiEIcit > TR 281D 5310 TS &V,

® 85 WRIOA—MNIF—Y T ENGWNEEDOEERITAE

H HERENE-a<U R 3t

&

1 | RV —R=ZIF—=V o TDREL | RV R—-AIF—V VITOEERA LV FT2—A) A+ %
AUET2—AY A NEIMECHEEL | IMECHEELTVWDET 7 EAY XA RRREINTHRWES
TWBT 7R ZARBRRESNTY | 1F, 747 Lb—2arZEELTLLES N,

BolE, SUTLTUTY AT | gy 3T LS ORRIA v H T == R Y A N
BLTES, BIECIEE LT BT 7 1A Y 2 bASBE STV B 51T
+ show running-config TEE 2 ~,

2 | 7a—RKRHE—FB, KU I—_—2R Flow detection mode 23R Y > —_R—2 I 55— » I5HnDE— N
STV ITHIEDE—RICRESN | IR TWARWES, av 747 Lb—yarZ2BIELTLES
TWHZ oLt Zan W,

* show system Used resources for Mirror inbound(Used/Max) D%t 7 7 2 A U A k
RO N YR T v —REE— ROXIZI Lo TV DG
G, ar74 7 b—varEEELTLIEEN,
W72 7 m—RHE— RBREINTWAEAIE, EHE3 A~

3 | RYV—R_R=RITF—=Y U ITDOEREE | R —_"—=RIF—V T O35 7 L — 2% & Matched
AT 2—AY X NEEAEIZHEEL | packets DENRRDIGE1E, T/ AU X FORENES T
TWABT AT A M~ LT LAMRBMERHV ET, a0 747 b —v a2 RELTIES
L —A%%, Matched packets CTHERS L VY,

T<té“0. RY —=_R=2AI 7=V T DO/ET L— L% & Matched
» show access-filter packets DIEN—E L TW A E6E, £lidar 747 b—va v
ERBELEMERT 78RV XA NORENTE LWIEEIE, BHE4

4 | FEEHXAEFT2—RY X NIHREL TR IPWFE LAV F T 2= R Lo T2 WA
TWb5IT7—FR— FOREE, T X, ar 74—y a B RELTLEE N,
ATV A THBLTCES | S5 Sl LT A v ¥ 7 2 — R L R TR HHAN,
o IEE 5 ~,

+ show running-config

5 T —AFA—FOREEHRL TS RT—R—= IR, =P Ry b U H T 2= ADLH, DOFR—
W, IIRHRERS active up LIAA DAL, A — MRAEZ active up IZL T
- show interfaces <IZEW,

« show channel-group ST—IR— " BR— " F ¥ RN, F T = — ADEE, O
F ¥ RV T —TIRBED Up SN DZEIE, Fr x7 —7k
fEZ Uplc LT 7ZEw,
RIS YS LR WGEEIE, HE 6~
6 | E=F—AKR—FOREZHELTE FE=H—R— IR —F Ry b X T = —ADYE, 1D

W,
- show interfaces
+ show vlan detail

A— MIRREDS active up LIS DAL, A — MIRHEZ active up 12
LTLEE,

show vlan detail =~ > K& %47 L, %4 VLAN OIRHEEN Up Th
HZE, BLOE=F—FKR— FOF—ZiE&IREEN Forwarding
ThdIEaMBLTITEEN,

E=H =R — FOWRBIZERE D 2NGEIE, HET ~,
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17 HERNE -7k I

7 | BEWT 4 ZEZIT QoS IZE - T, TR HE LSS oOWTE, 102 47y NEEOHR] 25
KR T L —LANFEEINTWRWE | BLTLEEN,
WL TL &,
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8.3 sFlow #5tdD K5 T IL

AUEE T, SFlow FEHERED T TNy a2 —T 4 U 72T 5B EOHENITRD LB Y T,

8-1 sFlow #iFHERED S TP a—T 4 VT DiFRN

ALY R ETORBHER

l

EROT Y FTOBEIKRTER

l

AT 4T L—a v OREEDR

l

Z O, G EDHER

8.3.1sFlow /N4y kA O LY ZIZEME LY

(1) LY B FTORIRMER

711 BETEXRY, FFEEEA TS B 1721 BETERY, E3UBsh g
ML, a7 XKL TRy RV RELLERINTWHE2ZHERLTIESY, b L, v
7 4 7 b— 3 TsFlow X7 v DK A X (max-packet-size) ZEE L TWHIEAIL, HBELTWD
Ny Y AXTAL I ZETERTEDERL TES N,

(2) BRI Y FTOEERER

show sflow =~ > R & %[E1529T L C sFlow #EHE#HZ R L, sFlow FEEHERRDBEEH L T2 03 ER L TL
IV, THEHMOMEREML T RWEEIE, () av 74/ b—ra DR 2L TIEa,
HMLTWaAHEEE, 711 @BETERY, Eiblrahtnsg), 1721 @BETERY, £k
INTND] BIWI(B) L7 XRUOREMR] 2B, L7 XK LTHY PT—IPIELL B
STV DDEHER LTI,

X 8-2 show sflow 3<% > FDORRH
> show sflow
Date 20XX/12/09 11:03:00 UTC

sFlow service status: enable
Progress time from sFlow statistics cleared: 1:17:49

sFlow agent data :

sFlow service version :@ 4

CounterSample interval rate: 2 seconds

Default configured rate: 1 per 10430000 packets

Default actual rate : 1 per 2097152 packets

Configured sFlow ingress ports : 1/0/3

Configured sFlow egress ports : ———

Received sFlow samples : 2023  Dropped sFlow samples : 0
Exported sFlow samples : 2023 Couldn’t export sFlow samples : 0
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Overflow time of sFlow queue: 0 seconds

sFlow collector data :

Collector IP address: 192.168.0.251 UDP: 6343 Source IP address: 192.168.0.9
Send FlowSample UDP packets 1667 Send failed packets: 0
Send CounterSample UDP packets: 1759 Send failed packets: 0

T TR OMER, ML TnDZ 2R L TIEEN,

Q) AYI«TL—a DR
DLFORNEICHONWT, ERATDa 7 4 7 b—3 g VAR LTLIE SN,

o LT 4V L— a3, sFlow/XTy FOEEFEETHLHI LI XDIPT RL AL UDP AR— FEEH
FELLSREESN TS Z L AR LT IEE N,

B 83 avIqJL—arnkFAll
(config)# show sflow

sflow destination 192.168.0.251 <-1
sflow extended-information-type url
sflow max-packet-size 1400

sflow polling-interval 2

sflow sample 10430000

sflow source 192.168.0.9
!
1. VI ZDEFERNELLHFESN TSI &

o VT UUITHBARESNTNDZ LEMHRLTIZEN,
TV U TERNRESN T W, T7 40 ME (K& 7E) CEET S0P RKE B,
To—H AN alL s ZIFEEALEREENETAL, TOREYD, BV LT U IRIREAREL T
<IEEW, 72720, #HELHE X 0B/ NS 7l 2 5% E LA, CPUMHRNEL b ietEnd v £
ﬁ—o

B84 avI4TL—3arnRFM2
(config)# show sflow

sflow destination 192.168.0. 251

sflow extended-information-type url
sflow max—-packet-size 1400

sflow polling-interval 2

sflow sample 10430000 <-1

sflow source 192.168.0.9
]

1. @EIRY 7Y TR ESINTWS Z &

E 8-5 @AV FORTH

> show sflow

Date 20XX/12/09 11:03:00 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 1:17:49
sFlow agent data :

sFlow service version : 4

CounterSample interval rate: 2 seconds

Default configured rate: 1 per 10430000 packets
Default actual rate © 1 per 2097152 packets
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Configured sFlow ingress ports : 1/0/3
Configured sFlow egress ports : ———
Received sFlow samples : 2023 Dropped sFlow samples : 0
Exported sFlow samples : 2023 Couldn’t export sFlow samples : 0
Overflow time of sFlow queue: 0 seconds
sFlow collector data :
Collector IP address: 192.168.0.251 UDP: 6343 Source IP address: 192.168.0.9
Send FlowSample UDP packets 1667 Send failed packets: 0
Send CounterSample UDP packets: 1759 Send failed packets: 0

ORI, WYY CRIRARREN TS Z & 2R LT E &V,
o T u—EERITWEWEEAR — ML, "sflow forward" 3R E SN TWA Z L 2R L TL P&V,

B 86 AvI4TL—arnkRAl3
(config)#t show interface gigabitethernet 1/0/3
interface gigabitethernet 1/0/3
switchport mode trunk
switchport trunk allowed vlan 20, 2001, 2251, 2501, 2751, 3001-3004

sflow forward ingress <-1
]

1.  Z Ziz"sflow forward" 2R ESH WD Z L

o Tu—EHAFEHTHIMER— M LT, 74/ FEILQ0SIZL o TsFlow 347y FREFESH
TWARWDDFER L TL E &V, FEERFIE LRSI OWTIE, 1102 237y REROMER] 23K LT
<TIZ&EW,

o "sflow source"lZ X 5T, sFlow /%47 v FOEEIL (m—Y > 8 IPT RLAZEBELEES, FOIP
T RUANPAREBOR— MZEIVMFITOENTWAEZ L 2R LTLTEE N,

B 87 avIq«JL—arnkrbl4a
(config)# show sflow

sflow destination 192.168. 0. 251

sflow extended-information-type url
sflow max—-packet-size 1400

sflow polling-interval 2

sflow sample 10430000

sflow source 192.168.0.9 <-1

]

1. KREEOR—NMIEVHTOENTHDIPT KLATHDLZ &

(4) R— MREEDOHER

show interfaces =~ F&Z 1T L, sFlow #iFl TR T D ARLEE OMELIR — hoa L7 & &St 5t
A— b @ up/down IRHEDS, "active" (EFWEEH) THDH I LAMERLTIIEIN,

8-8 R— MRREEDFRRHI

> show interfaces gigabitethernet 1/0/3

Date 20XX/12/09 11:03:36 UTP

NIFO: -

Port3: active up 1000BASE-T full (auto) 0012. e23e. f43f
Time-since—last-status—change:1:17:21
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(5)

Bandwidth:1000000kbps Average out:1Mbps Average in:861Mbps
Peak out:4Mbps at 10:57:49 Peak in:1000Mbps at 09:47:16
Output rate: 9600bps 15pps

Input rate: 865. 8Mbps 850. Okpps

Flow control send :off

Flow control receive:off

TPID:8100

>
o OFRRE A activeup" TH D Z E EFER L TLE &,

AR— 25 DOWN REEDHEAIE, (711 BETZXRW, FR3UEA TS BLW 721 @ET

2V, FRIFEWERTVWA] EBRL TSN,

ALY 2 RIDRERERE

o =L JXMITUDP AR— &S (77 4/b ML 6343) NZAZAREIC/ZR > TV DR L T EE WY,
ZAZAREIL Ae o T2 WA, ICMP ([Type]Destination Unreachable [Code]Port Unreachable) 73 A% & |
ELNET,

o ZToOft, ML TWD ALy ZMORENELWPHERE L TIZIW,

832 7O—4 U JiAaLyAIZ@EMEN

(1)

(2)

8.3.1 sFlow /X7y b3z L7 ZIZj@h/e ] B L CHMRR LARWEGEEIE, UTFE2ERLTIES
W,

i/ Ny FHEEORESR
show interfaces =~ > RZFITL, N7y FRHFHSNTNEINHERL T ZIVY,

8-9 R— MRREEDRRHI

> show interfaces gigabitethernet 1/0/3

Date 20XX/12/09 11:03:36 UTP

NIFO: -

Port3: active up 1000BASE-T full (auto) 0012. e23e. f43f
Time-since—last-status—change:1:17:21
Bandwidth:1000000kbps Average out:1Mbps Average in:861Mbps
Peak out:4Mbps at 10:57:49 Peak in:1000Mbps at 09:47:16
Output rate: 9600bps 15pps
Input rate: 865. 8Mbps 850. Okpps
Flow control send :off
Flow control receive:off
TPID:8100

>
E THBOFRT, N7y PRI TND ZE 2R LT ZS0,

aLY2BIDREMESR
FIHLTWD a2 L7 IO ENE LWMER L T &N,
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833AH AT IMNaLY ZIZEMEL

8.3.1 sFlow /N7y b3z L7 ZIZf@7e ] MR L TCHMHE LARWEGERIE, DT2lERLTES
AN

(1) B35 TILOEIERREDIESR

AIEFEOA LT 4 T L—a T, Ta—HEFHIET T oY TV ORGRIBOE RN 01278 - T
WRWDEFER LT EN, ZOMEB0ICRSTNBRE T B FPADTF —FZ0na Ly & ~3%[F X
NEHEA,

B 810 avI747L—Y 3 DREH
(config)#t show sflow

sflow destination 192.168. 0. 251

sflow extended-information-type url
sflow max-packet-size 1400

sflow polling-interval 2 <-1
sflow sample 10430000

sflow source 192.168.0.9
I

1. ZZIZORFESIN TN &
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8.4 |IEEES02.3ah/UDLD ¥4B:D k5 T

8.4.1 FR— kA inactive JREE & 11 B

IEEE802.3ah/UDLD #HEIZ L& > T — b 23 inactive IRFE & 72 2 5581%, IROFITRTREERNT HIEITHE - T
JFRIR DY) Y 5515 17> TLTE &0,

% 8-6 |IEEE802.3ah/UDLD #%#efE A DEE AR 5%

-] BERNE-avUF it it

&

1 | showefmoam =2~> R&ZEITL, Link status {Z"Down(loop)" &R S TWAIGATE, L2 /Lb—7)
IEEE802.3ah/UDLD #HEC inactive {RHE | 2 Z 24K & 72> TV D AR H W £9°, Ry MU — 7 #Ak
\Z L72R— b ORERER 28 LT FRELTLIEZN,
rEw, Link status {Z"Down(uni-link)" A &R SN TW A AL, HE 2

2 | k¥ C IEEE802.3ah/OAM BERENNE | tm%EE (] IEEE802.3ah/OAM HEREN B R & 72 > TV WA
HMCThHH EEMRLTITEIN, X, BN LT 7ZE0,

SR IEEE802.3ah/OAM BEREN A RN & 22 > TW D AT
THE 3 ~,
3 | show efmoam statistics =~ > K% 4T Info TLV @ Unstable 287 7 > b7 v 7 ENTWAEAIE,
L, 2R L I TWWRWZ & 2 | IEEE802.3ah/UDLD HERE TOEEIEKERL & 72 > TW A ATREME DN B 0
ABLTLTEEN, F9, ZUMBIR— FOBEFLEOEEN 1A THDLZ L 2R
LTL7Z&EW,
Info TLV @ Unstable 37 7 & 7 v P ERTWRWIESITEE
4~

4 | dAEEEEESEERINTVWDEZLE | AT 4T I N—FONT R ERNELTWEEEIE, St

BLTLIEEN, BLEBEERTEXAIIFy PU—IHiEEZRE LTS
W, E9 LTHHFRREENSMLERIEAE, WAoo Y 7 REN
HETHAT 4T ar "= 2R LT ESY (2720, #
ILERA)
EEERE SN TV AIEAITIEE 5 ~,

5 | showefmoam =2~ > R&EITL, fEE udld-detection-count 23 FIHAEART DA, EERICHEE & 72> T
T AODINESY A LT T M WA THOR MY 7 BEZBMRHT A REENEE D £
BATRLTLEEN, T, ZOMEEZEE LT EINY,

udld-detection-count 23 #JHELL_E DA ITEE 6 ~,

6 | 7A4NFEZILQoSIZE ST MBI E EXIC oW TIE, 1102 7y MNEEOHKR] 25
IEEE802.3ah/UDLD #sECEH 3 2l | LT 72X,
7L ABBERSNTORVEMERL [ L — 1 2P ST R A TS T~
TL7EEW,

7 | BHOTAMELTLIEE N, [10.1 [EfROT A M #BBL, EHROT A2 LTLES

VN, FE 72 WA ITTEER 8 -~
8 TN EHERLTIEIN, =T NVAREORREMERH Y £, EEUFR—FTHEHLTND
=T EA L TLIEE N,

7 |EEE802.3ah/OAM : IEEE802.3ah THIE 4L TV 5 OAM 71 | = /L
IEEE802.3ah/UDLD : IEEE802.3ah/OAM % fii f L7=, AIEERA D[ I7m Y o 7 FEER e
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8.5 iz BEESHEIERED FS T

8.5.1 LLDP #EE CIEEEERHRAME TS
LLDP H§BE CHERZEE OE AN IE L < BUS TE WA, ROFBIRTREEMNT HIEIZHE - THRIK DY)

DT EIToTLES N,

% 8-7 LLDP BEeERABFOEZH#TAE

H HREASE -2k *F I

&

1 | showlldp =~ K&E{TL, LLDP# | Status A% Enabled DA ILIER 2 ~,

REOBERIEZ MRS LT, Status 7% Disabled D354 13 LLDP BEREAME IIRBE & 722 > TV E
T, LLDP#REZAZHIC L TL7Z&0Y,

2 |showlldp =~ REEITL, AN—MF | BHEEEI SRS TV LR — MERPF RSN TV L HEIT
WEMERLTIZIN, THZE 3 ~,

MR E DN S LTV A AR — MERDER I TORWGE
(¥, BN — R 23 LLDP BEREDBIERI SN & e o T E T, 74
YAR— MIXFL LLDP BREZ BN L T EE 0y,

3 | show lldp statistics ==~ > R & FE{T L, TX A 72 MIEMU RX A 7> RSN L ARWEEEIE, Bl
PEEIEE N SN TV D AR— FofE | BRITHEF 1IN LEFIZHAE L T LIV, BiBEEM T
FHEM AR L TS 7E &0, HTX AT FBEIL T D 5EEIE, EEMOBFR > T

DAREMEN B D D THft MR L T2 E W,

Discard &7 7 > h 2SI L CWO D AT, SEE M OB & i L
TLEEN,

DDA ITEHT 4 ~,

4 | showlldp =~ R&ESEITL, BEEEELE | Link 28 Up REEOSEEITHE 5 ~,

PEFLSILCOLAT MEROB= R ink 3 Down HRIED 56 X EBHRIE £ TERR LC< 7280, il
RBERERRL T LI B 131 A=k bOWERE] 2BBLT S,
5 |showlldp =~ R&FEFTL, BEHZEE | Neighbor Counts 23 0 DA X BEREIEE M CHEE 1 0 HIEES %

DEHHE SN TV D AR — b OB E G
WAL T EEN,

FAE L TS, BEEREEE M C b BEBE B F D 0 05 A
%, ZEER ORISR TWDRIREMNEN S D O CTHERt 2 Mt L
TLEEN,

£72, 74X ET1T QoS 12X - T LLDP Ol 7 L — L 25FE
FEENTWVARWVMHERL T &, f#ERFELEHISICHONT
i, 1102 X7y MEEOMR) 22 L TIEEN,
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9 EERHRENGAIE

ZORETIE, BCEEERZBIGT DL XOEEFIIZOVWTHRHLET,
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9 EEFEHBMEAHE

9.1 RsFIERO IR

HEOBEBHPICHENELE LSS, v/ FRCy o FERP BB ENE T, $, Efla~vr

REMER LT T ERERIRTE 7,

9.1.1 &~F1E#R
PRAFREMRE R DOFITR L ET,

AHy TAERREE, RSFERIZEA LV ARZAAL v FITH D ET, TOD, AX v JIHEEIFIEEA LV ANAA v

FOBFEREFRL T IEEW,
= 9-1 RTEHR

IHH BIEFME LT 7 (LA &%
SEE IO & | [dump/rmdump cftp A~ RTT 7 A VilEDE
T 7 A /dump/osdump ETHBEIEIANA TV E—FR

{usr/var/hardware/ni00.000

S b —2 A % | |usrivar/hardware/ni00.000
7z — AEEROZ
CTEWRT 7 AL

TEMLTL ZEW,

« 77 A MRIERITHIBR LT

<TEEW,

T 7 T =< > I show logging T 5 #A MR Tx %
T

«CLI UXA L2 MEREZRFIH

L7 7 A i 52 &
nexET,

cftp =2~ RTT 7 A L#RE

T AHBIIT AF—F— R
THEE L TLEEN,

aryz4Jb—va | EEEREZE-RFTROa~vy FEFETL, ZHo0D
VI ANMEE_RDO | Ty A NVER—LATF L7 bUIZat—LET, TO
17 %, 77 ANMRELTITEEN,

cp /config/system.cnf system.cnf

cp /config/system.txt system.txt
AH sy TRERIEFIZ R AV NAAL v F DT 7 A N~ A
AAAL »FIZa—LTLEINY,

cp switch <switch no.> /config/system.cnf system_<switch
no.>.cnf

cp switch <switch no.> /config/system.txt system_<switch
no.>.txt

cftp 2~ RTT 7 A VR

T HBRIANA TV E—R
THEML T I,

C T ANMVEERIFaE—L

7 7 ANEHIBRL TS
S,

T

P = a1 R Jusr/var/core/*.core

=

cftp 2~ RTT 7 A /Vifigik

ETHBRIANA TV E—F
THEMLTI I,

« 7 7 A VIRERZRITHIER LT

<TEEWN,
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0.2 R<FIBEHD 7 7 1 JLERE

ZOHITIE, v JERSH VT IERE T 7 A NHRET B FINREICOW T L E T,

AEEO ftpa~vy REFEHTL L, REREY Y E— MEMHIRRLY T —MRAMITZ7 7 A VERETE E
jﬁo

AL JRERTIE, fip a<=y RIZXDT7 7 A NVHRENRTEDLDIE, YAX AL v FIZHDT 7 A NVIETT
To YAZAAL D TFLUINDA L NAL o FOLRSFERIL, cp A~y RTEAUNRL v FINHY AL A
Ay FIZab—Llzbl, SRAZAL v TFNDLT 7 A4 MREE LTLZI0,

921ftp AV FEFALI=T 74 LERE
VE— MEMMWRE ORITT 7 A VIEEZITOHEITftp 2~ FEFHLET,

1) FoTIT774)L%)E— MERMRKIZERET S

91 #UTI7741LDYE— MERIKERAD T 7 A JLERHE
> ¢d /dump <-1
> ftp 192.168.0.1 <=2
Connected to 192.168.0. 1.

220 FTP server (Version 6.00LS) ready

Name (192.168.0.1:staff1): staffi

331 Password required for staffl.

Password:

230 User staffl logged in

Remote system type is UNIX

Using binary mode to transfer files

ftp> prompt <3
Interactive mode off.

ftp> bin (-4
200 Type set to I.

ftp>cd /usr/home/operator <-5
250 CMD command successful.

ftp> put rmdump <-6

local: rmdump remote: rmdump

200 EPRT command successful.

150 Opening BINARY mode data connection for ' rmdump’

100% | | 3897 2.13 MB/s 00:00 ETA
226 Transfer complete

3897 bytes sent in 00:00 (82.95 KB/s)

ftp> bye

221 Goodbye

BRIEILT 4 L7 Y OFRE
RSB R DT KL R & He i
EGET— N& W

SSAF ) B RICRES

T 4 L7 N DFEE

o &~ W NP
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6. XoTT7ANDERE

X
BT T 7 A MTTNAFTVE— R TEELTLLLEIWY, ¥ T T 7 A V% T AF—F— N Tlix
THE, Eff7ey o TIERBEIRTERI R T,

(2) OYEHREY E— MERIRKICERET S

B 92 AJEHRDY E— MERImERAD T 7 A LRk
> show logging > log. txt

> show logging reference > log_ref. txt

> ftp 192.168.0.1 <-1
Connected to 192.168.0.1.

220 FTP server (Version 6.00LS) ready

Name (192.168.0.1:staff1): staffl

331 Password required for staffl.

Password:

230 User staffl logged in

Remote system type is UNIX

Using binary mode to transfer files

ftp> ascii <=2
200 Type set to A

ftp>cd /usr/home/operator <=3
250 CMD command successful.

ftp> put log. txt <-4

local: log. txt remote: log. txt

200 EPRT command successful

150 Opening ASCII mode data connection for ' log. txt’

100% | | 89019 807.09 KB/s —:— ETA
226 Transfer complete

89019 bytes sent in 00:00 (315.22 KB/s)

ftp> put log_ref. txt

local: log_ref. txt remote: log_ref. txt

200 EPRT command successful

150 Opening ASCII mode data connection for ' log_ref. txt’

100% | | 4628 1.04 MB/s —:— ETA
226 Transfer complete

4628 bytes sent in 00:00 (102.86 KB/s)

ftp> bye

221 Goodbye

>

1. EEREERDT NV AERE
2. TAX—F— F|IHTE

3. HRRET ALY NUDEE
4. v JEROERE

Q) EFREFHRI7AMILET) E— MERWMRKICEET D

X 93 EFEBFERI7AILOYE— NMERMAAND T 7 A JLERE
> cd /usr/var/core/
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> s <-1
nimd. core nodelnit. core
> ftp 192.168.0. 1 <=2

Connected to 192.168.0. 1.

220 FTP server (Version 6.00LS) ready
Name (192.168.0.1:staff1): staffi

331 Password required for staffl.
Password:

230 User staffl logged in

Remote system type is UNIX

Using binary mode to transfer files

ftp> prompt <3
Interactive mode off.

ftp> bin <-4
200 Type set to I.

ftp>cd /usr/home/operator <-5
250 CMD command successful

ftp> mput *. core <-6

local: nimd. core remote: nimd. core

200 EPRT command successful

150 Opening BINARY mode data connection for 'nimd. core’
100% |
272 KB 1.12 MB/s 00:00 ETA

226 Transfer complete

278528 bytes sent in 00:00 (884.85 KB/s)
local: nodelnit.core remote: nodelnit.core

200 EPRT command successful

150 Opening BINARY mode data connection for 'nodelnit. core’
100% |
1476 KB 1.40 MB/s 00:00 ETA

226 Transfer complete

1511424 bytes sent in 00:01 (1.33 MB/s)
ftp> bye

221 Goodbye

1. BEEREEEFER Y 7 A VRGEET D I & 2R
T 7 ANVBFELRWNGEE, b FIckT

2. BREEMKROT FLAEHEE
3. MEEE—RELEH

4. NAFVE— NITREX

5. ERET 4 L2 b ORE
6. FEFREHEHR T 7 A L Ofinik

EEIRREE R T 7 A TN T AL F VT — FTHRE L T EE&, BEREER 7 AL ET A% —
E— N TCHzkd 5 &, EfMfREERETRN/IG TE R 7,
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9 EEFEHBMEAHE

9.3 show tech-support 37 > FIZ & B15#IFEE T 7 1 JLE
1%

show tech-support =~ > K& 35 &, BEEREROBEHRE —FHFL TRINTEET, £, fip /X7 A—
HEBETDHIET, BRERLAE#REZ Y T— FEAWMASLY T— FARA MIIRETEET,

AH v 7 RERKTIE, show tech-support =~ > R ftp /X T A —ZI{E CRIBHFMZESETE 201%, v A4
AA v FIH L CEIT LA T3, show tech-support T~ > K&~ AZ AL v FLID A L NAL v
FIZH L TCEIT LIS/ fip NT A—F ERETEEHA,

T AB AL FPUND A R A Ay FIT%F LT show tech-support =<2 F&FATL, HEL-EHRE 7 7
ANVERET DAL, A U /NAA v FITxE LTEIT L7 show tech-support D /1%~ A X AL v F DT 7
ANELTEHRERL, SAZAL v TN T 7 ANEEEL TSN, AVRNAL vy FICH LTIITLE
show tech-support D 1%~ A X AL v F EO7 7 A L& L TEIT 5 FIEIE, (2) show tech-support =
<V R CHERERRT 2 (& o 7 ] 228 LTI, vAX AL v T EOT 7 AV ETRET
LFIEE, 19.2 REFHEHRO 7 7 A NEE)] 22 L T EEWN,

(1) show tech-support A¥ > FTHEREFEMLTI 7 M IVEEEZT S

9-4 RSPIEHRD ) E— FERIGRAD T 7 A JLERE

> show tech-support ftp <-1
Specify Host Name of FTP Server. 0 192.168.0.1 <=2
Specify User ID for FTP connections. . staffi <=3
Specify Password for FTP connections. <-4
Specify Path Name on FTP Server.  /usr/home/staff1 <-5
Specify File Name of log and Dump files: support <-6

Mon Dec 18 20:42:58 UTC 20XX
Transferred support. txt .
Executing.

Operation normal end
it Dump files’ Information #itHHtHHtH}

sopokork |8 =] /dump0 sekkoksk

total 2344

-rwxrwxrwx 1 root wheel 2400114 Dec 8 16:46 rmdump
sxikk |s —| /usr/var/hardware skkkx

—rwxrwxrwx 1 root wheel 264198 Dec 8 16:43 ni00. 000
HHttHHHH End of Dump files’ Information #it#HitHH
i Core files’ Information ittt

skxxk |s —| /usr/var/core skkxx

No Core files

HHttHHHHHE End of Core files’ Information #it#HHttHHH
Transferred support.tgz .

Executing

Operation normal end
>

1. <y NOFET
2. UE—FFANLEIEE
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o= B RE
INAYT— K& AT
RESET 4 L7 N OFE
77 AN EIRIE

(2) showtech-support A< > FTIEHREHENT 5 (X2 v U HEREF)

B 95 AVNRAYF (R4 VFEF2) ORTFTERETRAZRA Y FITER (X2 v EHE)
> show tech-support switch 2 > support. txt <-1

o o~ w

Executing.

Operation normal end.
>

1. o<y FOFET
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9 EEFEHBMEAHE

9.4 JE— MEREERD fip a7 FICK B ERIFME T 7 A
JLERIE

Ue— MERAMAESCY T— M— 05 ftp 2~ NOREBICHREL, 77 ANVAERETDHZ LT, &

FEERORFIE RS TEET,

ALy JEETIE, VE— MEMAKSLYE— M —Inb fip a~v o RCRAX v 7 ~Hifd 5 &, vA ¥

ALy FIZHHR LET, AZ AL v FLUIND A NAAL v FITIE, FTP TEf TE £ A,

TAZAL yFUND A L RAAL y F THREFRCRSTIERE U T — MERAGRL Y — M — B

BT 50, WOFIETERL T ZE0,

1L BAUNZA v TFT, EEHFRORTFHEREZRIRLET,

2. BAVNRAAL T TCRMLIZEREZ, cp A~y RTHEAVARAL vy T NOLVY AL AL vy FIla—1L
E3

3. UE— MEAWESYT— M — 0D fp a~v L RTAZ v 7~ L, YAZ AL v FITHDHE A
URAA y FORRERE 7 7 A MRE L ET,

(1) show tech-support D1EHZ T I 5
Ve— MNEHAWKEZ 747 ME LT fp 2~ NTAREREICHE L, %% show tech-support {5 D
T AN ERE L THEREBST 2 FIRZRIORLET,
£ 92 ftpavy FTHMBTESER
getfsET 7 M ILEB FER
.show-tech show tech-support d R ik 5

9-6 show tech-support £ KIEHRO RS

client-host> ftp 192.168. 0. 60 <-1
Connected to 192.168. 0. 60.

220 192.168.0.60 FTP server ready

Name (192.168.0.60:staff1): staffl

331 Password required for staffl.

Password:

230 User staffl logged in

Remote system type is UNIX

Using binary mode to transfer files

ftp> get . show-tech show-tech. txt <=2
local: show-tech. txt remote: .show-tech

150 Opening BINARY mode data connection for ' /etc/ftpshowtech’
226 Transfer complete

270513 bytes received in 8.22 seconds (32.12 KB/s)

ftp> quit

221 Thank you for using the FTP service on 192.168.0. 60
client-host>

1. 77472 b DLAEEIC ftp B
2. show-tech 7 7 A V&2 T A4 7 > Mgk (7 7 A V4L show-tech.txt % 5 7E)

(2) FUTERI7FAIVLEREZT S

VEe— MNEMAWKZZ FA 7 b LTfip o~y FOREEICERL, LERY LV TIERDOT 7 A V4%
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fEE L TRE#RE IS 2 FIRZRISR LET,

# 93 ftpaAvY FTRRETESD 774l

getiEE T 7 M ILB WmE27141L
.dump /dump & Jusrivar/hardware LL RO 7 7 A v (JEHE)
.dump0 ldump L F D7 7 A v (JEHE)

.hardware lusrivar/hardware LLF D7 7 A v (JEHzE)

X 97 YE—FERBRNSDA LTI 74 ILOBIE
client-host> ftp 192.168. 0. 60 <-1
Connected to 192.168.0. 60

220

192.168.0. 60 FTP server ready

Name (192.168.0.60:staff1): staffi
331 Password required for staffl.

Password:
230 User staffl logged in
Remote system type is UNIX

Using binary mode to transfer files

ftp> binary <=2
200 Type set to I.
ftp> get . dump dump. tgz <=3

local: dump. tgz remote: . dump

150 Opening BINARY mode data connection for ' /etc/ftpdump’
226 Transfer complete

2411332 bytes received in 5.78 seconds (407.13 KB/s)

ftp> quit

221 Thank you for using the FTP service on 192.168. 0. 60

client-host>

1. 75472 boBEEEIC ftp HE¢

2. BUTHRT 7 AMISTNAAFTVE—RTEEL T EIN,
TAX—F— FCIHERETEEEA,

3. dump 7 ANET TAT v MNIEE (77 A V4L dump.tgz & FRAE)

T+

o fipDIs/eEDa~wy RT, gt fEETRNE 7 7 A VTR X RVDT, HRIOT 7 A NV OREHERR
EIXITEERA,

o EOAMRELHEEBOREIZL-TE, 7747 MUl Ry NU—=2 24 L7 7 b THIErS
HIERDYET, TOHEET, 7I7A4T U MOIA LT Y MREHZECBEEL TIESN,
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9.5 MC~ADEZAH

FEEHHRCIRSTFIERILIMC ICEZIADET, 272 L, MCOFEHIRRH 5D THERE LT IZEL,

951 BRAHRIZEDADMC AN T 7A4ILEEZAHA
R CHEE OB AE MC IC B X AR £,
1. EXATT-HDO MC ZHEEICHAT A,

2

Is-l 2~ RTab—Iit7 7 A /(techlog) DEF B Z HERT D,
> Is =1 tech. log
-rw-r—r— 1 operator users 234803 Nov 15 15:52 tech. log

3. showmc 2~ RTEXRELHERT D,
>show mc
Date 20XX/11/15 15:50:40 UTC
MC : Enabled
Manufacture ID : 00000003
16, 735kB used
106, 224kB free
122, 959kB total
TR ZE ERE T,
4, cpa~vr RTav—x77A/V%& tech-llog £\ 9D 7 7 A VAR TMCIZaE—9 5,
> ¢cp tech. log mc—file tech-1. log

5. MCIZZ7 7 ANBEZIADTND Z L EMERT D,
> Is me—dir
Volume in drive C has no label
Volume Serial Number is G2E0-COFO
Directory for C:/

tech-1  log 648467 2021-05-26 12:11

1 file 648 467 bytes
837 599 232 bytes free
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i)

[EE DT

il

-

ST, BRREESRAE LIS A ORILI OV TR L £ T,
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10 BIEEFEOMREM

10.1 EHDTR

BT A R ClE, TAMENZLIE, AR 7 L—AOI VIR UATENRA Y 4, BT A ME b

D7 L—LOPF R/ UANEEZROKNIR L ET,

mE, ALy ZHEKREOERET X MIRY R — T,

B 10-1 EfRTRMEAICEDTL—LDHFYERLIEE

AEE

ELa1—ILAE
W—TyH 5+

L—Taxs i
=Ty o TRk

£ 10-1 TRMEREERTETIEEEMA

j N—Fa%s A

T A MFER

IL—LOHYERLELE

R TEHEEELL

T2 —LINER
JV—"T R 7T A b

Wi

$EE (RS a7 ABIO T v —%R<)

N—TFaxyH
=T Ry 7T AR

=

BEE (RS a7 AB IO T v —Eip)

1011 EDa—ILAEIL—T Ny I TR b
EV 2= N —T Ny 7T A MIEBANTZ L—L2 %2 0EL, BEOHELHRLET, ZOT 2
MIT X TOEKRFER CTETTEET,
T A PDOFNEEZRITFLET,
1. inactivate =+ R TT7 R hxtRO AR — k% inactive IREEIZ L £ 77,
2. testinterfaces =~ FiZinternal RT7 A —Z ZfELIATLET, TD%, H1IoHHLET,
3. notestinterfaces 2~ RAFEITL, RASNDIMREME L ET,
4. activate =~ R TA— b % active (REEICR L £ 7,
A= PEF LKL, 7A M7 L—LDOEERRE 2ICRELTT A N LIZROBIIR LET,

X 10-2 EDa1—ILRAEIL—TNv o TR LDF
> inactivate gigabitethernet 1/0/1
> test interfaces gigabitethernet 0/1 internal interval 2 pattern 4

> no test interfaces gigabitethernet 0/1
Date 20XX/03/10 00:20:21 UTC

Interface type

Test count
Send-0K

:100BASE-TX
130
130

Send-NG 0
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Receive-0K 30 Receive-NG 0
Data compare error 0 Out underrun 0
Out buffer hunt error 0 Out line error 0
In CRC error 0 In frame alignment 0
In monitor time out 0 In line error 0
H/W error ‘none

> activate gigabitethernet 1/0/1
T A b EFER%, ROZEZMER LTS,
” Send-NG” F LY Receive-NG” 230 DA, BT A MERIZESR T7,

” Send-NG” 3 XU Receive-NG” 23 0 TRWEAIE, MOLNORENHY £9, NEA=z~FLrrL
VA ] D, notestinterfaces =2~ ROFTHNEEZ L T EE,

1012 W—FaARI A IN—TNYy I TR+

N—=TAXTEN—=T RNy 7 TARNIN—=T AR ZTT =LKL, REOHEEMHRL £,

ZOT A MIFTRTOREMBFR TEITTEET,

T A PDOFNEEZRITRLET,

1. inactivate =+ R TT7 X hxtRO AR — k% inactive IREEIZ L £ 77,

2. XWBR—bOIr—TNERE, V=T axs B EERLET

3. testinterfaces =~ NiZ connector /X7 A —X ZFRE L TFEITLET, D%, M1mMHELET,

4. notestinterfaces = v RAFEITL, FRINLMBREMBLET,

5. N—Taxrs &4, r—7NVEILIZRLET,

6. activate =~ R THR— k% active (REEITR L £ 77,

3%
N—T ARy BRKREEROY S, EIEEOR— MIxHE Lo —7 a2 7 2 BEERE ST 70
B, ELKTARBTERVDOTERELTLZE N,

7B, TAMOETHERIL 1011 £V 2—ARNEL—T RNy 757 A~ LRBRICHERLTIEIN,

10.1.3 JL— a4y 2 OEHRLHR

(1) 10BASE-T/100BASE-TX HI)L— Jaxo A
WOKD LT, ©r—TNEaRxy HIEAR, EELRETEELET,

[ 10-3 10BASE-T/100BASE-TX A/L—F a4 2 OE#GELHE

(2) 10BASE-T/100BASE-TX/1000BASE-T AHI/L— TaRroy A
1. HoNUD6~Tcm D2 AD XY xHREEY £,
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X 10-4 &Yxiig
\

)
(
)
(

)
(

.
2. WORDEDIZ, r—T7nNEkaxy ZEA, EETATEELET,

X 10-5 10BASE-T/100BASE-TX/1000BASE-T /L—Fa x4 2 OE G

T&E51E1T, L YURED
R85 ER<TS

7235, 1000BASE-T D a7 ¥ Z{EMAT 50— 78EIL, B CTHE SN TWZ2RWRBENED 72D E# T
A NI FIAATHRE T
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10 BIEEFEOMREM

10.2 5y FEEOHESR

1021 D4 IV RIZKBBEEZERT S
KEEZFEHL WAy NU—7 FTHEE NI IANRAETIERKE LT, 74NV ZILoTHEDZ
V—AREEINTOWDAMFEERB 2 ONET, 74 VX IZXDT7 L —LFEEOMRFIEEZRIIR L E
7,

(1) Z4NBIZ&KBTL—LEEDHEDRAE

1. show access-filter 2> REFEIFLT, AV F 72— AZHEALTWAT ZERAY XA NDT 0 V& EAf
ETANEEIT B LTy ML, BBROBEED 7 gV Z o N THEE LI AT v MR R
L%,

2. L CHER LT ANAEMLBETERNT L—AORNEE I LT, %Y 7 L —AREZEI T
RODERLET, BETERVWTL—20NENBEHAL TNWAETRTOT 4 L ZEMIZ—FH LT
ROVGE, BBROBEEDO 7 4 NVF T N T L—LAREEINTHDAEEERH Y £97,

3. TANBETITIUL—AREEINTWVBREEE, TA4LVE0ary 747 — 3 OREN W NREL
TLIEEW,

10.2.2 QoS IZK A HEEZHRT D

KEBZFAL TSRy U —2 ETBE NI 7ANKETLERK L LT, QoS HIMOHIREEE, Bt
BIE, £33 2= NCE o T L= REHEINTWDLHREEREZE 2 5N E T, QSICLD 7 L—LAfE
ORI EEZRIIRLET,

(1) FHERICEDIIL—LEEDOHIRAE

1. showqos-flow =t~ F&FATLT, A% 7 =—AIHH L TWAHIEERO 7 o —# 5k & 8k
BE, 7u—RHEFIC B LIy Mg EMEE L ET,

2. LTHERLE7o—BHEELBETERVT L—2ONELZHE LT, %47 L—ARNEESHT
WD L E T, BRI 28K L 7 L— A3EE SN T, HEHE#H O "matched
packets(max-rate oven)"\Z 7 V> h ENFET, TOERHI T FENTWAEA, A ¥ 7 = —AIZEA
LTWAHEIERIC LT, 7L—AREEINTWDATREERH Y 1,

3. QoSHilfHlD=a 7 4 7L —a VORENEED, BELOV AT LMEE TORIRER O E 1 Y0

RELTL7Z3N,
(2) BEHEBEIVOLAY—Vz—NRNIZEB I L—LEEODHRAEX

1. show qos queueing =~ REFATL T, WA & 7 = — AOHEHE RO "discard packets" % ffss L T
LIS,

2. LCHERULIEHEFHERA VD R 7 v 7 LTWD5E, QoS HllEFEHRMB LRV T —v = —
ko TT7 L —A%FEELTNET,

3. EEHEBIOLI === DY AT AEANEY THL1E REL T EEN,
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10.3 cPU TS Z/84 v L DEEEEAEIE L AR

CPU THFS 534 v F OFEEENEIE LW A O LT IEIC W TEEA L7,

CPU TRLELT 587w FOIEIEIL, V7 b= TRBENKLER T v & SEZE LIZEE1T, CPUSET
DZEX2—NaNDdZ ETRELET,

CPUSETDOF 2 —T/T vy NOTRBRERHT S &, ROA Yy E—URHAINET,

” E3 SOFTWARE 00003303 1000:XXXXXXXXXXXX Received many packets and loaded into the queue to
CPU.”

Ny NORBENEIET L E, ROAvE—UNRHAESNET,

” E3 SOFTWARE 00003304 1000:XXXXXXXXXXXX Processed the packets in the queue to CPU.”

CPU T T %37 v FOFEEIL, *v NI —27 MR Y —OERR LI > TRy Yy M K&
WEELEGAERLE, EFICEEL T THRETLIZENHV ET, /Xy FOEENREIE L, F
72i3 3Ty N OEEEOIEA L BIE A BBV IRT AL, AEEOREEIER Yy MY — 7 ARICRIE
NHDHARRERD Y £3, REGFRAEFIZ, RORIHES> THIEL T EI N,

& 10-2 CPU TAEY 5/ v FOTWENEE LG WNGEEORLAE

1§ EZEAR -k 3t it
%
1 | Z{5 VLAN A ' # 7 = — ZADFFE Heg L7, FFED VLAN A 7 = — 2O aHE A
- show netstat interface =~ > K% 20 BT | {C& 5 RX-OK TRIEIZH U v MMM L TW 255138
BT TIITLT, MREHEL T ES H2~
VY, FFELISN DA 1T EHTE 3~
2 | ATy MERIB XUV hOEEIL 55 ANy MBS IP TSNy ROSESET R L ARARE
7 R U ADRE EOLAIL, REICEFEINTWLAREERH Y T,
CIEE 1 CHEEL VLAN A v 2 7 = — |2 | BEIET RV REZRFONROREL RIET ), v b
%I L C show tcpdump interface =~ > K% %2 | V— 7 Mp& LE LT, AEESE TS v bask
FLT, 27y MEBBLORETT FL | BSnRnk izt TtlZan,
A LT FLAEMER L C<IZS0, S84 NERRIZS ARP O34 1E, ARP /S7 b & K RIS
BLTWET, ZOBE, L2A—TRERER>TWDHH]
REMERDHVET, Xy PRk ERELTZS
WV, Ry U —Z RN R T AU, EEILT ML
A BFFOMMAKDHELE LE L T ZIN,
3 | MEMTIE RO EREL INEE U7l a2 SR B I T LT 7280,
- show tech-support =< > R % 2 [H]92/F L T<
7230,
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COFETIE, HICEEEZFEDT25EOEEFIRCOWTHMALET,
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11.1 £B%+BEHT S

11.1.1 KiEDHEH
reload =~ > R&2HEHA LT, EBELHEBIcCEET, £, BRI 72EFELET,
a=wy ROANER, RTA—ZZonTiF Efa~v FL77 Ly 25BLTIIEEND,
FATH & LT, DEEAZEESE] L, CPU AF Y XL THRIIZOWTITIER A v — I TIT 5 e
D, reload 2~ FO/RT A —FZ BT OV THALET,
Stepl
KB RSS20, EIETH0ERINLET,

K 11-1 E£EFHEE - F1LFEIR

BT LMMFL
T AN ERER

ZEZHEHT D EEZLDHD

ANNFGA—4 gL stop

Stepl Ci, HEEAZFEHIEL0T, LRROKIZE Y NI A—ZTRIRLEHA,

Step2
WIZH TS B0 E I nEERLET,

K 11-2 CPU »E Y 4> THEEGER

AEYFLTEERT Hh

ZRIRT 5

Y Y Y Y
AE A 2 T IR
AEYHLUT AEYHUT AEYLLTD ﬁg;ggrﬁbru

RN S FHE L7 Ly TR ET S = &
i ERBLE R BALATYHLTE
#FmT 5
AHIS A—4 dump-image no-dump-image TL -f

Step2 Tik, CPU AE Y ¥ U 7THMOMRETHDT, LRORNZL Y T A= TRINL EHA,
Stepl 7> 5 Step2 TEIR L7/ T A —Z HfiAGbES E Treload) &2V ET, ZDa~vr RaE AT
T5L, UTOLS7, U TREMRA vE—Y RN ShvET,
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1. Dump information extracted?(y/n):_

2. old dump file delete OK? (y/n):_

3. Restart OK? (y/n):_

FROXA =B ESNDZA I 71, RISRT 70 —F v — FOFFITHIELTHET,

K 11-3 CPU X EVUSFVTHERERAvE—

1LAENELT
=HRImMT 5,
Yes No
Y Y
TTICAEYSR Y No
ThFEREhTL 3 BEET AN [
S
Yes No Yes i
| J AERYFLTE
B LEWTHIESR
2 HEDQDAERYS No
VIEEIRT S
n
Yesl v
AERYELTE AERYHLTE
rTEELTCHERD EHLTHERD
. HESMILEWT

AT FARFLKEIIRS

115



8%

%

116



8%

{18%A show tech-support A< > FRRABTEH

show tech-support =~ > R T m haLdONRF RA—HZIFEETLITRRIND A~ FORNFEZRITRLE

7,
kB, TRHNROFEMIZOWTIE, HEHa~ L7702 28 LTLEEN,
GEE]

show tech-support =~ > R TRRINDIHFRO—HIZHOWTIE, EHa~vr R 7y LX) IZR#H
LTEBYETAL, INOLDHERITEEONTHEREE A TWVDOFMITIERTE LTE £9,

Fl, V7 MU =T A=Y g VIR T—HRRIND DL INBRNEDRHVET, HOENLD

TTHELIIEEN,
=& A1l RTRNBEFM

15 ATk (FRR) S

&

1 | show version ALEED Y T b U =T NR=V g B L ON—
Ko =7 5

2 | show license T a v IA s REHR

3 | show system JE1E o1 R RE

4 | show environment FAN/RE A8 IR R 1

5 | show switch detail A&y 7 OFEMIE R

6 | show process cpu 7 20 CPU i Fl % #

7 | show process memory TutAD A MHAER

8 | show cpu days hours minutes seconds CPU fE =

9 | show memory LEED AT YA H

10 | show dumpfile BBE B DL 77 7 A VG R

11 | Is-leiR /dump BT T 7 A NVER

12 | Is -leiR /usr/var/hardware N—= RO T X T 77 A NAER

13 | Is -leiR Jusr/var/core core 7 7 A A

14 | show running-config WHEOa 7 4 7L — g Uil

15 | show logging T REERS v 71

16 | show logging reference R e JE

17 | /usr/local/diag/statShow 1 — VNIRRT

18 | lsof Ty ANT AN T L AER

19 | df T4 AT AR

20 | df-i T4 AT AR

21 | du-k/ TALVI NINOT 7 A VKR

22 | show mc MC D & i FRI

23 | /usr/local/diag/procShow TRV AT 7 AN AT MMER

24 | /bin/dmesg =V A R MM

25 | zcat /var/run/dmesg.boot.gz T — RN A X MR

26 | /usr/local/diag/nodeShow HE [ AE BRI

27 | Is -leiR /config config 7 7 1 /L& #

28 | Is-leiR /var AEY T 7 AN AT MMER
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29 | lusr/bin/w w7 A B

30 | show session arA Lty ya il

31 | stty -a-F /dev/ttySO oY — VR A

32 | cat /var/log/clitracel CLI FL—A{E#H 1

33 | cat /var/log/clitrace2 CLI F L —2fEH 2

34 | cat/var/log/mmitrace BEBHa~v> N hLr—2fEH#

35 | show ip-dual interface IPA VX7 x—AEHR

36 | show netstat numeric LA ¥ 4 BREREEHE R

37 | show netstat statistics LA ¥ 3 BAEREEHE R

38 | show netstat statistics addressfamily inet6 LA v 3 BEREEHEH (IPv6)

39 | show netstat interface = NNA BT = — A ER

40 | show netstat routing-table numeric =T VRSB EE R (=% X })

41 | show netstat routing-table numeric addressfamily inet6 | 7 — 3 /L PNRR BTG R (IPv6 = =% ¥ A |)

42 | show ip arp ARP D15

43 | show ipv6 neighbors NDP O fF#

44 | show ipv6 router-advertisement RA JAEIEH

45 | show ntp associations NTP P — DB EEH

46 | Jusr/local/diag/ntpdebug NTP H— _RDF S 7 g

47 | show vlan list VLAN [F#—&

48 | show port R— D5 H

49 | show port vlan A— kD VLAN f&#

50 | show port statistics R— F OFEHER

51 | show port protocol R—hro7m kaLEHR

52 | fusr/local/bin/port show transceiver debug R— O b T v — RS

53 | show port eee AR— + D EEE 1F#

54 | show interfaces nif <nif no.> line <port no.> debug A— b OFMFEEHE B

55 | Jusr/local/bin/information -internal WERA — b DM EHE H

56 | show power inline PoE 1# #

57 | show vlan detail VLAN 5 EREHH

58 | show vlan mac-vlan MAC VLAN ff

59 | nimdump stack aging info 2By 7)Y Bz = JHER

60 | show channel-group detail Vo277 )= a r OFFER

61 | show spanning-tree detail AR= 2 7 ) — O FETE

62 | show gsrp aware GSRP aware 13

63 | show axrp detail Autonomous Extensible Ring Protocol @ &l #

64 | show switchport-backup TNy e VE X NDOIER

65 | show switchport-backup detail TNy - YEUZ Y NOFEMIEHR

66 | show switchport-backup statistics TV e YEE Y NOFEEHR

67 | show efmoam detail IEEE802.3ah/OAM HERE DR E N s K OV — h o
bIN=

68 | show efmoam statistics IEEE802.3ah/OAM FERE DA
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69 | show lldp detail LLDP #&8E D Biadh i 5

70 | show lldp statistics LLDP ¥BEDFEAHEH

71 | show loop-detection L2 b— 7 R AEEBE O 1

72 | show loop-detection statistics L2 b— 7 R AR BE O FH1

73 | show loop-detection logging L2 )L— R EtgRE O v 7 [

74 | show channel-group statistics Vo770 7= a UEREHER

75 | show channel-group statistics lacp Voo 77— a O LACP &

76 | show spanning-tree statistics ANR= 2 7 ) — DR EHEH

77 | show qos queueing debug X 2 —DOKEHEH

78 | show access-filter 7 4 VX BERE DR HE

79 | show gos-flow QoS HlHEERE DFFHE

80 | show mac-address-table MAC 7 KL AT — 7 L EH

81 | show igmp-snooping IGMP snooping &

82 | show igmp-snooping group IGMP snooping @ 7 /L— 7 1&E#H

83 | show igmp-snooping statistics IGMP snooping D #t#H1%

84 | show igmp-snooping mrouter IGMP snooping @ mrouter |7

85 | show igmp-snooping mrouter statistics IGMP snooping @ mrouter 7 #1% #

86 | show mld-snooping MLD snooping & #

87 | show mld-snooping group MLD snooping @ 7' )L— 71 #

88 | show mld-snooping statistics MLD snooping D#EEH

89 | show ip dhcp snooping statistics DHCP snooping #t &% #

90 | show ip arp inspection statistics A F 2 v ARP HEHIER

91 | show ip dhcp snooping logging info DHCP snooping 7 7' &

92 | /usr/local/bin/dhsn debug DHCP snooping VAN !

93 | show authentication fail-list LA ¥ 2 AR L 7R IE O ER

94 | show dotlx logging IEEE802.1X RFECTHRIN L/2EMER 7 A v —
95 | show dotlx statistics IEEE802.1X FRFFIZ B B #E stk

96 | show dot1x detail IEEE802.1X FBRIE(Z B4 2 FRRER RE M

97 | show web-authentication Web FBAEDREHHRDF R

98 | show web-authentication user edit Pk Web FZGE DB ~D %k « ZHNEFDOFER
99 | show web-authentication user commit P Web #233E DB DX ERNAE DR

100 | show web-authentication statistics Web FBAEDHEFHER DR

101 | show web-authentication login FRREE O —FER (T Ah T v MER) OFER
102 | show web-authentication logging Web FRFEOEMER 7 DRR

103 | /usr/local/diag/wainfo Web $— D% v v 3 UIFERFER

104 | show mac-authentication MAC FEFEDFR EE RO FE TR

105 | show mac-authentication statistics MAC FEFEDHFEEFHER DR TR

106 | show mac-authentication mac-address edit P MAC F87lF DB ~D % §k « BHENAEDRR
107 | show mac-authentication mac-address commit B MAC F87lE DB DX ERNAE DR

108 | show mac-authentication login RAEE O —WER (TH U MMER) ORR
109 | show mac-authentication logging MAC ZREDEIER 7 DOFKoR
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110 | show authentication multi-step ~NVF ATy TR

111 | show sflow detail sFlow #EaHE#® (GEM) DFR

112 | show ip dhcp server statistics DHCP #— /%t i

113 | show ip dhcp conflict DHCP H— 22 IP 7 B L R [

114 | Jusr/local/bin/scriptshow 1 script detail 27T SO LTZERFOA X MEHR
115 | Jusr/local/bin/scriptshow 1 applet detail 77Uy MERRTERF O N M

116 | show event manager history script AT YT S BEERAER LT A X N OIEA TR
117 | show event manager history applet T 7Ly MERETER T OA N F IR
118 | show script installed-file AVAR—NVLERI VT N T 7 A —H
119 | show script running-state FHEEER 7 U 7 b OBEERIR

120 | show logging script-only A v — URERI SKY,SRS DI v 7
121 | show environment temperature-logging T T T

122 | cat /var/log/messages.old T —FE LT —F » ONERIEH

123 | cat /var/log/messages T —FE LT —F  OWNEBIEH

124 | cat /var/log/kern.log.old T —FVNER b L— R

125 | cat /var/log/kern.log T —FVNER b L— R

126 | cat /var/log/daemon.log.old T —F R NES b L— A

127 | cat /var/log/daemon.log T —F R NES b L— A

128 | cat /var/log/diskmount T A AT =T MER

129 | cat /var/log/kmod.log H—FIE Y 2 — LIEHR

130 | cat /var/log/bootcheck.log u-boot 2 7"

131 | cat /usr/var/pplog/ppupdate.log VI N =TT v 7T — hNELTREO v JEH
132 | cat /usr/var/pplog/ppupdate2.log V7 N =TT v 7T — NEITR O v 7 ER
133 | tail -n 30 /var/log/authlog WFE b L — R

134 | tail -n 30 /var/log/xferlog FTP b L—R1E#

135 | cat /var/log/ssh.log SSH & 7 {f#

136 | show accounting TATST 4 TIER

137 | cat /var/tmp/gen/trace/mng.trc arv 74 b—varavy K L—2EHR
138 | cat /var/tmp/gen/trace/mng_sub.trc ary7 4 b—varavwy B hL—2E#R
139 | cat /var/tmp/gen/trace/api.trc arv 74 b—varavwy R L—xER
140 | cat /var/tmp/gen/trace/ctl.trc arv 74 b—varavwy R L—xER
141 | Jusr/local/diag/drvShow RZ A SPNERIE

142 | show snmp SNMP f# #

143 | /usr/local/diag/snmp-dp -mem SNMP HBED XY BT L X

144 | cat /var/log/snmp_debug.log SNMP BERED T /X » 7 (54

145 | show switch debug AR T DTN TIER

146 | cat /var/tmp/stack/stacklog A&y 7 On TER

147 | show storm-control detail A h—2bzy hr—LDIE#R
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