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PS5 : Power Supply

2-2 IP8800/S2630-24P4AXW  IP8800/S2630-48P4XW

e H Cow JH___m
|II || PS (RIREEER) /
TS g

L piv | P cmmam |

A =4 b

(L) NG : Memory Card
SW : SWitch processor
PHY : Physical Interface
PS5 : Power Supply

(1)

PS FAN

2
CPU  SW  PHY

® CPU Central Processing Unit
CPU SW /PHY

CPU
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e SW Switch processor
L2 SW
/QoS

e PHY Physical Interface

(3) PS Power Supply

PS
2
PS
PS 1
2 POE
1413 PoE
PS
ON OFF
(4) FAN
FAN

1P8800/S2630-24T4XW

(5) MC Memory Card

MC
usB
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2.4

2-5

2GB

1GB
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2.5

2-6
OS-L2N L2 VLAN SNMP  LLDP
2-7
OP-ULTG 10G
SFP+/SFP 10Gbit/s SFP+
OP-STK

37



38



3.1

3-1

IP8800/S2630-24T4XW

IP8800/S2630-24P4XW

1P8800/S2630-48T4XW

IP8800/S2630-48P4AXW

29 30

53 54
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3.2

(1)
telnet  ssh
line vty
16
(2)
SSH
3-2

line vty

20

10
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3.3 NTP

NTP
3-3 NTP
50
NTP
NTP
3-4
ntp server 10
ntp peer 10
ntp broadcast 10
ntp server ntp peer ntp broadcast
10
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3.4

3-5

120
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3.5 2

3.5.1 MAC
L2 MAC MAC
MAC
MAC MAC
3-6 MAC MAC
16384 2048
MAC MAC
MAC VLAN
MAC
3.5.2 VLAN
VLAN
3-7 VLAN
VLAN VLAN VLAN
I1P8800/S2630-24T4XW 4094 4094 30720 10000
IP8800/S2630-24P4XW
1P8800/S2630-48T4XW 55296
IP8800/S2630-48P4XW
VLAN VLAN
24 1 VLAN 1000
11 24 VLAN 1 VLAN 10014
VLAN VLAN
CPU
(1) VLAN
VLAN Ethernet-Type LLC SAP SNAP type
VLAN
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3-8 VLAN

12

12

3-9 VLAN

100

100

12
(2) MAC VLAN
MAC VLAN

3-10 MAC VLAN

VLAN

MAC

VLAN

MAC

L2
VLAN
MAC

MAC

64

1024

1088

(3) VLAN

3-11 VLAN

VLAN

(4) Tag

3-12 Tag

Tag

Tag

4096

3.5.3

VLAN

e VLAN
e BPDU

VLAN

VLAN

state  suspend

BPDU

PortFast BPDU
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3-13 PVST+

Ring Protocol VLAN VLAN 4
250 256 2
128 200 ?
1
VLAN VLAN
100 VLAN VLAN 2 100
x 2 200
VLAN
2
PortFast
3-14
Ring Protocol VLAN VLAN VLAN 1
PVST+ 2
1024 3 5000 1000
1024 3 4000 800
1
VLAN VLAN
100 VLAN VLAN 2 100
x 2 200
VLAN
2
PVST+ 1000
3
PVST+ PVST+ VLAN
3-15
Ring VLAN | VLAN MST MST
Protocol ! VLAN 2
1024 5000 16 200
1024 4000 16 200
1
VLAN VLAN
100 VLAN VLAN 2 100
x 2 200
VLAN
2
MST 0 MST 0 VLAN 1024
show spanning-tree port-count VLAN VLAN
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3.5.4 Ring Protocol

(1) Ring Protocol

Ring Protocol

3-16 Ring Protocol

24 1
VLAN 128
VLAN 2 48 ?
VLAN VLAN 1023 3 4 1023 3 4
5 2 48 2
1
Ring Protocol 8
2
Ring Protocol 16
3
VLAN
VLAN VLAN VLAN VLAN
1023 VLAN
VLAN
4
VLAN VLAN VLAN
VLAN
5
1
2)
3-17
1D 1
VLAN 1
2
250
3
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3-18
4
VLAN 1
VLAN 4
3.5.5 IGMP snooping/MLD snooping
IGMP snooping
3-19 IGMP snooping
VLAN 64
VLAN ! 512
23 1024
32
1
IGMP snooping IGMP snooping VLAN
10 16 VLAN  IGMP snooping IGMP
snooping 160
2
VLAN
3
VLAN MAC
MLD snooping
3-20 MLD snooping
VLAN 32
VLAN ! 512
23 500
1
MLD snooping MLD snooping VLAN
10 16 VLAN  MLD snooping MLD
snooping 160
2
VLAN
3
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VLAN

MAC
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3.61P

VLAN IP

DHCP

3.6.1IP

IPv4  IPV6

3-21

VLAN

IPv4  IPV6

128

3.6.2
LAN

(1) IPv4
IPv4

3-22 IPv4

IPv4

IPv6

128

(2) IPv6
IPv6

IPv6
IPV6 IPv6

3-23 IPv6

3.6.3IP

(1) IPv4
IPv4
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3-24

IPv4

IPv4

128

VLAN

(2) IPv6

3-25

IPv4

IPv6

IPv6

IPv6

128

VLAN

3.6.4

(1) ARP
IPv4

ARP

3-26

IPv6

ARP
ARP

ARP

4096

256

4096

256

(2) NDP
IPv6

NDP

3-27

NDP
NDP

NDP

512

128

512

128
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3.6.5
RIP  OSPF
(1) IPv4
3-28 IPv4
IPv4 128
(2) IPV6
3-29 IPv6
IPv6 64
3.6.6 DHCP
DHCP IP
3-30 DHCP
DHCP 128
DHCP 1024
IP 1 2000
IP 160
IP 2 4096
1
IP
2
1024
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3.7 QoS
QoS access-list
qos-flow-list
QoS
QoS
QoS
flow detection mode
QoS
3.7.1
3-31
12
MAC IPv4 IPv6
layer2-1 512x n
layer2-2 512x n
layer2-3 256x n 128x n
layer2-1-mirror 512x n
layer2-2-mirror 512x n
n
1
VLAN
1
1701 1
(@) 1/0/1 (@) 2
2
1011 2 VLAN10 3
(5) 1/0/1 (@)
VLAN10 1)
2
VLAN
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3.7.2 QoS

QoS

3-32 QoS

QoS

MAC

IPv4

IPv6

layer2-1

256% n

layer2-2

256x n

layer2-3

128x n

64% n

layer2-1-mirror

layer2-2-mirror

3.7.3

3-33

VLAN

MAC

IPv4

IPv6

layer2-1

layer2-2

layer2-3

layer2-1-mirror

256x n

layer2-2-mirror

256x n
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3.8 2

3.8.1 2
2
3-34 2
1 1
80 ?
1024 3
1
IPv4 MAC
2
authentication ip access-group
authentication mac access-group permit
deny
3
show authentication fail-list
3.8.2 IEEE802.1X
IEEE802.1X
3-35 |EEE802.1X
VLAN 1024 1024 1
VLAN 1024 1024 2
IEEE802.1X RADIUS 4
1
IEEE802.1X VLAN Web VLAN MAC VLAN
1024
2
IEEE802.1X VLAN Web VLAN MAC
VLAN
1024
3.8.3 Web
Web
3-36 Web
VLAN 1024 1
VLAN 1024 2
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Web DB 300 3
Web Web 1
Web 4
1024KB *
100 4
Web RADIUS 4
1
Web VLAN IEEE802.1X VLAN MAC VLAN
1024
2
Web VLAN MAC VLAN
IEEE802.1X VLAN
1024
3
Web DB ID
ID Web DB
RADIUS RADIUS
4
3.8.4 MAC
MAC
3-37 MAC
VLAN 1024 1
VLAN 1024 2
MAC DB 1024
MAC RADIUS 4
1
MAC VLAN IEEE802.1X VLAN Web VLAN
1024
2
MAC VLAN IEEE802.1X VLAN Web
VLAN
1024
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3.9 DHCP snooping

DHCP snooping

3-38 DHCP snooping

3070 256 200

untrust 1

3-39 DHCP snooping VLAN

VLAN

DHCP snooping ARP

1024 32
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3.10

3.10.1

3-40

1P8800/S2630-24T4XW 15 2 2
IP8800/S2630-24P4XW
I1P8800/S2630-48T4XW 27 2 2
1P8800/S2630-48P4XW
1
1
2
+2
1P8800/S2630-48T4XW 2 2 52

3-41 MAC

MAC

3000

57



3.11

3.11.1L2
L2 L2

342 L2

L2

30pps

200pps

L2 VLAN + L2

VLAN

200pps

30pps

200pps
200pps
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pps

30pps

VLAN



3.12

3.12.1 IEEE802.3ah/UDLD

1 1
1 IEEE802.3ah/UDLD
3-43
3.12.2 CFM
CFM
3-44 CFM
MA MEP MIP CFM MEP
12 2 3
8 32 32 32 256 2016
1
CFM MA VLAN CFM VLAN
Down MEP MA
Down MEP  VLAN
Up MEP MA
VLAN VLAN
CFM show cfm summary
2
CFM MEP CCM
CCM CFM MEP
CCM CFM MEP
3-45 CCM
CCM CFM MEP
1 256 2016
10 128 2016
1 50 200
3
MEP MEP MEP CCM
MEP show cfm remote-mep
3-46 CFM
MEP MIP
8
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MEP MIP
1
3-47 CFM
MEP CCM MIP CCM Linktrace
63 MEP 2048 1024
1 256 4 1024+ 256
4
3.12.3 LLDP
LLDP
3-48 LLDP
LLDP IEEE 802.1AB Draft 6 108
IEEE Std 802.1AB-2009 108
Port And Protocol VLAN ID TLV VLAN 100
VLAN Name TLV VLAN 100
Port And Protocol VLAN ID TLV ~ VLAN Name TLV 100

100
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4.1

IP
SNMP
4.1.1
CONSOLE
i IP
4-1
g
{ L) FILERA— F (CONSOLE) |
a LY=L
| MiEH— - |
g e > B
JE— FEREE SNMP 2 . — &
1) CONSOLE
CONSOLE
2)
telnet ssh ftp
IP
4.1.2
4-1

RS232C
IP

SNMP
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ftp
IP 1Pv4 IPv6
SNMP
1)
RS232C
VT-100
° 115200bit/s
° 8
[ J
° 1
[ ]
115200bit/s 2400 4800 9600 19200bit/s
speed
4-2
(config)# line console 0
(config-line)# speed 19200
° VT-100
VT-100
CLI
VT-100
[ ]
login
[ ]
(2)
IP telnet
ssh
telnet [CR]
[CR] [LF]
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y/n
4.1.3
ON
4-2
LED LED
MIB SNMP
MC MC

64



4.2

42.1

4-3

IZL»

NERATTHT |
- M= F21F
wira TukFed
[
FEEDESR N FEEOEE M
I
SIS ETRETE
YA R Ty
- B EIfNIR
= R A R
. !
- |
EH Bz
1L
BEBHSHE?
HEEOER OFF
4272
4-3
ON OFF
ON
reload
ST1LED

LED
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MC MC

4.2.3
OFF

OFF
OFF

k.img
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MC

reload stop

MC



4.3

(1)

" Login
incorrect”

operator

4-4
login: operator
Password: <-1
No password is set. Please set password! <-2

Copyright (c) 20XX ALAXALA Networks Corporation. All rights reserved.

2. operator

(2)

CLI logout exit

4-5
> logout
login:
3)

60
username set exec-timeout
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5.1

5.1.1

5-1

enable

disable

quit

exit

logout

configure (configure
terminal)

diff

arep

more

less

tail

hexdump

5.1.2

CLI

configure adduser

(config)#

(config)# $show ip arp

quit

show ip arp

69

exit



disable

)

ERwRE ED

conf igure

(R
—* . E—VEBAMA

CLI

1. hostname

1. 2

5-2
> enable
# configure
(config)# hostname "OFFICE1"
10FFICE1(config)# save
OFFICEl(config)# quit
OFFICEl# quit
OFFICE1>
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5.2 CLI

52.1
Tab

5-3
(config)# in[Tab]
(config)# interface

Tab

(config)# interface [Tab]

gigabitethernet port-channel tengigabitethernet
loopback range vlan

(config)# interface

5.2.2

5-4 ?
> show vlan ?
<vlan id list> 1 to 4094 ex. "5, "10-20" or "30,40"
channel-group-number Display the VLAN information specified by
channel -group-number

detail Display the detailed VLAN information
list Display the list of VLAN information
mac-vlan Display the MAC VLAN information
port Display the VLAN information specified by port number
summary Display the summary of VLAN information
<Cr>
> show vlan
?
? Ctrl \% ?
5.2.3
Tab ?
5-5 5-6
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5-5
(config)# interface gigabitehternet 1/0/1
interface gigabitehternet 1/0/1

N

% illegal parameter at "~" marker
(config)# interface gigabitehternet 1/0/1

5-6
(config)# interface gigabitethernet 1/0/1
(config-if)# speed
speed

N

% Incomplete command at "~" marker
(config-if)#

524

5-7 show ip arp
> sh ip ar
Date 20XX/11/15 19:37:02 UTC
Total: 1 entries

5.25

IP Address Linklayer Address Netif
192.168.0.1 0012.e240.0a00 VLANO100
6-1
*
5-8

> ping 192.168.0.1 numeric count 1
PING 192.168.0.1 (192.168.0.1): 56(84) data bytes

State
STALE

64 bytes from 192.168.0.1: icmp_seq=0 ttl=31 time=1.329 ms

---192.168.0.1 PING Statistics ---

1 packets transmitted, 1 received, 0% packet loss, time 1lms

rtt min/avg/max/mdev = 1.329/1.329/1.329/0.000 ms
>

> ping 192.168.0.1 numeric count 1

PING 192.168.0.1 (192.168.0.1): 56(84) data bytes

64 bytes from 192.168.0.1: icmp_seq=0 ttl=31 time=1.225 ms
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--- 192.168.0.1 PING Statistics ---

1 packets transmitted, 1 received, 0% packet loss, time 1lms
rtt min/avg/max/mdev = 1.225/1.225/1.225/0.000 ms

> <-4
> ping 192.168.0.2 numeric count 1 <-5
PING 192.168.0.2 (192.168.0.2): 56(84) data bytes

---192.168.0.2 PING Statistics ---
1 packets transmitted, 0O received, 100% packet loss, time Oms

>
1. 192.168.0.1 ping
2. 1
1 ping 192.168.0.1 numeric count 1 Enter
3. 192.168.0.1 ping
4. ' - Backspace
1 ping 192.168.0.1 numeric count 1 IP
1 2 Enter
5. 192.168.0.2 ping
5-3
1 "
2 In n
3 I-n
4 Istr str
5 Astrifstr2 strl  str2
show history
Backspace Ctrl
Cc
1 ! - -
5.2.6

grep
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5.2.7

5.2.8

5.2.9 CLI

5-9 show sessions
show sessions 5-10 show sessions grep
show sessions grep
5-9 show sessions
> show sessions
Date 20XX/01/07 12:00:00 UTC
operator console ----- 0 Jan 6 14:16
operator pts/0  ----- 2 Jan 6 14:16 (192.168.3.7)
operator pts/1 = ----- 3 Jan 6 14:16 (192.168.3.7)
operator pts/2 admin 4 Jan 6 14:16 (192.168.3.7)
5-10 show sessions grep
> show sessions | grep admin
operator pts/2 admin 4 Jan 6 14:16 (192.168.3.7)
>
show ip interface
5-11 show ip interface
> show ip interface > show_interface.log
>
username
set terminal pager
CLI CLlI
CLlI CLI
5-4 CLI CLI
60
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CLI username

® set exec-timeout
e set terminal pager
® set terminal help

username
CLI

CLI

adduser no-flash
CLI
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5.3 cul

(1)

(2) CLI
Ctrl

killuser

Ctrl

z

Ctrl
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6.1

6.1.1

save(write)

6-1

FEE

EERATEY 0l R 0

Sl
= - N PR B 5
A

1. 43

AG—=FFud
b= B P PRl

L EAEEEENTSE, EEAAEVOAI— Ty 7o 24— adiiiAididh,
ST s L—aELTO—FEhD,
LTI T =3 L ORBETERAEMET S,

2224 L—LaETBELERSE Sy an s Y L—bavitERERS,

JEEERES o A P4 L~ a A8 — P e 7w Fl—ra iz
BET A

6.1.2

save(write)
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)

RERDEH

I
EEERSTOOS S
(enablea ¥ 2 K)

I
R

(configurea = » F)

|

BENOMBORT - ®i2
ishowa 7 2 F)

ST T T —a v DiEE
(B - $EIC - FIRR)

[
BEEOAEOER - WHE
ishow3a = 2 F)

AR=FTFw
= e P P
T4 IZEBTFE

AG=FPowdanT49b—i3w
TF A I i
isave 7 i K

#BT
lexita=w e F)
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6.3

6-3

top

QT4 L—raE—F

e

(F— )

—@?{ Fl—awE—F
i

quit fexit). top

HFE-F
(3 e )

it (exit), exit-xxx

f”#Fﬂ;rr;j%—F

(H=R5FE

(AP

—e . - FEESE

——

*E—FEEaTLF

E—F@#aTvF

(conf i g-nx)
(xyx-config

{eonf i g-xes=yyy)

KK, WYY BEEEAASTFUICLATERN
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6.4

6.4.1

6-1

end

quit (exit)

save (write)

show

status

top

show running-config

show startup-config

copy

erase startup-config

show file

cd

pwd

Is

dir

cat

cp

mkdir

mv

m

rmdir

delete

undelete

squeeze deleted
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6.4.2 configure configure terminal

enable
configure configure termina
(config)#
6-4
> enable <-1
# configure <-2
(config)#
1. enable
2
6.4.3 show
1)
show running-config show startup-config
6-5
OFFICEQ1# show running-config <-1

#default configuration file for AX2630S-24T4XW

1

hostname "OFFICEO1"

switch 1 provision 2630-24t4xw

1

vlan 1
name “VLANOOO1"

1

vlan 100
state active

1

vlan 200
state active

1

interface gigabitethernet 1/0/1
switchport mode access
switchport access vlan 100

!

interface gigabitethernet 1/0/2
switchport mode access
switchport access vlan 200

OFFICEO1#
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(2)

show

6-9

6-6
OFFICEO1(config)# show <-1
#default configuration file for AX2630S-24T4XW
!
hostname "OFFICEO1"
switch 1 provision 2630-24t4xw
!
vlan 1
name “'VLANOOO1"
!
vlan 100
state active
!
vlan 200
state active
!
interface gigabitethernet 1/0/1
switchport mode access
switchport access vlan 100
!
interface gigabitethernet 1/0/2
switchport mode access
switchport access vlan 200
1

OFFICEO1(config)#

6-7

OFFICEO1(config)# show interface gigabitethernet
interface gigabitethernet 1/0/1

switchport mode access

switchport access vlan 100
!
interface gigabitethernet 1/0/2

switchport mode access

switchport access vlan 200
1

OFFICEO1(config)#
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6-8
OFFICEO1(config)# show interface gigabitethernet 1/0/1 <-1
interface gigabitethernet 1/0/1

switchport mode access

switchport access vlan 100

OFFICEO1(config)#

1. 1/0/1
6-9

OFFICEO1(config)# interface gigabitethernet 1/0/1

OFFICEO1(config-if)# show <-1

interface gigabitethernet 1/0/1
switchport mode access
switchport access vlan 100

1

OFFICEOL(config-if)#

1. 1/0/1
6.4.4
1)
no
6-10
6-11
6-10

(config)# vlan 100 <-1
(config-vlan)# state active <=2
(config-vlan)# exit
(config)# interface gigabitethernet 1/0/1 <-3
(config-if)# switchport mode access <-4
(config-if)# switchport access vlan 100 <-5
(config-if)# exit
(config)#
(config)# vlan 100 <-6
(config-vlan)# state suspend <-7
(config-vlan)# exit
(config)#
(config)# interface gigabitethernet 1/0/1 <-8
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(2)

(config-if)# no switchport access vlan

6-11
(config)# no ip domain lookup
(config)# ip domain name router.example.com
(config)# ip name-server 192.168.0.1
(config)# ip domain lookup

1. DNS
2 router.example.com
3. 192.168.0.1
4. DNS
6-12
6-13
6-12

(config)# interface gigabitethernet 1/0/1
(config-if)# description TokyoOsaka
(config-if)#

6-13
(config)# interface tengigabitethernet 1/0/1
(config-if)# description
description
A
% Incomplete command at """ marker
(config-if)#

1. VLAN 100 VLAN

2. VLAN 100

3. 1/0/1

4. 1/0/1

5. VLAN 100

6. VLAN 100

7. VLAN 100

8. 1/0/1

9. VLAN  VLAN ID 100
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6.4.5 save

save(write)

6-14
# configure <-1
(config)#

<-2

I'(config)# save <-3
(config)#

6.4.6 exit

exit save
exit

6-15
6-16

6-15
I'(config)# save
(config)# exit <-1

6-16
# configure <-1
(config)#

<-2
T'(config)# exit

Unsaved changes found! Do you exit "configure” without save ? (y/n): y <-3
1#
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6.4.7
(1)

Maximum number of entries are already

defined (config memory shortage). <IP> Maximum number of entries are already defined.<IP>
2)
1000
4000 4000
4000 1000 4000

87



6.5

6.5.1

copy

/config

6-17
> enable
# copy startup-config ftp://staff@192.168.0.1/backup.cnf
Configuration file copy to ftp://staff@192.168.0.1/backup.cnf?
o/m:y

Authentication for 192.168.0.1.

User: staff

Password: xxx <-1
transferring...

Data transfer succeeded.
#

1. staff

6-18
> enable
# copy running-config ftp://staff®192.168.0.1/backup.cnf
Configuration file copy to ftp://staff@192.168.0.1/backup.cnf?
/m:y
Authentication for 192.168.0.1.
User: staff
Password: xxx <-1

transferring...

Data transfer succeeded.
#

1. staff
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6.5.2

copy

6-19
> enable
# copy ftp://staff@192.168.0.1/backup.cnf startup-config
Configuration file copy to startup-config?

/n):y

Authentication for 192.168.0.1.

User: staff

Password: Xxxx <-1
transferring...

Data transfer succeeded.

#
1. staff
6.5.3 ftp
ftp
1)
/usr/home/operator
copy
ftp
6-20 ftp

> cd /usr/home/operator

> ftp 192.168.0.1

Connect to 192.168.0.1.

220 FTP server (Version wn-2.4(4) Wed Jan 1 00:00:00 JST 1999) ready.
Name (192.168.0.1:operator): test

331 Password required for test.

Password : XXXXxx

230 User test logged in.

Remote system type UNIX.

Using binary mode to transfer files.

ftp> get backup.cnf <-1
local: backup.cnf remote: backup.cnf

200 PORT command successful.

150 Opening BINARY mode data connection for backup.cnf (12,345 bytes)
226 Transfer complete.

ftp> bye

221 Goodby

> enable
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# copy /usr/home/operator/backup.cnf startup-config <-2
Configuration file copy to startup-config ? (y/n): vy <-3
#
1

2. backup.cnf

(2)

6-21
> cd /usr/home/operator
> enable
# copy running-config backup.cnf <-1
Configuration file copy to /usr/home/operator/backup.cnf? (y/n) : vy
# exit
> ftp 192.168.0.1
Connect to 192.168.0.1.
220 FTP server (Version wn-2.4(4) Fri Jan 1 00:00:00 JST 1999) ready.
Name (192.168.0.1:operator): test
331 Password required for test.
Password : XXXXxx
230 User test logged in.
Remote system type UNIX.
Using binary mode to transfer files.
ftp> put backup.cnf <=2
local: backup.cnf remote: backup.cnf
200 PORT command successful.
150 Opening BINARY mode data connection for backup.cnf (12,345 bytes)
226 Transfer complete.
ftp> bye
221 Goodby
>

6.5.4 MC
MC cp

(1)
/usr/home/operator
MC copy
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cp

6-22 MC cp

> cd /usr/home/operator

> cp mc-File backup.cnf backup.cnf <-1
> enable

# copy /usr/home/operator/backup.cnf startup-config <-2
Configuration file copy to startup-config? (y/n): y <-3
#

N

backup.cnf

(2 MC
MC

6-23 MC
> cd /usr/home/operator
> enable
# copy running-config backup.cnf <-1
Configuration file copy to /usr/home/operator/backup.cnf? (y/n) : vy
# exit
> cp backup.cnf mc-file backup.cnf <=2
>

6.5.5

copy
copy copy
copy
copy
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7.1

7.1.1
1
[ ]
1
[
[ ]
7-1
AR wy
a4 ) N\
TAFAA wF Ny FuTAL vF
A4 wFHEFH=1 A4 wFHES=12
AR e
\. J
(AL LA: ) T S—=2 g
2
1 2 1
2
7.1.2

stack enable
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stack enable

7.1.3

7-1

RADIUS/TACACS+

SSH

NTP

DNS

SNMP

RMON

MIB

MC

MAC

VLAN

VLAN

Tag

Ring Protocol

Ring Protocol
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IGMP snooping

MLD snooping

1Pv4

IPv6

DHCP

QoS

QoS

IEEE 802.1X

Web

MAC

DHCP snooping

GSRP aware

L2

sFlow

IEEE802.3ah/UDLD

CFM

LLDP
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1.2

7.2.1

(1)

7-2

A wuy

TARAL v F IRy TFuTAA 9 F
A4 wFHEF=1 AL wFHEF=2

- EHEE =——==="_" i

TR LA N s TH Y=g

(2)

1.2.2

1P8800/S2630

switch provision
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7.2.3

° 10G
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7.3

7.3.1
1 2
set switch
1 setswitch 1
1
7.3.2
7-2
IP8800/S2630-24T4XW SFP+/SFP 29 30
IP8800/S2630-24P4XW
IP8800/S2630-48T4XW 53 54
IP8800/S2630-48PAXW
2
2
2 2
2
2
2
SFP+/SFP

switchport mode  stack

LLDP UDLD

e bandwidth
® description
e no snmp trap link-status

e shutdown
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e flowcontrol
off

e link debounce

® mtu
MTU

® speed duplex
speed duplex

7-3 speed duplex

system mtu

speed

duplex

SFP auto

auto

SFP-T auto

auto

SFP+ 10G

full

7.3.3

(1)

7-4

(2)
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@)

(b)

(©)

7.3.4

(1)

(2)

@)

MAC
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1 2
2
(b) 1
(©) 1
MAC
(d) 2
MAC
(3)
1 1
1
(@)
1
2
2 2
2
MAC (c)
3
1
MAC (d)
4) 2
2
° 2
1
[ ]
©))
1 31 switch priority
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7.3.5 MAC

MAC

MAC

MAC
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MAC

MAC



7.4

(1)

hostname

session

® session

(2)

remote command

remote command
remote command
remote command
remote command

3)
(@)

OFFICE1

OFFICE1>
OFFICE1-02B>

session

remote command
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(b)

(©

save

7-3
1. TRERL UF BEMSEMLEA SRS 9 F
Srem e E =
= R e A PP ) A4 L—a
A
— P EEA L
AE—FTFTu? z&—Lij
AT Fl—ta A4 L—a
-4 3
F—H
2. TRERAVF HEMSEBLEA LKA 9 F
Sy .| Sy
AT T L—iras| = e Il P
AR—bFud S F
AT T =i s ' = R P P B
at-—
WED
3.
-
TARAA wF HEMSERLI A A o F
Sre= 4 l S
= Pl o A Pt P b= e Il Pt
3
| AL
AR=FFud Ag=FFud
AT T L—i3 - Q74—
-4 -3
—®
\
Aguy
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1.

2.

3.
(4)

set clock
(5)
(@)
(b)
(c)
(d) MC
MC
MC
MC

MC

mc-configuration

update mc-configuration

14.2
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MC

update mc-configuration

update

MC



(6)
(a)
1
show switch
(b)
(7)

ERR

(8) MIB  SNMP

(9)

7-5

EVT

SNMP

MIB

syslog

SNMP

show port

106



7.5

7.5.1
(1)
7-4
ARy
TARAAS wF R Tud2f vF
A4 wFHE=1 24 o FHE=]
_ FFRT A _ FRMAFEE
AG i
BRARAA o F TARAA uF
A4 wFES=1 A4 wuFHEF=1
B - EEEEEE
1
2)
7-5
Agul
BIARAA wF TARAAwF
A4 uFHFE=1 A4 uFHEEs=2
W - B EHHE

AA ua
Ry FudafuF TARAAL wF
Af yFEB=1 A4 v FHF=2
- B B - BEEFHEER
2

3)
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7-6
ARy
TARAAS wF By TFTadAA uF
A v FHE=1 A v FEE=2
_ T AR . [EEREER
ARl
TRAIAA VT IBiiud Foudiaf uF
A4 wFHES=1 A4 wFHRS=L
_ R A
MAC
(4)
7-7
ARl
TAHAAUF Biiw 2 FuFARAL uF
AA uFHS=1 AA v FHE=2
- EFEEE
mE
ARl
TARAA vF HRyBFudafuF
A4 vwFHE=1 A4 wFHEES=2
2
7.5.2
1)
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MAC



7-8

AR
TAGASwF HNuSTFuIAL 9T
A v FHB=1 AA y FHB=2

= B —— L B B

ARy ARl
TALAA uF TARAAL wF
ALy FES=1 R4 9 FHES=2

- R = = . FEEREE

IP MAC
2
1
(2)
7-9
ARy Agwul
TARAAL uF TARAA 2F
AA uFHE=] A wFHE=2
AR ua
TARFAA wF AT Er i i b 2 TR o
A4 wFHE=1 A4 wFHE=2
7.5.3
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LACP !

MAC

VLAN

VLAN

Tag

Ring Protocol 3

IGMP snooping

QoS

QoS

IEEE 802.1X

Web

MAC

DHCP snooping *

GSRP aware *

L2

IEEE802.3ah/UDLD

active
LACP

7-7

LACP

LACPDU LACPDU

LACPDU

LACPDU

LACP
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LACPDU long long

2
VLAN
3
4
10
24-8 2
5
IGMP snooping 224.0.0.0/24 IPv4 2
10
VRRP
VRRP ADVERTISEMENT 6
6
x 2
x 2
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7.6

7.6.1
(1)

7-10

AA g

TAAAAL wTF BTy TAL uF
A4 uFHE=1 A wFEE=2

| - EEE -
(B B - B URRA v FAOEE

fih A s SRS w FEBDER

(2)
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7-11
AR
TARZA wF BT udAAf vF
A4 uFHE=1 A wFEE=2
n-! _ FFAFFT
£ X !
‘r[\/l/L_?
- I
_ EEEIETW _ EEEEET
CFLA) A AL v FROIRE
fih A s SRS FEBDER
7.6.2
(1)
7-12
ARy
TAGAA wF Ry B TFudaA uF
A4 wFH/=E=1 A4 wFHF=2
La
_ EEFIEEW T

(AL LA: Y FTYF—ra
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(2)
7-13
ARy
TAFAA wF I e P RT
A 9 FHF=1 A 9 FHF=2
LA LA
= EE 122z bbbt FrH = EE
(AL LA: Yoo Fa )y —i-g
3)

7-14
ARy

RAZAA9TF  RwdTvIRA9F
AL v FHE=1 ALy FHE=2

- EREE .

(L) LA: Yo FPa )y —i-g
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1.7

7.7.1
(1)

2

3 1 2

2)
2
2

1.7.2
1)

. erase startup-config 2

8.1.7

[ ]

[ ]

[ J
2)

save
8.1.12

e system flowcontrol off

e system I2-table mode

e power inline priority-control disable

e system I2-table mode

MAC MAC
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3)

(4)
(5) MAC
MAC MAC
MAC 180
MAC MAC
300
MAC
MAC 180
MAC
(& MAC
PC
MAC MAC
° MAC
MAC
e MAC MAC
MAC
MAC
MAC
(b)
2 2
VLAN
[ J
° MAC
(6)
MAC MAC

MAC
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MAC
MAC
MAC
MAC 735 MAC
8.1.12

(7)

[ ]

[ ]

show switch
show port
(8) 1
1 1 2
1 2
1 1
2
1 2
2
1
1
2

(9) Ring Protocol

Ring Protocol 29.8 Ring Protocol 4)

VLAN (20)

(10)

117



(11)

2
dotlx timeout keep-unauth
dotlx timeout tx-period
authentication radius-server dead-interval
mac-authentication auth-interval-timer
mac-authentication auto-logout  delay-time

2
show dot1x statistics
show mac-authentication statistics
show web-authentication statistics

show dotl1x Last EAPOL ReAuthSuccess

IEEE802.1X MIB
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8.1

8.1.1

stack enable

switch priority

switch provision !

switchport mode 2

1
9
2
18 VLAN
8-2
show switch
remote command
set switch
dump stack
session
8.1.2
A B
8-1
AR FEFOY A8 FEFOY
- EEHEER - EEHEER
EEEA FEEB
25wl
TARZA 9F PR FudAAaF
A4 UFHEE=1 A4 wFHE=1

AR A uFA ALiA A wFB
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(1)

(2)

8-3
1) A B A
B
2 A 1 A
3) A B A
A
A
B
B
B
4 B 2 B
(5) A B
1
(6) A B 2
B
B
7.2.3
1. A show license
2. A show version software
3. B  show license
4, B  show version software
1 1

stack enable

stack enable
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1. (config)# stack enable
After this command execute, please save configuration editing now in startup-config, and
please reboot a device.
Do you wish to continue ? (y/n):

y
2. (config)# save
(config)# exit
3. # reload
1
(3) A B
A
B
A A
° A
° A
° B
° B
° B
B
A
A B
1. (config)# interface tengigabitethernet 1/0/29
(config-if)# switchport mode stack
(config-if)# exit
(config)# interface tengigabitethernet 1/0/30
(config-if)# switchport mode stack
(config-if)# exit
A 1
2. (config)# switch 1 priority 20
A 1 20
3. (config)# switch 2 provision 2630-24t4xw
B 1P8800/S2630-

24TAXW

4. (config)# interface tengigabitethernet 2/0/29
(config-if)# switchport mode stack

122



(config-if)# exit
(config)# interface tengigabitethernet 2/0/30
(config-if)# switchport mode stack
(config-if)# exit
B 2
5. (config)# switch 2 priority 10
B 2 10

6. (config)# save
(config)# exit

(4) B 2 1

B 2 stack enable

1. # set switch 2
# configure
2

2. (config)# stack enable
After this command execute, please save configuration editing now in startup-config, and
please reboot a device.
Do you wish to continue ? (y/n):

y

3. (config)# save

(config)# exit
4. # reload

1
(5) A B
B A
A A B
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1. (config)# interface tengigabitethernet 2/0/29
(config-if)# switchport mode stack
(config-if)# exit
(config)# interface tengigabitethernet 2/0/30
(config-if)# switchport mode stack
(config-if)# exit

B 2

2. (config)# switch 2 priority 1

B 2

3. (config)# save

(config)# exit

(6) A B 2

2. # show switch detail
show switch detail

8.1.3
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(1)

8-2
AR ul
TARAA wF AR FFO
A4 v F@HT=1
- EEREEE - EEHEE
AR A FA F B
ARy
TRAIAA wF D TFuTAAL 9F
A4 v FEE=I AAuFEE=1
A s A A uFA AR A 9FB
8-4
1) A B
2 B
B
B
B
(3) B 2 1
4 A
1
(5) A B 2
A B
A B
7.2.3
1. A show license
2. A show version software
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(2)

3)

3. B  show license
4, B  show version software
B
A B
A

switch 1 priority 20

interface tengigabitethernet 1/0/29

switchport mode stack

interface tengigabitethernet 1/0/30

switchport mode stack

B
A
° B
° B
° B

(config)# switch 2 provision 2630-24t4xw
B
24TAXW

(config)# interface tengigabitethernet 2/0/29
(config-if)# switchport mode stack
(config-if)# exit
(config)# interface tengigabitethernet 2/0/30
(config-if)# switchport mode stack
(config-if)# exit
B 2
(config)# switch 2 priority 10
B 2 10

(config)# save
(config)# exit
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B 2 stack enable

stack enable

1. # set switch 2
# configure
2

2. (config)# stack enable
After this command execute, please save configuration editing now in startup-config, and
please reboot a device.
Do you wish to continue ? (y/n):

y
3. (config)# save
(config)# exit
4. # reload
1
4) A B
B A
A A B
B 1
A
1. (config)# interface tengigabitethernet 2/0/29
(config-if)# switchport mode stack
(config-if)# exit
(config)# interface tengigabitethernet 2/0/30
(config-if)# switchport mode stack
(config-if)# exit
B 2
2. (config)# switch 2 priority 1
B 2 1

3. (config)# save
(config)# exit
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(5) A B 2

1. A B

2. # show switch detail
show switch detail

8.14
B
8-3
ARl
TARAA v F PR TFudadAaF
A4 v F@HT=1 A4 FHE=2
- AN ————— . FEE
AR A A uFA Al A A wFE
AR
TARAA 9 F i1 P
A4 uFREE=I
- EEHEER - EEEHEEE
A A A uFA FEMB
8-5
(1) B
(2 B
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(1) B

1. > reload stop
B

A

> reload switch 2 stop

2. OFF

) B

1. (config)# no switch 2 provision
2

2. (config)# no switch 2 priority
2

3. (config)# save
(config)# exit

8.1.5
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8-4
AR wi
TARAA wF AU TFuwITAAL9F
A4 vFHFES=I1 A4 v FHE=2
s ————
A2 A FA A A A vFB
Agu9
153 TAGAA T
ZA uFHEE=2
- EEHEE - EEHEEE
LA A A A wFB
8-6
1) B
2 A
3) A
(1) B
A B
1. > show switch
B
2. > show port
B
2) A
A
1. > reload stop
A B

2. OFF
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3)

8.1.6

(config)# no switch 1 provision
1

(config)# no switch 1 priority
1

(config)# save
(config)# exit

8-5

AR wi

TARAA wF NG TFuTAA9F
AL uFHES=1 A4 9FHE=2
- R ——— . [EEfER

A LA A v FA AR A wFB

A wy

RAGAA T HNe P FuTAL T
A v FHRS=1 24 uFHS=1

- HEEHEHE - EEH

A iAo wFA ALAA wFC

8-7

1) A C

() B
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(3) C 2 1
4) A C
1
(5) A CcC 2
(1) A C
A C
7.2.3
1. A show license
2. A show version software
3. C  show license
4, C  show version software
(2) B
B B

1. 02B> reload stop

B
A
A
> reload switch 2 stop
2. OFF
(3) C 2 1
C 2
C 2 stack enable

stack enable
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1. # set switch 2
# configure
2

2. (config)# stack enable
After this command execute, please save configuration editing now in startup-config, and
please reboot a device.
Do you wish to continue ? (y/n):

y
3. (config)# save
(config)# exit
4. # reload
1
4) A C
C A
A A C
C 1
A
1. (config)# interface tengigabitethernet 2/0/29
(config-if)# switchport mode stack
(config-if)# exit
(config)# interface tengigabitethernet 2/0/30
(config-if)# switchport mode stack
(config-if)# exit
C 2
2. (config)# switch 2 priority 1
C 2 1
3. (config)# save
(config)# exit
(5) A cC 2
1 A
2
C 1 A
C
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A
A
1. A C
2. # show switch detail
show switch detail A
8.1.7
1 2
1. # erase startup-config
2. # reload
1
2 stack enable
1 1
8.1.8

stack enable
switch 1 provision 2630-24t4xw
switch 2 provision 2630-24t4xw

interface tengigabitethernet 1/0/29

switchport mode stack
!

interface tengigabitethernet 1/0/30
switchport mode access

interface tengigabitethernet 2/0/29
switchport mode stack
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interface tengigabitethernet 2/0/30
switchport mode access

(1)

(2)

1. (config)# interface tengigabitethernet 1/0/30
(config-if)# switchport mode stack
(config-if)# exit
(config)# interface tengigabitethernet 2/0/30
(config-if)# switchport mode stack
(config-if)# exit

1 2

2. (config)# save
(config)# exit

3)

8.1.9

stack enable
switch 1 provision 2630-24t4xw
switch 2 provision 2630-24t4xw

interface tengigabitethernet 1/0/29
switchport mode stack

!

interface tengigabitethernet 1/0/30
switchport mode stack

interface tengigabitethernet 2/0/29
switchport mode stack

!

interface tengigabitethernet 2/0/30
switchport mode stack
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1)
1. (config)# interface tengigabitethernet 1/0/30
(config-if)# shutdown
(config-if)# exit
(config)# interface tengigabitethernet 2/0/30
(config-if)# shutdown
(config-if)# exit
1 2
2)
1. (config)# interface tengigabitethernet 1/0/30
(config-if)# no switchport mode stack
(config-if)# exit
(config)# interface tengigabitethernet 2/0/30
(config-if)# no switchport mode stack
(config-if)# exit
1 2
2. (config)# save
(config)# exit
8.1.10
LED ST2
MC ST2 MC LED
8-8 LED
LED LED
ST2
8.1.11
session
2
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8-6 1
02B> session switch 1
> enable
# configure
(config)#

3. configure

8.1.12

2. enable

3. show switch

# show switch

<-1
<-2
<-3
<-4

enable

Date 20XX/10/26 11:38:56 UTC

Stack status :

No Switch status
1 Master
2 Backup

#

Enable
System MAC Address :

Switch No :
0012.e220.5101

Model
2630-24t4tw
2630-24t4tw

4
# reload switch 2 no-dump-image -f
5
# reload no-dump-image -f
8.1.13

session
30
1
Machine ID Priority Ver
0012.e€220.5101 31 1
0012.e€220.5102 11 1
2

30
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30

enable

set license erase license switch

8.1.12
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9.1

9.11

VLAN IP
VLAN IP

9-1

E— HERRE ) E— FBERAEFR
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9.2

9.21

ftp-server

ftp

line console

RS232C

line vty

speed

RS232C

transport input

set exec-timeout

set terminal help

set terminal pager

show history

telnet

IP

ftp

TCP/IP

tftp

UbP

SSH

VLAN IP
VLAN 34 1Pv4

11 SSH(Secure Shell)

35 IPv6

9.2.2 IP
1P
9-2
FEE
@ | _
) E— HEREFE /

1. (config)# vlan 100

[PF FL-Z: 192 168.1.1 255. 255 255.0
VLAN 1D° 100
— k1041
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(config-vlan)# exit
VLAN ID 100 VLAN VLAN 100 VLAN

2. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 100
(config-if)# exit

1/0/1
VLAN 100

3. (config)# interface vlan 100
(config-if)# ip address 192.168.1.1 255.255.255.0
(config-if)# exit

(config)#
VLAN ID 100 VLAN ID 100
192.168.1.1 255.255.255.0
9.2.3 telnet
IP
telnet
line vty
1. (config)# line vty 0 2
(config-line)#
telnet
3
9.2.4 ftp
IP
ftp
ftp-server
ftp
1. (config)# ftp-server
ftp
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10

RADIUS/TACACS+

10

RADIUS/TACACS+

RADIUS/TACACS+
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10 RADIUS/TACACS+

10.1

10.1.1
10-1
aaa authentication enable enable
aaa authentication enable attribute- enable

user-per-method

aaa authentication enable end-by- enable
reject

aaa authentication login

aaa authentication login console RS232C aaa authentication login

aaa authentication login end-by-

reject

aaa authorization commands RADIUS TACACS+

aaa authorization commands RS232C aaa authorization
console commands

banner

commands exec

ip access-group
IPv4

ipv6 access-class
IPV6

parser view

username

10-2

adduser

rmuser adduser

password

clear password

show sessions

show whoami
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10 RADIUS/TACACS+

killuser
10.1.2
IPv4 IPv6
telnet
1 ID
2.
3 16
line vty

4. 1Pv4 IPv6 ip access-list

standard ipv6 access-list access-list ip access-group ipv6 access-class
5. telnet ftp transport input

ftp-server
6.
7.

show logging
8. 60
9. killuser
10.1.3

adduser

10-1 newuser
> enable

# adduser newuser
User(empty password) add done. Please setting password.

Changing local password for newuser.

New password:***xxxx* <-1
Retype new password:****xx*x <-2
# quit

>

rmuser

" operator”
rmuser
aaa authentication login
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10 RADIUS/TACACS+

RADIUS/TACACS+

10.3.2 RADIUS 10.3.3 TACACS+
10.1.4
enable
enable
10-2
> enable

# password enable-mode

Changing local password for admin.
New password:

Retype new password:

#

aaa authentication enable RADIUS/TACACS+
10.3.2 RADIUS
10.3.3 TACACS+

10.1.5

line vty

10-3
(config)# line vty 0 2
(config-line)#

ftp
ftp-server ftp

10-4 ftp
(config)# ftp-server
(config)#

10.1.6

line vty
line vty <num>
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10 RADIUS/TACACS+

10-5
(config)# line vty 0 1
(config-line)#

10.1.7 IP

ip access-list standard ipv6 access-list access-list ip access-group ipv6 access-class
IP IPv4
IPv6 128

IPv4

1. (config)# ip access-list standard REMOTE
(config-std-nacl)# permit 192.168.0.0 0.0.0.255
(config-std-nach)# exit
192.168.0.0/24 REMOTE

2. (config)# line vty 0 2
(config-line)# ip access-group REMOTE in
(config-line)#
line REMOTE 192.168.0.0/24

IPv6

1. (config)# ipv6 access-list REMOTE6
(config-ipv6-nacl)# permit ipv6 2001:db8:1::/64 any
(config-ipv6-nacl)# exit
2001:db8:1::/64 REMOTE®6

2. (config)# line vty 0 2
(config-line)# ipv6 access-class REMOTE6 in
(config-line)#
line REMOTE®6 2001:db8:1::/64
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10 RADIUS/TACACS+

10.1.8

banner console
telnet  ftp

telnet  ftp telnet  ftp

TR
Warning!!! Warning!!! Warning!!!

This is our system. You should not login.
Please close connection.

HHH R A T

1. (config)# banner login plain-text
-—- Press CTRL+D or only "." line to end ---
BB AR
Warning!!! Warning!!! Warning!!!
This is our system. You should not login.
Please close connection.
BB R

CTRL+D

2. (config)# show banner
banner login encode
"IyMj IyMj IyMj LyMj TyMj IyMj IyMj IyMj IyMj TyMj IyMj IyMj IyMj IyMjCldhcmSpbmeh1 SEgV2FybmluZyEhI1SBXY
XJuaWsn 1 SEhCIRoaXMgaXMgb3Vy IHN5c3RIbS4gWW91 1HNob3VsZCBub3QgbGOnaWAuCl BsZWFzZSBjbG9zZSBjb25
uZWNOawouLgoj IyMj IyMj IyMj TyMj TyMj IyMj [yMj IyMj IyMj TyMj TyMj TyMj TyMj TyMK™

3. (config)# show banner login plain-text
BB AR
Warning!!! Warning!!! Warning!!!

This is our system. You should not login.
Please close connection.
BB R

(config)#
show plain- text

telnet ftp
10-6 telnet

> telnet 10.10.10.10
Trying 10.10.10.10...
Connected to 10.10.10.10.
Escape character is "]".
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HHHHHHHHHH A T
Warning!!! Warning!!! Warning!!!

This is our system. You should not login.
Please close connection.

HHH R A R R
login:

10-7 ftp
> ftp 10.10.10.10
Connected to 10.10.10.10.
220-
HHH R AR R
Warning!!! Warning!!! Warning!!!
This is our system. You should not login.
Please close connection.
HHH R R T
220 10.10.10.10 FTP server ready.
Name (10.10.10.10:staff):
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10.2 RADIUS/TACACS+

10.2.1 RADIUS/TACACS+

RADIUS  Remote Authentication Dial In User Service ~ TACACS+ Terminal Access Controller Access Control

System Plus NAS Network Access Server
NAS RADIUS/TACACS+
NAS RADIUS/TACACS+
RADIUS/TACACS+
NAS
RADIUS/TACACS+ RADIUS/TACACS+ NAS

RADIUS/TACACS+

RADIUS/TACACS+
10-8 RADIUS/TACACS+

RADIUS, TACAGS+tr— 3
O—HFr—=4aa—2
a—HK AT —F
aA—HY 27— F

24
s
{ [t
|Y NAS
*&W BEEEE U—%, THER
1_+ by H—r it L)
HA

L VE—FERAEENSI—FIHRERICtelnet =MITT S,
2. FEMIE T 47 L—18 L THE L =RADIUS/ TACACS+ ¥ —s3o LT IBIE R R

+T5.
3 RADIUS/TACACS+H—silda—HF—3 A—Z 2B IVTaA—HFAEBIFL, ®REEIC

A—FIERBIELEC EEEHT S,
4 REHE IRADIUS/TACACS+EBREI— & TILAvT, 2—HFXm ) E— HEMAEED & Dielnet

BEY 5.
S RERE LT A L—2aTav FREESHE LIRS, RADIUS/

TACAGS+H—IcBBELTHSI T FYUA FIZ#-T, a—¥aEAdT 5 ERa 7
FENE-FBTS.

10.2.2 RADIUS/TACACS+

RADIUS/TACACS+ enable

RADIUS  IEEE802.1X
Web RADIUS/TACACS+

(1) RADIUS/TACACS+
RADIUS/TACACS+

° telnet
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. ssh

° ftp

° sftp

° scp

. RS232C)

° enable

RADIUS/TACACS+

° telnet
° ssh
° RS232C

RADIUS/TACACS+

° telnet
. ssh
° ftp
° sftp
° scp
° RS232C
e CLI TACACS+
(2) RADIUS
RADIUS
10-3 RADIUS

NAS

NAS

Access-Reject (

Access-Request (
Access-Accept (

Accounting-Request (
Accounting-Response ( )

enable

)

User-Name
User-Password
Service-Type

NAS-Identifier
Reply-Message

Class

NAS-IP-Address
NAS-IPv6-Address

enable

Vendor-Specific(Vendor-1D=21839)
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User-Name
NAS-IP-Address
NAS-IPv6-Address
NAS-Port
NAS-Port-Type
Service-Type
Calling-Station-1d
Acct-Status-Type
Acct-Delay-Time
Acct-Session-1d
Acct-Authentic
Acct-Session-Time

(@) RADIUS
RADIUS
RADIUS Class  Vendor-Specific
RADIUS RADIUS
(dictionary ) 10.2.4
RADIUS/TACACS+/
10-4 RADIUS
User-Name 1 Access-Request
Accounting-Request
enable
10-9
User-Password 2 Access-Request
Service-Type 6 Access-Request Login( =1) Administrative( =6
Accounting-Request Access-Request )
Access-Accept Access-Reject
NAS-IP-Address 4 Access-Request IP
Accounting-Request
IP
NAS-IPv6-Address 95 Access-Request IPv6
Accounting-Request
IPv6
IPv6
IPv6
NAS-Identifier 32 Access-Request
Accounting-Request
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Reply-Message 18 Access-Accept
Access-Reject
Accounting-Response
Class 25 Access-Accept
Vendor-Specific 26 Access-Accept
NAS-Port 5 Accounting-Request NAS
tty
ftp 100
NAS-Port-Type 61 Accounting-Request NAS
telnet/ftp  Virtual(5) Async(0)
Calling-Station-Id 31 Accounting-Request ID
telnet/ftp IP
“ console”
Acct-Status-Type 40 Accounting-Request Accounting-Request
Start(1) Stop(2)
Acct-Delay-Time 41 Accounting-Request
Accounting-Request
()
Acct-Session-Id 44 Accounting-Request
ID
Acct-Authentic 45 Accounting-Request
RADIUS(1) Local(2) Remote(3)
3
Acct-Session-Time 46 Accounting-Request ()
Acct-Status-Type
Stop ()

® Access-Request

e Access-Accept Access-Reject Accounting-Response

(3) TACACS+
TACACS+ NAS
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10-5 TACACS+

enable

Authentication Start ( )
Authentication Reply( )
Authentication Continue ( )

Authorization Request ( )
Authorization Response ( )

Accounting Request ( )
Accounting Reply ( )

enable

User
Password
priv-Ivi

service

taclogin

class
allow-commands
deny-commands

flag

TAC_PLUS_ACCT FLAG_START
TAC_PLUS_ACCT FLAG_STOP

task_id
start_time
stop_time
elapsed_time
timezone
service
priv-Ivi

cmd

(@) TACACS+
TACACS+

TACACS+
commands
10.2.4 RADIUS/TACACS+/

10-6 TACACS+

class allow-commands

TACACS+

deny-

service

- User

enable
10-9

Password
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service
priv-Ivi
1
enable 15
taclogin class
allow-commands
deny-commands
TACACS+ flag
10-7 TACACS+ flag
flag
TAC_PLUS_ACCT_FLAG_S START aaa
TART stop-only
START
TAC_PLUS_ACCT_FLAG_S STOP aaa
TOP stop-only
STOP
TACACS+ (Attribute-Value)
10-8 TACACS+ Attribute-Value
Attribute Value
task_id 1D
ID
start_time
start-stop
stop-only
stop_time
start-stop
stop-only
elapsed_time ()
()
start-stop
stop-only
timezone
service “ shell”
priv-Ivl
1 15
cmd 250

10.2.3 RADIUS/TACACS+
RADIUS/TACACS+
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10
1)
enable
RADIUS TACACS+ adduser/password
end-by-reject
aaa authentication login end-by-reject
enable
aaa authentication enable end-by-reject
(a) end-by-reject
end-by-reject

end-by-reject

RADIUS TACACS+

RADIUS TACACS+
10-9 end-by-reject
JE— HEREFE FEE RADIUSH—s 1 TACACS++Hh—s %
. telnet®sy
A=tondd " DI ER
RADIUSB{E =]
TACACS+ERIE =R
TACACS+ I EE
(=B
Ao )T o e
O4 A ofLh -
telnet RADIUS RADIUS
RADIUS RADIUS
TACACS+ TACACS+ TACACS+ TACACS+
(b) end-by-reject
end-by-reject end-by-reject
RADIUS TACACS+
RADIUS TACACS+
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TAGAGS s+ —u K

10-10 end-by-reject
JE— FERSE FEH RADIUSH—%
telnet=:| T
— » =
A—HFDOY A RADIUSERE Ei_
RADITUS:E & 4~=]
TACACS+ERRE B3
TACACS+ I EE
O4 A el - >(
(= B
o )T o M
|
telnet RADIUS
RADIUS RADIUS
TACACS+ TACACS+ TACACS+
(2) RADIUS/TACACS+
RADIUS TACACS+
RADIUS TACACS+
RADIUS TACACS+
13 DNS 13.1
DNS DNS
RADIUS TACACS+ IP
RADIUS/TACACS+
RADIUS
3 RADIUS
X x RADIUS
x TACACS+
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10-11 RADIUS
) E— kil R FEH RADIUSH—s51 RADIUSH—s%2
telnet @57
A—HOOTA Y !
RADIUSEEIE S5k
. | HEBHEGLT
DT
RADIUSEREE B
el
O o o fiTh = RADIUSEREE A% Th
telnet RADIUS 1
RADIUS RADIUS 1 RADIUS
RADIUS
TACACS+
10-12 TACACS+
JE—FEFRSEF i TACAGS +4r =11 TAGACS+H—si2
telnet®iT
aA—HDOs o .
TACACS+EBREEH AL
R ZPS 1S
TACACS+IBEF =
O4 o o fRIh (= TACACS+EZEERETH
telnet TACACS+ 1
TACACS+ TACACS+ 1 TACACS+
TACACS+

(3) RADIUS/TACACS+

@)

RADIUS/TACACS+

° adduser

° 1D

remote_user

/usr/home/remote_user
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[
remote_user
ftp
(b) enable
enable
[ ]
10-9
RADIUS TACACS+
admin admin
aaa authentication enable attribute-user-per-method $enabl5%
[ ]
15
$enabl5$
10.2.4 RADIUS/TACACS+/
RADIUS/TACACS+/
1)
RADIUS TACACS+
RADIUS TACACS+
CLI <option>
<Host Name> <>
<>
10-13 RADIUS/TACACS+
AT FEITA
ny1Y AU =i sl
RADIUSH— 4
-
A
3w FOERE ATFEYSIA VAR aTUESSR
) E— FEEEE =T
TACACS+Hr—s 1
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10 RADIUS/TACACS+

10-14
. FEE LD
RI4> VT L= 3
- AT FISA
3:{:_, FUzp
i
A7 FOME
1 E—FERAEF
aaa RADIUS/TACACS+

10-15 RADIUS/TACACS+

U E— B g i
a—spascs | EET | puoius/Tacacs i2EE
2T FREER
IBEERETh
.  aw FREMRY
AT 2R [ AT EYA -
HIBR="reload"
show interfaces
EEAO 7 FEET
-
show interfaces
b 22 e B P o4 B a]
. ETER
reload
EHOT w FE{T
E 3
a7 FREER ol
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10-16
JE— il A= FEE
telnet 34T
1—HOOsA R
BEEERLTh
I
a7 FRIBRITY
IR KU R
&MB="reload"
04 A L RELh |

show interfaces

WA 7w KR
- |

show interfaces
WMHaT
ITHR

reload
EEI7 2 FET

- 7 KSR

10-15 RADIUS/TACACS+

telnet RADIUS/TACACS+

RADIUS/TACACS+
10-16

RADIUS/TACACS+

(2) RADIUS/TACACS+/
RADIUS/TACACS+

3. RADIUS/TACACS+

RADIUS TACACS+

]

il BB

show interfaces

RADIUS
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3)

RADIUS/TACACS+

RADIUS/TACACS+

aaa

(5) RADIUS/TACACS+/

show whoami who ami

username

logout exit quit

ps
root
disable end setterminal

10-10

root

allcommand "all"

noconfig "config, copy, erase startup-
config"”

nomanage "adduser, rmuser, clear
password, password, Killuser"

noenable "enable"”
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(4)
()
commands exec
()
( ) all all
all 1
10-10
root
ps
1 7
(D
10-11 1
="show ,ping" show ip arp
ping 10.10.10.10
reload
( 2
( all 1 )
10-12 2
="show" show system
="show ip" show ip arp
(3
10-13 3
="show" ping 10.10.10.10
="reload" reload
(4
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10-14 4
="show" show system
="show,ping" ping 10.10.10.10
( 5
logout
10-15 5
logout disable end set
terminal show whoami who ami
( 6
root
root
ps
10-16 6
="root"
(7
10-17 7
reload
= "reload" reload
10-18
staff allcommand
guest reload ...
inactivate ...
enable ...
test show ip ...
show ipv6 ...
showip ... showiparp
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(5) RADIUS/TACACS+/

10-18
TACACS+

RADIUS

logout

exit quit disable end setterminal show whoami whoam i

aaa authorization commands console

e RADIUS
RADIUS

10-19 RADIUS

25 Class

root allcommand noconfig nomanage noenable

26 Vendor-Specific

Vendor-Id: 21839 Vendor type: 101

ALAXALA-Allow-Commands

()

all

ALAXALA-Allow-Commands="show ,ping ,telnet

Vendor type: 102

ALAXALA-Deny-Commands

()

ua”u

ALAXALA-Deny-Commands="enable,reload,

inactivate"
RADIUS dictionary
10-17 RADIUS dictionary
VENDOR ALAXALA 21839
ATTRIBUTE ALAXALA-Allow-Commands 101 string ALAXALA
ATTRIBUTE ALAXALA-Deny-Commands 102 string ALAXALA
10-18 RADIUS

10-18 RADIUS

staff Password = "x*xExEn
Class = "allcommand"
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guest Password = "FkxEsR

Alaxala-Deny-Commands = "enable,reload, inactivate” <- 2
test Password = "rEExEEN
Alaxala-Allow-Commands = "'show ip " <-3
*hkkkkhk
1. "allcommand"
2. enable reload inactivate
allow-commands
3.
"show ip " show ip arp show ipv6 neighbors
° Class Class 2 Class
10-19 Class
Class = "noenable" <-1
Class = "allcommand"
1. noenable
° Class 1 2
class="nomanage,noenable" nomanage
o ALAXALA-Deny-Commands, ALAXALA-Allow-Commands
1024 1025
2 ()
10-20 Deny-Commands
ALAXALA-Deny-Commands = "inactivate,reload” <-1
ALAXALA-Deny-Commands = "activate,test,............ " <-1
1. 1024
Deny-Commands 2 activate
()

Deny-Commands = "inactivate,reload,activate,test,

166



10

o TACACS+
TACACS+

10-20 TACACS+

RADIUS/TACACS+

TACACS+

service
taclogin class
root allcommand noconfig nomanage noenable
allow-commands
()
Ilallll
allow-commands="show ,ping ,telnet "
deny-commands
()
IIaIIII
deny-commands="enable,reload,inactivate"
10-18 TACACS+

10-21 TACACS+

user=staff {
login = cleartext "***x*x"

service = taclogin { «1
class = "allcommand"
}
}
user=guest {
login = cleartext "<
service = taclogin {
deny-commands = “enable,reload, inactivate" <« 2
}
3
user=test {
login = cleartext "xxwxs
service = taclogin {
allow-commands = "show ip " « 3
}
}
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2. enable reload

RADIUS/TACACS+

*hkkkk

1. service taclogin

"allcommand

inactivate
allow-commands

class="nomanage,noenable"

3.
"show ip " show ip arp
° class
e deny-commands allow-commands
1024 1025
[ ]
10-18
10-22

username guest view guest_view
username staff view-class allcommand
username test view test_view
!
parser view guest_view
commands exec exclude all "enable"
commands exec exclude all "inactivate"
commands exec exclude all "reload"
!
parser view test_view
commands exec include all “show ip "
!
aaa authentication login default local
aaa authorization commands default local

1. "staff" "allcommand"
2. enable inactivate reload
commands exec include
3.
"show ip " show ip arp

168

1

show ipv6 neighbors

2
nomanage

()

show ipv6 neighbors
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@)

RADIUS/TACACS+

RADIUS/TACACS+/
show whoami

10-23 staff
> show whoami
Date 20XX/01/07 12:00:00 UTC
staff ttyp0  --———- 2 Jan 6 14:17 (10.10.10.10)

Home-directory: /usr/home/staff
Authentication: TACACS+ (Server 192.168.10.1)
Class: allcommand
Allow: "all"
Deny : ---—-—-
Command-list: -----
>
> show clock
Wed Jan 7 12:00:10 UTC 20XX
> /bin/date
% Command not authorized.
>

10-24 guest
>show whoami
Date 20XX/01/07 12:00:00 UTC
guest ttyp0  ----- 2 Jan 6 14:17 (10.10.10.20)

Home-directory: /usr/home/guest
Authentication: RADIUS (Server 192.168.10.1)
Class: -----

Command-list:

Deny : "enable,reload,inactivate"
>
> show clock
Wed Jan 7 12:00:10 UTC 20XX
> reload
% Command not authorized.
>

10-25 test
>show whoami
Date 20XX/01/07 12:00:00 UTC
test ttyp0  ---——- 2 Jan 6 14:17 (10.10.10.30)

Home-directory: /usr/home/test
Authentication: LOCAL

Command-list:
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Allow: “show ip "
Deny : -----
>
> show ip arp
- Sk
> show ipv6 neighbors
% Command not authorized.
>

10.2.5 RADIUS/TACACS+
RADIUS/TACACS+

1)

RADIUS/TACACS+ aaa accounting

RADIUS
TACACS+
TACACS+
START  STOP
stop STOP stop-only
RADIUS/TACACS+

broadcast

(2)
START-STOP

170
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10-26  TACACS+ START-
STOP
WA FE FEiE TACACS =+ — 1
o4 -
——  Accounting Request (START)i%{E ——»
- Accounting Reply 2{E —
avTwEAH >
——  Accounting Request (START)if{E ——m
a7 E -— Accounting Reply 2{E —
®iTH
——  Accounting Request (STOP)i%{E ——»
-— Accounting Reply 2{E —
OyFak >
L Accounting Request (STOP)i#{E  ——m
- Accounting Reply 2{E —
TACACS+
TACACS+
START-STOP STOP-
ONLY TACACS+
10-27 TACACS+ START-STOP
STOP-ONLY
WAFE FEi TACADS =+ — 1
o454 -
——  Accounting Request (START)E{E ——m
- Accounting Reply 2K —
avwEAh -l
——  Accounting Request (STOP)%{E —»
AT -—— Accounting Reply {E —
=T
= E-irdrd
——  Accounting Reguest (STOP)i#{§ —m
- Accounting Reply 3{E
10-26 TACACS+ START-
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STOP
STOP-ONLY
TACACS+
3

RADIUS/TACACS+ aaa accounting

interface loopback 1Pv4
STOP-ONLY
RADIUS/TACACS+
clear accounting clear accounting
DNS DNS
RADIUS TACACS+ IP

10.2.6 RADIUS/TACACS+

(1) RADIUS
(a) RADIUS
RADIUS NAS IP
IP
° interface loopback 0
IP
o IP
RADIUS
P RADIUS
RADIUS
(b) RADIUS
RADIUS Reply-Message
RADIUS Reply-Message RADIUS
(c) RADIUS
RADIUS RFC2865 1812
RADIUS 1812 RADIUS
1812 1645
radius-server host  auth-port 1645
auth-port 1 65535 RADIUS
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(2) TACACS+

(a) TACACS+
° TACACS+ Service
10.2.4 RADIUS/TACACS+/

° interface loopback 0

173

TACACS+



10 RADIUS/TACACS+

10.3 RADIUS/TACACS+

10.3.1
RADIUS/TACACS+

10-21 RADIUS

radius-server host RADIUS

radius-server key RADIUS

radius-server retransmit RADIUS

radius-server timeout RADIUS
10-22 TACACS+

tacacs-server host TACACS+

tacacs-server key TACACS+

tacacs-server timeout TACACS+
10-23

aaa accounting commands

aaa accounting exec

10.3.2 RADIUS
1)

RADIUS RADIUS

1. (config)# aaa authentication login default group radius local
RADIUS

2. (config)# aaa authentication login end-by-reject
RADIUS

3. (config)# radius-server host 192.168.10.1 key "039fkl 1¥84kxm3"
RADIUS 192.168.10.1 IP
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(2)

RADIUS/TACACS+

enable

RADIUS RADIUS

RADIUS $enab15%

(config)# aaa authentication enable default group radius enable
enable RADIUS

(config)# aaa authentication enable end-by-reject
RADIUS

(config)# aaa authentication enable attribute-user-per-method

RADIUS $enab15$
(config)# radius-server host 192.168.10.1 key "039fkl 1¥84kxm3"
RADIUS 192.168.10.1 IP

10.3.3 TACACS+

(1)

(2)

TACACS+ TACACS+

(config)# aaa authentication login default group tacacs+ local
TACACS+

(config)# aaa authentication login end-by-reject
TACACS+

(config)# tacacs-server host 192.168.10.1 key "4h8dlir9r-w2"

TACACS+ 192.168.10.1 IP
enable
TACACS+ TACACS+
TACACS+

(config)# aaa authentication enable default group tacacs+ enable
enable TACACS+
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2. (config)# aaa authentication enable end-by-reject
TACACS+

3. (config)# aaa authentication enable attribute-user-per-method
TACACS+

4. (config)# tacacs-server host 192.168.10.1 key "4h8dlir9r-w2"
TACACS+ 192.168.10.1 IP

10.3.4 RADIUS/TACACS+/

(1) RADIUS

RADIUS
RADIUS

1. (config)# aaa authentication login default group radius local
(config)# radius-server host 192.168.10.1 key "RaD#001"
RADIUS

2. (config)# aaa authorization commands default group radius
RADIUS

RADIUS RADIUS

aaa authorization commands console

(2) TACACS+

TACACS+
TACACS+

1. (config)# aaa authentication login default group tacacs+ local
(config)# tacacs-server host 192.168.10.1 key "TaC#001"
TACACS+

2. (config)# aaa authorization commands default group tacacs+
TACACS+

TACACS+ TACACS+

aaa authorization commands console
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3)

username view-class
username view parser view commands exec

1. (config)# parser view Local_001
(config-view)# commands exec include all "'show"
(config-view)# commands exec exclude all "reload"

2. (config)# username user001 view Local_001
(config)# username user001 view-class noenable

3. (config)# aaa authentication login default local

4. (config)# aaa authorization commands default local

aaa authorization commands console

10.3.5 RADIUS/TACACS+

(1) RADIUS

RADIUS
RADIUS

1. (config)# radius-server host 192.168.10.1 key "RaD#001"
RADIUS

2. (config)# aaa accounting exec default start-stop group radius
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radius-server aaa accounting exec
System accounting failed
radius-server

(2) TACACS+

TACACS+
TACACS+

1. (config)# tacacs-server host 192.168.10.1 key "TaC#001"
TACACS+

2. (config)# aaa accounting exec default start-stop group tacacs+

tacacs-server aaa accounting exec
System accounting failed
tacacs-server

10.3.6 TACACS+
(1) TACACS+

TACACS+
TACACS+

1. (config)# tacacs-server host 192.168.10.1 key "TaC#001"
TACACS+

2. (config)# aaa accounting commands 0-15 default start-stop group tacacs+

tacacs-server aaa accounting commands
System accounting failed
tacacs-server
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1 1 SSH(Secure Shell)
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11.1

11.1.1
SSH
SSH
SSH telnet
telnet SSH
11-1 telnet
FEETRG LS =4
a—HgE telnet+—s1
l AT —
1
K7
telnet
DI4F

EROHLESH
(AL) » . F—8OEA

EETIEGL Ry F7=2

Iz = ) B

B Ave—UBE ﬂ
an_ |4l i
o L :
534FF | mEARE :“I
— i amxa%
N
R X h -t
EEOHLE=E
(A * L F—sDORIA
%2 TlRE
SSH telnet FTP
SSH 1 SSHv1 2 SSHv2 SSHvI  SSHv2
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SSHv2 SSHv2  SSHv1
SSHv2
SSHv2  SSHv1
SSH IP SSH SSH
SSH
SSH
11-3 SSH
) E— FERAEF Py b 7—%
+ 5 a Fili iR B "~ ESTm EEE
\'\_____________________...--"/ SS\H'H'—;‘:
SSHO SAF =k
SSH -
SSH
11-4 SSH SSH
[P b—%
e ..y =

— % 2 7 ES H

SHO AT \"“--..___________—__________...---"""I
SSHE—s1
SSH SSH
11-5 SSH
[P b—4

FEE ﬁ | en

By %2 7B —
11.1.2 SSH

(1)

SSH

SSH
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(2
SSH
ARP ping
SSH
e SSH SSH
ssh -t
ssh -t
[ ]
(3) SCP
SSH
(4) FTP SFTP
SSH FTP
FTP
11.1.3
SSH SSH SSH SSH
11-1 SSH
SSH o
SSH o
SSH 1 SSHv1 o
2 SSHv2 o
SSH IPv4 o
IPv6 o
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SSH
11-2 SSH
SSH o
SSH o
SCP SSH o
FTP SFTP SSH SSHv1
SSHv2
X
TCP X
X11 X11 X
X
o X
SSHv1
11-3 SSHv1
RSA o
RSA o
(o)
RHOSTS x
RHOSTS RSA x
3des-chbc  blowfish-cbc o
X
o X
SSHv2
11-4 SSHv2
ECDSA RSA DSA o
X
PGP X
ECDSA RSA DSA o
X
PGP X

ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-
nistp521 dh-groupl6-sha512 dh-groupl4-sha256 dh-
group-ex-shal dh-groupl4-shal dh-groupl-shal
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aes128-ctr aesl92-ctr aes256-ctr aesl28-chc aesl192-
cbc aes256-cbc  3des-cbc  blowfish arcfour256
arcfour128 arcfour

hmac-sha2-256 hmac-sha2-512 hmac-shal hmac-md5
hmac-shal-96 hmac-md5-96

aes128-gcm@openssh.com
aes256-gcm@openssh.com

SSH

11-5 SSH

RADIUS/TACACS+

IP o
SSHv1
SSHv2
o
RADIUS/TACACS+ o
o
o
o X
11.1.4 SSH
SSH
1.
2.
3.
4.
5. SSHv2
(1)
SSH SSH
SSH SSHv1
SSHv2
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11-6
SSH
SSH SSH
SSHv1 RSA 1024bit 1024bit  2048bit
SSHv2 ECDSA 521bit nistp521 521bit nistp521
384bit nistp384 384bit nistp384
256bit  nistp256 256bit  nistp256
RSA 1024bit  2048bit 3072bit 4096bit 512bit  5120bit
DSA 1024bit 512bit  1536bit
SSH SSHvl1  RSA1024bit SSHv2  RSA 2048bit
set
ssh hostkey SSHv2
erase ssh hostkey SSHvl RSA
SSH SSH
SSH
SSH
show ssh hostkey
11-7 SSH
SSH
SSHv1 SSHv1
SECSH MD5 RFC4716
SHA256
SSHv2 OpenSSH
SECSH MD5 RFC4716
SHA256
SSH
11-8 SSH
SSH
SSHv1 SECSH MD5 RFC4716
SHA256
SSHv2 SECSH MD5 RFC4716
SHA256
2
SSH SSH
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SSH ip ssh authentication
SSH
@)
SSH SSHv1
SSHv2
SSH SSH
SSH
SSH
11-9 SSH
SSH
SSHv1 RSA 512bit 2560bit
SSHv2 ECDSA 521bit nistp521 384bit  nistp384 256bit  nistp256
RSA 512bit  5120bit
DSA 512bit  1536bit
SSH ip ssh authkey
11-10
SSH
SSHv1 SSHv1
SSHv1
SSHv2 SECSH RFC4716
OpenSSH
SECSH OpenSSH
(b)
SSH SSH
RADIUS/TACACS+
SSH
SSH SSH
SSH
SSH
3
SSHv1 RSA

SSHv2
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ip ssh key-exchange

SSHv2
(4)
SSH
(5)
SSHv2
11.1.5 SSH
SSH
[ ]
[ ]
(1)
11-6
HIEE =CBee]
BT
AR 1L
GRS GRS
0|
(2)

ip ssh ciphers

SSHv2

ip ssh macs
SSHv2

SSHv2

SSHv2

SSHv2

L st e )

HARTHSIELI-T—3

#-‘F@

HEET
e

H2ESE

CHESELTLENTF—5

cHS{ELET—2
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11-7
EE® BEHR
N P, BRCAMBEAT T
A \ aar_se
< mc Ny HBMT
a— FEfEm ] L CHE i
ML
(AB)  SreQ9 Al XA L
BEF—5
WAC A b —UEiEo— K
3)
(4)
(@)
11-8
] - WA REE
e | > |
. -+ \ weme
HEE BEHFOLMET s
BEEL-7—4
(AR =9 - e (REEEHHASTED)
Q) - LM
| mmkLconny—s

B mskLET—s
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(b)

11-9

EIES
-7

#ET—H L
HERN L
BB EFL

SIGN |

BRI R E R

&1

: fEE
- Gl

WBEL TS LT —4

()

CTLRILRA

SIGN
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DHBEER T

B TESL HiBATESD
fE T Tk
BT E L
EEOHIF=E
(RB) ()  BER 9 —< CISATUR)
Q) : AME S F—K COFATUR)
=09 - sER
11.1.6
(1)
line vty
(2) IP
SSH 2
3)
SSH
SSHv2 SSH
SSHvl  SSHv2
SCP SFTP

11.1.7 RADIUS/TACACS+

SSH RADIUS/TACACS+
RADIUS/TACACS+
10.2.2 RADIUS/TACACS+
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11.1.8 SSH

(1) SSH

SSH
ASCII

ASCII

ASCII

ASCII
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11.2

SSH SSH
11.2.1
SSH
11-11
ip ssh SSH
ip ssh authentication SSH
ip ssh authkey SSH
ip ssh ciphers SSHv2
ip ssh key-exchange SSHv2
ip ssh macs SSHv2
ip ssh version SSH SSH
transport input !
ip access-group 2 IPv4
ipv6 access-class 2 IPV6
1
2
2
5
RADIUS/TACACS+
SSH
11-12
show ssh hostkey
set ssh hostkey
erase ssh hostkey SSH
show ssh logging SSH
clear ssh logging SSH
SSH
11-13
ssh
sftp FTP
scp
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11.2.2 SSH
SSH telnet
SSH SSHv2
SSHv1 SSH SSHv2
SSH
10.1.3
SSH SSH
11.2.7
1. # configure
(config)# ip ssh version 2
SSH SSHv2
2. (config)# ip ssh
SSH
3. (config)# line vty 0 2
3
11.2.3
(1)
SSH
ftp SCP SFTP
SECSH SSHv2 DSA SSHv2 RSA  ECDSA
OpenSSH SSHv1

1. (config)# ip ssh authentication publickey

2. (config)# ip ssh authkey staff client-v2 load-key-file /usr/home/staff/id dsa_1024_a.pub

staff SSHv2
Jusr/home/staff/id_dsa_1024_a.pub
client-v2
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.ssh
.ssh

.ssh SSH

V
(2) SSHv2 SECSH
SSH

SECSH ip ssh authkey SECSH
Comment:
SECSH

11-11 SSHv2 SECSH

—— BEGIN S5H2 PUBLIC KEY ——

Subject: staff

Comment: "1024-bit dsa, stafficlientl-pe. Tue Oct 22 20XX 16:21:35 +09¥
00"

AMAAB 3Nz aC1 kc3MARACE APOXdhU | i cV2 cuSbb0eYug3Zwe I wdvel i xNACRX 15dhaXD01 v

dr EWG L T M8w 5E PDo 0G0 Zwa e 9V 0L pBF Xod NAH | BSPeKVEUvSEah+ romEWRUPZEHI kd

Wg 3FbzkHVEC Yi0xzAZTE TRuni kNS | 2ka+Ftodl sTIWR4 gHX by / JTAAMAFOD T 3 fYwEZa ZE
F1ZATkUeLsaBon wARAL EAhy3mVaF 8TP j jbag+XY+ | 2m j 10ptaGhTKeT Kvb fb2 JIVsci dix
z0aKnMWRMJt 525 yMX kpd E jaWhmOvb VEMDGN 3FY X63 CLom | sWUP xdo The OJF v 1 GvZ 4be £7
JTPOx 048 /IF SwO TLT bke X29¢ i daGX MnchBT z 15WSuBrP+t3m/ ySTg AMACAZ /yWFB1 r 18Be
Nkvesmi | upcezhb2uaef /41 TymPTS irD0sTRYIRxi GSKOUh T84 j9WF /'y IEFkd Ghlliz

WY nkk VcEw jo 1uT bht Rpe hFOBUYPyQu+Z xFDHZS vB 1 o0NOfa0U4 xME 18R G40 Hax +Fm /OUNA
PzpzADGF ZH5 9z kdi Th= '\
—— END 55H2 PUBLIC KEY —— AHhT L

ip ssh authkey
SECSH SSHv2 DSA SSHv2 RSA  ECDSA

1. (config)# ip ssh authkey staff client-v2 "AAAAB3NzaC...S+9zkdi 7k=""
SSHv2 staff SECSH

client-v2

SECSH 1

(3) SSHv2 OpenSSH
SSH

OpenSSH ip ssh authkey
SECSH ssh-rsa ecdsa-sha2-nistpXXX
ssh-dss 1
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OpenSSH

11-12 SSHv2 OpenSSH

ssh-rza AAMARINzaCl ycZEAAAABT wAAA IEANVNZDCOFES: | TMAS5QETE IN+Z zNpWE I+

mep TET0AMy Sn0Vho | SovKyAwndd Edn1Cr XY GdP | BOH T HkwPOBKIF 6x s PuubiGr pOBCHEkZd
odTiAi Agde0R |UZsHZWi 1 peVgdeGY+R3I1 FPFCmbGSxazkl TeCHCRwhNo T T 5 jHRrmShE= 3
taffédpenssH-Client \

AT L#fe

ip ssh authkey

OpenSSH  SSHv2 RSA SSHv2 DSA  ECDSA

1. (config)# ip ssh authkey staff client-0 "AAAAB...n5hE= staff@0OpenSSH-Client”
staff SSHv2 OpenSSH

client-O

(4) SSHv1
SSH

SSHv1

11-13 SSHvl

1024 37 147533656712066143407226 225032274 14885846 460587 574137926577 14
06286026202 204 808066000898 184833007 576341 412085 743012017 276333 25592608
15039381 063 893420664060 139755230 530445055 276990489235 552 159012 72201 283
61236 164906040:383947437 866675688 192 634 349870 13587 245 260 269318415 24048
TS 7690731 83479505294 230 209903 141 31397 stafreclient

'\;u: T 5E5
ip ssh authkey

1. (config)# ip ssh authkey staff client-vl 1024 37 14753...31397 staff@client”

staff SSHv1
client-vl

11.2.4 SSHv2

SSHv2
SSHv2
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1. (config)# ip ssh key-exchange ecdh-sha2-nistp256 diffie-hellman-groupl4-sha256
SSHv2 ecdh-sha2-nistp256  diffie-hellman-group14-sha256

2. (config)# ip ssh ciphers aes128-gcm@openssh.com aes128-ctr
SSHv2 aes128-gcm@openssh.com
aes128-ctr

3. (config)# ip ssh macs hmac-sha2-256 hmac-shal

SSHv2 hmac-sha2-256  hmac-shal
11.2.5 SSH IP
IP SSH
IP 10.1.7
IP
11.2.6 RADIUS/TACACS+ SSH
RADIUS/TACACS+ SSH RADIUS/TACACS+
RADIUS/TACACS+ 10.3 RADIUS/TACACS+
11.2.7
SSH SSH SSH
SSH SSH
show ssh hostkey SSHv1/SSHv2
11-14

> show ssh hostkey

Date 20XX/01/20 12:00:00 UTC

Fhkkkkk SSHVL Hostkey *****

1024 65537 146987971773759596612099632123526290876813242218856178693006902279752499641505633273
74294515778228277627736937005824220192838922145093952246943786354524785835232009819519418410439
05657066855796690911797058967562169284131198788610748307323233604943076115695684771646338245359
75566336906750637684297547763208749 1024-bit rsal hostkey

Fingerprint for key:
SHA256: ghIxC3SCNJIsZfjaV5BC6rcckTR+B/hYYTECBEQOOOM8
MD5:¢9:d5:¢c0:4F:1b:2e:ff:b7:2e:9d:c3:66:ed:93:d3:4e

*hkkhkkk SSHV2 DSA Hostkey *kkkhkkik

196



11 SSH(Secure Shell)

ssh-dss AAAAB3NzaClkc3MAAACBAJenCOV9Xr8ahy1D8fqpiAlYGwpjoRgDosb9udd/bDkxicU5YAhwsKktXvh5IP1+GDL
0JVB5hHOVMVCH45PAcoAx+xrEvL2wjoghhLVzDbTfyCCtehxvfcsVxoJSBhGggtWTml lytogGvE3us2vCgEybau8ql pUy+B
1A70Nun 1DpAAAAFQDZz1v9c2UBEhSXNCApzCFL2ez48gwAAA T AOeAgtPewu lHY1Q3z00SawBa2xWrLxly4WcFrzfAjadGIRp
/+s31JLu/6UZ5nyMy j SF10KAZUZzFSG+HteGE/pLBlc+r4B2okzZVH1R7tnst/LAoDg3fQObTF74+j7cGMIwgEOI 1E8hciHg
9NMQ9RBe2uBxsej8crzXDTplj fP/gQAAAIB3 IWNKpTSVI4Rs491tzGY+SS5DTkSy+BKB1VFB1xoUr/DYFpT4Q4KA3RTUPFX
pJEIENIUPS/+WET/ i JSBi zyfpwh/ lai rBhWtSNyOc jeWLD9eYVhwlHgexjQLISBVTFQEICWWvsvi YgNGUGTWTHORZBBSHKK
051Vs6bh2VVHog2A== 1024-bit dsa hostkey

Fingerprint for key:
SHA256 : EH9axeEZ0+h j5qzBRax4fgynch/J5BNADFFD/my9tN8
MD5:21:b9:aa:78:66:df:02:67:01:48:86:88:ch:31:c4:da

Fkkkkkk SSHV2 RSA Hostkey ****

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABgQDQOre6pultg2gqvyZwzWqlJgxPuXo7EphTgyspdav+LaGYdiU2jYoQ66
E04759z4F2Q/yHtXJicaDMv1z3iNbBQTr01x4F/5m10R5UJS7XHFhqcSpGNLKgIEal Zo8dJkK0o72x 1 1HERY11 1CobKshhW
HpGP95WmrrR 1dxBGUDZKB 1 k8iWOCeS5duMksrLI00LMLFL+NXKELmMIBT/npMkHiZHBPIcKn1kPRig5X8ig03THLKeYCcPUZOP
OKUAUr 1DT42s80JG2Fkw06C 1 ewQcGK9zkCegKPyFyZahD 180vwZ0507V0Qb3/sLNiFZFQIRqoGxpiGvNZae76Hb6kS3+c0J
+Yyu/Thz5kKKOBz70dxb+4DqCIV7yYfquiTdues6hO08+KAUtENF/w3PNSyj FUFYRXCEDENVXDDq11/gA78VXWitrelzMin
9ybsSEZGz1S70zDd015/A0sKcYNWGKLRrBdGFcB5mJ/9haTALMOWsyxbF3R j XMvcCWVUpxbGKugs= 3072-bit rsa host
key

Fingerprint for key:
SHA256: InalCZdvjFnmZoRCum+XbImhEmci 1Zhq15w4W8R3v0g
MD5:81:48:0e:52:a6:7f:64:d8:29:57:€8:fh:4b:34:bb:a0

Fkkkkkk SSHv2 ECDSA Hostkey **xxx
ecdsa-sha2-nistp384 AAAAE2VjZHNhLXNoYTItbmlzdHAzZODQAAAATbmIzdHAZODQAAABhBNLBGBRhIWOBUSZ/e+clwz6
qwZP+IHXMEiUINja2EMOi947VP 18/CA7ZK2 INnUW7 I XagkeubL i hUN68wwz8G i sgx9SAPthB3VKNGBESVK jxk2aSC1/neyg
mD5H/5W09Q6A== 384-bit ecdsa hostkey

Fingerprint for key:
SHA256 : rnuan5fOrHpNP81VbZgKNt+t+x/EVTXWKF3tF2CMRAO
MD5:69:5F:70:¢3:a0:09:91:e8:70:12:fe:c5:52:21:fe:19

11.2.8
SSH
SSH SSH
set ssh hostkey
SSHv2 RSA 2048bit set ssh
hostkey RSA erase ssh hostkey
RSA
11-15 SSHvl RSA  SSHv2 RSA
> enable

# set ssh hostkey
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WARNING!!

Would you wish to generate SSHvl RSA and SSHv2 RSA hostkeys? (y/n):
Generating public/private rsal key pair.

The key fingerprint is:

SHA256 : nxeQpj v+aQ0QX06Waqg0Q9Bk IwosYJ7K3kkUCXgXwwBg
MD5:a6:7e:c8:3c:0a:d7:ae:e8:78:58:66:8e:9e:be:e8:3a

Generating public/private rsa key pair.

The key fingerprint is:

SHA256: fD1gAY5v/ybGewFybchsJ1r3gMCnYKGTAKIrOTwAtke
MD5:42:06:3d:06:50:3a:29:4a:2a:79:2f:3c:d4:cc:ea:48

The hostkey generation is completed.
#

11-16 SSHv2 ECDSA SSHv2 DSA

> enable
# set ssh hostkey ecdsa 521

WARNING!!

Would you wish to generate the SSHv2 ECDSA hostkey? (y/n): y
Generating public/private ecdsa key pair.

The key fingerprint is:

SHA256: jTz5rFJ1A601 rYriKb6EueKvHcyCQXALj YUIN+orgag
MD5:0c:cl:c4:8a:38:h0:46:66:2e:FF:12:44:3c:57:88:4e

The hostkey generation is completed.
# erase ssh hostkey dsa

WARNING!!
Would you wish to erase the SSHv2 DSA hostkey? (y/n): y

The hostkey was erased successfully.
#
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12 NTP

12.1

clock
NTP NTP
RFC5905 NTP 3 NTP
7
12.1.1 NTP
NTP
12-1 NTP
NTP
NTP NTP
NTP
NTP
NTP
o) X

NTP

NTP
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12 NTP

12-1 NTP

L
B A L=k

EENTPH— 1

FEE

LLAR) e ER NIPS S5 4 F o HiREE

NTPH =4
NTP+— - i
NTPS S F b NP SA4F
CRLERL : BTN
12.1.2
1)
@)
NTP ntp server NTP
(b)
NTP ntp broadcast client
2)
NTP NTP
12-2 NTP
ntp server  key
3) NTP
NTP @ (c)
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@)

(b)

(©)

NTP
NTP NTP
show ntp associations
NTP NTP
12-3
NTP NTP
NTP LI 3
NTP stratum
NTP stratum 16
NTP NTP 1
NTP NTP Reference ID  refid IP
NTP reach 0 8
prefer NTP Root Dispersion 500
offset+ low high
offset low high truechimer
falseticker falseticker prefer
NTP truechimer
105 122 1  falseticker
12-2
i [ i i i i i
i EAE 10£1.4 H : i
. ] —8® | i
L gaEm nxl2
: e | i
: i | BEEI 11.5%1 i
| : . —— e :
i [} i i [] i i
! ! | BmEs 12%=1.2 !
| : , R :
g 2 10 11 12 13 14
| ow high
offset jitter offset
outlier
NTP NTP
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12 NTP

stratum stratum
prefer
12.1.3
NTP NTP

1)

(a)

NTP NTP
(b)
ntp broadcast
NTP NTP
2)
NTP NTP
12-4 NTP
NTP
ntp
broadcast  key
NTP
12.1.4
1)
ntp peer IP
IP
NTP NTP
2
NTP
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12-5 NTP
ntp
peer  key
NTP
12.1.5
ntp master NTP
12.1.6 NTP
e NTP
° NTP 128 900
° 1000 17
o
e NTP
] restart ntp set clock
° 1 reload
NTP NTP
10
° NTP dispersion 1 NTP
ntp server  prefer dispersion
dispersion 1 NTP prefer
° IP NTP
IP IP
IP IP
IP
restartntp  NTP
e NTP “ 23:59:60" ¢ 23:59:59”
3
12-6 uTC
uTC
1 12/31 23:59:58 12/31 23:59:58
2 12/31 23:59:59 12/31 23:59:59
3 12/31 23:59:60 12/31 23:59:59
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uTC
4 01/01 00:00:00 01/01 00:00:00
5 01/01 00:00:01 01/01 00:00:01
12.1.7
CPU 0
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12 NTP

12.2

12.2.1
NTP

12-7

clock timezone

ntp access-group IPv4 NTP

ntp authenticate NTP

ntp authentication-key

ntp broadcast NTP

ntp broadcast client NTP

ntp broadcastdelay NTP

ntp master

NTP
NTP

ntp peer NTP /

ntp server

ntp trusted-key

NTP
12-8
set clock
show clock
show ntp associations NTP
restart ntp NTP
12.2.2
clock timezone
JST UTC +9

1. (config)# clock timezone JST +9
JST UTC +9

2. (config)# save
(config)# exit
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3. # set clock 2109011530
Wed Sep 1 15:30:00 JST 2021
2022 9 1 15 30

12.2.3
NTP
12-3 NTP
8 A L=t P 1y
192.168. 1. 100
|
192 168. 1.1 -
xEH
1)
NTP
ntp server IP
1. (config)# ntp server 192.168.1.100
IP 192.168.1.100
2)
NTP
ntp broadcast client NTP
1. (config)# ntp broadcast client
NTP
12.2.4
NTP NTP

ntp broadcast

1. (config)# interface vlan 300
(config-if)# ip address 192.168.1.1 255.255.255.0
(config-if)# ntp broadcast
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NTP
IPv4 192.168.1.0 255.255.255.0
12.2.5
NTP NTP
12-4 NTP NTP
NTP4H—ss

192 168.1. 2

192 168.1.1 -
P B 51 [ 48
ntp peer NTP

1. (config)# ntp peer 192.168.1.2
IP 192.168.1.2 NTP

12.2.6
NTP NTP

1)
NTP

1. (config)# ntp authenticate
NTP

2. (config)# ntp authentication-key 1 md5 NtP0O1
NTP 1 NtPOO1

3. (config)# ntp trusted-key 1
NTP 1

(2)
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3)

(4)

NTP

key

(config)# ntp server 192.168.1.100 key 1
NTP 192.168.1.100
1 NTP

NTP NTP

key

(config)# interface vlan 300
(config-if)# ip address 192.168.100.1 255.255.255.0
(config-if)# ntp broadcast key 1

NTP VLAN

key

(config)# ntp peer 192.168.1.200 key 1
NTP 192.168.1.200

NTP
NTP NTP
NTP
NTP
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DNS

13

DNS
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13

13.1

DNS

e DNS

DNS

ip host ipv6 host
DNS

ip host ipv6 host
DNS

ip host ipv6 host DNS

host ipv6 host

DNS RFC1034 RFC1035
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13 DNS

13.2

13.2.1
DNS

13-1

ip domain lookup DNS
ip domain name DNS
ip host IPv4
ip name-server DNS
ipv6 host IPv6
13.2.2
(1) 1Pv4
IPv4

1. (config)# ip host WORKPC1 192.168.0.1

1Pv4 192.168.0.1

(2) IPV6

IPv6

WORKPC1

1. (config)# ipv6 host WORKPC2 2001:db8:3::1234
IPv6 2001:db8:3::1234

13.2.3 DNS

(1) DNS

DNS
DNS

WORKPC2

DNS

1. (config)# ip domain name router.example.com
router.example.com

2. (config)# ip name-server 192.168.0.1
192.168.0.1

(2) DNS

212



13

1.

DNS

DNS

(config)# no ip domain lookup
DNS

213



14



14

14.1

1411

14-1

power redundancy-mode

system fan mode

system |2-table mode 2

system recovery no system recovery

system temperature-warning-level

switch provision

14-2

show version

show system

clear control-counter

show environment

reload

show tech-support

14-3 MC
show flash
show mc MC
format mc MC
14-4
show cpu CPU

show processes

show memory

df

du
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erase dumpfile

show dumpfile

14.1.2

power redundancy-mode redundancy-check

8 ST1LED

power redundancy-mode redundancy-
check

power redundancy-mode redundancy-check

1. (config)# power redundancy-mode redundancy-check

14.1.3 PoE

power redundancy-mode combined 2
PoE

PoE power
redundancy-mode combined

2 1

power redundancy-mode combined

1. (config)# power redundancy-mode combined
PoE

14.1.4

switch provision

switch provision show running-config

14-1 switch provision
# show running-config

#default configuration file for AX2630S-24T4XW
1

switch 1 provision 2630-24t4xw
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14

14.2

e SSH
° Web DB
o \Web
e \Web CA
° MAC DB
e MC
[ ]
14.2.2 backup/restore
backup restore
7.4
MC MC
MC MC MC
MC MC 15 MC
16
14.2.1
14-5
backup MC
ftp
restore MC ftp
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14.2.2 backup/restore
(1)

backup backup

MC
FTP

backup
e show logging
[ ]

(2)

backup restore

restore

restore

® restore

show version Model

14.2.3
1)

® backup

® restore

e MC update mc-configuration

restore restore

restore
restore
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14.3

14.3.1
14-6
1
6
SW 1
6
2
disable
6 1
1
1
PS
1
SW
2

no system recovery
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14.4

(1)

(2)

save write

ip ssh authkey

ip dhcp snooping database url flash

14-7

100 10

copy cp rm delete undelete squeeze erase
startup-config

set switch

RADIUS/TACACS+

adduser rmuser password clear password

SSH

set ssh hostkey erase ssh hostkey

reload backup restore

ppupdate set license erase license

clear logging

install script  uninstall script

IPv4 IPv6

show tcpdump  writefile

Web

commit web-authentication set web-authentication
html-files clear web-authentication html-files

MAC

commit mac-authentication
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15 MC

19 e

MC
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15 MC

15.1

15.1.1

MC
MC
MC

MC
update mc-confi

15.1.2 MC
MC

15-1 MC

MC
MC

update mc-configuration

guration

copy

erase startup-config

ppupdate

MC

save

MC

MC

MC

MC

MC

Jaxsroot/k.img

/axsroot/mc-configuration.dat

15.1.3 MC
MC

(1)

MC

14.2

format mc

223



15 MC

set mc-configuration

3 MC
update mc-configuration
4. MC
2)
1 MC
update mc-configuration
3
1.
2. MC
set mc-configuration
3. OFF
4, MC
5 ON
4) MC
1 MC
2. MC MC
3 MC
MC
15.1.4
MC MC
15-2 MC MC
MC
MC
MC
MC MC MC
MC ST2 LED
MC 2 | MC
MC
MC
MC MC
’ MC
MC
1
ST2 LED MC
2

update mc-configuration
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15 MC

3
save
copy
ppupdate
15.1.5 MC
1)
MC
(2) MC
update mc-configuration MC
MC
(3) MC
° MC
MC
e MC
ST2 LED MC
e MC MC

225

MC

15-1 MC

MC

MC



15 MC

15.2

15.2.1
MC

15-3

save (write)

MC update
mc-configuration
3
MC
15-4
set mc-configuration MC
update mc-configuration MC
copy ‘! MC
update mc-configuration
erase startup-config !
MC update mc-

configuration

show system 2

MC MC Configuration mode
ppupdate 2 MC
update mc-configuration

1

4
2

10
3

15
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16

16.1

16.1.1
DHCP TFTP AX-Network-
Manager
ON AX-Network-Manager
MC
16-1
AX-Network-Manager
» DHCPH—s1
- TFTPH—4
- ERY— )
< .
. ‘
2
eenn Tt
: LT HRE
1
- EETH HHE - EEOEE EREEER ] _ AT
ERL-EE TS RELEE
1.
2.
3. ON
4.
AX-Network-Manager
system zero-touch-provisioning
system zero-touch-provisioning
no system zero-touch-
provisioning
16.1.2 AX-Network-Manager
AX-Network-Manager IP
(2) IP
1. VLAN VLAN
VLAN 1 VLAN
2. AX-Network-Manager DHCP
IP
3. TFTP 1P
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2
1. TFTP TFTP IP AX-Network-
Manager TFTP
2.
16.1.3
AX-Network-Manager
16-1 AX-Network-Manager
AX-Network-Manager backup
14.2
AX-Network-Manager
16.1.4
1)
1.
AX-Network-Manager VLAN
2. MAC AX-Network-Manager
AX-Network-Manager MAC
MAC
3. LAN
4 ON
5.
AX-Network-Manager VLAN VLAN
VLAN
2)

show system
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16.1.5
1)
e MC
e |P
IP
7.1.3
(2)
VLAN
provisioning

VLAN

AX-Network-Manager

MC MC
VLAN IP
VLAN
VLAN
VLAN VLAN
VLAN 1 VLAN

no system zero-touch-
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16.2

16.2.1

16-2

system zero-touch-provisioning

system zero-touch-provisioning vlan VLAN
16-3
show system
Zero-touch-
provisioning status

10

16.2.2
VLAN 1

(1) VLAN
VLAN

VLAN 4094

1. (config)# vlan 4094
(config-vlan)# exit
VLAN 4094
2. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 4094
(config-if)# exit
1/0/1  VLAN 4094
3. (config)# system zero-touch-provisioning vlian 4094
VLAN 4094

4. (config)# system zero-touch-provisioning

5. (config)# save
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(2)

1.

2.

° VLAN IP
VLAN

(config)# no system zero-touch-provisioning

(config)# save
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17

17.1

17.1.1
ppupdate
1)
PC
17-1
) E— FEREE
IPv4/ 1Py~ 7 —2
FTuw7dT—F
T
1. ftp
2. ppupdate
(2) MC
MC
17-2 MC
s ~ FuFr—1F
; i op . FrAN
I ._pnupdae ) ,,;, 1.
LUYTFILr—TN e
- ik
L g [P

1. MC

2 MC cp

3. ppupdate

3)
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17-3

. ftp# fzlkep
2 TAFHURDAA wTFD
ppupdate
l 3 WARE AL wFOppupdate

FolT—F
FFA I
l.

- BEEEHEA - HEHEHET
TASAAuF TAFLUADZAA o F
=l 3 il
) E— R E

1 ftp MC

2. ppupdate

3. ppupdate

17.1.2
1)
17-1
(2)
enable enable
IP
ftp ftp
Windows oS ftp
put
ftp ftp-server
config-line line vty
telnet
linevty  telnet
MC
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show system user area
free
10MB
(2)
® Jusr/var/core/ rm
° erase protocol-dump
° squeeze
[ ]
17.1.3
1)
Jusr/var/update k.img
k.img
k.img rm
rmuser Is
(2) MC
e MC
° PC MC
° k.img MC
MC kimg MC
k.img MC
3)
° ppupdate.exec
Is /tmp/ppupdate.exec
rm
remote command
° another

user is executing now
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e k.img

OFF
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17.2

17.2.1

17-2

ppupdate

17.2.2

save

show flash
user area

Jusr/var/update/k.img

k.img

FTP MC
MC

17-4 MC
>Is mc-dir
Volume in drive C has no label
Volume Serial Number is 0000-000D
Directory for C:/

k img 87436856 YYYY-MM-DD HH:MM
XX files XXX XXX XXX bytes
XX XXX XXX XXX bytes free
>cp mc-Ffile k.img /usr/var/update/k.img
>
>Is -1 /usr/var/update
total 28952

-rW-r--r-- 1 operator users 87436856 Jun 18 17:57 k.img

>

Is -I Jusr/var/update
k.img
17.2.3
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17.2.3

1. enable
_—

2. cd /usrivar/lupdate

3. ppupdate k.img

5. show version

17-5
> enable
#
# cd /usr/var/update/
#
# 1s -1
total 28952
-rw-r--r-- 1 operator users 29603328 Nov 3 00:42 k.img
#
# ppupdate k.img

Software update start

Broadcast message from operator@ (somewhere) (Wed Jul 14 15:32:20 20XX):

** UPDATE IS STARTED. *x

Current version is 2.0

New version is 2.1

Automatic reboot process will be run after installation process.
Do you wish to continue? (y/n) y

100% [F*rxrxssddkdrrrsiiikrrrrx] 28909 KiB 1.72 MiB/s 00:00 ETA

Update done.

Broadcast Message from operator@
(??) at 10:25 JST...

** UPDATE IS FINISHED SUCCESSFULLY. **
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login: operator
Password:

Copyright (c) 20XX ALAXALA Networks Corporation. All rights reserved.

> show version software

Date 20XX/11/03 18:07:46 UTC
S/W: 0S-L2N Ver. 2.0

>
17.2.4
1. enable
"
2. ppupdate switch <switch no.> /usr/var/update/k.img

3. ppupdate k.img

5. show version
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17.3

17.3.1

17.3.2
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17.4

17.4.1

17-3

set license

show license

erase license

17.4.2

1. enable
2. show license

3. setlicense key-code <license key>
<license key>

4. show license
16

5. reload -f no-dump-image

7. show license

17-6
> enable
#
# show license
Date 20XX/11/03 10:35:39 UTC
Available:

# set license key-code 1f00-1234-8000-0000-1234-5678-abcd-ef00
#
# show license
Date 20XX/11/03 10:36:07 UTC
Available:
Serial Number Licensed software
1f00-1234-8000-0000 OP-ULTG(AX-P2630-F21)
#
# reload -f no-dump-image
#
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login: operator
Password:

Copyright (c) 20XX ALAXALA Networks Corporation. All rights reserved.

>
> show license
Date 20XX/11/03 00:27:05 UTC
Available: OP-ULTG
Serial Number Licensed software
1f00-1234-8000-0000 OP-ULTG(AX-P2630-F21)

17.4.3

1. enable

2. show license

3. erase license <serial no.>
<serial no.>

5. show license

6. reload -f no-dump-image

8. show license

17-7
> enable
#
# show license
Date 20XX/11/03 00:27:53 UTC

Available: OP-ULTG
Serial Number Licensed software
1f00-1234-8000-0000 OP-ULTG(AX-P2630-F21)

#
# erase license 1f00-1234-8000-0000
This serial number enable OP-ULTG
Erase OK? (y/n): y
#
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# show license
Date 20XX/11/03 00:28:12 UTC
Available: OP-ULTG

# reload -f no-dump-image
#

login: operator
Password:

Copyright (c) 20XX ALAXALA Networks Corporation. All rights reserved.

>

> show license

Date 20XX/11/03 00:30:06 UTC
Available:
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18

18.1

18.1.1
1)
e EEE
° OFF
18.1.2
(1) EEE
EEE Energy Efficient Ethernet IEEE802.3az
LPI  Low Power Idle
EEE
EEE
EEE
. 100BASE-TX
. 1000BASE-T
SFP SFP+/SFP 1000BASE-T
(2) OFF
OFF

OFF
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18.2

18.2.1

18-1

eee enable

EEE

shutdown

OFF

18-2

15

show power

show port eee

EEE

21
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19

19.1

ID
syslog syslog
o2 3 E-Mail
E-Mail
1
syslog
2
syslog RFC5424 HEADER HOSTNAME
3
syslog IP syslog
syslog
show logging
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19.2

19.2.1

19-1

syslog

logging event-kind

syslog

logging facility

syslog

logging host

logging syslog-dump

logging syslog-version

syslog

syslog

logging trap

syslog

19-2

E-Mail

logging email

E-Mail E-Mail

logging email-event-kind

E-Mail

logging email-from

E-Mail E-Mail

logging email-interval

E-Mail

logging email-server

E-Mail SMTP

19-3

show logging

clear logging

show logging console

set logging console

set logging console

19.2.2 syslog

syslog

syslog

facility  severity

syslog

1. (config)# logging host LOG_HOST facility local3 severity 4
LOG_HOST

facility

local3 severity 4
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19.2.3
1
set logging console
show logging console
E5
19-1
> set logging console disable E5
> show logging console
System message mode : E5
>
show logging
19.2.4 E-Mail
E-Mail PC

1. (config)# logging email system@loghost
system@]loghost
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20 SNMP

20 s

SNMP

252



20 SNMP

20.1

20.1.1 SNMP
1)
SNMP  simple network management protocol SNMP
SNMP SNMP
20-1
SNNP= 3 — i 4
EHRE
— '_1
MO KB T

A=y BMN A F—y B A AR Ty b

TCP/1P%y kO —2
(SNPZ— 25 x 2 )

Pvd, [PvBRTE
Fow k=9

(2) SNMP
SNMP
SNMP MIB Management Information
Base SNMP
MIB
20-2 MIB
EX i

[swpz—Sx>b | <Fv k=5 > swpzi—S+ |
m B EEETFT S D

DRIy T =il
PC/WS
MIB SNMP
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20 SNMP

SNMP
SNMPv1 RFC1157

SNMPv2C RFC1901

MIB
SNMPv3 RFC3410

SNMP SNMPvl SNMPv2C
SNMPv3 SNMPv1l SNMPv2C SNMPv3
SNMP Trap Inform
SNMP
SNMP SNMP
UDP SNMP
20-3
&8 |
shage | [swpz—sz ] SNNP= 7 — x|
1/_\ o
m ERREARELELE
PC/WS
UDP SNMP
SNMP IPv4 IPv6
(3) SNMPv3
SNMPv3  SNMPv2C
SNMP SNMPv2C
SNMP IP
SNMP
(@) SNMP
SNMPv3 SNMP SNMP SNMP
SNMPv3 SNMP SNMP
(b) SNMP
SNMP
SNMP SNMP
SNMP ID
(c)
SNMPv1 SNMPv2C SNMPv3
SNMPv1l SNMPv2C SNMPv3
HMAC-MD5-96
MD5 128
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20 SNMP

HMAC-SHA-96
SHA-1

HMAC-SHA-256
SHA-256

HMAC-SHA-512

SHA-512
CBC-DES
DES CBC
CFB128-AES-128
AES CFB
(d) MIB
SNMPv3 MIB
MIB MIB
MIB excluded MIB
Read Write Notify
MIB MIB
MIB
MIB A
A

255

160

256

512

MIB

20-4 MIB

ID1.1.2.1.2
ID121
ID1.121214

96

192

384

MIB

included
MIB

MIB
1121

112121



20

AL 4T L—ia 2DHE
Viewh 1.1.2.1 included
1.3.3. 4 included
1.1, 2.1 2.1 excluded
20.1.2 MIB
SNMP MIB
2
RFC MIB MIB
MIB
MIB
MIB ID
(1) MIB
MIB MIB
root
MIB
ID 1.36.1.2.1.1.1 MIB

SNMP

20-4 MIB

RFC

MIB
MIB

MIB

256
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sysDescr

MIB

1D
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20 SNMP

20-5 MIB
root
ian|i1:|
urg|:3]
dodliﬁ]
-nten!\etlfn
mgnﬂl: 2 pr ll.ralte 4)
mih—lztlll entarpr|isastl}
alaxala(21839)
system(1)  interfaces (2) at!ﬁ] ip!.'d-} | ’ |

icmp (5} tep(6)  wdp(7)

sysDescr (1) sysObjectID(2)

tranemission(10) srmp(11) ospf(14) begp(15) rmon{16)
dot3(7)
(2) MIB
ID ( ) 13612111
sysDescr
SNMP MIB
SNMP snmp lookup
3)
MIB ID MIB
MIB MIB INDEX
ID
MIB MIB ID ".0"
MIB MIB 1D
MIB  ifType 1.3.6.1.2.1.2.2.1.2
"2
MIB 2
.2 MIB ifType.2 1.3.6.1.2.1.2.2.1.2.2
MIB RFC MIB
INDEX{ XXXxX,yyyyy,zzzzzz } MIB XXXXX  YYYYYy 7227727
MIB MIB
(4) MIB

MIB
MIB ASN.1
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20 SNMP

20.1.3 SNMPv1l SNMPv2C

E3 1
| SNMPT—<3x e b

HH— RMIE :
a=1, b=2, ¢c=3

GetRequest (b, )
-

MIB:management information base SNMP
® GetRequest MIB
® GetNextRequest MIB
® GetBulkRequest GetNextRequest
® SetRequest MIB
SNMP SNMP
(1) GetRequest
GetRequest SNMP
MIB
MIB GetResponse MIB
MIB GetResponse noSuchName
20-6 GetRequest
OEET INESH LIRS
FEH
[ SNPT—2z 2 GetRequest (a) | SHNP= 3 — 254 |
e
H— RMIE GetResponse (a=1)
a=1.b=2, c=3
OEET LNIBA LRSS
FEH
| swPT—zo b GetRequest(b.e) | SNPRH:—T+ |
e
H— RMIE GetResponse (noSuchName e}
a=1,b=2, c=3 =
SNMPv2C MIB GetResponse
noSuchObject SNMPv2C GetRequest
20-7 GetRequest SNMPv2C

ElRiad

GetResponse (b=2, e=noSuchlb ject)
-
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20 SNMP

(2) GetNextRequest

GetNextRequest

MIB

MIB MIB

MIB
MIB

20-8 GetNextRequest

GetResponse

GetRequest
GetNextRequest

MIB
GetNextRequest

GetResponse
noSuchName

OHE L -MIBDRONIBL S SHHE

EER
[ SNMPZ—3z 2 b GetNextRequest (a) | SHMP 7 . — 25 I
=
H— RMIE GetResponse (b=2)
a=1.b=2, c=3

OHE L-NBEABiEORS

FEE
EE TP

GetNextRequest (a. c) | SNNPZ . — Sy I

=
HH— RMIE - GetResponse (noSuchMame ¢
a=1,b=2_ ¢=3 o
SNMPv2C MIB GetResponse  MIB endOfMibView
SNMPv2C GetNextRequest
20-9 GetNextRequest SNMPv2C

-

GetNextRequest (a, ¢l | SHMP = s — 25 3 I

GetResponse (b=2. c=end]fMibView)

EZ 14
| SHMPT—5 o
e
T3 HH— MIE :
a=1,b=2 ¢=3

(3) GetBulkRequest

GetBulkRequest

MIB

MIB
GetResponse
MIB
GetBulkRequest

GetNextRequest
MIB
MIB
MIB
MIB MIB
GetResponse MIB endOfMibView
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20 SNMP

20-10 GetBulkRequest

OHENBDRONIBY 3 SRS

FRE
[ swPr—z

GetBulkRequest (a. ¢ 8 UK L 82
.

| SNMPZ . — 254 |

Hdi— EMIE -
a=1, b=2 ¢=3.

GetResponse (b=2, d=4, ¢=3, £=5)

d=4, e=5. f=6

-

OHVE LBISET SMICBEONBIZE o= RE

FEW

| SNWPT—x 2 b

GetBulkRequest (a. h, & Y& L #2)
-

FC/WS

| SNMPZ . — 254 |

GetResponse (b=2, h=end0fMibView,

e .
“ RS c=3, h=end0fMibView
d=4, e=5, f=6
FC/WS
(4) SetRequest
SetRequest SNMP
GetRequest GetNextRequest GetBulkRequest
SetRequest MIB GetResponse
MIB SetRequest
20-11 SetRequest
EZ
[ spz—oxo b SetRequest (b=4) [ SNWPTH—Sx |
-
e ]
#i— FNIE -
“ a1, b2, 6=3 GetResponse (b=4)
| -
b=d4
(a MiIB
MIB 3
e MIB
[ ]
[ ]
MIB noSuchName  GetResponse
SNMPv2C MIB notWritable  GetResponse MIB
SetRequest
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20 SNMP

20-12 MIB SetRequest
@ENUFP
FER
[ SMWPT—z ik SetRequest (a=d) SHNP= 3 — 254 |
=
o RN - GetResponse (noSuchName)
a=1,b=2, c=3 =
PC/WS
@ENNPYZe
FER
[ SMWPT—z ik SetRequest (a=d) SHNP= 3 — 254 |
- R )
soi— puig . | CetResponse(nothritable)
a=1,b=2, c=3 =
PC/WS
badValue  GetResponse SNMPv2C
wrongType  GetResponse
SetRequest
20-13 SetRequest
@ENUFP
FER
[ SMWPT—z ik SetRequest (a=abc) SHNP= 3 — 254 |
R
#ti— RMIE - GetResponse (badValue)
a=1.b=2, c=3 -
PC/WS
@ENNPYZe
FER
[ SMWPT—z ik SetRequest (a=abc) SHNP= 3 — 254 |
R T
S RMIB - GetResponse (wrongType)
a=1.b=2, c=3 -
PC/WS
genError
SetRequest
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20 SNMP

20-14 SetRequest
FEE
EEd SetRequest (b=4) SNWPZ H— S |
-}
GetR {genError)
HH— RMIB : CRespanize lgencrror.
a=1,b=2, ¢=3 o
PC/WS
(5)
SNMPv1 SNMPv2C SNMP
SNMP SNMP
MIB SNMP
SNMP
20-15
AZ2a=TF« : locglnetwork
:r:IE:L:'T'-\r cpublic | "l a2 a=TF4 :othernetwork
! i
| ) |
1 . - e ——
I (SNMPT—<x 2 b) :
! i
i *, !
! SNMP = h— 5w d i SNNP 7 h— 5B
e ———— — I
W A
~ | (SHMPXZ—2z i k)
“
SMWPZ o —Lw(
A public localnetwork
othernetwork A public
localnetwork SNMP A B MIB
othernetwork SNMP C
(6) IP
SNMP
IP MIB
SNMPv1 SNMPv2C
public
(7) SNMP
SNMP
MIB GetResponse
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20 SNMP

MIB MIB GetResponse
20-1
noError 0
tooBig 1 PDU
noSuchName 2 MIB
badValue 3
readOnly 4 (
)
genError 5
noAccess 6 MIB set
wrongType 7 MIB
wrongLength 8 MIB
wrongEncoding 9 ASN.1
wrongValue 10 MIB
noCreation 11 MIB
inconsistentValue 12
resourceUnavailable 13
commitFailed 14
undoFailed 15
notWritable 17
inconsistentName 18 MIB
20.1.4 SNMPv3
MIB:management information base SNMP
® (GetRequest MIB
o GetNextRequest MIB
® GetBulkRequest GetNextRequest
® SetRequest MIB
SNMP
(1) GetRequest
GetRequest SNMP MIB
MIB
MIB Response MIB
GetRequest
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20 SNMP

20-16 GetRequest

EZ 14
EE
£ ==
MIB | HA— ENIEB
a=1,b=2 ¢=3

(2) GetNextRequest

GetNextRequest
MIB

MIB MIB

GetNextRequest

20-17 GetNextRequest

EZ i
| SHPT— 4 T =
. iSe
+aH— RMIE :
a=1, b=2, c=3

(3) GetBulkRequest

GetBulkRequest

MIB
GetBulkRequest
20-18 GetBulkRequest

E31
| SNMPT— 21 v b

-l
HiR— RMIE -
a=1,b=2, c=3.
d=4, e=h, f=b

(4) SetRequest

SetRequest

GetRequest GetNextRequest

SetRequest
MIB

SetRequest

GetRequest (a)

SNMP % . — 35 4

Response (a=1)

L

GetRequest

GetNextRequest

SNP= #+—S v |

GethextRequest (a)
-

Response (b=2)
-

GetNextRequest
MIB

PGS

MIB

SHNPw #— x|

GetBulkRequest (2, . 8 W E L 842
-

Response (b=2, d=4, =3, e=5]
-

SNMP

MIB
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20 SNMP

20-19 SetRequest

(@) MIB

E3 3
| ShPz—x b SetRequest (b=4) SNPZ #—S |
-l
ey 5
= RNIB _
“ a1, b2, 63 Response (b=4)
| -
b4 FC,/MS
MIB 3
e MIB
[ ]
[ J
MIB
MIB SetRequest
20-20 MIB SetRequest
E31
| SWPz—z> b SetRequest (a=4) SNHP= #—S x|
-
i )
#3H— RMIB - Response (notWr IT,EEIHJ
a=1,b=2, ¢=3 o
PC/WS
wrongType  Response
SetRequest
20-21 SetRequest
E3
| SWPz—z> b SetRequest (a=abc) SNHP= #—S x|
-
i
#3H— RMIB - Response (:rm;m;z]
a=1, b=2 ¢=3 o
PC/WS
genError
SetRequest
20-22 SetRequest
E31
| SWPz—z> b SetRequest (b=4) SNHP= #—S x|
-
i
#3H— RMIB - Response fgenEer.rj
a=1,b=2, ¢=3 o
PC/WS
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20 SNMP

(5) SNMPv3
SNMPv1 SNMPv2C SNMP IP
SNMPv3 MIB MIB
SNMPv3 SNMP MIB
SNMP MIB SNMP
(6) SNMPv3
SNMP
MIB Response
MIB MIB Response
20-2
noError 0
tooBig 1 PDU
noSuchName 2 MIB
badValue 3
readOnly 4 (
)
genError 5
noAccess 6 MIB set
wrongType 7 MIB
wrongLength 8 MIB
wrongEncoding 9 ASN.1
wrongValue 10 MIB
noCreation 11 MIB
inconsistentValue 12
resourceUnavailable 13
commitFailed 14
undoFailed 15
authorizationError 16
notWritable 17
inconsistentName 18 MIB
20.1.5
(1)
SNMP Trap
SNMP SNMP
SNMP
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MIB
UDP SNMP
20-23
At PG/WS
B B 29 k=5
EEmERE [ [ Do,
SHMP
um@ it 8 o 3 . THE—Lxr
(2) SNMPv1
P
SNMPv1
20-24 SNMPv1
| SNMPsi—iF 3 L | Communi Ly Trap PDU I
I—Zzb| bowd (HHET0T BHE
TRAP |smip| T ESE P22 UESSEE - ) e
El|ID CEEDERN D REMIB-TTDsys0bject IDDMEABRES L)
I—UrbhFTRELR: RS RELE-EEDIFT FLZ
FIuTRE FZ o FOWMNERTIERFE
Wik -7 v TEHS FE3 oy FHSOHRET 00#S
s koo FhEE LR (EENEDLCHS0EAN)
i oty CO kT FIZEET SHIBRER
(3) SNMPv2C SNMPv3
SNMPv2C SNMPv3
20-25 SNMPv2C SNMPv3
SHMPsi— 2 3 % | Community Trap POU |
TRAF | U ZZFID | I5F—2AF—5R | Z5—a2Tu22 | MENBSE
S TARID Aut—=2ERTF. VSTIAFZEIZRG S,
IS—AT—2A SELI-TS5—% Tl
ITF—AoFudA EEMBRETOIS—E
BAVEEM | BT 5 MRS FIZMEET SUIBNEE
20.1.6
(1)
SNMP Inform
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SNMP
SNMP SNMP
MIB
SNMPv2C SNMP
UDP SNMP
20-26
PC/WS
AN
MP
mRNERE || S, -
i o 3 SHMP
ue H.J?#—LU‘-'?IZLJ 74—
-
BE
2)
20-27
SHMPsi— 2% 5 = | Community InformRequest FOU

INFORM| V4 TR FID | Z5—R2F—52Z |Z5—4 Ty 22| BELEMIBGE

S TARID Aut—=2ERTF, USTIARZEIZRGS.
IS—AT—492A HELEIS—ETRTHE

ITT=of 4 Fud i FEEMIBIRE T T S —6

B 1 G 4 CA A =LY TA FIZEES SN BN

20.1.7 RMON MIB
RMON Remote Network Monitoring

RMON  RFC1757
RMON MIB statistics history alarm event

(1) statistics

CRC

statistics

(2) history

statistics
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history historyControl Table
historyControlTable

etherHistoryTable

(3) alarm
MIB
SNMP SNMP
event
alarm MIB MIB
absolute

delta

SNMP SNMP

CPU 80%

MIB MIB

20-3 alarminterval

etherHistoryTable

MIB

history

MIB alarm

delta MIB

SNMP

alarminterval
alarminterval

alarminterval

1

2 5

6 10

11 20

21 50

51 100

101 200

201 400

401 800

Ol |IN|OoO |0 DWW |IN|F

801 1300

=
o

1301 2000

[EEN
=

2001 4294967295

=
N

alarminterval
alarminterval 60

50 20 alarmlinterval

MIB delta
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20-28 delta MIB
MIEfH
A

L 7RE ;50
TR ;20

alarmInterval : 60

030 30 i ;
; : : : i i !
j—t 4 } . . : '
I D P —— >3] |
T T=10 T+20 T+30 T+40 T+50 T«+60 T+70 T+80 T+90
T1
50 T+60 MIB 80 T MIB 30
T2
30 T+70 MIB 60 T+10 MIB 30
T3
-10 T+80 MIB 20 T+20 MIB 30
80 20 alarminterval 60 CPU MIB
20-29 absolute MIB
M1 B
A
a0 EAE - 80
1 FAHRE : 20
. i &0 alarminterval - 60
: !
30 30 30 i i i
7 T T 1 i i i
ST — — i . !
L e— ’EFE |
A IR "W SN S — »[13] |
T T=10 T+20 T+30 T+40 T+50 T«+60 T+70 T+80 T+90
T1
80 T+60 MIB
T2
60 T+70 MIB
T3
20 T+80 MIB
(4) event
event alarm MIB
MIB logTable MIB
eventTable MIB SNMP
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logTable

20.1.8 SNMP

(1) MIB

SNMP
SNMP

MIB

MIB

° SNMP

e SNMP

SNMP

SNMP

SNMP

eventTable

SNMP

MIB

MIB

MIB

MIB
SNMP
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20.2

20.2.1
SNMP/RMON
20-4
hostname RFC1213  sysName
rmon alarm RMON RFC1757)
rmon collection history RMON RFC1757)
rmon event RMON RFC1757)
snmp-server community SNMP
snmp-server contact RFC1213  sysContact
snmp-server enginelD local SNMP 1D
snmp-server group SNMP
snmp-server host SNMP SNMP

snmp-server informs

snmp-server location RFC1213
sysLocation

snmp-server traps SNMP

snmp-server user SNMP

snmp-server view MIB

snmp trap link-status SNMP linkUp
LinkDown

SNMP/RMON
20-5

show snmp SNMP

show snmp pending

snmp lookup MIB 1D

snmp get MIB

snmp getnext MIB

snmp walk MIB

snmp rget MIB

snmp rgetnext MIB

snmp rwalk MIB

20.2.2 SNMPv1 SNMPv2C MIB
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SNMP MIB

1. (config)# access-list 1 permit 10.1.1.1 0.0.0.0

IP 10.1.1.1
2. (config)# snmp-server community "NETWORK" ro 1
SNMP MIB
° NETWORK
° 1
° read only
20.2.3 SNMPv3 MIB
SNMPv3  MIB MIB MIB
SNMP
MIB SNMP SNMP

1. (config)# snmp-server view "READ_VIEW" 1.3.6.1 included
(config)# snmp-server view "READ_VIEW" 1.3.6.1.6.3 excluded
(config)# snmp-server view "WRITE_VIEW" 1.3.6.1.2.1.1 included

MIB
° READ_VIEW internet MIB 1.36.1
° READ_VIEW snmpModules MIB 1.3.6.1.6.3
° WRITE_VIEW  system MIB 136.1.211
2. (config)# snmp-server user "ADMIN™ "ADMIN_GROUP" v3 auth md5 "ABC*_1234" priv des
"XYZ/+6789"
SNMP
e SNMP ADMIN
e SNMP ADMIN_GROUP
° HMAC-MD5
° ABC*_1234
° CBC-DES
° XYZ/+6789
3. (config)# snmp-server group "ADMIN_GROUP"™ v3 priv read "READ_VIEW" write "WRITE_VIEW"
SNMP
e SNMP ADMIN_GROUP
[ ]
® Read READ_VIEW
e \Write WRITE_VIEW
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20.2.4 SNMPv1l SNMPv2C

SNMP

1. (config)# snmp-server host 10.1.1.1 traps "NETWORK"™ version 1 snmp

SNMP

° NETWORK

e SNMP IP 10.1.1.1

° coldStart warmsStart linkDown linkUp authenticationFailure

20.2.5 SNMPV3

MIB SNMP SNMP
SNMP

1. (config)# snmp-server view "ALL_TRAP_VIEW" * included

MIB
. ALL_TRAP_VIEW
2. (config)# snmp-server user "ADMIN™ "ADMIN_GROUP" v3 auth md5 "ABC*_1234" priv des
"XYZ/+6789"
SNMP
e SNMP ADMIN
e SNMP ADMIN_GROUP
° HMAC-MD5
. ABC* 1234
° CBC-DES
° XYZ/+6789

3. (config)# snmp-server group "ADMIN_GROUP™ v3 priv notify "ALL_TRAP_VIEW"

SNMP
e SNMP ADMIN_GROUP
[ ]
e Notify ALL_TRAP_VIEW
4. (config)# snmp-server host 10.1.1.1 traps "ADMIN" version 3 priv snmp
SNMPv3 SNMP
e SNMP IP 10.1.11
e SNMP ADMIN
[ ]
° coldStart warmsStart linkDown linkUp authenticationFailure

20.2.6 SNMPv2C
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SNMP

1. (config)# snmp-server host 10.1.1.1 informs "NETWORK™ version 2c snmp

SNMP
° NETWORK
e SNMP IP 10.1.1.1
° coldStart warmsStart linkDown linkUp authenticationFailure
20.2.7
SNMP linkUp linkDown
SNMP
SNMP
20-30
=
i 1/0/1 SNUP 8 £0
1/0/2
1/01@Y 2 Fou T/ 2y o L ZSNIPTRE %2R 4 5
PC 101200 9 F 9T/ 2 L LSPEAERELEL  syppy—. <
1/0/1 SNMP
1/0/12 SNMP

1. (config)# interface gigabitethernet 1/0/12
(config-if)# no snmp trap link-status

SNMP
2. (config-if)# exit
20.2.8 RMON
RMON RFC1757
SNMP

1. (config)# interface gigabitethernet 1/0/5
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1/0/5
2. (config-if)# rmon collection history controlEntry 33 owner "NET-MANAGER" buckets 10

° 33
° 10
° " NET-MANAGER”
20.2.9 RMON MIB
MIB SNMP
trap SNMP

1. (config)# rmon event 3 log trap public

° 3
° log trap
e SNMP public

2. (config)# rmon alarm 12 "ifOutDiscards.3" 256111 delta rising-threshold 400000 rising-
event-index 3 falling-threshold 100 falling-event-index 3 owner "NET-MANAGER"
RMON

e RMON 12

° MIB ifOutDiscards.3
° 256111

° delta

° 400000
° 100

° 3
° NET-MANAGER
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21.1

21.11
[ ]
[ ]
21-1
A~ e R EETREE A9 7 - BIEEITHEE AGNT T g ik
AL Ef"m:'ﬁxﬁ:é; Fiz PRLEH L
b oA AL g - AGYTE )
S4 7351
F 7 Low Rk
I I
fRUb} PoLa .
A < ks i AL YT HER
ARYbL ToYay
(1)
Python Python
[ ]
[ ]
Python 1
[ ]
Python
(2
e Python
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21-1
3)
21-2
2
interval
cron
(4)
(5)
21.1.2
1)
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21-2
BESAFS)
fERE L f= .
B A v E— B AOYTEIFAL 4 A —IELE
1. p—)
ERR 10/1% 13:25:45:015 ET SCRIPT 5 S TS
JeQifedc 0000 00000000000 N a.
< WE a7 FRT
1.
2. E7
3.
4. Python
5.
(2
21-3
tERE L 1= - — g
54 2R AOUTRITAN "‘323‘&;@“
e
3
I O #AaTLERG
-4. $IE
St o D ] 5
E 3 WAA wtE—i
Hh
5
1. 5
2.
3.
4, 3.
5.
21.1.3
(1)
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21-3
python
install script
resident-script
install script
2
21-4
¢]
X
X
(0] X
dump script-user-program
3)
21-5
script
[opt/script
4)
21-6
(5)
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21-7
21.1.4
(1)

RAM
21-8
[opt/script 16MB
2
CPU
3) show logging
show logging

(4)

cron
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21.2

21.21

21-9

aaa authorization commands script

action

disable

event manager applet

event sysmsg

event timer

priority

resident-script

21-10

python Python

stop python

pyflakes

install script

uninstall script

show script installed-file

show script running-state

show event manager history

show event manager monitor

clear event manager

restart script-manager

restart event-manager

dump script-user-program

dump script-manager

dump event-manager

283



21

21.2.2
21-4
20
1. {FRE
N W FEE
3. IEATERD
FHERPC 4 HEE BEhY
\L R L
5. 4 X k=L
6. #iT
1. PC
2.
3.
4. PC
5.
6.
21.2.3
ftp
° UTF-8 BOM
° ftp
Py
-pyc -pyo
21.2.4
21-11
pyflakes PyPl  Python
pyflakes pyflakes3k
pdb Python

dump script-user-program
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(1) pyflakes

pyflakes pyflakes pyflakes3k
pyflakes sample.py

21-5 pyflakes
> pyflakes sample.py
sample.py:4: invalid syntax
for cnt in range(10)

N <_1
>
1. for

(2) pdb
python  pdb
pdb sample.py
21-6 pdb

# python -m pdb sample.py <-1
> /usr/home/share/sample.py(1)<module>()
-> import os
(Pdb) b 4 <=2
Breakpoint 1 at /usr/home/share/sample.py:4
(Pdb) r <-3

> /usr/home/share/sample.py(4)<module>()
-> for cnt in range(10):

(Pdb) s <-4
> /usr/home/share/sample.py(5)<module>()

-> if(ent == 9):

(Pdb) cl <-5

Clear all breaks? y

Deleted breakpoint 1 at /usr/home/share/sample.py:4
(Pdb) r

--Return--

> /usr/home/share/sample.py(7)<module>()->None

-> sys.exit()

(Pdb) ¢q <-6

#

1. -m pdb sample.py

2. b(reak) sample.py 4

3. r(un)

4 s(tep)
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5. cl(ear)
6. g(uit)
3) dump script-user-program

dump script-user-program

21-7
# dump script-user-program <-1
# cd /usr/var/scriptManager <=2
# gzip -d smd_script_user.gz <-3
# cat smd_script_user <-4

[resident tag 1 info]
Fxk*x 20XX/03/19 17:52:36 UTC ****
Script start filename=/usr/var/script/script.file/samplel.py pid=128

Fxk*x 20XX/03/19 17:52:36 UTC ****
File "/usr/var/script/script.file/samplel.py", line 1
print a
N

SyntaxError: invalid syntax

*xxx 20XX/03/19 17:52:36 UTC ****
Script end filename=/usr/var/script/script.file/samplel.py pid=128

1. smd_script_user.gz lusr/var/scriptManager/

2. lusr/var/scriptManager/

3. smd_script_user.gz
4.
21.2.5
Python
[ J
® .py
® .pyc
® .pyo
[ ]
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21-12
100
4MB
1 512KB
install script install script
sample.py
21-8
# install script sample.py <-1
# show script installed-file <-2
Date 20XX/01/15 20:32:35 UTC
Total: 1 files, 100 bytes
name: sample.py
size: 100 bytes
MD5: 12f58123c2b0f4286cf6d607656207¢3
#
1. sample.py
2.
21.2.6
1)
python
21-9 python
# python sample.py <-1
1. sample.py
21-10 python
# install script sample.py <-1
# python -m sample <=2
1. sample.py
2. sample.py
2
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3)

21-11
# install script sample.py
# configure
(config)# resident-script 1 python sample.py
(config)#

1. sample.py
2. sample.py
[
[ ]
[ ]

21-12

# install script sample.py

# configure

(config)# event manager applet INTERVAL100s
(config-applet)# event timer interval 100
(config-applet)# action 1 python sample.py
(config-applet)#

1. sample.py
2. INTERVAL100s
3. 100
4. sample.py
sample.py
21-13

# install script sample.py
# configure
(config)# event manager applet PORT_UP

<-1

<-2

ID1

<-1

<-2

<-3
<-4

<-1

<-2

(config-applet)# event sysmsg message-id 25011001 <-3

(config-applet)# action 1 python sample.py
(config-applet)#

07/07 12:00:00 01S E4 PORT GigabitEthernetl1/0/1 25011001 1350:000000000000 Port up.

<-4

sample.py

100
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(4)

(config-applet)#

1. sample.py
2. PORT_UP
3. 25011001
4. sample.py
5. 25011001
PID
0os PID
PID
PID
21-14 PID

# show script running-state
Date 20XX/02/05 18:17:40 UTC

[operation command]
command line args: python sample.py
PID: 2213
start time: 20XX/02/05 18:17:24 UTC

command line args: python sample.py
PID: 1968
start time: 20XX/02/05 18:17:26 UTC

[applet]
applet name: INTERVAL100s
action sequence: 1
command line args: python sample.py
PID: 11700
start time: 20XX/02/05 18:17:38 UTC

[resident]
script id: 1
command line args: python sample.py
state: Running
PID: 1977
start time: 20XX/02/05 18:17:29 UTC

PID 2213 1968

<-5

Process ID
PID

show script running-state

<-1

<-2

<-3

<-4

289

sample.py



21

PID

PID

11700

1977
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21.3 Python

Python 3.2.3 Python
Python Software Foundation

21.3.1 Python

Python Python
(1) python
python Python 3.2.3
e -B
e -0(00)
e -u
° 32
° 63
° 1000
[ ]
21-13

¥
(2) __pycache
Python __bycache__
3
Python IPv4 IPv6 TCP UDP
49155 49166
21.3.2
1)
Python
21-14
_ future__ _dummy_thread _thread abc aifc
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argparse array ast asynchat asyncore
atexit audioop base64 bdb binascii
binhex bisect builtins cProfile calendar
cgi cmath cmd code codecs
collections colorsys compileall concurrent configparser
contextlib copy copyreg csv datetime
dbm decimal difflib dis distutils
doctest dummy_threading email encodings errno
fentl filecmp fnmatch fractions ftplib
functools gc getopt getpass gettext
glob hashlib heapq hmac html
http imaplib imghdr imp importlib
inspect io itertools json keyword
lib2to3 linecache locale logging macpath
mailbox marshal math mimetypes mmap
modulefinder netrc nntplib numbers operator
optparse 0s parser pdb pickle
pickletools pipes pkgutil platform plistlib
poplib posixpath pprint profile pstats
pty pwd py_compile pyclbr pydoc
queue quopri random re rlcompleter
runpy sched select shelve shlex
shutil signal site smtpd smtplib
sndhdr socket socketserver stat string
stringprep struct sunau symtable Sys
sysconfig tabnanny tarfile telnetlib tempfile
test textwrap threading time timeit
token tokenize trace traceback tty
types unicodedata unittest urllib uu
uuid warnings wave weakref webbrowser
wsgiref xdrlib xml xmlrpc zipfile
zipimport zlib - - -
(2) os

0s
e oskill

Python  os.kill() os.killpg()
e os.fork

Python  os.fork() os.forkpty()
® 0s.system
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Python  os.system()
commandline
(3) socketserver
socketserver
e ForkingMixIn
e ForkingUDPServer
e ForkingTCPServer

(4) http.server
http.server

e CGIHTTPRequestHandler

(5)
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21.4 Python

Python
20 Python
21.4.1
commandline
commandline
CommandLine CommandLine

(1)
(@)

21-15 CommandLine

exec

exit

set_default_timeout

set_default_logging

show logging

21-15 samplel.py
# samplel.py
# -*- coding: utf-8 -*-
import extlib.commandline
obj = extlib.commandline.CommandLine()

#
obj.set_default_timeout(180)

# show logging
obj.set_default_logging(extlib.commandline.DISABLE)

# Is

print("ls start™)

dict_ret = obj.exec("Is")

if dict_ret["result"] == extlib.commandline.OK:
print(dict_ret["strings"])

else:
print(“timeout.™)

# filel file2
print("rm start")

dict_ret = obj.exec("rm -i filel file2", ('?","y"), (?", "y"),
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logging=extlib.commandline.ENABLE)
if dict_ret["result®] == extlib.commandline.OK:
print(dict_ret["strings"])
else:
print(“timeout.")

# ping 3

print("ping start")

dict_ret = obj.exec("ping 192.0.2.1", 3)

if dict_ret["result™] == extlib.commandline.TIMEOUT:
print(dict_ret["strings"])

obj.exit()

CommandLine

show logging

exec

N oo g &~ W N

exec

9. exec
10
11.

samplel.py exec
rm ping

21-16 samplel.py
# python samplel.py
Is start
filel file2

rm start

remove “filel"? remove "file2"?

ping start

PING 192.0.2.1 (192.0.2.1): 56 data bytes

64 bytes from 192.0.2.1: icmp_seq=0 ttl=63 time=0.377 ms
64 bytes from 192.0.2.1: icmp_seqg=1 ttl=63 time=0.545 ms
64 bytes from 192.0.2.1: icmp_seq=2 ttl=63 time=1.349 ms
64 bytes from 192.0.2.1: icmp_seq=3 ttl=63 time=0.578 ms

----192.0.2.1 PING Statistics----

4 packets transmitted, 4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.377/0.858/1.385/0.445 ms
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(b)

(©

21-17 sample2.py

# sample2.py
# -*- coding: utf-8 -*-

import extlib.commandline <-1
obj = extlib.commandline.CommandLine() <=2
#
print("ping start")
dict_ret = obj.exec("ping 192.0.2.1", -3) <-3
print(dict_ret["strings"]) <-4
obj.exit() <-5
1.
2. CommandLine
3. exec
4.
5.
sample2.py
21-18 sample2.py

# python sample2.py
ping start
Traceback (most recent call last):
File "sample2.py", line 7, in <module>
dict_ret = obj.exec("ping 192.0.2.1", -3)
File "/usr/local/lib/python3.2/site-packages/extlib/commandline.py”, line 741, in exec
CNST.ERR_TIMER_INVALID))
ValueError: The timer value is invalid.
#

exec

21-19 sample3.py
# sample3.py
# -*- coding: utf-8 -*-
import extlib.commandline <-1
obj = extlib.commandline.CommandLine() <=2
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(2)

retry cnt = 0

# Is
print("Is start™)
while retry cnt < 3:
try:
dict_ret = obj.exec("Is")
if dict_ret["result®] == extlib.commandline.OK:
print(dict_ret["strings"])
print(“success!!"™)
else:
print(“timeout.™)
break
except extlib.commandline.ExecuteCommandError:
obj.exit()
obj = extlib.commandline.CommandLine()
print(“Regenerate the instance™)
retry_cnt = retry_cnt + 1

obj.exit()
1
2.  CommandLine
3. exec
4
5. exec
6
7. CommandLine
8
sample3.py
Is
21-20 sample3.py

# python sample3.py

Is start

Regenerate the instance
filel file2

success!!
#

CommandLine
exit
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(3) exec

commandline exec
script exec

21-16 exec

set exec-timeout
set terminal pager

username logging-console
username exec-timeout
username terminal-pager
(4)
aaa authorization commands script
username bypass

® Qaaa authorization commands script
commands RADIUS
TACACS+

° RS232C
aaa authorization commands console

aaa authorization commands console

bypass

aaa authorization commands console
® aaa authorization commands

® 3aaa authorization commands script

L] TACACS+

e TACACS+
° CommandLine
° Python 0s.system()
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® aaa authorization commands

® 3aaa authorization commands aaa authorization commands script
bypass
® 3aa authorization commands aaa authorization commands console
RS232C
21.4.2
sysmsg
sysmsg

21-17 sysmsg

send

(1)

21-21 testl.py
# testl.py
# -*- coding: utf-8 -*-
import sys
import extlib.sysmsg <-1

try:
extlib.sysmsg.send("E3", Oxfedc, Oxba9876543210,"Script Start!!') <-2
print(“'send success.")

except extlib.sysmsg.MsgSendError: <-3

print(send failed.")

sys.exit()
1
2

° E3

° 3e03fedc

° ba9876543210

° “ Script Start!!”
3

testl.py
21-22 testl.py

# python testl.py
send success.
#
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21-23
EVT 07/07 12:00:00 01S E3 SCRIPT 3e03fedc 2600:ba9876543210 Script Start!!

21.4.3

eventmonitor

eventmonitor

21-18
regist_sysmsg
regist_cron_timer cron
regist_interval_timer interval
event_delete
event_receive
1)
(a)
21-24 1
import sys

import extlib.eventmonitor

try:
event_sysmsg=extlib._eventmonitor.regist_sysmsg(event_level="E7",
message_id=0xabcd1234,message_text="(Error|error)")

except Exception as e:
print("ERROR!! regist_sysmsg()",e)
sys.exit()

while 1:
dict = extlib.eventmonitor.event_receive(extlib.eventmonitor_BLOCK_ON, 0)

if dict["event_id"]== event_sysmsg:
print("EVENT OCCURRED!!™)

1.
2.
° E7
. abcd1234
° “ Error” “ error”
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3
4
5
(b) cron
cron
21-25 2
import sys
import extlib.eventmonitor <-1
try:
event_cron_timer = extlib.eventmonitor.regist_cron_timer("0 23 * * *¥) <-2
except Exception as e: <-3
print("ERROR!! regist_cron_timer ()",e)
sys.exit()
while 1:
dict = extlib.eventmonitor.event_receive(extlib.eventmonitor.BLOCK_ON, 0) <-4
if dict["event_id"]== event_cron_timer: <-5
print(*EVENT OCCURRED!!")
1
2. 23
3
4
5
(c) interval
interval
21-26 3
import sys
import extlib.eventmonitor <-1
try:
event_interval_timer = extlib.eventmonitor.regist_interval_timer(1800) <-2
except Exception as e: <-3
print("ERROR!! regist_interval_timer()",e)
sys.exit()
while 1:

dict = extlib.eventmonitor.event_receive(extlib.eventmonitor.BLOCK ON, 0) <-4

if dict["event_id"]== event_interval_timer: <-5
print(*EVENT OCCURRED!!")
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(d)

(e)

1
2. 1800
3
4
5
21-27 4
import sys

import extlib.eventmonitor

try:

event_cron_timer = extlib.eventmonitor.regist_cron_timer("0 23 * * *¥)
except Exception as e:

print("ERROR!! regist_cron_timer ()",e)

sys.exit()

try:
result_dict = extlib.eventmonitor.event_delete(event_cron_timer)
print(*EVENT DELETE!!™)

except:
print("ERROR!! event_delete()")

o > 0w NpoE

21-28 5
import sys
import extlib.eventmonitor

try:

event_cron_timer = extlib.eventmonitor.regist_cron_timer("0 23 * * *¥)
except Exception as e:

print("ERROR!T event_cron_timer()",e)

sys.exit()

dict = extlib.eventmonitor.event_receive(extlib.eventmonitor_BLOCK_ON , 0)

if dict["event_id"]== event_cron_timer:
print("EVENT OCCURRED!! *)
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1.
2.
3.
4,
5.
2)
1 2
21-29
S S — .\
[ A< PERREE \
I
: WR A vE—ER 24 7ER I
A — e e e e e Y2 ‘,r
oA A B EAE —
HIGH WD Low LAST
—_—
:
AT A2UTE ATNTE
(LD | I Fa— A A FREMHEODER
1. 1024
2.
show event manager monitor
discard
2144
eventmonitor get_exec_trigger()
1)
21-30
import sys
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import extlib.eventmonitor <-1

dict = extlib.eventmonitor.get_exec_trigger () <=2
if dict["type"] == extlib.eventmonitor_APPLET : <-3
#
if dict["applet™]["type"] == extlib.eventmonitor.TIMER_EVT : <-4
#

if dict["applet"]["condition"][extlib.eventmonitor.TIMER_TYPE] == ¥
extlib.eventmonitor.CRON :
# cron

# cron
print("[condition]", file=sys.stderr)
print(dict["applet"]["condition"][extlib.eventmonitor.CRON], file=sys.stderr)

elif dict["applet™]["condition™][extlib.eventmonitor_TIMER_TYPE] ==
extlib.eventmonitor. INTERVAL :
# interval

# interval

print("[condition]", file=sys.stderr)

print(dict["applet®]["condition®][extlib.eventmonitor.INTERVAL],
file=sys._stderr)

elif dict["applet™]["type"] == extlib.eventmonitor.SYSMSG_EVT : <-5
#

it

print("[condition]",file=sys._stderr)

HHt

print(""SYSMSG_EVENT_LEVEL:" + str(dict["applet*]["condition”]
[extlib.eventmonitor.SYSMSG_EVENT_LEVEL]), file=sys.stderr)

##

print("[trigger system message]",file=sys.stderr)

H#

print(""SYSMSG_TIME:" + dict["applet™]["trigger"]
[extlib.eventmonitor.SYSMSG_TIME], file=sys.stderr)

#it

print(""'SYSMSG_MSG_ID:" + str(hex(dict["applet™]["trigger"]
[extlib.eventmonitor.SYSMSG_MSG_ID])), file=sys.stderr)

sys.exit()
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22.1

== #it

10BASE-T/100BASE-TX/1000BASE-T

-
=
0f FrAd—es
=]

1000BASE-X

|0

it

234 TF PG

DSATF b
PC
il
T
|
(FLE#) SN . R4 wF —— : 1000BASE-T
s |0GBASE-R = ----- . 100BASE-TX

22.1.1
1)

22-1

10GBASE-R

10BASE-T/100BASE-TX/1000BASE-T

10BASE-T 100BASE-TX 1000BASE-T
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SFP 1000BASE-T 1000BASE-X

SFP+/SFP 1000BASE-T 1000BASE-X 10GBASE-R

(a) 10BASE-T/100BASE-TX/1000BASE-T

10BASE-T 100BASE-TX 1000BASE-T UTP

(b) SFP
1000BASE-SX 1000BASE-LX 1000BASE-LH 1000BASE-BX  SFP
1000BASE-T SFP-T

(c) SFP+/SFP

1000BASE-T SFP-T
1000BASE-X 1000BASE-SX 1000BASE-LX 1000BASE-LH 1000BASE-BX
SFP
10GBASE-R 10GBASE-SR 10GBASE-LR 10GBASE-ER 10GBASE-BR  SFP+
SFP+/SFP SFP+
10GBASE-R
2)
22-2
10BASE-T MDI/MDIX
100BASE-TX MDI/MDIX
1000BASE-T MDI/MDIX
1000BASE-X
10GBASE-R

22.1.2 10BASE-T/100BASE-TX/1000BASE-T
10BASE-T 100BASE-TX 1000BASE-T uTP
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(1)

(2)

10BASE-T 100BASE-TX 1000BASE-T

1000BASE-T

10BASE-T 100BASE-TX

e 100BASE-TX
e 100BASE-TX
e 10BASE-T
e 10BASE-T

10BASE-T 100BASE-TX

10BASE-T/100BASE-TX/1000BASE-T

22-3 10BASE-T/100BASE-TX/1000BASE-T
10BASE-T | 10BASE-T 100BASE- 100BASE-
X X

10BASE-T 10BASE-T X X X 10BASE-T

10BASE-T X 10BASE-T X X X
100BASE-TX X X 100BASE-TX X 100BASE-TX
100BASE-TX X X X 100BASE-TX X
1000BASE-T X X X X x
1000BASE-T X x X X X

10BASE-T 10BASE-T X X X 10BASE-T

10BASE-T X X X X 10BASE-T
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10BASE-T | 10BASE-T 100BASE- 100BASE-
TX TX
10BASE-T 10BASE-T X X X 10BASE-T
100BASE-TX X x 100BASE-TX X 100BASE-TX
100BASE-TX X x x x 100BASE-TX
100BASE-TX X X 100BASE-TX X 100BASE-TX
10BASE- 10BASE-T x 100BASE-TX X 100BASE-TX
T/100BASE-TX
1000BASE-T X X x X x
1000BASE-T X x x x 1000BASE-T
1000BASE-T X X X X 1000BASE-T
10BASE- 10BASE-T X 100BASE-TX X 1000BASE-T
T/100BASE-
TX/1000BASE-
T
SFP SFP+/SFP SFP-T
22-4 SFP SFP+/SFP SFP-T
10BASE-T
10BASE-T
100BASE-TX
100BASE-TX
1000BASE-T
1000BASE-T
10BASE-T
10BASE-T
10BASE-T
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100BASE-TX

100BASE-TX

100BASE-TX

10BASE-T/100BASE-TX

1000BASE-T X
1000BASE-T 1000BASE-T
1000BASE-T 1000BASE-T
10BASE-T/100BASE-TX/1000BASE-T 1000BASE-T
3) MDI/MDIX
MDI/MDIX MDI  MDI-X
mdix auto MDI-X HUB MDI
PC MDI/MDI-X
22-5 MDI/MDI-X
RJ45 MDI MDI-X
Pin No. 1000BASE-T 100BASE-TX 10BASE-T 1000BASE-T | 100BASE-TX 10BASE-T
1 2 2 1 2 2
1 Bl_DA TD TD Bl_DB RD RD
2 BI_DA TD TD BI_DB RD RD
3 BI_DB RD RD BI_DA TD TD
4 Bl_DC Unused Unused BI_DD Unused Unused
5 Bl _DC Unused Unused BI_DD Unused Unused
6 Bl_DB RD RD BI_DA TD TD
7 Bl DD Unused Unused BI_DC Unused Unused
8 BI_DD Unused Unused Bl_DC Unused Unused
1
1000BASE-T 8 bi-direction
BI_Dx
2
10BASE-T  100BASE-TX TD RD
MDI/MDIX
22-6 MDI/MDIX
mdix auto
mdix auto no mdix auto no mdix auto mdi
MDI/MDIX MDI-X MDI
MDI-X MDI-X MDI
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(4)
1000BASE-T 1000Mbit/s
(@)
1 2
1
22-7 10BASE-T/100BASE-TX/1000BASE-T
speed 1
auto auto 10 100 1000 auto 10 100 auto 1000 2
or
auto 100 2
or
auto 10 2
1 10 100 1000 10 100 1000 10100
2 10100 10 100 10
3 10 10
1
Mbit/s
2
(5)
[ ]
inactivate activate
[ ]
[ ]
10BASE-T 100BASE-TX

22.1.3 1000BASE-X

1000BASE-X

(1)

1000BASE-SX 1000BASE-LX 1000BASE-LH

1000Mbit/s

1000BASE-BX
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1000BASE-SX

550m
1000BASE-LX
5km 550m
1000BASE-LH
70km
1000BASE-BX
1
|IEEE802.3ah 1000BASE-BX10-D/1000BASE-BX10-U
1000BASE-BX40-D/1000BASE-BX40-U
1000BASE-BX10-D/1000BASE-BX10-U
10km
1000BASE-BX40-D/1000BASE-BX40-U
40km
[ ]
e 1000BASE-X
(2)
1000BASE-X
22-8
1000BASE 1000BASE
1000BASE X x
1000BASE 1000BASE x
1000BASE x X
1000BASE X 1000BASE
X
3)
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22.1.4 10GBASE-R
10GBASE-R

(1)
10GBASE-SR 10GBASE-LR 10GBASE-ER 10GBASE-BR
10Gbit/s

10GBASE-SR
300m

10GBASE-LR
10km
10GBASE-ER
40km
10GBASE-BR
1000BASE-BX 1

10GBASE-BR10-D/10GBASE-BR10-U

10km
10GBASE-BR40-D/10GBASE-BR40-U

40km

(2)

3)

e 10GBASE-BR 10GBASE-ZR
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22.2

2221

(1)

48 1 24 49 50

22-9

25 48

51 54

send

on

off

desired Desired

Desired

22-10

receive

on

off

desired Desired

Desired

off

(2)
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22-11
on desired on on
on off
Desired on on
on on
on off
Desired on on
Desired on on
on off
Desired on on
off on on
off on
Desired on on
on on
off off
Desired on on
Desired on on
off on
Desired on on
desired on on on
off on
Desired on on
on on
off on
Desired on on
Desired on on
off on
Desired on on
off off off
off off
Desired off off
on off
off off
Desired on off
Desired off off
off off
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Desired off off
desired on on
off off
Desired on on
on on
off off
Desired on on
Desired on on
off off
Desired on on
Desired
desired
on
22-12
IP8800/S2630-24T4XW 25 30
IP8800/S2630-48T4XW 53 54
IP8800/S2630-24P4XW 25 30
IP8800/S2630-48P4XW 53 54
(3)
22-2
FEE FEW2
€------- - pe---- OO C---mmmmmmmmm - = m === !
A—F10/5] | Sy Ty RoRVOD o R—=R10A
| —— A—TRE —— i
i L N, . T i
! A= k1/0/4 H— 1/ BT IT
e e —— SO0«
(Af) O vt Ao bOFth  --2  R=Zsiry bOFTh
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22-3
FEE FEE2
M=k b _
=y FEEMER < _iii!ﬂﬂlﬁm
, M=o b -
=y FEENIER < _
i3 {5 35 Pk
\ =Ll b -
22-4
FEE FikE2
=Ry b ul
KK S bR < R BB
. =iy .-
A= FEEME < R R
\ H=Zsi7 o b N

22.2.2
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225
Preamb|e WACA = & :
. b DATAZS & LAPAD (46~9216%) FCS
BEUSFO@)| pac6) | SAGE) | TYPE/LENGTH (2)
Ethernet V2B | 1ypp=
I L—LB X0~ DATA (PAD)
LENGTH= LAy s | SNPA &
802. 3f6= )
:,.L,_ﬂi:tﬁ 0= DSAP [SSAP JcontroL| 0UT | PID | DATA | (PAD)
0x050C mlmfo~a]l@| @
| 1 i
EDi TYPE= E 2115t DATA

(IADEFET s —ILFRERT, (B 5T w bk

Fi# DATAR L UPADD @R LEthernetV2REst 0 L— LB T2 170216,
802 IR T L—AB LUV TOHOREED T L— L1500,

Ethernet V2 IEEE802.3
L2

(1) MAC
(a) Preamble SFD

64 2 1010...1011( 62 10 2 11)

64

(b) DA SA

48 16

(c) TYPE/LENGTH
TYPE LENGTH

22-13 TYPE LENGTH

TYPE LENGTH

0x0000 0x05DC IEEE802.3 CSMA/CD
0x05DD Ethernet V2.0

(d) FCs
32 CRC

(2) LLC
Ethernet V2

)
° DA FCS 64 1523
e FCS
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(4)
64 MAC FCS
22.2.3
MAC DA 1518
ipmtu  MTU IP
Tagged 26.1.5 VLAN Tag Tagged
22-14
Ethernet V2 IEEE802.3
1519 9234 X MAC DA FCS
o X LENGTH 0x05DD 1501
Ethernet V2.0
o x IEEE802.3
o X
10BASE-T 100BASE-TX 1000BASE-T 100BASE-TX 1000BASE-T
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22.3 PoE

PoE Power over Ethernet uTpP
PoE
IEEE802.3af/IEEE802.3at Pre.STD
22.3.1
IEEE802.3af
Class0
22-15
Class0 15.4
Classl 4.0
Class2 7.0
Class3 15.4
Class4 30.0

power inline allocation  limit

22.3.2
power inline
power inline priority-control disable
power inline priority-control disable power inline
22-16 power inline priority-control disable power inline
power inline priority-control power inline
disable
critical
high

321



22

power inline priority-control power inline
disable
low
never
critical
high
low
never
22.3.3
power inline allocation  limit
Class0 X 15.4
Classl X 4.0
Class2 X 7.0
Class3 X 15.4
Class4 X 30.0
SNMP
22.3.4 PoE
PoE PoE
PoE
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22-6 PoE
PoEi— - #2TREA &
wiED ZREHEY
L
1
A=
FENE ®
BEEE /\
PoE
Hi—k
2
FRBM /\
2
L R
1 : i OPoERS T I dais RESN)
2 : PobER— I s RIS R
1. PoE
PoE

2. PoE

power inline delay

22.3.5 PoE

(1) power inline allocation limit

power inline allocation  limit

activate power inline

(2)

PoE internal

3)
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® inactive

(4) POE

power redundancy-mode combined
PoE

PoE

(5)

PoE

PoE 2 1

power inline priority-control disable  power inline delay
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22.4

2241

22-17

bandwidth

description

duplex

duplex

flowcontrol

frame-error-notice

interface gigabitethernet

1000Mbit/s

interface tengigabitethernet

10Gbit/s

link debounce

link up-debounce

mdix auto

MDI/MDIX

mtu

MTU

power inline

power inline allocation

power inline delay

PoE PoE

power inline priority-control disable

shutdown

speed

system flowcontrol off

system mtu

MTU

22-18

show interfaces

clear counters

show port

activate inactive

active

inactivate active

inactive

test interfaces

no test interfaces

show power inline

PoE

activate power inline
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inactivate power inline

22.4.2
22-19
10BASE-T/100BASE-TX/1000BASE-T interface gigabitethernet
SFP interface gigabitethernet
SFP+/SFP interface tengigabitethernet
1)

1. (config)# interface gigabitethernet 1/0/10

1/0/10
2. (config-if)# shutdown
3. (config-if)#
4. (config-if)# no shutdown
(2)
shutdown
inactivate inactivate
inactive active
disable active
no shutdown
22.4.3
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range

1. (config)# interface range gigabitethernet 1/0/1-10, gigabitethernet 1/0/15-20,
tengigabitethernet 1/0/27

1/0/1 1/0/10 1/0/15 1/0/20 10
1/0/27
2. (config-if-range)#
22.4.4 /
e 10BASE-T/100BASE-TX/1000BASE-T
e SFP SFP-T SFP 1000BASE-X
® SFP+/SFP SFP-T SFP
speed
duplex
® SFP+/SFP SFP+
1)
1000BASE-X 1000Mbit/s
1000Mbit/s
1. (config)# interface gigabitethernet 1/0/1
(config-if)# shutdown
(config-if)# speed 1000
(config-if)# duplex full
1000Mbit/s
2. (config-if)# no shutdown
2)
10BASE-T 100BASE-TX
10BASE-T
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1. (config)# interface gigabitethernet 1/0/10
(config-if)# shutdown
(config-if)# speed 10
(config-if)# duplex half

2. (config-if)# no shutdown

3)

1. (config)# interface gigabitethernet 1/0/10
(config-if)# shutdown
(config-if)# speed auto 1000

1000Mbit/s
2. (config-if)# no shutdown

2245 MDI/MDIX

MDI
MDI-X MDI

MDI/MDIX MDI-X

1. (config)# interface gigabitethernet 1/0/24

1/0/24
2. (config-if)# no mdix auto
(config-if)# exit
MDI/MDIX MDI-X

22.4.6
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1)
1. (config)# interface tengigabitethernet 1/0/27
(config-if)# shutdown
2. (config-if)# flowcontrol send off
(config-if)# flowcontrol receive off
3. (config-if)# no shutdown
2)
1. (config)# system flowcontrol off
2. (config)# save
(config)# exit
3. # reload
3
1. (config)# interface tengigabitethernet 1/0/25
(config-if)# shutdown
2. (config-if)# flowcontrol send on loose
3. (config-if)# no shutdown
22.4.7
MTU 1500
MTU
MTU
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MTU VLAN
VLAN Tag MTU 4

(1) MTU

1/0/10 MTU 8192 8210

1. (config)# interface gigabitethernet 1/0/10
(config-if)# shutdown
(config-if)# mtu 8192

MTU 8192
2. (config-if)# no shutdown
MTU 10BASE-T
10BASE-T MTU 1500
(2) MTU
MTU 4096
4114
1. (config)# system mtu 4096
MTU 4096
MTU 10BASE-T
10BASE-T MTU 1500

22.4.8

1. (config)# interface gigabitethernet 1/0/10
1/0/10
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2. (config-if)# link debounce time 5000
5000

22.4.9

1. (config)# interface gigabitethernet 1/0/10

1/0/10
2. (config-if)# link up-debounce time 5000
5000
22.4.10
30
SNMP
30
1
(1)
frame-error-notice error-frames

1. (config)# frame-error-notice error-frames 50
50

(2)

frame-error-notice error-rate
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1. (config)# frame-error-notice error-rate 20
20%
3
onetime-display everytime-display
off SNMP
1. (config)# frame-error-notice everytime-display
(4)
frame-error-notice
frame-error-notice
frame-error-notice
1. (config)# frame-error-notice error-frames 50 everytime-display
50
SNMP snmp-server host
SNMP SNMP
22.4.11 PoE
1)
PoE
1/0/1
1. (config)# interface gigabitethernet 1/0/1
(config-if)# power inline never
PoE
2. (config-if)# exit

PoE
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(2)

power inline

1. (config)# power inline priority-control disable
2. (config)# save

(config)# exit

3. # reload
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23.1

23.1.1
23.1.2
1
23-1
EZ 113 EZ 113
dii— FEMBILEY LS TS
U Sl Pl B
YomERELMEE
FAWA ¢ FEMB| mmoH—rEMBLT, 3H—F
DY S PHYHF—g
ELTHEATS
23.1.3
(1)
LACP 2
e LACP
IEEE802.1AX LACP LACP
LACP
[ ]
LACP
(2
23.1.4 MAC
MAC
MAC MAC
MAC
MAC
MAC
MAC
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MAC
MAC

23.1.5

° MAC

° MAC

° IP

° IP

. /

VLANTag TPID 0x8100
°
7.6.2
23.1.6
(1)
23-2

SHEEMTE— FARLELRE

jﬁfz :ffjj
LACP 24T+ w4

COWMEREL: L 0O
cLACPD T T—i 3 LAREE LA L THl{ERREICE S,

QEBEMTFrR:NTIL—F0EA 2 =T IUNFHRAS > FIZE-TVEES

[FEWA | ﬂ
il e
e

COWMEEEREL - & 2O
AEEADSEELETIL—LNEEEBEEBLTESD
L—THRRIZ 5 E, ERICEMELELY,
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2)
VLAN
(3) CPU
LACP
LACPDU

CPU

LACPDU
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23.2

23.2.1

23-1

channel-group lacp system-priority

LACP

channel-group mode

channel-group periodic-timer

LACPDU

description

interface port-channel

lacp port-priority

LACP

lacp system-priority

LACP

shutdown

23-2

show channel-group

show channel-group statistics

clear channel-group statistics lacp

LACPDU

restart link-aggregation

dump protocols link-aggregation

23.2.2

1.

2.

channel-group mode

1/0/1 1/0/2

1/0/1  1/0/2

channel-group mode

(config)# interface range gigabitethernet 1/0/1-2

(config-if-range)# channel-group 10 mode on
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23.2.3 LACP
1)
LACP
channel-group mode active

1. (config)# interface range gigabitethernet 1/0/1-2
1/0/1  1/0/2

2. (config-if-range)# channel-group 10 mode active

1/0/1 1/0/2 LACP 10 LACP
LACPDU passive
LACPDU LACPDU
2)
LACP
LACP
1. (config)# lacp system-priority 100
LACP 100
2. (config)# interface port-channel 10
(config-if)# channel-group lacp system-priority 50
10 LACP 50
100
3
LACP
LACP
1. (config)# interface gigabitethernet 1/0/1
(config-if)# lacp port-priority 100
1/0/1  LACP 100
(4) LACPDU
LACPDU
LACPDU
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LACPDU long 30 short 1 long 30

short 1

1. (config)# interface port-channel 10
(config-if)# channel-group periodic-timer short

10 LACPDU short 1
LACPDU short 1 LACPDU
short 1
long 30
23.2.4
channel-group mode
1)
[ ]
° channel-group mode
channel-group
mode
° channel-group
mode
° channel-group mode
23-3
VLAN switchport mode

switchport access

switchport trunk

switchport protocol

switchport mac

switchport vlan mapping
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switchport vlan mapping enable

spanning-tree portfast

spanning-tree bpdufilter

spanning-tree bpduguard

spanning-tree guard

spanning-tree link-type

spanning-tree port-priority

spanning-tree cost

spanning-tree vlan port-priority

spanning-tree vlan cost

spanning-tree single port-priority

spanning-tree single cost

spanning-tree mst port-priority

spanning-tree mst cost

DHCP snooping ip dhcp snooping trust

ip arp inspection trust

ip verify source

L2 loop-detection

2 authentication arp-relay

authentication force-authorized vlan

authentication ip access-group

authentication logout linkdown

authentication mac access-group

authentication max-user(interface)

IEEE802.1X dotlx port-control
Web web-authentication port
MAC mac-authentication dot1g-vlan force-authorized

mac-authentication port

authentication multi-step

(2)

VLAN

1. (config)# interface range gigabitethernet 1/0/1-2
(config-if-range)# channel-group 10 mode on
(config-if-range)# exit

1/0/1 1/0/2 10
10

2. (config)# interface port-channel 10
10
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3. (config-if)# switchport mode trunk
10

(3) shutdown

shutdown

1. (config)# interface range gigabitethernet 1/0/1-2
(config-if-range)# channel-group 10 mode on
(config-if-range)# exit

1/0/1 1/0/2 10

2. (config)# interface port-channel 10
(config-if)# shutdown
shutdown
1/0/1 1/0/2 10

23.2.5

shutdown
shutdown

(1)

shutdown

interface port-channel 23-3
interface port-channel

o)

1. (config)# interface gigabitethernet 1/0/1
(config-if)# shutdown
1/0/1 shutdown

2. (config-if)# no channel-group
1/0/1

(2)

shutdown
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interface port-channel
channel-group mode
interface port-channel

1. (config)# interface range gigabitethernet 1/0/1-2
(config-if-range)# shutdown
(config-if-range)# exit

shutdown

2. (config)# no interface port-channel 10
10 1/0/1  1/0/2
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23.3

23.3.1
1)
2)
1.
2
23-3
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3)

(FEMWE |

_______________

[FEWA |

| :.amm;it AG Al

[FENE |

fad

dfi— FOFr R TIN—T
2@ L TIFR—rDERE
ERT L

i

BEFIZAZ ) 9%
ERLTHRELELT) A2
FINF—ia 2 EAT S

344



23

° max-active-port 1
4)
activate active
23.3.2
LACP
LACP
LACP
1. LACP
LACP
2. MAC
MAC
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23.4

2341

23-4

channel-group lacp system-priority

channel-group max-active-port

channel-group max-detach-port

lacp port-priority

lacp system-priority

23.4.2

1. (config)# interface port-channel 10
10

2. (config-if)# channel-group max-active-port 3
10
10

3. (config-if)# exit

4. (config)# interface port-channel 20
(config-if)# channel-group max-active-port 1 no-link-down
(config-if)# exit
20

5. (config)# interface gigabitethernet 1/0/1
(config-if)# channel-group 20 mode on
(config-if)# lacp port-priority 300
20 1/0/1 300
128
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23.4.3

LACP
LACP

LACP

1. (config)# interface port-channel 10
10

2. (config-if)# channel-group max-detach-port 0
10
1
3. (config-if)# channel-group lacp system-priority 100
10 100
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24 2

24.1

24.1.1 MAC

2 MAC MAC
MAC MAC
MAC

2 MAC
MAC

24.1.2 VLAN
VLAN

VLAN VLAN#A  VLAN#B

24-1 VLAN

-3

o o o o o

VLANGA, VLANEBI=H®ILI=Z & T, VLANRADBFAN SO 70— FH& v A Rt v RIE
WFB, ClzikiEsndHat, VLANSBODIRED, E FIZikd@EEhizly,
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24 2

24.2

24-1 2
MAC MAC MAC
VLAN VLAN
VLAN
MAC VLAN MAC
VLAN
VLAN
VLAN MAC Untagged
VLAN
VLAN VLAN
Tag VLAN Tag VLAN
L2 2
BPDU IEEE802.1X EAP
PVST+ VLAN
MST
Ring Protocol 2
IGMP snooping/MLD snooping 2 VLAN
24.2.1 MAC
1) MAC
MAC MAC MAC
MAC 3 MAC
(2) MAC
MAC
24-2 MAC
LACP
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VLAN

VLAN

MAC

Ring Protocol

L2

IEEE802.3ah/UDLD

CFM

LLDP
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24 2

24.3

24-3 MAC
MAC
24-4 VLAN
VLAN VLAN VLAN
2
VLAN VLAN
VLAN
PVST+
2
MAC VLAN VLAN
VLAN
PVST+
2
VLAN
MAC VLAN

IGMP snooping

MLD snooping

2

VLAN

Tag PVST+
IGMP snooping
MLD snooping
VLAN VLAN
VLAN
MAC VLAN

PVST+
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2
IGMP snooping
MLD snooping
2
DHCP snooping
L2 PVST+
BPDU
MSTP
L2 2
EAP
IGMP snooping
MLD snooping
2
DHCP snooping
GSRP aware
CFM
1
VLAN VLAN
2
Vol.2 521 2
3
802.1Q Tag
4
5
2
24-8 2
24-5
PVST+ VLAN
MAC VLAN
VLAN
Tag
L2 (BPDU)
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VLAN
L2 (BPDU)
2
VLAN
L2 (BPDU)
PVST+
2
\ol.2 521
24-6 Ring Protocol
Ring Protocol 2
1
\ol.2 521
2
24-7 IGMP snooping/MLD snhooping
IGMP snooping VLAN
Tag
VLAN
MLD snooping VLAN
Tag
VLAN
2
IGMP snooping/MLD snooping 2
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24-8 2
24-8
IGMP snooping IGMP
PIM Hello
224.0.0.0/24 IPv4
MLD snooping MLD
f02::/16 IPv6
2 ARP ARP
DHCP snooping DHCP DHCP
ARP ARP
GSRP aware GSRP Flush request
CFM

ARP
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25 MAC

25.1

MAC

2511

MAC

25.1.2 MAC

(1) VLAN

(2)

25.1.3

25.1.4 MAC
MAC

25-1

MAC
MAC
MAC
MAC MAC
MAC
VLAN MAC MAC
VLAN MAC
MAC
MAC VLAN
MAC MAC
MAC
MAC
MAC
MAC
0 10 1000000
300
2
2

MAC

MAC

VLAN

MAC
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MAC
VLAN
VLAN
VLAN
IGMP snooping MLD snooping snooping
25.1.5
MAC
MAC
MAC
MAC
MAC
MAC
MAC
25-2
1 MAC MAC
2 VLAN VLAN
3
1 2
25.1.6 MAC
MAC
VLAN MAC
VLAN
MAC MAC MAC
VLAN MAC
25.1.7 MAC
MAC
VLAN MAC
25-3 MAC
1
2
clear mac- MAC
address-table
MAC Clear MAC
MIB
MIB
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MAC
Ring Protocol
Ring Protocol
MAC
GSRP GSRP GSRP Flush request
MAC
Ring Protocol
MAC
MAC
MAC
MAC
MAC
MAC
MAC no mac-address-table learning MAC
VLAN
1
inactivate shutdown
2
LACP shutdown
25.1.8
1)
@) 2
24.3 2
(b) 2
Vol.2 521 2
2) MAC
1P8800/S2630-48TAXW 1P8800/S2630-48P4XW MAC
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25 MAC

25.2

25.2.1
MAC

25-4

mac-address-table aging-time MAC

mac-address-table learning MAC

mac-address-table static

MAC
25-5
show mac-address-table MAC
learning-counter MAC
MAC
clear mac-address-table MAC
show vlan VLAN MAC
24 VLAN
25.2.2
MAC

300

1. (config)# mac-address-table aging-time 600
600

25.2.3

MAC MAC
MAC

MAC VLAN

(1)

1. (config)# mac-address-table static 0012.e200.1122 vlan 10 interface gigabitethernet 1/0/1
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25 MAC

VLAN 10 MAC 0012.e200.1122 1/0/1

VLAN 10 MAC 0012.6200.1122 1/0/1

2)
1. (config)# mac-address-table static 0012.€200.1122 vlan 10 interface port-channel 5
VLAN 10 MAC 0012.200.1122 5
VLAN 10 MAC 0012.e200.1122 5
3
MAC MAC
1. (config)# mac-address-table static 0012.e200.1122 vlan 10 drop
VLAN 10 MAC 0012.e200.1122
25.2.4 MAC
MAC VLAN
MAC MAC VLAN
MAC

1. (config)# no mac-address-table learning vlan 100
VLAN100 MAC

362



26 VLAN

26 v

VLAN VLAN
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26 VLAN

26.1 VLAN

VLAN
26.1.1 VLAN
VLAN
26-1 VLAN
VLAN VLAN
VLAN VLAN
MAC VLAN MAC VLAN
26.1.2
1)
VLAN VLAN
26-2
VLAN
VLAN Untagged VLAN
Untagged MAC VLAN
VLAN

VLAN Untagged VLAN

VLAN

VLAN
MAC MAC VLAN Untagged MAC VLAN
MAC VLAN
VLAN
VLAN  Tagged VLAN
VLAN Tag VLAN
VLAN VLAN VLAN
Untagged  Tagged
VLAN
MAC Untagged
Tagged Tagged
Tagged Untagged
VLAN
VLAN Untagged Tagged
VLAN VLAN MAC VLAN
VLAN Tag VLAN
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26-3 VLAN
VLAN
VLAN VLAN MAC VLAN
] X O
[¢] o X
MAC o X e}
o O o
o X X
( ) o X
(2) VLAN
MAC
IPv4 IPv6
VLAN
VLAN VLAN
VLAN
VLAN VLAN 1
VLAN VLAN
26.1.3 VLAN
1)
2
VLAN VLANID1 VLAN
VLAN VLANID 1
(2) VLAN
VLAN 1 VLAN
VLAN
VLAN
° VLAN 1
e VLAN
° 802.1Q Tag
MAC
VLAN
26.1.4 VLAN
(1) VLAN
VLAN VLAN
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26-4 VLAN
VLAN
VLAN
VLAN VLAN VLAN
MAC MAC VLAN VLAN VLAN
VLAN Tag VLAN VLAN
VLAN
VLAN
26-1 VLAN
ii— RVLAN
—E L f=VLAN
L—LEE
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26.1.5 VLAN Tag

(1)
IEEE 802.1Q VLAN Tag Tag
VLAN
VLAN Tag VLAN Tag
VLANTag 2 3
(2)
VLAN Tag Tag VLAN =VLAN ID
Tagged VLAN Tag
Ethernet V2 802.3 2
26-2 Tagged
®Ethernet [1 27 L—Ls
ARDT L—L
MAC-DA MAC-SA Eﬂg IP Data
(Gt k) (G k) 204 1) (4G~ 150003" F]
Tagged 7 L-— L
MAC-DA MAC-5A Tag E':r;r IP Data
(LIRS o (B k) ICTAT @434 ) (42~150003 )
Tag Protocal [D Tag Control
[2e84 R (2054 )
User Priority |Canonical Format YLAN [D
(3w k) OEw k) N2E =< k)
@802, 3LLC/SHAPZ L— L
AWODI L—L
MAC-DA MAG-5A Length LLGC SHAP IF Data
(B8 ) [(-TAT o o [285% ) IKFAT I (534 1) | (38~1492454 k)
Tagged 7 Lo—Ls
MAC-DA MAG-5A Tag Length LLG SNAP IF Data
[{- TR i [-TAT o (A5 ) (2551 k) (3% F) (B4 ) | (34~1402451 }]
VLAN Tag
26-5 VLAN Tag
TPID IEEE802.1Q VLAN Tag
(Tag Protocol ID) Ether Type
User Priority IEEE802.1D 8
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CF MAC MAC (0)
(Canonical Format)

VLAN ID VLAN ID VLANID 1
4094
Tag Tag VLAN ID 27.3 Tag
VLAN ID=0 Untagged
VLAN ID=0 VLAN Tag
VLAN ID=0 VLAN Tag
VLAN Tag User Priority 3
26.1.6 VLAN
1)
24.3 2
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26.2 VLAN

26.2.1
VLAN
26-6
name VLAN
state VLAN
switchport access VLAN
switchport dot1q ethertype VLAN Tag TPID
switchport mode MAC
switchport trunk VLAN
vlan VLAN VLAN
VLAN
vlan-dotlqg-ethertype VLAN Tag TPID
vlan-up-message no vlan-up-message VLAN Up Down
LinkUp LinkDown
VLAN
26-7
show vlan VLAN
show vlan mac-vlan MAC VLAN MAC

restart vlan mac-manager L2MAC

dump protocols vlan L2MAC

26.2.2 VLAN

VLAN VLAN VLANID VLAN
VLAN VLAN VLAN ID VLAN

vlan VLAN VLAN
VLAN VLAN

VLAN VLAN
VLAN MAC VLAN

1. (config)# vlan 10
VLAN ID 10 VLAN VLAN 10 VLAN

2. (config-vlan)# name "PORT BASED VLAN 10"
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(config-vlan)# exit
VLAN 10 " PORT BASED VLAN 10"

3. (config)# vlan 100-200
VLAN ID 100 200 VLAN VLAN 100 200 VLAN

4. (config-vlan)# state suspend

VLAN ID 100 200 VLAN
26.2.3
VLAN
VLAN VLAN MAC VLAN
1. (config)# interface gigabitethernet 1/0/1
1/0/1
2. (config-if)# switchport mode access
(config-if)# exit
1/0/1 1/0/1 VLAN  Untagged
3. (config)# interface port-channel 10
10
4. (config-if)# switchport mode trunk
10 10 Tagged
26.2.4
VLAN VLAN Tagged
switchport mode VLAN
VLAN  switchport trunk allowed vlan
VLAN switchport trunk allowed vlan add switchport trunk allowed vlan
remove switchport trunk allowed vlan

switchport trunk allowed vlan VLAN ID

1. (config)# vlan 10-20,100,200-300
(config-vlan)# exit
(config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode trunk
VLAN 10 20 100 200 300 1/0/1
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1/0/1
VLAN

2. (config-if)# switchport trunk allowed vlan 10-20
1/0/1  VLAN10 20 1/0/1 VLAN10 20 Tagged

3. (config-if)# switchport trunk allowed vlan add 100
1/0/1 VLAN  VLAN 100

4. (config-if)# switchport trunk allowed vlan remove 15,16
1/0/1 VLAN VLAN 15 VLAN 16 1/0/1
VLAN10 14 17 20 VLAN100 Tagged

5. (config-if)# switchport trunk allowed vlan 200-300
1/0/1 VLAN VLAN 200 300 VLAN
200 300 Tagged

Untagged VLAN
26.4.3 VLAN

VLAN 30 VLAN 30
MAC
ARP NDP L3 ARP/NDP

26.2.5VLANTag TPID

VLAN Tag TPID vlan-dotlqg-ethertype
switchport dotlq ethertype

TPID

1. (config)# vlan-dotlg-ethertype 9100
0x9100 VLAN Tag  TPID 0x9100

2. (config)# interface gigabitethernet 1/0/1
1/0/1

3. (config-if)# switchport dotlq ethertype 8100
1/0/1 TPID  0x8100 1/0/1 0x8100 VLAN Tag
0x9100

TPID Untagged EtherType IPv4
EtherType 0x0800 EtherType
EtherType
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26.3 VLAN
VLAN
26.3.1
VLAN VLAN VLAN
VLAN LAN
VLAN Tag VLAN
VLAN
VLAN 1/0/1  1/0/3 VLAN
2 ( 1/0/4) VLAN Tag
26-3 VLAN
FEE _
r===T=======s==== 1
| VLANzA i
1 e [
: :
| LA w2RA o F | LA W2RA 9 F | b
Rnla i I {__JRRG SERH ]
e[ ] 7reas—r [ rovosi—r
bS5 ohi— FTIEEROVLMNERET S M TEET,
RS2 2R— FTIEVLAN TapEf S LThiET 2 L TVLANERBLET.
26.3.2 VLAN
MAC
VLAN VLAN
VLAN 1 VLAN VLAN
26-3 VLAN VLAN#B VLAN
VLAN#B Untagged
26.3.3 VLAN
(2) Tagged
Untagged Tagged
VLAN Tag 0 Untagged
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) VLAN
VLAN
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26.4

VLAN

26.4.1

VLAN

26-8

switchport access

VLAN

switchport mode

switchport trunk

VLAN

vlan VLAN

VLAN

VLAN

26.4.2

VLAN

VLAN

1/0/1
1/0/4

VLAN 10

26-4 VLAN

VLAN

#1

1/0/2  1/0/3 VLAN 20

FEEL

(1)

1.

A0

&

IS I

LA YIag vF

A [ ] 7oers—r [] F3vom—r

VLAN

VLAN VLAN

VLAN

(config)# vlan 10,20

VLANID 10 VLANID 20 VLAN

Lo 224 F

o o o

VLAN ID

VLAN

VLAN
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)

VLAN Untagged

VLAN
1. (config)# interface gigabitethernet 1/0/1
1/0/1
2. (config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit
1/0/1 VLAN 10
3. (config)# interface range gigabitethernet 1/0/2-3
1/0/2  1/0/3
1/0/2  1/0/3
4. (config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 20
1/0/2  1/0/3 VLAN 20
3)
Tagged
1. (config)# interface gigabitethernet 1/0/4
1/0/4
2. (config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan 10,20
1/0/4 VLAN 10 20
26.4.3 VLAN
Untagged VLAN
VLAN VLAN
VLAN  VLANID switchport trunk allowed vlan
Untagged VLAN VLAN
VLAN 1 VLAN
VLAN  Tagged VLAN ID 1
VLAN VLAN

1. (config)# vlan 10,20
(config-vlan)# exit
VLANID 10 VLANID 20 VLAN
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2.

(config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode trunk
1/0/1
1/0/1
VLAN

(config-if)# switchport trunk native vlan 10
(config-if)# switchport trunk allowed vlan 1,10,20
1/0/1 VLAN VLAN 10
VLAN VLAN 10  Untagged
VLAN VLAN20 Tagged
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26.5 VLAN

VLAN#C

26.5.1
VLAN IPv4 1PV
VLAN VLAN
VLAN VLAN#A #B  IPv4
IPv6
26-5 VLAN
___________ _[FEH
Fo— it
I _____ . e s e e ——
| | VLG [ o 5 | VLANSE |
| | (IPv6) (IPve) |
' I

L e L I P P P L P e L LY

(L) D: 70 kalf— b |:| b S s H— b

- YLANEA, fBIZIPvA O FoOVLANTT,

- VLANSCIZIPVvE 0 o L DVLANT F .

« 88D, EIZVLANRE, #COMABIZML TIET.,

CEENILEEER L SWFEHM, WFRCEWMFEM CELIVLANTHEL TLWESFTT.

o o o

26.5.2
3
26-9

Ether-type EthernetV2 Ether-type

LLC 802.3 LLC (DSAP,SSAP)

SNAP Ether-type 802.3 Ether-type

LLC AA AA 03
VLAN
VLAN
26.5.3
Untagged VLAN
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VLAN LAN
VLAN Tag VLAN

26.5.4 VLAN

VLAN VLAN VLAN 1
VLAN VLAN
VLAN IPX
VLAN IPv4
VLAN  VLAN VLAN#A VLAN#B VLAN
VLAN#A VLAN#B  IPv4 VLAN

(FLO) |:|: J0 kalf— b |:|: bS8 — b

 VLANEA, #BIZA— RVLANT #+ T JVLANE LTHRELET,

« VLANSCIZIPX Z O 2 JLDVLANT §,
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26.6.1
VLAN
26-10
protocol VLAN VLAN
switchport mode
switchport protocol VLAN
switchport trunk VLAN
vlan protocol-based VLAN
vlan-protocol VLAN
26.6.2 VLAN
VLAN #1
1/0/1 1/0/2  IPv4 VLAN 10 1/0/3 1/0/4  IPv4
VLAN 20 1/0/4  VLAN 20 IPv6 VLAN 30
1/0/5 VLAN
26-7 VLAN
W m——— T
] W =m———— —_
I =
I 0
i | [1/0
I I
| I | ]
T
1/0/3 1 17074
I

(1)

VLAN

VLAN vlan-protocol
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(2)

3)

IPv4 IPv4  Ether-type ARP  Ether-type

(config)# vlan-protocol IPV4 ethertype 0800 ethertype 0806
IPV4 IPv4  Ether-type 0800
Ether-type 0806

EthernetV2
(config)# vlan-protocol IPV6 ethertype 86dd
IPV6 IPv6  Ether-type 86DD
VLAN
VLAN VLAN VLAN ID  protocol-based
VLAN

(config)# vlan 10,20 protocol-based
VLAN 10 20 VLAN VLAN 10 20 IPv4
VLAN

(config-vlan)# protocol IPV4
(config-vlan)# exit
VLAN 10 20 IPv4

(config)# vlan 30 protocol-based

(config-vlan)# protocol IPV6

VLAN 30 VLAN VLAN 30
IPV6

VLAN VLAN
Untagged

(config)# interface range gigabitethernet 1/0/1-2
1/0/1 1/0/2
1/0/1  1/0/2

(config-if-range)# switchport mode protocol-vlan
(config-if-range)# switchport protocol vlan 10
(config-if-range)# exit

1/0/1  1/0/2 VLAN 10
(config)# interface range gigabitethernet 1/0/3-4
(config-if-range)# switchport mode protocol-vlan
(config-if-range)# switchport protocol vlan 20
(config-if-range)# exit

1/0/3 1/0/4 VLAN 20

(config)# interface gigabitethernet 1/0/4
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(config-if)# switchport protocol vlan add 30

1/0/4  VLAN 30 1/0/4 IPv4 IPv6 2 VLAN
switchport protocol vlan
<vlan id list> VLAN VLAN

switchport protocol vlan add

(4)

VLAN Tagged
VLAN

1. (config)# interface gigabitethernet 1/0/5
1/0/5

2. (config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan 10,20,30

switchport protocol vlan remove

1/0/5 VLAN10 20 30

26.6.3 VLAN

Untagged
VLAN VLAN

VLAN  VLANID switchport protocol native vlan
Untagged
VLAN

VLAN  state suspend

1. (config)# vlan 10,20 protocol-based
(config-vlan)# exit
(config)# vlan 30
(config-vlan)# exit

VLAN VLAN

VLAN

VLAN 1 VLAN

VLAN 10 20 VLAN VLAN 30 VLAN

2. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode protocol-vlan
1/0/1

3. (config-if)# switchport protocol native vlan 30
(config-if)# switchport protocol vlan 10,20
1/0/1 VLAN VLAN 30
Untagged VLAN
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26.7 MAC VLAN

26.7.1
MAC

MAC VLAN
MAC

MAC VLAN
MAC
MAC

26-8 MAC VLAN

VLAN

MAC

VLAN

VLAN Tag VLAN

VLAN

MAC

MAC

ERHIOMACT F L-Z S iR1NE

HERZOMCT F LA BN

VLANER FEINE L VLANER FET]
YLANHB G VLANKE BERE, MEHF
(FLI) |:|; MACH— - - REWH OFE— F2LVLANIA, IBOEHIZL TS,
- VLANBATIZSEFA, B, GMTHIERRE.
|:] SRS v E—F - VLANBBTIX38%C. E. FRATRIETHE.
26.7.2 MAC
MAC VLAN
VLAN VLAN Tag MAC
VLAN MAC VLAN
26-8 MAC VLAN
MAC VLAN MAC
MAC
MAC
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MAC

fEEA ]

VLANHEA

EREIOMACT F L SR8 EWEZOMACT F L2 SHiRINE

VLANEA BHC, DHED
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CHREAR, FEEM. ROomAICBEESSHLSLH, WEC WFEDERIEFTHE.
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$EA - (2B1E A fiE,

26.7.3 2

MAC VLAN 2
2

e |EEE802.1X

VLAN MAC

e \Web
e MAC

2 MAC
VLAN

2 MAC
MAC

26.7.4 MAC
MAC

VLAN
VLAN

MAC VLAN
VLAN
2 VLAN

switchport mac vlan

VLAN 2

26-11 VLAN 2

MAC

switchport mac vlan

MAC

VLAN

IEEE802.1X VLAN
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Web VLAN

MAC VLAN
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26.8 MAC VLAN

26.8.1
MAC VLAN
26-12
mac-address MAC VLAN  VLAN MAC
switchport mac MAC VLAN
switchport mode MAC
switchport trunk VLAN
vlan mac-based MAC VLAN

26.8.2 MAC VLAN

MAC VLAN MAC VLAN VLAN MAC
2
\Vol.2
#1 1/0/1 MAC VLAN 10 1/0/2
MAC VLAN 10 20 1/0/3 MAC VLAN 20 1/0/3 MAC
D

26-10 MAC VLAN

==

L)

LA 221 »F -

1
R

Fmm———————

Fesssssssssssssssssms

b UEFE 2H
EEEIQUACT F L-Z Si3158
R |:| : MACAHR— VLAN 10 i FA 0012, e200. 0001
) VLAN 20 LAY 0012, e200. 0003
(1) MAC VLAN MAC
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(2)

(3)

MAC VLAN VLAN VLANID  mac-based

VLAN MAC A C VLAN
D MACVLAN

(config)# vlan 10 mac-based
(config-vlan)# name MACVLAN10
VLAN 10 MACVLAN VLAN

(config-vlan)# mac-address 0012.e200.0001
(config-vlan)# mac-address 0012.e200.0002
(config-vlan)# exit
A 0012.e200.0001 B 0012.200.0002 MAC VLAN 10

(config)# vlan 20 mac-based
(config-vlan)# name MACVLAN20
(config-vlan)# mac-address 0012.e200.0003

VLAN 20 MAC VLAN C 0012.e200.0003 MAC VLAN 20
MAC VLAN MAC MAC VLAN
MAC
MAC VLAN MAC VLAN MAC
Untagged

(config)# interface range gigabitethernet 1/0/1-2
1/0/1  1/0/2

(config-if-range)# switchport mode mac-vlan
(config-if-range)# exit
1/0/1 1/0/2 MAC 1/0/1  1/0/2 2
VLAN

(config)# interface gigabitethernet 1/0/3
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 20

1/0/13 MAC VLAN 20

switchport mac vlan

<vlan id list> MAC VLAN VLAN
switchport mac vlan add switchport mac vlan remove
MAC VLAN Tagged
VLAN
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1. (config)# interface gigabitethernet 1/0/4
1/0/4

2. (config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan 10,20

1/0/4 VLAN 10 20
26.8.3 MAC VLAN
MAC MAC VLAN MAC Untagged
VLAN VLAN VLAN
VLAN
VLAN VLANID switchport mac native vlan MAC
MAC Untagged VLAN VLAN
VLAN 1 VLAN
VLAN  state suspend MAC

1. (config)# vlan 10,20 mac-based
(config-vlan)# exit
(config)# vlan 30
(config-vlan)# exit
VLAN 10,20 MAC VLAN VLAN 30 VLAN

2. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode mac-vlan
1/0/1 MAC

3. (config-if)# switchport mac native vlan 30
1/0/1 VLAN VLAN 30 VLAN 30 1/0/1
MAC Untagged VLAN
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26.9 VLAN

26.9.11P

VLAN IP
MAC MAC

VLAN

interface vlan
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26.10 vLAN

26.10.1
VLAN
26-13
interface vlan VLAN
ip address IPv4
23 IPv4
26.10.2 3 VLAN
VLAN IP 3 interface vlan
VLAN 3
VLAN IPv4 VLAN
3
1. (config)# interface vlan 10
VLAN 10 VLAN interface vlan
VLAN ID VLAN ID VLAN vlan

2. (config-if)# ip address 192.168.1.1 255.255.255.0
VLAN 10 IPv4 192.168.1.1 255.255.255.0
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27 an

VLAN
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27 VLAN

27.1 VLAN

27.1.1
VLAN VLAN VLAN
IEEE802.1Q VLAN Tag VLAN VLAN
3
VLAN
VLAN Tag VLAN VLAN
2 VPN
VLAN VLAN VLAN Tag
VLAN VLAN
VLAN Tag
27-1 VLAN
VLAN k>0 w48
[ VLAN 100 1
L‘*"R"f‘?*l | wzs ,r=,r-
A HEn AR
ok —
75 R AER 15 _____ :I
:__-'fﬁ 1111111
VAL | | I AT Er ks i [}
LANZ £ = F I | LAHR-{ o F
| VLAN 200 |
27.1.2 VLAN
VLAN
o VLAN
e VLAN VLAN
e VLAN VLAN Tag
[ ]
27.1.3 VLAN
(1)
243 2

391

VLAN

VLAN

VLAN Tag



27 VLAN

(2)

3)

(4)

VLAN
VLAN VLAN
VLAN
VLAN VLAN Tag
VLAN VLAN Tag VLAN
VLAN VLAN
VLAN  suspend
VLAN
VLAN VLAN VLAN
switchport trunk native vlan VLAN VLAN
VLAN

User Priority

VLAN
35

User Priority
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217.2 VLAN

27.2.1
VLAN

27-1

switchport access

switchport mode

switchport trunk

mtu
15
27.2.2 VLAN
1)
VLAN VLAN
1. (config)# interface gigabitethernet 1/0/1
1/0/1
2. (config-if)# switchport mode dotlg-tunnel
(config-if)# switchport access vlan 10
1/0/1 VLAN 10
26.4 VLAN
2)
VLAN Tag 4
2247

393



27 VLAN

27.3 Tag

27.3.1
Tag Tagged 2
VLAN
Tag Tag
VLAN VLANID Tag
Tag
3 Tag VLANTag VLANID
ID  VLAN Tag
27-2 Tag
EEE
PVLAN 100 sy |
i
i 1D 2001- 2
:‘ 2
: VLAN Tag 100 VLAN Tag 200
i
i ]
i |LANA A F LANZ o = F
:
I
I L L L L L L L L L L L L L T T
27.3.2 Tag
1)
24.3 2
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27.4 Tag

27.4.1
Tag
27-2
switchport vlan mapping ID
switchport vlan mapping enable Tag
27.4.2 Tag
Tag 1/0/2
1/0/2  Tag 1/0/2 VLAN 100
VLAN Tag 1000 VLAN 200 VLAN Tag 100 VLAN
100 Tag VLAN  VLAN Tag 100
1/0/2 VLAN Tag 200 VLAN 200 VLAN Tag
27-3 Tag
EFEE
CVLAN 100 e e e e em ,
i : : VLAN 200 !
: ; ; :
. 1,01 - |1.-1}_.-2| E J1 0/3 :
: ] 1 e ! L= :
VLAN 100:VLAN Tag 100 | | VLAN 100:VLAN Tag 1000 | VLAN 200:VLAN Tag 200
i VLAN 200:VLAN Tag 100 !
: E ' : :
L LA o F 'OLANR A wF | LANAA w5 |
i ! ' !
I ;
Tag Tag ID Tag
Tag switchport vlan mapping
switchport vlan mapping enable Tag

VLAN

1. (config)# interface gigabitethernet 1/0/2
(config-if)# switchport mode trunk
(config-if)# switchport trunk allowed vlan 100,200
1/0/2 VLAN 100 200

2. (config-if)# switchport vlan mapping 1000 100
(config-if)# switchport vlan mapping 100 200
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1/0/2  VLAN 100 200 Tag VLAN 100 VLAN Tag 1000
VLAN 200 VLAN Tag 100

3. (config-if)# switchport vlan mapping enable

1/0/2  Tag Tag
Tag VLAN Tag
VLAN
Tag VLAN VLANTag VLANID
VLAN VLANTag VLANID
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27.5 12

27.5.1
2
BPDU IEEE802.1X EAPOL
(1) BPDU
BPDU
BPDU
BPDU
(2) EAPOL
IEEE802.1X EAPOL
Supplicant L2
27-4 EAPOL
PC 1
%@n e
PG 2 ATEEE

PC 3 EAPOLZ 4 7—F o w4
%
275.2 L2
(1)
24.3 2
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27.6 L2

27.6.1
L2

27-3

I2protocol-tunnel eap IEEE802.1X

EAPOL

I2protocol-tunnel stp

BPDU

27.6.2 L2

(1) BPDU

BPDU

1. (config)# spanning-tree disable
(config)# 12protocol-tunnel stp
BPDU

BPDU

(2) EAPOL

EAPOL IEEE802.1X

1. (config)# 12protocol-tunnel eap
EAPOL
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27.7

27.7.1

- BEERY— IR EERRRES SEITREENTL,
O o OliE =8 L & T

- EEMFEEOSES SN LES

Mai |l H—iE T ATORE,SEIEEREE LET

27.7.2
(1)

24.3 2

) VLAN
VLAN 2

3)

399



27 VLAN

(4)

24.3

(5)
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27.8

27.8.1

27-4

switchport isolation

27.8.2
1/0/1 1/0/4 1/0/1 1/0/2
1/0/3
27-6
VLAN Mai | H=—s% ERENEY—
FERE

—— — — e — — — f— — — — —
— — — — e — — — e e— — — — —

L ¥ 3
v - v
| R ERENAUK |
- BIEERY — AGEEERAERS SR ERT L,
(EADIE 5 DR &M LT
- SRR MIEOME £ T L £ T

*Mai | H—rFF ~TofEE, lEETREE LEY

1. (config)# interface gigabitethernet 1/0/1
1/0/1

2. (config-if)# switchport isolation interface gigabitethernet 1/0/2, gigabitethernet 1/0/4
(config-if)# exit
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27.8.3

1/0/1 1/0/2  1/0/4

(config)# interface gigabitethernet 1/0/2
(config-if)# switchport isolation interface gigabitethernet 1/0/1
(config-if)# exit
1/0/2
1/0/1 1/0/1  1/0/2

(config)# interface gigabitethernet 1/0/4
(config-if)# switchport isolation interface gigabitethernet 1/0/1
1/0/4
1/0/1 1/0/1  1/0/4

switchport isolation add switchport isolation remove
switchport isolation <interface id list>

(config)# interface gigabitethernet 1/0/1

(config-if)# switchport isolation interface gigabitethernet 1/0/2-10
1/0/1
1/0/10 1/0/1

(config-if)# switchport isolation interface add gigabitethernet 1/0/11

(config-if)# switchport isolation interface remove gigabitethernet 1/0/5
1/0/1 1/0/11 1/0/5
1/0/2 1/0/4 1/0/6 1/0/11 1/0/1

(config-if)# switchport isolation interface gigabitethernet 1/0/3-4

1/0/1 1/0/3 1/0/4
1/0/3 1/0/4
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27.9 VLAN debounce

27.9.1
VLAN VLAN VLAN
VLAN debounce VLAN
SNMP
Ring Protocol 2
VLAN debounce
VLAN 3
3
VLAN VLAN debounce
VLAN
27.9.2 VLAN debounce
(1)
VLAN

VLAN

(2) Ring Protocol

Ring Protocol
VLAN debounce

VLAN
VLAN
VLAN VLAN
health-check holdtime
(3)
Ring Protocol VLAN

VLAN debounce
27.9.3 VLAN debounce
1)

VLAN VLAN
debounce

VLAN  status suspend VLAN
VLAN
VLAN
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(2)
VLAN

VLAN
VLAN

3)

CPU
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27.10 VLAN debounce

27.10.1
VLAN debounce
27-5
down-debounce VLAN
up-debounce VLAN

27.10.2 VLAN debounce

VLAN debounce

VLAN debounce

1. (config)# interface vlan 100
VLAN 100 VLAN

2. (config-if)# down-debounce 2
(config-if)# exit
VLAN 100 2

3. (config)# interface range vlan 201-300
VLAN 201-300 VLAN

4. (config-if-range)# down-debounce 3
(config-if-range)# exit
VLAN 201-300 3
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28.1

28.1.1

28-1

(FL#I) = - Blockingdkiig

}:?Z%v?

2 2
MAC
Blocking
28.1.2
PVST+ 3
28-1
PVST+ VLAN VLAN
VLAN VLAN
VLAN
MST VLAN MST
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VLAN
MST
28-2
PVST+ PVST+ VLAN VLAN
VLAN
VLAN PVST+
VLAN
PVST+
PVST+ PVST+ VLAN VLAN
VLAN
VLAN
28.1.3
PVST+ IEEE802.1D IEEE802.1w
2 PVST+ Rapid PVST+ STP  Rapid STP
Blocking Forwarding IEEE
802.1D
IEEE 802.1w
IEEE802.1s
IEEE802.1w
28-3 PVST+ STP( )
Disable
Blocking
Blocking MAC 20 ( )
Blocking BPDU
Listening MAC 15 ( )
Learning
Learning MAC 15 ( )
Forwarding MAC
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Forwarding

28-4 Rapid PVST+ Rapid STP(

Disable

Discarding

Discarding

MAC
Learning

15 (

Learning

MAC
Forwarding

MAC

15 (

Forwarding

Rapid PVST+ Rapid STP BPDU

Discarding Learning

[ ]
Rapid STP

28.1.4

(1)

28-5

Rapid PVST+
28.3.2

Point-to-Point

Discarding

Rapid STP
PVST+

PortFast

Learning

Rapid PVST+

)
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28-6
®3)
16bit MAC 48bit
12bit ID ID
0 PVST+ VLAN ID
28-2
LA B|FEAA B
L=
~
] T FussucT FLR@sin
T SEAE HERAATLID
(16bit) (12bit)
(4)
2
PVST+ short  16bit long 32bit
10Gbit/s long
32bit short  16bit
long 32bit
short  16bit long 32bit
PVST+

® spanning-tree pathcost method

® spanning-tree vlan pathcost method

® spanning-tree pathcost method
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® spanning-tree single pathcost method

® spanning-tree pathcost method  long

(5)

4bit 12bit

28-3
|EFAA - BTFESAA -

W

= FHE(12it)
= hE&E (dbit)

28.1.5
28-4
A EEA TP A WD
T SEEE A6 | czaz b g00000| Y v OB - 8192

N—FF) uis

JEfEEF— +

= ki |
~ 7148222~ : 200000

A DA R 200000

(A#) = :Blockingikhig
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1)
A
B C
Cc
2)
@)
B C
200000
C B
400000
(b)
B Cc
Blocking

Blocking

[ ]

[ ]

B
C Blocking Blocking
B
28.1.6 STP

(1)

Rapid PVST+ Rapid STP PVST+ STP

STP
STP
Rapid PVST+ Rapid STP STP
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STP
STP STP
2
clear spanning-tree detected-protocol STP
point-to-point  shared
(3)
point-to-point STP
STP
MST BPDU STP
shared
28.1.7
(1) CPU
CPU BPDU
(2) VLAN
no spanning-tree disable
VLAN
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28.2

28.2.1

28-7

pvst

spanning-tree disable

spanning-tree mode

spanning-tree single mode

STP  Rapid STP

spanning-tree vlan mode

VLAN

PVST+ Rapid PVST+

28-8

show spanning-tree

show spanning-tree statistics

clear spanning-tree statistics

clear spanning-tree detected-protocol

STP

show spanning-tree port-count

restart spanning-tree

dump protocols spanning-tree

28.2.2

rapid-pvst

28-9

pvst
STP

spanning-tree disable

spanning-tree mode pvst

PVST+
PVST+

spanning-tree mode rapid-pvst

PVST+

Rapid PVST+

spanning-tree mode mst
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(1) pvst
pvst VLAN VLAN PVST+
VLAN Rapid PVST+
STP Rapid STP

1. (config)# spanning-tree mode pvst
pvst VLAN PVST+

2. (config)# spanning-tree vlan 10 mode rapid-pvst
VLAN 10 Rapid PVST+ VLAN PVST+ VLAN
10 Rapid PVST+

3. (config)# spanning-tree single

PVST+ VLAN
STP
4. (config)# spanning-tree single mode rapid-stp
Rapid STP
(2) rapid-pvst
rapid-pvst VLAN VLAN
Rapid PVST+ VLAN PVST+

rapid-pvst STP

1. (config)# spanning-tree mode rapid-pvst
rapid-pvst VLAN Rapid PVST+

2. (config)# spanning-tree vlan 10 mode pvst

VLAN 10 PVST+ VLAN  Rapid PVST+ VLAN

10 PVST+
3. (config)# spanning-tree single

PVST+ VLAN
STP
4. (config)# spanning-tree single mode rapid-stp
Rapid STP
3) mst
mst
VLAN PVST+
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1.

(4)

1.

(config)# spanning-tree mode mst

(config)# spanning-tree disable

disable
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28.3 PVST+

PVST+ VLAN

28.3.1 PVST+

VLAN PVST+ VLAN

VLAN100
1/0/2
VLAN

1/0/1
VLAN200

28-5 PVST+

(1) ST A A S ) —BR— F10/21F
REARE L THREREBOL DA~ b 1/0/1

VLAN

1/0/2
1/0/1

(2) PYST+TVLANZ £ IZRla@ bOY—Ed 52

L: Qﬁ b‘.‘ q] 1‘- é .. 20200
= ;=
i |
: i
FREA A ;
1/0/10 ' E 1/0/10
e,
E I: |
1/041 1/0/2 1/0/1 i
P wzms | |1
1/0/1 1/0/2 3 BV “R
1/0/10 1/0/11 1012 1/013 1/0/10 1/0/11 & N

28.3.2
(1)
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PVST+
°
.
VLAN
28-6

EEETHTERE

PYST+ 10

PVST+ 20

PYST+ 30

HEEA

HEEC

HEE

VLAN 10

REF

HEG

YLAN 20

VLAN 20

EEETCHENREL-BE, OTFAS v FREMNST+TRFE 2 TLVS=H,
HiBF, XECC FARODC—ERERONERLFEE A,

(A&

)

PVST+

3)

VLAN

@ FoEAF—F

Disable

Untagged
VLAN

Tagged

Disable
hello-time x 3
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28.3.3 PVST+
1)

24.3 2

(2) VLAN1 VLAN  PVST+

VLAN1 PVST+
VLAN1 PVST+

3)

E PVST+

28-7

R e T T I T T T T

VLAN 10 3 VLAN 20

-
#
J

PYST+T
W5
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28.4 pvsST+

28.4.1

PVST+

28-10

spanning-tree cost

spanning-tree pathcost method

spanning-tree port-priority

spanning-tree vlan PVST+

spanning-tree vlan cost VLAN

spanning-tree vlan forward-time

spanning-tree vlan hello-time BPDU
spanning-tree vlan max-age BPDU
spanning-tree vlan pathcost method VLAN
spanning-tree vlan port-priority VLAN
spanning-tree vlan priority
spanning-tree vlan transmission-limit hello-time BPDU
28.4.2 PVST+
pvst rapid-pvst VLAN PVST+ VLAN
PVST+ no spanning-tree vlan
VLAN VLAN  PVST+ no spanning-tree vlan
VLAN

1. (config)# no spanning-tree vlan 20
VLAN 20 PVST+

2. (config)# spanning-tree vlan 20
VLAN 20 PVST+

® PVST+ no spanning-tree vlan
® PVST+ 250 VLAN VLAN
28.4.3 PVST+

(1)

420



28

MAC
MAC

1. (config)# spanning-tree vlan 10 priority 4096
VLAN 10 PVST+ 4096

(2)

1. (config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree cost 100
(config-if)# exit
1/0/1 100
2. (config)# spanning-tree pathcost method long
(config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree vlan 10 cost 200000
long 32bit 1/0/1
200000 1/0/1 VLAN 10 200000
100

3)
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1. (config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree port-priority 64
(config-if)# exit

1/0/1 64

2. (config)# interface gigabitethernet 1/0/1

(config-if)# spanning-tree vlan 10 port-priority 144

1/0/1  VLAN 10 144 10/1  VLAN10
144 VLAN 64
28.4.4 PVST+

2% (forward-time 1) max-age 2% (hello-time 1)

(1) BPDU

BPDU
BPDU

2 BPDU

1. (config)# spanning-tree vlan 10 hello-time 3

VLAN 10 PVST+ BPDU 3
BPDU BPDU
(2) BPDU
CPU hello-time BPDU
BPDU
BPDU BPDU CPU
BPDU
hello-time BPDU BPDU 3
Rapid PVST+ PVST+ 3

1. (config)# spanning-tree vlan 10 transmission-limit 5
VLAN 10  Rapid PVST+ hello-time BPDU 5
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(3) BPDU
BPDU BPDU
BPDU BPDU
BPDU
20
1. (config)# spanning-tree vlan 10 max-age 25
VLAN 10 PVST+ BPDU 25
4)
PVST+ Rapid PVST+
PVST+ Blocking Listening Learning Forwarding Rapid PVST+
Discarding Learning Forwarding
Forwarding
15
BPDU max-age hello-time 2% (forward-time 1) max-
age 2% (hello-time 1)
1. (config)# spanning-tree vlan 10 forward-time 10

VLAN 10 PVST+ 10
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28.5

28.5.1
VLAN
VLAN PVST+ VLAN
A B
VLAN 10 VLAN 20 VLAN PVST+
VLAN
28-8
VLANIO VLAN20

i / VLANIO
' VLAN20
HWMA
: EEHB FEHEC :

7 N
VLANIOD VLANZOD VLANTOD VLANZO

(AL
Sl{ET SR
—_— LT
28.5.2 PVST+
VLAN MAC VLAN PVST+ PVST+ VLAN
250 VLAN
PVST+ VLAN
PVST+ VLAN
PVST+ VLAN
28-11 VLAN
VLAN
PVST+ VLAN PVST+ VLAN
250 VLAN PVST+
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VLAN
251 VLAN
VLAN PVST+ no spanning-tree vlan VLAN
VLAN VLANID1 VLAN
VLAN
MAC VLAN
28.5.3
1)
24.3 2
(2) VLAN1 VLAN PVST+

VLAN1 PVST+
VLAN1 PVST+
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28.6

28.6.1

28-12

spanning-tree cost

spanning-tree pathcost method

spanning-tree port-priority

spanning-tree single

spanning-tree single cost

spanning-tree single forward-time

spanning-tree single hello-time BPDU

spanning-tree single max-age BPDU

spanning-tree single pathcost method

spanning-tree single port-priority

spanning-tree single priority

spanning-tree single transmission-limit hello-time BPDU

28.6.2

pvst rapid-pvst
VLAN 1 VLAN

VLAN1 PVST+

1. (config)# spanning-tree single

2. (config)# no spanning-tree single
250 PVST+
28.6.3
1)

VLAN1 PVST+

VLAN1 PVST+
VLAN1 PVST+
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MAC
MAC
1. (config)# spanning-tree single priority 4096
4096
2
1. (config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree cost 100
(config-if)# exit
1/0/1 100
2. (config)# spanning-tree pathcost method long
(config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree single cost 200000
long 32bit
1/0/1 200000 1/0/1
200000 PVST+ 100
3)
2
2
2

1. (config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree port-priority 64
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(config-if)# exit
1/0/1 64

2. (config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree single port-priority 144
1/0/1 144 1/0/1
144 PVST+ 64

28.6.4

2x (forward-time 1) max-age 2% (hello-time 1)

(1) BPDU

BPDU
BPDU

2 BPDU

1. (config)# spanning-tree single hello-time 3

BPDU 3
BPDU BPDU
(2) BPDU
CPU hello-time BPDU
BPDU
BPDU BPDU CPU
BPDU
hello-time BPDU BPDU 3
Rapid STP STP 3

1. (config)# spanning-tree single transmission-limit 5
hello-time BPDU 5

(3) BPDU

BPDU BPDU
BPDU BPDU
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BPDU
20
1. (config)# spanning-tree single max-age 25
BPDU 25
4)
STP Rapid STP
STP Blocking Listening Learning Forwarding Rapid STP
Discarding Learning Forwarding
Forwarding
15
BPDU max-age hello-time 2x (forward-time 1) max-

age 2% (hello-time 1)

1. (config)# spanning-tree single forward-time 10
10
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28.7

28.7.1
MST
MST
(1) MST

VLAN MST MSTI Multiple Spanning

Tree Instance MST
PVST+ VLAN
MST
PVST+ VLAN CPU

16 MST

MST
28-9 MST
VLAN 10 VLAN 20 VLAN 30 VLAN 10 VLAN 20 VLAN 30

\ / MSTA Y RE RO} §
: VLN 10§ VLAN 30
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1
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A AR A0IZ1E, VLAN 10, 20EFRRZHE. AT ZATZE, VLAN 0EFREZETILVET,
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(2) MST

MST

MST
MST MST

e CST

CST Common Spanning Tree MST
e |IST

IST Internal Spanning Tree MST

MST
MST

e CIST

CIST Common and Internal Spanning Tree

MST
MST ID VLAN
MST
MST MST
MST Default
IDO MST
MST BPDU
MST MST BPDU

IST CST
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28.7.4
1)
24.3 2
(2) MST
VLAN MST
VLAN MST 0
3)
CIST MST
MAC
28-13
Q) 2) CIST CIST
VLAN MST 0(sT) | CIST
©))
MST 1 MST
(1) MST
name
(2) MST
revision
(3) MST
instance
spanning-tree mst root | CIST CIST
priority MST 1 MST
CIST CIST
MST 0 (IST) | CIST
MST 1 MST
CIST CIST
MST 0 (IST) | CIST
MST 1 MST
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28.8

28.8.1

28-14

instance

VLAN

MST

name

revision

spanning-tree cost

spanning-tree mode

spanning-tree mst configuration

MST

spanning-tree mst cost

MST

spanning-tree mst forward-time

spanning-tree mst hello-time

BPDU

spanning-tree mst max-age

BPDU

spanning-tree mst max-hops

MST

spanning-tree mst port-priority

MST

spanning-tree mst root priority

MST

spanning-tree mst transmission-limit

hello-time

BPDU

spanning-tree port-priority

28.8.2
(1)

1. (config)# spanning-tree mode mst

no spanning-tree mode
pvst

CIST

VLAN
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)
MST MST
MST VLAN
VLAN ID
VLAN CIST 0
MST CIST 0 16

1. (config)# spanning-tree mst configuration
(config-mst)# name "REGION TOKYQ"
(config-mst)# revision 1

name revision
2. (config-mst)# instance 10 vlans 100-150
(config-mst)# instance 20 vlans 200-250
(config-mst)# instance 30 vlans 300-350
10 20 30 VLAN
10 VLAN100 150 20  VLAN 200 250 30 VLAN300 350
VLAN CIST 0
28.8.3
(1)
MAC
MAC
1. (config)# spanning-tree mst O root priority 4096
(config)# spanning-tree mst 20 root priority 61440
CIST 0 4096 20 61440

(2)
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1. (config)# spanning-tree mst configuration
(config-mst)# instance 10 vlans 100-150
(config-mst)# instance 20 vlans 200-250
(config-mst)# instance 30 vlans 300-350
(config-mst)# exit
(config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree cost 2000

MST 10 20 30 1/0/1 2000
0 MST 10 20 30 1/0/1 2000
2. (config-if)# spanning-tree mst 20 cost 500
MST 20 1/0/1 500
3)
2
2
2

1. (config)# interface gigabitethernet 1/0/1

(config-if)# spanning-tree port-priority 64

(config-if)# exit

1/0/1 64

2. (config)# interface gigabitethernet 1/0/1

(config-if)# spanning-tree mst 20 port-priority 144

20 1/0/1 144 1/0/1
144 64

28.8.4

2% (forward-time 1) max-age 2% (hello-time 1)
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(1) BPDU
BPDU
BPDU
2 BPDU
1. (config)# spanning-tree mst hello-time 3
BPDU 3
BPDU BPDU
(2) BPDU
CPU hello-time BPDU
BPDU
BPDU BPDU CPU
BPDU
hello-time BPDU BPDU 3

1. (config)# spanning-tree mst transmission-limit 5

hello-time BPDU 5
3
BPDU BPDU
BPDU BPDU
max-hops
max-age
BPDU

20

1. (config)# spanning-tree mst max-hops 10
BPDU 10

(4) BPDU

max-age
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BPDU BPDU
BPDU BPDU

BPDU
20

1. (config)# spanning-tree mst max-age 25
BPDU 25

(5)
Discarding Learning Forwarding
Forwarding

15
BPDU max-age hello-time 2% (forward-time 1) max-
age 2% (hello-time 1)

1. (config)# spanning-tree mst forward-time 10
10
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28.9

28.9.1 PortFast
(1)

PortFast
PortFast

(2) PortFast

PortFast
BPDU
PortFast

PortFast
BPDU

(3) PortFast
PortFast
PortFast

(4) BPDU

PortFast
BPDU

inactive
PortFast

28.9.2 BPDU
(1)

BPDU

(2) BPDU

PortFast

28.9.3
(1)

BPDU
BPDU

PortFast

BPDU

10

BPDU

activate

BPDU

PortFast
BPDU
BPDU
BPDU
PortFast
BPDU
BPDU
inactive
BPDU
BPDU BPDU
PortFast
BPDU
BPDU

441



28

28-13

() FHECOFR— DR 2 IMT, BPUOZREN ERALEL—+
= kA= 2V B Y ET,

@ 1 FEEA 2 @
@ =Y s @
l |
_/ N
DD O

1 | 1
@ [ 7 ]
% IKI

] L

FEiED 2 2 FEEC

(1) FEECOFR—FIFHER—FE4G-T, AETREEHBT IO
FL—hRELET.

@ 1 HEERA 2 @
D

@ N— R FY wis
| |
& ': MiL—7RE J [_Tx J( Rx )
] I I |
— »
B g 2 ) 5| meme
Tx
| L

A O n—rik—+ O #ERF—+ [ : EEEH—F

BPDU BPDU
BPDU
PortFast
2
BPDU
[ ]
[ ]
[ ]
o STP/  STP PVST+  PVST+

442



28
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28.10

28.10.1

28-15

spanning-tree bpdufilter

BPDU

spanning-tree bpduguard

BPDU

spanning-tree guard

spanning-tree link-type

spanning-tree loopguard default

spanning-tree portfast

PortFast

spanning-tree portfast bpduguard default

BPDU

spanning-tree portfast default

PortFast

28.10.2 PortFast

(1) PortFast

PortFast

spanning-tree portfast default
PortFast
spanning-tree portfast disable

MAC

1. (config)# spanning-tree portfast default

MAC PortFast

2. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode access
(config-if)# spanning-tree portfast disable

(config-if)# exit
1/0/1

PortFast

3. (config)# interface gigabitethernet 1/0/3

(config-if)# switchport mode trunk

(config-if)# spanning-tree portfast trunk

1/0/3

(2) BPDU

BPDU PortFast

PortFast
trunk

BPDU inactive
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PortFast
BPDU

BPDU PortFast
portfast bpduguard default PortFast

BPDU
spanning-tree bpduguard disable

1. (config)# spanning-tree portfast default
(config)# spanning-tree portfast bpduguard default
MAC
PortFast BPDU

2. (config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree bpduguard disable
(config-if)# exit

1/0/1( BPDU
PortFast

3. (config)# interface gigabitethernet 1/0/2
(config-if)# switchport mode trunk
(config-if)# spanning-tree portfast trunk

1/0/2 PortFast
PortFast

BPDU PortFast

spanning-tree
BPDU

PortFast

1/0/1

BPDU

BPDU

spanning-tree bpduguard enable

28.10.3 BPDU

BPDU BPDU BPDU

BPDU

1. (config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree bpdufilter enable

28.10.4

1/0/1 BPDU
BPDU
PortFast
spanning-tree loopguard default PortFast

spanning-tree guard none
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1. (config)# spanning-tree loopguard default
PortFast

2. (config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree guard none
(config-if)# exit

3. (config)# no spanning-tree loopguard default
(config)# interface gigabitethernet 1/0/2
(config-if)# spanning-tree guard loop

28.10.5

PVST+

1. (config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree guard root
1/0/1

28.10.6
Rapid PVST+

shared PVST+

point shared

1. (config)# interface gigabitethernet 1/0/1
(config-if)# spanning-tree link-type point-to-point
1/0/1  point-to-point
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1/0/1

1/0/2

Rapid STP
point-to-point
STP
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29 Ring Protocol

Ring Protocol

Autonomous Extensible Ring Protocol

Autonomous Extensible Ring Protocol
Ring Protocol
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29.1 Ring Protocol

29.1.1

Ring Protocol

Ring Protocol

Ring Protocol

29-1 Ring Protocol
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Ring Protocol

2
Ring Protocol
3
Ring Protocol
VLAN
VLAN
(4)
VLAN
VLAN
29.1.3
Ring Protocol
29-1 Ring Protocol
2 o
3 x
O
o
O
[e]
[e]
ID 24 1 Ring Protocol
8
1 ID 2
VLAN 1 ID VLAN 1 VLAN
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VLAN
4
1 ID 1 VLAN
VLAN
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29 Ring Protocol

29.2 Ring Protocol

29.2.1
Ring Protocol
(1)
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29-8 Ring Protocol
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(1)

2)
MAC

MAC
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29 Ring Protocol

29.3

29.3.1
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5.
6. MAC

MAC

MAC

VLAN
forwarding-shift-time
forwarding-shift-time
29.34
preempt-delay

° clear axrp preempt-delay
° preempt-delay
. preempt-delay

clear axrp preempt-delay
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30.1

Ring Protocol axrp axrp vlan-mapping mode control-vlan vlan-group axrp-
ring-port

30.1.1

Ring Protocol

30-1

axrp ID

axrp vlan-mapping VLAN VLAN

axrp-primary-port

axrp-ring-port

control-vlan VLAN VLAN

disable Ring Protocol

flush-request-count

flush-request-transmit vlan
VLAN

forwarding-shift-time

health-check holdtime

health-check interval

mac-clear-mode Ring Protocol MAC

mode

multi-fault-detection holdtime

multi-fault-detection interval

multi-fault-detection mode

multi-fault-detection vlan VLAN VLAN
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preempt-delay

vlan-group Ring Protocol VLAN VLAN
ID
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30-2

show axrp Ring Protocol

clear axrp Ring Protocol

clear axrp preempt-delay

restart axrp Ring Protocol

dump protocols axrp Ring Protocol
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show port * Ring Protocol
show vlan 2 VLAN  Ring Protocol
1
21
2
24 VLAN

30.1.2 Ring Protocol

Ring Protocol

1)
Ring Protocol

Ring Protocol
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(2) Ring Protocol

° ID
. VLAN
e VLAN
e VLAN
3)
Ring Protocol
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[
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Ring Protocol
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30.1.3 ID

1. (config)# axrp 1
ID1

30.14 VLAN
(1) VLAN

VLAN VLAN VLAN
VLAN ID VLAN ID

1. (config)# axrp 1
ID1 axrp

2. (config-axrp)# control-vlan 2
VLAN VLAN2

() VLAN

Ring Protocol VLAN

VLAN forwarding-delay-time
health-check holdtime

1. (config)# axrp 1
(config-axrp)# control-vlan 2 forwarding-delay-time 10

VLAN 10
30.1.5 VLAN
(1) VLAN
VLAN VLAN VLAN
VLAN
VLAN VLAN
VLAN
VLAN VLAN VLAN
VLAN ID

1. (config)# axrp vlan-mapping 1 vlan 5-7
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VLAN ID1 VLANIDS5 6 7
(2) VLAN
VLAN VLAN ID VLAN
VLAN

1. (config)# axrp vlan-mapping 1 vlan add 8-10

VLAN ID1 VLANID8 9 10
(3) VLAN
VLAN VLAN ID VLAN
VLAN

1. (config)# axrp vlan-mapping 1 vlan remove 8-9

VLAN ID1 VLANID8 9
30.1.6 VLAN
VLAN VLAN VLAN ID  Ring Protocol
VLAN VLAN VLAN
128 VLAN ID

1. (config)# axrp 1
(config-axrp)# vlan-group 1 vlan-mapping 1
VLAN 1 VLAN ID1
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1. (config)# axrp 2
(config-axrp)# mode master
ID 2

2. (config)# interface gigabitethernet 1/0/1
(config-if)# axrp-ring-port 2
(config-if)# exit
(config)# interface gigabitethernet 1/0/2
(config-if)# axrp-ring-port 2

1/0/1 1/0/2
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(2)

30-1 T1 T2
30-2 T2 T3 T4 T5 T7

1. (config)# axrp 2
(config-axrp)# mode transit
ID 2
2. (config)# interface gigabitethernet 1/0/1
(config-if)# axrp-ring-port 2
(config-if)# exit
(config)# interface gigabitethernet 1/0/2
(config-if)# axrp-ring-port 2
1/0/1 1/0/2
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30-3
M1

1. (config)# axrp 1
(config-axrp)# mode master ring-attribute rift-ring
ID1

2. (config)# interface gigabitethernet 1/0/1
(config-if)# axrp-ring-port 1
(config-if)# exit
(config)# interface gigabitethernet 1/0/2
(config-if)# axrp-ring-port 1
1/0/1 1/0/2 ID1

(d)
30.1.7

@
30-3 T6

(e)

ID
1 2 30-3 S2
S5 shared-edge
30-3 S2 S5
[R2]

1. (config)# axrp 1
(config-axrp)# mode transit ring-attribute rift-ring-edge 1
ID1
ID 1

2. (config)# interface gigabitethernet 1/0/1
(config-if)# axrp-ring-port 1
(config-if)# exit
(config)# interface gigabitethernet 1/0/2
(config-if)# axrp-ring-port 1 shared-edge
1/0/1 1/0/2 ID1
1/0/2 shared-edge
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1D

rift-ring-edge

ID
(2)
(1)
30-4
U 142
T s2 E
» HE\Y G
s 7
T6 E . =
#f\) o EER) S Hfg) BB
U B3t 10}
or: 252
— R R1[5S s (L) R [
[R1] [R2] [R1] | |[R1]
[R3] [R1]
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(b)

shared-edge
30-4 M5 [R2]

(config)# axrp 1
(config-axrp)# mode master ring-attribute rift-ring-edge 2
ID1
ID 2

(config)# interface gigabitethernet 1/0/1
(config-if)# axrp-ring-port 1
(config-if)# exit

(config)# interface gigabitethernet 1/0/2
(config-if)# axrp-ring-port 1 shared-edge

1/0/1 1/0/2
1/0/2 shared-edge
ID ID
rift-ring-edge
30-4
S7
shared 30-4
S7 [R3]
(config)# axrp 1
(config-axrp)# mode transit
ID1
(config)# interface gigabitethernet 1/0/1
(config-if)# axrp-ring-port 1 shared
(config-if)# exit
(config)# interface gigabitethernet 1/0/2
(config-if)# axrp-ring-port 1 shared
1/0/1 1/0/2
1. shared
Ring Protocol
2. shared
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30 Ring Protocol

30.1.9

(1) Ring Protocol

(2)

3)

(4)

Ring Protocol

shutdown

(config)# axrp 1
(config-axrp)# disable
ID1 axrp
Ring Protocol

(config)# axrp 1
(config-axrp)# health-check interval 500
500

health-check holdtime

(config)# axrp 1
(config-axrp)# health-check holdtime 1500

1500

forwarding-shift-time
health-check interval
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Ring Protocol

disable
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1. (config)# axrp 1
(config-axrp)# forwarding-shift-time 100
100

60
)
axrp-ring-port
axrp-primary-port
1. (config)# interface port-channel 10
(config-if)# axrp-primary-port 1 vlan-group 1
ID1 VLAN ID1
(6)
infinity clear axrp preempt-delay
1. (config)# axrp 1
(config-axrp)# preempt-delay infinity
ID1 infinity
30.1.10
1) VLAN
VLAN VLAN
VLAN VLAN VLAN
VLAN VLANID VLAN ID

1. (config)# axrp 1
ID1 axrp

2. (config-axrp)# multi-fault-detection vlan 20
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VLAN VLAN 20
VLAN
2)
ID
monitor-enable transport-only
ID
@)
1. (config)# axrp 1
ID1  axrp
2. (config-axrp)# multi-fault-detection mode monitor-enable backup-ring 2
monitor-enable ID 2
monitor-enable 2
1
monitor-enable
(b)

1. (config)# axrp 1
ID1  axrp

2. (config-axrp)# multi-fault-detection mode transport-only
transport-only

3)

1. (config)# axrp 1
(config-axrp)# multi-fault-detection interval 1000
1000

(4)

1. (config)# axrp 1
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(config-axrp)# multi-fault-detection holdtime 3000
3000

multi-fault-detection holdtime
multi-fault-detection interval

30.1.11
30-5
FEECHEE) TR IT v
HEl— HEIL—LERETLEEETS
M 1D
Ry SFAIS v
1) 2472 - M7 L—LFE{ET SVLAN
HEVOEERY T
s | &2 T | &m s | Bme
T M T
1) 2501
Hfg)oER) LY
T
-]
(AM) M:TRES—F T: FSwu bl —F
S HFULSYOBBE —F (F3uUwbks—F) B #F—F
®: Fouvxzy
30-5
1 3
2 1
VLAN
VLAN VLAN
VLAN

1. (config)# axrp 2
(config-axrp)# flush-request-transmit vlan 10
ID 2
ID 2 VLAN ID 10
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3 1 Ring Protocol

Ring Protocol
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31.1

Ring Protocol Ring Protocol
24.3 2 Ring Protocol
29 Ring Protocol

31.1.1

Ring Protocol Ring Protocol

Ring Protocol
Ring Protocol

Ring Protocol
A G I B F J C D K
A D F G Ring Protocol

31-1 Ring Protocol

AFFY =4
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EI : Ring Protogol & A= 5y —HAOER
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31-2 Ring Protocol

b iw bs—F

b eliu b —F
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TARS—F E ; ;
agme [ | xgwe [ |
o EPEPTVE :
R ® ®
AR A%MN HEWK
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@ AT = sk E T O 0 :Ring ProtocolIZ& & 70w f s
I:I :Ring Protocol & R i 240 ) — B RO ER

|:| CRAZ LY —HEHOEE D . Ring Protocol # 1+ D&M

31.1.2

Ring Protocol

1D

Ring Protocol
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31-3
B 2210 3
EEHEG g
ERy2I0: 2
EEEH g
207
w2101
3D
EEE R
@ (*!lﬂ )
207FIF
{AL#)

R ziazvsvy—izxsTovEsy Q) :Ring Protocolizk 5 T0wF Y

: Ring Protocol £ A= 00) —HAOEE I:' Anizwdu—EirngER
EEEABCEFIEFS DSy b —F ]
FEBEIETRE/—F

EBY Yy O Rz TV =B REFEER— -
CRE (RCERY 2 & ESE S L—T)

F O&707RFAFARTLEAA= LTy —bRDS—FHME L TINET.

1) VLAN
VLAN VLAN
VLAN VLAN
VLAN VLAN ID
(2) Ring Protocol VLAN
Ring Protocol VLAN
PVST+ VLAN
3
VLAN Ring Protocol

Ring Protocol
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Ring Protocol

31-1
spanning-tree single priority 0
spanning-tree vlan priority
spanning-tree mst root priority
31-2
spanning-tree link-type point-to-point
spanning-tree port-priority 0
spanning-tree single port-priority
spanning-tree vlan port-priority
spanning-tree mst port-priority
spanning-tree cost 1
spanning-tree single cost
spanning-tree vlan cost
spanning-tree mst cost
4)
e BPDU
e BPDU
[ ]
[ ]
e PortFast
(5) MAC
MAC
Ring Protocol MAC
MAC

(6)

Ring Protocol

® restart spanning-tree
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PortFast
® PVST+/STP Rapid PVST+/Rapid STP/MSTP
30
e Rapid PVST+/Rapid STP/MSTP
BPDU 4
31-3
Ring Protocol forwarding-shift-time 10
10

spanning-tree single hello-time 2

spanning-tree vlan hello-time 2

spanning-tree mst hello-time

31.1.3
(1) PVST+
PVST+ Ring Protocol VLAN VLAN VLAN
Ring Protocol axrp virtual-link
Ring Protocol
Ring Protocol PVST+
VLAN VLAN PVST+ VLAN VLAN
VLAN PVST+ PVST+ VLAN
axrp virtual-link
PVST+ Ring Protocol VLAN 128 VLAN 30
PVST+ VLAN 1 VLAN
PVST+ o D VLAN 100 VLAN
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31-4 PVST+ Ring Protocol

7 N
FLEiEA * F
J0OF3F ﬁ ﬂ
FLEEB * E
0T i “
= VLAN 108 2 TE20
— X ] viamgroup 1 (vlan-mapping 1[vlan 10, 20])
, EEEC
—r=YLAN 30
vian-group 2 (vlan-mapping 128[vlan 301)
FEEE 11— YLAN 100 {{m#1) =27 VLAN)
vlan-group 2 (vlan-mapping 10[vlan 1001}
I y
PYST+ 30
ZOoFIF virtual-link 2 (vlan 100}

A B EF: VLAN 10, 20, 3085 L TFI00EHEA L 1=Ring Protocol EMRLL T L HEHE

AEEC.D :WLAN 10, 2045 £ TF30E R L1=Ring Protocal &, PYST+ WEHALTILVEER
{38 2 VLANE L TVLAN 100% =M

F LG PVST+ 30213 EERAL T H%E

(AM)
® zizvvyy—izxdTavxsy @ :Ring Protocollz&3TD vy
|:] - Ring Protocal & RsA= w49 —fEAGEE D SRS LYY —EOSE

CEM)

2
Ring Protocol VLAN
axrp virtual-link
Ring Protocol
axrp virtual-link

Ring Protocol C D
G A B C D E F  Ring Protocol VLAN
VLAN VLAN
VLAN C D VLAN 100

VLAN
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31-5 Ring Protocol
4 N\
LA * F
0OF3F E ﬂ
FEEe -3 E
0T i “
e fdatiy et 1 VLAN 108 & 120
' ol viamgroup 1 (vlan-mapping 1[vlan 10, 20])
i !_.JF‘IE Eroup pping 1] 1
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FEEE 1 YLAN 100 {{m#1) =27 VLAN)
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® I | AR
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R b
(3) PVST+
Ring Protocol PVST+
PVST+ VLAN
PVST+ Ring Protocol
VLAN 128 VLAN 30 PVST+ VLAN
1 PVST+
Cc D VLAN 100 VLAN
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31-6 PVST+ Ring Protocol
4 N
F
—— F A FEi
—— F 1B FElE
POT YTt A B R B I

" = VLAN 108 220
4 _I (VLAN1O, 20) - X ] viamgroup 1 (vlan-mapping 1[vlan 10, 20])

——rVLAN 30
vian-group 2 (vlan-mapping 128[vlan 301)

1 YLAN 100 {{m#1) =27 VLAN)
vlan-group 2 (vlan-mapping 10[vlan 1001}

J/

PVET+ 30

virtual=link 2 (vlan 100
2oFIF

ASEMWA B.E F : VLAN 10, 208 & UF30% {8/ L 7=Ring Protocol MR L T A 5E
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(4)
Ring Protocol VLAN

axrp virtual-link
Ring Protocol
axrp virtual-link

MST VLAN Ring Protocol VLAN VLAN
MST Ring Protocol VLAN
VLAN
Ring Protocol C D
G A B C D E F  Ring Protocol
VLAN Ring Protocol ~ VLAN 1 CIST VLAN
MST 3 C
D VLAN 100 VLAN
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31-7 Ring Protocol
( N
FEEA HEEF
Z0TF3F
EEHE ERHEE
a7
instance 0 ’i T—YLAN 108 & K20
vlamgroup 1 (vlen-mapping 1[vlan 10.20])
——i—¥LAN 30
vlan=group 2 (vlan-mapping 128[vlan 301}

s VLAN 100 ({m#8 1) =S VLAN)
vlar-group 2 (vlan-mapping 10[vlan 100])

/

instance J{VLAN 300

virtual=link 2 (wlan 1000
ZaFiF
FEEABEF : VLAN 10, 205 EUI0EERL=Ring Protocol 4K L TLVSEE
FHBEC.D : WLAN 10, 208 £ U302 ERA L =Ring Protocol &
TUFINAA= LTV —2HALTL SRR
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FHEG CFWFFNAAZ T =T EERL TSR

(AP
® mAzvyvu—izEsToukvs @ :Ring Protocollzs BT v %oy
|:| - Ring Protocol & /A= w4 —HEGER D LRSI Y Y —EOEE

R
(5) VLAN
e Ring Protocol VLAN
PVST+ VLAN  Ring Protocol
VLAN
Ring Protocol
VLAN
® PVST+ VLAN
Ring Protocol VLAN VLAN PVST+
VLAN
° VLAN
Ring Protocol  VLAN VLAN
VLAN
. VLAN
Ring Protocol  VLAN VLAN
VLAN
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31.14

1)1

Ring Protocol

CRL#}

. . . . . . .

@ e WL Sl T B B b el w TR P @ -Ring Protocollz X &0 w4
D - Ring Protocol k AAZ L4 1) —HEOER |:| CRAZLTYY —EHORE

e 15

31.1.5 Ring Protocol

(1) VLAN  VLAN
VLAN VLAN
VLAN
) VLAN
[ ]
VLAN
[ ]
VLAN
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31 Ring Protocol

3)

(4) Ring Protocol

Ring Protocol

® PVST+
PVST+

e Ring Protocol

e Ring Protocol

Protocol

(5) Ring Protocol

Ring Protocol

(6) Ring Protocol

Ring Protocol
BPDU

BPDU

(7)

Ring Protocol

forwarding-shift-time

delay-time

VLAN
VLAN

VLAN
Ring Protocol
Ring Protocol VLAN
shutdown
axrp vlan-mapping VLAN

PVST+ axrp vlan-mapping
PVST+ axrp vlan-mapping VLAN
shutdown
VLAN Ring Protocol
Ring Protocol
Ring Protocol
shutdown Ring
shutdown
BPDU
health-check holdtime
hello-timex 3( )
Ring Protocol
restart axrp
shutdown
VLAN forwarding-

shutdown

529
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(8)
Ring Protocol
BPDU

Ring Protocol  IEEE802.3ah/UDLD

(9)

Ring Protocol

L shutdown

3. shutdown

(10) Ring Protocol  VLAN MST
VLAN

Ring Protocol ~ VLAN
MST VLAN VLAN
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31.2

Ring Protocol

31.2.1

31-4

axrp virtual-link ID

31-5

show spanning-tree

31.2.2
ID VLAN
Ring Protocol ~ GSRP
ID VLAN
VLAN VLAN

1. (config)# axrp virtual-link 10 vlan 100
ID 10 VLAN 100

31.2.3 Ring Protocol PVST+

Ring Protocol ~ PVST+ VLANID VLAN
VLAN VLAN ID
PVST+ VLAN VLAN ID

1. (config)# axrp vlan-mapping 1 vlan 10
VLAN ID 1 PVST+ VLAN ID 10

2. (config)# axrp vlan-mapping 2 vlan 20,30
VLAN ID 2 Ring Protocol VLAN ID 20

3. (config)# axrp 1
(config-axrp)# vlan-group 1 vlan-mapping 1-2
VLAN 1 VLAN ID1 2
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31.2.4 Ring Protocol

Ring Protocol VLANID VLAN
VLAN VLANID MST
VLAN VLAN ID VLAN MST
VLAN VLANID VLAN

1. (config)# axrp vlan-mapping 1 vlan 10,20,30
VLAN ID 1 MST 10 VLANID 10 20 30

2. (config)# axrp vlan-mapping 2 vlan 40,50
VLAN ID 2 MST 20 VLAN ID 40 50

3. (config)# axrp 1
(config-axrp)# vlan-group 1 vlan-mapping 1-2
(config-axrp)# exit
VLAN 1 VLAN ID1 2
4. (config)# spanning-tree mst configuration
(config-mst)# instance 10 vlans 10,20,30
MST 10 VLAN  vlan-mapping 1 VLANID 10 20 30
Ring Protocol

5. (config-mst)# instance 20 vlans 40,50
MST 20 VLAN  vlan-mapping 2 VLAN ID 40 50
Ring Protocol
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32 IGMP snooping/MLD snooping

2 IGMP snooping/MLD snooping

IGMP snooping/MLD snooping 2 VLAN
IGMP snooping/MLD snooping
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32 IGMP snooping/MLD snooping

32.1 IGMP snooping/MLD snooping

IGMP snooping MLD snooping
32.1.1
32-1
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IPv4 224.0.00 239.255.255.255
IPv6 8 ffa6 ) IPV6
32.1.2 IGMP snooping MLD snooping
2 VLAN
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2
IGMP snooping MLD snooping IGMP MLD
IGMP
snooping/MLD snooping
32-2 IGMP snooping/MLD snooping
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32 IGMP snooping/MLD snooping

32.2 IGMP snooping/MLD snooping

IGMP snooping/MLD snooping

32-2
Ethernet V2

IGMP IGMP: Versionl 2 3
MLD MLD: Version1 2

IPv4 0100.5e00.0000 0100.5e7f.ffff RFC1112
MAC IPv6 3333.0000.0000  3333.ffff.ffff RFC2464
IGMP IGMPV2/IGMPvV3
MLD MLDV1/MLDv2

static
IGMP snooping

IGMP IGMPV2 Leave

CHANGE_TO_INCLUDE_MODE  IGMPv3
Report
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32.3 IGMP snooping

IGMP snooping IGMP
RFC2236 IGMP 3 IGMPv3
RFC3376
32.3.1 MAC
IGMP snooping VLAN  IGMP MAC
MAC MAC
1)
IGMPV1/IGMPV2 Report IGMPv3 Report
MAC
IGMPV1/IGMPv2/IGMPv3 Report
1Pv4 MAC IP 23 MAC
23 IP MAC
224.10.10.10  225.10.10.10 MAC 0100.5E0A.0A0A
2 MAC
MAC
32-3 IPv4 MAC
IPTILFESF 2 FFFELA
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B -
I
TE23E v b
MACT LR . + \
|0o0o0001 jooooooojo1011110]o0001010f00001010{00001010]
o 00 Se Oa Oa Da
2)
MAC
® |GMPV2 Leave
IGMPV2 Leave Group-Specific Query
2 Group-Specific Query

VLAN

1Pv4

IGMP

e |GMPv3 Report
IGMPv3 Report
1

IGMPV2 Leave
Group-Specific Query

Group-Specific Query
Group-Specific Query

537



32 IGMP snooping/MLD snooping

VLAN

BLOCK_OLD_SOURCES IGMPv3 Report
Group-Specific Query

IGMP

CHANGE_TO_INCLUDE_MODE  IGMPv3 Report
Group-Specific Query

o IGMPV1/IGMPV2/IGMPv3 Report

Query IGMP Query
VLAN IGMP Query
Group Membership Interval IGMPV1/IGMPv2/IGMPVv3 Report
Group Membership Interval Robustness Variable RV x Query Interval QI Query Response
Interval QRI
RV QI QRI
IGMPv3
RV QI QRI= Query
IGMPv3 IGMPV2
Rv=2
Ql= ip igmp snooping query-interval
QRI=QI 11 10 QI 10 QI-1
32.3.2 1Pv4 2
IPv4 VLAN 2 MAC IGMP
snooping 2 MAC IP
IGMP Report
3231 MAC 1) 224.10.10.10  225.10.10.10
MAC 0100.5E0A.0A0A 224.10.10.10
2 225.10.10.10 IGMP Report

32.3.3
(1)

IGMP snooping
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[ ]
[ ]
2)
ip igmp snooping mrouter discovery VLAN
€Y
32-3
IGMPv1 Membership IGMPv1
Query
IGMPv2 General IGMPv2
Query
IGMPv3 General IGMPv3
Query
IPv4 PIM-Hello PIM
(b)
32-4

IGMPv1 Membership Query

IGMPV2 General Query

Robustness Variable x Query Interval 2+
Query Response Interval 3/2+X *

IGMPv3 General Query
5

Robustness Variablex Query Interval+
Query Response Interval/2+X 4

IPv4 PIM-Hello

PIM-Hello Holdtime
Holdtime 105

1
Robustness Variable 2

2
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125 ip igmp snooping query-interval
3
10 Query Interval 10 Query Interval -1
4
ip igmp snooping mrouter discovery extension
5
IGMPv3 Query Robustness Variable Query Interval Query Response Interval
Query 0.1 1
6
PIM-Hello Holdtime 0 PIM
VLAN Holdtime 0  PIM-Hello
PIM
(©)
° clear igmp-snooping all
VLAN
. clear igmp-snooping mrouter
VLAN
° restart snooping  IGMP snooping/MLD snooping
VLAN
° IGMP snooping
VLAN
] ip igmp snooping mrouter discovery igmp
VLAN IGMP
° ip igmp snooping mrouter discovery pim
VLAN PIM
. VLAN
VLAN
[
VLAN
e PIM Holdtime 0 PIM-Hello
PIM
[ ]
] Blocking

540



32 IGMP snooping/MLD snooping

° VLAN  Down Disable

(d)

(3) IGMP
IGMP

32-5 IGMPV1/IGMPV2

no ip igmp snooping mrouter logging

IGMP
IGMP

IGMP

VLAN

Membership Query

Version 2 Membership
Report

Leave Group

Version 1 Membership
Report

IGMPV2 Leave

IGMPvV2 Leave

IGMPV2 Leave

32-6 IGMPV3

IGMPV1/IGMPv2/IGMPVv3 Report

IGMPv3

VLAN

Version3 Membership Query

Version 3 Report

Membership

Report
Report

IGMPvV3 Report

IGMPv3 Report

32.3.4 IGMP

IGMP VLAN

IGMPV1/IGMPv2/IGMPVv3 Report
IGMPv3 Report

IGMP Query
IGMP Query
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VLAN

IGMP Query

IGMPv2
Query

100

IGMP

VLAN IGMP Query

IGMP snooping
ip igmp snooping query-interval

VLAN Query Interval
10
IPv4 + Query
IGMP snooping VLAN IP
IGMP Query
IGMP Query VLAN
IGMP Query
VLAN

Query

Other Querier Present Interval

Other Querier Present Interval

Interval 12

RV QI

QRI
QRI

RV QI QRI=

RV=2

Ql=
125
QRI=QI 11
IGMP Query
IGMP Query
Membership Query
IGMPV1/IGMPv2
Max Resp Code=
Ql 1
IGMPv3
Max Resp Code=
Ql 1
QRV=2
QQIC=

Ql

Ql

Ql 128

Ql
125

Robustness Variable RV x Query Interval QI Query Response
0.1 1
IGMPv3
Query
IGMPv2
ip igmp snooping query-interval
10 Ql 10 Ql-1
IGMPv2
IGMP
11 100 10 QI-1 x 10
11 100 10 QI-1 x 10

ip igmp snooping query-interval
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32.3.5 IGMP

IGMP IGMPV2 Leave IGMPv3 Report

IGMPv3 Report
CHANGE_TO_INCLUDE_MODE  IGMPv3 Report

543



32

IGMP snooping/MLD snooping

32.4 MLD snooping

MLD snooping

RFC2710 MLD
RFC3810
32.4.1 MAC
MLD snooping VLAN MLD
MAC
1)
MLDv1 Report MLDv2 Report
MAC
IPv6 MAC IP
IPv6
32 2
112 IPv4
IPv6 MAC
32-4 1Pv6 MAC
IPVETILF X4 A FTFTFLA
[l | | ooooo001jo0010000jo0000010]00000001|
I
Flai2E « k-
MACT K L-R , ¢ N
[o0110011]00110011]00000001}00010000]00000010]00000001]
33 33 o 10 0z 4]
2)
MAC
e MLDv1 Done
MLDv1 Done
2 Group-Specific Query
e MLDv2 Report
MLDv2 Report
1 2 Group-Specific Query
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ID
MAC
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VLAN
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e MLDv1/MLDv2 Report

BLOCK_OLD_SOURCES MLDv2 Report
Group-Specific Query

MLD Query MLD Query
VLAN MLD Query
Multicast Listener Interval MLDv1/MLDv2 Report
Multicast Listener Interval Robustness Variable RV x Query Interval QI Query Response
Interval QRI
RV QI QRI
MLDv2
RV Ql= Query
QRI=10
MLDv2 MLDv1
Rv=2
Ql=125
QRI=10
32.4.2 IPv6 2
IPv6 VLAN 2 IPv4 MAC
MLD snooping 2 MAC
IPv6 MLD Report
32.4.3
1)
MLD snooping
(2) MLD
MLD MLD
MLD
32-7 MLDv1
MLDv1 VLAN

Multicast Listener Query
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MLDv1

VLAN

Multicast Listener Report

Multicast Listener Done

MLDv1 Done
MLDv1/MLDv2 Report
MLDv1 Done MLDv1 Done
32-8 MLDv2
MLDv2 VLAN
Version2 Multicast Listener Query
Version2 Multicast
Listener Report Report
Report
MLDv2 Report
MLDv1/MLDv2 Report
MLDv2 Report
MLDv2 Report
32.4.4 MLD
MLD VLAN
MLD Query
MLD Query
VLAN MLD snooping
Query 125
MLDv1 VLAN Query Interval 125
MLD MLD snooping VLAN  MLD Query
IP
MLD IP
e |Pv6 IP
] ipv6 mld snooping querier MLD Query IP
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IPv6
VLAN MLD Query

MLD

MLD Query IP

MLD Query VLAN

MLD Query
VLAN

MLD Query

Other Querier Present Interval

Other Querier Present Interval
Interval QRI /2

RV QI ORI
MLDv2
RV Ql= Query
QRI=10
MLDv2
RvV=2
QlI=125
QRI=10

MLD Query
MLD Query

Robustness Variable RV x Query Interval QI

Query Response

MLDv1

MLDv1
MLD
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32.5 IGMP snooping/MLD snooping

(1)

24.3 2

2)
IGMP snooping/MLD snooping
VLAN
VLAN flooding
IP VLAN
IP IGMP snooping/MLD snooping

32-9

IGMP snooping 224.0.0.0/24

MLD snooping f02::/16

MAC

32-10 IGMP snooping

IGMP snooping 224.128.0.0/24

225.0.0.0/24

225.128.0.0/24

226.0.0.0/24

226.128.0.0/24

227.0.0.0/24

227.128.0.0/24

228.0.0.0/24

228.128.0.0/24

229.0.0.0/24

229.128.0.0/24

230.0.0.0/24

230.128.0.0/24

231.0.0.0/24

231.128.0.0/24

232.0.0.0/24

232.128.0.0/24

233.0.0.0/24

233.128.0.0/24

234.0.0.0/24

234.128.0.0/24

235.0.0.0/24
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235.128.0.0/24

236.0.0.0/24

236.128.0.0/24

237.0.0.0/24

237.128.0.0/24

238.0.0.0/24

238.128.0.0/24

239.0.0.0/24

239.128.0.0/24

(3)
(a)
(b) 2
2
2
(4)
(@) IGMP
IGMP
(5) IGMP 3
IGMPv3
e |IGMPv3
IGMPv3
(6) MLD 2
MLDv2
e MLDv2

VLAN

Untagged
Untagged VLAN

VLAN

IGMPv3
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MLDv2

(7) IGMP
IGMP

(8) IGMP Query
e IGMPv2

® Query
Report

(9)

e [IGMP

e [IGMP

MLDv2

Query

10

IGMPV2 Leave

IGMP snooping

Query

Query

30

30

IGMPv3 Report

1
IGMP Report
VLAN IGMP Query
Report
Report
30
125 125
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IGMP snooping/MLD snooping

IGMP snooping/MLD snooping 2 VLAN
IGMP snooping/MLD snooping
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33.1 IGMP snooping

33.1.1

IGMP snooping

33-1

ip igmp snooping (global) no ip igmp snooping IGMP snooping

ip igmp snooping (VLAN IGMP snooping
)

ip igmp snooping fast-leave IGMP

ip igmp snooping mrouter discovery

ip igmp snooping mrouter discovery IGMP
extension

ip igmp snooping mrouter interface IGMP

ip igmp snooping mrouter logging no ip igmp snooping mrouter logging

ip igmp snooping querier IGMP

ip igmp snooping query-interval IGMP General Query

IGMP snooping

33-2
show igmp-snooping IGMP snooping
clear igmp-snooping IGMP snooping

show igmp-snooping mrouter

clear igmp-snooping mrouter

show igmp-snooping mrouter
statistics

clear igmp-snooping mrouter
statistics

restart snooping IGMP snooping/MLD snooping

dump protocols snooping

33.1.2 IGMP snooping

IGMP snooping VLAN VLAN

VLAN2  IGMP snooping
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1. (config)# interface vlan 2
(config-if)# ip igmp snooping
VLANZ VLAN IGMP snooping
33.1.3 IGMP
IGMP snooping VLAN IGMP
VLAN VLAN
VLAN2 IGMP
1. (config)# interface vlan 2
(config-if)# ip igmp snooping querier
VLAN2 VLAN IGMP
IPv4
33.14
1)
IGMP snooping VLAN VLAN
VLAN VLAN2
1/0/1
1. (config)# interface vlan 2
(config-if)# ip igmp snooping mrouter interface gigabitethernet 1/0/1
VLAN2 VLAN
1/0/1
2)
IGMP snooping VLAN
VLAN VLAN
IGMP PIM
1. (config)# interface vlan 2
(config-if)# ip igmp snooping mrouter discovery igmp
VLANZ VLAN
IGMP
2. (config-if)# ip igmp snooping mrouter discovery pim

PIM
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3)

(4)

IGMP snooping/MLD snooping

®) 4)
1
2. IGMP Query
3
VLAN2 IGMP

(config)# interface vlan 2
(config-if)# ip igmp snooping mrouter discovery igmp
VLAN2 VLAN
IGMP
(config-if)# save
(config-if)# top
(config)# exit
# show igmp-snooping mrouter

Total entry: 1

VLAN 1D: 2
Port IP address Type Expire
1/0/1 192.168.11.100 1GMP 04:08
#
VLAN2  IGMP Query show igmp-snooping mrouter

# configure
(config)# interface vlan 2
(config-if)# no ip igmp snooping mrouter interface gigabitethernet 1/0/1

VLAN2  VLAN VLAN2
1
2

VLAN2 IGMP

(config)# interface vlan 2
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(config-if)# ip igmp snooping mrouter interface gigabitethernet 1/0/1
VLAN2 VLAN
1/0/1
2. (config-if)# no ip igmp snooping mrouter discovery igmp
VLAN2 IGMP
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33.2 MLD snooping

33.2.1

MLD snooping

33-3

ipv6 mld snooping (global) no ipv6 mld snooping

MLD shooping

ipv6 mld snooping (VLAN

MLD snooping

)
ipv6 mld snooping mrouter interface MLD
ipv6 mld snooping querier MLD

MLD snooping

33-4
show mld-snooping MLD snooping
clear mld-snooping MLD snooping
restart snooping IGMP snooping/MLD snooping
dump protocols snooping

33.2.2 MLD snooping

MLD snooping VLAN  VLAN
VLAN2

1. (config)# interface vlan 2
(config-if)# ipv6 mld snooping
VLAN2 VLAN

33.2.3 MLD

MLD snooping VLAN
VLAN  VLAN
VLAN2 MLD

1. (config)# interface vlan 2

(config-if)# ipv6 mld snooping querier fe80::100
VLAN2 VLAN
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IPv6

33.24

MLD snooping VLAN VLAN
VLAN VLAN2

1/0/1

1. (config)# interface vlan 2
(config-if)# ipv6 mld snooping mrouter interface gigabitethernet 1/0/1
VLAN2 VLAN
1/0/1
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34 e

1Pv4
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34 IPv4

34.1

34.1.1
IP
Q) IP
IP ClassA B C D IP
34-1 IP
Ewv Hil—- 0 1 2 3 4 8 , 16 2 K]
Class A [0 | net 1D 5 host 10 |
Class B [ 1101 netlD i host 1D |
Class € | 11110} netID i hostiD |
T T T :
Class D |1:|:|En! TLFHETARFELR |
host
ID 2 1 0 2
3) IP
IP IP
e netID
net ID
o ClassA 1.xxXx 126.x.X.x
o ClassB 128.1.x.x 191.254.x.x
e ClassC 192.0.1.x 223.255.254.x (x=host ID)
® hostID
host ID
e ClassA y.0.0.1 y.255.255.254
e ClassB y.y.0.1 yy.255.254
® ClassC vyyyl vyyy254 (y=netlID)
2)
34-1 IP ClassA B C netID hostID
netID  host ID
2 1
255.255.192.0 255.255.96.0
3) IP
VLAN IP VLAN
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34.1.2 (IP)
Q) IP
IP RFC791
2) IP
IP IP IP
34-1 IP
IP
ICMP
4 x
5 x
TOS
X
1. 4%
2.
TTL
X
1. D
2. E
3. 255.255.255.255
4. 127
5. 0 1
x
1. A B
2. 127(
)
3. 0 2
( ) o X
1
255.255.255.255 0.0.0.0
2
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0.0.0.0
3) IP
IP
34-2 IP
IP IP
End of Option List o
No Operation o
Loose Source Routing o X
Time stamp X o
Record Route o o
Strict Source Routing X X
(@] X
34.1.3 ICMP
(1) ICMP
ICMP RFC792 RFC950 RFC1122
(2) ICMP
ICMP
34-3 ICMP ( 10 )
ICMP
() ( )
Echo Reply 0 0 o
Destination Unreachable 3 Net Unreachable 0 X
Host Unreachable 1 X
Protocol Unreachable 2 o
Port Unreachable 3 o
Fragmentation Needed and DF Set 4 X
Source Route Failed 5 X
Destination Network Unknown 6 x
Destination Host Unknown 7 x
Network Unreachable for Type of Service 11 X
Host Unreachable for Type of Service 12 X
Communication Administratively 13 X
Prohibited
Host Precedence Violation 14 X
Precedence Cutoff in Effect 15 X
Source Quench 4 0 X
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ICMP
C ) ( )
Redirect 5 Redirect Datagrams for the Network 0
Redirect Datagrams for the Host 1
Redirect Datagrams for the Type of 2
Service and Network
Redirect Datagrams for the Type of 3
Service and Host
Alternate Host Address 6 Alternate Address for Host 0
Time Exceeded 11 Time to Live Exceeded in Transit 0
Fragment Reassembly Time Exceeded 1
Parameter Problem 12 Pointer Indicates the Error 0
Missing a Required 1
Bad Length 2
Echo Request 8 0
Timestamp Request 13 0
Timestamp Reply 14 0
Information Request 15 0
Information Reply 16 0
Address Mask Request 17 0
Address Mask Reply 18 0
Router Advertisement Message 9 Normal Router Advertisement 0
Router Solicitation Message 10

o
Request Reply
34.1.4 ARP
(1) ARP
ARP RFC826
(2) ARP
ARP ARP
34-4 ARP
ARP
1 Ethernet
0800H IP
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ARP

1 REQUEST

2 REPLY

0.0.0.0

127

(3) ARP

34-5 ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP Request

0.0.0.0

ARP Reply

0.0.0.0

2
ARP Reply

(4)

ARP

(5) ARP
ARP

ARP Request

arp

ARP Reply

MAC
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(6) ARP

show ip arp ARP ARP IP
MAC

(7) Gratuitous ARP

VLAN IP Target Protocol Address
Gratuitous ARP

Gratuitous ARP IPv4 VLAN
VLAN IPv4

34.1.5

34.1.6 IPv4

(1) IPv4

IPv4
IPv4 1Pv4
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34.2

34.2.1

1Pv4

34-6

arp

ARP

arp max-send-count

ARP

arp send-interval

ARP

arp timeout

ARP

ip address

1Pv4

ip mtu

IP MTU

ip route

IPv4

interface loopback

ip address (loopback)

1Pv4

1Pv4

34-7

25

show ip-dual interface

IPv4

IPv6

show ip interface

IPv4

show ip arp

ARP

clear arp-cache

ARP

show netstat (netstat)

ping

traceroute

show ip route

IPv4

show tcpdump

34.2.2

VLAN  IPv4

1Pv4

1. (config)# interface vlan 100

VLAN ID 100

2. (config-if)# ip address 192.168.1.1 255.255.255.0

VLAN ID 100 IPv4

192.168.1.1
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34.2.3

34.2.4

34.2.5

1.

34.2.6

1.

34.2.7

VLAN IPv4 IPv4 secondary

(config)# interface vlan 100

VLAN ID 100
(config-if)# ip address 192.168.1.1 255.255.255.0
VLAN ID 100 IPv4 192.168.1.1 255.255.255.0

(config-if)# ip address 10.1.1.1 255.255.255.0 secondary
VLAN ID 100 IPv4 10.1.11 255.255.255.0

IPv4

(config)# interface loopback 0

(config-if)# ip address 192.168.1.1
IP 192.168.1.1

ARP

ARP

(config)# arp 192.168.0.1 interface vlan 100 0012.e240.0a00
VLAN ID 100 IPv4 192.168.0.1 MAC 0012.e240.0a00
ARP

ip route 0.0.0.0
0.0.0.0

(config)# ip route 0.0.0.0 0.0.0.0 10.1.1.50
IP 10.1.1.50
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1. (config)# ip route 192.168.1.0 255.255.255.0 10.1.1.100
192.168.1.0/24 10.1.1.100
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35.1

IPv6  IPv4

32 128
IPv4

IPv4

IPv6
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e 16 16 "o
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° "o "
() IPv6
fe80:0000:0000:0000:0000:0000:0000:3090

( ) II: : "
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e |Pv6
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| 128E » b
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35.1.3 6 (IPv6)
(1) IPv6
IPv6 RFC8200
35-20 IPv6
o—h o Tun—sas] B Pk
Foup kD=4 | [Pvbs w & (IPVEEEER~ o F|UDR/TCR~ o & 54 Fou bd—=2
o~y f Le—F
PF—452 554
- TCP & A o F ’
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(2) IPV6
IPv6 40 8 2
35-21 IPv6
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IPv6
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35 IPv6

35-4 IPv6

IPv6

ICMPV6

« )
(3) IPv6
IPv6

35-5 IPv6

IPv6

IPv6

Hop-by-Hop Options Header

Routing Header

Fragment Header

Authentication Header

Encapsulating Security Payload Header

Destination Options Header

( ) o X
35.1.4 ICMPV6

ICMPV6

35-6 ICMPvV6

RFC4443

ICMPV6

ICMPV6

(10

)

(10

)

Destination Unreachable 1

no route to destination
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35

IPv6

ICMPV6
¢ ) ( )
(10 ) (10 )
communication with destination 1
administratively prohibited
beyond scope of source address 2
address unreachable 3
port unreachable 4
Packet Too Big 2 0
Time Exceeded 3 hop limit exceeded in transit 0
fragment reassembly time exceeded 1
Parameter Problem 4 erroneous header field encountered 0
unrecognized Next Header type encountered 1
unrecognized IPv6 option encountered 2
Echo Request 128 0
Echo Reply 129 0
Multicast Listener Query 130 0
Multicast Listener Report 131 0
Multicast Listener Done 132 0
Router Solicitation 133 0
Router Advertisement 134 0
Neighbor Solicitation 135 0
Neighbor Advertisement 136 0
Redirect 137 0
ICMP Node Information 140 A successful reply. The Reply Data field 0
Response may or may not be empty
( ) o
35.1.5 NDP
NDP RFC4861
(1) NDP
NDP
NDP
e NDP IPv6 10
° stale  NDP IPv6
° Down NDP
(2) NDP
NDP MAC IPv6
( NDP ) ipv6 neighbor
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IPv6

(3) NDP

IPv6

35.1.6 RA

RA Router Advertisement

show ipv6 neighbors

MAC

ID RA
IPv6
=RA
RA
35.1.7 IPv6
(1) IPv6
IPv6 1280
IPv6
(2) IPV6
IPv6 RFC4862
IPv6
dual interface
° IPv6
IPv6
° IPv6
° IPv6
VLAN
(3) NDP
IPv6

NDP NDP
IPv6
Plug & Play
ipv6 nd accept-ra RA
MAC
MTU
(RFC8200)
IPV6

DAD Duplicate Address Detection
show ipv6 interface
IPv6 duplicated

IPv6

IPv6

IPv6
no ipv6 enable

RA

IPv6

RA

ipv6 route

MTU 1280
MTU 1280

DAD
show ip-
IPv6

VLAN

IPv6

ipv6 enable

IPv6 NDP

NDP
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IPv6 NDP
NDP
VLAN
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35 IPv6

35.2

35.2.1
IPv6
35-7
ipv6 address IPv6
ipv6 enable IPv6
ipv6 icmp error-interval ICMPv6

ipv6 nd accept-ra

ipv6 neighbor NDP

ipv6 route IPv6

interface loopback

ipv6 address loopback IPv6
25
IPv6
35-8
show ip-dual interface IPv4 IPv6
show ipv6 interface IPv6
show ipv6 neighbors NDP
clear ipv6 neighbors NDP
show netstat (netstat)
ping ipv6 ICMP6
traceroute ipv6 IPv6
show ipv6 route IPv6

show ipv6 router-
advertisement

show tcpdump

35.2.2

VLAN  IPv6 1
ipv6 enable IPv6 ipv6 enable
IPv6

1. (config)# interface vlan 100
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VLAN ID 100

2. (config-if)# ipv6 enable
VLAN ID 100  IPv6

3. (config-if)# ipv6 address 2001:db8:100::1/64

VLAN ID 100  IPv6 2001:db8:100::1 64
4. (config-if)# ipv6 address 2001:db8:200::1/64
VLAN ID 100  IPv6 2001:db8:200::1 64
35.2.3
ipv6 enable
1

1. (config)# interface vlan 100
VLAN ID 100

2. (config-if)# ipv6 enable
VLAN ID 100  IPv6

3. (config-if)# ipv6 address fe80::1 link-local
VLAN ID 100 fe80::1

35.2.4

IPv6 0

1. (config)# interface loopback 0

2. (config-if)# ipv6 address 2001:db8::1
IPv6 2001:db8::1

35.2.5 NDP

NDP

1. (config)# ipv6 neighbor 2001:db8:100::2 interface vlan 100 0012.e240.0a00

VLAN ID 100 IPv6 2001:db8:100::2 MAC 0012.6240.0a00
NDP

35.2.6 RA

RA IPv6
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1. (config)# interface vlan 200
VLAN ID 200

2. (config)# ipv6 nd accept-ra default-gateway
VLANID 200 RA IPv6
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36 DHCP

DHCP

DHCP DHCP P
DHCP
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36 DHCP

36.1

DHCP DHCP IP
DHCP
36.1.1
DHCP DHCP
DHCP
36-1 DHCP
DHCP
DHCP
BOOTP
DNS
RFC2136 DNS UPDATE
DNS
/ IP
36.1.2
36-2
1P IP
IP IP default-lease-

time/max-lease-time
(Option No  51)

(Option No 1)

(Option No  3)

DNS

(Option No  6)

(Option No  12)

(Option No  15)

NetBIOS over TCP/IP

NetBIOS (WINS ) P

(Option No  44)
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36 DHCP

NetBIOS over TCP/IP NetBIOS TCP/IP (NetBIOS
) (Option No  46)
1 B ( )
2 P (Peer to Peer (WINS )
4 M ( (
WINS )
8 H ( (WINS
)
36.1.3 DNS
DHCP DNS
DNS DHCP
DNS DNS
HMAC-MD5 IP
P DNS
DNS
DHCP DNS
DNS
° DHCP IP DNS
DNS
e DNS IP DHCP FQDN DHCP
DHCP DNS
e DNS DNS
uTC 5 NTP
36.1.4 1P
DHCP DHCP
DHCP
DHCP
IP IP ICMP
IP IP
IP
ICMP IP
show ip dhcp conflict
36.1.5 DHCP
DHCP
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(1)

DHCP

2)
10
20 400 30

600
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36 DHCP

36.2

36.2.1
DHCP
36-3
client-name
IP
default-router
IP
IP
dns-server
DNS IP
domain-name
IP
hardware-address IP
MAC
host IP IP
ip dhcp dynamic-dns-update IP DNS
ip dhcp excluded-address network DHCP
IP
ip dhcp key DNS DNS
ip dhcp pool DHCP
ip dhcp zone DNS DNS
lease IP
max-lease IP
netbios-name-server NetBIOS
NetBIOS
NetBIOS NBNS//WINS IP
netbios-node-type NetBIOS
NetBIOS NetBIOS
TCP/IP
network DHCP IP
DHCP
IP 0
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1
service dhcp DHCP
DHCP
DHCP
36-4
show ip dhcp binding DHCP
clear ip dhcp binding DHCP
show ip dhcp import DHCP /
show ip dhcp conflict DHCP IP
IP DHCP DHCP
IP IP DHCP DHCP
IP ICMP
clear ip dhcp conflict DHCP IP
show ip dhcp server statistics DHCP
clear ip dhcp server statistics DHCP
restart dhcp DHCP
dump protocols dhcp DHCP
dhcp server monitor DHCP
no dhcp server monitor DHCP
36.2.2 IP
DHCP IP
DHCP IP DHCP
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36 DHCP

36.2.3

36-1 IP
=
III_______{]
Groupl
DHCP
BS54 TFr kA [: ]
HEH
(DHCPH—, %)
10.1.11.1 255, 255, 255.0

] F 4L kU —REFM ;2045

DHCP

G54 F kB
Fu hI—2FFLA:10.1.11.0 255, 255, 255.0
TS TERAT FLA 100110 1~1001.11. 120

(config)# interface vlan 10
(config-if)# ip address 10.1.11.1 255.255.255.0
(config-if)# exit

VLAN IP
(config)# service dhcp vlan 10
DHCP VLAN
(config)# ip dhcp excluded-address 10.1.11.1 10.1.11.120
DHCP DHCP IP
(config)# ip dhcp pool Groupl
DHCP
DHCP
(dhcp-config)# network 10.1.11.0 255.255.255.0
DHCP
(dhcp-config)# lease 0 0 20
DHCP 20
(dhcp-config)# default-router 10.1.11.1
IP
IP
DHCP IP IP
MAC
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36 DHCP

36.2.4

36-2 P

3 !

DHCP &2 S o F 2o kA

10.1.11.50 255.255. 255.0 L
WACT FL-2 : 0012 e2ef 1111

| .

FEE
(DHCP4—. %)

1
=

10.1.11.1
255, 255.255. 0

DHCP 5 4 7 = kB

10.1.11. 100 255, 255. 255.0
MACTF FL-2A : 0012, e2ef. 2222

(config)# interface vlan 10
(config-if)# ip address 10.1.11.1 255.255.255.0
(config-if)# exit

VLAN IP

(config)# service dhcp vlan 10
DHCP VLAN

(config)# ip dhcp pool Clientl
DHCP A DHCP
DHCP

(dhcp-config)# host 10.1.11.50 255.255.255.0
DHCP A DHCP IP

(dhcp-config)# hardware-address 0012.e2ef.1111 ethernet
DHCP A DHCP MAC

(dhcp-config)# default-router 10.1.11.1
(dhcp-config)# exit
IP

(config)# ip dhcp pool Client2
(dhcp-config)# host 10.1.11.100 255.255.255.0
(dhcp-config)# hardware-address 0012.e2ef.2222 ethernet
(dhcp-config)# default-router 10.1.11.1

3 6 DHCP B DHCP
MAC

DNS

IP DNS
DNS DNS
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36-3 DNS

$I 5w ki

10.1.11.1 10.0.0.2
— - 255 255, 255.0 255, 255. 2550
. R
DHCP DNS UPDATE
- . HEil
DI3A4TF A (OHCPH— )
FA4Frzold
DNS#H—r
10.0.0.3
Fy bT—HFFLA:10.1.11.0 255 255 255.0
BUSTERAT FLA :10.1.11.1~10. 1.11. 120

1. (config)# interface vlan 10

(config-if)# ip address 10.1.11.1 255.255.255.0

(config-if)# exit

1 VLAN IP

2. (config)# interface vlan 20

(config-if)# ip address 10.0.0.2 255.255.255.0

(config-if)# exit

1 DNS VLAN IP

3. (config)# service dhcp vlan 10

(config)# ip dhcp excluded-address 10.1.11.1 10.1.11.120

(config)# ip dhcp pool Groupl

(dhcp-config)# network 10.1.11.0 255.255.255.0

(dhcp-config)# default-router 10.1.11.1

36.2.2 IP IP
4. (dhcp-config)# domain-name example.net
5. (dhcp-config)# dns-server 10.0.0.3
DNS IP

6. (dhcp-config)# exit

DHCP
7. (config)# ip dhcp zone example.net. primary 10.0.0.3

example.net. DNS 10.0.0.3
8. (config)# ip dhcp zone 11.1.10.in-addr.arpa. primary 10.0.0.3
11.1.10.in-addr.arpa. DNS 10.0.0.3

9. (config)# ip dhcp dynamic-dns-update
DNS
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A

Al TELNET/FTP

A-1 TELNET/FTP

( )

RFC854(1983 5 )

TELNET PROTOCOL SPECIFICATION

RFC855(1983 5 )

TELNET OPTION SPECIFICATIONS

RFC959(1985 10 )

FILE TRANSFER PROTOCOL (FTP)

A.2 RADIUS/TACACS+

A-2 RADIUS/TACACS+

( )

RFC2865(2000 6 )

Remote Authentication Dial In User Service(RADIUS)

RFC2866(2000 6 )

RADIUS Accounting

draft-grant-tacacs-02

The TACACS+ Protocol Version 1.78

(1997 1 )
A3 SSH
A-3 SSH
( )
RFC4251(2006 1 ) The Secure Shell (SSH) Protocol Architecture
RFC4252(2006 1 ) The Secure Shell (SSH) Authentication Protocol
RFC4253(2006 1 ) The Secure Shell (SSH) Transport Layer Protocol
RFC4254(2006 1 ) The Secure Shell (SSH) Connection Protocol
RFC4344(2006 1 ) The Secure Shell (SSH) Transport Layer Encryption Modes
RFC4419(2006 3 ) Diffie-Hellman Group Exchange for the Secure Shell (SSH) Transport Layer

Protocol

RFC4716(2006 11 )

The Secure Shell (SSH) Public Key File Format

RFC5656(2009 12 )

Elliptic Curve Algorithm Integration in the Secure Shell Transport Layer

RFC6668(2012 7 )

SHA-2 Data Integrity Verification for the Secure Shell (SSH) Transport Layer
Protocol

RFC8268(2017 12 )

More Modular Exponentiation (MODP) Diffie-Hellman (DH) Key Exchange
(KEX) Groups for Secure Shell (SSH)

draft-ylonen-ssh-protocol-00
(1995 11 )

The SSH (Secure Shell) Remote Login Protocol

draft-ietf-secsh-filexfer-01
(2001 3 )

SSH File Transfer Protocol

A4 NTP
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A-4 NTP

(

RFC5905(2010 6 )

Network Time Protocol Version 4: Protocol and Algorithms Specification

A5 DNS

A-5 DNS

(

RFC1034(1987 )

Domain names - concepts and facilities

3
RFC1035(1987 3 )

Domain names - implementation and specification

A.6 EEE

A-6 EEE

IEEE802.3az
(IEEE Std 802.3az-2010)

Media Access Control Parameters, Physical Layers, and Management Parameters
for Energy-Efficient Ethernet

A.7  SYSLOG
A7 SYSLOG
(

RFC3164(2001 8 )

The BSD Syslog Protocol

RFC5424(2009 3 )

The Syslog Protocol

A.8 SNMP

A-8 SNMP

(

RFC1155(1990 5 )

Structure and Identification of Management Information for TCP/IP-based
Internets

RFC1157(1990 5 )

A Simple Network Management Protocol (SNMP)

RFC1901(1996 1 )

Introduction to Community-based SNMPv2

RFC1902(1996 1 )

Structure of Management Information for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC1903(1996 1 )

Textual Conventions for Version 2 of the Simple Network Management Protocol
(SNMPv2)

RFC1904(1996 1 )

Conformance Statements for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC1905(1996 1 )

Protocol Operations for Version 2 of the Simple Network Management Protocol
(SNMPv2)

RFC1906(1996 1 )

Transport Mappings for Version 2 of the Simple Network Management Protocol
(SNMPv2)

RFC1907(1996 1 )

Management Information Base for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC1908(1996 1 )

Coexistence between Version 1 and Version 2 of the Internet-standard Network
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Management Framework

RFC2578(1999 4 ) Structure of Management Information Version 2 (SMIv2)
RFC2579(1999 4 ) Textual Conventions for SMiv2
RFC2580(1999 4 ) Conformance Statements for SMIv2

RFC3410(2002 12 )

Introduction and Applicability Statements for Internet Standard Management
Framework

RFC3411(2002 12 )

An Architecture for Describing Simple Network Management Protocol (SNMP)
Management Frameworks

RFC3412(2002 12 )

Message Processing and Dispatching for the Simple Network Management
Protocol (SNMP)

RFC3413(2002 12 )

Simple Network Management Protocol (SNMP) Applications

RFC3414(2002 12 )

User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol (SNMPv3)

RFC3415(2002 12 )

View-based Access Control Model (VACM) for the Simple Network Management
Protocol (SNMP)

RFC3416(2002 12 )

Version 2 of the Protocol Operations for the Simple Network Management
Protocol (SNMP)

RFC3417(2002 12 )

Transport Mappings for the Simple Network Management Protocol (SNMP)

RFC3584(2003 8 )

Coexistence between Version 1, Version 2, and Version 3 of the Internet- standard
Network Management Framework

RFC3826(2004 6 )

The Advanced Encryption Standard (AES) Cipher Algorithm in the SNMP User-
based Security Model

RFC7860(2016 4 )

HMAC-SHA-2 Authentication Protocols in User-Based Security Model (USM) for
SNMPv3

A-9 MIB
( )

IEEE8023-LAG-MIB(2000 3 | Aggregation of Multiple Link Segments

)
IEEE8021-PAE-MIB(2001 6 | Port-Based Network Access Control

)
IEEE8021-CFM-MIB(2007 Virtual Bridged Local Area Networks Amendment 5: Connectivity Fault
12 ) Management
LLDP-V2-MIB(2009 6 ) Management Information Base module for LLDP configuration, statistics, local

system data and remote systems data components.

RFC1158(1990 5 )

Management Information Base for Network Management of TCP/IP-based
internets: MIB-II

RFC1213(1991 3 )

Management Information Base for Network Management of TCP/IP-based
internets: MIB-II

RFC1493(1993 6 ) Definitions of Managed Objects for Bridges
RFC1643(1994 7 ) Definitions of Managed Objects for the Ethernet-like Interface Types
RFC1757(1995 2 ) Remote Network Monitoring Management Information Base

RFC2233(1997 11 )

The Interfaces Group MIB using SMIv2

RFC2674(1999 8 )

Definitions of Managed Objects for Bridges with Traffic Classes, Multicast
Filtering and Virtual LAN Extensions

RFC2934(2000 10 )

Protocol Independent Multicast MIB for IPv4
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(IEEE Std 802.3af-2003)

( )
RFC3411(2002 12 ) An Architecture for Describing Simple Network Management Protocol (SNMP)
Management Frameworks
RFC3412(2002 12 ) Message Processing and Dispatching for the Simple Network Management
Protocol (SNMP)
RFC3413(2002 12 ) Simple Network Management Protocol (SNMP) Applications
RFC3414(2002 12 ) User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol (SNMPv3)
RFC3415(2002 12 ) View-based Access Control Model (VACM) for the Simple Network Management
Protocol (SNMP)
RFC3418(2002 12 ) Management Information Base (MIB) for the Simple Network Management
Protocol (SNMP)
RFC3621(2003 12 ) Power Ethernet MIB
RFC4022(2005 3 Management Information Base for the Transmission Control Protocol (TCP)
RFC4113(2005 6 Management Information Base for the User Datagram Protocol (UDP)
RFC4293(2006 4 Management Information Base for the Internet Protocol (IP)
A9
A-10
10BASE-T IEEE Std 802.3x-1997 IEEE Standards for Local and Metropolitan Area
100BASE-TX Networks:Specification for 802.3 Full Duplex Operation
1000BASE-T IEEE Std 802.2-1998 IEEE Standard for Information Technology -
1000BASE-X Telecommunications and Information Exchange Between
10GBASE-R Systems - Local and Metropolitan Area Networks - Specific
Requirements - Part 2: Logical Link Control
IEEE Std 802.3-2018 Carrier sense multiple access with collision detection
(CSMA/CD) access method and physical layer Specifications
1000BASE-X IEEE Std 802.3ah-2004 Amendment: Media Access Control Parameters, Physical Layers,
and Management Parameters for Subscriber Access Networks
IEEE Std 802.3z-1998 Media Access Control Parameters, Physical Layers, Repeater and
Management Parameters for 1,000 Mb/s Operation, Supplement
to Information Technology
10GBASE-R IEEE Std 802.3ae-2002 Media Access Control(MAC) Parameters, Physical Layer, and
Management Parameters for 10 Gb/s Operation
IEEE Std 802.3ag-2006 Carrier Sense Multiple Access with Collision Detection
(CSMA/CD) Access Method and Physical Layer Specifications
A-11 PoE
IEEE802.3af Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access

Method and Physical Layer Specifications
Amendment: Data Terminal Equipment (DTE)
Power via Media Dependent Interface (MDI)

IEEE802.3at

(IEEE Std 802.3at-2009)

Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access
Method and Physical Layer Specifications

Amendment: Data Terminal Equipment (DTE)
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Power Via the Media Dependent Interface (MDI) Enhancements

A.10

A-12

IEEE802.1AX
(IEEE Std 802.1AX-2008)

Aggregation of Multiple Link Segments

A.11 VLAN

A-13 VLAN

IEEE802.1Q
(IEEE Std 802.1Q-2003)

Virtual Bridged Local Area Networks

GVRP/GMRP

A.12

A-14

IEEE802.1D

(ANSI/IEEE Std 802.1D-1998
Edition)

Media Access Control (MAC) Bridges
(The Spanning Tree Algorithm and Protocol)

IEEE802.1t Media Access Control (MAC) Bridges -
(IEEE Std 802.1t-2001) Amendment 1
IEEE802.1w Media Access Control (MAC) Bridges -

(IEEE Std 802.1w-2001)

Amendment 2: Rapid Reconfiguration

IEEE802.1s
(IEEE Std 802.1s-2002)

Virtual Bridged Local Area Networks -
Amendment 3: Multiple Spanning Trees

A.13 IGMP snooping/MLD snooping

A-15 IGMP snooping/MLD snooping

( )

RFC4541(2006 5 )

Considerations for Internet Group Management Protocol (IGMP) and Multicast
Listener Discovery (MLD) Snooping Switches

A.14 IPv4

A-16 IPv4

RFC791(1981 9 )

Internet Protocol

601



RFC792(1981 9 ) Internet Control Message Protocol
RFC826(1982 11 ) An Ethernet Address Resolution Protocol: Or converting network protocol
addresses to 48.bit Ethernet address for transmission on Ethernet hardware
RFC922(1984 10 ) Broadcasting Internet datagrams in the presence of subnets
RFC950(1985 8 ) Internet Standard Subnetting Procedure
RFC1027(1987 10 ) Using ARP to implement transparent subnet gateways
RFC1122(1989 10 ) Requirements for Internet hosts-communication layers
RFC1519(1993 9 ) Classless Inter-Domain Routing (CIDR):an Address Assignment and Aggregation
Strategy
RFC1812(1995 6 ) Requirements for IP Version 4 Routers
A.15 IPv6
A-17 IPv6
(
RFC2474(1998 12 ) Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Headers
RFC2710(1999 10 ) Multicast Listener Discovery for IPv6
RFC4291(2006 2 ) IP Version 6 Addressing Architecture
RFC4443(2006 3 ) Internet Control Message Protocol (ICMPvV6) for the Internet Protocol Version 6
(IPv6) Specification
RFC4861(2007 9 ) Neighbor Discovery for IP Version 6 (IPv6)
RFC4862(2007 9 ) IPv6 Stateless Address Autoconfiguration
RFC8200(2017 7 ) Internet Protocol, Version 6 (IPv6) Specification
A.16 DHCP
A-18 DHCP
(
RFC2131(1997 3 ) Dynamic Host Configuration Protocol
RFC2132(1997 3 ) DHCP Options and BOOTP Vendor Extensions
RFC2136 (1997 4 ) Dynamic Updates in the Domain Name System (DNS UPDATE)
RFC3679 (2004 1 ) Unused Dynamic Host Configuration Protocol (DHCP) Option Codes
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