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Ver. 2.6

2
IEEE802.1X clear dotlx dead-interval-timer
2

Ver. 2.5

Ver. 2.4
copy <target file> runnning-config
erase configuration

VLAN restart vlan restart vlan mac-manager

Web set web-authentication html-files html-fileset <name>
clear web-authentication html-files html-fileset <name>

-all

Ver. 2.2

IEEE802.1X port <port list> <switch
no.>
show dotl1x statistics
show dotlx
clear dotlx statistics
clear dotlx auth-state
reauthenticate dot1x
show authentication multi-step port <port

list> <switch no.>

DHCP snooping

interface <interface type> <interface

number> <switch no.>

show ip dhcp snooping binding
clear ip dhcp snooping binding




Ver. 2.1

{/ipv4 | lipv6}

telnet
ftp
tftp
SSH {-4|-6}
ssh
sftp
scp
ftp <ftp-server>
backup
restore
IGMP/MLD snooping mrouter mrouter statistics
show igmp-snooping
clear igmp-snooping
IPv4 show ip-dual interface
show netstat addressfamily inet6
IPv6
IPv6
Ver. 1.1

erase startup-config

100BASE-TX/1000BASE-T/2.5GBASE-T

show interfaces
clear counters
activate
inactivate

no test interfaces

100BASE-TX/1000BASE-T/2.5GBASE-T
show port

test interfaces 2500base-t
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AC Alternating Current

ACK ACKnowledge

AES Advanced Encryption Standard

ANSI American National Standards Institute
ARP Address Resolution Protocol

bit/s bits per second *bps

BPDU Bridge Protocol Data Unit

CA Certificate Authority

CBC Cipher Block Chaining

cC Continuity Check

CFM Connectivity Fault Management

CIST Common and Internal Spanning Tree

CRC Cyclic Redundancy Check

CSMA/CD Carrier Sense Multiple Access with Collision Detection
CST Common Spanning Tree

DA Destination Address



DC Direct Current

DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol

DNS Domain Name System

DRR Deficit Round Robin

DSA Digital Signature Algorithm

DSAP Destination Service Access Point

DSCP Differentiated Services Code Point

DSS Digital Signature Standard

E-Mail Electronic Mail

EAP Extensible Authentication Protocol

EAPOL EAP Over LAN

ECDHE Elliptic Curve Diffie-Hellman key exchange, Ephemeral
ECDSA Elliptic Curve Digital Signature Algorithm
EEE Energy Efficient Ethernet

FAN Fan Unit

FCS Frame Check Sequence

FDB Filtering DataBase

FQDN Fully Qualified Domain Name

GCM Galois/Counter Mode

GSRP Gigabit Switch Redundancy Protocol

HMAC Keyed-Hashing for Message Authentication
HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

1ANA Internet Assigned Numbers Authority

1CMP Internet Control Message Protocol

1CMPV6 Internet Control Message Protocol version 6
1D Identifier

1EEE Institute of Electrical and Electronics Engineers, Inc.
IETF the Internet Engineering Task Force

1GMP Internet Group Management Protocol

1P Internet Protocol

1Pv4 Internet Protocol version 4

1Pv6 Internet Protocol version 6

ISP Internet Service Provider

IST Internal Spanning Tree

L2LD Layer 2 Loop Detection

LAN Local Area Network

LED Light Emitting Diode

LLC Logical Link Control

LLDP Link Layer Discovery Protocol

MA Maintenance Association

MAC Media Access Control

MC Memory Card

MD5 Message Digest 5

MDI Medium Dependent Interface

MDI-X Medium Dependent Interface crossover

MEP Maintenance association End Point

MIB Management Information Base



MIP
MLD
MSTI
MSTP
MTU
NAK
NAS
NDP
NTP
0AM
oul
packet/s
PAD
PAE
PC
PDU
PGP
PID
PIM
PoE
PQ
PS
QoS
RA
RADIUS
RDI
REJ
RFC
RMON
RQ
RSA
RSTP
SA
SFD
SFP
SFP+
SHA
SMTP
SNAP
SNMP
SSAP
SSH
SSL
STP
TACACS+
TCP/IP
TLS
TLV
TOS

Maintenance domain Intermediate Point
Multicast Listener Discovery

Multiple Spanning Tree Instance
Multiple Spanning Tree Protocol
Maximum Transmission Unit

Not AcKnowledge

Network Access Server

Neighbor Discovery Protocol

Network Time Protocol
Operations,Administration,and Maintenance
Organizationally Unique ldentifier
packets per second *pps

PADding

Port Access Entity

Personal Computer

Protocol Data Unit

Pretty Good Privacy

Protocol IDentifier

Protocol Independent Multicast

Power over Ethernet

Priority Queueing

Power Supply

Quality of Service

Router Advertisement

Remote Authentication Dial In User Service
Remote Defect Indication

REJect

Request For Comments

Remote Network Monitoring MIB

ReQuest

Rivest, Shamir, Adleman

Rapid Spanning Tree Protocol

Source Address

Start Frame Delimiter

Small Form factor Pluggable

enhanced Small Form-factor Pluggable
Secure Hash Algorithm

Simple Mail Transfer Protocol
Sub-Network Access Protocol

Simple Network Management Protocol
Source Service Access Point

Secure Shell

Secure Socket Layer

Spanning Tree Protocol

Terminal Access Controller Access Control System Plus
Transmission Control Protocol/Internet Protocol
Transport Layer Security

Type, Length, and Value

Type OF Service



TPID Tag Protocol ldentifier

TTL Time To Live

uDLD Uni-Directional Link Detection

UDP User Datagram Protocol

usB Universal Serial Bus

VLAN Virtual LAN

WAN Wide Area Network

Www World-Wide Web
m KB
1KB 1MB 1GB 1TB 1024
10242 10243 1024*
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1 22
22

23

25

28

29

2 30
30

enable 31
disable 32
quit 33
exit 34
logout 35
configure(configure terminal) 36
37

set exec-timeout 38
set terminal help 39
set terminal pager 40
show history 41
telnet 42
ftp 44
tftp 48
51

show running-config(show configuration) 52
show startup-config 53
copy 54
erase startup-config 57
show file 58
cd 61
pwd 62
Is 63
dir 65
cat 63



cp 68

mkdir 70
mv 71
rm 72
rmdir 73
delete 74
undelete 75
squeeze 76
5 RADIUS/TACACS+ 77
adduser 78
rmuser 80
password 81
clear password 83
show sessions (who) 84
show whoami (who am i) 85
killuser 88
show accounting 90
clear accounting 94
restart accounting 95
dump protocols accounting 97
6 SSH 98
ssh 99
sftp 102
scp 106
show ssh hostkey 109
set ssh hostkey 111
erase ssh hostkey 113
show ssh logging 114
clear ssh logging 120
7 NTP 121
show clock 122
set clock 123
show ntp associations 124
restart ntp 126
8 127
diff 128
grep 129
more 130
less 131
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12

tail 132
hexdump 133
9 134
show version 135
show system 137
clear control-counter 143
show environment 144
reload 148
show tech-support 150
backup 153
restore 155
10 MC 157
show mc 158
format mc 159
show flash 160
11 162
show cpu 163
show processes 166
show memory 168
df 169
du 170
12 171
erase dumpfile 172
show dumpfile 173
13 MC 175
set mc-configuration 176
update mc-configuration 177
14 178
ppupdate 179
set license 181
show license 182
erase license 183
15 184
show power 185
16 186
show logging 187
clear logging 189
show logging console 190



set logging console 191

17 SNMP 192
show snmp 193
show snmp pending 198
snmp lookup 200
snmp get 201
snmp getnext 202
snmp walk 204
snmp rget 206
snmp rgetnext 207
snmp rwalk 209

18 211
python 212
stop python 216
pyflakes 217
install script 218
uninstall script 220
show script installed-file 221
show script running-state 223
show event manager history 225
show event manager monitor 227
clear event manager 232
restart script-manager 234
restart event-manager 235
dump script-user-program 236
dump script-manager 238
dump event-manager 239

19 Python 240

241
__init__ commandline.CommandLine 242
exec commandline.CommandLine 243
exit commandline.CommandLine 245
set_default_timeout commandline.CommandLine 246
set_default_logging commandline.CommandLine 247
sysmsg.send 249
eventmonitor.regist_sysmsg 251
eventmonitor.regist_cron_timer 255
eventmonitor.regist_interval_timer 258
eventmonitor.event_delete 260
eventmonitor.event_receive 261

13



eventmonitor.get_exec_trigger 264

3 267
20 267
show interfaces 268
clear counters 277
show port 278
activate 289
inactivate 290
test interfaces 291
no test interfaces 294
show power inline 297
activate power inline 301
inactivate power inline 302
21 303
show channel-group 304
show channel-group statistics 313
clear channel-group statistics lacp 318
restart link-aggregation 319
dump protocols link-aggregation 320
4 2 321
22 MAC 321
show mac-address-table 322
clear mac-address-table 326
23 VLAN 328
show vlan 329
show vlan mac-vlan 337
restart vlan mac-manager 340
dump protocols vian 342
24 343
show spanning-tree 344
show spanning-tree statistics 372
clear spanning-tree statistics 379
clear spanning-tree detected-protocol 381
show spanning-tree port-count 383
restart spanning-tree 385
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dump protocols spanning-tree 386

25 Ring Protocol 387
show axrp 388
restart axrp 391
dump protocols axrp 393

26 IGMP/MLD snooping 394
show igmp-snooping 395
clear igmp-snooping 402
show mld-snooping 404
clear mld-snooping 409
restart snooping 410
dump protocols snooping 411
5 P 412

27 1Pv4 412
show ip-dual interface 413
show ip interface 416
show ip arp 419
clear arp-cache 422
show netstat(netstat) 424
ping 427
traceroute 430
show ip route 432
show tcpdump (tcpdump) 433

28 IPV6 440
show ip-dual interface 441
show ipv6 interface 442
show ipv6 neighbors 445
clear ipv6 neighbors 447
show netstat(netstat) 449
ping ipv6 450
traceroute ipv6 453
show ipv6 route 455
show ipv6 router-advertisement 456
show tcpdump (tcpdump) 458

29 DHCP 459
show ip dhcp binding 460
clear ip dhcp binding 462
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show ip dhcp import 463
show ip dhcp conflict 465
clear ip dhcp conflict 466
show ip dhcp server statistics 467
clear ip dhcp server statistics 469
restart dhcp 470
dump protocols dhcp 471
dhcp server monitor 472
no dhcp server monitor 473
6 QoS 474
30 474
show access-filter 475
clear access-filter 480
31 QoS 482
show qos-flow 483
clear gos-flow 485
show gos queueing 487
clear gos queueing 491
7 2 492
32 2 492
show authentication fail-list 493
clear authentication fail-list 495
33 IEEE802.1X 496
show dotlx statistics 497
show dotlx 499
clear dotlx statistics 504
clear dot1lx auth-state 505
clear dotlx dead-interval-timer 507
reauthenticate dotlx 508
restart dotlx 510
dump protocols dotlx 512
show dot1x logging 513
clear dot1x logging 521
34 Web 522
set web-authentication user 523
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set web-authentication passwd 524

set web-authentication vlan 525
remove web-authentication user 526
show web-authentication user 527
show web-authentication login 529
show web-authentication logging 531
show web-authentication 541
show web-authentication statistics 545
clear web-authentication logging 547
clear web-authentication statistics 548
commit web-authentication 549
store web-authentication 550
load web-authentication 551
clear web-authentication auth-state 553
set web-authentication html-files 555
clear web-authentication html-files 558
show web-authentication html-files 560
clear web-authentication dead-interval-timer 563
set web-authentication ssl-crt 564
clear web-authentication ssl-crt 566
show web-authentication ssl-crt 567
restart web-authentication 569
dump protocols web-authentication 571
35 MAC 572
show mac-authentication login 573
show mac-authentication logging 575
show mac-authentication 585
show mac-authentication statistics 589
clear mac-authentication auth-state 591
clear mac-authentication logging 592
clear mac-authentication statistics 593
set mac-authentication mac-address 594
remove mac-authentication mac-address 596
commit mac-authentication 597
show mac-authentication mac-address 598
store mac-authentication 600
load mac-authentication 601
restart mac-authentication 602
dump protocols mac-authentication 603
clear mac-authentication dead-interval-timer 604

17



36 605
show authentication multi-step 606

8 609
37 DHCP snooping 609
show ip dhcp shooping binding 610
clear ip dhcp snooping binding 613
show ip dhcp shooping statistics 615
clear ip dhcp snooping statistics 617
show ip arp inspection statistics 618
clear ip arp inspection statistics 620
show ip dhcp shooping logging 621
clear ip dhcp snooping logging 631
restart dhcp snooping 632
dump protocols dhcp snooping 633

9 634

38 GSRP aware 634
show gsrp aware 635
restart gsrp 637
dump protocols gsrp 639

39 640
show switchport-backup 641

set switchport-backup active 645
restart uplink-redundant 646
dump protocols uplink-redundant 647
show switchport-backup statistics 648
clear switchport-backup statistics 650

10 652

40 L2 652
show loop-detection 653
show loop-detection statistics 656
show loop-detection logging 659
clear loop-detection statistics 661
clear loop-detection logging 662
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restart loop-detection 663
dump protocols loop-detection 664
41 665
show storm-control 666
clear storm-control 670
11 671
42 sFlow 671
show sflow 672
clear sflow statistics 675
restart sflow 676
dump sflow 677
43 IEEE802.3ah/UDLD 678
show efmoam 679
show efmoam statistics 681
clear efmoam statistics 683
restart efmoam 684
dump protocols efmoam 686
44 CFM 687
[2ping 688
[2traceroute 691
show cfm 693
show cfm remote-mep 697
show cfm fault 701
show cfm I2traceroute-db 704
show cfm statistics 708
clear cfm remote-mep 712
clear cfm fault 713
clear cfm I2traceroute-db 714
clear cfm statistics 715
restart cfm 717
dump protocols cfm 718
45 LLDP 719
show lldp 720
show lldp statistics 728
clear lldp 730
clear lldp statistics 731
restart lldp 732
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dump protocols lldp 733
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46.1.14 748
46.1.15 749
46.1.16 751
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46.1.20 Ring Protocol 753
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46.1.31 761
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>
os}
>
w

Date

11

Date yyyy/mm/dd hh:mm:ss timezone !

<interface name>

<interface name>

interface gigabitethernet geth1/0/1
<switch no.>/<nif no.>/<port no.>

23



interface tengigabitethernet

interface vlan <vlan id>

interface loopback 0

<interface name>
tengeth1/0/27
<switch no.>/<nif no.>/<port no.>
VLANO0002
4 <vlan id>
loopback0

24



1-3
1 ip access-list standard inbound1
2 -
MAC 2 16 1234.5607.08ef
MAC . 0000.00ff.ffff
IPv4 1 10 192.168.0.14
255.255.255.0
IPv6 2 16 3ffe:501:811:ff03::87ff:fed0:c7e0
. fe80::200:87ff:fe5a:13c7
IPv6 % fe80::200:87ff:fe5a:13¢7%VLANO00L
IPv6
IPv6
m <switch no.> <nif no.> <port no.>
<switch no.> <nif no.> <port no.>
1-4 <switch no.> <nif no.> <port no.>
<switch no.> <nif no.> <port no.>

1P8800/52340-16T4X 1 0 1 20
1P8800/52340-24T4X 1 30
1P8800/52340-24TH4X 1 30
1P8800/52340-48T4X 1 54
1P8800/52340-24P4X 1 30
1P8800/52340-24PH4X 1 30
1P8800/S52340-48P4X 1 54
1P8800/52340-16P8MP2X 1 26

1-5 <switch no.> <nif no.> <port no.> PoE

<switch no.> <nif no.> <port no.>

1P8800/S2340-24P4X 1 0 1 24
1P8800/S2340-24PH4X 1 24

25



<switch no.> <nif no.> <port no.>
1P8800/S2340-48P4X 1 48
1P8800/S2340-16P8MP2X 1 24
m <port list>
<port list> <switch no.>/<nif no.>/<port no.> - , *
<switch no.>/<nif no.>/<port no.>
<switch no.> <nif no.> <port no.>
1/0/1-3,5 -
1/*/* *
m <channel group number>
<channel group number>
1-6 <channel group number>
1 1 120
m <channel group list>
<channel group list> - ,
1-3,5,10
m <vlan id>
<vlan id> 1 4094
m <vlan id list>
<vlan id list> - , VLAN ID
VLAN ID VLAN ID=1 VLAN VLANID
VLAN ID
1-3,5,10
]

<interface type> <interface number>

26



1-7
<interface type> <interface number>
gigabitethernet <switch no.>/<nif no.>/<port no.>
tengigabitethernet <switch no.>/<nif no.>/<port no.>
port-channel <channel group number>
VLAN vlan <vlan id>

loopback 0
<interface type>

1-8 <interface type>

<interface type>

<interface type>

gigabitethernet

10BASE-T/100BASE-TX/1000BASE-T
100BASE-TX/1000BASE-T/2.5GBASE-T
SFP

tengigabitethernet

SFP+/SFP

27



1-9

0x20 0 0x30 @ 0x40 P 0x50 ) 0x60 p 0x70
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
" 0x22 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 S 0x73
$ 0x24 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 u 0x55 e 0x65 u 0x75
& 0x26 6 0x36 F 0x46 \% 0x56 f 0x66 v 0x76
' 0x27 7 0x37 G 0x47 W 0x57 g 0x67 w ox77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x29 9 0x39 | 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A O0x3A J Ox4A Z 0x5A j Ox6A z OX7A
+ 0x2B ; 0x3B K 0x4B [ 0x5B k 0x6B { 0x7B
, 0x2C < 0x3C L 0x4C ¥ 0x5C | 0x6C | 0x7C
- 0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D
Ox2E > 0x3E N Ox4E A Ox5E n O0x6E ~ Ox7E

/ Ox2F ? O0x3F 0} Ox4F _ Ox5F 0 Ox6F -

?  Ox3F Ctrl + V ?

28



( Vol.1 5.2.3
1-10
1 % illegal parameter at "' N
marker
2 % too long at "' marker n
3 % Incomplete command at "M
marker
4 % illegal option at ' marker n
5 % illegal value at *** marker N
6 % illegal name at *** marker N
7 % out of range "\ marker N
8 % illegal IP address formatat | ' 1Pv4 IPv4 IPv6
‘"N marker IPv6
9 % illegal combination or N
already appeared at '~ marker
10 % illegal format at"™' marker n
11 % Permission denied
12 % internal program error
13 % Command not authorized. RADIUS/TACACS+
RADIUS/TACACS+
14 % illegal parameter at ‘<word>' '<word>'
'<word>" word
<word>
15 % illegal switch number at '~ | '~
marker
16 % list entry over at '~ marker | 'V

29
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enable

configure

enable

2-1
> enable
Password:******
#

password

31



disable

disable

2-2
# disable
>

32



quit

quit

2-3
# quit

33

disable



exit

exit

2-4
# exit

34

disable



logout

logout

2-5
# logout
login:

35



configure(configure terminal)

configure [terminal]

terminal

2-6
# configure
(config)#

3. configure
copy

status
Ctrl C
end
show logging
end

36

tty

save

tty
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set exec-timeout

\ol.1 4.3(3)

set exec-timeout <minutes>
<minutes>

0

3-1 30
> set exec-timeout 30
[ ]

username

38

60

exec-timeout



set terminal help

set terminal help { all | no-utility }

all

no-utility

3-2
> set terminal help all

3-3

> set terminal help no-utility

username  terminal-help

39



set terminal pager

\Vol.1

set terminal pager [{ enable | disable }]

{ enable | disable }

enable

disable

3-4
> set terminal pager disable

3-5
> set terminal pager enable

40

5.2.8

username

terminal-pager



show history

show history

show history
> show history
1 show system
2 show interfaces
3 show logging
4 show history

41



telnet

telnet <host> [{/ipv4 | /ipv6}] [/source-interface <source address>] [<port>]

<host>
IP IP IPv4 IPv6

IPv6
{/ipv4 | /ipv6}
lipv4
IPv4
lipv6
IPv6

1Pv4 IPv6

/source-interface <source address>

telnet IP IP IPv4 IPv6
IP
<port>
23
<host>
1. IP 192.168.0.1 telnet

> telnet 192.168.0.1

telnet

Trying 192.168.0.1 ...

30

42



Connected to 192.168.0.1
Escape character is "~]".

login: username
Password: *xxxxxrx

IPv6 3ffe:1:100::250 telnet
> telnet 3ffe:1:100::250
Trying 3ffe:1:100::250...

Trying... Ctrl C
login Ctrl D
[Enter] 0x0D 0x0DOA
0x0D 0x0A

N Ctrl ] telnet>

quit telnet telnet>
Ctrl C
Al Cctrl ]
quit telnet

43



TCP IP

ftp [<host> [{/ipv4 | /ipv6}] [/source-interface <source address>]]

<host>

IPv4 IPv6
IPv6

ftp open

{/ipv4 | lipv6}
lipv4
IPv4
fipv6
IPv6

IPv4 IPv6
/source-interface <source address>

ftp IP IP 1Pv4 IPv6

ftp open

IP 192.168.0.1
> ftp 192.168.0.1

ftp

[Enter]

44



Name:

[Enter]
Password:
ftp>
[Enter]
get <remote-file> [<local-file>]
local-file
mget <remote-files>
get mget *.txt
put <local-file> [<remote-file>]
remote-file

mput <local-files>
put mput *.txt

"“ftp>" get put
ascii
ASCII
binary
binary
[ bye | quit | exit ]
FTP ftp
cd <remote-directory>
remote-directory
cdup

chmod <mode> <remote-file>
remote-file

close

mode

FTP "fp>"

debug
on/off
delete <remote-file>
remote-file
hash
1024 "

{help | ?} [<command>]
command

45

off

on/off



Icd [<directory>]

lols [<local-directory>]
local-directory

[ lopwd | Ipwd ]

Ipage <local-file>
local-file
Is [<remote-directory>] [<local-file>]
remote-directory
local-file
mdelete [<remote-files>]
remote-files

mkdir <directory-name>

more [ <remote-file> | page <remote-file> ]

remote-files
open <host> [<port>]
FTP
ftp FTP
passive
on/off
progress
on/off
prompt
on/off
on
mput
on
pwd

rename <from-name> <to-name>
from-name
rmdir <directory-name>

status
ftp
verbose
on/off

46

directory

on

mdelete

to-name

on

off

FTP

mget



1Pv4 ftp
| L]xx.xx.xx.xx | xxxx ] ":command not found

Ctrl z

XX XK XX XX | XXXX

a7

ftp

ftp

"500 'EPRT
IPv4



tftp

UDP TFTP
Option Extension RFC2347 2348 2349 TFTP

tftp [<host> [{/ipv4 | /ipv6}] [/source-interface <source address>] [<port>]]

<host>

IPv4 IPv6
IPv6

tftp connect

{/ipv4 | lipv6}
lipv4
IPv4
lipv6
IPv6

IPv4 IPv6
/source-interface <source address>

tftp IP 1Pv4 IPv6

<port>

69

tftp connect

IP 192.168.0.1
> tftp 192.168.0.1

48



tftp tftp

tftp
connect quit tftp
1.
tftp>
[Enter]
get <remote-file> [<local-file>]
local-file
put <local-file> [<remote-file>]
remote-file
2.
"tftp>" get put
connect <host> [port]
TFTP
mode
quit
tftp
trace
on/off on TFTP
off
status
binary
binary octet
ascii
ascii  netascii
blksize [<size>]
RFC2348 TFTP Blocksize Option
<size> 8 65464 8192 <size>

? [<command>]
command
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tftp tftp> connect

tftp> get/put
TFTP Access violation
Ctrl z
TFTP Option Extension RFC2347 2348 2349 TFTP

TFTP RFC1350
Transfer timed out.
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show running-config(show configuration)

show running-config
show configuration

2. copy
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show startup-config

show startup-config

copy
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copy

copy <source file> <target file> [debug]

<source file>

<source file>

<file name>
[ ]
[ ]
URL

FTP
ftp://[<user name>[:<password>]@]<host>[:<port>]/<file path>
TFTP
tftp://<host>[:<port>]/<file path>
HTTP

http://[<user name>[:<password>]@]<host>[:<port>]/[<file path>]
<user name>
<password>
<host> IP

IPV6 "1

[2001:db8::10]

<port>
<file path>
ftp  http <user name>  <password>
<password>

running-config
startup-config

<target file>

<file name> startup-config <source file>
copy <file name> <file name>

<target file> HTTP
running-config

debug
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"Data transfer failed."

# copy running-config startup-config
Configuration file copy to startup-config?(y/n):y

# copy running-config ftp://staff@192.168.10.10/backup.cnf
Configuration file copy to ftp://staff(®192.168.10.10/backup.cnf?

G/ny:y

Authentication for 192.168.10.10.

User: staff

Password: xxx <- staff

transferring

Data transfer succeeded.
#

erase startup-config

show mc

2MB
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URL <password>

<password>

URL <host>
fusr/home/staff/a.cnf

<filepath>

save

MC
update mc-configuration
configuration

ll/ll
ftp://<host>//usr/home/staff/a.cnf

update mc-configuration
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ftp

update mc-



erase startup-config

erase startup-config

# erase startup-config
Do you wish to erase startup-config? (y/n): y
1#
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show file

show file <file name> [debug]

<file name>
[ ]
[ ]
URL
FTP

debug

ftp://[<user name>[:<password>]@]<host>[:<port>]/<filepath>
TFTP
tftp://<host>[:<port>]/<filepath>
HTTP
http://[<user name>[:<password>]@]<host>[:<port>]/[<filepath>]
<user name>
<password>
<host> IP
IPv6 "1
[2001:db8::10]
<port>
<filepath>
ftp http <user name> <password>
<password>

"Data transfer failed."

> show file ftp://staff@192.168.10.10/backup.cnf
Date 20XX/01/20 12:00:00 UTC
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Authentication for 192.168.10.10.

User: staff

Password: xxx <- staff
transferring...

interface gigabitethernet 0/1

switchport mode access

### Total 3 lines.
>

[ ]
> show file ftp://staff@192.168.10.10//usr/home/staff/
Date 20XX/01/20 12:00:00 UTC
Authentication for 192.168.10.10.
User: staff
Password: xxx <- staff
transferring...
### List of remote directory.
total 9
-rW---——-- 1 staff user 34 Dec 8 11:31 _clihihistory
-rW----—-- 1 staff user 408 Dec 8 12:32 .clihistory
-rW---——-- 1 staff user 0 Dec 8 12:32 .history
-rw-r--r-- 1 staff user 109 Dec 8 10:02 .login
-rw-r--r-- 1 staff user 268 Dec 8 10:02 .tcshrc
-rw-r--r-- 1 staff user 34 Dec 12 12:62 backup.cnf
>
1. ASCII
HTTP "Data transfer failed."
2. <file name> URL <password>
<password>
3. FTP e
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4.

URL

<host>

Jusr/home/staff/a.cnf

<filepath>

ll/ll
ftp://<host>//usr/home/staff/a.cnf
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cd

cd [<directory>]

<directory>
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pwd

pwd
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cat

cat [<option>] <file name>

<option>

-n

<file name>
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Is [<option>] [<names>]

Is mc-dir

<option>
-a

<names>

mc-dir

MC

MC

>Is me-dir

1.  mc-dir

2. MC

MC
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dir

fall  summary /deleted Is

dir /all [summary]
dir /deleted

fall
delete
deleted [1
summary
delete
deleted [1
/deleted
deleted
deleted [1
° deleted
4-1 Jall summary

> dir /all summary

Directory of ./:

userfilel userfile2 userfile3

[userfile4]

>
° deleted

4-2 [all

> dir /all

Directory of ./:

- -rw-r--r-- user user 123117 Jan 27 14:18 userfilel

- -rw-r--r-- user user 344 Jan 27 14:55 userfile2
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6 -rw-r--r-- user user 16 Jan 27 17:57 [userfile3]
>

° deleted

4-3
> dir /deleted
Directory of /mcO:

4 user2 user 5555 Jan 27 11:10 [/usr/home/user2/testfile]
6 userl user 16 Jan 27 17:57 [/usr/home/userl/usefile4]
>
4-1 Jall
)
1 2 1 64
4 13
d
r
w
X
+0
+1
+2
+3
+4
+5
+6
+7
+8
+9
15 22
24 31
33 40
42 51
53
4-2 /deleted
)
1 2 1 64
4 9
11 16
18 25
27 38
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40
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cp

cp [<option>] <file namel> <file name2>

cp <file namel> mc-file <mc file name2>
( MC

cp mc-file <mc file namel> <file name2>
(MC

<option>
-r

<file namel>

<file name2>

mc-file <mc file name2>

MC
MC
255
mc-file <mc file namel>
MC
MC
255
° filel

>cp filel mc-file file2

e MC filel
>cp mc-File filel file2

MC  file2

file2
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mc-file

1.
2.

mc-file

MC

MC

2/
2/

MC
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mkdir

mkdir [<option>] <directory>
mkdir mc-dir <directory>

<option>

P

<directory>

me-dir <directory>
MC
MC

255

MC newdir
>mkdir mc-dir newdir

1. mcdir MC
2. MC
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mv

mv [<option>] <file namel> <file name2>
mv [<option>] <directoryl> <directory2>
mv [<option>] <names> <dir>

<option>

-f

<file namel>

<file name2>

<directory1>

<directory2>

<names>

<dir>
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m

rm [<option>] <file name>
rm mc-Ffile <mc file name>

<option>

-r

<file name>

mc-file <mc file name>

MC

MC

MC filel
>rm mc-File filel

1. mc-file MC
2.

255

-r

<file name>
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rmdir

rmdir <directory>
rmdir mc-dir <directory>

<directory>

mc-dir <directory>
MC
MC

MC deldir
>rmdir mc-dir deldir

1. mcdir MC
2. MC
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delete

64

delete <file name>

<file name>

4-4
> delete userfile
>

delete

RAM

undelete
squeeze

dir
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undelete

undelete <index>

<index>

/deleted

delete

4-5
> dir /all

Directory of ./:

- -rW-r--r-- user
- -rw-r--r-- user
- -rW-r--r-- user
6 -rw-r--r-- user
> undelete 6

>

1. delete

m

4.  squeeze

deleted

user
user
user
user

deleted

123117 Jan 27 14:18 userfilel
344 Jan 27 14:55 userfile2
22310 Jan 27 17:38 userfile3

16 Jan 27 17:57 [userfile4]

deleted
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dir

dir /all

dir



squeeze

deleted delete

squeeze

delete deleted

4-6 squeeze

> squeeze

All deleted files will be erased.
y/n)?:y

Squeezing. ..

Done

>

2. undelete
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RADIUS/TACACS+

o

RADIUS/TACACS+
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5 RADIUS/TACACS+

adduser

adduser <user name> [no-flash]

<user name>

root daemon bin sys sync nobody systemd-timesync systemd-bus-proxy messagebus
remote_user admin script

no-flash

1. userl
# adduser userl

User(empty password) add done. Please setting password.

2.
Changing local password for newuser.
New password:****x*xx
Enter
3.
Retype new password:****xx*x
# quit
>
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RADIUS/TACACS+

root admin
6 6
128
129 128
no-flash
adduser no-flash
set exec-timeout  set terminal help set terminal pager
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5 RADIUS/TACACS+

rmuser

adduser

rmuser <user name>

<user name>

1. "operator”
# rmuser operator

2.
Delete user “operator®? (y/n): _
ny
"
1.
"operator"
2.
3.
4,
logout exit

"operator"
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5 RADIUS/TACACS+

password

2. enable

password [<user name>]
password enable-mode

<user name>

enable-mode

enable

° operator
# password operator
Changing local password for operator
New password:z******** <_
Retype new password:****xx** <_
#

> password

Changing local password for Xxxxxxx <-
O0ld password:******** <_

New password:******** <_

Retype new password:******** <_

>
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RADIUS/TACACS+

Old password:

129

82

128

New password:
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5 RADIUS/TACACS+

clear password

clear password [<user name>]
clear password enable-mode

<user name>

enable-mode

enable

> clear password

Changing local password for Xxxxxxx <-
0ld password:**xx**i* <_

Password cleared.

>

enable
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5 RADIUS/TACACS+

show sessions (who)

show sessions
who

5-1
> show sessions
Date 20XX/06/16 12:00:00 UTC

operator console ----- 0 Jun 15 14:16 <-1
operator pts/0 admin 2 Jun 15 14:16 (192.168.0.1) <=2
operator pts/1  ---—-- 3 Jun 15 14:17 (192.168.0.1) <-3
staff pts/2 = -——-- 4 Jun 15 15:52 (192.168.0.1) <-4
>

1. CONSOLE

2

3

4

[ ]

e fty

. "admin" Memmm- "

[ ]

.

. IP

1
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5 RADIUS/TACACS+

show whoami (who am i)

TACACS+ RADIUS

show whoami
who am i

5-2
> show whoami
Date 20XX/01/07 12:00:00 UTC
operator pts/0  ----- 2 Jan 6 14:17 (192.168.0.1)
>

TACACS+ RADIUS

e staffi TACACS

"show"
config show ip"
> show whoami
Date 20XX/01/07 12:00:00 UTC
staffl pts/0  ———-- 2 Jan 6 14:17 (192.168.0.1)

Home-directory: /usr/home/staffl
Authentication: TACACS+ (Server 10.10.10.10)
Class: -----
Command-list:
Allow: "show"
Deny : "enable,inactivate,reload,config,show ip"

e staff2 RADIUS
nomanage reload
> show whoami
Date 20XX/01/07 12:00:00 UTC
staff2 pts/0  -—--- 2 Jan 6 14:17 (192.168.0.1)

Home-directory: /usr/home/remote_user
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reload



5 RADIUS/TACACS+

Authentication: RADIUS (Server 10.10.10.10)
Class: nomanage

Allow: --—-—-

Deny : "adduser,rmuser,clear password,password,killuser”
Command-list:

Deny : "reload"

e staff3
allcommand
> show whoami
Date 20XX/01/07 12:00:00 UTC
staff3 pts/0  --——- 2 Jan 6 14:17 (192.168.0.1)

Home-directory: /usr/home/staff3
Authentication: LOCAL
Class: allcommand
Allow: "all"
Deny : --—--
Command-list: -----
>

5-1 show whoami

tty
"admin” A

Home-directory

Authentication RADIUS TACACS+ LOCAL
RADIUS TACACS+

Authorization TACACS+ LOCAL

Python
commandline
Authentication

TACACS+
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RADIUS/TACACS+

Class
(Invalid Class)

Allow
"root" Command unlimited

Deny
"root" Command unlimited

Command-list

"root"

Allow

ASCII

Deny

ASCII

ASCII
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5 RADIUS/TACACS+

killuser

killuser <login no.>

<login no.>

show sessions

1

show sessions

5-3
> show sessions
Date 20XX/01/07 12:00:00 UTC

operator console ----- 0 Jan 6 14:16 <-1
staff pts/0 admin 2 Jan 6 14:16 (192.168.0.1) <-2
staff pts/1  ———-- 3 Jan 6 14:17 (192.168.0.1) <-3
operator pts/2 = ----- 4 Jan 6 14:20 (localhost) <-4
>

> killuser 2 <-5
1. 0

2. 2

3. 3

4. 4

5. staff 3 2
1.
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RADIUS/TACACS+

logout exit

2 “staff" 4 "operator"”

TCP TCP
10

89
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5 RADIUS/TACACS+

show accounting

show accounting

5-4

>show accounting

Date 20XX/09/26 10:52:49 UTC

Since 20XX/09/26 10:45:00 UTC

Event
Login : 15
Command: -
Total : 25
InQueue: 10
Discard: 5
[RADIUS]

Host: RADIUS111
Event Counts:
Request Information
Send

Communicate Error:

Timeout

Host: 192.168.111.111
Event Counts:
Request Information

Send

Communicate Error:

Timeout

>show accounting

Date 20XX/09/26 10:52:49 UTC

Logout :
Config :
10
0
0
10
10

Since 20XX/09/26 10:45:00 UTC

10

(Timeout: 30 Retransmit:
Response Information
Success
Failure
Invalid

(Timeout: 30 Retransmit:
Response Information
Success
Failure
Invalid
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5 RADIUS/TACACS+

Event
Login : 6 Logout : 6
Command: 0 Config : 60000
Total : 60012
InQueue: 512 (Congestion)
Discard: 55000
[TACACS+]
Host: 192.168.111.112
Event Counts: 500 (Timeout: 0)
Request Information Response Information
Send : 500 Success : 400
Communicate Error: 0 Failure : 100
Timeout : 0 Invalid : 0
5-2
Since yyyy/mm/dd hh:mm:ss !
Event
Login system
Logout system
Command system
Config system
Total
InQueue
(Congestion
Discard
[RADIUS] system RADIUS
RADIUS
RADIUS
Not configured
Timeout 1 30
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RADIUS/TACACS+

Retransmit

15

Host

Event Counts

RADIUS

Request Information

Send

Timeout
Communicate
Error

Communicate Error

Timeout

Response Information

Success

Failure

Invalid

[TACACSH+]

system

TACACS+
TACACS+
Not configured

TACACS+

Timeout

30

Host

Event Counts

TACACS+

Request Information

Send

Timeout
Communicate Error

Communicate Error

Timeout

Response Information

Success

Failure

Invalid
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RADIUS/TACACS+
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5 RADIUS/TACACS+

clear accounting

clear accounting

5-5
>clear accounting

Date 20XX/09/26 10:52:49 UTC
>
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5 RADIUS/TACACS+

restart accounting

restart accounting [-f] [core-file]

core-file

5-6
> restart accounting
accounting program restart OK? (y/n):y
Date 20XX/12/26 11:02:42 UTC
>

> restart accounting -f
Date 20XX/12/26 11:12:42 UTC
>

Jusr/var/core/
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RADIUS/TACACS+

acctd.core
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5 RADIUS/TACACS+

dump protocols accounting

dump protocols accounting

5-7
> dump protocols accounting

Date 20XX/09/26 11:03:19 UTC
>

Jusr/var/accounting/

accounting_dump.gz
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6 SSH

6 SSH
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6 SSH

ssh

ssh [{-4 | -6}]1 [-v <version>] [-1 <user>] [-c <cipher>] [-m <mac>]
[-b <source address>] [-p <port>] [-t] [<user>@]<host> [<command>]

{-41-6}
-4 IPv4 -6 IPv6

IPv4  1PVv6

-v <version>

<version> 1 2 1 SSHv1 2
SSHv2

-l <user>

16

<user>@

-c <cipher>

SSHv1 3des
blowfish SSHv2 SSHv2

aes128-gcm@openssh.com
aes256-gcm@openssh.com
aes128-ctr

aes192-ctr

aes256-ctr

aes128-chc

aes192-chc

aes256-chc

© © N o a M w DN

3des
blowfish

=
o
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6 SSH

11. arcfour256
12. arcfourl28

13. arcfour

SSHv1 3des SSHv2

-m <mac>

SSHv2

hmac-sha2-256
hmac-sha2-512
hmac-shal
hmac-md5

hmac-shal-96

o o~ W DN

hmac-md5-96

-b <source address>

SSH 1Pv4

-p <port>

SSH

22

<command>

<user>@

-l <user>

<host>
SSH IPv4

<command>

100

SSHv1

IPv6

1 65535

-l <user>

IPv6



6 SSH

SSH

SSH

6-1 SSH hostA.example.jp

> ssh hostA.example.jp
operator@hostA._example_jp*s password: ******

6-2 SSH hostA.example.jp staff

> ssh staff@hostA.example.jp
staff@hostA.example.jp"s password: ******

6-3 SSH hostA.example.jp  show ip arp

> ssh -t staff@hostA.example.jp show ip arp
staff@hostA.example.jp"s password: ******
Date 20XX/04/17 16:59:12 UTC

Total: 2 entries

IP Address Linklayer Address Netif Expire Type
192.168.0.1 0000.0000.0001 VLANO001 3h55m56s  arpa
192.168.0.2 0000.0000.0002 VLAN0001 3h58m56s  arpa

Connection to hostA.example_jp closed.
>

1. -l <user> <user>@
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6 SSH

sftp

FTP SSHv2

sftp [{-4 | -6}]1 [-1 <user>] [-c <cipher>] [-m <mac>] [-P <port>] [<user>@]<host>

{-41-6}
-4 IPv4 -6 IPV6

IPv4  IPv6
-l <user>

16

<user>@

-c <cipher>

SSHv2
aes128-gcm@openssh.com
aes256-gcm@openssh.com
aes128-ctr
aes192-ctr
aes256-ctr
aes128-chc
aes192-chc
aes256-chc

© © N o g ~ w N PE

3des

=
o

blowfish

[y
[N

. arcfour256

[N
N

arcfour128

N
w

arcfour

-m <mac>

SSHv2
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6 SSH

o g w D

-P <port>

<user>@

<host>

hmac-sha2-256
hmac-sha2-512
hmac-shal
hmac-md5
hmac-shal-96
hmac-md5-96

SSH

22

-l <user>

SSH

6-4 sftp staff.conf

> sftp staff@hostA.example.jp

*** SSHv.
sftp> Is
staff.co

/usr/hom
sftp> qu
>

sftp
Ilsftp>ll

quit
exit

bye

2 *kk

1Pv4

nf test.conf
sftp> get staff.conf
Fetching /usr/home/staff/staff.conf to staff.conf
e/staff/staff._conf 100% 4115

it

ftp

sftp
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1 65535

-l <user>

4 _0KB/s

IPv6

00:01

1-9



6 SSH

cd <path>

lcd <path>

pwd

Ipwd

Is [Is-options [<path>]]
<path> <path>

Is [Is-options [<path>]]
<path> Is

get <remote path> [<local path>]

"get *.txt"
get  mget
put <local path> [<remote path>]
"put *.txt"
put  mput
rm <path>
<path>
mkdir <path>
Imkdir <path>
rmdir <path>
rename <old path> <new path>
<old path> <new path> <new path>

progress

help
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6 SSH

4, -l <user> <user>@
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6 SSH

scp

SSHv2 SSHv1

scp [{-4 | -6}]1 [-v <version>] [-1 <user>] [-c <cipher>] [-m <mac>]
[-p] [-r1[-P <port>] [<user>@][<host>:]<directory/file>
[<user>@][<target host>:]<directory/file>

{-41-6}
-4 IPv4 -6 IPV6

IPv4  IPv6

-v <version>

<version> 1 2 1 SSHv1 2
SSHv2

-l <user>

16

<user>@

-c <cipher>

SSHv1
blowfish SSHv2 SSHv2

aes128-gcm@openssh.com
aes256-gcm@openssh.com
aes128-ctr

aes192-ctr
aes128-chc

aes192-chc

1.

2

3

4

5. aes256-ctr
6

7

8. aes256-chc
9

3des
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6 SSH

10.
11.
12.
13.

blowfish
arcfour256
arcfour128

arcfour

SSHv1 3des SSHv2

-m <mac>

o o~ w DN

-P <port>

<user>@

<host>

SSHv2

hmac-sha2-256
hmac-sha2-512
hmac-shal
hmac-md5
hmac-shal-96
hmac-md5-96

SSH

22

-l <user>

<target host>
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1 65535

-l <user>

SSHv1
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6 SSH

SSH IPv4 IPV6 IPv6
[]
IPv6 scp aaa.txt [2001:db8::10]:aaa.txt

<directory/file>

6-5 staff.cnf
> scp staff.conf staff@backup.example.jp:/usr/home/staff/staff_conf
staff@backup.example.jp"s password: ******

staff.conf 100% 89 0.1KB/s 00:00
>

1.

2. ssh

3.

4, -l <user> <user>@
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6 SSH

show ssh hostkey

SSHv1/SSHv2

show ssh hostkey

6-6 SSHv1/SSHv2
> show ssh hostkey
Date 20XX/01/20 12:00:00 UTC
Fhkkkkk SSHVL Hostkey *
1024 65537 143208397557440082468455829280312741777235381400368300748962897902811470971617190681
30329961764685888351434661056975452466508609208470597192976847466387347351427370908874719325645
96419372319390705570816760886075101366729576574493325142090118432673869752313880565824743562323
38907312254624506000110965090474847 1024-bit rsal hostkey

Fingerprint for key:
SHA256 : i CalHPVQ8MeBHBFFORIDWgu/MIGEHYVoWgeguwiMwlg
MD5:dc:9b:cb:8b:3e:a0:b1:02:87:f7:06:cd:da:63:52:¢c2

Fkkkkkk SSHV2 DSA Hostkey ****

ssh-dss AAAAB3NzaC1kc3MAAACBAOr87z0uq09VyulwVdMfyskK5CECXFHPzIMyA786MdRhkOFr7ch8u65QHz jM+4/1Ge7X
EMU6SggxcNRh1 1al 3b50ep66UCOETt0AGYIWFmMsZvhF784zEN luzZd0ZqyqqflsgQNmIZhM8ngcVhYH5uDIUBM/89j1B712U
+pJ cJ6SR j FAAAAFQCXan ImCvKAUF46GF+16UdZXaBeFWAAATEAY j/pHnizaQWLT i 4A8MwMmUFduqy1KqgyE6VPpG2IKNpl i
ugm2Szk9anlasSjJiARSkqCdeT/Wr4rdjOYgKdcriwl8XoWlxvSOi/ 19NY6+45ePDMIParW6uP 1k75q37vNgSaLMcCKrv+75Y
DDv3tob4HU5/qvy72JIv31Pu2bUrabasAAACAQz7TOF5KeDcL 1ZsYv3IVXTwvFI10s] laJcOaikn900aRrdRUOLmeCOIddTV
VIF/50yFEXaz8VAEHWA7ul+iEeeksYR8LNr5UQRboXJ9b/dAXMNgt4z39tekuwP1XxNI17vhEkfn7iLwEh+fUcTobP8yYcQc
9StPeiin3nwn+cQXw= 1024-bit dsa hostkey

Fingerprint for key:
SHA256 : 0+GPxz5Qt j OD8WCEK2HhhHDK jocEY3IEleF+1tuwJU4
MD5:e8:18:71:1b:31:ba:c0:21:ee:ce:88:0F:78:e4:d7:09

FAFxxxx SSHV2 RSA Hostkey ******x*

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCXHWN1jOPSRNDNTPiUbxbjhm8HyMkTFCAEe9EQPUL/ppp8j73cHIBULGC

ZDok6cGH1FBrCspE+yj+CFDhNaLRj joJoBwfpCCKTNJIZT7sDCKj iFAvuP I fpi TEZYQmKG7bTfZdmhK IwtB8BhnpyO5triInZ
pafaa7Hght5hkmtJ6YgBUASTOhVYJi TuFi tESPxpt6LkuMpUcV+6Gg8gMkDCATEaakXPcKFVBy3GHIFDyMy1mWirx4NNYKtF

T7iIPafpIMtXQjWzsFQd1mALVKESURM5hOwPsqzq6zGgMLNrw6ETFAEJ63JZ1nT20m6yCFGS IRE070APNWZQUbZCtOSLIrl
2048-bit rsa hostkey
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6 SSH

Fingerprint for key:
SHA256:Nj/kt3eeKA10/Lnk1gdPKoD31RvAH3jW2cRPWOUABI g
MD5:45:€7:41:10:6d:7%:33:88:17:94:d5:60:d8:9F:99:c4

Fkdkkkkk SSHv2 ECDSA Hostkey **xxx

ecdsa-sha2-nistp521 AAAAE2VjZHNhLXNoYTItbmlzdHALMjEAAAATbmIZdHAIMjEAAACFBAAOA75zwWMOyX+naTVz ISP
WIEUZMZ6Jh5nwTF8KyUEDX2QKWmJIVIWSTYL lani okERSYNMPWQZGSKNPuMav 19VHIYWCJI8YEdtrOgneei4Vjvt0qliOiOwZ
5sXNNUIKO9LE3rvGoGevywMxOFWYPLjdurUz7NsgHcVmWmZEgVyg9uk loEEQ== 521-bit ecdsa hostkey

Fingerprint for key:
SHA256: jTz5rFJ1A601 rYriWKb6EueKvHcyCQXALj YUIN+orgqg
MD5:0c:cl:c4:8a:38:h0:46:66:2e:fF:12:44:3c:57:88:4e

SHA256 MD5
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6 SSH

set ssh hostkey

SSH

set ssh hostkey [{rsal | dsa | rsa {1024 | 2048 | 3072 | 4096} | ecdsa {256 | 384 | 521}}]

{rsal | dsa | rsa {1024 | 2048 | 3072 | 4096} | ecdsa {256 | 384 | 521}}

rsal
SSHv1 RSA
dsa
SSHv2 DSA
rsa {1024 | 2048 | 3072 | 4096}

SSHv2 RSA 1024bit  2048bit  3072bit
4096bit

ecdsa {256 | 384 | 521}
SSHv2 ECDSA 256bit  384bit  521bit

SSHv1 RSA SSHv2 RSA

6-7 SSHv1/SSHv2
# set ssh hostkey

WARNING!!

Would you wish to generate SSHvl RSA and SSHv2 RSA hostkeys? (y/n): vy
Generating public/private rsal key pair.

The key fingerprint is:

SHA256 : nxeQpj v+aQ0QX06Wgqg0Q9Bk IwosYJ7K3kkUCXgXwwBg
MD5:a6:7e:c8:3c:0a:d7:ae:e8:78:58:66:8e:9e:be:e8:3a

Generating public/private rsa key pair.

The key fingerprint is:

SHA256: fD1gAY5v/ybGewFybchsJ1r3gMCnYKGTdKIrOTwAtke
MD5:42:06:3d:06:50:3a:29:4a:2a:79:2f:3c:d4:cc:ea:48

The hostkey generation is completed.
#
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6 SSH

6-8 ECDSA
# set ssh hostkey ecdsa 521

WARNING!!

Would you wish to generate the SSHv2 ECDSA hostkey? (y/n): y
Generating public/private ecdsa key pair.

The key fingerprint is:

SHA256: jTz5rFJ1A601 rYriWKb6EueKvHcyCQXALj YUIN+orgqg
MD5:0c:cl:c4:8a:38:bh0:46:66:2e:ff:12:44:3c:57:88:4e

The hostkey generation is completed.
#

1. SSHv1 RSA SSHv2 RSA
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6 SSH

erase ssh hostkey

SSHv2

erase ssh hostkey {dsa | rsa | ecdsa}

{dsa | rsa | ecdsa}

dsa

SSHv2 DSA
rsa

SSHv2 RSA
ecdsa

SSHv2 ECDSA

6-9 SSHv2 RSA

# erase ssh hostkey rsa

WARNING!!
Would you wish to erase the SSHv2 RSA hostkey? (y/n): vy

The hostkey was erased successfully.
#

1. SSHv1 SSHv1
ip ssh version
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6 SSH

show ssh logging

SSH

show ssh logging

6-10 SSH

> show ssh logging
Date 20XX/12/04 15:30:38 UTC

20XX/12/04 15:30:35 sshd[4021] Disconnected from 192.0.2.1 port 34506

20XX/12/04 15:30:35 sshd[4021] Received disconnect from 192.0.2.1 port 34506:11: disconnected b

y user

20XX/12/04 15:29:36 sshd[4021] Starting session: shell on ttyp0 for sshusr from 192.0.2.1 port

34506 id 0

20XX/12/04 15:29:36 sshd[4021] Entering interactive session for SSH2.

20XX/12/04 15:29:36 sshd[4021] Accepted publickey for sshusr from 192.0.2.1 port 34506 ssh2: RS
A SHA256:EurqlJf/
yKwixDk8bNiCSGi+aVmgFVLX+PyrXQVedxQ

20XX/12/04 15:29:
20XX/12/04 15:29:
20XX/12/04 15:29:

ssion: none

20XX/12/04 15:29:

ssion: none

20XX/12/04 15:29:
20XX/12/04 15:29:

yyyy/mm/dd hhzmm:
1

1

2

3

36
36
34
34

34
34

SS

sshd[4021] Postponed publickey for sshusr from 192.0.2.1 port 34506 ssh2
sshd[4021] Failed none for sshusr from 192.0.2.1 port 34506 ssh2
sshd[4021] kex: server->client cipher: aes128-ctr MAC: hmac-sha2-256 compre

sshd[4021] kex: client->server cipher: aesl28-ctr MAC: hmac-sha2-256 compre

sshd[4021] Client protocol version 2.0; client software version OpenSSH_7.3
sshd[4021] Connection from 192.0.2.1 port 34506 on 192.0.2.100 port 22

sshd[ ] message
2 3
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6 SSH

6-1

<authentication method> authentication disabled.

<authentication method>
<authentication method>

<function>: <message>

<function>
<message>

[/usr]/home/<user>/.ssh/authorized_keys, line
<number>: non sshl key syntax

SSHv1
SSHv1

<user>
<number>

Accepted <authentication method> for <user> from
<host> port <port> <ssh version>[: <key type>
<fp>]

<authentication method>

<authentication method>

<user>

<host>

<port>

<ssh version> SSH sshl

<key type>
<fp>

ssh2

Bad protocol version identification '<string>' from
<host> port <port>

<host>
<string>
<host>
<port>

UNKNOWN
65535

Client protocol version <version>; client software
version <software version>

<version>
<software version>

Closing connection to <host> port <port>

<host>
<host>
<port>

Closing session: usr <user> from <host> port
<port> id <session id>

SSH

<user>

<host>

<port>

<session id> ID

Connection closed by <host> port <port>

<host>
<host>
<port>

Connection from <host> port <port> on <local
host> port <local port>

<host> <port>
<host>

<port>

<local host>
<local port>

Connection reset by <host> port <port>

<host>
<host>
<port>
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6 SSH

Could not write ident string to <host> port <port> <host>
<host>
<port>
Did not receive identification string from <host> <host>
port <port> <host>
<port>
Disabling protocol version 1. Could not load host SSHv1 set ssh hostkey
key
Disabling protocol version 2. Could not load host SSHv2 set ssh hostkey
key
Disconnected from <host> port <port> <host>
<host>
<port>
Disconnecting: crc32 compensation attack detected | CRC32
Disconnecting: deattack denial of service detected DoS
Disconnecting: deattack error
Disconnecting: Too many authentication failures
Encryption type: <cipher> <cipher>
<cipher>
Entering interactive session for SSH2. SSHv2
Entering interactive session. SSHv1
error: <function>: <reason>
<function>
<reason>
error: auth_rsa_verify_response: RSA modulus too RSA
small: <size> < minimum 512 bits <size>
error: buffer_get_bignum2_ret: <reason>
<reason>
error: buffer_get_ret: <reason>
<reason>
error: buffer_get_string_ret: <reason>
<reason>
error: key_from_blob: <reason>
<reason>
error: maximum authentication attempts exceeded <user>
for [invalid user] <user> from <host> port <port> invalid user
<ssh version> <user>
<host>
<port>
<ssh version> SSH sshl ssh2
Exec command ‘<command>"'
<command>

Failed <authentication method> for [invalid user]
<user> from <host> port <port> <ssh version>

<authentication method>
<authentication method>
password
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6 SSH

publickey
none
invalid user
<user>
<host>
<port>
<ssh version> SSH sshl ssh2
fatal: <function>: <reason>
<function>
<reason>
fatal: auth_rsa_verify_response: <reason> RSA
<reason>
fatal: decode blob failed: <reason>
<reason>
fatal: Login refused for too many sessions. SSH
clear tcp
fatal: Timeout before authentication for <host> port
<port> <host>
<port>
fatal: uudecode failed.
Generating 1152 bit RSA key. RSA
input_userauth_request: invalid user <user>
<user>
kex: client->server <cipher> <mac>
<compression>
<cipher>
<mac>
<compression>
kex: server->client <cipher> <mac>
<compression>
<cipher>
<mac>
<compression>
Postponed <authentication method> for [invalid <authentication method>
user] <user> from <host> port <port> <ssh <authentication method>
version> invalid user
<user>
<host>
<port>
<ssh version> SSH sshl ssh2

probed from <host> port <port> with <id>. Don't
panic.

<host> <id>
<host>

<port>

<id>
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6 SSH

Protocol major versions differ for <host> port <host> SSH <server id> <client id>

<port>: <server id> vs. <client id>
<host>
<port>
<server id>
<client id>

Read error from remote host <host> port <port>:

<message> <host>
<port>
<message>

Received disconnect from <host> port <port>:

<message> <host>
<port>
<message>

Received disconnect from <host> port

<port>:<code>: <message> <host>
<port>
<code>
<message>

RSA key generation complete. RSA

scanned from <host> port <port> with <id>. Don't

<host> <id>

panic. <host>
<port>
<id>
Sent 1152 bit server key and 1024 bit host key.
sshd: no hostkeys available -- exiting. set ssh hostkey
Starting session: <session type> [on <tty>] for SSH

<user> from <host> port <port> id <session id>

<session type> SSH

subsystem 'sftp
<tty>

shell

command

<user>
<host>
<port>
<session id> ID
subsystem request for <subsystem> failed, <subsystem>
subsystem not found <subsystem>
<subsystem>
subsystem request for sftp sftp
Transferred: sent <tx>, received <rx> bytes
<tx> byte
<rx> byte
trying public RSA key file SSHv1
[fusr]/home/<user>/.ssh/authorized_keys <user>
Unable to negotiate with <host> port <port>: <host>
<reason>: Their offer: <offer> <host>
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6 SSH

<port>
<reason>
<offer>
Unknown packet type received after authentication: <type>
<type> <type> SSH
User <user> not allowed because <message>
<user>
<message>
User uucp not allowed because shell uucp
{usr/libexec/uucp/uucico does not exist
Warning: keysize mismatch for client_host_key:
actual <sizel>, announced <size2> <sizel>
<size2>
Wrong response to RSA authentication challenge. RSA
1. 64Kbyte
2. SSH OFF
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6 SSH

clear ssh logging

SSH

clear ssh logging

6-11 SSH
# clear ssh logging
Would you wish to CLEAR the SSH server®s log? (y/n): vy

Clear Complete.
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NTP

7 NTP
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7 NTP

show clock

show clock

> show clock
Wed Jun 22 15:30:00 UTC 20XX
>
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7 NTP

set clock

set clock <[[[[yy]mm]dd]hh]mm[.ss]>

yy
2 21 37

mm

1 12
dd

1 31
hh

0 23

mm

0 59
ss

0 59

2021 9 1 15 30

> set clock 2109011530

Wed Sep 1 15:30:00 UTC 2021
>

Web MAC
Vol.2 541

1. CPU
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NTP

show ntp associations

NTP

show ntp associations

7-1 NTP
> show ntp associations
Date 20XX/01/23 12:00:00 UTC

remote refid st t when poll reach delay offset disp
*timesvr 192.168.1.100 3u 1 64 377 0.89 -2.827 0.27
>
7-1 show ntp associations

remote NTP "LOCAL 1
[NTP 1
"X NTP falseticker
" stratum NTP
Y4 NTP
" NTP
Bl NTP

NTP

refid NTP NTP

st NTP stratum

t
[ 1
e
N
e

when NTP NTP

NTP NTP
0

[ 1
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7 NTP

"m" 2049
" 301
97
poll NTP
reach 8
delay
offset
disp
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7 NTP

restart ntp

NTP

restart ntp

7-2 NTP

# restart ntp
#
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diff

diff [<option>] <file namel> <file name2>
diff [<option>] <directoryl> <directory2>

<option>
-i

-r

<file namel> <file name2>

<directoryl> <directory2>

# diff aaa.txt bbb.txt

3d2 P

< Test 3

6c5 oo

< Test 6

> Test 66

Ta7 O

> Test 8

#
1. aaatxt 3 "Test3"
2. aaatxt 6 "Test6"

3. Dbbb.txt

~

"Test8"

bbb.txt
bbb.txt

5

"Test66"
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grep

grep[<option>] <pattern> [<file name>]

<option>
-n

<pattern>

<file name>

<pattern>

<pattern>
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more

more [<option>] <file name>

<option>

-N

<file name>
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less

less [<option>] <file name>

<option>
-m

-N

<file name>
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tail

tail [<option>] <file name>

<option>
-n n
10
<file name>
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hexdump

hexdump [<option>] <Ffile name>

<option>
b 1 8
< 1
1 16
<file name>
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show version

show version [software]

software

9-1
> show version software
Date 20XX/04/01 02:54:45 UTC
S/W: 0S-L2N Ver. 1.0
>

9-2
> show version
Date 20XX/04/01 02:56:29 UTC
Model : AX2340S-24P4X
S/W: 0S-L2N Ver. 1.0
H/W: Main board
AX-2340-24P4X-B [PA023424P4X0S0000LBH004]

9-1 show version

Model

SIW

H/W

Main board Main board AX-XXXX-XXXXXX
[ssss SSSS]
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show system

show system

1

9-3 show system
> show system
Date 20XX/01/16 17:53:12 UTC
System: AX2340S-48P4X, 0S-L2N Ver.1.0
Node : Name=

Contact=

Locate=

Elapsed time : 00:45:03

Chassis MAC address : 0012.e23e.b20f

MC Configuration mode : disabled

Zero-touch-provisioning status : enabled(no change)

PS1 : active

Fan : active No = Fanl(l) Speed normal, Direction = F-to-R
PS2 : notconnect

Fan : active
Fan : active no = Fan3(1) , Fan3(2)
Speed = normal, Direction = F-to-R
Main board : active
Boot : 20XX/01/16 17:08:19 , operation reboot
Boot device : primary
Fatal restart : System O times , SW O times
Lamp : Power LED=green , Status LEDl=green , Status LED2=green
Board : CPU=1600MHz , Memory=1,808,284KB(1765MB)
Temperature : normal (26degree)

Flash :
user area config area dump area area total
used 7,872KB 172KB 32KB 8,076KB
free 498,220KB 114,620KB 99, 368KB 712,208KB
total 506,092KB 114,792KB 99,400KB 720,284KB
MC : enabled

Manufacture ID : 00001683
257,824KB used
3,612,960KB free
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3,870,784KB total

1

9-2 show system

System

Node

Name

Contact

Locate

Elapsed time

Chassis MAC address

MAC

MC configuration mode

MC

enabled
disabled

Zero-touch-provisioning
status

enabled(<status>)

<status>
no change
change

disabled(<reason>)
<reasoon>
no configuration

linkdown

no ip address 1P
file get failed

file read failed
file write failed

PS
active
fault /
notconnect
Fan
Speed normal
high
stop
Direction F-to-R  Front Rear
Fan active
fault
notconnect
Fan
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Speed

normal
high
stop

Direction

F-to-R Front Rear

Main board

Main board

Main board

active
fault
initialize

Boot

CPU

CPU

CPU

- ON
operation reboot
fatal

Boot device

primary
secondary

MC MC

Fatal restart

System
SW

Lamp

LED

light off
green blink
green
orange blink
orange

Board

CPU

CPU

Main board

Main board

Temperature

normal 5 75
caution

o

75

80

80

Flash

user area
config area

dump area
area total

user area
config area
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dump area
area total

user area

config area

dump area

area total

MC

MC

enabled MC
notconnect MC
-------- MC

Manufacture ID MC

MC

MC

MC

1
FANX(y)

FAN1(1)

FAN2(1)

FAN3(1)

FAN3(2)

MC enabled

MC

MC



9-4
> show system
Date 20XX/06/17 15:09:34 UTC

System: AX2340S-24T4X, 0S-L2N Ver.1.0

Node : Name=System Name

Device resources

MAC-Address table entry : current number=1014 , max number=16384
System Layer2 Table Mode : mode=0

Flow detection mode : layer2-1

Used resources for filter (Used/Max)

MAC 1Pv4 IPv6
256/ 256 n/a n/a
Used resources for QoS(Used/Max)
MAC 1Pv4 IPv6
0/ 128 n/a n/a
2
9-4 show system
Device resources H/W
MAC-Address table entry H/W MAC current number
MAC
max number H/W MAC
Main Board  Fault
System Layer2 Table Mode 2 mode=x
system I2-table mode
system 12-
table mode x 0
Flow detection mode QoS flow
detection mode
Used resources for filter
(Used/Max)
MAC MAC
IPv4  IPv4 1Pv4
IPv4
IPv6 IPV6
"n/a"
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Used resources for
QoS(Used/Max)

QoS

QoS

MAC MAC QoS

IPv4 IPv4 QoS

IPv6 IPv6 QoS

"nfa"

QoS
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clear control-counter

clear control-counter

0
> clear control-counter
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show environment

show environment [temperature

temperature-logging

9-5 show environment

> show environment
Date 20XX/01/01 12:00:00 JST

-logging]

Module slot 1 : PS-M(AC), Direction = F-to-R

Module slot 2 : notconnect

Fan environment
PS1 : Fanl(l) = active
Speed = normal

PS2 : Fan2(1) = notconnect

Fan : Fan3(1) = active
Fan3(2) = active
Speed = normal

Fan mode : 1 (silent)

Power environment
PS1 : active
PS2 : notconnect

Temperature environment
Main : 30 degrees C
Warning level : normal

Accumulated running time
Main : total
critical

: 36 days and 6 hours.
: 0 days and 0 hours.
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1
9-5 show environment

Module slot PS-M(AC) AC

notconnect
Direction 2 F-to-R  Front Rear

Fan environment

PS

Fan 3 active
fault
notconnect

Speed normal
high
stop

Fan

Fan 3 active
fault
notconnect

Speed normal
high
stop

Fan mode 1 (silent)
2 (cool)

Power environment

PS active
fault /
notconnect

Temperature environment

Main

Warning level 4 normal
caution

Accumulated running time °

Main total

critical 75 fault

Nu—
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FANX(Y) «
9-6
FAN1(1)
FAN2(1)
FAN3(1) 1
FAN3(2) 5
4
Warning level
80
9-6
gc 15°C 80c
caut ion normal caut ion fault .
| I | > EEERE
+ 1 I h=]
caution | normal | caut ion BE TR
5c
5
6
0
4 4 0
8 8 6
13 13 12
2
9-7

> show environment temperature-logging
Date 20XX/11/30 12:00:00 UTC
Date 0:00 6:00 12:00 18:00

20XX/11/30 24.3 24.2 26.0

20XX/11/29 21.8 25.1 26.0 24.0
20XX/11/28 25.6 - 26.0 24.0
20XX/11/27 21.0 - 26.0 24.0
20XX/11/26 24.0 23.5 26.0 24.0
20XX/11/25 22.2 24.9 26.0 24.0
20XX/11/24 - - 26.0 24.0

>
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2

9-7 show environment temperature-logging

Date
0:00 18:00 0:00
6:00 0:00 6:00
12:00 6:00 12:00
18:00 12:00 18:00
- OFF
0 6 12 18
0
0
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reload

reload [stop] [{no-dump-image | dump-image}] [-F]

stop

{no-dump-image | dump-image }

no-dump-image

dump-image
dump-image

-f
1.

>reload
2. reload

Dump information extracted?(y/n):_

ny

3.

2
Restart OK? (y/n):_
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MC

k.img

MC

ppupdate restore
another user is executing update command.

149

MC

MC

* rm /tmp/ppupdate.exec”



show tech-support

show tech-support [page] [<password>] [no-config] [ftp]

page
1
1 [Enter]
ftp
1
<password>
show running-config
no-config
ftp

FTP
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® show tech-support

9-8
> show tech-support
HiHHHHHHA Tech-Support Log #HttHHHH#HHE
Tue Nov 8 18:54:46 UTC 20XX

Tue Nov 8 19:28:15 UTC 20XX
HiHHAH End of Tech-Support Log #itt##HHHHH

e show tech-support ftp

FTP "support"
9-9 FTP
> show tech-support ftp
Enter the host name of the FTP server. : ftpserver._example.com

Enter the user name for the FTP server connection.: userl

Enter the password for the FTP server connection. : <userl password>
Enter the path name of the FTP server. : /usr/home/userl
Enter the file name for the log and dump files. : support

Mon Dec 18 20:42:58 UTC 20XX

Transferred support.txt .

Executing.

File transfer ended successfully.
#iHHHAH Dump Files™ Information ##HHHHH#HHH
*hkkk IS _I /dump *khkkk

-rW-rw-rw- 1 root root 12527537 Feb 17 11:34 osdump
-rW-r--r-- 1 root root 320658 Feb 17 11:33 rmdump
**xxx |s -1 Jusr/var/hardware *****

total 1368

= FWXFWXrwx 1 root root 738699 Dec 27 11:56 ni00.000

#iHAH End of Dump files® Information #HHtHH##HH
#iHAH Core files™ Information #itH#HHHHH

**xxk Is -1 /usr/var/core *****

No Core files

#iHAH End of Core files™ Information #HHHHH##HH
Transferred support.tgz .

Executing.

File transfer ended successfully.
>
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9-8 show tech-support

HitHAHAE <Information Type> #HHHHHHHH
<Information Type>

<Information Type>
Dump files’ Information

Core files’ Information
Tech-Support Log

AR End of <Information Type> #ittH##HHHH
<Information Type>

I <Command Name> #tHit i <Command
Name> <Command
Name>
#iHHHHHH End of<Command Name> #ftHHHHHiH <Command Name>
<Command Name>
1. ftp
e RS232C
5
° 30
2. FTP ftp
FTP
° 1 3
3. ip address(loopback) IP
FTP IP IP
4. ftp FTP
[
/dump0 Jusr/var/hardware
[ ]
Jusr/var/core
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backup

MC

backup {mc | ftp <ftp-server> | flash} <filename> [no-software]

mc

ftp <ftp-server>

IPv6

flash

<filename>

backup mc

backup mc

no-software

> enable

MC

backup flash

backup flash

MC

# backup mc MCBackup.dat
Backup information to MC (MCBackup.dat).
Copy file to MC. ..

Backup information success!

2

> enable

ftp

ftp

MCBackup.dat

MCBackup.dat

153

<ftp-server>
IPv6

backup mc

255

ftp

1Pv4



# backup ftp ftpserver MCBackup.dat

Backup information to MCBackup.dat in FTP(ftpserver).
Input username: guest

Input password:

ftp transfer start.

ftp transfer succeeded.

Backup information success!

3

MCBackup.dat
> enable
# backup flash MCBackup.dat no-software
Backup information to flash memory (MCBackup.dat).
Copy file to flash memory...
Backup information success!

mc 2

° 150MB

/usr/home/

° restore
software restore no-software

backupmc MC MC
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restore

MC ftp

restore {mc | ftp <ftp-server> | flash} <filename> [no-software]

mc
MC
ftp <ftp-server>

ftp <ftp-server> IPv4
IPv6 IPv6

flash

<filename>

restore mc restore flash 255

no-software

MC MCBackup.dat
> enable

# restore mc MCBackup.dat

Restore information from MC (MCBackup.dat).
Copy file from MC...

Restore software.

2

ftp MCBackup.dat

> enable

# restore ftp ftpserver MCBackup.dat

Restore information from FTP(ftpserver) MCBackup.dat.
Input username: guest

Input password:
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ftp transfer start.
ftp transfer succeeded.
Restore software.

3

MCBackup.dat
> enable
# restore flash MCBackup.dat no-software
Restore information from flash memory (MCBackup.dat).
Copy file from flash memory...
Restore finished.

2
2
[ J
® restoremc MC MC
[ ]
° ppupdate restore
another user is executing now.
“ rm /tmp/ppupdate.exec”
° no-software

no-software “ /usr/var/update/k.img”
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10 MC

10 we
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10 MC

show mc

MC

show mc

>show mc

Date 20XX/12/13 06:35:27 UTC

MC : enabled

Manufacture ID : 00001683

257,828KB used
3,612,956KB free
3,870,784KB total

10-1 show mc

MC MC enabled MC
notconnect MC
-------- MC
Manufacture 1D ID MC 1D
used MC
free MC
total MC
1
MC
2
MC enabled
MC
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10 MC

format mc

MC

format mc [-f]

-f

1. MC
>format mc

2. format
MC initialize OK?

ny

e

[ ]

(y/n):_

MC

MC

MC
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10 MC

show flash

show flash

> show flash

Date 20XX/12/21 17:53:11 UTC

Flash :
user area
used 377,987KB
free  90,469KB
total 468,456KB

10-2 show flash

config area dump area

102KB

OKB

116,960KB 131,008KB
117,062KB 131,008KB

area total
378,089KB
338,437KB
716,526KB

Flash

used

user area
config area
dump area
area total

free

user area
config area
dump area
area total

total

user area
config area

dump area
area total
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11

show cpu

CPU

show cpu { days [hours] [minutes] [seconds]
| hours [days] [minutes] [seconds]
| minutes [days] [hours] [seconds]
| seconds [days] [hours] [minutes] } [detail]

{ days [hours] [minutes] [seconds] | hours [days] [minutes] [seconds] | minutes [days] [hours] [seconds] | seconds
[days] [hours] [minutes] }

days

1 1
hours

1 1
minutes

1 1
seconds

1 1

detail
CPU

CPU CPU

11-1 days
> show cpu days
Date 20XX/12/13 14:15:37 UTC

*k*k day *k*k

date time cpu average
Dec 10 16:00:00-23:59:59 5
Dec 11 00:00:00-23:59:59 4
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Dec 12 00:00:00-23:59:59 25
>

11-2 days detail

> show cpu days detail
Date 20XX/04/01 00:34:12 UTC
*xx ay Fokek

cpu average
date time CPU[0] CPU[1]
Mar 13 09:20:18-23:59:59 5 4
Mar 14 00:00:00-23:59:59 4 4
Mar 15 00:00:00-23:59:59 25 30

Mar 29 00:00:00-23:59:59 3 4
>

11-1 days

Cpu average time

CPU

11-3 hours

> show cpu hours

Date 20XX/09/13 14:15:37 UTC

*kk hou r *kk

date time cpu average
Dec 13 15:00:00-16:59:59 6

Dec 13 23:00:00-23:59:59 7
Dec 13 00:00:00-00:59:59 10
Dec 13 01:00:00-01:59:59 20

Dec 13 14:00:00-14:59:59 3

11-2 hours

Cpu average time

CPU

11-4 minutes
> show cpu minutes
Date 20XX/12/13 14:15:37 UTC
R minute ***
date time cpu average
Dec 13 14:42:00-14:42:59 6
Dec 13 14:43:00-14:43:59 20

Dec 13 15:41:00-15:41:59 10

164



11

11-3 minutes

Cpu average time CPU
11-5 seconds
> show cpu seconds
Date 20XX/12/13 14:44:15 UTC
*kk Second *kk
date time cpu average
Dec 13 14:43:14-14:43:23 20 10 5 4 70 9 8 30 7 50
Dec 13 14:43:24-14:43:33 10 9 40 40 7 4 6 10 7 4
Dec 13 14:43:34-14:43:43 20 10 5 4 52 9 80 30 7 50
Dec 13 14:43:44-14:43:53 10 9 40 40 7 4 6 10 7 4
Dec 13 14:43:54-14:44:03 20 10 5 4 63 9 8 30 7 50
Dec 13 14:44:04-14:44:13 10 9 40 40 7 4 6 10 7 4
>
11-6 seconds detail
> show cpu seconds detail
Date 20XX/04/01 00:34:12 UTC
*k*k Second *k*k
Cpu average
date time CPU[0] CPU[1]
Mar 13 14:43:14 5 4
Mar 13 14:43:15 4 4
Mar 13 14:43:16 25 30
Mar 13 14:44:13 3 4
>
11-4 seconds
Cpu average time 1 CPU
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show processes

show processes memory
show processes cpu

memory
cpu
CPU
1
11-7
> show processes memory
Date 20XX/01/01 12:00:00 UTC
PID From Text Data Stack Real Process
2493 ?? 1432 28240 180 24696 nimd
5676 console 788 712 132 3024 sh
6101 console 4412 548 132 3896 cli
6105 console 16 504 132 360 process
>
1
11-5 show processes
PID
From console
IP
IP
7
Text KB
Data KB
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Stack

KB

Real

KB

Process

11-8

CPU

CPU

> show processes cpu
Date 20XX/01/01 12:00:00 UTC

PID LWP CPUID  %CPU Runtime(ms) Process(lwp)
1 1 1 6.56% 2405 systemd
2 2 1 0% 0 kthreadd
3 3 0 0% 1 ksoftirqd/0
5 5 0 0% 0 kworker/0:0H
6 6 0 0% 2 kworker/u4:0
7 7 1 0% 2 rcu_sched
>
2
11-6 show processes CPU
PID
LWP
CPUID
%CPU CPU CPU %
Runtime(ms) CPU CPU
Process(lwp)

167



11

show memory

show memory

11-9

> show memory

Date 20XX/01/23 12:00:00 UTC
physical memory = 2,020,398KB( 1,973MB)
used memory 652,148KB(  636MB)
free memory = 1,368,250KB( 1,336MB)

11-7 show memory

physical memory KB MB
used memory KB MB
free memory KB MB
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df

df [<option>] [<file name>]

<option>
-t

<file name>
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du

du [<option>] [<file name>]

<option>
-S

<file name>
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12

erase dumpfile

n/dumpn

erase dumpfile { all | <file name> }

all

<file name>

e "rmdump”
e "osdump" OS
® nifH HH"

12-1

> erase dumpfile all

12-2 rmdump
> erase dumpfile rmdump
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show dumpfile

show dumpfile

12-3
> show dumpfile
Date 20XX/07/16 15:17:50 UTC

[/dump]:
File Name osdump
Date 20XX/07/16 13:57:03
Version 1.0
Serial No XXXXXXXKXXXXXXXXKK
Factor XXXX XXXXXXXX
File Name rmdump
Date 20XX/07/16 13:57:03
Version 1.0
Serial No XXXXXXXXXXXXXXXXKK
Factor XXXX XXXXXXXX
[/usr/var/hardware]:

No dump file.

>
12-1 show dumpfile
File Name
Date
Version
Serial No.
Factor XXXX XXXXXXXX
User operation
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rmdump

osdump

174

Date

"No dump file."
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13 MC

13 we
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13 MC

set mc-configuration

MC

set mc-configuration {enable | disable}

{enable | disable}
enable
MC
disable

MC

13-1 MC
# set mc-configuration enable
Do you wish to continue? (y/n): y
#

1. MC MC update mc-configuration
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13 MC

update mc-configuration

MC

update mc-configuration

13-2 MC

# update mc-configuration
#

3. MC is busy.

* rm/tmp/updatemc.exec”
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14

ppupdate

ftp

ppupdate [test] [no-display] [-f] [no-reload] <file-name>

test

no-display

no-reload

<file-name>

# ppupdate k.img

Software update start

Broadcast message from operator@ (somewhere) (Wed Jul 14 15:32:20 20XX):

Current version is 1.0

New version is 1.1

Automatic reboot process will be run after installation process.
Do you wish to continue? (y/n) y
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e
test no-reload
1.
2.5 CONFIG
2.
3. k.img MC
MC MC
MC
4. ppupdate restore
another user is executing now.
“ rm /tmp/ppupdate.exec”
5. MC update mc-configuration
test update mc-configuration
update mc-configuration
6. MC no-reload
no-reload update mc-configuration
MC
no-reload update mc-configuration
update mc-configuration MC
7. hostname 8
Broadcast message 79
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set license

set license {key-file <file name> | key-code <license key>}

key-file <file name>

key-code <license key>

0 9 a f
32 4
° ” addopt.dat”
# set license key-file addopt.dat
#
° " 0123-4567-89ab-cdef-0123-4567-89ab-
cdef”

#set license key-code 0123-4567-89ab-cdef-0123-4567-89ab-cdef

#set license key-code 0123456789abcdef0123456789abcedf
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show license

show license

14-1
> show license
Date 20XX/01/23 12:00:00 UTC
Available: OP-ULTG
Serial Number Licensed software
1600-0001-0200-0000 OP-ULTG(AX-P2340-F21)

14-1 show license

Available:

Serial Number

Licensed software

"unknown(
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erase license

erase license <serial no.>

<serial no.>

14-2

# erase license 1600-0001-0200-0000

This serial number enable OP-ULTG
Erase OK? (y/n)
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15

show power

show power

15-1 show power
>show power
Date 20XX/09/21 12:00:00 UTC
H/W Maximum Wattage
Chassis 45.00 W
>

15-1 show power

H/W

Maximum Wattage
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16

show logging

show logging [<kind>] [<command classification>] [count <count>]

<kind>
reference
script-only
SKY SRS
script-include
SKY SRS
<command classification>
-h
System Information System Information

System Information

count <count>
<count>

12000 <kind> reference

6000

187



16

> show logging

16-1
> show logging
Date 20XX/12/25 14:14:18 UTC
System Information
AX2340S-48T4X, 0S-L2N Ver. 1.0 (Build:xx)
Logging Information
KEY 20XX/12/24 12:37:30 operator(pts/0):# ping 192.111.214_10

> show logging reference

16-2

> show logging reference
Date 20XX/12/25 14:14:18 UTC
System Information

AX2340S-48T4X, 0S-L2N Ver. 1.0 (Build:xx)
Logging Information
E3 SOFTWARE 01900250 1001:000000000000

20XX/12/23 14:12:10 20XX/12/23 14:12:10 1

uTC
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clear logging

clear logging [<kind>]

<kind>

reference

16-3
> clear logging

16-4

> clear logging reference
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show logging console

ERR EVT set logging console

show logging console

16-5

> show logging console
Date 20XX/12/25 14:14:18 UTC
System message mode : Display all

16-6 E6

> show logging console
Date 20XX/12/25 14:14:18 UTC
System message mode : E6
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set logging console

ERR EVT

set logging console { disable <event level> | enable }

{ disable <event level> | enable }
disable <event level>

E3 E9

enable

16-7
> set logging console enable

16-8 E5
> set logging console disable E5
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17 SNMP

17 SNMP
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17 SNMP

show snmp

SNMP

[ J
e SNMP
e InformRequest PDU

17-1

Tt —-
A kR

SNMPT—25x 2

InfarmRequest POU

-

?-?-—i-‘fﬂrrﬁ])

InformRequest PDU (@)
o

T4 24—

InformRequest PDU

% (Response POU)

show snmp

17-2 show snmp
> show snmp
Date 20XX/12/27 15:06:08 UTC
Contact: Suzuki@example.com
Location: ServerRoom
SNMP packets input : 137 (get:417 set:2)

Get-request PDUs : 18
Get-next PDUs ;104
Get-bulk PDUs 0
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17 SNMP

Set-request PDUs 16
Response PDUs 3
Error PDUs 7

(with error 0)

Bad SNMP version errors: 1

Unknown community name :
1
0

I1legal operation
Encoding errors

SNMP packets output : 185

Trap PDUs : 4

Inform-request PDUs : 11

Response PDUs 1 128
No errors

Too big errors
No such name errors
Bad values errors
General errors
Timeouts
Drops

[TRAP]
Host: 192.168.0.1, sent:1
Host: 192.168.0.2, sent:3

[INFORM]
Timeout(sec) - 10
Retry 5

Pending informs
Host: 192.168.0.3
sent 8
response:2
Host: 192.168.0.4
sent :3
response:0
Host: 2001:db8::10
sent 11
response:1

17-1 show snmp

pending:1

pending:0

pending:0

5

(with error 4)

1124

O B W o

: 1/25 (current/max)

failed:5

failed:3

failed:0

dropped:0

dropped:0

dropped:0

Contact

snmp-server contact

Location

snmp-server location

SNMP packets input

snmplinPkts SNMP

get snmpinTotalReqVars MIB

MIB

194



17 SNMP

set snmpinTotalSetvars MIB MIB

Get-request PDUs snmpinGetRequests GetRequest PDU

Get-next PDUs snmplnGetNexts GetNextRequest PDU

Get-bulk PDUs GetBulkRequest PDU 0 4294967295
Set-request PDUs snmplnSetRequests SetRequest PDU

Response PDUs snmpInGetResponses GetResponse PDU

with error

GetResponse PDU

noError

PDU

0 4294967295

Error PDUs

PDU

0 4294967295

Bad SNMP version errors

snmplnBadVersions

Unknown community name

snmplnBadCommunityNames
SNMP

Illegal operation

snmplnBadCommunityUses

Encoding errors

snmpInASNParseErrs  ASN.1

SNMP packets output

snmpOutPkts SNMP

Trap PDUs

snmpOutTraps Trap PDU

Inform-request PDUs

Inform-request PDU

0 4294967295

Response PDUs snmpOutGetResponses GetResponse
PDU
with error GetResponse PDU 0 4294967295
noError PDU
No errors noError PDU 0 4294967295
Too big errors snmpOutTooBigs tooBig
PDU
No such name errors snmpOutNoSuchNames
noSuchName PDU
Bad values errors snmpOutBadValues
badValue PDU
General errors snmpOutGenErrs genErr
PDU
Timeouts InformRequest PDU 0 4294967295
Drops 0 4294967295
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17 SNMP

SNMP
TRAP
Host
snmp-server host  <manager
address>
sent 0 4294967295
INFORM
Timeout(sec)
snmp-server informs  timeout
Retry
snmp-server informs  retries
Pending informs : SNMP <current>
<current>/<max>
<max>
<max> snmp-server informs
pending
Host
snmp-server host ~<manager
address>
sent InformRequest PDU SNMP 0 4294967295
response SNMP 0 4294967295
SNMP
pending SNMP SNMP 0 4294967295
failed SNMP 0 4294967295
dropped 0 4294967295
SNMP
1. SNMP SNMP snmp
SNMP
snmp
2. snmp
SNMP MIB PDU
3. coldStart
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17 SNMP

SNMP
SNMP sent  pending
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17 SNMP

show snmp pending

SNMP

show snmp pending

SNMP

17-3 show snmp pending

> show snmp pending
Date 20XX/12/27 15:06:10 UTC

Req ID:
Req ID:
Req ID:
Req ID:
Req ID:

48, Dest:
49, Dest:
50, Dest:
51, Dest:
52, Dest:

192.168.0.1, Remaining Retry:
192.168.0.2, Remaining Retry:
192.168.0.3, Remaining Retry:
192.168.0.4, Remaining Retry:
2001:db8::10, Remaining Retry: 10, Expires in seconds: 30

17-2  show snmp pending

2, Expires
4, Expires
2, Expires
4, Expires

in seconds:
in seconds:
in seconds:
in seconds:

~N N W w

Req ID ID
Dest SNMP snmp-server host
<manager address>
Remaining Retry 0 100
0
Expires in seconds 0 21474835
SNMP
0

> show snmp pending
Date 20XX/12/27 17:06:10 UTC
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Req ID: 88, Dest: 192.168.0.1, Remaining Retry: 0, Expires in seconds: 0
Req ID: 89, Dest: 192.168.0.2, Remaining Retry: 0, Expires in seconds: 0
Req ID: 90, Dest: 192.168.0.3, Remaining Retry: 0, Expires in seconds: 0
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17 SNMP

snmp lookup

MIB ID

snmp lookup [<variable name>]

<variable name>

17-4 snmp lookup
> snmp lookup sysDescr

sysDescr 1.3.6.1.2.1.1.1

> snmp lookup

iso =1

org =1.3

dod =136
internet =1.3.6.1
mgmt =1.3.6.1.2

" D"
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17 SNMP

snmp get

MIB

snmp get <variable name>

<variable name>

17-5 snmp get
> snmp get sysUpTime.0

Name: sysUpTime.0
Value: 1296584

> snmp get 1.3.6.1.2.1.1.3.0

Name: sysUpTime.0
Value: 1308889

17-3 snmp get

Name

Value

1. copy

No response

2. snmp-server community
MIB
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17 SNMP

snmp getnext

MIB

snmp getnext <variable name>

<variable name>

17-6 snmp getnext
> snmp getnext sysObjectID.0

Name: sysUpTime.0
Value: 45300

> snmp getnext 1.3.6.1.2.1.1.2.0

Name: sysUpTime.0
Value: 47300

17-4 snmp getnext

Name

Value

No response

copy

IP MIB
snmp get

202

5

SNMP
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17 SNMP

3. snmp-server community No response
MIB
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17 SNMP

snmp walk

MIB

snmp walk <variable name>

<variable name>

17

-7 snmp walk

> snmp walk interfaces

Name:
Value

Name:

Value:

Name:

Value:

Name:

Value:

Name:

Value:

Name:

Value:

Name:

Value:

Name:
Value

ifNumber.0
4

iflndex.1
1

iflndex.3
3

ifIndex.10
10

ifIndex.100
100

ifDescr.1
loopback

ifDescr.3

ifDescr.100
: GigabitEther 1/0/1

VLAN 1 (default) (VLANOOOL)
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17 SNMP

17-5

snmp walk

Name

Value

copy

No response

IP MIB
snmp get

snmp-server community
MIB

205

5

SNMP

snmp getnext

No response



17 SNMP

snmp rget

MIB

snmp rget [version { 1 | 2 }] <ip address> <community> <variable name>

SNMP

version{1]2}
SNMP

1

<ip address>

<community>

<variable name>

MIB

17-8 snmp rget
> snmp rget version 2 192.168.11.35 public sysObjectlD.0

Name: sysObjectlID.0
Value: ax2340s

17-6 snmp rget

Name

Value
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17 SNMP

snmp rgetnext

MIB

snmp rgetnext [version { 1 | 2 }] <ip address> <community> <variable name>

SNMP

version{1]2}
SNMP

1

<ip address>

<community>

<variable name>

MIB

17-9 snmp rgetnext
> snmp rgetnext version 2 192.168.11.35 public sysObjectlD.0

Name: sysUpTime.0
Value: 27603450

17-7 snmp rgetnext

Name

Value

IP MIB
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17 SNMP

snmp rget snmp rgetnext
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17 SNMP

snmp rwalk

MIB

snmp rwalk [version { 1 | 2 }] <ip address> <community> <variable name>

SNMP

version{1]2}
SNMP

1

<ip address>

<community>

<variable name>

MIB

17-10 snmp rwalk
> snmp rwalk version 2 192.168.11.35 public ifDescr

Name: ifDescr.1
Value: loopback

Name: ifDescr.3
Value: VLAN 1 (default) (VLANOOO1)

Name: ifDescr.10
Value: MGMTO

Name: ifDescr.100
Value: GigabitEther 1/0/1
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17-8 snmp rwalk

Name

Value

IP MIB
snmp rget snmp rgetnext
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python

Python

python [<option>] [-W {ignore | default | all | module | once | error}] [{-m <module name> |
<file name> | - } [<args>...]1]

<option>

-b (-bb)

Python PYTHON*
-h (--help)

hash() !
! PYTHONHASHSEED

sys.path 2 site

site
sys.path 2

212



18

-v (-wv)

-V (--version)

Python

<option>

-W {ignore | default | all | module | once | error}

ignore

default

all

module

once

error

{-m <module name> | <file name> | - } [<args>...]
-m <module name>
sys.path 2
<module name> 255

<module name>

N

<file name>
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<file name> 255
<file name> . - _ ~
N
Py .pyc  .pyo
Python
<args>
63
¥ $
32
Python <option> -h (--help)
-V (--version)
Python
1
2
sys.path Python
sample.py
# python sample.py
#
sample test

1
# python -m sample test 1

214



Python
# python
Python 3.2.3 (default, Oct 29 20XX, 17:26:20)
Type "help™, "copyright”, "credits" or "license” for more information.

>>>
>>> quit()

#

1 4

2 1 8
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stop python

Python

stop python [-f] [kill] <pid>

kill
SIGKILL

SIGTERM
<pid>

ID ID  show script running-state
1 30000

18-1 PID 12345
# stop python 12345
Do you want to stop the specified script? (y/n): vy
#
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pyflakes

Python
PyPI  Python

pyflakes <file name>

<file name>
<file name> . - _
N
Py

18-2 Python version3 sample.py
> pyflakes ./sample.py
>

18-3 Python version3 sample.py

> pyflakes ./sample.py
./sample.py:1: invalid syntax
print "Sample"

N
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install script
Python
[config/script/script.file
° 100
] 4MB
o 1 512KB

install script <file name>

<file name>
<file name> 255
99
~ N
Py .pyc  .pyo
"test.py" "test.pyc” "test.pyo"
18-4 testscript.py
# install script testscript.py
#
1.
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uninstall script

Python

uninstall script [-f] {all | <file name>}

{all | <file name>}

all
<file name>
<file name> . -
N
18-5 testscript.py

# uninstall script testscript.py
Do you want to delete the specified script file? (y/n): y
#
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show script installed-file

Python

show script installed-file [<file name>]

<file name>

18-6
> show script installed-file
Date 20XX/10/25 13:39:50 UTC
Total: 3 files, 129931 bytes

name: testl.py
size: 4014 bytes
MD5: 646da9ae6854565766abc96856857d67

name: test2.py
size: 125263 bytes
MD5: 8ef5b45elf7bead446a5bfalebacl620

name: test3.py

size: 654 bytes

MD5: b5210a7lea7c7bcbch7923a7d471e383
>

18-7 testl.py

> show script installed-file testl.py
Date 20XX/10/25 13:40:50 UTC

name: testl._py

size: 4014 bytes

MD5: 646da9ae6854565766abc96856857d67
>
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18-1 show script installed-file

Total <value> files <value>
<value> bytes <value>

name

size

MD5 MD5

222



18

show script running-state

Python

show script running-state

18-8
>show script running-state
Date 20XX/10/25 13:39:50 UTC

[operation command]
command line args: python /usr/home/operator/scriptl._py
PID: 12345
start time: 20XX/10/25 13:39:01 UTC

[applet]
applet name: event-monitor
action sequence: 1
command line args: python script2.py "100"
PID: 15432
start time: 20XX/10/25 13:39:20 UTC

[resident]
script id: 1
command line args: python script3.py "abc"
state: Running
PID: 10987
start time: 20XX/10/20 11:00:20 UTC

script id: 2

command line args: python script4.py
state: Not Running(suppression)
suppression time: 20XX/10/20 19:00:02 UTC

script id: 3

command line args: python script5.py
state: Not Running(no file)
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18-2 show script running-state

[operation command]

"Not Running"

command line args

PID

start time

[applet]

"Not Running"

applet name

action sequence

command line args

PID

start time

[resident]

"Not Configured

script id

1D

command line args

state

Running
Not Running(suppression)
Not Running(no file)

PID

start time

suppression time
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show event manager history

show event manager history {applet | script}

{applet | script}
applet

script

18-9
> show event manager history applet
Date 20XX/10/25 12:25:10 UTC

time(event occur) time(action start) applet name type
20XX/10/25 12:00:00 UTC 20XX/10/25 12:00:00 UTC every-one-hour timer
20XX/10/25 11:34:33 UTC 20XX/10/25 11:34:34 UTC SNMPlog sysmsg
20XX/10/25 11:00:00 UTC 20XX/10/25 11:00:00 UTC every-one-hour timer
20XX/10/25 10:00:00 UTC 20XX/10/25 10:00:00 UTC every-one-hour timer
20XX/10/25 09:00:00 UTC 20XX/10/25 09:00:01 UTC every-one-hour timer
20XX/10/25 08:00:00 UTC 20XX/10/25 08:00:01 UTC every-one-hour timer
20XX/10/25 07:00:00 UTC 20XX/10/25 07:00:01 UTC every-one-hour timer
20XX/10/25 06:12:57 UTC 20XX/10/25 06:12:57 UTC OSPFlog sysmsg
>
1

18-3 show event manager history applet

time(event occur)

time(action start)

applet name

type timer
sysmsg
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18-10
> show event manager history script
Date 20XX/10/25 12:25:10 UTC
time name

20XX/10/05 13:12:57 UTC samplel.
20XX/10/04 23:01:55 UTC samplel.
20XX/10/04 02:00:00 UTC samplel.
20XX/10/03 02:00:00 UTC samplel.
20XX/10/02 10:11:23 UTC sample2.
20XX/10/02 02:00:00 UTC samplel.
20XX/10/01 02:00:00 UTC samplel.

PID event ID type

py 2543 16777216 timer
py 2543 33554432 sysmsg
py 2543 16777216 timer
py 2543 16777216 timer
py 12345 33554433 sysmsg
py 2543 16777216 timer
py 2543 16777216 timer

2
18-4 show event manager history script
time
name
24 23
(interactive)
PID ID ID
event ID ID
type timer
sysmsg
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show event manager monitor

show event manager monitor {applet [name <applet name>] | script [pid <pid>]} [type {timer |
sysmsg}] [detail]

{applet [name <applet name>] | script [pid <pid>]}

applet [name <applet name>]

name <applet name>
<applet name> 31 1 2

name <applet name>

script [pid <pid>]

pid <pid> ID
<pid> 1 30000

pid <pid>

type {timer | sysmsg}

timer

sysmsg

detail
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18-11
> show event manager monitor applet
Date 20XX/10/25 12:15:15 UTC
3 event(timer:2, sysmsg:1)

start time

detection

applet name type
monitorl timer
monitor2 Sysmsg
monitor3 timer
>

18-12 monitorl

20XX/10/24 12:03:57 UTC
20XX/10/24 12:04:08 UTC
(disable)

> show event manager monitor applet name monitorl detail

Date 20XX/10/25 12:25:10 UTC
applet name: monitorl
type: timer
condition
cron: "0 * * * *v
start time: 20XX/10/24 12:03:57 UTC

statistics
detection: 23
discard: 0

priority: normal

action
1 python start.py "monitorl" "timer"
2 python test.py
5 python end.py

18-13
> show event manager monitor script
Date 20XX/10/25 12:25:10 UTC
3 event(timer:1, sysmsg:2)

start time

detection

PID name event ID type
2543 testl.py 16777216 timer
33554432 sysmsg
12345 test2.py 33554433 sysmsg
>
18-14 ID 2543

20XX/10/24 13:12:57 UTC
20XX/10/24 13:12:56 UTC
20XX/10/24 15:10:01 UTC

> show event manager monitor script pid 2543 detail

Date 20XX/10/25 12:25:10 UTC
2 event(timer: 1, sysmsg: 1)
PID: 2543
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name: testl.py
event ID: 33554432
type: timer
condition
cron: "0 * * *x *v
notice priority: last
start time: 20XX/10/24 13:12:57 UTC

statistics
detection: 23

discard
detector: 0
script: 0

event ID: 33554433
type: sysmsg
condition
event level: E7 E8 E9
event function: "PORT"
notice priority: normal
start time: 20XX/10/24 13:12:56 UTC

statistics
detection: 0
discard
detector: 0
script: 0
>
18-5 show event manager monitor
Warning "System message was discarded before searching. (discard count:
<count>, last time: <time>)"
<count>
<time>
<value> event <value> !
timer !
sysmsg !
applet name
PID ID
name detail 20
19
event ID ID
type timer
sysmsg
condition 2
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priority high
normal
notice priority low
last
start time
disable "(disable)"
statistics
detection
discard
detector
script
action
1
2
18-6 condition

timer cron cron cron

interval interval
sysmsg message type

switch no.

event level R8 R5 E9 E3

event function

interface id

message id

additional info (upper) 4

additional info (lower) 12

message text
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clear event manager

e show event manager monitor

® show event manager history

Warning

clear event manager [{applet | script}] [{statistics | history}]

{applet | script}

{statistics | history}

> clear event manager statistics

>

applet

script

statistics

history

18-15

Warning

Warning
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restart script-manager

restart script-manager [-f] [core-file]

-f

core-file

scriptManagerd.core

18-16
> restart script-manager

Do you want to restart the script management program (scriptManagerd)? (y/n): y
>

° Jusr/var/core/

° scriptManagerd.core
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restart event-manager

restart event-manager [-f] [core-file]

core-file

eventManagerd.core

18-17
> restart event-manager

Do you want to restart the event management program (eventManagerd)? (y/n): y
>

° Jusr/var/core/

° eventManagerd.core
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dump script-user-program

dump script-user-program

18-18
> dump script-user-program
>

° Jusr/var/scriptManager/
° smd_script_user.gz

smd_script_user.gz  gzip

HHHHHHHHHHHHHHHHHH
#i[resident script id 1 info]###HHHHHHH
## START(20XX/07/04 11:56:00 UTC) name=err.py pid=3758
## 20XX/07/04 11:56:00 UTC
File "/config/script/script.file/err.py"”, line 1
print aaa
A

SyntaxError: invalid syntax
## END(20XX/07/04 11:56:00 UTC) name=err.py pid=3758
B
## START(20XX/07/04 11:56:00 UTC) name=err.py pid=3418
## 20XX/07/04 11:56:00 UTC
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File "/config/script/script.file/err.py"”, line 1
print aaa
A
SyntaxError: invalid syntax
## END(20XX/07/04 11:56:00 UTC) name=err.py pid=3418
B
## START(20XX/07/04 11:56:00 UTC) name=err.py pid=3815
## 20XX/07/04 11:56:01 UTC
File "/config/script/script._file/err_py"”, line 1
print aaa
N
SyntaxError: invalid syntax
## END(20XX/07/04 11:56:01 UTC) name=err.py pid=3815
S
## START(20XX/07/04 11:56:01 UTC) name=err.py pid=3980
## 20XX/07/04 11:56:01 UTC
File "/config/script/script._file/err_py"”, line 1
print aaa
A
SyntaxError: invalid syntax
## END(20XX/07/04 11:56:01 UTC) name=err.py pid=3980
HHHHHHHHHHHHHHHHHH
SRR R G
#it[resident script id 2 infol###HHHHHHHT
## START(20XX/07/04 11:59:00 UTC) name=sample.py pid=1212

* * * * * * * * * *

BHE R R R R
## [applet:testapplet,action:1]
## START(20XX/07/04 11:35:00 UTC) name=sample.py pid=1345
## 20XX/07/04 11:36:00 UTC
File "/config/script/script.file/sample.py”, line 1
print aaa
N

SyntaxError: invalid syntax
## END(20XX/07/04 11:36:47 UTC) name=sample.py pid=1345
B

ID 1

N o g~ wDhE
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dump script-manager

dump script-manager

18-19
> dump script-manager
>
1.
° Jusr/var/scriptManager/
° smd_dump.gz
° smd_tracel.gz
° smd_trace2.9z

238



18

dump event-manager

dump event-manager

18-20
> dump event-manager
>
1
° lusr/var/eventManager/
° emd_dump.gz
° emd_tracel.gz
° emd_trace2.9z
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1 9 Python
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19 Python

m commandline

commandline

CommandLine

CommandLine

e CommandLine

_init_

exec

exit
set_default_timeout

set_default_logging

m Ssysmsg

sysmsg

e send

m eventmonitor

eventmonitor

® regist_sysmsg

® regist_cron_timer

® regist_interval_timer

e event delete

® event receive

® get_exec_trigger

241

extlib



19 Python

__init__ commandline.CommandLine

CommandLine

_init_()

19-1 _init__

commandline.GeneratelnstanceError

commandline.DuplicatelnstanceError

exec
[opt/script
1. 1 CommandLine
exit
2. TACACS+ TACACS+
1 30 5 x 4
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exec commandline.CommandLine

exec(*tpl_command, logging = commandline.DEFAULT)

*tpl_command

0 86400

logging
show logging

e commandline. ENABLE
show logging

e commandline.DISABLE
show logging

logging script-only script-include
commandline. DEFAULT commandline. DEFAULT

set_default_logging

result’
e commandline.OK
e commandline. TIMEOUT

'strings’

243
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19-2 exec

TypeError

ValueError

KeyboardInterrupt Ctrl C

commandline.NoCommandError

commandline.ExecuteCommandError

set_default_timeout

0
stderr

1.
2. commandline.ExecuteCommandError
3. exec
4, telnet
5. exec Ctrl C

Ctrl C more less

commandline.ExecuteCommandError

6. enable password enable

244

stdout
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exit commandline.CommandLine

exit()

del
Python
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set_default_timeout

commandline.CommandLine

set_default_timeout(timeout)

timeout

exec
0 86400

19-3 set_default_timeout

TypeError

ValueError

exec
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set_default_logging commandline.CommandLine

show logging

set_default_logging(mode)

mode

e commandline.ENABLE

show logging
e commandline.DISABLE
show logging show
logging script-only script-include
19-4 set_default_logging
TypeError
ValueError
KeyboardInterrupt Ctrl C
commandline.LoggingError
KEY RSP show logging
1.
2. mode  commandline.DISABLE
. exec logging commandline. ENABLE

° sysmsg
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® exit exit
end mode
commandline.DISABLE
° mode  commandline.DISABLE show
logging script-only script-include
19-5
SKY
SRS
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sysmsg.send

send(event_level, message_id_lower, additional_info_lower, message_text)

event_level

ASCII 2
E9 R5 RS

message_id_lower

0x0  Oxffff
4 3e03
additional_info_lower

12 16
message_text

ASCII
196

19-6 sysmsg.send

E3

Ox0  Oxffffffffffff

TypeError

ValueError

sysmsg.MsgSendError

SCRIPT

sysmsg.MsgSendError
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kkk mm/dd hh:mm:ss www ee SCRIPT 3e03xxxX YyYyy:YYYVYYYyyyyy ttt... ttt
1 2 3 4

event_level
message_id_lower

additional_info_lower

> W npoE

message_text
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eventmonitor.regist_sysmsg

EVT

regist_sysmsg( message_type =
switch_no = eventmonitor.DEFAULT,
event_level = ",

event_function =

interface_id = ",
message_id = eventmonitor.DEFAULT,

additional_info_upper = eventmonitor.DEFAULT,

additional_info_lower = eventmonitor.DEFAULT,

message_text = ",
priority = eventmonitor_NORMAL)

message_type

switch_no

<switch no.>

eventmonitor. DEFAULT

event_level

E3 E9 R5 R8
E3 E5 RS8
event_level = (“E3","E5","R8™)

event_function

15

251

ValueError

eventmonitor. DEFAULT

ValueError

122

ERR
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interface_id
event_function
ValueError
AN $ [
| ¥
message_id
16

eventmonitor. DEFAULT

additional_info_upper

4 16
eventmonitor. DEFAULT
4
additional_info_lower
12 16
eventmonitor. DEFAULT
12
message_text
128
A $ [
| ¥
priority
e eventmonitor.HIGH
e eventmonitor. NORMAL
e eventmonitor.LOW
® eventmonitor.LAST
/1
6:3:1
/!

252

32

*

] (
POSIX 1003.2  Extended Regular Expression

0x0  Oxfffffff
eventmonitor. DEFAULT

0x0  Oxffff
eventmonitor. DEFAULT

0x0  OxfFFFFFfffff
eventmonitor. DEFAULT

*

] (
POSIX 1003.2  Extended Regular Expression

)

)
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19-7 eventmonitor.regist_sysmsg

TypeError

ValueError

SystemError

KeyboardInterrupt Ctrl C

eventmonitor.RegisterMax

eventmonitor.RegistrationError

message_type switch_no event_level event function interface_id message_id
additional_info_upper additional_info_lower message_text  AND

ID

256 256
eventmonitor.RegisterMax

1.
e KEY SKY
® RSP SRS
2. priority ValueError
[ ]
kkk mm/dd hh:mm:ss www ee kkkkkkkk [iii ] XXXXXXXX YYVYIYVYYYVYYYYYY ttt. .ttt
1 234 5 6 7 8 9 10

1. message_type
switch_no
switch_status
event_level
event_function

interface_id

N g~ w D

message_id
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8. additional_info_upper
9. additional_info_lower

10. message_text
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eventmonitor.regist_cron_timer

cron

regist_cron_timer(cron, priority = eventmonitor.NORMAL)

cron
‘<minute> <hour> <day> <month> <week>'
<minute>
{0-59]*}
<hour>
{0-23]*}
<day>
{1-31]*}
<month>
{1-12]*}
<week>
{0-717}
0 7 1 2 .. 6
priority

e eventmonitor.HIGH
e cventmonitor. NORMAL
e eventmonitor. LOW
e eventmonitor.LAST
/]
6:3:1
I
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19-8 eventmonitor.regist_cron_timer

TypeError

ValueError

SystemError

KeyboardInterrupt Ctrl C

eventmonitor.RegisterMax

eventmonitor.RegistrationError

cron
ID
cron interval 256 256
eventmonitor.RegisterMax
1. cron /
2
° cron
) *
minute *
. i)
° /
Y -
® cron 511
cron
19-9 cron
* Kk Kk Kk %
4323 *** 23:43
017**1 17:00
0,1017**0,2,3 17:.00 17:10
0-10171*~* 1 17:00 17:10 1
001,15*1 1 15 0:00
4241 ** 1 4:42
021**1-6 21:00
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0,10,20,30,40,50 * * * * 0 10 20 30 40 50
*[10 * > * * 0 10

Rl el 1:00 1:59 1

0*1*** 0

Q**** 0

28-20/3*** 8:02 11:02 14:02 17:02 20:02
3051,15** 1 15 5:30
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eventmonitor.regist_interval_timer

interval

regist_interval_timer(interval, priority = eventmonitor.NORMAL)

interval
1 4294967
priority

e eventmonitor.HIGH
e eventmonitor. NORMAL
e cventmonitor. LOW
e eventmonitor.LAST
/1
6:3:1

19-10 eventmonitor.regist_interval_timer

TypeError

ValueError

SystemError

KeyboardInterrupt Cirl C

eventmonitor.RegisterMax

eventmonitor.RegistrationError

interval

interval cron 256 256
eventmonitor.RegisterMax
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19 Python

eventmonitor.event_delete

event_delete(event_id= eventmonitor.EVENT_ALL_DEL)

event_id
ID

eventmonitor.EVENT_ALL_DEL eventmonitor.EVENT_ALL_DEL

19-11 eventmonitor.event_delete

TypeError

ValueError

SystemError

KeyboardInterrupt Ctrl C

eventmonitor.DeleteError

ID
ID ID eventmonitor.DeleteError
0
1 ID
2 ID 0
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eventmonitor.event_receive

event_receive(blocking_flg, timeout = 0)

blocking_flg

e eventmonitor.BLOCK_ON
e eventmonitor.BLOCK_OFF

timeout

86400

result’

® eventmonitor.OK
e eventmonitor. TIMEOUT
o eventmonitor NODATA

‘event_type'

e eventmonitor.CRON_TIMER_EVT cron
e eventmonitor.INTERVAL_TIMER_EVT interval
e eventmonitor.SYSMSG_EVT
e cventmonitor. NODATA

‘event_id'

ID
‘add_info' [ ]
eventmonitor.SYSMSG_EVT

19-13
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19-12 eventmonitor.event_receive

TypeError

ValueError

SystemError

KeyboardInterrupt

Ctrl C

eventmonitor.ReceiveError

blocking_flg timeout
e BLOCK_OFF
e BLOCK_ON
e BLOCK_ON timeout
e BLOCK_ON timeout 0
[
19-13

timeout
eventmonitor. TIMEOUT

eventmonitor.SYSMSG_TIME

"<month>/<day> <hour>:<minute>:<second>"

eventmonitor.SYSMSG_MESSAGE_TYPE

eventmonitor.SYSMSG_SWITCH_NO

eventmonitor.SYSMSG_SWITCH_STATUS

eventmonitor.M

eventmonitor.SYSMSG_EVENT_LEVEL

2
"E9" "E3" "R8" "R5"

eventmonitor.SYSMSG_EVENT_FUNCTION

eventmonitor.SYSMSG_INTERFACE_ID

eventmonitor.SYSMSG_MSG_ID
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eventmonitor.SYSMSG_ADD_HIGH

eventmonitor.SYSMSG_ADD_LOW

12

eventmonitor.SYSMSG_EVT_TEXT

263



19 Python

eventmonitor.get_exec_trigger

get_exec_trigger()

‘type’

e eventmonitor. OPERATE_COMMAND

e eventmonitor.RESIDENT
e cventmonitor, APPLET
‘applet'
eventmonitor. APPLET

19-15
19-14 eventmonitor.get_exec_trigger
SystemError
KeyboardInterrupt Ctrl C

19-15

applet_name

type

eventmonitor. TIMER_EVT
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eventmonitor.SYSMSG_EVT

condition
19-16
19-17
trigger
19-18

19-16

eventmonitor. TIMER_TYPE

eventmonitor.CRON cron
eventmonitor.INTERVAL interval

eventmonitor. CRON cron
eventmonitor.INTERVAL interval
19-17

eventmonitor.SYSMSG_MESSAGE_TYPE

eventmonitor.SYSMSG_SWITCH_NO

eventmonitor. DEFAULT

eventmonitor.SYSMSG_SWITCH_STATUS

eventmonitor. DEFAULT

eventmonitor.SYSMSG_EVENT_LEVEL

2
[E3,'R5' E5,'R6''R7]
[l

eventmonitor.SYSMSG_EVENT_FUNCTION
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eventmonitor.SYSMSG_INTERFACE_ID

eventmonitor.SYSMSG_MSG_ID

eventmonitor. DEFAULT

eventmonitor.SYSMSG_ADD_HIGH 4

eventmonitor. DEFAULT

eventmonitor.SYSMSG_ADD_LOW 12

eventmonitor. DEFAULT

eventmonitor.SYSMSG_EVT_TEXT

19-18

eventmonitor.SYSMSG_MESSAGE_TYPE

eventmonitor.SYSMSG_SWITCH_NO

eventmonitor.SYSMSG_EVENT_LEVEL
2
"E9" "E3" "R8" "R5"

eventmonitor.SYSMSG_EVENT_FUNCTION

eventmonitor.SYSMSG_INTERFACE_ID

eventmonitor.SYSMSG_MSG_ID

eventmonitor.SYSMSG_ADD_HIGH 4

eventmonitor.SYSMSG_ADD_LOW 12

eventmonitor.SYSMSG_EVT_TEXT

eventmonitor.SYSMSG_TIME

"<month>/<day> <hour>:<minute>:<second>"
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show interfaces

show interfaces <interface type> <interface number> [detail]

<interface type> <interface number>

<interface type> <interface number>

|
[ ]
detail
10BASE-T/100BASE-TX/1000BASE-T
20-1 10BASE-T/100BASE-TX/1000BASE-T

> show interfaces gigabitethernet 1/0/1

Date 20XX/01/14 12:34:36 UTC

NIFO: -

Portl: active up 1000BASE-T full(auto) 0012.e245.0405
Time-since-last-status-change:0:08:24
Bandwidth:1000000kbps Average out:OMbps Average in:OMbps
Peak out:1Mbps at 10:59:06 Peak in:1Mbps at 10:59:19
Output rate: Obps Opps
Input rate: Obps Opps
Flow control send :off
Flow control receive:off
EEE config:enabled EEE status:operational
EEE Tx-LPI:on
EEE Rx-LPl:on
TP1D:8100
Frame size:1522 Octets retry:0 Interface name:gethl/0/1
description:test lab area network

<Qut octets/packets counter> <In octets/packets counter>
Octets : 27706 Octets o 28994
All packets : 272 All packets : 286
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>

Unicast packets : 271
Multicast packets : 0
Broadcast packets

Pause packets

<Out line error counter>
Late collision
Collisions

o O o

Underrun

<In line error counter>
CRC errors

Alignment

Short frames

Long frames

o O O o o

Error frames
<Line fault counter>
Polarity changed

o O

Link down
Link down in operational state

10BASE-T/100BASE-TX/1000BASE-T

20-2 detail

Unicast packets
Multicast packets
Broadcast packets
Pause packets

Defer indication
Excessive collisions
Error frames

Symbol errors
Fragments
Jabber
Overrun

detail

> show interfaces gigabitethernet 1/0/1 detail
Date 20XX/01/14 12:35:06 UTC

NIFO: -

Portl: active up 1000BASE-T full(auto) 0012.e245.0405
Time-since-last-status-change:0:08:54
Bandwidth:1000000kbps Average out:OMbps Average in:OMbps
Peak out:1Mbps at 10:59:06 Peak in:1Mbps at 10:59:19

Output rate:
Input rate:

Obps
Obps
Flow control send :off
Flow control receive:off

Opps
Opps

EEE config:enabled EEE status:operational

EEE Tx-LPI:on

EEE Rx-LPI:on
TP1D:8100

Frame size:1522 Octets retry:0
description:test lab area network
<Qut octets/packets counter>
Octets 27706
All packets : 272
Unicast packets : 271
Multicast packets

Broadcast packets

Pause packets : 0
<Out/In packets counter>

64 packets : 14

Interface name:gethl/0/1

<In octets/packets counter>
Octets

All packets

Unicast packets

Multicast packets

Broadcast packets

Pause packets

269
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o O o

o O O o

28994
286
272
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>

65-127 packets : 542
128-255 packets
256-511 packets
512-1023 packets
1024- packets

o O -

SFP+/SFP SFP+

20-3

SFP+/SFP SFP+

> show interfaces tengigabitethernet 1/0/27
Date 20XX/01/14 12:41:55 UTC

NIFO: -
Port27:

active up 10GBASE-LR 0012.e222.1d55
SFP+ connect
Time-since-last-status-change:0:05:33
Bandwidth:10000000kbps Average out:0Mbps Average in:OMbps
Peak out:65Mbps at 11:43:21 Peak in:5IMbps at 11:43:21
Output rate: Obps Opps
Input rate: Obps Opps
Flow control send :off

Flow control receive:on

TP1D:-8100

Frame size:1522 Octets retry:0 Interface name:tengethl/0/27
<Qut octets/packets counter>

Octets

All packets

Unicast packets

Multicast packets

Broadcast packets

Pause packets

<In octets/packets counter>

Octets

All packets

Unicast packets

Multicast packets

Broadcast packets

Pause packets

<Out line error counter>

Underrun

Error frames

<In line error counter>

CRC errors

Alignment

Fragments

Jabber

Symbol errors

Short frames
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189
189
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Long frames

Overrun

Error frames
<Line fault counter>

Link down
TX fault

Signal detect errors
Transceiver notconnect :

Link down in operational state

O O o o

Signal detect errors in operational state

Transceiver notconnect in operational state

>
20-1
NIF<nif no.> NIF
<NIF >
Port<port no.>
< > active up
active down
initialize
test
fault
inactive inactivate
BPDU
L2
disable shutdown
< > 20-2
<MAC > MAC
< > SFP SFP SFP-T
SFP+ SFP+
< > connect
notconnect
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not support

initialize
fault

20-2
10BASE-T full 10BASE-T
10BASE-T half 10BASE-T
100BASE-TX full 100BASE-TX
100BASE-TX half 100BASE-TX
1000BASE-T full 1000BASE-T

1000BASE-LX full

1000BASE-LX

1000BASE-SX full

1000BASE-SX

1000BASE-LH full

1000BASE-LH

1000BASE-BX10-D full

1000BASE-BX-D 10km

1000BASE-BX10-U full

1000BASE-BX-U  10km

1000BASE-BX40-D full

1000BASE-BX-D  40km

1000BASE-BX40-U full

1000BASE-BX-U 40km

2.5GBASE-T full 2.5GBASE-T

10GBASE-SR 10GBASE-SR
10GBASE-LR 10GBASE-LR
10GBASE-ER 10GBASE-ER

10GBASE-CU30CM

10GBASE-CU 30cm

10GBASE-CU1M

10GBASE-CU 1m

10GBASE-CU3M

10GBASE-CU 3m

10GBASE-CU5M

10GBASE-CU 5m

10GBASE-BR10-D

10GBASE-BR-D 10km

10GBASE-BR10-U

10GBASE-BR-U 10km

10GBASE-BR40-D

10GBASE-BR-D  40km

10GBASE-BR40-U

10GBASE-BR-U 40km

(auto)

initialize
fault

connect

active up

test
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MAC FCS
Vol.1 20.2.2
20-3
Time-since-last-status-change
hh:mm:ss 24 hh mm SS
dd.hh:mm:ss 24 dd hh mm ss
Over 100 days 100
Bandwidth:< >kbps "kbps"
bandwidth
Average out:< 1 "Mbps"
>Mbps
1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit
bps MAC FCS
Average in:< 1 "Mbps"
>Mbps
1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit
bps MAC FCS
Peak out 24 out
1bit OMbps  1bit 1.5Mbit 1Mbps
1.5Mbit
bps MAC FCS
Peak in 24 in
1bit OMbps 1bit 1.5Mbit 1Mbps
1.5Mbit
bps MAC FCS
Output rate ! 1
bps pps
bps MAC FCS
Input rate ! 1
bps pps
bps MAC FCS
Flow control send 2 on
off
Flow control receive 2 on
off
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EEE config enabled EEE
disabled EEE
EEE status 3 operational EEE
disagreed EEE EEE
EEE Tx-LPI 3 on
off
EEE Rx-LPI 3 on
off
TPID VLAN TagProtocollDentifier
Frame size 3
MAC DATA PAD FCS
retry:<Counts>
Interface name
description:< description
description
description
1
10000
10000
° 10000 k
° 10000k M
° 10000M G
2
active up test off
3
active up test -
20-4
<Out octets/packets counter>
<In octets/packets counter>
Octets
1
MAC FCS
All packets

Unicast packets

Multicast packets
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Broadcast packets

Pause packets

<Out/In packets counter> 1
64 packets 64
65-127 packets 65 127
128-255 packets 128 255
256-511 packets 256 511
512-1023 packets 512 1023
1024- packets 1024 2
<Out line error counter>
Late collision 512
10BASE-T/100BASE-TX/1000BASE-T 100BASE-TX/1000BASE-

T/2.5GBASE-T

Collisions

10BASE-T/100BASE-TX/1000BASE-T 100BASE-TX/1000BASE-
T/2.5GBASE-T

Defer indication

10BASE-T/100BASE-TX/1000BASE-T 100BASE-TX/1000BASE-
T/2.5GBASE-T
Excessive collisions 16
10BASE-T/100BASE-TX/1000BASE-T 100BASE-TX/1000BASE-
T/2.5GBASE-T
Underrun CRC
Error frames Late collision Excessive

collisions  Underrun

<In line error counter>

CRC errors FCS

Alignment FCS

Fragments 64 FCS
Jabber FCS

Symbol errors

Short frames

Long frames

Overrun

Error frames Short frames  Fragments
Jabber CRCerrors Long frames Overrun Symbol errors

<Line fault counter>

10BASE-T/100BASE-TX/1000BASE-T 100BASE-TX/1000BASE-
T/2.5GBASE-T

Polarity changed

Link down

Link down in operational state
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<Line fault counter>
SFP SFP+/SFP

Link down

TX fault

Signal detect errors

Transceiver notconnect

Link down in operational state

Signal detect errors in operational state

Transceiver notconnect in operational
state

MTU

° nimd

2. 10G 10G
SFP+ not support
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clear counters

clear counters
clear counters <interface type> <interface number>

<interface type> <interface number>

<interface type> <interface number>

° 0 SNMP MIB

° nimd
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show port

show port [<port list>]

show port protocol [<port list>]

show port statistics [<port list>] [{ up | down }] [discard]
show port transceiver [<port list>] [detail]

show port vlan [<port list>] [{ access | trunk | protocol | mac | tunnel }]

show port eee [<port list>]

<port list>

protocol

statistics

{ up | down }

up

down

discard

inactivate

fault

down

test

up

up

init

inact

shutdown dis
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transceiver

detail

vlan
VLAN

{ access | trunk | protocol | mac | tunnel }

access

VLAN
trunk
VLAN
protocol
VLAN
mac
MAC VLAN
tunnel
VLAN
VLAN
eee
EEE
1
20-4
> show port

Date 20XX/01/14 10:56:37 UTC
Port Counts: 54

Port Name Status  Speed Duplex FCtl FrLen ChGr/Status
1/0/ 1 geth1/0/1 up 1000BASE-T full(auto) off 1522 1/up
1/0/ 2 geth1/0/2 inact 1000BASE-T full off 1522 -/-

1/0/ 3 geth1/0/3 down - - - - -/-
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1/0/49 gethl1/0/49

down - - - - -/-
1/0/50 geth1/0/50 up 1000BASE-T full(auto) off 1522 1/up
1/0/51 tengeth1l/0/51 up 1000BASE-T full off 1522 -/-
1/0/52 tengethl/0/52 wup 10GBASE-SR full off 1522 32/up
1/0/53 tengethl/0/53 down - - - - -/-
1/0/54 tengethl/0/54 up 10GBASE-SR full off 1522 32/up
>
1
20-5
Port Counts
Port INIF /
Name
Status up
down
init
test
fault
inact inactivate
BPDU
L2
dis shutdown
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Speed

10BASE-T 10BASE-T

100BASE-TX 100BASE-TX

1000BASE-T 1000BASE-T

1000BASE-LX 1000BASE-LX

1000BASE-SX 1000BASE-SX

1000BASE-LH 1000BASE-LH

1000BASE-BX10-D 1000BASE-BX10-D

1000BASE-BX10-U 1000BASE-BX10-U

1000BASE-BX40-D 1000BASE-BX40-D

1000BASE-BX40-U 1000BASE-BX40-U

2.5GBASE-T 2.5GBASE-T

10GBASE-SR 10GBASE-SR

10GBASE-LR 10GBASE-LR

10GBASE-ER 10GBASE-ER

10GBASE-CU30CM 10GBASE-CU 30cm

10GBASE-CU1M 10GBASE-CU 1m

10GBASE-CU3M 10GBASE-CU 3m

10GBASE-CU5M 10GBASE-CU 5m

10GBASE-BR10-D 10GBASE-BR10-D

10GBASE-BR10-U 10GBASE-BR10-U

10GBASE-BR40-D 10GBASE-BR40-D

10GBASE-BR40-U 10GBASE-BR40-U

- 10BASE-T/100BASE-TX/1000BASE-

T 100BASE-TX/1000BASE-T/2.5GBASE-T
Status up test

Status init fault
connect

Duplex

Duplex

full
full(auto)
half
half(auto)

- Duplex 10BASE-T/100BASE-TX/1000BASE-T
100BASE-TX/1000BASE-T/2.5GBASE-T
Status up test
Status  init fault
connect

FCtl

on
off
- Status up test

FrLen

- Status up test

ChGr /Status

1 120
up
down
dis disable
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20-5
> show port protocol
Date 20XX/01/14 10:56:37 UTC
Port Counts: 54

Port Name Type VLAN STP QoS Filter MACTbl  Ext.
1/0/ 1 geth1/0/1 Protocl 100 0 0 0 0o ------
1/0/ 2 gethl/0/2 Mac 1024 0 100 100 7 ------
1/0/ 3 gethl1/0/3 Trunk 256 0 0 0 0 ------
1/0/ 4 gethl/0/4 Protocol 16 0 1 1 0 ------
1/0/51 tengethl/0/51 Access 1 0 0 0 0 ------
1/0/52 tengethl/0/52 Access 1 0 0 0 0 ------
1/0/53 tengethl/0/53 Access 1 0 0 0 0 ------
1/0/54 tengethl/0/54 Access 1 0 0 0 0 ------
>
2
20-6
Port Counts
Port INIF /
Name
Type Protocol VLAN
Trunk
Access
Mac MAC VLAN
Tunnel
VLAN VLAN VLAN
VLAN suspend VLAN
STP single 1
pvst+ pvst+ VLAN
mstp
single  pvst+ pvst+ VLAN +1
QoS QoS QoS
VLAN
QoS
Filter
VLAN
MACTDbI MAC MAC
Ext. |
S
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T Tag
L LLDP
A Ring Protocol
3
20-6
> show port statistics
Date 20XX/01/14 10:56:37 UTC
Port Counts: 54
Port Name Status T/R All packets Multicast Broadcast Discard
1/0/ 1 gethl/0/1 up TX 36060 36012 48 0
Rx 267868905982 67868905982 0 0
1/0/ 2 gethl/0/2 inact Tx 0 0 0 0
RX 0 0 0 0
1/0/ 3 gethl1/0/3 down  Tx 0 0 0 0
Rx 0 0 0 0
1/0/ 4 gethl/0/4 down  Tx 0 0 0 0
RX 0 0 0 0
1/0/ 5 gethl1/0/5 down  Tx 0 0 0 0
RX 0 0 0 0
1/0/49 geth1/0/49 down  TX 0 0 0
Rx 0 0 0
1/0/50 geth1/0/50 up Tx 5679 0 10 0
Rx 5158 0 11 0
1/0/51 tengethl/0/51 up Tx 41601114258 32945109231 1 0
Rx 6352088724 15118 8 0
1/0/52 tengethl/0/52 up Tx 230169902708 25895910148 557807 0
Rx 34671538289 66885 1487508 0
1/0/53 tebgeth1/0/53 down  Tx 0 0 0 0
RX 0 0 0 0
1/0/54 tebgethl/0/54 up Tx 42422843302 41973185821 160 0
Rx 5839856540 5593 42399 0
>
3
20-7
Port Counts
Port INIF /
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Name
Status up
down
init
test
fault
inact inactivate
BPDU
L2
dis shutdown
T/R / TX
Rx
All packets
Multicast
Broadcast
Discard
4
20-7 SFP SFP+
> show port transceiver 1/0/51-52 detail
Date 20XX/01/14 10:56:38 UTC
Port Counts: 2
Port: 1/0/51 Status:notconnect Type:- Speed:-
Vendor name:- Vendor SN :-
Vendor PN :- Vendor rev:-
Tx power - Rx power :-
Port: 1/0/52 Status:connect Type:SFP+ Speed:10GBASE-SR
Vendor name : XXXXXXXXXXXXXXXX Vendor SN 2 XXXXXXXXXXXXXXXX
Vendor PN 2 XXXXXXXXXXXXXXXX Vendor rev:xxxx
Tx power  :-2.0dBm Rx power :-2.4dBm
>
4
20-8 SFP SFP+
Port Counts
Port INIF /
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Status connect

notconnect

not support

- init fault

Type SFP SFP SFP-T
SFP+ SFP+
notconnect

Speed

10BASE-T/100BASE-TX/1000BASE-T 10BASE-T/100BASE-
TX/1000BASE-T

1000BASE-LX 1000BASE-LX
1000BASE-SX 1000BASE-SX
1000BASE-LH 1000BASE-LH
1000BASE-BX10-D 1000BASE-BX10-D
1000BASE-BX10-U 1000BASE-BX10-U
1000BASE-BX40-D 1000BASE-BX40-D
1000BASE-BX40-U 1000BASE-BX40-U
10GBASE-SR 10GBASE-SR
10GBASE-LR 10GBASE-LR
10GBASE-ER 10GBASE-ER
10GBASE-CU30CM 10GBASE-CU 30cm
10GBASE-CUIM 10GBASE-CU 1m
10GBASE-CU3M 10GBASE-CU 3m
10GBASE-CU5M 10GBASE-CU 5m
10GBASE-BR10-D 10GBASE-BR10-D
10GBASE-BR10-U 10GBASE-BR10-U
10GBASE-BR40-D 10GBASE-BR40-D
10GBASE-BR40-U 10GBASE-BR40-U

- init fault
connect
Vendor name 12
Vendor SN 12
Vendor PN 12
Vendor rev
12
Tx power dBm 1234
Rx power dBm 1234
1
connect fault
2
connect fault
S
3
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-40dBm +8.2dBm

20-8 VLAN
> show port vlan
Date 20XX/01/15 14:15:00
Port Counts: 54

Port Name Status Type

1/0/ 1 gethl/0/1 up Protocl
1/0/ 2 gethl/0/2 inact Mac
1/0/51 tengeth1/0/51 up Trunk
1/0/52 tengethl/0/52 up Trunk
1/0/53 tengeth1/0/53 down  Access
1/0/54 tengethl/0/54 up Trunk
>

20-9 VLAN

> show port vlan trunk

Date 20XX/11/15 14:15:00

Port Counts: 2

Port Name Status Type
1/0/ 3 geth1/0/3 up Trunk
1/0/ 4 gethl/0/4 up Trunk

20-9 VLAN

VLAN
100 (Global IP Network VLAN)
1024

32
32
1  (DefaultVLAN)
32

VLAN

1-4094
1,3,5,7,9,11,13,15,17,19,21,23,25,27,
29,31,33,35,37,39,41,43,45,47,49,120,
130,140

Port counts

Port NIF
Name
Status up

down

init

test

fault

inact inactivate
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BPDU
L2
dis shutdown
Type Access
Trunk
Protocol VLAN
Mac MAC VLAN
Tunnel
VLAN VLAN ID VLAN ID
VLAN VLAN
VLAN
6
20-10 EEE
> show port eee
Data 20XX/03/09 13:48:30 UTC
Port Counts: 48
Port Name Status Config Current Tx-LPl Rx-LPI
1/0/ 1 geth1/0/1 up enabled operational on on
1/0/ 2 gethl/0/2 up disabled disagreed off off
1/0/48 geth1/0/48 up enabled disagreed off off
6
20-10 EEE
Port counts
Port NIF
Name
Status up
down
init
test
fault
inact inactivate
BPDU
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L2
dis shutdown
Config EEE enabled EEE
disabled EEE
Current EEE operational EEE
disagreed EEE
EEE
- Status up
Tx-LPI on
off
- Status up
Rx-LPI on
off
- Status up
1.
20-11
Late collision CRC errors
Excessive collisions Fragments
Underrun Symbol errors
Short frames
Long frames
Overrun
2.
clear counters
nimd
3. 10G 10G
SFP+ not support
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activate

inactivate inactive active

activate <interface type> <interface number>

<interface type> <interface number>

<interface type> <interface number>

1 NIF 0 1 active
activate gigabitethernet 1/0/1
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Inactivate
active
inactivate <interface type> <interface number>
<interface type> <interface number>
<interface type> <interface number>
|
[ ]
1 NIF 0 1 inactive
inactivate gigabitethernet 1/0/1
[ ]
° inactive
° inactive active
[ ]
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test interfaces

inactivate

test interfaces <interface type> <interface number> {internal | connector}
[auto_negotiation {10base-t | 100base-tx | 1000base-t | 2500base-t}]
[interval <interval time>] [pattern <test pattern no.>]

[length <data length>]

<interface type> <interface number>

<interface type> <interface number>

<interface number> <switch no.>

internal

connector

auto_negotiation {10base-t | 100base-tx | 1000base-t | 2500base-t}

speed

speed "auto"”
"gigabitethernet"

20-12

"auto”

inactive

<interface type>

10BASE-T/100BASE-TX/1000BASE-T

10base-t
100base-tx
1000base-t

100BASE-TX/1000BASE-T/2.5GBASE-T

100base-tx
1000base-t
2500base-t
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100base-tx

interval <interval time>

1 30
1
pattern <test pattern no.>
0 4
0 1 4
1 all Oxff
2 all 0x00

3 "*THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG.0123456789 **"

3
length <data length>
MAC FCS
20-13

No
1 46 1500 500
2 46 9216 500

auto_negotiation 10base-t 1500 1500

Oxff
100 5
20-11

> test interfaces gigabitethernet 0/2 internal interval 5 pattern 1 length 100
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° inactive
[ ]
® auto_negotiation 1000base-t
5 8 4
° 1

1000BASE-LH 10GBASE-ER

20-14
db

1000BASE-LH 5 22
10GBASE-ER 5 11

e 1000BASE-BX 1

e 10GBASE-BR 1

[ ]

no test interfaces
e SFP-T
o 100BASE-TX/1000BASE-T/2.5GBASE-T 100BASE-TX 1000BASE-T

1000BASE-T 2.5GBASE-T
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no test interfaces

no test interfaces <interface type> <interface number>

<interface type> <interface number>

<interface type> <interface number>

<interface number> <switch no.>

Oxff 100 5

20-12
>test interfaces gigabitethernet 0/2 internal interval 5 pattern 1 length 100
>no test interfaces gigabitethernet 0/2
Date 20XX/10/23 12:00:00 UTC

Interface type :1000BASE-LX
Test count 160
Send-0K 160 Send-NG
Receive-0K 160 Receive-NG :0
Data compare error :0
Out buffer hunt error :0 Out line error :0
In CRC error :0 In alignment :0
In monitor time out :0 In line error :0
H/W error znone
>

20-15

Interface type

10BASE-T
100BASE-TX
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1000BASE-T
1000BASE-LX
1000BASE-SX
1000BASE-LH
1000BASE-BX10-D
1000BASE-BX10-U
1000BASE-BX40-D
1000BASE-BX40-U
2.5GBASE-T
10GBASE-SR
10GBASE-LR
10GBASE-ER
10GBASE-CU30CM
10GBASE-CU1M
10GBASE-CU3M
10GBASE-CU5M
10GBASE-BR10-D
10GBASE-BR10-U
10GBASE-BR40-D

10GBASE-BR40-U
1

Test count

Send-OK

Send-NG

Receive-OK

Receive-NG

Data compare error

Data compare error

Out buffer hunt error

Out line error

In CRC error

In alignment

FCS

In monitor time out
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In line error
H/W error H/W
none
occurred
1
° connect
[ ]
[ ]
2
MAC FCS
\Vol.1 20.2.2
3
° inactive
[ ]
Receive-OK  Receive-NG Send-OK
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show power inline

PoE PoE

show power inline [<port list>] [{on | off | faulty | denied | inact | wait}]
[{critical | high | low | never}]

<port list>

PoE <port list>

PoE PoE
{on | off | faulty | denied | inact | wait}
on
on
off
off
faulty
faulty

denied

denied

inact

inact

wait

PoE wait

{critical | high | low | never}
critical
critical
high
high
low

low
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never
PoE never
PoE PoE
20-13 PoE

> show power inline
Date 20XX/02/24 16:24:01 UTC
System Wattage:

Description
Port 1/0/1

Port 1/0/4
Port 1/0/5

Port 1/0/8

Port 1/0/21
Port 1/0/22
1Pphone (1004)
Port 1/0/12

0 Port 1/0/48

Threshold(W) 785.0

Total Allocate(W) 218.4

Total Power(W) 142.2

Priority Control enable

System Delay Time(sec) 3600

Port Delay Time(sec) 60

Port Counts : 48

Port  Status Priority Type Class Alloc(mW) Power(mW) Vol(V) Cur(mA)
1/0/1 on critical SP  manual 30000 26900 53.8 501
1/0/2 off never - - 0 0 .0 0
1/0/3 off never - - 0 0 .0 0
1/0/4 on critical SP 4 30000 4400 54.0 82
1/0/5 on low SP 3 15400 1600 54.2 30
1/0/6 on low SP1 4000 700 54.1 14
1/0/7 on low SP 2 7000 1100 54.1 21
1/0/8 faulty high - - 0 0 0.0 0
1/0/21 on high SS 6 60000 48000 53.8 892
1/0/22 on low SS auto 12000 11500 54.1 212
1/0/23 inact high - - 0 0 0.0 0
1/0/24 on high DS 4,4 60000 48000 53.8 892
1/0/47 wait high - -

1/0/48 wait high - -

20-16

System Wattage
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Threshold(W)

Total Allocate(W) PoE PoE
ClassO0 15.4
Classl 4.0
Class2 7.0
Class3 154
Class4 30.0
Class5 45.0
Class6 60.0
manual
auto  Autoclass
Total Power(W)
Priority Control enable
disable
System Delay PoE PoE 0 3600
Time(sec)
Port Delay Time(sec) | PoE PoE
PoE 0 60
20-17 PoE
Port Counts
Port
Status PoE
on
off
faulty
denied
inact
wait PoE
Priority critical
high
low
never PoE
Type SP Single Pairset
SS
Single Signature
DS Dual
Signature
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Class 1! 0 |IEEE802.3af ClassO 15.4
1 |EEE802.3af Classl 4.0
2 |EEE802.3af Class2 7.0
3 |EEEB802.3af Class3 15.4
4 |EEE802.3at Class4 30.0
5 |EEE802.3hbt Class5 45.0
6 |EEE802.3bt Class6 60.0
manual
auto Autoclass
Alloc(mw) 2
Power(mw) 2
Vol(V)
Cur(mA) ?
Description description
1
DS
2
DS
e Total Allocate Power
Power 1
Power Threshold(W)
Total Allocate Total Allocate
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activate power inline

activate power inline gigabitethernet <port list>

gigabitethernet

<port list>

<port list>

20-14
> activate power inline gigabitethernet 1/0/1

° on shutdown
off
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inactivate power inline

inactivate power inline gigabitethernet <port list>

gigabitethernet

<port list>

<port list>

20-15
> Inactivate power inline gigabitethernet 1/0/1

° inact shutdown
off
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show channel-group

show channel-group [{[<channel group list>] [detail] | summary}]

{[<channel group list>] [detail] | summary}

<channel group list>

<channel group list>

detail
summary
summary
1
21-1

>show channel-group
Date 20XX/12/10 12:00:00 UTC
channel-group Counts:4
ChGr:1 Mode: LACP
CH Status :Up Elapsed Time:10:10:39
Load Balance:default
Max Active Port:8
Max Detach Port:7
Description : 6 ports aggregated.
MAC address: 0012.e2ac.8301 VLAN ID:
Periodic Timer:Short
Actor information: System Priority:1 MAC: 0012.e212.ff02
KEY:1
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Partner information: System Priority:10000 MAC: 0012.e2f0.69be

KEY:10
Port(6) :1/0/1-3,10,12-13
Up Port(2) :1/0/1-2

Down Port(4) :1/0/3,10,12-13
ChGr:2 Mode:LACP
CH Status :Down Elapsed Time:-
Load Balance:default
Max Active Port:8
Max Detach Port:7
MAC address: 0012.e2ac.8302 VLAN 1D:30-35,40
Periodic Timer:Long
Actor information: System Priority:1 MAC: 0012.e212.ff02

KEY:11

Partner information: System Priority:10000 MAC: 0012.e2f0.69bd
KEY:20

Port(3) :1/0/4-6

Up Port(0)
Down Port(3) :1/0/4-6
ChGr:3 Mode:Static
CH Status :Disabled Elapsed Time:-
Load Balance:default
Max Active Port:8
Max Detach Port:7
MAC address: 0012.e2ac.8304 VLAN 1D:200
Port(2) :1/0/7-8
Up Port(0)
Down Port(2) :1/0/7-8
ChGr:4 Mode:Static
CH Status :Up Elapsed Time:160.11:45:10
Load Balance:default
Max Active Port:2 (no-link-down mode)
Max Detach Port:7
MAC address: 0012.e2ac-8305 VLAN 1D:250
Port(3) :1/0/9,14-15
Up Port(2) :1/0/9,14
Down Port(l) :1/0/15
Standby Port(1):1/0/15

211

channel-group Counts

ChGr

Mode LACP LACP

Static
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CH Status Up

Down

Disabled
Elapsed Time Up hh:mm:ss 24

ddd.hh:mm:ss 24

Over 1000 days 1000

Up

Max Active Port 1 8 8

(link-down mode)

(no-link-down mode)
Max Detach Port 0 7 7
Load Balance default

Vol.1
21.15
Description
MAC Address MAC Address MAC
MAC
VLAN ID VLAN ID
VLAN ID

Periodic Time LACPDU LACP

Short 1

Long 30
Actor information

LACP
System Priority LACP 1D

1 65535 1
MAC MAC LACP ID MAC
KEY
Partner information

LACP

LACP e
System Priority LACP 1D

0 65535 0
MAC MAC MAC
KEY 0 65535
Port(n) n

INIF
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Up Port(n) n
INIF /
Down Port(n) n
INIF /
no-link-down
Standby Port(n) n
INIF /
2
21-2
>show channel-group summary
Date 20XX/07/14 12:00:00 UTC
CH Status :ChGr 1D
Up(2) 11,3
Down(1) 11
Disabled(1) 3
>
2
21-2
Up(n) Up n
Up ID
Down(n) Down n
Down ID
Disabled(n) Disabled n
Disabled ID
3
21-3

>show channel-group detail
Date 20XX/12/10 12:00:00 UTC
channel-group Counts:4

ChGr:1

Mode: LACP

CH Status
Load Balance:default

Max Active Port:8
Max Detach Port:7

Elapsed Time:10:10:39

Description : All 100M Full-Duplex
MAC address: 0012.e2ac.8301 VLAN 1D:
Periodic Timer:Short
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Actor information: System Priority:1 MAC: 0012.e212.ff02

KEY:1

Partner information: System Priority:10000 MAC: 0012.e2f0.69be
KEY:10

Port Counts:6 Up Port Counts:2

Port:1/0/1 Status:Up Reason: Partner-
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Port:1/0/2 Status:Up Reason: -
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Port:1/0/3 Status:Down Reason:LACPDU Expired
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Port:1/0/10 Status:Down Reason:LACPDU Expired
Speed: 100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Port:1/0/12 Status:Down Reason:Partner Aggregation Individual
Speed: 100M Duplex:Full LACP Activity:Active
Actor  Priority:128 Partner Priority:100
Port:1/0/13 Status:Down Reason:Synchronization OUT_OF_SYNC
Speed: 100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
ChGr:2 Mode:LACP
CH Status :Down Elapsed Time:-
Load Balance:default
Max Active Port:8
Max Detach Port:7
MAC address: 0012.e2ac.8302 VLAN 1D:30-35,40
Periodic Timer:Long
Actor information: System Priority:1 MAC: 0012.e212.ff02

KEY:11

Partner information: System Priority:10000 MAC: 0012.e2f0.69bd
KEY:20

Port Counts:3 Up Port Counts:0

Port:1/0/4  Status:Down Reason:Port Down
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100

Port:1/0/5 Status:Down Reason:Partner Key Unmatch
Speed :100M Duplex:Full LACP Activity:Active
Actor Priority:128 Partner Priority:100
Unmatched Partner Key:201

Port:1/0/6  Status:Down Reason:Partner System ID Unmatch
Speed :100M Duplex:Full LACP Activity:Active
Actor  Priority:128 Partner Priority:1
Unmatched System ID: Priority:5000 MAC:0012.e2f0.69ba

ChGr:3 Mode:Static
CH Status :Disabled Elapsed Time:-
Load Balance:default
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Max Active Port:8
Max Detach Port:7
MAC address: 0012.e2ac.8304 VLAN 1D:200

Port Counts:2 Up Port Counts:0
Port:1/0/7 Status:Down Reason:CH Disabled
Speed :100M Duplex:Full Priority:128
Port:1/0/8 Status:Down Reason:CH Disabled
Speed :100M Duplex:Full Priority:128
ChGr:4 Mode:Static
CH Status :Up Elapsed Time:160.11:45:10

Load Balance:default

Max Active Port:2 (no-link-down mode)

Max Detach Port:7

MAC address: 0012.e2ac-8305 VLAN 1D:250

Port Counts:3 Up Port Counts:2
Port:1/0/9 Status:Up Reason: -
Speed :100M Duplex:Full Priority:0
Port:1/0/14 Status:Up Reason: -
Speed :100M Duplex:Full Priority:0
Port:1/0/15 Status:Down Reason:Standby
Speed :100M Duplex:Full Priority:0
>
3
21-3
channel-group
Counts
ChGr
Mode LACP LACP
Static
CH Status Up
Down
no-link-down
Disabled
Elapsed Time Up hh:mm:ss 24
ddd.hh:mm:ss 24
Over 1000 days 1000
Up
Max Active Port 1 8 8
(link-down mode)
(no-link-down mode)
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Max Detach Port 0 7 7
Load Balance default
Vol.1
21.15
Description
MAC Address MAC Address MAC
MAC
VLAN ID VLAN | VLAN ID
ID
Periodic Time LACPDU LACP
Short 1
Long 30
Actor information
LACP
System Priority LACP 1D
1 65535 1
MAC MAC LACP ID MAC
KEY
Partner
information LACP
LACP "
System Priority LACP 1D
0 65535 0
MAC MAC MAC
KEY 0 65535
Port Counts
Up Port Counts
Port INIF /
Status Up
Down
Reason - Status "Up"
Standby
CH Disabled Disable
Port Down DOWN

Port Speed Unmatch

Port Selecting

Waiting Partner Synchronization

310



21

LACPDU Expired LACPDU

Partner System ID Unmatch
Partner System ID Partner System ID

Unmatched Partner System ID

Partner Key Unmatch KEY
Partner Key

Unmatched Partner Key

Partner Aggregation Individual

Partner Synchronization OUT_OF_SYNC

Partner Synchronization OUT_OF_SYNC

Port Moved

Operation of Detach Port Limit

Speed 10M 10M bit/s
100M  100M bit/s
1G 1G bit/s
2.5G 2.5G hit/s
10G 10G bit/s
Duplex Duplex Full
Half
- Duplex
LACP Activity LACP LACP
Active LACPDU
Passive LACPDU LACPDU
Actor Priority 0 65535 0
LACP
Partner Priority 0 65535 0
LACP
Priority 0 65535 0
Unmatched 1 65535
Partner Key Down Reason:Unmatched Partner Key
Unmatched Down Reason:Unmatched Partner System ID
Partner System ID ID
Priority 0 65535 0
MAC Address MAC ID MAC
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Reason

312
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show channel-group statistics

show channel-group statistics [lacp] [<channel group list>]

lacp
LACPDU

<channel group list>

<channel group list>

21-4
>show channel-group statistics
Date 20XX/07/14 12:00:00 UTC
channel-group counts:4

ChGr:1(Up)
Total: Octets TX: 12760301 Rx: 9046110
Frames TX: 71483 Rx: 64377
Discards Tx: 96 Rx: 9
Port:0/1 Octets TX: 12745991 Rx: 9033008
Frames TX: 71432 Rx: 64332
Discards Tx: 95 Rx: 5
Port:0/2 Octets TX: 14310 Rx: 13102
Frames TX: 51 Rx: 45
Discards Tx: 1 Rx: 4
Port:0/3 Octets Tx: 0 Rx: 0
Frames Tx: 0 Rx: 0
Discards Tx: 0 Rx: 0
Port:0/10 Octets Tx: 0 Rx: 0
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Frames
Discards
Port:0/12 Octets
Frames
Discards
Port:0/13 Octets
Frames
Discards
ChGr:2(Up)
Total : Octets
Frames
Discards
Port:0/4 Octets
Frames
Discards
Port:0/5 Octets
Frames
Discards
Port:0/6 Octets
Frames
Discards
ChGr:3(Down)
Total: Octets
Frames
Discards
Port:0/7 Octets
Frames
Discards
Port:0/8 Octets
Frames
Discards
ChGr:4(Up)
Total: Octets
Frames
Discards
Port:0/9 Octets
Frames
Discards
Port:0/14 Octets
Frames
Discards
Port:0/15 Octets
Frames
Discards

TX:
TX:
Tx:
TX:
TX:
Tx:
TX:
TX:

TX:
TX:
Tx:
TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:

TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:
TX:

TX:
TX:
TX:
Tx:
TX:
TX:
Tx:
TX:
TX:
Tx:
TX:
TX:

O O O O O o o o

2031141
3344

14
2008831
3312

10
22310
32

o O o b~

O O O O O O o o o

5971370
11133
12
4023121
7211

0
1948249
3922

12

Rx:
Rx:
RX:
RX:
Rx:
Rx:
Rx:
Rx:

Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
RX:
Rx:
Rx:
Rx:
Rx:
Rx:

Rx:
Rx:
Rx:
Rx:
Rx:
RX:
Rx:
Rx:
RX:

Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
Rx:
RX:
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O O O O O o o o

1643359
2353

25
1623147
2332

22
20212
21

O O O w

O O O O O O o o o

5205702
10286
32
3403392
6884

0
1802310
3402
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1
21-4
channel-group
counts
ChGr
Up
Down
Disabled
Total
Port
NIF /
Octets TX
Rx
MAC FCS
Frames Tx
Rx
Discards TX
Rx
20-11
2
LACPDU
21-5 LACPDU
>show channel-group statistics lacp
Date 20XX/07/14 12:00:00 UTC
channel-group counts:2
ChGr:1 Port Counts:6
Port:1/0/1
TXLACPDUs : 50454011 RxLACPDUs  : 16507650
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards : 8
Port:1/0/2
TXLACPDUs : 50454011 RxLACPDUs : 16507650
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards : 8
Port:1/0/3
TXLACPDUs : 100 RxLACPDUs : 100
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards s 8
Port:1/0/10
TXLACPDUs : 100 RxLACPDUs : 100
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards s 8
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Port:1/0/12

TxLACPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards 8
Port:1/0/13
TXLACPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards 8
ChGr:11 Port counts:3
Port:1/0/4
TxLACPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards 8
Port:1/0/5
TXLACPDUs 100 RxLACPDUs 100
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards 8
Port:1/0/6
TxLACPDUs : 100 RxLACPDUs 100
TxMarkerResponsePDUs: 10 RxMarkerPDUs: 10
RxDiscards 8
>
2
21-5 LACPDU
channel-group counts
ChGr
Port Counts
Port INIF /
TXLACPDUs LACPDU
RxLACPDUs LACPDU
Tx MarkerResponsePDUs PDU
RxMarkerPDUs PDU
RxDiscards PDU

LACPDU

LACP

clear counters

clear channel-group statistics lacp
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show interfaces
clear counters
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clear channel-group statistics lacp

LACPDU

clear channel-group statistics lacp [<channel group list>]

<channel group list>

LACPDU
<channel group list>

LACPDU

21-6 LACPDU

>clear channel-group statistics lacp
>

21-7 LACPDU

>clear channel-group statistics lacp 1
>

. LACPDU

show channel-group statistics
. 0 SNMP MIB 0
° LACPDU 0
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restart link-aggregation

restart link-aggregation [-f] [core-file]

core-file

LAd.core

21-8
> restart link-aggregation
Link Aggregation restart OK? (y/n):y
>
21-9 -f
> restart link-aggregation -f
>

lusr/var/core/

LAd.core
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dump protocols link-aggregation

dump protocols link-aggregation

21-10

> dump protocols link-aggregation
>

Jusr/var/LA/
LAd_dump.gz
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27 wac
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22 MAC

show mac-address-table

MAC

show mac-address-table [ <mac> ] [ vlan <vlan id list> ] [ port <port list> ]
[channel-group-number <channel group list>]
[{ static | dynamic | snoop | dotlx | wa | macauth }]

show mac-address-table learning-counter [ port <port list> ]
[channel-group-number <channel group list>]

show mac-address-table learning-counter vlan [<vlan id list>]

<mac>
MAC MAC
vlan <vlan id list>
VLAN ID MAC
<vlan id list>

[port <port list>] [channel-group-number <channel group list>]

MAC

MAC

port <port list>
MAC
MAC <port list>
channel-group-number <channel group list>
MAC
<channel group list>
MAC
MAC
{ static | dynamic | snoop | dotlx | wa | macauth }
MAC
static
mac-address-table static MAC

dynamic
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MAC MAC
snoop
IGMP snooping MLD shooping MAC
dotlx
IEEE802.1X MAC
wa
Web MAC
macauth
MAC MAC
learning-counter
MAC
learning-counter vlan [<vlan id list>]
MAC VLAN <vlan id list>
<vlan id list> VLAN
MAC
1
22-1 MAC
> show mac-address-table
Date 20XX/10/29 11:33:50 UTC
MAC address VLAN Type Port-list
0012.e280.5cbf 3 Static 1/0/5
0012.e205.0558 1 Dynamic 1/0/23
0012.e28e.0602 1 Dynamic 1/0/23
0012.e2a8.250c 1 Dynamic 1/0/23
0012.e205.0642 100 Dynamic 1/0/2-3,10
0012.e205.0643 103 Dynamic 1/0/4,7
0012.e205.0643 104 Dynamic 1/0/4,7
>
1
22-1 MAC
MAC address MAC
VLAN VLAN ID
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Type

MAC

Dynamic

Snoop  IGMP snooping MLD shooping

Static

Dotlx IEEE802.1X
Wa Web
Macauth MAC

Port-list

NIF

MAC
MAC

Drop drop

- Type  Snoop

Dot1x/Wa/Macauth

2

22-2 MAC

>show mac-address-table learning-counter port 1/0/1-10

Date 20XX/12/21 20:00:57 UTC
Port counts:10

Port Count
1/0/1 3
1/0/2 1000
1/0/3 0
1/0/4 50
1/0/5 45
1/0/6 0
1/0/7 22
1/0/8

1/0/9

1/0/10

>

22-3 MAC

>show mac-address-table learning-counter vlan
Date 20XX/12/10 20:00:57 UTC
VLAN counts:4

1D Count Maximum
1 3 -
100 1000 -
200 0 -
4094 90 -

>

VLAN
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2
22-2 MAC
Port counts
VLAN counts VLAN
Port
NIF

ID VLAN ID VLAN ID
Count MAC
Maximum MAC « o m

1 2
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clear mac-address-table

MAC MAC

clear mac-address-table [ vlan <vlan id list> ]
[ port <port list> ]J[channel-group-number <channel group list>][-f]
clear mac-address-table vlan <vlan id list> mac-address <mac> [-f]

vlan <vlan id list>
VLAN ID MAC
<vlan id list>
[port <port list>] [channel-group-number <channel group list>]

MAC

MAC
port <port list>

MAC <port
list>

channel-group-number <channel group list>

MAC
<channel group list>
mac-address <mac>
MAC MAC MAC
-f
MAC
MAC
MAC
MAC
MAC
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22-4 VLAN ID MAC

>clear mac-address-table vlan 90 port 1/0/9
mac-address-table clear OK? (y/n): y
>

22-5 MAC

>clear mac-address-table vlan 100-200 -f
>
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23 v
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23 VLAN

show vlan

VLAN

show vlan [{ summary | detail | list | configuration }]

show vlan <vlan id list> [{ summary | detail | list | configuration }]
show vlan [port <port list>] [ channel-group-number <channel group list>]

[{ summary | detail | list | configuration }]

{ summary | detail | list | configuration }
summary
VLAN
detail
VLAN
list
VLAN 1 1VLAN

configuration

VLAN
VLAN
<vlan id list>
VLAN ID VLAN
<vlan id list>
VLAN

[port <port list>] [channel-group-number <channel group list>]

VLAN

VLAN
port <port list>
VLAN
VLAN <port list>

channel-group-number <channel group list>

<channel group list>
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23 VLAN

VLAN

VLAN  summary

23-1 VLAN summary

> show vlan summary

Date 20XX/09/21 14:15:00 UTC

Total (18) :1,3-5,8,10-20,100,2000
Port based(10) :1,3-5,8,10,12,14,16,18
Protocol based(8) :11,13,15,17,19-20,100,2000
MAC based(0)

>

1

23-1 VLAN summary

VLAN

Total(n)

VLAN

n
VLAN ID

VLAN

Port based(n) VLAN

n
VLAN ID

VLAN

Protocol based(n) VLAN

n
VLAN ID

VLAN

MAC based(n) MAC VLAN

n
VLAN ID

VLAN

>

VLAN

23-2 VLAN

show vlan

Date 20XX/01/26 17:01:40 UTC
VLAN counts:4

VLAN 1D:1 Type:Port based Status:Up
Learning:0On Tag-Translation:0On
BPDU Forwarding: EAPOL Forwarding:

Router Interface Name:VLANOOO1

IP Address:10.215.201.1/24
3ffe:501:811:ff08::5/64

Source MAC address: 0012.e212.adle(System)

Description:VLANOOO1

Spanning Tree:PVST+(802.1D)

AXRP RING ID: AXRP VLAN group:

IGMP snooping: MLD snooping:
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Untagged(8) :1/0/5-12
Tagged(2) :1/0/19-20
Tag-Trans(2) :1/0/19-20

VLAN ID:120 Type:Protocol based Status:Up
Protocol VLAN Information Name:ipv6
EtherType:08dd LLC: Snap-EtherType:

23-3 VLAN Ring Protocol
> show vlan 3,5
Date 20XX/11/15 17:01:40 UTC
VLAN counts:2
VLAN 1D:3 Type:Port based Status:Up
Learning:0On Tag-Translation:
BPDU Forwarding: EAPOL Forwarding:
Router Interface Name:VLANOOO3
IP Address:
Source MAC address: 0012.e212.adle(System)
Description:VLANOOO3
Spanning Tree:
AXRP RING 1D:1 AXRP VLAN group:2
AXRP RING 1D:100 AXRP VLAN group:1
AXRP RING 1D:500 AXRP VLAN group:2
AXRP RING 1D:1000  AXRP VLAN group:2

IGMP snooping: MLD snooping:
Untagged(8)  :1/0/5-12
Tagged(8) :1/0/25-32
VLAN ID:5 Type:Port based Status:Up
Learning:0On Tag-Translation:
23-4 detail VLAN

> show vlan 3,1000-1500 detail
Date 20XX/12/10 12:00:00 UTC
VLAN counts:2

VLAN 1D:3 Type:Port based Status:Up
Learning:0On Tag-Translation:On
BPDU Forwarding: EAPOL Forwarding:

Router Interface Name:VLANOOO3
IP Address:10.215.196.1/23
ee80::220:afff:fed7:8f0a/64
Source MAC address: 0012.e212.adle(System)
Description:VLANOOO3
Spanning Tree:Single(802.1D)
AXRP RING 1D: AXRP VLAN group:
IGMP snooping: MLD snooping:
Port Information
1/0/5 Up Forwarding Untagged
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1/0/6

1/0/25(CH:9)
1/0/26(CH:9)

VLAN 1D:1340 Type:Mac based

Learning:0On

Up Blocking(STP)  Untagged

Up Forwarding Tagged

Up  Blocking(CH) Tagged
Status:Up

Tag-Translation:On

Tag-Translation:103
Tag-Translation:103

2
23-2 VLAN
VLAN counts VLAN
VLAN tunneling enabled | VLAN VLAN
VLAN
VLAN ID VLAN VLAN ID
Type VLAN Port based VLAN
Protocol based VLAN
Mac based MAC VLAN
Status VLAN Up Up
Down Down
Disable Disable
Protocol VLAN VLAN VLAN
Information
Name
EtherType Ethernet\V2 EtherType 16 4
LLC 802.3 LLC 16 4
Snap-EtherType 802.3SNAP EtherType | 16 4
Learning MAC On MAC
Ooff MAC
Tag-Translation Tag
On Tag
BPDU Forwarding BPDU
On BPDU
EAPOL Forwarding EAPOL
On EAPOL
Router Interface Name VLAN
IP Address IP /
Source MAC address 3 System MAC
MAC
Description VLAN
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VLANXXXX  XXXX VLAN ID
Spanning Tree STP
Single(802.1D) IEEE802.1D
Single(802.1w) IEEE802.1w
PVST+(802.1D) VLAN IEEE802.1D
PVST+(802.1w) VLAN IEEE802.1w
MSTP(802.1s)
AXRP RING ID Ring Protocol ID
24
AXRP VLAN group Ring Protocol VLAN
ID VLAN 1 2 VLAN
ID
Control-VLAN VLAN
IGMP snooping IGMP snooping
On IGMP snooping
MLD snooping MLD snooping
On MLD snooping
23-3 VLAN
Untagged(n) Untagged n
Tagged(n) Tagged n
Tag-Trans(n) Tag n
23-4  detail VLAN
Port Information VLAN
INIF / No Port Information
CH 1 120
< > Up Up
Down Down
< > Forwarding
Blocking

(VLAN) VLAN disabled
(CH)

(STP) STP
(dotlx) IEEE802.1X
(CNF) VLAN
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(AXRP) Ring Protocol

(ULR)
- Down
Tag Tag Untagged Untagged
Tagged Tagged
Tag-Translation 1D 1 4094
3
VLAN
23-5 VLAN
> show vlan list
Date 20XX/11/15 17:01:40 UTC
VLAN counts:4
Number of VLAN ports:41
ID Status Fwd/Up /Cfg Name Type Protocol Ext. IP
1 Up 16/ 18/ 18 VLANOOO1 Port STP PVST+:1D - - - 4
3 Up 9/ 10/ 10 VLANOOO3 Port STP Single:1D - - T 4/6
120 Up 4/ 5/ 5 VLANO120 Proto - - - - -
1340 Disable 0/ 8/ 8 VLAN1340 Mac - ---4
AXRP (C:Control-VLAN)
S:IGMP/MLD snooping T:Tag Translation
4:1Pv4 address configured 6:1Pv6 address configured
>
23-6 VLAN Ring Protocol
> show vlan list
Date 20XX/11/15 17:01:40 UTC
VLAN counts:4
Number of VLAN ports:10
ID Status Fwd/Up /Cfg Name Type Protocol Ext. IP
1 Up 1/ 2/ 2 VLANOOO1 Port AXRP (-) - - - -
5 Up 2/ 2/ 2 VLANOOO5 Port AXRP (C) - - - -
10 Up 1/ 2/ 2 VLANOO10 Port AXRP (-) - - - -
20 Up 3/ 4/ 4 VLANO020 Port AXRP (-) - - - -
AXRP (C:Control-VLAN)
S:IGMP/MLD snooping T:Tag Translation
4:1Pv4 address configured 6:1Pv6 address configured
>
23-7 VLAN Ring Protocol STP

> show vlan list

Date 20XX/11/15 17:01:40 UTC
VLAN counts:4

Number of VLAN ports:11
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ID Status Fwd/Up /Cfg Name Type Protocol Ext. IP
1 Up 3/ 3/ 3 VLANO0O1 Port STP Single:1D - - - -
5 Up 2/ 2/ 2 VLANOOOS Port AXRP (C) --- -
10 Up 3/ 3/ 3 VLANOO10 Port STP PVST+:1D - - - -
20 Up 3/ 3/ 3 VLAN0O020 Port STP Single:1D - - - -
AXRP (C:Control-VLAN)
S:IGMP/MLD snooping T:Tag Translation
4:1Pv4 address configured 6:1Pv6 address configured
>
3
23-5 VLAN
VLAN counts VLAN
VLAN tunneling VLAN VLAN
enabled VLAN
Number of VLAN VLAN VLAN
ports
ID VLAN ID VLAN ID
Status VLAN Up Up
Down Down
Disable Disable
Fwd Forward VLAN Forward
Up Up VLAN Up
Cfg VLAN VLAN
Name VLAN VLAN
VLANXXXX  XXXX VLAN ID
Type VLAN Port VLAN
Proto VLAN
Mac MAC VLAN
Protocol STP Ring Protocol STP
STP < > < >
< > Single PVST+ MSTP
< > 802.1D 802.1w 802.1s
Ring Protocol
AXRP
©) VLAN
VLAN ")
VLAN ")
Ext. S IGMP snooping MLD snooping
T Tag
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IP IP 4 IPv4
6 IPv6
4/6 IPv4 IPv6
- VLAN IP
4
VLAN
23-8 VLAN
> show vlan configuration
Date 20XX/11/15 14:15:00
VLAN counts: 3
ID Name Status Ports
1 Defaul tVLAN Up 1/0/1-10,1/0/12,1/0/14,1/0/16,1/0/20-23,1/0/30,
1/0/32,1/0/34,1/0/36,1/0/49-50
200 Global IP Netw.. Down 1/0/11,1/0/15,1/0/31
4000 VLAN4000 Disable 1/0/2-10,1/0/12,1/0/31
>
4
23-6 VLAN
VLAN counts VLAN
ID VLAN ID VLAN ID
Name VLAN VLAN 14
Status VLAN Up Up
Down Down
Disable Disable
Ports INIF /
1. Web VLAN MAC VLAN
MAC switchport mac  vlan

VLAN

vlan mac-based
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show vlan mac-vlan

MAC VLAN MAC

show vlan mac-vlan [<vlan id list>] [{ static | dynamic }]
show vlan mac-vlan <mac>

<vlan id list>
VLAN ID MAC VLAN

<vlan id list>
VLAN VLAN ID=1

{ static | dynamic }

static
MAC
MAC
dynamic
L2 MAC
MAC
<mac>
MAC VLAN
L2 MAC
MAC
VLAN MAC VLAN

23-9 MAC VLAN
> show vlan mac-vlan
Date 20XX/09/21 14:15:00 UTC
VLAN counts:2 Total MAC Counts:5
VLAN 1D:100 MAC Counts:4
0012.e200.0001 (static) 0012.e200.0002 (static)
0012.e200.0003 (static) 0012.€200.0004 (macauth)
VLAN 1D:-200 MAC Counts:1
0012.e200.1111 (macauth)
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23-10 dynamic MAC VLAN
> show vlan mac-vlan dynamic
Date 20XX/09/21 14:15:00 UTC
VLAN counts:2 Total MAC Counts:3
VLAN 1D:100 MAC Counts:2
* 0012.e200.0003 (macauth) 0012.e200.0004 (macauth)
VLAN 1D:200 MAC Counts:1
0012.€200.1111 (macauth)
>

23-11 MAC MAC VLAN
> show vlan mac-vlan 0012.e200.0003
Date 20XX/09/21 14:15:00 UTC
VLAN counts:1 Total MAC Counts:2
VLAN 1D:100 MAC Counts:2
0012.e€200.0003 (static) * 0012.e200.0003 (macauth)

23-7 MAC VLAN

VLAN Counts MAC VLAN
Total MAC Counts MAC MAC
MAC
MAC
*

VLAN ID VLAN VLAN ID
MAC Counts VLAN MAC VLAN MAC
<MAC MAC type
>(type) static

dotlx IEEE802.1X
wa Web
macauth MAC

MAC
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restart vlan Mmac-manager

L2MAC

restart vlan mac-manager [-f] [core-file]

L2MAC

core-file

L2MAC

L2MAC

23-12 L2MAC

> restart vlan mac-manager
L2 Mac Manager restart OK? (y/n): vy
>

23-13 L2MAC -f

> restart vlan mac-manager -f
>

MAC VLAN 2
°
lusr/var/core/
L2MacManager.core
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dump protocols vlan

L2MAC

dump protocols vlan

23-14 VLAN

> dump protocols vlan
>

Jusr/var/12/

L2MacManager_dump.gz
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show spanning-tree

show spanning-tree [ { vlan [ <vlan id list> ] | single | mst [ instance <mst instance id

list> ] } [ port <port list> ] [channel-group-number <channel group list>] ] [ detail ]
[active]

{ vlan [ <vlan id list>] | single | mst [ instance <mst instance id list>] }
vlan

PVST+
<vlan id list>

VLAN ID PVST+

<vlan id list>

PVST+ VLAN
single

mst

instance <mst instance id list>
MST ID
MST ID
MST ID 0

0 4095
CIST

MST

port <port list>
<port list>

channel-group-number <channel group list>

<channel group list>
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detail
MST
active
Up
PVST+
1
24-1 PVST+

> show spanning-tree vlan 10-13
Date 20XX/04/01 12:00:00 UTC
VLAN 10 PVST+ Spanning Tree:
Bridge ID Priority:32778
Bridge Status:Designated
Root Bridge ID  Priority:32778
Root Cost:2000000
Root Port:1/0/1
Port Information

1/0/1 Up Status:Forwarding
1/0/3 Up Status:Discarding
1/0/4 Up Status:Forwarding
1/0/5 Up Status:Discarding
1/0/8 Up Status:Forwarding
1/0/9 Down Status:Disabled
1/0/10 Up Status:Forwarding
VLAN 11 PVST+ Spanning Tree:
VLAN 12 PVST+ Spanning Tree:
Bridge ID Priority:32780

Bridge Status:Designated

Root Bridge ID  Priority:32780
Root Cost:2000000
Root Port:1/0/5

Port Information

1/0/5 Up Status:Forwarding
1/0/6 Up Status:Forwarding
1/0/7 Up Status:Forwarding
1/0/9 Down Status:Disabled

VLAN 13(Disabled) PVST+ Spanning Tree:
>

Enabled Mode:Rapid PVST+
MAC Address:0012.e200.0004

MAC Address:0012.e200.0001

Role:Root LoopGuard

Role:Backup

Role:Designated PortFast(BPDU Guard)
Role:Alternate LoopGuard
Role:Designated RootGuard

Role:-

Role:Designated PortFast BPDU Filter
Disabled Mode:Rapid PVST+

Enabled Mode:Rapid PVST+

MAC Address:0012.e200.0004

MAC Address:0012.e200.0002

Role:Root Compatible
Role:Designated Compatible
Role:Designated

Role:-

Enabled Mode:Rapid PVST+
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1

24-1 PVST+

VLAN VLAN ID PVST+ VLAN ID
VLAN Disabled
PVST+ Spanning Tree: | PVST+ Enabled
Disabled
Mode PVST+
PVST+
Rapid PVST+
Rapid PVST+
Bridge ID
Priority 0 65535
MAC Address MAC MAC
Bridge Status Root
Designated
Root Bridge ID
Priority 0 65535
MAC Address MAC MAC
Root Cost
nge
Root Port
ChGr
Port Information PVST+
<switch no.>/<nif
no.>/<port no.>
Up Up Up
Up
Down Down Down
Down
Status Mode PVST+
Blocking
Listening
Learning
Forwarding
Disabled
Mode  Rapid PVST+
Discarding
Learning
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Forwarding
Disabled
Down Disabled
Role Root
Designated
Alternate
Backup
Down
Mode PVST+ Rapid PVST+
PortFast PortFast PortFast
PortFast(BPDU Guard) | PortFast BPDU PortFast BPDU
BPDU Filter BPDU BPDU
LoopGuard
RootGuard
Compatible Mode  Rapid PVST+
2
24-2
> show spanning-tree single
Date 20XX/04/01 12:00:00 UTC
Single Spanning Tree:Enabled Mode:STP
Bridge ID Priority:32768 MAC Address:0012.e200.0004
Bridge Status:Designated
Root Bridge ID Priority:32768 MAC Address:0012.e200.0001
Root Cost:2000000
Root Port:1/0/1-2(ChGr:8)
Port Information
1/0/3 Up  Status:Blocking Role:Alternate
1/0/4 Up Status:Forwarding Role:Designated PortFast(BPDU Guard)
1/0/5 Up  Status:Blocking Role:Alternate LoopGuard
1/0/6 Up Status:Forwarding Role:Designated
1/0/7 Up Status:Forwarding Role:Designated PortFast
1/0/8 Up Status:Forwarding Role:Designated RootGuard
1/0/9 Down Status:Disabled Role:-
1/0/10 Up Status:Forwarding Role:Designated PortFast BPDU Filter
ChGr:8 Up Status:Forwarding Role:Root LoopGuard
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24-2

Single Spanning Tree: Enabled
Disabled
Mode STP
STP
Rapid STP
Rapid STP
Bridge ID
Priority 0 65535
MAC Address MAC MAC
Bridge Status Root
Designated
Root Bridge ID
Priority 0 65535
MAC Address MAC MAC
Root Cost
ngy
Root Port
ChGr
Port Information
<switch no.>/<nif
no.>/<port no.>
Up Up Up
Up
Down Down Down
Down
Status Mode STP
Blocking
Listening
Learning
Forwarding
Disabled
Mode Rapid STP
Discarding
Learning
Forwarding
Disabled
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Down Disabled
Role Root
Designated
Alternate
Backup
Down
- Mode STP Rapid
STP
PortFast PortFast PortFast
PortFast(BPDU Guard) | PortFast BPDU PortFast BPDU
BPDU Filter BPDU BPDU
LoopGuard
RootGuard
Compatible Mode  Rapid STP
3
24-3

> show spanning-tree mst instance 0-4095
Date 20XX/04/01 12:00:00 UTC

Multiple Spanning Tree: Enabled
Revision Level: 65535 Configuration Name: MSTP Region Tokyo

CIST Information

VLAN Mapped: 1,3-4093,4095

Unmatch VLAN Mapped: -

CIST Root Priority:
External Root Cost
Regional Root Priority:
Internal Root Cost
Bridge ID Priority:
Regional Bridge Status :
Port Information
1/0/4 Up Status:
1/0/7 Up Status
1/0/8 Up Status
1/0/10 Up Status:
1/0/11 Up Status:
1/0/12 Up Status:
ChGr:8 Up Status:

MST Instance 1
VLAN Mapped: 2,4094

4096

: 2000000

32768

-0

32768
Root

Blocking

:Forwarding
:Forwarding

Forwarding
Forwarding
Forwarding
Forwarding

MAC
Root
MAC

MAC

Role:
Role:
Role:
Role:
Role:
Role:
Role:

: 0012.e200.0001
Port: 1/0/1-2(ChGr:8)
: 0012.e200.0003

: 0012.e200.0003

Alternate

Designated
Designated

Boundary Compatible

RootGuard
Designated
Designated
Designated
Root

BPDUGuard
BPDUFilter
Boundary
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Unmatch VLAN Mapped: -

Regional Root Priority: 4097 MAC : 0012.e200.0004
Internal Root Cost 2000000 Root Port: 1/0/7
Bridge ID Priority: 32769 MAC : 0012.e200.0003
Regional Bridge Status : Designated
Port Information
1/0/4 Up  Status:Blocking Role:Alternate Boundary Compatible
1/0/7 Up  Status:Forwarding Role:Root
1/0/10 Up  Status:Blocking Role:Alternate
1/0/11 Up Status:Forwarding Role:Designated BPDUGuard
ChGr:8 Up  Status:Forwarding Role:Master Boundary
>
3
24-3
Multiple Spanning Tree Enabled
Disabled
Revision Level
0 65535
Configuration Name
0 32
CIST Information CIST CIST
VLAN Mapped MST IST
VLAN VLAN VLAN
1 4094 VLANID
VLANID
1 4095
VLANID1 4095
1 4095
Unmatch VLAN Mapped Ring Protocol Ring Protocol VLAN
VLAN VLAN
VLAN
VLAN
CIST Root CIST
Priority 0 65535
MAC MAC CIST MAC
External Root Cost CIST CIST
CIST
noy
Root Port CIST
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CIST
CIST
Regional Root MST IST MST IST
Priority 0 65535
MAC MAC MST IST
MAC
Internal Root Cost MST IST MST IST
MST
IST
nor
Bridge ID MST MST IST
IST
Priority 0 65535
MAC MAC MAC
Regional Bridge Status MST Root
IST Designated
MST Instance MST ID MST ID
VLAN Mapped MST VLAN
VLAN VLAN
Unmatch VLAN Mapped Ring Protocol Ring Protocol ~ VLAN
VLAN VLAN
VLAN
VLAN
Regional Root MST MST
Priority 0 65535
MAC MAC MST MAC
Internal Root Cost MST MST
MST
nor
Root Port MST MST
MST
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MST
Bridge ID MST MST
Priority 0 65535
MAC MAC MAC
Regional Bridge Status MST Root
Designated
Port Information MST
MST VLAN
<switch no.>/<nif no.>/<port
no.>
Up Up Up
Up
Down Down Down
Down
Status Discarding
Learning
Forwarding
Disabled
Down
Disabled
Role Root
Designated
Alternate
Backup
Master
Down
Boundary
BPDU
PortFast PortFast PortFast
(Received) PortFast BPDU
BPDUGuard PortFast BPDU PortFast BPDU
(Received) BPDU BPDU

352



24

BPDUFilter BPDU BPDU
RootGuard
Compatible MSTP
4
24-4 PVST+

> show spanning-tree vlan 10 detail
Date 20XX/04/01 12:00:00 UTC

VLAN 10 PVST+ Spanning Tree:Enabled Mode:Rapid PVST+
Bridge ID
Priority:32778 MAC Address:0012.e200.0004
Bridge Status:Designated Path Cost Method:Long
Max Age:20 Hello Time:2

Forward Delay:15
Root Bridge ID
Priority:32778 MAC Address: 0012.e200.0001
Root Cost:2000000
Root Port:1/0/1
Max Age:20 Hello Time:2
Forward Delay:15

Port Information
Port:1/0/1 Up

Status:Forwarding Role:Root
Priority:128 Cost:2000000
LinkType:point-to-point Compatible Mode:-
LoopGuard:ON PortFast:0OFF
BpduFilter:OFF RootGuard:OFF

BPDU Parameters(20XX/04/01 12:00:00):

Designated Root

Priority:32778 MAC Address: 0012.e200.0001
Designated Bridge
Priority:32778 MAC Address: 0012.e200.0001
Root Cost:0
Port ID
Priority:128 Number:16

Message Age Time:1(2)/20

Port:1/0/3 Up

Status:Discarding Role:Backup
Priority:128 Cost:2000000
LinkType:point-to-point Compatible Mode:-
LoopGuard:OFF PortFast:OFF
BpduFilter:OFF RootGuard:OFF
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BPDU Parameters(20XX/04/01 12:00:00):

Designated Root
Priority:32778
Designated Bridge
Priority:32778
Root Cost:0
Port ID Priority:128
Message Age Time:5(2)/20
Port:1/0/4 Up
Status:Disabled(unmatched)
Priority:-
LinkType:-
LoopGuard:OFF
BpduFilter:OFF
Port:1/0/5 Up
Status:Discarding
Priority:128
LinkType:point-to-point
LoopGuard:ON(Blocking)
BpduFilter:OFF

MAC Address: 0012.e200.0001

MAC Address: 0012.e200.0001

Number:8

Role:-

Cost:-

Compatible Mode:-

PortFast:BPDU Guard(BPDU not received)
RootGuard:OFF

Role:Alternate
Cost:2000000
Compatible Mode:-
PortFast:0OFF
RootGuard:OFF

BPDU Parameters(20XX/04/01 12:00:00):

Designated Root
Priority:32778
Designated Bridge
Priority:32778

Root Cost:200000
Port ID Priority:128
Message Age Time:2(2)/20
Port:1/0/10 Up
Status:Forwarding
Priority:128
LinkType:point-to-point
LoopGuard:OFF
BpduFilter:ON
Port:1/0/11 Up
Status:Discarding
Priority:128
LinkType:point-to-point
LoopGuard:OFF
BpduFilter:OFF

MAC Address:0012.e200.0001

MAC Address:0012.e200.0002

Number:16

Role:Designated
Cost:2000000
Compatible Mode:-
PortFast:ON
RootGuard:OFF

Role:Designated
Cost:2000000
Compatible Mode:-
PortFast:0FF
RootGuard:ON(Blocking)

BPDU Parameters(20XX/04/01 12:00:00):

Designated Root
Priority:4096
Designated Bridge
Priority:32778
Root Cost:200000
Port ID Priority:128
Message Age Time:2(2)/20

MAC Address:0012.e200.0011

MAC Address:0012.e200.0022

Number:16
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4

24-4 PVST+

VLAN VLAN ID PVST+ VLAN ID

VLAN Disabled
PVST+ Spanning Tree: | PVST+ Enabled

Disabled
Mode PVST+

PVST+
Rapid PVST+
Rapid PVST+

Bridge ID
Priority 0 65535
MAC Address MAC MAC
Bridge Status Root

Designated
Path Cost Method Long 32

Short 16
Max Age BPDU BPDU
Hello Time BPDU BPDU
Forward Delay
Root Bridge ID
Priority 0 65535
MAC Address MAC MAC
Root Cost

ng
Root Port
ChGr

Max Age BPDU BPDU
Hello Time BPDU BPDU
Forward Delay
Port
Up Up Up

Up
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Down

Down

Down

Down

Status

Mode PVST+

Blocking
Listening
Learning
Forwarding
Disabled

Disabled(unmatched)

Tag

Mode  Rapid PVST+

Discarding
Learning
Forwarding
Disabled

Disabled(unmatched)

Tag

BPDU

BPDU

Down

IEEE802.1Q VLAN

Down

IEEE802.1Q VLAN

Role

Root
Designated
Alternate
Backup

Down

STP

Rapid STP

Priority

Down

Cost

Down

Link Type

point-to-point
shared
""" Mode

PVST+

Down

Compatible Mode

ON

Down

Loop Guard

ON
ON(Blocking)

OFF
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PortFast PortFast BPDU OFF PortFast
ON PortFast
BPDU Guard PortFast BPDU
ON BPDU Guard BPDU
BPDU received ON
BPDU Guard
BPDU not received
BpduFilter BPDU ON BPDU
OFF BPDU
Root Guard ON
ON(Blocking)
OFF
BPDU Parameters BPDU BPDU
BPDU BPDU
BPDU
Designated Root BPDU
Priority 0 65535
MAC Address MAC MAC
Designated Bridge BPDU
Priority 0 65535
MAC Address MAC MAC
Root Cost BPDU
Port ID BPDU
Priority 0 255
Number 0 897
Message Age Time BPDU BPDU
< > <BPDU > /< >
< >
<BPDU >
BPDU
BPDU  Message Age
< >
BPDU  Max Age
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24-5
> show spanning-tree single detail
Date 20XX/04/01 12:00:00 UTC
Single Spanning Tree:Enabled Mode:STP

Bridge ID
Priority:32768 MAC Address:0012.e200.0004
Bridge Status:Designated Path Cost Method:Long
Max Age:20 Hello Time:2

Forward Delay:15
Root Bridge ID
Priority:32768 MAC Address: 0012.e200.0001
Root Cost:2000000
Root Port:1/0/1-2(ChGr:8)
Max Age:20 Hello Time:2
Forward Delay:15
Port Information
Port:1/0/3 Up

Status:Blocking Role:Alternate
Priority:128 Cost:2000000
LinkType:- Compatible Mode:-
LoopGuard:OFF PortFast:0FF
BpduFilter:OFF RootGuard:OFF

BPDU Parameters(20XX/04/01 12:00:00):
Designated Root

Priority:32768 MAC Address:0012.e200.0001
Designated Bridge
Priority:32768 MAC Address:0012.e200.0001
Root Cost:0
Port 1D
Priority:128 Number:8

Message Age Time:5(2)/20
Port:1/0/4 Up

Status:Forwarding Role:Designated
Priority:128 Cost:2000000
LinkType:- Compatible Mode:-
LoopGuard:OFF PortFast:BPDU Guard(BPDU not received)
BpduFilter:OFF RootGuard:OFF
Port:1/0/5 Up
Status:Blocking Role:Alternate
Priority:128 Cost:2000000
LinkType:- Compatible Mode:-
LoopGuard:ON(Blocking) PortFast:OFF
BpduFilter:OFF RootGuard:OFF

Port:1/0/9 Up
Status:Disabled(unavailable) Role:-
Priority:- Cost:-
LinkType:- Compatible Mode:-
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LoopGuard:OFF PortFast:OFF

BpduFilter:OFF RootGuard:OFF
Port:1/0/10 Up

Status:Forwarding Role:Designated

Priority:128 Cost:2000000

LinkType:point-to-point Compatible Mode:-

LoopGuard:OFF PortFast:ON

Bpdu Filter:ON RootGuard:OFF
Port:1/0/11 Up

Status:Blocking Role:Designated

Priority:128 Cost:2000000

LinkType:- Compatible Mode:-

LoopGuard:OFF PortFast:OFF

BpduFilter:OFF RootGuard:ON(Blocking)

BPDU Parameters(20XX/04/01 12:00:00):
Designated Root

Priority:4096 MAC Address:0012.e200.0011
Designated Bridge
Priority:32768 MAC Address:0012.e200.0022
Root Cost:0
Port 1D
Priority:128 Number:16

Message Age Time:1(2)/20
Port:ChGr:8 Up

Status:Forwarding Role:Root
Priority:128 Cost:2000000
LinkType:- Compatible Mode:-
LoopGuard:ON PortFast:OFF
BpduFilter:OFF RootGuard:OFF

BPDU Parameters(20XX/04/01 12:00:00):
Designated Root

Priority:32768 MAC Address:0012.e200.0001
Designated Bridge
Priority:32768 MAC Address:0012.e200.0001
Root Cost:0
Port 1D
Priority:128 Number:16

Message Age Time:1(2)/20

24-5

Single Spanning Tree: Enabled
Disabled
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Mode STP
STP
Rapid STP
Rapid STP
Bridge ID
Priority 0 65535
MAC Address MAC MAC
Bridge Status Root
Designated
Path Cost Method Long 32
Short 16
Max Age BPDU BPDU
Hello Time BPDU BPDU
Forward Delay
Root Bridge ID
Priority 0 65535
MAC Address MAC MAC
Root Cost
non
Root Port
ChGr
Max Age BPDU BPDU
Hello Time BPDU BPDU
Forward Delay
Port
Up Up Up
Up
Down Down Down
Down

360



24

Status

Mode STP
Blocking
Listening
Learning
Forwarding
Disabled

Disabled(unavailable)

Mode Rapid STP
Discarding
Learning
Forwarding
Disabled

Disabled(unavailable)

Down

Down

PVST+

PVST+

Role

Root
Designated
Alternate
Backup

Down

STP

Rapid STP

Priority

Down

Cost

Down

Link Type

point-to-point
shared
"-" Mode PVST+

Down

Compatible Mode

ON

Down

Loop Guard

ON
ON(Blocking)

OFF
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PortFast PortFast OFF PortFast
BPDU ON PortFast
BPDU Guard PortFast BPDU
ON BPDU Guard BPDU
BPDU received ON
BPDU Guard
BPDU not received
BpduFilter BPDU ON BPDU
OFF BPDU
Root Guard ON
ON(Blocking)
OFF
BPDU Parameters BPDU BPDU
BPDU BPDU
BPDU
Designated Root BPDU
Priority 0 65535
MAC Address MAC MAC
Designated Bridge BPDU
Priority 0 65535
MAC Address MAC MAC
Root Cost BPDU
Port ID BPDU
Priority 0 255
Number 0 897
Message Age Time BPDU BPDU
< > <BPDU > /< >
< >
<BPDU >
BPDU
BPDU  Message Age
< >
BPDU  Max Age
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24-6

> show spanning-tree mst detail

Date 20XX/04/01

Multiple Spanning Tree: Enabled
Revision Level: 65535 Configuration Name: MSTP Region
Time Since Topology Change:

CIST Information

12:00:00 UTC

VLAN Mapped: 1,3-4093,4095

Unmatch VLAN M

apped: -

Tokyo
2.4:25:50

CIST Root Priority: 4096 MAC : 0012.e200.0001
External Root Cost : 2000000 Root Port : 1/0/1-2(ChGr:8)
Max Age 20

Forward Delay : 15

Regional Root Priority: 32768 MAC : 0012.e200.0003
Internal Root Cost 0

Remaining Hops : 20

Bridge ID Priority: 32768 MAC : 0012.e200.0003
Regional Bridge Status : Root Path Cost Method: Long

Max Age 20 Hello Time 2

Forward Delay : 15 Max Hops : 20

Port Information

Port:1/0/4 Up
Status
Priority
Link Type :
BpduFilter:
RootGuard :

Boundary Compatible

: Blocking
1 128

shared
OFF
OFF

Role : Alternate
Cost : 2000000
PortFast : OFF

Hello Time: 4

BPDU Parameters(20XX/04/01 12:00:00):

Protocol Version

: STP(IEEE802.1D)

Root Priority: 4096 MAC > 0012.e200.0001
External Root Cost : 2000000
Designated Bridge Priority: 32768 MAC : 0012.e200.0002
Designated Port ID Priority: 128 Number : 1
Message Age Timer : 1(2)/20 Remaining Hops: -
Port:1/0/7 Up

Status : Forwarding Role : Designated

Priority : 128 Cost : 2000000

Link Type : point-to-point PortFast : OFF

BpduFilter: OFF Hello Time: 2

RootGuard : OFF

BPDU Parameters(20XX/04/01 12:00:00):
Protocol Version : MSTP(IEEE802.1s)
Root Priority: 4096 MAC 1 0012.e200.0001
External Root Cost : 2000000
Regional Root Priority: 4096 MAC : 0012.e200.0003
Internal Root Cost : 2000000
Designated Bridge Priority: 32768 MAC : 0012.e200.0004
Designated Port ID Priority: 128 Number : 2
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Message Age Timer : 1(2)/20 Remaining Hops: 19
Port:1/0/10 Up

Status : Forwarding Role : Designated

Priority : 128 Cost > 2000000

LinkType : point-to-point PortFast : OFF

BpduFilter: OFF Hello Time: 2

RootGuard : OFF

BPDU Parameters(20XX/04/01 12:00:00):
Protocol Version : MSTP(IEEE802.1s)
Root Priority: 4096 MAC : 0012.e200.0001
External Root Cost : 2000000
Regional Root Priority: 4096 MAC : 0012.e200.0003
Internal Root Cost : 2000000
Designated Bridge Priority: 32768 MAC > 0012.e200.0005
Designated Port ID Priority: 128 Number : 3
Message Age Timer : 1(2)/20 Remaining Hops: 19

Port:1/0/11 Up

Status : Forwarding Role : Designated

Priority : 128 Cost : 2000000

Link Type : point-to-point PortFast : BPDU Guard(BPDU not received)

BpduFilter: OFF
RootGuard : OFF
Port:1/0/12 Up

Hello Time: 2

Status : Forwarding Role : Designated

Priority : 128 Cost : 2000000

Link Type : point-to-point PortFast : BPDU Filter

BpduFilter: ON Hello Time: 2

RootGuard : OFF

Port:ChGr:8 Up Boundary

Status : Forwarding Role > Root

Priority : 128 Cost : 2000000

Link Type : point-to-point PortFast : OFF

BpduFilter: OFF Hello Time: 4

RootGuard : OFF

BPDU Parameters(20XX/04/01 12:00:00):
Protocol Version : MSTP(IEEE802.1s)
Root Priority: 4096 MAC : 0012.e200.0001
External Root Cost : 2000000
Regional Root Priority: 4096 MAC : 0012.e200.0001
Internal Root Cost : 2000000
Designated Bridge Priority: 32768 MAC : 0012.e200.0001
Designated Port ID Priority: 128 Number : 800
Message Age Timer : 1(2)/20 Remaining Hops: 19

MST Instance 1

Time Since Topology Change: 2.4:25:30

VLAN Mapped: 2,4094
Unmatch VLAN Mapped: -

Regional Root Priority: 4097
Internal Root Cost - 2000000

Remaining Hops

20

MAC

Root Port

: 0012.e200.0004
: 1/0/7
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Bridge ID Priority: 32768 MAC : 0012.e200.0003
Regional Bridge Status : Designated
Max Age : 20 Hello Time 2
Forward Delay : 15 Max Hops 20
Port Information
Port:1/0/4 Up Boundary Compatible
Status - Blocking Role : Alternate
Priority : 128 Cost : 2000000
Link Type : shared PortFast : OFF
BpduFilter: OFF Hello Time: 2
RootGuard : OFF
Port:1/0/7 Up
Status : Forwarding Role : Root
Priority : 128 Cost : 2000000
Link Type : point-to-point PortFast : OFF
BpduFilter: OFF Hello Time: 4
RootGuard : OFF
BPDU Parameters(20XX/04/01 12:00:00):
Protocol Version : MSTP(IEEE802.1s)
Regional Root Priority: 4096 MAC : 0012.e200.0004
Internal Root Cost : 2000000
Designated Bridge Priority: 32768 MAC : 0012.e200.0004
Designated Port ID Priority: 128 Number : 2
Message Age Timer : 1(2)/20 Remaining Hops: 19
Port:1/0/10 Up
Status - Blocking Role > Alternate
Priority : 128 Cost : 2000000
Link Type : point-to-point PortFast : OFF
BpduFilter: OFF Hello Time: 4
RootGuard : OFF
BPDU Parameters(20XX/04/01 12:00:00):
Protocol Version : MSTP(IEEE802.1s)
Regional Root Priority: 4096 MAC : 0012.e200.0004
Internal Root Cost : 2000000
Designated Bridge Priority: 32768 MAC : 0012.e200.0002
Designated Port ID Priority: 128 Number : 3
Message Age Timer : 1(2)/20 Remaining Hops: 19
Port:1/0/11 Up
Status : Forwarding Role : Designated
Priority : 128 Cost : 2000000
Link Type : point-to-point PortFast : BPDU Guard(BPDU not received)
BpduFilter: OFF Hello Time: 2
RootGuard : OFF
Port:ChGr:8 Up Boundary
Status : Forwarding Role . Master
Priority : 128 Cost : 2000000
Link Type : point-to-point PortFast : OFF
BpduFilter: OFF Hello Time: 4
RootGuard : OFF
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BPDU Parameters(20XX/04/01 12:00:00):

Protocol Version

: MSTP(IEEE802.1s)

Regional Root Priority: 4096 MAC : 0012.e200.0004
Internal Root Cost : 2000000
Designated Bridge Priority: 32768 MAC 1 0012.e200.0001
Designated Port ID Priority: 128 Number : 800
Message Age Timer : 1(2)/20 Remaining Hops: 19
>
6
24-6
Multiple Spanning Tree Enabled
Disabled
Revision Level
0 65535
Configuration Name
0 32
CIST Information CIST CIST
Time Since Topology Change hh:mm:ss 24
ddd.hh:mm:ss 24
Over 1000 days 1000
VLAN Mapped MST IST
VLAN VLAN VLAN
1 4094 VLANID
VLANID
1 4095
VLANID1 4095
1 4095
Unmatch VLAN Mapped Ring Protocol Ring Protocol  VLAN
VLAN VLAN
VLAN
VLAN
CIST Root CIST
Priority 0 65535
MAC MAC CIST MAC
External Root Cost CIST CIST
CIST
non
Root Port CIST
CIST
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CIST
Max Age CIST CIST BPDU
BPDU
Forward Delay CIST CIST
Regional Root MST MST IST
IST
Priority 0 65535
MAC MAC MST IST
MAC
Internal Root Cost MST MST IST
IST MST
IST
non
Remaining Hops Hop 0 40
MST IST
BPDU
Bridge ID MST MST IST
IST
Priority 0 65535
MAC MAC MAC
Regional Bridge Status MST Root:
IST Designated:
Path Cost Method Long 32
Max Age MST MST IST
IST BPDU BPDU
Hello Time MST MST IST
IST BPDU BPDU
Forward Delay MST MST IST
IST
Max Hops MST 2 40
IST Hop MST IST
BPDU
MST Instance MST ID MST ID
Time Since Topology Change hh:mm:ss 24
ddd.hh:mm:ss 24
Over 1000 days 1000
VLAN Mapped MST VLAN
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VLAN VLAN
Unmatch VLAN Mapped Ring Protocol Ring Protocol VLAN
VLAN VLAN
VLAN
VLAN
Regional Root MST MST
Priority 0 65535
MAC MAC MST MAC
Internal Root Cost MST MST
MST
ngr
Root Port MST MST
MST
MST
Remaining Hops Hop 0 40
MST
BPDU
Bridge ID MST MST
Priority 0 65535
MAC MAC MAC
Regional Bridge Status MST Root
Designated
Max Age MST MST
BPDU BPDU
Hello Time MST MST
BPDU BPDU
Forward Delay MST MST
Max Hops MST 2 40
Hop MST
BPDU
Port Information MST
MST VLAN
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<switch no.>/<nif no.>/<port
no.>

Up Up Up
Up
Down Down Down
Down
Boundary
BPDU
Compatible MSTP
Status Discarding
Learning
Forwarding
Disabled
Down
Disabled
Role Root
Designated
Alternate
Backup
Master
Down
Priority MST
Down "
Cost MST
Down "
Link Type point-to-point
shared
"' Mode STP Down
PortFast PortFast OFF PortFast
BPDU ON PortFast
BPDU Guard PortFast BPDU
ON BPDU Guard BPDU

BPDU received ON
BPDU Guard

BPDU not received
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BpduFilter BPDU ON BPDU
OFF BPDU
Hello Time BPDU
Root Guard ON
ON(Blocking)
MSTI
OFF
BPDU Parameters BPDU CIST MST
BPDU
BPDU BPDU
Mode Version  STP Rapid STP BPDU
CIST
Protocol Version BPDU
STP(IEEE802.1D)
STP |1EEE802.1D
BPDU
Rapid STP(IEEE802.1w)
RSTP IEEE802.1w
BPDU
MSTP(IEEE802.1s)
MSTP |IEEES802.1s
BPDU
Root BPDU Protocol Version MSTP CIST
MST Instancel
Mode Version  STP Rapid STP
Priority 0 65535
MAC MAC MAC
External Root Cost Protocol Version MSTP CIST
MST Instancel
Mode Version ~ STP Rapid STP
Regional Root BPDU Protocol Version ~ MSTP CIST
MSTI
Mode Version  STP Rapid STP
Priority 0 65535
MAC MAC MAC
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Internal Root Cost

Protocol Version  MSTP

Mode Version  STP Rapid STP

Designated Bridge BPDU
Priority 0 65535
MAC MAC MAC
Port ID BPDU
Priority 0 255
Number 0 892
Message Age Timer BPDU BPDU
< > <BPDU > /<
< >
<BPDU >
BPDU
BPDU  Message Age
< >
BPDU  Max Age
Remaining Hops Hop 0 40
BPDU MST

Mode Version ~ STP Rapid STP
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show spanning-tree statistics

show spanning-tree statistics [ {vlan [ <vlan id list> ] | single | mst [ instance <mst
instance id list> ] } [ port <port list> ] [channel-group-number <channel group list>]]

{vlan [ <vlan id list>] | single | mst [ instance <mst instance id list> ]}

vlan
PVST+
<vlan id list>
VLAN ID PVST+
<vlan id list>
PVST+ VLAN
single
mst

instance <mst instance id list>

MST 1D
MST ID 0 4095
MST ID 0 CIST
MST

port <port list>

<port list>

channel-group-number <channel group list>

<channel group list>

PVST+
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1

24-7 PVST+

> show spanning-tree statistics vlan 10,12

Date 20XX/04/01 12:00:00 UTC
VLAN 10

Time Since Topology Change:1 day 10 hour 50 minute 20 second

Topology Change Times:130
Port:1/0/1 Up
TxBPDUs
Forward Transit Times:

904567
120
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/2 Up
TxBPDUs
Forward Transit Times:

100
10
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/3 Up
TxBPDUs
Forward Transit Times:

129
10
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/10 Up
TxBPDUs
Forward Transit Times:

129
10
Discard BPDUs by reason
Timeout : 0
Not Support s 0
VLAN 12

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

Time Since Topology Change:1 day 10 hour 50 minute 20

Topology Change Times:130
Port:1/0/1 Up
TxBPDUs
Forward Transit Times:

154
24
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/2 Up
TxBPDUs
Forward Transit Times:

100
10
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/3 Up

TxBPDUs 421

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs

RxDiscard BPDUs:

Invalid
Other

RxBPDUs
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Forward Transit Times:
Discard BPDUs by reason
Timeout
Not Support

24-8

> show spanning-tree statistics single
Date 20XX/04/01 12:00:00 UTC

19

10
0

RxDiscard BPDUs: 10
Invalid : 0
Other

Time Since Topology Change:2 day 4 hour 25 minute 50 second

Topology Change Times:280
Port:1/0/1 Up
TxBPDUs
Forward Transit Times:
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/2 Up
TxBPDUs
Forward Transit Times:
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/3 Up
TxBPDUs
Forward Transit Times:
Discard BPDUs by reason
Timeout
Not Support
Port:1/0/10 Up
TxBPDUs
Forward Transit Times:
Discard BPDUs by reason
Timeout
Not Support

1

24-7 PVST+

1865421
250

10
0

1970
120

1771092
2

129
10

RxBPDUs 260
RxDiscard BPDUs: 10
Invalid

Other : 0
RxBPDUs 183450
RxDiscard BPDUs: 5
Invalid

Other : 0
RxBPDUs 1745312
RxDiscard BPDUs: 1
Invalid

Other

RxBPDUs 79823
RxDiscard BPDUs: 123
Invalid : 0
Other 123

Time Since Topology Change

day

hour
minute
second
Rapid STP

Rapid PVST+

Topology ChangeTimes

Port
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ChGr
VLAN ID PVST+ VLAN ID vlan
Up Up Up
Up
Down Down Down
Down
Forward Transit Times
TxBPDUs BPDU
RxBPDUs BPDU
RxDiscardsBPDUs BPDU
Timeout BPDU BPDU
BPDU
Invalid BPDU BPDU
Not Support BPDU BPDU
Other BPDU BPDU
BPDU
BPDU
BPDU
2
24-9
> show spanning-tree statistics mst
Date 20XX/04/01 12:00:00 UTC
MST Instance ID: 0 Topology Change Times: 280
Port:1/0/1 Up
TxBPDUs 1865421 RxBPDUs 260
Forward Transit Times: 250 RxDiscard BPDUs: 10
Discard BPDUs by reason
Timeout 10 Invalid 0
Not Support Other 0
Ver3Length Invalid Exceeded Hop
Port:1/0/2 Up
TxBPDUs 1970 RxBPDUs 183450
Forward Transit Times: 120 RxDiscard BPDUs: 5
Discard BPDUs by reason
Timeout Invalid 1
Not Support 3 Other 0
Ver3Length Invalid : 22 Exceeded Hop 21
Port:1/0/3 Up
TxBPDUs 177092 RxBPDUs 1742
Forward Transit Times: 2 RxDiscard BPDUs: 0
Discard BPDUs by reason
Timeout 0 Invalid 0
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Not Support 0 Other
Ver3Length Invalid 10 Exceeded Hop
Port:1/0/4 Up
TxBPDUs 1092 RxBPDUs 1312
Forward Transit Times: 3 RxDiscard BPDUs: 41
Discard BPDUs by reason
Timeout Invalid 2
Not Support Other 39
Ver3Length Invalid Exceeded Hop 0
ChGr:8 Up
TxBPDUs RxBPDUs 15
Forward Transit Times: RxDiscard BPDUs: 5
Discard BPDUs by reason
Timeout 0 Invalid
Not Support 3 Other
Ver3Length Invalid 0 Exceeded Hop
MST Instance ID: 1 Topology Change Times: 290
Port:1/0/1 Up
TxBPDUs 1865421 RxBPDUs 260
Forward Transit Times: 250 Discard Message: 0
Exceeded Hop 0
Port:1/0/2 Up
TxBPDUs 1970 RxBPDUs 183450
Forward Transit Times: 120 Discard Message: 7
Exceeded Hop 1
Port:1/0/3 Up
TxBPDUs 177092 RxBPDUs 1742
Forward Transit Times: 2 Discard Message: 0
Exceeded Hop 5
Port:1/0/4 Up
TxBPDUs 1092 RxBPDUs 1312
Forward Transit Times: 3 Discard Message: 0
Exceeded Hop 0
ChGr:8 Up
TxBPDUs RxBPDUs 15
Forward Transit Times: Discard Message: 0
Exceeded Hop
2
24-8
MST Instance ID MST ID
Topology ChangeTimes
Port
ChGr
Up Up Up
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Down Down Down
TxBPDUs BPDU
RxBPDUs BPDU
Forward Transit Times
RxDiscardsFrames BPDU
MST Instance ID:0
Discard BPDUs by reason BPDU
MST Instance ID:0
Timeout BPDU BPDU
BPDU
MST Instance ID:0
Invalid BPDU BPDU
MST Instance ID:0
BPDU 350ct
TCN BPDU 4oct
RST BPDU 360ct
MST BPDU 350ct
MST BPDU  Version 3 Length 64
Not Support BPDU BPDU
MST Instance ID:0
BPDU type 0x00 0x02 0x80
Other BPDU PVST+ BPDU
BPDU
BPDU
BPDU
MST Instance ID:0
BPDU
Discard Message MSTI BPDU
MSTI
MST Instance ID:1 4095
Ver3Length Invalid Version 3 Length Version 3 Length BPDU
BPDU
64
1089
16
MST Instance ID:0
Exceeded Hop remaining hop 0

MST Configuration
Messages
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clear spanning-tree statistics

clear spanning-tree statistics [ {vlan [ <vlan id list> ] | single | mst [ instance <mst
instance id list> ] } [ port <port list> ] [channel-group-number <channel group list>]]

{vlan [ <vlan id list>] | single | mst [ instance <mst instance id list> ]}

vlan
PVST+
<vlan id list>
VLAN ID PVST+
<vlan id list>
PVST+ VLAN
single
mst

instance <mst instance id list>

MST 1D
MST 1D 0 4095

MST 1D0 CIST

MST
port <port list>

<port list>

channel-group-number <channel group list>

<channel group list>
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24-10
> clear spanning-tree statistics
>
24-11
> clear spanning-tree statistics single
>
24-12
>clear spanning-tree statistics mst
>
. 0 SNMP MIB
MIB restart spanning-tree
[ ]
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clear spanning-tree detected-protocol

STP

clear spanning-tree detected-protocol [ { vlan [ <vlan id list> ] | single | mst } ] [ port
<port list> ] [ channel-group-number <channel group list> ]

{vlan [ <vlanid list>] | single | mst }

vlan

PVST+ STP
<vlan id list>

VLAN ID PVST+ STP
<vlan id list>
PVST+ VLAN STP
single
STP
mst
STP
port <port list>
STP

<port list>

channel-group-number <channel group list>

STP

<channel group list>

STP

STP

24-13 STP

> clear spanning-tree detected-protocol
>

381



24

PVST+
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show spanning-tree port-count

show spanning-tree port-count [ {vlan | single | mst} ]

{vlan | single | mst}

vlan
PVST+

single

mst

PVST+

PVST+

24-14 PVST+

> show spanning-tree port-count vlan
Date 20XX/04/14 12:00:00 UTC

PVST+ VLAN Counts: VLAN Port Counts: 20 Tree Counts:
>
1
24-9 PVST+
PVST+ VLAN Counts | VLAN PVST+ VLAN
VLAN Port Counts VLAN PVST+ VLAN VLAN
Tree Counts PVST+ PVST+ VLAN

24-15

> show spanning-tree port-count single
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Date 20XX/01/26 12:00:00 UTC

Single VLAN Counts: 16 VLAN Port Counts: 64
>
2
24-10
Single VLAN Counts VLAN VLAN
VLAN Port Counts VLAN VLAN VLAN
3
24-16
> show spanning-tree port-count mst
Date 20XX/01/26 12:00:00 UTC
CIST VLAN Counts: 4073 VLAN Port Counts: 48
MST 1 VLAN Counts: 4 VLAN Port Counts: 12
MST 128 VLAN Counts: 10 VLAN Port Counts: 80
MST 1024 VLAN Counts: 8 VLAN Port Counts: 32
>
3
24-11
CIST VLAN Counts VLAN CIST VLAN
MST VLAN Counts VLAN MSTI VLAN
VLAN Port Counts VLAN VLAN VLAN
e PVST+ VLAN suspend VLAN
PVST+ suspend VLAN Tree Counts
® PVST+ VLAN
VLAN
° state  suspend VLAN
e VLAN
e BPDU BPDU
e PortFast BPDU
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restart spann I ng-tree

restart spanning-tree [-f] [core-file]

core-file

24-17
> restart spanning-tree
Spanning Tree restart OK? (y/n): y

>
VLAN
[ ]
Jusr/var/core/
stpd.core
[ ]
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dump protocols spanning-tree

dump protocols spanning-tree

24-18

> dump protocols spanning-tree
>

lusr/var/stp/
stpd_trace.gz
stpd_dump.gz
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2 5 Ring Protocol
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25 Ring Protocol

show axrp

Ring Protocol

show axrp [<ring id list>] [detail]

<ring id list>

detail

Ring Protocol

Ring Protocol

Ring Protocol

25-1 Ring Protocol
> show axrp detail

Date 20XX/12/10 12:00:00 UTC

Total Ring Counts:1

Ring 1D:2

Name:RING#2

Oper State:enable

MAC Clear Mode:system
Control VLAN 1D:15

Mode:Transit Attribute:-

Forwarding Shift Time (sec):10
Last Forwarding:flush request receive

VLAN Group ID:1
VLAN 1D:26-30,32
Ring Port:1(ChGr)
Ring Port:2(ChGr)

VLAN Group 1D:2
VLAN 1D:36-40,42
Ring Port:1(ChGr)

Role:- State:forwarding
Role:- State:forwarding
Role:- State:forwarding
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25 Ring Protocol

Ring Port:2(ChGr) Role:- State:forwarding
>
25-1 Ring Protocol
Total Ring Counts 1 24
Ring ID ID 1 65535
Name
Oper State enable
disable
Not Operating
Ring Protocol
Ring Protocol
Mode Transit
Attribute - rift-ring rift-ring-edge
MAC Clear Mode MAC system
- Ring
Protocol
Shared Port INIF /
ChGr
Control VLAN ID VLAN ID 2 4094
Forwarding Delay Time VLAN 1 65535
Forwarding Shift Time 1 65535 infinity  infinity
VLAN
Last Forwarding flush request receive
forwarding shift time out
VLAN Group ID VLAN 1 2
ID
VLAN ID VLAN ID 1 4094
Ring Port INIF /
ChGr
Role
State forwarding
blocking
down

Ring Protocol

Multi Fault Detection
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25 Ring Protocol

State transport
Mode transport  transport-only
Control VLAN ID VLAN ID 2 4094
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25 Ring Protocol

restart axrp

Ring Protocol

restart axrp [-f] [core-file]

Ring Protocol

core-file

Ring Protocol

25-2 Ring Protocol

> restart axrp
axrp program restart OK? (y/n):y

>
25-3 Ring Protocol -f
> restart axrp -f
>
Ring Protocol  VLAN VLAN
lusr/var/core/
axrpd.core
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25 Ring Protocol

dump protocols axrp

Ring Protocol

dump protocols axrp

Ring Protocol

25-4 Ring Protocol

> dump protocols axrp
>

lusr/varlaxrp/

axrp_dump.gz
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26 IGMP/MLD snooping

2 6 IGMP/MLD snooping
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26 IGMP/MLD snooping

show igmp-snooping

IGMP snooping VLAN

IGMP

e VLAN MAC

show
show

show
show
show

IGMP

igmp-snooping [ <vlan id list> ]

igmp-snooping { group [<ip address>] [<vlan id list>] | port <port list>
| channel-group-number <channel group list> }

igmp-snooping statistics [<vlan id list>]

igmp-snooping mrouter [<vlan id list>]

igmp-snooping mrouter statistics [<vlan id list>]

<vlan id list>
VLAN ID IGMP snooping
<vlan id list>
VLAN VLAN ID=1
VLAN IGMP snooping

{ group [<ip address>] [<vlan id list>] | port <port list> | channel-group-number <channel group list> }

group
VLAN
<ip address>
IGMP snooping
port <port list>

<port list>

channel-group-number <channel group list>

<channel group
list>

statistics

mrouter
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26 IGMP/MLD snooping

mrouter statistics

1

26-1 IGMP snooping
> show igmp-snooping
Date 20XX/04/10 15:20:00 UTC
VLAN counts: 2
VLAN: 100
IP address: 192.168.11.20 Querier: enable
Query interval: 150
IGMP querying system: 192.168.11.20
Querier version: V3
Fast-leave: On
Port(5): 1/0/1-5
Mrouter-port: 1/0/1,3
Group counts: 3
VLAN: 200
IP address: Querier: disable
Query interval: 150
IGMP querying system:
Querier version: V2
Fast-leave: Off
Port(4): 1/0/6-9
Mrouter-port: 1/0/6
Group counts: 0

>
1
26-1 IGMP snooping
VLAN counts IGMP snooping
VLAN
VLAN VLAN
IP address IP
Querier enable
disable
Query interval Query
IGMPV2
IGMP querying VLAN IGMP IGMP
system
Querier version IGMP V2 Version 2
V3 Version 3
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26 IGMP/MLD snooping

Fast-leave

VLAN  IGMP

On
Off

Port(n)

VLAN

Mrouter-port

Group counts

VLAN

2

26-2 VLAN IGMP
> show igmp-snooping group
Date 20XX/01/15 15:20:00 UTC
Total Groups: 5
VLAN counts: 2
VLAN: 100 Group counts: 3
MAC Address Version
0100.5e0a.0a0a V2

Group Address
224.10.10.10

Port-list:1/0/1-3

225.10.10.10

0100.5e0a.0a0a V3

Port-list:1/0/1-2

239.192.1.1

0100.5e40.0101 V2,V3

Port-list:1/0/1
VLAN: 300 Group counts: 2

Group Address
239.168.10.5

MAC Address Version
0100.5e28.0a05 V2

Port-list:1/0/4,6

239.192.20.6

0100.5e40.1406 V2

Port-list:1/0/2-4

26-2 VLAN IGMP

Mode

INCLUDE

EXCLUDE

Mode

Total Groups

show igmp-snooping group
address> <vlan id list>

<ip

VLAN counts

IGMP snooping VLAN

VLAN

VLAN

Group counts

VLAN

Group Address

MAC Address

MAC
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26 IGMP/MLD snooping

Version IGMP V1 IGMP Version 1
V2 IGMP Version 2
V3 IGMP Version 3
IGMP General Query
Report
IGMP General Query
IGMP Report
Mode INCLUDE INCLUDE
EXCLUDE EXCLUDE
IGMP General Query
Report
IGMP V3
IGMP General Query
IGMP Report
Port-list INIF /
26-3 IGMP
> show igmp-snooping port 1/0/1
Date 20XX/05/15 15:20:00 UTC
Port 1/0/1 VLAN counts: 2
VLAN: 100 Group counts: 2
Group Address Last Reporter Uptime Expires
224.10.10.10 192.168.1.3 00:10 04:10
239.192.1.1 192.168.1.3 02:10 03:00
VLAN: 150 Group counts: 1
Group Address Last Reporter Uptime Expires
239.10.120.1 192.168.15.10 01:10 02:30
>
26-3 IGMP
Port VLAN
VLAN counts VLAN
VLAN VLAN

Group counts

Group Address

Last Reporter
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26 IGMP/MLD snooping

Uptime XXyY XX yy
60 "lhour" "2hours"
24 "lday" "2days"
Expires XXYY XX yy
4
26-4 IGMP snooping
> show igmp-snooping statistics
Date 20XX/01/26 15:20:00 UTC
VLAN: 100
Port 1/0/1 Rx: Query(V2) 14353 Tx:  Query(V2) 0
Query(V3) 71 Query(V3) 29
Report(V1) 15
Report(V2) 271
Report(V3) 36
Leave 137
Error 14
Port 1/0/2 Rx: Query(V2) 0 Tx: Query(V2) 31
Query(V3) 12 Query(V3) 42
Report(V1) 0
Report(V2) 78
Report(V3) 24
Leave 28
Error 0
>
4
26-4 IGMP snooping
VLAN VLAN
Port VLAN
Rx IGMP
Query(V2) IGMP Version 2 Query
Query(V3) IGMP Version 3 Query
Tx IGMP
Report(V1) IGMP Version 1 Report
Report(V2) IGMP Version 2 Report
Report(V3) IGMP Version 3 Report
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26 IGMP/MLD snooping

Leave Leave

Error

26-5
> show igmp-snooping mrouter
Date 20XX/12/13 10:05:36 UTC
Total entry: 16

VLAN 1D: 101
Port IP address Type Expires
1/0/1 192.168.101.200 PIM  01:27
ChGr:10 192.168.101.201 |IGMP 03:16
VLAN 1D: 102
Port IP address Type Expires
1/0/10  192.168.102.200 PIM 01:22

ChGr:20 192.168.102.201 IGMP 02:11

5
26-5
Total entry
VLAN ID
VLAN
Port
ChGr
IP address IP
Type IGMP IGMP  IGMP Query
PIM PIM  PIM Hello
Expires XXyY XX vy
60 "lhour" "2hours"
24 "lday"
"2days"”
PIM  PIM Hello
Holdtime 65535
"infinity"
6
26-6
> show igmp-snooping mrouter statistics
Date 20XX/12/13 10:05:36 UTC
VLAN ID: 101
Port 1GMP PIM Expired Overflow



26 IGMP/MLD snooping

ChGr:10 3 11 0 0
VLAN ID: 102
Port IGMP PIM Expired Overflow
1/0/10 6 22 0 0
>
6
26-6
VLAN ID
VLAN
Port
ChGr
IGMP IGMP  IGMP Query
PIM PIM  PIM Hello
Expired IGMP  PIM
Overflow IGMP PIM
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26 IGMP/MLD snooping

clear igmp-snooping

IGMP snooping

clear igmp-snooping { all | group [ <vlan id list> ]
| statistics [ <vlan id list> ]
| mrouter [ <vlan id list> ]
| mrouter statistics [ <vlan id list> ]

YL-f1l
all
group
MAC
<vlan id list>
VLAN ID IGMP snooping
<vlan id list>
VLAN VLAN ID=1
VLAN IGMP snooping
statistics
mrouter

mrouter statistics

402



26 IGMP/MLD snooping

clear igmp-snooping all  clear igmp-snooping group clear igmp-snooping mrouter
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26 IGMP/MLD snooping

show mld-snooping

MLD snooping VLAN

° MLD

e VLAN MAC
° MLD

show mld-snooping [ <vlan id list> ]

show mld-snooping { group [<ipv6 address>] [<vlan id list>] | port <port list>
| channel-group-number <channel group list> }

show mld-snooping statistics [<vlan id list>]

<vlan id list>
VLAN ID MLD snooping
<vlan id list>
VLAN VLAN ID=1
VLAN MLD snooping

{ group [<ipv6 address>] [<vlan id list>] | port <port list> | channel-group-number <channel group list> }
group
VLAN
<ipv6 address>
MLD snooping
port <port list>

<port list>
<switch

no.>
channel-group-number <channel group list>

<channel group
list>

statistics

1

26-7 MLD snooping
> show mld-snooping
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Date 20XX/04/10 15:20:00 UTC
VLAN counts: 2
VLAN: 100
IP address: fe80::bl Querier: enable
MLD querying system: fe80::bl
Querier version: V2
Port(5): 0/1-5
Mrouter-port: 0/1,0/3
Group counts: 3
VLAN: 200
IP address: Querier: disable
MLD querying system:
Querier version: V1
Port(4): 0/6-9
Mrouter-port: 0/6
Group counts: 0

1

26-7 MLD snooping

VLAN counts MLD snooping VLAN

VLAN VLAN

IP address IP

Querier enable
disable

MLD querying VLAN MLD MLD
system

Querier version MLD V1 Versionl
V2 Version2

Port(n) VLAN n

Mrouter-port

Group counts VLAN

2

26-8 VLAN MLD

> show mld-snooping group

Date 20XX/01/15 15:20:00 UTC

Total Groups: 3

VLAN counts: 2

VLAN: 100 Group counts: 2
Group Address MAC Address Version Mode
ff35::1 3333:0000:0001 Vi -

Port-list:0/1-3
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35::2 3333:0000:0002 V2 EXCLUDE
Port-list:0/1-2
VLAN: 300 Group counts: 1
Group Address MAC Address Version Mode
35::3 3333:0000:0003 - -
Port-list:0/4,0/6
>
2
26-8 VLAN MLD
Total Groups show mld-snooping group
<ipv6 address> <vlan id list>
VLAN counts MLD snooping VLAN
VLAN VLAN
Group counts VLAN
Group Address
MAC Address MAC
Version MLD V1 MLD Version 1
V2 MLD Version 2
MLD General Query
Report
MLD General Query
MLD Report
Mode INCLUDE INCLUDE
EXCLUDE EXCLUDE
MLD General Query
Report
MLD V1
MLD General Query
MLD Report
Port-list NIF /
3
26-9 MLD
> show mld-snooping port 0/1
Date 20XX/05/15 15:20:00 UTC
Port 0/1 VLAN counts: 1
VLAN: 100 Group counts: 2
Group Address Last Reporter Uptime Expires
f£35::2 fe80::bl 00:10 04:10
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£35::3 fe80::bh2 02:10 03:00
>
3
26-9 MLD
Port VLAN
VLAN counts VLAN
VLAN VLAN
Group counts
Group Address
Last Reporter IP
Uptime XXYY XX yy
60 "lhour" "2hours"
24 "lday" "2days"
Expires XXYY XX yy
4
26-10 MLD snooping
> show mld-snooping statistics
Date 20XX/05/15 15:20:00 UTC
VLAN: 100
Port 0/1 Rx: Query(Vl) 22 Tx: Query(V1) 233
Query(V2) 12 Query(V2) 123
Report(V1) 32
Report(V2) 15
Done 28
Error 0
Port 0/2 Rx: Query(Vl) 32 Tx: Query(V1) 234
Query(V2) 19 Query(V2) 115
Report(V1) 48
Report(V2) 26
Done 45
Error 1
4

26-10 MLD snooping

VLAN

VLAN

Port

VLAN
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26 IGMP/MLD snooping

Rx MLD

Tx MLD

Query(V1) MLD Version 1 Query
Query(V2) MLD Version 2 Query
Report(V1) MLD Version 1 Report
Report(V2) MLD Version 2 Report
Done Done

Error
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26 IGMP/MLD snooping

clear mld-snooping

MLD snooping

clear mld-snooping { all | group [ <vlan id list> ] | statistics
[ <vlan id list> ] } [ -f ]

all
group
MAC
<vlan id list>
VLAN ID MLD snooping
<vlan id list>
VLAN VLAN ID=1
VLAN MLD snooping
statistics
-f
clear mld-snooping all clear mld-snooping group
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26 IGMP/MLD snooping

restart snooping

IGMP snooping/MLD snooping

restart snooping [-f] [core-file]

-f
snooping
core-file
snooping
snooping
lusr/var/core/

snoopd.core

snooping
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26 IGMP/MLD snooping

dump protocols snooping

IGMP snooping/MLD snooping

dump protocols snooping

Jusr/var/mrp/
snoopd_dump.gz

snoopd_trace
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27 1Pv4

27
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27 1Pv4

show ip-dual interface

IPv4/1Pv6

show ip-dual interface

show ip-dual interface summary

show ip-dual interface up

show ip-dual interface down

show ip-dual interface <interface type> <interface number>

summary

up
up
down
DOWN

<interface type> <interface number>

<interface type> <interface number>

e VLAN

>show ip-dual interface summary

27-1
> show ip-dual interface summary
Date 20XX/12/10 12:00:00 UTC
VLANOOO2: UP 2001:db8::1:1/64
fe80::200:87ff:fe98:a21c%VLANO002/64
VLANO0O3: UP 192.0.2.64/24
VLANOOO4: UP 2001:db8::1234:1/64
>
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27 1Pv4

Interface name Status IP-address Subnet-mask
Interface name Status IPv6-address Prefix-len

27-1

Interface name

Status UP DOWN

IP-address IPv4

Subnet-mask

IPv6-address IPv6

Prefix-len

e UP
> show ip-dual interface up

> show ip-dual interface vlan 10

27-2
> show ip-dual interface vlan 10
Date 20XX/12/10 12:00:00 UTC
VLANOO10: flags=1063<UP,BROADCAST,NOTRAILERS,RUNNING,MULTICAST>
mtu 1500
inet 158.214.178.30/25 broadcast 158.214.178.127
inet6 2001:db8::1:1/64
inet6 feB80::60:972e:1d4c%VLANO010/64
Switch01/NIF01/Port01: UP media 100BASE-TX full(auto) 0012.e22e.1d4c

SwitchO1/NIF01/Port02: UP media ----- 0012.e22f.1d4f ChGr:5 (-) <--------
Time-since-last-status-change: 30,00:10:00
Last down at: 12/01 11:45:00 o
VLAN: 10 i et L LR
1.
2 IP
3. VLAN VLAN ID
2
27-2

flags
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mtu MTU IP MTU
inet IPv4
inet6 IPv6 duplicated
tentative
broadcast IP
UP/DOWN UP
DOWN
media show interfaces
20-2
Time-since-last- UP/DOWN
status-change Do
100 "Over 100 days"
UP/DOWN Moot
Last down at
VLAN VLAN ID
27-3
Switch<switch no.>
NIF<nif no.> NIF
Port<port no.>
media show interfaces
20-2
XXXX.XXXXXXXX MAC
MAC
VLAN
ChGr
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show ip interface

1Pv4

show ip interface

show ip interface summary

show ip interface up

show ip interface down

show ip interface <interface type> <interface number>

summary

up
up
down
DOWN

<interface type> <interface number>

<interface type> <interface number>

e VLAN

>show ip interface summary

27-3
> show ip interface summary
Date 20XX/12/10 12:00:00 UTC
VLAN0010: UP 158.215.100.1/24
VLAN0020: UP 192.168.0.60/24
>

Interface name Status IP-address Subnet-mask
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1
27-4
Interface name
Status UP DOWN
IP-address IPv4
Subnet-mask
2

e UP
>show ip interface up

> show ip interface vlan 3

27-4
>show ip interface vlan 3
Date 20XX/12/10 12:00:00 UTC
VLANOOO3: flags=1063<UP,BROADCAST,NOTRAILERS,RUNNING,MULTICAST>
mtu 1500
inet 158.214.178.30/25 broadcast 158.214.178.127
Switch01/NIF00/Port0l1: UP media 100BASE-TX full(auto) 0012.e22e.1d4c

Switch01/NIFO0/Port02: UP media ----- 0012.e22f_1d4f ChGr:5 (-) <------ 1
Time-since-last-status-change: 30,00:10:00
Last down at: 11/10 11:45:00 it 2
VLAN: 3 G it et 3
1.
2 IP
3. VLAN VLAN ID
2
27-5
flags
mtu MTU IP MTU
inet IPv4
broadcast IP
UP/DOWN UP
DOWN
media show interfaces
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<
Time-since-last- UP/DOWN
status-change Do
100 "Over 100 days"
UP/DOWN Moot
Last down at
VLAN VLAN ID
27-6
Switch<switch no.>
NIF<nif no.> NIF
Port<port no.>
media show interfaces
<
XXXXXXXX. XXXX MAC
MAC
VLAN

ChGr
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show ip arp

ARP

show ip arp

show ip arp interface <interface type> <interface number>

show ip arp <ip ad
show ip arp <host>

dress>

interface <interface type> <interface number>

<interface type> <interface number>

e VLAN
<ip address>
IP

<host>

27-5 VLAN

>show ip arp interface vlan 100

Date 20XX/07/14 12

Total: 6 entries
IP Address
192.0.0.1
192.0.0.2
192.0.0.3
192.0.1.1
192.0.2.1
192.0.2.2

27-6 ARP

>show ip arp

:00:00 UTC

ARP

Linklayer Address Netif

0012.e240.0a00
0012.e240.0a01
0012.e240.0a02
0012.e240.0a10
0012.e240.0a20
0012.e240.0a21

Date 20XX/07/14 12:00:00 UTC

Total: 12 entries
IP Address

VLANO100
VLANO100
VLANO100
VLANO100
VLANO100
VLANO100

Linklayer Address Netif

419

State
PERMANENT
STALE
STALE
PERMANENT
PERMANENT
REACHABLE

State

Type
arpa
arpa
arpa
arpa
arpa
arpa

Type
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192.0.0.1 0012.e240.0a00 VLANO100 STALE arpa
192.0.0.2 0012.e240.0a01 VLANO100 STALE arpa
192.0.0.3 0012.e240.0a02 VLANO100 STALE arpa
192.0.1.1 0012.e240.0a10 VLANO100 PERMANENT arpa
192.0.2.1 0012.e240.0a20 VLANO100 PERMANENT arpa
192.0.2.2 0012.e240.0a21 VLANO100 REACHABLE arpa
192.0.10.1 0012.e240.0b01 VLANO0101 PERMANENT arpa
192.0.10.2 0012.e240.0b02 VLANO0101 STALE arpa
192.0.10.3 0012.e240.0b03 VLAN0101 REACHABLE arpa
192.0.20.1 0012.e240.0c10 VLAN0102 PREMANENT arpa
192.0.20.2 0012.e240.0c20 VLAN0102 STALE arpa
192.0.20.3 0012.e240.0c20 VLAN0102 STALE arpa
>
27-7 1P

>show ip arp 192.0.0.1
Date 20XX/07/14 12:00:00 UTC

IP Address Linklayer Address Netif State Type
192.0.0.1 0012.e240.0a00 VLANO100 PERMANENT arpa
>

27-8

>show ip arp Department-3
Date 20XX/07/14 12:00:00 UTC

IP Address Linklayer Address Netif State Type
192.0.0.3 0012.e240.0a02 VLANO100 STALE arpa
>
show ip arp
Total: <entry> entries
IP Address Linklayer Address Netif State Type
<IP Address> <MAC Address> <interface name> <Entry Type> <Hardware Type>
27-7 ARP
Total: <entry> entries ARP
<IP Address> Next Hop IP
<MAC Address> MAC INCOMPLETE
(incomplete)
FAILED
(deleting)

MAC

<interface name>

<Entry Type> INCOMPLETE
REACHABLE
STALE
DELAY
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PROBE
FAILED
PERMANENT
<Hardware Type> arpa
1.
[ ]
e ARP
2. ARP FAILED
FAILED
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clear arp-cache

ARP

clear arp-cache [interface <interface type> <interface number>]

interface <interface type> <interface number>

<interface type> <interface number>

e VLAN

VLAN

27-9 ARP

>show ip arp interface vlan 100
Date 20XX/07/14 12:00:00 UTC

Total: 6 entries
IP Address
192.0.0.1
192.0.0.2
192.0.0.3
192.0.1.1
192.0.2.1
192.0.2.2

Linklayer Address
0012.e240.0a00
0012.e240.0a01
0012.e240.0a02
0012.e240.0al10
0012.e240.0a20
0012.e240.0a21

>clear arp-cache interface vlan 100

Deleted arp entry

>show ip arp interface vlan 100
Date 20XX/07/14 12:00:00 UTC

Total: 3 entries
IP Address
192.0.0.1
192.0.1.1
192.0.2.1

Linklayer Address
0012.e240.0a00
0012.e240.0al10
0012.e240.0a20

ARP

Netif

VLANO100
VLANO100
VLANO100
VLANO100
VLANO100
VLANO100

Netif

VLANO100
VLANO100
VLANO100

ARP
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State
PERMANENT
STALE
STALE
PERMANENT
PERMANENT
REACHABLE

State

PERMANENT
PERMANENT
PERMANENT

Type
arpa
arpa
arpa
arpa
arpa
arpa

Type
arpa
arpa
arpa
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ARP

1. ARP FAILED
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show netstat(netstat)

[show] netstat [numeric] [addressfamily <address family>]

[show] netstat interface

[show] netstat statistics [addressfamily <address family>]

[show] netstat routing-table [numeric] [addressfamily <address family>]

numeric

addressfamily <address family>

inet inet6 local unix

interface

statistics

IPv4

routing-table

IPv4

27-10 show netstat statistics
> show netstat

Ip:
7010 total packets received
0 forwarded
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Icm

Icm

0 incoming packets discarded
7010 incoming packets delivered
5033 requests sent out
p:

4 ICMP messages received

4 input ICMP message failed.
ICMP input histogram:

destination unreachable: 4

0 ICMP messages sent

0 ICMP messages failed

ICMP output histogram:
pMsg:

InType3: 4

Tep:

8 active connections openings
24 passive connection openings
0 failed connection attempts

0 connection resets received

4 connections established

7006 segments received

5265 segments send out

2 segments retransmited

0 bad segments received.

1 resets sent

Udp:

0 packets received

0 packets to unknown port received.
0 packet receive errors

4 packets sent

27-8 show netstat statistics

Ip IP

Ip6 IPv6

lcmp ICMP

lcmp6 ICMPv6
lcmpMsg ICMP

Tcep TCP

Udp UDP

Udp6 IPv6 UDP
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IPv4

ping

ping IP

ping <host> [numeric] [summary] [record-route] [direct]
[count <count>] [interval <wait>] [pad-byte <pattern>]

[packetsize <size>] [source <source address>] [ttl <ttl>]

[broadcast]

<host>

numeric

ICMP IP

summary

1 1
record-route

ECHO_REQUEST
IP

RECORD_ROUTE

direct

count <count>

<count>
1 2147483647

427
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interval <wait>

<wait>

pad-byte <pattern>

pad pad 16

00 ff

packetsize <size>

source <source address>

<source address> IP

IP

ttl <ttl>
<ttl> IP

<host>
1

broadcast

<host>

27-11
>ping 192.168.0.1
PING 192.168.0.1 (192.168.
64 bytes from 192.168.0.1:
64 bytes from 192.168.0.1:
64 bytes from 192.168.0.1:

16 1 32

pad

1 65467

56 ICMP

ttl

64

ping

0.1): 56(84) data bytes
icmp_seq=0 ttl=255 time=0.286 ms
icmp_seg=1 ttl=255 time=0.271 ms
icmp_seq=2 ttl=255 time=0.266 ms
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~C
--- 192.168.0.1 PING statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2001ms

rtt min/avg/max/mdev = 0.266/0.274/0.286 /0.334ms
>

° 3 120 2

27-12 3 120 2 ping
>ping 192.168.0.1 count 3 packetsize 120 interval 2

e ping Ctrl C simple
echo reply "

[ ]

° MTU 27
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traceroute

UDP

traceroute <host> [numeric] [direct] [gateway <gateway address>...] [ttl <ttl>] [port <port>]
[probes <Count>] [source <source address>] [waittime <time>] [packetsize<size>]

<host>
1P IP
numeric
IP IP
IP
direct

traceroute
gateway <gateway address>
8
ttl <ttl>
time-to-live
255
30
port <port>
UDP <port>
1
33434 33435

probes <Count>
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"ttl" <Count>

source <source address>

waittime <time>

packetsize <size>

60

<host>

>traceroute 192.168.3.24 numeric

2 86400

40 32768

traceroute to 192.168.3.24 (192.168.3.24), 30 hops max, 60 byte packets

1 192.168.2.101 0.612 ms * 0.532 ms
2 192.168.3.24 0.905 ms 0.816 ms 0.807 ms

>
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show ip route

1Pv4

show ip route

27-13
> show ip rout
Date 20XX/12/1

e
7 12:00:00 UTC

Total: 5
Destination Nexthop Interface  Protocol
192.168.0.0/24 192.168.0.100 VLANO001 Connected
192.168.4.0/24 192.168.4.10 VLAN4094 Connected
192.168.5.0/24 192.168.5.10 VLAN3005 Connected
192.168.54.0/24 192.168.54.100 VLAN3254 Connected
192.168.55.0/24 192.168.55.100 VLAN3255 Connected
27-9
Total
Destination IP
Next Hop Next Hop IP
Interface VLANXXXX
XxXxX VLANID
Protocol Static
Connected

432



27 1Pv4

show tcpdump (tcpdump)

I/F
show tcpdump interface <interface type> <interface number> [{no-resolv | no-domain}] [abs-
seq] [no-time] [{brief | detail | extensive | debug}] [{hex | hex-ascii}] [count <count>]
[snaplen <snaplen>] [writefile <file name>] [<expression>]

show tcpdump readfile <file name> [{ no-resolv | no-domain }] [abs-seq] [no-time] [{ brief
| detail | extensive | debug }] [{ hex | hex-ascii }] [count <count>] [writefile <file
name>] [<expression>]

show tcpdump  tcpdump tcpdump

tcpdump -1 <interface type> <interface number> [{-n | -N}] [-S] [-t] [-a] [-vIvIvl1l [{-x | -
X}] [-c <count>] [-s <snaplen>] [-w <file name>] [<expression>]

tepdump -r <File name> [{-n | -N}] [-S] [-t] [-al [-vivDvl1] [{-x | -X}] [-c <count>] [-w <File
name>] [<expression>]

interface <interface type> <interface number> (-i <interface type> <interface number>)
interface <interface type> <interface number>

<interface type> <interface number>

u
e VLAN
[ ]
readfile <file name> (-r <file name>)
writefile <file name>
{no-resolv | no-domain}
no-resolv (-n)
no-domain (-N)
server.example.com server
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abs-seq (-S)
TCP

TCP

no-time (-t)

{brief | detail | extensive | debug}
brief (-q)

TCP  UDP
2

detail (-v)

IP time to live identification

IP ICMP checksum

extensive (-vv)
detail
NFS
debug (-vwv)

telnet

{hex | hex-ascii}
hex (-x)
16
hex-ascii (-X)

16 ASCII
16 ASCII
count <count> (-c <count>)

<count>

Ctrl C

snaplen <snaplen> (-s <snaplen>)

434
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<snaplen>

2
<snaplen> 4

<snaplen>

<snaplen> 0

96

writefile <file name> (-w <file name>)

<file name> readfile <file name>

<expression>

<expression>

<expression>

<expression>

4 Null/Loopback

"[I<proto>]"

65535

<file name>

<protocol> <direction> <type> <identification> 4

<identification> <type>
<protocol> <direction>

<type> <identification>
<direction> <type> <identification>

<protocol> <type> <identification>

0

<expression>

4 65535

<proto>

“true”

<direction> <protocol>

<protocol> <direction> <type> <identification>

<identification>

10.10.10.10 serverA 23 telnet
<type>

<identification>
net port

host serverA  net 192.168 port 22
<type>

src serverA  src host serverA

<direction>

host

435

<type>

host



27 1Pv4

<identification> <identification>

src dst srcordst srcand dst

src serverA  dst net fe80::/64  src or dst port telnet

<direction> src or dst
port telnet src or dst port telnet
<protocol>
ip ip6 tcp udp
ip6 src fec0::1 ip net 192.168 tcp port 23
<protocol> <type>
port 53  tcp port 53 or udp port 53
dst host <host>
IPV4/IPv6 <host>
src host <host>
IPv4/1Pv6 <host>
host <host>
IPv4/1Pv6 <host>
host ip ip6
ip host <host>
ip6 src host <host>
dst net <network>/<length>
IPv4/IPv6 <length>
src net <network>/<length>
IPv4/IPv6 <length>
net <network>/<length>
IPv4/IPv6 <length>
dst port <port>
ip/tcp  ip/udp  ipv6/tcp  ipv6/udp
src port <port>
ip/tcp  ip/udp ipv6/tcp  ipv6/udp

port <port>

436
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netmask  <network>
netmask  <network>
netmask  <network>
<port>

<port>
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ip/tcp  ip/udp ipv6/tcp  ipv6/udp port
<port>

<port> tcp udp tep/udp

tcp src port <port>
<identification>
ip proto <protocol number>

<protocol number> IPv4

ip6 proto <protocol number>

<protocol number> IPv6
ip multicast

1Pv4
ip6 multicast

IPv6
ip ip6 arp

ip ip6 arp

tcp udp icmp icmp6
tcp udp icmp icmp6

ip protochain <protocol number>
ip proto <protocol number>
ip6 protochain <protocol nhumber>

ip6 proto <protocol number>

and or not
()
host serverl and not ( port ssh or port http )

host serverl port ssh port http

tcp dst port ftp or ssh or domain
tcp dst port ftp or tcp dst port ssh or tcp dst port domain

<expression>

host serverA
serverA

tcp port telnet
telnet

not tcp port ssh
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SSH
host serverA and tcp port bgp

serverA BGP4/BGP4 IPv4  IPVv6
ip6 and host serverA and tcp port bgp

serverA BGP4 IPv6
ip and not net 192.168.1/24

192.168.1/24 IPv4

udp port 520 or 521

RIP/RIPng IPv4/IPv6
ip6 proto 89

OSPFv3 IPv6

1
IPv4
27-14 IPv4

# show tcpdump interface vlan 10

Date 20XX/01/20 18:36:00 UTC

tcpdump: listening on VLANOO10

18:36:54.220039 IP hostA.example.com > hostB.example.com:

1 2 3
ICMP echo request, id 55146, seq 43, length 64
4
~C
1 packets received by filter <--5
0 packets dropped by kernel <--6
1
27-10 IPv4
1 no-time
2 null/loopback
brief
3 IP
4 ICMP  TCP
5
6
2
ARP

438



27 1Pv4

27-15 ARP
# show tcpdump interface vlan 10
Date 20XX/01/20 16:07:00 UTC
tcepdump: listening on VLANOO10
16:07:29.683632 ARP: Request who-has 100.100.100.1 tell 100.100.100.2, length 46
16:07:29.683758 ARP: Reply 100.100.100.1 is-at 0:12:e2:98:dc:1 (oui Unknown), length 28

1 2 3

"C

2 packets received by filter <--4

0 packets dropped by kernel <--5

2
27-11 ARP

1 no-time
2 arp null/loopback 4 brief
3 ARP
4
5

1.

2.

2
3. 3 ethernet
2 2 vlan <vlan id>
loopback

4. loopback ip/ip6/arp

5. loopback 4 <snhaplen> 4 [Inull]

6. no-resolv dns-resolver

7.

packets dropped by kernel <expression>
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28 ww
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show ip-dual interface

27 IPv4 show ip-dual interface
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show ipv6 interface

IPv6

show ipv6 interface

show ipv6 interface summary

show ipv6 interface up

show ipv6 interface down

show ipv6 interface <interface type> <interface number>

summary

up
up
down
DOWN

<interface type> <interface number>

<interface type> <interface number>

e VLAN

>show ipv6 interface summary

28-1
> show ipv6 interface summary
Date 20XX/12/10 12:00:00 UTC
VLAN0O10: UP 2001:db8::1:1/64
fe80::200:87ff:fe98:a21c%VLAN0O010/64

Interface name: Status IPv6-address prefix-len
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1
28-1
Interface name
Status UP DOWN
IPv6-address IPv6
Prefix-len
2
e UP
>show ipv6 interface up
[ ]
> show ipv6 interface vlan 10
28-2

>show ipv6 interface vlan 10
Date 20XX/12/10 12:00:00 UTC
VLAN0010: flags=1063<UP,BROADCAST ,NOTRAILERS ,RUNNING,MULTICAST>
mtu 1500
inet6 2001:db8::1:1/64
inet6 fe80::60:972e:1d4c%VLANO010/64
Switch01/NIF00/Port01: UP media 100BASE-TX full(auto) 0012.e22e.1d4c

Switch01/NIF00/Port02: UP media ----- 0012.e22f.1d4f ChGr:5 (-) <--------
Time-since-last-status-change: 30,00:10:00
Last down at: 11/10 11:45:00 ittt
VLAN: 10 o
1.
2 IP
3. VLAN VLAN ID
2
28-2
flags
mtu MTU IP MTU
inet6 IPv6 duplicated
tentative
broadcast IP
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UP/DOWN UP
DOWN
media 20
show interfaces <

Time-since-last-status- UP/DOWN
change Do
100 "Over 100 days"

UP/DOWN Mot

Last down at

VLAN VLAN ID

28-3

Switch<switch no.>

NIF<nif no.> NIF

Port<port no.>

media 20
show interfaces <

XXXXXXXXXXXX MAC
MAC

VLAN

ChGr
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show ipv6 neighbors

NDP

show ipv6 neighbors [interface <interface type> <interface number>]

interface <interface type> <interface number>

<interface type> <interface number>

e VLAN

28-3 VLAN
>show ipv6 neighbors interface vlan 100
Date 20XX/12/14 12:00:00 UTC
Total: 4 entries
Neighbor
2001:db8:100:10:1dff:fe22:1298

NDP

Linklayer Address Netif
0012.e222.1298

2001:db8:100:10:2a0:c9ff:fe6b:8elb 0012.e26b.8elb
e80::260:1dff:fe22:298%VLANO100 0012.e222.1298
fe80::2a0:c9ff:febb:8elb%VLANO100 0012.e26b.8elb

>

State Flags
VLANO100 PERMANENT S
VLANO100 REACHABLE R
VLANO100 PERMANENT S
VLANO100 REACHABLE R

28-4
Total: <entry> entries NDP
Neighbor Next Hop IP
Linklayer Address MAC State INCOMPLETE (incomplete)
FAILED (deleting)
Netif
State INCOMPLETE NDP
REACHABLE INCOMPLETE incompele
STALE REACHABLE reachable
DELAY STALE stale
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PROBE DELAY delay
FAILED PROBE probe
PERMANENT FAILED
UNKNOWN PERMANENT

UNKNOWN

Flags R S
R Router
S Static
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clear ipv6 neighbors

NDP

clear ipv6 neighbors [interface <interface type> <interface number>]

interface <interface type> <interface number>

<interface type> <interface number>

e VLAN

NDP

28-4 NDP VLAN
> show ipv6 neighbors interface vlan 100
Date 20XX/12/14 12:00:00 UTC
Total: 4 entries
Neighbor Linklayer Address Netif
2001:db8:100:10: 1dff:fe22:1298 0012.e222.1298 VLANO100
2001:db8:100:10:2a0:c9ff: febb:8elb 0012.e26b.8elb VLANO100
fe80::260:1dff:fe22:F298%VLANO100 0012.e222.1298 VLANO100
fe80::2a0:coff:fe6b:-8elb%VLANO100 0012.e26b.8elb VLANO100
>
> clear ipv6 neighbors interface vlan 100
> show ipv6 neighbors interface vlan 100
> show ipv6 neighbors interface vlan 100
Date 20XX/12/14 12:02:00 UTC
Total: 2 entries
Neighbor Linklayer Address Netif
2001:db8:100:10: 1dff: fe22:1298 0012.e222.1298 VLANO100
fe80::260:1dff:fe22:F298%VLANO100 0012.e222.1298 VLANO100
>

NDP
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NDP

State Flags
PERMANENT S
REACHABLE R
PERMANENT S
REACHABLE R

State Flags
PERMANENT S
PERMANENT S
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show netstat(netstat)

27 IPv4 show netstat(netstat)
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ping ipv6

ping ipv6 IPv6
IPv6

ping ipv6 <host> [numeric] [summary] [count <count>]

[interval <wait>] [pad-byte <pattern>]

[interface <interface type> <interface number>]

[source <source address>] [packetsize <size>]

[hoplimit <hops>]

<host>

IPv6

numeric

IPv6

IPv6

summary

1 1
count <count>

<count>
1 2147483647

interval <wait>

<wait>

pad-byte <pattern>
pad

pad

16

450

IPv6
Ctrl C
1 2147482
16
pad-byte ff
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00 ff pad
interface <interface type> <interface number>

<host> IPv6

<host>

number>

IPv6

<interface type> <interface number>

e VLAN

source <source address>

<source address> IPv6

IPv6

IPv6

packetsize <size>

56
ICMPV6 8

hoplimit <hops>
IPv6

<hops> hops

64

28-5
> ping ipv6 2001:db8::10

ping ipv6

<interface type> <interface

IPv6

1 65527

64

1 255

56 1

PING 2001:db8::10 (2001:db8::10) 56 data bytes

64 bytes from 2001:db8::10: icmp_seq=1 ttl=64 time=0.468 ms
64 bytes from 2001:db8::10: icmp_seq=2 ttl=64 time=0.45 ms
64 bytes from 2001:db8::10: icmp_seq=3 ttl=64 time=0.301 ms

~C
--- 2001:db8::10 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2001ms
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28 IPv6

rtt min/avg/max/mdev = 0.301/0.406/0.468/0.334 ms
>

° 3 120 2

28-6 3 120 2 ping ipv6
>ping ipv6 2001:db8::10 count 3 packetsize 120 interval 2

® ping ipv6 Ctrl C
e IPv6 IPv4
ping ipv6
source
IPv6
° IPv6 ping ipv6 IPv6
IPv6
IPv6
IPv6

452



28 IPv6

traceroute ipv6

UDP6
IPv6

traceroute ipv6 <host> [numeric] [direct]
[hoplimit <hops>] [port <port>]

[probes <nqueries>] [source <source address>]
[waittime <time>] [packetsize <size>]

<host>
IP IPv6
numeric
IPv6
IPv6
direct

traceroute ipv6

hoplimit <hops>

30
port <port>
UDP6
<port>
33434
probes <nqueries>
<nqueries>
3

source <source address>
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28 IPv6

IPv6
IPv6
IPv6

IPv6
waittime <time>

2 2147483647

5
packetsize <size>
48 65000 0
48
80
<host>
28-7 traceroute ipv6
> traceroute ipv6 2001:db8::100 numeric
traceroute to 2001:db8::100 (2001:db8::100), 30 hops max, 80 byte packets
1 2001:db8:22::1 0.612 ms * 0.532 ms
2 2001:db8::100 0.905 ms 0.816 ms 0.807 ms
e |Pv6 IPv4
traceroute ipv6
source
IPv6
° direct
° IPv6 traceroute ipv6 IPv6
IPv6
IPv6 IPv6
° traceroute ipv6 ICMPV6

traceroute ipv6

454
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28 IPv6

show ipv6 route

IPv6

show ipv6 route

show ipv6 route

28-8 ipv6 route

> show ipv6 route
Date 20XX/12/14 12:00:00 UTC
Total: 4 routes

Destination Next Hop Interface Protocol
2001:db8:100:10::/64 VLANO100  Connected
2001:db8:200:10::/64 VLANO200  Connected
2001:db8:300:10::/64 2001:db8:100:10::1 VLANO100  Static
::/0 fe80::212:e2ff:fe3e:f3db VLANO200 RA
>
28-5
Total
Destination
Next Hop
Interface
Protocol Connected
Static
RA
Any
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28 IPv6

show ipv6 router-advertisement

show ipv6 router-advertisement

28-9 show ipv6 router-advertisement

> show ipv6 router-advertisement
Date 20XX/12/14 12:00:00 UTC
Auto-configured addresses from RA:

Address

2001:db8:100:1:212:e2ff:e203:ab60/64
2001:db8:200:1:212:e2ff:e203:ab60/64

Default gateway:

Nexthop

fe80::212:e2ff:fe3e:f3db

>

28-6 show ipv6 router-advertisement

Interface ValidLife PrefLife
VLANO100 2591985 604785
VLANO200 2456331 469131

Interface Expires hoplimit
VLANO100 1744 64

Auto-configured
addresses from RA

"none"

Address

IPv6

Interface

ValidLife

"forever"

PrefLife

"forever"

Default gateway
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28 IPv6

"none"

Nexthop

IPv6

Expires

hoplimit

Cur Hop Limit
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28 IPv6

show tcpdump (tcpdump)

27 IPv4 show tcpdump (tcpdump)
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29 DHCP

20 orcs
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29 DHCP

show ip dhcp binding

DHCP

show ip dhcp binding [ {<IP Address> | sort } ]

{<IP Address> | sort }
<IP Address>

sort

DHCP

29-1 DHCP
> show ip dhcp binding
Date 20XX/10/15 12:00:00 UTC
<IP address> <MAC address>
192.168.200.9 0012.e248.e92d
192.168.200.99 0012.e292.f7b9
>

<Lease expiration>
XX/12/06 19:59:40

<Type>
Automatic
Manual

29-1 DHCP
IP address DHCP IP
MAC address MAC address
Lease expiration /)
Manual

Type Manual/Automatic

Manual host

Automatic
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29 DHCP
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29 DHCP

clear ip dhcp binding

DHCP

clear ip dhcp binding [ {<IP Address> | all } ]

{<IP Address> | all }
<IP Address>

all

DHCP

DHCP

29-2 DHCP

> clear ip dhcp binding
>

DNS DNS
DNS
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29 DHCP

show ip dhcp import

DHCP DHCP

show ip dhcp import

DHCP DHCP

29-3 DHCP

> show ip dhcp import

Date 20XX/10/15 12:00:00 UTC

subnet 192.168.200.0 netmask 255.255.255.0
routers 192.168.200.1
domain-name-servers 200.10.10.2
domain-name "Tokyol"
netbios-name-servers 192.168.200.30

subnet 200.10.10.0 netmask 255.255.255.0
routers 200.10.10.1
domain-name-servers 200.10.10.2
domain-name "Tokyo2"
netbios-name-servers 200.10.10.3
netbios-node-type 4

host Nagoyal
routers 192.168.200.1
domain-name-servers 200.10.10.2
host-name "Nagoyal"
domain-name "Tokyol"
netbios-name-servers 192.168.200.30
netbios-node-type 1

host Nagoya2
routers 200.10.10.1,200.10.1.1
domain-name-servers 200.10.10.5
domain-name "Tokyo2"
netbios-name-servers 200.10.10.3
netbios-node-type 4
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29 DHCP

29-2 DHCP

subnet network
host host

DHCP DHCP
routers default-router
domain-name-servers dns-server
domain-name domain-name
host-name client-name
netbios-name-server netbios-name-server
netbios-node-type netbios-node-type
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29 DHCP

show ip dhcp conflict

DHCP IP IP
DHCP
IP DHCP DHCP
ICMP

show ip dhcp conflict [ <IP Address> ]

<IP Address>

DHCP IP

29-4 DHCP P
> show ip dhcp conflict
Date 20XX/10/15 12:00:00 UTC
<IP address> <Detection time>
192.168.200.9 XX/10/05 15:39:55
192.168.200.15 XX/10/05 16:51:45
>

DHCP

29-3 DHCP IP
IP address DHCP IP
Detection time !/
DHCP IP 200
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29 DHCP

clear ip dhcp conflict

DHCP 1P

clear ip dhcp conflict [ {<IP Address> | all} ]

{<IP Address> | all}
<IP Address>

IP IP
all
DHCP IP
DHCP IP
29-5 DHCP IP

> clear ip dhcp conflict 172.16.1.11
>
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29 DHCP

show ip dhcp server statistics

DHCP

show ip dhcp server statistics

29-6 DHCP

> show ip dhcp server statistics
Date 20XX/10/15 12:00:00 UTC
< DHCP Server use statistics >

address pools 119
automatic bindings 1170
manual bindings 11
expired bindings :3
over pools request :0
discard packets :0
< Receive Packets >
BOOTREQUEST :0
DHCPDISCOVER 1178
DHCPREQUEST 1178
DHCPDECL INE :
DHCPRELEASE
DHCPINFORM
< Send Packets >
BOOTREPLY :0
DHCPOFFER 1178
DHCPACK 1172
DHCPNAK 6
>
29-4 DHCP
DHCP Server use statistics address pools DHCP
automatic bindings DHCP
manual bindings DHCP
expired bindings DHCP
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29 DHCP

over pools request DHCP
discard packets
Receive Packets BOOTREQUEST BOOTREQUEST
DHCPDISCOVER DHCPDISCOVER
DHCPREQUEST DHCPREQUEST
DHCPDECLINE DHCPDECLINE
DHCPRELEASE DHCPRELEASE
DHCPINFORM DHCPINFORM
Send Packets BOOTREPLY BOOTREPLY
DHCPOFFER DHCPOFFER
DHCPACK DHCPACK
DHCPNAK DHCPNAK
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29 DHCP

clear ip dhcp server statistics

DHCP

clear ip dhcp server statistics

29-7 DHCP

> clear ip dhcp server statistics
>
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29 DHCP

restart dhcp

DHCP

restart dhcp [ -f ][ core-file ]

-f
DHCP
core-file
DHCP
DHCP
29-8 DHCP
> restart dhcp
DHCP Server program restart OK? (y/n):y
dhcp_server terminated.
>
DHCP
core Jusr/var/core/dhcp_server.core
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29 DHCP

dump protocols dhcp

DHCP

dump protocols dhcp

29-9 DHCP

> dump protocols dhcp
>

Jusr/var/dhcp/dhcp.trc
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29 DHCP

dhcp server monitor

DHCP

dhcp server monitor

29-10 DHCP

> dhcp server monitor
>

dump protocols dhcp

472



29 DHCP

no dhcp server monitor

DHCP

no dhcp server monitor

29-11 DHCP

> no dhcp server monitor
>
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30
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30

show access-filter

VLAN ip access-
group ipv6 traffic-filter mac access-group

show access-filter
show access-filter <switch no.>/<nif no.>/<port no.>
[ { <access list number> | <access list name> } ]

[ {in] out } ]
show access-filter interface vlan <vlan id>
[ { <access list number> | <access list name> } ]

[{in]out}]

{ <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> } [{ <access list number> | <access list name> }]
<switch no.>/<nif no.>/<port no.>

<switch

no.> <nif no.> <port no.>

interface vlan <vlan id>
VLAN
<vlan id> interface vlan VLAN ID
{ <access list number> | <access list name> }
access list number

access list name

{in]out}
in  Inbound

out Outbound
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30-1 MAC
> show access-filter 1/0/3 only-appletalk
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/3 in
Extended MAC access-list:only-appletalk
remark "permit only appletalk"
10 permit any any appletalk(0x809b)

matched packets : 74699826
20 permit any any 0x80f3
matched packets : 718235
implicitly denied packets: 2698
>
30-2 IPv4

> show access-filter 1/0/7 12

Date 20XX/07/14 12:00:00 UTC

Using Port:1/0/7 in

Standard IP access-list: 12
remark "permit only host pc"
10 permit host 10.10.10.1

matched packets : 74699826
20 permit host 10.10.10.254
matched packets : 264176
implicitly denied packets: 2698
>
30-3 IPv4

> show access-filter 1/0/11 128
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/11 in
Extended IP access-list: 128
remark "permit only http server"
10 permit tcp(6) any host 10.10.10.2 eq http(80)

matched packets : 74699826
implicitly denied packets: 2698
>
30-4 IPv6

> show access-filter 1/0/15 telnet-server

Date 20XX/12/14 12:00:00 UTC

Using Port:1/0/15 in

IPv6 access-list:telnet-server
remark "permit only telnet server"
10 permit ipv6(41l) any host 3ffe:501:811:Ff00::1

matched packets : 74699826

implicitly denied packets: 2698
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30

30-5
> show access-filter 1/0/19
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/19 in
Standard IP access-list:pc-al024
remark "permit only pc-al024"
10 permit host 192.168.1.254
matched packets : 74699826
implicitly denied packets: 2698
IPv6 access-list:smtp-server
remark "permit only smtp server"
20 permit ipv6(41) any host 3ffe:501:811:Ff00::1

matched packets : 74699826
implicitly denied packets: 2698
>
30-6 in/out

> show access-filter interface vlan 1500
Date 20XX/09/01 12:00:00 UTC
Using Interface:vlan 1500 in
Standard IP access-list:pc-al024
remark "permit only pc-al024"
10 permit host 192.168.1.254
matched packets : 74699826
implicitly denied packets: 2698
IPv6 access-list:only-smtp
remark "permit only smtp ipv6"
20 permit ipv6(41) any host 3ffe:501:811:Ff00::1 eq smtp(25)
matched packets : 74699826
implicitly denied packets: 2698

Using Interface:vlan 1500 out
Extended IP access-list:only-ssh
remark "permit only ssh"
10 permit tcp(6) any any eq ssh(22)
matched packets : 74699826
implicitly denied packets: 2698

30-7
> show access-filter
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/7 in
Standard IP access-list: 12
remark "permit only host pc"
10 permit host 10.10.10.1
matched packets : 74699826
20 permit host 10.10.10.254
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30

matched packets : 264176
implicitly denied packets: 2698

Using Port:1/0/11 in
Extended IP access-list: 128
remark "permit only http server"
10 permit tcp(6) any host 10.10.10.2 eq http(80)
matched packets : 74699826
implicitly denied packets: 2698

Using Port:1/0/15 in
IPv6 access-list:telnet-server
remark "permit only telnet server”
10 permit ipv6(41) any host 3ffe:501:811:Ff00::1
matched packets : 74699826
implicitly denied packets: 2698

Using Port:1/0/19 in
Standard IP access-list:pc-al024
remark "permit only pc-al024"
10 permit host 192.168.1.254
matched packets : 74699826
implicitly denied packets: 2698
IPv6 access-list:smtp-server
remark "permit only smtp server"
20 permit ipv6(41) any host 3ffe:501:811:Ff00::1

matched packets : 74699826
implicitly denied packets: 2698
>
30-1

Using Port:<switch no.>/<nif no.>/<port Inbound
no.>in
Using Port:<switch no.>/<nif no.>/<port Outbound
no.> out
Using Interface:vlan <vlan id> in Inbound VLAN
Using Interface:vlan <vlan id> out Outbound VLAN
Extended MAC access-list:<access list MAC
name>
Standard IP access-list:{ <access list IPv4
number> | <access list name> }
Extended IP access-list:{ <access list IPv4
number> | <access list name> }
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30

IPv6 access-list:<access list name>

IPv6

27

matched packets:<packets>

implicitly denied packets:<packets>
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30

clear access-filter

show access-filter matched
packets implicitly denied packets
0

clear access-filter
clear access-filter <switch no.>/<nif no.>/<port no.>
[ { <access list number> | <access list name> } ]

[ {in] out } ]
clear access-filter interface vlan <vlan id>
[ { <access list number> | <access list name> } ]

[{in]out}]

{ <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> } [{ <access list number> | <access list name> }]

<switch no.>/<nif no.>/<port no.>

<switch no.> <nif no.> <port no.>

interface vlan <vlan id>
VLAN 0
<vlan id> interface vlan VLAN ID
{ <access list number> | <access list name> }
access list number

access list name

{in]out}
in  Inbound

out Outbound
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30

30-8 IPv4

> clear access-filter 1/0/7 12
Date 20XX/07/14 12:00:00 UTC
>

1. axsAccessFilterStats
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31 QoS

31 oss
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31 QoS

show qos-flow

VLAN QoS ip gos-flow-
group ipv6 gos-flow-group mac qos-flow-group QoS

show qos-flow [ { <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> }
[ <qos flow list name> ] ]

{ <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> } [ <qos flow list name> ]
<switch no.>/<nif no.>/<port no.>

<switch
no.> <nif no.> <port no.>

interface vlan <vlan id>
VLAN
<vlan id> interface vlan VLAN ID
<qos flow list name>
<qos flow list name> QoS

QoS

QoS

31-1 MAC QoS
> show qos-flow 1/0/3 apple-talk-qos
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/3 in
MAC qos-flow-list:apple-talk-qos
remark "cos 5 discard-class 2"
10 any any appletalk(0x809b) action cos 5 discard-class 2
matched packets s 74699826
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31 QoS

31-2

IPv4 QoS

> show qos-flow 1/0/7 http-qos
Date 20XX/07/14 12:00:00 UTC
Using Port:1/0/7 in

IP qos-flow-list:http-qos
remark "cos 4"

10 tcp(6) any host 10.10.10.2 eq http(80) action cos 4

31-3

matched packets : 74699826

IPv6 QoS

> show qos-flow 1/0/11 telnet-qos
Date 20XX/12/14 12:00:00 UTC

Using Port:1/0/11 in

IPv6 gos-flow-list:telnet-qos

remark "cos 6 discard-class 2"

10 ipv6(41l) any host 13ffe:501:811:ff00::1 action cos 6 discard-class 2
matched packets : 74699826

311

QoS

Using Port:<switch no.>/<nif no.>/<port no.> in Inbound QoS
Using Interface:vlan <vlan id> in Inbound QoS
VLAN
QoS MAC qos-flow-list: MAC QoS
<qos flow list name>
IP gos-flow-list: IPv4 QoS
<qos flow list name>
IPv6 qos-flow-list: IPv6 QoS
<qos flow list name>
QoS QoS 28 QoS
matched packets:<packets> QoS

484



31 QoS

clear qos-flow

show gos-flow QoS matched
packets 0

clear qos-flow [ { <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> }
[ <gos flow list name> ] ]

{ <switch no.>/<nif no.>/<port no.> | interface vlan <vlan id> } [ <qos flow list name> ]

<switch no.>/<nif no.>/<port no.>

<switch no.> <nif no.> <port no.>

interface vlan <vlan id>
VLAN 0
<vlan id> interface vlan VLAN ID
<qos flow list name>
<qos flow list name> QoS

QoS 0

QoS

31-4
> clear qos-flow 1/0/7 http-qos

Date 20XX/07/14 12:00:00 UTC
>
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31 QoS

1. axsQosFlowsStats MIB
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31 QoS

show qos queueing

show gos queueing [ <switch no.>/<nif no.>/<port no.> ]

<switch no.>/<nif no.>/<port no.>

31-5

> show qos queueing

Date 20XX/01/01 12:00:00 UTC
Switchl To-CPU (outbound)

Max_Queue=10
Queue 1: Qlen= 0
Queue 2: Qlen= 0
Queue 3: Qlen= 0,
Queue 4: Qlen= 0
Queue 5: Qlen= 3

Tail_drop= 0
Queue 6: Qlen= 0
Queue 7: Qlen= 0
Queue 8: Qlen= 0,
Queue 9: Qlen= 0
Queue 10: Qlen= 3

Tail_drop= 0

Switchl SW (outbound)
Max_Queue=16
Queue 1: Qlen= 0
Queue Qlen= 0
Queue Qlen= 0,
Queue 0
Queue 0

Qlen=
Qlen=

g b~ W DN

Limit Qlen=
Limit _Qlen=
Limit Qlen=
Limit Qlen=
Limit_Qlen=

Limit _Qlen=
Limit_Qlen=
Limit Qlen=
Limit _Qlen=
Limit_Qlen=

Limit _Qlen=
Limit_Qlen=
Limit Qlen=
Limit _Qlen=
Limit_Qlen=

CPU

IP8800/S2340-48T4X

192,
192,
192,
192,
192,

HOL1=
HOL1=
HOL1=
HOL1=
HOL1=

HOL1=
HOL1=
HOL1=
HOL1=
HOL1=

HOL1=
HOL1=
HOL1=
HOL1=
HOL1=
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31 QoS

Queue 6: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 7: Qlen= 0, Limit Qlen= 192, HOL1l= 0
SQueue 1: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Tail_drop= 0
Queue 8: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 9: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 10: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 11: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 12: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 13: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 14: Qlen= 0, Limit Qlen= 192, HOL1l= 0
SQueue 2: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Tail_drop= 0

Switchl/NIFO/Portl (outbound)
Max_Queue=8, Rate_ limit=100Mbit/s, Burst_size= -, Qmode=pg/tail_drop

Queue 1: Qlen= 0, Limit Qlen= 192, HOL1= 230925
Queue 2: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 3: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 4: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 5: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 6: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 7: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 8: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Tail_drop= 0

Switchl/NIFO/Port54 (outbound)

Max_Queue=8, Rate_limit= -, Burst_size= -, Qmode=pg/tail_drop
Queue 1: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 2: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 3: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 4: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 5: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 6: Qlen= 0, Limit_Qlen= 192, HOL1= 0
Queue 7: Qlen= 0, Limit Qlen= 192, HOL1= 0
Queue 8: Qlen= 0, Limit Qlen= 192, HOL1= 0

Tail_drop= 0

31-2

Switch<switch no.>/NIF<nif no.>/Port<port no.>
(outbound)

Switch<switch no.> To-CPU (outbound) CPU
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31 QoS

Switch<switch no.> SW (outbound) LSI
1P8800/S2340-48T4X IP8800/S2340-
48P4X
QoS Max_Queue=<number of queue>

Rate_limit=<rate>

Burst_size=<byte>

Qmode=<schedule name>/<drop name> pg 2pg+6drr [/
tail_drop

Queue<queue no.>:

SQueue<queue no.>:

Qlen=<queue length>

Limit_Qlen=<queue length>

HOL 1=<packets>

HOL head of line blocking 1.
2 3 4
2. 5
Tail_drop=<packets> 1 2
2 3
1
CoS
2
3
3
1 2 HOL1 Tail_drop
4
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31 QoS

31-6
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31 QoS

clear qos queueing

show qos queueing HOL1 Tail_drop 0

clear qos queueing [ <switch no.>/<nif no.>/<port no.> ]

<switch no.>/<nif no.>/<port no.>

0
<switch no.> <nif no.> <port no.>
CPU
0

31-8 0
> clear qos queueing 1/0/3
Date 20XX/07/14 12:00:00 UTC
>
1. axsEtherTxQoS axsToCpuQoS MIB
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32
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32 2

show authentication fail-list

2 MAC

show authentication fail-list [mac-address <mac>]

mac-address <mac>

MAC

32-1

# show authentication fail-list

Date 20XX/01/21 22:01:23 UTC
Fail list total entry : 3

No MAC address Port VLAN First fail time Last fail time Count
0012.e200.1234 1/0/9 200 20XX/01/21 21:42:40 20XX/01/21 21:42:49 2
0012.e201.abcd 1/0/7 - 20XX/01/21 21:45:11 20XX/01/21 21:45:11 1
0012.e202.6789 1/0/13 4094 20XX/01/21 21:40:51 20XX/01/21 21:44:10 10

#
32-1
Fail list total entry 1024
No
MAC address MAC MAC
MAC ""0000.0000.0000"
Port
<switch no.>/<nif no.>/<port no.>
CH:<channel group number>
VLAN VLAN ID VLAN ID
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32 2

VLAN
First fail time
Last fail time
1 First fail time
Count
1. 1024
2. restart dotlx restart web-authentication restart mac-authentication
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32 2

clear authentication fail-list

clear authentication fail-list

32-2 2
# clear authentication fail-list
#
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33 |IEEE802.1X

3 3 IEEE802.1X
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33 |IEEE802.1X

show dotlx statistics

IEEE802.1X

show dotlx statistics [{ port <port list> | channel-group-number <channel group list>}]

{ port <port list> | channel-group-number <channel group list>}

port <port list>

<port list>

channel-group-number <channel group list>

<channel group list>

33-1 IEEE802.1X
> show dotlx statistics
Date 20XX/06/10 07:52:58 UTC
[EAPOL frames]

Port 1/0/2 TxTotal : 42 TxReq/1d : 5 TxReq : 30
TxSuccess : 5 TxFailure : 2 TxNotify :
RxTotal : 47 RxStart : 12 RxLogoff : 0
RxResp/Id : 5 RxResp : 30 RxNotify 0
RxInvalid : 0 RxLenErr 0

ChGr 10 TxTotal 0 TxReg/1d 0 TxReq 0
TxSuccess : 0 TxFailure : 0 TxNotify 0
RxTotal : 0 RxStart 0 RxLogoff 0
RxResp/1d : 0 RxResp 0 RxNotify 0
RxInvalid : 0 RxLenErr 0

[EAPoverRADIUS frames]

Port 1/0/2 TxTotal 0 TxNakResp : 0 TxNoNakRsp:
RxTotal 0 RxAccAccpt: 0 RxAccRejct: 0
RxAccChllg: 0 RxInvalid : 0

ChGr 10 TxTotal 0 TxNakResp : 0 TxNoNakRsp: 0
RxTotal 0 RxAccAccpt: 0 RxAccRejct: 0
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RxAccChllg:

33-1 IEEES802.1X

0 RxInvalid : 0

Port/ChGr
Port <switch no.>/<nif no.> / <port no.>
ChGr <channel group number>
[EAPOL frames] EAPOL
TxTotal EAPOL
TxReg/Id EAPOL Request/Identity
TxReq EAP Request Identity Notification
TxSuccess EAP Success
TxFailure EAP Failure
TxNotify EAP Request/Notification
RxTotal EAPOL RxInvalid RxLenErr
RxStart EAPOL Start
RxLogoff EAPOL Logoff
RxResp/Id EAP Response/ldentity
RxResp EAP Response Identity Notification
RxNotify EAP Response/Notification
RxInvalid EAPOL
RxLenErr EAPOL

[EAPoverRADIUS frames]

EAPoverRADIUS

TxTotal EAPoverRADIUS

TxNakResp AccessRequest/EAP Response/NAK
TxNoNakRsp AccessRequest/EAP Response  NAK
RxTotal EAPoverRADIUS

RxAccAccpt AccessAccept/EAP Success
RxAccRejct AccessReject/EAP Failure
RxAccChllg AccessChallenge

RxInvalid EAPoverRADIUS
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show dotlx

IEEE802.1X

show dotlx [{ port <port list> | channel-group-number <channel group list>}] [detail]

{ port <port list> | channel-group-number <channel group list>}

port <port list>

<port list>

channel-group-number <channel group list>

<channel group list>
detail

Supplicant

33-2 |EEE802.1X
> show dotlx
Date 20XX/06/10 08:03:21 UTC
System 802.1X : Enable
AAA Authentication Dotlx : Enable
Authorization Network : Disable

Accounting Dotlx : Enable
Auto-logout : Enable
Port/ChGr AccessControl PortControl Status Supplicants
Port 1/0/2 Multiple-Auth Auto - 1
Chér 10 Multiple-Auth Auto - 0

>

33-3 IEEE802.1X
> show dotlx detail
Date 20XX/06/10 06:24:27 UTC
System 802.1X : Enable
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AAA Authentication Dotlx
Authorization Network
Accounting Dotlx

Auto-logout

Port 1/0/2
AccessControl
Status
Supplicants
TxTimer(s)
ReAuthSuccess
SuppDetection

Supplicants MAC

VLAN
0012.e200.0011

> Multiple-Auth

1717 1024

/ 30

F Status
Class

: Enable
: Disable
: Enable
: Enable
PortControl  : Auto
Last EAPOL : 0012.e200.0011
ReAuthMode : Enable
ReAuthTimer(s): 3484 / 3600
ReAuthFail 0
AuthState BackEndState  ReAuthSuccess
SessionTime(s) Date/Time
Authenticated Idle 0

* Authorized

8 0 118 20XX/06/10 06:22:29
ChGr 10
AccessControl : Multiple-Auth PortControl  : Auto
Status - Last EAPOL : 0000.0000.0000
Supplicants 070/ 1024 ReAuthMode : Enable
TxTimer(s) t-—— /30 ReAuthTimer(s): --- 7/ 3600
ReAuthSuccess : 0 ReAuthFail : 0
SuppDetection Auto
>
33-2 |IEEE802.1X
System 802.1X IEEE802.1X 1. Enable 1EEE802.1X
2. Disable 1EEE802.1X
AAA Authentication RADIUS 1. Enable RADIUS
Dotlx
2. Disable RADIUS
Authorization
Network
Accounting Dot1x 1. Enable Accounting
2. Disable Accounting
Auto-logout 1. Enable
2. Disable
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Port/ChGr
Port <switch no.> / <nif no.> / <port no.>
ChGr<channel group number>
AccessControl
2. Multiple-Hosts
""" 3. Multiple-Auth
Multiple-Hosts
Multiple-Auth
PortControl 1. Auto
Auto 2. Force-Authorized
Force-Authorized 3. Force-Unauthorized
Force-Unauthorized
Status 1. Authorized
Authorized 2. Unauthorized
Unauthorized
Last EAPOL EAPOL MAC
Supplicants Supplicant
[ ]
Supplicant
[ 1
/
< Supplicant  >/< Supplicant >
< Supplicant  >/< Supplicant  >/<
Supplicant >
ReAuthMode "EAPOL Request/ID" 1. Enable
2. Disable
TxTimer(s) "EAPOL Request/ID"
Supplicant
Disable Supplicant
Auto
< > [ <tx_period >

ReAuthTimer(s)

"EAPOL Request/ID"

< >/ <reauth_period >

ReAuthSuccess

ReAuthFail
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KeepUnauth
< > [ <keepunauth_period >
SuppDetection 1. Disable
2. Full
Disable 3. Shortcut
Full 4. Auto
Shortcut
Auto
Supplicant MAC Supplicant  MAC
Bl Supplicant
F
*
Status Supplicant 1. Authorized
Authorized 2. Unauthorized
Unauthorized
AuthState Supplicant 1. Connecting
Connecting  Supplicant 2. Authenticating
Authenticating 3. Authenticated
Authenticated 4. Aborting
Aborting 5. Held
Held
BackEndState Supplicant  RADIUS 1. Idle
2. Response
Idle 3. Request
Response 4. Success
Request  Supplicant 5. Fail
Success 6. Timeout
Fail
Timeout
ReAuthSuccess
VLAN Supplicant VLAN
Class Supplicant
SessionTime Supplicant
Date/Time Supplicant
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clear dotlx statistics

IEEE802.1X 0

clear dotlx statistics [{ port <port list> | channel-group-number <channel group list>}]

{ port <port list> | channel-group-number <channel group list>}

port <port list>

0
<port list>
channel-group-number <channel group list>
0
<channel group list>
0
33-4 |EEE802.1X 0
> clear dotlx statistics
>
° IEEE802.1X MIB MIB 0
° show dot1x Last EAPOL EAPOL
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clear dotlx auth-state

IEEE802.1X

clear dotlx auth-state [{ port <port list> | channel-group-number <channel group list> |
supplicant-mac <mac address> }] [-f]

{ port <port list> | channel-group-number <channel group list> | supplicant-mac <mac address> }

port <port list>

<port list>
channel-group-number <channel group list>
<channel group list>
supplicant-mac <mac address>
MAC
-f
IEEE802.1X
335 IEEE802.1X

> clear dotlx auth-state
Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y
>

IEEE802.1X
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EAP-Failure EAP-Req/Id
IEEE802.1X EAP-Failure  EAP-Reg/Id
1
port <port list> channel-group-number <channel group list> IEEE802.1X
EAP-Failure  EAP-Req/Id 1
supplicant-mac <mac address> EAP-Failure
IEEE802.1X
IEEE802.1X EAP-Reqg/Id 1
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clear dotlx dead-interval-timer

1 RADIUS dead interval 2 RADIUS
authentication radius-server dead-interval
RADIUS

clear dotlx dead-interval-timer

33-6 dead interval 2 RADIUS

# clear dotlx dead-interval-timer
#
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reauthenticate dotlx

IEEE802.1X reauth-period 0

reauthenticate dotlx [{ port <port list> | channel-group-number <channel group list> |
supplicant-mac <mac address> }] [-f]

{ port <port list> | channel-group-number <channel group list> | supplicant-mac <mac address> }

port <port list>

<port list>
channel-group-number <channel group list>
<channel group list>
supplicant-mac <mac address>
MAC
-f
IEEE802.1X
33-7 IEEE802.1X

> reauthenticate dotlx

Reauthenticate all 802.1X ports and vlans. Are you sure? (y/n) :y
>
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restart dotlx

IEEE802.1X

restart dotlx [-f] [core-file]

IEEE802.1X
core-file
IEEE802.1X
IEEE802.1X

33-8 |IEEE802.1X
> restart dotlx
802.1X restart OK? (y/n) @y
>

33-9 |IEEE802.1X -f

> restart dotlx -f
>

IEEE802.1X

Jusr/var/core

dotlxd.core
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dump protocols dotlx

IEEE802.1X

dump protocols dotlx

33-10 IEEE802.1X

> dump protocols dotlx
>

Jusr/var/dotlx

dotlx_dump.gz
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show dotlx logging

IEEE802.1X

show dotlx logging [{ error | warning | notice | info }]

{error | warning | notice | info}

dot1x loglevel

notice NORMAL

info

info

33-11 IEEE802.1X
> show dotlx logging
Date 20XX/06/10 07:36:05 UTC
No=1:Jun 10 07:34:24:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/0/2 VLAN=13 Login succeeded. ; New
Supplicant Auth Success.
No=11:Jun 10 07:33:40:NORMAL:LOGOUT: MAC=0012.e200.0001 PORT=1/0/2 VLAN=13 Force logout. ;
"clear dotlx auth-state" command succeeded.
No=1:Jun 10 07:28:47:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/0/2 VLAN=13 Login succeeded. ; New
Supplicant Auth Success.

No=10°Dec 1 10:09:50°NORMAL:LOGOUT: MAC=0012, £200. 0001 PORT=0/1 VLAN=3 Logout succeeded.
m @ (3 (4) (5) (6) )]

1) 32-5

) IEEE802.1X

3) IEEE802.1X

@

5)

(6)
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(7

33-3

32-3
32-3
32-4

32-5

NORMAL

LOGIN

LOGOUT

SYSTEM

NOTICE

LOGIN

LOGOUT

WARNING

SYSTEM

ERROR

SYSTEM

IEEE802.1X

33-4

MAC=XXXX.XXXX.XXXX

MAC

VLAN=XXXX

VLAN ID VLAN ID

PORT=xx/Xx/xx
CHGR=xx

ServerIP=xXX.XXX.XXX.XXX

ServerIPVB=xxXX: : XXXX:XXXX

IPv6

ServerName=ccccce

33-5

1 NORMAL ‘

LOGIN ‘ Login succeeded. ; New Supplicant Auth Success.

Supplicant
[ ]

MAC

VLAN ID

2 NORMAL

LOGIN Login succeeded. ; Supplicant Re-Auth Success.

Supplicant
[ ]

MAC

VLAN ID

3 NORMAL

LOGIN Login succeeded. ; Limited by ACL.

Supplicant
[ ]
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MAC VLAN ID
4 NORMAL LOGIN Supplicant force-Authorized.
RADIUS
[ ]
MAC VLAN ID
10 NORMAL LOGOUT Logout succeeded.
Supplicant
[ 1]
MAC VLAN ID
11 NORMAL LOGOUT Force logout. ; "clear dotlx auth-state™ command succeeded.
[ 1]
MAC VLAN ID
13 NORMAL LOGOUT Force logout. ; The supplicant was cleared, because it was registered to mac-
address-table with the configuration.
MAC MAC Supplicant
[ 1]
MAC VLAN ID
14 NORMAL LOGOUT Force logout. ; The status of port was changed to Unauthorized, because
another supplicant was detection in single mode.
Supplicant Unauthorized
[ ]
MAC VLAN ID
15 NORMAL LOGOUT Force logout. ; Dotlx configuration deleted.
IEEE802.1X
[ 1]
IEEE802.1X
MAC VLAN ID
16 NORMAL LOGOUT Force logout. ; Port link down.
[ 1]
MAC VLAN ID
17 NORMAL LOGOUT Force logout. ; VLAN status down.
VLAN VLAN
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[ ]
MAC VLAN ID
18 NORMAL LOGOUT Force logout. ; Re-Auth failed.
[ ]
MAC VLAN ID
19 NORMAL LOGOUT Force logout. ; Could not be registered to hardware.
Supplicant
[ ]
restart dot1x IEEE802.1X
MAC VLAN ID
20 NOTICE LOGIN Login failed. ; Failed to authenticate the supplicant because MAC
authentication reject.
MAC
[ ]
RADIUS MAC
MAC VLAN ID
21 NORMAL LOGOUT Force logout. ; Multi-step finished.
IEEE802.1X
[ ]
MAC VLAN ID
22 NORMAL LOGOUT Force logout. ; Authentic method changed.
[ ]
MAC VLAN ID
23 NORMAL LOGOUT Force logout. ; Mac-address-table aging.
MAC MAC
[ ]
MAC VLAN ID
30 NOTICE LOGIN Login failed. ; RADIUS authentication failed.
Supplicant
[ ]
Supplicant RADIUS
MAC VLAN ID
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31 NOTICE ‘ LOGIN ‘ Login failed. ; RADIUS authentication failed. (Re-Auth)
Supplicant
[ ]
Supplicant RADIUS
MAC VLAN ID
33 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: No Tunnel-Type Attribute.)
Tunnel-Type VLAN
[ 1]
RADIUS Accept Tunnel-Type
MAC
34 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Tunnel-Type Attribute is not
VLAN(13).)
Tunnel-Type VLAN(13) VLAN
[ 1]
RADIUS Accept Tunnel-Type VLAN(13)
MAC
35 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: No Tunnel-Medium-Type
Attribute.)
Tunnel-Medium-Type VLAN
[ ]
RADIUS Accept Tunnel-Medium-Type
MAC
36 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Tunnel-Medium-Type
Attribute is not IEEE802(6).)
Tunnel-Medium-Type IEEE802(6) VLAN
[ ]
RADIUS Accept Tunnel-Medium-Type IEEE802(6)
MAC
38 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Invalid Tunnel-Private-
Group-1D Attribute.)
Tunnel-Private-Group-1D VLAN
[ 1
RADIUS Accept Tunnel-Private-Group-1D
MAC
39 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: The VLAN ID is out of
range.)
VLAN ID VLAN
[ 1]
RADIUS Accept Tunnel-Private-Group-1D VLAN ID
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MAC VLAN ID
40 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: The Port doesn't belong to
VLAN.)
RADIUS VLAN MAC VLAN
RADIUS VLAN
switchport mac  vlan
[ 1
RADIUS Accept Tunnel-Private-Group-1D VLAN ID
MAC VLAN ID
42 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: The VLAN status is
disabled.)
VLAN  disable VLAN
[ 1]
VLAN state  active
MAC VLAN ID
43 NOTICE LOGIN Login failed. ; The number of supplicants on the switch is full.
Supplicant
[ 1]
MAC VLAN ID
44 NOTICE LOGIN Login failed. ; The number of supplicants on the interface is full.
Supplicant
[ ]
MAC VLAN ID
45 NOTICE LOGIN Login failed. ; Failed to authenticate the supplicant because it could not be
registered to mac-address-table.(code=x)
MAC Supplicant
[ ]
MAC VLAN ID
46 NOTICE LOGIN Login failed. ; Failed to authenticate the supplicant because it could not be
registered to MAC VLAN.(code=x)
MAC VLAN Supplicant
[ 1]
MAC VLAN ID
47 NOTICE LOGIN Login failed. ; Failed to connect to RADIUS server.
RADIUS
[ ]
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RADIUS
RADIUS
MAC VLAN ID
48 NOTICE LOGIN Login failed. ; Failed to assign VLAN. (Reason: Could not be registered to
hardware.)
Supplicant
[ ]
restart dot1x IEEE802.1X
MAC VLAN ID
80 WARNING SYSTEM Invalid EAPOL frame received.
EAPOL
[ 1]
Supplicant EAPOL
81 WARNING SYSTEM Invalid EAP over RADIUS frame received.
EAP over RADIUS
[ 1]
RADIUS
82 WARNING SYSTEM Failed to connect to RADIUS server.
RADIUS
[ ]
RADIUS
RADIUS
IP
83 WARNING SYSTEM Failed to connect to RADIUS server.
RADIUS
[ ]
RADIUS
RADIUS
IPv6
84 WARNING SYSTEM Failed to connect to Accounting server.
Accounting
[ 1]
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Accounting
Accounting
IP

85 WARNING SYSTEM Failed to connect to Accounting server.

Accounting

[ ]

Accounting
Accounting
IPv6

86 WARNING SYSTEM Failed in the name resolution with the DNS server.

DNS

[ ]

radius-server host IP

87 WARNING SYSTEM Invalid user class. [ ]

RADIUS

[ ]

RADIUS
90 ERROR SYSTEM Failed to open socket.

socket

[ ]

restart dot1x IEEE802.1X
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clear dotlx logging

IEEE802.1X

clear dotlx logging

33-12 |IEEE802.1X

> clear dotlx logging
>
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set web-authentication user

Web VLAN

commit web-authentication

set web-authentication user <user name> <password> <vlan id>

<user name>

<password>
<vlan id>
VLAN VLAN ID=1
° VLAN
VLAN VLANID
° VLAN
VLAN ID
"USERO1" "user0101" VLAN ID"10"

# set web-authentication user USERO1 user0101 10

® commit web-authentication
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set web-authentication passwd

Web

commit web-authentication

set web-authentication passwd <user name> <old password> <new password>

<user name>

1 128
<old password>

1 32
<new password>

1 32

"USERO1"
# set web-authentication passwd USERO1 user0101 userl1111l

e commit web-authentication
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set web-authentication vian

Web VLAN

commit web-authentication

set web-authentication vlan <user name> <vlan id>

<user name>

VLAN

<vlan id>

VLAN  VLANID

VLAN VLAN ID=1

"USERO1" VLAN 30
# set web-authentication vlan USERO1 30

® commit web-authentication
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remove web-authentication user

Web

commit web-authentication

remove web-authentication user {<user name> | -all} [-f]

<user name>

1 128

-all

. "USERO01"
# remove web-authentication user USERO1
Remove web-authentication user. Are you sure? (y/n):y

# remove web-authentication user -all
Remove all web-authentication user. Are you sure? (y/n):y

commit web-authentication
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show web-authentication user

Web

® set web-authentication user
e set authentication passwd
e set authentication vlan

® remove web-authentication user

show web-authentication user {edit | commit}

{edit | commit}

edit

commit

# show web-authentication user edit
Date 20XX/10/14 10:52:49 UTC
Total user counts:2
VLAN username
3 0123456789012345
4091 USERO1

# show web-authentication user commit
Date 20XX/10/14 10:52:49 UTC
Total user counts:3
VLAN username
4 0123456789012345
4094 USER02
2 USER03
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34-1 Web

Total user counts

VLAN

VLAN

VLAN

username
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show web-authentication login

show web-authentication login

. VLAN
# show web-authentication login
Date 20XX/06/10 08:14:42 UTC
Dynamic-VLAN total user counts:1

F Username
VLAN Class MAC address Login time Limit time
USERO1
4089 63 0012.e268.7527  20XX/06/10 08:13:38 UTC 00:58:56

Static-VLAN total user counts:0

. VLAN
# show web-authentication login
Date 20XX/06/10 03:38:06 UTC
Dynamic-VLAN total user counts:0

Static-VLAN total user counts:1

F Username
VLAN Class MAC address Port IP address
Login time Limit time
USER16
4089 63 0012.e268.7527 1/0/2 192.168.14.2

20XX/06/10 03:37:49 UTC 00:59:43

° VLAN VLAN
# show web-authentication login
Date 20XX/06/10 03:38:06 UTC
Dynamic-VLAN total user counts:1
F Username
VLAN Class MAC address Login time Limit time
USERO1

529



34 Web

4088

Static-VLAN total user counts:1

F Username
VLAN
Login ti
USER16
4089

20XX/06/10 03:37:49 UTC 00:59:43

34-2

63

0012.e268.7526

20XX/06/10 08:13:38 UTC 00:58:56

Class MAC address Port IP address
me Limit time
63 0012.e268.7527 1/0/2 192.168.14.2

Dynamic-VLAN total
user counts

VLAN

VLAN

Static-VLAN total user
counts

VLAN

VLAN

F

Username

VLAN

VLAN

VLAN

Class

MAC address

MAC

MAC

Port

VLAN

<switch no.>/<nif no.>/<port no.>
CH:<channel group number>

IP address

VLAN

Login time

Limit time

00:00:00

10 1440 hh:mm:ss
infinity infinity
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show web-authentication logging

Web

show web-authentication logging [user]

user

Web

# show web-authentication logging

Date 20XX/06/10 03:35:56 UTC

No=82:Jun 10 03:35:45:NORMAL:SYSTEM: Accepted clear auth-state command.

No=2:Jun 10 03:34:39:NORMAL:LOGOUT: MAC=0012.e200.0001 USER=USERO1 1P=192.168.14.2
PORT=1/0/2 VLAN=4089 Logout succeeded.

No=1:Jun 10 02:36:23:NORMAL:LOGIN: MAC=0012.e200.0001 USER=USERO1 1P=192.168.14.2
PORT=1/0/2 VLAN=4089 Login succeeded.

° "user"
# show web-authentication logging user
Date 20XX/06/10 03:36:08 UTC
No=2:Jun 10 03:34:39:NORMAL:LOGOUT: MAC=0012.e200.0001 USER=USERO1 1P=192.168.14.2
PORT=1/0/2 VLAN=4089 Logout succeeded.
No=1:Jun 10 02:36:23:NORMAL:LOGIN: MAC=0012.e200.0001 USER=USERO1 I1P=192.168.14.2
PORT=1/0/2 VLAN=4089 Login succeeded.

No=1:Noy_15 00:09:50: NORMAL‘LOGIN: MAC=0012. ¢200. 0001 USER=testdatal Login succeeded.

(y @ (3) (4) (5) (6) (¥
1) 33-5
2 Web
(3) Web
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4
®)
(6)
o)
° 33-3
° 33-3
° 33-4
° 33-5
34-3
NORMAL LOGIN
LOGOUT
SYSTEM
NOTICE LOGIN
LOGOUT
SYSTEM
ERROR SYSTEM Web
34-4
MAC=XXXX . XXXX.XXXX MAC
USER=XXXXXXXXXX 1D
IP=XXX.XXX. XXX IP
VLAN=XXXX VLAN ID VLAN ID
PORT=xx/Xx/xx
CHGR=xx
34-5
1 NORMAL ‘ LOGIN ‘ Login succeeded.
[ 1
MAC IP VLAN ID
2 NORMAL LOGOUT Logout succeeded.
[ 1]
MAC IP VLAN ID
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3 NORMAL ‘ LOGIN ‘ Login update succeeded.
[ ]
MAC IP VLAN ID
4 NORMAL LOGOUT Force logout ; clear web-authentication command succeeded.
[ ]
MAC IP VLAN ID
5 NORMAL LOGOUT Force logout ; Connection time was beyond a limit.
[ ]
MAC IP VLAN ID
6 NORMAL LOGOUT Force logout ; mac-address-table aging.
MAC MAC
[ ]
MAC IP VLAN ID
8 NORMAL LOGOUT Force logout ; Authentic method changed (RADIUS <-> Local).
RADIUS <->
[ ]
MAC IP VLAN ID
10 NOTICE LOGIN Login failed ; User name not found to web authentication DB.
1D DB ID
[ 1]
ID
MAC VLAN ID
11 NOTICE LOGIN Login failed ; Password not found to web authentication DB. [Password=[
1l
[ ]
MAC VLAN ID
13 NOTICE LOGOUT Logout failed ; ARP resolution.
PC IP ARP
PC IP VLAN MAC
[ 1]
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PC MAC MAC
clear web-authentication auth-state
IP
14 NOTICE LOGIN Login failed ; Double login.
PC ID
VLAN PC VLAN
[ 1
PC
PC
MAC
15 NOTICE LOGIN Login failed ; Number of login was beyond limit.
Web
IEEE802.1X Web MAC
[ ]
MAC
16 NOTICE LOGIN Login failed ; The login failed because of hardware restriction.
MAC
[ 1]
PC
MAC
17 NOTICE LOGIN Login failed ; VLAN not specified.
Web VLAN ID
[ ]
VLAN ID
MAC VLAN ID
18 NOTICE LOGIN Login failed ; MAC address could not register.
MAC
[ ]
MAC
19 NOTICE LOGOUT Logout failed ; MAC address could not delete.
MAC
[ ]
MAC VLAN ID
20 NOTICE LOGIN Login failed ; RADIUS authentication failed.
RADIUS
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[ ]
ID
MAC IP VLAN ID
21 NOTICE LOGIN Login failed ; Failed to connection to RADIUS server.
RADIUS
[ ]
RADIUS RADIUS
MAC IP VLAN ID
22 NOTICE LOGIN Login failed ; Connection failed L2MacManager.
L2MAC
[ ]
restart vlan mac-manager
MAC
25 NOTICE LOGIN Login failed ; Double login. (L2MacManager)
L2MAC
Web IEEE802.1X MAC
PC MAC mac-address
[ ]
MAC VLAN ID
26 NORMAL LOGOUT Force logout ; VLAN deleted.
VLAN VLAN VLAN
VLAN VLAN
[ ]
VLAN
MAC IP VLAN ID
28 NORMAL LOGOUT Force logout ; Polling time out.
[ ]
MAC IP VLAN ID
29 NORMAL LOGOUT Force logout ; Client moved.
[ ]
MAC IP VLAN ID
31 NORMAL LOGOUT Force logout ; Port not specified.
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[ ]
MAC IP VLAN ID
32 NOTICE LOGIN Login update failed.
[ ]
1D
MAC IP
33 NORMAL LOGOUT Force logout ; Port link down.
[ ]
MAC IP VLAN ID
34 NOTICE LOGIN Login failed ; Port not specified.
VLAN VLAN
[ 1]
MAC
39 NOTICE LOGIN Login failed ; VLAN not specified.
VLAN VLAN VLAN
[ ]
MAC IP VLAN ID
40 NORMAL LOGOUT Force logout ; Ping packet accepted.
Ping
[ 1]
MAC IP VLAN ID
41 NORMAL LOGOUT Force logout ; Other authentication program.
[ ]
MAC IP VLAN ID
48 NORMAL LOGOUT Force logout ; Program stopped.
Web
[ 1]
Web
MAC IP VLAN ID
49 NORMAL LOGOUT Force logout ; Authentic mode had changed (dynamic vlan -> static vlan).

536



34 Web

VLAN VLAN

[ ]

MAC IP VLAN ID
50 NORMAL LOGOUT Force logout ; Authentic mode had changed (static vlan -> dynamic vlan).

VLAN VLAN

[ 1]

MAC IP VLAN ID
51 NOTICE LOGIN Login failed ; IP address is not right.

VLAN VLAN Web IP IP
PC IP VLAN MAC
[ ]
Web IP Web IP
PC IP
PC MAC MAC
clear web-authentication auth-state
IP

54 NORMAL LOGIN Force login succeeded.

[ ]

MAC IP VLAN ID
55 NORMAL LOGIN Force login update succeeded.

[ ]

MAC IP VLAN ID
56 NOTICE LOGIN Login failed ; Number of login was beyond limit of port.

[ ]

MAC IP VLAN ID
57 NORMAL LOGOUT Force logout ; Number of login was beyond limit of port.

[ ]

MAC IP VLAN ID
82 NORMAL SYSTEM Accepted clear auth-state command.
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clear web-authentication auth-state

[ ]
83 NORMAL SYSTEM Accepted clear statistics command.
clear web-authentication statistics
[ ]
84 NORMAL SYSTEM Accepted commit command.
commit web-authentication DB COMMIT
[ ]
85 NORMAL SYSTEM Accepted dump command.
dump protocols web-authentication
[ ]
86 NORMAL LOGOUT Force logout ; MAC address not found L2MacManager.
MAC Web L2MAC L2MAC
MAC
[ ]
MAC
87 NORMAL SYSTEM MAC address existed in the L2MacManager.
L2MAC Web MAC
[ ]
Web
MAC
88 ERROR SYSTEM WAD could not initialize.[ ]
Web
[ ]
Web
restart web-authentication Web
89 ERROR SYSTEM Connection failed ; Operation command. error=[ ]
[ ]
90 ERROR SYSTEM Connection failed ; L2MacManager.
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L2MAC
[ 1]
restart vlan mac-manager
98 NOTICE LOGOUT Logout failed ; User is not authenticating.
Web
[ ]
show web-authentication login
MAC
99 ERROR SYSTEM Accounting failed ; RADIUS accounting.
RADIUS
[ ]
RADIUS
MAC
100 NORMAL SYSTEM Accepted clear logging command.
clear web-authentication logging
[ ]
103 NORMAL SYSTEM Synchronized ; Wad -> L2MacManager.
[ 1]
Web
MAC
105 NOTICE LOGIN Login failed ; VLAN suspended.
VLAN  disable
[ 1
VLAN  enable
MAC VLAN ID
106 NORMAL LOGOUT Force logout ; VLAN suspended.
VLAN disable
[ 1]
VLAN  enable
MAC IP VLAN ID
107 NOTICE LOGIN Login failed ; Multi-step failed.
MAC
[ ]
MAC IP VLAN ID
108 NORMAL LOGOUT Force logout ; Authentic method changed.
[ ]
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MAC IP VLAN ID
109 NOTICE LOGIN Login failed ; Multi-step failed. (Terminal Auth Info get fail).
[ ]
MAC IP VLAN ID
110 NORMAL SYSTEM Accepted clear dead-interval-timer command.
clear web-authentication dead-interval-timer dead interval
[ 1]
111 NOTICE SYSTEM Invalid user class. [ ]
RADIUS
[ ]
RADIUS
112 NOTICE LOGOUT Force logout ; User replacement.
PC ID ID
[ ]
255 ERROR SYSTEM The other error. [ ]
Web
The other error.
[ ]
Web dump protocols web-authentication
restart web-authentication Web

VLAN suspend

Web
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show web-authentication

Web

show web-authentication

# show web-authentication
Date 20XX/06/10 05:31:14 UTC
web-authentication Information:

Authentic-method : Local Accounting-state : disable
Dead-interval : 10

Syslog-send : enable

URL-redirect : enable Protocol : https

541

Jump-URL . http://www.example.com/
Web-IP-address : 1.1.1.1
FQDN : aaa.example.com
Web-port : http : 80,8080 https : 443,8443
ARP-relay Port : 1/0/1-2
Force-Authorized : enable
Auth-max-user 1 1024
User replacement : enable
HTML files : default
Authentic-mode  : Dynamic-VLAN
Max-timer : 60 Max-user : 256
VLAN Count : - Auto-logout : enable
Native VLAN : enable
Authentic-mode : Static-VLAN
Max-timer : 60 Max-user : 256
VLAN Count : - Auto-logout : -
Alive-detection : enable
timer : 300 interval-timer : 1 count : 3
Port Information:
Port 1/0/1
Dynamic-VLAN
VLAN 1D 100
Native VLAN : 1



34 Web

Forceauth VLAN:

Static-VLAN
VLAN ID

IP access-list

MAC access-list

Max-user

HTML fileset

Port
Dynamic-VLAN
VLAN ID

Native VLAN

Forceauth VLAN:

IP access-list
MAC access-list
Max-user

HTML fileset

Port
Dynamic-VLAN
VLAN 1D

Native VLAN

Forceauth VLAN:

IP access-list
MAC access-list
Max-user

HTML fileset

1000

15,4089
AUTH-LIST
AuthMacAcl
64
default

1/0/2

100,200
14

1000
AUTH-LIST
64
default

CH:10

14

AUTH-LIST

64
default

34-6 Web
Authentic-method Web
Loca
RADIUS RADIUS
Accounting-state Web
enable
disable
Dead-interval RADIUS RADIUS
Syslog-send web-authentication logging
enable
enable
disable
URL-redirect Web URL
enable
disable
Protocol http/https
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http http
https  https
Jump-URL URL Web URL
Web-1P-address IP Web IP
FQDN FQDN FQDN(Fully Qualified Domain Name)
FQDN
Web-port Web
http http http
https https https
ARP-relay port ARP arp-relay
<switch no.>/<nif no.>/<port no.>
CH:<channel group number>
arp-relay
Force-Authorized
enable
disable
Auth-max-user
User replacement
enable
disable
HTML files Web
default
custom
Authentic-mode Web
Dynamic-VLAN VLAN
Static-VLAN VLAN
Max-timer
Max-user Web
VLAN Count VLAN
Auto-logout MAC Web VLAN MAC
enable
disable
VLAN
Alive-detection Web VLAN
enable
disable
timer Web
interval-timer
count Web

543



34 Web

Native VLAN VLAN authentication native vlan

enable

disable
Port Web

<switch no.>/<nif no.>/<port no.>

CH:<channel group number>
Dynamic-VLAN VLAN VLAN

VLAN
VLAN ID VLAN Web VLAN ID
VLAN MAC VLAN
VLAN ID
Native VLAN VLAN VLAN VLAN
ID VLAN VLAN ID
Forceauth VLAN VLAN VLAN
VLAN ID
VLAN
Static-VLAN VLAN VLAN VLAN
VLAN

IP access-list IP access list number access list name
MAC access-list MAC access list name
Max-user
HTML fileset

"(not defined)"
"default”
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show web-authentication statistics

Web

show web-authentication statistics

o RADIUS

# show web-authentication statistics

Date 20XX/06/10 05:00:51 UTC

web-authentication Information:
Authentication Request Total :
Authentication Current Count :
Authentication Error Total

o O Bk W

Force Authorized Count
Port Information:

Port User-count
1/0/ 1 0/ 64
1/0/ 2 1/ 64
1/0/ 4 0/ 64
CH: 10 0/1024

° RADIUS
# show web-authentication statistics
Date 20XX/06/10 03:38:38 UTC
web-authentication Information:
Authentication Request Total :
Authentication Current Count :
Authentication Error Total

o O kDN

Force Authorized Count
RADIUS web-authentication Information:
[RADIUS frames]
TxTotal : 2 TxAccReq
RxTotal : 2 RxAccAccpt:
RxAccChllg:
Account web-authentication Information:
[Account frames]
TxTotal : 3 TxAccReq
RxTotal : 3 RxAccResp :

w w
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TXError
RxAccRejct:
RxInvalid :

TXError
RxInvalid :

DB



34 Web

Port Information:

Port
1/0/ 1
1/0/ 2
1/0/ 4
CH: 10

34-7 Web

User-count
0/ 64
1/ 64
0/ 64
0/1024

Authentication Request Total

Authentication Current Count

Authentication Error Total

Force Authorized Count

RADIUS frames RADIUS

TxTotal RADIUS

TxAccReq RADIUS Access-Request
TXError RADIUS

RxTotal RADIUS

RxAccAccpt RADIUS Access-Accept
RxAccRejct RADIUS Access-Reject
RxAccChllg RADIUS Access-Challenge
RxInvalid RADIUS

Account frames

TxTotal

TxAccReq

Accounting-Request

TxError

RxTotal

RxAccResp

Accounting -Response

RxInvalid

Port Information

Port

<switch no.>/<nif no.>/<port no.>
CH:<channel group number>

User-count
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clear web-authentication logging

Web

clear web-authentication logging

Web
# clear web-authentication logging
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clear web-authentication statistics

Web

clear web-authentication statistics

Web
# clear web-authentication statistics
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commit web-authentication

Web

commit web-authentication [-f]

-f
Web
Web
# commit web-authentication
Commitment web-authentication user data. Are you sure? (y/n): y
Commit complete.
[ J
Web DB
e set web-authentication user
® set web-authentication passwd
e set web-authentication vlan
e remove web-authentication user
° Web DB

Web DB
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store web-authentication

Web

store web-authentication <file name> [-f]

<file name>

Web

Web

Web "authdata"
# store web-authentication authdata
Backup web-authentication user data. Are you sure? (y/n): vy
Backup complete.

Web

show flash 20KB
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load web-authentication

Web Web

set web-authentication user

set web-authentication passwd
set web-authentication vlan
remove web-authentication user

commit web-authentication

load web-authentication <file name> [-f]

<file name>

Web

Web

Web "authdata"

# load web-authentication authdata
Restore web-authentication user data. Are you sure? (y/n):
Restore complete.

® set web-authentication user
e set web-authentication passwd

e set web-authentication vlan
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e remove web-authentication user
® commit web-authentication

° Web DB
Web DB
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34 Web

clear web-authentication auth-state

1D MAC

clear web-authentication auth-state { user {<user name> | -all } | mac-address <mac> } [-T]

user { <user name> | -all }

<user name>

1 128
Il & { }
() ' ; $ ‘
¥ # %
-all
mac-address <mac>
<mac>
MAC
MAC 0000.0000.0000 feff.ffff.ffff
MAC 1
-f
° "USERO1"
# clear web-authentication auth-state user USERO1
Logout user web-authentication. Are you sure? (y/n): y
[

# clear web-authentication auth-state user -all
Logout all user web-authentication. Are you sure? (y/n): y
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° MAC "0012.e200.0001"
# clear web-authentication auth-state mac-address 0012.e200.0001
Logout user web-authentication of specified MAC address. Are you sure? (y/n):y
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set web-authentication html-files

Web Web

html gif

set web-authentication html-files <directory> [html-fileset <name>] [-f]

<directory>

Web
Web
e /config
[ ]
° login.html
[ J
login.html
loginOK.html
loginNG.html
logout.html
logoutOK.html
logoutNG.html
webauth.msg
Web favicon.ico
gif
html-fileset <name>
Web
1 16
Web
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Web

# Is -1 k-html

=rwxXr-xXr-x
-rwXr-xXr-x
=rWXr-Xr-x
=rwxXr-xXr-x
-rwXr-xr-x
-rWXr-xr-x
=rwXr-xXr-x
-rwxr-xXr-x
-FrwWXr-xXr-x

° Web

operator
operator
operator
operator
operator
operator
operator
operator
operator

k-html
users 1108
users 1302
users 1300
users 843
users 869
users 992
users 109
users 199

users 20045

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

D OO OO OO O O OO O O

09:
09:
09:
09:
09:
09:
09:
09:
09:

# set web-authentication html-files k-html
Would you wish to install new html-files ? (y/n):y

executing...

Install complete.

° Web

# set web-authentication html-files k-html html-fileset FILEO1

59
59
59
59
59
59
59
59
59

login_html
loginNG. html
loginOK. html
logout_html
logoutNG. html
logoutOK. html
webauth.msg
favicon.ico
aaa.gif

Would you wish to install new html-files ? (y/n):y

executing...

Install complete.

Web

html

Web

100

1024KB

show web-authentication html-files
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° VLAN loginOK.html
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34 Web

clear web-authentication html-files

set web-authentication html-files Web

clear web-authentication html-files [{html-fileset <name> | -all}] [-f]

{html-fileset <name> | -all}

html-fileset <name>

Web
1 16
-all
Web
Web
Web
-f
° Web
# clear web-authentication html-files
Would you wish to clear registered html-files and initialize? (y/n):y
Clear complete.
° Web

# clear web-authentication html-files html-fileset FILEO1
Would you wish to clear registered html-files and initialize? (y/n):y
Clear complete.
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Web
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34 Web

show web-authentication html-files

set web-authentication html-files

show web-authentication html-files [detail]

detail

set web-authentication html-files

html msg

html

Web

msg

ico

ico

# show web-authentication html-files
Date 20XX/04/15 10:07:04 UTC

TOTAL SIZE

125554

login.html
loginProcess.html
loginOK.html
loginNG.html
logout._html
logoutOK. html
logoutNG. html
webauth._msg
favicon.ico

the other files :
< FILEO1 >
login.html
loginProcess.html
loginOK.html
loginNG.html
logout._html
logoutOK. html

2049
2002
1046
985
843
856

DATE
20XX/04/10 14:
20XX/04/10 14:
20XX/04/10 14:
20XX/04/10 14:
20XX/04/10 14:
20XX/04/10 14:
20XX/04/10 14:
20XX/04/10 14:
default now
20XX/04/10 14:

20XX/12/10 14:
20XX/12/10 14:
20XX/12/10 14:
20XX/12/10 14:
20XX/12/10 14:
20XX/12/10 14:
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the other files
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34 Web

logoutNG.html  : 892
webauth._msg s 104
favicon.ico : 0
the other files : 54000

20XX/12/10 14:07
20XX/12/10 14:07
default now

20XX/12/10 14:07

# show web-authentication html-files

Date 20XX/04/15 10:07:04 UTC

TOTAL SIZE : 6993

SIZE
login._html s 1108
loginProcess.html 1263
loginOK.html : 1046
loginNG.html s 985
logout.html : 843
logoutOK.html  : 856
logoutNG.html = 892

webauth.msg
favicon.ico
the other files :

DATE
default now
default now
default now
default now
default now
default now
default now
default now
default now
default now

msg

# show web-authentication html-files detail

Date 20XX/04/15 10:07:04 UTC

TOTAL SIZE : 125554
SIZE
login._html s 2049
loginProcess.html 2002
loginOK.html : 1046
loginNG.html s 985
logout.html : 843
logoutOK.html  : 856
logoutNG.html  : 892
webauth.msg : 104
favicon.ico : 0
aaa.gif s 20000
bbb.gif : 15000
ccc.gif : 10000
ddd.gif s 9000
< FILEO1 >
login.html : 2049
loginProcess.html 2002
loginOK.html s 1046
loginNG. html : 985
logout._html s 843
logoutOK.html  : 856

DATE
20XX/04/10 14:05
20XX/04/10 14:05
20XX/04/10 14:05
20XX/04/10 14:05
20XX/04/10 14:05
20XX/04/10 14:05
20XX/04/10 14:05
20XX/04/10 14:05
default now
20XX/04/10 14:05
20XX/04/10 14:05
20XX/04/10 14:05
20XX/04/10 14:05

20XX/12/10 14:07
20XX/12/10 14:07
20XX/12/10 14:07
20XX/12/10 14:07
20XX/12/10 14:07
20XX/12/10 14:07
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logoutNG.html
webauth._msg
favicon.ico
aaa.gif
bbb.gif
ccc.gif
ddd.gif

Web

892
104

20000
15000
10000

9000

20XX/12/10 14:07
20XX/12/10 14:07
default now

20XX/12/10 14:07
20XX/12/10 14:07
20XX/12/10 14:07
20XX/12/10 14:07
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clear web-authentication dead-interval-timer

1 RADIUS dead interval

RADIUS

clear web-authentication dead-interval-timer

dead interval 2 RADIUS

# clear web-authentication dead-interval-timer
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34 Web

set web-authentication ssl-crt

SSL

authentication Web

set web-authentication ssl-crt

SSL

# set web-authentication ssl-crt

Set path to the key: serverinstall.key
Set path to the certificate: server.crt

CA
CA restart web-
restart web-authentication web-server Web

CA

Set path to the intermediate CA certificate: ca.crt

Would you wish to install SSL key and certificate? (y/n):y
Install complete.

Please restart web-authentication daemon or web-server daemon.

#
e restart web-authentication Web
e restart web-authentication web-server Web
° CA
HTTPS restart web-
authentication Web
°
° CA

clear web-authentication ssl-crt
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CA
CA

° Web

CA
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34 Web

clear web-authentication ssl-crt

set web-authentication ssl-crt SSL

restart web-authentication Web
web-authentication web-server Web

clear web-authentication ssl-crt

SSL CA

# clear web-authentication ssl-crt

Would you wish to clear SSL key and certificate? (y/n):y
Please restart web-authentication daemon or web-server daemon.
#

e restart web-authentication Web

e restart web-authentication web-server Web

° Web
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show web-authentication ssl-crt

set web-authentication ssl-crt SSL

show web-authentication ssl-crt

CA

SSL CA
° CA
# show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC
DATE
SSL key 1 20XX/03/30 14:05
SSL certificate 20XX/03/30 14:05
SSL intermediate cert: 20XX/03/30 14:05
° CA
# show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC
DATE
SSL key : default now
SSL certificate : default now
SSL intermediate cert: -
34-8 show web-authentication ssl-crt
SSL key SSL SSL
default now
SSL certificate SSL SSL
default now
SSL intermediate cert SSL CA SSL CA
- CA
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° Web
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34 Web

restart web-authentication

Web Web

restart web-authentication [-f] [{core-file | web-server}]

{core-file | web-server}
core-file
Web
web-server

Web

Web Web

Web
> restart web-authentication
WA restart OK? (y/n): vy

web-server Web
web-server Web
VLAN MAC-VLAN MAC VLAN
lusr/var/core/
Web wad.core
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dump protocols web-authentication

Web

dump protocols web-authentication

Web
> dump protocols web-authentication

{usr/var/wa/

wad_dump.gz
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show mac-authentication login

show mac-authentication login

MAC
# show mac-authentication login
Date 20XX/06/10 12:56:45 UTC
Total client counts:2

F MAC address Port VLAN  Class Login time Limit time Mode Reauth
* 0012.e200.0001 1/0/1 39 0 20XX/06/10 12:55:40 UTC  00:08:55 Static 3165
* 0012.e200.0002 1/0/2 50 0 20XX/06/10 12:56:37 UTC  00:09:52 Dynamic 3222
MAC
35-1 MAC
Total client counts
F
*
MAC address MAC MAC
Port
<switch no.>/<nif no.>/<port no.>
CH:<channel group humber>
VLAN VLAN
VLAN
VLAN
VLAN
Class
1 -
Login time
Limit time
00:00:00
10 1440
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hh:mm:ss
infinity infinity
Mode
Static VLAN
Dynamic VLAN
Reauth

1024
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35 MAC

show mac-authentication logging

MAC

show mac-authentication logging [client]

client

MAC

MAC

# show mac-authentication logging

Date 20XX/06/09 14:57:33 JST

No=82:Jun 09 14:57:30:NORMAL:SYSTEM: Accepted clear auth-state command.

No=2:Jun 09 14:57:09:NORMAL:LOGOUT: MAC=0012.e212.0001 PORT=1/0/1 VLAN=39 Force logout ;
Port link down.

No=1:Jun 09 14:56:47:NORMAL:LOGIN: MAC=0012.e212.0001 PORT=1/0/1 VLAN=39 Login succeeded.

° “client"
# show mac-authentication logging client
Date 20XX/06/09 14:57:37 UTC
No=2:Jun 09 14:57:09:NORMAL:LOGOUT: MAC=0012.e212.0001 PORT=1/0/1 VLAN=39 Force logout ;
Port link down.
No=1:Jun 09 14:56:47:NORMAL:LOGIN: MAC=0012.e212.0001 PORT=1/0/1 VLAN=39 Login succeeded.

No=1:Dec 1 10:08:50 NORMAL:LOGIN: MAC=0012. 200, 0001 PORT=0.1 VLAN=3 Login succeeded.
m @ 3 @ (8 (6) [0)

) 34-4

) MAC

®3) MAC
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35 MAC

4
®)
(6)
0
° 34-2
] 34-2
° 34-3
(] 34-4
35-2
NORMAL LOGIN
LOGOUT
SYSTEM
NOTICE LOGIN
LOGOUT
SYSTEM
ERROR SYSTEM MAC
35-3
MAC=XXXX . XXXX.XXXX MAC
VLAN=XXXX VLAN ID VLAN ID
PORT=xx/Xx/xx
CHGR=xx
35-4
1 NORMAL | LOGIN ‘ Login succeeded.
[ ]
MAC VLAN ID
2 NORMAL LOGOUT Force logout ; Port link down.
[ ]
MAC VLAN ID
3 NORMAL LOGOUT Force logout ; Authentic method changed (RADIUS <-> Local).
RADIUS <>
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[ ]
MAC VLAN ID
4 NORMAL LOGOUT Force logout ; Clear mac-authentication command succeeded.
[ ]
MAC VLAN ID
5 NORMAL LOGOUT Force logout ; Connection time was beyond a limit.
[ ]
MAC VLAN ID
6 NOTICE LOGIN Login failed ; Port link down.
[ ]
MAC VLAN ID
7 NOTICE LOGIN Login failed ; Port not specified.
MAC
[ ]
MAC VLAN ID
8 NOTICE LOGIN Login failed ; VLAN not specified.
VLAN
[ ]
MAC VLAN ID
9 NORMAL LOGOUT Force logout ; Program stopped.
MAC
[ ]
MAC
MAC VLAN ID
10 NORMAL LOGOUT Force logout ; Other authentication program.
[ ]
MAC VLAN ID
11 NORMAL LOGOUT Force logout ; VLAN deleted.
VLAN
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switchport mac  vlan
VLAN
[ ]
VLAN
MAC VLAN ID
12 NORMAL LOGOUT Force logout ; Client moved.
[ ]
MAC VLAN ID
13 NOTICE LOGIN Login failed ; Double login. (L2MacManager)
L2MAC MAC
[ 1]
MAC
MAC VLAN ID
14 NOTICE LOGIN Login failed ; Double login.
[ ]
MAC
MAC
15 NOTICE LOGIN Login failed ; Number of login was beyond limit.
MAC
IEEE802.1X Web MAC
[ 1]
MAC
17 NOTICE LOGOUT Logout failed ; L2MacManager failed.
MAC
[ ]
MAC VLAN ID
18 NOTICE LOGIN Login failed ; MAC address could not register. [
MAC
[ ]
"HARDWARE_RESTRICTION" PC
MAC
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19 NOTICE | LOGOUT ‘ Logout failed ; MAC address could not delete. [ ]
MAC
[ ]
MAC ! VLANID ? !
20 NOTICE LOGIN Login failed ; RADIUS authentication failed.
RADIUS
[ 1]
RADIUS
MAC VLAN ID
21 NOTICE LOGIN Login failed ; Failed to connection to RADIUS server.
RADIUS
[ 1]
RADIUS RADIUS
MAC VLAN ID
22 NOTICE LOGIN Login failed ; Connection failed L2MacManager.
L2MAC
[ ]
restart vlan mac-manager
MAC
28 NORMAL LOGOUT Force logout ; Port not specified.
[ ]
MAC VLAN ID
29 NOTICE LOGIN Login failed ; Port number failed.
[ 1]
MAC
30 NORMAL LOGOUT Force logout ; mac-address-table aging.
MAC MAC
[ 1]
MAC VLAN ID
31 NORMAL LOGOUT Force logout ; Authentic mode had changed (dynamic vlan -> static vlan).
VLAN VLAN
[ 1]
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MAC VLAN ID
32 NORMAL LOGOUT Force logout ; Authentic mode had changed (static vlan -> dynamic vlan).
VLAN VLAN
[ 1
MAC VLAN ID
33 NORMAL LOGIN Force login succeeded.
[ 1]
MAC VLAN ID
34 NORMAL LOGIN Un-authorized Port Accepted.
[ ]
MAC VLAN ID
35 NORMAL LOGOUT Force logout ; Interface mode had changed.
dotlq MAC
[ ]
MAC VLAN ID
36 NOTICE LOGIN Login failed ; Number of login was beyond limit of port.
[ 1]
MAC VLAN ID
37 NORMAL LOGOUT Force logout ; Number of login was beyond limit of port.
[ 1]
MAC VLAN ID
48 NORMAL LOGOUT Force logout ; Multi-step finished.
MAC
[ ]
MAC VLAN ID
49 NOTICE LOGOUT Force logout ; Authentic method changed.
[ ]
MAC VLAN ID

580



35 MAC

64 NORMAL LOGIN ‘ Reauthentication succeeded.
[ ]
MAC VLAN ID
65 NORMAL LOGIN Force reauthentication succeeded.
[ ]
MAC VLAN ID
66 NOTICE LOGOUT Force logout ; Reauthentication failed. [ 1
[ ]
MAC VLAN ID
82 NORMAL SYSTEM Accepted clear auth-state command.
clear mac-authentication auth-state
[ ]
83 NORMAL SYSTEM Accepted clear statistics command.
clear mac-authentication statistics
[ ]
84 NORMAL SYSTEM Accepted commit command.
commit mac-authentication
[ ]
85 NORMAL SYSTEM Accepted dump command.
dump protocols mac-authentication
[ ]
86 NORMAL LOGOUT Force logout ; MAC address not found L2MacManager.
MAC MAC L2MAC L2MAC
MAC
[ ]
MAC VLAN ID
88 ERROR SYSTEM Macauthd could not initialize.[ ]
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MAC

[ ]
MAC
restart mac-authentication

MAC

89 ERROR SYSTEM Connection failed ; Operation command. error=[
[ ]
90 ERROR SYSTEM Connection failed ; L2MacManager.
L2MAC
[ ]
restart vlan mac-manager
92 ERROR SYSTEM Disconnection failed ; L2MacManager.
L2MAC
[ ]
restart vlan mac-manager
93 ERROR SYSTEM Program failed ; Configuration command. [
[ ]
restart mac-authentication MAC
94 ERROR SYSTEM Program failed ; Internal data update. [ ]
[ ]
restart mac-authentication MAC
95 ERROR SYSTEM Program failed ; Login information could not create. [
[ ]
restart mac-authentication MAC
96 ERROR SYSTEM Program failed ; Login information could not delete.
[ ]
restart mac-authentication MAC
99 ERROR SYSTEM Accounting failed ; RADIUS accounting.
RADIUS
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[ ] RADIUS RADIUS
MAC
100 NORMAL SYSTEM Accepted clear logging command.
clear mac-authentication logging
[ 1
103 NORMAL SYSTEM Synchronized ; Macauthd -> L2MacManager.
[ ]
MAC
MAC
105 NOTICE LOGIN Login failed ; VLAN suspended.
VLAN  disable
[ ]
VLAN  enable
MAC VLAN ID
106 NORMAL LOGOUT Force logout ; VLAN suspended.
VLAN  disable
[ 1]
VLAN  enable
MAC VLAN ID
107 NOTICE LOGIN Login failed ; MAC address not found to MAC authentication DB.
MAC MAC DB
[ 1]
MAC DB MAC
MAC VLANID 2
108 NOTICE LOGIN Login failed ; VLAN ID not found to MAC authentication DB.
VLAN ID MAC DB
[ ]
MAC DB VLAN ID
MAC VLAN ID
110 NORMAL SYSTEM Accepted clear dead-interval-timer command.
clear mac-authentication dead-interval-timer dead interval
[ 1]
111 NOTICE SYSTEM Invalid user class. [ ]
RADIUS
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35 MAC

[ 1
RADIUS
255 ERROR SYSTEM The other error. [ ]
MAC The other error.
[ 1]
MAC dump protocols mac-authentication
restart mac-authentication MAC
1
VLAN suspend
2
VLAN
MAC
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35 MAC

show mac-authentication

MAC

show mac-authentication

MAC

e MAC
# show mac-authentication
Date 20XX/06/10 13:58:58 UTC
mac-authentication Information:

Authentic-method : RADIUS Accounting-state
Dead-interval : 10

Syslog-send . enable

Force-Authorized : disable

Auth-max-user 1 1024

Reauth-period 1 3600

Authentic-mode

Max-timer : 60 Max-terminal

Port Count : 0 Auto-logout :
VLAN-check : enable

Vid-key o %VLAN

Authentic-mode

Max-timer : 60 Max-terminal :
Port Count : 0 Auto-logout :
Native VLAN : enable

e MAC

: Static-VLAN

: Dynamic-VLAN

# show mac-authentication
Date 20XX/06/07 15:35:06 UTC
mac-authentication Information:

Authentic-method :
Dead-interval
Syslog-send

Force-Authorized :
Auth-max-user

RADIUS Accounting-state

- 10
. enable

enable

: 1024
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256
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35 MAC

Reauth-period

Authentic-mode
Max-timer

Port Count :

VLAN-check
Vid-key

Authentic-mode

Max-timer : 60 Max-terminal :
Port Count : 1 Auto-logout :
Native VLAN : enable
Port Information:
Port 1/0/1
Static-VLAN
VLAN 1D 5,10,15
IP access-list 100

: 3600

: Static-VLAN

1 60 Max-terminal

2 Auto-logout :
: disable
o %VLAN

: Dynamic-VLAN

MAC access-list : -

- 256

enable

256
enable

Max-user 64
Port 1/0/2
Dynamic-VLAN
VLAN ID 1300-1310
Native VLAN : 20
Forceauth VLAN: 1300
IP access-list : 100
MAC access-list AuthMacAcl
Max-user 64
Port 1/0/10
Static-VLAN
VLAN ID 300,305
IP access-list : 100
MAC access-list : -
Max-user 64
35-5 MAC
Authentic-method MAC
Local
RADIUS RADIUS
Accounting-state MAC
enable
disable
Dead-interval RADIUS RADIUS
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Syslog-send mac-authentication logging
enable
enable
disable
Force-Authorized
enable
disable
Auth-max-user
Reauth-period
Authentic-mode MAC
Static-VLAN VLAN
Dynamic-VLAN VLAN
Max-timer
Max-terminal MAC
Port Count Port MAC Port
Auto-logout MAC
disable
VLAN-check VLAN ID MAC VLAN VLAN ID
enable VLAN ID
disable VLAN ID
Vid-key RADIUS RADIUS
Native VLAN VLAN authentication native vlan
enable
disable
Port MAC
<switch no.>/<nif no.>/<port no.>
CH:<channel group number>
VLAN ID VLAN MAC VLAN ID
VLAN MAC VLAN
VLAN ID
Auth type Tagged MAC Tagged
force-authorized
mac auth
Native VLAN VLAN VLAN
VLAN ID VLAN VLAN ID
Forceauth VLAN VLAN VLAN
VLAN ID
VLAN
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35 MAC

IP access-list

access list number

access list name

MAC access-list

MAC

access list name

Max-user
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35 MAC

show mac-authentication statistics

MAC

show mac-authentication statistics

MAC
# show mac-authentication statistics
Date 20XX/06/10 13:01:18 UTC
mac-authentication Information:
Authentication Request Total : 12
Authentication Current Count :
Authentication Error Total
Force Authorized Count
Unauthorized Information:
Unauthorized Client Count : 0
RADIUS mac-authentication Information:
[RADIUS frames]

TxTotal : 14 TxAccReq : 10 TxError
RxTotal : 10 RxAccAccpt: 10 RxAccRejct:
RxAccChllg: 0 Rxlnvalid :

Port Information:
Port User-count
1/0/ 1 1/ 256
1/0/ 2 1/1024

35-6 MAC

Authentication Request Total

Authentication Current Count

Authentication Error Total

Force Authorized Count

Unauthorized Information

Unauthorized Client Count

RADIUS frames RADIUS
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TxTotal RADIUS

TxAccReq RADIUS Access-Request
TXError RADIUS

RxTotal RADIUS

RxAccAccpt RADIUS Access-Accept
RxAccRejct RADIUS Access-Reject
RxAccChllg RADIUS Access-Challenge
RxInvalid RADIUS

Account frames

TxTotal

TxAccReq Accounting-Request
TxError

RxTotal

RxAccResp Accounting -Response
RxInvalid

Port Information

Port

<switch no.>/<nif no.>/<port no.>

CH:<channel group number>

User-count
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35 MAC

clear mac-authentication auth-state

MAC

clear mac-authentication auth-state mac-address {<mac> | -all} [-f]

mac-address {<mac> | -all}

<mac>
<mac> MAC
MAC 0000.0000.0000 feff ffff.ffff
MAC 1
-all
-f
° MAC 0012.e200.0001

# clear mac-authentication auth-state mac-address 0012.e200.0001
Logout client mac-authentication of specified MAC address. Are you sure? (y/n):y

# clear mac-authentication auth-state mac-address -all
Logout all client mac-authentication. Are you sure? (y/n): vy
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35 MAC

clear mac-authentication logging

MAC

clear mac-authentication logging

MAC
# clear mac-authentication logging
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35 MAC

clear mac-authentication statistics

MAC

clear mac-authentication statistics

MAC
# clear mac-authentication statistics
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35 MAC

set mac-authentication mac-address

MAC DB MAC MAC VLAN ID
MAC VLAN ID
VLAN VLAN ID
VLAN VLAN ID
MAC DB commit mac-authentication

set mac-authentication mac-address <mac> [<vlan id>]

<mac>
MAC
MAC 0000.0000.0000 feff ffff.ffff MAC
1
<vlan id>
VLAN VLAN ID
VLAN MAC VLAN ID
VLAN VLAN ID 1
VLAN
VLAN VLAN ID
VLAN MAC
MAC "0012.e200.1234" VLAN ID"10"

# set mac-authentication mac-address 0012.e200.1234 10

594



35 MAC

e commit mac-authentication MAC DB
° VLAN <vlan id>
° MAC VLAN ID VLAN ID
e VLANID VLAN
° MAC VLAN ID VLAN ID
VLAN ID
e VLANID 1
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35 MAC

remove mac-authentication mac-address

MAC DB MAC MAC MAC VLAN ID
MAC

commit mac-authentication

remove mac-authentication mac-address {<mac> | -all} [-f]

<mac>
MAC
MAC 0000.0000.0000 ~feff.ffff.ffff MAC
1
-all
MAC
-f
MAC
e MAC "0012.e200.1234"

# remove mac-authentication mac-address 0012.e200.1234
Remove mac-authentication mac-address. Are you sure? (y/n):y

° MAC
# remove mac-authentication mac-address -all
Remove all mac-authentication mac-address. Are you sure? (y/n): vy

commit mac-authentication MAC DB
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35 MAC

commit mac-authentication

MAC MAC DB

MAC
MAC DB

® set mac-authentication mac-address

® remove mac-authentication mac-address

commit mac-authentication  -f

MAC MAC DB

MAC MAC DB

# commit mac-authentication

Commitment mac-authentication mac-address data. Are you sure? (y/n): vy
Commit complete.

° MAC DB

. MAC DB
MAC DB
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35 MAC

show mac-authentication mac-address

MAC MAC
MAC

® set mac-authentication mac-address
® remove mac-authentication mac-address

MAC

show mac-authentication mac-address {edit | commit}

{edit | commit}
edit

commit

MAC DB

[ J
# show mac-authentication mac-address edit
Date 20XX/12/01 10:52:49 UTC
Total mac-address counts:2
mac-address VLAN
0012.e200.1234 3
0012.e201.abcd 4094
° MAC DB
# show mac-authentication mac-address commit
Date 20XX/12/01 10:52:49 UTC
Total mac-address counts:3
mac-address VLAN
0012.e200.1234 4
0012.e201.abcd 4094
0012.€202.6789 2
35-7 MAC
Total mac-address MAC MAC
counts
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35 MAC

mac-address

MAC

MAC

VLAN

VLAN

VLAN
VLAN

MAC
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35 MAC

store mac-authentication

MAC DB

store mac-authentication <file name>  -f

<file name>
MAC DB
-f
MAC DB
MAC DB "authdata"

# store mac-authentication authdata
Backup mac-authentication MAC address data. Are you sure? (y/n): vy
Backup complete.

MAC DB

show flash 100KB
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35 MAC

load mac-authentication

MAC DB MAC DB

® set mac-authentication mac-address
® remove mac-authentication mac-address

® commit mac-authentication

load mac-authentication <file name> [-f]

<file name>
MAC DB
-f
MAC DB
MAC DB "authdata"

# load mac-authentication authdata
Restore mac-authentication MAC address data. Are you sure? (y/n): vy
Restore complete.

°
® set mac-authentication mac-address
® remove mac-authentication mac-address
® commit mac-authentication

. MAC DB

MAC DB

601



35 MAC

restart mac-authentication

MAC

restart mac-authentication [-f] [core-file]

core-file

MAC

MAC
> restart mac-authentication
macauth restart OK? (y/n): y

MAC
° Jusr/var/core/
e MAC macauthd.core
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35 MAC

dump protocols mac-authentication

MAC

dump protocols mac-authentication

MAC
> dump protocols mac-authentication

° Jusr/var/macauth/

° macauthd_dump.gz

603



35 MAC

clear mac-authentication dead-interval-timer

1 RADIUS dead interval

RADIUS

clear mac-authentication dead-interval-timer

dead interval 2 RADIUS

# clear mac-authentication dead-interval-timer
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show authentication multi-step

show authentication multi-step [{port <port list> | channel-group-number <channel group list>}]
[mac-address <mac>]

{port <port list> | channel-group-number <channel group list>}

port <port list>

<port list>

channel-group-number <channel group list>

<channel group list>

mac-address <mac>

MAC

MAC

# show authentication multi-step

Date 20XX/01/21 22:01:23 UTC
Port 1/0/6 : multi-step dotlx
Supplicant information Authentic method
No MAC address State VLAN F Type Class Last (first step)
1 0012.e2fd.4971 pass 200 multi 24 web  (dotlx)

Port 1/0/7 : multi-step
Supplicant information Authentic method
No MAC address State VLAN F Type Class Last (first step)
1 0012.e2fb.2612 pass 200 single 0 mac (-)
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Port 1/0/13 : multi-step permissive

Supplicant information

No MAC address

State VLAN F Type

Authentic method

Class Last (first step)

1 0012.e2a5.3ela pass 100 single 0 dotlx (-)
#
36-1
Port/ChGr Port <switch no.>/<nif no.>/
<port no.>
ChGr<channel group
number>
< > multi-step  MAC
multi-step permissive permissive
MAC
multi-step dotlx dotlx
MAC IEEE802.1X Web
No
Supplicant information
MAC address MAC MAC
State wait
pass
VLAN VLAN ID VLAN
ID
VLAN
F *
RADIUS
RADIUS *
Type single
multi
Class
1
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Authentic method

Last

mac MAC

web  Web

dotlx IEEE802.1X
(First step)

(mac) MAC

(dotlx) IEEE802.1X

")
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37 DHCP snooping

3 7 DHCP snooping

609



37 DHCP snooping

show ip dhcp snooping binding

DHCP snooping

show ip dhcp snooping binding [[ip] <ip address>] [mac <mac address>]
[vlan <vlan id>]
[interface <interface type> <interface number>]
[{ static | dynamic }]

[ip] <ip address>
IP
mac <mac address>
MAC
vlan <vlan id>
VLAN
<vlan id> ip dhcp snooping vlan VLAN ID

interface <interface type> <interface number>

<interface type> <interface number>

.
[ ]
{ static | dynamic }

static

dynamic
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37 DHCP snooping

DHCP snooping

37-1 DHCP snooping
> show ip dhcp snooping binding
Date 20XX/04/20 12:00:00 UTC
Agent URL: flash
Last succeeded time: 20XX/04/20 11:50:00 UTC

Total Bindings Used/Max : 5/ 3070
Total Source guard Used/Max: 5/ 200
Bindings: 5
MAC Address IP Address Expire(min) Type VLAN Port
0012.e287.0001 192.168.0.201 - static* 1 1/0/1
0012.e287.0002 192.168.0.204 1439 dynamic 2 1/0/4
0012.e287.0003 192.168.0.203 - static 3 1/0/3
0012.e287.0004 192.168.0.202 3666 dynamic 4 ChGr:2
0012.e2be.b0fb 192.168.100.11 59 dynamic* 12 1/0/11
>
> show ip dhcp snooping binding 192.168.0.202
Date 20XX/04/20 12:00:00 UTC
Agent URL: flash
Last succeeded time: 20XX/04/20 11:50:00 UTC
Total Bindings Used/Max : 5/ 3070
Total Source guard Used/Max: 5/ 200
Bindings: 1
MAC Address IP Address Expire(min) Type VLAN Port
0012.e287.0004 192.168.0.202 3666 dynamic 4 ChGr:2
>
37-1 show ip dhcp snooping binding
Agent URL
flash
mc MC
Last succeeded time
! -
Agent URL
Total Bindings <Used>
Used/Max: <Max>
<Used>/<Max>
Total Source guard <Used>

611



37 DHCP snooping

Used/Max: <Max>

<Used>/<Max>

Bindings

MAC Address MAC

IP Address IP

Expire(min)

Type static
static*
dynamic
dynamic*

VLAN VLAN ID

Port

ChGr NIF
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37 DHCP snooping

clear ip dhcp snooping binding

DHCP snooping

clear ip dhcp snooping binding [[ip] <ip address>] [mac <mac address>]
[vlan <vlan id>]
[interface <interface type> <interface number>]

[ip] <ip address>
IP
mac <mac address>
MAC
vlan <vlan id>
VLAN
<vlan id> ip dhcp snooping vlan VLAN ID

interface <interface type> <interface number>

<interface type> <interface number>

37-2 DHCP snooping
> clear ip dhcp snooping binding
>
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37 DHCP snooping

show ip dhcp snooping statistics

DHCP snooping

show ip dhcp snooping statistics

DHCP snooping

37-3 DHCP snooping
> show ip dhcp snhooping statistics
Date 20XX/04/20 12:00:00 UTC
Database Exceeded: 0
Total DHCP Packets: 8995

Port
1/0/1
1/0/3

1/0/20
ChGr:1
>

37-2 DHCP snooping

Recv Filter
170 170
1789 10
0 0
3646 2457

Database Exceeded

Total DHCP Packets DHCP snooping  untrust

DHCP
Port DHCP snooping untrust

NIF

Recv DHCP snooping untrust

DHCP
Filter DHCP snooping untrust

DHCP Recv
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37 DHCP snooping

DHCP

1. VLAN VLAN  DHCP snooping
VLAN

2. VLAN  DHCP snooping
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37 DHCP snooping

clear ip dhcp snooping statistics

DHCP snooping

clear ip dhcp snooping statistics

DHCP snooping

37-4 DHCP snooping

> clear ip dhcp snooping statistics
>
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37 DHCP snooping

show ip arp inspection statistics

show ip arp inspection statistics

37-5

ARP

ARP

ARP

> show ip arp inspection statistics
Date 20XX/04/20 12:00:00 UTC

Port Forwarded Dropped ( DB mismatch Invalid )

1/0/1 0 15 ( 15 0 )

1/0/2 584 883 ( 883 0 )

1/0/3 0 0 ( 0 0 )

ChGr:2 170 53 ( 53 0 )

>

37-3 ARP
Port
NIF
Forwarded ARP
Dropped ARP DB mismatch Invalid
DB mismatch
ARP
Invalid
ARP
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1. VLAN VLAN ARP
VLAN

2. VLAN ARP
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37 DHCP snooping

clear ip arp inspection statistics

ARP

clear ip arp inspection statistics

ARP

37-6 ARP

> clear ip arp inspection statistics
>
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37 DHCP snooping

show ip dhcp snooping logging

DHCP snooping

show ip dhcp snooping logging [{ error | warning | notice | info }]

{ error | warning | notice | info }

ip dhcp snooping
loglevel

notice

DHCP snooping

37-7 DHCP snooping
> show ip dhcp snooping logging
Date 20XX/04/20 12:00:00 UTC
Apr 20 11:00:00 1D=2201 NOTICE DHCP server packets were received at an untrust
port(1/0/2/1/0012.e2ff.fe01/192.168.100.254) .

>
Apr 13 08:44:76 ID=2204 NOTICE ARP packet was received from the client who isn't
4 ) 2] (3 (4) 8
in binding(1/0/3/1,/0012. e286. 1304 .
(1)
(2)
(3) ID
4
37-4
ERROR
WARN
NOTICE
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37 DHCP snooping

INFO
()
37-5
ID |
1109 INFO | The binding entry was deleted all.
[ ]
1110 INFO | The source guard entry was deleted all.
[ ]
1201 INFO The binding entry was created(<switch no.>/<nif no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ ]
1202 INFO The binding entry timed out(<switch no.>/<nif no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLAN ID
<mac address> MAC
<ip address> IP
[ 1]
1203 INFO The binding entry was deleted by received DHCPRELEASE(<switch no.>/<nif
no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
DHCPRELEASE
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLAN ID
<mac address> MAC
<ip address> IP
[ 1]
1204 INFO The binding entry was deleted by received DHCPDECLINE(<switch no.>/<nif

no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
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DHCP snooping

DHCPDECLINE

<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ 1]
1205 INFO The binding entry was renewed(<switch no.>/<nif no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ 1]
1206 INFO The binding entry was deleted(<switch no.>/<nif no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ 1]
1207 INFO The source guard entry was added(<switch no.>/<nif no.>/<port no.>/<vlan
id>/<mac address>/<ip address>).
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLAN ID
<mac address> MAC
<ip address> IP
[ ]
1208 INFO The source guard entry was deleted(<switch no.>/<nif no.>/<port no.>/<vlan
id>/<mac address>/<ip address>).
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLAN ID
<mac address> MAC
<ip address> 1P
[ ]
1301 INFO The binding entry was created(ChGr:<channel group number>/<vlan id>/<mac

address>/<ip address>).
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DHCP snooping

ChGr:<channel group number>
<vlanid> VLAN ID

<mac address> MAC
<ip address> IP
[ 1]
1302 INFO The binding entry timed out(ChGr:<channel group number>/<vlan id>/<mac
address>/<ip address>).
ChGr:<channel group number>
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ 1]
1303 INFO The binding entry was deleted by received DHCPRELEASE(ChGr:<channel
group number>/<vlan id>/<mac address>/<ip address>).
DHCPRELEASE
ChGr:<channel group number>
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ ]
1304 INFO The binding entry was deleted by received DHCPDECLINE(ChGr:<channel group
number>/<vlan id>/<mac address>/<ip address>).
DHCPDECLINE
ChGr:<channel group number>
<vlanid> VLAN ID
<mac address> MAC
<ip address> IP
[ ]
1305 INFO The binding entry was renewed(ChGr:<channel group number>/<vlan id>/<mac

address>/<ip address>).

ChGr:<channel group number>
<vlanid> VLAN ID

<mac address> MAC
<ip address> IP

L1
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DHCP snooping

1306 INFO The binding entry was deleted(ChGr:<channel group number>/<vlan id>/<mac
address>/<ip address>).
ChGr:<channel group number>
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ 1]
1307 INFO The source guard entry was added(ChGr:<channel group number>/<vlan id>/<mac
address>/<ip address>).
ChGr:<channel group number>
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ ]
1308 INFO The source guard entry was deleted(ChGr:<channel group number>/<vlan
id>/<mac address>/<ip address>).
ChGr:<channel group number>
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ ]
2105 NOTICE Discard of packets occurred by a reception rate limit of DHCP packets and ARP
packets.
DHCP ARP
[ ]
2201 NOTICE DHCP server packets were received at an untrust port(<switch no.>/<nif
no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
DHCP
5 1
DHCP MAC IP
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLAN ID
<mac address> MAC
<ip address> IP
[ ]
2202 NOTICE Lease release was received from the client who isn't in binding(<switch no.>/<nif

no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
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DHCP snooping

ID
5 1
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLAN ID
<mac address> MAC
<ip address> IP
[ ]
2204 NOTICE ARP packet was received from the client who isn't in binding(<switch no.>/<nif
no.>/<port no.>/<vlan id>/<mac address>).
ARP
5 1
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLAN ID
<mac address> MAC
[ ]
2301 NOTICE DHCP server packets were received at an untrust port(ChGr:<channel group
number>/<vlan id>/<mac address>/<ip address>).
DHCP
5 1
DHCP MAC IP
ChGr:<channel group number>
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ ]
2302 NOTICE Lease release was received from the client who isn't in binding(ChGr:<channel
group number>/<vlan id>/<mac address>/<ip address>).
5 1
ChGr:<channel group number>
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ 1
2304 NOTICE ARP packet was received from the client who isn't in binding(ChGr:<channel
group number>/<vlan id>/<mac address>).
ARP
5 1

ChGr:<channel group number>
<vlanid> VLAN ID
<mac address> MAC

[ 1
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DHCP snooping

ID
3201 WARN DHCP packet discard with Option82(<switch no.>/<nif no.>/<port no.>/<vlan
id>/<mac address>/<ip address>).
Option82
5 1
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLAN ID
<mac address> MAC
<ip address> IP
[ ]
3202 WARN Discard of the DHCP packet which SMAC and chaddr isn't identical(<switch
no.>/<nif no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
MAC DHCP
5 1
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ ]
3203 WARN ARP packet was discarded for src-mac inspection(<switch no.>/<nif no.>/<port
no.>/<vlan id>/<mac address>).
2 MAC ARP MAC
ARP
5 1
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLANID
<mac address> MAC
[ ]
3204 WARN ARP packet was discarded for dst-mac inspection(<switch no.>/<nif no.>/<port
no.>/<vlan id>/<mac address>).
2 MAC ARP MAC
ARP
5 1
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLAN ID
<mac address> MAC
[ ]
3205 WARN ARP packet was discarded for ip inspection(<switch no.>/<nif no.>/<port
no.>/<vlan id>/<mac address>).
IP ARP
5 1
<switch no.>/<nif no.>/<port no.> INIF /

<vlanid> VLAN ID
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<mac address>

[ 1

MAC

3301 WARN DHCP packet discard with Option82(ChGr:<channel group number>/<vlan
id>/<mac address>/<ip address>).
Option82
5 1
ChGr:<channel group number>
<vlanid> VLAN ID
<mac address> MAC
<ip address> IP
[ 1
3302 WARN Discard of the DHCP packet which SMAC and chaddr isn't
identica(ChGr:<channel group number>/<vlan id>/<mac address>/<ip address>).
MAC DHCP
5 1
ChGr:<channel group number>
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ 1]
3303 WARN ARP packet was discarded for src-mac inspection(ChGr:<channel group
number>/<vlan id>/<mac address>).
2 MAC ARP MAC
ARP
5 1
ChGr:<channel group number>
<vlanid> VLANID
<mac address> MAC
[ 1]
3304 WARN ARP packet was discarded for dst-mac inspection(ChGr:<channel group
number>/<vlan id>/<mac address>).
2 MAC ARP MAC
ARP
5 1
ChGr:<channel group number>
<vlanid> VLANID
<mac address> MAC
[ 1
3305 WARN ARP packet was discarded for ip inspection(ChGr:<channel group number>/<vlan

id>/<mac address>).
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ID
IP ARP
5 1
ChGr:<channel group number>
<vlanid> VLAN ID
<mac address> MAC
[ 1]
4201 ERROR The number of the binding entry exceeded the capacity of this system(<switch
no.>/<nif no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
<switch no.>/<nif no.>/<port no.> INIF /
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ 1]
4203 ERROR The number of the source guard entry exceeded the capacity of this system(<nif
no.>/<port no.>/<vlan id>/<mac address>/<ip address>).
<nif no.>/<portno.> NIF /
<vlanid> VLANID
<mac address> MAC
<ip address> IP
[ ]
4301 ERROR The number of the binding entry exceeded the capacity of this
system(ChGr:<channel group number>/<vlan id>/<mac address>/<ip address>).
ChGr:<channel group number>
<vlanid> VLAN ID
<mac address> MAC
<ip address> 1P
[ ]
4303 ERROR The number of the source guard entry exceeded the capacity of this

system(ChGr:<channel group number>/<vlan id>/<mac address>/<ip address>).

ChGr:<channel group number>
<vlanid> VLAN ID

<mac address> MAC
<ip address> IP
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37 DHCP snooping

clear ip dhcp snooping logging

DHCP snooping

clear ip dhcp snooping logging

DHCP snooping

37-8 DHCP snooping
> clear ip dhcp snooping logging
>
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37 DHCP snooping

restart dhcp snooping

DHCP snooping

restart dhcp snooping [-f] [core-file]

DHCP snooping

core-file

DHCP snooping dhcp_snoopingd.core

DHCP snooping

37-9 DHCP snooping

> restart dhcp snooping
DHCP snooping program restart OK? (y/n):y

>
DHCP snooping/ ARP
DHCP/ARP
1. core lusr/var/core/dhcp_snoopingd.core
2. DHCP snooping DHCP snooping
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37 DHCP snooping

dump protocols dhcp snooping

DHCP snooping

dump protocols dhcp snooping

DHCP snooping

37-10 DHCP snooping

> dump protocols dhcp snooping
>

{usr/var/dhsn/dhcp_snoopingd.dmp
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38 GSRP aware

3 8 GSRP aware
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38 GSRP aware

show gsrp aware

GSRP  aware

show gsrp aware

38-1 show gsrp aware

> show gsrp aware
Date 20XX/07/14 12:00:00 UTC

Last MAC Address Table Flush Time :

GSRP Flush Requ
GSRP 1D : 10

Source MAC Address :

38-1 GSRP

est Parameters :
VLAN Group ID : 1
0012.e2a8.2527

aware

Port :

1/0/8

20XX/07/14 11:00:00

Last MAC Address
Table Flush Time

MAC Address Table Flush

yyyy/mm/dd hh:mm:ss

/

/

GSRP Flush Request

MAC Address Table Flush

Parameters GSRP Flush request
GSRP ID GSRP 1D 1 65535
VLAN Group ID GSRP Flush request 1 64

VLAN ID

VLAN ID

Port GSRP Flush request
Source MAC GSRP Flush request
Address MAC
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38 GSRP aware

GSRP Flush request VLAN 1D MAC Address Table
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38 GSRP aware

restart gsrp

GSRP

restart gsrp [-f] [core-file]

GSRP
core-file
GSRP
38-2 GSRP
> restart gsrp
gsrp program restart OK? (y/n):y
>
> restart gsrp -f
>
GSRP VLAN VLAN

Jusr/var/core/

gsrpd.core
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38 GSRP aware

dump protocols gsrp

GSRP

dump protocols gsrp

38-3 GSRP
> dump protocols gsrp

Jusr/var/gsrp/

gsrp_dump.gz
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show switchport-backup

show switchport-backup [port <port list>] [channel-group-number <channel group list>] [detail]

port <port list>

<port list>

channel-group-number <channel group list>

<channel group list>

detail

39-1
> show switchport-backup detail
Date 20XX/04/04 16:49:07 UTC
startup active port selection: primary only

Switchport Backup pair Preemption  Flush
Primary Status Secondary  Status Delay Rest VLAN Update Reset
Port 1/0/1 Forwarding Port 1/0/24 Blocking - - 4093 - -
VLAN : 4051-4094
MAC Address update Exclude-VLAN : -
Last change factor > primary down
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Last change time 1 20XX/04/03 16:52:21
Last Flush Tx time : 20XX/04/03 16:52:22
Last MAC Address update Tx time : -
Last port reset time T -

Switchport Backup pair Preemption  Flush
Primary Status Secondary  Status Delay Rest VLAN Update Reset
Port 1/0/10 Down ChGr 4 Forwarding - - - 1 -
VLAN > 4000-4049
MAC Address update Exclude-VLAN : 4000-4010
Last change factor : command
Last change time : 20XX/04/03 09:52:21

Last Flush Tx time D-
Last MAC Address update Tx time : 20XX/04/03 09:52:22
Last port reset time T -

Switchport Backup pair Preemption  Flush
Primary Status Secondary  Status Delay Rest VLAN Update Reset
*Port 1/0/11 Down Port 1/0/15 Blocking - - 10 - -
VLAN : 10-19,21-30

MAC Address update Exclude-VLAN :
Last change factor T -

Last change time D -
Last Flush Tx time D -
Last MAC Address update Tx time : -
Last port reset time D -

Switchport Backup pair Preemption  Flush
Primary Status Secondary  Status Delay Rest VLAN Update Reset
*Port 1/0/20 Down Port 1/0/21 Down - - - - 3s
VLAN 1 200-204

MAC Address update Exclude-VLAN : -
Last change factor T-
Last change time T -
Last Flush Tx time T -
Last MAC Address update Tx time :

Last port reset time 1 20XX/12/03 09:52:22
>
39-1
startup active port selection primary only
Switchport Primary e
Backup pair
Status Forwarding
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Blocking
Down
Secondary
Status Forwarding
Blocking
Down
Preemption Delay
Rest
Flush VLAN MAC
VLAN
VLAN VLANID VLAN ID
VLAN
VLAN
VLAN
Update MAC MAC
Reset 1 10s
VLAN VLAN
VLAN VLANID
MAC Address update Exclude- MAC
VLAN
VLAN
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Last change factor

command

config

primary down
primary up
secondary down
secondary up
preemption delay

Last change time

yyyy/mm/dd hh:mm:ss

Last Flush Tx time

yyyy/mm/dd hh:mm:ss

Last MAC Address update Tx
time

MAC

yyyy/mm/dd hh:mm:ss

MAC

MAC

Last port reset time

yyyy/mm/dd hh:mm:ss
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set switchport-backup active

set switchport-backup active { port <switch no.>/<nif no.>/<port no.>
| channel-group-number <channel group number> } [-f]

port <switch no.>/<nif no.>/<port no.>

channel-group-number <channel group number>

<channel group number>

39-2
> set switchport-backup active port 1/0/1

Are you sure to change the forwarding port to specified port? (y/n): vy
>
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restart uplink-redundant

restart uplink-redundant [-f] [core-file]

core-file

39-3
> restart uplink-redundant
Uplink Redundant restart OK? (y/n): y

>
VLAN
[ ]
Jusr/var/core/
stpd.core
[ J
° stpd restarted.
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dump protocols uplink-redundant

dump protocols uplink-redundant

39-4
> dump protocols uplink-redundant
>

Jusr/var/ulr/

ulrd_dump.gz
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show switchport-backup statistics

show switchport-backup statistics [port <port list>]
[channel-group-number <channel group list>]

port <port list>

<port list>

channel-group-number <channel group list>

<channel group list>

39-5

> show switchport-backup statistics port 1/0/1,10

Date 20XX/04/04 17:34:51 UTC

Switchport Backup pair
Primary
Port 1/0/1
Flush Transmit
MAC Address update
Transmit
Over flow count
Switchport Backup pair
Primary
Port 1/0/10
Flush Transmit
MAC Address update

101

6

Became active count :

Secondary
Port 1/0/24
Flush Transmit
MAC Address update
Transmit
Over flow count

Became active count :

Secondary
ChGr 4
Flush Transmit
MAC Address update
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39

Transmit

Over flow count

Transmit
Over flow count

>
39-2
Switchport Backup Primary
pair Secondary
Became active count
Flush Transmit
MAC Address Transmit MAC
Update
Over flow MAC MAC
count

MAC
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clear switchport-backup statistics

clear switchport-backup statistics [port <port list>]
[channel-group-number <channel group list>]

port <port list>

<port list>

channel-group-number <channel group list>

<channel group list>

39-6
> clear switchport-backup statistics
>
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40 L2

40 -

652
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40 L2

show loop-detection

L2

show loop-detection [port <port list>] [channel-group-number <channel group list>]

[port <port list>] [channel-group-number <channel group list>]

L2
L2
port <port list>
L2 <port list>
channel-group-number <channel group list>
L2
<channel group list>
L2
L2
40-1 L2
> show loop-detection
Date 20XX/04/21 12:10:10 UTC
Interval Time 110
Output Rate :30pps
Threshold 11000
Hold Time 1300
Auto Restore Time 13600
VLAN Port Counts
Configuration 1103 Capacity 1300
Port Information
Port Status Type DetectCnt RestoringTimer SourcePort Vlan
1/0/1  Up send-inact 100 - 1/0/3 4090
1/0/2  Down send-inact 0 - -
1/0/3 Up send 100 - 1/0/1 4090
1/0/4  Up exception 0 - -
1/0/5 Down(loop) send-inact 1000 1510 CH:8(V) 100
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CH:1 Up trap - -
CH:8 Up uplink - 1/0/5 100
>
40-1 L2
Interval Time L2
Output Rate L2 L2
packet/s
Threshold inactive inactive L2
Hold Time inactive L2
"infinity"
Auto Restore Time inactive active
Configuration L2 L2
VLAN
L2
L2
Capacity L2 L2
VLAN
Port <switch no.>/<nif no.>/<port no.>
CH:<channel group number>
Status Up Up
Down Down
Down(loop) L2
Down
Type send-inact
send
trap
exception
uplink
DetectCnt L2
10000
RestoringTimer active
SourcePort L2 L2




40 L2

<switch no.>/<nif no.>/<port no.>
CH:<channel group number>

II(U)II
L2
Vlan L2 L2
VLAN ID VLAN ID
VLAN
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40 L2

show loop-detection statistics

L2

show loop-detection statistics [port <port list>] [channel-group-number <channel group list>]

[port <port list>] [channel-group-number <channel group list>]

L2
L2
port <port list>
L2 <port list>
channel-group-number <channel group list>
L2
<channel group list>
L2

L2

40-2 L2
> show loop-detection statistics
Date 20XX/04/21 12:10:10 UTC
Port:1/0/1 Up Type :send-inact

TxFrame : 10000000 RxFrame : 1200

Inactive Count: 3 RxDiscard : 30

Last Inactive : 20XX/04/10 19:20:20 Last RxFrame : 20XX/04/21 12:02:10
Port:1/0/2  Down Type :send-inact

TxFrame : 0 RxFrame : 0

Inactive Count: 0 RxDiscard : 0

Last Inactive : - Last RxFrame : -
Port:1/0/3 Up Type :send

TxFrame : 10000000 RxFrame : 600

Inactive Count: 0 RxDiscard : 0

Last Inactive : - Last RxFrame : 20XX/04/10 19:20:20
Port:1/0/4 Up Type :exception

TxFrame : 0 RxFrame : 0
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Inactive Count: 0
Last Inactive : -

RxDiscard
Last RxFrame

RxFrame
RxDiscard
Last RxFrame

Port:1/0/5 Down(loop) Type :send-inact
TxFrame o 12000
Inactive Count: 1
Last Inactive : 20XX/04/21 09:30:50

CH:1 Up Type :trap
TxFrame

Inactive Count:
Last Inactive : -

CH:8 Up Type :uplink
TxFrame : 0
Inactive Count: 0

Last Inactive : -

RxFrame
RxDiscard
Last RxFrame

RxFrame
RxDiscard
Last RxFrame

1
0

1 20XX/04/21 09:30:50

100

T 20XX/04/21 09:30:50

>
40-2 L2
Port <switch no.>/<nif no.>/<port no.>
CH <channel group number>
Up Up
Down Down
Down(loop) L2
Down
Type send-inact
send
trap
exception
uplink
TxFrame L2
RxFrame L2
Inactive Count inactive
RxDiscard L2
Last Inactive inactive yyyy/mm/dd hh:mm:ss [
inactive .
Last RxFrame L2 yyyy/mm/dd hh:mm:ss !
L2




40 L2
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show loop-detection logging

L2

L2

1000
show loop-detection logging
L2
40-3 L2
> show loop-detection logging
Date 20XX/04/21 12:10:10 UTC
20XX/04/21 12:10:10 1/0/1 Source: 1/0/3 Vlan: 4090 Inactive
20XX/04/21 12:10:09 1/0/1 Source: 1/0/3 Vlan: 1
20XX/04/21 12:10:08 1/0/1 Source: 1/0/3 Vlan: 4090
20XX/04/21 12:10:07 1/0/3 Source: 1/0/1 Vlan: 4090
20XX/04/21 12:10:06 1/0/3 Source: 1/0/1 Vlan: 4090
20XX/04/10 04:10:10 1/0/20 Source: CH:8 Vlan: 4090
20XX/03/21 03:10:10 1/0/20 Source: 1/0/12 Vlan: 4093
20XX/03/21 02:12:50 1/0/20 Source: 1/0/12 Vlan: 4093
20XX/03/21 02:12:10 1/0/20 Source: 1/0/12 Vlan: 4093
20XX/03/21 02:12:09 1/0/20 Source: 1/0/12 Vlan: 12
20XX/09/05 20:00:00 CH:8 Source: 1/0/12 Vlan: 12 Uplink
20XX/09/05 00:00:00 CH:8 Source: 1/0/12  Vlan: 12 Uplink
>
40-3 L2

yyyy/mm/dd hh:mm:ss L2 /)

<switch no.>/<nif no.>/<port L2

no.>

CH:<channel group number> L2

Source L2 L2
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<switch no.>/<nif no.>/<port no.>
CH:<channel group number>

Vlan VLAN ID L2 VLAN ID
Uplink
Inactive inactive inactive
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40 L2

clear loop-detection statistics

L2

clear loop-detection statistics [port <port list>] [channel-group-number <channel group list>]

[port <port list>] [channel-group-number <channel group list>]

L2
L2
port <port list>
L2 <port list>
channel-group-number <channel group list>
L2
<channel group list>
L2

L2

40-4 L2
> clear loop-detection statistics
>
o |2
. SNMP MIB
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40 L2

clear loop-detection logging

L2

clear loop-detection logging

L2

40-5 L2

> clear loop-detection logging
>
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40 L2

restart loop-detection

L2

restart loop-detection [-f] [core-file]

-f
L2
core-file
L2
L2
40-6 L2

> restart loop-detection
L2 Loop Detection program restart OK? (y/n): y
>

Jusr/var/core/

12ldd.core

663



40 L2

dump protocols loop-detection

L2

dump protocols loop-detection

40-7
> dump protocols loop-detection
>

{usr/var/121d/
121d_dump.gz
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41

show storm-control

show storm-control [port <port list>] [broadcast] [multicast] [unicast] [detail]

port <port list>

<port list>
broadcast
multicast
unicast
detail
1
41-1

> show storm-control
Date 20XX/01/16 10:46:41 UTC

Broadcast
Port Detect Recovery Filter State Count Last detect
1/0/1 1000 500 500 Filtering 1 20XX/01/16 10:43:29
1/0/2 1000 500 - Forwarding 0 -—/-~/-- —=i1—-:1--
Unicast
Port Detect Recovery Filter State Count Last detect
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1/0/1 200 100 100 Filtering 1 20XX/01/16 10:42:46
1/0/2 200 100 - Forwarding 0 -———-/--/-- ——1--1—-
>
1
41-1

Broadcast

Multicast

Unicast

Port

Detect

Recovery

Filter

State Forwarding
Filtering
Inactive inactivate

inactive

Detecting inactive

Count

Last detect )

2
41-2

> show storm-control port 1/0/1 broadcast detail

Date 20XX/01/16 10:46:45 UTC
Broadcast
Port 1/0/1

Detect rate: 1000 Recover rate: 500 Filter rate: 500

Action: Inactive,Trap,Log

Filter recovery time: 30
Recovery time: 60

State: Inactive

Filter recovery remaining time: -
Recovery remaining time: -
Current rate: 1251519

Detect count: 1

Discard packet: 1251019

Auto restore time: 30

Auto restore remaining time: 29

Current filter rate: 500
Last detect: 20XX/01/16 10:43:29
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41-2

Broadcast

Multicast

Unicast

Port

Detect rate

Recovery rate

Filter rate
Action Inactive inactive

Filter

Trap SNMP

Log
Filter recovery time
Auto restore time inactive
Recovery time
State Forwarding

Filtering

Inactive inactivate

inactive

Detecting inactive
Filter recovery
remaining time Filtering
Auto restore inactive inactive
remaining time

inactive
Recovery remaining
tlme n_n
Forwarding
Inactive

Current rate
Current filter rate Filtering
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Detect count

Discard packet

Last detect
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clear storm-control

clear storm-control

41-3
> clear storm-control
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42 sFlow

4 2 sFlow
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42 sFlow

show sflow

sFlow

show sflow [detail]

detail

sFlow

42-1 sFlow

> show sflow detail

Date 20XX/01/26 20:04:01 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 8:00:05

sFlow agent data :
sFlow service version : 4
CounterSample interval rate: 60 seconds
Default configured rate: 1 per 2048 packets
Default actual rate : 1 per 2048 packets
Configured sFlow ingress ports : 1/0/2-4
Configured sFlow egress ports : ---—-

Received sFlow samples : 37269 Dropped sFlow samples : 2093
Exported sFlow samples : 37269 Couldn®*t export sFlow samples : 0
Overflow time of sFlow queue : 0 seconds

sFlow collector data :
Collector IP address: 192.168.4.199 UDP:6343 Source IP address: 130.130.130

1
Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0
Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.13
0.1

Send FlowSample UDP packets : 12077 Send failed packets:

Send CounterSample UDP packets: 621 Send failed packets:
Detail data :

Max packet size: 1400 bytes

Packet information type: header

Max header size: 128 bytes

Extended information type: switch,router,gateway,user,url

Url port number: 80,8080

Sampling mode: random-number
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42 sFlow

Sampling rate to collector: 1 per 2163 packets
Target ports for CounterSample: 1/0/2-4

42-1 sFlow

sFlow service status

sFlow
disable

Progress time from sFlow statistics cleared

sFlow clear sflow
statistics

hh:mm:ss 24 hh mm SS
D day 24 D

sFlow service version

sFlow

CounterSample interval rate

Default configured rate

Default actual rate

Configured sFlow ingress ports

"sflow forward ingress" sFlow

Configured sFlow egress ports

"sflow forward egress” sFlow

Received sFlow samples

Dropped sFlow samples

sFlow

sFlow

Exported sFlow samples

ubP

Couldn't export sFlow samples

UbP

Overflow time of sFlow queue

clear sflow statistics sFlow

Collector IP address

UDP

UDP

Source IP address

Send FlowSample UDP packets

Send failed packets

UbP

Send CounterSample UDP packets

UDP

Max packet size

sFlow

Packet information type

Max header size

Extended information type

Url port number

URL HTTP

Sampling mode
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42 sFlow

random-number

Sampling rate to collector

clear sflow statistics

Target ports for CounterSample

32bit
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42 sFlow

clear sflow statistics

sFlow

clear sflow statistics

>clear sflow statistics
>
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42 sFlow

restart sflow

restart sflow [-f] [core-file]

core-file

flowd.core

>restart sflow
sflow program restart OK? (y/n): y

>
[ ]
[ ]
Jusr/var/core/
flowd.core
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42 sFlow

dump sflow

dump sflow

>dump sflow
>

sflow.trc

usr/var/flowd/
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43 |EEE802.3ah/UDLD

43 IEEE802.3ah/UDLD
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43 |EEE802.3ah/UDLD

show efmoam

IEEE802.3ah/OAM

show efmoam [port <port list>] [detail]

port <port list>

IEEE802.3ah/OAM
<port list>
IEEE802.3ah/OAM

detail

OAMPDU

passive
passive

passive IEEE802.3ah/OAM

detail IEEE802.3ah/OAM

43-1 |EEE802.3ah/OAM
> show efmoam detail
Date 20XX/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30
Port Link status UDLD status Dest MAC

1/0/1 Up detection * 0012.e298.dc20
1/0/2 Down active unknown
1/0/3 Up passive 0012.e298.7478
1/0/4 Down(uni-link) detection unknown

>
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43 |EEE802.3ah/UDLD

43-1 |EEE802.3ah/OAM

Status IEEE802.3ah/OAM Enabled IEEE802.3ah/OAM
Disabled IEEE802.3ah/OAM
udld-detection-count 3 300
Port INIF
Link status Up Up
Down Down
Down(uni-link) Down
Down(loop) Down
UDLD status IEEE802.3ah/UDLD detection
UDLD active  OAMPDU
passive OAMPDU
Dest MAC MAC
"unknown" passive
"unknown"
active
MAC il
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43 |EEE802.3ah/UDLD

show efmoam statistics

IEEE802.3ah/OAM

show efmoam statistics [port <port list>]

port <port list>

<port list>

IEEE802.3ah/OAM

IEEE802.3ah/OAM

IEEE802.3ah/OAM

43-2 |EEE802.3ah/OAM

>show efmoam statistics

Date 20XX/10/02 23:59:59 UTC

Port 1/0/1 [detection]

OAMPDUs  :Tx
Invalid

TLVs zInvalid

Info TLV :Tx_Local
Timeout

Inactivate:TLV
Port 1/0/2 [active]

OAMPDUs  :Tx
Invalid

TLVs zInvalid

Info TLV :Tx_Local
Timeout

Inactivate:TLV
Port 1/0/3 [passive]

OAMPDUs  :Tx
Invalid

TLVs zInvalid

Info TLV :Tx_Local
Timeout

Inactivate:TLV

100

O O O o o

OAMPDU

Rx =

Unrecogn.
Unrecogn.
Tx_Remote=

Invalid

Timeout

Rx =
Unrecogn.=
Unrecogn.=
Tx_Remote=
Invalid =
Timeout =

Rx =
Unrecogn.=
Unrecogn.=
Tx_Remote=
Invalid =
Timeout =

681

Rx_Remote=
Unstable =

Rx_Remote=
Unstable =

Rx_Remote=
Unstable =

187

100

100



43 |EEE802.3ah/UDLD

43-2 |EEE802.3ah/OAM

Port INIF
/
UDLD status IEEE802.3ah/UDLD detection
UDLD active Information OAMPDU
passive OAMPDU
OAMPDUs
Tx OAMPDU 0 4294967295
Rx OAMPDU 0 4294967295
Invalid OAMPDU 0 4294967295
Unrecogn. OAMPDU 0 4294967295
TLVs TLV
Invalid TLV | 0 4294967295
Unrecogn. 0 4294967295
TLV
Info TLV Information OAMPDU ~ TLV
Tx_Local Local Information TLV 0 4294967295
Tx_Remote Local Information TLV 0 4294967295
Remote Information TLV
Rx_Remote Local Information 0 4294967295
TLV
Timeout 0 4294967295
Invalid TLV | 0 4294967295
Unstable 0 4294967295
HUB
Inactivate
TLV TLV 0 4294967295
Timeout 0 4294967295
passive OAMPDU 1

682



43 |EEE802.3ah/UDLD

clear efmoam statistics

IEEE802.3ah/OAM

clear efmoam statistics [port <port list>]

port <port list>
IEEE802.3ah/OAM

<port list>

IEEE802.3ah/OAM

43-3 |EEE802.3ah/OAM

> clear efmoam statistics
>
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43 |EEE802.3ah/UDLD

restart efmoam

IEEE802.3ah/OAM

restart efmoam [-f] [core-file]

IEEE802.3ah/OAM

core-file

IEEE802.3ah/OAM

43-4 |EEE802.3ah/OAM
> restart efmoam

IEEE802.3ah/0AM program restart OK? (y/n): y
>

Jusr/var/core/
efmoamd.core

2. efmoam active  udld
VLAN
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43 |EEE802.3ah/UDLD

dump protocols efmoam

IEEE802.3ah/OAM

dump protocols efmoam

43-5 |EEE802.3ah/OAM

> dump protocols efmoam
>

Jusr/var/efmoam/

efmoamd_dump.gz
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44 e
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12ping

MEP MEP MIP

12ping {remote-mac <mac address> | remote-mep <mepid>} domain-level <level> ma <no.> mep
<mepid> [count <count>] [timeout <seconds>] [framesize <size>]

{remote-mac <mac address> | remote-mep <mepid>}
remote-mac <mac address>
MEP MIP  MAC
remote-mep <mepid>

MEP ID cc MEP

domain-level <level>

ma <no.>

MA
MA

mep <mepid>

MEP ID
MEP ID

count <count>

timeout <seconds>

framesize <size>

CFM PDU 1 9192

40 CFMPDU 64
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12ping

44-1
>12ping remote-mep 1010 domain-level 7 ma 1000 mep 1020 count 3
L2ping to MP:1010(0012.€220.00a3) on Level:7 MA:1000 MEP:1020 VLAN:20
Time:20XX/03/10 19:10:24

12ping

1: L2ping Reply from 0012.e220.00a3 64bytes Time= 751 ms
2: L2ping Reply from 0012.€220.00a3 64bytes Time= 752 ms
3: L2ping Reply from 0012.e220.00a3 64bytes Time= 753 ms
--- L2ping Statistics ---
Tx L2ping Request : 3 Rx L2ping Reply : 3 Lost Frame : 0%
Round-trip Min/Avg/Max : 751/752/753 ms
>
44-1 12ping
L2ping to MP:<remote mp> MEP MEP MIP  MAC
MIP  MAC <remote mac address> MEP
MIP  MAC
<remote mep id>(<remote mac address>)
MEP ID
Level 0 7
MA MA MA
MEP MEP ID MEP ID
VLAN VLAN ID VLAN ID
Time yyyy/mm/dd hh:mm:ss /)
<count>
L2ping Reply from <mac MP  MAC MEP MIP MAC
address>
bytes CFM PDU CFM End TLV
Time
Request Timed Out.
Transmission failure. VLAN
Tx L2ping Request
Rx L2ping Reply MEP MIP
Lost Frame %
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Round-trip Min/Avg/Max / /
° Ctrl C
[ ]
e framesize 1476 mtu system
mtu MTU 1500
° MP  MAC remote-mep MEP ID
MAC MEP ID
MAC MEP  MIP
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[2traceroute

MEP MEP MIP

I2traceroute {remote-mac <mac address> | remote-mep <mepid>} domain-level <level> ma <no.> mep
<mepid> [timeout <seconds>] [ttl <ttl>]

{remote-mac <mac address> | remote-mep <mepid>}

remote-mac <mac address>

MEP MIP  MAC
remote-mep <mepid>
MEP ID CcC
MEP ID
domain-level <level>
ma <no.>
MA
MA
mep <mepid>
MEP ID
MEP ID
timeout <seconds>
1 60
5
ttl <ttl>
time-to-live
1 255
64
12traceroute

44-2 |2traceroute

>12traceroute remote-mep 1010 domain-level 7 ma 1000 mep 1020 ttl 255
L2traceroute to MP:1010(0012.e220.00a3) on Level:7 MA:1000 MEP:1020 VLAN:20
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Time:20XX/03/17 10:42:20

254 0012.e220.00c2 Forwarded

253 0012.e210.000d Forwarded

252 0012.e220.00a3 NotForwarded Hit

>

44-2 |2traceroute
L 2traceroute to MEP MIP MEP MIP  MAC
MP:<remote mp> MAC <remote mac address> MEP
MIP  MAC
<remote mep id>(<remote mac address>)
MEP ID

Level 0 7
MA MA MA
MEP MEP ID MEP ID
VLAN VLAN ID VLAN ID
Time yyyy/mm/dd hh:mm:ss I
<ttl> Time to Live 0 255
<remote mac address> MP  MAC MEP MIP  MAC
Forwarded MP
NotForwarded MP
Hit MEP MIP MEP MIP
Transmission failure. VLAN

° Ctrl C

[ ]

° MP Linktrace

e Linktrace

° MP  MAC remote-mep MEP ID

MAC MEP ID
MAC MEP MIP
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show cfm

MP CFM

show cfm [{[domain-level <level>] [ma <no.>] [mep <mepid>] | summary}]

{[domain-level <level>] [ma <no.>] [mep <mepid>] | summary}

domain-level <level>

CFM
ma <no.>
MA CFM
mep <mepid>
MEP ID CFM
CFM
CFM
CFM
summary
MP CFM
CFM
1
CFM
44-3 CFM
>show cfm

Date 20XX/03/15 18:32:10 UTC
Domain Level 3 Name(str): ProviderDomain_3
MA 300 Name(str) : Tokyo to Osaka
Primary VLAN:300 VLAN:10-20,300
CC:Enable Interval:1lmin
Alarm Priority:2 Start Time: 2500ms Reset Time:10000ms
MEP Information
1D:8012 UpMEP CH1 (Up) Enable MAC:0012.e200.00b2 Status:Timeout
MA 400 Name(str) : Tokyo_to_Nagoya
Primary VLAN:400  VLAN:30-40,400
CC:Enable Interval:1min
Alarm Priority:2 Start Time: 2500ms Reset Time:10000ms
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MEP Information

1D:8014 DownMEP 0/21(Up) Disable MAC:0012.e220.0040 Status:-

MIP Information
0/12(Up) Enable MAC:0012.e200.0012
0/22(Down) Disable MAC:-
Domain Level 4 Name(str): ProviderDomain_4
MIP Information
CH8(Up) Enable  MAC:0012.e220.00b2

1

44-3 CFM

Domain Level <level>

<level>
Name:-
Name(str):<name>

Name(dns):<name>

Name(mac):<mac>(<id>)
ID

MAC

MA <no.> MA MA

<no.>

Name(str):<name> MA
Name(id):<id> MA
Name(vlan):<vlan id> MA

MA

VLAN ID

Primary VLAN Primary VLAN ID

MA VLAN
VLAN

VLAN

VLAN VLAN ID

MA VLAN ID
VLAN -t

CcC CcC

Enable CC
Disable CC

Interval CCM

1s CCM 1

10s CCM 10
1min CCM 1
10min CCM 10
CC

Alarm Priority

MEP
MEP

N w N RO
(@]
O
<

<
>

MEP

CCM
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5 MA CCM
CcC
Start Time 2500 10000ms
CC
Reset Time 2500 10000ms
cc
MEP Information MEP
ID MEP ID MEP ID
UpMEP Up MEP MEP
DownMEP Down MEP MEP
<nif no.>/<port no.> MEP
CHs<channel group number> MEP
Up Up Up
Up
Down Down Down
Down
Enable CFM
Disable CFM
MAC MEP MAC MEP Down
Status MEP MEP
OtherCCM MA CCM
ErrorCCM MEP ID CCM
CCM
Timeout CCM
PortState CCM
RDI CCM
MIP Information MIP
<nif no.>/<port no.> MIP
CH<channel group number> MIP
Up Up Up
Up
Down Down Down
Down
Enable CFM
Disable CFM
MAC MIP  MAC MIP Down
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CFM

44-4 CFM
>show cfm summary

Date 20XX/03/14 18:32:20 UTC

DownMEP Counts
UpMEP Counts
MIP Counts

CFM Port Counts
>

2

44-4 CFM

2

2
5
9

DownMEP Counts

Down MEP

Down MEP

UpMEP Counts

Up MEP

Up MEP

MIP Counts

MIP

MIP

CFM Port Counts

CFM

MA VLAN CFM
VLAN Down MEP MA
Down MEP  VLAN Up MEP MA
VLAN VLAN
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show cfm remote-mep

CFM CC MEP MEP MEP

show cfm remote-mep [domain-level <level>] [ma <no.>] [mep <mepid>] [remote-mep <mepid>]
[detail]

domain-level <level>
MEP
ma <no.>
MA MEP
mep <mepid>
MEP ID MEP

remote-mep <mepid>

MEP ID
detail
MEP
MEP
MEP
MEP
44-5 MEP

> show cfm remote-mep detail
Date 20XX/03/20 18:19:03 UTC
Total RMEP Counts: 4
Domain Level 3 Name(str): ProviderDomain_3
MA 100 Name(str) : Tokyo_ to_Osaka
MEP 1D:101  0/20(Up) Enable Status:Timeout
RMEP Information Counts: 2
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1D:3

Status:Timeout

Interface:Up

Chassis ID Type:MAC
Status:-

1D:15

Interface:Up

Chassis ID Type:MAC

Port:Forwarding

RDI:0n

Info: 0012.e220.1220

MAC:0012.e200.005a Time:20XX/03/20 18:04:54
Port:Forwarding RDI:-
Info: 0012.e200.0050

MAC:0012.e220.1224 Time:20XX/03/20 17:55:20

44-5 MEP
Total RMEP Counts MEP
Domain Level <level> <level>
Name:-
Name(str):<name>
Name(dns):<name>
Name(mac):<mac>(<id>) MAC
ID
MA <no.> MA MA <no.> MA
Name(str):<name> MA
Name(id):<id> MA
Name(vlan):<vlan id> MA VLAN ID
MEP ID MEP 1D
<nif no.>/<port no.> MEP
CH<channel group MEP
number>
Up Up Up
Up
Down Down Down
Down
Enable CFM
Status MEP MEP
OtherCCM MA CCM
ErrorCCM  MEP ID CCM
CCM
Timeout CCM
PortState CCM
RDI CCM
RMEP Information MEP
Counts MEP
ID MEP 1D
Status MEP MEP
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OtherCCM MA CCM
ErrorCCM  MEP ID CCM
CCM
Timeout CCM
PortState CCM
RDI CCM
MAC MEP MAC
Time CCM yyyy/mm/dd hh:mm:ss /1
Interface MEP CCM InterfaceStatus
Up Up
Down Down
Testing
Unknown
Dormant
NotPresent
LowerLayerDown Down
CCM
Port MEP CCM PortStatus
Forwarding
Blocked
CcCM
RDI MEP MEP
CCM RDI
On
Chassis ID MEP CCM Chassis ID
ID
Type Chassis ID  Subtype Info

CHAS-COMP Info

Entity MIB  entPhysicalAlias

CHAS-IF Info interface MIB  ifAlias

PORT Info Entity MIB  portEntPhysicalAlias
MAC Info CFM MIB macAddress

NET Info CFM MIB  networkAddress
NAME Info interface MIB  ifName

LOCAL Info CFMMIB local

CCM

Info

Type MAC
MAC
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Info

Chassis ID

Information

Type

CCM
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show cfm fault

CFM CC CCM

show cfm fault [domain-level <level>] [ma <no.>] [mep <mepid>] [{fault | cleared}] [detail]

domain-level <level>

ma <no.>
MA
mep <mepid>
MEP ID
{fault | cleared}
fault

cleared

detail

CFM

44-6
>show cfm fault
Date 20XX/03/21 10:24:12 UTC
MD:7 MA:1000 MEP:1000 Fault Time:20XX/03/21 10:15:21
MD:7 MA:1010 MEP:1011 Cleared Time:-

MD:6 MA:100 MEP:600 Cleared Time:-
>
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1
44-6
MD 0 7
MA MA MA
MEP MEP ID MEP ID
Fault
Cleared
Time MEP
yyyy/mm/dd hh:mm:ss !
2
CFM
44-7
>show cfm fault domain-level 7 detail
Date 20XX/03/21 12:00:15 UTC
MD:7 MA:1000 MEP:1000 Fault
OtherCCM : - RMEP:1001 MAC:0012.e220.11al VLAN:1000 Time:20XX/03/21 11:22:17
ErrorCCM : -
Timeout : On RMEP:1001 MAC:0012.e220.11al VLAN:1000 Time:20XX/03/21 11:42:10
PortState: -
RDI Do-
MD:7 MA:1010 MEP:1011 Cleared
OtherCCM : -
ErrorCCM : -
Timeout - RMEP:1001 MAC:0012.e220.22al VLAN:200 Time:20XX/03/21 10:22:17
PortState: -
RDI -
>
2
44-7
MD 0 7
MA MA MA
MEP MEP ID MEP ID
Fault
Cleared
OtherCCM MA MEP CCM
MA CCM
On
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ErrorCCM 4 MA MEP CCM
CCM MEP ID CCM
On
Timeout 3 MEP CCM
CCM
On
PortState 2 MEP CCM
MEP
On
RDI 1 MEP CCM
MEP
On
RMEP MEP ID CCM MEP ID
MAC MEP MAC
VLAN CCM VLAN
Time
yyyy/mm/dd hh:mm:ss !
Down MEP Down MEP
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show cfm I2traceroute-db

|12traceroute MP Linktrace

show cfm I12traceroute-db [{remote-mac <mac address> | remote-mep <mepid>} domain-level <level>
ma <no.>] [detail]

{remote-mac <mac address> | remote-mep <mepid>}

remote-mac <mac address>

MEP MIP  MAC
remote-mep <mepid>
MEP ID
domain-level <level>
MEP MIP
ma <no.>
MEP MIP MA
detail
MP
Linktrace
Linktrace

44-8 Linktrace
> show cfm I2traceroute-db remote-mep 2010 domain-level 7 ma 2000 detail
Date 20XX/03/15 10:30:12 UTC
L2traceroute to MP:2010(0012.e220.1040) on Level:7 MA:2000 MEP:2020 VLAN:20
Time:20XX/03/14 17:37:55
63 0012.e220.10a9 Forwarded

Last Egress : 0012.e210.2400 Next Egress : 0012.e220.10a0

Relay Action: MacAdrTbl

Chassis 1D Type: MAC Info: 0012.e228.10a0

Ingress Port MP Address: 0012.e220.10a9 Action: OK

Egress Port MP Address: 0012.e220.10aa Action: OK
62 0012.e228.aa38 NotForwarded
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Last Egress

Relay Action: MacAdrTbl

Chassis ID

Type: MAC

: 0012.e220.10a0 Next Egress : 0012.e228.aa30

Info: 0012.e228.aa30

Ingress Port MP Address: 0012.e228.aa38 Action: OK

Egress Port

44-8 Linktrace

MP Address: 0012.e228.aa3b Action: Down

L2traceroute to MEP MEP MIP  MAC
MP:<remote mp> MIP MAC <remote mac address> MEP MIP

MAC

<remote mep id>(<remote mac address>)

MEP ID
Level 0 7
MA MA MA
MEP MEP ID MEP ID
VLAN VLAN ID VLAN ID
Time yyyy/mm/dd hh:mm:ss !
<ttl> Time to Live 0 255
<remote mac address> MP  MAC MEP MIP  MAC
Forwarded MP
NotForwarded MP
Hit MEP MEP MIP

MIP

Last Egress

MAC
Next Egress

MAC

MAC
Relay Action
RIyHit MEP MIP

MacAdrThl MAC

MPCCMDB MIPCCM

MP
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Chassis ID MP ID MP ID
Type Chassis ID  Subtype Info
CHAS-COMP Info  Entity MIB  entPhysicalAlias
CHAS-IF Info interface MIB  ifAlias
PORT Info Entity MIB  portEntPhysicalAlias
MAC Info CFM MIB macAddress
NET Info CFM MIB networkAddress
NAME Info interface MIB  ifName
LOCAL Info CFMMIB local
Type MAC
Info MAC
Info Chassis ID  Information Type
Ingress Port
MP
MP Address MP  MAC
MP  MAC
Action MP
OK
Down Down
Blcked Block
NoVLAN VLAN
Egress Port
MP
MP Address MAC
MAC
Action MP
OK
Down Down
Blocked Block
NoVLAN VLAN
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Linktrace
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show cfm statistics

CFM

show cfm statistics [domain-level <level>] [ma <no.>] [mep <mepid>]

domain-level <level>

CFM

ma <no.>

MA CFM
mep <mepid>

MEP ID CFM

CFM
CFM

44-9 CFM

>show cfm statistics domain-level 3
Date 20XX/03/15 18:32:10 UTC
Domain Level 3 Name(str): ProviderDomain_3
MA 300 Name(str) : Tokyo_to_Osaka_300
MEP 1D:10 0/47(Up) CFM:Disable

CCM Tx: 80155 Rx: 784 RxDiscard: 6
LBM Tx: 2 Rx: 11 RxDiscard: 1
LBR Tx: 12 Rx: 2 RxDiscard: 0
LTM Tx: 0 Rx: 0 RxDiscard: 0
LTR Tx: 0 Rx: 0 RxDiscard: 0

Other RxDiscard: 0

MIP Information
0/48(Up) CFM:Enable

CCM Tx: - Rx: - RxDiscard: -
LBM Tx: - Rx: 0 RxDiscard: 1
LBR Tx: 0 Rx: - RxDiscard: -
LT™M Tx: - Rx: 3 RxDiscard: 0
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LTR Tx: Rx: - RxDiscard: -
Other RxDiscard: 0
>
44-9 CFM

Domain Level <level> <level>
Name:-
Name(str):<name>
Name(dns):<name>
Name(mac):<mac>(<id>) MAC

ID

MA <no.> MA MA <no.> MA
Name(str):<name> MA
Name(id):<id> MA
Name(vlan):<vlan id> MA VLAN ID

MEP ID MEP ID

<nif no.>/<port no.> MEP

CHs<channel group number> MEP

Up Up Up
Up

Down Down Down
Down

CFM CFM MEP CFM
Enable CFM
Disable CFM

MIP Information MIP

<nif no.>/<port no.> MIP

CH<channel group number> MIP

Up Up Up
Up

Down Down Down
Down

CFM CFM MIP CFM
Enable CFM
Disable CFM

CCM TX CCM MIP

Rx CCM MIP
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RxDiscard CCM MEP CCM
CCM
MA CCM
MEP ID MEPID CCM
MA CCM
MIP
LBM TX MIP
Rx
RxDiscard
MAC MP  MAC
CcC
MAC CcC
MIP MAC MIP
MAC
LBR TX
Rx MIP
RxDiscard MEP
MAC MEP MAC
MAC
Loopback Transaction Identifier
MIP
LT™M TX MIP
Rx
RxDiscard
LTM TTL
MAC
MP  MAC
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LTR TX
Rx MIP
RxDiscard MEP

MAC MEP

LTR Transaction Identifier

MIP "

MAC

Other RxDiscard

CFM PDU

CFM PDU
CFM PDU
MIP
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clear cfm remote-mep

MEP

clear cfm remote-mep [domain-level <level> [ma <no.> [mep <mepid> [remote-mep <mepid>]]1]1]1

domain-level <level>
MEP
ma <no.>
MA MEP
mep <mepid>
MEP MEP

remote-mep <mepid>

MEP ID
MEP
MEP
44-10 MEP
> clear cfm remote-mep

>
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clear cfm fault

CFM

clear cfm fault [domain-level <level> [ma <no.> [mep <mepid>]]1]

domain-level <level>

ma <no.>
MA
mep <mepid>

MEP ID

CFM

44-11 CFM

> clear cfm fault
>
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clear cfm I2traceroute-db

CFM  Linktrace

clear cfm I2traceroute-db

CFM  Linktrace

44-12 CFM Linktrace

> clear cfm 12traceroute-db
>
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clear cfm statistics

CFM

clear cfm statistics [domain-level <level> [ma <no.> [mep <mepid>]]]

clear cfm statistics [domain-level <level> [mip] [port <port list>] [channel-group-number

<channel group list>]]

domain-level <level>

CFM

ma <no.>

MA CFM
mep <mepid>

MEP ID CFM
mip

MIP CFM
port <port list>
CFM

channel-group-number <channel group list>

<channel group list>

CFM

CFM

44-13 CFM

> clear cfm statistics
>
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restart cfm

CFM

restart cfm [-f] [core-file]

CFM

core-file

CFM

CFM

44-14 CFM
> restart cfm

CFM program restart OK? (y/n): y
>

Jusr/var/core/

cfmd.core
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dump protocols cfm

CFM

dump protocols cfm

CFM

44-15 CFM

> dump protocols cfm
>

Jusr/var/cfm/

cfmd_dump.gz
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show lldp

LLDP

show Ildp [port <port list>] [detail]

port <port list>

LLDP

LLDP
<port list>
detail
LLDP
LLDP
LLDP
1
LLDP
45-1 LLDP
> show Ildp

Date 20XX/11/09 19:16:20 UTC

Status: Enabled Chassis ID: Type=MAC

Info=0012.e268.2c21

Interval Time: 30 Hold Count: 4 Std TTL: 120 Draft TTL: 120
Port Counts=3
1/0/1  (CH:1) Link: Up Neighbor Counts: 2
1/0/2 Link: Down Neighbor Counts: 0
1/0/3 Link: Down Neighbor Counts: 0
>
1
45-1 LLDP
Status LLDP Enabled LLDP

Disabled LLDP
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Chassis ID Chassis ID
Type Chassis ID  Sub type MAC Info MAC
Info Chassis ID  Information MAC
Interval Time LLDPDU 5 32768
Hold Count LLDPDU 2 10

Interval Time
Std TTL IEEE Std 802.1AB 11 65535

LLDPDU

Draft TTL IEEE 802.1AB Draft 6 10 65535

LLDPDU
Port Counts Ildp enable
<switch no.>/<nif no.>/<port NIF
no.>
CH
Link Up Up

Down Down

Neighbor Counts

detail

45-2 LLDP
> show Ildp detail

LLDP

Date 20XX/11/09 19:16:34 UTC
Status: Enabled Chassis ID: Type=MAC
Interval Time: 30 Hold Count: 4
System Name: LLDP1
System Description: ALAXALA AX2340S AX-2340-48T4X [AX2340S-48T4X] Switching software Ver. 1.0
[0S-L2N]
Management Address: 192.168.100.1
Total Neighbor Counts=2
Total Std Neighbor Counts=1
Total Draft Neighbor Counts=1
Port Counts=3
Port 1/0/1 (CH:1)
Link: Up PortEnabled: TRUE
Std Neighbor Counts: 1 Draft Neighbor Counts: 0
Port ID: Type=MAC Inf0=0012.e298.5cc0
Port Description: GigabitEther 1/0/1
Port VLAN ID: 10

Inf0=0012.e268.2c21
Std TTL: 121 Draft TTL: 120

AdminStatus: enabledRxTx
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VLAN Name: 1D=10,100-102,4093
Std Neighbor 1 TTL: 110
Chassis ID: Type=MAC Info=0012.e268.2505
System Name: LLDP2
System Description: ALAXALA AX3660S AX-3660-24T4XW [AX3660S-24T4XW] Switching software
Ver.12.1.G [0S-L3M]
Port ID: Type=MAC Inf0=0012.e298.dc20
Port Description: GigabitEther 1/0/5
Port VLAN ID: 10
VLAN Name: 1D=10
VLAN Name: 1D=100
VLAN Name: 1D=101
VLAN Name: 1D=102
VLAN Name: 1D=4093
Port 1/0/2
Link: Down PortEnabled: FALSE AdminStatus: enabledRxTx
Std Neighbor Counts: 0 Draft Neighbor Counts: 0

Port 1/0/3
Link: Up PortEnabled: TRUE AdminStatus: enabledRxTx
Std Neighbor Counts: 1 Draft Neighbor Counts: 0
Port ID: Type=MAC Inf0o=9424.e144 .56b4

Port Description: GigabitEther 1/0/47
Port VLAN ID: 1
VLAN Name: D=1
Std Neighbor 1 TTL: 16
Chassis ID: Type=MAC Info=0012.e24e.368e
System Name: KOM#IP38
System Description: ALAXALA AX3660S AX-3660-48T4XW [AX3660S-48T4XW] Switching software Ver.
12.1.R [0S-L3M]
Port ID: Type=MAC Inf0o=0012.e24e.36be
Port Description: GigabitEther 1/0/47
System Capabilities: Bridge, Router
Enable Capabilities: Bridge, Router
Port VLAN ID: 1
VLAN Name: 1D=1

2
45-2 LLDP
Status LLDP Enabled LLDP
Disabled LLDP
Chassis ID Chassis ID
Type Chassis ID ~ Sub Type MAC Info MAC
Info Chassis ID  Information MAC
Interval Time LLDPDU 5 32768
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Hold Count LLDPDU 2 10
Interval Time
Std TTL IEEE Std 802.1AB 11 65535
LLDPDU
Draft TTL IEEE 802.1AB Draft 6 10 65535
LLDPDU
System Name System Name hostname
name
System Description System Description MIB(sysDescr)
Management Address LLDP LLDP
1Pv4 IPv6
Total Neighbor Counts
0 100
Total Std Neighbor IEEE Std 802.1AB IEEE 802.1AB Draft 6
Counts
Draft Neighbor Counts IEEE 802.1AB Draft 6
Port Counts Ildp enable
Port <switch no.>/<nif no.>/<port no.>
CH
Link Up Up
Down Down
PortEnabled LLDP TRUE LLDPDU
FALSE LLDPDU
AdminStatus LLDP LLDP
enabledRxTx LLDPDU
Ildp enable
enabledRXTx
Std Neighbor Counts IEEE Std 802.1AB IEEE Std 802.1AB
IEEE 802.1AB Draft 6
Draft Neighbor Counts IEEE 802.1AB Draft 6 IEEE 802.1AB
Draft 6
Port ID Port ID
Type PortID  Sub Type MAC Info MAC
Info Port ID  Information MAC
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Port Description

Port Description

MIB(ifDescr)

IEEE Std 802.1AB

Port VLAN ID Port VLAN ID VLAN  Untagged
Protocol VLAN ID Port and Protocol VLAN VLAN ID
ID VLAN
VLAN Name VLAN Name VLAN ID
VLAN MAC VLAN
IEEE 802.1AB Draft 6
Tag ID VLAN VLAN ID
Untagged Untagged
Tagged VLAN ID
IPv4 Address IP IPv4 Untagged Untagged
VLAN ID Tagged VLAN ID
VLAN ID
<ip address> IPv4
IPv6 Address IP IPv6 Untagged Untagged
VLAN ID Tagged VLAN ID
VLAN ID
<ip address> IPv6
Link  Down
45-3 |EEE Std 802.1AB
Std Neighbor IEEE Std 802.1AB
TTL LLDPDU 0 65535
Chassis ID Chassis ID
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Type Chassis ID ~ Sub Type CHAS-COMP Info  Entity MIB
entPhysicalAlias
IF-ALIAS Info Interfaces Group MIB
ifAlias
PORT-COMP Info  Entity MIB
entPhysicalClass port backplane

EntPhysicalAlias

MAC Info LLDP MIB  macAddress
NET Info LLDP MIB networkAddress
IF-NAME Info  Interfaces Group MIB
ifName
LOCL Info LLDPMIB local

Info Chassis ID  Information subtype

System Name System Name

System Description System Description

Port ID Port ID

Type PortID  Sub Type IF-ALIAS Info Interfaces Group MIB
ifAlias
PORT-COMP Info  Entity MIB
entPhysicalClass port backplane

EntPhysicalAlias
MAC Info LLDP MIB  macAddress
NET Info LLDP MIB networkAddress
IF-NAME Info  Interfaces Group MIB
ifName
AGENT Info DHCP Relay Agent Information
agent circuit ID

LOCL Info LLDPMIB local

Info Port ID  Information Sub Type

Port Description Port Description

System Capabilities Repeater
Bridge
WLAN-AP LAN
Router
Telephone

DOCSIS DOCSIS cable device

Station  Station Only

C-VLAN C-VLAN Component of a VLAN
Bridge

S-VLAN S-VLAN Component of a VLAN Bridge
TPMR  Two-port MAC Relay

Other
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Enable Capabilities

Repeater
Bridge
WLAN-AP
Router
Telephone
DOCSIS DOCSIS cable device

Station  Station Only

C-VLAN C-VLAN Component of a VLAN
Bridge

S-VLAN S-VLAN Component of a VLAN Bridge
TPMR  Two-port MAC Relay

LAN

Other

Management Address

Port VLAN ID Port VLAN ID

Protocol VLAN ID Port and Protocol VLAN ID

VLAN Name VLAN Name

ID VLAN Name VLANID

Name VLAN Name VLAN

Name
45-4 |EEE 802.1AB Draft 6

Draft Neighbor IEEE 802.1AB Draft 6

TTL LLDPDU 0 65535

Chassis ID Chassis ID

Type Chassis ID  Sub Type CHAS-COMP Info  Entity MIB
entPhysicalAlias
CHAS-IF Info Interfaces Group MIB
ifAlias
PORT Info  Entity MIB
portEntPhysicalAlias
BACK-COMP Info  Entity MIB
backplaneEntPhysicalAlias
MAC Info LLDP MIB  macAddress
NET Info LLDP MIB networkAddress
LOCL Info LLDPMIB local

Info Chassis ID  Information subtype

System Name

System Name

System Description

System Description

Port ID

Port ID
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Type PortID  Sub Type PORT Info Interfaces Group MIB ifAlias
ENTRY Info  Entity MIB
portEntPhysicalAlias
BACK-COMP Info  Entity MIB
backplaneEntPhysicalAlias
MAC Info LLDP MIB  macAddress
NET Info LLDPMIB networkAddress
LOCL Info LLDPMIB local

Info Port ID  Information Sub Type

Port Description Port Description

Tag ID VLAN | VLAN ID

Untagged Untagged
Tagged VLANID

IPv4 Address IP Untagged Untagged
IPv4 VLAN ID Tagged VLAN ID
VLAN ID
<ip address> IPv4
IPv6 Address IP Untagged Untagged
IPv6 VLAN ID Tagged VLAN ID
VLAN ID

<ip address>  IPv6
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show lldp statistics

LLDP

show Ildp statistics [port <port list>]

port <port list>

<port list>
LLDP
45-3 LLDP

> show Ildp statistics

Date 20XX/11/09 23:09:59 UTC
Port Counts: 3

1/0/1

Draft

1/0/2

Draft

1/0/3

Draft

45-5

LLDPDUs

Discard
LLDPDUs
Discard
LLDPDUs

Discard
LLDPDUs
Discard
LLDPDUs

Discard

LLDPDUs
Discard

LLDP

TLV:
T TX
TLV:
T

TLV:
T
TLV:
:TX

TLV:
o Tx
TLV:

o TX

Discard
TLVs

TLVs

Discard
TLVs

TLVs

Discard
TLVs

TLVs

1300 Rx =
0 Ageouts=

0 Unknown=

0 Rx =

0 LLDPDUs=
890 Rx =
Ageouts=
Unknown=

Rx =
LLDPDUs=

20 Rx =
0 Ageouts=

0 Unknown=
869 Rx =
0 LLDPDUs=

1294

547

O O O O o o o

870

Invalid=

Invalid=

Invalid=

Invalid=

Invalid=

Invalid=

Port counts
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<switch no.>/<nif no.>/<port no.>

NIF
IEEE Std 802.1AB
LLDPDUs
Tx LLDPDU
Rx LLDPDU
Invalid LLDPDU
Discard LLDPDU
Ageouts
Discard TLV TLV
TLVs TLV
Unknown TLV
IEEE 802.1AB Draft 6
Draft LLDPDUs
Tx LLDPDU
Rx LLDPDU
Invalid LLDPDU
Discard TLV TLV
TLVs TLV
LLDPDUs TLV LLDPDU
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clear lldp

LLDP

clear lldp [port <port list>]

port <port list>

<port list>

45-4 clear lldp

> clear Ildp
>
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clear lldp statistics

LLDP

clear lldp statistics [port <port list>]

port <port list>
LLDP

<port list>

LLDP

45-5 clear lldp statistics

> clear Ildp statistics
>
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restart lldp

LLDP

restart lldp [-f] [core-file]

LLDP

core-file

LLDP

45-6 LLDP

> restart Ildp
LLDP restart OK? (y/n): vy
>

lusr/var/core/

Ildpd.core
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dump protocols lldp

LLDP

dump protocols 1ldp

45-7 LLDP

> dump protocols Ildp
>

Jusr/var/lldp/
Ildpd_dump.gz
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46.1

<interface name>

46.1.1

46-1

1-2

Can't execute.

No such Switch <switch no.>.

<switch no.>
Other process is accessing, please try again.
The command cannot be executed. Try again.
46.1.2
43.1.2
46-2
Login timed out after 60 seconds. 60
Sorry
46.1.3
46-3
?Ambiguous command
?Ambiguous help command <command>
<command>
?Invalid command
?Invalid help command <command>
<command>
<file name>: No such file or directory
<file name>
<host>: bad port number -- <port>usage: open host-
name [port] <port>
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<host>: Host name lookup failure

<host>
<host>: Name or service not known
<host>
<host>: Unknown host
<host> IP
<value>: bad value
<value>
Already connected to <host>, use close first.
(ftp)close (ftp)quit
<host> IP
bind: Cannot assign requested address IP
bind: Invalid argument IP
connect to address <host>: Connection refused
<host>
connect to address <host>: No route to host
<host>
connect to address <host>: Operation timed out
<host>
connect: Connection refused
connect: No route to host
connect: Operation timed out
Connected to <host>. <host>
<host>
Connection closed by foreign host.
Connection closed.
Error code <number>: <message> TFTP
<number>
<message>
getting from <host>:<remote file> to <local file> <host> <remote file> <local file>
[<mode>] <mode>
<host>
<remote file>
<local file>
<mode>
Login failed.
Name or service not known
No control connection for command: Bad file
descriptor
No target machine specified, Use connect command. connect

Not connected.
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putting <local file> to <host>:<remote file>
[<mode>]

<local file> <host> <remote file>
<mode>

<local file>
<host>
<remote file>
<mode>

quit for Ctrl+Z pushed.

ctrl z

Service not available, remote server has closed
connection

tftp: <file name>: Is a directory

<file name>

tftp: <file name>: Permission denied

<file name>

tftp: bind: Cannot assign requested address

tftp: bind: Invalid argument

tftp: No address associated with hostname

tftp: sendto: No route to host

tftp: Servname not supported for ai_socktype

Transfer timed out.

Trying <host>:<port> ...

<host>
<host>
<port>

Unable to connect to remote host

Unable to connect to remote host: Connection refused

Unable to connect to remote host: Connection timed

out

usage: <parameters>

<parameters>

46.1.4

43.1.2

46-4

#it# List of remote directory.

### Total <number> lines.

<number>

Can't create file.

Can't open /dev/sdal: Device or resource busy
Cannot initialize 'C:'

MC

Can't open /dev/sdal: Device or resource busy
Cannot initialize 'C:'

MC
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Bad target c: <file path> <file path> MC
Can't open /dev/sdal: No such file or directory MC
Cannot initialize 'C:' MC
Can't open /dev/sdal: Permission denied MC
Cannot initialize 'C:'
Canceled
Configuration file already exist. Configuration file
copy to <target file>? (y/n): "y’

e
Configuration file copy to <target file>? (y/n):

ny e
Data transfer failed. (<reason>)

<reason>

debug
delete: Delete command can not be used this flash.
(<code>) < >
delete: Directory is specified.
delete: No flash file is specified.
delete: No such file or directory.
delete: Not enough flash space.
delete: Permission denied.
delete: Specify file name.
Deleted files will be erased. OK ? (y/n): "
” e

dir: Current directory is not flash.
Disk full MC

MC

MC
mkdir

Done
Drive 'C:" not supported MC
Cannot initialize 'C:' MC
Drive 'C:' not supported MC
Cannot initialize 'C:' MC
Bad target c:<file path> <file path> MC
init C: non DOS media MC
Cannot initialize 'C:'
init C: non DOS media MC
Cannot initialize 'C:'
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Bad target c:<file path>

<file path>

MC

Long file name "<dir name>" already exists.

a)utorename A)utorename-all r)ename R)ename-all
o)verwrite O)verwrite-all

s)kip S)kip-all g)uit (aArRo0OsSq):

<dir name>

a

A

Long file name "<dir name>" already exists.
a)utorename A)utorename-all r)ename R)ename-all
s)kip S)kip-all q)uit (aArRsSq):

<dir name>

a

A

squeeze: Current directory is not flash.

squeeze: No such file or directory.

squeeze: Permission denied.

squeeze: Squeeze command can not be used this
flash.(<code>)

Squeezing

undelete: Current directory is not flash.

undelete: Directory is not found for undelete file.

undelete

undelete: Exist same name file or directory.

undelete

undelete: Invalid index value.

10

undelete: No such file or directory.

undelete: Not found undelete file.

undelete: Permission denied of directory for undelete
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file.

undelete: Permission denied.

undelete: Specify correct deleted index number.

undelete: Specify correct index number [1-64].

undelete: Specify index number.

undelete: Undelete command can not be used this flash.
(<code>)

46.1.5

46-5

RADIUS/TACACS+

RADIUS/TACACS+

accounting program failed to be restarted.

already a '<user name>' user

<user name>

Connection failed to accounting program.

restart accounting
show accounting

restart
accounting
clear accounting
different user.
[ I 3
10
File open error.
invalid Login-No: <login no.>
<login no.>
kill myself?
killuser: no user(<tty>)
<tty>
Last user.
Mismatch; try again.
no changes made
adduser
rmuser

740



46

No such user '<user name>'".

<user name>

Now another user is executing user account command,
please try again.

Permission denied

password

adduser

rmuser

clear password

Please don't use an all-lower case password.
Unusual capitalization, control characters or digits are
suggested.

Please don't use an all-lower case password.Unusual
capitalization, control characters or digits are
suggested.

Please enter a longer password.

Remove myself?

unknown user <user name>

<user name>

46.1.6 SSH

46-6 SSH

jelelelelelalelelaleelaleeleleceleeeleelele)
clelelelelelalelelelelelelalelalcleleleelelele)
clejelaelelalelelele

@  WARNING: REMOTE HOST
IDENTIFICATION HAS CHANGED! @

clelelelelelaleleleleleleleclelaleleleleelelele)
clelelelelelalelelelelelelalelaleleleleelelele)
clejelelclelalelelele

IT IS POSSIBLE THAT SOMEONE IS DOING
SOMETHING NASTY!

Someone could be eavesdropping on you right now
(man-in-the-middle attack)!

It is also possible that a host key has just been changed.
The fingerprint for the <key type> key sent by the
remote host is

SHA256:<SHA256 fingerprint>

MD5:<MDS5 fingerprint>

Please contact your system administrator.

Add correct host key in

[/usr]/home/<user>/.ssh/known_hosts to get rid of this
message.

Offending <key type> key in
[/usr]/home/<user>/.ssh/known_hosts:<number>
Are you sure you want to continue connecting

yes
<host>

<key type>

<SHAZ256 fingerprint>

<MD?5 fingerprint>
<user>
<number>

SHA256

MD5
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(yes/no)?

<host>: Connection closed by remote host.

<key type> key fingerprint is SHA256:<SHA256
fingerprint>.

<key type> key fingerprint is MD5:<MD?5 fingerprint>. | <key type>
Avre you sure you want to continue connecting <SHAZ256 fingerprint> SHA256
(yes/no)?
<MDS5 fingerprint> MD5
<path>: No such file or directory <path>
<path>
<path>: not a regular file <path>
<path>
<path>: Permission denied
<path>
Can't execute (<reason>).
show ssh hostkey
<reason>

1. set ssh hostkey

2.
set ssh hostkey
<reason>
Canceled. SSH server's log was NOT cleared.
Cannot download non-regular file: <path> <path>
<path>
Clear Complete.
Connected to <host>.
<host>
Connection closed
Connection closed by <host> port <port>
<host>
<port>
Connection to <host> closed by remote host.
<host>
Connection to <host> closed.
<host>
Couldn't stat remote file: <reason>
<reason>
Host key verification failed.
Interrupted. Please, Re-try. Ctrl C
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Invalid command.

lost connection

No valid SSH1 cipher, using <type> instead.

SSHv1 <type>

<type>

Not tty allocation error.

-t

Permission denied (<authentication method>).

<authentication method>

Permission denied, please try again.

Permission denied.

Protocol major versions differ: <number1> vs. SSH
<number2> <numberl>
<number2>
Received disconnect from <host> port <port>:<code>:
<message> <host>
<port>
<code> SSH
<message>
Remote machine has too old SSH software version. SSH
Selected cipher type <type> not supported by server. <type>
<type>
ssh: connect to host <host> port <port>: <reason>
<host>
<port>
<reason>
ssh: Could not resolve hostname <host>: <reason>
<host>
<reason>
ssh_exchange_identification: Connection closed by
remote host
subsystem request failed on channel <id> sftp
<id>
The authenticity of host '<host>' can't be established.
<host>
The command was canceled.
The command was interrupted. Try again. Ctrl C
set
ssh hostkey
Ctrl o
erase
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ssh hostkey

The hostkey generation is completed.

The hostkey generation was canceled.

The hostkey was erased successfully.

Unable to negotiate with <host> port <port>: <reason>.

Their offer: <offer> <host>
<port>
<reason>
<offer>

WARNING: <key type> key found for host <host>

in [/usr]/home/<user>/.ssh/known_hosts: <number>

<key type> key fingerprint <fingerprint>. <key type>
<host>
<user>
<number>

<fingerprint>

Warning: Permanently added '<host>' (<key type>) to
the list of known hosts.

<host>
<key type>

Warning: remote port forwarding failed for listen port
<port>

<port>

You must specify a path after a <command> command.

<command>

46.1.7 NTP

46-7 NTP

Connection refused

NTP

illegal time format.

illegal time.

invalid day of month supplied.

invalid hour supplied.

invalid minute supplied.

invalid month supplied.

invalid second supplied.

No association ID's returned

NTP

ntp is not running

NTP
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46.1.8

46-8

another user is executing now. restore ppupdate
another user is executing update command. restore ppupdate
Another user is using the 'show tech-support' show tech-support
command. Wait a while, and then try again.
Do you want to type a password again? (y/n): ?
ny e
Enter the file name for the log and dump files. :
14
<File Name>

Enter the host name of the FTP server. :

<Host Name>

Enter the password for the administrator mode. :

Enter the password for the FTP server connection. :

<user name>

Enter the path name of the FTP server. :

<Path>

Enter the user name for the FTP server connection. :

<user name>

File transfer ended successfully.

Filename is invalid.

Flash memory file write error.

ftp transfer failed. backup ftp
Restore operation failed.
Saving file( <file name>) to MC failed. MC
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The file is invalid.

The file transfer failed.

The password for the administrator mode is invalid.

<password>

This command is executable only the start-up from
flash memory(primary).

Verification failed.

show tech-support ftp
45-3

46.1.9 MC

46-9 MC

ftp

Can't gain access to MC.

MC MC

46.1.10

46-10

<file name>: No such file or directory.

46.1.11 MC

46-11 MC

Flash memory file write error.

MC file write error.

MC
MC

MC is busy.

MC

MC is not inserted.

MC
MC

MC

The mc-configuration mode is disabled.

MC
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This command is executable only the start-up from flash

memory(primary).

46.1.12

46-12

<license key> is not for this system.

<license key.>

A license key cannot be added any more.

another user is executing now.

restore

ppupdate

Can't open <file-name>.

extract failed.

Invalid contents of <file name>.

<file name>

Invalid file <file-name>.

Invalid license key <license key>.

Invalid serial number <license key>.

<license key >

Invalid serial number <serial no.>

<serial no.>

No such file <file name>

<file name>

OS Type mismatch.
Can not apply this package.

OS version mismatch.
Can not apply this package.

This license is already registered.

46.1.13 SNMP

46-13 SNMP

<SNMP agent IP address>: host unknown.

SNMP

Cannot translate variable class: <MIB Object Name>

<MIB Object Name>

Connection failed to SNMP program.

SNMP

Error code set in packet - General error:

<Number>.

SNMP

ID <Number>

MIB
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Error code set in packet - No such variable name.
Index: <Number>.

SNMP

ID <Number>

Error code set in packet - Return packet too big.

SNMP

MIB

Error code set in packet - Unknown status code:
<Code>

SNMP

<Code>

error parsing packet.

SNMP

error parsing pdu packet.

SNMP PDU

make_obj_id_from_dot, bad character : x,y,z

Xy z

no entries.

SNMP

No match found for <MIB object name>

<MIB object name>

No response - retrying

SNMP

No response - try again.

SNMP

receive error.

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMP

<ID2>
<ID1> SNMP

MIB

unable to connect to socket.

SNMP

46.1.14

46-14

Permission denied. (file name = <file name>)

<file name>

Specified applet name is not registered.

Specified script is not running.

The command cannot be executed because you are in
user mode.

The number of script files exceeds the maximum.

The number of scripts currently running exceeds the
maximum.

The number of scripts that started per unit time exceeds
the maximum.

The Python script with the specified process ID is not
running. (process ID = <pid>)

<pid>

ID  Python

The script file exceeds the maximum size.

The script file name exceeds the maximum length.
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The specified script file already exists.

The specified script file does not exist. (file name =

<file name>) <file name>
The specified script file is not installed. (file name =
<file name>)

<file name>

The total size of the script files exceeds the maximum.

46.1.15

46-15

<nif no.>/<port no.> is disabled. disable
<nifno.> NIF
<port no.>
<nif no.>/<port no.> is failed.
<nifno.> NIF
<port no.>
<nif no.>/<port no.> is not gigabitethernet. gigabitethernet
<nifno.> NIF
<port no.>
<nif no.>/<port no.> is not tengigabitethernet. tengigabitethernet
<nifno.> NIF
<port no.>
<switch no.>/<nif no.>/<port no.> is already active. active
<switch no.>
<nif no.> NIF
<port no.>
<switch no.>/<nif no.>/<port no.> is already inactive. inactive
<switch no.>
<nifno.> NIF
<port no.>
<switch no.>/<nif no.>/<port no.> is already
initializing.
<switch no.>
<nifno.> NIF
<port no.>
<switch no.>/<nif no.>/<port no.> is disabled. disable
activate
inactivate
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<switch no.>
<nif no.> NIF
<port no.>

activate power inline
inactivate power inline

<switch no.>
<nifno.> NIF
<port no.>

<switch no.>/<nif no.>/<port no.> is failed.

activate
<switch no.>
<nif no.> NIF
<port no.>

active
inactivate

<switch no.>
<nif no.> NIF
<port no.>

<switch no.>/<nif no.>/<port no.> is not
gigabitethernet.

gigabitethernet

<switch no.>
<nifno.> NIF
<port no.>

<switch no.>/<nif no.>/<port no.> is not
tengigabitethernet.

tengigabitethernet

<switch no.>
<nif no.> NIF
<port no.>

Connection failed to L2 Manager.

L2Manager
reload

Connection failed to Link Aggregation.

restart link-aggregation Link Aggregation

Connection failed to LLDP.

LLDP
restart Ildp
LLDP

Connection failed to Ring Protocol.

Ring Protocol
restart axrp
Ring Protocol

Connection failed to Spanning Tree.

Spanning Tree
restart spanning-
tree Spanning Tree

Illegal Port -- <port no.>.

<port no.>
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Invalid port number.

PoE
activate power inline inactivate power inline

PoE
PoE
show power inline

Line test executing. inactive
no test interfaces
No auto negotiation Port <nif no.>/<port no.>
<nifno.> NIF
<port no.>
No operational Port <port no.>.
<port no.>
No operational port--<port no.>.
<port no.>
No operational Port.
No support auto negotiation parameter.
Test already executing.
Test not executing.
This command is not supported with this model.
46.1.16
46-16
Connection failed to L2 Manager. L2 Manager
reload

Connection failed to Link Aggregation.

restart link-aggregation

Link Aggregation doesn't seem to be running.
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Specified channel-group is not configured.

46.1.17 MAC

46-17 MAC

Command is accepted, but it takes time for setting to
hardware.

Connection failed to L2 Mac Manager. L2MAC
restart vlan mac-
manager L2MAC
Connection failed to L2 Manager. L2Manager
reload
Connection failed to Snoopd. IGMP snooping/MLD snooping
restart snooping IGMP snooping/MLD snooping
No mac-address-table entry. MAC
No operational Port.
Specified VLAN is not configured. VLAN
46.1.18 VLAN
46-18 VLAN
Connection failed to L2 Mac Manager. L2MAC
restart vlan mac-
manager L2MAC
Connection failed to L2 Manager. L2Manager
reload
Connection failed to Link Aggregation. Link Aggregation
restart link-

aggregation Link Aggregation

Connection failed to Ring Protocol.

Ring Protocol
restart axrp
Ring Protocol

Connection failed to Snoopd.

IGMP snooping/MLD snooping

restart snooping IGMP snooping/MLD snooping
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Connection failed to Spanning Tree.

Spanning Tree
restart spanning-

tree Spanning Tree
No MAC address entry. MAC
No operational Port.
No operational VLAN. VLAN

46.1.19

46-19

Connection failed to Spanning Tree program.

File open error.

No corresponding port information.

No corresponding Spanning Tree information.

Spanning Tree is not configured.

Spanning Tree program failed to be restarted.

Specified Spanning Tree is not configured.

46.1.20 Ring Protocol

46-20 Ring Protocol

Connection failed to Ring Protocol program.

Ring Protocol
restart axrp
Ring Protocol

File open error.

Ring Protocol doesn't seem to be running.

Ring Protocol

Ring Protocol is initializing.

Ring Protocol

Ring Protocol is not configured.

Ring Protocol

Ring Protocol program failed to be restarted.

Ring Protocol
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Specified Ring ID is not configured:<ring id>.

<ring id> ID

46.1.21 IGMP/MLD snooping

46-21 IGMP/MLD snooping

<command name> connection failed to snoopd.

IGMP snooping/MLD snooping
IGMP snooping/MLD snooping

IGMP snooping/MLD snooping

<command name>

<command name>IGMP snooping not active.

IGMP snooping
<command name>

<command name>MLD snooping not active.

MLD snooping
<command name>

No operational Port. <port list>
No operational VLAN. VLAN
pid file <file name> mangled! IGMP snooping/MLD snooping PID

<file name> PID

pid in file <file name> unreasonably small (<pid>)

IGMP snooping/MLD snooping PID

<file name> PID
<pid> ID

Program error occurred: <error message>

<error message>
write
read

select select

snoopd doesn't seem to be running.

IGMP snooping/MLD snooping
IGMP snooping/MLD snooping

IGMP snooping/MLD snooping

snoopd failed to terminate.

IGMP snooping/MLD snooping restart snooping

snoopd restarted after termination: old pid <pid>, new
pid <pid>

restart snooping PID
IGMP snooping/MLD snooping

<pid> 1D

snoopd signaled but still running, waiting 6 seconds
more.

restart snooping
snooping

IGMP snooping/MLD
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snoopd still running, sending KILL signal.

restart snooping

IGMP

snooping/MLD snooping Kill
snoopd terminated. IGMP snooping/MLD snooping restart snooping
46.1.22 IPv4
46-22 IPv4
bad timing interval interval
bind: Cannot assign requested address IP source
Cannot resolve "<host>" (Host name lookup failure)
<host>
Do you want to ping broadcast? Then -b broadcast <host>
Incomplete command.
max hops cannot be more than 255 ttl 255
No arp entry. ARP
no more than 10 probes per hop probe 10

No such interface -- <interface name>.

<interface name>

No such interface.

tcpdump: '<protocol> proto' is bogus <protocol>

tcpdump: '<string>' modifier applied to <host> host <string> <host>
tcpdump: '<string>" modifier applied to host <string> host
tcpdump: <file name>: Is a directory <file name>

tcpdump: <file name>: No such file or directory <file name>

tcpdump: <file name>: Permission denied <file name>

tcpdump: <filter> host filtering not implemented

<filter> host

tcpdump: <host> resolved to multiple address

<host>

tcpdump: archaic file format

tcpdump: bad dump file format

tcpdump: BIOCSETIF: Device not configured

I/F

tcpdump: BIOCSETIF: Network is down

I/F

tcpdump: bogus savefile header

tcpdump: ethernet addresses supported only on
ethernet, FDDI or token ring
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tcpdump: expression rejects all packets

<expression>

tcpdump: fread: Operation not permitted

tcpdump: fread: Undefined error: 0

tcpdump: fwrite: No space left on device

tcpdump: illegal char: <character>

<character>

tcpdump: illegal Interface name -- <interface name>.

<interface name>

tcpdump: illegal qualifier of ‘port'

port

tcpdump: illegal token: <token>

<token>

tcpdump:
0

inbound/outbound not supported on linktype

inbound/outbound

tcpdump: invalid ip6 address <address>

IPv6

<address>

tcpdump: invalid packet count <count>

<count>

tcpdump: invalid qualifier against IPv6 address

IPv6

tcpdump: invalid snaplen <snaplen>

<snaplen>

tcpdump: link layer applied in wrong context

2

tcpdump: listening on <interface name>

I/F<interface name>

<interface name>

tcpdump: mask length must be <= <length>

<length>

tcpdump: Mask syntax for networks only

net

tcpdump: No match.

tcpdump: no VLAN support for data link type 0

VLAN

tcpdump: non-network bits set in "<address>"

0 <address>

tcpdump: only IP multicast filters supported on
ethernet/FDDI

mult

icast ip ip6

tcpdump: parse error

<expression>

tcpdump: pcap_loop: link-layer type <type> isn't
supported in savefiles

<type>

tcpdump: pcap_loop: truncated dump file; tried to
read <bytes1> captured bytes, only got <bytes2>.

<byt

esl>

<bytes2>

tcpdump: pcap_loop: truncated dump file; tried to read
<bytes1> header bytes, only got <bytes2>.

<byt

esl> <bytes2>

tcpdump: port '<port>' is <protocol>

<port> <protocol>

tcpdump: syntax error

<expression>

tcpdump: unknown host '<host>'

<host>

tcpdump: unknown host '<host>' for specified address

<host>
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family

tcpdump: unknown ip proto '<protocol>'

<expression> protocol  <protocol>
protocol

tcpdump: unknown network ‘<network>'

<network>

tcpdump: unknown osi proto '<protocol>'

0si

<protocol>

tcpdump: unknown port ‘<port>'

<expression> port <port>

tcpdump: unknown protocol: <protocol>

<protocol>

tcpdump: WARNING: no IPv4 address assigned

1Pv4

tcpdump: WARNING: SIOCGIFADDR: Operation not

permitted

I/F

Ctrl C

There is no information.

ttl <ttl> out of range

ttl

46.1.23 IPv6

46-23 IPv6

bind icmp socket: Cannot assign requested address

IPv6
source

max hops cannot be more than 255

hoplimit 255

ndp: Incomplete Command.

no more than 10 probes per hop

probe 10

No ndp entry.

ndp

No such interface -- <interface name>.

<interface name>

There is no information.

unknown host

unknown iface <interface name>

<interface name>

46.1.24 DHCP

46-24 DHCP

Canceled dhcp restart command. DHCP
dhcp_server failed to terminate. DHCP
dhcp_server has already stopped. DHCP
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DHCP
dhcp_server restarted after termination: old pid <PID>, PID
new pid <PID> DHCP
<PID> ID
dhcp_server signaled but still running, waiting 6 DHCP
seconds more.
dhcp_server terminated. DHCP
For the feature to be stopping, it isn't possible to use DHCP
this command.
Input Data Error. y/n
IP Address check error <IP Address>. IP
No such IP Address. IP
Now another user used dhcp command, Try again. DHCP
pid file <File Name> mangled! DHCP PID
<File Name> PID
pid in file <File Name> unreasonably small (<PID>) DHCP PID
<File_Name> PID
<PID> PID ID

program error occurred: <Error Message>

<Error Message>

46.1.25

46-25

Illegal Port -- <port no.>.

<port no.>

No configuration.

VLAN

No such access-list.

No such interface.
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46.1.26 QoS

46-26 QoS

lllegal Port -- <port no.>.

<port no.>
No configuration. VLAN
QoS
QoS
No such interface.
No such gos-flow-list-name. QoS <qos flow list name> QoS
46.1.27 2
46-27 2
Authentication is not configured.
There is no information.
46.1.28 IEEE802.1X
46-28 |IEEE802.1X
Connection failed to 802.1X IEEE802.1X
program.(Reason:Connection Error) restart dotlx
IEEE802.1X
Connection failed to 802.1X program.(Reason:Receive | IEEE802.1X
Error) restart dotlx
IEEE802.1X
Connection failed to 802.1X program.(Reason:Send IEEE802.1X
Error) restart dot1x
IEEE802.1X
Dotlx doesn't seem to be running. IEEE802.1X
Dotlx is not configured. IEEE802.1X

No operational Channel Group.

No operational Port.

Now another user is using dot1x command, please try
again.

dotlx
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46.1.29 Web

46-29 Web

Already user '<user name>' exists.

Can not commit.

restart web-authentication

Can not load.

Web
authentication
authentication

restart web-
load web-
Web

Can't clear because it is default now.

Can't put a sub directory in the directory.

Can't specify "/config" in this command.

/config

Clear operation failed.

Command information was damaged.

Connection failed to WA program.

Web

authentication

restart web-
Web

Delete Error.

Directory size over.

1024KB

File format error.

Install operation failed.

Load operation failed.

No login.html file in the directory.

login.html

No such directory.

No such file.

No such html-fileset 'xxx'.

XXX

Now another user is using WA command, please try
again.

Web

Store operation failed.

The number of html-filesets exceeds 4.

The number of users exceeds 300.

300

The old-password is different.

The specified user is not login user.

Too many files.

100

Unknown user '<user name>".

WA is not configured.

Web

set web-authentication user

Web
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web-authentication system-
auth-control

no web-authentication
system-auth-control ~ Web 10
web-
authentication system-auth-control ~ Web

restart web-authentication

46.1.30 MAC

46-30 MAC

Already mac address "<mac>","<vlan id>" exists. MAC

Can not commit. restart mac-authentication

Can not load. MAC DB restart mac-
authentication load mac-
authentication MAC DB

Command information was damaged.

Connection failed to mac-authentication program. MAC

restart mac-

authentication MAC

Delete Error.

File format error.

Load operation failed.

Mac-authentication command is not configured. MAC

Mac-authentication is not configured. MAC

Now another user is using mac-authentication MAC

command, please try again.

Store operation failed.

The number of client exceeds 1024. MAC

Unknown mac-address '<mac>'. MAC

46.1.31
46-31
Authentication multi-step is not configured.
Connection failed to 802.1X program. IEEE802.1X
restart dot1x
IEEE802.1X
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There is no authentication multi-step to show.

46.1.32 DHCP snooping

46-32 DHCP snooping

ARP Inspection doesn't seem to be running.

ARP

DHCP snooping doesn't seem to be running.

DHCP snooping

dhcp_snoopingd failed to restart.

DHCP snooping

Illegal Port -- <port no.>.

<port no.>

Program error occurred: <error message>

<error message>

Restarting dhcp_snoopingd, wait awhile.

DHCP snooping

46.1.33 GSRP aware

46-33 GSRP aware

Connection failed to GSRP program. GSRP
restart
gsrp GSRP
File open error.
GSRP program failed to be restarted. GSRP

No received flush request frame.

GSRP Flush request

46.1.34

46-34

Can't change, Because port is changing in an active
port.

Can't change, Because port is down.

Connection failed to Uplink Redundant program.

File open error.
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No operational Port.

Port is already active port.

Uplink Redundant program failed to be restarted.

46.1.35 L2

46-35 L2

Connection failed to L2 Loop Detection program.

L2

File open error.

L2 Loop Detection doesn't seem to be running.

L2

L2 Loop Detection is not configured.

L2

No corresponding port information.

L2

46.1.36

46-36

Storm Control is not configured.

46.1.37 sFlow

46-37 sFlow

sflow doesn't seem to be running.

sFlow

46.1.38 IEEE802.3ah/UDLD

46-38 |IEEES802.3ah/UDLD

Connection failed to IEEE802.3ah/OAM program.

IEEE802.3ah/OAM

IEEE802.3ah/OAM

restart efmoam

File open error.
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IEEE802.3ah/OAM doesn't seem to be running.

IEEE802.3ah/OAM

There is no statistics to show.

46.1.39 CFM

46-39 CFM

CFM doesn't seem to be running.

CFM

CFM is not configured.

CFM

Connection failed to CFM program.

CFM

File open error.

No such Remote MEP.

MEP

Now another user is using CFM command, please try
again.

CFM

Specified Domain Level is not configured.

Specified MA is not configured.

MA MA

VLAN

Specified MEP is not configured.

MEP 1D

46.1.40 LLDP

46-40 LLDP

Connection failed to LLDP program.

LLDP
restart lldp

LLDP

File open error.

LLDP doesn't seem to be running.

LLDP
LLDP

LLDP is not configured.

LLDP
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