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Ver. 2.6

mdix auto mdi

QoS

system queue-length-mode

authentication native vlan
authentication radius-server dead-interval

<minutes>

Ver. 2.5

VLAN

switchport validation

class
deny ip access-list extended
deny mac access-list extended
permit ip access-list extended
permit mac access-list extended

QoS

class
gos ip qos-flow-list
gos mac qos-flow-list

Web

web-authentication user replacement

storm-control
action filter
filter-broadcast
filter-multicast
filter-unicast
filter-recovery-time
recovery-time
auto-restore-time

Ver. 2.4

system |2-table mode <mode>

IEEE802.1X

dotlx auto-logout

Web

web-authentication html-fileset

MAC

mac-authentication timeout reauth-period

Ver. 2.3

switch provision 2340-16t4x

MAC

mac-authentication auth-interval-timer

seconds <seconds>




mac-authentication login-failed-logging disable

Ver. 2.2
2

authentication auto-logout strayer
authentication logout linkdown
authentication mac access-group

IEEE802.1X dotlx radius-server host

Web web-authentication radius-server host

MAC mac-authentication id-format

Ver. 2.1

RADIUS/TACACS+

ipv6 access-class

DNS

ipv6 host

switch provision
2340-24th4x
2340-24ph4x

logging host <ipv6 address>

IGMP snooping

ip igmp snooping mrouter discovery

ip igmp snooping mrouter discovery extension
ip igmp snooping mrouter logging

ip igmp snooping query-interval

IPv6

ipv6 address  loopback

flow detection mode layer2-3

deny ipv6 access-list
ipv6 access-list

ipv6 access-list resequence
ipv6 traffic-filter

permit ipv6 access-list

QoS

ipv6 qos-flow-group

ipv6 qos-flow-list

ipv6 qos-flow-list resequence
gos ipv6 gos-flow-list

MAC

mac-authentication radius-server host

<ipv6 address>




sFow <ipv6 address>
sflow destination
sflow source

LLDP Ildp management-address ipv6 <ipv6 address>
IPv6
Ver. 1.1

switch provision 2340-16p8mp2x

100BASE-TX/1000BASE-T/2.5GBASE-T

duplex gigabitethernet

flowcontrol

interface gigabitethernet

link debounce

speed gigabitethernet

power inline allocation autoclass

QoS traffic-shape rate 2.5GBASE-T
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AC Alternating Current

ACK ACKnowledge

AES Advanced Encryption Standard

ANSI American National Standards Institute
ARP Address Resolution Protocol

bit/s bits per second *bps

BPDU Bridge Protocol Data Unit

CA Certificate Authority

CBC Cipher Block Chaining

cC Continuity Check

CFM Connectivity Fault Management

CIST Common and Internal Spanning Tree

CRC Cyclic Redundancy Check

CSMA/CD Carrier Sense Multiple Access with Collision Detection
CST Common Spanning Tree

DA Destination Address



DC Direct Current

DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol

DNS Domain Name System

DRR Deficit Round Robin

DSA Digital Signature Algorithm

DSAP Destination Service Access Point

DSCP Differentiated Services Code Point

DSS Digital Signature Standard

E-Mail Electronic Mail

EAP Extensible Authentication Protocol

EAPOL EAP Over LAN

ECDHE Elliptic Curve Diffie-Hellman key exchange, Ephemeral
ECDSA Elliptic Curve Digital Signature Algorithm
EEE Energy Efficient Ethernet

FAN Fan Unit

FCS Frame Check Sequence

FDB Filtering DataBase

FQDN Fully Qualified Domain Name

GCM Galois/Counter Mode

GSRP Gigabit Switch Redundancy Protocol

HMAC Keyed-Hashing for Message Authentication
HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

1ANA Internet Assigned Numbers Authority

1CMP Internet Control Message Protocol

1CMPV6 Internet Control Message Protocol version 6
1D Identifier

1EEE Institute of Electrical and Electronics Engineers, Inc.
IETF the Internet Engineering Task Force

1GMP Internet Group Management Protocol

1P Internet Protocol

1Pv4 Internet Protocol version 4

1Pv6 Internet Protocol version 6

ISP Internet Service Provider

IST Internal Spanning Tree

L2LD Layer 2 Loop Detection

LAN Local Area Network

LED Light Emitting Diode

LLC Logical Link Control

LLDP Link Layer Discovery Protocol

MA Maintenance Association

MAC Media Access Control

MC Memory Card

MD5 Message Digest 5

MDI Medium Dependent Interface

MDI-X Medium Dependent Interface crossover

MEP Maintenance association End Point

MIB Management Information Base



MIP
MLD
MSTI
MSTP
MTU
NAK
NAS
NDP
NTP
0AM
oul
packet/s
PAD
PAE
PC
PDU
PGP
PID
PIM
PoE
PQ
PS
QoS
RA
RADIUS
RDI
REJ
RFC
RMON
RQ
RSA
RSTP
SA
SFD
SFP
SFP+
SHA
SMTP
SNAP
SNMP
SSAP
SSH
SSL
STP
TACACS+
TCP/IP
TLS
TLV
TOS

Maintenance domain Intermediate Point
Multicast Listener Discovery

Multiple Spanning Tree Instance
Multiple Spanning Tree Protocol
Maximum Transmission Unit

Not AcKnowledge

Network Access Server

Neighbor Discovery Protocol

Network Time Protocol
Operations,Administration,and Maintenance
Organizationally Unique ldentifier
packets per second *pps

PADding

Port Access Entity

Personal Computer

Protocol Data Unit

Pretty Good Privacy

Protocol IDentifier

Protocol Independent Multicast

Power over Ethernet

Priority Queueing

Power Supply

Quality of Service

Router Advertisement

Remote Authentication Dial In User Service
Remote Defect Indication

REJect

Request For Comments

Remote Network Monitoring MIB

ReQuest

Rivest, Shamir, Adleman

Rapid Spanning Tree Protocol

Source Address

Start Frame Delimiter

Small Form factor Pluggable

enhanced Small Form-factor Pluggable
Secure Hash Algorithm

Simple Mail Transfer Protocol
Sub-Network Access Protocol

Simple Network Management Protocol
Source Service Access Point

Secure Shell

Secure Socket Layer

Spanning Tree Protocol

Terminal Access Controller Access Control System Plus
Transmission Control Protocol/Internet Protocol
Transport Layer Security

Type, Length, and Value

Type OF Service



TPID Tag Protocol ldentifier

TTL Time To Live

uDLD Uni-Directional Link Detection

UDP User Datagram Protocol

usB Universal Serial Bus

VLAN Virtual LAN

WAN Wide Area Network

Www World-Wide Web
m KB
1KB 1MB 1GB 1TB 1024
10242 10243 1024*

10



11

1 26
26

27

28

29

2 33
33

ftp-server 34
line console 35
line vty 36
speed 37
transport input 38
40

end 41
quit  exit 43
save write 45
show 47
status 48
top 50
RADIUS/TACACS+ 51

aaa accounting commands 52
aaa accounting exec 54
aaa authentication enable 56
aaa authentication enable attribute-user-per-method 57
aaa authentication enable end-by-reject 58
aaa authentication login 59
aaa authentication login console 60
aaa authentication login end-by-reject 61
aaa authorization commands 62
aaa authorization commands console 64
banner 65
commands exec 69
ip access-group 71



ipv6 access-class 73

parser view 74
radius-server host 75
radius-server key 78
radius-server retransmit 79
radius-server timeout 80
tacacs-server host 81
tacacs-server key 83
tacacs-server timeout 84
username 85
5 SSH 88
ip ssh 89
ip ssh authentication 90
ip ssh authkey 91
ip ssh ciphers 93
ip ssh key-exchange 94
ip ssh macs 95
ip ssh version 96
6 NTP 97
clock timezone 98
ntp access-group 100
ntp authenticate 102
ntp authentication-key 103
ntp broadcast 104
ntp broadcast client 106
ntp broadcastdelay 107
ntp master 108
ntp peer 109
ntp server 111
ntp trusted-key 113
7 DNS 114
ip domain lookup 115
ip domain name 116
ip domain reverse-lookup 117
ip host 118
ip name-server 119
ipv6 host 121
8 122
switch provision 123

12



system fan mode 125

system [2-table mode 126
system memory-soft-error 127
system recovery 128
system temperature-warning-level 129
9 130
system zero-touch-provisioning 131
system zero-touch-provisioning vlan 132
10 133
eee enable 134
11 135
logging email 136
logging email-event-kind 138
logging email-from 139
logging email-interval 140
logging email-server 141
logging event-kind 143
logging facility 144
logging host 145
logging syslog-dump 147
logging syslog-version 148
logging trap 149
12 SNMP 151
hostname 152
rmon alarm 153
rmon collection history 156
rmon event 158
snmp-server community 160
snmp-server contact 162
snmp-server enginelD local 163
snmp-server group 165
snmp-server host 168
snmp-server informs 172
snmp-server location 174
snmp-server traps 175
snmp-server user 177
snmp-server view 179
snmp trap link-status 181
13 182

13



14

aaa authorization commands script 183
action 185
disable 187
event manager applet 188
event sysmsg 189
event timer 192
priority 195
resident-script 197
3 199

199
bandwidth 200
description 201
duplex gigabitethernet 202
duplex tengigabitethernet 204
flowcontrol 206
frame-error-notice 209
interface gigabitethernet 212
interface tengigabitethernet 213
link debounce 214
link up-debounce 215
mdix auto 216
mtu 217
power inline 219
power inline allocation 221
power inline delay 223
power inline priority-control disable 225
shutdown 226
speed (gigabitethernet 227
speed tengigabitethernet 229
system flowcontrol off 231
system mtu 232

234
channel-group lacp system-priority 235
channel-group max-active-port 236
channel-group max-detach-port 238
channel-group mode 240
channel-group periodic-timer 242
description 243



interface port-channel 244

lacp port-priority 245
lacp system-priority 246
shutdown 247
4 2 248
16 MAC 248
mac-address-table aging-time 249
mac-address-table learning 250
mac-address-table static 252
17 VLAN 254
down-debounce 255
interface vlan 256
I2protocol-tunnel eap 257
I2protocol-tunnel stp 258
mac-address 259
name 260
protocol 261
state 262
switchport access 263
switchport dotlq ethertype 264
switchport isolation 265
switchport mac 267
switchport mode 270
switchport protocol 272
switchport trunk 274
switchport validation 276
switchport vlan mapping 278
switchport vlan mapping enable 280
up-debounce 281
vlan 282
vlan-dotlg-ethertype 285
vlan-protocol 286
vlan-up-message 288
18 289
instance 290
name 292
revision 293

15



spanning-tree bpdufilter 294
spanning-tree bpduguard 295
spanning-tree cost 296
spanning-tree disable 297
spanning-tree guard 298
spanning-tree link-type 300
spanning-tree loopguard default 301
spanning-tree mode 302
spanning-tree mst configuration 303
spanning-tree mst cost 304
spanning-tree mst forward-time 306
spanning-tree mst hello-time 307
spanning-tree mst max-age 308
spanning-tree mst max-hops 309
spanning-tree mst port-priority 310
spanning-tree mst root priority 312
spanning-tree mst transmission-limit 313
spanning-tree pathcost method 314
spanning-tree port-priority 316
spanning-tree portfast 317
spanning-tree portfast bpduguard default 318
spanning-tree portfast default 319
spanning-tree single 320
spanning-tree single cost 321
spanning-tree single forward-time 322
spanning-tree single hello-time 323
spanning-tree single max-age 324
spanning-tree single mode 325
spanning-tree single pathcost method 326
spanning-tree single port-priority 328
spanning-tree single priority 329
spanning-tree single transmission-limit 330
spanning-tree vian 331
spanning-tree vlan cost 332
spanning-tree vlan forward-time 334
spanning-tree vlan hello-time 336
spanning-tree vlan max-age 337
spanning-tree vlan mode 338
spanning-tree vlan pathcost method 339
spanning-tree vlan port-priority 341

16



spanning-tree vlan priority 343

spanning-tree vlan transmission-limit 345
19 Ring Protocol 347
axrp 348
axrp vlan-mapping 349
axrp-ring-port 351
control-vlan 353
disable 355
forwarding-shift-time 356
mac-clear-mode 357
mode 358
multi-fault-detection mode 359
multi-fault-detection vlan 360
name 361
vlan-group 362
20 IGMP snooping 364
ip igmp snooping global 365
ip igmp snooping VLAN 366
ip igmp snooping fast-leave 367
ip igmp snooping mrouter 368
ip igmp snooping mrouter discovery 369
ip igmp snooping mrouter discovery extension 371
ip igmp snooping mrouter logging 372
ip igmp snooping querier 373
ip igmp snooping query-interval 374
21 MLD snooping 375
ipv6 mld snooping global 376
ipv6 mld snooping VLAN 377
ipv6 mld snooping mrouter 378
ipv6 mld snooping querier 379
5 IP 380
22 IPv4 380
arp 381
arp max-send-count 383
arp send-interval 384
arp timeout 385
ip address 386

17



ip mtu 388

ip route 389

23 IPv6 391
ipv6 address 392
ipv6 enable 394
ipv6 icmp error-interval 395
ipv6 nd accept-ra 396
ipv6 neighbor 398
ipv6 route 400

24 402
interface loopback 403

ip address loopback 404
ipv6 address loopback 405

25 DHCP 406
client-name 407
default-router 408
dns-server 409
domain-name 410
hardware-address 411
host 412

ip dhcp dynamic-dns-update 414

ip dhcp excluded-address 415

ip dhcp key 416

ip dhcp pool 417

ip dhcp zone 418
lease 420
max-lease 422
netbios-name-server 424
netbios-node-type 425
network 426
service dhcp 428

6 QoS 429

26 / 429
flow detection mode 430

27 432
433

access-list 442

18



deny ip access-list extended 449
deny ip access-list standard 455
deny ipv6 access-list 457
deny mac access-list extended 462
ip access-group 465
ip access-list extended 467
ip access-list resequence 469
ip access-list standard 471
ipv6 access-list 472
ipv6 access-list resequence 473
ipv6 traffic-filter 474
mac access-group 476
mac access-list extended 478
mac access-list resequence 479
permit ip access-list extended 480
permit ip access-list standard 486
permit ipv6 access-list 488
permit mac access-list extended 493
remark 496
28 QoS 497
498

ip gos-flow-group 507
ip gos-flow-list 509
ip gos-flow-list resequence 510
ipv6 gos-flow-group 511
ipv6 qos-flow-list 513
ipv6 qos-flow-list resequence 514
mac gos-flow-group 515
mac gos-flow-list 517
mac gos-flow-list resequence 518
gos ip qos-flow-list 519
gos ipv6 qos-flow-list 526
gos mac gos-flow-list 532
(os-gqueue-group 536
gos-queue-list 537
remark 539
system queue-length-mode 540
traffic-shape rate 541

19



7 2 544

29 2 544
2 545

authentication arp-relay 546
authentication auto-logout strayer 547
authentication force-authorized enable 548
authentication force-authorized vlan 549
authentication ip access-group 550
authentication logout linkdown 551
authentication mac access-group 552
authentication max-user global 553
authentication max-user interface 554
authentication native vlan 555
authentication radius-server dead-interval 556
30 IEEE802.1X 557
aaa accounting dot1x default 558
aaa authentication dotlx default 559
dotlx auto-logout 560
dotlx ignore-eapol-start 561
dotlx logging enable 562
dotlx loglevel 563
dotlx max-req 565
dotlx max-supplicant 566
dotlx multiple-authentication 567
dotlx multiple-hosts 568
dotlx port-control 569
dotl1x radius-server host 571
dotlx reauthentication 573
dotlx supplicant-detection 574
dotlx system-auth-control 576
dotlx timeout keep-unauth 577
dotlx timeout quiet-period 578
dotlx timeout reauth-period 579
dotlx timeout server-timeout 580
dotlx timeout supp-timeout 581
dotlx timeout tx-period 582
31 Web 583
584

aaa accounting web-authentication default start-stop group radius 586

20



aaa authentication web-authentication default group radius 587

web-authentication auto-logout 588
web-authentication connection-pool level 589
web-authentication html-fileset 590
web-authentication ip address 591
web-authentication jump-url 593
web-authentication logging enable 594
web-authentication logout ping tos-windows 595
web-authentication logout ping ttl 596
web-authentication logout polling count 597
web-authentication logout polling enable 599
web-authentication logout polling interval 601
web-authentication logout polling retry-interval 603
web-authentication max-timer 605
web-authentication max-user 606
web-authentication port 607
web-authentication radius-server host 608
web-authentication redirect enable 610
web-authentication redirect-mode 611
web-authentication ssl connection-timeout 612
web-authentication static-vlan max-user 613
web-authentication system-auth-control 614
web-authentication user replacement 615
web-authentication web-port 616
32 MAC 618
619

aaa accounting mac-authentication default start-stop group radius 620
aaa authentication mac-authentication default group radius 621
mac-authentication auth-interval-timer 622
mac-authentication auto-logout 623
mac-authentication dotlg-vlan force-authorized 624
mac-authentication dynamic-vlan max-user 625
mac-authentication id-format 626
mac-authentication logging enable 628
mac-authentication login-failed-logging disable 629
mac-authentication max-timer 630
mac-authentication password 631
mac-authentication port 632
mac-authentication radius-server host 633
mac-authentication static-vlan max-user 635

21



mac-authentication system-auth-control 636

mac-authentication timeout reauth-period 637
mac-authentication vlan-check 638
33 639
authentication multi-step 640
8 641
34 DHCP snooping 641
ip arp inspection limit rate 642
ip arp inspection trust 643
ip arp inspection validate 644
ip arp inspection vlan 646
ip dhcp snooping 648
ip dhcp snooping database url 649
ip dhcp snooping database write-delay 651
ip dhcp snooping information option allow-untrusted 652
ip dhcp snooping limit rate 653
ip dhcp snooping logging enable 654
ip dhcp snooping loglevel 655
ip dhcp snooping trust 657
ip dhcp snooping verify mac-address 658
ip dhcp snooping vlan 659
ip source binding 661
ip verify source 663
9 664
35 664
switchport backup flush-request transmit 665
switchport backup interface 666
switchport backup mac-address-table update exclude-vlan 668
switchport backup mac-address-table update transmit 670
switchport backup reset-flush-port 671
switchport backup reset-flush-time 672
switchport-backup startup-active-port-selection 673
10 674

22



36 L2 674

loop-detection 675
loop-detection auto-restore-time 677
loop-detection enable 678
loop-detection hold-time 679
loop-detection interval-time 680
loop-detection threshold 681
37 682
storm-control 683
11 687
38 687
monitor session 688
39 sFlow 691
sflow destination 692
sflow extended-information-type 693
sflow forward egress 695
sflow forward ingress 696
sflow max-header-size 697
sflow max-packet-size 698
sflow packet-information-type 699
sflow polling-interval 700
sflow sample 701
sflow source 703
sflow url-port-add 704
sflow version 705
40 IEEE802.3ah/UDLD 706
efmoam active 707
efmoam disable 708
efmoam udld-detection-count 709
41 CFM 710
domain name 711
ethernet cfm cc alarm-priority 713
ethernet cfm cc alarm-reset-time 715
ethernet cfm cc alarm-start-time 717
ethernet cfm cc enable 719
ethernet cfm cc interval 720
ethernet cfm domain 722

23



ethernet cfm enable global 724
ethernet cfm enable interface 725
ethernet cfm mep 726
ethernet cfm mip 728
ma hame 729
ma vlan-group 731
42 LLDP 733
lIdp enable 734
lIdp hold-count 735
lldp interval-time 736
lldp management-address 737
lIdp run 738
12 739
43 739
43.1 740
43.1.1 740
43.1.2 741
43.1.3 RADIUS/TACACS+ 743
43.1.4 SSH 743
43.1.5 DNS 743
43.1.6 743
43.1.7 744
43.1.8 SNMP 744
43.1.9 744
43.1.10 745
43.1.11 746
43.1.12 MAC 746
43.1.13 VLAN 746
43.1.14 749
43.1.15 Ring Protocol 749
43.1.16 IGMP snooping 751
43.1.17 MLD snooping 751
43.1.18 IPv4 752
43.1.19 IPv6 753
43.1.20 DHCP 754
43.1.21 / 754
43.1.22 755
43.1.23 QoS 756
43.1.24 2 757

24



43.1.25 |IEEE802.1X 758

43.1.26 Web 759
43.1.27 MAC 760
43.1.28 DHCP snooping 761
43.1.29 761
43.1.30 762
43.1.31 762
43.1.32 sFlow 763
43.1.33 CFM 763
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11

1 (config) # enable
# configure

2 (config-line) (config)# line vty
(config)# line console

3 (config-if) (config)# interface gigabitethernet
(config)# interface tengigabitethernet
(config)# interface port-channel

VLAN (config)# interface vlan

(config)# interface loopback

4 (config-if-range) (config)# interface range gigabitethernet
(config)# interface range tengigabitethernet
(config)# interface range port-channel

VLAN (config)# interface range vlan

5 (config-vlan) VLAN (config)# vlan

6 (config-mst) (config)# spanning-tree mst configuration

7 (config-axrp) Ring Protocol (config)# axrp

8 (config-ext-nacl) IPv4 (config)# ip access-list extended

9 (config-std-nacl) IPv4 (config)# ip access-list standard

10 | (config-ipv6-acl) IPv6 (config)# ipv6 access-list

11 | (config-ext-macl) MAC (config)# mac access-list extended

12 | (config-ip-qos) IPv4 QoS (config)# ip qos-flow-list

13 | (config-ipv6-qos) IPv6 QoS (config)# ipv6 qos-flow-list

14 | (config-mac-qos) MAC QoS (config)# mac qos-flow-list

15 | (dhcp-config) DHCP (config)# ip dhcp pool

16 | (config-view) view (config)# parser view

17 | (config-ether-cfm) MA (config)# ethernet cfm domain

18 | (config-applet) (config)# event manager applet <applet name>

28



1-2

1 ip access-list standard inbound1
1 2 ip host telnet-host 192.168.1.1
IPv4 4 1 10 192.168.0.14
255.255.255.0
IPv4 1Pv4 255.255.0.0
IPv6 2 16 3ffe:501:811:ff03::87ff:fed0:c7e0
add /remove switchport trunk allowed vlan add
100,200-210
add switchport trunk allowed vlan remove
100,200-210
remove switchport isolation interface add
gigabitethernet 1/0/1-3,
tengigabitethernet 1/0/27-28
switchport isolation interface remove
gigabitethernet 1/0/1-3,
tengigabitethernet 1/0/27-28
[ ]
1-3
0x20 0 0x30 @ 0x40 p 0x50 : 0x60 p 0x70
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
" 0x22 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 s 0x73
$ 0x24 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75
& 0x26 6 0x36 F 0x46 \% 0x56 f 0x66 Y 0x76
' 0x27 7 0x37 G 0x47 w 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x29 9 0x39 | 0x49 Y 0x59 i 0x69 y 0x79
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* 0x2A 0x3A J Ox4A A 0x5A j Ox6A z Ox7A
+ 0x2B ; 0x3B K 0x4B [ 0x5B k 0x6B { 0x7B
, 0x2C < 0x3C L 0x4C ¥ 0x5C | 0x6C | 0x7C
- 0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D
0x2E > 0x3E N Ox4E n 0x5E n Ox6E ~ OX7E
/ Ox2F ? 0x3F (0] Ox4F _ 0x5F 0 Ox6F ---
° ?  Ox3F Ctrl + V
1-4
" 0x22
$ 0x24
' 0x27
; 0x3B
¥ 0x5C
0x60
0x7B
0x7D
access-list 10 remark "mail:xx@xx %tokyo"
m <switch no.> <nif no.> <port no.>
<switch no.> <nif no.> <port no.>
1-5 <switch no.> <nif no.> <port no.>
<switch no.> <nif no.> <port no.>
1P8800/S2340-16T4X 1 0 1 20
1P8800/S2340-24T4X 1 30
1P8800/S2340-24TH4X 1 30
1P8800/S2340-48T4X 1 54
1P8800/S2340-24P4X 1 30
1P8800/S2340-24PH4X 1 30
1P8800/52340-48P4X 1 54
1P8800/52340-16P8MP2X 1 26

30



1-6 <switch no.> <nif no.> <port no.> PoE
<switch no.> <nif no.> <port no.>
1P8800/S2340-24P4X 1 0 1 24
1P8800/S2340-24PH4X 1 24
1P8800/S2340-48P4X 1 48
1P8800/S2340-16P8MP2X 1 24
m <interface id list>
<interface id list> - ,
[]
<switch no.> <nif no.> <port no.>
[ ]
gigabitethernet <switch no.>/<nif no.>/<port no.>[-<port no.>]
e 10
tengigabitethernet <switch no.>/<nif no.>/<port no.>[-<port no.>]
gigabitethernet 1/0/1-2, gigabitethernet 1/0/5, tengigabitethernet 1/0/27-28
m <channel group number>
<channel group number>
1-7 <channel group number>
1 1 120
m <vlan id>
<vlan id> 1 4094
m <vlan id list>
<vlan id list> - , VLAN ID
VLAN ID <vlan id> <vlan id list>
<vlan id list>
add/remove VLAN <vlan id list>
1-3,5,10

switchport trunk allowed vlan 100,200,300

switchport trunk allowed vlan add 400,500

<interface type> <interface number>

31



1-8
<interface type> <interface number>
gigabitethernet <switch no.>/<nif no.>/<port no.>
tengigabitethernet <switch no.>/<nif no.>/<port no.>
port-channel <channel group number>
VLAN vlan <vlan id>
loopback 0
[
1-8
[ ]
[ ]
e VLAN

interface range <interface type> <interface number>

8

interface range gigabitethernet 1/0/1-3
interface range gigabitethernet 1/0/1-3, gigabitethernet 1/0/11-13

interface range vlan 1-100

1-9

<message type>

<event kind>

key

rsp

SI's

err

evt

aut

O I N |0 | WIN |-

dsn
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ftp-server

ftp
IPv4 IPVv6
config-line telnet

ftp-server

no ftp-server

(config)

ftp

1. config-line ftp
1Pv4 IPv6

34



line console

config-line

line console 0

no line console

(config)

CONSOLE RS232C

35

CONSOLE RS232C



line vty

telnet SSH

line vty 0 <number>

no line vty

(config)

<number>

telnet SSH

16
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speed

CONSOLE RS232C

RS232C

speed <number>

no speed

(config-line)

<number>
CONSOLE RS232C bit/s
1.
CONSOLE RS232C 115200bit/s

2400 4800 9600 19200

CONSOLE RS232C 115200bit/s

CONSOLE RS232C

1. CONSOLE RS232C
CONSOLE RS232C

37

CONSOLE RS232C
CONSOLE



transport input

telnet SSH

transport input {telnet | ssh | all | none}

no transport input

(config-line)

{telnet | ssh | all | none}
telnet
telnet
ssh
SSH

all

none

telnet SSH ip ssh

1. SSH

38

ip ssh



ftp

39

ftp-server



40



end

end

end

3-1 end

Unsaved changes found! Do you exit "configure™ without
save ? (y/n):

end
save

3. Ctrl C

41

save



Logical inconsistency occurred.
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quit exit

quit exit

quit  exit

3-2 quit exit

Unsaved changes found! Do you exit "configure" without
save ? (y/n):

n’ quit exit
save

quit  exit

save
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Ctrl

Logical inconsistency occurred.
end

C
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save write

save [<file name>] [debug]

write [<file name>] [debug]

<file name>
[ ]
[ ]
URL
e FTP

ftp://[<user name>[:<password>]@]<host>[:<port>]/<file path>
e TFTP
tftp://<host>[:<port>]/<file path>

startup-
config

debug

Data transfer failed.
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save

3-3 save

Configuration file already exist. Configuration file save to save
<file name>? (y/n): Ty " on”
Configuration file save to <file name>? (y/n): save Ty

end

/config/system.cnf
/config/system.cnf

1.
exit
2.
3. status
4,
show flash
5. MC

update mc-configuration

2MB

update mc-configuration

update mc-configuration
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show

show [ <command> [ <parameter>1] ]

<command>

<parameter>

<vlan id>

<access list name>

47

copy



status
status
status
3-4 status
File name running-
config " running-config”
Last modified time
Not modified
<Date> by <User> (not modified)
save <Date> by <User> (not saved)
save <Date> by <User> (saved)
Buffer Total
Available
Fragments
Login user
“ edit”
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top

top

50



RADIUS/TACACS+

A

RADIUS/TACACS+

51



4 RADIUS/TACACS+

aaa accounting commands

aaa accounting commands { 15 | 0-15 } default { start-stop | stop-only } [ broadcast ] group tacacs+

no aaa accounting commands

(config)

{15] 0-15}

15

0-15

{start-stop | stop-only}

start-stop

stop-only

broadcast

tacacs-server host 4

group tacacs+

52



RADIUS/TACACS+

TACACS+

53



4 RADIUS/TACACS+

aaa accounti Nng exec

aaa accounting exec default { start-stop | stop-only } [ broadcast ] { group radius | group tacacs+ }

no aaa accounting exec

(config)

{start-stop | stop-only}

start-stop

stop-only

broadcast

radius-server host tacacs-server host

4

{group radius | group tacacs+}

group radius
RADIUS
group tacacs+

TACACS+
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RADIUS/TACACS+
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4 RADIUS/TACACS+

aaa authentication enable

enable

authentication enable end-by-reject

aaa authentication enable default <method> [<method> [<method>] ]

no aaa authentication enable

(config)

default <method> [<method> [<method>] ]
enable
<method> method
group radius
RADIUS
group tacacs+
TACACS+

enable

1. group radius group tacacs+
RADIUS/TACACS+
enable

56

<method>

aaa



4 RADIUS/TACACS+

aaa authentication enable attribute-user-per-method

enable

e RADIUS User-Name $enabl5$
e TACACS+ User

aaa authentication enable attribute-user-per-method

no aaa authentication enable attribute-user-per-method

(config)

enable admin

1. RADIUS/TACACS+

57



4 RADIUS/TACACS+

aaa authentication enable end-by-reject

enable
aaa authentication enable

aaa authentication enable end-by-reject

no aaa authentication enable end-by-reject

(config)

aaa authentication enable

1. aaaauthentication enable
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4 RADIUS/TACACS+

aaa authentication login

aaa authentication login end-by-reject

aaa authentication login default <method> [<method> [<method>] ]

no aaa authentication login

(config)

default <method> [<method> [<method>] ]

<method>

<method> method
group radius

RADIUS
group tacacs+

TACACS+
local

1. group radius group tacacs+

RADIUS/TACACS+

local

59



4 RADIUS/TACACS+

aaa authentication login console

RS232C aaa authentication login

aaa authentication login console

no aaa authentication login console

(config)
RS232C
1. RADIUS/TACACS+ aaa authentication login
2. aaa authentication login local
RADIUS/TACACS+ RS232C
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4 RADIUS/TACACS+

aaa authentication login end-by-reject

aaa
authentication login

aaa authentication login end-by-reject

no aaa authentication login end-by-reject

(config)

aaa authentication login

1. aaa authentication login
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4 RADIUS/TACACS+

aaa authorization commands

RADIUS TACACS+
logout exit quit disable end setterminal show whoami
who amii
e RADIUS TACACS+
° username view-class

username view parser view commands exec

aaa authorization commands default <method> [<method> [<method>] ]

no aaa authorization commands

(config)

default <method> [<method> [<method>] ]

<method>
<method> method
group radius
RADIUS
group tacacs+
TACACS+
local
1. aaa authentication login RADIUS TACACS+
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ami

e RADIUS

class

RADIUS/TACACS+

aaa authentication login

logout exit quit disable end setterminal

TACACS+

username view

63

show whoami

username view-

who



4 RADIUS/TACACS+

aaa authorization commands console

RS232C aaa authorization commands

aaa authorization commands console

no aaa authorization commands console

(config)

RS232C

1. aaa authorization commands

2. RS232C
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4 RADIUS/TACACS+

banner
console telnet ftp SSH
ftp
4-1
login login-ftp console telnet ftp SSHv1 SSHv2
A A A A
A disable A A
A B A B A
B B
4-2
motd motd-ftp console telnet ftp SCP SFTP
SSHv1
SSHv2 SSHv1
SSHv2
A A A A
A disable A A
A B A B A
B B

banner login { {encode "<encoded message>"} | plain-text }
banner login-ftp { {encode "<encoded message>"} | plain-text | disable }
banner motd { {encode "<encoded message>"} | plain-text }

banner motd-ftp { {encode "<encoded message>"} | plain-text | disable }

no banner [{motd | motd-ftp | login | login-ftp }]

(config)
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RADIUS/TACACS+

login
console telnet ftp SSH

plain-text

--- Press CTRL+D or only "." on last line ---

CTRL+D

encode

show banner {motd | motd-ftp | login | login-ftp } plain-text

1.
2.
720
3.
show banner {motd | motd-ftp | login | login-ftp } plain-text
CTRL+C
1
CTRL+D
CTRL+C
BS ASCII 0x08 "H
encode "'<encoded message>"*
BASE64
plain-text
show banner {motd | motd-
ftp | login | login-ftp } plain-text
1.
2.
BASE64 " 960
3.

show banner {motd | motd-ftp | login | login-ftp } plain-text

66



RADIUS/TACACS+

login-ftp
ftp
login
plain-text

encode "'<encoded message>"

encode
disable

login

motd

BASE64

ftp

telnet console ftp

plain-text

encode "'<encoded message>""

encode
motd-ftp

ftp
motd

plain-text

encode "'<encoded message>""

login  encode
disable

motd

BASE64

BASE64

ftp

67

ftp

login  plain-text

login

login  plain-text

login

ftp

login  plain-text



RADIUS/TACACS+

show banner {motd | motd-ftp | login | login-ftp } plain-text

68



4 RADIUS/TACACS+

commands exec

40

commands exec {include | exclude} all <command>

no commands exec {include | exclude} all <command>

(config-view)

{include | exclude}

include exclude

all <command>

50 "

()
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50

RADIUS/TACACS+

70

40



4 RADIUS/TACACS+

Ip access-group

IPv4
telnet ftp SSH
ip access-group  ipv6 access-class 128
ip access-group {<access list number>|<access list name>} in
no ip access-group {<access list number>|<access list name>}
(config-line)
{<access list number>]<access list name>}
IPv4 ip access-list standard access-list  IPv4
1.
2.
<access list number> 1 99 1300 1999 10
<access list name> 31
IPv4
1 telnet ftp SSH
2. ftp ftp-server
3. SSH ip ssh
4. ip access-group IPv4
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RADIUS/TACACS+

1Pv4
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4 RADIUS/TACACS+

Ipv6 access-class

IPv6
telnet ftp SSH

ip access-group  ipv6 access-class 128

ipv6 access-class <access list name> in

no ipv6 access-class <access list name>
(config-line)
<access list name>

IPv6 ipv6 access-list

1.

2.

31
IPv6

1. telnet ftp SSH
2. fip ftp-server
3. SSH ip ssh
4. ipv6 access-class IPv6
5 IP
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4 RADIUS/TACACS+

parser view

view

20

parser view <view name>

no parser view <view name>

(config)

<view name>

31

74

config-



4 RADIUS/TACACS+

radius-server host

RADIUS

radius-server host {<ipv4 address> | <ipv6 address> [interface vlan <vlan id>] | <host name>} [auth-port
<port>] [acct-port <port>] [timeout <seconds>] [retransmit <retries>] [key <string>] [{auth-only | acct-only}]

no radius-server host {<ipv4 address> | <ipv6 address> [interface vlan <vlan id>] | <host name>}

(config)

{<ipv4 address> | <ipv6 address> [interface vlan <vlan id>] | <host name>}
<ipv4 address>
RADIUS IPv4

<ipv6 address> [interface vlan <vlan id>]

RADIUS IPv6
interface
e interface vlan <vlan id>
<vlanid> interface vlan VLAN ID
<host name>
RADIUS 64
1.
2.
IPv4 IPv6
IPv6
key <string>
RADIUS RADIUS RADIUS
RADIUS
1.
radius-server key RADIUS
RADIUS
2.

75



RADIUS/TACACS+

auth-port <port>

RADIUS
1.
1812
2.
1 65535
acct-port <port>
RADIUS
1.
1813
2.
1 65535

{auth-only | acct-only}
RADIUS

RADIUS
RADIUS

authentication

RADIUS

retransmit <retries>
RADIUS
1.

radius-server retransmit

0 15
timeout <seconds>
RADIUS

1.

radius-server timeout

RADIUS RADIUS

76

auth-only
acct-only
accounting



RADIUS/TACACS+

RADIUS 4

RADIUS
RADIUS

key radius-server key RADIUS
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4 RADIUS/TACACS+

radius-server key

RADIUS
radius-server key <string>
no radius-server key
(config)
<string>
RADIUS RADIUS
RADIUS
1.
2.
64
1. radius-server host key

78

RADIUS



4 RADIUS/TACACS+

radius-server retransmit

RADIUS

radius-server retransmit <retries>

no radius-server retransmit
(config)
<retries>

RADIUS

1.

2.

0 15

RADIUS 3
1. radius-server host retransmit
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4 RADIUS/TACACS+

radius-server timeout

radius-server timeout <seconds>

no radius-server timeout

(config)

<seconds>

RADIUS

RADIUS

1. radius-server host

RADIUS

timeout

80



4 RADIUS/TACACS+

tacacs-server host

TACACS+

tacacs-server host {<host name> | <ip address>} [key <string>] [port <port>] [timeout <seconds>] [{auth-only |
acct-only}]

no tacacs-server host {<host name> | <ip address>}

(config)

{<host name> | <ip address>}

TACACS+ IPv4
1.
2.
1Pv4
64

key <string>

TACACS+
TACACS+

1

tacacs-server key TACACS+
2.

64 "

" ' -
port <port>
TACACS+ TCP
1.
49

2.

1 65535

timeout <seconds>

TACACS+
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RADIUS/TACACS+

tacacs-server timeout

1 30

{auth-only | acct-only}

TACACS+
auth-only TACACS+
acct-only TACACS+
1.
TACACS+
2.
TACACS+ TACACS+
1. TACACS+ 4
2. TACACS+
TACACS+

82

authentication

accounting



4 RADIUS/TACACS+

tacacs-server key

TACACS+

tacacs-server key <string>

no tacacs-server key

(config)
<string>

TACACS+

TACACS+
1.
2.
64

1. tacacs-server host key
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4 RADIUS/TACACS+

tacacs-server timeout

TACACS+

tacacs-server timeout <seconds>

no tacacs-server timeout

(config)

<seconds>

TACACS+

TACACS+

1. tacacs-server host timeout
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4 RADIUS/TACACS+

username

20

username <user name> exec-timeout <minutes>

username <user name> terminal-pager {enable | disable}

username <user name> terminal-help {all | no-utility}

username <user name> view <view name>

username <user name> view-class {root | allcommand | noconfig | nomanage | noenable}

No username <user name>

No username <user name> exec-timeout
no username <user name> terminal-pager
Nno username <user name> terminal-help
No username <user name> view

no username <user name> view-class

(config)

<user name>

16

exec-timeout terminal-pager
default_user

exec-timeout <minutes>

60

terminal-help
default_user

set exec-timeout
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RADIUS/TACACS+

0 60

terminal-pager {enable | disable}

enable

disable

enable

terminal-help {all | no-utility}

all
no-utility
1.

all
2.

view <view name>

parser view
1.
2.

31

set terminal pager

set terminal help

view-class {root | allcommand | noconfig | nomanage | noenable}

\ol.1

86

root allcommand

8-10

noconfig

nomanage noenable



RADIUS/TACACS+

1. default_user 20

2. default_user

default_user  exec-timeout 0 staff terminal-pager
terminal-help staff exec-timeout
60
3. set exec-timeout set terminal pager set terminal help

87



5 SSH

O s

88



5 SSH

ip ssh

SSH SSH
line vty SSH
line vty

group  ipv6 access-class transport input

ip ssh

no ip ssh
(config)
SSH SSH
1. SSH line vty
2. line vty SSH

line vty

access-group  ipv6 access-class transport input

3. SSH ip ssh version
SSH SSH

89

ip access-



5 SSH

ip ssh authentication

SSH

ip ssh authentication {publickey | password}

no ip ssh authentication

(config)

{publickey | password}
publickey
password

1.

90



5 SSH

ip ssh authkey

SSH

20

ip ssh authkey <user name> <authentication key name>

{"<public key>" | load-key-file <file name>}

no ip ssh authkey <user name> <authentication key name>

(config)

<user name>
SSH
1.

16

<authentication key name>

10

{""<public key>" | load-key-file <file name>}

""'<public key>""

load-key-file <file name>

91

adduser

14



5 SSH

"<public key>" 1
| |
load-key-file <file name> sftp scp ftp
1.
adduser
2. .ssh
.ssh
.ssh SSH

92



5 SSH

ip ssh ciphers

SSHv2 SSHv2

ip ssh ciphers <encryption algorithm> [<encryption algorithm> [ ...]]

no ip ssh ciphers

(config)

<encryption algorithm> [<encryption algorithm>[ ... 1]

<encryption algorithm>

aes128-gcm@openssh.com  aes256-gcm@openssh.com  aes128-ctr aes192-ctr aes256-ctr
arcfour256 arcfourl28 arcfour aesl28-chc aes192-cbc aes256-cbc 3des blowfish

SSHv2 aes128-gcm@openssh.com  aes256-
gcm@openssh.com  aes128-ctr aesl192-ctr aes256-ctr arcfour256 arcfourl28 arcfour aes128-cbc aes192-
cbc aes256-cbc  3des blowfish

1. SSHv1 3des  blowfish
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5 SSH

ip ssh key-exchange

SSHv2 SSHv2

ip ssh key-exchange <key exchange algorithm> [<key exchange algorithm>[ ... ]]

no ip ssh key-exchange

(config)

<key exchange algorithm> [<key exchange algorithm>1[...]]

<key exchange algorithm>

ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-hellman-group16-sha512 diffie-
hellman-group14-sha256 diffie-hellman-group-exchange-shal diffie-hellman-group14-shal diffie-
hellman-groupl-shal

SSHv2 ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-
hellman-group16-sha512 diffie-hellman-group14-sha256 diffie-hellman-group-exchange-shal diffie-hellman-
groupl4-shal diffie-hellman-group1-shal

1. SSHv1
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5 SSH

ip ssh macs

SSHv2 SSHv2

ip ssh macs <mac algorithm> [<mac algorithm>[ ...]]

no ip ssh macs

(config)

<mac algorithm> [<mac algorithm>[ ... 1]

<mac algorithm>

1.
2.
hmac-sha2-256 hmac-sha2-512 hmac-md5 hmac-md5-96 hmac-shal hmac-shal-96
SSHv2 hmac-sha2-256 hmac-sha2-512 hmac-md5 hmac-
md5-96 hmac-shal hmac-shal-96
1. SSHv1
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5 SSH

ip ssh version

SSH SSH SSH

ip ssh version {1 | 2}

no ip ssh version

(config)

{112}

SSH 1 2
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NTP

6 NTP

97



6 NTP

clock timezone

UTC Coordinated Universal Time
set clock

clock timezone <zone name> <hours offset> [<minutes offset>]

no clock timezone

(config)

<zone name>

7
<hours offset>
uTC 10
1.

-12 -1 0 1 12

<minutes offset>

uTC 10
1.
0
2.
0 59
uTC
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NTP

99



6 NTP

ntp access-group

IPv4 NTP
50

ntp access-group {query-only | serve-only | serve | peer} {<access list number> | <access list name>}

no ntp access-group {query-only | serve-only | serve | peer}

(config)

{query-only | serve-only | serve | peer}
NTP
query-only
NTP
serve-only
NTP NTP
serve
NTP
peer

NTP

{<access list number> | <access list name>}

1Pv4

<access list number> 1 99 1300 1999 10
<access list name> 31

NTP

100



NTP

ntp peer ntp server ntp master ntp broadcast client 1Pv4
1.

2 IP

3. IP

peer - serve - serve-only — query-only

101



6 NTP

ntp authenticate

NTP

ntp authenticate

no ntp authenticate

(config)

NTP

ntp peer ntp server ntp master

ntp broadcast client

102



6 NTP

ntp authentication-key

10
ntp authentication-key <key id> md5 <value>
no ntp authentication-key <key id>
(config)
<key id>
10
1.
2.
1 65535
md5 <value>
1.
2.
30 ASCII
ntp peer ntp server ntp master ntp broadcast client
1 32
2. 65536

103



6 NTP

ntp broadcast

ntp peer

ntp server

NTP

10

ntp broadcast [version <number>] [key <key id>]

no ntp broadcast

(config-if)
VLAN

version <number>

NTP
1.
2.
1 2
key <key id>
1.
2.
1 65535

ntp peer ntp server

ntp master

key

ntp broadcast client

104

authentication-key

10



NTP

IPv4
1Pv4

IPv4

65536

105

NTP

ntp broadcast



6 NTP

ntp broadcast client

NTP
NTP
NTP

ntp broadcast client

no ntp broadcast client

(config)
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6 NTP

ntp broadcastdelay

NTP

ntp broadcastdelay <micro seconds>

no ntp broadcastdelay

(config)

<micro seconds>

1 999999

NTP 4000

ntp broadcast client

10

107



6 NTP

ntp master

NTP

ntp master [<stratum>]

no ntp master

(config)
<stratum>
stratum 10
1.
8
2.
1 15
1. NTP
10
2. stratum 16 stratum

108

15

10



6 NTP

ntp peer

NTP
NTP NTP

ntp broadcast ntp server 10

ntp peer <ip address> [version <number>] [key <key id>] [prefer]

no ntp peer <ip address>

(config)

<ip address>
IPv4
version <number>
NTP
1.

1 2 3
key <key id>

key  authentication-key

1 65535
prefer

prefer

109

10



NTP

1000
65536
NTP ntp peer prefer NTP
prefer stratum NTP

stratum NTP
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6 NTP

ntp server

NTP
ntp broadcast ntp peer 10

ntp server <ip address> [version <number>] [key <key id>] [prefer]

no ntp server <ip address>

(config)

<ip address>
IPv4
version <number>
NTP
1.

1 2 3
key <key id>

key  authentication-key

1 65535
prefer

prefer
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NTP

10



NTP

65536

ntp server prefer
prefer stratum
stratum

112



6 NTP

ntp trusted-key

ntp trusted-key <key id>

no ntp trusted-key <key id>

(config)

<key id>

1 65535

ntp peer ntp server ntp master

1. 65536

authentication-key

ntp broadcast client
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10
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DNS

I

114



7 DNS

ip domain lookup

DNS

no ip domain lookup

ip domain lookup

(config)

DNS
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7 DNS

ip domain name

DNS

ip domain name <domain name>

no ip domain name

(config)

<domain name>

1.
2.
63 R )"
no ip domain lookup ip domain lookup
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7 DNS

ip domain reverse-lookup

DNS IP

no ip domain reverse-lookup

ip domain reverse-lookup

(config)

DNS

1. DNS DNS

2. DNS traceroute  show ntp
associations
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7 DNS

ip host

1Pv4

ip host <name> <ip address>

no ip host <name>

(config)
<name>

IPv4

1.

2.

63
<ip address>
IPv4

1. localhost
2. IPv4 127 * **
3. IPv4 D E
4,

118
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7 DNS

ip name-server

DNS

ip name-server <ip address>

no ip name-server <ip address>

(config)

<ip address>

IPv4
no ip domain lookup ip domain lookup
1. DNS IP ip name-server
DNS
nslookup < > [<DNS
DNS IP
Server: (DNS )
Address: (DNS 1P )
Name: (
Address: ( IP )
DNS IP

nslookup: can"t resolve "<

DNS
DNS
telnet

nslookup
IP >]

119

DNS



DNS

127> **
D
AAAA
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ipv6 host

IPv6 20

ipv6 host <name> <ipv6 address>

no ipv6 host <name>

(config)

<name>
IPv6
1.

63

<ipv6 address>

IPv6

1. localhost
2.
3. ipv6 host ip host ip host
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switch provision

switch <switch no.> provision {2340-16t4x | 2340-24t4x | 2340-24th4x | 2340-48t4x | 2340-24p4x | 2340-24ph4x
| 2340-48p4x | 2340-16p8mp2x}

(config)

<switch no.>

{2340-16t4x | 2340-24t4x | 2340-24th4x | 2340-48t4x | 2340-24p4x | 2340-24ph4x | 2340-48p4x | 2340-
16p8mp2x}

2340-16t4x
1P8800/S2340-16T4X
2340-24t4x
1P8800/S2340-24T4X
2340-24th4x
1P8800/S2340-24TH4X
2340-48t4x
1P8800/S2340-48T4X
2340-24p4x
1P8800/S2340-24P4X
2340-24ph4x
1P8800/S2340-24PH4X
2340-48p4x
1P8800/S2340-48P4X
2340-16p8mp2x
1P8800/S2340-16P8MP2X
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system fan mode

system fan mode <mode>

no system fan mode

(config)
<mode>
1 2
1
2
1.
2.
1 2
1
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system |2-table mode

2 MAC

system I2-table mode <mode>

no system I12-table mode

(config)

<mode>
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system memory-soft-error

Switch processor

system memory-soft-error log

no system memory-soft-error log

(config)

log
Switch processor

1.

Switch processor
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system recovery

no system recovery

system recovery

(config)
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system temperature-warning-level

system temperature-warning-level <temperature>

no system temperature-warning-level

(config)

<temperature>

50 75
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system zero-touch-provisioning

system zero-touch-provisioning

no system zero-touch-provisioning

(config)
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system zero-touch-provisioning vlan

VLAN

system zero-touch-provisioning vlan <vlan id>

no system zero-touch-provisioning vlan

(config)

vlan <vlan id>

VLAN

132
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eee enable

EEE
e 10BASE-T/100BASE-TX/1000BASE-T
e 100BASE-TX/1000BASE-T/2.5GBASE-T
SFP SFP+/SFP 1000BASE-T

eee enable

no eee enable

(config-if)

EEE

2. 100BASE-TX 1000BASE-T

134
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logging email

E-Mail E-Mail

logging email <e-mail address>

no logging email <e-mail address>

(config)

<e-mail address>

E-Mail

1.

2.

255

1. logging email-server SMTP
2. DNS
3. SMTP
4. E-Mail
5 IP

IP IP

136
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logging email-event-kind

E-Mail

logging email-event-kind <event kind>

no logging email-event-kind <event kind>

(config)

<event kind>

1.
2.
3
evt err
1. E-Mail E-Mail
2. evt err
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logging email-from

E-Mail E-Mail

logging email-from <e-mail address>

no logging email-from

(config)

<e-mail address>

E-Mail
1.
2.
255
E-Mail <nobody> hostname
1. E-Mail E-Mail E-mail
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logging email-interval

E-Mail

logging email-interval <seconds>

no logging email-interval

(config)

<seconds>
E-Mail
1.

1 3600

E-Mail 1

1. E-Mail E-Mail
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logging email-server

E-Mail SMTP

logging email-server {<host name> | <ip address>} [port <port number>]

no logging email-server {<host name> | <ip address>}

(config)

{<host name> | <ip address>}

SMTP IP
1.
2.
<host name>
64
<ip address>
IPv4
port <port number>
SMTP
1.
25
2.
0 1 65535
0
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N oo g &~ »w

SMTP IP

IPv4 SMTP

localhost

1Pv4 127.***

IPv4
E-Mail
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E-Mail

ipv6 host
E-Mail

SMTP
SMTP

IPv6
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logging event-kind

syslog

logging event-kind <event kind>

no logging event-kind <event kind>

(config)

<event kind>

1.
2.
3
evt err
1. host
2. evt err
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logging facility

syslog

logging facility <facility>

no logging facility

(config)

<facility>
syslog
1.

local0 locall local2 local3 local4 local5 localé local7

logging host facility

local0

1. host
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logging host

20

logging host { <host name> | <ip address> | <ipv6 address>} [no-date-info] [version <version id>] [failicity
<facility>] [severity <level>]

no logging host { <host name> | <ip address> | <ipv6 address>}

(config)

{ <host name> | <ip address> | <ipv6 address>}

IPv4 IPv6
1.
2.
<host name> 64
<ip address> IPv4
<ipv6 address> IPv6
no-date-info
EVT ERR
1.2.2
1.
2.
version <version id>
syslog <versionid> 1 RFC5424
syslog
logging syslog-version
1.
RFC3164 syslog
2.
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1
facility <facility>

syslog
logging facility
1.
logging facility
2.

logging facility <facility>

severity <level>

syslog
logging trap
1.
logging trap
2.
logging trap <level> <keyword>
1. syslog syslog
syslog
2. IP syslog IP
IP
3. localhost
4.
5. IPv4 127.%%*
6. IPv4 D E
7. IPv6
8. syslog
9. no-date-info

10. no-date-info
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logging syslog-dump

no logging syslog-dump

logging syslog-dump

(config)

1. Jusr/var/log/system.log lusr/var/log/error.log
2. syslog

3.

4. clear logging
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logging syslog-version

syslog syslog

logging syslog-version <version id>

no logging syslog-version

(config)
<version id>

syslog <versionid> 1 RFC5424

syslog
1.
2.
1
logging host version
RFC3164 syslog
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logging trap

syslog

logging trap { <level> | <keyword> }

no logging trap

(config)

{ <level> | <keyword>}
syslog
1.

11-1

level

keyword

emergencies

alerts

critical

errors

warnings

notifications

information

~N(fojlga bW [N (L |O

debugging

logging host severity

6

information
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host

150



12 SNMP

12 SNMP
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12 SNMP

hostname

hostname <name>

no hostname

(config)
<name>
SNMP System [sysName]
SNMP  Set SNMP
Set
RFC1213  sysName
1.
2.
60 "
1. SNMP name contact location
SNMP

152
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12 SNMP

rmon alarm

RMON RFC1757

128

rmon alarm <number> <variable> <interval> {delta | absolute} rising-threshold <value> rising-event-index
<event no.> falling-threshold <value> falling-event-index <event no.> [owner string] [ startup_alarm

{ rising_falling | rising | falling } ]

no rmon alarm <number>

(config)

<number>

RMON
alarmindex

1.

1 65535
<variable>

MIB
alarmVariable

1.

MIB

TimeTicks Counter  Gauge

<interval>

1 4294967295

RFC1757

RFC1757

” 63
Integer

RFC1757  alarmlinterval
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SNMP

{ delta | absolute }

absolute
alarmSampleType
1.
2.
rising-threshold <value>
1.
2.
-2147483648 2147483647
rising-event-index <event no.>
event
alarmRisigEventindex
1.
2.
<event no.>
1 65535
falling-threshold <value>
1.
2.
-2147483648 2147483647
falling-event-index <event no.>
event
alarmFallingEventindex
1.
2.
<event no.>
1 65535
owner <string>
RFC1757  alarmOwner

delta

RFC1757

RFC1757  alarmRisingThreshold

RFC1757

event

RFC1757  alarmFallingThreshold

RFC1757

event
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1.
NULL
2.
24 "
" ‘ -
startup_alarm { rising_falling | rising | falling }
rising
falling
rising_falling
RFC1757
alarmstartUpAlarm
1.
rising_falling
2.
1. SNMP snmp-server community
SNMP
2. rising-event-index  falling-event-index
3. SNMP Set
128
alarm
4. SNMP RMON alarmTable  Set
5. alarm interval 60
alarm  MIB alarm
alarmStatus  MIB invalid(4) interval
60 alarm
6. interval 5. alarmStatus  valid(1) invalid(4)
valid(1) interval
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rmon collection history

RMON RFC1757

rmon collection history controlEntry <integer> [owner <owner name>] [buckets <bucket number>] [interval

<seconds>]

no rmon collection history controlEntry <integer>

(config-if)

<integer>
RFC1757
1.
2.
1 65535
owner <owner name>
RFC1757  historyControlOwner
1.
2.
24 "
buckets <bucket number>
RFC1757
historyControlBucketsRequested
1.
50
2.
1 65535
<bucket number> 51 65535 50
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SNMP

interval <seconds>

1.
1800
2.
1 3600
1. SNMP
SNMP
2.
history
3. SNMP

32

RMON historyControlTable

157

SNMP

Set

RFC1757

historyControlInterval

snmp-server community

Set



12 SNMP

rmon event

RMON RFC1757

rmon event <event no.> [log] [trap <community>] [description <string>] [owner <string>]

no rmon event <event no.>

(config)

<event no.>

RMON
eventindex

1.

1 65535
log

RFC1757  eventType
1.

trap <community>

SNMP RFC1757
1.

SNMP
2.

<community> 60

description <string>

RFC1757  eventDescription

158

<community>
eventType

RFC1757
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SNMP

79

owner <string>

RFC1757
1.
2.
24
1. SNMP
2. SNMP
IP
3. SNMP
SNMP
4.
5.
event
6. SNMP

eventOwner
SNMP
snmp-server community snmp-server host
SNMP snmp-server host
" rmon”
rising-event-index falling-event-index
SNMP

16

RMON eventTable  Set
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Set
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12 SNMP

snmp-server community

SNMP

snmp-server community <community> [{ ro | rw }] [{<access list number> | <access list name>}]

Nno snmp-server community <community>

(config)

<community>

SNMP
1.
2.

60 "

" ’ -
{ro]rw}
IP MIB
ro Get Request  GetNext Request rw

Get Request GetNext Request  Set Request
1.

ro
2.

{<access list number> | <access list name>}

{<access list number> | <access list name>}

1 1

1.

2.
<access list number> 1 99 1300 1999 10
<access list name> 31
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12 SNMP

1. snmpVacmMIB
® vacmSecurityName
e vacmGroupName $community

e vacmViewTreeFamilyViewName $all
snmp get vacmSecurityName

$private

32 33 $sec00
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12 SNMP

snmp-server contact

snmp-server contact <contact>

no snmp-server contact

(config)

<contact>

SNMP
[sysContact] SNMP
SNMP SNMP  Set

NULL

1. SNMP name contact location
SNMP

162

Set

System

RFC1213

sysContact

snmp-server Community



12 SNMP

snmp-server enginelD local

SNMP ID

snmp-server enginelD local <engineid string>

no snmp-server enginelD local

(config)

<engineid string>

SNMP ID
SNMP ID
1 4 0x80000000 OR
5 4
6 32 <engineid string>
SNMP ID snmp

> snmp get snmpEnginelD.0
Name: snmpEnginelD.0
Value:80 00 FF FF 04 73 6E 6D 70 5F 54 6F 6B 79 6F 31

1.
2.
27
SNMP ID

1 4 0x80000000 OR
5 128
6 9
10 13
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1. snmp-server user 50 snmp-server enginelD
local 20
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12 SNMP

snmp-server group

SNMP
SNMP
50

snmp-server view

snmp-server group <group name> v3 {noauth | auth | priv} [ read <view name>] [write <view name>] [notify

<view name>]

no snmp-server group <group name> v3 { noauth | auth | priv }

(config)

<group name>

SNMP
1.
2.

32

{ noauth | auth | priv }

noauth
auth

priv

read <view name>

Read
<view name>

GetRequest-PDU

SNMP

SNMP

PDU
Read SNMP MIB

165

SNMP
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SNMP

GetNextRequest-PDU
GetBulkRequest-PDU

Read

32

write <view name>

Write
<view name>
1.
Write
2.
32
notify <view name>
Notify
MIB
1.
Notify
2.
32

1. snmp-server view

166

s u

PDU SetRequest-PDU ~ SNMP
Write SNMP MIB
, ]
PDU SNMPv2-Trap-PDU
<view name> Notify SNMP MIB

s n

MIB Read

MIB

SNMP

Write
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Notify

167



12 SNMP

snmp-server host

SNMP
4

SNMP

snmp-server host <manager address> { traps | informs } <string> [version { 1 | 2c | 3 { noauth | auth | priv } }]
[snmp] [rmon] [air-fan] [power] [login] [memory] [system-msg] [temperature] [frame_error_snd]
[frame_error_rcv] [storm-control] [efmoam] [loop-detection] [cfm] [switchport-backup] [lIdp] [poe]

no snmp-server host <manager address>

(config)

<manager address>

SNMP IP
1.
2.
<manager address>  IPv4
{traps | informs}
SNMP SNMP
® traps
e informs
SNMP
1.
2.
<string>
SNMPv1 SNMPv2C SNMP
1.
2.
60
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12 SNMP

version {1 | 2c | 3 { noauth | auth | priv }}

SNMP SNMPv3
SNMP
12-1 SNMP
SNMP
version 1 SNMPv1
version 2c SNMPv2C
version 3 noauth SNMPv3
version 3 auth SNMPv3
version 3 priv SNMPv3
1.
version 1
2.

[snmp] [rmon] [air-fan] [power] [login] [memory] [system-msg] [temperature] [frame_error_snd]
[frame_error_rcv] [storm-control] [efmoam] [loop-detection] [cfm] [switchport-backup] [lldp] [poe]

SNMP
SNMP

12-2 SNMP

SNMP

snmp coldStart

warmStart

linkUp

linkDown

authenticationFailure

rmon risingAlarm
fallingAlarm
air-fan axsAirFanStopTrap
power axsPowerSupplyFailureTrap
login axsLoginSuccessTrap
axsLoginFailureTrap
axsLogoutTrap
memory axsMemoryUsageTrap
system-msg axsSystemMsgTrap
temperature axsTemperatureTrap

frame_error_snd

axsFrameErrorSendTrap

frame_error_rcv

axsFrameErrorReceiveTrap
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12 SNMP

SNMP

storm-control

axsBroadcastStormDetectTrap

axsMulticastStormDetectTrap

axsUnicastStormDetectTrap

axsBroadcastStormPortlnactivate Trap

axsMulticastStormPortInactivateTrap

axsUnicastStormPortInactivateTrap

axsBroadcastStormRecoverTrap

axsMulticastStormRecoverTrap

axsUnicastStormRecoverTrap

efmoam

axsEfmoamUdIdPortInactivateTrap

axsEfmoamLoopDetectPortInactivate Trap

loop-detection

axsL2ldLinkDown

axsL2ldLinkUp

axsL2ldLoopDetection

cfm

dotlagCfmFaultAlarm

switchport-backup

axsUIrChangeSecondary

axsUlIrChangePrimary

axsUIrActivePortDown

Ildp

IldpV2RemTablesChange

poe

pethPsePortOnOffNotification

pethMainPowerUsageOnNotification

pethMainPowerUsageOffNotification

snmp

coldStart warmStart

rmon

rmon

air-fan

power

login

memory

system-msg

temperature

frame_error_snd

ERR

SNMP

linkDown linkUp authenticationFailure ~ SNMP

SNMP
SNMP
SNMP
SNMP
SNMP
EVT SNMP
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1

2.

3.

SNMP
frame_error_rcv
SNMP
storm-control
SNMP
efmoam
SNMP
loop-detection
L2 SNMP
cfm
cC SNMP
switchport-backup
SNMP
lldp
LLDP
poe
1.
SNMP
2.
version 3 snmp-server user
version 3 <string>
poe PoE
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snmp-server informs

snmp-server host informs
SNMP

snmp-server informs [retries <retries>] [timeout <seconds>] [pending <pending>]

no snmp-server informs

(config)

retries <retries>

SNMP 0
1.

3
2.

0 100

timeout <seconds>

SNMP
1.
30
2.
1 1800

pending <pending>

SNMP
1.
25
2.
1 4500
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12 SNMP

snmp-server location

snmp-server location <location>

no snmp-server location

(config)
<location>
SNMP System
[sysLocation] SNMP  Set
SNMP SNMP  Set
RFC1213  sysLocation
1.
2.
60 "
" ’ -
NULL
1. SNMP name contact location snmp-server community
SNMP
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snmp-server traps

SNMP

snmp-server traps [{ limited_coldstart_trap | unlimited_coldstart_trap }] [link_trap_bind_info { private |
standard }] [system_msg_trap_level <level>] [agent-address <agent address>]

No snmp-server traps

(config)

{ limited_coldstart_trap | unlimited_coldstart_trap }

coldStart coldStart

12-3 coldStart

coldStart

limited_coldstart_trap

unlimited_coldstart_trap

VLAN IP
set clock
1.
limited_coldstart_trap
2.
link_trap_bind_info {private | standard}
linkDown  linkUp MIB
MIB
12-4 MIB
MIB
private (SNMPV1/SNMPv2C ) ifindex ifDescr ifType
standard (SNMPv1 ) ifIndex
(SNMPv2C ) ifindex ifAdminStatus ifOperStatus
1.
standard
2.
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system_msg_trap_level <level>

ERR EVT SNMP
10
SNMP
12-5
9
8
5 7 SOFTWARE
4
1 3
1.
9
2.
1 9
agent-address <agent address>
SNMPv1 agent address IPv4 Trap-
PDU agent address SNMPv1
SNMPv1
1.
interface loopback  IPv4
agent address
agent address ifIndex IPv4
VLAN IPv4

0.0.0.0

<agent address>  IPv4

0.0.0.0 255.255.255.255
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snmp-server user

SNMP snmp-server group

snmp-server host 50

12-6

2 HMAC-MD5 HMAC-SHA1 HMAC-SHA-256
HMAC-SHA-512

3 HMAC-MD5 HMAC-SHA1 HMAC-SHA-256 CBC-DES

CFB128-AES-128
HMAC-SHA-512

snmp-server user <user name> <group name> v3 [auth { md5 | sha | sha256 | sha512 } <authentication
password> [priv { des | aes128 } <privacy password>]]

Nno snmp-server user <user name>

(config)

<user name>

SNMP
1.
2.
32 "

<group name>

SNMP SNMP
1.
2

32 "
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v3 [auth { md5 | sha | sha256 | sha512 } <authentication password> [priv { des | aes128 } <privacy
password>]]

auth { md5 | sha | sha256 | sha512 } <authentication password>

md5 HMAC-MD5
sha HMAC-SHA1
sha256 HMAC-SHA-256
sha512 HMAC-SHA-512

priv { des | aes128 } <privacy password>

des CBS-DES
aes128 CFB128-AES-128
1.
auth
priv
2.
<authentication password> <privacy password> 8 32

1. snmp-server group
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snmp-server view

MIB MIB SNMP PDU Variable Bindings
ID MIB
ID
MIB snmp-server group
12-7

1 MIB 50
2 MIB 30
3 500

snmp-server view <view name> <oid tree> { included | excluded }

no snmp-server view <view name> <oid tree>

(config)

<view name>
MIB
1.

<oid tree>

{included | excluded }

179



12 SNMP

MIB included
MIB excluded

1. <oid tree> *

(config)# show snmp-server

snmp-server view "READ_VIEW" 1.0.1.1 included
snmp-server view "READ_VIEW" 1.1.1.1 excluded

(config)# snmp-server view "READ_VIEW" 1.*.1.1 included
(config)# show snmp-server

snmp-server view "READ_VIEW" 1.*.1.1 included
snmp-server view "READ_VIEW" 1.1.1.1 excluded

(config)# no snmp-server view "READ_VIEW" 1.0.1.1
(config)# show snmp-server

snmp-server view "READ_VIEW" 1.1.1.1 excluded
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snmp trap link-status

no snmp trap link-status
linkDown linkUp

no snmp trap link-status

snmp trap link-status

(config-if)

SNMP
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aaa authorization commands script

Python

aaa authorization commands script {username <user name> | bypass}

no aaa authorization commands script

(config)

{username <user name> | bypass}
Python

username <user name>

bypass
1.
2.
<user name> 16 "

aaa authorization commands

® aaa authorization commands

® aaa authorization commands
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1. aaa authorization commands
RADIUS TACACS+

2. RS232C Python

aaa authorization commands console

® aaa authorization commands console

® aaa authorization commands console

bypass
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action

action <sequence> python <file name> [<args>...]

no action <sequence>

(config-applet)

<sequence>
1
1.
2.
18

python <file name>

install script
1.
2.
Py .pyc  .pyo 929
R -
<args>...
1.
2.
<args> 63 <args> 32
<args> <args> <args>
<args>
<args> "
|
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disable

disable

no disable

(config-applet)

action

187
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event manager applet

config-applet

event manager applet <applet name>

no event manager applet <applet name>

(config)

<applet name>

1.
2.
31 1 2
256
1. action
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event sysmsg

ERR
EVT

122

event sysmsg [message-type <message type>] [switch <switch no.>] [event-level <event level>] [recovery-event-
level <event level>] [event-function <event function> [interface-id <interface id>]] [message-id <message id>]
[message-text <message text> ] [additional-info-upper <upper number>] [additional-info-lower <lower number>]

no event sysmsg

(config-applet)

message-type <message type>

key rsp sky srs

key rsp sky srs

switch <switch no.>

event-level <event level>

E3 E9
recovery-event-level
1.
recovery-event-level
recovery-event-level
2.
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3 9

recovery-event-level <event level>

event-level

1.
event-level
level

2.
5 8

event-function <event function>

15
1.25

interface-id <interface id>

[ ]

¥ POSIX 1003.2

32

message-id <message id>

8 16

message-text <message text>

R5 RS8

+ ?

( )

Extended Regular Expression

2 AN

) |

* +
] (
POSIX 1003.2  Extended Regular Expression
1.
2.

190
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128
additional-info-upper <upper number>

4

4 16

additional-info-lower <lower number>

12
1.
12
2.
12 16

1.
2. event timer
3. action
4,
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event timer

cron interval

event timer {cron <string> | interval <seconds>}

no event timer

(config-applet)

cron <string>

cron
1.
2.
511
"<minute> <hour> <day> <month> <week>"
<minute>
0 59
<hour>
0 23
<day>
1 31
<month>
1 12
<week>
0 7
0= 1= 2= 3=
4= 5= 6= 7=
*
/
<string>
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13-1 <string>

"k X Kk Kk kU

M43 23 * * *m 23:43

"0 17 * > 1" 17:00

"0,10 17 * * 0,2,3" 17:00 17:10
"0-10 17 1 * ** 1 17:00 17:10 1
"001,15 * 1" 1 15 0:00
42 4 1 > *m 1 4:42

"0 21 * * 1-6" 21:00
"0,10,20,30,40,50 * * * *" 0 10 20 30 40
MH[10 *ox ok ox 0 10

B Bl 1:00 1:59 1

"Q KL x xR 0

"O * * * *xU 0

"2 8-20/3 * * *" 8:02 11:02 14:02 17:02 20:02
"30 51,15 * *" 1 15 5:30
interval <seconds>
interval
1.
2.
1 4294967 10
1. interval
2. disable no disable priority
interval
3. event sysmsg
4. action
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priority

priority {high | normal | low | last}

no priority

(config-applet)

{high | normal | low | last}

high

normal

low

last

1. 1024
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2.

action
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resident-script

resident-script <script id> python <file name> [<args>...]

no resident-script <script id>

(config)

<script id>

1 4
python <file name>
Python
<file name>
Python

install script

.py .pyc .pyo 99

<args>...
Python
1.

<args> 63
<args>
<args>
<args>
]

197
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bandwidth

bandwidth <kbit/s>

no bandwidth

(config-if)

<kbit/s>
kbit/s
1.
2.
1 10000000

ifSpeed/ifHighSpeed/axslIfStatsHighSpeed SNMP MIB
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description

show interfaces  ifDescr SNMP MIB

description <string>

no description

(config-if)

<string>

64 "

null
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duplex gigabitethernet

duplex

e 10BASE-T/100BASE-TX/1000BASE-T

e 100BASE-TX/1000BASE-T/2.5GBASE-T

e SFP 1000BASE-T

duplex { half | full | auto }

no duplex

(config-if)

{ half | full | auto}

14-1

1000BASE-X

auto

1000BASE-T

auto speed auto/auto 1000

10BASE-T/100BASE-
TX/1000BASE-T

auto speed auto/auto 10/auto 100/auto 1000/auto 10 100/auto 10 100 1000
half speed 10/speed 100
full  speed 10/speed 100

100BASE-TX/1000BASE-
T/2.5GBASE-T

auto speed auto/auto 100/auto 1000/auto 2500/auto 100 1000/auto 100 1000
2500/auto 1000 2500

half speed 100

full speed 100

1000BASE-X auto speed auto/auto 1000
full speed 1000
half
full
auto
duplex
1.
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auto

1000BASE-X
full

1000BASE-T

speed

duplex

2.5GBASE-T

speed
duplex

auto

full
duplex

auto

auto

203
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auto

1000

auto 1000
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duplex

tengigabitethernet

o SFP+/SFP

duplex { auto | full }

no duplex

(config-if)

{auto | full }
auto
duplex
full
1.
2.
auto
1. 10GBASE-R
2. 1000BASE-X
full

duplex

1000BASE-T

1000BASE-X

duplex  speed

speed
duplex

full

204

speed
auto

1000

auto 1000
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3.
4.

1000BASE-T
speed

duplex

duplex

auto

auto

auto
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flowcontrol

flowcontrol send {desired | on | off} [loose]

flowcontrol receive {desired | on | off}

no flowcontrol send

no flowcontrol receive

(config-if)

send {desired | on | off}

desired

on

off

loose
loose

loose

loose

receive {desired | on | off}
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desired

on

off

e 10BASE-T/100BASE-TX/1000BASE-T

off desired
e 100BASE-TX/1000BASE-T/2.5GBASE-T
off desired

e 1000BASE-X

off desired
e 10GBASE-R
on off
1. receive off send
off desired
on
14-2
1P8800/52340-24T4X 25 30
1P8800/52340-24TH4X 25 30
1P8800/52340-48T4X 53 54
1P8800/S2340-24P4X 25 30
1P8800/S2340-24PH4X 25 30
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1P8800/S2340-48P4X

53 54

1P8800/S2340-16P8MP2X

25 26
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frame-error-notice

30
30 15
14-3
1 CRC errors Late collision

Fragments Excessive collisions
Jabber Underrun
Symbol errors
Short frames
Long frames
Overrun

SNMP

frame-error-notice [error-frames <frames>] [error-rate <rate>] [{ one-time-display | everytime-display | off }]

no frame-error-notice

(config)

error-frames <frames>

15

1 446400000

error-rate <rate>
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%

1.
2.
1 100
error-frames error-rate
14-4
error-frames error-rate
1 15
2 15
3
<rate>
4
<rate>
5 <frames>
6 <frames>
7 <frames>
<rate>
8 <frames>
<rate>
{ everytime-display | one-time-display | off }
SNMP SNMP snmp-
server host snmp-server host

everytime-display
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one-time-display

off
1.
one-time-display
2.
30 15
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interface gigabitethernet

config-if

e 10BASE-T/100BASE-TX/1000BASE-T
e 100BASE-TX/1000BASE-T/2.5GBASE-T
e SFP

interface gigabitethernet <switch no.>/<nif no.>/<port no.>

(config)

<switch no.>/<nif no.>/<port no.>

NIF
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interface tengigabitethernet

config-if

o SFP+/SFP

interface tengigabitethernet <switch no.>/<nif no.>/<port no.>

(config)

<switch no.>/<nif no.>/<port no.>

NIF

1. 10GBASE-R 10G
10G
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link debounce

link debounce [time <milli seconds>]

no link debounce

(config-if)

time <milli seconds>

1.
3000
2.
0 10000 100
2000
1.
2. 10BASE-T/100BASE-TX/1000BASE-T/2.5GBASE-T/10GBASE-CU 2000
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link up-debounce

link up-debounce time <milli seconds>

no link up-debounce

(config-if)

time <milli seconds>

0 10000 100

1000
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mdix auto

MDI/MDIX
MDI-X MDI

no mdix auto [mdi]

mdix auto

(config-if)

mdi

MDI

MDI-X

MDI

no mdix auto
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mtu

MTU

mtu <length>

no mtu

(config-if)

<length>
MTU MTU Ethernet V2
\Vol.1 20.2.2
1.
2.
1500 9216 2
14-5 MTU
system mtu

system mtu
1500
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1. MTU FCS Ethernet V2

Vol.1 20.2.2

14-6 MTU

mtu system mtu

MTU

10BASE-T / Tagged 1518 1500
100BASE-TX Untagged 1518

Tagged M1 +18 M1t
Untagged M1 +18

Tagged M2 2+18 M2 2
Untagged M2 2+18

Tagged 1518 1500
Untagged 1518

1

interface mtu

2
system mtu
2. MTU IP  MTU VLAN MTU
14-7 VLAN MTU
MTU IP MTU VLAN MTU
1500
min 1500 L2 !
L1 2
min L1 2 L2!
1
IPMTU
2
MTU
3. VLAN VLANTag 2 IP 22
1500 IP VLANTag 2
mtu 1504

218



14

power inline

power inline {critical | high | low | never}

no power inline

(config-if)

{critical | high | low | never}

critical

high

low

never

PoE PoE

high
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never
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power inline allocation

power inline allocation {auto | autoclass | limit <threshold>}

no power inline allocation

(config-if)

{auto | autoclass | limit <threshold>}

14-8
1P8800/S2340-24P4X auto
1P8800/S2340-24PH4X limit
1P8800/S2340-48P4X
1P8800/52340-16P8MP2X auto
autoclass
auto
Class
14-9

Class0 15.4
Classl 4.0
Class2 7.0
Class3 15.4
Class4 30.0
Classb 45.0
Class6 60.0

autoclass

Autoclass
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limit <threshold>

1.
2.
4000 30000

auto
1.
2.
3.

inline

4. autoclass
inactivate power inline

activate power inline

222
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power inline delay

PoE PoE
PoE

power inline delay system <seconds> port <seconds>

no power inline delay

(config)

system <seconds>

PoE

0 3600
port <seconds>

PoE

PoE 0 PoE 0

PoE

PoE

1. PoE PoE
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PoE
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power inline priority-control disable

power inline priority-control disable

no power inline priority-control disable

(config)

1. PoE
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shutdown

shutdown

no shutdown

(config-if)

1. SNMP  SetRequest SNMP
SNMP  SetRequest
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speed gigabitethernet

e 10BASE-T/100BASE-TX/1000BASE-T
e 100BASE-TX/1000BASE-T/2.5GBASE-T
e SFP 1000BASE-T 1000BASE-X

speed { 10 | 100 | 1000 | auto | auto {10 | 100 | 1000 | 2500 | 10 100 | 10 100 1000 | 100 1000 | 100 1000
2500 | 1000 2500} }

no speed

(config-if)

{10 ] 100 | 1000 | auto | auto {10 | 100 | 1000 | 2500 | 10 100 | 10 100 1000 | 100 1000 | 100 1000 2500 | 1000
2500} }

auto

14-10

1000BASE-T auto
auto 1000

10BASE-T/ 10
100BASE-TX/ 100
1000BASE-T auto

auto 10

auto 100

auto 1000

auto 10 100

auto 10 100 1000

100BASE-TX/ 100

1000BASE-T/ auto

2.5GBASE-T auto 100

auto 1000

auto 2500

auto 100 1000

auto 100 1000 2500
auto 1000 2500
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1000BASE-X 1000
auto
auto 1000
10
10Mbit/s
100
100Mbit/s
1000
1000Mbit/s
auto

auto

auto {10 | 100 | 1000 | 2500 | 10 100 | 10 100 1000 | 100 1000 | 100 1000 2500 | 1000 2500}

speed duplex auto auto

10BASE-T/100BASE-TX/1000BASE-T
100 duplex  full half

100BASE-TX/1000BASE-T/2.5GBASE-T
duplex  full half

1000BASE-X speed 1000
full

100BASE-TX/1000BASE-T/2.5GBASE-T 100Mbit/s
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speed tengigabitethernet

® SFP+/SFP 1000BASE-T 1000BASE-X

speed {1000 | auto | auto 1000}

no speed

(config-if)

{1000 | auto | auto 1000}

auto
14-11
1000BASE-T auto
auto 1000
1000BASE-X 1000
auto
auto 1000
1000
1000Mbit/s
auto
auto 1000
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auto
1. 10GBASE-R
2. speed duplex

3. 1000BASE-X
full

duplex

speed

auto

auto

230

speed
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system flowcontrol off

system flowcontrol off

no system flowcontrol off

(config)
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system mtu

MTU

system mtu <length>

no system mtu

(config)
<length>
MTU MTU  Ethernet V2
Vol.1 20.2.2
1.
2.
1500 9216 2
MTU 1500
1. MTU FCS Ethernet V2
Vol.1 20.2.2
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14-12 MTU
mtu system mtu MTU
10BASE-T / Tagged 1518 1500
100BASE-TX Untagged 1518
Tagged M1 +18 AV
Untagged M1 +18
Tagged M2 2+18 M2 2
Untagged M2 2+18
Tagged 1518 1500
Untagged 1518
1
interface  mtu
2
system mtu
2. VLAN VLANTag 2 IP 22
1500 IP VLANTag 2
mtu 1504 system mtu mtu 1504
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channel-group lacp system-priority

LACP

channel-group lacp system-priority <priority>

no channel-group lacp system-priority
(config-if)
<priority>

LACP

1.

2.

1 65535

lacp system-priority
1. LACP
2. max-detach-port LACP
3. LACP Block
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channel-group max-active-port

channel-group max-active-port <number> [no-link-down]

channel-group max-active-port <number>

channel-group max-active-port <number> no-link-down

no channel-group max-active-port

(config-if)

<number>

1 8

no-link-down

e lacp port-priority
i NIF
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max-active-port

no-link-down

max-active-port

237
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channel-group max-detach-port

channel-group max-detach-port <number>

no channel-group max-detach-port

(config-if)

<number>
0 1
1.
2.
0 7
7
1. LACP
2. max-detach-port max-detach-port
3. max-detach-port 0 on max-detach-port
max-detach-port
4. max-detach-port

5. <number> 0
Block

238
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channel-group mode

channel-group <channel group number> mode { on | { active | passive } }

channel-group <channel group number> mode { active | passive }

no channel-group

(config-if)

<channel group number>

mode { on | { active | passive } }

on

active
LACP LACPDU
passive

LACP LACPDU
LACPDU
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LACP

channel-group mode

port-channel

Vol.1

21.2.4

port-channel
port-channel
port-channel

LACP

mode

port-channel

port-channel

shutdown
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channel-group periodic-timer

LACPDU

channel-group periodic-timer { long | short }

no channel-group periodic-timer

(config-if)

{long | short}

LACPDU
long 30
short 1
1
2
long 30
1. LACP
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description

description <string>

no description

(config-if)

<string>

64 "

NULL
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interface port-channel

config-if

channel-group mode

interface port-channel <channel group number>

no interface port-channel <channel group number>

(config)

<channel group number>

1. shutdown
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lacp port-priority

lacp port-priority <priority>

no lacp port-priority

(config-if)

<priority>

channel-group mode on

max-active-port

channel-group mode active passive
LACP Port Priority
1.
2.
0 65535
128
channel-group mode active passive

channel-group mode on

1. max-active-port max-active-port

2. priority Block
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lacp system-priority

LACP

lacp system-priority <priority>

no lacp system-priority

(config)

<priority>
LACP
1.

1 65535

channel-group lacp system-priority channel-group lacp
system-priority 128

1. LACP
2. max-detach-port LACP

3. LACP Block
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shutdown
Disable
shutdown
no shutdown
(config-if)
1. SNMP  SetRequest SNMP

SNMP  SetRequest
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16 MAC

16 MAC
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16 MAC

mac-address-table aging-time

MAC

mac-address-table aging-time <seconds>

no mac-address-table aging-time

(config)
<seconds>
0
1.
2.
0 10 1000000
300
1.
2
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16 MAC

mac-address-table learning

no mac-address-table learning VLAN MAC
MAC VLAN

no mac-address-table learning vlan <vlan id list>

no mac-address-table learning vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}

mac-address-table learning vlan

(config)

vlan <vlan id list>

VLAN  VLAN

<vlan id list>

vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}

VLAN add VLAN VLAN
remove VLAN VLAN
1.
2.
<vlan id list>
MAC
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1. MAC VLAN MAC
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16 MAC

mac-address-table static

MAC

mac-address-table static <mac> vlan <vlan id> {interface <interface type> <interface number> | drop}

no mac-address-table static <mac> vlan <vlan id>

(config)
<mac>
MAC
1.
2.
0000.0000.0000 feff.ffff.ffff
MAC 1

vlan <vlan id>

VLAN  VLANID

{interface <interface type> <interface number> | drop}

interface <interface type> <interface number>

drop

<interface type> <interface number>
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16 MAC

VLAN VLAN ID=1

vian 1
interface MAC
MAC
drop MAC
MAC
channel
2
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17 VLAN

1 7 VLAN
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17 VLAN

down-debounce

VLAN

down-debounce <seconds>

no down-debounce

(config-if)
VLAN

<seconds>

VLAN

180

VLAN

1. VLAN
VLAN

e VLAN
e state VLAN

2. VLAN
VLAN

3. VLAN

disable

VLAN

VLAN
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interface vlan

VLAN

interface vlan <vlan id>

no interface vlan <vlan id>

(config)

<vlan id>
VLAN ID
1.

VLAN ID=1

1. <vlanid> VLAN ID
VLAN VLAN
2. VLAN
interface range
VLAN
3. interface vlan VLAN
VLAN

config-if
VLAN
MAC VLAN vlan
interface range
VLAN ID
no vlan VLAN

no interface vlan

256
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VLAN
VLAN

<vlan id list>

VLAN

VLAN

vlan



17 VLAN

|2protocol-tunnel eap

EAPOL

12protocol-tunnel eap

no I2protocol-tunnel eap

(config)

EAPOL
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|2protocol-tunnel stp

BPDU

12protocol-tunnel stp

no I2protocol-tunnel stp

(config)

BPDU
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mac-address

MAC VLAN MAC

mac-address <mac>

no mac-address <mac>

(config-vlan) MAC VLAN

<mac>

MAC VLAN MAC

1.

2.

0000.0000.0000  feff.ffff.ffff
1

MAC
1. VLAN MAC
2. IEEE802.1X Web MAC
3. MAC

64
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MAC
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name

VLAN

name <string>

no name

(config-vlan)

<string>
VLAN vlan
1.

32

VLANXXXX XXXX

<vlan id list>

VLAN ID
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protocol

VLAN  VLAN

protocol <protocol name>

no protocol <protocol name>

(config-vlan)

<protocol name>

VLAN
VLAN
1.
2.
vlan-protocol
1. VLAN IPv4

IPv6

261
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17 VLAN

State

VLAN

state {suspend | active}

no state

(config-vlan)

{suspend | active}

suspend
VLAN disable
active
VLAN enable
1.
2.
VLAN enable

1. SNMP  SetRequest
SNMP  SetRequest

SNMP
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switchport access

switchport access vlan <vlan id>

no switchport access vlan

(config-if)

vlan <vlan id>

VLAN
1.
2.
VLAN
VLAN
1. VLAN
VLAN

2. VLAN

VLAN

VLAN
VLAN

VLAN VLAN ID=1
VLAN

VLAN
Tagged

Untagged
VLAN

VLAN Tag

263
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switchport dotlq ethertype

VLAN TPID Tag Protocol IDentifier

switchport dotlq ethertype <hex>

no switchport dot1q ethertype

(config-if)

<hex>

VLAN Tag TPID

vlan-dotlqg-ethertype

ethertype TPID 0x8100
1. vlan-dot1g-ethertype
2. TPID 4

264
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switchport isolation

switchport isolation interface <interface id list>

switchport isolation interface {<interface id list> | add <interface id list> | remove <interface id list>}

no switchport isolation

(config-if)

interface <interface id list>

<interface id list>

interface add <interface id list>

<interface id list>

interface remove <interface id list>

<interface id list>
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1. switchport isolation interface

2. interface range
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switchport mac

MAC VLAN

switchport mac vlan <vlan id list>
switchport mac native vlan <vlan id>

switchport mac dotlq vlan <vlan id list>

switchport mac {vlan <vlan id list> | vlan add <vlan id list> | vlan remove <vlan id list> | native vlan <vlan id>
| dotlqg vlan <vlan id list> | dotlq vlan add <vlan id list> | dotlq vlan remove <vlan id list>}

no switchport mac vlan
no switchport mac native vlan

no switchport mac dot1q vlan

(config-if)

vlan <vlan id list>

MAC VLAN MAC VLAN
1.
2.
<vlan id list>
native vlan <vlan id>
mac VLAN VLAN
VLAN VLAN
1.
2.
dotlq vlan <vlan id list>
VLAN Tagged
Tagged VLAN VLAN  Tagged
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vlan VLAN

<vlan id list>

vlan add <vlan id list>

MAC VLAN  VLAN

<vlan id list>

vlan remove <vlan id list>

MAC VLAN  VLAN

<vlan id list>

dotlq vlan add <vlan id list>

Tagged VLAN  VLAN
VLAN
1.
2.
<vlan id list>

dotlq vlan remove <vlan id list>

Tagged VLAN VLAN
1.
2.
<vlan id list>
switchport mode mac-vlan MAC VLAN
VLAN
VLAN MAC VLAN

268
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1. MAC VLAN VLAN
MAC VLAN
2. MAC VLAN VLAN MAC VLAN
MAC VLAN MAC VLAN
MAC VLAN
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switchport mode

switchport mode {access | trunk | protocol-vlan | mac-vlan | dotlg-tunnel}

no switchport mode

(config-if)

{access | trunk | protocol-vlan | mac-vlan | dotlg-tunnel}

2
access
VLAN
Untagged VLAN VLAN Tag
VLAN VLAN
trunk
Untagged
Tagged
protocol-vlan
VLAN VLAN
Untagged
VLAN Tagged
mac-vlan
MAC VLAN MAC VLAN Untagged
MAC VLAN
Tagged switchport mac dotlq vlan
Tagged
switchport mac vlan
VLAN MAC VLAN
dotlg-tunnel
VLAN Tag VLAN
1.
2.
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access

1. switchport trunk allowed vlan
allowed vlan
2. VLAN switchport protocol VLAN
VLAN
3. VLAN  switchport access
VLAN VLAN
VLAN switchport access VLAN
VLAN
4. VLAN

access
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switchport protocol

VLAN

switchport protocol vlan <vlan id list>

switchport protocol native vlan <vlan id>

switchport protocol {vlan <vlan id list> | vlan add <vlan id list> | vlan remove <vlan id list> | native vlan <vlan
id>}

no switchport protocol vlan

no switchport protocol native vlan

(config-if)

vlan <vlan id list>

VLAN VLAN
1.
2.
<vlan id list>
native vlan <vlan id>
VLAN
VLAN VLAN
1.
2.
vlan add <vlan id list>
VLAN VLAN
1.
2.

<vlan id list>
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vlan remove <vlan id list>

VLAN VLAN
1.
2.
<vlan id list>
switchport mode protocol VLAN
VLAN

1. VLAN
2. VLAN VLAN
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switchport trunk

switchport trunk allowed vlan <vlan id list>

switchport trunk native vlan <vlan id>

switchport trunk native vlan <vlan id>

switchport trunk allowed vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}

no switchport trunk allowed vlan

no switchport trunk native vlan

(config-if)

native vlan <vlan id>

VLAN Untagged VLAN VLAN
VLAN VLAN VLAN VLAN

allowed vlan <vlan id list>

VLAN
VLAN

Untagged VLAN
VLAN  allowed vlan Untagged

1.

2.

<vlan id list>
add <vlan id list>
VLAN VLAN
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<vlan id list>

remove <vlan id list>

VLAN VLAN

<vlan id list>

switchport mode trunk

1. allowed vlan allowed vlan
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switchport validation

switchport validation [vlan-tag] [ethernet-lic]

no switchport validation

(config-if)

vlan-tag

. VLAN Tag
. VLAN Tag

ethernet-lic

e 802.3 LLC/SNAP LENGTH

1.
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switchport vlan mapping

Tag

switchport vlan mapping <vlan tag> <vlan id>

no switchport vlan mapping <vlan tag> <vlan id>

(config-if)

<vlan tag>

LAN VLAN Tag

1.

2.

1 4094
<vlan id>
VLAN VLANID

1.

2.
Tag
1. Tag switchport vlan mapping enable
2. Tag
3. VLANTag VLANID VLAN VLANID
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4. Tag switchport vlan mapping VLAN Tag
Tag VLAN Tag VLAN ID
switchport vlan mapping
5. 802.1Q Tag
Tag VLAN Tag 802.1Q Tag
VLAN ID
6. Tag VLAN ID VLAN Tag VLAN ID
VLAN Tag
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switchport vlan mapping enable

Tag

switchport vlan mapping enable

no switchport vlan mapping enable

(config-if)

Tag

1. Tag switchport vlan mapping

2. Tag

3. Tag switchport vlan mapping VLAN Tag

Tag VLANTag VLAN ID
switchport vlan mapping
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up-debounce

VLAN

up-debounce <seconds>

no up-debounce

(config-if)
VLAN

<seconds>

VLAN

3600

VLAN

1. VLAN
VLAN

°
e state VLAN

2. VLAN
VLAN

3. VLAN

VLAN

VLAN

VLAN

disable enable

VLAN

281

VLAN
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vian

VLAN

vlan <vlan id>

vlan <vlan id list>

vlan <vlan id> protocol-based
vlan <vlan id list> protocol-based
vlan <vlan id> mac-based

vlan <vlan id list> mac-based

no vlan <vlan id>

no vlan <vlan id list>

(config)

<vlan id>
VLAN ID config-vlan
1.

VLAN
VLAN ID=1

<vlan id list>

VLAN ID VLAN ID VLAN
config-vlan

<vlan id list>
VLAN VLAN ID=1

protocol-based
VLAN

VLAN

VLAN protocol-based
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VLAN MAC VLAN
VLAN

mac-based
MAC VLAN
1.
VLAN

MAC VLAN mac-based
VLAN VLAN
VLAN

VLAN

1. VLAN VLAN ID=1

2. <vlanid list> VLAN

17-1

VLAN

VLAN

VLAN

state {suspend | active}

name

protocol

rlw|Nn |k

mac-address

(¢] X

3. VLAN VLAN ID=1

VLAN
4. VLAN

vlan
vlan

17-2 VLAN

VLAN

VLAN

1 <vlan id>
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VLAN
1
2 <vlan id list> x
3 protocol-based X VLAN
4 mac-based x VLAN
X
config-vlan
config-vlan
17-3 VLAN
VLAN
1 state {suspend | active} o
2 name <string> o
3 protocol <protocol name> X
4 mac-address <mac> x
O X
5. vlan VLAN interface vlan VLAN
vlan VLAN no interface vlan
interface vlan VLAN no vlan
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vlan-dotlg-ethertype

VLANTag TPID

vlan-dotlg-ethertype <hex>

no vlan-dotlg-ethertype

(config)
<hex>
VLANTag TPID
1.
2.
4 16
TPID 0x8100 switchport dotlq ethertype
TPID
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vlan-protocol

VLAN

vlan-protocol <protocol name> [ethertype <hex>...] [llc <hex>...] [snap-ethertype <hex>...]

no vlan-protocol <protocol name>

(config)

<protocol name>

VLAN

14
ethertype <hex>
EthernetV2 EtherType
1.

EtherType
llc <hex>
802.3 LLC DSAP SSAP
1.

LLC
snap-ethertype <hex>
802.3 EtherType
1.

286



17 VLAN

EtherType

VLAN  protocol
protocol
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vlan-up-message

no vlan-up-message VLAN Up

no vlan-up-message

vlan-up-message

(config)
VLAN  Up Down
1. VLAN ifMIB

Down
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ifLinkUpDownTrapEnable

LinkUp LinkDown
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Instance

MST

instance <mst instance id> vlans <vlan range>

no instance <mst instance id>

(config-mst)

<mst instance id>
MST ID
1.

0 4095

vlans <vlan range>

MST
1.
2.
1 4094
3.
MST 1D0
MST
VLAN ID name
VLAN  MST
spanning-tree mode mst

VLAN

VLAN ID

MST

MST
revision

IDO
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VLAN ID
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VLAN
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1.

MST

1DO

show
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name

name <name>

no name

(config-mst)

<name>
1.
2.
32
3.
MST
name NULL

spanning-tree mode

revision
vlans VLANID MST

mst
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MST
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revision

revision <version>

no revision

(config-mst)

<version>
1.
2.
0 65535
3.
MST
revision 0

spanning-tree mode

1D

vlans

mst
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name
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spanning-tree bpdufilter

BPDU PVST+

spanning-tree bpdufilter enable

no spanning-tree bpdufilter

(config-if)

1. BPDU
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spanning-tree bpduguard

BPDU

spanning-tree bpduguard { enable | disable }

no spanning-tree bpduguard

(config-if)

{ enable | disable }
enable BPDU disable

spanning-tree portfast bpduguard default
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spanning-tree cost

PVST+
spanning-tree cost <cost>
no spanning-tree cost
(config-if)
<cost>
1.
2.
spanning-tree pathcost method short
1 65535
spanning-tree pathcost method long
1 200000000
3.
spanning-tree pathcost method
1. spanning-tree vlan cost spanning-tree single cost spanning-tree mst cost
2. spanning-tree vlan pathcost method spanning-tree single pathcost method

296



18

spanning-tree disable

PVST+

spanning-tree disable

no spanning-tree disable

(config)
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spanning-tree guard

PVST+

spanning-tree guard { loop | none | root }

no spanning-tree guard

(config-if)

{'loop | none | root }

loop

none

root

spanning-tree loopguard default

BPDU UP

spanning-tree portfast default spanning-tree portfast spanning-
tree portfast default spanning-tree portfast

1. spanning-tree portfast default spanning-tree portfast

2. UP UP
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BPDU
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BPDU
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spanning-tree link-type

rapid-pvst mst spanning-tree vlan mode
Point-to-Point
single mode rapid-stp
to-Point

spanning-tree link-type { point-to-point | shared }

no spanning-tree link-type

(config-if)

{ point-to-point | shared }

point-to-point Point-to-Point
shared
1.
2.
point-to-point shared
1. point-to-point STP
STP

300

PVST+

spanning-tree mode
rapid-pvst

shared

shared

spanning-tree
Point-
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spanning-tree loopguard default

spanning-tree loopguard default

no spanning-tree loopguard default

(config)

spanning-tree guard

BPDU

spanning-tree portfast default spanning-tree portfast

tree portfast default spanning-tree portfast

1. spanning-tree portfast default spanning-tree portfast
2. upP

3.

BPDU

301

PVST+

spanning-tree guard

UP

spanning-

UP

BPDU



18

spanning-tree mode

PVST+ PVST+
spanning-tree vlan mode

spanning-tree mode { pvst | rapid-pvst | mst }

no spanning-tree mode

(config)

{ pvst | rapid-pvst | mst }

pvst
rapid-pvst PVST+

pvst rapid-pvst

spanning-tree mode pvst

302

PVST+

mst
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spanning-tree mst configuration

config-mst

spanning-tree mst configuration

no spanning-tree mst configuration

(config)
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spanning-tree mst cost

spanning-tree mst <mst instance id list> cost <cost>

no spanning-tree mst <mst instance id list> cost

(config-if)

<mst instance id list>

MST ID

nn

0 4095

<cost>

1 200000000

spanning-tree cost

MST
MST
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1.

interface range
MST

305

MST
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spanning-tree mst forward-time

spanning-tree mst forward-time <seconds>

no spanning-tree mst forward-time

(config)

<seconds>

stp-compatible
stp-compatible

15
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spanning-tree mst hello-time

spanning-tree mst hello-time <hello time>

BPDU

no spanning-tree mst hello-time

(config)
<hello time>
1.
2.
1 10
3.
1
BPDU

BPDU
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spanning-tree mst max-age

BPDU

spanning-tree mst max-age <seconds>

no spanning-tree mst max-age

(config)

<seconds>

BPDU

20

BPDU 20
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spanning-tree mst max-hops

BPDU

spanning-tree mst max-hops <hop number>

spanning-tree mst <mst instance id list> max-hops <hop number>

no spanning-tree mst max-hops

no spanning-tree mst <mst instance id list> max-hops

(config)

<mst instance id list>

MST ID MST ID
" MST ID
1.
MST
2.
0 4095

<hop number>

BPDU
1.
20
2.
2 40
BPDU 20
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spanning-tree mst port-priority

MST

spanning-tree mst <mst instance id list> port-priority <priority>

no spanning-tree mst <mst instance id list> port-priority

(config-if)

<mst instance id list>

MST ID MST ID
MST ID
1.
2.
0 4095
<priority>
16
1.
2.
0 240
3.
spanning-tree port-priority spanning-tree port-priority
128
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1.

interface range
MST

311

MST
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spanning-tree mst root priority

spanning-tree mst <mst instance id list> root priority <priority>

no spanning-tree mst <mst instance id list> root priority

(config)

<mst instance id list>

MST ID

0 4095

<priority>

0 61440

32768

MST
MST
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spanning-tree mst transmission-limit

hello-time

spanning-tree mst transmission-limit <count>

no spanning-tree mst transmission-limit

(config)

<count>

hello-time BPDU

BPDU 3

313

BPDU
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spanning-tree pathcost method

16bit

spanning-tree vlan pathcost method

spanning-tree cost spanning-tree vlan cost

® spanning-tree pathcost method short

10Mbit/s 100
100Mbit/s 19
1Gbit/s 4
2.5Gbit/s 3

10Gbit/s 2
® spanning-tree pathcost method long

10Mbit/s 2000000
100Mbit/s 200000
1Gbit/s 20000
2.5Gbit/s 8000
10Gbit/s 2000

spanning-tree pathcost method { long | short }

no spanning-tree pathcost method

(config)

{long | short}

long 32bit
1.
2.
3.
65536

32bit

PVST+

spanning-tree single pathcost method

spanning-tree single cost
spanning-tree pathcost method

short 16bit

short

314
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short

1. spanning-tree mode
spanning-tree cost

spanning-tree mst cost

mst
65536

315

32bit

long
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spanning-tree port-priority

spanning-tree port-priority <priority>

no spanning-tree port-priority

(config-if)

<priority>

16

0 240

spanning-tree vlan port-priority spanning-tree single port-priority
port-priority

316

PVST+

spanning-tree mst
128
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spanning-tree portfast

PortFast

spanning-tree portfast [{ trunk | disable }]

no spanning-tree portfast

(config-if)

{ trunk | disable }

trunk

disable PortFast
1.
MAC

spanning-tree portfast default

317

PortFast

PVST+

MAC

PortFast
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spanning-tree portfast bpduguard default

BPDU

spanning-tree portfast bpduguard default

no spanning-tree portfast bpduguard default

(config)

spanning-tree bpduguard

318

PortFast

PVST+

spanning-tree bpduguard
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spanning-tree portfast default

PortFast PVST+
MAC

spanning-tree portfast default

no spanning-tree portfast default

(config)

spanning-tree portfast spanning-tree portfast
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spanning-tree single

VLAN 1

spanning-tree single

no spanning-tree single

(config)

1. VLAN1 PVST+
VLAN 1

PVST+

VLAN 1

PVST+

320
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spanning-tree single cost

spanning-tree single cost <cost>

no spanning-tree single cost

(config-if)

<cost>
1.
2.
spanning-tree pathcost method
1 65535
spanning-tree pathcost method
1 200000000
3.

spanning-tree single pathcost method

spanning-tree single pathcost method

spanning-tree single pathcost method

321

short

long
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spanning-tree single forward-time

spanning-tree single forward-time <seconds>

no spanning-tree single forward-time

(config)
<seconds>
spanning-tree single mode stp 802.1D
spanning-tree single mode
1.
2.
4 30

15

322

rapid-stp  802.1w
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spanning-tree single hello-time

spanning-tree single hello-time <hello time>

BPDU

no spanning-tree single hello-time

(config)
<hello time>
1.
2.
1 10
3.
1
BPDU

BPDU
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spanning-tree single max-age

BPDU

spanning-tree single max-age <seconds>

no spanning-tree single max-age

(config)

<seconds>

BPDU

20

BPDU 20
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spanning-tree single mode

spanning-tree single mode { stp | rapid-stp }

no spanning-tree single mode

(config)

{'stp | rapid-stp }

stp rapid-stp

stp

spanning-tree single
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spanning-tree single pathcost method

16bit 32bit

spanning-tree single cost spanning-tree
single pathcost method

® spanning-tree single pathcost method short

10Mbit/s 100
100Mbit/s 19
1Gbit/s 4
2.5Gbit/s 3
10Gbit/s 2

® spanning-tree single pathcost method long

10Mbit/s 2000000
100Mbit/s 200000
1Gbit/s 20000
2.5Gbit/s 8000
10Gbit/s 2000

spanning-tree single pathcost method { long | short }

no spanning-tree single pathcost method

(config)

{long | short}

long 32bit short 16bit
1.
2.
3.
65536 short

spanning-tree pathcost method
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spanning-tree single port-priority

spanning-tree single port-priority <priority>

no spanning-tree single port-priority

(config-if)

<priority>

16

0 240

spanning-tree port-priority spanning-tree port-priority
128

328
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spanning-tree single priority

spanning-tree single priority <priority>

no spanning-tree single priority

(config)

<priority>

0 61440

32768

329
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spanning-tree single transmission-limit

hello-time BPDU

spanning-tree single transmission-limit <count>

no spanning-tree single transmission-limit

(config)

<count>
hello-time BPDU
spanning-tree single mode rapid-stp  802.1w
spanning-tree single mode stp 802.1D
BPDU 3
1.
2.

1 10

BPDU 3
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spanning-tree vian

PVST+ spanning-tree single
VLAN

no spanning-tree vlan <vlan id list>

spanning-tree vlan <vlan id list>

(config)
<vlan id list>
VLAN PVST+
1.
2.
<vlan id list>
3.

spanning-tree single

331

VLAN

VLAN1

no spanning-tree vlan

PVST+
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spanning-tree vlan cost

PVST+

spanning-tree vlan <vlan id list> cost <cost>

no spanning-tree vlan <vlan id list> cost

(config-if)

<vlan id list>

VLAN  PVST+

1.
2.
<vlan id list>
<cost>
1.
2.
spanning-tree pathcost method
1 65535
spanning-tree pathcost method
1 200000000
3.

spanning-tree vlan pathcost method

spanning-tree vlan pathcost method

spanning-tree vlan pathcost method

332

short

long
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1.

interface range

<vlan id list>

333
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spanning-tree vlan forward-time

PVST+

spanning-tree vlan <vlan id list> forward-time <seconds>

no spanning-tree vlan <vlan id list> forward-time

(config)
<vlan id list>
VLAN  PVST+
1.
2.
<vlan id list>
<seconds>
spanning-tree mode spanning-tree vlan mode
spanning-tree mode spanning-tree vlan mode
1.
2.
4 30

15

334

pvst 802.1D

rapid-pvst  802.1w
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spanning-tree vlan hello-time

PVST+ BPDU

spanning-tree vlan <vlan id list> hello-time <hello time>

no spanning-tree vlan <vlan id list> hello-time

(config)
<vlan id list>
VLAN PVST+
1.
2.
<vlan id list>
<hello time>
BPDU
1.
2.
1 10
3.
1
BPDU 2
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spanning-tree vlan max-age

PVST+ BPDU

spanning-tree vlan <vlan id list> max-age <seconds>

no spanning-tree vlan <vlan id list> max-age

(config)
<vlan id list>
VLAN PVST+
1.
2.
<vlan id list>
<seconds>
BPDU
1.
2.
6 40
3.
20
BPDU 20
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spanning-tree vlan mode

PVST+

spanning-tree vlan <vlan id list> mode { pvst | rapid-pvst }

no spanning-tree vlan <vlan id list> mode

(config)
<vlan id list>
VLAN PVST+
1.
2.
<vlan id list>

{ pvst | rapid-pvst }

pvst PVST+ rapid-pvst
PVST+
1.
2.
PVST+ spanning-tree mode
spanning-tree mode pvst rapid-pvst

338
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spanning-tree vlan pathcost method

PVST+ 16bit 32bit

spanning-tree vlan cost spanning-tree
vlan pathcost method

® spanning-tree vlan pathcost method short

10Mbit/s 100
100Mbit/s 19
1Gbit/s 4
2.5Gbit/s 3
10Gbit/s 2

® spanning-tree vlan pathcost method long

10Mbit/s 2000000
100Mbit/s 200000
1Gbit/s 20000
2.5Gbit/s 8000
10Gbit/s 2000

spanning-tree vlan <vlan id list> pathcost method { long | short }

no spanning-tree vlan <vlan id list> pathcost method

(config)

<vlan id list>

VLAN  PVST+

<vlan id list>

{long | short}
long 32bit short 16bit
1.
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65536

spanning-tree pathcost method

340

short
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spanning-tree vlan port-priority

PVST+

spanning-tree vlan <vlan id list> port-priority <priority>

no spanning-tree vlan <vlan id list> port-priority

(config-if)

<vlan id list>

VLAN  PVST+

1.
2.
<vlan id list>
<priority>
16
1.
2.
0 240
3.
spanning-tree port-priority spanning-tree port-priority
128

341
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1.

interface range

<vlan id list>

342
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spanning-tree vlan priority

PVST+

spanning-tree vlan <vlan id list> priority <priority>

no spanning-tree vlan <vlan id list> priority

(config)

<vlan id list>

VLAN  PVST+

<vlan id list>

<priority>

4096

0 61440

32768

343
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spanning-tree vlan transmission-limit

PVST+ hello-time

BPDU

spanning-tree vlan <vlan id list> transmission-limit <count>

no spanning-tree vlan <vlan id list> transmission-limit

(config)

<vlan id list>

VLAN

<vlan id list>

<count>
hello-time

spanning-tree mode

pvst 802.1D
1.
2.
1 10
BPDU

BPDU

spanning-tree vlan mode
spanning-tree mode
1

345

rapid-pvst  802.1w
spanning-tree vlan mode
BPDU 3
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axrp
ID Ring Protocol config-axrp
ID 24
1D
axrp <ring id>
no axrp <ring id>
(config)
<ring id>
ID
ID
1D
1.
2.
1 65535

348
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axrp vlan-mapping

VLAN VLAN VLAN VLAN

axrp vlan-mapping <mapping id> vlan <vlan id list>

axrp vlan-mapping <mapping id> {vlan <vlan id list> | vlan add <vlan id list> | vlan remove <vlan id list>}

no axrp vlan-mapping <mapping id>

(config)

<mapping id>

VLAN ID
1.
2.

1 128

vlan <vlan id list>

VLAN VLAN VLAN
1.
2.

<vlan id list>

vlan add <vlan id list>

VLAN VLAN

<vlan id list>

vlan remove <vlan id list>

VLAN VLAN
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2.
<vlan id list>
1. VLAN VLAN
2. VLAN VLAN VLAN
3. VLAN VLAN VLAN

350
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axrp-ring-port

Ring Protocol

axrp-ring-port <ring id> [shared]

no axrp-ring-port <ring id>

(config-if)

<ring id>
1D
1.
2.
1 65535
shared
ID 2

1.

2.
1 ID
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control-vlan

VLAN VLAN VLAN

forwarding-delay-time VLAN

control-vlan <vlan id> [forwarding-delay-time <seconds>]

no control-vlan

(config-axrp)

<vlan id>

VLAN VLAN

VLAN VLAN ID=1
forwarding-delay-time <seconds>

Ring Protocol VLAN

1 65535

control-vlan
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> w0 Do

VLAN
VLAN

Ring Protocol

forwarding-delay-time

e Ring Protocol

VLAN  VLAN
VLAN
VLAN VLAN

shutdown

reload ppupdate

restart axrp

354
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disable

Ring Protocol

disable

no disable

(config-axrp)

Ring Protocol

1. Ring Protocol
Protocol

Ring Protocol

shutdown

355

Ring
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forwarding-shift-time

forwarding-shift-time {<seconds> | infinity}

no forwarding-shift-time

(config-axrp)

{<seconds> | infinity}

infinity

1 65535 infinity

356
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mac-clear-mode

mac-clear-mode system

no mac-clear-mode

(config-axrp)

system

MAC

MAC

MAC
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mode

mode transit

no mode

(config-axrp)

transit

1. Ring Protocol

shutdown
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multi-fault-detection mode

multi-fault-detection mode transport-only

no multi-fault-detection mode

(config-axrp)

transport-only

359
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multi-fault-detection vilan

VLAN

multi-fault-detection vlan <vlan id>

no multi-fault-detection vlan

(config-axrp)

vlan <vlan id>

VLAN
1.
2.
VLAN VLAN ID=1
1. VLAN
2. VLAN VLAN
3. VLAN VLAN

VLAN

VLAN
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name

name <name>

no name

(config-axrp)

<name>

NULL
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vlan-group

Ring Protocol VLAN

VLAN
VLAN

VLAN

vlan-group <group id> vlan-mapping <mapping id list>

no vlan-group <group id>

(config-axrp)

<group id>
Ring Protocol VLAN
1.

1 2
vlan-mapping <mapping id list>

VLAN VLAN

1 128

362

VLAN

VLAN

VLAN

VLAN
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1. VLAN VLAN
shared
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2 O IGMP snooping
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20 IGMP snooping

ip igmp snooping global

IGMP snooping

no ip igmp snooping

ip igmp snooping

(config)

IGMP snooping

IGMP snooping

1. noip igmp snooping
VLAN ip igmp snooping
snooping

365

IGMP snooping

IGMP



20 IGMP snooping

ip igmp snooping

VLAN

VLAN

ip igmp snooping

no ip igmp snooping

(config-if)
VLAN

IGMP snooping
snooping

IGMP snooping

no ip igmp snooping

366

IGMP



20 IGMP snooping

ip igmp snooping fast-leave

VLAN

IGMP Leave

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

(config-if)
VLAN

IGMP Leave

IGMPv3 Report

IGMPv3 Report

IGMP Leave

IGMP Report

IGMPv3 Report

IGMPv3 Report
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ip igmp snooping mrouter

VLAN

ip igmp snooping mrouter interface <interface type> <interface number>

no ip igmp snooping mrouter interface <interface type> <interface number>

(config-if)
VLAN

<interface type> <interface number>

<interface type> <interface number>

1. ip igmp snooping
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20 IGMP snooping

ip igmp snooping mrouter discovery

VLAN
VLAN

ip igmp snooping mrouter discovery igmp

ip igmp snooping mrouter discovery pim

no ip igmp snooping mrouter discovery igmp

no ip igmp snooping mrouter discovery pim

(config-if)
VLAN

igmp
IGMP

pim

PIM

IGMP PIM
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20 IGMP snooping

1. VLAN
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20 IGMP snooping

ip igmp snooping mrouter discovery extension

ip igmp snooping mrouter discovery extension <seconds>

no ip igmp snooping mrouter discovery extension

(config)

<seconds>

1 86400
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20 IGMP snooping

ip igmp snooping mrouter logging

no ip igmp snooping mrouter logging

no ip igmp snooping mrouter logging

ip igmp snooping mrouter logging

(config)
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20 IGMP snooping

ip igmp snooping querier

VLAN IGMP

ip igmp snooping querier

no ip igmp snooping querier

(config-if)
VLAN

1. ip igmp snooping
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20 IGMP snooping

ip igmp snooping query-interval

VLAN IGMP Query

ip igmp snooping query-interval <seconds>

no ip igmp snooping query-interval

(config-if)

VLAN
<seconds>
Query
1.
2.
1 300
125
IGMP
1. IGMPv2 VLAN
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21 MLD snooping

2 1 MLD snooping
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21 MLD snooping

ipv6 mld snooping global

MLD snooping

no ipv6 mld snooping

ipvé mld snooping

(config)

MLD snooping

MLD snooping

1. no ipv6 mld snooping MLD snooping VLAN
ipv6é mld snooping MLD snooping
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21 MLD snooping

ipv6 mld snooping VLAN

VLAN MLD snooping

ipvé mid snooping

no ipv6 mld snooping

(config-if)
VLAN

1. no ipvé mid snooping
MLD snooping MLD
snooping
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21 MLD snooping

ipv6 mld snooping mrouter

VLAN

ipvé mld snooping mrouter interface <interface type> <interface number>

no ipvé mld snooping mrouter interface <interface type> <interface number>

(config-if)
VLAN

<interface type> <interface number>

<interface type> <interface number>

1. ipv6 mld snooping
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21 MLD snooping

ipv6 mld snooping querier

VLAN MLD

ipv6 mld snooping querier [<ipv6 address>]

no ipvé mld snooping querier

(config-if)
VLAN

<ipv6 address>

MLD MLD Query IPv6
1.
MLD
2.
IPv6
1. ipv6 mld snooping IPv6
MLD
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22

380



22 IPv4

arp

ARP ARP

arp <ip address> interface vlan <vlan id> <mac address>

no arp <ip address> [interface vlan <vlan id>]

(config)

<ip address>

1Pv4

interface vlan <vlan id>

VLAN ID
1.
IPv4
2.
<vlan id> interface vlan

<mac address>

MAC

0000.0000.0000  ffff.ffff.ffff
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22 IPv4

arp max-send-count

ARP

arp max-send-count <count>

no arp max-send-count

(config-if)
VLAN

<count>

ARP

ARP

383



22 IPv4

arp send-interval

ARP

arp send-interval <seconds>

no arp send-interval

(config-if)
VLAN

<seconds>

ARP

ARP
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arp timeout

ARP

arp timeout <seconds>

no arp timeout

(config-if)
VLAN

<seconds>
ARP
1.

60 86400

ARP 14400
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22 IPv4

ip address

1Pv4

ip address <ip address> <subnet mask> [secondary]

no ip address <ip address>

(config-if)
VLAN

<ip address>

1Pv4

<subnet mask>

128.0.0.0 255.255.255.255

secondary
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1. IPv4 IPv4 IPv4
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22 IPv4

Ip mtu
IPMTU
ip mtu <length>
no ip mtu
(config-if)
VLAN
<length>
IPMTU
MTU
IPMTU
1.
2.
128 9216 Byte
MTU
1. IPMTU
IPMTU 1500
MTU mtu

mtu

show ip interface

Bytt  IPMTU

MTU

388
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ip mtu

IPMTU



22 IPv4

ip route

1Pv4

ip route <ipv4 prefix> <mask> <nexthop address>

no ip route <ipv4 prefix> <mask> <nexthop address>

(config)

<ipv4 prefix>

IPv4
1.
2.
IPv4
<ipv4 prefix> <mask> 0
<mask>
IPv4
1.
2.
1Pv4

<nexthop address>

1Pv4

1Pv4

389
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23 IPv6

23 ww
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23 IPv6

ipv6 address

IPv6

ipv6 address { <ipv6 address>[/<prefixlen>] | <ipv6 prefix>[/<prefixlen>] }

ipv6 address <ipv6 address> link-local

no ipv6 address { <ipv6 address>[/<prefixlen>] | <ipv6 prefix>[/<prefixlen>] }

no ipv6 address <ipv6 address>

(config-if)
VLAN

<ipv6 address>

IPv6

IPv6 IPv6

<ipv6 prefix>

IPv6 -ID
64
1.
2.
IPv6 ID 0 IPv6
fe80::0

I<prefixlen>

64

1 128
link-local
ipv6 enable

1.

392



23 IPv6

393



23 IPv6

ipv6 enable

IPv6

ipv6 enable

no ipvé enable

(config-if)
VLAN

IPv6
IPv6 ipv6 enable
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23 IPv6

ipv6 icmp error-interval

ICMPVv6

ipv6 icmp error-interval <milli seconds>

no ipv6 icmp error-interval

(config)

<milli seconds>

ICMP 0 ICMP

0 2147483647

ICMPVv6 1000

1. ICMPV6
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23 IPv6

ipv6 nd accept-ra

ipv6 nd accept-ra [default-gateway]

no ipv6 nd accept-ra

(config-if)
VLAN

default-gateway

1.
2.
1. IPv6
IPv6
2. default-gateway default-gateway
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IPv6 ipv6 address IPv6
IPv6
4. ipv6 address 7 IPv6
IPv6 ipv6 address
IPv6
7
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23 IPv6

ipv6 neighbor

NDP

ipv6 neighbor <ipv6 address> interface vlan <vlan id> <mac address>

no ipv6 neighbor <ipv6 address> [interface vlan <vlan id>]

(config)

<ipv6 address>

IPv6

interface vlan <vlan id>

VLAN ID
1.
IPv6
2.
<vlan id> interface vlan

<mac address>

MAC

0000.0000.0000 feff.ffff.ffff
MAC

NDP

VLAN ID
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23 IPv6

ipv6 route

IPv6

ipv6 route <ipv6 prefix>/<prefix len> <nexthop address> [<interface type> <interface number>]

no ipvé route <ipv6 prefix>/<prefix len> <nexthop address> [<interface type> <interface number>]

(config)

<ipv6 prefix>

IPv6
1.
2.

<ipv6 prefix>  IPv6

<ipv6 prefix> <prefix len>
<prefix len>

1.
2.

0 128 10
<nexthop address>

IPv6

IPv6 IPv6

<interface type> <interface number>

<nexthop address>  IPv6

IPv6

IPv6

400



23 IPv6

<interface type> <interface number>

VLAN

IPv6

401
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24

interface loopback

interface loopback 0

no interface loopback 0

(config)
0

1.

2.
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24

ip address loopback

IP

ip address <ip address>

no ip address

(config-if)

<ip address>

1Pv4 1Pv4
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24

ipv6 address loopback

IPv6

ipv6 enable

ipv6 address <ipv6 address>

no ipv6 address

(config-if)

<ipv6 address>

IPv6

IPv6 IPv6
IPv6
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25 DHCP

5 orce

406



25 DHCP

client-name

client-name <Host Name>

no client-name

(dhcp-config)

<Host Name>

14

407
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25 DHCP

default-router

default-router <IP Address> [<IP Address>...]

no default-router

(dhcp-config)

<IP Address> [<IP Address>...]

127.0.0.0 127.255.255.255
A B C

1. DHCP 16
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25 DHCP

dns-server

DNS

dns-server <IP Address> [<IP Address>...]

no dns-server

(dhcp-config)

<IP Address> [<IP Address>...]
DNS

127.0.0.0 127.255.255.255
A B C

1. DHCP

409
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25 DHCP

domain-name

domain-name <Domain Name>

no domain-name

(dhcp-config)

<Domain Name>

253

410



25 DHCP

hardware-address

host

hardware-address <MAC Address> <protocol>

no hardware-address

(dhcp-config)

<MAC Address>
DHCP MAC
1.

16
0211.2233.4455

<protocol>

DHCP

ethernet 1

1. network
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25 DHCP

host

hardware-address

host <IP Address> [{<Mask> | /<Masklen>}]

no host

(dhcp-config)

<IP Address> [{<Mask> | /<Masklen>}]

DHCP IP
A B C
25-1 IP
IP
A /8 IxxXx 127.XX.X
B /16 128.x.x.x  191.x.X.X
C /24 192.X.x.X  223.X.X.X

<IP Address>
1.

127.0.0.0 127.255.255.255
2 0 1
A B C

{<Mask> | /<Masklen>}

1.
A B C

<Mask> 255.0.0.0 255.255.255.255
<Masklen> 8 32
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25 DHCP

1. DHCP network
2. host network host network
DHCP
3. host client-name default-router dns-
server domain-name netbios-name-server netbios-node-type IP
network DHCP
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25 DHCP

ip dhcp dynamic-dns-update

P DNS

ip dhcp dynamic-dns-update

no ip dhcp dynamic-dns-update

(config)

DNS
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25 DHCP

ip dhcp excluded-address

network DHCP

ip dhcp excluded-address <Low Address> [<High Address>]

no ip dhcp excluded-address <Low Address> [<High Address>]

(config)

<Low Address> [<High Address>]
DHCP DHCP IP

127.0.0.0 127.255.255.255
A B C

network IP

1. DHCP
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25 DHCP

ip dhcp key

DNS DNS

ip dhcp key <Key Name> [secret-hmac-md5 <Key>]

no ip dhcp key <Key Name>

(config)

<Key Name>

DNS
DNS

1.

63

secret-hmac-md5 <Key>

DNS
HMAC-MD5
1.
2.
” 90
1. ipdhcpzone key ip dhep key
ip dhcp zone ip dhcp key
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25 DHCP

ip dhcp pool

DHCP

ip dhcp pool <Pool Name>

no ip dhcp pool <Pool Name>

(config)

<Pool Name>
DHCP
1.

14
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25 DHCP

ip dhcp zone

DNS DNS

ip dhcp zone <Zone Name> [primary <IP Address>] [key <Key Name>]

no ip dhcp zone <Zone Name>

(config)

<Zone Name>

DNS

254
primary <IP Address>

DNS 1P

127.0.0.0 127.255.255.255
A B C

key <Key Name>
DHCP DNS
1.

63
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1. ipdhcpzone key ip dhcp key
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25 DHCP

lease

lease {<time day> [<time hour> [<time min> [<time sec>]]] | infinite}

no lease

(dhcp-config)

{<time day> [<time hour> [<time min> [<time sec>] ]] | infinite}

<time day> [<time hour> [<time min> [<time sec>] ] ]

10
365
infinite
1.
2.
<time day> 0 365
<time hour> 0 23
<time min> 0 59
<time sec> 0 59
1
1. max-lease
2. IP 24
IP show ip dhcp binding

420
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25 DHCP

3. IP DHCP

421

network

lease

DHCP



25 DHCP

max-lease

max-lease {<time day> [<time hour> [<time min> [<time sec>]]] | infinite}

no max-lease

(dhcp-config)

{<time day> [<time hour> [<time min> [<time sec>]]] | infinite}

<time day> [<time hour> [<time min> [<time sec>] ] ]

10 365

infinite

<time day> 0 365
<time hour> 0 23
<time min> 0 59
<time sec> 0 59

lease

IP network

422

24

10

DHCP



25 DHCP

2. IP DHCP max-lease

423



25 DHCP

netbios-name-server

NetBIOS NetBIOS
NetBIOS NBNS/WINS IP

netbios-name-server <IP Address> [<IP Address>...]

no netbios-name-server

(dhcp-config)

<IP Address> [<IP Address>...]
NetBIOS NBNS/WINS IP

127.0.0.0 127.255.255.255
A B C

1. DHCP 16
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25 DHCP

netbios-node-type

NetBIOS NetBIOS
NetBIOS TCP/IP

netbios-node-type {b-node | p-node | m-node | h-node}

no netbios-node-type

(dhcp-config)

{b-node | p-node | m-node | h-node}
NetBIOS TCP/IP NetBIOS

® b-node

® p-node Peer to Peer WINS

e m-node WINS
® h-node WINS
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25 DHCP

network

DHCP 1P

network <IP Address> [{<Mask> | /<Masklen>}]

no network

(dhcp-config)

<IP Address> [{<Mask> | /<Masklen>}]

DHCP
A B C

25-2 P

DHCP

A /8 1.x.xX 127.x.X.X

B /16 128.x.x.x 191.X.X.X

C /24 192.x.x.X 223.X.X.X

<IP Address>
1.

127.0.0.0 127.255.255.255
0
A B C

{<Mask> | /<Masklen>}

1.
A B C

<Mask> 255.0.0.0 255.255.255.255
<Masklen> 8 32
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25 DHCP

1.
2. DHCP
3. network

network

DHCP

DHCP

ip dhcp excluded-address

host

network/host

hardware-address

427
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25 DHCP

service dhcp

DHCP

service dhcp vlan <vlan id>

no service dhcp vlan <vlan id>

(config)

vlan <vlan id>

IPv4 VLAN
1.
2.

<vlan id> interface vlan

VLAN ID

428
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26
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QoS



26 /

flow detection mode

QoS

flow detection mode {layer2-1 | layer2-2 | layer2-3}

no flow detection mode

(config)

{layer2-1 | layer2-2 | layer2-3}

1.
2.
26-1
mac access-group ip access-group ipv6 traffic-filter
in/out in/out in/out
layer2-1 o x x
layer2-2 X o X
layer2-3 X o o
O X
26-2 QoS
mac gos-flow-group ip gos-flow-group ipv6 qos-flow-group
in/out in/out in/out
layer2-1 o X X
layer2-2 x o x
layer2-3 X o o
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[ ] IPv4
1Pv4
27-1 IPv4

ah 51
esp 50
gre 47
icmp 1
igmp 2
Ip P
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
vIrp 112

[ ] IPv6

IPv6

27-2 IPv6

gre 47
icmp 58
ipv6 IP
ospf 89
pcp 108
pim 103
sctp 132
tep 6
tunnel 4
udp 17
vIrp 112

] TCP

TCP
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27-3 TCP
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
Idap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)
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[ UDP
UDP

27-4 UDP IPv4
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcep X Display Manager Control Protocol (177)

27-5 UDP IPv6
biff Biff (512)
dhcpv6-client DHCPv6 client (546)
dhcpv6-server DHCPV6 server (547)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
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radius-acct RADIUS Accounting (1813)
ripng Routing Information Protocol next generation (521)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmep X Display Manager Control Protocol (177)

m {os

tos
27-6 tos
tos tos

max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0

m precedence

precedence
27-7 precedence
precedence precedence

critical 5
flash 3
flash-override 4
immediate 2
internet 6
network 7
priority 1
routine 0

m DSCP

DSCP
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27-8 DSCP
DSCP DSCP
afll 10
af12 12
af13 14
af21 18
af22 20
af23 22
af31 26
af32 28
af33 30
af41 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
csS 40
cs6 48
cs7 56
default 0
ef 46
[
27-9
Ethernet
appletalk 0x809b
arp 0x0806
axp 0x88f3 Autonomous Extensible Ring Protocolifillfl/ 37 &, IBXTOANH/ Y R TF,
eapol 0x888e
gsrp GSRP
ipv4 0x0800
ipv6 0x86dd
ipx 0x8137
Xns 0x0600
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[ ] MAC
MAC
27-10 MAC
bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
lldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCcC.ccCb 0000.0000.0000
slow-protocol 0180.C200.0002 0000.0000.0000
IEEE802.1AB/D6.0 IEEE Std 802.1AB
[ ICMP
ICMP
27-11 ICMP IPv4

administratively-prohibited Administratively prohibited 3 13
alternate-address Alternate address 6
conversion-error Datagram conversion 31
dod-host-prohibited Host prohibited 3 10
dod-net-prohibited Network prohibited 3 9
echo Echo (ping) 8
echo-reply Echo reply 0
general-parameter-problem Parameter problem 12 0
host-isolated Host isolated 3 8
host-precedence-unreachable Host unreachable for precedence 3 14
host-redirect Host redirect 5 1
host-tos-redirect Host redirect for TOS 5 3
host-tos-unreachable Host unreachable for TOS 3 12
host-unknown Host unknown 3 7
host-unreachable Host unreachable 3 1
information-reply Information replies 16
information-request Information requests 15
mask-reply Mask replies 18
mask-request Mask requests 17
mobile-redirect Mobile host redirect 32
net-redirect Network redirect 5 0
net-tos-redirect Network redirect for TOS 5 2
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net-tos-unreachable Network unreachable for TOS 3 11
net-unreachable Network unreachable 3 0
network-unknown Network unknown 3 6
no-room-for-option Parameter required but no room 12 2
option-missing Parameter required but not present 12 1
packet-too-big Fragmentation needed and DF set 3 4
parameter-problem All parameter problems 12
port-unreachable Port unreachable 3 3
precedence-unreachable Precedence cutoff 3 15
protocol-unreachable Protocol unreachable 3 2
reassembly-timeout Reassembly timeout 11 1
redirect All redirects 5
router-advertisement Router discovery advertisements 9
router-solicitation Router discovery solicitations 10
source-quench Source quenches 4
source-route-failed Source route failed 3 5
time-exceeded All time exceeded 11
timestamp-reply Timestamp replies 14
timestamp-request Timestamp requests 13
traceroute Traceroute 30
ttl-exceeded TTL exceeded 11 0
unreachable All unreachable 3

27-12 ICMP IPv6
beyond-scope Destination beyond scope 1 2
destination-unreachable Destination address is unreachable 1 3
echo-reply Echo reply 129
echo-request Echo request (ping) 128
header Parameter header problems 4 0
hop-limit Hop limit exceeded in transit 3 0
mld-query Multicast Listener Discovery Query 130
mld-reduction Multicast Listener Discovery Reduction 132
mld-report Multicast Listener Discovery Report 131
nd-na Neighbor discovery neighbor 136

advertisements

nd-ns Neighbor discovery neighbor solicitations 135
next-header Parameter next header problems 4 1
no-admin Administration prohibited destination 1 1
no-route No route to destination 1 0
packet-too-big Packet too big 2
parameter-option Parameter option problems 4 2
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parameter-problem All parameter problems 4
port-unreachable Port unreachable 1 4
reassembly-timeout Reassembly timeout 3 1
renum-command Router renumbering command 138 0
renum-result Router renumbering result 138 1
renum-seq-number Router renumbering sequence number reset | 138 255
router-advertisement Neighbor discovery router advertisements 134
router-renumbering All router renumbering 138
router-solicitation Neighbor discovery router solicitations 133
time-exceeded All time exceeded 3
unreachable All unreachable 1
[
[
2
[
27-13
AAA 1
1/0/1  inbound
interface gigabitethernet 1/0/1
ip access-group AAA in
ip access-list extended AAA
10 permit tcp any any
20 deny udp any any
AAA 2

1/0/1  1/0/2  inbound
interface gigabitethernet 1/0/1
ip access-group AAA in

interface gigabitethernet 1/0/2
ip access-group AAA in

ip access-list extended AAA
10 permit tcp any any
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20 deny udp any any

AAA
1/0/1  inbound  outbound

interface gigabitethernet 1/0/1
ip access-group AAA in
ip access-group AAA out

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

AAA
1/0/1  inbound

BBB
1/0/2  inbound

interface gigabitethernet 1/0/1
ip access-group AAA in

interface gigabitethernet 1/0/2
ip access-group BBB in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

AAA
1/0/1  inbound

BBB
1/0/1  outbound

interface gigabitethernet 1/0/1
ip access-group AAA in
ip access-group BBB out

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

AAA
ip access-list extended AAA
10 permit tcp any any
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access-list
IPv4 IPv4
IPv4 IPv4 IPv4

IPv4 IPv4 IPv4
IPv4 VLAN ID ToS TCP ICMP

ICMP

ID
IPv4 IPv6 MAC 1024
IPv4 IPv4 2048
remark Qos 1024
|

access-list <access list number> remark <remark>

IPv4
access-list <access list number> [<sequence>] {deny | permit} {<ipv4> [<ipv4 wildcard>] | host <ipv4> |
any}
IPv4
access-list <access list number> [<sequence>] permit { }
access-list <access list number> [<sequence>] deny { }
° TCP UDP ICMP IGMP

{deny | permit} {ip | <protocol>} {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

° TCP
{deny | permit} tcp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source
port>] {<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq
<destination port>] [ack] [fin] [psh] [rst] [syn] [urg] [{[tos <tos>] [precedence <precedence>] | dscp
<dscp>}] [vlan <vlan id>] [user-priority <priority>]

° UDP
{deny | permit} udp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source
port>] {<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq
<destination port>] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-
priority <priority>]

° ICMP
{deny | permit} icmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{<icmp type>
[<icmp code>] | <icmp message>}] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan
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<vlan id>] [user-priority <priority>]

° IGMP
{deny | permit} igmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

no access-list <access list number>

(config)

<access list number>

1.

2.
1 199 1300 2699 10
1 99 1300 1999 10 IPv4
100 199 2000 2699 10 IPv4

remark <remark>

ID

1.
NULL
2.
64 "
" ’ -
<sequence>
1.
10
+10
4294967284

2.

1 4294967294 10

{deny | permit}
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deny
permit

1.

{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}

IPv4
IPv4 any
1.
2.
<ipv4> [<ipv4 wildcard>] host <ipv4> any

<ipv4> IPv4
[<ipv4 wildcard>] IPv4

IPv4
host <ipv4> <ipv4>
any IPv4
IPv4 nnn.nnn.nnn.nnn - 0.0.0.0  255.255.255.255

{ip | <protocol> | icmp | igmp | tcp | udp}
IPv4

0 255 10
27-1

{<source ipv4> <source ipv4 wildcard>] host <source ipv4> | any}

IPv4
IPv4 any
1.
2.
<source ipv4> <source ipv4 wildcard> host <source ipv4>
<source ipv4> 1Pv4
<source ipv4 wildcard> IPv4
IPv4
host <source ipv4> <source ipv4>
any IPv4
IPv4 (nnn.nnn.nnn.nnn)  0.0.0.0 255.255.255.255

eq <source port>
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TCP UDP
1.
2.
0 65535 10
27-3 TCP
IPv4
eq <source port>

{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}

IPv4
IPv4 any
1.
2.
<destination ipv4> <destination ipv4 wildcard> host <destination ipv4> any
<destination ipv4> IPv4
<destination ipv4 wildcard> IPv4
IPv4
host <destination ipv4> <destination ipv4>
any IPv4
IPv4 nnn.nnn.nnn.nnn - 0.0.0.0 255.255.255.255

eq <destination port>

TCP UDP
1.
2.
0 65535 10
27-3 TCP
IPv4
eq <destination port>
tos <tos>
ToS 3 6 4 tos
ToS 3 6 4

Bitd Bit1 Bit2 Bitd Bitd Bitdh Bit6 Bit?

precedence tos | - I

0 15 10 tos
tos 27-6 tos

precedence <precedence>

ToS 3 precedence
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ToS 3

Bitd Bit1 Bit2 Bitd Bitd Bitdh Bit6 Bit?

precedence tos | - I
1.
2.
0 7 10 precedence
precedence 27-7 precedence
dscp <dscp>
ToS 6 DSCP
ToS 6

Bitd Bit1 Bit2 Bitd Bitd Bith Bit6é Bits

DSCP - |
1.
2.
0 63 10 DSCP
DSCP 27-8 DSCP
ack
TCP ACK 1
TCP
1.
2.
fin
TCP FIN 1
TCP
1.
2.
psh
TCP PSH 1
TCP
1.
2.
rst
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TCP RST 1
TCP
1.
2.
syn
TCP SYN 1
TCP
1.
2.
urg
TCP URG 1
TCP
1.
2.
<icmp type>
ICMP
ICMP
1.
2.
0 255 10
<icmp code>
ICMP
ICMP
1.
2.
0 255 10

<icmp message>

ICMP
ICMP
ICMP 27-11 ICMP
1.
2.
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vlan <vlan id>

VLAN ID

user-priority <priority>

0 7 10

1. IPv4
0.0.0.0

2. ip access-list standard

3. ip access-list extended

4, IPv4
255.255.255.255
5. IPv4
nnn.nnn.nnn.nnn
6. <protocol> ah

1300-1999

10

<access list number>

2000-2699  <access list number>
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deny

Ip access-list extended

1Pv4

TCP UDP ICMP IGMP
[<sequence>] deny {ip | <protocol>} {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>] [precedence
<precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class
mask>]]

TCP
[<sequence>] deny tcp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source
port>] {<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq <destination
port>] [ack] [fin] [psh] [rst] [syn] [urg] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan
id>] [user-priority <priority>] [class <class> [mask <class mask>]]

UDP
[<sequence>] deny udp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source
port>] {<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq <destination
port>] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]
[class <class> [mask <class mask>]]

ICMP
[<sequence>] deny icmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{<icmp type> [<icmp code>] | <icmp
message>}] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>] [class <class> [mask <class mask>]]

IGMP
[<sequence>] deny igmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>] [precedence <precedence>]
| dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

no <sequence>

(config-ext-nacl)

<sequence>

10
+10
4294967284

1 4294967294 10
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{ip | <protocol> | icmp | igmp | tcp | udp}
IPv4

0 255 10
27-1 1Pv4

{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}

IPv4
1Pv4 any
1.
2.
<source ipv4> <source ipv4 wildcard> host <source ipv4> any
<source ipv4> 1Pv4
<source ipv4 wildcard> IPv4
IPv4
host <source ipv4> <source ipv4>
any IPv4
1Pv4 nnn.nnn.nnn.nnn 0.0.0.0 255.255.255.255
eq <source port>
TCP UDP
1.
2.
0 65535 10
27-3 TCP
IPv4
eq <source port>

{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}

IPv4
IPv4 any
1.
2.
<destination ipv4> <destination ipv4 wildcard> host <destination ipv4> any
<destination ipv4> IPv4
<destination ipv4 wildcard> IPv4
IPv4
host <destination ipv4> <destination ipv4>
any IPv4
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IPv4 nnn.nnn.nnn.nnn ~ 0.0.0.0 255.255.255.255

eq <destination port>

TCP
1.
2.
0 65535 10
€q
tos <tos>
ToS
ToS

Bitd Bit1 Bit2

UbP

27-3 TCP
IPv4
<destination port>

3 6 4 tos

Bitd Bitd Bitd Bit6 Bit?

precedence tos | - I
1.
2.
0 15 10 tos
tos 27-6 tos
precedence <precedence>
ToS 3 precedence
ToS 3
Bitd Bit1 Bit? Bitd} Bitd Bits Bité Bit7
precedence tos | - I
1.
2.
0 7 10 precedence
precedence 27-7 precedence
dscp <dscp>
ToS 6 DSCP
ToS 6

Bitd Bit1 Bit2

Bitd Bitd Bith Bité Bit?

DsCP

0 63 10

DSCP
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ack

fin

psh

rst

syn

urg

TCP

TCP

TCP

TCP

TCP

TCP

DSCP 27-8

ACK 1
TCP

FIN 1
TCP

PSH 1
TCP

RST 1
TCP

SYN 1
TCP

URG 1
TCP
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2.
<icmp type>
ICMP
ICMP
1.
2.
0 255 10
<icmp code>
ICMP
ICMP
1.
2.
0 255 10
<icmp message>
ICMP
ICMP
ICMP 27-11
1.
2.

vlan <vlan id>

VLAN ID

user-priority <priority>

0 7 10
class <class> [mask <class mask>]

ACL/QoS

ICMP

453

IPv4



27

3.

<class mask>
mask>

1.

0 63 10

<protocol>

<class>

any

ah

nnn.nnn.nnn.nnn 0.0.0.0

51 10
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deny ip access-list standard

1Pv4

[<sequence>] deny {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}

no <sequence>

(config-std-nacl)

<sequence>
1.
10
+10
4294967284
2.
1 4294967294 10
{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
IPv4
IPv4 any
1.
2.
<ipv4> [<ipv4 wildcard>] host <ipv4> any
<ipv4> IPv4
[<ipv4 wildcard>] IPv4
IPv4 <ipv4>
host <ipv4> <ipv4>
any IPv4
1Pv4 nnn.nnn.nnn.nnn 0.0.0.0 255.255.255.255
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nnn.nnn.nnn.nnn 0.0.0.0

255.255.255.255

456

any

host nnn.nnn.nnn.nnn
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deny

Ipv6 access-list

IPv6

TCP UDP ICMP
[<sequence>] deny {ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any} {<destination
ipv6>/<length> | host <destination ipv6> | any} [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan
id>] [user-priority <priority>]

TCP
[<sequence>] deny tcp {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>]
{<destination ipv6>/<length> | host <destination ipv6> | any} [eq <destination port>] [ack] [fin] [psh] [rst]
[syn] [urg] [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

UDP
[<sequence>] deny udp {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>]
{<destination ipv6>/<length> | host <destination ipv6> | any} [eq <destination port>] [{traffic-class <traffic
class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

ICMP
[<sequence>] deny icmp {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length>
| host <destination ipv6> | any} [{<icmp type> [<icmp code>] | <icmp message>}] [{traffic-class <traffic
class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

no <sequence>

(config-ipv6-acl)

<sequence>

10
+10
4294967284

1 4294967294 10

{ipv6 | <protocol> | icmp | tcp | udp}

IPv6

ipv6

1 42 45 49 52 59 61 255 10
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27-2

{<source ipv6>/<length> | host <source ipv6> | any}

IPv6
IPv6 any
1.
2.
<source ipv6>/<length> host <source ipv6> any
<source ipv6> IPv6
<length> IPv6
host <source ipv6> <source ipv6>
any IPv6

<source ipv6> nnnn:nnnn:nnnn:nnnn:nnnn:nnNNn:nnNnNN:nnnn
0:0:0:0:0:0:0:0 HiiBillBilBiIRRIBLBL
<length> 0 128

eq <source port>

TCP UbP

0 65535 10
27-3 TCP
IPv6
<source port>

{<destination ipv6>/<length> | host <destination ipv6> | any}

IPv6
IPv6 any
1.
2.
<destination ipv6>/<length> host <destination ipv6> any
<destination ipv6> IPv6

<length> IPv6

host <destination ipv6> <destination ipv6>

any IPv6

<destination ipv6> nnnn:nnnn:nnnn:nnnn:nnNN:NNNN:NNNN:NNNN
0:0:0:0:0:0:0:0 FEff FEFf FFFF- FFFF: . FFFF FFFF P

<length> 0 128

eq <destination port>

458

IPv6

bit

27-5 UDP

bit



27

TCP UDP

0 65535 10
27-3 TCP
IPv6
<destination port>

traffic-class <traffic class>

1.
2.
0 255 10
dscp <dscp>
6 DSCP
6
Bitd Bit1 Bit2 Bit3 Bit4d Bith Bité Bit?
DSCP - |
1.
2.
0 63 10 DSCP
DSCP 27-8 DSCP
ack
TCP ACK 1
TCP
1.
2.
fin
TCP FIN 1
TCP
1.
2.
psh
TCP PSH 1
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TCP
1.
2.
rst
TCP RST 1
TCP
1.
2.
syn
TCP SYN 1
TCP
1.
2.
urg
TCP URG 1
TCP
1.
2.
<icmp type>
ICMP
ICMP
1.
2.
0 255 10
<icmp code>
ICMP
ICMP
1.
2.
0 255 10

<icmp message>

ICMP
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ICMP
ICMP 27-12 ICMP

vlan <vlan id>

VLAN ID

user-priority <priority>

1.
2.
0 7 10
1. nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0
any
2. nnnn:nnnNN:nnNnN:nnNN:nNNN:NNNN:nnNnNn:nnnn/128

host nnnn:nnnn:nnnn:nnnn:nnnn:nnnNn:nNNN:nNNNN
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deny mac access-list extended

MAC

[<sequence>] deny {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu |
slow-protocol } [<ethernet type>] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

no <sequence>

(config-ext-macl)

<sequence>
1.
10
+10
4294967284
2.
1 4294967294 10
{<source mac> <source mac mask> | host <source mac> | any}
MAC
MAC any
1.
2.
<source mac> <source mac mask> host <source mac> any
<source mac> MAC
<source mac mask> MAC MAC
host <source mac> <source mac>
any MAC
MAC nnnn.nnnn.nnnn 0000.0000.0000 Fff.fFF.FAf 16

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol}

MAC
MAC any
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<destination mac> <destination mac mask> host <destination mac> any

2.
oadp pvst-plus-bpdu slow-protocol
<destination mac> MAC
<destination mac mask> MAC
MAC
host <destination mac>
any MAC
bpdu BPDU
cdp CDP
lacp slow-protocol

LACP  IEEE802.3ah/UDLD
lldp LLDP
oadp OADP
pvst-plus-bpdu PVST+
MAC nnnn.nnnn.nnnn
<ethernet type>
1.
2.

0x0000 Oxffff 16

vlan <vlan id>

VLAN ID

user-priority <priority>

0 7 10
class <class> [mask <class mask>]

ACL/QoS

<class mask> <class>
mask>

1.

<destination mac>

slow

slow

0000.0000.0000 fFF.fEFF. 66 16

27-9
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0 63 10

nnnn.nnnn.nnnn fff . ff

MAC
nnnn.nnnn.nnnn 0000.0000.0000 host nnnn.nnnn.nnnn

464
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Ip access-group

VLAN IPv4 IPv4
ip access-group ipv6 traffic-filter mac access-group

540

ip access-group {<access list number> | <access list name>} {in | out}

no ip access-group {<access list number> | <access list name>} {in | out}

(config-if)
VLAN

{<access list number> | <access list name>}

IPv4 IPv4

1.
2.

<access list number> 1 199 1300 2699 10

<access list name> 31

{in | out}
Inbound  Outbound

in Inbound
out Outbound
1.
2.
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VLAN

VLAN

1Pv4

VLAN

VLAN

VLAN

Tag
VLAN

IPv4

1Pv4

466

IPv4

VLAN
Tag

VLAN ID

VLAN
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ip access-list extended

1Pv4 1Pv4
1Pv4 IPv4
IPv4
1Pv4 IPv4 IPv4 VLAN ID ToS
TCP ICMP ICMP
IPv4 IPv6 MAC 1024
1Pv4 1Pv4 2048
]

ip access-list extended {<access list number> | <access list name>}

no ip access-list extended {<access list number> | <access list name>}

(config)

{<access list number> | <access list name>}

IPv4
1.
2.
<access list number> 100 199 2000 2699 10
<access list name> 31
1. access-list 100-199 2000-2699 <access list number>
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1Pv4

IPv6
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Ip access-list resequence

1Pv4 1Pv4

ip access-list resequence {<access list number> | <access list name>} [<starting sequence> [<increment
sequence>]]

(config)

{<access list number> | <access list name>}

IPv4 IPv4
1.
2.
<access list number> 1 199 1300 2699 10
<access list name> 31

<starting sequence>

10

1 4294967294 10

<increment sequence>

10

1 100 10
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ip access-list standard

1Pv4 1Pv4
1Pv4 IPv4
IPv4
1Pv4 1Pv4
IPv4  IPv6 MAC 1024
1Pv4 1Pv4 2048
]

ip access-list standard {<access list number> | <access list name>}

no ip access-list standard {<access list number> | <access list name>}

(config)

{<access list number> | <access list name>}

IPv4
1.
2.
<access list number> 1 99 1300 1999 10
<access list name> 31
1. access-list 1-99 1300-1999  <access list number>
2. IPv4 IPv6 MAC
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ipv6 access-list

IPv6 IPv6
IPv6 IPv6 VLAN ID
TCP ICMP ICMP
IPv4  IPv6 MAC 1024
2048
]

ipv6 access-list <access list name>

no ipv6 access-list <access list name>

(config)

<access list name>

IPv6

31

1. 1Pv4 IPv4 MAC
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Ipv6 access-list resequence

IPv6

ipv6 access-list resequence <access list name> [<starting sequence> [<increment sequence>]]

(config)

<access list name>

IPv6

31

<starting sequence>

10

1 4294967294 10

<increment sequence>

10

1 100 10
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ipv6 traffic-filter

VLAN IPv6 IPv6
ip access-group  ipv6 traffic-filter mac access-group 540
|

ipv6 traffic-filter <access list name> {in | out}

no ipvé traffic-filter <access list name> {in | out}

(config-if)
VLAN

<access list name>

IPv6

31
{in | out}
Inbound Outbound

in Inbound

out Outbound

IPv6
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IPv6

VLAN ID
VLAN

IPv6

VLAN

VLAN

VLAN

VLAN

Tag
VLAN

IPv6

Inbound
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Tag

Outbound

IPv6

VLAN

VLAN
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Mac acCcesSs-group

VLAN MAC
ip access-group ipv6 traffic-filter
540

mac access-group <access list name> {in | out}

no mac access-group <access list name> {in | out}

(config-if)
VLAN

<access list name>

MAC

31

{in | out}
Inbound  Outbound
in Inbound

out Outbound
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VLAN

MAC

VLAN

VLAN

VLAN

Tag
VLAN

MAC

MAC

477

MAC

VLAN
VLAN ID

VLAN

VLAN
Tag
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mac access-list extended

MAC MAC
MAC MAC VLAN ID

IPv4  IPv6 MAC 1024
2048

mac access-list extended <access list name>

no mac access-list extended <access list name>

(config)

<access list name>

MAC

31

1. 1Pv4 IPv4 IPv6
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mac access-list resequence

MAC

mac access-list resequence <access list name> [<starting sequence> [<increment sequence>]]

(config)

<access list name>

MAC

31

<starting sequence>

10

1 4294967294 10

<increment sequence>

10

1 100 10
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permit

Ip access-list extended

1Pv4

[<sequence>] permit { }

TCP UDP ICMP IGMP
{ip | <protocol>} {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4>
<destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>] [precedence <precedence>] |
dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

TCP
tep {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source port>] {<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq <destination port>] [ack] [fin] [psh]
[rst] [syn] [urg] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>] [class <class> [mask <class mask>]]

UDP
udp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source port>] {<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [eq <destination port>] [{[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask
<class mask>]]

ICMP
icmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4> <destination
ipv4 wildcard> | host <destination ipv4> | any} [{<icmp type> [<icmp code>] | <icmp message>}] [{[tos
<tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class>
[mask <class mask>]]

IGMP
igmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4> <destination

ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}]
[vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

no <sequence>

(config-ext-nacl)

<sequence>

10
+10
4294967284
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1 4294967294 10

{ip | <protocol> | icmp | igmp | tcp | udp}
IPv4

0 255 10
27-1 1Pv4

{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}

IPv4
IPv4 any
1.
2.
<source ipv4> <source ipv4 wildcard> host <source ipv4> any
<source ipv4> IPv4
<source ipv4 wildcard> IPv4
IPv4
host <source ipv4> <source ipv4>
any IPv4
IPv4 nnn.nnn.nnn.nnn -~ 0.0.0.0 255.255.255.255
eq <source port>
TCP UDP
1.
2.
0 65535 10
27-3 TCP
IPv4
eq <source port>

{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}
IPv4

IPv4 any

<destination ipv4> <destination ipv4 wildcard> host <destination ipv4> any
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<destination ipv4> IPv4
<destination ipv4 wildcard> IPv4
IPv4
host <destination ipv4> <destination ipv4>
any IPv4
IPv4 nnn.nnn.nnn.nnn 0.0.0.0 255.255.255.255
eq <destination port>
TCP UDP
1.
2.
0 65535 10
27-3 TCP
IPv4
eq <destination port>
tos <tos>
ToS 3 6 4 tos
ToS 36 4
Bitd Bit1 Bit2 Bit3 Bitd BitS Bité Bit7
precedence tos | - I
1.
2.
0 15 10 tos
tos 27-6 tos
precedence <precedence>
ToS 3 precedence
ToS 3

Bitd Bit1 Bit2

Bitd Bitd Bitd Bit6 Bit?

precedence tos | - I
1.
2.
0 7 10 precedence
precedence 27-7 precedence
dscp <dscp>
ToS 6 DSCP
ToS 6

Bitd Bit1 Bit2

Bitd Bitd Bith Bité Bit?

DscP
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ack

fin

psh

rst

syn

urg

TCP

TCP

TCP

TCP

TCP

TCP

63 10 DSCP

DSCP 27-8

ACK 1
TCP

FIN 1
TCP

PSH 1
TCP

RST 1
TCP

SYN 1
TCP

URG 1

483

DSCP



27

TCP
1.
2.
<icmp type>
ICMP
ICMP
1.
2.
0 255 10
<icmp code>
ICMP
ICMP
1.
2.
0 255 10
<icmp message>
ICMP
ICMP
ICMP 27-11
1.
2.

vlan <vlan id>

VLAN ID

user-priority <priority>

0 7 10

class <class> [mask <class mask>]

ICMP
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<class mask>
mask>

1.

0 63 10

<class>

any

ACL/QoS

nnn.nnn.nnn.nnn 0.0.0.0
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permit ip access-list standard

1Pv4

[<sequence>] permit {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}

no <sequence>

(config-std-nacl)

<sequence>
1.
10
+10
4294967284
2.
1 4294967294 10
{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
IPv4
IPv4 any
1.
2.
<ipv4> [<ipv4 wildcard>] host <ipv4> any
<ipv4> IPv4
[<ipv4 wildcard>] IPv4
IPv4 <ipv4>
host <ipv4> <ipv4>
any IPv4
1Pv4 nnn.nnn.nnn.nnn 0.0.0.0 255.255.255.255
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nnn.nnn.nnn.nnn 0.0.0.0

255.255.255.255
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any
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permit

Ipv6 access-list

IPv6

[<sequence>] permit { }

TCP UDP ICMP
{ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length> |
host <destination ipv6> | any} [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>]

TCP
tep {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>] {<destination ipv6>/<length> |
host <destination ipv6> | any} [eq <destination port>] [ack] [fin] [psh] [rst] [syn] [urg] [{traffic-class <traffic
class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

UDP
udp {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>] {<destination ipv6>/<length> |
host <destination ipv6> | any} [eq <destination port>] [{traffic-class <traffic class> | dscp <dscp>}] [vlan
<vlan id>] [user-priority <priority>]

ICMP
icmp {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length>| host <destination
ipv6> | any} [{traffic-class <traffic class> | dscp <dscp>}] [{<icmp type> [<icmp code>] | <icmp
message>}] [vlan <vlan id>] [user-priority <priority>]

no <sequence>

(config-ipv6-acl)

<sequence>

10
+10
4294967284

1 4294967294 10

{ipv6 | <protocol> | icmp | tcp | udp}

IPv6
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ipv6
1.
2.
1 42 45 49 52 59 61 255 10
27-2
{<source ipv6>/<length> | host <source ipv6> | any}
IPv6
IPV6 any
1.
2.
<source ipv6>/<length> host <source ipv6> any
<source ipv6> IPv6
<length> IPv6
host <source ipv6> <source ipv6>

any IPv6

<source ipv6> nnnn:nnnn:nnnn:nnnNN:nnNN:nNNN:NNNN:nnnn
0:0:0:0:0:0:0:0 TFff: FFFf. FFFF. FFFF. F7FF £FFF FFFF T

<length> 0 128

eq <source port>

TCP UbP

0 65535 10
27-3 TCP
IPv6
<source port>

{<destination ipv6>/<length> | host <destination ipv6> | any}

IPv6
IPv6 any
1.
2.
<destination ipv6>/<length> host <destination ipv6> any
<destination ipv6> IPv6
<length> IPv6
host <destination ipv6> <destination ipv6>
any IPv6

<destination ipv6> nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn
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0:0:0:0:0:0:0:0 HiiBilliBilBiIR R RLRL
<length> 0 128
eq <destination port>
TCP UDP
1.
2.
0 65535 10
27-3 TCP
IPv6
<destination port>
traffic-class <traffic class>
1.
2.
0 255 10
dscp <dscp>
6 DSCP
6
Bit0 Bit1 Bit2 Bit3 Bitd Bits Bité Bit?
DSCP - |
1.
2.
0 63 10 DSCP
DSCP 27-8 DSCP
ack
TCP ACK 1
TCP
1.
2.
fin
TCP FIN 1
TCP
1.
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2.
psh
TCP PSH 1
TCP
1.
2.
rst
TCP RST 1
TCP
1.
2.
syn
TCP SYN 1
TCP
1.
2.
urg
TCP URG 1
TCP
1.
2.
<icmp type>
ICMP
ICMP
1.
2.
0 255 10
<icmp code>
ICMP
ICMP
1.

491



27

0 255 10

<icmp message>

ICMP
ICMP
ICMP 27-12 ICMP
1.
2.

vlan <vlan id>

VLAN ID

user-priority <priority>

1.
2.
0 7 10
1. nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0
any
2. nnnn:nnnn:nnnn:nnNN:NNNN:NNNN:NNNN:nnnn/128

host nnnn:nnnn:nnnn:nnnn:nnnN:nNNN:nNNN:nnnNN
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permit mac access-list extended

MAC

[<sequence>] permit { }

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac mask> |
host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu | slow-protocol } [<ethernet
type>] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

no <sequence>

(config-ext-macl)

<sequence>
1.
10
+10
4294967284
2.
1 4294967294 10
{<source mac> <source mac mask> | host <source mac> | any}
MAC
MAC any
1.
2.
<source mac> <source mac mask> host <source mac> any
<source mac> MAC
<source mac mask> MAC MAC
host <source mac> <source mac>
any MAC
MAC nnnn.nnnn.nnnn - 0000.0000.0000 fff.fff.FAf 16

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol }
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MAC
MAC any
1.
2.
<destination mac> <destination mac mask> host <destination mac> any bpdu cdp lacp lldp
oadp pvst-plus-bpdu slow-protocol
<destination mac> MAC
<destination mac mask> MAC
MAC
host <destination mac> <destination mac>
bpdu BPDU
cdp CDP
lacp slow-protocol slow
LACP  IEEE802.3ah/UDLD slow
lldp LLDP
oadp OADP
pvst-plus-bpdu PVST+
MAC nnnn.nnnn.nnnn 0000.0000.0000 frf.ffFF.FAff 16
<ethernet type>
1.
2.

0x0000 Oxffff 16
27-9

vlan <vlan id>

VLAN ID

user-priority <priority>

0 7 10
class <class> [mask <class mask>]

ACL/QoS
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<class mask> <class>

mask>
1.
2.
0 63 10

nnnn.nnnn.nnnn ffff.fff.ffff

MAC
nnnn.nnnn.nnnn 0000.0000.0000
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host nnnn.nnnn.nnnn

any

<class
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remark

IPv6 MAC
1024

remark <remark>

no remark

(config-ext-nacl)
(config-std-nacl)
(config-ipv6-acl)
(config-ext-macl)

<remark>
1.
NULL
2.
64
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28 QoS

[ ] IPv4
1Pv4
28-1 IPv4
ah 51
esp 50
gre 47
icmp 1
igmp 2
ip IP
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tep 6
tunnel 41
udp 17
vIrp 112
ah
[ | IPv6
IPv6
28-2 IPv6

gre 47
icmp 58
ipv6 IP
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 4
udp 17
vIrp 112
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[ TCP
TCP
28-3 TCP

bap Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
Idap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
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whois Nicname (43)
[
UDP

28-4 UDP IPv4
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcp X Display Manager Control Protocol (177)

28-5 UDP IPv6
biff Biff (512)
dhcpv6-client DHCPV6 client (546)
dhcpv6-server DHCPvV6 server (547)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
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nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
ripng Routing Information Protocol next generation (521)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcp X Display Manager Control Protocol (177)
m tos
tos
28-6 tos
tos tos
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0
m precedence
precedence
28-7 precedence
precedence precedence
critical 5
flash 3
flash-override 4
immediate 2
internet 6
network 7
priority 1
routine 0
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m DSCP
DSCP
28-8 DSCP
DSCP DSCP
afll 10
af12 12
af13 14
af21 18
af22 20
af23 22
af31 26
af32 28
af33 30
af41 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
csd 32
csS 40
cs6 48
cs7 56
default 0
ef 46
[ |
28-9
Ethernet
appletalk 0x809b
arp 0x0806
axp 0x88f3 Autonomous Extensible Ring Protocol D 00 0000 OO0O0OOCANOOOOOOOO
eapol 0x888e
gsrp GSRP
ipv4 0x0800
ipv6 0x86dd
ipx 0x8137
Xns 0x0600
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[ ] MAC
MAC
28-10 MAC
bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
lldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCcC.ccCb 0000.0000.0000
slow-protocol 0180.C200.0002 0000.0000.0000
IEEE802.1AB/D6.0 IEEE Std 802.1AB
[ ICMP
ICMP
28-11 ICMP IPv4

administratively-prohibited Administratively prohibited 3 13
alternate-address Alternate address 6
conversion-error Datagram conversion 31
dod-host-prohibited Host prohibited 3 10
dod-net-prohibited Network prohibited 3 9
echo Echo (ping) 8
echo-reply Echo reply 0
general-parameter-problem Parameter problem 12 0
host-isolated Host isolated 3 8
host-precedence-unreachable Host unreachable for precedence 3 14
host-redirect Host redirect 5 1
host-tos-redirect Host redirect for TOS 5 3
host-tos-unreachable Host unreachable for TOS 3 12
host-unknown Host unknown 3 7
host-unreachable Host unreachable 3 1
information-reply Information replies 16
information-request Information requests 15
mask-reply Mask replies 18
mask-request Mask requests 17
mobile-redirect Mobile host redirect 32
net-redirect Network redirect 5 0
net-tos-redirect Network redirect for TOS 5 2
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net-tos-unreachable Network unreachable for TOS 3 11
net-unreachable Network unreachable 3 0
network-unknown Network unknown 3 6
no-room-for-option Parameter required but no room 12 2
option-missing Parameter required but not present 12 1
packet-too-big Fragmentation needed and DF set 3 4
parameter-problem All parameter problems 12
port-unreachable Port unreachable 3 3
precedence-unreachable Precedence cutoff 3 15
protocol-unreachable Protocol unreachable 3 2
reassembly-timeout Reassembly timeout 11 1
redirect All redirects 5
router-advertisement Router discovery advertisements 9
router-solicitation Router discovery solicitations 10
source-quench Source quenches 4
source-route-failed Source route failed 3 5
time-exceeded All time exceeded 11
timestamp-reply Timestamp replies 14
timestamp-request Timestamp requests 13
traceroute Traceroute 30
ttl-exceeded TTL exceeded 11 0
unreachable All unreachable 3

28-12 ICMP IPv6
beyond-scope Destination beyond scope 1 2
destination-unreachable Destination address is unreachable 1 3
echo-reply Echo reply 129
echo-request Echo request (ping) 128
header Parameter header problems 4 0
hop-limit Hop limit exceeded in transit 3 0
mld-query Multicast Listener Discovery Query 130
mld-reduction Multicast Listener Discovery Reduction 132
mld-report Multicast Listener Discovery Report 131
nd-na Neighbor discovery neighbor advertisements 136
nd-ns Neighbor discovery neighbor solicitations 135
next-header Parameter next header problems 4 1
no-admin Administration prohibited destination 1 1
no-route No route to destination 1 0
packet-too-big Packet too big 2
parameter-option Parameter option problems 4 2
parameter-problem All parameter problems 4
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port-unreachable Port unreachable 1 4
reassembly-timeout Reassembly timeout 3 1
renum-command Router renumbering command 138 0
renum-result Router renumbering result 138 1
renum-seq-number Router renumbering sequence number reset 138 255
router-advertisement Neighbor discovery router advertisements 134
router-renumbering All router renumbering 138
router-solicitation Neighbor discovery router solicitations 133
time-exceeded All time exceeded 3
unreachable All unreachable 1
m QoS
QoS QoS
[ ]
QoS
m QoS
QoS
28-13 QoS
QoS
QoS AAA 1 1
1/0/1  inbound
interface gigabitethernet 1/0/1
ip gos-flow-group AAA in
ip gos-flow-list AAA
10 qos tcp any any action replace-user-priority 0
20 gos udp any any action replace-dscp 0
QoS AAA 1 2
1/0/1  1/0/2  inbound
interface gigabitethernet 1/0/1
ip qos-flow-group AAA in
interface gigabitethernet 1/0/2
ip gos-flow-group AAA in
ip gos-flow-list AAA
10 gos tcp any any action replace-user-priority 0
20 qos udp any any action replace-dscp 0
QoS 2 2
1/0/1  inbound
QoS
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QoS

1/0/2  inbound
interface gigabitethernet 1/0/1
ip qos-flow-group AAA in

interface gigabitethernet 1/0/2
ip qos-flow-group BBB in

ip gos-flow-list AAA
10 qos tcp any any action replace-user-priority 0
20 qgos udp any any action replace-dscp 0

ip gos-flow-list BBB
10 gos udp any any action replace-user-priority 0
20 qos tcp any any action replace-dscp 0

QoS AAA
ip qos-flow-list AAA
10 qos tcp any any action replace-user-priority 0
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ip qos-flow-group

VLAN IPv4QoS
QoS ip qos-flow-group ipv6 qos-flow-group mac qos-flow-group
540
n

ip gos-flow-group <qos flow list name> in

no ip gos-flow-group <qgos flow list name> in

(config-if)
VLAN

<gos flow list name>

IPv4 QoS
1.
2.
31
in
Inbound
in  Inbound
1.
2.

507



28 QoS

1. IPv4 QoS Inbound

2. IPv4 QoS IPv4 QoS
3.

4, VLAN

VLAN ID
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ip qos-flow-list

QoS IPv4 QoS
IPv4 IPv6 MAC QoS 1024
2048

QoS m QoS

ip gos-flow-list <qos flow list name>

no ip gos-flow-list <qos flow list name>

(config)

<gos flow list name>

IPv4 QoS
1.
2.
31
1. IPv6 QoS MAC QoS
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ip qos-flow-list resequence

IPv4 QoS

ip qos-flow-list resequence <gos flow list name> [<starting sequence> [<increment sequence>] ]

(config)

<gos flow list name>

IPv4 QoS

31

<starting sequence>

10

1 4294967294 10

<increment sequence>

10

1 100 10
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ipv6 gos-flow-group

VLAN IPv6 QoS
QoS
ip gos-flow-group ipv6 gos-flow-group mac gos-flow-group
540
n

ipv6 gos-flow-group <gos flow list name> in

no ipv6 qos-flow-group <qos flow list name> in

(config-if)
VLAN

<qos flow list name>

IPv6 QoS
1.
2.
31
in
Inbound
in Inbound
1.
2
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1. IPv6 QoS Inbound

2. IPv6 QoS IPv6 QoS
3.

4, VLAN

VLAN ID
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ipv6 gos-flow-list

QoS IPv6 QoS
IPv4 IPv6 MAC QoS 1024
2048

QoS m QoS

ipv6 qos-flow-list <gos flow list name>

no ipv6 qos-flow-list <qos flow list name>

(config)

<gos flow list name>

IPv6 QoS
1.
2.
31
1. IPv4 QoS MAC QoS
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ipv6 gos-flow-list resequence

IPv6 QoS

ipv6 qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>] ]

(config)

<gos flow list name>

IPV6 QoS

31

<starting sequence>

10

1 4294967294 10

<increment sequence>

10

1 100 10
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mac qos-flow-group

VLAN MAC QoS
QoS ip qos-flow-group ipv6 qos-flow-group mac qos-flow-group
540
n

mac gos-flow-group <qos flow list name> in

no mac qos-flow-group <qos flow list name> in

(config-if)
VLAN

<gos flow list name>

MAC QoS
1.
2.
31
in
Inbound
in  Inbound
1.
2.
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1. MAC QoS Inbound

2. MAC QoS MAC QoS
3.

4, VLAN

VLAN ID
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mac qos-flow-list

QoS
IPv4 1IPv6 MAC QoS
2048

QoS m QoS

mac qos-flow-list <qos flow list name>

no mac gos-flow-list <qos flow list name>

(config)

<gos flow list name>

MAC QoS
1.
2.
31
1. IPv4 QoS

MAC QoS
1024

IPv6 QoS
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mac gos-flow-list resequence

MAC QoS

mac qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>] ]

(config)

<gos flow list name>

MAC QoS

31

<starting sequence>

10

1 4294967294 10

<increment sequence>

10

1 100 10
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gos

ip gos-flow-list

IPv4 QoS

[<sequence>] qos { I 1

TCP UDP ICMP IGMP
{ip | <protocol> }{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}{<destination ipv4>
<destination ipv4 wildcard> | host <destination ipv4> | any}[{ [tos <tos>] [precedence <precedence>] |
dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

TCP
tep{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source port>]{<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}[eq <destination port>][ack] [fin] [psh]
[rst] [syn] [urg][{ [tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>] [class <class> [mask <class mask>]]

UDP
udp{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[eq <source port>]{<destination
ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}[eq <destination port>][{ [tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask
<class mask>]]

ICMP
icmp{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}{<destination ipv4> <destination
ipv4 wildcard> | host <destination ipv4> | any}[{<icmp type> [<icmp code>] | <icmp message>}][{ [tos
<tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>] [class <class>
[mask <class mask>]]

IGMP
igmp{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}{<destination ipv4> <destination
ipv4 wildcard> | host <destination ipv4> | any}[{ [tos <tos>] [precedence <precedence>] | dscp <dscp>}]
[vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

action [cos <cos>] [replace-user-priority <priority>] [discard-class <class>] [replace-dscp <dscp>]

no <sequence>

(config-ip-qos)

<sequence>

QoS

QoS 10
+10
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4294967284

1 4294967294 10
{ip | <protocol> | icmp | igmp | tcp | udp }
IPv4

0 255 10
28-1 1Pv4

{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any }

IPv4
IPv4 any
1.
2.
<source ipv4> <source ipv4 wildcard> host <source ipv4> any
<source ipv4> 1Pv4
<source ipv4 wildcard> IPv4
IPv4
host <source ipv4> <source ipv4>
any IPv4
1Pv4 nnn.nnn.nnn.nnn 0.0.0.0 255.255.255.255
eq <source port>
TCP UDP
1.
2.
0 65535 10
28-3 TCP 28-4 UDP
IPv4
eq <source port>
{ <destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any }
IPv4
IPv4 any
1.
2.
<destination ipv4> <destination ipv4 wildcard> host <destination ipv4> any
<destination ipv4> IPv4 <destination ipv4 wildcard> IPv4

1Pv4
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host <destination ipv4>
any IPv4
IPv4 nnn.nnn.nnn.nnN

eq <destination port>

<destination ipv4>

0.0.0.0 255.255.255.255

TCP UDP
1.
2.
0 65535 10
28-3 TCP
UDP IPv4
eq <destination port>
tos <tos>
ToS 3 6 4 tos
ToS 36 4

Bitd Bit1 Bit2 Bitd Bitd

Bits Bité Bit?

precedence tos | - I
1.
2.
0 15 10 tos
tos 28-6 tos
precedence <precedence>
ToS 3 precedence
ToS 3

Bitd Bit1 Bit2 Bit3 Bit4

Bits Bité Bit?

precedence tos | - I
1.
2.
0 7 10 precedence
precedence 28-7 precedence
dscp <dscp>
ToS 6 DSCP
ToS

Bitd Bitl Bit2 Bitd Bit4

Bitd Bité Bit7

DscP
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ack

fin

psh

rst

syn

urg

TCP

TCP

TCP

TCP

TCP

TCP

63 10
DSCP

ACK
TCP

FIN
TCP

PSH
TCP

RST
TCP

SYN
TCP

URG
TCP

DSCP

28-8
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1.
2.
<icmp type>
ICMP
ICMP
1.
2.
0 255 10
<icmp code>
ICMP
ICMP
1.
2.
0 255 10
<icmp message>
ICMP
ICMP
ICMP 28-11
1.
2.

vlan <vlan id>

VLAN ID

user-priority <priority>

0 7 10
class <class> [mask <class mask>]

ACL/QoS

ICMP

523

IPv4



28 QoS

<class mask> <class> <class
mask>
1.
2.
0 63 10
action
1.
2.
C0S <C0S>
Cos
1.
Cos Cos
\ol.2 3.5.2 CoS
2.
0 7 10
Cos \ol.2 3.5.4

discard-class <class>

<class>
1.
\ol.2 352 CoS
2.
1 3 10
replace-dscp <dscp>
DSCP
DSCP <dscp>
1.
DSCP
2.
0 63 10 DSCP
DSCP 28-8 DSCP

replace-user-priority <priority>
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<priority>

0 7 10

1. 255.255.255.255
any

2. nnn.nnn.nnn.nnn 0.0.0.0 host nnn.nnn.nnn.nnn
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gos ipv6 qos-flow-list

IPv6 QoS

[<sequence>] qos { I ]
[ ]
TCP UDP ICMP
{ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length> |
host <destination ipv6> | any} [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>]
TCP
tep {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>] {<destination ipv6>/<length> |
host <destination ipv6> | any} [eq <destination port>] [ack] [fin] [psh] [rst] [syn] [urg] [{traffic-class <traffic
class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]
UDP
udp {<source ipv6>/<length> | host <source ipv6> | any} [eq <source port>] {<destination ipv6>/<length> |
host <destination ipv6> | any} [eq <destination port>] [{traffic-class <traffic class> | dscp <dscp>}] [vlan
<vlan id>] [user-priority <priority>]
ICMP
icmp {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length> | host <destination
ipv6> | any} [{<icmp type> [<icmp code>] | <icmp message>}] [{traffic-class <traffic class> | dscp
<dscp>}] [vlan <vlan id>] [user-priority <priority>]

action [cos <cos>] [replace-user-priority <priority>] [discard-class <class>] [replace-dscp <dscp>]

no <sequence>

(config-ipv6-qos)

<sequence>
QoS
1.
QoS 10
+10
4294967284
2.

1 4294967294 10
{ipv6 | <protocol> | icmp | tcp | udp}
IPv6

ipv6
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1.
2.
1 42 45 49 52 59 61 255 10
28-2
{<source ipv6>/<length> | host <source ipv6> | any}
IPv6
IPv6 any
1.
2.
<source ipv6>/<length> host <source ipv6> any
<source ipv6> IPv6
<length> IPv6
host <source ipv6> <source ipv6>

any IPv6

<source ipv6> nnnn:nnnn:nNNN:NNNN:NNNN:NNNN:NNNN:NNNN
0:0:0:0:0:0:0:0 FEff FEFf FFFF- FFFF: . FFFF F7FF FAF

<length> 0 128

eq <source port>

TCP UbP

0 65535 10
28-3 TCP
IPv6
<source port>

{<destination ipv6>/<length> | host <destination ipv6> | any}

IPv6
IPv6 any

1.
2.

<destination ipv6>/<length> host <destination ipv6> any

IPv6 <length> IPv6
bit
host <destination ipv6> <destination ipv6>
any IPv6

<destination ipv6> nnnn:nnnn:nnnn:nnnn:nnNN:nNNNN:NNNN:nNNN
0:0:0:0:0:0:0:0 FEff FEFf FFFF- FFFF: . FFFF FFFF £
<length> 0 128
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eq <destination port>

TCP UDP
1.
2.
0 65535 10
28-3 TCP
IPv6
<destination port>
traffic-class <traffic class>
1.
2.
0 255 10
dscp <dscp>
6 DSCP

6

Bitd Bit1 Bit2 Bitd Bitd Bith Bit6é Bits

DSCP -
1.
2.
0 63 10 DSCP
DSCP 28-8 DSCP
ack
TCP ACK 1
TCP
1.
2.
fin
TCP FIN 1
TCP
1.
2.

528

28-5 UDP



28 QoS

psh
TCP PSH 1
TCP
1.
2.
rst
TCP RST 1
TCP
1.
2.
syn
TCP SYN 1
TCP
1.
2.
urg
TCP URG 1
TCP
1.
2.
<icmp type>
ICMP
ICMP
1.
2.
0 255 10
<icmp code>
ICMP
ICMP
1.
2.
0 255 10
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<icmp message>

ICMP
ICMP
ICMP 28-12
1.
2.

vlan <vlan id>

VLAN ID

user-priority <priority>

0 7 10

action

COs <cos>

Cos

Cos
\ol.2 3.5.2 CoS

0 7 10

discard-class <class>

ICMP

Cos

<class>
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1 3 10

replace-dscp <dscp>

DSCP
DSCP
1.
DSCP
2.
0 63 10
DSCP

replace-user-priority <priority>

1.
2.
0 7 10
1.
any
2.

\Vol.2

DSCP

3.5.2 CoS

<dscp>

28-8 DSCP

<priority>

nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0

nnnn:nnnn:nnnN:nnNN:NNNN:NNNN:nNNN:nnnn/128

host nnnn:nnnn:nnnn:nnnn:nnnN:nNNN:nNNN:nnnNN
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gos mac gos-flow-list

MAC QoS

[<sequence>] qos { I 1
[

{<source mac> <source mac mask> | host <source mac> | any}{<destination mac> <destination mac mask>
| host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp | pvst-plus-bpdu | slow-
protocol}[<ethernet type>] [vlan <vlan id>] [user-priority <priority>] [class <class> [mask <class mask>]]

action [cos <cos>] [replace-user-priority <priority>] [discard-class <class>]

no <sequence>

(config-mac-qos)

<sequence>
QoS
1.
QoS 10
+10
4294967284
2.
1 4294967294 10
{ <source mac> <source mac mask> | host <source mac> | any }
MAC MAC any
1.
2.
<source mac> <source mac mask> host <source mac> any <source mac>
MAC <source mac mask> MAC
MAC host <source mac>
<source mac> any MAC
MAC nnnn.nnnn.nnnn  0000.0000.0000 ffff.ffff.fff 16

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | lldp | oadp |
pvst-plus-bpdu | slow-protocol}

MAC
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MAC any
1.
2.
<destination mac> <destination mac mask> host <destination mac> any bpdu cdp lacp lldp
oadp pvst-plus-bpdu slow-protocol
<destination mac> MAC <destination mac mask> MAC
MAC
host <destination mac> <destination mac>
any MAC
bpdu BPDU
cdp CDP
lacp slow-protocol slow
LACP  IEEE802.3ah/UDLD slow
lldp LLDP
oadp OADP
pvst-plus-bpdu PVST+
MAC nnnn.nnnn.nnnn ~ 0000.0000.0000 Fff.fFFF.FAf 16
<ethernet type>
1.
2.
0x0000 Oxffff 16
28-9
vlan <vlan id>
VLAN ID
1.
2.
user-priority <priority>
1.
2.
0 7 10
class <class> [mask <class mask>]
ACL/QoS
<class mask> <class> <class
mask>
1.
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2.
0 63 10
action
1.
2.
C0S <C0S>
Cos
1.
Cos Cos
\ol.2 3.5.2 CoS
2.
0 7 10
discard-class <class>
<class>
1.
Vol.2 3.5.2 CoS
2.
1 3 10
replace-user-priority <priority>
<priority>
1.
2.

0 7 10
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nnnn.nnnn.nnnn fff . ff

MAC

nnnn.nnnn.nnnn 0000.0000.0000 host nnnn.nnnn.nnnn
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gos-queue-group

QoS

qos-queue-group <qos queue list name>

Nno gos-gueue-group

(config-if)

<gos queue list name>

QoS
1
2
31
PQ
QoS
1. QoS
2. QoS
PQ
3. gos-queue-group QoS
PQ
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gos-queue-list

QoS 12

gos-queue-list <qos queue list name> { pq | 2pg+6drr <queuel> <queue2> <queue3> <queued> <queue5>
<queue6>}

no gos-queue-list <qos queue list name>

(config)

<gos queue list name>

QoS
1.

31

{pq | 2pg+6drr <queuel> <queue2> <queue3> <queued> <queue5> <queue6>}

pg
8
8 7 1
2pg+6drr <queuel> <queue2> <queue3> <queues4> <queue5> <queue6>
8
8 7
8 8 7
6 1 <queue>

<gueue> 16
1.
2.

1 254
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gos-queue-group QoS

1. gos-queue-group QoS
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remark
QoS
QoS IPv4 QoS IPV6 QoS MAC QoS
QoS 1024

remark <remark>

no remark

(config-ip-qos)
(config-ipv6-qos)
(config-mac-qos)

<remark>
QoS
QoS 1
1.
NULL
2.
64
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system queue-length-mode

system queue-length-mode <queue length>

no system queue-length-mode

(config)

<queue length>

192 768 1024

192
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traffic-shape rate

traffic-shape rate { <kbit/s> | <Mbit/s>M | <Gbit/s>G } [ <kbyte>]

no traffic-shape rate

(config-if)

rate { <kbit/s> | <Mbit/s>M | <Gbit/s>G }

2.
k M G
28-14 10/100/1000BASE-T 1000BASE-X
1
Gbit/s 1G
Mbit/s 1M 1000M 1Mbit/s
kbit/s 1000 1000000 100kbit/s 2
64 960 64kbit/s 3
1
16 1M 1k 1000000000 1000000 1000
2
1000k 100k 1000 1100 1200 1000000
3
1000k 64k 64 128 192 960
28-15 2.5GBASE-T
1
Gbit/s 1G 2G 1Gbit/s
Mbit/s 1M 2500M 1Mbit/s
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kbit/s 1000 2500000 100kbit/s 2
64 960 64kbit/s 3
1
16 1M 1k 1000000000 1000000 1000
2
1000k 100k 1000 1100 1200 1000000
3
1000k 64k 64 128 192 960
28-16 10GBASE-R
1
Gbit/s 1G 10G 1Gbit/s
Mbit/s 1M 10000M 1Mbit/s
kbit/s 1000 10000000 100kbit/s 2
64 960 64kbit/s 3
1
16 1M 1k 1000000000 1000000 1000
2
1000k 100k 1000 1100 1200 10000000
3
1000k 64k 64 128 192 960
<kbyte>
1.
32
2.
4 8 16 32
1.
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29 2

2 2
29-1 2

IEEE802.1X Web MAC
authentication arp-relay o o o
authentication auto-logout strayer X o o
authentication force-authorized enable o o o
authentication force-authorized vlan o o o
authentication ip access-group o o o
authentication logout linkdown o o o
authentication mac access-group o o o
authentication max-user global o o o
authentication max-user interface o o o
authentication native vlan o o o
authentication radius-server dead-interval o o o
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authentication arp-relay

ARP

authentication arp-relay

no authentication arp-relay

(config-if)
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29 2

authentication auto-logout strayer

Web MAC Web MAC

authentication auto-logout strayer

no authentication auto-logout strayer

(config)

Web MAC Web MAC
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29 2

authentication force-authorized enable

2
e RADIUS RADIUS
. Web MAC 1
e Web Web DB 1
e MAC MAC DB 1 MAC

authentication force-authorized enable

no authentication force-authorized enable

(config)
1.
2. 2 VLAN VLAN
VLAN VLAN VLAN
authentication force-authorized vlan
3. 2
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authentication force-authorized vlan

2 VLAN

authentication force-authorized vlan <vlan id>

no authentication force-authorized vlan

(config-if)

<vlan id>
VLAN MAC VLAN
1.
2.
VLAN VLAN ID=1
VLAN VLAN
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authentication ip access-group

IP IPv4

authentication ip access-group {<access list number> | <access list name>}

no authentication ip access-group {<access list number> | <access list name>}

(config-if)

{<access list number> | <access list name>}

IPv4

<access list number> 100 199 2000 2699 10
<access list name> 31
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authentication logout linkdown

no authentication logout linkdown

no authentication logout linkdown

authentication logout linkdown

(config-if)
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authentication mac access-group

MAC

authentication mac access-group <access list name>

no authentication mac access-group <access list name>

(config-if)

<access list name>

MAC

31
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authentication max-user global

IEEE802.1X Web MAC

authentication max-user <count>

no authentication max-user

(config)
<count>

IEEE802.1X Web MAC

1.

2.

1 1024
1024

1.
2.
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authentication max-user interface

IEEE802.1X Web MAC

authentication max-user <count>

no authentication max-user

(config-if)

<count>
IEEE802.1X Web MAC
1.
2.
1 1024
1.
2.
.

1024
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authentication native vlan

2 VLAN RADIUS

authentication native vlan

no authentication native vlan

(config)

2 VLAN RADIUS

555

Tunnel-Private-Group-ID

Tunnel-Private-Group-1D

VLAN

VLAN
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authentication radius-server dead-interval

2 RADIUS
RADIUS

RADIUS

authentication radius-server dead-interval <minutes>

no authentication radius-server dead-interval

(config)
<minutes>
RADIUS RADIUS
0 RADIUS
RADIUS
1.
2.
0 1440
RADIUS 10 RADIUS
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3 O IEEE802.1X
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aaa accounting dotlx default

aaa accounting dot1x default start-stop group radius

no aaa accounting dot1x default

(config)

start-stop

group radius
RADIUS
1.
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aaa authentication dotlx default

IEEE802.1X

aaa authentication dot1x default group radius

no aaa authentication dotlx default

(config)

group radius

RADIUS IEEE802.1X
1.
2.
1. IEEE802.1X RADIUS
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dotlx auto-logout

no dotlx auto-logout IEEE802.1X

no dot1x auto-logout

dot1x auto-logout

(config)

IEEE802.1X
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dotlx ignore-eapol-start

Supplicant EAPOL-Start EAP-Request/Identity

dotlx ignore-eapol-start

no dotlx ignore-eapol-start

(config-if)

1. IEEEB02.1X dotlx system-auth-control

2. dotlx port-control

3. dotlx reauthentication dot1x supplicant-detection
disable

4. dotlx supplicant-detection disable

5. no dotlx reauthentication
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dotlx logging enable

IEEE802.1X syslog

dotlx logging enable

no dotlx logging enable

(config)

1.
e syslog logging event-kind
° E-Mail

562

aut

logging email-event-kind

E-Mail
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dotlx loglevel

IEEE802.1X
show dotlx logging

dotlx loglevel {error | warning | notice | info}

no dotlx loglevel

(config)

{error | warning | notice | info}
error
error
warning

error warning

notice

error warning notice normal

info

error warning notice normal info

info
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1. IEEE802.1X dotlx system-auth-control
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dotlx max-req

supp-timeout

dot1lx max-req <count>

no dotlx max-req

(config-if)

<count>

EAP-Request

EAP-Request

1. IEEE802.1X

2. dotlx port-control

EAP-Request

dot1x system-auth-control
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dotlx max-supplicant

dot1x max-supplicant <clients>

no dotlx max-supplicant

(config-if)

<clients>
1.
2.
1 64
64
Supplicant
1. IEEE802.1X dotlx system-auth-control

2. dotlx port-control

3.
Supplicant
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dotlx multiple-authentication

IEEE802.1X

1
dot1x multiple-authentication
no dotlx multiple-authentication
(config-if)
1. IEEE802.1X dotlx system-auth-control
2. dotlx port-control

4.  dotlx multiple-hosts
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dotlx multiple-hosts

IEEE802.1X

1
dotlx multiple-hosts
no dotlx multiple-hosts
(config-if)
1. IEEE802.1X dot1x system-auth-control
2. dotlx port-control
3.

4. dotlx multiple-authentication

5 Web MAC
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dotlx port-control

port-control
IEEE802.1X

dotlx port-control {auto | force-authorized | force-unauthorized}

no dotlx port-control

(config-if)

{auto | force-authorized | force-unauthorized}
auto

IEEE802.1X

force-authorized
IEEE802.1X

force-unauthorized

IEEE802.1X
1.
2.
1. IEEE802.1X dotlx system-auth-control
2. dotlx multiple-hosts dot1x multiple-authentication
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3. MAC VLAN

4. Web MAC dot1x port-control force-authorized dotlx port-
control force-unauthorized

5 Web MAC
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dotlx radius-server host

IEEE802.1X RADIUS

dotlx radius-server host {<ipv4 address> | <ipv6 address> | <host name>} [auth-port <port>] [acct-port <port>]
[timeout <seconds>] [retransmit <retries>] [key <string>]

no dotlx radius-server host {<ipv4 address> | <ipv6 address> | <host name>}

(config)

{<ipv4 address> | <ipv6 address> | <host name>}
<ipv4 address>
RADIUS IPv4
<ipv6 address>

RADIUS IPv6 IPv6

<host name>

RADIUS 64

1Pv4 IPv6

auth-port <port>

RADIUS
1.
1812
2.
1 65535
acct-port <port>
RADIUS
1.
1813
2.
1 65535

timeout <seconds>
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RADIUS
1.

5
2.

1 30

retransmit <retries>

RADIUS
1.

3
2.

0 15

key <string>

RADIUS
RADIUS
1.
radius-server key
RADIUS
2.
1 64

radius-server host

server host

RADIUS

RADIUS
RADIUS
IEEE802.1X
RADIUS
RADIUS

572

RADIUS

RADIUS

radius-server host

radius-
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dotlx reauthentication

IEEE802.1X Supplicant
dotlx timeout reauth-period
Supplicant

dotlx reauthentication

no dotlx reauthentication

(config-if)

1. IEEE802.1X dotlx system-auth-control

2. dotlx port-control

3. dotlx ignore-eapol-start
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no dotlx reauthentication

Supplicant
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dotlx supplicant-detection

dotlx supplicant-detection {disable | full | shortcut | auto}

no dotlx supplicant-detection

(config-if)

{disable | full | shortcut | auto}

disable
EAP-Request/Identity
EAPOL-Start
EAPOL-Start

full

EAP-Request/ldentity
shortcut

EAP-Request/ldentity

Supplicant EAP-Success

auto

EAP-Request/ldentity
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Supplicant

20
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shortcut

1. IEEEB02.1X dotlx system-auth-control

2. dotlx port-control

3. dotlx multiple-authentication

4. dotlx ignore-eapol-start dot1x supplicant-detection
disable
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dotlx system-auth-control

IEEE802.1X

dot1x system-auth-control

no dotlx system-auth-control

(config)
1. IEEE802.1X dotlx system-auth-control
2. EAPOL IEEE802.1X
3. aaa authentication dotlx default group radius IEEE802.1X
RADIUS
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dotlx timeout keep-unauth

dotlx timeout keep-unauth <seconds>

no dotlx timeout keep-unauth

(config-if)

<seconds>
1.
2.
1 65535
3600
1. IEEE802.1X dot1x system-auth-control

2. dotlx port-control

3
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dotlx timeout quiet-period

IEEE802.1X
EAPOL EAPOL

dotlx timeout quiet-period <seconds>

no dotlx timeout quiet-period

(config-if)

<seconds>
1.
2.
0 65535
60
1. IEEE802.1X dot1x system-auth-control

2. dotlx port-control
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dotlx timeout reauth-period

IEEE802.1X Supplicant
EAP-Request/Identity ~ Supplicant Supplicant

dotlx timeout reauth-period <seconds>

no dotlx timeout reauth-period

(config-if)

<seconds>

Supplicant

1.

2.

1 65535

Supplicant 3600
° 0
° clear dotlx auth-state
[ J
1. IEEE802.1X dotlx system-auth-control
2. dotlx port-control
3. dot1x reauthentication
4. dot1x timeout tx-period
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dotlx timeout server-timeout

dotl1x timeout server-timeout <seconds>

no dotlx timeout server-timeout

(config-if)

<seconds>

1 65535

30

1. IEEE802.1X dot1x system-auth-control

N

dotlx port-control
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30 IEEE802.1X

dotlx timeout supp-timeout

Supplicant EAP-Request Supplicant
EAP-Request

dotlx timeout supp-timeout <seconds>

no dotlx timeout supp-timeout

(config-if)

<seconds>

Supplicant

1

2

1 65535

Supplicant 30
.
[ ]
1. IEEEB02.1X dotlx system-auth-control
2. dotlx port-control
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30 IEEE802.1X

dotlx timeout tx-period

IEEE802.1X EAP-Request/Identity

dotlx timeout tx-period <seconds>

no dotlx timeout tx-period

(config-if)

<seconds>

EAP-Request/ldentity

1.
2.
1 65535

EAP-Request/ldentity 30
° 0
° clear dotlx auth-state
1. IEEEB02.1X dot1x system-auth-control
2. dotlx port-control
3. dot1x timeout reauth-period
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31 Web
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31 Web

Web Web
31-1 Web
Web
VLAN VLAN
aaa accounting web-authentication default start-stop o
group radius
aaa authentication web-authentication default group o
radius
authentication arp-relay o
authentication auto-logout strayer o
authentication force-authorized enable o
authentication force-authorized vlan
authentication ip access-group o
authentication logout linkdown o
authentication mac access-group o
authentication max-user global o
authentication max-user interface o
authentication native vlan
authentication radius-server dead-interval o
web-authentication auto-logout
web-authentication connection-pool level o
web-authentication html-fileset o
web-authentication ip address o
web-authentication jump-url o
web-authentication logging enable o
web-authentication logout ping tos-windows o
web-authentication logout ping ttl o
web-authentication logout polling count o
web-authentication logout polling enable o
web-authentication logout polling interval o
web-authentication logout polling retry-interval o
web-authentication max-timer o
web-authentication max-user
web-authentication port o
web-authentication radius-server host o
web-authentication redirect enable o
web-authentication redirect-mode o
web-authentication ssl connection-timeout o
web-authentication static-vlan max-user o
web-authentication system-auth-control o
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31 Web

Web
VLAN VLAN
web-authentication user replacement o o
web-authentication web-port o o
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31 Web

aaa accounting web-authentication default start-stop group
radius

Web

aaa accounting web-authentication default start-stop group radius

no aaa accounting web-authentication default

(config)
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31 Web

aaa authentication web-authentication default group radius

Web RADIUS

aaa authentication web-authentication default group radius

no aaa authentication web-authentication default

(config)
RADIUS Web DB
1. RADIUS
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31 Web

web-authentication auto-logout

no web-authentication auto-logout Web

no web-authentication auto-logout

web-authentication auto-logout

(config)

Web
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31 Web

web-authentication connection-pool level

HTTP

web-authentication connection-pool level <level>

no web-authentication connection-pool level

(config)
<level>
HTTP
1.
2.
19
5
restart web-authentication web-server ~ Web
1. level
Web
2. level Web
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31 Web

web-authentication html-fileset

Web

web-authentication html-fileset <name>

no web-authentication html-fileset

(config-if)

<name>

set web-authentication html-files

16

Web

restart web-authentication web-server
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31 Web

web-authentication ip address

Web IP
IP
IP
VLAN VLAN
Web IP FQDN Fully Qualified Domain Name
IP authentication ip access-group
IP

web-authentication ip address <authentication address> [fqdn <fqdn>]

no web-authentication ip address

(config)

<authentication address>
Web IP
1.

<authentication address>  |Pv4

fgdn <fqdn>
Web IP FQDN
1.
FQDN

1 255 "

Web IP

501



31 Web

restart web-authentication Web

1. IP Web
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31 Web

web-authentication jump-url

URL
web-authentication jump-url <url>
no web-authentication jump-url
(config)
<url>
URL
URL " http://
1.
2.
1 256
" -
(config)# web-authentication jump-url "http://www.example.com/"
1. set web-authentication html-files
loginOK.html URL <!--Redirect_URL-->
URL
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31 Web

web-authentication logging enable

Web syslog E-Mail

web-authentication logging enable

no web-authentication logging enable

(config)
1. aut
e syslog logging event-kind
. E-Mail logging email-event-kind
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31 Web

web-authentication logout ping tos-windows

Web VLAN
MAC TOS

web-authentication logout ping tos-windows <tos>

no web-authentication logout ping tos-windows

(config)

<tos>

Web TOS

0 255

TOS 1
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31 Web

web-authentication logout ping ttl

Web VLAN
MAC TTL

web-authentication logout ping ttl <ttl>

no web-authentication logout ping ttl

(config)

<ttl>
Web TTL

1 255

TTL 1
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31 Web

web-authentication logout polling count

Web VLAN

web-authentication logout polling count <count>

no web-authentication logout polling count

(config)
<count>
1.
2.
1 10
3
1. VLAN
2.
3. VLAN
4.
(@) @ x (3
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31 Web

(1) web-authentication logout polling interval
(2) web-authentication logout polling retry-interval
(3) web-authentication logout polling count

. 300
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31 Web

web-authentication logout polling enable

Web VLAN

no web-authentication logout polling enable

no web-authentication logout polling enable

web-authentication logout polling enable

(config)

web-authentication logout polling interval 300

web-authentication logout polling retry-interval

web-authentication logout polling count 3
1. VLAN
2.
3. web-authentication max-timer
4. web-authentication logout polling interval
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31 Web

web-authentication logout polling count
web-authentication logout polling retry-interval

)] 2 x (3)

(1) web-authentication logout polling interval
(2) web-authentication logout polling retry-interval
(3) web-authentication logout polling count

. 300
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31 Web

web-authentication logout polling interval

Web VLAN

web-authentication logout polling interval <seconds>

no web-authentication logout polling interval

(config)
<seconds>
1.
2.
60 86400
web-authentication logout polling enable
300
1. VLAN
2.
3.
4.
@ O] x (3
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31 Web

(1) web-authentication logout polling interval
(2) web-authentication logout polling retry-interval
(3) web-authentication logout polling count

. 300
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31 Web

web-authentication logout polling retry-interval

Web VLAN

web-authentication logout polling retry-interval <seconds>

no web-authentication logout polling retry-interval

(config)
<seconds>
1.
2.
1 10
1
1. VLAN
2.
3.
4,
1) 2 x (3)
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31 Web

(1) web-authentication logout polling interval
(2) web-authentication logout polling retry-interval
(3) web-authentication logout polling count

° 300
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31 Web

web-authentication max-timer

Web

web-authentication max-timer <minutes>

no web-authentication max-timer

(config)
<minutes>
Web
infinity
1.
2.
10 1440
60
1.
2. Web
3

infinity
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31 Web

web-authentication max-user

Web VLAN

web-authentication max-user <count>

no web-authentication max-user

(config)

<count>

Web

1 1024

1024
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31 Web

web-authentication port

Web
Web
Web
VLAN MAC
VLAN VLAN
MAC VLAN Tagged VLAN
VLAN VLAN

web-authentication port

no web-authentication port

(config-if)

Web
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31 Web

web-authentication radius-server host

Web RADIUS

web-authentication radius-server host {<ipv4 address> | <ipv6 address> | <host name>} [auth-port <port>]

[acct-port <port>] [timeout <seconds>] [retransmit <retries>] [key <string>]

no web-authentication radius-server host {<ipv4 address> | <ipv6 address> | <host name>}

(config)

{<ipv4 address> | <ipv6 address> | <host name>}

<ipv4 address>
RADIUS IPv4
<ipv6 address>

RADIUS IPv6

<host name>

RADIUS

1Pv4 IPv6

auth-port <port>

RADIUS
1.
1812
2.
1 65535
acct-port <port>
RADIUS
1.
1813
2.
1 65535

timeout <seconds>

IPv6

64
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31 Web

RADIUS
1.

5
2.

1 30

retransmit <retries>

RADIUS
1.

3
2.

0 15

key <string>

RADIUS

RADIUS

1.
radius-server key
RADIUS

2.
1 64

radius-server host

host

RADIUS

RADIUS
RADIUS
Web
RADIUS
RADIUS

RADIUS

RADIUS
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31 Web

web-authentication redirect enable

Web URL
no web-authentication redirect enable

no web-authentication redirect enable

web-authentication redirect enable
(config)

URL
restart web-authentication web-server

1. VLAN VLAN
2. web-authentication port
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URL

Web



31 Web

web-authentication redirect-mode

Web

web-authentication redirect-mode {http | https}

no web-authentication redirect-mode

(config)

{http | https}
http
URL
https
URL

http

https

https

restart web-authentication web-server

no web-authentication redirect enable
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Web



31 Web

web-authentication ssl connection-timeout

SSL

web-authentication ssl connection-timeout <seconds>

no web-authentication ssl connection-timeout

(config)

<seconds>
SSL
1.

SSL 60

restart web-authentication web-server ~ Web

1. HTTPS
2. SSL
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31 Web

web-authentication static-vlan max-user

Web VLAN

web-authentication static-vlan max-user <count>

no web-authentication static-vlan max-user

(config)
<count>

Web VLAN

1.

2.

1 1024
1024

1.
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31 Web

web-authentication system-auth-control

Web Web

no web-authentication system-auth-control Web

web-authentication system-auth-control

no web-authentication system-auth-control

(config)

Web

no web-authentication system-auth-control

1. no web-authentication system-auth-control Web

2. no web-authentication system-auth-control ~ Web
auth-control ~ Web 10
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31 Web

web-authentication user replacement

web-authentication user replacement

no web-authentication user replacement

(config)
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31 Web

web-authentication web-port

Web TCP

http 80 https 443
VLAN VLAN

web-authentication web-port {http | https} <port> [<port>]

no web-authentication web-port {http | https}

(config)

{http | https}
http
http TCP
https
https TCP

<port>

http https

832 1024 65535

e http 80
e https 443

restart web-authentication web-server
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31 Web

617



32 MAC

3D e
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32 MAC

MAC MAC
32-1 MAC
MAC
VLAN VLAN
aaa accounting mac-authentication default start- o
stop group radius
aaa authentication mac-authentication default o
group radius
authentication arp-relay o
authentication auto-logout strayer o
authentication force-authorized enable o
authentication force-authorized vlan
authentication ip access-group o
authentication logout linkdown o
authentication mac access-group o
authentication max-user global o
authentication max-user interface o
authentication native vlan
authentication radius-server dead-interval o
mac-authentication auth-interval-timer o
mac-authentication auto-logout o
mac-authentication dot1g-vlan force-authorized
mac-authentication dynamic-vlan max-user
mac-authentication id-format o
mac-authentication logging enable o
mac-authentication login-failed-logging disable o
mac-authentication max-timer o
mac-authentication password o
mac-authentication port o
mac-authentication radius-server host o
mac-authentication static-vlan max-user o
mac-authentication timeout reauth-period o
mac-authentication system-auth-control o
mac-authentication vlan-check o
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32 MAC

aaa accounting mac-authentication default start-stop group
radius

MAC

aaa accounting mac-authentication default start-stop group radius

no aaa accounting mac-authentication default

(config)
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32 MAC

aaa authentication mac-authentication default group radius

MAC RADIUS

aaa authentication mac-authentication default group radius

no aaa authentication mac-authentication default

(config)
RADIUS MAC DB
1. RADIUS
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32 MAC

mac-authentication auth-interval-timer

MAC MAC

mac-authentication auth-interval-timer {<minutes> | seconds <seconds>}

no mac-authentication auth-interval-timer

(config)

{<minutes> | seconds <seconds>}

1.
2.
<minutes> 1 1440
seconds <seconds> 2 86400
5
1.
2. MAC set clock
3 3
3 3
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32 MAC

mac-authentication auto-logout

no mac-authentication auto-logout MAC MAC

delay-time MAC

no mac-authentication auto-logout

mac-authentication auto-logout delay-time <seconds>

mac-authentication auto-logout

(config)

delay-time <seconds>

MAC
1.
2.
60 86400
MAC MAC 3600
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32 MAC

mac-authentication dotlg-vlan force-authorized

MAC VLAN Tagged

mac-authentication dot1g-vlan force-authorized

no mac-authentication dotl1g-vlan force-authorized

(config-if)

Tagged VLAN
1. switchport mode mac-vlan switchport mac
dotlq vlan VLAN ID Tagged
2. MAC
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32 MAC

mac-authentication dynamic-vlan max-user

MAC VLAN MAC

mac-authentication dynamic-vlan max-user <count>

no mac-authentication dynamic-vlan max-user

(config)
<count>
MAC VLAN
1
2.
1 1024
1024
1.
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32 MAC

mac-authentication id-format

RADIUS RADIUS MAC

ID mac-authentication password

mac-authentication id-format <type> [capitals]

no mac-authentication id-format

(config)
<type>
RADIUS MAC
1.
2.
0 3 MAC
0 XX-XX-XX-XX-XX-XX
1 XXXXXXXXXXXX
2 XXXXXXXX.XXXX
3 XXIXXIXXIXXIXXIXX
capitals
RADIUS MAC 16
1.
16
2.
type 1 XXXXXXXXXXXX 16 RADIUS
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32 MAC
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32 MAC

mac-authentication logging enable

MAC syslog E-Mail

mac-authentication logging enable

no mac-authentication logging enable

(config)
1. aut
e syslog logging event-kind
. E-Mail logging email-event-kind
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32 MAC

mac-authentication login-failed-logging disable

MAC

mac-authentication login-failed-logging disable

no mac-authentication login-failed-logging disable

(config)

MAC

1. MAC

2. mac-authentication logging enable
3. MAC
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32 MAC

mac-authentication max-timer

MAC

mac-authentication max-timer {<minutes> | infinity}

no mac-authentication max-timer

(config)

{<minutes> | infinity}

MAC
1
infinity

1.

2.
10 1440 infinity

1. MAC set clock

3 3
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32 MAC

mac-authentication password

MAC RADIUS

mac-authentication password <password>

no mac-authentication password

(config)

<password>

MAC RADIUS
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32 MAC

mac-authentication port

MAC
MAC
VLAN MAC
VLAN VLAN
MAC VLAN Tagged VLAN
VLAN VLAN

mac-authentication port

no mac-authentication port

(config-if)

MAC
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32 MAC

mac-authentication radius-server host

MAC RADIUS

mac-authentication radius-server host {<ipv4 address> | <ipv6 address> | <host name>} [auth-port <port>][acct-
port <port>][timeout <seconds>][retransmit <retries>][key <string>]

no mac-authentication radius-server host {<ipv4 address> | <ipv6 address> | <host name>}

(config)

{<ipv4 address> | <ipv6 address> | <host name>}
<ipv4 address>
RADIUS IPv4
<ipv6 address>

RADIUS IPv6 IPv6

<host name>

RADIUS 64

1Pv4 IPv6

auth-port <port>

RADIUS
1.
1812
2.
1 65535
acct-port <port>
RADIUS
1.
1813
2.
1 65535

timeout <seconds>
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32 MAC

RADIUS
1.

5
2.

1 30

retransmit <retries>

RADIUS
1.

3
2.

0 15

key <string>

RADIUS

RADIUS
1.
radius-server key
RADIUS
2.
64

radius-server host

host

RADIUS

RADIUS

RADIUS

MAC

RADIUS
RADIUS

RADIUS

RADIUS

634

RADIUS

radius-server host

radius-server



32 MAC

mac-authentication static-vlan max-user

MAC VLAN MAC

mac-authentication static-vlan max-user <count>

no mac-authentication static-vlan max-user

(config)
<count>

MAC VLAN

1

2.

1 1024
1024

1.
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32 MAC

mac-authentication system-auth-control

MAC MAC

no mac-authentication system-auth-control MAC

mac-authentication system-auth-control

no mac-authentication system-auth-control

(config)

MAC

no mac-authentication system-auth-control
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32 MAC

mac-authentication timeout reauth-period

mac-authentication timeout reauth-period <seconds>

no mac-authentication timeout reauth-period

(config)

<seconds>

0 600 86400

3600

1. MAC set clock
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32 MAC

mac-authentication vlan-check

MAC VLAN MAC VLAN ID

mac-authentication vlan-check [key <string>]

no mac-authentication vlan-check

(config)

key <string>

MAC VLAN RADIUS
MAC RADIUS
VLAN ID
1.
" %VLAN"

2.

1 64

" @vlan” mac 0012.e201.23ab,vlan id 10
RADIUS 0012e20123ab@vlan10
VLAN ID
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33

authentication multi-step

authentication multi-step [{permissive | dot1x}]

no authentication multi-step

(config-if)

{permissive | dotlx}

permissive
1 MAC Web
dotlx
1 MAC IEEE802.1X
IEEE802.1X Web
1.
1 MAC Web
2.
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MAC



34 DHCP snooping

34 DHCP snooping
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34 DHCP snooping

ip arp inspection limit rate

DHCP snooping ARP
ARP ARP
ip dhcp snooping limit rate
DHCP ARP

ip arp inspection limit rate <packet/s>

no ip arp inspection limit rate

(config)

<packet/s>
1 ARP
1.

10 125 packet/s)
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34 DHCP snooping

ip arp inspection trust

DHCP snooping ARP trust

ip arp inspection trust

no ip arp inspection trust

(config-if)

ARP
ip dhcp shooping trust ARP

1. ARP VLAN
ARP
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34 DHCP snooping

ip arp inspection validate

ARP

ARP

ip arp inspection validate <item> [<item> [<item>]]

no ip arp inspection validate

(config)

<item> [<item> [<item>]]

<item>
<item> src-mac  dst-mac ip
item
src-mac
ARP 2
MAC
ARP Request ARP Reply
dst-mac
ARP 2
MAC
ARP Reply
ip
ARP ARP

e 10.00 126.255.255.255
e 128.0.0.0 223.255.255.255
ARP Reply

src-mac  dst-mac ip

ARP

MAC Source MAC
Sender MAC Address

MAC Destination MAC
Target MAC Address

IP Target IP Address
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34 DHCP snooping
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34 DHCP snooping

Ip arp inspection vlan

DHCP snooping ARP VLAN

ip arp inspection vlan <vlan id list>

ip arp inspection vlan {<vlan id list> | add <vlan id list> | remove <vlan id list>}

no ip arp inspection vlan

(config)
<vlan id list>
ARP VLAN ID
1.
2.
<vlan id list>
add <vlan id list>
ARP VLANID VLAN
1.
2.
<vlan id list>

remove <vlan id list>

ARP VLANID VLAN

<vlan id list>

ARP

646



34 DHCP snooping

1. DHCP snooping VLAN ID
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34 DHCP snooping

ip dhcp snooping

DHCP snooping

ip dhcp snooping

no ip dhcp snooping

(config)

DHCP snooping
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34 DHCP snooping

ip dhcp snooping database url

ip dhcp snooping database url {flash | mc <file name>}

no ip dhcp snooping database url

(config)

{flash | mc <file name>}

flash

mc <file name>

MC

1.

2.
<file name> 64
MC

64

1. ip dhcp snooping database write-delay

[ ]
e ip dhcp snooping database url

° clear ip dhcp snooping binding

649

MC



34 DHCP snooping

2. no ip dhcp snooping database url ip dhcp snooping database write-delay
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34 DHCP snooping

ip dhcp snooping database write-delay

ip dhcp snooping database write-delay <seconds>

no ip dhcp snooping database write-delay

(config)

<seconds>

1800 86400

6 21600

[ ]
e ip dhcp snooping database url

° clear ip dhcp snooping binding

2. no ip dhcp snooping database url
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34 DHCP snooping

ip dhcp snooping information option allow-untrusted

untrust Option82
DHCP

ip dhcp snooping information option allow-untrusted

no ip dhcp snooping information option allow-untrusted

(config)

DHCP
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34 DHCP snooping

ip dhcp snooping limit rate

DHCP 1 DHCP
DHCP iparp
inspection limit rate DHCP ARP

ip dhcp snooping limit rate <packet/s>

no ip dhcp snooping limit rate

(config)

<packet/s>
1 DHCP
1.

10 125 packet/s
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34 DHCP snooping

ip dhcp snooping logging enable

DHCP snooping syslog

ip dhcp snooping logging enable

no ip dhcp snooping logging enable

(config)

1.
e syslog logging event-kind
° E-Mail

654

dsn

logging email-event-kind

E-Mail



34 DHCP snooping

ip dhcp snooping loglevel

DHCP snooping
show ip dhcp snooping logging

ip dhcp snooping loglevel {error | warning | notice | info}

no ip dhcp snooping loglevel

(config)

{error | warning | notice | info}
error
error
warning

error warning

notice

error warning notice

info

error warning notice info

notice
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34 DHCP snooping

1. ip dhcp snooping
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34 DHCP snooping

ip dhcp snooping trust

trust

ip dhcp snooping trust

no ip dhcp snooping trust

(config-if)

DHCP

untrust

DHCP snooping
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untrust
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34 DHCP snooping

ip dhcp snooping verify mac-address

untrust DHCP MAC DHCP

no ip dhcp snooping verify mac-address

ip dhcp snooping verify mac-address

(config)

MAC

1. MAC untrust DHCP
DHCP MAC
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34 DHCP snooping

ip dhcp snooping vian

VLAN DHCP snooping DHCP snooping

ip dhcp snooping vlan <vlan id list>

ip dhcp snooping vian {<vlan id list> | add <vlan id list> | remove <vlan id list>}

no ip dhcp snooping vlan

(config)

<vlan id list>

DHCP snooping VLAN ID

1.

<vlan id list>

add <vlan id list>

DHCP snooping VLANID VLAN
1.
2.

<vlan id list>

remove <vlan id list>

DHCP snooping VLANID VLAN
1.
2.

<vlan id list>

DHCP snooping
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34 DHCP snooping

1. VLAN DHCP snooping
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34 DHCP snooping

ip source binding

ip source binding <mac address> vlan <vlan id> <ip address> interface <interface type> <interface number>

no ip source binding <mac address> vlan <vlan id> <ip address> interface <interface type> <interface number>

(config)

<mac address>

MAC
1.
2.
0000.0000.0000  ffff.ffff.ffff
<vlan id>
VLAN ID
1.
2.

<ip address>

IP

1.0.0.0 126.255.255.255 128.0.0.0 223.255.255.255

interface <interface type> <interface number>

<interface type> <interface number>
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34 DHCP snooping
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34 DHCP snooping

ip verify source

DHCP snooping
IP MAC

ip verify source [{port-security | mac-only}]

no ip verify source

(config-if)

{port-security | mac-only}

port-security

IP MAC
mac-only
MAC
1.
IP
2.
VLAN
1. trust
2. DHCP snooping DHCP snooping VLAN
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switchport backup flush-request transmit

MAC

switchport backup flush-request transmit [vlan <vlan id>]

no switchport backup flush-request transmit

(config-if)

vlan <vlan id>

VLAN  VLANID

VLAN
MAC VLAN VLAN
VLAN
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switchport backup interface

switchport backup interface <interface type> <interface number> [preemption-delay <seconds>]

no switchport backup interface

(config-if)

<interface type> <interface number>

<interface type> <interface number>

preemption-delay <seconds>

0 300
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35

switchport backup mac-address-table update exclude-vian

MAC

VLAN

switchport backup mac-address-table update exclude-vlan <vlan id list>

switchport backup mac-address-table update exclude-vlan {<vlan id list> | add <vlan id list> | remove <vlan id

list>}

no switchport backup mac-address-table update exclude-vlan

(config-if)

<vlan id list>

MAC

<vlan id list>

add <vlan id list>

VLAN

<vlan id list>

remove <vlan id list>

VLAN

<vlan id list>

VLAN

668
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35

<vlan id list>

switchport-backup mac-address-table update transmit
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35

switchport backup mac-address-table update transmit

MAC MAC

switchport backup mac-address-table update transmit [count <count>]

no switchport backup mac-address-table update transmit

(config-if)

count <count>

MAC
1.
1
2.
1 3
MAC

count
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switchport backup reset-flush-port

switchport backup reset-flush-port

no switchport backup reset-flush-port

(config-if)
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switchport backup reset-flush-time

switchport backup reset-flush-time <seconds>

no switchport backup reset-flush-time

(config-if)

<seconds>
1.
2.
1 10

1. switchport backup reset-flush-port
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switchport-backup startup-active-port-selection

switchport-backup startup-active-port-selection primary-only

no switchport-backup startup-active-port-selection

(config)
primary-only
1.
2.
1.
2.
[ ]
[
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30

674
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36 L2

loop-detection

L2

loop-detection {send-inact-port | send-port | uplink-port | exception-port}

no loop-detection

(config-if)

{send-inact-port | send-port | uplink-port | exception-port}

send-inact-port

L2

send-port

L2

uplink-port
L2

exception-port

L2

L2

inactive

inactive

L2
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36 L2

® inactive L2
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36 L2

loop-detection auto-restore-time

inactive active

loop-detection auto-restore-time <seconds>

no loop-detection auto-restore-time

(config)

<seconds>
inactive active

1.

60 86400

inactive active

1. active
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36 L2

loop-detection enable

L2

loop-detection enable

no loop-detection enable

(config)

L2
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36 L2

loop-detection hold-time

inactive L2
L2
inactive L2

loop-detection hold-time <seconds>

no loop-detection hold-time

(config)

<seconds>
inactive L2

1.

1 86400

inactive L2
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36 L2

loop-detection interval-time

L2

loop-detection interval-time <seconds>

no loop-detection interval-time

(config)

<seconds>
L2
1.

1 3600

L2 10

680



36 L2

loop-detection threshold

inactive

loop-detection threshold <count>

no loop-detection threshold

(config)
<count>
inactive
1.
2.
1 10000
inactive
1.

L2

L2

L2
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37

storm-control

storm-control broadcast level pps <packet/s> [ <packet/s 2> ]
storm-control multicast level pps <packet/s> [ <packet/s 2> ]
storm-control unicast level pps <packet/s> [ <packet/s 2> ]
storm-control filter-broadcast <packet/s>

storm-control filter-multicast <packet/s>

storm-control filter-unicast <packet/s>

storm-control filter-recovery-time <seconds>

storm-control recovery-time <seconds>

storm-control auto-restore-time <seconds>

storm-control action { inactivate | filter }

storm-control action trap

storm-control action log

no storm-control broadcast

no storm-control multicast

no storm-control unicast

no storm-control action { inactivate | filter }
no storm-control action trap

no storm-control action log

no storm-control filter-broadcast

no storm-control filter-multicast

no storm-control filter-unicast

no storm-control filter-recovery-time
no storm-control recovery-time

no storm-control auto-restore-time

(config-if)

broadcast

683



37

multicast

unicast

level pps <packet/s 1> [ <packet/s 2> ]

<packet/s 1>

0
<packet/s 2>
1.
2.
37-1
packet/s packet/s
0 1500000 125 1
1500000 10000000 1250 2
1
1500000 125 0 125 250 ... 1499875
2
1500000 1250 1500000 1501250 1502500
10000000
action { inactivate | filter }
inactivate
inactive
inactive
action log
action log SNMP action trap
filter
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action trap

action log

filter-broadcast <packet/s>

SNMP

SNMP

1.
2.
37-2
packet/s packet/s
0 1500000 125
1500000 10000000 1250

filter-multicast <packet/s>

37-2

filter-unicast <packet/s>

37-2

filter-recovery-time <seconds>

685
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1 3600

recovery-time <seconds>

30

30 3600

auto-restore-time <seconds>

inactive
1.
inactive
2.
30 86400
1.
2.
3. action inactivate

inactive

4. storm-control broadcast storm-control multicast

storm-control action

5. storm-control action inactivate
active

activate
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inactive

storm-control unicast

inactive
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38

monitor session

monitor session <session no.> source interface <interface id list> [{rx | tx | both}] destination interface
<interface type> <interface number> [encapsulation dotlq <vlan id> [ethertype <hex>]]

monitor session <session no.> { source interface add <interface id list> | source interface remove <interface id
list>}

no monitor session <session no.>

(config)

<session no.>

1 4

source interface <interface id list>

source interface add <interface id list>

source interface remove <interface id list>
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{rx | tx | both}

rx

tx

both

both

destination interface <interface type> <interface number>

encapsulation dotlq
2

<interface type> <interface number>

<interface type> <interface number>

encapsulation dotlq <vlan id>

VLANID  VLAN Tag vlan
interface vlan VLAN ID
1.
VLAN Tag
2.
2 4094

ethertype <hex>

TPID VLAN Tag

8100
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3. encapsulation dotlq

4. Tag
VLAN ID

802.1Q Tag

6. <interface id list>

Tag

VLAN Tag

VLAN Tag

690

802.1Q Tag

encapsulation dotlq
VLAN ID

24



39 sFlow

30 sron

691



39 sFlow

sflow destination

sFlow P

sflow destination {<ip address> | <ipv6 address>} [<udp port>]

no sflow destination {<ip address> | <ipv6 address>} [<udp port>]

(config)

{<ip address> | <ipv6 address>}

sFlow P
4
1.
2.
1Pv4 IPv6 IP
<udp port>
sFlow UDP
1.
6343
2.
1 65535
1.
2. IP UDP
3. IPv4  IPv6
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39 sFlow

sflow extended-information-type

sflow extended-information-type { [switch] [router] [gateway] [user] [url] | none }

no sflow extended-information-type

(config)

{ [switch] [router] [gateway] [user] [url] | none }

\ol.2
19.1.3(2)(c)
none
switch
VLAN

router

NextHop
gateway

AS

user

TACACS/RADIUS
url

URL URL

none
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39 sFlow
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39 sFlow

sflow forward egress

sflow forward egress

no sflow forward egress

(config-if)

1. sflow forward egress sflow forward ingress
sflow forward ingress
sflow forward egress
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39 sFlow

sflow forward ingress

sflow forward ingress

no sflow forward ingress

(config-if)

1. sflow forward ingress sflow forward egress
sflow forward egress
sflow forward ingress
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39 sFlow

sflow max-header-size

sflow packet-information-type

sflow max-header-size <bytes>

no sflow max-header-size

(config)

<bytes>

0 256

128
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39 sFlow

sflow max-packet-size

sFlow

sflow max-packet-size <bytes>

no sflow max-packet-size

(config)

<bytes>

sFlow
MTU

1400 9216

sFlow 1400
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39 sFlow

sflow packet-information-type

sflow packet-information-type ip

no sflow packet-information-type

(config)

ip IPv4 IPv4

Vol .2 19.1.3(2)(b)
1.

699

IPv6

IPv6



39 sFlow

sflow polling-interval

sflow polling-interval <seconds>

no sflow polling-interval

(config)

<seconds>

0 2147483647 =2 31 1

20

40

40
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39 sFlow

sflow sample

sflow sample <sample count>

no sflow sample

(config)

<sample count>

1/512
PPS
39-1

CPU

512
show interfaces

PPS

256 512 1024 2048 4096 8192 16384 32768 65536 131072

1048576 2097152
2 n n 8 21

262144 524288

sFlow

39-2

39-1
PPS
25kpps 256
50kpps 512 | 100Mbit/s x 1
100kpps 1024
200kpps 2048
400kpps 4096 | 1Gbit/s x 1
800kpps 8192
1.6Mpps 16384 | 2.5Gbit/s x 1
3.2Mpps 32768
6.4Mpps 65536 | 10Ghit/s x 1
13Mpps 131072
26Mpps 262144 | 1Gbit/s x 48
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39 sFlow

PPS
52Mpps 524288
100Mpps 1048576
200Mpps 2097152
39-2

256 256

257 512 512

513 1024 1024

1025 2048 2048

2049 4096 4096

4097 8192 8192

8193 16384 16384

16385 32768 32768

32769 65536 65536

65537 131072 131072

131073 262144 262144

262145 524288 524288

524289 1048576 1048576

1048577 2097152 2097152

2097153 2097152

<sample count> 1000

2097152

=2 21
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39 sFlow

sflow source

sFlow IP

sflow source {<ip address> | <ipv6 address>}

no sflow source {<ip address> | <ipv6 address>}

(config)

{<ip address> | <ipv6 address>}

sFlow P
IPv4 IPv6

1.

1Pv4 IPv6 IP

IP
sflow destination
IP
1
IP
2
VLAN IP
1. sFlow IP
2 IP IP
VLAN IP

sFlow
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39 sFlow

sflow url-port-add

URL HTTP

sflow url-port-add <url port>

no sflow url-port-add

(config)

<url port>

URL HTTP

1 65535

HTTP 80
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39 sFlow

sflow version

sFlow

sflow version <version no.>

no sflow version

(config)

<version no.>

sFlow sFlow

sFlow 4
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40 |EEE802.3ah/UDLD

40 IEEE802.3ah/UDLD
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40 |EEE802.3ah/UDLD

efmoam active

IEEE 802.3ah/OAM Active

efmoam active [udld]

no efmoam active

(config-if)

udld
|IEEE802.3ah/UDLD
1.
2.
Passive
1. udld
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40 |EEE802.3ah/UDLD

efmoam disable

IEEE 802.3ah/OAM
IEEE 802.3ah/OAM efmoam disable
IEEE 802.3ah/OAM no efmoam disable
Passive Active OAMPDU

efmoam disable

no efmoam disable

(config)

IEEE 802.3ah/OAM
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40 |EEE802.3ah/UDLD

efmoam udld-detection-count

IEEE802.3ah/UDLD

efmoam udld-detection-count <count>

no efmoam udld-detection-count

(config)

<count>

OAMPDU
inactive

3 300

30

OAMPDU
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41 CFM

47 crm
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41 CFM

domain name

domain name {no-present | str <strings> | dns <name> | mac <mac> <id>}

no domain name

(config-ether-cfm)

{no-present | str <strings> | dns <name> | mac <mac> <id>}

no-present
CCM Maintenance Domain Name
str <strings>
43
dns <name>
mac <mac> <id>
MAC 2 ID
1.
2.
<strings> 43 "
<name> 63
<mac> 0000.0000.0000 feff. ffff.ffff MAC
1
<id> 0 65535
no-present
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41 CFM

1.

no-present

ma name

712

str <strings>
CCM

43



41 CFM

ethernet cfm cc alarm-priority

CC

ethernet cfm cc level <level> ma <no.> alarm-priority <priority>

no ethernet cfm cc level <level> ma <no.> alarm-priority

(config)

level <level>
ethernet cfm domain

1.

07
ma <no.>

ma name
MA

0 65535
<priority>
cC
1.

41-1

ma vlan-group
VLAN ID

MA

MA

ma name

0 none

DefRDICCM

RDI

ON

CCM

DefMACstatus

PortState

CCM

713



41 CFM

3 DefRemoteCCM Timeout MEP CCM

4 DefErrorCCM ErrorCCM MEP CCM
CCM

5 DefXconCCM OtherCCM MA CCM

714



41 CFM

ethernet cfm cc alarm-reset-time

cC
SNMP

SNMP

ethernet cfm cc level <level> ma <no.> alarm-reset-time <time>

no ethernet cfm cc level <level> ma <no.> alarm-reset-time

(config)

level <level>
ethernet cfm domain

1.

07
ma <no.>

ma name ma vlan-group
MA VLAN ID

0 65535
<time>

500

2500 10000

10000

715

MA

MA

ma name
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41 CFM

ethernet cfm cc alarm-start-time

CC

SNMP

ethernet cfm cc level <level> ma <no.> alarm-start-time <time>

no ethernet cfm cc level <level> ma <no.> alarm-start-time

(config)

level <level>
ethernet cfm domain

1.

07
ma <no.>

ma name
MA

0 65535
<time>

SNMP

2500 10000

SNMP

ma vlan-group
VLAN ID

2500
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MA

500

MA

ma name



41 CFM
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41 CFM

ethernet ¢cfm cc enable

cC MA

ethernet cfm mep

ethernet cfm cc level <level> ma <no.> enable

no ethernet cfm cc level <level> ma <no.> enable

(config)

level <level>

ethernet cfm domain

1.
2.

0 7

ma <no.>
ma name ma vlan-group
MA VLAN ID

1.
2.

0 65535

CC

719

CCM

MA

MA

ma name



41 CFM

ethernet cfm cc interval

MA CCM

ethernet cfm cc level <level> ma <no.> interval {1s | 10s | 1min | 10min}

no ethernet cfm cc level <level> ma <no.> interval

(config)

level <level>

ethernet cfm domain

1.
2.
07
ma <no.>
ma name ma vlan-group MA ma name
MA VLAN ID MA
1.
2.
0 65535

{1s ] 10s | 1min | 10min}

CCM
1s

CCM 1
10s

CCM 10
1min

CCM 1
10min

CCM 10
1.
2.

720



41 CFM

CCM 1

1. CCM CPU
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41 CFM

ethernet cfm domain

ethernet cfm domain level <level> [direction-up]

no ethernet cfm domain level <level>

(config)

level <level>

0 7
direction-up

ethernet cfm mep up down
Up MEP

1.
Down MEP

o ethernet cfm cc enable

e cthernet cfm mep

MA

config-ether-cfm



41 CFM

e cthernet cfm mip
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41 CFM

ethernet cfm enable global

CFM

ethernet cfm enable

no ethernet cfm enable

(config)

CFM CFM
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41 CFM

ethernet cfm enable

interface

no ethernet cfm enable

no ethernet cfm enable

ethernet cfm enable

(config-if)

CFM PDU
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41 CFM

ethernet cfm mep

CFM MEP

ethernet cfm mep level <level> ma <no.> mep-id <mepid> [{down | up}]

no ethernet cfm mep level <level> ma <no.> mep-id <mepid>

(config-if)

level <level>

ethernet cfm domain

1.
2.
07
ma <no.>
ma name
1.
2.
0 65535

mep-id <mepid>

MEP ID
1.
2.

1 8191
3.

MA

{down | up}

down

MEP
up

MEP

ma vlan-group

Down MEP

726

MA

Up MEP
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CFM

ethernet cfm domain

direction-up

Down MEP

ethernet cfm mip

727

Up MEP

ethernet cfm mip



41 CFM

ethernet cfm mip

CFM MIP

ethernet cfm mip level <level>

no ethernet cfm mip level <level>

(config-if)

level <level>
ethernet cfm domain

1.

1. ethernet cfm mep

728
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41 CFM

ma name

MA

ma <no.> name {str <strings> | vlan <vlan id>}

no ma <no.> name

(config-ether-cfm)

<no.>

MA

0 65535
{str <strings> | vlan <vlan id>}
MA VLAN ID
str <strings>
MA <strings>

vlan <vlan id>

MA <vlan id> VLAN ID
1.
2.
<strings> 45 "
<vlan id> 1 4095
3.
domain name no-present
44 CCM
<strings> <vlan id>
MA ma vlan-group <no.>
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<strings>
Short MA Name

44



41 CFM
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41 CFM

ma vlan-group

MA VLAN

ma <no.> vlan-group <vlan id list> [primary-vlan <vlan id>]

no ma <no.> vlan-group

(config-ether-cfm)

<no.>

MA

0 65535
<vlan id list>

MA VLAN

<vlan id list>

primary-vlan <vlan id>

MA CFMPDU

1.
vlan-group <vlan id list> VLAN
2.
1 4094
3.
vlan-group <vlan id list> VLAN ID

731

VLAN

VLAN
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42 LLDP

42 o
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42 LLDP

lIdp enable

LLDP

Ildp enable

no lldp enable

(config-if)

734



42 LLDP

lIdp hold-count

LLDP

Ildp hold-count <count>

no lldp hold-count

(config)
<count>
LLDP
65535
1.
2.
2 10
LLDP

735

Ildp interval-time
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42 LLDP

lIdp interval-time

LLDP

Ildp interval-time <seconds>

no Ildp interval-time

(config)
<seconds>
LLDP
1.
2.
5 32768
LLDP

30
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42 LLDP

lldp management-address

LLDP

Ildp management-address {ip <ip address> | ipv6 <ipv6 address>}

no lldp management-address

(config)

{ip <ip address> | ipv6 <ipv6 address>}

1Pv4 IPv6

737



42 LLDP

lIdp run

LLDP

Ildp run

no Ildp run

(config)

LLDP
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43

43.1

43.1.1

43-1

<valuel> has already been set -- <value2>. <valuel> <value2>
<valuel>

<valuel> has already been set. <valuel>
<valuel>

Can not change it because data is not

corresponding.

Can not delete it because data is not

corresponding.

Can't delete this configuration referred by other

configuration.

Interface not found.

Invalid IPv4 address. -- <valuel> <valuel> IPv4
<valuel>

Invalid line type.

Invalid port number. -- <valuel> <valuel>
<valuel>

Invalid Mask. -- <valuel> <valuel>
<valuel>

Maximum number of entries are already

defined (config memory shortage). <valuel> save
<valuel>

Maximum number of entries are already

defined. <valuel>
<valuel>

Not found <valuel>. <valuel>
<vlauel>
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43

Syntax error -- <valuel>.

<valuel>

The different name is already defined.

The sequence number exceeded the maximum
value. Try "resequence” Command.

resequence

This configuration has already been set.

Too long value or illegal format (max
<valuel> characters).

<valuel>

<valuel>

Too long value or illegal format (max
<valuel> digit number).

<valuel>

<valuel>

43.1.2

43-2

<process> is starting. Please try again.

<process>

A specified number of interfaces exceeds the
limitation.

Can't execute config command, please try
again.

Configuration command syntax error.line <line
number> : "<error syntax>"

<line number>
<error syntax>

Configuration data cannot temporarily delete.
Please try again.

Configuration file is empty.

Data transfer failed. (<reason>)

debug

<reason>

File format error.

File name is a directory.
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File name too long.

Filename or directory path is too long.

Logical inconsistency occurred.

show
running-config
end quit  exit Ctrl + C
end
No enough parameters.
No such file or directory.
Not enough memory, configuration file is too
big.
Not enough space on device.
Now configuration data is changing. Please try
again.
Permission denied.
Resource temporarily unavailable.
The command execution failed, because
another command executing.
The command execution failed, because
configuration file is editing.
The command execution failed, because
configuration file is saving.
The command execution failed, because
multiple commands can not execute
simultaneously.
The saving command is being executed, please save

try again.

This configuration is active.
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43.1.3

43-3

RADIUS/TACACS+

RADIUS TACACS+

Maximum number of entries are already
defined. <valuel>

<valuel>

Port Number is duplicate between auth port
and acct port.

auth-port  acct-port

43.1.4 SSH

43-4 SSH

ssh: '<file path>' file open error.(<reason>)

<file path>
<reason>

ssh: input file is bad format.

ssh: Public keys are a maximum of 10 entries
per one user.

10

ssh: The number of bits of a public key is out
of range.

ssh: The public key is bad format.

ssh: The public key is nothing.

ssh: The public key is too long.

ssh: Usernames are a maximum of 20 entries.

20

43.1.5 DNS

43-5 DNS

Same name <value> has already been set.

<value>

43.1.6

43-6

Cannot change the switch model.
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43.1.7

43-7

'system zero-touch-provisioning' and some IP | system zero-touch-provisioning IP
configuration cannot be set together.

IP system zero-touch-provisioning

43.1.8 SNMP

43-8 SNMP

Group information exceeded 50 entries. 50
<group name>

<group name>

Informs is supported by only SNMPv2C. SNMPv2C
SNMPv2C
Invalid oid-tree. <oid tree> <oid tree>
<oid tree>
<oid tree>
MIB view exceeded 50 entries. <view name> MIB 50
MIB

<view name> MIB

RMON alarm rising threshold is less than
falling threshold.

Subtree of the same MIB view exceeded 30 MIB 30
entries. <view name> <oid tree>

<view name> MIB

<oid tree>
The number of SNMP manager entries exceeds | SNMP 4
4. SNMP
43.1.9
43-9
The cron syntax is invalid. cron

The event monitoring is already configured.

The file name extension is invalid.

Py -pyc -pyo
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The specified script id is already configured. 1D
(script id = <script id>) 1D

<script id>

<script id> ID
The specified sequence number is already
configured. (sequence = <sequence>)

<sequence>
<sequence>

The sysmsg syntax is invalid. (interface id =
<interface id>)

<interface id>

The sysmsg syntax is invalid. (message text
= <message text>)

<message text>

43.1.10

43-10

Cannot attach the interface specified as a
ring-port to the channel-group.

Cannot attach the interface that specified cfm | CFM  enable
enable to the channel-group.

CFM  enable
Cannot attach the interface that specified mep | MEP
to the channel-group.

MEP
Cannot attach the interface that specified mip | MIP
to the channel-group.

MIP

The specified port is not a POE port.

PoE

this command is different from this one in
channel-group port.

This command is not supported with this
model.
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43.1.11

43-11

Can not change channel-group mode.

Can not delete interface of channel-group shutdown
because specified port status is up.
shutdown

Channel-group <valuel> has already been set -

- <value2> cannot be set. <valuel>

<value2>

Maximum number of channel-group port are
already defined.

Relations between interface of channel-group channel-group interface tpid  jumbo_frame
and tpid and jumbo_frame in port configuration interface
are inconsistent.

The different kind of channel-group mode has

already been set -- <mode> cannot be set. <mode>

this command is different from this one in
channel-group port.

43.1.12 MAC

43-12 MAC

Relations between vlan in mac-address-table mac-address-table static  vlan switchport

static configuration and switchport mac-address-table static vlan
configuration are inconsistent. switchport access/switchport trunk
allowed vlan

The configuration cannot be set because the VLAN ID
specified VLAN ID has not been configured. VLAN

(VLAN ID = <vlan id>) -
<vlanid> VLANID

43.1.13 VLAN

43-13 VLAN

Can not change mode from <valuel> to VLAN <valuel> <value2>
<value2>. VLAN VLAN

<valuel> <value2> VLAN
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port-based VLAN
protocol-based VLAN
mac-based MAC VLAN
Cannot change vlan configuration referred by vlan QoS
flow configuration.
vlan vlan
QoS
Cannot change vlan configuration referred by | VLAN
QoS configuration. QoS VLAN
QoS
Cannot delete protocol referred by VLAN VLAN  protocol
configuration.
protocol
Can't delete vlan <vlan id> configuration VLAN
referred by <valuel> configuration.
<vlanid> VLAN ID
<valuel> VLAN
Can't set <value1l> which is not configured to VLAN ID
use vlan <vlan id>. <valuel> VLAN ID
<vlanid> VLANID
Duplicate translated-tag or VLAN ID. Translated ID VLAN ID
VLAN ID Translated ID
Tag VLAN ID
Translated ID
Tag VLAN ID
Translated ID
Translated ID VLAN ID
Tag
VLAN ID
Maximum number of TPID value which can TPID
be used is exceeded.
Maximum number which can be used is ethertype llc snap-ethertype
exceeded. 12 12
Mirror port and switchport are inconsistent. 802.1Q Tag
Tag
VLAN
802.1Q Tag
VLAN
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MAC

Not found VLAN-ID <vlan id>. VLAN ID

<vlanid> VLANID
Relations between access-list and dot1g- VLAN Outbound
tunnel are inconsistent. VLAN ID Outbound

VLAN Outbound
VLAN ID Outbound
VLAN ID

Relations between access-list and vlan VLAN ID ethernet
mapping are inconsistent. Outbound ethernet Tag

Tag VLAN ID Outbound

Tag VLAN ID

VLAN Outbound
ethernet Tag

Tag Outbound

Tag Outbound
Relations between mac-based and vlan- MAC VLAN  VLAN
tunneling-enable are inconsistent.
Relations between protocol-based and vlan- VLAN VLAN
tunneling-enable are inconsistent.
Relations between vlan in dotlq switchport mac dotlq vian VLAN
configuration and default vlan are VLAN
inconsistent.
Relations between vlan in dotlq switchport mac dotlq vlan  switchport mac vlan VLAN
configuration and mac vlan configuration are
inconsistent.
Relations between vlan in dotlq switchport mac dotlq vlan  switchport mac native vlan VLAN
configuration and native configuration are
inconsistent.
Relations between vlan in mac-address-table | mac-address-table static ~ vlan switchport
static configuration and switchport mac-address-table static vlan

configuration are inconsistent.

switchport access/switchport trunk allowed vlan

Relations between vlan-tunneling and IP VLAN IP VLAN
configuration are inconsistent. IP
The VLAN cannot be set because it is VLAN

referred by port mirroring configuration.
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The VLAN ID cannot be deleted because it is VLANID MAC
referred by 'no mac-address-table learning'.
(VLAN ID = <vlan id>)

<vlanid> VLAN ID
VLAN is not MAC VLAN. switchport mac vlan vlan MAC VLAN

MAC VLAN
VLAN is not Port VLAN. VLAN VLAN
VLAN
VLAN is not Protocol VLAN. switchport protocol vlan VLAN VLAN
VLAN
43.1.14
43-14
Cost is over 65535, please set up in 1 to cost 65535 cost 1 65535
65535 or set pathcost method to long. pathcost method  long
Maximum number of MST instance are MST
already defined. MST 16
Pathcost method is short, please set up in 1 to | pathcost method  short cost 1 65535
65535 or set pathcost method to long. pathcost method  long
Relations between PVST+ and the protocol- PVST+ VLAN MAC VLAN
vlan or mac-vlan configuration are
inconsistent.
Relations between vlan-tunneling and VLAN
spanning-tree configuration are inconsistent. VLAN
spanning-tree: maximum number of MST MST
instance are already defined. MST 16
43.1.15 Ring Protocol
43-15 Ring Protocol

axrp-<ring id>-<group id>: vlan-mapping VLAN VLAN
<mapping id> is already configured in
another vlan-group. VLAN VLAN

<ring id> ID

<group id> VLAN ID

<mapping id> VLAN ID

axrp-<ring id>: cannot configure this
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command to channel-group port.

<ring id> ID
axrp-<ring id>: maximum number of ring-id ID 24 24
are already defined.
ID ID
<ring id> ID
axrp-<ring id>: maximum number of ring- 1D
port are already defined.
<ring id> ID
axrp-<ring id>: this interface is already
defined as a ring port of other ring VLAN VLAN
configured the same vlan-mapping.
<ring id> ID
axrp-<ring id>: vlan <vlan id> is already VLAN VLAN
configured in control-vlan. VLAN VLAN VLAN
<ring id> ID
<vlanid> VLANID
axrp-<ring id>: vlan <vlan id> is already VLAN VLAN
configured in control-vlan of other ring.
VLAN VLAN
VLAN
<ring id> ID
<vlanid> VLANID
axrp-<ring id>: vlan <vlan id> is already VLAN VLAN
configured in multi-fault-detection-vlan.
VLAN VLAN VLAN
<ring id> ID
<vlanid> VLANID
axrp-<ring id>: vlan <vlan id> is already VLAN VLAN
configured in multi-fault-detection-vlan of
other ring. VLAN VLAN
VLAN
<ring id> ID
<vlanid> VLAN ID
axrp-<ring id>: vlan <vlan id> is already VLAN VLAN
configured in vlan-mapping.
VLAN VLAN VLAN
<ring id> ID
<vlanid> VLANID
axrp-<ring id>: vlan-mapping <mapping id> VLAN VLAN
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is already configured in vlan-group of other

defined.

ring. VLAN VLAN
<ring id> ID
<mapping id> VLAN ID
axrp-vlan-mapping-<mapping id>: vlan VLAN VLAN
<vlan id> is already configured in control- VLAN VLAN VLAN
vlan.
<mapping id> VLAN ID
<vlanid> VLANID
axrp-vlan-mapping-<mapping id>: vlan VLAN VLAN
<vlan id> is already configured in multi-
fault-detection-vlan. VLAN VLAN VLAN
<mapping id> VLAN ID
<vlanid> VLANID
axrp-vlan-mapping-<mapping id>: vlan VLAN
<vlan id> is already configured in other vlan- VLAN VLAN VLAN
mapping.
<mapping id> VLAN ID
<vlanid> VLANID
43.1.16 IGMP snooping
43-16 IGMP snooping
Maximum number of VLAN are already IGMP snooping VLAN 64 64
defined.
Relations between igmp snooping and vlan igmp snooping VLAN vlan
mapping are inconsistent. mapping
Relations between igmp snooping and vlan- igmp snooping  VLAN
tunneling are inconsistent.
Relations between mrouter in igmp snooping mrouter
configuration and channel-group configuration
are inconsistent.
Relations between mrouter in igmp snooping mrouter VLAN
configuration and switchport configuration are
inconsistent.
43.1.17 MLD snooping
43-17 MLD snooping
Maximum number of VLAN are already MLD snooping VLAN 32 32
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Relations between mld snooping and vlan mld snooping VLAN vlan
mapping are inconsistent. mapping
Relations between mld snooping and vlan- mld snooping  VLAN
tunneling are inconsistent.
Relations between mrouter in mld snooping mrouter
configuration and channel-group configuration
are inconsistent.
Relations between mrouter in mld snooping mrouter VLAN
configuration and switchport configuration are
inconsistent.
43.1.18 IPv4
43-18 IPv4
An IP address is duplicated in the interface and | IP
in a route.
Can not change IP subnetmask configuration NTP broadcast
when NTP broadcast configuration has existed. | NTP broadcast IP
Can not delete a primary IP address when a IP
secondary IP address is existing. IP IP
Can not delete IP configuration when NTP NTP broadcast
broadcast configuration has existed. NTP broadcast IP
Can not delete IP configuration with ARP ARP
configuration. ARP P
Can not set a secondary IP address on an IP
interface which does not have a primary IP IP
address. IP
Cannot delete static ARP because entry IP ARP
assigned same IP address exists.
IP ARP
Inconsistency has occurred in a setting of IP IP ARP
address and ARP.
IP address is duplicate between interface and IP ARP
static ARP entry.
Some IP configuration and 'system zero-touch- IP system zero-touch-provisioning
provisioning' cannot be set together.
system zero-touch-provisioning IP
The following items conflict: address inthe IP | IP nexthop
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information and network address in the route.

nexthop

The following items conflict: the IPv4 prefix
and the mask. Non-masked bits must be zero.

The IP configuration cannot be deleted because
the route configuration has been set.

The routes destined for the same destination
network cannot be set.

IPv4

43.1.19 IPv6

43-19 IPv6

An IPv6 address is duplicated in the interface
and in a route.

IPv6

Can not delete IP configuration with NDP
configuration.

Duplicate IP address.

Duplicate prefix.

Inconsistency has occurred in a setting of IPv6
address and NDP.

IP NDP

IP address is duplicate between interface and
static NDP entry.

IP NDP

Maximum number of IP address are already
defined.

Maximum number of linklocal address are
already defined.

Relations between ip address and local address
are inconsistent.

IP
IP

The following items conflict: address in the
IPv6 information and network address in the
route.

IPv6

nexthop

nexthop

The following items conflict: the IPv6 prefix
and the prefixlen. Non-masked bits must be
zero.

The IPv6 configuration cannot be deleted
because the route configuration has been set.

IPv6

The MTU of the interface using IPv6
configuration must not be less than 1280.

IPv6 MTU
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MTU 1280

The routes destined for the same destination
prefix cannot be set.

IPv6

43.1.20 DHCP

43-20 DHCP

<The unique key> overlaps with other entries.

pool network  host hardware-address

Cannot delete the definition because referred
to by <value 1>.

<value 1>

Exceeded the number of maximums that it
was managed with IP dhcp pool.

network  host

Host is already used.

IP host
IP

Interface not found at '<Interface Name>".

Invalid time value.

It exceeded maximum number of IP-address
pool.

IP

network  excluded-address

network conflicts.

host

The key name of the zone isn't found.

43.1.21 /

43-21

Cannot change the flow detection mode.

QoS
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43.1.22
43-22
Cannot attach this list because flow detection layer2-1
mode layer2-1.
layer2-2 IPv4
ip access-group
Cannot attach this list because flow detection layer2-2
mode layer2-2.
layer2-1 MAC
mac access-group
Cannot attach this list because flow detection layer2-3
mode layer2-3.
layer2-1 MAC
mac access-group
Over two entry as an address family cannot
be set.
Relations between access-list and dot1g-
tunnel are inconsistent. VLAN Outbound
VLAN ID Outbound
VLAN Outbound
VLAN ID Outbound
VLAN ID
Relations between access-list and vlan ethernet Tag
mapping are inconsistent. VLAN ID ethernet
Outbound
Tag VLAN ID Outbound
Tag VLAN ID
ethernet Tag
VLAN Outbound
Tag Outbound
Tag Outbound
The maximum number of entries are
exceeded.
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show system
This list cannot be set to the outbound of this
interface because this list includes class. Class
This list cannot be set to this port.
VLAN ID
This list cannot be set to VLAN. VLAN
VLAN ID
VLAN
VLAN ID
This list name is being used as other protocol
type by other definition.
43.1.23 QoS
43-23 QoS
Cannot attach this list because flow detection layer2-1 QoS
mode layer2-1.
layer2-2 IPv4 QoS
ip gos-flow-group
Cannot attach this list because flow detection layer2-2 QoS
mode layer2-2.
layer2-1 MAC QoS
mac qos-flow-group
Cannot attach this list because flow detection layer2-3 QoS
mode layer2-3.
layer2-1 MAC QoS

mac qos-flow-group

Over two entry as an address family cannot
be set.

QoS
QoS

QoS

Specified burst size of traffic-shape rate is
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incorrect, or it is out of range.

Specified traffic-shape rate value is incorrect,
or it is out of range.

configuration are inconsistent.

The maximum number of entries are QoS
exceeded.
show system
This list cannot be set to this port. QoS
QoS
QoS VLAN ID
This list cannot be set to VLAN. QoS VLAN
QoS VLAN ID
QoS VLAN

VLAN ID
This list name is being used as other protocol QoS
type by other definition. QoS

QoS
43.1.24 2
43-24 2

Maximum number of authentication access
list are already defined.
Over two entry as an address family cannot
be set.
Relations between the authentication force- VLAN
authorized vlan configuration and the dot1q VLAN VLAN ID  switchport mac dotlq vlan
vlan configuration are inconsistent. VLAN ID
Relations between the vlan configuration and VLAN
the authentication force-authorized vlan VLAN VLANID MAC VLAN

The "authentication ip access-group' cannot be
set because the authentication port
configuration is not set.

authentication ip access-group
dotlx port-control
web-authentication port
mac-authentication port
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The "authentication mac access-group' cannot
be set because the authentication port
configuration is not set.

authentication mac access-group
dot1x port-control
web-authentication port
mac-authentication port

43.1.25 IEEE802.1X

43-25 |EEE802.1X

ChGr <channel group number>:
Inconsistency is found between the dotl1x
port-control and the switchport mode
configuration.

IEEE802.1X
switchport mode
switchport mode
MAC VLAN

<channel group number>

ChGr <channel group number>:
Inconsistency is found between the
reauthentication and the ignore-eapol-start
configuration.

ignore-eapol-start  reauthentication

reauthentication ignore-eapol-start

reauthentication ignore-eapol-start

<channel group number>

ChGr <channel group number>:
Inconsistency is found between the
supplicant-detection and the ignore-eapol-
start configuration.

ignore-eapol-start  supplicant-detection

ignore-eapol-start supplicant-detection  disable

supplicant-detection  disable ignore-eapol-start

<channel group number>

Inconsistency is found between the dotlx
configuration and the I2protocol-tunnel eap
configuration.

IEEE802.1X EAPOL

dotlx system-auth-control  12protocol-tunnel eap

port <switch no.>/<nif no.>/<port no.>:
Inconsistency is found between the dot1x
port-control and the switchport mode
configuration.

IEEE802.1X switchport
mode switchport
mode

MAC VLAN

<switch no.>/<nif no.>/<port no.> INIF /

port <switch no.>/<nif no.>/<port no.>:
Inconsistency is found between the
reauthentication and the ignore-eapol-start
configuration.

ignore-eapol-start  reauthentication

reauthentication ignore-eapol-start

reauthentication ignore-eapol-start

<switch no.>/<nif no.>/<port no.> INIF /

port <switch no.>/<nif no.>/<port no.>:

ignore-eapol-start  supplicant-detection
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Inconsistency is found between the
supplicant-detection and the ignore-eapol-
start configuration.

ignore-eapol-start supplicant-detection  disable

supplicant-detection  disable ignore-eapol-start

<switch no.>/<nif no.>/<port no.> INIF /
Relations between interface in mac-address- IEEE802.1X
table static configuration and dot1x port- MAC
control configuration are inconsistent.
Relations between MLD snooping and the IEEE802.1X MLD snooping

dotlx configuration are inconsistent.

dotlx system-auth-control ~ MLD snooping

The authentication port configuration cannot
be deleted because the ‘authentication ip
access-group' is set.

authentication ip access-group dot1x port-control

authentication ip access-group

The authentication port configuration cannot | authentication mac access-group dot1x port-
be deleted because the "authentication mac control
access-group’ is set. authentication mac access-group
The 'switchport mode mac' and the 'dot1x MAC VLAN IEEE802.1X
multiple-host' cannot be set together on the
same port.
43.1.26 Web
43-26 Web
Duplicate IP address. IP
IP
Duplicate network address. Web IP
Duplicate web authentication port number. Web
Web
Invalid max-timer . -- <value>
10 1440 infinity
<value> Web
Invalid max-user . -- <value>
<value> Web
Invalid vlan . -- <value> VLAN ID
2 4094
<value> Web VLAN VLANID
Invalid VLAN ID <vlan id>, not MAC VLAN ID VLAN MAC VLAN
VLAN
<vlan id> VLAN VLANID
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Maximum number of web authentication port | Web http https
is exceeded.
Web http https
Relations between interface in mac-address- | Web MAC
table static configuration and web-
authentication port configuration are
inconsistent.
Relations between the web-authentication VLAN VLAN
configuration and the VLAN mode Web
configuration are inconsistent.
Relations between the web-authentication Web

logout polling configuration is inconsistent.

The ‘web-authentication port' and the MLD
snooping configuration cannot be set
together.

web-authentication port

MLD snooping

The authentication port configuration cannot
be deleted because the ‘authentication ip
access-group' is set.

authentication ip access-group
port

authentication ip access-group

web-authentication

The authentication port configuration cannot | authentication mac access-group web-
be deleted because the ‘authentication mac authentication port
access-group' is set. authentication mac access-group
43.1.27 MAC
43-27 MAC
Relations between interface in mac-address- MAC MAC
table static configuration and mac-
authentication port configuration are
inconsistent.
Relations between MLD snooping and mac- MAC MLD snooping
authentication configuration are inconsistent.
Relations between the mac-authentication VLAN VLAN
configuration and the VLAN mode MAC
configuration are inconsistent.
The authentication port configuration cannot authentication ip access-group mac-
be deleted because the ‘authentication ip authentication port
access-group' is set. authentication ip access-group
The authentication port configuration cannot authentication mac access-group mac-

be deleted because the 'authentication mac
access-group' is set.

authentication port
authentication mac access-group
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43.1.28 DHCP snooping

43-28 DHCP snooping

The VLAN target of the DHCP snooping and
ARP inspection is not suitable.

ARP DHCP snooping

DHCP snooping ARP VLAN

VLAN

43.1.29

43-29

Cannot configure this command to channel-
group port.

channel-group <channel group number> is
invalid.

<channel group number>

Port <switch no.>/<nif no.>/<port no.> is
invalid.

<switch no.>/<nif no.>/<port no.> INIF

Relations between flush-request transmit and
mac-address-table update transmit are
inconsistent.

MAC

Relations between flush-request transmit and
reset-flush-port are inconsistent.

Relations between reset-flush-port and mac-
address-table update transmit are
inconsistent.

MAC

Relations between uplink redundant and ring
protocol are inconsistent.

Ring Protocol

Ring Protocol

Relations between uplink redundant and
spanning-tree are inconsistent.
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43.1.30

43-30

Filter-recovery-time must not be greater than
recovery-time.

43.1.31

43-31

Mirror port and monitor port are inconsistent.

Mirror port and switchport are inconsistent. 802.1Q Tag
Tag
VLAN
802.1Q Tag
VLAN
MAC
Monitor port can specify only in one monitor
session.
Relations between the session with 'encapsulation 802.1Q Tag
dotlq' and the session without 'encapsulation 802.1Q Tag
dotlq' are inconsistent within same mirror port.
The number of port mirroring ethertype exceeds TPID
the maximum.
TPID 802.1QTag
The number of port mirroring VLAN ID exceeds VLAN ID
the maximum.
VLAN ID 802.1QTag
The port mirroring VLAN tag cannot be set VLAN Tag VLAN

because it is referred by VLAN configuration.
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43.1.32 sFlow

43-32 sFlow

Maximum number of entries are already defined.

Only either of the following commands "sflow

forward egress" or "sflow forward ingress" can be

configured at a time on this device.

forward ingress

forward egress

sflow forward egress

sflow forward ingress

sflow

sflow

43.1.33 CFM

43-33 CFM

Cannot change c¢fm domain direction.

Cannot change c¢fm mep direction.

MEP

Cannot configure cfm enable to channel-group
port.

CFM

enable

Cannot configure cfm mep to channel-group
port.

MEP

Cannot configure cfm mip to channel-group
port.

MIP

Domain level <level> is set with a value less
than cfm mep.

MEP

<level>

Domain level <level> is set with values more
than cfm mip.

MIP

<level>

MA <no.> is already configured in cfm
domain.

MA

<no.> MA

MA name <name> is already configured in

MA

cfm domain.

<name> MA

Maximum number of cfm mep are already
defined.

MEP
MEP

Maximum number of cfm mip are already
defined.

MIP
MIP

MEP ID <mepid> is already configured in cfm

MEP ID

MEP

mep.

<mepid> MEP ID

Not found VLAN ID <vlan id> in MA.

VLAN ID

MA

VLAN ID
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<vlanid> VLANID

VLAN ID <vlan id> is already configured in
MA name.

VLAN ID

MA

<vlanid> VLAN ID
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