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AC Alternating Current

ACK ACKnowledge

AES Advanced Encryption Standard

ANSI American National Standards Institute
ARP Address Resolution Protocol

bit/s bits per second *bps

BPDU Bridge Protocol Data Unit
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cC Continuity Check

CFM Connectivity Fault Management
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CSMA/CD Carrier Sense Multiple Access with Collision Detection
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MAC Media Access Control
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MD5 Message Digest 5
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MEP Maintenance association End Point

MIB Management Information Base
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oul
packet/s
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PAE
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PIM
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QoS
RA
RADIUS
RDI
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RFC
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RQ
RSA
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SA
SFD
SFP
SFP+
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SMTP
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SSAP
SSH
SSL
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TACACS+
TCP/IP
TLS
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Personal Computer

Protocol Data Unit
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Power Supply

Quality of Service
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Remote Authentication Dial In User Service
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Request For Comments

Remote Network Monitoring MIB

ReQuest
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Source Address
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Simple Mail Transfer Protocol
Sub-Network Access Protocol

Simple Network Management Protocol
Source Service Access Point

Secure Shell
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Transmission Control Protocol/Internet Protocol
Transport Layer Security
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TTL Time To Live
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usB Universal Serial Bus
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(a) sFlow

VLAN
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1.2

1.2.1
1-7

access-list IPv4

deny

ip access-group VLAN
IPv4 IPv4

ip access-list extended IPv4

ip access-list resequence 1Pv4 1Pv4

ip access-list standard IPv4

ipv6 access-list IPv6

ipv6 access-list resequence IPv6

ipv6 traffic-filter VLAN
IPv6 IPv6

mac access-group VLAN
MAC MAC

mac access-list extended MAC

mac access-list resequence MAC

permit

remark

flow detection mode

QoS

1-8

26

show access-filter

list

mac access-group
access-list ip access-list ipv6 access-

mac access-list

ip access-group  ipv6 traffic-filter

clear access-filter

list

mac access-group
access-list ip access-list ipv6 access-

mac access-list

ip access-group ipv6 traffic-filter

1.2.2
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1. (config)# flow detection mode layer2-2
layer2-2

1.2.3 MAC
MAC

MAC

1. (config)# mac access-list extended IPX_DENY
mac access-list IPX_DENY MAC

2. (config-ext-macl)# deny any any ipx
IPX MAC

3. (config-ext-macl)# permit any any
MAC

4. (config-ext-macl)# exit
MAC

5. (config)# interface gigabitethernet 1/0/1
1/0/1

6. (config-if)# mac access-group IPX_DENY in
MAC

1.241P TCP/UDP

(1) IPv4
IPv4

IPv4
1. (config)# ip access-list standard FLOOR_A PERMIT
ip access-list  FLOOR_A_PERMIT IPv4

2. (config-std-nach)# permit 192.168.0.0 0.0.0.255
IP 192.168.0.0/24 IPv4

3. (config-ext-nacl)# exit

1Pv4
4. (config)# interface vlan 10
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(2)

3)

VLAN10
5. (config-if)# ip access-group FLOOR_A_PERMIT in
IPv4
IPv4
IPv4 telnet
IP TCP/UDP
1. (config)# ip access-list extended TELNET_DENY
ip access-list  TELNET_DENY IPv4
2. (config-ext-nacl)# deny tcp any any eq telnet
telnet 1Pv4
3. (config-ext-nacl)# permit ip any any
IPv4
4. (config-ext-nacl)# exit
IPv4
5. (config)# interface vlan 10
VLAN10
6. (config-if)# ip access-group TELNET_DENY in
IPv4
TCP/UDP
UDP
UDP
1. (config)# ip access-list extended PORT_RANGE_DENY
ip access-list  PORT_RANGE_DENY IPv4
2. (config-ext-nacl)# deny udp any any eq 10
UDP 10 IPv4
3. (config-ext-nacl)# permit ip any any
IPv4
4. (config-ext-nacl)# exit
IPv4
5. (config)# interface vlan 10
VLAN10
6. (config-if)# ip access-group PORT_RANGE_DENY in
IPv4
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(4) 1Pv6
IPv6

IPv6
IPv6

1. (config)# ipv6 access-list FLOOR_B_PERMIT
ipv6 access-list FLOOR_B_PERMIT

2. (config-ipv6-acl)# permit ipv6 2001:100::1/64 any
IP 2001:100::1/64

3. (config-ipv6-acl)# exit
IPv6

4. (config)# interface gigabitethernet 1/0/1
1/0/1

5. (config-if)# ipv6 traffic-Ffilter FLOOR_B_PERMIT in
IPv6

1.2.5

config-if-range

1. (config)# access-list 10 permit host 192.168.0.1
192.168.0.1 IPv4

2. (config)# interface range gigabitethernet 1/0/1-4
1/0/1-4

3. (config-if-range)# ip access-group 10 in
IPv4
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2 QoS

2.2

2.2.1
VLAN Tag
CoS CoS
CoS CoS 353
CoS
Tag Control VLAN Tag
VLAN Tag CoS 3
2-2 CoS
CoS
VLAN Tag

VLAN Tag 3

VLAN Tag 0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7

CoS
e VLAN
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2 QoS

2.3 QoS

2.3.1
QoS
2-3
ip gos-flow-group VLAN IPv4 QoS
IPv4 QoS
ip gos-flow-list IPv4 QoS QoS
ip gos-flow-list resequence IPv4 QoS
ipv6 qos-flow-group VLAN IPv6 QoS
IPv6 QoS
ipv6 qos-flow-list IPv6 QoS QoS
ipv6 qos-flow-list resequence IPv6 QoS
mac qos-flow-group VLAN MAC QoS
MAC QoS
mac qos-flow-list MAC QoS QoS
mac qos-flow-list resequence MAC QoS
gos QoS
gos-queue-group QoS
gos-queue-list QoS
remark QoS
traffic-shape rate
flow detection mode QoS
26 /
QoS
2-4
show gos-flow QoS mac gos-flow-group ip qos-flow-group ipv6 gos-
flow-group QoS mac qos-flow-list ip gos-flow-list
ipv6 qos-flow-list
clear gos-flow QoS mac qos-flow-group ip qos-flow-group ipv6 qos-
flow-group QoS mac qos-flow-list ip gos-flow-list

ipv6 qos-flow-list

show qos queueing
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clear qos queueing
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QoS QoS
3.1.3 QoS
VLAN QoS
QoS VLAN
2 V2 IEEE802.3 SNAP/RFC1042
VLAN
3.1.1
QoS
Vol.1 3
flow detection mode
QoS

® mac access-group

® ip access-group

® ipv6 traffic-filter

® mac qos-flow-group

e ip gos-flow-group

® ipv6 qos-flow-group

layer2-1
3-1
layer2-1 MAC VLAN Tag MAC
MAC
layer2-2 IPv4 L4 1Pv4 IP TCP/UDP
ICMP
layer2-3 IPv4 IPv6 L4 IPv4 IPv6
IP TCP/UDP ICMP
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MAC
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VLAN ID VLAN VLAN
VLAN ID
2
e VLAN Tag
VLAN Tag
VLAN Tag VLAN Tag
[1) VLAN Tag 1B 74— F
¥ 128 d | Ether
MAC-DA WAC-SA VLAN Tag | Type Data FGS
[ii) VLAN Tag 2RO 74— v |
| 1EBm | 2B@ | Ether
WAGDA | WAG=SA 1 vy N Tag | VLAN Tag | Type Data Fes
3
ToS
ToS ToS 3 6
Precedence ToS 3
Bitd Bitl Bit? Bitd Bit4d Bits Bité Bit7?
Precedence Tos | - |
DSCP ToS 6
Bitd Bitl Bit2 Bitd Bitd Bith Bit6 Bit]
D&CPE -
4
ack/fin/psh/rst/syn/urg 1
5
Bitd Bitl Bit2 Bit3 Bitd Bits Bité Bit?
FEI T wFISA
DSCP 6
Bith Bitl Bit? Bitd Bitd BitS Bit6 Bit?
| DSCP -
3.1.3 QoS
QoS QoS
QoS
QoS
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3-3 QoS
QoS
IP IPv4 IPv6
MAC mac qos-flow-list layer2-1 o o
IPv4 ip gos-flow-list layer2-2, o
layer2-3
IPv6 ipv6 qos-flow-list layer2-3 o
o
QoS QoS
QoS
1)
QoS
QoS
3-4
1
2 VLAN
3.14
(1) VLAN Tag QoS
2 VLAN Tag MAC IPv4 IPv6
QoS
° VLAN
° VLAN
(2) IPv4 QoS
1Pv4 TCP/UDP ICMP
TCP/UDP ICMP
QoS
MAC IP
(3) IPV6 QoS
IPv6 1 Hop-by-Hop Options IPv6 TCP/UDP ICMP
QoS
QoS MAC
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(4)

(5)

(6)

QoS

QoS
QoS

o 1 QoS

e QoS QoS
° QoS

QoS
QoS

QoS
e VLAN Blocking

° VLAN

. VLAN
° MAC

e MAC

e |GMP snooping MLD snooping

VLAN

44

QoS

VLAN Tag

QoS
QoS

QoS

VLAN Tag

QoS



3.2

3.2.1
QoS
1. (config)# flow detection mode layer2-2
layer2-2
3.2.2 QoS
QoS
config-if-range QoS
1. (config)# ip qos-flow-list QOS-LIST1
IPv4 QoS QOS-LIST1
2. (config-ip-qos)# gos ip any host 192.168.100.10 action cos 6
192.168.100.10 IP CoS 6 QoS
3. (config-ip-qos)# exit
IPv4 QoS
4. (config)# interface range gigabitethernet 1/0/1-4
1/0/1-4
5. (config-if-range)# ip qos-flow-group QOS-LIST1 in
IPv4 QoS
3.2.3 TCP/UDP QoS
UDP QoS
UDP
1. (config)# ip qos-flow-list QOS-LIST1
IPv4 QoS QOS-LIST1
2. (config-ip-qos)# gos udp any any eq 10 action cos 6
UDP 10 CoS 6
3. (config-ip-qos)# exit
IPv4 QoS
4. (config)# interface gigabitethernet 1/0/1
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5.

1/0/1

(config-if)# ip gos-flow-group QOS-LIST1 in
IPv4 QoS
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3.3

VLAN Tag IP DSCP
DSCP
\ol.1 22-8
2
3.3.1
VLAN Tag User Priority
Tag Control 3
3-1 VLAN Tag
MAC-DA WAC-SA | VLAN Tag | ESTET Data FCS
Type
Tag Protocel D Tag Contral
N Cenonical ===
User Prierity Format VLAN D
«—— e > »
JEw b 1€ k 12w b
VLAN Tag MAC 1
VLAN Tag VLAN Tag
3-2 VLAN Tag
[1) VLAN Tag 1B 74— F
_ 128 d | Ether
MAC-DA WAC-5A VLAN Tag | Type Data FC&
(11} VLAN Tag RO T4+ —7w F
¥ IBE® | ZBE® |Ether
MAG-DA | WAG-SA | viaN Tag | VLAN Tag | Type Data FCS
VLAN Tag VLAN Tag
VLAN Tag
3-5
7
DHCP snooping DHCP
DHCP snooping ARP ARP
GSRP Flush request
3 VLAN Tag VLAN Tag
VLAN
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VLAN VLAN
Tag
Tag VLAN
VLAN Tag VLAN Tag
IGMP snooping IGMP PIM Hello
224.0.0.0/24 IPv4
MLD snooping MLD f02::/16 IPv6
2 ARP ARP
CFM
3.3.2 DSCP
IPv4 TOS IPv6 6
DSCP TOS
3-3 TOS
<P~ T4 —=TF o >
Ver | HLEN [ Type 0O Service Total Length
Edant{lff'ix:a:'wn ‘F\Iass] Fragment Offset
Time To Liw:" | Protocol ‘\‘ Header Checksum
;:' Source 1P Addr'éﬁ:s
f.—" Destination IP Addrégs
DEcP FER
6w k Fu F
3-4
<IPvir T2 +—T v k>
Ver Traffic Class ] Flow Label
I Payload Length “"..‘_ Next Header Hop Limit
,': Source \i‘ﬂ_‘hddress
I.’ Destination IF;‘ﬁ.dgress
DSCP FEM
=N Ew
TOS 6
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3.4

34.1
IP
1. (config)# ip qos-flow-list QOS-LIST1
IPv4 QoS QOS-LIST1 IPv4 QoS
2. (config-ip-qos)# gos ip any host 192.168.100.10 action replace-user-priority 6
192.168.100.10 IP 6 IPv4 QoS
3. (config-ip-qos)# exit
IPv4 QoS
4. (config)# interface gigabitethernet 1/0/1
1/0/1
5. (config-if)# ip qgos-Fflow-group QOS-LISTL in
IPv4 QoS QOS-LIST1
3.4.2 DSCP
DSCP
IP DSCP
1. (config)# ip qos-flow-list Q0S-LIST3
IPv4 QoS QOS-LIST3 IPv4 QoS
2. (config-ip-qos)# qos ip any host 192.168.100.10 action replace-dscp 63
192.168.100.10 IP DSCP 63 IPv4 QoS
3. (config-ip-qos)# exit
IPv4 QoS
4. (config)# interface gigabitethernet 1/0/3
1/0/3
5. (config-if)# ip gos-flow-group QOS-LIST3 in

IPv4 QoS QOS-LIST3
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3.5

3.5.1

351

CoS

3.5.2 CoS
CoS

CoS

3-7 CoS

Vol.1 22-8

CoS

3-8

CoS

CoS

CoS

CoS

QoS

CoS
CoS
CoS
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3-9
CoS
7
0
3.5.3 CoS
CoS CoS
CoS
(1) CoS
8 CoS
3-10 CoS
CoS
0 1
1 2
2 3
3 4
4 5
5 6
6 7
7 8
354
(1)
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3.6

3.6.1 CoS

CoS

IP CoS

(config)# ip qos-flow-list QOS-LIST1
IPv4 QoS QOS-LIST1

(config-ip-qos)# gos ip any host 192.168.100.10 action cos 6
192.168.100.10 IP CoS 6 IPv4 QoS

(config-ip-qos)# exit
IPv4 QoS

(config)# interface gigabitethernet 1/0/1
1/0/1

(config-if)# ip gos-flow-group QOS-LISTL in
IPv4 QoS QOS-LIST1
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4.1

41.1
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4.1.2

4.1.3

256

system queue-length-mode

192
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MAC FCs
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show gos queueing
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4.2

42.1

4.2.2

QoS

(config)# qos-queue-list QLIST-PQ pq
QoS QLIST-PQ PQ
(config)# interface gigabitethernet 1/0/1
1/0/1
(config-if)# qos-queue-group QLIST-PQ
QoS QoS

100Mbit/s
4kbyte

(config)# interface gigabitethernet 1/0/13
1/0/13
(config-if)# speed 100
(config-if)# duplex full
100Mbit/s

(config-if)# traffic-shape rate 20M 4
20Mbit/s 4kbyte
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4.3

4.3.1

QoS

(1)

4-3
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4.4

4.4.1

1. (config)# ip qos-flow-list QOS-LIST2
IPv4 QoS QOS-LIST2 IPv4 QoS

2. (config-ip-qos)# qos ip any host 192.168.100.10 action discard-class 2
192.168.100.10 IP 2 QoS

3. (config-ip-qos)# exit

IPv4 QoS
4. (config)# interface gigabitethernet 1/0/1
1/0/1
5. (config-if)# ip gos-flow-group QOS-LIST2 in
QoS QOS-LIST2
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5.1

51.1 2
2
e |EEES802.1X
IEEE802.1X IEEE802.1X EAPOL
e \Web
Web Web Web
e MAC
MAC
2
5.2 2
5-1 2
2
IEEE802.1X VLAN VLAN VLAN
VLAN MAC VLAN VLAN
VLAN
Web VLAN VLAN
VLAN MAC VLAN VLAN
MAC VLAN
MAC VLAN VLAN
VLAN MAC VLAN VLAN




2
2 VLAN VLAN
5-2 2
MAC IEEE802.1X MAC IEEE802.1X
MAC Web MAC Web
IEEE802.1X  Web IEEE802.1X Web
auto
5.1.2
2 RADIUS
RADIUS 2
5-3 2
2 RADIUS
IEEE802.1X VLAN x o
VLAN X )
Web VLAN o o
VLAN o o
MAC VLAN o o
VLAN o o
o X
5.1.3 MAC VLAN VLAN 2
2 MAC VLAN
VLAN mac-based VLAN
VLAN 2 VLAN
VLAN
5-4 VLAN 2
IEEE802.1X VLAN
Web VLAN
MAC VLAN
switchport mac vlan MAC
VLAN VLAN
MAC VLAN
switchport mac vlan VLAN VLAN

5.1.4 2
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5.2.1 2
5-5
2
IEEE802.1X MAC MAC VLAN VLAN
MAC MAC
VLAN VLAN
MAC VLAN VLAN
VLAN VLAN
EAPOL
Ring Protocol Ring Protocol
IGMP snooping IGMP
snooping
VLAN
MLD snooping
DHCP snooping DHCP snooping
VLAN
DHCP snooping VLAN
VLAN
GSRP aware GSRP aware
IEEE802.3ah/UDLD IEEE802.3ah/UDLD
CFM CFM
Web MAC MAC VLAN VLAN
MAC MAC
VLAN VLAN VLAN
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VLAN
MAC VLAN VLAN
VLAN VLAN
VLAN VLAN
VLAN VLAN
EAPOL
Ring Protocol Ring Protocol
IGMP snooping IGMP
snooping
VLAN
MLD snooping
DHCP snooping DHCP snooping
VLAN
DHCP snooping VLAN
VLAN
GSRP aware GSRP aware
IEEE802.3ah/UDLD IEEE802.3ah/UDLD
CFM CFM
MAC MAC MAC VLAN VLAN
MAC MAC
VLAN VLAN VLAN
VLAN
MAC VLAN VLAN
VLAN VLAN
VLAN VLAN
VLAN VLAN
EAPOL
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2
Ring Protocol Ring Protocol
IGMP snooping IGMP
snooping
VLAN
MLD snooping
DHCP snooping DHCP snooping
VLAN
DHCP snooping VLAN
VLAN
GSRP aware GSRP aware
IEEE802.3ah/UDLD IEEE802.3ah/UDLD
CFM CFM
5.2.2
2
. VLAN
° VLAN
° VLAN VLAN
1) VLAN
5-6 VLAN
IEEE802.1X Web MAC
o o o
o o o
X X X
(@]
X
Web MAC IEEE802.1X

auto
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dotlx port-control force-authorized
dot1x port-control force-unauthorized

dotlx multiple-hosts

) VLAN
5-7 VLAN
IEEE802.1X Web MAC
MAC o o o
x x x
o X
Web MAC IEEE802.1X

auto

dot1x port-control force-authorized
dot1x port-control force-unauthorized

dotlx multiple-hosts
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(3) VLAN VLAN
5-1 VLAN VLAN
FEE
EEVLANE—F FAFE v OVANE—F
IEEES02. 1%  Web®BEE  MACEERE IEEES02. 1X  Web®BEE  MACEERE
x O O O O O

Tagged 7 L—La Untagged 2 L-— L

[ MACHK— F+dotiaE |
HUE
IEEER0Z. 1X WebiZRE  MACEREE
(AE) O WiETES = BETELL
5-8 VLAN VLAN
IEEE802.1X Web MAC
VLAN VLAN VLAN VLAN VLAN VLAN
MAC Tagged X x o X o x
dotlq
Untagged o o o o o o
O X
RADIUS RADIUS VLAN
VLAN VLAN
VLAN
5.2.3 2
(1) IEEE802.1X Web MAC
IEEE802.1X VLAN Web MAC
IEEE802.1X VLAN Web MAC
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2 IEEE802.1X VLAN
MAC Web MAC IEEE802.1X
VLAN IEEE802.1X Web
MAC Web
IEEE802.1X MAC Web IEEE802.1X
HUB
HUB#1 IEEE802.1X
HUB HUB#2 IEEE802.1X
Web VLAN MAC VLAN
IEEE802.1X clear dotlx auth-state
5-2 |EEE802.1X Web MAC
FE
- HHEHEHE
o Bl

| HUB# 1 | HUB#2 |

- . IEEEBQ2, 1N ERAEAARER Ehig

Lvdk, WeblREEF f-[IMACERRE D
O AAREMTAERA
IEEE 802. 1XT Fl—8& & TWebEBET
BiEEA ERIEMCERET
0491
(2) Web MAC
MAC MAC
Web Web Web
MAC
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e RADIUS dead interval
e MAC dotlq
[ ]
° ACL/QoS
e RADIUS VLAN VLAN
5.3.1
1)
DHCP IP DNS
DHCP DNS
DHCP DNS
VLAN
2
° IPv4 IPv4
° MAC MAC
IPv4 MAC

MAC

1Pv4
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5-3 IPv4

DHCP DNS
eyl M=y

R BRI A | o B A BRDHOP H— s 45 .- l-

DNSH—sinTF oA LEMES, iy
R SRR EEERRIPET 2R
AFzEETSCLET, BHWTE

DHCPH— s C43DNSH— i BT E X T,

BIEWRAIPUTFT IR A FIZEREZHT
Lizithid, BIIAmiEs o xR EE
~BETEEE A

FiEl

[
[
[
[
[
[
[
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L]
1

IPv4 ip access-group
DHCP IP DHCP
IP IPv4 DHCP
DHCP
DHCP IP 10.10.10.254 10.10.10.0/24

permit udp 10.10.10.0 0.0.0.255 host 10.10.10.254 eq bootps
permit udp host 0.0.0.0 host 10.10.10.254 eq bootps
permit udp host 0.0.0.0 host 255.255.255.255 eq bootps

authentication ip access-group

° permit deny

® user-priority

(2) ARP

e vian

e \Web IP IPv4 IP
IP Web IP Web
IP
ARP

authentication arp-relay ARP
ARP
IEEE802.1X ARP
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dotlx supplicant-detection  auto auto
ARP MAC
ARP permit
3) 2
ARP 2

(4) DHCP snooping

DHCP snooping  untrust IPv4
bootps bootpc DHCP
DHCP snooping DHCP snooping DHCP
ARP DHCP snooping DHCP snooping
ARP
5.3.2
2
[ ]
[ J
1)
authentication max-user
2
2)
authentication max-user
2
3) 2
2
5-9 2
IEEE802.1X Web MAC
VLAN VLAN VLAN VLAN VLAN VLAN
o O o o o o
o O o o o o
O
6.2.9
5.3.3

authentication force-authorized enable
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e RADIUS RADIUS

e RADIUS RADIUS

e Web Web DB 1
e MAC MAC 1 MAC
5-10
IEEE802.1X Web MAC
VLAN VLAN VLAN
VLAN VLAN VLAN
o (o) o o o o
o X
VLAN VLAN ID
authentication force-authorized vlan

authentication force-authorized vlan VLAN VLANID
|IEEE802.1X
° EAPOL-Start
. EAP

MAC RADIUS
Web MAC MAC
RADIUS MAC RADIUS
MAC Web Web
534
2
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5-4
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MAC VLAN

1

e \Web

IEEE802.1X
IEEE802.1X

— 1
—
1 2
VLAN
switchport mac vlan VLAN ID
switchport mac native vlan VLAN ID
MAC switchport mac dotlq vian
VLAN ID
VLAN
2
Web MAC

74



5-11 |IEEE802.1X VLAN
VLAN
1 VLAN
2 VLAN
3 VLAN
4 VLAN
5-12 IEEE802.1X VLAN
VLAN
1 VLAN
2 VLAN
3 VLAN
4 VLAN
(2) Web
Web
5-13 Web VLAN
VLAN
1 VLAN
2 VLAN
3 VLAN
1
4 VLAN
1
1
authentication auto-logout strayer
2
1
5-14 Web VLAN
VLAN
1 VLAN
2 VLAN
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VLAN
1
3 VLAN
2
4 VLAN
2
1
2
authentication auto-logout strayer
3
2
(3) MAC
MAC
5-15 MAC VLAN
VLAN
1 VLAN
2 VLAN
3 VLAN
1
4 VLAN
1
1
authentication auto-logout strayer
2
1
5-16 MAC VLAN
VLAN
1 VLAN
2 VLAN
3 VLAN
1
4 VLAN
1
1
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authentication auto-logout strayer

2
1
(4)
2
5-17 VLAN
MAC IEEE802.1X IEEE802.1X
Web Web VLAN
IEEE802.1X Web Web VLAN
5-18 VLAN
MAC IEEE802.1X IEEE802.1X
Web Web
VLAN
IEEE802.1X Web Web
VLAN
1
2 VLAN
e MAC VLAN VLAN MAC
° VLAN VLAN
switchport mac dotlq vlan VLAN
[ J
IEEE802.1X MAC
° IEEE802.1X
[ ]
MAC VLAN

IEEE802.1X clear dotlx auth-state
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e MAC clear mac-authentication auth-state
e Web clear web-authentication auth-state
2 VLAN
2

5.3.5 RADIUS dead interval

RADIUS authentication radius-server dead-

interval RADIUS

RADIUS
RADIUS authentication radius-server
dead-interval RADIUS
dead-interval RADIUS

e |EEEB02.1X clear dotlx dead-interval-timer

e \Web clear web-authentication dead-interval-timer
e MAC clear mac-authentication dead-interval-timer
RADIUS dead interval
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5-5 RADIUS dead interval

EE AR FEE RADIUSH—s5§1  RADIUSH—s82  RADIUSH —.ss53

BiEER | Aocess-Reguest

hocess-Hequest
EES RS
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FALT I Access-Request
Access-Accept
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- ]
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Access-Accept E
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AP TL—3aTF
authentication radius-server dead-interval
THEL-EBMREERIE. RADIUSH—s 1~
MugdhdEy
T: 327045 bb—3 32272 Fauthentication radius=server dead=interval TOETERM
5.3.6 MAC dotlq
(1) MAC dotlq 2
MAC switchport mac dotlq vlan  dotlq
Tagged VLAN
Untagged VLAN Untagged
VLAN VLAN ID
MAC dotlq
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5-6 MAC dotlq
Tagged 7 L—LDiGE1E. EEVLAN
E—FOBEC#-TRIELET.
HER | i
r ) ST T
i VLAN 10 ."'. i VLAN 10 i
1 P i i
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Thik ZMAC VLANIZHI Y B AR ET.
MAC dotlq 2
5-19 MAC dotlq 2
IEEE802.1X Web MAC
Untagged VLAN VLAN
Tagged VLAN
MAC dotlq
switchport mac dotlq vlan VLAN ID MAC
VLAN VLAN
(2) dotlg vilan
MAC switchport mac dotlq vlan  dotlq MAC
mac-authentication dot1g-vlan force-authorized
Tagged MAC MAC
MAC MAC
[ ]
[ J
[ J
[ J
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clear mac-authentication auth-state

clear mac-authentication auth-state

no mac-authentication system-auth-control

[ J
° MAC
MAC
e VLAN
e VLAN
e VLAN suspend
e MAC
MAC

5.3.7

authentication logout linkdown

5.3.8 ACL/QoS
1)
ACL/QoS 2
2 /QoS
RADIUS
ACL/QoS
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0 63
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|

|

|

|
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I
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|
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FEE

222D
5-20
A X
B X
C X Z
D S
B C D X Y Z S
2)
ACL/QoS RADIUS RADIUS
Web MAC
(3)
RADIUS
12 12-2 RADIUS
5-21 RADIUS
Type
Filter-1d 11 "/Class=x"
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2 RADIUS 0 63
ACL/QoS RADIUS
0
(4) /QoS
ACL/QoS /QoS
0 63 0 63
/QoS
5-22 ACL/QoS /QoS
MAC deny mac access-list extended o
permit mac access-list extended
IPv4 access-list X
deny ip access-list standard
permit ip access-list standard
deny ip access-list extended o
permit ip access-list extended
IPv6 deny ipv6 access-list X
permit ipv6 access-list
QoS MAC QoS mac qos-flow-list o
IPv4 QoS ip qos-flow-list o
IPv6 QoS ipv6 qos-flow-list X
X
)
0 63
6bit
5-7
4 4
5-23
permit
A 1 1
A
B 1 Y 2
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permit
B
C 3 1 X Zz 4
Cc
D 4 1 S 8
D
5-24
2
A 1 000001 A
X
B 2 000010 B
X Y
Cc 4 000100 C
X Z
D 8 001000 D
S
B C D 14 001110 B C D
X Y zZ S
5.3.9 RADIUS VLAN VLAN
RADIUS VLAN RADIUS Tunnel-Type Tunnel-Medium-Type
Tunnel-Private-Group-1D VLAN
Tunnel-Type  Tunnel-Medium-Type Tunnel-Private-Group-1D VLAN
MAC VLAN VLAN
RADIUS
RADIUS 6 IEEE802.1X 8 Web 10 MAC
5-25 Access-Accept RADIUS
RADIUS
Tunnel-Type Tunnel- Tunnel-Private- / VLAN
Medium-Type Group-ID
VLAN
VLAN(13) IEEE-802(6) VLAN
switchport mac dotlq
vlan VLAN
VLAN VLAN
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RADIUS
Tunnel-Type Tunnel- Tunnel-Private- / VLAN
Medium-Type Group-ID
MAC VLAN Tunnel-Private-Group-1D
MAC VLAN

authentication native vlan
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5.4 2

5.4.1
1)

setclock 3
3
(2)
IEEE802.1X Web MAC
switchport mode
shutdown

auth-state
60

authentication
MAC
L2MAC

3)

restart mac-authentication

clear dotlx auth-state clear web-authentication

clear mac-authentication auth-state

no shutdown

restart dotlx restart web-
IEEE8B02.1X Web
restart vlan mac-manager

dotlx system-auth-control web-authentication system-auth-control

mac-authentication system-auth-control

state clear web-authentication auth-state

no shutdown

mac-manager L2MAC
(4)
authentication
L2MAC
(5) MAC VLAN
IEEE802.1X VLAN
VLAN

<vlan id list> mac-based

° reload

shutdown clear dot1x auth-
clear mac-authentication auth-state

60

restart vlan

restart dotlx restart web-authentication restart mac-

restart vlan mac-manager

Web VLAN MAC
vlan
1600 L2MAC
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[ ] restart vlan mac-manager
5.4.2 RADIUS
(1) RADIUS
2 2 RADIUS
2 RADIUS

e |EEE802.1X dotlx radius-server host
e Web web-authentication radius-server host
e MAC mac-authentication radius-server host

RADIUS
2 RADIUS

RADIUS
RADIUS

(2)

DNS

IEEE802.1X

e Web MAC Can't execute.

e SNMP IEEE802.1X MIB
° SNMP

RADIUS

IEEE802.1X

IEEE802.1X
radius-server host

RADIUS
RADIUS

3)

RADIUS
dotl1x radius-server host
1

RADIUS
host

RADIUS

RADIUS

RADIUS
2

IPv6
IPv6

(4)

87

1Pv4
DNS

Connection failed to 802.1X program.

2
IPv6
RADIUS
RADIUS

dotlx

dotlx radius-server

dotlx radius-server host

RADIUS



5 2
(5) RADIUS dead interval

dead-interval 1 authentication radius-server

dead-interval 1 1

dead-interval
(6) IEEE802.1X RADIUS
dotlx radius-server host RADIUS
dotlx timeout server-timeout IEEE802.1X

IEEE802.1X dotlx radius-server host

RADIUS
dotlx timeout server-timeout
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5.5 2

5.5.1

5-26

IEEE802.1X Web MAC
authentication arp-relay ARP o o o
authentication auto-logout strayer o o
authentication force-authorized enable o o o
authentication force-authorized vlan VLAN o o o
VLAN ID
authentication ip access-group o o o
IPv4
authentication logout linkdown o o o
authentication mac access-group o o o
MAC
authentication max-user (global) o o o
authentication max-user (interface) o o o
authentication native vlan VLAN o o o
RADIUS Tunnel-
Private-Group-ID
VLAN
authentication radius-server dead- RADIUS o o o
interval RADIUS
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5-27 2
IEEE802.1X Web MAC
show authentication fail-list 2 o o o
MAC
clear authentication fail-list 2 o o o
o
552 2
1) ARP
ARP

(2)

3)

(config)# interface gigabitethernet 1/0/10
(config-if)# web-authentication port
(config-if)# mac-authentication port
(config-if)# authentication arp-relay
(config-if)# exit

Web MAC 1/0/10 ARP

authentication ip access-group

(config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit ip any host 10.0.0.1
(config-ext-nacl)# exit
(config)# interface gigabitethernet 1/0/10
(config-if)# web-authentication port
(config-if)# mac-authentication port
(config-if)# authentication ip access-group 100
(config-if)# exit
DHCP IP 10.0.0.1 DNS
IPv4

RADIUS Web Web DB MAC
MAC DB
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1. (config)# authentication force-authorized enable

(4) VLAN ID

VLAN VLAN ID

1. (config)# interface gigabitethernet 1/0/5
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 100,200
(config-if)# web-authentication port
(config-if)# mac-authentication port
(config-if)# authentication force-authorized vlan 100
(config-if)# exit
Web MAC VLAN 1/0/5
VLAN ID 100

(5)

1. (config)# authentication max-user 512
2 512

(6)

1. (config)# interface gigabitethernet 1/0/5
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)# authentication max-user 64
(config-if)# exit

1/0/5 64

(7) RADIUS dead interval

RADIUS RADIUS
RADIUS (dead interval )

1. (config)# authentication radius-server dead-interval 20
RADIUS dead interval 20

(8)

91



(9)

(10)

(config)# authentication auto-logout strayer

(config)# interface gigabitethernet 1/0/5
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)# no authentication logout linkdown
(config-if)# exit

1/0/5

ACL/QoS

ACL/QoS /QoS
10 30

(config)# ip access-list extended authen-classes

(config-ext-nacl)# permit ip any 192.168.10.0 0.0.0.255 class 10
(config-ext-nacl)# permit ip any 192.168.30.0 0.0.0.255 class 30

(config-ext-nacl)# exit
authen-classes

(config)# interface gigabitethernet 1/0/5
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)# ip access-group authen-classes in
(config-if)# exit

1/0/5 authen-classes
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6 |EEE802.1X

6 IEEE802.1X

IEEE802.1X  OSI
IEEE802.1X
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6 |EEE802.1X

6.1 IEEES02.1X

IEEE802.1X LAN RADIUS
IEEE802.1X
6-1
Authenticator LAN
EAP Over LAN(EAPOL) EAP Over
RADIUS

Authenticator
Authenticator

Supplicant EAPOL
Supplicant
Supplicant
Supplicant Supplicant

Authentication
Server

IEEE802.1X
IEEE802.1X

6-1 IEEE802.1X

RADIUSH—. <
Eﬁ‘r EAP |over LAN EAP over RADIUS

L2

L2 EAPOL
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6-2 L2

IEEE802.1X

PC 2
%}‘ L2A A wF T RADIUSH— %

PC 3 EAP over LAN EAP over RADIUS

PC 4
6.1.1
(1)

PAE Authenticator Supplicant
2)
RADIUS EAPOL
EAPoverRADIUS RADIUS RADIUS EAP
RADIUS 6-2 1 Access-Request
6-5 4 Access-Reject
6-2 1 Access-Request
Type
User-Name 1
NAS-IP-Address 4 Authenticator( ) IP
IP
NAS-Port 5 Supplicant Ifindex
Service-Type 6
Framed(2)
Framed-MTU 12 Supplicant  Authenticator
(1466)
State 24 Authenticator  RADIUS State
Called-Station-1d 30 MAC MAC
ASCIl -

95



6 |EEE802.1X

Type
Calling-Station-1d 31 Supplicant  MAC ASCIl "
NAS-Identifier 32 Authenticator
NAS-Port-Type 61 Authenticator
Ethernet(15)
Connect-Info 77 Supplicant
"CONNECT Ethernet"
"CONNECT Port-Channel"
EAP-Message 79 EAP
Message-Authenticator 80 RADIUS/EAP
NAS-Port-1d 87 Supplicant Authenticator
"Port x/0/y"
"ChGr x"
Xy
NAS-IPv6-Address 95 Authenticator IPv6
IPv6
6-3 2 Access-Challenge
Type
Reply-Message 18
State 24 Authenticator ~ RADIUS State
Session-Timeout 27 Supplicant EAP-Request
EAP-Message 79 EAP
Message-Authenticator 80 RADIUS/EAP
6-4 3 Access-Accept
Type
Service-Type 6
Framed(2)
Filter-1d 11 Supplicant
no
ACL/QoS
Reply-Message 18
Session-Timeout 27 Supplicant
Termination-Action 29 Radius
Tunnel-Type 64 VLAN
VLAN(13)
Tunnel-Medium-Type 65 VLAN
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Type

IEEE802(6)

EAP-Message

79 EAP

Message-Authenticator

80 RADIUS/EAP

Tunnel-Private-Group-1D

85 VLAN

(1)VLAN ID

®

VLAN10
1)
@
3

Accept
VLAN

(2)"VLAN"+VLAN ID

name

"10"
"VLAN10"
"business-office"

Supplicant
VLAN

VLAN

VLAN

Acct-Interim-Interval

85 Interim
60

()

Interim

600

(60

600

RADIUS
Session-Timeout

Access-Accept

Termination-Action

Radius-Request(1)

Session-Timeout

0
1 60 60
61 65535
6-5 4 Access-Reject
Type
Reply-Message 18
EAP-Message 79 EAP
Message-Authenticator 80 RADIUS/EAP
3
6-6
EAP-MD5-Challenge UserPassword
EAP-TLS
EAP-PEAP EAP-TLS EAP
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2
PEAP-MS-CHAP V2
PEAP-TLS

EAP-TTLS

EAP-TLS

(EAP PAP CHAP

)

(4) RADIUS Accounting

RADIUS Accounting

IEEE802.1X

RADIUS Authentication

RADIUS Accounting

RADIUS Accounting RADIUS
6-7 RADIUS Accounting
Type
start stop Interim-
Update
User-Name 1 o o o
NAS-IP-Address 4 Authenticator( ) o o o
IP
IP
NAS-Port 5 Supplicant o o o
Ifindex
Service-Type 6 o o o
Framed(2)
Calling-Station-Id 31 Supplicant  MAC ASCIl " o o o
NAS-Identifier 32 Authenticator ( o o o
)
Acct-Status-Type 40 Accounting o o o
Start(1) Stop(2) Interim-Update(3)
Acct-Delay-Time 41 Accounting () o o o
Acct-Input-Octets 42 Accounting ( ) o o
()
Acct-Output-Octets 43 Accounting ( ) o o
()
Acct-Session-1d 44 Accounting ID o o o
Acct-Authentic 45 (RADIUS(1) Local(2) Remote(3)) o o o
Acct-Session-Time 46 Accounting ( ) o o
Acct-Input-Packets 47 Accounting ( ) o o
(0)
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Type
start stop Interim-
Update
Acct-Output-Packets 48 Accounting ( ) o o
(0)
Acct-Terminate-Cause 49 Accounting ( ) o
6-8 Acct-Terminate-Cause
NAS-Port-Type 61 Authenticator ) o o
Ethernet(15)
NAS-Port-1d 87 Supplicant Authenticator o o o
NAS-Port-1d
NAS-Port 4
NAS-Port
"Port x/0/y"
"ChGr x"
(x vy )
NAS-IPv6-Address 95 Authenticator( o o o
IPvV6
IPv6
( ) o
6-8 Acct-Terminate-Cause
User Request 1 Supplicant
logoff
Lost Carrier 2
Idle Timeout 4
Admin Reset 6
force-authorized
force-unauthorized
Reauthentication Failure 20
Port Reinitialized 21 MAC
VLAN Disable
switchport mode
clear dot1x auth-state
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(5) syslog
IEEE802.1X syslog E-mail
IEEE802.1X E-mail
syslog PID
6-3 syslog
- A AL HER - AT
- hREX - FEE )
n EEE ,._t p!t_:":m ",-.I
syelog~m eye logiiHED SRR LT IEEE80Z. 1% A wie—LEN
B EEE PIDME ERTEE
Birie =
A A ERR
dotlx logging enable logging event-kind aut  E-mail

logging email-event-kind aut
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6 |EEE802.1X

6.2

IEEE802.1X
6.2.1
IEEE802.1X
6-9
VLAN
VLAN
« )
1)
(a) VLAN
MAC MAC VLAN
VLAN
[ ]
[
Tagged Untagged
° Tagged VLAN Tag VLAN
° Untagged VLAN
(b) VLAN
MAC MAC VLAN
VLAN VLAN VLAN
VLAN VLAN VLAN
e MAC
2
@)
IEEE802.1X
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(b)
EAP
EAP
(©)
MAC
EAP EAP
3
€Y
6-10
VLAN 64 1 64
VLAN
6.2.2
tx-period
EAP-Request/ldentity
EAP-Request/Identity
dotlx supplicant-detection
shortcut Request/Identity
Untagged VLAN
VLAN Request/ldentity
dot1x supplicant-detection auto
(1) auto

EAP-Request/ldentity

EAP-Request/ldentity

auto EAP-Request/Identity
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6-4 auto EAP-Request/Identity
Suppl i cant Authent icator RADIUS Server
|
FEDN T+ Supplicanth & MEED AL v k-
- BEEUMICEBIEARLET S
EAP-Req/1d . '
= EAP-Req/IdE =%+ 2 FTit(E
EAPResp/1d

MD577 & MEBEE 2 —4r v 2,

EAP-Success

(2) disable

EAP-Request/Identity
EAPOL-Start

EAPOL-Start Supplicant
Supplicant  EAPOL-Start
auto

EAP-Request/Identity

disable EAP-Request/ldentity

6-5 disable EAP-Request/Identity

Suppl icant futhenticator RADIUS Server
EAP-Req/1d
EAP-Resp/ Id

| MD5 75 & IZEE S— 4 R
EAP-Success

EAP-Req/Id IBEE F A Suppl icanthidH S
1RE (TEAP-Req/ | = {EFEIL

EAP-Request/Identity

3) full

20
full EAP-Request/Identity
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6-6 full EAP-Request/Identity
Suppl icant Authenticator RADIUS Server
EAP-Req/1d
EAP-Resp/ Id

MDS7%E & DEBEE 2 —4r 2o 2

EAP-Success
. EAP-Reg/1d
EAP-Resp/ Id
MD5% & MEBEE L — 47 R . E2REFA-Supp| icant®
BiE— AT HBE L AL
EAP-Success
(4) shortcut
EAP-Request/ldentity
EAP-Success
Supplicant EAP-Success
shortcut EAP-Request/Identity
6-7 shortcut EAP-Request/Identity
Suppl icant Authenticator RADIUS Server
EAP-Req/ld
EAP-Resp, 1d -
MD5 5 & EEIE 2 —4 v R
EAP-Success
=
EAP-Req/ld
EAPResp/Id .
! IBREFA+Supp| i cantld
EAP-Success B —5 AL EE
6.2.3
EAPOL-Start
6.2.4 RADIUS
(1) RADIUS
RADIUS 4 IP

IEEE802.1X IP 54.2
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6 |EEE802.1X

RADIUS
IP RADIUS
\ol.1 11.1
RADIUS
RADIUS RADIUS
RADIUS EAP-Failure
RADIUS EAP-
Failure
(2)
RADIUS
6-4
3 Access-Accept
e Filter-Id
(3) RADIUS
RADIUS RADIUS NAS IP
IP
L IP
° IP IP
RADIUS IP
IP RADIUS
RADIUS
IP
6.2.5 EAPOL
IEEE802.1X EAPOL EAPOL
MAC IEEE 802.1D
IEEE802.1X Authenticator
L2
\Vol.1 256 L2
6.2.6
6-11
VLAN
VLAN
o o
o o
o o
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VLAN
VLAN
VLAN o o
O o
IEEE802.1X o o
VLAN o
o
1)
clear dotlx auth-state MAC
MAC VLAN ID MAC
2)
(3)
MAC
10 60 MAC
no dotlx auto-logout
(4) VLAN
VLAN VLAN
e VLAN
e VLAN suspend
(5)
(6) IEEE802.1X
IEEE802.1X IEEE802.1X
7) VLAN
VLAN switchport mac vlan

VLAN ID VLAN
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6.2.7
5.3 2
6.2.8
5.3 2
6.2.9
6.24 RADIUS
ACL/QoS
532
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6 |EEE802.1X

6.3 IEEES02.1X

(1)

IEEE802.1X

IEEE802.1X 52 2
(2) MAC VLAN
MAC VLAN
(3) Interim
RADIUS Accounting  Interim RADIUS
600
Interim RADIUS

(4)

tx-period reauth-period supp-timeout quiet-period keep-unauth

clear dotlx auth-state
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7 IEEE802.1X

IEEE802.1X  OSI 2
IEEE802.1X
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7 |EEE802.1X

7.1

7.1.1

IEEE802.1X

7-1

aaa accounting dotlx default RADIUS
aaa authentication dot1x default IEEE802.1X RADIUS
dotlx auto-logout
dotlx ignore-eapol-start Supplicant EAPOL-Start EAP-Request/ldentity
dot1x logging enable IEEE802.1X syslog
E-Mail
dotlx loglevel
dotlx max-req Supplicant EAP-Request/ldentity
dot1x max-supplicant
dotlx multiple-hosts IEEE802.1X
dot1x multiple-authentication
dot1x port-control IEEE802.1X
dot1x radius-server host IEEE802.1X RADIUS IP
dotlx reauthentication
dot1x supplicant-detection
dotlx system-auth-control IEEE802.1X
dotlx timeout keep-unauth
dotlx timeout quiet-period Supplicant
dotlx timeout reauth-period
dotlx timeout server-timeout
dotlx timeout supp-timeout Supplicant EAP-Request/ldentity Supplicant

dotlx timeout tx-period

EAP-Request/ldentity

IEEE802.1X
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7-2
show dot1x Supplicant
show dot1x logging IEEE802.1X
show dotlx statistics IEEE802.1X

clear dotlx auth-state

clear dotlx dead-interval-timer dead interval 2 RADIUS
1 RADIUS

clear dot1x logging IEEE802.1X

clear dotlx statistics IEEE802.1X 0

reauthenticate dot1x IEEE802.1X

restart dot1x IEEE802.1X

dump protocols dotlx IEEE802.1X

7.1.2 IEEE802.1X

IEEE802.1X
IEEE802.1X
IEEE802.1X
1. (config)# dotlx system-auth-control
IEEE802.1X
7.1.3 VLAN
VLAN
IEEE802.1X

1. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode access
1/0/1  access

2. (config-if)# dotlx multiple-authentication

3. (config-if)# dotlx port-control auto
IEEE802.1X

7.1.4 VLAN

VLAN
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VLAN VLAN MAC
VLAN IEEE802.1X

VLAN

1. (config)# vlan 100 mac-based
(config-vlan)# state active
(config-vlan)# exit
VLAN VLAN100 MAC VLAN

2. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
1/0/1  mac-vlan VLAN

3. (config-if)# dotlx multiple-authentication

4. (config-if)# dotlx port-control auto

IEEE802.1X
7.1.5
1)
IEEE802.1X
1. (config)# interface gigabitethernet 1/0/1
(config-if)# dotix multiple-authentication
(config-if)# dotix port-control auto
(config-if)# dotlx max-supplicant 50
1/0/1 50
2)
tx-period
EAP-Request/Identity
shortcut disable
EAP-Request/Identity full

Supplicant full
auto EAP-Request/Identity
EAP-Request/Identity

1. (config)# interface gigabitethernet 1/0/1
(config-if)# dotlx multiple-authentication
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7.1.6
1)

(2)

3)

(config-if)# dotix port-control auto

(config-if)# dotix supplicant-detection disable

1/0/1 EAP-Request/Identity

reauth-period
reauth-period tx-period

(config)# interface gigabitethernet 1/0/1

(config-if)# dotlx reauthentication

(config-if)# dotlx timeout reauth-period 360
1/0/1

EAP-Request

EAP-Request

reauth-period

(config)# interface gigabitethernet 1/0/1
(config-if)# dotlx timeout supp-timeout 60
1/0/1 EAP-Request
(config-if)# dotlx max-req 3
1/0/1 EAP-Request

EAP-Start
tx-period reauth-period

EAP-Request/Identity

360

60

dotlx reauthentication

(config)# interface gigabitethernet 1/0/1

(config-if)# dotix reauthentication

(config-if)# dotix ignore-eapol-start
1/0/1  EAP-Start
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(4)

1. (config)# interface gigabitethernet 1/0/1
(config-if)# dotlx timeout quiet-period 300
IEEE802.1X 1/0/1

(5) EAP-Request/Identity

Request/ldentity

tx-period
EAP-Response/ldentity

EAP-Request/Identity

reauth-period tx-period ( + 20)x 2
tx-period 30 300
1. (config)# interface gigabitethernet 1/0/1
(config-if)# dotix timeout tx-period 300
IEEE802.1X 1/0/1  EAP-Request/Identity

(6)

Supplicant dot1x radius-server host

Supplicant

dotlx radius-server host

1. (config)# interface gigabitethernet 1/0/1
(config-if)# dotix timeout server-timeout 300
IEEE802.1X 1/0/1
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(7)

IEEE802.1X

1. (config)# interface gigabitethernet 1/0/1
(config-if)# dotlx timeout keep-unauth 1800
IEEE802.1X 1/0/1 1800

7.1.7 RADIUS

(1) RADIUS

RADIUS IP
RADIUS dotlx timeout server-
timeout

1. (config)# dotlx radius-server host 10.0.0.200 timeout 1 retransmit 4 key "dotlxauth"
RADIUS IP RADIUS

2)
RADIUS

1. (config)# aaa accounting dotlx default start-stop group radius
RADIUS

(3) RADIUS

RADIUS

1. (config)# aaa authentication dotlx default group radius
RADIUS

7.1.8 IEEE802.1X
1)

clear dotlx auth-state MAC

7-1 IEEE802.1X
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> clear dotlx auth-state

Initialize all 802.1X Authentication Information. Are you sure? (y/n) :

(2)

reauthenticate dotlx

Supplicant

7-2 IEEE802.1X

> reauthenticate dotlx
Reauthenticate all 802.1X ports and vlans. Are you sure? (y/n) :y
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8 Web

Web Web VLAN
Web
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8 Web

8.1

Web Microsoft Edge Web Web
ID
MAC
Web
1)
° VLAN
MAC MAC VLAN
URL
Web IP
° VLAN
MAC MAC VLAN MAC
URL Web IP
VLAN VLAN VLAN
VLAN VLAN
2)
VLAN VLAN
RADIUS
[ J
DB Web DB PC
RADIUS
e RADIUS
RADIUS
3
Web IPv4
VLAN IPv4 RADIUS
IPv4 IPv6
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8 Web

8.2

RADIUS
IP
8.2.1 VLAN
VLAN MAC
VLAN MAC MAC
VLAN
[ ]
[ ]
Tagged Untagged
° Tagged VLAN Tag VLAN
] Untagged VLAN
8-1
Tagged 2 L— L&, IERINEE,
VLAN Tag TR Ef=VIANIZEETEET,
ot | L2R A o F
{ i it VLAN 10
i ! | R
; VLAN 10 E ; L ;
i ) ' : L] ,'
: ] = 17
i VLAN 20 ] :| [ T P
i L L] i
11 _rP % L :
b RAFaIN :
Y k | v 20 ;o

(1)

Web

Untagged 7 L-— LI &T, BIERETHEE,
T4 T TVANIZHETEET.

DB
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VLAN

8-2

F LA 84 (=

tATED

(MACF

pc2

O
PC3

=

Web

PC
DB

HUB

ID

PC

Web

PC

VLAN

PC

(2) RADIUS

RADIUS

RADIUS

RADIUS

VLAN

8-3
VLAN

o o

F LA A=

tATED

(MACT

pC2

(]
= "
PC3

FC1

RADIUSH—.%

Web

PC

HUB
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8 Web

2. RADIUS PC ID
3. PC
4. PC VLAN
8.2.2 VLAN
VLAN VLAN
RADIUS VLAN ID MACVLAN MAC
VLAN
e MAC VLAN
(1)
Web DB
8-4 VLAN
PWebiZEEDB ‘
7 B8 E
EEREWTVLAN HER i ]
S o s L :
: 1B ]
i HUB HUB ; ]
! | : :
! L _ = 1
L L PC2 | PC3 ,
8B MACT I LR M) [
VLANAS U Bdo Y &9
1. HuB PC Web
2. Web DB PC
3. PC VLAN
4. PC VLAN
(2) RADIUS
RADIUS RADIUS
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8-5

VLAN

RADIUSH—s%

e T T T -

. PG1
1. HUB
2. RADIUS
3.
4,
8.2.3IP
Web
°
° DHCP
°
VLAN
VLAN
IP

(1)

RADIUS

SRR TEVLAN

PC

PC

DHCP

VLAN

DHCP
DHCP
DHCP

DHCP

PC3 .

I FHA (MACT F LA B 2

VLANAS W Y =T

Web
PC

PC VLAN
VLAN

IP 1Pv4

VLAN

VLAN IP

VLAN VLAN

VLAN IP
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DHCP

8-6 Web

EBREHVLAN

SZEERTVLAN

"

e Y

H—siB

5

RADIUS 4 —s %

S HAT (MACT F L R EEE) 1
VLANSI U BhuET

B

E¥ RADIUSEZEROHRSEI

IP

VLAN

IP

VLAN

e DHCP

e DHCP

DHCP

(2)

DHCP

IP

IP

Web

1P

VLAN

DHCP

IP

VLAN

IP

VLAN

DHCP
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DHCP

8-7 Web

A EEEEEEEEESEEEESEEEEESSSESSSESSSEESSSSSSSSSSSSSSSSSZZEEEsL,
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3)
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IP

VLAN

IP

VLAN

VLAN
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IP

8-8 Web
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8 Web

8.3

8.3.1
5.3 2
8.3.2
Web IP
Web IP Web
Web
e \Web IP
IP
(1) URL
http https
URL
8-9 URL

FEEEED S ENebHF— i~T o2 EA
AhdE EER—OSS - EEEEBNIZ
ETst, BIHREEITHOEET.
iRkt 2 X EBA~TFT 2 EATEL L
S YET,

web-authentication ip address  FQDN
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FC1

URL
Web IP

authentication arp-relay

Web

Fully Qualified Domain Name



8 Web

Web https  URL
Web
(2) Web IP
Web IP
8-10 Web P
RADIUSH—s3  H—si
= —
il
WebiBSEWAIPF FLAERTE
LET (ALIPF FLAZRE
| L2/L3R A w F TEET) .
l |
+uE L] 28 ] AzE
e I
HUE
PCI PC2 PC3 PC4
7
v
WebREWHIPF FLAEHAL-0F 1 V2K T
o054 vERNETERET,
Web Web
8.3.3
Web
ID
VLAN

Web
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8 Web

° VLAN
VLAN
° Radius ID
Filter-1D
RADIUS Filter-
ID
8.34
8-1
VLAN
VLAN
Web o o
o) o)
o)
o)
o) o)
o)
(@] ]
VLAN o o
(@] ]
Web o o
VLAN o
() )
o
VLAN IP IP
DHCP IP
e DHCP IP DHCP IP
Windows ipconfig /release
ipconfig /renew
e |P IP IP

(1) Web

URL
Web
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8 Web

(2)

Web
ID
3
ARP
polling count
Web
CPU
(4)
MAC
10 60

(5)

web-authentication max-timer

MAC

web-authentication max-timer

web-authentication logout polling interval
ARP
web-authentication logout polling retry-interval ~ web-authentication logout
ARP

no web-authentication logout polling enable

clear web-authentication auth-state

(6)

° Web

Web
MAC
no web-authentication auto-logout
1D
IP ping
web-authentication logout ping tos-windows TOS
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8 Web

(7)

(8) VLAN

e VLAN
e VLAN

(9)

RADIUS

RADIUS

(10) Web

(11)
VLAN

(12)

8.3.5

8.3.6

8.3.7

MAC

web-authentication logout ping ttl TTL
VLAN VLAN
suspend
Web Web
VLAN
switchport mac vlan
VLAN ID VLAN
authentication auto-logout strayer MAC
5.3 2
5.3 2
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8 Web

1)
Web
show web-authentication logging
8-2
IP MAC VLAN
ID ID
o o o 1 o o 1!
o o o o 2 o
o o o 2 o 2 o 2 2
o o o 2 o 2 o 2 2
O
1
VLAN IP IP
VLAN ID VLAN ID
2
IP
Web 2100 2100
(2) RADIUS
aaa accounting web-authentication default start-stop group radius
RADIUS
o
ID MAC
[ ]
ID MAC
[ J
ID MAC
(3) RADIUS RADIUS
RADIUS RADIUS
RADIUS
RADIUS
(4) syslog
Web syslog E-mail
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8 Web

Web Web
E-mail syslog PID
8-11 syslog
- A AR AT
- X - TR
WMDY A g b— i i

| L]

sy6logdd sys logBRED Loy st Webi#iE & A out—EI
wAhBTEEE PIDE T HR
EirsmEzrd
A A HEER
web-authentication logging enable logging event-kind aut E-mail

logging email-event-kind aut
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8 Web

8.4

Web Web Microsoft Edge Web
(1) Web

Web ID

URL Web Web
URL Web
URL Web URL
Web VLAN VLAN
URL  Web Web IP

e HTTP http://Web IP /login.html
e HTTPS https://Web IP /login.html

8-12
L loam.__________________|

Plaste wrtar wiri 1 srel pasgad

P E——— A—HFIDEART—F#E
wazzeern | = AhLITT.

Luan]
e

Pl f1al W Tolicwang Barinan:

iy OF7Y HEELTEET,
2) ID
ID Web DB
RADIUS RADIUS
3
Web DB RADIUS
web-authentication jump-url URL
URL
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8-13
Lt e o4 BasrayTFI -
Lesgin Tiews —20MG001 /11 101528 UTC o B (BEMOYTFORT S
Liris Time —20C/01 /11 13:15:28 UTG BHE) EERLET.
L
Web Sz k=»Tiklclose]
e il LEE A, TOR
BEFIOFEGEHEFRLCT
Al Ryt Rarioie e Coirer wifer 00 DE0C-J0008 AL BXAL A Mgt bl i | ( ff é L\"
(4)
8.6
8-14
I F— DR TN T, (=1 - I5—Avt— jﬂ‘ﬁﬁtéh
=T
e e |, Web 7S oIk = Tlklclose]
e s EBiELET A, F08
SEFZOYEENBEERLT
BN Pk n Parsreed Copyeigh 181 30003000 AL A AL & Na bscrion Canp < Tfé L‘b
(5) Web
Web URL
Logout Web
URL URL Web Web IP
e HTTP http://Web IP /logout.html
e HTTPS https://Web IP /logout.html
Logout
e HTTP http://Web IP /login.html
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e HTTPS https://Web IP [login.html
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8 Web

8.5 Web DB RADIUS
85.1 Web DB
Web Web DB
Web DB
(1) Web DB
set web-authentication user ID VLAN ID
Web DB ID
commit web-authentication Web DB
Web DB
2) Web DB
store web-authentication Web DB
(3) Web DB
load web-authentication Web
DB set web-authentication user
8.5.2 RADIUS
Web RADIUS RADIUS
Web RADIUS
(1) RADIUS
ID VLAN ID RADIUS
RADIUS RADIUS
VLAN VLAN
1.  Tunnel-Type Virtual LANs VLAN 13
2. Tunnel-Medium-Type 6
3. Tunnel-Private-Group-ID  VLAN ID
[ ]
VLANID 2048 2048
° " VLAN” VLAN ID
VLANID 2048 VLAN2048
° name VLAN
ID 1 32
° ID ASCII 0x21 Ox7E
° ASCII 0x21 Ox7E
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8 Web

PAP
(2) Web RADIUS
Web RADIUS
8-3 1 Access-Request
Type
User-Name 1
User-Password 2
NAS-IP-Address 4 IP
IP
RADIUS IP
NAS-Port 5 Ifindex
Service-Type 6 Framed(2)
State 24 RADIUS Access-
Challenge State
State
Called-Station-Id 30 MAC
MAC ASCII "
Calling-Station-1d 31 MAC ASCII “ "
00-12-e2-12-34-56
NAS-Identifier 32 VLAN VLAN ID
VLAN ID 100 100
VLAN
hostname
NAS-Port-Type 61 Virtual(5)
Connect-Info 77
"CONNECT Ethernet"
"CONNECT Port-Channel"
NAS-Port-1d 87
"Port x/0ly"
"ChGr x"
Xy
NAS-IPv6-Address 95 IPv6
IPv6
RADIUS
IPv6
8-4 2 Access-Accept
Type
Service-Type 6 Framed(2) Web
Reply-Message 18
Tunnel-Type 64 VLAN
VLAN 13
VLAN
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8 Web

Type
Tunnel-Medium-Type 65 VLAN
IEEE802.1X 6  Tunnel-Medium-Type
VLAN
Tunnel-Private-Group-Id 81 VLAN
VLAN “ VLANxX”
xx  VLANID
1 0x00 Ox1f
Tag 2
VLAN 1
0x20 VLAN
VLAN
name VLAN
VLAN VLAN ID
VLAN
8-5 RADIUS Accounting
Type
User-Name 1
NAS-IP-Address 4 NAS IP
IP
IP
IP
NAS-Port 5 IfIndex
Service-Type 6 Framed(2)
Calling-Station-1d 31 MAC Ascll “ -7
00-12-e2-12-34-56
NAS-Identifier 32 VLAN VLAN ID
VLAN ID 100 100
VLAN
hostname
Acct-Status-Type 40 Start(1) Stop(2)
Acct-Delay-Time 41
Acct-Input-Octets 42 Accounting 0)
Acct-Output-Octets 43 Accounting 0)
Acct-Session-Id 44 Accounting ID
Acct-Authentic 45 RADIUS Local
Acct-Session-Time 46
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8 Web

Type
Acct-Input-Packets 47 Accounting (0)
Acct-Output-Packets 48 Accounting 0)
Acct-Terminate-Cause 49 Accounting

8-6 Acct-Terminate-Cause
NAS-Port-Type 61 Virtual(5)
NAS-Port-Id 87
"Port x/0/y"
"ChGr x"
Xy
NAS-IPv6-Address 95 NAS IPv6
IPv6
IPv6
IPv6
8-6 Acct-Terminate-Cause
User Request 1
Web
Idle Timeout 4
Session Timeout 5
Admin Reset 6
clear web-authentication auth-state
Port-Preempted 13 ,
web-authentication user
replacement
Service Unavailable 15
Port Reinitialized 21 MAC
VLAN Disable

switchport mode
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8 Web

8.6

8-17

IS—Xwt—=5 (xn)

8-7

User ID or password is wrong. 11 ID
Please enter correct user ID and 12 ID 128
assword.
P 13
14 ID Web DB
15 Web DB
16 GET "QUERY_STRING" 21
256
17 POST " CONTENT_LENGTH" 21
340
18 ID
20
22
RADIUS: Authentication reject. 31 RADIUS
RADIUS: No authentication response. 32 RADIUS
RADIUS
You cannot login by this machine. 33 RADIUS VLAN Web
VLAN
VLAN
34 RADIUS
RADIUS
35 VLAN

VLAN
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36 VLAN
VLAN  suspend
VLAN
41 Web
VLAN
VLAN
42 Web DB VLAN ID Web
VLAN
VLAN
44 IEEE802.1X MAC
mac-address MAC MAC VLAN
45
VLAN
VLAN
46 VLAN  suspend
VLAN
47 Web
76 MAC MAC
VLAN
VLAN
77 MAC MAC
VLAN  suspend
VLAN
83 MAC
90
Web
92 Web
Sorry, you cannot login just now. 37 RADIUS 256
Please try again after a while.
43 Web MAC IEEE802.1X
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8 Web

48
51 IP MAC
52 Web Web
53 Web
(Web Web
)
54 Web
(Web Web
)
85
91
The system error occurred. 61 Web
Please contact the system administrator. (POST " CONTENT_LENGTH"
)
62 Web
(POST/GET " & 2
)
63 Web
(Web IP
)
64 RADIUS Accounting
( )
A fatal error occurred. 65 Web
Please inform the system administrator. ( 256 RADIUS
)
72 MAC VLAN MAC
73 MAC VLAN MAC
74 MAC MAC
75 MAC MAC
Sorry, you cannot logout just now. 81 IP MAC
Please try again after a while.
The client PC is not authenticated. 82

o Ix 2x ID
e 3x 83 90 RADIUS
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4x
51
52

6Xx
80
92

Web Web
IP
54 85 91
restart web-authentication ~ Web
X restart web-authentication ~ Web
82
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8 Web

8.7 Web

8.7.1 Web

Web Web
Web

Web

Web

Web

Web

2 set web-authentication html-files

Web

8-8 Web

Web

Web Web

Web

Web

Web
set web-authentication html-files

Web

Web

Web

Web

Web

Web
Web

web-authentication html-fileset

Web

Web
Web

Web
Web

8.7.2 Web
Web

gif

HTML

Web
8-7

Web
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Web

favicon.ico



8 Web

9.2 Web
Web show web-authentication
html-files  Web
o \Web Ctrl o
e telnet Web telnet
Web Web
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8 Web

8.8 web

(1)

52 2

(2)

MAC
Web MAC

HUB LAN
PC

8-18

FEE Web DA E{F)

(4) DHCP P
IP DHCP DHCP IP

DHCP 10

146




8 Web

8.9 ssL

8.9.1 HTTPS
Web HTTPS
Web SSL
SSL
TLS SSL
8-19 SSL
i
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8 Web

8.9.2
ssL

8-9 SSL

SSL/TLS TLS 1.0

TLS11

TLS1.2

TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256

TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_AES_128 GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA

TLS_RSA WITH_3DES EDE_CBC_SHA

TLS_RSA WITH_RC4 128 SHA

RSA 2048 4096 ECDSA 256

SHA-256 SHA-384 SHA-512 SHA-1

(¢] X

RSA 2048 SHA-256

8.9.3
HTTPS SSL
1. PC
2. MC sftp  scp
3.
4. Web
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9 Web

9 Web

Web Web VLAN
Web
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9 Web

9.1

9.1.1
Web

aaa accounting web-authentication default
start-stop group radius

aaa authentication web-authentication
default group radius

RADIUS

web-authentication auto-logout

MAC

web-authentication html-fileset

Web

web-authentication ip address

VLAN VLAN

Web

web-authentication jump-url

URL

web-authentication logging enable

Web syslog
E-Mail

web-authentication logout ping tos-
windows

ping TOS

web-authentication logout ping ttl

ping TTL

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

(ARP)

web-authentication logout polling retry-
interval

web-authentication max-timer

Web

web-authentication max-user

Web VLAN

web-authentication port

VLAN VLAN

web-authentication radius-server host

Web RADIUS IP

web-authentication redirect enable

URL

web-authentication redirect-mode

URL
http https

web-authentication ssl connection-timeout

SSL

web-authentication static-vlan max-user

VLAN

web-authentication system-auth-control

Web

web-authentication user replacement

web-authentication web-port

Web

150



9 Web

Web

9-2

set web-authentication user

Web

set web-authentication passwd

set web-authentication vlan

VLAN ID

remove web-authentication user

ID

commit web-authentication

Web

DB

store web-authentication

Web

DB

load web-authentication

Web

DB

show web-authentication user

Web

DB

clear web-authentication auth-state

show web-authentication login

show web-authentication

Web

show web-authentication statistics

Web

clear web-authentication statistics

show web-authentication logging

Web

clear web-authentication logging

Web

set web-authentication html-files

Web

clear web-authentication html-files

Web

show web-authentication html-files

Web

clear web-authentication dead-interval-timer

dead interval
1

2
RADIUS

RADIUS

set web-authentication ssl-crt

SSL

clear web-authentication ssl-crt

SSL

show web-authentication ssl-crt

SSL

restart web-authentication

Web

dump protocols web-authentication

Web

9.1.2
1)

VLAN
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9 Web

9-1 VLAN

= s 8BDHCP+— <
| 10.0.0.100

- il | ol MNebBEMAIPT K LR

1/0/4 10.10.10.1

@)

) 4

HUB

YLAN 10
192,168, 10 254,24 SHERDHCPH—sIZ & &

- - IPF K L-AEBE

PC1 FC2

Web

(config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit

(config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
VLANID  Web

(config)# interface gigabitethernet 1/0/11
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit

L3

(b) VLAN P

Web VLAN IP
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9 Web

(©

(d)

(2)

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
Web VLANID 10 IP

IPv4

1Pv4

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
DHCP DNS IPv4
ARP

Web

Web Web

1. (config)# web-authentication ip address 10.10.10.1

Web IP IPv4

2. (config)# web-authentication system-auth-control
Web

RADIUS

RADIUS
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9 Web

9-2 VLAN RADIUS

DNS 4 —/<
RIERIST 9 2R TES 10.0.0.1
Fy kD=2

= RADIUSH—sx

= 10.0.0. 200
.-. IEEEEEEE | —
LIZA ¥ .:nnnunn_' [ E S ERDHCPH— /%
| : | 10.0.0. 100
£ ™
—_— 1/om WebIZLEMAIPT LR
1/0/4 T 1010101
N -4
HUB ]
VLAN 1
192 168. 10. 254,24 .
HERDHCPH— Uz R &
- . IFF FL-ARRE
PC1 P2
(a)
Web
1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
2. (config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
VLANID  Web
3. (config)# interface gigabitethernet 1/0/11
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit
L3
(b) VLAN IP

Web VLAN IP
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9 Web

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
Web VLANID 10 IP

© IPv4

1Pv4

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nacl)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
DHCP DNS IPv4
ARP

d) Web

Web Web

1. (config)# web-authentication ip address 10.10.10.1
Web IP IPv4

2. (config)# aaa authentication web-authentication default group radius
(config)# web-authentication radius-server host 10.0.0.200 key "webauth"

RADIUS IP RADIUS
3. (config)# web-authentication system-auth-control
Web
(3) RADIUS DHCP
RADIUS DHCP
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9 Web

9-3 VLAN RADIUS DHCP

RADIUSH—s1
10.0. 0. 200
1/0/11
FEE o—| WebIBIEHRAIPF KL X
10.10.10.1
! PAREDHCPH— %
D S 1/0/4
i ; VLAN 10
RSOSSN IO e 192 168, 10. 254,24
HIB
o FRDHCP 4 —sAZ kB
IPF FL-ARR
PC1 PC2
(a)
Web
1. (config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
VLANID  Web
2. (config)# interface gigabitethernet 1/0/11
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit
L3
(b) VLAN IP

Web VLAN IP

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit

156



9 Web

(©

Web VLANID10 IP

IPv4

1Pv4

(config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp any any eq domain
(config-ext-nach)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
DHCP DHCP DNS
IPv4 ARP

(d) Web

9.1.3
(1)

Web Web

(config)# web-authentication ip address 10.10.10.1
Web IP IPv4

(config)# aaa authentication web-authentication default group radius
(config)# web-authentication radius-server host 10.0.0.200 key "webauth"
RADIUS IP RADIUS

(config)# web-authentication system-auth-control
Web

VLAN

DHCP DHCP
VLAN VLAN
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9 Web

9-4 VLAN
M= F 2 EATES HILRIC PO €A TES
FubkO—2 FwbkI—%
51 EDHCP 4 —
(EEEF VAN VLAN 500
VLAN 100 192.168. 50. 100 FIANEF— bz o
FI+NEF— ko 192 168.50. 1
1921681001 — E"EI
2 I — "' ‘1‘1. """""" [,
: : .I 1"|
ARE .. (V01 E 1/0/9  1/0/10 |
i —% : 1 S e
PGPS || | e L 7o eRn- b
i Nl ] o
VLN 10— T VLAN 50
(EZRERIVLAN) (EBEE £ VLAN)
192. 168, 10. 25424 192 168. 50 754,24
A uF
——— DHIPH—/SIZ & BIPF FLAKRE

@)

Web

(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port

(config-if)# exit

MAC VLAN

(config)# interface gigabitethernet 1/0/4

Web

(config)# interface range gigabitethernet 1/0/9-10

(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit

(b) VLAN
VLAN

1. (config)# interface

IP
VLAN IP

vlan 10

(config-if)# ip address 192.168.10.254 255.255.255_0

(config-if)# exit
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(©

(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit

VLAN VLAN IP

IPv4

1Pv4

(config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-naclh)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nach)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
DHCP DHCP VLAN10
IP 192.168.10.1 IPv4
ARP

(d) VLAN

1.

VLAN VLAN

(config)# ip access-list extended 110

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-if)# ip access-group 110 in

(config-if)# exit

(config)# ip access-list extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nach)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 50
(config-if)# ip access-group 150 in
(config-if)# exit

VLAN VLAN
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9 Web

(e) Web

Web Web

1. (config)# web-authentication ip address 10.10.10.1

Web IP IPv4
2. (config)# web-authentication system-auth-control
Web
(2) RADIUS
RADIUS IP
DHCP DHCP
VLAN VLAN
9-5 VLAN RADIUS
BIEWI~F 7 EATED BI#IZ7 I EATES
Ty RI—2 v k=%
FLEEDHCP H—s 1
RADIUSH—,1 (FEREH:VLANAR)
VLAN 1000 192. 168. 10. 200 192. 168. 50. 100 VLA S0

T+ —F A
F2+NLES—Foz A 11;2 :rﬁﬁmbl- v

192. 168. 10.1 [EEEEE: = ; [IEEEEEEEEi]

-

Fam 1/0/10
| PIRDHCP 4 — S 1 — 72t AR—F
—

VLAN 10 ——— T “WLAN 50
(SERERTVLAN) (PAE i VLAN)

192 168. 10. 254/24 192 168. 50. 254,24

AA9F
DHCPH— 2 L SIPF F L-ARRE
@
Web

1. (config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if)# exit
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MAC VLAN  Web

2. (config)# interface range gigabitethernet 1/0/9-10
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit

(b) VLAN P

VLAN VLAN IP

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit
VLAN VLAN IP

© IPv4

1Pv4

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nach)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit

DHCP DHCP VLAN 10
IP 192.168.10.1 IPv4
ARP
(d) VLAN
VLAN VLAN

1. (config)# ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 10
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(e)

3)

(config-if)# ip access-group 110 in
(config-iP# exit

2. (config)# ip access-list extended 150

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nach)# exit
(config)# interface vlan 50
(config-if)# ip access-group 150 in
(config-if)# exit

VLAN VLAN

Web

Web Web

1. (config)# web-authentication ip address 10.10.10.1
Web IP IPv4

2. (config)# aaa authentication web-authentication default group radius
(config)# web-authentication radius-server host 192.168.10.200 key "webauth™

RADIUS IP RADIUS
3. (config)# web-authentication system-auth-control
Web
RADIUS DHCP
RADIUS IP DHCP

VLAN VLAN
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9-6 VLAN RADIUS DHCP

BIE#I-T 72 TES
T RI—2

FHERDHCP & —o % FHEIDHGP £ — %
RADIUSH—s3  (ERREWTVLANAR) (REREHVLANA)

BEMI-F7+ATES
o b O=2

YLAN 100 192, 168, 10. 200 192, 168.10.100 192, 168, 50. 100 |VLAN 500

A R il P
192, 168.10.1

@)

FAXI T —bkoz o
192. 168. 50. 1

IIIIIE

I_:Iﬂll r

FEE

17041 1/0/2 1/0/3 If%fg 1.-"?"10

FatAk—t

VLAN 10 VLAN 50
(EERERTVLAN) = (EEREERVLAN)
192, 168. 10. 254,24 Eis 192, 168. 50. 254,24

FHEMDHCPH —s iz L &
IPF FL-AIEE
PG pPLa

Web

(config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if)# exit

MAC VLAN  Web
(config)# interface range gigabitethernet 1/0/9-10
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit

(b) VLAN P

1.

VLAN VLAN IP

(config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
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(©

(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit

VLAN VLAN IP

IPv4

1Pv4

(config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-naclh)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nach)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
DHCP DHCP VLAN 10
IP 192.168.10.1 IPv4
ARP

(d) VLAN

1.

VLAN VLAN

(config)# ip access-list extended 110

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.10.100 any eq bootpc
(config-ext-nach)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-if)# ip access-group 110 in

(config-if)# exit

(config)# ip access-list extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nach)# exit
(config)# interface vlan 50
(config-if)# ip access-group 150 in
(config-if)# exit

VLAN VLAN
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(e) Web

Web Web

1. (config)# web-authentication ip address 10.10.10.1
Web IP IPv4

2. (config)# aaa authentication web-authentication default group radius
(config)# web-authentication radius-server host 192.168.10.200 key "webauth"

RADIUS IP RADIUS
3. (config)# web-authentication system-auth-control
Web
9.1.4 Web
Web
1)
1. (config)# web-authentication max-timer 60
60
2) VLAN
Web VLAN
1. (config)# web-authentication static-vlan max-user 100
Web VLAN 100
(3) VLAN
Web VLAN
1. (config)# web-authentication max-user 5
Web 5
(4) RADIUS
RADIUS RADIUS

1. (config)# aaa authentication web-authentication default group radius
RADIUS
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RADIUS

X

(5)

Web

web-authentication radius-server host
60 RADIUS

1. (config)# aaa accounting web-authentication default start-stop group radius

RADIUS

(6) Web

Web

VLAN VLAN

1. (config)# web-authentication ip address 10.10.10.1

Web

Web
Web

(7) Web
VLAN

Web

10.10.10.1
restart web-authentication web-server
FQDN VLAN
FQDN

1. (config)# web-authentication ip address 10.10.10.1 fqdn host.example.com

Web

Web
Web

(8) URL

Web

10.10.10.1 FQDN host.example.com

restart web-authentication web-server

VLAN VLAN

1. (config)# no web-authentication redirect enable

Web

Web
Web

restart web-authentication web-server
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(9) URL VLAN
VLAN

Web URL

1. (config)# web-authentication redirect-mode https

Web URL https
Web restart web-authentication web-server
Web
(10) VLAN

1. (config)# web-authentication logout polling enable

2. (config)# web-authentication logout polling interval 300
300

3. (config)# web-authentication logout polling retry-interval 10
10

4. (config)# web-authentication logout polling count 5
5

(11) VLAN

1. (config)# no web-authentication logout polling enable

(12) Web

Web Web http=80
https=443 49152 Web
Web
49152

1. (config)# web-authentication web-port http 8080
Web http 80 8080

2. (config)# web-authentication web-port https 8443
Web https 443 8443
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Web restart web-authentication web-server
Web

(13) URL

URL

1. (config)# web-authentication jump-url "http://www.example.com/"
http://www.example.com/

(14)

1. (config)# web-authentication user replacement

9.1.5
Web

(1) VLAN
VLAN

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
(config)# interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit

VLAN VLAN ID 10 1/0/4
1/0/10

) VLAN
VLAN
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1. (config)# vlan 50 mac-based
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-if)# exit
MAC VLAN ID 50 1/0/10

9.1.6 Web DB

(1)

(2)

@)

(b)

(©

3)

Web
Web DB

set web-authentication user ID
USER01 USER0O5 5

set web-authentication user USERO1 PAS0101 100
set web-authentication user USERO2 PAS0200 100
set web-authentication user USERO3 PAS0300 100
set web-authentication user USERO4 PAS0320 100
set web-authentication user USERO5 PAS0400 100

H O H OB

VLAN ID

# set web-authentication passwd USERO1 PAS0101 PPP4321

ID USERO1 PAS0101 PPP4321
# set web-authentication passwd USER02 PAS0200 BBB1234

ID USERO02 PAS0200 BBB1234

VLAN ID

# set web-authentication vlan BBB1234 200
ID BBB1234 VLANID 200

# remove web-authentication user PPP4321

ID PPPP4321

Web DB

set web-authentication remove web-authentication
Web DB
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# commit web-authentication

9.1.7 Web DB
Web DB
(1) Web DB
Web DB store web-authentication backupfile
# store web-authentication backupfile
Backup web-authentication user data. Are you sure? (y/n): vy
#
2) Web DB
backupfile load web-authentication Web DB

# load web-authentication backupfile
Restore web-authentication user data.

#
9.1.8 Web
Web
1 Web
2
3. 2.
4. set web-authentication html-files

9-7 Web
# mkdir docs

# set web-authentication html-files docs

Are you sure? (y/n):y

PC
Web
MC
Web
<-1

Would you wish to install new html-files ? (y/n):y

executing. ..

Install complete.

#

1. docs
9.1.9 Web

set web-authentication html-files

9-8 Web
# clear web-authentication html-files

Web clear web-authentication html-files

Would you wish to clear registered html-files and initialize? (y/n):y
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Clear complete.

#
9.1.10 dead interval RADIUS 1 RADIUS
1 RADIUS dead interval 2 RADIUS
authentication radius-server dead-interval
RADIUS clear web-authentication dead-

interval-timer

99 1 RADIUS

# clear web-authentication dead-interval-timer
#

171



9 Web

9.2 web

Web
° login.html
° logout.html
° loginOK.html
° loginNG.html
° logoutOK.html
° logoutNG.html
Web HTML
HTML JavaScript
perl CGl
Web
9.2.1 login.html 9.2.2
logout.html
8-7
9.2.3
webauth.msg
° webauth.msg
Web
e \Web favicon.ico
9.2.1 login.html
Web ID
1)
HTML
9-3

<form name="Login" method="post" action="/cgi- Web

bin/Login.cgi"></form>

<input type="text" name="uid" size="40" maxlength="32" ID size

autocomplete="OFF" /> maxlength

<form></form>
maxlength 6
<input type="password" name="pwd" size="40" size
maxlength="32" autocomplete="OFF" /> maxlength
<form></form>
maxlength 6
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<input type="submit" value="Login" /> Web

<form></form>

login.html

<img src="/image_file.gif" >
(2)
login.html

9-10 login.html

<Tyml vergion="1.0" encoding="utf-3"7>

<IDOCTYPE himl PUBLIC “-//W3C//DTD XHTML 1.0 Strict//EN"
“htto:/ Swww. wd. org/ TR xhtml 1,070/ chtml 1-strict. dtd™>

<himl wmins="http:/ waw_w3. org/ 1989,/ xhtm|™ xml: lang="en" lang="en" >

<head’

<titler@nbep:{/titler

< /head>

<beody>

1-— ===== Body ===== -}

<center>

<br />

Ctable width="100%">

<trotd align="center” bgcolor="#Zb18§72">

<font color="#f f {Ff »<b>LOGING b,/ font >

et/ tab e

<br S

Flease enter your 10 and password. <br />

<br /2

“itahlesitrs
crdduser 1D</td> I:‘I’?'-'I' Jﬂ#&ﬂebﬁ.n[[f }ETT%LM@EE

<t

</td> A—HFIMEE O HMEEE
L Tl {

<tdrpassword</td>

<td>

- <input type="password” name="pwd” size="40" maxlength="31}" i
' autocomplete="0FF" /> !
L T e
</table>
<br_ />
| <input type= submit” value= Login® /7>

WebfEEFIZ O 5 + »BR &7 3 MR

</form>

<br Sx<br S<br Sxbr Sxkbr S S
</center>

il-= ===== Footer ===== --»

<hr

</body>

</html
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9 Web

3)
9-11
L toew |
e [0 |
e |
RAEw
9.2.2 logout.html
Web
1)
HTML
9-4
<form name="Logout" method="post" action="/cgi- Web
bin/Logout.cgi"></form>
<input type="submit" value="Logout" /> Web
<form></form>
logout.html
<img src="/image_file.gif" >
(2)

logout.html
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9-12 logout.html

<Tml version="1.0" encoding="utf-8"7»
<IDOCTYPE html PUBLIC ™=/ /W3C//DTD XHTML 1.0 Strict//EN”
“hittp:/Swew. w3, org/ TR, shtml 1,070, shtml 1-gtr ict. dtd™>
<html xmlns="http://www wd org/ 1999 xhtml™ xml:lang="en" lang="en >
<head>
<titler&nbsp.<{/title>
</head>
<hody>» )
{l=n s Ry mm————% B4 T2 REEENLEIIZERT & - haEsit
<center>

<table width="100%">

<tredtd align="center” bgcolor="42b1872">
<font color="gfff " ><bsLOGOUT< b/ font>
<Stded e/ tabl e

<br
Flease push the following button. <br />
B -
1_Sinput type="submit” value= Logout' /[» e emeh
</ form>
<hr Srcbr Sebr Sede Sbr Sebr S
</centar>
£1== ===== Footer ===== --7 VebiBEICOS T 7 FER FTIHOE
<hr
</body:
</html >
(3)
9-13
. ____ togor |
Phate puah the followeng bunton
_Logeea |
9.2.3 webauth.msg
webauth.msg Web Web
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9-5
1 ID Web
“ User ID or password is wrong.<BR>Please enter correct user 1D and password.”
2 Radius
“ RADIUS: Authentication reject.”
3 Radius Radius
“ RADIUS: No authentication response.”
4
“ You cannot login by this machine.”
5
“ Sorry, you cannot login just now.<BR>Please try again after a while.”
6
“ The system error occurred.<br>Please contact the system administrator.”
7
“ A fatal error occurred.<BR>Please inform the system administrator.”
8 CPU
“ Sorry, you cannot logout just now.<BR>Please try again after a while.”
9
“ The client PC is not authenticated.”
1)
[ ]
° " CR+LF” " LF”
o 1 512 256
html " <BR>" 512
° 10 10
2)
° HTML

HTML
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HTML " <BR>"
3)

webauth.msg

9-14 webauth.msg

A—HIDREZAZT—FMFRETY

NAD—FEMFETT

B —rp B oh ) EFABR AT LEEFICHLESHRET(EEL,
DATLOBRECRYASRYET B LATLEERIZBLELET{EZL,
LATFLHERE (minor) BROLESLTHhEEBEDT S »ELT (ALY,
LATLEERSE (major) O LATLEEREECMLAESHET{FEL.
LATLERE (critical) BRATFLERBICRELEHET{EEL,
LATLAEAMEE TSI ER LIS LThendFoRLT{IEELY,
O wLTLERA

(4)

9-15

I—HPREAIF— KHFFTT (1N

| S

9.2.4 Web

Web HTML Web

Web

9-6

<!I-- Login_Time --> 1
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<!I-- Logout_Time -->

2 o

<I-- After_Vlan -->

VLANID 3 o

<!-- Error_Message -->

<!-- Redirect_URL -->

<I-- Session_Code -->

(¢]

9.25
Web

(1)

VLAN ID

URL
9.25

loginOK.html logoutOK.html  loginNG.html  logoutNG.html

loginOK.html
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9-16 loginOK.html

<Tum| version="1.0" encoding="utf-3"7>

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strist//EN”
“http:/Swew, w3 org/ TR xhtml 1,070, chtml 1-gtr ict. dtd™>

<html omins="http:/ waw_w3. org 1999,/ xhtml™ xml: lang="en" lang="en">

<head’

<titlerdnbep:</titler

</head>

<hody oncontextmenu=¥"return false ¥
lem ===== Body === —>

<center>

Login success

<br SHbr /2
<Tahle Border="0">
Te>

<Td Align="left™ >
Login Time

</ Td

<Td Align="left™»
< Td

<Td Align="left > . P
aofi— Lopin Tima —siby D7 AVHARRS S

<Td Align="left™>
Logout Time

T

<Td Align="left™>

</ Td»

<Td Align="left™> _
¥ Logout. 1198 3T AT PEHERSY

</ Td>
& Trr
P —————— FHANROY v TRIRLS S

<||>1L\i | — Resdirect LRI ——:‘J{_.'l]}
<br Srbe ST

<forms

<input type="button” value="close” onClick="window. close ()" /»
</form>

<br Jalbr S

</center>

<br Jacbr 3

$l— ===== Fooler ==—=== -->

<hr

</body>

<Shtml>

loginOK.html "
/,,
<img src="/image_file.gif" >
VLAN VLAN

loginOK .html
loginOK.html
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(2)

9-17
Login Sattaas
Leign Time ——20300/01 /11 1005328 UTG
Lima Time — 2000001500 110328 UTC
|
logoutOK.html
9-18 logoutOK.html

<7xm| wversion="1,0" encoding="utf-8"7>

<IDOCTYPE html PURLIC -/ M3G//MTD XHTML 1.0 Strict//EN”
“http:/Swew, wd. ore/ TR, chiml 1,070, chtml 1-gtr i ot dtd™>

chtml smins="http:/ waw_ w3, org/ 1999,/ xhtm|™ xml - lang="en” lang="en >

<head’>

<titlerfnbsp:</title>

</head>

<body oncontextmenu=¥"return false ¥">
¢l ===== Body ==== -

<center»

Logout success

<br Jabr S

Logout Time --- <b>k!-- Logout Time -=>{/b>
<br Sxbr f2<br /3

<form:

<input type="button” value="close” onGlick="window. close{}” />
</form>

<br Sxbr S

</conters

BF 7 FEEETR T

<hr»
</body>
</html s

logoutOK.html
/H

<img src="/image_file.gif" >
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3)

9-19
Logout aucoesn
Lot T — DO 18 0520098 LUTC
]
/ loginNG.html / logoutNG.htm|
9-20 loginNG.html / logoutNG.html

<7xml version="1.0" encoding="utf-877>

<IDOCTYPE html PURLIC -/ M3G//MTD XHTML 1.0 Strict//EN”
“http:/Swew, wd. ore/ TR chiml 1,070, chtml 1-gtr i ot dtd™>

<html smins="http:/ waw_ w3, org/ 1999,/ xhtm|”™ xml - lang="en” lang="en >

<head’>

<titlerfnbsp:</title>

</head>

<body oncontextmenu=¥"return false ¥">

¢l ===== Body === ==

<center IS Auk—LURESYT
<br>

<form>

<input type="button” value="back”™ onClick="history. back ()" />
<input type="button” value="close” onClick="window close ()" />
</form>

<hr [/

</conter:

¢l== ==== Footer === -3

<hr»

</body>

</htmlx

loginNG.html  logoutNG.html
” /H

<img src="/image_file.gif" >
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9-21

I—FNREALIT= KHFETT (1N
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9 Web

9.3 ssL

9.3.1

SSL openssl openssl

e UNIX OS
e Windows OS cygwin

openssl openssl 1.0.2
openssl openssl

9.3.2

openssl

9-7 openssl

(O8]

pass phrase for server.key

Country Name

State or Province Name

Locality Name

Organization Name

Organizational Unit Name

Common Name FQDN IP

Email Address

challenge password

optional company name

SSL openssl

° server.key

° server.pem

. server.crt

° serverinstall.key

openssl unix#
1)
rand.dat
(2) SSL
2048 server.key
9-22

unix# openssl genrsa -out server.key -aes256 -rand rand.dat 2048
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9 Web

3)

241 semi-random bytes loaded
Generating RSA private key, 2048 bit long modulus

.................................................................. ++H+
_____________ +++
e is 65537 (0x10001)
Enter pass phrase for server._key: ******x <-1
Verifying - Enter pass phrase for server.key: *****xx* <=2
1
2
SHA256 server.key server.pem
CA CA
9-23
unix# openssl req -new -sha256 -key server.key -out server.pem
Enter pass phrase for server_key: *****xx <-1

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ".", the field will be left blank.

Country Name (2 letter code) [AU]:JP <=2
State or Province Name (full name) [Some-State]:TOKYO <-3

Locality Name (eg, city) []:MINATOKU <-4
Organization Name (eg, company) [Internet Widgits Pty Ltd]:NEC <-5

Organizational Unit Name (eg, section) []:1P8800 <-6
Common Name (e.g. server FQDN or YOUR name) []:www.example.com <-7
Email Address []:admin@example.com <-8

Please enter the following "extra® attributes
to be sent with your certificate request

A challenge password []: <-9
An optional company name []: <-9
1

2

3

4

5

6

7. FODN P

8.
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(4)

(5)

-days 365 server.crt

9-24
unix# openssl x509 -in server.pem -out server.crt -req -signkey server._key -days 365
Signature ok
subject=/C=JP/ST=TOKYO/L=MINATOKU/0=NEC/0U=1P8800/CN=www .example.com/emai lAddress=admin@example
.com
Getting Private key
Enter pass phrase for server._key: ******x <-1

1.

serverinstall.key

9-25
unix# openssl rsa -in server.key -out serverinstall.key
Enter pass phrase for server.key: ******* <-1

writing RSA key

1.
9.3.3
set web-authentication ssl-crt
CA
(1)
MC sftp  scp
CA
2) CA
CA CA CA
root.crt  next.crt
ca.crt
9-26 CA

3)

# cp root.crt ca.crt
# cat next.crt >> ca.crt
#

server.crt
serverinstall.key CA ca.crt
CA

set web-authentication ssl-crt
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9-27
# set web-authentication ssl-crt
Set path to the key: serverinstall.key <-1
Set path to the certificate: server.crt <=2
Set path to the intermediate CA certificate: ca.crt <-3
Would you wish to install SSL key and certificate? (y/n):y <-4

Install complete.
Please restart web-authentication daemon or web-server daemon.

#
1
2.
3 CA CA Enter
4 y
CA
CA
HTTPS
CA
(4)
show web-authentication ssl-crt CA
9-28
# show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC
DATE
SSL key 1 20XX/03/30 14:05
SSL certificate : 20XX/03/30 14:05
SSL intermediate cert: 20XX/03/30 14:05
(5) Web
restart web-authentication web-server Web
9-29 Web
# restart web-authentication web-server
(6) Web
ps Web httpd
9-30 Web
# ps -auwx |grep httpd
root 471 0.0 0.1 212 672 ?? S 6:19PM 0:00.52 /usr/local/sbin/httpd -DS_WA -

DSSL -DWA_SSL
operator 11070 0.0 0.1 164 556 00 S+ 6:20PM 0:00.01 sh -c ps -auwx | grep httpd
operator 11421 0.0 0.0 32 36 00 R+ 6:20PM 0:00.00 grep httpd
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9 Web

934

clear web-authentication ssl-crt CA

(1)
clear web-authentication ssl-crt
CA
9-31
# clear web-authentication ssl-crt
Would you wish to clear SSL key and certificate? (y/n):y <-1

Please restart web-authentication daemon or web-server daemon.
#

1y CA

(2)

show web-authentication ssl-crt CA

9-32
# show web-authentication ssl-crt
Date 20XX/04/15 10:07:04 UTC
DATE
SSL key : default now
SSL certificate : default now
SSL intermediate cert: -

(3) Web
restart web-authentication web-server Web

9-33 Web
# restart web-authentication web-server

(4) Web
ps Web httpd

9-34 Web
# ps -auwx | grep httpd
root 471 0.0 0.1 212 672 ?? S 6:19PM 0:00.52 /usr/local/sbin/httpd -DS_WA -
DSSL -DWA_SSL
operator 11070 0.0 0.1 164 556 00 S+ 6:20PM 0:00.01 sh -c ps -auwx | grep httpd
operator 11421 0.0 0.0 32 36 00 R+ 6:20PM 0:00.00 grep httpd
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10 MAC

10 we

MAC MAC VLAN
MAC
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10 MAC

10.1

ID
MAC 1D
DHCP snooping
DHCP MAC
MAC
1)
. VLAN
. VLAN
VLAN
VLAN
2)
VLAN
RADIUS
[ ]
MAC
e RADIUS

PC

MAC

MAC
DHCP snooping

MAC MAC
MAC MAC VLAN
VLAN
VLAN
DB MAC DB
RADIUS
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10 MAC

10.2

VLAN VLAN
RADIUS

10.2.1 VLAN

VLAN MAC
VLAN MAC MAC
VLAN
[ ]
o
Tagged Untagged
° Tagged VLAN Tag VLAN
° Untagged VLAN
10-1 Tagged Untagged
Tagged 7 L— LM &, BIEREIOEE.
VLAN Tag TR Ef=VIANIZEETEET,
EER | L2A A wF
! i it VLAN 10 -
| ! |
o | ="
) | I}
i ) -
| VLAN 20 E O ] t
\ ; A

*
A,
i
A
W
-
z

-
L]
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll
Ll
1
1
’
-

i

i

i

5

ol T — -

Untagged 7 L-— LI &T, BIERETHEE,
T4 T TVANIZHETEET.

VLAN IPv4

(1)
MAC MAC
MAC DB MAC
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10 MAC

10-2 VLAN

<MACEBEEM A A 2 b >
EIE#IZMCT F LA 88

il OPeTE £, [EEE

A A A A A A ] S S A A A A s s s o o

802 1XFE = ZWeb AT

TR
MAC MAC VLAN ID
mac-authentication
vlan-check
MAC VLAN ID
10-1 VLAN VLAN ID
MAC DB VLANID
MAC VLAN ID MAC
MAC MAC
(2) RADIUS

RADIUS MAC MAC
RADIUS MAC
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10 MAC

10-3 VLAN

RADIUS

<MACEBEEM A A 2 | >

il OPeTE £, [EEE

802 1XFE = (ZWeb AT

o A S S S O O ] A A A O S s s o s o o

ERIEHIZMACT F LA 868 TR
RADIUS MAC MAC VLAN ID
mac-authentication
vlan-check
MAC VLAN ID
10-2 VLAN RADIUS VLAN ID
MAC VLAN ID
MAC
RADIUS mac-authentication
password mac-authentication password
MAC
10.2.2 VLAN
VLAN
MAC DB RADIUS VLAN ID MAC VLAN MAC
VLAN
¢ MACVLAN MAC
VLAN IPv4
(1)
MAC MAC
MAC DB MAC MAC
DB VLAN ID MACVLAN MAC
VLAN
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10 MAC

10-4 VLAN

EZEEHVLAN

<MACEBRE DA A 2 b =
ERREH (zMAC VLANEMACT K LA
F—FIAZMACT FL-Z 813

S EEEEEEEEEEEEEEEEETTEEEENNNNNEEEEEEEEEEEET

e

(2) RADIUS
RADIUS MAC MAC
RADIUS MAC RADIUS
VLAN ID MAC VLAN MAC VLAN
RADIUS mac-
authentication password mac-authentication password
MAC
10-5 VLAN RADIUS
1
X
X
RADIUS#—.< ]
4 E
<MACEBRED A 2 b > '
BRI IZMAC VLANEMACT F LA ;
F—FILIZMCT F LA E 88 E
EE“”L‘N :f :
T s ::
.
10.2.3 MAC dotlq
MAC dotlq 5.3 2
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10 MAC

10.3

10.3.1
MAC
1024
mac-authentication auth-interval-timer
1
10-6
EES FE® RADIUSH—.%
BED A b
™ BIEER
BIrEm
BEDSAr b
X
. BEE
EEDSATY b B R R
B
EED AT b
- BirE® -
fEnE S
FEEDNATru b -
BE HishE
IR
10.3.2
RADIUS
MAC
MAC
mac-authentication timeout reauth-period
RADIUS
clear mac-authentication auth-state
10.3.3
10-3

RADIUS

VLAN

VLAN
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10 MAC

VLAN

VLAN

VLAN

MAC

VLAN

(1)

(2)

clear mac-authentication auth-state
VLAN ID

MAC

3)

(4)

MAC

MAC

(5) VLAN

e VLAN

mac-authentication max-timer

VLAN ID

mac-authentication max-timer

60

MAC
MAC

60 60

mac-authentication auto-logout 1

no mac-authentication auto-logout

VLAN
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10 MAC

e VLAN

(6)

suspend

VLAN VLAN  suspend

RADIUS

RADIUS

(7)

(8) MAC

(9)

VLAN

(10)

(11)
RADIUS

10.3.4

10.3.5

10.3.6

(1)

MAC

VLAN

VLAN ID

authentication auto-logout strayer
MAC

5.3

MAC

show mac-authentication logging
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VLAN

VLAN

switchport mac vlan
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suspend
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10 MAC

10-4
MAC VLAN ID
o o o
o o ]
o o o
o
MAC 2100 2100
(2) RADIUS
aaa accounting mac-authentication RADIUS
[ J
MAC VLAN ID
[ J
MAC VLAN ID
10-7 RADIUS Accounting NAS-Identifier
(3) RADIUS
RADIUS RADIUS
RADIUS
RADIUS
(4) syslog
MAC syslog E-mail
MAC MAC
E-mail syslog PID
10-7 syslog
AR AT
- AR : TR
o g
'8 & - [BiE] . AT A/B W - i B MAC -
syelog~ad syslogfED E% B MACEHEE = At —iEI
wAhBTEEE PIDE T HR
EirsmEzrd
oA A -EER

mac-authentication logging enable

logging email-event-kind aut
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10 MAC

104.1 MAC DB
MAC MAC DB
MAC DB
(1) MAC DB
set mac-authentication mac-address MAC VLAN ID MAC DB
remove mac-authentication mac-address MAC
commit mac-authentication MAC
DB
commit mac-authentication MAC DB
MAC DB VLAN
e MAC VLAN ID VLAN ID
MAC
° MAC VLAN ID VLANID VLAN
e VLANID 1 MAC VLAN VLAN ID
(2) MAC DB
store mac-authentication MAC DB
(3) MAC DB
load mac-authentication MAC
DB set mac-authentication mac-
address
10.4.2 RADIUS
MAC RADIUS MAC RADIUS
MAC RADIUS
1) ID
MAC RADIUS ID MAC MAC 16
a f 12
VLAN RADIUS MAC VLAN ID
MAC VLAN ID ID
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10 MAC

(2)

3)

(4)

10-8 MAC

a—+F DA |

+VLAN ID

NACTF FLLR EQUxFH VLAN ID

il MACT L2 AN0002. 2212, 0001,
VLAN 1044100, EY ZFEFIE GVLAN
ELEHE, 2—+FINtRoi iy ET.,

001262120001 %VLANTOD

ey Ty Y
MACF FL-Z VLAN 1D
E Y =5
° ID MAC MAC
° 1D
VLAN
VLAN VLAN
1. Tunnel-Type Virtual LANs VLAN 13
2. Tunnel-Medium-Type 6
3. Tunnel-Private-Group-ID  VLAN ID
[
VLANID 2048 2048
° " VLAN" VLAN ID
VLANID 2048 VLAN2048
o name VLAN
MAC RADIUS
PAP MAC RADIUS
RADIUS RADIUS
10-5 MAC 1 Access-Request
Type
User-Name 1 MAC 10-8 MAC +VLAN ID
User-Password 2 MAC
NAS-IP-Address 4 IP
IP
RADIUS IP
NAS-Port 5 IfIndex
Service-Type 6 Framed(2)
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10 MAC

Type
Called-Station-Id 30 MAC
MAC ASCIl ™"
Calling-Station-Id 31 MAC ASCIl “ -7
00-12-e2-01-23-45
NAS-Identifier 32 VLAN VLAN ID
VLAN ID 100 100
VLAN
hostname
NAS-Port-Type 61 Virtual(5)
Connect-Info 77
"CONNECT Ethernet"
"CONNECT Port-Channel"
NAS-Port-1d 87
"Port x/0/y"
"ChGr x"
Xy
NAS-IPv6-Address 95 IPv6
IPv6
RADIUS IPv6
10-6 MAC 2 Access-Accept
Type
Service-Type 6 Framed(2) MAC
Reply-Message 18
Tunnel-Type 64 VLAN
VLAN 13
VLAN
Tunnel-Medium-Type 65 VLAN
IEEE802.1X 6  Tunnel-Medium-Type
VLAN
Tunnel-Private-Group-Id 81 VLAN
VLAN “ VLANXxX"
xx  VLANID
1 0x00 Ox1f
Tag 2
VLAN 1
0x20 VLAN
name
VLAN VLAN
VLAN ID
VLAN
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10 MAC

10-7 RADIUS Accounting

Type
User-Name 1 MAC 10-8 MAC +VLAN ID
NAS-IP-Address 4 NAS IP
IP
IP
IP
NAS-Port 5 IfIndex
Service-Type 6 Framed(2)
Calling-Station-Id 31 MAC ASCIl “ ="
00-12-e2-01-23-45
NAS-Identifier 32 VLAN VLAN ID
VLAN ID 100 100
VLAN
hostname
Acct-Status-Type 40 Start(1) Stop(2)
Acct-Delay-Time 41
0
Acct-Input-Octets 42 Accounting 0)
Acct-Output-Octets 43 Accounting 0)
Acct-Session-1d 44 Accounting ID
Acct-Authentic 45 RADIUS Local
Acct-Session-Time 46
Acct-Input-Packets 47 Accounting 0)
Acct-Output-Packets 48 Accounting 0)
Acct-Terminate-Cause 49 Accounting
10-8 Acct-Terminate-Cause
NAS-Port-Type 61 Virtual(5)
NAS-Port-1d 87
"Port x/0/y"
"ChGr x"
Xy
NAS-IPv6-Address 95 NAS  IPv6
IPv6
IPv6
IPv6
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10 MAC

10-8 Acct-Terminate-Cause

User Request 1

Idle Timeout 4

Session Timeout 5

Admin Reset 6

clear mac-authentication auth-state

NAS Request 10

Service Unavailable 15

Reauthentication- 20

Failure

Port Reinitialized 21 MAC

VLAN

Disable

switchport mode
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10 MAC

10.5 maC
(1)

5.2
(2) MAC

MAC
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11 MAC

11 e

MAC MAC VLAN
MAC
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11 MAC

11.1

1111
MAC

11-1

aaa accounting mac-authentication default start-stop group | RADIUS Accounting
radius

aaa authentication mac-authentication default group radius | RADIUS

mac-authentication auth-interval-timer

mac-authentication auto-logout

mac-authentication dot1g-vlan force-authorized MAC switchport mac dotlq vlan
Tagged
mac-authentication dynamic-vlan max-user VLAN MAC
mac-authentication id-format RADIUS RADIUS
MAC
mac-authentication logging enable MAC syslog
E-Mail
mac-authentication login-failed-logging disable MAC

mac-authentication max-timer

mac-authentication password RADIUS

mac-authentication port MAC

mac-authentication radius-server host MAC RADIUS IP

mac-authentication static-vlan max-user VLAN MAC

mac-authentication system-auth-control MAC

mac-authentication timeout reauth-period RADIUS

mac-authentication vlan-check MAC VLAN ID

MAC

11-2

show mac-authentication login MAC MAC

show mac-authentication logging MAC

show mac-authentication MAC
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11 MAC

show mac-authentication statistics

clear mac-authentication auth-state mac-address

clear mac-authentication logging

clear mac-authentication statistics

set mac-authentication mac-address MAC DB MAC

remove mac-authentication MAC DB MAC

commit mac-authentication MAC DB

show mac-authentication mac-address MAC DB

store mac-authentication MAC DB

load mac-authentication MAC DB

clear mac-authentication dead-interval-timer dead interval 2 RADIUS
1 RADIUS

restart mac-authentication MAC

dump protocols mac-authentication MAC

11.1.2 VLAN

(1)

@)

VLAN
11-1 VLAN
BREIE -T2 EATES
1324 v | /EEEEEEET |
FERE | 1/0/11 :
! i
E 1/0/3 1/0/4 i
VN 1g— e | /
HUE
T
!
- - o
1 [}

MACEERE =) St 25
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11 MAC

MAC

1. (config)# interface gigabitethernet 1/0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)# exit

MAC

(b) MAC

MAC MAC

1. (config)# mac-authentication system-auth-control

MAC
(2) RADIUS
VLAN RADIUS
11-2 VLAN RADIUS
DIEEIZT m@
Fy k7—
< 7 RADIUS #— <
192, 16810, 200
L3 v+ | [EE5E5EE" | ﬁ
TRE E 1/0/11 1;0_.-"]1}5
: /0/3 1/0/4
N — | ] A
HUB
1EEES02. 1XF =12
. i Webi2AE T 24T
[sEEsE3E"
WACEEET &S POI PC2
(@
MAC

1. (config)# interface gigabitethernet 1/0/3
(config-if)# switchport mode access
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11 MAC

(config-if)# switchport access vlan 10
(config-if)# mac-authentication port

(config-if)# exit
MAC
(b) MAC

MAC MAC

1. (config)# aaa authentication mac-authentication default group radius
(config)# mac-authentication radius-server host 192.168.10.200 key "macauth™

RADIUS IP RADIUS
2. (config)# mac-authentication system-auth-control
MAC
11.1.3 VLAN
1)
VLAN
11-3 VLAN
BIE&I=7T2ERTES
e S D V7 Y E
. , b
Pt B T 104
RN — = .
(VLAN 10)
T IEEES02. 1XEF-=IZ
& Webi2RE T I2AT
[aaazaEE”
MACEZEL =&t 58 PCI PFc2
(a)
MAC

1. (config)# interface range gigabitethernet 1/0/3-4
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11 MAC

(config-if-range)# switchport mode mac-vlan
(config-if-range)# switchport mac native vlan 10
(config-if-range)# mac-authentication port
(config-if-range)# exit

MAC

(b) MAC

MAC MAC

1. (config)# mac-authentication system-auth-control

MAC
(2) RADIUS
VLAN RADIUS
11-4 VLAN RADIUS
BM#I-T2EATES
oy bT—5
RADIUS+Hr—s%
192, 168, 10, 200

LIZA v F

E2REf#VLAN
£IIIIIIIIIIIIIIIIIIIIINT R (VLAN 20)
Fn b1/
_____________________ st S
EBREMIVLAN 2 o] .7
(VLAN 10}
T IEEERDZ. 1X&E f=1F
WebEDEE TEDEE
MACRERE ¥ ®te i PC1 Pc2
(a)
MAC

1. (config)# interface range gigabitethernet 1/0/3-4
(config-if-range)# switchport mode mac-vlan
(config-if-range)# switchport mac native vlan 10
(config-if-range)# mac-authentication port
(config-if-range)# exit

209



11 MAC

MAC

() MAC

MAC MAC

1. (config)# aaa authentication mac-authentication default group radius
(config)# mac-authentication radius-server host 192.168.10.200 key "macauth™

RADIUS IP RADIUS
2. (config)# mac-authentication system-auth-control
MAC
11.1.4 MAC
MAC
1)
1. (config)# mac-authentication max-timer 60
60
(2) VLAN
VLAN MAC
1. (config)# mac-authentication static-vlan max-user 20
MAC VLAN MAC 20
(3) RADIUS
RADIUS RADIUS
1. (config)# aaa authentication mac-authentication default group radius
RADIUS
(4)

1. (config)# aaa accounting mac-authentication default start-stop group radius
RADIUS
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11 MAC

(5) VLAN ID

MAC VLAN ID

1. (config)# mac-authentication vlan-check key "@@VLAN"
VLAN ID
RADIUS MAC VLAN ID “ @@VLAN”
RADIUS

(6) RADIUS

RADIUS

1. (config)# mac-authentication password pakapaka

RADIUS " pakapaka”
(7)
1. (config)# mac-authentication auth-interval-timer 10
10
(8)
RADIUS
1. (config)# mac-authentication timeout reauth-period 7200
7200 mac-
authentication timeout reauth-period 0
(9) VLAN
VLAN MAC
1. (config)# mac-authentication dynamic-vlan max-user 20
MAC VLAN MAC 20
(10)
MAC
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11 MAC

11.1.5
MAC

(1)

(2)

(config)# no mac-authentication auto-logout
MAC

VLAN
VLAN

(config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-if)# exit
(config)# interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit

VLAN VLAN ID 10

1/0/10

VLAN
VLAN

(config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 1/0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config-if)# mac-authentication port
(config-if)# exit
(config)# interface gigabitethernet 1/0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 20
(config-if)# exit

VLAN MAC VLAN ID 20
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11 MAC

1/0/10

(3) dotlqg MAC

dotlq MAC Tagged

1. (config)# interface gigabitethernet 1/0/20
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 20
(config-if)# switchport mac native vlan 10
(config-if)# switchport mac dotlq vlan 100
(config-if)# mac-authentication port
(config-if)# mac-authentication dotlg-vlan force-authorized
(config-if)# exit
MAC 1/0/20 VLAN ID 100 Tagged

11.1.6 MAC DB
MAC
MAC DB
(1) MAC

set mac-authentication mac-address MAC MAC
MAC

# set mac-authentication mac-address 0012.e200.1234 100
# set mac-authentication mac-address 0012.e200.5678 100
# set mac-authentication mac-address 0012.e200.9abc 100
# set mac-authentication mac-address 0012.e200.def0 100
# set mac-authentication mac-address 0012.e200.0001 100

(2) MAC
MAC

# remove mac-authentication mac-address 0012.e200.1234

MAC (0012.200.1234)
(3) MAC DB
commit mac-authentication set mac-authentication mac-address
authentication mac-address MAC DB

# commit mac-authentication

11.1.7 MAC DB
MAC DB
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VLAN ID
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11 MAC

(1)

(2)

MAC DB
MAC DB store mac-authentication backupfile

# store mac-authentication backupfile
Backup mac-authentication MAC address data. Are you sure? (y/n):y
#

MAC DB
backupfile load mac-authentication MAC DB

# load mac-authentication backupfile
Restore mac-authentication MAC address data. Are you sure? (y/n): vy
#

11.1.8 dead interval RADIUS 1 RADIUS

RADIUS dead interval 2 RADIUS
authentication radius-server dead-interval
RADIUS clear mac-authentication dead-

interval-timer

115 1 RADIUS

# clear mac-authentication dead-interval-timer

#
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12

12.1

12.1.1

12-1

S,

)<?atz+m

- EHEEHEER
FEE
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ﬁ

il |
EEEEE FEEE
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vy
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12.1.2
1)

IEEE802.1X Web MAC 2

511 2

(2)

authentication multi-step

12-1

MAC IEEE802.1X
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12

Web
permissive
IEEE802.1X Web dotlx
MAC dotlx
3
RADIUS RADIUS
Access-Accept RADIUS Filter-1d Tunnel-Private-Group-1D
12-2 RADIUS
Type RADIUS
Filter-1d @@1X-Auth@@ IEEE802.1X
11 RADIUS /1X-Auth
@@Web-Auth@@ Web
/Web-Auth
@@MultiStep@@ Web IEEE802.1X
/MultiStep
/Class=xx
xx 0 63
Filter-Id
1
/Class=xx
RADIUS xXx 0 63

/MAC-Auth/Class=xx
xx 0 63

@@MAC-Auth@@
IMAC-Auth

217



12

Type RADIUS
2
Filter-1d
1
2
Tunnel-Private- VLAN 8 VLAN
Group-ID RADIUS
81 VLAN
VLAN 8 VLAN
RADIUS
VLAN
1
ACL/QoS
@@1X-Auth@@
2
3
IEEE802.1X Web MAC
Tunnel-Private-Group-1D
12.1.3
1)
RADIUS Filter-1d
RADIUS Filter-1d
2
[ ]
RADIUS Filter-1d @@MAC-Auth@@

RADIUS Filter-1d
MAC MAC
mac-authentication auth-interval-timer

(3) dotlx

RADIUS Filter-1d
MAC IEEE802.1X
RADIUS Filter-1d
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IEEE802.1X RADIUS MAC
12.1.4
RADIUS
MAC RADIUS
5.3.3
12.1.5
(1)
2
(2)
2
dotlx EAPOL-Start IEEE802.1X MAC
Web
IEEE802.1X
2
(3)
12-3
MAC IEEEB02.1X Web
1
1
2 2
MAC
4
1
VLAN
2
MAC
MAC
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12

MAC
3
mac-authentication auth-interval-timer
4
dotlx timeout quiet-period
12.1.6
5.3 2
12.1.7
[ J
show authentication multi-step MAC
[ J
IEEE802.1X
show dot1x logging
Web
show web-authentication logging
MAC
show mac-authentication logging
12.1.8
(1) RADIUS Filter-1d
RADIUS Filter-1d
Filter-1d IEEE802.1X 6.1 IEEE802.1X
6-4 3 Access-Accept 6.2.9
IEEE802.1X RADIUS
Filter-1d
(2)
authentication max-user
(3)
authentication multi-step  dotlx
authentication multi-step
shutdown clear dotlx auth-state clear web-
authentication auth-state clear mac-authentication auth-state
60
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(4)

> W npoE

(4)

Web
IEEE802.1X
MAC
L2MAC

no shutdown

authentication multi-step
2 L2MAC

authentication multi-step

L2MAC
restart web-authentication
restart dot1x
restart mac-authentication

restart vlan mac-manager
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12.2

12.2.1

12-4

authentication multi-step

12-5

show authentication multi-step

12.2.2 VLAN

VLAN
12-2 VLAN
DHCP+— ¢ % ﬁ RADIUSH—. 4
LIAA wFla¥
o= B EEEE |-
r i [
IP7 F L ARH —— :
FHE i i
- EEEE B :
| :
: HUE |
. PG s )
i i
| IRRERT £ VLAN :
| (VLAN 20) 3
PC
MAC IEEE802.1X MAC
P DHCP
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12.2.3

e VLAN

° VLAN
° MAC
° IEEEB02.1X

. IPv4

IEEE802.1X 7 1EEE802.1X
11 MAC

(config)# vlan 20
(config-vlan)# exit
VLAN 20

(config)# aaa authentication dotlx default group radius

MAC

(config)# aaa authentication mac-authentication default group radius

IEEE802.1X MAC RADIUS

(config)# interface gigabitethernet 1/0/1

(config-if)# switchport mode access

(config-if)# switchport access vlan 20
1/0/1

(config-if)# mac-authentication port
(config-if)# dotix port-control auto
(config-if)# dotix multiple-authentication
(config-if)# dotlx supplicant-detection auto
(config-if)# authentication multi-step

1/0/1  MAC IEEE802.1X

(config-if)# authentication ip access-group L2-AUTH
(config-if)# authentication arp-relay
(config-if)# exit
1/0/1 PC
ARP

(config)# ip access-list extended L2-AUTH
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# exit
DHCP IP PC
bootps 1Pv4

VLAN
VLAN
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12-3 VLAN
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MAC Web
VLAN VLAN 30
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MAC Web VLAN DHCP
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VLAN DHCP IP
e MAC VLAN VLAN
[ ]
e MAC VLAN
° MAC
° Web
[ ]
° IPv4
Web 9 Web MAC 11
MAC

1. (config)# vlan 30 mac-based
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(config-vlan)# exit

(config)# vlan 40 mac-based

(config-vlan)# exit

VLANID30 40 MACVLAN RADIUS VLAN
VLAN ID

(config)# vlan 20
(config-vlan)# exit
VLAN ID 20

(config)# aaa authentication mac-authentication default group radius
(config)# aaa authentication web-authentication default group radius
MAC Web RADIUS

(config)# interface gigabitethernet 0/1
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac native vlan 20
0/1 MAC MAC VLAN20
VLAN

(config-if)# web-authentication port
(config-if)# mac-authentication port
(config-if)# authentication multi-step permissive
(config-if)# exit
0/1  Web MAC

(config-if)# authentication ip access-group L2-AUTH
(config-if)# authentication arp-relay
(config-if)# exit
0/1 IPv4
ARP
(config)# ip access-list extended L2-AUTH
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nach)# exit
DHCP bootps IPv4

RADIUS Accept RADIUS VLAN
MAC VLAN VLAN
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DHCP
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trust DHCP IP
untrust
untrust DHCP IP
[
DHCP IP
[ ]
ip source binding
untrust IP
13-2
MAC DHCP MAC IP
MAC
IP DHCP IP IP IP
1.0.0.0 126.255.255.255
128.0.0.0 223.255.255.255
VLAN VLAN ID
DHCP IP
3)
@)
ip dhcp snooping database url

(b)

[ ]

° ip dhcp snooping database url

° clear ip dhcp snooping binding
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ip dhcp snooping DHCP snooping

untrust DHCP trust
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(@) MAC

Src-mac
2 MAC Source MAC ARP MAC
Sender MAC Address
ARP Request ARP Reply
MAC
13-5 MAC
ARP ARP
VLAN ID Ethernet ARP
MAC MAC IP
MAC MAC IP
Request o o
Reply o o
o
(b) MAC dst-mac
2 MAC Destination MAC ARP MAC
Target MAC Address
ARP Reply
MAC
13-6 MAC
ARP ARP
VLAN ID Ethernet ARP
MAC MAC IP
MAC MAC IP
Request
Reply o o
o
() IP ip
ARP IP Target IP Address
e 1.0.0.0 126.255.255.255
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IP
13-7 IP
ARP ARP
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ARP ARP
VLAN ID Ethernet ARP
MAC MAC IP
MAC MAC IP
Reply
)
13.1.6 ARP
ARP ARP
ARP
ip arp inspection limit rate
ARP ARP
ARP SNMP
show ip dhcp snooping logging
1)
DHCP
13.1.3 DHCP 1)
13.1.7 DHCP snooping
1) 2
\Vol.1 22.3 2
2) 2
5.2.1 2

(3) IPv4

DHCP snooping IPv4 IPv4

bootps bootpc
bootps bootpc

(4)

° ip dhcp snooping database url

DHCP
DHCP IP Windows
ipconfig /release ipconfig /renew
DHCP
° DHCP
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(5)

(6)

(7)

(8)

(9)

DHCP snooping

DHCP

DHCP
ARP

MC

ARP
ARP

e ip dhcp snooping

e ip dhcp snooping vilan

® ip source binding

ARP

ARP

ARP
DHCP

Tagged

e DHCP

ip source binding

MC

ARP

DHCP

VLAN Tag

802.3 LLC/SNAP

ARP

switchport validation
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13.2

13.2.1

DHCP snooping

13-8
ip arp inspection limit rate ARP
ip arp inspection trust ARP
ip arp inspection validate ARP
ip arp inspection vlan ARP VLAN
ip dhcp snooping DHCP snooping

ip dhcp snooping database url

ip dhcp snooping database write-delay

ip dhcp snooping information option allow- DHCP Option82
untrusted

ip dhcp snooping limit rate DHCP

ip dhcp snooping logging enable syslog

ip dhcp snooping loglevel

ip dhcp snooping trust DHCP snooping

ip dhcp snooping verify mac-address DHCP MAC

ip dhcp snooping vlan DHCP snooping VLAN
ip source binding IP

ip verify source

DHCP snooping

13-9

show ip dhcp snooping binding

clear ip dhcp snooping binding

show ip dhcp snooping statistics

clear ip dhcp snooping statistics

show ip arp inspection statistics ARP

clear ip arp inspection statistics ARP

show ip dhcp snooping logging

clear ip dhcp snooping logging

restart dhcp snooping

dump protocols dhcp snooping
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13.2.2

DHCP snooping
DHCP snooping

13-10 DHCP snooping

DHCP4—a 4 BBt —st

i 7

LA FIZA 2 F/IL—2
[DHCPY L—]

HEE ,J-‘

L 105

e 1/041

VLAN 2

DHCP 2 S0 F 2 |

CAE D s trustik—k |:| - untrustsi— k-

(1) DHCP snooping
DHCP snooping DHCP snooping

1. (config)# ip dhcp snooping
DHCP snooping
2. (config)# vlan 2
(config-vlan)# exit
(config)# ip dhcp snooping vlan 2
VLANID2 DHCP snooping

3. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport mode access
(config-if)# switchport access vlan 2
(config-if)# exit
1/0/1 1/0/1 VLAN
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(2) DHCP snooping  trust

DHCP 13-10 DHCP snooping
trust

1. (config)# interface gigabitethernet 1/0/5
(config-if)# ip dhcp snooping trust
(config-if)# switchport mode access
(config-if)# switchport access vlan 2
(config-if)# exit

1/0/5  trust
1/0/5 1/0/5 VLAN
3
(a)
1. (config)# ip dhcp snooping database url flash
(b) MC
MC MC
1. (config)# ip dhcp snooping database url mc dhcpsn-db
MC dhcpsn-db
MC MC
MC NEC
4)

1. (config)# ip dhcp snooping database write-delay 3600

3600
[ ]
° ip dhcp snooping database url
° clear ip dhcp snooping binding
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13.2.3 DHCP
DHCP

13.2.4

13.2.5

(1)

DHCP

(config)# ip dhcp snooping limit rate 50

50

DHCP

(config)# interface gigabitethernet 1/0/1
(config-if)# ip verify source port-security

(config-if)# exit
1/0/1 IP

trust
DHCP snooping
VLAN

ARP
ARP

ARP

(config)# ip arp inspection vlan 2

VLAN ID 2 ARP
ARP

.

°

° VLAN

arp inspection trust

MAC

ip verify source

VLAN

ip dhcp snooping vlan

ARP
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(2) trust

DHCP trust

1. (config)# interface gigabitethernet 1/0/5
(config-if)# ip arp inspection trust
(config-if)# exit

1/0/5  trust untrust
ARP VLAN
ARP
3
ARP MAC
1. (config)# ip arp inspection validate src-mac
MAC src-mac
13.2.6 ARP
ARP
ARP
1. (config)# ip arp inspection limit rate 100
100 /
13.2.7 IP
IP
IP
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untrust IP

1. (config)# ip source binding 0012.e2ff.2222 vlan 2 192.168.100.22 interface gigabitethernet
1/0/1
MAC VLAN VLANID IP

13.2.8 DHCP

DHCP
DHCP
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DHCP DHCP IPv4

3 ARP
DHCP IPv4
ARP
(1) DHCP

DHCP 3 DHCP
MAC DHCP MAC

1. (config)# no ip dhcp snooping verify mac-address
untrust MAC

MAC untrust DHCP

(2) 1Pv4
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DHCP
MAC

3 DHCP

1. (config)# interface gigabitethernet 1/0/1

(config-if)# ip verify source
(config-if)# exit

1/0/1 P
(3) ARP
ARP P
13.2.7 IP
13.2.9 Option82 DHCP
Option82 DHCP
Option82 DHCP
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ARP DHCP Option82
Option82 DHCP

(1) DHCP
DHCP DHCP
13.2.8 DHCP (1) DHCP
(2) IPv4
DHCP DHCP
13.2.8 DHCP () IPv4
(3) ARP
ARP IP
13.2.7 IP

(4) Option82 DHCP
DHCP Option82

1. (config)# ip dhcp snooping information option allow-untrusted
untrust Option82

13.2.10 syslog

syslog

1. (config)# ip dhcp snooping logging enable
syslog

2. (config)# logging event-kind dsn
syslog DHCP snooping
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14.2

14.2.1
GSRP aware
14-2
show gsrp aware GSRP  aware
restart gsrp GSRP
dump protocols gsrp GSRP
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GSRP aware GSRP Flush
request
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2
3
VLAN VLAN Untagged
VLAN
(4) VLAN
VLAN
e switchport backup flush-request
e switchport backup interface
e switchport backup mac-address-table update exclude-vlan
® switchport backup mac-address-table update transmit
)

inactive
active
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15.2

15.2.1

15-4

switchport backup flush-request transmit MAC

switchport backup interface

switchport backup mac-address-table MAC

update exclude-vlan VLAN

switchport backup mac-address-table MAC
update transmit MAC

switchport backup reset-flush-port

switchport backup reset-flush-time

switchport-backup startup-active-port-
selection

15-5

show switchport-backup

show switchport-backup statistics

clear switchport-backup statistics

set switchport-backup active

restart uplink-redundant

dump protocols uplink-redundant

15.2.2
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15-8

4 ™
LR A v FA LI 1 wFB
f0/ 1/0/2
5542 yati—p L D o sym—t
o J
1/0/1 1/0/2
60
1)
1/0/1 1/0/2
60

1. (config)# spanning-tree disable
2. (config)# interface gigabitethernet 1/0/1

(config-if)# switchport backup interface gigabitethernet 1/0/2 preemption-delay 60

1/0/1
1/0/1
1/0/2 60

3. (config-if)# switchport backup flush-request transmit

(config-if)# exit

[ ]

shutdown
[ ]
15.2.3

set switchport-backup active
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15

15-9 set switchport-backup active

> set switchport-backup active port 1/0/1
Are you sure to change the forwarding port to specified port? (y/n): vy
>

15.2.4

1/0/1 1/0/2
1/0/1

5 3
link debounce

1. (config)# interface gigabitethernet 1/0/1
(config-if)# switchport backup reset-flush-port
(config-if)# switchport backup reset-flush-time 5
(config-if)# exit

1/0/1
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16 L2

L2

L2

inactive

L2

272



16 L2

16.1

16.1.1
2 MAC
Ring Protocol L2
L2 inactive
16-1
aAFFy EI—45 ANRZ T Y -G ETIL— THEE

—  BEEHEI - [EEEEE EEEEER g ]

L2JL— T iREe T )L— TS iE aThE

(AH) -~  REEEE L B8
=) L—FDEh
X o Fo0uoiE
L
2. E
3.
4.
L2
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16 L2

16.1.2
L2
L2 L2 L2 L2
L2
inactive
inactive active
active
(1) L2
L2
16-1
L2
inactive
L2
inactive
L2
inactive
L2
L2
inactive
(2) L2
L2 VLAN
VLAN
Vol.1 3101 L2
(3) inactive
L2 L2
VLAN VLAN L2
L2 1
inactive
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16 L2

(4)
L2
1
L2
16.1.3
L2
16-2 L2
AT FY FT7—5 AR LTV —i ET )L — THREIL
- EEEEE R i
] B il
1.
FEME
:f
2.
FaEAFy bI—2 L2JL— ZHE sl ik T L— TR AL
(A - - REELZER HHEEMELR—
=) L—TOFEN BHEEH—
¥ o FousikE FouF)uiti—F
1)
L2 C D E
1 2 3
(2)
C E 2 C
inactive E
E L2
C
E E L2
C inactive
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16 L2

3)
4. C inactive
16.1.4 L2
(1) VLAN  MAC VLAN
L2 Untagged
VLAN
[ J
° VLAN
(a)
HUB
A HUB L2
B MAC L2
VLAN L2
L2 A
16-3
AT w bI—4 AFAAL uF
VLAN 200
VLAN 200 VLAN 200
(U) 17+ FVLANE LTS
LiESET a8, L20—
"‘fi’ THEET L—LAhEEN
el )
MAG VLAN 200
F4 7 JVLAN 10 MAC VLAN 200
FA4 T 4 FVLAN 10
I HUB  Femmmmmmmmm oo
| -
Fo2ERAZ Y F7—2
(L) === cBERL-ER CERHEEME A — b
=) L—TFDFEh FPudnhE—
— = L2— T T L—A
(b)

L2

MAC A
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16 L2

16-4
ATFFw FI7—% AFRA wF
aaraaary | VAN 200
YLAN 200 VLAN 200

A7 v FRDAE— (3 EEMA KEMB : W00 &M 7 L
FEEHEER— RIS FFE Frerer asisisfainaee) — LAMACH — R~
... MACH— wREhd

MAC VLAN 200

4 F 4 FVLAN 10 MAG VLAN 200

Foof T FYLAN 10

(L) ====- cBEeL-ES EHREMER—
= miEh EHEER—
cL2N—TEH T L—L
(2) Tag
° Tag Tag L2
° Tag L2
(3) L2
L2
(4) inactive active
(@)
active
inactive activate active
(b)
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16 L2

activate active
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16 L2

16.2

16.2.1
L2

16-2

loop-detection L2

loop-detection auto-restore-time inactive active

loop-detection enable L2

loop-detection hold-time inactive L2

loop-detection interval-time L2

loop-detection threshold inactive L2
L2

16-3

show loop-detection L2

show loop-detection statistics L2

show loop-detection logging L2

clear loop-detection statistics L2

clear loop-detection logging L2

restart loop-detection L2

dump protocols loop-detection L2

16.2.2 L2
L2

1/0/1 1/0/2
1/0/3 1/0/4
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16 L2

16-5 L2

SFFu RO—4 AN L) — L T IL—THRENL

SITEERE™ EETIEER

FHEARw FT—5 L2JL— i sntiE © L— F IR E L

(As) X Jovsbks QD) smxEmEr—r O 7oTUsoR—t

(1) L2

L2 L2

1. (config)# loop-detection enable
L2

2. (config)# interface range gigabitethernet 1/0/1-2
(config-if-range)# loop-detection uplink-port
(config-if-range)# exit
1/0/1 1/0/2 1/0/1
1/0/2 L2

3. (config)# interface range gigabitethernet 1/0/3-4
(config-if-range)# loop-detection send-inact-port
(config-if-range)# exit
1/0/3 1/0/4 1/0/3
10/4 L2 inactive

2) L2

L2
VLAN L2

280



16 L2

1. (config)# loop-detection interval-time 60

L2 60
(3) inactive
1 inactive 1
inactive inactive

1. (config)# loop-detection threshold 100

L2 100 inactive
2. (config)# loop-detection hold-time 60
L2 60
(4)
inactive active

1. (config)# loop-detection auto-restore-time 300
300 inactive active
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17

17.1

17.1.1

2

2
17-1
ARP
IP
MAC MAC
17-2
SNMP
SNMP
inactive
active activate
17.1.2

17.1.2
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17

17-1
A =L 2 k—LE{E
1 | A — L MR -~
(pps) . -
e AF—LEHEEREN
A b — L I E I"H"lll ,"I”'HIHll M HEWAR S
A b —LM{EEIE I H
. it 2 B IR EA ) .
TR W - H'l IIH
— Bl
A b—LOHE | RRERR
P oL Tk
CFLE) A b—L#BRT L —LdiEL—F
17-3
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17

17.1.3

17.1.4
(1)

(2)

3)

125pps
200
110

activate

125ppsx200
125ppsx110

1

clear storm-control
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17

17.2

17.2.1

17-4

storm-control

17-5

show storm-control

17.2.2

clear storm-control 0
SNMP
1. (config)# interface gigabitethernet 1/0/10
(config-if)# storm-control broadcast level pps 250
250pps
2. (config-if)# storm-control multicast level pps 500
500pps
3. (config-if)# storm-control unicast level pps 1000
1000pps
4. (config-if)# storm-control action trap
SNMP

5. (config-if)# storm-control action log

17.2.3
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1. (config)# interface gigabitethernet 1/0/20
(config-if)# storm-control broadcast level pps 500 250
1/0/20 500pps
250pps

2. (config-if)# storm-control multicast level pps 750 500
750pps 500pps

3. (config-if)# storm-control unicast level pps 1000 750
1000pps 750pps

4. (config-if)# storm-control action filter

5. (config-if)# storm-control filter-broadcast 125
125pps

6. (config-if)# storm-control filter-multicast 250
250pps

7. (config-if)# storm-control filter-unicast 500
500pps

8. (config-if)# storm-control filter-recovery-time 15
15

17.2.4

1. (config)# interface gigabitethernet 1/0/5
(config-if)# storm-control unicast level pps 500
500pps

2. (config-if)# storm-control action inactivate
inactive

3. (config-if)# storm-control auto-restore-time 300
active 300
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18

18.1

18.1.1

e RIEDSE o
ST
(]
(]
1 E [2 3] 4 5 6
+ | |_|_, Ll_, l_rl"

|

(B8]
182
L? T
18.1.2
1)
2)
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18

3)
[ J
[ ]
(4)
e VLAN 3 VLAN
Ring Protocol  IGMP snooping/MLD snooping 3
SNMP DHCP
[ J
[ ]
e QoS
4
[ ]
[ J
802.1Q Tag
)
(6)
[ ]
° Tag VLAN VLANID
Tagged
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18

. TPID TPID
[ ]
[ ]
[ ]
. VLAN
18.1.3 802.1Q Tag
802.1Q Tag VLAN Tag
VLAN Tag 2
MAC
MAC
MAC
VLAN VLAN Tag MAC
VLAN MAC VLAN
802.1Q Tag VLAN Tag
18-1 802.1Q Tag VLAN Tag
TPID IEEE802.1Q VLAN Tag
EtherType 1
User Priority IEEE802.1D 3
CF MAC MAC 0
Canonical Format
VLAN ID VLAN ID VLAN ID
2 4094 1
18.1.4
1)
2) 802.1Q Tag
e VLAN Tag 4
Tagged VLANTag 2
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° VLAN Tag TPID
TPID
1 VLANTag TPID TPID
e |P8800/S2340-48T4X 1P8800/S2340-48P4X
24 49 50 25 48 51 54
(3) sFlow
e sFlow egress
e sFlow egress 802.1Q Tag
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18

18.2

18.2.1

18-2

monitor session

18.2.2

1) 1 1

vlan

1. (config)# monitor session 2 source interface gigabitethernet 1/0/1 rx destination
interface gigabitethernet 1/0/5
1/0/5 1/0/1

2)
1. (config)# monitor session 1 source interface gigabitethernet 1/0/1-23, tengigabitethernet
1/0/25 both destination interface gigabitethernet 1/0/24
1/0/24 1/0/1 1/0/23
10 1/0/25
3
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18

1. (config)# monitor session 1 source interface gigabitethernet 1/0/1-23 both destination
interface channel-group 10

10 1/0/1
1/0/23
18.2.3 802.1Q Tag
802.1Q Tag 2
Tagged VLANTag 2
mtu MTU

1. (config)# monitor session 1 source interface gigabitethernet 1/0/1 both destination
interface gigabitethernet 1/0/2 encapsulation dotlq 10 ethertype 9100
1/0/1
VLAN 10 TPID 0x9100 VLAN Tag 1/0/2
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19 sFlow

19 wor

sFlow
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19 sFlow

19.1

19.1.1 sFlow
sFlow
sFlow RFC3176 2
sFlow sFlow
sFlow sFlow sFlow
sFlow
19-1 sFlow

\-\.

A w8 7 x—AHLH
CEMSIZEES

7 o—&kit
Cevdrw FEIRFEHE THE)

(FLH) AS : Autonomous system

19-2

i

[—» aL98 —» FFs4H

sFlow
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19 sFlow

19-1

19.1.2 sFlow

° sFlow

° sFlow

19-3

[ZR—%TL (70— )
k52w 2 WO S
(ECHhB ¥, FOESBHES 24928 ATINED)

[(howi YTl (2587 z—2H) ]
AR Iz —ATRETEA AL O
(EREHT T - TS—OREN=NIBHIEHEL)

19.1.3 sFlow

sFlow
RFC3176 sFlow

19-4 sFlow

- N7 O —H T ————— nfEOh T T ——-

sFloww & | 2A—H 2Tl see| JO—Hu T | ARG LTI || hbws4 T

sFlow

(1) sFlow

sFlow
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19 sFlow

(2)

@)

19-2 sFlow
sFlow 2 4
IP IPv4=1 IPv6=2
IP
IP
sFlow
19-4 sFlow n m
]
19-5

- fl0 T O—H T ————-

—— mEDH TR T ————-

sFlow~wd | ZO—4H2% T +oe| 7O0—H Tl

g TIL | s YT

——

FO—4 T Inu & BEF—2 R

AR T— 2R [0

R T—a Rt

19-3

sequence_number

source_id

SNMP Interface Index

sampling_rate

sample_pool

drops

input

SNMP Interface Index
0
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19 sFlow

(b)

output

SNMP Interface Index

0

19-4

ifindex

SNMP Interface Index

Ingress

Egress

source_id

ifindex

ifindex

input

ifindex

output

ifindex

19-5

IPv4

IPv6
IPv4

3

IPv6

packet_information_type

=1

header_protocol

ETHERNET=1)

frame_length

header_length

128

header<>

o

1P

19-6 IPv4

packet_information_type

IPv4d =2

length

protocol

TCP=6 UDP=17

src_ip

dst_ip

src_port

dst_port

tep_flags

TOS
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19 sFlow

2 VLAN Tag

19-7 IPv6

sFlow

packet_information_type

IPv6 =3

length

IPv6

protocol

TCP=6 UDP=17

src_ip

dst_ip

src_port

dst_port

tep_flags

TCP

priority

2 VLAN Tag

(©

19-8

sFlow

URL

VLAN

NextHop

AS

TACACS/RADIUS

URL

URL

URL

2 VLAN Tag

19-9

sFlow

extended_information_type

src_vlan

802.1Q VLAN ID

src_priority

802.1p
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19 sFlow

dst_vlan

802.1Q VLAN ID

dst_priority

802.1p

[¢]

19-10

extended_information_type

src_user_len

src_user<>

dst_user_len

dst_user<>

o

19-11 URL

extended_information_type

URL =5

url_direction

URL
source address=1
2

destination address=2

url_len

URL

url<>

URL

3)

19-6

- AN 7 O—t T ————a—— nlEDh T S T ———-

5F | s o &

FO—H T e

FO0—H T

NI GH LTI | e

b BB e

hawas Ty

Hra a4 TILHE

p R Bl b el R §
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19 sFlow

(a)
19-12
sequence_number o
source_id o
SNMP Interface Index
sampling_interval o
[0
(b)
19-13
GENERIC counters_type=1 x
ETHERNET counters_type=2 o
TOKENRING counters_type=3 X
FDDI FDDI counters_type=4 x
100BaseVG VG counters_type=5 X
WAN WAN counters_type=6 X
VLAN VLAN counters_type=7 X
o X
1
2
VLAN
(©)
VLAN
MIB RFC
19-14
GENERIC RFC2233
ETHERNET RFC2358 o
TOKENRING RFC1748
FDDI FDDI RFC1512
100BaseVG VG RFC2020
WAN WAN RFC2233
VLAN VLAN RFC3176
O X
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19 sFlow

ifDirection dot3StatsSymbolErrors

19.1.4 sFlow
(1) sFlow
sFlow
ingress egress
2)
[ ]
[ ]
3
sFlow
19-15
VLAN
QoS
2 1
3 2
1
e MAC
e VLAN
° 2 Blocking
° 2

® IGMP snooping MLD snooping DHCP snooping

2
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19 sFlow

(4)

19-16

(5)

19-17

VLAN
VLAN Tag TPID

TPID !

TPID 1

VLAN

Tag

Tag

VLAN

Tag

Tag

VLAN Tag
Tag

Tag 2

Tag !

QoS
DSCP

DSCP

4

DSCP

QoS

3
VLANTag 2 IPv4
4

IPv4

(6)

(7)

IPv6

TOS

VLAN

URL

IPv6 priority
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19 sFlow

e sFlow egress

e sFlow egress 802.1Q Tag
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19 sFlow

19.2

19.2.1

sFlow

19-18

sflow destination

sFlow

sflow extended-information-type

sflow forward egress

sFlow

sflow forward ingress

sFlow

sflow max-header-size

sflow packet-information-type

sflow max-packet-size

sFlow

sflow packet-information-type

sflow polling-interval

sflow sample

sflow source

sFlow

sflow url-port-add

URL
80

HTTP

sflow version

sFlow

sFlow

19-19

show sflow

sFlow

clear sflow statistics

sFlow

restart sflow

dump sflow

19.2.2 sFlow
(1)

sFlow

1/0/4
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19 sFlow

(2)

19-7 1/0/4

IPFFLA 192.1.1.12

[ ]

FEil

[ ]

Ar— k17041 Mm— k1002

=104

o L [

=23 - A4 2F)

|—| i
Q‘ l_l Q
(FLEA
— 10—t

: sF lows v FMFEh

7R e ) miEh

(config)# sflow destination 192.1.1.12
IP 192.1.1.12

(config)# sflow sample 512
512

(config)# interface gigabitethernet 1/0/4

1/0/4

(config-if)# sflow forward ingress

1/0/4

sflow sample

sFlow
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19 sFlow

sFlow
sflow forward ingress sflow forward
egress 1/0/2
19-8 1/0/2
=R

E

1l 5

il e

IPF FLA 192.1.1.12
| #—F:1/004
M
Rk
=% - A wF)
H—F11/0/2
[ 1 ]
Lt #— 17003
= k1001 |
! I 1 I
—_ ==
>3

{RLB0
— 10— b

. &F lows v o D JiER

70— iru k) DFER

1. (config)# sflow destination 192.1.1.12
IP 192.1.1.12

2. (config)# sflow sample 512
512

3. (config)# interface gigabitethernet 1/0/2
1/0/2

4. (config-if)# sflow forward egress
1/0/2 sFlow
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19 sFlow

19.2.3 sFlow
(1) MTU sFlow
sFlow 1400byte

MTU
MTU 8000byte

19-9 MTU=8000byte

aLsa

el

MIUE  8000byte

IPFFLA 192.1.1.12

AR — k1074

RS
=5 « 24 wF)

(A1)
— 100N — oy b

sF lows U4 o RMFTH

20— (i k) MR

1. (config)# sflow destination 192.1.1.12

IP 192.1.1.12
2. (config)# sflow sample 512
512
3. (config)# sflow max-packet-size 8000
sflow 8000byte
4. (config)# interface gigabitethernet 1/0/4
1/0/4
5. (config-if)# sflow forward ingress
1/0/4 sFlow
2)
sFlow
CPU
VLAN

1. (config)# sflow destination 192.1.1.12
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19 sFlow

3)

(4)

IP 192.1.1.12
2. (config)# sflow sample 512
512
3. (config)# sflow packet-information-type ip
IP
4. (config)# sflow extended-information-type switch
5. (config)# interface gigabitethernet 1/0/4
1/0/4
6. (config-if)# sflow forward ingress
1/0/4 sFlow
sFlow P
sFlow
sflow source
IP
loopback IP
1. (config)# interface loopback 0
2. (config-if)# ip address 176.1.1.11
IPv4 176.1.1.11
3. (config)# sflow destination 192.1.1.12
IP 192.1.1.12
4. (config)# sflow sample 512
512
5. (config)# interface gigabitethernet 1/0/4
1/0/4
6. (config-if)# sflow forward ingress
1/0/4 sFlow
loopback  IP sflow source
sflow source IP
URL
sFlow URL HTTP
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19 sFlow

1. (config)# sflow destination 192.1.1.12

IP 192.1.1.12
2. (config)# sflow sample 512
512
3. (config)# sflow url-port-add 8080

URL HTTP

4. (config)# interface gigabitethernet 1/0/4

1/0/4
5. (config-if)# sflow forward ingress
1/0/4 sFlow
HTTP
19.2.4 sFlow
sFlow
(1)
sFlow pps  show interfaces
Input rate
Output rate 100
show sflow
1/0/4 1/0/5

19-10 show interfaces

> show interfaces gigabitethernet 1/0/4

Date 20XX/12/24 17:18:54 UTC

NIFO:

Port4: active up 100BASE-TX full(auto) 0012.e220.ec30
Time-since-last-status-change:1:47:47
Bandwidth:10000kbps Average out:OMbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Output rate: 0.0bps 0.0pps
Input rate: 4063.5kbps 10.3kpps

Flow control send :off
Flow control receive:off
TP1D:8100

> show interfaces gigabitethernet 1/0/5

Date 20XX/12/24 17:19:34 UTC

NIFO:

Port5: active up 100BASE-TX full(auto) 0012.e220.ec31
Time-since-last-status-change:1:47:47
Bandwidth:10000kbps Average out:5Mbps Average in:5Mbps
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19 sFlow

Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Output rate: 4893_5kbps 16.8kpps
Input rate: 4893.5kbps 16.8kpps

Flow control send :off
Flow control receive:off
TPID:8100

10.3kpps+16.8kpps /100
271

271 512
sflow sample

2)
show sflow detail Sampling rate to collector

clear sflow statistics
Sampling rate to collector

19-11 show sflow detall
> show sflow detail
Date 20XX/12/21 20:04:01 UTC
sFlow service status: enable
Progress time from sFlow statistics cleared: 8:00:05

Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0
Detail data :

Max packet size: 1400 bytes

Packet information type: header

Max header size: 128 bytes

Extended information type: switch,router,gateway,user,url
Url port number: 80,8080

Sampling mode: random-number

Sampling rate to collector: 1 per 2163 packets

Target ports for CounterSample: 1/0/2-4
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20 |EEE802.3ah/UDLD

2 O IEEE802.3ah/UDLD

IEEE802.3ah/UDLD

IEEE802.3ah/UDLD
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20 |EEE802.3ah/UDLD

20.1

20.1.1

UDLD Uni-Directional Link Detection

inactivate
|IEEE802.3ah Ethernet in the First Mile slow OAM  Operations,
Administration, and Maintenance |IEEE802.3ah/OAM
OAM
IEEE802.3ah/OAM
uUDLD uUDLD
inactivate
IEEE802.3ah/OAM Active Passive Active
Passive
IEEE802.3ah/OAM
Passive
Ethernet efmoam active udld
efmoam active udld
inactivate
20.1.2
IEEE802.3ah/UDLD IEEE802.3ah/OAM
20-1 |EEE802.3ah/UDLD IEEE802.3ah OAMPDU
Information OAM o
Event Notification Link Event X
Variable Request MIB x
Variable Response MIB x
Loopback Control Loopback X
Organization Specific X
o) X
20.1.3 IEEE802.3ah/UDLD
(1) IEEE802.3ah/UDLD IEEE8B02.3ah/OAM
IEEE802.3ah/OAM
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20 |EEE802.3ah/UDLD

efmoam active udld

IEEE802.3ah/UDLD
(2) IEEE802.3ah/UDLD
efmoam active udld
(3) UDLD
UDLD IEEE802.3ah/UDLD
UDLD
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20

IEEE802.3ah/UDLD

20.2

20.2.1

(1)

IEEE802.3ah/UDLD
20-2
efmoam active IEEE802.3ah/OAM active
efmoam disable IEEE802.3ah/OAM
efmoam udld-detection-count
IEEE802.3ah/UDLD
20-3
show efmoam IEEE802.3ah/OAM
show efmoam statistics IEEE802.3ah/OAM
clear efmoam statistics IEEE802.3ah/OAM
restart efmoam IEEE802.3ah/OAM
dump protocols efmoam IEEE802.3ah/OAM
20.2.2 IEEE802.3ah/UDLD
IEEE802.3ah/UDLD
IEEE802.3ah/UDLD IEEE802.3ah/OAM
IEEE802.3ah/OAM
Passive
UDLD Active
gigabitethernet 1/0/1  IEEE802.3ah/UDLD

(2)

(config)# interface gigabitethernet 1/0/1

1/0/1
(config-if)# efmoam active udld
1/0/1  IEEE802.3ah/OAM Active
1 1
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1. (config)# efmoam udld-detection-count 60
60
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21.2

21.2.1
CFM
21-14
domain name
ethernet cfm cc alarm-priority cC
ethernet cfm cc alarm-reset-time CcC
ethernet cfm cc alarm-start-time CcC SNMP
ethernet cfm cc enable CcC MA
ethernet cfm cc interval CCM

ethernet cfm domain

ethernet cfm enable (global) CFM
ethernet cfm enable (interface) no ethernet cfm enable CFM
ethernet cfm mep CFM MEP
ethernet cfm mip CFM MIP
ma name MA
ma vlan-group MA VLAN
CFM
21-15
12ping CFM  Loopback MP
I2traceroute CFM  Linktrace MP
show cfm CFM
show cfm remote-mep CFM MEP
show cfm fault CFM
show cfm |2traceroute-db I2traceroute
show cfm statistics CFM
clear cfm remote-mep CFM MEP
clear cfm fault CFM
clear cfm |12traceroute-db I2traceroute
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restart cfm CFM
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1. (config)# ethernet cfm domain level 1 direction-up
(config-ether-cfm)# domain name str operator_1
1 MEP Up MEP
CFM

2. (config-ether-cfm)# ma 1 name str mal_vlan100
(config-ether-cfm)# ma 1 vlan-group 10,20,100 primary-vlan 100
(config-ether-cfm)# exit
MAl1 MA MA VLAN VLAN

3. (config)# ethernet cfm domain level 2
(config-ether-cfm)# domain name str operator_2
(config-ether-cfm)# ma 2 name str ma2_vlan200
(config-ether-cfm)# ma 2 vlan-group 30,40,200 primary-vlan 200
(config-ether-cfm)# exit

2 MEP Down MEP
MA2 MA MA VLAN VLAN
(2) MEP MIP
MEP MIP
MEP MIP CFM

1. (config)# interface gigabitethernet 1/0/1
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(config-if)# ethernet cfm mep level 1 ma 1 mep-id 101

(config-if)# ethernet cfm mip level 2
(config-if)# exit

(config)# interface gigabitethernet 1/0/2
(config-if)# ethernet cfm mip level 1
(config-if)# exit

1/0/1 1 MAl
MIP 1/0/2
2. (config)# ethernet cfm enable
CFM
(3) CFM

CFM

1. (config)# interface gigabitethernet 1/0/1
(config-if)# no ethernet cfm enable
(config-if)# exit

1/0/1 CFM
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ethernet cfm cc enable

MEP
1 MIP
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1. (config)# ethernet cfm cc level 1 ma 1 interval 10s
(config)# ethernet cfm cc level 1 ma 1 enable
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1. (config)# ethernet cfm domain level 6 direction-up
(config-ether-cfm)# domain name str customer_6
MEP Up MEP
CFM

2. (config-ether-cfm)# ma 1 name str mal_vlan100
(config-ether-cfm)# ma 1 vlan-group 10,20,100 primary-vlan 100
(config-ether-cfm)# ma 2 name str ma2_vlan200
(config-ether-cfm)# ma 2 vlan-group 30,40,200 primary-vlan 200
(config-ether-cfm)# exit

MA MA MA VLAN VLAN
(2) MEP MIP
MEP MA MIP MA
MEP MIP 2122 CFM

1. (config)# interface gigabitethernet 1/0/1
(config-if)# ethernet cfm mep level 6 ma 1 mep-id 101
(config-if)# ethernet cfm mep level 6 ma 2 mep-id 201
(config-if)# exit
(config)# interface range gigabitethernet 1/0/2-4
(config-if-range)# ethernet cfm mip level 6
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(config-if-range)# exit
1/0/1 6 MA1l MEP MA2
MEP 1/0/2  1/0/4 6 MIP

2. (config)# ethernet cfi enable
CFM
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System Capabilities X X o o
Management Address X X o o
Organizationally-defined TLV o o X X VLAN ID
extensions VLAN
VLAN 1P
VLAN Address
IEEE802.1 Port VLAN x x o o
Organizationall | ID VLAN VLANID
y Specific
TLvs Port And x x o o
Protocol VLAN VLANID
VLAN ID
VLAN Name x x 2 o
VLAN VLANID
VLAN
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TLV name IEEE 802.1AB Draft 6 IEEE Std 802.1AB-2009
IEEE Std 802.1AB-2005
1
o X
1
IEEE Std 802.1AB-2009 LLDPDU System Capabilities  IEEE Std
802.1AB-2005
2
VLAN Name Length 0 VLAN
LLDP
(&) Chassis ID
subtype subtype
subtype
22-3 Chassis ID  subtype IEEE Std 802.1AB-2009
subtype
1 Chassis component Entity MIB  entPhysicalAlias
2 Interface alias interface MIB  ifAlias
3 Port component Entity MIB  portEntPhysical Alias Entity
MIB  backplaneEntPhysicalAlias
4 MAC address LLDP MIB  macAddress
5 Network address LLDP MIB  networkAddress
6 Interface name interface MIB  ifName
7 Locally assigned LLDP MIB  local
22-4 ChassisID  subtype IEEE 802.1AB Draft 6
subtype
1 Chassis component Entity MIB  entPhysicalAlias
2 Chassis interface interface MIB  ifAlias
3 Port Entity MIB  portEntPhysicalAlias
4 Backplane component Entity MIB  backplaneEntPhysicalAlias
5 MAC address LLDP MIB  macAddress
6 Network address LLDP MIB  networkAddress
7 Locally assigned LLDP MIB  local
Chassis ID
] subtype MAC address MAC MAC
° subtype
° 255
(b) PortID
subtype subtype
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(©

(d)

(e)

()

subtype
22-5 PortID subtype IEEE Std 802.1AB-2009
subtype
1 Interface alias Interface MIB  ifAlias
2 Port component Entity MIB  portEntPhysicalAlias Entity
MIB  backplaneEntPhysicalAlias
3 MAC address LLDP MIB  macAddr
4 Network address LLDP MIB  networkAddress
5 Interface name interface MIB  ifName
6 Agent circuit ID RFC3046  Circuit ID
7 Locally assigned LLDP MIB  local
22-6 PortID  subtype IEEE 802.1AB Draft 6
subtype
1 Port Interface MIB  ifAlias
2 Port component Entity MIB  portEntPhysical Alias
3 Backplane component Entity MIB  backplaneEntPhysicalAlias
4 MAC address LLDP MIB  macAddr
5 Network address LLDP MIB  networkAddr
6 Locally assigned LLDP MIB  local
Port ID
° subtype MAC address MAC Port MAC
° subtype
° 255
Time-to-Live
Port description
subtype
° Interface MIB  ifDescr
° 255
System name
subtype
° systemMIB  sysName
° 255
System description
subtype
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(@)

(h)

° systemMIB  sysDescr
° 255
System Capabilities
subtype

IEEE Std 802.1AB-2009

subtype subtype chassis ID subtype
IEEE Std 802.1AB-2005

subtype
System Capabilities
[

IEEE Std 802.1AB-2005 System Capabilities TLV

22-7 System Capabilities TLV

system capabilities MAC Bridge 1

enabled capabilities MAC Bridge 1

IEEE Std 802.1AB-2009 IEEE Std 802.1AB-2005 IEEE Std 802.1AB-2009
subtype

Management Address

IP MAC subtype subtype

Management Address

Management Address TLV

22-8 Management Address TLV

management address subtype 1 IP IPv4
2 IP6 IPv6

management address lldp
management-address

interface numbering subtype 1 Unknown
OID string length OID 0
[ ]
subtype LLDPDU Management Address TLV
[ ]
167
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(i)  Organizationally-defined TLV extensions

e VLANID
VLANTag VLANID Tag
VLAN ID
o VLAN Address
IP VLAN VLAN ID

IP

() I|EEE802.1 Organizationally Specific TLVs

e Port VLAN ID

VLAN
VLAN VLANID
VLAN VLAN VLANID
6
e Port And Protocol VLAN ID
VLAN
VLAN VLANID VLAN ID
VLAN VLAN
7
e VLAN Name
VLAN
VLAN VLANID
VLAN Tag VLANID VLAN VLAN
VLAN ID
VLAN ID VLAN VLAN VLANID
VLAN ID Tag
VLAN ID VLAN VLAN
VLANTag VLANID 39
22.1.3 LLDP
(1)
° LLDP
° LLDP LLDP
(2)
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22.2

2221
LLDP

22-9

Ildp enable LLDP

Ildp hold-count LLDP

Ildp interval-time LLDP

Ildp management-address Management Address TLV

Ildp run LLDP

LLDP

22-10

show lldp LLDP

show lldp statistics LLDP

clear lldp LLDP

clear lldp statistics LLDP

restart lldp LLDP

dump protocols lldp LLDP

22.2.2 LLDP

(1) LLDP

LLDP

gigabitethernet 1/0/1 LLDP

1. (config)# 1ldp run

LLDP
2. (config)# interface gigabitethernet 1/0/1
1/0/1
3. (config-if)# lldp enable
1/0/1 LLDP
(2) LLDP
LLDP
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3)

1.

(config)# 1ldp interval-time 60
LLDP 60

(config)# 11dp hold-count 3
interval-time

60 x3 180

(config)# 11dp management-address ip 192.168.1.20
Management Address TLV 192.168.1.20
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A

A.l1 Diff-serv
A-1 Diff-serv
( )
RFC2474(1998 12 ) Definition of the Differentiated Services Field(DS Field) in the IPv4 and IPv6
Headers
RFC2475(1998 12 ) An Architecture for Differentiated Services
RFC2597(1999 6 ) Assured Forwarding PHB Group
RFC3246(2002 3 ) An Expedited Forwarding PHB (Per-Hop Behavior)
RFC3260(2002 4 ) New Terminology and Clarifications for Diffserv
A.2 |IEEE802.1X
A-2 |EEE802.1X
( )
IEEE802.1X(2001 6 ) Port-Based Network Access Control
RFC2865(2000 6 ) Remote Authentication Dial In User Service (RADIUS)
RFC2866(2000 6 ) RADIUS Accounting
RFC2868(2000 6 ) RADIUS Attributes for Tunnel Protocol Support
RFC2869(2000 6 ) RADIUS Extensions
RFC3579(2003 9 ) RADIUS Support For Extensible Authentication Protocol (EAP)
RFC3580(2003 9 ) IEEE 802.1X Remote Authentication Dial In User Service (RADIUS) Usage
Guidelines
RFC3748(2004 6 ) Extensible Authentication Protocol (EAP)
A3 Web
A-3 Web
( )
RFC2865(2000 6 ) Remote Authentication Dial In User Service (RADIUS)
RFC2866(2000 6 ) RADIUS Accounting
A4 MAC
A-4 MAC
( )
RFC2865(2000 6 ) Remote Authentication Dial In User Service (RADIUS)
RFC2866(2000 6 ) RADIUS Accounting
A.5 DHCP snooping
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A-5 DHCP snooping

(

)

RFC2131(1997 3 )

Dynamic Host Configuration Protocol

A.6 sFlow

A-6 sFlow

RFC3176(2001 9 )

InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched and
Routed Networks

A.7 |EEE802.3ah/UDLD
A-7 1EEE802.3ah/UDLD
( )
IEEE802.3ah(2004 9 ) Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD)
Access Method and Physical Layer Specifications
Amendment: Media Access Control Parameters, Physical Layers, and
Management Parameters for Subscriber Access Networks
A8 CFKFM
A-8 CFM
( )
IEEE802.1ag-2007(2007 12 | Virtual Bridged Local Area Networks Amendment 5: Connectivity Fault
) Management
A9 LLDP
A-9 LLDP
( )
IEEEB02.1AB/D6.0(2003 10 | Draft Standard for Local and Metropolitan Networks: Station and Media Access
) Control - Connectivity Discovery

IEEE Std 802.1AB-2009(2009

9 )

IEEE Standard for Local and Metropolitan Area Networks: Station and Media
Access Control Connectivity Discovery
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