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The relay domains paramecer restricts what destinactions this system will
relay mail to. See the smrpd recipient_restrictions description in
postconf (5) for detailed information.

By default, Postfix relays mail

— from "trusted” clients (IP address matches Swmynetworks) to any destination,

— from "untrusted” clients to destinations that match $relav_domains or
subdomains thereof, except addresses with sender-specified routing.

The default relay_domains valus is dmydestination.

In addition to the abowve, the Postfix SMTP serwver by default accepts mail
that Postfix is final destination for:

— destinations that match $1net_1nterfaces or $proxy_1nterfaces,

— destinations that match jmydestination

m

— destinations that match §virtual mailbox_domains.
These destination=s do not need to bhe listed in $relay_domains.
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lookup tables, separated by commas and/or whitespace. Continue

long lines by starting the next line with whitespace. L file name

i= replaced by its contents; a type:namwe table is matched when a
(parent) domain appears as lookup key.

NOTE: Postfix will not automatically forward mail for domains that
li=t this system a2 their primary or backup MX host. S3ee the
permit_m¥_khackup restriccion description in posteoonf(5) .
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%6, FRDEDIBXAY Z—INRRSINET,

RN

Gz

Connection refused by mail.example.co.jp

A {E5(mail.example.co.jp) ICEHN TEEIEA
TUZ,

Connection timed out with

mail.example.co.jp

A{E5(mail.example.co.jp) \NDEFEfGZNS 1 AT
D RUE UL,

mail.example.co.jp :No route to host

A5 (mail.example.co.jp) [CEHNTETFE A
TUZ,

Name server: mail.example.co.jp: host name

lookup failure

A5 (mail.example.co.jp) DEHFLH DNS TR
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42.1.4.1. X—)UF 2 —DF D

X=)LF 21 —DFBERT LI,
X —)LF a2 —DFF

s
+ 1 —1D: AC09462779

+a Ak

**% ENVELOPE RECORDS deferred/A/AC09462779 ***
message_size: 461 248 1 0 461

message arrival time: Wed Aug 19 20:15:40 2015
create_time: Wed Aug 19 20:15:40 2015

named_attribute: rewrite_context=local

sender_fullname: root

sender: root(@intersec.domain local

warning_message_time: Thu Aug 20 00:15:40 2015
original_recipient: shodai(@libra.sho.local

recipient: shodai(@libra.sho local

*%%= MESSAGE CONTENTS deferred’A/AC09462779 ***
Received: by intersec. domain local (Postfix, from userid 0)

id AC09462779; Wed, 19 Aug 2015 20:15:40 -0400 (EDT)
Date: Wed. 19 Aug 2015 20:15:40 -0400

To: shodaif@libra sho local

Subject: helo world

User-Agent- Heirloom mailx 12 4 7/29/08

MIME-Version: 1.0

Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit

Message-I1d: <20150820001540.AC09462779@intersec. domain local>

From: root{@intersec.domain local (root)

helo world
*** HEADER. EXTRACTED deferred/A/AC09462779 ***
**: MESSAGE FILE END deferred/ A/AC09462779 ***

HllEs
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TYIOMyDRATERL, BIRFEREEEIDSCENTEET,

v

s ZEA-NF21—0—F
F1—8 Fi-%

i1)) Size S{SHEF *E7T EE5% Status
Wed Aug 19

5024E62E62 409 204527

shodai@libra sho local shodaif@libra sho local
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42.1.5.1. RBX—)LFa2—D5H0

X—=)LF 21 —DFMERTLET,
RBA—-)LFa2—0D—§

v

s fREA— IS —OFH

F 21— ID: 5024E62E62

ik

*x ENVELOPE RECORDS hold/S024E62E62 ***
message_size: 409 726 1 0 409

message_arrival time: Wed Aug 19 20:45:27 2015

create_time: Wed Aug 19 20:45:33 2015

named_attribute: log_ident=5024E62E62

named_attribute: rewrite_context=local

sender: shodai@libra sho local

named_attribute: log_client name=ip-192-168-1-60.sho local
named_attribute: log_client_address=192.168.1.60
named_attribute: log_client_port=34297

named_attribute: log_message_origin=ip-192-168-1-60.sho local[192.168.1.60]
named_attribute: log_helo_name=intersec

named_attribute: log_protocol_name=SMTP

named_attribute: client_name=ip-192-168-1-60.sho local
named_attribute: reverse_client_name=ip-192-168-1-60_sho local
named_attribute: client_address=192.168.1.60

named_atiribute: client_port=34297

named_attribute: helo_name=intersec

named_attribute: protocol_name=SMTP

named_attribute: client_address_type=2

warning_message_time: Thu Aug 20 00:43:27 2015
named_attribute: dsn_orig_rcpt=rfc822;shodai/@libra she local
original_recipient: shodai@#ibra sho local

recipient: shodai/@libra sho local

*E MESSAGE CONTENTS hold/5024E62E62 ***

Received: from intersec (ip-192-168-1-60.sho local [192.168.1.60])
by intersec.domain local (Postfix) with SMTP id 5024E62E62

for <shodai@libra.sho local>; Wed, 19 Aug 2015 20:45:27 -0400 (EDT)
Subject: Hello World

Message-Id: <20150820004533.5024E62E62 @intersec_domain local>
Date: Wed, 19 Aug 2015 20:4527 -0400 (EDT)

From: shodai@libra sho local

X-Mail-Scan-By: MWMCTL ver 0.2a35

hello world.
*** HEADER EXTRACTED hold/5024E62E62 ***
##% \MESSAGE FILE END hold/S024E62E62 ***
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¢ SPF[C I v 7(FAIL
SPF(Sender PolicyFramework) [CfE D TCHIFEEIT D CENTEZT,
EEBBITDNS ICSPF LI—RESIRIDCET, X=)ILOIINO-TREEB P RURADZ
DLUI—FE—HITDIMEEITDCETEXAA VDERZITVHELET,
MRZEBEIRTEET,

RREB 5768

Frv DL FryvDRTNEEA.

N & =T SPFRFT—8 M Fail] DIFSIC. SubjectfLIBICA v & — KN XTSI
[CIBE LIEXFMEASINET,
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¢ JSvyDURMRY FD—DOP RURFQDN )
FQDN FERICKN TSV DU R REBRELUET, HITXUD TEHIEE TEZT,

v RS DERA
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42.1.7. X —)UIRE

EX—)VRTFHAEID. BESNERHFICE DA —IVEBESNLE A=)V FURICEET DHEETT,

- « AEBERIA T BIBSIE. M4.1. U—ER] T N X—=)LDY ~O—Smwmet)) | —EX
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XN EXTY
RENR XA Y ERRUET,

BRIXSA—ILPREUR
FLRFEA =)L FURZRRUET,

—HE{
REXIR XA VO—HRHZRTLUET,

-+

RS
BELUTNBRIOEREEEELET.
v NS > DERBA

280 GliE
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A > DExEA
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4.2.1.7.1. X — VIR EFREBIVEETE
BEETOBEIE. 1 FIUDEX—)VIRESRTEEEERD., BEBHOABHPEHEE L TERRS
NE9, REIDEBIIRALCERENDFET,
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B AL RIFEEEN
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A A— LT |
2
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A > DFHEA

B0 5568

[527E] BREULCHNSZRE LTI,
ENE] BEULCABZREL. [4.2.1.7. EX—)UREF] OBEICRDET,
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4.2.1.8. X— I T +DFFE(R X1 YV D=RER)

X—=UVTUR+DER. BEBZTDCENTEXT,
X=UVDURREE HDPFURA(CNZEX—I VTR RBETOXI)ICEDEAXA—ILD, X—
D) A DA INEEICEEISNDEETT,
REXIRD AL VICFT VDL, RN] 2B RUET,
FA(%
@ vmmw30 example.co.jp
vmmw30_example.com

® BXAYE
REXTRD F X1 VB RUET,
v NS > D55

RA] | BIRUERXAYDOX—I T A +DBREETINET,
— [4.2.1.8.1. X—=U VT X +DEE]
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42.1.8.1. X—=U VT +DE

B A1) TYRDEE
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R | BUFS | NEC-MIL T T ADRE ANDRE #T | #E B
W% | HIF# | testmail T ADRE A DRE #T | BE EE
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et
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v NS D58
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I | X=UYTURA+DREZTVNET, — [4.2.1.8.3. X=U VT DIRE]
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1| X=UY DU EOBIRZETNET,

® X—UYTJURLE

A=V TUR BERTLUET,
® X—UYTJUZRFBAIAIPR

v NS> D58

[T )P 2DHRE]

X—=UYTJ)Z+AIA ) PRAEBE)DREETIET,
— [4.21.84. X=UYTJRFAIA P ADHRE]

® X—UYTUREXINN

v NS DERBA

[X > N\NDiREE]

X —=1)J1) 2+ X )\(members/actives 7 7 1 JL)DIREZETVNFE T,
— [4.2.1.85. X—= T ) A =XV /I\NDfRE ]

* X—VUyTY+0T
v TS D5R8A

[(®R] | SA-UYTURDOTZESRUET., — [4.2.1.8.6. KLiER
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42.1.82. X—=VTUZ +MEN
A=V D) ZARBEAXAYEZ—ISEEIBELT [BE] ZWFLET,
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FyE—USE: &5 CBEFE

ERE |

\

* RXA
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42.1.83. X—UITUZ +ORE
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Ny S —DETHZ

Subject FF 5AT il
Subject: IDFTH#

Reply-To: ={S5E HA—JLaEE
A—JLIE(E

[elena 1], [elena 100], [elena 10000]

TR (ZIED
ETHLAFHRETS

o AL BT L AESRETS
FERETS

From: Z=H A 0 A=) 1E(E:

A—)LaE(E

STHEEIZIED
ETHLAEEETS

A GAN TR AERET 2
FEEETZ

& Subject: ST T

Subject:\w & —([CHN0T DY T DigsE% N 5e

NEERLET,

Elena OEFDEXA—UYTUR & 00100 DEDIIBEBEEDET,

=EE &6
AN

(Elena:00100)

TTX—)LOABDOFTFNE LT,
(X=UYTYZRE:

X—=)LES) OBRROXFIENSLET

[Elena:00100]

(XA=UYTUR

X—=)L&ES] OBRROXFIENSLET

(Elena 00100) (A= T)Z+Z

X—=)L&ES) OFRDOXFIENSLET

[Elena 00100] (X—=UVT )2+

X—=)LES] OO FIENSLET

(Elena,00100) (A= T) 22,

X—)LES) OEANOXFIENSUET

[Elena,00100] (X=UVT )R8,

X—=)L&ES] OO FIENSLET

(Elena) X=UYTURRE) OEADXFIEMSUET
[Elenal (X=UYTURFE] ORADXFI NS LUET
(00100) X=ILEBES) OEADXFINZLGSUET
[00100] [(X—ILES] OEADXFIEMSLET

¢ Subject: ID H1#
Subject:/\w A& —(C{UNIT D@BOHTHEBEIRLE T,

FEE 568

o AE
X—=)LBSEILATTUREINZET

[elena 1],[elena 100],[elena 10000]
2 I CEAONT v VITENFET,

elena 01],[elena 100],[elena 10000]
3T CEONT 1« VIEINFET,

elena 001],[elena 100],[elena 10000]
4 I CERAONT v VITENFET,

elena 0001],[elena 0100],[elena 10000]
elena 00001],[elena 00100],[elena 10000] 5 I CEONT 1« VIENFET.

[
[
[
[
[
[
[
[
[

elena 000100] 6 MICTEONT v VIENFET,
elena 0000100] THCEONT v VTN,
elena 00000100] 8MICTEONT v VIENZET,
elena 000000100] IMITEONT v VITEINFT,
elena 0000000100] 10 fICRONT 1« VT =NFT,
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® Reply-To: 5BIS
Reply-ToAw & —DX—)LP FURETRENSERLET,

FEE 568

X —)VRIETTEREICHE D TTX—)LONBDFFWELE T,

X—)LREEP FURZHRET D X—=)LRBEBDA—=ILP FURICESHAET,

AXA=UYTIZAEPRURZRETD | A—UVTURAEDA=IVP RFURICESHZ T,

ERRET D BEDTFRARMNY D RICA=ILT? FUREEBE UFE
9, DYV TXU>TEIBETCEET,

¢ From: EHA
From AW —DX =)L RUREEBELZET,
Reply-ToANw S —DAX =)L FURZETRENSBIRUET,

REE 768

X —)URIETTEREICHE D TIAXA—I)LOABOFFEUNE LT,

X—=)LXEE P FURZHRET D X—=)LREBEDA—ILP FURICEESHZAET,

A=Y TIZAEPRURERETD | A—UVTIUREDODA—IVP RURICEESHZFT,

ERRET D BEOTFRAMNYDRICA—ILP FURZEEBELUE
ED

v NS >~ D58
RRE] | ANy —DESHRZICIEEEUCABTZHRELET,
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BIEX Yy —IDRE
A=YV TUR Y =N\DBEIFTRIETDIX Y EZ—IDDI5. 1 FOAILT, IS—AvE—I
EaRELE T, MEPRRETIEIX = YT X MERISICIERELIZEFRE T, TV T — ROYERSN
TWFET, SA—UYITURAFORBICENDE XYy EZ—IZZEELTIZS0),
fREE I DIREX Y B—IDBEZTEIRLET,

RSy TV OEE

© confirm E—FDEFEA OML OfEAFD)L T
O 8hEED ML T3 objective (B A7)
OML @A O EAr—0

¢ confirm £— FOSRA
BEERVIEORPTRIESND. EROBBVZERI DA —ILDABTI,
& XV /\5MERD
A=V T) A DA YINTENWADERB ULIZSICEERESND Xy EZ—ITT,
EIEU. BROINIY—0D TXYNMADEDIETR] O MEREIES LT, BRIEBISBR 25
ESNTNDUENDDZT,
¢ MLOAHAERE
X=UVT) DA FTY, guide VY FTEDIRSNZET,
¢ ML QEBEWNWITDOAILT
A= VTYIALTEZDIVY RO TI, help IVY FTEDRSINET,
¢ ML @ objective (HH)
A=V T1)Z OB T, objective IV RTEDRSNZET,
* ASXyE—Y
BEIEHRNIENR T UEEICESND XYy 2—ITT,
v NS > DR
iRE] | REXvEZ—IYDRETEIRLUCNDEEDREX Yy Z—IERELXT,
— 4.2.1.8.3.3. BIEX v EZ—YDiRE]

81



4.2.1.83.1. UE— FMEBIVY MEAF OB BIRE

JE-FEERIVY RERAFFUEEN
n JE—FEEOTFEERAFT ol EEN

ERFOE 7L A
JAAT—
AT —FEB A

UE— ~MEBIVY BB UERE
n JE—MEROTVFEAFOIEESE

{ERAEFO[E 7L A user01 @ exsample co jp
IAWAPE
PR —FEA

i
fil}

¢ EHFTEPELR
UE—-FEEIVY FORBAHFIEDX -7 FURZEBELET.
REFIIRTSINDDHTY, FRETDA—ILFP FUADEBFITEIEA)
FARRHFEHABRSO/NTI DIV, EUF R PUSF—=/N— Py V-—DZ8D)TEEL T
b,

¢ NRDO-—F
FREYFEFBRSVINDIA—T—Y 3 VR THEELUTCIZSU,

¢ NNRDO—FBAD
INZRTD = RARDDR D TVRNDER I DEHIC, EOI—ERU/NRD—RZEANDLET,

v NS > (DERBA

ZE] | VE—FEEIVY FOEAFIBEOREZTINET,
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42.1.832. JE— BRIV FMRE
IR IE— REIBIVY RESRFELET,

n JE—FEHOTUNESE

{ERFEO

pass password passwd
[v]initpass [vIhelp [“llog

add off on

bye chaddr change

change-address [¥]matome skip
addadmin addpriv byeadmin

byepriv dir Is
[¥]remove get [“]resend
put rename newinfo
[¥]newgnide [v]unlink-article []remove-article
forward

]

¢ FAEFTgOVYVE
BAEHFOIDE— IV R(pass~remove-article)ICF v LET,
v 1ND > D55H88

[

Rl | BEUVICABZRELIT,

s JE—RFEEBIVYRICDNT

JE—-FBEIVYERE. DY OV FUVRICKA=)EERDCETA-—UIT) R+

=N I DRI ZTDOICHDINVY FDCETT,

JYVEO—ILP RURIE TA=U VTR E&-ctl] ENDITA U PRETERINTNE

9, & ZIE mydomain.com RXA YD testml X—J VDU a5, Y O—)L)

L RIE testml-ctl@mydomain.com CTJ,

X—=)LD3EFHTZEITY FO—)LP FURICEE L. AXICBEIVY FXFIEAD U TE

EIDCETUE—FRIVY RHOERITEINET,

FEARZHFOUIDIE—FBEIVY FEERLUTLES0N,

MRICUE—-FBEIVY FZENDMBITLE T,

#4083 admin help DVY RERITU NI TEAF LT EE),

admin pass /NXD—F -+ FEEEGTUVNET, X—ILDOBBICIZICDITHMNETT,

admin help --- BEZEIVY RAITEZIRNDSE 3,

admin log --- OJ D&MD 100 TZRDFTE D,

admin add ?FUR -+ PRURADAZ ML [CERT D,

admin bye 7L X -+ P EURDAZ ML XV /)\DHD'SHEIBR,

admin off 7RUR -+ PRURDAZ ML —BROITHCT D, (actives file [CDHE
A9 D)

admin P RFUZ -+ PRUZDAD ML —BROTHZEHRIR, (actives file ICDMHE
A9 D)
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42.1.8.3.3. BIEXvEZ—IYDIRE
BEXYE—IDREZTINET,

RS Ay T—TDOEE

confirm E—FOEFH:

#%% Confirmation of vour will #*#®%

Thi=z mail i= to confirm vour will that wvou will join <exsample@vmZOa.mw.gnes.loc

If vou join this listc, please just reply this mail and send it back.

==% What is Confirmation? **=*

When automatic registration fucntion works, fml checks your will

VOur Wil

against tricks from others. The first phase in registration is to =send

subscrikbe vour-name (not Email Address)
subscrikbe Lnne Shirlew

If fml receiwves this content mail, fml =ends back a2 guery
(confirmation request) with the following phase:

confirm 84682

1 ZLnne Shirley

If yvou receive this mail and confirms it, please reply and sends back b

e
¢ EEXYE-YORE
HMBECRRUCEEE, BEAY E—YONSHFRENET (LRI,
WS ERE UREIZ@ T LT R,
v NS > (DEBA

confirm MBI DT,

[27E] | BEULCABTZERELET,
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4.2.1.84. X—UVY T RBIA)PROMWRE

A1, I demo.nec.co.jp
A=V 27) AF : testmail

w A=) VAR TIA) 7 AOESE

[A—) GV TA)FA]
testmail-request: | fml
testmail-admin: fml
owner-testmail: fml

owner-testmail-ctl: |fml

® BXAY
X1 YEERHLUET,
® X—UYTJURbE
HROA—=I VTR BERTUET,
¢® [X—UYTURATIAJPZA]
A=V TR ZEERITDIEC, MFOX-—UVTURARAIAJPRANEEICERINET,
DI PAREETA )P RBICHNT, EEDSVDERZESFENLET,

TAUPRE XINE

X—=UVT) 2 & include:/home/fml/[FfE R X1 V&) [ X—=1 VT~
Zl/include

X—=) VT A ~&-ctl include:/home/fml/[FfE R X1 V&) [ X—=1U VT~

£l/include-ctl

A=) >J1) Z & request fml@localhost.localdomain

A=) J1) Z +~&-admin fml@localhost.localdomain

owner-X—J VT & fml@localhost.localdomain

owner-X—J 1) A +&-ctl | fml@localhost.localdomain
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COPT, REYEETT 1 JPRIF X=1 VD) Z ~B-requesty X—1J) T ) A +8- admin,
owner-X—J V1) 2+, owner-X—'J 1) 2 ~&-ctl TI,

I PRE ERMA®

A=Y TIJR & BEERAPFURERDET, X—UVT R RRDX—
VIE, COPRURICERLUET,

A=Y R E-ctl IVY RRESBEP FURERDET., IVY FOHZ2Y
Z17D7 FURTT,

AX—=1)>J1) 2 +&-request A= T)ZAREEBEOP RURELTTHESEHBA
LIZWBBIE. COPFLRZEERLET,

A=Y +%&- admin A=YV DU OEBEDP FURERRDFET,
owner-X—J Y1) +E BOEEBAP FURAX =Y ITURRB@FXAUB)ICH
WCTIS—DEEUZHBEIC. IS5 —X—-)La2ET D
HDPFURESDFT,

owner- X—J VO r&-ctl | IVYEFRNEARP RFUAX=J VT FE-ctl@ X
1IBICRNT, IS —MREUCHESIC. T5—X—=)b
ZZETDCHDP FUREISDFET,

X—1) V1) R & -request_

BRRIERLIBADA-I VTR RBEEDY FULREUTCHELSERA UL NESIE
[X=UJ YT LB admin@ P XA V& ] ZIEELTIEE, COP FURICXTLTX

— VDR T —=/\DoXyE—IZXETDCEEHDFTE A,

X—1) VTR ~#Z-admin
X—=UVT)IAREBEBEDA—ILP FURZEELULTLIZE),

owner X—UYVTJZ+F
A=) A NDEEFIC A=)V —/N\DIS—Z@E URBEEDI S —X—)LikE5k
ZIRELTLIEEN, X=UYTUR T =)\ DI S —AXvtz—=IF, X=JIT1J2R
t%&- admin 58ICXESNZE T, )

owner X—U VTR ~F-ctl
X= VT2 &-ctl NOEEIS—DHBENDIS—X—)LXEHRZEELTIES0N,
Fe. CTTREULZA=IVP FURBAINCEINLTRNTLIZE0,
BRIAJPADEEIFITEEIN BIREBEDETEF A, BIFREL TS,
X=UYTURARRATIAUPRE A= VTR 2RI DE—HBICHIFSNET,
X=UVTYRZARAIINA=1) VT2 X/ \(members/actives 2 7 1 JL) DIREZTTL)
FTF. XVNDIRET, X—UVITUZARTERSNEXAVINA=IITJZRXAIIN, &
IEBICAYNEEWOFEIT)DEN,/BIFFREITNET,

v TN > DEREE
[(%%E] | BRELCZABTZRELIT
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42.1.85. X—=U T RXVINDIRE

KA, I demo.nec.co.jp
A= TR 1 testmail

n ATV A DEE
AN FUARR 1

[#E
* RXAY
RXA YBERTLET,
* X—UYTYRE

*

,_,

SIRDA—= VT A SBHRRSINKT,
A—=UITIURAEAIN

A= I T ZASAINERELZT,
JE—FIVYRICKDERCEDHREERTDEH. TVE—FIVYRORIY—] & [#TE
AT ICURIBE. FEE TXYNMANLSDUE—-—FIVYE] & 888K ([CUICH
BICE. BEEEEZFIBADTIERL TS0,

ERUEXVINIZ NG, X=UYT)ZEOXINDEDDDREECENDNE T, FIEERIC
SEBZEETDEE) A ELUTEEIMNZET,

XYNJRZBICIE X=)LP FURZBRIT TR >THEELE T, REVNDTSDTICLK>TIE
ZEDNFHEANTERNBEDHDFTIDTITEFRILEEN,

A =)L FURDFREICHZNTDE. DAY FEHFSTSNE T, FEDHED EDDHMHCTDC
EFBHTTLEEN, FEULBNWX=)LP RURD, ZEEROIS—F T v IRBTONEEA
DT, FEUTEULWEZEEELTIIZE0,

X—=J D1 2 X V/N\IE members 2 7 1 )UICEFRULE T, BEFIC actives 7 71 /)LEBUA
BICESHAET,
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42.1.86. RMIER

—JUYDUREOOT I 7 IVDOREERTLET,

P
T )2 homefinl vm20a mw qnes local exsample/log
B/ 10 |[FonsE (FTLET. (ofTEEET AL TERTLET)

118 makefml::passwd exsampl
8 makefml::mkdir /home/f
ing Passwi
passwd chan
makefml::passwd exsample
Initializing Passwd Ent
makefml: :passwd changing
makefml::passwd exsample u

user0l user0l user0l (£ml)
h 7] local "exaan’p efetc (fml)
/ fvm20a.mw.gnes.local/exsample/etc/passwd (fml)
y zrr2Ja. .7.qr.ea.'_cca'__."exaarr.p'_e_."e:c_-"passwd succeed (fml)
er02 userlz usex(2 (£ml)
in /home/fml/ nuja.[rw.qr,es.;cca;_-'Exsarrp;e_-'etc.-'passwd (fml)
mgi)a mw.gnes.localfexsample/etc/passwd succeed (fml)
sample.co.jp userl a (fml)
Xzanmple.co.jp] i Jvm20a.mw.gnes.local/exsample/etc/passwd (fml)
fvm20a.mw.gnes.local/exsample/etc/passwd succeed (fml)
user02 (fml)
1 fhome/fml/vm20a.mw.qgnes=.local/exsample/etc/passwd (fml)
fvm20a.mw.gnes.local/exsample/etc/passwd succeed (fml)

Initializing Passwd En
makefml::passwd changing /home/

¢ JrANE
—UYTUZRDOIT 7D ZBEVT 71 LB ERTLET,
v hE Y DR

(FOr0—F] | TENZNHBEIEEPEEIB LU TCERISNETINDT, ABSEINTSHR
LEWBSBICIE, (00— RIZBTURELTIIZE0),

A 0—RUREI 71I)UIE Windows DIFE. J— /Ny RIgEZE®H
DTCRMCEET,

¢ BFOTOOTRTR
v TNA Y DERBE

(Rl | BOTHODADRCEEIT DITHEANDLET, 0 ZADULERER. 2TRMN
LEITDTI 7 AIT A IDKRENVBEREITRDHNETT,
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42.1.8.7. X—=U VT OTDEE

u FB5E
O—F—h: EZPANAZTITS 150 Kbyte [
Oa—F—HL13L»
e :
¢ O—5—F
O02071)&20—F7—F (FNFTICERF|TLEOT D 7 ILERE U FIRICOTESREL
FLHDCE) TDYMIVIEBELIT,
» 2PA)IWHALXTHED
Q27 AILDYA XD, CCTEREUCYA AZMUALKRIC. O—FT—FETVET,
HEZAND L. U1 XADBEMZEEELET,
byte. Kbyte . Mbyte DELIMNEIRTEETT,
» O—F—EFUGL)
O—F—hFZT0WEEA.
COERZITDE. OTIDPAMIVOARABHEBSINTNE. T« RATBHINZEL I IJREHED
DODFIDTEIL TS0,
¢ R
AERITOOT I P AILVERIDEEELET, TEZE 3 ZEBEULCHSIE.
log—log.0—log.1—log.2—log—log.0...DIBICOT ZEB(LEEE) UE T,
0 [FFEETETFEA, (14.8.7.2. OTBEDEREI EFERZXDZET. )
v RS > DB
[(%%E] | BELIZABTZRELZT,
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42.1.8.8. X—1J V1) + HTML

A=V T) X~ CEBENEEEEZ HTML [CEBR U, TS5OUYTSRIDECHDEEEITVNE T,

R AL PR A EFPALAL
CIEATE
EELCE [OF:25]
[SE=p) O [1 v|eEfiisE
OFEB (0 v |BF 0 v |5
O | RezB v |0 R
HIML~—U i ®F Tk
OF74)L-dgzEawY)
(e eulE s i OFT7a)Lb
OI—FESH
O 2—HES

ZIR URL MU RICEDFET,

http:// B X+ V&(FQDN FER)/mI/ X —1) >V J1) X ~8&/

(B)"example.co.jp B X1 Y ED"test-ml"END X =1 VT X ~EMDEEE%E HTML B UIZIBE.
TS50 TSRIDEHD URL [E, "http://example.co.jp/ml/test-ml/"IC/R D FE T,

e - 5030 HTML B2 9 DHSIE. FRIIC A= VT U A FDREICTEEX —ILZREFT
BEREICLTLIES,
- HTML X—YRRER. BREXR—IRKRIEADILI—-TEEE. FNZ1N MHonArc
(Mail-HTML 3>/\—4), Namazu (BAEBEXERY X TLH) DRHENMMUBICZDEH
9. BRE. T2 EEIERLIEEL,

¢ BEEBX-IPREUR
A=Y DA LEBE—ERIN—IDRFIICEEULCA—ILFP FURZEBALET,
F2. HTIML R—=YXRRERICT T2/ FEERFED) ) ZERUCHESE. BREX-IDER
TICEEBEUEA—ILP FURZBA LT,

=EE 568

BALUSLY | X=)LP FUREBASNEE A,

BATD FrvDUREHEES. BATIEBEEDA—IL? FURZSEA LT,
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2
il

L)

ki

A= Y2J1) X +EeE 0O HTML ZHMEZBENICH CRNET,
F2Z. HIML XR=IYXRRERICT T2/ FERFED)] &ERUCHSIE. BRI YTV D
ADEFEABICHIENET,

FEE | 563

) | BE}EHEEMICLET

B3 | BEAEHZENCLET, BEEHNEDFRIMUTLOEIRIFETI,

FEME

568

ISk

BHIIHEEMNZEELFT. ()3 BEE

B8 XX B YYD FHIDIFERIUDEEELET. B) BB 3 50 D

BB XX EB YY 5 | EH I BBOEBRIUBEZEELET,

(b)) BE BB 2 85

¢ HTMLAXR—YRRFEA
HTML XR—YDRAEAZEELZT,
REB 5788
TOA4)IE | TOIAIWEORTFHERTI, F—D—RFEREO( VYT T —RAIHDFE A,
T2 | TOAIVEORTERATT, F—D—FEREDOTI VYT T —ADDBDFT, &
(- ==1)) BN =Y DRTENIEIUTKDEIRTEETI,

=EBE 5788

T27)UE T2V EDORTEATI,

A-UEH Namazu D7V IU—btFT 1 LD FUZEBELZET,
mknmz IV RO"-T"ZA T3 VIC5ZD5IEEEELT
<EESVWREARZSIE T I 2L b ZBEIRUTLIEEU),

A—YFE | MHonArc DUV 71 I)LEBE LI,

Mhonarc VY FD"rcfile" 27 TV 3 VICE5Z DI ZEIEFE LTS

(Mhonare [CEEULSBWESIE IFI2)L ] FEE TF772)0 GERED)

ZBIRUTLIZEN,

vy, | s MW U —/NTIE RRWETE. 0SS D Namazu ZERALTNET,
- MW U —/\TId. 0% HTML TIRF I DITHIC. Perl D) T ~T3HD MHonArc ZfE
BUTWNWET,
v RS > DEREA
[VERK « B%A] | IBRE LICAB TR KL UEH LK T,
[BUBR] BESNTNDABZHIFRLE T,
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Fivh

* HTIML & ERNDEBZHCEDHE. —BRFZRITUTDSER - BHEZET LT

1z,

* X=U VTR EDREINTCHRYFOHRE. HTML ZHETENNFET UTRRSN

BDBENDNFT, BAEBZEZSE Subject DA —)LEAXA—U VT FCERIBIDCEICK
D, ZNUEOA—ILOXFEITZORIDCENTEET,
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4.2.2. X — )L —/\(dovecot)

X — )L —/\X(dovecot) ICHB/RBEZTNE T, X—)LT—/\(dovecot) ICIFUTDEEBEN DD F
ER
BIMAP T —/\5%%E
BPOP3 t—/\587%E
EIMAP/POP3 tf —/\:@587E
B — VRGBS ZEEHEE
B SSL SIS
POP3 overSSL Z{FERAT DiHE. X—ILD 51 PV D bDEHN— FESIE 99 BICHRELTIZS
L\o IMAP4 overSSL Z2A I DIHE. M— FBSIE 993 BICHE LTI IZSUN,

o N SSL [CDuL\T

SSL (&, BIEZEBSItTDEHDOTORIILTHD., BT —/\RICSIHEENNB T,
MW Y —/N\DHEE. BARICEBENICESBIRDIAEN 1 VA b—)LanZFd,
COFIREDOEMEARE 1 F£TI,

IMAP & —/\D5RFE

IMAPH — S {E A : FERTZ o {FRLAL
Hh—tES:
SSLEERRT —FES:

¢ IMAPH-—)1\D
IMAP Y —N\Z&EAITDMEBURNEEIRLUE T, T2/ ERUERNTT,
REE 5788
EATD IMAP B —EXXZBRLZET,
FEALEL | IMAP U—EREFERLEEA.
¢ KR—+BS
X =)L —=/NIMAP)MERAT DN — FESZIEBELE T, BRI 143 ZIEELXT,
REEHE. 1~65535 EIXNFET,
¢ SSL EAN— 8BS
X =)L —/NAIMAP)MERAT D SSL FEflsDM— FBESZEIEBE LTI, BEIF 993 ZIBELE
9. RELEIE. 1~65535 EIxNFT,
v NS > DEREA
[(B%E] | IBELIEZNBZRELZET,
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POP3 Y —/\D&E

poP3t— S {EM: BEHTE o fFERALIL
T—+E2:
SSLIERAT—FES:

¢ POP3 HY—/\DfFH
pop3 Y —/NZERIDINERUSNZRBIRLET., TIAILRE ERURNTT,

=EE 568

EAEERS pop3 U—EXRZFRLET,

EARALURXLY | popd U—EXRZBBLEE A,

& h—+BS
X =)L —/N(popd) BMEA T DM — FBSZEEBELF I, @%(F 110 ZEBELET,
REEHEE. 1~65535 EIXNFET,
¢ SSL BEAN— +BS
X — )Lt —/\(pop3) HMEA T D SSL EFIFDIN— FESZIBELF T BEIF 995 ZIEE LI T,
REEHEE. 1~65535 EIXNFET,
v NS > DEREA
[B%%E] | BELEZRNBZRELZET,
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IMAP/POP3 —/ XD @5 5E

= IMAP/POP3H —1 \iL@ T

Pv6-{ 71— 20 MER: Py R TS
SSLEEE1AhkE: [6] SSLv3, TLSV1BE2 (k4 —BCHIHE 128bit~256bit -
¢ SSL EBES{ERE
SSL@EICHNTERI IBSIbDiE EZ NeeH 5&BIRLE T,
FIEE 5783
SSLv3,TLSv1/B8 513 —EehI&K:128bit~256bit EiREfE

SSLv3,TLSv1/B8S{t+ —Be bR :64bit~256bit
SSLv3,TLSv1/i8S{tF —BehIK:40bit~256bit
SSLv2,SSLv3,TLSv1/i8S{t+—H5I&K:128bit~256bit
SSLv2,SSLv3,TLSv1/i8S1{t+ —Be 3K :64bit~256bit
SSLv2,SSLv3,TLSv1/i8S1t+ —Be 3K :40bit~256bit
v NS > DEREA

(%] | BELECABZRELET,

AR REESHEESRE |

v NS > D5REA
(X = )VRFEELSHEERTE] X —=)VREBEEEDREZTINET,
— [4.2.2.1. X—)UIRGES=ESEHEERT

SSL RS EE

m SSLIEASETR

‘ SSLIFERSEE ‘

v NSV DFRA
[SSL ;EBgE] SSL SEBEBDIFRIERETNE T, — 4.4.8. SSL SIEEEE]

95



AR

ARFEEES AT

SR ERTD @ ERALGEL

f T*Egﬁ
A AFFEEES T T | o

MFO—HEE: UTF-B -
J\EWEJTE(From)Z
AL (Subject):
Futr—iIAE:
* X IRGEEEEHEE
BREEME E
EATD X—)VIRFEBSESOHEZBENC L. X—IVIRGFESESHRTEMEEERT
DHBBICERLIET,
BRURLY | X—IVRGFEBEESDOHEZFERA LI A.
* X IREGEEES/N\—tYF—Y
SENNE

A= )LDREFBEN A —IUNy D RCEID B TONLRESECT L. BESNZRESE

LIEBEIC. BEX v E—IEAX—)VICTENLET,
RETBEREIL 1~100 TY,
® X )RGEEES XAy
» XFIO—PRIEFE
REBSELEEAXA Y E—YDNFI—-REEELZY.,

RIEME 5768
UTF-8 UTF-8 [CERESNZET (T IA/L ),
1S0-2022-JP | ISO-2022-JP [CERESNFE T,
» X{ETFErom
BEEEA—)UPOD From P RUZAEBELEI,

» A )U(Subject)
BEZLEA—)LPD Subject ZIBFELZE T,

» XvtZz—IKX
BEBEEX—)LDANEANLET,

v IND > DR

[527E] BREUZABZRELET,
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4.2.3. X—)U3Y FO—3(mwmectl)

A=)V FO0—S(mwmct)[CBET DFREEITNE T, CCTIE, R/INAXTREREDEA —)VIRFH
EMTAET,

[ AsLiEEE |
[ sl LFEEE

4.2.3.1. Z)NHXURESE

ZINDSIRBEEITUNE T,

ZINDXEEBTEICDUNTIE, M4.2.1.6. 2/ NAXIERIEEESTE ) 2B LTS,
4.2.32. X —)UIRFESE

EX—)VREFREZTNET,
EX—IVRFREICDNTIE, 4.2.1.7. EX—)URZFI 2SRUTIZSL),
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4.2.4. Web H—/\(httpd)

Web & —/\(httpd) [ICBE T DEREZITUNE T,
Web & —/\(httpd)[d. M TOBEICHODNTNET,

WERERE

EMIME 5+« 7

WES{EaE

MRDRICEFBUTCIYRTLAZEERLUTIIES),

* Web —/NTRHISINDIL— T LD RJE ZOEICBIMMNDI »IUIL. SA—YDRE
BEBZODTVNET, FESA-—YDOR—ALAT s UD RUK SA-YOBEEES O TNET,

o ZRRAVIITEFNEE

InterSec/MW [C+ YV A+ —)LESNTUV\DEBERD T FEEBD P TUT—Y 3 VDEEL. Y
TDEXDICE>TRNZET,

20T & T UDRUNZE
Perl /usr/bin/perl
PHP /usr/bin/php
Python /usr/bin/python
Ruby /usr/bin/ruby

PHP OFA

InterSec/ MW Tl PHP5 X2 )T ~CxIimLTCWLNET, PHP5 X2 T ~(E, .php) OIAK
FTCEHFINTNET,

SSI MFIA

SSI ZFATDIHBEIF. T LD RUDEET. [SSI Z2EAITD] Z2F v LTS,
SSI ZfEA ULIZ HTML 2 7 1 JUDILRFIE Ishtml] & LTLES0N,

SSI MFREEBMCTBICIE. FXAVBEBEXZ 2 —DIWeb U—/NIDIFT+ UD HURRE]
KD ISSI ZBEMCTD] Z2FTv P U TEELTIIESL,

R XA 2D Web B —/N\NZ( R XA VEREDRIC [Web U—/\E | ZREULCHS
DHHEM TSI,
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BEARERE

FNTD Web U —/\(httpd) [CHIBISEREZETTUNE T,
T—hES:
PN
B LT
3 —iEmR:
I —THERR:
QT YOBENFO R
HARED S IRE:

¢ K—+ES

Web B —/\(httpd) DT I # U FR— +FESERRULZET,

[4.3.2. FXAVBEHRENI EULLIE M4.3.3. FXA VIBERRE] OWEB PO EARN—+ES”
TIRELEZBERDET
& BAEHEH

RISICEGAERI ST 7PV FOEREIEELET.
® BHYIAALAPOE

CCTIEBEUEMHE. U517V FEOBENRINIE. ZOEGKR>UINZEDEHELET,
& 1—HIER

Web & —/\(httpd) DD 7 1 I)VICP ORI DR CCTEEULCI-—YDEIRT PR LET,
AHECERSINTNDINTOA—INERIEETT , UMFDFIEIC T, seiiz T o T IZE0N,
cERXVOA- [Q—tE]

AR RX YOI [A—-T&lelD/L—T&]

T2 7 )U ETIE. nobody(FRIEIRDIER UNFEBRNPADY REBR>TNETD, 1HICEFID
HKEAZNBERF. BELURSNTLES),
& J)—TER

Web t—/\(httpd) VD 7 1 IVIC PO R T BDE. CCTEHBEULETIL—TDHEIRTPOERALE
T, BERXA VIR XA VICXHMT DT IL—TB&BEL TSN,

T2 )U FTIE. nobody(FRIERDIER UNFEZBRNPADY RER>TNETD, 1HICEFID
HRENAZNBERF. BELURNTLEE),
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¢ JVFVYOBRENFI—E

IBMtI D Web VT IVYDIVTIVYAE A TH text/plain DU text/htm]l DBEDXFE I —
FOBIEBZRELZ T, "KEXE"ZRELCHESIE. COREBRZENL LEX T (Off"'E @R,

=EBE 5788

On Apache RBEDT I # )V FXFL WY F 150-8859-1 [CERESNZK T,
Off JVFYHDO META BRTEESNIZXF Y ROBHICRDFT,
UTF-8 UTF-8 [CERESNZI (T I/ ),

1S0-2022-JP | ISO-2022-JP [CERESNZE T,

EUC-JP EUC-JP [CERESNFET,
Shift-JIS Shift-JIS [CERESNF T,
REZE JYF7 YO META BERTEESNEXFERY RHOEMICEDET,

A1 !

12

IVFTYYDOXFI—REER. TS5OYRITONHETEERSEDCHICBROIYTY

3 | W TEITRICIEESN BT EEHEE LET,

¢ KALBOTRE

OJIREICRIT DIRR ~BDOBRIFROENFZIBE LE T,

1EEEME SH

72 BELEBEIR. BHITO IP [CXY L DNS 3IZEETHF PO AT ([CEETO
IP ? U ZADEHR &EITUNE T,

DNS /Ty FEEBSEDCEICK T Ry FD—=D 35D 1 v O ZEERBK
UE#IT DNS 5IEIC KD U AN Y LEEZRES TR RBNIBEIE. "2 D"
ELTLEE0N,

Z> BRELLHBI}. Bitd IP [Cx L, E5IE &[TV POEROTICHRR ~&%&S
MUFET, WEB POEBREHCT T, BRIOP D ZRBHEGTVNZVNESE. "V
"CERELTLEEN,

5T BRELLCHEI}. BHtdD IP [Cx L. F5IEDRIC. ZORBRICXTLUTIESIEE
TNET, MR FBZXDEBICHEE LEVNBSE. "I TIVCEREL TSN,

v RS > DEREA
[(2E] | BEXAREICEELLBEREZRELXT.
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MIME 51~

B MIMER-1
MIMESZ(FDEE |

AU —RY FTOT—HDERZECHERI DT —IDEBRY 1T
[MIME &« JDEEE] | &8N0 « Blfg gD ENTEET,
— 74.6.5.1. MIME 5 JMDE%E ]

v IS > DFRBAE

S S{b@E
u B S{58E
IE = 385 | sSLv3, TLSv1/85 2 (k< — B2 51 & 128bit— 256bit ~

& BS{tRE

BS{tREZNEHSERLET,
REE 5788
SSLv3,TLSv1/BES1t+ —BcbI&K:128bit~256bit BERE(E
SSLv3,TLSv1/B8S1b =+ —BehI&K 64bit~256bit
SSLv3,TLSv /8851t —Be 5K :40bit~256bit
SSLv2,SSLv3,TLSv1/88S1t+ —Be5l&K:128bit~256bit
SSLv2,SSLv3,TLSv1/i8S{t+ —H5I K :64bit~256bit
SSLv2,SSLv3,TLSv1/i8S{t+ —H51K :40bit~256bit
v TIND Y DEREA
2] | BRUCESItBREZRELET,
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4.2.4.1. MIME 541 JDEE
MIME 5+ 70BN, wmERKIUVHIFREITVNET,

Ea(d MIMERAF AR T
text/himl shiml
application/x-x509-ca-cert crt
application/x-pkes7-ctl ctl

L&hol | MIME &+ J&810UFEd, — 4.6.5.2. MIME 5+ JD8h0

[4REE] | MIME 5 J&EfRELE T, — [4.6.5.3. MIME 51 TDIRE

[BUFR] | MIME &1 JZHBRLE T,

& MIMEX®AT
MIME 541 J&&xmnUZET,
& HhRTF

MIME &+ J(CXIii 9 DILEFERT LK T,

52 # )Lk MIME 9+ J(REFRT)
FTOAIETHEESNTL\D MIME 5+« J&aXRnUFET,
MIMEZA 7 Ak T

application EDI-Consent
application EDI-X12

¢ MIME&SA T
MIME 5+ %=X LET,

* HERF
MIME &+ J(CXI T DILKRFERTLUE T,
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4.2.4.2. MIME 5+« 70D:8h0

MIME &« JD&N&ET1ET,

MIMER-:
oAk
RE
¢ MIME&%Y<J

ek F CxImfY 72 MIME 5+ JZBELET. MIME 5+ JId type/subtype DFEINTERE
LTLIES), CCTT, type & subtype [d. FBAERHAFEMTOFBESOMAENE TERE

LT<L<iEEy,
'#2 _"$% &' +-. | ~
¢ H3RF

MIME 5+ J XU (3 DR FEIEE LI T, (EHBHFETETT, )

By MYED [IBRF) OFEATEELET,

BEIEE I DHEIE. FAIN-R, HDNIHITXLID TEELET,
v NS Y DER8E

[527E] BEUIC MIME 5+ JZ&2ELUET,

103



4.2.4.3. MIME %+ T D#REE
MIME &« TO#REETINET,

s MIMEZ1 7O E
MIME-77: text/html

.shtml

YRR

i
frit

¢ MIME XA T
fwEEZ1TD MIME 54 JZ2&RR LK T,
¢ HEF
MIME &+ J &Y 1T DRk FZBELE T, EHERTIETT, )
By MYED [IBRF) OFEATEELET,
BHIEE I DHEIE. FAIN-R, HDINIIITXLID TEELET,
v NS Y DER8E

[527E] BEUIC MIME 5+ JZ&2ELUET,
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4.2.5. iFZI55E (ntpd)

NTP Y —/\NDFEEZTTNET,

EZIGHEE (ntpd)
NTP H—/\OEITA T3 VEHELET,

W Er 82 (ntpd)

AFvas HFEHE
restrict - default kod nomodify notrap nopeer noguery

restrict w -6 default kod nomodify notrap nopeer noguery

restrict - 127001

restrict - -6
cerver v I O rhelponl ntpore Iurst
server v 1.rhelpoolntporg iburst
cerver v I 2 rhelponl ntporeg Iurst
server v Frhelpoolntporg iburst
¢ Z3T7y3Y
=EBE 5788
server ANBE NTP O — /N E IR Z1TUIE T,
peer NTP J—/N\E@LtZEHLET,
restrict NTP J—/\Z IP ? FURATEELET,
] =REZHIFRLET,

105



0%

* BENRN
NTP F—/N\DIP P RFURFE> R XA VBZEBELTIESNN,
Y RT AICEESNTNDEFZIE NTP U —/\DSBASNDEBZIDRENKELRDE, IELL
ISZIBEANYT A FE Ave
H5NCH MB1Y - 5% TEULNBEBZREDLE. NTP Y —/NaRENh<ZES0),
ZEHZEEEULCHESE. ZOFRETZRIFLET.
Restrict 773 3 Y TEETED/NSA—IRBMUTDERDTT,

=EBE 5788

ignore BEULEY—=/I\DS5DINTD NTP PO =EHE
noquery BEULLCY—N\D5DEBZBNEHE/N\T v b ZHER
nomodify BEULCY—N\DOSDBREZREER/NT v FZHR
notrap BREULCY—NCH UTRERIC Sy TZ& LT3R
a BREZHIPFRLET,

v NS> D5RER

[27E] | B5%IRE(tpd) [CIBE LIZNBZRELE T,
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81 « %
COR=IZRVNEFROBEZRRLUET.
REIZBTRITDE, SRRSNTNDEFZN'Y AT AICERESNET,

W B -5

o015 2 10 H oo B 11 BFas o | a@mm

¢ 5£.868E0P
RERRZEEELET.

v 5 MDERA

[27E] | B1Y « BRICIEE LR ERE LE T,

w0 | YRTLACRESN TN IHLEDBENAEBDE, NTP Y —/\DSERICREITDE
DTERLRBENEYT, HEHUHIBN « B TE UNBRESRED E. NTP H—/\EHREL)

<rZEby,
> a AN LV
B 13 F —7r - America/Mew_York - |EAE
® DA NhI—-Y

HA LI =VEERLUET,

v NS > DERER

2] | BRSNIZYAALAI-VICHRELET,
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4.2.6. ¥ 25 1\E#H(mwmonitor)

MW H—=/NXDYZF L)Y —=R (CPU, XEU, T1RD) ZHR U, X—)VICKDBHREITZET.

w

A7 &R (mwmonitor)

m 7 A7 A B iR (mwmonitor)

CPUfEAZEE 90 %Lk

I8 AE JE IR 10 %Ll b

T AT ERE 90 %Ll b
/dev/sdal(/)

A= L A |intersec |
A=) BERE L A |r|:n:|t |
BIEFRA—IL T —/1 (127001 |

RIS B s
B iRErR 160 b
STE
¢ CPU [$AR

CPU EAERNBESNLERID ERENEEICBRLET, T IAIL I 90%TT,

¢ PIEXEFHAR
AEUEAEMEESNLEBXIDERENGSICEBRLET, T 74/ HF 10%TT,

& T+ AVBAER
T4 2AOBERPMEESNTEEINDEATVIEREICBRUZEI, T 24/ FE 90%TT,
ERID/IN—T 1 Y3 IUDRRSINFTIDT., BERIRET DT AV=EF v I UTLEE0),

& X—)LBHRTPPEFEUR
BIRX—)VDOXETA—=ILP? FUREEBELTCLEZEEL), T # /U FIJ intersec TT,

® X )UBWAPEUR
WX —)VDREHA -V FURZBE LT IES. T 77U I root TT,

108



wO | TATIUEHIT RLU R TX—)Lil@R5 P KU ICRET DX —ILP L RSBhET A
THIRAINENDNZET,

& BERX-ILY-—N
BIA — )V ERE T DRICEHR I DX I —NZEBELTIIES, T I 2)U HF 127.0.01 T

ED

¢ EEMERE

F—EBICLDBREREDEM CTEELF T, SDULDEZZRELTIZS0),

B

REE
ERERENSEMITRELXT, 20 WU EDEZEHRELTIZS0,

L 2

v RS> DERER

28 GlE
[527E] EBREUCABZRELET,
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4.2.7.J)E—F¥ 1)b(sshd)
SSH (. MW Y —/N\ZIVY rS4 VU TIEEITDCHICRIABSNET,
SSH (ZDSA4 PV~ « U—/\ED@ERBZEBSItL. ZEHDsV\BEZRHELET,
JE—FY1)U(sshd)ICEET DETFEBIIHDFE A,

., SSH i Cld. root PNV FTOTA VITDCEETEFE A,

root PNV FOMERTIVY RSA YD LRENMERBSE. NECCI [CRITDOT
AYPADY S BEEPADY L admin TY) TOTA Y URZHE. sudo VY FTE
ELTLIZEL, MW B —/NDEEBEPND Y FTlE. SSH BRI DCEIFTETEEA.

Ll
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4.3. X—)L—=/\

X=)LF—N\DEEERZRT LI T,

AT LERS

A— L — 1 (postfix)

l —E' 2 5 A— L — 1 (postfix) [E5] [~ LT
| A | | Ao sERIFREA |
[ e |
[ Py ——— | [ §EtFa-Ed |

m ¥ —JL T+ 0 —S(MWMCTL)#

[ 2L |
[ aAiReEE |

m A — )L AGEERRE

[ A-LadiERE |

A =)L —/ \(postfix ) [CRIT DEREEITINE T,
M4.2.1. X=)LY—/\J] CA—DBEBZERTLUET, Filld 14.2.1. X—=)LTF—/\] 28RUTE
<IN
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4.4. A7

VRATLADRREZEEEUIED, Ry RO —D0BREREREY AT AFREREZTTNET,

VAT
LAT L I~ L]
n AT LINEE
AT INESR Ty b — g
CPUIXEHERTR oy J— 5l
JOPAETRR TAAMERIRR
Fyh—2 | B |
SSLifAEEE
AT AEIL/EESR
227 LOfEIE | A7 LOETES |
AT [FESEE
Oy g S Py T RT
INr—= 1SERIEE
ManagementConsole

YRATFTLAEAEIE. MTOBICODONTNET,

WY 2T NIRRE

WY 2T NFERE

B 2T AL/ BicE)

WY 25 ART
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Y25 REE
Y25 ADREERRT ST ENTEHT,
(R ——

| AT TR | | wbo-DERIGR |
| CPU/AEVERINR | | Fyh—hE2HR |
| JOEAETHRR | | FADER IR |
v hD > M5B
PFSIN I2FT DR EXD 0S BREEERTLUET,
— [4.4.1. Y25 LIER]
[CPU/XEUFEAIKR] | CPU EXEUDRABRICRET DMETERERTLET,
— [4.4.2. CPU/ XEJBEAIKRI
[TOtRETRR] YRAFTATHELCTND IO ERO—EEZRTLET,
— [4.4.3. 7OBRETIRRI
[(Ry FDO=D8EHIKR] | Ry FD—=D40 V9D 1 —AOMAROEHFINRERR L
¥, — [4.4.4. Ry FD—DEHINR]
(R =D —D 52k VI RAT ADRY FD—2D520(nslookup, dig. traceroute, ping)
ZT0NET, — [4.45. Ry RO =DM
[+ ROBAKR] VRAFACEHRLUTNDT + RODRREZRTLE T, FE.
SAMBA H—/\Xb NFS U —/\\DEHFZEBITNET,
— [4.4.6. T+« ADEREKR
Y 27 DERRE

YRATAICEIDREZITDOCENTEET,

v

| E | | EIERE |
| SSLEFREEIE |
RS > DEREA
[Rw +D—=2] TOAIWRT DA R—LAT—-/N\REEZRELIT,
— [4.4.7. Ry D=2
[B5%IERRE] Y RATAICERESNTNDBEZRT/ BRELET,
— [4.4.9. BFZIFRE ]
[SSL iFBAEEE] SSL EibS IC M BISFIBRE B R EEE LK T,

— [4.4.8. SSL ;[BREZEETE
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Y AT MZIL/ERE)
[YRFLADELE). BRU [YRTLDBEE)] ZXR{TTCEEI.

W 27 AEL i g

| YATLOELL

| | VAT LOBEDE |

| AT LSRR

v TS D5

[Y 2T ADIELE]

V27 LhEELE vy RYDY) LET,
— [4.4.10. Y 2T LADIZIE]

[V 2F LADBRE)]

YR LEBRE (UTJ—F) ULET, TYRTLABREZRS
LE UL, BREICIEHEDDDDFTT.] ELDXyvEz—IN
KnhanzHhe, UIES<K LT Management Console DX
1—ZBRUTEESRTSNDEDICENIE. YT ADE
BN T U CEICEDET,

— [4.411. Y 2T LADOBHE]

[R5 LiEEIRE]

32T LAiREFOFHEEOREN —RIVICET DREETT
NEER — [4.4.12. YT MFCEIEETE]

Y RT LRT

YRTLADRTICRITIRIFETNET,

AV EE

| | Va7 IN AT |

| | AR |

|
| DT =
|

ManagementConsale

v NSV DEREAE

(OTEHE]

IZATADY—EZANENTDOTDERETNET,
— [4.4.13. OJEIE]

Ny =31

MW S—/\DOPvITF— DNy T —IDBBETUNET,
— 4.4.14. )N\wT—3]

[Management Console]

Management Console #&#itICEE 9 DREZTTUNE T,
— [4.4.15. Management Console |

(15 RIFEN] Y RT LMEENFEE URBERED—REMICHERIERE R
ADY—ERTEICEHEIRUET, — [4.4.17. |EIRIEEL
INwDPyTINIZEPL | TPAILDINY DTy TOY R S PEFTNET,

— [4.4.16. NwDOPwv TN 2P
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4.4.1. Y A5 IMER
AHRBICEINHTIZR R FEXD 0OS [CRET DIBWMHARAINTET,
C P UBRINR

CPU EHREZXHLE T,

F o mwi03
088 Linux
osYY)—#ES 2.6.32-573.12.1 el6.x86_64
0S8 —3/3, #1 SMP Mon Nov 23 12:55:32 EST 2015
N—F2 7O EH x86_64
JOtzw o fEE x86 64

*
=t
-
Iy

A

T—NNDOMZAFBEXRTUET,

L 4
;
)

BERALTND 0S DEEZRITLET,
¢ 0SS JI—R&ES
N—RILDIN—=Y 3 VBERZERTLUET,
¢ 0SS N\—Y3Y
0S ODN—=Y 3 VIERZRTLET,
¢ N\—FOITPOEE
N=ROT PO« TERRLET,
¢ JOrvyYoiEs
J0yYDY 1 TaRRmLET,
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4.4.2. CPU/ XEUEAKT

MEXEY, REATUICDNT, MXEUBE, EZBE. ERRZXRRZLIT,

CPU/AEERIAR

VAT L CPUATE MERIAR [Ea] [~

FnofEICEmEmE ) TL v AT A (2015/04/28 1055 33 IRTECIERIAR )

¢ NiowscEEE)ILYY21dD
BHTOA T ERIRNR. CPU ERINROBEIEH EIEECS=EI.
BRICKRMBEROIREIBLERT LE T,

FEE Gz

BTy OH0 |10 WTECBEREEHLIT,

OFzvDL | BROBHETNEE A,
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XE U ERRR

CPU HEREXRRTLUET,
B AEVFERIAR
S ) iy =
(ME) (ME) (%)
e AE!) G662 75945 202
{RFEAE!) 0 0 100

YEEAT)): |
RIEAT): [

T T 5%
& PEXED
BEHUCVDIMEXTEYDFMICDONT, UTDBRERTLUET,
MXELD
=
HE
¢ REXED

ERALUTNDIRBXEJ (Swap B DFFMBIC DT, MTOBEHREZRTLUET,
fin X EJ

==
FHE
® JSIORM
ERLUTNDMEXE), IREXEUICDNT, FERIRRETSITRRLULET,
C P UfERRR
CPU EHREZXHLE T,

CPUBERZR(FIT =0 %
| CPUIRRZE(cpud) = 0 %
| CPUERZE(cpul) =0 %
| MCPUERER

¢ CPU fFH%
BE LTS CPU OFERRRICDONT, FEEBEERRLET,
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4.4.3. 7O0AETRR

YT FIVEE
VT FIWEBESNZE TOERBESITEEFELET,

W IaES
> B O0TAES (2| %45

A sIEHUP

YO FIVREHFRTOEZA(PID) ZLRBREFHUENTOEINEILL LIED, BT —L 2D
EEE | JIATERLRBTEMDHVEIDT, PID BEL RISV,

5B 5788

SIGHUP INIT Py TITFINEERDFXT,
SIGTERM | TV T FILEEDFT,
SIGKILL BT YT IV EERDET,
SIGUSR1 USER1 YT F ) &aEDZFT,
SIGUSR2 | USER2 YT FILEREDFET,

¢ JOERESEPID)

VT FIWEEREULZWITOEZRBES(PID) ZEE LE T,

v NS Y DERBE
281 %8
= BELEJOERESERDIOLRL, BELEYIFTILERELET,

=l

oill
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AR ESSE N
NYVETEELCWBDTOERO—EZRRLET,
USER 2ENEERZD v DT DE. ZDEBETY—FUTKRRULET,
B 7O0E2ETIAR

USER (PID PPIDCGLS |STIME|TTY | TIME COND
roct 1 0 0 ng:dg |7 000001 | =hind init
root 2 La] La] oad4g |7 000000 [kthreadd]
root ] 2 La] oad4g |7 000000 [mizration 0]
root 2 2 0 ngds  |? 00:00:00 [keoftirgd/ 0]
root = 2 0 o945 |7 000000 [mizration0]
root 4] 2 0 ng:dg |7 000000 [watchdog/ 0]
¢ USER

JORAORGFTA-YEERRLET,
USER O YD DD') w2 T USER ICTHUBZ TRRLET,
¢ PID
JORRID ZXRRLET,
PID ®J YD DD')w DT PID ICTHUOBZ TRRLET,
¢ PPID
RIODEADTOERRID Z2XRHULET.
PPID OV DD w DT PPID [CTHUBZ TRRLET,
¢ CLS
D3RR RUET,
CLS @YD DD wDIT CLS [CTHUOBZTRRLET,
¢ STIME
JORADRBEZERTLUET.
STIME DU YD N2 v T STIME [CTHUEZ TRRLET.
¢ ITY
JORZAMEAR LTINS TTYRRN— M ZRTLUET. BRALUTNRENESR, ‘PRI
&9,
TTY UV DODD)w DT TTY [CTHUBZ TRRLET,
¢ TIME
JORANEH L CHSEALE CPU BAERTLETD.
TIME QYD N2y 2T TIME [CTHUB A TRR UKD,
¢ COMMAND
IVYRSAVDRBZERTUET.
COMMAND DY YD D2') w2 T COMMAND [CTHUEZ TRRLET.
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4.4.4. Ry D —DEHINR
Ry FDO—=DDREDRAIBEREN— FCEDOEFRINRTRRLET,
Fu b — IR

VAT L Fewb D — iR [E2] L]

PoaFE  CEmE ) Tl v a TS ( 2016,/04/28 1106 SAIRTECIERSIATR )

¢ H5MWBCEERE)ILYYITD
#5 M EICERHDBREEHITDIMEELF T, BRICKRTBEROIEEHZIZRTLUET,

REE Gz
BTy OH0 | HNsMTECBREEHLIT,
OFzvDL | BROBHETNEE A,

Ry FO=DRARER
Ry D=0V 1 - RABOBEBRRERTLUET,

u 2k — SHIRRG

AN

ek % % | wE | @8 T E | wE | @8 i
eth0 1500] 29558 0 0 0 25324 0 0 0) BMRU
ethl 1500] 21 0 0 0 11 0 0 0) BMRU
eth? 1500] 24516 0 0 0 18417 0 0 0) BMRU
lo 65536 4883 0 0 0 4883 0 0 0) LRU
¢ Z5
Ry D=4V —-REEXRRLET,
¢ MTU
1 DDEHE TEIETED T —HDRANED MTUMax Transfer Unit) DY+ XZRKZLET,
¢ AL
ADICEET D, ER - BE - KE - BEO/\T v FHERT LTI,
o 2
BHICRET D, % « EE « KE - BRD/\VTy FaRmLUET,
¢ 057
1YY ITIT-RREBISTBERTLUET., SXFORKBMUTDED TT,
KME | 5763
R AT T —ANNS VTP THD.
U AT T =N PyTLUTINB,
B JO—-FFvADTERT VYT T —RATHD,
L IW=TNy DAV T T - THD.
M /Ty FESETRR(TOIRFrv R FE—R).
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Ry FD=DEHRR
Ry RO —=DDREOERIBREXRT LI T,

Joka)l ®f5Fa— #EEFa— ESPFL A g5 FFL A ARE JotzA
tep 0 0 0.0.0.0:111 0.0.0.0 LISTEN 955/rpcbind
- 0 0 0.0.0.022 0.0.0.0* LISTEN 1244/sshd
tep 0 0 127.0.0.1:631 0.0.0.0 LISTEN 1020/cupsd
¢ JOL3IMUL

FARLTNRTZORIILERTUET,
¢ SEFa-—

SENYIPICREFOTNDT—YD/I\A REERTLUET,
¢ XEFa-—

EENY I PICREODTNDT —HDINA FEERTUET,
® EETPEUR
EETDT FURER—FBSERTUIT, *DRESN T DIHEL. BHRSSIRETT,

¢ AP EUR
585EDP FURAER—FBESERTULET, *HNRASN TN DHEEIR. BERGHIRRETT,
¢ AR
IRDYIVDIREERTUET,
KRME 568
ESTABLISHED e las)
LISTEN ERsH=R7
CLOSE_WAIT o)lsjies
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4.4.5. :“z P l\lj_gg‘g"

Ry RO =D DIRREZIER I DCHDOSEIVY FEFATEET,

g - EFIAERNsookup) - EWASE =17
¢ OVUR
RITIDIVY REERRLZET,
REE 55288
BRI R (nslookup) | DNS Y —/\ADRWENDEICHENF T, IBEULCRA D REXA >V E TP
PErUREERTEZET,
ZRIERR(dig) Ry ED=DEDRXAVBICKMT D IP P RLUAZRTULET,
1REBIRR IBRE UREMZA D/ NT v FORBUNT v FEDIRT DIL—H —)&ERT
(traceroute) L VT w EABBIDR Y RO =D TEDRBERE > ENERR TS
F9,
Bh@tEss (ping) R kD=2 FOIRZ CADEGOERICENET,
¢ KR

XIRRZA LD IP 77 FUREZIE FQDN ZEELE T,

v Y DERA

2Rl 568
(%171 BRUCZIOVY RERIGTULET,

MRIZE, ping DETHITT,

fook:

e o BhERS Y ping) - Ak 192.163.1.13 =T

# /hin/ping —c 4 192168113

PING 192.168.1.13 (192.168.1.13) 56(34) bvtes of data.

B4 bvtes from 192.168.1.13: icmp_sea=1 tt1=64 time=0.143 ms
64 byvtes from 192.168.1.1
64 bytes from 192.168.1.13:
64 bytes from 192.168.1.1

—_—

31 icmp_seam? tt1=64 time=0.102 ms
icmp_sea=3 t11=64 time=0.139 ms
D icmp_sead ttl=64 time=0.102 ms

Lo QO

--- 182.168.1.13 ping statistics ---
4 packets transmitted, 4 received. 0% packet loss, time 3007ms
rtt minfavesmax/mdey = 0.102/0.121/0.143/0.022 ms
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4.4.6. 7 1 ADEAKR

T4 2AD—&
FTA2ADD—EBERTUET,

T IA2H T 420 1 X (MB) B—TFTaa
== /dev/sda 102400 6
=2 /dev/sdb 10240 1

v RS DERBA

] &6H

B3 BIRSNTNDT /N1 ROFMBIBHRER™LUET,
— [4.4.6.1. T+« AD¥40

® TNART
YRFTLANERHLUTCNDT « RIOFT/NA REaRHmUET,

¢ T 12094 X(MB)
FINA 2DHBEMB ERTUET,

¢ N—F1I3V8
NOYEESNTND/N=T« Y3 VDEHERTLET,
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4.461.5«

RO

T4 D548
T4 2D DEMBRERTLUET,

o gt e . . =8 | #FHD | zTE | #EH=
i _ T "M
e fF TR K —F qias FDbRA oB) | B (MB) (%)
&= Eimh |/dev/sdal ‘boot 1,008 61 897 7%
——
=2 i i |/dev/sda2 40318 4686 33.584 13%
=@ | #e | v || YT |devisda3 /mnt/sda3 0 0 0
E3 EFT [devisdat /var/crash 29,025 204 27348 1%
3?3’”"“ FE(MB) 557 EMERT X
/boot 1008(MB)|
40318(MB) I
/var/crash 29025(MBYI

BIULET 1 AOTIN=FT 1 Y3 VDEBNNRT T DHE. MFOXDIBBHEICEDET,

IN—F4irar |

2 RAE ‘

5|

(ME)

fiE fi ch
(MBE)

L oTEE | R
| (MB)

(%)

BIUET« RODIN=FT 13 VavVD Y URRREBDIES. UTOLDBRBEBEICENZET,

N " . e =B | @ET | == | BAE
= 1E HorE R—Taw B4 o o ] (MB) oIB) | B (%)

| 2@ || 2 || oeF || B [devisdd /home 10.080) 198) 9370 3%

IO zmom) 557 ERER D T

/home 10080(ME) I
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NS > D&RER

2Rl 568

EZ IN—=F Va3 ViHiEemaRn LI,
— [4.46.1.1. )N\—F 1 3 VEFHl

BENN IN—F 1« Y3 Y TKREBROEEN DHDESICRRSINET,
IN—F 13 VDOBNETVNET,
— [4.4.6.1.2. ]N\—F« 33810

[tDiA] IN=T4¥3VEPINIYELET,
PIRDY FSNLIREDIZS. MYYOF v T 3 VISHEFRIICRDET,
(3] IN=T423VaEv¥IYELET,

NOY ESNRIREDZS. MY YOF v T 3 VISIMIICRDET,

AR
IREOEFIAREZ [EiRD) HDVNE TP ONIFNHATRRLET,
N=FF 1 RO DIHES. IREOEFUIARED iR ) THOHNISEZRICEBZERTUET,

N—=—F1¥3Y
IN—FT 13 VDOT/IN\N1A1RABERXRRLUTCUET,

IN=F 13V EOFT 1 UDRUICVOY FEHINDINDZERRLTNET,

IN—=F 1 Y3 VDBE% MByte EiI CRRLET,

IREFERAPOBEEZ MByte BEfi CRTLUET,

ZZ=(MB

Het

LEBS%Z MByte i CRIUTCNET,

ERR%)
EARZE/N-2Y B TRRLUTNET,

W
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O 7714 SR B, X
9 messages 2015/05/15 09:10:11 198 9 kB
messages-20150511 2015/05/11 10-:09:00 1308 kB
messages-20150507 2015/05/07 10:19:19 130.8 kB
messages-20150427 2015/04/27 09:59:09 130.1 kB

¢ O0JI71)
OJD@EEERTLUCNET,
¢ O0JDO71)&
Q7277 ILOBHERDT » 1 IILEZERHZLTNET,
¢ EREHOE X
002771 IVORREFHBIEE DT 71 )LF 1 X (BfirKbyte) ZRH LU CUVNET,

v RS > DERBE

=51 5788

Ean OJ0277A1ILBTERULZD 71 ILORBZRTLET,

— [4.4.13.1.1. RniER]
ESEIES A RO 7 IV ERSINTOO—T—~OT I 21 ILEHIRLET,
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44.13.1.1. R ER

MR ICHEESN TN DT (BIRE 100 17) p0BEanaIHRR"SNFE T,
RTGR

O4 774 27045
T )4  messages
25 100 FnO5E LET. (0ITHEETALRTERTLET)

May 15 0B8:47:55 intersec kernel: rtc cmos 00:04: rtc core: registered rtc cmos as rtcl

May 15 0B8:47:55 intersec kernel: rtcl: alarms up to one month, y3k, 114 bytes nvram

May 15 08:47:55 intersec kernel: cpuidle: using governor ladder

May 15 0B:47:55 intersec kernel: cpuidle: using governor menu

May 15 0B:47:55 intersec kernel: EFI Variables Facility v0.08 2004-May-17

May 15 0B:47:55 intersec kernel: usbcore: registered new interface driwver hiddew

May 15 0B:47:55 intersec kernel: usbcore: registered new interface driver usbhid

May 15 0B:47:55 intersec kernel: usbhid: w2.6:USB HID core driver

May 15 08:47:55 intersec kernel: GRE over IPv4 demultiplexor driver

May 15 0B:47:55 intersec kernel: ICP cubic registered

May 15 0B:47:55 intersec kernel: Initializing XFRM netlink socket

May 15 0B:47:55 intersec kernel: NET: Registered protocol family 17

May 15 0B:47:55 intersec kernel: registered taskstats version 1

May 15 0B8:47:55 intersec kernel: input: AT Translated Set 2 keyboard as fdevices/platform/i8042/serio0/input/input3
May 15 0B:47:55 intersec kernel: input: ImP5/2 Generic Wheel Mouse as /devices/plactform/iB8042/seriol/inpuc/inputd
May 15 08:47:55 intersec kernel: rtc cmos 00:04: setting system clock to 2015-05-15 08:47:44 UIC (1431679664

Maw 15 OR:47:5hF interasc kernel: Tni:a'li'zinn netwnrk dron monitor service

¢ DJIPA)
O D@EERRLTNET.

* JPANE
0771 LBERTLTNET,
v TS Y DERE

] Gz

(F5>0—FR] 002074 )& D>YO0—-FLET,

' MW T —/NDREDXFI— RIL UTF-8 DIEH. RSN TNDOTABICBAEBIFRE
LD | PEFINDIBE. UTF-8 DXFI— RORTIEB LT + Y TSRUTIESL),

L 4
I

= 1
KNI DRATHERBELE T, BEADOOTICDONTHEESNIZTHORTINET,
0" ZEEIDE. INTHOOTERTLET,

v IS DERA

Zal 8768

[ZR7] [&#1] [CIEESNLETHODOTZRTUET,

FZIZ2 U0 RAD 1000 17282 DHBSIEERFID 100 T7EHRED 100 TOHRT
SNEPORTABIEBEBINET,

Fe. BERSNE D 77 ILDBE. B 100 72822 E. & D 100 17
DHRISN TUBDRRIEIBEESNE T,
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4.4.13.2. O EBDNE

OJER

OF 77 AT LAY
JO0—FILT2 585
O 77 )4 ~varlog/messages
D—F—: o BEECITS
mH O =E o sH
AT AZTITS
byte -
O—7—kL7d0
e 5
|JE—+HH
E—htr—ii:

® O0JI71)
OJD@EEERTLUCNET,

¢ O0—-AHILT1+ROEH
OP&E0—NILT 1« RDO[CHEHIBIHEDIHEBELET,
HHEE T 71ILE] ICRARSNTLNNB I 7))L TI,

FEE Gz

BFTvOHY | O0JZ0—-NILT « ADICEHDULET,

OFzvPixL | OJZ0-DILT 1 RDCEHLUFEE A,

OJ2 71L&

OJDENFKDT 71 IL&ERRLUTNET,
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» O—F—F
002071 20—7— I DRHMEEBELET,
O-F—hZEEITDE. ENETICRBELEOT DI 7 1ILERIZE TREL T, HILICOTE

R IDCENTEFT,
FEE Gz
BEATCTITD —EBRH(RERZF v I UBRTO—FT— hETNET.
RIEE 568
28 881 00-7—-FUET,
B B8 1 00—-7—kFULET,
(=235 81 00-7—-KFUET,

D7)+ XTITD OO 7AIDYA XD BEUVEY A XA CEICO—F—
FUET, BRI TOEMDEETETET,

RIEE 568

byte NA RETO—F— UET

Kbyte | K (FO) /Ao h8TCO—F—~LET

Mbyte M (X3 NA R8BI TCO—FT—FLET

O—7— kUL O—F—FrETVEEA,. COBRETOSE, O T 71ILOR
BHEBESINTNE., T4 2AOHINZERCITOREENHDDT
SFELUTLIEE,

> AR

AARETOOT I »MIVEEINEEBE LET,

0 ZEBELLHEE. RSN TNDOT I 7ML EEETSINFET,
BREDVDEUZES. BRX Yy E—IDBRIFCEEINOHN0T I » 1 ILEEFRTS
X9, BRA Yy E—IICIOKIZD U v D URIHBE. OTD 71 IUIFEFRSNET,
A E—IC[FrvreNIED YD URES. OT2D 71 )UIFHFSNEE A,
HRERS UEZHEE. BRX Yy 2—IEIRTSNEBA. OTT 71 ILEHEBFSNE

A,
O OJ0—-7—FIE 88 03:11 K5 03:50 DEIDS VY AISE[EIC, IBESNIZEHI TR
SUEER
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¢ UE-—FHD

QU271 ILENBY 2O —NICHEHIT DD E DN EBELET,
FEE 5768

BTy OH0 | OJZEJE-HCBHLIET,

OFxzvPiL | OJZUE—FICEDLERA.

» UE—FY-—N

OJEHHEDY 0TS —/N\DIP P FURZBE LE T, FQDN R EDZRITIIIBEILTSE
FtE A,
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4.4.14. )\wH—=

MW B —/XD77 vy TF— MBRAYA YA =)L\ T —IBROSRIRE. Ny T —IBEBIMTAR
EB
Ny T =IE MROBEBEICOANTNET,

WIS AYPyITT—h

B\ T—ID—&

PyIT—bEYa—-ILER YRTAILENA YR S—IUPYTFTF— TRV I DT TT,
RBE BFYD RO T POBERICERRSNCEARESE L OHEENRENETIN, FHRYDI ~
DIPHIEFREIDCEEDHDIT,

O AVSA VP YTT— TPy ITT—EDMREBRD/I Ny T —IF, ARBTRHELTND/N
EES | w7 —YDHTY,
ZDMdD OS BRED/N\w T —IDP Yy TT— I [742.08 \wT—I &Py TT—+FB]
Z22RUCIESH,
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FISAIPYvIT—F

NEC U7R— bIR—=F)LY+ FTMW U —/NABICARSNTNDP Yy IT—rEI1—-ILEA VY
=)V BCENTEFLI, AVS1 VP v IT—rEFATIDE. Management Console D'SZE(C
PyvIF—hrEI1-IEAVAF=ILTDCENTEZXT,

v TR5 2 MDERA

| AV LTITE |

BB

=

—

AVSA VTP Yy TT—H]

AERDAYSA VP Y ITFT—rEIFTDCENTEFET,
— [4.4.14.1. A4V PV ITT—H]

e, AVSA VP yTT— EGFTOIHREEE CRADO MW 5 —/\D'5+ V5 — v ~C HTTP
s B CS2IMWBLHDIT,

Ny T—In—&

MW S —=NICA YA =)L ESNTNDINRTO/NY T —IEREER I DCENTEET,

AL AL EN T ha s =D —8 |

v NS DERBA

280

Gz

[ YA E=ILENTL\D
Ny T —=ID—E&]

AR R=)ILENTNBDNNYT—=ID—E&ERXRRLZET,
— [4.4.14.2. N\vT—ID—& |
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44141 FYSAYPYIF—+

REASNTNBD Py TT—FEIY1—ILEHER. BRATDICENTEET,

PyIF—hrEYa-IL—8&

A AT IT—}

VAT 2= e A SA T T T LT

5

EHEFETET: 2015/08/07

R IER CE T

AFH Rel o= HEic#H)
2015/10/29| 1.0 InterSecVM/MWe V1.0 for AWS P77 —FED 21—l Rel LOF ) —2LFET, EHBER T &+

C% EREBOP v IT—REYYTIITT, EROP7 Y T7— MERTIIH O FEA)

v RS DERA

2Rl Gt
[RHEIRICE#H] NEC YR— ko RMCPORIALUP Yy ITF—EY 2 —IILOERHIER
ZNS LI,
¢ KB

N

v IT—=FEY2-IILOARBNZERTLTNET,

3

Py IT—rN=I3VERRLUTNET,
* HE

PyITFT—hrEIY2-ILOBBERTILUCNET,

EHBBWI D) VOB HDBE. Py IT—FEI 21— ILDEFMEREER T DCENTEFT,
BiEgg

Py ITF—rEY2—-ILBREICYRT AOBRINUENEDSINDERTLTNET,
v RS D55

*
B

2Rl 568

[WS] | PyIF—bEYI-LERELET. ST BV Y IF— FEYA-LDF I YD
Ry D2EF T v UIREE T T LB LT ESL,

(EAl | REEHIDP Yy TITT—FEY2—-ILEERLET, BAITD PV IT—FEYa -
DF TV IRYDIREF Ty D URIRRETIB R LT ZSW BESNLE P v TF —
FEY1—-ILOBRAERITZITNET,
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ZTYaVEE

AVSA Py TT— bEIHRY —/N\\DBGEORHDZTY 3 VERELET,
A ge .

40 —EE
IOFVEERTE
O+ TR A
JoFUR—hES:

iR ey B e == T

¢ SOYVO—BREE
» JOFVEFAHTD

Py IT—rEI2—-ILERBELTIND Web T+ RCTOFIT—NEREBLTPIERT

BDHBETF Ty I UTLIES,
B B8
BFzvOHD | JOFIZFEALET,
OFzvOL | FOFIZFERLEEA.

» JOFIYPELR

JOFIH—N\DO | PPRUREADUET,
> JOFINR—+BS

TJO0F VY —NDOIR— +BESEADLIET,
» RBEEHDEIQ—IVEBRETD
[BHIBRICEFIZIHTLUCP Y IT— MERENS I DR BSEADEY 1 —ILZBIE

IRHBETF Ty I UTLIES,
HIEE 568
BFTvOHD | REEADEY1-ILZBIRET D.

OFTwvPisL

WSBEHDEY 21 —)LEBEE UL,

v NS T DERER
a0 583

—
=111}

SE] | ATV 3 VERETCANDUECABTEREFLET,
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44.142. )N\ T —ID—5

REAYRAR=ILESNTND RPM Ny T —=ID—BDIIL—T, NyvT—I8, BBZERIDCE
NCTEET, NuT—IBEBRIDE. NyT—IBR X=—INDKRRN. NvT—=IDPVA
VA=)V ENTRETT,

Ny T—I—8

w/ivy—J—8

o A A=)l
FRLY — L0 NS 4
. 2015/4/23 . .
ConsoleKit-0.4.1-3 el6.x86 64 21-1529 System daemon for tracking users, sessions and seats
4
ConsoleKit-libs-0.4.1-3.el6.x86 64 201_5' 4_'23 ConsoleKit libraries
21:1529
2015/4/23 . . .
MAKEDEV-3.24-6.el6.x86 64 51-14-57 A program used for creating device files in /dev
e e T e e INTKIA2

* Nvog—IF
NuT—=IB8ZRTLUCNKT, N T—IBED Iy DITDE, NvT—IL|E (FIB) [Cil
UBZFT,
INT =98N DED ) DTDE, ZB/N\NVT—IBFERNRN—IZRTL. NvT—IDE
EHRIBRESIVRIDCENTEFT, — [4.4.14.2.1. N T —IER]

¢ 1YVRAR-ILBE
1 YAR=)LBEZRRLUTCNET, 1Y E-ILBEZO v DIDE. 1 VR E—)LBIE
(B [CHUOBZET,

4
&

2
INVT—IDBBEERTLUTNET,

160



4.4.14.2.1. )\ T —IiERR

BROINYT—IDEEBIRBRICOVNTCHERI D ENTEET,

HN\yT—I8 ]
W /Ny —ILZ ] DF4

TNy —I% ]
INV T —IDEMIEIRERTUE T,
u kernel-2.6.32-431.29.2.¢16.x86_64

HName : kernel Relocations: (not relocatable)

Version : 2.6.32 Vendor: Red Hat, Inc.

Release : 431.29.2.el1¢& Build Date: Sun Jul 27 16:28:07 2014

In=tall Date: Thu Apr 23 21:22:25 2015 Build Host: x86-026.build.eng.bos.redhat.com
Group : System Environment/Kernel Source RPM: kernel-2.6.32-431.29.2.elé.src.rpm
Size P 126774227 License: GPLwvZ

Signature : R54/8, Thu Zug 21 10:42:54 2014, Key ID 199e2f51fd431d51

Packager : BRed Hat, Inc.

URL : http://www.kernel.org/

Summary : The Linux kernel

Description @

The kernel package contains the Linux kernel (vmlinuz), the core of any
Linux operating system. The kernel handles the basic functions

of the operating system: memory allocation, process allocation, device
input and output, etc.

| A b= |

v NS Y DERBAE
2l Gl
[(PYAYRAE-N] | N T —IEP YA Y RAE—LLET,
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TNy T—I81 OF
NV T —IDFBEREER I DCENTEFXT,
m kernel-2.6.32-431.29.2.e16.x86_64/ \/r —/ O 5EH

o iEFETE vT——8
. 77"’1/“.)_‘%
« THERE

* RKEID\WIT—I—8§
INVT=INICREFT DNV T —ID—E=Z=RRLET,

\ S R | Vit _
INYT=IPDT 7 ID—EERTLET,

¢ TEBRE
INVT =Y DEEEFEERTLUET,
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4.4.15. Management Console

Management Console Y —/\ICRT DERENTTZAE T,

Management Console
T 2T E—k L~l203i 20 —1+8SL) ~ | SSLEPASEE |
Twigl S LT MEE: 2 Bl -
EEIE R o

HE

¢ 2FaUST1sE—F
Management Console \NDIEHFHLNIVZEBE LE T, ARG TIE. HTTPS EfiICKD0T 1
Vs (LNIL2) DHTT,

v NS> D58

] 568

[SSL FI8AEEE] SSLBIEICRNTIEAT JHEZEE LT,
— [4.4.8. SSL S8 ETE

® ywyavAILLAPDEH
Management Console Z&##t U CEAACEDFEEIEBELI T, FE. DE. WETIEETSX
9, COFEZEBZDE. Ly YyavIAAPDORERD, O VBBICRDEY,

& BRETERI
Management Console Z{FATEERNA FZRET DHEE. TDF FURZIBELIXT,
BHIEE I DB, FBANR—ATX>TEEL T EE),
192.168.1.1 Dz, 192.168.1.0/24 DTN, 192.168.1.0/255.255.255.0 DR EEATEET,

-y WBER 7 U REEE LX)\ E. Management Console [C PO TRATERLXNDFET, 8
FTEIRZ R EIEE T BIESE+DIEL TS,

v RS MDEREA
2Rl 5788

SRE] BEUCZRBZHRELZET,

[(3E] &) w29 DE Management Console B —/\D'EREININET,

—
[=]1][}
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4.4.16. N\ DOP v TI)Z P

INw 2P

v, UREPIE OU—=N\NOBEBEDISHDRRICKDETEREERITUEN TTELIH

SOEHIC, MBIRD 71 IV 2REE, BIBSBIRIFZNNET,
YRTADHEE, BREDROLCEBREBDHB RS TILNSRA—XICEIBT DITHICTERLBIICY R
TOADIPAIDINY DTy TEE > TR EERSHEE LT,

INw 2P

VI ZRPIE U—ERERELEBFICTONET, BEICMUT, Ny DFPyTOIZ

PRITAICSY -EREFLELUTIIES),

Ny D Py TRERICDNT

MW H—/\TlE. Y2ZFLARDT 71 IVEUTD 5 DDT I —TCBEL T, FIL—TTEI/INy D

7w,

R EPERTIDCENTEET,

I RATLAED 71 I)LAREEIB)
H—N\BRELCHEZMUTDI 7). T UDRUAKIRTY, COTIL—TIE. TED
[YRT AL U=NNDREIT7AIV] & T X=)bFa1—] ZHELICEDTT,
lete, /home, /var/spool/postfix, /var/spool/mail
VRT A U=INDEEIT 71U
VAT LEE. T—N\EREICHERMTOI 7 I)b. T4 LT EUDIRTT,
letc
X—=)bFa1—
BORRHBIRRED A — )T —HOEBHBIRRED A —)LT —IDXIRTT,
/home/vmail/mgr /home/vmail/new /var/spool/postfix /etc/qpsmtpd/config/confirm.db
ao2»A)b
MRDT + LD RSN TNDY RT ADY —/NOBREIODT D 7 1 ILHXTR T,
/var/log, /var/lib/logrotate.status
T4 LD RUIERE
EROI7AIb. T UDRUZBRELVTNY DO Py T, URLPIDCENTEFT,
TAUDORUDEREBETI/IZBELUTCE. YRTLABEEDE/NY D77y TETEFHE A,
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Ny DPyITT—=8 D&% UNy D Py TIHE) IDNT
MW S —/\TIETIL—TZEIC TO—AIT « D] [Sambal, FTP(F 1 ULD 75 D 3 1&%E
DINY DO Py ITIEEEIRTDCENTEET . STIEICE ZNZNUTORSBEHOBH O LT,

o O—-ANIFTa1RD
IN—RF 1« ZODEBDIBAAIC/NY D Py T UFEI., T I4I)U I Ivarbackup TY,
[RPF] A—YDORENFIEAEARBTHETT,
[58PA] T4 RO DEEBEICTFRMUETY, \—FT 1 RO SvY21TDEETT
SFEA.

w0 | D= ALT 1 RONDINy IRy T3 HDFTECLLATIZ F P TEBNTERNE<ED
EES | 9, BRANKO—DILT 1 ZIADINY DI Py TUNRDFTET/N\w DI P v TEEBLSICL
TLRE&EL,

® Samba
Samba U —/\DHBLTNDT 1 LD RUICNY D Py TULET,
[RFA] O—ILT 1« RODDSy Y1 UTEEIITEEI, NvIPyvIF—FEERE.
N Yk UIZ Samba B—/XDT « LD RUICIBHRT DD, O—NILT « RODESEFEN
FLRBRLTENYDP Y TEaRGTIDCENTEZXT,
[%2Ff] Windows T —/\X0 Linux U —/NTT 1 LD FURBDREZ U TRIUBHLH D FH
9,

® FTP (F«1UD KB
FTP Y—=NICN\Nv DO Py TUZET,
[RFA] O—ILT « RODMDSy Y1 LTEERTEEI, NvIPyvIF—HZ0-7N
WT 1 ADITERT D ERL, BIE FTP Y —NICHAHUET, FTP I5RDFEPF (O—A)L
TARDICEEZBENUBIECE) ZFELUIZARNTY,
[58FR] HSH U FTP U —/N\NDEREZ L TCRIIMEN DD F T,

Y—NDEB (JREP) IEDNT

O | BEZER (UREP) I3BERUTORICERLTIES,
EEd | « BAYRR—ILULEY—/NDKRR E (FQDN) D IP P RLUZBEL, ThH—/Ne2<
BUERITHREL T IEE),

INY D Py TEFEDOP Y T7— MERIREER CIREEIC LTS,

S EYADBABRII/NN Y OP v TAETEBHOFLADT, BRALTIES,
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Ny DO PyIN)ZP—E
wt iy N 7T—HE
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— [4.4.16.1. )N\w D P v THRE]
[ 7] Ny DOPYTUTRWED 7 IVETICEIT U R R PBIFBEERT
LEI,
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O

*

Ny DRy TIN—TE&EaRRLTNET,
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ke V0

27392 =)\ D Py TRGEERELTNDHBED, /Ny D77y TREEIEEERR LU TINET,
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4.4.16.1. /)N DO P v THRE

Ny D Py TOMREORT I a2 —)b. Ny DRy TIHRERELET,

i 5=
nEA: VAT LET 7 LERIEERIH)
TR T L JH ) /etc /home, /var/spool/postix, var/spool/mail
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Samba ZRRAL TNy D Py TETOINEDINEEBELET,

HIEE 568

BFTvDHD | samba ZRAL TNV DY T&TNET,
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> Windows ¥/ VR
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> HE8

Windows VY VICEREUCHBEEZIBELET,
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BRI DIBHRBZENZSENDEH. Nv DI P v TITDZHDT # IS DFHHIRD ., BEDIERS
EDTFa2UT 1 DERECE+DEFRLUTIIZE0N,

NN DOPyTDRTIa—)VRIFICRNT, EEZREA—TDOR—AT s LI RUEX=)
2T=IVDINy D7y TZRIBZICETIDRE. BHO/NY DO Py TZRIBZICTORD
[CERETDENY I Py TICKRHITDBENDHDET, TEIEIF/\Ny DO Py TRGFHFZIN
BIRBRRNKDICEHRE LTSV,

o

v RS > DERER

[527E] BESNIENS TOREZTNET,
INY D Py TIIBESNIZRT I 2 —IUICUED > TEITEINFKT,

[BN=fT] | BRESNIZAB TNV O Py ITDREZTOREIC. NwDIPyvTaRITLET,
MTRDOX Y Z=IDNRRSNEIDT. [OKIZD v DITDENYDIP Y T=R
BLET, [(FryINEDUYDTRENYDP Y TEFICTOBEBEICRDE
J, — [4.4.16.1.1. /Ny D P v TER{TH]

Web A—THEMAvTE— o

e Sy Ty TERIERLET. £BLLTTH?

oK ‘ | Sl ‘
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4.4.16.1.1. /Ny D P v TR{TP

[BIRTICKO/NY DRy THBHESINDE. MRDORDIBEERTICENDET,

Ny DO Py TEDIE
LIEWBSIIPEZD ) w DO LT IEE0),

------ Start LOCAT -
Py D7y FEITH. .. HET

/bin‘tar: Removing leading */' from member names
fetc/

letc/mtab

/etc/ssh/

‘etc/sshissh_host_rsa_kev pub

/etrizghizsh hast lrear math

INY DRy TRITP(D 7 1 IIEREREED) [C[PENZT o 2HE. ARURD/NYDIFPvTI»
VSRR ESNT BICEET DERD/NY I P YT I 7 A I)USEFFRESINFEIDTEFRLTL
ZEl,

O

Ny DOPyITNRTIDE. MTROBAEICDDENDDIET,

w RS FEAD
PPy ISE T LR,

Ny D Py TRITPDIS—UANIVICKD, XAR/NY D Py TI 7 A IVBERSNFEBEADTIERL

TS, IS5—UANE Ny DPyTEBE. FEE/NY DTy TRERBIA—ILTHERIDC
ENTEET,

® WARNING UL

INYDPyTIP A INERPICREBE T v FEBRDT « LD FUNEFEELSNEE)FEE

. Ny DIPYTIPAIUIIS—EBROEY Ty (G 1 LD EUDDT 2 1)L EFRNTHE
RESNEI,

® FATAL LX)

INw D TRITPIC WARNING UN)UIINDESEHELRS. /Ny D2y T 71 JUISIERE
NnNEt i,
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44.162. ' J A +P

Ny DOPyTUTRNED 71 IVETICRT (1Bidd) CEZ2URAPERUET, Ny DI PyvTD
PAIWITIV=TZELCNYDP YT IPAINWEI AT AT IZARPITDCENTEFXT,

o h 7 IOV 7H]

C DT AL OHIE AT TE
& ROT L S AP TS

F ot 205 fmp

N rsZ A |D—j:l,'lﬁ"«r7\b -]

BERUIC 77 274 S ) A FETIT <L )

=
s
VANFIBI 75 274) (ivarhackup)
Eﬁ?#“/?ﬂ:lmﬂ
[ ] T L W rTyJEE | FydT—bER i -Uay
& [backup_syscont 0.1gz [2009/06/23 16:0340 2.0
iﬂﬁﬂwm

* Ny IPyIDIR TP

NV DPyTI 2D A PHREEELET,

FEE

568

TDT A UORUJICURRPID

Ny DOy IEERLT« UI RUICURRPLET,
IRAEDFRED BELZNYDIPYT I 7+ )ILORBICE
SEDDFIIDTERLTIEE),

BIDT « LD RUICUREPTD

BEIDRIDT « LI RIJICURRTPULEY,
[T LD RUE] TEBEULET«UDRUBTICUR R
PeERT LI,

® NvOPyvITHR

RAEFZESNTNDNY IRy THRODPNS, URRPEITIHAZTERLUTIES,

*

BRUENYIPYTIPLIWHEIR PEFTST1 LI Y

BIRUENY DO Py T IPAIVDBRHEDT « LD FUFERI 7L EU A P I DHBEICHE
ELET, IL—FFT 1 UDRUDDSEELTIZS0,

BHIBE I DBEIE. ANR—=Z, W7, (DYVDONITNH TR > TS,
FERTBIZETRUTINY D Py T I ILOARB (D71 IBD—B) THERIDXIDICLTL

Eél[\o
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® UZARPIBRINVDOPYvTIIOPpAL)

EDONYDIOPYTIpIESRARPITINZBELET,

RDEDINDE/NY DO Py TERCTHERLTIIZE0,

Ny D Py TF=HDIREPIE. Ny DRy TREFHDOY AT ANDP v TF7— ~BREIRRE

BURRBICLUTEIT LTS,

KL OAIE
[(RBIZBRUEEIC Ny DOPyTITP1ILORE D 71ILBD—E) ZRnNT DITH=E
BELET, BIBLLEHBEE. E8RTINET,
IEEQRERIBIE. 1~18446744073709551615 T,
2718
NV D Py T I ILETT,
Ny O P v TBEE
Ny D Py TaTo2BRERLUET,
Py IF—brBRAN-=Y3Y
IN D Py TEFORBOY T ANDP v TF7— ~BRRRE(DP Yy ITF—~N\=Y 3%
KU,

c N=Y 3 VUBSHRIINDES
CDIYRTAICBNT, N=I3VESOPvIT—rEY1—)LEBAULIRRETIER L
ZENy D72y TIF—HTY,

- [Py TF—FOBRRHDFELAI ERXRTSINDEE
CDIZATFACBNTP Yy TT— REARETERLEZNY D Py TF—HTY, PvJ
T—hrBERI P ILIEHDIEEA

- [COYRFTLATHERSNE/NY D Py ITF—ITEDHDF A, | ERTSNDHEE
BERBNSDT —IBITDEDHICEEIBIC) R EPEGTIBEREICKIINET,
IN=I 3 UNBBDHERBD/I\YDIP Y TFERED 71 ILEEDEBRERIELEE A
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o

N DPYyTIPALIDIRT APy ITT—EN=I3VEREDIYRTAPYTF—hF
N=I 3 UNERBRDHE. UMTFORIBX Y —INRRINET,

Microzoft Internet Explarer

‘?/ SBERENIZ S TP Dr A DD AT LT T — B =S g IR AT LT T — R = a3 — B a3 A N i P e LRI A RFLES I 7

Fevtn |

R PERGTIDEEIE WFREDIYRT AP Y ITT—N=I3VZN\Ny DI PvTD
PAIWDIRT AP Y TT—EN=I3VICEDETHE IR RPETO> TS,
[OKIZBTRITDE, Py IT—EN=II3VICKSTFIRPERIBLET, URRPETT
DIENZEEIE. [FrYRIVEBTRUT UARPEPRUTIIES),

v NS > DERER

[(RR] | BEULENYIOPYITIT P ILOABERRLET, URRPERTEINZEEA.
— [4.4.16.2.1. N\ DO P v TI P+ )LOABERT]

[Ef7] | BEULENYDIPY T2V EBRLUTURNPEERTLET. DT LI R
[CURFPITBEERUCEHES. REDFREN/NY DI P v IT I 71 ILORBICEETE
DOFIDOTERLTIZESHN,

[BIBR] | BELENYDPYTD P )VERIFRLE T, [Ny DPy TDiRE ] ICT FTP U —
NZFBRATIREICLTNDEZBE. FTP U —/NICHD/N\y D P v T 71 )LZEIbR
LEE A,

Ho

- URARPRGTE. T-ERO—HBELEETVERADTERLTIZSL),

R BRI EBEE—RFTERITSN. T1UD RIUBKUT 7 1ILOBIBFRIZITONEE
s

* U—EZD OS EEFFOREBRERBICEFET DT « LD FUBKODT 71 IVICREDLD
B, URARPTEF R, F2. UREPRPTIS—EBOEITPAILDEFRELT
BOI 7 1IVIEU R EPENET,
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4.4.162.1. I\ DO P v T I 741 )LORBRN

w i\ DT I 77N OMNEERT
A2 Vi 2§l fvar/backup//backup_conf 0.tgz
VAT LT IT —ER e 1.0

FTPIEEHEO/O—NT2I03 S F o0 RCD LR DE T 7L SRV T Pl

drwxr-xr-x root/root 0 2012-07-25 11:20:47 etc/

—rw-r--r—— root/root 1272 2011-06-28 04:19:44 etc/kdump.conf

drwWwxr-xr-x root/root 0 2011-06-28 04:17:59 etc/pki/

drwrr-xr-x Troot/root 0 2011-06-28 04:17:41 etc/pki/rpm-gpg/

-rw-r--r—- root/root 1706 2010-12-14 22:41:49 etc/pki/rpm-apg/RPM-GPG-KEY-redhat-beta

N D Py TIPAIDPICEFND I 7 1ILD—EZRT LI T, TEOLZNESIIEDEEIEL
TRASNFTIDT, PEBEIANTCSRIDHBSICIE. CCED IV DOLTID 7LD OYO—-F
zxEm UREFE L TTIES0,

HO>0O—RURT 7 AIUIE Windows DIFE. XFI— FUTF-8HEADHRENTEDTFA LTI
TAHEEO>TRRCEET,
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4.4.17. {EEREEER

[EERLEBSERTICUER—FIBRERNI DN TEET.
RBENEDEDERE. IO MERRI] TRIULEBRERZA TRENEHEVZES SRIRTER
FEDNRAL—ITTAET,

WBERERER

B/\Ty rFvTFv
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1B R RN

n TRERIFER

IFERIEHRT BIBRE BIRL TERITIE 2w ST,

I3 27 LIEHR <EREANEERT

A=Y —! (postix)| FHR <IRANIEE T
ManagementConsole™ —/ {(whmchitpd)| 53R <R IHF T =T

HINBEBEITBABEUTDBEOTY, REEEOF I VIR IREF IV IIDIEZIDEBE

BRERLE T,
PRENEE HEEE
VAT LB MW T —/\DBEEROIYXOT, NyT—I—8&,

Ry ED=DA4U5T T -RBHR. Ry FT—=DIK
R&. JORRIRREERILET,

X =)L —/\ (postfix) Bk

X =)L —/\ (postfix) DFEEI 71 )ILOOTI » A
U X=)UF 21 —DIRREZIRINLE T,

X —)UtF—/\ (dovecot) 15%R

X =)L —/\ (dovecot(pop3 T —/\, imap T—/\))
DFREIT 7 AILDPOT I 71 )b X—)LF 2 —DIRRE
ZEREILE T,

Management Console T —/\
(wbmchttpd) 5%k

Management Console U —/\XDREDI 7 1)L EDOT
271 )VEHERUET,

¢ ENMNBZEERT / ZRABZIIERT

RINEE CEDRARISIRINAS ERIRD 71 )VOERTIVY R) ZHERIDCENTERE

g-o

v RS Y D5

2Rl a6
[%=17] BIRSNZIBRORNZERT LET,

— [4.4.17.1. 1BHRIREERER]

REIIRDI 7 1)V REI 7 I)L0OTT 7)), RITIVY RIE. REDBHROFIEER

O
RENFET, X—ILP RUZORZRE, P PRURBEDINT (N2FVD) [FF0\FEE

o BT —HDERDBNE, BEHFEED L., +DERLTIESNN,
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INTY bFPTFv

LAN EICHRN TN DIBRERMUE T, [ESEMSEMBICH UTERRUTIZSN,

[ VTubdeTIFe |

v RS MDEREA

L 5788

UNTy bFvTFe] | /N7y bRy TFvZT0NET,

— [4.4172. I\Tw FFvTF v

wO |/ V7Y EF v TFrld AMEEORY RD—D LOBE/NT v F TS EISYS DHEETT,
E= | mET37 9. BEIENTNB/ WY FURETF—IDASEIN TSR TEFY,
RECOIRET — S DD RNE. REESED L. +DFELTEE),
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4.4.17.1. 'BRFIGSREXD

IBERIRAVER (B 7 1 )LD 7 1 ILAB) DRISNE T, 18T 71 )L& Web TSP D
BFERKAICTDYD—-RFIDCENTETET,

15 $R SR ERFGSRE 0

 (HHR A FOE A

v

LI rEs iR & LT,

IRTFEE S ) o 7T 58, FEUEREIN 7LD D O —FEEELET,
TS TR AR A T TE T L ERTEL T L,
[EFRE S ) o 7T 56, B — ORI 71 LBl E T,

SRS 77 ) - var/tmp/mw_collect-201505111505 gz [ HilF:
letc/resobv.conf
letc/optnec/whme/TNITCONF IINT
letc/opt/nec/wbhme/INITCONF INI bak
/etc/opt/nec/wbmc/adminname
/etc/opt/nec/wbmc/aliaseslist
letc/opt/nec/wbmc/aliaseslist bak
letc/opt/nec/whmc/backup conf
letc/opt/nec/whmce/backup conf org
/etc/opt/nec/wbme/conf!
letc/opt/nec/wbme/conf'ssl crt/

/etc/opt/nec/mgr version
Avar/tmp/mw_collect-exec-201505111505 log

NS > DE5EA
=Rl 53

R=F] | IREUBWORBIND » 1 IV ERFRARAICY D YO0 — R UET,
REFIEDUYDTDE Web TSTFDIT »ILDIFDYO— Ry TPy T@E

BORTINZT.

[BUBR] | MW S —/NICREFSN TV DERENUBIRDBIR D 7 1 ILEHBRLE T,
D7)y o>r0— R UER. [BIRIZERTLTHNTIZES0,

(R3] NMEIRFE BEICRDEY,
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4.4.172. )Ty +FvTF»
tepdump VY REBAULE/\T Y v TFvERITUET,
INT v SF v TF v DRTFEIERTE TRIABHLIDENDIT,
INTy v TFv (21780

PUr kR s IF L EETLET
P ub e FF e T

BRI mO AR any -
FrIF T TAINT AZXD LR: 100  (MB)
HBFH W@V wb A2 2000  (Byte)

AL E— T

v RS > DERBE
=41 5768
[E17] | /T bF P TFv/I\NSA—HTEEULZARAB T, &E/\T v rTF—5DFIZR
SLET, [REIEDUvDIDRE NIV y cFvTFvEBBIBLET] 517
O0MRy DO RERRUET,

[Web n—shamryt—2 [E5C)

0 Sy MEPTF R UET

| oK | ‘ bl ‘

INTy bF v TFvERITIDBERIOKIZD Y v DO LT ES0N,
ETUENESRIFrreIVZED U v D UTIES0N,

INT Y b F P TF e HBEIBSNDE NIy bF v TF v EERTPHPTT (B &
R, \NTy bF v TFvRTREICEDET,
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* Ty brFvIFp/NSX—F
BRI DF v ITFvT—IDI\NIA—FEEBELZEY,

ERARODA I IT—R
FrIFoRERBDI I I T —REEBELEY,
"any" ZIEETDEINTDA VI I T —ADF v TFvIREBFTDFT,

T IFv I PAINWTA XD LR
BF v ITF v ADLREBELET,
D71 )UIE. MByte BRIGERESNZY+ X x 1000000 /X ) TY,
FvTFv UET—HIE Ivarltmp T+« UD FUICREFELE T, BEITDCERFTEZEEA.
FoTIFv A REBRALBER. FvTFvPOITPAIVEEBRL. FEICFv TFvD
P1IVEERLE T,

1 @BHEOD/INVTY FHAX
INTw EBEODF v TFv I+ XEEBELXT,
HFEDINSNE 1 /NTy FINTERE TERNEEDDHDFTIOTEIFRLCILESL T
J#)U k& 2000 /N1 ~TY,

21 )V —FHR
INTY bF v TFe I ILYDRERNZIBE TSI,
AEIBELENBEE. INTD/NMT Y REF v TF v LET,
FHSE. tepdump VY FTIEETCTEDIFRHRADUTDERNDTY,
FHSE. tepdump IV FCTIEETCTEDIFRHRDUTDERNDTY,

SRl 568

MR M2 B xxx[CRHBETDETCDAEN/\NT Y bEFv T
FrIDHEESEIUTEREELZET,
27\ host xxx [xxx [FH 2 +&]

IP PRLUXR IP P R L xxx.xxx.xxxX XxX|CREE T DETHOALAN/N
Ty hrEFv TITFrIIRSEIE. MREBELET,
27 host XXX.XXX.XXX.XXX

[xxx.xxx.xxx.xxx [F IP )P RL ]

M2 LBER—FBS M2 ~&"xxx”, SMTP BE(TCP /R— +&ES 25 F) TAE
NINT Y b ZEF v TFvIDBESEIUTZIEELET.
£\ host xxx port 25 [xxx [FTh R ~8B]

MR REE MA & xxx", DA PV RIEET—FDz1DIP )7
DS54 7PV Fiwk DN RLU R yyyyyyyyyyyy CABHD/NNT Y FE&EF v TF v
T—kDxzH EDEE IIESIIUTEEELZT,

£1lhost xxx and yyy.yyy.yyy.yyy
[xxx [N B, yyyyyyyyy.yyy 390540 PV REZIE
T—rDxA4DIP PRUXA]
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INT Y RFvTFv (2175
R

PV b T R T (13495
P ubF e F 6 T AA

BRSO E7I—A: any v
FIF T AADLE: 10| (MB)
BRI okt AL 00 |@yte)
Ja LR

v 5 MDERA

2Rl 568

(2] | ZTPD/NT Y hF 2 TF v UBEELELUET,
(INTw bF v TFPERITPTT, (13498)] @ O ROFFIF. ETPDOTOE

AESTY,

(FE1ZD )y DFRIEMUTDOX Yy E—IDNRRSINET,

[ Web N—TredAwtz— Iﬁq

0 Sy MNP TFOREELET

[ oK ] ‘ D ‘

INTy bF v TF v ZELETDIHBEOKIZD Uy D UTLEE, FLETDE,
INTy bF v TF v T —IRICERULIBERORISINET,
EIEUSWBSRIF v 2IVZED ) v D UTIES0N,

182



INTY bFPTFvT—5
INT Y bF v TTF v UZIBRO—BERTLET,

LA N o A &

#1E F7A)

[AF% || H2wA—F | [B8]  A~ar/tmp/wbme_tepdump-20150508135106.cap tgz

& B
v hD > M5B
Zal 5268
[EIFR] BEUEZ/INVT Y v TF v T —HZHIRLET,
[FOy0—R] | BRRUE/NT Y bF+TFvTF—9EFIYO-RLET, RN
EXvE=IICR. TP7IILERELTIES),
[S8E] BRUEZ/INVTY b2 TF v T —HERRUFET,
— [4.4172.1. Fv TFv»T—HKRN]
® 71l

INTY rFvTFoT—IDT71ILETT,
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4.4.1721. F v TF v TF—=IRMN

INT Y bF v TF v ORIIBHRERTLUET.
REGIEERIUR TRESEZETBI D EN TSI,

INT v B F 2 TF v FEUER

eIl fvar/tmp/wbme_tepdump-20150508135106._cap.tgz
FUT ek F e TF - IRAN B SR

capture file - whme_tcpdump-20150508135106.cap

capture filter(tcpdump flt) - empty

*

2015/05/08 13:51:06 start: /usr/sbin/tcpdump -s 2000 -C 100 -W 1 -i any -
w Avar/tmp/wbme_tepdump-20150508135106.cap
tcpdump: listening on any, link-type LINUX SLL (Linux cooked), capture size 2000 bytes

25 packets captured

25 packets received by filter
0 packets dropped by kernel
2015/05/08 13:51:11 end of capture.

2718
INTY RF2TFvT—ADI P ILEERTLUET,

INT v v T F v EREUEHR

REREBEERIURTERREERTLET,

INTy RFvTFrv P —
FEERUEZ/INTYy RO —=FRHLUET,
F=ATA ZIHKRENFESE. ‘RRCHEEBEIBCENDHDEIIDOTIELZIL),

/b e JdFetrl)—

13:
13:
13:
13:
13:
13:
13:

4

51:
51:
31:
51:
51:
51:
51:

O6.
Oe.

o7
o7

531404 RRP, Request
817507 BRP, Request

.331633 ARP, Request
.534234 RARP, Request
a7.
08.
08.

818385 RRP, Regquest
119807 1P 192.16B.1.
119874 1P 192.168.1.

m

who-has 192.168.128.245 tell 192.168.128.177, length 4&

who-has 192.168.1.177 tell 182.168.1.176, length 46

who-has 192.168.128.245 tell 182.168.128.177, length 46

who-has 192.168.128.18 tell 192.168.128.241, length 46

who-has 192.168.1.177 tell 182.168.1.176, length 46

60.50453 > 182.168.128.177.536535: Flags [.], =seq 17302001eB8:1730204312,
60.50453 > 192.16B.12B.177.53655: Flags [P.], seq 4344:4522, ack 1, win

2
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4.5. I AT MNEEE

YRATLEEEPNDY HCETIREZTTNET,

Y RT LESEE
Management Console > /2 F LEIEEIRTE

w /L2 —FERFE

VAT LEEEE [intersec
SR = \ |
BRD—FEAN: \ |
SSHO 12t CISSHD O /L %FFE 15

A—IEEET D
CR— I EERE T S
A— LB B i%)
\ |
A= VRS SHEE) T 77 A LBTE BRI
\ CEdlmy [ |mrET
O

@7 h7 | (intersec@mwne ceil.mw.qnes Jocal)l c Bt — JLEFE &

YRAFLAEEBEBEE. UTROBTOANTNET,

W/\ XD — FEERE

WX —)UERTE
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AT LEIEES lintersec |
MR — | |

BT —FBMA: | |

SSHOS 2 CSSHOO Y1 %8Fa g 4

3

® JRATLEBEES
IRATLNEBBREEBEL TSN, T 2/)U S intersec TT,
YT NEEBBEHBRNNFTHEED 1 XFUL 16 XFUTDOHXBRINIFHF, PUY
—/N\—= (O N1V () TEBELTLESU),
F2. UFDOZREIFIEBETETEE Ao
admin, root. bin. daemon. adm. lp. sync. shutdown. halt. mail. uucp.
operator, games., gopher. ftp. nobody. dbus. vcsa. rpc. ntp. saslauth.
postfix, haldaemon. rpcuser. nfsnobody. abrt. sshd. tcpdump. oprofile,
intersec. vmail
root XD postmaster FEDP NI Y FIEDX—)UIE. COY T LAEBE(CEREINZT,
& NRAD—F - N2RD—FBAD
YRTLNEBBDONRD—F2ADUTIZEN,
INZD—=FE 6 XFUE 14 XFEUTOHFABRHNF FBHRSEED) ZEEL TS,
BigIdE. NRAD—FEEESNFT B, ZO/NRD—RZEBEITDCLELETEF A,

& SSHOOAY
SSH OJ+ VDA U/RLLZERUE T,
» SSH QOJA VZ&HTIITD
B B8
BFTvOHO | SSHDOTA V&EHFILET,
OFTwvPi8L | SSHDOTA V&EZEIELET,

v TS DFRA

a0 8768
[527E] INRD— FEREICEE UIZABTZHRELE T,
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X —)UERE

I RT NEEBEIBD A —)VDERRES

ESEZTNET,

w A—JLEHE

AL ERET S

AL TR T D

A=) EnE SRRy

A= EmEF DL R TR

E%‘D?% L EmEN IR

BRI NFET

TOH

ZD T (admin@vinw30-al.ow.gnes Jocal) (CH A — L EFRT

A= EEERIEY 2

HEhE(SENFRE:
MFo—kEE:
JA(E T (From):

TO E£fold CCrrH —ICadmingvmmuw3l-al. . gnes. localPEE N DB S(HERTE) ~
UTF-8 -

b Emi-ha (Reply-

To):
Eetum-Path:

STk )L (Subject):
RS Atz —:

A-JLEFERTS

® X )VEEHETD

E{EEEDFT(To):

EETT (Fromm):

AT )L (Subject):
FH{S AT

X=)LEDA =)L FURICERE T DHEE. Fry I LU TLIES,

REE 788
BFTvOHD | XA—)VDEEERTLET., UTFONITNADERENUETT,
OF Ty P30 | X—ILDEREERTUEBA. MEDFRESBENERD FE A,

» X — )UERRA(REERX)

X=)VZzZDFTEDIRETIXI DHE

[C. BRI DH TR EBELTIESN,

BEX —ILDBDTHEAY I (To, Ce FB)DA—I)LN\YSFDEESMZZET T A —)VEREZETNK

I, X—)VERZTDI5E. &

BBEICORMCHEEZRTE>TIIES0,

» X — VRO 1 LB VI TE5%K)

R I DA —IVICXT UTRIY D 7 1 ILBIBRED D « )L Y I 21T NBEIC
I CRaEELTLIES,

A —)LEERE
DIV Y TR &FRTIHRE. U TORIT 71

(.

IR CEANFHRIRZERICIEEI D ENTEET,
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» B D 71 )VERE
X=)VICHRNHESNTND D P A IV EEE T DN E DN ZEIBELE T,
NILFIN— REBRRD X —)UIRD Content-type D' "text/" TIBFTRDEDEX—IVAN EHIS
LZEY . Contenttype D' "text/" TBTDEDMUNETRNI 71 ILDIRE LXT,
> Bk UIgh)

FEE 5768
BFTyOHY | A=)UITHRNSNTND D 7 1)L ainXi UEE A
OF T v IR | X=)LITRYSNTND D 71 )L Zeni UE T,
» 855 X IR
FEX —)LDNFHZEESNLEXFUNA MEICHRLU TEnX UE T, Fri X — )LD FE
FRM EZZSTA—IUIE, XFHFEPRETOX =)V EEnE UE T, RADIELIIEO0EE
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54. X—JLY—N
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5.4.2. T4 )P 2DEE
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5.4.2.1. T4 )P 20BN
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N=QZFERIDHREE. PUYT—N—REICEXAYBEEEITDINFIZERLUTIINTE
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You are now logged out.

225



682 —i1—Y XZ 1 —Em:R6A

MW B —/N\DIRE R XA VICERSNTND -, —RI1I-—TEBEICERKLCEBSD/NAT—R
DNEBDOX—)VDEEREREZTDCENTEXT,
Management Console] [CIEFTDE. MDY IR=IDNRRSINZT,

t Console

Management Console for MW
Version 12.0

Management Console |3, Web 757 F%& 4L, Zfatthirs
InterSec VM/MWe V2.0 for NECCI ™
EEY APV AT LR DR EEEEITIY-ILTY .

—fi%1—1t 3. Management Console ZFIFE U CIU T DEEENRIBATEZET.

XZTa—% TBERIE

A—UHREESE INRAD—FOESENTEFHT,

X —)UsRRE X—)LBrk. X—)VBENRE. X—/LEEBIDEENTEXT,
Oo7P2k Management Console| D507 7”0 ~ULET,

226



6.1. Management Console /\ D3E#t

—f#%1—1 Management Console \D#EffG(L. FBBOHER., EFa1 )7+ E—RICK>TERIE>TW
X9, ISPV HUD Web TS50 Z#REIL. T2 URL ICPOERAULTLIZE),

Eins
—I1—Yar https://<7? kL X>:50443/user/
(EREXTY)
—B1—-valr https://<)? R L 2>:50443/
(R EX1>) <IRAE XA > &>luser/

X< FUZ>O8DICIE. MW B—/NICEIDS T IP 7 FURELZE FQDN ZIEEL T IEE0N,
K<RBE R XA VE>DEDICE. OT 1 VIDIRBEAA VBEBEL TS,

:, FQDN ZI5%E U TR I DIBEIE Web T SOTRITERIFRD TET I ENME T, T/,
R R XA INDEGDZEIE. R FX A VBOBRIFRETCETDCENMUETT,

.| B, SSLIBSIbEERICBeBREADMBREEZREA L TNET, EENRTINET
A5 | 1, 22U« LOBBERBOECA,

Internet Explorer 11 MEDIHZEE. [COY 1 FOREEZRITIDHESNTIEA) 12D )Y
DLUTLIEE0N,

COA-TEEALT. T0 Web 8 FOMRERTLRVG LS EELTY
e 1

227



4) OJ4 VEEIRTFSNLD, —HI1-—TF0J1V] 15 TPADYERE] & TINXRAD—F] ZA
ALTCOTA VEBRLUTLESU,

NEC

Management Console

for Users

Copyright(C) NEC Corporation 2000-2016

(PADYEE] CIE BRI VYDRBEEICK>T. MREADLTES0),

APRE PRI EBNDIEE
%88 R X > (ActiveDirectory E#E7% L) A—YB@RX1VIIL—T%
%88 R X > (ActiveDirectory E#EH D) A—PB@RX1VIIL—TL

vy, | BXAYDI =T8I, YRTLAEBEICHERBLTIESU,

228



6.2. 1 —IB5HREE

INRD—RES

COBEBTCIR. OJ1YUEI-TD/INRAD— ROEENMTZET,

INZAD—R(E, —f#&1—1 Management Console NDOT 1 VD, X—=)ILDSA PV RHh5n0O0
- >%0, SSH. FTP 2&EDOT 1 VESICIEELZE T,

I user(]
SRR =
N2 —FBA:
A% E
¢ 1—YHE
OJ14> L TN 1—YBEXRTLET,
® NNZRD—F

FUWNRD = RZAD LTSN, NRDT =R —RIA-—TFD51E, 6 XFUE 14 XFIU
TOFA/BRYNF, ¥BELSNFCHECSEI. ADLBNEE. NRD—-FEEBEINFE
o INZD = RICXTTDANDNFHOEE > TNDIHBSE. UTOXy £—IDNRRFSINET,
BH YRTLAEEEDN Y —ICKDBETETDINFH. AXFIN\NFOEEEEEDEEY
BEENFNIRONDBENDHDET, MIIY—ICDNTIL EBEECER LTI,

Web R— SIS DA v — T ==

I, /TRO—FEe MFLLE 14 FUTTHEL TSN

¢ NRO—FBAD

INZRTD = RABDDR S TVRNDER T DEHIC, ED—ERFU/NRT—READLTIES,
v NS > (DERBA
2] | BEUCABERELET,

229



6.3. X —)LESTE

A—HDX—)LEBREEENKRINZT, COBECIE. A—TFICERESNIZX—IUICXT UTUTDE)
EREEITRAET,
® X —)LERRRTE
A= )LEBIDA =)L RURICERELE T,
DA I VTR EFRI D ET, BmEX—)LDOAX Y 1 ZEFIRLIZD, FMID 7+
IVDEEENHI T D ENTEET,
o X —)LBEERIERE
X—)UREBICBERIELE T,
o X —)LEEBAERE
X—=)LDBVVEC EERID XA =)L P RURISERUET,

L | CINSDEEZFIRIDICHICIE. YRTLAEBERENSHSD UHERZHFISN T\ DHNE
A | pp0Es,

IRATNEEBIE. XIREXA YD [REXAVIER > FXA VIEHRIRE] (3.3.3. FXAVIE
HRIRE) T, UTDEBEBICDONTHI(F T v IHDDIRRER) U THRLRITNIEZRDEE A

« X —)UBmXi%EE : OX—)LDEEZHT T D

« Vacation HE : OX—)LOBEREZHFTT D

« X—)EE@ENEEE . OX—)LESE@8XNEfagdd

HFOINTULVRVIBE. —#31—1 Management Console TOXTZIEEERIC I TOOODRIA
[FEFTSNTNFE AL ERXRTFSNFET (OO0FZEBYT—ERZIEBLETI),

RR—=INSSHEEC DN THRIBLET,

230




X —)UERE
CDPADY FICBWVEX=ILZERIDA =)L FURICEZET D ENTEFT,

® X—)LZEIXID
IRTNEBBNA—)VOEEZHT U CUVRNEE. COMBERFBTESEEA.

O
A—NEEETS
OA—NEEETS

AL EmASR R RR)
FILERES (LR T ERE) A 77 LB BRI R
OlEmELAdL NFET

Tt

OC@OFH2 /- (userd0l@virtualsholocal) (CHA—)L & KT

¢ X )LZEEHmFEID
A=)LEOA =)L FURICEET DHES. Fry DU TIES),

REE 788
BFTvOHD | A—)LDEEERITLUE T, UMTFONITNODERENMETT,

OF Ty DI3U | X—ILDERXRZERTUEBA. MUEDOREIBNESDFIE A,

> X —)LERRA(GREEX)
X=)VZZDFTEDIRETIXI DHEIC, ImXI DD TH/2B/ELTIZSN,

BEX —ILDBDTHEAY Y (To, Ce FB)DXA—I)LNYSFDEESMZZET T A —)VEREZETNK

BEFCORMCHEEZHRTEo>TIIES0,

9. A—)UERRZETDIHEE.

» X —EEAO 1 IVE ) Y TERR)
BRI DA —IVICXT U TR D 7 TIVBIBRED D « LI VDT ZTNBEIC. X —)L &R
FBIHCH/EBELTCLESN, TV VTR EFERTDIHSG. MTORMI I 71U

IR CEANFHRIRZERICIEEI D ENTEET,

» RV P AIVERE
X=)VITMISN TN I 7 1)L 28X I DN E DN ZBELE T,

NILFIN—= REED A —)UIRD Content-type 1 "text/" THBHDEDZEX — VAN EHE
LE T, Content-type D' "text/" THBFIDEDMAERTT 71 ILDIRELET,

> B8Rk UIEL)

FEE &%68
BFTyOHY | A=)UITHRYSNTND D 7 1)L ainX UEE A

OF T v IR | X=)LITRTSNTND D 71 )L Zeni UE T,

231




»  SRANFHIR

v
N
4
=

EX —)LDNFEZEBESNLEXZFUNA MEICHR LU TEE UE T, Srx X — )LD FE
HFIRM EESTA —IUIE. XFHFERETOX -V EEELE T, RADFLIEIEO0ZEE
EIDE. XFHHRETNEEA. X—ILAXDOFHIIUTORAIC UIED > THDY
~LUET,

¥ENFINAPE 1 XF ELET., 2BXFIE 2 XF CUTGHBRLET.
VILFIN=EDA=)VICSENDHRIFEADY FOXIREZDET,

AT PCIVEANDY FOIREBZDET, EIEL. IRYDI P AIUSEELSV ICF Ty
DUTNBBEIL. RED 7 AIVEBRDBRNWEAXDAD Y FOIREBZRDET,

BBEDEET OIS AREEFEATDIHSICIEELTIIZE),

COMICKA—ILP FURDHERSNEHZEIF. oSN’ FURICTA —)LOFEFEREX
LET, BBOEIETOTSAREEFERIDHEE. CCICHRELTLIZE, SlTE
[ BBDEXTOT S ADFTHRITEC URD > T ESH),

EERD
| TJOJSL8 ATV 3aVEEFRE

CDPADY EICEX-IZEET

F12d

A= )VDEREEEBICTDOPADY FICEX I ZERLUTRELVNGEEG. FTv I UK
S0, TA=LZEBERIET DI MA L. DDl A—)VEERFENSNTVRNEEL, 32
EIMY VB REICEINCF T Y ISNET,

HIEE 568

BFTyIOHD | RESNTNDPADY FCX=)LDEDFT,
OFzvII8L | RERSNTNDPATY FTX—=)UIFED FE A,

« X—)UBRES (D 1 )L VTR ICDNT
A X —)LDB THA WS (To, Colld, X —)LERESE] [CERESNIEA—ILP FURICE
SEZFTI., FC. Received Ny H —[CDONTEX —JVERERTEDA VY —[CESHED
DFEI.
ZEUILTX —ILOFTFEDIRRE TERX UIZVZE(E. TZ20M 1 DOMEICERRST 7 ~ U R Z5S
ALTLIEE0),
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Fivh

Fivh

« YD 7 A VEREFEREIC DU T

NILFIN—= FEBEDO A —)UAD Content-type D' "text/" THBFEDEDEX—ILANEH
T LUET, Content-type 7' "text/" THFEDEDMUAERNI 71 ILOXIRE LUET,

* AN FEBIRIC DN T

A= )VAXDXFHISUTDRAUC UEA>TADY L LET,
—¥AXFUNT MZE 1 XF EUET,
—EAXFE 2 XF EUGIELET,
—VILF/IN=FDX=)VICZSENDFBRIFEND Y FORWRESDTT,
— YD PAIVBANDY FORMRESDTT,
U TR 71 IVERE UL [CF T v D UCTVNBIBEE. YD 7 1)L ZER
DIRVNCEAXDAND Y FOURERDFT,
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o X—)LZzBERIETD

BUREBEICE 1 EUMRESNEBA. KBRPRETHAX I ERDCENTERNEEICHERBL

F9.

OXA-NLEH#RET 2

B EMEISENEERE: [ T0 £113 CC~v 4 —Izuser001@virtual sho localih S 1 218 & (HEHE) v

NEFO—REE: [uTF-s
1E{S7T(From):
WRIEAEE (Reply-To):
Return-Path:
A1) (Subject):
wEE A=

W

o

YRT AEEENA—LOBEEREZHFI LU CNENEE. COMBERFATEIE A,

¢® X-)LEEIMmRETSD

X—=)VDEFBICH U TCEBI TA Y Z—IZRIETDIHEG. Tty UTIIES,
Frv O ULEHEE. UNTORENKETT,

RAEE 568

BFTvOHD | A-)LDOBEREERITLET. UMTFONITNHADFRENHNETT.,

OF T v IR U | X=)LOBEREZRTLUE B A, MEDRERBINEEDEE A,

» BHELREEEERE

BEREZITORMZIBELE T,

RIEE

Gz

To ZFf2lE Ce NvS—[C
"X=)LP RULAHSEND
BEHERT)

To F2lE Ce ANy S —=[C[X=)LPP FURIDAEFENTL)
BDIBEDHEENRIEZITINE T,

To E2IE Ce Ny —[CHBRIEDA—=ILP FURADEFH
NENWX=U YT RDEDA—)b, Bee ICTZIEL
EX—=)b. BRUEILESNTELEX—IVEFICEMEZEIT
NWFEEA, BRBIE. COE—FRZEBELTIESV),

[X—=)LP RURIFEX—ILET

X =)L FURICBVNEA=)LINTICEIMRIELFE
I, To F2IE Ce Ny I —=[CAX=)LP FULRANEEND
A=)UVINCE. A=UYTIJZEDS5DA—)b, Bee
[CTRIEBULZXA—=IL. BLUOTESNTELEX-IUICE
BEnRIEZTNET,
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v

To K21} Cc AYF =" X =)V P RURAD'EFNDBEHERE) [CDNT
To: K2l CeNy I —[CHIRTCD A —ILP FUZADEFEULIHBS. FromAY S —ND77 FLU R
FEICRIELET,
c XA=UYTURROX =)V AY VFEZERALTNDBEITFRLTIIZS,
* A=UYTURRECRIELUTUI O EHE. BERBEACKX—ILIEESNTLENET.
To: X =1V T ZAREDNSDX—)UVICHNT To NI —[CHRIEDX—ILFP FUADAD
CENRVID+DEER L TSR L TIIES0N,

o

e [X=I)LPP RUR]IFTBA—=)LETICDUNT

EES | - X—)LPRURICBVEX—ILITANTIRIELET.

c X=UYTIJZA DX =)V AYVEZFMA L TCNDSBEIFIEFRL TS0,

c X—UVT)ZAREFORELUTCUE O ZIBE. EERBACKX—ILORESNZET,
XFEI—RIBE

BEREIT DAY E—IYDXFI—-REBELEY,

UTF-8 ZF/ZIZ 1S0-2022-JP oBIRLUCLIEZEW. T2/ FEREIF. UTF-8 ICRES
NTNET, BENRIEFRDA—S—D UTF-8 [CXTh L CTULVEWNIBEE. 1S0-2022-JP Z5&EIR
LT<LIZE0N,

BIEA—=)VD From A\ W& —TEATDX—ILP RURP RURZBEL TS, KA
NTHERELULZIHBS. BEBELUTTDPADY EOX—=)LP FURZHELET,
5cAfl) name@example.co.jp
SCAPBl) 881 <name@example.co.jp>
RIS FL1EFE Reply-To)
WRIE X —)LD Reply-To:A\ Y& —THEATDIREXIBEX—ILP FLRZEBELTI S,
5cAfl) name@example.co.jp
SCABl) 881 <name@example.co.jp>
Return-Path
WRIEX—)LD Return-Path: A\ w5 —HRXV LT YANO—T FROM TEATDIX—ILP RL X
ZEELTLIZE0N,
RADTHEELULHES, BEBELTTORPADY EOAX=)LP? FURZEALET,
5C AP name@example.co.jp
"#Z 8] <name@example.co.jp>" DN TODIEBEITEEF A,
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[ 2; I;)lASubjectz
IRIE X — )LD Subject: NS —TFERAT DI RILEEBELTIIES),

¥ENTZERULEHRE. XFEIDRETDICENDDET,
NS —DRBICBABZEAUZES. 2EADREBLCK > TRIXFCITNRET DL
PHNFET, Ny —DOESHIRIZ. MIME TV I— RENEEDIREET—A WS —256 X
FURTT,

» BEXYE—Y
BIEX—=ILDXy £—=IEBE LTS,
¥ENTZERULEHRE. XFEIDRETDICENDDET,

w0 | BEXYE=I AvT-ICEBNTERAULEHEES. XFODTRETSICEDDHDET,
EES | - AvH—DABICBAEEEAUZIES. SERIDBEBICK > TIXHTDRET D EN
HDFT,

AV -—DRSHPRE, MIME T J— RSNEEOIREET— Ay S5 —256 XFUNTT
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o X—)EEZEBAID
A=)V ZC EZ @R LET,

OX—JL&EE @Y 2
E{SBAIFE(To):
1#={E 7T (From):
24+ )L (Subject):
E{E AT

w0 | VAT LEBEDX—LEEEAZHT L CLENES, COMBERSRIBTSEE A,

¢® X EEEENTD
COPATY ECX=ILABNCECEZ@RIT DB, FT v I UTES0,

RAEE 568

BFTvOH0 | XA—)LDEEBRNEETLET ., MTFONWITNHDRENMUETT,
OFzv P80 | X=)LOEBBNZRTLUERA., MEOEREEIBENERDEE A,
> 5.8 K55 (To
X—)VEBZBRT DAV FURZEEBELULTIESL),
> =75 (From

EEX—IVDXEETP FURZBEL TS,

FRADTHRELULIHES. BEBELTTDOPADY EOA=)LP FURZFRELET
> JU(Subject

SEX-ILOYA RILEBEL T ES0),
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» EEXVE—Y
ESEBANICHAIBDX v EZ—IELBELTI S0,

BEX Y - Y, EROXECNZ TEEX —LONFOBHEHERIETT,

RIEE 5788

BiY1EHR [%%DATE%% | BRI DCET. ZEA—)LD Date Ny —%&
#rs0 LEX T,

EEEER [%%FROM% %] CBETDCET. ZIEXA—ILD FromA\NvF —%&
#rso LEX T,

A ~IVIER [%%SUBJECT%% ] CIBRET D ET. X —)LD Subject: A\ v
S —=&Ersc LE T,
BR. BEXAYyE—IDICHNT M%%DATE%% I. [%%FROM%%
REKU T%%SUBJECT% %] ZXFELUTCKRIRIDCEFTEEFA.

EEXvEz—IEER
%%DATE%% I %%FROM%% SAND'S [%%SUBJECT%%] X—I)LDBEE UL,
DEDICIBET DE Tue, 23 Mar 2010 12:05:08 +0900 [, MFoo"foo@where.example.co.jp

SANDS MEROFE] XA—IHBEXUEL. ) [CEREENT, EEX—INBEFET,
v ThS Y DERES

(23] | BEUCABZRELET.
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mailto:foo@where.example.co.jp

6.4.0P7PIF

—MA—FAZ2-—N50TPDELET, OTPD &R, MTD. OJPD OEBZRTUE
ER

InterSecVM/MWc V2.0 for NECCI Logout Page

You are now logged out.
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TERMAHT R

AETIE. MW U —/NOMABIEICB o EHREFIROBEIC DN TERIBLTNET,
EEDCHABICHIZ T, RERRENDEREERIDIMUENDDIHEEINET,

71 XA =)LZPi%d D

71.1. Ry D =DETXY FHRIEDNEA —ILT—/\DED X —)LEEZPSEIZL)

RERY D —=DCRIBT DA —ILT —/\DSDX —)LPHRICHNT, REX—ILY—N\DFAET D
RY RD=DODERGF—/N\DRY D =DRITAY FEEFERBRDEZE. P—ER > X—)LTF—/\
(postfix) > BOXEFIRERE) BE— PEFTIT D7 FUR /Ry FD—=0 ) TARBX =)L —/XD
IP PRURDRY FD—=DOPRURZHFTGUTRIUEDHDF T,

7.1.2. InterSecVM/MWc H'5 i1 X—)LY —/N &S = 20)

K =IN\DSA U —Ry MIBENDX—=)UEEICHBNT, EOA =)L —/NIC—ELUTPHHRS
BRIMUENDDIHE. [T—ER > X—)UY—/\(postfix) > BIXFHRES BE— [AV—FRA LR
Bl TERUX =)L —NDP FURZEFR LU TCRIIMENDDET,

BIZIE V=R FAINZEETDINTDA=IICDNTI I RAF Ty IO —ERZEFALIZ
WBE. ZOY—ERZRHITDIX—IT—NCX-)ILXBZIHmEITIBREN DD FT,

7.1.3. X =)V R XA VICHH UTA—)UY —/NICERICHESE UIZUL)

AY—N\DZ2IIMTEEBA—IVICDNT, 5855 R XA Y CEICRBDIA—IT —/NICA—)LEEZE
RODITZNEE BIZIE BPFICEICRBDIAX—IWRT—ILY—NEHRE L TNDKLDREE). [T
—ER > X—)UY—/\(postfix) > ERiX5GRE | BE— FR09ECERTE | THHC EDEBHX—ILY
—NZEFRUTRIMUED DD ET,

240



72. EX—)VIREFHBEZNAET D

72.1L BHRBA VIR E UTMW U —N\DPT DX —ILZERE UTHECHL)

BRBAVNIRD—IRE LT, AT —/\DPBRITDIX—IVERFEDA =)L FURIC Bee EZET DT

ENTEFT, COMEEE EX—)UREI EEU. UTOEREICTHRIDICENTEET,

(1) TH—ER > X—=)LY—/\(postfix) | BEN'S [EX—IUREFRE] 20 JvIU EX—)UR
FRE) BEZEREEET,

(2) (el 20Uy oLuT<iEsb,

(3) EXA-IREDIRETDPMA —ILDBEHR (FX1 V&, BE) EREFHFOX—IVFZFUR G
EHEX =)V FUR) ZANDLT [BRE] 20y o UTLES),
REFFRE/I—IVISEHERIDCENTEET,

(4) REFREDEBNNTT UES BRI Z20J v o UTIEE0.

(6) TH—EXRJBET I X—=)L3YFO—3 (mwmetD | & TX—)LT—/\] ZEEB LTI,
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783.1\vDOPvTI3

7.3.1. XY —\NOBRBRICHER/NNY DI P v TERITID

IS DEBICKDAY —/NNOBBENMUEICTSOLCIHE. MERREERRICEIBI DITHICTEE
/Ny DPy TEERBLU TR CEEHELIT,

AU —=/N\D/INy Dy THEE TN DO DEEERERITD/Ny D Py TIEBZERH L TNET,
ERREBDFREXCTREICEIBIDZDCE. NvDOPyvT I BEAT IYRTAZI 7))L (REE
IB)J ZRT L TIESN,
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7.3.2./\w O TIEMBT + RO ZEBNTD

INY Dy TTF—=RDIBIRFDT D # )L ~Id/var/backup T« LD KU TY, Ny D P v TF—SFDIE
M« ZDZRIDT « ADICEBURWESIE. BIIULET « RDIC/IN—=F 1Y aVZEER LT,
Ivar/backup 71 U R ZEZD/IN—FT 1 Y3 VICVIOV FUTLEE0),

(1) 51 RAOFERINR) BB

B« A7—8
T A% FAAIHAX (MB) N—Faa /&
fdev/xvda 20480 1
([ 768 || |/dev/avdb 8182 0

GFERIMS V2D v DO LUTIES0,

(2) T+ RUFHM BB

RaE Ji—F a3 2 bkRA H8 | AT | @I AR

LENIMSYYZD )y D L TIES0,

(3 T+ RUFHM BE

T A Sdev/sdb
UV o e ] [ Fuar backup ]
(=) =2

NV RNA Y RIC Tivar/backup) ZAD LTS IZE0),
[(EEFINIYED )y DO UTLES0),

iy N DO P THRDT « U2 LI Tivar/backup | ZEELZE0),
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74.P7vIJ7—+r33

AEBEAVAR—IVUEY —/NELREOERTILCHICIE. RBEFSNTNDP Yy IT—rEBARL
TRICRIDIRREZRDCEZ/IHEE LI,

7.4.1. KB R (InterSecVM/MWe) D/IN\wT—I%&%PvTI5F—+ID

AEBNDP v TT— I NECHN— ER—FITA ETRELTNETT . CNEDTP Y TF— R,
PyIT—hBREERICITADERDC TYRTA > NuT—=Y > FUSAYPYITT—F] BB
NEEFOCENTEFT, BR. Py ITTF— ~ORBEICKDERPOY —/N\OBERENNEREDE
HODFIDT, ZVYSAYPyIT—rBECEERRELTIESH),

(D) TAYSAYPYITT—H] 8@

AT IFT—

DT = T =Y s FUSA LTI FE—h [E21 L

EHEEFTA T 2015/08/07

[W]

a7y EVa—IL—E

AFE Rel o= FHicE)
2015/10/29 1.0 InterSecVMMWe V1.0 for AWS 7o /7 —Ea—)L Rel 1.0 %) —2LFT. EEBIER  FE =

C% EREBBOP v IT—REYYTITT, RO TF7— MERTIEDH O FEA)

[REBRICEFHINY VED )y DO UTP Y TT— EDORMBHREZEUS U TIES),
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(2 PyIF—rEIY2—-ILDIOYO-F

a Py I —bEGa—)—&
AFH Rel = HigH
2015/10/29 1.0 InterSecVM/MWe V1.0 for AWS 7o 7 —Ea—)L Rel 1L0E)—2LET, EERER | FE| @ | *

FOY0—-RIBDPYIT— EDEBIMIVEOF T v IRy D 2EF Ty I UT,
[XBIMIYZED )y DO L TIES0),

BHOPyIT—r&EIIYO—-RIDHE. B RLOFIVIRYIREFIVIITDIE
T, ZNRRIOP v TFT—FEI 21 —ILINTHOF T v ORBICEDDFT,

(BN VZD ) v DITDE UTDERY 1 POTDBRRISNEIDT, [OKINIVZED Y
D UTLESE0N,

Web R—ZHSOAYTE—Z S li:h,l

| 9 Py TF— FET1—ILERel LOZTHELET. LBLNTTH? I

Fr il

(3 Py ITF—hbEI2—ILOER CEfR

a Py I —bEGa—)—&
AFH Rel = HinE)
2015/10/29 1.0 InterSecVM/MWe V1.0 for AWS 7o 5 —FEVa—)L Rel 1.0F ) —2LET, CERER FE | F | v

BRIy ITT— OERIRI VROF T v IRy DIREFT VI UT,

LBRIMSYVED ) v D LT IZEl),

BHOPYvIT—FEBERITIRE. BH RAL.OFI VIRV IREFTYIIDRITET, ZN
MEIDOP Y TF—REY 2 —ILIRTHF T v IIRBEICEDDFET,

DBRIMSVED v DTDE, MROERY 1 POTHRRSINZIDT, [OKIIRIVED ) v
OLUTLEE0N,

Web R—ISOAVT—T S l&,l

I e FyTF— bED1—ILERe 1LOETERVET. £3LUTTH? l

“ oK ]”ﬂw;t;l,
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(4) Py ITF—rEIY2—-ILOER (E1)

ASA Ty IT—

DAT A =l = s A ST T —h B2 [T

BTy IT—FEVa—)LRel LOTMERERENETLUTOIT . BRTAES. [Ty 7T —HER IR E S 2T IE N,
BREOERNES E, BELENIC EEX vy E2—INRRSINKT,
BREZERUCIONE, [Py TIT7—FBRINSYZD )y D UTLIEE0N,
MROBREBARTNNIE, BEETTTI,

n IEVEES SRR

TRFIRRTILELL.

Ly PyIT=FCEoTIE YRTLABRIENEEIDEDDHNFT, BEREDUER
S5 PyIT—kE TPyITT—rEIa—-IL—&] VERPYITT—hBRX Yy Z—IP(C
ZOEDRTNSNFIIDT, (@DPvITT—FEI2-ILOBRI TTHE. YRTLAD
BEREERL IS,
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7.42.08S \wT—I&PYvIF—rT3B

NECCI O Linux R8T —/\NTRRESNTD (REBHMRH T D/ N\ T —IBKND) IN\w T —I D7
w T — kE. AESEOD Management Console BEN'STOCENTEFE A,
MEBICHU T, IVYRSAUYNS yum IVY REFBALU TP Y ITF—EFUTLIEE0),

Py IT—FDOFIEEIMUTDEDOTY,

(D) U—=NND3IVV—=)LBEEICOT1 Y LU TIES0),

(2) sudo OV Y RICKD yum OVY REEZIFTLUTCLEE),
s NuT—YZEBELCPYIT—HIDEE

sudo yum update packagename

packagename |CId. PvIT7—FIBEANS/NNV T —IBZEEEL TSN,
BEDO/NY T —IZEEITDHEEE. AINR=IATXEP> TS0,
B openssl /Ny —IEP Y ITF— T IHE

sudo yum update openssl

© INTDOSN\VT—=IZ&PYyITT— I DHES

sudo yum update

N T—IBEBECBTFICETIDEAN VYA F—ILSNTNDINTD 0S Ny T —=I NPy
JT—hagERnET,

“yum update”ZERTITDEP Y TTF— FSNBD/N\NY T —IDRTSNE T, BEADAYEZ—IIC
HOTPYITT—hEITO>TIESE,

O yum IV Y RTOP v ITF—Exi&E MW H—/\D+1 VX =)L T VYR ~—I)LEND
INYT—IDHNDINY T —ITT,
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7.4.3. STARTTLS &Z8MICID

SEEMBEIC R TIE, STARTTLS ZXE/ZELETICXM U TNE B A, BEIBRICKDIBIMEE. U
DFIEICHNTERLET,

k %k 3k k k ok >k k %k 3k >k k k 3k k *k %k >k >k %k %k >k >k *k >k >k >k %k >k >k %k %k >k %k %k %k *k %k %k %

* STARTTLS IZH(TH BB R BEXNEFIE *
Kk sk k ok sk k Kk 3k ok k k 5k sk k sk k 5k sk k Kk sk 5k sk k 5k 3k k sk k %k sk k 3k k %k sk %k k k k

10FASE. BB DIER
ManagementConsole( AT LEEE)BEmKY.
DY &N

[SSLEERAEEH |

(WY —/\GIEAE—EIRICT. [ECEA B DASERIEZHR TL., SIRAZZERK
LTLZELY,

ERMTET LELIZL, Y—/\FIBAZE—ERDI IS {ERRLI-EIBAZEZD 71L& %
AELTLIEELY,
BE.UTOEET, TALINERBELET , D=8, Postfix LSt DH—E XIZT
REFBAZEFF AW EETEEE A

2.ssh (2T, A5 A4 L, IL—ba—HFIZHYET,
Su -

3.7 IILDIBENEITLVET,

LLTFOaATURIZT, 7ML DBEFITLVET .

mv /etc/opt/nec/wbmc/conf/ssl.crt/[Z 74 JL4].pem /etc/postfix/cert.pem
mv /etc/opt/nec/wbmc/conf/ssl.key/[Z 74 JL £ ].key /etc/postfix/cert.key

i)
774 JL44:20150529165018
mv /etc/opt/nec/wbmc/conf/ssl.crt/20150529165018.pem /etc/postfix/cert.pem
mv /etc/opt/nec/wbmc/conf/ssl.key/20150529165018.key /etc/postfix/cert.key




LEBLI=-F—DFA—F—RUOI7AIL A BMYEREEELFT,

chown root:root /etc/postfix/cert.pem
chmod 600 /etc/postfix/cert.pem
chown root:root /etc/postfix/cert.key

chmod 600 /etc/postfix/cert.key

5. /etc/postfix/main.cf DZEH

1). VAT LEIEE ManagementConsole [CIEfGELLU TD B EZEREET,
[H—E X > A—)LH—/s\(postfix) > BEARKTE > REIT7MILDEERE ]

2).etc/postfix/main.cf 774 ILDIRE I LA T A ITEBEELET .
IEFIE:
- DITERELGE DL ITTH TR LTIZELY,
CSDRIRICIEFHRAR—REANTLZSLY,

smtpd_tls_cert_file = /etc/postfix/cert.pem

smtpd_tls_key_file = /etc/postfix/cert.key
smtpd_tls_session_cache_database = btree:/etc/postfix/smtpd_scache
smtpd_tls_loglevel =1

smtpd_use_tls =yes

smtp_tls_CAfile = /etc/postfix/cert.pem

smtp_tls_security_level = may

smtp_tls_loglevel =1
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(HmE=A)

(fmERA)

readme_directory = /usr/share/doc/postfix-2.10.2/README_FILES
mailbox_size limit=0
relay_domains = /etc/postfix/relay_domains.conf

allow_mail_to_files = alias,include,forward

(RER)

readme_directory = /usr/share/doc/postfix-2.10.2/README_FILES
mailbox_size limit=0
relay_domains = /etc/postfix/relay_domains.conf

allow_mail_to_files = alias,include,forward

smtpd_tls_cert_file = /etc/postfix/cert.pem —ZDITEEMLTLIESLY,
smtpd_tls_key_file = /etc/postfix/cert.key —ZDITZEEBMLTLESLY,
smtpd_tls_session_cache_database = btree:/etc/postfix/smtpd_scache —ZDITHFEMLTLIEELY,
smtpd_tls_loglevel = 1 —ZDITZEEMLTLESELY,
smtpd_use_tls = yes —ZDITZEEMLTLEELY,
smtp_tls_CAfile = /etc/postfix/cert.pem —ZDITEEMLTLIESLY,
smtp_tls_security_level = may —ZDITEEBMLTLESLY,
smtp_tls_loglevel = 1 —ZDITEEBMLTLESLY,

3). IBEERI[ERTEIRELED )y UL TIEELY,
A=Y —NE BBMICHEEESINET,

aJU




88 STV a—FT1T

FSDIVCHETEIFIDEEN DD EEE, BRETUERRBL TIIES0),
ZNTELERBCEFULRVBSR YN — Y —ERZECHBLIES0N,

O | MW T —NOBFESICRTIY MR- Y —ENDOHNEDE OKRE. CEROSRAICIA T
MTRDBHRZEDSD UHRHNCEFDEREN RA—XTEDSNET,

EROAREBR

Y25 A > BEHRFER] BEA SRR ULER
I BEBRREOT-—NICRBNWTRFPY TT7— FOBANSTONTVENEE, PyvIT
—FOBRICLVBETETDHRSEDHDEI. TETHNIE. BFH Py TT— I TOBBERE
fEUICHE. BZBROHEREDRE\NE LET,
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8.1.

Management Console

Management Console D CE20\ (OT+ YBEARIZISNZL))

3 & Management Console] (oD EE#fRZ1T D CL\DDMERLTIEE)N,
URL [CABD U IP P RUR, FZIE FQDN AE LWWAHESR LT ES0N,
FQDN ZEAT %5, CEADI S 7Y MiKRCTIE LS BRIFERNTESDCENUETT,
Management Console | REBHEH CRIFIEERR FDIBEZTT > CLEXEAD,
BRIFORER A FDIBEZT > CUV\BIBE. CERDOD S 7Y bigkRD, IBESNTNDIP PR
LR (Ry RD=DP LR CBULTNDOER LTI IZE0,

2. Management Console MEFH TR (OT A VTSRV
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2 (Y2007 OJTY, OSOPTUT =Y 3 VOMMEDRFRIENEZTAFNET., YR
OJBATEASNDOTE. B SNAOEADH, SAEIYROTY—/\\DOJE—-FEHE
ggECTd, YROTHBATHEHASNDOTE TYRFTAOT] TCRON OT L, Y RFTLADEF
2T +0OT) TX=)LY—=/\ (postfix) OY ] HHVDZET,

Y ZAOTRPFELCUTOEATHEASNZET,

B M8 JOBZ[TJTOERIDI: XyE—Y

SEERMTO@BOTY,
Bs OowhB8E
MR E CoOTaENUIZY—/N\E

JOEZ[JOEXRID] CoOrdEEAHLETOER (Ot ID)
Xwt— MEAVNEES

2.

X=)LOTDRFBEHATIZSH)

A =)L —/\ (postfix) MHEANTDOT TX—)LOT] ICIEA—)VEBEVIBICET DSFSER
IBIROECHESINT T, URE—LODX—ILEERICHENASNDOTDHRETT,

A=)OT T 7 A )VICEADSNDBROA v 2—IBDMH KRR UIZEDTT,

TEEN'ZEBDTIE. BRIOITOHMKGINFIITI,

connect from XETN 2 ~ FQDNDBEETHR A~ IP P RU ]

X —)UF 2 —ID: client=X{E7t/h X I+ FQDNLBXEIT/R A~ IP P RLU ]

X —)UF 2 —ID: message-id=<X v tZ—3 ID>

X —)UF 2 —ID: from=<KXEE X =)L FU >, size=X—)LT1 X,
nrept=5855# (queue active)

X —)UF 2 —1ID: to=<387c X — )L R L >, relay=HgX5t 1 —/\ FQDNI[IP )7 L X]:25,
delay=10, delays=10/0.01/0.05/0.06,
dsn=2.0.0, status=Hgix X 77 —4 X (sent [FIEREIET T)

X —)L¥F 2 —ID: removed

disconnect from XIE5Th X ~ FQDNEETRZ ~ IP 2 RL ]
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Windows Server 2008 MFMDInternet Explore CldZFa )7« @b SNTHD. BIEDRET
[F&&DH DManagement ConsoleDIEENIEEICENE LE L A
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DH CP(Dynamic Host ConfigurationProtocol)
AU =Ry FC—EFNICERIDIVE 2 —DICKT L. IP P FURBEMERIEHRZEENBIICEID
HTBTJORIVTI, DHCP H—=NICE, 7= rD x5 —/NDDNS F—/N\D IP 7 RL R0, T
TRy VRO, DSA4PYRCEIDHTTEXRNIP P RURDEEABRENRESNTRD., PO
AUCELZIVEA—BICINSDEREZRHEITDCENTEXT,

FTP(File Transfer Protocol)
TCP/IP Ry D =D T 71 )V EERET DEHICENNDTO DIV, RFETOITSLZIET,
FTP TO 7 () &EEE T DICIE BBEA—TBE/NRD— RFHIUETHDN . anonymous (BBED
B ENDOIA—HYET, #HTHBEATED FIP Y—=N\EHD., CNIE. anonymous FTP T —/\&
1IN D,

FQDN(Fully Qualified Domain Name)
TCP/AIP Rw D =D LT, BXAYEDOTT RXA V&, MR BEBEE FICITNTERE UL
RO ETT,

HTML(Hyper Text Markup Language)
Web 8 —/NTRET DBEHRZN T DITHDEFE. XFOBEREHBOSHELC/N\AM/N—FTFIXE
ZERCTE D, HTML Z5h I DICE. XEDGRIEESE., YT EWSHSEE > ThasRIINIER
57200 IR HTML ZERICEK T DY — LB FELTND, Web TS50 (E, Web
—N\EICHD HTML 2 7 1 )V EERICRKRTT
DYIT DT P THD, Web U—NICPDERXFDICIE. URL (Uniform Resource Locator), 51z
(& Thttp://www.nec.co.jp/] ZIEET D,

HTTP(Hyper Text Transfer Protocol)
Web B —/\X& Web TS5O0UN D 71 )L EDBHRZEDVDED T B2HDTO F 3L,

IMAP(Internet Message Access Protocol)
X—=)LT—=NEX=)LY T FORBTENND IO RIILOVED, EBdD POP E(HEL), X—=)LDTF
—FIFT—=NICBNTEET D, POP [CHNBDET—N\BIDOEFIIAELZD.

IP(Internet Protocol)
R RO TOT—FDPMREERET DCHOTORIILTY, BETOFIVORRICH
T, TCP & IP [FIEBICEBIZID T, CNBHZDZEENET TCPIP EEBIFEEINET,
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IP (InternetProtocol) 77 FLX
TCP/IP @EICHNTRY FD =D EDHFBIGRDIEEIFE T DCHICERAIND 32 Ewv ~DFP FU
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Management Console
Web S5O ZRAULE MW Y —/\DY T AKREY —ILDBFFTY, Web-based Management
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MIME (Multipurpose Internet Mail Extention)
1=y RN U TCSE TR T —HEERDITHDIRRIE B,
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Ry RO —ONSREHRIBUTOEZZSEL T, YRTABZDHRE « #5575 70L2)LTT,

PING(Packet InterNet Groper)
HDHAD SHDIHRNDEHRAIERICITZDNEDNEREZIT D TOT S A,

POP(Post Office Protocol)
TCP/IP OPTU— 37O RIIVD—DT. DS54 PV DY —N\DEX—)LEREITDES
[CARWSN3T0RI,

SMTP(Simple Mail Transfer Protocol)
TCP/IP OPTUT— 37O RI)LO—DT. BEFA—I)VOBEDZHOTO ~ )b,
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IPEEEIIRCMBERDI-—ITY FYI RTT, BEVR—I v HSDBRIEERICIHA
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SSL(Secure Socket Layer)
Webt —/\DMERETE DN DR ETOIZD. WebTSOHYDT % — AN SXETDEREZBSIET
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NZFT, FBBERINRNI T A VISEDRIEBICER L TESDENDE, BEEZDEDNH DD X IHN
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TCP(Transmission Control Protocol)
SEEA VY —Ry MEEEROTUND TCPIP JO RDVOERZRITO I, IPDEMITO
FOWELUTRIBDITONIP AADRDY 3 YU RABDEEY —ERZITZERE T DDICXT LT, TCP
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TCP/IP(Transmission Control Protocol/Internet Protocol)
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-« —H R w ~(Ethernet)
XPOv D%, K DEC . X7 VFILED 3 wHEREREF Lz LAN D275,
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FFEMRICEZASIVE21—-HRY FD=DDESE, 7TRIE. UNIX O LAN Z8HERI ST
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The BSD Copyright
Copyright (c) 1992-2015 All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:
* Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUTNOT LIMITED TO, THE IMPLIED

WARRANTIES OF MERCHANTABILITY AND FITNESS FOR APARTICULAR PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALLTHE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,

INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES

(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON

ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVENIF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyoneis permitted to copy and distribute verbatim copies of this license document, but changing itis not allowed.
Preamble

The licenses for most software are designed to take away your freedom to share and changeit. By contrast, the
GNU General Public License is intended to guarantee your freedom to share and change free software--to make sure
the software is free for allits users. This General Public License applies to most of the Free Software Foundation's
software and to any other program whose authors commit to using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it toyour programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed
to make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish),
that you receive source code or can getitif you wantit, that you can change the software or use pieces ofitin new
free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrenderthe
rights. These restrictions translate to certain responsibilities for you if you distribute copies of the software,orif you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the source code. And you must show them these terms so they know
their rights.

We protect your rights with two steps:(1) copyright the software, and (2) offer you this license which gives youlegal permission to
copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for this
free software. If the software is modified by someone else and passed on, we want its recipients to know that what they have is not
the original, so that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free
program willindividually obtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear
that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
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GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying
it may be distributed under the terms of this General Public License. The "Program", below, refers to any such program or work, and
a "work based on the Program" means either the Program or any derivative work undercopyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the term "modification".)
Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.The act of
running the Program is not restricted, and the output from the Program is covered only if its contents constitute a work based on the
Program(independent of having been made by running the Program). Whether thatis true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty; and give any other recipients of the Program a copy of this
License along with the Program.

You may charge afee for the physical act of transferring a copy, and you may at your option offer warranty protectionin exchange
for afee.

2. You may modify your copy or copies of the Program or any portion ofit, thus forming a work based on the Program,and copy and
distribute such modifications or work underthe terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of
any change.

b) You must cause any work that you distribute or publish, thatin whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this
License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License.(Exception: if the Program itself is interactive but does not
normally print such an announcement, your work based on the Programis not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply to
those sections whenyou distribute them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Program, the distribution of the whole must be on the terms of this License, whose permissions for other licensees
extend to the entire whole, and thus to each and every partregardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,
the intentis to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the Program) on
a volume of a storage or distribution medium does not bring the otherwork under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable
form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machinereadable source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more
than your cost of physically performing source distribution, a complete machine-readable copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred formof the work for making modifications to it. For an executable

work, complete source code means all the source code for all modules it contains, plus any associated interface definition files, plus
the scripts used to control compilation and installation of the executable. However, as a special

exception, the source code distributed need not include anything that is normally distributed (in either source or

binary form) with the major components (compiler, kernel, and so on) of the operating systemon which the executable runs, unless
that component itself accompanies the executable.
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If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code fromthe same place counts as distribution of the source code, even though
third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.

Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights
under this License. However, parties who have received copies, or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives
a license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions.
You may notimpose any further restrictions on the recipients' exercise of the rights granted herein. You are not
responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a courtjudgment or allegation of patent infringement or for any otherreason (not limited

to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of
this License, they do not excuse youfrom the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Program at all.
For example, if a patent license would not permit royalty-free redistribution of the Program by all those who receive copies directly
or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution
of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance ofthe
section is intended to apply and the section as a whole isintended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the integrity of the free software distribution system, which is
implemented by public license practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear whatis believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted

interfaces, the original copyright holder who places the Programunderthis License may add an explicit geographical

distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In
such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new
problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License
which applies to it and "any later version", you have the option of followingthe terms and conditions eitherof that
version or of any later version published by the Free Software Foundation. If the Program does not specify a version
number of this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,write to the
author to ask for permission. For software whichis copyrighted by the Free Software Foundation,write to the Free Software
Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of software generally.
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NO WARRANTY

11. BECAUSE THE PROGRAMIS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY FOR THE

PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED

IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS"

WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUTNOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH
YOU.SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALLNECESSARY

SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHTHOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS
PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,INCIDENTALOR
CONSEQUENTIALDAMAGESARISING OUT OF THE USE OR INABILITY TO

USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE ORLOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM

TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to
achieve thisis to make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. Itis safest to attach them to the start of each source file to
most effectively conveythe exclusion of warranty; and each file should have atleast the "copyright" line and a pointer to where the
full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without eventhe implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact youby electronic and paper mail.
If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author

Gnomovisioncomes with ABSOLUTELY NO WARRANTY; for details type “show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type “show c' for details.

The hypothetical commands “show w'and “show ¢'should show the appropriate parts of the General Public License.
Of course, the commands youuse may be called something other than “show w'and “show c'; they could even be
mouse-clicks or menuitems--whatever suits your program.

You should also get your employer (if you work as a programmer) or yourschool, if any, to sign a "copyright disclaimer" for the
program, if necessary. Hereis a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program
*Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is a subroutine
library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you want to do,
use the GNU Library General Public License instead of this License.
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GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA02111-1307 USA
Everyoneis permitted to copy and distribute verbatim copies of this license document, but changing itis not allowed.

[Thisis the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public
License, version 2, hence the versionnumber 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and changeit. By contrast, the
GNU General Public Licenses are intended to guarantee your freedom to share and change free software--to make
sure the software is free for allits users.

This license, the Lesser General Public License, applies to some specially designated software packages-typically

libraries--of the Free Software Foundation and other authors who decide to use it. You can use it too, but we suggest you first think
carefully about whether this license or the ordinary General Public License is the better strategy to use in any particular case, based
on the explanations below.

When we speak of free software, we are referring to freedomof use, not price. Our General Public Licenses are
designed to make sure that you have the freedomto distribute copies of free software (and charge for this service if
you wish); that you receive source code or can get it if you wantit; that you can change the software and use pieces of it in new free
programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to surrender
these rights. These restrictions translate to certain responsibilities for you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the
rights that we gave you. You must make sure that they, too, receive or can get the source code. If you link other code
with the library, you must provide complete object files to the recipients, so that they can relink them with the library after making
changes to the library and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offeryou this license, which
gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the freelibrary. Also, if the
library is modified by someone else and passed on, the recipients should know that what they have is not the original version,so that
the original author's reputation willnot be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make surethata

company cannot effectively restrict the users of a free program by obtaining a restrictive license from a patent holder.Therefore, we
insist that any patent license obtained for a version of the library must be consistent with the full freedom of use specified in this
license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This
license, the GNU Lesser General Public License, applies to certain designated libraries, and is quite different from the ordinary
General Public License. We use this license for certain libraries in order to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally speaking
a combined work, a derivative of the original library. The ordinary General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General Public License permits more lax criteria for linking other code
with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's freedom than the

ordinary General Public License. It also provides other free software developers Less of an advantage over competingnon-free
programs. These disadvantages are the reason we use the ordinary General Public License for manylibraries. However, the Lesser
license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library,so that it
becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. A more frequent case is that a
free library does the same job as widely used non-free libraries. In this case, there is little to gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNU C Library in non-free programs enables many more people to use the whole
GNU operating system, as well asits variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a program that
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is linked with the Library has the freedom and the wherewithal to run that program using a modified version of the Library.
The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference betweena

"work basedon the library" and a "work that uses the library". The former contains code derived from the library, whereas the latter
must be combined with the library in order to run.
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GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by the
copyright holder or other authorized party saying it may be distributed under the terms of this Lesser General Public License (also
called "this License"). Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under these terms. A

"work based on the Library" means either the Library or any derivative work undercopyrightlaw: thatis to say, a

work containing the Library or a portion of it, either verbatim or with modifications and/or translated straightforwardly into
another language. (Hereinafter, translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form ofthe work for making modifications to it. For a library, complete source code
means all the source code forall modules it contains, plus any associated interface definition files,plus the scripts used to control
compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its
scope. The act of running a program using the Library is not restricted, and output from such a program is covered
only if its contents constitute a work based on the Library (independent of the use of the Library in a tool for writing
it). Whether that is true depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receiveit, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;
and distribute a copy of this License along with the Library.
You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protectionin exchange
for afee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library,and copy and
distribute such modifications or work underthe terms of Section 1 above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this
License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility is invoked, then you must make a good faith effort to
ensure that, in the event an application does not supply such function or table, the facility still operates, and performs
whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose thatis entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any application-supplied function or table used by this function must be
optional: if the application doesnotsupply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Library, and
can be reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you distribute the same sectionsas part of a whole which is a work
based on the Library, the distribution of the whole must be on the terms of this License, whose permissions forother licensees
extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,
the intentis to exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregationof anotherwork not based on the Library with the Library (or with a work based on the Library) on a
volume of a storage or distribution medium does not bring the other work underthe scope of this
License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given

copy of the Library. To do this, you must alter all the notices that refer to this License, so that they refer to the ordinary GNU
General Public License, version 2, instead of to this License. (If a newer version than version 2 of the ordinary GNU General Public
License has appeared, then you can specify that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public
License applies to all subsequent copiesand derivative works made fromthat copy.

This option is useful when youwish to copy part of the code of the Library into a program thatis not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable formunder
the terms of Sections 1 and 2 above provided that you accompany it with the complete corresponding machine-readable source code,
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which must be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange.
If distribution of object code is made by offering access to copy from a designated place, then offering equivalent

access to copy the source code fromthe same place satisfies the requirement to distribute the source code, even

though third parties are not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by
being compiled or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a derivative work of the
Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the
Library (because it contains portions of the Library), ratherthan a "work that uses the library". The executable is
therefore covered by this License. Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code for

the work may be a derivative work of the Library even thoughthe source codeis not.

Whether this is true is especially significant if the work can be linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and
small inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether itislegally a
derivative work. (Executables containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the workis a derivative of the Library, you may distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fallunder Section 6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the Library" with the
Library to produce a work containing portions of the Library, and distribute that work under terms of your choice,
provided that the terms permit modification of the work for the customer's own use and reverse engineering for
debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use are covered
by this License. You must supply a copy of this License. If the work during execution displays copyright notices, you must include
the copyright notice for the Library among them, as well as a reference directing the userto the copy of this License. Also, you must
do one of these things:

a) Accompany the work with the complete corresponding machinereadable source code for the Library including whatever
changes were used in the work (which mustbe distributed under Sections 1 and 2 above); and, if the work is an executable
linked with the Library, with the complete machine-readable "work that uses the Library",as object code and/or source code, so
that the user can modify the Library and then relink to produce a modified executable containingthe modified Library. (Itis
understood that the user whochanges the contents of definitions files in the Library will not necessarily be able to recompile
the application to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at run time
a copy of the library already presenton the user's computersystem, ratherthan copying library functions into the executable,
and (2) will operate properly with a modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the versionthat the work was made with.

¢) Accompany the work with a written offer, valid for at least three years, to give the same user the materials specified in
Subsection 6a, above, for a charge no more than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent accessto copy the
above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have already sent this user a copy.

For an executable, the required formof the "work that uses the Library" mustinclude any data and utility programs needed for
reproducing the executable from it. However, as a special exception, the materials to be distributed need notinclude anything that is
normally distributed (in either source or binary form) with the major components (compiler,kernel, and so on) of the operating
system on which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means youcannot use both them and the Library
together in an executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single library together with
other library facilities not covered by this License, and distribute such a combined library, provided that the separate distribution of
the work based on the Library and of the other library facilities is otherwise permitted, and provided that you do these two things:
a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any
other library facilities. This must be distributed under the terms of the Sectionsabove.
b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and explaining
where to find the accompanyinguncombined form of the same work.
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8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this

License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under this License will not
have their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the Library), you indicate youracceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a license from
the original licensor to copy, distribute, link with or modify the Library subject to these terms and conditions.You may notimpose
any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible forenforcing compliance by
third parties with this License.

11. If, as a consequence ofa court judgment or allegation of patent infringement or for any otherreason (not limited

to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of
this License, they do not excuse youfrom the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence youmay not distribute the Library at all.
For example, if a patent license would not permit royalty-free redistribution of the Library by all those who receive copies directly or
indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution of
the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance ofthe
section is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the integrity of the free software distribution system which is
implemented by public license practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear whatis believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted

interfaces, the original copyright holder who places the Library under this License may add an explicit geographical

distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In
such case, this License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version numberof this License
which applies to it and "any later version", you have the option of followingthe terms and conditions eitherof that
version or of any later version published by the Free Software Foundation. If the Library does not specify a license
version number, you may choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptionsfor this. Our decision will be guided by the two goals of preserving the free
status of all derivatives of our free software and of promoting the sharingand reuse of software generally.
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NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE

LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED

IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY "AS IS"

WITHOUT WARRANTY OF ANYKIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED

TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH

YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,REPAIR OR
CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHTHOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGESARISING OUT OF THE USE OR INABILITY TO
USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Libraries

If you develop a new library, and you wantit to be of the greatest possible use to the public, we recommend makingit free software
that everyone can redistribute and change. Youcan do so by permitting redistribution under these terms (or, alternatively, under
the terms of the ordinary General Public License).

To apply these terms, attach the following notices to the library. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have atleast the "copyright" line and a pointer to where the full
notice is found.

<one line to give the library's name and a briefidea of whatit does.>
Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope thatit will be useful,
but WITHOUT ANY WARRANTY; without eventhe implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public
License along with this library; if not, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact youby electronic and paper mail.
You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the library, if
necessary. Hereis a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interestin the
library ‘Frob' (a library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all there is to it!

276



GNU LESSER GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyoneis permitted to copy and distribute verbatim copies of this license document, but changing itis not allowed.

This version of the GNU Lesser General Public License incorporates the terms and conditions of version 3 of the GNU General
Public License, supplemented by the additional permissions listed below.

0. Additional Definitions.
As used herein, “this License” refers to version 3 of the GNU Lesser General Public License, and the “GNU GPL” refers to version 3
of the GNU General Public License.

“The Library” refers to a covered work governed by this License, other than an Application or a Combined Work as defined below.

An “Application” is any work that makes use of an interface provided by the Library, but which is not otherwise based on the
Library. Defining a subclass of a class defined by the Library is deemed a mode of using an interface provided by the Library.

A “Combined Work” is a work produced by combining or linking an Application with the Library. The particular version of the
Library with which the Combined Work was made is also called the “Linked Version”.

The “Minimal Corresponding Source” for a Combined Work meansthe Corresponding Source for the Combined Work, excluding
any source code for portions of the Combined Work that, considered in isolation, are based on the Application, and noton the Linked
Version.

The “Corresponding Application Code” for a Combined Work means the object code and/or source code for the Application, including
any data and utility programs needed for reproducing the Combined Work from the Application, but excluding the System Libraries
of the Combined Work.

1. Exception to Section 3 of the GNU GPL.
You may convey a covered work under sections 3 and 4 of this License without being bound by section 3 of the GNU GPL.

2. Conveying Modified Versions.

If you modify a copy of the Library, and, in your modifications, a facility refers to a function or data to be supplied by an Application
that uses the facility (other than as an argument passed when the facility is invoked), then you may convey a copy of the modified
version:

a) under this License, provided that you make a good faith effort to ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs whatever part of its purpose remains meaningful, or
b) under the GNU GPL, with none of the additional permissions of this License applicable to that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from a header file that is part of the Library. You may convey such
object code under terms of your choice, provided that, if the incorporated material is not limited to numerical parameters, data
structure layouts and accessors, or small macros, inline functions and templates (ten or fewer lines in length), you do both of the
following:

a) Give prominent notice with each copy of the object code that the Library is used in it and that the Library and its use are
covered by this License.
b) Accompany the object code with a copy of the GNU GPL and this license document.

4. Combined Works.

You may convey a Combined Work under terms of yourchoice that, taken together, effectively do not restrict modificationof the
portions of the Library contained in the Combined Work and reverse engineeringfor debugging such modifications, if you also do
each of the following:

a) Give prominent notice with each copy of the Combined Work that the Library is used in it and that the Library and its use are
covered by this License.
b) Accompany the Combined Work with a copy of the GNU GPL and this license document.
¢) For a Combined Work that displays copyright notices during execution, include the copyright notice forthe Library among
these notices, as well as a reference directing the user to the copies of the GNUGPL and this license document.
d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this License, and the Corresponding Application Code in a
form suitable for, and under terms that permit, the user to recombine or relink the Application with a modified version of
the Linked Version to produce a modified Combined Work, in the mannerspecified by section 6 of the GNU GPL for
conveying Corresponding Source.

1) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (a) uses at run
time a copy of the Library already present on the user's computer system, and (b) will operate properly with a modified
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version of the Library thatis interface-compatible with the Linked Version.

e) Provide Installation Information, but only if you would otherwise be required to provide such information under section 6 of
the GNU GPL, and only to the extent that such information is necessaryto install and execute a modified version of the
Combined Work produced by recombiningor relinking the Application with a modified version of the Linked Version. (If you
use option 4d0, the Installation Information must accompany the Minimal Corresponding Source and Corresponding
Application Code. If you use option 4d1, you must provide the Installation Information in the manner specified by section 6 of
the GNU GPL for conveying Corresponding Source.)

5. Combined Libraries.

You may place library facilities that are a work based on the Library side by side in a single library together with other library
facilities that are not Applications and are not covered by this License, and convey such a combined library under terms of your
choice, if you do both of the following:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other library
facilities, conveyed under the terms of this License.

b) Give prominent notice with the combined library that part of it is a work based on the Library, and explaining where to find
the accompanying uncombined form of the same work.

6. Revised Versions of the GNU Lesser General Public License.
The Free Software Foundation may publish revised and/or new versions of the GNU Lesser General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library as you received it specifies that a certain numbered version of
the GNU Lesser General Public License “or any later version” applies to it, you have the option of following the terms and conditions
either of that published version or of any later version published by the Free Software Foundation. If the Library as you received it
does not specify a version number of the GNU Lesser General Public License, you may choose any versionof the GNU Lesser
General Public License ever published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide whether future versions of the GNU Lesser General Public License

shall apply, that proxy's public statement of acceptance of any versionis permanent authorization for you to choose that version for
the Library.
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright ©2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyoneis permitted to copy and distribute verbatim copies of this license document, but changing itis not allowed.
Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.
The licenses for most software and other practical works are designed to take away your freedom to share and change the works. By
contrast, the GNU General Public License is intended to guarantee your freedomto share and change all versions of a program-to
make sure it remains free software for all its users. We, the Free Software Foundation, use the GNU General Public License for most
of our software; it applies also to any other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge for them if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denyingyou these rights or asking you to surrenderthe rights. Therefore,
you have certain responsibilities if you distribute copies of the software, or if you modify it: responsibilities to respect the freedom of
others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the recipients the same
freedoms that you received. You must make sure that they, too, receive or can get the source code. And you must show themthese
terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the software, and (2) offeryou this
License giving you legal permission to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for this free software. For both
users'and authors'sake, the GPLrequires that modified versions be marked as changed, so that their problems will not be
attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them, although the
manufacturer can do so. Thisis fundamentally incompatible with the aim of protecting users' freedom to change the software. The
systematic pattern of such abuse occursin the area of products for individuals to use, which is precisely where it is most
unacceptable. Therefore, we have designed this version of the GPL to prohibit the practice for those products. If such problems arise
substantially in other domains, we stand ready to extend this provision to those domains in future versions of the GPL, asneeded to
protect the freedomof users.

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict development and
use of software on general-purpose computers, butin those that do, we wish to avoid the special danger that patents applied to a free
program could make it effectively proprietary. To prevent this, the GPL assures that patents cannot be used to render the program
non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licenseeis addressed as “you”. “Licensees” and
“recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission, otherthan the
making of an exact copy. The resulting work is called a “modified version” of the earlier work or a work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make youdirectly or secondarily liable for
infringement under applicable copyright law, except executing it on a computer or modifying a private copy. Propagation includes
copying, distribution (with or without modification), makingavailable to the public, and in some countries other activities as well.

To “convey” a work means any kind of propagationthat enables other parties to make or receive copies. Mere interaction with a
user through a computernetwork, with no transfer of a copy, isnot conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and prominently
visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no warranty for the work (except
to the extent that warranties are provided), that licensees may convey the work under this License, and how to view a copy of this
License. If the interface presents a list of user commands or options, such as a menu, a prominentitem in the list meets this
criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making modifications to it. “Object code” means any
non-source form ofa work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards body, or, in the case
of interfaces specified for a particular programming language, one that is widely used among developers workingin that language.
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The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is included in the normal
form of packaging a Major Component, but which is not part of that Major Component, and (b) serves only to enable use of the work
with that Major Component, or to implement a Standard Interface for which an implementation is available to the public in source
code form. A “Major Component”, in this context, means a major essential component (kernel, window system, and so on) of the
specific operating system (if any) on which the executable work runs, or a compiler used to produce the work, or an object code
interpreter used to runit.

The “Corresponding Source” for a work in object code form meansall the source code needed to generate, install, and (for an
executable work) runthe object code and to modify the work, including scripts to control those activities. However, it does not
include the work's System Libraries, or general-purpose tools or generally available free programs which are used unmodified in
performing those activities but which are not part of the work. For example, Corresponding Source includes interface definition files
associated with source files for the work, and the source code for shared libraries and dynamically linked subprograms that the work
is specifically designed to require, such as by intimate data communication or control flow between those subprograms and other
parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts of the Corresponding
Source.

The Corresponding Source fora work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable provided the stated
conditions are met. This License explicitly affirms your unlimited permission to run the unmodified Program. The output from
running a covered work is covered by this License only if the output, given its content, constitutes a covered work. This License
acknowledges yourrights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your license otherwise
remains in force. You may convey covered works to others for the sole purpose of having them make modifications exclusively for you,
or provide you with facilities for running those works, provided that you comply with the terms of this License in conveying all
material for which you do not control copyright. Those thus makingor runningthe covered works for you must do so exclusively on
your behalf, under yourdirection and control, on terms that prohibit them from making any copies of yourcopyrighted material
outside their relationship with you.

Conveying under any othercircumstancesis permitted solely under the conditions stated below. Sublicensing is not allowed;
section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling obligations under
article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention of
such measures.

When you convey a covered work, youwaive any legal powerto forbid circumvention of technological measures to the extent such
circumvention is effected by exercising rights under this License with respect to the covered work, and you disclaim any intention to
limit operation or modification of the work as a means of enforcing, against the work's users, your or third parties'legal rights to
forbid circumvention oftechnological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receiveit, in any medium, provided that you conspicuously
and appropriately publish on each copy an appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all notices of the absence of any warranty; and
give all recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from the Program, in the form of source code under
the terms of section 4, provided that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.
b) The work must carry prominent notices stating that it is released under this License and any conditions added under section 7.
This requirement modifies the requirement in section 4 to “keep intact all notices”.
¢) You must license the entire work, as a whole, under this License to anyone who comes into possession of a copy. This License
will therefore apply, along with any applicable section 7 additional terms, to the whole of the work, and all its parts, regardless
of how they are packaged. This License gives no permission to license the work in any other way, but it does not invalidate such
permission if you have separately received it.
d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however,if the Program has
interactive interfaces that do not display Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with otherseparate and independent works, which are not by their nature extensions of the
covered work, and which are not combined with it such as to form a larger program, in or on a volume of a storage or distribution
medium, is called an “aggregate”if the compilation and its resulting copyright are not used to limit the access or legal rights of the
compilation's users beyond what the individual works permit. Inclusion of a covered work in an aggregate does not cause this
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License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms of sections 4 and 5, provided that you also convey the
machine-readable Corresponding Source under the terms of this License, in one of these ways:

a) Convey the object codein, or embodied in, a physical product (including a physical distribution medium), accompanied by the
Corresponding Source fixed on a durable physical medium customarily used for software interchange.

b) Convey the object codein, or embodied in, a physical product (including a physical distribution medium), accompanied by a
written offer, valid for atleast three years and valid for aslong as you offer spare parts or customer support forthat product
model, to give anyone who possessesthe object code either (1) a copy of the Corresponding Source for all the software in the
product thatis covered by this License, on a durable physical medium customarily used for software interchange, for a price
no more than your reasonable cost of physically performing this conveying of source, or (2) access to copy the Corresponding
Source froma network server at no charge.

¢) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding Source. This
alternative is allowed only occasionally and noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer equivalent access to the
Corresponding Sourcein the same way through the same place at no further charge. You need not require recipients to copy
the Corresponding Source along with the object code. If the place to copy the object code is a network server, the
Corresponding Source may be on a different server (operated by you or a third party) that supports equivalent copying
facilities, provided you maintain clear directions next to the object code saying where to find the Corresponding Source.
Regardless of what server hosts the Corresponding Source, you remain obligated to ensure thatitis available for aslong as
needed to satisfy these requirements.

e) Convey the object code using peer-to-peertransmission, provided you inform other peers where the object code and
Corresponding Source of the work are being offered to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source codeis excluded from the Corresponding Source as a System Library, need not
be included in conveying the object code work.

A “User Product”is either (1) a “consumer product”, which means any tangible personal property whichis normally used for
personal, family, or household purposes, or (2) anything designed or sold for incorporation into a dwelling. In determining whether a
productis a consumer product, doubtful cases shall be resolved in favor of coverage. For a particular product received by a particular
user, “normally used” refers to a typical or common use of that class of product, regardless of the status of the particular user or of
the way in which the particular user actually uses, or expects or is expected to use, the product. A product is a consumer product
regardless of whether the product has substantial commercial, industrial or non-consumer uses, unless such uses represent the only
significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys, or other information required to
install and execute modified versions of a covered work in that User Product from a modified version of its Corresponding Source.
The information must suffice to ensure that the continued functioning of the modified object codeis in no case prevented or
interfered with solely because modificationhas been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the conveying occurs
as part of a transaction in which the right of possession and use of the User Product is transferred to the recipient in perpetuity or
for a fixed term (regardless of how the transactionis characterized), the Corresponding Source conveyed under this section must be
accompanied by the Installation Information. But this requirement does not apply if neither you nor any third party retains the
ability to install modified object code on the User Product (for example, the work has beeninstalledin ROM).

The requirement to provide Installation Information does notinclude a requirement to continue to provide support service,
warranty, or updates for a work that has been modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modificationitself materially and adversely affects the operation
of the network or violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section mustbe in a format thatis
publicly documented (and with an implementation available to the public in source code form), and must require no special password
or key for unpacking, readingor copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or more of its
conditions. Additional permissions that are applicable to the entire Program shall be treated as though they wereincluded in this
License, to the extent that they are valid under applicable law. If additional permissions apply only to part of the Program, that part
may be used separately under those permissions, but the entire Program remains governed by this License without regard to the
additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions fromthat copy, or from any
part of it. (Additional permissions may be written to require their own removal in certain cases when you modify the work.) You may
place additional permissions on material, added by you to a covered work, for which youhave or can give appropriate copyright
permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if authorized by the
copyright holders of that material) supplement the terms ofthis License with terms:
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a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonablelegal notices or authorattributions in that material or in the Appropriate
Legal Notices displayed by works containingit; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such material be marked
in reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or

e) Declining to grantrights under trademark law for use of some trade names, trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or modified versions
of it) with contractual assumptions of liability to the recipient, for any liability that these contractual assumptionsdirectly
impose on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within the meaning of section 10. If the Program as
you receivedit, or any part of it, contains a notice stating thatit is governed by this License along with a term thatis a further
restriction, you may removethat term. If a license document contains a further restriction but permits relicensing or conveying
under this License, you may add to a covered work material governed by the terms of that license document, provided that the
further restriction does not survive such relicensingor conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant sourcefiles, a statement of the
additional terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written license, or stated as exceptions;
the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License. Any attempt otherwise to
propagate or modify itis void, and will automatically terminate your rights under this License (including any patent licenses
granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is reinstated (a)
provisionally, unless and until the copyright holder explicitly and finally terminates your license, and (b) permanently, if the
copyright holder fails to notify you of the violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holdernotifies you ofthe
violation by some reasonable means, this is the first time you have received notice ofviolation of this License (for any work) from
that copyright holder, and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who havereceived copies or rights from you
under this License. If your rights have been terminated and not permanently reinstated, you do not qualify to receive new licenses
for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are notrequired to accept this License in order to receive or run a copy of the Program. Ancillary propagation of a covered work
occurring solely as a consequence of using peer-to-peer transmission to receive a copy likewise does not require acceptance. However,
nothing other than this License grants you permission to propagate or modify any covered work. These actions infringe copyright if
you do not accept this License. Therefore, by modifying or propagating a covered work, you indicate your acceptance of this License
to do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to run, modify and
propagate that work, subject to this License. You are not responsible for enforcing compliance by third parties with this License.

An “entity transaction”is a transaction transferring control of an organization, or substantially all assets of one, or subdividing an
organization, or merging organizations. If propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whateverlicenses to the work the party's predecessor in interest had or
could give under the previous paragraph, plus a right to possession of the Corresponding Source of the work from the predecessor in
interest, if the predecessor has it or can getit with reasonable efforts.

You may notimpose any further restrictions on the exercise of the rights granted or affirmed underthis License. For example, you
may notimpose a license fee, royalty, or othercharge for exercise of rights granted underthis License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent claim is infringed by making, using, selling,
offering for sale, or importing the Programor any portion of it.

11. Patents.
A “contributor”is a copyright holder who authorizes use underthis License of the Program or a work on whichthe Programis
based. The work thus licensed is called the contributor's “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by some manner, permitted by this License, of making, using, or selling its contributor
version, but do notinclude claims that would be infringed only as a consequence of further modification of the contributor version.
For purposes of this definition, ‘control” includes the right to grant patent sublicenses in a manner consistent with the requirements
of this License.
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Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the contributor's essential patent claims,
to make, use, sell, offer for sale, import and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment, however denominated, not to
enforce a patent (such as an express permission to practice a patent or covenantnot to sue for patent infringement). To “grant” such
a patent license to a party means to make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying ona patent license, and the Corresponding Source of the work is not available for
anyone to copy, free of charge and under the terms of this License, through a publicly available network server or other readily
accessible means, then you must either (1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of
the benefit of the patent license for this particular work, or (3) arrange, in a manner consistent with the requirements of this License,
to extend the patentlicense to downstream recipients. “Knowingly relying” means youhave actual knowledge that, but for the
patent license, your conveying the covered work in a country, or your recipient's use of the covered work in a country, would infringe
one or more identifiable patents in that country that you have reasonto believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring conveyance of, a
covered work, and grant a patent license to some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a specific copy of the covered work, thenthe patent license you grant is automatically extended to all recipients of
the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise of, or is conditioned
on the non-exercise of one or more of the rights that are specifically granted under this License. You may not conveya covered work
if you are a party to an arrangement with a third party that is in the business of distributing software, under which youmake
payment to the third party based on the extent of your activity of conveying the work, and under which the third party grants, to any
of the parties who would receive the covered work from you, a discriminatory patent license (a) in connection with copies of the
covered work conveyed by you (or copies made from those copies), or (b) primarily for and in connection with specific products or
compilations that contain the covered work, unless you entered into that arrangement, or that patent license was granted, prior to
28 March 2007.

Nothing in this License shallbe construed as excluding or limiting any implied license or other defenses to infringement that may
otherwise be available to you under applicable patentlaw.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License,
they do not excuse you fromthe conditions of this License. If you cannot convey a covered work so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not convey it at all. For example,
if you agree to terms that obligate you to collect a royalty for further conveying from those to whom you convey the Program, the only
way you could satisfy both those terms and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work with a work licensed
under version 3 of the GNU Affero General Public License into a single combined work, and to convey the resulting work. The terms
of this License will continue to apply to the part which is the covered work, but the special requirements of the GNU Affero General
Public License, section 13, concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from time to time.
Such new versionswill be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version of the GNU
General Public License “or any later version” applies to it, you have the option of followingthe terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation. If the Program does not specify a version
number of the GNU General Public License, you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be used, that proxy's
public statement of acceptance of a version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are imposed on any
author or copyright holder as a result of your choosingto follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS
IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COSTOF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.
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IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER,
ORANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF
THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUTNOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15and 16.

If the disclaimer of warranty and limitation of liability provided above cannotbe given locallegal effect accordingto their terms,
reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil liability in connectionwith the
Program, unless a warranty or assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve thisis to make
it free software which everyone can redistribute and change underthese terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most effectively
state the exclusion of warranty; and each file should have at least the “copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a briefidea of whatit does.>
Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUTANY WARRANTY; without eventhe implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

Also add information on how to contact youby electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it starts in an interactive mode:
<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY; for details type “show w'.
This is free software, and you are welcome to redistribute it
under certain conditions; type “show c' for details.

The hypothetical commands “show w'and “show ¢'should show the appropriate parts of the General Public License. Of course, your
program's commands might be different; fora GUIinterface, you would use an “aboutbox”.

You should also get your employer (if you work as a programmer) or school, if any, to sign a “copyright disclaimer” for the program,
if necessary. For moreinformationon this, and how to apply and follow the GNU GPL, see <http://www.gnu.org/licenses/>.

The GNU General Public License does not permit incorporating your programinto proprietary programs. If your program is a
subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first, please read
<http://www.gnu.org/philosophy/why-not-lgpl.html>.

285



See AUTHORS file for list of copyright holders.

Everything in src/lib/, sre/auth/, sre/lib-sql/ and sre/lib-ntlm/is under
MIT license (see COPYING.MIT) unless otherwise mentioned at the beginning
of the file.

Everything else is LGPLv2.1 (see COPYING.LGPL) unless otherwise mentioned
at the beginning of the file.

Current exceptions are:

sre/lib/md5.c : Public Domain

src/lib/shal.c and sha2.c:

Copyright (C) 1995, 1996, 1997, and 1998 WIDE Project.
Copyright (C) 2005, 2007 Olivier Gay <olivier.gay@a3.epfl.ch>

All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/orother materials provided with the distribution.

3. Neither the name of the project northe names of its contributors
may be used to endorse or promote products derived fromthis software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “"ASIS"AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, ORTORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUTOF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

src/lib/UnicodeData.txt:
Copyright (C) 1991-2007 Unicode, Inc. All rights reserved. Distributed
under the Terms of Use in http://www.unicode.org/copyright.html.

Permission is hereby granted, free of charge, to any person obtaining a
copy of the Unicode data files and any associated documentation (the "Data
Tiles") or Unicode software and any associated documentation (the
"Software") to dealin the Data Files or Software without restriction,
including without limitation the rights to use, copy, modify, merge,
publish, distribute, and/or sell copies of the Data Files or Software, and
to permit persons to whom the Data Files or Software are furnished to do
so, provided that (a) the above copyright notice(s) and this permission
notice appear with all copies of the Data Files or Software, (b) both the
above copyright notice(s) and this permission notice appear in associated
documentation, and (c) thereis clear notice in each modified Data File or
in the Software as well asin the documentation associated with the Data
File(s) or Software that the data or software has been modified.

THE DATA FILES AND SOFTWARE ARE PROVIDED "ASIS", WITHOUT WARRANTY OF ANY
KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF
THIRD PARTY RIGHTS.IN NO EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERS
INCLUDED IN THIS NOTICE BE LIABLE FOR ANY CLAIM, ORANY SPECIALINDIRECT OR
CONSEQUENTIALDAMAGES, OR ANYDAMAGES WHATSOEVER RESULTING FROMLOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER
TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THE DATA FILES OR SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall
notbe usedin advertising or otherwise to promote the sale, use or other
dealings in these Data Files or Software without prior written
authorization of the copyright holder.
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GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changingitis not allowed.

[Thisis the first released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your
freedom to share and changeit. By contrast, the GNU General Public
Licenses are intended to guarantee your freedomto share and change
free software--to make sure the software is free forall its users.

This license, the Lesser General Public License, applies to some
specially designated software packages-typically libraries--of the
Free Software Foundation and other authors who decide to use it. You
can use it too, but we suggest you first think carefully about whether
this license or the ordinary General Public License is the better
strategy to use in any particular case, based on the explanations
below.

When we speak of free software, we are referringto freedom of use,
notprice. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do
these things.

To protect your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrenderthese
rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis
or for a fee, you must give the recipients all the rights that we gave
you. You mustmake sure thatthey, too, receive or can get the source
code. If you link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling
it. Andyou mustshow them these terms so theyknow their rights.

We protect your rights with a two-step method: (1) we copyright the
library, and (2) we offer you this license, which gives youlegal
permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that
there is no warranty for the free library. Also, if the library is
modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the original
author's reputation willnot be affected by problems that might be
introduced by others.

L

Finally, software patents pose a constant threat to the existence of
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free programby obtaining a
restrictive license from a patent holder. Therefore, we insist that
any patent license obtained for a version of the library must be
consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the
ordinary GNU General Public License. This license, the GNU Lesser
General Public License, applies to certain designated libraries, and
is quite different fromthe ordinary General Public License. We use
this license for certain libraries in order to permit linking those
libraries into non-free programs.
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When a program is linked with a library, whether statically or using
a shared library, the combination of the two is legally speaking a
combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General
Public License permits more lax criteria for linking other code with
the library.

We call this license the "Lesser" General Public License becauseit
does Less to protect the user's freedom than the ordinary General
Public License. It also provides other free software developers Less
of an advantage over competing non-free programs. These disadvantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesserlicense provides advantages in certain
special circumstances.

For example, on rare occasions, there may be a special need to
encourage the widest possible use of a certain library, so that it
becomes a de-facto standard. To achieve this, non-free programs must
be allowed to use the library. A more frequent case isthata free
library does the same job as widely used non-freelibraries. In this
case, there islittle to gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU
operating system, as well as its variant, the GNU/Linux operating
system.

Although the Lesser General Public License is Less protective of the
users' freedom,it does ensure that the user of a program thatis
linked with the Library has the freedom and the wherewithal to run
that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the differencebetween a
"work based on the library" and a "work that uses the library". The
former contains code derived from the library, whereas the latter must
be combined with the library in order to run.
AL
GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License").

Each licensee is addressed as "you".

A "library" means a collection of software functionsand/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term "modification".)

"Source code" fora work means the preferred form of the work for
making modifications to it. For a library, complete source code means
all the source code forall modules it contains, plus any associated
interface definition files, plus the scripts used to control
compilation and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
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running a program using the Library is notrestricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
writingit). Whether thatis true depends on what the Library does
and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's
complete sourcecode as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Library.

You may charge afee for the physical act of transferringa copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. You may modify your copy or copies of the Library or any portion
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work underthe terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a
table of data to be supplied by an application program that uses
the facility, other than as an argument passed whenthe facility
is invoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of

its purpose remains meaningful.

(For example, a function in a library to compute square roots has
a purpose thatis entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square

root function must still compute square roots.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. Butwhen you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole mustbe on the terms of
this License, whose permissions forotherlicensees extend to the
entire whole, and thus to each and every partregardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregationof another work not based on the Library
with the Library (or with a work based on the Library) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
License instead of this License to a given copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,
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instead of to this License. (If a newer versionthan version2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other changein
these notices.
L

Once thischange is made in a given copy, it is irreversible for
that copy, so the ordinary GNU General Public License applies to all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program thatis not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executableform
under the terms of Sections 1 and 2 above provided that you accompany
it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering accessto copy
from a designated place, then offering equivalent access to copy the
source code fromthe same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a "work that uses the Library". Sucha
work, in isolation, is not a derivative work of the Library, and
thereforefalls outside the scope of this License.

However, linking a "work that uses the Library" with the Library
creates an executable thatis a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License.
Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source codeis not.
Whether this is true is especially significant if the work can be
linked without the Library, or if the work isitself a library. The
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whetheritis legally a derivative
work. (Executablescontaining this object code plus portions of the
Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fallunder Section 6,
whether or not they are linked directly with the Library itself.

AL

6. As an exception to the Sections above, youmay also combine or
link a"work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work forthe customer's own use and reverse
engineeringfor debugging such modifications.

You must give prominent notice with each copy of the work that the
Library is usedin it and that the Library andits use are covered by
this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as a reference
directing the user to the copy of this License. Also, you mustdo one
of these things:

a) Accompany the work with the complete corresponding
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machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It is understood
that the user who changes the contents of definitions files in the
Library will not necessarily be able to recompile the application

to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism isone that (1) usesatrun time a
copy of the library already present on the user's computer system,
rather than copying library functions into the executable, and (2)
will operate properly with a modified version of the library, if

the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

¢) Accompany the work with a written offer, valid for at least
three years, to give the same user the materials specified in
Subsection 6a, above, for a charge no more than the cost of
performing this distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

e) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" mustinclude any data and utility programs needed for
reproducing the executable from it. However, as a special exception,
the materials to be distributed need notinclude anything thatis
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement contradicts the license
restrictions of other proprietarylibraries that do not normally
accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

L

7. You may place library facilities that are a work based on the
Library side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities. This mustbe distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact
that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form ofthe same work.

8. You may not copy, modify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who havereceived copies,
or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9. You are notrequired to accept this License, since you havenot
signedit. However, nothing else grants you permission to modify or
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distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Library or works basedon it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may notimpose any further
restrictions on the recipients' exercise of the rights granted herein.
You are notresponsible for enforcing compliance by third parties with
this License.

AL

11.If, as a consequence of a court judgment or allegation of patent
infringement or for any otherreason (not limited to patentissues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. If you cannot
distribute so as to satisfy simultaneously yourobligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent
license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance ofthe section is intended to
apply, and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generouscontributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing

to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.
Such new versionswill be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library
specifies a version number of this License which applies to it and
"any later version", you have the option of followingthe terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by
the Free Software Foundation.
AL

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software whichis
copyrighted by the Free Software Foundation, write to the Free
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Software Foundation; we sometimes make exceptionsfor this. Our
decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPTWHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16.IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIALDAMAGESARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVENIF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS
AL
How to Apply These Terms to Your New Libraries

If you develop a new library, and you wantit to be of the greatest
possible use to the public, we recommend makingit free software that
everyonecan redistribute and change. You can do so by permitting
redistribution under these terms (or, alternatively, under the terms
of the ordinary General Public License).

To apply these terms, attach the following notices to the library.
It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should
have at least the "copyright"line and a pointer to where the full
notice is found.

<one line to give the library's name and a briefidea of whatit does.>
Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without eventhe implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public
License along with this library; if not, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact youby electronic and paper mail.
You should also get your employer (if you work as a programmer) or
your school, if any, to sign a "copyright disclaimer" for the library,
if necessary. Here isa sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interestin the

library *Frob' (a library for tweaking knobs) written by James
Random Hacker.
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<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all there is to it!

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the "Software"),
to deal in the Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whomthe
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. INNO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING

FROM, OUTOF ORIN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.
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IBM PUBLIC LICENSE VERSION 1.0 - SECURE MAILER

THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF THIS IBM PUBLIC
LICENSE ("AGREEMENT"). ANY USE, REPRODUCTION OR DISTRIBUTION OF THE
PROGRAM CONSTITUTES RECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS

"Contribution" means:
a) in the case of International Business Machines Corporation ("IBM"),
the Original Program, and
b) in the case of each Contributor,
i) changesto the Program, and
il) additions to the Program;
where such changes and/or additions to the Program originate
from and are distributed by that particular Contributor.
A Contribution 'originates' from a Contributor if it was added
to the Program by such Contributor itself or anyone acting on
such Contributor's behalf.
Contributions do not include additions to the Program which:
() are separate modules of software distributed in conjunction
with the Program under their own license agreement, and
(ii) are not derivative works of the Program.

"Contributor" means IBM and any other entity that distributes the Program.

"Licensed Patents " mean patent claims licensable by a Contributor which
are necessarily infringed by the use or sale of its Contribution alone
or when combined with the Program.

"Original Program" means the original version of the software accompanying
this Agreement as released by IBM, including source code, object code
and documentation, if any.

"Program" means the Original Program and Contributions.

"Recipient" means anyone who receives the Program underthis Agreement,
including all Contributors.

2. GRANTOFRIGHTS

a) Subject to the terms of this Agreement, each Contributorhereby
grants Recipient a non-exclusive, worldwide, royalty-free copyright
license to reproduce, prepare derivative works of, publicly display,
publicly perform, distribute and sublicense the Contribution of such
Contributor, if any, and such derivative works, in source code and
object code form.

b) Subject to the terms of this Agreement, each Contributorhereby
grants Recipient a non-exclusive, worldwide, royalty-free patent
license under Licensed Patents to make, use, sell, offerto sell,
import and otherwise transfer the Contribution of such Contributor,
if any, in source code and object code form. This patent license
shall apply to the combination of the Contributionand the Program
if, at the time the Contribution is added by the Contributor, such
addition of the Contribution causes such combination to be covered
by the Licensed Patents. The patentlicense shall notapply to any
other combinations whichinclude the Contribution. No hardware per
se is licensed hereunder.

c) Recipient understands that although each Contributor grants the
licenses to its Contributions set forth herein, no assurances are
provided by any Contributor that the Program does notinfringe the
patent or other intellectual property rights of any otherentity.

Each Contributor disclaims any liability to Recipient for claims
brought by any other entity based on infringement of intellectual
property rights or otherwise. Asa condition to exercising the rights
and licenses granted hereunder, each Recipient hereby assumes sole
responsibility to secure any other intellectual property rights
needed, if any. For example, if a third party patent license

is required to allow Recipient to distribute the Program, it is
Recipient's responsibility to acquire that license before distributing
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the Program.

d) Each Contributor represents that to its knowledge it has sufficient
copyrightrights in its Contribution, if any, to grant the copyright
license set forth in this Agreement.

3. REQUIREMENTS

A Contributor may choose to distribute the Program in object code form
under its own license agreement, provided that:
a) it complies with the terms and conditions of this Agreement; and
b) its license agreement:
i) effectively disclaims on behalf of all Contributors all
warranties and conditions, express and implied, including
warranties or conditions of title and non-infringement, and
implied warranties or conditions of merchantability and fitness
for a particular purpose;
i) effectively excludes onbehalf of all Contributors all
lLiability for damages, including direct, indirect, special,
incidental and consequential damages, such as lost profits;
iii) statesthat any provisions which differ from this Agreement
are offered by that Contributor alone and not by any other
party; and
iv) statesthat source code for the Program is available from
such Contributor, and informs licenseeshow to obtain itin a
reasonable manner on or through a medium customarily used for
software exchange.

When the Program is made available in source code form:
a) it mustbe made available under this Agreement; and
b) a copy of this Agreement must be included with each copy of the
Program.

Each Contributor must include the following in a conspicuous location
in the Program:

Copyright (c) 1997,1998,1999, International Business Machines
Corporation and others. All Rights Reserved.

In addition, each Contributor must identify itself as the originator of
its Contribution, if any, in a manner that reasonably allows subsequent
Recipients to identify the originator of the Contribution.

4. COMMERCIALDISTRIBUTION

Commercial distributors of software may accept certain responsibilities
with respect to end users, business partners and the like. While this
license is intended to facilitate the commercial use of the Program, the
Contributor who includesthe Programin a commercial product offering
should do so in a manner which does not create potential liability for
other Contributors. Therefore, if a Contributor includes the Program in
a commercial product offering, such Contributor ("Commercial Contributor")
hereby agrees to defend and indemnify everyother Contributor
("Indemnified Contributor") against any losses, damages and costs
(collectively "Losses") arising from claims, lawsuits and other legal
actions brought by a third party against the Indemnified Contributor to
the extent caused by the acts or omissions of such Commercial Contributor
in connection with its distribution of the Program in a commercial
productoffering. The obligations in this section do not apply to any
claims or Losses relating to any actual or alleged intellectual property
infringement. In order to qualify, an Indemnified Contributor must:
a) promptly notify the Commercial Contributorin writing of such claim,
and
b) allow the Commercial Contributor to control, and cooperate with

the Commercial Contributorin, the defenseand any related

settlementnegotiations. The Indemnified Contributor may

participate in any such claim at its own expense.

For example, a Contributor might include the Program in a commercial
product offering, Product X. That Contributor is then a Commercial
Contributor. If that Commercial Contributor then makes performance
claims, or offers warranties related to Product X, those performance
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claims and warranties are such Commercial Contributor's responsibility
alone. Under this section, the Commercial Contributor would have to
defend claims against the other Contributors related to those performance
claims and warranties, and if a court requires any other Contributor to
pay any damages as a result, the Commercial Contributor must pay those
damages.

5. NO WARRANTY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THE PROGRAM IS PROVIDED
ON AN "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, EITHER
EXPRESS OR IMPLIED INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES OR
CONDITIONS OF TITLE, NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Each Recipientis solely responsible for determining

the appropriateness of using and distributing the Program and assumes

all risks associated with its exercise of rights under this Agreement,

including but not limited to the risks and costs of program errors,

compliance with applicable laws, damage to or loss of data, programs or

equipment, and unavailability or interruption of operations.

6. DISCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEITHER RECIPIENT NOR
ANY CONTRIBUTORS SHALL HAVE ANY LIABILITY FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING
WITHOUT LIMITATION LOST PROFITS), HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OR DISTRIBUTION
OFTHE PROGRAM OR THE EXERCISE OF ANY RIGHTS GRANTED HEREUNDER, EVENIF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

7. GENERAL

If any provision of this Agreement is invalid or unenforceable under
applicable law, it shall not affect the validity or enforceability of

the remainder of the terms of this Agreement, and without further action
by the parties hereto, such provision shall be reformed to the minimum
extent necessaryto make such provision valid and enforceable.

If Recipient institutes patent litigation against a Contributor with
respect to a patent applicable to software (including a cross-claim or
counterclaim in a lawsuit), then any patent licenses granted by that
Contributor to such Recipient underthis Agreement shall terminate

as of the date such litigation is filed. In addition, If Recipient
institutes patent litigation against any entity (including a cross-claim

or counterclaim in a lawsuit) alleging that the Program itself (excluding
combinations of the Program with other software or hardware) infringes
such Recipient's patent(s), then such Recipient's rights granted under
Section 2(b) shall terminate as of the date such litigation is filed.

All Recipient's rights under this Agreement shall terminate if it fails

to comply with any of the material terms or conditions of this Agreement
and does not cure such failure in a reasonable period of time after
becoming aware of suchnoncompliance. If all Recipient's rights under
this Agreement terminate, Recipient agrees to cease use and distribution
of the Program as soon as reasonably practicable. However, Recipient's
obligations under this Agreement and any licenses granted by Recipient
relating to the Program shall continue and survive.

IBM may publish new versions (including revisions) of this Agreement
from time to time. Each new version of the Agreement will be given a
distinguishing version number. The Program (including Contributions)
may always be distributed subject to the version of the Agreement under
which it was received. In addition, after a new version of the Agreement
is published, Contributor may elect to distribute the Program (including
its Contributions) under the new version. No one other than IBM has the
right to modify this Agreement. Except asexpressly statedin Sections
2(a) and 2(b) above, Recipient receives no rights or licenses to the
intellectual property of any Contributor under this Agreement, whether
expressly, by implication, estoppel or otherwise. All rights in the
Program not expressly granted under this Agreement are reserved.
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This Agreementis governed by the laws of the State of New York and the
intellectual property laws of the United States of America. No party to
this Agreement will bring a legal action under this Agreement more than
one year after the cause of action arose. Each party waives its rights

to a jury trial in any resulting litigation.
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