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BEE | 568

EES) X-Forwarded-For A& &S UCHIOFIANEE UFET,
LS00 | X-Forwarded-For A& &S E8FRIOFINEELFE T,
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» BEY—/\DRAEEUE L I DIFSWHE)
EED — /AT TOF T —/\OD Basic SRANDBMNER > TNDBSEA—FBE. /XD —
FOBEZTVNET, lZMUEE URNBSICIEEREDMEIEH D FE Ao
> A—Y%&
el CEAITDA—TEBZEADBICIEELE T, 1] tab ZEALCIA—TBIFIIEBETE
FEA.
> NRD—F
SELCEAT D/ AT — READRICIBRELE T, 1] tab ZEA LI/ RD— RIIIERE
TEFE A,
> N2 — PR
INZAD— FABR > TVRWDMESRAD/N D — RZ2AH LET,
& BIOFIBIRGE
WITOFYDOBEIRDEZ. PO E2H . ROUND-ROBIN, RESP-TIME. CARP MtHH 55&EIR
USREZHNETITVNE T, BIRSNIZHTIOFVEBIRIEICH U CREROEHZIBELZ T,
T—N\ERIZRNDZNESICERTOF Y- R MRy D2ON 5 TOF Y ZER U CHER
LTS, BTOF VBRI AZEHRFICEFESEDCLLFTEZ A,
» POLAEZFR
HIOFINDEFITECPOCRGIHEZRNEZYT, PO ZABEZRNDBESICIEIRED
(CHIETS Az LK T,
> (E#)
FHRICE BESNIZHRIOFINEREZH /AT T DA E0h LET,
MR RBTEEIDHBSICIE dn=7ThA &1 T. IP P FURXTEET DIHBEIC
(& Tip=IP P U] & UFE T, FHINIC MNogin=] , proxy-only] , [xff-notadd
ZEEIDCEFITEE A,
MARBTDIBE. IP PRUATHDIBEFEBICTOAILEA—R T+ ZERAITDCEN
TEFET, ZU. DAV EA—FRERRAFBORICEICEYYF U IP PELRAD
FBICE SN Y F ULEE A
KHERICII T ZBNBCEBTEETT, I1*. example.co.jp] EVNVDEBERND o 1265,
*. example.co.jp MAADIBHERTOFVICEDFE T, FERICADULIES T ERTIIZE
BXZFICBEBRZAONFET,
D547 M TP 7 R LU RICKT T Dl (sreip) <. BT R X > (dn)EEE TP P RUL
Gp)ICXT T DHEIEHNDDF T,
ERDERORHNBFICEESNIZIHZSBIZE sreip & dn 2E)E AND Ei. &
UrgRl DEREDERBICERESNTIHBEWBZIL ip & ipDIBEIF OR FHERXDFT,
HITOFVDIBRZANBZIZVEEICE TEFE] ZBTLUTIZE0),
FTO0FVEBIRIFICIE DNS SRETHRNZEH. BERHEHZETDEHICIE dn=ip=D
WIDIBENKNE T,
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>

>

B|TOFVIBE 1 14T ip=, dn=, srcip= [FER64 BF TIBE T,
"="DRIEICANR—=AZEANDCEFTEE B A,

5 1)

http://www.ipc. example.co.jp/[d. dn=*. example.co.jp [C¥vF LET,
http://10.23.88.1/[F, ip=10.***CYvFULEXI N\ ip=10.*[CEFVvFULEE A,

1 DOERBRICAR—=ZAXED TEHDNZA +E, IP P RURESRITDCENTEET
—§'O

5 2)

dn=www. example.co.jp dn=!*. example.co.jp 1ip=!10.*.** ip=1192.* * *
BHEORTOFYDORBRICVY Y FURLBEICIE. RMTOFIY—ED ERICEDNTH
DERENBI U TBRASNZT,

i 3)

&— TP 7 RUIBRE: srcip=192.168.0.1
[ERRFRIRBEFDFH): srcip=192.168.0.*

IP 77 R L REIEIBRE: srcip=192.168.0.1-192.168.0.100
Rw VY RDIBRE: sreip=192.168.0.0/255.255.255.0
BIFNBRE: srcip='192.168.0.1

ROUND-ROBIN Z{&FH

HITOFINADOERTIEIC ROUND-ROBIN ZANEY, [ —/\DEHINCZOBEH ]
DENMRENSNFETITOFIYMNBIRENZET,

> (EH)

BEHI1D5 10 T TEEIETT,

RESP-TIME Z{$H
HTOFINDOERTIEIC RESP-TIME ZANXT, v Y3 VEKICHDDEEIRERE
VERTOFIYDNERSNZE T,
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» CARP Z{FH
BT OFINDEHIEIC CARP(Cache Array Routing Protocol) ZAUVE I, CARP [CKD
HIOFY0aRDHEREETNET.

Ho

v

>

(DEDEE)
IBELZEITOFVICK T DERDODEEZ 0.1 K5 0.9 DFEETO.1 EfDIBELX T,
CARP 070 FDJUVRRITRDEBOSHED 1 IC/RDEXDIRDESNTNEI N, K%
ETCEEHEZ 1 ICTDIUNER>DHDFTEA.
SFHEN 1 UADIHE. RESNIZTDBUBDLERCIN U CASNICOBEZZRLE T,
BIZIE DEUEDT0. 1D TOF I 4 BIERESN TV DIBSABRNIC[EDEUEIZ0.25]
ELUTIRONET,
(CARP @ URL IR DT F—ZEHR FEEDDHICRET D/ LY

CARP @ URL IR DT F—ZR R S BEDDMHCIRET D) E=E UICHBE. hR
BEDPHB L URLADP O LRIIRLR|TIOF I EFERLET,
=EME | 5768
EES) M2 BEDHE L URLADPO LRIFEAURTOFVEFERALET,
UEUY | BUURLADPOEZRIEBCHRTOF I &EBAHALET.

BLWEHEHEL
HIOFYZE1 DUNEE LSNBESICIERNEHEELEBEL TS,
HIOFIN DOHDBEE. BENICRNEHEEUICERESINZT,

- FRONTNDORECETRFIHE. B Web J—/\EBHLET,

+ B Web U —/\\EBEHSERIBE. TOFVIEBRE CREZT O TIES0), =E

D POIHEHZERLTNDEE. ETCORKAIC—EULEDDE
2) MRICIEO>TNDECORTOFVICHEH TSN DI

T35, TIOAILSOREB. SFRBEICELTE 13.25. POEIFE] O TRTOF
VEARRIE] 2SR

MA > DR

LENNl | ADUREDENZITNET, BHE. [REIZHRIDSCETCATERIRLE

ED

[fREE]l | BRULCHREDREZTVNET, REER. [REIZBFIDCETABTZRIRL

EXP

[BUBR] | BIRULCHREDEFRZTVET, BlFE. [REIZBTFIDCETRATZRIRL

EXP

lEF] | URAFDIREZZEEI D ENERET.
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¢ JO* VERERFE
TOFVERBEDY YD ED ) v DI DT ETERE Web U—/\APORZY D/ U\ DEHE
DEREZETICENTEFT,
— [3.2.5. ORI O TWTOF VEHRRE]
v NS Y DERBA

2] | ADUEABZEREL. NS ZERIRSETET,

(R3] | FIEBENRDET,
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3.2.4.

FilERE
TJOF I —NEUTOFHBREMFREN TSI,

et —) i AR IS B 120 R

Read 2 RE 55 B 13 |ﬁ _|V

WriteZ R T o 5 B 1 ElY

CONNECTA ./ HT TPSER - H 8 S0 1 B v|

D54 T B 300 R

i S L o i St ) 1 EI

9547 POIBHD [Lzn v

HTTP oy 4 2D _EFEE 32 KB

HTTP~»4 1170 _HRR(E 5 |KB v |

UOTR AT 1t D HERE 4095 |MB v |

L AA A M LRE 4095 MB v

DNS! 15 -1Fff& R

DNSJ 514 4 @

DNSFH T+ % oty 2850 60 B

DNSIGED S —APET vl EEN

$RAFBEPFFL AOEETEHEAHT . osestB IO 4 8 —F 2 DS ETITH S TEE T,
[FTP(over HTTPYDPASVE—F = |
FTP(over HTTPYD/ 1A —F guest@

FTP(over HTTR)YD A" O —F* 1 A D LIB(E 0 KB V|

Via~ouH DB

# Vig~y 5 BIFOIRL SR T vmware 20151210.com |
HITP S iR ®E CITOC&HTEE 7,
|Prmqr-3w~y§'®fﬂﬂ ||| LA v |
e e e 1

IS—~—U| 7RG — gD EE N

T 3 ON CL 7, Tzl

T IAIMEICEY
w2z || =3 |
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Web Y —/\EHRAKHORE
AT —/\D'5 Web U —/N\A\DE v Y3 VEREKRICXTUNSFHSZT IFEEEELETT, T
2 EE 120 TY, 30 N5 99 BETHETHIEITDCENTEZET,

Read EXRBAZTHEE
AT —/\D'5 Web U —/NADERE UIZHTTP U O T X~ UB 5 9 DB EBELX T,
FTIOAIERE 15 DTY, 30 WH5 99 BETHETHIHIDCENTEZET,

Write EASLED
AT —N\DERERT DT &I S+ PV MINZIET DI TOHLREEIEELEI, T4/
3 18TY,
5N5 99 BXTHETHIHIT DCENTEET,

CONNECT XY v F/HTTPS BAE SRR
CONNECT/HTTPS @EEICAT —/N\DT —HE2EITIFXTOHLEBEEREELEI, T2
JVEIE 1 BTY, 30 N5 99 BETHECTHIEHIT D ENTEET,

DS54 P ik sk
A —/NICxt . HTTP UDO T X RHARRESNTUVRWARBRTAY —/\-O5 477> FED3IRD
Y3V EHE I DIRAENSIHEBEZEELE T, T4/ EE 300 T, 30 WH5 99 BFT
DETHIEIT D ENTEFT,

BRAD SAPY BTSSR
AU —=I\-DSA4PY FETIRDY 3V EHBIDBE2EBELE T, T I74/)LHF 1 BT,
30 OS5 99 BETHOETHIEIDCENTEFHT,

DS54 P2 IPDEA
DS5APYRDIPP FURBAYSERE UGBTI DN E DN ERBELE I . T I 2L HETL
R0V T,

HTTP AV S LA D LIRE
1 DOHTTP UOIT XA O HTTP A A EEZEBINT D/\Ny I 71 X%& 2KBH'5 999KB X T
DETERELFET., T I EE32KB TY, YRFTADHRRICKD 2 DREGIC/\v D 7=t
RI D, REULEBEMULET—OL) 2 DRFE(2,4,8,16,32,64,128,256,512,1024KB) DR D
FIRBICZDFT,
Bl - T40KBJ ERE ULBSICERD/NY 7 7 DLEREIE [64KB] [C/2DFT,

HTTPAwS 113
HTTP A S D 1 TOANY I T A XD LEREZBELE T, T4/ K& 8KB TT,
512B H'5 999KB X THDETHIEHIT D ENTEET,
HTTP Ny S 2ED FIRERBDEZESRE L TIES0),

DIOTI AT+ B A XD LIRE
DSAPYEDEDUDITZARNT « U4 XD LIREZ 1IKBH'S5 9999GBETHDBETIEELZ T,
T2 #)U & 4095MB TY,
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& LANIZAYA XD LIRE
H—N\HDSDUANY AT 1 XD LIREZ 1KB H'5 9999GB ETODETIEE LZET,
T2 #)U & 4095MB TY,
¢ DNS U SRR
DNS U —/\D'oDMBFHLEEEBELFT., T I2/ I 3HTT,
COMBRFEHEMIE L TCEMBEMRSBENSEEE. U RS ZETNET,
1WH5 9 METHETHREIDCENTEFT,
¢ DNS ULSIH
DNS —/X\\DJ b SAEHZELBELEX T, T 72/ HE4@TT, 1 LS 99 BFXTDIET
BREITDCENTEFET,
¢ DNS RAFT+7Fv vy alE
DNS DR AT« TFv vy a1BE2ZIEBELET, TI4/LHE 60 WTT,
BN FCXT LT DNS SIBOATERN 215513, ZOBREAKREFEOBERELET,
0 N5 999 METHDETHREITDCENTEET,
¢ DNS mMERV-—IRAIPEFI VD
DNS 8885, U T X MXRIESHD DNS H—/\D IP P RL R EMB &R L TE/Z DNS 5 —/\D
IPPRUZNBUTHINEF TV IITINEDINEEBELEI, TIAIE T TT,

BEE | 59

EES) IP P RURN'ERDHEIF. REZMSEHMULET, ©HYSJMUED DNS

—\DEFET DIESIE. BAYSUMED DNS B—/IN\UJ S LET, E2TD

DNS H—=NICXH LT RS ZfT>2TEIP P RUANERDHESIE. RERHS

CHIBTLE T,

LW | IP P RURN'ERDIZFETE. MiBRFZOFEXBASNZT,

BH. KRR RBE IP P U 2DOBBSXTMT T,

[3.5.13. XY D=2 M hosts BH(TOFI P —EZRDHRECTITDOCENT

=FT,

¢ FTP(over HTTP)® PASV E—FR
FTP @ PASV E— FZBMCTINEMNCITDINELBELET, T IA/LEIE IBRICTD] T
9, HTTP TAHT/ULtEN/Z FTP BDERETI,

=EE 5788

BWCITD | BEEZBMCLET,

EWCITD | BEZEMCLET,

¢ FTP(over HTTPD/YIRDJ— R
anonymous FTP B —/\A\E#fH I DHEIC. /AT —RBERE U TEEINDINFIEEELE
9, TIAIEE Tguest@] TY, BRIEX—ILP FURAZEBEITDCENBINTIN, CDIB
HRIL FTP U —/NICEESNDEDTHILCHERICEHETE LU TIIZE), 64 XFX CTHRFETIEETI,
HTTP TAHTE)UEENIZ FTP BDRETI,
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¢ Via AvVADIE
HTTP M Via ANwFICHNT DX FIEBELXT,
(FDEBBII BB A THRE LAY —/\DIRZA B TT, LU, AT —/N\DINA ~BZEB U
BEECHBEEESNTEA. )
Via NS DEE LT HTTP JORJJ)UN=Y 3V ECTICEBEULEXXFIZNMNLUET, 1~
255 XFE CODEZBEITDCENTEET,
[3.2.9. HTTP N\ v FHRERTE ] ICT Via Ny I BIEDRNCE U THRENTEETT,
€ Proxy-Support A v S D{H])
ZIIVYT—=I\DE5D 401 HSIC,
"Proxy-Support: Session-Based-Authentication"Z{dlgd dNEDHDEEBELE T, T )7/

& ruElyg T,
=EME | 576A
L7R0Y | Proxy-Support NwAZEAIILEE A
EES) IBRE I DET. NTLM REEFRES Windows 58D DNUBZY 1 FADP O

MIBRZBDELDICENDET,
TOFIDBEBRETR D TNDIBEIE. FBLEOETOY—/NISXIUTIUTDE
HZEBZIUBNDDFT, BEETDRICHIFTCHERIIZS,
CS U—NICEAULTIE. UTFDERBIFBZSNTUNET,

- —BRBE EDOETOY—/\D keep-alive Xt CH DB

NTLM [Ftwvy 32U+ DTORILERDFZFINDT, Ly Y3 VB
T SEIZTOUENLDHDFET,

- —RBEOETOY—N\DEEOEZY Y 3V ERNQRINE

BB LICEH Y Y3 VERNRDY—/N\DEFEITDE. LU TN D S
YV RDREEEMH CRFINDIREUN DO ET,

HE

2] ICBREL. ISPV EOITSOYRECT. A—URLEKICBETOTIZAYT
DEREICLUTNDHEE, B CEZDYA FUADSTEIERD D O CIZEETBITI S
P EOBEBBRMEESNTLENEIDTTIRLIESL,

—MRVRT SOTDT I 2 )L FERERMNY TPy TDRFSNDBEE S > TNEID
T, RHNICHREZZEEURNCEZHELTT,
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’ I5—’\°—°J“ |=|§E
POLRIAGIREORE LS —8E. AY—NCTIS— Xy 2—IZBRIT DBEICEKRTI DS

BaERLET,
Py IT—hEIY - )VOBERRREICKL > T MTICHRIBEREBUNDEZEERTEIRS
EPBHVET,

FEE | 5788

2

BAE | EBZBAREBICERLIT

anji-{ o

p— EEEECRRUET

& IS5 NRICTOFIY-—NDERENN
HTTP PO ZRICXH LT, AY—NBED IS — Ay Z—IZER UL S —MiBEERITHSIC A
VE—IDREICEAY —/\DBREMN T DINEDNZIBELE T, T I/ HETTDITT,

REE | 5768

Uizl | IBREMILEE A,

EE BERZIINLET,

BEIDET. MTFOFERICTAT —/\DERDA Yy Z—I[CHNISNFET,
feh: Generated < BEG> by <FH - {DFRAME> (< 8o > < roma) T -0 -3 =)

¢ T N\vJoOJdH
JO0Fy0JLCT Ny TJ002EHhI2MMEELET, TIA#IL S TOFF) TT,

FEE | 5788

OFF TNy DOOTZEEHD UEEA.

ON TNy OOTEENLET,

w0 | OFF CRELTEIS—BRICEIL TR TOFYOTICHATNET. @I ON IC U
NTLIEEL),

v NS > DERER

[Z22)VHEICRY] | &KEABZT I 2L MEICRUET,
TOAIIMEICDOEE U TCIBEBDGHRBZSIR LTI ES0),

[527E] ADUZABEZREL. ABZRIRSETET,
(R3] AIBENRDET,
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3.2.5. 7D 2 Al

DR BZEEREL. URRBIEPORROGIE. TOFIZERRT D/ UENEEEITDCEICKDPD

CADHIEZETNET,

TR

JO+ > PO
57 7 MELT FHLTL R BN DA SR E TR RS NE T,
u JAERSE
URME  BEHER R
all s1c 0.0.0.0/0.0.0.0 0:0/64

cei urlpath regex .cgi$\?

@I

LT

w ¥ RHEEE
allow/deny VAME
s a

n JOF R E
AR | allow/deny YR

POEAGHIIUTOBBEICODN TNET,
B2 ~ERRE

W7D ZHIEERE

B D03 VRXRE

il

’I
REDRT) TRESEDET,

B2 REEE 13.2.5. POL2&EIE] 13.2.8. 1554 PO 24 3.2.9. HTTP Awv 4
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*

R ~ERRE
RERESNTNDI A RRED—EZRTLUET,

#7774 LHMBELTFHIL T BERESE. IR AR FTRRINET,
mUAPEEE |

URNE R e
all st 0.0.0.0/0.0.0.0 0:0/64

cgi utlpath_regex '.cgi$ 7
MSIE-SKIP browser_regex MSIE

= Google-
ch:cc\‘ﬂ_oar browser_regex GoogleToolbar

v TREVDERA
ZBTICA I DRFZITOLODOSENY VERR LET,

Lenol | YR EOENETNET, — 3.2.5.1. 'JX~GENDERTE

Rl | URFOIREZITVNE T, — 3.2.5.2. URX FHRE)FRRE

HIBR] 2 ~OBIBFRETINET, — 3.2.5.3. 2 ~DOEIRR

VA&
A RBZRPFTRALUE T, ANFENWNFRIXB UFEEB A, 16 XFETEEIETY, R
ENHE. VAFBDOEZBRZLITET I A,
T2 HMEEUTFMUTNDHRE. BIATY) U R FBIIFXFTRISNET,

LI T2 NI SBREDT I AV ETREAID IR FERELTNET, U BT
NEFNTNBIURKE TIAIVERADIRXFEUTHEELTNET, ZOEH. UR
FBIC-"DEFNTND IR FZER. REITDCERFTESE A, BRESNTNDT D
Z)VEE. EY2-ILPyTTF— kR URFORBERSVDEEFTNEIEAD. REZ
EEIDUREMENDDIT,

ED
EERRIZRTLET.
FHBIE. 13.2.5.1. YR FGEBIDFRE] DREBRIZSRL TS,

(=4

3
it

g
_|;
B

FHRESHERRICH UERHAZERT LTI,
FHBIE. 13.2.5.1. YR FGEBIDERE] OFRHRESRLUTIIESNN,
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7D 2 RFHERE
U2 FBICPORZADRHEEEI BT EICKD PO DR ETNET,
m 7 7 ANHHEEE

allow/deny A&
allow all
v RS Y DERBA

Lenol | PO ERAIEHEREDENZITINET.

[fm&E] | BIRULCHREDREEZTNE T,

[BUBR] | BIRUCEREDEIFRETINET,

[IER] D2 FDIEFEEZEEIT D ENHERET,

¢ allow/deny
PORADHFAAHFIZRRZUET,
R &85

allow POt %=50]

deny PO RZARHEY

JA

iy

R RERETEBREULC YR EOPDS PO ADHUAHFIZIBEIT DI A +EZRRTLUET,
R +BIS 30 B TEETRET. BEIEE ULIHBEICIE AND OEDTHNE T,

O | - PORRBHERER LICERRSN TNDIREDSHEBLE T, —HUITHS.

allow/deny DIEREICEIN S FIUEDRMSTETD LE B A, IESICIIERLTIIES),
IRENEEL MNEF] MY YB3 CHTRIMREBEH CEE CSEI.

c URFEREOABIE. BE LB X FEREEBEICEKRT LU TNET,
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70+ VERRERE
I A FERETERE L2 X RCTKT Uy Web B —/N\ADEHEZAY —/ \FHTEET DD, BiE Web T
— ) \N\ERX T DN EHRELE T,
m JOF XS

ke R allow/deny Yy -
Atwavs_direct allow all

v 5 MDERA

CENll | TOFVEnXREDENETNET.
[fm&E] | BIRULCHREDREEZTNE T,
[BUBR] | BIRUCHREDRIFETNE T,
gzl | URAFDIEFEZZEEI D ENEHRET.
¢ xR
Web U —/\\DEHZEHRTOF Y TIE T D/ UL, B Web U —/\N\8riX T D/ LR\ ERT
LEd,
RN 8768

Always_direct BIC. BE Web U—/)\\EHLZT,
Never_direct BT, BE Web U—/\\iEHELEE A,

¢ allow/deny
X g D/ URNERRUZET,
R 588

Allow | #gmXUFET,
deny Epey OZANIAN

¢ URb

Iy

R REETEEULC YR EOPDS PO RADHFU/AHIZIEBEI DI A +EZ2RRTLUET,
R8I 30 B TEETRET. BHISE UIZHBEICIE AND ORIEDNMTIONE T,

v, TIO#I)L FDEREE

T # ) ETREFITOHONTNEE A,

BENZNBE. BIOFYORENMTOHNTNNIE, BERNICEHTOFVRBHT Web
— /) \N\EHZETNXIN RMIOFIDER CEDREBTRNIBE. B Web U —/\N\i&
HmUET, MIFRITOFIVZERALTCPIOEZASELVNESE. U all [IXTL,

[Never_direct] lallow] Z—&B RNICHEELZET,

- TOFVERRBER LMIICERSNTNDRED SHERLET., —HUILCHEE.
allow/deny DISFEICEBIN S FURDRM EDERISTVNE B A, IBSICITER LTS
=W, IEBDEER MNEF) MYV EBT EHTRIREBH CEE CSEI,

- U REREOABE. BELED R FREEBICKRTLULTNET,
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3.2.5.1. J X ~GEBINERTE
R ~DEBNEREZTDOCENTEXT,
RERNBREREIZHBRLURNE, YRTFALCKRBRENZE A

=
SSENER | sic v
ST
=
A8
XA RDBRIZADLUTLIZEE),

DR RBIE, REFTADLET, ANXFENXFRIXBIUFE A, 16 XFETEEIRETT,

eI EERLE T,
ERYESFRERRICRE LTI IFHN] 28R L TTZES0),
FHR

MEREBRI [CMUERERZEANDLET,
XD NXFOZEAZEER U TEHOFNH(E. XFIHZHRITDCENTETEHT, BHORTHZ
Sct U2 3813 OR RHEICEDFE T,
SRS 1024 XFEBZEED)FTTHRENTETI, ERRIREBULCHSEEE 1 DICDE
256 NFFH CHREIRETI,
IEARFRIBE POSIX #ARIEMRKRIREBA L TIIZE0N,
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=EER!

ES

src

RKY =)\ N\POCRAZTDORALDIP 7 FURZIBELET,
(3% src/dst/myip @)
TEDRHATE—DIP P FURDENCRY D=2, IP PRUR
DEEEREIT DCENTRETT,
FHN Call
ipaddress
ipaddress/mask
ipaddressl-ipaddress2
ipaddressl-ipaddress2/mask

all ZEH UCIHBE. ECDIP P FURADKIRERDZET,
mask [C[IVRIE Y FTRI CENTEDRLEN bit DSBHT UL
bit I DBEEIBELTIZS0,

Bl all
10.32.113.0/24
10.32.113.0/255.255.255.0
10.32.113.1-10.32.113.34/32
10.32.113.1-10.32.113.34/255.255.255.255

myip

TJOFIY—ERDOFBEZIFICEEINTNDIP PRUREIIBELE
g-o
£HR srce EFUTY,

dst

JOT R URLADEXAYGRZAR)BOIP 7 FLADBEIC IP 77
FURZIBRELET,

dstdomain &E[EESD, IP 7 FURIFEEE UTRIONDIZH IP P B
L RO#:BEBENTEETI,

£HR srce EAUTT,

dstdomain

J2O TR~ URLAD Web U —/NOFTP H—/X\D XA YR MBF
EIEIP PRURZBELET,
XFHIELUTRDLEH IP 77 L RADEREIBEITETEE A,
FHRN  domain
ipaddress
5 : example.co.jp
192.168.128.0
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=EER!

ES

dstdom_regex

'JO T X URL AD Web t—/ XX FTP U —/XD B X+ V(R )&,
FLEEIP P FURZIERKRIECTEELET,
RS DRM NS TERE TSI Ao
FH3N : domain
ipaddress
5l : example¥.co¥.jp
192¥.168¥.128¥%.0

time

POEY, FOYDREELBELEY.
FHRN  EDO FzI0EH
BBEERI N O FEBALTIIES0N,

S . BEEH

M : BB

T: NEEB

W : KiEB

H : NEB

F . T#E-
A THEH

Bl : MTHF  9:00-20:00
BEUEFE<ERIITEZFEA, 20:00~02:00 EBETDES.
20:00~24:00, 0:00~2:00 D 2 DND'J R FZEERLTLIZE0),

url_regex

URL OIERARIBZIEELE T,

EREBRDRMN"$TRECS T E Ao
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EAIDIP PFLUREEBELIT,

68



\l’ FTP 7|:|:F‘\J$%Ab 1%%6-6 EI DIL;\CIIEH/£
-’I 2&*3‘ JNZF 23 ICAP bR InterSafe WebFilter TansEiREZTT> CUV T FTP JOF Vi

FEARITIEE.UTDY—TYATFTP OV Y REREITDCETAUI I —/NNE
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1) A —/\\ FTP
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FTP OS54 PV RV DT PORELEWindows IV RTJOY I RTO FTP VY R
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NTLM #EeZ BRI INETBRLET, T I4/)LRE MBERALRL] TT,
REE 5788
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FALUKLY | NTLM #eEZFER ULE B A,
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¢ NTLM ZEFERIDA—HFI-—I1 VB

NTLM #EEEFERIT DA - I —I TV FEEERRIBTIEELET,
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FOAI RN TROREERZUEA—YI -V Y FEERELTNFET,
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FXA V)% NTLM T:@EX9D0 51 P~ AP,

—RBRACERSINTNDD S P Y FAPDPT2014F 1 BRI T CLEDOIMEERN TS
TWNDED
FRICA-—YI-Y1YBEENTDHEIF.TS51 P~ AP DIEBBFHEREAY —/NICE
nLTLIEELY,
DS54 PV AP ICIE—EDMIBDH NTLM [T L TNDEDNEHDFEITDTERE LU TERES
ToTLIEElN,
» A—YTI-—IxVFB

NTLM #EEEFERAIT DA - I —I TV FEEERRIBTEELEI,
v N Y DERBE

Lenl | A—YI-—YYHBDEBNZEITNET, BIE. BREIZHERIDLET
NEERIRLET,

Rl | BRUCA—YI-YIYBOREETVET, wER. [REIZHTT
DCETHBERIRLIET,

[BEF] | BRUCOA-—YI YV BORIFETNET, BifFE. REIZHTT
DCETHBERIRLET,
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¢ LEMADI—YTI-IIVE
NTIM Z#ERAIT 1 —YI—I Y FETHEEULCMADI—TFI-I Y ~FIDNTOPIE

AYE=EELET,
FTOAIWRE TPOEREHIID] T,
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Ldap/Radius s8:E 21T DIBEIE. 3.2.6. SRIE=RE] D'ORELFT,
A—YREEEENTHELTCND I 1 IILIU YTV D FaERUTNDIRRET, D« ILYUVD
VD RCA-—URBEXRETDINENHDHBE. ICAP T —/\FRETHI—DIA—TBEXEITDC
ENTRETT,
REDFEABIS. 3.2.10.1. URL 7« JLS (ICAP U—/\) &EJ Z2ZRL TS0,
* PORZ20TEDER
PORABRE LU TCOENEEEERRROPIZAOTNOEHHERNZERLUET,
» POLROTOEAHEE
PORAOTNENITDIEHNEEOA YR/ XA V&/DIVE1—FB)EEIRLET,
TIAIERE TOA—YE] OMHMEIRTT,
AEBE TJOFIY-—N\POEROTOENHEAE LT HERER] ZEE LCHBSDH
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(NTLM 2+ v TOUNRESEH) POLACH LU TEF vy YaEFALED,

73



& D54 7P D NTLM YA REERIBE (1T D WNIE
72 %TJFMQUDhD—f@NﬂMEﬂfbf@ﬁEth%ﬁ-%@@WL ANVAVLSYANOliS
BN DDBEICEDTDINMBDOTIREEIRLUET,
- ﬁ%irHFX%/%ﬁﬁwﬁ CcITS5—&ELT
DS54 P MDSENSNEI-—TBHROA. A—FBFLE XA YBDELZ - LIHES
DIRETRENSBIRLET, T4V EE MRS T,

¥

3/ 4o)
IS>—-&LET,
cIRDIBVNGEBBOFrvIaID)
BEEOFvvyYa L/?I"—g"
cIRDBNA-YBDOZEDBEDHF v v ¥ UKL
d—-enz= —®%¢Vuy1biﬁh
R/ SZOYAN MG_ﬁ%ifﬂhX{/%U BICFvwvya UL

A-PBFELERB R X1 YBNHEDIBE H$VJJ1b§ﬁh

& RXAYSHUTNWBI—YICIRE
NTLM #8EZ{EAIT DI —FICDNT. FXAVICSHNUTNDA—TFICRET DN ZEEIRLEK
9, TIAIERE TULRL] TT,

=EME | 576A

EES) RX+ VS LU TR —HFICRET D,

97ANN FXA VS LU TNDI—HICIRE LR,

FXA VS U TR —TICIRET DIBSE. NeDEBIC DN TERELET,

& PORREHFUID BEXAVERE
FXAYSNUTNDA—HICRELIZ LT, FXAVETIRET DN ZEERLET,
FTIAIWEE TLREN] TT,
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Hour ages

[aw || Total | [l [ Wotal 1]
0 100 658| 15| 77| AGT7 | 254
1 53 323 o0s1% 51| 307 13
2 50 300 o075k 50| 300 13
3 50 300 o075k 50| 300 13
4
5

Total  [IEGEN ITSEIN
1m4% 391, 2345 1304
oo 164 D83 | o0s1K
oo 58 349 0N
oo 58 349 0N
oo 58 349 0N
ook 58 349 0K

. on aan Aaee

50 300 o075k 50| 300 13
50 300 o075% 50| 300 13

cn annl reeel EA ann e

DOOOOO—AE
A=A =1 =2 =R = - =]
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® [URL's] NURL's By KBytes] Di#%&. £ URL ©T Hits H'20)\]
Y

BEDERTY A k& KBytes 1'%
BEDOLRTY A RICDUVTZNZN Hits. KBytes. URL DIEENRIRSNE T,

Top 30 of 4281 Total URLs
¢ Hits | KBytes | URL

1 7376 12334 8586 706K http//192.168.128.240:8080, roma-internal/health-check
2 | 465 | 1168 57 | 0k httpsy 192 168128 223 50463

3 | 285 071K 27021 22188 httpd A mcc—websystern 1 aal netvolante nd Faion Topllzer fDefault aspx
4 | 273 063k 53 | 00 http/ S moc—websvetemn aal netvolante.ip/ Zaion/ JavaScript/ FCookie. iz
5 | 273 | ose%| 129 011% http/ Srcc—websyvstemn aal netvolante.jp/ Faion JavaScript/ZGeneral.js
6 | 273 | 068K 53 | 004K http Sriec—websysteml aal netvolante jp/FaionSJavaScript/FL efthlenu js
T | 273 058K 58 | 0k http s Smcc—websvetem ] sal netvolante jpf Faions Sty le/Default.ces

Top 10 of 4281 Total URLs By KBytes
¥ e [ Keyies | URL

285 | 071% 27021 |2218% http/ /mocc—websysterm 1 aal netvolante jp/Zaion/ TopUser /Default aspex
7376 12295 8586 | 706K http.//152.168.128 240:8080. roma-internal health—check

1
2
3 44 | 011%| 5000 | 499K |http./ip risn .coms

a4 39 | 010k A562 | 374K |http./ mcc—websystem aal netwalante jp/ Zaions Spplier/Default azp
5

G

=

1| 00| 3683 | 202K httpSwww nec co.jpdpisoft/ intersecwm/ GE/download/ InterSec21 GF hypery setup guide pdf
Of | o24% 1457 | 1206 http/ Swww nec co.jps/pfeoft intersecum/ CE/ down load ThterSecWhi21 CF users guide pdf

T R B T O N SN PO SR V- N ORI TR 2 SR ST e Y-

® [Entry] DIBS. £ Entry Pages P7TC Visits H'% ()]
BRI SINFT.

B(C Efity-r ~@ Hits, Visits, URL (D18

Top 10 of 13 Total Entry Pages

PRl visits URL

1 (44 |011% & |2220% hitp:/ S ip men.coms

2 | 600521 11% bttp./ ‘moc—websysterm] aal netvolante. jps Faion,”

3 (14 |oms |2 11114 https S wew vaboo.cojps

A | 7 ook 1| 656K http Sd—track send.microad.ipdbl track.cel

5 | Blom%i1| 556K htto/ Smcc—websvetern 1 aal netvolante iod Zaion, &Aoo lier#

L]

® [Exit] DIBE. £ Exit Pages T Visits D2 ()]
RIASINZET,

BIC Ef1 7 b Hits, Visits, URL QIEEN

Top 10 of 16 Total Exit Pages
Visits URL
Hits

14 006K (& (23314 |nttp e vaboo oo jp.’
6 00K 2| 952 http S moc—websystemn aal netvolante jpf Faions
30 0075 (1| 4765 hitp /192 168 128 29250453 menu cei

11 0K (1| 4765 httpe/ S 192 162128 20350453 menu.ci
1 |000% 1| 4764 http/ fblog ustream—asia. o/ 2015304 ustream 9282 html

V| fa) Q0 b = &
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® [Sites] Sites By KBytes] DI%&. £ Sites T Hits AZUIED LT k& KBytes D120
IBD LTS FICDUVWTZN2N Hits. Files, KBytes, Visits, Hostname QIEENRRISINE
ER

® [ Countries /DIBE. £ Countries P T Hits BNZWIBD LRI+ RIZDUNTZEN2MN Hits, Files.,
KBytes, Country DIEBMNRRSINZT,

Top 2 of 2 Total Sites

» I S DRSS vicis Hostname
1 I2TF22| =1 m% D345 | S5677TH 113248 | s235% | 21 1T0000% |92 162,128 206
- FITFG 12298 FITFG 41218 858a T OE5M Lo ] 0ot | 192 1552.1258.240

Top 2 of 2 Total Sites By KBvytes

* I R DRSS visics Hostname
1 32TF22 | =2161% D345 | S5677TH 113248 | s235% | 21 10000% 192 163,128 206
=2 FITFG | 12308 | FITE | 21K 85846 TOEN Lo ] 0o0s | 192 163,128 .240

s | 0% BRICEBLIEY T FERUET.

X | ox0) BECEELREYS R ERLET.

(%3) FROUDVIRCXILTOF I —NETEWNE html XK=, TS5T 1 v IO DA
X=I A=FT 1 F TP, cgi ADUTFRENFELEBSEICEY FELTHZS
n¥x9,

(%4) TOFIH—N\DEDS1PY RMIESNED P ILEERUET,

(%5) Uo FZEEBELEA-—THERLET, (2L, U1 FSROY 1 AP HMEIK 30
PDTI,)

(X6) JOFVYT—NKDDOSAPY RCESNET—IDEERLET, (1 F0O/N\1
(& 1024 /N +TY, )
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3.5.9. BEIFRRZK
R—LH—/NDNS —/VICKDIE UL BRIBRNTEDINE DD DEZWETINE T,

A Y

L 4

>t

A
ZRIBRDZHZTDONA LB EANDLET,
v Y DERA

[32H#7] MR ] ICIBE UK RBOZEMBERNRASINE T, MARBICXTLUTEULL
Name:] & Address:] DRASNNIE DNS U —/N\ISERICHEEE L TUVE T,
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3.5.10. IR RIS
Ry RD—=D FORZACEL/INT Y FORBERTUET,

« 7R
AR

¢ HFRRE
R ERMI DEFH/MASZIBELE T, MRARBHEE FQDN H2E IP 77 LU XD T
BRELET,
v Y DERA

(Rl | PRRMROIL—FDT — DT A D IP P RUROZCICEDI THREFEORT
SUEEE
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3.5.11. Y AT L\IE#H

EBICEIDZTRRRARE, BKXU OS [CRATIBHRERTLET,

n AT LR
R AE intersec. domain local
08 Limx

oS ) —AES 2.6.32-431.29.2 el6 x86_64

OSAA—/3./ 5014

N2 7O 136 64
Oy OER 86 64

B

KR 2
NIYVDIRA ~B,

:

EALTLYD 0S &,
OS 1)) — =

A=RILD') ) —RES,
0OS N\—Y 3V

0S D/N\—=Y 3,
N—=FD 1 POELE

N\N—RD T POEEDRT.
JOzvHDEsE

JOtyYDEEDRT.

v NSV DEREA

#1 SMP Sun Jul 27 155546 EDT

(R3] | FIBENRDET,
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35.12. OTJEE

IRTE. YRTATOFYTEINTNBOT I » A ILO—BERLET,

OO0 71 )ILDEBEEREANS (O—FT—FDYIAIVIRKIOERE) HRHZSNZET.
OJ00—7—FE8E 0:00 E¥YVEEFICF v I U, REDND>TNDENDEZO—T— U
g, OJDO—T—r1IVITOVYYDOBERZTOERLETERILESV),

=1F 04 271 )L O—7—k g
FOF— TSRO 400Mbytel & 4
winE s inls] 40Mbyte” ¢ 1

Management Console[ 2 Bl 5

* B
v NS > DERBB
ZBTICH T DIRIEETDORODEIENY Y ER T UET,
[R7] | SEBOOJRMERBEN\EBLIXT,
— 3.5.12.1. OD 2D 71 )LDRR]
%] | SEBEOREEAICERLXT.
- JOF I -N\PORIOTDESE
— [3.5.12.2. JOFIYY-—N\POECROTEE]
TJOFIT-=N\POEROTUNDEBE
— 3.5.12.3. JOF I —=N\POLZIPNADOTERE
& DJDOPA)
OJ027A4ILDI 71 IVABERTULET,
¢ O—F—+F
07271 ILOUBREFORLEZERTUET,
¢ HR

000741 ZREFIDEHERTLET,
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3.5.12.1. O J 71 ILORT
OO 071 ILO—&ZFXRTUET, RICIE. O T 71 IVORBREBHBTZIE DT 71 I)ILDOT 1 IHRM
SINTNFET, XRLEVNOT D71 ILEERUTCIRRZBLTLZE0),

0527l FRFot— \rotEansd
0 access_log 2015/06/12 09:15:01 440% kB
[ﬁ?.l_'x] eS| |

¢ 0J274)
002071 ILDBENRTSNE T,
v IRE U DERA
BIRITIC T DR ZEIT DOLHDSENY Y ERR LUE T,

Eay! BIREINZOD D 71 ILEaRT™UFET,
— [3.5.12.1.1. O 71 ILOREE ]

[ZHIBR] | ALY ROT D 7 AIVERSETCOO—FT—rOTD 71 LOEBRSNE T,
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3.5.12.1.1. OT J 7 1 ILORTER

DI ORESERTLET.
0770 1000 52 BESE L TERLET,
-Foresk

O 77 AT L0
7). messages 4
0T FHE SRR ALTRTLE 7. 2 TOAFFEE TSRS, [F0 00— IR FI 2L 371 Il CiREL T80

Sep 1 00:01:15 csstandalone syslogd 1.4.1: restart.
Sep 1 00:01:15 csstandalone syslogd 1.4.1: restart.
Sep 1 00:01:45 csstandalone syslogd 1.4.1: restart.

& O0JI»1)

OO 2J71 )LD 71 ILABSERT™UFET,
® Jr71ILE

07771 LOSEROT 7 1 ILEERKFLET,
v NS Y DR

[FDOY0—-F] | 00207 A)&adDY0—-FULET,
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3.5.12.2. 7OFIH—/N\POEROTHEE
JOFIH—N\POEIOTDEEETNET,
a JOF A 7N S

B-s-tmt ]
742 [oo___JTwsv
B3RIRTES ||Z i

O—7—F
7 | B 2
BT
ElEE

I S T (R
we T

CONNECTA»FIcRIE 20513 [FoRLEE v|BICR TS

ait D5 — 27 A L 5 ED 3)
HSATUETEL 2 5?33%7 —’5”3*4;{(»467"4%"8931)
L5547k fi- B2 UOTRRG ALy BT (3
VBT~ LI BT AR o Ly S ERD )
r.vL:uEl HE ol (osE
MPFEL 2 JOIALT A AT BDH)
oty (V13380500
‘ MIHTTR A oF Wz —#I—vzut
1R VITURL [V Referer
MURLZ T4 X:F(B_I'E‘FafdedrEor
VIURLA T — Llgwsoruard
MHETTR 232 PHT;'MI\SS e
L#EHTTPAT — 52 1—F igfﬁ; FES
MHTTPAF— - e i
AS=HA3= R s

USEHTTPA T — 42— F N
Mzt 7 — 2 (A (o8 R gy 7T TR

My o0 mEnAd. FOEAD SIS EEELA TITOCENTEET .,
¢ OJWHAD
OTEHNI—VZEUTD 4 D5 1 DERLET,
=EBE 5788
Squid T 0% Squid X CTHHULET,
NG i OO0 ZRFERRBE) TEALET., BEHOREENRSY
VA ATDCENTEZT,
CLF 02 % CLF(Common Log Format)fe=x\ CHH LK T,
HH U0 OJ0ZzHHULEEA.

TJOFI POt ZEFSE D E Squid BERICEESNZET,
POAOTES(BIERR) DEEE L CNDE TEHURL] ZIBECEEE A,
¢ O—5—+FH
O—7—hICEET3#BEZTINET,
» O—FT—F5E
O—F—hrEEZEEELET, O—FT—hrTEAE U1 XDH] , U1 XEEEER] , Y
1 XEFZIFERE] ZIBETDCENTEXT,

RIEE 5768
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T ZDH YA ADHTO—FT—FLET,

T/ XEFEER | U XEHE—ERTO ~LUET,

Y+ XEBZBE | Y AEF/ZIBETO ~LUET,

» X
0J0%20—-7—hSERIYIIVTEZQAT I 71 ILDY A XTEELXT,
100MB 1'5 2GB X THEEIRETI, T # /L HIF 400MB T,
3.5.8. JOFIYPORAMTITIOF I PO Mt ZaNFSEDE—B 100MB [CFRFE
SNFET,
JOFIPOLRRE. PO ROTRE(BEEGmR)EERBDO—T— U+ XDBEILER
UTEEZTHO>TLIESEN s XY —/NOENARLZEICRDIBEMEN DD FT, POER0O
DRSEEGRREMEFIF. (EKRJ S Fa—+DXO—F— 1 XNOTBEHDURIC
NFBDELDICRAI FSAF21—-—E0—-FT— A XERELTIZE0N,

» HEBR
O—7— FOBEEREEELE I, O—F7— FFEAIC T+ XEEE-ER] Z8%E UL
SDHFBNERDFY, BEEREENBICRODEEZIBECEET,
- BEEDHZSE 1 1599 FXT
- BEEDHE 1 15 99 FXT
- BEEEDHBE 1 1599 X T
- BEEDHBE 1 15 99X T
- DIBEDHBE 10 'S5 999 T
JOFYY - R L TCHSEBESNZRENEB LIZNH0IN0—FT— ~FENET
M IBE LY A IDEGICENCE >ZBERFZ0ERTOINO—FT— aNEI, 2D
®&. WHTHBESNLHEMBELZOB0IH0—7T— FanE g,

_7___
_j___
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» RZIEBE
O—7— IR EEBELFT, O—FT— FEIC U1 XEHRIEFE] ZBELLCHRE
DHBENERDXT,
R 144 BFX CTEEIETI,
BEHIBE I DIHEEE 10 DU EEREDIT TSN,
BEBZOBRICIEELET A XCKDO—FT— TN TVEEE, BRINO—7—k~
KD 10 DEICO—FT—FLUFET,
BRlD M85 Ml (CEFZRZEADULBNITU R ~CHZIZBNLET,
A FZEBRTDE. BRIOE. DISBIRUECEZIDNRRISINET,
MREITERLTCNBZIZE 5] D] [CADLUTNBRRIICEE LT,
[BIBR]I TEIRL T\ DRI ZBIFRLE T,
v RS > DERBE

BENI M5 M) [CIEEDIKZIZENLET.
B, REIZHBTRIDCETRBZRIRLET,

[fme&E]l | BIRUTVDZIZE 165) D] ICADUTNDBRICEE LT,
fmE®. REIZBTIDCETRNBZRIRLET,

[BUFR] | BIRU T\ DRI ZHEIBRLE T,
BlfRE. [REIZBTIDCETRBZRILUET,

*
E

AR ZEEELET, 005 9999 L TEEIRETI, T I#/LHIF 4TI,
(BRE+DXO—F — Y« D OTRBEHOMARICNE DL DICHRBED—FT— hT 1 X=&kE
ELTLZE0, BRBZREDHREIDINSSIIHEE. RESNLHAU LEOOT T 7 1)U
[FEFFSNE T, OT T 7 M ILDNBRIBE. BRIICRIDHZBANREBESETIIZS0),
¢ CONNECT XVv RICEEFDR0TE FYR)bxx BICHNTD
CONNECT XVy FZFRULEPOZRICEIDIEREZF vy Y21 —/N\POECIOTCENT
DY IVTE L URIVBEBILIMIISASERUET, T2V HIFEETT,
FYRIVEBIEICHENTDHEE. b YRIVHDEL UCERTIEREZLE NI DCH. ~YRIVIEL
BICEREBESNZT —YDT A 3B HSNEE A,
MF8EE] € YRIVEBRKKRITOIR-EICEDET,
YRIVEIBISICED T DIBE. FYRIVELIR LR TIBRZE NI DEH. HYRIVEEL
BICEZESNZT DY A ZEHNEINZET,
MR8EE] € YRIVEMERI TOIREICEDET,

wO | - CONNECT XYy FRISAPY EOEY =N LT HYRI Y TIMEERRT S

BEICERASNET,

+ FYRIVBBEETIE HTTP TOBEBZETNEIN b URILBSBEIIZEZ Y RIVEF]
RALTOSAPY REEMT—/N\ETHTTPRSNDOTO )L TOBENTEEICZDF
ER
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=
W

[TOFVI-[EFaUTABREID N YRIVEIIDPDP v TO— RY 1 ZDEETD LR
Bl TEYRIVEIDDOSIDYO— FY 1 ZDEFDLRE] TY A ZXHRETDHS
(& TEYRIVEDHT) ZBIRUTIESN,

i

v

ENEBZOTELUTHNIDINMEELE T, OTENTHRFEANZIERE LIZHESICENERD
F9. BfY. BB IP P RURBMIFENLET, FTy IRy DIRCF v IEANZEED
OJICEhENZET.

NS > D3RER

[27E] | ADUEABZHREL. RBZRISEET,

(R3] | BiEEBNRDET.
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<Squid ERDOOT I #4—Vwv >
£ 151)

1252473144804 135 1921682501 TCPHT/200 14641

GET ity Awwwexpress nec.oo jy/smonts?idFasss - DIRECTAB2168.2502 text/html ALLOW “Sports¥Professional Sports’

EHOBIDEDIEENSIRICSHNEE Z5RBELET,

DA NADVT

PORIANTT URKETY, UNIX #1970 1 81 BHh5DMWE) THHLET,
BIFWTT,

- 1R BR

BERP O CADSNITHSRT I TOREU —/NELSONSHEREEED)ZI )
MTEHHOLET,

DA P RIPPEUR
D2A4PYIP PRURZEHDLET,
0.0.0.0 EEFSNTND PO ERIG. MBPICEFEMINT LU O LHZERE. WEE
ERBICRTTERN 2EPIOEREZRNDLTNET,
- JOFIYRT—HR
AT —N\DEDXDICBREZNEB UL EZXRISYTRBE. HTTP DRT—HRXI—F%&
EHULEY, HTTP DR F—HRXI—RCHEHEIND MN0xx] ICDNTIE. &Y —/ VR
BORT—HRI—-RICEDET,
BEANICEZD S PV ERIGT—/N\D@bltli =T o I2\BSCHEHINZE T,
MTRDRT—=H 20— RIEART—/NICERE ULHIRICEB URIBSICHNSNE T,
099 « « « KUY —N\DE1LAPD +ZEEB UL,
083+ « « DU YO—FYAXDLIRBEEBAZR.
082+ « « PwJO—FUAXDLIRBEZEBZL.
080+ « « HTITP ANy S ZEDT 1 XD EIREZBAIC,
cERT AT X
DSAPYRNEULET—IDHRINA FEZEEHLE T, ANvIFESHIEY XTI,
- HTTP XV w R
HTTP ODXVy FZ2HBHUET,
- URL
POE2EEKRUIZ Web XR—ID URL ZHH UFET,
URL £71' 1KB Z8 2 36 (d. PIELTHAOLET,
- BHEL
KT - BB AHSINET,
- [BEMET - I IR G
ZTI 1D FORBHEDKIDICTMONENERIT I ITBE, BFHAD IP P RLUREE
HLET,
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<Squid ERDOT I #—V v k> EE)
cDVTIVEAT
ZTITDOFT=AOIVFTIVIALTEENLET,
DVFTIVIA TN 4T XFZBZDESE. KBNS 47 XFETEEHLET,
DIV VIR
ICAP T —/\D'5@BHESINDT 1 )LD Y IHERALLOW/DENY) ZH O LET, T« )L
H) I TERMBHNSNINESE -1 ZHHOLUET, TURL J 1 LY RFw TERE
D2F v TITBEHICHH UIEEBE. [SKIP) EHBAULFET, ICAP B—N\HDSF DL
TWNBEHICRF v T UREHBE. TDSKIP] EHAHULFET,
c D)L HFTTY
ICAP Y —/\D'5@RSNEZATITUBZEAHLE T, AT TUBDEBRNSNZNIEE
&I -1 Zz8HLFT,
D1 I)LANFTIVZOQTICEHSEDHSE 3.2.10.1. URL 7 1 JLY ICAP H—/V)
RE) DIEFRBEZSRLUCIESL,
[-FILTER ZEA L TCN\BIBEIFE. NATFTIBTERLATIUBSHERIINZKT,
NFTIESICDNTIE I-FILTER DFEEEE V-1 77)LE UL (S I-FILTER OEEE
BEZRUTLIIZE0),
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<HBERHERDOT I #—Vv k>

EHEANZ MTERFEDN) [CITDETENEEDSH8Y. HE. IP 7 FURMUHDIEBR
A—UNDENIT DD URNDEEET D ENTETET,

0650

2009-08-09 14:12:24 192.168.250.1 49360 "USER_NAME" 192.168.2303 - GET http/www. e:»,sa.mple cojpsportsTid=aaaa
hty:/www exsample co jp/sports Tid=aaaa HTTP/1.0200 200 304 14641 316 14325 4574570 130 "AAA/Browser(aza)’ "http:/www exsample co jp"
"192.168.250.4" TCP_REFRESH HIT 22412- 192.168.250.2 "texthtml" ALLOW "Sports¥Professional Sports"

EHBEDEDEENSIBICSEHEBZRBLET.
- BfY
PORIANT T UREBNTY, BF-A-8BDJ 4 —Vyv ~CTHHLET,
- b5
PORIANTT ULEKETTY, HoMDIx—VYy hTHAOLET,
DDA PIYRIPPELUR
DSA4PYRIP PRUREBNDLUET, 0.0.0.0 EERBFSNTNDPOERIE, NBD
[CEGEDMUNTUEOLHBERE. WEEERICRTTERD >EPIEREZRNLUT
WNET,
DS54 PV RRN—FEBS
DS54 YPY RMEARLERN— FESEENDLET,
S| ey
NTLM #EER IS EREMEEEBR LI EEDH - BZEH N LE I, NTLM #eEE(D
BULHBEIR. I—U8Z 40 XF. FAAMYEZ 15 XF. JVE21—HB8E 15 XF
FTHEHLUZEY, EIMEEEEARA LRSI}, 1—U8N' 63 XFEBZDIHBE. TR
N5 63 XFFXTaLEHLET
PERUR
AF—/NDIP P RFLREEHLET,
- BHEL
NG “« BEHSNZET,
- HTTP XV w R
HTTP DXVvy FEHHULET,
- URL
POE2EEKRKUIZ Web XR—ID URL ZHH UFET,
URL £1' 1KB 282 2% E. PIELTHAOLET,
- URL X5 A\
URL [C?DEZENLBE. 7 TO URL ZHEHULET,
- URL2OTI'J—
URL [Z?H'SFENEZIBE. 7 MED URL 28D LUEFET,

173




<WRERNOOT I #—Vv k> (@)
« HTTP /N\—Y 3V
HTTP ®/N—Y3ZaBHLFET,
« X HTTP X5 —HX3— R
D24 PV NKEULZ HTTP AT —HRXD—FrZ2BHUFEI, 25172/ HTTP
27T —H 22— REFELTVERNESIE -1 AEHSINET,
« HTTP 57—~ RX3J—R
HTTP X5 —~HRI—RZEHHLET, [0xx] xx [CIFERODHEFHAADE D) IFAT —/N\
BEDRAT—HRI—RICEDET, BEANICIED S0PV EXRIET —/N\DaHItl =17
SIEBEICEHASNET,
MTRDRT—H 2T — RIEART—/NICERE ULHIRICEB ULIBSICENSNE T,
099 « ¢ « KT —/\DO1 AP ZEH UL,
083+ « « AU YO—FYAXDLIREZBZZ.
082+ «» « PwJO—FYAXDLIREZBZC.
080« « « HITP ANy S EEDT 1 XD LIRBEZEBAIC,
Z{E HTTP 27—~ XJ—R
ERTT—N\D52FUIE HTTP AT —~FRXAD—FZ2HHLFT, LT —/\D5 HTTP
2ATF—=HRI—-REZELTNEVNESR -] DEHASNZET,
cBRRT =Y A XN VS +RT + Bb)
A —N\DBD 5414 PY NKEULT—HDM/NA FEZEH LT,
cBRRT =AY A LN v STBDH)
AY—=N\DSDS1 TPV ENEE U HTTP AN S D/ FEELE D LUET,
c R T =Y ZORT + EDH)
KT —N\DBD 541 PY ENKEULCIRNT « T—HDM/INA ~EEEDLET,
SSL @{S(CONNECT XV v R)BE TCONNECT XYy RICEBITDO0U(E b YRIVEHE
BBICHENT D] ERELUTCVNDIRRET FYRILBEICKIN LIRS -1 ZHHULET,
c UDTZA YA XN VS +RT + Bb)
AT —N\ND5 LS —/VMAIICERE UIE T — S D/ FEZEH LT,
s DI R YA ANy SEDH)
A —N\HD5 S —/ MAIICERE Uiz HTTP A w5 D#s/NA1 R EEBH U,
c UOIZ YA ZGRT « BBDH)
AT —N\ND5 LIS —/MAICERE USRS « T—H Dt/ FEEH D UE T, SSL@EfE
(CONNECT XV R)E§E TCONNECT XV RICBET D073 kU RIVEHERICE D
2] ERFEUTCNDIRRET FYRIVBBICEKINUIZIRE -1 ZEHUET,
- #2805
BZ PO ZADBMNH SR TETORBE(H —/N\ENSDMNSHEESD)EI UM TED
LET,
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<WERERDOT I #—Vv b> (HE)

cA-YI-YxzVhk
A-—TMMERULEISOTEREZEHLE T, - IT—I 1Y N 128 XFEIBZ DS
Bl FTEHNS 128 XFETZEHHULUET, Native-Ftp D7D 2R IX roma_ftp] IC75
NFT,

EHITIENMENBSIE ] ZEEHUFET,

» Referer

8B URL 2D LT,

EHITIENMENBSIE ] EEHUFET,

» X-Forwarded-For

RIETISAPYERIP PEUREEAD LI,

X-Forwarded-For /' 31 XFZBZDBEE. TENS 31 XFFXTEEHUFET,
HBHITIENENSSIE M) ZHHLET,

DT IYVYRAT

2TV DO F=IDIVFTIYRIATEENLIET,

DVFIVFA TN 127 XFEBZDIBEIRF. MHEBEND 127 XFETaHHULFET,
EHITIENMENBSIE ] EEHUFET,

FRIZRN— ~ES

AT —N\D LIS — )\ N\ UIRICER LIER— FESZHHLFET,

- MBTOFY

FIOFY., BEIJOFINHDIHBEII. UIVIRFEXREUSEETOFIDIP P R
LRZEBHLEY,

- RETT-N

FIOFY., BEIJOFINDENSE. UII R EEXEELULZ WEB I—/XD IP 7 B
LRZEBHLEY,

D1 WA VTR

ICAP U —/\ND'5BRSNDD 1 ILY ) Y IHER(ALLOW/DENY) ZHH ULFET, T )b
H) I TERMBHNSNZNESE M1 ZHHLEY, TURL I« )LAZF Y THREI D
2AF v T FTDRHICZE ULHZBE. [SKIP] EHADULET, ICAP U—/N\HDF DY LTH
BEHICAF v T URIBE. TDSKIP) EHHDLET,

RSV yab iy

ICAP U —/\D'SBASNEZANFTIVRZEHLET, AT TUBMNBHNSINZNESE
-1 Z2H8HULFET,
J1ILAAFTUEQTICEASEDIHEEE 13.2.10.1. URL 7 1)L (ICAP H—/\)
BE DIERBEESRLUTCIZS),

[-FILTER ZEA L TN\DIBEIE. AT TUETRRIATIUESHERRNZET. B
FJUEBSICDNTIEI-FILTER OEFEEE V-1 7/LE UL I-FILTER DEEEE =
SRLUTLIEE),
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< CLF(Common Log Format)lE=x00O T 7 # —V v k>
Apache @D H@OT DI #—Vvw ] THHLET,
uapaltl)

192168.2501 — "USER_MAME" [09/Sep/ 2005141224 +0500] " GET
http /S wewew B press. ne o.oco. o spo ts?id=asss HTTRA1 .07 200 14641

EAOBIDEDIEENSIRICSHENEEZHBELET
O34 PURIP P EUR
POCAUEDSAPYRDIP P RURZEHLET,

- HHFEL

HRF-"IEHSNET,

* Gl 1— Y&

FmeLlCfEAsNZd—Y ID ZHH LE T,

- BiS
PORIANTT UZBITY, MTOER TEHASNET,
B/IBIFEHEDW 91 LAI—Y

s JDOTZ DRSS
DSAPIRDSDIDITRARDORE(" XY w B URL ®I)U/NZ HTTP /N—I 3 ")
=HHUFET,

- HTTP 57—~ RX3— R
HTTP 27—~ RX3—RZEHLFET,
[oxx] xx ICIFEBOHEENADE D IEARAT —/MBDRAFT—HRXI—RICIRDFT,
BEANICED S0 PV ERIGT—/N\D@btki =T o 2 BSCHEHINE T,
MTRDRT—=H 20— RIEART—/NICERE ULHIRICEB URIBSICHNSNE T,
099« «» « AT—/\DFA AP ~ZEE UL,
083+ « « DU YO—FYAXDLIRBEEBAZR.
082+ « « PwJO—FYAXDLIRBEZEBZL.
080+ « « HTITP ANy S ZEDT 1 XD EIREZBAIC,
LAY Y1 X
DSAPYTEELEZUVARY ZOY A XZ2HHLUET, COPICAVIBRIISE
NFEL A
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3.5.12.3. 7OF I H—/\POE2UHNDOTEE
JOF I —N\POEZHNOOTEBEETIVED,
S
O45 771 P AT LG A—ILO Y
O—7—h: & FEEATTS
O®=R ©®=A CO=H
Q7 )NAAZATiTD

byte %

TS 4
& 0274l
0020 71 ILDBENRIINET,
¢ O-F-+

002774 &0—7— rENXTICERFELEOT DI »ILEREL T, FlZICOTZE UL
CHBTETDYIIVI=EEBELET,

FEE 568

BEATHTS regl). sl 30 MBH) 10, O—F—FZTWET,

D70IUAXTITD | QT2 00O YA XD BEULEY A AE-ZZRIC, O—F—
FZEfTNET,

¢ HH
UERETHOOT I P MIVEEINZEELE T, 0 ZEELLHES. KN T30 7
IV EEESSNIT,
v 5 MDEREA

[27E] | ADUEABZHREL. RBZRISEET,
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3.5.13. Rw kD=2

Ry D =D DERWSEEDRY R =D I T = =T« VITD

= HAT
| 2B

T2 T =t
P L 2 :|[192.168.128 254 |

27— 5 |[eth? v

|'.fmware.201 51210.com | |

BTk a0 —F
= || =3
IPFFL2EEF
192168.0.1 .
19216802 | EZELR

en || me || e || e |

m hoststH25(F O 37 —E L HYDERE
R BERE

ax || =5 |

p

wAkE

em || s || Eee |
IP7FL 2 5RE

IPFFL A

B || B || g |

vk —IEE
v AT =R

o =FyH

Ry D =DRBMTOBEBEICHHDNTNET,
W ERRTE

EDNS 57E

Bhosts BE(TOF I —EXB)DETE
By ~FD—D8%E

BERRE
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ax AE

Z2170ET,



m EAGHFE

RAFH: |‘.fmware_21]1 51210.com |

T 0o
P72 :([192.168.128.254 |

A BTz —2 8 |[eth2 v
T w220 —F 4
=5

& KRA+E
CDONYYDINA FB%E xxx.yyy.zzjp DRIDBZTES E X~ VBZ(FQDN ) TEELZT,
® TOAIVT—FDIA
» IP PEUXR
TIAWRT =Dz DIP PRUREEBELXT,
» AVHII—RE
FTOAIVET =D DA IFITT—RBEIBELXT,
® NgybI209-F1IT
INTy b&EDAD—=FT 14V ITFTDND ULBRNDEEELET,

FEE | 5788

EES INTy b&ETADT=FT12VTT B,

Ligly | INTy b ZEDA D=5 1« VDT UIRLN,

v 5 MDEREA

[27E] | ADUEABZHREL. RBZRISEET,

(R3] | IEENRDET.

O | BERT—/\EBRBUE\EEMICEOTE A,
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DNS &7%E

PV L AERFE

192.168.0.2 | |

|iE:I]EI |.¥E$I s || MER

s
i
|
2]

¢ DNS 5B8%F
DNS O—8&NRMSNFE T, RETJREEIL 16 FTCI,
COPNSFEELRSE, KIZIFEIFFET D DNS HEDERZITNET,
—EBICKRTSNTL\D DNS BRI DE —EDRBEIC DNS D IP 7 R U RDRIZENZ I, DNS
DIP P RUREREUCHEICHREIZB TR ITDCETHRENTEEE CEHT,
FIZ. DNS DEBNEITDEEIE. DNSDIP P RURZADLEZHE, EBNIZBRLTLES
W\ CNICKD—EICHZIE DNS D& RSNFE T,
DNS :BEDEIBFRETDIBEICIE. BIBR UIZ0) DNS Z—8H 5B IRECIHIRIZB T LTI ZE0),
DNS [ EfIICRIRSNTNDEDD SEBANICEASNE T, DNS DIV ZEZEE T DIEICISIE
FlZB TR U, RACNDImEBA CEEL TS,
BH. BIRERINIBEFEDREZT>TE. BE FEIDEREIZBT URNCHREANDIERRS
NnFEtA.
» IP PR

DNS D IP P’ FURZBELZET,

v hD > M5B

LEnnl | ADUREDENZITVNET., EllE. REIZHTIDCETCRABTZRIRLE
ED

[fmEE]l | BIRULCHREDHREEZTNET. REER. [REIZBTIDCETATERIRL
EXP

[BUBR] | BIRUCEREDEIRETNE T, BifFE. REIZBTIDCETATERIRL
EXP

gl | VREDIEFZEEIDCENEHKFT, — Mxxx XXXX

v RS DERA
[27E] | ADUEABZHREL. RBZRISEBET,
(R3] | AIEENRDIT,
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hosts 8H(TJOF VP —E XA DRE
MR &E IP P B U OSBRI T DEREZETINE T,
'JO TR @ URL X UTERASN DIEBEICTRDE T,
AHEBEI. TOFIYY—ERDMEECRDFT I D Tletcthosts 7 71 ILDREEFERIZDFT,

» hostshBS T OF Y —E 2O FE

A EEEE

A

7L AGRE

PrL2A

& h2AGBERFE
MARBDREZITVNET,
INZARBDO—EBNRINSINTE T, BEIJERIL 512 FTCTI, BUNIFBEERTEIE A
IMAFBOENZTDEEIE KA RBZADLEDE ENZBTRLUTIZESN, CNICKD,
—BICHIZBRRA RBDERINZT,
MAFBOREZITOEEE. —BICKRASNTNDIRASBEERTDE, —BEDBECRA~
BORIRINZT,
M2AFBOREZ UZRICHREIZIB NI DCETHRENTEELEE CEET,
MAFBDEFRZITDEEE, BIFR ULV FBEERRBICEIRIZHB R LU TS0,
BH. BNARERIBRORIEZIT > TCE. BERNSIDEREIZB T URNEHEANBIERRSNE
B A,
» hRA B

MARBZEBELET, 255 XFFXCTCANTEET,

v hD > M5B

Lenol | ADUREDENZITVNET., BlE. REIZBTIDICETREZRILLE
ED

liREE]l | BRULCHREDREZTVNET, REER. [REZHTIDCETATERIRL
EXP

[BUBR] | BIRULCHREDEIFRZTVET., BiFE. [REZHBTIDCETATERIRL
EXP
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*

v

IP 7 B L RERFE
IP P FURDEEZETINET,
IP P FLURD—ENDRHZSINE T, —DDHRRALRICXT LT 16 @D IP P RURZHRETDCE
NYETY, BUIP P RURIIERTETETE A,
IP P RURDEBNZEGTDEEG, IPPRURZANDLEZDHE, BIIZBRLUTCLZEN, TN
[CKD, —BICHFHZRIP P FURADERINZT,
IP P FURDREZTDOEEE. —BICRFSINTNDIP PRURZERIDE. —EDRBEIC
IP 7 FLURADRIRSINZE T,
IP P FURDMREZ UL EICHREIZIB T IDCE TREANBTEEE CEE I,
IP 7 FLUZDBIBFZTD EEIEBIBRUIZWN IP P RUREBIREICTBIFIZB R L TS0,
BR. BIARERIFOEREZT > TE. BE FSIDOEREIZBT URNEREASIERRESNE
B A,
» IP PFUR

MRARBICXHIDIP P RURERBELET,
v IND Y DEREA

LENll | ADUREDENZEITNET, BME. BREIZBTIDETREZERMLUE
ER
[fmEE]l | BRULCHEDREZTNET, wEE. [REZHTIDCETATERIRL
EE
[BUBR] | BIRULCEREDEIFRZTVET, BiFE. REZHTIDdICETATERIRL
EXR
NS > DERBA

[27E] | ADUEABZHREL. RBZRISEET,
(R3] | IEENRDET.
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Ry FO-DRE
XY RD=DDAIFITT—REN—T 1 VT DEREEZITNET,

e {872
o =T 404

L I OV

A VD II—RED)wDIIBET 85131 1 VH T —R] &R LET,
® IL—F1VT

W=FT 1« IT&D )y DIBCET 13,5182 Ib—F 1 VT ZRRLET,
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35.181. 18920 x—X
NIC(Network Interface Card). LAN /h— RZEDRY D —D+4 VYA D 1 —RICRETBIBHRERD

LET,
e e S
](Tﬁ.*lﬁa_ﬂaﬂ | 255.255.255.0 ‘\ PrELR |
pE S et |
" e | me || e
MTUE 1500

.\ j PFF L2 $38h ﬁ

192.1¢/\28.72 | 255.255.2860 PFELR | |

- TRy T AT | |
A —"T 1 —2—8 r — ]
y e || s [‘ﬁ'llll;i-:
’ = | |
\
{Y5-—DT-2% MITUIE 1500
P7F L2 $58h &
19216812872 [ 255 2552550 PrEL= | |
e et |
B || B |‘ﬁ'll[ﬁ-:
eth2 : :
MTU{f 1500

PP L L2 $58h FEE] |
nE _]%

® (VHII—RE
WEZTDA VI T —RBZRNHULET,
MBI VI T —RADRH L. 1Y I T —RBICREZTNET,
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® (VNI —RA—8

RY ED=DA T T —RBICEINDHTOENEZIP P FLAEY TR Y EY RO DHDRTEIN
FI., COPHSERERE. ICIFEIRT DEREDERRETNET,
—BICRISNTNDERETRRTDE. —BDOBECIIP ? RUR] [BTTRY EYZADIHRRE
NFI, COIP PRLRAIETTRY FVRIIEREUCHEICIIREIZIB TR I DCETRER
BEEBCEFI,
BNEGFTSEEF, [P PRURIEMTTRY ERZRDIEADLEHE, BHIEBRLTLEE
o TNICKD—ED—FBRCHILZRBRENSHRINET,
BREDEIRZTDOESE. BIFRULNEREEERE. [BIRIZHERUTREU,
IP PRUR(EETDRY FD—DOFNA RO IP PRURAIF. —BO—BLICEBTERASINT
VXTI,
BR. BIAREHIFDREZT > CTE. BE FOEREIZH T URNEREABIERRSNE
B A,
» IP PFUR

BNARE/BIFRT D IPvd PRUREADLET,
» IRy VRO

IPPRURDPIBITDRY FDO—DDYTRY FVROZANDLET,
v NS > DERBB

LENl | ADUREDENZETNET, BhiE. [REIZIBTRIDCETRBTERIRL
R
[fREE]l | BIRULCREDREZTIET, RER. [REIZIPTIDCETRABTERIR
LET,
[BUBR] | BIRULCEEDBIRZEITNE T, HIIFE. REIZIBTNIDCETREZERIL
LET,
» MTU
CDA VT T —RICEINHTD MTUGRAERESEMAD ZBE L TCIIZEN. T2V B
1500 T9,

100 M E 1500 U DB ZIBE CSFE I,

» IP P RLURE
IP P RURBEMDRY D=0 VDT —AHBALET  BENT D IP 7 RLUREIERE L.
BENFEDA VI I T —ABEERLUEZHE, [BENEBTRLET,

v 5 DERA

(28] | %BEIDIP P RURZEEBEL. BEFKDT VYT I —REZEBRUEHE
(BN ZBRIDCETIP P RURZEMORY RDO—=D4 Y571 —XRIC
BELET,
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v IRE 2 DERBA

(7]

ADUZABEREL. ABZRIRSETET,

(R3]

AIBENRDEY,

O

c REREEINYVED )y D URE., T—/N\EBRUSNEBRICRDEE A,
P P RURZEFILIFHIFEULEES. MTOSHEER CRELTNSIP P FUR

EEBUCEE HIFRLET,
- [3.2.1. BEXREE] OTOFIY—/N\EBEICIBELTNDIP PRL R
-+ [3.6. Management Console | M”20 AQgERFH=(T IP

- 13.21. EREEI OTOFIY—/N\REICEELCND IP P RFURZHIFE FIC IP

PEUVRZERY FDO—=D4 Y97 1 —A[THBIASERNEE, TP P RURBE)] =
ERUTRSL,

- 1321 EXFREIOTOFIY—/N\EEICEE L TCNDIP P FURDETHIBFEINC

BT — DI TNA REBRBE eth2)ICOIP P RURZTOF I —/\DREICE
ELET,

< IP P RURDEBRZIT O EBE. BEDDICEOE—8D—B LD IP P RURNIP 77

LREUVTRESNE T,

cIPPRUR TJOFIT—NEEIP PRUR, PUORCITEFLST IP HEESIND

C & T Management Console \NDEHRL P RUINBEBINDCENHDDTEEL
Iz,
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3.5.132. )JL—F 1T
V=T« 07—V, I\Tw FEBHDVY Y VISERETIEDICIE. EOVYVICEREINIEX
WA ZERET DIEHRERFLET,

W—F 15

AT A = e = =T g [ES] [~

s T B Sy Er ) e S S i & S MR GV b B &
192.168.128.0|255.255.2550  0.0.0.0 U eth0
0.00.0 0.0.00 192.168.128 254 UG eth0

|5

v NS> D58

LeNl | =T VY IFT=TILDBNETNET,
— [38.5.13.2.1. JU—F« VI 5T—=T)LDBN/RE]

fRE] | =T 1 VI T—=TILDREETINET,
— [38.5.13.2.1. JU—F« VI 5T—=T)LDBN/RE]

[BUBR] | =T« VO FT—=TILDBEFEZITNET,

&l
o

INT v MREDIEFERTUET,
IRy V2D

HIRY BV RDZERTUET,
J—bkDxA

T—brDO1IA12R/R"LET,

\J
3

>

020Xk H"UET, RBDOBEZEKRLET,

E T 7))

U B3

H MR~

G T—kDxAH

AV ITI—RE
1T —RERHULET,
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3.5.13.2.1. )b—TF 1 VTF7—TI)LDEBIARE

DAT L > F kD=0 > =T+ =B L

B

WL —TFA 7T —IIDEE

PR
PR S Ny Ko
ek
AARTIT—A:  eth0 -
(8=
5855
INT Y REEXDRY FDO—=DOP RURZFEIBIRZA P RUREBELET,
IR VD
SRAENRY FD—=DDHBEEZDY TRy bV %, BAENNA DIFEIF 255.255.255.255
ZIBELET,
bl nl e e

CDIV=FT« VI FT=TIVERSNEHBED. /T v FDEEFHRD IP P FUREEBELE T,
T=b2xA9YVIE. CORIAERURY FD =D ECFELTNVERLSTRED IR A, 58
FICRNTEDESDEHSNTNDRY RO —=DTHDIHBE. T —hDIICEBDEED
I —RDP FUREEELET,
{81 —R
COI—FT 1 VIERET D1 VYT T —REBELET,
v Y DERA

[27E] | BEULCABTZERELET,
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3.5.14. B5%I8%E
I5ZICRE T BREETVNET,
r3.3.2. 558 (ntpd) | CRAI—DBEEEXRLET,
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3.5.15. N\ DOPw I X+
VYRTLADHE, BREDROLEEREBNDRFSTILNBRA—XICEIBTDEHIC. FEHNICY
2TFADITPAILDINY D P Yy TEaE> TR EERHELET, NvIPyvITUTRBNED P
AIVE TURRP) TBRBCECK2TNY DTy TEERUCEROIRBEAY T AEETIDCE
NTEBLDICBVFET, ARRBTIERE. YRTFLRADI PAIVENTD 5 DDTIL—TICHELT,
ZFOII=TZEICTPAIVDINY D Py TOEDTEHHITDCENTEET,

NPy NV F—8

— 08 WK 3T
miEZzA B B e Sy
— E ra o E AT P El

HwE || VALY

WAEZZEN | Py R ey
_ : — ST P El
HwE || VALY

EEEEER

HwE || VALY

RIEZZER | PR L oy
~ ) #Lal 8 S *
HwE || VALY

EEEEER

HwE || VALY

YRATLADEEIT 7 IV BRKUOTOFIT—/NDFRED 7 1 IISMF/Ny IRy TZ
FHELTIES0N,

Ho
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SOIW—=TDINy DTy TART « UD FUBLCERSND T 7 1 ILOEFIIUA T D@

NTY,

TI—=T INY DTy TR

YRTLADEREI P ART 1 LD R
letc BCR

/opt/nec/wpad/wpad.dat
lopt/mnec/wbme/bin/wbme_minute
Iroot/.forward
E#E(O—7)L): backup_conf *.tgz
[E#E(Samba): backup_smb_conf *.tgz
E#B(FTP): backup_ftp_conf *.tgz

TJOFIY—/N\DEEI 7

XIRTUDI R -

/etc/crontab, /opt/nec/ catfish.

roma #c ™
FE#E(O0—7)L): backup_proxy_*.tgz
[E#E(Samba): backup_smb_proxy_*.tgz
E#E(FTP): backup_ftp_proxy_*.tgz

SOOI 71 ART 1 UD R
/var/lib/logrotate.status var Bg N
/var/log Bo N
E#E(O—7)L): backup_log_*.tgz
[E#E(Samba): backup_smb_log_*.tgz
E#B(FTP): backup_ftp_ log_*.tgz
JOF VPO R HKEHER ARTUD R

/home/webalizer/ fig &
FE4E(0—7)JL): backup_alizer_*.tgz
EfE(Samba): backup_smb_alizer_*.tgz
FE#E(FTP): backup_ftp_alizer_*.tgz

T UDRUEBRE

RT1LUDO R FROT 1 LD KU
FE4E(0—7)JL): backup_dirinfo_*.tgz
EfE(Samba): backup_smb_dirinfo_*.tgz
FE#B(FTP): backup_ftp_dirinfo_*.tgz
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BIE
v NSV DERBA

NwDOPvTl | BELCKO TNV DO Py TERGFTLEY,
[#mEE] Ny Dy TOREETNET,
— [3.5.15.1. INw D P v TR ~PDIRE]
[ 7] R EPEERTFTUET,
— 3.5.15.2. URFPET]
5168
Ny D Py THROFHAERTLE T,
LR R
N DOPwT I I ENS DEIHNERTUET,
DAV
Ny DOPyTaRGTIDYIIVIZRRUET,
R 5788
B8 BNV DO P Y TERTLET,
B8 BE/N\NYDOP Y TERTULET,
B8R BANY DO Py TERITULET,
Ny DOPyTUEN | Ny DOPyTEFNEEA.
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3.5.15.1. /\w O P w )R L PDIRE

UAT A > i BT INART ~iRE [E21[JLT]
o f |
SrER: VAT LOEGET A
T 5
ATVa—) #=H
&E BeEa -
=H 0 |
o/ b A LTdL
=] 0 B0 ST u T
P TPy ET
AQ—FNLF ARG TR Mvar/backup
D=4 =&
(NTH A5
Windows =<2/ /45
Samba HEs
I—4E
AT —H
tH— i
L Tt (DR
P S
FAT—F
]
INY D Py THROFRBPERT UK T,
t

NV DO Py TIPAINENDERINZIEBELE T, NvIPyvITIPAIERETDT + XD
DBEE. UEMICHMUTEELTILESN, BtRZ1IC2TDE. Ny DIPy TERGTIDZU
([CRIBD/INNY DO Py ITREZLEETITDCECREDFET,

ATIa=)
Ny DRy TaERTIdBEBELET,
rfgal. 2Bl MRl KU IN\wOPyTURI] DoERULET,
FTIOAIWRTRE TNy OPyTURN] EBZ>TNEY,

FEE 568

88 BNV Oy TEERGTLET,

B8 BENYDOP Y TERTLIET. GRIDEBEERLTIIZS,

(=35 BANYDOPYTERGTLET, BRIODTFA Ry ORICBNZAN
LTLIEZEN,

Ny D Py TURN | Ny D TPy TETNEE A,

IS
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(2792 —)b) TEEULZBNOAEBURIC/NY DPy TEGTOINEEELET.

O
EZES

BEULRZICARRE/NNYy DP v THEDY Y I HRE U TUWVRUVIBER/NNY D77y T T
SRNDTERLUCTLIZS,

¢ NvOoPvIHER
TMA—RAILT «+ 22 1TSamba | [FTP1 D 3 i&EBD/\Nw DO P v ITIIEEIEEITDCENTEET,

RREB 5768

O-=AILT+RD IN—=FFT 1 RO DBIDBERIC/INY D P v T&F0NET,
N DOPyT&aFDT1 LD FIEEBELET,

Samba LAN [CEH SN TU\D Windows ¥ VDT « ADIC/INw D Py T&fT
NET,

INw 2D w T%1TD Windows ¥V VD [D—2027)u—T &1 I'Windows
NIVE] #8888 IA—-Y8I TI\RDO—F] ZI8ELET,

FTP

LAN [CEHINTND FTP Y —/\XDFT « ZDICN\w DO P v T&EFNE
ER

FTP =N\ M —N\&JEpxFT« UO LU ITA—F&IT/XRDT— R
ZIBELET,

o

« O—=NILT 1« RONDINw D Py Tl DFFEICLENTU X F P TERNTEEEDS
<BDFET, 8D Samba. FTP ZERL T BINIYINNY DI PYTZEDRD
[CLTLEE0N,

- Samba, FTP TO/N\y 2P v Jld, O—=RILD/N\—EF 1 20N 05wy a L TEER
EIDCENTEZIN HEN U, Samba DIFEIZI/N\Y DO Py THRDYY VICHE
DEREZTV). FTP DIBSRE PO CAEZNS U TCRIUBNDDTINTIRLTL
IZE0\,

it

Ny DRy THRRACO—NIVT « RO ZEBEITDHRE. T« AV IINWERCSRNKDE
BUCLIEZEN,, T RODIIICEDE. TOFIY—ENEILELET, EHATIRERT
1 ADBER. YRATLADT 1« AVEBRREBA TY DY bRA Yk /] TRIRSNTL)
DEETT, REBHDBZE. UTOEFMMERTERT « ROBEEBARNEKD. R
BEFIZBRETEICLTIIZES0,

- D—DEEREFOATVS Y THRINBOZEZBIEHEEE AT D)

* InterScan WebManager, InterSafe WebFilter.

- FILTER O > Z k—)UFAAE#] 100MB)

+ InterScan WebManager, InterSafe WebFilter, i-FILTER O 2 71 )L

Ny DOPwTIPA)

- YRFLAOOVEERBEH CRE CESDSEOI I 7 1)L
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v

NS > D&RER

(527l ADUIZABEZREL. ABZRIRSETET,
[BIR13] | ADUERBEREL. BREUVCARBICR > TNV I P v ITEERTLET,
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3.5.15.2. J X +PEfT

PO ANFH
O FTOTAL ST TS
® BloTaL ZHIE AT TS
T oA L 71 S ftmp

Hw G Fue AR | o-hFay ~

BRUIC Ay I 7 v T I7OLI S AN FPEITDT 4L ZM

YANF T2 07771
T oA B 100
Top A7 HAX
FrE  HeP Py 7HEE 1B)
@ backup_conf 0.tgz 2011/11/07 11:18:40 18943

) D

* NvIOPyIDNIR P

NV DOPyTI 2D R PHREEELET,
FEE 5768
TTDT A UDRUICURRPTD | Ny DIPyIBERLT « LD RUICURRPLET,
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THERISER | CD —0F A DD EEF R 07 me v LITICio o SRR PR T 5
VAR, IAAEEIRIER

Y22 T HLOS R
NFOF L —E A0SR

7 OrAO51ER
actloglER
sarlFER

Wanagement Console 1 H5R

NJ s eI FeT — 2R
LT abd eI F e TIRFLTVBRTOT — S SITE 7.

DO MIDTER

T4l OHIER

7 A JVORER T EIS 0\ 15

Bl &*

7&(*)“1” FROFENRTALES0,

UYo

LIFOEREERL £

- Jatc

- foptinec/romalete/mime conf

- foptinec/eatfish/catfishmime conf

- frarbackup/*_mnning

- foptinec/tomaletefmount roma_cache
- frootd forwrard

- fratflogitomastoma watcher st flg
- Fratllogfpmpkgs*

- foptinec/romaletcwatcher conf

- foptinec/romalete/redundant conf’

- foptinec/eomaleteforpad.conf

- Fratflogitomaltoma_chk flg

- fratflogiromaltoma_md_chk flz

~ foptinecitomalsto/roma conf

_ foptineciwhme/hinfwbme_minuts

- franbackupf current_*

- foptinechirpadiopad.dat

- faptinacleatfishlaadfictodil

LI ERRaL £

- frarllog/messages™

LI ERERL S

- fvatflogfes-icapd

- fratflog/Clwatch/*

- fratflogiromalroma mail log
- fvatflog/es-dnsd

- fvatflog/es-authd

- fratflogiroma’pound log*
- fratflogfaccesslog transfer
- fratflogiromarhealthchk®

- fratflogitomalanalysis* gz
- fratflogios-fipd

- Fratflogiromar™ txt

- fratflogikdilog

- Fratfloglcs-array

- frarflogiromaltoma log*

- fratflog/Romalem

LI EREEL S

- fratflogfos-icn

- fratflogitomafaccess_log*
LITOEsRERL L e

_ frarflogfastlog exportsi*

_ frarflogfactlog*

LI a9

- fratflogisa
LiToRaEd

- Frarflogfwhme

- Frarflogfwbme *

- Fratfloghabmchttpd
LITOEREERLE T

- Frarflog/romartepdump_data
LT O AL E o

- fratflogharpadlog®

- fratflogfsnmpd log®

- fratflog/eron®

- Fratflogfandit

- fratflogsecurs™®

- fratflogimaillog®

_ frarflog/catfish

AU ROT LD EHEELE S

7 AT A X ETERE.

[REFlZ

NS > D&RER
ES

7l | FTy OB A TVNDEHRERZET LI,
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D—DFT1RODEEEE
BHRENBEZFEVCHRDD—DT 1 AODEESBTE22RTUE T,
BHRERPICI—D T+ RODEZSEENEEBIUTICE O ESEHRFMEDHTI IS
BRIRNZDPH T DT —DT 1 RODEETBEZRE LI T,
D=5 1 A0 A ZAD 1% ZBRZDENS D —DFT « ADDEESABE | DIEF CTHEIEETI,
BBE, RREEEIER
Fry I, JOFIY—NDORERKIVREERERZFENMLIT, YRTABEBE/ XD —
FRKIUOMBEHEEDME M DS U VBRISFHEIROIRICZEDFTE A,
Y RAT HAOTER
Fry O YRTAODVBREDOOTBEREHRINUET,
ZO0F I -—E071ER
Fryv O, JOFYT—EADOOIEREFBRLUET,
TJOFIY—N\POCROTRPIEREICT 1 IDKRESVNTEMDHDIZH. RIDIRZ>THRO
F A, TOFIY—N\PORROTHIUBRIBEL M7 2RO71EHRI ZERLU TS0,
PO 207EHR
Fryv O, JOFYY-—N\POLROTDERERNUET,
actlog 53R
Fru O, UY—AOFMIBERZIRIMLUET,
actlog D)L TN DIBEDH. &HD'JY — ADFHMIEHROIRINSNE T,
T4 )L T actlog (3#28)LCUVET,
sar B
F v, sar DIBEREFNLUET,
Management Console O Z1E%R
F 1 w2, Management Console OISR EIRINLUFE T,
Ty b2 TF v T—HIER
Fruv OB I\Ty bFeTF v T —YERERNLUET,
INTY F2TFoT—=HENNTy bF v TFv[CTRIRIDCEN'TRETT,
Z D DB
F v I8, cron ENOTBERERNLIT,
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® TAUDFVUIERE
Fru D BEUCT « LD RUDIBRERERLUET,
» BERXAZOT+s LD HVEBELET
BRI 27T« LD FUZEBELET,
BHIEEITDHEIF. AN—XZ T DYVODNITNHO TR >TIEE,
51)
BREULLT « LD ~UBRDIEERZIREX
Ivarflog/roma/
BREUZD 71 LR
Ivarflog/roma/access_log
1BRE UICHRSRF DT 7 1 )L ZHRER
/varflog/roma/*.log
BHIEE U TR

Ivarf/log/roma/*.log /var/log/roma/* txt
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3.5.20. /N7 v FFvTF»
tepdump IV Y RZEFRAUTCEEREICKNER/NT Y FF v TF v ZHERUET,

HWrebFeJF v

VAT L > VT kT F E51 L]

wt i ybFrF e

P bR F e ESFLET (BT
P ubF e T F ) 15 A—R

FrAILE:
* A A 100  (MB)
AR 2
SHBHIZWOD Vv 20 20000 Byte)
YO LRI —A any -

LR e
= 3ABIERTT .,

u /Ay v F vF —4 (ivarllogiromaltcpdump_datafit. F)
FrAILAA RALART AT AX

Iyl —EEiT

B VT bR T F T —RIIIERER I CT—E CH D O —F Tl alRe T,

INT Y RFv TF e M TOBBICODMNTNET,

B/\Ty EFEPTFv

W/\T v kF v TF v 5T —A(lvar/log/roma/tcpdump_data B )
KINVTy bFvTFvld BETAEERTERTRIRSHDDENDIT,

O |/ VY R FvTIF v AY—/NEDBE/NT Y R TS ERST BHEETT,
ST BT —Fl BSILEINTNB/ YT v AT — I DB EI N TSR

VORI T — Y DD BNCDNTRE+DFER LTI ES0N,

TEFI,
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INT Y B F v T F v (1780)
INT Y F 2 TF v OEGTEIOBE CI,

LA e P o

P e IR CEETLEY
PUT T F 21 15 AR

I kaku
* A L 100 (MB)
L Ao 2
UBHIZWD ok a2 (5000 | Byte)
SIROA A F T A any |»

LR T ey

wl | (IMIEIER T,

® N7y b TFPEEGTLET

v

A > DR
(=7 | /Ty hF v TFv/\SX—HTBE UEAB T EE/ W v T — 5 DRIV

FRIBLET,
[EEIZBTIDE [\VTy b2 TF v EBHIELET ) DY POTRY DI
axRkm LI,

Windows Internet Explorer E|

j:,/ Firs Mo F RIS LET

o [ Feotr |

INT Y bF v TF v Z2ETIDHBEIE0K] ETURVBER[F v VIV ZE
TLTLIEEW),
[OKIIBRUEHBE. /N7y bF v TF v (RITROBEAEICOENDDIT,
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® \Jy bFvTFv/NSX=H

RINTDF v ITF v T—HDINSA—IEEELFT,

>

£o

Ho

27 1I)vE
FvTFv UCEREREID I 7 MILEEEBELE T, [DrrILE] ZEELLCHE. 7
7AILBIE TEHEE LD 71 I)L&)-(B8).cap(tBiE) | 20D FT,

(D781 ZEEEURND SIZIHES. 77 1)LEIE I(B).cap(ttAE 1 E2DFET,
F v TF v UIeT—HIL Ivarflog/roma/tcpdump_data T« L2 ~UJICIRESNE T,
274G ALX
71U 1 @BHEODOY 1 XD ERZE MB &1 CIEFELE T, (1MB= 1,000,000 Byte,
DAL HE : 100)

FrIFoUA DT 2T+ XEBALESIE. O—FT—FSNET,

!

cHFEOARENWT A XEBEITDE var /N—FT« Y 3> OEEHZEBTDIEMUNDD
FIDT, Y BECIFTFRLTIIZS0N,
c RBICBOEFvITFvT—HI THIR] MYV THBRLU T ESH),

R

O—F— FORKERBEIEELFET. 2H5 99 ZTIEEIUEETT, (TI4/ILE 2
1@HEVDD/INTY FY1 X

INT Y RBEODF v TFvI1 XEEBELET,

HFDINSNE 1 /\Ty FINTEREBERBRNEZEDNDHDFTIOTIFRLCILESL,. T
2L IE 2000 /N +TY,

XIRDA I TT—2R

FrITFvRARERBRDAIVIT T —REEELE T, "any" ZIEEIDEETDTIIYYIT
—2ADF v TFvXIRERDFT,

* ZOMUEDA VI I —RNBEBO/INT v b EF v TF v I DBEEM T any " EFEE
LTLEEN,
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» JAIWIRHRATY3Y)

INTY RF v TF v I 1 ILYDRBAZEIBECEEI,
ABIBELRNBEE. INTO/NNT Y FEaF v TFv UET,
FEHNIE. tepdump VY FTIEECESDIRHEDDODUTDENTTY,

FFrER| 5788
A RE MR & xxx"ICEHET DETDOALN/I\T Y bEFvT
FrIDBEIIMUTZEELET,
£\ host xxx
[xxx [F7Th R ~&]
IPPRLUR IP 77 F L Axxx.xxx.xxx.xxx"[CREHE T DETDHALE AN/

Ty hEFPITFrIDHEEIEE. MTFEEBELET.

27 host XXX.XXX.XXX.XXX

[xxx.xxx.xxx.xxx (& IP J°? R L ]

MARBER—HES

MR ~&"xxx”, SMTP &fS(TCP /R— ~&ES 25 FTAL
HDINVTY b EFv TFvIDHBERUTNEEELET.
£\ host xxx port 25

[xxx [F7Th R ~&]

MALBE
D247V RimRK HDNE
T—hkDIAED@E

MR L& xxx"s DSAPYRIEET =Dz ADIP
RLU R yyyyyyyyy.yyy” CABHD/NT Y EF v TF v
IRHBEIIURZEBELET,
£1host xxx and yyy.yyy.yyy.yyy
[xxx [FTh X ~8,
YYY.yyy.yyy.yyy 3024 P RFIZE
=k ADIP P RUZA]
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INT Y BF v TF v (RTHR)
INTY FF 2 TFvDEGTEOBE CI,

LA o e i ¢

P b R TR LT TT (6450)
DT ubF e T F i AT AR

ZrAILE: test

I AN A 100 |(MB)
T 2
“HBRZW e Vb A 2000 (Byte)
TAROA LRI any v

LR T a0
=x[=](IHBTEB TY .

* N7y bFeTFvEETPTI (xxx)
ROSN TV DEE(xxx DED)IE. /T Y bF v TF2ETPOTOEZRID ZRULTNET,
JOERID ICKBELEZTNDRNLDITFRELUTCIIZE), BHERTSINCIBEIE. IERICEE
LEE A,
v RS Y DEREA
[(ZIE] | BB/ \T v bT =S DEEDBIBSINTUNET,
(EIE]ZBRITDCETERIE/INT Y FT—SDEIRZEEIEL. NTy bFvTF
v T —HICERUZERZENLET, ((WN\NTy bFvTFvT7—4
(/var/log/roma/tcpdump_data B &) [CBHIIRH™LZET, )
INT v bF v TF v (ETRDDEBEICEIDEND XTI,
® N\Ty bFPTFINISX—H
INTw bF 2 TFvDETRICAURSZRTULET,
INT v b2 TF v (EFDHRBAZESRIEE0N,
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INT vy kF v TF v 5F—~H(var/log/romaltcpdump_data & T)
BERUEINT Y v TF v T = D—EXRRBIORIEETIET,
Frv ITFvT—IDEFEELURNEE

n Vv F 2 JF v7—2 (varlogiroma/tepdump_datafit. )
7ML RALRE T F7ALTAX

| eI —EE |
BTk F T —RIIERE L TR T O T Al AR e T T,

T IFvT—AANGFEIDES

0/ VY wbF I F 7 —2 (varllogiroma/tepdump_datalit )

A I A WA T AL AL
® 6-20120206160648.capd 2012/02/07 13:54:40 275503 KB
[ #ovR—F | [ orfL—%EH | [FlFR] [ 280 |

x/ VrwkF e F T —RINERER CT—ETH O O—FT A 5N T[RET T,

® Jr1IE
INTY LF v TFeT—IDIT 71 ILEERTLET,
& NANRIVT
INTY bF v TFoT—=IDIA AR TERHZLUET,
® Jrp1)L8A4X
INTY bF 2 TFvT=HDIT P71 ILTA XERRLUET,
v RS MDEREA

[ 5>O—F] Fv I UTCNDEIRUEZ/NT Y bFv TFvT 95D VO—F
LET, RSNEAXAvEZ=IICRI TP AIVEREFELTIZS0N,

(D7 IL—EFH] | WUEZ/NTY bFvTF T —ID—BEEHLUTRRLIT,
—BCOERFSNTVENZEEIICTDRY Y DHRRSNET,

[EUBR] FIv I UTCNDERIRUEZ/NT Y bF v TF v T —IZHRLET,

[ZBIFR] BEUE/INT Y hF v TF v T —HZETHIRLET,
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3.6. Management Console
Management Console Y —/\[CBIT DRENMTAET.

af,-g:’"':-‘.,,‘Irmari?.et:"."M.fl:Sv:: V1.0 for NECCI Management Console
% 7 Host: = = =

Management Console

Management Console

m Management Console

TFaUT T [LAIL2(JERAT—F+8SL) v|
1 elRt Ak
T oA PlREF AR IP: PTRLR:
B || Ee
®E

NEC Copyright(C) NEC Corporation 2000-2016

® EFaUTE—F

Management Console ZRN\DEDEZF 1T+ UNIVEEELZT,
=EBE 5788
LAV 208D —R+SSL) | /NRD—REEECHZ T, /XRD— FORFEEHRZE SSL TH
SIEUTGEZELET, COE—FZALNDIEE.
http://xxx.xxx.xxx.xxx:50090/DRD D [
https'// xxx.xxx.xxx.xxx:50453/ D7 FL A TPOEZRT D
E2NHNFT., BEEZIMBESZANNTNEIINDT, 50T
TPOERAIIDRICESST 1 POTNRTZINZTIN [[E0]
ZEIRLTLIZEL,
LU 1UXR D —F) INZAD— REREEHCRBDABEF T v I Z1TU1\E T,
IZI2U. NRD— FOREBREEBSIESNETE A,

& BETREKRIH
Management Console Z{EATEERNA S ZRET DIBE. TDFP FURAZIBELF T, LIS
EITDIHEEEFBAN-ATR > THEEL T IESVIPv4 77 FURADBEIE 192.168.1.1 D
. 192.168.1.0/24 M. 192.168.1.0/255.255.255.0 DN ZEFEATEE I,
IP P FURENTESFICHREZT O TS0, PILIT PR Y MMIINXFDMHEATEETI,
CCC., BB FURZEFELURIVE. Management Console [CPO A TCERL<ENZET,
BRIFOsER R L EIBE I BB+ EFR L TIIEEL),
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& PORIATREFHLEZRT IP
Management Console [C)?D ZRXGEERAT —/\N\EFSINTNDBIP PRURZEBELZET,
CNICKD, FISNTULZU IP 7 LU RZEFE LT Management Console N PO ALKD
ELTE, ZOPIOELRZEBIDCENTRERDFT, PUCRTREFLEZIT IP [CIRICES
BRINTUVERNBEIR. EDIP 77 KL ZM Management Console N\DP O EHFAIINFET,
[P P RURI HoBIEFE UV IP P RUREZIRULBIIBRLET,
HIBR 9 D153, HIFRULUIP 7 FLURZEEIR UEIRIB T LE T,
» IP PEULR
HHZITRER IP P RUZANEIRTEEE R >TNET,
IP P FURZEZBIRULBIIHIE R T, PUOCRIEFSZT IP ICEBILET,
v NS > DERBB

LENll | ADUREDENZEITNET, BME. BREIZBTIDETREZRMUE
ER

[HUBR] | BIRULCHEDEIFRZTVNET., BIlFE. REIZHTIDCETATERIRL
EE

v NS DERBA
[27E] | ADUCABZHREL. RBZRISEET,

o) BEZ UICHES. BEARNBZENC T DCHIC Management Console DY —/\NZHBitcE) L
9, IICHEREZTVVCVGSEENF > THLEELTIIZES),
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48 FST)va—FTaVT
FSOIICHETIIZEDIEBNHDEEE. TOEDOER. WEICR > T EEL)Y,
FNTEERICHELENBESEYN— O —EREZCFRBALESL),

AT THE

® Management Console [C PP TEE)

BRELEP RURDEEZE>TUVEWC EZER LT IEE0),

» Management Console 77271729 % URL H'EE> TR EZFER L TIEE)N,
Management Console D2+ 1T 1 E—FZZEEULLHES. PO 1RXT2D URLHEES
NFTIDTEFRLTCLIIZENN,

CFaUTrE-—FEZZEUCRNEEIF. URL (& Thttps//~] 182> TNDOMESRL
T<rZEb,
15(C Thttps] DERED s] ZAD UL TNDDMEB LTI IZE0N,

+ Management Console N\ 7?2279 & URLOR— FES)HEHE > CLRNCEZRER L TL
Iz,
<EFaUTAE=RDILUANIL 2 UVZD—R+SSL) 1DIBE

https//<tF—/\D IP 77 kU AFK 2 & FQDN>:50453/
<EFaAUTFsE—RHAILANILL UNRD—=R) |0BE

https//<th—/\XD IP 77 kU AZFZIE FQDN>:50090/
BR. D74 P07V EERARALUTERI DBEE. M—FD@EFIZT>TL
1z,

URLIC, IP P FURZBALULTPOECZRALUTHTCLESU, IP P RUREERALEP DT
ANEKRINT DIFE(E. DNS DERENER > CVNDIEMND DX T, 5 ﬁ’é’ﬁ@mu LCLIZE0N,

- Management Console MIRFIBER R FZEIBE L TCUVRNDEDNDESR L T IZS0\, BIE
gJEER A FEIBFE L CL\ D5 E. Management Console Z{EATEDVY VIIRESNZE T,

FETHEENERLURNESE. MTOFIET, Ry DO —DEGERR LU TIES0.

1) Windows ¥ C MS-DOS(ZX/ZIZDIVY RTJOVT M Zieé g 3.

2) "ping ip-address" IV Y FERTT D, (ip-address [F. ABRRBICEIDHTEZIP PRL R
T9)

3) "Reply from ..."ERIMSINDBES. RY FD—DFERTYI., COHBE. IREIRERAIKD.
I RATLADEIE « BEAREZEZETLUTCIES, BERBICED—EPIBZALTHTL
20N,

4) "Request timed out"E RSN DIHE. BFHOESRITIKRTI, KT T OV INHS
€ ping IVY RFEETUTHTLIIZEL),

—BDVIYUNS ping IV Y FHAKRT DIHEEIE. KRITDVY VDFEREDIRD., F/IT
[EETI,
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INRTHOVYUNS ping VY FHET DHEE. RBIREDO HUB B EDRY
D —DOHBEOFRELED L TIESV, T=TILDANTNED, ERDA DTN
NOENTBCENHVET, Ry FD—DHBEDRENFR > CVENEEL. Ry k
D—DEEDOYEMN DO T T,

Management Console D 0%/ 1 5R5EIC KRBT D(Authorization Required)

« A—HID ZHER LU TCLEE), EIEEEIRT Management Console Z{EA 3 diFND1—1
ID OMEREIS. intersec(TNTINXF)TI,

c ERBAREICRNTERELZ/NRAD - rEER LU TIESW, NAD—FRFOANFEINX
FIIXBIESNDDTEFR LU TIIZENN,

» Management Console KD 11— ID &/NRD— FDESEZETO>EMER LTI ZEN, &
FLCNBBEE. BELULEDA—TID &E/NRXD—RTOT—1 Y U TLIEE0),

Management Console B@EN'XFEITTD

CERDITSOYONFI—FDIYI—RREZERL IS,
Management Console BENOXFI— (&, UTP-8 Z{EMBLCL\EI, S5O DIYI—
FDEREZE UTP-8 XIZIIBEFHIBIC U CHER UL TIIZEEL),

Y —EAOMEBENIERITEL

« Management Console Z{B LT, T 27@@%ﬂ7§5ﬁ55@5‘u LCLIEEN, LWIFNHLOT
1 ADBAERND, 90%EBA TNDBEE. RNESD 7 )LDEIFR 3.5.12. OTEIEI 15
00720 7 1 JLDOBIGIRE DX ZEITIE D‘C(Eéb\o

+ Management Console Z{EA LT, Ry b —DDFBRREZER L TIESL), IEBDE
(CXT LT, ERMBRMBEDVNITNHON 10%EZBZDHEEIE. Ry FD—DICEENREL
TVRWD R EDIERZITIS > TIESU,

TSOYNSREULCEEANBICEH NG

FHEDNEER. [ERIRY VIBTIOMUETT ., [@RIRY V&R TR LU TNDIDER LTI,

0S DIYRFTLAIS—HRE

IRAFTACPOCATES, AREBDT + ADPOCANELHGLHBEREIY AT ATIS -2
VODRELUTNDIREUDDHDET, Ny IEEEICESY /773‘?2@2311\ ZDEBEE)
NICY RF ADBRESINET,

VAT AIS—DESHE(ICIS/var/crash Bic KD 7 1)L I N T E/var/log/messages I 71 )b
ZIHINT DIUNEN DD X,

BE PCOVY—IVLSESELET—/NICOT1 VU, BERELEY—/\DH'5 FTP TEREZE
BRU. OIN— I —EZARENEHELIZEE),

Ivarlcrash BERDI 71 IUIE. Y RATATS—(UNZwO)DRET DU, BEWICEFHNEK
9, BRIICRIFR UICVBEIZ. fvar/erash BgRD 127.0.0.1 TBEFEDT « LU UBHIERL TS
ZE0\, (DT 71 )LIFBIBR LTS IZE0Y)
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5.1. Management Console RIBFOFEEIE

Management Console /\, 1 —INEFHCERL. BIEFZT O TCREEZTDOE, REIT 7T

IVAMETOT A Y UIZA—TOEREFBHR T LEESTSINIDLCH. ERICHENRMRSNZNEZED

HDFT,

Management Console MIR{ED(C, T SOV DIRDIMNY VDIRIEET O EHES. RhanNdT —
APDRIEICZ DD, BREBRIEZT ORIBHRNAILEICRDHEENDDET,

Internet Explorer T3 —rAvw FF—IREFICRDEBRTICETDIREEIT D ERDDEND
CENBDFET,

« Ctrl +¥ D RDOMA —)LZ | (BEORTZE])
« Ctrl +¥ D RDMA —)LZE 1 (BEORTZEILKX)

Internet Explorer C JavaScript ZEIC LI TLIZE0),

JavaScript ZEME UICIHS. RERIET > TEIE UEELURV\CHEREBHRNAIEICEDIH
BNHDFET,

BREEBEZT ORI VED ) v D UL, BREBNRTISNDX CTEROBRIEGRS > D&
BRZETDRNTLIES, BEBRIAELCEDIZENHDFT,

Management Console BEOXFI— RIE, UTF-8 ZEALCWEYI, TJ5OTDONXFEIYI—
REREICK>TIE. XFEITHRETDICENHDFTINT, T5IYDNFIYI— RFERER

UTF-8 D58 CE DL DICEE L TLESN,

Windows Server 2008 IMIEDHY —/ VRO Internet Explore CldZF a1 )F 1« B@ib=NTH O,
BERE DFRTE CIZEEDNH'MD Management Console MIEVENIERICENE LE T A

CDIEYH. D24 P2 FRD Windows ZCHATBD. UTOBREERBICTERLTIIZE0),
Internet Explore DY —)U-[4 V5 =Ry +bF T3 V- [BFaUFT«19TICHBTUNILDA
ROVNA ) ZOUw DU TROUTRLY DT & MBHICTD] ICFTvITD,
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5.2. EEICRIT SERFIR

® (3515 NvDPYITIIRALP] T IYRTLADEREI 7 IV] DIND P TN ZEPICH
WT. T—ER®D 08 EEWFDIRREND, [ELUR P TERNEEHHDFT,
R PRBEIC. ST —EROEERREZBER LTI,
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Management Console

Web JS5OYZRAUCARRBDY AT AREY —ILDBFRTY, Web-based Management
Console MDIEHiE LT WbMC EXREEIDCEEDHNDET,

NTP(B5%I55%2)

Ry ED=ONSBEURBUTCO)ZZIEL T Y RTABZIOHRE #FZETD>J0RIILTT,
JO0-=/NVVPRUR

1 =Ry FMCERSNCHSEIC—RICEIDZITONIZ IP PRURTY, 1V —Ry ~OF
TOEICHED, 1V —Ry F ETEEZETDOLHICIIMFHUNETT, IANA H'—HICE
BLUTRD., JPNIC REICK > TSHEBICEINZBTONET,

TSANR=FPRUR

J0—/NLP FURZBRATDICIE JPNIC BRENDBBENUETI N MB#RICEICTERTD
CEEFRHIC, EBHFECHBIUERIP PRUATY, MRDEENTSANRN—FPRLRELT
EHOSNTNET,

+ 10.0.0.0 ~ 10.255.255.255

+172.16.0.0 ~ 172.31.255.255

+ 192.168.0.0 ~ 192.168.255.255

FQDN(Fully Qualified Domain Name)

TCP/IP Ry D =D LT, RAXAYBOTT XA VE, MALBEEBEFICINTERELZ
SR DCETY,

IP(Internet Protocol)

Ry D =B TOT —HDPMRERERET DICHOTO ~T)LTT, BETO FILDER
[CHNT, TCP & IP [FIFRICEERNT, CNSIDEEHE T TCP/IP CEWEINET,
IP(Internet Protocol) 7 R L 2

TCPAP BESICHNTRY RO =D LDSHARDLUEZHFE T DLCHICERSND 32 EY ~D7
FLURTT, BRIEISEY FTFD4 DICKL)>T0~255.0 ~255.0~255.0~255 &(\D 10 &
DEFHITRSIND,

5)130.158.60.5

SSL(Secure Socket Layer)
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The BSD Copyright

Copyright (c) 1992-2011 All rights reserved.

Redistribution and use in source and binary forms, with or without modification,

are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,

this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation

and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUTNOT LIMITED TO, THE IMPLIED

WARRANTIES OF MERCHANTABILITY AND FITNESS FOR APARTICULAR PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALLTHE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,

INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES

(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON

ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

ORTORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVENIF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA02111-1307 USA
Everyoneis permitted to copy and distribute verbatim copies of this license document, but changing itis not allowed.
Preamble
The licenses for most software are designed to take away your freedom to share and changeit. By contrast, the
GNU General Public License is intended to guarantee your freedomto share and change free software--to make sure the software is
free for allits users. This General Public License applies to most of the Free Software Foundation's software and to any other
program whose authors commit to using it. (Some other Free Software Foundation softwareis covered by the GNU Library General

Public License instead.) You can apply it toyour programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed
to make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish),
that you receive source code or can get it if you wantit, that you can change the software or use pieces ofit in new

free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the rights.

These restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all
the rights that you have. You must make sure that they, too,receive or can get the source code. And you must show

them these terms so they know their rights.

We protect your rights with two steps:(1) copyright the software, and (2) offer you this license which gives you legal permission to

copy, distribute and/or modify the software.

Also, for each author's protectionand ours, we want to make certain that everyone understands that there is no warranty for this
free software. If the software is modified by someone else and passed on, we want its recipients to know that what they have is not
the original, so that any problems introduced by others willnot reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patentlicenses, in effect making the program proprietary. To prevent this, we have made it clear

that any patent mustbe licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
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GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying

it may be distributed under the terms of this General Public License. The "Program", below, refers to any such program or work, and
a "work based on the Program" means either the Program or any derivative work undercopyright law: thatis to say, a work
containing the Program or a portion of it, either verbatim or with modifications and/or translated into another language.

(Hereinafter, translation is included without limitation in the term "modification".) Each licenseeis addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.The act of
running the Program is not restricted, and the output from the Program is covered only if its contents constitute a work based on the

Program(independent of having been made by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receiveit, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty; and give any other recipients of the Program a copy of this

License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange for

a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,and copy and

distribute such modifications or work underthe terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of

any change.

b) You must cause any work that you distribute or publish, thatin whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this

License.

¢) If the modified program normally reads commands interactively when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright notice and a notice
that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this License.(Exception: if the Program itself is interactive but does not

normally print such an announcement, your work based on the Programis not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from
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the Program, and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do
notapply to those sections when you distribute them as separate works. But whenyou distribute the same sections as partof a
whole which is a work based on the Program, the distribution of the whole must be on the terms of this License, whose permissions

for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,

the intentis to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregationof anotherwork not based on the Program with the Program(or with a work based on
the Program) on a volume of a storage or distribution medium doesnot bring the other work under the scope of this

License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable

form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under

the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more
than your cost of physically performing source distribution, a complete machine-readable copy of the corresponding

source code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; ox,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or

executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred formof the work for making modifications to it. For an executable

work, complete source code means all the source code for all modules it contains, plus any associated interface definition files, plus
the scripts used to control compilation and installation of the executable. However, as a special

exception, the source code distributed need not include anything that is normally distributed (in either source or

binary form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs, unless

that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even though

third parties are not compelled to copy the source along with the object code.
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4.You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Programis void, and will automatically terminate your rights
under this License. However, parties who havereceived copies, or rights, from you under this License will not have their licenses

terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the Program), you indicate your acceptance of this License to do so, and

all its terms and conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives
a license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions.
You may notimpose any further restrictions on the recipients' exercise of the rights granted herein. Youare not

responsible for enforcingcompliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any otherreason (not limited

to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of
this License, they do not excuse youfrom the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Program at all.
For example, if a patent license would not permit royalty-free redistribution of the Program by all those who receive copies directly
or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution
of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance ofthe

section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest

validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system,
which is implemented by public license practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she
is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
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interfaces, the original copyright holder who places the Programunderthis License may add an explicit geographical distribution
limitation excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In such case,

this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new

problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License
which applies to it and "any later version", you have the option of followingthe terms and conditions eitherof that
version or of any later version published by the Free Software Foundation. If the Program does not specify a version

number of this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,write to the
author to ask for permission. For software which s copyrighted by the Free Software Foundation,write to the Free Software
Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free status of all

derivatives of our free software and of promoting the sharing and reuse of software generally.
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NO WARRANTY

11. BECAUSE THE PROGRAMIS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE

PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED

IN WRITING THE COPYRIGHT HOLDERS AND/OROTHER PARTIES PROVIDE THE PROGRAM "AS IS"

WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR APARTICULAR

PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH

YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALLNECESSARY

SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILLANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM
AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISINGOUT OF THE USE OR INABILITY TO
USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

236



How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to

achieve thisis to make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. Itis safest to attach them to the start of each source file to
most effectively conveythe exclusion of warranty; and each file should have atleast the "copyright"line and a pointer to where the

full notice is found.

<one line to give the program's name and a briefidea of what it does.>

Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope thatit will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software

Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA02111-1307 USA

Also add information on how to contact youby electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author
Gnomovisioncomes with ABSOLUTELY NO WARRANTY; for details type “show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c' for details.

The hypothetical commands “show w'and “show ¢'should show the appropriate parts of the General Public License.
Of course, the commands youuse may be called something other than “show w'and “show c'; they could even be

mouse-clicks or menuitems--whatever suits your program.
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You should also get your employer (if you work as a programmer) or yourschool, if any, to sign a "copyright disclaimer" for the

program, if necessary. Hereis a sample; alter the names:

Yoyodyne, Inc., herebydisclaims all copyright interest in the program

*Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your programinto proprietary programs. If your program

is a subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you

want to do, use the GNU Library General Public License instead of this License.
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GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA02111-1307 USA

Everyoneis permitted to copy and distribute verbatim copies of this license document, but changing itis not allowed.

[Thisis the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public

License, version 2, hence the versionnumber 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and changeit. By contrast, the
GNU General Public Licenses are intended to guarantee your freedom to share and change free software--to make

sure the software is free for allits users.

This license, the Lesser General Public License, applies to some specially designated software packages--typically
libraries--of the Free Software Foundation and other authors who decide to use it. You can use it too, but we suggest you first think
carefully about whether this license or the ordinary General Public License is the better strategy to use in any particular case, based

on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this service if
you wish); that you receive source code or can get it if you wantit; that you can change the software and use pieces of it in new free

programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to
surrender theserights. These restrictions translate to certain responsibilities for you if you distribute copies of the

library or if you modify it.

For example, if you distribute copies of the library, whethergratis or for a fee, you must give the recipients all the
rights that we gave you. You must make sure that they, too, receive or can get the source code. If you link other code
with the library, you must provide complete object files to the recipients, so that they can relink them with the library after making

changes to the library and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which

gives you legal permission to copy, distribute and/or modify the library.
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To protect each distributor, we want to make it very clear that there is no warranty for the freelibrary. Also, if the
library is modified by someone else and passed on, the recipients should know that what they have is not the original version,so that

the original author's reputation willnot be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make surethata

company cannot effectively restrict the users of a free programby obtaining a restrictive license from a patent holder.

Therefore, we insist that any patent license obtained for a version of the library must be consistent with the full freedom of use

specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This
license, the GNU Lesser General Public License, applies to certain designated libraries, and is quite different from the ordinary

General Public License. We use this license for certain libraries in order to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally speaking
a combined work, a derivative of the original library. The ordinary General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General Public License permits more lax criteria for linking other code

with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's freedomthan the
ordinary General Public License. It also provides other free software developers Less of an advantage over competingnon-free
programs. These disadvantages are the reason we use the ordinary General Public License for manylibraries. However, the Lesser

license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library,so that it
becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. Amore frequent case is that a
free library does the same job as widely used non-free libraries. In this case, there is little to gain by limiting the free library to free

software only, so we use the Lesser General Public License.
In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNU C Library in non-free programs enables many more people to use the whole

GNU operating system, as well asits variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a program that is

linked with the Library has the freedom and the wherewithal to run that program using a modified version of the Library.
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The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference
between a "work based on the library" and a "work that uses the library". The former contains code derived

from the library, whereas the latter must be combined with the library in order to run.
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GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by the
copyright holder or other authorized party saying it may be distributed under the terms of this Lesser General Public License (also

called "this License"). Each licensee is addressed as "you".

A '"library" means a collection of software functions and/or data prepared so as to be conveniently linked with application programs

(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under these terms. A
"work based on the Library" means either the Library or any derivative work undercopyrightlaw: thatis to say, a
work containing the Library or a portion of it, either verbatim or with modifications and/or translated straightforwardly into

another language. (Hereinafter, translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form ofthe work for making modifications to it. For a library, complete source code
means all the source code forall modules it contains, plus any associated interface definition files,plus the scripts used to control

compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its
scope. The act of running a program using the Library is not restricted, and output from such a program is covered
only if its contents constitute a work based on the Library (independent of the use of the Library in a tool for writing

it). Whether that is true depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any

medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice

and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;

and distribute a copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange for

a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library,

and copy and distribute such modifications or work underthe terms of Section 1 above, provided that you also meet

all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files and the date of
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any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this

License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application program
that uses the facility, other than as an argument passed when the facility is invoked, then youmust makea
good faith effort to ensure that, in the event an application does not supply such function or table, the facility still

operates, and performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any application-supplied function or table used by this function must be optional:

if the application does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from

the Library, and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do
not apply to those sections when youdistribute them as separate works. But whenyou distribute the same sections as partof a
whole which is a work based on the Library, the distribution of the whole must be on the terms of this License, whose permissions for

other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,

the intentis to exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregationof another work not based on the Library with the Library (or with a work based on the Library) on a
volume of a storage or distribution medium does not bring the otherwork underthe scope of this

License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given

copy of the Library. To do this, you must alter all the notices that refer to this License, so that they refer to the ordinary GNU
General Public License, version 2, instead of to this License. (If a newer version than version 2 of the ordinary GNU General Public

License has appeared, then you can specify that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public

License applies to all subsequent copiesand derivative works made from that copy.

This option is useful when youwish to copy part of the code of the Library into a program thatis not a library.
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4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable form under
the terms of Sections 1 and 2 above provided that you accompany it with the complete corresponding machine-readable source code,

which must be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy froma designated place, then offering equivalent
access to copy the source code fromthe same place satisfies the requirement to distribute the source code, even

though third parties are not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, butis designed to work with the Library by
being compiled or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a derivative work of the

Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the
Library (because it contains portions of the Library), ratherthan a "work that uses the library". The executable is

therefore covered by this License. Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code for

the work may be a derivative work of the Library even thoughthe source codeis not.

Whether this is true is especially significant if the work can be linked without the Library, or if the work is itself a

library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and
small inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether it islegally a

derivative work. (Executables containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the workis a derivative of the Library, you may distribute the object code for the work underthe terms of Section 6.

Any executables containing that work also fallunder Section 6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the Library" with the
Library to produce a work containing portions of the Library, and distribute that work under terms of your choice,
provided that the terms permit modification of the work for the customer's ownuse and reverse engineering for

debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use are covered

by this License. You must supply a copy of this License. If the work during execution displays copyright notices, you mustinclude the
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copyright notice for the Library among them, as well as a reference directing the userto the copy of this License. Also, you must do

one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library including
whatever changes were used in the work (which must be distributed under Sections 1 and 2 above); and, if the
work is an executable linked with the Library, with the complete machine-readable "work that uses the Library",
as object code and/or source code, so that the user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It is understood that the user who changes the contents of definitions

files in the Library will not necessarily be able to recompile the application to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. Asuitable mechanism is one that (1) uses
at run time a copy of the library already present on the user's computer system, ratherthan copying library functions into the
executable, and (2) will operate properly with a modified version of the library, if the user installs

one, as long as the modified version is interface-compatible with the version that the work was made with.

¢) Accompany the work with a written offer, valid for at least three years, to give the same user the materials specified in Subsection

6a, above, for a charge no morethan the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access

to copy the above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the Library" mustinclude any data and utility programs needed for
reproducing the executable from it. However, as a special exception, the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major components (compiler,kernel, and so on) of the operating
system on which the executable runs, unless that component itself accompanies

the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means youcannot use both them and the Library

together in an executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single library together with
other library facilities not covered by this License, and distribute such a combined library, provided that the separate distribution of

the work based on the Library and of the other library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any
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other library facilities. This must be distributed under the terms of the Sectionsabove.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and

explaining where to find the accompanyinguncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will automatically
terminate your rights under this License. However, parties who havereceived copies, or rights, from you under this License will not

have their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the Library), you indicate youracceptance of this License to do so, and

all its terms and conditions for copying, distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a license from
the original licensor to copy, distribute, link with or modify the Library subject to these terms and conditions.Youmay not impose
any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible for enforcing compliance by

third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited

to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of
this License, they do not excuse youfrom the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Library at all.
For example, if a patent license would not permit royalty-free redistribution of the Library by all those who receive copies directly or
indirectly through you, then the only way youcould satisfy both it and this License would be to refrain entirely from distribution of

the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance ofthe

section is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest

validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system
which is implemented by public license practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she

is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.
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12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Library under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In

such case, this License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to

address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License
which applies to it and "any later version", you have the option of followingthe terms and conditions eitherof that
version or of any later version published by the Free Software Foundation. If the Library does not specify a license

version number, youmay choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptionsfor this. Our decision will be guided by the two goals of preserving the free

status of all derivatives of our free software and of promoting the sharingand reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE

LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED

IN WRITING THE COPYRIGHT HOLDERS AND/OROTHER PARTIES PROVIDE THE LIBRARY "AS IS"

WITHOUT WARRANTY OF ANYKIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED

TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR APARTICULAR

PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH

YOU.SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUMETHE COST OF ALL NECESSARY SERVICING,REPAIR OR
CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILLANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGESARISING OUT OF THE USE OR INABILITY TO
USE THE LIBRARY (INCLUDING BUTNOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
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TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest possible use to the public, we recommend making
it free software that everyone can redistribute and change. Youcan do so by permitting redistribution under these

terms (or, alternatively, under the terms ofthe ordinary General Public License).

To apply these terms, attach the following notices to the library. It is safest to attach them to the start of each source file to most
effectively convey the exclusionof warranty; and each file should have at least the "copyright"line and a pointer to where the full

notice is found.

<one line to give the library's name and a briefidea of whatit does.>

Copyright (C) <year> <name ofauthor>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either

version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

Lesser General Public License for more details.
You should have received a copy of the GNU Lesser General Public
License along with this library; if not, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA02111-1307 USA
Also add information on how to contact youby electronic and paper mail.
You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the library, if

necessary. Hereis a sample; alter the names:

Yoyodyne, Inc., herebydisclaims all copyright interest in the

library “Frob' (a library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
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Ty Coon, President of Vice

That's all there is to it!
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GNU LESSER GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyoneis permitted to copy and distribute verbatim copies of this license document, but changing itis not allowed.

This version of the GNU Lesser General Public License incorporates the terms and conditions of version 3 of the GNU General

Public License, supplemented by the additional permissions listed below.

0. Additional Definitions.
As used herein, “this License” refers to version 3 of the GNU Lesser General Public License, and the “GNU GPL” refers to version 3

of the GNU General Public License.

“The Library” refers to a covered work governed by this License, other than an Application or a Combined Work as defined below.

An “Application” is any work that makes use of an interface provided by the Library, but which is not otherwise based on the Library.

Defining a subclass of a class defined by the Library is deemed a mode of using an interface provided by the Library.

A “Combined Work”is a work produced by combining or linking an Application with the Library. The particular version of the

Library with which the Combined Work was made is also called the “Linked Version”.

The “Minimal Corresponding Source” for a Combined Work means the Corresponding Source forthe Combined Work, excluding any
source code for portions of the Combined Work that, considered in isolation, are based on the Application, and not on the Linked

Version.

The “Corresponding Application Code” for a Combined Work means the object code and/or source code forthe Application, including
any data and utility programs needed for reproducing the Combined Work fromthe Application, but excluding the System Libraries

of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

You may convey a covered work under sections 3 and 4 of this License without being bound by section 3 of the GNU GPL.

2. Conveying Modified Versions.
If you modify a copy of the Library, and, in your modifications, a facility refers to a function or data to be supplied by an Application
that uses the facility (other than as an argument passed when the facility is invoked), then you may convey a copy of the modified

version:
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a) under this License, provided that you make a good faith effort to ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs whatever part of its purpose remains meaningful, or

b) under the GNU GPL, with none of the additional permissions of this License applicable to that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material froma header file that is part of the Library. You may convey such
object code under terms of your choice, provided that, if the incorporated materialis not limited to numerical parameters, data
structure layouts and accessors, or small macros, inline functions and templates (ten or fewer lines in length), you do both of the

following:

a) Give prominent notice with each copy of the object code that the Library is usedin it and that the Library andits use are
covered by this License.

b) Accompany the object code with a copy of the GNU GPL and this license document.

4. Combined Works.

You may convey a Combined Work under terms of your choice that, taken together, effectively do not restrict modification of the
portions of the Library contained in the Combined Work and reverse engineering for debugging such modifications, if you also do

each of the following:

a) Give prominent notice with each copy of the Combined Work that the Library is used in it and that the Library and its use are
covered by this License.

b) Accompany the Combined Work with a copy of the GNU GPL and this license document.

¢) For a Combined Work that displays copyright notices during execution, include the copyright notice for the Library among
these notices, as well as a reference directing the user to the copies of the GNUGPL and this license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this License, and the Corresponding Application Code in a
form suitable for, and under terms that permit, the user to recombine or relink the Application with a modified version of the Linked
Version to produce a modified Combined Work, in the manner specified by section 6 of the GNU GPL for conveying Corresponding
Source.

1) Use a suitable shared library mechanism for linking with the Library. Asuitable mechanism is one that (a) uses at run
time a copy of the Library already present on the user's computer system, and (b) will operate properly with a modified version of the
Library thatis interface-compatible with the Linked Version.

e) Provide Installation Information, but only if you would otherwise be required to provide such information under section 6 of
the GNU GPL, and only to the extent that such information is necessary to install and execute a modified version ofthe Combined
Work produced by recombining or relinking the Application with a modified version of the Linked Version. (If you use option 4d0, the

Installation Information must accompany the Minimal Corresponding Source and Corresponding Application Code. If you use option
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4d1, you must provide the Installation Information in the manner specified by section 6 of the GNU GPL for conveying

Corresponding Source.)

5. Combined Libraries.
You may place library facilities that are a work based on the Library side by side in a single library together with other library
facilities that are not Applications and are not covered by this License, and convey such a combined library under terms of your

choice, if you do both of the following:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other library
facilities, conveyed under the terms of this License.
b) Give prominent notice with the combined library that part of it is a work based on the Library, and explaining where to find

the accompanying uncombined formof the same work.

6. Revised Versions of the GNU Lesser General Public License.
The Free Software Foundation may publish revised and/or new versions of the GNU Lesser General Public License from time to

time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library as you received it specifies that a certain numbered version of
the GNU Lesser General Public License ‘or any later version” applies to it, you have the option of following the terms and conditions
either of that published version or of any later version published by the Free Software Foundation. If the Library as you received it
does not specify a version number of the GNU Lesser General Public License, you may choose any versionof the GNU Lesser

General Public License ever published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide whether future versions of the GNU Lesser General Public License

shall apply, that proxy's public statement of acceptance of any version is permanent authorization for youto choose that version for

the Library.
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyoneis permitted to copy and distribute verbatim copies of this license document, but changing itis not allowed.
Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.
The licenses for most software and other practical works are designed to take away your freedom to share and change the works. By
contrast, the GNU General Public License is intended to guarantee your freedomto share and change all versions of a program-to
make sure it remains free software for all its users. We, the Free Software Foundation, use the GNU General Public License for most

of our software; it applies also to any other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge for them if you wish), that you receive source code or can get it

if you want it, that you can change the software or use pieces of it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the rights. Therefore, you
have certain responsibilities if you distribute copies of the software, or if you modify it: responsibilities to respect the freedom of

others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the recipients the same
freedoms that you received. You must make sure that they, too, receive or can get the source code. And youmust show them these

terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the software, and (2) offer you this

License giving you legal permission to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for this free software. For both users'
and authors'sake, the GPL requiresthat modified versions be marked as changed, so that their problems will not be attributed

erroneously to authorsof previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them, although the
manufacturer can do so. Thisis fundamentally incompatible with the aim of protecting users' freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to use, which is precisely where it is most
unacceptable. Therefore, we have designed this version of the GPL to prohibit the practice for those products. If such problems arise
substantially in other domains, we stand ready to extend this provision to those domains in future versions of the GPL, as needed to

protect the freedomof users.
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Finally, every program is threatened constantly by software patents. States should not allow patents to restrict development and use
of software on general-purpose computers, but in those that do, we wish to avoid the special danger that patents applied to a free
program could make it effectively proprietary. To prevent this, the GPL assures that patents cannot be used to render the program

non-free.

The precise terms and conditions for copying, distribution and modification follow.
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TERMS AND CONDITIONS
0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright-like laws that apply to other kinds of works, such as semiconductor masks.
“The Program” refersto any copyrightable work licensed under this License. Each licensee is addressed as “you”. “Licensees” and

“recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission, otherthan the

making of an exact copy. The resulting work is called a “modified version” of the earlier work or a work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or secondarily liable for
infringement under applicable copyright law, except executing it on a computer or modifying a private copy. Propagation includes

copying, distribution (with or without modification), makingavailable to the public, and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere interaction with a user

through a computer network, with no transferof a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and prominently visible
feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees may convey the work under this License, and how to view a copy of this License.

If the interface presents a list of user commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making modifications to it. “Object code” means any

non-source form ofa work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards body, or, in the case

of interfaces specified for a particular programming language, one that is widely used among developers workingin that language.

The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is included in the normal
form of packaging a Major Component, but which is not part of that Major Component, and (b) serves only to enable use of the work
with that Major Component, or to implement a Standard Interface for which an implementation is available to the public in source
code form. A“Major Component”, in this context, means a major essential component (kernel, window system, and so on) of the
specific operating system (if any) on which the executable work runs, or a compiler used to produce the work, or an object code

interpreter used to runit.
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The “Corresponding Source” for a work in object code form meansall the source code needed to generate, install, and (for an
executable work) runthe object code and to modify the work, including scripts to control those activities. However, it does not
include the work's System Libraries, or general-purpose tools or generally available free programs which are used unmodified in
performing those activities but which are not part of the work. For example, Corresponding Source includes interface definition files
associated with source files for the work, and the source code for shared libraries and dynamically linked subprograms that the work
is specifically designed to require, such as by intimate data communication or control flow between those subprograms and other

parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts of the Corresponding

Source.

The Corresponding Source fora work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable provided the stated
conditions are met. This License explicitly affirms your unlimited permission to run the unmodified Program. The output from
running a covered work is covered by this License only if the output, given its content, constitutes a covered work. This License

acknowledges yourrights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your license otherwise
remains in force. You may convey covered works to others for the sole purpose of having them make modifications exclusively for you,
or provide you with facilities for running those works, provided that you comply with the terms of this License in conveying all
material for which you do not control copyright. Those thus makingor runningthe covered works for youmust do so exclusively on
your behalf, under yourdirection and control, on terms that prohibit them from making any copies of your copyrighted material

outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is not allowed; section

10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.
No covered work shallbe deemed part of an effective technological measure under any applicable law fulfilling obligations under
article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention of

such measures.

When you convey a covered work, youwaive any legal powerto forbid circumvention of technological measures to the extent such
circumvention is effected by exercising rights under this License with respect to the covered work, and you disclaim any intention to
limit operation or modification of the work as a means of enforcing, against the work's users, your or third parties'legal rights to

forbid circumvention oftechnological measures.
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4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all notices of the absence of any warranty; and

give all recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from the Program, in the form of source code under

the terms of section 4, provided that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.

b) The work must carry prominent notices stating that it is released under this License and any conditions added under section 7.
This requirement modifies the requirement in section 4 to “keep intact all notices”.

¢) You must license the entire work, as a whole, under this License to anyone who comes into possession of a copy. This License will
therefore apply, along with any applicable section 7 additional terms, to the whole of the work, and allits parts, regardless of how
they are packaged. This License gives no permission to license the work in any other way, but it does not invalidate such permission
if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the Program has

interactive interfaces that do not display Appropriate Legal Notices, your work need not make themdo so.

A compilation of a covered work with other separate and independent works, which are not by their nature extensions of the covered
work, and which are not combined with it such as to form a larger program, in or on a volume of a storage or distribution medium, is
called an “aggregate” if the compilation and its resulting copyright are not used to limit the access or legal rights of the compilation's
users beyond what the individual works permit. Inclusion of a covered work in an aggregate does not cause this License to apply to

the other parts of the aggregate.

6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms of sections 4 and 5, provided that you also convey the
machine-readable Corresponding Source under the terms of this License, in one of these ways:

a) Convey the object codein, or embodied in, a physical product (including a physical distribution medium), accompanied by the
Corresponding Source fixed on a durable physical medium customarily used for software interchange.

b) Convey the object codein, or embodiedin, a physical product (including a physical distribution medium), accompanied by a
written offer, valid for at least three years and valid for as long as you offer spare parts or customer support for that product model,
to give anyone who possesses the object code either(1) a copy of the Corresponding Source forall the software in the product thatis

covered by this License, on a durable physical medium customarily used for software interchange, for a price no more than your

258



reasonable cost of physically performing this conveying of source, or (2) access to copy the Corresponding Source from a network
server at no charge.

¢) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding Source. This
alternative is allowed only occasionally and noncommercially, and only if you received the object code with such an offer, in accord
with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer equivalent access to the
Corresponding Sourcein the same way through the same place at no further charge. You need not require recipients to copy the
Corresponding Source along with the object code. If the place to copy the object code is a network server, the Corresponding Source
may be on a different server (operated by you or a third party) that supports equivalent copying facilities, provided you maintain
clear directions next to the object code saying where to find the Corresponding Source. Regardless of what server hosts the

Corresponding Source, youremain obligated to ensure thatitis available for aslong as needed to satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other peers where the object code and

Corresponding Source of the work are being offered to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a System Library, need not

be included in conveying the object code work.

A “User Product’is either (1) a “consumer product”’, which means any tangible personal property which is normally used for
personal, family, or household purposes, or (2) anything designed or sold for incorporation into a dwelling. In determining whether a
productis a consumer product, doubtful cases shall be resolvedin favor of coverage. For a particular product received by a particular
user, “normally used” refers to a typical or common use of that class of product, regardless of the status of the particular user or of
the way in which the particular user actually uses, or expects or is expected to use, the product. Aproductis a consumer product
regardless of whether the product has substantial commercial, industrial or non-consumer uses, unless such uses represent the only

significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys, or other information required to
install and execute modified versions of a covered work in that User Product from a modified version of its Corresponding Source.
The information must suffice to ensure that the continued functioning of the modified object code is in no case prevented or

interfered with solely because modificationhas been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the conveying occurs as
part of a transaction in which the right of possession and use of the User Product is transferred to the recipient in perpetuity or for a
fixed term (regardless of how the transaction is characterized), the Corresponding Source conveyed under this section must be
accompanied by the Installation Information. But this requirement does not apply if neither you nor any third party retains the

ability to install modified object code on the User Product (for example, the work has beeninstalled in ROM).
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The requirement to provide Installation Information does not include a requirement to continue to provide support service, warranty,
or updates for a work that has been modified or installed by the recipient, or for the User Product in which it has been modified or
installed. Access to a network may be denied when the modification itself materially and adversely affects the operation ofthe

network or violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a format thatis
publicly documented (and with an implementation available to the public in source code form), and must require no special password

or key for unpacking, readingor copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions fromone or more of its
conditions. Additional permissions that are applicable to the entire Program shallbe treated as though they were included in this
License, to the extent that they are valid under applicable law. If additional permissions apply only to part of the Program, that part
may be used separately under those permissions, but the entire Programremains governed by this License without regard to the

additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions from that copy, or from any
part of it. (Additional permissions may be written to require their own removal in certain cases when you modify the work.) You may
place additional permissions on material, added by you to a covered work, for which youhave or can give appropriate copyright

permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if authorized by the copyright

holders of that material) supplement the terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or authorattributions in that material or in the Appropriate
Legal Notices displayed by works containingit; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such material be marked in
reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or

e) Declining to grantrights under trademark law for use of some trade names, trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or modified versions
of it) with contractual assumptions of liability to the recipient, for any liability that these contractual assumptionsdirectly impose

on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within the meaning of section 10. If the Program as
you received it, or any part of it, contains a notice stating thatit is governed by this License along with a term thatis a further

restriction, you may remove that term. If a license document contains a further restrictionbut permits relicensing or conveying
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under this License, you may add to a covered work material governed by the terms of that license document, provided that the

further restriction does not survive such relicensingor conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant sourcefiles, a statement of the

additional terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written license, or stated as exceptions;

the above requirements apply either way.

8. Termination.
You may not propagate or modify a covered work except as expressly provided under this License. Any attempt otherwise to
propagate or modify itis void, and will automatically terminate your rights under this License (including any patent licenses

granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is reinstated (a) provisionally,
unless and until the copyright holder explicitly and finally terminates your license, and (b) permanently, if the copyright holder fails

to notify you of the violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies you of the
violation by some reasonable means, this is the first time you have received notice of violation of this License (for any work) from

that copyright holder, and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies or rights fromyou
under this License. If your rights have been terminated and not permanently reinstated, you do not qualify to receive new licenses

for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary propagation of a covered work
occurring solely as a consequence of using peer-to-peer transmission to receive a copy likewise does not require acceptance. However,
nothing other than this License grants you permission to propagate or modify any covered work. These actions infringe copyright if
you do not accept this License. Therefore, by modifying or propagating a covered work, you indicate your acceptance of this License

to do so.
10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to run, modify and

propagate that work, subject to this License. You are not responsible forenforcing compliance by third parties with this License.
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An “entity transaction”is a transaction transferring control of an organization, or substantially all assets of one, or subdividing an
organization, or merging organizations. If propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whateverlicenses to the work the party's predecessor in interest had or
could give under the previous paragraph, plus a right to possession of the Corresponding Source of the work from the predecessor in

interest, if the predecessor has it or can getit with reasonable efforts.

You may notimpose any further restrictions on the exercise of the rights granted or affirmed under this License. For example, you
may notimpose a license fee, royalty, or other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent claim is infringed by making, using, selling,

offering for sale, or importing the Programor any portion of it.

11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which the Program is based.

The work thus licensed is called the contributor's “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence of further modification of the contributor version.
For purposes of this definition, ‘control” includes the right to grant patent sublicenses in a manner consistent with the requirements

of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the contributor's essential patent claims,

to make, use, sell, offer for sale, import and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment, however denominated, not to enforce
a patent (such as an express permission to practice a patent or covenantnotto sue for patent infringement). To “grant” such a patent

license to a party means to make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is not available for
anyone to copy, freeof charge and under the terms ofthis License, through a publicly available network serveror other readily
accessible means, then you must either (1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of
the benefit of the patent license for this particular work, or (3) arrange, in a manner consistent with the requirements of this License,
to extend the patentlicense to downstream recipients. “Knowingly relying” means youhave actual knowledge that, but for the
patent license, your conveying the covered work in a country, or yourrecipient's use of the covered work in a country, would infringe

one or more identifiable patents in that country that you have reasonto believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring conveyance of, a

covered work, and grant a patent license to some of the parties receiving the covered work authorizing them to use, propagate,
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modify or convey a specific copy of the covered work, thenthe patent license you grant is automatically extended to all recipients of

the covered work and works based on it.

A patentlicense is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise of, or is conditioned
on the non-exercise of one or more of the rights that are specifically granted under this License. Youmay not convey a covered work
if you are a party to an arrangement with a third party that is in the business of distributing software, under which youmake
payment to the third party based on the extent of your activity of conveying the work, and under which the third party grants, to any
of the parties who would receive the covered work from you, a discriminatory patent license (a) in connection with copies of the
covered work conveyed by you (or copies made from those copies), or (b) primarily for and in connection with specific products or
compilations that contain the covered work, unless you entered into that arrangement, or that patent license was granted, prior to

28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to infringement that may

otherwise be available to you under applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License, they
do not excuse you from the conditions of this License. If you cannot convey a covered work so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not convey it at all. For example,
if you agree to terms that obligate you to collect a royalty for further conveying from those to whom you convey the Program, the only

way you could satisfy both those terms and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work with a work licensed
under version 3 of the GNU Affero General Public License into a single combined work, and to convey the resulting work. The terms
of this License will continue to apply to the part which is the covered work, but the special requirements of the GNU Affero General

Public License, section 13, concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from time to time. Such

new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version of the GNU General
Public License “or any later version” applies to it, you have the option of following the terms and conditions either of that numbered
version or of any later version published by the Free Software Foundation. If the Program does not specify a version numberof the

GNU General Public License, you may choose any version ever published by the Free Software Foundation.
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If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be used, that proxy's

public statement of acceptance of a version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are imposed on any

author or copyright holder as a result of your choosingto follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OROTHER PARTIES PROVIDE THE PROGRAM “AS
IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUTNOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR APARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALLNECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILLANY COPYRIGHT HOLDER,
ORANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGESARISINGOUTOF
THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUTNOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVENIF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.
If the disclaimer of warranty and limitation of liability provided above cannotbe given locallegal effect accordingto their terms,
reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil liability in connectionwith the

Program, unless a warranty or assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this is to make

it free software which everyone can redistribute and change underthese terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most effectively

state the exclusion of warranty; and each file should have at least the “copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a briefidea of whatit does.>

Copyright (C) <year> <name of author>

This program is free software: youcan redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributedin the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR APARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program. If not, see <http://www.gnu.orglicenses/>.

Also add information on how to contact youby electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it starts in an interactive mode:
<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY:; for details type “show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type “show c'for details.

The hypothetical commands “show w'and “show c'should show the appropriate parts of the General Public License. Of course, your

program's commands might be different; fora GUIinterface, you would use an “aboutbox”.

You should also get your employer (if you work as a programmer) or school, if any, to sign a “copyright disclaimer” for the program, if

necessary. For moreinformationon this, and how to apply and follow the GNU GPL, see <http://www.gnu.org/licenses/>.
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The GNU General Public License does not permit incorporating your programinto proprietary programs. If your program is a
subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first, please read

<http://www.gnu.org/philosophy/why-not-lgpl.html>.
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