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7 [5.3.4. A—FBEREAEME] DT 1 XD LR(KX—=)LRT—IUR)H 0EFIR DIZFS
BINSA—HDEBEDEICEBIESNT T, TEZAFH/NSAXA-SDEZ. 0 15
2048(KB)ICEE T diBE. [5.3.4. A—IBEREEEI OFT + AT LR(X—)LRT—
JVADIC 0 EIERELTUVEA—YIE. IAT 2048(KB)ICBEINICIEBIESNE T,

8) [5.3.4. A—TIBFWREAEME] DT + R ER(KX—)LRT—)LUA)] D0 SNDIBE
LBINSA Y DEFERDEXLDAKESREZEEL CLINE. BEERDEICEENNICH
INESNFE T EEZXFHEB/NSA D DIEZ.0 DS 2048(KB)ICEE T DiHS.[5.3.4. 1
—TFIBREAEE] T+ D LER(X—)LRT—)UA)IC 4096(KB) EIEE L ClL\ e —Y
(&, AT 2048(KB)[CEEIHICHEISNZE T,

9) BN\SX—FHEZ. FIRDODNS OEFIRICEETIDEE
O —IEFRD 5.3.4. A—IEWRBAEE] DT + 2D LR(X—ILRT =)L) DIEIZZE
FESNFEA.

»Vacation 8

b
X — )LD Vacation #EE(—FHIREAREP X —/)LEZE ULIFS. Mail O —/\D'BEHIC X —
IWERIET DB DERTUYSTEIBELE T, EMLLEBSE. JEL TV EEI—TERAE
TERLBENDZFIDT, FEHNMUETT,
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BREANBIF. M4.3.2. FXA VIEHRENI CEAUEMEERDET,
» X —)VERIRHEEE
X — )V DEREMEBE(RE U X —)LEBRE UIEX =)L RUR(CEmX T DD DIERATES &
BELXYT., ENEULERS. RELVWESI—HRERATERELLRZNDFEIDNT, FEN
METT,
RREE, 4.3.2. FXAVIBEHREN] ERUEBEERDZET,
» X — SIS ERHEE
X —=)LDEEBFREEE A —ILEZE UL CEEBE U X =)L RFLURISER T DHEE) D
FRTSZEELET., EMEULHES. RELCVEESA—YERATERIRZRDEITD
T, FEOMETYT, JREE M4.3.2. FXA VIEREN] ERACEBEERDFET,
¢ [(U—EREDE)
»JE—FOTALY
[4.3.2. FXAVIEHREN] EEUEMEERDET,
»FTP —/\
[4.3.2. FXAVIEHREN] EEUEMEERDET,
¢ [ —YEEEE]
» XA VERI—TRAK
ZHITD AT VICERTER I - DRAREEELXT,
FRIEE 5768
0BFE® | ERIA—THOHIREIZLTY,
1I~MEEH | BREDEBICKDFRA—IERNEIRSNZ T, FREZIFIRSNE
N, BICERSINTNDI -, IBEUZEMULETH> TEMKELT
MANTEETT,
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¢ PAALVFEARI—YRIIT 1+ AVSRAEEKB)

Fizyh

BT DA VICEITDA—UNERIERT «+ AORABTEZEE LI T,
BESNEETT « ROBEICHRDDNDET,
T 1 ADVBERREE F X+ VICEIT DA - (DIL—TETHEDICT L TBMERDET,

=REME 568

0(BXET®) XA VERI-YRITT « RAOBEFRREH O FE A,

1024 ~ 4194303 | EESNLED F XA VEAI—YRIFIT «+ ROBEDHIRESDET.

IBEORERAMEE. 4194303(KB)TY, F/Z. 1~1023(KB)IFIBETESEE A,

T BIN\SAANEEBULLEEBE. BEZFXAVICEITDA—TICXILT 5.34. 1—F

HREEEIDT «+ D LIRGR— AR TEE ULENEESNDIREUNDN DD FTIDTEFRELT

<EE0N,

c BINSA—HEZ. FIRDONSHIRDDICIBEFHmITDES

10) 15.3.4. I—BHREIEE] DT + 2D LROR—LAB)D 0ESIR DIZE

AEEENIF A, BR OUEFRDHBETE. ZI1—TE FX1 UFEHREL—Y
@ITT« AORABEKB)] ZHBA CEAIDCEETEFEA.

11) 5.3.4. A—FIERBEEE] DT + XD LRGR—LBD 0 UADIZE
LBINDOA—HDEFEEDEIDKSREEIEE L CULINE. EEERDEICEENBIICHE]
SNFT, TEZFH/NSA-IDEZ. 4096(KB)H'S 2048(KB)ICEE T DinS.
5.3.4. —FIEIMRBIEE] DT «+ XD LRGR—LAR) [C 4096(KB)CHEELTLZO
—HE. INT 2048(KB)ICBEHICHENSNE T,

T2 BIN\SIA-HDEBRIDBEERB U THOIZHBEFEEERDEICEBNICIEIESN
ENC

- BINSA—HEZE, 0(EFIRNSHRDDICEEITDES

12) 15.3.4. I—TIBHREIEE] OF + 2D LROR—AM)] O 0EHIRDIBES
OEFIRDEFIEEINFTE Ao
ZEI—TE REARD XA VIR TOA—THEST R X VERAI-TRIT
T 1 RAORABEKB)] ICREULT + ADBEILET DI CTHIRDTNHNEE A

13) 5.3.4. A—IBHRBAFEMEL] DT + XD LRCR—LRD 0 ADIZE
LBINSA—HDEFEERDEXLDKESREZEEE L CLINE EERDOEICHENSNET,
REZIIBINSA=FIDEZ. 0H'5 2048(KB)ICEF T DIFS.

5.3.4. A—FIEHRBEME] DT + 2D ERGR—AR) IC 4096(KB)EHERELCULZ
—HE. INT 2048(KB)ICBEIRICHE NSNZ T,
- BINSA—FEZ, FIRHDNS 0EFIRICEEITDES

[5.3.4. A—UIBHRAEB] OF «+ XD LRF—LRADERZEE=NE B Ao
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»ARD— PRI
BT DX YVICEIDA-—UNERIER/ XD — FORNREEBELET,
6 XFN'5 14 XFDHBEICTEEN TEF T, B MR6 XF)DHEIF.0 TEBENTEET.
T2 RIS 0 EEDET,
» /S0 — P FE4EHIR
[4.3.2. FX1VIEREN] EFAUHRERNBERDET,
»EE IR
[4.3.2. FX1VIERENI EFAUHRERNBERDET,
& (BN &)
[4.3.2. FALVIBHREN ] ERAUREANBEREDET,
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4.4. Web —/\

INRTOD Web T—/\(httpd) [ICHBSZREEITNE T,
[4.6.7. Web T —/\(httpd)] ERA—DBBEEXRTLUET,
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4.5. X—=)LY—N

X — )L —/\(postfix ) [CRIT BEEETINET,
[4.6.2. X—)UF—/\(postfix)] E@—DBBEERIULUET,
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4.6. b —E X

InterSec/MW CTHIFATEEIR Y —E X DEHNIARE

3
[

m

N

-2

EﬁiEE@EP\ODtJ)HD__E%%Eggﬁ%Ldizyo

)

| ]
=
[
3
5

§§§ T FHE S Lk
{1k Mission Critiez] Mal FilterMCMai)
B v {BikP |E23 | |BE| 2o labD =S (o)

B v =ik EC] Bit|  WEBMAIL-X' — !} (webnmilhitpd)
mEh | e | || Fql2U =i (openidap)
ik EC) (] webr —rihimd)

ST EC] (8] E—by =i gamed)

N =l || DHCPY —)i(dhepd)

i v ik 27411 2 (sfipd)
(B V] {Zike £ (| e

B v EaTF BiEE (=13 1) E =3zl (sshd)

£ v FEED el [BiE|  2ubD —HEET Uzt (ampd)
(=kp @ =i 3 AT 44 85 18 (mwmonitor)

i Lk =] [BE| 2 Bk
& OS EENRFFDIARE

i
3
5

VAT LBEBIC, ZOY—ERZBINICEE I DN EDNZRTLTNET,
ZEIDGEIIERKREEE UCEREIZB T UTESL), IREDIREDEIC OS HRENFDIARS
[CIEBDEDICDONTIE, BEATERNLDICEDTNET,
OS EEIFDIREZ, UTDSRIRTEET,

BEE | e

128 Y25 NREEICRE LET.

Bl Y25 NEBEICREUEL A,
& AREESTR

T —ERE&ER (chksvo) SEEPDROAEENRT SN, U—ERTEICY —ERERTRES D
TNBIDZERUET (T —ERER (chksvo) ZfF<), U —ERERICDNTIE 4.6.15. T—EX
EfR(chksve) | ZBRUTIZS, T—EXEROTRERDY —EREZRET DIHEE. %S
FRIT—EROF Ty IMNyIREBEMCUCEREIZBTLUTIZS0),

IRFEDIRRED TELlEDh ) FEIE TREF) DY —ERZY —ERERARICHREITDCELTERX
Bh.
& IRTEDIARE
T —EXDREDREZRLET,
RN 768
eI T—EXDERBICEE U TN DIREERD XTI,
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EJICE T —E2AMEIE UTNDIRREETRDF T,

<ot

¢ (B
v NS > (DEHBA

e

[Ec#)] T-ERZEH UL,

[(Bica) | v—ERZEFRI(FLE—Es) LET,

¢ =ik
v NS > (DE%BA
[ZLE] | U —ERZEEILELUET,
*H—ER
T—EXDZRIDRIRINET. CORED v DITDE SY—EADFMREEBEZRT L
EP
v NS > (DE%BA

[2FE] | ZEEUCHREANBTZRILT DBSITHFTLUET,

InterSec/MW CTRIFFQRES Y —ERE. FHRED OS EEIFDIAREII FEcOERDTY, U—
EXDRREE. MTFDEHDTT,

fiak:3)| Y—EINDERBICEE LU TNDRREERDFT,
=1k J—EZMELE U TNDIRREE RN ET,
X #DHA X #HB
P & o Y—EXZ o
IRRE IRRE
Mission Critical Mail Filter(MCMail) | {21 71 )VERE (vsftpd) =1k

X—=)LF—/\ (postfix)

i =1k B5ZIF8ZE (ntpd) =1k
X =)L —/\ (dovecot)

AX—)L3Y FO—3 (mwmetD =1k JE—r¥ )L (sshd) =1k

WEBMAIL-X t—/\

=3l Ry FD—=DOEEBT—IY 1Y ~(snmpd) FCED
(webmail-httpd)

Web T —/\ (httpd) =1t Y 25 LB tR(mwmonitor) =1k
K= —/\ (named) =1k H—E X &R (chksve) =1k
DHCP —/\ (dhcpd) =1k 275245 JO(CLUSTERPRO X) fias: 3]

s | BAFREICE O TEREDBENHVIINT, FRLTIESL),
* DI AIWA—NDSRIBHFICIS sshd T —EDHEEN L TNET,

RR=ILDBY—EROFMREBBEIC DN TR LET,
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4.6.1. Misson Critical Mail Filter(MCMail)

4.6.1.1. MCMail OFIA

MCMail OFIFEZRB L CUVRNEEIE. MTROBENRTSINET,
(FIBZBIET DI ZIB R I DE MCMail i Y X F—)LSN. FMANTEICRDET,

§F#@(%. Mission Critical Mail Filter [CFRYSN TUVDBEFIRZSR LU I, CHAICE.
Mission Critical Mail Filter 51 Y XD/BANKEICZD XTI,

Mission Critical Mail Fiter MCMail)(OF HZERIET 2 & 54— )L —/ Upostisd e L FO LT SELET,
o AL =) posti)t —E ATHBEELR —HOEEEL2IIETELET,

o A== (postieyt —E ADT FEvisa M — O REEMELET,

o A=) T =1 i(postiix/dovecot)t — AFEIELET,

MCMaitf ||/ 8 ENSE T LIS, #—IL T —/ {ipostiwdovecoty —H ZEBRMEAH TSy,

FIFBEREETSD

‘_,_ [FRZERIBT D] ZIFTE. WENRT IDFTHLUSENODDIHZENDDFT,
il

4.6.1.2. MCMail EREBE/\DEH
MCMail OFBHTEEICEDE. UMNOBBEHIRISINET,
[Mission Critical Mail Filter BI2] &~ 9 D& Mission Critical Mail Filter DB BEEICEHS; CT=ZJ,

m Mission Critical Mail Filter(M CMail)

Mission Critical Mail Filter MICMail){ 3 FI B al&ET T .

Mission Critical Mail Filter MCMai)@ ST EE D iR, LIFORR &S v 7L TSN,
BEER OEEORED, [F oL 25— (openldap) F FREL THL TS,

Mission Critical Mail Filter=IE Mission Critical Mail FilterZI8(s SLisiE)

BEERIDBEEUTO URL ZBELET,

—http://E=R X ~Z(FQDN f£1):23080/manager/  (SSL KfEMA)
—https//E R B (FQDN f21X):23443/manager/ (SSL &)

« MCMail BEBEEA\DOOAT 1 VPPN, /INXD— R[3. Mission Critical Mail Filter (C
MMISN TN DIBEFIEZSIRLUTIIZSL),

« MCMail ®FIABICIE. MCMail 51 Y ZNNETT,

« MCMail ZXIE T DIHEE. MW D LDAP U —/\DERNKNETY,

MCMail DzF ULWBATIEIC DUV TIE, Mission Critical Mail Filter [CRIYSN TL\ DEEF

IBZzlRUTIES0N,
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4.6.2. X—)LY—/\(postfix)
X —)UY—/\( postfix)[CRET DEREZTNE T, UTRNOBEEBNHD XTI,

EMSMTP U —/\i2%E

B X—)L3Y ~0—>MWMCTL)&E#

WX—U VTR ERIE

SMTP t —/\&&E

m SMTPH — {5%5F

| 5 | | B R |
| BERE |
[ AlFaEE | REiLEa-EE

v 1RS> (D5
[EARGHIE] SMTP OEARBEZITVNET, — 4.6.2.1. EXRFRE
[ED X HIPRERAE] SMTP DECEVIRICRIT DFIMEHREZTUNE T, — 4.6.2.2. X
HlPRERRE
[ evavtanal SMTP DECEHREZITINE T, — [4.6.2.3. BoiXsTiRE ]
[X—)L7F a1 —EE] X=)bF 21 —DEBZTINFET, - 4.6.2.4. X—)LFa1—DEE]
URBA—)LF21—BE] | ®RBA-IF1—DEREITIET,
— 14.6.2.5. RBA—)LF1—EIE]

X—)L3Y O—-SMWMCTL)E#

n A= )L/ MO =3 (MWMCTLYE
255 IR |

24— FFEE ]

v NS U DFREA
[RINLRYERERTE] RINDERREDFFBETNE T, — [4.6.2.6. 2/ NAXTRIEEESRE ]
[£ X —)URTFHIE] EX—IVREOFRBHRESEZTNET, — 14.6.2.7. EX—)UR

FHZTY 3 UHER) |
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n A=) ANSGE

AUUTIRNER

v IS > DERBR

(X =1V T5R5E]

A= VTR ~DFE

E(F X1V DEIR)

ZTVET, - [4.6.2.8. X—UVT X DE
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4.6.2.1. EEAEFE

Otz 2 MEAEITE(default_process_limit):

+ 2 — (O {F AR (maximal_queue_lifetime):

F 2 —DFE(SIEFIE TDEARA(delay_waming_time):
FEESEIEE T TS —[Ofi(smtpd_soft_error_limit):
FENEE A DEA T B (message_size_limit):
SMTPFZE I A (smtpd_sasl_security_options):

IPv6{ 32— D{E F(inet_protocols):
ERF—DES
B 1wl R DIER:

SMTP HELOF. —.s (smtp_helo_name)
SMTP) i 7= —(smtpd_banner)
T THEE BA—ILFFL 250 AL OF ff(allow_min_user):

& JO0PROEAZRTE (process_limit)

O#f8 0% OER © B8R OB
OMR 0%/ @8R OB O5Em
102400000 Joytes

[[Inoplaintest [ noactive [ ]nodictionary [v]noanonymous
[[Jforward_secrecy [ | mutual_auth

iE
2
]
al
M

g R AL ALY
O Fzevabt—tOAERTS
ChEg R — et Froiaf—tEbERTS

SFRILAL v

H} I

COEZIEDO VX T O RMDESHD LIRZ LIFRCET, BEOHABEEEEIDCEN
TEEI., TI#4I)URE 100 TY, BEEIRESEHHIT 1 U ETT,

03

¢ 1 —DIRFEE(maximal queue lifetime)
X —)VDEEBICEKB UL, —BHUREHRESZ5NDBE. Lotk Fa—ICIRELFa—

(RIFEAREDOR. EENICHEZREZRHAE T, COBEZR L. IS5 —X—)LOBXEEICLDT

OCROEREIFITDICENTETET,
TI2#IL L 5 BETY,

BFRDBERMICDONTIE UMFEEIRTEEY,

REME | 576

e MEBRIDEROIEBENTEET,
DE DEMOBBDIEENTETET,
IS BRI DERDEEN TEET.
BE BEMNOBRDOEEN TETET,
EE BEMOBBDIEENTETET,
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& 1 —DOXEEBRINFETORRI(delay warning time)

A=A Fa—a VTN, BEUVCEBRBLTCEF1—ICEO>TNDHEE. D—ZYTX—
IVIDEETTICEESNE T, D—ZU T A —)LEEHE. SOICHRELCEBEBL CEFa—IC
FEOoTCNBBE, BED—ZYIX—)LIEESNET, CNEREFBCECEORUET,
COREBHERSIDCEILCKD, D-—ZYTAX—)LOEEBICKDTOCRDEREIFITD
CENTEET, BIRDBEMICDONTIE, UTFEBIRTEEI., T I/ EHE 4856 TT,
REME | 576
e MEBERIOBRDIBENTETET,
pali PDEMIDERDEEN TEET.
b5 BRI DERDEEN TEET.

{

{

BE BEMNOBRDEENTETET,
EE BEMOBBDIEENTETET,

& WEEIEFTOI S —[OF(smtpd_soft_error_limit)

B— IP 7 RUZANSIEEQEHEM L SMTP 7O 3L ED RCPTTO DV Y RICTIS—H'%
EFUEHBE. ZOIPASDZRYZELESEET, COMECKDT 1 UD ) -\ +NE
ZRHIE L. X=)LP FURRANEINGITDCENTEET, T2/ EHE 10@TT,
AINSAX = ZFMEIDCELPLTEFT B A, FE. 0[FEBETETEE A,

& SEMKREX—))VOEABE (message size limit,

Fivh

X—)LEZEBEZFIRITDCENTEET, CDIHFE. EZEAX—ILDRARB= CHIE UIZIE
KDKREBT A ADA =)V EEZETERLTDCENTEET, EZEX—ILDIRABE (byte)
ZEELET, T4/ E 102400000 (byte) TH .

0 ZIBRE LIZIBESE. EBRREBRDFET,

FEE Gtz

OCEHIBR) EZEX—IVOBEHIREZDET,

1 ~ 9223372036854775807 | IEESNICENESETCE DX —ILOTRABEICRNFET,

IBEORERAIEIL. 9223372036854775807(byte) T,
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& SMTP 385 O\ (smtpd_sasl security options
SMTP OFREEFAREF T v I U OBIRLET, MRERBIRTEZEI,
FIOAIWEOF Ty IIEELE. MFOERNDTY,

REE FryDERE | 5588
noplaintext A2 LOGIN 5R:F KU PLAIN 5RO LE B A,
CRAM-MD5 SREEDHEFI=NFE T,
noactive Z2 non-dictionary active IRZE(CHESS/RREEEZFO LEE
Au, noplaintext EDFRIETEEH A,
nodictionary 720 passive dictionary WE(CEsS/50:L 052 LE A,
noplaintext EDHFRAIETEFE A,
N0anonymous ZY Bl zsfa UE B A
MW S —/N\IZEBFEEN T LS SMTP sREEFa N Z A LT
RDFEA)
forward_secrecy | 4 BREEE LI A,
mutual_auth Z2 BREE UFEE A,
HiR— LU TL\D SMTP REEHRIE. MTFDERNDTT,
*« LOGIN
*« PLAIN
« CRAM-MD5

DIGEST-MD5 (3 RFC 6331 ICHREWVWTR—EFLUTNEEB A, 88, Outlook [CHITD MzFa1)
T 1 TIRESINZ/NAD— REEE (SPA)J (&, DIGEST-MD5 [T LT,

SITIP PEURAD smtp_bind address
ftedd MTA Y —/NICHEH T DEDOBRA S IP P RURICEIP P FUREERIT DN IO0—7 «
V2 IP(FIP) ZERAT N EH/ELE T,

F=EE a68
EIPPRUR | EETIP PRUREUVTEIP P FURZRIBLEY,
(FIP] EETIP PEUREUTFIP P FURZRMAELET,

@ IPv6 7 A J 1 —AD{FMA(Gnet_protocols)
IPv6 1 VA J T —R&EBAT DHBEIL "IPv6 ZFEAIT D DF T Vv INRYIZADF TV IREE
FoTLIZEN, T2 EIE "F v IR T,

FEE 568

BFTvOHO | IPv6 7 FLURZERALET,

OF v D/sU | IPve 77 FURZFERUEE A,

¢ EEN—FDBS
SMTP BE CTHOLZITDIN— FBSEEEITDCENTEET, T4 RS 256 T,

B E] 5568

SMTP &5 SMTP @E CTIERI BdMN— ~BSE 10 EHTIBELE I, T IA/IHE. 25
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K—hES | TY.

* 9= vYy 3 VIR— FDEFER

HITIw Y3 VIR— FOFMAMRECH U TGERUTESEN,, TI2A)VEE "UTIv I3 VR
— ~EERLRVTT,

REE

HITIw Y3 UM—~EEAR LN

HYITIwvY3 M- ~DOHMERTD

BEN—-—FEYTIVYaUR—-EEHBATD

v NS > D5RBE

2] | BELZIBERZHRELET,

¢ SMTP HELO R—/\(smtp helo name
X =)L —/\(postifx) N X — )L ZXE T DRICHEAT D SMTP HELO R—AZEBELE T,

(T 7)U [RIERERTERSICIEE LIZR B X1 V&)
HIRRRETT TRICE R A VB Z2EB ULIHEEE. COFEEEELTCIES,

@ SMTP /\J—(smtpd_banner
A =)L —/\(postifx)(D SMTP EiZIFICRRITD/N\N T —ZBELET,
(T 7))L ~:[FEEREFICIBE UIEE R X >8] ESMTP $mail_name)
$mail name [d"Postfix"lCEBRINE I,
HIRET TRICE R XA VBZZEBUICHEI. COBREEEELTIIEEL,

& -] TWBFEBIXA=ILP EUZADSDXA—=)LDOZ (allow_min_user)
SHwya -] TRUEBDX=ITP RURZSETSICDONTEEZRCRNET,
FI7#ILEFYLELY)
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X — VRS FRE
SFS—IRIA—YDEETRESIA — VIR FRAREH EBELE T,

n A= )L AT

A—ILERES )L R ) e B A SR
A=) ERA ST (TR R Y s e L

SIE

@ X —)VERESR O 1 LA ) VD) R REmRERTER
S—MRA—UHEETRER X —)VEREF(D 1 LY ) VD) R ARERERER ZIEE LE T,
& A — )RR (R X)) R AR E AL
SR —UHIEETRER X — ) LEmE St (R EERX)
BRETRRESL. [ X—)VERXFE(D 1 LY ) VD) RREEBER] &0 1 IVIEEHDEETH
4294967295 HTY,

v IS > DERBAR

2] | BEULCEREZRELEI,

C B—R1—IHRNZNOBRTEHEBR DBEET > TE, EEVIS—LREST,
EREIDNELADTTIR AL,

¢ X—JVERRSE(D 1 LI U Y NBAERRTEH, FER, X —) VIR (Rl BARE
BEEEIBREIE. A— IR 1 LY Y NBAERREL, X — VR (D
ERRAREROSHNERE LT 30 MTFICEB LS ICIERET > TSI,

A—VERIESE (T4 VB ) V) RREERER+ A —ILERE Sk REEE) RAREHR = 30
ISR A—)VERESTG(D 1 )LD ) Y D) EREDEFE S+ X — ) VIR G (1R IR RS TE

DEEN 30 ZBZBDBEIFE. A=V UPROA-U VTR SEBEICKDERZET
REY<TIES0N,
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BriRSE

B~

postfix [CRIT DFRE I 7 1 ILDBERENTAE I, wENENDOZSTOI
ZRRSEET,

REIZBRUC, =BE
[ BerootEe |
v NS > (D568
BRED 71 ILDBEEMRE] | postfix [CRETBEBE I P1ILEBEERELFE T,

MYYDBRICKD, MTFRDXy2—IZRHTLUET., mEERTIDHSE. [OKIZBRLUE
9, UERNBER. [FrrIUIZEBTLET,

Web N—ThEOAY -2

=
N rain.of 27 L EEBRELET.

) BE D7 LD EEEL WD &AL WEEWE L
FIOT. +FEBL T2 TSV

[ oK H#vyt»
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4.6.2.1.

main

1. postfix(/etc/postfix/main.cH) DFRE
A ITPALIVDIREDRERNSERNUREZTOCENTEET, BERETDIHESE. +2I
SFRELUTIT> TS0,

o H: H: PO O Rt Rt S R R R R HR M CH: GH: GH: O R S i

The relay_domains parameter restricts what destinations this system will
relay mail to. Fee the smtpd recipient _restrictions description in
postcont (5) for detailed information.

Ey default, Postfix relays mail

— from "trusted” clients (IP address matches $mynetworks) to any destination,

— from "untrusted®" clients to destinations that match Srelay_domains or
subdomains thereof, except addresses with sender-specified routing.

The default relay_domains values is fwydestination.

In addition to the sbowve, the Postfix 3IMTP server by default accepts mail
that Postfix is final destination for:

— destinations that match $inet_interfaces or §proxy interfaces,

— destinations that match Smydestination

m

— destinations that match §virtual mailbox_domains.
These destinations do not need to he listed in Srelay_domalns.

Specify a list of hosts or domains, /filef/name patterns or LYDEe: nsme
lookup tables, separated by comras and/or whitespace. Continue

long lines by starting the next line with whitespace. &L file n=une

is replaced by its contents; a type:name table is matched when a
(parent) domain appears as lookup key.

MNOTE: Postfix will not automatically forward mail for domains that
li=st this system as their primary or backup MX host. S3ee the

permit_m¥_khackup restriction description in postoont (5).

relay domains = dmydestination -

=
BE.

v IR > DERER

—

[2%E] | main.cf D7 1L ZEHRSE UIBE LICABS THRELE I,
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4.6.2.2. BoiXHIPRESE
Ao HIBREE 5

H—F 3 = 2= — S iposti) > BLIESIIREEE BRI

= Erigiouh A HR

FFE—F[T720UAr V]

RAR— BhiF

u #1555 7 F LA (M AIL FROM JHIPR

SiEE—F 750021 V]

IRAR— BE

= 3B Y7 L A (RCPT TO)HIR

BFE—F|T520u21 v

A BE

n PHEESTOI S 57 FL 2wt — 9

FEL g2 =4
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BE#HT/R R SHIER

& EifyTh 2 IR
»/N—2
POLRGRET BEETD IP P RURZEEIL FQDN ZEE LE T,
»E{E
HIRT 2B EBIRLET,
BEE 5568
#3(0OK) BHEETILET
155 (REJECT) BHEESLET
f%22(DISCARD) BHERELET
e 1B U2 PO ZEBROWISOEMEETLEE A,
BABRTEULREE. 100 4HFTTY.,
WEMEE—F
SRS BT BIRLET,
BB 5598
TSw DR IXD =Y, BEICIBREEINEBD DBEETNET.
INDA RUR R IXF =Y, BEICIBEENSBOD DEEETNE I
REFSNTUVVEN/ NI =YD BDOX—)UIE, BB LET,

rEEREE— 1
BERET - FREEEBZHEII.
RIEE i
[EEiRET— F] BERET—FEBZRZEEI.
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BRETTP R U A(MAILFROM) 4B
& EET7 KL AMAIL FROM)#IEE
»/N—2
POLATRETBRETDA—IL R Y, X—)LP RUREEELET.
»E{E
HIRT 2B EBIRLET,
BEE 5568
#3(0OK) BHEETILET
155 (REJECT) BHEESLET
f%2(DISCARD) BHERELST
e 1B U2 PO ZEBROWISOEMEETLEE A,
BABRTEIUEREIE. 100 4FTTI,
WEMEE—F
SRS BT BIRLET,
BB 5598
TSw DR IXF =Y, EEICIBRESNEBD DBEETINET.
INDA RUR R IXF =Y, BEICIBEENSBOD DEEETNE I
REFSN TN/ NI =YD BDOX—)UIE, BB LET,
rEEREE—F
BERET— RBTEDEHETI.
BB 5568
[BERET— R BEERET— REREREEI.
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585577 R L Z(RCPTTO)#URR
¢ 58557 U ZRCPT TO)HIR
/N I—
POLINMRET DA RURADA =)V REXA Y X=)LP RUREBELZET,

»E{E
HIRT 2B EBIRLET,
BEE 5768
#3(0OK) BHEETILET
155 (REJECT) BHEESLET
f%2(DISCARD) BHERELST
e 1B U2 PO ZEBROWISOEMEETLEE A,
BARTEITAERHIL. 100 HETTI.,
WEMEE—F
SRS BT BIRLET,
BB 5598
TSw DR IXF =Y, EEICIBRESNEBD DBEETINET.
INDA RUR R IXF =Y, BEICIBEENSBOD DEEETNE I
RESN TN/ NI —IADA =), BELZET,
rEEREE—F
BERET— RRTEDEHEEI.
BEE 5768
[BERET— R BEERET— REREREEI.
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PEFIIDP RURA/IRY KO =D

& PR ZHOID PP ELURIRY FD—D

/N I—
A= )LDPRZEHF T T D7 RURFZIERY FDO—=DP RUREBELEY,
CCTHEESNLERZA RDEDX —)LEREBRIG. AEERZB U THABANDX —)LEEET
NET,

w0 | - BESNEBC@ESTRE. A—ILPRLZELTELET,

EE | - X—LPRLURICHIBEROF v IBTNFEAOTEELTEREL T EE), BE
TERMHBUCHIREH D FEE A

- FATRTSUVICLOTE. BEDNFEANTERNEENHVDEIDT, FTEILE
0\,

- FEE LR RLUZEEMINC BN TE, SMTP SEIEH B EA—YNBIE X —UinEsE
BTROICTEHNTEET,

v INS > DERBAR

[527E] EBREULZBRZRELIT.
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4.6.2.2.1. BERET—F

BREARABESRLLEID7MILE, REITPIILELTRPYTO-—RIDCECKDBREZRCEDCEN
TEFET, AE—FE. 100 FZBRDREZRCRVNZVNBEREICHMAULET,

n B EREE—FdREIS M7/ NEIER)

TR sm._ | [ 770K |
& FRE R

HEBROLESEBRETVNE T, HEABZR LI »MILEBR.INYVZEBTUEREZL
T<EEh), ERE, [Py TO—-RIZHTRIDCLET, REEZRMWIDCENTEET.
RENBIE. UMTDRDBETFIACTE R LET,

—DONY=r8IC, MFDTTZESKALTIESN,, RUDXFAIAR-RERZDET,

[\5—2] [30E]

EREAICIDRIATE D/ \W—YRRBEVET, SBED/WF—VERRBLTIES,

» TR H§ER
BESNIZ/INYI —VIC5%BT DEFITTRARIDNT, BRUCIFZERLET,
INF—=YId FQDN FEEIP 7 FURZMTRDR ISR TREA LT ES0),

INS — >/l 5788

domain.tld BEULE FXAVICRE—HMULIET
.domain.tld BEUERXACYDOUY T RXLVIC—LET
192.168.1.2 BELEZIP PRLRAICRE-BLZET
192.168.1

192.168 BEULERY FDO—=DOPRURIC—HLET
192

EN1E 5788

OK BREFI LI

REJECT BREESULET

DISCARD EhaHEEUE9
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»EETTP F L ZQMATL FROM)SIR

BESNZ/INY —VI[C#ZET DEETTP FUR(SMTP 770 ~3)LMD MAIL FROM X v -3

THEESNTNDP FLRAICDNT, BRUCIMEEZEARLET,

IND=UIE A=)V RAAIFEEA=ILP FURZEMTORI T LT IZS0N,

INS =/l 5788

domain.tld BEULC EXAVICTRE—HULET

.domain.tld BELEZRXAYDOYT XA VIC—HLIET

user@domain.tld BEUCAX—ILP FURICTE—HULET

user@ BEUEX=ILPADY MX=)LP RUZD@KDF]
DBRIB)Z/HOX =L P FURIC—ELZET

EniE 5788

OK BmasfagLxg

REJECT Einzes LEg

DISCARD BRaEBRLET

&[5 L RCPT TO)HIER

BESNLZ/I\NY —VIC%ET D%E5H 7 FLUASMTP 770 F3)LMD RCPT TO X w2—ITHE

ESNTNDP RURICDNT, ERUZEMFZER LI,

INF=UE X=)U AL VFEEX=IVP FURZM IO TEEA LT IZS,

IND =/l 5788
domain.tld BEUL EXAVICTRE—HRULET
.domain.tld BELZREXAYOUYT XA VIC—HLET
user@domain.tld BEUCX=ILP FURICTE—HULET
user@ BREULCX=ILPHDY X =I)LP FLAD@KDF]
DBRIB)ZFOX =L P FURIC—ELZET

EnfE 5788
OK Emastag U9
REJECT Emalesd UE9
DISCARD BRaEBRLET

¢ SHyo—Fk

RERESNTNDRNBZ—EICTYOYO— FZFNET,
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4.6.2.3. BOESCERE

w O =L EEHE

SN A H Bk A1

‘ | example.co.jp

5 (To, Ce, Beoy w4 —(CEENBFRSEN A1 BEERESN A/ B (IR TE

HE

RN A B gAY -3 A—JLF AR

[ 3l ‘] @I
: ~ OFEYS ( 5 [ )

A —kKAR A= LA T

oL
O3 ( 7 | T %)

& O —D)VBLIRERTE
FEFE R A A VB TIEBESNE A=)V R XA VIBDX =)L EERL E X1 YBDREA—7PNT Y FBADX
—)LELUTEBELET,
»5E5E R XA V&
EDIRERD E XA VB ZBELET,
CCICBMTND EX A YBETIEHR XAV IDIBREIC UL > TAX—)LZEEmE LE T,
FQDN EXTANZR 2> TLIZEL), FQDN mE—HICTIBE LT ESL),
wECERFE B XA V&
InterSec/MW [CERSNTUNDE R XA Y RBKIRE E X1 U HRTSNZKT,
»585% (To, Ce. BeoAN\w S —ICZFENBDFEM BEX A VBEEEE BX A VBICEHRTD

RAEB a6

ZEHID [585% B X1 28 158D X —)UICHUNVT, 5855\ v 5 (To/Cc/Bee) 58
Fo XA VZ ] [E TERST R X V3] [CEBUET,

BB U [585% B X+ >8] DA —)VICHNT, 5855\ w5 (To/Ce/Bee) A
aZBMUEE A,
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& SBA0RERTE

BESE B XA VBICIBE U X —)U B XA UBBD KX —)LEEmES B X1 VB TIEESNIE Y —/NIC

BoXLE T,

»IESE B XA V8
IEDNIREIRD XA VBZEBELET,
CCTICEBMTND R X1 V& E TEnXRA ] DFREICURRD > TA—=)LEEE LE T,
FQDN FERN CANZERCZ>TLIEE0N,
FHEICRY FEDIIREBS. YT RXAYDOHDRICIEDET, YT RXA U ESHTER
EURVBEE FEBEIC Ry FONESAIZ FRDN P E By )72 LD FQDN X T
ELTLIZEL),

»ERRFT T —/N\
X —)VsRRMGERDP FURZ IP P FUAEZIE FQDN TIEELE T,
BEIBEIT DHBSIE. WITE. IXTERDP FURZANDLTLIEZENN,

pX—)U BEXA VTR

RIEB &6
B U 5855\ w & (To/Ce/Bee) D F XA VBIFZDFFTEImELE T,
B#HID A=)V RAA Y DEBICHREN. UMTRDOAYFICEENDA =)L EX

1 VEBESNTEA—IVEXA VBICEBRUET,
IYARO—TFROM, ITYANO—TJ TO,
Apparently-To: . Cc: . Disposition-Notification-To:
Errors-To: . From: . Mail-Followup-To: . Reply-To: .
Resent-Cc: . Resent-From: . Resent-Reply-To: .
Resent-Sender: . Resent-To: . Return-Receipt-To: .
Sender: . To:
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& AV — bR R HERTE
O—7)VESE. BMEEIC—BUEN R X1 VIBOX—)LEZVY— R ~TRESNZ Y —
NICERELE T,
»ANV—FRA
AN—FRARELUTRIBITBNRA LD FQDN FE/2d, IP P RURZEADLUTLZE0),
BHIBRE I DIBEIL. tiTté. AV—FMRAREULTRATDP RUREAD LT EE),
pX— VXA VTR

RIEB &6
ZHUISL) 5855\ W & (To/Ce/Bee) D B XA VBIFZDFFIHELF T,
BHID A=)V RAA Y DOEBICHREN. UMTDOAYFICETENDA =)L EX

1 VEBESNTEA—IVEXA VBICEBRUET,
IYANO—=7FROM. ITYANO—-TJTO.
Apparently-To: . Cec: . Disposition-Notification-To:
Errors-To: . From: . Mail-Followup-To: . Reply-To: .
Resent-Cc: . Resent-From: . Resent-Reply-To: .
Resent-Sender: . Resent-To: . Return-Receipt-To: .
Sender: . To:

v IND > DEREAR

[27E] | IBRELCBREZRELET.
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4.6.2.4. X—)VF 1 —DEE

X=)bFa—&lF X=)LZBRETEDLDICEDET. ZDX—INWZERFLUTRIIZHDT + AD8E
BT, AMBERRUIBEETV. X—)LF a1 —DSEX—)LEHIkR « BIIFEIET D ENTEFET,
X—=)LF 21 —FH—BIRENSRTBRIET DY T EBURKEIBEITDCEICID—BELIEX—)LFa
—DBIENTEETT,

O | - X IFI-DRIRZEGOHESE. +ERLTIESN, BffI DT LICRDZSA—
== IVDMRONZE T, EREDHCRIALES,

* X—)LF 2 —[F@ER. BEFNICEESINFIN. SPAM X—)LOIS—X—/)LENRAE
EOTA=NF 2 —ICBEORFTFICRDBENDDET., CDHRE. AHEBEEEDTA—
IWF 21 —DEEZT > TIES,

- BBSEEIBEIR. IREFEREMEDDF 1 —ICIFHEETEEHE A,

* FA—ICRFOTNBDX—IVIE, 1 BFECEICHEEVIEZETU. 5 B> TEXRIBETES)
BEICE. IS5 —ERDRETICIS —BNERELET,

A —)bF 1 —FRH—BEEF
AR, FXA YR ITIINDYZAX=ILD 3 DDOBEARHZEEE L. X—I)LF 1 —D—1EE
FETDCENTEFT,
BEEEBDORBERL. FXA YR ITIWINDYZAX=IVED ) v D URHERE UIZVERZEIR
LET., ZNZ2NOBEEICDUVTREICERIBLET,

A= JFa — S —TERRE
MEEM  FAURMR  FTIUURAL

LR 2 e ey R

& BSERN

CTCTHEREULEEMUEZB UL X —)LF 1 —Z—1FEIRLET.
BERBEMEREUCA—ILF1—Z—FBRIFLET, (BEYERISEIL 0.1(6 72)~200 55T
9) . BEEER. MR L TEEANTEET,

v IND > DEREA

(=7l | BEULEEHIC—HUEA—ILF a2 —Z—BERLET,
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& FXAVEN
(ST « RIS R AT YT EICA—ILF1—E— 158G, FEE. BBRELET,
MEEE  FA(UEM ATV

@

@ ©)
F';eﬂ’:»:%?:ﬁ[ ]m;t—m#:—?&— 3 §IlF%: - |EE1T

»DEIETT/5E
FXA VBT UMTOEIRMTIZZE T,
=EB 5788
RIETT EETEEELET
e =pav RERZEBELIET
PQ XA IE
SIRD XA VBEBELET,
»QUIETERI
F1—DWBE UTUTODERMIZET,
REE 5188
S5 X—=)LF 21 —DSHERLET
BESHEC(E X=)LF 21 —DoBFEIELET
v NS > (DERBE

=17l | BEUERHIC—HULEA—/)LF 2 —ZNEEIFFR. FTEBSERRS) LET.

84



¢ 5TIVINDYRAX =)
BTWIND Y ZA =)V EINTHIBRLET,

Fivh

HTIINDYZA=)VER TS @A —)LDEECKBR L TNDA—)LTT,

m Ao — EH— T

EEEE  FA(UER AU RA-

[ FONTURALOERR |

v IR > DERER

[(FTIVIND Y ZA—=)LDEHIF]

BREUCRHIC—HBULA—)LF 1 —ENIBEIR. 2
BNB5Be1E) LE T,
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A—=)VFa1—D—&

A=)LF 2 —ICEFEEA-IDOIBREGVZEBNRIDRTUET, [BISEEEIRIZBTISIC,
Fryv IRy DX TERUTNDA—ILF 1 —DREERTLET,

Fa1—8 Fa1—H
D size A & *E% Status
I |n399YBnU0039S2 68 |T§'Zj“” % ieer01@mwa00 Lser0 ®mwa00 Biféf@?mj%%g B0 dh=ls qreta exessied
CHURE | EmsERiz | B
®FIvIhvIR
BEIRUTNDHE. [BIBRIRB X UBNSEEI DB RFICZEF 2 — 2 MY VIREICHRVVMELE T,
=IEBE 5788

BFTyvIHD | ZEF1—(CXTUNY VIRIEICRVIR LE T,
OFzv O30 | &3+ 1—([CXTUNY VIEBRIEICRWVDZ LEE A,
41D
X=)bF2—DID TI, UVDZD )y DIITRICETA—ILF 1 —DFMEENBITUET,
— [4.6.2.4.1. X—)LF 21 —D5¥]
# Size
X=)LDYA X TT, X=)INYIDDEEHFEA. T71ILT 1 XTEZBLET,
& 2 E8E
X=)La2ELEBR(F1—Tr UD FUICHIMNEERZRTULET,
& =&
X—=)LDFEEFTP FURERTUET,
L e
X—)LDFEEFHP FURERTUET,
& Status
BOEDRAT—HAX Y 2—IZRTUET, BOETSID >ICEBAHENRTINET,
BFAX =LY =D EDEEINTNDIHED. Ry FD—DDFREFTCIS—ICE>TND
B FbDEDBEX Y EZ—INRISINZKT,

R 5764
Connection refused by mailsv.nec.co.jp | *{S5t(mailsv.nec.co.jp)|CIEFHMES SNE LIS,
Connection timed out with A& (mailsv.nec.cojp) \DEBHNT 1 AP~ LE
mailsv.nec.co.jp Lz,
mailsv.nec.co.jp :No route to host =15t (mailsv.nec.co.jp) [CEHIN TSI B ATUL,
Name server: mailsv.nec.co.jp: host =15t (mailsv.nec.co.jp) DIEHTFTH DNS TR DNV
name lookup failure FBATUR,
v NS > (DR

[EUFR] FTvIOMyIRITEIRUCNBDX=)ILF 1 —ZEHIRLET

[BIBFECE] | FT v Oy ORI TERLUTCNDX—)LF 1 —ZRIFEELET,

B3 BEORMNZEHIEWRICEHLFT,
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4.6.2.4.1. X—)LF a1 —DF4
X=)bF 1 —DsFMEXRTLET,

&+ 2 —ID:- n599YBnU0O09982

= o2 —#Hlli# 7 7-1)L (afn599YBnUO0SSE2)

S

T1244540051

K1244540894

Nz

F120731

13/2 /4436330

MMDeferred: 450 4.2.0 disk guota exceeded: userD1@mwi00
Fls

%_[192.168.1.240]

ErESKTE

Es(192.168.1.240]

Eldaemon_flags!

$lif_addri192.16881.140 o
S<user01 @ rmwi00 >

MDeferred: 450 42.0 disk quota exceeded: user(01@mwi00
rRFCS22; userD1@mw300

RPFD:<user01@ mwi00 >

H7P?Rsturn—Path: <>
H??Received: from [192.168.1.240] <[182.1681 240D

by mwS00 (8.13.1/813.12 with ESMTF id n598YBnlU00SS32
for <userD1@mw300 > Tue, B Jun 2008 123411 +0200
H??hAessage—ID: <4A2E2D4B.10307038@ mw300 >

H??Date: Tus, 09 Jun 2008 18:37:15 +0800

H7?From: user01 <user(1 @mwS00

H??User—Agent: Thunderbird 2.0.0.21 (Wlndows/?OOBOSOQ)
H??MIME—ersion: 1.0

H??To: ugerD1 @ mw300

H??Subject: Re: test

H??References: <20090608.132348.32481737 user01@mwi00
H??In—Reph—To: <20080808.13234832481737 . user01 @ mwi00
H??Content—Type: text/ plain; charset=IS0-2022-JF
H??Content—Transfer—Encoding: 7bhit

= —R 771 )l (dfn599 YBnUOOSSE2)

user0l 8 mwS00 FAIEFILIC:
> test
>

KBS

¢+2-1D
Fa—-ICWLUT—RICIRGNIZIDESTI,
& a2 —FHHIPAIL
F 1 —DFHIEIBRE X =)L\ Y H]

‘ﬁﬁﬁﬁg—o

15#R Bz

HND'518E 317 X =)Ly FIEHRTT,

N D585 D17 TTOEIBEHR T,

M D'SI16F D17 AT —=HAX Yy E—ITY, EETESBEN o>IZEBHFNZELET,

R D583 D17 KETT FURIBIHRTY,

S N'5IeE DT XETT FURIBIHRTY,

KR

THA51BF DT 5 —IVE2ELZBEEF1 T« LY RULECHRD
NeEERRLEI.

®T—9I714)L
A—=)UANICZE LET,
v NS > (D3R

[HIFR] | BRIDCETRILUTNDX—ILEF 1 —DEHEBRLET,
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4.6.2.5. FBA—)VF1—EE
[4.6.2.6. 2/ NOSXTERISREERTE] ICTRNAHERICIA—IVREB] FEF [X—=IURB + ANvIF =K
MlE U X—=)VIE. RBF 1 —([CIBHENZET,
RBA—=)VFa1—D—EUZF1—DBRIFEEITLET,

wO | XV F1-DHIREFSBSE. +DEBUTESI. BFTDTEICLDZE X)L
SONFY, HREOHHBALIEE,

REBA—)VF 2 —FH—1BERIE

BSERML. FXAYRUE2DDERARHEEEL. X—)ILF1—D—FRIFZITOCENTEET.
BELEOBERE. EXAYRGZED ) v D UREBREUVEVWEAZERLEY., ZN2NNEE
[CDUVTRECICEHRBALE T,

MRS -A%1 -2 Wit

& BSERN
BERBEMU RS U X —)LbF 1 —Z—1E8IFF L3 I (EE Tae/sbSR 0.1(6 73)~200 BT ),
BEEEL. NERIAT 1 X TEENTEET,
CCCHRREULEEMUEZB UL X —)LF 1 —Z—1FEIRLET.
v IND > DEREAR

(=17l | BEUCERHIC—HULEA—)ILEF 21 —DSIFEERLE T,
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® BXALYEN
EIETT « EIEFT R XA VT EICKA—)VF a1 —Z—FHBF. F2iE, BIEEiE LE T,

MRS -LX1-EA—HKERE

BT "F:M"_.':Z.}ﬁr:w—lb—‘t—-—&—- :[ e [v|[=1 )

»DEIETT/5E
B XA VBICXT UIMTOEIRDTZE T,
=EB 5788
XIETT EIETEBEELET
e =pav RERZEBELIET
PQ XA IE
SIRD XA VBEBELET,
»QUIETERI
F1-—DWBE UTUTODERMIZET,
REE 588
HIFR X—=)LFa1-—DSHBRLET
i X=)LF 21 —DHSEELET
v NS > (DERBE

=17l | BEUEFRHIC—HULEA—/)LF 2 —ZNEEIFFR. FTEBSERRS) LET.
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RBA—-)Fa—D—&
RBA—IFa1—[CRFDEX-IDOIBREGVEZEBRHNOEDOIDRRZLFT, [BEI/IEIRZE
BREIC. FTyIMy DX TERUCNDRBA—ILF 21 —DREEEITLUET,

e raomE
Fa-—F o —#

1D Size F{HW b3 ={z% Status
O nsscconsonssaets TP4007° ot . s
[#Ies ] (EE12 | (=%

®FTvIRvwIOR

EBIRUTUVDBEE. HIRIBKXUIEMESIDIP RIFICZY T 1 — &N VIEICRVDVLIEBLE T,

REE 5528A

BFTvOHO A 0 — IS UM VIREICREVVIB LE T,

OFzwvIiEUL 2T 0 —ITx UINS REICHRE VIR LEE A
41D

—_—

RKEX—I)LF2—DID TY, JVDZD )y DIIDICETREBA—)ILF 1 —DFHMBENBTT
LET, — 4.6.2.5.1. (REBX—)LF 1 —DFH
1z
X=)LDYA XTI, A—IIN\YIDDEEHFEA. 77T XCEZIBLET,
& ZEBFE

A= )LE2ELZBEEF1—T v LD FUICRMNEEBE)ZRTLET,
& XETT

X—=)LDFETP FLRZRTUET,
L $7S=han

X—=)LDFEEFRP FLRZRTUET,
& Status

A= )LF21—ICEBNDDIHBEIC. TS —RHADVISINZET,
v KNS > MDEH88

*

R
®

[BUBR] | FTv IRy DRI TERUTNDX—=)LF 21 —ZEIRLET,

[BefEl | FT v IRy DRI TERUTNDX—=)LF 21 —ZBfELET,
[EH1] | BEORTNEENIBRICEH LI,
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4.6.2.5.1. IRBX—)UF 2 —DF40
X=)bF 1 —DsFMEXRTLET,

EREI-L¥1-oFH

#a —1ID: m4FBEfns001413
Fa —#IAT7) {himd FBEfns001413>

B

T1210850111

Ko

MO

P30012

ghail from suspicious host

MCGammand unrecoenized: " AD["

$_localhost. localdomain [127.0.0.1]

SromMTR

Femwc

${dae mon _flags]

${if addrR27.0.01

Stest@test.com?

rRFCB22; admin@ mwb00{2 mw.gnes locel
RFFD:<admin@mwi00f2 mw.gnes local>

H?F?Return-FPath: <%

H??Received from mwe focalhost.localdomain [127.001T

by mwS00f2 mygnes.local ©.13.1/813.1) with SMTP id mdFEEfn=001413
for <admin@mwi00{2 mw.gneszlocals Thu, 15 May 2008 20:15:11 +0900
H?D7Date: Thu, 15 May 2008 20:14:41 +0900

H?F?From: test@test.com

H?M?Mezzage-Id: <200805151115. m4 FBEfn=001 41 3@ mwb00f2. mw.qnes.local>

T 277 )N-{dim4FBEfns001413}

=df, azkdja;
¢*+21-1D
Fa1—-ICXWUT—RICIKRSNIZIDESTY,

L e b R 11112 DA )%

F 21 —DHEEBREX —ILA Y HIBR T,

15#R Bz

H Q51817 X =)Ly FIEHRTT,

N D5I8F D17 TTOEIBEHR T,

M D'SI16F D17 AT —=HAX Yy E—ITY, EETESBEN o>IZEBHFNZELET,

R D'SI16F D17 KETT FURIBIHRTY,

S N'5IeE DT XETT FURIBIHRTY,

THA51BF DT ZEBEIBRCTI, X—-ILaRELEBHEEF1-FT« UD FJICHD
NeEERRLEI.

®T—9I714)L

X —=)LANICHZE UET,

v IND > DEREAR

[HER] | BRIDCETRHILCNDA—I)LF 1 —ZHIFLET,

[EfE] | KU TN X—)LF 2 —ZBIBEELET.
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4.6.2.6. 2) VXU S HERESSTE

BEX—IVICXITDR/NATF T v IHBEDFRENT DO CENTEET,

EREE
HELOFz /7 Fu il -
To™u S —F T FuhilL -
SPFICLSF = J(FAIL): Fo il v Ao S R
SPFIZL&F 1w F(SoftFAIL): Fro il v A R
SRS A 7 SRS EEE:  FoottL -
Content-Disposition ™ 5 —F w71 Fruo#il, > WERILAET
DNSBLF 47! FrotilL - BEst— i

ESEX RS

F 7 )b Subject ™ ¥ —HET S FEI:

[ E ]
¢ HELO Fx v
EIETTBRE ERDEETT ) FUAEDLEERT U, R IETTFMICXIN T D ENTEET,
MUREEIRTEZET,
RIEE 5768
FIvDislU FT v DB TNEE A,
Ny =7 F T v IR TARIEER DIZIHBEIC, SubjectsTIBIC"[SPAM]"E L)
INFHIMEASNZET,
ZIEES FTVIOBRAEER >EX—ILDZREEIES LET,
ANYE =T+ X —=)URB | FT v IBRTAREEROIZIHESIC. Subject 5558IC"[SPAM]" &
NDOXFIZEBA L. X—=ILERBICLZET,
X—)UIREB FIT Vv IOBRAEER OEX=IVERBICULET,
®ToNVIFI VD
To AN =13 UX—)LEBREBE UZ/NAHEETDCENTEIT,
IMRZEIRTEZET,
REE 55268
FvDixU FTyORTNEB A,
Ny &= F T v IR TARIEERDIZIHBEIC, SubjectsTIBIC"[SPAM]"E L)
INFHIMEASNET,
ZIEE’S FTvIBREREER >IEX—ILDZEZESLET,
ANYE =T+ A —)URB | FT v IBRTARIEERSZIHBSIC. Subject 553EIC"[SPAM]" &
NDOXFHZEBA L. X—=)LERBICLZET,
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X—)UIREB

F Iy IORBRALELELS OEX—IVERBICLET,

¢ SPF [CXBF 1 v D (FAIL)

SPF(Sender PolicyFramework) [CRE D IZHIEETDCENTEZT,
EIESMRITDNS [C SPF LD —REERIDCET, X—ILDIIYNO-TREBP FLANZ
DUI—FE—HITDIMEETDCETEXA VDERZITVNHELET,

MREEIRTEET,
FEE 568
FIvIBU F v DEITNEE A
A AN SPFR 5 —A N IFail] DIBEIC. SubjectfLBICA\ v E —KIUXFI
[CIEUZNFMBASNET,
REE 568
NS =TI FI | HITERFCSubjectDFTIRICTEA T DX FIETERE
LET, BEUVRVNBERIT I 7))L L RENES
=NE9,
RIEEE FT Vv IBRAEEROEX—ILDREZEES LET,
NS =T fd+X— | SPF X7 =5 2N [Fail ] DIFEIC. Subject FE8RICA v —RIFLF5
JVREE [CEBEULEXNFZBAL. X—)LZREBICLET,
X—JUIRE F TV IBRALEER OEX—ILZREBICUET,

¢ SPF [C X BF 1 v D (SoftFAIL)
SPF(Sender PolicyFramework) [CRE D TCHIEZITDCENTEEHT,
FIEBRITDNS [CSPF LI—FREBRIDCET, X—ILOIIYNRO—-TEEEFP RUANZ
DUI—FE—HITDIMEEITDCE TR VDERZITVEHELET,

MREBIRTEXT,
BREE 5788
FrvIiL F Ty OIETNEEA.
Ny S —HT SPFRT—X N [SoftFaill DIFSIC. SubjectFLIBICA v —HIVX
FRCHEELEXFMBASINZT,
RREB 5768
NS —FMIXFEE | HTERSC SubjectDFEIBICTEA T DX FIEIETE
LEY, BELRNBSIZT D 7L MRENMBN
=NFET.
SIERS F IV IRBRREEROEX—ILOBEEESLUFET,
AV —Tfd+X— | SPF 25T —4 2N TSoftFail] DIFEIC. Subject F58BICA Y —FITX
JUVIREB FHC/EUEXFZBA L. X—=)LERBICLET,
X —)UIREB FTvIOBRREEREXA—IVERBICUET,
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¢ FNDSA P LD EDZEERE

REEGTT IP O FQDN Do8 IP ZR DT THREI D ENTEFT,
MRZEIRTEET,
=EE 5768
Fryvlis FvIETNEE A,
ANV =T | FT v IBRTREES DIZHBEIC, SubjectsTIRIC" [SPAM]"E N D XFHYE
ASNFET,
RIEEE FIT Vv IBRAEERB ODEX—ILDREEEE UET,
NS =Hd+ | FT v IBRTREES OIZHBEIC, Subject 5FEIC" [SPAMI"EVNDXF %
X —)UIREE BAL. A-ILERBICULET,
X—)VIREE FTyIBRAECS OIEX—IVERBICLUET,

# Content-Disposition ANAF T w5
Content-Disposition AW —PICSFEND I P AIVDILEFEF T v IITDCELKD, D54
P RICTEFSINDRZNDDD I 71 ILHEDHEEHEITDCENTEFT,

MURZEERTEET,
=IEBE 5788
FrvIiRL | FTyvIEITVEEA.
NS —HKY F 1 v IR TARIEEROIZHBEIC. SubjectfBBIC " [SPAM]" E N\ DX FEHYE
ASNET,
o [=t{=F FTVIRBRAEES DX —)LDZEZES LET,
X—)UREB FTVIRBRAIEERS DX —)LERBICULET,
NS =0+ | FT v IRBRTARIECRDCHSIC, Subject F53BIC"[SPAM]"E N DONF %
X—)UIREB BAL. X=ILZEREBICLFET,
XIRILRF F Iy IOXIROIRFEBELE T, BHEERITDHBEE. /N1 TS5 2(])

XtIDICT, et LET,
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¢ DNSBLFTwVv?o
ZINLADPHREZEFT DRETR A FBR KO IP P RUZADT—H X —Z(DNS-based Black List) &
BEITDCETEELUTCEMEFIDCENTEFXT,
IMURZEIRTEET,

=REME a568

FIvIEL | FT v I3 TVEEA,

ANV =TT | F v ORBRTARECE DIZHEIC, SubjectsTEAIC" [SPAMI" VNN D XFHYE
ASNFET,

EEEES FIT Vv IBRAEERB ODEX—ILDREEEE UET,

VA= MY+ | FT Yy OBRTARECEOCIHEIC, Subject 5E8RIC"[SPAM]"ENDOXFE
—UIREE BAL, X—)LERBICUET,

X% D> K
&

I

JVIRE FTyIBRAECS OIEX—IVERBICUET,

i
o
ofF
i

DNSBLIREZIT O —/N\NEBELE T, IP P RFUA MAED@THEAT
BEN'TRETT., BUDEBERITETE A,

L I ES- ')
»T 2 )U b Subject A\ w A —FR{USIFT
RINAHHIFERFIC Subject DFATBICIHEAT DT I 2 )L X EBELET,

FREE &6

X5 Subject [CISET DXFIERND T T, BHNXFNDH TEEIEE T,
ISR T2V MBI [SPAMI" T,

v NS > (DERER

[27E] | BELEABZRELET.
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RO RIR /TSy DI+

a RDARYAN 1 TS )A

[ ARIAHIRF | FSuDU)AE

¢RI IR
D+ R FDEREEFTVNET, — 4.6.2.6.1. RO ~1J R ~DFRE]
¢ JSvOUZ
TSV DR SDEREEFTVNET, — 4.6.2.6.2. TSI R ~DFRE]
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4.6.2.6.1. IR A 1) 2 ~DF&RE
FMATEICTDP FURZERELET,
2INAE UTHRESNDEETEN DA U NRY FDO=DP RURICIBET DT E TRAUREIC
RBIX=IEELE T, X=IDISAPYEDRY RDO=DPRUREHSHUHEHRLTCIES
AN

w F 0O HDERGE
RO PR (o b D=2 FL AP
127.0.0.0/8

B PR (b = 2P F L AFQDHET D

*hD1 FIRFRY FD—=DP EURAP )

IPBRICKDOMD A U FERELEY, BITRDD TEBIERE TSR,
® RO FIRFRY FT—DFP FUREFQDN )

FQDN FERICKOND A FURFERELET, BITRDO TREIEETEXT,
v NS Y DEREE

4] | IBELERBERELFT.
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4.6.2.6.2. TS5 v D) R +DFEE

MAZIEICTD P FURZERELET,
BBSMCRINATHDEETZIT SV IUARRY FD—=DOP RURAICHBICHCTIEBEIT D E
TA=I)ZEEEIDCENTEZET,

n F 5 DU A HDEE
e W ol ] S il g o B )]

TSy BU AR (Gt D= ST ELAFQDNRER

[ HE ]

¢ JSvOURAFRY FD—=DOP EURAP FER)
IPHEARICIKD TS VORI FEHRELET, HITXDOD TEIIEETCEET,
¢ ISy I IZRAFRY D=0 B RA(FQDN FH))
FQDNFERICKD TS v DR +ZERELF T, HITXDD TEHIEETSET,
v 1R VD583

[27E] | EBELEABZRELET.
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4.6.2.7. EX—)UVIREF T 3 V1EE)
EX—)UVREHEEE. IBESNEREICEDA=IEBESINLEAXA—=IVLP FURICEnXT DHEEETT,

O | - AWEERIABRICE 4.6, U—ERX] T, IX=)L3Y bO—=Smwmet)] ¥ —ERZi#EENT
BIUBHBDET.,
« AHEBERIARSICFEnET X —ILP FURADEETEETHIMNENDH DX,
FORFED X — )L — /DX —)LZE—RFHIC TEZTENZRNEE. EmXFEDT —/\ICERET
ERNBEDA—IUMEEBICIS—X—-)LE LTBEBLSBENDHDFT,
+ postfix.cf BIEMRERFIL "# Input mail filters" DITZHIBRLRNTLEE0),
- BAZHRIDET. YRTAILRBRRESNEE A,

BAEELF—BLORUDTRES. FICWEDNTESRDET,
BAENSVNRHC—HULHESIE. ZNED TORKIBBSNFTEA.

B A LiRFEE—H

wE MRy EACLTEL g |

Eﬁil L | ohiexarnple com  mm@ghi example. com %f;ﬁlﬁ:ﬁ_@fﬁ ﬂ
Eﬁil H'Jﬁﬁl def example com mm@def example com  pA{E
SRIE | RIRR | abe example. com mx@abe example com  pPE{STT ﬂ

B |

* BE
v RE Y DFHBA

Lanol REXAR XA VYORBEZENLET, — [4.6.2.7.1. EX—)UREFRTEEN/ERE ]

BE] | BREERH. REARREXA VORBEREEELET,
— [4.6.2.7.1. EX—)UREFERTEBN/ERE ]

[BIBR] | REUR XA Y ORHEBIFRLE T,

SXIREXAY
REXIR XAV ERRUET,

@ XXV PP FUR
FRGA =)L RURZRTIUE T,

* —BXEH
REAR BEXA Y DO—BRHERT LI,

¢ 5
A REGR XA Y OREOBREEZ1 DLEITET,
V REGR R XA Y OREOBHREEZ 1 DRITET,
v IR > (D558
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Pes)E] 8 LICRBND 7 1 )VICRRESNZE T,
XEBLEETED2EPNCRISNE T,

4.6.2.7.1. EX— VIR FRTEBNI/EETE
BREETOBSIE. 1 FIUDEX—)UREEREZEERD., BEBSHODABHEBE L TRRISN
FI, BEITDEBRIEPLERNDFET,

B A )L {FRAFEEED]

Ko | %TEH%&T%%?[J&L’ETE
FmEAA—ILTEL |
A
yal! [z |
s | Aun
® BXALVE

REARETDIX—IVP FURD XAV ZFERUE T, INTD R XA VU ENRE T DiHEE
"ALL"EER UE T,
FXAVBDLERIGETT—ETITNWEXIDT, BEULE RXA VDU T RXA VU ENRET Di%
83, LBIC". "(Fy HDZEMTTIIZS0),
f50) nec.co.jp DY T R XA VZEREXNIRET DIBEIE. "nec.cojp" ZIBELTCLIESL),
"nec.co.jp"EIBE T DL subnec.co.jp EUNDTE nec.cojp D R XA VEREMRERZDZT,
® RS AX—ILPPRLUR
SRRSDA—)LP FURZIEELET,

\ @i
[EXAVBICRBNTIEBRELUZ FX1Y] ZBNTC, —HSEIRBHEEZTTNET,
=EBE 5788
XIETT EIETTXA =)L B U A (From 77 L Q)
PP =par EIEHA =)L FURA(To, Ce P FLUZR, Bee 7 FLUR)
XIETT or EIEL GEETTA—=ILP RLU A (From 7 LU 2DFXEIECEEFAX—ILP U

(To, Cc PRUL ., Bee P RL )

M

X{EJT and EEL EETA—IVP RUZAFrom P RLU2ADRKUOCGEELA—ILP RUZR
(To, Cc PRUL A, Bee PRL )

v NS > DERER

[2RE] | IBEULLCABZRELET,

(BCE] | IBEULCABZREL.[4.6.2.7. EX—IUVREEI TV 3 ViR IOBEICRD F T,
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4.6.2.8. A=) YT R FDFRE(R XA VDER)
A= T +DER. BEZTDOCENTEFET,
X=—UITOUZARER BBDPRULRACNZEX=D TR RBETOTDITEDZEX—IUD, X—
U A EDAINEEICBLESNDIEETI,
REXNRD XA VICTFTvDZLU. [RN] ZIBTRLUET,
n A ODER
FAA 45
o vmmw30.example co_jp
vmmw3 () example com

£
* EXTYE

REIRD B A1 VERRLUET,
v 1RS> DEHEA

RA] | BIRUERXALYDOX—) D) A +DEEETVET,
— [4.6.2.8.1. X=1JVTJ)Z+DRE]
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4.6.2.8.1. X—=1ITJ1) 2 FDEE
(ERZr

= T A GV A=) TR A ) A=) )R-
EEE
2 | 805 | NECML IUTADRE wroEE || =w| @ rE
2 | BB restmail IUTADEE wriomE || #w| @E =
7 | BB [user-ml IATRADRE wrioRE || #w | #E =
tr, | InterSec/MW Tld, X—=UYTUARY—/NELUT, 0SS D fml Z{ERLTNET,
S
& B1E
v NS > (DEREA

BENN A=) 2 +OBINETINET, — 4.6.2.82. X—1TJ1)Z ~D8H0

[fREE] | A=UVITURDREETNET, — [4.6.2.83. X=UVT) X -DIRE]

[BIBR] | X=UYTUR OEBRETNET,

AUV TIRLHE

A=YV TYZ~BERRUET,
AUV TIRAIAIPR
v 1RS> DEHEA

[TAUPZOMRE] | X—JU VTR RBRIA ) PRERBEDHREETET,
— [4.6.2.84. X—=1VTJZFAIA )P RADNRE]

O XA—=UIT)ZARXIIN
v NS > (D3R
[ XV INDHRE] A=) 01 ) 2+ X ) \(members/actives 7 7 1 )L)DREETTINE T,

— [4.6.2.8.5. X—=UVTZEXYINDIRE]

\ DSl P )
v NS > DERER

[EZR] | SA-UYTURDOTZESRUET ., — [4.6.2.86. RniER]

[E55E] O 71 )LOBEBEFTNET., — 4.6.2.8.7. X—UITJZ~OTDEE]

AX1

., A=Y Z Y —N\00OJ(E. [4.8.7. OUBE] OBEEHNSESRBIDCENTEFET,
28| T4.8.7.1. O D71 ILORT] TOSS D fml DOTHSRTEFT,

& X—1)YT!) R+ HTML
v 1RS> DE5HEA

GRE] | X=UYTURRCEBESNIEEESE HTML ICEHR L, TS5OYTSIRI DIZHD
MEETINED, — [4.6.2.8.8. X—1)>J1) 2+ HTMLJ
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4.6.2.8.2. A=)V R +DEND

A=Y VTJRAEEX Yy E-ISBERBELT BE] 2B TFLET,
B A OO OO OO IO
A=) G ) AR [NEG-ML

Awtr—/E58: G =E ¢ HFEE

—

2E

®REXLY
A=V TR ZEBNT D XA YEERTULET,

AUV TR %
X=UYTUREBEEELET, mREFLIRTISNDDHATIWHmETDX—IUYT IR RE
DEFFTETFEBA). X—UVIT IR FBIIRA 30 XFOERI TR TS E T,
A=Y T2 FBEANF ENNFEDKBISNFE A,
I, FENEHF CTHEDFB/REYFHBELSO/NA DIV, EUA R, PYF=/N= T5
RAEZD)THEL TS,
A=UVDJRRBICTPIEI-N=()EERTDIHE PUI—N—DRICEX1VBEE
B IDIXFHIZEARLUTUINTE R A,

A=Y TUZRENEICEMNEERDT AU PRBAX—UYTIUIRBIAUPRB)NE
FHICERSNT T, EABIZ fml A —F[CIE D> TNFEI DT, BEBELEA—ILP FUIN
gELTCLES0Y,

1 l;’
S

* Xy —ISEE
UE—FIVYROREX Y =IO, AV/VWEBHIA Y £—IF, X—UYTURLT—ND
BECTRIET DX —ILDEBZEELET,

FEE 568

S A=Y TR Y =N\DBFTRIET DA —ILEHEBIC LET,

BAGE A=UY TR Y —=/N\DBITRIET DA —ILEBRFEICLET,
v IND > DEREAR

E] | BEUZABTXA—U YT R R LET,
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4.6.2.8.3. A=V TV FDiRE

R Y — .

JE—FIVYROERE X—UVTURFDOEE, Ny —DEEHZ., BRIEX Y

L-—YDRESEDREZITDOCENTEET, AEPRETEIEF 2T 1 ZEOEREICEOTH

D XYNDADEDEIE. AVNDEMEFSELFTETERA, T, BEX—ILDREFETEX

Bh. XVNDBEENER. BEX—ILOREFREZTEICTIHBSEREEZEE L TIIZS),
BRMUY—« JE—FIVY R« UE—FEERIVY ROBRE

A=Y TR NRRERBIDEESOR)Y—EUE—FIVY FOREZITNET,

w iR — U UE—MEOI Y FORE

RO — [CEIRTEE L -

Ot ChiEfEolaE
OEFL —HEH TR TaE

= B B
RIS Paletori:;iH OEREESLT. ERE D

ORTEWRLC W
CApBHE

UE—FawUE@m s —: @ A1 A dHE BlRE

O THIERATRE

EORE Pl S e el OUE—FIRFEESLT. EiaE SEH

OUE—rT/FEWRLT. HiA
OBEER

UE—FEIEOT A OER: ©UE—EBOT U EOERT ]

OVE—HEET/F DR TR

UE—FEIEa~ MR ETE BtF  UE-MEEaTUFERSFEITFL R

user01 @exsample co.jp
user02 @exsample.co.jp

JE—HEIEOT N DiRE:

JE—FIVYRER, DYEO—IPRUVRICEX—IVERDCETX =Y YT RT—/\

[CXY T DIRIEIS

Ma{IDIZHDINY FDCETT,

IYVEO—ILPEUVRIE TA=U VT X E&ctl] ENWDITAUPRABTERSNTNET,
J2&EZE mydomain.com RXA YD testml X—J YU NS5, OV O—=)LPPRLUR
(3 testml-ctl@mydomain.com TJ,

X—=)LbD%EFfEZEIY ~O—ILP FLURICEE L. AXICOVY FXFIZANDUTGEEIT DT
ETUE—FIVY RDETENET,

JE—FIVYRZVNS DB LET, 3483 help VY RERITUCAILTZAFLT

<IZEbN,
* help

* subscribe ...

* bye

. OV FOFBBRANILITDNRESNF T,

subscribe <&gi> EAD U GEETDCET, X—U VT RN\DOSHER
FHREERBIDCENTEFET,

L A=UY TR EDSERRUET,
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& BN Y —

BB ZEH I DIREEELET,

2 L. root BEREDPANDY BE. X—=U VT RA\DEBIEERDOSNFTE A, root Dt
Tl MROPADY FEERESNET,

postmaster, MAILER-DAEMON, msgs. nobody. news, majordomo, listserv, listproc., xxx-help.

xxx-subscribe, xxx-unsubscribe

X xxx [d AEECRDET,

=REME

Gl

XYV I\NDHRIEIRE

SREAXVINDHERIE TSI,

HCERBYLE

BEXVN\MADSDFEEECRIIYITESNET,

EFU—HYREBTRIEIAE

SBEETLU—AYEHDB)ICENSN. ETLU—FCHFT=N
SBLCITNZITONZET,

EFU—FIR TX=J YT +&-admin] EWNDITA1J)7
RBTEHFINTNET,

ZEZIE mydomain.com FXA VD testml X—1J)>VT1J) R
6. EFT L —H(J testml-admin@mydomain.com TH V.
ZAREIAUPIATERULCX=I)LPP FURFEAER fm]l 1
—HERDFT,

EFU—FTAIUPRATERULCX=ILP FLAIZ
[4.6.2.8.5. X—UVTJ)ZASXVN\DIRE] BBEICHNT, H
S CHAYNITEINLTHRNTLIZEN,

EFLU—HAIT. BLZX—ILORBZH#EFR L. moderator
certified 855 1d] ZX—UVITJ U DY FO—ILPRUR
([(X=UYT ) RBlctl@[X =) VTR DRI D R X
1 VBIFBISEEITNIE. ZOEBX =) VT X HITEETEX
9, BH. BFEid [FEBCEICERDFET,

* XINPAD S DERE

FIEE

568

oun

KR ZES LT, BBICEAD

AXYNPADSDA=) VT A SCEBSNE X —)LZ2 X
INCEELUFEA, HOET, BB UZEDA—ILZX(E
BICEDFT,

RS EREL T, FBR

1248 LUICEc BB ESNT T, BBICAEBISNEIE A,

BEaBHEE—F

XYNPID DX =)V ZERIE UILHBEIC, [ XVINHD S
DUE—FIVY ] OFEICRL. ERFEFADX—)LZE
EBFDEFZTLET,
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¢ UE—FIVYVEDIRUY—

JE-FIVY FZrd I dNRERBELE T,

=REME Bz

XYNDMHERTEE | EEAXAV/NNDHIE—FIVY FZERTEFET,

s CHEEATRE XYNPAEJE—FDIVY FEFERTEET,

& XINPADSOUE—FIVVE

XYNPHDSUE—-RIOIVY RZEZINITEESIC. EOXDBEFZI DNEELET.
AR TJUE—FIVY FORUY—] ICT, FISNLHBETE. RREDBHRLET.

FEE Gz

E—FIVYRZE | XUNMMDSDJE—FIVY RIIESSNET, BRBICE.
BLUT, BRBICEAN | BBULECEEBRT DA —ILDIESNET,

ZBULT, &R

UE—-FIVYRZR | UJE—FIVY FRBESNTT, ERBICOTEENSNEE A,

BEE RRSNIZ P FURZXINICBEEZRLUET,

¢ UE—FEEIVY RO

REME

Gl

JE—-REEIVY FOEARARTY

UE-FEEIVY REESSNEI, TUE-FDIVY
FZEE LT, BRBEICER] ICHRELTHIHEE. B
BICIE BBEUZCEZBRT DA —ILIESNET,

UE—-FEEDIVY FOEATEE

UE—-FEBEIVY REERATEET.

¢ UE—EBRIVY FEAHTE

JE—FEEIVY MERFUEZEN./ RELET.

»iR{E
VNS Y DR

LCEN | UE—FERBIVY FMERFIEEENLET,
— [4.6.2.8.3.1. UE—FEEBIVY RMEAFOUEEBN/MRE]

fRE] | UE—FERBIVY RMEAFISEHRELZT,
— [4.6.2.8.3.1. UE—FBBIOVY RMEAFOBBNRE]

[BIBR] | UE—REEDVY FMERHATBZRIFLET,

»JE—RFEEIVY FEAHFITZ LR

UE—-FEEIVY FMERFTUEDOX —IILP FURERRUET,

¢ UE—FEEBIOVY RDIRE
v RS > D5RBA

[fmEE] JE—-FBEBIVY ROREZTIET,
— 4.6.2.8.3.2. UE—FBIEIVY RiRE]

v NS > DEREA

=El | BRAUY— - UE—FIVYR-UE—REEIVY RX-UYITUZ~OEEIC
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BREUCABZRELE T,

—JYTURDOER
A=A Z LR 0
A AR 0 A
BEA—ILOEFEF: CHRTELLAL
CB#E: BEFEET2
[OE:E=H FLERTI 2
OTATHRTF

® X—)VYA XD LR
A=)V 1 ADLREZ, BBERII/NA ~EHBRSNEI)DN BIBIC K ZDIFIZEDERISF
ONA FEHFRSNE DN HEIC M ZDITEEDERIEATT/NA FEHETSNFI)THEEL
F9., COLERZREITDCEICKD., EREZHZIEX—ILORIBIFIESSN. BIRBICEA
SNFT, BH0NEBZEBEITDE. FREULEHSTSINZET,
® BAXYVINAE
4.6.2.8.3. X—UYJUZ ~DfRE] ICTAYNZBESHEICLTNDHS. CCTHREURL
AHETULDERSINBNLDICRD I BBER CRVBEIIEBRTY). BH 0 HEEZE
BEIDE., HRGLEHTTNET,
® BEX—)VDRE
— YT R RCERBSNEA—INES —NICREITDINDEDNFE LE T, #EPARETIIR
FSNFIBA. FEVEBEOSRIEDZH. CBDBIFFIREL ) PV A AICIEITHONT, BEL
12B# - BRIV ERREFINDBENDHDET,
FEE 568
RELRN | EBET-NCRESNEE A,
B#UERE RESNTNDA=ILDDS, CTTEREUZBHAMRE UIZBDIFRIFFSN
Ed, 0IFHBETESE A,
SHBHMIBE | RESNTNDBX—IVOITOHEBZIZHE. aVEDDSIRICEFSINE T,
0 [FHETETEE A,
INTREFE | INTORBEREEREFLET, LBNT 1 RVZEBUENELDERUCE
RUTLZSLY,

Jm&ymﬁ%
B2 7E] =YY Z ~OBRICIERE UIZNBERELFET,
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Ny F—DESHZ

Subject: %4 %A il -
Subject: IDH{T# [elena 1], [elena 100], [elena 10000] -
Reply-To: ¥R{S50 F=)LiEETTEE D

A—ILEEETHL AERETS
o A=) R FEL AERET S
TEEETS
o A—JLEETEEICIED
A—IEEE L AERETD

Fromr ZEH A

A= GRS PR AEREY &
EEFETS

& Subject: YT AT
Subject:\w A —(CUN0T DY T DiELEE R OB IRLE T,

Elena OEDIEX—1) VT &, 00100 DEDIEBEE LRV FT,

=IEBE 5788

AN, TTA—)LDORBDFTFVIE LF T,

(Elena:00100) (X=UYTURZ LB X=)LBES) OEAODXFINENSLET
[Elena:00100] (X=UVTUR B X=)LBES] OFEADXFIENSLET
(Elena 00100) (A=UVTIREE X—)LES) OBEADONFIZMNSULET
[Elena 00100] [(X=UVDTUREE X—)LES] OBEADONFIZEMNSULET
(Elena,00100) (A=UVTI)R LB, X—I)LES) OBEADNFIZMNSLET
[Elena,00100] [(X=UVDTUR LR, X—=)LES] OBEADONFIZEMNSUET
(Elena) (A=UVTI)REB) OFEADXFIENSULET

[Elenal (X=UVTUREB] OBADXFIENSLET

(00100) (X=IVES) DFEADNFIENSLET

[00100] [(X=I)LES] OFEADNFIENSLET

@ Subject: ID HTEX

Subject:\ v & — (I T DBBDHTHZERLUE T,

REB

&6

[elena 1],[elena 100],[elena 10000]

A—)VBESEEOYTURSNET

[elena 01],[elena 100],[elena 10000]

2HICEONT « VITSNET,

[elena 001],[elena 100],[elena 10000]

3MICEAONT 1 VTN,

[elena 0001],[elena 0100],[elena 10000]

4 CBAONT 1 VTN,

[elena 00001],[elena 00100],[elena 10000]

5HICEONT v VISNFET,

[elena 000100]

6 I CBONT 1 VI=NET,

[elena 0000100]

THICEBONT « Y JSNFET,

[elena 00000100]

I CEONT v Y ISNET,

[elena 000000100]

9 CTEONT v Y ITSNET,

[elena 0000000100]

10 fITBONT « Y TSNET,
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@ Reply-To: sBIS5T

Reply TooANY S —DX—)LP RURZERENSEIRLET,

=REME

Bz

X —)LiXETTIBREICHRED

TTXA—)LOABDFTFUE LT,

X—)LXEE P FURZRET D

X—)LREEDA =)L FURICESHWZ T,

A=UVTIRAPRURERETD

A=Y TR DAL FURICEESHRZAFT,

ERRETD

BEOTFRAMYDRICA=ILP FUREEELUE
9, DYV TCRU>TEHMIEECSFT.

& From: A

FromN\wAH—DX—=)UP RUREEBELZET,
Reply ToANY S —DX—)UVP FURAZTRENSEIRLET,

FEE

568

X —)LRETTIEREICHRED

TIA—)LOABOFIFUIE LT,

X—)UREE P FURZHRET D

X—)LREBEDA -V FURICESHMAFT,

AX=UYDTI)ZARPRURZEHRET D

A=Y T EDA=)VP FURICEESHAET,

ERRETD BEOTFRAMYDRICA=ILP FUREEBELUX
ER
v IR > DERER
ERE] | AV —DESTRZICIBELUCATZRE LI,
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BEXYE-IDRE
A=UYTIR = N\DBETRIET DAY EZ—IDIHB, H1 FOANILT, IS5—ARyE—Ik
EERELE T, MERRETIEIX =Y TURIMMERESICIEEUIZEET. TYTJTU— ROWERSN
TWFT, SXA—UYITURFORBICENTE T Z—IZZEELTIES),
fREE I DREX Y B—IDBEEEIRLIET,

w EEAY PV OEE

& confirm E—FDEIRH OML L HD LT
(@RS 1| OML T objective (S A7)
OML @A O EHAutr—3

(%

& confirm E— FOERE
BEISHFUIBEORPTIRESND. EROEBZEDI DX —ILORETY,
& XV ) \5MERD
X—=UIT )R DA VINTENADER LZBSICEBIRIESND A vEZ—ITT,
EIZU. BRROINIY—0 TXYNUADSDERTE] DY TRFBEES LT, BIsBICEA] [C%
ESNTNDUENDHDZT,
&ML DAL R
X—UIT )R DAL RTY, guide IV RTEDRSINZET,
&ML OBEWVWEDAILT
X=UIT)RTEZDIVY ROMRERTI, help VY RTEDRENZET,
& ML (D objective (E8Y)
A=) Z+OBMITY, objective IV RTEDERINZET,
S AEXYE—Y
BEBRENRT UIEBICESNBXvE—ITT,
v NS >V D55RBE

HRE] | REXVEZ—YDHRETEIRLUCNDBEOREA Y EZ—IYZERELZT,
— [4.6.2.8.3.3. REX v E—IDIRE ]
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4.6.2.8.3.1. UE— FEIEDVY REMAFaBBI/IRE

JE—FEEIVY RERFITEEN
n JE—MEHO< R ol EEN

R O]E 7L A
PRATD —L
DA =B

UE—- BRIV Y RMEBFFUEHRESE
n JE—MEHO U FERF O ERE

fERFFoIE 7L At user0l @exsample.co.jp

JAATDT—
JAATD—FB A
ERTE
¢ FRAFIEIPFLR

UE—hBEDIVY FORAITEDX —ILP RUREBELET.
RERIIRTSNDNDHTY ., HRETDX—ILF FURADEEBR>FTEIEA)
F¥RBEHFEHARSD/N\A IV, EUA R PYT—N= Py ¥—DESDTHEEL L
<N

\ JAV SVl
¥REHFEFARSEYINI 2 —FT—Y 3 VERITHEELTIZE),

* RO —FBAD
INZTD— BEADDR D TV TR I DEHIC, E5I—ERU/IXRT—RZEANDLET,
v WS > D58

=El | UE-REEIVY RFOEAFYBEDHREEZTNET,
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4.6.2.8.3.2. JE—FEBIEIVY RiRE
IR E—FEEBIOVY REHRELET,

n JE—FEEOTUFESE

@R alg~

pass password passwd
[¥|initpass ¥ help [“log

add off on

[lbye chaddr change
change-address [v]matome skip
addadmin addpriv byeadmin
byepriv dhir Is

remove get resend
put rename newinfo
newguide unlink-article [v]remove-article
forward

¢ FAFITIVVE

FERAZEHFOID)E— IV R(pass~remove-article)lCF T w2 LFE T,

v IR > DERER

=El | BREUCABTZRELET,

- JE-FEBEIVYFICDINT

JE—FBEIVYERE DYEFO—ILP RUVRICA=NERDCETA=—U TR
Y= NICX T DRI RZTDICHDIVY RO ETT,

JIVERO=—IWPELRIE TA=UYTU R EBctl] EWDITA U PRBETERSINTNFK
9, & ZE mydomain.com RXA VD testml X—U YT S5, DY ~O—=)L)
RL ZIE testml-ctl@mydomain.com CT9,

X—=)LD%EFfEZEIY ~FO—ILP FURICEE L. AXICEEIVY FXFIZEAND U TE
E9BDCETUE—RIVY ROEGTENZET,

FEREHYIDIE—FEBREBIVY REERLTLIZE0),

MRICUE—-FEEIVY FEN DB LET,

FF48(3 admin help VY RERITUTAITZAFLUCLIZE),

admin pass /NXD—F -+ FEEETUINET, X—ILDOMGBEICIICDITHUNETT,
admin help -+ BEEIVY RAILTZERDSE D,

admin log -+ OJD&ED 100 TZEIRDSFE D,

admin add PFUR -+ PEURDAZ ML [CEF&RT D,

admin bye 7L R -+ P EUADAZ ML X V/)\D'SHEIFR.
admin off PFU R -+ PRUZRDAZ ML —FROIHCT D, (actives file [CDHE

A9 3)
adminon P RUZXZ -+ PRUZDAD ML —BROTHZERER, (actives file [CDMHE
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ZERS)

4.6.2.8.3.3. REX v E—YDRE
BREXYEZ—IDREZTINET,

niR{EAY P —DEE

confirm E—F@OESHHM:

=®% Confirmation of your will *#%* N

This mail is to confirm yvour will that vou will join <exsample@vmZ0a.mw.gnes.loc

If vou join this list, please just reply this mail and send it back.
=®% What is Confirmation? *%==*

When automatic registration fucntion works, fml checks wyour will

_________

against tricks from others. The first phase in registration is to send
subscrikbe vour-name (not Email Address)
subscrikbe Lnne Shirley

If fml receiwves this content mail, fml sends khack a guery
(confirmation regquest) with the following phase:

confirm 24682771 Anne Shirley
If vou receive this mail and confirms it, please reply and sends back b
<

* REX v E—IDHEE

BB CGERULCEEE., BEX Y EZ—IYDRBNHRTINZKT (L5, confirm DB DT,
ANBZREUVEREIZBRUTIIZEN,

v IND > (D558

2E] | BEULERBZRELZET,
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4.6.2.84. A= ITJURAFAIAUPADRE

XA, I demo.nec.co.jp
A=) 20 ) A - testmail

n A=) GVAFATA)FAOESE

A= Z)AHAIA)FR)
testmail-request: | fml
testmail-admin: frnl
owner-testmail fml

owner-testmail-ctl: |fml

* XY

RX1 YBERRLET,
OX—UYT IR

SIEDA— YT SBERTLUET,
& X—VYTIRFBTA)PA]

A=YV TYREBHFIDRIC, MTFOXA—UYTUZ BT U PINBEICEREINTT,
DI UPRREETA UPRBICHNT, EENBNDEBERELET.

IAUPRE XIIN&

K= T AR include:/home/fml/[FIE K X1 V&1 [X—=UVT U+
%]/include

A= VTR &-ctl include:/home/fmV/I[FAE B X1 V&l /[X—=UY T~

#Z]l/include-ctl

X =)0 ) 2 +&B-request fml@localhost.localdomain

A—=1)>J1 ) X ~&-admin fml@localhost.localdomain

owner-X—1J 01 ) 2~ fml@localhost.localdomain

owner-X—1J) 71 ) Z ~&-ctl fml@localhost.localdomain
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COOPT, WEYEERZT AP RII. X—=J T X +Brequest, X—1J)>VJ1) X ~B-admin,
owner-X—1J V1) 2+, owner-X—J V) Z ~&-ctl TI,

IT1AIUPRE (EEENEP

X=UYT )R & BeRERAP RURERDE T, X—=UY T RDX—
VIE. TOPFRURICERUET,

A=V TR +&-ctl IVY FRNBEPRURERDET, IVY FOH2Y
Z7DP RURTY,

X—=1)>2J1) Z +&-request A=YV J)ZREBEDPP RURELUTCHESEREA
LIZWBEIE. COPRURZERLET,

A—=1J)YJ1) 2 ~&-admin A=Y TR OEBEDP FURERBRDET,

owner- X —1J>YJ1) X ~& BEBAP FLUAX=UYTUR RB@ R XA VB)ICH
WTIS—DREEUCHESIC. IS —X—-)La2EITIC
OO EURESDET,

owner-X—1J) V01 ) Z ~£&-ctl IOVY RENEARAPRUA(A=I VT Z B ctl@ kX
A VBICHRNT, IS—DRELEHBSIC. TS5 —X—=)L
EZIETIBCHDP RURERZDZET,

pX—1) T ) X b -request

BERIEALZFBANA—UITURSERBEBDP FLRELTCHESEBEALZNEGESIE.
[X—=1 YT X b&-admin@ F X1 V& ZEELUTCIIZS, COPRURICKLTX

— VDU R R =N\DEX Y Z—IEXETDCER>DDFTE A,

pX—1)>Y 1) X +$¥-admin
A=V TYZRBEBEDOX =)L RUREEBELTLIEE),

powner- X— VT A HE
A= T ZRNANDERERFC X —)LT—N\DIS—EEHE URBEDIT S —X—)LiE{EN
ZIRELTLIEEN, X=UVTUR T —=/N DI S —Xvtz—IE X=JITIJZR
~&-admin FBITEESINET, )

»owner-X—1) VT ) Z ~F-ctl
X= VTR & ctl NDEETS—DBEDLT S —X—)LXEREBELTIZE0,
FE. CTTEREUZA=IVP FURIEXNISEN U TRNTLZE),
BRIAIPIAOEEIITEXIN HIREBER)IETEFXE A, BWFRELTIIZSU,
X=UVITURARRIAIPRE. A=UITIURZHIFRY DE—REICBIBRSNET,
A=)V TZARXAIINA=1)T1) Z = X/ N(members/actives 2 7 1 JL)DIREZTTL)
T, XVNDRET. A=U VTR BTEFRSNEAVINA=I VTR XN, T
RIEBICAYNEEWUXI)DENEHRETNET,

v IND V(D558
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[RE] | BEULLCASERELET

4.6.2.85. A=V T RXVI\NDIRE

| : demo.nec.co.jp
A=V VAR ¢ testmail

w XTI A IORE

A GVAR A

userdl@demo.nec.co.jp

® XAy

X1 YBZ2RRLUET,

e X—UVITIR

XIRDA—=U VTR FEDNRRSNET,

O A—IIVTIRAEAYN

X—=UIT)ZARAINERELIT,

JE—FIVY RICKDEREDHRESERTDEH. TJE—FDIVYEORI)Y—] & [#TE
{ERATRE] ICURBE. FEE TXYNMANSDOUE—- IV R Z 88ERiR] ([CUICH
BICE. B2 EZFEADTERLTIESH,

BRUCAVYNIURRE X=UYTUZRDAYVINDEDDDSEEICHENNE T, IEEEIC
0B ZBX T DEE A FE L TEREONET,

XYNJZBICIE X=)LPP FURZBRITTREI > THBELE T, REVDTSDOHICK>TIE
ZEDNFHEANTERNBEDDHDFTIDTTEFRITN),

X=)LP FURDGRICHZMTDE. IRV FERSSINFT, FEOHZOEDDHCIT DT
CIFBHTITLIZSV, FEULBWX=)LP FURD, T8ROI S —F T v IR TONIEEA
DT, FEUTELWMBZEELTIZEL),

X=X V)NIE members 27 71 )VICERLUE T, [@FIC actives T 71 )LER A
BICEESHZFT,

116




4.6.2.8.6. RiicR
X—=JYZ 00027 71 ILORBERTLUET,

771 )55 1 ‘homefml vm20a mw._qnes local exsample/log
Bif 0 [F5onsE (BT LET. (oEEE T s eiTERTLET)

8 makefml::passwd exsample user0l user0dl user0l (fml)

8 makefml::mkdir /home/fml/vm20a.mw.qgnes.local/exsample/etec (fml)

Initializing Passwd E [user0l] fhome/fml/vm20a.mw.qnes.local/exsample/etc/passwd (fml)
makefml : :passwd chan
makefml::passwd exsam
Initializing Passwd E

ome/ fml/vm20a.mw.qnes.local/exsample/etc/passwd succeed (fml)

er02 user02 user02 (fml)

ser02] in /home/fml/vm20a.mw.qgnes.local/exsample/etc/passwd (fml)

makefml: :passwd chan g /home/fml/vm20a.mw.qnes.local/exsample/etc/passwd succeed (fml)

makefml: :passwd exsample userOl@exsample.co.jp user0l user0l (fml)

Initializing Passwd Ent [user0l@exsample.co.jp]l in /home/fml/vm20a.mw.qgnes.local/exsample/etc/passwd (fml)
makefml::passwd changing /home/fml/vm20a.mw.gnes.local/exsample/etc/passwd succeed (fml)

makefml : :passwd exsample er02@exsample.co.jp user02 user0z (fml)

Initializing Passwd Ent xsample.co.jp] i ome/ fml /vm20a.mW.gnes.local/exsample/etc/passwd (fml)
makefml::passwd changing /home/fml/vm20a.mw.gnes.local/exsample/etc/passwd succeed (fml)

\ 2 0]
A=UYTUZROOT I 71 IDINZABLV T 71 LB ERRLET,
v RS Y DE5BA

[FDO>Y0—-F] | T8NZNBEERPZER LU TCRISNEIINDT, RBZINTSER
LIZVWBBICE. FDYO0—-RIZE\BTURELTIIZS0.
FO>0O—FURDI7A)VIE Windows DIFE. J—F/\y RFIREZEE
DCRMCEEY,

¢ BHTOO0TRM
v IR > DERER

[T | RFOITHOADRWICIEET DTHEADLET. 0 ZADUEHEEL. 2TRD
LEITDTI 7 MILT A ADKRENHBEREIITRAWETT,
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4.6.2.8.7. X—=1 VT Z FOTDEE

B—7—F: ©FFAILFAZTITS 150 Kbyte &
OO—F—HLAL
L 5
05—+
O0207/4)bEa0—7—F FNETICERFLEOT DI »AILERB U FICOTESEHEL
FLHDE) TDYAMIVI&EBELET,
» 2 71V XTITS
OJ271)IDYA XM CCTTEREULEY A XZEBAZKRIC. O—FT—~Z&ETNET,
HEZAD U, U1 XADBEMZEBELET,
byte. Kbyte . Mbyte DE{INNEIRTAETI,
»O—F— L UEL)
O—7—hkZT0WEE A,
COERZITDE. O 7MIVOABHEESINTNE, T« ADHASNZER I IREMED
HOFIDTEFRLTLIES0N,
A QILUA
AHARFXTOOT I »AIVEKRINZRBELET, LEZE 3 ZEEULLIBEIR.
log—log.0—log.1—log.2—log—log.0... DIBICOT EES(EES) LE T,
0 IFEETETFEA, (14.8.7.2. OTEBEDRTE] EFERZDZFT, )
v KNS > MDEHEE

=E] | BEULZABZHRELIT,
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4.6.2.8.8. X—1)>J1) 2+ HTML
A= IT ) ZRCEBEINIZEESEZE HTML ICEBR L, TS5OYTSRIDCHDEEZTINET,

w A1) ) AFETMLEESE

BHEE AL TR AL @FRALL

OBATE
SELESH G5
OB O 1 v e
OB [0 v [BF|[0 v |5
OElE | Aegg v |0 v |BF
HTMLN — 2 #mfEah: @F ALk
OF Z#)LE-GEFEEY)
iRz —UF R OF T4+
O3—FES
Oa—FER
(e ][]

SR URL [ RICIRNFET,

http:// = X+ 2 &(FQDN FZ)/ml/ X —1J) VT ) X ~&/

(Bl)"example.cojp F X1 Y ED"testml"END X =1V T )X +EDEEE%E HTML B UIZIBE.
TS5OYTSIRI BDIZHD URL [E, "httpi//example.co.jp/ml/test-ml/"[C/FNDET,

O - 5080 HTML Z#%2 9 3HS(E. BaIICA = VT X FDRECTTEBEX—IVERE

FRBREICLTIEEL,

« HTML X—Y&RMER. BEXR-IRFMADI-—TERIE. ENZE1N MHonArc
(Mail-HTML JY/\—%), Namazu (BAEBEXERY AT /) ORENUECZDFH
g, BEIE T2 EETERLESN,

*EBEX-IILPPEUR
A=Y TR EBE-ERXRTN—IDRMICEEUEAXA—ILP FURZBALET,
F2. HIML ARX=YXRTHERICT T2V EEERED) ) ZBRULCHESE. BEN-IYDR
MICBEEULEA=ILP FURZBA LI,

FEE 568

BAUGRW | X=)LP FUREEBASNEE A,

BATD Frv D URIHE. BATIBEEDA )L FURZFALET,

\ J=EIEE ]
A=V JV) R B0 HTML ZHMEZBENICRTRNET,
&2, HIML ARX—=YRTERICT T2 EEERED)) ZBRUCHESE. BRIVYT VD
ADEFHEABICHIENET,

F=REME | 516

Y | B}EHEEMICLET

B3 | BEEHEBMICLEI. BREHUNEBEOFHSIUTLDERIETI,

REE 5768

s EHIIEHBEMEEELITT. (B) 3 BEE

B8 XX & YY D EHIDIBERIUDEBELET, B) 8B3 0 D

BE XX BB YY i | EH I BEBDEBRIUBHEEEELET.
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() B8 BB 2 65

¢ HTML X—YRTER
HTML X—YDXRTEAZIBELE T,

FEE Gz

T2 | TIAIWEDORFHEANTY, F—D—FREDT VI T —RAEIHDFEE A,

T2k | TOIANWEORTEATY, F—D—FRROM VYT —-RDBHDET, &
BRFBD) | ®R=—IDORTERLBMUTXIDEIRTETT,

RIEE 5528A
FTIAIU T4V ORI TY,
1—%¢&H Namazu DT YT —kF 4 LD RUERBELET,

mknmz VY RO""T"A T3 VIC5ZB3I8&IBELT
<EESVWAERBRBBEETTIAIL R EZBIRUTLES0),

A—HYFEE | MHonArc DUV —X D 71 )LEEE LT,

Mhonarc VY FD"refile"F T 3 VICH5ZDSIMEEBE LTS
(Mhonare [CFFUL<BWNRESIE T2 T2 TTI2)0 EGEERED) ]
ZBIRUTLIZEN,

;, + InterSec/MW Tld, BRMIEBTIE, OSS @ Namazu Z{FERA L TCLNET,
/20 |« InterSec/MW Tl3. O2% HTML TIRE Y DIEHIC, Perl 221 T ~T#H2 MHonArc %=
EALUTNET,

v NS > (DERER

[ER% « EH1l | BEUCAS TERRIUEH LI T,

(BUBR] WESN TN DANBZHIBRLE T,

5100 |+ HIML XTEROERZR B DHER. —EREFZET U CHSHER - BHERTL T
=ty AN

« A=UYT R EDEREINTHRBEFDHRE. HTML ZETENXFET U TRRSN
BDHBENDNFTT, BAFEBESE Subject DX —)LEX =) VTR FTEIBIDCEICK
D, ZNUEOA—)LONFEITZO#HIT D ENTEET,
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4.6.3. X—)L'Y—/\(dovecot)
X —)UtF—/\(dovecot) [CHBRERELETNE T, X—)LT—/\(dovecot)ICIFUTDEERBBENHD DX
9,

BIMAP T —/\58%E

BPOP3 U —/\5&8%E

BIMAP/POP3 U —/\H,@587E

B X —)VIRFESZEEHEE

BSSL sFAEEE

POP3 overSSL Z{EAT DIHE. X—ILDI S+ 7PY O oDEHiM— ESIE 995 BICERELTIES

L\ IMAP4 overSSL Z{£AT DHE. MN— FESIE 993 BICHELTIESU),

0| SSL [CDU\T

SSL &, BEZESIET DD TO LI THOD., @FT—/RICFIBEENMB T,
InterSec/MW DIHE(E. BARICEBENICEBSBSBDIBEEN' 1 VA ~—ILEnNET,
CDFBREDBEMEARE 1 F£ T,

IMAP H—/\D&E

IMAPTH— SO{ER: HFRTE e fERLEL
H—+EE:

SSLIEmRT —FES:

¢ IMAP U —/\DfFH

IMAP U —/N\Z&EATDMERURNEERLE T, T4V EE HRAURNTT,
REE 5788
EATD IMAP U —ERZEBRALZET,
BARLEN | IMAP U—EXXZEBRLEIE A,
¢ h—LES

A =)L —=/NUMAP)DERAT DM — B SZEBELFT, BRI 143 ZBELET,

BESHHEISE, 1~65535 EIRDFET,
¢ SSL #iGAN— ~ES

X—)LY—/NAMAP)HOMEA T D SSL FFIFDIN— FBSEBELE T, BFE 993 ZEELE

9, HEEEIE. 1~65535 EZNFET,

v IND V(D558
&l | BEELZATZHRELET,
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POP3 & —/\DEE

POP3HH—/ A FEHTE o fFRALMGEL
h—+&ES:
SSLEE AT R

¢ POP3 & —/\DfFS
pop3 U—/\ZEATDMEALBNERRLET. TI2/HE BALBNTY,

FEE Gz

EAETD pop3 T —ERXRZFEALZET,

BALILY | popd T—EXRZFEARALEE A,

¢ R—LBS
X =)L —/\(popd) HMEA T DRN— FBESEBELZ T, BRIE 110 ZIEELET,
RTEEREIE. 1~65535 EIRDET,
¢ SSL EfHAN— ~BS
X =)L —/\(pop3)WMEA T D SSL EFHFIFDIN— FBESEBE LTI BRIF 995 ZIBE LXK T,
SRTEEREIE. 1~65535 EIRDET,
v 1RS> (D5

[2RE] | BEULLCABZRELET,
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IMAP/POP3 t —/\(Dit:d

)"a'%l
Al

= IMAP/POP3Y —/ U@ EF

P 7 —ADER: LIPv6EfERT S
SSLEES{askE: [E2E] ALLHIGH IMEDIUM:ILOW +TLSVT1SSLv2:485Lv3 v
& IPv6 1 5D 1 —2ADFH

IPv6 1 V5D 1 —R=&FEAIDBEIL "IPv6 ZERIT D DF T v IMYIADF T v IREE
7oTCLEEN, TIAIWHE "FxyIBLTY,
REE 5768
BFTvOHV | IPv6 P RUREFRBLEYD,
OF T w23 L | IPve P RUREFBALEE A,
SSL iBS{tEE
SSL @EICHRNTERATIBSILDEEE N OBIRULET,
REE 788
[4] TLSv1~TLSv1.2/f5S{t8E: S
[3] TLSv1~TLSv1.2/f5S1t38E b
[2] SSLv3,TLSv1~TLSv1.2/i5S{t8E: S
[1] SSLv3,TLSv1~TLSv1.2/65 St 38E: &b
[B#:57%¢] ALL:HIGH:'MEDIUM:!LOW:+TLSv1:!SSLv2:+SSLv3 BERE(B
v NS > (D58
S2RE] B LIZABSZRELET,

A= )VIREFEEESEHKERTE

n AL RIFEEE SN

A= REREES AR

v NS > (DERER
(X —IVRGEELEEHERTE] | XA—IVREFBEESDREETNET.
— [4.6.3.1. X—-)VIRFESESHEERTE]

SSL SRS ERE

m SSLEEASETR

‘ SSLEFER=ER \

v RS > D588
[SSL 3F8RZ] SSL SFBRZEDER/E IR ETUVE T, — 4.8.11. SSL SIBAEEIE |
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4.6.3.1. X—= VIR EB2E5MEEST
X — )URFBELEETFICREIDIREETINET,

B AR FE S S /S8

AU EFEEEE1 A LEFEFESE? A EFERiEEEm

AL FRTFERE S {ERT2 @ {@EALAL
A FRFERES T w0 %

A= FREFERES AT
=S
{Fram):

S
(Subject):

m

Fatr—id
T

1B F0A— ) A {SEEE
RFFEE T Ay — A ILEE TS

A HEI—H5

E{STT
(From):

S
(Subject):

Fatr—id
T
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* X—)VREFBEES 1. X—/)VRGEEES 2
A= )VREFBEEER. 2DDTELEEEEIDENTEEY, EE1 RKVES20EE
EHDBX TREET > TI/ZEL,

¢ X —)VRGEEEGHEE

IEREEE S
ELEERS) X—)VRFEEBESDHEZENC L. X—IVRFESESHTEHMEZERT
DBEITERULFET,
AU | X-VREFEBZESOHEZER LEE A,

* X VREBEES/\—2YT—Y
X = )LDREBFBENA—ILNY D RCEIDHBTONTREBEICK L. BESNLERESSNDE
LIBSIC. EEX v EZ—IZX—)UICTEMULET,
REQRE/RMEIL 1~100 TY,
* A )VREBEESEXyEZ—Y
» = {E7t(From)
BEEEX—)LPD From P FURAZEBELZE T,

w0 | From OF RURFRE, PYIILTST v < >)TA=)LP RUREE SRR TANDL
EES | c<r2al), EONTUVRNIES. From AvS —DFR ERETER0VED, From 7 RLU 2
MEHENEL A

> 1 I )U(Subject)
BEZE X —)LPD Subject ZIEE LZE T,
Xy RZ—IAERXZ
BELEX—)LDAXEANLUFET,
& BRI X — )X {EETE
PREBEESEXVEZ—IBEX—)LEETD

IEEENF EeS

BFTyvDH0 | BEULCENGICA—-)LZXELET,

OF T v DU | IBREUCERGICA—ILZXELE R A,

>S5

BEESA—IVPDEERP FUREEBELET,

MIRIA—T5EIEF T Y IITDE X—)LEERP FLURICKH U TX—)ILREZETNET,

»XISTT(From

BELEX—)LPD From P RUREEE ULZET,
»5 1 |)L(Subject)

BELE X — )LD Subject ZIEELFE T,
Xy 2—IAERX

BEEEX—ILDAXZANLET,
v RS >V (D5RBE

i

[527E] BREUCABZRELE T,
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4.6.3.2. X— VIR EB=2E8340
X — ) UVIREBEDBEEXICRE T BEEETINET,
B )RR ES SR
Al-FEEFEREES1 A EGEREES?2 A liEEEEiEEEn

BOTElCEFOT S WBFIE S @ BRI
AR RSB At L

ES T

(From,):

S
(Subject):

Aatr =i
FIir:

1BFIA— )= {SEEE
FrEEE T At — A —IlElE TS

#ASIE &I —HE

=S
(From):
A b )L
(=ubject):

Aatr—if
Foir:
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¢ X — ) VREE B EEA
BARENOBX TREET > TILEN, X—/VREFSEBBELE. X —ILEETAOBHD
REBENMTZET,

& 585%EICBHT D

IEREEE S

ELEERS) X—)VRFBEDBEMEZENC L. XA—/VIRFDBEDHEZEAT D15
SICERLUET,

AU | X—-UREFBEDBEEIDMEZEER LUEE A.

¢ X—\VREFBEBEBHIX Y Z—Y
» X {ETT(From)
BEEE X — )LD From P KL 2EEE UET,

w0 | From OF RURFRE, PYIILTSTy < >)TA=)LP RUREE SRR TANDL
EES | ¢<r2al), EONTUVRNIES. From AvS —DFRERETER0VEDH, From 7 RLU 2
MEHENEL A

» S -1 )U(Subject)
BEZE X —)LPD Subject ZIEE LE T,

XY E—IEX
BEESEXA—ILDANZANDLET,
& BXIX—)LiXERE
rRESEEBEXvE—YEXETD
1BEENE EES

BFTyvDH0 | BEULCEAGICA-)LZXELET,

OF T v DU | IBREUCERGICA—ILZXELE R A,

RS
BEESA—)VPDEELRP FUREEELET,
»XUS 1 — %58

IEEENF S

BFTvDOHD | X=)LDEEBTTIC A=V ERE LT,

OF T D18 | A—=)LOREBTTICA—ILZRE LEE A

» = {E7T(From)
[ELE X —)LPD From P RUREEEULZET,

w0 | From OF RURFERE, PYIILTST v < >)TA—ILP RUREE SRR TANL
EES | c<r2al), EONTUVRNIES. From Avd —DOFRERETERUVED. From 77 RLUZ
MEHENZEL A
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> 1 )U(Subject)
BEEE X — )LD Subject ZIEELZE T,
Xy R2—IAERXZ
BEELEEXA—IDANZANDLET,
v 1RS> (DE5BE

(527l BREUCABZRELE T,

w0 | X—)VREBEDBBEIF. X—)LRAT—)LDIREBSEN ManagementConsole( R X+ V&
1238 M—YEHmen) » INM—YiEHRiEE] BEO[T + 2D LR(X—)LRT—)LA)]
(MU, "T 1 RO FR"ERELUFT) THRESNITY A XEBATINEBES XTI,
« X—)VRFBEBEBIIX —)UIE. X—)LDREBEZBB I DU TNDKRRIBSICEESN
ER
—X—)VREBEEBBLTCNDRETX—/)LEZE LI
CDF, SIEURX=)VEAXA =LA T —=)VICBIMESNEE A,
—X—)VREBEZBBUTCNDRRETX—ILDS 1 PV ~FIMAP EHR)HDSEEX—)L
DEEFEH T 2 I NDIBINORESREREZRCIROIE
EEBH I A IVIORESRED 2 IWINDX—)VREFEIRCBEHNFEE A,
—T 1« RDERD 110%Z#BR DT+ DX —)L&E=E U
CDF, SIEURX=)VEAXA—=)LRAT—=)VICHBIMESNEZE A,
A= )VEBIM U TET «+ D LRD 110%&ZBRRENBSIE. X—)LRAT—)UIC
RESNA—IVREFBSBEDIRICIEBZRDFEE A,
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4.6.4. X—)U3Y FO—3(mwmct])

[ AShRER |
C euREEE |

4.6.4.1. 2/ HXTERERE
AN REEZTVNET,
[4.6.2.6. Z/NAXTERIEREERTE] CRA—DBEBEZRTUE T,
4.6.4.2. EX—)VIRFHRE
EX—)VREFHEEZTET,
[4.6.2.7. EX—)UVREATY 3 V)| CA—DBEEZXRNUET,
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4.6.5. WEBMAIL-X tf —/ \(webmail-httpd)
InterSec/MW Tld. 2TV 35S Y REENT D ET T'WEBMAIL-X] ZfERATEET.
Web X—)LT—/\DHREF. U—ERBEDO T'WEBMAIL-X T —/\(webmail-httpd) | H'517>TL /2
=0\,

WEBMAIL-X B —/X(webmail-httpd) ] Z2'J) w23 2DE TWEBMAIL-X t —/ \(webmail-httpd) | D
BERZXRTZLUET,

5100 | BEIFICFHEAE U C WEBMAIL-X ORSEHRS 1—US5 12 AMME L TNET,

WEBMAIL-X #5555 —/\70 b D)LV CKHIHIRAEES)

MHBARETCIE. 0 FDIVEBRIDEENRISNTI DT, FBICHIZ>TIE. X=)LT—/\D
AEBFREZE+DICESTUIED AT, CRIALESL),

Web X —)U—E ZDIEBBIRIGCHVVT T'WEBMAIL-X| TRBETE3T0 ~JLOBIREBEHR
mENEI,

Mpop EFHZEEA YT D) [imap EFEEAITDINDEBES5NERIRLT BE] ZBTFLTIES,
BR. —ETJORIIEBRULZEIL. BFIDCELTEFEADT, +DISEFRELTGERLTL
1Z&0\,

BRI DBEEE. YRTLADBA VA L—=IILINBERDZEY,
WEBMAIL-X OCHAICIE. Bl& [WEBMAIL-X)] S+ Y XDOBEANNETT,

w WEBNMAIL- X B %+ — i 1P 0k

w VTERMEATL X RREEE Y = Wt =) TE0k Ean

FEWLL, ~BosNiyET.
B T DR TR .

WEBMAIL-X #ff4H —/\70 F )L 70 L DJJUERER)
BIR%., [WEBMAIL-X ##554cH—/\TJ 0O DV GEIRLIZTO R DUHRREINE T,

= WEBMAIL X &Y —/vJaka)L

s WEBMAIL-X &g A—) L —i70ka)l, IMAPEEFFIR T2

130




WEBMAIL-X EARE
WEBMAIL-X ) —/\(webmail-httpd) DFREZTUNE T,

W 2or1El

KeepAliveTimeout: 15

Listen: 10080
Serverfdmin: root@localhost

Timeout 150
M preforklER

MaxClients: 50

W ssLIEE

SSLAE: SSLEER TS
IEE{lasE: SSLv3, TLSV1/BE S 1k4 —EH : 128bit- 256bit -

Listen: 10443

R

¢ EXIEH
»KeepAliveTimeout
D354 ~ED KeepAlive E#fICRET 2@EY 1 AP D FEMETEELE T, BEBIE
15(f)TY,
»Listen
WEBMAIL-X & —/\Q'JF SSL@ECREAI DN — FESEBELET,
DT —EANMEAT DM— FBESEBERBULEBNXKDICUTLIEE), FIZ 50080, 50090,
50200~50399. 50443, 50453 CIBE CEF B A, BIFEIEIF 10080 TI,
rServerAdmin
WEBMAIL-X U —/\EBEDX =)L FUREEELZT,
rTimeout
DSAPYSEDBETALAPD FEMETEELE T, BIEEIL 3007)TT,
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¢ SSL 188
»SSL HEE
WEBMAIL-X & —=/NEDBEICHNT SSL@E 27 DN EDINEBE LT,
SSL @521 2%E(3. [SSLEIASEEIZPT U 4.8.11. SSLIIAEEE BAEICKNT
Y —/\GIAEDER. BENMETY,
>SSL &I D
RIEE 5768
BFIvOHD | SSLEEALET,
OFTv DL | SSLZEERULEEA.
v NS > DERBA
[SSLIBAEEIE] | SSLAIBAEDIFR/ERETNE T, — 4.8.11. SSLIAEEIE

rESILEE
WEBMAIL-X & —/\&0D SSL@EICRINTIERB T DEBSIEDIEEE N OBERLE T,
BIEEIL ITLSv1~TLSv1.2/iES{t®E: 5] TJI,

FRREMB 57268
TLSv1~TLSv1.2/lES{tE8E:S BEREE
TLSv1~TLSv1.2/f8 S8

»Listen

WEBMAIL-X Y —/\A' SSL @S CTEA I 2/h— ~BESEBELE T,
DY —EXNMERT DIRN— FBESEBRURNKDICUTLIEE), F/Z 50080, 50090,
50200~50399. 50443, 50453 CIEE CEFT B A, BIFEIEIF 10443 TT,

v RS > (D588

RE] | WEBMAIL-X EAXEREICIERE UIERBZRELE T,
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WEBMAIL-X t —/\&E

WEBMAIL-X —/\OBEEAHZHI I,
WEBMAIL-X & —/\OEEBBEDOEATIAR [WitchyMail EI2E V-2 2L 2R LU T IZE0),

o

= WEBMAIL XY —/ &1

WEBMALYS </ B [ WEBMAIL Ky — | E18(SSL3EH) 1

WitchyMail BBV =21 7)UIE1 VA E—IUT + DD Mmecldoc/witchymail [CIEHASINT
NEH

NS > DEREA

[WEBMAIL-X T —/\&EE] HTTP ##:C WEBMAIL-X EIREBEZHEEI,
— [WitchyMail 1 2&~¥_17°)l]

[WEBMAIL-X tf —/\E12 HTTPS £t C WEBMAIL-X Bl EBEZHREEI,
(SSL 50 — [WitchyMail €12&~¥_2177)U]

LR XA UBEEBULHBEE. WEBMAIL-X U —/\EEBBEOERE]- [V RT ARE]
EAREREEEBEY-—NICERALYDY3— R RBZERELTIIZSU,

WEB 75D 05 WEBMAIL-X [C##t 9 D8F(E. IUTROD URL ZEE L TIES0),
07+ YEA T PADY IRE R A YA-FDBEE. X—ILP RUR)E/RD—RE
ABDLUTLIZS0,
N— +ESE. BWEBMAIL-X EASEE T Listen [CIBEULEESEANDLTLES),
—http//FRINZ ~B(FQDN #z0):10080/ (SSL KB
—https//FENZ B (FQDN #21X):10443/ (SSL {EFE85)

« WEBMAIL-X ADOT 1 YBDAXFINFIEEICDINT
WEBMAIL-X ADOJ+ Y THEATDOT 1 VBICDNTIE AXF « INXFEEICIEFEIEE
TIN. B5DHE6F WEBMAIL-X (2> —HEHEUET,

COEMEZBIETBIEHIC, OT 1 VBICAXFNRAT DHE. RAEZTHRNXIRETD
CENTEXI. IVY RSA UNSroot PHADY RTERED 71 ILDOEERE CEBLET,

REXTR T 7 1)U | letc/dovecot/conf.d/99-wbmec.conf
REND | UM OREITEREICERLR LET,
auth_username_format = %u
REMRTHE., MRDIVY FZEETUT dovecot U —ERZBEEILCIESL),

# systemctl restart dovecot.service
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4.6.6. 71 L2 k1) —/\(openldap)
TAUD RS =NDOEBEETNET, AEBEE. MW £E@ LDAP H—NICKDI1—TERBETOES
[CERELTLIZS0N,

u 7L 21—/ $(openldap)

[(RILFTAEE—]

T F<AZE—N @FETD OFAELAGL

HZ2./—F ID /—FIP

|1 ||must_be_lucal

(®) |2 ||must2_be.local

|
|
3| |
|
|

4l

5|

®VIVFVRIE—F
MW —=/NCRNT, —DDRXA VEEHDO MW U —/NTEEIIHEIC RATD) ZER
LT<EEly,

¢EC/—F
BY—N\D/ — ORIV EF T v I LET,

¢ 1D
ID ZIEELE T, —DD XM YZRHEETEEIDIINTO MW B —/NIZHWNT, @UID,
B/ —RIP ZEEI IMENDHDET,

¢ /—FIP
VILFI R ZEHT D MW DR RE (FQDN) ZIEELE T, —DD XA VY ZBHETE
BIIINTOMW F—NCHNT, @UID, AU/ —FIP ZEBEITINENDHDFT,

v NS > DERER
=E] | BEULZABZHRELET,

?, NIVFVRAYE—FDEEIE. FXAVDEREICHNT, RET—/\DfRELEIC TO—HILD
/L0 | LDAP Y —/\NEEET D] BIEEULE RXA VICXHUTORETY

(O—7)LD LDAP Y —/NEEET D | ZIBEUIC FAA VEERULCEE. T LD RUY
—)\FREDEESTAETEBA. —ERXAVZHIFRITDIUEN DD LT,

£o
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T —TEREE
WEBMAIL-X OEREAE CIERULZTIL—T ID 25K LE T, BIETUERBSICEEL TS
Ve CCTTERULETIL-TID I A—FEBNEICI-—UNPABI DTN —TELTEEIDCE
NTEFT., A—FBNEICIETIV-TBEFEARLET.

n 7 )L —EREEE

| A —TiEsmEE |

v IS > DERBR

[(DIV-THREBR | BEUICASERELTT,

OJE&E
O4aEh ®HATE Ol
& 0JDEH

LDAP H—/\QOTBHEEELET. OTEHENTBIC UEBSIE. LDAP DRFRIEEEIC S
NTBEENDBRED. MEBICH L TEE LTS,

REME &6

BHID | LDAP H—/\DOTZEHEHNLET,

HEH UL | LDAP H—/N\DO0ZEH UG DI #)U B),

v IND > DEREAR

=E] | BEUZRBZHRELIT.
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4.6.6.1. )\ —T1EHREE
= )L — &R

GID HIL—&
| | | |

¢GID
WEBMAIL-X DEEREE TR UIZTIL—T ID ZIEELE T, #Filld. WEBMAIL-X DEEE
A4 FESIRUTIES),

*JN—TZ
JA-—ENEICI-—UNEI DTN —TEUTEEI DI —TEEEE LI,
v IR > DERER

[2RE] | IBELLCABZRELET,
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4.6.7. Web t—/\(httpd)
Web t—/\(httpd)[CRE T DEREETVNE T,
Web t—/\(ttpd)lE. UTFOBE@ICOHNTNET,

WEARERE

EMIME 5+ 7

WES{ERE

MURDRISEFBLUTIYRTLAZEARLUTEE),

* Web T —/NICRF 2 XY FERHETDIBEEE. HODUHISAPY FMUITIYT VY ZE/ERK
L. ftp P samba IRETI P A IV EERET D EZREDLET,

+ Web U —/\TRRSNDI— LT LD RUE ZOECEBMNDI 7 1IUIE. SA—TDOAE
BERO>TWNET, FE&FA—TOR—ALT LD UG SA—YORABEESRE > TNET,

CGI ZaJ S LADFIB
CGI 7O S AZRATIEE. UTFORITEFRELTIIZEE0,
o FALOUKUDEE

CGI ZRRAIILHICIE. HSNH U CGL Zijt I DT « LD ~JIC CGL ZXR{T T DERZE

S5Z2TRIMUEDHDFT,
BERD) T ~EBEDORE
InterSec/MW [ VX b —)LESNTWNNDEER DU T FEEBOPTUT -y 3 VDEE. U
TOKDICE>THRDFET,
CGI TERT/N\RSEZEN T DRI, UTRDNRZER LTI IZE0),
2D0UT & T UORUNZE
Perl /usr/bin/perl
PHP /usr/bin/php
Python /usr/bin/python
Ruby /usr/bin/ruby
PHP ORI

InterSec/MW Tld. PHP5 22U T ~Zxtm L CET, PHP5 2D T I, phpl DOILSK
FCEFRINTNET,

SSI ORI

SSI Z{#AIDHEIE. T UDI RUDERET. [SSIZEAID] 2FTv I U TIESh),
SSI Zf#R U2 HTML 2J 7 1 JUDYRRFIE Ishtml] ELUTIZES0N,

SSI DFREZBMCITDICIE. FXAVEEBEEAXAZ2—DIWeb B—/N\J DT+« UD HUJEE
KO TSSI ZBMICID] Z2F T v DI UTEREL TS,

IRE =X > D Web F—/NEII, IR A1 VEREDERIC [Web U —/\E | ZRELLHES
DIHERTEET,
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EARRE
IGNTD Web U—/\(httpd) [CHESIREEZTUNET,

H— R 80 443(SSLIERD)
SR e 180
S LTIk ET
I —tEERR:
)L —HERR:
T YOBENFI -
TR0 IRE: 47 V|

=

¢ h—LFS
Web ' —/\(httpd) DE R X1 VDIR— +BSEXRHZLUET,
[4.3.2. XA VIBEHREN] BULIE M4.3.3. FXA VIEHiRE] D“WEB PO RZAN— ~ES”
TIEELLZEERDET,
w0 | BECRTSNDS [TR— &S] [E. REXS Y TERASNSN— FESOBRRLET,
EEs | (R R X1 Y THEATBIR— FBSREIXRT LI A, K— FBESEERITINENH DB,
RIE R XA VDR XA VEEBIBEERD WEB PO 2 2UR— FBESHKU WEB PO ZRRN—+&
S(SSL BRI TRASNDIN— FESEER L TS0,
& AR
BAICERYIEER DS P Y M EIEEELET,
® BRI LPDO
CCCEELEZMNE. D351 PV EDBENRITNIE. ZOBRSIUINCTEDEHELET,
& 1R
Web tF—/\(httpd) DD 71 JUICP O LR T DR CCTEEULEI-—YDEIRT PO LET,
AEICERSINTNDINTOA—YHEMRIEETI, MTDFFAICT, e Zi7 > T IES,
cEBRXAYOI-T [A—T&]
RERXrYOI-Y [A—-v&lelTIL—-T%]
T2 7))L TI3. nobody EIEIRDIER UNMFZRNPADY MER>TNET, RHICEETD
HUENRNHZEIF. BEURNTLIES),
& J)L—THEIR
Web U —/\(ttpd) D' D 7 1 )VICP ORI DR, CCTEBEULEIIL—TDHRTPOEZALZE
T, REXA VIR EXA VICXHMT DT I —TBEEEL TSN,
T2 )U FTIE. nobody GRIEIRDIER UNFERNPADY B ER>TNET, HICEETD
HMENRNHZEIF. BEURNTLIES),
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¢ I VTIVVYOBRENFI— R
BT D Web IVFTYVYDIVFT IV A TH text/plain HDU)\E text/html DIBFEDNFEI—
FOBIEEZRTELX T, "KEXE"ZRE LLHESIE. COFREBRZTENIL LTI ("Off' E[[FRK),

nElE 25468
On Apache RBIDT I # )L EXFE W b 150-8859-1 [CERESNZK T,
Off 1YF Wb META BECIEESNEXF Y ROBRICEDET,
UTF-8 UTF-8 [CRESNET (T I 2/ M),
ISO-2022-JP | ISO-2022-JP [CREINFET,
EUC-JP EUC-JP [CEBESNFT,
Shift-JIS Shift-JIS [CRESNF T,
REH JYFYYhd) META BRTEESNENTEY FOEMICEDET,
v | DYFYYONTI-REER. TSOURITONHET EEESE B EHICEROIYTY
B | wncsmmiciEEanac ca e LT,

¢ KA BOTRE
OV IREICEIT DR R FBDOEZRIBBRDEMFZIEELE T,

IEREENF B

2 HEULIBEE. BHind IP [CXT U DNS SIEZ17HhF PO ROTICEHITD
IP 77 FURDF &I E T,

DNS /N7y FZERSERICEICL T Ry I =D 35T« v I ZERB K
OB#%7T DNS SIEIC KDV AR Y RERZRESCBE<BNBE. "ZD"ICE
ELTLESHY,

zY HEULCHEE BEHmmd IP IS U, E5IEZTN PO ROTICRRA NS ZS
W UET, WEB PO RRfFHT T, ERIDV DB ETVEVNEER— "FY
"CERELTIES0,

FI) FEULHEE BEfmtd IP IS L, E5IESDRIC. ZORRICWUTIESIEZE
TVET, MRAFBZERLDEBICHEE LUEVNEEI, "I TILCEEL TS0,
v IND > DEREAR

[B2FE] | BERREICHEEUCBRESRELI T,
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MIME 5+« 7

B MIMER-1
MIMEA-(TDEE |

v IS > DERBR

AV =Ry FTOT =V DEZEICERIT DT YDA T
[MIME 5+ JD:%E] | 2800 « Bl D ENTEET,
— [4.6.7.1. MIME 5+ J D& E

ES{tEE

m B S{AREE

FEE{ba8EE - [TLSvI~TLSvI 2EES{E3RE 3 V|

=

H

¢ BS{LEE

BSILREZE NN oBRLE T,

REME 8768

TLSv1~TLSv1.2/i8S{t58E 58 BrEE

TLSv1~TLSv1.2/8ES{t3&E b

v IND > DEREAR

[27E] | BRUCEBS(IEREZRELET.
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4.6.7.1. MIME 5 1 T D&%E
MIME 541 70BN, HwmERIVEIFRETNET,

1#tF MIMERA BT
text/html shtml
application/x-x509-ca-cert crt
application/x-pkesT-ctl crl

& 2IF

&l | MIME 9+« &8 ULET, — 4.6.7.2. MIME 59 D800

MRE] | MIME A+ J&HRELZET., — 4.6.7.3. MIME 5 1 TDHRE |

[BIpR] | MIME 9+ JZ=8IBRLUZET,

& MIME 517
MIME &+ J&&xRLFET,
& ik F
MIME &+ JICximg ik FaRn LE T,

F2#)U k MIME 9+ J(R&EFRD)
FTIOAILETHEESNTLND MIME 54 TJ&XRnRUET,

MIMERAT Pk
application EDI-Consent
application EDI-X12

& MIME 417
MIME 541 J&&xmnUZET,

& HiskF
MIME &+ J(CXIi g DIhsRFERTLE T,
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4.6.7.2. MIME 54 7Dl
MIME &+ T DBNETET,

MIMERA

AR

fa
frit

& MIME 947
MR F XM TR MIME 5+ J&IEELET., MIME 51 JId type/subtype DT TIERE
LTLIEEL), TTT. type & subtype [d. ¥BEMFEUTOEEILZEDHASHE TIERE

LC<L<iEEly,
A $% & 4. | ~
& HiskF

MIME &+ J XYY 1 DILEFEBELE T, EHEHRIETI. )
By MISD NIRRT OEATEELET,

BEIBEI DHEIE. FH/HAN-RX, HANFITRUD TEELET,
v IR > DERER

[(E27E] BEUIE MIME 5+ J&RELFET,
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4.6.7.3. MIME 5 JDiR&E
MIME &+ T D#REETINE T,

s MIMEZ1 JOIRE

MIME=Z-17 text/html

.shtml

G e

o3
frit

& MIME 5417
fREZ1TS MIME 5+ JERRLUET,
& fhRF
MIME %+ TSy DInRFEIEE LE T, EMERTETT, )
Ry MIEOD FIGEF) OFRATEELET.
BHIEE T BIBSE. FABAN—2, HRANERITXD TEELFT.,
v 1R Y DERES

[(E27E] BEUIE MIME 5+ J&RELFET,
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4.6.8. R— /Aty —/\(named)
DNS QY —E RN FATEETY, DNS/DHCP #IbA T3 VDS 2V RENICKDE 1 —2ED
IZERBZERIETDCENTREC RN FT,
s Ea—0EE
- ACL DEIE
- DNSSEC D&E
R—ALAY—/NT DNS U —/\DBEZRCREIICHIZ>T. BELETNERZESRNCEELTEa—
DFREES =V TORENDDFT,

GLE]

J—V&T)I—TEUTERERLU DNS US54 7Y hA\DMBEHIEHT SITHICHE UE
S, ATV VSA Y ADENICIDEERITDCENTETET, BIURNBEIL.

FHARRED. “default”l 2 —DH TERSNFE T,

BIZIE BHBDI—VICDNWTAERY RO —=DICEBT DI S PV D SDBEIRRE
RIS DS ENDRY FD—=D (A V=R y FxE) NEDEZBRIFARBRICXIT
BDMBZRISDABICUENEEG. WERY FDO—DBITOE2—ENERY RO =D
BIFOE2—ZFRLET, WERY ED—=D@IFDHD DNS Y —/NIsEDBEDS
Gld. —DOEa1—-ZFRLET., Ea—E. EFROE1-—BZRETEET,

V=847 | DNS U —/\D'HDY—VICH U TCEDLDSBEZRCRONEBE LT,

V=V ATCIE TRRY— (J=NITRU=T (J=)1TRIT (J—=)] T#g
B =N TeEY R (V=) O5BENDDFT, RETII—BRHICERIND
WRY—=I=V ] TRU=TYV=>] TRV =] OBEICDNTEHREALTNET,

DNS O —/\DBEL, T2 —DIEREHRE>TIIZSW, RICERLIZE 2 —[CDNTY =Y
R LU TLIZSU), ¥ERIRRETIE, “default’Ea —ZAF L TNET, RHICEEOE 2 —Z1FKT
DUENSBEREF “default’l 2 —ICV =V 2K U CRIED D FE A

DNSH — /G F

Fa—A (AEE)

-
——--
-

=
-
-~
-
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Ea—-&V-—-VnRER
o VRV —VDIEF
NRY—=V—=Vd %ZZBIDV-—YDOULI—-REEELIT,
VRY—=V—=VEEEBTDDNS U —/\E,. DNS US4 PV HSDZFIRRERICKT
LT T 2RI RIERZRE LET,
N =V—=VDEEL, [T—EX>DNS U—/\>E1—DRE>V—-VDRE] BED 5
171 I Tmaster] ZEEL TSN,

DNS H—/\ DNS 547k
vxa—y—y < ﬁﬁgggﬁ%?‘s lllll

J—oLa—F | LLGAIRARR...

VA==V

o AL —TVI—-VDEFE

AU=TV=VId ZHITDV—DLI—FOBEREIHIZNFEE A,

A=Y=V EUTRESNLY—VlE, Y=—YDIRTOLI—FZ&E, YVRY-I-V&EE
BIDDNS -8R LET, AL—TVIY-VZEEEITDDNSI—/N\E V-rDLI3—
FEBE LR EDMONE VR = =V DIFEE[RRIC DNS O35+ P hDSDBRIRRE
KICXT U CERIERRIERZBRE LI T,
AU=TYI=VDBEG, TH—EZXS>DNS U—/\>E1—DRE>Y -V DiRE] BED Y
1] IC Tslave] ZIBEL TSV, FE. BEEOD Master] ICVRY—V—-VEEERITD
DNSH—/\D MNP P RUR] ZREICEIDIOVC)ENMITTHEELTIIZE0,

DNS H—/\ DNS H#—/3
TRA—J—> AL—TJV—>

HEL
V—rvLa—k

J—rLa—K
EEEEEEEEEEEER

2THOY—rLa—KEaE—

NRY—=I=VERU=TYI-Y
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o XY —VDIER
RV —VId, ZHITDV-—YDOLI—FOBERBERIENEEA.
gk — Y DHBE. DNS US54 PV D 52T BaIRRERERESNLERSLY —/N\ICEnX
LET,
RV —VOBE, TT—EZX>DNS U—/\>E1—DRE>Y -V DiRE] BEOD 517
(C Tforward] ZIBEL TSN, FE. @BEED Forwarders] [CErXstt —/\dD TP )7 =
LR] ZREICEZZDI0VG)ZENMITTHERE LTI ZES),

DNS H—/\ DNS H—/\ DNS 9547k
4 llllll % ﬁlﬁﬂgj$%l$ lllll 4 llllll % l-ﬁlﬁﬂgjlk%l$ lllll

BRERRICE
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o IBEEH

CCCld, example.co.jp F XAV EFHDORY D —D(CDU\T DMZ EICHEIDIT EREDITIR
J3IC DNS U —ERZIEH I DT —/\D DNS #E2£hIZ50E&H LK T,

InterSec/MW (&, RBER Y ~D—2(192.168.0.0/24)D' 5 DB FIFFRBRICKT U TIERBIR W BD
— DD IP P RURISEORIREBZHB TR ABIRY RO =D VH—Ry D SDBRIEFR
ERICXTUTIE 1V =Ry FEITDOIP P FURICE2EREBZRCRNET, /.
InterSec/MW HY&EIE LK) example.co.jp MDY — VKT T DERIARER(E. 1V —RY
~EICERETD BIZIXISP H'45D) DNS U —/NCEBRZIREITDENE LFT,

A2 B—Fb PNS =

10.0.0.1
InterSec/

IFATY PR 4 IR I+ Mw

+—IL 1SS Web H—/\ A— LY —N

| 192.168.100.11 | 192.168.100.12 192.168.100.1
DMZ
RER Y D —72 (192.168.0.0/24)
192.168.0.11 192.168.0.12
RER@ I+ RER@ I+

Web H—/\ A—)LH—iN

=}

REIC DNS REDHIZEEH LFE T, HITIEDI 71 IVABZEH L TNKXI N, ERDREIS
ManagementConsole 0 DNS U —/\XMDFRENSHRCRXNFT,
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named.conf DEEEHI

Iracl INTRANET_CLIENT { 1

ARy RO —DEEBEITDPIRGIEHI X ~EERLET,

| type master;

I file’INTRANET/z_0.168.192.in-addr.arpa”;

192.168.0.0/24; ¢
y '
optionsf— — — —— — — — — — — — . ~
| forwarders { | BRZ FOBRTERD SEBRICKT LT, BREGHET DY —/VEIERE
10.0.0.1; |
I I |4— LEY, F/o. BREGXUCER. BIRZ FTOZFRREAHFTEA
| forward only; JI
view INTRANET { ~ 4———————— £ 1 —INTRANET &% LY.
i_ match-clients { |
| INTRANET CLIENT; |
| localhost; ﬂ—( £ —INTRANET [C PO CRIEERBRD S PY hEEHELET.
e 4
NP noondn e o — — — — — — — — —,
zone exs;ggle';oiie; | VRY—J— lexample.cojp ZEHELET, FE. ZOP3IEI—-Y
’ le— =mEmLFT,
I file’INTRANET/z_example.co.jp”; | EELET
P S d
= Zone'0. 168,102 maddrarpaT | T 1

| type master;

|
| type master;
|
|

file’ INTERNET/z_exzample.co.jp”;

file’ INTERNET/z_0.0.10.in-addr.arpa”;

‘ £ 1 —INTERNET &€& LZE Y,

[———— ARy FO—DRI0Y->

example.co.jp EVRAYI—=V V&
LCTREELET, . 2oFs]
— | EIJ-VEFEEHELIFT,

INTRANET &2 —IZE 9 B example.co.jp J — > DEEHI

$TTL 38400
exmaple.co.jp. IN SOA example.co.jp. admin.example.co.jp. (

1201141421
10800
3600
604800
38400)

example.co.jp. IN NS mw.example.co.jp.

mw IN A192.168.0.10

WWW IN A192.168.0.11

INTERNET £ a2 —([C[@9 D example.co.jp VJ — > D EHI

$TTL 38400

exmaple.co.jp.

mw.co.jp.

WwWwW

IN

SOA

example.co.jp. admin.example.co.jp. (
1201141421
10800
3600
604800
38400 )
IN NS mw.example.co.jp.
IN A 10.0.0.11
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DNS H—/\DE&E
DNS o —/\DFREZETNET,

= DNSH —/ O SESE

IPv6HA EEEE
Ty r—— [ named.conf BEHRE ]
v RSV (D5488
(AT 3 VDRE] DNS HU—/\DATY 3 V&R E LTI, #nxskE. ACL DFERRE.

DNSSEC DBBZTOCENTEFT,
— [4.6.8.1. AT 3 VDEE]

[named.conf DBEEHRE] | named.conf D P 1)L EBERELZET,
— [4.6.8.2. named.conf DEEHRE ]

¢ [Pv6 BENEERTE
IPv6 DRIAEHEERLET. AAERERREREION T CREERKRLET.
BEE 598

IPv6 ZRIFE L&) IPv6 ZRIA LEE A,

IPv6 ZE%ET D IPv6 ZBICLET,

v IR > DERER

[27El | IPv6 BAMEREICIEE LICRBZRELET,
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Ea-—
Ea—CEICPEI R —YD—&8&5xnLET,
DNS/DHCP 38t 4T 3 VDS54 7Y 2 BNEICHATEETT

B8] ocalhos
ERIED RS 0.0.127 in-addr arpa

& BEERD
v NS > (DE%BA

[ENOl | Ea—DENZETINET, — [4.6.8.3. E2—DiENI

lEFE] | Ea—0nIEREEETIVET, — [4.6.84. Ea—0DIEFE

[EIFR] | Ea—&Ea—ICFAEI DY —YDEIRZEITNET,

¥ | Ea—TJONTAHJREZTNET, — [4.6.85. Ea—DTO/NT ]
oLa1—F

Ea1—8Z2XnLET, VUvDITREL1-—DREEZITDOCENTEZT,
— [4.6.8.6. £ 1 —0DfRE]
& REGHRD
v 1RS> (D3B8

BN J—=YDBNETINET., — [4.6.8.7. J—2D8N1

BRI | V=V DRIFFZEITNET,

[
B | V—YDTONT 1 BREEGTNET, - [4.688. J—rDTO/F 1]
881 | J-YERDE1—C. BEOIE-EFNET,

— 4.6.8.9. V—YDBE) FTESRIES),

OTEITBRYI—V
V=8 ERMUET, DI DIITRIE-VDmREETOCENTEFET,
— 4.6.8.10. V—VDiRE]
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4.6.8.1. 7T 3 VDFERE
Z7Y3aVEAETIEH. MFOMEEEETEXI,

« BmXERTE

- ACL DB

- DNSSEC DEI2

g h A (forward)
o mETIL  EmEEST (O EmED

ST RS —/ (forwarders)

L v+t 55 ol (allow- query)

any;

HiSfE]l 510t ¥ o] (allow-recursion)
localhaost;localnets;

8515 3F o] (allow-transfer)

F T 3F o] (allow-update-forwarding)

=23 F R (version)

TOP]

& #5577 (forward)
DNS U —/\MEEBTERV\REUVENDEZEZTLIBE. 80D DNS U —/\ICO I DEnE&ET5OD

EDNEERUFET,
REE 55648
XL | DITUDEEETVNEEA. GIEB)
PPN by #rk st —/ \(forwarders) CIERE L2 DNS T —/\N[CO T QX & 1T\, MSH

SN O IEBZERBRENGHEEEMDTIE TERIRZNHFI .

SRR DH RSt —/ \(forwarders) TIERE UIZ DNS B —/\ICO T O#mEZE 170 )\ IhiSH
B O IZIZEEBRIFERERT LUET,
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& 53Xt Y —/ \(forwarders)
8k 335 (forward) DIEREIC UIE D > TO T DEriEZ 17D DNS U —/NXD IP 7 RU R ZIBE LR
9, IP P FUZDERELCIE, (230 ZMITIZS, F2. 77 (8X30VXED)T
BEIEEN TEET,
SRFEHI © 192.168.10.1;192.168.10.2;
¢ HL\&HE 5 (allow-query)
BNWSHEZEHTITDISAPY MNP RURAYYF UM ZEBELET,
F@EADURNBEIE. O—AILRY FEDDSDRENEHDENHFISNE T,
COREEMATDE. BEUZISAPY FUADSDRBNENDEMESEINET
¢ (*1) O—HILRY L&, FHICERFSNTNDIP PRELAEZOYTRY FOF
BznlLEd. BARkELEDEEFd(allow-recursion)
BRENEHEZEHITITDIISAPY P RUAVYFIURMZEEELEY,
F@EADULENESE. O—AILRy FEDOSDOBRRENGHENFISNET,
COREZMATDE, BEULEDSAPY RMADSDBRRENEGHENMESEINET,
¢ (*1) O—AHILRY bEF FHICERTESNTNDIP PRURAEZDT TRy FOF
BZamUE T, #nk5T0(allow-transfer)
DNS U —/\DV —VERXZHU I DI S PV P RURAVY Y FUR M ZEBELET,
FEANDURNSEEIR. O—AILRY FEDDSDERENFISINTET,
COREEMATDE, BEULZISAPY FUAD DY — VErmhESINE T,
(1) O—=AIRY FEF AEICERESNTNDIP PRUREZOY TRy FOERERLUET,
ZEZIE eth0 [CIP 7 R L R:192.168.1.1 Ry BV D& 255.255.255.0 EERFE ULIBEISL
¢ 192.168.1.0~192.168.1.255 D P FURZm UE T, EHEFFO
(allow-update-forwarding)
g080 DNS EiERDEXZHFUIT DI S P Y MP RURVY Yy FUR M ZEBELET,
@EADURBNESE. INTDISA PV ST UTERmEMESSNE Y,
* COREEIAIDE BEUCISA P Y EDHEENFISNE T, N —
3 Vg% (version
DNS T —/\DHEHT D/ \—Y 3 VIEREBELFET,
FEADUENERE. N=I3VDORNEHEICXT U, bind /Ny T —ID/N—=I 3 VIEREHS
LET, BETEDXFIF. ¥BRFRNF « I\XF) « “"U\NADTV) « “N(PUHF—=/)N\—-)TT,
ZNUNDNFEIBETDE. DNS H—/\HE U IMECTERNBEDNHDET,

ELTE - unknown

v NS > (D5%BA
=El | ATV 3 VICEREUZRBZHRELET,
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ACL DE
ACL(P DO R#IE) R ) DEREZETUNE T . DNS/DHCP 864 T 3 > D5+ 2 ZENICFA
JEETY., ACL &ld. BLEHDEDHIRBKUFIREI DS PV FZEBEITDENTI,

¢®ACL&Z
ACL DEMZIEELE T, BETCIDNFE. ¥BERFANF « I\XF) « “"(\AT) «“ (7
V& —=/N\—)TT,
ZNRHNDNFZIBEITDE. DNS U —/\DIE USEMECERNBEN DD XTI,

BREMBI : aclname

¢ PEUANYTFUR B

BNSHEZEHYIDIVSA P REPRURAVYYFUR NEEEZSR TIEELZT,
* R{E

v NS > (D558

[BUBR] | ACL ZHIFRLZE T,

v IS > DERBAR

(%] | ACL DREICIEEUCABTZFRE LET.
ACL ZBN019 3155, 8119 D ACL DIEHREZERTICIHEER. BREIZBTILTL
20, FRICETHREITICRASNE T, BN 1 #HFDIToTIIEELY)
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DNSSEC DBEMEEE
DNSSEC(DNS SECurity extensions) DF&EZ1TU\EK T, DNS/DHCP b4 T 3 VDS 12V REB
DOBSICAIAATBETY,, DNSSEC &(d, BRIBHRICBFEISZIINIDCET, EULEEBICLOT
BRSNIZUI—RTHDITE LI— RFORSASNTVRNC EZZHE IS DNS DzFa T+
HEETY,

m DNSSECOAIEERTE

DISSECE {8 T2 (dnssec-enable)
OF® ©Ey
DNSSECHE ST 30 (- 9 & (dnssec-validation)
OF% ©E
& DNSSEC Z={#fd D(dnssec-enable)

AT —/\T DNSSEC OBEMBIOENZEELE T,
DNSSEC DFEEFZNZNDYV—VERBICHNTHUBICRDFT, FHbI3.
4.6.8.10. V—2YDiR&E] DBERSIUBRIEEER L TIIESUN,

FREME | 5163

B DNSSEC Z8MIC LK T,

i) DNSSEC ZEMIC LE T, GREB

¢ DNSSEC Rt Z28%lIc dnssec-validation
At —/\C DNSSEC DIEsEDBMRRIOENEIEE LK T,
BETFT DT ETDNSSEC NELWVL I— R THDC ENEREE TERVIHEIC. DNS DEFIS
TERRCLFET,
#EME URLIBSIE. REROEBFICUINEZ TP FURBBREZERBUET,
BR. AHEEEZEMIC L TNDHESE T, DLV OFERENERICTNON TUVRUVVRRETIEBRIARRND
7213<18DFET,
AMEEEBRNC T DIHEIL. BrIIC 4.6.8.1.1. DLV %7 (dnssec-lookaside) | IZC DLV DE&EES
ToTLIEEN,

REME | 576

B%) | DNSSEC D& EZBHIC LE T,

%) | DNSSEC ORSGEZEMNCLE T, GREE)

v NS > DERER

%€l | DNSSEC OBEMLHEICIEE LIERNBZHRELE T,
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DNSSEC v v ¥ a Y —/\SEF—H£E

n DNSSECT vo /10— RT3

| DVEE(dssechokasde) | | tFaFob-tORERREMsedky) | | PSAMUD-BRERIGRACOER |

v IND > (D5RBE
[DLV %7€ SEBAEDIL— FEEBEY —NZERELE T,
(dnssec-lookaside)] — [4.6.8.1.1. DLV 527 (dnssec-lookaside) ]
[CFaUT1IL—FDREE | BFaUT1IL— FDORBERERELET,
52 TE (trusted-key)] —4.6.8.1.2. BF 1T 1)U— ~DREFHEELTE (trusted-key) |
[(FSRARPIYAH—BREH | FSREPUAN—BFBEFHXIM E X1 VDOERZETNET,
i R X A > DE5R] —[4.6.8.1.3. b2 YRPUHN—BEEHXIM F XAV DER]
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4.6.8.1.1. DLV %7€ (dnssec-lookaside)
DLV(DNSSEC Lookaside Validation)&(d. FEBAZED)L— FEIET —/\EZEBEI D

HWEECZDE T,

DLVI§SE
DLVHEE A1/ EARR7H——11{

¢ DLV BHEiE®
BIREROBIRIOENEIBELE T,
BERRZIBEITDCLET, BEUVCIR XA YOY -/NZIEBICHERLE T,

RAEME | 5763

B%) | DLV BEERZBMICLE T,

#3) | DLV BEERZFEMCLE T, GREE

¢ DLV 37
ERBFHDANBERTLUIIDT, wEREREIZHTLUTIZS,

REL. BEORXA Y EZ—BLUTURE. EREZDVCBEDCENTEZXT,
ERERAMI20FTTI,
»DLV XIR F X1 Y
BIEY—/\D XA VEBELXT,
wERAXIRP Y AH—H—/\
EBY—/\D FQDN =8 L& T,
v NS > (DERBE

2] | BELLCABTZRELET,
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4.6.8.1.2. F a2 U7 1 JU— D BIREETE (trusted-key)

m trusted-key7 (|, 7747 5&5E (trusted key)

trusted-keys SH7E

KA B SEPEGE

@ trusted-keys 25E
trusted-keys DFREZTUNEX T, FXAUBICXTT D, SEP REZFRELET,

ERBFHDORNEBZRTUEITDT. REREEIZIBTLUTCIIZEN,
REIF. BHORXA YE—BUTURE. EREDCRDCENTEET,
ERRAI20FTTT,
PEXALVE

XA VBZEBELET,
»SEP 585

SEP(Secure Entry Point) =8 LE T,
v KNS > MDEHEE

[2RE] | BELLCABZRELET,
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4.6.8.1.3. FSYRPIAN—BEEHF XTI R X1 D DEFR

u b5 AT —H BB e (managed-keys)

managad-ke‘_cs%ﬁrf
TR A, R uht—F—&

€ managed-keys 87
FSOZARPIYN—DOHBREETVNET, COBRICEEULS DRI —=PIUN—DBHNDHOIZ5H

8ld. BENICBHOARCRIMNIET, RESBABTERTILEINT. REREREIZBTLT
st AN
BHORA YV E—EURE BREZH/CRDICENTEIT,
ERRAI20FTTT,
PR EXAL VB
XUZR R XA VRBEEBELET,
» N T DF—FT—H
NIy DF—F—=REEELET., NTIUyvDIF—5T—8d. 3DDF—F&. T—Y&
FEEZAN—AXEIDICT, o LE T,
v 1RS> (D5
(8] | BELEABZERELFET,
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4.6.8.2. named.conf D BEIERE
named.conf 7 7 1)L EBERELET,
RENMRDOIESREREIZPRUTCEELTLIEE0),

named.conf
// genera ted by named-hootconf.pl ~
logging {
channel syslog {
syslog localé:
severity info:
ri
category default {
syslog:
r:
i
options {

directery "/var/named”;
N

® If there is a firevall between you and nameservers you want
® to talk to, you might need to uncomment the query-source

® directive below. Previous versions of BIND always asked

® guestions using port 53, but BIND 8.1 uses an unprivileged
® port by default.

=

7/ guery-source address ¥ port 53

inglude "/ete/rnde.key":

controls
inet 127.0.0.1 allow { localhost: } keys { rndekey:

€ named.conf
named.conf 7 7 1 JVDIRTEDRENSZRT * fREE C=k I,
v RS > D57

[2RE] | BELCABZRELET,

w0 | named.conf 7 7 1 )L EBEREY DHEEE. +DITRLTIES),

DNS H—/\D'IE U< BIECTE7EL). F/2(d Management Console DEREBE@N'E LS FRT
EBLBIRBENDHDET,

REZ L CWNBITICO XY FIESE LU TS /ZE&0), ManagementConsole CId3&ETT
[COX Y hEESt SV \BIIR TEME T B2, BEBEN'E LSRR CERNBEN BV FET,
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4.6.8.3. Ea2—mEN
Ea—(CRATRERELTUINET,

Fa—

hatch—clients
aryy

Recursion

®YES ONO
(&= |
L e R
Ea—DB8MZEELET,
IBETEDNFIE. FAERXFKAXT « INZF) « “"U\NATY) ««“ (PYHF—=/)N\—=)TTY,
FNUADXFEIEFET DE. DNS H—N\DIE USEIMECTERNZENDDHDFT,

ER5ESI ¢ intranet

O | InterSec/MW T3, MTRDE 1 —BIFIBETESTFEE A,
data

default

slaves

€ Match-clients
Ea—&@8R3IEdIDS1 P REPRURANYYF IR NTHEE I ZSROEATIEE LET,

€ Recursion
BIRENSHEZZIHITDINEDINZEERLET,

REME | 5768

YES BREBVSHEESIINITET, GREE)

NO BREALEDEZ2ITINITEE A,

v NS > (DERBE

BE] | BELZABERELETD,
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4.6.84. Ea—0DIER

[RICHBANZBTITDE, Ea—Z—DFDIERICHEELET,

DLEDIEFICHE LET,

[ECHBEN =B TRIDE Ea—Z2—

[0 ) st

& R1E
v RS Y DS

[NICF2E)]

Ea1—-Z2—DTFDIRFEICHELET,

[EICFE)]

Ea—-Z2—DFDIREICHELET,

o1 —F

Ea-&z2&xknULET,
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4.6.8.5. Ea—D70/\T«
Ea1—DBMPNZRETEFXT,

Fa—f
default

Match—clients
Ay

o128

Ea—-nD&MZzRmULET,
€ Match-clients

Ea—ZaB8RSEdISI1PUREP RURANYYFURNTRBEIZSROEN TEELET,
@ Recursion

BRBLEDEZZTMITDINE DN EERLET,

REE | 578

YES BREVESOEZZIINITET, GREE)

NO BREVNGHEZZITHITEEA.

v IS > DERBAR

(2Rl | BELCABTZHRELET,
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4.6.8.6. 1 —DiRE
0/«
Ea—ICRAT38REZTINET,

Ea—f
default
Match-clients

Recursion

yes

e
Ea1-—D8MZERR"LUET,
€ Match-clients
Ea1—ZBRAcSEdIS1 P REP RUANYYFURNTRBEIZSR OB TERRLET,
@ Recursion
BISENSHEZZINTINEDINEREEDERDKRRLUET,
XIEME | 578
YES BREOEHEEZ2TNMITET,
NO BREOEHEZZTIMITEIEA.

v RS > D5HEA
(54 | Ea—0TONT A REZITNET, — [4.6.85. Ea—DTO/NT 7]
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] =
master localhost

\§ -1
v RE Y DFHBA

(Bno] | V—voBNEGFNEY, — [4.6.8.7. J—DiBN0

[BIERl | V=V DBIBRETNET,

E¥ml | V—>nTO/NTFBEETVET, — [4.6.88 J—yDTO/N\F 1]
7881 | V—YERIOE1—IC. BEIOIE—ETNET, — 4.6.8.9. J—YDiE]

\ F k)
V=YD TRENERTLET,
\ B Rk

V=V ERMUET, DIvwDITBRIEV—VDREETOCENTEET,
— 4.6.8.10. V—VDiRE]
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4.6.8.7.J—=YD
AW/ u

B0
INT

A )OS

A P
=D
BETED

1522 124 |
Vg
247
Omaster Oslave Oforward Ostub O hint
FETBE 2~
default

allorw-notify

forward
OB O AN

Forwarders

DA Ta

MZiEE LE T,
XZFE FARBIFARXF « INXFP) « “(Fy )« “?NADTY e« 2(PUF—)\—)

T, ZNINDOXFZEIBEITDE. DNS U —/\DE USEMFCTERBED DD FT,

FRTEDHI : example.co.jp

*51J
ERN T DY — YV DREIZEEIRLE T,
=EME | 56
master | master V=&, V—VEBEIDY—/\VTI, master V—VEERULCIHESI.
V—yDULI—RZEERK 14.6.8.7. J—=2DBNI LTEE,
slave slave V=3, V—VERZER LUK, slave V-V EIRUCHESIE. [master]
[CVRIR=LAT—=/NDIP P FUREBELCIESU),
forward | forward V=&, fIDR—AY—=/NICVY =V DIBERERDDINTDERZERE L
X9,
stub stub V—VId, VA=Y —=2YD NS ULI—FDHEERLFT, stubVJ—VZE
IRUZIBEIE. [master] [CVAIYR—LAT—/\DIP P FURZIBEL T IZE0),
hint hint V=23, Jb—bR—AY—=/\NER( Y FTDDICERSNDFRIZY—2T
ER
¢PiEISdEa—

COI—VPDEIDE 2 —ERRLET,

€ master

master —/NDOIP P FURZIBELET,
IP ? RURDOFKEICS (DO ZNITTLEEN, 7 (DO ND T2 DX THIEE
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MGEETT, Y= [slavel, stub] DBEICEREL T EE0)N,

4 allow-query
V=YD TDBEREBERIDCENTEDISA PYRDP EUAVY Y F IR (TFFEBE]
aSREE/ELXT,
BENRNHESEI. O—AILRv + (AEEI Z22RDITIBRZHFILET,

@ allow-transfer
V= VBEROIEZEBRITDCENFISNERL =TT —=/\DP RUAV Y F IR~ (T
£ ZSRZE/ELET, ECORY FD—=DICxF U CEENFa SNz,

4 allow-update
V—YVRADBEREENCEHFIDCENTEDISA PYRDP EUANYYF IR (THEEL
ZSR)Z/ELFT. BENBVIBEE. INTOIBNEHEREZIESLXT.
BRESNTDIBE. LI—ROBREETZEE A,

4 allow-notify
EEO@BNZHIITDINA LD FURVYyFUR - (TFEE] 28R ZEBELET,

@ forward
DNS U —/\DNESETERNRENEHEZEZTLHBE. D DNS U —/NICO I &KX T DF3E
ZERLET,

REME Bz

857X 85%% | Forwarders CI8E U/Z DNS U —NICO T DEEZETL). MBH D SIZHE
(FBIBENEHEREMDIIE CRaIERZERHE I BIED).

8 X(MDF | Forwarders CTIERE LI DNS H—NICO I DEEZETL. MBEHEH -ZHEE
(FBEEERERT LET,

€ Forwarders
SRS ARDIP P FUREIBELET,
IP 7 RUZDKREICS (ETDOVZNIT TSN, 7 (B0 VRPNV TI DETDIE
ENTEETY, BR. Y=V Thint]lDIBE. BETESHEA.
®ZMATY 3y
ZOMRET DA TV a VN HIBER>TICHBLET,
ZTY3VORREICY(EZ2D0Y) ZNEFTEE, XFNDFHIRESCZNEE A,

A=}

sXTEHI  notify yes;
v IND > (D558

2] | BELLCABSZRELET,
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4.6.8.8. J—>yn70/\T«

V—YDTONT « [CIBEUCABERECSEI.

P
localhost
A

@ master Oslave
PR ZE 21—
default

allow-transfer
allow-update
allow-no

forward

Forwarders

CEnABE ORO

Oforward Ostub  Ohint

EOMA T
*VJ—E
V—=YDENERTUET,
*517
ERNT DY — YV DEREIZEIRLUE T,
=REME | 5788
master | master V—2[d, V-V EEBEIDIY—/\TT,
master VJ—YZEEIRULCIHSE. V—2DUID—RZERK 14.6.8.7. J—>MDEND
LveEsby,
slave slave V—VI3, V—VERZER LUK, slave V-V EIRUCHESIE. [master]
[CVRIR=LAT—=/NDIP P FUREBELCIESL),
forward | forward VJ—(d, OR—AT—/NICI =V DIBERERKDDINTDERZERE U
ENCR
stub stub V—=Id, YRY—=Y—=VD NS ULI—ROHEERLET, stubJ—VEE
IRUIZIBSEIZ. Tmaster] [CVRYR—LAT—=/NDIP P FURZEBELTIEEN,
hint hint V=Y, JL—ER—AY—/N\ZER1 Y FTDDICERSNDRFRIZ -2 T
ER

®PIEdSE D —
COY—-YNHEI D1 —ZERRLET,
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@ master
master U —/\XD IP 7’ FURZEIBELET,
IP P FURDKREICS(EZIIAZEMIT TSN, J—=UN Tslavel, [stubl DIBSICFHRTE
LTLIEE0N,

4 allow-query
V=YIEDONWTDBEREBERIDCENTEDISA PYRDP EUANY Y F IR (TFFEEE]
ESREEB/ELET, BEHNRNBSEIE. any ERDFET, Fe. BRREAVLSHER. O-AL
Ry M TAEEI 22ROV TIVERZHFILIE T, ANNSA—FEREITDCELKD. BIF
BOWSHEERBUAERICRNTIRERDFT, B8R V—rZRBLUTNDHEI}. /NS5 X
— A EERTER]. AU TNDYI—=VDEEICXT L, BBmBIC allow-query DFREZHSH UHTT
DTRIMENDHDFT,

@ allow-transfer
V—VIBHRODIMEZEERIT D ENHFISNE RV =T —=NDOP RUAVYFI R (THE
1 2SR EBELXT, BENRBNESE ETHORY FD—=D(CxI U TEENFISINZE T,

@ allow-update
V—=YVRADBEREBNCEHFIDCENTEDISA PYRDP REUAVY Y F IR (TFFEBE]
ZSREEB/ELTI, BEHNBNEERE. INTOENEHBREES LET,

Mnone;| REZSH, FRDIEBEEZSINCIHES. LI—ROBREEITATIEA.

4 allow-notify
ZEOBNZHIITDINRALDP RURAYYyF IR~ (TAEE] 28R ZBELET,

@ forward
DNS U —/"\DNESETERNEBNEHEZEZTLHBE. D DNS U —/NICO T ZRX T DA
ZERLET,

FEE 568

X85 | Forwarders CIBELIE DNS U —/NICO T DEREZTL). MBHRED >2HBE
(FBEIBENEHEREMDIIE CRaIRERZERHE I BIEDB).

8RN | Forwarders CTISRE L2 DNS U —/NNICO T DEmE &7\, MBHEZH - EIHE
(FB2EEERERT LET,

€ Forwarders

SRR A RDIP P RURZEIBELE T,

IP P RURDKREICS(ZTIOVZMITTIZES0. Y—=UD ThintlDIFE. s#ECESFTE A,
®ZDMATI 3

ZOMERET DA TY 3 VD HDBEECCICER UET,

ZTYV3aVOXRREICS(E2I0Y) ZHITTIEE),

sRTEBI : notify yes;
v IND V(D558

[2E] | BELCABZRELET.
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4.6.8.9. =V D%E)

w088
feghmt 2 —=
intranet
o
localhost

FEENEE 1 —
FEIR AL —RET—
O internet dnl)
O other dnl)

e —ERT
Eid
& BEnEa—%
V—UhEITBDE 2 —DEMERTLET,
L Bk
BIXIRDY — VDB aRTUET,
& BESEEa—
BEEICIERORERE 2 — 2RI UE T, BETDE 1 —ZERUEKT,
»EIR
V=BG EERLUET,
e 0 —
BENSDOE 1 —DB&MERTLUET,
rEBEV—Y
BENFDE 21 —ICABDY —UDNEFET DN ZEREeDPH SR ULET,

KME | 57598

210 BEDY—YDFELET,

AN, BEOY -V EFELIEA

TNV -V EERT
BETTOE L —ICV -V ERIBEF T v I LET,

BEME 2583

BFTvOHD | BETOE2—DY—VZELET,

OFTvPRL | BETOE2—DY—VZERLET,

v IND > DEREAR

[2RE] | BEUCABTY-—raBaILEd.
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4.6.8.10. V—VDiRE

=
localhost
=2

master

BT 22—
default

allow-query
allow-transfer
allow-update
allow-notify

forward
EmAIES

Forwarders
T T el

B3]

*VJ—E

V—=YDENERTUET,
*517
EE LTV DY =V DEREIZTRERDPHD SRR LUET,
RnE | 565
master | master V—2[d, V-V EEBEIDIY—/\TT,
master VJ—YZEEIRULCIHSE. V—2DUID—RZERK 14.6.8.7. J—DENN
LveEsby,
slave slave V—VI3, V—VERZER LUK, slave V-V EIRUCHESIE. [master]
[CVRIR=LAT—=/NDIP P FUREBELCIESL),
forward | forward VJ—(d, OR—AT—/NICI =V DIBERERKDDINTDERZERE U
ENCR
stub stub V—=Id, YRY—=Y—=VD NS ULI—ROHEERLET, stubJ—VEE
IRUIZIBSEIZ. Tmaster] [CVRYR—LAT—=/NDIP P FURZEBELTIEE0N,
hint hint V=Y, JL—ER—AY—/N\ZER1 Y FTDDICERSNDRFRIZ -2 T
ER
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OB —
COV—=INPEIDE 1 —&EXRHLFET,
4 allow-query
V=YVICDWTDBEREERITDCEDTETDISAPY DR RUANYYFIUR (THEE]
28R ZRHULEY, BEHNRNBESR. ETERDET,
@ allow-transfer
V= VBEBROIEZEBRITDCENFISNERAL =TT —=/\DP RV Y F IR~ (T
E12REXRHUET, BENRNEEE 2 CORY FD—DICXF U TERRENEFFISINTKT.
4 allow-update
V—YVRADBREBNCEHIDCENTEDISA PYRDP EUAVY Y F IR (TFFEBE]
ZSRERTUET, BEHNRNBEIE. INTOBNEHBREIESLET,
BRESNT\DIBE. LI—ROBEETZEE A,
4 allow-notify
ZEOBNZHIITDINASDP FURVYyFUR S (TFHEE] 28R ERHLET,
@ forward
DNS U —/\DNESETERNRENEHEZEZTLHBE. D DNS U —/N\ICO T ZImX T DA
ZRENLRTUET,

REME Bz

857X 85%% | Forwarders CI8E UL/Z DNS U —NICO I DEEZETL). MBH DO SIZHE
FBIFEENEHEREMOIECTRBIFERETLHATI,

8RN | Forwarders CTISRE L2 DNS U —/N\NICO T DEmE &7\, MBHEZH - EIHE
(FBEEERERT LET,

€ Forwarders

SRR A RDIP P RURERTLUET,
®ZMATY 3y

ZDMERET DA TY 3 VD HIBEECCICRRUET,

sXTEBI : notify yes;
v IND > (D558

¥l | V—roTJONFT1BEEZXRRLUET, — [4.6.88. IV—rDTO/\F 1 |
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DNSSEC YV —YF—D&EE

w DNSSEC Y/ —F —DH5E

DNSSEC Jf—F—MERE AT—EE A DESE O
[ DNSSEC - —m o ] AT EBREER = ZDNSSECE@EALMLLY v
i
Al = —HF5H 2010/11/22 [_#= |

19:02

¢ DNSSEC V—YF—DFRFE
DNSSEC V—YF—DREZTNET,
v NS > DERBA

[DNSSEC V—>F—ms8%€] | DNSSEC VYV —YF—0DEBEETINFET,
— [4.6.8.10.1. DNSSEC VJ — >+ —DER

& AN—HEZ
DNSSEC V—VF—DRETERUCF—ZAL AV—FBZZRTLET, [RV-—FBZ
E17) CTERICEITTEILCHEER. AV—FEBESZERTULCBIEN oY —rESH] C
RIRESNFT.
v NS > (DE%BA

[(R¥—hFEBEZERT] | DNSSEC Y —VF—DRETERULCF—ZAL). AV—F
EZaRTLET,

rEIORAV— FEEH
AV— B EERTLEERERTLET,
=)

¢ VJ—>N\ DNSSEC %3
VJ—Y/\ DNSSEC ZEA T DD USLWDZERUE T,

FEE 568

VJ—/IC DNSSEC Z@F U720 V=Y DNSSEC @A LFE A, GREB)

VJ—2/|C DNSSEC Z@A9 D V=Y DNSSEC ZBRA LT,

v NS > DERBAR

[27E] | Y—>/\ DNSSEC =ECIEE LIZNSZHRELE T,

172



L3d-Fk
V=YL I—FOEN « BEZETNET,

SOAT 72 )LATTL
F74)LbTTL 86400
=Lt —1if mw200h mw qnes local 5 [SER
BEIPEAJLFFL R oot mw200h mw gnes local
SUTLES 2012020701
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SR HIFR

¢ S0A, T2/ TTL

SOA(Start Of Authority) L J— R[3. DNS YV —YDIEEwAEIRSN/IZL I— R TDNS DY—V

CEICERELFET,

»T 27 )U TTL
SLUI—FOTTLEDT I # )L E&EBELE T,
TTL(time to live) L [FR—AT—/NICK > THF v v YV aDMRFSN DB ERLE T,
HFDOHEANTDE. BRIEWICEDFT, ZOBEDOENR/ NS X -5 DEHEII.
0~2147483647 T9,
HFZOHNTIE. MHD). HEFE). DIE)BRV WEBDERBDIEEN TEET,
37/ : 3600 (3600 F)
SREHI c 60M (60 D)

rR—AP—/\E
R—=AT—=/INDOIRZA +BZEEELFET,
¥ FQDN TIERE L. REIC. "(Ryv MHZEMITTIES),

FRFERI © named.example.co.jp.

(R Z k& H [named.example.co.jpl DIHE)
pEEBX -V EUVR
V—VEBEBEDX—)LP RURZEBELET,
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v MICESH®A Taoth Uy REICZN T TIZS0N,

A==}
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»PIBS
V=YD 71)LDI ) PIESERFCTEELE T, YUPILBESIEI—Y « T—HIDUE]
SNTNDDEDINDERILCHICHENONE T, V-V I P EBELLHEE. KT
PIVBESZFHDEDIDARESIMBICEE LT EE, BIR/NSX—SD&EHHEE. (0)~
(4294967295) T,
FRTEHI 1 2008020101(2008/2/1+1 hx  FEFB+hREZEY U PILESE U TR LIZHD)
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RER C 2W (28R
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v NS > (DEHBA

[B5I=4ER]

BRICBFEHDA LU I— RDS—FUIERO PTR UI—F CSV I 21
Z24E L. DY 0—-RFIDCENTEFT,

CSV I 71 )LOAE L I — F—iENEBICCTRIAYESEDNCED FT,
(LI3—FERSR
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[EBiERE]
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—I&iREEI NFECFIRTITUVNE T,

DI PAIERELFTI, BOTIREULED 7?1 ILEEBTEET,
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B8Rl | LRTFRAMRYDRICEEIT DI 7 MILEZS 1 POTMy DX TSRUT
8xELET,

=17l | BEULEHARENE LB TLI— F—FEUEZETLET,

PIBEBICDONTIE, V-rE D Tmancizad cHhsnEd,
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<UID—RERI> <VU—YI P21 ILOEL I—RE(DVVIRDDICLEED>
S2ER © MX,www.example.co.jp,100,MX,20,192.168.0.55
- LO— ROFERMX L I3— RIUADIZE) DB
<L J— RERI> <hEE>,<TTL> <L J— Ry 1 7> <BEE>
BEMR A, www.example.co.jp.,, IN,A,192.168.1.14
« LIO—FROFERMX L 3— RDIBE) D
MX,<phB&E>,<TTL>MX <BHE><X —)LY—/\DIR A ~&>
FRTERI - MX,www.example.co.jp,100,MX,20,192.168.0.55

INDA=BF INDAX=B DR — S

L 3O— Fi&sl [4.6.8.10.3. L3 —FEM] OLI—F5+ | KB
TJERUBZEIERE

BEsa [4.6.8.10.3. LO— BN DL 33— kDY | Bigaae
1 T OMBEDRAZESHR

TTL TTL {EZEELFX T, IR

TTL(time to live) E[FR—AT—=/NICK>T
FrvYaMREBSNDEZERLUE T,
LI—k&51T [4.6.8.10.3. L3—FBH0) DLI—RHA
TJERUBZEIERE

BHEEMX LI—ROHM) | 4.6.8.10.3. LO— R8I0 OLI—RYA
TD5HBEMMX L J— R DERAESHR
=EB 4.6.8.10.3. L3—FENJ OLI— RS A
TDsRBAESHR

&
\\\\
/

&
\\\\
/

&
\\\\
/

176




L J— RES)
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4.6.8.10.1. DNSSEC YV —>F—D{ERX
DS(Delegation Signer)JIC KRDEBEBZTNE T,
B9 DEHRJ —F SR IYsEH%l. ERLFAEREWL/IZIEIEZ. V-V F—ERIE L) ETERE U,
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SLPDirAgent option slp-directory-agent SLPT«UORJUI—=ITVHIP
SLPServiceScope option slp-service-scope SLP H—ERXX3-T7
ZoneName Zone AE
DDNSServerAddr Primary DNS —/\P L X

—IBWERD 7 1 ILOEBPIIU T ZZR LU TTES0,
(f51)

# Verl.0

# HostName,MACAddr,FixedAddr,MaxLeaseTime,ClientUpdates,DefaultLeaseTime, Routers, DNSServer,
DomainName,BroadcastAddr, DDNSUpdate,UpdateStaticLeases, DDNSDomainName,DDNSHostName,
DDNSUpdateStyle,StaticRoutes, NTPServers,NextServer,FileName,TimeServers,logServers, NISServers,
NISDomain, TimeOffset,FontServers,XDisplayManager,NetBIOSNameServers,NetBIOSScope,
NetBIOSNodeType,RootPath,SLPDirAgent,SLPServiceScope,ZoneName, DDNSServerAddr

userl,01:A2:B3:C4:D5:E6,192.168.0.7,98000,,,,,,,,true,true,,,ad-hoc,,,,,,,,,,,,,,,te€stzone,”192.168.0.3,192.168.0.4”,
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)89 DNS B —/\
[4.6.9.2. 272733 VMETE] OB DNS H—/N\EFURABERTUET,
Ry RD—=DOPRURCEICHEET DI DNS U —/NICDNTEHEELTLIZEE0),

u ENFIDNS /1
exsample |[192 168 1 250 | (BB
| I |
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4.6.9.5. IR FODFFHBERTE

JO/5 «
T exsample
MACFFL A AAAAAABB:BBBB
EEIPTFHL 2 19216811

L J i k=

MALBZEEBELZT, HWEIEBTY,

37861 © host( Thost [CIP P RUREEINHTIIHE
®MAC PELUR

MAFDMAC P FURZERBELEY, MEEETT,

SBTERI : 00:A1:B2:C3:D4:E5 ( [00:A1:B2:C3:D4:E5] [CIP P RUREEINDHTIHES
SEFEIP PRLUR

MARCXILUTU—RIDBDIP PRUREEBELZET,

A 192.168.160.1

v NS > (D58

G2E] | TONT v ICIEEULCABZHRELET.
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MR SATY 3V OFRE
[4.6.9.2. ZTY3VDEREI] OTO—/NFTY 3 VDBREERB UASTERRLET,
MARCEICEETDZTYIVICDNWTEEET > TSN,

SoAT SIS ES R AT EERLE T @77+ OFFo] OfFE O&R
AL —AHAE R ®igELLLY O
1) —ZHAE ) ®igELALLY O
FAHILHIL—2 ®igELLLY O
DNstH— 4 ®igELALLY O
F A8 ®igELALYy O
JO—FF+2THEL R ®fgELL O
FEIDNSERTIZLET @F 74t OFF O
AR Y TEERIDNSDIRELETH @F7#)LE OFZ O
EIHIDNSKH A ®igELLLY O
EHIDNSTR A ®igELALY O
HEIDNSTETR, @F 74t OTFFfRyS OEER) Ol
FERL —H ®IFELL Y O
NTPH —/ 4 OIFELMLY O
g1 DNS U —/\

[4.6.9.2. 773 VMDHRE] OERI DNS H—/N\NERUABTERTLUZET,
MARCEICEEITDEE DNS U —/\NICDNWTEHEELTLIEE),

= HFYDNSH —/ 1

exsample 192.168.1.250 HllBs:
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4.6.9.6. Ry RDJ—=D7 RUMDEN
Ry RD=DOPRURZENLET,

b D= TFRL A IR RS |

RV EFI—DPRUR/YTRY FVRD
Ry ED=DPRURETTRY RNRADZANDLET,
BEBIRY FDT—=DP RUR) : 192.168.160.0
BREFMOTRY FVRD ) 1 255.255.255.0
& P EFELURDEH
DSAPYHCENICIP PRURZEURETIHRS. IP P RUADEEZEEL CIIZE0),
BESNEIP PRUADLEIRETRESHET .
BERI  (RBR)192.168.160.1  (LFR)192.168.160.50
(IP 77 RV R 192.168.160.1 D5 192.168.160.50 F CTEINELET)
BEHDHHEZIETE I DBSIEEREIPRRIC 1 HFFDBNTDCENTEXT, (CTTIE1HD

HRELTESLY)
=REE 568
MR IP 77 U A DEHED R,
LR IP 77 kU ZDEHE D LR
¢ 259 BOOTP
FIvOEANDEER BOOTP EMICRDFET.
FEE 568

BF-vOHD | 8YBOOTP ZBEMIC LFET,

OFzv2P8L | 889 BOOTP Z&EIC LE T,

* RIE
Ry RO=DOENEREIFZITDCELITETE R A
RIEDIZHDNY V[FRISNFEEA)
v IND > DEREAR

[(2RE] | BEULEABTRY RDO—=D7 RUZADENZETINVET,
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4.6.10. 7 7 1 )U#riX (vsftpd)

» 771 )L ¥5i% (fipd)

HRPTFELRA: 1921681170+

192.168.1.170

FTP/ §—: Welcome to FTP senice
O—fLaA L= EER TS ©YES ONO
EFTAHEHT S @YES ONO
EBFTPOS AT L2 ): /home#web/mw400h. mw_qnes local/ftp
EEBFIR 771 LOHER, SREEEESIT5: OYES ®NO
(ERBFTPT 1L - MERRE SRl 3 5. OYES ©®NO
EBFIP 771 LD T I0— s o T4 OYES ®NO
EBFIR 7T ILOE D/ O—FEHa T4 ®YES ONO
*XIRIP PRELUR
BREXNRD IP 77 FURZEIRLUET,
¢IP PEL X
XTRIP P U] TERULCIP P FURBRZERTUE T,
»FTP /N —

FTP U —/NICEH UCERICRDICRTI D FTP NS =Xy B—IZHE LI T,

»O—HIVILLI—VEFRETD

FTP EHE&D I 71 IL—EXRTDI 7 1 ILBIYTORTICDONTEE LI T,

REE | 5758

YES 271 )LBYZ0—-NDILI A ATRRUET,

NO 74 )LBgZE GMT TRRUET,

PEZAHEFFTTD
D7 1IDESAHIESZERUET,

REE | 583

YES I7AIVDESAHZHI LET,

NO I7AIVDEZAHZEIE UET,

son | IARDEREIR 14.3.3. B XA VIEHKIRE D [U—EREEE] OFTPY —/\| lanonymous FTP

DEAZHTID] ZF T v I U TNDBEIC. BENTRELCRDET,

»EBFTPOTA VTt LD Y

EE FTPEHRIEOOT (YT« LD KU aRRULET,
»(EE FTP)D 7 1)L DEIF, BRIZEEHTITD

(EZ FTP) D 71 )LDOBR. SRIEEDYEZERLET,

BEE | 38

YES (B& FTP) D 7 JLDOEIR. BRIZEEEHFILET,

NO (B& FTP) D 7 JLDEIR. BRIZEEEZEIELET,
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»EEZ FTP)T 1 LD HUERRZESFT TS

EZFTP)T « LD N IFRTSZERIRULET,
REE | 5758
YES EZFTP)T 1 LD FUERZHTYLET,

NO BB FTP)T 1 LD FUERERIELET,

»ELZFTP) D 71 I)LOP Y TJO—R&HIITD

EB&FTP I 7ILOP Yy TO— RIUBEBRRLET,

FEE | 5798

YES BB FTP) I 7 ILOPvyTO—- REHILET,

NO BB FTP) I 7 ILOPvyTO— REZIELET,

»(ERFTP) I 7I)LOFIVO— FZEHTITD

EBEBFTP) O 7LD YO0—- FOBEERLET,

REE | 5758

YES EB&FTP I 7LD D YO—- REHILET,

NO EB&FTP I 7LD DYO— REZIELET,

v IR > DERER

O

[2RE] | BELLCABZRELET,

- O YT A UDRUBEETEFHE A,

+ anonymousFTP

anonymousFTP DT « LD L3 /home/web/< R XA >&>/ftp [CIZVDFEIT (T 71 )LD
BIHPI3. /home/web/< R X >&>/ftp/incoming B ), anonymous 1—IE. D
/home/web/< = X+ V& >/ftp MTRDT « UD EUICDOH PO EIANTEESDET,

+ anonymousFTP TIJ [/ftp/incoming] FNKOD—[EBTDT « LD UK TI 71 JLDIERK
EIDCENTEFT, ZBEUNLEDT+ UD RUICIET 7ILDPy TJO— RO TEEE
Ao
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4.6.11. FZIFBE(Mtpd)

NTP & —/N\DFREZITNET.

AFva FEHNE
server v 0.thel pool ntp.org

T
:

®ATY3Y

REE £588

=8 BEEHIBRLET,

server HREF NTP U —/\NESZIRER =T U\E T,

peer NTP U—/N\@EXZEFHLF T,

restrict NTP —/\Z= | PP RURATEELZET,
® REABD

NTP U —/NXDIP P FURFEEE F X1 YBZEEBEL TS,

Y RTAITERESNTNDFZE NTP B —/\DSBRSNDIFRIDRENAET /2D E, ELL
BSZIBHANYT A FE Ave

H5HUH T8 - 5%l TEULWBEZEREDLE. NTP U—/N\ZEFRLTIES.
EHZEEULCHEEE. ZOEETZRIFLET.

server CIBRE CE=D/\IA—=FEIMUTDERND T,
Z5  server MARIPRUXR

FIEE Gz

MALPEUR | BRIOBWSHOEZHIED NTP U —/N? U2

peer CIEECED/\NSAXA=FEIMUTDERNDTT,
1 peer IMAKRP U

FEE 568

AR RUR | [@— stratum DO NTP H—/NP RU

restrict CIERE C=D/\SA—=HEIUTDERNTT,
£ : restrict /R A ~J? L X | default} [mask netmask] [parameterl] [parameter2] ...

Bl 5765
ignore INTDNTP POLCRZE R LUET
noquery ZIBWEHhEZZTRITEEA
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nomodify RERSEBKRZZ(TMITIEA

notrap tpde HIEHX v E—I S v TEZSITHITEIEA

kod ntpd AL —FJIv FEEEETIEIWERT 2 W) ZBE LIEREUNEHE/N
Ty RIRELET, BEDDHDISAPYHICHUT. kod /\Tw b&ED
SAPYRCHHUTENYUET, NTP OS54 PV R LT, Y—=/\D
NWESHEZEIESEICHICERLET,

nopeer [@— stratum (peer) & U CEMELZE LA

limited INT Y SO — RHIBRDT D # )L MEZFZIE discard IV Y RTEESN
CBICERTDBS. I AT —/N—KICMELUFEE A,

lowpriotrap Sy TEENBREICERELET

noserve RBZIBNSHEZUND NTP PO R ZESLET

notrust BESHON CoReESNRN PO R EBES ULET

ntpport NTP PO 20 EGw— D UDP/123 BDBE. —E 2L I XAV
BROAHZEAITDRDICIEBIELET

version NTP N=Y 3 VIC—HUBWPOERZES LET

v KNS > MDEHEE

[527E] | B5%IAE(tpd) [CIEE LICRBZRELE T,

817 - 5%

COR=IZRNEHROBEZRRLUET,
EREIZBTRITDE. SRASNTNDRFZINY AT AICHEESNZ T,

¢ 5£.58.0889%

RERBREEELET,

v NS > (DERER

=El | BfY - BRICEE LRI Z3=ELET,

VAT MITHERE

SNTNBRFZEDRENASIRDE, NTP U —/\DSERBICHETDCE

O
DNTEELBEDFT, H5HUHIBN « BZIITE ULBIERED . NTP H—/\EHEL

218




4.6.12. JE—F¥ 1 )U(sshd)
SSH (FDO 2414 PV k « U—/\ED@ERNTZEBSIEL. LMDV EBEZREHELET,
BR.JE—FYT)U(sshdfFBICTOT 1 VI DFSEIL. root PNV HCTCOTAYIFTBDCEET
EF A,
BEEPAHDYE FEIE RIPHOYECTOTAUE. root POV RNEEEZTO>TCLES
e JE—=FYT)U(sshd)CRET DEREBEBIFDHOFE A,
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4.6.13. Rv FDO—DEBT—I 1Y F(snmpd)
NEC @ ESMPRO Y1) — X0 WebSAM V) — XIS ENBBYR—I vV D RH5, COVYVES

BI3RICHBERDI—ITYIIT LTI,

BEVR—Y v HODBRMBEKRICMZIZD. DSV IXvE—IEEBEBVR—Iv[TXEELFXT,
=358

CORY FD—DBBI—YIYVCPOCROREREEVR—I v VY VEERLIET,

BiF 23257408 FodT457FL A EMNEENNIB

im = || AllER | public default T
& R{F
v NS > (D58
LEBhll | D257 48ZBINLET, — [4.6.13.1. D21 -7 v 2BN/HRE]
[(fREE] | D27 BERELEI., — [4.6.13.1. DI "7 r SBN/HRE]
[EFR] | D2 =5 BEHRLET,

®I=2"5+18
DI2=T57 482Xk ULET,
¢ FHIIDI LR
BEVR—IVvDPRUREZRTLET, INTDP FURADSDPOCRZHITIHEE
default ERHFUET,
¢ EEx{% MIB
EEXTROD MIB Z R oXk UK T,
REE 5764
)25/ | .iso.org.dod.internet.mgmt.mib-2.system [BIRDFEHFAHZHFILET,
MIB-II dso.org.dod.internet.mgmt.mib-2 [BIRDFHFAMH ESAMH BRZHILFT,
T iso [BRDFHAH. ESAHM BRZHILET,

» SNMP ~5 w7 MIB IE%RICES U TCId Linux {20 MIB 5% D& J, Linux 2D
net-snmp [C DU\ TI3, /usr/share/snmp/mibs/IM DT« UD ~JICHBIISNTULE T,

+ ESMPRO/ServerAgentService D MIB 2 7 1 )JUIC DU\ TIE. EXPRESSBUILDER &K
[CIBFNSNTULVE T, ¥4I, ESMPRO/ServerAgentService D1 —1H — X+ R(Linux
masiRLU IS,

- MW 280 MIB [B#RIEH D FE A,

£o
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YT B
CONYIUNERESNTNDHZBPTOEEEDA =)L FURISEESRALTRNTIIZSU),
COBRIIUNBCH U TEEVR—I v D E5HANSNET,

BAFBZANDE. VR—IPRAITXHEIDNHEET DI ENBDIET.
SHE ISP |Unknown (edit /etc/snmp/snmpd conf)

BHEEE: Root =root@localhost> {configure /etc/snmp/snmp.local

(=]
\ SR

ARGBDREBNZEELE I,

¢ EEEZ

ARRDEEBZZEBELIT.

v NS > (DEHBA

2] | YRATLIBRICIEE LICRABZHRE LTI,
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REE~Sw T
BEVR—Y v HRERIIAZT + BTPOBRLTERD, WICARULBSIC. ZOSEE
ROBEIR—Y v [CBNT BDESHERELET.

EENE

O SRS TEERT S

=

RE
ORALSYTITELERTD
BIEVR—IVHARERIIAZTABTCTPIRRAUCELD., WIAICKRULEHBEIC. ZDE
ZIERROEEVR—Y v [CBNI DD EDNZBE LI,

FEE Gz

BFTyvOHD | ISV TZBMLET,

OFTvOBL | RIELSY TZBRUFIE A,

v IR > DERER

RE] | BELFS v IICIEEULCRBZRELET,
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S w ThRESE—8

CONYYITASHDESHEE ULCIRIC, FSyTAy I EXETIHEBEVR—I v)D—&

axkmUET,
n Moy EA—R
iE313 M5y TSk m EE e
192.168.1.138 public
& 21F
v NS > D58

Genl | FSyTREREBNLETS. — [4.6.13.2. F5 v TEELENRE]
(RE] | PSSy TRERERELET., — [46.13.2. F5v TEELENRE]
[BIER] | bS5y ITREREHRLET.

* S5y TEER

DY IRELP RURERRUFET,
¢ IJ3I2="518
=I5 18&FxHLET,
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4.6.13.1. D=2 "5 1 Z:BI/iRE
CORY FD—DOBBI—Y 1Y MIPOCITEREERVR—I v DBIREZTUNET,
D=2 =5+« BBI/RE
O3 =78
HFol T A THL A
EENEMB:  ©OYATL OMB-I OFT
13315158
II2"F7 18 BEVR—IYPESNMP IT—Y 1YV OREND/N\RD—ROLDBEBEERE
LET,
BIEVR—Yvd. CCTHRESNLEIZI AT 18> TRIMENHDFET,
BRI 1T+ B8DORIE. FBEHF T,
¢Ffggd 7R
BEVR—IvDP RURAZEEBELTLES, INTOP RURANDSDPOZRZHTBEIE
default CHEELTLIESE), BETRERTP RURERIE IP PRLUR  BKXU Mdefault] TT,
ADZEEEURIBSE. Tdefault] ZIBELZET,
& SEXIZ MIB
BIEXIRM MIB Z R h H:BIRUE T,

FEE 568

T /N | .iso.org.dod.internet.mgmt.mib-2.system [BERDFHAHZHFILET,

MIB-II .iso.org.dod.internet.mgmt.mib-2 |BERDFHAH. EZAH. BRIZEHFILZT,

ENE iso [BIRDFTHFAH. ESAH BAZHFILET,

v NS > DERER

=E] | BEULZABZHRELIT,
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4.6.13.2. bS5 v TREREN/RE
CONYVICRASHDEENEE URIBEREIC. RSy TXy2—IZXETDHEEBIR—I V)
ZBNMRELE T,
k35w TREmBN/RSE
My ThEEFR L A
g e P public
® Sy TRERPELR
FSYTXYyBZ—IEXETDADVYIVDIP P RURERBELTIIZE0N,
®I=a2"F+18
BHEREIDI1 T BZBELTIZE,
CO&FIF. BEVR—IYVAITHFS Yy IXy Z—IZRDDITIRICHERINET,
X257 +—ETCEELZEDERDBRITEREBINEIE A,
v KNS > DERBE

(2Rl | BELCABTZHRELET,
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4.6.14. ¥ 27 1\E18(mw_monitor)
InterSec/ MW DV 2T AN —=ATDNWTER L. X—=)LICTEHRLZET,

n ¥ A7 LB (mwmonitor)

CPUfERZE sl b

B B 1 I

FAATERE wall b
fdewizda3(n

fdevisdad(fvar)

fdewfzdbl(fhome)
F—IlEHT L R
AR TR A
WERAILT
EFRERR il
ES 1RGN b
¢ CPU {#H%
CPU fEAERNMEESNLEEBRI D EAENHBEICBHRSNE T,
& IEXE) BARK
XEUEARMEESNLELD ERENBESICBIRINET,
¢ T ADVEAR

T 1 AV BAEMEESNLBRIDEAZNBESICBRINI T, BRID/N\—T Y3 VDR
RSNFEITDT, WRDT «+ RADEFTv I ULET, ERIRDT «+ AV ZBELUSNBEEICH
NWTE ANSX-DICEHEBEEBEL TRIMUBLHDET,
& X— )it P FUR
BIRIGICHITD. A—JLRETT FURZEBELE T,
¢ X—)LEHRFK P EUR
BIRIGICHITD. A—JLREHR 7 FURZEBELE T,
& BEHRA-IY-—N
BIRIFICHITD. X—ILY—NEEBELET,
¢ BEEE
B—EBHRICLDBREREDEMTEELF I, SOULEDEBEZEFRELTIEE),
& E1REE
EREIR BN THRELF T, 20 WM EDEBEZEHRELTIEE0),
v NS > (D5%BA

=El | BREUCABTERELET,
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4.6.15. U —E 2 &R (chksve)
ABETE MY—EREROERER/RIEDEFREZTINET, T —EXEREIREREICHVERLBIC
BERZEGTLIET, T-ERERETHICER/NRY—EAMELLE LTSS, U—EXERBE
BT L. YRATABEBENX—ILBRNRKIV Y AT AOTNDERERCIRNNET,

n U A REIREEE

[ [ERRFE A—)L1£(E

=

w0 | TERBERERTEIEDICE. F—ERER (chksvoZEi2EI L. ERNRERDY—E2
(F. T4.6. T—E 2] OREEESBICF T v I ETOCETIHRERNZET,

& 5 —EX&ERER
- EREET I IHEEREM D) E TN SERUET,
FRREMB
3
5
10
20
30
60(1 B5R9)
120(2 B5R9)
180(3 B5R9)
240(4 5R9)
360(6 B
480(8 B3
720(12 B5R3)
1440(24 B$RS)
¢ FIERFEX—)LEE
T—-EXERERTULKR. EBNEOEIBETE. YRATLABEBEAX—)LBRNBKIUYR
FTAOTN\DEHRERCIEOINZEEBELXT,

HIEE 568

BFTyOH0 | EBBEENZTINET.

OFzvP3L | EREENETVEEA

v NS > D5%8A

227



[RE] | BELCABSZRELET,

son| 4.6, U—ER] DIRREERDF T v VR TEIRLCY —ERDMBIC, T2/ ET—EREL
T syslogd, wbmchttpd DEIRZEITUNE T,

c BERNRY -—ERZOEBER FICHKEZNR R DICHE. T 7AW T —EADHDERZ
RTIXNET,

- EBRBEX—)LEEENMENDRS. T —E &R (chksvo)D'IE USEMELTVNDC EZTERT
BIZH. 181 0YRTFTABEBENX—ILERKIUVY AT AO0TNDEEFEERTIRNFET,
[ —EXER]

chksvc[18452]: *** service check failure *** : snmpd
[U—EXIER]

chksve[18452]: *** service check success ***
(U — B A HEER5]

chkeron[18452]: service check running
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4.6.16. 7529 70O(CLUSTERPRO X)
- DS 2IBBRDERZL UsH DI
T—NED T AINA—/IN\DSRIEHTHEET DCHICIEIZECREHIBEF Y S DMETT,
Fe. BEIDRICUTOCEERR LTI,
AV -DORDFRADRY FO—-DREBEERLTIZE0N,
- A VA —DIRD MEFKICIF LAN2 ZER LUE T, LAN2 ZRy FDO—D[CEFELTIIZS0N,
[4.8.17. Dz I)LA—/\] OBAHNRRSINET,
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4.7. N\wT—3

MW D77y TF7— MBRAW®A YA =)L\ T —IEROSERE. N\vT—IBEBEIFTNET,
INYT—=IE, MTFOBAEICONMNTNET,
WISV PYTT—hk

WISV PyTT—hF

BFE)r VA=)

B\ T—-ID—&

AIS54 VP v TITF—ERAIBDE. Management Console 'OREICTP Y ITF—REYa—-)LE
AIA=ILTBDCENTEET,

PyvIT—rEIYa-ILER YRTAISEBNA VYR =)L(PYyTF— ORI~ )PTY,
AAIE BIFY D DT POERERICERSNIEAESEBIEOHEEBNRENETIN, FRY I ~

DIPHEFEITDCEEDHDIET,

WA SA I
ASAUT oI T =t |

WA7SA 75—
| ATSA Ty FF - |

W FEh AL
Fah(2b-1 |

W iyr—h—8

AR =B TL B Ty T — S — |

v IND > DEREAR

(FAYS54 VP v TIF—FR] | YIR— IR—%)LT - | Thttps://www.support.nec.co.jp/J [Z23B8
SINTNBMWRBITOP Y TITTF—rEIYa—-ILEAT VA R=ILL
F9., - 471 AVSAYPvITF—F]

(A054 VP v TIF—Fk] | YIR— IR—%)LT - | Mhttps://www.support.nec.co.jp/l D55
DOYO0—RUEPYITFT—FEY2—-/LOBARZITNET,
— [4.72. A0S5S4V PvIFT— K]

[FEIr V=)L O—AILT1 U2 RJUDDT 7+ )L, F/ZI3 URL, PROXY, PORT
ZIBELUCRPM N\ —I%&1 YA +—)LUET,
— [4.7.3. FE+1 VA=)l

[1YRAF=ILENTND | 71V AR=)ILENTNBNNYT—ID—EBER™UFET,
INVT—ID—E] — 474, NvT—=ID—5]
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https://www.support.nec.co.jp/
https://www.support.nec.co.jp/

471. 233514V PyTF—*h

PyIT—hEI2-ILO—EERRLIET,

Py IT=EOFIRICONTIE Py TF—BRFIEE] O Web U+ FDU -/ —FREE
sRLUTIESL,

Py ITF—rEYa-IL—&

AZA T I T

i =0 > ATy T —h E2] LT

A EETE T 2015/01/06

BITERIER
W7y F— VAL —E
ABH |Rel = B iR
2015/1/1 | 10 [InterSec,/ e 7~ J'7 —+E52—)L Rel 10 E ) —2LFET ., EEHBIER] HE *
v 1N > (D576

[Py IF—rEA] | RFOP v IT—FEY 21 —/ILOBRAERNTETTDBEICKRIS
N, BANTESREEZDEI, ROVEBTILTCPY IT—LE@
ALEY.

[RFTBEIRICEFH] Web U« RMCPOECIAURFIOP v T7—FEY 1 —)LDBERZEE
L. RRESHFLET,

\

¢
D\
Jip

B

v ITF—FEY1-ILDOARBNERRUET,
el.

Py ITFT—rEI2-ILDI)-RBESERTLUET,

*BE

PyvITF—rEI1-ILOBBEZRTLET,

EEBIBRID VO DHDHBE. Py IT—FEI 21— IILOFMBIBERERT CEFE T,
¢ BicE)

Py IT—bEY 21— ILBREICY AT AOBBINUENE DN ERRLE T,

v TINS > (DEREE
(XS] | PyvIT—hrEYa1—)LZE Web U+ FDSEELET, BIDPYIT—FEY
A—IDFTVIMRY DI REF T YD ULIRRE TR UBRB LTS IZE0),
[ER] | BBBHDP Y ITT—FEIY1—-ILEERLET, BEIDPvIT—FEYa—IL
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REA VY AE=ILSNTNBD RPM N\ T —ID—EDT)IL—T. NvT—I&, BBEERIDCE
DNTEFY, NI —IBEERTDE. NuT IR XR=IDRZN. NvT—IDP VA
VA= )UISENTEETT,
vy —~-&

By =% A A=) B =
Esmpro-Crmsrv-1.3.0-0.x86_64 2017/8/4 232137 NEC ESMPRO for Limx
Esmpro-Expsiv-1.3.0-0x86_64 2017/8/4 232138 NEC ESMPRO for Limx
Esmpro-Provider-1.3.0-0.x86 64 2017/8/4 232133 |NEC ESMPRO for Limx
Estrpro-strefs Provider-1.3.0-0.x86_64 2017/8/4 232136 \NEC ESMPRO for Limx
GeolP-1.5.0-11.¢l7.x86 64 2017/8/4 23:1450 | Library for country/city/organization to IP address or hostmame mapping
MHonAre-2.6.16-1.noarch 2017/8/4 232232 | An e-mail-to-HTML comverter
NetworkManager-1.4.0-12.el7.x86_64 2017/8/4 23:1537 |Network connection manager and user applications
NetworkManager- confio-server-1.4 0-12 el7 x86_64 2017/8/4 23:16:14  NetworkManager config file for "server-like" defaults
2017/8/423:159  Libraries for adding NetworkManager support to applications (new APT).
2017/8/4 23:1542 |Team device plign for NetworkManager
2017/8/4 23:1542 | NetworkManager curses-based UL
2017/8/4 23:1542 |IPMI (Intelligent Platform Management Interface) lbrary and tools
2017/8/4 23:1535 |The OpenIPMI nmtime lbraries
2017/8/4 23:1535  Module aliases for [PMI subsystem

NetworkManager-bnm-1.4.0-12 el7.x86 64
NetworkManager-team-1.4.0-12.el7.x86 64
NetworkManager- tui- 1.4.0-12.el7.x86_64
OpenlPMI-2.0.19-15 el7 x86 64
OpenIPMI-libs-2.0.19-15.el7.x86 64
OpenlPMI-modalias-2.0.19- 15.el7.x86_64

L JANVI k=

Ny T —I8ERTUET,

N T =I98ZFD )y DITDE. NvT—IBIBICHUVEZZT.
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AV 2A=)LEEBZED )y DT DE. VR E—)LEBIEICHUEZET.
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N T —IDOBEZRT UK,

FRA YA E=)ILSNTND/ N T —=IDHEI/N=I 3 VI[IUTDERDTT,
BB, BFa2UTAEZSTP v IT— FOBREIE. N—I3VDEDDIHBENHDET,

o — /e NYT =« N\=I3Y
0S(H—=xIL) kernel-2.6.32-573.e16.x86_64
A=)l —EX postfix-2.10.2-3.3.x86_64

Web —E X httpd-2.2.15-45.e16.x86_64
DNSt—EXR bind-9.9.8-P4.e16.x86_64
DHCP —EX dhcp-4.1.1-49.P1.e16.x86_64
FTP —EX vsftpd-2.2.2-14.€16.x86_64
Perl perl-5.10.1-141.e16.x86_64
PHP php-5.3.3-40.¢16_6.x86_64
Python python-2.6.6-64.e16.x86_64
Ruby ruby-1.8.7.374-4.¢16_6.x86_64
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4.7.4.1. )\ =B
INVT—=IDFMBEREZRTILUE T,

Name
Epoch
Version

Eelease
Architecture:
In=tall Date:
Group

Size

License
Signature
Source EFM
Build Date
Build Host
Relocations
URL

Summa ry
Description :

=86 64

Thu Mar 22 23:17:14 2018
System Environment/Daemnns
4181975

IBM and GPLv2+

(none)
postfix-3.2.2-2MW.src.rpm
Wed Bug 30 13:56:40 2017
mail2

(not relocatable)
http://www.postfix. org
Postfix Mail Transport Agent

Postfix is a Mail Transport Agent (MTA).
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ABBICEIDHTERARRARE, RKU O0S [CRATIBERNMRISNET,

RRAE
0S8 Limx
os ) —&ES 3.10.0-514 17 x86_64
o8/ i—Ja #1 SMP Wed Oct 19 11:24:13 EDT 2016
N—F2xFOERE x86_64
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4.8.2. CPU/ X EJEAIRR

MIEXE), REXEUICDNT, MXEUBE., ZBEBS. FAREZRTULIET,
10 E (CBmEE )7L a3 (20120323 22353 8R7Em ERiAin )
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{RIBAE!): |
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eMioMWBCEBEREUILvYadD
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4.8.3. 7O RAETIRNR
I TFIVRE
I TFIVERESNE OB SITEELET,

LHFIL [SIGHUP v |EDOERES ) iz

w0 | YIFIEERTOLR(PID)EEBEFHURNTOLINELLED, SEY—E 2D
FEATERLBERTEEENBDFINDT, PID (L TR,

\ il

EEITDYITFIVEBELET,

FEE Gz

SIGHUP INYDTPyTITFINEEDET,

SIGTERM | & TYTFI)L&EXDET,

SIGKILL W T YT SIVEEDET,

SIGUSR1 USER1 YT FILEZEDET,

SIGUSR2 USER2 YT FILEEDET,

& JOEZ2BSPID)
YIFIERELENTOERESPID)EEE LET.,

v IS > DERBAR

[XE] | YT FIREICEBELIEY DT IV ERELET,
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TOERETRR
NYVETEEL TS TORBAD—EZRHTLET,
USER BENEBEZD )y DIdE, ZOEETY—FUTERRLULET,

USER PID PPID CLS STIME TIV 2~ IIME COMMAND

root 1 0 0 Declé ? 00:00:00  |init [3]
ot 2 1 0 Declé ? 00:00:00 [ksoftirgd/0]

oot 3 1 0 Declé ? 00:00:00 [events/0]

oot 4 3 0 Declé ? 00:00:00 [khelper]

oot 3 3 0 Declé ? 00:00:00 [kacpid]

oot 26 3 0 Declb 7 00:00-00 [kblockd 0]

oot 27 1 0 Declb ? 00:00:00 [khubd]

oot 44 3 0 Declb ? 00:00:00 [pdflush]

oot 45 3 0 Declb ? 00:00:00 [pdflush]

oot 46 1 0 Declb ? 00:00:00 [kswapd0]

oot 47 3 0 Declé ? 00:00:00 [aio/0]

oot 191 1 0 Declé ? 00:00:00 [kseriod]

oot 412 3 0 Declé ? 00:00:00 [ata/0]

oot 413 3 0 Declé ? 00:00:00 [ata_aux]

oot 415 1 0Decls |7 00:00:00 |[scsi_eh 0]

oot 416 1 0Decls |7 00:00:00 |[scsi_eh_1]

oot 434 1 0 Declb ? 00:00:00 [ljournald]

oot 1070/ 3 0 Declb ? 00:00:00 [kanditd]

*

-

SE
TJOBROEGTIA-TEERTLET,

USER OUJ Y2021 w2 TUSER ICTHUBZ TRRLET,
¢ PID

JOERID ZRHLET,

PID DJYDDD') w2 TPID [CTHUBRTRRLUET,

¢ PPID

RIOEROTOERID ZRHULET.

PPID OO D2') w2 T PPID [CTHUBZ TRRLUET.

=

¢ CLS

DS2ERRLET,

CLS DUYDIDD1J)wIT CLS [CTHUB X TRRLET.
¢ STIME

TJOROBBELERTUET,

STIME D> 2D ) w2 T STIME [CTHUOBZ TERRUET,

¢TTY

TJOBROMEA LTS TTYURRN— M ZEXRTUE T, FERLUTLRVIBEE. 2RI SN
F9.

TTY O V2ODD)wOTTTY ICTHOBZTERRLET,

¢ TIME

JOeRNheE U Th oA LE CPUKBREEZRTLET,

TIME D> MD2')w 2T TIME [CTHOBZTERALET,

¢ COMMAND

INVYESAYDARABERTULET,

COMMAND D'J VDM w2 7T COMMAND [CTUHOEZ TERRILET,
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O#9s¥sEilmEmE )7L »ia T3 (2012/03/24 02:5247IRFECASESIAR )

n F kD —SFIHIRR

n _ AN ) o
&H MU e =% wE  Ba e = w= w@a 7

eth0 1500 4968748 0 0 0 104004 0 0 0 BMRU
lo 16436 82023 0 0 0 82923 0 0 0 LRU

¢ s WEBICERZ)ILYY21TD
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EP

REME 8568
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1 BOG% THETE DT —FDBABEND MTUMax Transfer Uni) Dt ¥ ZZHRRLE T,
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ADICRIT D, IE% - BE - 1 - BAD/ VT v MIERTLET,

vl

HAOICRIT S, IE% - BE - 13 - BAD/ VT v MIERTLET,

\ i

AT —RRRED ST BERRLET,

KRB 568

R A IRNIDIT=ANS VI TPTHD.
U LI IT—=ANPvTLTIND
B

L

JO—bFFv NIRRT VYT T —R
W=TNy DAL I T -2
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Ry D —DEIRR
Ry RO =D DIREDEGRBERERT LET,

o3l Ffefa— #iEFa— EISITFEL A HATFL X AEE
tep 0 0 0.0.0.0:2049 0.0.0.0:* LISTEN
tep 0 0 0.0.0.0:53987 0.0.0.0:* LISTEN
tep 0 0 0.0.0.0:869 0.0.0.0:* LISTEN
tep 0 0 0.0.0.0:911 0.0.0.0:* LISTEN
tep 0 0 0.0.0.0:111 0.0.0.0:* LISTEN
tep 0 0 192.168.1.138:80 0.00.0:* LISTEN
tep 0 0 0.0.0.0:25 0.0.0.0:* LISTEN
tep 0 0 50443 == LISTEN
tep 0 0 50453 i LISTEN
tep 0 0 =22 o LISTEN
tep 0 0 50200 = LISTEN
tep 0 0 50201 = LISTEN
tep 0 0 =50202 o LISTEN
tep 0 0 f192.168.1.138:50433 A192.168.128.177:8204 ESTABLISHED
udp 0 0 0.0.0.0:2049 0.0.0.0:*
udp 0 0 0.0.0.0:908 0.0.0.0:*
udp 0 0 0.0.0.0:866 0.0.0.0:*
udp 0 0 0.0.0.0:42606 0.0.0.0:*
udp 0 0 0.0.0.0:111 0.0.0.0:*

¢ ORI

FRALTNDTO I ERTLET,
*ZEFXa—
2ENY I PICLRFOD>TNDT —HD/INA FHZERTLET,
A =

¢ xEFa—

EENY I PICRFODTNDT —HDINA FHZERTLET,
. = — »
*EETPEVR

EETOP FULRER—-FBESERTULET,

FDRISN TN DBEL. ERTHIRETI.
® AP FUR

5ESEDP FUREN— FESERTULET,

FDRISN TN DBEEIL. ERTHIRETI,

\ @IV
IRDYIVDIREERTUET,
AN 5788
ESTABLISHED i
LISTEN BEinigb=7
CLOSE_WAIT Lol
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4.8.5. Ry FO—D Bk
Ry RO —DDREERRT BEHNEBEIVY REEFRATIFT,

CES AP
] o ZEIRE#R(nslookup) AR E=ip)
VYR
E17IDIVY FZEEIRUET,
Bl 58

BZRifER(nslookup) | DNS Y —/N\\DORNEGHOEICENE T, IEE ULCRA D RXL Y E TP
P RURZEER TEET,

ZRIERR(dig) XY RID=DEDREXAYBICHWHIDIP P FURERRLUET,

RIS ERER BE UK BADINT v SDREBUNT v R EDiRT DIV —5 —)&ERR

(traceroute) L VT ROBRIDRY ED—DE TEDRBEIZE D ENEER TS
9,

BB TSR (ping) Ry D=0 EDRZA SN\ DEGOERICENE T (IPv4 FA),

@SR (ping6) R ED =2 EOIRZ EADEFHOESRICENE I (IPve EA),
o2
XIRNA D IP 7 RURZKZIE FQDN Z18E LT,
v NS > (D58
[=17] | DV REERTLIET,
IMRIE, ping DEIFHITY,

T M T3 BEEED (ping) v EWASE 192 165.1.138 =T
E =8

# /bin'ping -c 4 192.168.1.138

PING 192.168.1.138 (192.168.1.138) 56(84) bytes of data.

64 bytes from 192.168.1.138: icmp seq=l ttl=64 time=0.04% ms
64 bytes from 192.168 .138: icmp seg=2 ttl=64 time=0.037 ms
64 bytes from 192.168.1.138: icmp seqg=3 ttl=64 time=0.127 ms
64 bytes from 1592.168.1.138: icmp seq=4 ttl=64 time=0.035 ms
——— 1892.168.1.138 ping statistics ———

4 packets transmitted, 4 received, 0% packet loss, time 2598ms
rtt min/avg/max/mdev = 0.035/0.062/0.127/0.037 ms
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4.8.6. 71 ADEAINR
T4 2AD—8&
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FIARE BEE (MB) =T
HDD {dewizda 51200 3
HDD {dewizdh 30720 1
cdrom fdewlcdrom
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L AL
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CD-ROM X7 1 PEMBEASNTRS T, T—HERBTERN > 2HBER}-"Z2R7LET,
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SAMBA B —/\X0 NFS U —/\\D7F 1« AV EBH=ETNET,
m SAMBA-NFS B

v RS > D578
[SAMBA ##8] | SAMBA Y —/\\DT « ADEHETIVEI, — [4.8.6.2. SAMBA 5¥#8
[NFS %481 NFS B —/\\DF « ADEBHETIVEI, — [4.8.6.3. NFS 5548
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4.8.6.1. T 1 R4

T4 RO DFMERTZLUET,
BTy
ENEESEME - - w5 ZHp = FH=
Ery ] H—T1ial FI R (MB) (MB) (MB) o)
$BER fdevisdal toat 460 18 451 3%
e HEF devisda frar 9,565 107 9,458 1%
BEF  devisdas ! 9,565 2472 7,093 25%
EER  evisdss trap 4,786 3 4743 0%
e BEF  devisdas frarforash 2873 37 2836 1%
e HEF devisdsd thore 39,232 121 39,111 0%
TUUEEAUE  FROMB) 5757 lERs | E=x
oot 455(MB) |
frar 9565(MB)|
f o565(E) I
frup 4726(MB)|
frarforash 2873(MB)|
iz 39232(ME) |

IN=F« ¥ 3 Y TKREBRDEEN D DHBSSENINRTSINET,
FERHGE

- Sy N =y fEH o X 4 ES
JAEE I—Fals <Ak OB) (MB) (MB) )
v 1RS> (D55

G | N—FT v Ya3VEMBERERTLE T, > [4.8.6.1.1. /N\—F ¢ ¥ 3 V5Hl
(ZH] | CD XT 1 P&EVOY RLET,
LNl | /IN—=F « Y3 U TKRERDBENDHDEZSICRIINET,
IN—=FT 13 VDBNEFTNET, — [4.8.6.1.2. /N\—F 1 ¥ 3 V{ERL]
\ @IV

IREDESUAREZ [P DS TP OLNINDTERTILUET,

N—=RFT 1« 2D DHEE. IREDBGIARED MEHD] THOHNSLRICEEZRTLE T, CD
XT 1 PDiFEIE. ERIOEGEIZRTLET,

*/)\—F1Y3Y

IN=FT 13 VDERICI,

eV OYVERAY

IN=F12avh. EOFT«1UDRJICYOY FEHSNDINERLET,
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¢ 3=(MB

IX—F 1 Y3 VDEEE MB B TRxLET,
¢ FAPMB)
INEFADNEE%E MB 8 CRRUET,

& Z2=WMB

PEXNSE MB B TR LUET,

¢ FEEX%)

BARE/N—tY FEUITERRLET.
*EITST

REEFEDDOT /N1 ADEAPOSSERETHRL, BEBS855BTRLET.
ERICSOY RRA Y hEBEERTLET.
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4.8.6.1.1. /N\—F 1 3 VB
IN—F 1 35

w /=T a

I—Faa b i L1 ik
®)8—F1Y3Y
IN—F 1 Y3 vBERRLTNET,
L ap Pl wiie Vs
JN=F 193 YDV MRA Y FERRLET,
* SEMB)
JN—F Y3 VDEBE MB BRICHRRLET,
¢ FADPMB)
IN=F+ Y3 VOFERPNEEE MB B TERLET.
& FRAR%)
JN—F 1 Y3 YDERRE \—tY FEITTERUET,
T UO UM
Fal o) SRS i B e
e« DK

IN=FT 1 Y3 VICERINTNDT A UD FIBZERTLET,
L NIV
TAULORUDYIYRI YD) Y DERRUET,

U YRy DU ODBMFEEULENEERF-"ZRTUET,
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51U RJDBABEE KB 8 THRRUET,
SABBORENENE0 ORI EXRLET,
& [FRAZEK%)

51U RDBRRE/\—Y FBITTER UET,
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4.8.6.1.2. /]N\—F 1« ¥ a {ERK
BHREANTDCET, T4 RADVDBNEITDOCENTEZLT,
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4.8.6.2. SAMBA %#0
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nxdg,

<7 ERPT ERARSNTNT, IICKRBT DT 7 1LY RT AZEIRI DICIE. YD
Y EAROY—/NEEREUCERICBE Ul RYVEBTIIN BVY VEBRE)
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4.8.6.2.1. SAMBA Y —/\DODHBS + 36N
SAMBA U —/N\OHEBT «+ AV DEH(N DY M ZTNET,
wSAMBAESD
D=2 )=
(NTH A1)
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HEE:
SR o G
It
JAAT —
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NV IR ERD Windows Y VDI —=DT)V—T&, TEIENT RXA VBEBELXT,
PEABIE. Z=ZBERDET, BI8AT, RPICEBFBETET IR A,
@ Windows VY V2
NV IR ERD Windows VY VBEMRASBEEIF [P P RUATEELZET,
BIEART, EPICZEAIFIBETCESEE A,
ENENFE UL IIHFTHERSINTNT, BPONXFHRFHFE, N1 -] Py
[ TEESNTHETNRENTERA.
L Batk=
Windows VY VICHREULCHBEBEZEBELIE T, BEARY, EPICEBPIBETCEEIEA.
OVIIVEIRAY
YOV RRA Y REEELET, BU. /mnt/ THFEDIEDEIRELTIIEE),
BIERT, EPICZEHAIFIEETCEEE A,
¢ 11—
Windows Y YDHBEI A WAICPO LI TEDA-UBEIEELET. 8T,
ERICZEBIFIBETETEE A,

\ JAVAD bl
A—YDNRD—RZEELET, BT, RPICEBIFBETESTIE .
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LENO]l | I8 LIZRB D SAMBA U —/N\DOHET « RV [CE#HR LI T,

3100 | CCTNDIOYRUREDZ. YRFTLADBEEEEEMCZNETI, SAMBA F4l [4.8.6.2.
SAMBA 55481 TR ZTNDZNDETD, YOV L ULETEDREEZDFET,
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4.8.6.3. NFS %40
NFS O—/N\OHET « AON\DEFHREETTIVEK I, NFS DEHFIKNTO—BEZFRILUET,

1R1E REEOIARE H—1iF TAL k) R bHA

e 192.1681.180 /home/admin /mnt/test

¢ R{E
VRS > DR

BEN NFS U —/\OHET « AO\DEBHZEBINLUET,
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BL. BYYVREBICZDI PIIVYRTLAEERICYOY L, 20K, VIV FGUED
H—/\DHEIE LEBEORY FD—UREETRY RD—IBFNMINEBEE" Bid” &
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N RIRERDY—/N\BERRLET,
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N RRERDY—/IN\DT 1 UD FUBZERTLET,
eV OYVERAY
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4.8.6.3.1. NFS H—/\XDOHEET 1+ 208N0

NFS H—/\OHET 1« A DEH(FIDY M ZEFNETD,
wNESEQ0 |
o —r g
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I
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NV REERD U—N\ERALEERLIE IP P RUIITIEELED,

BiEATg, &PCzE=BITIEECE=EE A,
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NOVEIDITAUDORUZEELEY, ESAD, @PICEBIFEETETIEA.
L AP w1 % 7

NOYRIRA Y REBELET, BLU,/mnt/ THFEDEDEREE LTI IZEL), B8EARTTT,
BPICZEBIFIBETETEE A
v NS > (D58

el
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LIZEE. BRIFEIIMSNTLIDIBENDDET ., ZOBEIE. T—/N\EZIP PFUR
THEELTIZEELY,

+ NFS 5 4.8.6.3. NFS 5%l | TRIEIZITORNDED. VYO FULEIDIRREE TS
N&EI,
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4.8.7. OJER
REYZFATOFYITESNTNBOT D 71 ILD—E=RLET,
O 71 ILDEEEO—NILT + AOBHRBDREARS (O—FT— DY IVITBIOHEHRE) |
MBS 2O T Y —/\HEHIFDRERBHRISINKT,
B ROTY—=/\EDIE. YROTEREDDOOTDHRIZZAZET .
MEBEDRIC"-"UNA DT I)DRIZSNTNNDOTIAEE L ETZEIE Ao

O
EES

O
EE=
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X = )VISEIRDT —/NTEMFT DSED TR, DY —/NEDBIEICK > THEEERIR
LCTVEXIDT, i —NEEBEDSDORENENEICEAMTEDLD. O3, —FEH
BRFLU R CEZHRED LI,

* REABS(O—F— DY 1 IV ITRIVERBDRTSNTNSNBEEL, EEULE
EURWNTREMD DD FITDTHREZT > TS0,

- BRER. —E [0-F—FURL\] [CHREETOLET. O—FT—FDYIIVIR
FOHRBDEREZT > TIESN,

- BREFOOVEEEEDREANS(O—FT— DY IVIRKIOERIE. YRF
LD 71 ILDOBEEBDHRIINE T,

- RXACYVAEDOT D 71 IUICDNT

BXA VD Web U —/\ttpd) PO EZ2OTEIS—OTICDNTIE, BXAVE
EXRISNET,

FXAVEIC -ssl ZHSUIEEDIE. SSLEAIFOOT D 71 ILICIRDET,
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mEA=3::
O 74 )LDOEEERTEAS (O—7T— FOFRERKIUEHRE) HERRSNZET,

O—LT«A5HH

EE413 04 77 )L —= s SHERHH
VAT LOY =5 5 LAl s
CRONO % =H 5 LA
LAFLOTEF O =R 5 730y
A=)t —1 Spostiad & =H 180 LAl
A—JLH— S (dovecot)d &7 =i 4
A=)t — $(dovecot.info)T =i 4
F oL 2R T —1 S (openldap)1 %7 =i 4
DNstH— o4 = 4 LA
DNSH —/ SRETRtFO S B 4
DHCPHH—/ $0 4 = 4 LAl
DHCPH —/ {S85EigtFO &7 = 4
Webt —/ {(htpd) 7 2220 =5 5
Webth —/ §(httpd)D TS —0%/ =H 5
Webth —/ {(htipd)?? T —0 % (mw400;.example.co.jp) =R 5
Web® — S (htpd)T TS —O0 4 (virt.example co.jp) =5 5
A A G0 150kbyte” & 5
Management Console 7 7220 2/ =H 5
Management Console> TZ —0%/ =H 5
Management Console3228300 %/ =R 5
Management ConsolefE{ 0 & =H 5
Management Console[]% =H 5
* R{E
v NS > (DERBE

EZan O 2714 )VERRLUTFT, — 4.8.7.1. OT I 71 ILDFRT

FE | OO0 —T—Y3VDREEITNET, — 4.8.7.2. OUEEDRE

0T 71)

QU271 ILORNBERRLET,
¢ 0D« ROWBH

»O0—F—F+

002771 ILOEHREHFORGEERTLET,

L

O 71 IV ERETDEHRERTLET,
& ABEH

OJRECRNTOT D 7 ILDOENHENE— FHEESNTNDIBER. BELLZUE— R
2 RERTUET, REBEDEREET > TVVENBEER. ‘UBIV TRRISNE T,
MEBENDMEECERNOT I 71 ILDBER. I\ IV —ERRULET,
MBS 2O 09 —/NEDIE. YROTEAEHDOOTDHBZAFET.
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4.8.7.1. T D2 71 )LDORT
O 71 ILDREBHEELE T 71 ILDOY A IDRKFSINTUNET,
RKRUEWOD D 71 ILHhHDBEIR. BIRUTCIERRIEBRLUTLIZSU),

[FHIRIEZBRITDE ALY FOT D2 IVERSINTOO—7T— AT T 71 ILDEIBRENE T,
ham

B D7l AT LAY

o
 JAulo b "
OO27A4ILDI 71 ILABZRT LET,
0TI PAIEB
0271 ILOBHROT 71 ILBERRLET,
& BiEHFEE - U1 X
0271 ILDREBHBBET 1 XZRRLET,
v 1RS> (D5

EN O 7AMIVEDEERUEI 7 IV aRRLET, — 4.8.7.1.1. RIHER]
[ZBIBR] | ALY FOT D7 ANV ERSINTOO-T—rOT T 7 1 ILEERLET,

265



4.8.7.1.1. RIER
OJ271ILDPBERTUET, R ICEREDTHEREME 100X TRHASINZK T, PSEIN
TSRULVBEICIE. TR Z o&ETERMNOIDYO—-RIZET> TS,
O02771I)IEFDYO0—-RIBICRHIOYO-RIZBRLUTCI 7ML EREFLTIES0N,
FO>0— R URZDI 71 )UI& Windows DIHE. XFI— FUTF-8FEADHRENTEDTFIASIT
1 ZEO>TRRICEFET,

OS5 )L 2 AT A5

Tw-f )i messages Hoen-k

£ 100 [elomies Li‘s"g (MTFEET BEETERTLET )

May 19 12:58:35 nwgdSl3 init: Id "sl' respawning too fast: disabled for & minutes
May 19 13:00:01 mwgO513 crond[4866]: (root] CMD {fusr/lib/safsal 1 1)

May 19 13:01:01 wwg0Sl3 crond[48691: (reot] CMD (run-parts fetcsoron.hourly)

May 15 13:05:20 nwgO51l3 init: Id "s1" respawning too fast: disabled for & minutes
May 19 13:10:01 wwglSld crond[4885]: (root] CMD (/fusr/lib/safsal 1 1)

May 19 13:12:01 wwgOELl2 init: Id "sl" respawning too fast: disabled for £ minutes
May 1% 13:18:4Z2 wwgOELl2 iniv: Id "s1" respawning too fast: disabled for & minutes

May 19 13:20:01 wwgOEl3 crond[43028]: (root] CMD {fusr/flibfsa/sal 1 1}
May 19 13:25:74 nmwg513 init: Id "s1" respawning too fast: disabled for 5 minutes
May 19 13:20:01 wwgOEl3 crond[4521]: (root] CMD {fusr/flibfsa/sal 1 1}

May 19 13:32:06 nwg0513 init: Id "s1" respawning too fast: disabled for 5 minutes
May 1% 13:38:47 wwgOELl2 iniv: Id "s1" respawning too fast: disabled for & minutes
May 19 13:40:01 wwg0513 crond[4544]: (root] CMD (/usr/libfsa/sal 1 1)

*0TJI71)
QU271 ILORBZRRLUET,
\ IO 0%
KHLUTND I P 1ILBERTLUET,
v IR > DERER
(FovO—-F | 09271 &Ed 00—k ULET,

& R3

RTI DRATHELELET.

v RS Y D55

[(RT] | BHICIBREUCHHTOIORASERTLEY. BFIC 0 ZI8E I DE2TERTL
x9.
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byte |\ RBEAITO—FT—ULET
Kbyte | K (F0) /N« +&8fICO—FT—kFULET
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JIVDBIBRXTRICEDE T,
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00271 )E-FTHEAHITDINEDINEIBELET,

REME 8568

BFTzvOHD | DJZEJE-FTEHLET,

OFzvORL | OJZUE—RICEALEEA.

JE—FEHTEBRATBUTERDZET,
YT HhOT
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VAT ADEF2UTOD
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O | OJDO0—FT—HEE8H AM4:02 CH-—NEIFRICTF Ty I LT RHDEo2TNDE
EExd | pzO0-F—FULET. OJD0—FT—FF Iy IDIAIVITY—NEY vy D
VI RRERF0TDO—FT— FHTERNEEHHIDTIRL TS,

[Web —/\DOPOEO07100—F— FEMBRIMINCEZDE [YRTA] O [P
D2 HEHER] D—EPDIBMIRE I DTEEMN DD ET,
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X—)UIREDEZOTIC DN TERIBALET,
« X—)LY—/\(postfix) (DO
/var/log/maillog [CHHAOSNZET,
R 1] 9+« ARZRS > T mail postfix/smtpd[5391]: connect aaa.example.ne.jp
[xxx.xxx.xx%.x%%]
[ 2] 91 LARD > T mail postfix/smtpd[5391]: 83B5DD8044: client=aaa.example.ne.jp[xxx.xxx.xxx.x],
sasl_method=LOGIN, sasl_username=hoge
(2= 8] 5+ A4S > T mail postfix/cleanup[5394]: 83B5DD8044:
message-id=cccceccececcee.83B5DD8044@example.com
2= 4] -+ A>T mail postfix/qmgr[5214]: 83B5DD8044: from=, size=520,
nrept=1 (queue active)

2= 5] 9+« ARZS > T mail postfix/smtpd[5391]: disconnect X —JLBEBP R
(Z>ARO—7 FROMI[IP 7 ~UL ]

2= 6] 1 A2H > T mail postfix/smtp[5391]: 83B5DD8044: to=,
relay=X— )X EE P FL (T ANO—T FROM)IP 77 L 2]:25, delay=3.3,
delays=0.05/0.01/0.95/2.3, dsn=2.0.0, status=sent
(250 2.0.0 OK 1191348889 v55s18442915pyh)

2R 71 9+ ARS > T mail postfix/qmgr[5214]: 83B5DD8044: removed
OJ DFBIIMTDERDTT,

[FZ=\ 1 5248] smtp EEbSD O, iyt FQDNIIP 7 LU Z]H'5 smtpd TEHSN TNET,

[Z=\ 2 5¥48] #isioT FQDNIIP 77 R U XIS OEFICKT LT, smtpd 7' 1 —ID 83B5DD8044 THMES
nNcnxEd,

22\ 3 5%##] cleanup H'F 2 —ID 83B5DD8044 DX v E2—IDERER#H L. ZOXyE—I ID 1O
ccecceececceee.83B5DD8044@from example.com THDEER L TCUVFET,

[z 4 55#8] qmer A2 —ID 83B5DD8044 DX v —IZIE L, ZDX v £—IDEESTH 1 D(nrept)
T, Xy=—IDYA N 520 THDICEZRUET, BHRHAAX—I VTR RSEDHBEN X—UVT1)
2 EDAINEEIT A v £—IDBEEESNDIEH. nrept [SIEA—I DT Z DAY NEDRISNET,

(23 5 5¥4l it FQDNIP 77 FLURIDS smtpd DEEHFEOHE T L CULE T,

2=\ 6 5£40] smtp [CKD hoge@bbb.example.com 58 CDF a2 —ID 5E54C38C181 DX wZ—IhH\
bbb.example.com[*** #** *#x x%x] [T 3 3TN D CEESN [delayl. M ET—ED X w2 — IELEWEN
T LUTVET,

22\ 7 5%#8] qmer £'+ 2 —ID 5E54C38C181 ZHBFSNTNET -
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« X—)LY—/\(dovecot) DO

Ivar/log/dovecot [CHNDEINZET,
[POP DR

N+ LD T popd-login: Info: Login: user=<user01@aaa.example.ne.jp>, method=PLAIN,
rip=127.0.0.1, 1lip=127.0.0.1, mpid=5503, secured, session=<GvZFCPTtzQB/AAAB>

N+ L2 T pop3(user01@aaa.example.ne.jp): Info: Disconnected: Logged out top=0/0, retr=0/0,
del=0/0, size=0
[IMAP D]

N+ Lh2S > T imap-login: Info: Login: user=<user0l@aaa.example.ne.jp>, method=PLAIN,
rip=127.0.0.1, 1ip=127.0.0.1, mpid=5517, secured, session=<h7+7D/TtsQB/AAAB>

B+ NRD>T imap(user01@aaa.example.ne.jp): Info: Disconnected: Logged out in=34 out=882
OJ DFMIEIMTDERDTT,
[POP D&

B+ INRB > T pop3-login: Info: Login: user=<[1—&]>, method=[FREET3E], rip=[POP D> P
D7 R L2, lip=[POP B —/\D 77 R L 2], mpid=[J O IDI, secured, session=<[Zv >~ 3> ID]>

N+ RS> T pop3([2—1FE]): Info: Disconnected: Logged out top=[TOP OV > RDO@#/[TOP I~
Y RICKDERESNIZ/NA I, retr=[RETR 3V > FOE@F/[RETR IV Y RICKDEmESNI/NA HE,
del=[DELETE 3V FOQF/[DELETE 3V Y RICKDHEIFRSNIZ/NA 4, size=[F—/NICHE U A —
ILDINA ]
[IMAP MD&F#d]

B+ INRAS>T imap-login: Info: Login: user=<[1—F&]>, method=[5R5ETTE], rip=[POP D>+ P
~DP R L 2R, lip=[POP & —/XD P kL 2], mpid=[Z7O12 R ID], secured, session=<[tzv > 3> ID]>

DA A2A T imap([—F&]): Info: Disconnected: Logged out in=34 out=882

« Web t—/\ttpd) D020
Ivar/log/httpd/[accesslog- B X+ &, /var/log/accesslog- X+ >/ & -ssl,
Ivar/loglerrorlog- B X+ VBIZEICHNDEINFKT,
(21 1Web PO 2REEDOT
BEIT P RUR -- 91 AZRFYT "Xy R IT»A)b&g HTTP 70O ~3J)L"
B ANV 2BES
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4.8.8. FZIFRTE
IRATADBFLERECEET,
M4.6.11. BZIEE0tpd) ] CA—DBBEEZRUET,
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4.89. ZFalUT«
AED S DARIERIEAZRLLE LIZD,

ANEDSDABIS P D2 RZHIRT SCHDHHEHETTNE T,

ZDREDICIRBFERDDEE [)NT Y FDT < )LFI VT ] TT,

INTY DT IBIVT

ARV T—RATEDINVTY EDI 4 VI IV TEFITD/NT v REIBET D O)ICET DIRED

RREERT LU CNET,

REZZEEIDICAMREIZH T U TCRISNDIBEBEICTIT>OTIIZSN,

I’ b®7OLR) 5
b= 413 ANA T —A LR T
ethl (EEpLE
ethl Tl

| OSEESELIAEDERFEN T2 | B T ot I A SR |

& 12
v IR > (DERBAE
[(fRE] | T4 IV ITDEEETINET, — [4.89.1. /Ty DT 1)LV ]

SANAIBIIT—R

ADAVE T T —REZRRLUET,
\ 0|V

D1V T DERERTLET,

SN E! 58

75 J1EUYIEFNET,

InBY | D1ILEUYTEGNEEA,
v RS Y D55

[0S EB)EEIREDREZBRICT D]

INT Y EDD )L VDCRET BREIL. —I58Y
8771 VICERBRERECOBHRTSNT IS
NTRO, OS ZHBiHEcEI D ERNDN TURIDIAREIC
RDE T, 0S BB EIREDREZBNICT D%
alc. BRUTLESLY,

BHEUSWI 1LYV DT EFRELTCLENP DT
AREEICISE > TE, BRLUTHLRINIE OS Z/Bie
I D ETURIDIRREICRI CENTEET,

[BE/INT Y =D 1)LV THE]

B S DARIERBAZBIELIZD. REHBDAR
BRPOLZRAZFIPRT DHDHEHZETINEKT,
— [4.8.9.2. 8EZ/I\NT Y ~D 1 )LYVVITERE]
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TCP Wrapper

TF2UT ORI TINT Y DD 1 IILIUYT ] EITTETZAFTIN

([C TCP Wrapper Z{EA LU CHIEHZITDOCENTEZET,

—BDY—EXTE=S

n TCP Wrapper

v IS > DERBR

TCP WrapperDEEE |

[TCP Wrapper D:25E]

TCP Wrapper DREZITUNE T,
— [4.8.9.3. TCP Wrapper D35%E
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4.8.9.1. /\Twy rOT7 1 IV IVT
INT Y DD 1 )LAV VI EFAI T B/I\NT v R EIBEITDCE)ICEAT BEREETINET,
BUR T 1 IVAEFO I B/ FOEEBEITDCETCEZF AT EHIBEUET,

ARTT R eth0(192.168.1.138)
@A FEIT
O AT )5 ) ST UTCP! T b (SYNEEROE—ERDICMP! Vi wh &5 W v L E ST 8)

HF EETTFFL A XA T B
192.168.1.100 whme whbme-domain whme-ssl whme-ssl-domain wbhmemsvd ident

1IN IIT—RE

D1V T DHREETIOXNRDA VI T —RABERHUTCNET,

DO CARIFZDA VAT T —RICEINDHTEHNIZ P FLUATT,

=EB 5788

1)L TZET0IRN INTY RZD 1 ILF) VT UFEE A,

ABDDD 1 LB VT =TS INTY +Z&D 1 )LPY VT LET, Management Console T
BEULE/INTY FDD 1 ILAUV TR, A VT T —RND5
DADTBICITONZ T, ZDHESE. BHREKREYN /T v )
ZR< TCP/NT v k&, =8B ICMP /T w k&, A—UD
BEULE/INTY FEDZEHFIYLET,

T IAZ—DERECFICITALDDDI 1 )L VYT EITDICTDE. TD Management
Console [CEP O EBRATELRLIENZET, CCICFTvIENITIESIE. +DFRLT
ToTLIZEN,

Ho

* R{E
v IND > (D558
el | HUL D1 )L EBILET, — [4.8.9.1.1. D 1 )LYDENI/HRE]
[#mEE] BELEDAINWAZERELETT, — 4.8.9.1.1. T )LYDEN/HRE
[BIFR] | BRELIZD 1 LY ZHIFRLE T,
& EEBPPEUR
A ID/NT Y FOEETO DA PV b ERTUTNET,
&0 g3d/\ Ty
BREULEEIT PP FURICXT LT, #FIID/\Ty FaRHZUET,
v RS >V (D5RBE
=El | BEULCABZHRELET,
[R3] | BEULECRNSZWREL [4.89. BFaUT ] ICROVDET,

274




4.8.9.1.1. 7 1 JLADEN/HRE
D4 )LAEFY T /T v FOERZEFRITBILEZD., fRELIEZD LET,

= 7L 2OHEDD

AR Zr—A%: eth0(192.168.1.109)
BFETTELA:

FATEHE
o LIF@THL ROyHra]

HET R T b
AT

o IR S5 byt al

V| ManagementConsols (= 7 71724 ep/50090

¥ MenagementConsole(Z 7 = (R AR, 21— 1op/50080,50200:50359

¥ ManagementConsole[Z 7522 (SSL) 10p/50453

V| ManagementConsole[= 7 72 (SSLI A1 I, 2 —+)1op/50443,50200:50399
ERTARRONS T — tep/33 udp/53
ERRRARONSO S — 5% tep/53 udpl53
WeblZ 752 (HTTP) 1op/80
T2 P WeblZF 7 ASSL) 1op/443
a7zl (SSH) tep/22
SMIPTA—ILER S (postiz) tepf25
POPTA—)LZAREL (dovecot) tep/110
IMAP T A—)LERRY L (dovecor) tep/143
™ 17 A4 —JL.(ETTP) tcp/10080
T T T AL (HTTPS) tep/10443
FIPICT 7R tepf21
) ERA LTI T ITHINTR) udp/123
H—) ESNMPT — 2 (D5 udp/161:162

FEEF v J(PING) icmpiping
E D Micp123 udpi56. DTN

1V II—RE
DI DFREEITONRDA VH I T —ABZRHILUCNET, DNoCRHREZDA VYT T—
ACEDHTENIE FUATY,

275



¢ XETPEUR

HFIITD/INT Y FDORETISA P hEBELE T,

=EE &6

INTCEHY INTCDISAPYRDSD/INT Y FEFFIUET,

MUROPEUVR | BBREUZDSAPY SDSDINVT Y FIE0ZHFYUET, SFIT D051 7
DHEFY VREITDOTFRRRY DI ZIC, IP P FURTEELET,

EEE F=REDI

D2A4PYEDIP PEUR | 192.168.0.1

Ry bD=DOPRULRE Ry ED=DOPRURETTRY VRO
HIRY FVRD ZES> TP RURDEHZEIEELET,

B 1:192.168.0.0/24

5 2 1 192.168.0.0/255.255.255.0
(L\TFNH 192.168.0.0 N5 192.168.0.255
FTD 256 @D RLURICYYFLET),

&350 93/ v b

BREUCEET? FURAICIUT, 3FPI /Ty FEEELET,

F=REE Gl

INCEY INCDINT Y FEFFag LK T,

MTONTy & | FvDeEANZ/\Ty FEDEHFTLET,

DA RFBICTTVFEFE TZDM] ICHITEUID TROKL DA TEELET,

=EBE =EHI
Y—EXEZ lete/services 2 7 A JUICERSNTNNDY —ERE
ZEECEFEI,
tep/ssh
N— +BSDHIZE IV )TRY > TR— FESENZELUTUEET
=FT,

tep/5555,6666,7777
(tecp D 3 EDOIN— FBSICYVvFLEI),

N— +BESOEHH D0V TP > TR— +FBSOHEZEIEECTE
F9.

udp/5555:5559
(udp D 5555 H'5 5559 FTHD 5 BDN— FBSIC
NyFULEY),

ICMP 517 ICMP 541 JZ18ECEE T, (FacDEY FESER
Le<iEEiy. )
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icmp/echo-request

v NS > DERBE
BEl | BELEARBERELET,
[RB] |IBEULCABSEEEL M4.89.1. /N\NTy DI« ILAUVT | ICRVDFET,
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Fivh

Management Console Cld, ABDIFICT 1 ILY VT ZETO>TNDDT, RDKXIZEIEE
BNDDET,
« —/\XDWeb, 23177 Web,SMTP,POP3,IMAPFTP ZFA I DIFES_N5DOT—ER %A

FNATDIEE, BRIFERETDCENDHDET,
BRIRRICHR—LAT—/N\ZFNAIDITRMEDDHDIHEE. [Br1ARR(udp/32768:61000)
ZHIYITDIMUENDDFT,

« Y —/\OD FTP Z PASV £— ~FCHIAAT 2155

t—/\D FTP % PASV £E— FCTRIB I DHBEICIE. 51772 58 —/NIC FTP 57—
DEEDFHERSYN VT v R)DNESN DD T, tep/1024:65535(/Z12 L 3128~
3130,8080,50080 ZfF<)ZFF I I DMUEND D X I (BAEKNICIS
tcp/1024:3127,3131:8079,8081:50079,50081:65535 (DK DIC5cuh LE D),

s G—N\DMEDVY VD Web, £ 277 Web, postfix, FTP, DNS [C PO 3 355

BIEBFOSREIZRD SYN /NVT v RONESNDCENHDD T, [FRaE(tep/113) ] ZFF
JIdCCZHMELIT,

- Y—N\DMD FTP U —/N\ZFIAT D55

JE PASV E— R CTRIR I DHBEICIE. BERFNS FTP T—FEmED SYN / V7w %K
5NTLBDT, tep/1024:65535(1Z72 L 3128~3130,8080,50080 ZfR<) &I DINE
DHDFT,

HBDVY VYWY —NZEFHLU T VY Y VIRIC hostl & T BD)D Web, 25 177 Web,

postfix, FTP, DNS [C 7?2t 29 B15E hostl D' SREEEBRD SYN /T v hHARESNDT &
NDDDT, T —/\D hostl [CDIZDBDRID T T —2T 535E(tep/113) ] ZFFTT D
CEEEELFET,

* BBIVYIYPMY—NERB LT Y Y V(RIC hostl £FD)D FTP U —/N\ZFAE T DIHE

JE PASV £E— R TR T BIBEICIE. hostl H'S FTP F—HE0ED SYN /T w RHES
NTLBDDT. Y—/\D hostl [CDIZHBDAIDA VH T T —ATURDIN— ~ZEHFTT D
HNENHDFT,

— P RUREBRURNGES

tcp/1024:65535(/2 12 L 3228~3130,8080,50080 ZfR<)

— P RURAEBRT DIHE

tcp/61000:65096

s BDBVI YN —=/N\EEBALTHY Y VARIC hostl £TF DD udp ZRDY—E X EFIA

§'§> . hostl D'5M udp /\T v FZERITINDKDICIDEHIC, T—/\D hostl IC
ISDBDAIDA VD T —ATUTRDON— L EHFT T DIHNEN DD ET,

— P RUREBURNES

ZDY—ER

— P RUREHMI DES
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udp/61000:65096

4.89.2. BER/INT Y kD 1 LB VITHE

B D DARIERBAZLIEUIZD. AEHLSDAEBR P D 2R EFHIRIT DCHDHEHETINET,
COEREF. BEDERDFHHTIIMNEDLD B A,

BREABICKD>TUE, AT —NA\DEHEND TERLZ 220D, BRICEEZRKIIIIEMENDHDFT
DT, BREZITDOBEE+DEFRLTIIZE)N,

CDFEREIE. IPva A VDT =AU TCOHFBEMNERDET,

w m B VT v T LR T ERSE

# COREL BETOMEIHYEL A,

# COERENL, PvdA AT —AICHLTEMTT,

s A — ANDEERED T RIS TTREEE BV E T O T, SERE IS H4E
BLTGZE .

LIRS VT k2L R ) T REE(TD

[El—IP&@ERFTE L R
[EIBF e 00 s A BB ] ()

[#%]

S SER/INTY RO AUV ITBREEZETD
(BER/INTY D1 I VIREETDI ICFTvDZEAN, [A— IP EORFESLRE]
& MBEFEHEAND Y FIRIFEEEY ] (C 1 U EDFBEBEZAND L, TREI ZBRTRITDERESNFE
9, MRAFEGENDY SXUREBEREE) ) BREIRIC TE— IP EDESER FIRE &8 1EE— IP
NS TCPER I DI RSO HOEHBE. TDEETHSD/\Ty FERELFET,

BEE 588

BFTvOHD | MNFROBREEBMCLET,

OF w30 | MFROBREEENCLET,

»@— IP & DRI EGE L RE

@—IP 7 FLUZAD'5D TCP EGIC DT, EFERAND Y xIRIEEED) ] THRE UL
BN TORADFEHRMZHRELF T, REJEREHEE. 1~206EEE) T,
REBEZBZ DIRFFREZIICHES. TOEETNOD/ VT Y FERELET,
»BESEFE DD Y EXIREBEIGE))
A —NN\DBE—IP P FURDSDRISEGETF T v I DXIRIGEEIEELX T, RETEER
FEII, 1~2147483647 TY,

v RS > (D588

RE] | BELEZATZRELET,
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4.8.9.3. TCP Wrapper D38
TCP Wrapper CsFQIDdY—EXAD—EZFRTUTNFKT,

e v —tEIRO—8

EE H-—tERoJOoP34L8 09547k

iw ALL 127.0.0.1
snmpd ATL
sshd ALL
pottmap ALL
R | [HIF% | mountd ALL
vshtpd ALL
& R{E
v NS > (D558

LEN] | LY IDIY—ERDOIY RUZEENLET,
— [4.8.9.3.1. FFY I DY —ERDEN/HRE

[(FE] EBEURHYIDIT—LAOIV U ERELFI, — [4.89.8.1. FOgID
Y —E2DEN/RE]

[BUBR] EELULCHOUIDY—ERDIY I ZHFRLET,

¢ 5 —EZ2DTOTSLE
FYIDT—EROTOTSLABERTLET,
® US4 P
HFIITDUSAPY haRnLET,
MERESN TND T —ERIIRDERD T

Y—EX B—-E20T0T5 L8
FTP vsftpd
snmp snmpd
ssh sshd

portmap

mountd

T2 ETEBESNTNDTOTSARKUV DS A PY FFRODERNDTT,

Y—-E20T0T5 L% DSA4PY~
ALL 127.0.0.1
snmpd ALL
sshd ALL
vsftpd ALL
portmap ALL
mountd ALL
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4.8.9.3.1. F9 9 B3 —E2AMDBI/HRE
g0 —EXMEN

BT S L
il V) H

A9 dIY—ERDiRS

m SOl 95— ANEE
T—EADTOSS LE: |snmpd

T5AF A

¢ H—EADTOTS LB
FYITDY—EROTOTSABEEELET,
FEH—-—EZOTOTSAZIE 74.8.9.3. TCP Wrapper DEFE] DY METEHE L TCLND
[FERERECSNTND T —ER] Z28RUTLIES, FZ. ROXOBHEATEECEET

FEE 568

ALL INTCZRKID ALL ZIEECEET,

JOOSABDNE | DUV(,)TXD>TTOTSLARBRENELUTUBEBECEZT.
vsftpd,sshd

281



\ S0 WA

HYITDISAPYREEELIET. ROKXDSHEATE, JELCDONTE, IVYVOTRE S

TEHIEETCESET,
REBE 5788
ALL INCEZRKID ALL ZIEECEET,
MR L& DNS X/etc/hosts T 7 1 IUIE EICEHRSNTNDRA B ZEIEBETE
F9.
IPPRUR BEGIIMTROERDTT,
RIEE =EHI
D254PYFIP PEUR | 192.168.0.1
Ry FD=DPFUR RYRID=DPRUREYTRY VYR
EYTRY EVYRD DaF>TP RURDEHZEELET
192.168.0.0/24
192.168.0.0/255.255.255.0
(WFNE 192.168.0.0 15
192.168.0.255 X TM 256 @D FL 2
[C¥YvFLED),
RXAVICHTD EXALVICHUTOAILEA— REEBECEZEY,
D14V EA—F .domain.co.jp (domain.co.jp [ICB T DN FRICYYFLET),
RADXFH Y F(O)TWBFEDCEITFRELU TS,
Ry RD=DOPRUR | Ry ED=DPEFUVRICTUTCOAILEA—FEEBECEET,
CXTT D 198.168.73 0P P R L ZAN1 192.168.x.x THDNRA TV wF ULE
DAL EA—R 9), REOXFNFY R(O)TRODDICECEFRLUTIES0,
v NS > (D558
=E] | BEULCZRBZEHRELET,
[RD] | IBEULCNEEWREL 4.8.9.3. TCP Wrapper DBE ICERDET,
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4.8.10. 27 )Py 70—k

TAULORIEDPAINWNEEBELTCID 71ILDPP Yy TO—- REIFDOCENTEXT,
TAUORJLCOP7)EPYTO-RIDTA LI RIBZEEL. BRIZBRLET,
TEC, BELET A LD FUDBRERTZLZINDT, [EBHIDBRICTP Yy TO—-—RITDITPT1ILE
ZEEL. EBNZEETRLET,
PvIO—-RI7A)LERBENRISNZTINT, BELEI 7AILBICPvTIO—-RF20-7
W27 IVEBELTIESE0),

(PyTJO-FEGTIARRB LD 7B ZEBE-ENIB NPy TO—-RIDO0-ILIT7A
ILVEDIBREDIBEIC/RVFET)
E2. FBCERT SN Dhome/web/xxx(T1 LD EURB)DI VDD ) wDTDCETESRIDT
1 UDO U ZEEBETEFET,

71 )LER

TALZHL homerwebf

B0 | | e et
Shome Swe blss

*T«LDOKR
7AW EPYyTIO—-RIDT+UDFUEEBELET,
[BRIZHBTIDCETER LT A LI FUESRLU. TEICSRBRZXRTLET,
KL TBICRT SN D homelweb/xxx(T 1 LD FUB)DU VD ED )y DITDCETSIRI D
TAUDRUEEBETEET,
v NS > (DERBE
R | TAUDORUTEBREULZT 1 UDRUICKEIL, REICT « LD FUDBHRERT L
x99, BRIOSOVICK > TRANBRDIBEDHDFTNZBRL TPy IO—
RIDOSA PRI VRDI P IVEERLUCHS[PYy TO—-RIZBTRITD
CETPyTIO—RENZEY,
(CoBENST LD FUEEBNTDCERFITEFEA)

»DLEN]
D7AIVBADRICTD 7 ILBZADLTCEBNIZHERIDCETP Y IO—RD P
1 ILEIREBICBITLUET.

»Q/home/web/xxx(T1 LD &)
I DBED )y DIDEZET LD FUICBEIL. %57« LD FUDIBIRICE
maSHLET,
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4.8.10.1. 771 JLO7P v 7O— REIR
PyvJO—-RI71)LERBBERTUET,

o dO—F 77 I ER

ZrIE: thormefwebitests
FoudO—F 271l ZHE
| 7»70—+ |

L IO 0%
BEIRUZ D 2 LI BDRRSINZT,
¢ PvIJ0O—RIP»1)L
Py IO—RIDIPIIEEBELET,

v RS Y DE5RBA
Bl BEUET 1 LD FUICBEIL. O-AILOT 1 RDBRERRLET. (B

FIRDDSAPY NI YADD 71 IVEERLUET,

BRICOSOTVICK > TRTNERBEDIHBENHOE N ZBIL TPy IO

[PyJO—-F] | #BFIBDCETPYTO—- RSN,
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4.8.11. SSL SFBAE=E1E
AN SMDBCIBRENEBIEEZITO CENTEET,

GRS B (=)

H—riGEAE—E -
EiR Z71IE H—1ia HiTEa ZfTH BNHHRR
© 20161219100020 |SSSeeSlocal |ESESwSocal  |2016/12/19 100020 JST  [2026/12/17 100020 JST
| ERLEY - JEERE0RE \ | EEE T
sEAEER—5 -
Z7AIE H—1ig sEeAE A ERRH
2017021714411 ol 2017/02/17 1441:11

\ FEREEOIRSER(CSRIFER |

& 9—/\fIEE—&
Y RAFTAICRELUTCNDIEEBE 2B SN, RIEBESHIND—EZRTLET,
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J—brDzAE2RRUET,
\ iU
D2502RMUET, BRBOBRBERRLET,
50186 5788
U B
H MR+
G T—bkDxA
1 VI —R

AN T —RERHNUFET,
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IPv6 JL—F 1 VT

g WA b2z 735 A HIT—A

e80-21d 7dfffeTh:337/128 fe80-21d-7dfffeTh33f7 UG eth
fe80-/64 fe80-21d-7dfFfe Th:33f7 uG eth
fe80:/64 B U eth0

£e82:/64 £e80: UG eth0
#00-/8 = u eth0
z1/128 B U lo
{e80:20c: 29 fe6etdab/128 = u lo
f02-1/128 021 uc eth
#00:/8 B U eth0

& W
v NS Y DFRA

(Bhl | IPv6 DIL—F « VT FT—=TILZaBNLET,
— [4.8.12.2.2. IPv6 JL—T « VT 7T — T )LDEN/HRE]
[(fRE] | IPv6 DIL—TF « VI T =TI ERELET,
— [4.8.12.2.2. IPv6 )L—T « VT 7T —TJ)LDEN/HRE]
[BIFR] | IPv6 DIL—TF « VT FT—TILEHIRLZET,

® 5855

INT v RREDFRFEERTUET,
¥l nlV e e
T—bOIAERRUET,

\ i

20 ERMUEY., RIBDOEAZERLET,
A 55168

U B

H R

G T—tDxA

o I i

AV —RERRUET,
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4.8.12.2.1. IPv4 )U—F 1« V0T —T)LDEBI/IRE

nIPvd )L —F 17— )LOISEE

BEIL:
S Sy Sk
H—brozA:
A=A

fa
frit

® 585G

INT v RRERDRY FDO—=DP RURFRIBRZA P FUREEBELET,

TRy FVYRD

AR Y RO —DDBEIEZDOY TRy EVR D%, 5BHHKR ~DIHEL 255.255.255.255
ZEELZXT,

*¢T—FrDxA

COIW—TF 1 VIT=TIVDEBRSNIZIZED. /T v EDEEFRDIP P RURZEEBELET,
T—rDTAVYVIE CORRAFEBURY FDO—=DEICHEELTNRLSTRBEDEE A, 58
FICRNTEDBEEDIERSNTNDRY FD—DTHDHBE. T—rDI1ICEBRBEDA
VI T —ADP FUREEELEY,

1IN II—R

CDIV=T 1 VT ERET DM VI T T —REEELET,

ANZBBUEBE. T— DOz EDBHRNS, BEIXARD—BOIN1 VI T —R%E8
BRELTT. BHIERITDCEETEEH B,

v IRD > (D5RBE
BE] | BEULZRBERELET,
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4.8.12.2.2. IPv6 JU—F 1 VT 5T —=T)LDBI/HRE
nIPv6 )L —FT A FT—TILDEE

BEAT:
F—bro
A SEFT A

S
frit

5855
JXTw RREROR Y RO =P RUREERRZ P U2 EEELET,
¥l nlV e e
COIV=T 1 VIT=TIDERSNEBED. /T v FO&EEFHKDIP P RURZERBELE T,
T—bD0zA9YVIE TORAFEFLURY FDO—=DEICHFELTUNVESTRISEDERA. 58
FTICHRNWTEDBENEHRSNTNDRY FIO—-DTHIBE. T—FD I ICIIBDBESDT
T —RDP FUREEELET,
®¢1VHII—R
COIV=FT 1 VI EBRET D1 VF I T —R=BELET,
ADNZEEBBUEHEE. T— DT 1FDBHRANS. BEIRR—FBOIN VI T - =8
MERELE T, BHUIBEEIT D LIFTEE A,
v NS Y DER8E
[%E] | BEUCABZRELET.

308




4.8.13. N\w DO Py IR+
Ny DOPyTEE ASHDRATI 7 ILSBESNEZ D UEBESDIEHIC. D71 IILlaE# LT
RLTEZNNFET,
I ZATLADBE. FREDROLEEERZREBNDARB ST IVHSE A A—XICEIBT DEHICTFERHICT R
FTLADITPAIDINY D Py TaE>TRLCEZBHELIT,
INWY D7 TFBEDERED/INY O P Y TDRT. Ny IOPyvITSNET 71 ILD—EDRRIOJ X ~
PEIDOCENTEZT,

Ny DPy TP T—ERZERIEEBFICTONE T, MEICH T, SHEERTRICEY —
EREELELULTLIIZEN, Ny DPyTUTRBWED PAIVEINZARPITDCELCK>TNY D PY
TR UL ROIRRENY RT AEBTTI D ENTE DXL DICEDET,

MW Tl& YRTLRDI 7 A IWZEUTD 7 DDTIV—TICHELUT, JIL—TEICT P71 ILDIN
VDY TOBRDFHSEHHT D ENTEET,

INV D Pw T ZRPOREEBD—ETYI, CCHORTEBEDREETNET,
/Py NANT—E

1#E S8l LR "AZ

Py T = — s - Y Tl
i,;l:;)j HE 27 LT (A — T EIEEIE) 5 IRS e W S

P ——

i;:;)j EE DT b REEH— WOE L 5 S T LA

P

Jwaryd | B8 D—H@— T S 5 RS W s
YARF

Jwaryd | mE AL AT —IL, 5 IRS e W S
YARF

P ——

JwhpyT | BE A SR 3 IRt W
NARF

P i .

IwaryT | B8 %ED???{JIJ 5 o T LT
YARF

p——

ST | EE — LAkt 5 e LT
YARF

I i = " N
-L‘R’i; ) | & ESMPRO/SAS()/ Vw7757 N ey
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ZINZNDTIL—TTIE. UMTDT« UD RUBERDD 71 ILE/INY D P v T UET,
0 I AT AED 71 IL(A—TRIEEIB)
/etc. /home, /var/mamed. /var/spool/postfix. /opt/nec/mail/mail.conf, /opt/nec/mail/httpd.conf,
/usr/local/fml/.fml/system. /opt/mec/wbme/ssh_host_key.pub. /root/.ssh. /opt/mec/mail/eul,
/opt/nec/mail/mwmectl
0 I AT, BREY—/\NDEEI 71 I
letc. /var/mamed. /opt/mec/mail/mail.conf, /opt/mec/mail/httpd.conf, /usr/local/fml/.fml/system,
/opt/nec/wbmec/ssh_host_key.pub. /root/.ssh. /var/lib/ssl, /opt/mec/mail/eul. /opt/nec/mail/mwmctl
o 1—HDR—LT+ LD
/home/web
® X—)LAT—)l
/home/mail, /var/spool/postfix
o X— YT+
/home/fml
e SEOT I
/varflog. /var/lib/logrotate.status, /usr/local/fml/.fml/llog*
o LD KUIERE
FRIEE
O | - TAUVORUDEBRICHENT, 1] ZIBELTE. YRTABEBOE/NY DP Yy JETE
FE A,

REZEIBIDHG. BIYAL—)LUEY—NIXHUTURRPLTLESW, FEBTI YA =
LIENYYDIRRA RS, IP P RURIRER, EBRIEE<EUZRTHRE L CRIMUENDDET,
RIEOEIBIE. Ny DPy ITRGEDIYRTANDT v IT7T— MBRRREERF UIARIC L TEITLTL
EEW, SV Ny DIPPyTIRICEZSINTNIEADT, BE, BATIUNENDHDH
EDB
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Ny DOPYTIEENY DTy TUR)

\wOPyTID | YRFTALAE | YRATA & | A—TDIR | X=)U | X=1) =yc1uks)
T35 | DJOr)bQ | BY—N\DE | —ATaUL | RT—| VT 271U
ASYES) —1E18) EIP1I 2y, U A+
7y TRIR
Y2FNETPA o i i i i i
(A —TEIB)
YRT A SEY
—INDRET 7 A O O - - - -
U
A—YOR—ALT
(LD R © i © i i i
A=)V T=)L O - - O - -
A=)~ O - - - O -
SOOI 71U O - - - - O
& R{F
v NS > (D5RBE
NwDOPwT] | NwDPyTEaRIFTLUET,
[#REE] Ny DRy TREBBZERTLUE T, — 4.8.13.1. Ny D P v TiRE]
[ +77] NV DO Py TUCRWNEIT P IVETICRT R M PIRIFBEERT L
x99, — 4.813.2. XK
\ gL
INY DT w THEDHRBERTLUE T,
& HHRE
NV D Py TIPA )V ERETDERERTLET,
L RV

Ny DOPyTI P I ERETDREERTLET,

w0 | Ny DTy TRTP(OD 7 1 EECED)C PRI ZT o EIBE WEHRD/NY D Py TI 71
JVRERNEN T, BEICIFET BERD/NY O P v T I 21 IUFHBRESNFITOTEEL LR
00,

INY D TPy TRITPOIS—UNICKD, AR\ DI Py TI 7 A )JUSERSNFEEADOTER LT
<&, IS—UNUE Ny DOPyTaEE FEE Ny D7y TRRERX—)VICkHINET,
® WARNING UL
INYDOPyTI A )NWERPICRES -7 v FEBRDT « LD FUDEFEUSNSE)FEER, N
VORI IPAIVEIS—ERDEI—Ty T+ LD R UDD 71V ZERNTERSNE
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ER
® FATAL L)L
INw D72 TETPIC WARNING UN)VMADERERER. /Ny D P v T I 7+ )VISERSNFK
B A,
MEARRETIEZ. NWIFNDOTIL—TE [N\Nw DO P v T U] BEICE>TNET,
REHROIRBICHHDETEIIL—TDI P71 ILDINY D7y TEHREL TSN,
MW TIE&TI)IL—TICxi LT ITO—A)LT « D). TSambal. [FTP] D 3&FED/\y D P v IFIE
ZIBEIDCENTEFT,

BITEICIE. ZNZNUTDR O BRFEO DD TT.

e O—N)ILT 1D
N—=BEF 1« RODEBDBPAIC/INY Dy TEEDFT,
[BPT] A—TORENFIEAEARETHETT,
[%8FF] N\N=BFT 1 RODMDSy Y1 9dEEITTCESETE Ao

wO | D=7IT 1 ZOADINy DP v T, fIDFTEICHENTY Z b P TERNTEEMENE <30
EES | 9. 23RO =NILT 1 2D\ DT v TURDITBET/INy I P v TEEDESICL
TLIEEL,

©® Samba
LAN [CEHSNTLND Windows VI VDT « ADICNy DO PwvTHEDXT,
[BPT] O—IT+« ROMDS vy a1 UTCEETCEXT,
[5871] ®H5H U Windows VY VEICHBEDREE L TRIIMBNHDET,

w0 | SECO AT —NIS2BROBE. UFOLSICEFEITINET.

EES | . 9285 —H—/N\d, BESNEBMSEIC, BIP PRUZDT « LI RUEERLNY I Py
TEGFNET,

« AU—TH—/\lF BBESNEBMEIC, ZIP P RURDT 1 LD U EEREFIC/ Ny 2
Py IEFNET,

o F'TP
FTP U —/I\DT 1 ADICN\Nw DO Py TaEDET,
[KPA] O—ILT« RO DSwvya L TCEERIITEXT,
[58Pf] HS5H U FTP T —/\DEREE L TCRIIMEBNH DT,
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4.8.13.1. )N\w D P v TiRE
INY DO Py TORRKEDOT I 2 —)b. NNy DO Py THREERELET,

O ———
SHER: VAT L, BRSO RETAA I
fete Svar/mamed fopt/nec/ mail/mailconf /opt/nec/mail/htipdconf fusr/local/fml/.fml/system fopt/nec
BT AL Swbme/ssh host key.pub Froots ssh Avar/libdesl Jvar i/ ldap Fopt/nec/ mail/eul fopt/nec/mail/ mabce fopt/nec/dns
Foptfnec/eluster
e 5
2F¥a-i: O@B Op#EEes «| O&#R B CriwsFodlal
853 0 o HIDeSFed
Hyd7ad At
Ho-nsas Faloshu: Fs achap
Dlsamsa T
Windows7 32 2
Ead ko
I
HAT—F:
CIrte )i
ml=RVEH
HAT=F:
Tl
(= ) (w7 ]

\ gL
INy DO Py TORBERTUET,
*XARTALUDI LV
INY DO Py TDHRERDT « LD FUDRRSNE T,
(UL
Ny DPyITIT 7oA )VERETDEHEEELET, 1~255 L THEEN'TRETI,
CCTEREULZBHZEAD/INY DTy TIPAIVIE. aaVEDDSIRICAIFSNET,
®RTIa-)
Ny DRy T&iTIFAIVITEEELF T, BESEIUTND4DTT,

FEE 8768

BB, M$Zl) CEEOEZIC/NY D7y TZFTNET,

& | @
@ | O

BB, 6DV ROV TR RHSRBIRULCEED. 3%l ICEEDIS
ZIZINy D Py TEIFTNET,

RIEE i

RiES

NEEB

KEH

PN =)

#iE8

1B

BiEH

88 BA. 6OTFR R YD RICIEEOBNOD. M65%l] ICEEDIFZIC/N
w O PwITEITNET,

Ny DRy TUIRY | BEABYS/NY D77y T3TNEE A
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¢ 5%l
INV D Py TET 5L ERELET,
(ZT3Y3—)U] TEBEULZARBEDMAIENDEBIZIAIVITI TNV DI P Yy TZEFNET,
Ny OPvy TN
INVDOPYvITIpA IV EECICBLSNDZEBELZET,
»O—HILT 1 RD
CONYYOA—=NIVT 1 ADICINY D Py TETOINEDINEERELET,

REME Bz

BFTvOHD | O—HILT « RO\ D P v T=ITNFET,

OFTvORRL | O—ILT 1 RDICNY D P v TETNEKE A,

>T14 LD KU
INV D Py THROT U FUERBELET,
BIET + U2 kI, /var/backup TY,

kSamba
Samba ZRIALT/\N\v DO Py TEGFTOINEDIHEREBELZT,
RIEE 5565

BFTvDHD | samba ZRALT/NY DY TEFNET,

OFTwvPRL | samba ZRBL TNV D Py TZEGTNEEA.

> D—DT))—TBINNT EX1VR)
XL E75D Windows YV YDD—D0)L—T&, FEIE NT RX1 UEEBELET,

> Windows Y/ V#

XIRETRD Windows VY VBZRA RBHICE IP PFURXTEELET,
g =55

Windows VY VICHEREUCHBREEBELET,
> 1—5%

Windows YIYYVDOHBEI A IIFICPOLZATED1-HBEEBELET,
>»NRDO—F

A—YDNRD—RZEELET.
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»FTP
FTP ZRB LNV D Py TETONEDNEEE LE T,

REME Bz

WFzvDHD | FTPZRRBL TNV DI P Yy TZETNET,

OFzwvPRL |FTPZFBL TNy IRy TZITNEE A,

>»H—/\%

NV DRy TIPAIUREHRDY—/N\BEEBELZET,
>0014 %8

N DO Py TIPA)EEHRDOT A VBZEEBELXT,
AV Ll

N D PYTIPA)NEERD/INRAT—RZEEBELXT,
>T14 LD

INVD Py TIPA)URERDT« UD FIEBELET,

c Ny DOPYTIPALIDPCRABBEDOXA—ILEEDT S NR— RIERDOEF2 T«
[CEBET DIBRRENSINDEH. /Nw Dy TDZODI # ILF DFHMHED . BB DHER
BEQOEFAIT 1 DEREICIEHDIEFRLTLIES),

c Ny DOPYITDRT I 21— )ILEFICRNT, EEREA—TDMR—AT s UD RJEX—)I
2T=IVDINy Dy TZRIFZICETI DRE. BHRO/NY DRy TZRIBZICTDORD
[CRETDENYIP YT ICKREMIDHBENDHOFT, TEIEIF/\w DRy TERFEHEZN
FROBRNKDICERELTLIZEN,

o

v IND > DFREA

[27E] BESNIZERABST/NY DO Py TOBEETVNEI . NI P VI ERTIa—)UIC
LD > TERITESNFET,

[BI=1T] | BESNIZRBT/NY DOP Y TOEREZTOERIC, Ny D v TORSETZLT
NWET, COEENYDIP Y TFEEUCZAT Y2 —)VEER U TERTSINET,
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48.13.2. A+
Ny DOPyTUTRWED 7AIVETICRY (B9 D) CEEURNPERUET, NvDITPyTD
PAIWIN—=TZELCNYDPYTI PN EIZATAICIZARTPIDCENTEFT,

wyzey |

oy IOUART7HE
C nT AL EAR TS
& BlnT L AT TS
?«(L/ﬁf*')%:lﬁmp
RoZ 7y B [o-m7as =]
BRI P 57 774 )LInB VAN PEITIT 4L J1)
=
Jié|
VANF BV F 5774l (varhackup)
ForTA 810
[ ] TG L S rydER | Tydy—hbER -—Tay
(& [backup_syscont 0.tgz 2009/06/23 16:03:40 20
®N\vIOPvTID)RARPH
INVDO P T IPAILD) R R PHREEELET,
RIEE 5768

TTDT« VDO RUICURRPID | Ny DOPyTEBERLT« LD RUJICURRPZULET,
IREDFRED BELLZNYIP YT I P+ ILORBICE
SEDDFIIDTERLUCTLIES),

BIDT« UDORUICURRPID | IBEIDRIDT « VD FUICUR P ULET,
[T UDORUE] TEEULET « LD FUBRICUR

PaRTLET,

* Ny OPvyITHN
IRERESNTND/NY O Py THRODH S, URRPEIFTOIHAEBERLUTIES0),
¢ BIRLENYDOPY IO PAIHEIURARPETST«UD R

BIRUEINY DO Py T I IUDSHEDT « U RUFEER D71 ILE X P I IESICE
ELET, =T U RUOHOSIBELTLZEE0),

BEIBE I DHESIE. ANR—=Z, 7. OAYVDNTNH T >TIZEL),
FEVRRZBRUTINY DO PYTIDPAILDRES D71 ILED—E) THERBIDLDOICLTL

1z,
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® URRPIBINVIPYTIPAL)
EDONYDIPwTIPIVEJRSPIINEEBELET,

RENDEDHDENY DO Py TBIFTHERLTIIZE),

Ny D Py TF=BDIREPIE. Ny Dy TEGFHOY AT LANDP v ITF— ~ERRREE

BURREICLTEIFLUTLIEE,
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(RAIEZBRUEEIC NvDOPyTIPAILDARE D71 ILBD—8) 2RI DITHE
BELET, BBLLEESE. E8RTINET,
IBEYRERMBIE. 1~18446744073709551615 T,
» )P 1)L
Ny DPYTIPAILETY,
»/ N\ DO Py TEFE
Ny DOPyTaFoEBRERLUET.
Py IF—BRAN—-Y3Y
INY D Py TEGTOERDYRATANDP Yy T7— MBRRRE(P Yy IT7—FN\=Y3 )&

xRUFET,
- N=Y 3 VBESHRRNDES
CDIRTACRNT, N=I3VBESOPYIT—rEIYa—)LE@EAUTIRRE TR L

Ny DRy T7—=57TT,

- TPy TF—FOBREHDFIEAI ERXRRSNDIBS
CDIYZATAICBNTP Y TF— FRBABRRETHER LEZNY D P v ITF—HTY, PvT
T—rBERI PIILEHDEEA

« TCOYRTATHERSNENY D P v ITTF—=ITREHDFEE A, | ERFSNDBE
BEHRHSDT —IBITDEDITEHNIC U X S PEITIBEREICKRRIINET,
IN=I 3 UNBRDEBD/INY DI Py TIEET 7?1 IVISEOBBRERIELEIE A,
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N DPYTIPAIWDIRAT AP Y TT—EN=I3VEREDIRT AP Y ITT—F
N=I3UNERDHE. UFORIBAY Z—INRRIINET,

Microsoft Internet Explorer

\_?,) SEIRENIZ S b T e Dp A DD AT LT T — B =T RTE DD AT LT T — b =T el — R LEE A NP op A LRI A FFLES N T

o] et |

U2 RPERGTIDHER. MFREDIY AT AP Y IT—N=I3 V&NV DTPvTD
PAIDIRT AP Y TT—EN=I3VCENDETHNEUZARPETO>TIES0,
[OKIZIBRIDE, PyTT—bN=I3VCISTFURARPERIBLET, UARPET
DISVBEIE [FroIVZEBTRUT URRPZESREUTIZS0,

v NS > (D58

(RR] | BEULENYDPY T I P71 ILORBERILUFET, X RPREETSINEEA.
— [4.8.13.2.1. N\wDOPvT I )LORBERT

=17l | BEULENYIP YT I pAIVEBERBLTIRRPERITLIET, TdDT 1 LT R
[CURFPIDEERULCHES REDRED/NNY I P YT I 71 )VORBICEETE
DODFEIDTERLCTLIZS0N,

[BIFR] | IBEULENY DO Py T I+ IVEBIRLE T, [Ny D77y TDiRE]) ICTFTP U —
NZEFBRATIREICLTNDESE. FIP Y—NCHD/N\Nv D P v TI 7+ )L ZEIR
L/gﬁ/‘./o

O
EZH

« URBPERGE. Y-EBERO—BRLEETNERADTERELTIZSU,
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4.8.13.2.1. N DO P v T I 21 ILOABRT

P T

AT LD Ty T B e

var/backup//backup_conf_ 0 tgz
1.0

FNEE U AO—NTSIZE S8 T v Sl BTN OE T 7L ICERTFLT REL

druxr-xr-x root/root
-rw-r--r-- root/root
druxr-xr-x root/root
drwar-xr-a root/root
-rW-r--r-- root/root

0
1272
0
0
1706

2012-07-25
2011-06-28
2011-06-28
2011-06-28
2010-12-14

11:20
04:13
04:17
04:17
22:41

R
HE1
EEE
t4l
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etc/

etc/kdump . cont

etc/pki/

etc/pki/rpm-gpg/
etc/pki/ron-gpg/RPM-GPG-KEY-rednat-beta

NV DPyTIPALIDPICEFND I P AILD—EZRHZLET, THNZNIBSEIEPEBIBL

TRIRSNFTINDT, PEEINT

X UREF LTI IZS0N,
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4.8.14. Web POtz 2 ##5t
Web POt 2 fsHBEROERIBREAERELET.
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4.8.15.1. SV RADSF
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322



4.8.16. Y\ P)UIN— ~E&FE
VPRIV =IVICERT DY PILIN— FDEREZETNE T,
I PIVESO UPS ZRIAT 3BaIE. IVY—IUHARIAT DY ?)LIR— ~DiEEZ UPS EifIC
BRELCLIEZEEN, YUPIUIN=MERICTOT 1V IDFESIE. root PADY RCTOTAVTD
CEFTEZ A,
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YU PIVIVY —VICEHRT DRD/INS A —HE
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AbtwT 1bit

0 —I4E none

®JUPIIR—F A
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¢ UPIIR—FB

F=EE 8768
VY=V | YUPIVIR— RERZE DY Y —)VERICEE LE T,
UPS i I PIVIN— HEZE UPS BifICIEELE T,
UE—-FDIYVY |iLOREBYUPILR—FRBICIEELET,
— U
v IND > DERBA
FRIE] BREUCABZRELE T,
(R3] YRATLAEBBICRDEI., — [4.8. YT
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48.17. 2z IA =N
DSA9DI 1 IVA—/NICEET DEREETINET,

H524-2FRE | TxfLA-lioBE |

v NS > (DEHBA

(DS RH —BARELE] DS ZIBRDIEHDIBEREAD U T A IVA—=INDSAIHER
DERBRETNET, — M4.8.17.1. DS AIERETE

(D1 ILA—/NDEE] DJxAIA=IN\TI—TOEAREEEZTINET,
— [4.8.17.2. DA ILA—/\EKEZFE]

Web U —/\IX=)LY—=/NTDI A I A—/N\DSAIEBHRDKRENTEETI,

DT AIWA=INDSRAIBEOFRCDONTIE. UTOFIEEZSRLUTLIIZE),
[CLUSTERPRO ¥ X5 ABEH1 ]
[MnterSec/MW4001 25 X YEHEFIRE

O | SBEDC FORIIRISUTO URL [CHBIFSNTNET ., Y RT ABERIICRIRZHER
LTIDSE T ZS0),
TCLUSTERPRO ¥ 2T AL R
http://jpn.nec.com/clusterpro/clp/index.html
[ >0—Rl-[¥Za7P)l]l-[Linux] KD5ZHD/N\—I 3 (X 4.0)
[MnterSec/MW4001 05 X SEHEF|EE]
http://jpn.nec.com/intersec/ MD[F D>V O— K]

324



4.8.17.1. DS AV EAXRETE

FO—7 1P
TO—F L HIP(IPvE):
WebManagerIP:

ARG — (& mw400h2
AL —) {(FQDN): ]
TR — g AT e SIP): 192 168.1.192

RS — RO ST
AL — =1 iE:

2L —Ft— S FQDN):

AL —A =i S ) F1E):

AL —T = e —a= S IP):

[(F=nms |[_Feormroomis
¢ JO0—T1JIP

ERAIP P FLURIPVvHZEIBELET ., BRRIITESEZEA.

¢ DO 0—5 1 V2 IP(IPv6)

IPv6 (EREODEMBA IP P RUREERELEY, FAUSNRSEEKRTETT,
€ WebManagerIP

CLUSTERPRO NEEBEEAND IP 7 RUREBELZET.

L A el AV =

MEARERY —/N\DBEICTT, (BIRA ~BN'BEEBESNET)

& Y29 —\Z(FQDN)

MEAREIZR Y —/\D FQDN T, (B/hRZX D FQDN HW'BE&IERESNZET)

L A el ACAVAWASIEIR )

RRENZR Y —/N\DERBAI IP 7’ FLU X TY,

& V2B —NBH VI —IRD +IP)

MERER Y —/\D1 VA —IRDI FAIIP P RLU X TY,

® AL—TY-—)\&

RFER Y —/N\DBIIZEELE T, (R FBDANDDIMETT)

¢ AL —TH5—/)\&Z(FQDN)

AR Y —/\DERRAI IP P FURZEIBELE T, (FQDN ODADHIKNETT)
& AL—TY-—N\BUNT v D 1IP)

EBFHER T —/N\DERRAIIP P FUREBELET,

¢ AL —"TY-—NBHAYH—ORI 1P

AR Y — /D1 VS —DIR D MM TP P FURZEBELET,

10.0.0.1

v NS VDR
[FREDRE] BESNIERENSZREF LE T, [REDREFIDETDH T
[E. DT AWA—NDSRIBRDERIEBCBNEE A
BREDRFEOSRAYER] | EESNIZRENDERE ULE. JTIA—/NDSRIHE

BROERZRCIRNET, ZDER. I5—FT 1 AU DIBEZH
1BLUET,
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4.8.17.2. D71 IVA—/I\EXEE

W Zx1ILA I\ EEEF
= —i—E:

H—r3 IPFFL-A
host3 [1o.0.01

hostd [ioooz
Zx-rLA =4I —7 Failowart

T AR Smrt/mirror
TRARFFEQDMN) : Iwww.nec.co.jp
EHSE I

*EH— N8
IP 77 RUZIBIC 2 BORYRFADRZ FEICHT D IP P RURUNTU v D IP) BZN2NIE
ELEY,

O | ethOICERELEIP P FLURZADLTIIZE0,

¢ D 1IWA=NT)IW—T
MEBBAICTIEBELE D 1V —N\DIL—TD&MaxRnmLET,
®T1RY
MEABAICTIEE LIS —DiEgaERT™ UE T,
¢ /R ~EBEFQDN)
[4.8.17.1. DSRAFEARRE] THRELLZIO—FT 1 VT IP PP FLURICKINT DR &
Z FQDN (www.nec.co.jp '8&) TAHDULET,
v KNS > MDEHEE

[2E] | BESNIERENBTZREFLET.
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4.8.18. Y AT LhDIEIE
[V RFTADELL] ZBRIDE TV RFTAZREIEUET, KALNWTIN? ] EFCPOTMRY IR
aXRHIUET,

Windows Internet Explorer E|

R_‘E:/' YATLEBLELET. SHLTHR?

08 ) [ weltr

v NS > (D58

[OK] V2T LhEELETBESICHTILUTCLEEN, — 4.8.18.1. {Z1E ]

[FrrUl | BLEUEBWNESR [(FrrEIL] ZBTUTIZS0,

..o DT 1I)IVA—=INDSZIERBRDOEREIE. CLUSTERPRO O Web YR—I vEBERHNDI S
B vy ROV EERBLUTIEE),
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4.8.18.1. &It
YRTLERIEICRETIEERIECEET, [(FrrIL] & [BELE] ARASNZET,

10¥01% (22 A7 LiEIEEFEIELET,
TCIZV AT LEEIELZL BT, [BHEE R FL T3,

[ oz ] [ Bliz .k ]

v IR Y DFREA
[Frel] | BLEUZLBNESE [FrrEl] 2B TRLUTIES0,
(B LE] 10 WFIEFICEILELEVNESE [BIFLE] 28R U TS0,

EDOMYVEBRTRUSD OCHED. 10 WEICKR TIEE UK, Y AT AMRIEULET,
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4.8.19. ¥ 25T LhEEEEE
VAT hERECRET DEEETINET,
AT LERERE

FRENFEREE: 5 i
RRET— )L [0] InterSec(2.6.18-371.l5) ~
¢ EAFHEE

VAT hiEBHEEZMNEN CIEELE T,
& EEN—RIL

EAITDIN—RIVEBRTZEI., @B EEIIMWBEHDFEEA, D—RIVICXTL TP Y
IT—hEGFOEBEIC. FECHUTGERULLIINDEZIET,
v IR > DERER

[2RE] | IBELLCABZRELET,
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4.8.20. ¥ 27 LDBEE)
[YZRTLAOBRE] ZBRITDE YRFTAEZBRILEIT, KFBALNTIN?) EFCTPOTMRY
DRERHUET,

Web R—SHSOA vt —3 =

) 2 XFLEBRBLET. LBLITIN?

OK | ‘ Fr Ll ‘

v IR > DERER

[OK] BREHNIDIHZSICIHBTRLTESN, — 4.8.20.1. Bicg)]

[Frrill | BERBUELEVWEER [FrrIL] ZBRUTESN.

..o DT 1I)IVA—=IN\DSZIERBRDOEREIE. CLUSTERPRO O Web YR—I vEERHNDI S
HYT— rEEELTI R,
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4.8.20.1. Bi2E)
Y RATNEBREICEIIEMEERIECEEI, [(Frv /L] & [BIBRE] iERRSINFET,

10FME (o AT LA Bie e mERaLE T,
T AT LERRELCLIFD, EISRehEiE LT3,

[##}tw H mﬁﬂm]

v NS > (D58

[Frrl]l | BEBUZBNESE [FrrEIL] Z8TRUTIES0,

(BN ) 10 WRBEFICBRELZNESI (BIBikE)] 28 TUTlESl.

EDQRIVEBRRUBN DIZHEEF. 10 WEICRTEZUIZE. YRTADNSEARBIEL. B2
gL,
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4.8.21. BRTFPHNDY LEEE
RIFPNDY HICEETBDEREETINET,

B {FFFH AT —F

{REEES Iadmin
PR —H: [
SRD—FEAS:
* RIEEES
RIYBEBEBFHEBRINNFTIEFD 1 XFUE 16 XFUTOFABRINIFHF,” ", " CHE
ELTLIZEN,
\ JAVID Ll

SNRAD—RIE 6 XFUE 14 XFUTOHFA/RYNF FHH/ELS23D) eBELTIES).
BT DE. NRD—REEBESNFE A, ZO/NRAT—-FZEEEIDCELFTEE R A,
& \RDO—FBAD
INZAD = RADDRER O TVBNDER I DIEHIC, EO—EFU/NRD—RFEANDLET,
v IR > DERER
[(2RE] | BELEABZHELET,

, - RO PADY RE sshFICKDY—ZF)L« TVY—IADOT A VEHFTTDIZH

"I DPADIYETT, RF PNV ETIE Management Console NDOT 1 VIETEFH
B,
Management Console NDP IR ZHI UL LZND, sshFICKDY—IFI)IL - D
IV=)IADOT A V&FI UIZNBERECHBLET,

c TOAIVEE. BEPADY FBEF—ER>TNET,
FIi2. RIPADY FZEEEBPANDVY FRBERIBICURLE. RTPANDY EEBEPA
DY R EHEIDIHREE. RIPADY EDOPADOY RBEBEBPNOY FEEF—IC
Le<Esby,

- BEEPNDYFBDESB(E. 4.9.1. YRTABEERTE] 2R UTIESL),
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4.8.22. 'BHRIFEN

&= %EEH%Ed%jh_m —BEREFEIMUE T, FRERIRTERURTZHT LTSN,

FEEHT 3 B RIRL TR Sy AL TR,

MIVAT bEH LITFo ERE Rl £

- letc/opt/nec/N-code 77 )L

- /ete/resolv.conf 7 71 )L

- letc/opt/nec/wbme/* Z 7)1

- letc/opt/nec/express.id 7 71 L

- fvar/log/dmesg 77-1)|

- Avar/log/message* 771 ),

- var/log/boot og* 777 L

- letc/opt/nec/mer version 771 )L

- /bin/'rpm -qa --qf "%{name} -% {version} -%{release} %{arch} %{instaltime-date} % {buildhost}'n" DEITIER

- /sbin/ifonfig 3 AT HER

- Moin'netstat nr ) FITHER

- /bin/netstat -napee & i THE =

- bin/ps -aefwww O E{THER
CIA— )L —/ (postfix) B3R LITo ERE IRl £

- lete/postfic/* 7 7-7)L

- fvar/log/maillog* 7 71 JL.

- fustbin‘mail -v O E{THER
1A= )L = i (dovecot) | E$R LT 154 SRRl E T

- letc/dovecot/* 777 )L

- fvar/log/dovecot* 77 )L
[JWEBMAIL-X —/ { (webmail httpd)54R LIFOERE FmuLE S

- letc/webmail httpd/confd* 771 )L

 leteiwebmailhtipd/logs* 777 JL

- Jetc/webmail httpd/conf* 771 L
[ Web' — § (httpd) B4R LIFoEsREEmLEd

 Jetehtipdiogs™* 7 77 JL

- letc/htipd/conf™ 7 771

- Jetehtipdiconfd* 777 L

[l =L — §(named) 1532 LUFa i SFmL £ 7

- fvar/loginamed log* 771 L,

- Avar/named /chroot/ete/* 271l

- Avar/named /chrootvarmamed/* 771 ).
[CIDHCP* —/ | (dhepd)1&#R LIF O EE FmLET

- fvar/tb/dhepd/* 7 71 )L
 lete/dhep/dhepd.conf 771 )L
- var/log/dhepd log* 7 71 )L
[ collect-sa&$R LT EEmmL e
/hm/col.bctsa tgz 771
Dt mpro._sa/tooks/collectsa sh Y FEITHER
[ |ManagementConsolsty —/ {(whmchttpd)l &3R8 JATCD TERE L ET
- letefwbmchtipd/conf™* 7 71 )L
- lete/wbmchttpd logs™* 7 71 )L
- Jete/whmchttpd/conf d/* 771 JL

v IND > DERER

[17] | IBIRERENT B

BEIRZ PN ORRUIB NI DC ETIRIRFIETUNE T,

\ WA\ £
T-ERCHBERBRERMLUE T,

FEE 568

BFTyvOHD | KNBEREFNLET,

OFTvORL | NEREZHREUEE A

& X —)UY—/\(postfix) [EER
postfix I —/\DBERZIHEXLF T,

FEE 568

BFTyvOHD | KIEREFMLUIT,

OFzvPL | KERZERUEIE A,

& X —)L 5 —/\(dovecot)|EER
dovecot(pop3 ' —/\, imap Y —/VDIEHRZEFENLE T,

FEE &6

BFTvOHD | KERZHERLET,
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OFTv DL | NIEREREUEE A

& WEBMAIL-X t—/\(webmail-httpd) &%k
WEBMAIL-X H—/\DIBREFIUE T,

FEE &76A
BFTvOHD | KERZHERLUET,
OFzvDL | KERZHERUEIE A,

& Web Y —/\(httpd) 1B

Web J —/NDIEREHRINLE T,

=B &6A
BFTvOHD | KERZHEIRLUET,
OFTvPiL | KNIEREZREUEE A,

¢ X— /Y —/\(named)|ER

ZRIFRY —/\DIBRERMLUE T,

F=REE Gl
BFTvOHD | KBERZFERLUET,
OFzvDRL | KBRZERUEIE A,

¢ DHCP & —/\(dhcpd)1EHR

AT 3 UH%EED DHCP U —/\DERZHRI LK T,

=IEBE 5788

BF-vOHD | NERZHRILET,
OFTvDI8L | NERZEREUEE A,

@ collect-sa EER
ManagementConsole ' —/\XDIBERZHFINLFX T,

=EBE 5788

BTy OHD | KERZRIMLUET,
OFzv DIl | RIERZHRIRUEE A,

€ ManagementConsole B —/\(wbmchttpd){5%R
ManagementConsole T —/\XDIBEFREFINLFX T,

F=EE 868
BFTvOHD | KERZHERLET,
OFzvDRL | KBERZERLUEIE A,

334




INTy hF P TFv
Y ——

[ iTubEedFe |

[ESHRERSEHFECMER LAN EICRENTNDIBRERIMLUI T, BSEITEMEIC N TR
LT<rEEb),
v NS > (DE%BA

UNTy hFvTFv] | INTy bF2TFvEGTNET, - 48221 /\Ty bFvTF v

wO | /Ty EF e TIF . AWIEORY FD—D LOBE/NT v b F I EEUST DHEETT,
EES | B 9379 BEIaNTNB/ Wy FUHRET—HDABSEINTSBRTEET,
IREUOIRENT — S DI DIRNE. BEEEED L. +DEEL TR,
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4.8.22.1. XTw bF v TF v
tecpdump IV Y RFEBRBULEZ/NT Y v TFvZEEGTLET,
INT Y =F v TF v DERTEIEETER TRTIASHIIOEN D XTI,
INTw bFeTFv (70

sk R EEALET
I b+ F 91542
ERRNRDA A4 any v
FoIF o7 LD LR 10 |(MB)
YBHIWa b2 00 By
TS

v IS > DERBAR

[(E1T] | /Ty hFeTFv/INSA—HTEELUCAS T, BE/\T Y bFT -5 DRI ZERIE
LET. EETIEBTRIDE VT y hFv TFv &I LEIT) E51POTRY
DRERHmUET,

Web R—THSMAvE—3 (5]

9 Sty MR TR LET

| OK | ‘ Fr A

INTw SF v TF v EERTI DHEIRI0K] ETURVBSRF vV IVZEEBTRL
T<EE0N,

[OKIZBRUIZZBS. ERBICEMEITDE. [V y v TF v EZRTPTI (=1L
DRIRICEDEBD D IREDBEIESINE T
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® )Ty bFv TF /IS KX=F

NI DF v ITF v T —HDINSX—FELBELZET,

pERXIZDA I ITT—R
FrITFPNRERBRDTI VI I T —RAEEBELET,
"any" ZIEETDEINTDA VI T T —ADF v TFvxIREFTDFET,

r X2 TF P IPAIT AL XD LR
BF v IFr U1 XDOLREEELZXT,
274 )Uld. MByte BfIGFEESNZ T+ X x 1000000 /N1 ) T,
FvTFv URT—HIE varitmp T« LD FUJICIRELET, EEITDCLEETEIHE A,
FrITFv YA XEBALHBEE. FvITFvPDI 7 IVEERL. FIEICFvTFv D
71IVEERR LET,

»1 BHEOD/INTY FHAL X
INT Y RBEZODF v ITFvH+1 IEEBELET,
HFEDINESNE 1 /Ty FIRTERB TERNBENHDETIDOTERLTLEEN, T
J#)URIE 2000 /N =TI,

w2 1 JUY —FH
INTw bF 2 TFv I 1LY DRBEREEBETEET,
PBEBELUSNBSIE. INTO/WVTy bEaFvTF v LT,
FHRIE. tepdump IV FTEECEDIRGFADODUTOERNDTT,
FHRIE. tepdump IVY FTEECEDIRGFADODUTOERNTT,

ESuR el Gl

A8 N R xxx”|CRETDETCDALEN/ Ty ~EF T
FvIDIEBEUTEEELET,
Z 1 host xxx [xxx [T ~£]

IPPRL R IP 7 R A’xxx.xxx.XxX.XxX |CBhBE T DETHOALEH/N
Ty bhrEFYTFvIBIESIE. UREBELET,
27 host xXX.XXX.XXX.XXX

[xxx.xxx.x%x%.3%% [ IP 07 R L 2]

MRARBERN—FBES R F&7xxx”, SMTP @E(TCP h— +&HS 25 F)TALE
HNINTy b EF v TF v IIBEEMUTEEELZT,
£ host xxx port 25 [xxx [F/NZ ~£]

MARBE MR xxx”. DS54 PYREEZET =D DIP P
D547V FwKR DDV RLU R yyyyyyyyyyyy. CABHD/NTY bEF v TF v
T—bkOxTaEE0@E IIRIBEIIUTEIBELZT,

2'host xxx and yyy.yyy.yyy.yyy
[xxx (IR FB, yyy.yyy.yyy.yyy 3D >4 P LEiZE
F—btDTA4DIP PRLUZ]
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JUTy RFr IF e (ST

Pk P T RTETT (13098) (L]
Ik I F 6544

S EN RS any v
FoIF TP AADLE: 0| MB)
HBRT WD) bt A2 000 | Brte)
LA

v KNS > DE%8E

UZLE] | BE/NTy b =S DERINBEIESNTNET, [FIEIZBTRIDCETEE/ VT Y
TS DEEREFILE L. INTy bF v TF v T —HITIRIUCEREEN LE T,
ROASNTNDHEBEL. /Ty FF2TFyDTOERID ZRUTNET,

Web R—THSMAvE—3 (5]

9 Sty MR TR LET

| OK | ‘ Fr A

INT Y b F v TF v ZZIETDHERIOK]. FIEURWNSSIEF v Y 2ILIEBT L
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INTY L FvTFoT—5
INTw bF v TF v URBRO—EBEZXRT LI T,

I

*iE
wvar'tmp whme_tepdump-20101110041141 cap tzz
wvar' tmp whme_tepdump-20101110041213 cap tzz
wvar tmp whme_tepdump-20101110192708 cap tzz
& 2E
v NS > (DF%BA

[BUBR] BRUEZ/INNT Y hF v TFvT -5 ZRIRLET.

(Fo>O—-FR] | \BRUEZ/\TY bFvTF T 25D Y0—- R ULET, RSN
Xy —=IICR. TP EREFLTIES,

(8] REUE/INT Y by TFvT—IEXRUET,
— [4.8.22.1.1. Fv TFvF—IXRR]

® 721
INTY Fv TFvT—=IDIPAILEERTLUET,
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4.8.22.1.1. F v TFpTF—IHRMN
INT W BT T F - IREERR

INT Y bF 2 TF v DERIIBRERTLET,
REBISIERER I UR TR CEEERIDCENTEFT., XRBEHRNSEUSERINTEZCEE

ERTSEI,

T4 fvarfmpiwbme_tepdump-20101110041141 cap tgz
1§ b T AR R
capture file : whme_tepdump-20101110041141 cap

2010/11/10 04:11:41 start: fust/shinftepdump -5 2000 -C 100 -W 1 -1 any -w fArarftmp/whme_tep dump-
2010111004114 cap

tep dump: WARNING: Promiscuous mode not supported on the "any” device

tepdump: listening on any, link-type LIMUI SLL (Linux cocked), capture size 2000 bytes

47 packets captured

47 packets receved by filter

0 packets dropped by kernel

2010/11/10 04:11:52 end of capture.

® 71L&
INTY RF v TFeT—=IDIT 71 ILEERRLET,
¢ )\J vy v TF v IFEUEHR
REBIRBER IR TIHEREERT LI,
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REULIZ/ STy kD
T=IY A ZANARENBEER. RACHEEZEITDICENDDFTIDTERILES),

. 521467 arp who-has 10.34.88.177
IPE fed0::21d:7dff:fe7b:33E£7 » ffo2::1:

INTy RFeTFvHe)—

O4:11:42
04:11:43
04:11:43.641253
04:11:43.641731
. 641751
. 641509
. BA179S
. 641587
LBE1927
. 641954
. 519879
.519937
. 421859
. 422500
222687
. 469864
.472750
472940
. 519956
.758126
. 759004
. 759059
.775538
775754
04:11:48.776062
04:11:43.776064
04:11:48.777254
04:11:43.730045

.581277

O4:1 8.78051z2
04:11:48.751008
<

FilERmLE I,

tell 10.34.88.177
ICHPE,

(Broadcast)

IP ww400h-test.sho.local.50453 > hinode.sho.local.36871:
IP hinode.sho.local.36971 > mw400h-test.sho.local.504535:
IP ww400h-test.sho.local.50453 > hinode.sho.local.36871:
IP mw400h-test.sho.local.50453 > hinode.sho.local.36971:
IP hinode.sho.local.36971 > mwd00h-test.sho.local.50453:
IP hinode.sho.local.36971 > mw400h-test.sho.local.504535:
IP wwiD0h-test.sho.loeal.50453 > hinode.sho.local.36971:
IP hinode.sho.local.36971 > mwilOh-test.sho.local.50453:
arp who-has 10.34.88.177 (Broadcast] tell 10.34.85.177

arp who-has 10.34.88.177 (Broadcast) tell 10.34.85.177

ir
IF
IF
IF
IF
ir

arp who-has 10.34.55.177

ir
IF
ir
IF
ir
IF
IF
IF
IF
ir
IF

hinode.sho. local.36967 > mwiD0h-test.sho. local.ssh:

hinode.sho.local.36967 > mw400h-test.sho. local.ss -
hinode.sho. local. 36967 > myiO0h-test.sho. local.ssh: P
mwd00h-test.sho.local.ssh > hinode.sho.local.36987: P
hinode.sho. local. 36967 > wwiD0h-test.sho. loeal.ssh: .
(Broadcast] tell 10.34.55.177
hinode.sho.local. 36967 > mwiD0h-test.sho. local.ssh:
mwi00h-test.sho.local.ssh > hinode.sho. local.36967
hinode.sho.local. 36967 > wmwiO0h-test.sho.local.ss
wwd00h-test.sho.local.ssh > hinode.sho.local.3696
mwd00h-test.sho. local.ssh > hinode.sho.local . 36967:
hinode.sho. local. 36967 > myil0h-test.sho. local.ssh: .
hinode.sho.local.36967 > mwdl0h-test.sho.local.ssh: .
wwi00h-test.sho.local.ssh > hinode.sho.local.36967: F
hinode.sho.local.36967 > mwdl0h-test.sho.local.ssh: .
myi00h-test.sho. logal.ash > hinode.sho.local.3696
mwi00h-test.sho.local.ssh > hinode,sho.local.36967: F

L]

oo

341

router advertisement,

-~
length 56
2Z09541701:2208543149 (144
ack 1445 win 16022 <nop,n
14458:26896(1448) ack 1 win
2896:4344(14243) ack 1 win
ack 2896 win 15694 <hop,n

. ack 4344 win 15349 <nop,n
P 4344:4854 (540) ack 1 win

. ack 4884 win 15214 <nop,n

343400116:5343400164 (48) ack
1:49(43) ack 45 win 1364 <n
ack 49 win 85412 <nop,nop,ti
43:86(48) ack 49 win 8412 <
49:97(48) ack 96 win 1364 <
ack 97 win 8412 <nop,hop,ti

S6:144(48) ack 97 win 5412
97:145(48) ack 144 win 1364
ack 145 win 8412 «<nop,nop, T
145:257(112) ack 144 win 13
25 05(43) ack 144 win 136
ack 257 win 8412 <nop,nop.t
ack 305 win 5412 <nop,nop,t
305:365(680) ack 144 win 136
ack 385 win 5412 <nop,nop,t
355:433 (45) ack 144 win 136
433:497(64) ack 144 win 136w
>




4.9. Management Console

m Management Console
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4.10. QT PI

YRATNANEBEAZ2—-N5007PDRUET, OTPD &R, MTO, OT7P0 FOBEZRT
LET,

InterSec/MW400I Logout Page

You are now logged out.
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Version 10.8
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[fm&E]l | A—TBRDFBEZITNE T, — [5.3.5. A—FIBEHREN/HREE

[BIBR] | A—BHROBIFZEITNET,

¢ 1—-Y5&
BiRSIN TN —TBERRTLET,
A-—YEOUYDZD )y DI REI-TEIRICHUEZFT,
* 538
SFRA-—TEBOHBERTLET,
¢ HP
%A —IND Web X—=IZREHELTNDHBE. HPICU YD &EERDET,
ZIZU. SSLZFEARALTCNTE SSLRLCERLET,
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5.3.1. 1—Y1EHR—1EERZTE/HIF

5100 | INBBERSET —/ \(ActiveDirectory 8K UNNER LDAP 5 —/ V) B U CUL\BBESIE RMENE
Th.

CSVERDD 71 )V EFHdAH BHOA—FZ—1E LU TERERMEIRLET,
NRATDHEEICKDY 1 FILD T—EER] [—IFEE | [—ERIFF] E80ET,

FrAILE: | 8. |

¥ﬁ| Eb'

® 71L&
BRI D1 —TBHRZ([SRIZE>T CSVIOYVXUDFEATIEELIZ D 71 ILEDIUINZT
BELXYT, NAIITANT1/NA FRXFAHINFTAINZEFE > TIZSL),
TISOHICKOTE I NA FRAFANTXFO 21\ A1 FRXFRENESIND D 7 1ILES
ORENBENDHDFTITDTFELTIZSL),
CSV I 71 ILDOFERICDNTIFIRAR=ID LU D—FER] 2R UTIEE)N,

L

Hir

v NS > (DEHBA
BRI | D7 MIBEST 1 POTRYINSEIRTDCENTEET,
[E17] | —BEFEERTULET,

(R3] r5.3. 1—HIBHR BEICRDET.
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L3—FER
RPOXFEIVVEL. LO— RER—BXRODEBESDIEEICHR S EEMB/ IS A —FELE
9. 117121 A—PDHDBERESRALE T, EEITICEZN>TINTEBA. F2 170K
BINSA—DPRICT—INEFELTE. BREINFET, /NS A—FDIETTEBRNBS DML
[5.3.5. 1—HIBRBIRE) EBLTIEEL), /NSA—FEBIETBHESE","E", " O/BIC
[FEEAXFEANTFITHET T ES,

)NS5 X—% ON/OFF [ClF. AXFINIFOXBIEH D FEE A,
o —IEERIS

BIRTEER/ NS X — I EBB UICIRSOBEEBIE. 15.3.4. 1 —ISHREIEE] TOREBNHIEA
SNFEY, 5.3.4. I—FISMBIEBE) TOREBIE. UFLE R Y THISN T DBEDE
BERFHEDFEA. HEN HIEUSBELRKIC, AgEERTLU TS,
o —IEXSElS

BRI/ S X —IEBR LIRS, ZOEBREFEINFTEA.

BEETZREDE VO RX A VICKD, EEICERTLERY —ERABEENDBDET,
ZOBSREATERNEEERB LT EINER L TEERSNE D).

R UBBDIESZRI T 3EHXEDND T, [N TIEE LTI ES),
o —IFHIIRES
A—FEDANDHDNETEDD/NS A —FISFETITFEE L TEERSINED)., ZOEH
—ESRCTHEAULED 7MILEZDEEE T —FBEBRETOCENTEET,

LIO—FERA—8FX

NSL | IISX—=F INSA—5DER — SR —iEE® —IGHIER
! a1-9g PRREE AT, A M M
PUS—IN—EUA R
2 JN2D— FARYT YRRS LIETae | BIETEE —
3 A —)UIRTFEIRS (B) 0 LIETae | BIETEE —
4 42T ER (A—)LZT—IUA ) U LIETae | BIETEE —
5 F4 20 R GR—Af) U LIETae | BIETEE —
6 Web K—IBEHD on/off LIThe | LISTAE -
7 FTP g4I 3 on/off LIThe | LISTAE -
8 SSH OEREHFT TS on/off LIsTae | LISTAE -
9 B4 —/\ (O—71)L LDAP RSB DHA) | X5 LIETae | LISTEE -
10 |68 DT LIETae | BISTEE -
11 XZFH(WEBMAIL-X &
J)b—7 (O—7JULDAP HFO) | BEECERUEYIL— | SI5T8 | 2i5Tse -
7 1ID)
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N2 — RORBEDDA—HIE. X—)LT—/\(POP/IMAP)ADOZT « >Xb SMTP 9.

O
ManagementConsole (—f%1—1) BEADOV A VEEA—TREEEMEET DY —EXR

NMERTEFEA. NRAD—RZBRLUTERITETIIN BFEI—VIBREEBE C/\
AD—RZERELUTESHN,

N2 — RXZF(CESXENSFENDBRSIE. NRDT—RXFENESTIVDO#x—F () THE>
I TLEEN, (Bl “p@ssword”)
U, MRDESNFIE—ESHk. MEDBSICIIBETCESEE A,

¥\ ,’\ ’\ (\ )\ [\ ]\ {\ }

—EEROL I— ALl
user01,pass01,180,10,1024,0FF,0FF,0FF,mailhost1.example.com,1—1% 1,01
user02,”p@sswO0rd”,180,10,1024,0FF,0OFF,0FF,, 1—1 2,01
user03,pass03,180,,1024,0FF,,OFF,,,

—EEEDL I— REEABI
user01,pass01,180,10240,10240,0ff,off,off,, 1 —1 1,
user02,pass02,180,10240,10240,off,off,off,, 1 —1F 2,
user03,pass03,180,,10240,0ff,,off,,,

—I1EHIFRDL 3 — REEABI
user01,pass01,180,10,1024,0FF,0FF,OFF,,1—1% 1,
user02

user03

L= FRERAR REXAY, RERXAC Y, ERERICONNDST 151848 TI,
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o

c IS—DRELUCES
IA-—YDER - BE - HIFEI[ETIZB T I DERIBEIN. KRA DA - TEICERBAEICE
MmN TNEET,
IS-NPREUCES. IS5 —DOATZEERDL, &%« £ - BIRLEH L TIES0),
BRIS—REEE. ATERRRELCE>TNDCENDDFT, I - IEREE =D L.
IS5—DIA—YDERINTLEDS, ZOIA—FEFETHRLTIES0,
BIRULCVWBESRN O ZABBRUCZEICBRUSH LU TIIESU,
A-—TO—FEHRTIE. —MBI-—TOHERIDCENTEET,
BX1 VEEBERIIBESEFEREBDIOFRE L TIES),
271D - AR, —RBEERE—RBESE. —BEFERCI 2 -V ~=EATEE
TIDT, —FEHFE. QLI P EaERLT—EEE. —ERIFNTETT,

- IS —DRECHES. i EH - BIFEDATERRE TR TIDCENDDFT, 5.3. 1
— 5k OBEE CERAREBZER L. TS —DORELCIA-—YDHIEEE. FETHIR
Le<iEzshy,

« —IBEHBERTIE T D CSV D 7 A ILD/INR(E, INT1/N\A FRXFAYATINEE S
TLIEEW, TISOYICK T 11N RRAFADTXFO 2 /N1 FRXFRENSIN
BRI 7AW EHmHFADSNHZEDHD FTIDTIBL TS,
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5.3.2. 1—H1EHREH

sion | 4.3.2. BACVIBEIRBND [(HAELFRIEDE] ICHIT DWELERE T —/\DIBLAIC, &EHE LIS\
AZ2BRLU VN BBEEICRISNE T,

SWEE—/\ (ActiveDirectory, LDAP/2&) EBELTNDEE, A—HBREEH I DIHSICI—
HISHREEI T —/\ECBELTEHUEI, 5.3.2.1. @1 ——EEREm] =2xnUFET,
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5.3.2.1. B ——E#RE
s8sEr—/\ (ActiveDirectory 75?(‘:) CEELTCNDA—TD—EZRRLET., RFIDODI—SIBHRICE
92553, [@ERTFIZBTRL T EE0),

= [51H8 1 —* — Bt i |

Tl S T — D RSB EN BRI RO S, I TIRRE ELE TS A, ST [HELPTE
B TS,

d1—5—5

1ser0001@s
1ser0002@s
user0003 @1
user0004 @1

FIHIEAT

v 1RS> D55B8
[@HEZRTT] | FREEZ&EIET DT —/\ (ActiveDirectory, LDAP /&) ERHAEERT LI,

ActiveDirectory D MaxPageSize DZEEBN'Eix 1 — U EDBICERESNTULVEVIES
F. E1-—UHOREUBZIERICITATEA.

o

OpenLDAP ¥ —/\® olcSizeLimit DFREBAEHF I — UM EDEICEHRESNTUVVENES
[F. EA—THOFBEUEZEERICITAEE A,

Ho
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5.3.3. HIff 1 —UEE
Active Directory &EE L TCNNDILI—HICEEL T, X—=)UINy D XADBERZHEIFLE T,
m iR EFEH I —F

#1F R e |
EESETZEL

test

* R{E

v NS > MDERBA

[X =)Ly D RHEIBR] | sREEZEET D —/\ (ActiveDirectory /&) T Uiz X —)UMw
D ADIERZEFFELE T,

’j__-U»_éh
SEEZEE T DY —/\ (ActiveDirectory /2E) TEE L, ZOREIRSNEI—YD—E&RDR
LET,
w0 | ActiveDirectory 0 MaxPageSize (D E(E MESHR I —TEUEDBICEBRESNTUVENIZE
[F. 21 —HORENEBENTZRED. BEUENI—D—BICRTSINBCEL DD F
-g’o
O OpenLDAP B —/\® olcSizeLimit DFREMBNE % 1 —TEIUEDEBEICKRESNTUNRNISE
[F. 22 —TORENENTZRED. BREUENI—D—BICRTINBCEHL DD F
I,
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5.3.4. 1—1BEREATEE

SINSA =D DBFEEZRTE LE T,

CODEE. I—TERENEBICKRISNDIIEE., —FEERT/I\S A Y ZEBILICRDBEEE
ELUTERASNET,

BREBIF. ZOESICEXA Y THISN TN DEDEHH THREITDCENTEET, RXM VT
AENDEIRF. IYRTABEBECKD RXA Y CEICHRESINTT( 14.3.3. RXAT VIERIRE 25
BRDT. FHBEYRFTABEBEICEANEGHETIZEE),

BRYZATLAEBEBICK D TRXAS Y THISNDIEHNEESINTE., REEBNEE L CTEEIND
CEEBHDE LA, EURXA Y THIASNDENEEICR>ZIHEIF. BECNSDEZRTE U
BLTLESN,

s 1 EIRECE @

A=) IRTFENEI(E #0: 180 BRS
F AT ERAIL AT —JLA): 204800 KB
T4 AT LReE—LA): 110240 KB
s M Web X —EART2
VIFTPOERESF o T %
sshDfEZFFol 74
iRBA: |
SE

¢ X —)VIREFHR(EE)

A—TPT—NICX - )L ERF CEIHBE2BELE T,

1 A5 1000 XTOHOEH, FEF 0GFIBRLSLY) ZEELTIIES), BigTdE 0 Z2EEL
EEHBEENET,

O | X IVREBEZIEIEA—IVICDNTIE. 30 3 D5 F80 3 65 45 DOEICBIBICHIFR
FES | anzsd. COB. WEBMAIL-X(WitchyMaillC O+ ¥ UIZ £ DREDIRS. EllgSniz
A= )VDIA = )V—BICRRSNCEFIERDBENDHDF T,

ZORRE. BOTA Y, FEEBA—ILI 2SI DEHZRTIEDEICKD,

A= )L—ENDREFHUESNEPFSNIEA —ILDX —)L—BICRRSNBZ D E T,
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® T 1 RD FIRX—)VRT—)VF)

Fivh

O

A= —NICA—ILERDHTRITDEED LIRZ kbyte BRI THEELE I,
FIREZBATCIHBS. X—ILEENTERBRDIET,

B8 I DE 0HIRLIRVY) ZIBE LIEEHRTSNET,

BEURREEIG. Y RTABEEICHENGHEZSU,

IBEORERAIBIL 102400000 Kbyte, K2l 4.3.3. RX+ VigHkiRE] D [MAIL(—AD)
BINT + ROBEKB) TIBESNTU\BEETTY,

X—)UZSEWET, 2EUEX—ILEX—IUINY D T TE, U1 IHT v XD LR (X
—)LRT—)UA) DED 110% =B 250\ BEIE. FROBEEFETFIC, ERICK—ILDO=
EVNBETET,

¢ T+« 2D LRGR—AF)

Fivh

M=ALT 1« UDFURBRETI—UNMERTED I 71 ILBED LIR%E Kbyte B CHEELE T,

SEMICE. A—IDF =T —[CBo>TNBI P AIVBEDLRICEDET, LIRBZEBZICEH
Bl FEIC Web X=I D 21 )LEFEDI 7 IVAEE CE RN FT,

BT DE 0GIRLELY) EIBELUZEHESNE T, BEYREREHBEL. YRXTABEEICH
BLEaHEES0N,

« A—HEERUEESRT # 100kbyte F2ENMEREAHEE D> TULET,
T4 2D LREBET DIBEIEH 100kbyte DBHICETE LT IZS0),

+ 1~1023 [FIBECETFEE Ao

- IEETRERAMBIL 4194303 Kbyte, F/2ld [4.3.3. FX1 VIBHRIRE BE D [FX1YV
EAI-TRITT + RORARKBEKB)] TIEESNTI\DEZTTI,

a6
A—YDINR—LISE, A—TICRETIANBROBZIESBRENDNISEBE LI T, Eig
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*H—EX
LRAA Y THERTEDIT—ERARED—ENRRINET.
»Web X—IZNBET D
A—TDR—=LT« UD FUDTDOR—LNR=IZ0RTNEOBEDT 71 ILEFERLOR
I N ZEERLET,

R 598

BFTvIOHD | Web X—IZRBELET,

OFzwO8L | Web R=IZRBELEEA.

»FTP DEARZFAIT D
J1—YIC FTP OERZHIIDINEDINZERLET,

=EE Gtz

BFTvOHY | FTP OFEARZHFIYLET,

OFzwvP/i8L | FTP OBRAZZRIELET,

»ssh DEAZFFAIT D
J—YIC ssh DEAEHFITIINEDINZRIRLET.

REE Bz

BFTvOHD | ssh DEAEHILIT,

OFzvPI8L | ssh DFERZZEIEUET,

v NS > DERER

[2RE] | BEULCABZRELET,
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5.3.5. 1—1EREN/RE
A—BROEBNRKIOUOBEETNET,

= 21— EEREND

L —TE: example

I | |

ST — | |

) RD—EAN: | |

A=) ARTZERI (B #D: 1180 B

F AR LRRA—)LRT —)LA): 204800 B

PRI —) 8 |mai|.example_com V|

I

FHEA: | |
=E

*J)—T%
BIBSOHRTLET . WEEAA VDI —TEERRLET.

¢ 1—-Y5&

A-—TZHRIITDILRMEEELET. MEBERNEBTDEBQLITSEEA.

1~29 XZFD 1/\A FRENFORINKF « HF < N1 DIV « PUH—=/N\—+« EUFRT, HKHES
BFFLERFBFTHISBETINTIEE A, BILEI-UEBOEBLPITEIE A,
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\ JAVSD bl

Fivh

X—)LP RLZD/SRD— KT,
1-UHEEY —CROBAEFTINTBBE. ZNEOY—EIADOT 1 VEICEAT
BIXAT—RICERDFET. 1 XFUE 14 XFUTORBRYNT CLBRSESD) BEEL
TS, SBITBE, /NRD— RBEFSNFELA.
X210 — FDESBEVMHEDENEE LERNBES > TVENSSR. TS5 —BHNER
aNFEY, UFE—FEEDFT,

oS ]

BEESI3 ST — M AR —HOEMINBYER A R IEEE STHENRYET)
Xy = ID—BRUTDEBDTY, *vE—IDRBEICE. “WEE/ZD— K" DT
2FNFT,

Aw2—IBFACHESR/ VD — RIIME) RK

INZAD— RRARENTT, BREUL/INRD—RFXKDREIVMEEERD T
F9.

INRD— FOBMSHRD FEBA. (RXFIN | NRD— FICANFERIVINIFAZSINT

XFESOYUEN DD FT) NEEA.

INZAD— FOBMSDBDFIB A, UXRD— | NRAD— RICHFEXFHSEINTNEIE A,
RICEHFNSINDIMUEDLHDET)
INZATD— FOBMSDRDF B, UNRD— | NRD— RICHETEESNLEXFNSIN
REEICSFINTNET) TUVET,

& \RDO—FBAD

INZATD = RARDDER > TRV ER I DICHIC, EO—ERFU/NRADT—RZADLET,

¢ X —)VIREFEIR(BE)

- —NCA= )V ERECEIDPEEBELZET.
1 D5 1000 ETOEH, FIZIX 0GHIBRLZRL)) ZIBEL TS0,
BRI DE 0 ZIBELIZEHBTSINET,

® T 1 RO LR —)VRT—)VF)

Fivh

A=Y —NICX—)VERHTRITDIBTED LIRZ Kbyte ERITHEELE T, BI8IDE 0l
BRURVY) ZIEEULEEHSTSNET,
BETRSHEIT. YT LABEECEBIMINBERDET,

IBEORERAMEE 102400000 Kbyte, F/TIF 4.3.3. FX A VIEHIRE ] BEOIMAIL(—A
DIBINT « ROBE(KB) TIEESNTUNNDBEETTI,
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¢ T 1 RV LRGR—ALFH)
M—ALT« UDRURBRETIA-YDMERTED I 7 1 IVBED LIR%E Kbyte BRI CHEELE T,
SFRNICIE. A—IDA—F—[CBo>TND I P AILEEDLERICEDFT, BIETDE 0GR
IS0 ZEIBE L EARSINET.
BEURREEIL. YRTABEBEICERIINEERDIT,

sion |+ A=Y ZERURLRRT £ 100kbyte BZENMEBBRAHERXO>TNET., T« R LEREE
BT DIBEEH 100kbyte DBHOITIHE LTI EEU)N,

- 1~1023 [FEETEE E A,

- IBEYRERAMEIZ 4194303 Kbyte, F/ZIE 4.3.3. RX A VIBHRIRE BEODI R X1 UfE
A1-—YaT+ ZOBABEKB)] TIEESNT\DEZTTI,

& BT —/N
COEBE. REBEEY —/\DBEN' 0—7)L0 LDAP B —/NE@EET D) [CRESNTND
R X1 Y DBSICRISNE T,

200l
WEBMAIL-X OEEEB TR ULIZTIL—T ID ZERTEEI, BETUBRIBSISEIRLT
<IEELN,
CDIEBIE. SEhEEY —/\DiE$EN TO—7)LD LDAP U —/NE@EET D] [CERESNTND
IR XA Y DBEICRRSNET,

\ 51

A-—YDIIVR—=LE, A—HICEBIILNBROBEZESBENDHNIIIBE LE T,
BTEETTI., (O0OV)] [IERATEEE A,
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*H—EX

Fizh

LRXA Y THEATEDIY —ERABREN—ENRRSINET,
»Web X—IZNBET D
A-—YDIR—=LFT 1 UD FUDTDR—ANR=IZRTNEBAERSNDORET » 1)L

ZERLU ORI DINZEEIRLET,

REME Bz

BFTvOHD | Web X—IZRBELET,

OFTv D80 | Web R=IZRBEULEE A

»FTP OEAZFAIT D

J—YIC FTP OERZEHYITDINEDINZEERLET.

=EE Gtz

BFTvOHY | FTP OFEARZHFIYLET,

OFzwvP/i8L | FTP OBRAZZRIELET,

»ssh DEAZFHFTIT S

O—HIC ssh DEAZHIIDINEDINZERLET,

REE Bz

BFTvOHD | ssh DEAEHILIT,

OFzvPI8L | ssh DFERZZEIEUET,

v NS > DERER
=E] | BEULZABZHRELIT,

- A—BNOKRIC, 2TV 3 Y TRRSNDIZES —E(ftp BEONDOT 1 V&EHIF T

VIORY DAL, YRATLAEBBEX 1 —CTEAZHYLEFRESNL T —ERDHDRIS
NFEY, BATETDISY —EX(Web 1 ftp S EMERKRISNRNBSEL 4.6, T—E]
KOFZBDT—ERZEMC LU TIIZSU,

c ERXAVICRMTOA-—TEFEHF TSI A,

<FBE CERU\XF5I>

adm, admin, apache. bin. canna, daemon, fml. ftp. games. gopher. halt, ldap.
Ip. mail, mailnull, named, netdump, news. nfsnobody. nobody. nscd. ntp. operator,
pcap. root, rpc. rpcuser, rpm, shutdown., smbguest, smmsp. sshd. sync. uucp. vcsa,

webalizer. webdef, wnn. xfs

+ A-YEE FRARNXFTEED 1 XFUE 29 XFUTOFBRINXFHF, [_(PV5

—IN=) T-ON1 D)) T(EUZ B ZIBELTIES0,

« SNRADT— R 1 XFUE 14 XFMTROFBEYUNFE UL, FB/ERSZE/ELTE

=Y,
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5.4. Web —/\

kX VEEEIE. Management Console D'S{RAE R X1 VRATOH Web B —/XDFRENTE, —rtad
BRERBECF 1 PRIERREERIRIDCENTEFT,
Web U —/N\[ZIUTOEBBBEICODMN TNET,
WEREE

LD LUKRE

WIRE/ N ERTE

BEARE

5z B XA VD Web U —/\DFREZTTVNET,

Webth — 145

FIL—7E: reald

T—tEE: 80

1EFTARE: 1ERT

e

& Web —/\E

Web U —N\BZRRLUET,
®J)L—T&

BERXA VDTN —TBERTLUET,
*R—+BS

L R XA VD Web I —/\DMEA T DN— FESERTLE T,
& ERIARE

B XA D Web U —/N\DERREEZRTLET,
¢ EEEBEX-IIELR

BEBEDA—ILP FURZEELET,

v KNS > MDEH88

[(2RE] | EARAHFEICEEUCABTZHELE T,
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F4 LD RURE

BFEXAVICHBNT, T UDFUBUITHFEIRREETVIVWESICT « LD FUREEEI L
F9.

Web VT YVZELICHDT « UD FJD CGI D SSI DETHEISEDREZITNNET,

SR TAUDORUREZEITDT 1 LD RUIR. DD UDERLUTRINENDHDET,

B 7L 7 EE
fE T4l IHJE

& |

&% | BB | FFARL—H)

* R{F

v KNS > DEREA
(enl | T4 Lo RUDBREEBNLET, — 5.4.1. T LD FJDREBN/RE]
fRE] | T4 LI RUDBEERELET, — [65.4.1. T 1 LT FUDBEBN/RE]
BUsEl | T LD RUDREESRLUET,
e LORIUE

TAUDORUBERTLET,

O T4 U2 RUDIERIE. FTP, sshIC T, 7o TCTLEE0),
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=38/ Y RERTE

oA
=1F {3828 FAL I8

(]
laa /bbb

BEZ R XA VICHUVT, httpi//hostname/aaa/ TP EAURKIIETDNR—I%, http://hostname/bbb/
TPOBRAUEKRCOR=I%Z« « «DKXDIC. P FLUR (URL) DIREBNZABEDERET LD
EDXMRERTUET,

* R{F

v KNS > DEREA

CBml | R/ XRDBEEBNUET, — 5.4.2. K18/ S2DBN/HRE
fRE] | BN ZXDBEERELET. — [5.4.2. K18/ S 2DBN/HRE
BB | RA8/ X2 DBEENIRLET,

¢ I8/ \RE&

R/ ERTLUET.

¢ LORUR

A8/ X2EICAMT BT« LD RUBERTLET,
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54.1. 71 LD k) DOEREBI/MRE
B RXAVICRITD. BT U RUICETBEEETINET,
mFoMORE |

FAL )& f

index.html index.htm ;I
TR TAILE:

< o
=iTHE:

I CGIME T=BHICTS

I ssTERHICTS
Lo T S
b ) s SnEIEERHICTS
™ htaccesstD{ER ] T &

B |

¢T1LDORVE
TAUDRUBTPORRSNLEEECRI DI PAILEEEBELE T, TCxE. FFaXTk
W= bT 1 UD RUEBET DBEE""FKCE htdocs"ZIBE LE T,
Fe. A—YDOR—LXR=IBDOT 1« UD RUICK UTERE LIZWBE(IE
"lusers/username/ftp/public_html" ZiEFELE T,
RERIIRTERVEREITETEHE A,

s1»0 | httpi//hostname/~username/ £ L <I[3 http://hostname/users/username/ C PO AU E
ST, BA—TDAANR—IESRIEDICIE. Management Console @D [5.3. 1— 15k
TEREZT> TS,

[5.3.4. A—FIEIRBIEIE] T Web R—IZRHITDDF T v IMNY DI RAICF T v INMEE
BNET,

T4 LD RURIC husers/*/ftp/public_html EWDBZFDOT LD U EBINTDCEICKD,
SA-—YDEANR=IICH T IREETOCENTEET,

s | BT A UD FUBDMTDRDICERTDEEE. BICEBRSNLZT LD RIGE=TILD

& | FCERENET LD FU)OREN. BACEOET,

Bl) T« L2 DN fusersfusername/ftp/public_html. /users/*/ftp/public_html DJIETE %
SN TUZBE. lusers/username/ftp/public_html [CEFEFEIT DI P 1 ILICP O EZR(EE
Tld. http://hostname/~username/) 3 D&, BEDBRENRIRSINET,
ERIENMERSIE. RIRSNDFEEEEICZDFT, )

T UDRUIC, “)*Z2ANDHBEIE. 9 FRELTIIES),
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T AWRTPALIVE

I71IETRIEL, TAUIRIETPORIASNEESICRI. TI2I D Web X—=Y

EEELI T, BHESHEIETI, )

& 1718

T1UDRUICHITDRTEZREITDCEN TEIET,

LFaUT 1 LOREDIRETDTURMUNDNDDDT, +DFRB U THREET O TIES,

BEDT « LD FUICOH. COFREETDOCENMERESNTET, (COFREL FELET U

D RUDBRINTICHMERSNE T, EEL. BEUVET « LD FUDENCESDIHREZRD

T4 LD RN ORBEIRFEET, )

»CGI DETEBEMNNCITSD
TAUDORUBTEREULZT 1 LD R UMT OB THRFD cgi DI 7 )L%& CGI 217
JEICT DN ZRIRLE T,

REE Bz

BFTvOHO | CGI ETZHFIYLIT,

OFzv 22U | CGI ETZ2ERIEUET,

»SSI ZRTICID
TAUORUBTERELULT « LD EUMTORETIRERFD shtml DD 7+ )LZ SSI =
TOUREICTDINEEIRLET,

BB 8

BFTvOHY | SSIETZEHFILET,

OF v Pi2L | SSIKTZEIEUET,

»TAUDRV IR BERTID
TIAIRITPAIVETIEBEUZ D 7AILDRWNES. T4 LD RJDRBZE—ERTID
807 Web R—IZ/EHT DN EERLET,

REE 568

BFzvOHD | TAUIRIJURRZERRLUET,

OFzvIRL | TAUIRJUURRERTLUEIEA.

VRN DUIDDOSREERICTSD
VNI WD) DDSREEERCTEDLDICTDIMEBRLUET,

REE 568

BFzvOH0 | YRy DIV DDSREEMLET,

OFzvORL | YURU DUV DODSREENICLET,
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Ho

».htaccess DFAZFFAI D
TAUDORUBTIEBEULZT 1 LD FUMTDMBEIC htaccess TP ILEZBSCET, U
—I\BREIT PV E—BA—/N\—51 FITDCENTEDXRDICTDINZEIRLZET,
(Web ED'S(E. .htaccess TP ILEERTCEETEA. )

REME Bz

BF-vyvOH0 .htaccess DEAZHFTYLET,

OF w275 | .htaccess DIFEAEZIELFET,

v IS > DERBAR

(2Rl | BELCABTZHRELET,

* Web U—/N\DFFa XY BIL—FT1 UDRUDPOER
& Web U —/NTERHSNBDIL— T« U FU(FFaXYRIL—FTsUD R NEZDLE
[CENMMND I 71 IUIE. XA VEEBBORBEECEO>TNET, FFaXYbIb—kF«
LD RUR BXA YEEBENEETRA TSN (FF XY MU—FTFCHD, &2
DIR—LFT 1 LD U SA—YOMBEES>TNET,

© PAAVEERENEENLES. BENCIL— T« UDRJEZDORICHD I 71 ILD
PREENDHICIS R X VEBEECEBINKT,

[htaccess DFEAZHTITDIZF T v D URIBEICEEESSINDZ TV a VIBIURICED
ENC
AuthConfig FileInfo Indexes Limit
- “htaccess” 7 P A IUIE. UE—EOTA Y UTHERT DD\ BIOVY Y TR UIZEDZ ftp
b Samba ZfE> TPy JO—FULTLIEE0),
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5.4.2. [R18/ X2 DENI/HREE
B R XA VICTHRUNT, httpi//hostname/aaa/l TPILZAURKIICONR=I%,
http://hostname/bbb/ TP O LA UEEEICONR=I%& « « « DKDIC. 7L (URL) DR
ABEDEET« LD U EDXIMRZEERLET,

B {8 AOET

1R824 |
Tl PR

e
it

L R IAWES]
XTI FE VN RBEEELE T,
RERIIRTEBRVEREITETEHE A,
¢T1LDORVE
REBNZZEFREUZWNT « LD FUZEBELET,
FEZIE. FFAXYRIL—ET 1 UD RUZEEBET DIBE3""XTIE htdocs"ZEIEE LXK T,
Fe. A—YDEAXR=IBDOT « UD FUICXTUTERE LIZWBEIE
"lusers/username/ftp/public_html" ZiEFELE T,
v ThS >V (DE4ER

[2RE] | BELCABZRELET,
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5.5. X—)LY—/\

F X VEERE(E Management Console N'SBZRIC A= VT A REERTEDIA )P RDEEZ
FRCENTEFT, Fe. —B1—TJ QT Management Console [5.7. O P70 ~
XA VBEBEX_2—-N50JPORUET, OJPDRERE. UMD, OOPD oBEZRT LU

InterSec/MW400l Logout Page

You are now logged out.

gg—o
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—1—Y XZa2—BEHE] N5BDBEA—IVOIELEREIT D ENTEET,
X =)L —=NBUTOEEBBICODMNTNET,
WX—JYT) 2 ~DEE

BT )7 2ADERE

A—=UYT)R ~DOFE
A=UVTURRERN BBDIP RFUVR(ENEXA I Y TR EZEFRUFTIITEDEX =)L A —
YDA RDAVNZECEESNDMEETT,

[ A—U B U MDERE ]

v NS > (DERBA
(X=UV DR EDEFE] | A=U VDT FDEREETVET,
— [5.5.1. X=1JJ1 )X +DERE]

TAI)PROEE
TAUPRE HBDPFURICSESNIZEA—ILZERIDT FLURICIRDOITDEEETT,
EEZIE, BXA YD domain.cojp DEEIC, TP REELT myalias, IT1'JPIAXV/N
& UC foo@domain.co.jp, foo2@domain2.co.jp Z&E % UICIHE. myalias@domain.co.jp FEICX—)b
ZxrdDE. X—)UIE foo@domain.co.jp & foo2@domain2.co.jp EICESNDIDICENFET,

TA T ADEE |
v RS > DE%EA

[T UPROFE] | TAUPROBEZTVNET, — [6.5.2. TP ADHEE]

5.5.1. X—=UV T DEFE
X=X FOERBIE. ROKDBZFIETITNET, X—UITURXLDER BEEZTOSCE
DNTEXT, XA YVEBERMUZFLS. YATABEBEBICIDA—IVITRE ((4.6.2.8.1. X—=1JY
DURAEDERED D XA VEBERMEER URECTSDET,

W A1) 5D ERSE

Bt iy g U7 FUZME RS TUREZ—USTYRR A=V TURR

ITAVF AR o~ HTML
[em|
wE | s | MEC-ML IAUTIDRE ADRE S
W | 8 |ltestrail IAUTADRE S DR S

Ha || Ea || M
Iﬂ it ||
w || e || EE
Iﬂ ik ||

wE | HiEs ‘user_ml IAUTADRE SO iRE =7z
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LX=UYTUZXEDENT, X—UYTUREBZEEELTERLIT,

2. A=Y TYRDOIRET, A= VITUIFDOBEBUZEELET,

BXA—UYITURSAI A PRADIRET. BUSA—ILP FURZEZELET,

4 AYINDIRET, A—UYTYRRTERSNITAYINA=I YT I Z AN, FRISEICA N
EBHUEIDEN/BIFZITNET . EEUCEBMEICK DT, XYNNDERBIfFZEX—)UIC
KVBFNICITOCEETEET, TMUPRTERUCA—IV P FURZEXIYNITENTDCEE
BNENKRDICULTLEEN,

5.A—UVITURABRZHEIFIDEZICE. COBEND, XIHTDIX—UYT I OEFIZEHT
LET,

BIFF I D E BARICEM UEX—ILIA=U VTR FTIE. CNZERiBUIEESETIFUEI)OX

VINDUR b, OTBEEINTHBFSNE T, LOIZABIRIDETICEIREBFIEBADTIERL
TLEE0N,
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5.5.2. T U7 ADRFE
TAUPRE HBDPFURITESNIZEA—ILEBIDT FLURICIRD OIS DEETT,
EEZIE. BXAUED domain.cojp DEEIC, T JPRAEZELT myalias, TA'1JPIAXV/N
& LT foo@domain.co.jp, foo2@domain2.co.jp Z&E#R UIZHS. myalias@domain.co.jp FE[C X —)U
ZxdE. X—)UIE foo@domain.co.jp & foo2@domain2.co.jp EICESNDRDICIRDFET,
CCTClE TP RDEN. #REZEUTHIFRZTIET,

(3 TA)FRE
@

@@ sample?

@@ testz

* R{E
v NS > (D558
Lenl | TAUPROENZETVNET, — 6.5.2.1. T+ )17 2DEN
[iREE] | TP ROBEZITVNET, — [5.5.2.2. TA1J)I7 ADHRE
[BIBR] | TP RDOERZETNET,
I JPRE
BESNTNDIAIPRBZERTUET, RN DEDIL. Management Console ZfEAL
TERULCEDRITICHNEDFT, IR TTAUPRE: TAUPRXIYNE] BADERDHZ
Y-+~ ULET,

w0 T UPRBRER /S—Y FN\y OBEREO—DIV/IS— r% RXA Y 1@R X+ Y 2>)
DIYNRO—TPRURICEEHM U TRDEFBA. T JPRBETIE <O—HIL/—
R%RXA V1 @R XA Y 2>BROFBFEIEEICHBNT, "RAA V1 "ERXA Y 2"
EE5EEMR RMEDBRS. "O—H/\— '@ RXA V1" OPHIY ~E UTHER

Le X—)UBREREICTRE LT EE),

386



5.5.2.1. T 'J 7P 20BN
IAJFAE:
TAVFAA S

3
TV PRE

TAUPRXYNEMSIT DT A ) P RBZBE LTI,
TAUPRBRANFENXFENKRBIESNET B, FE/BNELF T DFHEAFHH
ESODNADIY, EUAR, PUF-N-EZDB)THELTIZSN, TAUPREBICPYY—
N=OZEAIDHEG. PUT—N—DUREIC XA YBEERITDINFIEEBLUTINTE
Bh. TAUPREBORSEIE. TMUPREBORTE RXAVYBORSEZHNET 254 /N1
MATY, CREUBEND RXA VICKO>TIIA U PRABEIMOKRSA 254 /N1 FF TR
BEEHDET,

®ITAUPAXIN

TAVPRERMMMIIT DI AN P AXYINE, A=)V FURXTEELET., XV/I\NDA—)L)?
FLURZIVVY. T TR TEEL T IES0),

BEULCA—ILP FURDFEBREREBOZEBIITIUIASNE T, IBETETDDIEAX—ILP FU
2DNHFTHN. OF R (nclude DTOT S ABERINRE) [FBETEFEA.

v NS > DERER

=E] | BEULZABZHRELET,

O admin(¥ 25 ABEEZ)FBO X —IUIE. ZOFETREHESADNVENDT, BEI—
== BEICA—)LIA U PREBRELTLEE), YRFABREDS admin(Y 2T LASEE)
NEESNTL BXA—IUHESETERREDERES. X —ILH —/\OEWERIE &S| SHe
CIIBENBNET, BEL—TRICA—ILTA U PRERELTIESL),
TAUPZAYNG A—ILP RUZOFR TOMEETEETY . BANTEBAE T,
INXFTEEIBLDCLTLI SN, FEURNA—ILP RURERELTE, CTC
TRIS—ICREVFEAOTEELTIEE),

MW S —/\ROA—HICI+ JPRERET BHEEE. THO—AVESEBRE] CHRNT,
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BHUCED A VICTIA I PRAXYNZEBE L TES),

5.5.2.2. T )P 2ADIRE
I+ )PRADMRE
hTA)7AOEE

IAJFAE: test
TAFRA sample

SE

I JPRE

ITAI)PREZERTLUET,
LA JPAXIYN

TAUPRAESIMMYIT DI A ) PRAX YNNG, X—=)LPPFURATIEELET, XV/INDX—)LF
FURZD IV, BT CRY>THBELTCLIZE0), . 5.5.2.1. T 1JJPRMEN0] DT
AP AAXVINDFRBZESR U T IZS0N,

v NS > (D58

(527l BE LICNBZHRELE T,
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5.6. Y AT
T AOEAINR. Ry FDO—=D28. WEB PO AfstOEEZTIET,

WEBT 7tz 7 i &t

v NS > (D58

[ 1 ROERRR] | T 1 RAOFRRREEELET, — 5.6.1. T 1 RDERIKR

Ry FD—=D201 | Ry bD—DIRREZHILET, — [5.6.2. Ry D —D52H17]

[WEB P20 tZZ#rst] | WEB PO E20MtEHREEELET,
— [5.6.3. WEB 7?2z 2§t
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5.6.1. T 1 AD{EAKRR
RX+ VRN TERYELRT « AOBED, REFAPOBEEXRTLET, RXAYDT 1 RADBE
ZHBRLUTUVVRVNIBE., "82"0EEICIE. "EFR EXRR™SN. BTERIUEAROEBICIE, "

N —
NERISINET,
n 72 SERRR
5 EE KB) A &B) oE (KB) A (%)
A= BHIR BATAITE 174192136) 260 | i
Web BHIR RAT A ATEE 174192136) 176
&5 HE(KB) 57 MMERD

A=l 174192136|
Web 174192136

Web Tld, YRFTABEED M4.3.1. A1 VEHBIBRI TRRSNDEED RX VfERAI-Y
BIFF 1 AORARKBEMB) ] D'EXA VDT « AVFIREEICTSVET,
Mail [ R XA VDT 1 ADBETIIRL. —ADDT «+ ADBETHIRI DCH. T TIAERPD
BEDHDER TEEI.

g 1=

T4 AT DERITT, "X—)U","Web"DRRSNFT,

*5E

ZDIPAIVIY AT LADBEE%Z KB Bii TR UK T,

BABEASEDEENRBSE. ""IRISINZT,

¢ [FRAP

RERICERPOSEZ KB B TRRLUET,

* ==

ZNWTNDBEZ KB B CRRLET., BARABSEDEENZNES, ""DRRISNET,

\ JEJEEES

fEREE/N—tY FEUTRR LTI, RAEABSEDEENRNES, " IRRSNET,
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JA—YRIT « ROERIRSR
A—YRIDT « AOBARREBZRT LTI,
228 k%

| I —HRIT 2 SER A |

v IS > DERBR

[A—YRI7 « ZADEAIRR] | T« ADEBIRRICEEL. A—TEBDOX—)LT + ADERIRR
BERRUET, — 5.6.1.1. A—HRIT v ZOEARKR
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5.6.1.1. 1—YBI5 1+ ROERAKR

TOEZIER: [ VAT LT oty v EEER T (10 v £2—HR:321—YF
a1—g A= AT I T AL 7 (KB) Web7T 1L, 71} (KB)
user01 16/204800 (0.007 %) | 28/10240 (0273 %) |
user02 16/204800 (0.007 %) | 28710240 (0273 %) |
les03 16/204800 (0.007 %) | 28710240 (0.273 %) |
& INEZIEE
BESNLEIHUOBZBEETOT « AOEARERTLUET,
B 5768
1—-98 BELLZBZSE. A—UBDRIBICEAREZRTLET,
X—=)VRT=)LT1 UD ) | BEULIBSIE. IBESNZ MEAKR My 7] IBICKRTUET,
Web T« LD U IBEUEBSIE. BNz MEAEXR My 7] IBICKRRUET,
¢ FERAERrYT

TX—=)VRAT=ILT« UD RUITWeb T« UD RV 1 ZIEE UIZHBEDERER v JIBDRTE
ZIRELET, INT] ZEELZESE. BERI-—YINTOBRZRTLIT,
A—THHALZNHEE. XRICEBEONNONDHBENDDFT,

Fizyh

v NS > (DEHBA
[BRT] | BESNCHUOBRIEEOERR Y JTEERZERTUE T, I—FRIORRE

M RDIEETEBRRT UET,

¢ 1—-Y5&
ERI1-—UBERRLET.
® A=)V ZT—-)LT 1 UD ' J(EKB)
A=)VRT=)ILT 1« LD U DERBE/RAERTE. CERRERTLIT,
EAEAEDHRARESN TN -, RAERABER MEFIR] EXRRUET,
®Web 5 LD J(KB)
Web 7« UD FUDERASS/EATABTE. CEARERTULET,
EAEAEDHRARESN TN —E, RAERABER MEHR) CRRULET,
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5.6.2. Rv kD —2D2ZH
Ry RO =D DIRBEEETER I DIZHDERIVY REFHATEET,
IRTLD M4.85. Ry D —D5201) ERAUIBEETDZET,
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5.6.3. WEB 772Dtz R ffist
Web U —/\XDP OO0 &I S IHAIC L TIHREHBEREZR T LE T,
METBHIE 1 BIC 1 OFFH=NZT,
Y RTINEBED [4.8.14. Web POt 2#fEt] T IWeb PO EFEHE/ER LISV ITEREIC L TH)
BDIBBIIRIZNFE Ao

FIAHist vmmw.example.local

HEHAE: AF125 A
FfERRH¥F 18-Jun-2013 22:30 JST

Usage sumnary for wvnnu.exanple.local Yizins d Sites

Jul Aug Sep Oct MWow Dec Jan Feb Mar Apr May Jun %
| AogEt
= | —HBEYDFY R&st

Sl IEES) [ Paces | visits | Sites [JRERESN visits | Paces |[JEilcs) Sl
[nzoiz | g 1] 8 1] 1] 1] 1] 8 1 9
&=zt | 1] 1] 6] 1] o

Generated by Webalizer Version 2.01
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5.7. 0077k

BPXAVEEBEX 2 —N50JPOLUET, OTPD &I UTD. OT7PD ~OBEZERT
LET,

InterSec/MW400I Logout Page

You are now logged out.
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68 —ix1—Y X” 1 —E@m:%6A
—f8 21—t (3. Management Console Z&)A U CIUL NROMEENFIBTEET,
& BHND/INAT—FDEE
® X —)LERXSEEREGEND « HIFR)
o X—) BENRESHRE
o X—)EEEN®E

Console Management Console for MW
Version 10.8

Management Console (3. Web ZZ2 & L. (migin s
InterSec/MW4001 (72
BEY AV AT LAY OREEEETIV-ILTT .
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6.1. ManagementConsole \ D

—f%81—1 Management Console ND#EfE(E. FIABOHER, tF1 )T+ E—FICK>TEIRO>TL)
X9, ISPV HEID Web TS5OFZ EE) L. R5D URL [CPDOEZRALTLEE0N,

(IR EX1>)

<R & X o >&>luser/

LANIL2 LA
—I1—Yar https://<7? L X>150443/user/ http://<7? L X>:50080/user/
(EREXTY)
—x1—vaF https://<7? L X>:50443/ http:/<J? L Z>:50080/

<R ~ X1 >&>Mser/

X<D? B U Z>DBD T, InterSec/MW [CEID B TZIP 77 FUREEIF FQDN ZHE L TIEE0),
KRR A1 VE>DEDICIE. OT 1 VIR XA VUBEBELTIZS),

v, (ARTRESEFAUTE-FRE. YRATABEEICER U TIESN),

v, | FQDN Z38%E Ui I 1583 Web T SO T RITRAIMBAN TS DCENYUETT, FIT,

i R B XA INDEFGOBRSIE. R VBOBRBRETETDCENMNETT,

\.r, L)L 2 TOEGDIHZE.
I | pEFSNET. £F1UT ¢+ LORERBOEL A
Internet Explorer 11 DIBS(E. [COY 1 FOBEZEHRITIDHESINZEA) I ZD v DL

T<EEbN,

SSL iBSLBERICBCESHADIMBEZFRLTNET ., ES
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OJ+4 VBEEMRRSNLES, —RI-—TFO0T1V] 25 TPADYRE] & TINRD—F] ZA
ALTOTA vEBRUTIES,

Management Console

for Users

o417

(PADYEE] CIE BERIDEXAVYDRBBICK>T, MFZADLTIES,

FMAIRE PRI EB\DIEE
ERXAY A-Y8&

=18 R~ X >/ (ActiveDirectory @ L7501 ) A—FB@R X1 VITIL—T%
IRA8 R X >/(ActiveDirectory B H D) A—TRBeRE X1 VB
"R R X+ >V (LDAP(X—)L)EEH D) A—YRB@REFXT1 V&
=28 R X+ > (LDAP(UID):&E#H D) -9

R EXA(O—=NILD LDAP Y —/NEEE | A—HRBe@RB X1 U8
H0)

W, | BXAYOIL—TRE, YRTLABBECRBL TR,
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6.2. 1 —HBHREE
JS2 D — RIS
COEB@CIE. O uEEA—YYD/INAD— ROEENTZET,

INZTJ—RE, —f21—1 ManagementConsole NDOT 1 VD, X—=)LDS+4 P> RhsnOr
X0, SSH. FTP 3000+ VEBICIBELE T,

1—1tr5E: uzerll]
AT —|:

BAT—FHBAN:

:!ﬂcill
fi

¢ 1—YH&
074> L TR —TBZRRLET,

& /\RD—F
FUWNRD = RZADUTLESN, NRDT =R, —RIA—D5E 6 XFUE 14 XFIY
TOFBRYNF. ¥BESXFTEECESEI. ADUSNEE, NRD—FEEBaSNFE
o INZAD = RICXTT DANNFHOEE > CTVNDIHBEE. UTOXy £—IDRRSINKT,

Web R— T SOAvE—3 (=]

I, /RO—FE s FRLE 14 RFUTTRELT S

& \RDO—FBALD

INZAD— RADDR O TNSVADER I DEHIC, EOI—ERL/NRDT—RZADLTIES0,
v NS VDA

(2] | BELLCABTZRELET,

o AE
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6.3. X—)L5%

A—PDA—)LBREEANRIINE T, COBETIE. L—HFICEESNE X —IUICXT U TIUTRDE
EREETRAED,
® X —)LEmXERTE
X—=)VEBIDX =)L RURICERELET,
DIV VIR EFAIT D ET, BmEX—)LDAX T XEFIRLIZD., FHMYD 7
JVDEEEHI T D ENTEET,
o X— ) BEHRIEHRE
X—)LXEEICBENRIELET,
o X— ) EESBEE
X—=)LDBWEC EZRIDX =)L FURICERULET,

W, | CNODOKEEZNIRBIDCHICE. YRTLAEEENSHESN UHERZHF TSN TN DIMNE
5 | pip0zT.

VAT NAEBBE SIREXAYD TREXAVIER > RXA ViEHizRE] 4.3.3. FXAVIE
H]IRE)T. UTDEBICDNTHIGF v IHDDIRER) L TRHRITNIEZRDFE A

o X—)UBRXtEE | OX—)LDEnX &Y T D

+ Vacation #gE : OX—)LOBENHREZHFTIT D

- X—)EE@ANHKEE . OX—)LEE8REHTITD
FOIEINTULVRVIEE. —#8 11— Management Console TOXIZHEEERICIE TOOODFIA
(FHFISNTNFEAL ERHFSNFT (OOO0RBZEBY—EREELFEI),

RR—=INSSBHEEC DN THRBLET,
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X —)VESRE
CDPADYRICBNEA=IVERIDA =)L P FURICERET D ENTEET,
& X—)LZnXd D

O | VAT LEBEDA—LOBREFTLTUVENSS, CORBEFRATESZ A,

A-NEERETS
OA—NEERX TS
AL ERER AR EER)

FILERERCILRU L JERE) A7 7L EmE EmA SR

OEmALAAL NFET
T

OC @O FH2 7/ (userd0l @virtualshoJocal) [CH A— )L & &Y

& A—)VZERXTD
X =)D X =)L P FURICERZETDHBES. FTv P UTIES),

=IEBE 5788

BFTvIHD | X—)LDEmEZERITLE T, UTDNTFNHODEREDNMETT,

OF T v I8 U | X=)LDEREZETLUFEEA. MIEDOREEBEMEZDFEE A,

» X — ) VERR SR ERX)
X=)LZZDFEFEDIARETEE T DIHEIC. XTI DD ThRZIBELTIIZSUN,
SR X —)LDBHTHEAN YT (To, Cc BDA—)INYIDEZTMZZE T A—)VEERZTNE
9, X—JVEXZ1TD156. BRIECORICEREZHRCR >TSS,

X — VBRSO 1 L) Y TERK)
R T DA —IICKHTUTHRN D 7 1IVEIRFED D « )L VT ZGTNBSEIC. X—)LZERE
DD TCHREBELTCLLESN. DIV TEREZREAITDHS. MTORII» 1)L
R CEANFHIREERICIER I DCENTEFT.

it D 2 1 )LEriR
X=)VCHRISNTND I P 1)L EErET DD EDNZIBELET,
NIVFIN—= RBRRO X —)UAD Content-type D' "text/" THBFEDEDEAX—)VAN EHS
L& T, Content-type /' "text/" TBIRDEDMNAERN I 71 ILDOIIRE LET,
> 8nik LIS0)

=EB 5788

BFTyvDHD | X—)UITHESNTND I 71 IV ZEEE UEE A

OFz v D80 | X=IUICHTRHSNTND D 7 1) 28X UE T,
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» IR IR
FEX — )LD FEEBESNIEXFUNT DEICHIR U TERE UE T, $mE X — )LD FH
FIRM EZZTA—)UIE, XFHBRTTOA IV ZImE LE T, RADIEEEO0EE
EITDE XFHHRIITNFE e X—IVAXDXFHISIUTORACUEN>TADY
~LUET,
F¥HEXFNA PZE 1XF ELET. EHAXFE 2XF CUTGIBLIET.
NILFIN=EDA-I)VICEFNDBERIFENDY FORREEDET,
MMITPAIVEANADY FOWREZVDFT, EEL. TR D 7 IVIFERELENS ICF TV
DUTNBHEIE. /YD » MIVERDIRVNVEAXDANDY FOIREZDET,

gl
BBOIEXT OIS ABREEFERIDHBEICEELTIES.
CORICA=IVP FURDHECRSNZIBEE. oSNy’ FURICTA —)VDFE FEnE
LET, BEDEGETOTSAREEFBRIDHEE. CCICHRELTIZEN, 5BtifaE
(3. IRBEDEETOT S ADEMTTEIC UIED o T IEE0N,

1EREBD
| TOTSA8 ZTY3VEEFRE

P DPADY LICEX—)VZET
X=)VDERREEBICCDPANDY FMCEAXA - ZBELUTRELVNES, Ty I UL
S0\ TA=LEBFRIET D] MA L. DD X—)LEEXRENSNTVRNZEIL, %
EINS VB REICEEINICTF T v ISsnNE T,

RAEB &84

BFTyvOHD | RESNTNDPADY RCX=)LHEDET,

OFzvII3L | RSNTNDPNTY RTKA—)UIFFED FE A,

199 « A—)VERRSe(D ¢ )LD ) Y TR IC DN T

FEX —)LDBHTHEA Y S (To. Cold. X —)LERES] [CRESNIEA—ILP FURICE
SEZFT., F/T. Received Ny —[CDNTEAX—)VEREETEDA VY —[CESHED
DN&EI,

SIS UITTA —)LDEFDIRRETEE UIZVBE IR, [ X —)VEmXFL(IREERX) | DOWICER
K P U RZFEEALTSES,
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Fish

Fish

« MY D P A )VEREIBREIC DN T

NILFIN— RO X —)UAD Content-type N "text/" TBFEDEDEX—ILAN EH
T UE I, Content-type 1 "text/" THBEDEDMUNERNND 71 ILDxIERELET,

* AN FEHIRIC DN T

X = )VAN DX FHISUT DR LD > TADY FUET,

—¥BNFIN1 MZE 1XF EUET,
—E£ABXFE 2XF EUTGHELET,
—VILF/IN= DX = )VICEENDBERIFEANDY FOXIRESDFT,

—mMID P AIVBADY FOIMRESDET,
EIEU TR 7 IUSERE LSV ICF T v D UCVNBBEE— HRYD 7 1)L ZER

DERNEAX DN DY FOXREZDET,
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o X—)L=BIMRETD
BUEEFEICE 1 EULMRESNFTEA. RIBPRETA—ILEHRD CENTERNBEICERL
x99,

OA—LEB#RIETS
BENEEENFRTE: (Toxnrz CCo A —1Zuserl01@virtual sho locali 2EN DG5S (HESNTE) v

MEFO—FEE: |UTF-3 w

1A {E7T(From):

WR(EFEE Reply-To):

Return-Path:

24T )| (Subject):

WA z—20:

w0 | VAT LEBEDA—LOEBMEEEHT LTSS, COMEEIRBTEE A,

¢ X—)VZEERETS
X —)VDEEBICTYLUTEE TRy E—IERET DHE. F v UTIZEL,
FryDULBE. NFRORENMUETY,

FEE 568

BFTvOHD | X—I)LDOBEREEZERTLET. UMFRONITNADERENMNETT,

OF Ty I | X—)LDOBEREZERTLUEBA. MEDREIENEZDEE A,

» BENRIEENEETE
BIREZETORGZEEBELET,
=EB 5788
To F2I& Ce NwH—IC To E2I& Ce ANy —IC[X—=)LPP RFURIAZEN T
"X—=)LP RUHEEND BDBFEDHEENREZITINET,
& (HLEERTE) To FI2IE Ce NI —[CHBREDA—ILP FUIANEF

NISNWA=DI YT ZEDEDA—)b, Bee [CTREL
EX =) BRUEESNTELEXA—IECIEIMEZTT
NEB A, BREIE. COE—FZEEBELTZS0,

[(X=)LP FURIBA—=IVET | X=I)LP FURICBVWEX—=ILINTICEERELX
T, To FLEIE Ce NI —ICX=)LP FURDEIND
X=)LBNCE. X=UVTIURIRDS5DX—)b. Bee
[CTRE U A=), BRUEIESNTELEX—IVICE
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o

o

BERIEZTNET,

To EEIF CcANYH =2 AX—=)LP RURHEFNDZSHERTE DT
To:FKIZIE CeNY I —[CHBFIZDOA =)L RUZDEFEULZEBES. FromAvS—D7P KU
FBICRIELET,
c X=UVDTUZARDOA=IINAY VEZFMAL TN DSBEIFERLUTIES0,
s X—UVTUZARFOREUVTCUEOZHES. EBERBALCKA—ILERESNTLENE
9,
To:X—1 )T ZRENSDA—)UZHENT To ANy —ICHREDA—)LP RLUZAHDAD
CENRNDHDIESR L THBERLTIIEE),

[X=ILP FURIFEEA—=IVETICDUNT

* X=)LP FURICBVNEX=ILINTISRIELET,

* A=UYTJRZAROA=)VNAY VEEFNABLTNBEZESIITR LU TIES0,

* A=UVTURRFISREELTUE S ZHE. BERBALCX—LONEESNET,

»XFI— FIEFE
BENRIEITDIX Y 2—IYDXZFI—FEBELIET,
UTF-8 FCld IS0-2022-dP D SEIRLTCLIES. T #/)U HERFEF. UTF-8 [CERES
NTNET, BELRIEFRDA—S—H UTF-8 [Cxii U TUVRNBSIE 1S0-2022-JP ZiEiR
Le<EsEby,

» = {E7T(From)
WIEX—)LD From A\ vE —TEATDIX—ILP RURP RURZEBEL TS, KA
NTHEREUCEHES., BEBELUTCTDPADY EDXA—=)LP FUREHRELET,
SC AP name@example.co.jp

SCAPBI) B8] <name@example.co.jp>
S 7LiETE (Reply-To

BIEX—)LD Reply-ToN S —TEATDREFIBEX —ILP FUREEBELTIIZSH,
52 Al name@example.co.jp

P\

SCAPBI) B8] <name@example.co.jp>
»Return-Path
RIE X —)LD Return-Path: A\ w5 —HBKXULYNO—T FROM TEAITDIA—=)LPP R
ZEELTIIEEN,
RANTRELULIHEE. BEBELUTCCOPADY FDXA=)LP FUREEARLET,
5C AP name@example.co.jp
"8 <name@example.co.jp>" QA TDEEFITETIE A,
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»S 4 )L (Subject)
RIS X —)LD Subject: N\ & —TERAT DY ILEBELTIIZE0N,
¥ANTELAULHEE. XFEIHMRETDICENHDFT,
Ny —DRBICBAREBZEEALLHES. SERIDREICK > TRXFLINMRETDCE
NHOFET, NvIH—DEZFIRIE. MIME TV I— RINEEDIRET—ANvS —256 X
FIUATT,

PREXYEZ—Y
WIEX=ILDX Y Z—IZEE LTS,
¥ARNTELAULHEE. XFEIHMRETDCENHDFT,

O | BEXyE=I AvIF-ICHAENTZFEAULES. XFILODRETSTEDBDET.,

* ANy S —DRBICBAREZERULES. RERAIDRERICK > TEIXFEIDRET D EN
bDFI,

* AV —DRSHIRE, MIME TV 33— RSNEEDIRRET—A\ v —256 XFIUANTT
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o X—)EFEEHNTD
A=) BULEC EZBRLE T,

OA—IEBEEmT S
EH1SERIA(To):
1E{E7T(From):
BAF L (Subject):
B{S v —

YRTNEEBENA—IVEEBRZH T LU TCVVRVNIBEE. COMEELGFMATEEEA.

O

* X—)LEEEENT D
COPADY RCA=)VNBNEC EZBRNIDBE. FTv I UTIEE),

FEE Gz

BFTvOHD | X—)LDOEEENEETLET., MTFONTNHDRENKETT,
OFTvII8L | X—ILDEEBIRZETUEBA. MEOREEBESDFEE A,
» & {EBX05E(To)
X—)VEBZEBRIT DX IV FURZEBELTIIESL),
» X {ETT(From)

SEX—ILDORETP FUREBEL TS0,

RANTHRELLHZS., BEEBEELTCOPAIY EDOAX=)VP FURZEZRELET
> 1 I )U(Subject)

EEXA—ILDYA ILEEBE LTI ZE),

407



rPEEXYE—Y
ESEBNICHATBIX Yy EZ—IEEBELTLIIEE),
EEXAVE—IEF. FREOXECNATZEX—ILOMUTNDISHRESRCTEETI,

=REB 5788

BiU1ER [%%DATE%%] CIBETDCET. RIEX—)LD Date Ny —%&
#r50 LX I,

KIEBIER [%%FROM% %] CIBETDCET, ZIEXA—ILD From Ny S —%&
#rsc LE T,

51 ~IVIBR [%%SUBJECT%%] CIERET D ET. 25X —)LD Subject:/\ v
S —%Zerso LE T,
BH. BEXYE—IPITHNT MN%%DATE%% ). [%%FROM%% |
REKU I%%SUBJECT%% | ZXFEUTCKRIRIDCEFITEFHE A,

X v z—IiEEH
%%DATE%% [ %%FROM%% =AN'S %% SUBJECT%%] X—)LH @& UIZ,
DXDICIBET DE Tue, 23 Mar 2010 12:05:08 +0900 [Z. MFoo"foo@where.example.co.jp
SANS MEBRDFIES X—ILHBEF U] ICERSNT. &EX—ILDBEET.

v NS > (D58

(2Rl | BELCABTZHRELET,
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mailto:foo@where.example.co.jp

6.4.07Jk

—A—TFX 2 —ND5007I ~LET,
OJ70 &I UMD, OJ7P0 ~oBBERRUET,

InterSec/MW400I Logout Page

You are now logged out.
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EFESBE
7.1. ManagementConsole DX RSBIE

1)Management Console/\, 1 —UNERFICEHK L. BIEZT>TREEZITOE. BEI»1/LD
tTOT1 Y UEA—TDEREBHR CLEESSINDICH. ERBICHRENRIRSNINZEDN DD X
9,

2)  Management ConsoleDIR{EDIC, TSOHD IRDI. HED L. [EFH) MY VDIREETSIZIS
B. KROTSNDT —IDRIEICZOIENTDRE., BERIEET OLBRORNEICRDBENDDF
ER

3) Internet ExplorerC¥3— rAw FF—REICKDIEBRRICEITDIRIEETDOERINEND
CEDBDFET,

® Ctrl +VORDRA —)LZ| (BEOR™ZHE/)
® Ctrl +VORDRA —)LZt (BEDORTZILKN)

4)  Internet Explorer CJavaScriptZER)IC UIR\ T ZEL)\, JavaScriptZE L UIZIHE. RER
YE17 > CTHEIE USENME VIR COHBREBHRDARIEICEDHBEDDH DX T,

5) WREEMEZEITONIVED) wD UK. BREANRTSNDE TEERDIRIETRS > D& TP
PZETDRNTLIZEN, BEBHRIAELCRDBENHDFT,

6)  Internet ExplorerdDT > J— FRECHNT. BERERMBIRSNTUVENEEF. ZZETHRRS
Nen., RRHENLCD I DHZBENDNETI., ZDHEIL. Internet ExplorerdD[ T I—RIX "2
—ICT "BI;MBIR” . "UTF-8" ZERLERRZER LU TIESV),

7)  Management ConsoleBENOXFI— R, UTF-8&HALTCNET, IJ5OTDOXFEIYI—R
BEICK T XAETDRETDICENDHDFTINDT, T5IOTDXFIYI— FEREFUTF-8
DB TESDLDICHEELTIIZE,
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Internet Explorer 11ZCRADIRSIE. T »1I)ILDF O YO—RETQREETDEH. BFaUF
1 DFREDEEZTOMNBNHDHBENDDXT,
TSOYDNY—IUAZa =Dl I —Ry bATY 3 V]-[2Fa )T 1106 TUNILDAREIN
11 &0 )y DIITRDEMTOBENRINET, [D71/ILDFDOYO—R] BROTIT 71 )LD
SOV O0— FEHICBENICY M POTERTZ BHICTD] ITHRELTIIZE0,

8)

EFIVTAERGE - FHENEY -2

® H4PDHERTID
O BEHED
O |HED
o Arn-p
& JrA LA O - R
O BEHED

Fr AT T — Rl - B 8hA -4 PO %R
(O WIhEE
& Fa HOETLO-F
O #{PodERTIE
O EHCED
@ JHTD 3

-
*Internet Explorer (EBREAEMTRNES.,

HARLEREDU L

UEphEE: (@ - TErHE.

[ oK | [ et |

Management ConsoleDY AT ABEBERKIU F XA VEEBEB(F XA YADVRY—EEE)IE.
ZN2ZN11-YIZII T,
100 BESBEOBREZEHDD S PV FmARDSEBICTNRNTIZE0),
11) Windows Server 2008LM[FMDInternet Explore TIExtEF a2 ') 7 « HagitSNTHRD. BEED
[F€& DN DManagement ConsoleDIRIENIERICENE LEE A
CDID. D54 P EFEROWindowsZ CHRIAIES D, MTOHFREREICTHERLTIEE0),
« Internet Explore DY —)Ul-[4 V5 =Ry bZ T3V [tFa2U57119TCHD
TUNIVDARINA ) ZDOUwD U TROUT LY FDFT] & TEMCT D]
CFTvDTID,
c BREBEHY A ENFERAT DT —/NDIBEROEEZ1TD.

9)
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7.2. EE(CRE T DIIREIE

1)

2)

3)
4)

5)

6)

7)

8)

(Y ZRFLET7AIDINY Dy TR EPICHNT,

H—EXDOHCPY —/\\ Ry FDO—=DOBBI—Y YV UE— Y TIUEE)DOSEENFFDIREEN'.
EUKURRPTERNBZBEDHDFT, U SPEBRIC. ST—EADRENAREZEHED LT
20N,

DS 2AERBICET —/NET/\— ~E— bBEMERACIHES. YAIY—/N RO AUL-T
H—/INO@IEHAEHENZLUE T, 2O, 20, /\—FE—FEBENBRULEES. T —9R%
EORYD. VRIY—=/N RO RU=TY-=1\D8&8MICyvy R0V LET,

Yy IOV URRIHBSIR. POWERZA v FEBLTH—/N\ZRE LTIV, 8RB =5—1J
VIBEDOT—INE UL ERDIHEEIF. BENICEIBDSMTHNRNEENDDEI DT, ZOEIE
WebManagerd D 3@l =5 — 18I ZTU\BIBSE CIZS),

VAT AEBERKIU XA VEEBEB(F XA VADVYRY —EEB)IE. TNETN1IA-—YEITTT,

InterSec/ MWD 257 AMEBEKICK > Tl HR— SNV VEEEDIEENHDF T, AETIE X
RIR<EHSINTNEIDTTEFRLIZEN,

Management Console( F X+ VEEZB)BEICRVNTI—TEHRTDIRIC. X=ILD7#)LY

("Drafts”,”Sent”,’Junk”, Trash”) DMERR SN FE T,
SRIDA—S—ICK>TUE. INSDIT AIIFBEX—=S—DT I # ) b A ) BEDEEENIT
DTETF. BUBKRZED I AIIDNZDERSNDCENDDFT, (Bl MMMrash) & TTIFED
CDKIDBRFEEIE. A—ERBFICIERSND XA =L I 2 LI ZHIFRT DO X—S5—DEEENITIC
BT RRENRBLZEMLUTIESUN,

T4 R LR (XA=)LRT—)VA) ZBRICIBEDENE
X = )VREFBENRAREFEEZBANCIHES. F21—[CEBHT, BEETSRNEDNSZE EIETT
JA—HICxFL SMTP 70 ~DVICTER UET,

[Date:]. Message-Id:]. [From:] AVS—[CRITDIvVIVITEFEUSLIAN VS DEND L)
SV YYVIEEUVSIIAYSICDNT, BILEEA.

VAT ADNEET DA —)UDFrom:, To:, Return-Path:, Received:/\ w5 7$EDED KLY
MDA =)D From:, To:, Return-Path:, Received:/\w & 75&E(C localhost.localdomain & 5C&
=NE9,

- crontab [CKDEREITINEZETATSLAMW O/\Nw D P v TETT, logwatch /2E) DS
EIEX =)L (crond ICKDITNONIEX—ILEB)
X — )Lt —/XD MAILER-DAEMON D'53RESNDRNEX —) @K
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88| MAHA F

8.1. X—)U—/\(postfix/dovecot)

8.1.1. X—)LY—/\M STARTTLS Bt

BERE T3, postfix [FiX(E/2{E & BIC STARTTLS [CXTH L CVE B . BECEBZIBREIC K DEMILIZ.
MTROFIETERLET,

128, dovecot [FBEE T STARTTLS [IBEZ T,

STARTTLS THBECEZBHEEMEFIR

1. 698, WBRZ/FRN LT,

Management Console(¥ X7 ABIEZ)BE KD,

YT A1 > [SSLIAEEE] @ (BT —/\GIRE—&] WICT. BCEBSBHNDIIHRESIER
ZIR U, BB ZER L TLSIEE, 1ERN'T T LEULIES, U —/\GIRE—EHICRTSNDIE
B UICEEBRZZD D 7 1 LB ZEXE LTI EEN,

BR UTDIEET. FRUREIBAZD D 7 1 ILERIDT « LD FUICKRBILE T, 2D, Postfix
PAOY—ERICT. REEBAEZEFMAVZELCERFTEE R A

2.sshZ%(CC, A1V L, W—FI1—YICEDFET,

su -

3. 71 ILOBENZEITNET,
MURDIVYRICT, I71ILOBAZTINET,

mv /etc/opt/nec/wbmc/conf/ssl.crt/[2 7 1 )L{B].pem /etc/postfix/cert.pem
mv /etc/opt/nec/wbmc/conf/ssl.key/[ D 7 - )L &) key /etc/postfix/cert.key

51>
71 )L&B:120150529165018
mv /etc/opt/mec/wbmec/conf/ssl.crt/20150529165018.pem /etc/postfix/cert.pem
mv /etc/opt/nec/wbmc/conf/ssl.key/20150529165018.key /etc/postfix/cert.key
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4ERUEF—DA—FT—RODT7AIDTP DA EZ2EELET,

chown root:root /etc/postfix/cert.pem
chmod 600 /etc/postfix/cert.pem
chown root:root /etc/postfix/cert.key
chmod 600 /etc/postfix/cert.key

5. letc/postfix/main.cf DEEZ1TVE T,

1) ManagementConsole(3 27 ABEE) [CIEFHE U TOBEZBEE XTI,
M—EXR1 > TX=)LT—/\(postfix)] > [ BEAXERE] > [ BEDI 71 ILOBEERE

2) [letc/postfix/main.cf 7 7 1 )LDIRE] WICMU T ZEEBEEL LE T,
ERSBIE
DT ERE USNRDICHDER LTS,
< = DRIEICIEFBINR =R ZANTLIZE0),
smtpd_tls_cert_file = /etc/postfix/cert.pem
smtpd_tls_key_file = /etc/postfix/cert.key
smtpd_tls_session_cache_database = btree:/etc/postfix/smtpd_scache
smtpd_tls_loglevel = 1
smtpd_use_tls = yes
smtp_tls_CAfile = /etc/postfix/cert.pem
smtp_tls_security_level = may

smtp_tls_loglevel = 1
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(#mEEh]
*ED@EPTE 85t UE T,
- fREERD

readme_directory = /usr/share/doc/postfix-2.10.2/README_FILES
mailbox_size limit =0
relay_domains = /etc/postfix/relay_domains.conf

allow_mail to_files = alias,include,forward

readme_directory = /usr/share/doc/postfix-2.10.2/README_FILES
mailbox_size limit =0
relay_domains = /etc/postfix/relay_domains.conf

allow_mail_to_files = alias,include,forward

smtpd_tls_cert_file = /etc/postfix/cert.pem Xk CDITZEEBINLET,
smtpd_tls_key_file = /etc/postfix/cert.key —k CDITZEEBILZET,
smtpd_tls_session_cache_database = btree:/etc/postfix/smtpd_scache <~k CDITZEBIILE T,
smtpd_tls_loglevel = 1 —k CDITZEEBILZET,
smtpd_use_tls = yes Kk CDITEEBILZET,
smtp_tls_CAfile = /etc/postfix/cert.pem —k CDITZEEBINLET,
smtp_tls_security_level = may —k CDITZEEBILZET,
smtp_tls_loglevel = 1 —k CDITEEBNLET,

3) BEEFREIMNIVZD )y DI UTESH,
X=)LF =N\, BENICHEESNIT,
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8.1.2. ECRREICHIT BECEDEBIHEIZCDNT

InterSecMW [CESE L TLYBE R X V(InterSecMW [CERELUTWNBIREB R ALY, ERXTY,

FI23. O—NIVBEEFEEREDIES T B X1 VBICIEE LTS FXA YENDEELD., §268980%
RENMBHESINT T,

BEXAYZEBEID XA VOBNERFREICTDOE. B RX1 VDX —)LEFIELERED
XREZDET,
O— ) VBEEFERIE. BRRERAREIC—E LR B XA V58D X —)UIZIM N DR ERXEMEICTR 0D
EP

¢ AV— FRRAFGAFRE TAV— MR R EEEUEES

BESNIEY—/NICEE LT,

* AV— FRRAFLRRE TAV— MRR R ZEEUVENES
MXEESNE T, EIER X1V EZRIFRU T, BOESX =)L —/N\ICEELET.)
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908 +STIVYa—FT1VT

~
<

STIVICHTRIFIEEDHDIEEE. ZOEROER. WBICH > TS0,
NTEERBLCIHEURNBSRYR— Y —ERZECRBLIESH),

9.1. I AR
D) YRTNBEERIC, YRTADELE

FEAEDHZEDRAS. /NRDT—RFOANDIZANDBNEH, BEASZEHER L TIESU),

2) Management Console DY TE/S U\ (FIEAE ALY

InterSec/MW DCENIC L. BOHDHDDET, BDIEH 5 DB L THHE, EOD—EPPOEZALT
HTLIZS0N,

9.2. EATTH®

3) Management Console NMEA TEZV\RIEAE AT T %)
s BREULP RURNDEE > TUVRNWCEZRER LT EEN,
« URL D« ~ FOT https//ZEBELTCNDCEZER U TIEEV, https//ZHTFICT? FU A%

ADIDEMMELUEE A,

» Windows7 2 EDD 51 77>/  OS @ Internet Explorer 11 Z{ERA LT /Z&0), Windows Server

2008 72 E D Internet Explorer TlEEFa')F « As@{ESNTRD. MY VIEIENTERNESH
HOFT,

+ Management Console Z7?21% 292 URL HfEhE > CLRNWCEZER LTI IZE0, 15T,

Management Console D+ 2T+ E—FEZEBULLZIHE. PPV TD URLHEENKT
DTEFRLTLIZE0N,

* URLIC, IP P FURZEFERALUTCPIEALTHTLZS, IP P FURZEBRB UL DO RN

N9 B%EIE. DNS OFRENR O TVNDIEMNADDE T, BRELZHEBLTIES0),

+ Management Console MIR{FTQEENR R FZETBE L TCUVVRWAE DB LT IEE0, BIFTEER

i
@
@
®

A RZIEBE LU TCU\DIES. Management Console Z{BEATEDAVY VIIRESNZET,
SoCREBOBRR URWNBSIE. UTOFIET. Ry RO —UEREER LTI,
Windows VYV TCIOVY RTJOVT ~ZiRET D,
"ping ip-address" IV Y REZETI D, (ip-addressld. MWICEIDHTZIPP RLUXTTY)
"Reply from ..."ERTSNDIHES. RY ED—DRFIEETI, CDHBE. YRXATLADBREZEE
TUTLIZEN, REHRICED—EPOEAUTHTIES0,
"Request timed out"E RSN DIHE. BHOERIIKNTT, fHRITT. DOV UHS5Eping
OVYEERITUTHTLESV,
—BDVY I U N H5ping IV Y FHKT DIHE(IE. KRTDVY VDREDIRD . FEFENETT,
INTDVY VN 5ping IV Y FHAKMT DHEIE. HUBEEREDR Y D - DRELTE
mUTLIEEW, T=TILHNTNZD. EEDADTUNEDSIZNTDCENDDFET., R
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D — DB OFRENR D> TVRWNESIE. Ry D —DEEDTUREMENDHDFT,

4) Management Console DMFA TSV \(ZDH)
* ENEEIC BT D(Authorization Required)
— A—YIDZEER LTS, BIEEREIR TManagement ConsoleZ{$A T DM 1 —FIDDH)
HAfBIZ. admin(FNTINXF)TY,
— FHIEAREICHNTERE ULC/NNRD - RFZEER L TIESN), /NRD— FOAXFENXFE
XBlESNdDTERLTIES0N,
— Management Console kD 1—HIDE/N XD — FOESET>EMER LT ZE, BEELT
NWBHESIE. BEBULIA—YIDE/NRD—RFTOT4 Y LUTLZE0),
- U —EXOMBONIERICEL
— Management ConsoleZ{EA L C. T« AVDERIKRZER LTI ZE0. WIFNHDT 1 R
DIERAEN 90%ZEBZTNDHE. XIUIUETT,
— Management ConsoleZfEF LT, Rv ~FDO—DODFABINRZER L TIZSL), IEBDMEBICXT
U CEBMRZEMBBONTNHDI0%ZBZ DESIE. STMHNUBTT,
« TOOYNSERE UCEERNSICEH N TR
BEZZEULS. EAR] 20Uy 2O UT, BREZBMICULTIIZS,
s OSDYRTAIS—NDREELUZES

VRATACPORCIATESF. AEADT « RO PO RIANKRLHIBEEIYRATAIS—(\Zy D)
NEELUTCNDTRUD DO FET, Ny IORERICIESY Jjb‘}xﬁyéﬂ\ ZDEBINICY AT
LAD'BEESNET,

VAT AT S —DESZHEIC (S /var/icrashfe KD D » 1 )L I /N T Evar/log/messages I 7 1 )L

BT DIMENDHDFET,

REDITAE. BIEPC (DVVY—IL) DoEEEREY—/NCOT1 YU, BEREY—/\DSFTP
TIERERNLUET,

Ivar/crashBE RDD 7 1 JUVIEBRAIERRF L. YRTATIS— UN\ZwD) BRETDILCO. BF)
BICEBFHTSNZE T, BRIICEIFFRURVFES(S. /var/crashfig F0D127.0.0.1 TIBE DT« LD ~JBH!
PRUTLIEELY (DD 7 1 IVIEBBR LR TS TIEE0),

5) _EILEEIBES M Y REAICRNTIERICEME LR,
CLUSTERPRO D FF a2 XY FZZRUTIES0, MURICBIMLTNET,
CLUSTERPRO ¥ RT AEEA ] ORFMIEUTO URL [CEBEHSNTNET, YRXTA
BECRIRZEES U CIRDZIE TS0,
[CLUSTERPRO Y X7 AEETA R
RGBT /X —I[http://jpn.nec.com/clusterpro/clp/index.html]
[ >v0—F]=[¥Za7P)l]l-[Linux] KDZHED/N—I 3 V(X 4.0)
DERZES DI YO—-FULET,
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6)0S DY RFT LIS —NHE
YRATOCPORATET, ARGDT « RO PO AR HLKBERYRATLAIS -2y
DINEELUTCNDTRMD DO ET, Ny IRERCIIY Y THRIRSN, ZOEREENCY
AT LADBRESNET,
F2 Y AT LD R =)L UEIRICH Y TBHRZERINT DS NMI DERZETT > TIIES0,
NMI DERFIRICDOZTFHUCE. MR ZETSRITTSH,

https://www.support.nec.co.jp/View.aspx?NoClear=on&i1d=3170102220
+iLO5 A=Y =71
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DHCP(Dynamic Host ConfigurationProtocol)
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The BSD Copyright

Copyright (c) 1992-2015 All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:
* Redistributions of source code must retain the above copyright notice,

this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation

and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,

INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES

(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON

ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,

EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the

GNU General Public License is intended to guarantee your freedom to share and change free software--to make sure

the software is free for all its users. This General Public License applies to most of the Free Software Foundation's

software and to any other program whose authors commit to using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it toyour programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed

to make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish),
that you receive source code or can get it if you want it, that you can change the software or use pieces of it in new
free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for you if you distribute copies of the software,or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the source code. And you must show them these terms so they know

their rights.

We protect your rights with two steps:(1) copyright the software, and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for this
free software. If the software is modified by someone else and passed on, we want its recipients to know that what they have is not
the original, so that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear
that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
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GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying
it may be distributed under the terms of this General Public License. The "Program", below, refers to any such program or work, and
a "work based on the Program" means either the Program or any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the term "modification".)
Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.The act of
running the Program is not restricted, and the output from the Program is covered only if its contents constitute a work based on the
Program(independent of having been made by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty; and give any other recipients of the Program a copy of this
License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange
for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,and copy and
distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of
any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this
License.

¢) If the modified program normally reads commands interactively when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License.(Exception: if the Program itself is interactive but does not
normally print such an announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply to
those sections when you distribute them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Program, the distribution of the whole must be on the terms of this License, whose permissions for other licensees

extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,
the intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program(or with a work based on the Program) on

a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable
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form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more
than your cost of physically performing source distribution, a complete machine-readable copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable

work, complete source code means all the source code for all modules it contains, plus any associated interface definition files, plus
the scripts used to control compilation and installation of the executable. However, as a special

exception, the source code distributed need not include anything that is normally distributed (in either source or

binary form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs, unless
that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering

equivalent access to copy the source code from the same place counts as distribution of the source code, even though
third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights
under this License. However, parties who have received copies, or rights, from you under this License will not have their licenses

terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives
a license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions.
You may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not
responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited

to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of
this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Program at all.
For example, if a patent license would not permit royalty-free redistribution of the Program by all those who receive copies directly
or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution
of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the

section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the integrity of the free software distribution system, which is

implemented by public license practices. Many people have made generous contributions to the wide range of software distributed
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through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she is willing

to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted

interfaces, the original copyright holder who places the Program under this License may add an explicit geographical

distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In
such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new
problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License

which applies to it and "any later version", you have the option of following the terms and conditions either of that
version or of any later version published by the Free Software Foundation. If the Program does not specify a version
number of this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,write to the
author to ask for permission. For software which is copyrighted by the Free Software Foundation,write to the Free Software
Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of software generally.
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NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE

PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED

IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS"

WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH

YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY

SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS
PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO

USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM

TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to

achieve this is to make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to

most effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to where the
full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software

Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type “show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c¢' for details.

The hypothetical commands ‘show w' and “show c¢' should show the appropriate parts of the General Public License.
Of course, the commands you use may be called something other than ‘show w' and “show c¢'; they could even be

mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright disclaimer" for the
program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program
*Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is a subroutine
library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you want to do,
use the GNU Library General Public License instead of this License.
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GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public

License, version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the
GNU General Public Licenses are intended to guarantee your freedom to share and change free software--to make
sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software packages--typically

libraries--of the Free Software Foundation and other authors who decide to use it. You can use it too, but we suggest you first think
carefully about whether this license or the ordinary General Public License is the better strategy to use in any particular case, based
on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this service if
you wish); that you receive source code or can get it if you want it; that you can change the software and use pieces of it in new free
programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to surrender
these rights. These restrictions translate to certain responsibilities for you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the
rights that we gave you. You must make sure that they, too, receive or can get the source code. If you link other code
with the library, you must provide complete object files to the recipients, so that they can relink them with the library after making
changes to the library and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which
gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if the
library is modified by someone else and passed on, the recipients should know that what they have is not the original version,so that
the original author's reputation will not be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a
company cannot effectively restrict the users of a free program by obtaining a restrictive license from a patent holder.Therefore, we
insist that any patent license obtained for a version of the library must be consistent with the full freedom of use specified in this

license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This
license, the GNU Lesser General Public License, applies to certain designated libraries, and is quite different from the ordinary

General Public License. We use this license for certain libraries in order to permit linking those libraries into non-free programs.
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When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally speaking
a combined work, a derivative of the original library. The ordinary General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General Public License permits more lax criteria for linking other code
with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's freedom than the
ordinary General Public License. It also provides other free software developers Less of an advantage over competing non-free
programs. These disadvantages are the reason we use the ordinary General Public License for many libraries. However, the Lesser

license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library,so that it
becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. A more frequent case is that a
free library does the same job as widely used non-free libraries. In this case, there is little to gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNU C Library in non-free programs enables many more people to use the whole
GNU operating system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a program that
is linked with the Library has the freedom and the wherewithal to run that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference between a

"work based on the library" and a "work that uses the library". The former contains code derived from the library, whereas the latter
must be combined with the library in order to run.
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GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by the
copyright holder or other authorized party saying it may be distributed under the terms of this Lesser General Public License (also
called "this License"). Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under these terms. A
"work based on the Library" means either the Library or any derivative work under copyright law: that is to say, a
work containing the Library or a portion of it, either verbatim or with modifications and/or translated straightforwardly into

another language. (Hereinafter, translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for making modifications to it. For a library, complete source code
means all the source code for all modules it contains, plus any associated interface definition files,plus the scripts used to control
compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its
scope. The act of running a program using the Library is not restricted, and output from such a program is covered
only if its contents constitute a work based on the Library (independent of the use of the Library in a tool for writing

it). Whether that is true depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;
and distribute a copy of this License along with the Library.
You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange
for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library,and copy and
distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this
License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility is invoked, then you must make a good faith effort to
ensure that, in the event an application does not supply such function or table, the facility still operates, and performs
whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent of the

application. Therefore, Subsection 2d requires that any application-supplied function or table used by this function must be

optional: if the application does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Library, and

can be reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply to those
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sections when you distribute them as separate works. But when you distribute the same sections as part of a whole which is a work
based on the Library, the distribution of the whole must be on the terms of this License, whose permissions for other licensees

extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,
the intent is to exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based on the Library) on a
volume of a storage or distribution medium does not bring the other work under the scope of this
License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given

copy of the Library. To do this, you must alter all the notices that refer to this License, so that they refer to the ordinary GNU
General Public License, version 2, instead of to this License. (If a newer version than version 2 of the ordinary GNU General Public
License has appeared, then you can specify that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public
License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable form under
the terms of Sections 1 and 2 above provided that you accompany it with the complete corresponding machine-readable source code,
which must be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent
access to copy the source code from the same place satisfies the requirement to distribute the source code, even
though third parties are not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by
being compiled or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a derivative work of the
Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the

Library (because it contains portions of the Library), rather than a "work that uses the library". The executable is
therefore covered by this License. Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code for

the work may be a derivative work of the Library even though the source code is not.

Whether this is true is especially significant if the work can be linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and
small inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether it is legally a
derivative work. (Executables containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the Library" with the
Library to produce a work containing portions of the Library, and distribute that work under terms of your choice,
provided that the terms permit modification of the work for the customer's own use and reverse engineering for

debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use are covered

by this License. You must supply a copy of this License. If the work during execution displays copyright notices, you must include
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the copyright notice for the Library among them, as well as a reference directing the user to the copy of this License. Also, you must
do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under Sections 1 and 2 above); and, if the work is an executable
linked with the Library, with the complete machine-readable "work that uses the Library",as object code and/or source code, so
that the user can modify the Library and then relink to produce a modified executable containing the modified Library. (It is
understood that the user who changes the contents of definitions files in the Library will not necessarily be able to recompile
the application to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at run time
a copy of the library already present on the user's computer system, rather than copying library functions into the executable,
and (2) will operate properly with a modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

¢) Accompany the work with a written offer, valid for at least three years, to give the same user the materials specified in
Subsection 6a, above, for a charge no more than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access to copy the
above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception, the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major components (compiler,kernel, and so on) of the operating
system on which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot use both them and the Library
together in an executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single library together with
other library facilities not covered by this License, and distribute such a combined library, provided that the separate distribution of
the work based on the Library and of the other library facilities is otherwise permitted, and provided that you do these two things:
a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any
other library facilities. This must be distributed under the terms of the Sections above.
b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this

License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under this License will not
have their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a license from
the original licensor to copy, distribute, link with or modify the Library subject to these terms and conditions.You may not impose
any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible for enforcing compliance by
third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited

439



to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of
this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Library at all.
For example, if a patent license would not permit royalty-free redistribution of the Library by all those who receive copies directly or
indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution of
the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the

section is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the integrity of the free software distribution system which is
implemented by public license practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted

interfaces, the original copyright holder who places the Library under this License may add an explicit geographical

distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In
such case, this License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License

which applies to it and "any later version", you have the option of following the terms and conditions either of that
version or of any later version published by the Free Software Foundation. If the Library does not specify a license
version number, you may choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free
status of all derivatives of our free software and of promoting the sharing and reuse of software generally.
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NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE

LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED

IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY "AS IS"

WITHOUT WARRANTY OF ANYKIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED

TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH

YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,REPAIR OR
CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO
USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest possible use to the public, we recommend making it free software
that everyone can redistribute and change. You can do so by permitting redistribution under these terms (or, alternatively, under

the terms of the ordinary General Public License).

To apply these terms, attach the following notices to the library. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to where the full
notice is found.

<one line to give the library's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public

License as published by the Free Software Foundation; either

version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public
License along with this library; if not, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.
You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the library, if

necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the
library “Frob' (a library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all there is to it!
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GNU LESSER GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http:/fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

This version of the GNU Lesser General Public License incorporates the terms and conditions of version 3 of the GNU General
Public License, supplemented by the additional permissions listed below.

0. Additional Definitions.
As used herein, “this License” refers to version 3 of the GNU Lesser General Public License, and the “GNU GPL” refers to version 3
of the GNU General Public License.

“The Library” refers to a covered work governed by this License, other than an Application or a Combined Work as defined below.

An “Application” is any work that makes use of an interface provided by the Library, but which is not otherwise based on the
Library. Defining a subclass of a class defined by the Library is deemed a mode of using an interface provided by the Library.

A “Combined Work” is a work produced by combining or linking an Application with the Library. The particular version of the
Library with which the Combined Work was made is also called the “Linked Version”.

The “Minimal Corresponding Source” for a Combined Work means the Corresponding Source for the Combined Work, excluding
any source code for portions of the Combined Work that, considered in isolation, are based on the Application, and not on the Linked

Version.

The “Corresponding Application Code” for a Combined Work means the object code and/or source code for the Application, including
any data and utility programs needed for reproducing the Combined Work from the Application, but excluding the System Libraries
of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

You may convey a covered work under sections 3 and 4 of this License without being bound by section 3 of the GNU GPL.

2. Conveying Modified Versions.

If you modify a copy of the Library, and, in your modifications, a facility refers to a function or data to be supplied by an Application
that uses the facility (other than as an argument passed when the facility is invoked), then you may convey a copy of the modified

version:

a) under this License, provided that you make a good faith effort to ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs whatever part of its purpose remains meaningful, or
b) under the GNU GPL, with none of the additional permissions of this License applicable to that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from a header file that is part of the Library. You may convey such
object code under terms of your choice, provided that, if the incorporated material is not limited to numerical parameters, data
structure layouts and accessors, or small macros, inline functions and templates (ten or fewer lines in length), you do both of the

following:
a) Give prominent notice with each copy of the object code that the Library is used in it and that the Library and its use are

covered by this License.
b) Accompany the object code with a copy of the GNU GPL and this license document.

443



4. Combined Works.

You may convey a Combined Work under terms of your choice that, taken together, effectively do not restrict modification of the
portions of the Library contained in the Combined Work and reverse engineering for debugging such modifications, if you also do
each of the following:

a) Give prominent notice with each copy of the Combined Work that the Library is used in it and that the Library and its use are
covered by this License.

b) Accompany the Combined Work with a copy of the GNU GPL and this license document.

¢) For a Combined Work that displays copyright notices during execution, include the copyright notice for the Library among
these notices, as well as a reference directing the user to the copies of the GNU GPL and this license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this License, and the Corresponding Application Code in a
form suitable for, and under terms that permit, the user to recombine or relink the Application with a modified version of
the Linked Version to produce a modified Combined Work, in the manner specified by section 6 of the GNU GPL for
conveying Corresponding Source.

1) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (a) uses at run
time a copy of the Library already present on the user's computer system, and (b) will operate properly with a modified
version of the Library that is interface-compatible with the Linked Version.

e) Provide Installation Information, but only if you would otherwise be required to provide such information under section 6 of
the GNU GPL, and only to the extent that such information is necessary to install and execute a modified version of the
Combined Work produced by recombining or relinking the Application with a modified version of the Linked Version. (If you
use option 4d0, the Installation Information must accompany the Minimal Corresponding Source and Corresponding
Application Code. If you use option 4d1, you must provide the Installation Information in the manner specified by section 6 of
the GNU GPL for conveying Corresponding Source.)

5. Combined Libraries.

You may place library facilities that are a work based on the Library side by side in a single library together with other library
facilities that are not Applications and are not covered by this License, and convey such a combined library under terms of your
choice, if you do both of the following:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other library
facilities, conveyed under the terms of this License.

b) Give prominent notice with the combined library that part of it is a work based on the Library, and explaining where to find
the accompanying uncombined form of the same work.

6. Revised Versions of the GNU Lesser General Public License.

The Free Software Foundation may publish revised and/or new versions of the GNU Lesser General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library as you received it specifies that a certain numbered version of
the GNU Lesser General Public License “or any later version” applies to it, you have the option of following the terms and conditions
either of that published version or of any later version published by the Free Software Foundation. If the Library as you received it
does not specify a version number of the GNU Lesser General Public License, you may choose any version of the GNU Lesser
General Public License ever published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide whether future versions of the GNU Lesser General Public License

shall apply, that proxy's public statement of acceptance of any version is permanent authorization for you to choose that version for
the Library.
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http:/fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.
The licenses for most software and other practical works are designed to take away your freedom to share and change the works. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and change all versions of a program--to
make sure it remains free software for all its users. We, the Free Software Foundation, use the GNU General Public License for most

of our software; it applies also to any other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge for them if you wish), that you receive source code or can get it

if you want it, that you can change the software or use pieces of it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the rights. Therefore,
you have certain responsibilities if you distribute copies of the software, or if you modify it: responsibilities to respect the freedom of

others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the recipients the same
freedoms that you received. You must make sure that they, too, receive or can get the source code. And you must show them these
terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the software, and (2) offer you this
License giving you legal permission to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for this free software. For both
users' and authors' sake, the GPL requires that modified versions be marked as changed, so that their problems will not be
attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them, although the
manufacturer can do so. This is fundamentally incompatible with the aim of protecting users' freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to use, which is precisely where it is most
unacceptable. Therefore, we have designed this version of the GPL to prohibit the practice for those products. If such problems arise
substantially in other domains, we stand ready to extend this provision to those domains in future versions of the GPL, as needed to
protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict development and
use of software on general-purpose computers, but in those that do, we wish to avoid the special danger that patents applied to a free
program could make it effectively proprietary. To prevent this, the GPL assures that patents cannot be used to render the program
non-free.

The precise terms and conditions for copying, distribution and modification follow.
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TERMS AND CONDITIONS

0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright-like laws that apply to other kinds of works, such as semiconductor masks.
“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as “you”. “Licensees” and

“recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission, other than the

making of an exact copy. The resulting work is called a “modified version” of the earlier work or a work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or secondarily liable for
infringement under applicable copyright law, except executing it on a computer or modifying a private copy. Propagation includes

copying, distribution (with or without modification), making available to the public, and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere interaction with a

user through a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and prominently
visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no warranty for the work (except
to the extent that warranties are provided), that licensees may convey the work under this License, and how to view a copy of this
License. If the interface presents a list of user commands or options, such as a menu, a prominent item in the list meets this

criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making modifications to it. “Object code” means any

non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards body, or, in the case

of interfaces specified for a particular programming language, one that is widely used among developers working in that language.

The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is included in the normal
form of packaging a Major Component, but which is not part of that Major Component, and (b) serves only to enable use of the work
with that Major Component, or to implement a Standard Interface for which an implementation is available to the public in source
code form. A “Major Component”, in this context, means a major essential component (kernel, window system, and so on) of the

specific operating system (if any) on which the executable work runs, or a compiler used to produce the work, or an object code
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interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed to generate, install, and (for an
executable work) run the object code and to modify the work, including scripts to control those activities. However, it does not
include the work's System Libraries, or general-purpose tools or generally available free programs which are used unmodified in
performing those activities but which are not part of the work. For example, Corresponding Source includes interface definition files
associated with source files for the work, and the source code for shared libraries and dynamically linked subprograms that the work
is specifically designed to require, such as by intimate data communication or control flow between those subprograms and other

parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts of the Corresponding

Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable provided the stated
conditions are met. This License explicitly affirms your unlimited permission to run the unmodified Program. The output from
running a covered work is covered by this License only if the output, given its content, constitutes a covered work. This License

acknowledges your rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your license otherwise
remains in force. You may convey covered works to others for the sole purpose of having them make modifications exclusively for you,
or provide you with facilities for running those works, provided that you comply with the terms of this License in conveying all
material for which you do not control copyright. Those thus making or running the covered works for you must do so exclusively on
your behalf, under your direction and control, on terms that prohibit them from making any copies of your copyrighted material

outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is not allowed;

section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.
No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling obligations under
article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention of

such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of technological measures to the extent such

circumvention is effected by exercising rights under this License with respect to the covered work, and you disclaim any intention to
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limit operation or modification of the work as a means of enforcing, against the work's users, your or third parties' legal rights to

forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium, provided that you conspicuously
and appropriately publish on each copy an appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all notices of the absence of any warranty; and

give all recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the Program, in the form of source code under

the terms of section 4, provided that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.

b) The work must carry prominent notices stating that it is released under this License and any conditions added under section 7.
This requirement modifies the requirement in section 4 to “keep intact all notices”.

¢) You must license the entire work, as a whole, under this License to anyone who comes into possession of a copy. This License
will therefore apply, along with any applicable section 7 additional terms, to the whole of the work, and all its parts, regardless
of how they are packaged. This License gives no permission to license the work in any other way, but it does not invalidate such
permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the Program has

interactive interfaces that do not display Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are not by their nature extensions of the
covered work, and which are not combined with it such as to form a larger program, in or on a volume of a storage or distribution
medium, is called an “aggregate” if the compilation and its resulting copyright are not used to limit the access or legal rights of the
compilation's users beyond what the individual works permit. Inclusion of a covered work in an aggregate does not cause this

License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms of sections 4 and 5, provided that you also convey the
machine-readable Corresponding Source under the terms of this License, in one of these ways:
a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium), accompanied by the
Corresponding Source fixed on a durable physical medium customarily used for software interchange.
b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium), accompanied by a

written offer, valid for at least three years and valid for as long as you offer spare parts or customer support for that product
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model, to give anyone who possesses the object code either (1) a copy of the Corresponding Source for all the software in the
product that is covered by this License, on a durable physical medium customarily used for software interchange, for a price
no more than your reasonable cost of physically performing this conveying of source, or (2) access to copy the Corresponding
Source from a network server at no charge.

¢) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding Source. This
alternative is allowed only occasionally and noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer equivalent access to the
Corresponding Source in the same way through the same place at no further charge. You need not require recipients to copy
the Corresponding Source along with the object code. If the place to copy the object code is a network server, the
Corresponding Source may be on a different server (operated by you or a third party) that supports equivalent copying
facilities, provided you maintain clear directions next to the object code saying where to find the Corresponding Source.
Regardless of what server hosts the Corresponding Source, you remain obligated to ensure that it is available for as long as

needed to satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other peers where the object code and

Corresponding Source of the work are being offered to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a System Library, need not

be included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property which is normally used for
personal, family, or household purposes, or (2) anything designed or sold for incorporation into a dwelling. In determining whether a
product is a consumer product, doubtful cases shall be resolved in favor of coverage. For a particular product received by a particular
user, “normally used” refers to a typical or common use of that class of product, regardless of the status of the particular user or of
the way in which the particular user actually uses, or expects or is expected to use, the product. A product is a consumer product
regardless of whether the product has substantial commercial, industrial or non-consumer uses, unless such uses represent the only

significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys, or other information required to
install and execute modified versions of a covered work in that User Product from a modified version of its Corresponding Source.
The information must suffice to ensure that the continued functioning of the modified object code is in no case prevented or

interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the conveying occurs
as part of a transaction in which the right of possession and use of the User Product is transferred to the recipient in perpetuity or
for a fixed term (regardless of how the transaction is characterized), the Corresponding Source conveyed under this section must be

accompanied by the Installation Information. But this requirement does not apply if neither you nor any third party retains the
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ability to install modified object code on the User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide support service,
warranty, or updates for a work that has been modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modification itself materially and adversely affects the operation

of the network or violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a format that is
publicly documented (and with an implementation available to the public in source code form), and must require no special password

or key for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or more of its
conditions. Additional permissions that are applicable to the entire Program shall be treated as though they were included in this
License, to the extent that they are valid under applicable law. If additional permissions apply only to part of the Program, that part
may be used separately under those permissions, but the entire Program remains governed by this License without regard to the

additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions from that copy, or from any
part of it. (Additional permissions may be written to require their own removal in certain cases when you modify the work.) You may
place additional permissions on material, added by you to a covered work, for which you have or can give appropriate copyright

permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if authorized by the

copyright holders of that material) supplement the terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the Appropriate
Legal Notices displayed by works containing it; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such material be marked
in reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or modified versions
of it) with contractual assumptions of liability to the recipient, for any liability that these contractual assumptions directly

impose on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within the meaning of section 10. If the Program as
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you received it, or any part of it, contains a notice stating that it is governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains a further restriction but permits relicensing or conveying
under this License, you may add to a covered work material governed by the terms of that license document, provided that the

further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a statement of the

additional terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written license, or stated as exceptions;

the above requirements apply either way.

8. Termination.
You may not propagate or modify a covered work except as expressly provided under this License. Any attempt otherwise to
propagate or modify it is void, and will automatically terminate your rights under this License (including any patent licenses

granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is reinstated (a)
provisionally, unless and until the copyright holder explicitly and finally terminates your license, and (b) permanently, if the

copyright holder fails to notify you of the violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies you of the
violation by some reasonable means, this is the first time you have received notice of violation of this License (for any work) from

that copyright holder, and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies or rights from you
under this License. If your rights have been terminated and not permanently reinstated, you do not qualify to receive new licenses

for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary propagation of a covered work
occurring solely as a consequence of using peer-to-peer transmission to receive a copy likewise does not require acceptance. However,
nothing other than this License grants you permission to propagate or modify any covered work. These actions infringe copyright if
you do not accept this License. Therefore, by modifying or propagating a covered work, you indicate your acceptance of this License

to do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to run, modify and

propagate that work, subject to this License. You are not responsible for enforcing compliance by third parties with this License.
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An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one, or subdividing an
organization, or merging organizations. If propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work the party's predecessor in interest had or
could give under the previous paragraph, plus a right to possession of the Corresponding Source of the work from the predecessor in

interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License. For example, you
may not impose a license fee, royalty, or other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent claim is infringed by making, using, selling,

offering for sale, or importing the Program or any portion of it.

11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which the Program is

based. The work thus licensed is called the contributor's “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence of further modification of the contributor version.
For purposes of this definition, “control” includes the right to grant patent sublicenses in a manner consistent with the requirements

of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the contributor's essential patent claims,

to make, use, sell, offer for sale, import and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment, however denominated, not to
enforce a patent (such as an express permission to practice a patent or covenant not to sue for patent infringement). To “grant” such

a patent license to a party means to make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is not available for
anyone to copy, free of charge and under the terms of this License, through a publicly available network server or other readily
accessible means, then you must either (1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of
the benefit of the patent license for this particular work, or (3) arrange, in a manner consistent with the requirements of this License,
to extend the patent license to downstream recipients. “Knowingly relying” means you have actual knowledge that, but for the
patent license, your conveying the covered work in a country, or your recipient's use of the covered work in a country, would infringe

one or more identifiable patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring conveyance of, a

452



covered work, and grant a patent license to some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a specific copy of the covered work, then the patent license you grant is automatically extended to all recipients of

the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise of, or is conditioned
on the non-exercise of one or more of the rights that are specifically granted under this License. You may not convey a covered work
if you are a party to an arrangement with a third party that is in the business of distributing software, under which you make
payment to the third party based on the extent of your activity of conveying the work, and under which the third party grants, to any
of the parties who would receive the covered work from you, a discriminatory patent license (a) in connection with copies of the
covered work conveyed by you (or copies made from those copies), or (b) primarily for and in connection with specific products or
compilations that contain the covered work, unless you entered into that arrangement, or that patent license was granted, prior to

28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to infringement that may

otherwise be available to you under applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License,
they do not excuse you from the conditions of this License. If you cannot convey a covered work so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not convey it at all. For example,
if you agree to terms that obligate you to collect a royalty for further conveying from those to whom you convey the Program, the only

way you could satisfy both those terms and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work with a work licensed
under version 3 of the GNU Affero General Public License into a single combined work, and to convey the resulting work. The terms
of this License will continue to apply to the part which is the covered work, but the special requirements of the GNU Affero General

Public License, section 13, concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from time to time.

Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version of the GNU
General Public License “or any later version” applies to it, you have the option of following the terms and conditions either of that

numbered version or of any later version published by the Free Software Foundation. If the Program does not specify a version
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number of the GNU General Public License, you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be used, that proxy's

public statement of acceptance of a version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are imposed on any

author or copyright holder as a result of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS
IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER,
OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF
THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE

POSSIBILITY OF SUCH DAMAGES.
17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according to their terms,
reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil liability in connection with the

Program, unless a warranty or assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this is to make

it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most effectively

state the exclusion of warranty; and each file should have at least the “copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program. If not, see <http://www.gnu.org/licenses/>.

Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it starts in an interactive mode:
<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY; for details type "‘show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c' for details.

The hypothetical commands “show w' and “show c¢' should show the appropriate parts of the General Public License. Of course, your

program's commands might be different; for a GUI interface, you would use an “about box”.

You should also get your employer (if you work as a programmer) or school, if any, to sign a “copyright disclaimer” for the program,

if necessary. For more information on this, and how to apply and follow the GNU GPL, see <http://www.gnu.org/licenses/>.
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The GNU General Public License does not permit incorporating your program into proprietary programs. If your program is a
subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first, please read

<http!//www.gnu.org/philosophy/why-not-lgpl.htmI>.
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See AUTHORS file for list of copyright holders.

Everything in src/lib/, sre/auth/, src/lib-sql/ and sre/lib-ntlm/ is under
MIT license (see COPYING.MIT) unless otherwise mentioned at the beginning

of the file.

Everything else is LGPLv2.1 (see COPYING.LGPL) unless otherwise mentioned
at the beginning of the file.

Current exceptions are:

src/lib/md5.c : Public Domain

src/lib/shal.c and sha2.c:

Copyright (C) 1995, 1996, 1997, and 1998 WIDE Project.

Copyright (C) 2005, 2007 Olivier Gay <olivier.gay@a3.epfl.ch>

All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors
may be used to endorse or promote products derived from this software

without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “AS IS" AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT

LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
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OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

src/lib/UnicodeData.txt:
Copyright (C) 1991-2007 Unicode, Inc. All rights reserved. Distributed

under the Terms of Use in http://www.unicode.org/copyright.html.

Permission is hereby granted, free of charge, to any person obtaining a
copy of the Unicode data files and any associated documentation (the "Data
Files") or Unicode software and any associated documentation (the
"Software") to deal in the Data Files or Software without restriction,
including without limitation the rights to use, copy, modify, merge,
publish, distribute, and/or sell copies of the Data Files or Software, and
to permit persons to whom the Data Files or Software are furnished to do
so, provided that (a) the above copyright notice(s) and this permission
notice appear with all copies of the Data Files or Software, (b) both the
above copyright notice(s) and this permission notice appear in associated
documentation, and (c) there is clear notice in each modified Data File or
in the Software as well as in the documentation associated with the Data

File(s) or Software that the data or software has been modified.

THE DATA FILES AND SOFTWARE ARE PROVIDED "AS IS", WITHOUT WARRANTY OF ANY
KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF
THIRD PARTY RIGHTS. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERS
INCLUDED IN THIS NOTICE BE LIABLE FOR ANY CLAIM, OR ANY SPECIAL INDIRECT OR
CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER
TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR

PERFORMANCE OF THE DATA FILES OR SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall
not be used in advertising or otherwise to promote the sale, use or other
dealings in these Data Files or Software without prior written

authorization of the copyright holder.

GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999
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Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies

of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence

the version number 2.1.]

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change

free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some
specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to use it. You
can use it too, but we suggest you first think carefully about whether
this license or the ordinary General Public License is the better
strategy to use in any particular case, based on the explanations

below.

When we speak of free software, we are referring to freedom of use,
not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do

these things.

To protect your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions translate to certain responsibilities for

you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis
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or for a fee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. Ifyou link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling

it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the
library, and (2) we offer you this license, which gives you legal

permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that
there is no warranty for the free library. Also, if the library is
modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the original
author's reputation will not be affected by problems that might be
introduced by others.

L

Finally, software patents pose a constant threat to the existence of
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that
any patent license obtained for a version of the library must be

consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the
ordinary GNU General Public License. This license, the GNU Lesser
General Public License, applies to certain designated libraries, and
is quite different from the ordinary General Public License. We use
this license for certain libraries in order to permit linking those

libraries into non-free programs.

When a program is linked with a library, whether statically or using
a shared library, the combination of the two is legally speaking a
combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General

Public License permits more lax criteria for linking other code with
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the library.

We call this license the "Lesser" General Public License because it
does Less to protect the user's freedom than the ordinary General
Public License. It also provides other free software developers Less
of an advantage over competing non-free programs. These disadvantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantages in certain

special circumstances.

For example, on rare occasions, there may be a special need to
encourage the widest possible use of a certain library, so that it
becomes a de-facto standard. To achieve this, non-free programs must
be allowed to use the library. A more frequent case is that a free
library does the same job as widely used non-free libraries. In this
case, there is little to gain by limiting the free library to free

software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU
operating system, as well as its variant, the GNU/Linux operating

system.

Although the Lesser General Public License is Less protective of the
users' freedom, it does ensure that the user of a program that is
linked with the Library has the freedom and the wherewithal to run

that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
former contains code derived from the library, whereas the latter must
be combined with the library in order to run.

L
GNU LESSER GENERAL PUBLIC LICENSE

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION
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0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License").

Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs

(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is

included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for
making modifications to it. For a library, complete source code means
all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control

compilation and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does

and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's
complete source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact

all the notices that refer to this License and to the absence of any
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warranty; and distribute a copy of this License along with the

Library.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a

fee.

2. You may modify your copy or copies of the Library or any portion
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Section 1

above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices

stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no

charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a
table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility
is invoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of

its purpose remains meaningful.

(For example, a function in a library to compute square roots has
a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square

root function must still compute square roots.)

These requirements apply to the modified work as a whole. If

identifiable sections of that work are not derived from the Library,
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and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote

it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or

collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a volume of
a storage or distribution medium does not bring the other work under

the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
License instead of this License to a given copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,
instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in
these notices.

L

Once this change is made in a given copy, it is irreversible for

that copy, so the ordinary GNU General Public License applies to all

subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of

the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form

under the terms of Sections 1 and 2 above provided that you accompany
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it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a

medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from a designated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not

compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and

therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License.

Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked without the Library, or if the work is itself a library. The

threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative
work. (Executables containing this object code plus portions of the

Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may

distribute the object code for the work under the terms of Section 6.
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Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.
L

6. As an exception to the Sections above, you may also combine or
link a "work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse

engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the
Library is used in it and that the Library and its use are covered by
this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as a reference
directing the user to the copy of this License. Also, you must do one

of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It is understood
that the user who changes the contents of definitions files in the
Library will not necessarily be able to recompile the application

to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism is one that (1) uses at run time a
copy of the library already present on the user's computer system,
rather than copying library functions into the executable, and (2)
will operate properly with a modified version of the library, if

the user installs one, as long as the modified version is

interface-compatible with the version that the work was made with.
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¢) Accompany the work with a written offer, valid for at least
three years, to give the same user the materials specified in
Subsection 6a, above, for a charge no more than the cost of

performing this distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above

specified materials from the same place.

e) Verify that the user has already received a copy of these

materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception,
the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies

the executable.

It may happen that this requirement contradicts the license
restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

L

7. You may place library facilities that are a work based on the
Library side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherwise

permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the

Sections above.
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b) Give prominent notice with the combined library of the fact
that part of it is a work based on the Library, and explaining

where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses

terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying

the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties with
this License.

AL

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you

may not distribute the Library at all. For example, if a patent
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license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to

refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply, and the section as a whole is intended to apply in other

circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing

to distribute software through any other system and a licensee cannot

impose that choice.

This section is intended to make thoroughly clear what is believed to

be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates

the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.
Such new versions will be similar in spirit to the present version,

but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library
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specifies a version number of this License which applies to it and
"any later version", you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by
the Free Software Foundation.
L

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing

and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME

THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.
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END OF TERMS AND CONDITIONS
~L

How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. You can do so by permitting
redistribution under these terms (or, alternatively, under the terms

of the ordinary General Public License).

To apply these terms, attach the following notices to the library.
It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should
have at least the "copyright" line and a pointer to where the full

notice is found.

<one line to give the library's name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either

version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public

License along with this library; if not, write to the Free Software

Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or
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your school, if any, to sign a "copyright disclaimer" for the library,

if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the
library ‘Frob' (a library for tweaking knobs) written by James

Random Hacker.

<signature of Ty Coon>, 1 April 1990

Ty Coon, President of Vice

That's all there is to it!

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the "Software"),
to deal in the Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the

Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in

all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING

FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER

DEALINGS IN THE SOFTWARE.
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IBM PUBLIC LICENSE VERSION 1.0 - SECURE MAILER

THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF THIS IBM PUBLIC
LICENSE ("AGREEMENT"). ANY USE, REPRODUCTION OR DISTRIBUTION OF THE
PROGRAM CONSTITUTES RECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS

"Contribution" means:
a) in the case of International Business Machines Corporation ("IBM"),
the Original Program, and
b) in the case of each Contributor,
i) changes to the Program, and
ii) additions to the Program;
where such changes and/or additions to the Program originate
from and are distributed by that particular Contributor.
A Contribution 'originates' from a Contributor if it was added
to the Program by such Contributor itself or anyone acting on
such Contributor's behalf.
Contributions do not include additions to the Program which:
(i) are separate modules of software distributed in conjunction
with the Program under their own license agreement, and

(i) are not derivative works of the Program.

"Contributor" means IBM and any other entity that distributes the Program.

"Licensed Patents " mean patent claims licensable by a Contributor which

are necessarily infringed by the use or sale of its Contribution alone

or when combined with the Program.

"Original Program" means the original version of the software accompanying

this Agreement as released by IBM, including source code, object code

and documentation, if any.

"Program" means the Original Program and Contributions.

"Recipient" means anyone who receives the Program under this Agreement,
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including all Contributors.

2. GRANT OF RIGHTS

a) Subject to the terms of this Agreement, each Contributor hereby
grants Recipient a non-exclusive, worldwide, royalty-free copyright
license to reproduce, prepare derivative works of, publicly display,
publicly perform, distribute and sublicense the Contribution of such
Contributor, if any, and such derivative works, in source code and

object code form.

b) Subject to the terms of this Agreement, each Contributor hereby
grants Recipient a non-exclusive, worldwide, royalty-free patent
license under Licensed Patents to make, use, sell, offer to sell,

import and otherwise transfer the Contribution of such Contributor,

if any, in source code and object code form. This patent license

shall apply to the combination of the Contribution and the Program

if, at the time the Contribution is added by the Contributor, such
addition of the Contribution causes such combination to be covered

by the Licensed Patents. The patent license shall not apply to any
other combinations which include the Contribution. No hardware per

se is licensed hereunder.

¢) Recipient understands that although each Contributor grants the
licenses to its Contributions set forth herein, no assurances are
provided by any Contributor that the Program does not infringe the
patent or other intellectual property rights of any other entity.

Each Contributor disclaims any liability to Recipient for claims
brought by any other entity based on infringement of intellectual
property rights or otherwise. As a condition to exercising the rights
and licenses granted hereunder, each Recipient hereby assumes sole
responsibility to secure any other intellectual property rights
needed, if any. For example, if a third party patent license

is required to allow Recipient to distribute the Program, it is
Recipient's responsibility to acquire that license before distributing

the Program.

d) Each Contributor represents that to its knowledge it has sufficient
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copyright rights in its Contribution, if any, to grant the copyright

license set forth in this Agreement.

3. REQUIREMENTS

A Contributor may choose to distribute the Program in object code form
under its own license agreement, provided that:
a) it complies with the terms and conditions of this Agreement; and
b) its license agreement:
1) effectively disclaims on behalf of all Contributors all
warranties and conditions, express and implied, including
warranties or conditions of title and non-infringement, and
implied warranties or conditions of merchantability and fitness
for a particular purpose;
ii) effectively excludes on behalf of all Contributors all
liability for damages, including direct, indirect, special,
incidental and consequential damages, such as lost profits;
iii) states that any provisions which differ from this Agreement
are offered by that Contributor alone and not by any other
party; and
iv) states that source code for the Program is available from
such Contributor, and informs licensees how to obtain it in a
reasonable manner on or through a medium customarily used for

software exchange.

When the Program is made available in source code form:
a) it must be made available under this Agreement; and
b) a copy of this Agreement must be included with each copy of the

Program.

Each Contributor must include the following in a conspicuous location

in the Program:

Copyright () 1997,1998,1999, International Business Machines

Corporation and others. All Rights Reserved.

In addition, each Contributor must identify itself as the originator of

its Contribution, if any, in a manner that reasonably allows subsequent
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Recipients to identify the originator of the Contribution.

4. COMMERCIAL DISTRIBUTION

Commerecial distributors of software may accept certain responsibilities
with respect to end users, business partners and the like. While this
license is intended to facilitate the commercial use of the Program, the
Contributor who includes the Program in a commercial product offering
should do so in a manner which does not create potential liability for
other Contributors.  Therefore, if a Contributor includes the Program in
a commercial product offering, such Contributor ("Commercial Contributor")
hereby agrees to defend and indemnify every other Contributor
("Indemnified Contributor") against any losses, damages and costs
(collectively "Losses") arising from claims, lawsuits and other legal
actions brought by a third party against the Indemnified Contributor to
the extent caused by the acts or omissions of such Commercial Contributor
in connection with its distribution of the Program in a commercial
product offering. The obligations in this section do not apply to any
claims or Losses relating to any actual or alleged intellectual property
infringement. In order to qualify, an Indemnified Contributor must:

a) promptly notify the Commercial Contributor in writing of such claim,
and

b) allow the Commercial Contributor to control, and cooperate with

the Commercial Contributor in, the defense and any related
settlement negotiations. The Indemnified Contributor may

participate in any such claim at its own expense.

For example, a Contributor might include the Program in a commercial
product offering, Product X. That Contributor is then a Commercial
Contributor. If that Commercial Contributor then makes performance
claims, or offers warranties related to Product X, those performance
claims and warranties are such Commercial Contributor's responsibility
alone. Under this section, the Commercial Contributor would have to
defend claims against the other Contributors related to those performance
claims and warranties, and if a court requires any other Contributor to
pay any damages as a result, the Commercial Contributor must pay those

damages.
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5. NO WARRANTY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THE PROGRAM IS PROVIDED
ON AN "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, EITHER
EXPRESS OR IMPLIED INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES OR
CONDITIONS OF TITLE, NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Each Recipient is solely responsible for determining

the appropriateness of using and distributing the Program and assumes

all risks associated with its exercise of rights under this Agreement,

including but not limited to the risks and costs of program errors,

compliance with applicable laws, damage to or loss of data, programs or

equipment, and unavailability or interruption of operations.

6. DISCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEITHER RECIPIENT NOR
ANY CONTRIBUTORS SHALL HAVE ANY LIABILITY FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING
WITHOUT LIMITATION LOST PROFITS), HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OR DISTRIBUTION
OF THE PROGRAM OR THE EXERCISE OF ANY RIGHTS GRANTED HEREUNDER, EVEN IF

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

7. GENERAL

If any provision of this Agreement is invalid or unenforceable under
applicable law, it shall not affect the validity or enforceability of

the remainder of the terms of this Agreement, and without further action
by the parties hereto, such provision shall be reformed to the minimum

extent necessary to make such provision valid and enforceable.

If Recipient institutes patent litigation against a Contributor with
respect to a patent applicable to software (including a cross-claim or
counterclaim in a lawsuit), then any patent licenses granted by that
Contributor to such Recipient under this Agreement shall terminate
as of the date such litigation is filed. In addition, If Recipient

institutes patent litigation against any entity (including a cross-claim
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or counterclaim in a lawsuit) alleging that the Program itself (excluding
combinations of the Program with other software or hardware) infringes
such Recipient's patent(s), then such Recipient's rights granted under

Section 2(b) shall terminate as of the date such litigation is filed.

All Recipient's rights under this Agreement shall terminate if it fails

to comply with any of the material terms or conditions of this Agreement
and does not cure such failure in a reasonable period of time after
becoming aware of such noncompliance. If all Recipient's rights under
this Agreement terminate, Recipient agrees to cease use and distribution
of the Program as soon as reasonably practicable. However, Recipient's
obligations under this Agreement and any licenses granted by Recipient

relating to the Program shall continue and survive.

IBM may publish new versions (including revisions) of this Agreement
from time to time. Each new version of the Agreement will be given a
distinguishing version number. The Program (including Contributions)
may always be distributed subject to the version of the Agreement under
which it was received. In addition, after a new version of the Agreement
is published, Contributor may elect to distribute the Program (including
its Contributions) under the new version. No one other than IBM has the
right to modify this Agreement. Except as expressly stated in Sections
2(a) and 2(b) above, Recipient receives no rights or licenses to the
intellectual property of any Contributor under this Agreement, whether
expressly, by implication, estoppel or otherwise. All rights in the

Program not expressly granted under this Agreement are reserved.

This Agreement is governed by the laws of the State of New York and the
intellectual property laws of the United States of America. No party to
this Agreement will bring a legal action under this Agreement more than
one year after the cause of action arose. Each party waives its rights

to a jury trial in any resulting litigation.
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The OpenLLDAP Public License

Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation
("Software"), with or without modification, are permitted provided

that the following conditions are met:

1. Redistributions in source form must retain copyright statements

and notices,

2. Redistributions in binary form must reproduce applicable copyright
statements and notices, this list of conditions, and the following
disclaimer in the documentation and/or other materials provided

with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time.
Each revision is distinguished by a version number. You may use
this Software under terms of this license revision or under the

terms of any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS
CONTRIBUTORS "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S)

OR OWNER(S) OF THE SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

POSSIBILITY OF SUCH DAMAGE.
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The names of the authors and copyright holders must not be used in
advertising or otherwise to promote the sale, use or other dealing
in this Software without specific, written prior permission. Title
to copyright in this Software shall at all times remain with copyright

holders.

OpenLDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City,

California, USA. All Rights Reserved. Permission to copy and

distribute verbatim copies of this document is granted.
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