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Digital Identity Guidelines

The four-volume SP 800-63 Digital Identity Guidelines document suite is available in both PDF format and online

PDF versions of the documents are available from >:< N l ST - ik Ll__’ETjEx "rE -T}ﬁ ﬂ-]—-aﬁ % Fﬁ
Document Title URL
SP 800-63-3 Digital Identity Guidelines https://doi.org/10.6028/NIST.SP.800-63-3
SP 800-63A Enroliment and Identity Proofing hitps://doi.org/10.6028/NIST.SP.800-63a
SP 800-63B Authentication and Lifecycle Management hitps://doi.org/10.6028/NIST.SP.800-63b
SP 800-63C Federation and Assertions https://doi.org/10.6028/NIST.SP.800-63¢

FLRGBEIOHA K54 0 BRT0LR & GTiER REELZ A 74 7 LER 7zTL—vETFH—ar

Authenticator Assurance Level (AAL)

Identity Assurance Level (IAL) Federation Assurance Level (FAL)
SP 800-63-3 SP 800-63A SP 800-63B SP 800-63C
Digital Identity Guidelines Enroliment & Identity Proofing Authentication & Lifecycle Management Federation & Assertions

BJ2. NIST SP800-63-3 MXERKIE
tHE2:NIST SP800-63-3 [CEENFHAZEMELIZED

63-A) IAL( Identity Assurance Level: 71T 07474722175 ZALNIV)IE. A—F D EITHE
ROBET. ID(dentity: PAT T4 T74)DEREE O RETE T, Applicant(ZTU A ER) (1838R) A,
BRI DETDOARANER (Identity Proofing: 7477474 TIv—T14207)
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Enroliment and Identity Proofing

Authenticated Session

8 becomes ‘

Subscriber
Applicant Claimant
IAE Authentication
3 N Assertion
AEuthelThcat;/Jr Enroliment and ThIY .
nrollmen Identity Proofing kRS Authenticate
Issuance

Attributes Verifier

Ao Digital Authentication
ID/PASSH4T
Figure 4-1 Digital Identity Model

E43. NIST SP800-63-3 Digital Identity Model
{H88:NIST SP800-63-3 Digital Identity Model ICEENHRAZMELZED

A Bl Yl SHEA
Applicant TTIUhUE F—EZCEHFIN TR, PADUAREFDA
Claimant TLA XN THIECERINT A SEElRIDIARE

MF—EZEFALEZVWAIZERT DA
Subscriber HITRI51IN— T —EXFEDAEREICEDTRREED A
Verifier RTpA— Claimanth S DERMPIELWHERIET 5 A
CSP LT vl LT v VERERMTD
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ERZTO2&ICB (TR IALLARIHIEFv—b)

o To provide the service, do you need any personal information?

@ To complete the transaction, do you need the information to be validated?

¢ L no o | g ves or | don't know
@ What are the risks (to the organization or the subject) of providing the digital service?

Inconvenience, distress, or damage to standing or reputation Low  Moderate  High

Financial loss or agency liability Low  Moderate  High

Harm to agency programs or public interests Low  Moderate  High
Unauthorized release of sensitive information Low  Moderate  High
Personal safety Low Moderate  High

Civil or criminal violations Low  Moderate  High

Did you assess at moderate for any ¢ +
of the remaining categories? Did you assess at high for any of the above?

Did you assess at low for harm to agency programs or

A . b Did you assess at moderate
public interests, unauthorized release of sensitive for personal safety?
information, personal safety, or civil or criminal violations?

<—|—> yes P

) Do you need to resolve an identity uniquely? <—a—
4—@4—‘4@ (5) Can you accept references? @
' m*—l—*@
l See federation

\J :
End @ Use references if you can complete the transaction TeEaIRNdatons,
n or offer the service without complete attribute values.

EJ4. NIST SP800-63-3 Selecting IAL F+ — |
High : NIST SP800-63-3 Selecting IAL & V) k4%
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Lv.2 2 ERERANWE, 2 BERBDFEIFRIEV I IITPR=ADENT OK

Lv.3 2 EZRRENNE, H'D 2 ZERBOSREIFERIEI/N— RO 7ZAWVZED(\—RII7h—02%F)

SE FEIARNDEIEE NIST SP800-63 TOEREIAERE: NEC 171705 | NEC
https://jpn.nec.com/cybersecurity/blog/210521/index.html

Federation Assurance Level(FAL)(SP 800-63C)

ID b—22%° SAML Assertion %. Assertion D J7#4—< W7 —9PYRY DL ADEEZEZ Y
Lv.1 Assertion(RP [3:%% IdP TOREHERT—9) A\NDEH

Lv.2 BRICINZ . R RP OHNMESAIRE/RIESE
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E 5.ISO/IEC24760-Part1 747074714 SATH10I
st : ISO/IEC24760-Part1 Identity Lifecycle ZolCEHEMHT=IC{ER

© NEC Corporation 2022 8 \Orchestrating a brighter world NE'



Sk
it/ REREG

BB

HFUWBROAMEMSE

TR
B
Eea=lliod

ER o HIRR

B (BMHEDESE)

Enrolment
IO—JbAVE
Restore

JRRT7
Activation
TIOT4R—=3
Identity
Adjustment
FATITATA
TIwAAR
Suspension
HARITFY
Reactivation
UPIT14R—3
Delete

Fl)—k

Archive
T—h14T

Maintenance
AXTFUR

BEdomainTentityzS2#s #3570,
ID MEEEA/E8F GREE/ RSNz ID [BiREER)

ID FEBRELTEATNS ID FERO—&N ID EEBURTLNSEGE
ns,
ID fERDEM entity DUY—AANDTIEADETREIZRS

ID BHROEH
HUWEREAEML/RREELET SHANEY

ID BHRO—ERE—RMICERATSRV\ESISTUTTEE
TOLEREEHIRT & TERR

—HHRLEDERYUIHL
BHINEZID BRER2ICHIR

ID 1EROER D HI AR
] FEETIVIBICDAFFHRIEETHY) . entity ICK>TIRIEI Nz B
IMERZERD entity (CEETZEDELTDHPILRATEDLSICE
3

ID BHROEH

+®2. FA5HDEFREDEHA

IDEEBI AT L
[CFFELA W
IDERIRT L
[CEHINTWS
Y —ZFIFEAE
(1)

IDEBU T LICIDIERIE
HDH, entityDRaEA AT

(FBFIA=T)

1Y) —ZFIF =

© NEC Corporation 2022

Unknown
TS =
Established
IRYTUwaa
Suspended
FARIT A YR
Archived
T—h17

Active
FOT4T

entity D#FEFRICERATE SEHRD ID EEYAT AICFELRVVRE

HER ID [BFIRICEIRHERIF R EDEM
EMMNERTN. ID BT LICESFHFINIRE

entity MREXA2VDUY—RZFIHTE R IAR

RAI entity OREICIEFIB TSI,

72712U. entity DR XA VICTFE

LR<B>TH, D ID BRI ID BBV AT AICEST U\ S6. BERH
BHCFIHT S ENTED

(FrLLY entity OFLLWL ID £ZHEIITDHICFERL. 7—h1JEnzE
RO—EEST_ENTES)

entity IC&B YV —ZXDOFIBENEREIC R T2 IRRE

IT YRATATTPITAJ - Bvary%

BAT DHEFIZER D

&3. F5SHDEZREEB DA

9 \Orchestrating a brighter world N E'
e



4, 717071 T71BBETIVEIL

PATOTATABEDRRNNREDELTIX TEFEBETIVIE DT L—3avETIVINS D,
EREBEETIIMMERID AT T4 T4 BB E—E B EITS 2, I—HFE—ERBICBEEDT
1T OT14T1BEENNEE D, AR Identity Lifecycle Management WN&Z(Z157255,

JI7L—23vETIIE. RP & IdP [FRIDIV T4 714 THY. I—H&E RP [CPIERT IR,
IdP DPAT 071 T4BREBVSIETOTIUTS (Kes I—TIHFED IdP DFPAT 74T
1BHRZECEIC.EHD RP IC SSO TPILATEDLDICRSD, TIT L—YavETIIFIEELS
<2B—AT. IdPICEDSPZEFHAUIZADBEHRMREIND LR FERNMEFINPT R DIR
ALHY BEICE DT TSI NI—DRIEICRBDELINRL,

BRPE.IJITL—3avEFTIVTCIR. A—FBBD 71T T4 T4 [BHRDEE I T B REICKI DT
TFTOTATADEEEITOIZEITRD,

GEESTL))

RP: Relying Party (US1 7127 I8\—F1—):1dP IZEBE% &5 L. IdP IC L BEREHEREEFEL T
A—HCH—ERZRMH TS5, SP (Service Provider:7—EX7O/N145—) &EL\D,

IdP: Identity Provider (P47 207474 7ONAT =) OTIRT—ER(RP)REICTPIERTS
A—FOREERERTF - BEEI DT —EADIEZEIBULET,

SSO: Single Sign On (YW HAU#A D)1 BEA—HEEE (OJ12) ZITO & MBREDI—HER
SEICHDITONTVWDRIRT LY —ER % EBMEREERL TR TE 216

SP 1— IdP

: O -

-
RERAT

OHESPEER q
 @SPOY/Aizh b N ESAMUSER S

\ AN N /

B16. SAML DIBEMEREE T O—FI(IdP Initiate M)
it EHRE

[\ /

© NEC Corporation 2022 10 \Orchestrating a brighter world NE'



(E6.SAML MG EDEREETO—HFI(IdP Initiate DOF) DfFER]

A—9NIdP IC7OEXT S

IdP OEFEEEENFRRIND

A—HEOTA1VER(OLTVIvIVIER) ZAHUT IdP OB TERAHLEZEITRD
FRREDRRIALTZS IdP (COT 1 VRIS

IdP DEEMSIRD SP ZERT S

IdP fiIT SAML EREEIGEDFEITIND

I—7IL IdP ""5%2IFEX o7z SAML 8REEEZ SP [TXET 5

SP IC SAML SREEISENRESND EOTM12 88D

CEASNEONGRCNONINS)

[(B6DFEEfREER]
SAML(FLJV) ( Security Assertion Markup Language ):OASIS [CED>TEEINIZERSD
A=Y SRAA VB TCA—FEELZ1TO72HD XML ZR—RICUTAZZERE
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<HBBELEHEE>
NEC TI9IWNT 717+ 2 REGFEER
E-mail:digital finance@mnn.jp.nec.com

NEC Digital Finance t71k
https://jpn.nec.com/nvci/finance/index.html
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