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PowerChute’ svrO61
NETWORK SHUTDOWN
PowerChute Network Shutdown ?
1-%% [ )
RRT—F ( ]
13—1
@ openssl B VA F—ILENTWENTOT S LEMENSHERELET,
B FO7S L s = a ped
€ v A B JyRO-LGERIL > FOYSL > TOYSLERE v TOT5hER £34 o
TIRE Ik TUISLOTIA VAN NAREEE
1YAb-lanrERI050E TOISLETYA VAT 3l —EAHETOISLEERLT [FU VAN (EE] £LE 618 7U2ILES.
T
% Windows DEE0EHLELT
=t ==+ VAN =~ 0
&8 BT 1YRR-E  H4X K=33v
Schosider Flectic es/0seT s00
EOpenSSL3.5.0Lighl(64-bil) OpenSSL Win64 Installer Team 2025/05/16 19.1MB 350 !
13—2
@ PowerChute Y—EX%&EZEILELET,
& Y-
TrAIF BN =RV ALTH)
& DB HE > o nw
S U-ER @A) (e 4P @-A
PowerChute Network Shutdown EE L Er AF-+TyTOES o4y
&k Power EiE =Tk 8& Local 5.
G elia.. ZETF
{54 Print Spooler Ci¥. EfTHR B Local 5...
i Printer Extensions and Motif.. Z0%#.. FE Local S...
E{?H:bl t baced <hutd ; i), PrintScanBrokerService {B1E... F& Local 5.,
eliable network based shutdown of & b nsWorkflow_4f920 £l 5 (MA-B)  LocalS..

multiple servers,
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@

®

PCNS 41 YA b—I)LT4 LY FUBT® groupt IZBEIL. RE 7 7 1 /L pensconfig.ini B E
NetworkManagementCard t % 3 3 |2, KeyStonePassword ZBM L. XE 7 7ML EZRELET,

[NetworkManagementCard]
KeystorePassword=<##i/\ X 7 — k>

PowerChute H—EX B L £,

H"E?\
Jr4UF) BIEA) ETN) ALTH)
o= |F Ec= BE »ennp

i H-ER(O-7100 o H-EA(m-n

PowerChute Network Shutdown EE ] Erei AF-t7uTDES oy#y
Sk Power Bk =(0F B Local 5.
{,ﬁ PowerChute Network Shutd...
{8}, Print Spooler i ETHR  BE Local 5.,
RAA: ‘54 Printer Extensions and Motif.. 0. F& Local 5.
Relia.ble network based shutdown of i} PrintScanBrokerService {BiE... e Local 5.
multiple servers. L DAL A5G e FELIFH_EBS laealC
13-4

avrR7ar T Ei#EE. PCNS 41 VA h—ILT 4 LY FYET® groupt (ZFHEL, o< 2R
keytool ZFALVNT, F—R R 7 D/IRRT— KAEREICERIN=C L EHALET,

Z ZTIXPCNS 25 74 JL k@ C:¥Program Files¥APC¥PowerChute IZ4 >R F—JLL1=& L TR
LET,

> cd C:¥Program Files¥APC¥PowerChute¥group1
> “C:¥Program Files¥APC¥PowerChute¥jre x64¥bin¥keytool.exe -v -list -keystore keystore”
F—RARFOIRRT—FZEAALTLES L —LR@DTHEELIZ/SAT—FAR

*hkkkkkkkhkkkkkkkkk WARNING WARNING WARNING *hkkkkkkkkhkkkkkkkk
*H—R FTICRESNE-BEROESHEET*

RIS TVWERA, BEMZHREIIT HICIE*
*H—RETDINRT—REANTIDLENHY FT, *
*hkkkkkkkhkkkkkkkkk WARNING WARNING WARNING *hkkkkkkkkkkkkkkkk

F—RFT7DHEA T IKS
F—X b7 - FO/NA F:SUN

F—RPZIRE1IVMIDNEFERFT ERARTNDC ETHER

@ PowerChute Y—ERX#{EILLLET,
S H-FR

IJrfllF) B ERV ALTH)

e | @Bz HmE »anw

G H-ER@-T || oL #-PR @A)

PowerChute Network Shutdown EE = Er AF-+TyTDES og#
&k Power EE. =Tk g& Local ...
{.ﬁ PowerChute Network Shutd... =iTH Eh
G Print Spooler I0%.. =Ah & Local S...
& Printer Extensions and Motif.. Z04.. F& Local 5.,

E{?H:bl ctwork based shutd : &L PrintScanBrokerService {BIE... FE Local 5.,

e ork based shutcoWN ©T 8 PrintWorkflow_4fo20 ENAL... 5 (MA-58)  LocalS..

13—5
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BHFOHCERMAZTEXT—A MT7ALHIRLET,

keystore”

F—R FFORRT— REAHNLTLES LY — FROTHEE LI/S2T— FA

> “C:¥Program Files¥APC¥PowerChute¥jre x64¥bin¥keytool.exe -delete -alias securekey -keystore

@ J—kCAREAEZERLES,

writing new private key to ‘rootCA key’

Enter PEM pass phrase: —HBRNRITL—XAA
Verifying - Enter PEM pass phrase: «—Ei2 &R L/ SR T L—ZX AR
You are about to be asked to enter information that will be incorporated
into your certificate request.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [XX]:JP

State or Province Name (full name) []: Tokyo

Locality Name (eg, city) [Default City]:Minato-ku

Organization Name (eg, company) [Default Company Ltd]:NEC Corporation
Organizational Unit Name (eg, section) [:PCNS

Email Address [J:test@example.com

What you are about to enter is what is called a Distinguished Name or a DN.

Common Name (eg, your name or your server's hostname) [J:svr061.example.com

> openssl req -x509 -sha256 -days 1825 -newkey rsa:4096 -keyout rootCA .key -out rootCA.crt

}EE A S (ABETET)

/

SIBAEZELERDBET 74 J)L (req.conf) ZERLZET,
151

[req]

distinguished_name = req_distinguished_name
req_extensions = v3_req

prompt = no

[req_distinguished_name]

C=IE

ST = Galway

L = Galway

O =PCNS

OU = SANPCNS

CN = svr061.example.com — 7/RX F4/FQDN #&E
[v3 req]

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth

subjectAltName = @alt_names

[alt_names]
DNS.1 = svr061.example.com — FQDN %%
DNS.2 = svr061 — KRR FBEETE

DNS.3 = localhost
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@ LEEONHRET7AILERANT, SEHSELY I I X+ (CSR) ZERMLET,

> openssl req -new -out pcns_san.csr -newkey rsa:4096 -nodes -sha256 -keyout pcns_san.key -config

req.conf
Writing new private key to ‘pcns_san.key’ «— EFE@TEHRELIZ/AAT—FAR

@ LEOTHERMLI-GIAEEL") Y T X M(pens_san.csr) &JL— b CA SEBAZ %L, H—/\SIBAE
(pcns_san.crt)ZERL L £ T,

> openssl x509 -req -days 365 -in pcns_san.csr -CA rootCA.crt -CAkey rootCA key -CAcreateserial

-out pcns_san.crt -extfile req.conf -extensions v3_req

Loading ‘screen’ into random state - done

Signature ok
subject=C = |IE, ST = Galway, L = Galway, O = PCNS, OU = SANPCNS, CN = svr061.example.local

Enter pass phrase for rootCA.key: «— EFE@THE LI=/\A T L—ZX AN

B BWEREX—XALTFIZTAoR—FLET,

> openssl pkcs12 -export -in pcns_san.crt -inkey pcns_san.key -out pcns_san.p12 -name securekey
Enter Export Password: —LE@THELI/SRT—FAA
Verifying - Enter Export Password: < EFE@THRE L=/ SZAT—FAR

> “C:¥Program Files¥APC¥PowerChute¥jre x64¥bin¥keytool.exe -importkeystore -deststorepass <.t
SE@DTEEL=/8 X7 — K> -destkeystore keystore -srckeystore pcns_san.p12 -srcstoretype
PKCS12”

F—X ;7 pens_san.p12 % keystore (T4 AR— kL TULVET ...

V=R F—=RAFTF7DNRRT—REANLTLEELY

A4 securekey DT b)) DA R— MMIELFE LT,

AVR—b - ATV FRRETLELIZ 1 HEOIV MDA VR—MAEZILE L, 0D R
A UiR— bR L=AERYEEnFE LT

Warning:

JKS F—R r7EFHBOHMKXZERAL TLVET . "keytool -importkeystore -srckeystore keystore
-destkeystore keystore -deststoretype pkcs12" AT 5 XFRIELEDHK THS PKCS12 IZHITT S
CEEBEHLEY,

PowerChute ¥ —E X ZEEH L T,
S 92
TrAIWF) BfEA) =TV ALTH
s | EE L= HE »onpn

S ¥-E2@-nh || $-E2 @-al)

PowerChute Network Shutdown £ Gk I A5-bFyTNES ogiy
{‘};Power EE. ETE 57 Lecal 5.
-..Q" PowerChute Metwork Shutd...
S Print Spooler IDHF. EiTE B® Local 5.
= -.E‘};F'rinter Extensions and Notif.. 0. =& Local 5.
Rel|a.ble network based shutdown of Q;PrintScanErokerService (B1E... =5 Local 5.,
multiple servers. B Dri e Wrb s 4090 mnai TEHRIH_EEEY Laral
M13-6
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® LEQ@THERLT=/L— b CA EEBAZ(rootCA.crt)% . PowerChute ® Web f >4 7 = —X % F|H3 %Y
—NIZA VR M=ILLET, [EFESINT=)L— EERAMERT) [CEREE L TS ZELY,

X
oo SO V- k 91-F

SEEAZ DA Vilk-F D41 -F DR

COUAT-FTR. RS, ARSERYAN BEUTRSEAVANETATNCAAS AL -

LE7.

ARSI L TRTANIAIASE. 1-7- 1D 2%EL. 7-72RELLY. FREtFalF1THE
Ry FI-TERERETILNDEREEATVEY. LASAITR. ARSI RESNGVAT
LEDFEETY.

FFESRT
O Exp1-F-(0

O o-al I¥Fa-5-(L)

ST RN BIUILT G,

rovt
13—7

Web 7594 TPCNS ® WebUl IZ79 AL, SSLEIAZETIS—AHEWNI EZHELET,

Bits
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13.2NMC A—F®DOT 74+ SSLEIBAZ 2 BT B 4%
CCTIENMC A—FDT 74/ k SSLEIAZ 2 BT 2 A £ 0EHLET,

@ NMC Security Wizard CLI Utility ZLATTDH A koS4 oa—KFLET,
https://www.se.com/us/en/download/document/APC_NMC_SECWIZ/

@ NMCSecurityWizardCLI.zip ZEBFALFEY, S TIED:¥Work 74+ LA ICEBEAL TLET,

® NMC Security Wizard CLI Utility Z{ER9 5IZ1%.Net framework 3.0 LA EMHRETYE, KA VX b—JL
DIZFEIFA VA =L LTLEZELY,

@ NMCSecurityWizardCLI #{E> TJ/L— FEBAEZ/ERLE T,

> NMCSecurityWizardCLI --caroot -o rootca -n svr061.exsample.com -c JP -m Tokyo -l Minato-ku -g
"NEC Corporation" -u PCNS -e test@exsample.com

SIBIELLT & CHERE S FEELN,

HE Bk AAH | x0OOOF
-0 HAT74IL% rootca = BEDa< Y
-n Common Name svr061.exsample.com FTHAL
-C Country Code JP E3XH
-m State or Province Name Tokyo
-l Locality Minato-ku
-g Organization “NEC Corporation”
-u Organizational Unit PCNS
-e Email Address test@exsample.com

£13-—1

ERITTHEUTHAEASN, EfTLI= T+ LA rootca.crt & rootca.p15 BMERRENET,

D:\Work\NMCSecurityWizardCLI>NMCSecurityWizardCLI --caroot -o rootca -n svre6l.exsample.com -c JP -m Tokyo -1 Minato-ku
-g "NEC Corporation" —u PCNS -e test@exsample.com

NMC Security Wizard Command Line Utility v1.8.1
(c) Copyright 2018 Schneider Electric. All rights reserved.

Certificate's Issuer Information:
Common Name: svr86l.exsample.com
Country: JP
State/Province: Tokyo
Locality: Minato-ku
Organization: NEC Corporation
Organizational Unit: PCNS

Certificate's Subject Information:
Common Name: svre6l.exsample.com
Country: JP
State/Province: Tokyo
Locality: Minato-ku
Organization: NEC Corporation
Organizational Unit: PCNS
valid From: ©7/03/2025 (GMT)
Valid To: 07/03/2026 (GMT)

E-Mail Address: test@exsample.com

Certificate's General Information:
Serial Number: 5B:46:36:CO:FC:E2:27:44
SHA1l Thumbprint: 61:61:52:8C:C6:FD:39:32:A9:BB:BA:0B:32:1E:BF:84:D3:54:17:18

[*] CA root cert and private key 'rootca' have been successfully created.

D:\Work\NMCSecurityWizardCLI>|
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® NMCSecurityWizardCLI #{#>T NMC DFIEREZER L F T,

> NMCSecurityWizardCLI| --sslcert -0 test -r rootca -n svr061.exsample.com -¢c JP -m Tokyo -l
Minato-ku -g "NEC Corporation" -u PCNS -e test@exsample.com

SIBIELLT & SRR S FE SN,

518 B A A4l
-0 HAT 74 L% test - I= -
-r ELZICREAYT B)IL— FEBAZE® | rootca =" ;fE%ET
<Ll EHE DA
-n Common Name Svr061.exsample.com T LET,
-C Country Code JP
-m State or Province Name Tokyo
-l Locality Minato-ku
-g Organization “NEC Corporation”
-u Organizational Unit PCNS
-e Email Address test@exsample.com
£13-—2

EITTHEUTHAEASN, EfTLIz T+ ILF (T testert & test.p15 BMERSNET,

D:\Work\NMCSecurityWizardCLI>NMCSecurityWizardCLI.exe —--sslcert -o test -r rootca -n svre6l.exsample.com -c JP -m Tokyo
-1 Minato-ku —-g "NEC corporation" -u PCNS -e test@exsample.com

NMC Security Wizard Command Line Utility vi.e.1
(c) Copyright 2018 Schneider Electric. All rights reserved.

Certificate's Issuer Information:
Common Name: svree6l.example.com
Country: JP
State/Province: Tokyo
Locality: Minato-ku
Organization: NEC Corporation
Organizational Unit: PCNS

Certificate's Subject Information:
Common Name: svre6l.exsample.com
Country: JP
State/Province: Tokyo
Locality: Minato-ku
Organization: NEC corporation
Organizational Unit: PCNS
valid From: €6/24/2025 (GMT)
valid To: 06/13/2026 (GMT)

E-Mail Address: test@exsample.com

Certificate's General Information:
Serial Number: 52:B0:C6:38:30:94:79:71
SHA1 Thumbprint: 35:3E:67:28:C5:49:AB:E5:AD:00:2D:24:FE:05:83:B2:29:AB:C2:D3

[*] SSL certificate 'test' has been successfully created.

D: \Work\NMCSecurityWizardCLI>|
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® NMC IZ Web T59HmMbT7oEAL, I&El — Ry b+rT—91 — [Webl — TISSL itH
g1 EHWLEY,
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14 FEEIF
PCNS ZERT 5RICIE. ROAICTEFEL SN,

14. 1€y b7y THEE

(1) PCNS Y b7y THIZSNMP h— FEDBENBELELYFEIT A, 6 SNMP H— FDHREAHE]
EMLTULVELE SNMP h— RFEDBELARIILEREA. [6 SNMP h— FDREAZE] Ta1—H
BENRRTL—REANRIZERBL TSN,

(2) LLTFICEIFRIREETHIHE. X1 T A BREZERITILENHYFET,
-Web IS5 H%#E>T SNMP A—F 279 +€RX9 %
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15 EERER
CCTREEARELAEAOOSORIAEEHALET,

1 5. 1PCNS OB OFREAE

PCNS MERE T 7M. XU, OTIEA VR F—JL/SAD groupl FA LA B FIZHISNTULET,
groupl 7 # LA TOILRFNPUTD I 74 IILEFIRL T FZELY,

group1 BB FDI7 71 )L

access.log

configuration.log

debug.log

error.log
EventLog.txt

javaVersionFile.log

pcnsconfig.ini

pcnsconfig_backup.ini

sshservice.log

"archive" 7 # JL 4 N ® debug.log

VirtualizationFileStore.properties

"psScripts" 7 # JL A AM powershellDebug.log
£15—1
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ododrryn—§F

K15—2

@ Log_Bundle_<BHf}> <B§Zl>zip 77 AT O— R TELIEEFHERLTLEILY,
R—Ls =157 UPSDERE AT

FTUZALTRyIQdDIT IR — ?
HETHR—FBIL. TETERRMNT A AT I 7ML ELIDOT FANICEED. FOT P AAEA—AINIAYEa—— L4 yO0-FLET.

nyogI>»0—F

. Log_Bundle_2025082...zip

¢ JPLEEC

FATHRT b

K15—3

HR—rATDOITH AR— FOEETOIAERERT . FETRIERTS5E8IE. [R15—110D7
7AILEFERLTLIESLY,
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15. 24y bOJOFEIMAE

PCNS 4/ Ry FOJHEIRAZIIUTIZARIATOET,
<https://www.se.com/jp/ja/faqs/FA343049/>

® PCNS @ WebUI IZ7 VA LET,

® PCNS OEEMN S, [F—L] [ 1AV FOJTDERT ] #WLET,
PowerChute SVRO61

NETWEBRK SHUTDOWN Logout

d—A UPSDEERE

AR OTD
®/E

FAALEIU I L, UPST A FCERET SPowerChute A FEBELET.

A5 k116 16
ARz o JV RPN Sepw BT
0 ursA e T (] o o a
0O AhEhEE @ Fal
0 3251088 ] o o
O HEFESS 8 L L @ o
0 3 uB0BESLEWeE FTEa @ o ¥
0 S ATLEOBETLIVREEES o o
0 HyFURE @ ¥ o
0 KyTUBES ) o
O F2rteT Ui EEE @ o o)
0 HMCHURS EAETE o o o
0 FowerChutsHNMC ¥ EETE (] o o
|0 A [ o v
15—4
@ "BTOTHRKR—F EHYvHITEBELH O— KT 4ILAIZ Eventlog.txt BMETEESNET,
PowerChuts SVROS1
H—Ly Wk UPS®HERE AT
AR RO ?
Fm| 20 w|rmmk
A5 k1~z0/37 B @i 1020 s | RER
Bft 527)) L )
2024-12-20 16:37-43 EELET S hE LT, O
2024-12-18 19:05:0 http172.16.1.13 280 T E A
2024-12-18 19:04:46 PowerChutePNetwork Management Card & BB TE EH A
2024-12-18 19:02:20 EESRIINE L.
2024-12-18 19:01:38 http172.06.1.13 2801 BT Ei A
2024-12-18 19:01:17 PowerChutetiNetwork Management Card & B8 TE EHA.
2024-12-18 1B:58:35 EELET S hE LT,
M15—5
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1 5.3 Collect A4 DIFEAE

PCNS [ZEGZOT #FWT 5I121F TEEFRINELI—T 1 ') T« 1 @ Windows kit Ver 3.3.6 LLEM
WETY, BERBFRINELI—T U TAIXERALTWSH—/\EED EXPRESSBUILDER #1=(%
Starter Pack I[ZHIISNTWVET, £zl TEY4M bASEFA U O—RATETY,
XN—T a3 UBSIEar bO—)LRhG [T055 L E#EE] %2R L Product Info Collection
Utility (Vx.x.x)) ZHEREENET, /A—2 3 A 3.3.6 RBETEY A FD Windows KRB
N—=2 3 0F CHRABWET

- BEEBRIELI—T 1) T 1 (Windows lRg&#F/A\—2 3 V)
< https://www.support.nec.co.jp/View.aspx?id=9010110130 >

HEFRRINEL—T VT 1E4 2R F—)LLI&R.TRFIRIZT Collect AT ZEREL T2 &L,

- ESMPRO/ServerAgentService F =& ESMPRO/ServerAgent i34 X b—JLEINTUWVBIGE(E.
Collect A%'I&, ESMPRO/ServerAgentService & 1=I& ESMPRO/ServerAgent @ lcollect.exe] %
EITLZET, collect.exe [ ESMPRO/ServerAgentService, ESMPRO/ServerAgent 1 > X k—JL
THILE (TITAIL L& ¥ESM) D ¥ool TAILFERTIZHYET,
collect.exe [Z & Y RE & h B 15#RI%. ESMPRO/ServerAgentService, ESMPRO/ServerAgent A ~

AR=ILTAILETD ¥tool¥logl FZAIFIZEMET 74 )L(zip HR)THRIMSNET,
-ESMPRO/ServerAgentService & 7zI& ESMPRO/ServerAgent B3 Y X b—I)L SN TULVEWEE (X,

HEEBBFBRNEL—T AV TADA VR M—ILTAIILABETD MN¥stdclct¥collect.exe] #EITLTK

20, RSN S1EHRIE N¥stdelct¥logl 7+ ILFIZEHET 7 4 )b(zip X)) THEMSNET,

LRERBOFHMICONT, KEBFHRINEL—T 1 T4 [SHFF LTS readme.txt & ZSHR
(S,
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