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® avrrR7ar T r%i#EE. PCNS 41 VA r—ILT 4 LY FJET® groupt (ZFHEL, o< F

keytool ZAHWNT., F—RX 7 D/INRT— A ERICEEESN-C L EHRLET,

Z ZTILPCNS %7 7 #JL k@ C:¥Program Files¥APC¥PowerChute [Z4 R b—JL LT=& L TERE

LEY,

> cd C:¥Program Files¥APC¥PowerChute¥group1
F—RAPFONRRT—FEADLTLEZEN: —EROTHRELIZ/IRT—FAND

*kkkkkkkkkkkkkkkk WARNING WARNING WARNING kkkkkkkkkkkkkkkkk
*F—R FTICRFSNFEROESET

PTEESh TOWERA, BAMERELT 5121
F—RAMTDIRRT—FEANTDRENHYET ., *
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F—RrT7DHRA T IKS
F—X K7 - FTA/NA 5 SUN

F—RFZIREF1IIVMIDNEFERFT ERARTNDC ETHER

> “C:¥Program Files¥APC¥PowerChute¥jre x64¥bin¥keytool.exe -v -list -keystore keystore”
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BEOBECERMAEZT—A 7L LHIKRLEY,

keystore”

F—R FFORRT— REAHNLTLES LY — FROTHEE LI/SRT— KA

> “C:¥Program Files¥APC¥PowerChute¥jre x64¥bin¥keytool.exe -delete -alias securekey -keystore

@ J— k- CAREAEZEERLES,

writing new private key to ‘rootCA key’

Enter PEM pass phrase: —HBRNRRITL—XAA
Verifying - Enter PEM pass phrase: «— Ei2 &R /SR T L—ZX AR
You are about to be asked to enter information that will be incorporated
into your certificate request.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [XX]:JP

State or Province Name (full name) [J:Tokyo

Locality Name (eg, city) [Default City]:Minato-ku

Organization Name (eg, company) [Default Company Ltd]:NEC Corporation
Organizational Unit Name (eg, section) [:PCNS

Email Address []:test@example.com

What you are about to enter is what is called a Distinguished Name or a DN.

Common Name (eg, your name or your server's hostname) [J:svr061.example.com

> openssl req -x509 -sha256 -days 1825 -newkey rsa:4096 -keyout rootCA.key -out rootCA.crt

Y EE A S (HEETE)

/

SIBAEZELERDBE T 74U (req.conf) ZERLZET,
15

[req]

distinguished_name = req_distinguished_name
req_extensions = v3 req

prompt = no

[req_distinguished _name]

C=IE

ST = Galway

L = Galway

O =PCNS

OU = SANPCNS

CN = svr061.example.com — 7RX F4/FQDN #&E
[v3_req]

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth

subjectAltName = @alt_names

[alt_names]
DNS.1 = svr061.example.com — FQDN %%
DNS.2 = svr061 — KRR MBEEE

DNS.3 = localhost
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@ LEONHRET7AILERANT, FEHZELYV I I RX+ (CSR) ZERMLET,

> openssl req -new -out pcns_san.csr -newkey rsa:4096 -nodes -sha256 -keyout pcns_san.key -config

req.conf
Writing new private key to ‘pcns_san.key’ «— EFE@TEHRELIZ/AAT—FAR

@ LEOTHERMLI-GIAEEL!) Y T X M(pens_san.csr) &JL— b CA SEBAZ %L, H—/\SIBAE
(pcns_san.crt)FERL L £ 9,

> openssl x509 -req -days 365 -in pcns_san.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial
-out pcns_san.crt -extfile req.conf -extensions v3_req
Loading ‘screen’ into random state - done

Signature ok
subject=C = IE, ST = Galway, L = Galway, O = PCNS, OU = SANPCNS, CN = svr061.example.local

Enter pass phrase for rootCA.kkey: «— LFEQTHE L=/ AT L—ZX AN

B BWEREX—XALTFIZTAUR—FLET,

> openssl pkcs12 -export -in pcns_san.crt -inkey pcns_san.key -out pcns_san.p12 -name securekey
Enter Export Password: —LE@THELI/SRT—FAA
Verifying - Enter Export Password:  «— ESE@TEHRE L=/ SZAT—FA T

> “C:¥Program Files¥APC¥PowerChute¥jre_x64¥bin¥keytool.exe -importkeystore -deststorepass <.t
SE@DTEEL=/8 X7 — K> -destkeystore keystore -srckeystore pcns_san.p12 -srcstoretype
PKCS12”

F—X ;7 pens_san.p12 % keystore (T4 AR— kL TLVET ...

V=R F—=RAFTF7DNRRT—REANLTLEELY

A% securekey DT b)) DA R— MMIELFE LT,

AVR—bF - ATV FRRETLELI 1 HEOIV MDA VR—MAEZILE L, 0D R
A UiR— bR L=AERYEESnFE LT

Warning:

JKS ¥F—R +7EFHBOHMKXZERAL TLVET . "keytool -importkeystore -srckeystore keystore
-destkeystore keystore -deststoretype pkcs12" AT 5 XFIELEDHKX THSD PKCS12 I2HITT S
_EEBBEHLET,

PowerChute Y —E X ZE£EH L T,
& ¥-F2
TrALE BEA) ERM ALTH)
e | T Ec= HE »enp

GY-22m-1 || < PR @

PowerChute Network Shutdown EE £ i AF-+TuTOES oJ#y
QEPDWE’ EE. ETF 58 Local 5...
{,J PowerChute Metwork Shutd... Relia... BEh Local S...

{8, Print Spooler IoH. EiTE g8 Local ...
S i€}, Printer Extensions and Notif.. Z0#... & Local S...
Rella.ble network based shutdown of -..‘:;_’;PrintScanBererService (BHE... e Local 5.,
multiple servers. B Drird sl Al Af090 mai TEHRIH_EEEY  lacal€
M13-6

77



® LEQ@THERLT=/L— b CA ZEBAZ(rootCA.crt)% . PowerChute ® Web 1 >4 7 = —X % F|H3 %Y
—NIZA VR M=ILLET, [EFESINT=)L— FEERAERT) (CREE L T ZELY,
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13. 2NMC #—RDT74/)L + SSLEIRAEZERY 54k
CCTIRNMC A—FDT 74U+ SSLEIBAZE BT DA EERELET,

@ NMC Security Wizard CLI Utility # ATDH A k52D O—KRLET,
https://www.se.com/us/en/download/document/APC_NMC_SECWIZ/

@ NMCSecurityWizardCLI.zip ZEBFEALFEY, I TIED:¥Work 7+ ILFIZREAL TLET,

® NMC Security Wizard CLI Utility Z{#ERY 5IZ1%.Net framework 3.0 A EBNKRETYE, KA VX b—JL
DIZFEIFA VR =L LTLEEELY,

@ NMCSecurityWizardCLI %> TJ/L— FEBAEZ/ERRLE T,
> NMCSecurityWizardCLI --caroot -o rootca -n svr061.exsample.com -c¢ JP -m Tokyo -l Minato-ku -g

“NEC Corporation” -u PCNS -e test@exsample.com

SIBIELLT & CHER S FEELN,

HE Bk AABI | "D F
-0 HAT74IL% rootca = BHa <>
-n Common Name svr061.exsample.com FTHAL
-C Country Code JP 9
-m State or Province Name Tokyo
-l Locality Minato-ku
-g Organization “NEC Corporation”
-u Organizational Unit PCNS
-e Email Address test@exsample.com

£13-—1

ERITTHEUTHAEASN, EfTLI= T+ LA rootca.crt & rootca.p15 BMERENET,

D:\Work\NMCSecurityWizardCLI>NMCSecurityWizardCLI --caroot -o rootca -n svr@6l.exsample.com -c JP -m Tokyo -1 Minato-ku
-g "NEC Corporation" -u PCNS -e test@exsample.com

NMC Security Wizard Command Line Utility v1.6.1
(c) copyright 2018 Schneider Electric. All rights reserved.

Certificate's Issuer Information:
Common Name: svré6l.exsample.com
Country: JP
State/Province: Tokyo
Locality: Minato-ku
Organization: NEC Corporation
Organizational Unit: PCNS

Certificate's Subject Information:
Common Name: svr@e6l.exsample.com
Country: JP
State/Province: Tokyo
Locality: Minato-ku
Organization: NEC Corporation
Organizational Unit: PCNS
valid From: 87/03/2025 (GMT)
Valid To: 07/083/2026 (GMT)
E-Mail Address: test@exsample.com

Certificate's General Information:
Serial Number: S5B:46:36:CO:FC:E2:27:44
SHA1 Thumbprint: 61:61:52:8C:C6:FD:39:32:A9:BB6:BA:0B:32:1E:BF:84:D3:54:17:10

[*] CA root cert and private key 'rootca' have been successfully created.

D:\Work\NMCSecurityWizardCLI>|
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® NMCSecurityWizardCLI #{#->T NMC DFEAZZ/ERLE T,

> NMCSecurityWizardCLI —sslcert -0 test -r rootca -n svr061.exsample.com -¢ JP -m Tokyo -l
Minato-ku -g “NEC Corporation” -u PCNS -e test@exsample.com

SIBIELLT & SRR S FEELN,

518 B A A4l
-0 HAT7MIL% test N -
-r ELZICREAYT B)L— FEBAZE® | rootca =" ;fE%ET
<Ll EHE DR
-n Common Name Svr061.exsample.com LTS,
-C Country Code JP
-m State or Province Name Tokyo
-l Locality Minato-ku
-g Organization “NEC Corporation”
-u Organizational Unit PCNS
-e Email Address test@exsample.com
£13-—2

EITTHEUTHAEASN, EfTLIz T+ ILF (T testert & test.p15 BMERSNET,

D:\Work\NMCSecuritywWizardCLI>NMCSecurityWizardCLI.exe --sslcert -o test -r rootca -n svreé6l.exsample.com -c JP -m Tokyo
-1 Minato-ku -g "NEC corporation” -u PCNS -e test@exsample.com

NMC Security Wizard Command Line Utility vi.8.1
(c) Copyright 2018 Schneider Electric. All rights reserved.

Certificate's Issuer Information:
Common Name: svreé6l.example.com
Country: JP
State/Province: Tokyo
Locality: Minato-ku
Organization: NEC Corporation
Organizational Unit: PCNS

Certificate's Subject Information:
Common Name: svro6l.exsample.com
Country: JP
State/Province: Tokyo
Locality: Minato-ku
Organization: NEC corporation
Organizational Unit: PCNS
Valid From: 06/24/2025 (GMT)
valid To: ©6/13/2026 (GMT)
E-Mail Address: test@exsample.com

Certificate's General Information:
Serial Number: 52:B0:C6:38:30:94:79:71
SHA1 Thumbprint: 35:3E:67:28:C5:U49:AB:E5:AD:00:2D:24:FE:05:83:B2:29:AB:C2:D3

[*] SSL certificate 'test' has been successfully created.

D: \Work\NMCSecurityWizardCLI>|
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® NMC [ZWeb TS50 bT7o AL, I&EI — Ty b+T—Y) — [Web] — TSSL it
g1 EWLEY,

SChHEidEI" UPS ®w RJ—OBIEN— 3 Ecoatruxure' IT © FS—AHL

. Smart-UPS Application Innovation At Every Level
g Electric ENANTFI A ARTHRIE D ape| AAE | T O54T | ~LT | #

= AFTHA - BF - 3t 0Og ~ Ji—S3 45% ~

dxtr bt GI—F

h—/Ia -
7 FHEE
b B2 T el &R
Smart-UPS 1200 Unknown
B uPs
O 75—4LRL
« UPS b\“/jlj_‘) E—FTAT1 TILTFFAORTS a2
ArTa—)L 4
BADT )AL AR Iy — LY B
a8 P PowerChute 75-17 2 I~
)= 3
06/30/2025 10:45:58 < i
Fou -2 v o HYU-— |
06/30/2025 10:45:48 B4 v TCRIP » .LiL/T;:
06/16/2025 10:44:58 = 3 = EE
06/16/2025 10:44:49 = e Y=l
CEIP v [ web v TOER
dzvu—ib v | SSLiIERE TOMDAR >
SNMPV1 » - ) ) A
Knowledge Base | Schneider Electric Product Center | Schneider Electric Downlg © 2023. Schneider Electric. All rights reserved.
SNMPV3 » Hor Y w T | EFEE 07/01/2025. 19:05 (2001:2A29:86FF FESF.57BT)
13—8

@ THEMPLIAETT .l ZHLET,
schneider UPs &=w J—o8EH— 3 Ecogtruxure' lT © 7S—AAL

o dups Smart-UPS Application Innovation At Every Level
g Electric ESANTTIA AEERIE Dape | BARSE | WOVAD |~ILT | A

h—bh AFTHZ - B~ ¥ ] =358 ~

>
®EinEridssn

I7ILDER | D7 (ILFBRENTVERA

UL SSLBE(CH U TR ICHMC 3 LU S EAS TR E L F 7.
O A

REOEASEEBRLET. COREEENICTZCABEGNIBETY . SSLIEMRESCT/ (1 A2BEHT 2 L. SIBRSNERSCESRDIECELINHETE
MEhnET.

BA | Frsol

Knowledge Base | Schneider Electric Product Center | Schneider Electric Downloads i ® 2023, Schneider Electric. All rights reserved.
B w | EFFEER 07/01/2025, 19:07 (2001 2A429:86F F-FESF57B7)

K13—9

81
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14 FEZEIF
PCNS ZERT 5RICIE. ROAICTEFEL SN,

14. 1ty b7y THEE

(1) PCNS v b7y THIZSNMP h— FEDBENIBELLYFETA, 6 SNMP H— FDREAHE]
ZEMLTULVELE SNMP h— REDBELARIILEREA. [6 SNMP h— FDREAZE] Ta1—H
BENRRTL—RXFANZICEHBLTLZEY,

(2) LLTFIZEFREETOIBE. X1 T+ BEZLEFTINELHYET,
-Web 759H%FE>T SNMP 1—FK 279 1XT 3

1. AV FA—JLIARIUIZT [A 3=y b AT a ] &R
2."eFa ) T4"2 T BIRE., "EEEAYT A M EER
3. [H4 K REUEERE, REOH—NATHERTE-HDOURL ZAHL,
[E] R ICEKYBRLTLEZELY,
http:/(I R0 IP 7 KL R)

<{5>
TOEATSHUPS D IP 7 KLARA 192.168.0.3 MIFE. "EREEFA YA FICZIXLUTD & 5 I2EE
LET,
http://192.168.0.3
TOEXFTHUPSDIP 7 FLXA 10.0.05, ER UPS T SSL #FEALTWSIHE. "EEEH
YA RICIEUTOLSIZEBHZFLET,
https://10.0.0.5

14. 2EBRERREE
(1) TR-UPS# T2 BLLED UPS BMERENTULNSIZEIZ, FAD UPS TEREENFELEL UPS N
FIELI=HET, LOAADUPS TEREENRELTH AN\ YTY] DARY MMEBHENFE

A,
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15 [EERER
CCTREEARLE L-EANO S OERAEEHRALET,

1 5. 1PCNS @O 5 QAL

PCNS MERE T 7M. XU, OTIEA VR F—JL/SAD groupl FA LA B FIZHISNTULET,
groupl 7 # LA TOILRFNPUTD I 74 IILEFIRL T FZELY,

group1 BB FDI7 71 )L

access.log

configuration.log

debug.log

error.log

EventlLog.txt

javaVersionFile.log

pcnsconfig.ini

pcnsconfig_backup.ini

sshservice.log

"archive" 7 # JL. 4 R ® debug.log

VirtualizationFileStore.properties

"psScripts" 7 # JL. A D powershellDebug.log
£15—1
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15. 242 bOJ OFEWAZE

PCNS 4/ Ry FOJHEIRAZIIUTIZARIATOET,
<https://www.se.com/jp/ja/faqs/FA343049/>

@ PCNS D WebUIIZ7 VA LET,

@ PCNS OEEMN S, [F—L] o[ /R FATDOERR ]| WLET,

PowerChute’ SVRO61
HETWORK SHUTDCN Logout
F—L UPSOEERE ~NTF
AR OTD
E o ?

FAIAVETY 9T L, UPSTAY HOBET BPowerChute T S FEEEL FT,
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ARk o AR EIF Ty b
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0 FowerChutsHNMC £ BETE @ o o
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® "BYDIHRR—K" 20V vHFTBEAH00—K T4+ )LAIZEventlog.ixt MRESNFET,

PowerChute’ SVRO61
NETWORK SHUTDOWN Logout
Fi—L 103 UPSODEERE ~NF

Efa v =E-4 ?

=3

B[ 20 w|MRvE

AR5 1~20/37 B pis 12 A BB
Bff ¥R TR2 bk

2024-12-20 15:37:43 WEEDEITANE L. Y

2024-12-18 19:05:07 httpe#172.16. 1 1320l ERN T S FH A

2024-12-18 19:04:46 PowerChute B Network Management Card EiBME T F A

2024-12-18 19:02:20 EEAETShE L.

2024-12-18 19:01:38 hetpe#172.16.1. 13200k R T FH A

2024-12-18 19:01:17 PowerChuted*Metwork Management Card 388 T F FtHA.

2024-12-18 18:58:25 EEAETShE L.

2024-12-18 18:56:24 hetpe#172.16.1. 13200k R T F FH A

2024-12-18 18:56:03 PowerChute?ifMetwork Management Card E3BE T A

2024-12-18 18:51:29 BEETANELE.

2024-12-18 18:49:28

2024-12-18 18:49:07 PowerChute?ifMetwork Management Card E3BE T A -
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1 5.3 Collect A4 DIFEAE

PCNS [ZEZOJ #FWT 5121 MEEFRRINELI—T 1T 1 O Windows kit Ver 3.3.6 LAEA

WMWETY, BEBRRNELI—T VT XERAL TS Y —/EED EXPRESSBUILDER F/=zI%

Starter Pack IZH&#ISh TWVET ., F=lE. FEEY A B3 F V00— FAHETY,

MN—T 3 VBB Far bO—LRL L TTO5 5 LEHEE] %#3IRL TProduct Info Collection
Utility (Vx.x.x)] ZFEBRELNES, /N—2 3 UM 3.3.6 RKFIETERY 4 bD Windows T
N—23a & CFIARBEWET

- BEERINELI—T 1) T ¢ (Windows lRg&#H/A\—2 3 V)
< https://www.support.nec.co.jp/View.aspx?id=9010110130 >

KEFRINEL—T1VT1E4A X F—)LLT=&.TERFIRIZT Collect AT AL T 2L,

- ESMPRO/ServerAgentService & f=1& ESMPRO/ServerAgent i X k—JLEN TS IHE (X,
Collect A%'I&. ESMPRO/ServerAgentService & f=I& ESMPRO/ServerAgent @ lcollect.exe] %
FITLFET, collect.exe [ ESMPRO/ServerAgentService, ESMPRO/ServerAgent f > X k—JL
THILE (TITAILEIE ¥ESM) D ¥tool TAIILFETIZHY FET,
collect.exe IZ& YR S h 51EF#RIL. ESMPRO/ServerAgentService, ESMPRO/ServerAgent 1 >
AR=ILTHILEFTD ¥tool¥logl TAIFIZEMET 74 )L(zip BR)THEMEINET,

-ESMPRO/ServerAgentService F =& ESMPRO/ServerAgent H 1 ~ X b— )L SN TULVELMEE .
HEBRINELI—T 4 VT4 DA VR =L T+ IILFETD M¥stdclct¥collect.exel FEITL TK
EZEL, RIS HERIE M¥stdcictlog) T+ ILFITEMED 7 1 JL(zip ) THRIMESNES,
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