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Ubuntut—/SDIRIBERE

H—/NEED BIOS ME%E T AC-LINK % TPower ONJ [ZERE L ZE 9, BIOS
DHREEBDAHEIZOWVWTIE, Y—NIZKYELBYFT DT, —/\KK
RIDT 2 T7ILESHLTLLESIW, 8. AC-LINK (X, H—/\#EFE(C
&Y TAfter Power Failurel 5 ULME TAutomatic Power-Ony &ECE S
NTWBIEELRHYET

Ubuntu -—/\MEIER S 1) T <& OpenSSH ZFIA L TULVYE T, OpenSSH A3 F|
HATE5&L53%ELET,

AETIE. Ubuntu H—/\DEBEEZFEIL—HH & nec]. Y—/\ % % Tubuntu]
ERFELEETHBAZLET, 21— HEDL Ubuntu H—/NIZiE L T,
EEHEL—FREY—NGIIBEETMZ TS,

1. openssh-server "4 VA F—J)LENTWB I L ZHRLTLEE
LY,

nec@ubuntu:~$ apt |ist openssh-server «—A X b—)LEEER
Listing... Done _
openssh—server/now 1:7.6p1-4ubuntu0. 3 amd64 [installed, local]

DKL SIC intalled ERFTEINF-HZEEIE, 1 X F—ILIFETT,
intal led DITRRTEINEGEN =B EIE. 41 VXA F—ILHARLET
9,

nec@ubuntu:~$ sudo apt -y install openssh-server <A >AX k—JL

2. sshy—EXNBERERIRELHH>TLNEINER LTS, T
avU FEETLET,

nec@ubuntu:~$ systemct!| is-enabled ssh.service
enabled

tiEED & S5IZenabled ERTEIN-HRIX. BBEFHEZEEFTT .
disabled ERXR RSB EIX. Tiea~v > FE2ETL. HEEEH %
AIELTLEELY,

nec@ubuntu:~$ sudo systemct| enable ssh.service
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Ubuntu H—/\DIBIEETE

sshr—EXDBREDKEBZHERE L TS, FEEIYY FEET
LEI,

nec@ubuntu:~$ systemct| status ssh. service
@ ssh. service — OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh. service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2020-04-20 15:45:06 JST; 1 day 2h ago
Process: 848 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCGESS)
Main PID: 862 (sshd)
Tasks: 1 (limit: 2304)
CGroup: /system. slice/ssh. service
L—862 /usr/sbin/sshd -D

LD ESIZ running ERFTEINF=EEIE. BREIKETT . running
NRIERENGEMNH-BEIE. sshH—ERXREZRBELTLLEELY,

nec@ubuntu:~$ sudo systemct| start ssh.service

EBEL—THoDIYy FIVUVERE, INRAT—FANBLT
RITTEDLEIHRELFYT . TROKXIICERELTLESLY,

nec@ubuntu:~$ sudo vi /etc/sudoers

# FER—XET774JLIZEM
nec ALL=NOPASSWD: /sbin/shutdown

NFEBRDBMEEERLES . BMKIX/ sshT1s LY FUTT,
I TITHFELTVSEREIMERATETY,

nec@ubuntu:~$§ Is —Id “/.ssh — BEMEOHEER

Is: cannot access ' /home/nec/.ssh’ : No such file or directory
nec@ubuntu:~$ mkdir ~/.ssh — BINEDE WIS ETIERK
nec@ubuntu:~$ chmod 700 ~/. ssh
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1. HEHEK TEH S Windows H—/AM 5, 0penSSH O S A 7> bHMEZ D
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1809 & Y. OpenSSH (& Windows M#ERELE L TIRIE SN TWVET, [
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Internet Explorer 11
Japanese handwriting
OpenSSH 23472k
Windows Media Player
XPS Fa-7-
HATRLITY

[OpenSSH 2 S A 72 KA HBZ LMD

- x

161 MB

29.0 MB

5.05 MB

46.6 MB

158 MB

16.6 MB

Windows Server 2019 %z 5 TN Z Windows 10 L4+ Windows 0S % il {EH
imkE LTRATBHEEIL, OepnSSHD Ao O—RFELUIZA VR
F—ILHBKLETY, Microsoft [Zk 5 GitHub @ O0epnSSH 7 +—%4 1)

R B1JIZ 0epsnSSH ARSI NTHEYET, ForO0—FELUIC
AR F=ILIETEEWRL ZSHEL =30,

https://github. com/powershel | /Win32-0penSSH

FEEURL /5 0epnSSH Z 5o A— FELUIZTA VA M—I)LZE LT
BEIZIE. OpenSSH A VX F—JLLT=D 4 LB DRI /AR FBIELT
#Path [CIBMLTLEEELY,
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[0enSSH Authentication
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[0enSSH Authentication

Windows PowerShell
Windows 771131
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OpenSSH Authentication Agent

R
Agent to hold private keys used for
public key authentication.

£ =8 A5-tPyT0EE 09U N
G Network Connection Broker  Wind. EB(MA-E%)  LlocalS
£ Network Connections Fh. ES ) Local S
G Network Connectivity Assist.. Ul J, FH(MWA-Em Lecals
C: Network List Senvice y =5 Local S
L Network Location Awareness %9 e Networ
6k Network Setup Service Netw. B (MWA-E#)  LlecalS
Local S

Local S

G Optimize drives =) Local S
G Performance Counter DLL H... £} Local S
G Performance Logs & Alerts ES ) Local S
G Phone Service ) Local §
C:Plug and Play =5 Local S
: Portable Device Enumerator. FB (MH-E)  LocalS
Gl Power =1 Local §
G Print Spooler 0. Locals
& Printer Extensions and Notif.. Z0%... Local S
Ly PrintWorkflow_2fcs02 8] Local S
“&l; Problem Reports and Seluti.. [B&.. Local
& Program Compatibility Assis.. Z0%.. Local S ¥
< >

\ = AEE

[R5 — 7 v TDIFE]

25-b7IT0
BEE:

F-EXDHRE:

(0-7Jl J¥¥21-5-) OpenSSH Authentication Agent OF0/(F1

ovAy EBE  wEEE
F-Ea ssh-agent
o3 OpenSSH Authentication Agent
=5 Agent to hold private keys used for public key

authentication.

PANDI R
C¥Windows¥System32¥0penSSH¥ssh-agent.exe

55

ZITY-CAEMMT ILECER T IR/ (SX-F-BERELTA,

Ra2duld

%z [B8]I1ZEE—[0K]

BFE(A)
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S H-E2@-a || o 4¢P @-am
OpenSSH Authentication Agent 8 . B A5-+FITORE 0V A
13 Network Connection Broker  Wind.. E8 (M%) LocalS
&) Network Connections b Local S

{8 Network Connectivity Assist.. Ul J.. ZE) (MA-EH) LocalS
E:1 {6 Network List Service 2 ES-) Local §
Agent to hold private keys used for i€, Network Location Awareness 7.
public key authentication. ) Notwark Setup Sorice Mot
Gk Network Store Interface Ser..

EE Netwo
FE (MA-B%)  LlocalS
EE] Local §
£

enSSH Authentication A...

&), Optimize drives £ =

&) Performance Counter DLLH... UE-... =) Local §
&), Performance Logs & Alerts E) Local §
&, Phone Senvice =5 Local §
&, Plug and Play =] Local §
&, Portable Device Enumerator.. E8 (MH-B%)  Locals
& Power EE] Local §
&, Print Spooler EE] Local §
&), Printer Extensions and Notif.. Z0%.. ) Local §
&, PrintWorkflow_2fcs02 .. E) Local §
&, Problem Reports and Soluti... [B&.. E) Local §
& Program Compatibility Assis.. Z0%.. ZFE 2§ Local S ¥
< >

g EE

Ubuntu Br—/\IZHEER T - D AHBLE S LICHERZEM L TL
=30y, BRRIIZIE. Administrator %4 UM Administrator 1R %
Boai—¥IcTCEREERcav Y ROV T #@RE. Fida~
VREEABDLTLEEELY,

C:¥Users¥Administrator> ssh-keygen —t ed25519 —f id_acuser
Generating public/private ed25519 key pair.
Enter passphrase (empty for no passphrase): <—Z2 A 71 CEnter¥—
Enter same passphrase again: —ZE A A TEnter¥—
Your identification has been saved in id_acuser.
Your public key has been saved in id_acuser.pub
The key fingerprint is:
SHA256 : XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
administrator@xxxxxxx
The key' s randomart image is:
+—[ED25519 256]—+
XXXX
X
X XX
XX
X . XX XX
X XXXX X
X XXXXXXX
XXXXXXXX
XXXXXXX
+———[SHA256] ——- +

C:¥Users¥Administrator> dir <AL EINTILNAD I LHER
2020/04/17 16:04 <DIR> }
2020/04/17 16:04 DIR> ..
2020/04/17 16:04 419 id acuser —FnZ
2020/04/17 16:04 112 id_acuser. pub —Z2\Bif#
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&% l0enSSH Authentication Agent] H—EXIZ&8FLET,

C:¥Users¥Administrator> ssh-add “C:¥Users¥Administrator¥id_acuser”
Identity added: C:¥Users¥Administrator¥id_acuser (administrator@xxx)

AR % Ubuntu H—/NICERE L ET,

TEICEGA ZEH LTI (UBEDZEGH TIX. Ubuntu —/ IO EHE
ZE1—HL% Thec)] . ¥—/\E% Tubuntul] ELTWLVET, 1—H
@ Ubuntu b—/NIZIG L THRABZTL S

C:¥Users¥Administrator> scp id_acuser, pub nec@ubuntu ~/.ssh

The authenticity of host “Ubuntu (xxx)' can t be established.

ECDSA key fingerprint is SHA256: XXXXXXXXXXXX

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added " xxxxx' (ECDSA) to the list of known hosts
id_acuser. pub

100% 112 7.0kB/s  00:00

Ubuntu —/NIza 51> L., DRBZEHFLET,

C:¥Users¥Administrator> ssh nec@ubuntu X
nec@ubuntu’ s password: — UbuntuF—/N\EEEI—HFD/N\AT—FARH
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-76—generic x86_64)

nec@ubuntu:~$ touch ~/.ssh/authorized_keys

nec@ubuntu:~$ chmod 600 /. ssh/authorized_keys

nec@ubuntu:~$ cat ~/.ssh/id_acuser.pub >> ~/. ssh/authorized_keys
nec@ubuntu:~$ rm —f ~/.ssh/id_acuser. pub

nec@ubuntu:~$ exit

L5 5~6 DFIEE. & UbuntuH—NIZHLTERLET,

EE2 4. [CT ssh-agent NEHEIM RO -MERIE. £FX2) T4 T

RESNBRIZINV I Ty TEE 1=, FHlEIHEKTH S Windows
Y=\ 5HIRLET,

MR ssh-agent WS BB T HZLEETEERA, Nv I Ty T

FEO-MEREME LGS TMDIR> T ssh-agent ITHEFR LT

MEREHBRLEESIE, LRI ASPYELIZHEYEFIOTITE
BELfEEL,

Ubuntu —/\EIEY =27/l
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ERS
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/ = | ac
- . A » PC » FHadvb » ac
=110
i 797 T3
| README. et
& pC | ubuntu_hosts.cov
‘L g9u0-F [E] ubuntu_shutdown.bat
[ FAG T = ubuntu_shutdown_sub.bat

5| FEaAzE

2. BRI ARFCa—5|ZUbuntuBIERY ) TREEELET,
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- EEFS(T

&) 1ri-5-nEE
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2.4. Ubuntu—nN—EI7 71 ILDOBRE

Ubuntu 4—/N—& 7 7 14 JL Tubuntu_hosts. csv] [Z Ubuntu H—/\DiE

HEEHRLET,
H ©-
Tl i—h BA A= LAFIE # T4 Lt =T Q EFULEWERE AALTRS. .
R7 = 5
A B c D E F
1 |id user name host name port number shutdown time(sec) remarks
2 1 nec ubuntu0l 22 60 Master
3 2 nec ubuntu0?2 22 60 Slave
4 3 nec ubuntu03 22 30 Member

EEEEWED Ubuntu —/N1 B2 1 7R LET,

Ubuntu (ZF1IEX S 1 T riE, EOIHLDL TFTOTIZMIFTTIERIZS vy b5
DUEEFTLET, FLESEEFVERCEHELET,
RTEEBIXTEEOREY T, ZHESVIZETEAHIEE. Uy kED
VIFEBIZEHELEREA, ELWMERZHRTELTLIEELY,

R E AN EREA
id TEHEANT H-OD—EIZE,
FEEHESH S WNIEIXFIEHRTE.
user name Ubuntub-—/\OEEEIL—FE,
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