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CIS Benchmarks® AFAE

CIS WorkBench(CISOOZ a1 =57« bk) TAFRRE

Everything we do at CIS is community-driven.
Bring your IT expertise to CIS WorkBench,
where you can network and collaborate with
cybersecurity professionals around the world.
Register now to help draft configuration

recommendations for the CIS Benchmarks,
submit tickets, and discuss best practices for
securing a wide range of technologies.

httlos://workbench.cisecurity.orgl/Ec
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CIS Benchmarks®mig

1.2.1 (L1) Ensure "Account lockout duration'is set to '15 or more

51

minute(s)' (Scored) \
Profile Applicability: IE E :g

# Level 1 - Domain Controller

s Level 1 - Member Sewe\

IRE DEAXNER

Description:

This policy setting determines f time that must pass before a locked account is

unlocked and a user can try to log on again. The se thi =
of minutes a locked out account will remain unavailable. If the v E-:F%H

is configured to 0, locked out accounts will remain locked out until an administrator
manually unlocks them.

Although it might seem like a good idea to configure the value for this policy setting to a
high value, such a configuration will likely increase the number of calls that the help desk
receives to unlock accounts locked by mistake. Users should be aware of the length of time
a lockremains in place, so that they realize they only need to call the help desk if they have
an extremely urgent need to regain access to their computer.

The recommended state for this setting is: 15 or more minute|s).

Rationale: *Em

A denial of service [DoS) condition can be created if an attacker abuses the Account lockout
threshold and repeatedly attempts to log on with a specific account. Once you configure the
Account lockout threshoeld setting, the account will be locked out after the specified number
of failed attempts. If you configure the Account lockout duration setting to 0, then the
account will remain locked out until an administrator unlocks it manually.

Remediation: EQEEH;%

To establish the recommended configuration via GP, set the following Ul path to 15 or
more minute (3):

Computer Configuration\Folicies\Windows Settings‘\Security Settings'\Account
Policies\Account Lockout Policy\Account lockout duration

Audit REDHER /A

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Impact: %2%

Although it may seem like a good idea to configure this policy setting to never
automatically unlock an account, such a configuration can increase the number of requests
that your organization's help desk receives to unlock accounts that were locked by mistake.

Default Value: 7—_\\7 7_|-) I/ I\ﬁE

None, because this policy setting only has meaning when an Account lockout threshold is
specified. When an Account lockout threshold is configured, Windows automatically

suggests a value of 30 minutes.

References:
=08
1. CCE-37034-6 Zhn
CIS Controls:
Version 6
o CIS Controls&®
16 Account Menitering and Control Wy Lo~ N
Account Monitoring and Control 7 Vi t. / 7

16.7 Configure Account Lockouts

Use and configure account lockouts such that after a set number of failed login attempts
the account is locked for a standard period of time.

Version 7

16.11 LockWorkstation Sessions After Inactivity
Automatically lock workstation sessions after a standard period of inactivity.

16.2 Configure Centralized Point of Authentication
Configure access for all accounts through as few centralized points of authentication as

ossible, including network, security, and cloud systems.
P e . ¥ righter world NE.
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CIS Benchmarkslc&20O7%E
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READMERTCEZBEBUTLW\SBEERZEE

mrolesTsL oK
CIS BenchmarksDBEDREECE,

m vars/vars.yml
I—CEICERDIEZERETDNEDHD
S(CDOWTC, ZDREEZEHIT DI 7T
B INRD—RDERS - BRHAR. &F

®m host
HITHEDIPYIL T IvIVEZEE,

m README.md
BEE{LY—ILDREE

m site.yml(Playbook) o
YV—IVDARE, COT 7LV D TERENEITIND
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win2019-cis-hardening-v... » v D
2Bl
files
img
roles
vars
| | host
] README.md
o] siteyml
READMEI(X
markdownfs= CECE;
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MEY —IVDEMEA X =

mu

Server]
Server?2

GXEABTZCH)

Site.yml —>
/ /

host (GXESLIFFR)

lineinfile:
state: present
dest: /etc/ssh/sshd config
regexp: '(?i)"PermitRootLogin’
line: ’PermitRootLogin no

25

Ansible

/etc/ssh/sshd config

PermitRootLogin no

Server]

Server?2

Server3

/etc/ssh/sshd config

PermitRootLogin no

/etc/ssh/sshd config

PermitRootLogin no
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dDIT71IV)

site.ymlGARULIADSEREARNBS = 5CE

RTIEVERIEZSEL.
BREVPREHNDMEMNSNTNSTALINIZIBET DDH

Bl siteym| - XFiE

J71IWF) R|EE) FER(0) =TV NVTH)
—
— name: CIS Microsoft Windows Server 2019 RTM (Release 1809) Benchmark
hosts: windows
vars_files:
- . /vars/vars. ym|
roles:
— 01-AccountPolicies
- 02-LocalPolicies
— 09-WindowsF irewal lwithAdvancedSecur ity
17-AdvancedAuditPol icyConfiguration
18-Administrativelemplates
19-Administrativelemplates
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rolesT1 LI JGERET 7AIVHELE)

CIS BenchmarksOEtzooa Il U T4 L NJRER

TJ71IVE&
CISRUFI—IDE L3V DEFT

|E ] roles(RolesT«L2k)
_E? 01-AccountPolicies

ta§ks
E main.yml
B

AccountPolicies.yml

_B 02-2-UserRightsAssignment
L |

tasks

=| main.yml
02-2-
UserRightsAssignment common.yml
02-2-
UserRightsAssignment domain.yml
02-2-
UserRightsAssignment member.yml

27

BEDOI71IVDWERK
name:CIS BenchmarksDIEBE%&
win security policy:
EQTE@'%‘IZ:\::LU?‘% R —DIZm.
R EEZECE,
taQS EE%\(L_ A-'_E_.I- EE@D
YO EIBELCERITIDIERZ

NECTIETEEDSY T = 1ERK
ZEDOtEIVIVES
-Score
LARIV(CISRFIX—TDLRNIVEET)
RENFD D
Bl: RXC>abO—5 or X/INH—\
levell1 or 2]-domain controller

BUZHB level[1 or 2]-member server
[21 01-AccountPolicies.yml 3.13 ke |
- mame: "1.1.1 {L1) Ensure ‘Enforce password history' is set to "24 or more password(s)” (Scored)”
win_security_policy:
s

- sectionl.l
- sectionl.l.1

\ / value: "{{Passw
= ags
. ‘ ‘ - levell-domain_

- levell-member_serve
- scored
- sectionl

controller
r
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vars.yml(Z &z s &,

B EEERI D&k
BPIDYRT LEH -EF 1T RUI—(TIEL THR YA XH\ETBE

#1.1.1 (L1) V27— NEEDHTHRERICET SHTE

# f?ﬁﬂfﬁ'r‘aﬁ;é@'ﬁ&i TF.

# Eplaybook Tit, HEFFTIRNETEENFFFF A FTHRELTOFET,
i e el 1= 7 & K FIZEEL T AL,

PasswordHistory : 24 4} b_C. AN A Y
oL
#1.1.2 (11) NZ 77— FORATHHECETSHTE nx A L

# HEFTHOFHTFTTT.
—4?” aybook Tif, HERFFORAETHEOFFIF /L ATEELTOET,
# PEICELT, 0l FOEICHGELTICHEFLTCAELL

MaxPasswordAge : 6@

#1.1.3 (11) AR TFT— FPEFELHECETSFT _ I ' . ) .
—ﬁﬁ&ﬁ%@;gyrf?‘ name : 1.!.1 (L1) Ensure Enforce password history is
# Kplaybook Tit, HEREDENBTHEIFF I+ FTRELTOET. win_security_policy:

 BEICELT, UL DBIE L I EEL TS, sectmn System Access

MinPasswordAge : 1 | PSSR | N - S o -,

B oA B -

) E i s value: ~{[PasswordHistory}}”

= ﬁﬁﬁffi_iﬂfiﬂ_t TF. tdE,b .
# Fplaybook Tif. HEREDBNETEE1ET 1L FTRELTOET. - levell-domain_control ler
2 BEICELT. MUHEDEICESLEFICEEFLT CEZD, B _ -
MinPasswordlLength : 14 |eve | 1 member—server
- scored
1.2.1 (L1) 7HD2 FDA v 570 FERICET SHE - sectionl

B E ISR UL T sectionl. 1
COESIE. FREEIL OO T oADK E B PR, —EHEF Ao R EOy 6T ERETEEE T sectionl 1.1
# Bplaybook T/, HEFTDENETHEEISFFTFF N FTFTLTOET. P

# BEICELT, 15U EDBISRELFICEELT S FE0,

AccountlockDuration : 15
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vars.yml(ZE I 7))

? g Serveﬂ

Server2

Roles/\

site.yml hOSt(n ESTIEHR) Ansible i :

GRE-BEI71ID
P2 E0Ek)

>ansible-playbook -i host site.yml

—EZEBRALIZVISRIXY T =5
(--tags [tag1],[tag2])
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fesgalEa2it'y —)VIC K DB HF{E DS

NEC C\\(g: JOE‘y Fjﬁ'—hﬂﬁgg'ﬁﬁ’/” \J )l/-t“EXI;I_Iﬂ:O)HX%Q I\JOZ&%

/Il
&T

Hosts | 1 Vulnerabilities 2 Compliance 303 History | 1 L .
compliance scan'/ Check #92 Configur AugicT
€ Zack to Compliance
Filter =
Hosts 1 Wulnerabilities | 2 Compliance 303 History
Sev Name Family w 1.2.3 Ensure 'Reset account lockout counter after’ is set to '15 or mere minute(s)’
. . B . Description
Z\A*% m 1.1.1 Ensure ‘Enforce password history’ is set to 24 or more passwo...  Windows Compliance Checks This poliey setting detarmines the length of time bafore the Accaunt Iockout threshold resets to zero. The defauit valus for ths poliey setting is Mot Defined.
if the Account lockout threshold is defined, this reset time must be less than or equal to the value for the Account lockout duration setting.
PASSED 1.1.2 Ensure 'Maximum pa ssword age’ is set to '60 or fewer days. bu... windows Compliance Checks If you leave this policy setting at its default value or configure the to an interval that is too long, your enviranment could be vulnerable to a Do attack.
E‘_ h An attacker could sly perform a number of failed logon attempts on all users in the organization, which will lock out their accounts. If no policy
g% JIEE determined to res: account lockeut, it would be 3 manual task for administrators. Conversely, onable time value iz cenfigured for this pelic
. ~ ~ . setting, users would be locked out for a set period until all of the accounts are unlocked automatically.
m 1.1.3 Ensure 'Minimum password age' is set to '1 or more day(s)’ Windows Compliance Checks
The recommendad stste for this setting is: *15 or more minute{s)
m 1.1.4 Ensure "Minimum password length’ is set to '14 or more chara...  Windows Compliance Checks Fatienale
Users can accidentally lock themszlves out of their accounts if they mistype their password multiple times. Ta reduce the chance of such accidental lockouts,
~ . B B . the Reset account lockout counter after setting determines the number of minutes that must elapse before the counter that tracks failed logon attempts and
1.1.5 Ensure 'Password must meet complexity requirements' is set t... Windows Compliance Checks triggers lackouts is reset fo 0.
B . . P . - . See Also
PASSED 1.1.6 Ensure 'Store passwords using reversible encryption’ is set to .. Windows Compliance Ch» e :
hitps:/fworkbench cisecurity.org/files/2163
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