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HAYABUSA & SIGMA & EZtools

) GitHub - SigmaHQ/sigma: Main x| -+

@) (3 httpsy/github.com/SigmaHQ/sigma

‘= README.md
) GitHub - Yamato-Security/hayab X | 4 S | G M ZS
(@] ) hitps://github.com/Yamato-Security/hayabusa
= README.md

Generic Signature Format for SIEM Systems

https://github.com/SigmaHQ/sigma

HAY ABUSA o ER—

ericzimmerman.github.io

[English ] | [HAEA] o . -
Eric Zimmerman's tools Documentation Benchmarks Changelog  Choose theme~

Stable Version v2.5.1 j§ GitHub -~ .Downloads 30k J GitHub~ .Stars 1.2k | Contributors 13 J Black Hat Arsenal Asia 2022
‘CODE BLUE Bluebox 2022 | SECCON 2023 J| Maintenance Level Actively Developed codecov | 74%

W Follow @SecurityYamato

https://github.com/Yamato-Security/hayabusa

-

Eric Zimmerman's

TOOLS

https://ericzimmerman.github.io/#!index.md
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Hayabusa CHEEZE(2/2)
&® Hayabusahti A dB3CSVI 71V COMEER

Logon Failure (Wrong Password) : TgtUser: SrcComp: i : . -18. AuthPkg: : Sec_4625 low logonFail WrongPW.yml

Logon Failure (Wrong Password) : TgtUser: SrcComp: i : . -18. AuthPkg: : Sec_4625 low logonFail WrongPW.yml
Logon Failure (Wrong Password) : TgtUser: SrcComp: i : . .18. AuthPkg: : Sec_ 4625 Low LogonFail WrongPW.yml
Logon Failure (Wrong Password) : TgtUser: SrcComp: i : . .1e. AuthPkg: : Sec_4625 Low LogonFail WrongPW.yml
Logon Failure (Wrong Password) : TgtUser: SrcComp: i : . .1e. AuthPkg: : Sec_4625 lLow LogonFail WrongPW.yml

ARNOTDOATAI1 T Lz B3P COOY ERIMLEI—)VERRaEE
I<HRRLTND (Profile verbosell % 3&1R)

author - Zach Mathis
date: 2020/11/08<
modified: 2022/12/16<
<

title: Logon Failure (Wrong Password) <
description: Prints logon information. <
<

id: e87bd730-df45-4ae9-85de-6c75369¢5d29+«

&€ BREILTZ)V—)VDIESE
LIFZ=DDEDZ=FTVvILTLN
DENTND Blowel- o
D LFINFAARIROTDA625 L

OO~ TR~ Who —

13 service: security<
W~ 14 |detection:<
O)’r/\Jl\ID 15 selection_basic:<
. 1? Ehann?ll): igcz;gr ity«
3 ventID: o
@ SUbStatUSb\OXCOOOOO6a 18 selection_wrong_password:<
19 SubStatus: “0xc000006a” #Wrong password<
20 condition: selection_basic and selection_wrong_password:
21 [falsepositives:<
22 - user mistypes password<
23 |tags:k

24 references:<
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EZTools CiEsR

® EVtXECmd.exeZFHT S
B EviXxECmdIZWindowsI AR rOJ ZcsvRjsonDIER TETCETHL T<N S,
B I)LYERRETHREDIRINDDHEIREE T Vol EEREE,

EvtxECmd.exe -f <ARROTE> --inc <T4ILIUIZWARIKID> --exc <A ULTZWAXRKID>
--csvf <EAFEDcsvI71ILEZ>

T

is Id Computer Map Description User Name Remote Host ¥ |Payload Datal Payload Data2 Payload Data3 Payload Datad
Qe oD e oD D e Qe e

660 DESKTOP-C9945L4 Failed legon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
668 DESKTOP-C9945L4 Failed logon == kali (192.168.19.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-C9945L4 Failed logon == kali (192.168.18.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
668 DESKTOP-C9945L4 Failed logon == kali (192.168.18.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
668 DESKTOP-C9945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
668 DESKTOP-C9945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-C9945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-C9945L4 Failed logon -\- kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-C9945L4 Failed legon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-C9945L4 Failed legon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-C9945L4 Failed logon == kali (192.168.18.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
668 DESKTOP-C9945L4 Failed logon == kali (192.168.18.41) Target: \user LogonType 3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong
668 DESKTOP-C9945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either & ba.. FailureReason2: user name is correct but the password is wrong

3 FailureReasonl: the cause is either a ba.. FailureReason2: user name is correct but the password is wrong

668 DESKTOP-C9945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType
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Hayabusa vs EvtxCmd

Hayabusa EvtxCmd
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LinuxddOJ 1 VERAE

AT LT T BRINLIZOT 1 VEITH BRSNS

/var/log/wtmp MR A E last OV UR
2T LT BDERKLUZO71 VRIS HRIND
/var/log/btmp MesR AL lastb Ov R
AT LICEHRIN TV I—FOFKOT A LN EEHFIND
/var/log/lastlog MesR AL lastlog OV R

: IZATLICEHZRIN VWD I—FOOT 1 K EENEEEFIND
/var/log/faillog MesR A3k faillog OV R

JRATLICEFINTVWBR 10071 KEBEIEMEHRIND

/var/log/tallylog pam tally2E®< 1—)UF | BeFCs05%
MEsR A pam tally2 OY R
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WindowsDefender®t&iFERE (Hayabusa TOIREIR &
& Windows DefenderB 1V A ZRAUIZIRICEARD O ITREEIN% D,

& ARk T0/5F1 - 450 F 1116, Windows Defender

EXLNE

Microzoft Defender 220 LA T rFEEd MOSEE LAkl wT e ECES U 7 oo riia e L.

SERBLC DT, SRREE LTS

https:/¥g0 microzoft comsfwlinklinkid=37020&name=Trojan:MSIL/ RedL ineStealer EM MTE&threatid=2 14784442 1&enterprise=0
En: TrojanMSIL/RedlineStealer EMIMTE

BRAREINILE -
EREEA
hFAU: oA OAS
H42: containerfile: G¥ Users¥user¥Desktop¥33f0d3 1 0fficecdcdafidebe 9 106304 22f0 277 7180300 9f 85 2004daafd 191 307

¥449d9229d4 9dead697c9a84bb Toch8bE03430 14d9e 1466787538 3cade Jadbe 0¥ 4 49d9e 29d4 9dea 96 97092 84bb TocfBb 503430 14d % 1466 787528 dcade Jadbe 60; file: C¥Uzers¥user¥Desktop
¥33f0d810ffcecdodafidebed1ch3c422£027 778030591 858004daafd 1930 7444 9d 9 29d4 9dea 9697 9a84bb e f8bE0 3430 14d9e 1 466787 5a8 ScadeJadbehil
44494922944 9deadf97:9284bb Tec 80503430 14d9e 1466787 5a83cade Jadbe BO->(WExtract)->un00 724 | exe—>(WExtract) -tk 728794 pxe

O ERMfEEINILE ghk Vv SO 0—h Tk —R—
tEHT AT L

2 —H'— DESKTOP-C:O045L d4user
FOE24E: Unknown

BT A L FUS T AD) i —Taie AV 138915120, AS: 1.389.1512.0, NIS: 1.389.15120
o= AM: 11203003, NIS: 11203003

[] [»]

O D-EETM): Microsoft-Windows-Windows Defender /Operational
W=ASk Windows Defender O4MB D) _
A2+ IDCEY: 1116 B2AOHT I T3
Lo LY L == B
2=l SYSTEM Tk —R—{R): DESKTOP-CH945L4
A= R0} &R
SERBEER: Am b Q8Os
) | Bz |

Defender®t&HlEI Microsoft-Windows-windows

Defender/Operational.evtx]®D1116(Z58
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WindowsDefender®IAREZ L (Hayabusa COREIAIEE

& WEBEHIFVIVII7PETRICEF 1T BN LT D ENRH D
S>INEARMOYIZEREFIND,

& A F0UF1 - 1457k 5001, Windows Defender e

EXEINE

Microsoft Defender - LATTE UTILRT LIBEAF v LM, DIIPELUBOREL RO TR EOBS 5001: U741 LREDENE
IR L TEH R L, 5010: 7 FRINAM IO T7 DENE
5012:J14IVARFv 2 DERNE
5101: %IV 7R E TV

O MBI M) Microsoft-Windows—"Windows Defender/Operational j ZI- AO)’\H BE ]J*L
W=A0S Windows Defender o4 mB Dy 20234068/08 11:32:59 E|
A IDCER: 5001 2250hT N Gl Microsoft Defender J1ILAME T 7 DREEN ST IV
P : e (ST DA=FTAVTTBRDEH ARV OJEIS— I-RELE1—T3
LasaLELY: i=E H#—1—PK) ! 7= .
, . https://learn.microsoft.com/ja-jp/microsoft-
iy pu U SYSTEM JvEa—5—(Rk  DESKTOP-GI945L4 365/security/defender-endpoint/troubleshoot-
A= (O} &R microsoft-defender-antivirus?view=0365-worldwide
SEREEERCL: A% 0@l
Ao

Defender®#ExN{bIEMicrosoft-Windows-windows ]

Defender/Operational.evtx]®5001,5010,5012,5101[C5EExI NS
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Shimcache/Amcache(Windows)

EDELDRTOAT S LMETEINTZHHERR

TJ7P1ILDTIVISR ® Jr1ILDTIIVINR
714V A4 X ® JrMILTFA4 X
T71 VDL EFHEF o J7rA)LDHEIEITHE

JOBROEITIST

® J71JLDSHA-1

[
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Shimcache Parser & Amcache Parser(EZtools)

& AppCompatCacheParser(Shimcache parser)
B SYSTEMLYXRJDI R THBShimcacheZz/N\—XLT<NS

e
No
No
No
No
No

Yes

Execut

uted

2022-09-09 07:30:23
2022-09-09 ©7:30:23
2023-04-26 23:44:30
2022-09-09 07:29:58
2023-04-25 05:06:27
2023-04-26 23:31:04

o N O 60O OO0

:\Users\user\AppData\Local\Temp\31E29570-B8E7-4669-8A30-D311150A8004\dismhost .exe
:\Users\user\AppData\Local\Temp\6CF06492-F898-4B1C-AC29-7C607AE46DE3\dismhost.exe
:\Windows\SoftwareDistribution\Download\Install\AM Delta_Patch_1.387.2106.0.exe
:\Windows\system32\Dl1lHost.exe

:\Program Files\WindowsApps\Microsoft.YourPhone 1.23032.186.8_x64__ 8wekyb3d8bbwe\PhoneExperienceHost.exe
:\Users\user\Desktop\|J ¢ xe

€ AmcacheParser
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Amcache_DeviceContainers.csv
Amcache_DevicePnps.csv

Amcache_DriveBinaries.cov

Amcache_ShortCuts.cosv

Amcache_UnassociatedFileEntnes.csv

B C:¥Windows¥AppCompat¥Programs¥Amcache.hvez/\—2X

ShortCuts.csv™®
=< UnassociatedFileEntries.csvzRTL\<

Key MName
afc

Lnk Name
e

%?—zip file manag|lcfcc57bd@5eaflc

7-zip help.lnk|b536b9ae32462b97
administrative t|b56438fa98eb27f3

§C:\ProgPamData\MicPOSOft\NindowS\StaPt Menu\Programs\7-Zip\7-Zip File Manager.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\7-Zip\7-Zip Help.lnk
c:\users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\System Tools\Administrative Tools.lnk
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ETINTWVWBA O3S LDEEE(Linux)

) /proc/PID/ ECFICtRFINTDRIHZMEERT D
JO0vXT71Ib JOtExXOALINTF1L 28 /proc/PID/cwd
IAT LDIER JOEXDETI7AIV:/proc/PID/exe
JOCREERFODIVIRS12: /proc/PID/cmdline

EITINTVBRTOCRDIREEEFESR

J Dﬁz'lku_ng)ﬁﬁn:u )N — ij{%/ﬁ%%ﬁﬁmu tODjVJI\
ETINTVWBRTOLREER :psIVY R

\ EITINTVWBDTOT S LERYNT—IFGHNRVWHEERT S
Y b — TR EHGSS /LU VWA TOEREESR netstatIY R

LiInuUXDEB VX TLAUIt T, EfTINd 7073 L.Z207I(C
auditd DU #EsE HNTBESCRELTVBBA, HASTNEOS ZHRT S
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SHRDMERE

= . Dashboard 4625 _check

AL

Coount of recornds

gtimastamp par 30 days

+ I

& sdministrator

» Alice :

« I ]

® |EUzer £
johngoldibe. ..

® Administrator  §

1

BRiHHE

TargetUserMame LogonType w  |pAddress - Count of records ~ Minimum of @timestamp ~ Maximum of @timestamp ~
- 11 21 51 2022/02/07 13:52:10.573 2022/03/27 19:34:55.264
- i =1 21 2022/02/07 13:52:10.577 2022/03/27 19:34:55.280
administrator Z H 30 2022102013 22:35:04.356 2022/023 22:38:34.542
Alica 2 127.0.0.1 27 2022/01/29 21:22:25.941 2022/03/27 19:27:19.113
- 11 i1 12 2022/03/27 19:30:55.954 2022/03f27 19:31:16.551
- 2 1 12 2022/03/27 19:30:535.987 20220327 19:31:16.552
IEUser 2 - 5 2020/09/08 22:18:23.627 2020/09/09 22:18:23.627
john.goldbeng Z 127.0.01 4 2020/06/21 03:59:20.253 2020/08/27 03:59:20.253
Administrator 11 =1 3 2022/02/01 21:42:57.B76 2022/02/01 21:42:57.876
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1227 XD

& HERW(COT 2% 9 BF
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1T RADEBUE RS TV ERIICHE

AT LEFZID

T

Defender®

IS RO REEL



TDARRE

¢ OJZHUS 9 DEXE CIHRLY,
O 0—7T—hFINTULRVWFEICIRILDOOJ ZHS T DEXEDNRL)
BREICEIDRAFEICESRVERDLHD

¢ KD T IAIVLDFRETOTZEIS I 2L DICLTLWVEN DT
® JI—bhIA—RKENMTONTULRWV BEDOTHBEATULER DT,
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J00—7

& WindowsA AR rOT DT IAIRFAX->#20MB(20,489KB)

¥-7-F j=Rord:z32] V-2 {RYHID FA70HFIY ~l
5 EHODEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625  Logon
Q RHOEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625  Logon
Q SHOEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
D xmnzE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
SxmnEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
5 EHODEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625  Logon
Q RHOEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625  Logon
Q SHOEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
D xmnzE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
SxmnEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
5 EHODEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625  Logon

JIV—bJA—RKENMTHNDEEEZOOTHEZ

IWEND THTONTZRHENE R R <ED

HEEDEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
5 EHDEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625  Logon
Q SHNEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
5 RHDEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
Q SHONEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
SxmnEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
5 EHDEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625  Logon
Q SHNEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
5 RHDEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
Q SHONEE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
SxmneE 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon
Qsupzs 2023/05/16 17:56:37 Microsoft Windows securi... 4625 Logon v

rockyou.txt(BER/INZAT—RUZXNT140057—R)ZE>72 I —hTJ4—XT20MBLLEICTR D
(FFERE BE—RXLYRD I I — I 4—RETTOEHEIZE)
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& WEENEAZICWindowsDI AT LR EBRZ=ZE (A RORAUNEZEDH)
#]:20yy/mm/dd = 20yy/01/01ICEE
BT EIERANEERDIMNLTAI NI NBH. ZEREULEODATREZ T OUNENG O

& WindowsOHBZEDEH

mAARKOZT System.evixMIRKID1., £ ULIESecurity.evixOAXR I RID4616ZHESR
D
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Defender®t&FIO0J D EZEUL(1/2)

& Windows Defender®~ IV T 7RIDAAR ~OT h\Hayabusa THREIT N
B> 712(2023/3/ 2 TR CRERIBH)

ANYH TONFA - ARUF 1116 Windows Defender x

EZ

Microsoft Dedender 1 RAITIE TINIITRRGENRELAGOSTRIEORDVI M PHISEEINS L.
FERC0OTL, S L TR
Mps /Y] L] /™

_ m*mggﬂ?ﬂmli:' e Ml Bedleniias MM hraatid=21
O ERfEEINILE - e
B33 b1 RS

182: contamerfile G¥Users¥user¥Desktoph 331 0d8 104 fcec dcdabidebe§ 1c63c 42210277 72030591 853004da21d 191206 7
Kum-zmwsmwmmmmlmo1nunmtmmwuummmmkmm&musnuahuomrsmcmmu file: C¥Uigtrs¥user¥Daghsop
F 048 e lodafidebad iy bS5 ESE04danid 13 40 0 204 Sdan 069 7c 8 bb Tec BR0S03430 14 % 146678 75085k

N30 2008 e . icade Qa8

O Eﬁﬁﬁgénibt Ek v Kd0 28 %na 10 ... (et B4 S0 1800 13 [0S SCa00 JacRy . b3 =2

2=~ DESKTOP-CI45L4¥user

F0U2% Urkrown 3
UHAVFC AT 20 =Tl AV 138915120, AS 1.359.15120, NIS 1.389.15120

TN =2, AM 11202003, NIS: 11203003

DIOERM: Microsoft-Wirdows-Windows. Detendes /Oparational

Y-A(5) Wrssowrs Deferder DIOBM0) _
4R IDEY s BBIOHT I

LAL W X =)= (K}

2-4- SYSTEM JUPa-2—(R) DESKTOP-CI945L4
#A3- KO} e

I¥S1ANKD 42520 DTOART

Defender®fRE0I&L! rOSOft_Wi A -
Defender/Operational.evtxIMD1116(C5CEF 11D
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DefenderDi&F107 D RExEL(2/2)
& 17 B OHayabusat®REIIV—JVIFLA DO LD IZ/R>TLVZ

8 lid: 810bfd3a-9fb3-44e0-9016-8cdf 785 fddhf«
9 llevel: critical+«
10 |status: test<
1T [logsource: <
12 product: windows< BABRIRIZEEXRIERDZDOTHEIN
13 service: windefend< IOz,
14 |detection: <
15 selection: <
16 Channel: Microsoft-Win/ «&-% 8 |id: 810bfd3a-9fb3-44e0-9016-8cdf/85fddbf
17 EventID: 1116 9 |level: critical+«
18 SEverityName: 10 |status: test-
19 |falsepositives: < 11 |logsource:-
20 - bad signature< 12 product: windows:
13 service: windefend+
14 |detection: <
15 selection:«
16 Channel Mlcrosoft-Wlndows-Wlndows Defender/Operational <
i'L - p

3/27D 7y STF—kTSeverityIDT —
FIVIFTDELIICRY ., FREIRTREIC q fal Sepo .

20 - bad S|gnature
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