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(n Gather Victim Host Acquire Application Window Services ~
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Facing Command and Access Token Manipulation (s, Internal
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Network Infrastructure - Services Administs Execution (;4 Exploitation for Discovery
Information (g Command Debugger Evasion Credential Remote N 0 i " it
U 8; Develop Hardware Boot or Logon Access Cloud Service Service Adversaries may attempt to exploit a weakness in an Internet-facing host or system to initially access a network. The weakness ID: 11190
Gather Victim Org Capabilities (4 Additions Deploy Container Initialization Deobfuscate/Decode Dashboard Session ; " ; N .
. 4 y
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! Obtain Through Inter-Process Client Software . Direct Volume Access Credentials (5 Cloud Storage Object . . . . . = B
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Stage Native AP Create Modification 5, Capture (4 Container and Removable Internet accessible open sockets. = Depending on the flaw being exploited this may also involve Exploitation for Windows, mac0S
Search Open Capabilities (5 Account () Resource Discovery Media Defense Evasion '
Technical Escape to Host Modify . c ib . A N "
Databases (5 Create or Authentication Debugger Evasion Software ontributors: Praetorian; Yossi Weizman, Azure
Trusted Modify System Event Triggered Exploitation for Process (g, Deployment N . . L o . Defender Research Team
Search Open Relationship Serverless Process (4 Execution Defense Evasion Device Driver Discovery Tools If an application is hosted on cloud-based infrastructure and/or is containerized, then exploiting it may lead to compromise of
Websites/Domains (3, Execution Mgacior . X ) -
Event Triggered Exploitation for File and Directory Authel n Domain Trust Taint Shared the underlying instance or container. This can allow an adversary a path to access the cloud or container APIs, exploit container Version: 2.4
Search Victim-Owned Shared Modules Execution ;14 Privilege Permissions Interceptiof Discovery Content . . N
Websites . ‘ Escalation Modification (5 | | host access via Escape 1o Host, or take advantage of weak identity and access management policies. Created: 18 April 2018
Software External Remote Multi-Factor L Directory Use Alternate .
Deployment Tools Services Hijack Hide Artifacts (19, Authentication | Discovel Authentication Last Modified: 14 April 2023
Execution Request Material 4 Adversaries may also exploit edge network infrastructure and related appliances, specifically targeting devices that do not
System Services o) ] |Hijack Flow (2 Hijack Execution Generation Group Policy Disc ~
User Execution IE\XDEE S Process flowoa Network Network Service support robust host-based defenses. I Version Permalink
u 3 W (12) 5 i st rv
Injection (13 Impair Defenses (g sniffing Discovery
windows Implant Internal i ighli | ilities. 819!
Management image J— mdioator Removal o P—— Network Share For websites and databases, the OWASP top 10 and CWE top 25 highlight the most common web-based vulnerabilities.
Instrumentation Task/Job (5, Dumping (g Discovery TRy
Modify Indirect Command Data Staged (3
Authentication Valid Execution Stea Network Sniffing Remote Access
Process g Accounts gy Application Email Software
Masguerading o H ccess Token Password Policy Collection
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MITRE ATT&CK®

knowledge base of adversary tactics and techniques based on

For detailed TTPs, see the Malware Analysis Reporte .

Tactic ID Technique

Exploit Public-

Initial Access T1190= facing
Application.
Valid Accounts:
T1078.001
Initial Access Default
o
Accounts.
Gather Victim
Reconnaissance 11590 Network
Information

This advisory has been compiled with respect to the MITRE ATT&CK®= framework, a globally accessible

real-world observations.

Procedure

APT28 exploited default/well-known
community strings in SNMP as outlined
in CVE-2017-6742 (Cisco Bug ID:
CSCve54313).

Actors accessed victim routers by using
default community strings such as
“public”

Access was gained to perform
reconnaissance on victim devices.
Further detail of how this was achieved
in available in the MITRE ATT&CK
section of the Jaguar Tooth MAR.
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Home > Campaigns > SolarWinds Compromise

SolarWinds Compromise

The SolarWinds Compromise was a sophisticated supply chain cyber operation conducted by APT29 that was
discovered in mid-December 2020. APT29 used customized malware to inject malicious code into the
SolarWinds Orion software build process that was later distributed through a normal software update; they also
used password spraying, token theft, APl abuse, spear phishing, and other supply chain attacks to compromise
user accounts and leverage their associated access. Victims of this campaign included government, consulting,
technology, telecom, and other organizations in North America, Europe, Asia, and the Middle East. Industry
reporting initially referred to the actors involved in this campaign as UNC2452, NOBELIUM, StellarParticle, Dark

Halo, and Solarstorm.[MEEIISII7IE]

In April 2021, the US and UK governments attributed the SolarwWinds Compromise to Russia's Foreign
Intelligence Service (SVRY); public statements included citations to APT29, Cozy Bear, and The Dukes.[?I101[17]
The US government assessed that of the approximately 18,000 affected public and private sector customers of

Solar Winds’ Orion product, a much smaller number were compromised by follow-on APT29 activity on their

systems.['Z

Groups
ID Name Description
G0016 APT29 [elnoina]

ID: C0024

First Seen: August 2019 (6]
Last Seen: January 2021 [13]
Version: 1.0

Created: 24 March 2023
Last Modified: 14 April 2023

Version Permalink

Techniques Used

Domain

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

D

T1087
.002

T1098 .001
002
.003
.005

T1583 .001

T1071 .001

T1560 .001

Name

Account Discovery

Domain Account

Account Manipulation: Additional
Cloud Credentials

Account Manipulation: Additional
Email Delegate Permissions

Account Manipulation: Additional
Cloud Roles

Account Manipulation: Device
Registration

Acquire Infrastructure: Domains

Application Layer Protocol: Web
Protocols

Archive Collected Data: Archive via
Utility

ATT&CK® Navigator Layers ~

Use

During the SolarWinds Compromise, APT29 obtained a list of users and their roles from an
Exchange server using cet-ManagementBolefssignment [l

During the SolarWinds Compromise, APT29 used PowerShell to discover domain accounts by
exectuing cet-apuser and Get-ADCroupMember .14

During the SolarWinds Compromise, APT29 added credentials to OAuth Applications and Service
Principals.[%]

During the SolarWinds Compromise, APT29 added their own devices as allowed IDs for active
Sync using set-CasMailbex, allowing it to obtain copies of victim mailboxes. It also added
additional permissions (such as Mail.Read and Mail.ReadWrite) to compromised Application or
Service Principals. 1511l

During the SolarWinds Compromise, APT29 granted company administrator privilegestoa
newly created service principle.

During the SolarWinds Compromise, APT29 registered devices in order to enable mailbox syncing
via the sez-casmailsex command.l

For the SolarWinds Compromise, APT29 acquired C2 domains, sometimes through resellers. 171112

During the SolarWinds Compromise, APT29 used HTTP for C2 and data exfiltration. ]

During the SolarWinds Compromise, APT29 used 7-Zip to compress stolen emails into password-
protected archives prior to exfltration; APT29 also compressed text files into zipped archives. /419
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Implementation 1 : Access Permission Modification

Detection Pseudocode

file dacl_events = filter log_events where (event_id == "4670" ANDobject_type
== "File" ANDsubject_security id != "NT AUTHORITY\SYSTEM")

Detection Notes

.

Pseudocode Event ID is for Windows Security Log (Event ID 4670 - Permissions on an
object were changed).

We need to exclude events generated by the local system (subject security ID "NT
AUTHORITY\SYSTEM") and focus on actual user events.

When a permission modification is made for a folder, a new event log is generated for
each subfolder and file under that folder. It is advised to group logs based on handle ID
or user ID.

Event ID 4670 also includes information about the process that modifies the file
permissions. It is advised to focus on uncommon process names, and it is also
uncommon for real-users to perform this task without a GUI.

Windows Event ID 4719 (An Attempt Was Made to Access An Object) can also be used
to alert on changes to Active Directory audit policy for a system.

- | Al ( K — |

search
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Techniques

Enterprise
New Techniques

= Acquire Infrastructure: Serverless (v1.0)

* Compromise Accounts: Cloud Accounts (v1.0)

* Compromise Infrastructure: Serverless (v1.0)

» Establish Accounts: Cloud Accounts (v1.0)

= Event Triggered Execution: Installer Packages (v1.0)

» |ndicator Removal: Clear Mailbox Data (v1.0)

* |ndicator Removal: Clear Network Connection History and Configurations (v1.0)
» |ndicator Removal: Clear Persistence (v1.0)

= Modify Authentication Process: Hybrid Identity (v1.0)

= Modify Authentication Process: Multi-Factor Authentication (v1.0)
» (Obfuscated Files or Information: Dynamic API Resolution (v1.0)

» (Obfuscated Files or Information: Embedded Payloads (v1.0)

» (Obfuscated Files or Information: Stripped Payloads (v1.0)

» Search Open Websites/Domains: Code Repositories (v1.0)

» Serverless Execution (v1.0)

» Stage Capabilities: SEO Poisoning (v1.0)

» Steal or Forge Authentication Certificates (v1.0)

« Traffic Signaling: Socket Filters (v1.0)

5118
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& Acquire Infrastructure: Serverless
m Cloudflare Workers:-AWS Lambda’s:EDH—/INL A1 D75 KERICEE

¢ Compromise Accounts: Cloud Accounts
BEEEDITIORT7 IO MZEFER

¢ Event Triggered Execution: Installer Packages
B 1A —T—ETROSHERZEA

& Indicator Removal: Clear Network Connection History and
Configurations

B Ry D =D OIREBIFR
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& Modify Authentication Process: Multi-Factor Authentication
BIEREUET7 I MDZEZRED I ZEIYIC

& Obfuscated Files or Information: Dynamic API Resolution
B YOI DERITBAPIREEHZ/\W 17 TSR E

& Stage Capabilities: SEO Poisoning
mSEORAIX=4
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Techniques

Enterprise =413
New Techniques

« Acquire Access (v1.0)

« Acquire Infrastructure: Malvertising (v1.0

» Cloud Administration Command (v1.0)

« Command and Scripting Interpreter: Cloud APl (v1.0)

» Device Driver Discovery (v1.0)

« Exfiltration Over Web Service: Exfiltration to Text Storage Sites (v1.0)
» |mpair Defenses: Spoof Security Alerting (v1.0)

» Masquerading: Masquerade File Type (v1.0)

» Modify Authentication Process: Network Provider DLL (v1.0)

» QObfuscated Files or Information: Command Obfuscation (v1.0)
» (Obfuscated Files or Information: Fileless Storage (v1.0)

» Remote Services: Cloud Services (v1.0)

* Unsecured Credentials: Chat Messages (v1.0)

18 © NEC Corporation 2023 \Orchestrating a brighter world N E‘
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& Acquire Access

B IENI AT LDTOTREETE
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& Acquire Infrastructure: Malvertising
B USAVLERBATYIVI I 7 REZRHT T I2FE
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¢ Command and Scripting Interpreter: Cloud API
mIRE(CTOTIRAPIZEH

19
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&® Obfuscated Files or Information: Command Obfuscation
B OV R RIUTRZE#SHEU. 18 H % [o)6E

& Obfuscated Files or Information: Fileless Storage
BLIZIRN)OARNOTREICT—IERU. 71V R EUTHIA

® Remote Services: Cloud Services
B TJUVIRBEEEU I TIURT—EXITEA

€ Unsecured Credentials: Chat Messages
B ES{EINTUVRWTFYy S —Ih o EKIEERZZEY
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Acauire Infrastructure: Serverless
Compromise Accounts: Cloud Accounts
Compromise Infrastructure: Serverless
Establish Accounts: Cloud Accounts

Modify Authentication Process: Hybrid Identity 95 IR ZFERUEIDICEENSD
Search Open Web;ites/Domains: Code Repositories
SRS ETEmien VITLEIOMITRE ATT&CK Tl

Cloud Administration Command IS RDRERT IV IAZELEF

Command and Scripting Interpreter: Cloud API ST TLVR\ATREE a5 Y
Exfiltration Over Web Service: Exfiltration to Text Storage Sites

Remote Services: Cloud Services

Unsecured Credentials: Chat Messages
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Indicator Removal: Clear Network Connection History and
Configurations
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Stage Capabilities: SEO Poisoning

& RBEFERD LM TANREDNDEEZEH DI TV EFRRTIED
B CNS5Z HUMRRERICR RIS EDICIIEPIREENNE

B LEDEHITFEVIATNZGoogle PATVIENEFEINTHY,
GHSNIZTP NI UMIEFRIVTEEIENS CEBHY
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Obfuscated Files or Information: Dynamic API Resolution
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%,
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external_rererences 'https://support.google.com/chrome/a/answer/7349337'}
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Silver Sparrow is an activity cluster that includes a binary compiled to run on Apple’s new M1 chips but
lacks one very important feature: a payload.

Earlier this month, Red Canary detection engineers Wes Hurd and Jason Killam came across a strain of
macOS malware using a LaunchAgent to establish persistence. Nothing new there. However, our
investigation almost immediately revealad that this malwars, whatever it was, did not exhibit the
behaviors that we've come to expect from the usual adware that so often targets macOS systems. The
novelty of this downloader arises primarily from the way it uses JavaScript for execution—something we
hadn't previously encountered in other macO5 malware—and the emergence of a related binary compiled
for Apple’s new M1 ARM&4 architecture,

We've dubbed this activity cluster "Silver Sparrow.”

Thanks to contributions from Erika Noerenberg and Thomas Reed from Malwarebytes and Jimmy Astle
from YMware Carbon Black, we quickly realized that we were dealing with what appeared to be a
previously undetected strain of malware.

According to data provided by Malwarebytes, Silver Sparrow had infected 29,139 macQS endpoints across
153 countries as of February 17, including high volumes of detection in the United States, the United
Kingdom, Canada, France, and Germany.

Though we haven't observed Silver Sparrow deln.rermg additional malicious payloads yet its forward-
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start=*Tactics page — basic search

start
What is the adversary trying to do?

Tactic=>Techniques page — advanced search

terl 1 Reconnaissance (TAO043)

operations?

How is the adversary trying to gather information to support targeting in future

Technique—=*SubTechniques page — advanced search
" ance (TAND43) / Active Scanning (T1595)

How is the adversary performing active scanning?
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