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Recently, increasing number of enterprises are utiliz-
ing new VPN services such as IP-VPN, Wide Area
Ethernet and Internet VPN to integrate their IP based
corporate telephone system and core transaction system
onto the data network.

To support this integration, even at small to medium
sized corporate sites, a high performance access router
capable of handling large throughput, reliable QoS pro-
cessing and high-speed encryption for VPN is on
demand.

In this paper, technologies employed in the high-speed
access router (IX1000/1X2000/I1X3000 series router) to
implement a low cost solution for fast packet forwarding
using caching mechanism and high performance VPN

processing using an encryption LSI are described.
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Fig.1 1X2010 main hardware composition.
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Fig.2 IPsec software processing flow.
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Fig.3 IPsec hardware processing flow.
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Fig.4 Throughput comparison by difference between
software and hardware assisted processing.
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Fig.5 UFS cache packet processing.
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Fig.6 IPsec performance table.
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