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1 REST API

1.1
ESMPRO/ ServerManager REST API
REST APl \er. 6.20 ESMPRO/ServerManager
ESMPRO/ServerManager
\kr. 6.20 ESMPRO/ServerManager
1.2
REST API REST http
ESMPRO/ServerManager
REST API
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1.2.1.1
URL
| http://<ESMPRO/ServerManager IP >< >/esmpro/api/

http://192.168.1.1:21112/esmpro/api

Web API ESMPRO/ServerManager Web GUI
ESMPRO/ ServerManager \er.6

ESMPRO/ ServerManager SSL
URL “http” “https”



1.2.1.2 URL

ESMPRO/ ServerManager REST APl URL
URL
/esmpro/api/login-session POST DELETE
/esmpro/api/components POST | GET
/esmpro/api/components/{jobid}/result GET
/esmpro/api/components/server/connection-settings/{quid} GET PUT
lesmpro/api/components/server/connection-settings/{guid}?force={true DELETE
or false}
/esmpro/api/components/server/power-control/{guid} GET PUT
lesmpro/api/components/server/sensor-all/{guid} GET
/esmpro/api/components/server/sensor-all/{jobid}/result GET
/esmpro/api/components/server/sensor/{guid}?identifier={sensorld} GET
/esmpro/api/components/server/sy stem-info/{quid} GET
/esmpro/api/components/server/hw/{guid} GET
/esmpro/api/lcomponents/server/networkinterface/{guid} GET
lesmpro/api/components/server/networkinterface/{jobid}/result GET
lesmpro/api/components/server/sel/{guid} GET
lesmpro/api/lcomponents/server/sel/{jobid}/result GET
lesmpro/api/components/server/fru-list/{guid} GET
/esmpro/api/components/server/fru/{guid}?fruid={fruid} GET
/esmpro/ap i/comp onents/server/connection-check PUT
Jesmpro/api/components/server/connection-check/{jobid}/result GET
lesmpro/apifevent?recordld={ID}&severity={All or Information or GET
Minor or Major}
lesmpro/api/job/status/{jobid} GET DELETE
lesmpro/api/sm GET
lesmpro/api/components/server/server-status/{guid} GET
/esmpro/api/components/server/server-status?name={srvname} GET
/esmpro/apifeem POST | GET
lesmpro/apifeem/{jobid}/result GET
/esmpro/apilfeem?name={name} DELETE
lesmpro/api/components/server/iml/{guid} GET
lesmpro/api/components/server/iml/{jobid}/result GET
lesmpro/api/groups/status?name={groupname} GET
/esmpro/api/groups/status/{jobid}/result GET




REST API
REST API ESMPRO/ ServerManager
GUID

ESMPRO/ServerManager Web GUI
ESMPRO/ServerManager  Web GUI

GUID
- - - GUID
1.2.1.3HTTP
HTTP
Cookie REST API
ID API

Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\grsion API

API 71.0”
X-ESMPRO-API-\frsion:1.0
Content-Type Body
ESMPRO/ ServerManager REST API JSON utf-8
Body GET/DELETE

Content-Type:application/json; charset=utf-8
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REST API
REST API REST API
REST API
ESMPRO/ ServerManager Web GUI Web IP
REST API
ESMPRO/ServerManager Web GUI  REST
REST API HTTP ID
REST REST API
ID HTTP
REST API
ID REST API REST API 30
REST API HTTP ESMPRO/ServerManager
ID
HTTP ID
REST HTTP
ID REST API
REST API HTTP
ID
REST API ID



1.2.2

122.1HTTP
API HTTP
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
ID
404 Not Found URL
405 Method Not Allowed HTTP
500 Internal Server Error API
1.2.2.2
API
HTTP/1.1 500 Internal Server Error
Content-Type: application/json; charset=utf-8
{
"errorCode": < >
"errorMessage": < >
}
1000 1000
1001 The specified job can not be
found.
1003 Permission denied
1005 ID Session ID is invalid
Authentication Error
1006
Management settings for
1007 obtaining the information is )BMC IPMI
invalid. API
The specified job is not
1008 completed successfully.
(
)
1014 The specified component GUID
can not be found.

10




ID The specified id is invalid. URL ID GUID
1015 ID
Directory Service connect
1017 Error.
Sensor Identifier is not | URL
1018 found.
1020 The specified groupName is
not found.
1021 The range of IP address is IP
too large.
The other process of
1022 component registration s
running.
Session have already been | Request
1025 authenticated.
REST API | The set API version is not API
1026 compatible with the current
API version.
1027 | HTTP HTTP header is invalid. HTTP
1029 The method is notallowed. HTTP
HTTP
1032 An unrecognized parameter JSON
was found in the JSON data.
JSON Failed to parse the JSON JSON
1083 data.
1034 Enter {0}
1035 {0} is illegal orinvalid.
1036 {0} must be specified with
alphanumeric characters.
1037 {0} must be {1} characters
or more.
1038 {0} must be {1} characters
or less.
0} must be in the range
1039 {
from {1} to {2}.
1040 {0} must be specified with
numeric characters.
IP The IP address is invalid. inetadd IP
1041 0 IP
SNMP SNMP management status is | SNMP
1042 not valid. (SNMP)
1043 Inband OS management status is not | Inband
valid. (ping)
1044 {0} must be in the range

from {1} characters to {2}

11




characters.

0S This API isn't supporting it [ ESMPRO/SM
1045 | (API) with the present OS. 0S
0s {0} isn't being supported | ESMPRO/SM
1046 with the present OS. 0S
Target machine does not {0}
1047 support {0} feature
1048 Cannot read cache file ESMPRO/SM
Cannot execute the
1049 operation to the specified
device.
1050 The specified device is not
found.
The component does not
1051 supportalert test.
Access is not permitted.
1052
1053 {0} must be {1} or less.
Management Controller type | ESMPRO/SM
1054 is mismatch.
The user name or password
of Management Controller is
1055 notentered.
The user name or password
of Management Controller is
1056 illegal length.
2012 Internal Application Error RMI (RemoteException)
JSON Failed to read a JSON data JSON
2013
from the request body.
2014 JSON Failed to generate a JSON JSON
data.
JSON Failed to write a JSON data JSON
2015
to the response body.
3002 Internal Application Error
3003 !:alled in execution of the
job.
3004 Interrupt occurred to the job.
4003 Too many components exist. | ESMPRO/SM
4007 Failed to register the | ESMPRO

component.
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Failed to delete the

4011 component.
Failed to get the sensor

4012 status.

4013 The auto registration process
failed.

4014 Failed to get the event
information.

4015 Failed to get the
Information.
Failed to release the

4016 component.
Failed to set the connection

4017 settings.
Failed to control the power

4018 status.
Request  failed  because

4019 connection check was being
executed.

ExpressUpdate Request  failed because | ExpressUpdate Agent

installation  process  was /

4020 being executed by NEC
BxpressUpdate Agent.

4021 RAID Failed to execute the RAID | RAID
operation.

4022 ICMP Ping Failed to execute ping | ICMP Ping
process.

4023 ICMP Ping Failed to get the result for | ICMP Ping
ping process.

4024 Failed to get alert settings.

4025 Failed to set the alert
settings.

4026 Failed to request the alert
test.
Failed to get the result for

4027 the alert test.

4028 iLO Resource URI | Failed to get the resource | iLO REST APl Resource URI
URI.

9000 An application error

occurred.

13




1.2.3 REST API
ESMPRO/ServerManager REST API
REST API
1231 REST API
REST API
REST API
URL
API
API
API
URL
API
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API

HTTP

URL GET

URL ID

HTTP
API

API URL



1.2.3.2 REST API

REST API
API HTTP
REST API
HTTP
URL
URL DELETE
API URL ID

API

API HTTP

15



2 API

2.1 REST API
REST API REST API
REST API
211
API
URL:

| GET /esmpro/api/job/status/{jobid}

description REST API
jobStatus
"Waiting"
"Running"
"Cancel"
"Completed"
"Error"
errorCode
errorMessage
url API URL

GET /esmpro/api/job/status/eem00125
Cookie: JSESSIONID=206C9F1D25E7AB9E1IF1AFAABA C51B083
X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"description” : " Discovery ExpEther Manager",
"jobStatus" : "Completed",
"errorCode" : 0,
"errorMessage" : ",
"url" : "/esmpro/api/eem/eem00125/result"

16



2.1.2

API REST
API 2.2 REST API
2.1.3

API
URL:

| DELETE /esmpro/api/job/status/{jobid}

result

true
false

DELETE /esmpro/api/job/status/eem00125
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\krsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
}

"result" : true




2.2 RESTAPI
REST AP

221
REST API

URL:
| POST /esmpro/api/login-session

user ESMPRO/ ServerManager
password

sessionld REST API

POST /esmpro/api/login-session
X-ESMPRO-API-\frsion:1.0
Content-type : application/json; charset=utf-8

{

"user":"loginuser",
"password":"password123"

‘

HTTP 1.1 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"sessionld™:"206C9F1D25E7A BOE1IF1AFAABAC51B083"

s

18



222
REST API HTTP ID

URL:
| DELETE /esmpro/api/login-session

DELETE /esmpro/api/login-session
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\£rsion:1.0

19



2.2.3
ESMPRO/ServerManager

URL.:
[ POST /esmpro/api/components |

groupName 1 63 )
String
"root"
discoveryMode
Integer
0 IP
1
startAddress IP 4 0 255 )
String
discoveryMode "IP "

discoveryMode

endAddress IP 4 0 255 )
String
discoveryMode "IP "

discoveryMode

networkAddress (4 0 255
)

String

discoveryMode "IP

discoveryMode

networkMask 4 0 255
)

String

discoveryMode "IP

discoveryMode

snmpManagement\alid ESMPRO/ ServerAgent
Boolean
true
false
snmpCommunity ESMPRO/ServerAgent SNMP
(1 255 (#$%&O*+-/;<>=2@[*_{}~1)
String

20



snmpManagementValid

true

wsManagement\Valid

ESMPRO/ServerAgentService

VMWare ESXi5/6

Boolean
true
false
wsManAccount Windows VMWare ESXi5/6
wsManagementValid true
user Windows VMWare ESXi5/6 (1 255
String
wsManagement\Alid true
password Windows VMWare ESXi5/6 (1 255
String
wsManagementValid true
raidManagement\alid RAID
Boolean
true
false
euManagementEua\alid ExpressUpdate (ExpressUpdateAgent )
Boolean
true
false
bmcManagement\alid BMC
Boolean
true
false
euManagementBmcValid ExpressUpdate ( )
bmcManagement\alid true
Boolean
true
false
authKey BMC
1 25 )
String
bmcManagement\Alid true
vproManagementValid vPro
Boolean
true
false
vproAccount VvPro 5
vproManagement\alid true
|user vPro (1 255 )

21




String
vproManagement\alid true
password VPro (1 255 )
String
vproManagement\alid true
iloManagement\alid iLO
Boolean
true
false
iloAccount iLO 5
iloManagement\alid true
user iLO 1 39 )
String
iloManagement\alid true
password iLO 1 39 )
String
iloManagement\alid true
otherBmcManagementVa | BMC
lid
Boolean
true
false
otherBmcAccount BMC 5
otherBmcManagement\alid true
user BMC (1 255 )
String
password BMC (1 255 )
String

url URL

String
/esmpro/api/job/status/{jobid}

. .|
POST /esmpro/api/components

Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABA C51B083
X-ESMPRO-API-\f£rsion:1.0

Content-type : application/json; charset=utf-8

{
"groupName" : "Group0002",

"discoveryMode" : 0,
"startAddress" :"192.168.1.1",
"endAddress" :"192.168.1.20",
"snmpManagement\alid" : false,

22



"wsManagement\alid" : true,
"wsManAccount" ;[
{
"user": "Administrator",
"password" : "Administrator"

}
{
"user": "user",

"password" : "password"

}
]

"raidManagement\alid” : false,
"euManagementEuaValid" : false,
"bmcManagementValid" : true,
"euManagementBmc\alid" : true,
"authKey": [

"guest”
1
"iloManagement\Valid” : true,
"iloAccount”: [
{

"user": "Administrator"”,

"password" : "Administrator”

}
1
"vproManagement\alid" : false
"otherBmcManagement\alid” : false

}

HTTP 1.1 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"url" : "/esmpro/api/job/status/arc00001"
}
API REST API URL
211
REST API
URL.:

| GET /esmpro/api/components/{jobid}/result

23



registrationResult
guid GUID
String
ipAddress OsSIP
String
bmclpAddress BMCIP
String
bmcManagementValid
String
1
2 < >
3 < >
euManagementBmcValid ExpressUpdate BMC
String
1
2 < >
3 < >
euManagementEua\alid ExpressUpdate ExpressUpdate Agent
String
1
2 < >
3 < >
raidManagement\Aalid RAID
String
1
2 < >
3 < >
snmpManagementValid SNMP
String
1
2 < >
3 < >
wsManagement\alid WS-MAN
String
1
2 < >
3 < >
vproManagement\alid VPro
String
1
2 < >
3 < >

24



iloManagementValid iLO
String
1
2 < >
3 < >
otherBmcManagement\Va | BMC
lid String
1
2 < >
3 < >

GET /esmpro/api/components/arc00001/result
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABA C51B083
X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{

"registrationResult" : [
{

"guid": "5f3cc680-cflb-11e0-8001-00255cc64bh2e™,
"ipAddress" :"192.168.14.2",
"bmclpAddress™ :"192.168.14.3",
"bmcManagement\alid” : 3",
"euManagementBmc\alid" : "1,
"euManagementEuaVvalid" : "3",
"raidManagement\alid" : "3",
"snmpManagement\alid" : "3",
"vProManagement\alid" : "1",
"wsManagement\alid" : "1",
"iloManagement\alid" : "3"
"otherBmcManagement\alid” : "1"

"guid": "5f3cc670-cfla-11d 0-8201-00255ac65bh3e™,
"ipAddress" :"192.168.14.10",
"bmcManagementValid" : "1",
"euManagementBmc\alid” : "1",
"euManagementEua\valid" : "3",
"raidManagement\alid” : "3",
"snmpManagement\alid" : "1",
"wsManagement\alid"” : "3",
"vproManagement\alid” : "1"
"iloManagement\alid" : "3"
"otherBmcManagement\alid” : "1"
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ESMPRO/ServerManager

URL.:
| GET /esmpro/api/components

components
guid GUID
String(GUID / -7
35
bmclpAddress IP
IP
String
4 0 255
oslpAddress os IP
oS IP
String
4 0 255
serverld ESMPRO/SM ID
Integer

26



GET /esmpro/api/components
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{

"components":[

{
"guid": "5f3cc680-cflb-11e 0-8001-00255cc64bh2e™,

"bmclpAddress™:"192.168.1.1",
"oslpAddress":"10.34.123.1",
"serverld":1

o

"guid": "5f3cc680-cflb-11e0-8001-001234567890",
"bmclpAddress™:"192.168.1.2",

"oslpAddress":"",
"serverld":2

27



2.25

URL.:
| GET /esmpro/api/components/server/connection-settings/{guid}

name
String
groupName
String
bmcManagementValid BMC BMC
Integer
1
2 < >
3 < >
bmclpAddress BMC IP
String
bmcSubnetMask BMC LAN
String
vproManagementValid vPro
Integer
1
2 < >
3 < >
vproUser VPro
String
vprolpAddress VvPro IP
String
vproSubnetMask vPro
String
iloManagement\allid iLO
Integer
1
2 < >
3 < >
iloUser iLO
String
ilolpAddress iLO IP
String
iloSubnetMask iLO
String
iloProtocol iLO (HTTP/HTTPS)
String
iloPort iLO
String

28



otherBmcManagement\Vall | BMC
id Integer
1
2 < >
3 <
otherBmcUser BMC
String
otherBmclpAddress BMC IP
String
euManagementEua\alid ExpressUpdate BExpressUpdateAgent
Integer
1
2 < >
3 < >
euManagementBmc\alid ExpressUpdate
Integer
1
2 < >
3 < >
raidManagement\Aalid RAID
RAID
Integer
1
2 < >
3 < >
ipAddress OSIP
String
snmpManagement\alid SNMP
SNMP
Integer
1
2 < >
3 < >
snmpComunity NameGet SNMP
SNMP
String
snmpComunity NameSet SNMP
SNMP
String
wsManagement\alid WS-MAN
WS-MAN
Integer
1
2 < >
3 < >
wsmanUser WS-MAN
String

29




wsmanProtocol WS-MAN (HTTP/HTTPS)

String
wsmanPort WS-MAN

String
systemMagementType SNMP WSMAN Agent

String
osStatusWatch (O] (SNMP)

boolean

true

false
registerAlertByStatus SNMP

boolean

true

false
osStatusPingWatch oS (Ping)

boolean

true

false
registerAlertByPingStatus | Ping

boolean

true

false
osStatusWatchlInterval 0os

SNMP Ping

Integer
osStatusWatchRetryCount | SNMP Ping (OF]

Integer

30




GET /esmpro/api/components/server/connection-settings/5f3cc680-cf1b-11e0-8001-00255cc 64b 2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\krsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"name" : "Server0001",
"groupName" : "Group0002",
"bmcManagement\alid” : 3,
"bmclpAddress" : "192.168.14.2",
"bmcSubnetMask" : "'255.255.255.0",
"vproManagement\alid " : 1,

no.onn

"vproUser":"",

nw.onn

"vprolpAddress" :"",
"vproSubnetMask" : "",
"iloManagement\alid " : 1,
"iloUser" : "",

"ilolpAddress": "",
"iloSubnetMask™ : "",
"iloProtocol": "",

"iloPort": "",
"otherBmcManagement\alid " : 1,

un

"otherBmcUser" : "",
"otherBmclpAddress™: "",
"euManagementEuaValid" : 3
"euManagementBmc\alid” : 2,
"raidManagement\alid” : 2,
"ipAddress" :"192.168.14.3",
"snmpManagement\alid" : 1,
"snmpComunityNameGet™" : "public",
"snmpComunityNameSet™ : ",
"wsManagement\Valid” : 1,

"wsmanUser" : "",

"wsmanProtocol" : "",
"wsmanPort" : "",
"osStatusWatch" : false,
"osStatusPingWatch" : true,
"osStatusWatchlInterval” : 2,
"osStatusWatchRetryCount™ : 0,

"systemManagementType" : "ServerAgent"

31



2.2.6

URL.:
| PUT /esmpro/api/components/server/connection-settings/{guid} |

name
String(1 63 O ()
Q) )
groupName
String (1 63 )
bmcManagement\alid BMC
Integer
1
2 3
bmclpAddress BMC IP
String (4 0 255 )
bmcSubnetMask BMC LAN
String (4 0 255 )
bmcAuthKey BMC
String(1 20 )
vproManagement\alid VvPro
Integer
1
2 3
vproUser VPro
String (1 16 )
vproPassword vPro
String(1 32 )
vprolpAddress vPro IP
String (4 0 255 )
vproSubnetMask vPro
String (4 0 255 )
iloManagement\alid iLO
Integer
1
2 3
iloUser iLO
String (1 39 )
iloPassword iLO
String (1 39 )
ilolpAddress iLO IP
String (4 0 255 )
iloSubnetMask iLO
String (4 0 255 )
iloProtocol iLO (HTTP/HTTPS)
String
"HTTPS"

32



iloPort iLO iLO Web
String(1 5 )
"'80/443"
iloProtocol "HTTP"/"HTTPS"
otherBmcManagement\ali | BMC
d Integer
1
2 3
otherBmcUser BMC
String(1 16 )
otherBmcPassword BMC
String(1 20 )
otherBmclpAddress BMC IP
String (4 0 255 )
euManagementEua\alid ExpressUpdate BxpressUpdateAgent
Integer
1
2 3
euManagementBmc\alid ExpressUpdate
Integer
1
2 3
raidManagement\alid RAID
Integer
1
2 3
ipAddress oS IP
String (4 0 255
snmpManagementValid SNMP
Integer
1
2 3
snmpComunity NameGet SNMP
SNMP
String (1 255
(#$%&()*+-/;<>=2@ [ _{}~])
"public”
snmpComunity NameSet SNMP
SNMP

String (1 255
(1#$%&)*+-./;;<>=2@["_{[}~]))

wsManagement\alid

WS-MAN

Integer
1
2 3
wsmanUser WS-MAN

String(1 31 )

33




wsmanPassword WS-MAN
String (1 255 )
wsmanProtocol WS-MAN (HTTP/HTTPS)
String
"HTTP"
wsmanPort WS-MAN
String(1 5 )
""5985/5986"
osStatusWatch 0os (SNMP)
boolean
true
false
registerAlertByStatus SNMP
boolean
true
false ( )
osStatusPingWatch (O] (Ping)
boolean
true
false
registerAlertByPingStatus | Ping
boolean
true
false ( )
osStatusWatchlinterval SNMP Ping 0s ()
Integer
1
osStatusWatchRetryCount | SNMP Ping (O] (0-100 )
Integer
0

34




PUT /esmpro/api/components/server/connection-settings/5f3cc680-cflb-11e0-8001-00255cc 64b2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\£rsion:1.0

Content-type : application/json; charset=utf-8

{
"name" : "Server0001",
"groupName" : "Group0002",
"bmcManagement\alid™ : 3,
"bmclpAddress™: "192.168.14.2",
"bmcSubnetMask™ : "255.255.255.0",
"bmcAuthKey" : "bmcAuthKey123",
"vproManagement\alid" : 1,
"iloManagement\alid" : 1,
"otherBmcManagement\alid” : 1,
"euManagementEuaValid" : 3,
"euManagementBmc\alid" : 2,
"raidManagement\alid" : 2,
"ipAddress" :"192.168.14.3",
"snmpManagement\alid" : 1,
"wsManagement\alid" : 1,
"osStatusWatch" :false,
"registerAlertByStatus" : false,
"osStatusPingWatch" : true,
"registerAlertByPingStatus" : true,
"osStatusWatchinterval : 2,
"osStatusWatchRetryCount™ : 1

}

HTTP 11 200 OK

X-ESMPRO-API-\£rsion:1.0

35



22.7

URL.:
| DELETE /esmpro/api/components/server/connection-settings/{guid}?force={true or false}

force /
true
false

false
true false

ExpressUpdate Agent API

DELETE
/esmpro/api/components/server/connection-settings/5f3cc680-cf1b-11e0-8001-00255cc 64b 2e?force=

true
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK

X-ESMPRO-API-\krsion:1.0
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2.2.8

URL.:
| GET /esmpro/api/components/server/power-control/{guid}

powerState

String "On" "Off" "Unknown"

GET /esmpro/api/components/server/power-control/5f3cc680-cflb-11e0-8001-00255cc64b2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAASAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\frsion:1.0
Content-type : application/json; charset=utf-8

{

"powerState" : "On"

1




URL:

API

[ PUT /esmpro/api/components/server/power-control/{guid}

powerState
String

"On" ON

"Off" OFF

"Reset"

"Shutdown"

"PowerCycle" PowerCycle
"Dump" DUMP
"ForceShutdown":BMC

X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{

"powerState": "On"

s

PUT /esmpro/api/components/server/power-control/5f3cc680-cflb-11e0-8001-00255cc 64b 2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

HTTP 11 200 OK
X-ESMPRO-API-\£rsion:1.0




2.2.10
BMC

URL.:
| GET /esmpro/api/components/server/sensor-all/{guid}

url

URL
String
/esmpro/api/job/status/{jobid}

GET /esmpro/api/components/server/sensor-all/5f3cc680-cflb-11e0-8001-00255cc 64b 2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\frsion:1.0
Content-type : application/json; charset=utf-8

{
"url" : "/esmpro/api/job/status/gss00001"
3
API REST API URL
211
REST API
URL:

| GET /esmpro/api/components/server/sensor-all/{jobid}/result




sensor
identifier
String
recordld SDR ID 16
String
name SDR IDString
String
sensorType
String
currentValue
String
upperNonRecoverable Upper non recoverable
String
upperCritical Upper critical
String
upperNonCritical Upper non critical
String
lowerNonRecoverable Lower nonrecoverable
String
lowerCritical Lower critical
String
lowerNonCiritical Lower non critical
String
currentStatus
String
SDR
SDR Type01
( )
( )
( )
( )
( )
( )
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GET /esmpro/api/components/server/sensor-all/gss00001/result
Cookie: JISESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 1.1 200 OK
X-ESMPRO-API-\£rsion:1.0

{

"sensor":[
{

"identifier": "0001",
"recordld": "0001",
"name": "ProcessorlVccp",
"sensorType":"
"currentValue™: "0.82 \Wlts",
"upperNonRecoverable": ™
"upperCritical": "1.54 \blts (
"upperNonCiritical: "1.47 \blts (
"lowerNonRecoverable": "
"lowerCritical”: "0.50 \blts (
"lowerNonCritical": "0.53 \Wlts (

"currentStatus":" "

o

"identifier"; "0002",

"recordld": "0002",

"name": "Processor2Vccp",
"sensorType":"
"currentValue": "0.81 \Wlts",
"upperNonRecoverable": "
"upperCritical": "1.54 \blts (
"upperNonCritical: "1.47 \blts (
"lowerNonRecoverable": ™
"lowerCritical™: "0.50 \Wblts (
"lowerNonCritical": "0.53 Wlts (

"currentStatus":" "

Content-type : application/json; charset=utf-8

153 \blts)",
1146 \blts)",

:0.51 \Wlts)",
:0.55 \blts)",

:1.53 \Wlts)",
:1.46 \blts)",

051 \blts)",
0.55 \blts)",
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2211

SDR ID

URL:

BMC

| GET /esmpro/api/components/server/sensor/{guid}?identifier={

identifier
String
recordld SDR ID
String
name IDString
String
sensorType
String
currentValue
String
upperNonRecoverable | Upper nonrecoverable
String
upperCritical Upper critical
String
upperNonCritical Upper non critical
String
lowerNonRecoverable Lower non recoverable
String
lowerCritical Lower critical
String
lowerNonCritical Lower non critical
String
currentStatus
String
SDR
SDR Type01
( )
( )
( )
( )
( )
( )
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GET
/esmpro/api/components/server/sensor/5f3cc680-cflb-11e0-8001-00255cc64b2e? identifie r=0002
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

{

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

"identifier": "0002",
"recordld": "0002",

"name™: "Processor2Vccp”,
"sensorType":"
"currentValue™: "0.81 \blts",
"upperNonRecoverable": "
"upperCritical™: "1.54 \Wblts (
"upperNonCritical": "1.47 \blts (
"lowerNonRecoverable": "
"lowerCritical”: "0.50 \Wblts (
"lowerNonCritical": "0.53 \Wlts (

"currentStatus":" "

1153 \blts)",
1146 \blts)",

:0.51 \Wlts)",
:0.55 \Wlts)",
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2.2.12

URL.:
| GET /esmpro/api/components/server/system-info/{guid}

osType (O]

0os 0os 0S
String

nn

GET /esmpro/api/components/server/system-info/5f3cc680-cflb-11e0-8001-00255cc 64b2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 1.1 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"osType" : "Microsoft Windows Server 2012 Datacenter x64"

s




2.2.13 HW
HW

URL.:
| GET /esmpro/api/components/server/hw/{guid}

productName
String
manufacturerld ID
String
productld ID
String
physicalCPU CPU
name CPU
String
version
String
internalSpeed
String
maxCoreNum
String
validCoreNum
String
validThreadNum Thread
String
operationalStatus CPU
Integer
1-
2_
3-
4 —
5—
6 —
7 -
8 —
9-—

45



10 -
11 -

memory TotalCapacity

String

memoryBank

size

String

status

1-
2
3-
4 -
5_
6—
7-—
g_
9-
10 -
11 -

Integer
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GET /esmpro/api/components/server/hw/5f3cc680-cflb-11e0-8001-00255cc64b2e
Cookie: JISESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"productName" : "Express5800/R110d-1M [N8100-1807Y]",

"manufacturerld":"119",
"productld":"0548h",
"physicalCPU" : [
{
"name" : "Intel(R) Xeon(R) processor",
"version" : "Intel64 Family 6 Model 44 Stepping 2",
"internalSpeed" : "2400 MHz ",
"maxCoreNum"” :"4",
"validCoreNum™ : "4",
"validThreadNum" : "8",
"operationalStatus™ : 3

"name" : "Intel(R) Xeon(R) processor",
"version" : "Intel64 Family 6 Model 44 Stepping 2",
"internalSpeed" : "2400 MHz ",
"maxCoreNum™ :"4",
"validCoreNum™ : "4",
"validThreadNum" : "8",
"operationalStatus" : 3
}
1
"memoryTotalCapacity™ : 8388608 KB ",
"memoryBank":[
{
"size":"4194304 KB",
"status":3

"size":"4194304 KB",
"status™:3
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2.2.14 NetworkInterface
Networklnterface

URL.:
| GET /esmpro/api/components/server/networkinterface/{guid}

url Network
URL

String
/esmpro/api/job/status/{jobid}

GET /esmpro/api/components/server/networkinterface/5f3cc680-cflb-11e0-8001-00255cc64b2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\frsion:1.0
Content-type : application/json; charset=utf-8

{
"url" : "/esmpro/api/job/status/gni00001"
1
API REST API URL
211
REST API
URL:

| GET /esmpro/api/components/server/networkinterface/{jobid}/result




networkinterface
id ID
Integer
null
macAddress MAC
String
adapterType
Integer
0
1
2
manufacturer
String

GET /esmpro/api/components/server/networkinterface/gni00001/result
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\grsion:1.0
I
HTTP 1.1 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8
{
" networkinterface ":[
{
“id”:1,
"macAddress":"94:DE:80:52:4F:66",
"adapterType™:0,
"manufacturer”: "Microsoft"
}
{
“id”:2
"macAddress":"94:DE:80:52:4F:67",
"adapterType™:1,
"manufacturer”: ""
}
{
“id”:null,
"macAddress™: "94:DE:80:52:4F:68",
"adapterType™:1,
"manufacturer”: "Broadcom"
}
]
1




2.2.15BMC SEL
BMC  SEL
API BMC

URL:
| GET /esmpro/api/components/server/sel/{guid}

url SEL URL

:String
/esmpro/api/job/status/{jobid}

GET /esmpro/api/esmpro/api/components/server/sel/5f3cc680-cflb-11e0-8001-00255¢cc 64b 2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1IF1AFAABAC51B083
X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\frsion:1.0
Content-type : application/json; charset=utf-8

{
"url" : "/esmpro/api/job/status/gas00001"
}
API REST API URL
211
REST API
URL.:

| GET /esmpro/api/components/server/sel/{jobid}/result




freeSpace SEL
Integer
sel SEL
SEL
recordld ID
String
severity
String
date
String
JP) 2015/04/08 12:06:47 (YYYY/MM/DD HH:MM:SS)
EN) 2/18/2015 17:.05:22 (MM/DD/YYYY HH:MM:SS)
detail
String
dump SEL 16
String

GET /esmpro/api/components/server/sel/gas00001/result
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\f£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"freeSpace":63180,

sel:[
{
"recordld":"0002h",
"severity":"information",
"date":2014/09/12 14:08:27",
"detail":“OS Boot Information : C: boot completed”,
"dump":"02 00 02 5b fe 12 54 20 00 04 12 87 6f 41 8f ff"

"recordld":"0001h",

"severity":"information",

"date":2014/09/12 14:08:23",

"detail":” System Boot/Restart Initiated Information : Initiated by power up”,
"dump":"3e 00 02 6e 38 de 54 20 00 04 12 87 6f 41 8f ff"




2.2.16 FRU
FRU

URL.:
| GET /esmpro/api/components/server/fru-list/{guid}

frulist FRU
frulist[n].fruld FRU Device ID
Integer
0 255
frulist[n].description | FRU
String

GET /esmpro/api/components/server/fru-list/5f3cc680-cflb-11e0-8001-00255cc64b2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\f£rsion:1.0

HTTP 1.1 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{

{
frulist:[

{ “fruld”:0, “description”:”Primary FRU Device” },
{ “fruld”:1, “description”:”"DIMM1 SPD” },
{ “fruld”:2, “description”:”"DIMM2 SPD” },
{ “fruld”:3, “description”:”"DIMM3 SPD” },
{ “fruld”:4, “description”:”"DIMM4 SPD” }
]
}
}
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2.2.17 FRU
fruid FRU fruid FRU
FRU Device ID

URL.:
| GET /esmpro/api/components/server/fru/{guid}?fruid={fruid}

FRU Generic

.../
description FRU
String
chassisInformation
chassisType
String
chassisSerialNumber 1D
String
chassisCharacteristics
String
boardInformation
mfgDateTime
string
JP) 2015/04/08 12:06:47 (YYYY/MM/DD HH:MM:SS)
EN) 2/18/2015 17:05:22 (MM/DD/YYYY HH:MM:SS)
boardManufacturer
String
boardProductName
String
boardSerialNumber
String
boardPartNumber
String
board\krsion
String
productinformation
manufacturerName
String
productName
String
productPartModelNumb
er String
product\ersion FR
String
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productSerialNaumber
String
assertTag
String
dump FRU 16
String
FRU Memory
I
description FRU
String
memoryType
String
dump FRU 16
String
FRU CPU
description FRU
String
dump FRU 16
String

GET /esmpro/api/components/server/fru/5f3cc680-cflb-11e0-8001-00255cc 64b 2e?fruid=0
Cookie: JSESSIONID=206C9F1D25E7AB9E1IF1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

FRU Generic

HTTP 11 200 OK
X-ESMPRO-API-\frsion:1.0
Content-type : application/json; charset=utf-8

{
{

"boardInfomation": {
"boardManufacturer":"GIGABYTE",
"boardProducatName": "GA-6UASV1",
"boardSerialNumber": "0BM550700148",
"board\ersion": "1.1H",
"baordPartNumber": "56-131335-001"

"productinfomation™: {
"product\ersion”:"FRL1.3",
"assertTag™:"_ ",
"productSerialNumber": "1700121",
"manufacturerName": "NEC",
"proudctName": "Express5800/R110d-1E",
"proudctPartModelNumber": *[N8100-1764]"

}

"description”:"Primary FRU Device",

"chassisInformation™: {
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"chassisType":"Rack Mount Chassis",
"chassisPartNumber": "856-131336-001 ",
"chassisSerialNumber": "Rack Mount",
"chassisCharacteristics":"01h"

}7
"dump":"01 19 01 05 0e 00 00d2 01 04 17 ce 383536 2d 31 33313333362d303031¢c230

31c23031"

}
s

FRU Memory
HTTP 11 200 OK

X-ESMPRO-API-\frsion:1.0
Content-type : application/json; charset=utf-8

{

{
"description":"DIMM1 SPD",

"memoryType": "DDR3 SDRAM",
"dump": "92 10 Ob 02 03 19 00 09 Ob 52 01 08 Oc 00 3¢ 00 "

}
s

FRU CPU
HTTP 1.1 200 OK
X-ESMPRO-API-\f£rsion:1.0

Content-type : application/json; charset=utf-8

{

{
"description”:"CPU 1 Info",

"dump":"92 10 Ob 02 03 19 00 09 Ob 52 01 08 Oc 00 3c 00"
}

}
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2.2.18

URL.:
| PUT /esmpro/api/components/server/connection-check

componentName componentGUID

. /| |
componentName
: String
componentGUID GUID
: String

url URL

String
/esmpro/api/job/status/{jobid}

PUT/esmpro/api/components/server/connection-check

Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABA C51B083
X-ESMPRO-API-\frsion:1.0

Content-type : application/json; charset=utf-8

{

"componentName": "ServerA"

}

| 2

PUT /esmpro/api/components/server/connection-check

Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\f£rsion:1.0

Content-type : application/json; charset=utf-8

{
"componentGUID": "5f3cc680-cflb-11e0-8001-00255cc64b2e"

}
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HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"url" : "/esmpro/api/job/status/csc00001"
}
API REST API URL
211
REST API
URL:

| GET /esmpro/api/components/server/connection-check/{jobid}/result

snmpManagement SNMP
detected SNMP
: String
detail
. String
wsmanManagement WSMAN
detected WSMAN
: String
detail
. String
raidManagement RAID
detected RAID
: String
detail
: String
expressUpdateManage | EU
ment
detected EU
: String
detail
. String
bmcManagement BMC
detected BMC
: String
detail
. String
vproManagement vPro
detected VPro
: String

57




detail
. String
iloManagement iLO
detected iLO
: String
detail
: String
otherBmcManagement | BMC
detected BMC
: String
detail
: String

GET /esmpro/api/components/server/connection-check/csc00001/result
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 1.1 200 OK
X-ESMPRO-API-\£rsion:1.0
Content-type : application/json; charset=utf-8

{

"wsmanManagement™: {

"detected": "true",

"detail": "WS-MAN management can be used."
}

"raidManagement": {

"detected": "true",

"detail": "RAID systemmanagement can be used."
}
"expressUpdateManagement™: {

"detected": "true",

"detail": "Usingthe NEC ExpressUpdate Agent NEC ExpressUpdate function can be used."
b
"bmcManagement™: {

"detected™: "true",

"detail":"SNMP Alert configuration is not completed on BMC (EXPRESSSCOPE Engine).
Setting up SNMP Alert configuration is required to send hardware error alert to NEC ESMPRO
Manager. Please set NEC ESMPRO Manager's address as 'Alert Receiver'. Using the BMC
(EXPRESSSCOPE Engine) NEC ExpressUpdate function can be used."

}
s
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2.2.19
ESMPRO/ServerManager ID

API ID

URL:
| GET /esmpro/api/event?recordld={ID}&severity={All or Information or Minor or Major}

events ID
recordld ID
Integer
componentName
String
ipAddress IP
String
summary
String
severity (Unknown,Information, Minor, Major)
String
detail
String
recovery
String
productName
String
source
String
eventID ID
String
alertType
String
receiveTime
String(yyyy/mm/dd hh:mm:ss)
occurTime
String(yyyy/mnvdd hh:mm:ss)
guid GUID
String
identifier
String
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GET /esmpro/api/event?recordld=1&severity=Information
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"events":[
{
"recordld" : 1,
"componentName" : "SERVER1",
"ipAddress" :"172.16.0.61",
"summary" : "HW eventlog",
"severity" : "Normal",
"detail" : "HW eventlog",
"recovery":"
"productName" : "ESMPRO/SM",
"source" : "ESMCommonService",
"eventID": "0xc004057a(1402)",
"alertType" : “Server Recovery",
"receiveTime" : "2014/09/18 11:30:38",
"occurTime" : "2014/09/18 11:30:38",
"guid": "5f3cc680-cflb-11e0-8001-00255cc64b2e"
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2.2.20 ESMPRO/ServerManager
ESMPRO/ServerManager

URL.:
| GET /esmpro/api/sm

smName ESMPRO/SM
String
sm\ersion ESMPRO/SM
String

GET /esmpro/api/sm
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\£rsion:1.0

HTTP 1.1 200 OK
X-ESMPRO-API-\£rsion:1.0
Content-type : application/json; charset=utf-8

{
"smName " : "mgr_PC00001" ,

" sm\ersion " : "6.20"

ks




2221
GUID

URL.:
| GET /esmpro/api/components/server/server-status/{guid}

.../
status
Integer

NO_MONITORING ( )
NORMAL ( )

UNKNOWN ( )
DC-OFF, POST, OS Panic
WARNING ( )

ERROR ( )

g B~ WDNBFEL O

GET /esmpro/api/components/server/server-status/5f3cc680-cf1b-11e0-8001-00255cc64h2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\krsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\frsion:1.0
Content-type : application/json; charset=utf-8

{

"status":1

1
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URL.:
| GET /esmpro/api/components/server/server-status?name={ }

name ESMPRO/ServerManager

status
Integer
NO_MONITORING ( )
NORMAL ( )
UNKNOWN ( )

DC-OFF, POST, OS Panic
WARNING ()
ERROR ()

g b~ WONPEFE O

GET /esmpro/api/components/server/server-status?name=ManagementController
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{

"status":1l

}




2.2.22 EEM
ESMPRO/ServerManager EEM

URL.:
| GET /esmpro/api/eem

eems EEM
status EEM
String
unknown
error
warning
normal
monitoring ESMPRO/SM EEM
EE REST API
String
enabled
disabled
name EEM
String
interval ()
Integer
ipAddress EEM IP
String
4 0 255
protocol HTTP HTTPS
String
port EEM
String
user EEM Basic
String
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GET /esmpro/api/eem
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{

"eems": [

{
"status":"normal",
"monitoring": "enabled",
"name": "BExXpressEtherManager001”,
"interval:1800,
"ipAddress":"1.2.3.4",
"protocol”:"http"
"port":"30050"
"user":"admin"

o

"status":"normal",

"monitoring": "enabled”,

"name": "BExXpressEtherManager002”,
"interval":1800,
"ipAddress":"5.6.7.8",
"protocol”:"http"

"port":"30050"

"user":"eem"
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2.2.23 EEM
EEM EEM  ESMPRO/ServerManager

URL.:
[ POST /esmpro/api/eem |

discoveryMode IP
Integer
0 IP
1
startAddress IP
discoveryMode "1P "
String(4 0 25 )
endAddress IP
discoveryMode "IP "
String (4 0 255 )
networkAddress
discoveryMode " "
"Ip "
String (4 0 255 )
networkMask
discoveryMode " "
"Ip "
String (4 0 255 )
port EEM
Integer 30500
accounts EEM EEM Basic
5
user EEM EEM Basic
String (1 255 )
password EEM EEM Basic
String (1 255 )
EEM Basic ExpEther 1/0 (40G)
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url URL

String
/esmpro/apil/job/status/{jobid}

. |
POST /esmpro/api/eem

Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\frsion:1.0

Content-type : application/json; charset=utf-8

{
"discoveryMode" : 0,
"startAddress™ :"192.168.1.1",
"endAddress" :"192.168.1.20",
"accounts" :[
{
"user":"Administrator",
"password"” : " Administrator

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"url" : "/esmpro/api/job/status/eem00001"

}
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API REST API URL
211

REST API

URL.:
| GET /esmpro/api/eenv{jobid}/result

result
name EEM
String
ipAddress EEM IP
String
4 0 255
status EEM
String
unknown
error
warning
normal

GET /esmpro/api/eem/eem00001/result
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABA C51B083

X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
"result": [
{
"name": "BExpressEtherManager001",
"ipAddress":"192.168.1.4",
"status":"normal"
}
]
1




2.2.24 EEM
EEM

URL.:
| DELETE /esmpro/api/feem?name={ }

DELETE /esmpro/api/eem?name=ExpressEtherManager001
Cookie: JSESSIONID=206C9F1D25E7AB9E1IF1AFAABSAC51B083
X-ESMPRO-API-\£rsion:1.0

HTTP 1.1 200 OK
X-ESMPRO-API-\krsion:1.0




2.2.25iLO IML
iLO IML
API iLO

URL.:
| GET /esmpro/api/components/server/iml/{guid}

url IML URL

String
/esmpro/api/job/status/{jobid}

GET /esmpro/api/esmpro/api/components/server/iml/5f3cc680-cflb-11e0-8001-00255cc 64b 2e
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\krsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\frsion:1.0
Content-type : application/json; charset=utf-8

{
s

"url" : " /fesmpro/api/job/status/iml00001"




API REST API URL
211

REST API

URL.:
| GET /esmpro/api/components/server/iml/{jobid}/result

iml iml

id IML ID

String
severity IML

String
eventClass IML

10

Integer
className IML

String
eventCode IML 10

Integer
repaired IML

Boolean

true
false

lastUpdate IML

String

2015/02/18 17:05:22 (YYYY/MM/DD HH:MM:SS)

initialUpdate IML

String

2015/02/18 17:05:22 (YYYY/MM/DD HH:MM:SS)

count IML

Integer
description IML

String
recommendedActio | IML
n String
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GET /esmpro/api/components/server/iml/iml00001/result
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABAC51B083
X-ESMPRO-API-\f£rsion:1.0
r ...
HTTP 1.1 200 OK
X-ESMPRO-API-\£rsion:1.0
Content-type : application/json; charset=utf-8
{
iml:;[
{
"id" 4,
"severity" : "OK",
"eventClass”: 33,
"className” : "Maintenance”,
"eventCode”: 2,
"repaired” : false,
"lastUpdate" : "10/11/2016 14:08:27",
"initialUpdate" : "10/11/2016 14:08:27",
"count":1,
"description™ : "Maintenance note: Trap test",
"recommendedAction™ : null
+
{
"id" "5,
"severity" : "Critical",
"eventClass” : 10,
"className” : "POST Message”,
"eventCode”: 1,
"repaired” : false,
"lastUpdate" : "10/12/2016 14:08:59",
"initialUpdate" : "10/12/2016 14:08:59",
"count":1,
"description™ : "POST Error"
"recommendedAction™ : null
}
]
1
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2.2.26

URL:
GET /esmpro/api/groups/status?name={ }
name
’root”
url
URL

String

GET /esmpro/api/groups/status?name=root
Cookie: JSESSIONID=206C9F1D25E7AB9E1IF1AFAABAC51B083
X-ESMPRO-API-\£rsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\frsion:1.0
Content-type : application/json; charset=utf-8

{

"url

}

: "lesmpro/api/job/status/gst00001"
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API REST API URL
211

REST API

URL.:
| GET /esmpro/api/groups/status/{jobid}/result

I

status
Integer

NO_MONITORING ( )
NORMAL ( )

UNKNOWN ( )
DC-OFF

WARNING ( )

ERROR ( )

g b~ W NNEFE O

< >
0 NO_MONITORING

GET /esmpro/api/groups/status/gst00001/result
Cookie: JSESSIONID=206C9F1D25E7AB9E1F1AFAABA C51B083
X-ESMPRO-API-\krsion:1.0

HTTP 11 200 OK
X-ESMPRO-API-\f£rsion:1.0
Content-type : application/json; charset=utf-8

{
}

"status':1l

74



ESMPRO/ServerManager \fr.6

TEL 03 3454-1111

©NEC Corporation 2017

75



	表紙
	目次
	用語
	商標について
	本書について
	第1章 REST APIについて
	1.1 概要
	1.2 実行方法
	1.2.1 リクエスト形式
	1.2.2 レスポンス形式
	1.2.3 非同期型REST API


	第2章 APIリファレンス
	2.1 ジョブ管理REST API
	2.1.1 ジョブ処理状況取得
	2.1.2 ジョブ処理結果取得
	2.1.3 ジョブキャンセル

	2.2 REST API
	2.2.1 ログイン
	2.2.2 ログアウト
	2.2.3 コンポーネントの自動登録
	2.2.4 コンポーネントの一覧取得
	2.2.5 コンポーネントの管理設定の取得
	2.2.6 コンポーネントの管理設定の変更
	2.2.7 コンポーネントの削除
	2.2.8 電源状態の取得
	2.2.9 電源状態の変更
	2.2.10 コンポーネントのセンサー情報全件取得
	2.2.11 コンポーネントのセンサー情報取得
	2.2.12 コンポーネントのシステム情報取得
	2.2.13 コンポーネントのHW情報取得
	2.2.14 コンポーネントのNetworkInterface情報取得
	2.2.15 BMCのSEL取得
	2.2.16 FRUの一覧取得
	2.2.17 FRUの取得
	2.2.18 接続チェック
	2.2.19 イベント情報の取得
	2.2.20 ESMPRO/ServerManagerの情報取得
	2.2.21 コンポーネントのステータス取得
	2.2.22 EEMの一覧取得
	2.2.23 EEMの登録
	2.2.24 EEMの削除
	2.2.25 iLOのIMLを取得
	2.2.26 グループのステータス情報取得



