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1

ZORZAT7ILDOFEHRA

> ROECTETL
I FRUTOERICE > TEEAR L TWET,
[#%aE]
av >y FOFERARZEARLTVET,
AR
v FOANERZERELTVWET, COANERIE, ROBANTESVWTEHABLTVET,

LEPXFFNEFRET /87 A -7, <>THAEI,
2.<>THENTVWAELXFEF—T—FT, 2OEFANTEXFTT,
3.{A | Bl &, [AZHWEBOEEERE2BEIR] 2BHKLET,

4[] THENINTA—FF—T7—FiL [EEE] 2BEKL £,
5.9 A= DANER%E, V8T A—FIHEETESHE] ITRLET,
[ABE—R]

IV REANNTEAANE—FRzER L TCVWET, F/, 0074071 —Ya v E—RUROEE—RIC
OV, Tar NIRRT AEM TR L TWET,

[INT X —9]

AV RTHRETEDNTA—FZFMCHAL TVWE T, /ST XA —F TEICEBREOTAE L EORE
#HEZHATL L TV ET,

[O7 > REEBEOEE]

Oy REASTLEL THI8T X —5 OFHMERBESRE S NEHBEIC, TOREZDRLTLET,
CEEADEE]

a7 ROBREIC &> CRENSERTING 2 CHREICHENH 2158, AMCRLTHET,
[(ERE(E D RIREZHE]

BELLIT Y RBT o= 7ar T4 77— a VICRBENTZGE, T ICRE LETCERLZRET
B0, FLREEZHEH T2 OEMZ—RIELLZVWERENRMSNZVPZELR L THET,

CE=ZEIA]
37y REERT S ECORRRIC OV TREL TV ET.
[BEI< > K]

a7y REEBESEA-DICRESNEL 507y RETRLET,



IV RE—R—F

1 ZOYZa7IDOFEHRZA

av >y RE—-FO—HZ, RORITIRLET,

x=1-1

OV RE—R-E

IV RE—RZIED

I j ~ N — K5 — /—j ~ N
EES SO T hET <> RE— REHH E-RBFIYR
1 (config) Ja—N\Vvar74«Zb—3ryE—F | # configure

2 (config-line)

JE—bO s Ao aryY—ILOETE

(config)# line vty
(config)# line console

3 (config-view)

view D&

(config)# parser view

4 (config-if)

TA—IRA Y MR- FORE

it

(config)# interface mgmt

AUX R— b OFE

(config)# interface async

A =X Y b V¥ T 1 —ADHE

(config)# interface gigabitethernet
(config)# interface tengigabitethernet
(config)# interface fortygigabitethernet

(config)# interface
hundredgigabitethernet

R=bF ¥ INA VYT 2—ADFHE

(config)# interface port-channel

VLAN A > % 7 £ — ADHRE

(config)# interface vlan

W—=TN 742057 2—ADHRE

(config)# interface loopback

Nullf > %7 2 —ADF

(config)# interface null

5 (config-if-range)

=YXy M ¥ 72— ADEHEE

(config)# interface range gigabitethernet
(config)# interface range
tengigabitethernet

(config)# interface range
fortygigabitethernet

(config)# interface range
hundredgigabitethernet

K=+ F ¥ XA V5T 2 — ADOEHE
E

(config)# interface range port-channel

VLAN A > % 7 = — ZADHEHH

(config)# interface range vlan

6 (config-subif)

A—=HAy b FTA 25T 2 - ADHRE

(config)# interface gigabitethernet
(config)# interface tengigabitethernet
(config)# interface fortygigabitethernet

(config)# interface
hundredgigabitethernet

(WTA VI T 2= VT v 7 AIEERE)

R—=bF¥INTTA T —ADEH

JE

(config)# interface port-channel
(FTA VI T 2= VT v 7 AEER)
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OV RE—RZED

1] _ v > RE—RE E—-RBIFOTR
EES FOvF R >R NERBA RBITIY R
7 (config-subif-range) A =Xy FFTA YT 2 —ADOEH | (config)# interface range gigabitethernet
BUE (config)# interface range
tengigabitethernet
(config)# interface range
fortygigabitethernet
(config)# interface range
hundredgigabitethernet
(BTA VI T 2= VT 7 AEER)
A= F ¥ RNYTA 257 2—ADHE | (config)# interface range port-channel
HEE (MTA I T2 —=AA VT v 7 AIEER)
8 (config-mst) MST OFE (config)# spanning-tree mst configuration
9 (config-adv-acl) Advance 7 1 V¥ DFRE (config)# advance access-list
10 (config-ext-nacl) IPv4 87y b7 4 LT DF’ (config)# ip access-list extended
11 (config-std-nacl) IPv4 7 RL AT 4 LY DEE (config)# ip access-list standard
12 (config-ipv6-acl) IPV6 7 4 VT DE (config)# ipv6 access-list
13 (config-ext-macl) MAC 7 14 V¥ OFRE (config)# mac access-list extended
14 (config-adv-qos) Advance QoS 7 U —DFRE (config)# advance qos-flow-list
15  (config-ip-qos) IPv4 QoS 7u— D& (config)# ip qos-flow-list
16 | (config-ipv6-qos) IPv6 QoS 7 0 —DFE (config)# ipv6 qos-flow-list
17 (config-mac-qos) MAC QoS 7ua—nz% (config)# mac qos-flow-list
18 | (config-msg-list) Ayt — VBRI AFEGORE (config)# message-list <group name>
19 | (config-ip-pbr) [Pv4 R ¥ —=R=2)—TF 1 ¥ T D& (config)# ip policy-list
E
20 | (config-ipv6-pbr) IPv6 RY ¥ —R=Z)—T 1 VT D (config)# ipv6 policy-list
TE
21 (config-router) RIP OFRE (config)# router rip
OSPF O (config)# router ospf
BGP4/BGP4+ D& E (config)# router bgp
22 (config-router-af) RIP ® VRF B DR (config)# router rip

(config-router)# address-family ipv4 vrf

BGP4 @ VRF B DEk
(config-router-af) (ipv4 vrf) €— F

(config)# router bgp
(config-router)# address-family ipv4 vrf

BGP4+DZ7a—N)Lxy b T —T7 D

JE

(config-router-af) (ipv6) € — K

(config)# router bgp
(config-router)# address-family ipv6

BGP4+® VRF B DFHE

B

(config)# router bgp
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IV RE—RZED

I = a7 RE— RS E—RBFIATUR
S FOvF R R R 488 R#&fTaYR
(config-router-af) (ipv6 vrf) €— F (config-router)# address-family ipv6 vrf
23 (config-route-map) route-map D& (config)# route-map
24 | (config-rtr-rip) RIPng OFE (config)# ipv6 router rip
25 (config-rtr) OSPFv3 D% (config)# ipv6 router ospf
26 (config-vrf) config-vrf DFEE (config)# vrf definition
27 | (KT RE—F>- T - D (config)# template
TPL) template £— I
<ITYFE-—F>EEOIYY FE—
K
28 | (KT Y RE—F>- HAMBIYY FOHE (<2< FE—K>-TPL)# insert
TPL-INS) insert £— N
<ATYRE—F>FEEOIVY FE—
.
29 (Ka<w Y RE—F>- BMEIY Y ROHRTE (<a<r FE— F>-TPL)# replace
TPL-REP) replace €— K
<AV RE—FR>FEDaIVY NE—
K
30 | (config-pe-service) PEH—ERa> 74 7L -3 0 (config)# pe-service <pe service id> <pe
E service name>
31 (config-track) Mo Y T DEFE (config)# track name <track name>
32 (config-track-target) BINERNT v JOHRE (config)# track-target name <track
name>
33 (config-axrp) Ring Protocol ®&7E (config)# axrp
34 | (config-applet) Ty MEREOR (config)# event manager applet <applet
name>
35 (config-dest-mirror) RV —R=ZX3IF7-Y2ITDIT— (config)# destination-interface-list
— bOFE <destination interface list name> mode
mirror
36 | (config-shp-mode) ety = —/SE— FOHRE (config)# shaper mode
37 | (config-shp-distr) Ly = — ST —HHBREDHRT (config)# shaper flow-distribution
38 | (config-shp-users) Rty = —/S2—%Y X FDHRE (config)# shaper users-list
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INSA—FCIBETEDIE

INTRA=FIIEETEBEZ, RORITRLET,

K1-2 NSA-IICIEETEDME

NS A—STER A AFB

A Hi | XFEPREFT 2 XFREPE T L neighbor officel peer-group
NATY (), 7v¥=2a7 (), ¥UF
B () CHETZEY,

RA 4% | XFEPERFET 2 XFHUE P ERFE ip host telnet-host 192.168.1.1
NATy (), EUZER () THEETEZ
ED

TIEA)RNE, | XFENREFT 2 XFHUBEDERTF ip access-list standard inbound1

QoS 7u—Y & +4,
R -1 )4,
RV Y —R=A)—F 4
Y7 R N4,

QoS Fa—1Y R4,
REXA VYT —RY
A 4

ENA Ty (), Ty¥—=Ra7 (1), EY
A8 () clETEET,

ip access-list standard 10

IPv4 7 KL X, ANA P ELAALPFO 10ERTEL, T 192.168.0.14
YT hy NI AT OfFZEFy b () TRYDET, 255.255.255.0
TALRH—RTRY IPv4 7 RLZEFEBOANERTT . [Pv4 | 255.255.0.0

7 RUVADHTE Y b2 TIfHRTIER
EREHERLET,

[Pv6 7 FL A

24 RO 16 EHTEL, COMEIO
> () TRUIDET,

2001:db8:1234:5678:9abc:def0:1234:5678
fe80::1

BESDNFS
YHFBLORALFCRETEET. 2L, BAFR—BRETEAVLFHIHE T XFI—F

—HE, RETEZVLERFZRIORLE T, XFI— F—HOEEFLUNOXFERHRIFELE T,
®1-3 XPI—K—HB
¥¥ D-R X¥ $3-F ¥X¥ I$I-F ¥X¥F DI-F XF I-F XF I-K
A 0x20 0 0x30 @ 0x40 P 0x50 0x60 p 0x70
o
A
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
" 0x22 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 s 0x73
$ 0x24 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75




1 ZOYZa7IDOFEHRZA

XF a—R XF a—R XF a—R XF a-—RK XF a—R XF J—R
& 0x26 6 0x36 F 0x46 Y 0x56 f 0x66 v 0x76
' 0x27 7 0x37 G 0x47 \ 0x57 g 0x67 w 0x77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x29 9 0x39 I 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A : 0x3A ] 0x4A Z 0x5A j 0x6A Z 0x7A
+ 0x2B ; 0x3B K 0x4B [ 0x5B k 0x6B { 0x7B
0x2C < 0x3C L 0x4C ¥ 0x5C 1 0x6C | 0x7C
- 0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D
0x2E > 0x3E N 0x4E A 0x5E n 0x6E - 0x7E
/ 0x2F ? 0x3F O 0x4F _ 0x5F 0 0x6F - -
REF=E3]
o BERFF (?) (0x3F) 2 AT %I12d [Cull + [VI 2 A% [?] 2 AL TLESWw, 7z, 5
MFE2EOREL I — - R—A P TRLAL I LIETEE A
[BE T & 2 WRRCF]
KR 1-4 JWETIBUVIHF
XF DB X=F ad—R
FTNT F— b ! 0x22
L $ 0x24
TNV T F— b ' 0x27
t3Iaor ; 0x3B
NY T ATy a ¥ 0x5C
WV T +— b : 0x60
KiEE o { 0x7B
KEEIHED O } 0x7D
[BE D]
access-list 10 remark "mail:xx@xx %tokyo"
W<sfu no.>MN&EH
<sfu no.>DEDHHMZIRDRITRLET,
F 1-5 <sfu no.>NDIEDEHE
158 EF)N EDEH
1 [P8800/S8608 BELYY




1 ZOXZa7MLDFERAF

IRE TN EDEEHE
2 IP8800/S8616 1~4
3 IP8800/58632 1~4
4 IP8800/S8304 BE YV
5 IP8800/S8308 BELYY

B <psu no.>M&IF
IP8800/S8600 O <psu no.>DEDHEE % ROEIRLE T,

& 1-6 <psuno.>NENEE (IP8800/S8600 NIZE)

155 TN EDEEHE
1 IP8800/58608 1~2
2 IP8800/S8616 1~4
3 1P8800/58632 1~8

IP8800/S8300 Tl3, EF LB LVEHT % PSU I & T, <psuno.>DEOHEASELDET, 7L
BRUEET 5 PSU & D, <psuno.>DEOHFEZIRORITRLET,

F1-7 <psuno>NIENEHE (IP8800/58300 NIHE)

LS EFIL PSU #&5ll fEDEH

1 1P8800/58304 PSU-C1 1~2
2 PSU-C2 1~2
3 PSU-E1A 1

4 PSU-E2A 1

5 1P8800/S8308 PSU-EIA 1~2
6 PSU-E2A 1~2
7 PSU-E1 1~2
8 PSU-E2 1~2

BW<nif no.># KUV <port no.>NEEH
<nif no.>DEDFHHE 2 RDRITTRLE T,

XK 1-8 <nif no>DENOEHE

1A% EFIL {EDEE
1 1P8800/58608 1~8
2 IP8800/S8616 1~16
3 1P8800/58632 1~32




1

ZORZaT7ILNDFHEAT

158 EFIL {EDEEH
4 [P8800/58304 1~4
5 [P8800/S8308 1~8
F7z, NIF Z&d<port no.>DEOHFHZIROFIRLET .
% 1-9 <port no.>NENDEE (IP8800/5S8600 NIHE)
158 NIF BYZBEFR {EDEE
1 NLIG-12T 1~12
2 NL1G-12S 1~12
3 NLIGA-12S 1~12
4 NLXG-6RS 1~6
5 NLXGA-12RS 1~12
6 NLXLG-4Q 1~4
7 NLCG-1Q 1
8 NMCG-1C 1
& 1-10 <port no.>DEDERE (IP8800/58300 MiFE)
5% NIF BYZBEFR EDEE
1 NLIG-12T 1~12
2 NL1G-12S 1~12
3 NLIGA-12S 1~12
4 NL1G-24T 1~24
5 NL1G-24S 1~24
6 NLXG-6RS 1~6
7 NLXGA-12RS 1~12
8 NLXLG-4Q 1~4
9 NLCG-1Q 1

B<pe service id>MNEHHE

<pe service id>DfED#HFH X
W<nif list>DIEETTE

<nif list>12ld, NA 7> (-),
FELIEETEET, IHEED

1~1024 T¥,

avw () 2ERALTEHRONIF &#S28ETEEd, £/z, —DD NIF

#WEIL, BiRO<nif no.>DEEICRENE T,
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INA TV FEIdar Il k2 HFEBREDOH]

1-4,8-10

B<interface id list>MiEEHE

<interface id list>12i&, NA 7> (), 2>< () 2HERAL CRISRITEROA —F X2y bDA V¥ T 2 —
AEEETEET, £/, [INZBBRLT—2DA V¥ 71— ABEETEXE T, IEEM[OEHE L, FidD

<nif no.># L <port no.>DHFIZHENE T

s FHEY b =Py bOA V5T 21— ADHE

gigabitethernet <nif no.>/<port no.>[-<port no.>]

c 10FHTEY b —F 2y bDA VT 2 —ADHE

tengigabitethernet <nif no.>/<port no.>[-<port no.>]

s AOFHEY M —H 2wy bDA U F T 21— ADFH

fortygigabitethernet <nif no.>/<port no.>[-<port no.>]
¢ 100 FAHEY b —H 2w DA VYT 2 —ADBFE

hundredgigabitethernet <nif no.>/<port no.>[-<port no.>]

INA 7 rEdar~ic & AEBEEEOH)]

gigabitethernet 1/1-2, gigabitethernet 1/5, tengigabitethernet 3/1

B <channel group number>MN&iHE

<channel group number>DED & ZXKDRITRLE T,

# 1-11  <channel group number>MENEEEFE

IRE EFIL {EDEEHE
1 IP8800/S8608 1~96
2 IP8800/58616 1~192
3 IP8800/S8632 1~384
4 IP8800/S8304 1~96
5 IP8800/S8308 1~192

10

B <subinterface index>N&iHE

<subinterface index>DED i I 1 ~65535 TY,

HW<vlan id>N&H

<vlan id>DED R X 1~4095 TI

BW<vlan id list>NIEEHE

<vlan id list>Zix, N4 7> (-), ar~< () 2HERALTER® VLANID 2 8€T& %9, £/, —D

D VLAN ID b3EETZ 9, BEEOHRE L, snRo<vlan id>DEHEICHEWVE T, <vlan id list>D

e

8

ENBENZL k- 75a, <vlanid list>ORENEZDEIL, BRTOI> 74 7L -3y ELTERR

THIENHVET,
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INA TV Edar I kK2 HEEHZEDOH]
1-3,5,10
[(EEITEROH]

switchport trunk allowed vlan 100,200, 300. ..
switchport trunk allowed vlan add 400, 500...

M<loopback id>MEiH
<loopback id>DED L 0~1536 TY
W97 1 —ADEESE

{27 2= AR TN —TFITHIET 5/85 2 — % <interface type> <interface number>DIgE ik
ERORITRLET,

K1-12 12971 —ADEBERZE

1>9 71— &R <interface type>ICIE8ET S <interface number>(ZIEET 3
TN—> 19 T1—RE 1297 1—REBES

A —=FFy b F Tz —RA gigabitethernet <nif no.>/<port no.>
tengigabitethernet <nif no.>/<port no.>
fortygigabitethernet <nif no.>/<port no.>
hundredgigabitethernet <nif no.>/<port no.>

A=Yy MpTA &7 12— | gigabitethernet <nif no.>/<port no.>.<subinterface index>

8 tengigabitethernet <nif no.>/<port no.>.<subinterface index>
fortygigabitethernet <nif no.>/<port no.>.<subinterface index>
hundredgigabitethernet <nif no.>/<port no.>.<subinterface index>

R—b+F ¥V A %7 x2—R | port-channel <channel group number>

R=bFyr N TAL ¥ port-channel <channel group number>.<subinterface

TJr—RA index>

VLAN A %7 2 —2A vlan <vlan id>

N—=TNy I FT =R loopback <loopback id>

Null >4 7 x—2X null 0

VA=Y AV FR—b mgmt 0

AUX R— b async 1

Wr>971T—REHIETE

BHDOA Y 72— ACEICERZ B L TCRET AHEICHERATAIEESETI, [F1-12 1%
T 1 —ADIEEFRE] DA V¥ T2 —ABINITN—TDHE, WRISRT A V¥ T = — AT — T
THEAL YT 1 —AZBIIA ¥ T 1 —AFER2BETEET,

R e E T AT A ET
« f—HY XY MFTA I TR

11
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e R—hrF¥RNA ¥ Tz—R
e R—FF ¥ HXNYTALA ¥ T —RA
e VLANA %7 —2A

BHOA V7 T2 —AREETHEE, RILA VY Tz — ARV —FICE&ENE A 05 T = — AZIRIE
TEZTH, BRBA VYT —ABININ—T DA ¥ T2 —AZRBETCEZE A

AT

interface range <interface type> <interface number>

7o, ANWERzar< () TRE->THRKRI6EHEETEE T,

[AZ61]

interface range gigabitethernet 1/1-3
interface range gigabitethernet 1/1-3, tengigabitethernet 3/1
interface range port-channel 2.10-20, port-channel 3.100, port-channel 5.200

W<vrf id>DEEE

<vrf id>DEOEEIE 1~1024 T
B<message type>NEREE

<message type>IfEETCEAEEZIRORITTRLE T,

#F 1-13 <message type>(CIEETE 5B

5% IEETEBIE

1 BCU

2 SFU

3 PSU

4 NIF

5 PS

6 FAN

7 KEY

8 CONFIGERR

9 CMDRSP

10 SOFTWARE

11 CONFIG
12 ACCESS
13 NTP

14 SOP-KEY

15 SOP-RSP

12



IRE
16 SNMP
17 SCRIPT-MNG
18 SCRIPT
19 EVENT-MNG
20 SCR-KEY
21 SCR-CNFERR
22 SCR-CMDRSP
23 PORT
24 ChGr
25 VLAN
26 STP
27 AXRP
28 IGMPsnoop
29 MLDsnoop
30 ACLLOG
31 L2LD
32 STMCTL
33 TRACK
34 EFMOAM
35 LLDP
36 Ip
37 PBR
38 DHCP
39 VRRP
40 STATIC
41 RIP
42 RIPng
43 OSPF
44 OSPFv3
45  BGP4 [OP-BGP]
46 BGP4+ [OP-BGP]

DR Za7INDFEHA
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5% EETE3E
47 UNICAST

48 PIM-IPv4

49 IGMP

50 PIM-IPv6

51 MLD

52 MULTI-IPv4

53 MULTI-IPv6

54 MULTI-INFO

55 BFD

14
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2 MAC7RLZF—=TI

mac-address-table aging-time

MACT7 RLAF—T NIy VLT AL -V V& GEE2HELET,

[AFIRER]
EHORE - AE

mac-address-table aging-time <seconds> [vlan <vlan id>]
1FHROHIR

no mac-address-table aging-time [vlan <vlan id>]
[ASTE—K]

(config)
NS X—=9]

<seconds>
I—VVURHEMBEMTRELET. 0 2BELLBEEE, T YV REPEEE 2D ET (Z—
VUITLERA),
1. AT A — 5 AR O W IE
B TEEEA

2 fEDREEEH
0, 10~1000000

vlan <vlan id>
I—-Y VU EERET S VLAN ©® VLAN ID 2f8E L9,

1.AKI8T X — & B RO #HAE
ITARTCO VLAN ICH@ T —Y v TEE 2R ELE T,

2. [EDEEH
[RIA=FIHEETZAME] 2ZHL TS0,

[O7 > REEESOENE]

TV % 300 e LET,
LBEEADEE]

7L

R EED R IRZDH]

DEELER, TERICKBRENET,

CE=ZEIE]

1.VLAN RS X —=%72 LOFREIL, £ VLANIZEZITY s VLANIST A =% 2 LORRESEL, VLAN Y
SR —FIEDHRELFRICIT> 72848, VLAN XS X —¥THEE L/ VLAN L, FOREDIYA
EAPECZD, VLANISS X —F THESINZD» 572 VLAN X, VLANISS X —F L LOREDY

IYEFEELRD LT,

1|

16



2 MAC7RLZAF—=TI

2.VLAN T X —=Z{5E THRE L7EHIE, VLAN NI A= LOHIBRTIRHIRSNEEA. BEL
7z VLAN Z#57E L CHIFR T BN H D 7

BTV IREEEELIBER, FEBEAOLY P BRRERDET ., BEORER, ¥FHRADL
YUY TEMEENEIZL, EOZY NIDEIRESNSEZEFHDET,

[BS@E~ > K]

%L

17
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mac-address-table learning

no mac-address-table learning I~ > Fick>7T, VLAN Z&ICMAC 7 RLRZEE 2MIELE T,
MAC 7 RLAZEZMIET 5 &, FEMEONRELRS VLAN TRELLTV—LIEBT7Iv T 7L

9,
[ASHFER]
HHROERE
no mac-address-table learning vlan <vlan id>
1B D HIR
mac-address—-table learning vlan <vlan id>
[ASE—R]
(config)
NS X—=9]

vlan <vlan id>
ZEMEONRE72 S VLAN @ VLAN ID 2 8E L F 9.

14N T X — & B O F)HE
TS EEA

2. B % i
[T A—=FIITBETZAE] 2L TS,

[37 > NSl OEE]

MAC 7 FLAZEZIIEL EH A
CEEANDRE]

%L

[EXREME D RIRZH]

WEEEER, §IOERICRBSNET,
[E==H]

I.MAC 7 RL A2EE#iMIET B &, R ELS VLAN THEELTW/EMACT RLAT—T7IILZHIBRL
*9,

(BSEDIY > K]

vlan

18
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3 VLAN

aggregate-vlan

VLAN 27 27V — bk VLAN ® VLAN Z)L—FICEEL £,

[AAH]

BWORE - £H
aggregate-vlan group <group id>
1BHROHIFR

no aggregate-vlan

[AFTE—NK]

(config-if)
VLAN A V%7 x—2R

[INT X —9]

group <group id>
VLAN Z)L—7® ID #$8% L £ 9, aggregate-vlan-group 37> K TEREFHAD VLAN 7L —7
ID ZHEE LTS,

1.4 T X — & B O F)HE
HWTEEEA
2B D E
1~2048

(3~ > NElEROEF]

727U 4# =k VLAN ® VLAN Z b —7%#RE Lt Ao
CEEANDEE

L

(EXE BN S BRZZH]

EEEER, TUERICRBENET,
CEEZFIA]

ARV

2

(BSEDY > K]

aggregate-vlan-group
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aggregate-vlan-group
727V — b VLAN ® VLAN 7))L —7%2HELE T,

[AFHA]

BWORE
aggregate-vlan-group <group id>
BHOHEIR

no aggregate-vlan-group <group id>
[ASE—RK]
(config)
[N A—=F]
<group id>
VLAN ZV—70 1D 2 E L £ 7,
1.AST X — & BREE O FHAE
BB TEERA
2. BB 7E Hi
1~2048

[O<7 > REEREFOENE]
72 % —k VLAN ® VLAN 7L — 72 %ELEH Ao

[EEANDFE]

[EXEMED [ IREZH]
REMEEFER, TIOGERICKBESNET,
CE=ZEIR]

zL

[BSEIT > K]

aggregate-vlan

3 VLAN
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3 VIAN

description

VLAN O R#HBEZBELE T, VLANIZOWTOAEE L TERHTEE T, 8, AHEZ
a< > K show vlan % ifDescr (SNMP MIB) THEEETE 9,

AT

EHRORE - ZE
description <string>
1HHROHIR

no description

[AIE—R]

(config-if)
VLAN A %7 2 —R

4

i
Y]
N
i
i

[INSX—95]
<string>
VLAN O R#HAZHREL £,
1. 4085 X — & gk O R HAE
BB TZEEA

2. B EHH
64 XFLNDOXFF 2 TN +— b (") THATRELET. ANTRRAXFIR, ERFER
BXLFTTo ANKFINIAR— AL EORKPXFrEE B VGG, XFEFyTLV7+—H (")
THELGS THLRETEE T, F#MIE, VST X—FITEBETESME] O [MEROEYI] 258
LTS,

[O7 > RERBEOEIE]

=L

LCEEANDRE]

=L

[EXTE(E D [ IRZZHE]

EELER, ¢IOERAICRRENE T,
CE=EEIHE]

AQV

2

[B8EIY > K]

AQV
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3 VIAN

down-debounce

VLAN WOHMETREZL R — b 70 %5572 & ZIZ, VLAN DB Y T V35 TORBERHEZREL 7,

[AAFEE]
BROKE - BH
down-debounce <seconds>

HMOHIR

no down-debounce

[ATIE—NK]

(config-if)
VLANA %7 —2A
[INSA—%]
<seconds>
VLAN ROHREATEER R — M A2 2 o7 & ZIZ, VLAN 27 9 % & TORIERR %2 BN T
ELET,
L AT X — 5 B OWIHE
BRTEEEA
2 MED R TE b
1 ~180

[T~ > RElEROEF]
VLAN WOHMITREL R — k272 < %2572 £ E10, EHICVLAN 97 Y LET.

[EREANDRE]

230

[ERENE D R ERZZH]

BEMEER, TIOERICRBINET,

1. RISR T 22 VLAN NOFBETRE R R — " AL o 1B 8%, Ko<y RTOHREEICH»IPDS
3, TICVLANBY 7 LET,
o VLANICFRET A AR— "7 oz &
e shutdown I~ > KT VLAN OIREEDS shutdown 127z o7z & &
2.VLAN O™ Vi BIEFRICHEBEZEE LB, ZELUZBE»OLEEROHREMES, VLAN DS
TUNEBELE T,
3.VLAN O %7 VBIEHRICEREME X IR L72581E, BIBR LIS TVLAN Y Y LET,
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3 VLAN

(BSEDY > K]

L

24



3 VIAN

interface vlan

VLANA V¥ 72 —REFELET. Ka~v > N2 ANT A&, config-if £— NIZBITL, WHR VLAN
AT T2—RIZIP T RL AR ERRETEET,
[AFIAZR]
BHRDERTE
interface vlan <vlan id>
BHOHIR
no interface vlan <vlan id>
[AAE—R]
(config)
[INSX—F]

<vlan id>
VLAN ID Zf8E L £ 9
L. ANT A — 5 AR OFIE
BB TEELEA

2. B R EHH
[T RX—=FIZTBETEAE] 2B LTI ZE0,

[37 > BB OEF]

L

[BEEANDRE]

L

[EE (B D S BREZH]

EEEER, §IGERICRBSNET,

[E=EIA]

1. <vlan id>IZKEED VLAN ID #{5ET 5 &, VLAN BERSNET,

2.vlan 2= FB L Vinterface vlan I ~v > R TERK S 7z VLAN 1Z, no vlan, no interface vlan ®
EE550a2v Y RTHHIRTEET,

B

[BhED7 > K]

vlan
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3 VIAN

isolate-vlan

74V L —bF VLAN 263 LET, 7TAVL—FR— T, IRTOBERZEHRLE T,

AR
BROH

isolate-vlan
1BHROHIR

no isolate-vlan
[ATE—R]

(config-if)
VLAN A V%7 x—2R

/NS X —9]
2L
[O~7 > REREFDENE]

74 Y L — b VLAN I3EXTI,

LEEADRE]

CEEZIE]
ARV

(BhEDY > K]

AQV
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3 VIAN

shutdown
VLAN 23 v » NI RBEICERELE T,
[AAFE]
BWORE

shutdown

H|MOHIFR

no shutdown
[ASIE—K]

(config-if)
VLAN A V%7 x—2X

[INFX—4]

L

[O7 > REEREFOEE]

L

LEEADEE]

VLAN TOBEAIELELET,
[EREME D I BRZ2HE]

EEEER, TOERICRBSNET,
CESEIE]

1.SNMP @ SetRequest # XL — 3 ZHA LT, SNMP v —Y v 56 ARIV Y RERETEELT,
SNMP @ SetRequest 7RV — 3 V2 FEHALTARIVY RERE LGS, ZOREIFI T4
L—YavicRMEnEd,

[BS@EIY > K]

ARV

E
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3 VILAN

switchport access

28

TIRAR=FDBEREHFELE T RELLERIIN RV ITR= D77 X VLAN ICH KBS
NE9J,
AFFER]
WROBRTE - ZF
switchport access vlan <vlan id>
HHROHIR
no switchport access vlan
[ASTE—K]
(config-if)
A—PVA2v M UFTz—A, K= F¥RNA YTz —2R
NS XA—=9]

vlan <vlan id>
AT 1 —ABEESNZ VLAN (727t AVLAN) OF7 7L AR—MIHRELET, brxVU v
TR=+DT7 71X VLAN bIEES N/ VLAN &0 F7,

1485 X — & AR O R HAE
BB TZELEA

2. (B F%E
[RTRA=FIZIBETZAE] 22BL TS0,

[3v > REEEROEE]
EOVLAN ICbFiBE T, BECHERTEE A,
CEEANDRE]

VLAN ZHIkk L7-184, HIBRNRELS VLAN DT L—LDB—BHIC TSy T4 7 T52ED8HDF
j_o

[EREME D R IRZZH]
EEEER, §OEHICRBENET,
CE==IE]

L. oYY TE—RTIE, 7L —A4IC VLAN Tag BfF0nTnah»E3 »Iicffka<, 727X VLAN
T7LV—L%HNET,

7

[B8EOY > K]

switchport mode



switchport isolate

TAY L — b R—bDOBEREZZELE T,
AR
B

switchport isolate vlan <vlan id list>
BHOEE

switchport isolate vlan {[add] <vlan id Llist> | remove <vlan id list>}
BHOHIRR

no switchport isolate vlan

[ABE—NK]

(config-if)
A—HV2Y MU Tz—A, K=+ F¥RNA YTz —2R

[INTA—=F]
vlan <vlan id list>
TAVL— b R—F ET, IXRTOBEZERT S VLAN 2RELET,
1.4 T X — 4 B ORI HHE
BB TZEHA

2. B EHFE
[T A—FIIEETZAMHE] 2ZBL T2 0,

{[add] <vlan id list> | remove <vlan id list>}
BEFEAD VLAN J 2 MMIxf LT VLAN 2B, F7-3HIBRLET,

[add] <vlan id list>

3 VLAN

EEHEAD VLAN U X M2 VLAN ZEMLE9, add ZEBE L-HELECEEICLZDET,

remove <vlan id list>
HBEEAD VLAN U X b5 VLAN ZHIBRLE T,

1.4 T X — 4 B O F)HE
BWRTEEEA

2. B EHH
8T A —=FIIEETEAMHE] 2B LTLL7ZE 0,

[O7 > REREFDEE]

L

LEEANDSE]

HELRZ VLANDOTZA VL —bhR— ET, IRTOBEZEHLET I,
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3 VIAN

[EXEME D R IRZH]
WEBEER, §IOERICRBSNET,

L7414V V—bF— FMETEEZERTT 5701018, 8&FE L7 VLAN IZ isolate-vlan 2+ > RZRET
DNENHDET, £z, BE L7z VLAN % switchport access I~ > R & 7z1d switchport trunk =
YU RTCRETAMLENIHDET,

(BSEIY> K]

switchport mode
switchport trunk
switchport access
isolate-vlan
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3 VIAN

switchport mode
VLAN TOR— MERIZHREL T,
[AFIFER]
HROKE - BE

switchport mode {access | trunk | dotlg-tunnel}

BHOHEIR
no switchport mode
[ASE—RK]

(config-if)
A —=HPFXY b VFT2—A, F=bF¥RNVA2FT 2=

[N A—=9]
{access | trunk | dotlg-tunnel}

VLAN TOR— MERIZRELE T

access
A= 2T I7LRAE-—FIRELET. 77 AE—FDOR— MI—D20D VLAN ZIJ THHATE
9,

trunk
R—b2 S I7FE-RNIZHEELET, T2 E—NTIE, Untagged 7L —24 &, Tagged 7
L—L%EZELET,

dotlg-tunnel
A= 2roR) U TE—RICHRELET, brRU Y TE—FRTI, ZELEZT7L—40 VLAN
Tag DEEICHEREL, 77V AVLAN T7 L—L%2EZELET,

1485 X — & AR O X HE
B TEEEA

2 [EDOHEEEH
AV

[O7 > REEISOENE]
H— MERIZT 7t ZE— R T,
LEEADE2E]

R— MERIZEE L 72HE, TOXR—MIRESN TS VLAN P—EHllrEhEd. o0& E, VLAN
DT V—LIB—RICT Ty T4 > TTHIENHVET,

[EEME D RERZZH]
BEEEER, TIOERICRBENET,
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3 VLAN

32

CE=EIA]

L. b2 7®—RICHRELBA, sw1tchporttrunk:17/]\’Callowedvlan’a? BELTL SV, b
T2 E—RIZEREL, allowed vlan AMRESNTLARVES, FHR—-FTEITRTOT L —L40
BEREINET,

2.AR=PELRF Y RNTIL—TICIP T RLVARAE/ETTA Y T —AZHELTC, PA VYT z—
ZELTHEALTWAIBE, Kav >y NIEHTEEHA

3.7 74N BLUOKRITVY RTCR— MEFIFRE SN A— N ELEF Yy INTN—TEIP A%
7z —R&LTHERT 2FAE, no switchport mode I~ > R TR— MERIZHIIRT 20ENH D £
EE

4, bR Y TE-RIEELRBES, 7271 A VLAN I switchport access 3¥ > R TEREL T,
772 A VLAN BRESN TV WIGES, M) I R—MTIRBETEEtA,

(BSEIY> K]

AQV



3 VLAN

switchport trunk
PR OBHRERELET,
[AFIER]
BROK

switchport trunk allowed vlan <vlan id Llist>
switchport trunk native vlan <vlan id>

H#ROEE

switchport trunk allowed vlan {[add] <vlan id list> | remove <vlan id list>}
switchport trunk native vlan <vlan id>

HROHIR

no switchport trunk allowed vlan
no switchport trunk native vlan

[ATTE—NK]

(config-if)
=YXy M ¥ Tz2—X, KR=bFr XNV Tz—A

[INSA—%5]
allowed vlan <vlan id list>
NI UIR—-PNTERET S VLAN ZRELE T, FEESNTWVWVLAN DT L—AIZFEELET,
1. AT A — 5 BigR O FIHAE
B TEERA
2 MED R E
[RIRXA—FICHBETESME] 2ZBLTLIEZS 0,
native vlan <vlan id>
%4747 VLAN (Untagged 7 L' — 4 %#E%{E9 % VLAN) ZREL 9, Untagged 7L —L%
EZETH720ITE, 21T+ 7 VLAN 218E T 20E N HVET, 17«17 VLAN % allowed
vlan 785 X —Z IZFE L2 WA, Untagged 7L —L2FEELE T,
L. AT X — 5 BRgR O FIHE
BB TEELTA
2. [EDEEHFH
[T RX=FITHEETE2ME] 2SR L TS0,
{[add] <vlan id list> | remove <vlan id list>}
EEFEAD VLAN U Z M LT VLAN %3801, F/I3HIBRLET,
[add] <vlan id list>
FBEFEAD VLAN U A MI VLAN 2EIMULE 7, add 28 L-5E BRI CEEICZD £9,
remove <vlan id list>
BEFEHD VLAN J R +7»5 VLAN ZH[BRL £ 7,
LA T X — 5 B O FIHE
B TEEHA
2 MED R E b

33



3 VIAN

34

[T A—FIIBETZAME] 22BL TS,

[O7 > RAREFDEIE]

% Lo switchport mode trunk 3> R TR I V7 E-RIZRELTWT, K<Y F2EKET 5 LEF
TEE¥A,

LEEADEE]

VLAN ZHIB U5 E, HIBNRELSD VLAN DT L—LDB—BNIC TSy T4 v 7 T52E8H0DF
@_O

[EXTEME D R IREZHE]

EEEER, 3 <IOERIIKBmENET,

REICE]

1. I 77— FRIZRELLEE, 47 allowed vlan 28 E L TL 2 & Wy, allowed vlan "R ESNT
W WIEEIE, ZUA Y T —ATIE T LV —LEZEEZITVERA,

2

(BEIY> K]

switchport mode



3 VILAN

switchport vlan mapping

Tag ZHBERT Y MU EZRELE I,

[AAFEE]
BROKE - BHE

switchport vlan mapping <vlan tag> <vlan id>
BHOHEIR

no switchport vlan mapping <vlan tag> <vlan id>
[AHE—RK]

(config-if)
=XV b VFT2—A, F=bF¥ RV 2FT 2=

[INSX—5]
<vlan tag>
LAN b T % VLAN Tag OEAIEEL .
1L.AINT A — & BREE OFHAE
BB TEEEA
2. fED R EEH
1~4095

<vlan id>
TV —4L%H>5 VLAN ® VLAN ID 23 € L £ 9.

LA T X — & BIEE O F)HE
BETEEEA

2. B EHF
[T RX—=ZIZTBETEAE] 2B LTI ZE0,

[O7 > REEEFOEE]

Tag Z# L £t Ao

LEEADRE]

%L

[EXEME D R IREZHE]

EEEER, §IERICRBMESNET,

CEEEIE]

1. Tag BEEFHMICT 57201213, switchport vlan mapping enable I~ > R IEET 2 MBS H D &

—a—O
2. Tag BH#UL, ZER— P FUIE-FOEELRTEHTT,

2
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3 VIAN

3.%A 547 VLAN Tld, #2957 L —LAI2 VLAN Tag #2772, Tag BHEEELTH
EEICIEBESNE T A, VLAN Tag, VLANID I, %4 5+ 7 VLAN @ VLAN ID #$5%& L7z 1>
TLEEW,

(B8ETY > K]

switchport mode trunk
switchport trunk
switchport vlan mapping enable
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switchport vlan mapping enable
Tag Z#ZBIILET,
[AFIFER]
BROTE

switchport vlan mapping enable

IEEHQLEUIES

no switchport vlan mapping enable
[AFIE—R]

(config-if)
A —=HPFXV bV T2—A, F=bF¥RVA2FT 2=

[INFX—9]

L

[O7 > REEREFOEE]

Tag ZHITENTT .

LEEADEE]

L

[ERTEME D R BRZZHL]

EEEER, TOERICRBSNET,
CEREIE]

1.Tag Z#1% 9 5 7-9HI21%, switchport vlan mapping I~ > REIEET 2RENH D £9,
2.Tag B, HER— SV IE—ROEELEFEDTT,

2

[BhED7 > K]

switchport mode
switchport trunk
switchport vlan mapping

3 VILAN
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3 VLAN

system vlan-statistics-mode

38

AV T =AM E—RERELX I,

RISV RTA VI T2 —AMEFE—F 2 LAV 2T L—LAICERET 5 &, VLANBEEOL AV 2
FHMERAEBETEE T, VLANBEDO LAV 2 MEMERIL, EH I~ > Nshow vlan, BXU MIB D
interfaces 7 )L —7& ifMIB 70— CHERTE £ 9,

BB, KAV RERETHE, RITRT LAY 3HH Ty bO—EORFHERPEUF TS 2< 2D X
—a—o

e IR
show ip interface, show ipv6 interface, show ip-dual interface, show ip urpf statistics, show
ipv6 urpf statistics

« MIB
interfaces 7V —7, ip Z)L—7, ifMIB 7V —7, ipvéMIB 7L —7, axStats 7 )L—7

[ASFE]
B OEE

system vlan-statistics-mode layer2

IR OLlES

no system vlan-statistics-mode layer2
[ASIE—R]
(config)
NS AX—=F]

layer2
AT —AMETE—FZ LAV 2HHT L —LICLET,

1. 485 X — % BB O W BE
HBWRTEETEA

2. B % E i
L

(27> RSB OBF]

AU T —RAFETE—RZ LAV 3HF#H Yy LT,
LEEN DR E]

%L

[(BREME D RIRZZHE]

EEEER, 2 PSUZHEETLHIETRMINET,
CEF=EIA]

ARV

2



3 VLAN

[BHhEI<> K]

ARV

39



3 VILAN

up-debounce

40

VLAN —E45' > Ulzd EFBE VLAN WISEEARE A A — bARE L & 212, VLAN AT v 795
L TOBEREZHRELEZ I,

[AFIRER]
WHROBE - B

up-debounce <seconds> [extend]
HHROHEIR

no up-debounce
[ASTE—K]

(config-if)
VLAN A %7 2 —R

[IN5 X —9]

<seconds>

VLAN PICEERTREZR R — b FAE L7 & Z1Z, VLAN A7 v 79 5 £ TOREEREZHHEA T
LEd,

1485 X — & AR O 1 HAE
ERTEELEA

2 fEDREHF
1 ~3600

extend

VLAN @7 v 712xt9 % VLAN debounce BEREDENEZMEAZILEE L T, IROZETHEIMET AL DI
LET,

o« EELER
* no shutdown <> FT VLAN OREP Up il >7- & &

e VLANA V¥ T2 —AD T v 7EEICE>T, VLANA V¥ 7 2 — ZADOEMN & 7 IREED
A AN A =1

1. 485 X — & BB O HE
VLAN debounce #EEDBNEZMZIFEL T HA

2. [EDFEEEH
A9V

[37 > &R OEE]
VLAN WIGEEFREA AN — P ARE Lz &I, ESICVLAN AT Y FLET,
GBIEANDRE]

ARV



3 VIAN

[EEME D R ERZZH]
BEEEER, §IOEAICRBRENE T,

1L.VLAN ©7 v TRERICHEMBEEZEE LIBEIR, BE LCRED SEEROREMS, VLAN O7 v
THBELET,

2.VLAN O7 v TEERICHEMBZEIR L-5E1E, HIFR LS T VLAN Ty FLET,

[BEEOY > K]

ARV
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3 VILAN

vlan

VLAN B9 2THEHZREL X T,

[AHFER]
O

vlan <vlan id list>
1BHROHIFR

no vlan <vlan id Llist>
[ASTE—NK]
(config)
[INTA—=9]

<vlan id list>
O VLANID #—fEEE L E 9§, D TIEET S VLAN ID BEENTWBRIEE, #Hd5

VLAN 2 #5UC(ER L £ 3o
1485 X — & B RO TIHIE
BIETEEEA
2. [BORERER
[/$9 2 =5 IHEETE HIE] #BEL TS,
(37> NSRS DOBNF]

VLAN ZZE L FHE A

CEEADEE]

%L

[(EXEMED R IRE2H]
FEEER, FSIERICRBENET,
CEFEEIA]

l.vlan 2> R T VLAN %2459 5 &, interface vlan 2< > K2 7E L72158& L FMEIC VLAN 1 > %

Tz —=APMERESNE T, vlan Tv > FB X Pinterface vlan a2~ > R TERBE 17z VLAN IX, no
vlan, nointerface vian ® &5 50 a<v > RThHHIBRTEE 9,

7

(BSEDY > K]

interface vlan
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3 VLAN

vlan-mac
VLAN & MAC 7 RLAZERHI A EZRELET,
[AAFEE]
BIRDOKE

vlan-mac

IEEHQLEUIES

no vlan-mac
[ASIE—K]

(config-if)
VLAN A V%7 x—2X

NS A—F]

L

[37 > REESEFDENE]
%8 MAC 7 FL A% ER LE T,
LEEADEE]

MACT7 RLAZZEELZVLANDIPA V¥ T2 —ADBNST-AY T L, BEIELELET. MACT
FLUAEER, [PAYYT—ANTy 7L, BEIPEALET,

VLAN OREERZZE(L L2 e0, LAY 2BEICIHES D St A,
[EXEME D R ERZZH]

vlan-mac-prefix 2v ¥ FARESI N TV 2HEIE, RELER, §IGERAICRBESNEY, vlan-mac-
prefix A< RPHFRE SN TV WEEIE, vlan-mac-prefix I~v > R2ERET HE TRBShEH A,

CEEEIE]
L
[BS@EI<Y > K]

vlan-mac-prefix
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3 VLAN

vlan-mac-prefix

VLANZCEMACTZRLVADTS LT 4 w7 ABZHRELE T,

VLAN && MAC 7 RUZAEHT 254, Kad~v> RTEELLEIC, VLAN JEICHE TR
ZTRIEY MIMMAT, MACT7 FLAZERLET,

[AFIRR]
EgORE - BH

vlan-mac-prefix <mac> <mask>

IEE QLI

no vlan-mac-prefix
[ATE—R]
(config)
NS X—=9]
<mac>

VIANZEMAC T RLAD T L 74w 7 AREELE T,

LANG X —% OEUER OFIEAE
BRTEEEA

2 fEDREEEF

YILFFXALMACT FLA (GEEENA MO NMIEY 1 O7 KL A) BSO MAC 7 L
A

<mask>
MAC 7 RLADTAZIZT B EMNEY by -V ZEELE T,

1785 X — & D&M OGIHHME
BWTEELA
2. B E HiFH
on THHEy MHEHEN,S 8~32 ¥y MERE L8y — >

[O7 > REEERFOEIE]
EEMACTRLUAZMEHLET,
LREADRE]

MACT7 RLAZEE LA VLANDIPA V¥ T2 — APV TAY YV L, BESELELET. MACT
RLUAZEE®, IPAVYT—ANBTv 7L, BEIFSFEHRLE T,

VLAN OREIZE(L L7207, LAY 2 BEICEHES D A,
[EREME D R IRZH]
BEEAER, TIOERICRBENET,
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[EEEIA]

ARV

[BHhEIY > R]

vlan-mac

3 VLAN
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3 VILAN

vlan-mac-suffix vlan-id

46

VLANZCEMACT7RLADY T 4 v 7 ARHELET,

VLAN T& MAC 7 FLAZ{ERT 2HE, MAC T FLADTAIE Y FERIZ VLAN ID OfE % {H L,
MAC7 FLAZERLE T,

[AFIRZR]
BWOH
vlan-mac-suffix vlan-id
IEE QLI
no vlan-mac-suffix
[ATE—R]
(config)
[INTA—=9]
L

[O7 > REEERFOEIE]

VLAN & MAC 7 RLAZERT 254, MAC 7 KL ADF{I 16bit 12 VLAN ID & 0—EDED
HEWICEIDFeonEd,

LEEADRE]

=L

[BXTEME D R BREZHE]
RELWHIKRODE, BBABEHT S ECRBENET,
CEREIA]

1A Y REREEZIIHIR L CEBLABHEH T A5E, 207471 —2 a3 VORERIZEL-> T,
EEBEOEHIGEELI VD LEVWEESEH»2ZEPHVET, Ko~y REREFIHIRT 5 & X213,
a7 47— aryEPDHEABOREBICELTLSEEL TL SN,

2.VLAN & MAC 7 FL A Z{#ERT 535A 14, vlan-mac 2 v > FE XU vlan-mac-prefix 2< > KD
REMBETT
[BHhEd7> K]

vlan-mac
vlan-mac-prefix



3 VILAN

vlan-up-message
VLAN 287w FTE72E 57 2 LIZiBED, YATLAA =V AZEFIELET,

[AFRZR]
BROBRE

vlan-up-message

IEEHQLEUIES

no vlan-up-message
[AFIE— K]

(config-if)
VLAN A V%7 x—2X

[INTX—9]

L

[O7 > REEREFOEE]

VLAN 57 v 7E 721357 2 LB, YATLAvE—V%2 A LE A
LEEADEE]

L

[EREME D R BRZZHE]

EEEER, TOERICRBSNET,

CE=EIE]

ARV

2

[BSEO~Y > K]

AQ
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4 ZNZ>TV—

instance

TIVFTFIWANZ Y I —D MST A Y AY > AICFET 5 VLAN 2R ELE T,

[AFIRZR]
FRORE - AH
instance <mst instance id> vlans <vlan range)
1BHROHIR
no instance <mst instance id>
[ASTE—NK]
(config-mst)
NS X—=9]
<mst instance id>
MST A VA% AID #%ELE T,

1485 X — & AR O R HAE
BB TEEEA

2 fEDREHEF
0~4095

vlans <vlan range>
MST A > A% > AICFE Y 5 VLAN Z2RELEdo —DD VLANID Z2RETZ 213D, NA 7>
(-), av~ () 2#HLTEKD VLAN ID O—EREL TS LT,

1L.AN T X — & B OF)HE
BB TEEEA

2 fEDOREEEH
1~4095

[O<7 > REBREFOENE]
FTRTOVLANDPMST A > AZ > AIDOICFRE L9,
LEEADEE]

spanning-tree mode 37> KT mst ZFE LTV 55H, MROYOFEEICE->T, RO YOER
PRTIHETEEREZDET,

[EXTEME D R IREZHE]
BEEEEE, TIERICRMBENET,

CEE=EIE]

I.MST 1 > 2% > A IDO ICBET 21E#®IE, show I~ FTIEERLEE A,

2.MST A VA& > AIDOICIE, EDPOMSTA VA Y AICBLTWEW VLAN I RTHPHBELET.
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4 —RNZ>TVY—

B3FEUMSTY =3 2RI A0, MSTA VAY VAID EARTY Y RTERET 5 VLAN ID,
BEUname a<v > ROEE revision Iv > ROfEZ MST VY —Y a3 VN T—HESEADLENHD F
j_o

[BS&ET< > K]

spanning-tree mst configuration
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4 ZNZ>TV—

name

52

CILFTINANZ 7)) =D —D 3 VEHBAINT B-DOXEFNE2HRELE T,

[AFIRER]
EHORE - AE

name <name>

1BHROHEIR

no name
[ASTE—K]
(config-mst)
NS X—=9]
<name>

V=2 a BT 200X FERELET.
1485 X — & AR O R HAE
BB TEEEA

2 fEDREHEF
R XFLAOXFINETTLT +— b (") THATHRELET . ANATRRAFI, EHF LR
BKXFETY o ANLFINIAR-ZA L EORKFEXFeaExmVFE, XFNETFTLV75—1 (')
THEZS TORETE LT, ML, [NIA-FIHETZSE] O [MEROXFY]] 2R
LTL7ZES W,

(37> REBEROEHF]
AQV
LBEANDFE]

spanning-tree mode v > RTmst 2 EL TV AHE, MO YOHEFHEICE->T, MR YOEMR
PETT2ETHEEMELDET,

[EXTEME D R IREZHE]
BE/EER, TIGERICRMBENET,
CFEEIE]

IL.LEICMST Y —2 a v afEmRT 57-0101F, Ka~v > ROfEE revision 2> FOE, BLPMST 4
VA&V AID & instance IAv Y RTERET S VLANID # MST U —Y 3 VN T—H S 50N
HDEI,

(BhEDY > K]

spanning-tree mst configuration



4 —RNZ>TVY—

revision

TIVFTNANRZ Y TV —D) =V a v EBAT 57009V Y a VEBERELET,
[AFIAZR]
BROKE - BFE
revision <version)
BHROHEIR
no revision
[AHE—RK]
(config-mst)
[INSX—F]
<version>
V=V arvaHTA00VEYa VESEBRELE I,
1.AST X — & BREE O FHAE
BB TEERA
2. B DB 7E Hi
0~65535

[O7 > REEREFDENE]
revision 750 TEMEL £ 9
LEEADEE]

spanning-tree mode 2v > KT mst ZFEE L TWVWAEE, FNRuYOEREICL-T, M ROYOER
PRTIHETEEBHEZDET,

[EEME D R ERZZH]
EEEER, §OEHICRBENET,
[EREIR]

I.AUMST Y —Y 3 2T A5-0121%, A2~ ROfEE name I FOE, BEUPMST A >~
2% A ID & instance A< Y RTRET S VLANID 2 MST U —Y 3 VN T—HSE2DLENNH
NEF,

2

[BHhEIY > K]

spanning-tree mst configuration
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4 ZNZ>TV—

spanning-tree bpdufilter

HWAR— MIBPDU 74 LY BERERHRTELE T, ATV RIE, 3XRXTCORNN=> 7YY — (PVSTH,
SUTIWANRZ YT ) —, RV F IR TV =) OFEA— MCEALET,

AT

BHRDOERE
spanning-tree bpdufilter enable
1HHROHIR

no spanning-tree bpdufilter
[AHE—R]

(config-if)
A—PVA2 v MU Tz—A, K= F¥RXNA YTz —2R

NS A—9]

7L

[O~7 > RAREFDENE]

7L

LBREADEE]

7L

EREED R IRZDHE]

LEELER, TERICEBRESNET,

l.ARa< Y REFELLSE, BPDU H— FRREIZENE 2D £,

(BSEIY > K]

ARV
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4 —RNZ>TVY—

spanning-tree bpduguard

MR- NI, BPDU H— FEREZREL LT, A2 R, IRXTOAN=VZY ) — (PVST+, &
YUNIIRZ2TI) =, INFTVANS= 7)) —) OFEAR— MT#EA L, PortFast ez #HE L
JeAR—FTEMELETD,

[ASFER]

BMOKE - BFE
spanning-tree bpduguard {enable | disable}

B OHIbR

no spanning-tree bpduguard
[AHE—R]

(config-if)
A =YXy M VI Tz—A, R=FrFF¥RNA T Tz—2R

[INT X —9]

{enable | disable}
enable 28 E L7254, BPDU H— F¥REREA L £ 9, disable 28 E L7254, BPDU /i — i
BEDEILZBA L X7,
LA T X — 5 BEEE O P A
B TEZEHA
2 fED R E i
=L

[37 > REESIFDENF]

spanning-tree portfast bpduguard default 2~ > FOBEEICHENE T,
[EEADEE]

sL

[EXTENE D S BREZHK]

EEEER, §UGERICKBESNET,

BEI=E]

%L

7

[BSEIY > K]

spanning-tree portfast default
spanning-tree portfast
spanning-tree portfast bpduguard default
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4 ZNZ>TV—

spanning-tree cost

FUR—PDNIATANZHRELE T, A7 R, IRTORNN=ZV TV — (PVSTH, Y7 LA
=) — 2 LF NS 7YY —) ICEALET,

[AF3FER]
WHROBRE - A

spanning-tree cost <cost)>

1B D HIR
no spanning-tree cost
[AHE—R]

(config-if)
A—HVA2v MU Tz—A, K= F¥RNA YTz —2R

[IN5 X —9]

<cost>
IATIAMEZRELE T, TAMENNSVIEE, FHTEHT L —LZEETAR—-—MELTERT
AU REENELS ZDET,

1485 X — & AR O R HAE

B TEELA
2. B E i
spanning-tree pathcost method 2~ > FT short %87 L 72356
1~65535

spanning-tree pathcost method 2~ > N T long 28E L7255 &
1~200000000

(27> REEBEFOBE]

spanning-tree pathcost method 2~ > FOREIHE->T, WNAIA M ZBEALET,
LCEEANDRE]

ARV

(BXEME DR IRZ2H]

EEEER, §IGERIIRMINET,

REIEI]

1. spanning-tree vlan cost 2~ > K, spanning-tree single cost 2~ > F, %7zl spanning-tree mst
cost ATV REFHELTVWAESIZ, Aavy FOEITERALET A

2.spanning-tree vlan pathcost method 2+ > FX7:1& spanning-tree single pathcost method I+
VEREHRELTWABEEIE, AIv Y ROEIGEALE A

BNAOAMEEZEETSHZET, FMRUIVEEIHKETLHHEENPHVET,

7

I
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[BEEOY > K]

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree

pathcost method

vlan pathcost method
vlan cost

single pathcost method
single cost

mst cost

4 —ZNZ>TVY—
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4 ZNZ>TV—

spanning-tree enable

58

AN 7)) —DOEEZBLE T,

[ASRER]

BRMOHTE
spanning-tree enable
1BHROHIFR

no spanning-tree enable

[AFTE—NK]

(config)

[INSX—9]

%L
(37> &S O]
%L

LEEANDRE]

%L

[BXEME D RIRZZH]
EEEER, TIGERICKBISNET,
CFEE=IE]

%L

[B3E3<> K]

AQV

7



4 —ZNZ>TVY—

spanning-tree guard

FUR—DMIZ, H—FHEEEZBRELE T, Ka7 U R, IXRTCORI= 7YY — (PVST+, 7L
A= TV =, TLF TR 7YY =) OFEE— MEALET.

AT
BWMORE - BHE

spanning-tree guard {loop | none | root}
B OHIFR

no spanning-tree guard

[ABE—NK]

(config-if)
A—HPB2Y MU Tz—A, K=+ F¥RNAF Tz —2R

[INT X—49]

{loop | none | root}

lOOp %nﬂﬁ 1/7‘; 7'5]'[], nzéT ]\ Lsﬂ/ 7077 ]\1% %i@ﬁﬁ Li@_o 7)]/9‘_70}I/X/{)—:‘/7\\y ]) —‘(\\Li
N—TH—FIIEELEEA

none ZRE LB E, I KR— 0N — FHBEZELLET,
root Z&E L7zHe, EER— M- H—-FleEE2ERALET.
LA T X — 5 BEEE O P HHE

B TEEHA

2B D e i

=L

[O7 > REEEEFDENE]
spanning-tree loopguard default <> FORBREICENE T,
[EEANDFE]

BPDU Z2ZELEZWVWA— R F ¥ R TIN—TIIN—TH—FE2BEL-RETR— NP UP T5&, %
YR— N TOBED, FAIFELIIBEETELETRESEHPZBE5HVE T,

(52 TENE O SR BREZH]

spanning-tree portfast default 2~ > N % 7z1% spanning-tree portfast 2~ > NOFE ZHIbk L7215
spanning-tree portfast default 2~ > F & 7z1% spanning-tree portfast 2~ > FAERE S Fh“(b\trb\ﬁi
BTARV LAY 74 7L —2ary2EETHE, ISILEEROETEMAMIBLES,

BEI=E ]

1. spannmg -tree portfast default 7~ > N %7z spanning-tree portfast 2~ > FAFRES N TN S
BlERMENEEA

2 —TFH— REER, BERE, JUE, K—FOUP (Fy 2T —F2NIF 2D UP b && %
T), AN V) —=Fu s S LA0FEE, AN 7Yy —FuraVoOBREERERER L

il
3
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4 ZNZ>TV—

BEE, L—7H—FPEEL, K- P T7uvrshgd, L—7H— N, Z0O%BPDU %2%213
THETRERINTE A

3.AVFA VTN —TH—REZRELLIYAIVITEN—TH—RIEELE A, T4 VTR
FLIL—T%H—FI%, BPDUODZEY A LTI EDBFREL-EEICHELET,

[B8ETY > K]

spanning-tree loopguard default

60



4 —RNZ>TVY—

spanning-tree link-type

FUR— POV IILTRBELET . ATV NI, §RTCORNS=2 TV ) — (PVST+, 27
A= TN =, TVF TN ZIS=2 7)) —) E%éld“’ M@ LE 9. spanning-tree mode I+
M l\ T rapid-pvst & 7z1d mst #5E L7235 &, B KU spanning-tree vlan mode 2~ > KT rapid-pvst

BELLES, BRENRUIYLEEL2T B2, 7V v VRS Point-to-Point T2 IFNIER D A,
spanning-tree single mode 2~ > R T rapid-stp #&E L7-5F6, @E M RO IEEELT ST, 7V v
DRSS Point-to-Point T2 MIER D £ A

[AFIAZR]
BHRORTE - BF

spanning-tree link-type {point-to-point | shared}
BHOHIR

no spanning-tree link-type
[AHE—FRK]
(config-if)

A—HVXy M ¥ Tz—X, R=bF v+ XNV T Tz—2R
[N A—=9]

{point-to-point | shared}
point-to-point % g€ L7:35&, V> 7 ¥4 72 Point-to-Point % #HA L £ 9. shared #5E L
72358, VU4 7 shared EfEEEALE T

1L.AIRT X — & B O HIHE
BB TEEEA
2MED R E
AV

[O7 > REREFDOEE]
LTER— FDEEX Point-to-Point, ¥"EHR— FDEEIE shared E UTEHEL £ 7,

[EEANDFE]

[EREME D R ERZZH]
REEEER, §IGEAICRKBENET,

1. point-to-point #&%E L7z35#, STP H#tE— NOBEEEBEIEEL £ 9. shared 25E L7235
&, STP HMtE— FOEBEIRMEIIEEL I A
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4 ZNZ>TV—

62

(BSEDY > K]

spanning-tree mode
spanning-tree vlan mode
spanning-tree single mode



4 —ZNZ>TVY—

spanning-tree loopguard default

L—TH— FHREE T 74 IV N THRELET. AT R, T UVF LI ANZ Y 70 —DHNDOTRTD
Z)S= W) — (PVST+, YU ZNARIS= WY —) OR— NTEHTEDET,

[ASFER]
BHRDERE
spanning-tree loopguard default
BHOHIR
no spanning-tree loopguard default
[AHE—RI]
(config)
[N A—=F]
Tl

[37 > NSRS DEF]

spanning-tree guard 27> FZE|EL TV AHEI, TOREIEVF T, spanning-tree guard I+
Y ROBENLVIGEEEELEE A

LEEANDFE]

BPDU Z2ZELRZ VA= R F v RV TIN =TI —TH—RE2BELIRETCR— NP UP T &, #
DOR— P TORBED, FAIELIGEECEAEITHEPE»2EEPSHD £,

[ERTEMED [ RZ2H]

spanning-tree portfast default <> F & 7z1% spanning-tree portfast <> FORE = Ik L7254,
spanning-tree portfast default =< > R & 721 spanning-tree portfast 2= > RAFRE S N TV WK
BTAEV EDaryT74 7L —va aRETLE, $SIEBRDOETERMMBLET,

[E=EIR]

1. spanning-tree portfast default =~ > F % 7-1d spanning-tree portfast 2~ > FARESINT VS
HaldRmENEE A,

2V—TH— NEER, BERE, RUE, A—tOUP (Fyr 2 LIL—72NIF 2E0 UP b&AHE
T), A= V) =Tl S LOHELE, 280V —Fu b aLOBHEE L E2EML-
BeE, L—SHA—RPEEL, R— A T7uvr3ngd, L—7H—Fi&, 0% BPDU 2%(8
THETIRMEREINEIEA

3FAVIAVTN—TH=REFRELIA I VT TEL—TH—REEELEEA. A TA VTR
E LIV —TH—Fi&, BPDUDZEY A LT MHFEL-EZICEHELET,

[BEOY > K]

spanning-tree guard
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4 ZNZ>TV—

spanning-tree mode

64

ANV T —DEEE— RERELET. AIvY R, VIV 7V —DADOTRTD A
N=> 7)) — (PVSTH, RUVFFNANS= V) —) ICHEALE T, PVSTHOEEE—RT
spanning-tree vlan mode Iv > RZEE L TV AHEIE, FOREIHEVET,

[AZ3FER]
WWRORE - KE

spanning-tree mode {pvst | rapid-pvst | mst}

1B D HIR
no spanning-tree mode
[ASTE—K]

(config)
NS X—=9]

{pvst | rapid-pvst | mst}
ﬁ%?éiubnw%“*bi? A=y 7)) —ERRIC T b aAVEEE LSS, A=
VY —Z2BEIRELET,
pvst EEELIES, IRTOARNRZ YY) = PVST+a#EA L £, rapid-pvst Z8%E L7235
?AT@XA%/7/U—# HPVST+ZEA L £ 9, mst ZRELHE, IXTOR=Y
7 / Y= NFFIVANS= 7Y — @A LET,
UTNANRZ Y TV =2 EHT AIEAE, pyst F7z1d rapid-pvst #RET ALESH D E T,

1. 485 X — % BB O W EE
HBRTEEEA

2. B % i
L

(37> FEEEROEF]

ZIS= 2 7)) —DEIEE— Rl pvst TEMEL 9

LCEEANDRE]

FRUVOBEFHEICEST, MREYOERIRTT2ETEBREZDET,

[EXE BN S ERZZH]
REEEER, TERICRBENET,

s
CEE=IE]
il
(B&ED< > K]

spanning-tree link-type



4 —RNZ>TVY—

spanning-tree mst configuration

RIVFLINANR=Z TV ) =D =Y 3 VIERICRERIERZHZET 5700, config-mst €— RIZH(T
LET, AREZHIBRLAES, I TRBELTVWAY =Y 3 VERICKELRER> T RTCHBLE T,

AT

BHRDERTE
spanning-tree mst configuration
BHOHIR

no spanning-tree mst configuration

[ABE—K]

(config)

[INZA=9]

%L

[O7 > R OEE]

%L

LEEADFE]

%L

[ERRENE D R BRE2H]

EEEER, §IGERICRKMmESNET,
CE=EIR]

AR

2

[BSEa~ > K]

ARV
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4 ZNZ>TV—

spanning-tree mst cost

TNLNFTINANRZ Y TN —DFER— O ATRA N 2RELET,

[AFIRR]
EHORE - AE

spanning-tree mst <mst instance id list> cost <cost>

IEEHQLEUIES

no spanning-tree mst <mst instance id list> cost

[AFTE—NK]

(config-if)
A—HVA2v MU Tz—A, R=F F¥+RXNA YT z—2R

[INT XA —9]

<mst instance id list>
MSTAVAZ Y AID ZHFELET, —DOMSTA VAV U AID 2FETEB1EIHD, N7 (-),
avv () EALTEROMST A Y AY VA ID O—FERELTEET,

1A T X — & B O F)HE
BB TEEEA
2B D EE
0~4095

<cost>
NAIAMEZRELE T, T MENSVIEE, FETHT L —LEEHXET AR —bELTHEAT
B EEENEL< B0 £,
1.AIRT X — & B O I HE
BB TZELA

2 fEDREHF
1~200000000

[37 > REBEROEHF]

spanning-tree cost Iv > ROFEITHENE T,
LBEANDFE]

mL

(ERTEE D S IRZ2 ]

BEBEER, I IGERICRMENET,

LEEOA Y 72 —AZEELTERZRTET 2561, O MST 1 A% VA D #—H{EHRET
EEHA, —DDOMSTA VAV AID #HELTL S,
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4 ZNZ>TV—

2X2RZAMEREESTAHIET, PRUVEENRETLZHEENHDET,

[BhED7> K]

spanning-tree cost
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4 ZNZ>TV—

spanning-tree mst forward-time
YNFTNANRZ TV —OREBRICET 2RHEZRELE T,

[AFIRZR]
BWORE - £H

spanning-tree mst forward-time <seconds)
1BHROHIR

no spanning-tree mst forward-time
[AHE—K]

(config)
NS X—=9]

<seconds>
R— P HAVREERICE T HRHZMBEMTRELE T,
HIE— FOR— MDA, Listening RE&, Learning REE% BRERE /SR L. FEEBRE—F
DAR— DA, Discarding tR#&, Learning REZFERR LML E T (I22L, FM<IlLD
REBRDRAE L BT T,

14N T X — & IR OFHE
B TEEEA

2 fEO R EEEH
4~30

[O7 > REEBEOEIE]

R— N AMREEERICE T 2RI 15 THIELE T,
CEEADEE]

L

[(EXE(E D R IRE2HE]

EEEER, §GERICRBShET,
CEREIA]

1 REEER IR (forward-time), BPDU O AERNHEE (max-age), BPDU OXERFE (hello-
time) &, IROZODRDHD LD LD ICEHRE L TLZE W (IEEER02.1D THE) -

7

» max-age <= 2 X (forward-time - 1)

» max-age >= 2 X (hello-time + 1)

[B8EOY > K]

ARV
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4 —ZNZ>TVY—

spanning-tree mst hello-time

TIWNFTNZIR= 7Y —D BPDU OEEREEZHRELE T,

[AF372A(]
ERORE - BH

spanning-tree mst hello-time <seconds>
BHROHEIR
no spanning-tree mst hello-time
[AFIE—R]
(config)
[N A—=%]
<seconds>
AEBENEHIGEET S BPDU OXEREZBEATRELE T,
1.AST X — & BREEE O FHAE
BB TEERA
2. BB 7E Hi
1~10
[Ov > REEBEFDEIE]
BPDU D% SRR 2 W TEEL £,

[EEANDFE]

%L

1 IREEEM M (forward-time), BPDU O AERIRR (max-age), BPDU D:i%{ERFE (hello-
time) &, ROZODOHADDILD KD ITERE L TLZE W (IEEE802.1D THIE) o
* max-age <= 2X (forward-time - 1)
* max-age >= 2X (hello-time + 1)
2.<seconds>IZ 1 Z2FET &, MRUIVEENIRELRLILLADET,

[BS&Ea~ > K]

AQV



4 ZNZ>TV—

spanning-tree mst max-age
SNVFTNAINZ2 7Y —DiEFET S BPDU ORABREHERE L9,

[AFIRZR]
WHORE - B8
spanning-tree mst max-age <seconds>
1BHOHIFR
no spanning-tree mst max-age
[ASTE—R]
(config)
NS X—=9]
<seconds>
AREBMNIXET S BPDU ORABHREEZHEMTHRELE T,

1485 X — & AR O R HAE
BRTEEEA

2 fEDREHEH
6~40

[O7 > REEBEFOEE]

RF9 % BPDU ORAEMRRHIL 20 W TEELEJ,
CEEANDFE]

=L

[BXEME D RIRZ2H]

REMEFER, IIGERICKBMISNET,
CE=ZEIA]

1 IREEEM IR (forward-time), BPDU O AE IR (max-age), BPDU D:%{ERFE (hello-
time) &, MOZODORDPHLD DL IZERE L TLZE W (IEEE802.1D THRE)

* max-age <= 2X (forward-time - 1)
* max-age >= 2X (hello-time + 1)
2.<seconds>IZ 20 RiBDEZZET 5 &, MROIVEESFRELLTLANET,

(BSEIY > K]

ARV
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spanning-tree mst max-hops

TNFTINZIS= 7Y —D BPDU OFRF Y THEHRELE I,

[AF37za(]
ERORE - BH

spanning-tree mst max—-hops <hop number)>
spanning-tree mst <mst instance id List> max-hops <hop number>

B OHIbR

no spanning-tree mst max-hops
no spanning-tree mst <mst instance id list> max-hops

[AFIE—R]
(config)
[INFX—4]

<mst instance id list>

4 —ZNZ>TVY—

MSTA YA VAID #HELET, —2DOMSTA VAV U AID ZHRETEZIED, NA TV (-),

av<w () ZERHLTERO MSTA Y AY VA D O—RBHRELTEET,

1.5 X — & RO ¥ HAE
FRCOMST A VAV VAP RICEDET,

2 B R EH
0~4095

<hop number>
REBNEET 5 BPDU O ARy THERELE T,
1L.AN T X — & BIEE OF)HE
B TEEEA
2 fED R EEEH
2~40

[O7 > REEEFOEE]

BPDU Dfkw v 7HIE 20 TEEL E 7,
LEEANDFE]

=L

[EREMED R IREZH]

EEEER, §IOERICRKBSNET,
CE=EIR]

%L

2
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4 ZNZ>TV—

(BSEDY > K]

L
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4 ZNZ>TV—

spanning-tree mst port-priority
TIVFTNANR=ZY TV ) =D, MSTA VAT VAT EDEER—- NOBEEEZRELET,

[AFFHA]
BROBRE - £E

spanning-tree mst <mst instance id List)> port-priority <priority>

TH|MOHIFR

no spanning-tree mst <mst instance id list> port-priority

[ATTE—NK]

(config-if)
=XV bV T2—A, F=bF¥RVA2FT 2=

[INT X —49]

<mst instance id list>
MSTA VA VAID #BELET. —DDOMSTA VAV AID 2BETEHI1ED, N1 T (-),
avw () ZERALTERO MSTA Y AY VA ID O—R{BHRELTEET,

1.AST X — 4 BigR O Y HE
BB TEELA
2. B EHFH
0~4095
<priority>
R—rOBEEEZRELET. 16 OBEHER - MELEEE L THERALET. ENSWIZEELRED
@< D Ed,

14785 X — & B O fIHE
BHTEEEA
2. EOREHE
0~240
[37 > FEESEOEIF]

spanning-tree port-priority 2 > FOREICHEVE T . spanning-tree port-priority 2v > ROEEH
TWIEARIE, R—MEEEZ 128 ELTHEIELET,

CEEANDEE]
ARV

[ERTEME D [ ERZZH]
EEEER, §<IGERICRBRESNET,

B
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4 ZNZ>TV—

CEEFIE]

LEEDOA Y 72— AZEELTEREZRET H561E, BHOMST A VA5 VA D 2—HEHRET
EFHA, —DOMSTA VAV AID ZHRELTLEE N,

2AR-MBEEZEETHILICEST, MO VEEPRETIHEANHDET,

(BSEIY> K]

spanning-tree port-priority
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4 —RNZ>TVY—

spanning-tree mst root priority

TNFTIVANRZ Y TV —DMST A VAT VAT EDTY) v VBEEYHZELE T,

[AFIAZR]
BWOKE - BE

spanning-tree mst <mst instance id List> root priority <priority>
BHROHEIR

no spanning-tree mst <mst instance id Llist> root priority
[AFIE—R]

(config)
NS X—=F]

<mst instance id list>
MSTA YA VAID #HELET, —2OMSTA VAV U AID ZHETELED, ATV (-),
av<w () ZERHLTERO MSTA Y AY VA D O—RBHRELTEET,

LA S X — & BIEE O F)HE
BETEEEA

2 B R EHFH
0~4095

<priority>
Ty VERERRELET. EAVNSVIEEEEREAE B0 E T, 4096 DREHE T v VELE
ELTHERALET,
LA T A — 5 B OHIE
BETEEEA
2. [BED R EEEFH
0~61440

[O7 > REIREEDENE]

Ty VB 32768 TEIEL ST,

LEEADEE

L

[E2EBE D R IRZ2HE]

EEEER, T CIOERICEBRINET,

CEE=E1E]

1.7y VBEERAEET S EICE->T, NEOVEESRET ZEENHDET,

2
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(BSEDY > K]

L

76



4 ZNZ>TVY—

spanning-tree mst transmission-limit
VNVNFTINAIR=2 7)) = hello-time H7: D ISEETEZ2H/RABPDU A HEL £,
[AFIER]
HIROKE - BE

spanning-tree mst transmission-Limit <count)>

BHOHEIR
no spanning-tree mst transmission-Llimit
[AFIE—R]
(config)
[N A—=%]
<count>

hello-time H7- D ITEETE 2R ABPDUHKZREL £,
1485 X — & Bl O X HE
B TEEEA
2 EDEE
1~10

[O7 > REEEFOEE]
EETEHHRABPDURKIE 3 THEIELE T,
LEEADFE]

zL

[BXEME DR IREZH]

EEEER, §IOERICKBSNET,
CE=ZEIR]

AQV

2

[BSEIY > K]

ARV
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spanning-tree pathcost method

78

A—=TFDO)RZAT X MZ 16bit [BEEFEAT 7, 2bit EXFEHATIPEZRELET, Ka~v N, vILF
TNZIS= o V) =P D, §RTORIS=> 7Y ) — (PVSTH, YV 7V ZS=> 7)) —) ISEA
L/ij_o

spanning-tree vlan pathcost method 2~ > FF7:1% spanning-tree single pathcost method 2~ >
FERELTVAEEIE, AavY FOMEITHEALEEA,

spanning-tree cost 2~ > K, spanning-tree vlan cost 2~ > F, 7z spanning-tree single cost 2
VY RORELZER LGS, NAIAMIA V¥ T2 —AREEERIY Y FOREICEL T, FELDEE
BRLET,

o K< FTshort Z28E LIZGE
10Mbit/s : 100
100Mbit/s :
1Gbit/s : 4
10Gbit/s : 2
40Gbit/s : 2
100Gbit/s : 2
« RKa~v > RTlong 28%E L7zHE
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
10Ghit/s : 2000
40Ghit/s : 500
100Gbit/s : 200

[ABAH]

BHRORE - BH

spanning-tree pathcost method {long | short}

BMDHIFR

no spanning-tree pathcost method

[AFTE—NK]

(config)

[INT X —9]

{long | short}

long #&E L7z35#, 32bit fE%{EH L ¥, short #5E L7-5&, 16bitEEZFEHLET,
1.A&ST X — 5 BRgR O FIHAE
BB TEEHA

2B D E #H
gV



4 —RNZ>TVY—

[0~V > RAREFDENE]
JSA A NE— Rid short TEMELZ 9

LEEADEE]

L

[ERTEE D [ IRZ2HK]

EEEER, TIGEHICRMENET,

CE=EIA]
1.spanning-tree mode 2~ > R T mst #FE L72HE, YLFTIVANRZ 2TV — 73“ 32bit fETEE
L %9, spanning-tree cost 2¥ > T 65536 LLED/SXA I A MaZRET 701, Kav U R
Tlong ZFE L THBLIMBEDPHD £,
2.spanning-tree mst cost v > RT/NA2 A MEZFRET 515
ho
3ARIATY ROFEICE ST, NATA DT 74V MENEDLDET,
42X MEZEETHIET, MROVEESRETDHENHDET,
5.2 32 & MEIZ 65536 L EDOEZEHE L TV AEA, method /85 X —% % short ICIZEETCZEH
/l/o

B

G, KOV FOREIIVLEDD £H

[BSEa~ > K]

spanning-tree cost
spanning-tree vlan pathcost method
spanning-tree vlan cost
spanning-tree single pathcost method
spanning-tree single cost
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spanning-tree port-priority

80

FHUR-PDOR—-MEREEEZRELET., AIT Y NE, IRTORN=> 7YY — (PVST+, > 7L
ZNZ T —, IV F TN TV —) THEALET,
[AFER]
WROBRTE - ZF

spanning-tree port-priority <priority>
1HHROHIR

no spanning-tree port-priority
[ASTE—K]
(config-if)

A—PVA2v M UFTz—A, K= F¥RXNA YTz —2R
NS AX—=9]

<priority>
R—rOBEEEZRELET. 16 DEHER - MEEEE LTHEALE Y, EAVNSVIZEBEEN
=<0 ET,

1485 X — & AR O R HAE
BB TEEEA

2B D EE #H
0~240

(37> REIERDEE]

spanning-tree vlan port-priority 2= > K, spanning-tree single port-priority 2< > F, &7z
spanning-tree mst port-priority 3¥ > ROBREICKENE T IR LZIAY Y ROREDPEWIBE
&, R—MEEELZ 128 ELCEIELE T,

LBEADEE]

L

[ERTE(E O T IRZDHE]

EEEER, ¢ CIOERICRBmINET,

CEE=E1E]

1A= MEEEREET A LICE-T, NOIEEASRET BB H D E T,

2

[B8EOY > K]

spanning-tree vlan port-priority
spanning-tree single port-priority
spanning-tree mst port-priority



4 —ZNZ>TV—

spanning-tree portfast

MR — MZ PortFast REAZHRTELE T, AT R, IXRTCHOAN=> 7YY — (PVST+, ¥ 7
WARZ YT —, TILFTLIZISN=Z YY) —) O E— MIEALET.

AT

BHRORTE - BF
spanning-tree portfast [{trunk | disable}]
BHROHIR

no spanning-tree portfast
[AHE—RI]

(config-if)
A—HV2Y MU Tz—A, K=+ F¥RNAF Tz —2R

[INTA—=F]
{trunk | disable}

trunk ZRELBE, 778 AKR—F, +F27KR— T PortFast #gEZEH L 7
disable #=&%7E L7z#5%&, PortFast #aExEEL 9,

1. 485 X — & BB O HE

772 AR— N TER &S PortFast BEREAZ A L £ 9
2. B R EHF

A

[O7 > REEFOEE]
spanning-tree portfast default 3= > FOFEIENE T,

[EEANDFE]

[EEME D RERZZH]

BEEEER, TIOERICRBENET,
[EREIR]

7L

[BSET~ > K]

spanning-tree portfast default
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4 ZNZ>TV—

spanning-tree portfast bpduguard default

BPDU #/— FHRER T 7 4 L R TCHRELE T, Aav Y FiE, 9RTORINSN=> V) — (PVST+, ¥~
TWAINZ 7)) —, IV FTIVAINZ 7Y —) O PortFast #EEEREL72TRXTOR— N TER

2D %7,
[ASFE]
BHROERE
spanning-tree portfast bpduguard default
1B D HIR
no spanning-tree portfast bpduguard default
[ASTE—R]
(config)
NS X—=9]
=L

(37> REIERDEE]

spanning-tree bpduguard <> FZHEL TWAEEIL, ZOFREICHKENE T, spanning-tree
bpduguard 2= > FOBRENEWIBEIEELEEA.

LEEAOEE]

AV

(SREED R

EEEER, §IOERICRBENET,
[HEEE]

ARV

2

(BEIY> K]

spanning-tree portfast default
spanning-tree portfast
spanning-tree bpduguard
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4 —ZNZ>TVY—

spanning-tree portfast default

PortFast #gE# T 7 # VN CTRELE T, A< FiE, IXRTCHOAN= 7YY — (PVST+, YL
A= T =, TILFTINANZ TV —) OF T AR— N TEMCEDET,

[ASFER]
BHRDERTE
spanning-tree portfast default
BHOHIR
no spanning-tree portfast default
[AHE—RI]
(config)
[INFA—=5]
wL

[37 > NSRS DENF]

spanning-tree portfast 3v > FZHEL TV 5B EIE, ZOREICHKEVF T, spanning-tree portfast 2
VY ROBRENLVBEIEELEE A

[BEANDRE]

%L

[EREME D R ERZZH]

BEMEER, TIOERICRBINET,
[E=EIE]

%L

[BEOY > K]

spanning-tree portfast
spanning-tree loopguard default
spanning-tree guard
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spanning-tree single

SUTNAINZ TV =D AR VEHEEBIBLET,

84

[ABAH]

(LR Ok

spanning-tree single

IEEHQLEES

no spanning-tree single

[AFTE—NK]

(config)

INFA—=F]

ARV

(37> REEEOEF]

ARV

LEEADEE]

AQ

[ERTEME D RIREEHL]

EEEFER, §GERICKBSNET,

CE=ZEIE]

7

LEEE— RABYLF LI RAIS= VY —DEE,

(BSEIY> K]

spanning-tree mode

SUTNANZ YT —IFEBHELE R A



4 —RNZ>TVY—

spanning-tree single cost
DUTWANRZ YTV ) —DFER— DN AIA M ERELE T,
[AFIER]
HIROKE - BE

spanning-tree single cost <cost)>

BHOHIR
no spanning-tree single cost
[AFIE—R]

(config-if)
=XV bV T2—RA, R=bF¥ RV 2FT 2=

/NS5 A —4]
<cost>

NATZAMEZRELE T IAMEAWNEVIZE, BETHT L —LZEETHR—bE LTHAT
DHREMENELS RN X T,
1. AT X — 4 BigR O Y HE
BRTEEEA
2AED R E
spanning-tree pathcost method 2~ > F % 7-13 spanning-tree single pathcost method 2~ >
R T short Z87E L7256
1~65535

spanning-tree pathcost method 2~ > F & 7z1% spanning-tree single pathcost method a2~ >
RTlong Z87E L71-5HE&
1~200000000

[O7 > REEIFOEE]

spanning-tree single pathcost method 2~ > ROFEICHE-T, NRAITANEZHEALE T,
LEEADFE]

L

[BXEME D[ IRE2H]

REMEER, TIOGERICKBSNET,

LNAIAMEZEESTHET, MRUVEEPRETLHBEPHDET,

[BSEIY > K]

spanning-tree cost
spanning-tree pathcost method
spanning-tree single pathcost method
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4 ZNZ>TV—

spanning-tree single forward-time
Y TNIRZ YTV ) —DRBEBICE T 2REERELE T,

[AFIRZR]
BWORE - £H

spanning-tree single forward-time <seconds>
1BHROHIR

no spanning-tree single forward-time
[ATE—R]

(config)
NS X—=9]

<seconds>
R— P AVREERICET HRHZ MM TRELE T,
spanning-tree single mode 2+ > KT stp (802.1D) % &E L/zi54, Listening tREE, Learning
REE % BRI 72 4% L £ 97, spanning-tree single mode 2 > KT rapid-stp (802.1w) % &7E
L7:%&, Discarding HR#&, Learning REZFHRERMZTHERLET (2L, ¥4 TICL 2 REE
BHFEE LIZGEIZTTT).
1. A8 X — 5 Bl R O P HAE
BB TEEEA
2 fE D E #iF
4~30

(37> FERER DOBIE]

A= b SRIEERICE T BRI 15 B TBIELE T,
CEEANDRE]

%L

[EXEME D R IRZH]

EEEER, §OERICRBENET,

CEE=EIE]

1 REEEM R (forward-time), BPDU O AERIFERE (max-age), BPDU OX(ERkE (hello-
time) 1&, ROZDDORXMPV LD XS ICRRE L TL 72 & (IEEE802.1D THE) .

2

* max-age <= 2 X (forward-time - 1)

* max-age >= 2 X (hello-time + 1)

(BSEDY > K]

spanning-tree single mode
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4 —ZNZ>TVY—

spanning-tree single hello-time

DUV ANZ YY) —0 BPDU O ERIEEZHREL X I,

[AF372aK]
ERORE - BH

spanning-tree single hello-time <seconds>
BHOHEIR
no spanning-tree single hello-time
[AFIE—R]
(config)
[N A—=9]
<seconds>
REBENEHIGEE T S BPDU OXERHEEZHEATRELE T,
1.AST X — & BREEE O FHAE
BB TEERA
2. BB 7E Hi
1~10
[O7 > REEBEFOEIE]
BPDU D% (SRR 2 W TEEL £,

[EEA\DFE]

ARV

1 IREEEM M (forward-time), BPDU O AERIRR (max-age), BPDU D:i%{ERE (hello-
time) &, ROZODOHXDDILD KD ICERE L TLZE W (IEEE802.1D THIE) o
* max-age <= 2X (forward-time - 1)
* max-age >= 2 X (hello-time + 1)
2.<seconds>IZ 1 2FET &, MR IVEENIRELRLILLADET,

[BS@Ea~ > K]

AQV



4 ZNZ>TV—

spanning-tree single max-age
SUTIWAIRZ YTV —DiE(ET S BPDU ORABERMEZRE LT

[AFIRZR]
BWMORE - £H
spanning-tree single max-age <seconds)
1BHROHIR
no spanning-tree single max-age
[ASTE—K]
(config)
[INTA—=9]
<seconds>
AREBMNIEET 2 BPDU ORABNREEZHEMTHRELE T,

1. 485 X — & AR O R HAE
BB TEEEA

2 fEDREHEF
6~40

[O7 > REEBEFOEE]

EfF9 % BPDU ORAEMRRHIL 20 W TEIELEJ,
LEEANDFE]

%L

(X EME D RIRZ2H]

HEMEFER, TIGERICKBMISNET,
CE=ZEIA]

1 REEEM IR (forward-time), BPDU O AE IR (max-age), BPDU D:i%{ERFE (hello-
time) &, MOZODORDPHD DL ICERE L TLZ& W (IEEE802.1D THRE)

* max-age <= 2X (forward-time - 1)
* max-age >= 2X (hello-time + 1)
2.<seconds>IZ 20 RIBDEZFRET 5 &, MROIVEESFRELLILZNET,

(BSETY > K]

AQV
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4 —RNZ>TVY—

spanning-tree single mode
SUTNARZY T —OEEE— RERELET,
[AAFE]
BROKE - BH
spanning-tree single mode {stp | rapid-stp}
BHOHEIR
no spanning-tree single mode
[ASE—RK]
(config)
[N A—=F]

{stp | rapid-stp}
HATS7O baVERELET, AN 7YY —EHFICT O baVEEELGE, A= T
V) —2BEIELET, stp ZRE LGS, AN=27 VY —TEELE T, rapid-stp ZEE L7
Gt BEAN=Z YY) —TEELET,
LA T X — & BIEEE O P HAE
BB TEEEA
2B E HH
=L

[27 > REEBEOBNE]
YUY TNAINRZ T ) —DEEE— Nid stp TEMEL 9
LEEADRE]

spanning-tree single Iv > FEZREL TV 25HHE, PAROYOHEFEICL>T, MROYOEEPETT
L2ETHEEMEZDET,

[EXEME D R BREZH]
EEEER, §OERICRBENET,
[E=EA]

ARV

7

[BEOY > K]

ARV
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4 ZNZ>TV—

spanning-tree single pathcost method

90

SUTNANSZ Y TIY) —DR—FDISZATA M 16bit EZERT %5, 32bit EZERT 20 2HEL
9,

spanning-tree single cost v > FOFEZ B L72HE, WAIZAMNIA ¥ T —RAFEE LRIV Y
FOBREICE>T, NEEDEZEALET,

o Ra~< > FTshort Z8E LzGE
10Mbit/s : 100
100Mbit/s : 1
1Gbit/s : 4
10Ghit/s : 2
40Gbit/s : 2
100Ghit/s : 2
» Ko< RTlong 2H/ELIGAE
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
10Ghit/s : 2000
40Gbit/s : 500
100Ghit/s : 200

AR
WROBRE - KE

spanning-tree single pathcost method {long | short}
BEMOHIBR
no spanning-tree single pathcost method

[ASTE—R]
(config)
[INTA—=9]
{long | short}

long % 8%7E L7354, 32bitEZHERA L £9 . short Z%E L7zHE, 16bitEEZHFERLET,
1. AT X — 5 B O FIHAE

BB TEZETA
2. (B % E i

=L

[O7 > REEREFOENE]

spanning-tree pathcost method 2~ > FOBREITREVE T,



4 —ZNZ>TVY—

[EENDFE]

L

[EXREfE D [ BREZH]

EMEES, §IGERICRBSNET,

CEEEIE]
1.RKIYY ROBEICEST, NAIAMNDT 74 MESEDYFT,

2

22X MEZEETHZET, MUV EREPRETHHENHD ET,

3.78Z2 a2 A MEIZ 65536 L EDEZFRE L T\ 555, method /$F X —% % short ICIZAETCEEH
/L/O

[BH&ETV > K]

spanning-tree single cost
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4 ZNZ>TV—

spanning-tree single port-priority
VYITNANRZ Y TY) —DFER - FOBEEZHRELE T,

[AFIRZR]
BWORE - £H

spanning-tree single port-priority <priority>
1BHROHIFR

no spanning-tree single port-priority
[ASTE—K]
(config-if)

A=V A2v MU Tz—A, R=F F¥+RXNA Y Tz—2R
NS X—=9]

<priority>
R—rOBEEEZRELET. 16 OBEHER—- MEEEE L THERALET. EVNSWVIZEELRED
m<EnET,

14N T X — & B O F)HE
W TEEEA

2 fED R EH
0~240

(37> REIERDEE]
= B

spanning-tree port-priority I > FOREICHE WV E 9. spanning-tree port-priority 2v > ROEE
EWHEIR, K- MEEEZ 128 L LTEELE T,

LBEEANDFE]

A4V

LA-MEEEZEETHIEICE ST, MR YEEPRET ZHEENHDET,

(BSEIY> K]

spanning-tree port-priority
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4 —ZNZ>TVY—

spanning-tree single priority
SUTNANRZ YTV DTy VBREERELET,

[AF37EE(]
ERORE - BH

spanning-tree single priority <priority>

B|MOHIPR

no spanning-tree single priority
[AFIE—R]
(config)
[N A—=F]

<priority>
Ty VBREEBRELET. EAVNSVIZEBEEAE 20 ET. 4096 DREHE T v VELE
ELTHEALET,
1LAINT A — & BHER OFHAE
BRTEEEA
2. [ED R EEEFH
0~61440

[37 > RERFOEE]

7w VBFREIE 32768 TEIELE T,

[RIEANDRE]

7L

[EEME D RERZZH]

EEEER, §OEHICRBRENET,

[EREIR]

L7y VEREEEETHEICk-T, MROVEENRET HHENHV LT,

2

[BS&ET~ > K]

%L
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4 ZNZ>TV—

spanning-tree single transmission-limit
U TIWAIR=Z Y 7Y ) = hello-time H7: D ICKETEZ 25 A BPDUHEZREL 7

[AFIRZR]
BWORE - £H

spanning-tree single transmission-limit <count)>
1BHROHEIR

no spanning-tree single transmission-limit
[ASTE—R]
(config)
[INTA—=9]

<count>
hello-time H7-: D IZEFETEA2HABPDURARELE T,
spanning-tree single mode I~ > N T rapid-stp Z&E LB EZITENL/INT A= TT,
spanning-tree single mode 2~ > N T stp #&E L-BEIE, 1 BREN-DIEFE TE 55K BPDU
33 (EE) THY, AREMBEISHELEEA

14N T X — & HUEE O F)HE
BB TEEEA

2 fED R EEEH
1~10

[O7 > REEBEOEIE]

(2T % 55k BPDU 03 3 THIEL £,
CEEANDEE]

L

[(EXE(E D [ IRE2HE]

EEEER, §GERICRBShET,
CEREIA]

AQV

7

(BSEIY> K]

spanning-tree single mode

94



4 —RNZ>TVY—

spanning-tree vlan

no spanning-tree vlan 2~ > RFiZ&k->7T, VLAN ® PVST+#%{Z1E L £9 ., spanning-tree single I~
> RZFE L TWLAIREET no spanning-tree vlan 2v > RZFET 5 &, %% VLAN ¥ > ZIL A8 =
YT =R VLAN £z DEELE T,

AT

EHOBRE
no spanning-tree vlan <vlan id list>

B OHIBR

spanning-tree vlan <vlan id list>
[ASIE—KR]
(config)
NS X—=9]

<vlan id list>
no spanning-tree vlan 2v > FO & &, FE L7 VLAN © PVST+2EIL £,

1. 435 X — & BB O W HE
BRTEEHA
2. B EHFE
[T A—FIIEETZAMHE] 2ZBL T2 0,

[3~7 > REEERFDEE]

spanning-tree enable 2 > R EE S N TV S IKEET interface vlan av > F28&ET 5 &, PVST
+HEELE T,

[BEANDRE]

7L

[EREME D R ERZZH]

BEEEER, §IOEAICRBENET,

1.spanning-tree single 2v > FZ&EL TV 5HE, VLANL & PVSTHTENMEL EEA.

[BHhEIY > R]

interface vlan
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4 ZNZ>TV—

spanning-tree vlan cost

96

PVSTHDHEYR—FDO/SATIA M EHELET,

[AFIRER]
EHORE - AE

spanning-tree vlan <vlan id list> cost <cost>
1BHROHIR

no spanning-tree vlan <vlan id list> cost
[ATE—R]

(config-if)
A—HPVXY MY Tz—X, R=FFr+INA T Tz—A
(NS A—=5]
<vlan id list>
FE L7z VLAN © PVSTHORREZ B L E T
1. 4085 X — & Bk O R HAE
BB TEZEEA
2 [EDEH
[INTA—FITHBETEAME] 2SBLTLIEZS W,
<cost>

NAIAMEZRELE T, TAMES/NSWVWIZTE, FHITHT7L—LxEXT S R—- b LUTERT
LA EEENIEL RV ET,

1485 X — ¥ BEEOWHAE

BRTEZEA

2B E HH
spanning-tree pathcost method 2~ > F & 7z1d spanning-tree vlan pathcost method 2~ >
KT short %8 E L7258
1~65535

spanning-tree pathcost method 2+ > K %7213 spanning-tree vlan pathcost method I+ >
R long %8E L7258
1~200000000

[O7 > REEREOENIE]

spanning-tree vlan pathcost method 2~ > ROFEIH-T, NAIX M ZHEHALET,
LCEEANDFE]

T L

(B EME D RIRZ2H]

EEEER, §IOERICKMSNET,

2



4 —RNZ>TVY—

BES=EI]

1.EBEOA 5 72— AZEBELTERZRET 215513, <vlanid list>IZEETCEETHA, —OD
VLAN ID Z2%EL TL 2 &0,

2R ANMEREETAHIET, "NRUIEBEIRETLIHEIHDET,

[BSEI<Y > K]

spanning-tree cost
spanning-tree pathcost method
spanning-tree vlan pathcost method
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4 ZNZ>TV—

spanning-tree vlan forward-time
PVST+OREEMICE T 2R EZRELF T,

[AFIRZR]
EHORE - AE
spanning-tree vlan <vlan id list)> forward-time <seconds>
1BHROHIR
no spanning-tree vlan <vlan id list> forward-time
[ASTE—K]
(config)
[INTA—=9]
<vlan id list>
FE L7z VLAN @O PVSTHOREZHIELE T,
1.A&ST X — & B O FHAE
B TEZEHA
2. (B DR E i
[NTA—=FIFBETZAME] 2B LT3,

<seconds>
A— MIREERICE T S EZMEMTRELE T,
spanning-tree mode I~ > K% /zid spanning-tree vlan mode 2~ > KT pvst (802.1D) %FE
L7354, Listening KB, Learning IREE&% R TMHERLE T,
spanning-tree mode I~ > K% /zid spanning-tree vlan mode I~ > R T rapid-pvst (802.1w) %
7 L7254, Discarding 1R, Learning KREEZFERELZIMZELET (2L, ¥ ~ic&saKR
REEBMRPHE LIGEIZITTT ),
1L.A/85 X — & B O PHIE
B TEELA
2 [EDE
4~30

(37> NS OENF]

A= b ASRIEERICE T BRI 15 B TBIELE T,
CEEANDRE]

%L

[EREME D R IRZZH]

EEEER, §OEAICRBRENET,

2
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4 —RNZ>TVY—

CESEIE]
1 RREER R (forward-time), BPDU O AFZIEHE (max-age), BPDU 0i%(E/HME (hello-
time) &, IROZODAMNKD LD LD IZERE L TL & W (IEEE802.1D THIE) -

* max-age <= 2X (forward-time - 1)
* max-age >= 2 X (hello-time + 1)
[BEED~Y > K]

ARV

99



4 ZNZ>TV—

spanning-tree vlan hello-time
PVST+® BPDU DX EHBEEHEL £,

[ABHE]

BROFE - BH
spanning-tree vlan <vlan id list> hello-time <{seconds>

1BHROHIFR
no spanning-tree vlan <vlan id list> hello-time
[ASTE—K]
(config)
[INTA—=9]
<vlan id list>
FE L7z VLAN @O PVSTHOREZHIELE T,

1485 X — & AR O R HAE
BRTEEEA

2 (B D E HEH
[RIA=FIHRETZAE] 2ZHL TS0,

<seconds>
RIEBNPERNICIEET 5 BPDU OXERRZ BN TEHRELE I,

LA T X — % B O FHAE
BB TEEEA

2. B E b
1~10

[37 > FEEEEDOENF]

BPDU D%(EMMEI: 2 HTEIEL £ T
CEEANDRE]

%L

[EREME D R IRZZH]

EEEER, §IGERICERENET,

CE==EIE]

1.%%‘5@53??3 (forward-time), BPDU O&AEXERH (max-age), BPDU Di%{E[HME (hello-
time) &, IROZODDOAMNKD LD KD ICERE L TLZE W (IEEE802.1D THIE) -

2

* max-age <= 2X (forward-time - 1)
* max-age >= 2X (hello-time + 1)
2.<seconds>IZ 1 #FET S &, MARUIVEESIRELP I EDET,

100



4 —RNZ>TVY—

[BEEOY > K]

ARV
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4 ZNZ>TV—

spanning-tree vlan max-age

PVST+®DiAE9 % BPDU OEmAFEMEHE ZREL £ 9.

AT
EHORE - AE

spanning-tree vlan <vlan id list> max-age <seconds>

1FHROHIR
no spanning-tree vlan <vlan id list> max-age
[AHE—R]
(config)
[INTA—=9]
<vlan id list>

E L7 VLAN O PVSTH+ORE B L E T,

1485 X — & AR O R HAE
BB TEEEA

2 fED R EHEF
[RIA=FIHEETEZAME] 2ZHL TS0,

<seconds>
RIEENIEFET S BPDU O KGRI 2 MBEMTHRELE T,

1485 X — & AR O FHAE
BB TEEEA

2B D E HH
6~40

(37> FEEEEOENF]

(89 5 BPDU ORAHFMIL 20 D CHELE T,
CEEANDRE]

%L

(ERTEE D S IRZ2 1]

1 REEEBH M (forward-time), BPDU ORAERIEM (max-age), BPDU DOixERkE (hello-
time) &, WOZODHADPHRVIZOXHICHEL TLZE W (IEEE802.1D THE) .

* max-age <= 2X (forward-time - 1)
* max-age >= 2X (hello-time + 1)
2.<seconds>IZ 20 RiEDEZHRET &, "NARUIBEFRELRITLZDET,
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4 —RNZ>TVY—

[BHhEI<> K]

ARV
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4 ZNZ>TV—

spanning-tree vlan mode
PVST+OE{EE—F2BRELE T,

[AHFER]
BROFE - BH
spanning-tree vlan <vlan id list> mode {pvst | rapid-pvst}
IEE QLI
no spanning-tree vlan <vlan id list> mode
[ASTE—NK]
(config)
[INTA—=9]
<vlan id list>

BE L7z VLAN O PVSTH+ORE B L E T,

1. 485 X — & AR O R HAE
BB TEEEA

2 fE D E HiF
[RIA=FIHEETZAE] 2ZHL TS0,
{pvst | rapid-pvst}
ﬁ%?éim%:w% SELET, A=Y —ERARICT O FAVEEE LGS, A=
V) — 2 BB LE T,
pvst #&&7E L7258, PYSTHTENIEL £ 9, rapid-pvst #8%7E L7258, B&E PVSTHTCEIEL £ T,

1LAIRT X — & B O I HE
BRTZELA

2 [EDEHH
AV

(27> REEBEFOBE]
PVST+®&){EE — Nii spanning-tree mode I~ > NOFEICHEVE T,
CEEANDFE]

spanning-tree mode I~ > NORE T pvst £ 713 rapid-pvst ZHHE L TV 25E, M RO Y OBEETEIC
£oT, MRUYVOEERAFAKRTIHETHEMELDET,

[EXTEME D R IREZHE]
BEMEER, TIGERICRMBENET,
CFEEIE]

AQV
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4 —ZNZ>TVY—

[BEEOY > K]

spanning-tree mode
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4 ZNZ>TV—

spanning-tree vlan pathcost method

PVST+®DA—bhD/SAT A M 16bit 2 ERAT 5%, 32bit [EZHERAT P Z2HRELE T,

spanning-tree vlan cost 27> FOREZ B L12HE, WAIZAMIA V¥ Tz —AEEERaT R
ICKBREICE ST, TELDEZEHLEI,

e KI< > NTshort ZFE LGS
10Mbit/s : 100
100Mbit/s :
1Gbit/s : 4
10Gbit/s : 2
40Gbit/s : 2
100Gbit/s : 2

s KaO< > RTlong Z8/E L7215
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
10Gbit/s : 2000
40Gbit/s : 500
100Gbit/s : 200

AR
WHROBRE - A

spanning-tree vlan <vlan id list> pathcost method {long | short}
1HHROHIR

no spanning-tree vlan <vlan id list> pathcost method

[ABE—R]
(config)
NS A—95]
<vlan id list>
FE L7z VLAN @ PVSTH+OREERIB L £ T
1. AT A — 5 AW OHIE
BB TEELTA
2. D EEH
[T A—FIHHETZAME] 2B LTIES 0,
{long | short}
long #&%7E L7356, 32bit EZHEHA L £9 . short Z8%E L7-HE, 16bit EHEFHLET,
1. AT A — 5 B O IE
BB TEE A
2. B D F%E i
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ARV
[37 > REESIFDENE]

spanning-tree pathcost method 2= > FOREIZH VL E T,

[EEANDFE]

REMEER, TIGERAICRBENET,

CEEEIE]
IL.ARKIZ Y RORTEICE ST, NATAMDT 7 3V MENPEDLD ET,
22X MEREETHZET, NROIVEESRETLIHEETSHVET,

4 —ZNZ>TVY—

3823 X MEIZ 65536 DI EDEAERE L TV 515H, method /89 X —# % short ICIXAEETE £

/L/O

[BEOY > K]

spanning-tree pathcost method
spanning-tree vlan cost
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4 ZNZ>TV—

spanning-tree vlan port-priority

108

PVST+OFEIER—FOBEEZHRELE T,

[AHH]

BROFE - BH
spanning-tree vlan <vlan id list)> port-priority <priority>
1BHROHIR

no spanning-tree vlan <vlan id list> port-priority

[AFTE—NK]

(config-if)
A—=—HVA2v MU Tz—A, R=F F¥+RXNA YT z—2R

NS X—=9]
<vlan id list>

ZR7E L7z VLAN @ PVSTH+OBREZFIBLE I,
1A T A — 5 BRgR O WIHE
HBETEETA
2 D EHH
[T A—FIHHETZ 5] 2Z2BL TS0,
<priority>
R—rOBEEZHRELET. 6 DFEHER-MEEELLTHERALE T EANSVIZEEBELEN
EmL< B0 ET,

14N T X — & IR O F)HE
HBTEEEA

2 fEDREEH
0~240

(37> REIERDEE]

spanning-tree port-priority < > ROEICHEVE T, spanning-tree port-priority 2~ > FOFEM
TWEARIE, K- MEEEZ 128 ELTHEELET,

CEEANDRE]

7L

[ERAEME D RIRZZH]

BEEEER, §IOEAICRBENET,

1L.EBEDOA V5 72— AZEELTERZRET 215513, <vlanid list>I3EETEETHA, —OD
VLAN ID Z8E L TL 7280,



4 —RNZ>TVY—

2AR-MEEEEEETLHIEICEL ST, MUVEENRETLIHAPHDET,

[BhED<> K]

spanning-tree port-priority
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4 ZNZ>TV—

spanning-tree vlan priority
PVST+D7) v DBEEZRELE T,

[AFIRZR]
BROFE - BH
spanning-tree vlan <vlan id list> priority <priority>
1BHROHIFR
no spanning-tree vlan <vlan id list> priority
[ASTE—K]
(config)
[INTA—=9]
<vlan id list>
FE L7z VLAN @O PVSTHOREZHIBELE T,

1. 485 X — & AR O R HAE
BRTEEEA

2 fEDREEEF
[RIA=FIHEETZAE] 2ZHL TS,

<priority>
TV VBRERRELE T, 4006 OEHETY v VBEEE LTHERALE T, BEAVNS WIZEEE
Er@m< 7z 9,
1LAINT A — 5 BHEOYHAE
BRTEEEA
2. fEDRE L
0~61440

[O<7 > REREFOENE]

Ty DEFREIL 32768 TEIELE T,

LEEADEE]

7L

EREED R IRZDH]

EEEER, T CIEHICKBENET,

CE==E1E]

1.7y VBEEREETAZEIL->T, NEOVEESRETIBETHD T,

7

(BEIY> K]

AQV
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4 —ZNZ>TVY—

spanning-tree vlan transmission-limit

PVST+® hello-time H7z D IEFETE 2R ABPDU H2REL £ 9,

(AT
EHRORE - BH

spanning-tree vlan <vlan id list> transmission-limit <count)>
BHROHEIR
no spanning-tree vlan <vlan id list> transmission-Limit
[ASE—RK]
(config)
[N A—=5]
<vlan id list>
FE L7z VLAN O PVSTH+OREZFIBELE T,
1.AST X — & BREE O FHAE
BB TEERA
2. BB 7E Hi
[T RXA—FIZTBETEAE] 2B L T 2S00,

<count>
hello-time 7z D ICEETEARABPDUHKERE L £,
spanning-tree mode I~ > N % 7z1d spanning-tree vlan mode 2~ > N T rapid-pvst Z&7E L7z
BEIZFENRIST A —4 T, spanning-tree mode I v > N & 721& spanning-tree vlan mode 3
vV RTpvst ZRELHAIR, 1 DEHZDIGEECE5mABPDU #1d 3 (EE) ThO, K&
EEIISELEEA

LA T X — & IR OF)HE
BETEEEA

2 B R EH
1~10

[37 > REREF OEE]

PR T & A BPDU 13 3 THIEL £ 7
[BIEANDRE]

7L

[EEME D RERZZH]

BEEEER, TIOERICRBENET,
[EREIR]

ARV
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4 ZNZ>TV—

(BSEDY > K]

spanning-tree mode
spanning-tree vlan mode
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Ring Protocol
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5 Ring Protocol

axrp

V271D #FELE T, F72, Ring Protocol BEEICNE 2GR % FHET 57:9, config-axrp E— RiZ
BITLET. REBICIXY VD% 1NBEEFTHRETETET,

BREZHIBR LGS, Vo7 IDICTTIRREESNTVS Y V 7HERIGHIBREINE T,

[AFIRZR]
BWMOH

axrp <ring id>
1BHROHIFR

no axrp <ring id>
[ASTE—K]
(config)
[INTA—=9]
<ring id>

V71D #EELET,
BLY Y ZICBTAEBICIIFA—DU V7D ZBELTLEZS W, B0 7010E, 2y hT—2
NT1=—27%) 071D ZEELTLEE 0,

1485 X — & AR O R HAE
BB TEELEA

2 fEDREHE
1~65535

(37> REBEROEHF]

AQV

LEEA\DRE]

AQV

[(BEIE D [ BRZZH]

EEEER, §UGERICKBSNET,
CESZEIA]

ARV

2

(BHhEI<7> K]

L
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5 Ring Protocol

axrp vlan-mapping

VLAN Z)V—7ICH#AT 2 VLAN v v €27, BLUO VLAN v v ¥ 7ICSMNT %5 VLAN 2 87E L £
—a—o

AT

BRMOFE

axrp vlan-mapping <mapping id> vlan <vlan id list>
BROEH

axrp vlan-mapping <mapping id> vlan {[add] <vlan id Llist> | remove <vlan id Llist>}
BHOHIR

no axrp vlan-mapping <mapping id>

[AFIE—RI]
(config)
[N X—5]
<mapping id>
VLAN vy V71D #BELE T,
1. AT X — 4 BEEEE DR HE
BB TEEEA
2B E HH
1~384
vlan <vlan id list>

VLAN v v B> 71509 % VLAN 25E L9, VLAN 2#EEIEE T 55613, #EREEP T £
ER

L AT A — 5 B OWIHE
B TEEEA
2 MEDFHRTE b
[T RXA=FICHHETEHE] 2ZRLTIES W,
{[add] <vlan id list> | remove <vlan id list>}
BEFEHAD VLAN U R Mt LT VLAN %Ehl, F£7-13HBRLET,
[add] <vlan id list>
fEEEAD VLAN J X MZ VLAN 2B L £9,. add 2B L7 HBE R CEHEICZD £7,
remove <vlan id list>
BEFEAD VLAN Y R -5 5 VLAN ZHIBR L E 7,
1L.A8T X — 5 BRgR O P HAE
B TEEEA
2 fED R E i
[T RX=FITHEETE2ME] 2ZBL TS0,
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Ring Protocol

(37> REREROEF]

%L
GBIEANDRE]

%L

[EREE D IREZH]

BEEEER, TIOERICRBESNET,
CE==IE]

1.—2® VLAN I L THEEO VLAN vy BV V2 IBETE £ A
2418 VLAN IS TS VLAN IZH LT VLAN v v B V2 IBETE /AL

(BEIvY> K]

ARV
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5 Ring Protocol

axrp-primary-port
VAT ) —=FRTOSIATIVR— b 2RELET,

RIATY REFRE LGSR, YAY ) —RT, 794U R—-MNIEBTEVHTHNT, Ka~v > RTIE
LAY T2 —ABT T4V R ELTEHELE T, HBEMRLEA VY 72—, A —H%v b
AV T2—RAER—PF Y INA L FT T2 —ATT,

[AFIAZR]
BHRDERTE

axrp-primary-port <ring id> vlan-group <group id>
BHOHIR

no axrp-primary-port <ring id> vlan-group <group id>
[AHE—FR]
(config-if)

A=V Axy M VFTz2—R, K= F XXV A I Tz—A
[INZA—=9]
<ring id>
U7 ID ZEELE T,
1.AST X — 4 BigR O Y HE
BWTEEEA
2 (EDEE
1~65535
vlan-group <group id>
VLAN Z7)L—71D 2EE L £ 7
1.AIST X — 4 BigR DY) HE
B TEELEA
2 f[EDRHEEH
1~2

[37 > RSl OEE]

74K NEEBTH O S TENET,

[RIEANDRE]

L

[EEME D RERZZH]

EEEER, §IGERICRRENET,

[E=EIE]
LUYTR=FEBRELTOANA VI 72— 2K LT, KI2Y REANLTHBELE A,

E

17



5 Ring Protocol

118

2.Ring Protocol BifEFIC T4 <) R— bOEEE /- I3HIRE T 5 &, AEES—RHRICESDEZD F
T ZDH, ABELEHAT A2y VT—TORBK (VU ITBK) L, VW—TPRETEIBENNDH
DEFT, YUY IR—-—bTHEA VY7 x2—A% shutdown IZRRET 272 E LT, L—TmHEELZWIK
RBIZLALET, Rax Y REANLTLEZE N,

BRBEENIRD ) — N ThHiHE, KAV REANLTHEMELERA,
* FIUTUY R/ —FR
s HEHVYVIIEERY VITORKHELSTNETYARY )=

4,754 UR=MNE, FyrRIUNTL—FIHEE LA =T 2y A VI T2 — AR LTCRETEEY
ho 72, TIATIR—MIIEELIA—T XY M VI T2 —RIE, FYRLTN—TICHRETE
Fth, TIATVR=MI, FHITE2M—T XY MUY TI2—ADBTHR—FFrRILA Y
TI—RAIIRLT, BELTLES 0,

5.—20Y » 71D, »2F— VLAN 7L —F, 2554 < ) R—-MI—DTT,

(BEhED~Y > K]

mode
axrp-ring-port



5 Ring Protocol

axrp-ring-port

Ring Protocol V) > 7/ HR— bt E LTENET A VY 72— AERELE T, BEAREEA VYT —A
B =2y bV T2—RER— P F ¥ RIVA VT T2 —ATT,

[AFIAZR]
BHRORTE - BFE

axrp-ring-port <ring id> [{shared-edge | shared}]
BHOHIR

no axrp-ring-port <ring id>

[ABE—NK]

(config-if)
A—=—HYRXy M VI Tz2—A, R=FFF¥RXNA T Tz—2R
[N X—5]
<ring id>
V71D EEELE T,
LANT A — 5 B OWIHE
BRTEEEA
2 MEDFHRTE b
1~65535
{shared-edge | shared}
HEV I ERDZV VTR EEELET,
shared-edge
AREEPEF) U VIRER) O TORKN ) — RELTEHET 2581, RV 7&%2) 0T
R—TrZHEELET,
—2ODY T IDIIRHL 1 K= EHRETEET,

shared
REBPSIHEEY) VIVRINET S TV Y M) —RELTEMET ABEIC, BV 7E%25Y
VIR—-EEELET,
—oOD) 7 IDIZXL 2 R— MEETHILENHD EI,

1.ANT X — 5 BIgR O W) HE
BED) I R—-PELTHEELET,

2 B R EHH
=L

[3~7 > REEERFDEE]

ARV
LCEEANDFEE]

ARV
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5 Ring Protocol

120

[EXEME D R IRZH]
WEBEER, §IOERICRBSNET,

LUYITR=ME, =20 T IDICHLTZOFETEET,

2HEVIHODOTLT )V THEBROBET, AREPBET S VI TITIIYRAY ) —FELTEH
ELTWBEFE, 794U R— b ELTHERSNTWAR— MR LT, shared-edge fEEDY > &
R FE2REEZITHBRT AL, AEEDS—BNICENE RV ET. T07D, KikEEE2ERT S XY
T =T O (VTR b, V=T RETEBENNHVET, UV ITR—- THBEAVF
7 = — A% shutdown ICRETAHEELT, L—THPHERELZVREBIZLED AT, Kavr F2AN
LTL 723,

3.UVTR=ME, FyRrxNTLN—TIHEELILA =Xy M V¥ T2 — AR L THETETEH A

Flo, VYIR=PIHEELIA PRy M ¥ T 2=, FYrAINVTN—TIIRETZTEHA,
YU TE—- ML, FET ARy N VYT 2—RADBTAE—FF v RILA YT 2 — IR L
T, WELTLES L,

4 RBEBPTAY ) — RIHBESNTWAIESIE, BFREAD) VY ITR—PIIH LT VLAN V-7

LT TAT )R- EBTEDYTONE T, /272 L, axrp-primary-port 2v > R THES Nz
AT 2= APBREINTSTATIUR— & LTEMELET,

S5.#F ) — FTHER— L ZIEE L 4D > 72858, Ring Protocol ENIEREICEEL $EA.

[BSEIY> K]

mode
axrp-primary-port



5 Ring Protocol

control-vlan

## VLAN & LT % VLAN Z2RELE 9, AI~v > FTHEE LK VLAN 2HWT, )V 7RED
ERZEEZTHOHIHT7 L —LDOREZEEERLE T,

N2 Vw b — Rzt LT, forwarding-delay-time /85 X — % 21879 % &, WIHABIERE 12 HI VLAN
ETHT—T 4 YTREBIER T 2ETORMERETCEET AREILELST, PFYYY b/ —FNTOD
7Ty aklfliy L —LZEEREMKRT 2 CORMEERGTE, vAY ) —RPREE LT T v ¥ afl
M7V —LEBEEIIRETEET,

[AFH]

BROE « BH
control-vlan <vlan id> [forwarding-delay-time <seconds>]

EROHIBR

no control-vlan

[AFE—R]
(config-axrp)
[INZA—=9]
<vlan id>
it VLAN & UT{#EH 9 % VLAN 2 E L £9,
LA X — 5 BRgR O P HAE
B TEEEA
2 fED R E ik
[RIRX—FIHETESME] 2ZRLTLLEZS 0,
772U, VLANID=1 I3f8ETE ¥ A,

forwarding-delay-time <seconds>
N Y Yw b — RTOEBRE S Ring Protocol 7707 LAOFHLEH KL 12, HI#l VLAN 27 %
T—T 1 REBICER T 2 TORMEMREMTHREL T,

1. 435 X — & BB O W HE

VU TR=VvDOF7 v T, BT+ 7T VO REBICERLET,
2. B EHFE

1~65535

3.K8T A — & ([HREEOEEEHIE
BIST X =7 2T 2HIRT 2541, K/SFX—¥%2EE LT control-vlan I~ > RZEHREL T
&V,

[37 > NSRS DENF]

ARV
[EENDFE]

ARV
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5 Ring Protocol

[EXEME D R IRZH]
WEBEER, §IOERICRBSNET,

L) > 27 ID 2fER LT 2l VLAN @ VLAN Z48ETE £H A
2.VLAN 7V —FIEHSN TS VLAN 2 HETCE LA,

3.Ring Protocol s@FAHICEE, F/2I3HIRZITI &, AEEE—RNICENE LD ET. 207D, K
WREAMAT 20y NI =T O (VY TR b, V—TDPRETLIBENSHVET, VT
R=P+THBA ¥ 7 x—R% shutdown ICRET S22 ELT, VL—FHRELLGZWVIREIZLED 2
T, KA FEANLTLEZS W,

4.forwarding-delay-time /87 X =% 1%, #{EE— R P TPy M) — ROBELETEUTT .
5.forwarding-delay-time /85 X — & OFEIL, RITTRIEZETEELE T,

« WEEE GEF I~ Freload, update software 7z EDETHET)

* Ring Protocol 70 7' L DHEEE (EMH I~ I restart axrp ETH &)

(B8EOY > K]

AQV
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5 Ring Protocol

disable

Ring Protocol #RE = #ENIC L £ 9,
[AFZEK]
BHROBTE
disable
BHOHIR

no disable

[AFIE—R]
(config-axrp)
[INZA=9]
%L
[27 > REREOENE]
Ring Protocol #aEIZ AN &5 D £9
LEEADEE]
=L
[EREME D RRERZZH]
EEAEER, §IGERICKMENET,
CE=EIE]
1.Ring Protocol ifFIcAR T~ > K% AHF 5 &, Ring Protocol RENEM &2V T . ZDFHA,
Ring Protocol #REZEA T 54 v T — 7 O (V> 7HEK) L, V—-THRETLEBTIPHY

F9. UYIR—bTHEAH 7 2 —R% shutdown ICBET 5% E LT, L—THFAE L2 WIRE
WCLZD AT, KAv Y FEANLTLEZS W,

e

[BhED7> K]

ARV
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5 Ring Protocol

flush-request-count

Uy TDOBERE BRI, TAY ) —FPY VIO RS Yy F ) —FIZHLTMAC 7 FLATF—
TLDIZIT#TFHITITy v afilfl 7 L —LZ2RETHEH=IBELE T,

[AAFER]

BRMOKRT - BF

flush-request-count <count>

IEEHQLEIES

no flush-request-count
[ASTE—K]
(config-axrp)
NS X—=9]
<count>
75y Ay L — LR ERBEEELE T,
1.A&IST X — & BUEEE O HAE
EBRTEZTEA
2. B E HiFH
1~10
[O7 > REEEEFOEIE]
7Ty vaflfil 7 L—L0OREREIZ3EICED ET,
LEEADSE]
=L
[ERTE(E D T IRZLHE]
EEEER, FIGERIIRBENE T,
BEI=CIE]

.SV YPY M) —RTOMACT RLAF—7LOITY N DY) PTEMEL, BIICSELETTY
VAT L —LICOVWTERBLET, T M) ZUTHICRELLET7 Sy v adlfll7 L—4i2o0n
T, TNV TIZEBLEEA

7

(BSEOY > K]

ARV
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5 Ring Protocol

forwarding-shift-time

U IRBEMEALEBEI, YV IR— b 2730 —FT4 VREBICEET AL CORBZHTLE I,
BELLEESEET S E, VIR T7uy s TREDPS T 3T —F 4 VOREBICERLE T,

Uy 7RECEIHERL, F3EHLL) YO NBEREICE 1B, KA VIIERSINET,

[AFRZR]
BHORE - BHE

forwarding-shift-time {<seconds> | infinity}
BHROHEIR

no forwarding-shift-time
[AHE—RK]

(config-axrp)
[INSX—=F]

{<seconds> | infinity}
VU IBEMEALEBEEI, VY IR-b 2T+ T—FT 4 Y REBICEET 3 CORMEZMEAT
IEELE T, infinity #IBET 2 &, YUV IR—= BT 3T —T 4 2 7REBIER T 5 F TORRHE
[REzD, Vo rZR—bMI7ayvF o REOEFICEDET,
1.3 5 X — & BB RO FHIE
BETEEEA
2. B D% 7E &
1~65535

[O7 > REEREFOSEE]
Uy IBEMEALZEE, VIR E2 T 2T —F 1V OREBICEET 5 TORBIL 10MERD

i@—o
[BEANDFE]
L

[EXEME D R BREZH]
EEEER, WEOY > 7 BEEEE, BLORMERICKMRESNET,

7

E==IE]

1.YRY ) =R TONVAF 2v 77 L —LOEREEBAIARIYY FOREEBLD B REVWER, YAY
J— Ry EEHERETSEDBELL, VY ITR- P77~ 74/7ﬁ%;&0i¢o%®tw,—
BRIV RETIBETNDSHDET,
KAV RERETHEG, VAV ) —FTOANLAF v 7 OFEERBEE+SICERB U EEHREL
TLEE W,
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(BSEDY > K]

L
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5 Ring Protocol

health-check holdtime
SYAY ) —FEEBIUHE) VIEER) VT OBRKIHHE ) — FPEELLEANVAF v 7T L —LA
2, YAY ) —FPZELLZVWTEERE AT 2 TCORERFBEZRELE T,
[AFIAZR]
BHRORTE - BF
health-check holdtime <milli seconds>
BHOHIR
no health-check holdtime
[AHE—RI]
(config-axrp)
[INSX—F]
<milli seconds>
NVAF 2w 77 V—LDOZEHFHREREZ IUDBEMTEELE T,
1.AIST X — & BEEEE O FHAE
BRTEZTEA
2. B EHF
15~300000
[O< > REEREFDEIE]
NVAF v 77 V—LDZERFSRERMEIL 3000 IVMELDET,

[EEANDFE]

[ERTEME D R BRZZH]
BEEEER, TIOERICRBENET,
[EREIR]

1.A&Ka~<> RTIE, health-check interval 3> ROBREMED HAZWEEHZEL TS,
health-check interval I~ > FOREMBL TOEEARIY Y FTRELZHE, "NVAFzvIyA
L7 NEBHLET,

2. ZE/ERERMEZB LSS, YAY ) — NIIREERE LHE L, BEWNREETWEHEGREA
BITLET,

[BSEIY > K]

ARV
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5 Ring Protocol

health-check interval

128

YAy ) =R, ¥B3EE) VUEER) VT ORKEIE ) — NPRETANVATF v I T L—LDIX
FRHREZRELET,

AR
WHRORE - £

health-check interval <milli seconds>
B OHEIFR

no health-check interval

[ASTE—NK]
(config-axrp)
NS X—=9]
<milli seconds>
NVAF 2y 77 L—LOXEEMEEZ IVMEBEMTEELE T,
1.4K85 X — 4 B O HAE
EBRTETEA

2. [EDFEEEH
5~60000

[O7 > REEERFOEIE]
ANVAF v 77 L—L0EEREE 1000 S VMHEZDET,

LEEANDFE]
ARV

[ERTE B D S BRZEH]
BOEEEER, §SERICRMENET,

CFEEIE]

1.health-check holdtime 2~ > FTIE, KO~ FOBREELD B AZWVEERRZELTLFE W, KO
< ROREMBLUROME % health-check holdtime 2~ > RTERELIEE, "NNAF v 7T AL LT
T hERHELUET,

2.F—=V Y TDTAY ) —REHFY U 7IERY) O TOBKEER ) — RTONVAF = v 73X EFM
BIEFE CEZRE LTIV, REMEIFEZIIGE, BEREAENPEEIITONERA,

%ll

(BSEIY> K]

ARV



5 Ring Protocol

mode

VT TOREBOENEE— NEFRELE T,

T, VVITHERELT, EEV LV 7HDOCIILFY) VIR THAES, REBSEHRLTWVLSY V7D
B, BEXUOFOY VT TOREBONBOTERELET .

[AFHA]

BROFE - BH
mode {master | transit} [ring-attribute {rift-ring | rift-ring-edge <edge node id>}]
B DOHI &

no mode

[AFIE—R]
(config-axrp)
[INSX—5]
{master | transit}
BEE-FZEELET,
master
YAY ) —RFELTHEELET,
transit
FIYTUY R —RELTEELET,
1. AT X — 5 BIgROFHE
BB TEE A
2 f[EDRHEEEH
%L
ring-attribute {rift-ring | rift-ring-edge <edge node id>}
HEVZIHVOTLT ) Y ITRRTOY Y TOREE LT, EFEVCIEERY VT R %
ERLZVWY VD) 2H8EL, $£7220) VI TCOREBOMESTEZEELE T,
78, rift-ring-edge ##67E L7-#5A1E, axrp-ring-port I <> RIZ shared-edge /$5 X — 4% Z{5E T
BDINEPHDET
rift-ring
HEY U IEER VI EBRT S —F (2L, B/ — FEkk<) ELTEfELET, K
NIA=FIE, YRY ) —FOBELZIEETEET,
rift-ring-edge <edge node id>
HE) VIVEER) VORI EL D) — K (HE ) —F) ELTEELET. ZDOb2EMN
J—RERXBIT S0, BERMTTYY /) —FID (1 £72132) 2fEELET,
1.ANT X — % BUR OF)HAfE
YAy ) —ROEE, HE)VIERY T (B Y IERERT LY VY) OYRY ) —REL
TEELET,
FNTUYy b= ROBE, FEVVIERY VT, $EEEY) VIEERY VIO T DY
M) —RELTEMELE T,
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2. [EDE
1 7213 2

[O< > RARFOEIE]
2L

LEEADSE]

2L

(EREE D S IRZ2 1]

BEMEER, TIGERICRMBENET,

CFEREIE]
1.YRA% ) —=RIZ) Y THRIC—HBEBLFHREL TL 20, HEERE LB E, Ring Protocol #EEASIE
WCEBIEL £/ A

2.Ring Protocol EifEHRICE— NEHE, H7I3HIBRZITS &, AEENP—RIICENEZDET. £07
O, AEREEEHIT ARy NT—TOER (VIR L, V—7PRETLIBEINSHVET, V
VIR—=PNTHABA YT —A% shutdown ICRET AR ELT, L—FHFFHELZWVIREICLED
AT, KaAv Y RE2ANLTLEZE 0,

3.F—Y Y TOEREY v UIEERY VTORKE ) — RICE, FRENELSZTvY ) —FID%2EEL
TLRE W, ELLHEESNTWRWIEGS, VY IHRESEEICEELEE A

(BSEIY > K]

ARV
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name
VT EBAT A1 OB ERELE T,
[AAFEE]
BROKE - BH
name <name>
BHOHIR
no name
[AHE—RK]
(config-axrp)
[INSX—F]
<name>
VYT EBNT A0 ETEELET,
1.AST X — & BREEE O FHAE
BB TEERA
2. BB 7E Hi
2 XELHNOXFEFNNZY TN +—t (") THATHEELET. ANFREAXFIL, ERFEEE
BXZETT o ANXZINCAR—A L EORBXFEEEE L WVIEE, XFWNE2FTLT+—F (")

THELRSTLRETEET, ML, [NIX—FIBETZSE] © [MEROXEY] 258
LT 7EE W,

[3~7 > REEERDEE]

%L

[EEANDFE]

=L

[EREMED < IRZ2H]

REMEEER, TIGERAICKMENET,
REI=E ]

ARV

[BHhEIY > R]

ARV
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5 Ring Protocol

preempt-delay

132

YA ) —=RTY Y IREOEIHZBE L-H &, EBOTIV R LEIF2 £ 2 £ TOMILRREZHE L
£,

RIATY RERE LGS, TRAY ) — Py YREOEIREBE L TY, Y0 R LI IERRE A8
T2%T, U/ REOERBELERLE A
AR

BHRORTE - BF
preempt—delay {<seconds)> | infinity}
B OE|BR

no preempt-delay
[ATE—K]
(config-axrp)
NS X—=9]

{<seconds> | infinity}
RREEYI 0 R LINIER 2 D BEALCHEE L E 9, infinity 2159 % LRFHEY) 0 R UITIERR 2SR & 72
D, &R~ P clear axrp preempt-delay 2FE(T9 5 £ T, vA¥ /) — i3V v VREOEIHEE
ZEBLETA

1485 X — & AR O FHAE
BB TZELA

2 fE D E HiF
1~3600

[37 > NS OENE]

BEOWORELUBEL T CICEMLET,

CEEANDRE]

7L

[EXEME D R IRZH]

EMEEER, WEOY > IEEEIERLRE, 5LURTERICERENET,

REEI]

LAIY Y REFRETHHEE, VY ITEERTSIXTONT Yy b — Fo forwarding-shift-
time I infinity Z8EJ 25, BETOR LIMERH LD B RELEEZREL TLLES V. BBEYTDE
LIMERE L D /NS REZRE LIZBE, V- TPRETL2BZTNPHDET,

2

eflt

(B8EOY > K]

ARV



5 Ring Protocol

vlan-group
Ring Protocol T#HY % VLAN 7L —7, BX V%D VLAN 7L —7I12&0M9 % VLAN v v £ 7 1D
EHRELET.

—OD) Y TICBRZDOD VLAN V)L —F#HETEE T, 7z, VLAN V-T2 (T 52 &
T, VLAN CE BRI EITAE T,

[AFIAZR]
HRORE - ZE
vlan-group <group id> vlan-mapping <mapping id list>
BHOHIR
no vlan-group <group id>
[AHE—RI]
(config-axrp)
[INFA—=5]
<group id>
Ring Protocol Ti#HT % VLAN 7L —7ID 2$8E L £ 7

1A T X — & BIEE O F)HE
BETEEEA

2 B R EH
1~2

vlan-mapping <mapping id list>
VLAN ZV—712SM3 % VLAN v v B> 7 ID 2 BELE T, —2D VLAN v v ¥ 7 1D 2R 7E
TEBED, N 7> (4), ar<z () 2ERALTERHO VLAN vy 2 7 D O—HERELTEE

ER
LA T X — & B O F)HE
BWTEEEA
2 (EDEE
1~384

[37 > FEEEROEF]

L

[EENDFE]

L

[EXREfE D S BREZH]

REMETR, §IEACRBENET.
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5 Ring Protocol

CEEFIE]

1.27% 2> 27 ® VLAN Z)L—FICR—®O VLAN v v U THABRESNTWEEE, Fno6D) V7T
FEl—R—r2Y 2 TR-MIIBETEE A, I275L, EEV VI THB) > 7R—1+ (shared/
shared-edge f8ED Y > 7' R— ) OFEIIEETEET,

2AREENYAY ) — FIHEESNTWAHEARIR, BREADY V7 R— IR LT VLAN Z7L—7FZ
LILTIATUR—-IPEETEIDYETONET, 12721, axrp-primary-port I > RS ATEHD
BEE, BESNA VY T —APBREINTTIATYR—-MIBRESNET,

(BSEDV > K]

axrp vlan-mapping
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6 IGMP/MLD snooping

ip igmp snooping (global)

no ip igmp snooping 2 v > FIZ& > T, AEET IGMP snooping Z#EHIC L £ J,

[AFIRZR]
BWMOH

no ip igmp snooping
1BHOHIFR

ip igmp snooping
[ASTE—R]
(config)
[INTA—=9]
w L

[O7 > REESEFDEE]
AIEE T IGMP snooping 2B LE T,

LEEADEE]

RIATY REFE LGS, REETIGMP snooping BEICR 57:8, [Pvd v LFF+ A M)y b
75 VLAN HO&R— MIF#shEd,

[EXE BN S ERZZH]
REMEEER, TIRBENET.

CEEFIE]

1.ip igmp snooping 2~ > KT IGMP snooping ZE#iZd 5 & &I, MACT FLAT—7)LDOI Y
FUEAPBRARTI Y PVITEL, RELIY MNP IRTERTER2WVIEEIL, IGMP snooping #°1E L
<EELERA. TV PIBHPMACT FLAT =T LVONESFMHELIAIC 25 L 512, #liz RELT
<72V

2.no ip igmp snooping a~v > FZF&E L7 HE, A%EE T IGMP snooping BEIZE D £9, D7
%, VLAN A >4 7 = — AT ip igmp snooping Iv > RZHREL THFEHEA > ¥ 7 = — AT IGMP
snooping AEMICZ D E£H A

5’4‘

(BSEDY > K]

ARV
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6 IGMP/MLD snooping

ip igmp snooping (VLAN 1 >9 7 1 —X)

VLAN A >4 7 = — 2 IGMP snooping ZHG#IZLE 9,

[AFIAZR]
BWORE

ip igmp snooping
BHOHEIR

no ip igmp snooping
[AFIE—R]
(config-if)

VLAN A %7z —X
[INSX—%]
zL
[O7 > REEBIFOBF]
YA ¥ 7 2 — AT IGMP snooping = &I LE T,
LEEANDFE]

A< REFELLBE, IGMP snooping T M) OEBENFETIAHET, [IPv4d T LFF+ A M8y
NS VLAN HO2 R — MIRffshEd,

[EXEME D R IREZH]
EEEER, TRBRSNET.

B E ]

l.A&a~ > ¥ TIGMP snooping #B#2T 556, MACT RLAT—7LOIY MIEPERRTY b
DIZEL, RELZIY NS TRTEHETERVLEZE, IGMP snooping NIELLBfELEHA. T
YPUEAPMACT RLAT =T VOREFMAELANIZE 2 X512, BREzREL TS0,

2.79—)\)var7 47— 3 E—FTnoip igmp snooping I~ > FNEHE L-FHE, REET
IGMP snooping BMEMICZ D E T, ZD/0, ATITY REFRELTHHEYA > ¥ 72— AT IGMP
snooping EMICE D £H A

7

[BHhEIY > R]

ARV
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6 IGMP/MLD snooping

ip igmp snooping fast-leave
IGMP Rl RE 2 BRI L E 9

VLAN A > %7 = —Z7T, IGMPv2 Leave X vt —Y B XU IGMPv3 Report (BfRESR) X vt—V%
ZELREES, TCIZYR— D IPVEA Y ILFF v+ A MBEEZEILLET,

[AFIRZR]
BROH

ip igmp snooping fast-leave
1BHROHIFR

no ip igmp snooping fast-leave
[ATE—R]
(config-if)

VLAN £ > %7 x—2Z
NS A—4]
7L

(37> REIERFDEE]

IGMPv2 Leave X vt —YB XU IGMPv3 Report (BEHENR) X vt — V22 EFLEA, ZEK—H
KKR—=VLFF ¥ ANV —TOZEEPFEELRZNW EEHERLT, [Pv4 VL FF+ A MNEFEEFEILL
F 9. IGMPV2 Leave X v £ — Y B X IGMPv3 Report (BEHESR) X vt —V%ZF b b, i
RAEOR (F7 )L MEZ 3ME) 1ZIPv4 v ILFF+ 2 MEBIERLE I,

CEEADEE]
%L
[(EXEMED R IRE2H]
EEEER, §TSICRMENET,
CEEEIA]
1.3%%4 > % 7 = — AT IGMP snooping 7" EX 2158, AEEIEELEE A

7

(BSEOY > K]

ip igmp snooping
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6 IGMP/MLD snooping

ip igmp snooping mrouter
VLANA V% 72— AT NVFF Y AMNL—FR—-FZFELET,

[AFIAZR]
BMOH

ip igmp snooping mrouter interface <interface type> <interface number)
BHROHEIR

no ip igmp snooping mrouter interface <interface type> <interface number>
[AHE—RK]

(config-if)
VLAN A V%7 x—2X

[INSX—5]
interface <interface type> <interface number>
YLFFFAIN—F K- ZRETHA VI T2 —AZEELET,
1L.AINT A — 5 BHEE OFHAE
BB TEEEA

2 B E i
<interface type> <interface number> (213, IRIZRT A » ¥ 7 = — ARR| 7 — T I/ T 51
YT ARBRUOA I T 1 —ABBRIEETEE I ML, VST A-FIHEETZHME]
O [WA>572—ADIEERE] 2ZRLTILEE N,
R e E AT P2 P E
cAR=FFr RN I T —R

[O7 > REEFOEE]

ARV

LCEENDRE]

AR

[ERTEMED [ BRZ2H]
REMEAER, I<IIRMSINET,
BES=E]

1.3%% 1 » % 7 = — AT IGMP snooping PN 7256, ARESEDICLDET,

2.9V FF ¥ AML—FKR=MIF v INTN—TE2HET 5%5E, <interface type> <interface
number>IZIEAR— »F ¥ 1A /577.1 AERELTLLZS Ve FXYAIVTN—TDR—- %A —
PRy VT2 —ATRE LIS BEITENEDET,

%\l

[BEOY > K]

ip igmp snooping

139



6 IGMP/MLD snooping

Ip igmp snooping querier

VLAN A >4 72 —XTIGMP 7TV 7H#EEZ B L E T,

[AFIRZR]
BWMOH

ip igmp snooping querier
1BHROHIR

no ip igmp snooping querier
[AHTE—RK]
(config-if)

VLAN A ¥ %7 x—2
[INFA—=9]
L
[O7 > REREEOENF]
FEA YT —ATIGMP 7 1) 7HEEA BHICLE T,
LBREANDZE]
L
[BXEME D RIREZHE]
EEEER, IICRBMSNET,
CEFEEIE]

1.8 > % 7  — 2 IGMP snooping » L2158, 7233412y 72— A IPVA T FL A%
BEL TV RWES, IGMP 71 7HEIZEELE A,
2B A T2 —ATIPVAYLFF v A M —T 4 Y TZFERLTVAEHA, [PvAYILFF+ A b
V=T 14 7D IGMP 7 1Y) THEER BT 5729, IGMP snooping @ IGMP 7 L) 7H#EEIXEI{E L
FHA

2

(BSEOY > K]

ip igmp snooping
ip address
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6 IGMP/MLD snooping

ipv6 mld snooping (global)

no ipvé mld snooping 2 < > FiZ & > T, AREEET MLD snooping Z#EMNIC L £,

[AFIAZR]
B
no ipvé mld snooping
BHROHEIR
ipvé mld snooping
[AHE—K]
(config)
[N A—=%]
L
[O< > REEEFDEIE]

AEEE T MLD snooping #EB#ICLE T,

LEEADEE]

RIAT Y REFE LGS, REET MLD snooping 2 ENIC2 5728, TPv6 v L FF+ X NSy b
75 VLAN WD 2R — JP%[‘_*é nEd,

[EXEME D RIREZHE]

EEEFER, IIIRKMENET,

[EEEIE]

1.ipv6 mld snooping ¢ MLD snooping ZE#MICY 2 & X2, MACT7 RLAT—=7LDIY b UEAD
BRIV MVICEL, MELIY M PITRTERTE2WVIEAIE, MLD snooping 2IEL < #EL %
The TV MIEMMAC 7 FL AT — 7 LONNEZEAELINIC tréoto I, BEEREL TS,

2.1n0 ipv6 mld snooping & E L7z HE, ANEET MLD snooping PHEMICZ D 9, 2Dz
VLAN A > % 7 2 —Z T ipv6 mld snooping 2> RZHREL THHEEA V¥ T2 — AT MLD
snooping AEMIZZ D EH A

B

[BSET~ > K]

ARV
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6 IGMP/MLD snooping

ipv6 mld snooping (VLAN 1>49 7 1 —X)

142

VLAN A >4 7 = — 2 MLD snooping #B#IC L £,

[ABH]

BWMOH
ipvé mld snooping
1BHOHIFR

no ipvé mld snooping
[ATE—RK]

(config-if)
VLAN A V%7 x—2R

NS A—=95]

7z L

(27 > RSB OBF]

YA >4 7 x— AT MLD snooping ZEHICLE T,
LEEANDFE]

ARa< Y FEHREL7HE, MLD snooping T b DEENPFETITHET, IPv6 vILFF v R 8Ty
2% VLAN HD &R — }\ CHENET,

[ERREME D BREZH]
EEEER, TRBSNET,

7

l.AR3~ > R MLD snooping #2558, MACT RLAT—=7LOIT Y M )EAFRATIY b
VIEL, RELTY NPT RTEBHRTE 20 EEIE, MLD snooping MIELLEIfELEH A, TV
IS MAC 7 RLAT =T VONBEELANICZ S L5112, BRERELTLLZI 0,

2.709—=)N)Vvar7 4 7 L—3 3 »E— RTnoipvé mld snooping I~ > REFE L7ziHe, REEBET
MLD snooping B EHICH D ET. ZD/H, AITY RERELTHEYA >y 72— AT MLD
snooping AEMICZ D E£H A

(BSEIY > K]

L



6 IGMP/MLD snooping

ipv6 mld snooping fast-leave

MLD BB EE 2 BRI L £ J

VLAN A > %7 = — 2T, MLDv] Done # v+ —Y3# &0 MLDV2 Report (BEHZESR) vt —V%%
FELEBE, TICHER— D IPV6 TLFF+ 2 MEEEELLET,

[AFRZE]
E]OR

ipv6 mld snooping fast-leave
BHOHEIR

no ipvé mld snooping fast-leave
[AFIE—K]

(config-if)
VLAN A V%7 x—2X

/NS5 A —4]
7L

[3~7 > REEERFDEE]

MLDv1 Done X v+t — 8 &0 MLDv2 Report (BEfREESK) X vt —Y%2ZELHE, ZEF— I
Fl—VLFF ¥ AN ITN—TOZEEVPFEHEL LN E2HER LT, IPv6 YL FF+ A MBEAXEFELLE
9. MLDv1 Done X vt —YB XU MLDvV2 Report (BERESK) Ayt —Y2ZELLbED, HRL
HOM (77 4 MBI 3ME) 13 Pve L FF+ X MEESMFELE T,

LEEADRE]
%L
[EXEME D RIREZHE]
REMEEER, TIIRMSNET,
CEEEIAE]
1.8%%4 > % 7 = — AT MLD snooping » #2158, RHEREIIBELEE A

[BS@ET~ > K]

ipvé mld snooping
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6 IGMP/MLD snooping

ipvé mld snooping mrouter

144

VLAN A V72— AL FF VY A ML—FR— b 2FZELE T,

AR
BROH

ipv6 mld snooping mrouter interface <interface type> <interface number)>
1FHROHIR

no ipvé mld snooping mrouter interface <interface type> <interface number>

[AFTE—NK]

(config-if)
VLAN A »% 7z —2X
[INSX—95]
interface <interface type> <interface number>
VLT FX AN R ZRET S VY T —AZEELET,
1LAINT A — 5 B OFHE
BB TEELA
2 B D E HiF
<interface type> <interface number>21d, IRIZRG A > ¥ 7 = — ARRI )L —FITRIET 5 A
YETI—ARBLUA VY T 1 —AFESZIEETEEI . i, [T X -FITHEETE 51E]
O WS> 7 - ADEERE] 2ZRLTILEE N,
A=Y RY P IT =R
cAR=FFr IV T T—R

[O7 > RAREFDEIE]

L
CEEANDEE]
L

[(BREE D Sz BRE2 1]
REMEER, IICRBINET,
CE=ZEIE]

.34 1 >4 7 = — AT MLD snooping 7’830 7e 56, REREIIEICLDET,

2.VNVFFY AP —=FR=MIF v RINTN—T%FET 555, <interface type> <interface
number>{ZIE AR — b%vzw4/97l A% ﬁbf<tém Fr 2N TN—TDR— & A —
YRy MU T2 —ATRELIG BEITENICEDET,

(BSEDY > K]

ipvé mld snooping



ipvé mld snooping querier

VLAN A >4 72 —ATMLD 71 7Hpe2 BN LET,

[AFRZE]
E]OR

ipvé mld snooping querier

H|MOHIPR

no ipvé mld snooping querier
[AFIE—R]

(config-if)
VLAN A V%7 x—2X

[INT X —9]

L

[O7 > REREFDENE]

HUA YT —ATMLD 7Y PRAEEZEINICLE T,
LEEADSE]

A

[EBREB D R IRZDHE]

EEEER, FICRMENET,

[EEEIE]

2

1.4 1 > % 7 = — AT MLD snooping BE#h 22158, F721%

6 IGMP/MLD snooping

UL YT —ARICIPVO T FL A

(IPv6 V> Z7Ha—HLT7 RLR) ZBRELTVWARVWESR, MLD 7T 7HREIIEELEEA

2.8EA I T2 —ATIPVO YL FF Y A M —T 4 VT2 EALTVWSEE, [Pv6 vILFF ¥ A b
V=T 4 > 7O MLD 7 L) 7HEER BT 5780, MLD snooping ® MLD 7 TV 7 #EEIXBIE L £

Ao
[BS@ET~ > K]

ipvé mld snooping
ipv6 address
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7 7I7EAVZA N

771X X MY

W7 7tER)RARNK

TI7RLR)AMIER, T72R) A MOEBFELTHERATZ7 7R A NEOHTY,, ZHTHIY
74 7 L—3 3 rd<access list name>%, FwA 28602 Y A MERTEZ £,

W -7
V= v ZHEE, permit Iy FBLUdeny av Y FEBEROERELY M) OAETT,

77 AV A M &{kT, flow max-configuration <> NERERIZHEA 96000 > k), flow max-
configuration I~ > FARBERIIEA 64000 T2 M ERTEE T, T TOY—F7 Y AU, QoS
TU—YA DY VAR EHET

B9 71—REWETED 77 EAVA MY

AVFTI—RIHETEBRTVERAVAMRER, A VI T2 —RIIBETCEELT LAY A NDBRKT
T A 28602 U A MERTEET,

TIEAVRANERERLTA VY T2 —RICRELEZVES, A VY T2 —RAIIRETEAT LAY A
BT3B A A

—DDT LAV A NEERDA V7 T 1 —ATHELES, MIJANELTHAET,

—ODA VI T —AIEBROT 7R AN ERELIGE, FIUAMELTEAET, Z0EX, F
BIERERNZRI) A MELTHAE T, I BICT 7RV A MNRZEZIRET A0 EIPICEEEL, F
—A 5T 2= ADZEREEEBRIOMAICHKE LB, 2VAMNEEAIET,

T, TANMFER)Y—R=AIF—Y VTR ANELTHAET,
B> 97 1—RAERETED—T A

AV TI—RAIIRETED YTV ABER, A VI T2 —RAIIRETZDY— TV ADBE T 1V
T —ARETCELY =TV ARERORIINLE T,

RKR7-1 A2VITI—RHETED—T VA

9 . . ~, L == s S ~
NeRSTPFOT 71 flow max conflgrljftlon VRO AVITI-RICRETERY—T>
XE e
switch-1 - 64000
switch-le
switch-2 O 96000
itch-2-qi
switch-2-qing » 64000
switch-2-flow O 256000
X 256000
switch-3 O 96000
switch-3e
X 64000
switch-3-qging

148



7 7I7EAVZA N

_ . . =] ~, L ~ — :gﬂ,rﬁ \‘3 S/, ~
NeRHT7FOT 710 fbwnmmegﬂ?mn Y RD 129 71— RICEETED—T >
X E Xy
switch-3e-ging
(LB O:FEHY X F/HERZL — BREANA

CITDOY—r VAL, QoS 7u—J A MDAV F T 2 —Rl

\/V

— T VAR BAEE A

— T VADEEPIEWT VLAV A b2 A v F T 2 — Rl

o B
—AX

CRETEDV—T VAR LEARAET,

TBULIEE, AV T1—RAIHETES

VIV ADBRENH AT VLAV A N VI T2 —RAIZBEELLES, 772 AV A MR LI ED
WERZL, AV T —ACHREENLZTI7EAVA NI EIHIZ Y P ELTHAET,

W77 ERAURNRES = 2 ZHOELB]

FTIEAYANRE Y = v ABOEHG %,

R7-2 7IERAVZARNES—7 > ZABOELS

RORITRLET

REH

e
7I7tEAY
AN

fEHT 3
129
J1—XAIC

HRETED

7I7tA
AN

fEHT 3
129
Jx—RXIC
BRETED
=R
%

TUEAYA D AAA BIEELT, A=Y 3y bV ¥
7 x—2A1/1 ® inbound IZ&%

interface gigabitethernet 1/1
ip access—group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1YAb

I1YRAR

3TNy

3xrhY

BEROBEEAIMMELTWARET, 772U A AAA %
ERRLT, A1 =¥ % b > %7 xz—21/1 ® inbound iZ
BRE

no flow filter implicit-deny

interface gigabitethernet 1/1
ip access—group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1YAb

I1YRAR

2T HY

2TV HNY

TR AN AAA RIERRLT, £ —FFv b2
7x—21/1 & 1/2 @ inbound 12 &7

interface gigabitethernet 1/1
ip access—group AAA in

interface gigabitethernet 1/2
ip access—group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1YAb

2R B

3

6Tk

BEROBEELZINIELTWARET, 77X XA N AAA %
ERLT, A —UFX vy M2y 72— 1/1 & 1/2D
inbound 2%

1Y Ab

2R

2T hY

4T
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REH

e
7I7EAY
AR

EAT 3
129
JI—2R(C
HECTED
7I7tAY
A M

fEHT %
129
7x1x—XIC
BECTED
=R
E

no flow filter implicit-deny

interface gigabitethernet 1/1
ip access—group AAA in

interface gigabitethernet 1/2
ip access—group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

TIEAYAN AAA ZERRLT, 1 =P %y 2%
7 z—2A 1/1 ® inbound & outbound IZ5%E

interface gigabitethernet 1/1
ip access—group AAA in
ip access—group AAA out

ip access—-list extended AAA
10 permit tcp any any
20 deny udp any any

1Y Ab

2UA R

3TV

6L

REEROEEZMIEL TWAIRET, 772 A M AAA %
ER LT, A1 =¥ %y b % 7x—2A1/1 ®inbound &

- ut—d

outbound IZEFE

no flow filter implicit-deny

interface gigabitethernet 1/1
ip access—group AAA in
ip access—group AAA out

ip access—-list extended AAA
10 permit tcp any any
20 deny udp any any

1YRB

2VUA b

2T

4T

T2 A) XN AAA ZERRLT, 1 —H Xy bV ¥
7 x—A 1/1 ® inbound 2%

772 AXJ)ANBBBZERKLT, 1=y b2
7 x—2Z 1/2 ® inbound IZ8%

interface gigabitethernet 1/1
ip access—group AAA in

interface gigabitethernet 1/2
ip access—group BBB in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

2UR B

2R b

6T

6ThY

BROBEZELMIELTWAIRET, 772U XA~ AAA %
B LT, 1 =Yy A >%T7x2—Z 1/1 ® inbound IZ

Eat==1

A e

7% AY A BBBRMERLT, £ =%y Ry
7 x—2X 1/2 ® inbound IZ&%

no flow filter implicit-deny

interface gigabitethernet 1/1
ip access-group AAA in

2UR B

2VA b

4T by

4T
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R =AY

BT 74‘/;_ fERT 3 74‘/;_
Ep FORRY | i T s—syz LT
2 N HECTED 2 HECED

7R S—HY2

AR %

interface gigabitethernet 1/2
ip access—group BBB in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

TI7EA)ANAAA ZERRLT, /1 —H% %y M ¥ 2YA b 2 Xk 6L 6T HNY
7 x—2Z 1/1 ® inbound 2%

77®AJANBBBZELT, 1 —9xv S
7 z— A 1/1 ® outbound IZ8¢E

interface gigabitethernet 1/1
ip access—group AAA in
ip access—group BBB out

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

REROBEZMIELTVWARET, 77 AV AMNAAAZ | 2U A b 2U AR 4T hY 4T hY
ER LT, £ =Yy b ¥ 7 x—2A1/1 ® inbound IZ

Ean—d

A E
77X AY X NBBBEZ{ER LT, /=YXy b1
7 z—2Z 1/1 ® outbound IZF&E

no flow filter implicit-deny

interface gigabitethernet 1/1

ip access—group AAA in
ip access—group BBB out

ip access—-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

TIEA)AAAA ZERRLT, A ¥ 7 2 —RIZERAL | 1 YA 0URAb 2T kY Ox>hvY
A

ip access-list extended AAA
10 permit tcp any any

BROBEELZNIELTWARET, 77XV A MNAAA%Z 1 UXb 0YJRAbB 1>y oxT>hY
ER LT, Av¥7x—RIZEALLZL

no flow filter implicit-deny

ip access—-list extended AAA
10 permit tcp any any
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BAE CEBRMB KUE

B0 KN3J)LEFR (IPv4)
[Pv4 OF0 b I LEFRE LT, HETZZEMERDEICRELET,

& 7-3 EETRELTONILRIR (IPv4)

70k J)LEHR WRFOKNINES
ah 51
esp 50
gre 47
icmp 1
igmp 2
ip IARTCOIP Fu ban
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
VITD 112

B O0KN3J)LEFR (IPv6)
IPv6 D70 h INVZIRE LT, ETEAEMERDOEFITRLET .

xR7-4 EEURELA O NIINLEFR (IPv6)

70k J)LEHR WRFOKNINES

gre 47

icmp 58

ipve IARTCOIP Fu b

ospf 89

pcp 108

pim 103

sctp 132
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7’0 b O )LEHR WMRFONINES
tcp 6
tunnel 4
udp 17
VITp 112

WAR— & (TCP)
TCP THETE 54— FEHE, RORITRLET.

& 7-5 TCP TEEREGAR— hBHR

R— hBF HNRR— NEHIUES
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
ldap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
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R— h&F HNRR— NEHRIUES
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)

WR— bR (UDP)
UDP TIFETE 58— M &%, RORITRLET,

& 7-6 UDP TIEEDIREGAR— KRR (IPv4)

R— NEHR WNRR— NEHIUES
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
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R— &

HRR— BB IUES

radius-acct

RADIUS Accounting (1813)

rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcep X Display Manager Control Protocol (177)

£7-7 UDP CHEETREAR— MBI (PV6)

R— N&FF WNRA— NEBLUES

biff Biff (512)

dhcpvé-client

DHCPv6 client (546)

dhcpvé-server

DHCPv6 server (547)

discard Discard (9)

domain Domain Name System (53)

echo Echo (7)

isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)

nameserver Host Name Server (42)

ntp Network Time Protocol (123)

radius Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

ripng Routing Information Protocol next generation (521)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)

sunrpc Sun Remote Procedure Call (111)
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R— N2 WRA— NEBRUES

syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcp X Display Manager Control Protocol (177)

Mtos &

FBETEZ 5 tos &M%, IROFRITRLE T,

#* 7-8 IEFETIEEG tos R

tos &HR tos f&
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0
Mprecedence &#5

fE8E T Z % precedence &z, ROFBITRLE T,

xR 7-9 IEETIEER precedence &Ff

precedence &¥f precedence fB
critical 5
flash 3
flash-override 4
immediate 2
internet 6
network 7
priority 1
routine 0
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WDSCP &7

fHET& % DSCP &5z, ROFRITRLE T,

& 7-10 3¥5ZETTRER: DSCP B

7

TIEAUVRA K~

DSCP &7 DSCP {&
afll 10
afl2 12
afl3 14
af21 18
af22 20
af23 22
af3l 26
af32 28
af33 30
af4l 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
cs5 40
cs6 48
cs7 56
default 0
ef 46
W —H3xy NI TR
HETEAM Y2y N ATE&ME, RORITRLET,
R7-11 EBEARELGT—H Ry NI 1 TR
1 =82y NI 1 TEFR Ethernet {& =25
appletalk 0x809b
arp 0x0806
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1=ty NS TFEHR Ethernet f& "E
axp 0x88f3 Autonomous Extensible Ring Protocol #7837 v +, B
KU OAN R/ v b TT,

eapol 0x888e

gsrp — ¥ Gigabit Switch Redundancy Protocol

ipv4 0x0800

ipvo 0x86dd

ipx 0x8137

Xns 0x0600

Bx ABLTLEEA.
W55t MAC 7 R L &5
IEETE25% MAC 7 RL2&Fi%, ROKICRLET.

KR 7-12 18ECIRERSESE MAC 77 R L ARFR

SEET R L RIEE 53557 KL R 53557 RLAYRT

bpdu 0180.C200.0000 0000.0000.0000
broadcast FFFF.FFFF.FFFF 0000.0000.0000
cdp 0100.0CCcC.cccC 0000.0000.0000
lldp 0180.C200.000E 0000.0000.0000
multicast®1 0100.0000.0000 FEFF.FFFF.FFFF
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCC.CCCD 0000.0000.0000
slow-protocol 0180.C200.0002 0000.0000.0000
unicast-flood*?2 fHELAZW HE L2

EX1 Ju—FFv 27y b2EHET,
EX2 77y T4 vy bEBEELEY, Outbound GEERD) ZIFICHEETEEJ,

WXy -8 (ICMP)
ICMP THEETZ 2 XA vt =Y &M%, RORITRLET,

& 7-13 ICMP TIEETRERZ X v £—T R (IPv4)

Ay t—T2F Xyt—I% I17 J—R
administratively-prohibited Administratively prohibited 3 13
alternate-address Alternate address 6 fBE=L
conversion-error Datagram conversion 31 fEEm L
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Ay - Ayt—T% 917 J—NK
dod-host-prohibited Host prohibited 3 10
dod-net-prohibited Network prohibited 3 9
echo Echo (ping) 8 fBEZL
echo-reply Echo reply 0 BELL
general-parameter-problem Parameter problem 12 0
host-isolated Host isolated 3 8
host-precedence- Host unreachable for precedence 3 14
unreachable
host-redirect Host redirect 5 1
host-tos-redirect Host redirect for TOS 5 3
host-tos-unreachable Host unreachable for TOS 3 12
host-unknown Host unknown 3 7
host-unreachable Host unreachable 3 1
information-reply Information replies 16 EEZ L
information-request Information requests 15 BELL
mask-reply Mask replies 18 BEZ L
mask-request Mask requests 17 BELL
mobile-redirect Mobile host redirect 32 fEER L
net-redirect Network redirect 5 0
net-tos-redirect Network redirect for TOS 5 2
net-tos-unreachable Network unreachable for TOS 3 11
net-unreachable Network unreachable 3 0
network-unknown Network unknown 3 6
no-room-for-option Parameter required but no room 12 2
option-missing Parameter required but not present 12 1
packet-too-big Fragmentation needed and DF set 3 4
parameter-problem All parameter problems 12 BELL
port-unreachable Port unreachable 3 3
precedence-unreachable Precedence cutoff 3 15
protocol-unreachable Protocol unreachable 3 2
reassembly-timeout Reassembly timeout 11 1
redirect All redirects 5 HEL L
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Ay - Ayt—T% I17 d—R
router-advertisement Router discovery advertisements 9 fEEmL
router-solicitation Router discovery solicitations 10 BEZL L
source-quench Source quenches 4 fHES L
source-route-failed Source route failed 3 5
time-exceeded All time exceeded 11 fBE=L
timestamp-reply Timestamp replies 14 fEEm L
timestamp-request Timestamp requests 13 BEXL L
traceroute Traceroute 30 fHER L
ttl-exceeded TTL exceeded 11 0
unreachable All unreachable 3 fBE=L

K 7-14 ICMP TIEETIREGZ X v £—T & (IPv6)

Ay =22 Xyt—I% g17 d—R
beyond-scope Destination beyond scope 1 2
destination-unreachable Destination address is unreachable 1 3
echo-reply Echo reply 129 BEL L
echo-request Echo request (ping) 128 fEEZ L
header Parameter header problems 4 0
hop-limit Hop limit exceeded in transit 3 0
mld-query Multicast Listener Discovery Query 130 fHES L
mld-reduction Multicast Listener Discovery Reduction | 132 BELL
mld-report Multicast Listener Discovery Report 131 EEZ L
nd-na Neighbor discovery neighbor 136 BEL L

advertisements
nd-ns Neighbor discovery neighbor 135 BEXL L
solicitations
next-header Parameter next header problems 4 1
no-admin Administration prohibited destination 1 1
no-route No route to destination 1 0
packet-too-big Packet too big 2 BEL L
parameter-option Parameter option problems 4 2
parameter-problem All parameter problems 4 fEEmL
port-unreachable Port unreachable 1 4
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Ay tE—T&F Ayt—T% 917 J—NK

reassembly-timeout Reassembly timeout 3 1
renum-command Router renumbering command 138 0
renum-result Router renumbering result 138 1
renum-seq-number Router renumbering sequence number 138 255

reset
router-advertisement Neighbor discovery router 134 fBEZ L

advertisements
router-renumbering All router renumbering 138 BEZ L
router-solicitation Neighbor discovery router solicitations | 133 fBEZ L
time-exceeded All time exceeded 3 fBEL L
unreachable All unreachable 1 BELL
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TIEAVA N

advance access-group

162

A5 72— LT Advance 772 A Y 2 b %@ LT, Advance 7 1 LI EREZBRIICLE T,
BHTEAM 72— RAEZRIZRLET,

s A =YXV b FT =X

C A=Y YT I TR

¢ R=bF¥XNVTTAFT2—R

s VLANA >»% 7z —X

BV —R=ZAN—F 4 VT DINFGA—FEHELETIVERAVRA M 2A V¥ 72— REAT 5 & 13,
74 J)L%® Inbound (ZEMH) ZEEL TS,

AR
BROH

advance access-group <access list name> {in | out | in-mirror | out-mirror}
B|MOHIBR

no advance access—group <access list name> {in | out | in-mirror | out-mirror}
[ATE—R]

(config-if)
A—HVxy b ¥Tx2—X, VLANA ¥ Tz—X
(config-subif)
=2y v TA VI Tz—A, R=b+rFvRZLTTAL Tz —2A

NS A—95]
<access list name>
Advance 74 V¥ DT 7t AU A MNGEREELE T,
1.A&IST A — 5 BEgR O FIHE
B TEEHA
2. D EEH
3l XFLHNOT7 72 A) A MNEEEELE T
M, [T A —FIIBETEAME] 2SBLTLZE W,
{in | out | in-mirror | out-mirror}
7 4 L% ® Inbound 7 Outbound, F7ziZKV) ¥ —~X—=23IF—1 > 7 ® Inbound »* Outbound %
BELET,
in: 74 )L%®Inbound (ZERIDHEE)
out : 7«4 L% ® Outbound GEFEBIDIEE)
in-mirror : KYJ ¥—=~R—=235—1Y > 7® Inbound (ZEEDIEE)
out-mirror : RY ¥ —=~_R—=2 35— > 7D Outbound GEERIDIEE)
1. AT A — 5 BigR O HE
HBETEETA
2. D EHH



7 7I7EAVZA N

ARV

[O7 > REEEEFOEE]

ARV

[EEANDFE]

T4 VY DOBROERLY NIDHAEE, 1 T NI EERRELLET VLRV AN RS VI T 2=
HHEIBRT A EZIE, IRTOZY NIDHIBRENSETOR, ZHA Y 72 —ATRELLZN Y MK
ROFERLY N T—BIEEINE T,

[EXREME D R BREZH]
EEEER, §IERICKRSNET,

E==I1E]

1. 79 —#HE— R condition-oriented ® & ZIZRETZE T,

2.F—DAF Tz —RAIIRLT, 74)L%DInbound & Outbound, BLUKRY —R—23I5—-1
> 27 ® Inbound & Outbound ICFNFN—DORETZTE T, I TIIHESNTWBIES, HIFRLTH
HERELTL 2S00,

3.FEE LW Advance 7 4 LY 28R E LB EIXAIDEELEH A, Advance 74 LY DT7 71 R
A MNZIXBFREINET,

4. 7 u—RHSEAERIC mac-ip Z¥EE L, 7 0 —BHZEMIC own-address %7213 own-prefix /¥ X —
B BGEEE, WRA YT —RIZIPVAT RLADPRESN TS EZIIHRETE XY,

5.7 0 — MR mac-ipve ZHEE L, 7 u—®HSEMIC own-address 7213 own-prefix /¥
A= DBHBGEE, WRA VYT 2 —RAC—2/21F[Pv6 7O —NLT7 RUADBHESNTNAD L X
:ﬁﬁf%i?o

6. K Y —R=2)V—TF 41 Y TOWEENH5HHE, 70 —BHFMOSEEIPv4 7 R L AIZ, JRA 5
71— AICHEENTVS IPVA 7 FLARBETE A,

7. R Y =R=AN—TF 1 VT DIEENH 256, 7H—BREFHOFEIPV6 7 R L RIZ, WMRA V¥
71— RICHESNTWLAIPV6 70— N7 FLAERETEEH A,

8. 7 0 — &I interface 8T A= DBEESNTVWAES, 1 —T 2y M V¥ T 2 —X72IHIFH
ETEET,

9.7 U —MHZEMIC interface /8T A —F BTSN TVEES, WMIHT A4 VT T2 —ANRESNT
WAHEERTHRETEET,

10. 7 a0 —#HEF D5 MAC 7 R L A2 unicast-flood 2818 SN T W A3i54, Outbound GE{EH)
RFICRETEET,

11. 7 o —#EH &I inner-untagged, inner-user-priority, # 7zid inner-tag-vlan /\7)< 5 IfERE
NTWaEE, 778 AFR—-rBLUO b2 7 R— D Outbound GEEHE]) | ET%iﬁ
/1/0

12. policy-mirror-list /85 X =% 2R LT 7L AU A %7 4 )L¥IZ#A L725B4E, policy-mirror-list
INTA—FIZENELZDET,

13.policy-list /ST A—=F ZIBE LT VLAV A b2 R ¥—R=Z3I 57— Y JIEALEHE
policy-list /85 XA — 7 |3Wxh &2 D F9,

Ullll
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ld.deny I~V REHFELLET VLAY A NERY ¥ —R=23 57—V Y JICHEA L7258, deny Bi{EIX
WHEEDET,

15.10g 8T A=Y ZIHE LT VLAV A MERY ¥ —R=Z3IF—Y Y JIZHERA LI5S, log/8T
A—FI3HHETDET,

[B8EOY > K]

advance access-list
flow detection mode
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advance access-list

Advance 74 W7 ELTCEMET A7 VLAY A MEBRELE T, ROV FE2ETT 5 &, config-adv-
acl €E— FIZBITLE T,

[ASFER]
1BHRDERTE

advance access-list <access list name>
BHROHIR

no advance access-list <access list name>
[AHE—RI]

(config)
[N A—=F]

<access list name>
Advance 74 V¥ DT 7 AU A M EIBELET,
IPv47 RLAT 4 V%, IPv4I)Sry v 7 4 L%, IPv6 7 14 L%, BEUMAC 7 1 L% T TICfEH
ENTVBRT LAY A NRIRIEETEEH A

1.AKINT X — & RO #HAE
B TZXEHA
2. B D 8% 7 i
3l XELHNOT7 7 A ) A NEEBELE T,
L, [T XA —FIHBETZAME] 2R L TLIEE 0,
[O7 > REREFDEE]
L
LEEANDEE]

T ALY DEROEELY MBS, A V¥ 72— RACEAFAT, | T N EABE LTS
T2 A NEHIBT B E X, a‘&r@l/ MUBHIBRE NS ETOM, FHA ¥ T2 —ATEFLIN
ry NORBEROBEELY N T—RBNICEESINE T,

[ERTEME D R BRZZH]
REMEAER, TIOERICRBRENET,

BEI=EIE]
L
[BS&E~ > K]

advance access—group

advance access-list resequence
deny (advance access-list)
permit (advance access-Llist)
remark
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advance access-list resequence

Advance 7 4 V¥ D7 u—BHEHFERIEF O -7 Y ABSZHEREL LT,

[AFIRR]
EHORE - AH

advance access-list resequence <access list name> [<starting sequence)> [<increment sequence

>1]
[AIE—R]
(config)
NS X—9]

<access list name>
Advance 77t AU A MZEEELE T,

14N T X — & B IgE O F)HE
BHETEEEA

2. (B D ELE i
31 XELHNOT7 7 A) A & =ELE T,
L, [T XA —FIHBETZAME] 2R LTLIEZE WV,

<starting sequence>
Bt — 7 Y AESZIHELE T,
1.AIST X — 4 BEgR O P HE
WFAEIX 10 T,

2 fEDREH
1~4294967294 (10 ##) ZIEEL L9,

<increment sequence>
V=V AAL Y YRX Y MERIEELE T,
1. &85 X — ¥ BHEEOHAE
HAEILX 10 T,

2 fEDHEH
1~100 (10 ##) ZHEELET,

[37 > NSl OEE]

7L

CEEANDRE]

30

[EXEME D R IRZH]

EEEER, §IGERICRBRENET,

7
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[EEEIA]

ARV

[BHhEIY > R]

advance access-list
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deny (advance access-list)

168

Advance 74 V¥ TOT 7t A% ERT AEM42EELET,

[AHE]

BHRORE - KH

[<sequence>] deny mac <target flow> [<action specification>]
[<sequence>] deny mac-ip <target flow> [<action specification>]
[<sequence>] deny mac-ipv6 <target flow> [<action specification>]

IEEHQLEUIES

no <sequence)

<target flow>:

mac <target flow>D#E4&
MAC Ny ¥ &7 u—1&Hd 5560 7 0 —HEE T,

mac {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <destinat
ion mac mask> | host <destination mac> | any | <destination mac name>} [<ethernet type>] [i
nterface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ran
ge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-use
r-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan

id>1}1}] [{layer2 | layer3}]

mac-ip <target flow>®D &

MAC ~v #5fF, VLAN Tag ~\v ¥ %, IPv4 Ny FEHEBLIO LAV 4y ¥EHETT7 a—EH
THHEED 70— HBHERETT,

Ho/NT XA =% 2T u—BHEHFET 2B, LA VANY YRR 7o —mHEFICIEETE I8
A/O

+fo T A —=%7 LT, kfi7a b2 TCP, UDP, ICMP &' IGMP DN D54

mac-ip {<source mac) <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own
-address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<d
estination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4d> |
own-address} | any | own-prefix | range-address <destination ipv4 start> <destination i
pv4d end>} [{[tos <tos>] [precedence {<precedence)> | range <precedence start> <precedence
end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <lengt
h>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [us
er-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id
>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <priorit
y end>}] [inner-tag-vlan <tag vlan id>]}]1}] [{layer2 | layer3}]

+o /XS X—=%7 LT, Eu7a bha)Ly TCP D&

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} tcp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[established]

| [{+ack | -ack}] [{+fin | -fin}] [{t+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [{+ur
g | -urg}1}] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precede
nce end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <le
ngth>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged |
Luser-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan

id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <prio
rity end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]
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+o /8T X =% LT, Eii7 a3l UDP Digé&

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} udp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[tos <tos>] [
precedence {<precedence> | range <precedence start> <precedence end>}] | dscp {<dscp> |

range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fol [
interface <interface type> <interface number>] [{untagged | [user-priority {<priority> |

range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [in
ner-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan
<tag vlan id>1}1}] [{layer2 | layer3}]

+o /NS X—=¥ LT, EAi7a haLs ICMP DS

mac-ip {<source mac) <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} icmp {{<sou
rce ipv4d> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{
<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp message>}]
[{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}]
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | Llower} <length>] [ {+mf
| -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [user-priorit
y {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner
-untagged | [inner-user-priority {<priority> | range <priority start> <priority end>}] [
inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]

+o /8T A—=%7 LT, BT T s H IGMP O5H

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} igmp {{<sou
rce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start)> <destination ipv4 end>} [(i
gmp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedenc
e end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <leng
th>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [u
ser-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan i
d>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <priori
ty end>}] [inner-tag-vlan <tag vlan id>]1}1}] [{layer2 | layer3}]

+Ho/NF A= H D DIFE

mac-ip {<source mac) <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol> | icmp | igmp | tcp | udp} {{<source ipv4d> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4 star
t> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination
ipv4d start)> <destination ipv4 end>} [{[tos <tos>] [precedence {<precedence> | range <pre
cedence start)> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [len
gth {upper | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface
number>] [{untagged | [user-priority {<priority> | range <priority start> <priority end
>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range
<priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}

mac-ipvé <target flow>D5#
MAC N &%, VLAN Tag ~\v ¥, IPvo Ny FEHEB LIV AV 4Ny F5&4ET7 o~
THHEO T 0 —EHSEMFETT,
Ho/NT A= ETU—BHFMHETHHE, LAYV 4Ny YEREE 70— BHFMFIEETEEE

/I/O

+o /8T A =% LT, bfu7a 3L s TCP, UDP B LU ICMP DIStOIEE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac) <
destination mac mask> | host <destination mac> | any | <destination mac named} {ipv6 | <
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170

protocol>} {<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-addre
ss <own address length> | own-prefix | range-address <source ipv6 start> <source ipv6 en
d>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-ad
dress <own address length> | own-prefix | range-address <destination ipv6 start> <destin
ation ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)> <ds
cp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface t
ype> <interface number>] [{untagged | [user-priority {<priority> | range <priority start
> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<pr
iority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{l
ayer2 | layer3}]

+Ho /85 X—=¥7 LT, Eu7a b3y TCP D&

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac name>} tcp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any| own-address <own address |
ength> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {<destination ipv6>/<lengt
h>| host {<destination ipv6> | own-address} | any | own-address <own address length> | o
wn-prefix | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{[establis
hed] | [{+ack | -ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [
{+urg | -urg}1}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)> <ds
cp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface t
ype> <interface number>] [{untagged | [user-priority {<priority> | range <priority start
> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<pr
iority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{l
ayer2 | layer3}]

+o /85 X—=¥7 LT, Ef7a by UDP OEE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac name>} udp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {<destination ipv6>/<leng
th>| host {<destination ipv6> | own-address} | any | own-address <own address length)> |
own-prefix | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{traffic-
class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper |
lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{
untagged | [user-priority {<priority> | range <priority start> <priority end>}] [tag-vla
n <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority s
tart> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]

+o /8T XA—=%7 LT, B/ abaLy ICMP OFE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <
destination mac mask> | host <destination mac> | any | <destination mac name>} icmp {<so
urce ipv6y/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 endd>} {<destinati
on ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own addr
ess length> | own-prefix | range-address <destination ipv6 start> <destination ipv6 end)
} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messag
e>}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp start> <dscp end>}}] [
length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interf
ace number>] [{untagged | [user-priority {<priority> | range <priority start> <priority
end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | ra
ng?]<priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]1}1}] [{layer2 | laye
r

+Ho /XS RXA—F H D DIBE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac) <
destination mac mask> | host <destination mac> | any | <destination mac name>} {ipv6 | <
protocol> | icmp | tcp | udp} {<source ipv6>/<length>| host {<source ipv6> | own-address
} | any | own-address <own address length> | own-prefix | range-address <source ipv6 sta
rt> <source ipv6 end>} {<destination ipv6>/<length>| host {<destination ipv6> | own-addr
ess} | any | own-address <own address length> | own-prefix | range-address <destination

ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [+fo] [int
erface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ra
nge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner
-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <ta
g vian id>1}1}] [{layer2 | layer3}]
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<action specification>:

action log

[ATE—K]
(config-adv-acl)
[N A—=%]
<sequence>
Ju—HFEHEOERAIEF THZ Y —T S ABESEEBELE T,
1.4R85 X — 4 B O HAE

77t AU X NRICEEDS WSS, HEIX 10 T,

ZMEEELTCHAES, BELTHAY—T VABESORKEFIO TY,

72720, V=V ABESOBRKEN 4294067284 LD KEWVEZIBEE LB IIEKBTE A,

2. [EDEHH
1~4294967294 (10 &%) #2EELE I,
<target flow>/¥F X —%
{<source mac> <source mac mask> | host <source mac> | any}
RETLTMAC 7 RLAZIEELE T,
host <source mac>#1EE9 % &, <source mac>DFL—H%* 7u—mHFE4tE LET,
TARTOEFBITMAC 7 FLARIBET A58t any 2I8ELE T, any 218E€ T 5 &, EET
MAC 7 FL A% 70— HEHFEIILER A,
LAINT X — 4 BHEEE O F)HAE
EBHRTEETA
2B E
<source mac>IZIZEFEIEMAC 7 L ZAAHEELE T,

<source mac mask>IZIE MAC 7 RLADHFTHEEDEZHFT ALY NN TIhIY AT %
MAC 7 FLZEXTHREL £,

MAC 7 K L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %)
{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}
FEEMAC 7 RLARIEELE T,

host <destination mac>##EE 3 % &, <destination mac>DEe—H %z 70 —EHEGE L E
—a_O

FTARTDFEEMAC 7 RLAZIEET 55T any #IBELE T, any #18ET 5 &, %%k MAC
7R RZT7u—BHEFEITILERA.
1.AK8T X — & RO ¥ HAE
B TEXIEA
2. B D B% E i
<destination mac>IZI3FEE MAC 7 RL Z#BEL 7,

<destination mac mask>i2lZ MAC 7 RL AOHR CHEBEOERHFO T 5y 2T A
7% MACT FLAERTEELE T,
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<destination mac name>1213%65%: MAC 7 R L ZGMzBE L £ 9., F8ETE 25858 MAC
7 RUREHE [FR7-12 EERELTEHE MAC 7 RLAZ] 22 L TLIEE 0,

MAC 7 K L A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.fff.f£ff (16 #EE)
<ethernet type>
A=y ML TEHESEEELE T,
1. AT X — 5 BRROHE
L (BHEAFELEEA)
2B E HH
0x0000~ Oxffff (16 #%) FcidA —HP 3y My A TERERELE T
HETEAA =Yy N A TEIRIE [R7-11 BETREZA —Y v N1 L] 258
LTS,
interface <interface type> <interface number>
AT V—LHBT A5 72— AEHELET,
1. AN T A — % BsR OFHAfE
L (BHEAFELEEA)
2 [EDEHH
<interface type> <interface number>i2id, RICRT A > ¥ 7 = — ZAEH| 7L — TGS
2AVE T2 —ABBRUA VI T2 —ABBZIBETS LT, FMIE, [T A-FIHEET
E5E] O [RS8 7 2 —ADEEHE] 2ZRL TS W,
A —PRY TSI T —R
R F YR TA I T =R
- VLAN A %7 12—
untagged
Untagged 7 L —LOBHZEEL T,
1. AT X — 5 BRROHE
L (BHEAFELEEA)
2B E HH
AQ
user-priority {<priority> | range <priority start> <priority end>}
1 BBEH® VLAN Tag D1 —JEEEEZHBELE£7,
range #18E€ 9 5 &, <priority start>#4 & <priority end>D &% 7 0 —MEEEE LE T,
1.AIST X — 4 BigR O Y HE
L (BHEFELIEA)
2B D E
0~7 (10#%) 2EELET,
<priority end>IZi&<priority start>k D KEWIL—HPEEEZIFEL TS,
tag-vlan <tag vlan id>
1 BB ® VLAN Tag ® VLAN ID Z#EE L %9,
1. AT X — 5 BRROHE
L (BHEAFELEEA)

2. fEDFEEEH
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0~4095 (10 &#) =fEEL £,
inner-untagged
2 BtH® VLAN Tag 2’7287y hOMBHZIEEL T,
1. AT X — 5 BIgR O FHE
L (BHEfELEEA)
2 ED R EHH
L
inner-user-priority {<priority> | range <priority start> <priority end>}
2B H® VLAN Tag D1 —HVEBEELIEEL T,
range #18E 9 % &, <priority start>7*& <priority end>D &% 7 0 —HFEGFE LET,
1. AT X — 4 BEgR O Y HE
mL (BHEfELEEA)
2 MED R E
0~7 (10#%) ZHEELXT,
<priority end>Zid<priority start>& D KE WL —HFEEEZIEE L TS0,
inner-tag-vlan <tag vlan id>
2B H® VLAN Tag ® VLAN ID 2#5E L %7,
1. AT X — 5 BIgR O FHE
L (BHEfELEEA)
2 ED R E HH
0~4095 (10 &%) ZHEEL X7,
{ip | <protocol> | icmp | igmp | tcp | udp}
70— EHSEARERIC mac-ip ZFEE L2 BEIERTE ST,
IPv4 /8y SO B 70 S IVEEEIEELE T, 722, IRXTOTE PALENRET 25H
ip ZHEEL 9
L.ANT X — 4 B OFHE
B TEEEA
2 MED R E
0~255 (10#E#) /7 7a I LVE&H2EELE T,
EETES70 balL&iNd [R7-3 fEERREA 7T FaLaf (IPv4)] 2R LTLES
W,
{ipvé | <protocol> | icmp | tcp | udp}
70— #HEEAERIC mac-ipve 28T LIZIEAICBRIRTE £ T,
IPV6 /87y SO BT 0 S INGEEEZEELE T, 72720, IRXTOTO FALENRET 25H
1 ipve ZHEEL £ 9
1.AST X — 4 BigR O Y HE
BB TEEEA
2 MED R E
1~42, 45~49, 52~59, 61~255 (10#%) /370 b aLEREEELET.

WETZA7U b LA [R7-4 EEAREL 7T b aLEF (IPv6)] 2L TS
W,
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174

{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}

REETIPVA 7 RUAZBELE T,
host <source ipv4>%18ET 5 &, <source ipvd>DFHLE—H % 70 —HHEFEHFE LET,

FTRTOREEBILIPVE 7 RLUAZBET 25 E L any #18E L £, any #18ET 5 &, REET
[Pv4 7 RLAZ 70 -GG LEE A

own-address ¥ EET B E, WRA VI T 1 —RITHESN TS IPvA 7 FL XA 2 %ET IPv4
FRLAELT T —MHEBHICLET,

own-prefix #1EET 5 &, WRA V¥ T2 —ARXRESN TS IPVA 7 RLADXR Y NT—UF
FULAEZ 70 —BHEHFICLET. FA T FLABBIERELE T,

s 8, own-address B & U own-prefix ZIBE LA V¥ 7 2 —ANVLFR—LDEFEIE, I
A< IPv4 7 RUADPRRIZZD £7,

range-address Z#§E 9 % &, <source ipv4 start>7 5 <source ipv4 end>D#HiF % 7 0 — & H
FEELET,
1. AT X — & B O F)HAE
BB TEEEA
2. fEDREEH
<source ipv4>ICIFEFIL IPv4 7 FLRAZIHELE T,

<source ipv4 wildcard>IZiZ IPv4 7 FLAOH TCHEEDOEZFRITHE Y &I TLTA L
RA—Rv2A27%Pv4 7 FLAERXTIREL 7,

<source ipv4 end>iZid<source ipv4 start> K D KEWVIPvA 7 RUZEZBE L TLZE W,
[Pv4 7 F L X (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own
address length> | own-prefix | range-address <source ipvé start> <source ipvé6 end>}

EETLIPVO 7 RLAZEELE T,
host <source ipv6>%18ET 5 &, <source ipve>DFHEL—E % 70 —MEFEHEE LET,

TRCOEFBITIPVO 7 FLAZIBET 25 E 3 any ZHBELE T, any 2HET 5 &, EET
[Pv6 7 RLAZ 70 —BHEGE I LER A

own-address ZHEET HE, WRA VI T 11— RAIHESNTWVSIPV6 Z0—NILT7 FL A %%
BTLIPV6 7 FLAE LT 7 u—HEFE LE T,

own-prefix #EET 5 &, WRA VYT —RICHESNTWVS [Pv6 JTU—/NLT FLA%EF
TLIPV6 7 KL A, IPv6 70 —NLT7 RLAD LT 1 v 7 A% <length>& LT 7 0 —HEMHF
IZLEd,

range-address Z#§E 9 % &, <source ipvé start>7 5 <source ipv6 end>D#HiF % 7 0 — 1%
FELET,
L.ANT X — 5 BEEERE O FHAE
BB TEZEEA
2B D E i
<source ipv6>ICIFEFILIPV6 7 FLAZIEEL 7

<length>IZ13 IPv6 7 R L ADHT—HEM L 2287527 L ADIHED 5 D bit L THEE
L7,

<own address length>I21% own-address DH C—HGFEMHE L2 58027 FLADEEN S
O bit HTHEL LT

<source ipv6 end>IZlF<source ipv6 start>K DK EWVWIPVE 7 RL AZIEEL TLEE 0,
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<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
- £ £t £ £ £ £ £ AT

<length>:0~128

{{eq | neq} <source port> | range <source port start> <source port end>}
REETR- M ESZHEELZ T,
Za baAs TCPBLUPUDP 23047 a T,
eq #18E T 5 &, <source port>D5EL—H% 70 —MHmHEFE LET,
neq #18E€ 9 % &, <source port>Listx 7 o —iEHEFE LET,
range #18® 9 5 &, <source port start>7>5 <source port end>D &% 7 0 —MHEEMEE L
ESN
1. AT A — 5 BEgR O P HAE
mL (BHEEfELEEA)
2 (B E HiH
0~65535 (10#H) £LER—-MEMEEELET,
IEECTEHKR— MR [R7-5 TCP TIEEMREALR— MR, [£7-6 UDP TEEM R
BAR—NEFR (IPv4)] BXU [£7-7 UDP TIEERREZR— F&# (IPve)] 2L TL
72E 0,
<source port end>IZlx<source port start> kX D RKENWKR— FEEEZIEEL T ZE W,
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination
ipv4 end>}
5ESE IPv4 7 RLAZIEELE T,
host <destination ipv4>#4{gE 3 5 &, <destination ipv4>D5Ee—8% 70 —MHEEfEE LE
ERS
TRCDFEEIPvE 7 RLAZIEET 2L any 28E L EJ. any 218E€ T A &, 8%k IPv4 7
FL2AZ70—fBHEFEIELEEA.
own-address #EET 5L, XRA VI T —RICHESNT VWS IPv4 7 R LA %55 IPvd 7
FLRAELTT7 U —HSEMFICLET,
own-prefix 21§E T 5 &, MRA VI Tz —ARCHEENTVWSIPVA T RLADRY NT—T 7
FL2AEZ 70 —BHEEFICLE T, RAMT FLAMIERE LE T,
%3, own-address 8 & own-prefix ZIEE LA ¥ 7 2 —ANTILFR—LDFEHZ, T
A<V IPVv4 7 RUADBHRIZED T,
range-address #$8E 4 % &, <destination ipv4 start>7> 5 <destination ipv4 end>D#i % 7
O—fRHEFELE T,
L. AT A — 5 BigR O FIHAE
BB TEEEA
2ED R EHH
<destination ipv4>12i1358% [Pv4 7 FLAZIBE L £ 9,
<destination ipv4 wildcard> 213 IPv4 7 R L ADOH CTHEBRDEZHATHE Y M2 TRzY
ANVEH—RY AT ZIPvA 7 RL AR TIEEL £,
<destination ipv4 end>iZ ik <destination ipv4 start>& D kKE W IPv4 7 RLAZIEEL T
<ZEW,
[Pv4 7 F L A (nhnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

175



7 7I7EAVZX N

176

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-
address <own address length> | own-prefix | range-address <destination ipv6 start>
<destination ipv6 end>}

S IPVEO 7 RLUAZIEELE 7,
host <destination ipv6>%4$gE 3 5 &, <destination ipv6>D5E2—E % 7 0 —MHFEfEE LE
ED
TRTCDFELEIPVO 7 RLAZIEET AFEH L any 2EE L E 9. any #IBET S &, 58k IPv6 7
FLaz7o—BtisEfFLidLEEA.
own-address ZiEET B &, WRA V¥ T 2 —AHRESN TS IPv6 Zu—NLT7 KL AZ%5E
%#IPv6 7 RLAE LT 70 —fHEfFELE T,
own-prefix #IEET A&, WRA VY T2 —RAFRESNTWVS [Pv6 ZTa—/N)LT7 R L A %5
IPv6 7 LR, IPv6 70 —NL7 RLAD LT 1 v 7 AF%<length>& LT 7 0 —#HEEMFIC
LET,
range-address #$8E 94 % &, <destination ipv6 start>7> 5 <destination ipv6 end>D#if % 7
O —BHEFELE T,
1LAINT A — & B OFHE
B TEEEA
2 MBED R E HH
<destination ipv6>IZ13565E IPv6 7 R L AZHEE L £ 7,
<length>IZI3 IPv6 7 F L ADOHT—HEME L L 287 % T R L ADEED 5 D bit M THHE
LET,
<own address length>iZid own-address DHF T—HEEM L L 5P %2 T FLADEEDNP 5
Dbt HTHEELX T,
<destination ipv6 end>iZ ik <destination ipv6 start>& D kKEWVWIPV6 7 RLAZIEEL T
T2&EW,
<destination ipv6>(nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iiiRiiiniiiRiniRiiiHiRiiieig
<length>:0~128

{{eq | neq} <destination port> | range <destination port start> <destination port end>}

SR - P ESEEELE T,
7a haVH TCP BLVOUDP DA T 3 T,
eq #15E T 5 &, <destination port>DEe—%E 70 —HHEEGFE LET,
neq #f§E9 % &, <destination port>DIst% 7 o —#HSEAEE LET,
range #18E 9 % &, <destination port start>7%* 5 <destination port end> D #if % 7 1 —fH
FEHELET,

1. 48T X — 5 Bk O P HAE

L (BHEHEELEEA)

2 (B E HH
0~65535 (10 #EH) F/LER—-MEMEREELET,
IEETE SR — MEWNZ [R7-5 TCP TIEEM LR — bR, [£7-6 UDP TIEEM R
s R— NEFR (IPv4)] BXU [£7-7 UDP TIEERREL AR — F&F (IPv6) ] 2L TL
72E 0,
<destination port end>iZ i <destination port start>k D AZ W KR— FEBEEEL TL 72
Sy,
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tos <tos>
ToS 74 —ILROEY F3~6 D4y v THDHtosEZFEELE T,
Ny bDToS 74 —ILEDOEY v 3~6 D4y bEHELET,

1. AT A — 5 BEgR O Y HAE
mL (BHEfELEEA)
2 (B E i
0~15 (10 ##) F/-ldtos BFREBELE T,
TEETE % tos BN [R7-8 FEEAHER tos BIR] 2L T EE 0,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V RDEfI3 ¥y b THA precedence EEIBEL £,
range #18E€ 9 % &, <precedence start>% 5 <precedence end>D#if % 7 0 —fHFEMFE L
£,
Nry bdDToS 74 —VFREM3EY FEHELET,
1. AT A — 5 BEgR O Y HAE
mL (BHEEfELEEA)
2 (B E HiH
0~7 (10 %) F7-13 precedence BFFEIREL £ J,
157 T & % precedence &fnid [ 7-9 FEREFHE precedence &Zfr] 2L T ES W,
range #{8E 9 554, <precedence start>& <precedence end>IZ & precedence {# % f57E
L, <precedence end>iZi<precedence start>& Y k& \» precedence fEZEE L TL 72 &
U,
traffic-class <traffic class>
NI4T ITAT 4=V NERTEELE T,
NIy bDNT T4 v I ITAT7 24—V REHELET,
L. ANT X — 5 BEEE DR HE
L (BHEEAHELEEA)
2 ED L E HH
0~255 (10##) =EELEI,
dscp {<dscp> | range <dscp start> <dscp end>}
« 70— @HEAER A mac-ip OHE
ToS 74— FDOEMI6EY b THBDSCPEEEELET.
range #18E€ 9 5 &, <dscp start>5 5 <dscp end>D#Hif% 7 0 —HEHFE LET,
NTFy b®OToS 74—V FREME6EY FEHELET,
o 70— HSEAERA mac-ipve O5E
NTT 4w I ITRAT 4 —=VFDLEMI6EY bTHDDSCPEEEELET.
range #18E 9 5 &, <dscp start>75 5 <dscp end>D#Hi%E 7 0 —mHEGFE LET,
NRry  DORNT T4 v I ITAT 44—V REM6EY FERBLET,

1L.AN T X — & B OF)HE
el (BHEAFELEEA)

2. fEDREEEH
0~63 (10##) 713 DSCP &MEEEL £,
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fEET &% DSCP &Ml [ 7-10 $5ERHEZ DSCP &¥5] 2L T2 &0,
range #18E 9 5%, <dscp start>& <dscp end>i2id DSCP fE%$EE L, <dscp end>IZ
l&<dscp start>& D kZ 1 DSCPEZIEE L TL2E W,
established
TCPAYFDACK 7T 7£7ERST 75701 0%y NOMEHEZEELE T,
Fa N AL TCP 2D S>3 T,
L.AINT X — 4 BEEEE O F)HAE
mL (BHEEAELEEA)
2. D E i
=L
{+ack | -ack}
TCP A %D ACK 77 VO ZEEL £ 7,
U NILVBTCP 2 OA T 3> TY,
+ack X ACK 75 7M1 @87y b, -ack i3 ACK 757000y vz DET,
1. AT X — 4 BigR O P HE
mL (BHEEAELEEA)
2. [ED R E i
=L
(+fin | -fin}
TCPANY¥DFIN 75 7OMHERREL £,
7u I TCP ZFDOA T 3 TT,
HinIEFIN 757010y &, finldFIN 7708008y NezDET,
1. AT A — 5 BigR O FIHAE
L (BHEAELEEA)
2. [EDEEH
=L
{+psh | -psh}
TCPAY D PSH 77 7O AT EELE T,
7u rINHTCP 23OA T 3 0 TT,
+pshid PSH 75741 @8 v b, -pshidPSH 77 B0/ ry bekDET,
1. AT A — 5 BEgR O FIHAE
L (BHEFELERA)
2 MBED R E HH
=L
{(+rst | -1st}
TCPAYFDRST 77 7 OMHEIEELET,
7a b A LB TCP EZFOA+ T a v TT,
+rst & RST 7T 7MW 1 @8 v b, st i RST 75700087y hEeDET,
1. AT A — 5 BEgR O HAE
L (BHEAHELFZEA)
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2 EDEXE
AR
{+syn | -syn}
TCP ANy ¥ D SYN 75 7O #E L £9
7a baAVH TCP ZFOA T2 a »TT,
+syn & SYN 77721 @08 v b, -synid SYN 770D/ v b Ed,
1485 X — & BRgR O X HE
L (BHEAFELEEA)
2 [EDRHEEEH
%L
{+urg | -urg}
TCP ANy ¥ D URG 77 7D ZEL£9
Tu rILVBTCP 23 OAT> 3> TT,
+urg i URG 7573 1 o5 v b, -urg iEURG 75 7B 0Dy b Ed,
1. 4085 X — & AR O X HE
L (BHEFELEEA)
2 B R EH
=L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ Fx#HEE L7,

range #18E€ 9 5 &, <icmp type start>7 5 <icmp type end> D&% 7 0 —HEEEE LE
‘a_o

7a b IUHICMP 20t 7y a > Td,
1.ANT X — 4 BigR O Y HE
L (BHEAFELEIEA)
2 MED R E
0~255 (10 #%) Z#EELET,
<icmp type end>IZiE<icmp type start>& D KEWICMP ¥ 1 FZIBE L TLZE 0,
<icmp code>
ICMP a—FZIEELE I,
7a AP ICMP 20t Ty a > Td,
1.AINT A — % BUR OFHAE
L (BHEAFELEEA)
2 MED R E
0~255 (10##) =fEELE I,
<icmp message>
ICMP X vt —YEMziEEL £,
7 s IUABICMP 20047 3 > T9,

FEETEZ D ICMP X vt —V&FE [R7-13 ICMP TIEERREL A v —T& (IPv4)] B&
U [R7-14 ICMP THEEAHELZ X vt —IZFF (IPve)] 2ZRL TS0,

LA T X — & BIEE OF)HE
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L (BHEAFELEEA)
2B D E HH
5L
<igmp type>
IGMP ¥ 1 7%¥8E L E 9
7a b a A IGMP ZF0F 72 3 v TT,
1. AT X — 4 B OF)HAE
L (BHEfELEEA)
2B EHIH
0~255 (10 #%) =HEELET,
length {upper | lower} <length>
I[P1—HF—5EDLREF/ITTFREZIEELET,
upper @ EIREZEELET. <length>DI N/ y b2 70 —#HEFRELE T,
lower : FIREZIEELET. <length>Dl LD/ y b 7o —EHEFRELET,
1. AT X — 4 BEEE O R HAE
mL (BHEAELEEA)
2 (B D EHFH
0~65535 (10##) ZFHEL £,
{+mf | -mf}
o 70— BEHSEAER Y mac-ip D&
Flags 74 —JVRO L1 EY N THBMF 77V DOERIEELE T,
+mf lEMF 77731 087 v b, -mfiEMF 727300/ bx 70— #&EfFe LE
ED
o 70 —BHSEAERD mac-ipve O5E
TITRAYIANYTDOM T T TOEEEELET .
+mfIEM 7 Z 71Oy b, -mfEM 7579300/ y bET7O—BHSEEELE T,
1. ARG X — 4 BEEE O F)HAE
L (BHEAELEEA)
2 (B D EHH
L
{+fo | -fo}
Fragment Offset 7 4+ =)L ROEZEEL 9,
+fo & Fragment Offset 7 « — )L FOfEN 0 DSt/ » b, -fo 1 Fragment Offset 7 ¢ —)L K
DERS 0Dy vx7u—EEfEE LET,
1LAINT A — 5 BREOFHE
L (BHEAELEEA)
2B E HH
L
{layer2 | layer3}
kR ZEEL £ 9
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layer2 I LA ¥ 2 Hfk9 5,87 v b, layer3 LAY 3t 587 v MEEELE I,
1. AT X — 4 BigR O W) HE
L (BHEfELEEA)
2 MED R EHH
ARV
<action specification>/¥5 X —%

action
7a—@H L7y FOBERIEELE T,
<action specification>/¥F X — ¥ &{RDSEHEICIEE L TL 2 E 10,
L.ANT X — 5 BERE DR HE
LU (BfE2fEELEEA)
2B E HH
%L

log
BELLETZERAVANTEE LIV Y v 27 78 A VA MAF U TOXMRELET,

1. %5 X — & BB O EME

7L (F7ERVAMOXF U VEFERHLERA)
2 B E

L

[O7 > REREFDENE]

AQ

LEEADEE]
FTIEAVANZA VY T2 —RAICHEALRETCI Y N 2EETLHE, T MBS YT —RAICHE
HENAETOM, UL VY T2 —ATZEL/SY Y " —ENICEESNAEEPH D FT,

[EEME D RERZZH]
BEEEER, TIOERICRBENET,

DEREEIA]

1.2¥E7C MAC 7 RL 2B L U%EHE MAC 7 K L A2 nnnn.nnnn.nnnn fifATHf &AL L& X
any EFRRLE T,

2.585C MAC 7 R L RIZFESE MAC 7 R L REFRE 213565 MAC 7 R L AGIMOT KL A% ASIL7%
BAE, FEMAC T FLAGHZFRRLET,
DA DEET MAC 7 R L AB L UFEHR MAC 7 R L A2 nnnn.nnnn.nnnn 0000.0000.0000 &
AF1 L7z & &1 host nnnn.nnnn.nnnn E R R L E T,

3RETLIPVA T RLATA LRI =R RAIBELUOEAEIPVA T RLATA LR —RT AT
255.255.255.255 L AfiL7- & Eidany EFRRLET,

4 REBEILIPVAT RVATANV R =R ATBEOFELEIPvA 7 RLAT AL RA— K< 2212 0.0.0.0
E AJI L7z & Z1Z host nnn.nnn.nnn.nnn, host own-address E &R L 9,
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5.3E7C IPv6 7 R L AB K UFES IPv6 7 R L Zd<length>, <own address length>i12 0 & Af1 L7z
EZldany EFERLET,

6.32Z7C IPv6 7 R L AB X U%ES IPv6 7 F L Ad<length>, <own address length>IZ 128 & A
L 7z & %13 host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address &EF R L F 7,
(BSEY > K]
advance access-group
advance access—-list resequence

permit (advance access-list)
remark
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deny (ip access-list extended)

IPv4 ISy v 74 VI TOT 7 ARERT AEM42IEELE T,

HoNF A=y EZTu—BHEMETREE, LAV 4Ny YEFZ 70 —BHEHICTEETE A,

[AFHA]

BROKE - £H
[<sequence>] deny <target flow> [<action specification>]
B OH| bR

no <sequence)

<target flow>:

+Ho T A=%72 LT, Efi7abans TCP, UDP, ICMP B &' IGMP DSt 05E

{ip | <protocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv

4> | own-address} | any | own-prefix | range-address <source ipv4 start> <{source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination ip

v4 end>} [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end

>}1 | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+

mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority
{<priority> | range <priority start> <priority end>}}]

+Ho /NS RX—=¥7 LT, Eu7a hay TCP D&

tep {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}
<{source port> | range <source port startd> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <destination port end>}] [{[established] | [{+a
ck | —ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [{+urg | -urg}]
}] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}]
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -
mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority {<pri
ority> | range <priority start> <priority end>}}]

+o /85 X =% LT, B v b3l UDP Digés

udp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}

<source port> | range <source port start> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <destination port end>}] [{[tos <tos>] [precede
nce {<precedence> | range <precedence start> <precedence end>}] | dscp {<dscp> | range <dsc
p start> <dscp end>}}] [length {upper | Llower} <length>] [{+mf | -mf}] [-fo] [interface <in
terface type> <interface number>] [{untagged | user-priority {<priority> | range <priority

start) <priority end>}}]

+o /NS X—=¥ LT, EAi7a haLsy ICMP OEE

icmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4d> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4d end>} {{<destinati
on ipvd> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{K
icmp type> | range <icmp type start)> <icmp type end>} [<icmp coded>] | <icmp messaged}] [{[t
os <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}] | dscp {
dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-
fo] [interface <interface type> <interface number>] [{untagged | user-priority {<priority>
| range <priority startd> <priority end>}}]

+o /8T A—=%7 LT, b7 u s3I H IGMP O5H

ignp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destinati
on ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
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s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [<ig
mp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence en
d>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{
+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priorit
y {<priority> | range <priority start> <priority end>}}]

+Ho 8T A =5 B0 OB

{ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4 wil
dcard> | host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard>
| host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination i
pv4 start> <destination ipv4 end>} [{[tos <tos>] [precedence {<precedence> | range <precede
nce start> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {up
per | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface number>]

[{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

<action specification>:

action log

[ASIE— K]
(config-ext-nacl)
[INSX—9]
<sequence>
Ju—HEHROBERAIEF TH S —7 V ARSEHEELE T,
1. AT A — 5 BEgR O P HE
7R X MAIEER L WEE, FIHIEIX 10 TY,
FHEEZEELTCHHEE, BELTHAY—Fr V ABSORKEF10 TT,
722L, Y= U RABEBORKAMEN 4294967284 LD KREWELIEE LHEIIERTEEEA,
2 MBEDERE HH
1~4294967294 (10 #%) %##EEL T,
<target flow>/VF X —%
{ip | <protocol> | icmp | igmp | tcp | udp}
IPv4 /8y SO BT 0 S VGEEEZIEELE T, 2L, IRXTOTO bALEHRET 25E
Zip ZfEEL L9,
1L.AINT A — & B OFHAE
B TEEEA
2B E HH
0~255 (10#&#) /23 a raV&REEELE T,
FBETES 70U FINERNZ [R7-3 HEEMREL 0 b a)LEFR (IPvd)] 2SBLTLEE
W,
{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
EETIPVA T RLAZEELE T,
host <source ipv4d>%18ET 5 &, <source ipvd>DFHLE—H* 70 —mHEFEAFE LET,

FTRTCOXEBITIPVA T FLAZIBET 285G 1d any ZHEL X9, any 2H8ET 5 &, EET
[Pv4 7 RLAZ 70 —BHGEGEILEE A

own-address Z¥ET B &, WRKA VI T 1 —RACHEENTWS IPvA 7 KL XA 2 EET IPv4
TRLAELT 70 —BHEFICLET,
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own-prefix ZIEET S &, RMRA VI T2 —RAICRESNTWVBIPVAT RLADRY N T =07
FLAEZ 70 —BHEEMFICLET. KA MT FLAMIERELE T,
8, own-address B & U own-prefix ZIEE L7z V¥ 7 £ —ABFVLFR—LOEFEIE, I
A< IPv4 7 RLAPRRIZLZD ET,
range-address 2#§E€9 % &, <source ipv4 start>7» 5 <source ipv4 end>D#HiF % 7 0 — & H
FhElLET,
1. AT X — 4 BEEEE O F)HE
BB TEEEA
2B EHH
<source ipv4>IZIZEETLIPvA 7 RLAZIEEL £ 9,
<source ipv4 wildcard>IZIZ IPv4 7 RLAOFRTEEDOELRHFATHE Y MEMLTLTA L
RAH—FR~vZA7%IPv4AT7 FLAEAXTHEEL LT,
<source ipv4 end>iZlF<source ipv4 start> K D KE VW IPv4A 7 RLAZIBE L TS0,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{{eq | neq} <source port> | range <source port start> <source port end>}
EETR- I ESZHEELET.
a0 rIVH TCP BLVUDP DA T3 T,
eq #18E T 5 &, <source port>D5EE—H%E 70 —HHEFMHFE LET,
neq #¥8E€9 % &, <source port>DIAE 7o —mHEHFELET,
range #f8E 9 % &, <source port start>7 5 <source port end>D#Hiffl % 7 0 —fEHEMFEE L
%9,
1. AINT X — 4 BEEEE DR HE
mL (BHEfELEEA)

2 MED R EHH
0~65535 (10 %) 7zl ER— M2 fEELE T,
IEETEHHR— MR [R7-5 TCP THRERREL AR — F&FR] BLYV [£7-6 UDP T
EA[HE R — bR (IPv4) ] 2BBL T 2S00,
<source port end>iZlF<source port start>k D AZ WK — FEBEEEL TS,
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination
ipv4 end>}
5iSE IPv4 7 RLARIBELE T,
host <destination ipv4>##§E3 % &, <destination ipv4>DFEL—4% 70 —mHEHFE LE
ER
TARTDFEEIPvE 7 RLRAZIEET 25 L any 2i8E L £ 9. any #i8E€ T 5 &, 58k IPv4 7
FLAZz7u—gHEfEdLEA.
own-address Z¥EET HE, WRKA VI T —RITHESN TS IPvA 7 FL XA %2505 [Pv4d 7
FLRELT70—MHSEMFICLET,
own-prefix 2 §ET 5 &, MNRA VI T2 —RATHREENTWVBIPVE T RLADRY hT =77
FL Az 70 —BHEEMFICLET. RAMT FLAMIERELE T,
8, own-address B & U own-prefix ZEEL/cA V¥ 7 1 —ABVLFRA—LOFEIE, T
A<V IPv4 7 RLUADHRICZDET,
range-address 289 % &, <destination ipv4 start>7 5 <destination ipv4 end> D& % 7
O—RHEEE LET,
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1. AT X — 4 BEEE DR HAE
HBETEEEA
2 (B D E HiH
<destination ipv4>1213585E [Pv4 7 RL A ZEE L £ 9
<destination ipv4 wildcard>121% IPv4 7 KL ZOH TERBDOEEFRIT ALY b2 T2T
ANVEA—RYAT%Pv4 T FLAERXTHELE T,
<destination ipv4 end>iZ ik <destination ipv4 start>&k D kKEWIPv4 7 RLAZIEEL T
<72&EW
[Pv4 7 F L X (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255
{{eq | neq} <destination port> | range <destination port start> <destination port end>}
SRR - P ESEEELXT,
7u rINH TCP BLVUDP ZFDF 73 »Td,
eq #15E 9 5 &, <destination port>D57Ee2—8% 7 0 —HHFEHFE LET,
neq #¥5EJ % &, <destination port>LI#t% 7 0 —#HEEtEE LE T,
range #¥8%E€9 % &, <destination port start>7* 5 <destination port end>D#if % 7 0 — & H
FElLEd,
1. AT X — 4 BEEEE DR HAE
L (BHEEAELEEA)
2 B D E HiH
0~65535 (10 #EH) £/3FR—MEMEEELET,
IBECTEHKR— MR [R7-5 TCP CHHEMREL AR — FEFR] BLU [£7-6 UDP T
ER e AR — NEFR (IPv4)] 2L TS0,
<destination port end>iZi<destination port start>k D AEWKR— FEBEIEEL TL 72
Sy,
tos <tos>
ToS74—=LVFDEY b3~6D4EY FTHS tosEEIEELET.
Ny PO TOS 74—V ROEY F3~6 D4y hEHELET,
LA T X — % B O F)HAE
mL (BHEEHELEEA)
2 [EDEHH
0~15 (10 #%) F/-id tos BMEEEL LT,
HETE % tos BiRlE [R7-8 FEEFHER tos BIR] 2L T EE W,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V RO EfI3 ¥y b THhA precedence EEIBEL X T,
range #18E€ 9 % &, <precedence start>7% 5 <precedence end>D#if % 7 0 —HEMFE L
e
Ny bDToS 74 —)LREM3EY PEHBILET,
LA T X — % B O FHAE
mL (BHEEHELEEA)
2 D EHH
0~7 (10 %) F7-13 precedence BFFEEEL £,
87 T & % precedence AW [ 7-9 FEEFHE/Z precedence BF] 2L T2 0,
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range Z{EE 9 554, <precedence start> & <precedence end>IZ & precedence fE % f57E
L, <precedence end>IZl&<precedence start>& Y k& \» precedence EZHEEL TL 2
U,
dscp {<dscp> | range <dscp start> <dscp end>}
ToS 74 —NLVEFDOEM6EY NThHDDSCPEEZEELET,
range #18E€ 9 5 &, <dscp start>75 5 <dscp end>D#Hif%E 7 0 —HEHFE LET,
Ny bDToS 74— REMM6EY FEHBELET,
1. 485 X — 4 Bl O F)HAE
L (BHEAFELEEA)
2. B E i
0~63 (10##) F7/-1X DSCP ZFr%EELE T,
fEET& 5 DSCP &3 [£7-10 #8E W BEZ DSCP &) 2R L T 7230,
range #18E€ 9 5154, <dscp start>& <dscp end>I2id DSCP fE%#EE L, <dscp end>iZ
l&<dscp start>& D k&) DSCP EZIEE L TL 2 &0,
established
TCPAYFDACK 7T 7F7ERST 75701 D)y FOBHZRBELE T,
7a b aVH TCP 2072 a v TT,
1. 485 X — 4 BigR O F)HAE
L (BHEAFELEEA)
2. B E HiF
%L
{(+ack | -ack}
TCPAY¥DACK 75 7O EEELE T,
Tu rINHTCP 23O A T 3 TT,
+ack (FACK 7570 1 D%y b, -ack i@ ACK 757D 0D/ ry &L DET,

L. AT A — 5 BEgR O P HAE
L (BHEFEELEEA)
2 MED R E
L
{+fin | -fin}
TCPAY ¥ D FIN 75 7OHERELE T,
Tu rILVBTCP 2 D47 3> TY,
HinZFIN 7570108y &, finld FIN 770800y e DET,
L. AT A — 5 BigR O FIHAE
L (BHEAHAELEEA)
2 EDREHH
Tl
{+psh | -psh}
TCPAY¥®DPSH 77 7OBH*IEELET,
Tu hIVBTCP 2 OA T 3> Td,
+psh i PSH 7527451 @8 v b, -pshid PSH 75 7500/ b e D £d,
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L. ANT A — 5 B OWHE
mL (BHEfELEEA)
2. B E i
%L
{+rst | -rst}
TCPANY¥DRST 77 7Ot EEEL £ T,
TurIVBTCP 2O T 3> TY,
Hst & RST 75701 @)% w b, st iERST 75705008y hERDET,
1. 4085 X — 4 iR O ¥ HAE
L (BHEEAELEEA)
2. B E i
%L
{+syn | -syn}
TCPAv & D SYN 75 7O ZEEL 7.
U rIVBTCP 2 OA T 3> TY,
+syn & SYN 7570 1 o7 v b, -syni&Z SYN 7 7B 0D/ ry bekDET,
1. 485 X — 4 iR O P HAE
HL (BHEHELEEA)
2. B E i
%L
{+urg | -urg}
TCPAv ¥ D URG 77 7O ZIRELE 9,
7u I TCP 2O T 3 v TT,
+urg lFURG 7771 0Ny b, -urgld URG 75700/ ry & D ET,
1.A&IST A — 5 BEgR O FIHAE
L (BHEEHELEEA)
2. D EEH
%L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ A4 7%#$BEL £,

range #18E 9 5 &, <icmp type start>75 <icmp type end>D &% 7 0 —#HEEAEE LE
ER

Za ba A ICMP 2D F T a > TT,
1A T A — 5 BEgR O WHE
L (BHEfELEEA)
2 fE D E HiF
0~255 (10 ##) =EELET,
<icmp type end>iZi3<icmp type start>k D AREZ W ICMP ¥ 1 72 IEE L TL 2S00,
<icmp code>
ICMP 2— RFZ2HEELET,
ZFa ha A ICMP 2004+ T a > TT,
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1. AT X — 4 BigR O W) HE
L (BHEAFELEIEA)
2 (EDEE
0~255 (10 ##) ZHEELET,
<icmp message>
ICMP X vt —VEMziEEL £,
Tu rILVHICMP 223 0F S 3 > Td,

TEETE S ICMP A v —UHMRE [R7-13 ICMP TIRERTHER A v & — T AR

LT,
1.ANT X — % BUR OF)HAfE
L (BHEAFELEEA)
2 ED R E
AR
<igmp type>
IGMP ¥ 4 7%$EE L £7,
7a b a A IGMP ZF0F 72 3 »TT,
1. 4085 X — & BlgR O X HE
Tl (BHEFELEIEA)
2 f[EDREEH
0~255 (10 #%) =fEELET,
length {upper | lower} <length>
IP21—%F—5 RO EREFIITREZEELXT,

upper : FIREZIEE LE T, <length>PI RO/ y bz 70 —#HEFELE T,
lower : FIREZIEE L ET. <length>LDl LD/ y ba 70 —EHEFE LET,

14T X — & BHER O HIHAE
mlL (BHEAFELIEA)
2. DR EHE
0~65535 (10 E#) ZHEELEI,
{+mf | -mf}
Flags 74 — VROl €Y b THHMF 777 DEEZIEEL LT,

7

TIEAUA N

(Ipv4) | 2%

+mfEMF 757 1oy b, -mfiEMF 75780087y ha7a0—EmHEGEELET,

LAINT X — 45 BERE O FIHHE
L (BHEFEELEEA)
2 fE DR E i
A
(+fo | -fo}
Fragment Offset 7 4 =)L ROEZIEE LT,

+fo 1% Fragment Offset 7 « —)L FDfEA 0 LISt /¥ v b, -fo i Fragment Offset 7 « —JL K

OEN 0Dy b T7ao—MmHEEGFELET,

1485 X — & AR O 1 HE
L (BHEFELEEA)
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interface <interface type> <interface number>
AT V—LHBT 55 72— AEHELET,
1. AN T A — % BsR OFHAfE
L (BHEAFELEEA)
2 [EDEHH
<interface type> <interface number>i2id, RICRT A > ¥ 7 = — AR 7L —FITHIET
2AVE T2 —ABBRUA VI T2 —AFBZI/ETS LT, FMIE, [T A-FIHEET
E5E] O [RS8 7 2 —ADEEHE] 2ZRL TS0,
A =YXy TSI T —R
K= b F YRV T I TR
-VLAN A %7 12—
untagged
Untagged 7 L —LOBHZEEL T,
1. AT X — 5 R OHE
L (BHEAFELEEA)
2 MBED R E HH
AQ
user-priority {<priority> | range <priority start> <priority end>}
I-PEEEZEELE T,
range #18E€ 9 5 &, <priority start># & <priority end>D &% 7 0 —MEEEE LE T,
1.AIST X — 4 BIgR O Y HE
L (BHEFELIEA)
2 B D EHFH
0~7 (10#%) 2EELET,
<priority end>IZi&<priority start>k D KEWIL—HPEEEZIFEL TS,
<action specification>/¥7 X —%
action
TUu—H LTy FOEMERIEE LT,
<action specification>/%F X — & 2{RDFFHITIEE L TL 721,
1. AT A — 5 BsR OFHAE
mL (BfEzfEELEHEA)
2 [EDEHH
ARV
log
HWELLET VR AV ANTHEELENNS Yy 2772 Z) A MaF U TOMRELET,
1.AIST X — 4 BIgR O W) HE
L (ZP7ERVRAMOF Y IE2ERLEEA)
2 (B D E HiH
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ARV

[37 > RERSR DBIE]

%L

[REANDRE]

TIRAVA N A F 72— AEALIRETIZ Y M) ZEESHE, T MNIDA I T 2 —RITH
FASNSETOM, US>y 72— ATRELLT Y MI—BICRRSNSBANH D $ T,
[EREME D R ERZZH]

BEMEEER, TIOERICRBINET,

LLIEEIXT7 FRLATA VR A= R RIZBRUBET RLATA I KA — R~ A 71T 255.255.255.255
EASNILIzEZ T any EFRRLET,

208(BTC7 RLATA N KA =R AT BRUOBET RLATA NV K= R A7120.0.0.0 EAH L%
& %13 host nnn.nnn.nnn.nnn, host own-address EFRLFE T,

[BSEIY > K]

ip access-group

ip access-list resequence

permit (ip access-list extended)
remark
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deny (ip access-list standard)
IPV47 RLAT 4 VT TOT 7L AREET HEMH2HEELET,

[ABAH]

BWORE - £H

[<sequence>] deny {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any} [<action specification>]
1B DHIR

no <sequence>

<action specification>:

action log

[AFIE— K]
(config-std-nacl)
NS AX—5]
<sequence>
Ju—HEFOBERIEF TH DY —F V ABEEEELE T,
1. AT X — 4 BEgR O P HE
77 AY R NRICEES 2 WIEE, WHEIX 10 T .
FHEEBEELTHIHE, BELTHAHY—T VABBORKAMESF10TY,
2L, Y= U AEBORKMEN 4294967284 KD REWEERIEE LIZHHIIERTE EEA
2. D EEH
1~4294967294 (10 #%) %#EEL£T,
{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
IPv4 7 RLAZIEELE T,
host <ipv4>%#F8ET 5 &, <ipvd>DFHEL2—E* 7u—HEFEHEE LET,
IRTCDIPvA 7 FLAZEET S5 A any 2HEELE 9, any ZHEET 2 &, [Pvd 7 FL A&7
O —RHEFE I LERA
1. 4085 X — & AR O R HAE
BB TEEHEA
2 MBED R E HH
<ipv4>I1ZI3 IPv4 7 L AZIEEL £ 7

<ipv4 wildcard>i213 IPv4 7 FL ADH TREDEEFFAIT 5L Y M EV T TSIV EA—F~T
2% IPv4A 7 RUAER CIREL £9, Bl§ L7z 1E<ipvd>DFREe—EE 7 u—HEht &
LET,

I[Pv4 7 R 2 (nnn.nnn.nnn.nnn) © 0.0.0.0~255.255.255.255
<action specification>/¥7 X —%

action
Ju—EH L7y NOEERTEELE T .
<action specification>/%F X — & 2{RDFEHIIEE L TL 2 E 0,
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14N T X — 4 B O F)HE
L (BE2IEELSIEA)

2 fED R EH
=L

log
BELLETVEAVARNTCRERELZ)NVS Y b 27 78RV A MaF U TORMRELET,

1. 485 X — % BB O W EE
L (PrER)ZR M OF U IEERHLEEA)

2 B R EHH
=L

[37 > REEEIFDENE]
ARV
[EEANDEE]

TIRAVA LA 5 72— AICEALIRETI Y P REETHE, T MDA V5 72— RILH
FAENSETOM, FEA VY 72— ATRELIT Y MP—RNICRRSNSHAEPHDET,

[EXREME D R BREZH]
REBEER, §OERICKBENE T,

.7 RLRAT AN R H— R AT 255.255.255.255 EA A L7z & &idany EFRRLE T,
227 RLATA IV RKH— R RA7120.0.00 &E AN L7z &ZFiF host nnn.nnn.nnn.nnn & FRLFE T,

[BHhEIY > R]

ip access—group

ip access-list resequence

permit (ip access-list standard)
remark
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deny (ipv6 access-list)

194

IPv6 74 VI TDOT 7 AZEET AL #BELE T,

Ho /NI XA =% 2T u—BHEHFETEBE, LA VANY YERI T 0 —MHEFIIEETE T A

[AF#]

BHROKE - BE
[<sequence>] deny <target flow> [<action specification)]
B DH kR

no <sequence)
<target flow>:

+Ho /8T A—=%% LT, Efu7a 3Ly TCP, UDP B XU ICMP LISt 0EE

{ipv6 | <protocol>} {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | ow
n-address <own address length>} {<destination ipv6)>/<length>| host {<destination ipv6)> | ow
n-address} | any | own-address <own address length> | own-prefix | range-address <destinati
on ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fol [interf
ace <interface type> <interface number>] [{untagged | user-priority {<priority> | range <pr
iority start)> <priority end>}}]

+Ho /8T XA—=%7 LT, Eu7a b3y TCP OiFE

tcp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq} <destination port> | range <destination port start> <destination port e
nd>}] [{[established] | [{+ack | -ack}] [{+fin | -fin}] [{tpsh | -psh}] [{+rst | -rst}] [{+
syn | -syn}] [{turg | -urg}]}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp
start)> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <int
erface type> <interface number>] [{untagged | user-priority {<priority> | range <priority s
tart> <priority end>}}]

+o /XS X—=¥7 LT, Efii7a by UDP OEE

udp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neg}<destination port> | range <destination port start> <destination port en
d>}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [len
gth {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface nu
mber>] [{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

+fo /8T A =% LT, Efi7a LA ICMP OBE

icmp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own
address lengthd} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | an
y | own-address <own address length> | own-prefix | range-address <destination ipv6 start)
<destination ipv6 end>} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp co
de>] | <icmp message>}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)
<dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface
type> <interface number>] [{untagged | user-priority {<priorityD> | range <priority startd> <
priority end>}}]

+Ho /TR —FH D DIBE

{ipv6 | <protocol> | icmp | tcp | udp} {<source ipv6>/<length> | host {<source ipv6> | own-
address} | any | own-address <own address lengthd>} {<destination ipv6>/<length>| host {<des
tination ipv6)> | own-address} | any | own-address <own address length> | own-prefix | range
-address <destination ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> |
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf |
-mf}] [+fo] [interface <interface type> <interface number>] [{untagged | user-priority {<pr
iority> | range <priority start)> <priority end>}}]
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<action specification>:

action log

[ANE—RI]
(config-ipv6-acl)
[INSX—5]
<sequence>
7u—HEGOERIEF CH S —F Y ABSERELE T,
L. ANT A — 5 AR OFIE
77 A X MAIEESZWIEE, HHEIX 10 TY,
FHEEZIEELTHBEE, BELTHSY—Tr VABBSORKE+10 TT,
72720, Y= U ABEBORKED 4294967284 LD KREFWEEZIBE LIGEIIEBRTEE A
2. [EDEEHFH
1~4294967294 (10 ##) %2EELET,
<target low>/¥F X —%

{ipvé | <protocol> | icmp | tcp | udp}
IPV6 /8y FO BT O S IVGEEEZEELE T, 72720, IRXTOTO FALENRET 25H
1 ipve ZHEEL £ 9
1.AST X — 4 BigR O Y HE
BRTEEEA
2D E
1~42, 45~49, 52~59, 61~255 (10 &%), £/l d7 a0 b LEMEREELET,
TBETES U FINEFR [R7-4 $EEMREZ T bILEF (IPve)] 2SBLTLZS
W,
{<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own
address length>}
EETIPV6E T FLAZIBELE T,
host <source ipv6>%18ET % &, <source ipve>DFHEE—E%* 70 —HHEFEHEE LET,

TARTOREEFITLIPVE 7 RLAZIBET A5 any 2 BELE T, any 218ET 5 &, BEET
[Pv6 7 RL Az 70 —fHGEHF LT LERA

own-address Z1EE L7-BAE, WNRA VY T2 —RAICHESNTWS IPv6 Zu—N)L7 KL &
ZRETLIPVO 7 RLAE LT 70 —EEHELET,
LAINT X — 5 BUEEE O F)HHE
B TEEHA
2. B E HiF
<source ipv6>IZIZEFBILIPV6 7 RLAABE L £7,

<length>IZI3 IPv6 7 FL ADH T—HEM L 2 285 %2 T N L ADIEED 5 D bit L THEE
L7,

<own address length>iZid own-address DH T—HEH &2 587 %2 T F L ADEEN, 5
O bit HTHEL LI,
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196

<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iiRiiiRiiRinRiiNniRiiiEii

<length>: 0~128

{{eq | neq} <source port> | range <source port start> <source port end>}

REETR- I ESEZEELE T,

Za ha A TCP BLUUDP 23047 a T,

eq #1BE T 5 &, <source port>D5EE—% 70— HRHEFE LET.

neq #{8E 9 5 &, <source port>Listx 7 o —iHEFE LET,

range #18E 9 5 &, <source port start>7>5 <source port end>D &% 7 0 —MHEEEE L

ESE

1. 485 X — 4 Bk O F)HAE
L (BHEAFELEEA)

2B D E i
0~65535 (10 #EH) £LER—-MEMEEELET,
IBETE 2R — MMM [£7-5 TCP CIEEMRLZAR— MW BLU [£7-7 UDP T
ER[RE AR — b AR (IPv6) ] 2B L T2 0,
<source port end>iZiF<source port start>&k D KEWNWAR— FFEEEEEL T2,

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-
address <own address length> | own-prefix | range-address <destination ipv6 start>
<destination ipv6 end>}

FEFEIPV6 7 RL AZBE LT,
host <destination ipv6>%{gE 3 5 &, <destination ipv6>D5EE—E % 70 —MHFEMfEE LE
ERS
TRTCDFELE PO 7 RLAZIEET AEH L any 2EE L £ 9. any #1B8ET S &, 585k IPv6 7
FL A%z 70—BHEFEIELEEA.
own-address ZiEET B &, WRA V¥ T2 —AHRESN TS IPv6 7O —NLT7 KL AZ%5E
FIPV6 7 RLRAE LT 7 H—HEMFELET,
own-prefix #IEET A&, WRA VY T2 —RRESNTWVS [Pv6 ZT0—N)LT7 R L AZ5EE
[Pv6 7 LA, IPv6 ZH—NLT7 RLAD T L7 1 v 7 ZAE%<length>& LT 7 0 —HSEMFIC
LT,
range-address #$8E 9 % &, <destination ipv6 start>7* 5 <destination ipv6 end>D#if % 7
O—HEFELET,
1LLAINT A — & B OFHE
BB TEEHEA
2B EHIH
<destination ipv6>IZ135E5E IPv6 7 R L AZHEE L £ 9
<length>IZI3 IPv6 7 FLADOHT—HEM L 2287 % 7 R L ADEED 5 D bit M THHE
LT,
<own address length>iZid own-address DHF T—HEEM L L 5P % T F L ADEEDNP 5
D bit TIEEL L9,
<destination ipv6 end>iZ ik <destination ipv6 start>& D KEWIPV6 7 RLAZIEEL T
<7ZEW,
<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iiiRiiiniiiRiniRiiiHiRiiEing
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<length>:0~128
{{eq | neq} <destination port> | range <destination port start> <destination port end>}
FER— I ESZHELE T,
7a hINH TCP BLVO UDP ZF DA 72 3 v T,
eq #18E T 5 &, <destination port>DEL2—%E 7 u—HHEFHFE LET,
neq ##E 9 % &, <destination port>DIst% 7 o —HGEMEE LET,
range #¥8E€9 5 &, <destination port start>7% 5 <destination port end>D & % 7 0 —#&H
FHELET,
LANT X — 4 BIERE DR HE
L (BHEEAELEEA)
2 MED R E
0~65535 (10 &) £LER—- M EMEIEELET,
IEETEHHR— NN [R7-5 TCP THEMREL AR — F&HR] BLU [£7-7 UDP T
FERREZZ AR — MR (IPve)] Z2ZRLTL 230,
<destination port end>IZiZ<destination port start>& D KZWKR— M EBEEEL T2
S\,
traffic-class <traffic class>
NI4T ITAT 4=V NERTEELE T,
NRFy DT T4 v IITAT 4=V RERBLET,
1. AT X — 5 BIgR O F)HE
mL (BHEAHELEEA)
2B E HH
0~255 (10 ##) =EELET,
dscp {<dscp> | range <dscp start> <dscp end>}
NTITAVvIITRAT4—=LROLEE6 Y NTHBDSCPEEEELE T,
range #18E 9 5 &, <dscp start>A 5 <dscp end>D#HiH %= 7 0 —#HEHFE LET,
Nro DI T4v 753 AT7 44—V REL6EY PEHBLET,
1LAINT A — & BREE OFHAE
L (BHEfELEEA)
2B E HH
0~63 (10#%#) F7/:1L DSCP &Fr=iEELE I,
fEET& % DSCP &4#nd [ 7-10 #5EFREZ DSCP &fr] 2L T 7ZS 0,
range Z{EE 9 54, <dscp start>& <dscp end>iZ13 DSCP fEZ$E7E L, <dscp end>IZ
l&<dscp start>& D kZ 1\ DSCPEZFEE L TLZE 0,
established
TCPANYFDACK 757 &/ERST 75701 037y FOBHZEZEELE T,
Tu rINHBTCP 23 OA T 3 2 TT,
1L.AINT A — 5 BREE OFHAE
L (BHEfELEEA)
2B E HH
L
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{+ack | -ack}
TCP ANy & D ACK 77 7OMHEZIEELE T,
Ta ha B TCP ZFDA T a>TT,
+ack I ACK 7575 1 0%y b, -ack i3 ACK 75 7B 0Dy ez DET,
148 X — & BRgEOFHAE
L (BHEAHELEEA)
2 B E HiF
=L
{+fin | -fin}
TCPAY#DFIN 75 70HEEIEELE T,
ZTa ha N TCP ZFOA T a>TT,
Hin & FIN 7572 1 O3 v b, finldFIN 75780087y hERDET,
1485 X — & BRgE O FIHAE
EL (BHEAHELEEA)
2 B E HiF
=L
{+psh | -psh}
TCP ANy #®DPSH 75 7O AIEELE T,
ZFa b B TCP 2O T a>TT,
+psh i PSH 75751 O/84 v b, -pshidPSH 75780087y hERDET,
1A% T X — & B O FIHAME
mL (BHEAHRELEEA)
2 B E i
Tl
{+rst | -rst}
TCP ANy D RST 75 7O ZIEEL £,
7a haB TCP DA T a>Td,
+stiERST 750051 Oy b, 1stidRST 757008y bERDET,
1.AR8T X — 5 BRgR O P HAE
sL (BHEAHEELEEA)
2 B E i
Tl
{+syn | -syn}
TCP A 5D SYN 75 7 OBHEZEELE T,
ZFa s AV TCP 204 7> 3> Td,
+synlZ SYN 7575108 v b, -synldSYN 75780087y hERDET,
1.A&8T X — 5 BRgR O FIHAE
mL (BHEHELEEA)
2 fED 5 E HiF
=L
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{+urg | -urg}
TCPANY ¥ D URG 77 7D ZTEEL£7
7a b A TCP 2072 a »Td,
+urg lF URG 7571 DNy b, -urgld URG 75 7B 0Dy bERDET,
1. 485 X — & AR O ¥ HE
Tl (BHEAFELEEA)
2. f[ED R EEH
=L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ F%#iEE L7,

range #f8E€ 9 % &, <icmp type start>7# 5 <icmp type end>O#Hif% 7 0 —HEFEE LE
—a—o

7a b aVHICMP 23 0* 7 3 »TT,
1. 485 X — 4 AR O ¥ HAE
mL (BHEEfELEEA)
2 MED R E
0~255 (10 ##) =fEELEI,
<icmp type end>IZiE<icmp type start>& D KEZ W ICMP ¥ 1 FZIBE L TL 20,
<icmp code>
ICMP 2— F2#EELE T,
7u rILHICMP 223 0F 723 > Td,
LANT X — 4 BERE DR HE
mL (BHEEAELEEA)
2 MED R E
0~255 (10 ##) =EELEI,
<icmp message>
ICMP Xyt —U&MEHELET,
7a b aHICMP 23 0F 72 3 v TT,
fEETEAICMP X vt —Y&ME [£7-14 ICMP THEERBEE A v -8 (IPv6) ] 25
LT ZS 0,
1LLAINT A — & BREE OFIHAE
Tl (BHEFELEEA)
2 fED R EEH
%L
length {upper | lower} <length>
I[P21—HF—9EDLREF/ITTREZIEELET,
upper : EIREZEELE T, <length>LI T8y vE270—HisEfEE LET,
lower : RIREA2IEELET. <length>DlLo)¥7ry b2 7o —BHEEHFELET,
L.ANT A — 5 AR OIIE
L (BHEfELEEA)
2B E HH
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0~65535 (10 &%) =HEELET.
{(+mf | -mf}
TITRAYIANYTOM T T TDERBEELET,
+mf I EM 7 7B 1 Oy b, -mfiEM 7708008y b7 0—RHEGELE T,
14N T A — % BUsR OFHAfE
mL (BHEEAELEEA)
2 [EDE
AQ
{(+fo | -fo}
Fragment Offset 7 + —)L ROEZIEEL L7
+fo 1& Fragment Offset 7 « —)L NOfEA 0 LISt/ » +, -fo I Fragment Offset 7 + —JL K
DEN 0 D/Nry b & 7O —MHSEEE LE T,
1.AIST X — 4 BIgR O Y HE
L (BHEAELEEA)
2 B D EHH
AQV
interface <interface type> <interface number>
AN T V=L A1 5 72— RA%HELET,
1.AST X — 4 BIgR O W) HE
L (BHEAELEEA)
2B E HH
<interface type> <interface number>i21%, RIZRT A > ¥ 7 = —ZAEHI TN —FIcxtind
B2AVI T2 —ABBIUIA VI T —ABFEEETE LI, sFMlld, [T A-FITHEET
E5E] o (WA Y7 - ADEERE] 2SBL T LSV,
A= ARY MFTATI TR
AR M F YRV TA T T—A
-VLANA > 7z —R
untagged
Untagged 7 L —2OHEZEELE T,
1. 4985 X — & gk O ¥ HAE
mL (BHEEAELEEA)
2 [ED R EHH
ARV
user-priority {<priority> | range <priority start> <priority end>}
I—PEBEEEZEELET.
range #18E€ 9 5 &, <priority start>#4 & <priority end>0O &% 7 0 —#HEEAEE LET,
1A T X — 5 BIR OHHE
L (BHEAELEEA)
2 MBED R E HIH
0~7 (10#%) ZHEELXT,
<priority end>{Zi&<priority start>& D KEWIL—VFEREZIHEL TS0,
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<action specification>/¢7 X —%
action
TJu—H LTy SOEIERIEE L9,
<action specification>/%F X — & 2{RDFFHITIRTE L TL 721,
1.ANT A — % BUsR OF)HAfE
sL (BfEzfEELEEA)
2 MED R E
=L

log
EELAET7EAVANCERELZS Yy b2T7 78RV A aFr 7OoMRELET,

1. 485 X — % BB OV HE
7L (F7E2YZRMOX U TEERHLETA)

2 fED R EHH
mL

[O7 > REREFDEE]

L

LEEANDEE]

TFTIOXA)A A VY Tz —ACEALIRETI Y M) R2EETZE, IV NIPBA VYT 2 —AICHE
HAEShb2ETOM, Z8A YT —RATRELI)Nr Yy NP —BNICEESNSBEFPHDET,

[EREMED [ BRZ2H]

LAETLT7 RLABXUSEET R L AD<length>, <own address length>12 0 & AFJ L7z & &id any
EFRRLET,

20RETLT RLABRUEELT L AD<length>, <own address length>IZ 128 & ASI L7z & &
host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address EF R~ L F T,

[BhED7 > K]

ipve traffic-filter

ipv6 access-list resequence
permit (ipv6 access-Llist)
remark
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deny (mac access-list extended)

MAC 74 L TOT7 7t AZEET HEM42BELE I,

[AAHE]

BHORE - £H

[<sequence>] deny <target flow> [<action specification>]
1B D HIR

no <sequence>

<target flow>:

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac
mask> | host <destination mac> | any | <destination mac name>} [<ethernet type>] [interface <in
terface type> <interface number>] [{untagged | [user-priority {<priority> | range <priority sta
rt> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priorit
y> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}]

<action specification>:

action log

[ABE—R]
(config-ext-macl)
NS A—9]
<sequence>
7u—BHEGOERIEF Ch LY — 7 ABSERELX T,
1A T X — 5 B O WHE
T A A MAICEES R WGE, #HEIX 10 TT,
FHEEELTHI5E, HELTHE2Y—F VABESORKEFIO TY,
72720, V=T U AEBDORKED 4294967284 KD KRZFWELZIEE L-BHIFBBE T EH A,
2. B E i
1~4294967294 (10 #$) 2EELE T,
<target flow>/¥F X —%
{<source mac> <source mac mask> | host <source mac> | any}
EETMACT7 RLAREELE T,
host <source mac>#%#EE 9 5 &, <source mac>NFELE—H%* 7u—mHFEMAtE LET,
FTRTOEEBILMAC T FLRAZIEET 2B A any 2#HHELEJ. any 2HEET 5 &, EET
MAC 7 FL Az 7u—HEHEEILERA.
1. AT A — 5 AR OHIE
B TEEEA
2. EDEEH
<source mac>IIFEFETMAC 7 RLAZEELE T,
<source mac mask>IZIZ MAC 7 FLADH THEEDEZFF T HE Y bZILTLYAT %
MAC 7 FLAERTHEEL£ 7.
MAC 7 FL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff ffff.ffff (16 %)
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{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}

5 MAC T RLUAZIEELET,

host <destination mac>##EE 3 % &, <destination mac>DEe—H %z 70 —EHEGE LT
—6—0

TRTOFHEHEMAC 7 FLRAZIEET 25T any #EE L E 9. any 2fEET S &, %05t MAC
T RULAZT70—BHFEFEIELEE A
L. AT A — 5 B OFIE
B TEELA
2B EHH
<destination mac>iC135EE MAC 7 FLAZHHEL £ 7
<destination mac mask>i2id MAC 7 RL 2D THEBDEEZHFATAHE Y 2N TR
7% MACT FLRAEATIELE 7,
<destination mac name>IZ 13565 MAC 7 RL AZMZEE L £, EETZ 5554 MAC
TRV ZENNE [R7-12 FEEFREALSESE MAC 7 R L ZEFR] 2L TS0,
MAC 7 FL X (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 #E#)
<ethernet type>
A =Py bTATEEEBELET
L. ANT A — 5 AR OFIIE
EL (BHEAHELEEA)
2B EHH
0x0000~Oxffff (16 #%) F7cidA =Py by A TERERBELE T,
TBETEAA—T 1y Ny ATRINE [F7-11 BERRELZRA -T2y Ny A1 TR 2508
LTL7ZE W,
interface <interface type> <interface number>
AN T V=BT HA 5 T2 —AZBELE T,
L. ANT A — 5 B OFIIE
L (BHEAHELEEA)
2B E HH
<interface type> <interface number>i2i&, RIZRT A > ¥ 7 = — AR TV — TGS
A VI TI—AEBLUA VY T2 —AFZZEETETET, M, [T A—FITHEET
E2ME] © [BA25 72 —ADIBEHZE] 2ZBL T LSV,
A =T b TA I T —R
A= F Y RINTTA T T =R
“VLAN A > %7 2 —2%
untagged
Untagged 7 L —LOBHZIEEL T,
L. ANT A — 5 AR OFIIE
EL (BHEAHELEEA)
2 ED R E HH
QD
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user-priority {<priority> | range <priority start> <priority end>}
1 EB® VLAN Tag D1 —VEBEEZIEELE T,
range #18E€ 9 % &, <priority start>7>5 <priority end>0 i % 7 0 —HSEFE LET,
1. AN T A — % B OF)HAfE
mL (BHEEAELEEA)
2 [EDE
0~7 (10#%) ZHEELXT,
<priority end>iZid<priority start>& D KE WL —FEEEZIEE L TS0,
tag-vlan <tag vlan id>
1 BB ® VLAN Tag ® VLAN ID 2#EE L %7,
1L.AINT A — & BHEOFHE
Tl (BRHEEFELEIEA)
2B E HH
0~4095 (10 ##) ZfEELEJ.
inner-untagged
2 BB ® VLAN Tag 7’7\ y hOBHZIEEL T,
1.AINT X — 5 BRI HE
L (BHEAELEEA)
2 fEDOREEEH
%L
inner-user-priority {<priority> | range <priority start> <priority end>}
2BH® VLAN Tag D1 —VEEEFEE LT,
range #18E€ 9 5 &, <priority start>#4 & <priority end>D &% 7 0 —MEEEE LE T,
1. 4085 X — ¥ iR O ¥ HAE
mL (BHEEAELEEA)
2 [ED R E
0~7 (10#%) ZHEELXT,
<priority end>(Zid<priority start>& D KE WL —FEEREZIEE L TS0,
inner-tag-vlan <tag vlan id>
2EBH® VLAN Tag ® VLAN ID 2#EE L %7,
1.ANT X — 5 BIgR OH)HE
L (BHEAELEEA)
2 fEDREEEH
0~4095 (10 E#) zZfEELEJ.
<action specification>/¥7 X —%
action
Tu—H LTy FOEERZIEE L,
<action specification>/%F X — & 2{RDFFHITIEE L TL 721,
1. 4085 X — & iR O ¥ HAE
sL (BfERfEELEEA)
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2 EDHEEEH
AV

log
WBELLETZ7EAUANCERLLZNY Y b 272782V A MaF U ZOMRELE T,

1. 485 %X — & B OMEE
7L (Fr7E2RYRMNOXF U VEERHLETA)

2. BOBEHIE
7L
[37 > &R OEF]
7L
[REANDRE]

FTIEAJANRA VT T —AICEALRETIY NV R2EET AL, I NIDPA VI T — AICTHE
HAENA2ETOR, SHYA YT 2—ATZELI)NT Yy NP —BRICEESNSEEPHVET,

[ERTENE D R BRZZH]
EEEER, §GERICERENET,

bza=€EC]
1AEL7 FLABXIUSEET N L 212 nnnn.nnnn.nnnn T & A L7z & &k any EFRLE

j_o
2.585% MAC 7 R L RIZ%EH MAC 7 R U RALZFRE 7213585 MAC 7 RL AZFDOT7 KL A% A1 L7

&, FEHREMAC 7 RLALZHZERLET,
FEUNOEETT FLABXUSESET R L A2 nnnn.nnnn.nnnn 0000.0000.0000 &E A/ L7-& &
1% host nnnn.nnnn.nnnn EFRLE 9,

B

[BhED7 > K]

mac access—group
mac access-list resequence
permit (mac access-list extended)

remark
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flow filter implicit-deny

no flow filter implicit-deny I~ > Fick->T, 77t AV A MNCHEEOFEEL Y MY OBEEREIIL
L7,

AT

BHORE

no flow filter implicit-deny
BHOHIR

flow filter implicit-deny

[AIE—R]

(config)

NS AX=9]

%L

[O7 > RSO EE]

TR A NRERIC, BROEELY M) EEFHERLET,
LCEEADRE]

AQ

[(BEME D RIRZZHK]

EEEER, §IGERICRKMmSNET,

CE=EIA]

1AV T2 —RICT LAY A NEEHALT 7 A LI BEELTWVWABESREETEETA. IXT
DAVITT—AT, 74NVIDPEHEL TR WIRRBTETL TS0,

2

(BSEDY > K]

advance access-group
ip access-group

ipve traffic-filter
mac access—group
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ip access-group

A2HT =R UTIPVA 772 AU A M2BALT, IPvd 70 LY BREAEMICLET, BHATE
AU Tz —AERITNLET,

s A—FRy VI T =X

s A=Yy M TA T —R

¢ R=hrF ¥ RANYTAFTT—A

VLAN A > %7 2 —2

RN —R=ZAN—TF 4 VTDINTGRA—=FZHE LT 7RV ANA VYT 2 —AIEAT % & 13,
74 )% ® Inbound (ZEH) ZEEL TS,

[AFRZR]
BROBRE

ip access—group <access list name> {in | out | in-mirror | out-mirror}

B|MOHIR

no ip access—group <access list name> {in | out | in-mirror | out-mirror}
[AHE—FKI]
(config-if)

A—HVxv by Tz—A, VLANA V¥ T z—2R
(config-subif)

A =P2y M TA VT T 2=, R=+rFrR2NYTA T Tz =R

[INSA—%5]
<access list name>
IPv47 RLATZ A VY EIEIPVAISTry E T4 VI DT 72 A) A NZRBELE T,
1. AT A — 5 BigR O P IAE
B TEEHA
2 EDFRE HiFH
31 XFEDADT 7 A Y A NZEEELE T,
FE, [T X—FITHRETESME] 2B LTIEZS 0,
{in | out | in-mirror | out-mirror}
7 4 L% ® Inbound 7 Outbound, F721&HRY > —~R—2 35— > ® Inbound » Outbound %
BELET,
in : 74 J)L%® Inbound (ZERIDIEE)
out : 7«4 L% ® Outbound GEERIDIEE)
in-mirror : KY ¥ —=~X—=235—Y > 7® Inbound (ZERDIEE)
out-mirror : RY ¥ —=~_R—=2 35— > 7® Outbound GEERIDIEE)
1. AT A — 5 BigR O P HAE
B TEETA
2 EDREHH
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208

ARV

[O7 > RAREFDEIE]

ARV

CEEANDRE]

7 4L DRBOERLY MY A5 55E, 1 TV ML ERRELLT VLR A MRS V5T 2= AP
SHIRT 5o &1k, TRTOIY MUAKIRENS ETOM, B4 ¥ 72— ATRE L/ v MG
ROBRL>Y M) TBNICERSNET,

EREMED [ IREZHE]
BEEEER, TIGERICRMBENET,

CFEEIE]

l.EA—DA 72—/ LT, 74 )L%® Inbound & Outbound, BLUPRY ¥—R—-23I5—1
> 27 ® Inbound & Outbound ICFNFN—DORETZTE T, § TIIHESNTWBIES, HIFRLTH
HERELTL S,

2ETELZWIPVA 74 VY 2 RE LB HIIABEELE YA, IPVA T LY DT 72 AY A MZI
BiRINET,

3.7 0 —MHZEMIC own-address 7213 own-prefix /8T X =¥ BB BIFHE, HRA V¥ T 2 —RAIC
IPv4 7 RLADRESNTVS EEIIRETEE T,

4.8 Y —=R=Z)—T 1 VT OIRENH 535G, 70 —BHEFHOFEE IPvE 7 FL AL, [{RAVH
TI—AIHEENTWASIPVA 7 FLRARRETEE A,

5.7 0 —fHSEMEIC interface /ST X =Y BIREESNTWVBIEE, 1 —V 2w v V¥ T 2 — AR FIE
ETEET,

6.7 O —RHEMIC interface /78T XA —F PEESNTWVWEEE, WNET R0 Y T2 —AHNBRESNT
WBEERIIRETEET,

7.policy-mirror-list /8T A =¥ Z{FE L7z 7 7L A A M%7 4 LFIZHHA L7254, policy-mirror-list
INTRA—=HF I ELZDET,

8.policy-list 8T X =T ZIE LT VLAY A MNERY V—R—=2 35— Y JIZHEA LIZGE,
policy-list /8T XA —# |3\ &2 D £,

O.deny I<v Y RZEE LT LAY A M2 R V—R=2 35—V 7IHEA LA, deny 811X
BHELRDET,

10.1og /5 X — ¥ RHEE LT 7 AU A R EKY ¥ —~R—Z 35— ¥ ZICHA L1258, log /85
A—FITEDERDET,

%ﬂl

(BSEDY > K]

ip access-list standard
ip access-list extended
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ip access-list extended

IPv474)w<tL,f§jJ{‘Ea”f:>77t7\U7\b% HELET, IPVA 74 LT ELTEMET AT 7 AY A
WIEZEBEHVET, IPVAT RLAT7 4L &, IPVAISTr Yy b T4 LFTT,

KAV RTIRIPVANRT Y b 74 WY ERBRELE T, Kav 2 RE2ETT 5 &, config-ext-nacl £— R
IKBITLE T,

[ASFER]
1BHRDERTE

ip access-list extended <access list name)
BHOHIR

no ip access—list extended <access list name>
[AHE—RI]
(config)
[INSX—F]

<access list name>
IPv4ISry R 74 LT DTF 72 A) A MNRZZIBELE T,
IPv4d 7 RLAT 4 L%, IPv6 714 L%, MAC 7«4 L%, BXU Advance 7 4 L% TT TICfHRH &
NTWABT7I7EAYAMRIIIBETZ A,

LA T X — & BIEE O F)HE
B TEEEA

2. B D 8% 7 i
3l XELHNOT7 7 A ) A MEEIBELE T,
L, [T XA —FIHBETZAME] 2R L TLIEE 0,

[37 > REEIFDENF]
%L
[EEANDEE]

T4V DBEBRODEELY NIDPHEIHEE, 1 V¥ 72— RICBHEBEAT, | T NI ER2EELET Y
T2 X hEHIRT B E X, @‘f\"(@l/ MU DHIBRESNADETO/, #ZHE 1Y 72— ATRELIN
o bABRBROFERELY MY T—RINICEESNET,

[EEME D RERZZH]
REMEAER, TIOERICRBENET,

[EEEIE]

%L
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(BSEDY > K]

ip access—group
ip access-list resequence

deny (ip access-list extended)
permit (ip access-list extended)

remark
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ip access-list resequence

[Pv4 7 RLAT7 4 LY BEIPvAIRTr v b7 4 LY O 7 0 —HEEERIEF O — 7 v AES = H
ELET,

AT

BHRORTE - BF
ip access-list resequence <access list named> [<starting sequence)> [<increment sequence>]]

[AFIE—R]
(config)
[INSX—4]

<access list name>
IPVAT RUVRAT A NI E/ZEIPVvAISTr Y b T4 VI DT AU A ML RIBELET,

1. 485 X — & AR O ¥ HE
B TEEEA

2 EDEE
3N XFLROT7T 7 A) A MEEBELE T,
FE, [T A—FIHEETEAME] 2BHLTIES WV,
<starting sequence>
Flthy — 7 Y ABSZHELE T,
1. 4085 X — & Bl O X HE
FIHAEIE 10 TY,

2 f[EDRHEEH
1~4294967294 (10 ##) =HEEL £,

<increment sequence>
V= UARA VTR MERTEELE T,
L. AT A — 5 BigR O FIHE
WIHAMEX 10 TT,

2 B R EHFH
1~100 (10 &%) =fEELET.

[37 > &SR OE)E]

L

[EENDFE]

L

[EXREfE D [ BREZH]

EMEER, §IGERICRBSNET,

2
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212

CEEZIA]
ARV

(BHEO<T > R]

ip access-list standard
ip access—list extended
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ip access-list standard

IPv474)w<tL,f§jJ{‘Ea”f:>77t7\U7\b% HELET, IPVA 74 LT ELTEET AT 7 AY A
WIEZEBEHVET, IPVAT RLAT7 4L &, IPVAISTr Yy b T4 LFTT,

KAV RTIRIPVAT RLATA VI ZBRELET, RO~ FE2ETT 5 &, config-std-nacl €—F
IKBITLE T,

[ASFER]
1BHRDERTE

ip access—-list standard <access list name>
BHOHIR

no ip access-list standard <access Llist name>
[AHE—RI]
(config)
[INSX—F]

<access list name>
IPVAT7 RLRATANLIDT IR A NGEIRELE T,
IPv4 )8y v 74 L%, IPv6 74 )L%, MAC 74 )L%, BLU Advance 7 4 L¥ T CIfEA S
NTVWBT LAY A NRIIIEETEEEA,

LA T X — & BIEE O F)HE
B TEEEA

2. B D 8% 7 i
3l XELHNOT7 7 A ) A MEEIBELE T,
L, [T XA —FIHBETZAME] 2R L TLIEE 0,

[37 > REEIFDENF]
%L
[EEANDEE]

T4V DEBROEEL Y NI, 1 V¥ 71— ACHEAEAT, | T M) EEBELEZTY
T2 A NEHIBT B E X, a‘&r@l/ MUBHIBRE NS ETOM, EHA ¥ T2 —ATEEFLIN
ry NOBEROBEEL Y N T—RBNICEESINE T,

[EEME D RERZZH]
REMEAER, TIOERICRBENET,

[EEEIE]

%L
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(BSEDY > K]

ip access—group
ip access-list resequence

deny (ip access-list standard)
permit (ip access-list standard)

remark
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ipv6 access-list

IPV67/()1/72:1,’(?1}{’!53“677-&}‘)}]\% RELET. Aav > F2ETT S &, config-ipve-acl
RIZBITLE T,

[ASFER]
IEHRDERTE

ipv6 access-list <access list name>
BHROHIR

no ipv6 access-list <access list name)
[AHE—FRK]

(config)
[INFA—=%]

<access list name>
IPv6 74 VDT EAY A NEZIBELE T,
[Pv4 7 RLATZ 4 L%, IPv4)Nrw b7 4 )L%, MAC 74 )L%, BXU Advance 7«4 V¥ TI T
ERASNTWET 72 AU X MRIIEETE A,

1.AKI8T X — & R O #IHAE
B TZXEHA
2. B EEHE
3l XELHNOT7 7 A ) A MNEEIBELE T,
L, [T XA —FIIBETZAME] 2R L TLIEE W0,
[O7 > REREFDEE]
L
LEEANDEE]

T4 VY DOBBROBERLY ) BHAEE, V¥ 71— AHEBREAT, | T NI ERZBELETY
T 2Y A NZHIBT R EXIE, TRTOIY N VHIBRENEETOR, FHA VYT —ATEELLS
oy MORBBROBEL Y MY C—RNICEEINE T,

[ERTENE D R BRZZH]

REMEAER, TIOERICRBENET,
[EREIR]

7L

[BS@ET~ > K]

ipve traffic-filter

ipv6 access-list resequence
deny (ipv6 access-list)
permit (ipv6 access-list)
remark
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ipv6 access-list resequence

IPv6 74 VY D7 u—tEHEGERIEF DY — 7 ABESEHERELE T,

[AFIR]
EHORE - AE

ipv6 access-list resequence <access list named> [<starting sequence> [<increment sequence>]]

[AHE—K]
(config)
[INTA—=F]

<access list name>
IPV6 74 VT DT A A NZEIEELE T,

14N T X — & B O F)HE
BRTZELA

2B D E
I XFLRNDOT 7RV A EEBELE T,
AL, [NTXA=FIHEETE 2ME] Z2ZRL T 2S00,

<starting sequence>
G — 7 Y ABSZEELET .
1. 4085 X — & iR O X HAE
FIHAMEIX 10 T,
2. [EDFEEEH
1~4294967294 (10 ##) #EEL£T.

<increment sequence>
V=T VAAL YR MERTERELE T,
1.A&ST X — 5 BRgR O WIHAE
WMHAMEIX 10 TT S

2 fEDOREHEH
1~100 (10 #%) ZEELET,

[O7 > REEREFOENE]

L

GCEIEANDFE]

L

[ERTENE D R IRZ2HE]

REEEER, §OERICRBRENET .
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[EEEIA]

ARV

[BHhEIY > R]

ipvé access-list

217



7
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ipv6 traffic-filter

218

AVF T =R LTIPVO 772 AU A M2BERALT, IPv6 74 LY BEEAZBDICLE T, BATE
BAVYTT T —ABRITRLET,

c A—FXY RLUF TR

s A=Yy b TAUF T —R

s R—=hF v RANYFTAFTT—R

s VLANA Y%7z —2

BV —R=ZAN—F 4 VT DINFG A= EBELT IRV RA M 2A V¥ 72— REAT 5 & 13,
74 )L%® Inbound (ZEMH) ZHEEL TS0,

AR
BROH

ipv6 traffic-filter <access list name> {in | out | in-mirror | out-mirror}
1BHROHIR

no ipvé traffic-filter <access list name> {in | out | in-mirror | out-mirror}
[ATE—RK]
(config-if)

A —Yxy by T7xz—X, VLANA V¥ T —2R
(config-subif)

A=Y 2Y MFTA I T2—X, K=bPbF¥ RN T I T2—2R
NS A—=F]
<access list name>

IPv6 74 VWY DTF VA A MZEHEELE T,

1. 485 X — & B O FIHE

BB TEEHA

2. fE D % E i FH
3N XEUHROT7 72 A) A & 2BELET,
B, (VS5 X —FITHEETEAME] 2B LTS,

{in | out | in-mirror | out-mirror}

7 4 L% ® Inbound 7 Outbound, F7ziZKV) ¥ —~_X—=23IF—1 > 7 ® Inbound »* Outbound %
BELE T,
in : 74 )L %®Inbound (ZERINDIEE)
out : 7 4 L% ® Outbound GEFBIDIEE)
in-mirror : RYJ) ¥—=~R—=235—1Y > 7® Inbound (ZEEDIERE)
out-mirror : KV ¥ —=R—=23IF5—Y 7O Outbound GEEFIDIEE)
1.A&I8T X — 5 BRgR O PIHAE
EWTEEEA
2. B 5 E HiF
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ARV

[O7 > REEEEFOEE]

ARV

LEEADSE]
T4 VY DOBROERLY NIDHAEE, 1 T NI EERRELLET VLRV AN RS VI T 2=

SHIBTAEEEL, TRTOIY FMIYDPHIBENAEZTOR, YA VY T2 —ATZELZ/T Y DI
ROFERLY N T—BIEEINE T,

[EXREME D R BREZH]
EEEER, §IERICKRSNET,

E==I1E]

LLE—=DA Y%7 2=/ LT, 74L& Inbound & Outbound, BLUFKRY ¥ —R=23IF—1
> 27 ® Inbound & Outbound IZFNFN—DORETZTE T, I TIIHESNTWBIES, HIFRLTH
HEELTLEE 0,

2EZELRVIPVE 7 WY ZRELIHERAGEELEREA, IPV6O 74 LI DT VLAY X MEIE
BRI NET,

3. 7 0 —&H&EMFIC own-address F7zid own-prefix /8T X =¥ BH BIFHIL, WRA V¥ T —AIC
—SRIPV6 FU—NLT FLABRESA TS ESRETE LT,

4, 70 —BHEHEIST A =5 DREFITLT R LRI any F/213<length>725 64 DINICIEEShTWA & &
ICRETEE T,

5. RV Y —=R=AN—T 4 VIOEENH 255G, 70— BRHEFHEOEL IPv6 7 F LRI, NMRAVF
T —ACHRESNTVAIPV6 7O —NLT7 RLAREETE LA

6. 7 O — & HEMFIC interface /8T A —FDBESNTWDIHEE, 1 =Ty M V¥ T 2 —X7ZHIE
ETEET,

7.7 0 —MEHEMFIC interface XT A= I PIEESN TV DA, WET 5 ¥ 72 —APRESNT
WHEZLRTHRETETET,

8.policy-mirror-list /ST XA =¥ ZH{E L7 7L AU A MN%&2 7 4 L& IZHEHA L7254, policy-mirror-list
INTA—FIZENEZDET,

9.policy-list 8T A =¥ ZIHE LT VLAV A MERY ¥ —R=Z3I 57—V Y FICHEA LI5S
policy-list )85 X — & |3Wxh &2 D £,

10.deny v REBELLT LAV A ME2KRY ¥ —R=23IF—Y VY VIH#EA L7258, deny BifElE
mETDET,

11.10g /8T A—=F%ZIBE LT 7L AV A 2R ¥ —R=23I 7= Y JICEA LI5S, log /8T
A—FIIEHEZDET,

Ullll

[BhED7> K]

ipv6 access-list
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MacC acCess-group

AV TI—RAIHLTMAC T 7 AV A N2EHALT, MAC 74 VY BEERZ BN LET, BHTE
B4 08Tz —ABRISRLET,

c A—FXY RLUF TR

s A=Yy b TAUF T —R
s R—=hF v RANYFTAFTT—R
s VLANA Y%7z —2

AR
BROH

mac access-group <access list name> {in | out | in-mirror | out-mirror}
1BHOHIR

no mac access—-group <access Llist name> {in | out | in-mirror | out-mirror}
[ABE—R]
(config-if)
A—HFxv V¥ Txz—A, VLANA V¥ Tz —2
(config-subif)
A=Yy MFTA I T 2=, K= bFrINTFTAF T2 —R
[INSX—9]
<access list name>
MAC 74 VD77 AY A NEEIBELE T,
1. AN T A — & B O HE
BB TEELA
2. D EEH
Bl XFLADT VAV A M ERIEELE T,
FME, [T A—FIHEETEAME] 2L T ES WV,
{in | out | in-mirror | out-mirror}
7 4 L% ® Inbound #» Outbound, 7 ERY ¥ —RX—=2Z3IF—1Y »Z® Inbound »* Outbound %
BELET,
in : 74V %® Inbound (ZERIDIEE)
out : 7 4 L% ® Outbound GEFRIDTEE)
in-mirror : K ¥—~R—=2 35— > 7® Inbound (ZERIDHEE)
out-mirror : KY ¥ —=~_R—=2 35— > 7O Outbound GEERIDIEE)
1. AT A — 5 AR OHIE
B TEEEA
2. [EDEHH
7L
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[37 > REESIFDENE]

ARV

LEEADEE]

TANITOBBROBERELY VIS DHHEES, 1l TV NI EEHRELLET VLAV ANEAL VY T 2 —AD
HHIBRT AEEE, IRTOIY NI DHIBRENZ2ZTOM, A 0¥ T2 —ATZELRZ/r Y b
BRORBEL N T—HHNICERESINE T,

[EXREME D R BREZH]
EEEER, §IGERICRBENET,

BEI=EI]

l.E—DA Yy 72— LT, 74)L%O Inbound & Outbound, BLUPRY —R—23I5—1)

> Z7® Inbound & Outbound ICFNFN—DHRETEE T, T TIIHESNTWBIES, HIFRLTH
BELTLZE N,

2EELIEVWMAC 74 WY ZRELLBAEIXMAILEELEEA. MACT7 4 LY DT 78R X MR
Bk nxd,

3. 7 0 —&HEMFIC interface /8T A —FDBIBESNTWEEHES, 1 =Py M V¥ T 2 — X2
ETELT,

4, 70 —HSEHFIC interface /8T A= PIEESNTWAIGES, WIETAH2A V¥ T2 —APRESINT
WBHEZRETRETEET,

5.7 0 —@HEEOFSE MAC 7 F L &I unicast-flood AS#EE &N TV A4, Outbound (GEEM])
RIFICRETEET,

6. 7 0 — M IC inner-untagged, inner-user-priority, %7213 inner-tag-vlan /85 X — & BSHEE S
NTWBEE, T7EAR-EBLU M3 7 K- o Outbound GEER) ICIERETEEE
Ao

7.policy-mirror-list /8T X =& 2IEE L7 7L AU A M%7 4 LFZ WA L7354, policy-mirror-list
INTRA—HIIWHEEDET,

8.deny AV Y REHEELALZT VLAV A NERY V—R=2 35— ¥ 7IZHEH L5 A, deny B1E1X
Wh&ERDET,

9.log ST A—F HIEE LT ZERY A F AU Y —R—R 3 F—V > ZIHA L858, log /85
A—F 3N ELDET,

7

[BhED7 > K]

mac access—-list extended
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mac access-list extended

MAC 74 LWy ELTEfET A7 7RV A NERELE T, KO~ FE2ETT S &, config-ext-macl
ICITLE T,

[AAFER]

1BRDOFE

mac access-list extended <access list name>
HHROHIR

no mac access-list extended <access list name>
[ASTE—K]

(config)
[INTA—=9]

<access list name>
MAC 74 VDT 7 A) A NZZEELE T,
[Pv4 7 RLATZ 4%, IPv4)Nrw b7 4 )%, IPv6 7 4 L%, BXU Advance 7 4 L% T3 TIZ
FRHINTWAT7 LA A MRRIEETEELA,

1.AKI8T X — 7 RO HAE
BB TEIEA
2 NED % E i
3l XFLNOT 7t A A MEEIEELE T,
S, (VS5 A= ITHBETEAME] 22BLTLIEE L,
[O7 > RERERFOEIE]
L
LEEADOEE]

T4 VY DBBROBEEL Y NIDPDHIEE, A VYT —AHEHEBAT, |l TV NI EEZBRELETY
T2V A NZHIBRTHEEE, TRNTOIY NI DHIBRSNSETOM, M1 0¥ 72— ATZELS
o PRBBROBERELY M T—RINIEESNET,

[ERTE B D S BRZ2H]
BEEEER, §SERICRBENET,
CESZEIA]

AQV

%ll

(BEEIY > K]

mac access-group
mac access-list resequence

deny (mac access-list extended)
permit (mac access-list extended)
remark
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mac access-list resequence
MAC 7 4 L& 07 0 —BHigFafIEFO Y — 7 » 2B S BREL T,

(AT
ERORE - BH

mac access-list resequence <access list name> [{starting sequence> [<increment sequence>]]

[AFIE—K]
(config)
NS A—F]

<access list name>
MAC 74 VY DT 7 AV A MGRIEELE T,

LA T X — & B O F)HE
BRTEEEA

2 (EDEE
I XFLRNDT 7RV A MEEEELE T,
FEAEIE, [STX=FIHEETE 2ME] 22 L T2 0,

<starting sequence>
B> — 7V ABESZEELET .
1. 485 X — & AR O X HE
HAEE 10 T7

2 B R EH
1~4294967294 (10 ##) Z4EEL £

<increment sequence>
V= UAA VT YA MEREEELE T,
1L.A&IST X — 5 BRgR O P HAE
HEMEIX 10 T,

2. f[ED R EEEH
1~100 (10 &%) =fEELET,

[O7 > REREFOEE]

%L

LEEANDFE]

=L

[BXEME D[R IREZHE]

EEEER, §IOERICRKBSNET,

e
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CEEEIE]
7L
[BS&EY > R]

mac access-list extended
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permit (advance access-list)
Advance 74 LY TOT 7t A% HA T AEM2EELE T,
[AFIER]
HIROKE - BE

[<sequence>] permit mac <target flow> [<action specification>]
[<sequence>] permit mac-ip <{target flow> [<action specification>]
[<sequence>] permit mac-ipv6 <target flow> [<action specification)>]

IEEHQLEUIES

no <sequencey

<target flow>:

mac <target flow>D#E4
MAC Ny ¥ &7 u—1&Hd 5285860 7 0 —RHEE T,

mac {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <{destinat
ion mac mask> | host <destination mac> | any | <destination mac name>} [<ethernet type>] [i
nterface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ran
ge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-use
r-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan
id>1}1}1 [{layer2 | layer3}]

mac-ip <target flow>D 5
MAC Ny ¥4, VLAN Tag ~Nv ¥ &, IPv4 Ny FEEBRITLA Y 4Ny FEAETT70—KH
THBAED 70— BHEHETT,
Ho /8T A —F & T u—HEHETEHBE, LAV ANy FERE T 0 —BHERICIEETEEE

/1/0

+o T A —=%7 LT, kfi7a b2 TCP, UDP, ICMP B &' IGMP DN D5E

mac—ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own
-address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<d
estination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own-prefix | range-address <destination ipv4 start> <destination i
pv4d end>} [{[tos <tos>] [precedence {<precedence)> | range <precedence start> <precedence
end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <lengt
h>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [us
er-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id
>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start)> <priorit
y end>}] [inner-tag-vlan <tag vlan id>]}]1}] [{layer2 | layer3}]

+oRFT A =472 LT, Efi7a bl TCP OBéE

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} tcp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<{destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[established]

| [{+ack | -ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [{+ur
g | -urg}1}] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precede
nce end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <le
ngth>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged |
[user-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan

id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start)> <prio
rity end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]
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+o /85 X—=¥7 LT, Efi7a bhasy UDP OEE

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} udp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<{destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[tos <tos>] [
precedence {<precedence)> | range <precedence start> <precedence end>}] | dscp {<dscp> |
range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [
interface <interface type> <interface number>] [{untagged | [user-priority {<priority> |

range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [in
ner-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan
<tag vlan id>1}1}] [{layer2 | layer3}]

+fo /8T A =% LT, Efi7a LA ICMP OBE

mac-ip {<source mac) <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} icmp {{<sou
rce ipv4d> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{
<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messaged}]
[{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}]
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | Llower} <length>] [ {+mf
| -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [user-priorit
y {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner
-untagged | [inner-user-priority {<priority> | range <priority start> <priority end>}] [
inner-tag-vlan <tag vlan id>]}1}]1 [{layer2 | layer3}]

+HoNRFA=#7 LT, ki bInsIGMP O5H

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} igmp {{<sou
rce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [Ki
gmp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <{precedenc
e end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <leng
th>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [u
ser-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan i
d>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <priori
ty end>}] [inner-tag-vlan <tag vlan id>]}]1}] [{layer2 | layer3}]

+Ho/XFRX—¥H D DIFE

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4 star
t> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination
ipv4d start)> <destination ipv4 end>} [{[tos <tos>] [precedence {<precedence> | range <pre
cedence start)> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [len
gth {upper | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface
number>] [{untagged | [user-priority {<priority> | range <priority start> <priority end
>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range
<priority startd <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}

mac-ipv6 <target flow>DiEH
MAC v #%f, VLAN Tag ~\v ¥%&H, IPv6 Ny ¥EZHEB IOV A Y 4Ny ¥EHETT7 0 -
ERCE =W ATE TisE S G
+HoNRTA =¥ 2T u—HHEHETZHE, LIV ANV IERAERI 70 —BHEHICHEETEHE
Ao
+fo /8T XA =% LT, Efi7a by TCP, UDP B XU ICMP DAt 05E

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac) <
destination mac mask> | host <destination mac> | any | <destination mac named} {ipv6 | <
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protocol>} {<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-addre
ss <own address length> | own-prefix | range-address <source ipv6 start> <source ipv6 en
d>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-ad
dress <own address length> | own-prefix | range-address <destination ipv6 start> <destin
ation ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)> <ds
cp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface t
ype> <interface number>] [{untagged | [user-priority {<priority> | range <priority start
> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<pr
iority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>1}]}] [{l
ayer2 | layer3}]

+Ho /NS RX—=¥7 LT, Eu7a bhay TCP D&

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac named} tcp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any| own-address <own address L
ength> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {<destination ipv6>/<lengt
h>| host {<destination ipv6> | own-address} | any | own-address <own address length> | o
wn-prefix | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{[establis
hed] | [{+ack | -ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [
{+urg | -urg}1}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)> <ds
cp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface t
ype> <interface number>] [{untagged | [user-priority {<priority> | range <priority start
> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<pr
iority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{l
ayer2 | layer3}]

+o /85 X =% LT, Eii7 v b3l UDP Digés

mac-ipv6 {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <
destination mac mask> | host <destination mac> | any | <destination mac name>} udp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {<destination ipv6>/<leng
th>| host {<destination ipv6> | own-address} | any | own-address <own address length> |
own-prefix | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
{destination port> | range <destination port start> <destination port end>}] [{traffic-
class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper |
lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{
untagged | [user-priority {<priority> | range <priority start> <priority end>}] [tag-vla
n <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority s
tart> <priority end>}] [inner-tag-vlan <tag vlan id>]}]}]1 [{layer2 | layer3}]

+fo/NTA =% LT, Efu7a saLHICMP OB&

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <
destination mac mask> | host <destination mac> | any | <destination mac name>} icmp {<so
urce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 endd>} {<destinati
on ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own addr
ess length> | own-prefix | range-address <destination ipv6 start> <destination ipv6 end)>
} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messag
e>}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp start> <dscp end>}}] [
length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interf
ace number>] [{untagged | [user-priority {<priority> | range <priority start> <priority
end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | ra
ng?]<priority start)> <priority end>}] [inner-tag-vlan <tag vlan id>]1}1}] [{layer2 | laye
r

+o/NTA =% H D DFHE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac named} {ipv6 | <
protocol> | icmp | tcp | udp} {<source ipv6>/<length>| host {<source ipv6> | own-address
} | any | own-address <own address length> | own-prefix | range-address <source ipv6 sta
rt> <source ipv6 end>} {<destination ipv6>/<{length>| host {<destination ipv6> | own-addr
ess} | any | own-address <own address length> | own-prefix | range-address <destination

ipv6 start)> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [+fo] [int
erface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ra
nge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner
-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <ta
g vlan id>1}1}] [{layer2 | layer3}]
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<action specification>:

mac <target flow> [<action specification>]DH&
action policy-mirror-Llist <destination interface list name>

mac-ip <target flow> [<action specification>], %7zi% mac-ipv6 <target flow> [<action
specification>] D&

action {policy-list <policy list name> | policy-mirror-list <destination interface list nam
e>}

[AIE—R]

(config-adv-acl)
NS A—=5]
<sequence>
TJu—BHEHOERIEF TCH 2T —F Y AEFESZIHEELE T,
1. AT A — 5 BigR O HE
TR AY A NRICEES 2 WiEE, HHEIX 10 T,
FHEEELTHIHE, BELTHAHY—FT VABBSORKESF10 TY,
12720, V=4 ABBOBRKED 4294967284 LD REWEEEE LBEEIIERTEEEA,
2. (D E HiF
1~4294967294 (10 #%) ##EELET,
<target low>/¥F X —%
{<source mac> <source mac mask> | host <source mac> | any}
RETMAC 7 RLARIEELE T,
host <source mac>##EEJ 5 &, <source mac>DFLE—H%E 7u—mHFEAtELET,

IRTOREETLMAC 7 FLZAZIEET 2B 13 any 2IEE LT, any 218ET 2 &, EEL
MAC 7 FL 2% 70 —HEF LR LEE AL

L.AINT X — 4 BEEEE O P HAE
BRTEZETA
2. D E i
<source mac>IZIFFEFEILMAC 7 FL A ZHEEL £ 9,

<source mac mask>iICIZ MAC 7 RLADOHFTEBOEZHFITAHE Y b2 TR T %
MAC 7 FL AR THREL £,

MAC 7 R L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %)

{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}

W MACT7 RLAZEELET,

host <destination mac>##E 3 % &, <destination mac>D5Ee—H %z 70 —KHEGE L E
—g_O

FTARTDFEHEMAC 7 RLARIBET A5 any 2 ELE T, any 218ET 5 &, ik MAC
7 RULAZT7u—HEFEEILER A

14N T X — & B IEE OF)HE
BETEEEA
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2 MED R E i
<destination mac>121356% MAC 7 L AZEEL £ 7,
<destination mac mask>i2id MAC 7 RL ZAOHTERBDEAHFAIT ALY M2 TR
7% MACT7 FLRAERXTIEELE T,
<destination mac name>21355% MAC 7 R L A &2 E L £ 9, FHETE 555 MAC
7 RUZAEINE [ 7-12 fEERTRER5E%E MAC 7 R L ZERR] 2B L T 7Za 0,
MAC 7 K L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %K)

<ethernet type>
A =Py by ATEEEELE T,
1. AT X — 5 BIgR O FHE
al (BHEEFELEEA)
2 B R EH
0x0000~Oxffff (16 E#) FizidA —HV v by A TEEEELE T,
IHETEAA =Yy N A TEIRIE [R7-11 BEMREZA —T 2y Ny A L] 258
LTLZE W,
interface <interface type> <interface number>
AHATV—LHET 2405 72— AEHEELET,
1.ANT X — % BUR OF)HAfE
L (BHEAFELEEA)
2 EDEE
<interface type> <interface number>iZi&, KIZRT A > ¥ 7 = — ZAHH| 7L —F IR IET
BAVEI T —ABBRUA VI T2 —ABBZIBETE LT, #FMi%, [T XA —=FIHBET
Z5E] O (WA Y72 —ADEERE] 2BBL TSV,
A —PRY b TSI T —R
RN F Y INTTA I T =R
-VLANA %7 x—2
untagged
Untagged 7 L —2OMBHEZEE LT,
1. AT X — 5 BIgR O FHE
al (BMHEFEFELEEA)
2 B R EH
%L
user-priority {<priority> | range <priority start> <priority end>}
1 BEH® VLAN Tag O1—HVEBEEAIEEL T,
range #18®€ 9 5 &, <priority start>7% & <priority end>DO#i % 7 0 —MHEFEAEE LE T,
1.AINT A — % BER OFHAE
L (BRHEAFELEEA)
2 (EDEE
0~7 (10#%) ZHEELET,
<priority end>Zid<priority start>& D KE WL —HFEEEZIEE L TS0,
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tag-vlan <tag vlan id>
1 BE® VLAN Tag ® VLAN ID 2#EE L %9,
1.ANT X — 5 BRI HE
L (BHEfELEEA)
2 fEDOEEEH
0~4095 (10 E#) =ZfEELEJ.
inner-untagged
2 BH® VLAN Tag #*72\ /87 vy F O 2EE L9,
1. AT X — 5 BRROHE
L (BHEAFELEEA)
2 MBED R E HH
AQ
inner-user-priority {<priority> | range <priority start> <priority end>}
2BH® VLAN Tag D1 —JEEEEZEEL 7.
range #18E€ 9 5 &, <priority start>#4 & <priority end>D &% 7 0 —MEEEE LE T,
1.AIST X — 4 BIgR O Y HE
L (BHEAFELIEA)
2 (B D E
0~7 (10#%) 2EELET,
<priority end>IZi&<priority start>kX D KEWIL—HPEEEZIFEL TS,
inner-tag-vlan <tag vlan id>
2B H® VLAN Tag ® VLAN ID Z#EE L %7,
1. AT X — 5 BRROHE
L (BHEHELEEA)
2 MBEDERE HH
0~4095 (10 E#) zZfEELEJ.
{ip | <protocol> | icmp | igmp | tcp | udp}
70— EHEHRERNIC mac-ip ZTEE L-BEICBIRTE £7,
[Pv4 /8y bOEMT O b IVEFEZBELE T, 2720, IRTOTT FILERRET HHE
Fip 2HEELE T,
1. AN T A — % BsR OFHAE
BRTZELA
2 [EDE
0~255 (10#%) F/oE7u baLVEMEEELET,
HETE 270 FIVEIRE [R7-3 EEMRELR 70 FILEFH (IPvd)] 28BL TS
W,
{ipvé | <protocol> | icmp | tcp | udp}
7 0 —EHZEMFERIC mac-ipve ZIEE LG A IERIRTE X T,
IPV6 /8y SO BT O M INGFEEZIEELE T, 7270, IRXTOTO bALENRET 25H
13 ipve ZHEEL £ 9,
1.AIST X — 4 BIgR O W) HE
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BRTZEEA
2 MED R E
1~42, 45~49, 52~59, 61~255 (10 &%), £zl d70 b LEMERELE T,
IBETE 27U bINEIRI [FR7-4 $EERTREAL T T b ILEFR (IPve)] 22 L TS
W,
{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
EETLIPVA 7 RLUAZEELE T,
host <source ipv4d>%15ET 5 &, <source ipvd>DFHLE—H%E 70 —MHEHFELELET,
FTRTCOKEEBITLIPvA 7T FLAZIBET 25 Ed any 2HEELE 9. any 2HEET 5 &, EET
IPv4 7 L2270 —HEGEITLER A
own-address ZiEET B &, WNRA V¥ T2 —ATHESN TS IPv4 7 KL A2 %ETT [Pvd
TRLVRELT7O0—HEFICLET,
own-prefix Z1EET 5 &, MR VI T2 —ATHESNTVRBIPVA T RLAD R Y N T =27
RLUAEZ 70 —MHEHICLET. AAMT FLARIZERELE T,
%3, own-address B XU own-prefix ZIEL7cA V¥ 7 2= APV IVF R—LDHEIX, 7
A4 <) IPv4 7 RLAFRRITHZD ET,
range-address Z#8E 9 5 &, <source ipv4 start>7 5 <source ipv4 end>DEiFH % 7 10—
FHELET,
L.ANT X — 4 BEERE DR HE
BRTZEEA
2 MED R E
<source ipv4>IZIZEFBITLIPvA 7 RLAABEL 7,
<source ipv4 wildcard> 213 IPv4 7 R L ZQHF TEBOEZFAITHE Y N2 TITA L
FH—Fv X7 % IPv4 7 FLAERTHEELE T,
<source ipv4 end>IZiF<source ipv4 start>K DK EWIPv4 7 RL ZAZIEEL TLEE 0,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255
{<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own
address length> | own-prefix | range-address <source ipvé start> <source ipv6 end>}
REETIPVO 7T RLAEZEELE T,
host <source ipv6>%§ET % &, <source ipv6>DFEE2—E% 70 —HHFEHE LET,
TRTCDOEFBITLIPVE 7 FLAZIBET 2FHd any ZfFEELE 9. any 2EET 5 &, EET
[Pv6 7 FL A% 70— &AL IILER A
own-address #EET 5 &, XRA VI T —RICHESN TS IPv6 ZJ0—NL7 KL %%
BILIPv6 7 FLRELTT7 0 —HEFELET,
own-prefix #IEET S &, RHRA VI T2 —RAIRESNTWVS IPv6 70 —N)L7 RLA%EE
JLIPV6 7 KL X, IPv6 70 —NL7 RLADT L7 4 v 7 AR %<length>& LT 70— HEMA
IZLET,
range-address 2§ E9 % &, <source ipvé start>7» 5 <source ipv6 end>D#HiF % 7 10 — & H
FHELET,
1. AT X — 4 BigR O Y HE
BRTEEEA
2 MED R E
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232

<source ipv6>ITIFEFTLIPV6 7 FLAZIEEL £,

<length>IZI3 IPv6 7 F L ADHT—HEME L L 287 % T R L ADEED 5 D bit L THHE
LET,

<own address length>iZid own-address DHF T—HEM L L 5P %2 T F L ADEEDNP 5
DDbit HTHELEJ,

<source ipv6 end>iZiF<source ipv6 start>& D AKEZFWVIPV6 7 RLAZIFEL TL 2 S0,

<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
fEft- £ £ £ £ £ L £ AT

<length>:0~128

{{eq | neq} <source port> | range <source port start> <source port end>}

EETR- I ESEZEELE T,
ZFa ba A TCP BLUUDP 23047 a T,
eq #1BE T 5 &, <source port>D5EE—% 70 —HHEFE LET.
neq #18E 9 5 &, <source port>Listx 7 o—iEHEFE LET,
range #18E€9 5 &, <source port start>7>5 <source port end>D &% 7 0 —MHEEEE L
7,
1. 485 X — 4 iR O P HAE
mL (BHEEAELEEA)
2 fE D E HiF
0~65535 (10 #H) £/LER—-MEMEEELET,
FHETEHR—MEIRL [R7-5 TCP TEEFRELKR— MR, [R7-6 UDP CTHEERAE
2AR— & (IPv4)] BXU [R7-7 UDP THEEMRELZ AR — F&FR (IPve)] 2L TL
7280,
<source port end>IZi3<source port start>&K D KENWAR— FFEESZEEL TS0,

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination
ipv4 end>}

5i%E IPv4 7 RLAZIEELE T,
host <destination ipv4>#48E€ 3 % &, <destination ipv4d>D5EL—8% 70 —MEEEE LE
3_0

TRTDFELEIPvE 7 RLAZIBET 2EA L any 28E LE 9. any #18E€ T 5 &, 585k IPv4 7
FLAZ 70—l LEEA.

own-address Z1BET 5 &, WRA VY 72— RIHESN TS IPv4 7 R L A%5E% [Pv4 7
RFLRELTT7u—HEFICLET,
own-prefix 2f§ET A&, HRA VI T2 —RACHRESNTWVBEIPVE 7 RLADR Y hT—=77
RLRAE%Z 70 —MHEFICLET, RA MY FLATIIERELE T,
%3, own-address 8 & own-prefix 2I5E L7z A ¥ 7 2 —AWTILFRA—LDOBFEIE, T
A< IPv4 7 RLABRRICEDET,
range-address #18E 4 % &, <destination ipv4 start>7> 5 <destination ipv4 end>D#if % 7
O — S E LE T,
1. 48T X — 4 Bl O P HAE
BB TEEEA
2 MBED R E HH
<destination ipv4>IZi135E5 IPv4 7 FLAZIBE L £ 9,
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<destination ipv4 wildcard>121x IPv4 7 KL ZOH CEROEEFRITHE Y b2 TT
AIWVRH—FvRI%ZIPv4 7 FLAEXTHELX T,
<destination ipv4 end>iZ ik <destination ipv4 start>&k D kKEWIPv4 7 RL A Z$EEL T
<T2E W0,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-
address <own address length> | own-prefix | range-address <destination ipvé start>
<destination ipvé end>}

A IPv6 7 RLAZIBEL 7,

host <destination ipv6>%1gEd 5 &, <destination ipv6>D5EE—E % 7 0 —MHFEfFE LE
—a_O

FTARTDFEE PO 7 RLAZIEET 2 L any 2f8E L £ 9. any #i8E€ T 5 &, 588 IPv6 7
RLZxz70—HEfREILEEA.

own-address #18ET D&, WRA VY T —RICHESNTNSIPv6 YO—N)L7 L X %58
FEIPve 7 FL AL LT 7 —MHEtELET,

own-prefix Z¥EET B &, MRS V¥ 71— ATHEESNTWVAS IPv6 70 —NL7 RL 2 &565%
IPv6 7 KL R, IPv6 70 —NL7 RLADT L7 4 v 7 AE#<length>& LT 70 —HEMHIC
LY,
range-address #1§E 9 % &, <destination ipv6 start>7>5 <destination ipv6 end>D#if % 7
O — S E LET,
L. AT A — 5 BEgR O FIHAE
B TEETA
2 MED R E HH
<destination ipv6>121358% IPv6 7 RL AZEE L £ 9,
<length>IZ13 IPv6 7 FL ADHT—HEM L 2285 %2 7 N L ADIEED 5 D bit I CTHEE
LY,
<own address length>IZi% own-address D T—HFEMH 2 585 % 7 N L ADEENP S
O bit HTHEL LI,
<destination ipv6 end>iZik<destination ipv6 start>& D KEWVIPV6 7 RLAZIEEL T
7E W,
<destination ipv6>(nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iniRiliRiiRiHniRiRiiRiiiG
<length>:0~128
{{eq | neq} <destination port> | range <destination port start> <destination port end>}
FER— P ESZIHELE T,
ZFa baAa TCPBLUPUDP 23047 a T,
eq #15E T 5 &, <destination port>DEL2—%E 70 —HHEFHFE LET,
neq #18E 9 % &, <destination port>LIFt % 7 o —HEFEE LET,
range ##8E€9 5 &, <destination port start>7% 5 <destination port end>D & % 7 0 —#&H
FHELET,
1. AT A — 5 BEgR O Y HAE
L (BHEfELEEA)
2MED R E
0~65535 (10#EH) £LER—-MEMEEELET,
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FEETE SR —MEIRE [R7-5 TCP TIEEFRELKR— MR, [&7-6 UDP TfEERAE
2AR—MEF (IPv4)] BEXO [R7-7 UDP THHEMRELZ R — F&FR (IPve)] 2L TL
7ZE W,
<destination port end>iZiZ<destination port start>k D AKZ WK — M EEEFEL T2
S,
tos <tos>
ToS 74—V KROEY F3~6 D4y FTHBtosBEIEELET .
Nry b ToS 74 —LROEY F3~6D 4y MEHELET,

1.A8F X — 5 AR O F)HAE
HL (BHEAHELFIEA)
2 fE D E HFH
0~15 (10 #%) F/-idtos BMEHR/ELET,
EETE 5 tos BRI [R7-8 FEEATREZ tos BFR] 2ZML T &0,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V RO EfI3 ¥y b THA precedence HEIEEL X T,
range #18E 9 5 &, <precedence start>7» 5 <precedence end>D#if % 7 0 —mHFEMAEE L
ESC I
Ny b ToS 74—V R EM3EY MEHBILET,
1. 48T X — 5 BlgR O P HAE
L (BHEAHELEEA)
2 fE D E HFH
0~7 (10 %) 713 precedence &M EIEEL £,
67 T & % precedence &#hid [ 7-9 $EEFIHE precedence ] ML T ES 0,
range Z{8E 9 54, <precedence start> & <precedence end>1Z & precedence fE %7€
L, <precedence end>(Zl¥<precedence start>& O Kk Z\» precedence fEZHEE L TL 12S
W,
traffic-class <traffic class>
NTITA VI ITAT 4 =L FEEEELET.
NIy bDONTT 4w I TTAT 4 —LREHBLET,
148 X — 5 AR O P HAE
L (BHEAELEEA)
2B E HF
0~255 (10 #%#) =HEELET,
dscp {<dscp> | range <dscp start> <dscp end>}
o 7 u—HZEAERA mac-ip OHE
ToS 74—V ROEM 6y hTHBDSCPEEEELET,
range #18E 9 5 &, <dscp start>75 5 <dscp end>D#HFH % 7 0 —EHEFE LET,
Ny bOToS 74 —)VREM6EY MEREBLET,
o 7 U — ISR mac-ipve D5 E
T4 v I IFAT 4 —=VROEM6EY THAHDSCPEEHEELET,
range #{8E€ 9 % &, <dscp start>% 5 <dscp end>D#iFH%F 7 0 —HHESFHFE LET,
NIy bOrIT74v 7053 A74—)VRE6EY PEHBLET,
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LA T X — & B HEEE O P HAE
L (BHEfELEEA)
2B EHH
0~63 (10#H) F7/-13 DSCP &M% fEELE T,
fHET& % DSCP &frd [#£ 7-10 #8EFREZ DSCP &f1] 2L T ZE 0,
range #{8E 9 558, <dscp start>& <dscp end>i2id DSCP fE# 57 L, <dscp end>IZ
ld<dscp start>& D AZ 1 DSCPEZIEE L TL 20,
established
TCPAY ¥ D ACK 757 %71a RST 757131 D)3y FOBHEREL LT,
Tu rINHTCP 2FOF T 3 0 TT,
LA T X — & BEEE O P HAE
mL (BHEfELEEA)
2B EHH
=L
{+ack | -ack}
TCP ANy %D ACK 77 7 OEHEREL 7,
TurILVBTCP 2O T 3 TY,
+ack IZACK 75 7M1 @87 v b, -ack i3 ACK 757000y Mz DT,

LA T X — & BHEEE O F)HAE
sL (BHEFELEEA)
2. fE 5% E HiF
L
(+fin | -fin}
TCPAYFDFIN 7Z 7OEHEA2EELE9 .
7a ra VB TCP DA 73 >Td,
Hin & FIN 75721 O/87» b, finl @3 FIN 75780087y hERDET,
LA X — 5 BRgR O P HAE
L (BHEFELEEA)
2. (B E HiF
=L
{+psh | -psh}
TCP v %D PSH 75 7 OBHZEEL T,
Fa s AV TCP D47 3> T,
+pshiZ PSH 7S 7H 1 @8 v b, -pshidPSH 7 7B 0D/8ry bekDET,
1L.A&IST X — 5 BEgR O Y HAE
mL (BHEEAELEEA)
2. (B E HiF
=L
{(+rst | -1st}
TCP Ay & DRST 75 7 OKRHEZEELE T,
Fa s AV TCP D47 3> T,
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+rstiEd RST 75 7H 1 O v b, 1stiZRST 75700y &g D9,
L. ANT A — 5 B OWHE
mL (BHEfELEEA)
2 (B D E HiH
%L
{+syn | -syn}
TCPANv ¥ D SYN 75 7O EEEL LT,
TurIVBTCP 2O T 3 > TY,
+syn X SYN 757051 Oy b, -syn i SYN 7 7B 0Dy bk DET,
1. 4085 X — & Bk O ¥ HAE
L (BHEEAELEEA)
2 [EDEHH
%L
{+urg | -urg}
TCP Ny ¥ ® URG 7 7 7Oz HEE L7,
TurILVBTCP 2O T 3> TY,
turg lZ URG 7571 D7 v b, -urg i dURG 7 7B 0Dy &m0 ET,
1. 485 X — 4 iR O P HAE
HL (BHEEHELEEA)
2 [EDEHH
%L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ 1 %21 E L% 7,

range #18E€ 9 5 &, <icmp type start>7» 5 <icmp type end>D &% 7 0 —#HFEGE L E
EE

7a ha)UHBICMP 23D+ F 3> T,
1.A8F X — 4 Bl R O P HAE
L (BHEfFELEEA)
2 fE D E #FH
0~255 (10 ##) =EELET,
<icmp type end>IZ&<icmp type start>& D kKEWICMP ¥ 1 FZ2IEE L TL 120,
<icmp code>
ICMP 2— F&HEELE T,
70 IUAICMP 207 3 > T9,
1. AT X — & B O F)HAE
L (BHEfELEEA)
2. fEDREEH
0~255 (10 #%) =HEELET,
<icmp message>
ICMP X vt — V& EELE T,
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7a b A VHICMP 23 0* 7 3 v TF,
JEETZ5ICMP A vt —V4RE [£7-13 ICMP TIEERHER X v —V4F5 (IPv4d)] B
O [#£7-14 ICMP THEEMHER A v — V4R (IPve)] 2ZMBLTL 2S00,
LA T A — 5 BigR O FIHE
mL (BHEfELEEA)
2B E HH
L
<igmp type>
IGMP ¥ 1 7%3EE L £ 7,
70 s IUABIGMP 2O F T a v TY,
1. AT A — 5 BEgR O P IAE
mL (BHEEAELEEA)
2 (B E i
0~255 (10 ##) =EELEI,
length {upper | lower} <length>
[P2—YF—5RDELREX/IIITRIEZIEELE I,
upper : ERREZEELE T, <length>PI T8y v&2 70—t ELET,
lower : FIREZFEEL £7. <length>Pl LDy &7 o—@HEFELET,
1. AT A — 5 BigR O FIIAE
L (BHEEAHELEEA)
2 MED R E
0~65535 (10 #%#) %2fHEELET,
{+mf | -mf}
« 70— @HEAER S mac-ip D&
Flags 74—V ROTFME 1Y b THEMF 757 DEEZIEELE T,
+mf IEMF 75731087y b, -mfidMF 75730087y b2 T7u0—HEfEE LE
ED
o 7 u—HEARERS mac-ipvb DIFE
TITAY ANV TOM 7T TDERIEELET,
AmfEM 7B Loy b, -mfiEM 777800y be7u—BlEEfEELET,
1. AT A — 5 BigR O P HAE
L (BHEEAELEEA)
2 MED R EEH
L
(+fo | -fo}
Fragment Offset 7 4 =)L ROMEZIEE LT,

+fo 1% Fragment Offset 7 « —)L FDfEA 0 LSt /¥ v b, -fo i Fragment Offset 7 « —JL K
DEA 0 /7y b2 7u—BHEFE LET,

1485 X — & AR O 1 HE
L (BHEFELEEA)
2 fED R EHEH
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=L
{layer2 | layer3}
HkRERI Z4EE L £ 9
layer2 XL A ¥ 2 kg 2,87 v b, layer3id LA Y 33287 v M 2IEELE T,
1L.AINT X — 5 BEEEE O F)HAE
mL (BHEEHELEEA)
2B D% E S
=L

<action specification>/¥5 X —%

action
Ju—tEH L7228y bOBEIERIEE L ¥ 9. <action specification>/¥F X — & (kD 5EIHIZTE

ELTLEE W,
1.AIRT X — & B O HE

sL (BfEzfEELEEA)
2. [EDE

ARV

policy-mirror-list <destination interface list name>

R)Y—R=AIF—V Y TDORERBRA YT —A) XA MEEEELE T,
1.ANT A — % BsR OFHAfE

L (KUY —R=R3IF7—Y VTR ERALERA)

2. [BEDHEEH
destination-interface-list 3 v > R CTRERADERELX A VI Tz — AV A MNEZEELE T,

policy-list <policy list name>
R —R=AN—T 4 YTV A NEERELE T,

1. 2485 X — & BB O EE
7L (R —R—2)V—F 4 VT R2EALETEA)

2. fED R Fi
7 0 —EHEARERA mac-ip DFE, ip policy-list v RTRHEFADKRY ¥ —R—= 2 )L —
TAYITIVAMEERELET,
7 U0 —EHEARRA mac-ipve OIFE, ipvé policy-list 3> RTREFADARY ¥ —R—
AN—=T 4 VT )ABEBELE T,

(37> REBEROEHF]
ARV

LEEANDFE]

TIERAV AN 2A VY T2 —RACHEALRETI Y N 2EETLHE, T MISA Y T2 —RAICHE
HENAETORM, FUA VY T2 —ATZELLSTr Y NE—BRICEESINLEEPHD FT,

[ERTE(E D BRELH]
BEELER, §IOEAICRBENET.
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[EEFIA]

1.2E7C MAC 7 FL 2B X U%E5% MAC 7 K L A2 nnnn.nnnn.nnnn ffff.fff.ff S A L& =ik
any EXRRLE T,

2.565 MAC 7 R L AIZ5E%E MAC 7 R L AZME 7213565 MAC 7 FLAZIO 7T RLAZ A LT
AR, SEMACT RLALHRERRLET,

EEDUNDEET MAC 7 KL 2B X U%E5% MAC 7 K L 212 nnnn.nnnn.nnnn 0000.0000.0000 &
A7I L7z & &1T host nnnn.nnnn.nnnn &R RLE T,

3EFBILIPVA T FLATA N R A= TRV BLVSEEIPVA T RLRATA IV R — R AT
255.255.255.255 E AT L7z Fid any ERRLE T,

4 EZETLIPVA 7 RLRATA N R =R AT BRUSELRIPvEA 7 RLAT AL R AH— R Z227120.0.0.0
E AT U7z & Zid host nnn.nnn.nnn.nnn, host own-address EF R L E 9,

5.3£(7C IPv6 7 R L A B L U%ESE [Pve 7 K L 2D <length>, <own address length>12 0 & AFI L7z
EElany ERRLET,

6.3X(F7C IPv6 7 KL 2B X U%E IPv6 7 R L Ad<length>, <own address length>12 128 & AJ)
L 7z & %14 host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address &E&X R L E 9

7.HR) Y —=R=2Z)V—TF 4 VT RIEET 56, 70— MEFEFIIEET 5XFETIPvA 7T FLABLD
Fi%E IPv4 7 RLAICIROT RLRAIEETCE 8 A
EETIPv4 7 R LA
YILFFY AT LA
5ESE IPV4 7 R LA
TILFF LY AT RLA, HIBAET7O—RFF+ A M7 FL A, host own-address /¥ X —4
8RN Y —R=ZANV—T 4 VITRIBET 556, 7U—RHEEFICHEET 2XETLIPV6 7 RLAB LY
FEFE TPV 7 R L AIZIROT L AIEETEEH A
REETLIPV6 7 FL A
INLFFF¥ AT RLUX, YZ7u—ALT7 KL X
5a5E IPV6 7 R L A
ZILFFY AT RLRA, YUryZ7ua—Hh)IL7 KL A, host own-address /87 X —%

[BSEI<Y > K]

advance access-group

advance access-list resequence
deny (advance access-list)
remark

ip policy-list

ipve policy-Llist
destination-interface-list
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permit (ip access-list extended)

240

IPVART Yy ST A VI TOT VL AEZFAIT 2542 ELET,

Ho /NI XA =% 2T u—BHEHETEBE, LA VAN YERRI T 0 —MHEFIIEETE A

[AF#]

BHROBE - BE
[<sequence>] permit <target flow> [<action specification)]
B DHI bk

no <sequence)

<target flow>:

+o T A—=#72 LT, Efi7abanh TCP, UDP, ICMP B &' IGMP DSt 05E

{ip | <protocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv

4> | own-address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination ip

vd end>} [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end

>}1 | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+

mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority
{<priority> | range <priority start> <priority end>}}]

+o /XS5 X—=%7 LT, Eu7a b2y TCP D&

tep {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}
<{source port> | range <source port startd> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <destination port end>}] [{[established] | [{+a
ck | -ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [{+urg | -urg}]
}] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}]
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -
mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority {<pri
ority> | range <priority start> <priority end>}}]

+o /85 X—=¥7 LT, Efi7a basy UDP OEs

udp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4d end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port)> | range <destination port start> <destination port end>}] [{[tos <tos>] [precede
nce {<precedence> | range <precedence start> <precedence end>}] | dscp {<dscp> | range <dsc
p start> <dscp end>}}] [length {upper | Llower} <length>] [{+mf | -mf}] [-fo] [interface <in
terface type> <interface number>] [{untagged | user-priority {<priority> | range <priority
start> <priority end>}}]

+fo/NT A =% LT, Efi7a LA ICMP OBE

icmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destinati
on ipvd> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{K
icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messaged}] [{[t
os <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}] | dscp {
dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-
fo] [interface <interface type> <interface number>] [{untagged | user-priority {<priority>
| range <priority startd> <priority end>}}]

+Ho /T A—=#72 LT, Efi7abansIGMP O5H

igmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destinati
on ipv4d> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
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s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [<ig
mp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence en
d>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{
+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priorit
y {<priority> | range <priority start> <priority end>}}]

+o/NT A= H D DFE

{ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4 wil
dcard> | host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard>
| host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination i
pv4 start> <destination ipv4 endd} [{[tos <tos>] [precedence {<precedence> | range <precede
nce start> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {up
per | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface number>]

[{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

<action specification>:

action {policy-list <policy Llist name> | policy-mirror-list <destination interface list name>}

[ATTE—K]
(config-ext-nacl)
[INZA=9]
<sequence>
Ju—HEFOBRIEF Th2—7 V AESEZRELE T,
1L.ANT A — % BUsR OF)HAE
TR X MAIEES T WEE, THEIX 10 TY,
FMERELTHLHE, HELTHEY—T7 V ABESORKAMEFLIO TT,
2L, Y= U AEBORKEN 4294967284 KD REWEZIEE LI-BEIXEKB TS £ A,
2. [EDREEEH
1~4294967294 (10 ##) %2EELET,
<target low>/¥F X =%
{ip | <protocol> | icmp | igmp | tcp | udp}
IPv4 %y SO EMLTO P IVEHEEEELET. 12720, IRTOTO FIaLERNRET 2HE
Zip ZFEELE 9,
1L.AINT A — & BREE OFHAE
BB TEEEA
2. f[ED R EEH
0~255 (10#%) FE7abaLBGHEEELET,
BECTES U FINVERRS [R7-3 EEMREZ T bILER (IPvd)] 2SR LTLES
W,
{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
REETIPVA T RLAEZEELE T,
host <source ipv4>%18ET 5 &, <source ipvd>DFZLE—H%* 70 —HEFEEFEE LET,

TRTCOEFBITIPVA T FLAZIBET 285G any 2HBEL X9, any 2H8ET 5 &, EET
[Pv4 7 RLAZ 70 —BHGEGEILER A

own-address Z¥EET B E, WRA VI T 1 —RAITHEENTWS IPvE 7 FL A ZEET IPv4
TRLAELT 70 —BHEFICLET,
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242

own-prefix Z1HE T 5 &, HRA VI T —AIHESNTVASIPVAT RLAD XY hT—T 7
NLZ2ERZ 70 —BHEMFICLE T, FA M7 FUAMIBERE LTI,
s 8, own-address B & U own-prefix ZIEEL7zA V¥ T = —ANVLFR—LDEFEIE, I
A<V IPv4 7 RLAPRRIZZD £T,
range-address 21§E€ 9 % &, <source ipv4 start>7 5 <source ipv4 end>D#HiF % 7 10 — & H
FEELEd,
1.AIST X — 4 BIgR O W) HE
HBETEEEA
2 (B D E i
<source ipv4>IZIZEFE L IPvA 7 RLAZIEEL £ 9,
<source ipv4 wildcard> 12X IPv4 7 RLAOFRTERBOERHFATHE Y NEXNTLTA L
FA—Fv 27 % Pv4A 7 FLAEATHEL £,
<source ipv4 end>iZid<source ipv4 start> K D KEWVIPvA 7 RUZEZBE L TL 2S00,
[Pv4 7 F L X (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{{eq | neq} <source port> | range <source port start> <source port end>}

REETR- I ESEHEELET.
7u hINA TCP BLVUDP DA T 3 T,
eq #15E T 5 &, <source port>D5EL—H % 7 u—HHESEMFE LET,
neq 2¥8€9 % &, <source port>DIAE 7o -GS LET,
range #f8E€ 9 % &, <source port start>7 5 <source port end>D#iffl% 7 0 —fEHEMEE L
7,
1LAINT A — 5 BRE OFHE
L (BHEfELEEA)
2B E HH
0~65535 (10 %) F/2ER— B2 EELE T,
IBETEHKR— MR [R7-5 TCP THREMREL AR — FEFR] BLUV [£7-6 UDP T
ERA[RE R— bR (IPv4) ] 2B LT 220,
<source port end>IZlF<source port start>k D AKZWNWKR— bEEEIEEL T 2S00,

{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination

ipv4 end>}

FEEIPvA 7 RLAZTEELE T,

host <destination ipv4>%#§E3 % &, <destination ipv4>DFEL—E4% 70 —MHFEHFE LE
ERS

TRTDGEHE IPvA 7 L ARIEET 2581 any 238E L £ 9, any 2{EE T 5 &, 585 IPv4 7
RL 2z 70—BHEREFILEEA.

own-address Z¥EET HE, WREA VI T —RIHESNTVWS PvA 7 FL XA %2505 [Pvd 7
FLRAELTT7u—HEFICLET,

own-prefix 2¥§ET 5 &, MRA VI T2 —RATHRESNTWVBIPVE T RLADRY hT—=77F
FL2EzZ 70 —BHEEMFICLET. RAPT FLAMIERELE T,

s 8, own-address B & U own-prefix ZIBEL7cA V¥ 7 2 —ANVLFR—LDEFEIE, T
A<V IPVv4A 7 LA RIZEDET,

range-address Z#§E€ 9 % &, <destination ipv4 start>7» 5 <destination ipv4 end> D& % 7
O—EHEFE LE T,
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1. AT X — 4 BEEEE O F)HE
B TEEEA
2B EHH
<destination ipv4>1213585E [Pv4 7 R L A ZFEE L 9
<destination ipv4 wildcard>121% IPv4 7 KL ZAOH TCEROEEFRITHE Y 2T T
ANVEA—FYAT%IPv4 7 FLAERXCTHEL £,
<destination ipv4 end>iZ ik <destination ipv4 start> &k D kKE W IPv4 7 RLAZ$EEL T
AR
[Pv4 7 F L X (nnn.nnn.nnn.nnn) © 0.0.0.0~255.255.255.255
{{eq | neq} <destination port> | range <destination port start> <destination port end>}
FRR— I ESZIHELE T,
7a baLH TCP BLUUDP ZFOA 7 3 »TT,
eq #18E 9T 5 &, <destination port>D5EL2—% 70 —HHEFHFE LET,
neq #¥5E 9 % &, <destination port>bIst % 7 0 —#HEFE LE T,
range 2¥8E9 % &, <destination port start>7» 5 <destination port end>DO#if % 7 10 — & H
FhElLET,
1. AT X — 4 BEEEE O F)HE
mL (BHEfELEEA)
2B EHH
0~65535 (10 #EH) £LER—-rEMEEELET,
IBECEHKR— MR [R7-5 TCP TIHERREL AR — F&FR] BLU [£7-6 UDP T
EREZ AR — MEIR (IPv4)] 2B LTLZE W0,
<destination port end>iZ i <destination port start>k D AKEWKR— FEBEEEL TL 72
S,
tos <tos>
ToS 74—V FOEY F3~6D4EY N ThHb tosEXEELET .
Nry PO TOS 74—V ROEY F3~6 D4y hEHELET,

LA T X — 4 IR DR HE
mL (BHEAELEEA)
2MED R E
0~15 (10 #%) F/idtos BIREREL T,
TEETE % tos BN [R7-8 FEEAHE tos BIR] 2L T EE 0,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V KD L3 ¥y b THA precedence EEIBEL X T,
range #18E 9 % &, <precedence start>75 <precedence end>D# % 7 0 —#HIFMFE L
S
Ny bDToS 74—V REM3EY hEHELET,
L.ANT X — 4 B DR HE
mL (BHEfELEEA)
2 MED R E
0~7 (10 %) F7-13 precedence BFFEEEL £ T,
157 T & % precedence &fnid [R7-9 FEREFHE precedence &fn] 2L T ES 0,
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range Z{8E 9 554, <precedence start> & <precedence end>IZ & precedence fE % f87E
L, <precedence end>IZlx<precedence start>& Y k& \» precedence [EZ$EE L TL 12
W,
dscp {<dscp> | range <dscp start> <dscp end>}
ToS 74 —LVERDOLEM6EY N ThHDDSCPEEZIEELET,
range #18E 9 5 &, <dscp start>75 5 <dscp end>D#HH % 7 0 —MmHEFE LET,
Ny D ToS 74 —VREM6EY FEHEBLET,
1. 485 X — 4 gk O P HAE
L (BHEAFELEEA)
2 fED R EHH
0~63 (10#E#) F7/-1E DSCP ZFrEEELE T,
fEET & % DSCP ##5id [ 7-10 $8ER[RE7% DSCP &) 2L T 7230,
range #18E 9 5154, <dscp start>& <dscp end>I2id DSCP % #8E L, <dscp end>ic
l&<dscp start>& D Kk &E 1 DSCPEZIEE L TL 2 &,
established
TCPANYFDACK 77/ RST 7570 1 Oy FOBHZIEELE T,
7a b aH TCP 2O+ F2 a3 TT,
1. 485 X — 4 gk O P HAE
L (BHEAFELEEA)
2 fE DR EHH
%L
{(+ack | -ack}
TCPANY ¥ D ACK 75 7 OBHEEELE T,
7a baH TCP ZFOA T2 a »TT,
+ack FACK 7570 1 D)Xy b, -ack i@ ACK 757D 0Dy &R D ET,
1. 48T X — 4 Bk O P HAE
L (BHEHEELEEA)
2 MBEDERE HH
%L
{+fin | -fin}
TCP ANy ¥DFIN 77 7O ZEELET .
7u rINHBTCP 23OA T 3 0 TT,
Hin X FIN 7570108y &, finldFIN 770800y ez DET,
1.A8F X — 5 Bl R O P HAE
HL (BHEAHELEEA)
2 fE D E HFH
%L
{+psh | -psh}
TCPANY¥DPSH 77 VOMHEIEEL £,
Fa N AL TCP DA 3T,
+psh IE PSH 757751 /% v &, -psh i& PSH 75 7H 008w k&0 E,
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1. AT X — 4 BigR O W) HE
L (BHEfELEEA)
2 MED R EHH
=L
{+rst | -rst}
TCPANY¥DRST 77 7O EEEL LT
TurILVBTCP 2O T 3 TY,
+r1st X RST 7578 1 0847 v b, -1st idRST 75 780Dy e DET,
1. 485 X — & ARk O ¥ HE
mL (BHEfELEEA)
2 MED R E
=L
{+syn | -syn}
TCP Ay & D SYN 75 VOB EZIEELE T,
TurILVBTCP 2O T 3> TY,
+syn i & SYN 7572 1 08y b, -synid SYN 7570300/ y b Ed,
1. 485 X — 4 BRgR O ¥ HAE
mL (BHEAELEEA)
2 MED R E
%L
{+urg | -urg}
TCPAY ¥ D URG 7 F VOB EZIREL £ 9
Tu rIVHBTCP 23 OA T 3 »TT,
+urg . URG 7771 o3y b, -urg i d URG 77 7B 0D/ ry bR DET,
L.ANT X — 5 BIEEE DR HE
mL (BHEEAELEEA)
2 MED R E
AR
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ A 7%#$BEL £,

range #{8E€ 9 5 &, <icmp type start>7>5 <icmp type end>D &% 7 0 —#EEEE LE
ER

Za b ICMP 2004+ 2 a > TT,
L. AT A — 5 BigR O FIHAE
L (BHEfELEEA)
2 fE DR E#H
0~255 (10 ##) =EELET,
<icmp type end>Zid<icmp type start>& D KEWVWICMP ¥ A 7%2IBEL T2 E 0,
<icmp code>
ICMP 2— FZHELET,
ZFa b A ICMP 2504+ 72 a > TT,
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1.AIST X — 4 BIgR O W HE
mL (BHEfELEEA)
2 (B D E HiH
0~255 (10 ##) ZHELET,
<icmp message>
ICMP X vt —U &Mz ELET,
7u b aAVHICMP 23 0* 7 3 v TT,
{BETE S ICMP X vt —Y AL [£7-13 ICMP TIEER L X v =Y & (IPv4)] 2%
LT ES 0,
1.AINT X — % BsR OF)HAE
L (BHEAFELEEA)
2B E HH
AQ
<igmp type>
IGMP ¥ 1 7ZIEEL £ 7
7a b a A IGMP ZF0F 72 3 v TT,
L ANT A — 5 AR OWIE
L (BHEAELEEA)
2B EHIH
0~255 (10 #%) =HEELET,
length {upper | lower} <length>
IP1—HF—YEDLREF/ITTREZIEELET,
upper : EIREZEELET. <length>PI N8y b2 70 —#HEFRELET,
lower : FIREZEELET. <length>LDl LD/ y b 7o —EHEFRE LET,
1.AIST X — 4 BIgR O Y HE
L (BHEAELEEA)
2 B D EHFH
0~65535 (10 #%) ZHEEL £,
{+mf | -mf}
Flags 74 —)VRO R 1 EY N THBEMF 77 VDOERIEELE T,
+mf lEMF 77731 087y b, -mfiEMF 7578003y bx70—#sEfFE LEd.
1. AT X — 5 BBROHE
L (BHEAELEEA)
2B E HH
AQ
{(+fo | -fo}
Fragment Offset 7 4 =)L ROEZEEL I,
+fo 1% Fragment Offset 7 « —)L FDfEA 0 LISt/ v b, -fo i Fragment Offset 7 « —JL K
DEP 0D/ y beT7u—BEEFE LET,
1. AN T A — % B OF)HAfE
mL (BHEHELEEA)

246



7 7I7EAVA N

2 MED R E
AR
interface <interface type> <interface number>
AT V—LHBT B 57— AEEELET,
1.ANT A — % BEsR OF)HAfE
L (BHEAFELEEA)
2MED R E
<interface type> <interface number>i2id, RICRT A > ¥ 7 = — AR 7L — TGS
BAVEI T2 —ABBIUPA VI T2 —ABBZBETE LT, sFMIx, [T X—=FIHBET
E5ME] © (B8 7 2 —2ADEEHZE] 2ZRL T ES W,
A —PRY b TSI T —R
A= b FYINTTA T T 2=
- VLANA %72 —2R
untagged
Untagged 7 L —LOBHZEEL T,
1. AT X — 5 BIgR O HE
L (BHEAFELEEA)
2B E HH
%L
user-priority {<priority> | range <priority start> <priority end>}
I-YEEEZREELZ T,
range #18E€ 9 5 &, <priority start>#» 5 <priority end>DO#if % 7 0 —#HEFEAEE LE T,
1.AIST X — 4 BigR DY) HE
mlL (BHEFELEIEA)
2 AED R E
0~7 (10#%) 2HEELET,
<priority end>IZi&<priority start>kX D KEWIL—HPEBEEZIFEL TS,
<action specification>/¢5 X —%
action
Tu—# U728y SOEEEZEE L 9. <action specification>/$F X — & kD FFHICTE
LTS,
1LAIRT X — & B O HIHE
ZL (BF2IEELEEA)
2 B R EHH
%L
policy-list <policy list name>
RV —R—AN—T 4 VTV A EEHEELE T,
1. AT X — 5 BIgR O F)HE
ZL (R Y —R=2)V—F 4 Y TRERALELTA)
2 fED R EH
ip policy-list av > RTREFHDKRY ¥ —R—=ZA)N—T 4 Y TY A M EEHELE T,
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policy-mirror-list <destination interface list name>
RYVY—R-AIT—Y VY ITDREBRA VT T2 AV A MEEEELE T,

14N T X — & B IEE O F)HE
L (RKVY—AR=ZIF7-V T2 ERLEEA)

2. (B DR E i
destination-interface-list 3 <> F CREFEADEELXA VI Tz — AV A MZZIEELE T,

(37> REREROEF]

ARV

LREADRE]
FIERAYA P RA VY T —AICEALERETCI Y N R2EETLE, TV MDA VI T2 —AICTH
HAENBAETOM, ZUA T2 —ATZELNr Y FA—BNIRESNLAEEPH D FT,

[EXREME D R IRZH]
EEEER, §IGERICRBRENET,

BEI=CE]

1LEBILTT RVATANLRA—=RIZATBIOET RLAT AL RAH— K<Y X 71T 255.255.255.255
EATILIzEZ S any EFRLET,

2RERXT RLATALV R A= RV RAIZBRIOBET RLATAIL =R A7120.0.00 EASI L7
& %13 host nnn.nnn.nnn.nnn, host own-address EFRLE T,

JARVY—R=ZAN—T 4 YT EIEET SHE, 70— BHFHIEEST 2XETIPv4 7T FLAB LT
FEHEIPVA 7 RLAICIRDOT RLARBETEZH A

2

REETIPvA T KL R
TILFFY AT LA

65 IPv4 7 KL R
TILFFYAITRLUZ, HIRAZT70—RF+ XA b7 RL A, host own-address 785 X —%

(BEEDY > K]

ip access—group

ip access—-list resequence

deny (ip access-list extended)
remark

ip policy-list
destination-interface-list

248



7 7I7EAVZA B

permit (ip access-list standard)

[Pv47 RLAT A ILI TOT 7 ARHATHEMEE2IEELE T,

[AFHA]

BROKE - BH
[<sequence>] permit {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
B DOHI k&

no <sequencey

[ATTE—NK]

(config-std-nacl)
[INSX—F]

<sequence>
Ju—HEFOBRIEF Th2—7 V AESEZR/ELE T,
LANT X — 4 BIEEE DR HE
77X R A MRICEHER L WEE, fIHEIR 10 T,
FMERELTHL2HE, HELTHEY—T7 V ABSORKMEFLIO TT,
2L, Y= U AEBOTRKEN 4294967284 KD REWEZIEE LI BEIXEKB TS £ A,

2. DR EHH
1~4294967294 (10 &%) %#EELE I,
{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
[Pv4 7 RLZAZTEELET,
host <ipv4>ZEET 5 &, <ipvd>DEe—Hz27u—HHEte LET.
IRTCDIPvA 7 RLAZEET SBad any 2 EEL 9. any 2¥EEIT S &, [Pvd 7 FLZA%27
O—MHSEEEIELE A,
LA X — 5 BRgR O P HAE
BB TEEEA
2. DR EHH
<ipv4>IZIZ IPv4 7 FLAZIBEL £ 7

<ipv4 wildcard>IZ1Z IPv4 7 R L ADHF CREEDELFFAIT ALY &2V TR TSIV REA—F~T
2% IPv4A 7 RUVAER CIRE L £9 ., B L7258 1E<ipvd>DFRe—EE 7 u —MmHEAf &

LET,
I[Pv4 7 R 2 (nnn.nnn.nnn.nnn) © 0.0.0.0~255.255.255.255

[O7 > RE&EFDEE]

ARV
[EENDFE]

TIEAVALEA VY 72— RCHEALICRETIY P ZEETHE, T hUDFA VYT 2 —RICH
AEN2ETOM, BZEA VY71 —ATRELINT Y EP—RINIIERSNLEGPH D T,
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[EXEME D R IRZH]
WEBEER, §IOERICRBSNET,

.7 RLRT AN K H— R AT 255.255.255.255 EA L7z & &idany EFRRLE T,
2.7 RLVATA NV KRHAH—=FYZAZ7120.0.0.0 E AN L7 & Zid host nnn.nnn.nnn.nnn EFRR LU E T,

(BhEDY > K]

ip access—group

ip access-list resequence
deny (ip access-list standard)
remark
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permit (ipv6 access-list)

IPV6 74 WY TOT 7 ARHFA T HEM42IBELE T,

HoNF A=y EZTu—BHEMETREE, LAV 4Ny YEF I 70 —BHEHICTEETEE A,

[AFH]

BROKE - £H
[<sequence>] permit <target flow> [<action specification>]

EROHIBR

no <sequence)
<target flow>:

+Ho T A—=&7 LT, kfi7abans TCP, UDP B KLU ICMP DSt 0i5E

{ipv6 | <protocol>} {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | ow
n-address <own address length>} {<destination ipv6)>/<length>| host {<destination ipv6> | ow
n-address} | any | own-address <own address length> | own-prefix | range-address <destinati
on ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interf
ace <interface type> <interface number>] [{untagged | user-priority {<priority> | range <pr
iority start> <priority end>}}]

+Ho /8T RX=%7 LT, Eura bhay TCP OFE

tep {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start> <{source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq} <destination port> | range <destination port start> <destination port e
nd>}] [{[established] | [{+ack | -ack}] [{+fin | -fin}] [{t+psh | -psh}] [{+rst | -rst}] [{+
syn | -syn}] [{turg | -urg}]}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp
start)> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <int
erface type> <interface number>] [{untagged | user-priority {<priority> | range <priority s
tart> <priority end>}}]

+o /85 X =% LT, Eir7 a3l UDP Digés

udp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start)> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq}<destination port> | range <destination port start> <destination port en
d>}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [len
gth {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface nu
mber>] [{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

+o /NS X—=¥ LT, EAi7a haLs ICMP OEE

icmp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own

address length>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | an
y | own-address <own address length> | own-prefix | range-address <destination ipv6 start)

<destination ipv6 end>} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp co
de>] | <icmp message>}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)
<dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface

type> <interface number>] [{untagged | user-priority {<priority> | range <priority start)> <
priority end>}}]

+o/NTA =% H D DFHE

{ipv6 | <protocol> | icmp | tcp | udp} {<source ipv6>/<length> | host {<source ipv6> | own-
address} | any | own-address <own address lengthd>} {<destination ipv6>/<length>| host {<des
tination ipv6)> | own-address} | any | own-address <own address length> | own-prefix | range
-address <destination ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class) |
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf |
-mf}] [+fo] [interface <interface type> <interface number>] [{untagged | user-priority {<pr
iority> | range <priority start)> <priority end>}}]
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<action specification>:

action {policy-list <policy list name> | policy-mirror-list <{destination interface list name>}
[AHIE—R]
(config-ipv6-acl)
NS A—=7]
<sequence>
70— HEHFOHERIEF TH A —T  ABFESEIEELE T,
1. ARINT X — & B O HIHAE
TR A NRICEEN T WIEE, FIEEIX 10 T,
FHEEEELTCHIER, BELTHAY—r V ABEBSORKEFI0 TT,
12720, = U ABESOEKNED 4294067284 LD RZWEZTEE L-BEIIEBTEE A,
2. B E i
1~4294967294 (10 &%) #EELEI.
<target low>/¥F X —%

{ipv6 | <protocol> | icmp | tcp | udp}

IPv6 Sy v BT O s aVESEEZEBELE T, 2750, IRTOTU FILEZHRRET ZIHE
1 ipve ZHEEL £ 9,

1. AT X — 4 BEEEE O F)HAE
BRTZELEA
2B E #H
1~42, 45~49, 52~59, 61~255 (10 ##), F/-E7u baLVEHEEELET,
HETE A0 b aVERIE [R7-4 BEMRLZ 7T FILVEFR (IPve)] 2B LTS
W,
{<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own
address length>}
RETLIPV6 7 L AZBELE T,
host <source ipv6>%18ET % &, <source ipve>DFHLE—EH* 70 —HHEFEHEE LET,

FTARTDREETLIPVE 7 RLUARIBET A5 any 2 8ELE T, any 218ET 5 &, BEET
IPv6 7 FL Az 70 —fHGEHF LT LERA,

own-address Z1EET B &, NRA VY T2 —AICHEENTWVWAIPV6 70 —N)L7 KL XA %%
BTEIPV6 7 RLAE LT 7 u—HESFE LT,

1. 485 X — 4 iR O P HAE
B TEEHA
2 fED R EHH
<source ipv6>IZIFEF T IPv6 7 FLAZEEL 9,

<length>IZIZ IPV6 7 R L ADHT—HEM L2 285 % T N L ADFKEN 5 D bit B THEE
LE9d,

<own address length>iZi3 own-address DH T—HEH &2 587 %2 T F L ADEEN 5
Dbt HTHEELE T,
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<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
IigiiiEiiRiiRiiNniRiiiEiii
<length>:0~128

{{eq | neq} <source port> | range <source port start> <source port end>}
REETR- M ESZHEELZ T,
a3 A TCP BLUUDP 200 S>3 T,
eq #18E T 5 &, <source port>D5EL—H% 70 —MHmHEFE LET,
neq #18E€ 9 % &, <source port>Listx 7 o —iEHEFE LET,
range #18® 9 5 &, <source port start>7>5 <source port end>D &% 7 0 —MHEEMEE L
ESCIS
1.ANT A — % BUR OF)HAfE
mL (BHEEfELEEA)
2 MED R E
0~65535 (10 ##) F/dA— T+ AFEEELET.
IBETZ DK — MEME [R7-5 TCP TIEEMRELAR— M) BLU [E£7-7 UDP T
ERREZS A — b EFR (IPv6) ] 2B L TS0,
<source port end>IZiF<source port start>&k D KEWAR— FESEEFE L T2,
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-
address <own address length> | own-prefix | range-address <destination ipvé start>
<destination ipvé end>}
G IPV6 7 RLUAZIBELE T,
host <destination ipv6>#{gEd 5 &, <destination ipv6>D5E2—E % 7 0 —HFEfEE LE
ED
TRTCDFELE PO 7 RLAZIEET 2EHE L any 2EE L EJ. any 2E8ET 5 &, ik IPv6 7
FlLAz7u—mHEtE3LEEA.
own-address ZiEET A&, WNRA V¥ T2 — AR ESN TS IPv6 7O —NLT7 KL AZ%5E
FIPve 7 FLRE LT 70— e LEd,
own-prefix ZIEET 5 &, MRS V¥ T2 —ATHESNTWVS IPv6 77U —NL7 KL A %5E5%
[Pv6 7 LA, IPv6 0 —NLT7 RLAD T L7 4 v 7 AE%<length>& LT 70— M4
LEd,
range-address #$§E 9 % &, <destination ipv6 start>7> 5 <destination ipv6 end>D#if % 7
O—fRHEFELE T,
14T X — 5 BIgR O Y HE
BBTEFTA
2. f[ED R EEH
<destination ipv6>121358%E IPv6 7 FL AZIEE L £ 9,
<length>IZid IPv6 7 R L ZADHT—HEMH L2 58D % T R LU ADSIED 5 D bit HTHEE
LEd,
<own address length>iZid own-address DHT—EEM L2 5P % T F L ADEEDNP 5
D bit TIEEL LT,
<destination ipv6 end>iZik<destination ipv6 start>& D kKEWVIPv6 7 RLAZIEEL T
S0,
<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iiRiiiniiiRinRiiHiRiiiEii
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<length>:0~128
{feq | neq} <destination port> | range <destination port start> <destination port end>}
FER— I ESEZHEELE T,
7a hIVH TCP BLVOUDP DA 73 v T,
eq #18E T 5 &, <destination port>D7Ee—H%E 70 —HHEEHFE LET,
neq #f§E 9 % &, <destination port>DIist% 7 o —#HGEAEE LET,
range ##8%E€9 5 &, <destination port start>%» 5 <destination port end>D & % 7 0 —#H
FELET,
L.ANT X — 5 BUEERE O FHAE
L (BHEAFELEEA)
2B E FH
0~65535 (10 #EH) £/LER—-MEMEEELET,
THETEHR— MEIRE [£7-5 TCP THREMRELR A — F&R] BLU [£7-7 UDP T
FERREZL AR — MR (IPve)] Z2ZRLTL 2S00,
<destination port end>iZiZ<destination port start>k D AZ WK — M EEEEEL T2
S,
traffic-class <traffic class>
NI4T ITAT 4=V NERTEELE T,
Nry bDONIT 4w I TFAT 4 —LREHBLET,
1.ANT X — 5 BIR O HE
HL (BHEAHELFEA)
2 MBED R E HH
0~255 (10 ##) =EELET,
dscp {<dscp> | range <dscp start> <dscp end>}
NI T4v I IFTRAT 4 —LRDOLEE6EY N THB DSCPEEEELE T,
range #18E T 5 &, <dscp start>75 5 <dscp end>D#HH % 7 0 —HEFE LET,
Nry v T74v 2053 AT74—)VRE6EY PEHBLET,
1LLAINT A — & B OFHE
L (BHEfELEEA)
2B E HH
0~63 (10 #%) F7-1X DSCP &irEHEEL £7
fEET& % DSCP &g [#£ 7-10 #5EFREZ DSCP &) 2L T ZS 0,
range Z{EE 9 534, <dscp start>& <dscp end>iZ13 DSCP fEZ$E7E L, <dscp end>IZ
IE<dscp start>& D kZ 1 DSCPEZFEEL TLZS .
established
TCPANY¥DACK 7577 ERST 7570 1 07y FOBHEZIRREL LT,
Tu rINHBTCP 23 OA TS 3 »TT,

1485 X — & B O FHE
7L (BHEHELERA)

2. [EDREEEH
A9V
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{(+ack | -ack}
TCP ANy & D ACK 77 7OMH%EEL £,
Fa ba B TCP ZFDA+ T a>TT,
+ack T ACK 7 7M1 o7 v b, -ack i ACK 777000y bz DET,
1.A$T X — ¥ BREEOF)HAE
EL (BHEAHELEEA)
2. fE 5% 7E i
AV
{(+fin | -fin}
TCPAY¥DFIN 75 7OBEAEELE T,
Fa ha B TCP 20T a>TT,
HinEZ FIN 75721 087 v b, finldFIN 75780087y hERDET,
LA T X — & BEEE O P HAE
EL (BHEAHELEEA)
2. fE 5% 7E Hi
=L
{+psh | -psh}
TCP ANy #DPSH 75 /OB AIEELE T,
ZFa b TCP 2D+ T a>Td,
+psh i3 PSH 75781 @8 v b, -pshidPSH 7570087y hERDET,
LA T X — & BHEEE O F)HAE
sL (BHEFELEEA)
2. B 5% E HiF
L
{+rst | -rst}
TCPAY#DRST 75 7 OBHZIEELE T,
A b TCP IO+ T a>Te,
+rstiERST 757051 0%y b, st idRST 75700y bERDET,
1L.AST X — 5 BRgR O P HAE
sL (BHEFELEEA)
2. B E HiF
L
{+syn | -syn}
TCPAY %D SYN 75 7 OMHZEEL T,
Fa s AV TCP D47 3> TT,
+synld SYN 7575 1 08 v b, -syniZSYN 75780087y hERDET,
LAINT X — 5 BUEEE O P HHE
sl (BHEAFELEEA)
2. fE D& E HiF
=L
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{+urg | -urg}
TCPAv ¥ D URG 77 7OBHEZIREL £,
7a baH TCP ZF0A+ 72 a »T7,
turg lE URG 757 7B 1 o7 v b, -urg i EURG 777007y & DET,
1. 4085 X — & Bk O ¥ HAE
L (BHEFELIEA)
2 fEDEHH
=L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ F%2¥EE L7,

range #{8E€ 9 % &, <icmp type start>7# 5 <icmp type end>O#Hif% 7 0 —iEHEFEE LE
—a—o

7a b aVHICMP 23 0F 7 3 v TT,
1. 485 X — 4 iR O F)HAE
mL (BHEHELEEA)
2 [EDE
0~255 (10 ##) =EELET,
<icmp type end>iZiE<icmp type start>& D K EZ W ICMP ¥ 1 FZ2IBE L TL 2 &0,
<icmp code>
ICMP 2— F2$EELE T,
7a s IUHBICMP 2 0A 7> 3 > T9,
1.ANT A — % BUsR OF)HAfE
L (BHEHELEEA)
2B DR E HH
0~255 (10##) ZEELET,
<icmp message>
ICMP Xyt —U&MEHELET,
7a A ICMP 23 0F 7T 3 2 TT,
FEETEAICMP Xyt —Y&E [£7-14 ICMP THEERBEL X v — YA (IPv6) ]| 25
BLT<Zan,
1LAINT A — & B OFHE
Tl (BRHEFELEEA)
2 MBED R E HH
%L
length {upper | lower} <length>
I[P1—HF—49EDLREF/ITTRIEZIEELET,
upper : FRREZIEELET. <length>PIRO 87y bE2 70 —HERELET,
lower : NIREZIEELET. <length>DlEo/Sry vE27o0—-BEEBEELET,
L ANT A — 5 B OWIIE
L (BHEAELEEA)
2B E HF
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0~65535 (10 #%) =HEELXT,
{+mf | -mf}
TITA N TOM T 7DERTEELET,
+mf I EM 7B 1 Oy b, -mfiEM 75708008y hET7o—BHERELE T,
1.ANT A — % BsR OFHAfE
mL (BHEEfELEEA)
2MED R E
AQ
{+fo | -fo}
Fragment Offset 7 4 — )L ROEZIEE L E T,
+fo & Fragment Offset 7 « —)L NDfEA* 0 DSt ¥ v b, -fo id Fragment Offset 7 « —JL F
DEP QDN y bz T7u—mHEHEELET,
1.ANT X — 4 BigR O Y HE
mL (BHEfELEEA)
2AED R E
%L
interface <interface type> <interface number>
AN T V=L 1 5 72— A%EELET,
14T X — 4 BIgR O W) HE
L (BHEfELEEA)
2B E HH
<interface type> <interface number>i2i&, RIZRT A > ¥ 7 = — AR 7L —TFIZx 5T
BA VI TI—ARBLUA VY T2 —AFSREETEEI. #Flllld, T XA-FITHET
E5E] O (WA Y7 —ADIEERE] 2SBL TSV,
A =T TSI T R
- R—=bFr RN T F TR
-VLANA %7 x2—R
untagged
Untagged 7 L —2OBHEZEELE T,
1. 485 X — 4 BRgR O ¥ HE
mL (BHEfELEEA)
2 MED R E
AQV
user-priority {<priority> | range <priority start> <priority end>}
I—PEEEZEELE T,
range *18E€ 9 5 &, <priority start>#%* 5 <priority end>O#if % 7 0 —#HESEAEE LE T,
1. AT X — 5 BIgR O FHE
ml (BMHFEFELEEA)
2. f[EDRHEEEH
0~7 (10#%) ZHEELET,
<priority end>iZi&<priority start>& D KEWL—YEREZIHEL TS0,
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<action specification>/¥7 X —%

action
TJu—EH L7z8ry FOEIEETERE L 9. <action specification>/¥F X — ¥ (KD SEIHIZTE

ELTLZE W,
1.AST X — 4 BIgR O W) HE
EL (BfEzfEELEHEA)
2B EHF
=L
policy-list <policy list name>
R Y—=R=AN—=T 4 YTV A MZERELE T,
1LAINT A — & BREROFHE
L (BYY—R=2)—F 41 YT REALEEA)
2 MBED R E HH
ipv6 policy-list 2> R TREFADRY ¥ —R—=AN—T 1 YT Y A MZZEELET,
policy-mirror-list <destination interface list name>
RV —R=RAIFT=Y IV ITDEBFRA VYT —AV A MEZZEELE T,
1.AINT X — 5 BIgR OF)HE
L (R —R=Z23IF7—-V VY TZERLEEA)

2. (B DR E i
destination-interface-list 3% > F CREFEADEELXA VI Tz — AV A MGZIEELE T,

(37> REREROEF]
ARV

LEEANDFE]

TIORAVA A YF T2 —AICEALZREBTI Y M) 2EETLE, T MINA T2 —RIHE
FHEN2ETOM, ZEHA Y 72— ATRELIN Ty FA—RNICEESNSBENHD T,

[EXREME D R IRZH]
EEEER, §GERICRBRENET,

CEF=EIA]
LR BT RUABLUBET R L AD<length>, <own address length>1c 0 & AN L7z & 13 any
EFRRLET,

2.RXMEBETLT RUABKUBEET R L AdD<length>, <own address length>12 128 E A L7z & &Zid
host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address & XN L 9,

3. KV Y —R=ZN—F 4 VT EIBET A5G, 70— BRHEFITHEET 5EFLIPv6 7 FLAB LD
FESEIPVO 7 FLAIZIRO 7 RLAIRIEETCE /A,
REETIPV6 7T KL A
INLFFY AT RLUX, Yryzua—hHLT7 KL XA

2
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Fa%E IPv6 7 R L A

TILFFY AT RLRA, YryZ7u—Hh)L7 KL A, host own-address /85 X —%

[BhEDT > K]

ipve traffic-filter

ipv6 access-list resequence
deny (ipv6 access-list)
remark

ipve policy-list
destination-interface-list
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permit (mac access-list extended)
MAC 74 V¥ TOT 7 A% 2542 ELE T,

[AAHE]

BHORE - £H

[<sequence>] permit <target flow> [<action specification)]
1B D HIR

no <sequence>

<target flow>:

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac
mask> | host <destination mac> | any | <destination mac name>} [<ethernet type>] [interface <in
terface type> <interface number>] [{untagged | [user-priority {<priority> | range <priority sta
rt> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priorit
y> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}]

<action specification>:

action policy-mirror-Llist <destination interface list name>

[ABE—R]
(config-ext-macl)
NS A—95]
<sequence>
7u—BHEGOERIEF Ch LY — 7 ABSERELX T,
1A T X — 5 BEgR O WHE
T 7 A A MAICEES R WSS, HEIX 10 TI,
FHEEELTHI5E, HELTHE2YV—Fr VABESORKEFIO TY,
72720, = U AEBORKED 4294967284 KD KRZFWELZIEE L-BHITEBBE T EH A,
2. B E i
1~4294967294 (10 #$) 2EELE T,
<target flow>/¥F X —%
{<source mac> <source mac mask> | host <source mac> | any}
EETMACT7 RLAREELE T,
host <source mac>#%#EE 9 5 &, <source mac>NFLE—H % 7u—mHEFEMAE LET,
TRTOKEEBILMAC T FLRAZIEET 2 A any 2#HHELE 9. any 2HEET 5 &, EET
MAC 7 FL Az 7u—HEHEEILEEA.
1. AT A — 5 AR OHIE
B TEEEA
2. D EEH
<source mac>IIFEFETMAC 7 RLAZEELE T,
<source mac mask>IZIZ MAC 7 FLADH THEEDEZFF T HE Y b ZILTLYAT %
MAC 7 FLAERTHEL£ 7.
MAC 7 FL A (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %)
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{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}

5 MAC T RLUAZIEELET,

host <destination mac>##EE 3 % &, <destination mac>DEe—H %z 70 —EHEGE LT
—6—0

TRTOFHEHEMAC 7 FLRAZIEET 25T any #EE L E 9. any 2fEET S &, %05t MAC
T RULAZT70—BHFEFEIELEE A
L. AT A — 5 B OFIE
B TEELA
2B EHH
<destination mac>iC135EE MAC 7 FLAZHHEL £ 7
<destination mac mask>i2id MAC 7 RL 2D THEBDEEZHFATAHE Y 2N TR
7% MACT FLRAEATIELE 7,
<destination mac name>IZ 13565 MAC 7 RL AZMZEE L £, EETZ 5554 MAC
TRV ZENNE [R7-12 FEEFREALSESE MAC 7 R L ZEFR] 2L TS0,
MAC 7 FL X (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 #E#)
<ethernet type>
A =Py bTATEEEBELET
L. ANT A — 5 AR OFIIE
L (BHEEfELEEA)
2B EHH
0x0000~Oxffff (16 #%) F7zid, F1—H2v by A SERUREEELET, HETEZSA—H
Iy MY A TEIRE [R7-11 fEEARERA —V 2y ¥ A TR 2SBLTLZE 0,
interface <interface type> <interface number>
AN T V—LWPET 51 5 72— A%EELET,
L.ANT A — 5 B OFIHE
L (BHEfELEEA)
2 MED R EHH
<interface type> <interface number>iZi%, RITRT A ¥ ¥ 7 = — AR 7N —FIcxted
2AVI T2 —ABBIUOA VI T2 —AFFEHEETE LI, FMIE, [T A—FITHEET
E5ME] © (WA 2572 —ADBEHE] 2SBLTLES W,
A =Ty T TR
cAR= I FAYINYTA T T2 —R
-VLANA >4 7z —R
untagged
Untagged 7 L — L OBHZIEEL LT,
1. AT A — 5 BigR O P HE
mL (BHEfELEEA)
2 MED R E
QP
user-priority {<priority> | range <priority start> <priority end>}
1 BB ® VLAN Tag D1 —HEEELIEELE T,
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range #18E€ 9 5 &, <priority start># & <priority end>D &% 7 0 —MEFEEE LE T,
1. AT X — 4 BEEE DR HAE
mL (BHEfELEEA)
2B EHH
0~7 (10#%) ZHEELXT,
<priority end>IZi&<priority start>k D KEWIL—HPEELEEZIEEL TS,
tag-vlan <tag vlan id>
1 BB ® VLAN Tag ® VLAN ID Z#EE L %9,
1L.ANT X — 5 BEEERE O F)HAE
L (BHEHEELEEA)
2B E HH
0~4095 (10 &%) ZHEELXI,
inner-untagged
2 EtH® VLAN Tag #7223y FOMHETEE L £,
L.ANT X — 5 BUERE O FHE
L (BHEAFELEEA)
2B D E FH
%L
inner-user-priority {<priority> | range <priority start> <priority end>}
2BH® VLAN Tag D1 —HEBEELAIEELE T,
range #18E€ 9 5 &, <priority start># & <priority end>D &% 7 0 —#MHEFEEE LET,
1. AT X — 4 BEEEE O F)HAE
L (BHEfELEEA)
2B E HF
0~7 (10#%) zHEELXI,
<priority end>IZi&<priority start>kX D KEWIL—HPEELEEZIREL TS,
inner-tag-vlan <tag vlan id>
2EH® VLAN Tag ® VLAN ID 2#8E L£ 7,
L.ANT X — 5 B O FHAE
L (BHEAFELEEA)
2B E HH
0~4095 (10 &%) ZHEEL X,
<action specification>/¥5 X —%
action
Tu—EH L7228y NOEEERIEE LE T,
<action specification>/%F X — & 2{RDFEHIZIEE L TLIZE 0,
1. AT X — 4 B O F)HAE
ZL (BfEzfEELEHEA)
2B E HH
=L
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policy-mirror-list <destination interface list name>
RNVY—=R=ZAIFT—VVTDRERA VI T2 —AV A MREERELXT,

1.5 X — & RO #HAE
ZL (RVY—R=223I5-YVIR2EHRHLEEA)
2. B E% E i
destination-interface-list 3% > K CHREFEADEERXA VI Tz — AV A MEZIEELE T,

[37 > REESIFDENE]
ARV

[BEANDRE]
TOERVAMEA VS T2~ RHEALRETT Y P REET 5L, T2 bUAAS 28 7 = — AU
RENBETOM, BUA 257 2 —RATRE LTy MA—BICRESNSBENH ) £,

[EXEME D RERZZH]
EEEER, §OOERHICRBENET,

CE=EIHE]
13EFEL7 RUABIUSEET N L A2 nnnnunnnn.nnnn L & AT L7z & &k any &EFRRLUE
—g_o
2.585E MAC 7 R L 212585 MAC 7 R L ZAEFR& 7213585 MAC 7 R L AZIRD 7 RL A& AT L7z

BEIE, AEMACT7 RUAEBHEZRRLET,
DA OREETT FLUAB LU T KL A2 nnnn.nnnn.nnnn 0000.0000.0000 & AFj Lz & &

a

1& host nnnn.nnnn.nnnn EFRLE T,

[BhED7> K]

mac access—group
mac access-list resequence

deny (mac access-list extended)
remark
destination-interface-list
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remark

264

TIEAVANOREHHAZHRELE T, 77 RUANMIZIIPVA T RL AT 4 LY F7213 IPv4 3w
74 %, IPv6 714 L%, MAC 74 )L%, Advance 7«4 V¥ BHD £,

AT

WHROBE - BF

remark <remark)>

IEEHOLEIES

no remark

[ASIE—NK]
(config-ext-nacl)
(config-std-nacl)
(config-ipv6-acl)
(config-ext-macl)
(config-adv-acl)

[INT XA —9]

<remark>
ANE—RICE->THREELZT 7L AU A NOREHBEAZIEELE T,
—DDT 7L AV X MIRNULTATRIIBETEET . BEANLLERXLEZIIRZDET,

LA T X — % B O F)HAE
AV

2 fEDREH
64 XFLADOXFHN 2T TV 7 +— b (") THATEELET . ANATRAFIR, EHRFLRH
HXFTT o ANXFINIAR—A L EORKFEXFrEEn0iga, XFey 7L +—F (")
THEZS CHIHEETEET ., FMIE, [NTIXA—FVIHHETZSE] 0o MEBROXFY] 228
LTS,

(37> REEEEROEHF]

ARV

LEEANDEE]

ARV

[(EREE DR BREZH]

EEEER, §<ICERICRMINET,
CEEZIA]

L

7

(BSEDY > K]

advance access-list
ip access-list standard
ip access-list extended
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ipv6 access-list
mac access-list extended
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access-log enable

FIEA) A aXF I EEICLET,

[ABH]

1BHDOHRE
access-log enable
1BHROHIFR

no access-log enable

[AFTE—NK]

(config)
NS X—=9]
L

[O7 > REEERFOEIE]
TIZEAY A MOF T REICLET,

GEREADFE]

%L

[ERTEE D S BRE2H]

REBAER, TIOERICRBENET,
CERBIE]

%L

(BSEIY> K]

access-list

deny (advance access-list)

deny (ip access-list extended)
deny (ip access-list standard)
deny (ipv6 access-list)

deny (mac access-list extended)
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access-log interval

TIERAY A ureHT HRHEREEEL LI,

[AF372aK]
ERORE - BH

access-log interval {<minutes> | unlimit}
BHOHEIR
no access-log interval
[AHE—RK]
(config)
[N A—=%]
{<minutes> | unlimit}
TI7YRRAYA A TEHNT AEEERREEIEELET,

<minutes>
RrffEfE E B THEELE I,

unlimit
REEREZZEE LT 722V X ha 2l ILERA. 772 X baZigetERIE, EH
< N show access-log flow THEEZ L TL 2 & W,

14N T X — & B OF)HE
EWTEELEA

2. fED R EEH
5~1440 (24 FfH)

[37 > RSl OEE]
SAMRTT 7 AU X b u T EHALET,
[REANDRE]

7L

[EXEME D RERZZH]

EEEER, §OERHICRBENET,

[EEEIE]

LARIT Y REETTZE, IRNTOT 7RI X bariEetERP 7V TShET, 72720, RITRT
2%, BEFORRERICEENZWIEE, 772X Y X baliEtERIEZ ) T ShEE A

a

s KAV Y P2 RREDKRET, 774V MEERU 5 nzfEELizme
s STEEELIRET, Kav Y FzHEIRLIZBE
+ 107 Z2HBELIRET 10 0 2iEET 5% L, RCEZEELZSS
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(BSEDY > K]

access-log enable
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8 F7oIERUZKOFUT

access-log threshold

BELEZALYY2R—LFONE NI 1A25) o7y MUSELL-BSET, 77XV AMar%
HAOLET,

[AFIAZR]
ERORE - B

access-log threshold <packet count)>
BHROHIR

no access-log threshold

[AFIE—RI]
(config)
[INZA=9]
<packet count>
TIEAVZA U T OHNEKEE T By MIRIEELE T,
1. AT X — 5 BRI HE
BB TEEEA
2 f[EDRHEEH
1~4294967295
[37 > REEEEFDENE]

ALy Yar— )V RE2FRELTTr7ERAV A T 2HALEE A,

[EEANDFE]

[EXEED R IRE2HE]

REMEEER, TIERICKBENET,

CEEEIR]

LALVY VaR—IL RINSWERZRELZEZIL, T7RRAVRANAF Y ITRRO/INry v REICHE
ET2L, BURBBETZEDO7 7RV Al PHhsnEd, 20&E, —HO7 7 AY A+
THHAEN LW ENRHDET,

2RIAT Y RERE - BEHE UGS, BERICHASNEZR—ry bO7 782 A baZo7ry M
ZEEE LT, packet count 7§59 A= THEELLZMEO NG (NIZ1256) IKELLBETTY 71 A
YR rarZpfishxd,

[BEIY > R]

access-log enable
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QoS 7O—VRARME/RUHG—T > NI

WRUH—I> MU

RV =T PIKER, RV -T2 b OEAFELUTERT 2RV Y -2 U RDOKTY . %EHT
53> 747 L— 3 rd<policer name>%, ZEMLEEFERTENENEA 32000 b ERTE
9. ab, REMOEEAIEINICHAET.

BQoS 7O—1J X MK

QoS 7ua—Y X bEIE, QoS 7u—Y A MDA FELTHEHEATS QoS 7ua—Y XA MO TT,
Y3532 7 47— 3 rn<qos flow list name>%, A 28602 U X MERTZ£7,

%

oul

W -7
=y 2K EF, qos AV Y RB KU premium 37 2 ROAFTOERITT .

QoS 7u—1 A b&{kT, flow max-configuration I~ > FEERIIH A 96000 > bV, flow max-
configuration I~ > FRFERIEFRA 64000 T2 NIERTEE T, ST TOY—F Y RAEITE, TV
TRAVA MDY=V ARLEAET,

B9 71—REHETESD QoS 7O—-1) A MY

AV TI—AIRETED QoS 7u—JAMIER, 1 VF 72 —AIHRETESH QoS 7H—Y X b
DRI T o &K 28602 Y A MERTE XY,

QoS 7 —VAMBERLTA VY T2 —RICRELEWVES, A V¥ 72— RAICHRETES QoS 71—
UZMUIZIIBA TR A

—OD QoS 7u—Y A M EEBDOA VI T2 —RCHELES, BIUAMELTHAET,

— DDA VYT T —AIZEEHD QoS 7u—Y X b EFRELLES, FIVANELTHAET, 20E X,
ZEMEREMIR) AP ELTHEAET, Hl2iE, AL QoS 7u—U R MNRZEIET 0L DD ICEHE
%<, =A% 72— ZADOZEMEEEBRIOMAICHRELEHE, 2VANEHAET,

B9 71 —RCERETEDY—T VA

AV TI—ACBECEDLY TV ARER, A VY T2 —ACHRETCEDRY = VY ADBRHTT, 1
T —AICRETCESLY =V AKZERORITINLE T,

RKRI-1 12VITI—RICHETEDY—TVAH

-confi jon Av >R S —AICRETEEDY—7°
Ne RS T7FOT 71 flow max conflgrtjftlon NRD 129 T I—RACRETETDY—T >
X AE Zzﬂ
switch-1 - 64000
switch-le
switch-2 O 96000
itch-2-qi

switch-2-ging o« 64000
switch-2-flow O 256000

X 256000
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Ne K™ 27 FTT 71 fbwnm»mM%&?bnj?)R@ A1ITI—RCERETEDI—T >
X AE X%&
switch-3 O 96000
switch-3e
X 64000

switch-3-qing
switch-3e-ging

(LB O:BEHY X F/HEZL — I BREANA

CTOY—F VAL, TIVRRVANDA VT —RAICHKETCES VT VAR EAT T,

— AR A A

@\l\’

7yx0%ﬁﬁﬁmcw57u—uxb%{y971—x;ﬂibtﬁm,4y97:—zmﬁiﬁé

VU VADRENHDH QoS TU—YANEA I T —RIIHKELIZEE, QoS 7u—U X bEME U
MEIPICERZL, AV T —AIREENTZ QoS 7u—Y AT EICHIZ Y P ELTHAET,

HQoS 7O—U RN ES -4 > ZAHDOELS

QoS 7u—Y A+ EY—F v ABOELG %,

F£9-2 QoS 7O-NRANKEY =T > AHDOE L

IROFITRULET

EZE IR fERT 3
BT 74‘/;_ fERT 3 7";_
el Qosvo— I TC v—4 R o T
2 N HETED 0 ETED
QoS 70— =R
1) 2 N E3
QoS 7u—Y A+ AAA ZERLTC, 1 —H v bA2% | 1UXE 1Yk 2T Y 2T MY
7z —2A 2/1 ® inbound IZ8%
interface gigabitethernet 2/1
ip gos—-flow-group AAA in
ip qos—-flow-Llist AAA
10 qos tcp any any action replace-dscp 3
20 gos udp any any action discard-class 1
QoS 7u—1YJ A~ AAA ZEE LT, A=Yy hA 2% 1YA B 29Uk 2T Y 4T hY
7x—RX2/1 & 2/2® inbound IZFXE
interface gigabitethernet 2/1
ip gos—flow-group AAA in
interface gigabitethernet 2/2
ip gos—flow-group AAA in
ip qos—-flow-Llist AAA
10 qos tcp any any action replace-dscp 3
20 gos udp any any action discard-class 1
QoS 7u—1J A~ AAA ZEE LT, A=Y b2 % 1YAB 29Uk 2T hY 4T RY

7 = —X 2/1 ® inbound & outbound IZE&E

interface gigabitethernet 2/1
ip gos—flow-group AAA in
ip qos-flow-group AAA out

ip gos—-flow-List AAA
10 gos tcp any any action replace-dscp 3
20 gos udp any any action replace-dscp 3

275



9 QoS

REH

RT3
QoS 70—
1) Z MY

EHT 3
%
JI—2RIC
BETED
QoS 7O—
1) Z N

fEHT %
129
7x1x—XIC
BECTED
=R
E

QoS 7u—1J A b AAA ZEEX LT, 1 =YXy bV ¥
7 x—2A 2/1 ® inbound IZ&E
QoS 7u—Y X+ BBBZEK LT, A =¥y 1%
7 x—2A 2/2 ® inbound IZE&7E
interface gigabitethernet 2/1
ip qos—flow-group AAA in

interface gigabitethernet 2/2
ip qos-flow-group BBB in

ip gos—flow-List AAA
10 qos tcp any any action replace-dscp 3
20 qos udp any any action replace-dscp 3

ip qos-flow-list BBB
10 qos udp any any action replace-dscp 3
20 qos tcp any any action discard-class 1

2URA B

2URA b

4T H

42Ny

QoS 7u—Y &~ AAA Z{ER LT, 1 —H Xy b V%
7 x—2X 2/1 ® inbound 123

QoS 7u—Y A FBBB 2{Ef LT, 1 —H Xy b1 U%
7z —2 2/1 ® outbound I1Z8%

interface gigabitethernet 2/1
ip gos—flow-group AAA in
ip qos-flow-group BBB out

ip gos—flow-List AAA
10 gos tcp any any action replace-dscp 3
20 qos udp any any action replace-dscp 3

ip gos-flow-list BBB
10 qos udp any any action replace-dscp 3
20 qos tcp any any action discard-class 1

2UR B

2URA b

4T by

4T

QoS 7u—Y A+ AAA ZERRLT, £ V¥ 72— RICHE
FAL7Zzwn

ip qos—flow-Llist AAA
10 qos tcp any any action replace-dscp 3

1YRAR

0OYAb

l=> by

(O = )
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BAE CEBRMB KUE

[7 77€AVAN O [FEETEHEMBEIWME] 2ZHL TS0,
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advance qos-flow-group

A2 7 2 —AITH LT Advance QoS 7u—1) A M ZHEA LT, QoS 7u—HeExEWIC LT, #H
TEBA YT —AEZRITRLET,

s A =YXV b FT =X

s A=Yy TS UF T —R

s R—=hF v RANYFTAFTT—R

s VLANA Y%7z —2

AR
BROH

advance qos-flow-group <gos flow Llist name> {in | out}
BMOHIBR
no advance qos-flow-group <qos flow Llist name> {in | out}
[ABE—R]
(config-if)
=2y b % 7xz—R, VLANA V¥ Tz —A
(config-subif)
=Py " TA I T 2=, K= bFrINTFTA I T2 =R
[INSX—9]
<qos flow list name>
Advance QoS 7H—Y A M EEELE T,
1. AT A — 5 BER O FIHE
BRTEELA
2. [EDE
31 XZLHD QoS 7u—Y A " ZIEELE T,
FHMIL, [T A—FIIEETESE] 2BHELTZS 0,
{in | out}
Inbound Z 7z1& Outbound ##EE L £ 7,
in : Inbound (Z{EFRIDIEE)
out : Outbound (E{FHEIDIEE)
1. AT A — 5 B OWIHE
B TEZEA

2 fEDREH
=L

(37> REIERDEE]

ARV
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LCEEANDFEE]
ARV

[EXREfE D [ BREZH]
EMEES, §IGERICRBSNET,

[EEEIE]

1.7 —H#HE— F»* condition-oriented ® & EICHETEE T,

2.FA—DA %7 = —ZIIxt LT Inbound & Outbound ICFNFN—DOHRETETE T, I TIIHES
NTVaEE, HIRLTHPLREL TS,

3.FEE L% Advance QoS 7E—Y XA M EZFRELESIZMHEMEL TH A, Advance QoS 71—
JZXMNRIEBFRSINET,

4.7 0 —HZEAERNIC mac-ip Z1EE L, 7 0 —BHIZEMIC own-address % 7z1% own-prefix /87 X —
YHDBEL, WNRA VI T2 —RAIZIPVE 7 RLUANRESN TS EEICHRETEET,

5.7 0 —BHEAERIC mac-ipve ZIEE L, 70 —#HEMIC own-address % 7213 own-prefix /85
A= BHBHEE, WNRA VT T2 —A—DREFIPv6 O —NL7 RLUADPHESN TS L X
ICEBRETEE T,

6. 7 O —RHEMAFIC interface 8T A= DHEEESNTWAFE, 1 =Xy MM V¥ 72— XTI
ETEET,

7.7 0 — MM interface /78T XA —FHHEESNTVAIBE, WETHA V5T —ANHESNT
WHEXRIHRETEET,

8. 7 u—MHEAEDsEFE MAC 7 K L AIZ unicast-flood BSfEE &N T W54, Outbound GEEE)
IR ETEET,

9. 7 u — MM IC inner-untagged, inner-user-priority, %7213 inner-tag-vlan /85 X — & BSHEE S
NTWBEE, T7EAR—EBEP M2 7R R— 1D Outbound GEER]) ICIXFETCEZE
Ao

10. RYH =2 M) BLUOKRIY Y FOZER, FEUORENSE—DOHEE, KUY —12 MNIDEE
SINTW»5 Advance QoS 7u—Y A %A V¥ 7 21— A LCHEATEE T,

B

[BSEIY > K]

advance qos-flow-list
flow detection mode
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advance qos-flow-list

QoS D7 u— B XUBEIEER2IEET 570D Advance QoS 7u—J A M #HELET., Ao~
v R%%EY 5 &, config-adv-qos E— RIZBITLE T,
[AFFER]

BHRDOERE
advance qos-flow-list <qos flow Llist name>

IEE QLGS

no advance qos—-flow-list <qos flow list name>

[AHE—R]
(config)
NS A—=7]

<qos flow list name>
Advance QoS 7u—YJ A M EEELZ T,
IPv4 QoS 7u—1J &k, IPv6 QoS 7u—Y A b, BXKUPMAC QoS 7u—Y X M TI TILEHAS
TWV2 QoS 7H—Y A MBIIBETEE A,

1.AKI8T X — 7 B RO #HAE
BHTZIEA
2. fE D% E i
31 XELIHND QoS 7u—J A M EBELE T,
B, (S5 XA—FITHEETEAME] 22BLTLIEE L,

(37> FEEEROEF]

ARV

LEEA\DRE]

AQV

[(BRE(E D [ BREZH]

EEEER, §<IGERICRBENET,
CESZEIA]

L

7

(BSEOY > K]

advance qos-flow-group

advance qos-flow-list resequence
qos (advance gos-flow-Llist)
remark

280



9 QoS

advance gos-flow-list resequence

Advance QoS 7u—YJ XA NNOBERIEF DY —7r v ABES2HBFELE T,

(AT
EHRORE - BH

advance qos—-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequ

ence>]]
[AHE—R]
(config)
[INFX—9]

<qos flow list name>
Advance QoS 7u—J XA M EHEELX T,

LA T X — & BIEE O F)HE
BETEEEA

2. f[EDRHEEEH
31 XFLHD QoS 7u—YJ XA M ERELE T,
ML, [T A—FIIEETEAME] 2SBLTLES WV,
<starting sequence>
s — 7V AFSZIEELE T,
1A T X — 5 BEER ORI HAE
WFEIX 10 T,

2 fED R EHH
1~4294967294 (10 ##) ZHEEL LT,

<increment sequence>
=V AAL IR MERIEELE T,
1.A85 X — ¥ BIEEE O W HAE
WHAEZ 10 T,

2 fED R EHF
1~100 (10 #H) ZHEELET,

[37 > NSl OEIE]

7L

[REANDRE]

30

[EREME D R ERZZH]

BEEEER, TIOERICRBSNET,
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CEE=EIE]
L
(BSEIY> K]

advance qos-flow-Llist

282
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ip gos-flow-group

A7 2= LTIPV4 QoS 7u—Y A M ZHEAL T, QoS 7u—#ExARIC L7, BHTE
AU Tz —AERITNLET,

s A —TRY b F T2 —R

s A=Yy FTA T —R

¢ R=hrF ¥R NYTAFTT—A

« VLANA > %7z —2

[AFRZR]
E]OR

ip qgos—flow-group <qos flow List name> {in | out}

HMOHIR

no ip qos—flow-group <gos flow list name> {in | out}

[ABE—R]
(config-if)
A—HYAxv b % T7x—A, VLANA V¥ Tz —2X
(config-subif)
A =Py " FTAL T 2=, R—rFvRNFTAL I Tz—2R
[INSA—%5]
<qos flow list name>
[Pv4 QoS 7u—Y A M ZEIEELET,
1. AT A — 5 BER O P IAE
B TEEHA
2 EDFRE i
31 XFEUHD QoS 7u—Y A MREEELE T,
FE, [T A—FIHEETEAME] 2BHLTLIES WV,
{in | out}
Inbound % 7z1& Outbound #$EE L £,
in : Inbound (Z{ERIDIEE)
out : Outbound GEFHEIDIEE)
1A T X — 5 BEEROIHE
B TEERA
2 fED R E ik
L

[3~7 > REEERDEE]

%L
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284

CEEANDFE]

L

[EXE BN R ERZZH]

EMAER, §IGERICRBSNET,

DFE==IA]

1.EA—DA »% 7 2 —A I LT Inbound & Outbound IZFNFN—DOHRETZE T, T TICHRES
NTWBEE, HIBRLTPSRELTLZE W,

2EELLEVWIPVA QoS 7u—YJ A MNERELLESIIAIOEELEE A, IPv4 QoS 7u—1 X M4
3EBFINE T,

3.7 0 —#HEEMIC own-address 7213 own-prefix /8T X =¥ BB BIEEHE, WNRA V¥ 7 —AIC
[Pv4 7 RLADPREESNTVAEEICRETEET,

4, 70 —HEMHIC interface 8T A= PHEESNTWAEE, 1 =YXy MM V¥ 72—
ETZXET,

5.7 u—#HEMIC interface 78T A= BEESNTWVEIEE, XBTEA VY T2 —ANRESINT
WAHEERITRETEET,

6. RV - M) BLUOKIYY FOZER, EEAORESE—DIFEE, FUTF—22 M) PEE
INTWVBEIPVA QoS 7U—Y RN ZEA V¥ 72 —RIIH LU CHEEATEET,

2

(BSEIY> K]

ip qos—flow-Llist



ip qos-flow-list

9 QoS

QoS D7 u—MHBXUBEEERZIEET 570D IPv4 QoS 7U— Y A M E2HELET, Aa<v K%

E{T9 5 &, config-ip-qos E— FIZBITLE T,

AT

BHRDERTE
ip gos-flow-list <gos flow Llist name>

BROHIR

no ip gos—-flow-list <gos flow Llist name>

[AFIE—RK]
(config)
[INFX—4]

<qos flow list name>
[Pv4 QoS 7u—Y R MEEHEELE T,

IPv6 QoS 7u—Y 2+, MAC QoS 7ua—Y X b, BXU Advance QoS 7a—Y A M T9 TIZfERH

SNTVAH QoS 7u—Y R MRIZEETEE Ao

1A T X — & BIEE OF)HE
B TEEEA
2 fED R EEEH

31 XELHND QoS 7u—J A M EEELE T,
L, [/ XA —FIHBETZAME] 2R L TLIEE 0,

[3~7 > REEERDEE]

L
CEEANDRE]

L

[EXREME D R IREZH]

REBEESR, §OERAICKBENE T,
[E=FEIA]

L

[BHhEIY > R]

ip qos—flow-group

ip gos-flow-list resequence
qos (ip qos-flow-list)
remark
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ip gos-flow-list resequence

IPv4 QoS 7u—Y A MNNOEAIEFO Y —7r v AEESEHBELE T,

AT
EHORE - AE

ip qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>

[AHE—R]
(config)
NS A—=7]

<qos flow list name>
[Pv4 QoS 7u—Y R MEZHEELE T,
1.ANT X — 5 BIR O HE
BB TEEEA
2 MBED R E HH
31 XFELAD QoS 7u—YJ A MEEIBELE T,
ML, [N A—FIIBETEAME] 2SBLTIES VL,

<starting sequence>
Bty — 7V AESZIEELE T,
1.AIST X — 4 BEER O P HE
WFAEIX 10 T,

2 fEDREHF
1~4294967294 (10 ##) ZEEL X9,

<increment sequence>
V=V AAL YT YRX Y MERIEEELE T,
1. &85 X — ¥ BHEEOWHAE
HAEIZ 10 T,

2 fED R EH
1~100 (10 ##) ZHEELET,

[37 > NS OEE]

7L

CEEANDRE]

30

[EXEME D RIRZH]

EEEER, §IGERICRBRENET,

7
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[EEEIA]

ARV

[BHhEIY > R]

ip gos-flow-list
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ipv6 gos-flow-group

AF T =R LTIPV6 QoS 7u—J A MZMALT, QoS 7u—HEEZEMICLEd, BHATE
BAUFT—AERITRLET,

s A =YXV b FT =X

s A=Yy MFTAUF T —R

s R=hF v ANYFTAFTT—R

s VLANA Y%7z —2

[ASFER]
BRMOH

ipv6 gos—flow-group <qos flow list name> {in | out}
1B DHI &

no ipvé qos—flow-group <qos flow list name> {in | out}
[ASTE—K]
(config-if)

=2y b 2% T7xz—RA, VLANA V¥ Tz —2A
(config-subif)
=Xy M TA VI Tz—A, R=rF A HIVTTA T Tz —2
NS A—95]
<qos flow list name>
[Pv6 QoS 7u—Y A M ZIEELET,
1. AT A — 5 BEgR O FIHE
BB TEELA
2 D EEH
31 XZLHD QoS 7u—Y A " ZIEELE T,
FE, [T A—FIHHETEAME] 2L TLIES WV,
{in | out}
Inbound & 7z 1% Outbound ##EE L £ 9,
in : Inbound (ZERIDIEE)
out : Outbound GE(FHEIDIEE)
1. AT A — 5 B OWHE
B TEZEEA

2 fEDREH
=L

(37> REIERDEE]

ARV
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[EENDFE]

L

[EXREfE D [ BREZH]

EMEES, §IGERICRBSNET,

[FEEEIE]
I.A—DA >»% 7z —AIZ% LT Inbound & Outbound ICFNFN—DORETETE T, T TIKHES
NTWABIEE, HIRLTHPOHREL TS,
2.EELEWIPV6 QoS 7u—Y A M ZRRELZBEIMTLEEL LA, IPv6 QoS 70— X h 4
3BHFINET,
3.7 0 —#HEMAIC own-address F 7213 own-prefix /85 XA =¥ BH BB EE, HRA V¥ T2 —RIC
—DRFIPV6 U — N7 RUADBRESN TR EEIIHRETEET,
4. 70 —HER/NT A =5 OFEFTLT R LRI any E7zid<length>3 64 DIFICIEESN TV S & &
ICRETEET,
5.7 0 —RHEMAIC interface /78T X —F PEESNTWVWBEE, A =%y M U ¥ 72— AT
ETEET,
6. 7 O —FHEMAFIC interface /8T A= DHEEESNTWAFE, XMST 24 VI T2 —ANRESINT
WHEZRTRETZET,
7. RV —T MUY BREERIYY FORZEQ, EEHOEBENSE—OHEX, KUY —1> M) PEE
SNTVWABEIPV6 QoS 7H—Y A+ EA V¥ 72— A L TCHEATEET,

2

[BSEIY > K]

ipv6 qos-flow-Llist
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ipv6 qos-flow-list
QoS D7 u—HHB L UEEEEZIBET 570D [Pv6 QoS 7u—Y XA M 2HELET, Aav> K%
EIT9 5 &, config-ipv6-qos E— FIZHEITLET,
[AFRA]

BHRDOERE
ipv6 qgos-flow-Llist <qos flow list name>

HHROHIR
no ipve qos-flow-list <qos flow list name>
[ASE—K]
(config)
[INTA—=9]

<qos flow list name>
[Pv6 QoS 7u—J A FEEHEELE T,
IPv4 QoS 7ua—"J A+, MAC QoS 7u—Y A b, BXW Advance QoS 7a—Y A N TF TIZfEH
SNTV5 QoS 7u—Y A MRIIEFEETEEH Ao

1.AKI8T X — & B RO I HAE
BB TZIEA
2. fE D% E i
31 XELIHND QoS 7 —J A M EEBELE T,
AL, [T X—FIHBETZAME] 2R L TLIEZE W,

(37> REEEROEF]

AQV

LEEANDRE]

ARV

[(ERE(E D [ BREZH]

EEEER, §<IGERICRBENET,
CESZEIA]

L

7

(BSEOY > K]

ipv6 gos-flow-group

ipve qos-flow-list resequence
qos (ipv6 qos—flow-list)
remark
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ipv6 gos-flow-list resequence

IPv6 QoS 7u—Y A NOHEAIEFDO Y —7r » ABEESE*HBELE T,

[AF372AK]
ERORE - BH

ipv6 qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequenc

e>] ]
[AFIE—K]
(config)
[INFX—4]

<qos flow list name>
IPv6 QoS 7u—Y R M EZHEELE T,

LA T X — & BIEE O F)HE
BETEEEA

2. f[EDREEEH
31 XFLHD QoS 7u—YJ XA M EFRELE T,
ML, [T A—FIIEETEAME] 2SBLTLES WV,
<starting sequence>
s — 7V AESZIHELE T,
1A T X — 5 AR ORI HAE
WFEIX 10 T,

2 EDHREH
1~4294967294 (10 ##) ZHEEL LT,

<increment sequence>
=V AAL IR MERIEELE T,
1.A85 X — ¥ BIEEE O W HAE
WHAEL 10 T,

2 fED R EH
1~100 (10 #H) ZHEELET,

[37 > NSl OEE]

7L

[REANDRE]

30

[EREME D R ERZZH]

BEEEER, TIOERICRBINET,
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292

CEEZIA]
ARV
(BhEIY > K]

ipve qos-flow-list
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mac qos-flow-group

A2H 72— LUTMAC QoS 7u—Y R MEEA LT, QoS 7u—#EE+* BN LET ., BATE
AU Tz —AERITNLET,

s A —TRY b I TR

s A=Yy FTA T —R

¢ R=hrF ¥ RANYTAFTT—A

« VLANA Y%7z —2

[AFRZR]
E|OR

mac qos-flow-group <qos flow Llist name> {in | out}

HMOHIR

no mac qos—flow-group <gos flow list name> {in | out}
[AHE— K]
(config-if)

A—HVxv by Tz—A, VLANA V¥ Tz —R

(config-subif)
LA —=P2y b TA VYT =R, R=bF YR TS F¥T—2A
[INSA—%5]
<qos flow list name>
MAC QoS 70— A MG 2IEELE T,
1. AT A — 5 BEgR O FIIAE
B TEEEA
2 EDFRE i
31 XFLAND QoS 7u—J A M EEELE T,
FE, [T A—FIHEETEAME] 2BHLTLIES WV,
{in | out}
Inbound ¥ 7z1& Outbound #$EE L £,
in : Inbound (ZERIDIEE)
out : Outbound GEFHEIDIEE)
L ARNT A — 5 Bl OFIHE
B TEEEA
2. fED R E #iFH
%L

[3~7 > RSB DEE]

%L

293



9 QoS

294

LEEADRE]
L
[(ERTEME D RIRZLH]

EEEER, TIGERICRBENET,

CFEEHE]

1.EA—DA »% 7 2 —A I LT Inbound & Outbound IZFNFN—DOHRETZE T, T TICHRES
NTWVBIEE, BIFRLTLOHRELTLLEI N,

2EZELEVWMAC QoS 7H—Y A M ZRELILZESIIMLFELETA, MAC QoS 7u—Y A 4
FBHFINE T,

3. 7 0 —RHEMIC interface /ST A —F BEESNTWVWEEE, A —TFy " V¥ T 2 —RPETICEH
ETEZET,

4,70 —BHEMEIT interface /ST X — I BIEESNTWVBIES, WMIET A5 25 T 1 —ADNKREEINT
WAHEERTRETEET,

5.7 0 —HEHEO5E5E MAC 7 F L ZI1Z unicast-flood ASHEE SN TV 54, Outbound GES)
ROl BECEET,

6. 7 0 — M inner-untagged, inner-user-priority, % 7-1d inner-tag-vlan /85 X — & SHgE &

NTWBIEE, 77EAR=IBLU R Y7 R= 1D Outbound GEEMR]) ICIFETEEHE

/1/0

7RV =TV M) BEITERIY Y FOZER, EERIOEENVPR—DBEE, R -T2 ) HP»EE
SNTVWAEMACQOS 7u—YJ A+ EA Uy 72— A L THEHATEX Y,

2

[B8EOY > K]

mac qos—flow-Llist



mac gos-flow-list

9 QoS

QoS D7 u—MHBXUBEIEERZIEET 57-DD MAC QoS 7OU— Y A M EHELET, KAa<w K

%FE(T9 5L, config-mac-qos E— RIZBITLET,

AT

BERORE

mac qos—flow-list <qos flow Llist name>

HROHIR

no mac qos—-flow-list <qos flow list name>

[ABE—NK]

(config)
[INFA—=5]

<qos flow list name>

MAC QoS 7u—Y R M EHEELE T,

IPv4 QoS 7u—Y Ak, IPv6 QoS 7u—Y Ak, BXU Advance QoS 7a—Y A M TY TIZfER

SNTVAH QoS 7u—Y R MRIZEEETEE Ao

14N T X — & BIEE O F)HE
B TEEEA
2 fED R EEEH

31 XELHND QoS 7u—J A M EEELE T,
L, [/ XA —FIHBETZAME] 2R L TLIEE 0,

[3~7 > REEERDEE]

L
CEEANDRE]

L

[EXEME D R IREZH]

REBEESR, §OEAICKBENE T,
[E=EE]

L

[BHhEIY > R]

mac qos—flow-group

mac qos—flow-Llist resequence
qos (mac qos-flow-list)
remark
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mac qos-flow-list resequence

MAC QoS 7u—Y X N NOHBRIEFDY —7 V ABESEZHERELE T,

[AFIRER]
EHORE - AH

mac qos-flow-list resequence <qos flow List name> [<starting sequence)> [<increment sequence

>1]
[AIE—R]
(config)
NS X—9]

<qos flow list name>
MAC QoS 7u—Y R M EHEELE T,
1.ANT X — 5 BIR O HE
BB TEZEEA
2 MBED R E HH
31 XFLAD QoS 7u—YJ A MEEIBELE T,
FHMIE, [N A—FIIBETEAME] 2SBLTIES VL,

<starting sequence>
Bt — 7V AESZIEELE T,
1.AIST X — 4 BER OPHE
WFAEIX 10 T,

2 fEDREH
1~4294967294 (10 ##) ZIEEL L9,

<increment sequence>
V=V AAL Y YRX Y MERIEELE T,
1. &85 X — ¥ BHEEOHAE
HAEILX 10 T,

2 fEDHEH
1~100 (10 ##) ZHEELET,

[37 > NSl OEE]

7L

CEEANDRE]

30

[EXEME D R IRZH]

EEEER, §IGERICRBRENET,

7
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[EEEIA]

ARV

[BHhEIY > R]

mac qos—flow-Llist
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nif [OP-SHPS]

BBy = —/SONIF 2% ELE T,
config-shp-mode €— R THEL7HHE, ¥z —/3E— N2HEHTANIF Z2HELET.

config-shp-distr £— N TRE L5, Y —/S1—VHBREZHEHT A NIF 2ZELE T,

[ASFER]
TBIMDERTE
nif <nif list>
HHROELE
nif {add <nif Llist> | remove <nif Llist>}
HHOHIR
no nif
[ASTE—R]

(config-shp-mode)
(config-shp-distr)

NS A—=5]
<nif list>
Rty = —E—F2EHHT S NIFES2 YA MNEXTIHRELE T,
1. AT A — 5 AR O W IE
B TEEEA
2. D EHH
[T A—FIHHETZ5ME] =ZBL TS0,
{add <nif list> | remove <nif list>}

add <nif list>
NIF &5%Y XA MEMLET,

remove <nif list>
NIF&ES%# U AP SHIBRLET .

17485 X — & AR O FHAE
BB TZELA

2. B FRE S
(8T A—=FIZIBETZAE] 2L TLIEE,

(37> REIERDEE]

L
CEEANDRE]
L
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[ERENE D R BRE2H]
config-shp-mode €— R THRE L/2HE, REMAER, NIF 2HEHT 5 TRRENET,

config-shp-distr €— FTRE L7256, REMERER, I ITERICKBRSNE T,

BEF=E]
AR
[BHhEI 7> K]

shaper mode
shaper flow-distribution
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policer
AU —T M) ERELET,

[ABAHE]

BHRORE - BH

policer <policer name> {in | out} <bandwidth policy> [replace-user-priority <priority>] [re
place-dscp <dscp>] [discard-class <class>]

fEDHIbR

no policer <policer name)>

<bandwidth policy>:

RAHBERIEEDH S

max;é?ﬁe {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} [max-burst {<byte> | <kbytedk | <MbytedM | <Gb
yte

RIEHFHERIEEDH S

min-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} [min-burst {<byte> | <kbytedk | <MbytedM | <Gb
yte>%}] [penalty-user-priority <priority>] [penalty-dscp <dscp>] [penalty-discard-class <cl
ass>

RARBERS L REFHRERIEEDH &

[max-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} [max-burst {<byted> | <kbytedk | <Mbyte>M | <G
byte>G} 1] [min-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} [min-burst {<byte> | <kbytedk | <Mb
ytedM | <Gbyte>G}] [penalty-user-priority <priority>] [penalty-dscp <dscp>] [penalty-discar
d-class <class>]]

[AHE—K]
(config)
[INTA—=F]

<policer name>
RV —T U MU BREEELET,
1.ARST X — 5 ARgR O FIHAME
EHRTEELA
2. B E i
3l XELHOAR) - P ZRIEELET,
ML, [T A—FITIBETZAE] 2B LTSV,
{in | out)
Inbound Z 7z1& Outbound #f8E L £ 9
in : Inbound (ZERIDIEE)
out : Outbound GEFHEIDIEE)
1.A&8T X — & BREEOFIHAE
BB TEZERA
2 B E HiF
=L
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<bandwidth policy>/¥Z X —%
max-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
BRHEHER COERTHEZEE LY, BELIHREZBA/ERN Ty MIEELET,
min-rate Bl EOEZIEE L TLZE W,
7B, AT A —FF7-ld min-rate DELSPERTIHEL TL I E W,
1. AT X — 5 B O RE
LU (BRAFHERZEHBLELA)
2 MED R E
<kbit/s> : 5~100000000 (10 x%%)
<Mbit/s>: 1~100000 (10 3%%)
<Gbit/s>: 1~100 (10 &%)
1kbit/s, 1Mbit/s, 1Gbit/s i&ZHZH 1000bit/s, 1000kbit/s, 1000Mbit/s & L T vE
ED
max-burst {<byte> | <kbyte>k | <Mbyte>M | <Gbyte>G}
BRAREBERTON—Z M A X%2HEEL £ 9. min-burst L EDOEEIEE L TS0,
1. AT A — 5 B OFIRE
<byte> : 65536
2 MEDR E
<byte> : 3076~4294967296 (10 %)
<kbyte> : 4~4194304 (10 &%)
<Mbyte> : 1~4096 (10 %)
<Gbyte> : 1~4 (10 #%%)
1kbyte, 1Mbyte, 1Gbyte I&Zn 21 1024byte, 1024kbyte, 1024Mbyte & LTHVLET,
min-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
REFHER COERTBEZIEE L9, BE LBREBELBER N v MIXF L
T4 —%FLE9, maxrate L ROEZEHFEL TLLZE 0,
B, AT A—FF/-ld maxrate DEL SN EBTIHELTLZS 0,
1. 4085 X — & AR O X HE
L (BREEEHEREZERLEEA)
2B EHH
<kbit/s> : 5~100000000 (10 %)
<Mbit/s> : 1~100000 (10 ¥#%)
<Gbit/s>: 1~100 (10 #%)
1kbit/s, 1Mbit/s, 1Gbit/s iZZ12H 1000bit/s, 1000kbit/s, 1000Mbit/s & L T vE
ED
min-burst {<byte> | <kbyte>k | <Mbyte>M | <Gbyte>G }
BREFHERTON—ZA M A XZHEELE£9 . max-burst U TOEZIEEL TS,
1. 485 X — & AR O X HE
<byte> : 65536
2. [ED R EHH
<byte> : 3076~4294967296 (10 %)
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<kbyte>: 4~4194304 (10 &%)
<Mbyte> : 1~4096 (10 #%%)
<Gbyte>: 1~4 (10 #%)
lkbyte, 1Mbyte, 1Gbyte i&Zn 2N 1024byte, 1024kbyte, 1024Mbyte & L THWVE T,
penalty-user-priority <priority>
REFHERREOI-PEEEDESMAMELIEEL LI,
1. 4085 X — & AR O R HE
U (REFEERNEOLI-—VEBLEELES BRI EA)
2 fEDORE
0~7 (10#%) ZHEELXT,
penalty-dscp <dscp>
RIEFEER RO DSCP BHEMAEEEEL I,
1.ANT A — % BsR OF)HAE
U (REFEEEREED DSCPEZE S A A)
2 fEDREHEH
0~63 (10##) £7/:1X DSCP BFFEEEL X I,
fEETE % DSCP &fnid [£ 7-10 $5ERREZL DSCP &) 22 L T2 &1,
penalty-discard-class <class>
RIEHBERROREREY T AZEELLT,
1. 4085 X — & Bl O ¥ HE
EL (RMEEEERROERY 7 A2EELEHEA)
2 fEDEEH
1~4 (10 &%) =EELET.
replace-user-priority <priority>
I—PEEEOESMAEZIEELE T,
1LAINT A — 5 B OFHAE
Bl (A—VELEZESBRIILA)
2 fED R EEH
0~7 (10#%) zHEELXJ,
replace-dscp <dscp>
DSCP H&#MAHZIEEL T,
1. 4085 X — & AR O X HE
L (DSCPEZEBEHMAEEA)
2 fEDOEEEH
0~63 (10 ##) %7213 DSCP &irEHEEL £7
fEE T & % DSCP #&Rid [#£ 7-10 $8EFRE/Z DSCP &5 ] 22 LT 2S00,
discard-class <class>
B T AEREBELE T,
1.AINT A — 5 BsR OFHAE
7L (BEIVIRAEZEELERA)
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2 fED R EEEH
1~4 (10 &%) ZHELET,

[O7 > REREFDEE]
2L
LEEANDEE

ARV

1.QoS 7u—Y X N OBEIREICIEESN TV AIES, Bk TEEt A,
EE QoS 7u—Y X SHIBRLIHE, ETLTLRZE D,

9 QoS

FETHRKYG—T v )OI

2.max-rate, min-rate \ZJEREITANTEE T, £7, #RH I~ > N show running-config Ti&, AJ

JRICERSNE T,

[BhED7 > K]

qos (advance qos-flow-Llist)
qgos (ip qos—flow-list)

qos (ipv6 gos—flow-list)
qos (mac qos-flow-Llist)
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policer rate-option
R)Y—T, BEHEERTIA TV a VEIEEEELE T,

[ABHE]

BRMOHTE
policer rate-option exclude-4-byte
1BHROHIFR

no policer rate-option

[AFTE—NK]

(config)
NS X—=9]

exclude-4-byte
R)Y—T, HHAERTHLIICTL—LENPS 4N PEELFIVTHEBEERLE T,

1485 X — & ARk O R HAE
BB TEEEA

2 fED R EHEF
ARV

[O7 > REEEOEIE]
WHAERT A4 ST 3 VEEIEN T,
GEEADFE]

L

[BXTENE D R BREEHK]

REMEEER, TIOERICRKMESNE T,
CEEZEIA]

7L

(BEHEI<Y> K]

ARV
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premium (advance gos-flow-list)
Advance QoS 7H—Y R F TCOEET7 U —REZEHAT L2 70 —BHEHZHREL LT,
[ASER]
BHRORE - BH

<{sequence> premium mac <target flow)> [<action specification>]

<{sequence> premium mac-ip <{target flow> [<action specification>]
{sequence> premium mac-ipv6 <target flow> [<action specification)]

IEEHQLEUIES

no <sequence> premium
no <sequence>

9 QoS

no <sequence>%%#{79 % &, <sequence>»n—¥d % qos (advance qos-flow-list) Z> rU b &

HbETHIFRshE T,

<target flow>:

ML, qos (advance qos-flow-list) a2~ > Fd [ANER] @ [<target flow>:] ZZRL T 7ES

l/)O
<action specification>:

mac <target flow> [<action specification>]DH&
action [priority-class <class>] [user {<user id> | llrlg | default}]

mac-ip <target flow> [<action specification>] % 7z {& mac-ipv6 <target flow> [<action
specification>] D&
action [{priority-class <class> | dscp-map}] [user {<user id> | llrlg | default}]

[AHE—RK]
(config-adv-qos)
[N A—=9]
<sequer1ce>
Ju—mHEGEOBRIEF CTHHL TV AESEIEELET,
1. 785 X — & BB O HME
BB TZXEHA
2. [ED K E HH

1~4294967294 (10 ##) ZHEELET. /272U, BEFEEIC policer Zf5E L T\ 5 qos

(advance qos-flow-list) T> "V DY =7 Y ABSLIMIRETEZ L Ao
<target flow>/¥5 XA =%
Tu—HEGFEEELE T,

ML, qos (advance qos-flow-list) I¥ > FD 8T X —%] @ [<target low>/8TF A —%] %

ZHRLTLLEZS W,
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<action specification>/¥7 X —%

action
Ja—H L7208y FOEIERIERE LE 9, <action specification>/%F X — & (KD SLIHIZIE
E LTS,
L ANT A — 5 B OWIE
Zz L (<sequence>n"—E 9 % qos (advance qos-flow-list) T> NV OEEICHEVET)
2B EHIH
=L
priority-class <class>
BEISAZEBELE T,
1LLAINT A — & B OFHE
7L (BRIVIAEEELERA)
2B E HH
1~8 (10#%) ZHEELXT,
dscp-map
DSCPEICE > THERIV TABLVEEY I AERET 5 DSCP v BV 72 EMILET,
DSCP EICHIEd 2%V TABIVERY T A& [2> T4 7 L— 3 54 K Vol2] [16
BRELE] 22 L TES W,
1. AT X — 5 BRROHE
L (DSCPvy Y72 FERALELEA)
2 MBED R E HH
L
user {<user id> | llrlq | default} [OP-SHPS]
LY = =D EEELET,
<user id>
BEL-VOID2EBELET,
llrlg
LLRLQ Z—HZEEL £ 9.
default
FT7AN I EEELET,
1. AT X — 4 BEgR O Y HE
L (BELY z—RD1—H%2EBELEEA)
2 [EDEHH
1~3056 Z4EE L9

(37> REIERDEE]

L
CEEANDFE]
L
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[EEME D R ERZZH]
BEEEER, §IOEAICRBRENE T,

1. <target flow>/$5 X —=FIZDWVWTOFEEFEIEIE, qos (advance qos-flow-list) I~v> KD [[EEEHE
H] #ZB LTS 0,

[BEEOY > K]

advance qos-flow-Llist
advance qos-flow-group

gos (advance qos-flow-Llist)
policer
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premium (ip qos-flow-list)
[Pv4 QoS 7u—Y XA N TCOEET 0 —REZEMT 2 70 —MHFMF2IEELE T,

[AFIRER]
EHORE - AH

<{sequence> premium <target flow> [<action specification)]
1B DHI &

no <sequence> premium
no <sequence>

no <sequence>%%£179 % &, <sequence>A—E9 % qos (ip qos-flow-list) T> h) b EHHLET
HIfRESNE 9,

<target flow>:
FME, qos (ip qos-flow-list) I~ K [AFER] @ [<target low>:] 2ZWL T Z S,

<action specification>:

action [{priority-class <class> | dscp-map}] [user {<user id> | llrlq | default}]

[ABE—R]
(config-ip-qos)
NS A=9]
<sequence>
Tu—HEHROBERIEF TH S —7 V ARSEHEELET.
1485 X — 4 Bk O P HAE
B TEEHA
2 fE DR EHH
1~4294967294 (10 %) 282 LET. 7272 L, BIfEEEIC policer 2152 LT3 qos (ip
qgos-flow-list) T2 MDY —F Y ABBLINIRETEEE A,
<target low>/¥F X =%
TJu—HESEREELE T,
ML, qos (ip qos-flow-list) Iv> KD 8T X —%] @ [<target low>/ST X —% ] 2B L
TLES W,
<action specification>/V5 X —%
action
TJu—EH L7283y OEIERIEE L ¥ 9. <action specification>/¥F X — & (KD SEIEICIE
ELTLIEE W,
1. AT A — & B OWHE
7z L (<sequence>n—E9 % qos (ip qos-flow-list) T> bV OEMEICHEVET)
2 MBE D E i
=L
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priority-class <class>
BRI SAZBELE T,
1. AT X — 5 BIgR O FHE
7L (BEIVIAEEELEEA)
2. f[EDREEEH
1~8 (10#%) ZHEELET,
dscp-map
DSCPEICK > THEEIV TABLVEE I T AEZRET S DSCP vy B 72 BT LET,
DSCP EICXIET 2@ 7 TABIVEREY I AL [A> 71 7 L—2a v HA K Vol2] [16
BREAE] 22 L TS0,
1.ANT X — % BUR OF)HAfE
7L (DSCPvy Y72 FERALERA)
2 MED R E
AR
user {<user id> | llrlg | default} [OP-SHPS]
ety z—No1—H%2EELET,
<user id>
BELI-VOID2EELET,
lIrlg
LLRLQ 1 —¥%4EEL £ T,
default
TI7 NP I—YEEELET,
1. AT X — 4 BigR O Y HE
L (BEtyz—R01—-H2EELEFEA)
2 MED R E
1~3056 ZEE L £ 95

[27 > REEBEOBE]

L

LEEADEE]

L

[E2 B D S BRELHL]

BEEEER, TOERICRBENET,

1. <target flow>/$7 X —=ZIZDWVWTOFEEBIEIZ, qos (ip qos-flow-list) I~ > Ko [EEFHIHE] %
SHLTLZE W,
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(BS&EO~v > K]

ip qos—flow-list

ip qos—flow-group

qos (ip qos-flow-list)
policer
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premium (ipv6 qos-flow-list)
IPv6 QoS 70—V A M TOEE7 U —REZHEHT L 70 —BHFEFEZEELE T,
AR
HROKE - BE

<{sequence> premium <target flow> [<action specification)]
B DOHI k&

no <sequence> premium
no <sequence>

no <sequence>%£{79 % &, <sequence>»—H7 % qos (ipvé qos-flow-list) T> MU bE&bHE
THIFRENE T,

<target flow>:
FMIE, qos (ipvé qos-flow-list) I~ > N [AAER] @ [<target flow>:] 2L T &L,

<action specification>:

action [{priority-class <class> | dscp-map}] [user {<user id> | llrlq | default}]

[AFIE—R]
(config-ipv6-qos)
[INSX—5]
<sequence>
Ju—HEFOBRIEF Th 2 —F V AESEZR/ELET,
1. 485 X — 4 ARk O F)HAE
B TEEEA
2 EDFRE HiFH
1~4294967294 (10 &%) #BEL £, 7272 L, BEEEIC policer 2#E L T\ 5 qos (ipv6
qos-flow-list) T> MY DY = Y ABFBLINIRETZ £ A,
<target low>/¥F X =%
7u—BHEGEIEELE T,

FME, qos (ipvé qos-flow-list) Iv > FD T A—=4] O [<target flow>/¥F X —% | 2%
LTS,

<action specification>/¥5 X — %

action

TJu—H L7283y SOEERIEE LE 9, <action specification>/8F X — & &fkDFIEICHE
FELTLIZE W,

1. 485 X — 4 BRgR O ¥ HAE

7z L (<sequence>n"—Ed % qos (ipv6 qos-flow-list) T MV OEEITHEVNET)
2B DR E HiFH

=L
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priority-class <class>
BEISAZEBELE T,
1. AT X — 5 BB O HE
7L (BEIVIRAEZEELERA)
2 fEORE
1~8 (10#%) ZHEELXT,
dscp-map
DSCPEICE > TERV TABLVEEY I AEWRET 5 DSCP v BV 7E2EMILET,
DSCP EICKIET 28% 7 TABIVEREY I AL [A> 71 7 L—2a v HA K Vol2] [16
BEREAE] 2L TS0,
1.ANT X — % BUsR OF)HAE
L (DSCPvy Y7 2ERALERA)
2B E HH
AQ
user {<user id> | llrlq | default} [OP-SHPS]
ety z— o1 —H%2EELET,
<user id>
BELI-VOIDZEELET,
llrlg
LLRLQ L —¥%EELF7,
default
TT7 4N P EEELET,
1.AIST X — 4 BIgR O Y HE
7L (BEtyz—01—-T%2EFELEHEA)
2 B D E i
1~3056 Z4EE L £ 9

[O7 > REREFOEIE]
2L

LBREADEE]

7L

[EXEME D RIRZH]
BEBEER, §IOERICRBSNET,

1. <target low>/¥F X =% IZDWVTOFEEFIEIZE, qos (ipvé qos-flow-list) a2~ FD [FEFHIHE]
ESBLTLIIZE L,
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[REEOY > K]

ipv6 qos—flow-Llist

ipv6 gos—flow-group

gos (ipv6 qos-flow-list)
policer

9 QoS
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premium (mac gos-flow-list)
MAC QoS 7u—YJ X hTOEET7uU—RELEHTH 70— RHEFHZIEEL LT,

AR
EHORE - AH

<{sequence> premium <{target flow> [<action specification)]
B DHI &

no <sequence> premium
no <sequence>

no <sequence>%#{79 % &, <sequence>»—#9 % qos (mac qos-flow-list) Z> b baEbHE
THIRfRENET,

<target flow>:
ML, qos (mac qos-flow-list) I~ > R [ANER] @ [<target low>:] ZZRL TS0,

<action specification>:

action [{priority-class <class> | dscp-map}] [user {<user id> | llrlq | default}]

[ABE—R]
(config-mac-qos)
[INSX—9]
<sequence>
Ju—HEHROBERAIEF TH S —7 V ARSEHEELET.
1. AT A — 5 BER O FIHE
BRTEELA
2. D EEH
1~4294967294 (10 ) #EELE T, 272U, EMEREEIC policer ##EE LT\ 5% qos (mac
qos-flow-list) T> Y DY—r Y ABFBLNIRETZ EH A,
<target low>/¥F X =%
Ju—EHESEREELE T,

ML, qos (mac qos-flow-list) I~ FD VT X—%] @ [<target flow>/¥F XA =% | 25
LTL7EZE W,

<action specification>/V5 X —%

action
TJu—EH L7728y OEIERIERE L$ 9. <action specification>/¥F X — & (KD SEIEICIE
ELTLIEE W,

1. ARNT A — & B OWHE
7z L (<sequence>n"—E 9 % qos (mac qos-flow-list) T2 bV DEFEICHEVNET)

2 fEDREHEF
QY
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priority-class <class>
BRI SAZBELE T,
1. AT X — 5 BIgR O FHE
7L (BEIVIAEEELEEA)
2. f[EDREEEH
1~8 (10#%) ZHEELET,
dscp-map
DSCPEICK > THEEIV TABLVEE I T AEZRET S DSCP vy B 72 BT LET,
DSCP EICXIET 2@ 7 TABIVEREY I AL [A> 71 7 L—2a v HA K Vol2] [16
BREAE] 22 L TS0,
1.ANT X — % BUR OF)HAfE
7L (DSCPvy Y72 FERALERA)
2 MED R E
AR
user {<user id> | llrlg | default} [OP-SHPS]
ety z—No1—H%2EELET,
<user id>
BELI-VOID2EELET,
lIrlg
LLRLQ 1 —¥%4EEL £ T,
default
TI7 NP I—YEEELET,
1. AT X — 4 BigR O Y HE
L (BEtyz—R01—-H2EELEFEA)
2 MED R E
1~3056 ZEE L £ 95

[27 > REEBEOBE]

L

LEEADEE]

L

[E2 B D S BRELHL]

BEEEER, TOERICRBENET,

1. <target low>/¥F X =& DV TDOFEEFIEIL, qos (mac qos-flow-list) Tv > FO NERFIHE]
ESBLTLIZE VL,
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316

(BSEDY > K]

mac qos—-flow-Llist

mac qos—flow-group

qos (mac qos—flow-list)
policer
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gos (advance gos-flow-list)
Advance QoS 7u—Y 2 hTOT U -GN, BLUBEREEEZEELXT,
[AFI#ZE]
BHORE - BHE
[<sequence>] qos mac <target flow)> [<action specification)]

[<sequence>] qos mac-ip <target flow> [<action specification>]
[<sequence>] qos mac-ipv6 <target flow> [<action specification>]

TH|MOHIFR

no

no

<{sequence)>

<sequence>%ZEITT 5 &, <sequence>A—E 9 % premium (advance qos-flow-list) > »

UbEbETHIFRSNH T,

<target flow>:

mac <target flow>DiF&
MAC Ay ¥E&ETT7 0 — 1T 2580 7 0 —MHSEMETT,

mac {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <destinat
ion mac mask> | host <destination mac> | any | <{destination mac name>} [<ethernet type>] [i
nterface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ran
ge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-use
r-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan

id>1}1}] [{layer2 | layer3}]

mac-ip <target flow>D#H&
MAC ~Nv #%fF, VLAN Tag N ¥, IPvANy ¥EHEB IO LAV 4Ny ¥EHETT -
T HBAED T U —HESETT,
Ho T XA =¥ E2 T U0 —MHEMHEL T HHE, LATV4Ny YEEFI 70— HREEHICIEE TS EE

/l/O

+o T A—=%7 LT, Efi7uba)lH TCP, UDP, ICMP B XU IGMP DSt Di5E

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own
-address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<d
estination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> |
own-address} | any | own-prefix | range-address <destination ipv4 start> <destination i
pv4d end>} [{[tos <tos>] [precedence {<precedence)> | range <precedence start> <precedence
end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <lengt
h>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [us
er-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id
>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start)> <priorit
y end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]

+HoNRFTAXA—=%7 LT, Efi7a a3 TCP OHé

mac—ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} tcp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[established]

| [{+ack | -ack}] [{+fin | -fin}] [{tpsh | -psh}] [{+rst | -rst}] [{+syn | -syn}] [{tur
g | -urg}1}] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precede
nce end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | Llower} <le
ngth>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged |
[user-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan

id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <prio
rity end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}]
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+o /85 X—=¥7 LT, Efi7a bhasy UDP OEE

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} udp {{<sour
ce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | an
y | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq} <sour
ce port> | range <source port start> <source port end>}] {{<destination ipv4> | own-addr
ess} <destination ipv4 wildcard> | host {<{destination ipv4> | own-address} | any | own-p
refix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <des
tination port> | range <destination port start> <destination port end>}] [{[tos <tos>] [
precedence {<precedence)> | range <precedence start> <precedence end>}] | dscp {<dscp> |
range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [
interface <interface type> <interface number>] [{untagged | [user-priority {<priority> |

range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [in
ner-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan
<tag vlan id>1}1}] [{layer2 | layer3}]

+fo /8T A =% LT, Efi7a LA ICMP OBE

mac-ip {<source mac) <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} icmp {{<sou
rce ipv4d> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{
<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messaged}]
[{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}]
dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | Llower} <length>] [ {+mf
| -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [user-priorit
y {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner
-untagged | [inner-user-priority {<priority> | range <priority start> <priority end>}] [
inner-tag-vlan <tag vlan id>]}1}]1 [{layer2 | layer3}]

+HoNRFA=#7 LT, ki bInsIGMP O5H

mac-ip {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} igmp {{<sou
rce ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-address} | a
ny | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destination ip
v4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-address}

any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [Ki
gmp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <{precedenc
e end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <leng
th>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | [u
ser-priority {<priority> | range <priority start> <priority end>}] [tag-vlan <tag vlan i
d>] [{inner-untagged | [inner-user-priority {<priority> | range <priority start> <priori
ty end>}] [inner-tag-vlan <tag vlan id>]}]1}] [{layer2 | layer3}]

+Ho/XFRX—¥H D DIFE

mac-ip {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <de
stination mac mask> | host <destination mac> | any | <destination mac name>} {ip | <prot
ocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4 wildcard> |
host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4 star
t> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard> |
host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination
ipv4d start)> <destination ipv4 end>} [{[tos <tos>] [precedence {<precedence> | range <pre
cedence start)> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [len
gth {upper | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface
number>] [{untagged | [user-priority {<priority> | range <priority start> <priority end
>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range
<priority startd <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{layer2 | layer3}

mac-ipv6 <target flow>DiEH
MAC v #%f, VLAN Tag ~\v ¥%&H, IPv6 Ny ¥EZHEB IOV A Y 4Ny ¥EHETT7 0 -
THHAEDT7 U —HTT,
+HoNRTA =¥ 2T u—HHEHETZHE, LIV ANV IERAERI 70 —BHEHICHEETEHE
Ao
+fo /8T XA =% LT, Efi7a by TCP, UDP B XU ICMP DAt 05E

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac) <
destination mac mask> | host <destination mac> | any | <destination mac named} {ipv6 | <
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protocol>} {<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-addre
ss <own address length> | own-prefix | range-address <source ipv6 start> <source ipv6 en
d>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-ad
dress <own address length> | own-prefix | range-address <destination ipv6 start> <destin
ation ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start)> <ds
cp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface t
ype> <interface number>] [{untagged | [user-priority {<priority> | range <priority start
> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<pr
iority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>1}]}] [{l
ayer2 | layer3}]

+Ho /NS RX—=¥7 LT, Eu7a bhay TCP D&

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac named} tcp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<{source port> | range <source port start)> <source port end>}] {<destination ipv6>/<leng
th>| host {<destination ipv6> | own-address} | any | own-address <own address length> |

own-prefix | range-address <destination ipv6 start)> <destination ipv6 end>} [{{eq | neq}
<destination port> | range <destination port start> <destination port end>}] [{[establi
shed] | [{+ack | -ack}] [{+fin | -fin}] [{+psh | -psh}] [{+rst | -rst}] [{+syn | -syn}]

[{turg | -urg}1}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp start> <d
scp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface

type> <interface number>] [{untagged | [user-priority {<priority> | range <priority star
t> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<p
riority> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]}1}] [{
layer?2 | layer3}]

+o /85 X =% LT, Eii7 v b3l UDP Digés

mac-ipv6 {<source mac> <{source mac mask> | host <source mac> | any} {<destination mac> <
destination mac mask> | host <destination mac> | any | <destination mac name>} udp {<sou
rce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {<destination ipv6>/<leng
th>| host {<destination ipv6> | own-address} | any | own-address <own address length> |
own-prefix | range-address <destination ipv6 start> <destination ipv6 end>} [{{eq | neq}
{destination port> | range <destination port start> <destination port end>}] [{traffic-
class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper |
lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{
untagged | [user-priority {<priority> | range <priority start> <priority end>}] [tag-vla
n <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | range <priority s
tart> <priority end>}] [inner-tag-vlan <tag vlan id>]}]}]1 [{layer2 | layer3}]

+fo/NTA =% LT, Efu7a saLHICMP OB&

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <
destination mac mask> | host <destination mac> | any | <destination mac name>} icmp {<so
urce ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own address

length> | own-prefix | range-address <source ipv6 start> <source ipv6 endd>} {<destinati
on ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <own addr
ess length> | own-prefix | range-address <destination ipv6 start> <destination ipv6 end)>
} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp messag
e>}] [{traffic-class <traffic class)> | dscp {<dscp> | range <dscp start> <dscp end>}}] [
length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interf
ace number>] [{untagged | [user-priority {<priority> | range <priority start> <priority
end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priority> | ra
ng?]<priority start)> <priority end>}] [inner-tag-vlan <tag vlan id>]1}1}] [{layer2 | laye
r

+o/NTA =% H D DFHE

mac-ipv6 {<source mac> <source mac mask> | host <source mac> | any} {<destination mac)> <
destination mac mask> | host <destination mac> | any | <destination mac named} {ipv6 | <
protocol> | icmp | tcp | udp} {<source ipv6>/<length>| host {<source ipv6> | own-address
} | any | own-address <own address length> | own-prefix | range-address <source ipv6 sta
rt> <source ipv6 end>} {<destination ipv6>/<{length>| host {<destination ipv6> | own-addr
ess} | any | own-address <own address length> | own-prefix | range-address <destination

ipv6 start)> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [+fo] [int
erface <interface type> <interface number>] [{untagged | [user-priority {<priority> | ra
nge <priority start> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner
-user-priority {<priority> | range <priority start> <priority end>}] [inner-tag-vlan <ta
g vlan id>1}1}] [{layer2 | layer3}]
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<action specification>:

mac <target flow> [<action specification>]DH&
FEEL LOBHE
e KUY —T> M) 72 LOFE
action [replace-user-priority <priority>] [replace-dscp <dscp>] [priority-class
<class>] [discard-class <class>] [user {<user id> | llrlg | default}]
s RUT—T MBIV DEE
action [policer <policer name>] [priority-class <class>] [user {<user id> | Lllrlg |
default}]
BED D OB
action [drop]
mac-ip <target flow> [<action specification>], %7zi1% mac-ipv6 <target flow> [<action
specification>] D&
FEEL LOBG
s RUP—TY M) R LOBKE
action [replace-user-priority <priority>] [replace-dscp <dscp>] [{[priority-class
<class>] [discard-class <class>] | dscp-map}] [user {<user id> | llrlg | default}]
¢« RV —IbUHYDOHEE
action [policer <policer name>] [{priority-class <class> | dscp-map}] [user {<user
id> | Llrlg | default}]
BEEDH D DBFE
action [drop]

[ASIE—R]
(config-adv-qos)
(NS A—=5]
<sequence>
TJu—BHEHOERIEF TCH 2T —Fr Y AFESZIHEELE T,
1.ANT A — 5 BEgR O HE
QoS 7u—1 A FICEHENWLIEE, FIHEIX 10 TT,
FHEEELTHAHE, BELTHHY TV ABBSORKESF10 TY,
12720, V=4 ABEBOBRKED 4294967284 LD REWEEEE LBEHIIERTEEEA,
2. D E HiF
1~4294967294 (10 #%) ##EELET,
<target low>/VI X —%
{<source mac> <source mac mask> | host <source mac> | any}
REETLTMAC 7 RLAZIEELE T,
host <source mac>##EEJ 5 &, <source mac>NFLE—H % 7u—mHFEAtEE LET,
FTRTDOFEEITLMAC T FLAZIEET 2B A any #HHELE 9. any 2HEET 5 &, EET
MAC 7 FL A2 70— HEHEITLERA.
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LA T X — 5 B O FIHE
B TEEEA
2 MED R EHH
<source mac>IZIFEFTTMAC 7 RL A ZIBE L9,
<source mac mask>IZlE MAC 7 RLADH THEDEZHFA T LY P RILTILY AT %
MAC7 FLAERTHEELET
MAC 7 F L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff ffff.ffff (16 %)
{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}
FESEMAC 7 RLARIEELE T,
host <destination mac>#%*#5Ed % &, <destination mac>NEE—H%E 70 —HEMtEE LE
ED
TARTDFEEMAC 7 RLAZIEET AT any 2 8E L E T, any 2#18E T 5 &, 585 MAC
7 RVAZ 70 —BHEFLIEILEEA
1. AT A — 5 BEgR O P HAE
B TEEHA
2 ED R E HiFH
<destination mac>12135E%E MAC 7 FLAZIEEL £,
<destination mac mask>(2iZ MAC 7 RL ZOHFTREEDEEFHFA I ALY NEIL TR
7% MACT7 FLAFEAXTEELEY,
<destination mac name>1213%8% MAC 7 R L AZMAEE L 9, {HE TE 5%5E5% MAC
T RUVAEMNE [R7-12 fEEFREASEE MAC 7 R L ZAEHR] 2L T 7280,
MAC 7 K L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %)
<ethernet type>
A =Py bYATEEEELE T
1. AT A — 5 BRI HAE
mL (BHEAHELEEA)
2B E HH
0x0000~Oxffff (16 #H) F/zldA—Y v by TEMEEELE T,
BETEAA—V 2y N A PEIRE [R7-11 BEWER A -V Xy N1 7L 2281
LTL7IZE 0,
interface <interface type> <interface number>
AN T V—LPBET A5 T2 —A%EELET,
LA A — 5 BUER O HIHIE
L (BHEEAELEEA)
2 EDFRE HiFH
<interface type> <interface number>i2i&, KIZRT A > ¥ 7 = — AR 7N — TGS
BA VI T—AZBIOA VI T 21— AFEEZEETEET, FllE, NG A-FIEBET
Z5ME] © (WA 2572 —ADEEHZE] 2SBLTLES W,
A =YXy FFTA I T =R
AR I F X RNYTA T2 —R
- VLANA > ¥ 7 x—2R
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untagged
Untagged 7 L — LA DOBHAIEEL £,
1.ANT X — 5 BRI HE
ml (BRHEEFELEEA)
2 fEDOEEEH
%L
user-priority {<priority> | range <priority start> <priority end>}
1 BEH® VLAN Tag D1 —HVEBEELIEEL T,
range #18E€ 9 5 &, <priority start>#4 & <priority end>0 &% 7 0 —HHEEEE LE T,
1. AT A — 5 BsR OFHAE
L (BHEEAELEEA)
2 [EDEHH
0~7 (10#%) ZHEELXT,
<priority end>(Zid<priority start>& D KE WL —HFEEREZIEE L TS0,
tag-vlan <tag vlan id>
1 BE® VLAN Tag ® VLAN ID 2#EE L %9,
1.ANT X — 5 BIgR O HE
ml (BRHEFEFELEEA)
2 fEDOREEEH
0~4095 (10 E#) ZfEELEJ.
inner-untagged
2 BBEH® VLAN Tag #°72\ /87 vy F o 2EE L9,
1. AT X — 5 BRROHE
L (BHEAHELEEA)
2B E HH
AQ
inner-user-priority {<priority> | range <priority start> <priority end>}
2BH® VLAN Tag D1 —JEEEEZEEL 7.
range #18E€ 9 5 &, <priority start># & <priority end>D &% 7 0 —MHEEEE LE T,
1.AIST X — 4 BIgR O Y HE
L (BHEAELEEA)
2 (B D EHiFH
0~7 (10#%) 2EELET,
<priority end>IZi&<priority start>k D KEWIL—HPEEEZIFEL TS,
inner-tag-vlan <tag vlan id>
2B H® VLAN Tag ® VLAN ID Z#EE L %7,
1. AT X — 5 BRROHE
L (BHEAFELEEA)
2 fEDOREHEH
0~4095 (10 #E#) =ZfEELEJ.
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{ip | <protocol> | icmp | igmp | tcp | udp}
70— SR mac-ip ZFEE L BAEIGERTEE T,
IPvA Ny SO EMTO P IVFHEEELE T, 1220, IRTOTO FaLENRNRET HHE
Zip ZFEELE 9,
1. AT X — 5 BIgR O HE
B TEEEA
2 ED R E HH
0~255 (10##) /370 I LE&H2EELE T,
BETEAS U FIVERRS [R7-3 FEEMREAZ YT bILER (IPvd)] 2SR LTLES
U,
{ipvé | <protocol> | icmp | tcp | udp}
70— HEEAERIC mac-ipvb #IEE LIZIBAICRIRTE £ 7,
IPV6 /8y FO B 70 S INEEEEELE T, 727EL, IRXTOTB FALENRET 25H
13 ipv6 ZFEE L £,
1. AT X — 5 BEgR O Y HE
HBTEEEA
2 MED R E
1~42, 45~49, 52~59, 61~255 (10 &%), £/l d7a b LEMEREELE T,
TBETEA 70 MBI [R7-4 $EEMRELR 7T b ILERR (IPve)] 2B L TS
U,
{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
REETIPvA T RLAZIEELE T,
host <source ipv4>%18ET 5 &, <source ipvd>DFHEL—EH% 70 —HEFEHEE LET,
TRCOEFBILIPVA 7 FLAZIBET 25 H I any ZHBELE T, any 2H8ET 5 &, EET
[Pv4 7 FLA%Z 70 —BHEEFE I LEREA
own-address #18ET 5 &, WRA VY T2 —RICHESNTWVA IPvE 7 R L A% %EETT IPv4
T RLVAELT70—@HEFICLET,
own-prefix #¥6§E T 5HE, MREA VI T —RACHREENTVWAIPVA T RLADRY NT—2 7
FLAEZ 70 —BHEFICLET. KA MT FLAMIERELET,
7#3, own-address 8 LU own-prefix 2I§E L7cA V¥ 7 2 —ANTILF RA—LDFEX, T
A< IPv4 7 RLAPRRITED ET,
range-address 287 E€9 % &, <source ipv4 start>7 5 <source ipv4 end>D#HiFH % 7 0 — & H
FhElLET,
1. AT X — 45 BigR O Y HE
B TEEEA
2 MED R E
<source ipv4>IZIZEETLIPvA 7 RLAZIEEL £ 9,
<source ipv4 wildcard>IZiZ IPv4 7 FL AOFR TCHEEDOERFA T2 Y &L TLTA L
RA— R A% Pv4d 7 FLAERTIHEL T,
<source ipv4 end>iZlF<source ipv4 start> K DK Z W IPv4A 7 RLAZIBE L TS0,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255
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{<source ipv6>/<length>| host {<source ipv6> | own-address} | any | own-address <own
address length> | own-prefix | range-address <source ipvé start> <source ipv6 end>}

RETLIPV6 7 L AZIBELE T,
host <source ipv6>%18ET 5 &, <source ipve>DFHLE—EH* 70 —HEFEHFEE LET,
TRCOEFBITLIPVE 7 LU ARIBET 25E1d any 2IBELE T, any 21EET 5 &, REET
[Pv6 7 FLAZ 7 U—#HEF LI LEEA
own-address Z¥EET HE, WRA VI T 1 —RAICHESNTWVBIPv6 Zu—NL7 KL A %%
B IPv6 7 RLARE LT 70 —HEHFE LET,
own-prefix ZIET S &, RNRA VI 72— RAHRESNTWVS IPv6 7T —N)LT7 R L A %iEF
TLIPV6 7 KL A, IPV6 70 —NL7 RLADT L 7 1 v 7 AR #<length>& LT 7 0 —#HEM
IZLE T,
range-address 2187 E9 % &, <source ipvé start>7 5 <source ipv6 end>D#HiF % 7 10 — & H
FHELET,
1.AST A — 4 BigR O FIHE
BETEELHA
2B E i
<source ipv6>IZIZEFETLIPv6 7 RLAZIEEL £ 9,
<length>IZ1Z [Pv6 7 R L ADHFT—HEH L2287 % 7 N L ADKEN 5 O bit B THEE
LET,
<own address length>IZ21 own-address DHT—HEM L L2 2P % 7 L ADLEP 5
Dbt HTHELE T,
<source ipv6 end>iZlF<source ipv6 start> K D RKZF N IPv6 7 RLAZIFE L TL S,

<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
fEft- fEff £t £ £ £ - £

<length>: 0~128

{{eq | neq} <source port> | range <source port start> <source port end>}
EETR- I ESEHEELET,
7a rIVA TCP BLVUDP DA T 3 T,
eq #15E T 5 &, <source port>D5ELE—H%E 7 u—HHEEMFE LET,
neq #¥8E€9 % &, <source port>DIAzE 7o —#mHEHFELET,
range #18E 9 % &, <source port start>7 5 <source port end>D#ifl % 7 0 —fEHEMFEE L
9,
1LAINT A — & B OFHAE
L (BHEAELEEA)
2B EHH
0~65535 (10 #H) F7ziER— MEFREEELE T,
IEECTE SR — MW [R7-5 TCP THEEMRELAN— MR, [£7-6 UDP TIEEM R
s AR— MR (IPv4)] BEU [£7-7 UDP TIEERREL AN — F&F (IPve)] 2L TL
23,
<source port end>IZl3<source port start>k D AZWKR— FEEEIEEL T 2S00,
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination
ipv4 end>}
FEEIPv4 7 RLAZIEELE T,
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host <destination ipv4>#%#§E3 % &, <destination ipv4>D57EL—% 70 —HEHE LE
‘a_o

TRTDFEE PV 7 RLAZIEET 2EA L any 28E LEJ. any 218E€ T A &, 8% IPv4d 7
FLAZ70—BHFEFEIELEEA.

own-address Z1EET B &, NRA VY T2 —RAICHRESINTWVWS [Pv4 7 R L A %585 [Pv4d 7
FLZAELTT7a—BHEFICLET,

own-prefix #IEET S &, RARA VI Tz —RAICRESNTWVSIPVA T RLADRY N T =T 7
RLAZ 70 —BHEFICLET, FA M FUARIIERELET,

%23, own-address 8 & own-prefix ZIEE LA V¥ 7 2= ANTLFR—LDFEHZ, 7T
A< IPv4 7 RLABRRICEDET,

range-address #8795 &, <destination ipv4 start>7> 5 <destination ipv4 end>D#iff % 7
O — AL LET,
14N T X — % BUER OF)HAE
BB TEEEA
2. B EHF
<destination ipv4>121358% [Pv4 7 FL AZIBE L £ 9,

<destination ipv4 wildcard>i213 IPv4 7 R L ADOH TCHEBRDEZHFAITHE Y M2 TRZY
ANVEH—RY AT ZIPvA 7 RL AR TIEEL £,
<destination ipv4 end>iZ ik <destination ipv4 start>& D KE W IPv4 7 RLAZIEEL T
<ZEW,
[Pv4 7 F L A (nhnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-

address <own address length> | own-prefix | range-address <destination ipvé start>
<destination ipvé6 end>}

5 IPv6 7 L AZEELET,

host <destination ipv6>#%#§E3 % &, <destination ipv6>D57EL—% 70 —HEHE LE
‘a_o

TRTDFEEIPVO6 7 RLAZIEET 2EA L any 28E L EJ. any 28E€T A &, 58k IPv6 7
FL2AZ 70— LEEA.

own-address Z¥ET B E, WRA VI T 1 —RAICHEENTWS IPv6 70 —NL7 FL A %%
FIPVO 7 RLAE LT 70 —HESRELET,

own-prefix #IEET S &, RRA VI T2 —RIRESNTWVS IPv6 ZTa—N)L7 RL A %5
[Pv6 7 LA, IPv6 70 —N)L7 RLAD L7 4 v 7 ZAE%<length>& LT 7 0 —#HSEMFIC
LET,

range-address 289 % &, <destination ipv6 start>7 5 <destination ipv6 end>D i % 7
O—RHSEFE LTI,
1. AT X — 4 BEEEE O F)HE
BB TEEEA
2B EHH
<destination ipv6>1213585E IPv6 7 N L ZAZ4EE L 9

<length>IZIX IPv6 7 R L ADHT—HEH L5285 % 7 N L ADEED 5 O bit THE
LEd,

<own address length>iZid own-address DHFT—EEMH L2 58P %2 T N L ADEEDNP S
D bit ITHEL LT,
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<destination ipv6 end>iZi&<destination ipv6 start>& D AKEWVWIPV6 7 L AZIBEL T
NARIRN
<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
igiiiRiiRiRiiNniRiiiEii
<length>:0~128
{{eq | neq} <destination port> | range <destination port start> <destination port end>}
AR - P ESEEELXT,
ZFa ba s TCP BLTUDP 23047 a > Td,
eq #15E T 5 &, <destination port>D57E2—8% 7 0 —HHEEHE LET,
neq #¥§7E 9 % &, <destination port>LI#t% 7 0 —#HEEtE LE T,
range ##8E€9 5 &, <destination port start>7* 5 <destination port end>D#if % 7 0 — & H
FELET,
1. AT X — 4 BEgR O Y HE
L (BHEEfELEEA)
2 [EDEHH
0~65535 (10 &H) F7-ldR— rEEERELE T,
FEETE SR - MEIRE [R7-5 TCP TIEERRELKR— MR, [£7-6 UDP TiEERAE
7sR— &R (IPv4)] BE T 1R 7-7 UDP TIEERREL AR — FAMF (IPve)] 2S5 L T
7230,
<destination port end>iZiZ<destination port start>k D AZWKR— M EEEFEL T2
S,
tos <tos>
ToS 74 —=LVEDOEY F3~6D 4y NTHh5 tosHEEELET
Nry b ToS 74 —LROEY F3~6D 4y MEHELET,

1. 48T X — 5 Bl R O F)HAE
HL (BHEAHELFIEA)
2 MBED R E HH
0~15 (10 #%) F/idtos BMEHR/EL LT,
EETE 5 tos BRI [R7-8 FEEATREZ tos BFR] 2L T &0,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V RO EfI3 ¥y b THA precedence HEIBEL X,
range #18E€ 9 5 &, <precedence start>7» 5 <precedence end>D#if % 7 0 — M4 S L
ESC I
Ny b ToS 74 —LREM3EY MEHBILET,
1. A8 X — ¥ Bl R O P HAE
L (BHEAHELFIEA)
2 MBED R E HH
0~7 (10 %) 713 precedence &MEIEEL £,
67 T & % precedence &#hid [ 7-9 1EEFTHE precedence ] ML T ES 0,
range Z{8E 9 554, <precedence start> & <precedence end>1Z & precedence fE % 57E
L, <precedence end>IZid<precedence start>& Y K Z > precedence EZIHE L TL2E
W,
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traffic-class <traffic class>
NTT4w I ITAT 4= MEEZEELE T,
NIy bDORNT T4 w7 TFAT 4 —)LRERBLET,
1. AT A — 5 BEgR O P HAE
mL (BHEfELEEA)
2MED R E
0~255 (10 ##) ZEEL £,
dscp {<dscp> | range <dscp start> <dscp end>}
o 7 u—RHEAERD mac-ip OB &
ToS 74— LVFOLEM6EY FTHADSCPELIEELET,
range #18E€ 9 5 &, <dscp start>75 5 <dscp end>D#Hi% 7 0 —HEGFE LET,
Ny bDToS 74— REM6EY FEHBELET,
o 70— BEHISEAERA mac-ipve D&
NI4T ITAT A= VROEM6EY N THSDSCPEZIEELET,
range #18E€ 9 5 &, <dscp start>5 5 <dscp end>D#HiH % 7 0 —#HEGFE LET,
NRry bOYFT 497 7FAT 4 —)LREM6EY PERBLET,
1. AT A — 5 BigR O P HE
mL (BHEAELEEA)
2MED R E
0~63 (10#E#) F£7/-1X DSCP ZFr%EELE T,
fEET& % DSCP &3 [#R 7-10 $EERREZ DSCP &fn] 2L T 7ES 0,
range *{8E€ 9 5154, <dscp start>& <dscp end>I2id DSCP % #EE L, <dscp end>iZ
l&<dscp start>& D k&Z 1\ DSCPEZIEE L TL2E 0,
established
TCPAYFDACK 75 7£7ERST 75701 D)y FOBHZEBELE T,
Tu rIVBTCP 23 OA T 3 0 TT,
1. AT A — 5 BEgR O P HAE
mL (BHEEAELEEA)
2D EHH
L
{(+ack | -ack}
TCPANY¥DACK 75 7 OBHEEELE T,
Tu rIVHBTCP 23 OA T 3 »TT,
+ack i3 ACK 7771 @8 v b, -ack i3 ACK 757008y ek D&,
1. AT A — 5 BEgR O P IAE
mL (BHEEAELEEA)
2 MED R E
L
{+fin | -fin}
TCPANYFDFIN 75 7OBHEEELE T,
Tu rINHBTCP 23OA T 3 0 TT,

327



9 QoS

HinZ FIN 7573107y b, finldFIN 7S 78007y &z DET,
1. 4085 X — & Bk O ¥ HE
L (BHEFELIEA)
2B D E
%L
{+psh | -psh}
TCP Ay ¥ D PSH 77 7Ot #EE L %9
TurIVBTCP 2O T 3> TY,
+pshid PSH 75 7A 1 @3 v b, -pshidPSH 757 B0/ ry bERDET,
1. 4085 X — 4 iR O ¥ HAE
L (BRHEAFELIEA)
2B D E #
%L
{+rst | -rst}
TCPAY ¥ DRST 77 7 DiEHZIEEL £,
T rILVBTCP 2O T 3> TY,
+rst i RST 757 1 @87 v b, st & RST 75 700Dy hEEDET,
1. AT A — % BsR OF)HAfE
L (BHEAFELEEA)
2B D E #H
%L
{+syn | -syn}
TCPAY¥D SYN 75 7 OBHEZIRELE T,
7RIV TCP 23O A T 3 »TT,
+syn i & SYN 75721 0%y b, -synid SYN 757300/ 7y bz xd,
1.ANT A — % BUsR OF)HAfE
Rl (BHEHFELEEA)
2 fED R EHEF
AQ
{+urg | -urg}
TCPAv ¥ D URG 7 F 7O ZTRELE 9,
7RIV TCP Z3OA TS 3 > TT,
turg Z URG 75 7B 1 o7 v b, -urg i dURG 77 7B 0087y & DET,
14985 X — & AR O X HAE
L (BHEHELEEA)
2 fED R E
%L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ T EE L7,
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range #{8E€ 9 5 &, <icmp type start>7>5 <icmp type end>D &% 7 0 —#EEEE LE
a_o

7a b aAHICMP 23 0F 7S 3 v TT,
1.ANT X — 4 BIgR O Y HE
mL (BHEfELEEA)
2B E HH
0~255 (10 ##) =HEELET,
<icmp type end>IZiE<icmp type start>& D KEWICMP ¥ 1 FZBE L T2 E 0,
<icmp code>
ICMP 2—FZEEL £,
7a b aHICMP 23 0F 7T 3 v TT,
1. AT X — 4 BIgR O Y HE
mL (BHEfELEEA)
2 MED R EHH
0~255 (10 ##H) ZHELET,
<icmp message>
ICMP X vt —U&ZMziRELX T,
Tu IV ICMP 223 0F S 3 > Td,
IHETEDICMP X v —YFFE [F7-13 ICMP TIEER LR A v —I 8 (IPv4)] B &
U [ 7-14 ICMP THEEARELZ X vt —IZFF (IPve)] 2ZRL TS0,
1.ANT X — % BUR OF)HAfE
L (BHEAFELEEA)
2 MED R E
AQ
<igmp type>
IGMP ¥ 4 7%$EEL £7,
7a b aHIGMP 2 0F 72 3 »TT,
1. AT X — 4 BIgR DY) HE
mL (BHEfELEEA)
2B E HH
0~255 (10 %) =HEELET,
length {upper | lower} <length>
[P1—HF—5EDLREF/IITREEZIEELET,
upper : ERREZIEEL 9. <length>PITo/7ry b2 70 —#HEfFELET,
lower : FIREZIEE L ET. <length>Dl ED/S7ry bx 7o —EHEFE LET,
1.AIST X — 4 BigR DY) HE
mL (BHEfELEEA)
2 AED R E
0~65535 (10 #%) zHEEL £,
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{(+mf | -mf}
o 7 u—mHEHER A mac-ip DHE
Flags 74 —IVRO L1 EY hTHBEMF 77 7DEZIEELE T,

tmf lEMF 75731 D%y b, -mfldMF 75753 00/%7y bz 7o —BHEFE LE
3_0

o 70 —BHSEAER mac-ipve O5E
TITRAY ANV TDOM T T TOEEEELET
FmfIEIM 757107y ~, mfiEM 757800y vE7a—BHEGFEELET,

1. 4085 X — & Bk O X HE
L (BHEfELEEA)

2 fE D E HiF
=L

(+fo | -fo}
Fragment Offset 7 4+ —)L ROEZEE L 9

+fo i& Fragment Offset 7 4« — )L ROMED 0 LIS D85 v b+, -fo id Fragment Offset 7 ¢ —JIL K
DOEMR0 D)y FE 70— BHEEELET,

1. AT X — 5 BROHE
L (BHEHELEEA)
2B E HH
L
{layer2 | layer3}
kR Z4EE L £ 9
layer2 XL+ v 2 k3 2,87 v b, layer3 LA v 3H#d 237 v b2EELE T,
1.AIST X — 4 BIgR O Y HE
L (BHEAELEEA)
2 B D EHiH
%L
<action specification>/¥5 X —%
action

TJu—tEH L7283y SOEERIEE LE 9, <action specification>/85 X — & &R0 FIAICHE
ELTLES 0,

1485 X — & AR O FHAE
L (BfE2IEELEEA)

2 fEDREHF
=L

priority-class <class>
BRI I AZBELET,
14N T X — & B O F)HE
L (BERIVIFAZEELEEA)
2B D E
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1~8 (10#%) ZHEELET,
discard-class <class>
B T AZEELE T,
Ny NOEEY T A%, HEME<class>ICEELE T,
1.ANT A — % BUR OFHAfE
7L (BEIVIRXEEELERA)
2 MED R E
1~4 (10#%) ZHEELEIT,
replace-dscp <dscp>
DSCP E&#AHZIEE L 95
37w D DSCP 7 4 —)L R %, {BEME<dscp>IlEEHBRZIET,
1L.AINT A — & BRE OFHAE
L (DSCPEZH A FTHA)
2 f[EDRHEEH
0~63 (10 #%) F7-1X DSCP &irEHEL £7
fEET& % DSCP 4#nd [#£ 7-10 #5EFREZ DSCP &fr] 2L T ES 0,
replace-user-priority <priority>
I-YEEEDESBRIELIEELEL I,
Ny b DA —HEEE EZEEME <priority>ICE S A £ 9,
LANT A — 5 AR OFIIE
L (A—YEEEEZSIHRIIHEA)
2B EHH
0~7 (10#%) =HEELEI.
dscp-map
DSCPEICL > TEBEIVTABIVEREI I AL RET S DSCP vy V2B R LET,
DSCP IS 2857 TABIVERY T AL [A>T7 1 7L — 3 54 K Vol2] [16
BRELE] 2R L TIES W,
1. AT X — 5 BIgR O FHE
L (DSCP vy By 72BHLERA)
2 fEDRHEEEH
%L
policer <policer name>
RV -V PIBEEELE T,
1. AT X — 5 BIgR O HE
L (R —HeEZHERLEEA)
2 ED R E HH
policer v RTHEFHDRIV Y —T U NI RBREHEELET,
user {<user id> | llrlg | default} [OP-SHPS]
BELY =z — 01— EEELET,
<user id>
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332

BEL-FOID ZEELET,
llrlg
LLRLQ 2 —H¥ZEEL £,
default
TI7ANMI—H2EELET,
1. AT X — 5 BRROHE
7L (BEtyz =01 2EELEHEA)
2B E HH
1~3056 =6 L £ 9,
drop
Ny POFEREZIEELE T,
1.ANT A — % BsR OF)HAfE
sL (EELEEA)
2B DR E HEH
AQ

[O7 > REEERFOEIE]

L
CEEANDRE]
L

1.34E7C MAC 7 R L 2B L U%E5E MAC 7 F L A2 nnnn.nnnn.nnnn A & AUz & &
any EXRRLE T,

2.585 MAC 7 R L AIZ5E5E MAC 7 R L AZBRE /21358% MAC 7 R L RABFRO T RLA%E A L7z
BEIL, sEMACT FLAZHZERLE T,
FEUAOEET MAC 7 R L AB L U%EHE MAC 7 K L 22 nnnn.nnnn.nnnn 0000.0000.0000 &
AN U7z & %13 host nnnn.nnnn.nnnn &R R L E T,

3REETLIPVA T RLATA LR A= R AT BELUEAEIPVA T FLATA LRI —=RT AT
255.255.255.255 L ASi L7z &l any EFRLET,

42 FBIXLIPVA T RLATA VR H—=RIY AT BLO5HRIPvA 7 L AT AL KAH—RF<ZX27120.0.0.0
E AJ1 L7z & %1 host nnn.nnn.nnn.nnn, host own-address EFERL £ 9,

5.3%E7C IPv6 7 R L AB K UFES IPv6 7 K L Zd<length>, <own address length>i12 0 & AS1 L7z
E&Zldany EFERLET,

6.32Z7C IPv6 7 R L AB X U%ES IPv6 7 F L Ad<length>, <own address length>IZ 128 & A
L 7z & %13 host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address &F R L F 7,



[BEEOY > K]

advance qos-flow-list

advance qos-flow-group

advance qos-flow-list resequence
remark

policer

9 QoS
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gos (ip qos-flow-list)

IPv4 QoS 7ua—1) A M TO 70 —tHFEM, BIUEHEREE2EELET,

Ho/NT XA =% 2T u—BHEHFETEEE, LA VANY YERRI T 0 —BHEFIIEETE A

[AF#]

BRORE « BHE

[<sequence>] qos <target flow> [<action specification>]

HEROHIFR

no <sequence)

no <sequence>%£{79 % &, <sequence>»—H 9 % premium (ip qos-flow-list) > 1) &H
DETHIRSNE T,

<target flow>:

+Ho /8T A—=%7 LT, b7 u 3L TCP, UDP, ICMP B XU IGMP LISV DHE

{ip | <protocol>} {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv

4> | own-address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination ip

v4 end>} [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end

>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+

mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority
{<priority> | range <priority start> <priority end>}}]

+o /85X =%k LT, EA7 v b3l TCP OEE

tep {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4d end>} [{{eq | neq}
<source port> | range <source port start> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <{destination port end>}][{[established] | [{+ac
k | -ack}] [{+fin | =fin}] [{+psh | -psh}] [{#rst | -rst}] [{+syn|-syn}] [{+urg | -urg}]}]
[{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}] | dsc
p {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}
] [-fo] [interface <interface type> <interface number>] [{untagged | user-priority {<priori
ty> | range <priority start> <priority end>}}]

+o /8T XA—=%7 LT, EurubaiLy UDP oEs

udp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addre
ss} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} [{{eq | neq}
<{source port> | range <source port start> <source port end>}] {{<destination ipv4> | own-ad
dress} <destination ipv4 wildcard> | host {<destination ipv4> | own-address} | any | own-pr
efix | range-address <destination ipv4 start> <destination ipv4 end>} [{{eq | neq} <destina
tion port> | range <destination port start> <destination port end>}] [{[tos <tos>] [precede
nce {<precedence> | range <precedence start> <precedence end>}] | dscp {<dscp> | range <dsc
p start> <dscp end>}}] [length {upper | Llower} <length>] [{+mf | -mf}] [-fo] [interface <in
terface type> <interface number>] [{untagged | user-priority {<priority> | range <priority
start) <priority end>}}]

+Ho TG A=#7 LT, kfi7a Il ICMP OFH

334

icmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destinati
on ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [{{<
icmp type> | range <icmp type start> <icmp type end>} [<icmp code>] | <icmp message>}] [{[t
os <tos>] [precedence {<precedence> | range <precedence start> <precedence end>}] | dscp {<
dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-
fo] [interface <interface type> <interface number>] [{untagged | user-priority {<priority>
| range <priority start> <priority end>}}]
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+o /8T A—=%7 LT, b7 T s3I H IGMP O5H

igmp {{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-addr
ess} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>} {{<destinati
on ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4> | own-addres
s} | any | own-prefix | range-address <destination ipv4 start> <destination ipv4 end>} [<ig
mp type>] [{[tos <tos>] [precedence {<precedence> | range <precedence start> <precedence en
d>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{
+mf | -mf}] [-fo] [interface <interface type> <interface number>] [{untagged | user-priorit
y {<priority> | range <priority start> <priority end>}}]

+Ho/NF X =¥ H D DIFE

{ip | <protocol> | icmp | igmp | tcp | udp} {{<source ipv4> | own-address} <source ipv4 wil
dcard> | host {<source ipv4> | own-address} | any | own-prefix | range-address <source ipv4
start> <source ipv4 end>} {{<destination ipv4> | own-address} <destination ipv4 wildcard>
| host {<destination ipv4> | own-address} | any | own-prefix | range-address <destination i
pv4 start> <destination ipv4 end>} [{[tos <tos>] [precedence {<precedence> | range <precede
nce start> <precedence end>}] | dscp {<dscp> | range <dscp start> <dscp end>}}] [length {up
per | lower} <length>] [{+mf | -mf}] [+fo] [interface <interface type> <interface number>]

[{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

<action specification>:

BEL LOBS
« RY)HF—T2 ) LOBE

action [replace-user-priority <priority>] [replace-dscp <dscp>] [{[priority-class
<class>] [discard-class <class>] | dscp-map}] [user {<user id> | llrlg | default}]

e RUT—ITU MDY DEHE
action [policer <policer name>] [{priority-class <class> | dscp-map}] [user {<user id> |
Llrlg | default}]

EEHDDHE
action [drop]

[ASIE—K]
(config-ip-qos)
[INFX—4]
<sequer1ce>
Ju—EHEFOBRIEF THh L —7 V AFSEBELE T,
1.A&I8T X — & BRER O P HAE
QoS 71— A MAICEMEN L WIBE, FHAEIX 10 TT,
FHEEELTHA5E, EELTHEY -7 ABESORKMEF10 T,
212U, Y= Y ABBSOBRKED 4294967284 LD KEWEZIEE L HARIEKRTEEEA,
2. fE 5% 7E Hi
1~4294967294 (10 &%) ##EEL LT,

<target flow>/¥F X —%
{ip | <protocol> | icmp | igmp | tcp | udp}
IPv4 /87y SO BT 0 S IVGEEEZEELE T, 72720, IRXTOTO bALENRET 25H
i ip ZHEELEX T,
L. AT X — 5 B O YIHE
B TEEHA
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2. D EEH
0~255 (10&H) F/-xa raLV&REEELET.
HETE S 70 b aVEIRIE [R7-3 EEMRL T FILER (IPv4)] 2B LT LS
W,
{{<source ipv4> | own-address} <source ipv4 wildcard> | host {<source ipv4> | own-
address} | any | own-prefix | range-address <source ipv4 start> <source ipv4 end>}
RETLIPVA 7 RLAZIEELE T,
host <source ipv4>%1EET 5 &, <source ipvd>DFTELE—H%E 70 —HEHFELET,

TRTORETIPVA 7 KL ARIEET 25814 any #I8E LET. any 288 T 3 &, BET
IPv4 7 FL 2% 70— At e LIt A,

own-address Z1EET 2 &, NRA VYT —RIIHEENTWS IPv4 7 KL A %2%E(ETT IPv4
FRLRELTT7u—MHEHFIZLET,

own-prefix #1§E T 5L, MRA VI T2 —AHEESNTVWSIPVA T RLADRY NT—T 7
FL2EZ 70 —BHEFEFICLET. FA T FLAMIERE LT,

73, own-address 8 & own-prefix ZIHE L7zA V¥ 7 2 —AWTILFR—LDOHEIE, TI
A< IPv4 7 RLABRRICEDET,

range-address Z#8E 9 % &, <source ipv4 start>7> 5 <source ipv4 end>D#HiF % 7 0 — &
FELET,
L.ANT X — 5 BUERE O FHE
BRTEELA
2 B D E i
<source ipv4>IZIHEF T IPvE 7 FLAZEELE 9,
<source ipv4 wildcard> 213 [Pv4 7 R L ZOHF CERBDEZFFAIT A Y N2 TITA L
RH—RY A7 % Pv4 7 RLAERXTIEELE T,
<source ipv4 end>IZl3<source ipv4 start>K D K EWVWIPv4 7 RL AZIEEL TL S0,
[Pv4 7 F L A (nnn.nnn.nnn.nnn) : 0.0.0.0~255.255.255.255

{{eq | neq} <source port> | range <source port start> <source port end>}
REETR- I ESEZHEELE T,
Za ba s TCP BLTUDP 23047 a>rTd,
eq #18E T 5 &, <source port>D5EE—% 70 —HRHEFE LET.
neq Z{EE 9 5 &, <source port>PistE 70 —HEFE LE T,
range #¥8E€9 5 &, <source port start>7% 5 <source port end>D#HiF % 7 0 —EHSEFE L
9,
1. AT X — 4 BEgR O P HE
mL (BHEEAELEEA)
2 B E i
0~65535 (10 &#H) F£7-ldR—rEAEERELE T,

IEETE 2R — MaMM& [£7-5 TCP CIEEMRLZF— MW BLU [£7-6 UDP T
TERRER A — b (IPv4) ] 2L TS,

<source port end>IZl¥<source port start>k D AKZFNWKR— FBEEEIEEL T ZE W,
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{{<destination ipv4> | own-address} <destination ipv4 wildcard> | host {<destination ipv4>
| own-address} | any | own-prefix | range-address <destination ipv4 start> <destination
ipv4 end>}
% IPvA 7 RLAZEELE T,
host <destination ipv4>%4$gE 9 5 &, <destination ipv4d>D5EE2—E % 7 0 —HFEfEE LE
ED
TRCDFELE PV 7 RLUAZIEET 2EHE L any 2EE L EJ. any #E8ET 5 &, 5%k [Pv4d 7
FL 2%z 70—t sdLEdA.
own-address ZfHET D&, WEA V¥ T2 —RIIHESN TS IPv4 7 R L RAZ5E5% IPv4 7
FrzaELT7u0—BHEEMFICLET,
own-prefix Zf§E T 5 &, MEA V¥ Tt —AIRESNTVWSIPVAT RLADRY hT—T 7
LB Z 70 —HERFICLET. AAMT FLARIZERELE T,
7%, own-address B XU own-prefix ZIBE LA V¥ 7 2 —ABVIVF R—LDBEIX, T
A<2YIPV4 7 RLADPHRICZDE T,
range-address Z§E 9 % &, <destination ipv4 start>7” 5 <destination ipv4 end>D#if % 7
O—fHEfFE LE T,
LAINT X — 4 BERE O FHE
B TEEHA
2MED R E
<destination ipv4>IZI5E5E IPv4 7 L A2 EE L £ T,
<destination ipv4 wildcard>i213 IPv4 7 R L ZDH TCEBDEZHFATT A Y 2L TRzY
AV RHA—FvRTZPv4T FLAERXTHEEL I,
<destination ipv4 end>iZ ik <destination ipv4 start>& D KEWVWIPv4 7 RLAZIEEL T
7E W,
IPv4 7 R U X (nnn.nnn.nnn.nnn) - 0.0.0.0~255.255.255.255
{{eq | neq} <destination port> | range <destination port start> <destination port end>}
FER— I ESZHELE T,
7 hIVH TCP BLVO UDP DA 72 3 T,
eq #8E T 5 &, <destination port>DEL2—%E 7 u—HHEFHFELET,
neq #¥E 9 % &, <destination port>DIst% 7 o —#HSEEE LET,
range #¥8E€ 9 5 &, <destination port start>7% 5 <destination port end>D & % 7 0 —#&H
FhELET,
L.ANT X — 5 BERE O FHE
L (BHEEAELEEA)

2B O 3 e Hi
0~65535 (10##) £LER—-MEMEEELET,
IEETEHHR— MENZ [R7-5 TCP THHEMREL AR — F&IR] BLU [£7-6 UDP T
ER[HE AR — bAFR (IPv4) ] 2L T2 S0,
<destination port end>IZiZ<destination port start>&k D KZWKR— M EBEEEL T2
S\,

tos <tos>
ToS 74—V EDEY F3~6D 4y NTh5 tos [EEIEELET,
Ny bDToS 74 —IVROEY F3~6D4Ey FEREBLET,
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148 X — 5 BRgR O FIHAE
mL (BHEfELEEA)
2B EHH
0~15 (10 ##) F7zidtos BFREIEELE T,
TEETE % tos BN [R7-8 FEEFIRER tos ] 2ZML T ZS W,
precedence {<precedence> | range <precedence start> <precedence end>}
ToS 74—V RO L3 ¥y hTdhA precedence [EEIEEL T
range #18E 9 5 &, <precedence start>7» 5 <precedence end>D#EiF % 7 0 —HEMGE L
7,
Ny b ToS 74—V REM3EY MERELET,
148 X — 5 BRgR O FIHAE
L (BHEAELEEA)
2B EHH
0~7 (10 #%) 7213 precedence EMETEEL £,
57 T & % precedence &3 [ 7-9 FEERREZL precedence AFF] 2L TS0,
range #18E€ 9 5%, <precedence start>& <precedence end>IZ 1% precedence B % f§7E
L, <precedence end>Zid<precedence start>& Y K&\ precedence EEEE L TL2E
W,
dscp {<dscp> | range <dscp start> <dscp end>}
ToS 74—V ROEM6 Yy hTHBDSCPEEEELET,
range #18E€ 9 % &, <dscp start>% 5 <dscp end>D#iFH%E 7 0 —HHEFEHFE LET,
Ny hDToS 74—V REM6EY FEHELET,
1.A8T X — 5 BRgR O P HAE
L (BHEAELEEA)
2B E HH
0~63 (10##) F/1XDSCP 2frz2EELE I,
fEET& % DSCP &#5id [%£ 7-10 f8ER[RE% DSCP &) 22 L T2 S0,
range #18E€ 9 5, <dscp start>& <dscp end>i2i3 DSCP fE#$57E L, <dscp end>IZ
l&<dscp start>k D AEZ 1 DSCPEZIEE L TS0,
established
TCPANY¥DACK 757 £7/7ERST 7570 1 Oy FOBHEIRRELE T,
7a baVH TCP ZFOA T2 a »TT,
148 X — 5 BRgR O FIHAE
L (BHEfELEEA)
2B E HH
=L
{+ack | -ack}
TCP Ay ¥ D ACK 77 7O HEELE T,
7a baAVH TCP 2O+ F2 3 TT,
+ack IXACK 75 7M1 @087 v b, -ack i3 ACK 757000 ry vz DT,

14N T X — & B O F)HE
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mL (BHEEAELEEA)
2 EDFRE HiFH
7L
{+fin | -fin}
TCPANYFDFIN 75 7OBHEERELE T,
7RIV TCP 23 OA T 3 »TT,
HinEFIN 7570108y &, finld FIN 7570800y NezDET,
1. AT A — 5 BigR O P HAE
sl (BHEEAHELEEA)
2 MED R E
7L
{+psh | -psh}
TCPANY¥DPSH 75 VOMHETEEL £,
Tu rILVBTCP 23 OAT> 3> TY,
+psh & PSH 7 Z 7 1 @)%y &, -pshid PSHZ7 700Dy ek D E9,
L. AT A — 5 BigR O FIHAE
L (BHEAHELEEA)
2 [ED R EHH
7L
{+rst | -rst}
TCPAY¥DORST 77 70OBHAIEELET,
7a baALB TCP EZFOA T a v TT,
+st & RST 7T 7M1 @O/ w b, st & RST 7570007y h&xDET,
1. 4085 X — & AR O ¥ HE
L (BHEAHELEEA)
2 EDREHH
7L
{+syn | -syn}
TCPAY ¥ D SYN 77 70OHE%IEELET,
Tu rIVHTCP 23 OA 7> 3 0 TT,
+syn & SYN 75 745 1 0% v b, -syn & SYN 75 7008 v hELDET,
LA T A — 5 BRgR O YIHE
EL (BHEAHELEEA)
2. [EDREHFH
L
{H+urg | -urg}
TCP ANy ¥ ® URG 7 7 7 OMith 2 EEL £ 7.
Fa haAB TCP 20T a>TT,
+urg . URG 757D 1 087 v b, -urg ldURG 75 70D/ 7y b DET,
LA T X — 5 B O FIHE

9 QoS
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L (BHEAFELEEA)
2B D E HH
AQ
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP % 78 E L7,

range #18E€ 9 5 &, <icmp type start>75 <icmp type end>D &% 7 0 —#HEEAEE L E
E

7u FIVHICMP 23 0F 23 > Td,
1. 4085 X — & gk O X HAE
Tl (BRHEEFELEIEA)
2B E HH
0~255 (10 ##) =EELET,
<icmp type end>iZi3<icmp type start>k D AREZ W ICMP ¥ 1 P2 IEE L TL 2S00,
<icmp code>
ICMP 2—FZEEL £,
7u VA ICMP 23 0F 23 > Td,
LANT A — 5 B OWIE
L (BHEfELEEA)
2B EHF
0~255 (10 #%) =HEELET,
<icmp message>
ICMP Ayt —VHMRERELE T,
7u s IUABICMP 2 OA 7> a > T9,

fHEETE % ICMP X vt —J &3 [£7-13 ICMP TIEERTREL X v £ — Y& (IPv4) | 25
LT 7ZS 0,

14N T A — % BUsR OF)HAfE
L (BRHEAFELEEA)
2 [EDEHH
AQV
<igmp type>
IGMP ¥ 1 7%4E8E L £7
7a ba A IGMP ZF0F 72 3 v TY,
1LAINT A — 5 B OFHE
Tl (BRHEEFELEEA)
2B E HH
0~255 (10 ##) =EELET,
length {upper | lower} <length>
[P1—HF—9EDLREF/ITTRIEEZEELET,
upper : FRREZIEELET. <length>PIFO/87ry bE2 70 —HERELET,
lower : NIREZIEELET. <length>Dl Eo/S7ry M2 7o0—-BEEGEELET,
1.AST X — 4 BIgR O W) HE
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L (BHEAFELEEA)
2 MED R E
0~65535 (10 E#) ZHEEL XTI,
{+mf | -mf}
Flags 74—V ERORM 1 €y hTHAHMF 77 VDEEBELET,
tmf I EMF 75728 10NNy b, -mfidMF 7572008y 270 —@HEFELET,
1.ANT X — 4 BigR DY) HE
L (BHEfELEEA)
2B EHH
ARV
{(+fo | -fo}
Fragment Offset 7 1 — )L ROEZIEE L £,
+fo 1& Fragment Offset 7 « —)L ROMEN 0 LSt o 8 v 1, -fo I3 Fragment Offset 7 4 —L N
DEB OOy va7u—EEFE LET,
1. AT X — 5 BIgR O F)HE
mlL (BHFEFELEEA)
2. f[EDREEEH
=L
interface <interface type> <interface number>
AT V—LPBT 24 05 T2 —A%EELET,
1. AT X — 5 BRI HE
L (BHEEAHELEEA)
2 ED R EHH
<interface type> <interface number>i2i&, RIZRT A > ¥ 7 = — AR 7L —TFITHIET
AV TL—ABBROA VY T —AFSEHETE LT, ffllld, ST A-FIHEET
Z5ME] O (WA Y7 - ADIEERE] 2SHML TS,
A=Y MFTA I T —R
A= N T RINTFTA I T =R
-VLANA %7 2 —2
untagged
Untagged 7 L —LOBHZIEEL T,
1LAIRT X — & B O HIHE
Tl (BHEFELEEA)
2 fED R EEH
%L
user-priority {<priority> | range <priority start> <priority end>}
I—PEBEEEZREELE T,
range #18E€ 9 % &, <priority start>7*& <priority end>D &% 7 0 — G E LET,
1.ANT A — % BUR OFHAE
L (BHEAFELEEA)

2 fED R EHEH
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0~7 (10#%) ZHEELXT,
<priority end>IZi&<priority start>&X D KEWIL—HPEELEEZIEEL TS,
<action specification>/¥5 X —%
action
TJa—H L7283y FOEIEEIERE L £ 9. <action specification>/%5 X — & (KD SLIEICIE
FELTLES 0,
1. AT X — 5 BRROHE
L (BfEzIEELEEA)
2 MBED R E HH
AQ
priority-class <class>
BRI I AZEBELET,
1.ANT A — % BHsR OF)HAE
"L (BEIVIRXEEELERA)
2B D E HH
1~8 (10#%) ZHEELXT,
discard-class <class>
BRI I ARBELET,
Ny FDOERY T A eiREME<class>ICEELE T,
L AT A — 5 B OWIE
7L (BEIIAZEELEHA)
2B EHIH
1~4 (10 #%) ZHEELET,
replace-dscp <dscp>
DSCPEZHXEZEEL £,
8y @D DSCP 7 4 —)L R %, fEEME<dscp>IcHEEHBERFT,
1.ANT X — % BsR OF)HAfE
L (DSCPEEZEZHMAEEA).
2B D E HH
0~63 (10##) £7:1X DSCP BFFEEEL X I,
fEET&E % DSCP ##5id [ 7-10 $8ER[#E7%% DSCP ##5] 2L T 7230,
replace-user-priority <priority>
I—PRBEEOEESHMIMELIEELE T,
Ny b OA—YREEE R EEE<priority>ICEF A £ I,
1. AT X — 5 BIROHE
Bl (—VELEZESBRIEILEA)
2B E HH
0~7 (10#%) ZHEELXT,
dscp-map
DSCPEIC & > THBET TABLUHEEY I AR MRET S DSCP vy BV ZTE2AHICLET,
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DSCP fEICHIET 5BE IV T ABLVEREY TR [ 71+ L= a4 R Vol2] [16
BEREEE] 22 L TIES W,
1. AT A — 5 BEgR O P HAE
L (DSCP vy EYZZ2EHALEEA)
2 MED R E
L
policer <policer name>
RV -T2V PURERELET,
1. AT X — 4 BEgR O Y HE
L (RUY—HKegzEHLEEA)
2 MED R E
policer 3v > RTREFADARIV Y —T Y M) ZEIFELET,
user {<user id> | llrlg | default} [OP-SHPS]
Rl z— 01— %2EELET,
<user id>
BEL-VTOID2EELET,
lIrlg
LLRLQ 2—H%EEL £7.
default
TI74N M I—FEHEELET,

1.8 X — & BIERE O FHE
7L (Bt z—01—H%2LEELEEA)

2. f[ED R EEH
1~3056 ZEE L £ 9

drop
Ny hORERZIEELE T,

14N T X — & BIEE OF)HE
L (BELIEA)

2 fED R EH
A9V

[37 > REREF DOEE]

%L

[ERIEANDRE]

%L

[EEME D RERZZH]

BEEEER, TIOERICRBENET,
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CE=EIA]
LEERET FVRATA NV R A= R R BEUSET FLATA )V R H— R X271 255.255.255.255
EASILIzEZ S any EFRLET,

2B RLATANLV R A= RV RIZBROGBET RLATAIL R A—=R<YA7120.0.00 EASI LT
& Z13 host nnn.nnn.nnn.nnn, host own-address &EFRLF 9

(BSEIY> K]

ip gos-flow-list

ip qos—flow-group

ip qos—-flow-list resequence
remark

policer
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gos (ipvé gos-flow-list)
IPv6 QoS 7u—Y R FTO7 U — @G, BLUBEEEEZREELET,

HoNF A=y EZTu—BHEMETREE, LAV 4Ny YEFZT7T0—BHEHICTEETEE A,

[AFH]

BWORE - £F
[<sequence>] qos <target flow)> [<action specification)]
B OHIR
no <sequence>
no <sequence>%%{79 % &, <sequence>A»—¥9 % premium (ipv6 qos-flow-list) => FJ %
abETHIRENE T,

<target flow>:

+Ho /8T A —=%7 LT, b7 u 23Uy TCP, UDP B XU ICMP LISt 0i5E

{ipv6 | <protocol>} {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | ow
n-address <own address length>} {<destination ipv6)>/<length>| host {<destination ipv6)> | ow
n-address} | any | own-address <own address length> | own-prefix | range-address <destinati
on ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class> | dscp {<dscp> | ran
ge <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interf
ace <interface type> <interface number>] [{untagged | user-priority {<priority> | range <pr
iority start)> <priority end>}}]

+Ho T A—=%7 LT, kfi7u a3 TCP OHé

tep {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq} <destination port> | range <destination port start> <destination port e
nd>}] [{[established] | [{tack | -ack}] [{+fin | -fin}] [{tpsh | -psh}] [{+rst | -rst}] [{+
syn | -syn}] [{+urg | -urg}1}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp
start)> <dscp end>}}] [length {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <int
erface type> <interface number>] [{untagged | user-priority {<priority> | range <priority s
tart)> <priority end>}}]

+Ho /8T X—=F LT, Eu7a bais UDP OgsE

udp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own a
ddress length>} [{{eq | neq} <source port> | range <source port start> <source port end>}]
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-address <
own address length> | own-prefix | range-address <destination ipv6 start> <destination ipv6
end>} [{{eq | neq} <destination port> | range <destination port start> <destination port e
nd>}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start> <dscp end>}}] [le
ngth {upper | lower} <length>] [{+mf | -mf}] [-fo] [interface <interface type> <interface n
umber>] [{untagged | user-priority {<priority> | range <priority start> <priority end>}}]

+fo /8T A—=%7 LT, Efi7u 2L H ICMP OHE

icmp {<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own

address length>} {<destination ipv6>/<length>| host {<destination ipv6> | own-address} | an
y | own-address <own address length> | own-prefix | range-address <destination ipv6 start>

<{destination ipv6 end>} [{{<icmp type> | range <icmp type start> <icmp type end>} [<icmp co
ded>] | <icmp messaged}] [{traffic-class <traffic class> | dscp {<dscp> | range <dscp start>
<dscp end>}}] [length {upper | lower} <lengthd>] [{+mf | -mf}] [-fo] [interface <interface

type> <interface number>] [{untagged | user-priority {<priority> | range <priority start> <
priority end>}}]

+Ho/NF A= BH D DIFE

{ipv6 | <protocol> | icmp | tcp | udp} {<source ipv6>/<length> | host {<source ipv6> | own-
address} | any | own-address <own address lengthd} {<destination ipv6>/<length>| host {<des
tination ipv6)> | own-address} | any | own-address <own address length> | own-prefix | range
-address <destination ipv6 start> <destination ipv6 end>} [{traffic-class <traffic class) |
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dscp {<dscp) | range <dscp start> <dscp end>}}] [length {upper | lower} <length>] [{+mf |
-mf}] [+fo] [interface <interface type> <interface number>] [{untagged | user-priority {<pr
iority> | range <priority start> <priority end>}}]

<action specification>:

BELZ LOBE
e KUY —T M) LOESE
action [replace-user-priority <priority>] [replace-dscp <dscp>] [{[priority-class
<class>] [discard-class <class>] | dscp-map}] [user {<user id> | llrlg | default}]
e RUS—TYMUDHYOES
action [policer <policer name>] [{priority-class <class> | dscp-map}] [user {<user id> |
Llrlg | default}]
BEDH D DOBE
action [drop]

[AFTE—NK]

(config-ipv6-qgos)
NS X—=9]
<sequence>
Ju—HEFOBRIEF CH B —r VABSEEELE T,
1.8 F A — & B O WHE
QoS 7u—Y A FHIZEED R WIBE, #HEIX 10 T,
ZHEEEELTCHIEE, BELTHAHY—T VABESOHEKEFI0 TY,
12720, V=V ABEOBRKEN 4294967284 LD KREWVEXEELHEEIIERBTEE T A,

2 [EDFEEEH
1~4294967294 (10 ##) %2EELET,
<target low>/¥F X =%
{ipv6 | <protocol> | icmp | tcp | udp}
IPv6 Xy bOEMTO P IVFHEEELE T, 12720, IRTOTO FILERNRET 2HE
13 ipv6 ZFEEL £,
LAINT X — & B O HIHE
BB TEEEA
2 fEDREEH
1~42, 45~49, 52~59, 61~255 (10##), /370 b LBz EEL X7,
TBETES 70 MILNEIRI [FR7-4 FEERREA O b ILERR (IPve)] 2B LTS
W,
{<source ipv6>/<length> | host {<source ipv6> | own-address} | any | own-address <own
address length>}
EETTIPV6 7 FLAZEEL 7,
host <source ipv6>%18ET 5 &, <source ipve>DFHLE—H%* 70 —HFEAFE LET,
FTRTCOKEEBITIPVE 7 FLAZIBET 285G 1d any ZHBEL X9, any 2H8ET 5 &, EET
[Pv6 7 NL A%z 70—t LI LI A
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own-address Z1EET B &, NRA VY T2 —ACHEEINTWVWS IPV6 70 —N)L7 FL XA %%
BILIPV6 7 RLARE LT 70 —HEHFE LET,
L.AINT X — 4 BEEEE O P HHE
B TEEEA
2. fE D &% E i
<source ipv6>IZIZEETLIPV6 7 RLAZIEEL £ 9,
<length>IZ1Z [Pv6 7 R L ADHFT—HKEH L2 587 % 7 N L ADKFED 5 O bit B THEE

L,

<own address length>{Z1d own-address DH T—HEM &2 5873 %2 T F L ADEEN, 5
O bit HTHEL LT,

<source ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
NN niRiniRiliRiiiRiiiRiiig

<length>:0~128

{{eq | neq} <source port> | range <source port start> <source port end>}
REETR - NESZHEELE T,
70 I TCP BLVUDP 72304 7 3 »TF,
eq #1BET 5 &, <source port>D5ELE—H% 70 —MmHEFE LET,
neq Z{EE 9 5 &, <source port>PistE 70 —HEFE LE T,
range ##8E€9 5 &, <source port start>7% 5 <source port end>D#Hif % 7 0 —EHSEF S L
ESCIS
1. 485 X — & BRgR O ¥ HE
mL (BHEfELEEA)
2 MED R E
0~65535 (10 ##) /o dFA— T+ BFEZEELET.
IEECTEHKR— MR [R7-5 TCP CHHERREL AR — F&FR] BLU [£7-7 UDP T
FERREZZ AR — MR (IPve)] 2R TS0,
<source port end>IZl¥<source port start>k D AZNWKR— FEEEIEEL TS,
{<destination ipv6>/<length>| host {<destination ipv6> | own-address} | any | own-
address <own address length> | own-prefix | range-address <destination ipvé start>
<destination ipvé end>}

FEIPV6 7 RLAZIBELE T,

host <destination ipv6>%1gEd 5 &, <destination ipv6>D5EE—E % 7 0 —HFEfE LE
TO

TRTDFES IPve 7 KL ARIEET 215E1d any #i8E L £ 9. any 2{EET 5 &, 585 [Pv6 7
FL2Z70—BEEFEIELEEA.

own-address #18ET 2 &, WRA VY T —RICHESNTNS IPv6 YO—N)L7 L X %58
FIPV6 7 FLAELTT7u—BHEESEELET,

own-prefix #IEET S &, WRA VI T2 —RACHRESNTWVS IPv6 Z7a—/N)L7 KL AZ5EE
IPv6 7 KL A, IPv6 70 —NL7 RLAD LT 1 v 7 ZAE%<length>& LT 7 0 —#HESEMFIC
LET,

range-address #$8E 4 % &, <destination ipv6 start>7>5 <destination ipv6 end>D#if % 7
O—BHEAEE LET,

1A T X — & BIEE O F)HE

347



9 QoS

348

BRTEEEA

2 fED R EHEF
<destination ipv6>IZI3%585E [Pv6 7 F L AZfEE L £ 9
<length>IZ13 IPv6 7 R L ADHT—HEM L 2287 %2 T N L ADIEED 5 D bit L THEE
LET,
<own address length>iZid own-address DH T—HEM &2 587 % T F L ADEEN 5
O bit HTHELE T,
<destination ipv6 end>IZid<destination ipv6 start>& D K&\ IPv6 7 N L A ZHEE L T
<72V
<destination ipv6> (nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn) : 0:0:0:0:0:0:0:0~
iiiiRinRinRiiNniRiiEii

<length>: 0~128

{{eq | neq} <destination port> | range <destination port start> <destination port end>}
SRR - P ESEEELX T,
7u b a)UA TCP BLUUDP 204 /> a3 T,
eq #15E T 5 &, <destination port>D57E2—8% 7 0 —HHEFEHFE LET,
neq #¥§7E 9 % &, <destination port>LI4t % 7 0 —#HEtEE LE T,
range ##8E€9 % &, <destination port start>7%* 5 <destination port end>D#if % 7 0 —f&H
FHELET,
1. 4085 X — 4 iR O ¥ HAE
mL (BHEEfELEEA)
2 [EDEHH
0~65535 (10 ##) F/ldA— T+ BFEZEELE T,
FEETE SR — MEIRE [£7-5 TCP CHEERREL A — &) BLU [£7-7 UDP T
EAHEZ R — FEFE (IPve)] 2SR LTLEE W0,
<destination port end>iZiZ<destination port start>k D AZWKR— FEEEIEELTL 72
S,
traffic-class <traffic class>
NI4T ITAT 4=V NERTEELE T,
NIy bONTT 4w I TTAT 4+ —LRERBLET,
1.ANT A — % BUsR OF)HAE
L (BHEAFELEEA)
2B E HH
0~255 (10##) ZEELET,
dscp {<dscp> | range <dscp start> <dscp end>}
NTITA4vIIFAT 4= FOLEI6 Y b THSHDSCPEEZIEEL T,
range #18E 9 5 &, <dscp start>75 5 <dscp end>D#iH % 7 0 —mHEFE LET,
Nry vDOEI 7490053 AT74—VREL6EY PEHBLET,
1. AT X — 5 BRROHE
L (BHEAFELEEA)
2B E HH
0~63 (10##) F7/-1X DSCP &FrZEEL X9,
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fEEFRE7Z DSCP &fhid, [£7-10 f5EFREZ DSCP &) 2L T2 S0,
range #18E 9 5%, <dscp start>& <dscp end>iZid DSCP fE%$EE L, <dscp end>Ic
ld<dscp start>& D A Z 1 DSCPEZIEE L TLIZE 0,
established
TCPAYFDACK 75 7£7ERST 75701 D)Xy FOBMHZREELE T,
7u baAVH TCP EZFOA T a v TT,
1A T A — 5 BREROFIHE
mL (BHEfELEEA)
2B DR E HH
L
{+ack | -ack}
TCP Ny & D ACK 77 VD ZEEL £,
TurILVBTCP 2 OAT > 3> TY,
+ack I ACK 75 7M1 o7 v b, -ack i3 ACK 75700y hEDEd,
1. AT A — 5 BEgR O Y HAE
mL (BHEfELEEA)
2 (B E HiFH
L
{(+fin | -fin}
TCPANYFDFIN 75 7OBHEERELE T,
7 IV TCP RO T 3 TT,
HinIEFIN 7570108y &, inld FIN 75708008y Nz DET,
1. AT A — 5 BEgR O FIHAE
mL (BHEEAELEEA)
2 (B E i
L
{+psh | -psh}
TCPANY¥DPSH 75 VOMHETEEL £,
7u A TCP 2O T 2 > Td,
+psh & PSH 7 Z 7 1 /%y b, -pshid PSH 770 0D/ ry &k D £,
1. AT A — 5 BigR O FIHAE
L (BHEFELERA)
2 MED R E
L
{(+rst | -st}
TCPAY¥DRST 77 7Ot 2 EE L7,
7u baALVH TCP EZFOF+ T a v TT,
+rst & RST 770 1 @87 w b, st & RST 7570007y h&xDET,
L. AT A — 5 BigR O FIHAE
L (BHEfELEEA)
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{+syn | -syn}
TCP ANy ¥ D SYN 75 7O =HEE L £9
7a baH TCP ZFOA T2 a »TT,
+syn & SYN 7772 1 @08y b, -synid SYN 75730/ v bz xd,
1485 X — & AR O R HAE
sL (BHEAFELEEA)
2 fEDRE
AQ
{+urg | -urg}
TCP ANy ¥ D URG 77 7D ZIHE L £9
7a baH TCP EZFOA T2 a »TT,
turg lE URG 75 7B 1 o7 v b, -urgiEURG 77007y M&sDET,
1. 485 X — & AR O X HAE
L (BRHEFEFELEEA)
2 fEDOREEEH
%L
{<icmp type> | range <icmp type start> <icmp type end>}
ICMP ¥ T EE L7,

range #18E 9 5 &, <icmp type start>7» 5 <icmp type end>D &% 70— A E L E
3_0

7a AV ICMP 23 0F 7 3 v TT,
1.AIST X — 4 BIgR O W HE
L (BHEAFELIEA)
2 (B D E HiFH
0~255 (10 ##) ZHELET,
<icmp type end>IZiF<icmp type start>& D KEZWICMP ¥ 1 FZIBE L TL 2 &,
<icmp code>
ICMP 2—RFZ#HEELE T,
7a s IUHICMP 2 0* T a > Td,
1.ANT A — 5 BsR OFHAE
L (BHEAFELIEA)
2 [EDEHH
0~255 (10 ##) ZfEELE I,
<icmp message>
ICMP Xyt —YEMziEEL £,
7a s IUABICMP 2 DA T 3 > T9,

FBETZ S ICMP X vt —YRMRE [ 7-14 ICMP THEERRELZ X v —T &M (IPv6)] 25
LT 7ZE v,

14N T X — & B OF)HE
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L (BHEAFELEEA)
2 MED R E
L
length {upper | lower} <length>
[P2—HF—5RDLEREF/IZIITRIEZIEELE I,
upper : ERREZEELE T, <length>PI T8y b2 70—t E LET,
lower : FIREZIEEL £7. <length>Pl LDy &7 o—@HEFELET,
1. AT X — 5 BIgR O FHE
L (BHEEAHELEEA)
2 ED R E HH
0~65535 (10 E#) ZHEELXT.
{+mf | -mf}
TITAY NI TDOM 7T 7TOEEEELE T,
AmfIEM 75721 Oy b, -mfEM 7770008y bET7O—BHEFE LET,
1.ANT X — 4 BigR O Y HE
mL (BHEfELEEA)
2 AED R E
ARV
{(+fo | -fo}
Fragment Offset 7 1 — )L ROEZIEE L £,
+fo & Fragment Offset 7 « — )L FOfEA 0 DSt/ » b, -fo 1 Fragment Offset 7 4 —)L K
DEB O D)y v 7u—BEEFE LET,
1LAINT A — & BREE OFHAE
L (BHEEfELEEA)
2 MED R E HH
L
interface <interface type> <interface number>
AN TV —LNPBTHA 5 T —AZEELE T,
1. AT X — 5 BIgR O F)HE
mL (BHEfELEEA)
2 MED R EHH
<interface type> <interface number>iZi&, WIIRT A ¥ ¥ 7 = — AR 7N — L1t
AV TL—ABBROA VI T —ABFFEHETE LI, #Mllld, VST A-FITHEET
E5ME] O (WA Y 72— ADIEERE] 2L T LSV,
A =T b TA I T —R
A= F Y RINTTA T T =R
- VLANA »4% 7 2 —2R
untagged
Untagged 7 L —LOBHZIEEL T,
14T X — 4 BigR O Y HE
L (BHEEfELEEA)
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user-priority {<priority> | range <priority start> <priority end>}
I-PEEEZEELE T,
range #18E€ 9 5 &, <priority start># & <priority end>0 &% 7 0 —#MHEEEE LET,
1.AIST X — 4 BIgR O W) HE
L (BHEfELEEA)
2B E HF
0~7 (10#%) Z=fEELET.
<priority end>IZi&<priority start>kX D KEWIL—HPEELEEZIREL TS,
<action specification>/¥5 X —%
action
Ju—#H L7228y hOBEIERIEE L ¥ 9. <action specification>/$F X — & (kD 5EIHIZTE
ELTLZSE W,
1. AT X — 5 BIgR O HE
al (BE2iEELEEA)
2 fEDORE
%L
priority-class <class>
BRI IAEREBELET,
1. AT X — 5 BRROHE
"L BEIVIREEELERA)
2B E HH
1~8 (10 #%) ZHELET,
discard-class <class>
BRI IAZEELE T,
Ny b DR T ARREME<class>ICEE LT,
1.AIST X — 4 BIgR O Y HE
7L (BEIVIRAEEELERA)
2 B D EHH
1~4 (10 %) ZHEELET,
replace-dscp <dscp>
DSCP &E&#ix Bz EEL 7,
Xy b@DDSCP 7 4 =)L R %, fEEM<dscp>IcHTFEH]ZET,
1. AT X — 5 BRROHE
2L (DSCPEAEBEMAZEEA)
2B E HH
0~63 (10 ##) F7-13 DSCP &ir=fEEL £7
fEETE % DSCP &fnid [#£ 7-10 $5ERREZR DSCP &) 2L T2 &0,
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replace-user-priority <priority>
I—PEBEEOESMAELEELE T,
Ny S DI —EIEE ZEEE <priority> ICE SR £ 9,
1. 485 X — 4 BRgR O ¥ HAE
BL (L—VEEEEZSEHRIEIEA)
2 MED R E
0~7 (10#%) ZEELXT,
dscp-map
DSCPEIC K> THEBEY TABLVHEEY I A2 HRET 5 DSCP v v BV 72 EMILET,
DSCP EICRIET 5BH YV TABLVEREY TR [>T+ 7 L—2 354 K Vol2] [16
BEEEE] 2ZBLTIZS W,
L AT A — 5 Bl OFHE
L (DSCPwvyEY72EHALEEA)
2 MED R E
=L
policer <policer name>
RV -T2 PUREREELET,
L.ANT A — 5 AR OFIIE
LU (RUY—HegzlALZEA)
2B EHH
policer v RTHEFHDRI Y —T U MY ZEEELET,
user {<user id> | llrlq | default} [OP-SHPS]
BEELY = — D1 —FEIEELET,
<user id>
BELI-YOID%#EELET,
lIrlg
LLRLQ 2 —JZHEEL £,
default
T7AN P LI—TFEEELET,
1. AT A — 5 B OFIE
7L (BBt z—ROL—F2EELEETA)
2 ED R E HH
1~3056 =f5EL 95
drop
Nry NDOERZEELE T,
1.ANT X — % BUR OF)HAfE
sL (EELEEA)
2 MED R E
AR
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(37> NERER DOENF]

%L

GBIEANDRE]

%L

[EREE D IREZH]

EEEER, §OERHICRBENET,

CE==EIE]

LEFILT7 RUABIUSEET KL AD<length>, <own address length>12 0 & ATy L7z & ¥ any
EFRRLET,

2.RBTIET RUABKUBEET F L AdD<length>, <own address length>12 128 E AN L7z & &1d
host nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn, host own-address EF R L £,

2

(BSEIY > K]

ipve qos-flow-list

ipve qos-flow-group

ipv6 qos-flow-Llist resequence
remark

policer

354



9 QoS

gos (mac gos-flow-list)
MAC QoS 7u—1YJ X b TO7u—EHEN, BLUBEEELZEELET,
[AAFE]
BROKE - BFE
[<sequence>] qos <target flow> [<action specification)]
B DOHI &
no <sequencey

no <sequence>%ZE{T9 2 &, <sequence>»—E 9 % premium (mac qos-flow-list) T> U b
AOETCHIFRINE T,

<target flow>:

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac

mask> | host <destination mac> | any | <destination mac name>} [<ethernet type>] [interface <in
terface type> <interface number>] [{untagged | [user-priority {<priority> | range <priority sta
rt> <priority end>}] [tag-vlan <tag vlan id>] [{inner-untagged | [inner-user-priority {<priorit
y> | range <priority start> <priority end>}] [inner-tag-vlan <tag vlan id>]1}1}]

<action specification>:

BEL LOBG
s R)Y -T2 M) LOBE
action [replace-user-priority <priority>] [replace-dscp <dscp>] [{[priority-class
<class>] [discard-class <class>] | dscp-map}] [user {<user id> | Llrlg | default}]

e KUY - NIBYDHE
action [policer <policer name>] [{priority-class <class> | dscp-map}] [user {<user id> |
Llrlg | default}]

BEHDDOBE
action [drop]
[ASIE—KR]
(config-mac-qos)
NS X—=9]
<sequence>
JUu—BHEEOERBIEF TH B —r o AESEEELE T,
1.8 T X — 4 B ORI HHE
QoS 71— A MK WIBE, FHAEIX 10 TT,
ZHRIEELTHHEE, BELTHEHY—r ABBOEKEF]I0 TY,
72720, V=TV ABESORKEN 4204967284 LD KREZFWMEZIBELZEBEIIEBTEE A,
2. [ED T HH
1~4294967294 (10&H) =HELF I,
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<target flow>/VF X —%

{<source mac> <source mac mask> | host <source mac> | any}
EETMAC 7 RLRZIBELET,
host <source mac>%315E9 % &, <source mac>D5RA—Hr 7u—BHEMEE LET,
FTARTOEEBEILMAC 7 FLAZIEET SFEE any 2EEL £, any 218ET 5 &, *EET
MAC 7 RL A% 70 —fHEfF LI LEE A,
1L.AINT X — 4 BEEEE O F)HAE
B TEZEA
2. B E ik
<source mac>IZIFEFTTMAC 7 RLAZIEELE T,
<source mac mask>IZl& MAC 7 FL ADOHTCHERBDE.RFTAEY b EILTIHVYAT %
MAC 7 RLAERTHEELX T,
MAC 7 F L Z (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff ffff.ffff (16 #E#)
{<destination mac> <destination mac mask> | host <destination mac> | any | <destination
mac name>}
FEEMAC 7 RLARIEELE T,
host <destination mac>##§E79 % &, <destination mac>DFL—H%* 7 u—EHGEMAtE LE
ER
TRTCDSEHEMAC 7 FLARIEET 555 1L any 2HEELE 9, any 21EE T 5 &, 5% MAC
TRV A% T7a—BHEF LI LEEA
1. AT A — 5 AR OHIE
BB TEETA
2 MBEDERE HH
<destination mac>iC135EE MAC 7 FLAZHEL £7

<destination mac mask>i2ld MAC 7 RL ZOH CHEEDEAHETAE Y N5 THY A
7% MACT RLAERTEEELE T,

<destination mac name> 1213565 MAC 7 FL AZM2EE L £ 3. FEETE 5515 MAC
7 RLU AL [FR7-12 8EMEERTEE MAC 7 RLRBIR] 25 L TL2E 0,

MAC 7 FL 2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.fff (16 %)

<ethernet type>
A =Py b ATEEBELE T,
1LAINT A — 5 B OFHE
Tl (BRHEEFELEEA)

2 fEDREEH
0x0000~Oxffff (16 ##) £z, 1 —Vxv by A TEMEIEELET. HETE 2 —Y
Fow bEA TR [R7-11 FBERMRELA —dy My A T8 2ZBL TS0,

interface <interface type> <interface number>
AN T V=L 514 0¥ 72— RA%HELET,

14N T X — & B O F)HE
Tl (BRHEFELIEA)

2. [EDREEH
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<interface type> <interface number>i213, RIIRT A > ¥ 7 = — ZAEH TN — LIt ind
BA VI TI—ARBLUOA VY T2 —AFSRIEETCEE I, #lllld, VT X-FITHEET
E5E] O (WA Y72 —ADEERE] 2L TSV,
A=Y RY TSI T —R
A= N F ARV TSI TR
- VLANA %7 2 —2X
untagged
Untagged 7 L —20OfHEZEELE T,
1. AT X — 4 BigR O Y HE
mL (BHEfELEEA)
2 MED R E
=L
user-priority {<priority> | range <priority start> <priority end>}
1 BE® VLAN Tag D1 —HEREZIEELE T,
range *18E€ 9 5 &, <priority start>#5* 5 <priority end>O#iF % 7 u —#HFEAEE LET,
1. AT X — 5 BIgR O HE
sl (BHEEAHEELEEA)
2 MED L E HH
0~7 (10#%) ZHEELET,
<priority end>{Zi&<priority start>& D KEWL—HFEREZIEE L TS0,
tag-vlan <tag vlan id>
1 BEE® VLAN Tag ® VLAN ID 2 8E L £9 .
1A T X — 4 BigR O Y HE
L (BHEfELEEA)
2 MED R E
0~4095 (10 #H) ZHEELET,
inner-untagged
2 BB ® VLAN Tag #8723y FOBHEZIRRE L £,
L.ANT A — 5 B O FIIE
L (BHEfELEEA)
2B E HH
=L
inner-user-priority {<priority> | range <priority start> <priority end>}
2EBH® VLAN Tag L —FEEEAEELE T,
range #{8E€ 9 % &, <priority start>7%*& <priority end>D &% 7 0 —HEFHFE LET,
L.ANT X — 4 BEEERE OFHE
L (BHEEAELEEA)
2 MED R E
0~7 (10#%) ZHEELXT,
<priority end>Zid<priority start>& D KE WL —FEEEEZIEE L TS0,
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inner-tag-vlan <tag vlan id>
2B H® VLAN Tag ® VLAN ID 2#EE L %7,
1.ANT X — 5 BRI HE
L (BHEfELEEA)
2 fEDOEEEH
0~4095 (10 E#) =ZfEELEJ.
<action specification>/¥7 X —%
action
TJa—EH L7208y FOEIERIERE LE 9, <action specification>/%F X — & (KD SLIHIZIE
ELTL S,
1LAINT A — 5 B OFHE
L (BfEzfEELEHEA)
2 MBED R E HH
%L
priority-class <class>
BERISAZEBELE T,
1.ANT X — 5 BRI HE
7L (BEIVIRAEZEELERA)
2 fEOREEEH
1~8 (10#%) ZHEELXT,
discard-class <class>
BRI T AEREELE T,
Ny SDFERY T Az iEEME<class>ICEEL £,
1. 4085 X — 4 iR O ¥ HAE
7L (BEIVIRAEZEELERA)
2 [EDEHH
1~4 (10 %) ZHELET,
replace-dscp <dscp>
DSCPEZH#ZEZHEEL £,
4w b@DDSCP 7 4 =)L R %, fEEM<dscp>IcHFEHZET,
1. AT X — 5 BIROHHE
L (DSCPEZEZEMAEEA)
2 fEDOREEEH
0~63 (10#%) F/7/:1L DSCP &Fr=EELE I,
fEET& % DSCP &g [# 7-10 #EEFREZ DSCP &) 2L T ZS 0,
replace-user-priority <priority>
I—YEEEOESMAMEZIHEELET .
Ny b OA—YREEE EIEEE<priority>ICEHF A £ I,
1LAINT A — 5 B OFIHE
L (A—VEEEZESBRIIEA)
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2 fEDFRE i
0~7 (10#%) ZHEELET,
dscp-map
DSCPEIC k> THEBEY TABLVHEEY I A2 RET S DSCP v v BV 72 EMILET,
DSCPEICHNIET 2BV FABLPEREI TR [2T7 47— 354 K Vol2] [16
BEEAEE] 2L TS0,
1L.AINT X — 4 BEEEE O F)HAE
L (DSCPwvEYZ2EHALEEA)
2MED R E
%L
policer <policer name>
RV -T2 PUREREELET,
L.ANT A — 5 BigEREOFIHE
L (RUY—HeEZHEHALELEA)
2 MED R E
policer 2v Y RCRHEFHDRIVY—T 2V M) ZEHELE T,
user {<user id> | llrlq | default} [OP-SHPS]
By = — D1 —T2EELET,
<user id>
BEL-—FOIDZEELET.
lIrlg
LLRLQ 2 —H%EEL£7.
default
FTI7 4NN LT EEELET,
L. ANT A — 5 AR OFIIE
L (BEtYz—NO1—F2EHELIEA)
2B E HH
1~3056 =5 L £9 5
drop
Nry FOFEREZIEELE T,
1. AT X — 5 B O RE
L (EELEEA)
2 MED R EHH
%L

[37 > NSRS DENE]

ARV
[EE\DFE]

AQ
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[EXEME D R IRZH]
WEBEER, §IOERICRBSNET,

1LEEL7 RUABXUSESET F LRI nnnnunnnn.nnnn L & AF L7z & &k any &EFRLUE
EE

2.55% MAC 7 R L 125858 MAC 7 R L AZME 7213558 MAC 7 RLABHO 7 RLAZ AN L7
BEE, e MAC 7 RUAEBHEZERRLET,

FEUADOREETT FLABIUSEET KL A2 nnnn.nnnn.nnnn 0000.0000.0000 & A1 L7z & &
1% host nnnn.nnnn.nnnn EFR L E T

(BSEIY> K]

mac qos—-flow-Llist

mac qos—flow-group

mac qos-flow-list resequence
remark

policer
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gos-gqueue-group
A—HPRY M U¥ T2 —AZ QoS Fa—YAMERZHELET,

[AFRZR]
E]OR

qgos—-queue-group <qos queue list name)> out
BHOHEIR

no gos—queue-group
[AHE—RK]

(config-if)
A=Ay bMFTz—A
[INSX—5]
<gos queue list name>
QoS Fa2—JRAMKEEEBELE T,
1LAINT A — & BREE OFHAE
BB TEEEA

2 B R EHH
31 RO QoS F2a—V A MEEREELE T,
FE, NI X—=FIHEETZAME] 2L T EZS 0,

out
A —F2Y MUY T 2—ADOEEREIEELET,

1485 X — & AR O 1) HE
BB TEEEA
2 (EDERE

AV

[3~7 > RSB DENE]
ArYVa—) U TE-FEPQ, Fa1—HiL8 THELET.

[EEANDFE]

QoS Fa—YAMEEEBEL CFa—HELEATV2a— Y TE—F2EE LGS, #4T5F2—
IR L TWA/Nry hE2IRTEELET,

[ERTENE D R BRZZH]
HROA =%y b 257 2= ZAOREFERBEROBE, REEOEER, T IERICKBLE
T. 2OEPOREDOHER, ERBFRE G- L FIERICRBRLET,
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CEEFIE]

l.qos-queue-list I FTHEL TV QoS F2a— Y R NEEEBELIFE, ArPa—-) 27
E—FIPQ, F2—KI38THELET,

2.100GBASE-R DA —H 2y b ¥ T2 —RIZE, AT Ta—) 0 TE-—FELTPQBLURRZE
URETEET,

(BSEIY> K]

gos—-queue-Llist
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qos-queue-list
QoS Fa2—VUAMERICAT Va—) v 7T E—FBIUOF a2 —HerHRELET,
[AFIAZR]
BWORE - BE
gos—queue-list <qos queue list name> { pq [{ number_ of queue 1 | number of queue 2 | number
~of queue 4 }1 | rr [{ number of queue 1 | number of queue 2 | number of queue 4 }] | 4pqg+d

wfg <ratel>¥% <rate2>¥% <rate3>¥% <rated>% | 2pqtdwfg+2beq <rate3d>% <rated>% <rate5 % <rate6>%
| 4wfo+dbeq <rateb>% <rate6>% <rate7>% <rate8>% }

B OHIBR

no qgos—queue-list <qos queue list name>

[AFIE—R]
(config)
[N X—5]
<gos queue list name>
QoS Fa2—JRAMEEBELE T,
L.ANT A — 5 AR OIE
BRTEELEA
2B E HH
31 LFLND QoS F2—J XA MEETRELE T,
FEMIE, [T A—FIIBETESME] 2SBLTLEZE W,
{ pq [{ number_of_queue_1 | number_of_queue_2 | number_of_queue_4}] | rr
[{ number_of_queue_1 | number_of_queue_2 | number_of_queue_4}] | 4pq+4wfq <ratel>%
<rate2>% <rate3>% <rated>% | 2pg+4wfq+2beq <rate3>% <rate4d>% <rate5>% <rate6>% |
4wiq+4beq <rate5>% <rate6>% <rate7>% <rate8>% }
ApPa— ) TE—F2EELET, F2a—HERATF Va2 - TE-FILE->T8Fa—[(EESE
i1, 2, 4, 8F 2 —MBIRTEET, PQOEBEZ T 5F 2 —DEEER, F1-FSPREINE
EX 2 —DBEEEFPEIZDET,
1. AT X — 5 BIgR O F)HE
BB TEEEA
pq [{ number_of_queue_1 | number_of_queue_2 | number_of_queue_4 }]
PQTEMELET. F/2, AT AV MM U Tz—AYDOF 2 —HERELET,
Fa—HIA -T2V MM F T2 —RA4720 1, 2, 4F 2 —%2BRNTE, BRLZVERIZS
Fa—btDFET,
number_of_queue_1 : F 2 —%d 1
number_of queue_2 @ F 2 —#i% 2
number_of_queue_4 : ¥z —$i% 4
1. AT X — 5 BIgR OF)HE
pq 2 ZEE LIcHE, F2—HIE8TY,
1t [{ number_of_queue_1 | number_of_queue_2 | number_of_queue_4 }]
RRCEIELE T, £/, 1—V XY MU T2 —RE/-0DF 2 HERELET,
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Fa—HEA VXY AT —RE-D 1, 2, 4F 1 —%BRTE, BRLZVEBEIES
Fa—&DET,
number_of_queue_1 : F 2 —%id 1
number_of_queue_2 : F 2 —#% 2
number_of queue 4 : F 2 —#i% 4
1. AT X — 4 BEgR O Y HE
22 REE LGS, F2 I8 TI,
4pgt+4wiqg <ratel>% <rate2>% <rate3>% <rate4>%
4PQ + AWFQ TEIfELE T o Fa—HIA P2y M V¥ 72 —2%7D 8F 2 —EETT,
4wiq IIRE LI EHADHR<Tate> TG U TNy M ZEFBLET. 48, <rate>DERA IS &F
&, F2—FFEZEKRLEI,
135 X — % B O AIHHE
<rate>: HBTEHEA
2B EHIH
<rate>:1~97
T ROZOORXZE /2T XIITREL TS W,
- <ratel> + <rate2> + <rate3> + <rate4> = 100
- <ratel> = <rate2> = <rate3> = <rate4>

2pg+4wig+2beq <rate3>% <rate4d>% <rate5>% <rate6>%
2PQ+ 4WFQ + 2BEQ TEMEL Ed, Fa—HIA VXY b2 F T2 —RAH7:08F 21—
EETY. 4wlq IIFRE L EADER<ate> IS U/ Yy M2 RELET. 4B, <rate>D
HIMLKEFIE, F2—BFFEZERLET,
1. 4085 X — 4 gk O ¥ HAE
<rate>: BB TZHHA
2 [EDEHH
<rate>:1~97
F ROZOORZNET EDICHEL TS,
- <rate3> + <rate4> + <rate5> + <rate6> = 100
+ <rate3> = <rated4> = <rate5> = <rate6>
4wfqg+4beq <rate5>% <rate6>% <rate7>% <rate8>%
4WFQ + 4BEQ TEIfELEd . Fa I -V Xy b2 ¥ T2 —AL/20 8F 2 —FEET
T, Awfq IIERE L - EADHR<rate> B LT/ v h2EFELE T, B, <rate>DHEA I
<HEFIE, F2-FSEZERLEI,
1. 485 X — 4 gk O P HAE
<rate>: BB TEZEHA
2B D E HH
<rate>:1~97
FE ROZOORZHIT XDICHREL T LS,
- <rate5> + <rate6> + <rate7> + <rate8> = 100
- <rate5> = <rate6> = <rate7> = <rate8>
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[O7 > REBEFOEE]

%L

LEEADRE]

qos-queue-group Iv ¥ FIZ QoS F 2 —J A MEZEBEL TCF 2 —HFELIEZAF V2 —-Y T E—F%
EEUBEIC, FUT2F 2B LTVAy b2 I RTERELET,

[EXEME D RIREZHE]

QoS Fa—) A MEHMEBEHT 51 —F 1y b V¥ T 2 - AOREDPEFBEFOBE, REEOEE
%, IIGERICRBLES . 20EP»DOREOEHEEIE, EFEEFRE Lo SIERICRKBLET,

CE=ZEIR]

1.100GBASE-R DA —H v A & 72 —RAIZWE, AT TVa—-)TE—-—FELTPQBLTFRRE
URETEET,

ATV a—Y Y TE-RBLUOF 2 —HAELE LIS, #ETHM -T2y b V¥ 72— ATIE
F 2~ > ¥ show qos queueing port 3 & U axPortOutQueue 7 )V —7FTCRRENSat% 0 7Y
T7LEY,

[BhED7 > K]

qos—queue—group
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remark

366

QoS 7u—YJ A bOREHAZHRELE T,

QoS 7u—YJ A MZIZIPvA QoS 7a—Y X b+, IPv6 QoS 7u—Y A+, MAC QoS 7u—1Y A MF 7
& Advance QoS 7u—Y XA +BH D F9,

[AFIRER]
EHORE - BH

remark <remark>
B DHI &

no remark
[ASTE—NK]
(config-ip-qos)
(config-ipv6-qos)

(config-mac-qos)
(config-adv-qos)

/N5 X —9]

<remark>
ANE—RICE>THRERS QoS 7u—Y A MOHEHBEZIEEL T,
—2OMD QoS 7u—Y XA MIMLTITRIEBETEET. BEANLLERIZILEZICRZDET,

14N T X — & IR OF)HE
AQV

2 fED R EEEH
64 XFLADOFHN 27TV +— b (") THATEELET . ANATRRAXFER, EHFLRH
HXFTTo ANXFINIAR-A G EORHXFrEEmWEE, XFeyT V7 +—K (")
THEZS TUIEETE LT, ML, [NIA—FIHEETZSE] O [MEROXFY] 258
LTL7ZES W,

(37> REBEROEHF]

ARV

LEEA\DRE]

AQV

[(BE(E D [ BRZZH]

EEEER, TIOERICRBINET,
CE=ZEIA]

ARV

2

(BSEIY> K]

advance qos-flow-list
ip gos-flow-Llist
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ipv6 qos-flow-Llist
mac qos—flow-Llist
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shaper bandwidth-profile [OP-SHPS]

FER(LY = —ROEFHE T 07 7 A Ve Bl LE T, BEL-DEK 128FRTEHT,

[AAH]

BHRORE - BH

shaper bandwidth-profile <profile name> peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-r
ate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} Lllpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
[weight <weight>] [queue-length <length1> <length2> <length3> <length4> [<length5> <length6
> <length7> <length8>]1] [wfq <ratel1>¥% <rate2>% <rate3>% [<rated>%]]

1B D HIR
no shaper bandwidth-profile <profile name>

[AFTE—NK]

(config)

NS X—=9]

<profile name>
W07 7 A LOLRIZIEELE T,
1.AST X — 5 BIgR O W) HE

BB TEEEA

2B E HH

31 XFLADZFTZHEE L £ T,

FAHE, NI X—=FIHBETZAME] 2L T ES W,
peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mbit/s>M | <Gbit/
s>G} llpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}

I T EOERTHEZEEL T,
peak-rate

RRHEHREEZEELE T,

min-rate

BEFHEZIEELET.

llpg-peak-rate

LLPQ HARFHEZIEEL L9,

1. AT X — 5 BROHE
BB TEEEA
2 MBED R E HH

<kbit/s> : 8~10000000 (10 %)

<Mbit/s> : 1~10000 (10 &%)

<Gbit/s>: 1~10 (10 %)

lkbit/s, 1Mbit/s, 1Gbit/s &£ 21 1000bit/s, 1000kbit/s, 1000Mbit/s & L TH V£ T,
weight <weight>

REFEHALOEAZHELE T,

1.4 T X — % B O FHAE
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REFHDBECOEAZ 1 IZLET,

2. B & EHIH
1~50
queue-length <lengthl> <length2> <length3> <length4> [<length5> <length6> <length7>
<length8>]
HEXa—IINTB2F2—EE2EELET,
L. AINT X — 5 BERE O F)HE
FEFXF21—RET 7 ANV MEIHESTRELE T, 774V MECODWTR [Ty T4 b= a3y
A K Vol2] 19 KRk = —/%] 2BBLTIZS 0,
2. fE 5% E i
<length> : 0, 250, 500, 1000, 2000, 4000, 8000, 12000, 16000, 24000, 32000,
64000, 128000, 256000, 384000, 512000
wig <ratel>% <rate2>% <rate3>% [<rated4>%]
BEAFEHEFRIEF 2 —DEAZEELE T,
1. AT X — 4 BEEEEOF)HE
AWFQ TEIET 2B/E1E, EHD 1% 2% 3% 4% TEMEL £ 9,
SWFQ TEET 215613, EAHD 1% 2% 3% TEIELE T,
2 ED R E HH
<rate>:1~98
T ROZHOORZEN /T IDITHEL TLES W,
- <ratel> + <rate2> + <rate3> [+ <rate4>] = 100
- <ratel> = <rate2> = <rate3> [= <rated>]

[37 > REEIFDENF]

L
[EEANDRE]
L

[ERTENE D [ ERZZH]
REEEER, §IOEAICRKBENET,

1.LLRLQ 1 —¥IC&E L7254, min-rate, llpg-peak-rate, weight, B XU wiq /¢ X —% OIEEME
FERSNET,
2. 77 4V 2 —HICERTE L-BH, min-rate, llpg-peak-rate, B LU weight /87 X —% DFEEMEIE
mHSNET,
3.7z —=/NE—FAPRCGQ @ NIF IZFE L7235 6E, llpg-peak-rate /87 X =& I3WHINE T,
4.peak-rate /87 X —% & min-rate /$5 X —% Z2[F UfE THRE L 72/, weight /8T X —FI3EH SN
£9,

369
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370

5. 2= /N1 —FDF 2 —H» 4 D1—FIZ queue-length /¥ X —%¥ D<lengthl >~ <length8> % &%
TE L7288, <lengthl>~<length4>IZHEE L EIIRBE N, <length5>~ <length8> 1287 E L7z
EIERINE T,

6. 2 —/NL—HDF 2 —EH 8 ®1—Hic<length5>~<length8>DE% FLE L 72 » - 12585,
<length5> ~ <length8> 1 I HEAS KM SN F T,

T A a—=) Y TE=RPPQOY—NL—HIZKE LIZFEH, wiq/3T7 XA -7 IZEHSNET,

AT V2= )Y TE—-RNPQIWFQ MDYz =81 —FDF 2N 8 DIL—HIZ wiq/$F X —
& D<rated>%=F{E LG - 7-5E, <ratel>~<rate3>DIFEMEIFER SN, <ratel>~<rated>
IIEPHES RS NE T,

(BSEIY> K]

shaper enable
shaper user
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shaper enable [OP-SHPS]

Rty = —N2a3hicLET,
[AFIAZR]
BWORE
shaper enable
BHROHEIR

no shaper enable

[ATIE—NK]

(config)

[INZA=9]

AQV

[37 > REESIFDENF]
BEE L = — S 2B LE T,
LEEANDFE]

AQV

[EREME D R IREZH]
EEEER, TIGERICKBINET,
CE=EIR]

ARV

[BShEI7> K]

AQV

7
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shaper flow-distribution [OP-SHPS]

By = — DY =1 —F2 70— BRPSBHTRET S AREHEELE T, Rav >y FEET
95 &, config-shp-distr £E— FIZHITLET,

[AFIfER]
HRORE - B

shaper flow-distribution <shaper flow distr name> {map {tag-vlan | inner-tag-vlan} | random

[tag-vlan] [inner-tag-vlan] [source-mac-address] [destination-mac-address] [source-ip-addr
ess] [destination-ip-address] [protocol] [source-port] [destination-port]}

THRDHIFR

no shaper flow-disribution <shaper flow distr name>

[AFTE—NK]
(config)
NS AX—=9]
<shaper flow distr name>
V=AY REDLFEZHEELE T,
1. AT X — 5 BRI HE
BB TEEEA
2 fEDREEEH
31 XFLHOZRTZIEE L9
FAE, [NIX—=FIHEETZ2ME] 2L TS0,
map {tag-vlan | inner-tag-vlan}
Tz —)X1—%% VLAN Tag ® VLAN ID 567y > 7 LET,
tag-vlan
1 BBEH® VLAN Tag 2f8E€ L £9,
inner-tag-vlan
2B E® VLAN Tag 2 8EL £ 7,
L.ANT X — 5 BIERE O FHAE
BRBTZELEA
2B D E HH
AQ

random [tag-vlan] [inner-tag-vlan] [source-mac-address] [destination-mac-address] [source-ip-
address] [destination-ip-address] [protocol] [source-port] [destination-port]
VxRN A-PEREEOF—ERP LT U LATRELE T,
tag-vlan
1 BB ® VLAN Tag #18E L7,
inner-tag-vlan
2B H® VLAN Tag 2 EE L %9,
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source-mac-address

HEETMAC 7 RLRAZBELET,
destination-mac-address

SEFEMAC 7 FLAZIBELE T,
source-ip-address

[Py FORFEETIP 7 FLURAZEELET,
destination-ip-address

[Py FDOFEHIP 7 RLUAZEBELE T,
protocol

IPAy&OEMTONTVEEELET,
source-port

TCP Ay FE7z1Z UDP Ny ¥ ORETLA— M EBEZHEELE T,
destination-port

TCP ANy ¥ %7213 UDP Ny ¥ D5k — M ESEZHEELE T,
1. AT A — 5 BEgR O P IAE

9 QoS

TV LREDOF—ERELTHERLER A, D EL—DDF—EWMEIEET Z2MLEFH D £

a_o

[37 > REESIFDENF]

Ry =IOz — S —F2EHTHRELETE Ao

[EEANDFE]

ARV

(5% TEAE O S BREZH]

BEEEER, TIOERICRBENET,
[EREIR]

ARV

[BEhEIY > R]

shaper enable

373
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shaper mode [OP-SHPS]

374

NIF IZHEET 2B = —/SDE—-FEZRELET. Rav Y FEHETT S &, config-shp-mode £ —
FIZBITLET,

AR
WHROBRE - £E

shaper mode <shaper mode name> <mode specify>
1HHROHIR

no shaper mode <shaper mode name>

<mode specify>:

T FEEHD, Yx—/)VE—FPRGQ, A7 Ta—1)rINPQOEFE

auto rgq [extend] [scheduling pg] [max-user-queue {8 | 4}] [max-discard-priority 2 [{thresh
old1 | threshold2 | threshold3}]] port <shaper port List> [Llrlg-peak-rate {<kbit/s>k | <Mb
it/sOM | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mb
it/sOM | <Gbit/s>G}] [queue-length <length1> <length2> <length3> <length4> [<length5)> <leng
th6> <length7> <length8>]]

TUEYFEEDHD, Yx—I)VE—FPRGQ, A7 T2 TP PQ+WFQIHE

auto rgq [extend] scheduling pg+wfq [max-user-queue {8 | 4}] [max-discard-priority 2 [{thre
sholdl | threshold2 | threshold3}]] port <shaper port Llist> [Llrlg-peak-rate {<kbit/s>k | <
Mbit/s>M | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <
Mbit/s>M | <Gbit/s>G}] [queue-length <lengthl1> <length2> <length3> <length4> [<lengthb> <le
ngth6> <length7> <length8>1] [wfq <rateld% <rate2>% <rate3>¥% [<rate4>%]]

TUEYFHREDD, Yz —INF—RHPLLPQ4, A7 Va—1 YT PQDEE

auto Llpg4 [extend] [scheduling pg] [max-user—-queue 8] [max-discard-priority 2 [{threshold1
| threshold2 | threshold3}]] port <shaper port Llist> [Llrlg-peak-rate {<kbit/s>k ‘ <Mbit/s

M | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mbit/s

M | <Gbit/s>G} Lllpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}] [queue-length <lengthl>
<{length2> <length3> <length4> <length5> <length6> <length7> <length8>]

T FHREDHY, Yz —INF—RHPLLPQ4, A7V a2—Y 7 H PQ+WFQ OE&

auto Llpg4 [extend] scheduling pg+wfq [max-user-queue 8] [max-discard-priority 2 [{threshol
d1 | threshold2 | threshold3}]] port <shaper port list> [llrlg-peak-rate {<kbit/s>k | <Mbit
/soM | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mbit
/s>M | <Gbit/s>G} Llpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}] [queue-length <length
1> <length2> <length3> <length4> <length5> <length6> <length7> <length8>] [wfq <ratel1>% <ra
te2>% <rate3>% <rated>%]

TUEYFHREDD, Yz —IVF—RHPFLLPQL, A7 Va—Y 7 PQDEE

auto Llpgl [extend] [scheduling pgq] max-user—queue 4 [max-discard-priority 2 [{thresholdl |
threshold2 | threshold3}]] port <shaper port Llist> [Llrlg-peak-rate {<kbit/s>k ’ <Mbit/s>M
<Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mbit/s>M
<Gbit/s>G} Llpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}] [queue-length <lengthl> <
length2> <length3> <length4>]

T FHREREDHY, Y —IVEF—RHPFLLPQL, A7V a2—Yr7H PQ+WFQ OB&

auto Llpgl [extend] scheduling pgt+wfq max-user-queue 4 [max-discard-priority 2 [{threshold1
| threshold2 | threshold3}]] port <shaper port list> [Llrlg-peak-rate {<kbit/s>k | Mbit/s

M | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} min-rate {<kbit/s>k | <Mbit/s

M | <Gbit/s>G} Lllpg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}] [queue-length <lengthl>
<length2> <length3> <length4>] [wfq <ratel>¥% <rate2>% <rate3>%]

TUHyFEEEL, Yx—/E— FPRGQ OHE

rgq [extend] [scheduling {pq | pgtwfq}] [max-user-queue {8 | 4}] [max-discard-priority 2 [{
thresholdl | threshold2 | threshold3}]] port <shaper port Llist>
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TUEyFERERL, Y —VF—RHPFLLPQ4, 2 —FF2—» 8 DiEE

Llpa4 [extend] [scheduling {pg | pgtwfq}] [max-user-queue 8] [max-discard-priority 2 [{thre
sholdl | threshold2 | threshold3}]] port <shaper port Llist>

Ty FEERL, Yx—/VFE— NP LLPQIl, 1—¥F2—-K»40DEE

Llpal [extend] [scheduling {pg | patwfq}] max-user-queue 4 [max-discard-priority 2 [{thresh
old1 | threshold2 | threshold3}]] port <shaper port List>

[AFIE—K]
(config)
NS A—F]

<shaper mode name>
Yr—NE-FOEFIZEELE T,
LA T X — & B O F)HE
BB TEEEA
2 MEDFEHiFE
31 XFLADZHFIZEEL £ T
FEAIE, [N X=FIHEETE AME] 22U T 230,
auto
By =z — DT vy v FREERBELET
1A T X — & BIEE O F)HE
B TEEEA
2 ED R EHH
ARV

{rgq | llpg4 | lipgl}
BElLY = —/SDE— RZHEELE T,

rgq
BBy = —/SDE— K2 RGQICHELE T,
llpg4
By = —/SOF— K% LLPQ4 ICHEL T,
llpgl
BEE(Ly z—/SDE—F% LLPQIL ICRELE T,
LAINT X — 5 BUEEE O P HHE
B TEEHA
2B 3 e Hi
=L
extend [OP-SHPE]
BBy = — RO —FEHEHRLE T,
LAINT X — 4 BEEEE O F)HAE
EEDY 21— NI —HTEELET, Yz — NI —PHIIOWTIE [ T4 7L —2arHhA
K Vol.l] [3.2.6(4) KBt =—,% [OP-SHPS]] #&MEL T 7Z& W,

2. fE DR EHH
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ARV

scheduling {pq | pg+wfq}
BEL-—FBIOT 74V b L—FORT V22— Y TE-FEEELET,
jele]
PQ TEIELE T,
pg+wig
PQ+WFQ TEIfEL %97,
V=81 —HDOF 2 —HH 8 DEEIL 4PQ+HAWFQ T, Yz —N1—HDF 2 —HH 4 D&
¥ PQ+3WFQ TEI{EL £ 9,
1LLAINT A — & BHEOFHE
pq CEIEL T,
2B E HH
L
max-user-queue {8 | 4}
BHELI-FBIOT 74 1T OF 21— HEHEELET,
L. AT X — 5 B O F)HAE
8F 2 —THIELET,
2 MBED R E HH
L
max-discard-priority 2 [{thresholdl | threshold2 | threshold3}]
JFREXED 1 ~2 CEET A EEEBELE T,
thresholdl, threshold2, threshold3 I3FEZEMREZEEL X7,
threshold1 (ZEEELE 1 #°25%, EZEELE 25 100% TEMEL £,
threshold2 (3B 1 75 50%, FEREELE 22 100% CEIELE T,
threshold3 I3 FEZEELE 1 5 75%, FBEEBLEE 22 100% THELET.
B, BT threshold2 OEIEICE D 7,
L.ANT X — 4 B O F)HAE
REERED 1 ~4 TEELE T,
2B EHIH
L
port <shaper port list>
BELY 2 —NOR—- BEEEELET. N1 7> (1), ar< () 2BALTEROR—- ES%
BETEET, /2, —DOFR— I+ ESBEETEEI,
1LAINT A — & B OFHAE
BB TEEHEA
2B E HH
(8T X=FIHEETE2ME] 2SR LTI LSV,
lirlg-peak-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} peak-rate {<kbit/s>k | <Mbit/s>M |

<Gbit/s>G} min-rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G} llpg-peak-rate {<kbit/s>k |
<Mbit/s>M | <Gbit/s>G}

I—HTEDERFEHEZIEELE T,
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llrlg-peak-rate
LLRLQ T —VEAFHEZEEL 7
peak-rate
RAFEEZIEELE I,
min-rate
MEFHEZEELE T, 774 12—V DBHE, HELLERERSNET,
llpg-peak-rate
LLPQ &RHHELXZEELET., T 74 1T DHE, BELEIERSNET,
1. AT X — 5 BIgR O HE

I—FHBDOT T 4 METHELE T, T7 4L MECOLTR [IY T4 ZL—Yay AR
Vol.2] 19 KRty z—/%] 2BHLTLIEZE VN,

2. B D E HiF
<kbit/s> : 8~10000000 (10 %)
<Mbit/s> : 1~10000 (10 x%%)
<Gbit/s>: 1~10 (10 %)
1kbit/s, 1Mbit/s, 1Gbit/s &% 24 1000bit/s, 1000kbit/s, 1000Mbit/s & L THWET,

queue-length <lengthl> <length2> <length3> < length4> [<length5> <length6> < length7>
<length8>]

EFXa—IINTHF2—EZEELET,
zh, <length>DHBAIMERTR, F2—BFSZERLET,
LAY T X — & SR O P HAE

BEF21—EE2T 74V MEIR-TRELET, T 74N MEIZODWTWE [0 T4 7L =3y
4 K Vol2] [19 BEEfyz—s3%] Z2BRBLTLFEE N,

2. DR EHH

<length>:0, 250, 500, 1000, 2000, 4000, 8000, 12000, 16000, 24000, 32000,
64000, 128000, 256000, 384000, 512000

wig <ratel>% <rate2>% <rate3>% [<rate4>%]
BAFEHERET 2 —DEAZIEELE T, AWFQ TEET 25 HIC<rated>%DPEETE £,
th, <rate>DERAIMEFTE, F2-BFS5EZERLET,
LAINT X — 4 BERE DR HE

AWFQ TEIET 21E1%, <ratel>~<rated>DEADBFNZFN 1%, 2%, 3%, 4% TEEL %
a_o

SWFQ TEIfET 215&13, <ratel>~<rate3>DEHADPZNEN 1%, 2%, 3B TEELET,
2. [ED X TE HH
<rate>:1~98
T ROZOORERZT KICEHEL TS0,
- <ratel> + <rate2> + <rate3> + <rated4> = 100
- <ratel> = <rate2> = <rate3> = <rate4>

[3~7 > RSB DEE]

AQV
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CEEADRE]
%L
[(EEE DS BREL ]
REMEEER, NIF zHE#HT 5 ETRRENET,
2L, MONRFGA—YOHRFEMIET2ERE LB, IIGERAICRBESNET,
* llrlg-peak-rate
» peak-rate
* min-rate
* llpg-peak-rate
* queue-length
* wiq
« {thresholdl | threshold2 | threshold3}
CE=ZEIA]
1.7 # )L s 2—%Tl, min-rate, llpg-peak-rate IZf8E L7-EIZEHRSINET,
(BHhEI7> K]

shaper enable
shaper flow distribution
pe-service
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shaper port rate-limit [OP-SHPS]

BEE(LY = — DR — MREHHZRELE T,

[AFHA]

BROKE - BH
shaper port rate-limit {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
1B DOHI k&

no shaper port rate-limit

[ASIE—K]
(config-if)
A=Yy M HTz—R
[INTA—=F]
{<kbit/s>k | <Mbit/s>M | <Gbit/s>G}
R— M ESHAEZEELET.
1485 X — & BB RO FHE
B TEEHA
2 B D e i
<kbit/s> : 8~10000000 (10 %)
<Mbit/s> : 1~10000 (10 %)
<Gbit/s> : 1~10 (10 #E%)
1kbit/s, 1Mbit/s, 1Gbit/s iz#nFHh 1000bit/s, 1000kbit/s, 1000Mbit/s & L TRV F T,

[37 > FERER OEE]
EfERE CHIELE T,

[EEANDFE]

[ERTEME D R BRZ2H]

BEEEER, TIOERICRBENET,

[EREIR]

LAY FRERELY = — SABEL T A X — MIRETEE T,

[Bh&EIY > R]

shaper mode
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shaper port rate-option [OP-SHPS]

PEE(LY = — SO T, e o472 a VEfEREELE T,

[ABAH]

1BHDHRE
shaper port rate-option exclude-4-byte
1BHOHIR

no shaper port rate-option

[AFTE—NK]

(config-if)
A=Yy M H¥Tz—2X

[INT X —9]

exclude-4-byte
Ry = = OWEFIHET, 7V—LRPS4NA FEELFIVTHEEZHBLE I,

LA T A — 5 BigR O WIHE
EWTEEEA
2 B E HiF

=L

(37> NERSR DOBIE]
BRERET 547 3 VEEIEH T,
CEEANDRE]

%L

[EXREME D R IREHE]

EEEER, §OERHICRBENET,

CEE=E1E]
| AR = — SABEL TV A K- FCRETEE T,

2

(BSEIY > R]

shaper mode
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shaper user [OP-SHPS]

BEty 20y =1 TERATIEHEFE a7 7 A LEEELE T,

[AFIER]
BWMORE
shaper user {<user id list> | Llrlg | default} <profile name>
BROELE
shaper user {[add] <user id list> | remove <user id list> | llrlg | default} <profile name>
1BRDOHIBR

no shaper user {<user id list> | Llrlq | default}

[ABHE—NK]

(config-shp-users)
[INSX—5]
{<user id list> | llrlq1 | default}
Yr—NRAI-FEEELET,
<user id list>
BEL-FOIDZEELET,
lIrlg
LLRLQ 2 —HZ{EELE I,
default
TI74N N I—FEEELET,
1. AT X — 5 BRI OFRE
B TEEEA
2 MED R E
1~3056 ZHEELET. NA 7> (), ar7 () ZFEALTEHDOL—FID ZEETZ £,
BRETEALI—YIDO&HRHEIX, vz —/VFE—F, 2—¥F21-H, BLULI-VEIRIEEICE-
TRZVET, HEHENOL—Y D 2HE LI-HE, BEBICKBINEEA,
{[add] <user id list> | remove <user id list>}
[add] <user id list>
HEHEH SO 7 7 AV EEET HEEL—FDOY A MIBMLET, add 2EHEL-HELRLCH
EIC2 D E9,
remove <user id list>
HEHH SO 7 7 AV EEET HEEL-—FDOU X P SHIBRLET,
1485 X — & AR O X HE
BB TEEEA
2 ED R EHH
1~3056 ZfEELET. NA 7> (1), ar7 () 2FEALCEHDL—FID ZEETEET,
RETEHLI—FID OFEL, ¥ x—/SE—F, T—FFa—8 BLUOL-FHINREEICL -
TELZVET, HEHFENOL—VID 2{5E LIzEE, BBIIRKMSINETA,
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<profile name>
PR = —/ROFEEHIE T 07 7 4 LOZRI#HEE LE 9. shaper bandwidth-profile 2~ > R T
TEREA DB ZTEE L T E W,
1. AT X — 5 BEEEE O F)HAE
BB TEEEA
2 fEDEEH
31 XFLADZHIZIEEL £ T
FAE, NI X—=FIHBETZAME] 2R LT ES 0,

[O7 > REEERFOEIE]

%L
CBEANDRE]

7L

[EREE D R IREZH]

BEEEER, §IOERICRBENTT,
CE==IE]

7L

(BSEIY> K]

shaper bandwidth-profile
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shaper user-priority-map [OP-SHPS]

el = — R TI—VBEEY YV VE2RELET . ROV Y FEFRE LA, VLAN Tag DAY
FHBRICEOSW eFa—A & LET, BELY = —PEEL TV D2 NIF PR TY,

(AT

HRORE « BHE
shaper user-priority-map {tag-vlan | inner-tag-vlan}
B DOHIFR
no shaper user-priority-map
[ATTE—NK]
(config)
[INZA=9]
{tag-vlan | inner-tag-vlan}
vy BV ZIERYT S VLAN Tag Zf8E L £ 9
tag-vlan
1 BB ® VLAN Tag D1 —JEEELIEELE T,
inner-tag-vlan
2BB® VLAN Tag D1 —VEEEZIEELE T,
1. AT X — 4 BEEEE QR HE
BB TEELA
2. fE 5% E i
zL

[37 > RS OEE]

BB = — D1 FERE~Y v EY I EERALEC A,
[REANDRE]

%L

[EXEME D R ERZZH]

EEEHE R, NIF #HE8d s TRBENET,

[EEEIE]

ARV

B

[BhEDT > K]

shaper enable
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shaper users-group [OP-SHPS]

A =2y MUY Tz —AEELY 2— DY 2 — N1 —F Y X NE2BELET,

[ABAH]

1BHDOHRE
shaper users—-group <users Llist name>
1BHROHIR

no shaper users-group <users list name>

[AFTE—NK]

(config-if)
A=Yy M H¥Tz—2X
NS X—=9]
<users list name>
ey = —DY 2 —R2—F Y A +OLZRI#IBELE T,
1.AIST X — & B O HAE
B TZEHA
2. B D ERE i

31 XFLADZFIZHEE L £ T,
FHME, ST RXA—FIIBETESE] 2ZRLTIZS WV,

[O7 > KA EIE]

%L

LEEANDFE]

=L

[BXEME D RIRZ2H]

REMEFER, TIGERICKBMISNET,
CE=ZEIA]

zL

(BSEIY> K]

shaper mode
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PRy = — DY 2 —NZ—FY X b ZERLE T, BEL-OHEKR64 Y XA MERTEH T, Ao~

v R%%EfT9 5 &, config-shp-users E— NIZBITLE T,

[ASFER]
BHRORTE - BF

shaper users-list <users Llist name>
BHOHIR

no shaper users-list <users list name)

[ASIE—K]
(config)
[INSX—F]
<users list name>
=AY RANOLZHIEEELET,
1.8 5 X — 4 B O HAE
EBRTEETEA
2. [BDEEHF

31 XFLIADZFTZHEE L LT,
FEIE, NI X—=FIHEETZ2ME] 2L TS0,

[3~7 > RSB DEE]

mL
[EEADE]

mL

[EXREME D BREZH]
REBEER, T RENET,
[E==IR]

mL

[BhED<> K]

shaper enable
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system policer-statistics-mode

386

HIERKE TRE LINR T L — 2 OHEHEROBSHMZREL T,

[AFH]

BRMOHTE
system policer-statistics—-mode bytes
1FHROHIR

no system policer-statistics-mode bytes

[AFTE—NK]

(config)
NS X—=9]

bytes
EIHERBE THRE LR T L — L DOMEHERZ N1 FEATEELE Y,

1485 X — & AR O R HAE
BRTEEEA

2 fED R EHEF
A3V

(37> REBEOBIE]
HIEE R CRE LIENR T L — L OREHERZ 7 L —LBATHIE LEJ,
EEADHE]

ARV

(SREMED R

REMAFER, PSU ZHIEET 5 & TRRENET,

[HREE]

AQV

(BSEIY> K]

policer
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system queue-length
EEANF2—DOF 1 —REEELET,
[AFIER]
HIROKE - BE

system queue-length psu <psu no.> fe from-ssw forward <queue no.)> <queue length> [<queue no
.> <queue length> ...]

system queu§—length psu-fe to-nif <nif no.> <queue no.> <queue length> [<queue no.> <queue
length> ...

B OHIbR

no system queue-length psu <psu no,> fe from-ssw forward
no system queue-length psu-fe to-nif <nif no.>

[AFIE—R]
(config)
[INSX—5]
psu <psu no.>
PSU#HBZHEEL £,
1. 48T X — 4 BRgR O F)HAE
B TEEEA
2 MED R E
<psu no.>DIFEFTEB L MMEOTEHHEICOWTIE [T XA—FITHBETELE] 2B LTL
72E W,
fe from-ssw forward
PSU-FE SSW Zf§F 2 — (H#tH) 2HEELET,
1. AT X — 5 AR O RE
B TEEEA
2 EDEE HH
%L
psu-fe to-nif <nif no.>
PSU-FE NIF #%EF 2 —D NIF HEZfEEL £ 9,
1. 485 X — 4 AR O ¥ HAE
B TEEEA
2 MED R E
[T RA=FIHEETZBE] 2SHL TS0,
<queue no.> <queue length> [<queue no.> <queue length> ...]
Fa—R2EBEITLF 1 —FEBELEF2—E2EELET.
PSU-FE SSW Z{8F 2 — (F#k[H) D&, PSUNLD 4AEZTIHETE LT,
PSU-FE NIF 2§ 2 — D513, NIF 47:0 8EE CTHRETE £ T,
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9 QoS

<queue no.>
F1-—REEEIHF21-—FSZHELET. HHOF1-2EEIHHHL, INTELZD
Fa-—HFBSZHEELTI LSV,

<queue length>
Fo1-—RZEELET,

1. AT X — 5 BRROHE
P Eb—20F 1 -%FF, BLUF1-—ROBWEPBETT, AW LIIBE, 774V MED
BHINET. 7740 M [Z27 2 FEBROEE] 22BLTIZS 0,

2 fEDEEEH
<queue no.> : 1~8
<queue length> : ¥ 2 —ROHREHFZIROFITIRLE T,

£9-3 KEAF1—&DF 1 —ROKXTEHE

NREBENF 1— RETEBIE HECTEDF1—RNDES
PSU-FE SSW #{EF2— (1 1023, 2047, 4095 PSU 3%7- h A&t % 4095 LUF &9 2 HEA
#H) HOET, *

PSU-FE NIF (g% 2 — 4095, 8191, 16383, 32767, 65535, NIF %70 O&F# 131071 LR ET 2 %%
131071 BH0Ed, *
%

AKIVYRTHRELEZF 2 —BBOF 2 —ROGFMETT . F2—REOEE2EBL-F2-F5DF 21—
EBlIAHMEICEAEEA. TOEE, F2—E27F 73V MEELTHRVWET, T7 4L MEWK [ K
HBEEREOEE] 22BLTLIZE 0,

[37 > NSRS OEE]
WORITTRT 2 —RTBELET,
R9-4 BERF1-E0F1—ROF T4 ME

MREENF 21— PSU @ FE # KEDT 7+ ME
PSU-FE SSW (5% = — (HiftHl) - 511
PSU-FE NIF A% 2 — 1 2047
2 4095

(FLBI)  — : PSU @ FE BUTR 5 72\,

LEEANDFE]

BEMERMY 57:912 PSU F7-13 NIF Z2HEH L TV A/, %495 NIF 2&HT 5 F»EIEL
£9,

[EREE D IREZH]
PSU-FE SSW %(F¥ 2 — (H#itf]) #ZE U258, #ELL PSURZFHCHER L2 d & ICERICR
BENEd,

PSU-FE NIF %EF¥ 2 —2ZEBL7-5HA, #EE L NIF 2 FBTHEH L b L IGEFAICRMESNE T,
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9 QoS

BEI=EIE]
1.PSU-FE NIF #EF 1 —0F 1 —E2BET 558, ROMEEL TSV,
« X2 —ERBETELDIX, NIFOR—RKY A THPE-NIFICEEEESNTWAEESIFTT,
« ¥2—RELFETE S NIF & PE-NIF 7213 T9 . PE-NIF LISt NIF 28E LB 8, © AT 4
RAyb—IUBHAESNT, EBRICEBSNEEA,
e FEENP 2D PSU T, F2—FIZ40905 2BETEEHA. BELLES, YATLAvE—T
DHASNT, EBRICKBENEH Ao
[BSEOV > K]

system nif board-type
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9 QoS

traffic-shape rate

A =By MU ¥ Tz —RIIR— NEFHEEHRELET,

[AFIRR]
EHORE - AE

traffic-shape rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}

BMDHIFR

no traffic-shape rate

[AFTE—NK]

(config-if)

£ =3y b YF T2

NS X—=9]
rate {<kbit/s>k | <Mbit/s>M | <Gbit/s>G}

R— MEEHEEZERLE T,
1.ARINT X — & BEREOHAE

BWTEEEA
2. B E HiFH

MORITTRLET,

BEOBAIZIZ Kk, M, GHAEETEET, 4B, kid 1000, M 1% 10002, G 10003 &%z 0 £,

& 9-5 K— MNEEHIEORESEE

SREEEHE ZI A8
G Hifu 1~100 1
M Bifis 1~100000 1
k Bfr 10~100000000 10

390

[3v > R EEEROEF]

EEE CHIELE T,

CEEANDRE]

A— NEBHMORENTT T 5 E TOM, —BNICEREES T NI 71 v I HRNDZENBD T,

[(ERTEME D RIRZLH]

WNROA =Ty b 25T 2 —ZAORENVEFBETOBE, REMEOEER, I IHERICKBLE
T ZOENPOREDHFEZ, ERBEPELE o7z SITERICRMLUET,

CE=ZEIA]
L EfRIEAEEORE, K- MEEEIETRE L BT CRETERN LBV ET,



9 QoS

[BHhEI<> K]

ARV
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F4ifm v MT—TEERREE

L2 JL— T4
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10 L2 L—TH4

loop-detection

L2 V—TBHITOR— MEFIZREL £

[AHFER]
BHRORTE - BH

loop-detection {send-inact-port | send-port | uplink-port | exception-port}
B DHI k&

no loop-detection

[AFTE—NK]

(config-if)
A=V A2v MU Tz—A, R=F F¥+RXNA Y Tz—2R

NS AX—=9]
{send-inact-port | send-port | uplink-port | exception-port}

send-inact-port
AR EHER - NMIRELE T, L2 V—HRA7 L —L%%(EFL, BEE»S50 L2 L— 74
TV—L%2FETHE, VATLAvE—I%2HTUAR— b % inactive IREEICLE T,

send-port
BHEER—PNCRELE T, L2 V—THHN7 L —L4%2%(EL, BEE»SD L2 L—THHN7
L—LZ2ZETHE, VATLAvE—VZHALET,

uplink-port
Ty TV IR=MIFRELET, L2L—THMT7 L —LIEEELETA. BEBPSD L2 L—
THM7 L —L0%%ETHE, JV—LREXLTIYATLAYy—V2HALET, 7L—L0%E
TEOR— MNERIARAEFEAZER - FOBAEIE, EETA— % nactive IREICLE T,

exception-port
L2 L—HHE RN AR — FMICRELE T, L2 V-7 L — L2 ZELTHABEELITVE
ﬁ/lzo

1.AKIST X — & BRI O HAE
B TETEEA

2. fEHD % E i
=L

(37> REIERFDEE]

BEIR—PELTEELET, L2 LV—THET7 L —LAI3FELZVT, BEELSD L2 L—THH7
L—L%2ZETHE, VATLAvE—V2HALET,

LBEEANDRE]

ARV
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10 L2 L—T440

[EEME D R ERZZH]
BEEEER, §IOEAICRBRENE T,

1A= ERIZEEIT S E, RIORIBERP V7V TENET,

o inactive WREEICT B FETH L2 L— 7 L — L2EHK

« HEMEHE CORRM
2.R—MERIZEELTCH, R—bTED L2 V-7 L —LEZEOREERIIZ Y T ENEH A,
[BSEI<Y > K]

loop-detection enable
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10 L2 L—T 184

loop-detection auto-restore-time

396

i

L2 U— AT inactive JREEIC Lo A— b 2 BEIHIC active IREEIZT B TOREM 2B THRE L &
—a—o

(AFFZR]
EROBE - B
loop-detection auto-restore-time <seconds)>
HHROHIR
no loop-detection auto-restore-time
[ATE—K]
(config)
NS X—9]
<seconds>
inactive JKR&IC L7z A — = BEIHIC active IRREICT A TOR AW BEMTHRELE T,
1.ARIST X — & BUEEE O HAE
BRTEZTEA
2. fEDF%E i
60~86400

[O7 > RS OEE]

inactive IRR&IC L7- R — MIEBHIIC active REIZZ D FH A
LEIEANDFE]

AQ

[EREB D R IRE2HE]

EEEER, §IGERICRMmESNET,

CE=EIA]

LRI FERELIZRET/IST XA = 2 BE L5E, BEINIC active IRREIC 72 5 £ TORFS KA
BoThwhid, BOKMZ—E )T Lzbs, BEEROEMERICKMENET,

7

(BEDY > K]

loop-detection enable



10 L2 L—T%450

loop-detection enable

L2 V—THME2EMICLET,

(AT
ERORE - BH

loop-detection enable id <loop detection id>

IEEHQLEUIES

no loop-detection enable

[AFIE—K]
(config)
[INSX—4]

id <loop detection id>
L2 V—7BHOID #HRELET. 2 FT—IVHNOEROREET L2 L — BNz EESE 215

&, I=—URBEEREELTLEE L,
1.AKI8T X — & RO ¥ HAE
BB TEXIEA
2. B D E% E i
1~64
[O~7 > RAREFDENE]
L2 V=T z8mic LET,
LEEADSE]
L
[ERTEE D R IRZ2HK]
EEEER, TIGERIIRMBENET,
DEREEIA]
I.AIZ Y FREBLTL2 V=28 L-ERIC, BEARAIC Y R2HFE LT L2 L—THa%

BT BGEE, Ko< FEIER%ICGER I < > N show loop-detection #%EfTL, EEX vt —
¥ [L2 loop detection is not configured.] ERRENZ I EZHRLTHLOEML T Z S W,

2

[BEOY > K]

ARV

397



10 L2 JL—T 14

loop-detection hold-time

398

L2 )L— T2 R — + % inactive IREEICT B TD, L2 V—THH7 L — L ZEROEFERE 2 ML
TRELET. BRICL2L—THRNT7LV—022ELIbs, L2 L—THBAO7 L —22%EL2WTH
BEMH2ZEL-ES, ZOR—FTHEEL TV inactive REBICT AETO L2 L—THH 7 L — L=
BIr7 I 7ENET,

[ASIAZE]

BROBE « BH
loop-detection hold-time <seconds)>
1B D HIFR

no loop-detection hold-time
[AHE—K]
(config)
NS A—=9]

<seconds>
inactive JREEICT A ETO L2 L—THBH 7 L — AZEROFREREZWEATHEELET,

1485 X — & AR O R HAE
BB TZELA

2 fEDREH
1~86400

[V > REEREFOENIE]

inactive KREEICT 2 ETO L2 L—THHI 7 L — LZEHERF LK T ST,
CEEADEE]

7z L

(X EME D RIRZ21H]

REMEEER, TIGERICKMESNET,

1.AKIV Y FEBRELRET/SS A=Y 2 BB L-ES, L2 V—7857 L — L2 EROEEERL A
BoTWwiid, BOKBEZz—E U7 LIzbE, BFEEOEMERICKMSINET,

(BSEIY> K]

loop-detection enable



10 L2 JL—T 184

loop-detection interval-time
L2 V=77 L — L DX EHEzHEMTHRELE T,
[AFIFER]
HROKE - BE

loop-detection interval-time <seconds>

THROHIFx

no loop-detection interval-time

[ATIE—NK]

(config)
[INSX—F]

<seconds>
L2 V=787 L — L EMREEATRELE T,
1. AT A — 5 BEgR O FIIAE
B TEEEA
2 EDFRE HiFH
1~3600

[O7 > REREFDENE]

L2 V=787 L — L O%EERREIE 10T,

[EEA\DFE]

[BXEME D[R IREZH]
REMEER, TIOGERICKBESNET,
CE=ZEIR]

zL

[BSEIY > K]

Lloop-detection enable

399



10 L2 L—T 14

loop-detection threshold

R— % inactive KREEICT B2 ETO L2 L—THI 7 L
AR

BHRORE - KH

—LREHERELE T,

loop-detection threshold <count)>
1BHOHIR

no loop-detection threshold
[ASTE—K]
(config)
NS X—=9]
<count>

AR — b % inactive REEIC

CTAETCOL2N—THHN7 L —LZERZ2HELET,
1. %5 X — & BB O EE

BRTEEEA

2. [EDEEH
1~10000

(37> &S OEHF]

A— % inactive REEICT AETO L2 L—THHA 7 L —LZERI 1 122D FT,

i —

LEEANDRE]
ARV

EREMED FZIREZHE]
EMEEER, TIGERICRMENET,
CFEEIE]

LRI~ Y RERELICRBTINT A= 2% Ebt%’é, ZEFEAHD L2 V=TT L — L8z R
LTWhiR, ZEHE—EI T Lbs, EEHROESERICKBENET,

(BSEIY > K]

Lloop-detection enable
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11 XAb=—4LTd>~O-L

storm-control (global)

no storm-control I RiZk>T, A=A b O—LOWNENETHT L —LBHEZHRELET.

AR
BROH

no storm-control broadcast
no storm-control multicast
no storm-control unicast

IEEHQLEUIES

storm-control broadcast
storm-control multicast
storm-control unicast

[ASTE—K]
(config)
NS X—=9]
broadcast

TO—RF ¥+ A 7L —LEEELET,
1. 2485 X — & BB O EE
EETEEE A

2 [EDREHEF
Q)

multicast
TILFFY AT L —LEEELET,

LA T X — 5 B O F)HAE
BB TZELEA

2 fEDREH
QY

unicast
I=F vy AN T L—LEZEELET,

1.7485 X — & AR O FHAE
BB TEZELEA

2 fEDREH
=L

(37> REIERDEE]

TU—RFY AT LU—L4, ILFFVY AT L—4, BAOPIZF VY AT VL—LZITRTCA =L
FO—LOXMRIZLET,

LEEANDFE]

ARV
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11 XAb=—LT3>~O-L

[EEME D R ERZZH]
BEEEER, §IOEAICRBRENE T,

.78—FRF ¥ A+ T7VL—L4, YLFFH+ AP TIL—L, BEUOLIZF Y AN IL—LDTRTEA+—
LAY PO— VOWRFIMIHET HE, A=A PO —VIZEELLEL D ET,

[BEEOY > K]

storm-control enable
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11 XAb=—4LT3>kO-L

storm-control (f—H Xy N9 7T 1x—XRX)

AR=MIFLTAN—LT 2 a—LE2HRELET. KITYVRTTITIVT 14 VIRRT L—LDOHIER
%ﬁbiﬁo

AT

BROBE « BHE

storm-control broadcast level {<rate> | bps {<kbit/s> ‘ <Mbit/s>M ‘ <Gbit/s>G}}
storm-control multicast level {<rate> | bps {<kbit/s> | <Mbit/s>M | <Gbit/s>G}}
storm-control unicast level {<rate> | bps {<kbit/s> | <Mbit/s>M | <Gbit/s>G}}

IEE QLGS

no storm-control broadcast
no storm-control multicast
no storm-control unicast

[AIE—R]

(config-if)
A—HYRxy M UFTz—R
NS A—=F]
broadcast
TO—RFY AT L—LZA =LY bO—)LOXMRICHELE T,
L AT A — 5 B OWIHE
TUO—RF YA LTIV —LZA =L PO—LOMNRIZHEELEH A
2. fBEDEE i
=L
multicast
TLFFXYANTIL—L%2A =LY b= LOMNRICHELE T,
1. ARG X — 5 BEEEE O F)HAE
CLFFY AN TIV—LZA RN =LY PO—LOWRRICEHELETH A
2. B D E i
%L
unicast
IZF Y AMIL—LZAP—LTY PO—LOMRICHELET,
L AT A — 5 AR OHIE
IZF Y AR TL—LEAP—LTY PE—LOWMRICHELTE A,
2. B EE HiFH
L
level {<rate> | bps {<kbit/s> | <Mbit/s>M | <Gbit/s>G}}

Ab—Lar - V2T H2REFEOREZHEELE . BEZBAL7 LV -LI3EELEI,
ANTGA—YZREERIEETLHE, BELLZT7 L—LEROMEERP 07V TENET,
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11 XAb=—LT3>~O-L

<rate>
RIMEZ [ EE T 2E1E OS—t > ) TIEELET. 0 2BELLEAIE, MHRETHTL—
L g RCHEEL T, storm-control action I~ RTHRELEMEXERLE A,
bps {<kbit/s> | <Mbit/s>M | <Gbit/s>G}
BErFHRECEELET, A VY 72— ATHEATELIHEROEELD/ NS WVWEEZEELTLLE
S,
1.ARINT X — & BREREO I HAE
=L
2. [EDEHH
<rate>1213 0~100 #FEL TL 2 &,
bps {<kbit/s> | <Mbit/s>M | <Gbit/s>G}HZl&, RITRT REHF (BH) THEEL L LS
l(!O
<kbit/s> : 5~100000000
<Mbit/s>M : 1~100000
<Gbit/s>G : 1~100

[O7 > RERREOENE]

5L

LEEADEE]

5L

[EREME D RRERZZH]

EEEER, §IOGERICRKBSNET,

CE=EIE]

1. BfEZ EHRERE IO S 28 TIRE LG, %81 VY 72 —ATHERATE2HRARDEE (1 FH7EY
M =Ty b2 F 7 2—Z2ADBEIF 1Ghbit/s, 10 FHE Y b —F 2y b V¥ T 2 —ADFEHIE
10Gbit/s) % 100 & LE 9,

F— PRI I -3 rRar 74—V a3 TRAFEEIDHEVEETEEL TWAESTY,
Ab—=Larra— LVORERRAKEEICHT2EEELTEELET,

e

[BhED7 > K]

storm-control enable
snmp-server host
storm-control (global)
storm-control action
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11

AN=4Ld>O-)L

storm-control action

406

BELXBA27 LV —L%2ZFBLTAMN—LOREEZHME LI LE, BRURA M L0REOHHZICZFL
727 L —LPREETE>T, A b—APonOEEBHEL-EXOEELRELET,

AT

THROBTE

storm-control action inactivate
storm-control action trap
storm-control action log

IEEHQLEIES

no storm-control action inactivate
no storm-control action trap
no storm-control action log

[AIE—R]

(config-if)
A—PxYy M UH Tz —X

[INTA—=9]
inactivate

AN—LOFREEBE LI EZIZ, WRA— % inactive IREEIC L E T,
1485 X — & BREE O FIHAE
AN—LOFEEBH L LI, MEEZBALTILV-—L20RELTEZEHLT, HRE—-FOR
RRELEFELEH A,
2 B E i
7wl
trap
AR —LDOREBIUOAM—L0o0EEEEH L EXIC, SNMP BHIZEELET,
1A T X — & B O FIHAME
AN —LOREBLTRA M—LPo0EIEEZEHL/-E &2, SNMPEHMZEELEEA,
2 B E i
Tl
log
A+ —LOREBLIUCA =L 6DEEZBH LS, YATLAyE—-VZHNLET,
1485 X — & BREE O FIHAE
Ar—LOREBIUVAN—LDoDEEEZHEH L &I, PATLAYE—VEHALERA,
2. B E i
=L

(37> REEERDEE]

AN—LOFRERBH LI EEIC, BEABA- 7 V—LOEEFITR2ERLET . R E— NOREOE
B, SNMP @HID®EE, BEIUOVRATLAYE—VOHNITIERLETA



11 XAb=—LT3>~O-L

[EENDFE]

L

[EXREfE D [ BREZH]

EMEES, §IGERICRBSNET,
[E==EIE]

AQ

2

(BSEO~Y > K]

storm-control enable

snmp-server host

storm-control (global)

storm-control (/1 —H Ry b4 T7x—2R)
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11 XAb=—4LTd>O-L

storm-control enable

AR—LIaY  O—LEEILET,

[AFIRZR]
BRMOHTE
storm-control enable
1BHROHIFR
no storm-control enable
[ATE—R]
(config)
[INTA—=9]
w L

[O7 > REEERFOEIE]

Ab—Lar v a—LEENICLET,

LEEA DS E]

7L

R EED R IRZDHE]

DEELER, TERICKBRENET,
CE==1E]

7L

[BEhEO~Y > K]

7L
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12 NS vF 2 THeRE

boolean

410

YA NERTORE NIy IXRORER, T LinHEZ2EHLCHEELE T,

[AH]

BHRORE - KBH

boolean {and | or}

BROHIFR

no boolean
[ASTE—K]
(config-track-target)
NS X—=9]

{and | or}
TIVEEEEELET .

and
TRTDO Ty IRRORES Up D& &Iz, K2 Up & LET,
or
ENDP—DD Ty IRROKRENS Up DL EIZ, K% Up &L LET,
1. 48T X — ¥ Bl R O P HAE
BB TEEEA

2 [EDFEEEH
A9V

[O7 > REEEEFOEIE]

Ehh—oD Ty I REOREN Up D& &I, WiEE Up & LT,
LBEADEE]

L

EREMED RIRLHL]

A7 RORERICEMShET,

BEI=CIE]

L

(B&EIv> K]

type



default-state

KNS TDFTTHIN Ty ZIREEZHRELE T,
AR

BROKE - BH
default-state {up | down}

H|MOHIR

no default-state
[AHE—RK]
(config-track-target)
[INSX—F]

{up | down}
NSy IDFTAI N NIy ZIRERZEELE T,

up
F74 VN LTy 2REER Up & LET,

down
T74)VE Ty ZHREE Down & LET,

14N T X — & BIEE OF)HE
B TEEEA

2 f[EDRHEEEH
7z L

[37 > BB OEF]

F7 4Lk N v 2 REEE Down £ 0 £
[EENDFE]

L

[ERE fiE D [ BREZH]

KAV FORERICEMENE T,
[E=EIR]

L

[B8EI~ > K]

AQV

(NTAE R 1
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12 RS vFTHRE

failure detection

412

ICMP ER COREREFETOHELREL LT,

[ASFER]
BROFE - BH
failure detection <failure count> trial <count> interval <seconds>

BMDHIFR

no failure detection

[ABE—R]
(config-track-target)
[INSX—9]
<failure count>
FZ v Z7REx Down EHIET ARV Y FREEIREIEELE T,
1. AT A — 5 BEgR O FIHE
BRTEELA
2. D EEH
1~255
trial <count>
BEREMIEFOR—) > FTHITRIHEZRELET. K= v VRREIHN LOEEEE L TLZS
W,
1. AT A — 5 AR OHIE
BB TEE A
2. D EEH
1~255

interval <seconds>
BEREMEFTOR— » 7RTHEE () 2EELET., K-V U JIEEFERKR (timeout) DLk
DEEEEL TS0,
1.8 5 X — 4 B O HAE
BB TEEEA
2. (B D ELE i
1~3600

(37> &R OEE]
WIORTETHELET,

s EEREMEFROAR - » 7RKEE 4 [H
s EEREMEFROAR - ZFAITEE 5 [H
s EEREMEFROR - FEITHE 28



12 MSyF>THRE

LEEADEE]

L

[EBREBE D R IRZDHE]

RKavr FORERICRBENE T,

[EEEIE]

1 EEREMEFROR—)  ZTEITHERICA -V » VISERSRE L D/ NS WEZIEE L 5HE, BEH
ERFEHROR—) » VRITHBEEZ R - 2 VI EFSRE R CR I L TEEL 7,

[BHhEIY > R]

type

target ip

target ipv6
timeout

recovery detection
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12 NS vF 2 THeRE

icmp
ICMPERTOIP )Ny NEFRELE T,

[AAHE]

BHRORTE - BH
icmp [dscp <dscp>] [ttl <tt1>] [hoplimit <hops>] [packetsize <size>]
1 DELEL—DDNNT A=Y EZIBETHAHENFHDET,

1BHROHIR
no icmp
[AHTE—RK]

(config-track-target)

[INTX—9]

dscp <dscp>
f87E L7-fE% IP ~ v ¥ @ Differentiated Services (Type of Service) 7+ —JL F® DSCP & LT
BELET,
1. 48T X — 4 BlgR O P HAE
0
2 fE DR E HFH
0~63
ttl <ttl>
BELIEEZIPAY O 74— L RICRELET,
1. 48T X — 4 Bk O P HAE
255
2. fEDRE &
1~255
hoplimit <hops>
T8 L7-ff% IPv6 Ny ¥ D hops 7 4 — )L RICHEL £,
1. AN T A — & B O WHE
64
2 fED R EHH
1~255
packetsize <size>
EET 5 ICMP Echo /3y hOTFT—FEONA MIAEEELE T,
1. 485 X — 4 iR O P HAE
56
2 fE D E HiF
16~65527
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12 "SyF>THRE

[37 > REEEEFDENE]

KIAT Y RONTA =PI RCAIHRETEEL £,
LEEANDFE]

%L

[ERRENE D IR Z2H]

K<Y FORERICRBESNE T,

CE=EIE]

Lttl /8T A —% TEE L7-fEIE ICMP /87 v MZHEA L E 9, hoplimit /85 X — % THE L7-EIE
ICMPV6 /87y MZERA L £ 9,
2.ICMPv4 Ei#IC packetsize /NI X =¥ Z18E T S855, 65467 LLTOEZIEEL TS,

[BhED7 > K]

type
target ip
target ipv6
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12 NS vFTHeRE

icmp check-reply-interface

416

ICMP B ICMP Echo Reply 2%{Ed 54 >4 72— A%2BELE T, KOV FTHEELLA VY
7 = — AL 5 ICMP B ICMP Echo Reply #2EFLTH, I6ELLEHMLET,

AR
WHORE - £E

icmp check-reply-interface <interface type> <interface number>
HHROHIR

no icmp check-reply-interface

[ABE—R]
(config-track-target)
[INSX—9]
<interface type> <interface number>
A7 Tz—RAEEELET,
1. AT A — 5 AR OHIE
BB TEE A
2 [EDEHH
<interface type> <interface number>i2i&, IIIRT A ¥ 7 = — ZFERN 7V — 16 s 2 A
VETI—ARBLUOA I T 1 —AFSEEETEE T, Fllld, I AXA—FITHEETZ 21E]
O WA 87— ADEEHE] 22RLTLEZS W0,
A=Y RY M F TR
A =YXy M T I T —R
AR —=bFrRINA T T =R
R M F X RN TA T 2R
-VLANA ¥ 7z —R
CTER—V AV RAR— b

(37> REIERFDENE]

ICMP EE#i® ICMP Echo Reply #2{E L7z A > % 7 = — A & ICMP Echo Request 2%#(F L7z 1 > ¥
TI—AN—HTHNPEDD, BRRLEHEA

LEEADEE]

L

EREIED R IREZHE]

RKI< Y FORERFICKBESNE T,

BEEI]

ARV



12 "SyF>THRE

[BEEOY > K]

type
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12 NS vFTHeRE

interval
ICMPEHROR—) v /RIBEEZHRELE T,

[AFIRZR]
BROFE - BH

interval <seconds)>
1BHROHIR

no interval
[ASTE—K]
(config-track-target)
[INTA—=9]

<seconds>

KUY () Z2EELE T, A— Y 7InERERMHE (timeout) Dl EDEZIEEL T ZE
l/)O

14N T X — & B O F)HE
BETEEEA

2. [EDFEEEH
1~3600

[T~ > REEEFROEE]
A=V > R 6 BT,
CEEANDFE]

L

[EXEME D/ IREZH]

Favy FORERICRBENET,
CE==IE]

LAR=Y Y TERIIAR =) U VISEFE BRI L D /NS WEZIEE LGSR, K-V YRRz R—) 7
JSERBRE EF CREICREL TEELE I,

(Rh&EI <> K]
type
timeout
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12 M3y F>THRE

recovery detection

ICMP EEfR CORERERIETOBEZBEL 9,

[AF37zE(]
ERORE - BH

recovery detection <success count> trial <count> interval <seconds>

HMOHIR

no recovery detection

[AFIE—R]
(config-track-target)
[INSA—5]
<success count>
Moy ZRREE Up CHIET H2KR—) U ITIIEHERRE L £7.
1. 485 X — 4 Bl O F)HAE
B TEEEA
2 EDFRE HiFH
1~255
trial <count>
REOERIETOR—) » VRTRREEE LET. K=V Y IRINEKN EOEA2IEE L TL2S
U,
1. AT X — 5 B O RE
B TEEEA
2MED R E
1~255
interval <seconds>
BEREMIEFOR—Y > FRTHR () 2EELET. A—) U VIEEFERERE (timeout) Bk
DEZEEL T ZS 0,
L. ANT A — 5 AR OFIE
BB TEE A
2 MED R EHH
1~3600

[37 > RER R OEE]
IR T ETHIELET.

o BEREMEFOAR -1 > ZEIER : 4 [
o BEREMREFOAR—1 > Z&ITEH : 56
o BEREBEFOR -1 > 7ERTHRE 28
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12 RS vFTHeEE

LBEANDZE]

%L

[BXEME D RIREZHE]

KI<v Y FORERICRBMENE T,
CEE=IE]

1EEREMREFOR—) ¥ ZHETHERICA -V VIRER S RE L D/ WEZTEE L-HE, EEE
Bt OR—) ¥ ZESHREE R - 2 VB SRE R CRREICHB L TEEL X7,

(BSEIY > K]
type

target ip

target ipv6b
timeout

failure detection
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12 "3y F>THRE

shutdown
NT v I OEEREILELET FEIEFRO M Ty ZREICIE, default-state 2 2 RO
[AFI#ZE]
EHROTE

shutdown

IEEHQLEUIES

no shutdown

[ATIE—NK]

(config-track-target)
[N A—=%]
L

[T~ > REEREOEF]
by rEREELELEEA,

f

T

%3

&

RALEY,

R
il

LCEEANDRE]

AR

[EREMED [ BRE2H]

AKa<wr NORERICKBRSNE T,
BEI=E]

AQV

[BSEIY > K]

default-state
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12 NS vFTHRE

target-id
BNERN S Y I Iy IV IDARELE T,

KAy FeRELZVES, Iy 7 IDFEHTEVIETCONETH, BEOHEHP - v 7 RED
BEIIES>THIIv I IDAPEESINSIENHDE T,

[ABAH]

BROFE - BH
target-id <track id>
1BHROHIR

no target-id

[AFTE—NK]

(config-track-target)
[INTA—=9]

<track id>
cNow 7 IDA2EELET,

1. 485 X — & AR O R HAE
BB TEEEA

2 fEDREHEF
50001 ~54096

[O7 > REEEOEIE]

BRERN Ty 7IZEFTEIDNTON NSy 7 ID 2FEHLET,
LCEEANDRE]

L

[EXTEME D S IRZZHK]

Kavy FORERICRBENE T,

CEEEIA]

L

(BS&EIY > K]

ARV
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12 "SyF>THRE

target interface

AV T —AERONRA VY T2 —AZHELE T,

(AT
ERORE - BH

target interface <interface type> <interface number)>

IEEHQLEUIES

no target interface
[AFIE—R]
(config-track-target)
[N A—=5]
<interface type> <interface number>
BRI A T —AREELE T,
1.AST X — & BREE O FHAE
BB TEERA

2 EDEREEH
<interface type> <interface number>{Zi&, IRIZRT A > ¥ 7 = — AR 7 ) — FITHIET 5 A
YETI—ARBLUOA VY T2 —ABSZIEETE LT i, [T X-FITIEETE A{E]
O [BA 287 2—ADIEERE] 2ZRL TS0,
ARV P VI T2
cR=FF X RNA I T 2R

[O7 > REREFDEE]
AT x—AEREZ LEHA,
LEEADE]

L

[EXTEMBED 2 IREZHE]

AR NOFRERICKBESNET,
DEEEIA]

L

[BEEOY > K]

type
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12 NS vF 2 THeRE

target ip
ICMP EROMK IPv4 7 RL ZZEE L £

[ABAH]

BHRORTE - BH
target ip <destination ipv4 address)> [vrf <vrf id>] [source <ipv4 address>] [nexthop <ipv4
address>]

(R OLlES

no target ip

[AHIE—R]
(config-track-target)
[INSX—95]
<destination ipv4 address>
ERITA7FLAZIEELE T,
L AT A — 5 B OWIE
BB TEEEA
2. D E HiF
IPvA7 RLAZIELE T, 72720, WIKRT T FLRARGERETEE A
- 127.0.0.0~127.255.255.255
- 7I7ZA, B, CUADT FLZ
vrf <vrf id>
VRF Z2f8E L £ 95
L.ARNT A — 5 B OWIHE
Ta—=N)tw bT =7 2ERNRELET,
2. B E ik

VRF ID 25 L& 9,
FMIE, [NIA—FIHBEETEAE] 2SHLTIZS VL,

source <ipv4 address>
ICMPv4 Echo /87 v FD#EFLE LTHERT A7 RLARIEELE T,

1.AKI8T X — & B REEE O HAE
ICMPv4 Echo /87y b 2R (ET A A VY72 —ADPv4 7 RLAZFERHLE T,

2 B D E i
[Pv47 RLRAZIBELE T, 72720, WIIRT T FLRAEGHETEE A,
- 127.0.0.0~127.255.255.255
- 75 AA, B, CLUOT KL A

nexthop <ipv4 address>
ICMPv4 Echo /87 v FREREO ARV A bRy 7 RLUARIBELE T, HBET A7 X MRy 73,
AEEVEREGR L TVWAE2Y b T —7 FICFEETA2REFHDET,

14N T X — & B O H)HE
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12 M3y FTHRE

REEERICIE S TR T A MR Y TERELE T,

2. (B E HiF
[Pv47 RLAZEBELE T, #72L, WIIRITRFLARIRETEE A
- 127.0.0.0~127.255.255.255
- Z7I A, B, CLHOTFL A

[O7 > REEFOEE]
%L
LEEADRE]
%L
[ERTE 1B (D i BRZ2HE]
RKav >y FORERICRBENE T,
CE=EIA]
LRI~ > F& target ipve 37> N, FERICRETEE A,
2.<destination ipv4 address>ic 70— RF v A M7 RLZZRETZEITH, ZOHAE, Kby

SRR Up 12720 8 Ao
BERZHB LS EICERNROT7T FLAZEET 5L, BREAIOERKEZT|ZHEET,

[REHEIT > K]
type
interval

failure detection
recovery detection
timeout
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12 NS vFTHeRE

target ipv6
ICMP EROMRIPV6 7 RL ZZHEL £

[ABAH]

BHRORTE - BH
target ipv6 <destination ipv6 address> [vrf <vrf id>] [source <ipv6 address>] [nexthop <ipv
6 address>] [interface <interface type> <interface number)>]

(R OLlES

no target ipv6

[AHE— K]
(config-track-target)
[INSX—5]
<destination ipv6 address>
ERITA7FLAZIEELE T,
L AT A — 45 B OHIE
BB TEEEA
2. (D E HiF
IPv6 7 RLZ%FEELE T,
vrf <vrf id>
VRF Z#EEL £ 9,
1. 4085 X — & gk O X HE
Ta—)Nbtw NI =7 RERNRELET,
2. D E HiF

VRFID #8E L E 9,
HHE, [/ XA —FIIRETZAE] 2R LT EZE W,

source <ipv6 address>
ICMPv6 Echo /87 v hDAELE LTHEAT A7 FLAZIEELE T,

1L.AINT X — 4 BEEEE O F)HAE

ICMPv6 Echo /%7 v b ZE(ET A4 T 72— ADIPv6 7 RLAZEHALE I,
2. [EDEE i

[Pv6 7 RLZA%FELET,

nexthop <ipv6 address>
ICMPV6 Echo /37 v MEEBROX I A Ay 77 FLAZEELE T, HET ST A bhy 7Id,
REBNVEBEERL TCVE 40y NT—7 LICERET2BRENHDET,
1485 X — & AR O X HAE
REBRICE> TR T A MRy TERELE T,
2 fED R EHEF
[Pv6 7 RLAZIEEL £ T,
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12 "SyF>THRE

interface <interface type> <interface number>
ICMPv6 Echo /¥ v PiXERDA ¥ 7 2 —AZEEL 7,
destination, source, B & nexthop /ST XA—=#IZIPv6 U7 ua—HL7 RLARIEELLEE,
BISTA—FTREEA VI T2 —RAER/ELTLIZE 0,
1. AT A — 5 B O RE
REBEBPBRRLUIA VI T2 —ARPSRELET,
2 ED R E HH
<interface type> <interface number>Zi&, IRICRT A ¥ 7 = — ZFEFN 7L — LI IET 5 A
VETI—ABBLUOA VY T 1 —AFSEEETT LT, #lMld, I X—FITHEETE 2E]
O [WA>872—ADIEEFE] 2ZRLTLILEE N,
A=Y ERxY b F TR
A =YXV MFTA I T —R
cAR=FFrRNA Y TR
A= N F ARV TSI TR
- VLANA %72 —2A
e S SV N Nl

[O7 > REEREFOEE]

AQP

LEEANDFE]

AQV

[ERTEMED [ BRE2H]

RKITY FORERICRKBENT T,

[F=EIR]

l.ARI< > R& targetip 37> ik, FERICHRETEEE A

2ERZHKBLLED LICERANROT NLAZEET HE, BREAOEMRIRBZF[EMELT,

[BhEIY > R]

type

interval

failure detection
recovery detection
timeout
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12 NS vFTHeEE

target object
YA MERORRIN Ty 7 2BELET,

[AFIRZR]
BWORE - £H

target object <track name> [not]
1BHROHEIR

no target object <track name)
[ATE—R]
(config-track-target)
NS X—=9]
<track name>

NIy I RERELET,

1485 X — & AR O R HAE
BB TEEEA

2 fEDREHEF
31 XFLADZFIZFEE L £ T,
FEAEIE, NI AX=FIHEETE 2ME] 2L T ES 0,

not
BELZ NIy IRROREAEEL CRHBIT A EREELE T, HHELZ bT v IRROIREN
Up & ZiE Down, Down D& X1 Up LR#ELET,

1485 X — & AR O FHAE
REZEELEEA.

2 fEDHEH
=L

(37> FEEEROEF]

A4V

LCEEANDRE]

AQV

[(BRE(E D [ BREZH]

RKIAv Y FORERICRKBMSINE T,
CE=ZEIA]

ARV
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12 "3y F>THRE

(&< > K]
type
boolean
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12 NS vFTHeRE

timeout
ICMP BO#— 1) > IS B B ME 2 RE LE T,
(A7

BROFE - BH
timeout <seconds)
1B DHI &

no timeout
[ASTE—K]
(config-track-target)
[INTA—=9]

<seconds>

A=V IR ERBRRE () 2HEELEd. K- 7R (interval) DIROEZIEEL T LZS
I/)O

14N T X — & BIgE OF)HE
BETEEEA

2. [EDFEEEH
1~255

(37> &R OEE]

A= > T IEER LM 2 BT,
CEEANDRE]

%L

[EREE D IREZH]

Favy FORERICRBENE T,
CE==IE]

%L

(BSEOY > K]

type
interval
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12 M3y FT7HRE

track-target aging-interval

RUBPRELHE, BNER NS v 7OERZ —RINICRETHRMEZRELELT. COREI/RERT
BHET, MY IZREBIIIRUBRIONT v ZIREZEHLE I,

IR Ty VERICERALE T,
« ICMP E5fH

o AT 1 —AEH
[ASAR]

BWORE - £H
track-target aging-interval <seconds)
B O

no track-target aging-inteval

[AHE—RK]
(config)
[INSX—9]
<seconds>
JUIBRICERNER N v JOBEREZEE T AEM () 2EELEI.
1.8 T X — 4 B ORI HHE
BB TZXEHA
2. [ED 7 HFH
1~3600

[27 > REEBIFOBE]
B2 RE T ML 180 HERD T,
LEEADFE]

=L

[BXEME D IRE2HE]

KIaA<v Y NORERICKBSNE T,
CE=EIA]

LRUEPFEEL TR SERIY Y NTHEE LRHEPIEE T SR, ROES5POEREEZ Lizdh AT
vy REEBLIGE, BERPOKRIYY NTERELLREN RET 2 CERZRELE I,

e no shutdown I<> F#FETL, ICMP EHRE/IZA 0¥ 7 2 — AEROELZER Lz,
o ICMPERF/IZA Y 72— RERDONT v 7 2B,

[BSEIY > K]

type
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12 RS vFTHEE

track-target init-interval

BCU P L CHhoBNERNT v VOERLZHIBT 2L TORBEZRELE T EFRFIONT v 71K
HEIZ13, default-state <> FOREMEZBEHAL I,

WITRT M Ty ZRERNCERA L E 9,
+ ICMP Eifi

s AV T 2 —REHR
AR

BHORE - BH

track-target init-interval <seconds>

B OHIFR

no track-target init-interval
[AHE—K]
(config)
NS A—=9]

<seconds>
BCU #S#EE L TH HERZMHIAT 2 TORRE () #HEELET,

17485 X — & AR O FHAE
BB TZELA

2 fED R EH
1~3600

(27> REEBEFOBE]
ERZHGT 2L TORMIE 600 HERD LT,
CEEADEE]

=L

(X EME DR IRZ21H]

RKIA<v Y NORERICRKBMSNE T,

CE==EIE]

1L.BCUZE#H L ThoARI~ > FTHEE LZREPRERT HH1IC, ROESLDPDOBEZ Lizd KO
vV REEBELGG, BMERPOERIYY NTCEE LRHEPREB LS & TERZMAKBLE T,

» no shutdown 2<v> FZETL, ICMPERI A V¥ 7 2 —REROEILEZER L.
o ICMPERF/IZA Y 72— REHRD NT v 7 %2BIMULT,
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12 "3y F>THRE

[BEEOY > K]

type
default-state
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12 NS vFTHeRE

track-target name
BNEEN Ty 7 RRELET, AIv > FANE, config-track-target E— FIZBITLE T,

[AFIRZR]
BRMOH

track-target name <track name>
1BHROHIR

no track-target name <track name>
[AHTE—RK]
(config)
[INTA—=9]

<track name>
NIy I RERELET,

14985 X — & AR O R HAE
BB TEEEA

2 fED R EHEF
31 XFLADZFIZIEE L £ T,
FAEE, NI A=FIHEETEZ 2ME] 2L T ES 0,

[O7 > REREEOENE]

zL

LBREANDFE]

%L

[(BRENE D RERZZHE]

KIv Y NORERICKMESNE T,
CEF=EIA]

.Sy F U 7EELZ L TWS NIy 7 2EIBRT A&, FHED NIy 7REIZ Down &4 03, A
<~V ROHIRIFIC T v F 2 JHEEL2 L TWAHKEET Down 2 S B2 20iEEIE, MTvFr
TEEOHRERHIGLEZDET, Aav Y FEEIRLTLIZES N,

2HNERIN T VERLC M Iy VRIIRETEEE A

(BSEIY> K]

ARV
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12 "SyF>THRE

type
NTw UREREEELE T,
[AFIAZR]
BEHMORE

type {icmp | interface | Llist}

IEEHQLEUIES

no type
[AFIE—R]
(config-track-target)
NS X—5]
{icmp | interface | list}
icmp
N w 7RI ICMP BEREREELE T,
interface
Ny RERNCA VY T - AERERELE T,
list
Ty ZRERNC) A NEREEELET.
L ANT A — 5 AR OHIIE
BB TEE A
2 ED R E HH
%=L

[37 > REEEEFDENE]

%L

LEENDFEE]

AQ

[ERENE D IR E2H]

RIATY RORERICRKBRESNE T,
CE=EIE]

zL

[RhEIY > K]

AQV
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13 R=rIX5-U27T

monitor session
R=—br3IT—Y VTHREZHRELET,

AR
BROH

monitor session <session no.> source interface <interface id list> {rx | tx | both} destina
tion interface {gigabitethernet | tengigabitethernet | fortygigabitethernet hundredgigabi
tethernet} <nif no.>/<port no.>

BROEE
monitor session <session no.> source interface <interface id list> {rx | tx | both} destina
tion interface {gigabitethernet | tengigabitethernet | fortygigabitethernet | hundredgigabi

tethernet} <nif no.>/<port no.>
monitor session <session no.> source interface {add | remove} <interface id Llist>

BEWOHIkR
no monitor session <session no.>»
[AHE—K]
(config)
NS A—=9]
<session no.>
R=—br3I5-U Ty aryBEREELET,
1. A48T X — & BEEERE O FIHE
BB TZEHA

2. B E i
1~1000
source interface <interface id list>
R=FIT7-VTDEZY—FR—b2YZAMEXTHELE T,
LANT A — 5 B OWHE
B TEEEA

2. B E i
8T X =FIHEETZ2ME] 2ZHL TSV,
source interface {add | remove} <interface id list>
BEFEAD)ZA M LTR= I T TDEZY —KR—%2BI, FIEHKRLET,
add <interface id list>
BERADI)AMIKR=FIT—) Y TOE=ZY —KR— b E2BIMLET,
remove <interface id list>
BEFEAD)ZAIDPER=FIT=) 2V ITDEZY—KR— 1 2HIBRLET,
1L.AINT X — 4 BEEEE O F)HAE
B TEZEA

2. B D FRE S
(8T A—=FIZIBETZAE] 2L TLIEE,

438



rx | tx | both}
R=b3IT=VTI2LTT7 0w 7DhMEREELET.
rx
ZETV—LEIT-) T LET,
tx
BEE7L—Lx2IT7—UTLET,
both
EZETV—LE2IT—IY T LET,
1. AT X — 5 BIgR O HE
BB TEEEA
2 MED R E HH
%L
destination interface {gigabitethernet | tengigabitethernet | fortygigabitethernet |
hundredgigabitethernet} <nif no.>/<port no.>
R—FrIF—UYVTDIT—HR—-+E2EELET,
{gigabitethernet | tengigabitethernet | fortygigabitethernet | hundredgigabitethernet}
I7-R-rOERZEELE T,
1.ANT A — % BUR OF)HAfE
BRTEEEA
2 MED R E
L
<nif no.>/<port no.>
I7-K—FDONIF &S, F—rESZEELET,
1. 4085 X — 4 BRgR O ¥ HE
BRTEEEA

2. B EHFE
[T A —=FIIEETEAME] 2B LTLL7ZE 0,

[37 > REEEROEF]

L

[BENDFE]

L

[E2REfIE D S BREZH]

BEEEER, §IOERICRBENET.

LBBROE=—F—P /L T—2DIT—FR—- 2RETEEI, A—+3IF-VYFTcar—-L
TRETL—LRERDOIT—R—MIEELEY, a¥—LEEETIL—L2EHD IS —F—MC

EELEDTEERA,
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13 R=rIX5-U2T

22R=F 3597 cat— L7 7 L—L0ENEBEHEEEZBAEE, FOT7L—LIIEEINE
a_o

33T TICIT—R—PELTHRELTVWAR—+%Z, EZ¥—FR—-MIERETEEEA,

4 F=—R—PbFEEIT—FA—PMIBEL VA YT —ADAY T4 7L — a3 v &YKL
TBEICE, FETAR-IPEENTVAR- I T Ty arpar747b—arn
HibfgshEd, E=F—R—MIR-—PMIRAPERELTVIEHER, FOY A MHICEETSK— M
EFENTVWSE, F—r3I5—U Tty raroariq«ZL—raryelkangd,

(BSEIY> K]

ARV

440
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14 RUY—AR—-ZX5-U>7

destination
RNV —R—RA3IF—Y U TD

[ABHE]

1BHDOHRE
destination interface <interface type> <interface number)

1BHROHIFR
no destination interface <interface type> <interface number>
[ATE—R]

(config-dest-mirror)

[INT X —9]

]
N
|
%
|
-
R(~
B
#
il
Ht
y

interface <interface type> <interface number>
37— K- bDA VYT —AEEELET,
1485 X — & iR O R HAE

BRTEEEA

2B D E HH
<interface type> <interface number>i2id, IITRT A > ¥ 7 = — ZFEFN 7V — LIS 2 A
VETI—ABRBRUOA VI T —ABSEIEETEE . sFlllld, [T RX-FITHEETE SE]
O [WA>57 2 -2ADIEFE] Z2ZRLTIEZE N,
ARy b FT TR
K= P FrRNA I TR

(37> REIERDEE]

=L

LEEADEE]

L

[ERTENE D R IRZ2HE]

BEEEER, TOERICRBRENET,
CEE=IE]

=L

(B9&EIY > K]

=L
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14 RUY—NR—ZZ5-U>7

destination-interface-list
BEERA VYT —A)ANEZELET,

[AFRZR]
BROBRE

destination-interface-list <destination interface list name> mode mirror
BHROHEIR

no destination-interface-list <destination interface list name> mode mirror
[AHE—RK]
(config)
[N A—=5]
<destination interface list name>

REXA VYT —A)ANERZIEELLT,

1485 X — & AR O ¥ HE
B TEEEA

2 fEDEE
31 XFELHNDEBERA VY T2 — A A M EEBELE T,
L, [N XA=FIHEETEZ2ME] 2L T 2S00,

mode mirror
BEERA VYT —AV A N 2HHTAEEELT, RII—R=-ZAIF-YVTEHRELET,

14N T X — & B O F)HE
EWTEELEA

2. f[EDRHEEH
AV

[37 > FEEEROEF]

L

[EEANDFE]

L

[EXREfE D S BREZH]

EMEER, §IGERICRBRSNET,
[E==IR]

ARV

E

[BhED7 > K]

destination
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15 sFlow #ist

sflow additional-http-port

WEET — 4B T URL B#H =2 EHA T 25612, HTTP /87 v + &¥Ild 58— F&ES% 80 LISHIEMIE
ELET,

AT

BHRORE - BH

sflow additional-http-port <HTTP port)>
BEMOHIBR

no sflow additional-http-port

[AIE—R]

(config)
[INTA—=9]

<HTTP port>

WET — ¥ ERX T URL BE#H =2 HEHAT 2541, HTTP /Y v F &g 2R — FES % 80 LISHTE
MFEEL £,

14N T X — & B O F)HE
HWTESEEA

2 fEDREEH
0~65535

[37 > NSl OEE]

HTTP %7 v h EHWFS 5K — b ES1E 80 BRIV ET,
CEEANDRE]

%L

[EXREME D R IRZH]

BEBEER, TIOERICRBSNET,

CE==1H]

%L

[BHETV > K]

AQ
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15 sFlow #:st

sflow destination

sFlow /87w FDFEETHSIAL 7Y DIP T RUAZEELE T,

[AAFE]
BHMDOKTE

sflow destination { <ip address> | <ipv6 address> } [<udp port>]
B DOHI k&

no sflow destination { <ip address> | <ipv6 address> } [<udp port>]
[ASIE—K]

(config)
[INSX—F]

{ <ip address> | <ipv6 address> }
sFlow /87 v bDFERTHHAL I Y DIP 7 RLAZEELE T, IP 7 FL A& UDP R— FEBD

MHAraHLETRRA4MERETEET,
14N T X — & BIEEE O F)HE
BETEEEA

2 fED R EH
IPVATERE 7213 IPVOTERX D IP 7 FLAZBEL 9,

<udp port>
sFlow /¥ v FDFEHLETH 2L 75O UDP R— M ESEZFHELE T,

1LAINT A — & BHEE OYHAE
6343

2 fED R E
0~65535

[O7 > REREFDEE]

L

LEEADRE]

L

[ERENBE D [ IRZLH]

EMEEFR, TIGERICRBENET,

DEREEIA]

LA A—HIEENTEETA. —EBHIR LD EITEML TS0,
2.FA—DIP 7 RLRIZH LT, 8D UDP A— M ESORELTEE T,

3.9V 75D Pv4, IPv6O 7 FLAELTT7U—RF+AMTPRLRA, LFFY AT RLA, B
Jrra—hALT7 FLAZBRETCEET A

2
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15 sFlow #ist

(BSEDY > K]

L
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15 sFlow #:st

sflow extended-information-type

TJa—Y P ILVOENET - Y EROEEEEZIEELE I,

[AF37za(]
ERORE - BH

sflow extended-information-type { [router] [gateway] [user] [url] | none }
B DOHI k&

no sflow extended-information-type

[ATTE—NK]

(config)
NS X—=F]

{ [router] [gateway] [user] [url] | none }
TU—HY Y TVOEMRT — Y EROREEREEELE I,
CCTHRETHIRT —FEREE, Ny MERPSHMTE LA v FRNL—F 2 EICET Sy
M= BEROFEFDEIBLET, 58lIE, 227407V — a2 HA4 K Vol.2]l 126.1.3(2)(c)
BERT—FER] 22BLTLIZS 0,
AT A= IIEBIEETEE T, BEIEET2HEICE, NTA—F LT A5 DRICEHDOKY]
DEANTHRELTLZE N, 72720, none ST X = XIHPD/INT A =7 LRIEICIEETE Ao
router

L—%1E# (NextHop %2 &) OREEZHALET,

gateway
F—b7zA1EHR (ASESLE) OXEEBEEZHFALET,
user

2— 8% (TACACS/RADIUS f§#i% &) OREEHELET.

url
URL1E# (URL %z E) ORXEZHEB LTI,

none
FTRTCOWRT YRz LI ZITEELEE A

LA T X — & B OF)HE
B TEEEA

2 ED R EEEH
AV

[37 > REESROEE]
TRTCOIMET— s HRE TV S ICEELET .

[EEADEE]

AR
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15 sFlow #st

[EXEME D R IRZH]
WEBEER, §IOERICRBSNET,

LRI RICE2BEIEFBESNET, WNIA—FIELBLZVWEEIE, BELNTIA-FEEZTAX
TAALTLEE W,

(BSEOY > K]

ARV

450



15 sFlow #:st

sflow forward ingress

BELER—FDOZEINS T4 v 2752 70— FNOY ) U IR, FEBLOZENS T4 v 7
BRI TIDOERNRICLET,

AT

BHRDERTE
sflow forward ingress
BHOHIR

no sflow forward ingress
[AHE—RI]

(config-if)
A=Yy M HTT—R

[N A—9]

L

[37 > REESEFDENE]

L

LEEADEE]

L

(5% TEME (D R BRELHL]

TEEES, TIOERICRBSNET,
[EEREIE]

ARV

2

[BHhEIY > R]

ARV
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15 sFlow #ist

sflow max-header-size

BHAF— & (sflow packet-information-type I~ > RZBER) 12wy ¥EIZHHA L TWAIEE, 427
WXy FOFEE (MAC Ny ¥OEH) o a—shbmAY A XEBELE T,

AR
WHROBRE - LE

sflow max-header-size <bytes>

HHROHIR
no sflow max-header-size
[ATE—K]
(config)
NS X—=9]
<bytes>

BRT -SRIy FHIZER L TWAHE, Y273y o%E (MAC Ay ¥ D5%HE) 75
AE—SN2EERTPAX (N1 b) ZEEELET,

14N T X — & IR O F)HE
HBTEEEA

2. [EDREEEH
0~256

[37 > NSl OEE]

YTy bO%E (MACAY ¥D%HE) 75 —SNERRY A XL 128 31 MRV ET,
CEEANDRE]

230

[EXREME D R IRZH]

REBEER, TIOERICRBSNET,

CE==1H]

L

[BHETY > K]

AQV
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15 sFlow #st

sflow max-packet-size

sFlow /87y b OJRAY A RZBELE T, BET LY 1 X, sFlow Ny ¥ » 53y SORBETO
& T9Y,

AT

BWMORE « BHE

sflow max-packet-size <bytes>

BHOHIR
no sflow max-packet-size
[AHE—RI]
(config)
[INFA—=%]
<bytes>

sFlow /37y FDBERTA X N1 b)) ZBELE T, RMEIZILV I INDRETLA V¥ 7 2 — A
ESINTWVWAMTUE (N M) DIROEERIBEL TS,

1. 4085 X — & AR O ¥ HE
BBTEEEA

2 B R EHH
1400~9216

[37 > REEBIFOBF]

sFlow /%7 v b DFARY A K& 1400 N1 MV ET,
LEEANDFE]

%L

[EREME D IRE2H]

EEEER, §IERICRBMESNET,

=]

ARV

a

[BhED7 > K]

AR
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15 sFlow #ist

sflow packet-information-type
TU—H TN OERT - EREZBEL LT,

[AHAH]

BRMOHTE

sflow packet—information-type ip
1FHOHIR

no sflow packet-information-type
[ATE—R]

(config)
NS X—=%]

ip
TJa—H > PIVOERT - IR EEELET .
ip IBEKEE, XFrw A IPVA Ty b OBEIL PV BT, IPv6 /Sy M OFAEIL IPv6 Bl
LIHIEELE T, CCTHETHAEAT— VRO, 207471 —Ya AR
Vol.2] [26.1.32)(b) BEARTFT—FERK] 2L T 2S00,
1.AKI8T X — & B RO #HAE
BBTEIEA
2. fEH D % 7E i
L

[O7 > REEERFOEIE]
AN FRIAZERL AL ZHICEELE T,

LEEADEE]

2L

R EED R IRZDH]

DEELER, TERICKBRENET,
CE=sE1E]

7L

[BEhEO~Y > R]

7L
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15 sFlow #:st

sflow polling-interval

AT I TN EAL T INEET AEREREELE T,

[AF372A(]
ERORE - BH

sflow polling-interval <{seconds>

B|MOHIPR

no sflow polling-interval
[AFIE—R]
(config)
(NS A—=%]

<seconds>
NI FTPINEAL I INEET HEREMBEMATEELET. OMERETLE, Avrydy
TLEIVL I FZICEESNET A,

1L.AINT A — & BHER OFHAE
BETEEEA

2 B R EHFH
0~2147483647 (=2 "~ 31—1)

[0V > RAREFDENE]

IV TNEIALTIN20BRERTEELE T,

LEEADSE]

L

[EREBE D R IREDHE]

BEEEER, TIHERICRMENET,

DEREEIA]

1.20 R— " EZERT 2GS, AEBICARISE»AZENHDET, FOEEIE, BEHETSOYHE

R—POBBEBERHE L THEEL TS,
(Bl) ERNROMIEAR— b+ 40 K— b OFE, 40 WL EZEELET,

[BSEIY > K]

AQV
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15 sFlow #ist

sflow sample
AEBICHEAT ST ) VR ETEELE T,

[AFIRZR]
WHORE - B8

sflow sample <sample count)>
1BHROHIR

no sflow sample
[ASTE—R]

(config)

[INT X —9]

<sample count>
AEBICEAT A2V ) UHREREELET (BAL X7y M. BELEY T U IERI L
1Ry FEBERICE>TH ) T LET (BIZE, 307 v UHR%E 512 ICRE LZHBE
i, 87y NI /512 OBRTY U TY VT LET ),
EMH 3~ > F show interfaces T, sFlow #at 2 BT 5K — b OBREREOZE £ 723X F/VT v
MiiE (packet/s) ZFTRTHNTLLZE V. [ER15-1 BEBRECOY YTV IRHBEOER] O,
HEF LS MiE (packet/s) ICHiEd 2 [BRER 2V 7)) v U] P HEREICZDET,
L.ANT A — 5 B OWHE
BB TEELA
2 (B D EHiH
1, 2, 8, 32, 128, 512, 2048, 8192, 32768, 131072, 524288, 2097152, 8388608,
33554432, 134217728, 536870912
1 721350 2x4 " n) Onic0~14 2 ANEZIEEL TSV, INSDANDENPATIEN
75E, ANMEISUTESNICCNSDEEZRELEELET. TOHEOEMAKNT ANEERH
EEOBGRE [F15-2 ¥ 7YV 7HEREEY EFER] IRLET,

x15-1 BEARECTOY> U IHEROER

SEFLE/NT Y MRE BREBBY ST IR BB
(packet/s)
8kpacket/s LI 8
32kpacket/s BI'R 32
128kpacket/s I 128 = 100Mbit/s 4 —H % v b X1 &
512kpacket/s IR 512
2Mpacket/s 2R 2048 | 1Gbit/s 4 —H v b X1 &K
8Mpacket/s LI'F 8192 10Gbit/s  —H v b X1 &K
32Mpacket/s LI~ 32768
128Mpacket/s LI'F 131072 | 10Gbit/s f —H% % v k X48 K
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15 sFlow #:st

SEtLEINNT Y NRE N
ST b BRenzY 7Y TR B 1 318
(packet/s)
512Mpacket/s LT 524288 | 100Gbit/s £ — 4% v b X8 &
1.6Gpacket/s LI~ 2097152  100Gbit/s 1 =¥ v kX 16 &

x15-2 H>7) U THEREY EFXR

IY Y RAAEhIES > T > TR KRCEMET B H > T THER
1 1
2 2
3~8 8
9~32 32
33~128 128
129~512 512
513~2048 2048
2049~8192 8192
8193~32768 32768
32769~131072 131072
131073~524288 524288
524289~2097152 2097152
2097153~8388608 8388608
8388609~ 33554432 33554432
33554433~134217728 134217728
134217729~536870912 536870912

(f51)
<sample count>IZ 1000 PEE S N/2HEIL, 2048 (=2%4 ~ 5) TEMELET,

[37 > RERER DOEE]

REBIEAS 24 7Y » VML 536870912 (=2x4 ~ 14) 12209,
[ERIEANDRE]

7L

[EXEME D RERZZH]

BEEEER, TIOERICRBSNET,
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15 sFlow #ist

BE3=CE]

1.[£15-1 B@BRETOYY 7YV IJEEOBRR] © [BRERZ2T 7Y Y 7ER] TR UHERE
VBT T VIR RET AIEAE, MEEOEEL &Y, BB LTOEEE+ICHEEL
THheY ) THRERELTL S0,

(BSEIY> K]

AQV
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15 sFlow #:st

sflow source

sFlow /37y FDREET (T—Yxz b)) KRESNBSIP7RLAZEELE T,

[AFFHA]

BROKE - BH
sflow source { <ip address> | <ipv6 address> }

BHROHEIR
no sflow source { <ip address)> | <ipv6 address> }
[ATE—K]

(config)
NS X—F]

{ <ip address> | <ipv6 address> }
sFlow /8% v bOBEFET (L—Y 22 h) OIPTRLAELTHERTSIP 7 FLAZEELE T,
[Pv4 7 RL A& IPV6 7 RL AR ZENEN—D T DIEETEE T,

1. 4085 X — & AR O X HE
BETEEEA
2 fE D EHEH
IPv4 ek & 7213 IPV6 FER O IP 7 KL 2% HEE L £ 7
[37 > REESEFDEE]

KAV REZEELLED S I25E, WOBEREIHE-STIP 7 RUAPRKRESNE T, FAREIC, FHELZIP
7 R L ZAERD sflow destmatlon IV RTHELLET RLAY A TEREBEED, (/"(@@5‘6?! HE-
TIP 7 RULANRESNE T,

B 1
W—=TNy T4 2HT2—=AFRKVA (AT 47 L—2aryavY RTHREL TV S5EE)

BT 2

REBOA VT2 —RAIZEOFFOENTWAIP T RLALSHENICEID Y TET,
LEEANDSE]
L

[EXREME DR BRZZH]
EMEER, T IGERICRBSNET,

DESEIAE]

l.sFlow 87> v@DT—Y 2 FIP7RLRAELTTHE—FRFY A NP RLUA, SLFFYAMTRL
A, B 7u—hAL7 RLRIBRETEEEA,

2.I—Vx YV MIP7RLARELTERTAIP 7 FL AL, REBOA VY72 —RICEDfFIFonTWn
BIPTRLAZEELTLEE W, RBEBLSOIP 7 RLUAZIEEL-ES, sFlow /84 v MMIEE
TEFEHA

2
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15 sFlow #ist

(BSEDY > K]

L
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IEEE802.3ah OAM
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16 |EEE802.3ah OAM

efmoam active

[EEE802.3ah OAM DESHMNER— b % active T— RICHELE T, £/, /85 A=~ DIET, UDLD
BRI —BHEE2EDICLET,

[AAFER]

BROFE - BH

efmoam active [udld]
BF|OE|BR

no efmoam active
[AHTE—RK]

(config-if)
A—HVxv M UH Tz —X

[N A—4]

udld
NRA— k% I[EEE802.3ah OAM OEHRAR— M LT, UDLD BXUNL—FHBHEELZEIC L
@_O

1. AT A — % BsR OFHAfE
HRA— P TIAARY Y IBEBLIOL -T2 LEE A

2 fED R EHF
A9y

(3~ > NElEROEF]
RRA— M, FHRY Y IEEB L UL FEBELZVT, passive T— RTHIELE T,
CBEANDFE]

UDLD B& UL —THHEEZENIC LR, FARY Y I7BRESL—-T2HHT S E, WHRA—+%
inactive JKE&IC L £ 9,

[EREED R IREZHE]

REEEER, TIOERICRBESNET,
CEEEHE]

L

(BEHEIDY > K]

ARV
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16 |EEE802.3ah OAM

efmoam disable

& & L C [EEE802.3ah OAM Z#EXIC L £,

I[EEE802.3ah OAM % N2 3 5154, efmoam disable 2~ > RZFEL T3, [EEE802.3ah OAM %
BOBEMICT 554, no efmoam disable I<v > RZHEL X T,

[AFIAZR]

EROBE
efmoam disable

BHOHEIR

no efmoam disable

[ATIE—NK]

(config)

[INZA=9]

AQV

[37 > REEEIFDENF]
[EEE802.3ah OAM »EXI T,
[EEANDFE]

AQV

[EREME D R IREZH]

EEAEER, §IGERICKMENET,
CE=FEIR]

%L

e

[BSEIY > K]

AQV
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16 |EEE802.3ah OAM

efmoam udld-detection-count

UDLD f# K, IEEE802.3ah OAM DER/N v b TH B OAMPDU DINEY A LT 7 N IFRAE LG
BT, FAMY Y 7RELHETAEHERELE T,
[AFE]
BIRORE « BH
efmoam udld-detection-count <count)>
HHROHEIR
no efmoam udld-detection-count
[ASTE—K]
(config)
NS X—=9]

<count>
OAMPDU OBEY A L7 7 NPRDIBESINAFBEIL, AR Y BELHMT 2R ZIEELE
o EIFUGELL-EZIZ, MK — % inactive IREE LT,

14N T X — & IR O F)HE
HBTEEEA

2 fEDEEH
3~300

[37 > NSl OEE]

KA > o e IS B EH 30 BICREShE T,

CEEANDRE]

%L

[EXREME D R IRZLH]

EEEER, §IGERICRBRENET,

[E==H]

LAREL DN SVERERET B L, FAMEY Y 7 MELBERET2BTNNH0 ET,

2

(BHEDY > K]

AQV
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] 7LLDP
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17 LLDP

lldp enable

466

AR— N TLLDP OEMZRB LTI,

[AFH]

RO

Lldp enable
BHOHIR

no Lldp enable

[AF1E— K]

(config-if)
A=Y FXy b FT -2

/NS XA —9]
2L
[O7 > REEEEFOEIE]

ARV

LEEADRE]

CEEFIA]
=L

(BEI<Y > R]

Lldp run



17 LLDP

lldp hold-count

AREBPIERFT S LLDP 7 L — LI LT, BREE PRI I 5K % 1ldp interval-time 2v > N THEE
L7MBICT S 2 ERTHEELE T,

[AFIAZR]
BHRORTE - BF

Lldp hold-count <count)>
BHOHIR

no Lldp hold-count
[AHE—FR]
(config)
[INSX—F]

<count>
PERREP R T R 2 ERTHEEL LT, RIFRAD 65535 (M) 2HBZX 2581, BRETHS
65535 () TEELE Y,

14N T X — & B O F)HE
EWTEELEA

2. f[EDRHEEH
2~10

[37 > RSl OEE]

BEEEEE AR T 2BMOMRIA4 EHD ET,
[RIEANDRE]

%L

[EXEME D RERZZH]

EEEER, §OERHICRBENET,
[E=EIE]

ARV

2

[BhEDT > K]

Lldp run
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17 LLDP

lldp interval-time

468

RIEBENPIERFT S LLDP 7 L—LOXEMEEEELE T,

[AHAH]

BROBE - BH
Lldp interval-time <seconds>
1B DHI &

no Lldp interval-time

[AFTE—NK]

(config)
NS X—=%]
<seconds>
AREENEET S LLDP 7 L — L 0OXERREEZMEATEELE T,
1. 48T X — & B O I HE
BB TEEHA

2 fED R EHEF
5~32768

[O7 > REEEFOENIE]

AEENEET S LLDP 7 L — LADRERERIL 30 HEn D £,
LCEEADSE]

L

[(EXE(E D R IRE2HE]

REEEFIR, TGERICRBShET,

CEREIA]

L

(BEIY> K]

Lldp run



17 LLDP

lldp logging enable
AR—hT, LLDP BHEEHRBE S LTHIBRO T AT L X v -V HAZRBL T,
[AFIFER]

BWORE
Lldp logging enable

BHOHEIR
no Lldp logging enable

[ATIE—NK]

(config-if)
A=Yy M HTz—R

[INFX—9]

L

[O7 > REEREFOEE]

PSRRI B L OUIRO Y AT LA v — VR HAI LE A
LEEADEE]

L

[ERTEME D R BRZ2HL]

EEEER, TOERICRBSNET.,

CESEIE]

ARV

a

[BhED7 > K]

Lldp enable
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17 LLDP

lldp run

470

LLDP #aEZBFHIC L E T,

[ABHE]

BRMOH
Lldp run
1BHROHIFR

no Lldp run

[AFTE—NK]

(config)

[INSX—9]

AQ

(27> REBEE O]
LLDP #eeI3 B &2 D 9
LEEADFE]

%L

[(ERREE D R BREZH]
REMEER, TIGERICKBMSNET,
CFEE=IE]

%L

(B3E3<> K]

ARV
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18 AV 747 L—YaviRERBOIS—Ayte—

18.1 HEDIS—

BREETHEO I T — Ay —JiconTlE, [a> 745 —Ya>avw>y L 77 L YA Volll
[19.1 #HBEHIT—] #BBLTLIZE W,

WROBEDLT— Ayt —V%HBOLIT -8R L TWVET,

s YVHFYIABDICLBTT—

s BAEA—N—Ic&kBTT—

s AVT 4L =Y arvOREICEAITT—

s AVT AT L= a v T AVOEEICLBTT—

s N=Ryz7Ear 747 —=YarOR—HickDHTT—
s BEBXOV7 bz T7OREICESTT—
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18.2 VLANE

18 AV 7«47 L—YasiR&ERBODIS—AyvtE—:3

SERFODIT S —

# 18-1 VLANE

SERDIS—XAvtE—

Ayt—3

AE

A switchport cannot be set because a
subinterface is already set for the
channel group.

FXINTN—FIHTA V5T 2 — AN
DBRENTEE R A,
switchport Z#8E 9 55 &1
FEEELTLZE N,

RESNTWVA7Z®, switchport

L, PTA VT 2= ADFEESN TV VK-

A switchport cannot be set because a
subinterface is already set for the
Ethernet port.

A =P Ry MR= MY TA V¥ T 21— W7
switchport OFENTEEH A,
switchport Z$8E 3 2, VT4 VY T 21— APRESN TR NKR—
FEEBELTLES L,

BESNTVDTD,

A switchport cannot be set because an
IP address is already set for the channel

group.

Fr 2N T V=TI
HTEEHA.

F IV TN—=TDIP 7 KL ZAZHIRT 25,
L T switchport Z8E L TL7ZE W0,

[P7 RUAFBRESNTWVS7z8, switchport DELE

EDLOF ¥ 2T IN—TITnt

A switchport cannot be set because an
IP address is already set for the Ethernet
port.

e T SN
ENTEEHA

A —H3y bR—F D IP 7 FLRZHIRT 25,
12/ LT switchport 28 E LT < 72& W,

IP7 FLADBHRESN TS, switchport DF%

FEHOA—FF oy FA— b

A switchport cannot be set for an
interface for which a mirror port is
already set.

35— K- AT
BTEETA,

BESNTVNAA YT x— A LT, switchport D&

The configuration cannot be set because
the specified VLAN has not been
configured. (configuration = <valuel>,
VLAN = <vlan id>)

fEESN/- VLAN ID BBRES N TV EE A

<valuel> : VLAN ID A%
<vlan id> : VLAN ID

RESNZaryI7I4 7 L—vav

The following items conflict: the
hardware profile and the VLAN
functionality.

N—KRT 770774 & VLAN BREDH
FtHAo

VLAN #EEPERTEAN— Y2707 74 L 2K
LTH»h 5 VLAN #eEZHER L T2 E W0,

WCTFERHBIORETE

1%, BB HiLH

The following items conflict: the
switchport and the policy-based mirror
port cannot be set together.

RYY—R=ZAIF—) U TDOIT—K— PRESNTVEA VT T2 —

A LT, switchport OFREIITEEH A,

The number of interfaces exceeds the
maximum number for this device.

AUY 7 2= ABPREBONERAE =B E L,

BHOBRENBZMHERLT, FHLTWERWVLANA V¥ 72—, 37
4’/971 A, BEUOR= M F vy INA I T2 —ZAZHIBRLTLIEZE N,

The specified VLAN interface cannot be
deleted because it is being used in the
[Pv4 policy-based routing list.

ELLZ VLAN A ¥ 72—, IPv4R) ¥V —R=2)V—F 4 T VJ R
FCHEALTWA-DHIBRTEEEA,

HIBRT 235810%, IPv4 R ¥ —R=2)—F 4 Y TY A+ 5
SEVLAN A 297 2 —A%HIBR L TP HERL T2 0,

EEERSH

The specified VLAN interface cannot be
deleted because it is being used in the
IPv6 policy-based routing list.

FEEL/EZ VLAN A > 72—, IPV6 R ¥ —R=ZAV—F 4 ¥ 7 R
FCHERLTWSOHIBRTEEE A,
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18 AV 747 L—YaviRERBOIS—Ayte—

A&

HIBR9 25A1%, IPv6 RY T —R=Z2)—F 4 V7 A+ 5EHT 5%E
FEVLANA V¥ 72 —ZA%HIBRLTLSEBL TS,

The specified VLAN was not found.
(VLAN ID = <vlan id>)

fEEaN/: VLAN ID EFRES N TV E A

<vlan id> : VLAN ID

The translated ID is already being used.

#8%€ L 7- Translated ID 1212 ® VLAN TERFTT, IROES 512 HE
L TLEE N,

e |37 ® VLAN TR U Translated ID Z$5E L TW iz

* switchport trunk 2= > F® allowed-vlan THEL TWT, 7D
translated-tag 2SFRIEE D VLAN ID Z$5E L TV 72

The VLAN configuration cannot be
changed because an access list or a QoS
flow list includes parameters related to
inner-tag.

7 u — SO inner-untagged /¥ X — %, inner-user-priority /¥
A—%, F¥/-1d inner-tag-vlan /85 A =¥ ZIFE L7 VLAY A b FE L
QoS 7u—Y A LNBA ¥ T 2 —ADOFEERIER SN TWAS 7%, VLAN
AT 4T L=y a v EEBTEER A,
TORAR=PELZIE IR VIR N ERET B, 7o —HHEs
IZ inner-untagged /¥ X —%, inner-user-priority /X7 X —%, %713
inner-tag-vlan X7 A =¥ ZEE LT 7L AV A ME7d QoS 7u—Y
AbEA VYT 2 ZADORERH SHIBRBICERBL T ZE 0,

77t AR— D VLAN £7213 b >3 ) v 7 R— bD VLAN 28ET %
B&, AU VLANID ® VLAN A >4 7 = — A6 70 —@HsEfo
inner-untagged /85 X — %, inner-user-priority /¥ 7 X —#%, &7z inner-
tag-vlan /ST A =¥ #BE L7 T VLAY A b F721E QoS 7u—Y A b %
EERD SHIFRERICER L T 230,

The VLAN configuration cannot be
changed because the number of flow
entries exceeds the maximum.

TANITIY NIEEZIZ QoS 7u—Iy NI EDPNEEG#BATLE
A7z, VLAN AV T4 7L —2a v 2EETEEE A,

$EE L7 VLAND VLAN A > ¥ 72— 12, 727X AU R b %713 QoS
TJu—Y R MPEASNTNAD, EETHIETIY NI EDPINEES
EBAITLEVNET,

VLAN 2> 74 L= a3y A2EET AR, ROEEL0EFETLTL
7280,

« HMITBVLANA VY T2 —AD6T7 7t AV AMBLUV QoS 7u—
U R hEHIRT S

e TANLFIUMIHELIZ QoS Tu—T v b UE, WASHEBAR
WEHFEICEET 3

The VLAN configuration cannot be
deleted because an access list or a QoS
flow list includes the same VLAN ID.

H—® VLAN ID % 7 0 —#HEEIciEE L7 78 2 2 b 7213 QoS
TH—YRAMPIA YT 2= RAHEASINTWA7H, VLANa> 7147
L—>a v EHBRTEEE A
F—® VLAN ID 2 7 0 —#HEHICEE L7 72 A X b E7213 QoS
TJU—YANEAF T 2—APSHIRLIzHE, VLANIV T 42 7L —
varvEEBLTLEE N,

The VLAN configuration cannot be
deleted because it is referenced by
another configuration. (VLAN = <vlan
id>, configuration = <valuel>)

fEES N VLAN BRIOFRETHERA SN TV S OEIRTE TE A

<vlan id> : VLAN ID
<valuel> : VLAN BRESNTWHIA> T4 T L—Ya v
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18.3 ANZ2T0V)—XTFEBEFOIS—

x18-2 ZANZVITVI-REBOIS—Xyt—2

Ayt—2 AE
STP and Ring Protocol cannot be set STP & Ring Protocol ®E%E IEHkth T 9,
together. Ring Protocol OFEN H 5728, STP FRETETE A,

The 'cost' value exceeds 65535. Specify | cost DEA 65535 LA LTI, cost D% 1 25 65535 O#HFTHET 2
a value for 'cost' from 1 to 65535, or set | #*, pathcost method OFEE% long IZ L TL 2\,
‘pathcost method' to 'long'.

The 'pathcost method' is 'short'. Specify pathcost method OFREEA short TJ . cost DiEZE 1 75 65535 D&
a value for 'cost' from 1 to 65535, or set | FATHET 472, pathcost method DFEME % long ICLTL 7S\,
‘pathcost method' to 'long'.

The number of MST instances exceeds MST A VA Y ZAHDP T TIIHRATT . HETESD MST A U RAF A
the maximum. I\ A 16 TI,
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18.4 Ring Protocol

HEBFOIS—

# 18-3 Ring Protocol FERND IS — Ay -

Ayt—o

PE

'vlan <vlan id>' is already configured in
‘control-vlan' of another ring. (ring ID =
<ring id>)

FEE SN/ VLAN X T TIZIZAD U > 7OHIf# VLAN IKERESN TV E
ER

EH0Y > 7 ORF#E VLAN 2 554249 % VLAN %2 HIl&9 %2, Bl VLAN
ZEAL TS,

<vlan id> : VLAN ID
<ring id>: Y > 71D

'vlan <vlan id>'is already configured in
‘control-vlan'. (vlan-mapping ID =
<mapping id>)

BE S N7z VLAN &9 TICHIE VLAN ICERESNTVE T,

H## VLAN 2 5339 % VLAN ZHIfx 9 2%, Bl VLAN ZEH LT
ZEW,

<vlan id> : VLAN ID
<mapping id> : VLAN v v > 7 ID

'vlan <vlan id>' is already configured in
'vlan-mapping'. (ring ID = <ring id>)

fEESN/z VLAN 39 TICVLAN vy BV TICRES N TVE T,
VLAN v v B> 7 h 56359 % VLAN %2HIR9 52, Bl VLAN %R L
TLIES W,

<vlan id> : VLAN ID
<ring id>: Y > 71D

'vlan <vlan id>' is already configured in
another 'vlan-mapping'.(vlan-mapping
ID = <mapping id>)

SN/ VLAN 39 TILED»D VLAN vy EV TICBRESNTVE T,
E0 VLAN v v ¥ 753359 % VLAN ZHIBR9 27, Flo VLAN
EHEALTIEE VD,

<vlan id> : VLAN ID
<mapping id> : VLAN v v > 7 ID

'vlan-mapping <mapping id>' is already
configured in a VLAN group of another
ring. (ring ID = <ring id>)

fBESN/ VLAN v v ¥ 733 TIZIEADY > 7D VLAN 7L —712
BESNTVET,

iZ5 D VLAN ZL— 7 6829 %5 VLAN v v ¥V 7 2HIBRT %55, Blo
VLAN 7L —7ZFERL T EE 0,

<mapping id> : VLAN v v > 7 ID
<ring id>: Y > 71D

'vlan-mapping <mapping id>'is already
configured in another VLAN group. (ring
ID = <ring id>, vlan group ID = <group
id>)

fEESNS VLAN v v ¥ 2 739 TICR—Y ¥ Z0RId VLAN 7L —7F
ICRESNTWVWET,

E2D VLAN 7L —7D 568349 5 VLAN v v ©o 725 572, Blo
VLAN v v Y 72EER LTS 0,

<mapping id> : VLAN v v > 7 1D
<ringid>: Y > 21D
<group id> : VLAN Z)L—71D

Ring Protocol and STP cannot be set
together.

Ring Protocol & STP O E & Hkti T 9,
STP OEZENH S7:%, Ring Protocol HHETEE A,
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AyE—2 NZ
The following items conflict: 'axrp- IT-AR-PMIRESNTVWSA V¥ 72— R LT, Ring Protocol ®
primary-port' and the mirror port cannot | 74 ¥R — FOFREIETELZH A,

be set together.

The following items conflict: 'axrp-
primary-port' and the policy-based
mirror port cannot be set together.

R)Y—R=ZAIFT=) I ITDIT—R—PIHRESNTNEIA I Tz —
AWK LT, Ring Protocol D754 <) R— hOHFREIETEE A

The following items conflict: 'axrp-ring-
port' and the mirror port cannot be set
together.

BRESNTWAA V¥ 72— LT, Ring Protocol @
VYT R-POBREITEE Ao

The following items conflict: 'axrp-ring-
port' and the policy-based mirror port
cannot be set together.

MIBRESNTWAA VY T 2 —
BTEEEA.

RI)Y—R=ZAIF—YVTDITFT—R—
AIZXF LT, Ring Protocol ®V) ¥ 7R— b Dk

The number of ring IDs exceeds the
maximum. (ring ID = <ring id>)

LELAETHEATES Y YV IDBEK192ETY. 192 @ZBX TRE
TEEHEA

71D ZEBMT 5551, BEFRFEAD) 271D ZHIBRL TS0,

<ring id>: Y >~ ID

The number of ring ports exceeds the
maximum. (ring ID = <ring id>)

)y TR— M, —awuyﬁﬂ)”ﬂbf—o%*biﬁo
BlOR—t%21) 2 TR=-MIRET 515 , REFBADY VT R—
BLTLZE 0,

~ ZHl

<ring id>: Y > 7' ID

The shared port is already set as
'shared-edge' in another ring port. (ring
ID = <ring id>)

HER- M, TTIMAD) > 7R~ Mxt LT shared-edge 753
TWEJ,

BlDOR— k% shared-edge HER— MIRET BBHE, REFAOHE
R— bt 2HBRLTLIZS WV,

BRESN

<ring id>: V) > 71D

This command cannot be configured for
a channel-group port. (ring ID = <ring
id>)

R=bFF P RIIBMLTVEA F T —RIZE, VY ITR-FEZRET

EEHA

<ring id>: Y > Z'ID

This interface is already configured as a
ring port of another ring in the same
'vlan-mapping' configuration. (ring ID =
<ring id>)

BESNIEA VY 72—, KIv Y RTEELEY Y ZICERSATL
5VLAN vy Y7 EU VLAN v v Y ZE2BHALTWVWAIEADY) >~
TJDYUTR=FELT, TTIRESNTVET,

FETEIA YT REHEY VIIEET AP, oA VYT 2 —A%HE
FELTLEE N,

<ring id>: V> 71D
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18.5 IGMP/MLD snooping SRERND T 5—

# 18-4 IGMP/MLD snooping S8R ERID IS —X vt —

Ayt—o

PE

The following items conflict: 'ip igmp
snooping mrouter' and the channel
group configuration.

ip igmp snooping mrouter A7 RTF v XTIV —TZIEET 554
X, BEFADT v INTN—TEBSZEEL T EE N,

The following items conflict: 'ip igmp
snooping mrouter' and the switchport
configuration.

ip igmp snooping mrouter 2> RTHE LR — M EEZF r 2L T
L=, Y VLAN KB L TWEH A,

FY VLAN ICFIB LT A R— b &R F v IV TV —TE2EBEL T
S,

The following items conflict: 'ipv6 mld
snooping mrouter' and the channel
group configuration.

ipv6 mld snooping mrouter 37> R TF v+ XN TN —T%IBET 258
12, BEBFADF ¥ AV L—TESZEELTLIEE N,

The following items conflict: ipv6 mld
snooping mrouter' and the switchport
configuration.

ipv6 mld snooping mrouter I > R TEE L7z R— M E7ZIEF v LT
=71, &M VLAN CFIBL TV E A,

FY VLAN KB LTV A R— b EREF v IV L—T2EBEL T
S,

The following items conflict: IGMP
snooping and VLAN tunneling.

IGMP snooping & VLAN k> 3V ¥ ZIEFRIFICERETCEE A

The following items conflict: MLD
snooping and VLAN tunneling.

MLD snooping & VLAN b+ >3V > ZRFEARICRETE EE A

The following items conflict: the
hardware profile and IGMP snooping.

1
=]

N—FRoz77a7 74L& IGMP snooping DREICFENH B7:0, 7%
ETEEtA,

The following items conflict: the
hardware profile and MLD snooping.

1l

N—=RT 27707 74L& MLD snooping DFREICFENH 270, &
ETEE A,
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186 7J7tEAURANFERDIZS—

K185 7IVERAVANRERNDIS—Avt—Y

Ayt—2 AE
The destination interface list name ZOREBEEA VI T2 —A) A MRIIIEETEEHA,
cannot be specified. R LG BIERIBEAHDEERA VY T2 —AV A MFEEELTLZE 0,
The implicit-deny cannot be changed, TANIDEEROA 5 T 2 —ADH 570, BROBEEILZETEEY
because a filter is active in an interface. Ao
TRCDA VY T2 —ADSEEFOT 4 LY ZHIR L7 EICER L TL
ZEW,
The IPv4 policy-based routing entry 70— HEHTIEE LI5E% IPv4 7 R LAY, TPvd R ¥ —R—=Z)L—
cannot be set because the specified T4 YT THR=bLTWRWD, T MNIDPHRETEZEHA
destination IPv4 address is invalid. IPv4 B 3 —R—=2 ) —F 4 ¥ P RIEET BIEE, 555 IPvd 7 KL 22X

WITRT T RLADALEIREL T 2ZE 0,
s YLFF¥Y AT RLA

s HIRMETE—FF+ A7 FL R

* host own-address /¥ 7 X —%

T, WEA VYT —RAICHREENTWVWSIPvA 7 RLAIIEETEEH

Ao
The IPv4 policy-based routing entry 70— TIEE LIRETL IPv4 7 R LA, TPv4 R ¥ —~R—2
cannot be set because the specified V=T 4 Y TTHR—bLTWiEWD, TV N)DPBRETEZEEA.
source IPv4 address is invalid. IPv4 RY ¥ —=R=2V—7F 1 ¥ T =IEET 55a, FEETIPv4 T FL R

F, YULFFr AT FUVALADIPvA T FLAZEEL TLEE W,

The IPv6 policy-based routing entry 70— HEHTHEE L7585 IPv6 7 R LADS, TPv6 RV ¥ —R—Z)L—
cannot be set because the specified TA VT THR=FLTWAREWVED, TV MNIPRETEERA,
destination IPv6 address is invalid. IPV6 A ¥ —R— R —F 1 ¥ FRIEET B8, 555 IPv6 7 KL RIZiE

WITRT T FLABAZREL T ZE W0,

s YLFF¥ AT RLZR

« Y IZU—HhL7 KL R

* host own-address /87 X —%

Fro, ARA VY T2 —ARXBESN TS IPvO 7 FLRAIIEETE ¢

Ao
The IPv6 policy-based routing entry 70— M TIEE LI2RET [Pve 7 R L AW, [Pve R & —R—2
cannot be set because the specified V=T 4 Y TTHR—=—bLTWEWD, TV MN)DPBRETZEEA
source IPv6 address is invalid. IPv6 BY ¥ —R— 2N —F ¢ ¥ 7 2R T 588, BETIPV6 7 FL RIS

WEIRISRT 7 FLRALANZIEE L TL 2 E W,
s YNFFY AT FLA
e Y ZU—HANLT RLRA

The list cannot be applied because 70— — FIZ quantity-oriented WRESINTWATZD, DT 7t
'quantity-oriented' is set for the flow AVRMIBEATEEEA
detection mode. advance access-list 1 > ¥ 7 = — ZICHEAT B4, 7u—HHE—F

12 condition-oriented Z&E L TL 281,
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Ayt—

A&

The list cannot be applied because the
prefix length of the IPv6 source address
exceeds 64 bits.

70— HEHORETTIPV6 7 R L AN AL 65 By L oSt
BRTEIEA

WIRT M ZRI-ITHENIHVET,
o JTU—WBHEMDORETLIPVO 7 RLADL V7 2% 64 LINICIEET %
o 7U—HEHDRET IPV6 7 F L AIZ host Z157E L7z \»

The list cannot be applied to the
inbound direction of the interface
because the list includes 'unicast-flood’
for a destination MAC address.

ZOT7 7L A METu—EHEADSEE MAC 7 F L ZIZ unicast-
flood ZHELTWVWAL®D, f ¥ 71— ADZERICERTEZEE A,

7 u—#EHEGD5E5E MAC 7 R L ZIZ unicast-flood Z38E T 2154,
VT —ADEEANGERLTLES W, P7ERAVANRA VT T —
ZOZERICHEAT 256, 70 —MREEFEOEE MAC 7 LRI
unicast-flood S Z23EE L TL 2 &0,

The list cannot be applied to the
interface because there is no interface
that is the same as the 'interface’
parameter.

ZOT LAY A ML, 7u—#HEMIC interface /8T A =% TRE L
AV TT—ANFEELZVD, 1 V7T 2—RAIEHATEE A,
70— ST interface /8T X —F RIEET HE X, BHETHA VY
T —RAEEELTLES 0,

The list cannot be applied to the
outbound direction of an access port or
a tunneling port because it includes
parameters related to inner-tag.

ZOT77ERY A ME, 7a—BHEAIC inner-untagged /8T X —%,
inner-user-priority /¥ X — %, %7:13 inner-tag-vlan /85 X — ¥ HEE
NTWB7D, T7EAR—MERE M3 VI R— FOREAICERT
TEEA
7 u — @SR inner-untagged /¥ X — %, inner-user-priority /¥
A—%, F£7z13 inner-tag-vlan /¥5 X — ¥ #{8E T 258, ROA V¥
7z —ZDSMTERA L TLEE W,
« TORAR—PELEIYRUS TR NERELLA =Ty b Y
57 £ — ZADEER
o TURAR—PERIEZ PRV VTR PERELIA —H Xy bV
YT I —AERER=MF v XA 2T 2 —ATHBRENS VLAN
14257 x—ADEER
TORR)RANELERDOA VYT - AHEAT A5G, 7 o—RHEHIC
inner-untagged /%5 X — %, inner-user-priority /¥ X — %, %7z13 inner-
tag-vlan /87 A —=F DAL ZIEE L TLES W0,

The list cannot be applied to the
outbound direction of the interface
because the list includes a policy-based
routing entry.

ZOT LAY AME, BVI—R—ZAN—F 4 VT RGO, A UF
7z —AOXEEAICERATEE A
RYVY—=R=ZAN—=F 4 Y T2ECTIELRAVA N, A VT T2—AD%
FBRNCER LT 2E 0,
FTIEAVANEA VYT 21— AOREEMIEET 258,
V=T 4 Y TOHFRFEZHIRLTLLIZE W,

R —R=2

The list cannot be applied to this
interface because the list includes the
‘interface' parameter.

ZOT7 LA R MMET7 0 —EHEMFIC interface /3T XA =Y 2 &L /20,
CDA VI Tz —RAIEHATEE A

77t ) A M7 0 —EHEEIC interface /85 X — ¥ 2IEET HEHA,
A—HXxy "M UF T2 —RIHBALTLEZS V. A=Yy b V%
Tz —ADNDA > H T2 —RAIZT7 72 R) A NEHERAT 558, 70—K&
HIZE» 5 interface /85 XA — 7 ZHIBRLTL 2 E 0,

The list cannot be applied to this
interface because the list includes the
‘own-prefix' parameter or the 'own-
address' parameter.

ZOT7 7R R MET7 a0 —MHEMFIC own-prefix /8T X —F £ 7-1F
own-address /8T A= ZEGD, 1 ¥ T —RTHEHATEEE A,
own-prefix /¥ 7 XA —#% %7213 own-address N T XA =¥ 2 &L 7 7R
ANEA YT 2 —AHEAT 2B, ROFHEHZIBEPHD T,
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RE

e WHTAA VI T —RITIT RLAZRET S
o IPVv6 70 —N)L7 KL RIE—D7ZFEKET 5

The list name has already been used by
another access list.

ZOT7 LR AMGIE, EPOT LR A NTCHEREATT .

EPOT7Z7EAVANEHRHLTOWAWT 7 A X M, F-30RER
BT ITXAVANGEBELTLZE N,

The number of entries in access list
exceeds the maximum.

TIZEAVZAIDLY Y BPNEEGEEZBATLENET,
TIZEAVANTRHRET D74 NYEIER) I —R=ZA3IF—=Y VITDE
RAT&aRATY ML, ERH I~ > K show psu resources THERR L T
LTEEW,

The number of filter entries exceeds the
maximum.

TA4NWVT Ty NIBPINEEEZEITLEVET,

7B, FRAIY NYHE, EA I~ R show psu resources THEFR L T <
ZEW,

The number of policy based mirroring
entries exceeds the maximum.

R —R=RIF—Y I TOLY PYBPNEEGEEBATLENET,
7B, FRAITY MU, EH I~ K show psu resources THERR LT <
ZEW,

The policy-based routing list name
cannot be specified.

ORI —=R=AN—F 4 YTV AMRIZIEETZ LA
WNRELBEFEADORY) ¥ —R—=ZA)N—F 1 YTV A MGEEELTLE
S,

The total number of sequences in access
lists and QoS flow lists exceeds the
maximum.

TI7EAVZAMBEIP QoS 70— R NDY =7V ABPBRARE#BZ T
LEWET,

IV AKBEOA VI T T RICRETED Y~ VR, WA
DOEHFENICZHEDICEBELTLZE W,

There has already been an access list
with the same type and direction.

U A MR, EZEHM, BLOT70—RBHOEESRLT 7L AU Z b
B, ITIKHEASNTVET,

U2 ORER, EZEAE, BLOT7u—RHOEESRLCT Z7E A AR
ZHEALLZVEEICE, TTISEASNTWAT 7 A A ~0#EH %Ik
LTHh6, BEBRALTIEZS L,
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18.7 QOS E&EFNDITZ—

& 18-6 QOSHERNIS—Xyt—Y

Ayt—o

PE

Other 'shaper flow-distribution' is
already set on some of the NIFs.

fBES N7z NIF OFIC, 13D OBy = — /SO L —FHEIRE % BEEH
ONIFPEENTVET,

BELY =S —VHBRENRZE SN TVWAWLNIF 2 EELTL L
S,

Other 'shaper mode' is already set on
some of the NIFs.

fBE SN/ NIF OFIZ, ZPOBBILY = =30y = —)RE— REREFH
DONIF PEENTNET,

Rty =Dy 2 —=NE—FPRESNTWAERWVNIF Z2BELTLE
élllo

Other 'shaper users-group' already
exists.

BEHPOYz—NRI—HPFYZMHPTTITHEHSNTHET,

Other qos-queue-group already exists.

1350 QoS Fa2—Y A MEHRA T TICHEASINTVWET,

Some of the specified shaper user ID is
duplicates.

Yr—NA-—HFYAINATLI—HFIDHIPEEL T T,
I—FIDICRELRESNTVEVESZIBELTLLEE L,

The 'shaper bandwidth-profile' cannot
be deleted because it is used by a
shaper user.

BELY 2 =Dy =LV A RNTHRELTNA®D, HEDY = —
NI—PEREETO 7 7 A LEHBRTEE T A

BB £ =80 Y 1 —/S2—FY R R EHRLTAS, ¥ x—/S1—FH
HHEIE T2 7 7 A LEHIBRLTL 2S00,

The 'shaper enable' cannot be deleted
because hierarchical shaper
configuration has been set.

BRIl z—N0ar 74 7L—Ya U BRESNTWAID, shaper
enable a7 REHIRTEEHA,

fEEly =z —nRoar 71+ 7L —2ayzHRLTY S,
7Y REHERLTLLIZS W,

shaper enable 2

The 'shaper flow-distribution' cannot be
set because 'shaper mode' is not set.

BBz =0y z—NE—FPBRESIN TV WD, BELY = —%
DI-FHBREZRETIEHA,

BELY =S80y — /S E— FPRESN TS NIF I LT, BEL
= NOI-FHERELZHREL TS,

The 'shaper mode' cannot be deleted
because 'shaper flow-distribution' is set.

LY = — RO —FEHBREPRESNTVSO, Yz —/NE—Fx%
HIlRTE £ A

BEE(LY = — RO -V HBREZHIFLTL,S, ¥z—/3E— NZHIKRL
TLIES W,

The 'shaper mode' cannot be deleted
because 'shaper port rate-limit' or
'shaper port rate-option' is set.

BB = —/ DR — MEEREIE E 2B O 7Y a VEESRES
NTWa7®), Yx—NRNE—RFZHIBRTZEEA.

BERELS = — DR — MEEHIEE 72 RO+ 7 3 VEIERHEIBRL
TH6, Yx—/NE—FEHAPBRLTI SV,

The 'shaper mode' cannot be deleted
because a shaper users-list is applied to
the port.

BElLY =Dy 2 —/)S1—F) A MPRESN TV, BEDK—
MIvz—NRE-FZHIBRTZEEA,

BRIy 2=y =2 —FY XA+ ZEBRLTLS, Yz—/SE—F%
HiER L TLZ& W0,

The 'shaper mode' cannot be set
because the number of NIFs exceeds the
number of optional licenses.

Rty = —NOF T arvsAtvr AMeEBL 5120, BELY = —/5D
Yz—NRE-FNERETZE A,
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RE

Rty 2 —SDF T arSA4 vy AMERERLT, T4 AHUNT
K&?Eﬂ:/:—/\@/l—/\% K% NIF ICERELTL ZE 0,

The 'shaper mode' cannot be set
because the service-type of the PE-NIF
does not support hierarchical shaper.

PE-NIF ¥ —UE 2% A4 THRESN TV EWLZY, BELY = —/0
JI—NE—FRERETZE A

PE-NIF OH —ERA¥ A4 FHAREESNTVANIF ICHLTY 2 —/8E—F
ERELTLES 0,

The action specification cannot be
changed because there is a target flow
that specified premium with the same
sequence.

COFEEER, BLY—r Y AFETEE 7 U —RED 7 0 —BHEHD
FET -0, BETEEHA,

BEEEEZEET HHAICIE, QS Tu—YRAMPSELY—F Y AFEST
HEVO-REO 7 U —REFGERERL TP SERLTLIZS 0,

The command cannot be set because
'shaper enable' is not set.

shaper enable I v > RAFFRESNTWARWD, KRIvY RIFETEZE
Tho

Rk =AYy T4 7L —2a Y ERET H72HI21E, shaper
enable A7 Y FEHREL TS,

The command cannot be set because
'shaper mode' is not set.

R =Dy =N E—FPRESINTWEWVYD, Ka<vr Rk
ETEEHA.

AKIAT Y FERET IR, BELYz— 0z —SE—FE2HELTL
72E W0,

The direction of the policer is different
from that of the QoS flow list.

ZDOQoS7u—)APTHESNTWVARYY—T Y &, QoS 7u—

YR MEBERAYT 2EZEAEOIRENA—ETT .

IR EhERmITRENDD E T,

o BIEIEEICZEMORI Y- M) ZEBELTWAES, 1%
71— ADOZEHNERT S

s BMEEEICEGEAORY - NI ZEELTVWAES, (V¥
7z —ADOFEERENCERT 5

The following items conflict: 'shaper
users-group' and shaper mode.

NI —HFVADA VY T T —ANDHREELE Y = —/VE— FOEEME:

st\Z:—ﬁTv@—o

%Emyl—ﬂwyl—ﬂ% BT 2%y FIERLTHRESNTNS
WAL, BRIt 2 — DY 2 —S2—FYRAMERELTLES

[

The following items conflict: port shaper
and 'shaper mode' cannot be set
together.

Ry = SPRESNTVNAEA I T2 =AU LT, QoS Fa2—1J R
MERE 72 IIA— MEEGIHEZBRETCE TR A

The following items conflict: shaper
mode and port shaper cannot be set
together.

QoS F2—Y A MEHMF IR — MNHEHIHSHRESNTWA 2D, BEL
VI—NRNE-FPRETETE A

The list cannot be applied because
'quantity-oriented' is set for the flow
detection mode.

7 0 —##HE— NIZ quantity-oriented BSFE SN TV A7z, DY A b
ERETEE A

advance qos-flow-list 24 > % 7 = — ZAICHEA T B4, 70—HHE—
FIZ condition-oriented Z&E L TL 72& W,

The list cannot be applied because the
prefix length of the IPv6 source address
exceeds 64 bits.

70— S ORETL IPVO 7 R L AH LA 65 €y b Bl EORHISEME
BHTEEEA.

WITRT 2T BESHD T,
o JU—KHEBORETIPV6O 7 RLADL > 7 A% 64 LINIZIEET %
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A&

o TUO—HHEMDREETT IPv6 7 KL AIZ host #15E Lz

The list cannot be applied to the
inbound direction of the interface
because the list includes 'unicast-flood'
for a destination MAC address.

2O QoS 7u—Y A MI7u—#EHEAED5ESE MAC 7 R L AIZ unicast-
flood ZFELTWBD, 17 72— ADZEAICERATEETA,

70— EHEHEO5EE MAC 7 K L ZIZ unicast-flood #16E T 5354, 1
VT —ADREBANGEA L TLZE VW, QS 7TH—) A NEA VY
7z —AOXEANICERY 255, 70 —BRHESEAO5EE MAC T FL I
& unicast-flood A =$EE L T 72 S 0,

The list cannot be applied to the
interface because there is no interface
that is the same as the 'interface’
parameter.

2D QoS 7u—1 A ME, 70 —EHEMIC interface /8T XA —¥ THHEL
TeA VI TI=ADPFEELEVWED, A V772 —AEBATEE A,
BETHA VYT —AEZEEL TS,

The list cannot be applied to the
outbound direction of an access port or
a tunneling port because it includes
parameters related to inner-tag.

ZD QoS 7u—" A MF, 7u—MBHEMAIC inner-untagged /8T X —%,
inner-user-priority /¥ X — %, %7:13 inner-tag-vlan /85 X — ¥ HEE
NTWBLD, T7EAR-PERE R U TR- SORERITERT
TEEA
7 u — @SR inner-untagged /¥ X — %, inner-user-priority /¥
A—%, F£7z13 inner-tag-vlan /¥5 X — ¥ #{8E T 2158, ROA V¥
7z —ZDSMTERA L TLEE v,
¢ TURAR=PHALF PRV ITR-PERELIA =YY bA >
57 . — ZADEER
o TURAR—PEREZ PRV VTR PERELIA —H Xy bV
YT 2 —AERER—-MF v XA 2T 2 —ATHEBRENS VLAN
4257 x—ADEER
QoS 7H—Y R ELEDOA VT 2 —ACERT A5E, 70— st
IZ inner-untagged /¥ X —%, inner-user-priority /87 A —%, #7213
inner-tag-vlan /85 X — ¥ LISt 2 HEE LT L1280,

The list cannot be applied to this
interface because the list includes the
‘interface' parameter.

2D QoS 7u—1 A MI7u—MHSEEMFIC interface 78T X —¥ 2 &7z
», TOA VI T —AIHEHATEEY A,

QoS 7u—Y R D7 a—HEHEMIC interface /8T X —F ZIEET 515
B, A=Y EXY MUY T —RAERALTLLEZS VW, /=T Xy M V¥
T —ZPSDA Y F T2 =2 QoS 7u—1) A N EEHAT HEE, 7
T —HEMH» 5 interface 785 A —% ZHIBR L TL 2S00,

The list cannot be applied to this
interface because the list includes the
‘own-prefix' parameter or the 'own-
address' parameter.

2O QoS 7u—Y R MI7 O — S own-prefix /8T X — & Eizld

own-address /8T X =¥ &/, ZOA VY7 1 —AICHEATEEE

Ao

own-prefix /87 X —# % 7213 own-address /87 X —¥ % &t QoS 71—
YR MEA V5T 2 —RHEAT 256, ROEMFZRHITHEIHDET,
s WHITAHAVF T —AICRT FLAZRET 5

o [PV6 70— 7 RLRIE—DRIRET 5

The list name has already been used by
another QoS flow list.

D QoS 7u—1J A LEZIE, 1EHPD QoS Tu— AP TERBEATY .

EHhD QoS 7u—YUAMTFEHLTWARWL QoS 7u—"1) X b, £/1dxf
KERBHQoST7U—Y A MEEEELTLI LS,

The number of hierarchical shaper users
exceeds the maximum.

PR = — RO —YEPNESFEZBITLEVET,
BEE(LY = —/ S 1 —98%, A I < > F show shaper resources THES
LTL7ZE 0,
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The number of QoS flow entries exceeds
the maximum.

QoS 7u—I ¥ M HNBPNBEFMAEZHBATLEVET,
B, QS7Uu—T Y PIBLUKRYS - PUDHHATY UKL, &
Fi 2~ > K show psu resources THERR L TL 7Z2& W,

The policer cannot be deleted because it
is still referred to by a QoS flow list.

BELLZARVY—Z U VIE QoS 7u— YA NTIRESNTWA D, Hl
BRTEE A,

RYF—T b ZHIRT HHEEICIE, QoS 70 —Y A M 54T B R
P—I M) OEEZBEBRLTASEBL TS W,

The policer entry name cannot be
specified.

ZOR)Y—ZY P ZIBETE A
WREQRBEREAORIF—T Y PUBZEEEL TS,

The policer entry name has already
been used by another policer.

ORIV —T Y MR, ErORIYY -T2 M) CHEREATT,
BLrOoRVY—Z Y M) THEALTOWEVLWRY S —Z Y P BEIEET S
2, A—Z0ORVF -T2 b ZHRLTPSERL TS,

The port does not support the
scheduling mode.

FETAEBTCHR— L TVWRVWRT V2= Y TE- DD,
ExHA

The shaper bandwidth-profile name
does not exist.

COBBILY 2=/ Y x—/)S2—PHEEHIEH O 7 7 A LBIIFEEL TV
Tt A,
TEREAD Y = =S 12—HEEHFIF T 07 7 A LB ZIEELTLIZS 0,

The specified rate value of hierarchical
shaper WFQ is incorrect, or is outside
the valid range.

BELLBREILY £ —/%0 WFQ @ rate SAELRBETH 575, £IEHRE
HWHEEZBITVET,

The specified rate value of WFQ is
incorrect, or is outside the valid range.

BE L7 WFQ D rate SARELRETH5H, TLIIHRTHELZBLAC0E
£

The target flow cannot be set because
there is no target flow that specified
policer with the same sequence.

ZO7u—HEEE, RUY—47 Y ABSTEHEEEICR) Y —2EEL
270 —BHEEPFEELR WD, RETEEHA.
HEIJU-REOTU-—MHEGERET 255G, ALY —F7  AHBTH
TEFEEICR VY —2EE L 70— BEEHZRELTIOEHRL TS
W,

The total length of each queue exceeds
the maximum value.

EELF 2 -—ROGEIHMENVBKREZBA257:0, F2-—RIEETZFHE
Ao

PSU-FE SSW %E* = — (H+#FH) OF 2 —REFEEOEFEHE 4095 LR
IZLTLEE W,

PSU-FE NIF ZfEF 2 —DF 2 —REFEED AFHE 131071 BIFICLTL
EEW,

The total number of sequences in access
lists and QoS flow lists exceeds the
maximum.

TI7EZAVZAMBEIPTQoS 70— R NDY =7V ABPBRARE#BZ T
LEWET,

I UARMBEPA I T = RICBRETEL Y= AKD, WAt
DOEFENICZHEDICEBELTLZE W,

There has already been a QoS flow list
with the same type and direction.

YA hOREREB L OEZFEHBEOIEESFEL QoS 7u—1) A ST TIZHE
HENnTWEd,

YR hOERB L OEZEAEOFENSFEL QoS 7u—1) A bE#EA L7z
WIBAIZIE, TTIERSNTWS QoS 7u—Y A OEAZHIKLTH,
5, BEHEALTIES L,
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The specified address cannot be set
because an IP address or an IPvé
address has already been set.

IPv4 7 RLUREIZIPVE 7 RLADHRESNTWVA7®, BERLT FL X
ZIRETZE A,

BEFEADEREIPvAT FLAE/23Pv6 7 LA ZHIFRL T ZE 0,

The specified track id has already used
by another track.

BELLNS Yy 7 DRI CIERESNTVED,
EA2DO Ty 7 ID ZBELTLIES N,

The specified track name cannot be set
for the list track.

FBELIEMN Iy 78R3V X MEROERNR NSy 7 ELTIRETE
Ao

FTy ZRERIAY X MERUAD STy 7 BEEEL TS,

The specified track name has already
used by another track.

BELL NIy IR, Bus Iy F U THENSTTIHERALTVET,
EDPDORNT v IZEBELTLIZE N,

The track chain count exceeds the
maximum. (list track = <valuel>)

YR MERNT v 7 <valuel>TLREHBASSEERICE>THET,
UZNERNT v 7 EERENR NS v OB RERE S BRI A LD
ICERELTLEE W,

<valuel>: L—hEaBURANERNT v 7 DLHE]

The track forms loop. (list track =
<valuel>)

YAMERFS v 7<valuel>TIL—TE R A2SBERICZ>TVWET,
VANERIN I v 7 EEBERRR N 7OSBEGEREL TS0,

<valuel>: )L—hERZURNEERNT Y 7 DOZHT

The trial count should be more than
failure count.

BEREMEFOXR—Y ¥ FEITERIL, BERELHETLIHR—) TR
WEHLL EICT 2 REPHD £,

A=V U ZETEHICE, K=Y U TRBEHEID B REWEZREL TL
72E W

The trial count should be more than
success count.

BEREMEFOFR - > ZFTEHIL, BERECHET 2R —1 275K
R EICT 2 RENHD £,

A=V U ZETEHICE, K=Y Y IBRIEHEID b REWEZREL TL
S,
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A mirror port cannot be set for an
interface for which a switchport is
already set.

switchport BEESNTWVE A V¥ 72— LT, IT—KR— M2
TEEHA

A monitor port can be specified only in
one monitor session, or in a pair of one
tx session and one rx session.

EoF—KR—bME, —ODE=ZFY—tyTay, FhiEF—oDtxtyIay
E—o0xtyyarvRFIKRETEET,

The following items conflict: the mirror
port and 'axrp-primary-port' cannot be
set together.

Ring Protocol D7 I 14 vV R— b DPRESN TS VF 7 2 —RAITKL
T, 39— K- EBRETETELA

The following items conflict: the mirror
port and 'axrp-ring-port' cannot be set
together.

Ring Protocol DV ¥ ZR— b HFRESN TV DA ¥ T 2 —AIIH LT,
IT-F-PrERETEEEA.

The following items conflict: the mirror
port and the channel group port cannot
be set together.

/1)
N
|
%
l
-

FYINTN—TDBERESNTNEAL T Tz —AIIRLT,
ERETETEHA

The following items conflict: the mirror
port and the IP interface cannot be set
together.

IP7 RUADBREESNTVEA VI T2 —RIIMLT, IT7—F—+EH
TEEEA

The following items conflict: the mirror
port and the subinterface cannot be set
together.

/1)
N
|
3
|

BT T T —ANBREENTVE A V¥ T —RIZXHLT,
FNERETEEE A

The following items conflict: the mirror
port and 'ethernet cfm mep' cannot be
set together.

CFM TfFERY %5 MEP B"BESNTVWA A V¥ T2 —AIIRLT, 37—
H— b EBETE A

The following items conflict: the mirror
port and 'lldp enable' cannot be set
together.

5._

11

lldp enable 27> FABFRESINTVEA ¥ T 1 —RIIH LT,
K-t zRETEE A

The following items conflict: the mirror
port and monitor port. They cannot be
set together.

1)

F—AR—hEEZY—KR-MIFARICHETE I A
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The following items conflict: the policy-
based mirror port and 'axrp-primary-
port' cannot be set together.

Ring Protocol D7 I 4 v U R— b PRESNTVEA Y F 7 2 —AIHL
T, RV R=ZA3IF=) UV ITDIT—R—rOFREIITEEEA.

The following items conflict: the policy-
based mirror port and 'axrp-ring-port'
cannot be set together.

Ring Protocol @V ¥ R = b BHRESNTVEA V¥ T 2 —RAIX LT,
RV R=ZX3I5-YVIDIT—KR-FOREILTEEEA,

The following items conflict: the policy-

based mirror port and 'ethernet cfm mep'

cannot be set together.

CFM T2 MEP RRESNTVAEA V¥ T2 — A LT, R ¥ —
R=ZAIFT=VYTDIT—K-LOBREITEELA,

The following items conflict: the policy-
based mirror port and 'lldp enable'
cannot be set together.

lldp enable Iv ¥ RAFRESINTVEA VY T2 —AIHH LT, KY T —
NR=Z3IT7=YTDIT—K—-LOFEITEE A,

The following items conflict: the policy-
based mirror port and the channel group
configuration.

K R CF ¥ RSN —TEIEET B
, BEEBOF v I I N—TEEEEE LTS,

RYVY—R=ZAIF—Y 2 TDIT—
Ba

The following items conflict: the policy-
based mirror port and the channel group
port cannot be set together.

LVIN—=THHERESNTVWEA T T2 =AU LT, KYT—~_—

F ¥ %
AIT=YVITDIT—KR—-—bOREIITETE A,

The following items conflict: the policy-
based mirror port and the IP interface
cannot be set together.

IP 7 RLAHE
T=UTDIT—

RESNTVBSL T —AINLT, RYTY—R—23
R—FDOBREITEE A,

The following items conflict: the policy-
based mirror port and the subinterface
cannot be set together.

PFTA VI TI—ANRESNTVAA VYT =R LT, R) ¥ —
AIT=YVTDIT—R— b DREITZTEEA,

The following items conflict: the policy-

switchport ARESNTVAA V¥ 72— A LT, A T¥—R—2Z3

based mirror port and the switchport FT—=UYITDIT—R— b OBREITEEEA.
cannot be set together.
The number of destinations exceeds the | —D2DFE[FXA V¥ 72 —AVAMIHRETELR) I —R-ZAIF—-Y

maximum.

TDIT—KR—=ME, BR7HETYT, 7TEZBATHRETETEEA,
HLLLR)V—R=ZAIF5—-YVTDIT—KR—F2EMTHIEEE, H
BAHAOR) Y —R=ZAIF5=) 2 TDIT—KR—rZ2HBRLTILHEMLT
&V,
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‘ethernet cfm ais enable' cannot be
configured for a channel group port.

A= FF ¥ XINIZSIMLTWVBAL ¥ 7 2 —AIZ, AlIS D enable I3RET
ZFEHAS

‘ethernet cfm enable' cannot be
configured for a channel group port.

A= FF X+ XN L TWBA ¥ 7 = —RIZ, CFM @ enable I35E T
EFHA,

‘ethernet cfm enable' cannot be
configured for this hardware profile.

REON—FK 27707741, CEFM ® enable 3B ETZE A,

‘ethernet cfm Ick enable' cannot be
configured for a channel group port.

R—=FF X+ INVIZSIMLTWBA ¥ 7 =2 —RIZ, LCK @ enable I3FET
RSN

MEP cannot be configured for a channel
group port.

R=bFF X INIZBIMLTVWABA V¥ 72—, MEP ZRETZEHA,

MEP of the same level cannot be
configured to the same interface.

Fl—A>%7x—AFRIZ, BCLNLOMEP ZFETEZEHA,

The following items conflict: 'ethernet
cfm mep' and the mirror port cannot be
set together.

T—KR=PMIRESNTVEA VYT -2 LT, CFM THEAT 2
EP OBEIXTEEE A

T
N

Z

The following items conflict: 'ethernet
cfm mep' and the policy-based mirror
port cannot be set together.

RV R=Z3IF—=YVITDIT—FR—=PFIREINTVBA ¥ Tz —
AL, CFM TEHT 5 MEP OREIXTEEHA,

The MEP ID is already configured for a
CFM MEP. (MEP ID = <mepid>)

fEES N7 MEP ID i&, 9 TICIEFA»D MEP ICRESNTWVET,

<mepid> : MEP ID

The number of 'MEP"' specifications
exceeds the maximum.

MEP ODERAFREH @@ L TVWE T, AEZ MEP REZHIFRLTIZS
l/)o
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The following items conflict: 'lldp
enable' and the mirror port cannot be
set together.

IT-R-PIRESNTVAAL YT 2 — AR LT, lldp enable 2=
VROBREITEER A,

The following items conflict: 'lldp
enable' and the policy-based mirror port
cannot be set together.

RV —R=ZAIFT—YTDOIT—KRK—MIBRESNTVEA VY T 2 —
21z LT, lldp enable 2¥ > FOFREREIITEEH A,
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A

access-log enable 268

access-log interval 269

access-log threshold 271

advance access-group 162
advance access-list 165

advance access-list resequence 166
advance qos-flow-group 278
advance qos-flow-list 280
advance qos-flow-list resequence 281
aggregate-vlan 20
aggregate-vlan-group 21

axrp 114

axrp vlan-mapping 115
axrp-primary-port 117
axrp-ring-port 119

B

boolean 410

C

control-vlan 121

D

default-state 411

deny (advance access-list) 168
deny (ip access-list extended) 183
deny (ip access-list standard) 192
deny (ipv6 access-list) 194

deny (mac access-list extended) 202
description 22

destination 442
destination-interface-list 443
disable 123

down-debounce 23

E

efmoam active 462
efmoam disable 463
efmoam udld-detection-count 464

F

failure detection 412

flow filter implicit-deny 206
flush-request-count (Ring Protocol] 124
forwarding-shift-time 125

H

health-check holdtime 127
health-check interval 128

icmp 414

icmp check-reply-interface 416
IEEE802.3ah OAM 461

instance 50

interface vlan 25

interval 418

ip access-group (727t AU X K] 207
ip access-list extended 209

ip access-list resequence 211

ip access-list standard 213

ip igmp snooping (global) 136

ip igmp snooping (VLAN o > % 7 = —X)
ip igmp snooping fast-leave 138

Ip igmp snooping mrouter 139

Ip igmp snooping querier 140

ip qos-flow-group 283

ip qos-flow-list 285

ip qos-flow-list resequence 286

Ipv6 access-list 215

ipv6 access-list resequence 216

ipvé mld snooping (global) 141

ipv6 mld snooping (VLAN A >% 7 = —X)
ipv6 mld snooping fast-leave 143

ipv6 mld snooping mrouter 144

ipv6 mld snooping querier 145

ipv6 qos-flow-group 288

ipv6 qos-flow-list 290

ipv6 qos-flow-list resequence 291
ipv6 traffic-filter 218

isolate-vlan 26

L

137

142

lldp enable 466
lldp hold-count 467
lldp interval-time 468
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lldp logging enable 469

lldp run 470

loop-detection 394

loop-detection auto-restore-time 396
loop-detection enable 397
loop-detection hold-time 398
loop-detection interval-time 399
loop-detection threshold 400

M

mac access-group 220

mac access-list extended 222
mac access-list resequence 223
mac qos-flow-group 293

mac qos-flow-list 295

mac qos-flow-list resequence 296
mac-address-table aging-time 16
mac-address-table learning 18
mode [Ring Protocol] 129
monitor session 438

N

name [(Ring Protocol] 131

name (A¥=>27>VVYy-—] 52

nif 298

P

permit (advance access-list) 225

(
permit (ip access-list extended) 240
permit (ip access-list standard) 249
permit (ipv6 access-list) 251

permit (mac access-list extended) 260
policer 300

policer rate-option 304

preempt-delay 132

premium (advance qos-flow-list) 305

premium (ip qos-flow-list) ~ 308
premium (ipv6 qos-flow-list) 311
premium (mac qos-flow-list) 314
Q

gos (advance qos-flow-list) 317

(
gos (ip qos-flow-list) 334
qos (ipv6 qos-flow-list) 345
qos (mac qos-flow-list) 355
gos-queue-group 361
gos-queue-list 363

492

R

recovery detection 419
remark [QoS] 366

remark (727t AY XN 264
revision 53

S

sflow additional-http-port 446
sflow destination 447

sflow extended-information-type 449

sflow forward ingress 451

sflow max-header-size 452

sflow max-packet-size 453

sflow packet-information-type 454
sflow polling-interval 455

sflow sample 456

sflow source 459

shaper bandwidth-profile 368
shaper enable 371

shaper flow-distribution 372
shaper mode 374

shaper port rate-limit 379

shaper port rate-option 380
shaper user 381

shaper users-group 384

shaper users-list 385

shaper user-priority-map 383
shutdown 27

shutdown [FZ v &> UHeE] 421
spanning-tree bpdufilter 54
spanning-tree bpduguard 55
spanning-tree cost 56
spanning-tree enable 58
spanning-tree guard 59
spanning-tree link-type 61
spanning-tree loopguard default 63
spanning-tree mode 64
spanning-tree mst configuration 65
spanning-tree mst cost 66
spanning-tree mst forward-time 68
spanning-tree mst hello-time 69
spanning-tree mst max-age 70
spanning-tree mst max-hops 71
spanning-tree mst port-priority 73
spanning-tree mst root priority 75
spanning-tree mst transmission-limit
spanning-tree pathcost method 78
spanning-tree portfast 81
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spanning-tree portfast bpduguard default 82 U

]

spanning-tree portfast default 83
spanning-tree port-priority 80
spanning-tree single 84

up-debounce 40

spanning-tree single cost 85 \
spanning-tree single forward-time 86 vlan 42
spanning-tree single hello-time 87 vlan-group 133

vlan-mac 43

vlan-mac-prefix 44
vlan-mac-suffix vlan-id
vlan-up-message 47

spanning-tree single max-age 88
spanning-tree single mode 89
spanning-tree single pathcost method 90
spanning-tree single port-priority =~ 92
spanning-tree single priority 93

spanning-tree single transmission-limit 94 <

46

spanning-tree vlan 95
spanning-tree vlan cost 96
spanning-tree vlan forward-time 98
spanning-tree vlan hello-time 100
spanning-tree vlan max-age 102

avr RoiEikEsx 2

spanning-tree vlan mode 104
spanning-tree vlan pathcost method 106
spanning-tree vlan port-priority 108
spanning-tree vlan priority 110
spanning-tree vlan transmission-limit 111

storm-control (global) 402
storm-control (£ =% %y b > ¥ 7 2 —2A)
storm-control action 406
storm-control enable 408
switchport access 28

switchport isolate 29

switchport mode 31

switchport trunk 33

switchport vlan mapping 35
switchport vlan mapping enable 37
system policer-statistics-mode 386
system queue-length 387

system vlan-statistics-mode 38

404

T

target interface
targetip 424
target ipv6 426
target object 428
target-id 422

423

timeout 430

track-target aging-interval 431
track-target init-interval 432
track-target name 434
traffic-shape rate 390

type 435
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