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# export LANG=C
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Group
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: openssl REelocations: (hot relocatsble)
: 0.9.%7a Vendor: Red Hat, Inc.
: 43.15.e14 Build Date: Sat Jan 25 05:27:42 2012
[hot installed) Build Host: =x86-003.build.hbos.redhat.com
: 3ystem Environment/Libraries SJource RFM: openss1-0.9.7a-43.15.el4.src.rpm
: 2577147 License: E3Dish

: D3A/SHAL, Thu Feh 2 01:09:57 2012, Key ID 219180cddb4zasde
: Red Hat, Inc.

: http://www.openssl.orgl

: The Open35L toolkit.

The Cpen3SL toolkit provides support for secure comunications between
mwachines. OpenSSL includes a certificate management tool and shared
libhraries which provide warious cryptographic algorithims and
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Ry — R - ivl3945-firmware-15.32.2.9-4.¢16

Pl =30 » ) ot —2 F—BS > w3045 firmware-15.32.2.9-4 ¢l6

m iwl3945 firmware-15.32.2.9-4.e16

Name : iwl3945-firmware Relocations: (not relocatable)

Version : 15.32.2.9 Vendor: Red Hat, Inc.

Eelease : 4.elé Build Date: Sat Jan 9 05:17:29 2010

Install Date: Sun Jan 19 23:19:53 2014 Build Host: x86-001.build.bos.redhat.com

Group : System Environment/Eernel Source RPM: iwl3945-firmware-15.32.2.9-4.el6.3rc.rpm
Size : 457394 License: Redistributable, no modification permitted
Signature : RSRA/8, Tue Rug 17 02:12:57 2010, Key ID 199e2f91fd431451

Packager : Red Hat, Inc.

TERL : http://intellinuxwireless.org/

Summary : Firmware for Intel® PRO/Wireless 3945 A/B/G network adaptors

Description :

This package contains the firmware required by the iwl3945 driver for Linux.
Usage of the firmware is subject to the term3s and conditions contained
inside the provided LICENSE file. Please read it carefully.

w iwl3945-firmware-15.32.2.9-4.el6) 3 7 — 7D EEHA
s RIFTE T —2
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Name : iplb4

Version : 5.0.0

Release I

Install Date: Mon Maw

Group : contents & daemon
S5ize : 5130687

Signature (none}

Summary
Description @

v WS YDA

T 14:38:11 2012

: LoadBalancer daemon

Eelocations:

{not relocatable})
Vendor: NEC Corporation

Build Date: Mon Apr 9 09:16:19 2012
Build Host: intersec.domain.local

Source RPM: iplb4-5.0.0-V2.srec.rpm

License: Copyright (C) 2011 NEC Corporation. All rights reserved.
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flib/firmware/iwlwifi-3945.ucode
jusr/share/doc/iwl3945-firmvare-15.32.2.9
Jusr/share/doc/iwl3945-firmware-15.32.2.9/LICENSE
Jusr/share/doc/iwl3945-firmware-15.32.2.9/RERDME
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Y25 AOEILOBENERSNET,

100 (Z AT LEIEERELET .
FTI AT LAEEELLBE D, BRI LTS,
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v NI VDR

[FrrEl] | FLEULELRBWNESR [FroIl] 20Uy D UET,
(BMf=LE] 10 WBEFICELELUZVEER [BlRE] 20y D ULET,
EDOMIVED) D UISN S IZHBE(3. 10 WRICKR TEBZE UCE. YT ADMEIEL

O
EES | &9,
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3.5.2. Y AT ADBEE)
(VYT LAOBEE)] 20w D3FdE TYZAFTAEBREELET, KALNWTIN?] &5 770
IOMy D R=E=RmRHUET,

Web R—SHSOA v —3 =

9 L AFLEELLET. LALLTTH?

OK Fr Al

v NS5

[OK] BRIANIDIBEICOIvIULET, YRFTAOBEFBENRISNET,
— 3.5.2.1. BitcE]

[(FrrEl] | BERBULRBWESR [(Froel] 20Uy D UET,

3.5.2.1. EicE)
V2T HAOBESOEEHNRAINET,
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TCIZY AT LEBRRELICL BRI, BIEREE FL TGS,
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v NI VDR

[(Frroll] | BEBULZLRBWESE [(Froell] 20y D UET,

(BNEB#cE] | 10 B TFICHEEELZVGS (BIEkE] =20 vD ULET,

O | CEORIVEDY y D UBNSEBEIF. 10 HEICERTIMEE LK, YT AN ST
ABEIEL. BREILET,
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3.5.3. CPU/ XE U AR
CPU/XEERIKREN 10 W EICRHDIBERICKRIESF LRI LET,
CPU/XEUFERKRIEIUTOBEBICOHDNTNET,

B XEUBRAKR

B CPU {EAINR

XEVERARER
MIEXEY, REXAEUILCONT, XTEUBE. ZSBE. FARZRRLIET,

FnofhEZ Exﬁbi‘g“
2011/03/31 1316 3ARTEOEAIAR

n AEUERIAR

AR EE (EREE

AE) | (B | (04
YIEATE 3751 307 181
{RIEATE) 20473 20457 0

YIEE <)
{RFE AT ) |
MERD  IEE

CPU {£ARR

CPU f#MERZzXRTm LI T,

n CPUE TR
CPUERFE(F#n =0%
|
CPU{ERE(cpul) = 0 54
|
WcruiERE
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3.5.4. 7JOBAEZTIRR
TODEREZFRRIEIUTOBBICHDDNTINET,

W0 )URIE

B O AETRR

T FIVEE
VI FTIWEBESNLZ TOERABESITEELET,

A F)L SIGHUP v | E DO AESEPD) (= |21

wO | YIFIEERTOER (PID) £8BEFHURNTOEZMELLED, SBY-—E
ZHFATERL BN I BTN BNEI DT, PID FL<HER LTS,

® JTFI
RIETDYTSIVEBELET,
FREE &6

SIGHUP INIDT P TITFI)IEEDET,

SIGTERM RTITFIVEEDET,

SIGKILL WHR TV TSI EEDET,

SIGUSR1 USER1 YU )V &EZEDFT,

SIGUSR2 USER2 YT )V &EZEDFT,

& JOE2HBS(PID)
YIFIVERELENTOERBESPID)EEE LET,

v NI VDR

LEIE] | YT FILREICIERELIZY DT IV ERELET,
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TOERETRR
NYVETHMEL TR TOBAD—EZXRRLE T,
USER 2ENEBEZD v DI dE. ZOEETY—FUTERRULET,
B JOCAEERR

USER PID PPID CLS  STIME TIV = IIME COMMAND
root 1 0 0Declé ? 00:00:00  |init [3]

oot | 1 0Declé ? 00:00:00 [ksoftirgd/0]
oot 3 1 0Declé ? 00:00:00 [events/0]
oot 4 3 0Declé ? 00:00:00 [khelper]
oot 3 3 0Declé ? 00:00:00 [kacpid]
oot 26 3 0Declé ? 00:00:00 [kblockd 0]
oot 27 1 0Decl6 ? 00:00:00 [khubd]

oot 44 3 0Declé ? 00:00:00 [pdflush]
oot 43 3 0|Decl6 ? 00:00:00 [pdflush]
oot 15 1 0Decls 7 00:00:00  [kswapdd]
oot 47 3 0Declé ? 00:00:00 [aio/0]

oot 191 1 0Declé ? 00:00:00 [kseriod]
oot 412 3 0Declé ? 00:00:00 [ata/0]

oot 413 3 0Declé ? 00:00:00 [ata_aux]
oot 413 1 0Declé ? 00:00:00 [scsi_eh 0]
oot 416 1 0[Decls |7 00:00:00 |[[scsi_eh_1]
oot 434 1 0Decl6 ? 00:00:00 [lyournald]
oot 1070 3 0Declé ? 00:00:00 [kanditd]

4
-

SE
JOBROEGFA-YBERTULET,
USER DUYD D) w2 TUSER [CTHUB A TRRLUET,

=

¢ PID

JOtR D &RTLUET.

PID DY) v T PID [CTHUEZ TRRLET.
¢ PPID

HFIOELROTOERID XA LUET,
PPID ®©'J>2%1) w2 TPPID [CTHUOEBZX TERALET,
¢ CLS
DS52ZRMUET,
CLSDUYOD )y TCLS [CTHUOBZTRRLUET,
¢ STIME
TJOROBBELERTUET,
STIME D'J>221)w 2T STIME [CTHUOB A TERRLUET,
¢ TTY
TJOBROMBEALTUND TTY (HRM—F) ZRHAULFET., BALTVRNESRE. P DRER
=NFET.
TTY DJYD2)wOTTTY CTHOBZTERRLET,
¢ TIME
JOeRDheE U Th oA LE CPUKBREEZRTLET,
TIME ©'J>221) w2 T TIME [CTHOEBZ TRRLUET,
¢ COMMAND
INVYESAYDARABERTULET,
COMMAND D'J>221)w27T COMMAND [CTHIUOEZ TRRLUET,
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3.5.5. ZEIFERIZHK

SHIBREZHR
=LY —=/N (DNSF—/V) [CKDIE UL BRIBROTTET DN E DN DS ZTNET,
» AR DT
2
* mzt

ZRIBREZ T DINRDNA FZBELET.
MABFCE FQDN F2EIP 77 FU RO TEELE T, RARBZANDLT [Z#] R
HVED )y DIIRIER—LY -/ \DBRBKXUIBE VLR ~DEHRFQDN £ IP 77 FL )
NRHRSNET,

v WS YDA

[ZH] | R—AT—=/NDOBRAFICEBELLHKA FDIBER (FcBEDXDIC FQDN & IP
PRLR) HRFENET,
n SHIERE
Ak |vm|b2[]—c.iplb.luca| el
SERTIE SR

Server: 192.168.2.2

Address: 192.168.2 2853

Non-authoritative answer:
Name: vmlb20-c iplb local
Address: 192.168.2.151
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3.5.6. Rw FDJ—DRBIKIR
Ry FO-ORRBERER
Ry bD=D4 V8T 1 -ATEDEFINRER Y FD—DICRET DMEHERELTERRLET,
VAT —RADIA ) PREIRZSNEE A
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IS0 0BEEZEMNICERT LT, RIDBHREZRT UKITET,

O#sibeECEmex )7L »/ad 5
2009/07/05 18:27:20 IRTED 7w 2 — 5% AR

n b —URIHIAR,

4 A H —
BEIMIU  hos ma e mn B9 R RE@a 0

ethl | 150015722956 1 3 0464284 0 0 0 EMMPETT
lo 16436 10276 0 0 0 10276 0 0 0OLETT

¢ HNsWBICEEREIILYYIdD
M5 MCEICRHDBRICRTEZEN I DINZEBELE T, MCRRIBERODIBIHZIZRT UE

b

FEE Gz

BTy OHD | MM ECBREEHLIT.

OFzvIL | BROBHZITNEE A

¢ 25
BEHICERALTNDBRIZRTUET,
¢ MTU
1 BDEETEETEDT—YDERNED MTU (Max Transfer Unit) DY+ X=X~ UFET,
* AD
Ry bD—=DFBIERITDT—IZEDANICET D, ER « BEE - KZE - BED/\T v ~#ZE
RHRUET,
» IS
ERBICT—FZZEUL/IVT Y R
» EE
SZERICHEEUICTI S —DH,
> BE
SEFICWEULC/\T v REL
> B8
B8 (overrun) DCH. RERBICHWELUIC/INT v L
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Frl
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v
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VDI -RREI ST BERTLET,
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il
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AT IT—=ANS YV TPTHD.

A IR TPy TLTND

JO0—RFFvADTRERAYHITT—R

W=TNy DA IH=T1T+A4R

ESEE-RTH3.

LA S=I\Ty REETHD,

ARP D'C D+ VH T 1 —ATIFEMNTHD,

Point-to-Point &% CdHD,

5 |mlolz|z|0|m|al|w

AFT #ERkE5D MATER 1 971 —2X

AFT #RESD SLAVE ¥ 51—

n
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8.5.7. Rv b —DEHGRINR
Ry kO —DEHAR

M— kT EDEFIRNRERTLUE T,
s WBICERZ)ILYY213D] OFTVINRYIREFTvIIIDICET, H5WTLEIC,
IS0 0BEZEEMNICERT LT, RIDBHREZRT UKITET,

I E CEEF ) i 2T
2014/03/13 15:0045F{TMEHFIHR

m ey D — R IR

Ol #2542 — EfE+a— EEx7FL A MAFFL- 2 L
tep 0 0 *40139 *ok LISTEN
tep 0 0 192.168.20.71:svrloc o LISTEN
tep 0 0 LE40MH.iplb local:sviloc o LISTEN
tep 0 0 locathostlocaldomai:sviloe  |#:% LISTEN
tep 0 0 40047 ** LISTEN
tep 0 0 sunrpe *oE LISTEN
tep 0 0 localhost localdomain:§1 woE LISTEN
tep 0 0 locathostlocaldomainfer  |*:* LISTEN

0 0 *:25h o LISTEN

tep
¢ Ws5WBICERZUILYY2TdD
NN CEICRHDBRICRTIZEH I DN ZEELET, NCRMBHRORSHZIZRTUFX
9,

FEE Gz

BTy OHD | MM ECBREEHLIT.

OF v oL | BROBHETNEE A

¢ JORJIL
BRLTNBTORIILERRLET,
& ZEFa—
ZENYIPICBFEO>TNDT—HD/NA FEERT LK,
& XEBFa-—

EENY I PICBFO>TNDT —ID/NA FHERTLET.
¢ XETPEUR

EETDP FURER—- FESERRLET,

*DRRSN TN DHBER. BERfFHBIRETT,
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5855 P FLR
585D FUREN— FBESERTULET,
FDRISN TN DHEIL, EREHIRETT,

IARS

IRDYIVDIREERT LI T,
RN 568
ESTABLISHED i
LISTEN EisHRT
CLOSE_WAIT [P)l:sjes
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3.5.8. IRIRIBHR
RIEIER

Ry RD=DEORRARCELS/NT Y FORBZRRTUET.

X ES1A R
TESAS

¢ BFRZI
EIEaRmI DEFH/MASZIBELUE T, MRAFBFEE FQDN H2EIP P RURDHEAT
BELET, [RR] MIVED ) vDITDE PHRRKRDIL—FOT—FDTADIP P RLXR
VZIICEDELTOEEBENRRINET.

v WS VDR

[(Rm] | BFRRA NI TCORBZRT (FcBBE) LET,

DAT L > EEEIEEH = BT

192.168.128 109 D#EREE FoRL TLET
traceroute to 192.168.128.109 (192.168.128.109), 30 hops max, 40 byte packets
1(192.168.2.254)1779.925 ms IH* *

HEFoIETLELL,
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8.5.9. SSL 75U —% for Web U —/\&%
SSL7HZSL —& for WebY —) 5K

AT A > SSLF A Sl — 2 for Webth —1 58

FNoRrE CERLE Y.
2014/03/13 15:42:28 R A TERA AR
aSSL7 M7 51, —4 for Webth —1 1 (D IKHE

[E2] [T

ik
CEEGREE LI BESTOh TOUERA.)

wSSLF7 27 Sl —HERE for Webtt —13

PFFL 2 192168293 -
TCPh—E=
1B | [ RS
I B 1R
% ﬁggéﬁ;;ﬁﬁ;bin FEREE S E RO IARE:
ThEAIFEFIHE T FREA: RS {RRE:
T, SRR RN FARIT =m=TE= o
%IR?‘E' é’%ﬁéhij% . PRSI ERE M ke
SEIREEE R -
=11
Location/Content-Location™»-4 Zo@ hllf0 T EZX1BA 5
BA R R RN 512 [512-4096]
S Webtt —) I IS L —FFEL R
192168293 ~
7z 2k
Webt —1i Al L —J==E TCPE—+&ES
1B | | RS
a2%E | [FE5

SSL 7O t5UL—4 for Web 5 —/\BEIIIUTOBEBICDOHDNTUNET,
WSSL )’ tES5 LU —4 for Web B —/\X(DIRRE
WSSL OS5 L —4 3%5E for Web U —/\
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SSL ?OE5U—4 for Web t —/\(DIARS
SSL OS5 U -5 DiEEREZERRLE T,

FokECERLET,
2011/03/31 14:5847IRTEC{ER IR
wSSLF 7125 —% for WebtH — \DIAEE

A Eh

AL

HIOFE CHEBPTT,)

ARG (FREPD ICDNTI. MTOAEHETERRLUET,

SSL D35 U —5 DIRRE

BHEZITHE
DBEHEFD

568

LIS
(R DOFRETHEEPTI, )

=10

RHTDFRET SSL PO S LU -0 LTV
g‘o

LIS
(RHDOFRETHEEILCUE
Th, )

=10

SSL D5 U =S TERLTWENEERIINE
TEIDRETHEI L CNET, FELCHDRITZ
SSL O35 U -5 THEARTDBESIE. [SSLPD

TS —% &R for Web B —/\1 D [ERFE] F2IS
SSL ?O 15U —4 for Web U —/\DIARED [Hitke
&) RYYDDwDTSSL POESLU—YDER
g7 o IS,

®mU

SSL PO S U —YDRELEE. SSL7DOESL
— S ZBEE U VSV CHEERIDEE CHRE L
TWET, SSLPPOESLU—YDBEkEIZToCHE
&. SSL 7O eSS U —HIIFRENEDLTHRIE U
ED

EFIes
(INEISERELCIIBRIENTT
DNTNEEA. )

=10

MBISEREZTDICE. SSL PO 5L —Y%iEE)
LCWEB A, IREDREC SSL O35 L —9%
EEIEIIHEIF. [SSL P7OtES5 L —4 K5E for
Web U—/\J @D [8FE] FEIE ISSL 7O —
A for Web I —/\DIARE] D [#2&)] MYV=&ED
v ULET,

®mU

FEISERENTONTUNRUNZE. SSL POE5 L
—OMEIELUTNET, MERREZTTLY SSL 7
DS —% 3BFE for Web U —/\] @ [87E] WS
Vel Uy D UET,

EIes
ERENIF SSL 7O 35U
—HICREDVEELFL

=10

RENXITSSL PO S U —FICEENHICHELE
LTWET, REFCITEZR UICIIEFZMEN L.
EEDRARZBRIZICSSL PO 5L —YDERE)
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SSL POESU—HDIRRE | THZITHE | 5788
DEHE(1)
Z. ) Zi7oCTLIEEl\,

(*1) TESSL POtES5L—4 %E for Web B —/\] TOPOESLU—FFEZITHRECHNFETE
D IP 7 RLUR/TCP iRN— ~BSDOBEHE

s | AREBEMUA SRENRU SSLIHEFEZEE UILHE}. SSL P25 U -5 DB
NET DL TREARICITNAE UDBEN DD ET,

v NS DERBA
(&) | SSL PO E3SUL—YDiEE=TINET,
[(Bieg)] | SSL PO S U —HYDBEEZITNET,

SSL 7O 5L —INKEEEE (#E). 25 [(Bied)] NRRcNET,

Fivh
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SSL POE5 UL —4% E&5E for Web Y —/\
SSL POESU—SDFHZITICXILU T, WEH, IAESRER. SBFHES. PRI
BZEDER/EHZETNET,
BIFOWER, SIBABDEH. 1 Vh— ~Z1TDIRIE. 3.5.9.11.2. SSLiEBEE Y Vih— ~FlEl 25
BLTIEE0,

wSSLF 7 ETL, —%55E for WebtF—11

152.166.1 143:443 FPELR 19218811483 v ) D POESL—IBFHET
TOPA =+ &5 [CEST DI5%R
I )
FoESL—A
fib R & (l RO K )
HB BTN (Thh SREEAT RO RE: @ Y—/\FI8RICRET DI
TS E5RF I HIT B2 5D SRS K
T, BETEDEEET =T =1 : .
BYFTETahE T,
EaiEsARSHEERT v | © IIBAEICRITDIRME
ﬁ
Location/Content-Location~o Al ¥ i #|§ - 2X iz
RARNEERN 512 [512-40%6]
BEESE Wbt —) i B BIS L —T T LA
192.168.1.143
T EEk

Webtt — )1V G RTIL—TRHE TCPR = &HE
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\ A%

DESU—HVEBERIIRIE

MRTHRT SSL PO 5L —YDEEICHEBISBRENMTNON TN DEHHZITE, BREZHDIER
EUTURNF CHRICRISINE T, JRENEDEZSE. BYXFOEILELEDET,

« IP 7 RUZ/TCP h— ~FBSHEEEFH
- IV ERDIRRE, FIBAZEEZBRMINEE, B EHTHEDIREDEREH
s PO RERERFE DT )L — TBEDEREZ M

F1sl

>

Fivh

N—YILTER(RE) U TN DHFHZIFIIENF TRRSINDICH. XFDEBTIRREDY
BIFTEFBADTITERLIZSL,

DOPOESLU—IFEZ2IICET DBk

> IPPELR
SSL POES LU —SMEEN DS+ P A 5D HTTPS EFE=S T ANDFSZ(TIP 7
RURZESSL POESL—FDFE2TELTHESD UHDETIL—TTER L TLZ
IPPRURETIASDIAZ2—NDEBIRUET URBEBDBEE CsRE LI IP P RU
AEIRTBEERDF T,

- 3.6.2.2. DI IL—TRTE

> TCPIhN—FHES
SSL POESU—FHEND S+ 7P 60 HTTPS B 22 (T ANDFHHZT TCP
M—FESERELET,

v NSV DERBE

[Bn0] | EULLIP P RUR M= ESERSRTELUTEILET,

[(fm&E] | 7O SV —IBEITHREND—ETERUCHDRITIP PRUR  R—
FEEE, HiLWIP PRUR  IR— +BEICHKREED LFET,

[(BIFR] | POESU—IBEZTREN—ETERUCHDZITIP PRUR  R—
~ESZEIRLET,

* SSL77DOESU—-YDHHRITE U TENTRERR IP 77 U R0 EREIL 128 BIC30D
EP

* PEIIN—TDHEHBRTELUTERLTNSD IP P FLUZE TCP RN— BESOHEAEN
BIIERETESEE A,
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» QYU —/\GIAEICES T DB
R EDSERSNIZIP P RUR, TCP MN— B SD SSL 705U —FMNMERT DY —
I\FEBAEICRI T BIREDIRENRISNE T, HHZITREEBIEICT —/\FIAEICRT
BDIRFZET > TIEEN,
> BAETROIARE
LZHHRITRECKT T D, MERNFET DHSEFRE. FE USRNSSR IEX

=S

axXAE

ERTINZE T,

R

Gl

VERE

WERNEFET D,

RIERX

WMERONMFE LU,

SEBEEEE

SFREHRITRECXTT B,

SRDIARE
BB ERNFHEIT DHEMEHE. FRELRNES

[FRIERERTSNE T,

RN

&6A

Ve

B EZERNEFET D

RERK

BB ZERNEFE LR,

ELHEHIIHBOIRRE
LFEFORITRECKTIT D, BEEHIPENFEI DHSEERE. FELRVNES
[FRIERERTSNE T,

R

Gl

VERE

BREHPESDEFET D,

RIERK

EBBFHLPSENFE LR,

PEREF
SRS

SEBEE DIRRR
TRECT D, PEBLFBLBESENFET DBESIIHFRE. FELUSE

BIEIRERERTISNET,

R

8768

VERE

PRI SEBASNMFET D,

RIERX

PRI BB FE LIS,
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| g

LBAZEICEI T SIEME
SRHRITREICK UT,

RITIDRFZERLET,

=REB 5788
BB B ERIER WEREIPEELERZEFRLET,

— [3.5.9.1. RIIFERZERIFR
ERBHIHEE R ElBIC K > CTBRBSNICHBAEZEHR LET,

— [3.5.9.2. ER]FHIBAEER]

PG LSIES & 5%

LBIC K D CRITSNCPERIFABEZEHR LE
g-o
— [3.5.9.3. PAFIFIHES SR

BoEZHSFR

B2 TERB U, 28ICIFEIBASNRVGEBBS Z/FR LE
ER

— 3.5.9.4. BCER:EE1FRL
NABRIBICBEREBREZRE LU CN\DIBEIF. TNz
EZTURNTLZESE), SREEBICBBSINITIEBASHERD
[CRDFET,

SIS BRERERT

REBEERZRTLUET,

— 3.5.9.5. FIBSERERKRDT
EBBHIASB/HRERT. BHLHHZTHRECAT DES
BHIBAECRIT DIEHRERTLE T,

EEBEHIBRSHERERT

EEEHIASICRAT DBMERT LI T,
— [3.5.9.6. B FHLIHBIBIREKT]

B EIRSHIREEA e

PG LEIASICRE T diFmER™ LE T,
— [3.5.9.7. PAFISIASHERERT

SRS BB EREIRR

WERCIREESERZEIRLE T,

— 13.5.9.8. ;IAEBZERHIFF]
NHSFRIBICEZBREZIRE L CN\DBEEIE. TNz
ETUENTLIZEW, REAEBICEBESSNICILRSOERD
[C2DET,

EBBHIASHIR

EZBHIBPSEEIRLE T,
— 13.5.9.9. EZFHIESHIFF]

ChEIFNEL/FLEE bR

PREFELEIAE ZHIFR LE T,
— 13.5.9.10. PEFLFEESHIBR]
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F199 WER., AEBVER. EREHIIHE. PERBIIBRSDEIFRZT OIC2IBEIR. =
BRICIZBIBRE FIUTID DI 71 )LE T [optinec/iplb/ete/bak_cert/Be ™ [CFEISEET,
TOICRIBEIE. 3.5.9.11. SSLEIBEICEEITDFIRI ZZEICLTIIZEL),

(D71 )LEDRE]
B GFB52TDIP P FUR)_FBEZTD TCP IN— ~ES) key
SBAEERER | FBE2RTDIP P RUR)_(FH52TD TCP IR— F&ES).csr
ERBEHIRE : FE2TDIP P RUR)_(FH52TD TCP IR— FES).crt
PREIREEBIESE - (FHZTDIP P LU R)_(FFH=2TD TCP IN— ~&FES).mid
FEROFBEZTO IP P RUR/TCP IN— +HESIFWEHE. SIAESBRER. EBBEHLHA
2. PERBIIBRSEEA LU CVZREICEDET,

v NSV D5EREA

[5217] | LECOFIBAEICRIT DBRIF CER U TN\ DIRFERT LT,

jin | AREBBEMID SERERU SSLIIHEFEEE ULIHEE(E. SSL PO 25 L -5 DEi
ET DL TREARICITNALE UDBEN DD XTI,

» Location/Content-Location A\ WA Z@HINICEZERZ D
HTTP SR DEZA VS TP O AnRAY —/\B8F23BE>/2 70 ~DJJLIBETD
JRFHMELTVNBBEICAYSIEEIMZ N EBRELFET,

=EE Gtz

BFTyOHD | AvIFEESRZIIT,

OFzvIRL | AVIZEESBZIFTEA.

BN F&D Twww.nec.co.jp(IP 77 F L2 1 192.168.0.1)] TrOEXR
FRSET —/N\NDO/EZTAP P LU R 1 192.168.0.) TESRZZTOHBE. MTOXDICE
SBWAZITNET,
2881 . Location: http://www.nec.co.jp/
Z 8% . Location: https://www.nec.co.jp/
ARG EfE
DS54 Pk, SSL PS5 U —YEDORABEEGHN(Y AT LAZERTDBE) ZJELE T,
T 7 RIE 512 IC72DFT, 512~4096 DEFE THETIBET I,
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& PO RRERiRSE Web Y — /DT IL—T8FE
(POESLU—IBERITHRE] ORWTERUICHESZITINEIC SSL PO 5L —IHENZIT{Y
(IS4 EDS5DHTTPS UD TR M ZX T DD ITIL—TD IP P FLRE TCP
M—hBSERELET, [POESU-IFEITRE] ORDBROBTSZTEEIRL. 2N
ZNOBHBRITICH L TOBII—TDIP P RFUAE TCP R— FBSEWMT 1 DFDORELE
ER
> ERKSE Web U —N\DEIIN—TPRUR
SSL PO ESU—SHEN DI S PY SRR IRA S EnE I D8niX oy
V=T IP PRURETIVIDYAZ2—N5ERUET,
» TCPK—FBS
SSL PO S U—SHEN DS P BN D IR hZEEd D TCP IR— ~EBSZH
ELET,
v NS D5REE
[Bh0] | #mESEIP P RUR 1 R— FESEXRA DI IL—D) &BNRELET.
[(fRE&E] | PO 2REREST Web U —/N\DET IV —TRED—E TEIR UICEESTIP 77
LR IR—= bBSEEFGDMIIV—N &, HLWIP P RUR R—RESIC
R () LE T,
[BIBR] | PO RERESE Web U —/N\DET )L — TR ED—E TEIR UILEEREIP 77 B
LR R— hBSEEEDEIIL—NZBRLET.

v NSV DEREA

(587E] [SSL PO 5L —4BE for Web F—/\| TIBEUCABEREL. RMNET
NET,

(R3] | YZATADOLyTEBICERVZEY, — 3.5, YRTAI

w | BELEBRESICRED 7 1V ECEBSNFIM [BE] RIVED U v ISNBE
B | <l mEUERSEBECRRSNZE A,

(87 ROVES Y v DT BT EICKD SSL POESL—55—C 2D ERE L.
LSO RIENET,

e

[=111]}
X
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3.5.9.1. WIIBBERERIERK

RIBBSERIER
LHRFORIREICTIT D, MEREIHEBLEKREERLET,
(&) ZEs=aERME - Web ~—= H4705 |
ERIGEEE S 330
172.16.20.35:443
*LUFOIEHE 3, FARRFEFEAEELINEFERHLALT RS
Ly,
Eo—+: o
EMENTIR
£ sample
GEELIER)
£: sample
%*i% sample
= sample
H—/ % sample.iplblocal
B 2048bit
[ tE R H F ez
¢ EDO—F

EI-FZADLET,

¢ BEFES
HENREEZANDLET,

¢ HXENE
PXERNZZEADLET,

¢ =B
EHBEADLET,

¢ ZP3E
BPIBEADLET,

* H—N\Z
T—NBZANDULET, CCTEEIDYV—NER ISPV RDSDPOERED URLICE
INdFQDN E&EDEFT,

* BR
BREERLULET,
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v TR YDA

(YERR)

RIE UICAB CRLEERBEREFR LT T,
SIAEBEERMERSNDEUT DRI 1 POTNRTFSNDINT, T
DEBEAD T-----BEGIN CERTIFICATE REQUEST----| ~ [-----END
CERTIFICATE REQUEST-----] £TZI5 « HFICIE-&AN-X L.
SLBNDBREICHT LET,

A ZAEZETRIER - Web A—3 B{P04

& | http=://192.168.2151:50453/adm/proxy/pound_cert ceittype=cert] Sname=192.1¢ v | 4 SFEREMTS—
A EE STk FRk:
192.168.2.154:443

saall o8 B IARIERR (IE (Ce TLELIC,
TG AR F-REREOL — &N —AMNIE THAMM T, Fl_ 0k
B (CGRMLTIESL,

MIIC=iCCAZoCAQAVh TELMAKGAITEEhMCandixD =z ANEgNVE L TEnNhbXEs ZTEPMAGG
AITEBxMGoZFroGr INOSwDOVDVOOKEwE Y W1whGTx Dz ANBgNVE A= TEnNhb XE=ZTEa
MEBgGL1TEAxMRCZFeeGx ILmlwkhGIub G I ¥ TwwggE i MADGCSgG3 Ih3DOEEAQUALLTE
DwAwyyEKA0 IBAQDIGUE isFNvVo,/ TSSGLAKZOMUCRoyOLE3touzuQF Lt nngB/ wilSr 6
SNEUIVIuEh E3cGoNmHOTHIpWh 1L 7OJCi+nFAqlECex UF £Gamd£FKE A/ h/ hk3sKy
CAuZ Tyhsylevve3ECmt MuTLY9o0dr BNsNru/ no34 Toht LGTD W EIVHEeuIWy3To e
frndrKILAf1VeNiTxofol GocUdhGphE] 1BEhGyACS Z8WxabklIPSESCAdKOOvAX®S
Zet1LyNG+HseRw3 OqwiCkalwip0/+7ZoX ZZko LFE6HON/ SaNiaeJalAYnL/ NoZ6T
KRkPfas9h+MfEZ5CRsDTEJhNRShEmOsAdS 66 AgNE AAGAD ANEgkahkiGSwlELQUF
ALOCAQEAFZ 6petloal/iM1J4rbheKijuigJET7ZEvNelml 1HEJHWNNEHS4C £V ha
AItWO1XC1983F06L/ TxwuP X6 EpG+0O6XgSGRet I/ NQ/ 15hCt 83/ O+uTLUC L/ OysQg
gEUDFEMHES ReVxibh jr4We RyGgeFOSuypIPS10H jcOVIEBIp Y 6PPer JDovl VinV Tx
dOE100zMELhgtnCOuThEIziFpx ICKi+e CHfeGd4+EPamiNgB 1KREXvk1PEsUSZ0ES
p9EleahMifoqdhaKFUpPNARALADK I £8hy+LEGHOOAL KzCROSmho t4WCME Tnd JvymI4 v

hittps://192.168.2.151 50453/ adm/proxy./pound certoeittype=certlé @ A rh—Fu b ﬂ|

[FALD] TEmZRE L TIES),

[(Fvrtl]

R USWESEIR [(FrIV] MRYVZEDU YD LET,
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3.5.9.2. BREHAE S IR
EZBHIIHEESHR
LBZEOZTREICXKTT D, BBICK > CTERBSNLIASEEHZLZET,

2 BLFEHANBSHE — Web X E{P0T

& https/4192 168215160453 adm  provy /pound_cert ceittype=cert2&name=1921 v | SEAREMT S~
FLHEHHESE:
192.168.2.154:443

PEMIET, ("—-BEGIN CERTIFICATE "M (dlE T " END

CERTIFICATE " TEh2FT)T,. BEFHIOIAZEERLTIL
Ly,

cGR1NOEwDQYDVOOLEwZ e Y Tiwh GG AYEgNVEAMTEXNh XEs Z3 5peGxilmevYZFs A
MIIBIjANEgkghkiGOwlBAQEFAACOCAQSAMITRCgECAQELGKRI4N1S3i9]lzpWLu7k
AdGRnMoouiGz00EPiDnuY/NydWEHIfenilklomit 1sS3aTEZHV 1CTvakSanmWETPSALVE
JYfchi0NNe zHUPSSAZ7FVSAFFRr gogdasx0iQE/ 18ptpEhXnos1 1dBWPpRi2ZUE4TG
FTIWEPL 9t +GadodHHAcOhS inyVITHS xh55uhI eBVQASwsH3XithIQghEx ZaspaxEKTG
12¥CrhaPxiWINc UL 6PvxmENWg l1F JovTEShiyWFPmlJ+5+HTTmec TJALYEipugesh
SADPRIHhhlrxe3lKec6M1lphe SCEL AwVmGwwadBebhaGlDUELnSpIe6wGiEfhe ls62WH
EwIDAQABMAOGCS G Ih3DQEEEQUALEIBAQELA0DI0pS Jwe W3 MINp Osp YVSEVRCR
mr Y0Uo tWMnehkuh+VI/ £0Z1sATEaERPDQOI 52 £712Gh I9pTeNDorh/ oVdSIr 1yt
Mia/uEipSFbh3RbVRgIrk4IS6R/ 02 49H1INGOCRzhfen2 REAVYOL YheCdTaSull1xM0
clljlprOZE1DRAdScHI 7/ Dxlxa7agqESPYVipodDS/ gGOSvEXe LI 3 DNy I,/ Te2 081
cEd]99hl zGondyeSdGKEySkhHeChahGrterVecoWr Cod G2 R4yr EvnPaQTgzVhhBe
QsquggVEHe2 G9ohNO9A+r A2V hedndad+rnhVCulvpy/ HREpt 9wNOUP Yo

EBE ][ Fel )l

https:/#192.168.2.161:50453/ adm/proxy./pound_certceitype=cert2 @ 128 —Fuh ﬁ
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v WS DA

[(S5%] BEEBEHIHEEBHRLET,
SAEBESHRNERICR T I DEFRBENRIINE T,

A BEESAMETE - Web AT S{70S
& | https://192.168.2.151:50453/adm/proxy.pound_certceiPtype=cert2&name=192.16 v |

FLAHIASER:
192.168.2.154:443

SEEREMIS—

FaEAEAESH QERCE TLEL,

Certificate: L
Data:
Version: 1 (0x0)
Serial Nuwber:
89:4e;:0f:df:77ichiSaicd
Signature Algorithm: shalWithR3AEncryption
Issuer: C=]jp, 3T=sample, L=sample, O=sample, OU=sanple, CN
Validity
Not Before: Aug 30 04:58:12 2012 GHT
Mot After : Aug 30 04:58:12 2013 GNT
Subject: C=7jp, ST=sample, L=sample, O=sample, OU=sample, C
Subject Public Eey Info:
Public Key Algorithm: rsaEncryption
ESA Public Key: (2048 hit)

Modulus (2048 bit):
O0:aa:d44:65:e0:c9:7d:5£:78:bd: 971 3a:55:12Ze1ee:
ed:74:164:67:32::8a12e:588:00:£4:dA0: 15122 :0e: 7h:
98:ifoida:odis8: 1108 VdieDi8di D2 Sarani Sedo:
Goid9iad:ide:1d: 5942 eeif6iad:49:a9:96:10:93: ¥

Ihttps:;"ﬁ"l 02168 2151:50453 adm/proxy /pound_cert cgittype=cert2s @ A= ﬁ

[FALD] TEmZRE LU TIESh),

[(Frr] | ERBEHLIHEOERZEFT vV 2ILLET,
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3.5.9.3. NEIRE/FEIBAE SR
PRI SR E S &%

LITHRITHREICT D, ulBICK o THEITSNIEPERLELHEZEHZ LE T,

A SEZASIMEZEHE - Web X {708

& https/¥192 168215150453/ adm.praxy /pound certoeiPypescert3éname=1921¢ i SPRREMTS—
Bl S EEES=ES
192.168.2.154:443

PEMT, (" BEGIN CERTIFICATE—-"&(dLFE>T " END
CERTIFICATE—" T#EH 2T C. PRFZENISMEAESTEFL TS
Ly,

BoMVHOSEALSEBAMCACYwh OV IKwYBBQUHAOWEYTELoVE gWzBZNFcwVRYIallhIZ2 Uy A
Z2 ImMCEvHz AHEgUr DgMC G2 Ui+ETGoas ] ¥SrwS+Aac RIGCX7G34wIRY jaHROcDow
LixviiSudnVWyaXNpZe4u¥Zotl3 ZehGoOnbySnalYwAYDVRO1BCOwKwYIEwYEEQUH
AwEGCCsGAQUFEWNCEylghkgBhvhCEAEGCC G AGG+ETEC AEWNAY IKEwYEEQUHACEE
EDAmMCOGCCsGAQUFEzABhhhodHRwOigvhaNzcCS2 ZEJpes Inhi S b OwNAYDVEROL
BECOwKzApoCegI¥YiaHROcDovLEZNyhC52 EXdpei Inhi5 b OveGNh Ny 1nlN3 5 J e
EAYDVRORBCEwHAQANESsx GTAXEGNVELNTEF Z 1cml TaWlduTVELSS 0y L TewHQYDWROO
BEYEFNehfNyioEX33alfcinbWHOSRyC1MESGALIUAIwQYNEaLFH/ TEafC3eyTaDAT
SO0MS+yKvMeE e MADGC S G3 In3DQEBBQUAAYIBACEXt 1 Ukrd1000Ey 6v IEa13VAC
T/ gwF3DyE9wE ITagquko8N ez URniudXhvObpavBCr WDhF JGIVETAX IeLVOgh3 oVEY
CWRROmMEES0ZATLAED 26 k1d Y emp SN cdO 1 kSVIzWox ZThphDegSdwe Z6EVRiECgh
Ett9LnZQ/ 9/ Zavvlisun+rNiVnwzeneUW/ ULU/ 20X 7Ro+68g7 L3 eRaTJXONEPS X
+79u0zMhInnchhd ZLUNkE 6 Zwh+o8 1 kY 2Goallh9e3 30Fb2 60/ KEZru99zrgPOnkeK
HnUGE23kHAG2 FlveasB+ 1 Xwl iFmEWVu/ e Tix7r £18GkPs ZCOMGAht 4 Q5mo

[ =2 & |[ F+ew

hittps://192.168.2151:50463/ ad m/proxy/pound _certoeittype=cert3d @ 18 —Fu b 4

EPﬁ'aﬁE?E\%E)%EEEEEUD [-----BEGIN CERTIFICATE-----] ~ [-----END CERTIFICATE-----] &XTC%&%
POTARICEDOMT, TEEFR 20y D ULET,

O0R)— FEREZEFRASNDHES. [SSL P05 —4 for Web T —/\E&E] TD
SRS SRR, [PREERISIAS ER ] (CC. PEEIAEE L T2 DNDPE CA FEBESD
(-----BEGIN CERTIFICATE-----) D5 (-----END CERTIFICATE-----) & C&3JE— L.
FIC 3 IEEB DR CAFEBAE. NIC 2 [EEB PR CASEBEE (D 0L — EBAS)DIET 1
DOPERIIFABFEE U CTFRARIT « FICHEIT TREDNITTERIDCEICKD T

MABLZENTRETT,

Management Console TI[EZRZ< I VY =ILOSTWEWNEEE. ZYS1INILTD TEE
BEE A VN — ~FIE] ICR->TIBK CETURETI N FIBDICHLVT. Management
Console T17D158 &R UEE CPEERLFEHE L UT 2 DOPEREIFHE =S
LIZEDZ, J71ILE THEB2TDIP P RURA)_FHFH2TO TCP N— & S).mid
& U Clopt/nec/iplblete/cert [CIRF(EEE) UTEL CEICRDFET,
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v WS DA
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PRBIFEEERNERICKR T IDETRBARNRTSNET,

8 FEZFBAAETE - web A3 A{p0S

& | https:/#192.168.2151:50453 adm/proxy/pound_certceifype=cert3dname=1921¢ v ';!;ﬂ' SEERENTS—
P EELSEASER:
192.168.2.154:443

E it EASE =8 (P 58 rLELic.

https:/#192 168.2.1 5160453 adm/ proxy/pound_cert cei?type=certdd @ A=k %

[FALD] TEmZRE LU TIESh),

[(Frrtil] | PERELEIHEOSHZET vV EZILLET,
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EEEERLEIEE
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£ sample
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£: sample
=itd: sample
gBFq%: sample
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v WS DA

(YERR)

RELUCAB CECEZMHS 2R LI T,
[AEBSHNERICR T IDENBELRIINT T,

BoCi

-

£ ESELIWEIL - Web <—3 H P05 [=5=)

BOEaimAEERk:
172.16.20.35:443

BoEa SR (LIERE 5 rLELL.

F————BEGIN CERTIFICATE-————-

MIIDVSCCA]4CCQOQIMRRe ft5CzANEgkahkiGOWIBAQUFADE tMQswCQYDVQRGEW
UDEPMAOGRIUECBMGS2 FteGr1MQEwDQY DVQOHEWZ z¥YW1wbGUxDzANEgNVEACTEn]
bXEBzZTEPMAOGRIUECKMGe2 FreGRIMRowGAYDVQQDERFz¥WilwbGUuaXBsYissk2
bDAeFwOxNTAXMDUWMI Q1MzFaFwlxNj AxMDUwM] Q1MzFaMG0xCzAJEgNVEBAYT ALK
MO8wDQYDVQQIEWZzYW1wkbGUxDzANBgNVEBACTENNnEXEsZTEPMAOGRIUEChMG 2
cGx1IMQEwDRYDVRQLEWZ z¥WlwbGUxG] AYBgNVEAMTEXNhEXE s Z55peGrilmxvY2
MITIEIjANBgkahkiGOwOBAQEFALCCAQEAMI IBCoKCAQEAt U3 kNSdEF/KPDLp+L1
gI¥hMJHKER11uPfTdxCKeC6dARC3scKrD1Z0ZctRLG/H/ +IdEagRLyxnoR581L
bBFigBNnYJ+vE4pzGliWNsfipSg2NiZ0£3x1 1GBWHNVEBNUZ TyyveVLAdggZ JCYEPL.T.
silgéNkSzRr6HIVE2du+LOUHO60526Z+4kGlep3+MMIwSKDETRI3zxGErjX=Gr
nEvoY S 3C0weklvEvSOGEOcUbLRrZewl 3T eXr5ZR8IWN revZEqn3CyPO0RZE+23
21501dA¥+h2=265511i3anlX8Y¥gHOZSoPenIwKHZMumRuikks 9A0LTidLETkVR1E
9wIDAQABMAOGCSgESIb3DQEEBEQUAR4TBAQBEKbztChTED NE6eyewIULYNEIHS
WCVAWUUUTIORlynTwEBhEgEL 24nAd3weYLOT ZLEK IsKESExgBY1QQdAUx+HCTv /D,
32XYdUS6+VEe+vBHMEEynCebgfD4n S TN TmSddYXeC/ Ve CDSoooGLaeNTPvrEvY
ChgpP3RhemkBmRDLY4KvgF2ERTE 60l 9svEECMuVk,/ s106Rb0x2DYEFVH4 5 /QS28F
FHzHAd6FASziimAJOFi=2zREE1DOtiolCekaURGKCEWNZISEh1cBYwI3pMbayeE

Irc+yFRIgQWVEKEzI1PWS3baZZ06Kb+FnnyoClQwiWEhxKghoEY19YRsxExrK
4

Fla

[FALD] TEmZRE LU TIESh),

[(Fvrtl]

BoEBZHHEEOERZF v VL LET,
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3.5.9.5. SFBAZEBREREKM
S EZ BRI

SHRGBERITREICA T D, HHEBSBRERT LI T,

v WS YDA

Ihttps:x"ﬂ 92.168.2151:50453//adm/proxy/pound_cert.ceittype=certsd € 18 —F b

2 SRR TLERET —— Web &

€ https/Y192168.2 15150453/ adm.praxy /pound certoei?ypescertbéname=19216 + & EMERAEMIS—
SIS E S ERET:
192.168.2.154:443

FEE@EIAEF R RE O — &N—AMIE TS - T, FHAE 0K
A E (CRMLTIZE L,

MNIIC=iCCAZoCAQLwh TELMAKGLIUEBhMCanixD z ANBgNVE LY TENNhbh XBsZTEPMAOG
A1UEBxMGeZFtoGx 1MO8wD QY DVQQKEWE YW1 wh GUxD 2 ANBgNWVE As TEnNhbEESZTES
MEgGAITEAXMRe2ZFteGx 1 lmlub GTub GO 1Y TuwygE iMAOGCS G2 Th3DQEELOUTALL IR
DwAwygEKLO IBAQCpoVEOE46 LOZUES/ YLFO2ZVC,/ SK7896AcEnPooc19dCkows/ Ght
ASwTTixw¥pN1kgZP/ LEhZOhbvzt0ShIP7Z1IMDSHH0GSrrEQEDjecYsERSTOET1d
VAo A4O77yessE30fWIZ iAiWZ4E74phESWO0SACvi 1fhDsic ln) Sv+1 IS UckkgoXM
TTE¥ESSINkemSO0E1ZGJefPid7 g TNGICHNgp AETC InSDEXulgfeGE ELN zdRvwGHd
xUQ71/£141DaZ+11190rreRZmeTveBdyE9Mul gf WgPRkOT1PeZ hSMWgoDxnRkF +mE
3IR+5eqO)VIAKSsD+HUWE3 21y 3Esxxn4 IQt ZAgNELLAGAD ANEgkghkiGOwOBAQUF
ALOCAQEAQesMZ oS3 TGZuMEL ZhU30DvRINghsxvetvZiNpakyl,/ 88emheyESZFKIs
MmEf2 Ran0RopzglmOz 1o 10347 It2nP8ETpLu?GEn7owedxne THS KOVD73JFtphx
1sGHWn+Z zhhGibEcarhGUROEAMIpDGhinygBlheFJ4/ DLP3mC zd IL £RNAF yOME4 0
oo 7ETCECVR1bdbZvgHMOLhO Y3 Wena YoGwnpDZ EnZZ YOOTE1s3 hgQex DU/ ymo 1 9hC
sarGiWEIBSIPHEI2ce2ibhiRF IS 65CDIuTV2iEN3fpnP6ozyBCORRTEEPS 7L V1w

i

(FALD] | SIAEBEEREKRRY ¥ 7O ZRMUET,
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3.5.9.6. EBFHIILAEBBEHRERT
E2RBHIASBEHRFRT
LZFOZITERTEICXTT D, ERBHLIRSICREATDBHRERILIT,

v WS YDA

A BaEy A HEET

€ | 192168.299
Certificate: e’
Data:
Version: 1 (0x0)
Serial Number:
de:70:59£:3£:51:b8: 658 ed
Signature Algorithm: shalWithRIAEncryption
Issuer: C=jp, ST=test, L=test, C—test, OT=test, CN=V
Validity
Not EBefore: Jan 22 05:41:33 2014 GHT
Mot After Jan 22 05:41:33 2015 GMT
Subject: C=3jp, ST=test, L=test, O=test, COU=test, CN=
Subject Public Eev Info:
Public Key Algorithm: rsaEncryption
Public-Key: (1024 hit)
Modulus:
O0:c6:fSicgic2i0a:97ibarfo:dSdebhoicd:0
Z4: rel:VE:e3:79:8d:b
Ga: tZ20:al:22:26:95:2
Sh: :9d:4d:d2:56:5b;: el
hi: sdb:gl:76r42iefz
55: :ifrad:8b:r4z2:09:9
23 :8h:Se:gditlies: L
47: iocZ:idd:dbicO:icd:d
Za:fS:d4dibe:7die0: 44:44:27
Exponent: 65537 (0x10001)

Signature Algorithm: shalWithRIAEncryption
S9:EE:c7:£5:4c:52:b0:cd:1la:e4:168:d2: 6o 4a:5a:99:£5:e
Qe:40:8h:a5:fe:cl0:fh:5d:b0:ha:55:a5:82:4a:h3:50:d4:5
A EE a5l AT Ga e 0 A AN Na md e fheafs G70d- A1 377 %

< b
https://192168.2 9250453/ adm/proxy/pound_cert ceittype: 6 A=k ‘_%

(BALB]

BLBHLPBBERETYT 1 POTZRHCET,
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3.5.9.7. NEFREI SAIBAEBHRT
hREIFREL BB E B HRT T
LZFHOZITERTEICXT T D, PERELSAECRAT DIBEHREFRK LK I,

& | https://192.168.215150453/ adm/proxy/pound_cert.cei?type=certTéname=19216821 v | & ZBAEMTS -
hiEl i SR S RHRET
192.168.2.154:443

MIIGKTCCEBRGUAWIBAGIQZEvo IN4CCEF zLUOE 1dZ+Zz ANBykqhkiGSwOBLQUF ADCE
VIELMARGRITEERMCVVHF z AWBGNVELGTD 1 Z 1ol TalduLCEIbmMuMREwHO ¥ DVOOL
EXZWEZIpUZ lnbiBUcnVzdCEOLZRI b3 Jr N TowOAYDVOOLEZEO Yy kg AWN1EBWZXI p
Tz lnhivgSWESILiAtIEZveiBhdZRob3 TpenVE IHVz ZSBvbmx SMUUwOQu¥DVQODE zx T
ZEJpUZ InbiBlhGFzoyAz IFE1VxpTyEQoml tYXISIEN lonRpEml JYERpha 4g QX0
aFdyaXRoICOyR e UwHhe MM TAwH ) A4 HD AwMD AuWhe NN AwMi A3 M H10TUSWICBVDEL
MikGAITEBhMCVVMxF z AVEgNVBAOTD 1 Z lem]l TaWduLCEJhmMuMREwHOQ¥DVQQLEX EW
EXJpUZ lnhiBUcnVedCBOZERILITr NTswOQYDVOOLEzJUZEJteyBvEiBloz Ug VX0
aHROcHMALYS3d3cudniVyaiNp 22 4uVz9tL3duYS o Fyke MDEZ MDQGAL UTE Rx M ViaW y
aVNpZZ4gCexhe3MglyEJbnRlemShdG lvboF s IFN1cnZleciBDOSAt IEceMITEI AN
BokqhkiGOwOBLQEF AAOC AQSAMITECEC LQE ndac TvAVIIGaQuhZ ixOdF St Udza
sVLv/+NE3eDfxCiG4615HyeCmLi7 ITEBKERED +qpgF LPTU4hi7ulx o ZaF YGTCNV
ICreF¥lxylTIbxENiQDk3 P/ hwBQocenHKS S+vDwE5bur J1SLZpDNSpESHS SivdSs
1f¥+0uFLiNxC+kRLE/ g¥CSAwd DOSHNN i EXNTppyiHh5SgzoHRS07 A1 Th/ TRTICH
wTnprogl/ iZucfESNTAclIPe712nDK4ETOz £ Zg0Ebawur SmaET0g03nd0n¥501505
EpcMa5pITRNGLFyhENT?0E2SLECiEuP?TEh JUQARH/ weaoEqOOCS TS Y ROIDAQLE
04ICFTCCAhEwEQYDVROTAQH/ BAgwEGEE/ wIBADEwEGNVHS AERTEnMGUGCZCGIAGG
+EUBBxcDNF VwELY IEwYEEQUHAGEWHGhOAHEz01i8wd3d3Lng lewl zaldullivihEs
cHMuKgY IKuVEEQUHAy IwHhocaHROCHNAL 93 d3cudnWyaZNp E2 4u¥2 9t L3 JuVTAD
BgllVHOSBALSEEAMC AQVwh OV IKwYBEQUHAQWEYTEfoVZ gWzE ENFcwWRYJaWlhZ2 Uv
Z2 1mMCEnHz AHEQUr DYMCGyQU+ETGoas I YSrwS+hatRIGCK7GS4wIRY jaHROCDOw
LZxviZBudmVyaXNpIZ4u¥2otLliZehGonbySnalYuNATYDVROLECOwKw Y IKwYEBOUH
AWEGCCsGAQUFEWHC By lghkgBhvhCEAEGCIC G AGG+EUBCAEWNAY IKwTEEQUHAQEE
KD AmMCOGCCsGAQUFEzABhhhodHRw(iGvhENzcCo2 2 pee Inh iS5 JhZ0wNAYDVROL
BCOwKzipoCeglY¥ialROcDovLZNvhC52 ZXJpo 1 i s ibe Ove GNhMy 1 nNS 57 crown
KAYDVRORBCEWHEQANESxGTAXBGNVELNTEF Z 1oml TalduTVELSS0yL TewHQFDVROO
BBYEFNebfNgioBX33alfzimb WHOSRyC1MESGALTUAIWQYNEaAFH/ TZaEC3ey78DAT
SOMS+yEvMzEzMADGCIGS Th3DQEREQUALYTERQBx X1 2Ukr d1000KYEv1EalSVAC
T/ gvF3DyESwEIVaquko8Nz e URniuXEhvibpavECr UDbF JGIVRUAXIeLVOgh3oVEY v

https://192.168.2151 50453 /adm/praxy/pound certceiftype=certTénam € {2 —Fyk

i
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(B LD]

CPRERELPE IS
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3.5.9.8. SIBAEEZ B RHIFR
SIBREEZERHEIR
LBZEOZTREICKTT D, WEREEFBAZEERERZHIFRLUET,

Windows Internet Explorer §|

9 192168.2154:443 ®rigr Lk
-

- H—) R
- EEEH%E%ESR

- FH; @}EEE_H%
- PR ZELSELERE
[FHBEENFETHESLOTEM 7

T

v WS YDA

[OK] SRS BREREHIFLET,

[Frrtil] | FIASBLEROEFZF v 2L UET,
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3.5.9.9. BREH:IAZHIFR

BEEHIHESHIF

SHRGBERITREICAT D, BSEHIBRSEEIFLE T,

v WS YDA

Windows Internet Explorer &|

9P 192.168.2154:443 ®riger L
< B FHIERE

FRERENFINEBLOTEN ?

ok [ Fevtn |

[OK] EZBEHIRSEHIFLET,
[(Frrtil] | ESEHIHESOEFZF v 2ILUET,
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3.5.9.10. PREGREESEEBAEHIER
PRI B SEIRR
LEHDBITREICKT D, PRI IBRZEEEFRLET,

Windows Internet Explorer §|

9P 192.168.2154:443 ®riger L
&/ RTPST RS
RN E B LOT N 7

ok [ Fevtn |

v WS YDA

[OK] PGS 2R IR LE T,

[(Frrtil] | PERELEIHSORRET v V2L LET,
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3.5.9.11. SSL ;FBAZ(CRAT DFIE
Web T —/N\EFEILLNDET)IL—TH SSL PO 5L —S#EEF ARG, SIRZEDFTHXIE1 VR—
ZIDOBOFIEZESRALZET,
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3.5.9.11.1. SSL ;FBAZEFEHFIBE

1)

2)

3)

4)

6)

7)

8)
9)

O | EHEGTORE. MBICH U CERDOIIABD/NY D7y % (3513, Ny IPvT/
JZRP] DT+« LD RUBRICTH> T IEE),

NN DOPwvIxET s U L) . Jopt/ec/iplb/etc/cert

[3.5.9. SSL ?DO 5L —4 for Web U —/\&E] O POLSLU—IFHZTERE] ICT. &
DHEZTR— ~FEEBURVNVERDBE) ZENLE T, M—~ICIEET DiEIE. Web T —/NEE
IELNDET I —TDRFH2ITNR—EE U THERSNTULVRUMEIC LE T,
[PORSU—YBTHRITHEE] [CT. [FRBBLEKREN] Z2F1TUET,

2)TYERL UIZ CSR ZEREEBICED . SSLABAEDSBFEZTV\X T, SASZINBR. IMUEEE
LEI,

AEREBEAD POLSU—IFEZTREL [CT. DTENULZROFESZITZEERL. [P0
ESU—YFHRITRE] ICTC. ERBEFHDIHEER]). [PERIFIMHEERER ) 17
L&,

PRIGREIBIBAZEMANDIRENE TEREH 18> TLD T EDIMNETT,

AREEADM POEIU—YHHRITREIICT. IBEASHESHIN T\ DEHEZ T ERE.
TCP R— B SZEEURNERDEBICEEL [fRE] MYVED v DO LET,
)TEHINL., HFUWGEBAENERINTNDEEZT 1) TEI LIZIRDEFS =T 28 RE.
TCP /RN— +BSZIBHEEN'ERNTVEHEZIT RN - FBSICERL [({RE] MYV
20w D UET,

DTENURIROFEZTIEERL. TPV —IFE2TRE] ODMUTNEBEEZERPOHFS
ZITERUERELCUET,

« Location/Contrnt-Location N\ w5 Z@HINICESTHTRZ D

PO REmEFEOENE UL [FHRE) Z1TE T,

(B&E] MYYZED v D LET,

M ET, FBRSOEHIIT T ERDTT,

3 Flg 3)~4)EDFIBREZENE I DF TOE. 2DBRERNBIIMRFTSNTNEI DT,

[(2E] MYVZED )y DO URED., BEZZOIEHERIDIMBEHDEE A,
Fllg 9T FE“EJ MIVED )y DIDE. SSLPOESU—IN BRI LET,
C O, BRDBERENHMESNE T,
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3.5.9.11.2. SSL 5FBAZ 1 VR— ~FIE
e CTIERDPOMWEHE R SSL SFBRZEE AT —/\[CEDADEBEOFIBEE XD ZET,
BEFEOHREERAIDBEIE. FlE 1. 2. DZERIELUFIE DHST>TIEE),

1} [3.5.9.SSL P05 —4 for Web U —/\F&EL D [ POCSLU—IFHERITRE] ICT. F
5% 28N LET,

2) POESU—IHHERITIHRE] ICT. [BEERMBIERI 2R1TLET,

3) PRIFRIESEIBAENINE TRBSIL. [PRREISIREEIR] 22T LI T,

4) RKY—=NDTREDT 1 U FUICHFRELUTCNDWMER, IEBLER. EBLFHIHE. PER
SESIEBAE CKER) Z i@ CTER P DB HE R SSL EIBEE T LEE LET,

T« L2 ') Jopt/mec/iplb/etc/cert

(D71 )ILBDFRAN]
W ((FHETDIP 77 RUR)_(HHRITD TCP M — ~ES) key
ABAEEBERER  BFHBRITDIP P FLR)_(HHBEITD TCP IR— ~&ES).csr
ERBHPE | (GFHB2TDIP P RLR)_(FHBE1TD TCP IN— ~&ES).crt
ChRFEREEEEIEAE « (FHBRITDIP 7 FLUR)_(HFH521T0 TCP IR— ~&S).mid

F 199 ECOIT P71 ILOKRREBICHNFRITEZEANDUEN DD XTI,

FEEITI/FEZTDIP P FUR/TCP N— +ESEEALZET,

Bl FHZITDIP P FLR192.168.0.1, h— FES 443 DIHE. WEHROD 7 1ILBE
[192.168.0.1_443.key] ICZDFET,

5 FIEHTEEEULCMERIC/NRD U —ZXDRESNTNDBEEE UTOIVY FERTU/INR
JU—RERFLET,

# lusr/bin/openssl rsa -in XIROWMBHED D 7 1 )LB) -out KIROWMBIRDD 7 1 )LL)
IVY PEGTHE. NRADIDU—XDANZERDOSNTI DT, XIROWBREAFR UIZIFD/ NI U
—XZEANDULFET,

%l : 1192.168.0.1_443.key | M/NAD U —XZ&MRFI DHSDIVY FIIURICRZDET,

# lusr/bin/openssl rsa -in 192.168.0.1_443.key -out 192.168.0.1_443 .key
6) POLRERERADEINE UL SRR ZTINET,

7 ABREBEO (BE] RMYYED )y DI ULFET,

MET, FBAEDT VR— ~ET T ERDET,

v | FIEDT 8T RIVED v DT BE. SSL PUESL— 9N ERELET,
v | com. ;%n 51@1 PFRS IR SN
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3.5.10. Y 2T LBk

YT LB
InterSec/LB [CEINHBTEHRZ R, BEKU 0S [CEIT BIEMNARTSINE T
R AME b400k-61.1plb_local
0S#& Limix
oS )—RFEE  3.10.0-514.6.1.el7.x86_64
O ;e(lnséw Sat Dec 10 11:1538 EST
IN—FD x7OFERE x86 64
Oty OERE <86 64
B3
® KRB
RIYVDRZRGERZ ) ERTUET,
¢ 0S¥

EARALTD OS DEBEERTLUET,
¢ 0SS UJ—RBES
A—RIVDIN=Y 3 ViEHRZRT LI T,
¢ 0S )N\—Y3YV
0S DIN=Y3ViEHRERTLET,
® N\—FOITPDELR
N—BDIPOYA TaRRmLET,
¢ JOtzyYDEsE
JO0yYDY 1 TERRLET,
v NI VDR

[(RB] | I35 YRT Al DXA_2—BBEICRDET,
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3.5.11. AFT/ALB €—F
LAN ERIEDBEE— FDREETNET,
@ {ZHE (AFT/ALBL)
AFTE—F
AIBE—F

B
o

EIRTETDIIMFE—FE FEeEEDET,

EIRA Bz

2% (AFT/ALB72L) DEPEABEE. T IAIFEUTERE— FMERSNTNET,
NMRIEETDRNESE. CHES5EERULET,

AFT E—F FEE—FZ TAFT E—FJ [CEBULET,

ALBE—F gEFE—FZ TALB E— k] [CEE LT,

¢ AFT E—F (Adapter Fault Tolerance * active-backup)
AFT £— RT3, eth0 & eth2(I83& NIC ZfEAB L CUVXUESIE eth1)Z 1 DD bonding T/ N
Z(bond0) & U THEESE DT EICKD. TS5V UMN—EOEIEUIZIBE. BIEIC/ Ny D Py T
=T BZERZMHSEDCENTEFI (TS VIIR—FDIP P FURAKRUMAC
FLURZE/INY D7y TIR— SHY3ER),
185% NIC 2R L CL\DIBEIF. £5CICHIA. BE)T ethl & eth3 & 1 DO bonding 7/X1 X
(bond1) & UCHEBESEE T,
XAFT E— FDBE. BRI DRy FD—DJKRHESEE. VE—S - NI, RAvFVT «\T
DEBSTED,
KITSAVUIIN—FZBEITDCELETEZEA.

¢ ALB E—F (Adaptive Load Balancing * balance-alb)
ALB £— R TI3. eth0 & eth2(i85% NIC ZEA L TCULVRWIBE(E eth1)Z 1 DD bonding 7/
Z(bond0) & UTHBES BB CEICKD. BNR—FCEEZDEL. RIV—Tv hERLESEDC
ENTEFT,
1858 NIC 2B L CL\DIBEIF. £5CICHIA. BE)T ethl & eth3 & 1 DO bonding 7/\-1 X
(bond1) & UCHBESEE T,
XALB E— RDIBE. XM vFUT « N\NTCDOMHEFT,
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o, WEEE— REBISOENESREAN
B | <im#ns AFDALB AZE S BBOBE >

- ethO MEREN. bonding T/ VN1 Z(bond0)[C3IEMHNANK T,

- ethl MEREN. bonding 7/ Z(bond 1) [CIIEMENANE T,
<AFT/ALB D'SRENEE I IROEE >

* bonding 7/ \-f X (bond0)DERED'. ethO [CEIEHNHNZKT,

* bonding 7/ \-1 Z(bond D)DRED'. ethl [CEIEHNHNZKT,

- eth2, eth3 MFREIL. bonding ZFEAT DRIDIRREICRD T,

5in | ethl DR Y FD—DREZTOTFIC bonding FREETT OICIBE
ethl DR Y D —=DREZETNTIC bonding SHEZITOITIHBE. Ry D —DRENTT
NNTLVRL) bondl BMEHRSNE T,
ZOEFERTDERE/NVT v EDNREBESNDTREMUD D DITEH. M T bond1(€ LI
bonding #AXEID ethDICR v RO —DEREZET > TIIZSU),

NIC 1€ DFRFIR
NIC Z185%9 DFRIC LAN OTURIEFREZTT o CL\DHBEIEIM T LAN OTTRIL Z AR
L. NIC D18EZ1T > CTEEL), NIC BEREICHEE. LAN ONKILEREZTT O TS
ZEiy,

v WS YDA

[3%7E] EBREUCZABZRELET.

(R3] YRATLAEBBICRDEI., — [35. YXFT A
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Fivh

IBFENIC(IN8104-151) FFBHEE R L OBEFICHIT D MIBR— ~EOSHERHT D1 Y

51 -RBRBUTDOLDICIENDET,

- IEFENICIN8104-151) FHEEIS

= e

OHHnE

= = SEEEEEREEEERReEER,
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bond0
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3.5.12. Xw D=2
FobD —IEE

LATh > FubT = [ER] T

A2 FE(FQDN): LB400i.iplb local
IPvd b1 =2

T2l b= i 192 168 2 1
A=t zAF A2 bond0 ~

IPv6 oy 0 =2
Pvéy k=2t o {ERYE C{ERALAL
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F AT bondd -
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SR =L =i 19216822
FhA) =Lt =i
RE

A I3, o =T 10
Ry EDO=DRUTOEBICONNTNET,

WEARERE
By ~D—D5RE
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BEXEE
Ry D =D DERNSHEEZTNET,
FAMEFEQDN):
IPvd b D —27

TIAET =221 19216821
F =Pz ATI AR | etho v

Py F b0 —2

IPv6 w0 =2 OfERTS OFEALEL
FTIAET =T

TI2IET) AR [etho v

Fo—tf—i S
TR =Lt 15216822
ea I SRR

¢ KR -BFQDN)
MALBZZEEIDEEE. ADEITNET,
¢ IPv4 Ry D=2
» TI2A)IET—FDIA
FOAIVRT — D14 %&IP PRURTIEELZET,
» J—brOxA4FIN14R
T—bDx+aFTI\1 REBIRUET,
¢ IPv6 Ry +DO—2
IPv6 7 FLUADEAT D/MEAULENEZEIRLE T IPvE 7 U A ZEFEATIBEE. T[RRI D]
ZTRRLUET,
BEE 5788
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» TI2A)IET—FDxA
TOAIVET =Dz 14%ZIP PRUATEELZET,
» T—FDOxA4FT/I\AR
=k TN REBIRUET,
& RX—LH5-—N
TS5AVIR=LY—NBROCAVIUR—LT—=/NZIP P RFUREATEELET,
» TS5AVUR=LHG-—N
TS5ANVIR=LAT =D IP P RUREBELZET,
» BHYTUR—LH-—/N
TAYTIR—LY—=/\DIP PRUREEBELET,

v WY YDA
[F2RE] | BELEABZRELET,
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Ry FD— OB
Ry FD—DBECHNT, V91— RCHETBEBEIL—T 1 VIICETIEBERE TS
gg_o

n Fwh D —3E

v WS YDA

(1A DT—=R] | 41T T —RADEE=ZTUVNET, — [3.5.12.1. 1T —2]

D—F 1T | =T« VTDREEGFTNET. — [3.5.12.2. )L=F 1 VU]
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3.5.121. 1571 —2R
AEIT—R

I P U A b S G E [ER] [T

O S ——

FH O osiEE | 27— 28 PP FL 2 40220 F0-F 2 FPFL 2

M i iE ORE [UCIFLR o
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Eﬁ = = [94:DE:SE§;.ITT4:EI]
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TARRIEr YT —2] BEIE. 3.5.11. AFT/ALB €— R T FAFT €—FJ /213 TALB £
— Rl OREZETOEBEICRRISINTT,
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15971 —2R
LAN QDR Y D —=DA4 V87 1 —ACBEI DERELZTNET,
H—NZRY FD=DICERIDICIE. Ry ED—DA T T —RCIP PRURBREZENDHTD
HWENDHDFT,

nA R I —2R
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eth0 192.168.2.151[255.255.255.0  |192.168.2.255
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wO | PROI—TZERTDE DRIV —TICEBEUERRIP 7 RURZEF DT UPRND
BEICERSNE T, BIICHERSNIEI A7 ADHRE « BIbF « (SLESHEXTCTD
BNTLZE, FE. DEIIV—TTERIDREIP P RURERDIA PR ZEFE)
TERUBENTLIES). B—LEROXDBEFEZTOLHEE. ELARDH TSR
BOFIOTITERLIZS,
& BE

v NS DR

[BURR] TAUPRTBIULZY VD T —ADERETNET,
[HmEE] V8T 1T —RADWREETNET,

— 38.5.12.1.1. R rD—=DA V5D 1 —ADEE * RE
[T PR | A VDT —RADITA )P AREETNET,

— 3.5.12.1.2. T'J 77BN

¢ EE/SIE
ISPLOT):
1D 1 - REEEECIIBEBLET,
1Y —R=FIEUET,

v

O

[E2En]
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AU T —ADEBEZIFZELLETIE. £ V5D 1 —R%&E1ETFDE Management
Console 053 FO— )L CERLRIBCHA VI 1 —RAZEIETIRIFTDEFRLT
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IRTEDIARS
1YY T - ADIREERTLUE T,

R a568

wEP | VYT —-RFEBUTNET,

Eitp | VT T —RFELELUTNET,

OS FEENFDIRAEE
OS EEISICA VYT 1 —ADEEZITOINEDINZERT ULET,

xn | 5788

) | VYT —RZERLET,

Bt | 1Y —-RZEELELET,

1D -8B [MAC PEFUZA]

A I T T —ADEFE MAC P RURERHZLUET,

ethO~eth3(Hyper-V IRIZETId. sethO~sethd)1 VA I —REXRLUFET,
TIAIWETIE 2DDA VIV IT—RFEXTHORRERZRDFT, MEICI U TR LU TLIZE0N,
IPva PBEUR

AV IDT—RADIPv4 P FURERULET,

HIRY VRO

AV DI —ADYITRY FVRDZERHRULET,
JO—BFvRAEPREUR

AV I IT—ANTO—FRF v AP RURERTUET,

IPv6 P BEUR

AR TIT—ADIPv6 P U RERTLUET,
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iCEh e 192.1682.71 2552552550 1921682255
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8.5.12.1.1. Ry D =D A V5T T —ADHIE * ek
Ry bBID=DA4I89T1T—R
RYBD=DA4 V8D 1 —RICETIHREZTINET,
Fon b= AR —A( eth0)

AR F T — A5 ethD
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FO—FFe2THL A 172.16.256.256 |
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¢ OS FCEIRFDIARE
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FIEE Gz

S IS VAT LEERBICCOA VI T —RZ2EMNCT D,
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HIRy FVRD
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IPv6 7 FURZEAIDIHEE. FTv IRy IR EF v IRICHEEEZTO>TIES0,
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BTy DOHD |IPv6 7 FURZRERTD.

OFzvDI8L | IPv6 77 FURZEFER LR,
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3.5.12.1.2. T )P0
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» IPv6 PRLRITII1 VDR

AU IDT—RICEINHTD IPv6 PRELURET I D« v DO RXEHICEELE T,

:ﬁ ZNZNDADICHBNTP FURAERDF v VAT O TNFEBADTERLTLE

=Y,

v RS > DR

[BIBR] | IPv6 )7 U ADIA P RZEFRLE T,
[327E] | IPv6 1 VD T —RICIEBE UICNBZHE LE T, IPve T )77 ADENISER

TIOZEWCT o> T IZEW, BNlE 1 BTET> TS
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3.5.12.2. )JU—=F 1 VT
W—TFT 14 V07—V, I\Tyw FZEBRIDOV Y VISEETBEDICIE. EOVIVICEEINIEX
VDO ERET DEHRERITFLET,

W—Ta%5

DATh Rk D=0 L —F [E2] [l ]

Mg T e S o S e S = () AR IT—2A
1921682142 2552335255235 0.0.00 UH ethl
192168293 2552335255235 0.0.00 UH ethl
1921682 146 2552335255235 0.0.00 UH ethl
192.1683.20.0 2552332550 0.0.00 u ethl
19216820 2552552550 0.0.0.0 u ethl
0.0.0.0 0.0.0.0 192.1682.1 UG ethl

&L T bzt | I3 AEI2Z

SEND

fel0:/64 u ethi
fel0:/64 u ethl
=1/128 u lo
fe80:/128 u lo
feB0:-/128 u lo
fel0:213:5dff fe02:dfd3/128 u lo
fel0:213:5dff fe02:dfd4/128 u lo
08 u ethi
08 u ethl

V=7« VI RUTOERICONDMN TNET,
WIPv4 )L—FT < VD
WIPv6 )L—F VT
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IPv4 JL—F 1 VT
Y A

nm v PPES LN F—t2xA | TIT | ARTI—R
=)
192.167.0.0  255.255.255.0 192.168.0.1 UG eth0
192.168.0.0 2552552540 0.0.0.0 U th0
169.2540.0 25525500 0.0.0.0 U th0
0.0.0.0 0.0.0.0 192.168.0.1 UG eth0

¢ WiE
v R YDA

LN | IPvA DIL—FT « VT F—T)ILEBINLUET,
— [3.5.12.2.1. )b—=FT 1 VT 5T—=T)LDEE ]

(#REE] | IPVA DIL—FT 1« VI T =TI ERELFET,
— [3.5.12.2.1. )b—=FT 1 VT 5T—=TI)LDEE ]

[BIBR] | IPv4 DIL—F « VT T =TIV EBIFRLE T,

*
&

yin

INT v RMREDREEERTUET,
& IRy VRD

IRy RV RO ERRZUET,

® J—rDxA
J—rOTz14aRmUET,
* D55
507FRMUET, FBOREEZRKLET,
xRm | 5788
U B
H M+
G TJ—btDxA

® 191 —R
AN T —RERHNUFET,
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IPv6 JL—F 1 VT

% ik Ttz el AR IT—2A

fe80:21d:7dfffe7b:33£7/128 fe80:21d:7dfFfeTh:33£7 uG eth0
f=80:/64 fe80:21d:7dfFfeTh:33£7 uG eth0
fe80:/64 5 U ethd

£e82:/64 £80= uG eth0
f00:/8 S 19 ethd
-1/128 = u lo
f280:20c:20fFfe6efdab/128 3 19 lo
02:1/128 021 uc eth0
f#00:/8 5 U eth)

¢ g

v RS VDR

LNl | IPv6 DIL—F « VT F—T)ILEBIULET,
— [3.5.12.2.1. )b—=FT 14 VT 5T—=T)LDEE ]

(#REE] | IPV6 DIL—FT « VI T =TI ERELFET,
— [3.5.12.2.1. )b—=FT 1 VT 5T—=TI)LDEE ]

[BIBR] | IPv6 DIL—F 1 VT T =TIV EBIFRLE T,

par
INT v BREDIEFERTUET,
® J—FrD1A
T—bDxA4Z2RHZLET,
* O350
507FRMUET, FBOREEZRKLET,

*
&

xo | 5788

U B

H 2
G T—krDxA

® 191 —R
AN T —RERHNUFET,
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3.5.12.2.1. )JU—F 1« YT 5T—TILDEE
IPv4/IPV6 JL—F « VT F—TLDFEE

alPvd )L —F 1T T —TFILOEE

TR

Hikw TR wIPv6 )L —FT 47T —7ILOFEE
b A FEIT:

AR T M T

= A RFT A

T, ——
RIE

¢ 3%
INT W RRIEZRDORY RO —DOP RURFERIBIRA P RUREBEUZET,

¢ IRy FVRO(APv4 DH)
EHENRY FDO—=DDHBEIEZDT IRy RV AD %, 5BAENRR EDIFEIE 255.255.255.255
ZIEELEY.

® J—FrxA
CDIV=T 1 VOFT=TILDERSNEZED. /T v EDEEFEHXRDIP P FURZEEELET,
T—bDxAVYVIE. CORIAFERURY FD—=DEICFERELTNRLSTFIRDEE A, 58
FICHRNTEDBSNEHRSNTCNDRY FD—DTHDHES. T—FDI7ICIBIBDBSD
VI T —ADP RUREEBELZY,

® (81—
COI—TFT 1 VTERET DI IHNITT—REZB/ELET, (BE8TEE)

v NSV DEHEA

[327E] | BELEABZHRELET,
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8.5.18. N\wDOPvw T/ JR+P
Ny DOPyTEE ASHDRATI 7 ILSBESNEZ D LEBSDEHIC. D71 ILlaE# LT
RLTEZENTET, NI P Y ITFFEDERED/NY DPP v TDRT, Ny DPvITSNETPAIU
D—EDRIOI A PEIGTDCENTEZI, Nv DI Py TR RPE. T—EREELEETFICHT
nmNZE9,

INyDOPy TN 2 ~P—E&

Ny DO Py TR SPOREBED—ETY, BREEBBOREZTINET,
BIEAEIRTRHEE. B YAL—)LUEY—NCHLUTURRPLUTLES, FEHA YR ~—
IWURVYYYDORAREIP P RURBER. EBIBFEE<BEURBRITHRE LU TCRIMENHDZXT,
BIC, NYT—=IDEFNEFREIDHSIE. REBZEBULEICTORDICLULTLEEL),

I GFy N A TF—E

2 SHER R 2 E)
NPy . N : )
— AT LETFILE—TIBIEEIR) 5 piwsEe LA
Ny | & . .

— - VAT b, BET—ADERE I CR RS T [
JwhTyT | e

- 2O Tl ) 5 ML
UZRF
Nwhryd |EE . .

- EFEOT 271l 5 HilwdTe L
UZRF
Ny |&E . .

- Lo BT 5 iedTedian
UZ KT
ST | E|E . .
TS - ESMPRO/SASD/ Vo 7w 5 e dTe LN

& BiE

v NS DR

(N DOPY T | N DOPyTEERITLUET,
r3.5.13.1. N\wOPvIDiRE] @O [BIE7] ER[UIMEETT,

[fREE] INY Dy TDREETNET,
— 3.5.13.1. N\w DO P v TDiRE]

[ +7] N DIOPYyTUTRBWNED 71 IVETTICRIBEETIET,
— [3.5.13.2. U+
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\
INY DRy TURODFBEERTLUET.

R

Bz

YRTHAED 7 IIV(A-TIRIEEIB)

YRT A SEY—NOHRED 7RI
DIR—LT« U RUENYDOPYT /)R UL
X9, NI BBEIRELEIBS(REZIE 0S B
BREC, BERDRRZEIBI DCHICERLE
ED

YRAT A ST —/I\NDEEIT 7T

VAT A BET—NOREI P 1IVZ/INY D Py
T/IREPUET,

A—YDR—LT« LDV

A—YDR—LFT 1 UD R JDERED 71 IL&E/\Y
DPyT/IZAEPLET,

SO0 71

OO207NWENYDPYyT /IR PLET,

T UDRUEBE

ERDT« LD RUDD»AI)VENY D PV T /1)
AEPUEY,

ESMPRO/SAS D/\w D P v T

ESMPRO/ServerAgentSerivce DiREE/ w7 v
TIN)ZRPULET,

& AR

Ny DOPyTIPA ) ERETDEHERTLET,

® H1=VT

Ny DPyTETOIRTI 2 —ILERTLIT,

wO | N OPYITRGFPO 7 IR EED)CPEIET S EHBE. WRHERD/N\y Py
T2+ )VRHERRESN T, BICEET DD\ I P v T I 7+ JUIFHBRLET DT

FRUTIES0N,

DTERLUCLESLY,

N D Py TEFTPOIS—UNICK > THR/INY Dy T I 7 A )VISEK LFEA

I>—-UANL &84

gg—o

WARNING LN | N DOPYT I IVNERPICEER —T v ~EBDT1 LD
RUNDEFEEURWEE)ELERE., NvDOPy I I+ )UIEIS—
EROEA—T Yy G UDRUDT 21 )L)ZEBRVDNTHER L

FATAL LAN)L JNw Dy TEIFTHIC WARNING LA UDINDOEEFHLEES, /N
WPy T I )UISVERR UEE A
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3.5.13.1. N\w DO P v T DfRrE
R

INy D Py TOUREBORT I a—)b. NNy DPy ITIHRERELET,
I
hER: VAT LETTAILA—TRIEED)
/ete’home var/ named~var/spool'mquene/opt/ nec/mail mail conf'opt/nec/mail httpd. conf

IHRT L 27 uselocal finll finl/svstem/opt/nec/whme/ssh_host_key.pub/root’.ssh'var/lib/Idap/opt/nec/mail/=ul
/optnec/iplb/ete/cert

Ly 5
ATVa—)l: O@EH OEE BEB v OFHA B @/ ieamy LA
B 0 B 0 b A TP
IS Loy
FR—=RILT A5 T AL 2R fvar/backup
=53 —TE:
LISatmba NTK A1)
Windows =<2/ /81
HEE:
I
PR =L
CJFTP o — i
O4A45:
PR =L
Tl kU

¢ 58

INY DRy TORBERTLUET,

® XIRFT1LDOEY

Ny DTy ITDHRERDT « LD FUDBRTSNE T,

¢ R

Ny DRy TIPA )V ERETDEREEELET,
CCTEREULZBHZHZD/NY D PyTI7AIVE. SVEDDSIBICEFEINET, I
INY DO Py TIRATEESNTNDT 1 LD R CECBRBESNDDTER LTS,

® 2792\

Ny DPyTETIFAIVITEBELET, BESESRDL4ENTT,

SREE Btz

BH B0, 1657l ICIEEDIZIC/INY D7 vy TETNET,

58 BB, B DY ROV TURARDSBRULCEDD. 6521 ICIBED
BEZUIC /Ny D7y T&FNET,

88 BR. BOTFANNY D ZCIEBEDNBND. MEx1] ICHBEDRZIIC
NV D Py TEFNETD,

Ny DO Py TUISW | BEBRVR/ Ny D2 v TI—TVEE A

¢ 5%

Ny Dy TEFOHAERELET,
(RT7Y2—)V) TEEUZRBEDHAESDELEY IV I TNV IRy TEFTNET,
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® NvIOPvIHN
INVDOPYvIT I IV EECICBLSNDZEEBELZET,
» D—AIT1RD
CDONYYDOO=NIVT «+ RADITINY D P v ITEGTOINEDINEHRELET,

REME Bz

BFTvoOH0D O—AILT 1« ZADITINw D Py TEFTINET,

OF Ty ORRL | O—IT 1 RADICNy D Py TETNEIE A,

> FT4ULDOFU
Ny DO Py TERODT« LD FUEBELEY, BET « LD ~UIE, var/backup TI,
» Samba
Samba ZRALT/N\Y DO P v TEZITOINEDINERBELET,

=EE Gtz

BFTvDHD | samba ZRALT/NY DY T&EFNET,

OF T v DXL | samba ZRIALT/NY Dy TEFTNEE A,

> D=DT)L—TBNT FX1VR)

TR 782D Windows VY YDID—=DT)—T& TZIENT BXA VBEEELFET.
> Windows VY VH

XIRE18D Windows VY VBZERARBXZIE IP PFUATIEELET,
> HES

Windows VY VICHREUCHBREEBELET,
> A—YE

Windows YIYYVDOHBEI A IIFICPOLZATED1-HBEEBELET,
> NRDO—F

A-—YDINRAD—-ZEEBELFT,

INZAD—=FICE T8, ¥ BRKIUOEBXFIIEATEEE A,
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» FTP
FTP ZMB LNy I Py TETOINEDNZEEBELET,

REME Bz

WFzvDHD | FTPZRRBLUL TNV D Py TZEITNET,

OFzvP”L |FIPZFBL TNy I Py TZTNEIE A,

> -—N\g
NV DRy TIPAIUREHRDY—/N\BEEBELZET.
> OJ14V%
NPy TP )UREHRDOT 1 VBEEELET,
> INZAD—F
NV DRy TP )UEEFHRD/IN AT — R EEELET,
INZAD—=FICEE T$ & O)¥; | " +<>] RKRUZEBXFIIERTESTEE Ao
> Ta4UORU
NV DPwTIPAIURERDT « UD L UEEBELET,

v WS YDA

[(2E] | BESNERBTNYIP vy ITOREETNEIT. Ny IPvTIERTI2—)UIC

o> CERITSNFE T,
[BIE1T] | BESNERB TNy IRy TOFREET OILEIC, Ny D7 v T DRISERITZTT
WNWE,

COEE. Ny DPyTRFEREULCRT Y2 —)VEERLUTCETINET,
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3.5.13.2. U P
U7
Ny DPyTUTRWED 7 IVETICRY (BRI D) CEZ )X EPEFUET,
U EPIBRIC. Ny DOPyTIPAIVDRE D7 ILED—8) ZRENECEICE, [Rxr] M
HED v D UET, URRPEIRTESNERA, [URLP] RYVED v DTDE, URRT
XTI,
(TDT« LD RUICURARPTD] ZBRUCES. REDRERBD/NY DRy TUTRNED
71 IVDORBICEESSNT, SSEDDFIIOTERLCLIZSLN,

Ry 7y IDIAL TR
O FThTALZRIEUART TR
© BIDFAL IR T TS
T AL R mp

Py FFuIH : O-LFaas v

SBIRUIC v 5T v I I 7 LIE YRR TET DT 4L ZM)

VAT IR DTy I 77400
EToAUE: 100
FrALE 1y o7y THER
P T T I LIATFELER A

() () e

- Ny DOPwyT « UZEPEGE. U-ERO—HELRITVEEA. UR P £E
STE—RFTERITSN, BIICFEET DT « LD FUID 71 LOBIBRIEITONEE A, (TN
NRATY —ERD [0S @EBFDIRRE] DY\ D77y ThRERDIRREICITE LS U R P
TERVNBEDDDET, ZDHEIBEFETY —EAD 0S8 EEBFDINRE] Di=
EZToTES0N,

R EPERPTIS—EROEIPAIVOFELTEMDI 71 )UIEJ R PN
ER

£o

® NvIOPvIDI)RALPH
N DO Py TIPAILD) R R PRERELUET,

FEE 568

TTDT A UDORUICURRPTD | Ny OPyIREFLT« LD RUICURRPLET,
NV D TPy TUTRWZT 71 ILORAB THREIBRD L
EETINDOTERLTLIZSUN,

BIDT« UORUICURERPTD | FO T LD IR ICEEULZURRPRIC, UR

~PLET,
» TALDORUB
MBIOT 1 U RJICURRPTD] ZBIRUEIHESIC, URRPHRT 1 UD FUBEERE
LET,
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® Ny OPvyIIHR
R PEITDINY D Py THRAEERLUET,
3.5.13.1. N\ DO Py TDiRE] DN\Nw O Py TR TERUL. Ny DOPvITHRRADDPH5E
IRTEFT,
& BRUENYDIPYIIPALIWHEIRAPEITST1LI R
REED TUREPTDINYIOPYyTIPAI] [CTCERUEZ/NY D Py T I 21 )LD SHEDT
1 UDORUFERRBD7AILE) R EPITIESICIEELET, IL— T LI FUOHSIEREL
x99,
BHIBE I DHEIE. ANXR=Z, 7. )" AYVDNTNHATXED>TIIZE0),
X EJR] NIV ED D UTNY D Py TIPAILDRE O 71 ILBD—8B)ZRRB LE
ER
® URRPIBINVIOPYTIPALI
EDINYDOPvT IV E)ZASPITINZIEELET.
RENDEDHDENY DRy TEIF TR LET,
» RLSAVE
[(RR] MIVEDI YD UREC Ny DOPyTIPAILOAS O 71ILEND—8) &K
T DTHZEELET, BRBULCIHZESE. EEXRZLULET,
» J7A1IE
N DO Py TIPAILETY,
» NvOPvTHE
Ny DO Py TE{To28BZER™UET,
v NSV DEREA
[(RR] | BEULENY D Py T I 2L ILDPICEFND I 71 ILD—EZXRRTLET,
A RPEETSNEE A
[E17] | BEULENYDOPy T D7 I)LaBRLUTCURNPEERITLET,
[TDT 1 LD RUICURRPTB] ZBRRUEES. Ny DOPyTUTRWNEDT 7
TIVDABICESENDDFTIDTEE LTSV,
(BIBR] | BRELIENY DO Py T D21 )L EBIBRLET,
1ZIZ0. 13.5.13.1. )Ny DO PwTDIRE] ICTFTP Y —/\ZFEBTDREIC LT
B1BE. FTP U—=NICHD/N\v DO P v T 71 JUISBIBFRTEEZE A,
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3.5.14. BEBE/I\RD—F
SBE/IN2D—R

BEEG W/ D — FOX—)LenXGaEE LE T,

EEEE admin
FAAD =k
DA —FEAT:
A—)LERESk:
=]
¢ EEER
BIEEBTFARNNFTIEED 1 XFMUE 16 XZUTOFBRINXFHF, ” 7,7 -7 T
BELZEI,
¢ \RDO—F

BNRDT— R 6 XFMUE 14 XFUTDOFBRENT FHBHLSESD) 2EELET. B
IE NRAD = REEESNF R, ZD/INRD—FZEBEITDCELETETE A,

¢ \RO—FBAD
INZATD = BRARDDR D TVRNDER I DICHIC, EO—ERFU/NRADT—RZEADLET,

® X —)UEREST
COY—NCBWEAXA =) EEHET DDA =)L P FURZBELE T, EnXftaBiEE LT
NESIFHITTXEID, 11321 X=)LP FURTEELE T, A—/LZEBFEEFICIE-E% L
TR UIZWBEICIE. TOY—=/NEDBDDA =)L FURENATEELET,
3.3. ¥—EX] BEN'S LB BIEBEA —/)VEnX T —E2ADREFET DO LT, ImEN'TRE
FDEY,

O | BBED/2D—REZEBELTE, YT ABERECoot)D/\2D— FRESSNEL A,
Y 2F NEBE (oot) D)X T — R(d, #HARTEIICETE UEBEBE/\AD—RERDE
9,
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3.5.15. 51 2V REE
AFra S A TRl
YATh > AT aus R EIE [ER] [~LT]

S AR e i

NATHIESA 2R AVAL—ILENTOE LA

S—FEEE Cookie) 511702 A= ENTERA A A=
SSLF ISl —R51172 AR ENTERA A A=

S A BmE aE #1E
ZEABREES R A2 ENTHERA AAR =l

S Y AEERIUTOBBICONNTNET,
WETY3VSA Y RER
WSV REE
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ATY3aVSA1 I ERE
SARYRADA VAR —=IVROPYA VA R=)LETDCENTETET,

n A IS TR

>tz A BmA By L HAE

NATHIESA 7202 AR =B - TRl
A—FEEE(Cookie) 512 A A= | TLAVARL |
SSLF M2 3L — RS 17 AR B | TAVARL |

XIS Y AIUTDEDTT,

* NAT XI5 1 2>V 2
« J— RERE{E(Cookie) 512V
« SSL POESLU—AS1EZYR

1RV ANDRGBERTUEYT, STRYADHBBEDRIC, 1 CYADA VA F—)VRREER
mUEY,
v NSV DERBA

(1R ~—=)U] SAEIRAOA VA =ILETNET,
— [3.5.15.1. 214V ADEFR]

(PUAVAL=I] | SARBYRADTP VA VYA R—=)LEITNET,
— [3.5.15.2. DA ECYADP YA VA L—)U]

O InterSec/LB Z_E{t L CL\BBE. ST I ADA I A F—IVEEREPYA VYA ~—
JUIZ. BEIRBIOBRDTESD InterSec/LB TIDUENHNFET
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STEVRER
“BIEBESAEYRADA YA R—I)VETDCENTEFET,
O I
ZA12 /2 BhE br. HE

CELERBES A AR —ILENTWERA

® SARYVRERZ

S1EYADRRLERTLET.
¢ R
SAEYRDA YR R —IVREERRLET,
* RIF
v ThE > DEREA
[ VA —=)U] SARYADA VA F—=)LZTNET,

— [3.5.15.1. D1 EYRDOER]

[PV VR =)U] | BIZOU—=PDO L. FMATEEEA.
(CEILBRBES A Y ROP YA YA R—IUEITAEEA)
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3.5.15.1. SV ADER
ERIBDSI1EIZR)

SAT AEEIE ST A LTS,

® SAEYVARMBESZEAD LTS
S Y RBABSEEELET,
v NS VDA

[FEEXE] | BEUCRB TSI Y RADEBHRETINET,
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8.5.15.2. SARCYADPIA VA=)
(BiRIDS1E2YIB)
[(PUAYRE=IV] MOVEDUwDTDE. UMROBANRZSINDDT [BD] MYVED !
v LET,
MTRIE, SSLPOESLU—F514 Y ADEGTBRIERDET,

m SSLY 175 —R544170 A

SSLFP IS =R AT A A=) (3
IERIF2 TLERUL.

v NSV DERBE

[RB] | STV RAEEBRICRDIT,
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3.5.16. /\Tw v TF v
tepdump IV Y REBAUCESHREICHES/NT Y bFv TF v EFILUET,

NattedF+

VAT h Tk E eI T e Ea] L)

R Ty 2 o =E S 5 R

BTtk I F e EEELES | ]
BTk w0 F w5 A4

IrAIA:
Rl O - 100 (MB)
G 2
AEBIOI T AL 2000 Byte)
ST LOE QWS S any -

BRI T e

#0|3BEEETY.

n 37y v F T 2 (ar/log/tcpdump_dataiC )
2B RAL AT AN AX

| I —EEET |

INT Y bF v TF e EUTOBBICODNTNET,
W7y bFeTFv

B/\T v +F v TF v T —AH(Ivar/llog/tcpdump_data fig ™)
KINVTw bF v TFvld, RTAERTETRIABOIOENDXT,

O | /T EFERTF vl AT —NEDBE/NT Y TS ERST BHEETT.,
EES | jE93T7 43 BEIEINTND/ Wy FMNEIT—SDABEIRNTSBTEZT,
FEEVOIEY T — 8 DB RS DN TII+HDEE LTS S,

164



INTy b F v T F v GRfTRD
w/ i vbFriFy

P ok T F e ERTLET
AT whF e T F IS A—R
T
I 100 |(MB)

i

2

BB Vb A2 2000 (Byte)
SRR T — A any %
TR SRR T e

sl | [JAVBTEE T,

® NTy bX P TFvERTLET

v ThE > DERER

[5=17)

VT v TF 0 INS A~ S TIEE UERE T OB/ VT v 5 — S DIFE
BEIALET.

[£5] ZOUwDFBE [/VTy bFo IF o ERIBLET | DY A POIR
v D 2EFRUET.

Windows Internet Explorer EJ

1? / P b FrEfE LEE

00 [ #etur |

INT Y RF v TFvEERTIDIBEIE [OK]. EITULENEEIRE [(Fv L]
=0 )v D UET,

[OK] DU w O URBE[E. I\Ty bF v TF v (EETR)OBAEICIINDEND
F9.
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® /\TYrFvTFv/\SX=F

NI 2F v ITFvT—HID/IN\NSA—FEEBELFT,

| g

o

£o

2718

Fr TF v UEBHREREFID I PTILBEEELET, [D71ILE] ZIEELZES. D
71V TEEEULIZD 71 )LR)-(B6).capt &) 2D FKT,

(D718 ZIBELREDSEZBE. T2 L& [(B6).cap(tBRE] 30D,
F v TIF v UIET—AHI3 Ivar/log/tcpdump_data T« L2 R UJICIRFESNZE T,
274914 X

271V 1 AHEZODY 1 XDLEREZE MB 21 CHEE LE Y, (1MB =1,000,000 Byte,
27 )U HME : 100)

FrITFoUA DD PAITA XEBREHEE. O—F—FSNET,

c HFODRENY A XZIEBETDE Ivar N\—FT 1 Y3V DBEEFBEFEBT DIUEED DD
FIDT, o ZBEICIERLTIZS0),
c RBICSOEF v ITFvT —HI THIF] RV THIBRLET,

&

O—7— FORAEREEEELEI, 205 99 XTEEIEETI, (TIAILE:2)
1BHEVD/INMTY FHA4X

INTw EBEODF v TF v XEBELET,

HFEDINSNE 1 /Ty FIRTZRE TCERVNEESDDHDTINDTIR LTI LS, T
J#)U IE 2000 /N =TI,

NRDA I ITT—R
FrITFPRERBRDI VYT T —RAZEBELFT, "any" ZIEEITDEETCDIIYTT
—2ANF v TFeXIRERDET,

« SSLPOESU—FHBIO_DULEDT VI T T —IAMBED/NT Y ~EF v TF v
I RBERIY T any" ZIEELE T,

- LAMAT 8RIDEFD/\T v F&EF v TF v I DEEEF. MFIRERDI VST T—
2&(eth0 H)EBELZET,
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> 1 )LARKRFATYaY)

INTY bF v TFv I 1 ILIDRUREZEBE TSI,
FEB/ELURVNBEF. INTOD/NT Y bEaFv TF v LET,
FHIE. tepdump IVY FTIEETCEDIFREDNOUTDEDTI,

FiEnRl 5788
MA B MR B xxx’ICEETDETDOAL /T Y bEFvT
FrIDIBEEIMUTZIBELFT,
E7({host xxx
[xxx [FTRR ~8]
PP LR IP 77 L RA7xxx.xxx.xxx.xxxX" |CBHET DETHAL /N

Ty hrEFYITFrIDHESIE. MFNEBELET.

27 ' host xxXX.XXX.XXX.XXX

[xxx.xxx.xxx.xxx |[d IP 77 R L Z]

MARBER—-FBS

MR ~&"xxx”, SMTP @&fS(TCP h— ~&ES 25 F)TAHL
HINT Y b EF v TF v I DBESIIUTNEEBELET,
£5\host xxx port 25

[xxx [FTRR ~#]

MALBE
D234PY RiER HBNE
T—kOI1EDBIE

MA & xxx’, DSAPYRIEET DT 1DIP P
RU R yyyyyyyyyyyy, CAED/NNT Y rEF 2 TF v
IRBEIUREEELET,
£ host xxx and yyy.yyy.yyy.yyy
[xxx [FTh A 2,
YYY.yyy.yyy.yyy [0 5+1 P> b FEE
T—=r2z14DIP PRUZR]
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INT Y v TF v (R718)
INT Y bF v TF v DERITEDOBECTI,
LAY o P

1 b e T TR T T (6450)
P obF e T F e S A—E

Eeall=t test
A 100 | (MB)
= 2
*HBHIZWa Vb2 2000 (Byte)
IROA L ZT—As any v

TSR HTN A T Al

== (IHEIERTY .

¢ |\VTy bFvTFPERTDTY (xxx)
RTSNTNDHECxx DD /YTy bF v TFPRITPOTOLRID ZRLTNET.
JOBRID CLBELEETDBNEDISERU TS, BHRTEINERSIE. ERICEE
LEE A,

v K Y D5RE

[Z1E] | BB/ T v bF =S DEENBEIBSN TNE T,

UEIE] M VED ) v D TRDCETEE/ T Y b T =S DOEMEEIE U, /YT
v bFe TF v TF—HICEIMULERZENLET, (TWM/\Ty bFvTFv
F—A& (lvar/log/tcpdump_data BE ™) [CBNRKZLZET, )

INT v bF 2 TF v (ETROBEBICTDDE NN XTI,

® N7y bXPTFp/INSKX—F
INT Y bF 2 TF v OERGRIER AT ERT UE T,
INT Y BF 2 TF v (EEROHRBESRUTIES,
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INT W kF v TJF v T =S (var/log/tcpdump_data E )
BRRUE/INTY bF 2 TF v T—HD—ERTBIOBRIEZTNET,
Fv IF v T—INDEFELRNBES

o/ 5y bF v JF 7 —32 (varlogitcpdump_datafit F)

715 RANAR T A AXL
[ T )l — BB ]

T TFvT—INGEFETDIRE

n/VrwbF ¥ F v7 —3F (ivarflog/tcpdump_datafC F)

715 QA LA AT AX
@ 20110329104558 cap0 2011/04/01 04:02:28 90592.1 KB
O 20110329104558 capl 2011/03/31 18:33:14 97656.3 KB
| #oon-F | [ Ze(L—HEH | (8] [ 2#506 |
& JrpAI)E
INTY RF v TFeT—=IDIT 71 ILEERRLET,
® HDALRIIT

INTw bF 2 TFoT—HDIA LRIV TERRLET,
® Jr71ILHA4X

INTY bF 2 TFoT—=HDITPAILTA XERRLET,
v NSV DEREA

(FD>0O— k] FT VDI UTWDERRULZ/INT Y b9 TFvT—HEFDYO0—F
LET,
RISNLEA Y Z—=IICR. TPV EREFLET,

(D7 IV—EFH] | WRLE/NT Y bF v TFvT—ID—BEEH LU TRRLET,
—BICIERTSNTVRBNZEERCDMNY Y DHRHFSNF T,

(HUBR] FTYDOUTWDERUE/NT Y bF v TF v TS ZHIRLET,

[Z=HIBR] BEUE/INT Y hF v TF v T2 CHRLET,
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3.5.17. Sorry t—/\i&%E

InterSec/LB D L7 BRIDEFABIFICINTODE ./ — RHY DY ULIBE(C InterSec/LB 1Y Sorry /X
—ITMHEITDEEZREULET, Sorry H—/"\ZHEATDIHE. XIRERD LT 8RFDHIIN—TD
DAL/ —RELUT Sorry H—/\DBIZETOMUMBNHNFT,

m SorrytF—7 1

Z=hE
[ Sorry~ =LA 70— ]
[ Sarry-t—irE O —F ]
[ Sorry - —UiRE ]
| Sarry~—i L E 2 — |
[ Sorry—LFTHA{E ]
v TN VMDEHEE
[(ZR] [Sorry XR—=YPwTO—-R] TPy IJO-RIDIT7A
IWEBRELET,
[Sorry R—I 7w JO—R] Sorry R—IDP v JO—RERTLET,
[Sorry X—=I5 D >0O—F] Sorry X—=IDFHVO—-FEERTLIET,
— [3.5.17.1. Sorry R—=I5H>v0O— R
[Sorry N—IfRE] Sorry XN—YZBIERwRELXT,
— [3.5.17.2. Sorry K—IfRE |
[Sorry R—YTJLEa—] IRTED Sorry R—I &R ULET
— [3.5.17.3. Sorry X\—I T L Ea—]
[Sorry NX—I#EA{L] Sorry XN—IZFT I 2 )L FRRICRLUET,

InterSec/LB TE)ET D Sorry U —/MEEEIC I T DER « FIRSBIEN DN T,
* Sorry BENNRANINDREEE., INTODE — RHS D VIRREZE/ZIE Management
Console ED'5 MEIE] SNTCIRREE IS S IZIBEDH T,
TR DBOBER DB/ — RDDDINDBRNAEITTHEILEZI DT, UFRDOKDIBZIRR
Tl Sorry X—=IHEAMUFE Ave
® DETRERDE/ — N 1 ETEE>TU\DIBE
& DEL/—FEFDILTNERNA. By Y3 VBN —FEREBACHES
® HE/—F®dD CPU &RINSVHINIVAF T v IICEMBE CTETDRORIZE
» Sorry X—IHD HTML 2 7 1 JUTCIEE&ED CGI ZFERIT DI TEI B A,
- FHEERDEL — FERBALTRD. DD D8/ — A 0BICEE5BENT DI D%
EICLUTWNDHEEIE. Sorry U —/\BEEEFATEIE A,

£o
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3.5.17.1. Sorry R—I5F o v0O— R

IREBASIN TS Sorry T—/NXD html T 71 )ILESF D YO—RUET,

MTOBEANRTSNDDT,. REEO] MYVED YD UT, T2V ERELET,

RELRVWESE. [(FrrEIL] MIVED )y D ULET,

172.16.51.50 ©*5 sorry.html ZEFLETH?

FEF(S)

-

Fr2AILC)
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3.5.17.2. Sorry R—IfREE
7w TO0—RENTLD Sorry U —/XD html ZiRELE T, REEIS. T E 1 —IC TRINBEHER
TEEI,

m Sorryth—/ VGEE

<htmlx> o
<body>

<head>

<title> Server Maintenance </titlex

<meta HTTP-EQUIV="Content-type” CCHNTENT="text/html;charset=utf-g">

</ heads>

“ix

YA T AP Mchr>

<hr>

el EU— )i T F 2 ARDiéh, v-E2ETFIREC LR TEI A <br>
CHERESHITELETS. JTEOEFELALCEBOEL T b

<hr:=

<hrex

<he>

*#*%*% Zerver Maintenance **%%<hri

<hrx

This service 15 now unavallable due to server maintenance.<hbrx>

Jorry for the inconvenience.<br:>

<fix

</ body> -

m

v NSV D5EREA

[2FE] | Sorry X—YZfREL. REFELET.

[(RD] Sorry U —/\&2EICRN KT,
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3.5.17.3. Sorry R—YTJLEa1—
PwvJO—RESNTWNB Sorry T—/NXD html Z7LE 2 —RRUET,
MURDEDBRANDNTSOFICTHERTEET, RTIDESE. TSOTEEZRT LET,

m TR,

ZEVEY— AT FLREDED, Y ERECFFECEATEEE A,
CHBELBBFBELET O, CTADFELDLEBEOELET,

wHkk Server Maintenanoe FEEF

This service is now unavailable due io server mainienance.
Sarry for the inconvenience.
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3.5.17.4. Sorry R—I#HAL
Sorry R—=IZHERRTZD I 71 IVICEELE T, EERT UEESIE. MFOBENRRKSINTET,

m FRFES KB
RIEIRRTAILELTL,

=)

v TR YDA

[RB] | Sorry U—/\3BEICRNZET,
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3.5.18. OB
BE. YZAFATOFYTEINTNRAT D7 1ILO—8E&=RULET,
OO0 71 )LOBEEEZEANS (O—FT— DA IVITBXOHRE) HRR"SINET,

poyE®

#fE oo 271 o—7—F
@ @ Management Consoled =H 5
EIEEPESIN=E EA 5
\Fr | [fE| AT LOEFAUFO Y #H 5
(&x | [(BE) VAT LD T—+O Y B8R 5
(&x | [3E) ssL7 s EIL—%0 4 100Mbyte” & |5
|%T: | [ | Management Consolet 7720 & =H 5
|%T | [#8%E ) Management Consoled T—3/ /0% =H 5
|%T | [35E | Management Console® TS5 —0 % =H 5
|FF | [ 3% | Management Console 2830 %/ =H 5
| %o | 882 | Management Console) ##1F0 2/ =H 5
@ |63 | LoadBalancer(» 5180 2/ =H 5
|Fr | [5E ] T —E BhAyE—U @ bO—)L) | 10Mbytel s |5
(Forc | [E ] Iplba7 —E HHA TV (RET —%)  10Mbytel& 5
(For | [3E | Iplba7 —E/ HHA TV 0EET —%)  10MbyteC& 5
(For | [35E | Iplba7 —E HHA V(N L RF 1) 10Mbytel & 5
o | [3E | IplbaT —EL HHAy - (IPLB) 10Mbyte_ & 5
w5 pldT —EV BHAYE—Y (AT —2R) | 10Mbytel L |5
[Fr | [35E | T —EV BHAYE—J (+5T70vY) | 10Mbyteld |5

wO | BERBO—T— DY IVITBLVERBNRTESNTNRNBER EUE)
fE LBV TREEN BN FT D TEREET > TS,
- BREE. —E M0—-FT—~UEV] [CBREEGTOEET. O—FT—rDIAIVIR
FUOHRHMOBEETOCLLEE, e, BREROOIEEEENREANSO—F
— FDIA IYTRIVHREE. YRFTAD 71 ILDBEEENRTSINET,
* RfE
v TRV DEREE
[Rn] | O D071 IVERTULET, — 3.5.18.1. &R
[52R%E] | O D071 )LDODO—7T—Y 3 VDEREZTINET, — 3.5.18.2. 8%
& OU2DO74)
QP71 ILORBEXRTLUET.
¢ O—5—F

O 71 ILOUREHFORMERTLET,

¢ M
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OO P EREFIDEHERTLUET,

3.5.18.1. ®m
N
O 71 I)VDOREEFRZED 7 1 IILDY A IDRHZSNTNET,
KMUEWNOTD 7LD BBDHEE. BRUT [RR] MYVED )y D LET., KcRBED

RIHNET,
[ZRIFF] MYVZED Y DTDE ALY ROTDID 7NV ERSECHOO—FT—~OTDI 7))L

HIfRSNET,
A4 270 )L IplbdT —E B A= (A7 —5204)
o iplb4d_msg_status log 2015/01/05 11:55:27 12056.2 kB
iplb4dd_msg_status log-20150103 2015/01/03 03:39:59 103243 kB
iplb4d_msg_status log-20150101 2015/01/01 03:20:00 15329.7 kB
iplb4d msg_status log-20141229 2014/12/29 03:34:00 10309.9 kB
iplb4d msg_status log-20141227 2014/12/27 03:17-59 13660.9 kB

& 0274
XIREZDOT T 71 )LOFHBANRISINE T,
v NI VDERA

B O 71 IBDSEIRULED P IVERRNUET, — 3.5.18.1.1. KGR

[ZBIFF] | ALY ROTD 7 AIVERSETCOO0—FT— k0TI 7 ILEBRLE T,
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3.5.18.1.1. R iER
RER

O 71ILDPEERTULET,

KM 1000 TEHEZDE. RD 100 TERED 100 TOHRTSIVLEPDRTASIIEIBSN
ENC

U ERSNEZI 71ILDGBE. R 100 T282DdE. & D 100 TOHRIZSN T
[EORTIFEIBEEINZET.
PEEINTSRIDBEEE. (0T T 7AIESFDYO—-—RIIICE CC 0w DU » -]
DICT] ZDIYDUTCRRSNIZD« Y RIT [D7A)U] - [BRIZNITTRE] 217> T2
=0,

REFELUIZD 7 )UIE Windows DIFE. XFI— R [UTF-8] BRADRENTEDTFRAFIT 9%
EoTKRRCESET,

p®r 5 |
0044 77 )|t Management Console@ 7 220 %7

F7A )4 access_log

HOUO—RTRIZE ST F5) eIl B0 B R 7 L ISR TEL T RSy

10.8.181.52 - - [04/0ct/2011:15:34:35 +0900] "GET / HITP/1.1" 200 2581
- =

1t
10.8.181.52 - - [04/0ct/2011:15:34:35 +0900] "GET / HITP/1.1" 200 2581 "-" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; 5V1; GIB
10.8.181.52 - - [04/0ct/2011:15:34:35 +0900] "GET /image/login-move.gif HITE/1.1" 200 1194
10.8.181.52 - - [04/0ct/2011:15:34:35 +0900] "GET /image/login-move.gif HTTP/1.1"™ 200 1194 "https://192.168.2.190:50453/" "Mozilla/4.0
10.8.181.52 - - [04/0ct/2011:15:34:35 +0900] "GET /image/login-mc.gif HTTP/1.1" 200 380

*
O
\3
\J
N

)V
00271 ILDfERERT LI T,

& JrpAI)E
Qo271 IO 71 ILBERTUET,
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3.5.18.2. %%

=nes
e
SOV 7 )ILDO—T— HICETIREETDCENTEEHT,
.
04 771 ). : Management Console@ 7 712204
A—F—t: ©FHITITS
CslH O=E ©&8H
O27 1L AZTITD
byte ¥
OO—7—kLmL
T 5
Ex
& OJD»A)
002071 ILDFEENRTINZ T,
& O-F—F

002074/ )&EO0—F7— ENFTICERFELEOT T 71 IVERE L C. FIZICOTZEEE UL
CHDTE)TDRMZEELIT.

FEE Gz

BEACITD —EBH(RRZF T v I UERTO—F — &7\ ET,
-8B 8B100-7—kFUET
-8B ®BE100-7T—FUET
-8B 8RA100-F7—kFUET

D74 YAXTITD | OTIDPAILOYA XD CCTTHEULZY A XEBACERIC, O
—T—hFETNET,

O—7— kU0 O—F—hkZfThEEA.

COERZITOE OTIPAILORABHERSNTNE, TR
DaNZRBCIYEMN D DO TIR LTS,
RTBERCTEHNICOT I 7 1ILOY 1 X =t#RB L. BEERZT
SIS EDXMNAME T,

OJ00—7— k388 3 i5~22 BOBDIZICS VS NSELEIREEAK 45 D) ZNZ
EERICRItSNE T, T, U—/NEIMSCEF T v IDMTHN. ERRDZNZNOR
OS> TCNDENDZEO—T—FUEFET, OJDO—FT—bFIvIDIAIVITY—
NEY vy ROV IRBRER>XOTD0—T— A TERNEENHDIDTERL T
b,

Ho
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¢ B
QERETOOT I 7V EFINEEELET.
0 ZIEEULLES. KRN T30 7D ELEESNFET,
HRZEVDEUEZEE. BRX Y 2—YDBRIFCEEZROSNOT I 7L 2B TS E T,
Ay Z—ID [OK] MY VED Iy DURREE. QU771 )UISEBFSNET,
ERAYEZ—ID [FrRIV] RIVED v DURES. OU2D 71 )UIFBFSNEE A,
PIZIE HRZE 1005 5 ICEBULHBE. VEDN'S 5 D DOT D 7 1 ILOEIFRXTRIC
FDEY,
HRZARSUEZEE, BRX Yy 2—YERRSNFEBA, OTI 71 ILERIBFRSNEE A,

v TR YDA

[27E] | I8 LICRBICTREBREEH LI T,
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3.5.19. LB EA%E
JO0EEEMR—+

O GER{SHh—

LoadBalancer: IEEEIEIE

SHAE

¢ LoadBalancer :
InterSec/LB D81/ — REY 1 —/UEID CPU &EIBHREDBISICERAEINSD TCP/UDP 70O
JLOBENR— FBESERELFT T, BREIERITDIMERIHDFIEA.
U—ED XY I\LL%E*;QCD InterSec/LB DMFET DiHE. LB PTV T -3V ER—HE
DERE T DGEEREICEE LT,
’éﬁU HEJJ —)LERAITDIERDHBE. DEl/ — FRAIEXIR InterSec/LB EENE TIRN—
FESODEENMUETT., DEL/ — FDOBEN— FESESHEZSRUTIIZE,

F19 DE/ — FOBEN— FEEFFAESUTOBDTI,

& | 58— D 0S CRDEERENREDET,

+ Windows2008Server DF
BIEM— FESEDH/ — FEY 2 —ILDA VX +—)UBSIC[Coordinator &@ISTR—
FITIEBELET., BEEIDHEEIF. —BEI21-ILEPYA YR E—)LL. BiRgik(C
EYa2-IIEBAYAR—ILLET,

* Linux OS

1D YRTAIC root A—FTOTA VL. DB/ —FEY21-ILEA VYA F—ILULET,

2) vi I5 1 S75ET" /etc/had.d/Ibhostd.conf' ZRIEET,

3) 5478 ludpport xxxxx| ZiRELFT,

(B)BEN— FEBESE"65012"ICEE T DIHSIE. Tudpport 650121 ICRDFT,

4) Linux ADEY/ — REY a2 —)UIE. InterSec/LB E@BEZET O VAT T —AEITHET
"eth0"[CUCTNET, 1 V9TV —R2EEIDHSEIF 11 178D lTudp ethO) Zif
E£LET,

B) V5T 1 —R%&"ethl"[CEFEI DHFEE. Tudp ethl] [TIEZDET,

v NSV DERES
[325%E] | BEUCABZRELET,
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3.5.20. BSXZIEEE
V2T DL EHRETCEET, 3.3.1. BZIAE (ntpd)] CRAICEBAHNRISINET,
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3.5.21. EFalUT~«
AENDSDARIERRAZLLIE UIZD ABDSDARERTP IR ZHIRYT SIZHDOHIEHZITINET,

TFal)7r

VAT b = trFA T [E2] LT

u TCP Wrapper

‘ TCP WrapperMs2iE ‘

» SSLESHEE 3L

‘ SSLB{SIESERE \

¢ TCP Wrapper DEFE
TCP Wrapper DFEEZITUNE T, [TCP Wrapper] MYV ZD w2 FDE I'TCP Wrapper D
RE BEZREET.
— [3.5.21.1. TCP Wrapper Di%5E

¢ SSL BISEBS{LEE
SSL 251U —%, Management Console CHBHZIEIFMAHIRITDTO FIILBKVBSIE
21— bZERELFT, ISSLBEBSILERE] MYYED )y DI DE ISSLIBEBSILRE]
BEZEETET,
— [3.5.21.2. SSL BB SILEE]
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3.5.21.1. TCP Wrapper D:&5E
FYIDIT—ERD—%
TCP Wrapper CBEZ#0 I DdT—ERD—EZRILET
wsFO[9 5 AO—F

Bif v—tEROTOVILE 547/

&l
EE || 4l | ALL 127.0.0.1
= || ¥IE2 | spmpd ALL
=% || 88 | sshd ALL

4
el
=

v ThE > DERER

LEeN] | HULLFOgI BT —EROIY R EBINTEET,
— [3.5.21.1.1. FQPITDT—ERXDEN/HRE]

[(fmEE] | BELLEHUIDU—EXDIY I ERETEET,
— [3.5.21.1.1. SFQIT DY —E2AMEN/HRE]

[BUBR] | BELECHY IRV —ERDIY FJZRIFFCTEET,

¢ H—EZ20T7O0T5L8
FYIDT—EROTOTSLABERTLUTNET,
\ S ke %
FIITDUSAPY haRRUTNET,

‘s, TIAI R TEBESNTNDTOTSARKUVDI S A PY FIRODEDTT,

H—EXDTOTSALE D247PY
ALL 127.0.0.1
snmpd ALL
sshd ALL
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3.5.21.1.1. 5F 99 Y —E 2ADEN/HwEE
g9 —EAMEN/ARE
TCP Wrapper C@i5Zf0 3 dY —EXDENMAREETTINE T,
BINEEE. MTNOBEARKSNET.

R a0 W L e 2
FIAF

REDBBE. Y—E2DOTOTSABDRRSNTRET, UFOBENRTSNET,

T—EAOTOZ L5 snmpd

AT

¢ H—E20TOITS LB
FIYITDIT—EADTOISLABERBELET,
FRY—EROTOTSALBIE UTD—EBZSRUTILESL, ROXDIBEATEETEX
ER
« ALL
INTCZERKTD ALL ZIEETCEEI,
- 0TS LBDYIE
NN TXE>TTOTSABENZELUTIBECEET,
BIZ X, in.ftpd,in.telnetd /£,
BREYRERT—ERIRDEDTT,

H—EX Y—E2DTOTS LB
snmp snmpd
ssh sshd
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® DS54 PYE

FIYIDUSA P EEELET,

RDKX DN TIEETEXT,

« ALL
INTCEZRKTD ALL ZIEFECEET,

- IR BB
DNS [CEHFSNTUVDN B EIBECEET,

-IPPRUR
DS3APIEDIP PRURZEEECEZXT,
Ry RD=DPRUREYTRY FYRDORY FD—=DPRUREYTRY FYRD%ZEH >
TP RURDEHZIEETCEEI ., HIRIE. 192.168.0.0/255.255.255.0 ZIETE T DE
192.168.0.0 D5 192.168.0.255 FTD 256 BDF FLURICVYvFLET,

c RXAVICKTRER
XA VBEEETCEET.
Bz I3, .domain.co.jp DKDICRADXFEZE R ~(.)ETFT D ET, domain.co.jp BRKUVZ
DU T EXA VICEBITDNRASBOVYFLFKT,

Ry RD=DOPRUR
Ry FD—=DPRUREBECEZET,
BIZIE, 198.168. DKDICREDXFZE R Y F()ICTDCET, IP P RURN 192.168.x.x
DRY FD—=DDIRA IV Y FLET,

‘s, MA LB, IP P RUREDRZE, NYV(, ) TR > THELTHEETEET,

v KNSV D5HEE

[%%E] | BELIZARBICTIERZEFH LI T,

[R3] | TCP Wrapper DEREEFAIIT DU —ERXD—B)ICRNZFET,
— [3.5.21.1. TCP Wrapper MD5&7E
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3.5.21.2. SSL @B{SESLRTE
SSL O35 L —%
SSL POS5SU—ATRRZLEAMBGHRIDTO FIILBKIUBSIER1 — FZBRELET.
ZORJLEREE [ssLa |
BE2{E2 A —F5%7E | ALL IADH-IEXPORT:leNULL 1SSLv2:+HIGH: +MEDIUM:ILOW-IDES-CBC3-SHA IKRB5-DES-CBC3-SHA KRB
| ESEA-bER |

\ MERECET H = \

¢ JORJJLERE
SSL PO 25U -9 THAHRI D LMTORIILEI DADLET, Eii70O D)L EFIBH
IRUIZHZS. FMIDTOFIILEEIMESINET,
BPIZIE TTLSv1] ZRAGIRUICHBSE. I'TLSvl] [SSLv2] I'SSLv3] DEMEESNZ T,
AEBIMETY, FeORICHITORIILEZE T DBRELIT,
FJ0RDIVERRE] [CHRETRRESUTDROTT,

JORDLE 5788

SSLv2 SSLv2 ORAAZHIRLE T,

SSLv3 SSLv3 KU SSLv2 DFRIBEFIRLZET,

TLSv1 TLSv1l, SSLv3 KU SSLv2 DFMBZEFHIRLET,

TLSv1 1 TLSv1_1, TLSvl, SSLv3 8KV SSLv2 OFAZEHIRLET,
TLSv1_2 TLSvl_ 2 22382 CHTOFIDILORBZHIRLE T,

LY}

:, 70 ~DJLORAFBRZITVE<RNEEIE [SSLv2] Z#ELE T, [SSLv2] [FAT R
TOATEDPESINTNEXINT, JOFIEEDBEICBHSFMATEIEA.

¢ [BS{ERA— FEE
SSL P05 U -5 TRRELIEINAFRI DBSIER 1 —FZ2ABD LT,
AEBRMETY, MFOADSANTADNZT > TIES0,
S+ — &% IALL!ADH:'EXPORT] DL DIC"" (3OY) TXUDIBELET,
FALL]) BZETCOEBSIERC — 2B ITDRHK T, TALL] DIRIEBSIER 1 — B0 RAIC
"" (RIRR) ZIdCET. ZOBSIER( — FZ2RBHRISCENTEFET,
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*

el

1E

v RS > DR

£o

F1sl

[lBS{ER1—tFRER] | SSLPOESLU—ID MESIER1 — FREI DANIBIRICK
DHATERBSIER 1 — ~ZETIBSIER+ — ~&RnJB@E (Rl
BHE) ICRTFUET,

— 3.5.21.2.1. BSIERA — F&RT

[(*HAEICRT ] SSL POESUL =50 INJORIJLERES BKU MBESIEZA
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The BSD Copyright

Copyright (c) 1992-2011 All rights reserved.

Redistribution and use in source and binary forms, with or without modification,

are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,

this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation

and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,

INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES

(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON

ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,

EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the

GNU General Public License is intended to guarantee your freedom to share and change free software--to make sure the software is
free for all its users. This General Public License applies to most of the Free Software Foundation's software and to any other
program whose authors commit to using it. (Some other Free Software Foundation software is covered by the GNU Library General

Public License instead.) You can apply it toyour programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed
to make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish),
that you receive source code or can get it if you want it, that you can change the software or use pieces of it in new

free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the rights.

These restrictions translate to certain responsibilities for you if you distribute copies of the software,or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all
the rights that you have. You must make sure that they, too, receive or can get the source code. And you must show

them these terms so they know their rights.

We protect your rights with two steps:(1) copyright the software, and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty

for this free software. If the software is modified by someone else and passed on, we want its recipients to know
that what they have is not the original, so that any problems introduced by others will not reflect on the original

authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear

that any patent must be licensed for everyone's free use or not licensed at all.
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The precise terms and conditions for copying, distribution and modification follow.
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GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying

it may be distributed under the terms of this General Public License. The "Program", below, refers to any such program or work, and
a "work based on the Program" means either the Program or any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the term "modification".)

Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.The act of
running the Program is not restricted, and the output from the Program is covered only if its contents constitute a work based on the

Program(independent of having been made by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty; and give any other recipients of the Program a copy of this
License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange for

a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,and copy and

distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program or any

part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.

¢) If the modified program normally reads commands interactively when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright notice and a notice
that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this License.

(Exception: if the Program itself is interactive but does not normally print such an announcement, your work

based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from
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the Program, and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do
not apply to those sections when you distribute them as separate works. But when you distribute the same sections as part of a
whole which is a work based on the Program, the distribution of the whole must be on the terms of this License, whose permissions

for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,
the intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program(or with a work based on
the Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this

License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable

form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms of

Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more
than your cost of physically performing source distribution, a complete machine-readable copy of the corresponding source code, to

be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or

executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable

work, complete source code means all the source code for all modules it contains, plus any associated interface definition files, plus
the scripts used to control compilation and installation of the executable. However, as a special

exception, the source code distributed need not include anything that is normally distributed (in either source or

binary form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs, unless

that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering

equivalent access to copy the source code from the same place counts as distribution of the source code, even though

third parties are not compelled to copy the source along with the object code.
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4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.Any attempt
otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from you under this License will not have their licenses terminated so

long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the Program), you indicate your acceptance of this License to do so, and

all its terms and conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives
a license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions.
You may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not

responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited

to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of
this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Program at all.
For example, if a patent license would not permit royalty-free redistribution of the Program by all those who receive copies directly
or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution

of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the

section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest

validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system,
which is implemented by public license practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she

is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces, the

original copyright holder who places the Program under this License may add an explicit geographical distribution limitation
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excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In such case, this License

incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new

problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and conditions either of that
version or of any later version published by the Free Software Foundation. If the Program does not specify a version

number of this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,write to the
author to ask for permission. For software which is copyrighted by the Free Software Foundation,write to the Free Software
Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free status of all

derivatives of our free software and of promoting the sharing and reuse of software generally.
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NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE

PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED

IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS"

WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

PURPOSE. THE ENTIRE RISKAS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH

YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY

SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS
PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO

USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM

TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to

achieve this is to make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to
most effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to where the

full notice is found.

<one line to give the program's name and a brief idea of what it does.>

Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software

Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY:; for details type ‘show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c' for details.

The hypothetical commands ‘show w' and “show c' should show the appropriate parts of the General Public License.
Of course, the commands you use may be called something other than ‘show w' and “show c¢'; they could even be

mouse-clicks or menu items--whatever suits your program.
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You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright disclaimer" for the

program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

*Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is a subroutine

library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you want to do,

use the GNU Library General Public License instead of this License.
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GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public

License, version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the
GNU General Public Licenses are intended to guarantee your freedom to share and change free software--to make

sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software packages--typically
libraries--of the Free Software Foundation and other authors who decide to use it. You can use it too, but we suggest you first think
carefully about whether this license or the ordinary General Public License is the better strategy to use in any particular case, based

on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this service if
you wish); that you receive source code or can get it if you want it; that you can change the software and use pieces of it in new free

programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to surrender these

rights. These restrictions translate to certain responsibilities for you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the
rights that we gave you. You must make sure that they, too, receive or can get the source code. If you link other code
with the library, you must provide complete object files to the recipients, so that they can relink them with the library after making

changes to the library and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which

gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if the
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library is modified by someone else and passed on, the recipients should know that what they have is not the original version,so that

the original author's reputation will not be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a
company cannot effectively restrict the users of a free program by obtaining a restrictive license from a patent holder.
Therefore, we insist that any patent license obtained for a version of the library must be consistent with the full freedom of use

specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This
license, the GNU Lesser General Public License, applies to certain designated libraries, and is quite different from the ordinary

General Public License. We use this license for certain libraries in order to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally speaking
a combined work, a derivative of the original library. The ordinary General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General Public License permits more lax criteria for linking other code

with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's freedom than the
ordinary General Public License. It also provides other free software developers Less of an advantage over competing non-free
programs. These disadvantages are the reason we use the ordinary General Public License for many libraries. However, the Lesser

license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library,so that it
becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. A more frequent case is that a
free library does the same job as widely used non-free libraries. In this case, there is little to gain by limiting the free library to free

software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNU C Library in non-free programs enables many more people to use the whole

GNU operating system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a program that is

linked with the Library has the freedom and the wherewithal to run that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The former contains code derived from the library, whereas the latter

must be combined with the library in order to run.
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GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by the
copyright holder or other authorized party saying it may be distributed under the terms of this Lesser General Public License (also

called "this License"). Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with application programs

(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under these terms. A
"work based on the Library" means either the Library or any derivative work under copyright law: that is to say, a
work containing the Library or a portion of it, either verbatim or with modifications and/or translated straightforwardly into

another language. (Hereinafter, translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for making modifications to it. For a library, complete source code
means all the source code for all modules it contains, plus any associated interface definition files,plus the scripts used to control

compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its
scope. The act of running a program using the Library is not restricted, and output from such a program is covered
only if its contents constitute a work based on the Library (independent of the use of the Library in a tool for writing

it). Whether that is true depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;

and distribute a copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange for

a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library,and copy and

distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files and the date of any change.
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¢) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this

License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application program that uses the
facility, other than as an argument passed when the facility is invoked, then you must make a good faith effort to ensure that, in the
event an application does not supply such function or table, the facility still operates, and performs whatever part of its purpose

remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any application-supplied function or table used by this function must be optional:
if the application does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from

the Library, and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do
not apply to those sections when you distribute them as separate works. But when you distribute the same sections as part of a
whole which is a work based on the Library, the distribution of the whole must be on the terms of this License, whose permissions for

other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,

the intent is to exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based on the Library) on a
volume of a storage or distribution medium does not bring the other work under the scope of this

License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given
copy of the Library. To do this, you must alter all the notices that refer to this License, so that they refer to the ordinary GNU
General Public License, version 2, instead of to this License. (If a newer version than version 2 of the ordinary GNU General Public

License has appeared, then you can specify that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public

License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable form under
the terms of Sections 1 and 2 above provided that you accompany it with the complete corresponding machine-readable source code,

which must be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange.

295



If distribution of object code is made by offering access to copy from a designated place, then offering equivalent
access to copy the source code from the same place satisfies the requirement to distribute the source code, even

though third parties are not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by
being compiled or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a derivative work of the

Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the
Library (because it contains portions of the Library), rather than a "work that uses the library". The executable is

therefore covered by this License. Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code for

the work may be a derivative work of the Library even though the source code is not.

Whether this is true is especially significant if the work can be linked without the Library, or if the work is itself a

library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and
small inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether it is legally a

derivative work. (Executables containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms of Section 6.

Any executables containing that work also fall under Section 6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the Library" with the
Library to produce a work containing portions of the Library, and distribute that work under terms of your choice,
provided that the terms permit modification of the work for the customer's own use and reverse engineering for

debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use are covered
by this License. You must supply a copy of this License. If the work during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as a reference directing the user to the copy of this License. Also, you must do

one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library including whatever changes

were used in the work (which must be distributed under Sections 1 and 2 above); and, if the work is an executable linked with the

296



Library, with the complete machine-readable "work that uses the Library",as object code and/or source code, so that the user can
modify the Library and then relink to produce a modified executable containing the modified Library. (It is understood that the user
who changes the contents of definitions files in the Library will not necessarily be able to recompile the application to use the

modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at run time a
copy of the library already present on the user's computer system, rather than copying library functions into the executable, and (2)
will operate properly with a modified version of the library, if the user installs one, as long as the modified version is

interface-compatible with the version that the work was made with.

¢) Accompany the work with a written offer, valid for at least three years, to give the same user the materials specified in Subsection

6a, above, for a charge no more than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access

to copy the above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception, the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major components (compiler,kernel, and so on) of the operating

system on which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot use both them and the Library

together in an executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single library together with
other library facilities not covered by this License, and distribute such a combined library, provided that the separate distribution of

the work based on the Library and of the other library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any

other library facilities. This must be distributed under the terms of the Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and explaining where to

find the accompanying uncombined form of the same work.
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8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under this License will not

have their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the Library), you indicate your acceptance of this License to do so, and

all its terms and conditions for copying, distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a license from
the original licensor to copy, distribute, link with or modify the Library subject to these terms and conditions.You may not impose
any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible for enforcing compliance by

third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited

to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of
this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Library at all.
For example, if a patent license would not permit royalty-free redistribution of the Library by all those who receive copies directly or
indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution of

the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the

section is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest

validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system
which is implemented by public license practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she

is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Library under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In

such case, this License incorporates the limitation as if written in the body of this License.
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13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to

address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and conditions either of that
version or of any later version published by the Free Software Foundation. If the Library does not specify a license

version number, you may choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free

status of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE

LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED

IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY "AS IS"

WITHOUT WARRANTY OF ANYKIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED

TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH

YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,REPAIR OR

CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO
USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest possible use to the public, we recommend making
it free software that everyone can redistribute and change. You can do so by permitting redistribution under these

terms (or, alternatively, under the terms of the ordinary General Public License).

To apply these terms, attach the following notices to the library. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to where the full

notice is found.

<one line to give the library's name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either

version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public
License along with this library; if not, write to the Free Software

Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the library, if

necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the

library “Frob' (a library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990

Ty Coon, President of Vice
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That's all there is to it!
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GNU LESSER GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http:/fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

This version of the GNU Lesser General Public License incorporates the terms and conditions of version 3 of the GNU General

Public License, supplemented by the additional permissions listed below.

0. Additional Definitions.
As used herein, “this License” refers to version 3 of the GNU Lesser General Public License, and the “GNU GPL” refers to version 3

of the GNU General Public License.

“The Library” refers to a covered work governed by this License, other than an Application or a Combined Work as defined below.

An “Application” is any work that makes use of an interface provided by the Library, but which is not otherwise based on the Library.

Defining a subclass of a class defined by the Library is deemed a mode of using an interface provided by the Library.

A “Combined Work” is a work produced by combining or linking an Application with the Library. The particular version of the

Library with which the Combined Work was made is also called the “Linked Version”.

The “Minimal Corresponding Source” for a Combined Work means the Corresponding Source for the Combined Work, excluding any
source code for portions of the Combined Work that, considered in isolation, are based on the Application, and not on the Linked

Version.

The “Corresponding Application Code” for a Combined Work means the object code and/or source code for the Application, including
any data and utility programs needed for reproducing the Combined Work from the Application, but excluding the System Libraries

of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

You may convey a covered work under sections 3 and 4 of this License without being bound by section 3 of the GNU GPL.

2. Conveying Modified Versions.
If you modify a copy of the Library, and, in your modifications, a facility refers to a function or data to be supplied by an Application
that uses the facility (other than as an argument passed when the facility is invoked), then you may convey a copy of the modified

version:
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a) under this License, provided that you make a good faith effort to ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs whatever part of its purpose remains meaningful, or

b) under the GNU GPL, with none of the additional permissions of this License applicable to that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from a header file that is part of the Library. You may convey such
object code under terms of your choice, provided that, if the incorporated material is not limited to numerical parameters, data
structure layouts and accessors, or small macros, inline functions and templates (ten or fewer lines in length), you do both of the

following:

a) Give prominent notice with each copy of the object code that the Library is used in it and that the Library and its use are
covered by this License.

b) Accompany the object code with a copy of the GNU GPL and this license document.

4, Combined Works.

You may convey a Combined Work under terms of your choice that, taken together, effectively do not restrict modification of the
portions of the Library contained in the Combined Work and reverse engineering for debugging such modifications, if you also do

each of the following:

a) Give prominent notice with each copy of the Combined Work that the Library is used in it and that the Library and its use are
covered by this License.

b) Accompany the Combined Work with a copy of the GNU GPL and this license document.

¢) For a Combined Work that displays copyright notices during execution, include the copyright notice for the Library among
these notices, as well as a reference directing the user to the copies of the GNU GPL and this license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this License, and the Corresponding Application Code in a
form suitable for, and under terms that permit, the user to recombine or relink the Application with a modified version of the Linked
Version to produce a modified Combined Work, in the manner specified by section 6 of the GNU GPL for conveying Corresponding
Source.

1) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (a) uses at run
time a copy of the Library already present on the user's computer system, and (b) will operate properly with a modified version of the
Library that is interface-compatible with the Linked Version.

e) Provide Installation Information, but only if you would otherwise be required to provide such information under section 6 of
the GNU GPL, and only to the extent that such information is necessary to install and execute a modified version of the Combined
Work produced by recombining or relinking the Application with a modified version of the Linked Version. (If you use option 4d0, the

Installation Information must accompany the Minimal Corresponding Source and Corresponding Application Code. If you use option
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4d1, you must provide the Installation Information in the manner specified by section 6 of the GNU GPL for conveying

Corresponding Source.)

5. Combined Libraries.
You may place library facilities that are a work based on the Library side by side in a single library together with other library
facilities that are not Applications and are not covered by this License, and convey such a combined library under terms of your

choice, if you do both of the following:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other library
facilities, conveyed under the terms of this License.
b) Give prominent notice with the combined library that part of it is a work based on the Library, and explaining where to find

the accompanying uncombined form of the same work.

6. Revised Versions of the GNU Lesser General Public License.
The Free Software Foundation may publish revised and/or new versions of the GNU Lesser General Public License from time to

time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library as you received it specifies that a certain numbered version of
the GNU Lesser General Public License “or any later version” applies to it, you have the option of following the terms and conditions
either of that published version or of any later version published by the Free Software Foundation. If the Library as you received it
does not specify a version number of the GNU Lesser General Public License, you may choose any version of the GNU Lesser

General Public License ever published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide whether future versions of the GNU Lesser General Public License

shall apply, that proxy's public statement of acceptance of any version is permanent authorization for you to choose that version for

the Library.
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright © 2007 Free Software Foundation, Inc. <http:/fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.
The licenses for most software and other practical works are designed to take away your freedom to share and change the works. By
contrast, the GNU General Public License is intended to guarantee your freedom to share and change all versions of a program--to
make sure it remains free software for all its users. We, the Free Software Foundation, use the GNU General Public License for most

of our software; it applies also to any other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge for them if you wish), that you receive source code or can get it

if you want it, that you can change the software or use pieces of it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the rights. Therefore, you
have certain responsibilities if you distribute copies of the software, or if you modify it: responsibilities to respect the freedom of

others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the recipients the same
freedoms that you received. You must make sure that they, too, receive or can get the source code. And you must show them these

terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the software, and (2) offer you this

License giving you legal permission to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for this free software. For both users'
and authors' sake, the GPL requires that modified versions be marked as changed, so that their problems will not be attributed

erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them, although the
manufacturer can do so. This is fundamentally incompatible with the aim of protecting users' freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to use, which is precisely where it is most
unacceptable. Therefore, we have designed this version of the GPL to prohibit the practice for those products. If such problems arise
substantially in other domains, we stand ready to extend this provision to those domains in future versions of the GPL, as needed to

protect the freedom of users.
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Finally, every program is threatened constantly by software patents. States should not allow patents to restrict development and use
of software on general-purpose computers, but in those that do, we wish to avoid the special danger that patents applied to a free
program could make it effectively proprietary. To prevent this, the GPL assures that patents cannot be used to render the program

non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS
0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright-like laws that apply to other kinds of works, such as semiconductor masks.
“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as “you”. “Licensees” and

“recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission, other than the

making of an exact copy. The resulting work is called a “modified version” of the earlier work or a work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or secondarily liable for
infringement under applicable copyright law, except executing it on a computer or modifying a private copy. Propagation includes

copying, distribution (with or without modification), making available to the public, and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere interaction with a user

through a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and prominently visible
feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees may convey the work under this License, and how to view a copy of this License.

If the interface presents a list of user commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making modifications to it. “Object code” means any

non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards body, or, in the case

of interfaces specified for a particular programming language, one that is widely used among developers working in that language.
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The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is included in the normal
form of packaging a Major Component, but which is not part of that Major Component, and (b) serves only to enable use of the work
with that Major Component, or to implement a Standard Interface for which an implementation is available to the public in source
code form. A “Major Component”, in this context, means a major essential component (kernel, window system, and so on) of the
specific operating system (if any) on which the executable work runs, or a compiler used to produce the work, or an object code

interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed to generate, install, and (for an
executable work) run the object code and to modify the work, including scripts to control those activities. However, it does not
include the work's System Libraries, or general-purpose tools or generally available free programs which are used unmodified in
performing those activities but which are not part of the work. For example, Corresponding Source includes interface definition files
associated with source files for the work, and the source code for shared libraries and dynamically linked subprograms that the work
is specifically designed to require, such as by intimate data communication or control flow between those subprograms and other

parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts of the Corresponding

Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable provided the stated
conditions are met. This License explicitly affirms your unlimited permission to run the unmodified Program. The output from
running a covered work is covered by this License only if the output, given its content, constitutes a covered work. This License

acknowledges your rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your license otherwise
remains in force. You may convey covered works to others for the sole purpose of having them make modifications exclusively for you,
or provide you with facilities for running those works, provided that you comply with the terms of this License in conveying all
material for which you do not control copyright. Those thus making or running the covered works for you must do so exclusively on
your behalf, under your direction and control, on terms that prohibit them from making any copies of your copyrighted material

outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is not allowed; section

10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.
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No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling obligations under
article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention of

such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of technological measures to the extent such
circumvention is effected by exercising rights under this License with respect to the covered work, and you disclaim any intention to
limit operation or modification of the work as a means of enforcing, against the work's users, your or third parties' legal rights to

forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all notices of the absence of any warranty; and

give all recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from the Program, in the form of source code under

the terms of section 4, provided that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.

b) The work must carry prominent notices stating that it is released under this License and any conditions added under section 7.
This requirement modifies the requirement in section 4 to “keep intact all notices”.

¢) You must license the entire work, as a whole, under this License to anyone who comes into possession of a copy. This License will
therefore apply, along with any applicable section 7 additional terms, to the whole of the work, and all its parts, regardless of how
they are packaged. This License gives no permission to license the work in any other way, but it does not invalidate such permission
if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the Program has

interactive interfaces that do not display Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are not by their nature extensions of the covered
work, and which are not combined with it such as to form a larger program, in or on a volume of a storage or distribution medium, is
called an “aggregate” if the compilation and its resulting copyright are not used to limit the access or legal rights of the compilation's
users beyond what the individual works permit. Inclusion of a covered work in an aggregate does not cause this License to apply to

the other parts of the aggregate.

6. Conveying Non-Source Forms.
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You may convey a covered work in object code form under the terms of sections 4 and 5, provided that you also convey the
machine-readable Corresponding Source under the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium), accompanied by the
Corresponding Source fixed on a durable physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium), accompanied by a
written offer, valid for at least three years and valid for as long as you offer spare parts or customer support for that product model,
to give anyone who possesses the object code either (1) a copy of the Corresponding Source for all the software in the product that is
covered by this License, on a durable physical medium customarily used for software interchange, for a price no more than your
reasonable cost of physically performing this conveying of source, or (2) access to copy the Corresponding Source from a network
server at no charge.

¢) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding Source. This
alternative is allowed only occasionally and noncommercially, and only if you received the object code with such an offer, in accord
with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer equivalent access to the
Corresponding Source in the same way through the same place at no further charge. You need not require recipients to copy the
Corresponding Source along with the object code. If the place to copy the object code is a network server, the Corresponding Source
may be on a different server (operated by you or a third party) that supports equivalent copying facilities, provided you maintain
clear directions next to the object code saying where to find the Corresponding Source. Regardless of what server hosts the

Corresponding Source, you remain obligated to ensure that it is available for as long as needed to satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other peers where the object code and

Corresponding Source of the work are being offered to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a System Library, need not

be included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property which is normally used for
personal, family, or household purposes, or (2) anything designed or sold for incorporation into a dwelling. In determining whether a
product is a consumer product, doubtful cases shall be resolved in favor of coverage. For a particular product received by a particular
user, “normally used” refers to a typical or common use of that class of product, regardless of the status of the particular user or of
the way in which the particular user actually uses, or expects or is expected to use, the product. A product is a consumer product
regardless of whether the product has substantial commercial, industrial or non-consumer uses, unless such uses represent the only

significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys, or other information required to
install and execute modified versions of a covered work in that User Product from a modified version of its Corresponding Source.
The information must suffice to ensure that the continued functioning of the modified object code is in no case prevented or

interfered with solely because modification has been made.
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If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the conveying occurs as
part of a transaction in which the right of possession and use of the User Product is transferred to the recipient in perpetuity or for a
fixed term (regardless of how the transaction is characterized), the Corresponding Source conveyed under this section must be
accompanied by the Installation Information. But this requirement does not apply if neither you nor any third party retains the

ability to install modified object code on the User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide support service, warranty,
or updates for a work that has been modified or installed by the recipient, or for the User Product in which it has been modified or
installed. Access to a network may be denied when the modification itself materially and adversely affects the operation of the

network or violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a format that is
publicly documented (and with an implementation available to the public in source code form), and must require no special password

or key for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or more of its
conditions. Additional permissions that are applicable to the entire Program shall be treated as though they were included in this
License, to the extent that they are valid under applicable law. If additional permissions apply only to part of the Program, that part
may be used separately under those permissions, but the entire Program remains governed by this License without regard to the

additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions from that copy, or from any
part of it. (Additional permissions may be written to require their own removal in certain cases when you modify the work.) You may
place additional permissions on material, added by you to a covered work, for which you have or can give appropriate copyright

permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may Gf authorized by the copyright

holders of that material) supplement the terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the Appropriate
Legal Notices displayed by works containing it; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such material be marked in
reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or
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f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or modified versions
of it) with contractual assumptions of liability to the recipient, for any liability that these contractual assumptions directly impose

on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within the meaning of section 10. If the Program as
you received it, or any part of it, contains a notice stating that it is governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains a further restriction but permits relicensing or conveying
under this License, you may add to a covered work material governed by the terms of that license document, provided that the

further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a statement of the

additional terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written license, or stated as exceptions;

the above requirements apply either way.

8. Termination.
You may not propagate or modify a covered work except as expressly provided under this License. Any attempt otherwise to
propagate or modify it is void, and will automatically terminate your rights under this License (including any patent licenses

granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is reinstated (a) provisionally,
unless and until the copyright holder explicitly and finally terminates your license, and (b) permanently, if the copyright holder fails

to notify you of the violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies you of the
violation by some reasonable means, this is the first time you have received notice of violation of this License (for any work) from

that copyright holder, and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies or rights from you
under this License. If your rights have been terminated and not permanently reinstated, you do not qualify to receive new licenses

for the same material under section 10.

9. Acceptance Not Required for Having Copies.
You are not required to accept this License in order to receive or run a copy of the Program. Ancillary propagation of a covered work
occurring solely as a consequence of using peer-to-peer transmission to receive a copy likewise does not require acceptance. However,

nothing other than this License grants you permission to propagate or modify any covered work. These actions infringe copyright if
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you do not accept this License. Therefore, by modifying or propagating a covered work, you indicate your acceptance of this License

to do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to run, modify and

propagate that work, subject to this License. You are not responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one, or subdividing an
organization, or merging organizations. If propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work the party's predecessor in interest had or
could give under the previous paragraph, plus a right to possession of the Corresponding Source of the work from the predecessor in

interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License. For example, you
may not impose a license fee, royalty, or other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent claim is infringed by making, using, selling,

offering for sale, or importing the Program or any portion of it.

11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which the Program is based.

The work thus licensed is called the contributor's “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence of further modification of the contributor version.
For purposes of this definition, “control” includes the right to grant patent sublicenses in a manner consistent with the requirements

of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the contributor's essential patent claims,

to make, use, sell, offer for sale, import and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment, however denominated, not to enforce
a patent (such as an express permission to practice a patent or covenant not to sue for patent infringement). To “grant” such a patent

license to a party means to make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is not available for
anyone to copy, free of charge and under the terms of this License, through a publicly available network server or other readily

accessible means, then you must either (1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of
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the benefit of the patent license for this particular work, or (3) arrange, in a manner consistent with the requirements of this License,
to extend the patent license to downstream recipients. “Knowingly relying” means you have actual knowledge that, but for the
patent license, your conveying the covered work in a country, or your recipient's use of the covered work in a country, would infringe

one or more identifiable patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring conveyance of, a
covered work, and grant a patent license to some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a specific copy of the covered work, then the patent license you grant is automatically extended to all recipients of

the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise of, or is conditioned
on the non-exercise of one or more of the rights that are specifically granted under this License. You may not convey a covered work
if you are a party to an arrangement with a third party that is in the business of distributing software, under which you make
payment to the third party based on the extent of your activity of conveying the work, and under which the third party grants, to any
of the parties who would receive the covered work from you, a discriminatory patent license (a) in connection with copies of the
covered work conveyed by you (or copies made from those copies), or (b) primarily for and in connection with specific products or
compilations that contain the covered work, unless you entered into that arrangement, or that patent license was granted, prior to

28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to infringement that may

otherwise be available to you under applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License, they
do not excuse you from the conditions of this License. If you cannot convey a covered work so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not convey it at all. For example,
if you agree to terms that obligate you to collect a royalty for further conveying from those to whom you convey the Program, the only

way you could satisfy both those terms and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work with a work licensed
under version 3 of the GNU Affero General Public License into a single combined work, and to convey the resulting work. The terms
of this License will continue to apply to the part which is the covered work, but the special requirements of the GNU Affero General

Public License, section 13, concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
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The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from time to time. Such

new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version of the GNU General
Public License “or any later version” applies to it, you have the option of following the terms and conditions either of that numbered
version or of any later version published by the Free Software Foundation. If the Program does not specify a version number of the

GNU General Public License, you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be used, that proxy's

public statement of acceptance of a version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are imposed on any

author or copyright holder as a result of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS
IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,

YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER,
ORANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF
THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE

POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.
If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according to their terms,
reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil liability in connection with the

Program, unless a warranty or assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS

314



How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this is to make

it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most effectively

state the exclusion of warranty; and each file should have at least the “copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program. If not, see <http://www.gnu.org/licenses/>.

Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it starts in an interactive mode:
<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY:; for details type ‘show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c¢' for details.

The hypothetical commands “show w' and “show c¢' should show the appropriate parts of the General Public License. Of course, your

program's commands might be different; for a GUI interface, you would use an “about box”.

You should also get your employer (if you work as a programmer) or school, if any, to sign a “copyright disclaimer” for the program, if

necessary. For more information on this, and how to apply and follow the GNU GPL, see <http://www.gnu.org/licenses/>.

315



The GNU General Public License does not permit incorporating your program into proprietary programs. If your program is a
subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first, please read

<http!//www.gnu.org/philosophy/why-not-lgpl.html1>.
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